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Notice of State of West Virginia

Confidentiality Policies and Information Security Accountability Requirements

4.5

4.6

4.7

(1) the Agency contract manager whose contact information may be
found at www.state.wv.us/admin/purchase/vrc/agencyii.htm and,
(2) unless otherwise directed by the Agency in writing, the Office of
Technology at incident@wv.gov.

4.4.2.4 The vendor shall immediately investigate such actual or suspected
Security Incident, Breach, or unauthorized use or disclosure of
Confidential Information. Within 72 hours of the discovery, if an
actual Breach has occurred, the vendor shall notify the individuals
identified in 4.4.2.3 of the following: (a) What data elements were
invoived and the extent of the data involved in the Breach (e.g.
number of records or affected individual's data); (b) The identity of
the unauthorized persons known or reasonably believed to have
improperly used or disclosed PHI or Confidential Information; (c) A
description of where the Confidential Information is believed to have
been improperly transmitted, sent, or utilized; (d) A description of
the probable causes of the improper use or disclosure; and (e)
Whether any Federal or State laws requiring individual notifications
of Breaches are triggered.

4.4.2.5 Agency will coordinate with the vendor to determine additional
specific actions that will be required of the vendor for mitigation of
the Breach, which may include notification to the individual or other
authorities.

4.4.2.6 All associated costs shall be borne by the vendor. This may
include, but not be limited to costs associated with notifying affected
individuals.

The State may require that a vendor provide evidence of adequate
background checks, including a nationwide record search, for individuals who
are entrusted by the vendor to work with State information.

The State requires that any vendor taking possession of State data have
comprehensive policies and practices to adequately safeguard that
information, and further that the sensitivity of the information is clearly
identified and documented in writing, with signed acknowledgement by the
vendor that the sensitivity is understood, before it is conveyed to the
vendor. Vendor policy should articulate all safeguards in place for the State
information, including provisions for destruction of all data, including backup
copies of the data, at the end of the vendor's legitimate need to possess the
data. All State-owned media containing State information will be returned to
the State when no longer legitimately needed by the vendor.

All vendor owned devices that contain or transport any State Confidential
Information must be encrypted using the AES algorithm, and an industry
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Notice of State of West Virginia
Confidentiality Policies and Information Security Accountability Requirements

standard methodology. This includes desktop and laptop computers (whole
drive encryption — not file encryption), personal digital assistants (PDA), smart
phones, thumb or flash-type drives, CDs, diskettes, backup tapes, etc.
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CGa

technologies
Order Form

CA, Inc. (“CA")
2291 Wood Oak Drive Herndon, Virginia 20171

Effective Date of this Order Form: 3/31/2019 {Amendment Number 7) | Order Form #: 00058297.0 (When using a Purchase Order, please
reference this number thereby incorporating the terms, pricing and
governing contract defined herein.)

Customer Name: WEST VIRGINIA OFFICE OF TECHNOLOGY {which may be referred to as “Customer” or “You” Customer ID No: 4685
or “Licensee” in the referenced Governing Contract below)

Customer Address: 1900 Kanawha Bivd E,Bldg 5, 10Th Floor, Charleston, WV, US, 25305-0009
Billing Address: 1900 Kanawha Bivd E,Bldg 5, 10Th Floor, Charleston, WV, US, 25305-0009

Billing Cantact: NATALIE FAULKNER Phone: 304-558-5914 E-mail:
nfaulkner @wvadmin.gov

Shipment Address: 1900 Kanawha Blvd E,Bldg 5, 10Th Floor, Charleston, WV, US, 25305-0009

Shipping Contact: NATALIE FAULKNER Territory:
Technical Contact: NATALIE FAULKNER Phone: 304-558-5914 E-mail:

) nfaulkner@wvadmin.gov
Name of Governing Contract: MLA-9/25/1997, Order Form and Addendum effective April 1, 2005 {Under For Customer Administrative
License Agreement 991126) and subsequent Amendments One and Two and Order Form One (Amendment Purposes
Three) and Order Form Two {Amendment Four), Order Form effective March 25, 2014 (Amendment Number Only:
Five} and Order Form effective March 31, 2017 {Amendment Number Six)

PO Required?

Governing Contract No.: 991126 PO #.

CA Software licensed may be subject to Specific Program Documentation (“SPD") located at: https://support.ca.com/us licensing/license-

apgreements.html

Offer Expiration
The pricing and terms offered herein expire unless Customer executes and delivers this document to CA prior to 5 PM EST on the Effective Date,

however this provision shall be null and void and have no legal effect if this document is countersigned by CA.

Payment Profile (USD)
Payment Date Total Fees Due
3/31/2019 $228,491.29
10/1/2019 $229,491.29

In the event Customer purchases CA Maintenance {"CA Maintenance” may also be referred to as “CA Support”), technical and customer care
expertise for CA Software is available 24x7x36S from CA’s self-service web portal and by telephone for Severity 1 issues, or during regular business
hours by telephone for any other issue, Technical support will be provided in accordance with the overview and guidelines available on CA Support

Online at; https://support.ca.com.

Agreement Number: 00058297.0 Page 1 of 4
Version Number: 4



DocuSign Envelope ID: E1831AC6-C5BF-4A32-BE29-0054CF6F2BC
DocuSign Envelope ID: CF6FF6CA-6017-4CBF-91B4-3E005BBE7888

G

technologies
Order Form
CA, Inc. ("CA")
2291 Wood Oak Drive Herndon, Virginia 20171
CA Malnframe Software Information {USD)
Mainframe CA Software l:,;:;ie G: ::::g U::u:?r:::;:n Start Date** End Date Ship (Y/N)

CA VISION:Results UMF MVs 872 MIPS 3/31/2019 3/30/2020 N

CA VISION:Sixty™ UMF Mvs 872 MIPS 3/31/2019 3/30/2020 N

AllFusion® CA-Librarian® Base UMF MVS 872 MIPS 3/31/2019 3/30/2020 N

CA RC/Query® for DB2 for 2/0S MiIPS UMF MVS 872 MIPS 3/31/2019 3/30/2020 N

CA RC/Migrator® for DB2 for /05 MIPS UMF MVS 872 MIPS 3/31/2019 3/30/2020 N

CA RC/Update® for DB2 for z/0S MIPS UMF MVS 872 MIPS 3/31/2019 3/30/2020 N

CA RC/Secure® for DB2 for z/05 MIPS UMF MVS 872 MIPS 3/31/2019 3/30/2020 N

CA Plan Analyzer® for DB2 for /08 MIPS UMF MVS 872 MIPS 3/31/2019 3/30/2020 N

CA Report Facility for TSO MIPS UMF MVS 872 MIPS 3/31/2019 3/30/2020 N

CA TPX Session Management for z/OS Plus UMF MVS 872 MIPS 3/31/2019 3/30/2020 N

CA One TAPE MANAGEMENT MIPS UMF MVS 872 MIPS 3/31/2019 3/30/2020 N

CA InterTest for CICS for 2/05$ Plus UMF MvS 872 MIPS 3/31/2018 3/30/2020 N

*With respect to perpetual licenses, Start Date and End Date refer to the start date and end date for Support.

**1f no date stated, the start date is the Effective Date of the Order Form. The dates set out in the CA Software tables shallin no way be deemed to
impact or change the Effective Date of this Order Form. All amounts are exclusive of taxes which will be payable in addition to the fees listed above.

Mainframe CPU Information
As of the Effective Date of this Order Form, Customer is running the Mainframe CA Software with the Authorized Use Limitation as listed in the

above grid on the following CPU(s):

Make Model Serial Number Location
1BM 2828-502 068D77 1900 Kanawha Bivd E,Bldg 5, 103I8;!laoor, Charleston, WV, US, 25305-

1. Product Deliveries
Any CA Software identified with *"NO" under the heading entitled “Ship" above was previously delivered to Customer by CA and therefore will not be

delivered to Customer again. Any operating system identified as "Generic”, "GA", or “MULTI-PLATFORM” denotes such operating systems for which
the CA Software is made generally available by CA In accordance with CA current published specifications.

2. Extension of Term
The Term of the license is hereby Extended {the “Extended Term”) and shall commence on March 31, 2019 and shall expire on March 30, 2020.

3. Stabilized Products

Notwithstanding anything contained herein or in the License Agreement to the contrary, Licensee understands and acknowledges that AllFusion®
CA-Librarian® Base {the "Stabilized Product") has been stabilized by CA which means that, although CA is currently providing telephone support for
such Licensed Program, CA is not providing enhancements, or new releases or modifications of the Stabilized Product. Licensee agrees that CA has
no obligation to provide any such enhancements, modifications or new releases and that no charge for the same has been included in the fees
payable under this agreement.

Agreement Number; 00058297.0 Page 2 of 4
Version Number: 4
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CA, Inc. ("CA")
2291 Wood Oak Drive Herndon, Virginia 20171

4. Product Migration
= The Product(s) listed in the table below under the column “Original Product(s)" have been terminated and replaced with the Product(s) listed

under the column “Migrated Product{s)”.

* In consideration of the termination of the Original Product(s) licenses, CA makes available to Customer licenses of the Migrated Product(s).
= All financial abligations relating to the Original Product(s} remain valid and enforceable and are applicable to the Migrated Product(s), and
= The Migrated Product(s) are subject to the Agreement and this Order Form.

CA Original Product(s) Original Migrated Product(s) New
Contract Autherized Authorized
Use Limitation Use
Limitation
CA InterTest for CICS 872 MIPS CA InterTest for CICS for z/05 Plus 872 MIPS
CA One TAPE MANAGEMENT 872 MIPS CA One TAPE MANAGEMENT MIPS 872 MIPS
CA Plan Analyzer® for DB2 for z/OS 872 MIPS CA Plan Analyzer® for DB2 for z/0S MIPS 872 MIPS
CA RC/Migrator® for DB2 for z/0S 872 MIPS CA RC/Migrator® for DB2 for z/0OS MIPS 872 MIPS
40258143 CA RC/Query® for DB2 for z/0S 872 MIPS CA RC/Query® for DB2 for 2/0S MIPS 872 MIPS
CA RC/Secure® for DB2 for 2/0S 872 MIPS CA RC/Secure® for DB2 for /05 MIPS 872 MIPS
CA RC/Update® for DB2 for 2/0S 872 MIPS CA RC/Update® for DB2 for 2/05 MiPS 872 MIPS
CA Report Facility for TSO 872 MIPS CA Report Facility for TSO MIPS 872 MIPS
CA TPX Session Management 872 MIPS CA TPX Session Management for z/05 Plus 872 MIPS
Extended Package

5. Termination for Convenience
The following clause hereby amends the referenced master and applies to all pre-existing transactions currently in place between the parties.

Customer may terminate this Agreement together with each and all Transaction Documents in effect as of the date of termination (collectively, the
Agreement), without cause and without further charge or expense at any time, immediately upon written notice to CA sent

to usagereporting@ca.com. On or after the termination date, with the exception of any fully paid-up perpetual licenses if the termination is
effective after the initial Term, Customer must either: a) delete all full or partial copies of the Software from all computing or storage equipment
and verify such deletion in a statement signed by & Vice-President or a duly authorized representative and sent to usagereporting@ca.com, or b)
return to CA all full or partial copies of the Software. Once Customer’s verification or the Software copies are received, CA will pay Customer a pro-
rata refund of any License, 5aa5, and/or Support fees Customer pre-paid {Refund Fees) in accordance with the paragraph below. Refund Fees will
be calculated on the number of months remaining in the Term of the applicable Transaction Document. If the Software is licensed under a
Perpetual License, Customer will receive a pro-rated refund of the License Fee only if notice of termination is issued during the initial Term of the

applicable Transaction Document.

If the Agreement is terminated without cause, neither party shall have further obligations under the Agreement, except that the parties shall
remain bound by the Confidentiality obligations in the Agreement, Refund Fees will be paid within sixty (60} days from the termination date, and
any unpaid fees reflecting the Services {defined as software license, SaaS, maintenance and professional services for purposes of this section)
delivered prior to the termination date plus any reasonable charges having resulted from the termination shall become immediately due.

6. Renewal
This Agreement shall be automatically renewed for successive one (1) year terms thereafter {(each a Renewal Term) until and unless either Party

provides the other Party with written notice of non-renewal forty-five {45) days prior to the end of the Initial Term or the Renewal Term. CA will
invoice Customer at least thirty (30) days prior to the expiration of the Initial Term or the Renewal Term.

7.  Authorized Signatory Clause
The undersigned herby certifies that he/she is authorized to bind the government agency identified herein to the terms and conditions of this

agreement.

8.  Limiting Liability

Agreement Number: 00058297.0 Page3of 4
Version Number: 4
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CA, Inc. {"CA")
2291 Wood Oak Drive Herndon, Virginia 20171

EXCEPT IN THE CASE OF A BREACH OF TITLE, INFRINGMENT OF CA’S INTELLECTUAL PROPERTY RIGHTS OR CONFIDENTIALITY, AND OF THIRD PARTY
CLAIMS ARISING UNDER THE INDEMNIFICATION SECTION, TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW NEITHER PARTY
(INCLUDING ANY OF CA’S SUPPLIERS} SHALL BE LIABLE FOR A) ANY INDIRECT, SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR PUNITIVE DAMAGES OF
ANY NATURE, INCLUDING, BUT NOT NECESSARILY LIMITED TO, LOSS OF PROFIT, DAMAGES RELATING TO MONIES SAVED OR FEES GENERATED AND
OR ANY LOSS OF DATA BY USE OF ANY CA OFFERING, REGARDLESS OF WHETHER A PARTY WAS APPRISED OF THE POTENTIAL FOR SUCH DAMAGES;
AND B} IN NO EVENT WILL A PARTY'S LIABILITY, EXCEED THE FEES PAID AND OR OWED FOR THE PRODUCT OR SERVICE THAT GAVE RISE TO THE

BREACH,

Entire Agreement
This document, and any applicable exhibits or referenced Governing Contract and applicable supplementary terms as defined herein constitutes the

entire agreement of the parties and supersedes all prior communications, understandings and agreements relating to the subject matter hereof,
whether aral or written. No term or condition contained in Customer’s purchase order or similar document will apply unless agreed upon hereunder,
even if CA has accepted the order set forth in such purchase order, and all such terms or conditions are otherwise hereby expressly rejected by CA.
No modification or claimed waiver of any provision herein shail be valid except by written amendment signed by authorized representatives of
Custormer and CA.

DocuSigned by:
o . Liss Conir
g AL _ S aklrE: 21802DA03SIALE4
Name: Justin T, McAllister CFO Name: Lisa kiefer
s p PO L] Principal, sales Accounting
Date: L{ - O‘K‘q’ , ? Date:
—March—292639— 67 PM—EDT—

Agreement Number: 00058297.0 Paged of 4
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Information Security Practices ca

Protecting Customer Data technologies

A message to our Customers/ A message from our Chief Information Security Officer

. CA Technologles recently celebrated its 40t birthday. Few technology companies have had the good
fortune of making it through a decade, let alone four, and for that we thank our customers for continuing
to put their business and trust in CA. It is a responsibllity we do not take lightly, and one we have
embedded in every aspect of our culture. Just this year, our CEO Mike Gregoire rolled out a new culture
Mission that is entirely focused on you, your experience with CA, and your goals. When you win, we win,

In the era of the Application Economy, your data has become more than just a part of your business, it
has become the cornerstone, and one that is constantly under attack. Every day we hear about a
cybersecurity breach, hack, or troubling misuse of information. Taking measures to protect and secure
your data is something CA has done for years, but we want our customers to know and understand how
robust our practices are. CA Is fully committed to protecting your data and information as if it were our
own,

Cur information security program is a holistic approach that considers every aspect of how we may store,
collect, access, or touch your data. From engineering to finance, every person at CA plays a role. This
document outlines the policies, procedures, and physical and technical safeguards we have implemented
to achieve this. We are proud of what we do, but we are always working to make it better, faster, and
more secure. As always, we thank you for our business, and look forward to another 40+ years of being
the technology company you trust.

Securely Yours,

e ——

David Billeter
Chief Information Security Officer (CISO)
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I.  SECURITY BY DESIGN

4. Secure Code Development

All CA developers are required to follow CA’s Product Securabllity Policy and Procedure which provides
for securability standards, strategies, and tactics for each phase of the product development lifecycle
informed and consistent with industry best practices. The procedure requires product classification
based on risk rankings determined by use cases, application of static code analysis tools, and penetration
testing,

b. Secure Code Release

Prior to release of any product to CA’s Customers, antivirus/antimalware scanning is performed, and
based on the risk profile additional penetration testing may be performed. Any identified vulnerabilities
are tracked in the central CA defect tracking system together with an associated risk rating and are not
approved by the Securability Center of Excellence unless remediated, Vulnerabilities are ranked using the
Common Vulnerability Scoring System (CVSS} in accordance with the NIST Framework to determine their
severity and response,

. HOW A CUSTOMER’S DATA COMES INTO CA AND
ITS PROTECTION

a. Access to Customer Data

CA may obtain Customer data in a number of ways, including, through a support ticket, services
engagements, or the use of a CA Saa$ offering. All files submitted by our customers, regardless of how
acqulred, is categorized as “Highly Confidential Data” requiring the highest degree of protection. In the
event CA’s professional services team is required to be at a Customers’ facility, such individuals are
prohibited from downloading any Customer data to thelr devices and removing them from the
Customer’s facility.

b. Physical Security
CA maintalns and administers the following physical access controls:

e Employees and contractors are subject to background checks prior to being offered employment
or given access to CA’s facllities and systems,

e All facilities require badge access for employees and contractors and intrusion detection alarms
at ingress and egress points. Visitor access must be logged In a physical access log and visitors
are escarted through restricted areas In the facility.

2
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® All data centers where Customer data is processed or stored are further protected by security
guards and monltoring cameras (e.g., CCTVs) 24/7.

¢. CA Authorized User Names, Passwords and Authentication

CA monltors access rights to ensure access adheres to the |east privilege principle commensurate with
the CA’s user’s job responsibilities, logs all access and security events, and uses software that enables
rapid analysis of user activitles.

CA's passwords are administered in the following manner:

® Passwords are communicated separately from user IDs

° Passwords are not shared

° Initial password generation is random

° Initial password change is required

o Passwords must have minimum length and complexity and must be changed on a regular

Interval without reuse of recent previous passwords

® CA passwords are encrypted and passwords are never recoverable and can only be
securely reset.

. Enterprise Role-Based Access

The logical access procedures define the request, approval, access provisioning and de-provisioning
processes. The logical access procedures restrict user access (local or remote) based on user job function
for applications and databases (role/profile based appropriate access) for applications, databases and
systems to ensure segregation of duties and are reviewed, administered, and documented based on on-
boarding, resource re-assignment or separation. User access reviews are performed to ensure access Is
appropriate throughout the year.

All CA system administrators are authenticated using multi-factor authentication for system access
through privileged access management. In addition, the use of privileged access management enables
all system admin sessions and console access to be recorded and CA records all such sessions and access
for audit and forensic purposes.

For Customer data entered via a CA Saa$ Offering, CA database administrators (DBAs) may be required to
access Customer data in the course of various technical operations. Default DBA accounts in the database
are expired and locked except when the account is required to be used by the DBA to complete thelr job.
Database access is granted upon formal authorization through a ticket and access is granted only to
authorized personnel based on job responsibilities registered in an Active Directory. Where it Is not
feaslble to lock the DBA account, passwords are changed for each access request. All database accesses

3
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are logged. Employees’ user access accounts are reviewed on a quarterly basis. Access account reports
are generated by a Security Analyst and sent to managers for review and approval. This review and
approval are documented in a CA support ticket where any discrepancies and resolutions, if any are listed.

IV. . HOW IS DATA TRANSMITTED? NETWORK SECURITY
MANAGEMENT

a, Network Controls

CA utilizes firewalls for access control between CA’s networks and the Internet. Firewall access is
restricted to a small set of super users/administrators with appropriate approvals. Firewalls are
established with minimum rights necessary to accomplish tasks by role and access is authorized on a
“deny by default” policy.

Periodic network vulnerability scans are performed and any critical vulnerabilities identified are promptly
remediated. In addition, penetration tests are also performed by security professionals, both CA
emplovees and third parties,

b. Network/Communication Security Policy/ Encryption

Defined Access Control Lists (ACLs} to restrict traffic on routers and/or firewalls are reviewed and
approved by network administrators. IP addresses in the ACLs are specific and anonymous connections
are prohibited. '

Customer data is encrypted while In transit over any public network or wireless network (wireless
networks are not used in Saa$ Offerings) via CA's Secure Flle Transfer Protocol (SFTP) to transmit flat files.

CA utilizes an information protection and control solution that Is designed and administered to minimize
the accidental, negligent and malicious misuse of data through email and other communications aimed
outside of CA's firewalls (e.g., a data loss prevention (DLP) solution).

[remainder of page intentionally left blank]
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¢. Remote Access Administration

The following remote access settings are applicable:

* Unauthorized remote connections from devices (e.g., modems) are disabled as part of standard
configuration,

® The data flow in the remote connectlon is encrypted and multl-factor authentication Is utilized
during the login process.

® Remote connection settings |imit the abliity of remote users to access both Initiating network
and remote network simultaneously (no split tunneling).

d. Third Party Remote Access

Dependent third party service provider (i.e., subcontractor) remote access adheres to the same or similar
controls, and any subcontractor remote access has valld business Justification.

e. Removable Media

Removable media Is not in use for the delivery of CATechnologies Saa$ offerings. In addition, all laptops
and other removable media on which Customer data Is stored, such as backup tapes, are encrypted.

V. AUDITS OF CONTROLS AND CERTIFICATIONS

The respective audit criteria (e.g., PCl, SSAE 16 SOC 1, TYPE 2) followed by third party auditors
Inspecting CA’s security practices with regard to Saa$ offerings along with summary reports of the
auditors can be found at: http://www.ca.com/us/| saas-summary-audit-report.aspx. In addition,
CA’s internal data centers, those which may house Customer data recelved through support or services
Interactlons, are ISO/IEC 20000 for IT service management and ISO/IEC 27001 for security controls

certified.

VI.  SECURITY INCIDENTS

CA maintains a highly confidential cybersecurity Incident Response Plan designed to identify, categorize,
remove, and remediate cybersecurity incldents. The Plan is reviewed bl-monthly with annual tabletop
exercises. The mission of the CA Technologies Cybersecurity Operations Is to prepare the organization to
identify and respond to information security threats and Incidents while contalning and restoring normal
service operations as quickly and effectively as possible,
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In the event CA discovers a security incident, CA has the following target response and remediation time
lines:

Severity Description Examples Targot Target

Level Responsc Remediation/

Escalation

1 Incidents that have a severe impact o Mallcious code attacks 1 Hour 2 Hours
on CA Technologles or s & Unauthorized access
customers’ buslness or services ® Denla) of Service {Do5)
affecting an entire campus
e Compromise of host with
sensltive data, including

Sensitive
Personal Data
z s Attempts to gain 4 Hours 1 Business
Incidents that have a significant unauthorized access Day

impact, or the potential to havea ¢ ppsattack affecting a
severe impact on CA Technologies building or department

or its customers’ business or ® Open mall relay
services

3 = Unauthorized network 1 2 Business
Incidents that have a minimal probes or system scans Business Days
impact with the potential for @ |solated virus infections Day

significant or severe impact on CA
Technologles or its customers’

business or services

8 Incidents that have a minimal slmproper Usage, 2+ 2+ Business
Impact with no potential for eUnauthorized software Business Days
significant or severe impact on CA {non-malicious) Days
Technologles or its customers’ *Policy Violations

business or services

VII. COMPLIANCE WITH DATA PRIVACY LAWS

a. CATechnologies’ Privacy Statement Is posted on our website
(www.ca.com/us/privacy), and local websites In other countries, and describes how
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e,

CA Technologles uses personally identifiable information that it collects on the
website as well as data collected off-iine.

CA Technologies implements processes designed to ensure that we comply with all
applicable data privacy and security laws in the US and in all countries in which we
do business, including breach notification laws, state and federal privacy-related
legislation, and national laws.

CA Technologies has several internal Privacy Policies, including an HR Privacy Policy
and a Privacy and Data Protection Policy, which mirrors the EU Data Privacy
requirements,

CA Technologies also maintains a Policy that specifically addresses the handling of
customer data and a Written Information Security Plan (WISP) in compliance with
the Massachusetts information security regulations and other US laws.

In September of 2016, CA self-certified to the EU-US Privacy Shield framework which
was designed by the U.S. Department of Commerce and European Commission to
provide global compznies with a mechanism to comply with EU data protection
requirements when transferring personal data from the European Union to the
United States in support of transatlantic commerce. In April of 2017, CA self-certified
to the Swiss-US Privacy Shield framework. CA’s participation in the Privacy Shield
means that CA and ts U.S. subsidiaries have agreed to comply with the Privacy Shield
Framework regarding the collection, use, and retentlon of EU and Swiss personal
data that it uses as a data processor. To learn more about the Privacy Shield
Framework, and to view CA’s certification page, please visit
htth:[[wv\fw.grivagyshie!d.gov(.

CA Technologies also holds Binding Corporate Rules for Controliers and this is our
method for transferring data globally as a data controller
http://ec.europa.eu/justice/data-protection/international-transfers/binding-
corporate-rules/ber_cooperation/index en.htm.

In addition, CA Technologies has prepared a downloadable data processing
agreement (DPA) setting out CA’s commitment to privacy and data protection when
processing customer data In connection with the provision of products and services
to our customers and partners. This DPA also covers with the transfer of personal
data outside of the European Economic Area and Switzerland in connection with the
provision of such products and services. The DPA can be found at

www.ca.com/us/data-transfers.aspx. If you have any questions, please feel free to

send an email to datatransfers@ca.com.




® CA, Inc. ("CA" Product Renewal Notification
€ BROADCOM Fer) (RENO")
connecting everything e
1320 Ridder Park Drive,
The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. San Jose’ CA’ US’ 951 31
Quote Number: CPQ-315553 If issuing a PO, please ensure Quote # is Quote Expiration Date: May 31, 2020
Version: 1 referenced.

CA Contact Information:
Name:

Title: FSE

David Long

Phone Number: +1(916) 6359006  E-mail:

David.Long@broadcom.com

Effective Date of this RENO

Mar 31, 2020

Customer Name

WEST VIRGINIA DEPARTMENT OF ADMINISTRATION - OFFICE
OF TECHNOLOGY

Customer ID No:

5224245

Customer Address

1900 Kanawha Blvd E Charleston WV 25305-0009 US

Billing Address:

1900 Kanawha Blvd E Charleston WV 25305-0009 US

Billing Contact:

NATALIE FAULKNER E-mail:

INatalie.W.Faulkner@wv.qov

Shipment Address:

1900 Kanawha Blvd E Bldg 5, 10Th Floor Charleston WV25305-0009 US

Shipping Contact: NATALIE FAULKNER E-mail: Natalie.W.Faulkner@wv.gov

PO # :

EMEA Only Territory

Renewal Table(s):

Mainframe CA Software

CA Contract No| Product Code Product Name Authorized License Start Date End Date

Use Limitation| Type

40299724 | CA1BSM002 CA 1 TAPE MANAGEMENT MIPS 872 MIPS UMF March 31, 2020 March 30, 2021
40299724 VSNSIX002 CA VISION:Sixty 872 MIPS UMF March 31, 2020 March 30, 2021
40299724 LIBBAS002 AllFusion CA-Librarian Base 872 MIPS UMF March 31, 2020 March 30, 2021
40299724 | RCQBSMO002 CA RC/Query for DB2 for /OS MIPS 872 MIPS UMF March 31, 2020 March 30, 2021
40299724 | RCMBSMO002 CA RC/Migrator for DB2 for 2/0S MIPS 872 MIPS UMF March 31, 2020 March 30, 2021
40299724 | RCUBSM002 CA RC/Update for DB2 for z/0S MIPS 872 MIPS UMF March 31, 2020 March 30, 2021
40299724 | RCSBSMO002 CA RC/Secure for DB2 for /OS MIPS 872 MIPS UMF March 31, 2020 March 30, 2021
40299724 | PLABSMO02 |  GA Plan Analyzer for DB2 for 2/0S MIPS 872 MIPS UMF March 31, 2020 March 30, 2021
40299724 | RFTBSM002 CA Report Facility for TSO MIPS 872 MIPS UMF March 31, 2020 March 30, 2021
40299724 INTCPC002 CA InterTest for CICS for /OS Plus 872 MIPS UMF March 31, 2020 March 30, 2021
40299724 | VSNRES002 CA VISION:Results 872 MIPS UMF March 31, 2020 March 30, 2021
40299724 | TPXMSMO002 | A TPX Session Management for z/OS Plus | 872 MIPS UMF March 31, 2020 March 30, 2021

Payment-Schedule  USD (tax not included):

Due Date Due Amount

Mar 31, 2020 $506,258.00

Quote Total $506,258.00

Quote# cpPQ-315553
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1320 Ridder Park Drive,
San Jose, CA, US, 95131

The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

All payment amounts are hereby committed through the Renewal Period defined below.

Renewal Period: Mar 31, 2020 through Mar 30, 2021

The renewal of the usage and maintenance / subscription / maintenance for the CA Software and/or SaaS (“CA Offering”) listed in this RENO will be
governed by the underlying license agreement, order form(s) and additional terms and conditions that currently govern the license to such CA Offering. If
the underlying end user license agreement is no longer valid or referenceable for this renewal, the terms of the Online Foundation Agreement and
applicable Module located at: https://broadcom.com/licensing, and the Specific Program Documentation (the “SPD”) applicable to the CA Software and
Maintenance and/or CA SaaS Listing, located at CA’s website address at https://broadcom.com/licensing shall apply (the applicable license agreement
is referred to as the “Agreement”). Terms of use governing your use of CA Support are available at: https:/casupport.broadcom.com/, and/or in the CA
SaaS$ Listing applicable to the CA SaaS, located at CA’s website address at https:/broadcom.com/licensing. All fees hereunder shall be due and
payable thirty (30) days from invoice date unless otherwise stated in the Agreement.

Customer’s use of the CA Software and/or SaaS (“CA Offering”) shall be subject to (a) the contents of this Product Renewal Notification, (b) the Specific
Program Documentation (the “SPD”) applicable to the CA Software and Maintenance and/or CA Saa$ Listing, located at CA’s website address at
https://broadcom.com/licensing, and (c) terms of the Online Foundation Agreement and applicable Module located at: https://broadcom.com/licensing
(collectively the “Agreement”) . Terms of use governing your use of CA Support are available at: https://casupport.broadcom.com/ and/or in the CA
Saas Listing applicable to the CA SaaS, located at CA's website address at https:/broadcom.com/licensing. In the event payment terms are not a part
of your CA license, the following shall apply: “All payments shall be made without deduction or set off and are due thirty (30) days from receipt of CA’s
invoice. Customer agrees to pay any applicable VAT, GST, sales tax, and any other applicable taxes (collectively the Taxes) in addition to the fees when
such payments are due. CA may charge interest of one percent (1%) per month compounded for the entire overdue period or the maximum amount
allowed by law unless Customer has a bona fide dispute supported by written explanation. If Customer’s account is sixty (60) days or more overdue, CA
reserves the right with prior written notice to withhold performance of its obligations under the Agreement, without liability, until such amounts are paid in
full. All fees are non-cancellable and non-refundable unless a pro-rated refund applies as provided in the applicable Module.”

If Customer requires a purchase order (“PO”) to be issued in order to comply with the payment terms of the Agreement, Customer shall issue and
provide CA a PO for either: (1) the full term and total fees that are due or (2) individual POs based on the Payment Schedule table set forth above to
cover the full term, contemporaneously with the execution of this Transaction Document or as soon as practicable thereafter.

If Customer does not require a PO as noted above, Customer hereby certifies that no purchase order is required in order for Customer to comply with
the payment terms set forth in the Agreement.

Failure to timely remit payment of all amounts set forth in the Payment Schedule shall immediately and without notice, to the full extent permitted by
applicable law, relieve CA of any and all support obligations hereunder and all Customer subscription use rights shall be suspended until payment is
tendered at which time use rights shall recommence and after payment of a twenty percent (20%) reinstatement fee support services shall also
recommence.

Purchase Order Requirement

Yes

No

If Customer requires a purchase order (“PO”) to be issued in order to comply with the payment terms of the Agreement, Customer shall issue and
provide CA a PO for either: (1) the full term and total fees that are due or (2) individual POs based on the Payment Schedule table set forth above to
cover the full term, the first of which must be provided contemporaneously with the execution of this Transaction Document or as soon as practicable
thereafter. Subsequent POs must be provided prior to the payment dates set forth in the Payment Profile table.

If Customer does not require a PO as noted above, Customer hereby certifies that no purchase order is required in order for Customer to comply with
the payment terms set forth in the Agreement.

Quote# cPQ-315553 Page 2 of 4
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1320 Ridder Park Drive,
The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. San Jose’ CA’ US’ 951 31
Failure to timely remit payment of all amounts set forth in the Payment Schedule shall, immediately and without notice, to the maximum extent permitted
by applicable law and the Governing Agreement, relieve CA of any and all support obligations hereunder and all Customer subscription use rights shall
be suspended until payment is tendered at which time use rights shall recommence and after payment of a twenty percent (20%) reinstatement fee
support services shall also recommence.

Check box if applicable:

Please cancel maintenance/license for the following contract numbers(s):
Please furnish cancellation reason.

Please fill here:

Data Privacy

In the event CA is acting as a data processor for Customer under the GDPR, CA's processing shall be subject to and in accordance with CA's global
Data Processing Addendum https://www.broadcom.com/company/legal/ca/data-transfers?intcmp=footernavhttps://casupport.oroadcom.com/ (“DPA”).
Where Customer and CA have already entered into a data processing agreement or addendum, this shall continue to govern such activity.

Annual Fee Increase

During the Term, CA may increase the fees hereunder for the Licensed Software up to 10% annually by providing Customer with advance notice
including through pricing notices posted at CA support site no less than 90 days prior to such changes taking place but in no event will CA purport to
effect a price change while in any particular calendar year (i.e., price changes will only be effective on January 1 of the year following that in which notice
was provided).

Termination for Convenience

Customer may terminate this Agreement as well as any and all other agreements under which Customer may procure any CA offering in whole or in part
together with each and all Transaction Documents (or any order forms or other ordering documents) in effect as of the date of termination (collectively,
the Agreement), without cause and without further charge or expense at any time, immediately upon written notice to CA sent to
usage.reporting@broadcom.com. On or after the termination date, with the exception of any fully paid-up perpetual licenses if the termination is effective
after the initial Term, Customer must either: a) delete all full or partial copies of the Software from all computing or storage equipment and verify such
deletion in a statement signed by a Vice-President or a duly authorized representative and sent to usage.reporting@broadcom.com, or b) return to CA
all full or partial copies of the Software. Once Customer’s verification or the Software copies are received, CA will pay Customer a pro-rata refund of any
License, SaaS, and/or Support fees Customer pre-paid (Refund Fees) in accordance with the paragraph below. Refund Fees will be calculated on the
number of months remaining in the Term of the applicable Transaction Document. If the Software is licensed under a Perpetual License, Customer will
receive a pro-rated refund of the License Fee only if notice of termination is issued during the initial Term of the applicable Transaction Document.

If the Agreement is terminated without cause, neither party shall have further obligations under the Agreement, except that the parties shall remain
bound by the Confidentiality obligations in the Agreement, Refund Fees will be paid within sixty (60) days from the termination date, and any unpaid fees
reflecting the Services (defined as may be applicable: software license, SaaS, maintenance and professional services for purposes of this section)
delivered prior to the termination date shall become immediately due.

This RENO and the Agreement along with any other referenced documents, is the entire agreement of the parties regarding the subject matter
herein. Any terms and conditions in a purchase order shall not apply. In the event of conflict between the terms in this RENO and the terms of any
previous agreement, the terms of this RENO shall prevail as to the subject matter herein.

Please sign and return by fax or email to your CA Contact.

Authorized Signature : Date :

Print Name : Title :
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1320 Ridder Park Drive,
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The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

Customer Name : WEST VIRGINIA DEPARTMENT OF ADMINISTRATION - OFFICE OF TECHNOLOGY
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