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Description
The Palo Alto Networks Firewall 10.0 Essentials: Configuration and Management 
(EDU-210) course is five days of instructor-led training that will help you to:

Configure and manage the essential features of Palo Alto Networks next-generation

firewalls, Configure and manage Security and NAT policies to enable approved traffic to and from 

zones

Configure and manage Threat Prevention strategies to block traffic from known and unknown IP 

addresses, domains, and URLs

Monitor network traffic using the interactive web interface and firewall reports

Prerequisites
Students must have a basic familiarity with networking concepts including routing, 
switching, and IP addressing. Students also should be familiar with basic security 
concepts. Experience with other security technologies (IPS, proxy, and content filtering) is 
a plus.

Palo Alto Networks EDU-210 v10.0
Firewall 10.0 Essentials: Configuration and Management (EDU-210) (35 Training Credits)

 5 Days

Objectives
Successful completion of this five-day, instructor-led course should enhance the student’s 
understanding of how to configure and manage Palo Alto Networks Next-Generation 
Firewalls. The course includes hands-on experience configuring, managing, and 
monitoring a firewall in a lab environment.

Target Audience
Security Engineers, Security Administrators, Security Operations Specialists, Security 
Analysts, and Support Staff

https://synnex.arlo.co/register-interest?t=0&e=965b3b9241c54a7cb2a74fb36345397e
https://synnex.arlo.co/register-interest?t=2&e=965b3b9241c54a7cb2a74fb36345397e
https://synnex.arlo.co/w/search
https://synnex.arlo.co/w/portal/
https://synnex.arlo.co/w/
https://synnex.arlo.co/checkout


Course Modules



Module 1 -  Palo Alto Networks Portfolio and Architecture 

Module 2 -  Connect to the Management Network 

Module 3 -  Manage Firewall Configurations

Module 4 -  Manage Firewall Administrator Accounts 

Module 5 -  Connect to Production Networks

Module 6 -  The Cyberattack Lifecycle

Module 7 -  Block Threats Using Security and NAT Policies 

Module 8 -  Block Packet-and Protocol-Based Attacks 

Module 9 -  Block Threats from Known Bad Sources 

Module 10 -  Block Threats by Identifying Applications 

Module 11 -  Maintain Application-Based Policies 

Module 12 -  Block Threats Using Custom Applications 

Module 13 -  Block Threats by Identifying Users

Module 14 – Block Threats by Identifying Devices 

Module 15 - Block Unknown Threats

Module 16 -  Block Threats in Encrypted Traffic

Module 17 -  Prevent Use of Stolen Credentials

Module 18 -  Block Threats Using Security Profiles 

Module 19 -  View Threat and Traffic Information 

Module 20 -  Next Steps

https://synnex.arlo.co/w/search
https://synnex.arlo.co/w/portal/
https://synnex.arlo.co/w/
https://synnex.arlo.co/checkout
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SYNNEX Training Services

Stretch Palo Alto Networks Training Credits Further!

Get the most out of Palo Alto Network Investments.

As an Authorized Global Training Partner SYNNEX Westcon delivers authorized live instructor-led training in
classroom and virtual formats for both public and private engagements. Whether interested in pursuing Vendor

certification or meeting company IT objectives, we have a path for you. Get trained to secure your Enterprise,

the Cloud, and the Future.

SYNNEX Westcon accepts Palo Alto Networks Training Credits and can help stretch their value by up to 30%!

Example:  The Westcon delivered Firewall Configuration and Management 210 class requires only 35 credits
of the Westcon purchased credits instead of the usual 50 Palo Alto credits. 

PART NUMBER WESTCON DELIVERED INSTRUCTOR-LED PUBLIC SEATS DAYS MSRP CREDITS

EDU-PAN-210 Firewall Configuration and Management 5 $5,000 35

EDU-PAM-214 Optimizing Firewall Threat Prevention 3 $3,000 21

EDU-PAN-220 Managing Firewalls at Scale 2 $2,000 14

EDU-PAN-260 Cortex XDR 2: Prevention, Analysis and Response 3 $3,000 21

EDU-PAN-318 Prisma Access SASE Security: Design and Operation 4 $4,000 28

EDU-PAN-330 Troubleshooting 3 $3,000 21
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SYNNEX Training Services
Coordinating Training On Your Schedule!

PART NUMBER WESTCON DELIVERED INSTRUCTOR - LED SEATS DAYS MSRP CREDITS

EDU-PAN-PRIVATE-210 Private EDU-210 Event for up to 8 Students 5 $20,000 200

EDU-PAN-PRIVATE-214 Private EDU-214 Event for up to 8 Students 3 $12,000 120

EDU-PAN-PRIVATE-220 Private EDU-220 Event for up to 8 Students 2 $8,000 80

EDU-PAN-PRIVATE- 260 Private EDU-260 Event for up to 8 Students 3 $12,000 120

EDU-PAN-PRIVATE-318 Private EDU-318 Event for up to 8 Students 4 $16,000 160

EDU-PAN-PRIVATE-330 Private EDU-330 Event for up to 8 Students 3 $12,000 120

EDU-PAN-PRIVATE-210A Add 1 additional student to a Private EDU-210 Event $1,500 15

EDU-PAN-PRIVATE-214A Add 1 additional student to a Private EDU-214 Event $900 9

EDU-PAN-PRIVATE-220A Add 1 additional student to a Private EDU-220 Event $600 6

EDU-PAN-PRIVATE-260A Add 1 additional student to a Private EDU-260 Event $900 9

EDU-PAN-PRIVATE-318A Add 1 additional student to a Private EDU-318 Event $1,200 12

EDU-PAN-PRIVATE-330A Add 1 additional student to a Private EDU-330 Event $900 9

Request a Private Training Engagement

Well-trained employees are essential to the success of any company. Organizations invest every year to provide

their staff the training they need to be successful. Partner with SYNNEX Westcon to meet your Palo Alto Networks

training needs and the needs of your customers by scheduling a private training event. Benefits include flexible

schedules, awesome pricing, and customer premise or virtual delivery. Palo Alto Networks Training credits can be

redeemed for private training events. Classes start at 8 students with the ability to add additional students up to 16

students per class.

IMPLEMENT & MANAGE

EDU 210

Essentials

EDU 220

Managing at Scale

WHAT’S NEW?

EDU 260

Cortex XDR 2

EDU 318

Prisma Access

SUPPORT & TROUBLESHOOTING

EDU 210

Essentials

EDU 220

Managing at Scale

EDU 330

Troubleshooting

SECURING AGAINST THREATS

EDU 210

Essentials

EDU 214

Threat Prevention

DISTRIBUTED SOC MANAGEMENT

EDU 210

Essentials

EDU 220

Managing at Scale

EDU 214

Threat Prevention
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Ask about our half-day admin

training and PCNSE Exam

Prep Workshop!

Learning Paths: Choose your objective and follow the path!
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