West Virginia

Purchasing Division

The following documentation is an electronically-
submitted vendor response to an advertised
solicitation from the West Virginia Purchasing
Bulletin within the Vendor Self-Service portal at
wWVOASIS.gov. As part of the State of West Virginia’s
procurement process, and to maintain the
transparency of the bid-opening process, this
documentation submitted online is publicly posted
by the West Virginia Purchasing Division at
WVPurchasing.gov with any other vendor responses
to this solicitation submitted to the Purchasing
Division in hard copy format.


























































































































































































































































14.

15.

16.

MYTHICS"

MCSA-PS v0118 ‘

13.2 Oracle may give notices applicable to Oracle’s Cloud Services customer base by means of a generalI
notice on the Oracle portal for the Cloud Services, and notices specific to You by electronic mail to Your e-mail
address on record in Oracle’s account information or by written communication sent by first class mail or pre-
paid post to Your address on record in Oracle’s account information.

ASSIGNMENT

You may not assign this Agreement or give or transfer the Services, or any interest in the Services, to another
individual or entity.

OTHER

15.1 Oracle is an independent contractor and we agree that no partnership, joint venture, or agency relationship
exists between Oracle, Mythics, Inc., and You. We are each responsible for paying our own employees,
including employment related taxes and insurance. You understand that Oracle’s business partners and other
third parties, including any third parties with which Oracle has an integration agreement or that are retained by
You to provide consulting or implementation services or applications that interact with the Cloud Services, are
independent of Oracle and are not Oracle’s agents. Oracle is not liable for, bound by, or responsible for any
problems with the Services, Your Content or Your Applications arising due to any acts of any such business
partner or third party, unless the business partner or third party is providing Services as an Oracle subcontractor
on an engagement ordered under this Agreement and, if so, then only to the same extent as Oracle would be
responsible for Oracle resources under this Agreement. This Agreement is entered exclusively between You
and Mythics, Inc. While Oracle has no contractual relationship with You, Oracle is a third party beneficiary of
this Agreement.

15.2 If any term of this Agreement is found to be invalid or unenforceable, the remaining provisions will remain
effective and such term shall be replaced with another term consistent with the purpose and intent of this
Agreement.

15.3 Except for actions for nonpayment or breach of Oracle’s proprietary rights, no action, regardless of form,
arising out of or relating to this Agreement may be brought by either party more than two years after the cause
of action has accrued.

15.4 Prior to entering into an order governed by this Agreement, You are solely responsible for determining
whether the Services meet Your technical, business or regulatory requirements. Oracle will cooperate with
Your efforts to determine whether use of the standard Services are consistent with those requirements.
Additional fees may apply to any additional work performed by Oracle or changes to the Services. You remain
solely responsible for Your regulatory compliance in connection with Your use of the Services.

15.5 Upon forty-five (45) days written notice and no more than once every twelve (12) months, Oracle may
audit Your compliance with the terms of this Agreement and Your order. You agree to cooperate with Oracle’s
audit and to provide reasonable assistance and access to information. Any such audit shall not unreasonably
interfere with Your normal business operations.

ENTIRE AGREEMENT

16.1 You agree that this Agreement and the information which is incorporated into this Agreement by written
reference (including reference to information contained in a URL or referenced policy), together with the
applicable order, is the complete agreement for the Services ordered by You and supersedes all prior or
contemporaneous agreements or representations, written or oral, regarding such Services.

16.2 ltis expressly agreed that the terms of this Agreement and any Oracle order shall supersede the terms in
any purchase order, procurement internet portal, or other similar non-Oracle document and no terms included
in any such purchase order, portal, or other non-Oracle document shall apply to the Services ordered. In the
event of any inconsistencies between the terms of an order and the Agreement, the order shall take precedence;

4525 Main St., Suite 1500, Virginia Beach, VA 23462 | 757.412.4362 | Fax: 757.412.1060 | www.mythics.com
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however, unless expressly stated otherwise in an order, the terms of the Data Processing Agreement shall take
precedence over any inconsistent terms in an order. This Agreement and orders hereunder may not be

modified and the rights and restrictions may not be altered or waived except in a writing signed or accepted
online by authorized representatives of You and of Oracle; however, Oracle may update the Service
Specifications, including by posting updated documents on Oracle’s websites. Except as set forth in Section
15.1, no third party beneficiary relationships are created by this Agreement.

AGREEMENT DEFINITIONS

17.1. “Oracle Software” means any software agent, application or tool that Oracle makes available to You
for download specifically for purposes of facilitating Y our access to, operation of, and/or use with, the
Services.

17.2. “Program Documentation” refers to the user manuals, help windows, readme files for the Services and
any Oracle Software. You may access the documentation online at http://oracle.com/contracts or such
other address specified by Oracle.

17.3. “Service Specifications™ means the following documents, as applicable to the Services under Your
order: (a) the Cloud Hosting and Delivery Policies, the Program Documentation, the Oracle service
descriptions, and the Data Processing Agreement, available at www.oracle.com/contracts; (b) Oracle’s
privacy policy, available at http://www_oracle.com/us/legal/privacy/overview/index.html; and (c) any other
Oracle documents that are referenced in or incorporated into Your order. The following do not apply to
any non-Cloud Oracle service offerings acquired in Your order, such as professional services: the Cloud
Hosting and Delivery Policies, Program Documentation, and the Data Processing Agreement. The
following do not apply to any Oracle Software that is provided by Oracle as part of the Services and
governed by the terms of this Agreement: the Cloud Hosting and Delivery Policies, Oracle service
descriptions, and the Data Processing Agreement.

17 4. “Third Party Content” means all software, data, text, images, audio, video, photographs and other
content and material, in any format, that are obtained or derived from third party sources outside of Oracle
that You may access through, within, or in conjunction with Your use of, the Services. Examples of Third
Party Content include data feeds from social network services, rss feeds from blog posts, Oracle data
marketplaces and libraries, dictionaries, and marketing data.

17.5. “Users” means those employees, contractors, and end users, as applicable, authorized by You or on
Your behalf to use the Services in accordance with this Agreement and Your order. For Services that are
specifically designed to allow Your clients, agents, customers, suppliers or other third parties to access the
Cloud Services to interact with You, such third parties will be considered “Users” subject to the terms of
this Agreement and Your order.

17.6. “Your Content” means all software, data (including Personal Data as that term is defined in the Data
Processing Agreement for Oracle Cloud Services described in this Agreement), text, images, audio,
video, photographs, non-Oracle or third party applications, and other content and material, in any format,
provided by You or any of Your Users that is stored in, or run on or through, the Services. Services under
this Agreement, Oracle Software, other Oracle products and services, and Oracle intellectual property,
and all derivative works thereof, do not fall within the meaning of the term “Your Content”

4525 Main St., Suite 1500, Virginia Beach, VA 23462 | 757.412.4362 | Fax: 757.412.1060 | www.mythics.com
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19. CLOUD SERVICES EFFECTIVE DATE

The Effective Date of this Cloud Services Agreement is (DATE TO BE COMPLETED
BY MYTHICS, INC.).

MYTHICS, INC. Company Name:
By: By:
(Signature) (Signature)
(Printed Name and Title) (Printed Name and Title)
Date: Date:

4525 Main St., Suite 1500, Virginia Beach, VA 23462 | 757.412.4362 | Fax: 757.412.1060 | www.mythics.com



Department of Administration
Purchasing Division

2019 Washington Street East
Post Office Box 50130
Charleston, WV 25305-0130

State of West Virginia
Centralized Request for Quote
Info Technology

Proc Folder: 840904

Doc Description: Tax Infrastructure RFQ (OT21093)

Proc Type: Central Master Agreement

Reason for Modification:

Date Issued Solicitation Closes

Solicitation No

Version

2021-02-26 2021-03-16  13:30

CRFQ 0210 1SC2100000018

1

BID RECEIVING LOCATION

BID CLERK

DEPARTMENT OF ADMINISTRATION
PURCHASING DIVISION

2019 WASHINGTON ST E
CHARLESTON WV 25305

us

VENDOR

Vendor Customer Code:
Vendor Name : \jythics, Inc.
Address : 4525 Main Street
Street : Suite 1500

City : virginia Beach

State : VA

Country : [JSA

Principal Contact : Ben Landis - Account Representative

Vendor Contact Phone: 757-431-7568

Extension:

Zip: 30253

FOR INFORMATION CONTACT THE BUYER

Jessica S Chambers
(304) 558-0246
jessica.s.chambers@wv.gov

*Note: Mythics response includes the "Mythics Exceptions & Clarifications" document attached hereto.

FEIN# 54-1987871

DATE 5/26/2021

Vendor
Signature X D_o.m 3’ (U)Klm

All offers subject to all terms and conditions contained in this solicitation

Date Printed:  Feb 26, 2021

Page: 1

FORM ID: WV-PRC-CRFQ-002 2020/05




ADDITIONAL INFORMATION

The West Virginia Purchasing Division is soliciting bids on behalf of the West Virginia Office of Technology to establish an open-end
contract for a hosted cloud services environment and the required professional services for a new Integrated Tax Assessment
System for the West Virginia State Tax Department. Recently, the State of West Virginia awarded Tyler Technologies a contract for
a Valuation and Assessment Administration System (CMA TAX20000000004). This system will provide property tax management
and tools to all 55 counties of the State, as well as the Property Tax Division. Additionally, the system will be used by the public per

the terms and conditions and specifications as attached.

INVOICE TO SHIP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25305

us us

Line Comm Ln Desc Unit Issue Unit Price Total Price

1 3.1.1 Production Environment 12.00000 MO

Comm Code Manufacturer Specification Model #

71151106

Extended Description:

3.1.1 Production Environment

INVOICE TO SHIP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25305

us us

Line Comm Ln Desc Unit Issue Unit Price Total Price
2 3.1.2 Testing Environment 12.00000 MO

Comm Code Manufacturer Specification Model #

71151106

Extended Description:

3.1.2 Testing Environment
Date Printed:  Feb 26, 2021 Page: 2 FORM ID: WV-PRC-CRFQ-002 2020/05




INVOICE TO SHIP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25305
us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
3 3.1.3 Backup Environment 12.00000 MO

Comm Code Manufacturer Specification Model #
71151106

Extended Description:

3.1.3 Backup Environment

INVOICE TO SHIP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25305
us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
4 3.3 Professional Services 100.00000 HOUR

Comm Code Manufacturer Specification Model #

71151106

Extended Description:
3.3 Professional Services

Date Printed:  Feb 26, 2021

Page: 3 FORM ID: WV-PRC-CRFQ-002 2020/05




INVOICE TO SHIP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25305
us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
5 3.5.1 Scalability per 50GB 100.00000 EA

Comm Code Manufacturer Specification Model #
71151106

Extended Description:

3.5.1 Scalability per 50GB

INVOICE TO SHIP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25305
us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
6 3.5.2 Scalability per 1 CPU 100.00000 EA

Comm Code Manufacturer Specification Model #

71151106

Extended Description:
3.5.2 Scalability per 1 CPU

Date Printed:  Feb 26, 2021

Page: 4 FORM ID: WV-PRC-CRFQ-002 2020/05




INVOICE TO SHIP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25305
us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
7 3.5.3 Scalability per 1GB 100.00000 EA

Comm Code Manufacturer Specification Model #
71151106

Extended Description:

3.5.3 Scalability per 1GB

SCHEDULE OF EVENTS

Line Event Event Date

1 TECHNICAL QUESTION DEADLINE 2021-03-08

Date Printed:  Feb 26, 2021

Page: 5 FORM ID: WV-PRC-CRFQ-002 2020/05




INSTRUCTIONS TO VENDORS SUBMITTING BIDS

1. REVIEW DOCUMENTS THOROUGHLY: The attached documents contain a solicitation
for bids. Please read these instructions and all documents attached in their entirety. These
instructions provide critical information about requirements that if overlooked could lead to
disqualification of a Vendor’s bid. All bids must be submitted in accordance with the provisions
contained in these instructions and the Solicitation. Failure to do so may result in disqualification
of Vendor’s bid.

2. MANDATORY TERMS: The Solicitation may contain mandatory provisions identified by
the use of the words “must,” “will,” and “shall.” Failure to comply with a mandatory term in the
Solicitation will result in bid disqualification.

3. PREBID MEETING: The item identified below shall apply to this Solicitation.
A pre-bid meeting will not be held prior to bid opening

[ ] A MANDATORY PRE-BID meeting will be held at the following place and time:

All Vendors submitting a bid must attend the mandatory pre-bid meeting. Failure to attend the
mandatory pre-bid meeting shall result in disqualification of the Vendor’s bid. No one
individual is permitted to represent more than one vendor at the pre-bid meeting. Any
individual that does attempt to represent two or more vendors will be required to select one
vendor to which the individual’s attendance will be attributed. The vendors not selected will
be deemed to have not attended the pre-bid meeting unless another individual attended on
their behalf.

An attendance sheet provided at the pre-bid meeting shall serve as the official document
verifying attendance. Any person attending the pre-bid meeting on behalf of a Vendor must list
on the attendance sheet his or her name and the name of the Vendor he or she is representing.

Additionally, the person attending the pre-bid meeting should include the Vendor’s E-Mail
address, phone number, and Fax number on the attendance sheet. It is the Vendor’s
responsibility to locate the attendance sheet and provide the required information. Failure to
complete the attendance sheet as required may result in disqualification of Vendor’s bid.

All Vendors should arrive prior to the starting time for the pre-bid. Vendors who arrive after the
starting time but prior to the end of the pre-bid will be permitted to sign in but are charged with
knowing all matters discussed at the pre-bid.

Questions submitted at least five business days prior to a scheduled pre-bid will be discussed at

the pre-bid meeting if possible. Any discussions or answers to questions at the pre-bid meeting
Revised 02/10/2021



are preliminary in nature and are non-binding. Official and binding answers to questions will be
published in a written addendum to the Solicitation prior to bid opening.

4. VENDOR QUESTION DEADLINE: Vendors may submit questions relating to this
Solicitation to the Purchasing Division. Questions must be submitted in writing. All questions
must be submitted on or before the date listed below and to the address listed below in order to
be considered. A written response will be published in a Solicitation addendum if a response is
possible and appropriate. Non-written discussions, conversations, or questions and answers
regarding this Solicitation are preliminary in nature and are nonbinding.

Submitted e-mails should have solicitation number in the subject line.

Question Submission Deadline: March 8, 2021 at 9:00 AM (ET)

Submit Questions to: Jessica Chambers

2019 Washington Street, East

Charleston, WV 25305

Fax: (304) 558-4115 (Vendors should not use this fax number for bid submission)

Email: Jessjca.S.Chambers@wv.gov

5. VERBAL COMMUNICATION: Any verbal communication between the Vendor and any
State personnel is not binding, including verbal communication at the mandatory pre-bid
conference. Only information issued in writing and added to the Solicitation by an official
written addendum by the Purchasing Division is binding.

6. BID SUBMISSION: All bids must be submitted electronically through wvOASIS or signed
and delivered by the Vendor to the Purchasing Division at the address listed below on or before
the date and time of the bid opening. Any bid received by the Purchasing Division staff is
considered to be in the possession of the Purchasing Division and will not be returned for any
reason. The Purchasing Division will not accept bids, modification of bids, or addendum
acknowledgment forms via e-mail. Acceptable delivery methods include electronic submission
via wvOASIS, hand delivery, delivery by courier, or facsimile.

The bid delivery address is:

Department of Administration, Purchasing Division
2019 Washington Street East

Charleston, WV 25305-0130

A bid that is not submitted electronically through wvOASIS should contain the information
listed below on the face of the envelope or the bid may be rejected by the Purchasing Division.:

SEALED BID:

BUYER: Jessica Chambers
SOLICITATION NO.: CRFQ 1SC2100000018
BID OPENING DATE: 3/16/2021

BID OPENING TIME: 1:30 PM (ET)

FAX NUMBER: (304)558-3970

Revised 02/10/2021



The Purchasing Division may prohibit the submission of bids electronically through wvOASIS at
its sole discretion. Such a prohibition will be contained and communicated in the wvOASIS
system resulting in the Vendor’s inability to submit bids through wvOASIS. Submission of a
response to a Request for Proposal is not permitted in wvOASIS.

For Request For Proposal (“RFP”) Responses Only: In the event that Vendor is responding
to a request for proposal, the Vendor shall submit one original technical and one original cost
proposal plus convenience copies of each to the Purchasing Division at the
address shown above. Additionally, the Vendor should identify the bid type as either a technical
or cost proposal on the face of each bid envelope submitted in response to a request for proposal
as follows:

BID TYPE: (This only applies to CRFP)
[] Technical
[] Cost

7. BID OPENING: Bids submitted in response to this Solicitation will be opened at the location
identified below on the date and time listed below. Delivery of a bid after the bid opening date
and time will result in bid disqualification. For purposes of this Solicitation, a bid is considered
delivered when confirmation of delivery is provided by wvOASIS (in the case of electronic
submission) or when the bid is time stamped by the official Purchasing Division time clock (in
the case of hand delivery).

Bid Opening Date and Time: March 16, 2021 at 1:30 PM (ET)

Bid Opening Location: Department of Administration, Purchasing Division
2019 Washington Street East
Charleston, WV 25305-0130

8. ADDENDUM ACKNOWLEDGEMENT: Changes or revisions to this Solicitation will be
made by an official written addendum issued by the Purchasing Division. Vendor should
acknowledge receipt of all addenda issued with this Solicitation by completing an Addendum
Acknowledgment Form, a copy of which is included herewith. Failure to acknowledge addenda
may result in bid disqualification. The addendum acknowledgement should be submitted with
the bid to expedite document processing.

9. BID FORMATTING: Vendor should type or electronically enter the information onto its bid
to prevent errors in the evaluation. Failure to type or electronically enter the information may
result in bid disqualification.

10. ALTERNATE MODEL OR BRAND: Unless the box below is checked, any model, brand,
or specification listed in this Solicitation establishes the acceptable level of quality only and is not
intended to reflect a preference for, or in any way favor, a particular brand or vendor. Vendors
may bid alternates to a listed model or brand provided that the alternate is at least equal to the
model or brand and complies with the required specifications. The equality of any alternate being
bid shall be determined by the State at its sole discretion. Any Vendor bidding an alternate model
or brand should clearly identify the alternate items in its bid and should include manufacturer’s
specifications, industry literature, and/or any other relevant documentation demonstrating the

Revised 02/10/2021



equality of the alternate items. Failure to provide information for alternate items may be grounds
for rejection of a Vendor’s bid.

[] This Solicitation is based upon a standardized commodity established under W. Va. Code §
5A-3-61. Vendors are expected to bid the standardized commodity identified. Failure to bid the
standardized commodity will result in your firm’s bid being rejected.

11. EXCEPTIONS AND CLARIFICATIONS: The Solicitation contains the specifications that
shall form the basis of a contractual agreement. Vendor shall clearly mark any exceptions,
clarifications, or other proposed modifications in its bid. Exceptions to, clarifications of, or
modifications of a requirement or term and condition of the Solicitation may result in bid
disqualification.

12. COMMUNICATION LIMITATIONS: In accordance with West Virginia Code of State
Rules §148-1-6.6, communication with the State of West Virginia or any of its employees
regarding this Solicitation during the solicitation, bid, evaluation or award periods, except
through the Purchasing Division, is strictly prohibited without prior Purchasing Division
approval. Purchasing Division approval for such communication is implied for all agency
delegated and exempt purchases.

13. REGISTRATION: Prior to Contract award, the apparent successful Vendor must be
properly registered with the West Virginia Purchasing Division and must have paid the $125 fee,
if applicable.

14. UNIT PRICE: Unit prices shall prevail in cases of a discrepancy in the Vendor’s bid.

15. PREFERENCE: Vendor Preference may be requested in purchases of motor vehicles or
construction and maintenance equipment and machinery used in highway and other
infrastructure projects. Any request for preference must be submitted in writing with the bid,
must specifically identify the preference requested with reference to the applicable subsection
of West Virginia Code § 5A-3-37, and must include with the bid any information necessary
to evaluate and confirm the applicability of the requested preference. A request form to help
facilitate the request can be found at:
http://www.state.wv.us/admin/purchase/vrc/Venpref.pdf.

15A. RECIPROCAL PREFERENCE: The State of West Virginia applies a reciprocal
preference to all solicitations for commodities and printing in accordance with W. Va. Code §
5A-3-37(b). In effect, non-resident vendors receiving a preference in their home states, will see
that same preference granted to West Virginia resident vendors bidding against them in West
Virginia. Any request for reciprocal preference must include with the bid any information
necessary to evaluate and confirm the applicability of the preference. A request form to help
facilitate the request can be found at: http://www.state.wv.us/admin/purchase/vrc/Venpref.pdf.

16. SMALL, WOMEN-OWNED, OR MINORITY-OWNED BUSINESSES: For any
solicitations publicly advertised for bid, in accordance with West Virginia Code §5A-3-
37(a)(7) and W. Va. CSR § 148-22-9, any non-resident vendor certified as a small, women-
owned, or minority-owned business under W. Va. CSR § 148-22-9 shall be provided the same
preference made available to any resident vendor. Any non-resident small, women-owned, or
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minority-owned business must identify itself as such in writing, must submit that writing to the
Purchasing Division with its bid, and must be properly certified under W. Va. CSR § 148-22-9
prior to contract award to receive the preferences made available to resident vendors. Preference
for a non-resident small, women-owned, or minority owned business shall be applied in
accordance with W. Va. CSR § 148-22-9.

17. WAIVER OF MINOR IRREGULARITIES: The Director reserves the right to waive
minor irregularities in bids or specifications in accordance with West Virginia Code of State
Rules § 148-1-4.6.

18. ELECTRONIC FILE ACCESS RESTRICTIONS: Vendor must ensure that its
submission in wvOASIS can be accessed and viewed by the Purchasing Division staff
immediately upon bid opening. The Purchasing Division will consider any file that cannot be
immediately accessed and viewed at the time of the bid opening (such as, encrypted files,
password protected files, or incompatible files) to be blank or incomplete as context requires,
and are therefore unacceptable. A vendor will not be permitted to unencrypt files, remove
password protections, or resubmit documents after bid opening to make a file viewable if those
documents are required with the bid. A Vendor may be required to provide document passwords
or remove access restrictions to allow the Purchasing Division to print or electronically save
documents provided that those documents are viewable by the Purchasing Division prior to
obtaining the password or removing the access restriction.

19. NON-RESPONSIBLE: The Purchasing Division Director reserves the right to reject the
bid of any vendor as Non-Responsible in accordance with W. Va. Code of State Rules § 148-1-
5.3, when the Director determines that the vendor submitting the bid does not have the capability
to fully perform, or lacks the integrity and reliability to assure good-faith performance.”

20. ACCEPTANCE/REJECTION: The State may accept or reject any bid in whole, or in part
in accordance with W. Va. Code of State Rules § 148-1-4.5. and § 148-1-6.4.b.”

21. YOUR SUBMISSION IS A PUBLIC DOCUMENT: Vendor’s entire response to the
Solicitation and the resulting Contract are public documents. As public documents, they will be
disclosed to the public following the bid/proposal opening or award of the contract, as required
by the competitive bidding laws of West Virginia Code §§ 5A-3-1 et seq., 5-22-1 et seq., and
5G-1-1 et seq. and the Freedom of Information Act West Virginia Code §§ 29B-1-1 et seq.

DO NOT SUBMIT MATERIAL YOU CONSIDER TO BE CONFIDENTIAL, A TRADE
SECRET, OR OTHERWISE NOT SUBJECT TO PUBLIC DISCLOSURE.

Submission of any bid, proposal, or other document to the Purchasing Division constitutes your
explicit consent to the subsequent public disclosure of the bid, proposal, or document. The
Purchasing Division will disclose any document labeled “confidential,” “proprietary,” “trade
secret,” “private,” or labeled with any other claim against public disclosure of the documents, to
include any “trade secrets” as defined by West Virginia Code § 47-22-1 et seq. All
submissions are subject to public disclosure without notice.
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22. INTERESTED PARTY DISCLOSURE: West Virginia Code § 6D-1-2 requires that the
vendor submit to the Purchasing Division a disclosure of interested parties to the contract for all
contracts with an actual or estimated value of at least $1 Million. That disclosure must occur on
the form prescribed and approved by the WV Ethics Commission prior to contract award. A copy
of that form is included with this solicitation or can be obtained from the WV Ethics
Commission. This requirement does not apply to publicly traded companies listed on a national
or international stock exchange. A more detailed definition of interested parties can be obtained
from the form referenced above.

23. WITH THE BID REQUIREMENTS: In instances where these specifications require
documentation or other information with the bid, and a vendor fails to provide it with the bid,
the Director of the Purchasing Division reserves the right to request those items after bid
opening and prior to contract award pursuant to the authority to waive minor irregularities in
bids or specifications under W. Va. CSR § 148-1-4.6. This authority does not apply to
instances where state law mandates receipt with the bid.
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GENERAL TERMS AND CONDITIONS:

1. CONTRACTUAL AGREEMENT: Issuance of a Award Document signed by the
Purchasing Division Director, or his designee, and approved as to form by the Attorney
General’s office constitutes acceptance of this Contract made by and between the State of West
Virginia and the Vendor. Vendor’s signature on its bid signifies Vendor’s agreement to be bound
by and accept the terms and conditions contained in this Contract.

2. DEFINITIONS: As used in this Solicitation/Contract, the following terms shall have the
meanings attributed to them below. Additional definitions may be found in the specifications
included with this Solicitation/Contract.

2.1. “Agency” or “Agencies” means the agency, board, commission, or other entity of the State
of West Virginia that is identified on the first page of the Solicitation or any other public entity
seeking to procure goods or services under this Contract.

2.2. “Bid” or “Proposal” means the vendors submitted response to this solicitation.

2.3. “Contract” means the binding agreement that is entered into between the State and the
Vendor to provide the goods or services requested in the Solicitation.

2.4. “Director” means the Director of the West Virginia Department of Administration,
Purchasing Division.

2.5. “Purchasing Division” means the West Virginia Department of Administration, Purchasing
Division.

2.6. “Award Document” means the document signed by the Agency and the Purchasing
Division, and approved as to form by the Attorney General, that identifies the Vendor as the
contract holder.

2.7. “Solicitation” means the official notice of an opportunity to supply the State with goods or
services that is published by the Purchasing Division.

2.8. “State” means the State of West Virginia and/or any of its agencies, commissions, boards,
etc. as context requires.

2.9. “Vendor” or “Vendors” means any entity submitting a bid in response to the

Solicitation, the entity that has been selected as the lowest responsible bidder, or the entity that
has been awarded the Contract as context requires.

Revised 02/10/2021



3. CONTRACT TERM; RENEWAL; EXTENSION: The term of this Contract shall be
determined in accordance with the category that has been identified as applicable to this
Contract below:

Term Contract

Initial Contract Term: This Contract becomes effective on Upon Award and the
initial contract term extends until (1) One Year

Renewal Term: This Contract may be renewed upon the mutual written consent of the Agency,
and the Vendor, with approval of the Purchasing Division and the Attorney General’s office
(Attorney General approval is as to form only). Any request for renewal should be delivered to
the Agency and then submitted to the Purchasing Division thirty (30) days prior to the expiration
date of the initial contract term or appropriate renewal term. A Contract renewal shall be in
accordance with the terms and conditions of the original contract. Unless otherwise specified
below, renewal of this Contract is limited to (3) Three successive one (1) year
periods or multiple renewal periods of less than one year, provided that the multiple renewal
periods do not exceed the total number of months available in all renewal years combined.
Automatic renewal of this Contract is prohibited. Renewals must be approved by the Vendor,
Agency, Purchasing Division and Attorney General’s office (Attorney General approval is as to
form only)

[] Alternate Renewal Term — This contract may be renewed for
successive year periods or shorter periods provided that they do not exceed
the total number of months contained in all available renewals. Automatic renewal of this
Contract is prohibited. Renewals must be approved by the Vendor, Agency, Purchasing
Division and Attorney General’s office (Attorney General approval is as to form only)

Delivery Order Limitations: In the event that this contract permits delivery orders, a delivery
order may only be issued during the time this Contract is in effect. Any delivery order issued
within one year of the expiration of this Contract shall be effective for one year from the date the
delivery order is issued. No delivery order may be extended beyond one year after this Contract
has expired.

[] Fixed Period Contract: This Contract becomes effective upon Vendor’s receipt of the notice
to proceed and must be completed within days.

[] Fixed Period Contract with Renewals: This Contract becomes effective upon Vendor’s
receipt of the notice to proceed and part of the Contract more fully described in the attached

specifications must be completed within days. Upon completion of the
work covered by the preceding sentence, the vendor agrees that maintenance, monitoring, or
warranty services will be provided for year(s) thereafter.

[] One Time Purchase: The term of this Contract shall run from the issuance of the Award
Document until all of the goods contracted for have been delivered, but in no event will this
Contract extend for more than one fiscal year.

[] Other: See attached
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3.1.1.11 Load Balancer Service: Vendor must provide a load

balancer service with the following minimum requirements:

3.1.1.11.1 Provide high availability with a minimum of 99.5%
uptime.

3.1.1.11.2 Support for both internal (server to server) and external
(Internet to server) load balancing scenarios.

3.1.1.11.3 Probe load balanced systems to detect
impaired/degraded health.

3.1.1.11.4 Direct traffic around impaired/degraded systems.

3.1.1.11.5 Log events to allow Agency staff to review those
events.

3.1.1.12 Virtual Private Network Service: Vendor must provide a
virtual private network gateway with the following minimum
requirements:
3.1.1.12.1 Provide high availability with a minimum of 99.5%
uptime.

3.1.1.12.2 Support for encrypted point-to-site tunnels from
Agency computers to cloud hosted VLANs across the
public Internet.

3.1.1.12.3 Support for encrypted site-to-site tunnels from Agency
facilities to cloud host VLANS across the public
Internet.

3.1.1.12.4 Support for multi-factor authentication for VPN users.

3.1.1.13 Outbound Email Service: The system requires an

outbound email service which will be bound to an email domain to

be provided later. Email service must meet the following

minimum requirements:

3.1.1.13.1 Can transmit emails from any Agency server in the
environment to recipients on the public Internet.

3.1.1.13.2 Can use an Agency provided domain name.

3.1.1.13.3 Implements/conforms to Sender Policy Framework
(SPF).

3.1.1.13.4 Implements/conforms to domain keys identified mail
(DKIM).

Revised 10/27/2014



REQUEST FOR QUOTATION
WYV State Tax Department Assessment System Cloud Hosting

3.1.1.13.5 Implements/conforms to Domain-based Message
Authentication, Reporting, and Conformance
(DMARC).

3.1.1.14 Bastion Host: The system requires a Bastion Host which

will reside in its own secured VLAN and which will allow access

to the internal servers via an encrypted SSH or other similar

mechanism. The minimum requirements are as follows:

3.1.1.14.1 Provide encrypted tunneling for secure RDP and SSH
portal to access virtual machines.

3.1.1.14.2 Use SSH keys to create a public/private key pair
mechanism and secure external access to the Bastion
Host.

3.1.1.15 Network Bandwidth: Vendor must include Internet
bandwidth for the system with the following minimum
requirements:
3.1.1.15.1 Inbound: 10 Terabytes of inbound bandwidth from the
public Internet.
3.1.1.15.2 Outbound: 10 Terabytes of outbound bandwidth to the
public Internet.

3.1.2 Backup Service: Vendor will provide data backup services for the
system with the following minimum requirements:

3.1.2.1 Virtual Machine Backup: Vendor must backup all virtual

machines and associated data storage with the following

requirements:

3.1.2.1.1 Ability to backup entire virtual machines with a
preference for application consistent backups.

3.1.2.1.2  Ability to perform/schedule backups as needed.

3.1.2.1.3  Ability to restore backups as needed.

3.1.2.1.4 Ability to control backup ageing and retention to a
minimum of 60 days.

3.1.2.1.5 SQL Server will be included with other virtual machine
backups.

Revised 10/27/2014
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3.1.2.2 Oracle Database Server Backup: The database must be backed

up on a regular basis and Vendor must manage these backups and

perform/schedule them at several levels. The requirements

including the following:

3.1.2.2.1 Ability to perform/schedule hourly transaction log
backups.

3.1.2.2.2 Ability to perform/schedule daily differential backups.

3.1.2.2.3 Ability to perform/schedule weekly full backups.

3.1.2.2.4 Ability to restore backups as needed.

3.1.2.2.5 Ability to control backup ageing and retention to a
minimum of 60 days.

3.1.2.3 Full Site Backup: Vendor must provide and manage a full site
backup that includes all servers and data

3.1.2.4 Legacy Disaster Recovery System: Part of this project is to
protect legacy information assets for the current system while the
Production and Testing Systems listed above are implemented and
stabilized. The current system is an Oracle 12¢ Enterprise Edition
version 12.1 database server. Note that this is a disaster recovery
for the current on-premise system and not for the two systems
listed in sections above. This solution should be housed in the
same facility / fault-zone as the Testing system, above, to reduce
service duplication. The Vendor must provide an IaaS, PaaS,
SaaS, or hybrid solution meeting the requirements for this
subproject are as follows:

3.1.2.4.1 Oracle 12c Enterprise Edition version 12.1 hosted
database server with minimum requirements:

3.1.2.4.1.1 Eight (8) cores of fully licensed Oracle
Database Server Enterprise Edition 12¢ version
12.1 or Equal. Note that the legacy system will
not work with newer versions of the Oracle
Database Server.

3.1.2.4.1.2 Four (4) terabytes of storage for database
objects including tablespaces, indexes,
transaction logs, etc. This is sufficient space to
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contain the existing legacy database and does
not include any storage that may be required for
other requirements such as replication or
backups.
3.1.2.4.2 Vendor will work with the State in setting up,
configuring, and testing Oracle Data Guard from the
current legacy on-premise system to the DR. The
current system has not been configured for Data Guard
and any required software or tools above the Oracle 12¢
Enterprise Edition version 12.1 currently running on the
legacy system will need to be part of this bid.
3.1.2.4.3 This system will be housed with the Testing System
and will share services listed in the Testing System
above including Bastion Host, Email, Firewall, and
VPN.

3.1.2.5 Geographic Zone: This system will service users in or near West
Virginia and the agency goal is to limit the latency experienced by
users as much as possible. Vendor must provide documentation
demonstrating that the Production and Testing systems will be
housed in data centers east of the Mississippi River in the
continental United States.

3.1.2.6 Fault Tolerance and Resilience: The goal of the agency is to
build a fault tolerant and resilient system. As such, the Agency
prefers that the production and testing systems be housed in
different availability zones, however, the vendor must, at a
minimum, house the two systems in separate fault domains.

3.2  General Requirements for All Systems and Components

3.2.1

3.2.2

Revised 10/27/2014

FedRAMP Authorized Facility: All components, services, and data
must be hosted in a FedRAMP authorized facility with High Baseline
Controls. The State will independently verify a Vendor’s FedRAMP
authorization at the following address: https:/marketplace.fedramp.gov
Encrypted at Rest: All virtual machines, associated storage, and data
will be stored in an encrypted at rest manner such that any theft or




REQUEST FOR QUOTATION

WYV State Tax Department Assessment System Cloud Hosting

3.2.3

accidental loss of storage media will not compromise the security of the
system. Vendor must use FIPS-200 encryption.
Service Level Agreement: Vendor will have service level guarantees for
all components and services of the system that include at a minimum:
3.2.3.1 Uptime of 99.5% of the time calculated on a per month basis.
3.2.3.2 An escalation matrix with response times based on severity of
issues with:
3.2.3.2.1 Ciritical issue response of less than 1 hour: Those
issues which prevent work from continuing and/or
require immediate attention.
3.2.3.2.2 Moderate issue response of less than 4 hours: Those
issues which degrade or impair service but allow work
to continue.
3.2.3.2.3 Minor issue response of less than 8 hours: Those
issues with minimal effect of business operation
3.2.3.3 24 hours per day / 7 days per week access to support by phone or
email.
3.2.3.4 Must provide service credits for breaching service level targets or
for any downtime the State experiences due to the Vendor’s issue.

3.3  Professional Services: Vendor will perform professional services in both the
Production and Testing environments as follows:

3.3.1

3.3.2

Revised 10/27/2014

Windows Operating System: Vendor will provision all virtual machines
and any subsequent scalability and/or modifications noted as running
Microsoft Windows Server 2019 including:

3.3.1.1 Create the virtual machine.

3.3.1.2 Install the operating system

3.3.1.3 Patch the operating system to the current level.

3.3.1.4 Install antivirus software.

3.3.1.5 Provide on-going support, updates, and maintenance as required

SQL Server: Vendor will provision all SQL Server 2019 systems and

any subsequent scalability and/or modifications noted above including:

3.3.2.1 Provisioning the Windows virtual machine hosting the database
software.

3.3.2.2 Installing the SQL Server 2019 software.
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3.3.2.3 Patching SQL Server to the current patch level.
3.3.2.4 Vendor will create the required databases after the install.
3.3.2.5 Provide on-going support, updates, and maintenance as required

3.3.2.6 Oracle Linux Operating System: Vendor will provision all
virtual machines and any subsequent scalability and/or
modifications noted as running Oracle Linux 8 including:
3.3.2.6.1 Create the virtual machine.
3.3.2.6.2 Install the operating system.
3.3.2.6.3 Patch the operating system to the current level.
3.3.2.6.4 Provide on-going support, updates, and maintenance as

required

3.3.2.7 Oracle Database Server: Vendor will provision all Oracle 19¢

Enterprise Edition systems and any subsequent scalability and/or

modifications as follows:

3.3.2.7.1 Provision the Oracle Linux virtual machine hosting the
database software.

3.3.2.7.2 Install the Oracle 19c Enterprise Edition software.

3.3.2.7.3 Install/create the Oracle Real Application Clusters.

3.3.2.7.4 Patch the database software to the current patch level.

3.3.2.7.5 Provide on-going support, updates, and maintenance as
required

3.3.2.8 ArcGIS Servers: Vendor will provision ArcGIS Enterprise and

any subsequent scalability and/or modifications as follows:

3.3.2.8.1 Provision the virtual machines designated for ArcGIS
Enterprise

3.3.2.8.2 Install ArcGIS data components on the Database.

3.3.2.8.3 Install other ArcGIS components on the Application
Server.

3.3.2.8.4 Provide on-going support, updates, and maintenance as
required
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3.3.2.9 Active Directory: Vendor will provision the Active Directory and
any subsequent scalability and/or modifications as follows:
3.3.2.9.1 Create the domain.
3.3.2.9.2 Join Windows Server 2019 machines to the domain.
3.3.2.9.3 Provide on-going support, updates, and maintenance as
required

3.3.2.10 General Networking: Vendor will perform and maintain

network setup as follows:

3.3.2.10.1 Create initial VLANSs including a DMZ with initial
routing and access control lists per Agency needs.

3.3.2.10.2 Provision virtual machines on VLANS.

3.3.2.10.3 Establish network address translations between public
IP addresses and DMZ hosts.

3.3.2.10.4 Provide on-going support, updates, and maintenance as
required

3.3.2.11 Firewall Service: Vendor will perform initial firewall

setup as follows:

3.3.2.11.1 Setup firewall with threat intelligence and malicious
IP/domain filtering.

3.3.2.11.2 Setup event logging.

3.3.2.11.3 Create initial filtering rules based on Agency needs.

3.3.2.11.4 Provide on-going support, updates, and maintenance as
required

3.3.2.12 Load Balancing Service: Vendor will perform initial load

balancer setup as follows:

3.3.2.12.1 Setup initial load balancing for externally facing
presentation servers.

3.3.2.12.2 Setup initial load balancing for internal server-to-server
connections.

3.3.2.12.3 Setup health probes for initial scenarios.

3.3.2.12.4 Setup event logging.

3.3.2.12.5 Provide on-going support, updates, and maintenance as
required
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3.3.2.13 Backup Service: Vendor will perform initial configuration

of the backup services for all systems listed above including:

3.3.2.13.1 Setup any backup software or agents required for
performing backups.

3.3.2.13.2 Create an initial schedule for automatic backups per the
State’s needs.

3.3.2.13.3 Provide on-going support, updates, and maintenance as
required

3.4  Security: Vendors must agree to terms and conditions provided in State of West
Virginia Software as a Service Cloud Addendum, attached to this solicitation.

3.5 Scalability: The Agency requires a scalable solution that will accommodate any
increased growth in storage and/or compute power.

3.5.1 The Agency must have the ability to acquire additional storage to support
the above solutions per fifty (50) Gigabytes unit.

3.5.2 The Agency must have the ability to acquire additional computer to
support the above solutions per one (1) CPU unit.

3.5.3 The Agency must have the ability to acquire additional RAM to support
the above solutions per one (1) Gigabyte unit.

3.6  Licenses: The Agency will not bring any licenses from current systems to this
project. Any software or licenses required will need to be provided by the vendor
for this project as part of its bid.

4. CONTRACT AWARD:

4.1 Contract Award: The Contract is intended to provide Agencies with a
purchase price on all Contract Items. The Contract shall be awarded to the
Vendor that provides the Contract Items meeting the required
specifications for the lowest overall total cost as shown on the Pricing
Pages.

4.2 Pricing Pages: Vendor should complete the Pricing Pages by providing a
monthly cost for the infrastructure, a unit cost for scalability, and an
hourly rate for professional services. Vendor should complete the Pricing
Pages in their entirety as failure to do so may result in Vendor’s bids being
disqualified.
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The Pricing Pages contain a list of the Contract Items and estimated purchase
volume. The estimated purchase volume for each item represents the
approximate volume of anticipated purchases only. No future use of the
Contract or any individual item is guaranteed or implied.

Vendor should electronically enter the information into the Pricing Pages
through wvOASIS, if available, or as an electronic document. In most cases,
the Vendor can request an electronic copy of the Pricing Pages for bid
purposes by sending an email request to the following address:
Jessica.S.Chambers@wyv.gov

5. ORDERING AND PAYMENT:

5.1 Ordering: Vendor shall accept orders through wvOASIS, regular mail, facsimile,
e-mail, or any other written form of communication. Vendor may, but is not
required to, accept on-line orders through a secure internet ordering portal/website.
If Vendor has the ability to accept on-line orders, it should include in its response
a brief description of how Agencies may utilize the on-line ordering system.
Vendor shall ensure that its on-line ordering system is properly secured prior to
processing Agency orders on-line.

5.2 Payment: Vendor shall accept payment in accordance with the payment
procedures of the State of West Virginia.

6. DELIVERY AND RETURN:

6.1 Delivery Time: Vendor shall deliver standard orders within fifteen (15)
working days after orders are received. Vendor shall deliver emergency
orders within ten (10) working day(s) after orders are received. Vendor
shall ship all orders in accordance with the above schedule and shall not
hold orders until a minimum delivery quantity is met.

6.2 Late Delivery: The Agency placing the order under this Contract must be
notified in writing if orders will be delayed for any reason. Any delay in
delivery that could cause harm to an Agency will be grounds for
cancellation of the delayed order, and/or obtaining the items ordered from
a third party.

Any Agency seeking to obtain items from a third party under this provision must first
obtain approval of the Purchasing Division.

6.3 Delivery Payment/Risk of Loss: Standard order delivery shall be F.O.B.
destination to the Agency’s location. Vendor shall include the cost of standard
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order delivery charges in its bid pricing/discount and is not permitted to charge the
Agency separately for such delivery. The Agency will pay delivery charges on all
emergency orders provided that Vendor invoices those delivery costs as a separate
charge with the original freight bill attached to the invoice.

6.4 Return of Unacceptable Items: If the Agency deems the Contract Items to be
unacceptable, the Contract Items shall be returned to Vendor at Vendor’s expense
and with no restocking charge. Vendor shall either make arrangements for the
return within five (5) days of being notified that items are unacceptable, or permit
the Agency to arrange for the return and reimburse Agency for delivery expenses.
If the original packaging cannot be utilized for the return, Vendor will supply the
Agency with appropriate return packaging upon request. All returns of
unacceptable items shall be F.O.B. the Agency’s location. The returned product
shall either be replaced, or the Agency shall receive a full credit or refund for the
purchase price, at the Agency’s discretion.

6.5 Return Due to Agency Error: Items ordered in error by the Agency will be returned
for credit within 30 days of receipt, F.O.B. Vendor’s location. Vendor shall not
charge a restocking fee if returned products are in a resalable condition. Items shall
be deemed to be in a resalable condition if they are unused and in the original
packaging. Any restocking fee for items not in a resalable condition shall be the
lower of the Vendor’s customary restocking fee or 5% of the total invoiced value of
the returned items.

7 VENDOR DEFAULT:
7.1 The following shall be considered a vendor default under this Contract.

7.1.1 Failure to provide Contract Items in accordance with the
requirements contained herein.

7.1.2 Failure to comply with other specifications and requirements
contained herein.

7.1.3  Failure to comply with any laws, rules, and ordinances applicable to
the Contract Services provided under this Contract.

7.1.4  Failure to remedy deficient performance upon request.
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7.2 The following remedies shall be available to Agency upon default.

7.2.1 Immediate cancellation of the Contract.

7.2.2 Immediate cancellation of one or more release orders issued under
this Contract.

7.2.3 Any other remedies available in law or equity.

8 MISCELLANEOUS:

8.1

8.2

8.3

8.4

No Substitutions: Vendor shall supply only Contract Items submitted in response
to the Solicitation unless a contract modification is approved in accordance with the
provisions contained in this Contract.

Vendor Supply: Vendor must carry sufficient inventory of the Contract Items being
offered to fulfill its obligations under this Contract. By signing its bid, Vendor
certifies that it can supply the Contract Items contained in its bid response.

Reports: Vendor shall provide quarterly reports and annual summaries to the
Agency showing the Agency’s items purchased, quantities of items purchased, and
total dollar value of the items purchased. Vendor shall also provide reports, upon
request, showing the items purchased during the term of this Contract, the quantity
purchased for each of those items, and the total value of purchases for each of those
items. Failure to supply such reports may be grounds for cancellation of this
Contract.

Contract Manager: During its performance of this Contract, Vendor must designate
and maintain a primary contract manager responsible for overseeing Vendor’s
responsibilities under this Contract. The Contract manager must be available during
normal business hours to address any customer service or other issues related to this
Contract. Vendor should list its Contract manager and his or her contact information
below.

Contract Manager: _ Deonte J. Watters, CCMAP
Telephone Number: _ 757-412-4362
Fax Number: _757-412-1060

Email Address: dwatters@mythics.com

Revised 10/27/2014
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Software as a Service Addendum

1. Definitions:

Acceptable alternative data center location means a country that is identified as providing
equivalent or stronger data protection than the United States, in terms of both regulation
and enforcement. DLA Piper’s Privacy Heatmap shall be utilized for this analysis and may
be found at https://www.dlapiperdataprotection.com/index.html?t=world-
map&c=US&c2=IN.

Authorized Persons means the service provider’'s employees, contractors, subcontractors
or other agents who have responsibility in protecting or have access to the public
jurisdiction’s personal data and non-public data to enable the service provider to perform
the services required.

Data Breach means the unauthorized access and acquisition of unencrypted and
unredacted personal data that compromises the security or confidentiality of a public
jurisdiction’s personal information and that causes the service provider or public
jurisdiction to reasonably believe that the data breach has caused or will cause identity
theft or other fraud.

Individually Identifiable Health Information means information that is a subset of health
information, including demographic information collected from an individual, and (1) is
created or received by a health care provider, health plan, employer or health care
clearinghouse; and (2) relates to the past, present or future physical or mental health or
condition of an individual; the provision of health care to an individual; or the past, present
or future payment for the provision of health care to an individual; and (a) that identifies
the individual; or (b) with respect to which there is a reasonable basis to believe the
information can be used to identify the individual.

Non-Public Data means data, other than personal data, that is not subject to distribution
to the public as public information. It is deemed to be sensitive and confidential by the
public jurisdiction because it contains information that is exempt by statute, ordinance or
administrative rule from access by the general public as public information.

Personal Data means data that includes information relating to a person that identifies
the person by first name or first initial, and last name, and has any of the following
personally identifiable information (PIl): government-issued identification numbers (e.g.,
Social Security, driver’s license, state identification card); financial account information,
including account number, credit or debit card numbers; or protected health information
(PHI).

Protected Health Information (PHI) means individually identifiable health information
transmitted by electronic media, maintained in electronic media, or transmitted or
maintained in any other form or medium. PHI excludes education records covered by the
Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 1232g,
records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held by a
covered entity in its role as employer.
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Public Jurisdiction means any government or government agency that uses these terms
and conditions. The term is a placeholder for the government or government agency.

Public Jurisdiction Data means all data created or in any way originating with the public
jurisdiction, and all data that is the output of computer processing or other electronic
manipulation of any data that was created by or in any way originated with the public
jurisdiction, whether such data or output is stored on the public jurisdiction’s hardware,
the service provider's hardware or exists in any system owned, maintained or otherwise
controlled by the public jurisdiction or by the service provider.

Public Jurisdiction Identified Contact means the person or persons designated in writing
by the public jurisdiction to receive security incident or breach notification.

Restricted data means personal data and non-public data.

Security Incident means the actual unauthorized access to personal data or non-public
data the service provider believes could reasonably result in the use, disclosure or theft
of a public jurisdiction’s unencrypted personal data or non-public data within the
possession or control of the service provider. A security incident may or may not turn into
a data breach.

Service Provider means the contractor and its employees, subcontractors, agents and
affiliates who are providing the services agreed to under the contract.

Software-as-a-Service (SaaS) means the capability provided to the consumer to use the
provider’s applications running on a cloud infrastructure. The applications are accessible
from various client devices through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The consumer does not manage or control the
underlying cloud infrastructure including network, servers, operating systems, storage or
even individual application capabilities, with the possible exception of limited user-specific
application configuration settings.

2. Data Ownership: The public jurisdiction will own all right, title and interest in its data
that is related to the services provided by this contract. The service provider shall not
access public jurisdiction user accounts or public jurisdiction data, except (1) in the course
of data center operations, (2) in response to service or technical issues, (3) as required
by the express terms of this contract or (4) at the public jurisdiction’s written request.

3. Data Protection and Privacy: Protection of personal privacy and data shall be an
integral part of the business activities of the service provider to ensure there is no
inappropriate or unauthorized use of public jurisdiction information at any time. To this
end, the service provider shall safeguard the confidentiality, integrity and availability of
public jurisdiction information and comply with the following conditions:
a) The service provider shall implement and maintain appropriate administrative,
technical and physical security measures to safeguard against unauthorized
access, disclosure or theft of personal data and non-public data. In Appendix A,
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b)

d)

f)

¢)]

h)

the public jurisdiction shall indicate whether restricted information will be
processed by the service provider. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the
service provider applies to its own personal data and non-public data of similar
kind. The service provider shall ensure that all such measures, including the
manner in which personal data and non-public data are collected, accessed, used,
stored, processed, disposed of and disclosed, comply with applicable data
protection and privacy laws, as well as the terms and conditions of this Addendum
and shall survive termination of the underlying contract.

The service provider represents and warrants that its collection, access, use,
storage, disposal and disclosure of personal data and non-public data do and will
comply with all applicable federal and state privacy and data protection laws, as
well as all other applicable regulations, policies and directives.

The service provider shall support third-party multi-factor authentication integration
with the public jurisdiction third-party identity provider to safeguard personal data
and non-public data.

If, in the course of its engagement by the public jurisdiction, the service provider
has access to or will collect, access, use, store, process, dispose of or disclose
credit, debit or other payment cardholder information, the service provider shall at
all times remain in compliance with the Payment Card Industry Data Security
Standard (“PCl DSS”) requirements, including remaining aware at all times of
changes to the PCI DSS and promptly implementing all procedures and practices
as may be necessary to remain in compliance with the PCI DSS, in each case, at
the service provider's sole cost and expense. All data obtained by the service
provider in the performance of this contract shall become and remain the property
of the public jurisdiction.

All personal data shall be encrypted at rest and in transit with controlled access.

Unless otherwise stipulated, the service provider is responsible for encryption of
the personal data.

Unless otherwise stipulated, the service provider shall encrypt all non-public data
at rest and in transit, in accordance with recognized industry practice. The public
jurisdiction shall identify data it deems as non-public data to the service provider.
At no time shall any data or process — that either belong to or are intended for the
use of a public jurisdiction or its officers, agents or employees — be copied,
disclosed or retained by the service provider or any party related to the service
provider for subsequent use in any transaction that does not include the public
jurisdiction.

The service provider shall not use or disclose any information collected in
connection with the service issued from this proposal for any purpose other than
fulfilling the service.

Data Location. For non-public data and personal data, the service provider shall
provide its data center services to the public jurisdiction and its end users solely
from data centers in the U.S. Storage of public jurisdiction data at rest shall be
located solely in data centers in the U.S. The service provider shall not allow its
personnel or contractors to store public jurisdiction data on portable devices,
including personal computers, except for devices that are used and kept only at its
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U.S. data centers. With agreement from the public jurisdiction, this term may be
met by the service provider providing its services from an acceptable alternative
data center location, which agreement shall be stated in Appendix A. The Service
Provider may also request permission to utilize an acceptable alternative data
center location during a procurement’s question and answer period by submitting
a question to that effect. The service provider shall permit its personnel and
contractors to access public jurisdiction data remotely only as required to provide
technical support.

4. Security Incident or Data Breach Notification: The service provider shall inform the
public jurisdiction of any confirmed security incident or data breach.

a)

b)

Incident Response: The service provider may need to communicate with outside
parties regarding a security incident, which may include contacting law
enforcement, fielding media inquiries and seeking external expertise as defined by
law or contained in the contract. Discussing security incidents with the public
jurisdiction shall be handled on an urgent as-needed basis, as part of service
provider communication and mitigation processes defined by law or contained in
the contract.

Security Incident Reporting Requirements: The service provider shall report a
confirmed Security Incident as soon as practicable, but no later than twenty-four
(24) hours after the service provider becomes aware of it, to: (1) the department
privacy officer, by email, with a read receipt, identified in Appendix A; and, (2)
unless otherwise directed by the public jurisdiction in the underlying contract, the
WVOT Online Computer Security and Privacy Incident Reporting System at
https://apps.wv.gov/ot/ir/Default.aspx, and (3) the public jurisdiction point of
contact for general contract oversight/administration. The following information
shall be shared with the public jurisdiction: (1) incident phase (detection and
analysis; containment, eradication and recovery; or post-incident activity), (2)
projected business impact, and, (3) attack source information.

Breach Reporting Requirements: Upon the discovery of a data breach or
unauthorized access to non-public data, the service provider shall immediately
report to: (1) the department privacy officer, by email, with a read receipt, identified
in Appendix A; and, (2) unless otherwise directed by the public jurisdiction in the
underlying contract, the WVOT Online Computer Security and Privacy Incident
Reporting System at hitps://apps.wv.gov/ot/ir/Default.aspx, and the public
jurisdiction point of contact for general contract oversight/administration.

5. Breach Responsibilities: This section only applies when a data breach occurs with
respect to personal data within the possession or control of the service provider.

a)

Immediately after being awarded a contract, the service provider shall provide the
public jurisdiction with the name and contact information for an employee of service
provider who shall serve as the public jurisdiction’s primary security contact and
shall be available to assist the public jurisdiction twenty-four (24) hours per day,
seven (7) days per week as a contact in resolving obligations associated with a
data breach. The service provider may provide this information in Appendix A.



Version 11-1--19

b)

d)

Immediately following the service provider’s notification to the public jurisdiction of
a data breach, the parties shall coordinate cooperate with each other to investigate
the data breach. The service provider agrees to fully cooperate with the public
jurisdiction in the public jurisdiction’s handling of the matter, including, without
limitation, at the public jurisdiction’s request, making available all relevant records,
logs, files, data reporting and other materials required to comply with applicable
law and regulation.

Within 72 hours of the discovery, the service provider shall notify the parties listed
in 4(c) above, to the extent known: (1) date of discovery; (2) list of data elements
and the number of individual records; (3) description of the unauthorized persons
known or reasonably believed to have improperly used or disclosed the personal
data; (4) description of where the personal data is believed to have been
improperly transmitted, sent, or utilized; and, (5) description of the probable
causes of the improper use or disclosure.

The service provider shall (1) cooperate with the public jurisdiction as reasonably
requested by the public jurisdiction to investigate and resolve the data breach, (2)
promptly implement necessary remedial measures, if necessary, and prevent any
further data breach at the service provider's expense in accordance with
applicable privacy rights, laws and regulations and (3) document responsive
actions taken related to the data breach, including any post-incident review of
events and actions taken to make changes in business practices in providing the
services, if necessary.

If a data breach is a direct result of the service provider's breach of its contract
obligation to encrypt personal data or otherwise prevent its release, the service
provider shall bear the costs associated with (1) the investigation and resolution of
the data breach; (2) notifications to individuals, regulators or others required by
state or federal law; (3) a credit monitoring service (4) a website or a toll-free
number and call center for affected individuals required by state law — all not to
exceed the average per record per person cost calculated for data breaches in the
United States in the most recent Cost of Data Breach Study: Global Analysis
published by the Ponemon Institute at the time of the data breach (or other similar
publication if the named publication has not issued an updated average per record
per cost in the last 5 years at the time of the data breach); and (5) complete all
corrective actions as reasonably determined by service provider based on root
cause. The service provider agrees that it shall not inform any third party of any
data breach without first obtaining the public jurisdiction’s prior written consent,
other than to inform a complainant that the matter has been forwarded to the public
jurisdiction’s legal counsel and/or engage a third party with appropriate expertise
and confidentiality protections for any reason connected to the data breach. Except
with respect to where the service provider has an independent legal obligation to
report a data breach, the service provider agrees that the public jurisdiction shall
have the sole right to determine: (1) whether notice of the data breach is to be
provided to any individuals, regulators, law enforcement agencies, consumer
reporting agencies or others, as required by law or regulation, or otherwise in the
public jurisdiction’s discretion; and (2) the contents of such notice, whether any

5
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type of remediation may be offered to affected persons, and the nature and extent
of any such remediation. The service provider retains the right to report activity to
law enforcement.

6. Notification of Legal Requests: The service provider shall contact the public
jurisdiction upon receipt of any electronic discovery, litigation holds, discovery searches
and expert testimonies related to the public jurisdiction’s data under this contract, or which
in any way might reasonably require access to the data of the public jurisdiction. The
service provider shall not respond to subpoenas, service of process and other legal
requests related to the public jurisdiction without first notifying the public jurisdiction,
unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a) In the event of a termination of the contract, the service provider shall implement
an orderly return of public jurisdiction data within the time period and format
specified in the contract (or in the absence of a specified time and format, a mutually
agreeable time and format) and after the data has been successfully returned,
securely and permanently dispose of public jurisdiction data.

b) During any period of service suspension, the service provider shall not take any
action to intentionally erase any public jurisdiction data.

c) In the event the contract does not specify a time or format for return of the public
jurisdiction’s data and an agreement has not been reached, in the event of
termination of any services or agreement in entirety, the service provider shall not
take any action to intentionally erase any public jurisdiction data for a period of:

e 10 days after the effective date of termination, if the termination is in
accordance with the contract period
e 30 days after the effective date of termination, if the termination is for
convenience
e 60 days after the effective date of termination, if the termination is for
cause
After such period, the service provider shall have no obligation to maintain or
provide any public jurisdiction data and shall thereafter, unless legally prohibited,
delete all public jurisdiction data in its systems or otherwise in its possession or
under its control.

d) The public jurisdiction shall be entitled to any post-termination assistance generally
made available with respect to the services, unless a unique data retrieval
arrangement has been established as part of the Contract.

e) The service provider shall securely dispose of all requested data in all of its forms,
such as disk, CD/ DVD, backup tape and paper, when requested by the public
jurisdiction. Data shall be permanently deleted and shall not be recoverable,
according to National Institute of Standards and Technology (NIST)-approved
methods. Certificates of destruction shall be provided to the public jurisdiction.

8. Background Checks: The service provider shall conduct criminal background checks
in compliance with W.Va. Code §15-2D-3 and not utilize any staff to fulfill the obligations

6
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of the contract, including subcontractors, who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony
or misdemeanor offense for which incarceration for up to 1 year is an authorized penalty.
The service provider shall promote and maintain an awareness of the importance of
securing the public jurisdiction’s information among the service provider's employees and
agents.

9. Oversight of Authorized Persons: During the term of each authorized person’s
employment or engagement by service provider, service provider shall at all times cause
such persons to abide strictly by service provider’s obligations under this Agreement and
service provider’'s standard policies and procedures. The service provider further agrees
that it shall maintain a disciplinary process to address any unauthorized access, use or
disclosure of personal data by any of service provider’s officers, partners, principals,
employees, agents or contractors.

10. Access to Security Logs and Reports: The service provider shall provide reports
to the public jurisdiction in CSV format agreed to by both the service provider and the
public jurisdiction. Reports shall include user access (successful and failed attempts),
user access IP address, user access history and security logs for all public jurisdiction
files and accounts related to this contract.

11. Data Protection Self-Assessment: The service provider shall perform a Cloud
Security Alliance STAR Self-Assessment by completing and submitting the “Consensus
Assessments Initiative Questionnaire” to the Public Jurisdiction Identified Contact. The
service provider shall submit its self-assessment to the public jurisdiction prior to contract
award and, upon request, annually thereafter, on the anniversary of the date of contract
execution. Any deficiencies identified in the assessment will entitle the public jurisdiction
to disqualify the bid or terminate the contract for cause.

12. Data Center Audit: The service provider shall perform an audit of its data center(s)
at least annually at its expense and provide a redacted version of the audit report upon
request. The service provider may remove its proprietary information from the redacted
version. A Service Organization Control (SOC) 2 audit report or approved equivalent sets
the minimum level of a third-party audit. Any deficiencies identified in the report or
approved equivalent will entitle the public jurisdiction to disqualify the bid or terminate the
contract for cause.

13. Change Control and Advance Notice: The service provider shall give 30 days,
advance notice (to the public jurisdiction of any upgrades (e.g., major upgrades, minor
upgrades, system changes) that may impact service availability and performance. A
major upgrade is a replacement of hardware, software or firmware with a newer or better
version in order to bring the system up to date or to improve its characteristics.

14. Security:
a) At a minimum, the service provider's safeguards for the protection of data shall
include: (1) securing business facilities, data centers, paper files, servers, back-up
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systems and computing equipment, including, but not limited to, all mobile devices
and other equipment with information storage capability; (2) implementing network,
device application, database and platform security; 3) securing information
transmission, storage and disposal; (4) implementing authentication and access
controls within media, applications, operating systems and equipment; (5)
implementing appropriate personnel security and integrity procedures and
practices, including, but not limited to, conducting background checks consistent
with applicable law; and (6) providing appropriate privacy and information security
training to service provider’s employees.

b) The service provider shall execute well-defined recurring action steps that identify
and monitor vulnerabilities and provide remediation or corrective measures. Where
the service provider’'s technology or the public jurisdiction’s required dependence
on a third-party application to interface with the technology creates a critical or high
risk, the service provider shall remediate the vulnerability as soon as possible. The
service provider must ensure that applications used to interface with the service
provider’s technology remain operationally compatible with software updates.

c) Upon the public jurisdiction’s written request, the service provider shall provide a
high-level network diagram with respect to connectivity to the public jurisdiction’s
network that illustrates the service provider's information technology network
infrastructure.

15. Non-disclosure and Separation of Duties: The service provider shall enforce
separation of job duties, require commercially reasonable non-disclosure agreements,
and limit staff knowledge of public jurisdiction data to that which is absolutely necessary
to perform job duties.

16. Import and Export of Data: The public jurisdiction shall have the ability to securely
import, export or dispose of data in standard format in piecemeal or in entirety at its
discretion without interference from the service provider. This includes the ability for the
public jurisdiction to import or export data to/from other service providers identified in the
contract (or in the absence of an identified format, a mutually agreeable format).

17. Responsibilities: The service provider shall be responsible for the acquisition and
operation of all hardware, software and network support related to the cloud services
being provided. The technical and professional activities required for establishing,
managing and maintaining the environments are the responsibilities of the service
provider.

18. Subcontractor Compliance: The service provider shall ensure that any of its
subcontractors to whom it provides any of the personal data or non-public data it receives
hereunder, or to whom it provides any personal data or non-public data which the service
provider creates or receives on behalf of the public jurisdiction, agree to the restrictions,
terms and conditions which apply to the service provider hereunder.

19. Right to Remove Individuals: The public jurisdiction shall have the right at any time
to require that the service provider remove from interaction with public jurisdiction any
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service provider representative who the public jurisdiction believes is detrimental to its
working relationship with the service provider. The public jurisdiction shall provide the
service provider with notice of its determination, and the reasons it requests the removal.
If the public jurisdiction signifies that a potential security violation exists with respect to
the request, the service provider shall immediately remove such individual. The service
provider shall not assign the person to any aspect of the contract without the public
jurisdiction’s consent.

20. Business Continuity and Disaster Recovery: The service provider shall provide a
business continuity and disaster recovery plan executive summary upon request. Lack of
a plan will entitle the public jurisdiction to terminate this contract for cause.

21. Compliance with Accessibility Standards: The service provider shall comply with
and adhere to Accessibility Standards of Section 508 Amendment to the Rehabilitation
Act of 1973.

22. Web Services: The service provider shall use web services exclusively to interface
with the public jurisdiction’s data in near real time when possible.

23. Encryption of Data at Rest: The service provider shall ensure hard drive encryption
consistent with validated cryptography standards as referenced in FIPS 140-2, Security
Requirements for Cryptographic Modules for all personal data.

24. Subscription Terms: Service provider grants to a public jurisdiction a license to:
a. Access and use the service for its business purposes;
b. For SaaS, use underlying software as embodied or used in the service; and
c. View, copy, upload, download (where applicable), and use service providers
documentation.

25. Equitable Relief: Service provider acknowledges that any breach of its covenants or
obligations set forth in Addendum may cause the public jurisdiction irreparable harm for
which monetary damages would not be adequate compensation and agrees that, in the
event of such breach or threatened breach, the public jurisdiction is entitled to seek
equitable relief, including a restraining order, injunctive relief, specific performance and
any other relief that may be available from any court, in addition to any other remedy to
which the public jurisdiction may be entitled at law or in equity. Such remedies shall not
be deemed to be exclusive but shall be in addition to all other remedies available at law
or in equity, subject to any express exclusions or limitations in this Addendum to the
contrary.
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AGREED:

Name of Agency:

Signature:

Title:

Date:
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Name of Vendor:

Signature:

Title:

Date:
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Appendix A

(To be completed by the Agency’s Procurement Officer prior to the execution of the Addendum,
and shall be made a part of the Addendum. Required information not identified prior to execution
of the Addendum may only be added by amending Appendix A and the Addendum, via Change
Order.)

Name of Service Provider/Vendor:

Name of Agency:

West Virginia Office of Technology

Agency/public jurisdiction’s required information:

1.

Will restricted information be processed by the service provider?
Yes [X]
No [ |
If yes
Yes
No

#1, does the restricted information include personal data?

[l 3359

If yes
Yes
No

#1, does the restricted information include non-public data?

[T

If yes to #1, may the service provider store public jurisdiction data in a data center in an
acceptable alternative data center location, which is a country that is not the U.S.?

Yes [ ]

No

Provide name and email address for the Department privacy officer:

Jennelle Jones
Name

Email address: Jennelle.H.Jones@wv.gov

Vendor/Service Provider’s required information:

6.

Provide name and contact information for vendor’s employee who shall serve as the public
jurisdiction’s primary security contact:

Name:

Email address:

Phone Number:

11



STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

CONSTRUCTION CONTRACTS: Under W. Va. Code § 0-22-1(i), the contracting public entity shall not award a
construction contract to any bidder that is known to be in default on any monetary obligation owed to the state or a

political subdivision of the state, including, but not limited to, obligations related to payroll taxes, property taxes, sales and
use taxes, fire service fees, or other fines or fees.

ALL CONTRACTS: Under W. Va. Code §5A-3-10a, no contract or renewal of any contract may be awarded by the state
or any of its political subdivisions to any vendor or prospective vendor when the vendor or prospective vendor or a related

party to the vendor or prospective vendor is a debtor and: (1) the debt owed is an amount greater than one thousand
dollars in the aggregate; or (2) the debtor is in employer default.

EXCEPTION: The prohibition listed above does not apply where a vendor has contested any tax administered pursuant to chapter
eleven of the W. Va. Code, workers’ compensation premium, permit fee or environmental fee or assessment and the matter has

not become final or where the vendor has entered into a payment plan or agreement and the vendor is not in default of any of the
provisions of such plan or agreement.

DEFINITIONS:

“Debt” means any assessment, premium, penalty, fine, tax or other amount of money owed to the state or any of its political
subdivisions because of a judgment, fine, permit violation, license assessment. defaulted workers’ compensation premium, penalty

or other assessment presently delinquent or due and required to be paid to the state or any of its political subdivisions, including
any interest or additional penalties accrued thereon.

“Employer default” means having an outstanding balance or liability to the old fund or to the uninsured employers' fund or being
in policy default, as defined in W. Va. Code § 23-2¢-2, failure to maintain mandatory workers' compensation coverage, or failure to
fully meet its obligations as a workers' compensation self-insured employer. An employer is not in employer default if it has entered

into a repayment agreement with the Insurance Commissioner and remains in compliance with the obligations under the
repayment agreement.

“Related party” means a party, whether an individual, corporation. partnership, association, limited liability company or any other
form or business association or other entity whatsoever, related to any vendor by blood, marriage, ownership or contract through
which the party has a relationship of ownership or other interest with the vendor so that the party will actually or by effect receive or
control a portion of the benefit, profit or other consideration from performance of a vendor contract with the party receiving an
amount that meets or exceed five percent of the total contract amount.

AFFIRMATION: By signing this form, the vendor’s authorized signer affirms and acknowledges under penalty of
law for false swearing (W. Va. Code §61-5-3) that: (1) for construction contracts, the vendor is not in default on
any monetary obligation owed to the state or a political subdivision of the state, and (2) for all other contracts,
that neither vendor nor any related party owe a debt as defined above and that neither vendor nor any related

party are in employer default as defined above, unless the debt or employer default is permitted under the
exception above.

WITNESS THE FOLLOWING SIGNATURE:

Vendor's Name: Mpythics, Inc. - m—

Authorized Signature: D@E k Qﬁa Date: 5/26/2021

State of __ Virgina

County of _Virginia Beach  to-wit:

Taken, subscribed, and sworn to before me this 26thday of _ May , 20 21 .

My Commission expires Q 2——— 4774‘?/? dE/‘Z_, Q é) , 20 _oz .

N, 4_/,7\__
DTARY PUBLIC ‘ﬁéﬁ% a '

Purchasing Affidavit (Revised 01/19/2018)

AFFIX SEAL HERE MEKESSIA TALONDA BROWNN

%ﬁ‘r Notary Public - Reg. # 7644106

MEHL*)  Commonwealtit'of Virginia
g My Commission Expires Sep. 30, 2023




West Virginia Ethics Commission

Disclosure of Interested Parties to Contracts

Pursuant to W. Va. Code § 6D-1-2, a state agency may not enter into a contract, or a series of related
contracts, that has/have an actual or estimated value of $1 million or more until the business entity submits
to the contracting state agency a Disclosure of Interested Parties to the applicable contract. In addition,
the business entity awarded a contract is obligated to submit a supplemental Disclosure of Interested
Parties reflecting any new or differing interested parties to the contract within 30 days following the
completion or termination of the applicable contract.

For purposes of complying with these requirements, the following definitions apply:

"Business entity” means any entity recognized by law through which business is conducted, including a
sole proprietorship, partnership or corporation, but does not include publicly traded companies listed on a
national or international stock exchange.

"Interested party" or “Interested parties” means:

(1) A business entity performing work or service pursuant to, or in furtherance of, the applicable contract,
including specifically sub-contractors;

(2) the person(s) who have an ownership interest equal to or greater than 25% in the business entity
performing work or service pursuant to, or in furtherance of, the applicable contract. (This subdivision
does not apply to a publicly traded company); and

(3) the person or business entity, if any, that served as a compensated broker or intermediary to actively
facilitate the applicable contract or negotiated the terms of the applicable contract with the state agency.
(This subdivision does not apply to persons or business entities performing legal services related to
the negotiation or drafting of the applicable contract.)

“State agency" means a board, commission, office, department or other agency in the executive, judicial
or legislative branch of state government, including publicly funded institutions of higher education:
Provided, that for purposes of W. Va. Code § 6D-1-2, the West Virginia Investment Management Board
shall not be deemed a state agency nor subject to the requirements of that provision.

The contracting business entity must complete this form and submit it to the contracting state agency prior
to contract award and to complete another form within 30 days of contract completion or termination.

This form was created by the State of West Virginia Ethics Commission, 210 Brooks Street, Suite 300,
Charleston, WV 25301-1804. Telephone: (304)558-0664; fax: (304)558-2169; e-mail: ethics@wv.gov;
website: www.ethics.wv.qov.

Revised June 8, 2018



West Virginia Ethics Commission

Disclosure of Interested Parties to Contracts
(Required by W. Va. Code § 6D-1-2)

Name of Contracting Business Entity: _Mythics, Inc. Address: _4525 Main Street, Suite 1500

Virginia Beach, VA 23462

Name of Authorized Agent: Deonte J. Watters, CCMAP Address: _4525 Main Street, Suite 1500, Virginia Beach, VA 23462
Contract Number: TBD . Contract Description: _TaxInfrastructure B : B

Governmental agency awarding contract&: Department of Administration, Purchasing Division
— e R

Check here if this is a Supplemental Disclosure

List the Names of Interested Parties to the contract which are known or reasonably anticipated by the contracting business
entity for each category below (attach additional pages if necessary):

1. Subcontractors or other entities performing work or service under the Contract
¥ Check here if none, otherwise list entity/individual names below.

2. Any person or entity who owns 25% or more of contracting entity (not applicable to publicly traded entities)
[1 Check here if none, otherwise list entity/individual names below.

3. Any person or entity that facilitated, or negotiated the terms of, the applicable contract (excluding legal
services related to the negotiation or drafting of the applicable contract)

M Check here if none, otherwise list entity/individual names below.

Signature: D-u:\h } %@ _ Date Signed: __ 5/26/2024

Notary Verification

State of //QG CQ 11) 7 f , County of V/’/@ i/ /'/V_ \4 25/(’ /< )
x_f-f y . ;? : ’-* A
, \\:j £O 77 7/ & ‘_\/_' __/1/ s7 % /Qf , the authorized agent of the contracting business

entity listed above, being duly sworn, acknowledge that the Disclosure herein is being made under oath and under the
penalty of perjury.

Taken, sworn to and subscribed before me this Qzé day of /. /M V7 , L ‘;”2" /

/ ;:: ) ) 7‘\ e ——
T e s R S

To be completed by State Agency:
Date Received by State Agency:

Date submitted to Ethics Commission:
Governmental agency submitting Disclosure:

MEKESSIA TALONDA BROWN

Notary Public - Reg. # 7644106
Commonwealtit of Virginia

My Commission Expires Sep, 30, 2023

Revised June 8 2018

(T




cLeE Platinum

Partner

4525 Main St., Suite 1500 Virginia Company Name: West Virginia State Tax Department CS-WVTAX-0521-0Cl
Beach, VA 23462 Ben Landis Contact: David Lawson 5/27/2021
Phone: 757-298-1723 E-mail Address: David.B.Lawson@wv.gov

8/31/2021
Fax: 757.412.1060

Email: blandis@mythics.com

LICENSES AND SUPPORT

Mythics Cloud Services Agreement

Oracle Service Service Service Funded
Product Description Term-Months Metric Quantity Allocation Value
1 Oracle Paa$S & laaS Universal Credits - # B88206 12 months Monthly Universal Cloud Credits 1046729 $808,045.00
| TOTAL: YEARLY CLOUD SERVICES CONSUMPTION $808,045.00 |
I BUFFER PERCENTAGE TO BE APPLIED 0% I
| REQUIRED YEARLY UNIVERSAL CREDIT QUANTITY $808,045.00 |

Applicable State taxes will be added unless an exemption is provided

| TOTAL $808,045.00 |

Additional Information:

This quotation is an invitation for you to offer to purchase products and services from Mythics. Your order is subject to Mythics' acceptance.
Mythics DUNS#: 013358002

Mythics Fed Tax ID# 54-1987871

CAGE CODE: 1TA34

NAIC: 423430

Support services are provided under Oracle's then current Cloud Hosting and Delivery Policies located at: http://www.oracle.com/us/corporate/contracts/ocloud-hosting-delivery-policies-3089853.pdf
* Upon notice of the award, Mythics will work to ensure all latest Funded Allocation Model Terms and Conditions will be incorporated below.

In reliance on your order, Mythics will issue a non-cancellable order with its supplier for the Cloud Services ordered. Therefore all orders are non-cancellable.

By confirming, referencing or placing an order based on this quote, you are agreeing that the Cloud Services being purchased requires no transfer of tangible property.

No Auto-Renewal:

Notwithstanding any statement to the contrary in the Service Specifications, You expressly agree that the Services acquired under this order will not auto-renew.

Funded Allocation Model and Additional Fees for Any Increased Usage/Capacity
a. Funded Allocation Model
Under the "Funded Allocation Model", Oracle allows You the flexibility to fund for an annual amount (the "Funded Allocation Value") specified in Your order with Mythics, which is to be applied towards the future usage of eligible Oracle laaS
and Paa$S Cloud Services specified in the rate card attached to Your order withMythics or as seen in the Cloud Portal provided such Cloud Services are available in production release when ordered, at the fees specified in the rate card.
i tHnvor in arrears based on Your actual usage for the prior month at the rates for each activated Oracle laaS and PaaS Cloud Service as defined in Your order.

b. Additional Fees for Any Increased Usage/Capacity.

As described in the Oracle PaaS and laaS Universal Credits - Service Descriptions document ilable at http://www.oracle. You are responsible for monitoring Your use of the Cloud Services, and if You exceed the Funded
Allocation Value at the end of any month during the Services Period, You must provide additional funding for Your usage, or You must cease to use the applicable Cloud Services. If You have exceeded the Funded Allocation Value and You
have not ended Your use of the Services, You will be subject to overage fees. You must pay for such excess usage of the Oracle laaS and PaaS Cloud Services at the Overage Unit Net Price specified in the rate card of Your order or as
seen in the Cloud Portal. You may set quotas, alerts and use other monitoring tools within the Cloud Portal to assist You in managing and tracking Your usage.

c. Additional Services.

If Oracle adds additional service offerings to the list of eligible Oracle laaS and PaaS Cloud Services within Your Cloud Services Account during the Services Period, You may activate and use those service offerings and the discount will be
applied based on the Cloud Service category discount specified in the rate card attached to Your order or as seen in the Cloud Portal. The development, release, and timing of any future features, functionality or service offerings remains at
the sole discretion of Oracle Corporation.

d. Replenishment of Account at End of Services Period.

If You are continuing to use Services after the end of the Services Period specified in Your order and You have not extended the Services Period and increased the Funded Allocation Value for use of eligible Oracle laaS and PaaS Cloud
Services, You will be charged for the actual usage of all Cloud Services that You activate and/or have activated within Your Cloud Services Account based on Oracle's then current price list for such Services, which can be found at https://
cloud.oracle.com/en_US/ucpricing. Upon extending the term of the Services Period and increasing the amount of the Funded Allocation Value through a new order (or modification of Your existing order), You will receive the Cloud Services
category discounts specified in the rate card attached to Your new order (or modification of Your existing order) or as seen in the Cloud Portal

Data Center Region Availability for UCM: Platform and data center region availability information for Oracle Platform as a Service (PaaS) Cloud Services and for Oracle Infrastructure as a Service(laaS)

Cloud Services is provided on the Oracle Cloud Portal at https:/cloud.oracle.com/data-regions."

Purchasing Instructions:

Please reference Mythics Estimate Number CS-WVTAX-0521-OCl and include the following statements in your order:
1. This order is placed pursuant to the terms and conditions of :
MCSA-PS v0118

2. Payment Terms:
Cloud Services: Quarterly in arrears

Fax order to 757-412-1060 or email to blandis@mythics.com




OCI laaS/PaaS Sizing

WMonthly
Quantity
Data Center Region (Monthly Term
Product Description Metric Part # / SKU# | (Select an option from drop-down list) | Quantity | Multiplier* | C: ity) | (Months) | Unit Price | Di: Net Price | Net FAM Value
Oracle Cloud Infrastructure - Compute - Standard - E4 OCPU/Hr B93113 US Government 120 744 89,280 12 0.0250 25% $0.01875 $20,088.00
Oracle Cloud Infrastructure - Compute - Standard - E4 - Memory GB/Hr B93114 US Government 1320 744 982,080 12 0.0015 25% $0.00113 $13,258.08]
Oracle Cloud Infrastructure - Compute - Windows OS OCPU/Hr B88318 US Government 112 744 83,328 12 0.0920 0% $0.09200 $91,994.11
Oracle Cloud Infrastructure - FastConnect 1 Gbps Port Hr B88325 US Government 2 744 1,488 12 0.2125 25% $0.15938 $2,845.80
Oracle Cloud Infrastructure - Load Balancer Base Loadbalancer/Hr B93030 US Government 5 744 3,720 12 0.0113 25% $0.00848 $378.32
Oracle Cloud Infrastructure - Load Balancer Bandwidth MBPS/Hr B93031 US Government 1500 744 1,116,000 12 0.0001 25% $0.00008 $1,004.40
Oracle Cloud Infrastructure - Database Cloud Service - Enterprise Edition OCPU/Hr B90570 US Government 4 744 2,976 12 0.4301 25% $0.32258 $11,519.80
Oracle Cloud Infrastructure - Database Cloud Service - Enterprise Edition Extreme Performance OCPU/Hr B90572 US Government 64 744 47,616 12 1.3441 25% $1.00808 $576,005.99
Oracle Cloud Infrastructure - Compute - Microsoft SQL Standard OCPU/Hr B91373 US Government 10 744 7,440 12 0.3700 25% $0.27750 $24,775.20
Oracle Cloud Infrastructure - File Storage Volume Gigabyte Storage Capacity Per Month B89057 US Government 2048 1 2,048 12 0.3000 25% $0.22500 $5,529.60
Oracle Cloud Infrastructure - Block Volume Storage - Government Gigabyte Storage Capacity Per Month B91961 US Government 38096 1 38,096 12 0.0255 25% $0.01913 8,743.03
Oracle Cloud Infrastructure - Block Volume Performance Units - Government Performance Units Per Gigabyte Per Month B91962 US Government 380960 1 380,960 12 0.0017 25% $0.00128 $5,828.69;
Oracle Cloud Infrastructure - Object Storage - Storage Gigabyte Storage Capacity Per Month B91628 US Government 190480 1 190,480 12 0.0255 25% $0.01913 $43,715.16
Oracle Cloud Infrastructure - Object Storage - Requests 10,000 Requests per Month B91627 US Government 3810 1 3,810 12 0.0034 25% $0.00255 $116.59]
Oracle Cloud Infrastructure - Outbound Data Transfer Gigabyte Outbound Data Transfer per month B88327 US Government 5120 1 5,120 12 0.0085 25% $0.00638 $391.68
Oracle Cloud Infrastructure - Logging - Storage Gigabyte Log Storage/Month B92593 US Government 4096 1 4,096 12 0.0500 25% $0.03750 $1,843.20
Oracle Cloud Infrastructure Service - Email Delivery 1000 Emails sent B88523 US Government 10 1 10 12 0.0850 25% $0.06375 $7.65
PaaS/laaS Base Term Total $808,045.30

Note:

*Quantity entered for Services with a "Per Hour" usage metric will be converted using the "Per Month" multiplier. Oracle considers 744 hours to be in a month. The published price list values should be multiplied.
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