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STATE OF WEST VIRGINIA
DEPARTMENT OF ADMINISTRATION

OFFICE OF TECHNOLOGY
Earl Ray Tomblin State Capitol Rpss Taylor
Ciovethoy Charleston, West Virginia 25305 Cabinet Secretary
Gale Y. Given
Chief Technology Officer
MEMORANDUM
TO: Christine Fernandes
Office of Technology
%
FROM: Gale Y. Given, Chief Technology Officer ¢
Office of Technology

SUBJECT:  INFORMATION TECHNOLOGY PROCUREMENT
REQUISITION NUMBER: SWC-VOIP13, C.0. 2 - IS&C NUMBER: 2014-739

DATE: May 7, 2014

West Virginia Code §5A-6-4(a)(3) permits the Chief Technology Officer to “evaluate the
economic justification, system design and suitability of information equipment and related
services, and review and make recommendations on the purchase, lease or acquisition of
information equipment and contracts for related services by the state spending units.”

West Virginia Code §5A-6-4c requires that the Chief Technology Officer review and approve “a
major information technology project.”

West Virginia Code §5A-6-5 requires that “any state spending unit that pursues an information
technology purchase that does not meet the definition of a ‘major technology project’ and that is
required to submit a request for proposal to the State Purchasing Division prior to purchasing
goods or services shall obtain the approval of the Chief Technology Officer, in writing, of any
proposed purchase of goods or services related to its information technology and
telecommunication systems.

After conducting a review of your request for Change Order 2 to the existing statewide contract VOIP13,
between the State and Verizon Business Services, to reduce the Monthly Recurring Charge rates for the
UCCaaS and A la Carte packages, add Toll Free Transport Charges-Domestic and Local Origination
Access Charges, the Office of Technology has determined:

X That your request is approved.

Capitol Complex Bldg. #5 — 10™ Floor Charleston, West Virginia 25305 Phone: (304) 558-5472 Fax: (304) 558-0136



That your request is not subject to the review and approval provisions contained in
Chapter SA, Article 6 of the Code, therefore, it does not need approval by the Office of
Technology.

This memorandum constitutes this office’s official review and a copy should be attached to your purchase
order and any other correspondence related to this request.

If you have questions, or need additional information, please contact Consulting Services at
Consulting Services@wv.gov.

GYG:tsm



STATE OF WEST VIRGINIA
Ross Taylar

Eart Ray Tomblin DEFARTM ENT OF ADMINISTRATION Cabinet Secretary
Govemor OFFICE QOF TECHNOLOGY ;
) , Gale Given
State Capitol Chief Technology Officer

Charleston, West Virginia 25305

TO: Guy Nisbet
Purchasing Division

FROM: Christine Fernandes (¢ J
Procurements PM for West Virginia Office of Technology

Cc: Kim Harbour _
PMO Director for West Virginia Office of T'e_chnoiogy

SUBJECT: CHANGE ORDER TWO ~ VOIP13 STATEWIDE CONTRACT
DATE: May 11, 2014

In addition to the change order requested on May 8, 2014, this is fo pravide the additional information
requested to update and include an |P toll rate under Sections 3.3.1 and 3.4, This rate was developed by
Verizon based on an estimated agency usage of 8,000 calls per month averaging 7.5 minutes per call. We
have confirmed that there will be no agency commitment to this usage and the standard rate will be set at

$.0232 per minute.
Also attached to this change order is the Business Associate Addendum (BAA) signed by Verizon, approved

as to form by the Attorney General's office and acknowledged by the WVOT. We would like to include this as

part of the change order. Please let me know if there is any additional information required.

1800 Kanawha Bivd. E, Building 5 10" Floor P.O. Box 50110 Charleston, Wv 25305 Phone: (304) 857-6800 Fax: (304) 558-1351



TO: Christine Fernandes — Procurement PM for WVOT
FROM: Melanie Lopez — WVOT PM for IP Telephony

cC: Kim Harbour - WVOT PMO Director
John Dunlap — WVOT Network Engineering Director

SUBIJECT: Clarification Change Order — VOIP13 Statewide Contract

DATE: May 7, 2014

In order to further clarify the vendor’s change request letter, the following items are associated with our
request in the initial change order to include the following services:

5. Unified Communication and Collaboration as a Service (UCCaa$), from page 44 of the Cost
Response - reducing monthly rates.

1. Package Pricing

Package Monthly Recurring Charge (“MRC”) Per End User
Essential Package $16.00 New Rate $11.36

Basic Package $22.00 New Rate $15.62

Enhanced Package $27.00 New Rate $19.17

Premium Package $32.00 New Rate $22.72

2. Ala Carte Pricing

Capability Monthly Recurring Charge (“MRC”) Per End User
Call Control $19.00 New Rate $13.49
Voicemail $ 3.50 New Rate S 2.45
Presence/Instant Messaging 5§ 3.00 New Rate S 2.10

The remaining items in the vendor letter are associated with our request in the initial change order to
include,

13. IP Contact Center Services, from page 110 of the Cost Response — adding the TBD rates;

3.3.1 Toll Free Transport Charges — Domestic. Customer will be charged a transport rate of $.0235 per
minute, assessed in 6-second increments for VolP Inbound Toll Free calls originating in domestic
locations and terminating to IP endpoints. For calls terminating to non-IP end points, charges will be
assessed in accordance with the separately-executed Service Attachment for Long Distance Voice
Services reference in Section 1.1.1, above. Unless otherwise stated, a $0.01 per-call minimum transport
charge applies.

3.4 Local Origination Access Charges. For VoIP Inbound Local Origination, where a tariff applies,
Customer will pay the rates set forth in the tariff. Where no tariff applies, Customer will pay the
following per-minute Local Origination access rates, assessed in six-second increments, for VoIP Inbound
Local Origination calls. Unless otherwise stated, a $0.01 per-call minimum applies.

Without IP IVR With IP IVR
Switched Termination S .0232 $ .0180
Dedicated/Local Termination § .0232 .0180

IP Termination S .0232 .0180



\—"verizon
4700 MacCorkle Ave. S.E.

Charleston, WV 25304
304-356-3395

© May 8, 2014

Department of Administration
2019 Washington Street, East
PO Box 50130

Charleston, WV 25305

RE: Further Information for Change Order
Dear Mrs. Lopez:

Verizon response to address rates for Section 3.3.1 and 3.4; The Verizon Virtual Contact Center platform
requires calls to be delivered from the VoIP Inbound services platform. Verizon provides the rates based on
anticipated usage and commitment associated with services to be provided and current Verizon rates.

Although there is no commitment associated with this service, Verizon used anticipated usage based on
current customer estimates of 8,000 calls per month at an average of 7.5 minutes per call, along with
possible future growth of the services to support a deeply discounted rate. The Standard rate for this service
per minute is $.035 per minute, and Verizon is providing a discounted rate of $.0232 per minute.

Verizon commits to provide the best services at the best rates possible. Tlook forward to continuing our -
business relationship and building an even stronger partnership with the State of West Virginia

Sincerely,

Sandra Hawkins

Senior Account Manager
Authorized Contact
Verizon

304-356-3395

sandra.k.hawkins@verizon.com



4700 MacCorkle Ave. S.E.

Charleston, WV 25304
304-356-3395

April 22, 2014
Department of Administration
2019 Washington Street, East
PO Box 50130
Charleston, WV 25305

RE: VOIP13

Dear Mr, Dunlap:

Verizon would like to provide a reduction in the Monthly Recurring Charges for the UCCaa$ Packages
listed on page 44 of the Cost Section, Service Attachment for Unified Communications and Collaboration
.as a Service Part I: Rates and Charges:.

1. Package Pricing

Package Monthly Recurring Charge (“MRC”) Per End User
Essential Package $16.00 New Rate $11.36

Basic Package $22.00 New Rate § 15.62

Enhanced Package $27.00 New Rate $19.17

Premium Package $32.00 New Rate $22.72

2. Ala Carte Pricing

Capability Monthly Recurring Charge (“MRC”) Per End User
Call Control $19.00 New Rate § 13.49

Voicemail $3.50 New Rate § 2.45

Presence/Instant Messaging ~ $3.00 New Rate § 2.10

Verizon would like to replace the following sections adding the TBD rate on page 110 in the Cost Section:
3.3.1 Toll Free Transport Charges — Domestic. Customer will be charged a transport rate of $.0235
per minute, assessed in 6-second increments, for VoIP Inbound Toll Free calls originating in domestic
locations and terminating to IP end points. For calls terminating to non-IP end points, charges will be
assessed in accordance with the separately-executed Service Attachment for Long Distance Voice Services
referenced in Section 1.1.1, above. Unless otherwise stated, a $0.01 per-call minimum transport charge
applies.

34 Local Origination Access Charges. For VoIP Inbound Local Origination, where a tariff applies,
Customer will pay the rates set forth in the tariff. Where no tariff applies, Customer will pay the following
per-minute Local Origination access rates, assessed in six-second increments, for VoIP Inbound Local
Origination calls. Unless otherwise stated, a $0.01 per-call minimum applies.

Without IP IVR With IP IVR
Switched Termination $ 0232 $ .0180
Dedicated/Local Termination $ .0232 $ .0180

IP Termination $_ 0232 $__.0180



Verizon’s VoIP Inbound Toll Free and/or Local Origination service is required for Verizon’s Virtual
Contact Center to use the phone call routing capabilities as stated in the Virtual Contact Center Service
Attachment.

Verizon commits to provide the best services at the lowest rates possible. I look forward to continuing our
business relationship and building an even stronger partnership with the State of West Virginia

Sincerely,

\ A Fanbore,

- Sandra Hawkins
Senior Account Manager
Authorized Contact
Verizon
304-356-3395

sand:a.k.hawlg'gg@verizon.com
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Corporate Policy Statement

_Policy No.: CPS-103 oo o ; ]
Issued: December 6, 2010 Tolecom and Business

Subject: Authority to Approve Transactions

the authority to perform the following function:

APPENDIX 4
VERIZON BUSINESS
CPS-103 LETTER OF DELEGATION OF AUTHORITY
FORM 101

Within the authority granted to me in CPS-103, “Authority to Approve Transactions,” I delegate

Patricia L Myers, Manager, Pricing & Contract Management |§ 7
Marsha K Harrell, Senior Consultant, Pricing & Contract Management
Lisa M Guignard, Director, Pricing & Contract Management

Execute and deliver Verizon Business Customer Contracts and Proposals requiring “wet ink”
signatures, including any and all ancillary documents and amendments related thereto, that are
duly approved in accordance with the -applicable Verizon Business corporate policies,
including the use of stamp bearing facsimile of my signature in accordance with Security
Procedure for Anthony Recine, Vice President, Pricing & Contract Mariagement, Blue Ink
Stamp Policy.

This will be effective beginning on July 1, 2013 and ending on June 30, 2014 or before if rescinded by
me. ’

(Annual delegations must be completed by July Ist of each respective year and may nof exceed one year from their effective date,
Delegations with a start date other than July Ist should also include an end date of the subsequent June 30 or earlier,)

b
Distribgtion:

* The person delegated authority must retain a
copy of Form 101 delegation, either electronic or
hard copy, for one (1) year after expiration date.

+ The person granting the delegation must retain
the Form 101 delegation, either electronic or
hard copy, for one (1) year after expiration date;
send a copy to the delegate, the group Chief
Financial Officer, and Corporate Finance
Compliance at
sorporatefinancecompliance@core. verizon.com;
and ensure the delegation is entered into the
Accounts Payable system when appropriate. ,

L . | | Delogats's Signstare - Marsha K Harrell

VERIZON BUSINESS, CP$-103 LETTER OF DELEGATION OF AUTHORITY Page I of 1




WV STATE GGVERNME_NT
HIPAA BUSINESS ABSOCIATE ADDENDUM
M

This Health Insurance Portability and Accountability Act of 1996 (hereatter, HIPAA)
Business Associate Addendum ("Addendum") is made a part of the Agreement ("Agreement”)
by and between fhe State of Wast Virginia ("Agency"), and Business Associate {("Associate"),
and is effective as of the dale of execution of the Addendum,

*Covered Entity* as that term s defined in HIPAA, and the parties to the underlying Agreement
are enlering into this Addendum to establish the responsibilities of both parties regarding
HIPAA-covered information and to bring the underlying Agreement into compliance with HIPAA,

Whereas il is desirable, in order to furiher the continued efficient operations of Agency to
disclose lo its Associale cerlain information which may contain confidential individually
identifiable heatth information (hereafter, Protected Heaith Information or PHL); and

Whereas, il is the desire of both parties that the confidentiality of the PH disclosed
hereunder be maintained and treated in accordance with all applicabls laws relating 1o
confidentiality, including the Privacy and Securily Rules, the HITECH Act and its associated

regulations, and the parties do agree 1o at al) times treat the PHI ang interpret this Addendum
consistent with'that desire.

NOW THEREFORE: the parties agree that in consideration of the mutual promises
herein, in the Agreement, and of the exchange of PHI hereunder that; ,

1. Definitions. Tenns used, but not otherwise defined, in this Addendum shall have the same
meaning as those terms in the Privacy, Security, Breach Notification, ang Enforcement
Rules at 45 CFR Part 160 and Part 164,

a. Agency Procurement Officer shall mean the appropriate Agehcy individual
listed at; hlig:anw:,slatakm.usladminlgurchaselvrg!agencyj_l.html.

b, Agent shall mean those person(s) wha are ageni(s) of the Business Associate,
in accordance with the Federal common law of agency, as referenced in 45 CFR
§ 160.402(c).

c. Breach shall mean the acquisition, access, use-or disclosure of prolecled health
information which Gompromises the security or privacy of such information,
except as excluded in the definilion of Breach in 45 CFR § 164.402,

. Business Associate shal have the meaning given to such lerm in 45 CFR §
160.103,

e HITECH Act shall mean the Heallh Information Technology for Economic and
Clinical Health Act. Public Law No. 111-05. 111" Congress {2008).

1
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9.

h.

Privacy Rule means the Standards for Privacy of Individually Identifiable Health

Information found at 45 CFR Parts 160 and 164,

Protected Health Information or PH; shall have the meaning given fo such term
in 45 CFR § 160.103, limited to the information created or recelved by Associate
from or on behalf of Agency.

authorized or unauthorized individual to Inappropriately use, disclose, modify,
access, or destroy any information or interference with system operations in an
Information system.

Security Rule means the Security Standards for the Protection of Electronic
Protected Health Information found at45 CFR Parts 160 and 164,

Subcontractor meéans a person to whom a business associate delegates a
function, aclivity, or service, other than in the capacity of 5 member of the
waorklarce of such business associate,

2. Permitted Uses and Disclosures,

a.

PHI Described, This means PHI created, received, maintained or transmilted on
behalf of the Agency by the Associate. This PH| ig governed by this Addendum
and is limited to the minimum necessary, {o complete the tasks or to provide the
services associated wilh the terms of the original Agreement, and is described in
Appendix A,

Purposes, Except as otherwise limited in this Addendum, Associate may use or
disclose the PHI an behalf of, or to provide services. to, Agency for the burposes
necessary to compiete the tasks, or provide the services, associated with, and
required by the terms of the original Agreement, or as required by law, if such

Further Uses and Disclosures. Except as otherwise limited in this Addendum,
the Associate may disclose PHI to third parlies for the purpose of its own proper
management and administration, or as required by law, provided that (i) the
disclosure is required by law, or (i) the Associale has obtained from the third
panty reasonable assurances that the PHI will be held confidentially and used or
further disclosed only as required by law or for the purpose for which it was
disclosed to the third parly by the Associale; and, (i} an agreement to notify the
Assoclate and Agency of any instances of which it {the third party) is aware in
which the confidentiality of the information has been breached, To the extent
practical, the information should be in a limited data set or the minimom
necessary information pursuant to 45 CFR § 164.502, or take olher measures as
necessary to satisfy the Agency's obligations under 48 CFR § 164.502.



3. Obligations of Associate,

a,

c,

Stated Purposes Only. The PHI may not be used by the Associate for any
Rurpose other than as stated in this Addendum or as required or permitied by
law,

aclivities that would violate HIPAA, including specifically Section 13408 of the
HITECH Act. Associate will report to Agency any use or disclasure of the PHI,
including any Security incidem nol provided for by this Agreement of which it
becomes aware.

Safeguards. The Associate will use appropriate safeguards, and comply with
Subpart C of 45 CFR Part 164 with respect to electonic protected health
information, to prevent use or disclosure of the PHI, except as provided for in this
Addendum, This shaltinclude, but not be limited to:

i on of the groups of its workforce and agents, to whom the PHI is

Limitati
disclosed 0 those reasonably required to accomplish the purposes

i ' Appropriate notification ang training of its workforce and agenls in order
to protect the PHI from unauvthorized use and disclosure; .

it Maintenance of a comprehensive, reasonable and appropriate written
PHI privacy and security program that includes administrative, technical
and physical safeguards appropriate 1o the size, nature, scope and
complexity of the Associale’s operalions, in-compliance with the Security
Rule;

iv. In accordance with 45 CFR §§ 164.502(e}(1)(i)) and 164.308(b)(2), if
gpplicable, ensure that any subcontraciors that create, receive,
maintain, or transmit protected hsalth information on behall of the
business associate agree to the same restrictions, conditions, and
requirements that apply o the business associale with respect to such
information,

Compliance With Law. The Associate will not use or disclose the PHI in a
manner in violation of existing law and specifically not in violation of laws relating
to confidentiality of PH|, including but not limited to, the Privacy and Securily
Rules,

Mitigation. Associate agrees to miligate, 1o the exlent praclicable, any harmful
effect that is known to Associate of a use or disclosure of the PHI by Associste in
violation of the requirements of this Addendum, and report its mitigation activity

back to the Agency.



Support of Individual Rlghts.

L

lii.

iv.

Access to PH, Assotiate shall make the PH maintained by Associate
or its agents or subcontractors in Designated Record Sets available to
Agency for inspection and copying, and in electronic format, if
requested, within ten (10) days of a request by Agency to enable
Agency to fulfill its obligations under the Privacy Rule, including, but not
limiled to, 45 CFR § 164.524 and consistent with Section 13405 of the
HITECH Act.

Amendment of PHI. Within ten {10) days of receipt of a request from
Agency for an amendment of the PH| or a record about an individyaj

and Incorporate any such amendment lo enable Agency to fulfil ts
obligations under the Privacy Rute, including, but not limited lo, 45 CFR
§ 164.526,

Accounting Rights., Within ten (10) days of nofice of a request for an
accounting of disclosures of the PHI, Associate and its agents or
subconlractors shall make available to Agency the documentation
required to provide an accounting of disclosures fo enable Agency to
fuifitt its obligations under the Privacy Rule, Including, but not limited fo,
45 CFR §164.528 and consistent with Section 13405 of the HITECH
Adl.  Associate agrees 1o document disclosures of the PHi and
information related to such disclosures as would be required for Agency

process that allows for an accounting to be collected and maintained by
Associale and its agents or subconlractors for at least six (6) years from

° the date of disclosure;

s the name of the entlly or person who received the PHI, and
it known, the address of the entity or person;

® a brief description of the PH| disclosed; and

° a brief statement of purposes of the disclosure that

feasonably informs the individual of the basjs for the
disclosure, or a copy of the individual's authorization, or a
copy of the written request for disclosure.

law) and if the disclosure s to a health plan for payment or healih cara
operations and it pertains 1o & health care item or service for which the
health care provider was paid in full “out-of-pocket.”

Immediate Discontinuance of Use or Disclosyre, The Associate will

immediately discontinue use or disclosure of Agency PH| peﬂaining (7]

limited 1o, cases in hich an individual has withdrawn or modified an
authorization 1o use or disclose PHI.

4



Q.

h.

i

Retentlon of PHI, Notwithstanding section 4.a. of this Addendum, Associate and
its subgontractors or agents shall relain all PH bursuant lo state and federal law
and shall continue to maintain the PHI required under Section 3.1 of this
Addendum for a period of six (6) years after termination of the Agreement, or
longer if required under state law,

Agent's, Subcontractar's Compllance, The Associate shall nofify the Agency
of all subcontracs and agreements relating to the Agreement, where the
subcontractor or agent receives PHI as described in section 2.a, of this
Addendum. Such notification shall oceur within 30 (thirly) calendar days of the
execution of the subcontract ang shall be delivered to the Agency Procurement
Officer, The Associale will ensure that any of its subcontractors, to whom it

required restrictions, terms and conditions may result in termination of the
Agreement,

Federal and Agency Access, The Associale shall make s internal practices,
books, and records relating to the use and disclosure of PHI, as well as the PHI,

Security. The Assaciate shall take all steps necessary to ensure the continuous
security of all PHI and data systems conlaining PHI. n addition, compliance with
74 FR 18006 Guidance Specifying the Technologies and Methodologies That
Render PHI Unusa le, Unreadable, or Indecipharable to Unauthorized

governed by this _Addendum, it must submit such written rationale, including its
Security Risk Analysis, {o the Agency Procurement Officer for review prior to the
execulion of the Addendum. This review may take up to ten (10) days.

suspected Security #né_fdent. intrusion or unauthorized use or disclosure of PHI in
violation of this Agreement and this Addendum, or potential loss of confidential
data affecling this Agreement. Nofificatiori shall be provided to the Agency

Procurement Officer at v state.wv. us/admin/purchase/vre/ag encyli.htm and,

5



Lnless otherwise directed by the Agency in writing, the Office of Technology at

incident@wy OOV or httgs:!lgggs.ggv.ggv{nvig'_ge!ault. aspy.

The Associale shall immediately investipate such Security incident, Breach, or
unauthorized use or disclosure of PH] or confidential data, Within 72 hours of the
discovery, the Associate shall notify the Agency Procurement Officer, and, unless
otherwise directed by the Agency in writing, the Office of Tachnology of: (a) Date
of discovery; (b) What data elements were involved and fhe extent of the data
invoived in the Breach; (o} A descriplion of the unauthorized persons known or
feasonably belleved to have impraperly used or discliosed PHI or confidential
data; (d) A description of where the PHI or confidential data is believed to have
been improperly transmitted, sent, or utilized; (s) A description of the probable
causes of the improper use or disclosure; and (f) Whelher any federal or state
laws requiring individual notifications of Breachas are triggered, .

Agency will coordinate with Associate to delamine additional specific actions
that will be required of the Assoclate for mitigation of the Breach, which may
include notification to the indlvidual or other authorities.

All associated costs shalf be bome by the Assoclate. This may include, but not

be limiled lo costs associated with notifying affected individuals,

If the Assoclate enlers into a subcontract relating to the Agreement where the
subcontractor or agent receives PHI as described in seclion 2.a. of this
Addendumn, all such subcontracts or downstream agreements shall contain the
same incident nolification requirements as contained herein, with reporting
directly to the Agency Procurement Officer, Failure to Include such requirement
in any subcontract or agreement may result in the Agency's termination of the
Agresment,

Assistance In Litigation or Adminlstrative Proceedings. The Associate shall
make itself and any subcontraciom, workforce or agents assisting Associate in

regulations or other laws relating lo security and privacy, which involves inaction
or actions by the Associats, except where Associate or its subcontractor,
workforce or agentIs a named as an adverse parly.

4. Addendum Administration,

4.

Term. This Addendum shail terminate on termination of the underlying
Agreement or on the date the Agency terminates for cause as authorized in
paragraph (o) of this Section, whichever is sooner.

Duties at Termination. Upon any termination of the underlying Agreement, the
Associate shall return or destroy, at the Agency's option, all PHI received from, or
crested or received by the Associate on behalf of the Agency that the Assaciate
slill maintains in any form  and fetain no copies of such PHI or, if such refurn or

B



and subcgntrac!qrs 1o assist the Agency with any HIPAA requireq accounting of
disclosures survives the termination of the underlying Agreement.

Termination for Cause, Associate authorizes termination of this Agreement by
Agency, if Agency determines Associale has violated material term of the
Agreement, Agency may, at ifs sole discrelion, allow Associate a reasonable
period of time to cure the malerial breach before terminafion,

Judicial or Administrative Proceedings, The Agency may terminate this
Agreement If the Associale is: found guilty of a criminal violation of HIPAA. The
Agency may terminate this Agreement if a finding or stipulation thal the Associate
has viofated any standard or requirement of HIPAAIHJ_TECH. or other security or
privacy laws is made in any administrative or civil_proceeding in which the
Associate is a party or has been Joined. Associate shall be subject to prosecution
by the Depariment of Justice for violations of HIPAAJHITECH and. shall be
responsible for any and aif costs associated with prosecyion,

Survival. The respective righls ang cbligations of Associate under this
Addendum shall survive the temination of the underlying Agreement,

5. General 'Provfsions!Ownership of PHI.

4.

[+

Retention of Ownership, Ownership of the PH! resides with the Agency and is
to be returned on demand or destroyed at the Agency‘s option, at any time, and
subject to the restrictions found within section 4.b. above,

Secondary pHi, Any data or PHI generated from the PH| disclosed hereunder
which would permit identification of an individual must be held confidential and is
also the properly of Agency,

individual must hot be fransmitted to another parly by elecironic or other means

for additional uses or disclosures not authorized by this Addendum or o another
contractor, or allied agency, or affiliate without prior written approval of Agency.

No Sales, Reports or data containing the PH} may nol be sold without Agency's
or the affected individuat's writlen consent.

No Third-Party Beneficiaries, Nothing express or implied in this Addendum is
intended to confer, nor shall anything herein confer, upon any person other than
Agency, Associate and their respective successors or assigns, any rights,
remedies, obligations or liabilities whatsoever,

Interpretation, The provisions of this Addendum shall prevail over any
provisions in the Agreement that may conflict or appear inconsistent with any
provisions in this Addendum. The interpretation of this Addendum shall be mage

under the laws of the state of West Virginia.

Amendment, The parlies agree that to the extent necessary to comply with
applicable law they will agree (o further amend this Addendum,

Additional Terms and Conditions, Additional discrefionary terms may be
included in the release order or change order process,

7



AGREED:;

Name of Agency: WV T

A .

3’" ’ ;/ _ )
Signature;__¢\cle 7 ) 2o

S

Title: L. B

Date: 5/}-2 /ij

Form - WVBAA-D12004
Amended 06,28.2013

Name of Associate: Verizon Business Network Services inc,

/)&A«L&k, Naiuup

Slgnature;
Marsha K Harrell
Sr. Analyst
Titie: Contract Managomant

o591y
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APPROVED AS TO FORM mls.%lv_,rk‘
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Appendix A

(To be completed by the Agency's Procurement Officer prior to the execution of the Addendum,
and shall be made a part of the Addendum. PHI not identified prior to execution of the
Addendum may only be added by amending Appendix A and the Addendum, via Change

Order.)

Name of Associate: \/&vizmﬂ %‘-‘5”\'?%‘5 Neweoeot iz Q.ﬁ«vic_an inc .

Name of Agency:

Describe the PHI (do not include any actual PHI). if not applicable, please indicate the same,



AMENDMENT
TOTHE
WV STATE GOVERNMENT
HIPAA BUSINESS ASSOCIATE ADDENDUM

This Amendment is to the HIPAA BUSINESS ASSOCIATE ADDENDUM between MCI Communications Services, Inc. d/hia
Verizon Business Services (“Verizon™), and the State of West Virginia (“Customer”} dated _ .. (the "BAA™,

WHEREAS, the partics entered into a statewide open end contract (PO No. VOIP13) dated October 24, 2013 for certaiu Voice
Over Intemet Protacol (VOIP) preducts and/or services to be provided to Customer; and

WIHEREAS, the parties now desire to execute the HIPPA Business Associate Addendum;

NOW THEREFORE, the parties agree-to amend the BAA as follows:

I.

The first paragraph of the WV State Government Business Associate Addendum (hereinafier “BAA”")} is repluced with

the following:

This Health Insurance Portability and Accountability Act of 1096 (herenfier, HIPAA) Business Associate Addendum
(“Addendum™) is made a part of the Agreement (“Agreement”) by and between the State of West Virginis (“Agency™), and
Business Associate Verizon Business Network Services Ine. on behalf of MCI Communications Services, Inc., a Verizon
company (“Associate”), and is effective as of the final date of exceution of the Addendum,

Numbered paragraph 2(b) of the BAA js replaced with the following:

Purposes, Except as otherwise fimited in this Addendum, Associate may receive, use or disclose the PHI on behalf of, or
to provide services to, Agency for the Purposes necessary (o complete the tasks, or provide the services, associated with,

on behalf of Agency.
Numbered paragraph 3(b) of the BAA is replaced with the following:

Limited Disclosure. The PHI is confidential and will not be discloged by the Associnte other than as stated in this
Addendum or as required or permilted by law. Associate is prohibited from dircetly or indirectly receiving any
remuncration in exchange for an individual’s PHI unless Agency gives written approval and the individual provides n valid
authorization, Associnte will refrain from marketing activities that would violate HIPAA, including specifically Section
13406 of the HITECH Act. Associate will repont o Ageney any unauthorized use or disclosvre of the PHY, including any
successful Security Incident not provided for by this Agreement of which it becomes sware.

Numbered puragraph 3(f) of the BAA is replaced with the following:

Support of Individual Rights. Given the aature of the underlying contract, the Parties do not cxpect that there will be any
need for Associate (o provide support for individual rights as set forth in subsection f. In the évent that such support is
required, the Associate will work diligently to meet the 10 day response time set forth in subsection £, If Associate has
difficulty complying with the timelines in subscction f, the Parties will work together in a diligent manner to assure the
support of individual rights,

Numbered paragraph 3()(ii) of the BAA is replaced with the following:
Amendment of PHI. Within ten (10) days of receipt of a request from Agency for an amendment of the PHI or a record
about an individual contained in a Designated Record Set, Associnte or its agents or subcontractors shall make such PHI
available o Agency for amendment if possible and incorporate any such amendment to enable Agency to fulfill its
obligations under the Privacy Rule, including, but not limited to, 45 CFR § 164.526.

Numbcred paragraph 3(g) of the BAA is replaced wih the follow ng:
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Retention of PHI. [Intentionally deleted.)
Numbered paragraph 3(h) of the BAA is replaced with the following:

Agent’s, Subcontractor’s Compliance. The Associnte shall notify-the Agency of all subcontracts and apreements relating
1o the Agreement, where the subcontractor or agent receives PHI as described in section 2.8, of this Addendum. Such
notification shall.occur within 30 (thirty) calendar days of the exccution of the subcontract and shall be delivered to the
Agency Procurement Officer. The Associate will ensure that any of its subcontractors, to whom it provides any of the PHI
it receives hereunder, or to whom it provides any PH] which the Associate creates of receives on behalf of the Agency,
agree to the content found within the restrictions and conditions which apply (o the Associate hereunder, The Agency may
request copies of downsireum subcontracts and agreements to determine whether all restrictions, terms and conditions have
been flowed down. Failure to ensure that downstream contracls, subcontracts and agreements contain the required
restrictions, terms and conditions may result in termination of the Agreement,

Numbered paragraph 3(i) of the BAA is replaced with the following;

Federal and Agency Access. The Associate shall make iis internal praclices, books, and records relating to the vse and
disclosure of PHI, as well as the PHI, received from, or created or received by the Associate on behalf of the Agency
available to the U.S. Seeretary of Health and Human Services consistent with 45 CFR. § 164.504. Upon reasonable notice,
The Associate shall also make these same internal practices, books and records available to Agency, or-Agency’s
contractor, for reasonsble, periodic audit(s) of Associnic's compliance with the Privacy and Sceurity Rules. Upon
Agency’s request, the Associate shall provide proof of compliance with HIPAA and HITECH data privacy/protection
guidelines, certification of a secure network and other assurance relative to compliance with the Privacy and Security
Rules. This scetion shall also apply to Associate’s subcontractors, if any.

Numbered paragraph 3(1) of the BAA is replaced with the following:

Notification of Breach. During the term of this Addendum, the Associate shall notify the Agency and, unless otherwise
dirccted by the Agency in writing, the WV Office of Technology immediately (no later than 24 houts) by e-mail or web
form upon the discovery of any Breach of unscoured PHI; or within 24 hours by e-mail or web form of any suspected
successful Security Incident, intrusion or unauthorized use or disclosure of PHI in violation of this Agreement and this
Addendum, or potential loss of confidential data affecting this Agreement, Notification shall be provided to the Agency
Procurement Officer at WWW.smte.wv.u&ladmin_fpurchnse!vrc’fagencyli.htm and, unless otherwise directed by the Agency in
writing, the Office of Technology at incideni@uwv.gov or hi!ps:llapps._wv.govlol/ir!_Defnuit.aspx. A “successful sccurity
incident” is the successful unauthorized access, receipt use, disclosure, modification or destruction of information or
interference with system operations in an information system.

The Associste shall immediately investigate such suspecled successful Security Incident, Breach, or unuuthorized use or
disclosure of PHI or confidential data. To the extent known by Associate, within 72 hours of the discovery, the Associate
shall notify the Agency Procurement Officer, and, unless otherwise dircoted by the Agency in writing, the Office of
Technology of: (a) Date of discovery; (b) What data clements wers involved and the extent of the dat involved in the
Breach; (¢) A description of the unauthorized persons known or reasonably believed to have impraperly used or disclosed
PHI or coifidential data; {d) A description of where the PHI or confidential dota is believed to have been improperly
transmitted, sent, or utilized; (¢) A description of the probable causes of the improper use or disclosure; and () Whether
any federal or siate laws requiring individual notifications of Breaches are triggered.

Agency will coordinate with Associate to detenmine additional specific actions that will be required of the Associate for
mitigation of the Breach, which may include notification to the individual or other authorities.

All associated costs shall be borme by the Associate, This may include, but not be limited 1o costs associnted with notifying
affected individuals.

If the Assaciate enters into a subcontract relating fo the Agreement where the subcontractor or agent receives PHI as
described in section 2:a. of this Addendum, all such subcontracts or downstream agreements shall contain the same
incident notification requirements as contained herein, with reporting directly (o the Agency Procurement Officer. Tailure
to include such requirement in any subcontract or agreement may result in the Agency’s termination of the Agreeent.
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10. Numbered paragraph 3(m) of the BAA is replaced with the following:
Assistance in Litigation or Administrative Proceedings. The Associate shall make jtself and any subcontraciors,
workforce or agents assisting Associate in the performance of it obligations under tiis Agreement, available to the Agency
al no cosl to the Agency to testify as fact wilnesses or (o the extent of a reasonable request for limited, cooperative
employees based upon claimed violations of HIPAA, the HIPAA regulations or other lawg relating to security and privacy,
which involves inaction ar actions by the Associate, except where Associate or its subcontractor, workforce or agent are
i1 Numbered paragraph 5(k) of the BAA is replaced with the following:
Additional Terms and Conditions. Additional discretionary terms may be included in the release order or change order
pracess and made part of this Addendum if mt’xmn‘lly agreed fo by the parties and attached hereto. ‘The pariies acknowledpe
and agree to the foll’awing additional terms:
Privacy Insurance. In the evenl Agency or State obtaing privacy Jiability insurance, it shall supply Associnte with a
Certificaic of Insurance or similar documentation demonsirating such coverage, within thirty (30) days of writeen
request from Associate,

12, Appendix A is smended to add the following as the last sentenee at the bottom:

All Protected Health Information reasonably associated with the “Seope of Work™ atached hereto,

13, Except as specifically madified herein, all other terms and conditions of the BAA remain in full force and effect,
14, This Amendment jg hereby made a part of the BAA and incorporated therein by reference,
15, Euch pary, intending to be legally bound hes caused this Amendment to be executed by its authorized represcntative

on the date(s) indicated below, 1o be effective as of the last date executed,

State of West Virginia Verizon Business Network Scrvices Ine. on beha|f of
r /‘ . MCI Communicatjons Servi s, Ine

4 7 Vo K *j {
By: "‘"‘""“{f(j/f’”’“’“ - By: Y a ﬂﬁ - ﬂw
Name:_(N £ / ¢ K} 1be] Name:_Marsha K Harrell

T Sr. Analyst

Tite:_ . T Title:  Contract Management

» bos 17,
Date; 5 /:f & / / L/ Date; ~3 ! ’q ! iL'//

5 7 ]

L?p\q(ro\ved as-tqQ form this _l____( day of
04,‘5 &

/Diﬁ(\g&isey, Attorney General
Page 3 of 3 By' \,u ,

Chief Counsel



