Department of Administration State of West Virginia CORRECT ORDER NUMBER MUST

% 7Purchasing Division APPEAR ON ALL PACKAGES, INVOICES,
| |2019 Washington Street East Master Agreement AND SHIPPING PAPERS. QUESTIONS
! |Post Office Box 50130 CONCERNING THIS ORDER SHOULD BE
Charleston, WV 25305-0130 DIRECTED TO THE DEPARTMENT
Order Date: 06-29-2022 CONTACT.
Order Number: CMA 0212 0212 TIMECLOCK22 1 Procurement Folder: 1061973
Document Name: SWC: TIMECLOCK22 Reason for Modification:
Document Description: Kronos Timekeeping Clock Hardware and Maintenance Services AWARD OF CSSD SWC0000000009
Procurement Type: Statewide MA (Open End)
Buyer Name:
Telephone:
Email:
Shipping Method: Best Way Effective Start Date: 2022-07-01
Free on Board: FOB Dest, Freight Prepaid Effective End Date: 2023-06-30
VENDOR DEPARTMENT CONTACT
Vendor Customer Code: 000000100787 Requestor Name: Evan Pauley
KRONOS INC Requestor Phone: (304) 356-2462
900 CHELMSFORD ST Requestor Email: evan.pauley@wvoasis.gov
LOWELL MA 01851
us
Vendor Contact Phone: 978-244-6372 Extension:
FILE LOCATION

Discount Details:

Discount Allowed  Discount Percentage Discount Days

#1 No 0.0000 0
#2 No
#3 No
#4 No
INVOICE TO SHIP TO

VARIOUS AGENCY LOCATIONS STATE OF WEST VIRGINIA
AS INDICATED BY ORDER VARIOUS LOCATIONS AS INDICATED BY ORDER
No City WV 99999 No City WV 998999
us us

\Lﬁb Total Order Amount:| Open End
[‘ Purchasing Division's File Copy
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PURCHASING W\U 0 ATTORNEY GENERAL APPROVAL AS TO FORM CERTIFICATION
DATE! 30/2 DATE: Q‘ & 2 S ' Q e / %%DZZ-
ELECTRONIC SIGNATURE ON FILE C | |eLecTrahic siGNATURE ONTFILE ELECTRONIC SIGNATURE ON FILE

T

ll2o22.

Date Printed:  Jun 29, 2022 Order Number: CMA 0212 0212 TIMECLOCK22 1 Page: 1 FORM ID: WV-PRC-CMA-002 2020/01



Extended Description:
DIRECT AWARD STATEWIDE CONTRACT:

Kronos Timekeeping Clock Hardware and Maintenance Services:

The Vendor, Kronos Inc, agrees to enter with the State of West Virginia, into an open-end statewide contract to provide Kronos Timekeeping Clock Hardware and
Maintenance Services per the Direct Award Documentation Including the Vendor's submitted proposal, incorporated herein by reference and made apart hereof.

Effective Dates: July 1, 2022 - June 30, 2023

Line Commodity Code Manufacturer Model No Unit Unit Price
1 44103207 EA 0.000000
Service From Service To
Commodity Line Description:  Kronos Timekeeping Clock Hardware and Maintenance Services

Extended Description:
See Exhibit_B for Contract Pricing - Page 27 of contract documents

Date Printed:  Jun 29, 2022 Order Number: CMA 0212 0212 TIMECLOCK22 1 Page: 2 FORM ID: WV-PRC-CMA-002 2020/01
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THIS ORDER OF PRECEDENT AND MODIFICATION AGREEMENT, by and between
KRONOS INCORPORATED (“Kronos™) and the STATE OF WEST VIRGINIA (“State”) is
intended to provide an order of priority for the various documents that comprise the contract
resulting from the direct award solicitation identified as CSSD SWC 006000009, Procurement
Folder # 1046456, (the “Contract™) and to modify those documents as necessary

The Parties Agree as follows:

1. Order of Precedence: The Contract is comprised of the documents listed in this section,
The tertns and conditions contained in the various documents shall be interpreted according
to the priority given to the Contract document in this section.

Contract Documents:

a. This Addendum - First in priority.

b. The Software as a Service Addendum attached hereto as Exhibit A — Second Priority
¢. Price Quote attached hereto as Exhibit B — Third Priority

d. Kronos documents attached hereto as Exhibit C — Fourth Priority

2. Modified Terms: The following terms are expressly modified as stated herein.

a. Kronos Workforce Central — Sofiware as a Service Terms and Conditions (“SaaS

ii.

Terms):

Section 2.6 of the SaaS Terms is modified by replacing “fifteen (15) days with 30
(thirty) days.

Section 7.1 of the SaaS Terms is modified be removing

“plus an administrative fee of ten percent (10%) of the amount of such travel
expenses, incurred by Kronos in accordance with the then-current standard Kronos
travel and expense policies, which Kronos will provide to Customer upon request.”

and inserting in lieu thereof:

“provided Kronos obtains pre-approval from Customer for any travel and the
request for pre-approval includes an itemized listing of anticipated costs. In the
event that actual costs exceed the anticipated costs by more than 10%, Customer
reserves the right to refuse payment of travel costs.”

iii. Section 9.2 of the SaaS terms is modified by adding a paragraph
at the end stating: *“All deliveries to customer under this Contract
will be FOB Destination.”
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3. Additional Contract Terms. The following additional terms are added to the
Contract,

a.

b.

€

€,

f.

INITIAL CONTRACT TERM: The Initial Contract Term will be for a period
of one year. The Initial Contract Term becomes effective on the effective start
date listed on the first page of this Contract and the Initial Contract Term ends
on the effective end date also shown on the first page of this Contract.

RENEWAL TERMS: This Contract may be renewed upon the mutual written
consent of the Agency, and the Vendor, with approval of the Purchasing
Division and the Attomey General’s office (Attorney General approval is as to
form only). A Contract renewal shall be in accordance with the terms and
conditions of the original contract. Renewal of this Contract is limited to three
successive one year periods or multiple renewal periods of less than one year,
provided that the multiple renewal periods do not exceed the total number of
months available in all renewal years combined. Automatic renewal of this
Contract is prohibited. Renewals must be approved by the Vendor, Agency,
Purchasing Division and Attorney General’s office (Attorney General approval
is as to form only)

INSURANCE: Vendor is obligated to maintain a general commercial liability
policy of $1,000,000 or more during the life of this Contract.

VOID CONTRACT CLAUSES - This Contract is subject to the provisions
of West Virginia Code § 5A-3-62, which automatically voids certain contract
clauses that viclate State law.

LATE PAYMENT PENALTIES ~ Any language in any document imposing
any interest or charges due to late payment is deleted.

BACKGROUND CHECK: In accordance with W. Va. Code § 15-2D-3, the
State reserves the right to prohibit a service provider’s employees from
accessing sensitive or critical information or to be present at the Capitol
complex based upon results addressed from a criminal background check.
Service providers should contact the West Virginia Division of Protective
Services by phone at (304) 558-9911 for more information.

ANTITRUST: In submitting a bid to, signing a contract with, or accepting a
Award Document from any agency of the State of West Virginia, the Vendor
agrees to convey, sell, assign, or transfer to the State of West Virginia all rights,
title, and interest in and to all causes of action it may now or hereafler acquire
under the antitrust laws of the United States and the State of West Virginia for
price fixing and/or unreasonable restraints of trade relating to the particular
commaodities or services purchased or acquired by the State of West Virginia.
Such assignment shall be made and become effective at the time the purchasing
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ageney tenders the initial payment to Vendor,

h. PRIVACY, SECURITY, AND CONFIDENTIALITY: The Vendor agrees
that it will not disclose to anyone, directly or indirectly, any such personally
identifiable information or other confidential information gained from the
Agency, unless the individual who is the subject of the information consents to
the disclosure in writing or the disclosnre is made pursuant to the Agency’s
policies, procedures, and rules. Vendor further agrees to comply with the
Confidentiality Policies and Information Security Accountability
Requirements, set forth in

hitty:/Porwrw state. wv.usfadmin/purchase/privacy/default. html

The Parties are signing this Addendum on the date stated below the signature.

Kronos Incorporated State Agency: Enterprise Resource Planning Board

DocuSigned by:

By: Scat QMM By: % /?4

Lrppioavy.uezat e !
Itg: SCOtT Giangrande Tts: EVAN &ULEY
Date: 6/29/2022 | 8:44 AM EDT Date: (0/02‘3/9033

Senior Order Processing Analyst
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Sofiware as a Service Addendum

1. Definitions:
Iﬁmwﬂllmddatahusmmmummumww.

MMMMMWSWM
w«mmmommﬂmhmmﬂlruorme
#apubﬁcjuﬁd(cﬂcﬁspemldahmdmuﬂicdshbmmmmmu
to perform the services required,
mmmmhmmoﬂudamsandamwmwm
WWMMWMGWWWWWdam
juﬁ%n’omﬂlnfomﬁunandﬂmtmmﬁmseMmMorm
WQWWMMMMMSMWWWHW
or other fraud,

abl information meane iInformation that {s a subset of heglth
mm.mmmdammphmmmmmﬁmanmwmmnm
created or received by a health care provider, health plan, employer or health care
mwtz}mhmmmmmmmmmmm”
mmdmmmimwpmdMMmmwgnmmmmm
pmm«mapnymeminrﬂmepmmmofhenhcmhmlmwm;and(a)mt
identifies the individual; or (b} with respect to which there is a reasonable basis to
betieve the information can be used fo kientify the individual,

Non-Fubiic Dala means data, other than personal date, that is not subject to distribution
to-the public as public information. It is deemed to be sensitive and confidential by the
public jurisdiction because it contains information that is exempt by statute, ordinance or

administrative ruie from access by the general public as public

Personal Data means data that includes Information relating o a person that identifies
the person by first name or first initial, and last name, end has any of the following

mmmummmmmuxmwmmm(m,
Social Security, driver's eense, state identification card); finenclal account information,
Inchuding account number, credit or deblt card numbere; or protected hesith information

(PHI).
mmmwwmmummmwmmmm
mmmmtnpﬂmmfwm@mﬂmmm.

Eublic Jurisdiction Data means all date created or in any way originating with the public
jurisdiction, and all data that is the output of computer processing or other electroniy
mmﬁwdmmmewmawwwmmmm
jummn.mmarmm“ou!pmmmdonmemmmhﬂm%mm
the service provider's hardware or exdsts in any system owned, maintsined or otherwise
controfied by the public jurisdistion or by the service provider,
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' d Contact means the pereon or persons designated in writing
by the pubiic jurisdiction to receive security incident or breach nofification,

Restricted data means personal data and non-public data.

Wmmmmmbwwﬁhmm
data the sarvice provider belleves could reasonably result in the use, disclosure or theft
of a public jurisdiction’s unencrypted personal data or non-public data within the
mﬂmmldhmpm.Aumwmmmwmmmm

Servioe Provider means the contractor and lis employess, subcontractors, agents
afiiliates who are providing the services agreed to under the contraot. and

Software-es-a-Service (SaaS) means the capability provided to the consumer '
Wsmmmanawhﬁ%m.m cat mbusame
avoessible from various cllent devices through a thin-clfent interface such as a Web
my..wgb&wm«amrgmmmmmm
operating systems, etorage or even individual applicstion capabilities, with the possibie
exoaption of limited user-epecific application configuration settings.

&. Data Ownership: The public jurisdiction will own all right, titie and Interest in s data
that ls related to the services provided by this contract. The service provider shall not
access public juriediction user accounts or public jurisdiction data, except (1) in the
course of data center operations, (2) in response i service or technical issues, (3) as
mghy&ammmofmwm««}atmmﬁe]mm
e

3. Data Protection and Privacy: Protection of personal privacy and deta shall be an

integral part of the business activities of the service provider to ensure there is no

inappropriate or unauthorized use of public jurlsdiction information at any time. To this

end, the service provider shall safeguard the confidentiallty, integrity and avaliability of

public jurisdiction information and comply with the following conditions:

a) The service provider shall implement and maintaln appropriate administrative,

access, disciosure or theft of perso non-public data. In Appendix
the public jurisdiction shall indicate whether restricted information will be A
processed by the setvice provider. Such security measures shall be in
accordance with recognized industry practice and not less stringent than the
measures the service provider applies to its own personal data and non-public
data of similar kind. The service provider shall ensure thet all such measures,
including the menner in which personal data and non-public dats are collected,
accessed, used, stored, processed, disposed of and disclosed, comply with
applicable data protection and privacy laws, as well as the terms and conditions
of this Addendum and shall survive termination of the underlying contract.
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b) TheaeMoepvaummnﬁandmﬂaMhMm.m_
wmmmmmsmmdmmWM&:mw
well as all other apphicable regulations and directives. Pt

e : public jurisdiction third-party ident ider as
g::nmmmuammnwuwpemmwmm

d) mewmmlpmlnﬁnmnwﬁsmmw
become and remaln the property of the public

8) Mmmmuwmmmhmmmmm
mmmmmmmmﬂedmmmm
the service provider is responsibie for encryption of the personal data.

) mmwmmmmmum
mmmmmmmmmmmm-wm

maxde a part of this contract.

h) Atno time shall any dsta or process — that elther belong to or are intended for the
use of a public jurisdiction or iis officers, agents or employees — be copled,
dﬂmwmmwmm‘mwwmmbmm
provider for subsequent use in any transaction that does not include the public

juriediction. _
) The service provider shail not use or disciose any information collected in

)] mmm.mmmdmmmmmmmm
mnmmmummﬂc]mwammm
from daia centers in the U.S. Storage of public jurisdiction data at rest shail be
located solely in data centers in the U.S. The service provider shall not allow ity
personnel or contractors to sfors public jurisdiction data on portable devices,
wmmmmmmmm“wmmwa
uu.adﬁmm.wmmmmmmmmm
be met by the service provider providing its services from an acceptable
allemative data center location, which agreement shall be stated in Appendix A.
mmmmamumwmu-mm
jurisdiction data remotsly onfy as required to provide technical support.

4. Security Incident or Data Breach Notification: The service provider shall inform
the public jurisdiction of any actual/confirmed security incident or data breach.

a) 'WWM3MWWWM‘9W::"W
parties regarding a securty incident, which may include contacting
enforoement, flelding media inquiries and sesking extemal expertise as, defined
by law, contained in the contract, or at Service Provider's sole discretion.
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Discussing security incidents with the public jurisdiction shall bs handied on an
urgent as-neaded basis, as part of senice provider communication and
mitigation processes .

b) mwammmmmmmmmmmm
actual/confirmedSecurity incident as soon as practicable, bt no ister than
twenty-four (24) hours afier the service provider becomes aware of It, to: (1) the
department privacy offices, by emall, with a read receipt, identified in Appendix A;
and, (2) unless otherwiae directed by the public jurisdiction in the underlying
mntraet.ﬂ\s\!\N‘DTOnllm commmmmpmmm
System N u The following Information shall
beshamdwlthlha mcwm(ﬂmmmm(mmm
ntnmm.amdm“ndmoworpostmtaww).(z)w
business impact, and, (3) attack source information

c) MWMWMMMdaMMw
unauthorized access to non-public data, the service provider shall immediataly
report to; (1) the department privacy officer, by emati, with a read receipt,
Identified in Appendix A; and, (2) unless otherwise directad by the public
jmmmmmemmngmmmwvmammemm&mm
Privacy Incldent Reporting System &t hitps://apps wv.c

S. Breach Responstbiiities: This section only applies when a data breach ocours with
respect to personal data within the posssession or control of the service provider.
@) The service proviier shall provide the public jurisdiction with the name and
contact information for a team of service provider who shall serve as the public
jurisdiction's primary security contact nd shall be avaliable to assist the public

MWM)mswday mnmdawperwakmam
in resolving obligations assoclated data breach. The service provider shall
mmmmhmpmkm

b) Immediatoly following the service provider’s notification to the public jurisdiction
wammmmmulmmnmmmuwm
data breach. The sesvice provider agrees to fully cooperate with the public
jurisdiction in the publio jurisdiction's handiing of the matter, including, without
imitation, at the public jurisdiction’s request, making available relevant

¢) Within 72 hours of the discovery, upon request, the service provider shall notify
the parties listed In 4{c) above, bﬂwaﬂthw:.(i)ddeofdbww(z)w
of dats elements and the number of individual records; (8) description of
unsuthorized mmmmwmmmwmm
Wﬂnpomrﬂdﬂh;(&) description of where the personal data Is
belioved to have been improperly transmitted, sent, or utifized; and, (5)
dendhpmmﬂmwﬂnmem

d) The sarvice providar shail (1) cooperate with the public jurlediction as ressonably
WWMMJuMWGnhMWMMMM(z)
promptly implement necessary ramedial measures, f nacessary, and prevent any
further data breach at the sefvice provider's expense in accordance with
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applicable privacy rights, laws and regulations and document responsive
mummmmamumwm&mma
mmmmmnmmmmmmmmmmm

sarvices, If necessary,

) Ifadmbnﬂhammammmwgmwmm
ambamﬁmmpmmldmwoﬁmmbm.ﬂmwm
anmmmmmmmmwmmm
of the data breach; (2) nofifications to indhiduals, reguistors or others required by
shhorfedarﬂhw;(S)qunmm (4) a websiie or a tol-ires
number and call center for affected individuals required by state law — afl not o
exceed the average per record per pereon cost caloutated for data breaches in
mwnhdsm_es(mnﬂysu'l per record/person) in the most recent Cost of
MMMMWMWMMW&M
mammm;mw(s)wmanmmmﬂm
determined by service provider based on root cause. The eervice provider agrees
mummmmammmm.dwmmmmmm
the public jurisdiction’s prior written oonsent, other then to inform & compilainant
that the matter has been forwardad to the public jurisdiction’s legal counsel
and/or engage a third party with appropriate expertise and confidentiality
protections for any reason connected to the data breech. Except with respect to
where the service provider has an independent legal obligation to report a dats
breach, the service provider agrees that the public jurisdiction shall have the
sole right to detemine: (1) whether notioe of the data breach is to be provided to
any individuals, reguletors, law enforcement agencies, consumer reporting
agencies or others, s required by law or regulation, or otherwise In the public
jurisdiction’s discretion; and (2) the contents of such notice, whether any type of
remediation may be offered % affected persons; and the nature and extent of any
an.mmm_ retains the right to report activity to law

&w&amw:mmmmmmm
jurisdiction receipt eloctronic discovery, ol

and expert testimonies M,Wbﬂunbﬁc jmmmmw m@:ﬁs
which in any way might reasonably require access to the data of the public Jurisdiction,
The mmmmvawaﬁmﬁemmmm
unises prohibited by law from providing such notice.

7. Termination and Suspension of Service:
a) In the event of a termination of the confract, the service provider shall implement
an orderly retum of public jurisdiction data in MS SQL format at a time agreed 1o
by the parties and the subsequent secure disposal of public jurisdiction dats,
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b) During any period of eervice suspension, the service provider shall not take any
action to Intentionally erase any public jurisdiction dats.

¢} Uniess otherwise specified in the Contract, in the event of termination of any
services or agreement in entirety, the service provider shall not take any action to
intentionally erase any publio jurisdiction deta for a period of:

« 30 days sfier the effective date of termination, If the termination is for
. vonvenience .
After such period, the service provider shall have no obligation to maintain or
provide any public jurisdiction data and shall thereafter, unless legatly prohibited,
delste all public jurisdiction data in its systems or otherwise in ts possession or
under its control,

d) The public jurisdiction shall be antitled to any post-tenmination assistance
generally made available with respect to the services, unless a unique data
retrieval amengement hae been esiablished as part of the Contract.

e) The service provider shall gecurely disposs of all requested data in all of its forms,
such as disk, CDf DVD, backup tape and paper, when requested by the public
Jjurisdiction, Data shall be permanently deleted and shall not be recoverable,
according to National Institute of Standards and Technology (NIST)-approved
methode. Certificates of destruction shall be provided to the public jurisdiction
upon request.

8. Background Checks: The service provider shall conduet oriminel

checks and not utflize any steff, including subcontraciors, to fulfill the obligations of the
ocontract who heive been convicted of any crime of dishonesty, including but not limited
to criminel fraud, or otherwise convicted of any felony or misdemeenor offense for which
incarceration for up to 1 year is en authorized pensity. The service provider shall
promote and maintain an awareness of the imporiance of securing the public
jurisdiction’s information among the service provider's employees and agents.

9. Oversight of Authorized Persons: During the temn of each authorized person's
qnploymmtnr engagement by servioe provider, service provider shall at all times
pemnsh abide strictly by service provider's obligations under this
wmmpmwmmmmm and procedures. The service
provider further agrees that it shall maintain a disciplinary process to address any
unauthorized access, use or disclosure of personal data by any of sefvice provider's
officars, partners, principals, employees, agents or contractors.

10. Access to Security Logs and Raports: The service provider shall provide reporte
to the public jurisdiction through the application. Reports shall Inciude, user acoess
including falled log-in attempts, user access IP address, user acoess history and
application-jevel security logs for ail public jurisdiction files related to this contract.

11. Data Protection Self-Assessment: The service provider shall complete and upon
request, submit an Industry sjandard quastionnalire, which is cumently the Cloud
Security Alliance *Consensus Assessments Initiative Questionnaire® to the

privacy officer. The service provider shajl first submit the questionnaire to the public
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jurisdiction es part of its response to the solichiation and, request, annually
thereafter, on the anniversary of the date of contract execution.

12. Data Canter Audit: The service provider shall perform an audlt of its infrastructure
and data centers at least annually at its expense and provide a redacted version of the
mmponumnmmmmmymhmmmm
from the redacted version. A Service Organization Control (8OC) 2 and (SOC) 1 audit
mﬂ or approved equivalent ag detalled bmmsﬂwnin!mumlwelofawm-pmy

13. Change Control and Advince Notice: The setvice provider shell give, adva
notice as defined In the SLA exhibit. L a

14. Secwrity:

) Ata minimum, the service provider’s safeguards for the protection of deta shal
include: (1) securing business faciiities, data centers, paper files, servers, back-
up systems ard computing equipment, including, but not limited to, all mobils
devices and other equipment with information storage capability; (2)
mmmgmmm-wmmwmmma)
securing information transmission, storage and disposal; (4) mplementing
authentication and access controls within media, applications, operating syeteme '
and equipment; (6) implementing appropriate personnel security and integrity
procedures and practices, including, but not limited to, conducting background
mmmmmwmqugemmmmhmm

b) Thae service provider shall execute weli-defined recuming action steps that
identify and monitor vuinerabliities, and provide remediation or corrective
measures. Where the service provider’s technology or the public jurisdiction’s
mqummmmamwuyawmeWWMtemw
oretas a critioal or high risk, the service provider shall remediate the vutnerabiity
as 300n as possible.

¢} Upon the public jurisdiction’s written request, the service provider shall provide a
high-level network diagram with respect to connectivity to the public jurisdiction’s
network that lluetrates the service provider's information technology network

15. Nomn-disclosure and Separation of Duties: The service provider shall enforce

separation of job duties, require commerclally reasonable non-d agreements,
and limit etaff knowledge of public jurisdiction data o that which is absolutely necessary

to perform job duties.
mmmmdmmemmmnﬂuuhmmamnmw
import, export or dispoge of data In standerd format in plecemeal of In entirety at s
discretion without interference from the service provider.




DocuSign Envelope ID: 1E1DFDAS-ESE6-4A7C-A05B-598F9868CDOF

e I S, -ream - m e e e S tH s mam amiaa o - ST s == eam - -
EmTEm Rt ted S bt e LIRS .. Lo P L0 B A L0 S N S L

17. Responsibllities and Uptime Guarantee: The service provider shall be
responsible for the acquisition and opsration of all hardware, software and network
support related to the services being provided. The technical and professional activities
reguired for establishing, managing and maintaining the environments are the
responsibliiies of the eervice provider.

18. Subcontractor Disclosure: The service provider shall identify afl of e strategic
business partners releted fo services provided under this contract, including but not
lknﬂedtoaﬂsubem&mhmormenﬁﬂasmmwmalswhomybeapanymapm
venture or similar agresment with the service provider, and who shall be involved in any
custom application development and/or operations. These subconiractors shall be
disclosed to the public jurisdiction as part of the service provider's response to the

19. Right to Remove individuais: The public jurtediction shall have the iight at any
time o require that the servica provider remove from Interaction with public jurisdiction
any sesvice provider representetive who the public jurisdiction belleves ks detrimentat to
its working relationship with the service provider. The pubic jurisdiction shall provide
service provitier with notice of lts determination, and the reasons it requests the
removal. Iif the public juriadiction signifies that a potential security violation exists with
respect (o the request, the service provider shall Immediately remove such Individual,
The service provider shall not assign the person to any aspect.of the contract or future

work orders without the public jurisdiction's consent.

20. Business Continuity and Disaster Recovery: The eervice provider shall provide a
business continuity and disaster recovery plan exscutive eummary upon request,

21. Compliance with Accessibility Standards: The service provider shell comply with
mmgb Accessibility Standards of Section 608 Amendment to the Rehabiltation

22, Web Services: The service provider shall make avallable Web services as defined
in product documentation.

23. Encryption of Data at Rest: The service provider shall ensure herd drive
encryption used NIST approved algorithms.

24. Subscription Terms: Service provider grants to a public jurisdiction a license to:
4. Access and use the service for: lis business purposes;
b. For SaaS, use underying software as embodied or used in the service; and
¢ rm.mw.w.mmmmmm),mmmmum
ocumentation,

25. Equitable Relief: Service provider acknowiedges that any breach of its covenants
or obligations set forth in Addendum may cause the public jurlsdiction irveparabie harm
for which monetary damages would not be adequate compansation and agrees that, in

e e
hbmie ey
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the event of such breach or threatenad breach, the public jurisdiction is entitied
equitable relief, including a restraining order, Inkmotive mlgef, speomcparfonnantg::::
any other refief that may be avaliable from any court, in addilion to any other remedy to
which the public jurlsdiction may be entitled at law or in aquity. Such remedies shail not
bedeemadtobewudvebmmmmmmanoﬂmmmedmmueatw
mmeqm.mummmumwmormmmmmmmm '

AGREED:

Name of Agency._ = /o 1P

Signature:_ < « /(»c-_/».,_é_,__%
e e s

Date: 4 (3 -1y Dele:

fune 12,2018

Forn - WySasSAddantun-5.29.18
Amendad NA
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Appendix A

(Te be complated by the Agency's Procuremeni Officer prior to the execufion of the Addendum,
and shak be made a part of the Addendum. Required information not identified prior fo axecution
dmrmwmummmwAmmmmm

Name of Service Provider/Vendor: ______Kronos incorporated

Name of Agency: State of West Virginia

1. Wik reatricted Information be processed by the service provider?
Yes Dx '
No

2 Hyesto#1, does the restricted information incluude personal dats?

Yes
No

8. gmhﬁ.mmmmmwbwﬂ
e |}
No

4. Hyes io i1, may the service provider siore publlc urisdiction data in a data center In an
WM@WMMbGMMBMMU&?

(]

No

5. Provide name and emal address for the Depariment privacy officer:

BNGTSOIVICE FTOVIDRE § Iediiined ioamaton:

6. Provide name and contact information for vendor's employee who shall serve as the public
lurisdiction’s primary security contact:
Email addrese: Shellagoddwin@kronos.com_________
Phone Number: ______ +1078-047-2788

10

e re e e -y e iy emy R, SEEGEddeay - g i e T L I
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Ultimate Kronos Group e B
900 Chelmsford Street U K G
towell, MA 01851

T: B78-250-3800

ukg.com

Evan Pauley, Controller
WV Enterprise Resource Planning Board
Charleston, Wv

Dsar Evan:

This letter Is to confirm that the UKG® InTouch Terminals InTouch and options are owned by UKG {and its
affiliates) and are comprised of intellectual property rights owned exdlusively by UKG and its affiliates.

UKG only authorizes its affillates and certain authorized resellers to offer these UKG products and services.
UKG authorized affillates to such products are UKG Inc. and Kronos Incorporated.

UKG's goal is to handle questions regarding the sole sourcing of UKG products in a consistent manner, which
Is why we utilize this letter format. if you have any questions relating to anything in this letter, please fee! free
to contact me anytime.,

Sincerely,

3&:&&&7”»@;

Erlan A. Coopman
Director of Contracts & Procurement — Public Sector

Buke.oo

AL

Kronos incorporatad, A UNS Company
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VKG

Our purpose Is people

Equipment Services

chotnxehnp&rvlu
cost-effective equipment servics option for those customers who ure comfortable astalling thelr own terminals, j
recomxmends keeping & smell inventory of spare terminals on-hand to cover down time, 8 S-g

»  UKG/Kronos senda 8 replacoment unit on an advance exchange basis i
o Upon receipt of replecemeat, customer sends ferminal mmadlug servioe me'
UKG/Kronos depot repair center.

Olobal Support will provide remate fackt isolation and attemypt 1o resolve the problem, UKG/Kronos will provide a replacem
for the failed Product on an *sdvenced exchiange™ basis, utilizing o carier of Kronos' choico. Replleemml’mm;wl!lbe -
shipped the same day, for next business day delivery to Cuslomer, if such request is received prior to 2:00 PM_, EST. |

Depot Repalr Service
Similar to Depot Exchange but designed for those who keep their own inventory of spare terminals on-hend.

. mmumgwmmmmmmuxmmwm.
¢ Upon receipt of product, UKG/Kronoe ghall repair and retum the product within )) business
s Noveplacement unit iv provided. iy ° (1D bebens s

Customer shall be charged UKG/Kronas' then-current time and materisls rate for the instaliation of eny Boftware or firmware
upgrades, if avallable, and if requested by Customer. If such Software or firmware upgrades are availsble oo UKG/Kronos®
wmmmwmmmwmwimmmmm
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&9 KRONOS

KI‘ OoNnos l“TO“Ch Built for today’s modern workforce.

Welcome to | i Welcome to iitegra
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I

Intuitive. Integrated. Kronos InTouch.

‘Dver the past 10 years, the worlds of workforce management and technology have fundamentally shifted — from tactical solutions to fully integrated,
intuitive partners in your success. But time clocks, a fundamental tool used to track and manage the workforce, weren'’t keepl ng up with, well ... the times.
Untif now.

The Kronos InTouch™ provides an unrivaled user experience that reshapes the way you think about — and the way employees interact with —
your workforce management system, All through a simple touchscreen time clock designed to meet your needs of tomorrow, today.
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Kronos InTouch Device Specifications

: B R _
| 7* cotor wiiGA
i Ruggad, S-wire resistiva fouchscraan
@mer interface Multicolor LED fnd
‘ Speaker and microphone
1 . ) e
Infagratad bar code badgs rasder ; Integrated contactiess smart card reader with support for the foRowing technofo- !
Available lnt_egrated readers and supported | integrated magnatic stripe cand reader ! mn" , HIC™ Naetie i NEC
card technologies Integrated EM4102 proximity card resder | N ACLASS ” pooae -
o i it | HID"ICLASSSE™  HID™ ICLASS™ Sece
- ! iy o | MiFare Classic MiFare DesFire EVL FPS20LPY
Communications 10/100 Mbps auto-sansing Ethernet with DHCP, SSL hitps, IPVA, and 1PVG support
AMERS Optional wirsiess 802.11 b, g, of n 2.4 Gz with WPA, WPA2 Personal, and WPAZ enterpriss security :
——— S e G e - S S - % MR- .. ST ——_ - L b o k) e |
CPU type | TI OMAP 4460 Duzl Core 1.2 GHz i
{ Mamory stze | 2GB Micro SD Card, 512MB NAND Flash, 1GB RAM
p ' | 100V-240V, 1.5A max, intemal or extemal transtommer
Bl | Intagrated Powee Over Etharnet Plus (802,112t} | 7
Oparating tempersdurs: OF-40* Celslus
Environment Stormge temperatune: ~20°~70° Ceislus
Humidity: 10%-95% noncondensing » }
S e P R Ty i
i 10,75" wide x 6" high x 4" deap {stendard configuration)
FDimensjons { 10.75" wide 1 6" high x 2" deep (slim configuration) ki
Enclosure Rugged polycarbonste/ABRS '“'" e . ‘
Shlpplng weight 5 Ibs, ;
= i et st o e s e . . . A
r | Touch 1D and Touch ID Pius fingor-based blometrics compononts i
I | Extomal prosimty reader :
Bxdemal linear Imager bar code scanner '
| Options Baclup battery ‘
' - Unlvarssl ralay
| Wi-F1 and BLE adaptor |
%pergnng System Android 08 - - = EEEEEEERETEE S
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Kronos® is a leading provider of workforce management and human capital management cloud solutions. Kronos industry-centric
workforce applications are purpose-built for businesses, healthcare providers, educational institutions, and government
agencies of all sizes, Tens of thousands of organizations —including half of the Fortune 1000®— and more than 40 million people
in over 100 countries use Kronos every day. Visit www. kronos,com. Kronos: Workforce Innovation That Works™,

Put Kronos InTouch to work for you:
+1 800 225 1561 | kronos.com/intouch

%’ KRONOS ‘T’;’gtk‘fzgg Innovation

© 2018 Hrorns 1 tha Krones logo ane rmgistened trad e ekl
propestyel Ml!!ﬂel:ﬂwmu‘s. Anapcifiations am setiect to change. &b uﬂslmmd.

yrvrn. KIONOS, Com

Thad Workss b & Gradernarkiof Heomoe ICanscraLa of B refied carrpey, For i S T3 of Koomon trmorsarics, shores vish U “Toemirke” papy o1 s KIMAOLEI, A OTSF 6ddinstni, i any, are
CV0O71-USS
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7 Dopot
Mmmammswmmmrmmm 96508100-008 $2,624.35 $210.00 $285.00
Kranos inTouch, H4 Standard Enclosure, with Magnetic Sbipe Card Reeder 8609100-002 $2.733.85 $210.00 $285.00
Kronos InTouch, H4 Standard Enclostira, with HID Praxdmity Card Reactar 8600100-003 $3,135.35 $210.00 $285.00
Kronos inTouch, H4 Standard Enclosure, with EM4102 Proximity Card Reader B8009100-004 $3,135.35 $210.00 $285.00
Kranos inTouch, H4 Standard Enclosurs, with Smart Card Reader 86800100-007 $3208.238 $210.00 $285.00
mmmmmmmmr«mmmo«rm-wnmm Standand Enclosure 8800001-001 No Maintenance Avallablo
inTouch North America Power IGL For Extemal AC Outiet - Standard Enclosure 5008002-001 No Mainteaance Avallable
No Power Cord required (Using Pawer Over Ethemat or Power Over Ethemet Plus) mnm ‘ Mo Mintenance Availabie

9609042.021 $576.00 $66.00 §120.00
Hardware Malntenance
_ Depot
ch O a Clo Part Numbeor ftom Price |Depat Repalr Exchange
I(mmaln‘rcud\ mm MMWM 861000000 32.,007.36 322500 $300.00
Kronos inTouch DX with Magnetio Stipo Card Reader 8610000-002 $2,806.85 $225.00 $300.60
Kranos InTouch DX with HID: ProxdmEty Card Reader 8610000-003 $3.208.35 $225.00 $300.00
mmmnxmsmmm 8610000-007 329138 $225.00 $300.00
mmmmmmmmmm 8610002-001 No Meirtenance Avalable
mmmmm~mmmmuammmmpm mm‘_ﬁlfﬂb No Maintansnce Avallable
mmmmmmﬁrmﬂmm 8810012-001 $878.00 $06.00 $120.00
InTouch DX NIMH Backup Battery Option 8610031-001 $200.00 Coneumable
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This Acceptable Use Policy (this “Policy™) describes prohiblted uses of the Services. The examples described in this
Policy are not exhaustive. Kronos may modify this Policy at any time upon witten notice to Customer of & revised
version. Byusing the Senvices, Customer agrees to the latest version of this Policy. if Customer violates the Policy or
authorizes or helps others to do so, Kronos may suspend tse of the Services until the vioktion is corrected, or terminate
the Agreement for cause in accardance with the terms of the Agresment.

a) No lliegal, Harmful, or Offonsive Use or Contert

Customer may not use, or encourage, promots, facliitate or instruct others to use, the Services for eny Megal, harrntul or
clfensive use, or to transmit, store, display, distribute or othenwise make evallable content that is illegal, harmbul, or
offensive. Prohibited activities or condent include:

» ilagal Activitics. Any Hlegal activities, including sdvertising, trensmitting, or otherwise making availsble gambling
sites or services or disseminating, promoting or faciiitating child pomography.

* Hermful or Frandulent Activities. Activities that may be harmiul to others, Kronos' operations or reputation,
including offering or disseminating fraudulent goods, services, schemes, or promotions (e.g., make-money-fast
schemes, ponzi and pyramid schemas, phishing, or pharming], or engaping in other deceptive practices.

« Infringing Content. Content that infringes or misapprogriates the intellectusi property or proprietary rights of othess.

» Offensive Coatent. Content that is defamatory, obscene, abusive, invasive of privacy, or otherwise objeclionabie,
including content that constitutes child porography, relates to bestiality, or depicis non-consensual sexacts.

« Harmful Content. Content or other computer technology that may damage, interfere with, surreptitiouslyintercept,
or expropriate any system, program, or data, including viruses, Trajen horses, worms, time bombs, or cancelbots.

(b) No Securily Violations
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mmmmms«mmmmmxgwmmwm computer or commumications
system, software application, or network ar computing device (each, 2 "System®), Prnmblmmm'::mm

* mmmmmummmmmwm attempting to probe,
mmm«mmwmhmmmwmmmhnmmwam m,
mnnotaampnlwmﬁlymm, pemwonmmum«nmqugeﬁmmﬂonmwmm
5CaN On any System, »

* Interception, Manitoring of dsta or traffic on a System without permission.

* Falsification of Origin, nglmchPmem.mﬂhudm,mnymnmam desprhi
orroute. Tﬂsmmmmmmﬂ\euuofm«ammmﬂm "elts cigin

* NoUse of Robots. mﬂmm“awmmhww“uhwmmma human user
(a.g., robots)
{c) No Network Abuse

Customer may not make network connections to sny users, hosts, or networks unlees Customer has permission to
communicate with them. Prohibited activities include: '

* Monitoring or Crawfing. Monftoring or crawling of 2 System that impairs or disrupts the System being monitared or

* Danial of Service (DeS), Inundating 8 tergst with communications requests so the tarpet efthes cannot -
legltimate traffic or responds 3o slowly that It becomes instfective, fespond

* Intentional interference, inferfering with the proper functibning of any System, Inciuding any deliberate attempt to
ovenioad 8 system by mail bombing, news bombing, broadoast attacks, or fibeding techniques,

. Wﬁmd'wmmommmmmmwu.mmm«m
recursive domain name servars, ) |
' mm%@mmlammmmmwﬂwmmmmmam
such as ecoess and storage restrictions.
(d) No E-Mall or Other Message Abuse

mﬂmmmmm&mmmmmm.ubd&a@hmdmwmwmm.-mm
other messages, promotions, advertising, or solickations (like “spam®), including commercial ahvartising and
informational announcements, Cusiomer will not alier or obscure mail hesciers or 8ssume » sender's Ideniily without
tha nmﬂmuwmmcunmmmmwmwmmvmmmmm
provider i those messages violate this Policy or the scceptable use policy of that provider,

(s) Monitoring and Enforcement

Kronos resarves the right, but does not sssume the abiigation, to lnvestigate any vioialion of this or misuse of
Services, Kronts may: faid =

+ investigate violations of this Policy or misuse of the Services: or
* ramove, dissble eccess to, or modily any content of resource thet violstes this Policy,
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Kronoe may report any activity that it suspects violates any law or regulstion to 2pproprists law enforcement officials,
reguletors, or other sppropriste thind parties. Kronos' reporting may incluts disclosing appropriate customer
information, Kroros siso may cooperste with appropriste iew enforcemsnt agencles, regulatoss, or other appropriste
third parties to help with the Investigation and prosscution of liagal condu by providing network and systerns
information related io aflagad viclations of this Policy.

(D Reporting of Violstions of this Poliay

if Customer becomes sware of any violation of this Policy, Custormer willimmedistely nofify Kronos snd provide Kronos
with sssisiance, as requesiad, to stop or remedy the viclstion.

English
. Frangals

&4 KRONOS'

1]

nvyv i © @\

£2008-2018, Ko incorporated. All rights resened.
Senurtly | Tammsollse | Trdemarks | PrimcyPolicy
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The following guidelines and services apply to Workiorce Contral and Workiorce Telestaft applications that are deployed

in the ¥ronos Cloud:
Environments: Included,
One standard Production and one Non-Production {Development) Additional non-
environment. production
environments are
available for

additional fees,
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Ciloud Servicas

Environment restoration: , included.

Services to restore Production environment to one Non-Production More frequent
snwironment up to one time per week, if requested, restores or
Customer is responsible for requesting data to be moved from the environments will be

Production environment to the Non-Production environment and for the subject to additional
contents of the data moved from the Production environment to the Non- time and material
Production environment. fees.

Connactivity to Besvice: Included

Customer's users connect to application via secure SSL/TLS connaction over
the internet. Cooperative efforts with customer IT siaff may be required to
enabie access, Kronos will assist with validating sie connectivity but
assumas no responsibliity for customer intemet connaction or ISP
relationships. Kronos related internet traffic cannot be filtered by proxy or
caching devices on the cllent networl. Exclusions must be atdded for the fully
quaiified domain names and public IP addresses assigned to the
environments in the Kronos Cloud.

Device inltisted Terminal Connectivity: Inciuded

Al terminals that are compatible with Davice initiated commaunication mode
must use this mode of communication. With the Device Initiated mode of
communication, the Kronos terminal inltiates all communications with the
Device Manager Server at the Kronos Cloud over the Internet. in cases where
Network Address Transiation is required for terminals, the customer is
responsible for applying the transiations on their network. Kronos Gloud
does nol support terminals prior to Kronos 4500 series and does support
certain models released thereafter, Please see product documentation
support matrix for detalis.

Note: Server Initiated terminal communication, if pesmitted, requires a VPN
and Is not the preferred communication method when connecting terminals
toﬂtel(mmgcm.




DocuSign Envelope ID: 1E1DFDA9-E5E6-4A7C-A05B-598F9868CDOF

ime— ase - [P —

" .

wgmm mmmmmwm|m

Cloud Services
Remote Access to Non-Web Kronos Applications:

Remhmhmubwmte&mu%mﬁomlmwm
Manager) using a remote access too! such a Clirix® Recelver. Limited Kronos
Applications require the use of these remote access sctoiints,

SFTP Accounts:

SFTP accounts are provided to customers to push files to the Kronos Cloud
wmmwmmmmmmwimmmu
Kronos Workforce Integration Menager input/output foiders). The Kronos
SFTP folder location is not designed for long-term storage snd files stored
ionger than 30 days may bs deleted. Kronos Cloud SFTP does not Inltiate
cannections, thus SFTP flle transfers must be a customer Initiated process.

Operating System and Database Software Management:

Includes the required O/S and SQL Server licenses, as well as services for
Kronos to apply critical security patches, service packs and hot-fixes for the
software running In Kronos Cloud.

Server Meintenance:

All server maintenance, including repair and replacement of defective or
falled hardware and the installation of hardware upgracies for the software

running in Kronos Cloud,
Kronos Application Updates:

Services to perform technical tasks required to apply application service
packs, legisiative updates (if applicable), point releases and version
upgrades.

Baciaup:

Customer data Is backed up deily. Database backups are replicated via
encrypted connections to a second Kronos Clowd datacenter. 8ackups ere
retained for the prior 28 days on a rotating basis. Al historical employes and
configuration data is stored in the rotating backups.

2 named users
Inciuded

2 loging included

included

included

Inciuded

Included
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Kronos maintsins a hosting environment that undergoes examinetions from
an independent auditor in accordance with the American Institute of
Ceriifizd Public Accounts SSAE 16 (i.e. SOC 1) and the AICPA Tvust Services
Principles Section 100a, Trust Services for Security, Avallabiitly, Processing
integrily, Confidentiality and Privacy (i.e. 8OC 2). The Kronos Private Cloud
(KPC) Is evaluated for the principies of Security, Avallability and
Confidentiality by the independent auditor. The Kronos Private Cloud is
located in data centers that undergo SSAE 16 examinations, Manegsment
access to the KPC is limited to authorized Kronos support staff and customer
authorized integrations. The security architecture has been designed to
control appropriate logical access to the KPC to meet the Trust Services
Princlples of Security, Avallability and Confidentiaiity. The Applications
provide the customer with the ability to configure application sscurity and
logical access per the customer's business processes,

in the event the customer identifies a security issue, the customer agress to
notify Kronos.

For securlty purposes customers are restricted from directly accessing the
desidop, file systems, datsbases and operating system of the emironments,
Thus, WiM integrations cannct Initiate connections to push or pull dats from
oh premise or other cloud based data sources including but not limited to
external databases, and remote file shares.

Customer agrees not to upload payment card information, as the service s
not cestified for PCI DSS.

Customer agrees not to upload health information that talls under the United
States HIPAA law.
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Cloud Services
For any outsourced (subcontracted) infrastructure (e.g. co-location provider,
public cloud provider) Kronos will provide Customer a copy of its
subcontractor’s AICPA SSAE 16 SOC 1 Type ll andior AT101 SOC 2 Type Ul
reparts, published and attested to by an indapendent third party auditing
firm, if applicabie. Kronos is not required to utilze any cutsourced

(subcontracted) infrastructure (e.g. co-location previder, public cloud
provider) as pert of this agreement to defiver services. If Kronos does not use

outsourced (subcontracted) infrastructure (e.g. co-location provider, public
cloud provider) customer will be entitied to receive a copy, if made avaliable
from Kronos &t a future date, of 3 Kronos published AICPA SSAE 16 SOC 1

' Type il and AT101 SOC 2 Type H reports published and attested to by an
independent third party auditing firm, if made avallable,

The Kronos applications provide the customer with the sbifty to configure
application security and logicai access per the customer's business
processes,

In the event the customer identifies a security lssue, the customer agrees to
nofify Kronos.

For security purposes custormers are restricted from directly accessing the
desktop, file systems, databeses and operating system of the environments.
Thus, WIM integrations cannot initiate connections to push or pull data from
on premmise or other cloud based data sources including but not limied to
extemal databases, and remote file shares.

Customer agreas not to uploed peyment card information as the service is
not ceriified for PCt DSS.

Customsr agrees not to upload health information that fafls under the United
States HIPAA low.
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Cloud Services
Read-Orndy ODBC Access:

Kronos will provide customer with read-only ODBC access into customer's
Production and Non-Produttion databases for Timekeeper/HRMS and/or
TeloStaff over secure connection (e.g. VPN). Customer is responsible for
establishing this secure connection to the Kronos Cloud and for any
additional Tees for that connection that may apply. Krorios rmay, but s not
cbligated to, limit or block custorner's database read-only ODBC queries in
order to prevent fallure of the database dua to overload, Kronos will not pay
SLA credits for any Outage that is the result of overloading the detabase
during read-only ODBC access. Customer understands that overall
mmmummmmmpmmmmdm
may need to limit resource intensive read-onty ODBC queries to off-paak
periods, Customer acknowiedges that read-only ODBC access over & long
distance sectire connection is not & reliable protocol, as it does not heve
bulit-In retry logic to handie connectivity Issues, Kronos is not responsible for
any changes that may be required to customer's internal systems dua to

read-only GBDC access.

Kranos Whddiaos Cantrat £nd Wovidrse TeleStall Deploymeont | ironos

if selacted on Ordar
Form
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Cloud Services
Disaster Recovery Services: Inciuded

mmmmmwmmnmummum
additional fee and Include:

Custorner environment and alf customer data in the Kronos Cloud are
replicated to a secondeary Kronos Cloud date center. Disaster Recovery
Smiustora Recovery Point Objective (RPO) of 24 hours and
Kronos strives to restore application availabllity in a commercially
reesonable imeframe. The customer will be down untl the Production
environment is restored in the primary or secondary dats center, if nesded,
&s an application environment is not readily available at the altemate site to
process data. Customers are expected to use fully qualified domain names
(FQDNs) to access the service given that IP address of the service may
change.

Any lasues arising out of the disaster recovery event due to customer

configuration/customizstion and/or customer third party software outside of
the Kronos Cloud is the responsibiiity of the customer to resoive.
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Cloud Sewvices

Disaster Recovesy Services (fee-based): it selected on Order
Form

Kronos offers enhanced Disaster Recovery services at an additional fee, as

they provide for 8 secondary enwironment at a pecondary Kronos datacenter

to be used for customer recovery. With this offering the Customer

ervironment and al custorner data In the Kronos Cloud ave replicated to a

secondary Kronos Cloud datacenter. This service provides for 8 RPO

(Recovery Point Objective) of 24 hours and a RTO (Recovery Time Objective)

of 72 hours.

in the unlikely event that Kronos declares a disaster in the primary
datacenter, Kronos will notify the customer and activate the Disaster
Recovery sleps necessary to restore application availability within the RTO
defined. As part of this enhanced service, Kronos will conduct an annual
Disaster Recovery Process test, which has the objectives to 1) test backups
2) tizin Kronos employees 3) verify and improve intemal Kronos procedures.
The annual Disaster Recovery Process test may be live or simuiated.
Customers are expected to use fully qualitied domein names (FQDNs) to
access the service given that IP address of the service may change,

Any issues arising out of the disaster recovery event die to customer
configuration/customization and/or custorer third party software outside of
the Kronos Clotzd is the responstbiilty of the customer to resolve.

The following sarvices are not included in this service, but thay may be
purchased from Kronos on a time and material basls, and are subject to
additional fees: a customer spacific DR plan with annual review.

*Note that Workdiorce Analytics, Workdorce Record Manager, Enterprise
Archive, Workforce TeleStafl, Workforce Plannes, Workdorce TeleTime 1P
otherwise set forth on the Order Form.
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Cloud Sprvices
Temporary Environments: i selected on Order

Form
Temporary Environments are designed for classroom tralning for no more
then 40 peopie and/or functional appcation testing for approsdmately tive fo
fen simultaneous users. Temporary emvironments are only avallable to those
customers whose Production eswironment ks hosted in the Krones Cloud in a
United States datacenter or continental Europe datacenter,

Third Parties: i Customer uses 3rd
party resources to

# Customer uses a third party to configure and/or implement Customer's configurefimplement

applications, the following applies: Krenos applications

The third party must be authorized by Kronos as part of the Kronos Connect
Partner Program prior to accessing Customer's development and testing
environments in the Kronos Cloud, Third parties will not be granted access to
Customer's Production environment for purposes of configuring the

are subject to Kronos poficies and procedures, such Pariners are not subject
to SOC audits by Kronos or iis representatives. As euch, Kronos' SSAE16
$OC 1 and AT101 SOC 2 reports are applicabls to the Production
environment only and are not applicabls o third parties® activities.

Applicable fo tustomers that choose datacenters in the United States or
continents! Europe.

Encryption at rest of Customer Content &1 storage level i selected on Order
' Form

For each of the customer’s production and non-production environments in

a data center in the United States or continental Europe, Customer Content

will be encrypled at rost at the storage level, Encryption at rest is defined as

Customer Content is made unreadable on disk via encryption technalogy

when the Kronos Cloud computing environment hardware is powered off.

Guidelines and Assumptions:
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Assumption

Estimated avatiabliRy of production server hardware Is epproximately 30 deys after the
Order Form s processed,

Customer agraes to recelve automatic updates to the appiications,

Use of the Workforce Central transiation toolkit requires a Kronos Professional Services
engegement fo impart/export the transiation file(s) into a test environment and into the
Production environment,

Connecting modem clocks to the Kronos Cloud is not supported.
Applications will support English only unless stated on the Order Form,

Customer agrees not to conduct security testing, which Includes, but is not limited to
penetration testing and vulnerability scanning.

Customer agrees not to conduct any sort of sutomated or manual performance testing of
the Service.
Offering incliudes system resources to process the equivaient of five WIM Interfaces

mﬁvanﬂmmm@gupm 10 links with a madmum of five megabytss of data per
link. in addition, systems sesounces for the integration between Workforce Central and
Workforce TeleStaff for People, Punch, and Accrual interfaces are Included assuming
product documentaiion Is followed for setup and run-time scheduling. Additional
processing requirements may incur addifions] fees associated with commesponding
system resources. Custom developed functionatly outside of WiM that runs in the Kronos
Cloud may Incur additional fees.

Retention policles must be configured In the application(s), Setting retention policies wit
ensure that unnecessaty system data (e.g. temp files, deleted records, empty rows, stc.)
Is routinely purged from the system and will help in managing database growth,
Retention policies do not apply to configuration and/or historical data. Historical
employee data can be maintainad for the duration of the agresment and renewal

perfods, per customer business requirements.

Sizing considerations are based on a three year growth projection of the Production
database environment, After three years, an archiving strategy may be reviewed with the
customer for Service performance.
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Assumplion

mmmrmmmlmmmummsm
Hi/Peyroll reports are created using Crystal Reports. it made svallable from the
mmmmwmmmmmﬂaﬁsmwﬂmhm
development environment. Customer will have rezd-only ODBC access to they
mmmmmmhmmngmmmmmmmm
mmdmhmpoﬂcmﬂimasmmxbummofmmﬂumm
user Hcenses for remote access to non-web applications (e.g. mmmm
Customer created mmmmmmmlmmmm
mmmmmmmmwmmmmmm

CummrmnbemqmmmdmaQanmm-cmmmgmm

" completed their testing and is ready to go live with the Workforce Central appfication(s)

and/or TeleStaff.

Workforce TeloStaff Builk Data Extract is anmmmmm
resources & process four sequential bulk data extract tasks running no more than once
per day for 20,000 employees per task, during off-pesk hours. Supported date ranges
for schedule data is from S0 days In the past to 15 days in the future. i addRional
processing requirements ere needed, additions! fees may apply commensiifate with

Product Speciiic Considerations

mmwmmmmmmuummhm

IfWaMWaM&mthW.mmm
Data Manager will only support import and export of configurations via XML file transfers
between Production and Non-Production environments, 8s a direct connection between
Production and Non-Production environments Is not provided.

It an environment is available for the use of archiving functionality, compared to the
used of just Setup Data Manager, this additional environment for archiving will be noted

on the order form [ it ks included,
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Catogory Assumption

Worldorce TeleTime IP:
Customer is responsihile for procuring the phone lines (SIP trinks) required for their
Workdorce TeleTime IP system. Customer should work with thelr ISP/telco provider to
procure a private clrcult (specifically MPLS) with adequate bandwidth to support the
number of SIP trunks (phone lines) needed for their use case, SIP calls par second
required, along with a router and cross-connects to terminate the clrcuit In the Kronos
Cloud. Kronos will provide detailed information to Customer on Kronos Cloud

connectivity requirements. Cross-connacts can be also purchasad directly from Kronos,
and would be indiceted on order form If Included.

This offering is only avaliable to customers who chose Kronos datacenters in the United
States,

Upgrade Services

The Service inckides services for Kronos to execute tasks Lo apply point relsases and version upgrades 1o customes's
Kronos Applications in the Kronos Cloud. Services are imitad to those tasks which apply thess updates to the
Aneiication

The table beiow reflects the inciuded upgrade tasks.

* Project Manages fo coordinate the upgrade project,

* Up i ejght 30-minute weekly status calls (one per week)

* Coordinate Kronos resources

+« Send meating invites

* Provide Projsct Timedine and expected customer commiiment at the start of the project
» Provide initia) Project Schedule and communicates progress during weeldy stetus calis
* Provide Communication Pisn and Contact List

Planning Phass
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A

Customer/ Krenos introduction Call ~ up to one hour
Technical readiness & architecture review — Kronos Cloud Environment

Assessment Phase
Assessment of WIM inlerfaces to be upgraded
Assessment of new features or changes to configuretions

Assessment of customs and custom reports and development activities retated therato

Solution Upgrade / Bulld Phase

One (1) restore of Production database to NON-Production environment for the purpose
of upgrade testing. Additional restores, if requested, shall be subject to additional time
and material fees.

Upgrade Non-Production and Production environments to new point release or version.

Upgrade of Waridorce Integration Manager (WIM) Interfaces due to product changes
Introduced as part of the technical upgrade, as defined in product documentation. For

Workdorce Central this includes XML export/imports and database views as defined in
the "Workforce Central import User Gulde® and "Workforce Central Data View

Reference Guide",

Upgrade of non-WiM interfaces in Non-Production enwironiment and Production
environment.

Upgrade of customs and cugtom reports. This indludes upgrade of Workforce
integration Manager (WIM) interfaces that use table import batch functionality,
read/write directly to database tables or require changss due to newsichanged customer

requiremants.
Upgrade of interfaces and reports created or provided by customer

Update of terminal firmware managed by Kronos

Configuration of new féaturas or functionality or changes to existing configuration

Included
included

Not
inciuded

included

Included

Not

Not

Not
Included

Not
included

Avzliable
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Test & Certify Phase
System test upgraded environments by vertlying a user can log In

User accoplance testing (UAT) of upgraded enwironments, interfaces, custom reports,
new features, elc.

Develop customer-epecific test casas

Sign-off on upgraded Non-Production and Production Environments

Deploy & Support Phase
Deployment Readiness Call - up to one hour

for

included

Not
Included

Incheded

Sevvices and training are not inchuded ss part of Upgrede Services, bit may be purchased independently, If desired.

Project coovdination kests for no more than elght weaks, Al the end of this éime, Kronos will eomplate the proguction
upgrade. If for any reason Kronos cannot compilete the technical upgradh stops within eight woaks des fo a Kronos
caused duly, project coordiwation will continue prapartionady fo cover the Nrowss caused delay. For exampls &
Kronos catsss 2 two wosk delay due to Konos resowrce unaeiabiity, project coordinstion will fast #o move then 10

woeks,
 not specificafly notad, the customer should sszuma responsibiify of the task sndhor defivesable,

Additional Polices:
hitps:Awww.kronos.comvpoliciesAagel-hold
hitps:/hwew.keonos comipolicias/acceptable use
Rev 2018-05-10

Engiish
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Services wili oparate during the course of a Global customar engagement:

I Kronos will provide Customers with a Professional Sanvices Estimate or Statement of Work that outiines the project
deliverables and provides an estimate for the project scope and ensmquuedlocumplemmemn, basad
upon preliminary information provided by Customer.

2 Kronos and Customer agree that given the use of estimated times; the Assess Phase of the engagement will be used
1o determine whether modifications to project scope and cost are requirad,

3 Anysuch mdiﬂaaﬂumoprojeusmmandenﬁwmheﬂﬂmmdmmlghmegenmnofamma@o@r
that is signed by the Customer (see Change Order Process below),

4 The original project scope and cost of an engagement will apply until, and if, the Customer signs a Change Order.
5 The Professional Services Estimate or Statement of Work is valid for one year from the date o signature.

) Kmnosw!l!invoioelhe%meronamon&lybaslsfmaﬁFrMminnalSeMmpmﬁdedduﬂmmemﬂbus

¢ Professional Services work will be conducted during norma! bussiness hours. Normal business hours will vary by
country. Please consuit your local Professional Services consultant for normat business hours in your cotintry,

8 All Professlanal Seqvicas work scheduled to start outside of normal business hours will be bilied in full &t 8 premiism
rate described below. For work to be performed After Hours, on Holidays, or on Weekends, an approved Change
Ortier will be required prior to scheduling {see Change Order Process balow). Custamers will be charged &s follows;
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aMlPMlmmummdandﬂﬂedmlm#Murmmmam ' '
i th & mirkmum charge of 1

b After Hours
Aﬂmmmhmal.ﬁlmﬂremmmmbym

ii After Hours mmwmm.mmmmnmw&mmmm hoursin
your counlry. |

+ Weskend
i All scheduled work will be billed at 2,0 times the ctnent cantract rate by role,

# Weekend scheduies will vary by country, Please consult your kel Professtonsl Services consuitant for
notwnal business hours in your country.

d Hollday
All scheduled work wilt be bitled at 2,0 times the cument condract rede by rofe,

ilmwmwwm.mmePmmsmMmm
holiday's obsesved in your country,

Onslte Support requidng Travel:
:mmm-mummuwnmmmmmwm

iimmkwbmwmﬁmmWIMbmm
customer and Kronos.

ii- Travel tima above bwo hours in any ane direction will be bilied &t the current contract rate by rote,

BMMHWMMNhWWNWMdMMMWMWh
fallure to meat the following notifieation requirements:

= 2 business days prior to scheduizd work — 50% of planned charges are involosd for scheduted wark.
b 1 business day prfor to scheduled work - 100% of planned charges are invaiced for schaduled work.
< Business days ere Mondey, Tuesday, Wednesday, Thursday, and Friday, excluding hofidays.

Here Is an wample:
* Work is scheduled for Wednesday, 1p- p (4 hours)
: mstmmmmhm
+ Fridey— no penally
+ Monday —50% of planned charges are invoload (2 hotws)
* Tuesday— 100% of planned charges are invoiced (4 houvs)
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Here Is a holiday example:

* Work ks scheduled for Wednesday, 1p-Sp (4 hours)
« Cystomer cancels on:
* Thursdsy— no penaity
* Friday— 50% of pianned charges sre involced (2 hours)
s Monday - holiday; doesn't count as "business day”
* Tuesday — 100% of planned charges are ivoiced (4 howrs)
Change Ovder Process:

] mnmwtmmwwmmmmdmwﬂumwm
Kronos Project Manager and reflectsd through the use of a Change Order, approved and signed by the Customer,

> Achange of projact scope and cost, resulting in 2 Change Order, mdmlm;nMaummm
deliversbles, customer afiocated time, customer schaduling changes, technology imRations,

3The mmwmm«mmmmwmm;umm
Orders, will prevell until amanded by a subsequent approved Change Ovder.

+ Unless otherwise sddressed within thase policies, the hourly ratels) quotad-within » Change Ordes forwerk to be
performad within normat businexs hours with be consistent with thet contained within the originel Professionat
Service Estimate or Statement of Work, B such Change Order is executed during the course of the original
mmmuMnmmmmmmmwwmmmmmmmM¢
Wark, whichever is earlier.

5 mmmmmmmwmmwmmmm Profsssional Services
Estimate or Statement of Work, the quoted rate whl bs established sl Kronos® then cumrent rate for such requested
services.

Yravel

} Travel expenses will ba cherged pursuant to the egreement covering such Professionsl Services between the
customar and Kronos.

in cartain Instancas spociaiized resdurces may be used that require the payment of sirfare, lodging end riated
travel xpenses, Customers shakl be made sware of sny such instanca durirg the ssles or Change Order process.

3 Customer Is responsitde for travel costs for employees atiending training ot & Kronos locstion,

4 Customer is responsible lor travel and related costs for 8 Kronos tralner providing instruction at the Customer
tocation.

Educational Services:
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¥ mmmmmammhmmmummmmmmmmm training
fallure 1o meet the foliowing notification requirements: ' L

mmmmmmwhmmmm«mmmﬂm:Mamunmma
least five business deys before the ciess start date to svold canceliation fees (aqual to the cost of the course).
Student substitutions can be made at sny time as long as prerequisites have bean mel.

1; For any PRIVATE courss held at a customsr site, In the traditional classroom, or in the virtual
classroomeAtiendess rmast canced at least len business days before the class start date to avold cancellation
fees (oqual to the cost of the course), Wmmmunmunmmumﬁmum:amm
have been met.

Kmmsmﬂm@ﬂbmcﬂdmaupmﬁwbmlmsmmmmmdmmm
mmmamrmﬂmmmmmmmmmmmmmm
for public courses held Ina Kronos Virtual Classroom (KVC) due to tack of enroiment or any other unfaresssn

clrcumstences.

- Educational Senices purcheses sre valid for one (1) yeer from the date of signature, Educstionaf Service purchased
but not usad within this one yesr period will expire.

amwmmmmwhmnmamﬂmmmmummmuamm
described balow. Customers will be charged 25 follows:

After Hours
There will be 8 1.5 imes premium In either par student public or per class private day rates.
ii muwmmmmwmwanmmnmwmmmmmmmmmw
country.
L- Wealkend
i There will ba & 2.0 times premium in either per student public or per cless private day rates,
ii Weekend schedules vaty by country. Please consult your local Educational Services trainer for after hows in
your country. ’
Holiday
There will be & 2.0 times premium in either per student public or per class private day rates,

Holidays recognized will vary by country, Please consult your mummmmumm
cheerved Inyour cotitry.

Onsite Support requiring Travek
Alitravel time (portal to portai) wili be billed at the cusrent contract rate by role,

* Expense reimbursement ks pursuant fo the agreement covering such Educetional Services betwaen the
customer and Kronos.
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i Trave! tims above two hours in ary one direction will be billad at the cumant contract rate by role.

Traveh
1 Travel expenses will ba charged pursuant to the agreement covering such Professions! Senvices between the
customer and Kronos.
2 In certain instances specialized resources may be used that require the payment of airfare, lodging and related
trevel expenses. Customers shall be made eware of anty such insisnce during the sales or Changs Osder piocess,

3 Customer Is responsible for travel costs for amployess sitending tralning at a Kronos location.

4 Customer is responsible for trevel and related costs for 2 Kronos trainer providing instruction at the Customer
locstion.

Other Policies:

1 Kronos personne! working ef the Customer site shall have access to necessary infrastructure (servers, netwark,
etc.).

2 In Instances whese Kronos personnel are working remotely access wil be granted through the use of industry
standard toc!s (DTS, BoToMyPC, PCAnywhere, eic.),

2 Customer agrees to not hire any Kronos employas who has performied services under the Agreement for a period of
ona-year after the canpletion of such services.

4 All required system sdministration, malntensnce, backups, tuning, efc., Is the resporsibiity of the Customer,

5 Customes Date: To periorm the Implementation and to provide support efter compietion, Kronos may need to
steps to mit and safeguard the secuity of this information. We may meke recommendstions to snhanca your
onganization's procedures for securing your data - these recommendetions are intended to enhance the security of
any sensitive information that is provided to us. However, there gre no guarantees that they will ensure the security
of your information, nor should Kronos' actions be viewad &s the only safeguerds necessary, The securlly of your

Availabie in the following languages:

English
Frangals
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Spanish | French | Ganan | Dutch | Chinese

Policies — On Premise | Software Services — On Premise | Equipment Services |

Policies - Workforce Cenfral Saa$ | Software Services — Cloud Hosting

Policies — On Premise

For epch installation, Customers must purchase the same sofiware suppoit service type for all software and must
purchase the same equipment supporl service type for ell equipment of the same type.The iatest Supported Product

List 5 available &t ki lps:l!cmnuniiy.Rmms.oum!s{amden-IWTn-ﬁnd—Suppoﬂ-lnfwmaiian-fm—ymu-xmms-
Product. Please note: you must be logged Into the Kronos Community to acoess this link.

Kronos only provides service releases for the current release and the two immediately prioe releases of the Software.
We currently publish new releases every twelve to elghteen months. Resolution of an issue may require that you

upgrade to the current release of the Soffware.

For Workforce Payroli, when service releases are no longer provided Kronos wiil provide two quarterly legisiative
updates to provide you with additional time tp upgrade.

Workforce Analytics (WFAN)— supported components include:
All procedures and Databiase Objects associated with the Workforce Analytics databases,
Al WFAN for Heslthcare Reporls accessible through the *WFAN Advanced Reporting™ link from the SharePoint Home

Page that were dellvered through the Core Product.
All Analysis Services Cubes found in the Workforce Anaivtics databases,

Kronos (Serles Central sulte
Kronos only provides service packs for the current release and the two Immediately prior releases of the Software.
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Resolution of an issue may require that you upgrade to the cument releass of the Softwars.

Timekseper Central
Kronos only provides “defect repairs™ for the cument relesse of the Softwere,

Kronos defines Vieslon, Relaase, and Service Relaase as follows:
Version: A software product upgrade thet includes major new festures or functionailty,

Release: A software product upgrade that inchades minor new features o functionality,

Service Reloase: One or more defect repeirs bundled into a single update, Service releases er cumulative - Servics
Reisase N will, at minimum, include all of the changes delivered in Service Release N-1,

The software product herarchy Is: Version . Relesse, Service Relesse

Updates

ammebcwwmammmummmummmmmmmmm
sulbe) ere required & purchase the licenses to tha new version at the applicable license fess.

Support service does not Include service to the Softwere resulting from, or associated with:

Additionsl On Premise deployment exclustons:
* Customer's Improper use, managament or supenvision of the Software or other fellune to use the Software in
sccordance with Kronos’ specifications; or
2 Customer's repalr, sttempled repair or modification of the Software without prior authortzation fram Kronos; o
& Customer’s use of the Software for purposes other than those for which they are designed or the use of accessories
or supplies not approved by Kronos; or
4 Customer's end user computer or operating system makunctions; or
+ Services raquired for application programs andfor conversions from products or soltware hot supplad by Kronos;
or
b mlﬂmW@anmwtmmmeM
7 Any cause extemal 1o the Saftware including, but notimited to, electrical work, fins, fload, water, wind, fightning
and transportation, or any act of God; or '
+ Customar's failure lo continuslly provide a sultabls instaflation environment as specified in Keonoy' specifications.

In addition to the Suppoert exclusions above the following Services are NOT covered by your Kronos Support
Service Agreement and are subject to the applcable Kronos Senvice rates.

Additional On Fremise deployment exclusions:
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1 Configuration Changas, Reprogramming, New Programming such ass, but not limited o, Work Rues, Pay Rudes,
Accrual Rules, Profiles, Dashboards and Flelds

2 Cresting New Schedules
3 Terminal Programming end Cold Start
4 Pay Perfod Changes
5, Programming, modilying, implementing, trelning or troublezhooting the following:
& Data integration interfaces (Le. Connec, integration Manager, Ansiytics)
b Custom Reports
c Custom Application extensions
6 Edfiting Process Manager templates and creating new templates
7 instaliing or relnstalling Applications such as, bui not Bmited to,
a Adding & Workststion
b Moving the Application
BWMN&MWM«;
4 implementation or canfiguration services related to upgrading product such as, bt not imiled o,
a Softwere implementation
b Porting custom software (L6., reporis)
¢ Change management
d Training
& New functionailty deployment

{ Application [nterfaces
:0 Service to Kronos custom software s not provided, uniess otherwise speciiied on the sppilicable Order Form for
such custom sofiware.

1} Importing new data i.e. from acquisitions or purchasing of another company.
12 Installing or reinstalling Applications such as, but nol limited to,
& Relnstalling fotlowing & Hard Drive Crash
b Service Release
13 Detebase Administretion Maintensnce or Services such es, but not timited to,
a Datahase scripts
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Support Services groups:

Australa 8:00 a.m. - 8:00 p.m. {ocal time

Canada 8:00 a.m, - 8:00 p.m, local time

China 8:00 a.m, - 8:00 p.m. focal time

India 9:00 a.m. - 6:00 p.m. local ime

Mexico 9:00 a.m. - &:00 p.m. Mexico Central Standard Time
UK 8:00 a.m. - 8:00 p.m. UK time

Us 8:00 a.m. - 8:00 p.m. local time

-

24 hours o day, mmammmam.mmmm'mmwm_m
mméw @

Priority Based Support

Kronos provides support on a “priorily” basis. As such, customars with the most ciitical requestts) will be serviced
first. anmwmwwmmﬂgmummmwmmm

High Priority: A critical customer issue with o avaitable workaround where the system or 8 module may be down,
mmmmmmmummmmmmhhmmm

able to process thelr payroll such as:
+ Unzbie to sign-off Time Cards
* Totals ere not accirate
* Unable to collect punches from tesmingls
« Unable to access 3 critical appiication function such s scheduling

* Cloud outage
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No workaround Is avaliable,
Medium Priority: A serious customer issue which impacts ability to ulifize the product effectively such as:

+ intermittent o inconsistent functionaifty results or data sccuracy - accrusl belances not matching pay codes bt
balences ere accurate

+ Data display insccuracies or inconsistencies across muitiple tasks
» System performance Is inconsistent or fluctustes
Aworkaround s avallable,
Low Priority: Non-criticel problem generally Use and Lisability lssues end or "how to® questions such as:
» Howdo | setup s holiday pay nile?
« How do | run e report?
* How often should database maimsnance be executed?
Aworkaround is avallable on the Kronos Community.

Response Time

Response time shall mean from the time the case priority is set by Kronos' Support Center until a Kronos support
representative contacls the Customer to begin service, Kronos utilizes a priority based supgport focus, Customers with
the mmnmmmmmmmmmmh&mﬂhwamum

Prierits * ola Matirern
High 2 hours 1 hour
Medium 4 hours 4 hours
Low 8 hours 8hours

All response Umnas are business hours.

The above are only guidelines and may be mocified, for 8 pasticular inckient, based on jolnt agreement batween the
customar and Kronos.

e.g., Ifa Goid support cuslomer's case is logged 81 4:55 p,m., locai time, with a *Medium Priority” designation, Kronos
would respond before 8:55 a.m.,, local time, the next business day (Monday - Friday for Gold Support customers).
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Critical Outages
Krmosﬁhhgl mmmnmwmanmammmwmmammmm

mmdammﬂmmmﬂmmm.wmmhm pessed
to the after hours team or to the mmw«mmmmmmzrmu

degndant gn the cstormar's abily o provid a esource o work with the Krunos Globel Support eragioeer iaing
period, Support outside the scope of the services agreemant is biliable. this

Technical Escalation

mrmmmmuarmmmwmmmﬁmmm
and stafied by Support Engineers covering the full spectrum ol skifl sels and technical expertise. The Teams are
empowerad to dynamically apply the appropriste resources toa case based on severity and complaxdity to ensure the

fastest resolution fime possibla.

The Tesms are aiso integrated wth the Develspment Engineering staff and engage their assistance and technical
mmwmmmmmmmmmwmm

r«mmmmmmmmmmmmmymmmummwamm
communication reganding case resulution staius, action plan development, resource integration and Implementstion
mmmmmwmmmmmmmwmm

Management Escalation

Customers may, aawmﬁmmhamwtmmmm tha fevel of
sstvice received with respect o a specific case or service in general. Yo contact a Krongs Giobal Support manager,
piease telephone your Kronos Support Services canter and ask to spesk to amanager, Phone numbers sre [isted on
the Kronos Community at I Hps-#4 ramurity Frotns cou/s/atlivhsiu 36 M0DDANUAALYKEI 2163,

Policies ~ On Premise | Software Services — On Premise | Equipment Services |
Policles - Worlkforce Central Saa$ | Software Services — Cloud Hosting

Sofiware Services — On Premise
mmmmmmmmmmmmmmmwm,mmm
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* Groups
+ Cabes
+ Technical Advisories and Technical Insiders

*Access 1o data sources is fimited by type of support service.

Technical Advisories .
Kronos Global Support Center personnel are & valuable source of knowledge and experience. That's why we give you

access to the same vest reposttories of information that they use. You have access to these technical alerts located on
mmmm.mwmhmmnmmmmmmmﬁmmqm

Leaming Guick Tips
Enjoy the convenience of web-based, saif-paced recorded training modules for your Kronos application. These training
recordings are short in duration and you can teke them anytime and anywhere that you have access to the Web,

HR ang Payroll Answerforce
HR and Payroll Answerforce enables you to faciiitate communicetion between employees, managers and HR

professionats. it provides managess and empioyees with current HR information they need to make effective
mmmmmmwhthMMMmm
benefits, compensation, employment and regulatory information directly to your desktop,

Instant sccess to a comprehensive and easy-io-use fbrary of HR and Employment & Payroll Tax formns and
Instructions. You can coess, fll out, save, print, and melntatn over 730 HR forms and 2500 Payroll forms.

Service Roloass
Kronos Support Services entities all customers who purchase a support agresment to the latest svallable product

mmmmammmmmmmmmwmmM
MWM.WMMEMWmmmmsmmmmmh

mbuMMmmmhhmm&h-mmmmmme
the Warkforce Payrol™ module. For many products, the tatest support releases {service releases) or legislative
mmmmmmmﬁmmmmmmmapﬁmauumm
Kronos Communily to gt aolified of the reiease of neiv service refessss.

Hnowiedge Base
Accessed by our custorners thousands of times per month, this onfine detabase currently contains thoussnds of

answers to questions about Kronos products. Type in a question and the knowledgs base sugsests 2 sofulion, it Is

tightly integrated with our Global Support case mansgement system and captures the real-world experience of our
support engineers. The knowlacige base is constantly updated, When our support engineers encounter and resoive
new shuations, they can sutomatically submit new solutions io the knowledge bass,

Cese managemant
For your convenience, we give you direct access to our electronic case management system. Make yous own noles to

halp explein what you are encountering. Your case is formally assigned a number end subject 1o all the: nomsal
tracking and routing mechanisms. Cases are reviewed Manday-Friday, during the business hours of your Kronos
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support centey, excluding Kronos holidays. Should you requite assistance otside the described how, please
telephone your Kroncs support center, F

, ,
Onfine sccess to documentation for most of Kronos® products, for example:

* Instalialion guides

* Configuration guides

» Database administrators guides

» User guides

+ Systern administrstors guldes
Groups provide » unique opportunity ko connect with other Kronos customers and to benefit from their real-worid
experiences. Onganized by product platiorm, mmwmmmammwmqmm

provide advice to someons else’s query. A chance to go beyond simpla product “how to,” many customers have
cammented on how groups have heiped them gain a boeder understanding of how to laverage thelr Kionos.

applications.
Remote Support

AmMmMﬁmmmmmwmﬂmwwmmm

mmmmmmm.mmmmmmmelmmm exranets,
support representatives will work in real time with your mmdmmymbtehmmmwmm

mustual mouse and keyboerd control and whiteboard capablily.

Per-event Software Service

onmmmmmmmmmmmmm&Mﬂmwmmmm
&mmnswommmm:&mpmmmmmmmmmmmammmm

hourly rale.
'z 20 Tirnie Pk ay fge o
Monday-Friday 2
8:00 a.m.-5:00 p.m.
Monday-Thursday 4

5:01 p.m.-7:59 am,
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Friday-Monday 8
6:01 pm.-7:59 a.m.
Conditions:

1 Time bilied Is mininuim bileble hours and then one hour increments.

2 mmam.-mpmmmmmmmmmmmmmmm
time Monday-Friday.

3 The response time for customers without a support egreement Is within two business days.

4 Customners with a Support Agreement receive a 50 percent reduction from the minimum amount of hours, _

5 Per-event rates are not discountable.

Policies — On Premise | Software Services - On Premise | Equipment Services |
Policies - Workforce Central Saa$ | Software Services — Cloud Hosting

Equipment Services

The premium hardware service option: Kronos ships & replacement unkt on an advance exchenge basis by nesd-
business day delivery where svaliable if request is recelved prior 1o 2:00 pum. Kronos recommends that Depot
Exchange customers procure the approprigte number of spare units to maintain adequate coverage while a unit Is ot

of servica.

How It works:

* You contact Kronos to troubleshoot the problem. if unable to resolve the issue, you are issued 8 Retum Material
Authorization (RMA) Case number to return the unit $0 Kronos for repair,

= You insiall your spare untt from your invertory.
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-msmammmmuonmmM.udwmmwm-DMawdadm where ay
request is recelved prior to 2:00p.m. ’ Y avaliabiel
+ Upon receipt of replacement, you send the terminel needing service back to the Kronos Equipment Serviges

Avaliabiity:
Cuently ONLY svallable in Australla, Canada, China, EMEA, Mexico, New Zeetand, and United States,

* Balching {defined a1 2 or move tenminale) volds the tum-around time.

* You will be charged Kronas’ current time and materials rate for the installation (profsﬂonalnnﬁnadotmy
software or firmware upgrades, ¥ svaliable, and i requesied. '

* Equipment Support Services do NOT include the replacement of consumabies, in addition, Depot Support
mawmmmmmmmmmmmmmmmﬁwm

resulting fram:
* Ary cause extamal to the Products Including, but not Emited to, electrical work, fire, fiood,
lighining, transportation, or any act of God; e

mwmmmmmuwm instatietion erwironment (as indicated In Kronos* pubilished
Instailation guidefines) including, but not limited to, adequate electrical power;

Customer's improper usa, relocation, packaging, refinishing, management or supenvision of the Produci(s) or
other faiiure to use Products in sccordance with Kronos® published specifications;

Customer's usa of the mmmmmmtmmmmmmmwmunmm
accessories or supplies not approved by Kronos; '

. Gmmmﬁknpuﬁanﬁbm,mbgmﬂaﬁomuhmmﬂmtmmmhwmmq
Cuslomer’s repalr, atternpted repalr or modiiication of the Progucts,
» Terminals sre warranted for 90 days from date of shipment,

This servica Inchudes sccess to equipment service refsases / firmware updates avaliable on the Kronos Communtty,
Piease sign up for Alert Groups in the Kronos Community to get notified of the releass of new service relesses,

Depot Repair Service
This senvioe was designed for those who keep thelr own Inventary of spers terminsis and options.

How It worlks:

You coniact Kronos to troublashoot the problem., Ilmbmmmmw.mmbmuﬂmmm
Authorization (RMA) Case number to retum the unit 1o Kronos for repair,

» You insfall vour stare unit from vour inventory.
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* You send the tesminal nesding service back to the Kronos Equipment Services Centar.

"+ Upon receipt of product, Kronos shall repsir the product within ten (10) business days and returm o yoy by vegudar
. suriace transpgristion,

Avallabliity:
NOT aveitable in China,

Condiions:
* Batching idefined &5 2 or more terminals) voids the tum-around time.

. vmwlmwm'mmwmmmmmmmmmmaw
software or firmware upgrades, if availabla, and If requested.

« Equipment Support Services do NOT inclixde the replacemant of consumables. in addition, Depot Support
Services do NOT include the repsir of damages, and Customer will not attempt to retum damaged Product,

resulting from:
] WQMWMMMIMMMMW&WMMMM,W
tightning; transportation, or any act of God;
. Customer's fallure to continuafly provide a suitable mmmmmwhwumm
installation guldelines) including, bul not limiled to, adequate electrical power;

s Customer's improper uss, relocation, packaging, refinishing, management or supervision of the Productts) or
other faliure to use Products Ih accondence with Kronos® published specifications;

* Customer's use of the Products for purposes other than those for which they are designed or the use of
accessories ar supplies not approved by Kronos;
» Government imposed sanctions, nsies, reguletions o laws preventing the shipmant of the Products; or
1 Customer's repak, atiempled repair or modification of the Products.
* Repalrs are wamanted for 90 days from date of shipment.

This service includes access to equipment service relesses / firmware updatas avaitabls on the Kronos Commenity.
Pilease sign up for Alert Groups in the Kronos Community to get notiffed of the release of new service refeases.

Device Software Maintenance

Device Software Maintenance is designed for those Kronos custamers who choose fo manage tims clock repsir
themseives and just want access to device software updetes. This service option lets you download equipment service
releases from the Kranos Communily to ensure that your time clock is slways up to date with:

» Thelatest securily enhancements
+ Communication protocols
+ Fixes and terminal software festure updates
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» Compatibiiity updetes with Kronos sofware or other tenminals
Device Sofiware Meintenance is included with Depot Exchinge and Depot Repalr,
Device Software Malntenance does NOT include any repair or exchangs sewices.

How Rt works:

Gotothe Kronos mmat hitps:ffcommunity, kronos.com.,
Register or log In to the Kronos Community. An emeil sddress and Kronos Solition ID are required to register for

access to the Kronos Community,

Goto the Topics menu and choose *Deta Collaction® to access the equipment senvice refeases.
Avallabiilty:

The Device Software Msintenance offering is avallable woridwide.

NOT evalisble for the 100, 400, 560, Century and Cyber series terminals

This garvice inchnies mh-W%MIMmMMmNMM
Pigase sign up for Alert Groups &1 the Kronos Comsmunily to gt notified of the release of new service relseses.

Per-event Repalr Service
Per-svent rates apply to customers without an equipmeni support agreement. The Kronos Equipment Services center
will attempt to repair any repairable defective ftem within 15 business days afier recelpt at the cument Per-event

pricing. The product will be returned by regutar surface transportation.

How & works:
+ You contact Kronos to get 2 Retun Materlal Authorization (RMA) Case aumber to refurn the unit to Kronos for
repair.
* You instell your spare unit from your inventory
» You sand the terminal needing service back to the Kronos Equipment Services Center.
* Uponrecelpt of product, Kronos shafl repair the product within filleen (15) business days and return to the
customer by regulersurface transportation.
Conditions:
» Balching (defined a5 2 or more terminsls) volds the tum-sround time.
* Youwill be charged Kronos® current time and materials rate for the instatlation (professlonal services) of any
sofiware or fmware upgrades, i avaliable, and Iif requested.

* Equipment Support Services do NOT Include the replacement of consumables. in addition, Depot Support
Services do NOT inciude the repalr of dsmages, and Custermer will not attempt 1o return damaged Froduct,

resutting from:
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} Any cause external to the Products including, but not limied to, electrical work, fire, ficod, water, wind,
lightning, transportation, or any act of God;

t mammmmmammmmwmm'm
instalistion guldaiines) including, but not limited to, adequdte electricel power;

3 Customer's Improper use, relocation, packeging. mmmwwmdmﬁmmmu
othar fallure to uge Products in sccordance with Kronos' published specifications;

4 Customer’s use of the Products for purposes other than thosa for which they are designed or the yse of
sccezsoriss brsuppiias not approved by Kronos;

5 Government imposed sanctions, niles, regulations or lsws preventing the shipinent of the Products; or
6 Customer's repalr, attempted repair or madification of the Products.
+ Repalrs are warranted for 90 days from date of shipment.
This service doss NOT inciuds sccess to equipment service refeases / firmware updates.

Policies — On Premise | Software Services — On Premise | Equipment Services |
Policies - Workforce Central S8aa§ | Software Services ~ Cloud Hosting

Policies - Workforce Contral SaaS

Workiores Contral Sufte SaaS Applications
Kronos onfy provides service reieases for the current releass and the two immedistely prior releases of the

Applications. We currentiy publish new reledses every tweive to eighteen months. Resolution of an issue may require
that you upgrade (o the curvent releass of the Applications.

For Workdorce Payroll, when sesvice releases are 1o longer provided Krorvs will provide two quarterty legisiative
updatas to provide you with additional time to upgrade.

All procedures and Databass Objects associsted with the Workforce Analytics detabeses.

Al WFAN for Healthcare Reports accessibie through the "WFAN Advanced Reporting® link from the SharePoint Home
Pege that were delivered through the Core Product.

Al Anelysis Services Cubes found in the Workforce Anelytics detsbesss.

Version: A SaaS Application upgrade that inttudes major new features or functionality,
Rejease: A SeaS Application product upgrade that includes minor new festures or functionaiity.
Service Relsase: One or more delact repairs bundisd into 8 single update, Service releases are cumutative- Servics
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mmnm,atmwmum.mmammemmduwmmmm.

Updatss

mmwmammmma.a.umwmmm»m Ready
required to contract for the new Services at the applicabls Appitcation fees. i e

Support Exclusions
Support service does not inciude service to the Appications resulting from, or associated with:
N mmwmmwmmmmm'm

2 Customer's use of the Appications for purposes other then those for which they are designed
accessories of supplies not approved by Kionos; orthe ueeof

s Custorner's end usar computer or operating system melfunctions:
4mmwmmmmmmmwmmwmm

5 Reprogramming, including reconfiguration of the Applications, or Configuration Changes such as
to, Work Rules, Pay Rules, mwmwmmmmwmmmmmm

¢. Craating New Schedules;
7 Terminal Programming snd Cold Start
& Creating, modllying, of implemanting the followlng:
& Data integration Interfaces (Le, Connect, integration Mansger, Anatytics)
b Custom Reparts and Custom Application extensions;
% Editing Procass Manager templates and creating new templates;
19 Instaliing or reinstaling Applicetions on customer workstations;
11 New product implementation and configuration;
17 Tralning.

Service Coverage Perlod

mmmmmm.mmmammmamummmm
avaliabiity to the cloud snvironment, and telephone support for the logging of functiorat problems and user problemss,
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Kronos will provide support for application selated Issues during locel business hours, Monday through Friday,
excluding Kronos holfldeys, with access to Kronos* technicat support staff and senlor support engineers ang
continuous effort on critica! Issues as defined in the Critical Outages section befow.

Support Services groups:
Australia 8:00 &.m. - 8:00 p.m. local time

Canada 6:00 a.m, - 8:00 p.m. local time

China 9:00 a.m, - 6:00 p.m. local time

Indis 9:00 a.m. - 6:00 p.m. local time

Mexico 9:00 a.m. - 6:00 p.m. Mexico Central Standard Time
UK 8:00 a.m. - 8:00 p.m. UK time

uUs 8:00 a.m. -8:00 p.m. local time

Priority Based Support

Kronos provides support an 8 "priority” basis. As auch, customers with the most critical requestis) will be serviced
first. Kronos Globet Support has set up the following guidalines to assess the priorlty of each service request:

High Priority: A criticel customer Issus with no available workaround where the Applications cannat be sccessad
experisncing major system degradation, deta corruption or othar relsted fectors resullingin the customer not being
sble to process thelr payroll such as:

* Cloud outage

* Unabie tosign-oft Time Cords

+ Tolals are not accurate

* Unable to collscl punches from terminals

* Unabie to access & critical application function such as scheduling N
mmmammmmmmmmmmmwmmymm

* intermittent or inconsistent functionality results or data accuracy - sccrusl baiances not matching pay codes but
balances are sccurals
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» Datadismayhaccumhsorinmmmdesammmmm

* Application performance Is Inconsistent or fluctuates
A workergund is avallable.
wmm«mmmmbmmmmmmamwmmhm
+ Howdo | set upa holiday pay rule?
* How doirunareport?
Aworkaround Is avsilable on the Kronos Community,

Response Time
nmmmmmmmmmwpmmhmwm'&mnmmmmmw
representathve cortacts the Cusiomer to begin service. Kronos utlizes s priorly based suppart focus. Custorners with
the most critical request will be serviced in accordance with the following guidelines: |

¢ B, WFL Soss
High 1 hour
Medium 4 hours
Low 8 hours

The above are only guidelines end may be modified, for a particulsr incident, based on : batween
Customer and Kronos, et the

Critical Outages

mw&mwlmmummnmwmpmmmmamm
development of 2 workaround or problem resolution, mmmmmmmmm e
mmmmammmmmmm&mmmu*m Sunport

outside the scope of the services agreesment is bilisbla,

Technical Escatation




Docusign Envetope 1D TE1DFDAY-ESES-4A7C-AUSB-598F9868CLYE

SMILO1B Buppor Polizis end Sanices [ Keaos
mmmmsarmwmmmmmuhmm

and staffed by Suppart Engineers covering the full spectrum of skl sets and tachnical expertise. The Tearns are
Wﬂhmmmﬂnamwﬂmmmammummﬁymmw ensure the

Mmememmﬁmmmmmthm
assistance and technical guidance when necessary and/or dirsctly escalate on ‘

e ¢ depending on case soverity 8nd time bo
forsmummmmmuemanmmuammwhemmmmwmafmm
co-ordination. The Account Manager remains engagad until the siluation hes been successfully remedisted,

Management Escalation

Customers may, 8t &y time, 8sk to speak to a Kronos marsager If they experience dissatisfaction with the level of
saivice received with respect 1o a specific case or seivice in general, To contscta Kronos Global Support manages,
please teiephone your Kronos Support Sesvices center and ask to spesk 10 2 manager. Phons numbers are listed on
the Kronos Cormmuntly &t hilps:/iconymuilly. kioiins.com/s/stticleAs36 1 000000ACOAAGKE ] 3183,

Technical Account Manager (TAM) Support Service

Additional shiel fees apply. The TAM ls a seasoned service professional that will draw upon a vast knowledige of
Kronos producis and services to provide you with proactive, consultstive expertise. f selected a TAM Is avaliable 24
hours perdy, 7 days per week. TAM customers can designate 5 named condacts,

Search

The Global Search on Kronos Commaumnity searches for the following dats types® and the Topics area provides Basic
wmmmm&.

* Knowtedgs base

« Documentstion (Manuais and User Guidss)

* Service relonses

* Groups

* Casts

* Technical Advisories and Technical lnsiders
Technical Advisories

Kronos Global Support Center personnel are a ¢aluable source of knowledge and experience. That's why we give you
access o the seme vast reposiiories of information that they use. You have access to these technice] alerts eated on
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the Kronos Commumity. Please sign up for Alert Groups in the Kronas Communtly to get notified of elaase .
technival advisories and otfver important product information, e i

Leaming Quick Tips

aiuytuamwmwmmmmmummummm These training
mmmmnmmnwmmummmummmm@mm ;lmem

HR and Payroll Answerforce

Mandmehhsmmmmmm&ammmm
professionals. &mnmmmwmmmmmmmmmmm
mmmmmmmmemmManmemm
benefits, compensation, employment and regutstory information directly 1o your deskop, -

Interactive Forms

Maumsmmmmmmmmmudmmmmm&wmmmu
mmmvwmmﬂumm.mwmmemmmmwm
Service Releasss

Workiorce Certral SaaS entities customers 1o the latest avaliable product version upgrades, updates and
mmammmmmmmwmmmmmww
your ivestmant Is where our coverage for you begins as you emberk on your joumey toincreased knowledge and
improved business performance.
mmmmmhuﬂmemmmmu@ﬁmumm
the Workforce Payroli™ module. For many products, the ltest support relesses (service relesses) of legisiative
updates re posted on the Kronos Community. Plaase sign up for Alert Groups on the Kronos Commiundy fo get
notified of the relasse of new senvice relessss.

Knowiedge Base )
Accessed by our customers thousands of times per month, this onfine detabese cusrently contains thousands of
answers to questions sbout Kronos products. Type in 2 question end the knowladgs base suggasis a soktion. t is
tightly Integrated with our Globel Support case manegament system and caphures the reak-world experience of o
WW.TMMM&WWMMWWWWMW
new situstions, they can sutomatically submit new solutions 1o the knowledge base. '

Case management

For your convenience, mmmmmmhwrmmmmmmmmm
help explein what you aré encountsring. Your case Is formally assigned @ number and subject 1o all the normal
hcﬁmanﬂmﬂkamdmhm@uummmmm.mﬂﬁmmamm
supporl canter, exciuding Kronos holidays. Should you require essistence outsids the described hours, pleagse
telephone your Kronos support center.

Documentation
Ondine access to documentation for most of Kronos® products, for example:
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« Configuration guldas
s User guides
* System edminisirators guldes

Groups

Groups provide 8 thigus opportunily to connect with other Kronos customers and to benefit from thelr real-worid
expesiences. Organized by product platform, industry and specisl interests, Groups aliow you to post questions or
mmmmﬁe‘sqmmAMmemmmm'mmmm
mmmmmmdon how groups have heiped them gain a broader understending of how to leverage thelr Kronos
applical

Remote Support

AMWWMMM'bWWMMer
representatives to remntely view your comparter, aymmmmmmmmmmmm
Wmmmmmmmmmmmmmmmmﬂmmm

mutual mouse and keyboard control and whiteboard capability,

Palicies — On Premise | Software Services — On Premise | Equipment Services |
pm-wmmmsmmm~mmu

Software Services ~ Cloud Hosting

Prociuct Coverags

For each Installation, Customers must purchass the same sofiware support service type for sl software and must
purchase the same equipment support servica type for all equipment of the same type. The latest Supportad Product
List is avaliable at htipsJ/fcommunity.kronos.comisiarticiaHon To-Find-Support- information.-for-your -Kranos-
Produyct. Fisase nole: you must bs logged into the Kronos Communtly to acoess this B

Worldorce Centrel sufte

Kronios only provides service releases for the curvent relsase and the two immediately prior releases of the Sofiware.
W currently publish new releases every iwelve to elghteen months, Resolution of an sue may require that you
upgrede to the currant relsase of the Software,

For Workforce Payrofl, when service releases are no longer provided Kronos will provide two quarterly legisistive
updates to provide you with additional time to upgrade. .

Workiorce Ansivtics (WFAN) — supported coraponents include:
All procedures and Databasa Objects associsted with the Workforce Analytics datebases,
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Support Discontinuance — End of Service Life

Kronos may discontinue support for the Safiware upon 30 days writien notice to Custorner, or at the anniversary date
ofmmnmmmmmmmimmmmnmmmmmmemmw
future involoes,

Relnstatement of Support Services
mmmmnmmmmmmmammwmmmmmmmm
m.:nmmmm,ammmwmmmWMmmm.mmmmmn
wmnmmammmmwwmwmmfwmmmmnum
mamaowamwwwmﬁmmmwmwmwmm, phss twenly per

cent (20%) of the suppornt services fees,

Service Coverage Period
mmlmzmmmmmmmmmmmmw

For all other issues support & provided in accordance with the purchased software and equipment support level,
Local* business hours, mmnm@may.mmmmmmmm'mm
M—Mmmmmmmmmwmmumﬂchmm«

Coverage at your locstion.
Suppont Services groups:
Australia 8:00 a.m. - 8:00 p.m. local time
Canada 8:00 2.m. - 8:00 p.m. local time
China 8:00 a.m. - 8:00 p.m. local time
India 9:00 a.m. - 6:00 p.m. local time
Mexico 9:00 a.m. - 6:00 p.m, Mexdco Central Standard Time
UK 8:00 a.m. -8:00 p.m. UK time

us 8:00 a.m. - 8:00 p.m. local time
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24 hours o day, savendays 2 week, 365 days 8 year, with access to Kronos* technics! support stafl— Platimum o
Platinum Plus Support

Priority Based Support

Kronas provides support an a “priority” basis. As such, cusiomers with the mast critical request(s) will be sendced
first. Kronos Global Support hes set up the foflowing guidelines to assess the priority of each service request:

High Priority: A critical customer lssue with no evaliable workaround where the system or a module may be down,
experiencing major system degradetion, mm«mwmmmmmwuw
able to process thelr payroll such as:

+ Unable i sign-off Time Cards
+ Totels are no! accurate
= Unable to collect punches from terminals
+ Unabie to access a critical apphication function such as scheduling
* Cloud outage
No workaround Is avallsbie.
Madhem Priorty: A serious customer issue which impacts sbility to utilize the product effectively suchas:

* Intermittent or Inconsistent functionality results or data accuracy - accrusl batances not matching pay codes but
balances are accurate

= Daladisplay Inaccuracies of Inconsistencies across multipie tasks
» System performance is inconsistent or Suctuates
Aworkaround is avallable.
Low Priorfly: Non-critical problem generally Use and Usabillty Issues and or "how to” questions such as: ,
* Howdo | set up & holiday pay rule?
* Howdof pun a report?
Aworkaround is avallable on the Kronos Community,

Response Time

Response time shall mean from the time the case priority is set by Kronos® Support Center until a Kronos suppast
representative contacts the Customer to begin service. Kronos uliitzes a priorly based support focus. Cusiomers with
the most critical request will be serviced in accordance with the following guldelines:
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I ritad Flariye.

High 2 hours 1 hour

Medium 4 hours 4 hours

Low 8 hours 8 hours

All response times &re business hours,

The above sre only guidelines and may be modified, for a particuiar incldent, based on agreement hetween
Customey and Krenos, o .

€.8. Ifa Gold supporl cusiomer's case ks logged at 4:55 p.m,, loca! time, with a *Medium Priority” des Kronos
m:ﬁmwdbehm&ﬁﬁam.hﬂﬂmﬂwmmmmbnday-FMMGMWMML

Critical Outages

Kronas Global Support wil provide continuous effort on all high priority events through elthes b identification
devetopment of a workaround or problem resolution. ¥ this effort goes beyond normal mmfmmyhep.:d
to the after-hous tegm or to the mission critical support englneer on duty. mmmwmw
mmmmmmmmammmmmmm&mammm
period, Support oulside the scope of the services agreement is bilabls.

Technical Escalation

Our case resalution process Is a Team besed apprach structured around specific products of the Applieation suite
and stafied by Support Engineers covering the full spectrum of skill sets and techmicel expertise, The Teams are
mmmmdmwmmmmmmmamwMMamm eRsE
mrmammmmmmmmmmmmmmmmm
assistance andtechnica! guidance when necessary and/or directly escalete depending on case severity and time to
resolve considerstions,
Fomtuaﬂonsthalonntalnmﬁueumanmmumgarmybgasms@hmgaslmmamgm

communication regarding case resoiution status, ection pian development, resource Integration and impiementation
co-ordination. The Account Manager remains engaged until the situation hes been successfully remedisted,

Management Escalation
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Gold Support offers & very well-rounded support program. Included Is free access to mm&mm&m
am. to 8:00 p.m. local time, as well as the following entitiements roted beiwﬁﬂd&mmmmamwm
eption of upgrading to Gold Plus.

Search

{Avalluble to alf Support Agreement custorrers through the Kropos Community)
mwmmmmwmmmmumwmmmumm

and Advenced searching by product. =

» Knowledge bese
« Documentation (Manuals and User Guides)
+ Service releases
+» Groups
« Cases
* Technical Advisories and Technical insiderz
*Acoess 10 data sources ks fimited by type of support service.

Yechnicsl Adviserles

Kronos Global Support Center personnel are  valusble source of knowledge and experence. Tht's why we give you

socess to the séme vast repositories of information that they use, You have sccess i these technical slerts located on
the Kronos Community. M@:wﬁmmmmmmmumdmmam

technical advisaries end other kmportant prodkiction informstion, )

Learning Quick Tips
Enjoy the convenience of web-based, self-paced recorded treining modules for your Krenos appiication. Thess training

recordings ars short in durstion and you can take them arytime and anywhere that you have access 1o the web.,

MR and Payroll Answerforge

HR 2nd Payrail Answerforce enables you o facifitale communication between smployees, managers and HR

professionals. it provides managers and empioyees with current HR information they need to maks effective

mmmmmmmmmmmmmmmm

benefits, compenastion, employment and reguistory information directly to your deskiop,

intoractive Forms
mgmbammmmmmmwmwmm&mmmm
|mmmmmmmmmmumu;nmmunmmmmm

mw&mmmmmmpmm;wommmmmm
version upgrades, updstes and enhancements, end documentation relaassd during the egreement period, kom the
Kronos Community. mmimhMWerwmbmumoMmmmmm
intressed knowledge and improved business performance.

This servics feature entities you 1o the latest svallable product relsases, updetes/patches and legisistive updstes for
the Workiorce Payroll™ module. For many products, the istest support relseses (service relesses) of legisistive
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muammonmmwwm.mmwhmemMmmom :
notified of the release of new service releases. e

Knowindge Base
Accesset by our customsrs thousends of imes per month, this online mwmmthmg

answers to questions about Kronos products, Type In & qusestion and the knowledge base X
tightly integrated with our Globel Support cass mmsamammmmmwmm‘lhen:::s mamﬁu:ﬁ
suppor enginewrs. The knowlecgn base is constantly upciated. When ot support engineers encounter end resoive
new situstions, they can automatically submit new solutions to the knowledge base, '

For yourconventence, we give you direct Bccess fo 017 electronic case mansgement system, Mzke your own notes tp

heip explain whet you are encountering. Your case I formally assigned a number and subject {0 a the normai
mmmmmmm“mnmﬁmy,mhmmﬁmm
support center, excluding Kranos holidays. Should you mmmmmmmm

telephone your Kronas support center.
Documentation '
Online access to documentation for mast of Kronos' prducss, for example:

« Configuretion guides

+ Userguldes

» System adminlstrators guides

Groups
emmmamwmbmmmmmmmmmmw
experiences. Organized by product piatform, industry and special interests, Groups allow you fo post questions or
pm&mmmm&%mikmmpmwmm'mh‘mmm
mmaﬂdmhowmmmmwmmabmdmmmofmwmmm
applications.

A wesb-based Wmammmmmmmwmmww
representatives t remately view your computer. By connecting thiough the Intemet o via intranets and extranets
support representatives will work in real time with your users and quickly escatste 1 desiktop sharing which features
musual mouse and keyboard control and whitebozrd capability.

Par-event Software Sarvice

mmmmmmmmmmumm-ummw
your Support service or Customers without a Support Agreement on Active Product will be charged at the current

Kronos hourly rate.
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Monday-Friday

8:00 a.m.-5:00 p.m, 2
Monday-Thursday 4

5:01 p.m.-7:59 a.m..

Friday-Monday 8

§:01 p.m.-7:59 am. ’

Conditions:

1 Time billed Is minimum bilisbie hours and then one hour increments.

¢ Tha 8:00 a.m.- 5:00 p.m. minimum bifiabia hours apply to software support calls recelved prior t0 5:00 p.m. iocal
time Monday-Friday.

3 The response time for customers without a support agreement is within two business days,
4 Customers with a Support Agreement recelve a 50 percent reduction fram thi minimum amount of hours.
Per-event rates are not discountable.,

& KRONOS

mE

in ¥ = 5
©2003-2018, Kroacs Jnoorporated. Al rights recemved,
Seculy | Temmolse | Tradsmerks | Privecy Polcy




DocuSign Envelope ID: 1E1DFDA9-ESE6-4A7C-A05B-598F9868CDOF

¥ .

5MTRME mwmmhmmmmum

& KRONOS'

Il

Workforce Central Saa$ Tralning for Fixed Fes Implementations
WFC Saa$ for Learning Path Course Description Documents:

+ Timekepper 8
* Accruals vg
* Allendance v8
* {pave vh
*» Workioce Schedule: Heatihc are v
¢ Workfores Schedules CORE vB
* Worhiuiee Sthweduler eith @ Gl Maiager v
¢ AChIle] A8 facludad - - KMass
* Humsn Resowices v8
+ PPayroll vB
« Wukionee dinlytic g o8

v imekeanee
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s« Accruals vi
 Atlencance v?
¢ Leavev?
¢ Scheciuier v7
* Activities v7 - Included with KPASS
* Human Resources vy
* Peyrollv7
« Knowledge Pass Dalasheet
+ Timekeeper v6.3
v Accruals v6,3
¢ Attendence v6.3
*+ leave v6.3
* Human Resources v6.3
» Payrolive.3
» knowledpe Pass Datasheel
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