State of West Virginia

: DCepartment of Administration
W25y Purchasing Division

?xy 2019 Washington Street East
Post Office Box 50130
Charleston, WV 25305-0130

BY ORDER

ALL STATE AGENCIES
AND POLITICAL SUBDIVISIONS
VARIOUS LOCALES AS INDICATED

PO BOX 75

MAN WV

*930020612 01
ADVANCED INTEGRATION GROUP INC

25635

304-583-6319

Purchase Order

.. 'PURCHASE'ORDER NO.: i~
TEMP0O4C

CORRECT PURCHASE ORDER NUMBER
MUST APPEAR ON ALL PACKAGES,
INVOICES, AND SHIPPING PAPERS.
QUESTIONS CONCERNING THIS PUR-
CHASE ORDER SHOULD BE DIRECTED
TO THE BUYER AS NOTED BELOW

SEE REVERSE SIDE FOR
TERMS AND CONDITIONS
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GENERAL TERMS & COHNDBITIONS
PURCHASE ORDER/CONTRACT

ACCEPTANCE: Seller shall be bound by this order and its terms and conditions upon receipt of
acceptance of this order.

APPLICABLE LAW: The laws of the State of West Virginia and the Legisiative Rujes of the
Purchasing Division shall govern all rights and duties under the Contract, including withoutlfimitation the
validity of this Purchase Order/Contract.

NON-FUNDING: All services performed or goods delivered under State Purchase Orders/Contracis
are to be continued for the terms of the Purchase Order/Contract, contingent upon funds being
appropriated by the Legisiature or otherwise being made available. In the event funds are not
appropriated or otherwise available for these services or goods, this Purchase Order/Contract
becomes void and of no effect after June 30.

COMPLIANCE: Sellershallcomplywithall Federal, State and local laws, regulations and ordinances
including, but not limited to, the prevailing wage rates of the WV Division of Labor.
WMODIFICATIONS: This writing is the parties final expression of intent. No modification of this order
shali be biﬁcﬁiag:uﬁiess agreed to in writing by the Suyer. o :

ASSIGNMENT: Naither this Order nor any manies due, or to become duie hereunder may be assigned
by the Seiler withoutthe Buyer's consent.

WARRANTY: The Seller exprassly warrants that the goods and/or services covered by this Crderwill,
[al conform to the specifications, drawings, samples or other description furnished or specified by the
Buyer; [b] be merchantable and it for the purpose intended; and/or [c] be free from defectin material
andworkmanship.

CANCELLATION: The Director of Purchasing may cancel any Purchase Crder/Contract upon 30
days written notice to the Seller.

SHIPPING, BILLING & PRICES: Prices are those stated in this order. No price increase wili be
accepted without written authority from the Buyer. All goods or services shall be shipped on or before
the date specified in this Order.

LATE PAYMENTS: Payments may only be made after the delivery of goods or services. interestmay
be paid on late payments in accordance with the West Virginia Code.

. TAXES: The State of West Virginia is exempt from Federal and State taxes and wiil not pay or

reimbursa suchiaxes.

RENEWAL: Anyreference to automatic renewalis hereby deleted. The Contractmaybe renswead only
upon mutual written agreement of the parties.

BANKRUPTCY: in the event the vendor/contractor files for bankruptey protection, this Contract is
automatically null and void, and is terminated without further order.

HIPASA BUSINESS ASSQCIATE ADDENDUM: The West Virginia State Government HIPAA
Business Associate Addendum (BAA), approved by the Attorney General, and available onlins atthe
Purchasing Division’s web site (hitp:fiwww.state. wv.usladmin/purchasefvre/hipaa.him) ishereby
made part of the agresment. Provided that, the Agency meets the definition of a Covered Entity (45
CFR§160.103) and will be disclosing Protected Health Information (45 CFR §160.103) to the vendor.

Rev. 10/48104
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WV STATE GOV ME
HIPAA BUSINESS ASSOCIATE STATEWIDE CONTRACT ADDENDUM

Rp—

This Hashh Insurance Portability and Accountability Act of 1996 (hereafter, “HIPAAT) Business
Associate Addendum ("Addendum”™} supplemerts end is made a parl of the Agreement (CAgreement’) by
and between the West Virginia Department of Administration, Purchdsing Division, on behalf of all state
agencies executing 2 release order to the underlying coniract to which this Addendum is appended
(CAgency™), and the statewide contract vendor, the Business Associate (“Associate”), and is effective as of
the date of the Release Order exesufed by the Agency to participate in the statewlde contract.

o R N TR |

Wharezs the parties have a business relationship; and

Whersss It is desirable, in order to further the continued efficient operations of Agency to disclose
to jts Associate certain information which mey contain confidential Individuslly Identifiable heslith
information (hereefter, Pivtected Health information or PHI); and

Whereas, 1t is the desire of both parties that the confidentiality of the PH! disclosed hereunder be
maintained and treated in accordance with all applicabie laws relsting fo confidentiality, inciuding the
Privacy and Security Rules, and the parties do agree to at all times treat the PHI and interpret this
Addendurn consistently with that desire.

NOW THEREFORE; the parties agree that in consideration of the mutusal promises herein, in the
Agreement; and of the exchange of PH! hereunder that:

1. Definitions,

a. Terms used, but not otherwise defined, In this Addendum shall have the same
meaning as those terms in the Privacy and Security Rules.

b, Privacy Rule, Privacy Rule means the Standards for Privacy of Individually
Identifigble Health Inforrmation found at 45 CFR Parts 160 and Part 164, Subparts A and E, a5 amended,

c. Security Rule. Security Rule means the Standards for the security of electronic
protected health information found at 45 CFR Part 184, Subpart C, as amended.

2. PHI Disclosed; Permitted Uses,

a, PHI Described, PHI disclosed by the Agency to the Business Assoclate, PHI
created by the Business Assocliate on behalf of the Agency, and PHI received by the Business Associate
from a third party on behalf of the Agency are disclosable under this Addendum. The disclosable PHI is
limited to the minimum necessary to complete the iasks, or 1o provide the services, associated with the
terrns of the original contract.

b. Purposes. Except as ctherwise limited in this Addendum, Associate may use or
disclose the PHI on behalf of, or to provide services to, Agency for the purposes necessary to complete

the tasks, or provide the services, associated with, and required by the temrms of the orginal contract, if
such use or disclosure of the PHI would not viojate the Privacy or Security Rules or applicabie state law if
done by Agency or violate the minimum necessary policies and procedures of the Agency.
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3. Obligations of Business Associate,

a, Stated Purposes Only, The PHI may not be used by the Associate for any

purpose other than stated in this Addendum or as required by [aw.

b. Limited Disclosure. The PH} is confidential and will not be disclosed by the
Assodciate gther than as required by this Addendum or by law.

c. Safeguards. The Associete will use appropriate safeguards fo prevent use of
disclosure of the PHI except as provided for in this Addendum. This shall Include, but not be limited to:

(i) Limitation of the groups of its employees or agents to whom the PH! is disclosed
to those reasonably required to accomplish the purpeses stated in this Addendum, and the use and
disclosure of the minimum PH! necessary;

(ily Appropriate nofificalion and training of its emiployees or agents to whom the PHI
will be disclosed in order to protect the PH! from unauthorized disclosure;

e (iify Maintenance of a comprehensive written PHI privacy and security program that
includes administrative, technical end physical safeguards appropriate to the size, nature, scope and
complexity of the Associste's operations.

d. Compliance With Law. The Assoclate will not use or disclose the PHI in a
manner in violation of existing law and specifically not in violation of laws relating to confidentiaglity of PHI,
incluging but not limited to, the Privacy and Security Rules.

e, Report of Disclosure. The Associate will promptly report to the Agency, in
writing, any use or disclosure of the PHI not provided for by this Addendum of which it becomes aware.
f. Mitigation. Associate agrees fo mitigate, to the extent practicable, any harmful

effect that is known to Associate of & use or disciosure of the PHI by Associate in violation of the
requirements of this Addendum.

g. Documentation. Associgie agrees to document disclosures of the PHI and
information related to such disclosures as would be required for Agency to respond to a request by an
Individiial for en accounting of disclosures of PHI in accordance with 45 CFR §§ 164.528 and 164.316.
This should include & process that aliows for an accounting 10 be collected and maintsined by Associate
and its agents or subcontractors for at [east six (B) years from the date of disclosure, or longer if required
by state law, At a minimum, such PHI shall include: (i) the date of disclosure; (i} the neme of the entity or
person who received the PHI, and If known, the address of the enlity or person; (i) a brief description of
the PHI disclosed; and (iv) & brief statement of purposes of 1he disclosure that reesonably informs the
Individuel of the basis for the disclosure, or a copy of the Individual's authorizetion, or & copy of the
written reguest for disclosure.

h. Accounting Rights, Within ten (10) days of notice of a request for an accounting
of disclosures of the PHI, Associate and its agents or subcontractors shall make avafiable to Agency the
PHI required to provide an eccounting of disclosures 1o enable Agency ‘o fulfill its chiigations under the
Privacy Rulg, inciuding, but not limited to, 45 CFR § ,164.528,

L. Access to PHL. Associate shall make the PHI mainteired by Associstie or its
agents or subcontracters in Designated Record Sets avallable to Agency for Inspection and copying
within ten (10) days of 8 request by Agency to enable Agency to fulfill its obligations under the Privacy
Rule, including, bui not firited to, 45 CFR § 184.524.

] I8 Amendment of PHJ, Within ten (10} days of receipt of a reguest from Agency for
an amendment of the PHI or 2 record abouf an individual contained in & Designated Record Set,
Associate or its agents or subcontractors shall make such PHi available to Agency for emendment and
incorporate any such amendment to enable Agency o fulfill iis obligations under the Privacy Rule,

-inchiding, but not fimited to, 45 CFR § 184.526.
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k. Retention of PHI, Notwithstanding section 4.a. of this Addendum, Associate and
its subcontractors or agents shell retain all PHI pursutant to stete end federal law and shall continue to
maintain the PHI required under Section 3.g. of this Addendum for a period of six (6) years after

termingtion of the Agreement, or longer If required under state {aw.

L Agents, Subcontractors Compliance, The Associate will ensure that any of iis
agents, including any subcontractors, to whom It provides any of the PH! it receives hereunder, or to
whom it provides any PHI which the Associate creates or receives on behalf of the Agency, agree to the

restricions and conditions which apply to the Assaclate hereunder.

m. Amendments, The Associate shall make available o the specific Individual to
whom it applies any PHI: make such PHI avallable for amendment; and make available the PHI required
to provide an accounting of disclosures, all to the extent required by 45 CFR §§ 164 524, 164.526, and

164.528 respectively.

n. Federal Access, The Associate shall meke its intemal practices books, and
records relating to the use and disclosure of PHI received from, or creafed or received by the Assotiste
on behalf ofthe Agency avallable to the U.S. Secretary of Health and Humen Services consistent with 45

CFR § 164.504.

4. Termination.

g, Duties at Termination. Upon any termination of this Addendum, if feesible, the
Associate shall return or destroy ell PHI received from, or created or recejved by the Assogiate on behalf
of the Agency that the Associate still mainteins in any form and retain no copies of such PHI or, If such
return or destruction is not feasible, the Assoclate shall exdend the protections of this Addendum to the
PHt end limit further uses and disclosures to the purposes that make the retumn or destruction of the PHI
infessible. This shell also epply to all egents and subtontractors of Associate. The duty of the Associate
and its agents and subcontractors to assist the Agency with any HIPAA required accounting of

disclosures survives the termination of this Addendum.

b. Termination For Cause. Agency may femminate this Addendum If at any time It
determines that the Associete has violated & material term of the Addendum. Agency may, at its sole
discretion, aliow Associate a reasonable period of time to cure the materal breach before termination,

_ . Survival. The respective rights and obligations of Associate under Section 3 k. of
this Addendum shell survive the termination of this Addendum.

8. General Provisions/Ownership of PHI,

a. Retention of Ownership. Ownership of the PHI resides with the Agency and is
to be retumed on demand.

b, Secondary PHI, Any data or PH| generated from the PHI disclosed hereunder
which would permit identification of an Individual must be held confidentisl end s also the property of

Agency.

c. Electronic Transmission. Except as permitted by law or this Addendum, the
PHI or any data generated from the PHI which would penmnit identification of an individual must not be
transmitted Io enother party by electronic or other means for additional uses not authorized by this
Addendum or to another contractor, or allied sgency, or effiliate without prior written approval of Agency.

d, No Sales. Reports or data containing the PHI may not be sold without Agency's
or the affected Individual's written consent.
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e. No Third-Party Beneficiaries. Nothing express or implied in this Addendum s
intended to confer, nor shall anything herein confer, upon any person other than Agency, Associate and
their respective successors or assigns, any rights remedies, obligations or liabilities whatsoever,

f. Interpretation. The provisions of this Addendum shall prevail over any
provistons in the Agreement that may conflict or appsar inconsistent with any provisions in this
Addendum, The interpretation of this Addendum shall be made under the lews of the state of West

Vimginia.
Amendment. The parties agree thaf fo the extent necessary to comply with
applicable law they will agree to further amend this Addendum.

h. Additiona} Terms and Conditions. Additional discretionary terms may be
included in the release order or change order process.

i Applicabllity. If the Agency which executes the Release Order and Agreement
to participaie in the underlying statewide contract is not a HIPAA covered entity, per 45 CFR § 160.103,
or if the vendor does not use or disclose any PHI, this Addendum shall be null and void.

AGREED:
Name of Business Associate; %Uﬁ NCEQ ,./_/\/,‘Tabz’i?‘)ﬁdfg) GLIP oy -

Signature; W M 6"7'Q7 . L/
< LA
The: 28 {W

Date: “) /Z"b,/ Z’w‘f

Agency: David Tincher, Director, Purchesing Division, Department of Administration, on behalf of all state
agencies executirlg a release order to the underlying contract to which this Addendum is appended.

Signature: . Qo &Rx \m&\

N \ .
Title: Qﬂm m\\k LA
Date: (\‘\}m 2O _DDOX

APPROVED AS TO FORM PRIOR TO

NOWLEDGEMENT THEREQF, THIS
..Z_% day of 200}-/
DARRELL V, McERAW, JFo

ATTORNEY G -
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5 State of West Virginia ﬁ PURCHASE ORDER NO.
;i:% Department of Administration PurChase Order TEMPO4C

, ;;E Purchasing Division

pevy § 2019 Washington Street East
Post Office Box 50130
Charleston, WV 25305-0130

CORRECT PURCHASE ORDER NUMBER
MUST APPEAR ON ALL PACKAGES,
INVOICES, AND SHIPPING PAPERS
QUESTIONS CONCERNING THIS PUR-
CHASE ORDER SHOULD BE DIRECTED
TO THE BUYER AS NOTED BELOW

ALL STATE AGENCIES
AND POLITICAL SUBDIVISIONS

VARIOUS LOCALES AS INDICATED
BY ORDER SEE REVERSE SIDE FOR
TERMS AND CONDITIONS

*#930090612 01 304-583-6319
ADVANCED INTEGRATION GROUP INC ALL, STATE AGENCIES
AND POLITICAL SUBDIVISIONS

PO BOX 75 i
: VARIOUS LOCALES AS INDICATED

MAN WV 25635 BY ORDER

NET 30 251871998
REIGHT TERMS

DESTINATION PREPAID MUL-MUL

VENDOR ITEM NO. . e S AMOUNT -
“ITEM NUMBER s o UNITPRICE, - l RRERS AMQUNT
RECEIPT TICKET |[FOR PURCHASE ORDER: TEMP04C
LINE|CATNO ITEM NUMBER DESCRIPTION QTY DATE
0001 946-10~-01-001 TEMPORARY EMPLOYEE SERVICES

DATE

SIGNA[IURE

IF APPROVAL AS TO FORM IS REQUIRED BY ATTORNEY GENERAL, CHECK HERE [J

BY
Ay ORNEY GENERAL PURCHASING DIVISION AUTHORIZED SIGNATURE
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CENERAL TERMS & COMDITIONS
PURCHASE ORDER/CONTRACT

ACCEPTAMCE: Seller shall be bound by this order and its terms and conditions upon receipt of
accaptance of this order.

APPLICABLE LAW: The laws of the State of West Virginia and the Legislative Rujes of the
Purchasing Division shall govern allrights and duties under the Contract, including withoutiimitationthe
validity of this Purchase Order/Contract.

MNON-FUNDING: Allservices performad or goods delivered under State Purchase Orders/Contracts
are to be continued for the terms of the Purchase Order/Contract, contingent upon funds being
appropriated by the Legisiature or otherwise being made available. In the event funds are not
appropriated or otherwise available for these services or goods, this Purchase Order/Contract
becomas void and of no effect after June 30.

COMPLIANGE: Sellershall comply with all Federal, State and locallaws, regulations and ordinances
including, but not limited to, the prevailing wage rates of the WV Division of Labor.

MODIFICATIONS: This writing is the parties final expression of intent. No modification of this order
shall be binding unless agreed to in writing by the Buyer.

ASSIGNMENT: Neitherthis Order nor any:manies due, orto become due hereunder may be assigned

by the Sellerwithoutthe Buyer's consent.

WARRANTY: The Sellerexpressly warrants that the goods and/or services covered by this Orderwill
[a] conform to the specifications, drawings, samples or other description furnished or specified by the
Buyer, [b] be merchantable and fit for the purpose intended; and/or [c] be free from defectin material
andworkmanship

CANCELLATION: The Director of Purchasing may cancel any Purchase Order/Contract upon 30
days writtan notice o the Seller,

SHIPPING, BILLING & PRICES: Prices are those siated in this order. No price increase will be
accepted without written authority from the Buyer. All gouds or services shall be shipped on or before
the date specified in this Order.

5

. AYPAENTSE ngmanis may only be made after the delivery of goods or services Interestmay
be pRIFFEHRIE Balifiehts in accordance with the Wast Virginia Code.

TAXES: The Siate of Wesl Virginia is exempt from Federal and State taxes and will not pay or
reimbursa such{axes.

RENEWAL: Anyreferenceto automaticrenewalis hereby deleted. The Coniractmay berenewedonly
uporrotushwitieragrésiment of the pariies.

oY

BANKRUPTCY: In the event the vendor/contractor files for bankruptey protection, this Contract is
automatically null and void, and is terminated without furiher order.

HIPAA BUSINFSS ASBOCIATE ADDENDUM: The West Virginia State Government HIPAA
Business Associate Addendumn (BAA), aporoved by the Attorney General, and available online atthe
Purchasing Division's web site (hitp:/hvww state. wv.us/admin/purchaselvre/hipaa.him)is hereby
made part of the agreement. Provided that, the Agency meeis the definition of a Covered Enfity (45
CFR§160.103) and will be disciosing Protected Health Information (45 CFR §160.103) to the vendor.

Rev. 10/18/04
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