Department of Administration
Purchasing Dlvision

2019 Washington Street East
Post Office Box 50130
Charleston, WV 25305-0130

State of West Virginia
Master Agreement

CORRECT ORDER NUMBER MUST
APPEAR ON ALL PACKAGES, INVOICES,
AND SHIPPING PAPERS. QUESTIONS
CONCERNING THIS ORDER SHOULD BE
DIRECTED TO THE DEPARTMENT

Order Date: 03-03-2025 CONTACT.
Order Number: CMA 0212 0212 RECMGT22E 1 Procurement Folder: 1641371
Document Name: CMA 0212 RECMGT22E Reason for Modificatlon:
Document Description: Statewide Contract: Records Management Services EMERGENCY CONTRACT
Procurement Type: Statewide MA {Open End)
'Buyer Name:
Telephone:
Email:
Shipping Method: Best Way Effective Start Date: 2025-02-15
Free cn Board: FOB Dest, Freight Prepaid Effective End Date: 2026-02-14
~ VENDOR } DEPARTMENT CONTACT o
Vendor Customer Code: 000000126524 Requestor Name: Donna L Lipscomb
| IRON MOUNTAIN INCORPORATED Requestor Phone: {304) 558-5472

PO BOX 27128

NEW YORK NY 100877128
us

Vendor Contact Phone: 304-549-6423 Extenslon:

Discount Details:

Discount Allowed Discount Percentage Discount Days

Requestor Email:

donna.m.lipscomb@wv.gov

20255127

FILE LOCATION

#1 No 0.0000 0
#2  No
#3 No
#4 . No
INVOICE TO SHIP TO
VARIQUS AGENCY LOCATIONS STATE OF WEST VIRGINIA
AS INDICATED BY ORDER VARIOUS LOCATIONS AS INDICATED BY ORDER
No City WV 99999 No City Wy 99999
us

RSN

Purchasing Division’s File Gopy

/1A 03/0(/ 20 l

4

_ Total Ordor Amount: |
RETURMED TO BUYER
PDATE: MAR 2 0 2025

T T N v W—" i —— . S —————

Open End

[l

PURCHASING DIVIS)

DATE:
ELECTRONIC SIGNATURE ON FIL

R ENEX

D

ELERTRONIC SIGNATURE O

AL AS TO FORM

Ewemn
DATE: v 19 <25

ELECTRONIC SIGNATURE ON FILE

%y
Aakes

Date Printed:  Mar3, 2025 Order Number: CMA 0212 0212 RECMGT22E 1

Page: 1 FORM ID: WV-PRC-CMA-002 2020/01



Extended Description: L
EMERGENCY. STATEWIDE CONTRACT: Records Management Services:

This Purchase Order constitdté_s the acceptance of Conlract made by and between the State of West Virginia by the Purchasing Diréctor for the agency, The West
- Virginia Office of Technology-and the Vendor, IRON MOUNTAIN INCORPQRATED dba IRON MOUNTAIN. This open-end contract provides Record Management
Services per the Vendor's letter of agreement dated 02/28/2025, the specificafionis, terms and conditions of original Contract RECMGT22 dated 02/15/2022, and

subsequent Change Orders 10 the same incorporated herein by reference and made apart hereof and attached hereto.
Effective Dates: 021 5/202_5 - 0211412026

Renewals: Remaining: (2) Years
Eiépulion of thisragréér'nent by the Purchasing Director or his designee, constitutes acceptance by thpsé ;Sarliéé of the Terms and Conditions centained in the
aftached documents and binds the Vendor whose signature appears therein. ’ ’

Line. . Commodity Code Manufacturer . Modal No T unit ‘ . - Unit Price

1 .0 ' 78131804 _ L o LS " . 0.000000 .. .

L Servic From'.. .°  ServiceTo . . . - . ‘ . Service Contract Amount '
— ' — = o0

Commodity Line Déscript’l_o:n: - :Recdrds Management Services

Extended Description:
See EXHIBIT_B for Contract Pricing

Date Printed:  Mar 3, 2025 Order Number: CMA 0212 0212 RECMGT22E 1 Page: 2 . FORM ID: WV-PRC-CMA:002 2020/01.




. IRON

L\ MOUNTAIN®

February 28, 2025

Exhibit B- Pricing Page

Records Management - Offsite Storage and Destruction

Reference: SLED0004995 )
This pricing is based on a 1-year period of performance (with two 1-year optional renewal terms)

Moira Callagha

Commodity Line Description Unitof Estimated | Unit _
Number Measure Monthly Price '
. ' . Quantitv L
Contract Item #1: Storage
521 Menthly cost ber cubic fbot for storage at the f_a'CiIify Per Cubic Fo&t Approx. $O.2;/3
' . ’ : 63000 CF
(as of 14 FEB 2025)

Contract ltem #2A: New Boxes
5.2.2 New empty boxes given tb Agency for storage of new | Per Box Uncertain $1.95

records (please clarify if the boxes will include the '

charge for RFID tags) ) i '
Contract ltem #28: RFID Tags

.| Radio Frequency ldentification ("RFID"). RFID fags _ -

523 come with a chip that has a unigue RFID transponder | Each Uncertain $0.309

number that represents your customer SKP box
number printed on the tag..When conducting an
audit, the RFID ready picks up the box number
automatically. ’

Contract ltem #3: Pickup (New Records)

Use or disclosure of data contained in this page is subject to the restriction on the title page of this submission.




D - - : : 30
524 o Cost to pick up new records at Agency focation Per Cubic Foot | 100 B
Contract Item #4: Indexing/Induction (New Records)
525 . Cost to index new boxes.- Receiving and Entry Per Cub:ig foot | 500 30
e S " o L and trip charge | - )
Contract ltem #5: Retriev'a-I‘IDeI'i\'rery (Agency Location)
.- o c . , : $1.90
5.286 _ Cost for delivery of stored boxes to the Agency's Per Cubic Foot | 125 :
‘ location ’
‘Contract ltem #6: Retrieval and Delivery {Venc’ior_Loading Dock)
- - ’ - ' B ’ _ - C $1.90
527 Cost for Agency to pick up boxes at the Vendor's Per cubic foot | 125 per
loading dock (provide a per order max) and trip charge | business
.- R e . : - day .
Contract Item #7: Pickup and Return to Storage
5.28 Cost td pickup already indexed records at Agency's Percubicfoot | 125 :
: location and return them to storage : plus per trip )
Contract Item #8: Paper Destruction
5.2.9 Cost for destruction of paper records Per cubic foot | 500 $3. 15

Use or disclosure of data contained in this page is subject fo the restriction on the title-page of this submission.




Contract Item #9: Microfilm Destruction

5.2.10 Cost for destruction of microfilm (incineration) Per cubic foot

Contract ltem #10: Rg_cdrd;t_-; Transition (Transfer to a state-owned or another vendo}'s faié_ility) .

Cost for Viendor to perform bulk transfer of récords to
a state-owned or another vendor's facility at an

. Per Cubic Foot $5.89_
5.2.11 average rate of 1,500 cubic feet per week '

' Any sefvice or supply requesred that is not hsted n thrs pricing schedule wm' not be serwced Services can be quoted upon request and
a Statement of Work will be drafted for the requested work.

This quote is only valid for acceptance by Customer for a period of ninety (90} calendar days from February 28, 2025
Any confract modification resul‘trng from this quate is subject to the Terms and Conditions of the State of West Virginia Master Agreement CMA 0212 . -

RECMGT22 befween the State of West V.vrgrma {“Customer’) and iron Mouhtain information Management, LLC (“iron, Mountain®), dated February 14, 2022
and any Amendmenis therero Any addrtrona! or dm‘erent Customer terms and oondmons must be approved in writing by Iron Mountam

Ty —T——
i Log bt
“4,,1_.,
CXriscinnt) Jehilag COUMCLY M.
g -
B, Servipm
Qu. feoey 11 ez

Use or disclosure of data contained in this page is subject to the restriction on the title page of this submission.




Departmant of Adminlstration
Purchasing Divislon

2018 Wash!ngton Street East
Post Office Box 50130
Charleston, WV 253050130

State of Waest Virginia
Master Agreement

Order Date: 01-18-2024

CORRECT ORDER NUMBER MUST
APPEAR ON ALL PACKAGES, INVOICES,
AND SHIPPING PAPERS. QUESTIONS
CONCERNING THIS ORDER SHOULD BE
DIRECTED TO THE DEPARTMENT
CONTACT.

Order Number: CMA 0212 0212 RECMGT22 3

Procurement Folder: 1005131

Document Name: CO#2: CMA 0212 RECMGTZ22

Reason for ModHication:

Document Description:

Statewlde Contract: Records Management Services

Change Order No. 02: To Renew Contract.

Procurement Type: Statewide MA (Open End)
Buyar Name: '
Telephone:
Emali:
Shipping Method: Bast Way Effactive Start Date: 2022-02-15
Frea on Board: FOB Daest, Freight Prepsid Effective End Date: 2025-02-14
S VENDOR DEPARTMENT CONTACT o
Vandor Customer Code: 000000126524 Requestor Name: DonnalL Upscomb
IRON MOUNTAIN INCORPORATED Requestor Phona:  (304) 558-5472
PO BOX 27128 '| Requestor Emall: donna.m.lipscomb@wv.gov
NEW YORK NY 100877128
us
Vendor Contact Phone: 304-346-8878 Extenslon:
Discount Detalls:
" Discount Allowed  Discount Percentage Discount Days
# No 0.0000 0 FILE Locmou
2 No
#3 No
¥4 No
INVOICE TO - . _SHIPTO ]
VARIOUS AGENCY LOCATIONS STATE OF WEST VIRGINIA
AS INDICATED BY ORDER VARIOUS LOCATIONS AS INDICATED BY ORDER
No Clty WV 89989 No City Wv 99899
vs S% gﬁ
(e A ™Y
4 1 COPY [ Total Order Amount:| Open End}
ing Division’s File Gop
purchasing
" P . . AY .
RETURNED TO BUY ER
Mo o fnfzoy DATE: _ FEBO7 2004 .
PURCHASING DIV]SION AU 1ZATIO ATTORNEY GENERAL APPROVAL AS TO FORM

DATE: DATE!

ELECTRONIC SIGNATURE ON FILE

Vg,

ELacmglc snsnn‘rua%&

\cE csn‘nl@ﬂ N 1_\(

ELECTRONIC SIGNATURE ON F

Qs

Date Printsd:  Jan 18,2024 Order Numbarm CMA 0212 212 RECMGTZ2Z 3

Pogo: 1 FORM ID:; WV-PRC-CMA-002 2020/01




Extended Descrlption
DIRECT AWARD STATEWIDE CONTRACT: CHANGE ORDER

CHANGE ORDER No. 02 is Issuad for lhe following:

1. To renew the original contract according to all terms, conditfons, prices and speclﬂcatlons oomained in the original cantract Includlng alt authorlzad change orders.

Effective date of renéwal: 21 _5._’2024 lhml_:gh 2/14/2025.

* Renewal Years Remainirig: (0)

All provisions of the original Contract and subsequent Change Orders not modiiied herein shall remaln in full force and éﬂqcl.

:No cther changes. _ ' o -
iLine ' ' Commodity Code Manufacturer ModelNo Unit Unit Price
) 1 - 78131894 i LS ] 0.000000
' . Service From . Service To _Service COnu'act Amount
- - o 000
'Cdl_nmbdlty Line P‘*_Sélipliéﬁf Recards Management Services - o i
Extended | Doscriptlon'

See EXHIBIT B ‘for Contract Pcwmg

Date Printed:

Jan 18,2024 Grder Nimber: CMA 0212 0212 RECMGT22 3

Fage: 2

FORM ID: WV-PRC-CMA-002 2020/01




. MARKD.SCOTT _STATE OF WEST VIRGINIA DIRECTOR
CABINET SEGRETARY DEPARTMENT OF ADMINISTRATION A
PURCHASING DIVISION

2019 WASHINGTON STREET, EAST
CHARLESTON, WEST VIRGINIA '25305-0130

December 28, 2023

Ms. Theresa Pate, Senior Contracts Administrator
Tron Mountain Incorporated

1201 Freedom Road

Cranberry Twp, PA 16066

Subject: WV Statewide Contract No.: CMA 0212 RECMGT22 , Records Management and Off-Site Storage Services

DC&IMS P&te‘ :

The State of West Virgma is offering to renew the subject contract under the same terms, conditions and pricing. The
renewal dates are February 15, 2024 tlu'ough February 14,2025, If your company agrees to this renewal pleasc sign
below and retum all renewal documents via email to Mark. A Alkins@wv.goy.. o

We agree to renew the contract for the penod as stated above under the .mme terms and condmons in the ortgmal
purchase order zmd any change orders thereto. Digitally sgned by : .
Theresa  nieare

Theresa Pate - R - Pate - =« (Rnaoany | Sr, Conlracts Administrator, Public Sector

Pririf Name : Signature .- Tifle

111112024 _
qué a

. Please call if you have any quesﬁbnsf_

Best regards,

Aonl A e a7

Buyer Supervisor

‘West Virginia Department of Adm:mstratlon
Purchasing Division

2019 Washington Street, East

POB 50130

Charleston, WV 25305-0130

Phone: 304.558...2307
Fax: 304.558-4115
Email: Mark.A.Atkins@wv.gov




Department of AdmInistration State of West Virginla CORRECT ORDER NUMBER MUST
Purchasing Divislon APPEAR ON ALL PACKAGES, INVOICES,
2019 Washlngton Street East Master Agreement AND SHIPPING PAPERS. QUESTIONS
Post Office Box 50130 CONCERNING THIS ORDER SHOULD BE
Charleston, WV 25305-0130 DIRECTED TO THE DEPARTMENT
Order Date: 02-10-2023 CONTACT.
Order Number: CMA 0212 0212 RECMGT22 2 Procurement Folder: 1005131
Documant Name: CO#1: CMA 0212 RECMGT22 Reason for Modification:
Document Description: Statewide Contract: Records Management Sarvices '| Change Order No. 01: To Renew Contract and
update the dally box requiremeants.
Procurement Type: Statewide MA (Open End)
Buyer Neme: '
Telephone: .
Emall:
Shipping Method: Best Way Effoctive Start Date: 2022-02-15
Free on Board: FOB Dest, Frelght Prepald Effective End Date: 2024-02-14
- ' VENDOR - - DEPARTMENT CONTACT
Vandor Customer Code: 000000126524 Requestor Name: Donna L Lipscomb
IRON MOUNTAIN INCORPORATED Requostor Phone: (304) 558-5472
POBOX 27128 Requestor Emaill: denna.mlipscomb@wv.gov
NEW YORK NY 100877128
us
Vendor Contact Phone: 304-548-6423 Extonslon:
Discount Detinllis: 2 3
Discount Allowed  Discount Percentage  Dlscount Days FILE LOCATION
4l No 0.0000 0
#2 No
#3 No
#4 No
o INVOICETO . - SHIPTO o I
VARIOUS AGENCY LOCATIONS STATE OF WEST VIRGINIA
AS INDICATED BY ORDER VARIOUS LOCATIONS AS INDICATED BY ORDER
No City WV 99959 No City WV 99989
us us
[ Total Order Amount| Open End)
<jon's Eite CO N B
Purchasing Division's File GoPY EN] &.HEE

M a/m/ 2023,

PURCHASING DIV ATT GENEBAL APPROVAL AS TO FORM
DATE: %/ > 3| [oATE: %\ \"\t
ELECTRONIC SIGNATURE ON FILE ELECTRONIC SIGNATURE ON FILE

ENCUMBRANOE CER TION

e
- W e B4
JURE ON FILE

DATE: - Y
ELECTRONIC SIG/

Qi3

Date Printed:  Feb 10, 2023 Order Number: CMA 0212 0212 RECMGT22 2 Page:

FORM ID: WV-PRC-CMA-0D2 2020/01



Extended Description:
DIRECT AWARD STATEWIDE CONTRACT: CHANGE ORDER

CHANGE ORDER No.01: 1s issued for the fallowing:

1. To renew the original contract aceording to all terms, conditions, prices and spacifications contafned in the original contract including 2l authorized change orders.

2. To increase the daily amount of boxes the Vendor has agreed to for retrleving, pick-up, returning to storage, and destroying from 100 boxes daily to 125 boxes
daily, per the attached document renewal letter. ) -

Effactive date of renewal: 2/15/2023 through 21412024,
Renewal Years Remaining: {1 Year)

All provisions of the original Contract and subsequent Change Orders not modifted herein shall remain in full farce and effect.

No other changes. S ) e o o L
Time = . 7 7 'Commodity Gode Manufacturer TTMedelNe T 7 un B Unit Price il
T, . 7 saem I T i’ " 0000000 il
1l . _ .. __ _Service From __ Service Yo . o . __ Service Contract Amount. L ‘“

TR T ] 0.00 ' 1

" Commodity Line Description: Records Management Services

Extended Description:
" See EXHIBIT_B for Cantract Pricing

Dete Printed:  Feb 10,2023 OrderNumber: CMA 0212 0212 RECMGT22 2 . Page: 2 FORM ID: WV-PRC-CMA-0D2 2020/01



MARK D, SCOTT * STATE OF WEST VIRGINIA o
CABINETBECRETARY DEPARTMENT OF ADMINISTRATION mgmm
PURCHASING DIVISION
2019 WASHINGTON STREET, EAST
CHARLESTON WEST VIRGINIA 25305-01 30

Februa_ry 6, 2023

Ms. Theresa Pate, Sr. Contracts Administrator
Iron Mountain Incorporated

12901 Worldgate Drive, Suite 560

Herndon, Virginia 20170

Sub_;ect WV Statew1de Contract No.: CMA 0212 RECMGT22, Records Management and Off-Site Storage Semces B
(the “Statewncle Contract”)

Dear Ms. Pate:

The State of West Vlrglma is offermg to renew subject conn'act under the same terms, conditions and pncmg The
renewal dates are February 15, 2023 through February 14, 2024. If your company agrees to this renewa] please sign

below and return all renewal documents via emait to Mm@)mgx

We agree to renew the contract for the period as stated above under the same terms and condltwns in the ongmal
Statewide Contract and any amendments, addenda or change orders thereto, with the below exception in language at
the top of page 7 of Exhibit A, and in 5.2.6, 5.2.7, 5.2.8, and 5.2.9 thereof and in Exhibit B to Contract Items 5-8, by
chianging the daily amount of 100 boxes that the Vendor would commn‘ fo retrieving, pzckmg up and returning to starage
or destroying no more than 125 boxes per day in the aggregate across all customer agencies.

_Theresa [Digtalysenedty

. Theresa Pate Pate _,":;%j‘;ﬁff,ﬁ’ 8r. Conl:acts Adm[nlstrator Publlc Sector
Print Name Signature - Tide.
21772023 o | '
Date =
Please call if you have any questions. o . ' ITJ"';‘E"&:;;"”.;.?

Gt 0 fuming, Comed, Pl
Narns: Wt VA Ol o Ackei oadion.
e wixr

Very truly yours,

Mhark A 4

Buyer Superwsof o

CPPB
B

West Virginia Department of Administration
Purchasing Division

2019 Washington Street, East POB

50130

Charleston, WV 25305-0130

Phene: 304.558.2307
Fax: 304.558-4115

Email: Mark.A.Atkins@: wy.pov




Department of Adminlstration State of West Virginia CORRECT ORDER NUMBER MUST
Purchasing Division APPEAR ON ALL PACKAGES, INVOICES,
2019 Weshington Street East Master Ag reement AND SHIPPING PAPERS. QUESTIONS
Post Office Box 50130 o CONCERNING THIS ORDER SHOULD BE
Charteston, WV 253050130 DIRECTED TQ THE DEPARTMENT
Order Date: 02-14-2022 CONTACT.

Order Number: CMA 0212 0272 RECMGT22 1 Procurement Folder: 1005131

Document Name: CMA 0212 RECMGT22 Reason for Modification:

Document Description: Statewide Contract Records Management Services AWARD OF GSSD 0212 SWC0000000008

Original PF: 999776

Procurement Type: Statewide MA (Open End)

Buyer Name:

Telephone:

Emall:

Shipping Method: Best Way ) Effoctive Start Date: 2022-02-16

Free on Board: FOB Dest, Frelght Prepaid Effoctive End Date: 2023-02-14

]  VENDOR o ~ DEPARTMENT CONTACT | ]

Vender Customer Code: 000000126524 Requestor Name: Donna L Lipscomb

IRON MOUNTAIN INCORPORATED Reguestor Phone: (304) 558-5472

PO BOX 27128 Requestor Email: donnam.lipscomb@wv.gov

NEW YORK NY 100877128

us

Vendor Contact Phone: 304-549-6423 Extension:

Discount Detalls:

Discount Allowed  Discount Percentage  Dlscount Days ' -

# No 0.0000 D -

g2 MNo FILE LOCATION _

] No

#4 No

= INVOICETO _ ] __SHIPTO _

VARIOUS AGENCY LOCATIONS STATE OF WEST VIRGINIA

AS INDICATED BY ORDER VARIOUS LOCATIONS AS INDICATED BY ORDER

No City WV 99999 No City WV 59999

us
| Total Order Arnount:l Open End]

Purchasing Division's File Copy

ENTERED

é?ﬁ QD&UZQ& ar
PURCHASING DIV{SION AUTHORIZATION

IRCHASING ATTORNEY GENERAL APPROVAL AS TO FORM | [ENCUMBRANGE CERTIFICATI

O Con ' . y .
oate: | UAR~ d Il' '/3539"‘ pATES (" & L N DATE—— 17/
ELECTRONIC SIGNATURE ON FILE ELECTRONIC SIGNATURE ON-FILE =2y | |ELEcTRONMC §IGNATURE ON FILE

Date Printed:  Feb 14, 2022 Order Number:

CMA 0212 0212 RECMGT22 1

@i\u&goaé

FORM (D WV-PRC-CMA-002 2020/01




Extonded Description:
DIRECT AWARD STATEWIDE CONTRACT:

Records Managemsni Services:

The Vendor, tron Mountain Incorporated, agreas to enter with the State of West Virginia, Into an open-end statewida contract to provide Records Management
Servicas per the Direct Award Documentation Including the Vender's submitted proposal, incorporated hereln by reference and made apart hereol,

Effective Datas: February 15, 2022 - February 14, 2023

Line Commodity Code Manufacturer Model No Unlt Unit Price
1 " 78131804 ] ) LS 0.000000
Service From Service To R
Commodity Line Description:  Records Management Services
Extended Description:
Saa EXHIBIT_B for Contract Pricing
Page: 2 FORM ID; WV-PRC-CMA-002 2020/01

Date Printed:  Feb 14,2022 OrderNumber: CMA (212 0212 RECMGT22 1




_Document Storage Direct Award Contract
West Virginia Department of Administration, Office of Technology

This Contract is entered into by the West Virginia Department of Administration, Office of
Technology (hereinafier "State” or “Agency”) and Iron Mountain Information Management, LLC
(kereinafter “Iron Mountain™), (both referred to as "Parties") on the date identified as the
encumbrance date on the wvOASIS form preceding this Contract,

WHEREAS, Iron Mountain currently holds an emergency contract to store state records at
its facility that expires on January 31, 2022.

WHEREAS, the emergency contract did not contain a contract clause goveiming transition
to a subsequent successful bidder and the Parties were not able to establish acceptable
disentanglement provisions in a time period that would allow a transition to a new record
storage vendor.

WHEREAS, the Parties must establish a new contract to facilitate continued storage of
existing state records that includes acceptable provisions allowing for the transition of
stored records should such a transition be needed.

WHEREAS, the Parties must also establish reasonable box removal and delivery limits
during normal contract operations.

WHEREAS, there is not sufficient time to competitively bid for storage services of records
currently stored at Iron Mountain’s facility, negotiate acceptable contract provisions, and
transition to & new contract prior to the €mergency contract’s expiration.

The Parties agree as follows:

PERFORMANCE OBLIGATIONS: Iron Mountain will store state records duting the
term of this Contract and provide related storage services as more fully described in the
specifications attached hereto as Exhibit A and incorporated herein by reference.

PRICING; PAYMENT: The State will pay for records storage and related services as
shown on the attached Pricing Page attached hereto as Exhibit B and incorporated
herein by reference.

a. PRICING: The pricing set forth in Exhibit B is firm for the life of the Contract..

b. BENCHMARKING. Each year at Customer's request, the Parties will meet to
review Jron Mountain's Services and the pricing to ensure they remain competitive
with comparable service offerings and the pricing then available in the marketplace
for similar services and under similar tefms and profiles. Such reviews may include
competitive benchmarking, the use of comparative information available from
independent third parties (such as consultants and industry publications), and other
market-based information the Parties deem reasonably reliable and accurate. If the




review shows that pricing for a Service offered by Iron Mountain under this
Agreement is less favorable than the price or service leve! for comparable products
or services aveilable in the marketplace under similar terms and profiles, the Parties
will mutually agree in writing on pricing adjustments, which adjustments will be
made only on a going forward basis.

¢. PAYMENT IN ARREARS: Payments for goods/services will be made in arrears
only upon receipt of a proper invoice, detailing the goods/services provided or
receipt of the goods/services, whichever is later.

d. PAYMENT METHODS: Iron Mountain must accept payment by electronic funds
transfer and P-Card. (The State of West Virginia’s Purchasing Card program,
administered under contract by a banking institution, processes payment for goods
and services through state designated credit cards.)

e. TAXES: The Iron Mountain shall pay eny applicable seles, use, personal property
or any other taxes arising out of this Contract and the transactions contemplated
thereby. The State of West Virginia is exempt from federal and state taxes and will
not pay or reimburse such taxes.

f. ADDITIONAL FEES: Iron Mountain is not permitted to charge additional fees or
assess additional charges that are not included in the Contract. Requesting such
fees or charges be paid after the contract has been awarded may result in
cancellation of the contract.

3. CONTRACT TERM; RENEWAL; EXTENSION:

a. INITIAL CONTRACT TERM: This Contract becomes effective on the date listed
as the encumbrance date on the wvOASIS document, and the initial contract term
extends for one year thereafter.

b. RENEWAL TERM: This Contract may be renewed upon the mutual written
consent of the Parties, with approval of the Purchasing Division and the Attorney
General's office (Attorney General approval is as to form only). Any request for
renewal should be delivered to the Agency and then submitted to the Purchasing
Division thirty (30) days prior to the expiration date of the initial contract term or
appropriate renewal term. A Contract renewal shall be in accordance with the terms
and conditions of the original contract. Renewal of this Contract is limited to Two
(2) successive one (1) year periods or multiple renewal periods of less than one
year, provided that the multiple renewal periods do not exceed the total number of
months available in all renewal years combined. Automatic renewal of this Contract
is prohibited. Renewals must be approved by Iron Mountain, Agency, Purchasing
Division and Attorney General’s office (Attorney General approval is as to form
only)

c¢. DELIVERY ORDER LIMITATIONS: In the event that this contract permits




delivery orders, a delivery order may only be issued during the time this Contract
is in effect. Any delivery order issued within one year of the expiration of this
Contract shall be effective for one year from the date the delivery order is issued.
No delivery order may be extended beyond one year afier this Contract has expired.

of this contract on the date of encumbrance listed on the front page of the Award
Document,

d. AUTHORITY TO PROCEED: Iron Mountain is authorized to begin performance

EMERGENCY PURCHASES: The Purchasing Division Director may authorize the
Agency to purchase goods or services in the open market that Iron Mountain would
otherwise provide under this Contract if those goods or services are for immediate or
expedited delivery in an emergency. Emergencies shall include, but are not limited to,
delays in transportation or an unanticipated increase in the volume of work. An
emergency purchase in the open market, approved by the Purchasing Division Director,
shall not constitute of breach of this Contract and shall not entitle Iron Mountain to any
form of compensation or damages. This provision does riot excuse the State from
fulfilling its obligations under a One Time Purchase contract.

INSURANCE: Iron Mountain shail furnish proof of the insurance identified below and
must include the State as an additional insured on the General Liability. The insurance
coverages identified below must be maintained throughout the life of this contract,
Within two business days prior to the expiration of the insurance policies, Iron
Mountain shall provide the Agency with proof that the insurance mandated berein has
been continued. Iron Mountain must also provide Agency with immediate notice of any
changes in iis insurance policies, including but not limited to, policy cancelation, policy
reduction, or change in insurers.

Iron Mountain must maintdin:

a. Commercial General Liability Insurance in an amount of: $1,000,000 per
occurrence,

b. Automobile Liability Insurance in an amount of: $1,000,000 per occurrence.
c. Cyber Liability Insurance in an amount of: $3,000,000 per occurrence.

d. WORKERS’ COMPENSATION INSURANCE: Iron Mountain shall comply with
laws relating to workers compensation, shall maintain workers® compensation
insuranée when required, and shall fumnish proof of workers’ compensation
insurance upon request.

INDEMNIFICATION: The Vendor agrees to indemnify, defend and hold harmiess the
State and its Agencies, their officers, and employees from and against: 1) Any claims
or losses for services rendered by a subcontractor, person, firm performing or supplying
services, materials, or supplies in connection with the negligent performance of the




10.

11.

contract; 2) Any claims or losses resulting to any person or entity injured or damaged
by the negligent acts of the Vendor, its officers, employees, or subcontractors by the
publication, translation, reproduction, delivery, performance, use or disposition of any
data used under the contract in a manner not authorized by the contract, or by Federal
or State statutes or regulations; and 3) Any failure of the vendor, its officers, employees,
or subcontractors to observe State or Federa) law including, but not limited to labor and
wage and hour laws.

FUNDING: This Contract shall continue for the term stated herein, contingent upon
funds being appropriated by the Legislature or otherwise being made available. In the
event funds are not appropriated or otherwise made available, this Contract becomes
void and of no effect beginning on July 1 of the fiscal year for which funding has not
been appropriated or otherwise made avaitable. If that occurs, the State may notify Iron
Mountain that an alternative source of funding has been obtained and thereby avoid the
automatic termination. Non-appropriation of non-funding shall not be considered an
event of default. In the event that this contract expires, and Iron Mountain continues
to provide storage and records managemeént services in accordance with this contract
to the State of West Virginia, Iron Mountain may pursue a claim with the West Virginia
Claims Commission for payment for services rendered.

CANCELLATION: The Purchasing Division Director reserves the right to cancel this
Contract immediately upon written notice to the Iron Mountain if the materials or
workmanship supplied do not conform to the specifications contained in the Contract.
The Purchasing Division Director may also cancel any purchase or Contract upon 30
days written notice to Iron Mountain in accordance with West Virginia Code of State

Rules § 148-1-5.2.b.

TIME: Time is of the essence regarding all matters of time and performance in this
Contract.

APPLICABLE LAW: This Contract is governed by and interpreted under West
Virginia law without giving effect to its choice of law principles. Any information
provided in specification manuals, or any other source, verbal or written, which
contradicts or violates the West Virginia Constitution, West Virginia Code, or West

Virginia Code of State Rules is void and of no effect. '

COMPLIANCE WITH LAWS: Iron Mountain shall comply with all applicable féderal,
state, and local laws, regulations and ordinances. Iron Mountain acknowledges that it
has reviewed, understands, and will comply with ail applicable laws, regulations, and
ordinances,

a. SUBCONTRACTOR COMPLIANCE: lron Mountain shall notify all
subcontractors providing commaodities or services related to this Contract that as
subcontractors, they too are required to comply with all applicable laws,
regulations, and ordinances. Notification under this provision must occur prior to
the performance of any work under the contract by the subcontractor.
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MODIFICATIONS: This writing is the parties’ fial expression of intent.
Notwithstanding anything contained in this Contract to the contrary no modification of
this Contract shall be binding without mutual written consent of the Agency, and Iron
Mountain, with approval of the Purchasing Division and the Attorney General’s office
(Attorney General approval is as to form only). Any change to existing contracts that
adds work or changes contract cost, and were not included in the original contrect, must
be approved by the Purchasing Division and the Attomney General’s Office (as to form)
prior to the implementation of the change or commencement of work affected by the
change.

WAIVER: The failure of cither party to insist upon & strict performance of any of the
terms or pravision of this Contract, or to exercise any option, right, or remedy herein
contained, shall not be construed as a waiver or a relinquishment for the future of such
term, provision, option, right, or remedy, but the same shall continue in full force and
effect. Any waiver must be expressly stated in writing and signed by the waiving party.

SUBSEQUENT FORMS: The térms and conditions contained in this Contract shall
supersede any and all subsequent terms and conditions which may appear on any form
documents submitted by Iron Mountain to the Agency or Purchasing Division such as
price listq, order forms, invoices, sales -agreements, or maintenance agreements, and
includes interner websites of other electronic documents. Acceptance or use of Iron
Mountain’s forms does not constitute acceptance of the terms and conditions contained
thereon,

ASSIGNMENT: Neither this Contract nor any monies due, or to become due
hereunder, may be assigned by the Iron Mountain without the express written consent
of thie Agency, the Purchasing Division, the Attorney General’s office (as to form only),
and any other government agency or office that may be required to approve such
assignments. Except that Iron Mountain may assign any such right to an Affiliate with
approval of the agency, Purchasing Division and Attorney General’s office (as to form
only). An “Affiliate” means those entities controlling, controlled by, under common
control with, or having @ common parent with, either Iron Moumtsin or Member as
applicable. For purposes of the foregoing definition, “control” (including “controlling™,
“controlled by” and “under common control with") means direct or indirect ownership
of: () not less than fifty percent (50%) of the voting stock of a corporation; (b) the
right to vote not less than fifty percent (50%) of the voting stock of a corporation; or
(¢) not less than fifty percent (50%) ownership interest in a partaership or other
business entity. The non-assigning Party shall not unreasonably withhold its consent.

STATE EMPLOYEES: State employees are not permitted to utilize this Contract for
personal use and Iron Mountain is prohibited from permitting or facilitating the same.

PRIVACY, SECURITY, AND CONFIDENTIALITY: Iron Mountain agrees that it
will not disclose to anyone, directly or indirectly, any such personally identifiable
information or other confidential information gained from the Agency, unless the
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individual who is the subject of the information consents to the disclosure in writing or
the disclosure is made pursuant to the Agency’s policies, procedures, and rules. Iron
Mountain further agrees to comply with the Confidentiality Policies and Information
Security Accountability Requirements, set forth in

hitp:/fwww.state. wv.us/admin/purchase/privacy/default. html.

THIS CONTRACT IS A PUBLIC DOCUMENT: This Contract and all related
documents are public documents, As public documents, they will be disclosed to the
public as required by the competitive bidding laws of West Virginia Code §§ SA-3-1
et seq., and the Fresdom of Information Act West Virginia Code §§ 29B-1-1 et seq.

IRON MOUNTAIN MUST NOT SUBMIT MATERIAL IT CONSIDERS TO BE
CONFIDENTIAL, A TRADE SECRET, OR OTHERWISE NOT SUBJECT TO
PUBLIC DISCLOSURE.

Submission of any document to the Purchasing Division constitutes Iron Mountain’s
explicit consent to the subsequent public disclosure of the document. The Purchasing
Division will disclose any document labeled “confidential,” “proprietary,” “trade
secret,” “private,” or labeled with any other claim against public disclosure of the
documents, to include any “trade secrets” as defined by West Virginia Code § 47-22-
1 et seq. All submissions are subject to public disclosure without notice.

LICENSING: In accordance with West Virginia Code of State Rules § 148-1-6.1.¢,
Iron Mountain must be licensed and in good standing in accordance with any and all
state and local laws and requirements by any state or local agency of West Virginia,
including, but not limited to, the West Virginia Secretary of State’s Office, the West
Virginia Tax Department, West Virginia Insurance Commission, or any other state
agency or political subdivision. Obligations related to political subdivisions may
include, but are not limited to, business licensing, business and occupation taxes,
inspection compliance, permitting, etc. Upon request, the Iron Mountain must provide
all necessary releases to obtain information to enable the Purchasing Division Director
or the Agency to verify that the Iron Mountain is licensed and in good standing with
the above entities.

a. SUBCONTRACTOR COMPLIANCE: lkon Mountain shall notify all
subcontractors providing commodities or services related to this Contract that as
subcontractors, they too are required to be licensed, in pood standing, and up-to-
date on all state and local obligations as described in this section. Obligations
related to political subdivisions may include, but are not limited to, business
Jicensing, business and occupation taxes, inspection compliance, permitting, etc.
Notification under this provision must occur prior to the performance of any work
under the contract by the subcontractor.

ANTITRUST: In submitting a bid to, signing a contract with, or accepting an Award
Document from eny agency of the State of West Virginia, the Iron Mountain agrees to
convey, sell, assign, or transfer to the State of West Virginia all rights, title, and interest
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in and to all causes of action it may now or hereafter acquire under the antitrust laws

of the United States and the State of West Virginia for price fixing and/or unreasonable

restraints of trade relating to the particular commodities or services purchased or

acquired by the State of West Virginia. Such assignment shall be made and become

:Zfective at the time the purchasing agency tenders the initial payment to Iron
ountain,

IRON MOUNTAIN CERTIFICATIONS: By signing its bid or entering into this
Contract, Iron Mountain cerfifies (1) its offer was made without prior understanding,
agreement, or connection with any corporation, firm, limited liability company,
partnership, person or etitity submitting an offer for the same material, supplies,
equipment or services; (2) that its offer is in all respects fair and without collusion or
fraud; (3) that this Contract is accepted or entered into without any prior understanding,
agreement, or connection t¢ any other entity that could be considered a violation of
law; and (4) that it has reviewed this Contract in its entirety; understands the
requirements, terms and conditions, and other information contained herein.

Iron Mountain's signature on its bid or offer also affirms that neither it nor its
representatives have any tnterest, nor shall acquire any interest, direct or indirect, which
would compromise the performance of its services hereunder. Any such interests shall
be promptly presented in detail to the Agency. The individual signing this Contract on
behalf of Iron Mountain certifies that he or she is authorized by the Iron Mountain to
execute this Contract on Iron Mountain’s behalf; that he or she is authorized to bind
the Iron Mountain in a contractual relationship; and that, to the best of his or her
knowledge, the Iron Mountain has properly registered with any State agency that may
require registration.

INDEPENDENT CONTRACTOR: The relationship of Iron Mountain to the State shall
be that of an independent contractor and no principal-agent relationship or employer-
employee relationship is contemplated or created by this Contract. Iron Mountain as an
independent contractor is solely lisble for the acts and omissions of its employees and
agents. Iron Mountain shall be responsible for selecting, supervising, and compensating
any and all individuals employed pursuant to the terms of this contract. Neither Iron
Mountain, nor any employees or subcontractors of Iron Mountain, shall be deemed to
be employees of the State for any purpose whatsoever. Iron Mountain shall be
exclusively responsible for payment of employees and contractors for all wages and
salaries, taxes, withholding payments, penalties, fees, fringe benefits, professional
liability insurance premiums, contributions to insurance and pension, or other deferred
compensation plans, including but not Jimited to, Workers’ Compensation and Social
Security obligations, licensing fees, etc. and the filing of all necessary documents,
forms; and returns pertinént to all of the foregoing. Iron Mountain shall hold harmless
the State, and shall provide the State and Agency with a defense against any and all
claims including, but not limited to, the foregoing payments, withholdings,
contributions, taxes, Social Security taxes, and employer income tax returns.

PURCHASING AFFIDAVIT: In accordance with West Virginia Code §§ 5A-3-10a
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and 5-22-1(i), the State is prohibited from awarding a contract to any bidder that owes
a debt to the State or a political subdivision of the State, Iron Mountains are required
to sign, notarize, and submit the Purchasing Affidavit to the Purchasing Division
affirming under oath that it is not in default on any monetary obligation owed to the
state or a political subdivision of the state.

CONFLICT OF INTEREST: Iron Mountuin, its officers or members or employees,
shall not presently have or acquire an interest, direct or indirect, which would conflict
with or compromise the performance of its obligations heréunder. Iron Mountain shall
periodically inquire of its officers, members and employees to ensure that a conflict of
interest does not arise. Any conflict of interest discovered shall be promptly presented
in detail to the Agency.

REPORTS: Iron Mountain shall provide the Agency and/or the Purchasing Division
with the following reports identified below:

a.  Such reports as the Agency and/or the Purchasing Division may request. Requested
reports may include, but are not limited to, quantities purchased, agencies utilizing
the contract, total contract expenditures by agency, etc.

b. Quarterly reports detailing the total quantity of purchases in units and dollars, along
with a listing of purchases by agency. Quarterly reports should be delivered to the
Purchasing Division via email at purchasing.division@wv.gov.

BACKGROUND CHECK: In accordance with W. Va. Code § 15-2D-3, the State
reserves thie right to prohibit a service provider's employees from accessing sensitive
or critical information or to be present at the Capito! complex based upon results
addressed from a criminal background check. Service providers shouid contact the
West Virginia Division of Protective Services by phone at (304) 558-9911 for more
information.

INTERESTED PARTY SUPPLEMENTAL DISCLOSURE: W. Va. Code § 6D-1-2
requires that for contracts with an actual or estimated value of at least $1 million, Iron
Mountain must submit to the Agency a supplemental disclosure of interested parties
reflecting any new or differing interested parties to thie contract, which were not
included in the original pre-award interested party disclosure, within 30 days following
the completion or termination of the contract. A copy of that form is included or can be
obtained from the WV Ethics Commission. This requirement does not apply to publicly
traded companies listed on a national or international stock exchange. A more detailed
definition of interested parties can be obtained from the form referenced above.

VOID CONTRACT CLAUSES — This Contract is subject to the provisions of West
Virginia Code § 5A-3-62, which automatically voids certain contract clauses that
violate State law.
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Exhibit A — Performance Specifications




EXHIBIT A

SPECIFICATIONS

1. DEFINITIONS: The terms listed below shall have the meanings assigned to them below.
Additional definitions can be found in Section 2 of the General Terins and Conditions.

1.1 “Agency” means agency, commission, authority, or other unit of the State of West .
cy

12

1.3

1.4

1.5

L6

1.7

1.8

Virginia authorized to utlllze this Contract.

“Contract Item” or “Contract Items” means the list of items identified on the
Pricing Pages and described in more detail herein.

“Box” means a storage container used for temporary or permanent storage of files,
record, or records. A standard box size is 15”L x 12°W x 10”H equal to 1.2 cublc
feet in size. All storage of Records under this Contract will be in Boxes.

“Business Hours” means Monday — Friday 8:00 AM through 5:00 PM EST
exc]udmg weekends and F ederal and State hohdays State Holidays are as folIows

New Year’s Day (January 1)
Martin Luther King Day (Third Monday in January)
President’s Day (Third Monday in February)
_ Memorial Day (Last Monday in May)
West Vlrglma Day (June 20)
Independence Day (July 4)
Labor Day (First Monday in September)
_Co]umbus Day (Second Monday in October)
Veterans Day (November 11)
Thanksgiving (Fourth Thursday in November)
Day After Thanksgiving (Fourth Fnday in November)
Christmas Day (December 25)

“Disaster” means any occurrence of fire, ﬂood storm, earthquake explosion,
epidemic, riot, sabotage ot other condition of extreme peril resulting in substantial
damage or injury to persons or property within this state, whether such occurrence is
caused by an act of God, nature or man, including an enemy of the United States

“NFPA” means National Fire Protection Association (www.nfpa.org).

“Pricing Pages means the schedule of prices, estimated order quantity and totals
contained in wvOASIS or attached hereto as Exhibit B.

“Record” means a document, book, paper, photograph, sound recording or other
materla] regardless of physical form or characteristics; provided to Iron Mountain
for storage. _




1.9 “Vendor” means lron Mountain.
. PROGRAM AUTHORITY:

2.1 Pursuant to the West Virginia Code §5A-8-1 through §5A-8-22, and Legislative
Rules 148-CSR-12, 148-CSR-13, and 148-CSR-14, the Department of
Administration is responsible for the management of the State’s day-to-day records
management program and the Department of Administration is led by the Secretary
of Administration. By law, Agencies are required to follow retention/destruction -
schedules that have beén approved by the Department of Admmlstratlon

2.2 Accordingly, Vendor must prOvide the Secretary of Admihistratioh, or his designee,
with complete and full access to any record, report, account activity, etc. for any
account covered by this Contract

. QUALIFICATIONS Vendor, of Vendor s staff, if requlrements are mherently limited to
individuals rather than corporate entities, shall have the following minimum qualifi cations:

3.1 Vendor must be Health Insurance Portability and Accountability Act (HIPAA) énd h
Health Information: Technology for Ecofiomi¢ and Clinical Health (HITECH)
compliant. An cxccuted Business Associate Addendum is included as Exhibit C.

3.2 Vendor must have established information securlty and pnvacy policies. Vendor
must provide proof of a third-party audit of the security and privacy pOhCIES within
the last 365 days upon request. _

3. 3 Vendor must have an established personnel securlty program desngned to cvaluate

employee trustworthiness before being granted access to sensitive data. Vendor . . -

must provide c_locumen_tatmn of security program upon request.

3.4 Vendor must have a documented p!an for handling sccunty and privacy iricidents
that cofplies with the West Virginia Notice of Confidentiality Policies and
Information Security Accountability Requirements, made part of this contract -
through the General Terms and Conditions.

34.1 The Vendor’s incident management plan must define a security or
pnvacy incident as an unauthorized access of an agency’s records or any
missing agency records from the vendor’s custody.

342 The Vendor’s incident management plan must descnbe what steps of
the process are handled intemally or externally; and

3.43 The Vend_of’s incident management plan must include timeframes or
milestones. _



4. GENERAL REQUIREMENTS:

4.1 Contract Items and Mandatory Requirements: Vendor shall provide Agency with
the Contract [tems hsted below on an open-end and continuing basis. Contract Items
must meet or exceed the mandatory requirements as shown below.

Facility Requirements:

4.1.1

The vendor must provide a facility that will protect all records from disaster
as defined in West Virginia Code §5A-8-3.

4.1.1.1 Upon the occurrence of a Disaster as defined by Section 1.5 of this

Agreement, the affected party shall be excused from any further
performance of its obligations pursuant to this Agreement affected by the

_ Disaster for as long as such Disaster continues and for.a reasonable period

thereafter. The affected party shall promptly notify the other party of the -
occurrence of a Disaster and describe in reasonable detail the nature of the

Disaster. The Vendor must use commercially reasonable efforts to remedy R

the effects of damaged records in the évent of a Disaster, up to the amount
of insurance required by the contract but will not be liable for special,
mcldcntal or punitive damages ' '

4.1.1.2 For damaged or lost records as a result of the Vendor’s negligence, the

412

Vendor assumes all costs related to fost or damaged records, including
restoration or recovery and exclude speclai incidental or punitive damages :

The vendor must prowdc a faclhty that meets the followmg requirements
for archival storage of records:

4.1.2.1 The vendor must provide storage to accommodate a minimum of
200,000 cubic feet for the State’s existing records and must have
the capacity to expand or contract this storage as the State’s
storage requirements change. '

4.1.2.2 The Vendor’s storage facility must prowde the followmg physnca]
' security measures.

41221 Facility must have security locks at each extenor
entrance.

4.12.22 Faclllty must have a 24-hour, 7 days—per—week 365-
days-per-year monitored anti-intrusion alarm system
to protcct against unauthorized entry.
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4.12.2.3 Facility must have a policy for access to the records
storage area to ensur¢ only authorized individuals
have access. Vendor must prov1de documentatlon of
such policy prlor 1o award

4.1.23 The vendor must provide smoke detection within the entire facility
in accordance with NFPA code or standards.

4.1.2.4 The vendor must prov:de a fire suppression system in the records
storage areas.

4.1.2.5 The vendor must llmlt its flooding risk by storing records in a
~ facility that is located out of the 100-ycar floodplain,

4.1.2.6 The vendor must keep records a minimum of one inch off the floor
with the optimum of three inches. Records must be stored away .
from wmdows steaim, sewer 6r water pipes.

4.1.2.7 The Vendor must minimize llght exposure to the records and must -
keep the lids on boxes at all times. '

Records stored at the faclhty must only be viewed by authorized persons
The vendor must have security controls or policies to allow access only to
those persons approved to retrieve/view records for their respective agency.
Vendor must prov1de documentation of such policies and procedures prior
to award. '

Indexing and Invoicing:

4.14

4.1.5

4.1.6

4.1.7

The vendor must provide an indexing and tracking system that‘pmvid'és :

documentation of chain of custody from the time of acceptance by the - -

vendor to final disposition for records inventory and must index each box
submitted. The mdexmg system must provide a minimum of 60 characters
per box or per file in the records description field.

Vendor will not be required to index each record contained within a Box
and will only index at the Box level. Unléss it is necessary for Box
replacement or some other emergency preservation purpose, Vendor must
not open Boxes.

The vendor must invoice each state agency storing records at the facility
monthly in arrears.

The vendor must maintain a log of personnel or authorized individuals that
have accessed records or boxes and must provide the log upon agency
request.



4.1.8

419

4.1.10

The vendor must provide reporting on agency Boxes, including inventory,
storage costs, and activity, upon request to agency-authorlzcd personnel,
and to the Dcpar‘mlent of Administration-duthorized personnel within seven
business days of request

4.1.8.1 These repofts s'hall include, but not be limited to; the following:

4,1.8.1.1 The agencies storing records in the facility and the
total volume in numbcr of boxes and cubic feet for
each agency; :

41812 The account numb‘ers, box numbers, date records
were received by vendor, date of records, destruction
dates, and full descriptions of the records;

~ 4.1.8.1.3  The total amount of cubic feet of storage for the 5;@; -

_ 4-.i_._s_.1.}4_ - The itemized cost for each for an agency; | |
_ 41815 _ The itemized cost for the State; |

.-_ 41816 The authorized users for each account; a

'-4',-1.8'.-1.'? The requests for action made for' each
agency/account; ' :

4.1.8.1.8 Tte destruction eligibility of records.

The vendor must make available via the IM Connect Portal to the Agency
all bnllmg activity detail for the month and a list of Boxes that are currently
chccked out with the date of checkout.

When an agency makes a request to destroy reoords the Vendor must cease
billing the agency for thé monthly storage of the boxes to be destroyed once
the boxes have been destroyed or no more than 60 calendar days after the
request to destroy the boxes was made, whichever occurs first. When an
agency requests that the status of boxes be changcd to “permanently
withdrawn”, the Vendor must cease billing the agency for the storage of
those boxcs on the next monthly invoice. :




Requirements and Pncmg for Storage, Supplies, Pick Up, Retrieval,
Destruction, Traiisition: The items listed below are included on the Pncmg Page,
must be billed in accordance with the pricing page and are the only items that can be
billed fo an Agency under thls Contract.

STORAGE" :

5.2.1

Contract Item #1 - Storage: The vendor must accommodate storage of a
minimum of 200,000 cubic feet for the State’s records currently stored with
the ability to expand or contract. The vendor must invoice each state agency
stormg records at the facility monthly in arrears. The unit price for Contract
Ttem #1 is listed on the attached Exhibit B (“Pricing Page™) and is based on
a bundled storage program. It has been designed to include program
activities over a tweive-month period based on the anticipated activity
levels. The parties will review the actual activity level for the services prior -
to the twelve- -month anniversary of the contract (1 e. the 51x-month
anniversary). -

SUPPLIES:
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Contract Ftem #2A New Boxes: The véndor must provide storage boxes
Approximate dimensions: 15”L x 12°W x 10” H. Vendor shall provide
replacement boxes for boxes damaged by the Vendor while in the Vendor’s
possession at no cost.

Contract Item #2B RFID tags: The vendor must provide RFID tags to
attach to boxes, whether the boxes are purchased from the Vendor on this -
contract or purchased from another source. Customers may utilize their own
boxes of the same dimensions as the boxes supplied by Iron Mountain on
this contract if an RFID tag supplied by Iron Mountain to capture inventory
mfonnatlon is affixed to the box.

PICK UP NEW RECORDS
5.2.4 Contract Item #3 — Pick Up jﬂew Records). The vendor must pick up

5.2.5

new rccords for storage within a maximum of five business days after
written request by the agency. Customer is responsible for providing courier
the completed transniittal form of descriptive information. Vendor will pick
up records at the Agency’s location.

Contract Item #4 - IndexmglInductmn (New Records[ Vendor must

index all new records received from an agency and mcorporate the records
into the Vendor’s facility and systems.



RETRIEVAL/DELIVERY

Note: For orders placed for contract items 5.2.6., 5.2.7., 5.2.8., 5.2.9., and
3.2.1.10, the Vendor commits to delivering 100 boxes per day in the aggregate
across all customer agencies. The customer agrees to be bound to the service
levels set out in Exhibit A which shall not exceed more than 100 boxes per day
across all agencies. Additionally, the state may withdraw boxes from an Tron
Mountain facility with the intent to self-store boxes on state property as part
of their records transition strategy. If boxes are withdrawn from the Vendor’s
facility and remain in "out" status with no pending request by the State to
change their status to permanently withdrawn, on the date the contract
expires, the Vendor will convert the status to permanently withdrawn in the
Vendor’s system and invoice the customer in accordance with this Contract
Item #10, Vendor Transfer Rate, regardless of whether those boxes are
removed in a bulk transfer or not.

5.2.6 Contract Item #5 — Retrieval/Delivery (Agency. Location): The Vendor

must retrieve any box in storage and hand deliver them to the
authorized agency personnel at the agency’s designated location within
five business days of written notification. At a minimum, Vendor commits
to delivering 100 boxes per day to encompass all agency locations in this
manner upon request. Records must be delivered during normal business
hours. Records must be signed for by authorized personnel. For those boxes
the agency decides will not be returned to the Vendor’s facility, the agency
will request the status of the boxes be changed to “permanently withdrawn”
and the Vendor must cease billing the agency for the storage of those boxes
on the next monthly invoice.

5.2.7. Contract Item #6 — Retrieval/Delivery (Vendor Loadil_lg Dock): The

Vendor must retrieve any records in storage and make them available for
pickup by the authorized agency personnel at the Vendor’s loading dock
within 5 business days of written notification. At a minimum, Vendor
commits to delivering 100 boxes per day to encompass all agency requests
in this manner upon request. Vendor may accommodate on occasion
requests for volumes greater than 100 boxes per day with 72 hours
advance notice. Requests for additional volumes must be made via email to
Jamie Craig, Customer Success Manager at
Jamie.craig@ironmountain.com. Records must be available for pickup
during normal business hours. Records must be signed for by authorized
personnel. For those boxes the agency decides will not be returned to the
Vendor’s facility, the agency will request the status of the boxes be




changed to “permanently withdrawn” and the Vendor must cease billing the
agency for the storage of those boxes on the next monthly invoice.

OLD BOX PICKUP/RETURN

5.2.8. Contract Item #7 — Pickup and Return to Storage: The vendor must
pick-up and return to storage any box previously delivered to the
authorized agency personnel within five business days of written
notification. Records must be picked up during normal business hours.
Records may only be returned by authorized personnel as identified on the
vendors Access Authorization Form. Vendor commiits, at a minimum, to
retrieving 100 boxes per day to encompass all agency locations in this
manner upon request from an Agency’s location and receiving 1,200
boxes per week at Vendor’s loading dock

DESTRUCTION

3.2.9. Contract Item #8 — Paper Destruction: The vendor must provide paper
record destruction services at the authorized agency representative’s written

request. The request must include the written approval of the State Records
Administrator to destroy the specified records. No records shall be
destroyed without State Records Administrator approval. Records must be
destroyed by a crosscut shredder for paper records. Vendor shall provide
proof of destruction.

5.2.9.1 Paper must be shredded using a cross-cut shredder to achieve 5/16
inch wide or smaller strips. Alternatively, strips may be set at the industry
standard of ! inch, but when deviating from the 5/16 inch requirement,
shredded paper must be safeguarded until it reaches the stage where it is
rendered unreadable. Pulping of data should be accomplished only after
material has been shredded.

5.2.9.2. If the Agency issues a request 1o destroy records, Iron Mountain
will promptly comply subject to a minimum volume of 100 boxes a day to
encompass all agency requests (the “Minimum Destruction Rate.”). The
Agency will be obligated to pay the destruction charge, as well as the
storage charges for volumes of boxes requested to be destroyed in excess of
the Minimum Destruction Rate, until the destruction of the total number of
requested boxes is completed. When an agency requests that the status of
boxes be changed to “permanently withdrawn”, the Vendor must cease
billing the agency for the storage of those boxes on the next monthly
invoice. For the avoidance of doubt, the Minimum Destruction Rate applies
to the total number of boxes across all State Agencies and regardless of
material contained in a given box (i.e. paper or microfilm).

i
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5.2.10 Contract Item #9 — Microfilm Destruction: The vendor must provide
destruction of microfilm at the authorized agency representative's
request. The agency's written request miust include the written approval
of the State Records Administrator to destroy the Spc(:lfied records, No
microfilm shall be destroyed without State Records Administrator
approval. Vendor shall provide proof of destructmn.

5.2.10.1 Microfilm and microfiche will be incinerated.

52.10.2 The vendor must provide a cost per box for destruction of
microfilm.

'5.2.10.3 After the Agency issues a request to destroy microfilm, the
Agency will be obligated to pay the destruction charge, and
the Agency’s obligation to pay for ongoing storage charges -
will cease when the microfilm is destroyed or no more than 60
calendar days after, whichever occurs first. When an agency
requests that the status of boxes be changed to ‘pennanently
withdrawn”, the Vendor must cease billing the agency for the
storage of those boxes on the next monthly invoice.

CONTRACT TERMINATION/RECORDS TRAN SITION

5.2.11 Contract Item #10 — Records Transition . {Transfer to another vendor

or state-owned faclhg & Plckum in the event that the state entersa~
subsequent contract for records storage with a new vendor or elects to store
the remainder of inventory at a statc-owned faclhty, Vendor shall transfer
the remaining State of West Virginia inventory to the new vendor or State
by packaging the cartons on pallets and wrappmg each pallet load for

- loadmg onto the new vendor’s or State’s tricks. The Vendor shall transfer
the inventory to the new vendor or State at an average rate of 1 ,500 cubic

 feet per week.

6. ORDERING AND PAYMENT:

6.1 Ordering: Vendor shall accept orders through IM Connect, regular mail, facsimile,
e-mail, or any other written form of communication. Vendor may, but is not required
to, accept on-line orders through a secure internet ordering portalfwebsne If vendor
has the ability to accept on- lme orders, it should include in its response a brief
description of how agencies may utilize the on-line ordermg system. Vendor shall
ensure that its on-line ordering system is properly secured prior to processing agency
orders of- ]me




6.2 Payment: Vendor will be pald in accordance with the prices contained in the Pricing
Page attached as Exhibit B. Vendor shall accept paymerit in accordance with the
~payment procedures of the State of West Virginia. : '

7. VENDOR DEFAULT:
7.1 The following shall be considered a vendor default under this Contract,

7.1.1 Failure to prov1de Contract Items in accordance with the requirements
contained herein,

7.1.2 Failure to comply with other specifications and roqmromcnts contamed
herein. - —

7.1.3  Failure to comply with any laws, rules, and ordinances apphcable to the
Contract Services provided under this Contract

7.1_.4 Fallu_re_ to remedy deficient performance upon'. gequ‘e"st_.
7.2 The following renlédics shall be available to agency upon-default.

7.2.1 Immediate cancellation of the Contract if the Vendor fails to cure a .
' default w1th1n 30 days of notice of default S

722 }mmedlate cancellation of one or mote release orders issued under this - - . .
Contract

7.2.3 The following remedies are avallable for damages assocrated with a
breach of protected mfonnatlon
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7.2.3.1 If the breach is related to a direct result of the vendor’s failure to
meet its contract obligation to protect personally identifiable
information (PII) or otherwise prevent its release, the vendor
shall bear the costs associated with () the investigation and
resolution of the breach; (b) notifications to individuals,
regulators or others requited by state or federal law; (c) a credit
motitoring service (d) a website or a toll-free number and call
center for affected individuals required by state law — all riot o
exceed the average per record per person cost calculated for data
breaches in the United States in the most recent Cost of Data
Breach Study: Global Analysis published by the Ponemon
Institute at the time of the P11 breach (or other similar publication
if the named publication has not issued an updated average per
record per cost in the last 5 years at the time of the data breach);
and (e) complete all corrective actions as reasonably determined

by the vendor based on root ¢duse,

7.2.3.2 Any fines or penalties levied against the State by a regulatory
body. ) - -

7.2.4 Any other remedies available in law or equity.
'8. MISCELLANEOUS:

8.1 Contract Manager and Customer Service Representative:  During its
performance of this Contract, the veridor must designate and maintain a primary.
contract manager responsible for overseeing the vendor’s responsibilities under this
Contract and must provide a dedicated customer service representative 1o process all
requests for action by authorized agency personnel and authorized Department of

* " Administration personngl. The Coitract manager and the dedicated customer service
representative must be available during normal business hours to address any
customer service or other issues related to this Contract. The vendor should list its
Contract manager and dedicated customer service representative and his or her
contact information below. ' ' ' '

Contract Manager: _Sheila Pogo ”

Telephone Number; _202-503-9806

Fax Number: .

Email Address: imgs-s ledcontracts@ironmountain .com

Customer Service Representative: '27'¢ €raig.




905-487-4367

Teleph'one-Number _

.
.

_jamie.craig@ironmountain.com

Email Address: .

Fax Number‘

o~
-
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Exhibit B - Pricing Page
Records Management — Offsite Storage and Destruction

This pricing is based on a 1-year period of performance (with two 1-year optional renewal terms) and is pursvant to the temmns of
Exhibit A ("Specifications™} to the Document Storage Direct Award Contract between West Virginla Department of Administration,
Office of Technology and Iron Mountain Information Management, LLC.

-Eommodlty Line Eascripﬂon Unit of Estimatad Unit
Number Measure Monthly Price
Quantity

Contract item #1: Storage

521 Monthly cest per cubic foot for storage at the facility | Per Cubic Foot [ 231,037 CF | $0.265
(as of 12 Nov
2021)

§COntract item #2A: New Boxes

522 New empty boxes given to Agency for storage of new | Per Box Uncertain $1.89
records (please clarfy if the boxes will include the
charge for RFID tags)

 Contract Item #2B: RFiD Tags

Radio Frequency Identification {"RFID"). RFID tags
5.2.3 come with a chip that has a unigue RFID transponder | Each Uncertain $0.30
number that represents your customer SKP box
number printed on the tag. When conducting an
audit, the RFID ready picks up the box number
automatically:

Contract item #3: Plckup (New Records)




80

524 Cost to pick up new records at Agency location Per Cubic Foot | 100
 Contract tem #4: tndexing/induction {(New Records)
525 Cost to index new boxes.- Recelving and Entry Per cubic foot | 500 $0
_ and trip charge_ _ _
Contract ltem #5: Retrleval/Delivery (Ag"e;'ci Location)
- - - 1 $1.84
5.28 Cost for defivery of stored boxes to the Agency's Per Cubic Foot | 100
location
Contract item #6: Retrieval and Delivery (Véndor Loading Dock)
§ — $1.84
527 Cost for Agency to pick up boxes at the Vendor's Per cubic foot | 100 per -
loading dock (provide a per order max) and trip charge | business
day
i(‘.onh-act ttemn #7: Pickup and Return to Storage
- __ . 50
528 Cost to pickup aiready indexed records at Agency's Per cubic foot | 100
location and return them to storage plus per trip
Contract ltem #8: Paper Destruction
529 Cost for destruction of paper records Per cubic foot | 500 $3.06




Contract Item #9: Microfilm Destructlon

5.2.10 . Cost for destruction of microfilm (incineration) Per cubic foot | 50 $22.50

i

Contract item #10: Records Transition (Transfer to a state-owned or another vendor’s facllity)

Cost for Vendor to perform bulk transfer of records to .
a state-owned or another vendor's facility at an Per Cubic Foot $5.72

521 average rate of 1,500 cubic feet per week

Any sarvice or supply requested that is not listed in this pricing schedule will not be serviced. Services can be quoted upon request
and a Statement of Work will be drafted for the requested work.
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Appendix A

‘Name of Associaté: West Virginia Office of Technology

Name of Covered Entities: West Virginia Public Employees Insurance Agency,
Department of Health and Human Resources, Department of Veterans Ass:stance

Describe the PHI.

Any individually 1dent|ﬁable health mfonnaﬂon held or maintained by the above
covered entities ancludlng information related to an individual's health condition, the

provision of care to the individual, payment information for the provusnon of healthcare

The PHI may be the past, present or future protected health information of an mdnndual
in the context of this agreement The PHI may contain induvial identifiers mcludlng name,
address, birthdate or Social Security numbers. This information includes but is-not limited

to health |nsuranee information; testing, lab results or dlagnost!c lnfonnatlon healith
..status medical history mcludlng past physical or mental health conditions; heaithcare
providers rendering services; aII related to mdlwduals




WV STATE GOVERNMENT

HIPAA BUSINESS ASSOCIATE ADDENDUM

This Health Insurance Portability and Accountability Act of 1996 (hereafter, HIPAA)
Business Associate Addendum ("Addendum®} is made a part of the Agreement ("Agreement”)
by and between the State of West Virginia (“Agency”), and Business Associate (“Associate”),
and Is effective as of the date of execution of the Addendum.

The Associate performs certain services on behalf of or for the Agency pursuant to the
underlying Agreement that requires the exchange of information including protected health
information protected by the Health Insurance Portability and Accountability Act of 1996
(“HIPAA"), as amended by the American Recovery and Reinvestment Act of 2009 (Pub. L. No.
111-5) (the "HITECH Act’), any associated regufations and the federal regulations published at
45 CFR parts 160 and 164 (sometimes collectively referred to as "HIPAA"). The Agency is a
*Covered Entity” as that term is defined in HIPAA, and the parties to the underlying Agreement
are entering into this Addendum to establish the responsibilities of both parties regarding
HIPAA-covered information and to bring the underlying Agreement into compliance with HIPAA.

Whereas it is desirable, in order to further the continued efficient operations of Agency to
disclose to its Associate certain information which may contain confidential individually
identifiable health information (hereafter, Protected Health Information or PHI); and

Whereas, it is the desire of both parties that the confidentiality of the PHI disclosed
hereunder be maintained and treated in accordance with all applicable laws relating to
confidentiality, including the Privacy and Security Rules, the HITECH Act and its associated
regulations, and the parties do agree to at all times treat the PHI and interpret this Addendum
consistent with that desire.

NOW THEREFORE: the parties agree that in consideration of the mutual promises
herein, in the Agreement, and of the exchange of PHI hereunder that;

1. Definitions. Terms used, but not otherwise defined, in this Addendum shall have the same
meaning as those terms in the Privacy, Security, Breach Notification, and Enforcement
Rules at 45 CFR Part 160 and Part 164,

a Agency Procurement Officer shall mean the appropriate Agency individual
listed at: http:/Awww. state wv.us/admin/purchase/vre/agencyli. himi.

b. Agent shall mean those person(s) who are agent(s) of the Business Associate,
in accordance with the Federal common law of agency, as referenced in 45 CFR
§ 160.402(c).

c. Breach shall mean the acquisition, access, use or disclosure of protected heaith
information which compromises the security or privacy of such information,
except as excluded in the definition of Breach in 45 CFR § 164.402.

d. Business Associate shall have the meaning given to such term in 45 CFR §
180.103.

e. HITECH Act shall mean the Health information Technology for Economic and
Clinical Health Act. Public Law No. 111-05. 111" Congress (2009).
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Privacy Rule means the Standards for Privacy of Individually Identifiable Heafth
Information found at 45 CFR Parts 160 and 164.

Protected Health Information or PHI shali have the meaning glven to such term
in 45 CFR § 160.103, limited to the information created or received by Assoctiate
from or on behalf of Agency.

Security Incident means any known successful or unsuccessful ‘attempt by an
authorized or unauthorized individual fo inappropriately use, disclose, modify,
access, or destroy any information or interference with system operations In an
information system.

Security Rule means the Security Standards for the Protection of Electronic
Protected Health information found at 45 CFR Parts 160 and 164.

Subcontractor means a person to whom a business associate delegates a
function, activity, or service, other than in the capacity of a member of the
workforce of such business associate.

2. Permitted Uses and Disclosures.

PHI Described. This means PHI created, received, maintained or transmitted on
behalf of the Agency by the Associate. This PHI is governed by this Addendum
and is limited to the minimum necessary, to complete the tasks or to provide the
services associated with the terms of the original Agreement, and is described in
Appendix A.

Purposes. Except as otherwise limited In this Addendum, Associate may use or
disclose the PHI on behalf of, or to provide services to, Agency for the purposes
necessary to complete the tasks, or provide the services, assoclated with, and
required by the terms of the original Agreement, or as required by law, if such
use or disclosure of the PHI would not violate the Privacy or Security Rules or
applicable state law if done by Agency or Associate, or violate the minimum
necessary and related Privacy and Security policies and procedures of the
Agency. The Associate is directly liable under HIPAA for impermissible uses and
disclosures of the PHI it handles on behalf of Agency.

Further Uses and Disclosures. Except as otherwise limited in this Addendum,
the Associate may disclose PHI to third parties for the purpose of its own proper
management and administration, or as required by law, provided that (i) the
disclosure is required by law, or (i) the Associate has obtained from the third
party reasonable assurances that the PHI will be held confidentially and used or
further disclosed only as required by law or for the purpose for which it was
disclosed to the third party by the Associate; and, (ili) an agreement to notify the
Assoclate and Agency of any instances of which it (the third party) is aware in
which the confidentiality of the information has been breached. To the extent
practical, the information should be in a limited data set or the minimum
necessary Information pursuant to 45 CFR § 164.502, or take other measures as
necessary to satisfy the Agency’s obligations under 45 CFR § 184.502.



3. Obligations of Associate.

Stated Purposes Only. The PHI may not be used by the Associate for any
purpose other than as stated in this Addendum or as required or pemmitted by
law.

Limited Dlsclosure. The PHI is confidential and will not be disclosed by the
Associateé other than as stated in this Addendum or as required or permitted by
law. Associate Is prohibited from directly or indirectly receiving any remuneration
in exchange for an individual's PHI unless Agency gives written approval and the
individual provides a valid authorization. Associate will refrain from marketing
activities that would violate HIPAA, including specifically Section 13406 of the
HITECH Act. Associate wili report to Agency any use or disclosure of the PH|,
including any Security Incident not provided for by this Agreement of which it
becomes aware.

Safeguards. The Associate will use appropriate safeguards, and comply with
Subpart C of 45 CFR Part 164 with respect to electronic protected health
information, to prevent use or disclosure of the PHI, except as provided for in this
Addendum. This shall include, but not be limited to:

i. Limitation of the groups of its workforce and agents, to whom the PHI is
disclosed to those reasonably required to accomplish the purposes
stated in this Addendum, and the use and disclosure of the minimum
PHI necessary or a Limited Data Set:

il. ' Appropriate notification and training of its workforce and agents in order
to protect the PH| from unauthorized use and disclosure;

il Maintenance of a comprehensive, reasonable and appropriate written
PHI privacy and security program that includes administrative, tachnical
and physical safeguards appropriate to the size, nature, scope and
complexity of the Associate's operations, in compliance with the Security
Rule;

iv. In accordance with 45 CFR §§ 164.502(e)(1)(i)) and 164.308(b)(2), if
applicable, ensure that any subcontractors that create, receive,
maintain, or transmit protected health information on behalf of the
business associate agree to the same restrictions, conditions, and
requirements that apply to the business associate with respect to such
information.

Compliance With Law. The Associate will not use or disclose the PH| in a
manner in violation of existing law and specifically not in violation of laws relating
to confidentiality of PHI, including but not limited to, the Privacy and Sacurity
Rules.

Mitigation. Associate agrees to mitigate, to the extent practicable, any harmful
effect that is known to Associate of a use or disciosure of the PHI by Assoclate In
violation of the requirements of this Addendum, and report its mitigation activity
back to the Agency.




f.

Support of Individual Rights.

fv.

Access to PHI. Associate shall make the PHI maintained by Associate
or its agents or subcontractors in Designated Record Sets available to
Agency for inspection and copying, and in electronic format, if
requested, within ten (10) days of a request by Agency to enabie
Agency to fulfill its obligations under the Privacy Rule, includirig, but not
limited to, 45 CFR § 164.524 and consistent with Section 13405 of the
HITECH Act.

Amendment of PHI. Within ten (10) days of receipt of a request from
Agency for an amendment of the PHI or a record about an Individual
contained in a Designated Record Set, Associate or its agents or
subcontractors shall make such PHI avallable to Agency for amendment
and incorporate any such amendment to enable Agency to fulfill its
obligations under the Privacy Rule, Including, but not limited to, 45 CFR
§ 164.526.

Accounting Rights, Within ten (10) days of notice of a request for an
accounting of disclosures of the PHI, Associate and its agents or
subcontractors shall make avallable to Agency the documentation
required to provide an accounting of disclosures to enable Agency to
fuffill its obligations under the Privacy Rule, including, but not fimited to,
45 CFR §164.528 and consistent with Section 13405 of the HITECH
Act. Associate agrees to document disclosures of the PHI and
Information related to such disclosures as would be required for Agency
to respond to a request by an individual for an accourting of disclosures
of PHi in accordance with 45 CFR § 164.528. This should include a
process that allows for an accounting to be collected and maintained by
Associate and its agents or subcontractors for at least six (6) years from
the date of disclosure, or longer if required by state law. At a minimum,
such documentation shall include:

. the date of disclosure;

. the name of the entity or person who received the PHI, and
if known, the address of the entity or person;

. a brief description of the PHI disclosed; and

) a brief statement of purposes of the disclosure that

reasonably informs the individual of the basis for the
disclosure, or a copy of the individual's authorization, or a
copy of the written request for disclosure.

Request for Restriction. Under the direction of the Agency, abide by
any individual's request to restrict the disclosure of PHI, consistent with
the requirements of Section 13405 of the HITECH Act and 45 CFR §
164.522, when the Agency determines to do so (except as required by
law) and If the disclosure is to a health plan for payment or health care
operations and it pertains to a health care item or service for which the
health care provider was paid in fuil “out-of-pocket.”

Immediate Discontinuance of Use or Disclosure. The Associate will
immadiately discontinue use or disclosure of Agency PHI pertaining to
any individual when so requested by Agency. This includes, but is not
limited to, cases in which an individual has withdrawn or modified an
authorization to use or disclose PHI,
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Retention of PHI. Notwithstanding section 4.a. of this Addendum, Associate and
its subcontractors or agents shall retain all PHI pursuant to state and federal law
and shali continue to maintain the PHI required under Section 3.f of this
Addendum for a period of six (8) years after termination of the Agreemant, or
longer if required under state law.

Agent's, Subcontractor’'s Compliance. The Associate shall notify the Agency
of all subcontracts and agreements relating to the Agreement, where the
subcontractor or agent receives PHI as described in section 2.a. of this
Addendum. Such notification shall occur within 30 (thirty) calendar days of the
execution of the subcontract and shalt be deliverad to the Agency Procurement
Officer. The Associate will ensure that any of its subcontractors, to whom it
provides any of the PHI It receives hereunder, or to whom it provides any PH!
which the Associate creates or receives on behalf of the Agency, agree to the
restrictions and conditions which apply to the Associate hereunder. The Agency
Mmay request coples of downstream subcontracts and agreements to determine
whether all restrictions, terms and conditions have been flowed down. Fallure to
ensure that downstream contracts, subcontracts and agreements contain the
required restrictions, terms and condltions may result in termination of the
Agreement.

Federal and Agency Access. The Associate shall make its internal practices,
books, and records relating to the use and disclosure of PHI, as well as the PHI,
received from, or created or received by the Associate on behalf of the Agency
available to the U.S. Secretary of Health and Human Services consistent with 45
CFR § 164.504, The Associate shall also make these records available to
Agency, or Agency's contractor, for periodic audit of Assaclate’s compliance with
the Privacy and Security Rules. Upon Agency’s request, the Associate shall
provide proof of compliance with HIPAA and HITECH data privacy/protection
guidelines, certification of a secure network and other assurance relative to
compliance with the Privacy and Security Rules. This section shall also apply to
Associate's subcontractors, if any.

Security. The Associate shall take all steps necessary to ensure the continuous
security of all PHI and data systems containing PHI. n addition, compliance with
74 FR 19006 Guidance Specifying the Technologies and Methodologies That
Render PHI Unusable, Unreadable, or Indecipherable to Unauthorized
Individuals for Purposes of the Breach Notification Requirements under Section
13402 of Title Xl is required, to the extent practicable. If Associate chooses not
to adopt such methodologies as defined in 74 FR 19008 to secure the PHI
governad by this Addendum; it must submit such written rationale, including iis
Security Risk Analysis, to the Agency Procurement Officer for review prior to the
execution of the Addendum. This review may take up to ten (10) days.

Notification of Breach. During the term of this Addendum, the Associate shall
notify the Agency and, unless otherwise directed by the Agency in writing, the
WV Office of Technology immediately by e-mail or wab form upon the discovery
of any Breach of unsecured PHI; or within 24 hours by e-mail or web form of any
suspected Security Incident, intrusion or unauthorized use or disclosure of PHI in
viotation of this Agreement and this Addendum, or potential loss of confidential
data affecting this Agreement. Nofification shall be provided to the Agency

Procurement Officer at www.state.wv.usfadmin/gurchaselvrciagencyli.htm and,
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unless otherwise directed by the Agency in writing, the Office of Technology at

incident@wv.qgov or httos:/apps.wy 4 ov!otﬁ[lDafauﬂ,asg‘_x.

The Associate shall Immediately investigate such Security Incident, Breach, or
unauthorized use or disclosure of PH| or confidential data. Within 72 hours of the
discovery, the Associate shall notify the Agency Procurement Officer, and, unless
otherwise directed by the Agency in writing, the Office of Technology of: (a) Date
of discovery; (b) What data elements were involved and the extent of the data
involved in the Breach; (¢} A description of the unauthorized persons known or
reasonably believed to have improperly used or disclosed PHI or confidential
data; (d) A description of where the PHI or confidential data is believed to have
been improperly transmitted, sent, or utilized; {8) A description of the probable
causes of the improper use or disclosure; and (f) Whether any foederat or state
laws requiring individual notifications of Breaches are triggered.

Agency will coordinate with Associale o determine additional specific actions
that will be required of the Associate for mitigation of the Breach, which may
include notification to the individual or other authorities.

All associated costs shall be borne by the Associate. This may include, but not
be limited to costs associated with notifying affected individuats.

If the Associate enters into a subcontract relating to the Agreement where the
subcontractor or agent receives PHI as described in section 2.a. of this
Addendum, all such subcontracts or downstream agreements shall contain the
same incident notification requirements as contained herein, with reporting
directly to the Agency Procurement Officer. Failure to include such requiremeant
in any subcontract or agreement may result in the Agency's termination of the
Agreement.

Assistance In Litigation or Administrative Proceedings. The Associate shall
make itself and any subcontractors, workforce or agents assisting Associate in
the performance of its obligations under this Agreement, avaitable to the Agency
at no cost to the Agency to testify as witnesses, or otherwise, in the event of
litigation or administrative proceedings being commenced against the Agency, its
officers or employess based upon claimed violations of HIPAA, the HIPAA
regulations or other laws refating to security and privacy, which involves inaction
or actions by the Associate, except where Associate or Its subcontractor,
workforce or agent is a named as an adverse party.

4. Addendum Administration.

Term. This Addendum shalfl terminate on termination of the underlying
Agreement or on the date the Agency terminates for cause as authorized in
paragraph (c) of this Section, whichever is sooner.

Duties at Termination. Upon any termination of the underlying Agreement, the
Associate shall retum or destroy, at the Agency’s option, all PHI received from, or
created or received by the Associate on behalf of the Agency that the Associate
still maintains in any form  and retain no copies of such PHI or, if such return or
destruction is not feasible, the Associate shall extend the protections of this
Addendum to the PHI and limit further uses and disclosures to the purposes that
make the return or destruction of the PHI infeasible. This shall also apply to all
agents and subcontractors of Assoclate. The duty of the Associate and its agents

8




and subcontractors to assist the Agency with any HIPAA required accounting of
disclosures survives the termination of the underlying Agresment.

Termination for Cause. Associate authorizes termination of this Agreement by
Agency, if Agency determines Assoclate has violated a material term of the
Agreement.  Agency may, at its sole discretion, allow Associate & reasonable
period of time to cure the material breach before termination.

Judicial or Administrative Proceedings. The Agency may terminate this
Agreement if the Associate s found guilty of a criminal violation of HIPAA. The
Agency may terminate this Agreement if a finding or stipulation that the Associate
has viotated any standard or requirement of HIPAA/HITECH, or other security or

Survival. The respective rights and obligations of Associate under this
Addendum shall survive the termination of the underlying Agieement.

5. General Provisions/Ownership of PHi.

Retention of Ownership. Ownership of the PHI resides with the Agency and is
to be returned on demand or destroyed at the Agency’s option, at any time, and
subject to the restrictions found within section 4.b. above.

Secondary PHI. Any data or PHI generated from the PHI disclosed hereunder
which would permit identification of an individual must be held confidential and is
also the property of Agengcy.

Electroniec Transmisslon. Except as permitted by law or this Addendum, the
PHI or any data generated from the PHI which would permit identification of an
individual must not be transmitted to another party by electronic or other means
for additional uses or disclosures not authorized by this Addendum or to another
contractor, or allied agency, or affiliate without prior written approval of Agency.

No Sales. Reports or data containing the PHI may not be sold without Agency's
or the affected individual's written consent

No Third-Party Beneficlaries. Nothing express or implied in this Addendum is
intended to confer, nor shall anything herein confer, upon any person other than
Agency, Associate and their respective successors gr assigns, any rights,
remedies, obligations or liabilities whatsoever.

Interpretation. The provisions of this Addendum shall prevall over any

Amendment. The parties agree thet to the extent necessary to comply with
applicable law they wiii agree to further amend this Addendum.

Additional Terms and Conditions. Additional discretionary terms may be
Included in the release order or change order process.
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AGREED:

Name of Agency:_S_ta_te of WV _

) _-;-&j‘e:_ State Records Administrator

Signature:

Date: 1/31/2022

_ Form-WVBAA-012004
. Amerdsd 06.26.2013

Name of Associate: _SheiTa Poggi

Title: St Mor, Public Sector Contracts

D?’te: _ 27 Ja,nuar_y 20_2? -
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DA‘I‘E [MMDD/YYYY)
CERTIFICATE OF LIABILITY INSURANCE s

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THiS
CERTIFICATE DOES NOT AFFIRMA'HVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

BELOW.  THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provlslons or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this cert:flcate does not confer rughts to the certlﬂcate holder ln ligu of such endorsement(s). ‘

’ "/ﬂ ®
AC ORD
V

PRODUCER . CONTACT
MARSH USA LLC. PHONE FAX
501 MERRITT 7 |_(A/C, No. Ext}: (AIC, Noj:
NORWALK, CT 06856 i-[;mznéss; Carrier.certrequest@marsh.com

Attn: Norwalk certréquest@marsh com Fax: 212 948 0929

INSURER(S] AFFORDING COVERAGE NAIC #
CN102809999-IM-GAW-24-25 INSURER A : ACE American Insurance Company 22667
INSURED lron Mountaln Incorporated INSURER B : _Indemnity Insurance Gompany of North America 43575
85 New Hampshire Avenue INSURER C : ACE Fire Underwriters tng. Co 20702

Portsmouth, NH 03801 INSURER D :

INSURERE :
INSURERF :

COVERAGES CERT]FICATE NUMBER: . NYC-012239125-01 REVISION NUMBER: 3

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM QR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES LIMITS SHOWN MAY HAVE BEEN REDUGED BY PAID CLAIMS.

DL[SUBR] : R
INSR TYPE OF INSURANCE ﬁsp WVD POLICY NUMBER ﬁflﬂgﬁﬁ: ,ﬁﬂ%ﬁ’% LIMITS
A | X | COMMERCIAL GENERAL LIABILITY HDO (48938413 1012024 | 11032025 | EacHOCCURRENCE $ 2,000,000 |
: DAMAGE TO :
CLAIMS-MADE OCCUR PREMISES (Ea occurrence) | $ . 1,000,000
| MED EXP (Any one person) $ 25,000
- ‘ PERSONAL 8 ADV INJURY | $ " 1,000,000
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ * 2,000,000
X | POLICY D EEET' Loc ERUDUCTS -COMPIOP AGG | § 1,000,000
OTHER: . ) $
A | AUTOMOBILELIABILITY ISA H11364305 1012024 -| 11/01i2025 C[E ‘g“g%ERQSINGLE LmIT $ 2,000,000
X | ANY AUTO ' BODILY INJURY (Per person) | § ’
T QWNED SCHEDULED > ; "y
| AUTOS ONLY  BODILY INJURY (Per accident)| $
HIRED NON-OWNED PROPERTY DAMAGE s
AUTOS ONLY AUTOS ONLY _(Pera—wdaml
- 3
UMBRELLA LIAB OCCUR EACH OCCURRENCE $
EXCESS LIAB .| CLAIMS-MADE AGGREGATE $
DED I I RETENTION § . - $
B |WORKERS COMPENSATION WLR C72608068 (A0S) M172024 1170172025 X FER I QOTH-
AND EMPLOYERS LingwTTY YN 11012024 | 110172025 R
C | ANYPROPRIETOR/PARTNER/IEXEGLITIVE SCF C72608100 (Wi) ] 1/ E.L. EACH ACCIDENT * 5 1,000,000
OFFICER/MEMBER EXCLUDED? IEI N/A .
(Mandatary in NH) E.L. CISEASE - EA EMPLOYEE| § 1,000,000
b éscé’?ps??é’ﬁ OF OPERATIONS below - . E.L. QISEASE - POLICY LIMIT | § 1,000,600
A | EXCESS WORKERS COMPENSAT_ION WCU C72608148 (OH & WA) 11/01/2024 1110112025 Each Accident/Emp for Disease 1,000,000
AND EMPLOYERS LIABILITY SIR 500,000
DESCRIPTION OF OPERATIONS f LOCATIONS / VEHICLES {ACORD 101, Additional Remarks Schedule, may be attached If more space is requirad)
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CERTIFICATE HOLDER

CANCELLATION

State of West Virginia
1800 Kanawha Blvd.,
East Charleston, WV 25305

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

PHcrrnak LS F 222

ACORD 25 (2016/03)

© 1988-2016 ACORD CORPORATION All rights reserved.

The ACORD name and logo are registered marks of ACORD




Page 1 of 2

-] DATE [MM/DD/YYYY
ACORD CERTIFICATE OF LIABILITY INSURANCE 10/17/2024

|

i THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

i CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

| REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

!

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
if SUBROGATION IS WAIVED, subject to the terms and condltions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER SONTACY wTw Certificate Center
Willis Towers Watson Northeast, Inc. PHONE EAKX
-877-945-  1-888-467-237

clo 26 Century Blvd (G No, xt: 1-877-945-7378 fAlG, No), 1-888-467-2378
P.Q. Box 305191 ADDRESS: certificatesf@wtweo.com
Nashville, TN 372305191 Usk INSURER(S) AFFORDING COVERAGE NAIC #

INSURER A : National Union Fire Insurance Company of P 19445
INSURED . INSURER B: Fireman's Fund Indemnity Corpozation 11380
Iron Mountain Incorporated
85 New Hampshire Avenue INSURER C :
Portsmouth, ON LE6T 4Wd CAN INSURER D :

INSURERE :

INSURER F :
COVERAGES CERTIFICATE NUMBER: W35765829 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOQTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

TNER ADDLSUBR PGLICY EFF_| POLIGY EXP
A TYPE OF INSURANCE INSD | WYD POLICY NUMBER (MMDDIYYYY) | (MMDDYYYY) LIMITS
COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE $
Ij DAMAGE TO RENTED
CLAIMS-MADE OCCUR PREMISES (Es occurrence) | §
MED EXP {Any one person} $
PERSQONAL & ADV INJURY $
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $
poucy [ |58% [ fioc PRODUCTS - COMPIOP AGG | §
OTHER; i
COMBINED SINGLE LIMIT
AUTOMOBILE LIABILITY (Ea aceident) $
ANY AUTO BODILY INJURY (Per person) | §
CWNED SCHEDULED !
AUTOS ONLY AUTGS BODILY INJURY (Per accident}| $
HIRED NON-QWNED PROPERTY DAMAGE §
|| AUTOS ONLY AUTOS ONLY | (Per accident)
$
UMERELLA LIAB OGCUR EACH OCCURRENCE 3
5
DED | | RETENTION § $
WORKERS COMPENSATION PER OTH-
AND EMPLOYERS' LIABILITY YIN Sane || e
ANYPROPRIETORPARTNER/EXECUTIVE E.L. EACH AGGIDENT $
OFFICER/MEMBER EXCLUDED? NiA
{Mandatory in NH) E.L. DISEASE - EA EMPLOYEE] $
If yes. describe under
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT | §
A | Professional/Cyher Lizbility 017016979 11/01/2024/11/01/2025 |Per Claim: 54,000,000
Aggregate: $4,000,000

DESCRIPTION OF OFERATIONS / LOCATIONS / VEHICLES {ACORD 101, Additional Remarks Schedula, may be attached if more space is required)

SEE ATTACHED

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABQVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

: AUTHORIZED REPRESENTATIVE
Iron Mountain Incorporated

85 New Hampshire Avenue v
Portsmouth, NE 03801 Dﬁ;\w a-. 3““?
® 1988-2016 ACORD CORPORATION. All rights reserved.

ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
SR ID: 26599971 HATCH: 3666490
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) AGENCY CUSTOMER ID: ! o '
- . s I .
M : LOC #: ' EER i
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ACORD ADDITIONAL REMARKS SCHEDULE Page 2 of 2
AGENCY NAMED INSURED )
Willis Towers Watson Northeast, Inc. Izon Mountain Incorporated .
85 New Hampshire RAvenue
POLICY NUMBER Portsmouth, ON L6T 4W4 CAN v
See Page 1
CARRIER NAIC CODE . ’ l '
See Page 1 v See Page 1| EFFECTIVEDATE: See Page 1
ADDITIONAL REMARKS
THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM, !
FORM NUMBER: 25 FORM TITLE: Certificate of Liability Insurance
Iron Mountain Inc. and all subaidiaries and affiliates including Izron Mountain Information Management, LLC, Iron )
Mountain Information Management Services, Inc. and Iron Mountain Secure Shredding Inc., and Iron Mountain Fulfillment
Services, Inc. and Iron Mountain Intellectual Property Management Inc. F
Cyber Liability is included under Professional Liability coverage.
INSURER AFFORDING COVERAGE: Fireman's Fund Indemnity Corporation NAICH#: 11380
POLICY NUMBER: UBZ000004220M EFF DATE: 1170172022 EXP DATE: 11/01/2025
TYFE OF INSURANCE: LIMIT DESCRIPTION: LIMIT AMOUNT:
Excess Professional Liability Limit: $5,000,000
and Security & Privacy Liability '
- .
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ACORD 101 (2008/01) \ © 2008 ACORD CORPORATION. All rights reserved.

.o The ACORD name and logo are registered marks of ACORD \ o
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ERIC L. HOUSEHOLDER STATE OF WEST VIRGINIA SAMANTHA WILLIS
CABINET SECRETARY DEPARTMENT OF ADMINISTRATION PURCHASING DIRECTOR
PURCHASING DIVISION

To:  All State Agencies Under Purchasing Division

From: Samantha Willis, Director & General Counsel
WYV Purchasing

Date: January 23, 2025

Re: $100,000 Spending Requests
MEMORANDUM

Pursuant to Executive Order 4-25, signed into effect by Governor Morrisey on January 14th, 2025, all
expenditures over $100,000 must be reviewed by the Governor’s Office in advance. Any solicitations,
purchase orders, or other contracts currently in the possession of the Purchasing Division, which are
estimated to cost over $100,000 are being placed on hold for review. Our Division is providing
documentation of those to the Govermor’s Office for review.

Any new requisitions valued over $100,000 that are received by the Purchasing Division, must have a
copy of this memorandum and accompanying signatures to process as usual. If there is no evidence of
Governor’s Office review or approval, your requisition will be returned to seck that approval.

Thank you all for your hard work, and please feel free to reach out with any questions on our end; if you
have questions about the procedure for secking the necessary approvals intemally, I would recommend

reaching out to your Cabinet Secretarics and/or your Department’s Governor’s Office liaison.

RCMGT25E, Office of Technology, Iron Mountain Records Management, expires Feb.14, 2025,
request to renew for 1 year as an emergency, est. cost $650,000.00

The Acyorapagying Request has been reviewed and approved by the following: |
/,fi?l%f“@/ﬁ}(__f__ﬁm 2 )1 25—

Agency Head Ditte

w (it Are/zs”
Cabinet Secretary/Department Hed Date
2/15/ 25

2019 WASUINGTON STREKT, EAST » BUILDING 15 = CHARLESTON, WEST VIRGENIA 253054130 » (304) 558-2306 » FAX: (304} $58-3970

WVPorchasing.gov




Welch, Toby L <toby.l.welch@wv.gov>

Emergency Request - Iron Mountain
1 message

Shears, Meghan <meghan.shears@wv.gov> Thu, Feb 13, 2025 at 3:34 PM
To: Mark A Atkins <Mark.A Atkins@wv.gov>, Frank M Whittaker <FRANK.M.WHITTAKER@wv.gov>, Toby L Welch
<foby.L.welch@wv.gov>, Samantha L Willis <samantha | willis@wv.gov>

Please find attached the emergency request for Iron Mountain RECMGT25E. The current contract expires February 14,
2025. Let me know if you have any questions.

Thank you, -
Meghan

Meghan S. Shears, AF]

Chief Financial Officer

West Virginia Office of Technology
Building 5, 10th Floor

1900 Kanawha Blvd,, East
Charleston, West Virginia 25305
304-352-4942 {0)

681-317-4605 (m)

e/ WEST VIRGIHIA

technology

.@ Emergency Contract Request « Iron Mountain.pdf
168K
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ERIC i. HOUSEHOLDER STATE OF WEST VIRGINIA : SAMANTHA WILLIS

" CABINET SECRETARY DEPARTMENT OF ADMINISTRATION -: PURCHASING DIRECTOR
| PURCHASING DIVISION |

To:  All State Agencies Under Purchasing Division '
From: Samantha Willis, DH‘GCtOI‘ & General Counsel
WV Purchasing o '
-+ Date: January 23, 2025
" Re: $100,000 Spending Requests
L MEMORANDUM

Pursuant to Executive Order 4-25, signed into effect by Governor Morrisey on January 14th, ﬁ025, all
expenditures over $100,000 must be reviewed by the Governor’s Office in advance. Any SOIic':iiétiOn's' -
purchase orders, or other contracts currently in the possess1on of the Purchasing D]VISIOD whxch are =
estimated to cost over- $100, 000 are being placed on hold for review, Ovr Division is prov1dmg SR
documentatlon of those to the Govemor s Ofﬁce for review. - -

~ Any new reqmsmons valued over $100 000 that are recelved by the Purchasing Division, must have a
. copy of this memorandum and accompanying signatures to process as usual. If there is no evidence of _
-~ Governor’s Office review or approval, your requ:smon will be returned to seek that approval.

_Thank you all for your hard work, and please feel free io reach out with any questions on our end; if ybu: -
have questions about the procedure for seeking the necessary approvals internally, I would recommend =
reaching out to your Cabinet Secretaries and/or your Department’s Governor’s Office liaison.

RCMGT2SE, Office ﬁ:f Technology, irﬁh Mountain 'Rgc'ords Management, expires Feb.14, _2025;
request to renew for 1 year as an emergency, est. cost $650,000.00

Acgompagying Request has been rev1ewed and approved by the followmg
7g % 201 / 25—
Agency Head o R ' '. Dhte
£ al W I o nfas”
- Cabinet Sec;etaryll)'eparhhent Head : " Date

2/15 / z5
Gpv/ ce Repres tée/ /Date

2019 WASHINGTON STREET, EAST ¢ BUILDING 15 » CHARLESTON, WEST VIRGINIA 25305-0130 = (304) 558-23{)6 * FAX: (304) S§8-3970

WVPu.rchasing.gov




STATE OF WEST VIRGINIA
DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

Erio L H hold State Capitol "
ric L. Householder N eather D. Abbott
ton, W
Cabinet Secretary Charleston, West Virginia 25305 Chief Information
Officer

TO: Mark Atkins
Senior Buyer, Purchasing Division

FROM: Meghan S. Shears
Chief Financial Officer, West Virginia Office of Technology

SUBJECT:  Emergency Contract for Iron Mountain RECMGT25E
DATE: February 13, 2025

The West Virginia Office of Technology (WVOT) is requesting a one-year plus two optional renewals
statewide emergency contract for the continuation of services offered with: Iron Mountain, This
emergency statewide contract is necessary to ensure no disruption of record storage agencies.

The WVOT is requesting the Emergency be awarded to Iron Mountain, as no other vendor can provide
the uninterrupted services of the record management and storage. Because transitioning takes
considerable time, no third-party solution is feasible either. If the State were to award to a company
other than Iron Mountain, the State would lose access to approximately 46,000 boxes of records
currently being stored with Iron Mountain.

Because of the foregoing reasons, the WVOT is requesting a one-year plus two options renewals
Statewide Emergency Contract, February 15, 2025 - February 14, 2026, for record management and
storage for continuity of services. The estimated cost cost for these services is $650,000.00 for the first
year.

Please let me know if you need anything further to support this request.

Capitol Complex Bldg. #5 — 10" Floor Charleston, West Virginia 25305 Phone: (304) 558-5472 Fax: (304) 558-0136




Welch, Toby L <toby..welch@wv.gov>

Emergency Request - Iron Mountain
1 message

Shears, Meghan <meghan.shears@wv.gov> Thu, Feb 13, 2025 at 3:34 PM
To: Mark A Atkins <Mark. A Atkins@wv.gov>, Frank M Whittaker <FRANK.M.WHITTAKER@wv.gov>, Toby L Welch
<toby.|.welch@wv.gov>, Samantha L Willis <samantha.l.wilis@wv.gov>

Please find attached the emergency request for lron Mountain RECMGT25E. The current contract expires February 14,
2025. Let me know if you have any questions.

Thank you,
Meghan

Meghan S. Shears, AFI

Chief Financial Officer

West Virginia Office of Technology
Building 5, 1.0th Floor

1800 Kanawha Blvd., East
Charleston, West Virginia 25305
304-352-4942 (o)

681-317-4605 (m)

@~ office of
technology

.E Emergency Contract Request - Iron Mountain.pdf
168K




STATE OF WEST VIRGINIA
Purchasing Division

CERTIFICATION OF NON-CONFLICT OF INTEREST

West Virginia Code § 5A-3-31: “It shall be unlawful for any person to corruptly combine, collude or conspire with one or
more other persons with respect to the purchasing or supplying of commodities or printing to the state under the
provisions of this article if the purpose or effect of such combination, coliusion or conspiracy is either fo (1) lessen
competition among prospective vendors, or (2) cause the state to pay a higher price for such commodities or printing than
would be or would have been paid in the absence of such combination, collusion or conspiracy, or {3) cause one
prospective vendor or vendors fo be preferred over one or more other prospective vendor or vendors. Any person who
violates any provision of this section shalf be guilty of a felony, and, upon conviction thereof, shall be confined in the
penitentiary not less than one nor more than five years, and be fined not exceeding five thousand dollars.”

West Virginia Code § 6B-2-5(b)(1): “A public official or public employee may not knowingly and intentionally use his or
her office or the prestige of his or her office for his or her own private gain or that of another person.”

West Virginia Code § 6B-2-5(d){1): “{Njo elected or appointed public official or public employee or member of his or her
immediate family or business with which he or she is associated may be a party to or have an inferest in the profits or
benefits of a contract which the official or employee may have direct authority fo enter into, or over which he or she may
have controf . . ..”

The individual(s) listed below have been charged to evaluate or serve as members or advisors of an evaluation committee
for the solicitation as specified [ MA RECMGT22E 1

By signing this form, each individual acknowledges that: {1) his or her service on the evaluation committee is not
in violation of West Virginia Code § 5A-3-31, § 6B-2-5, or any other relevant code section; (2) his or her service on
the evaluation committee does not create a conflict of interest with any of the participating vendors; and (3) he or
she has not had or will not have contact relating to the solicitation identified above with any participating
vendors between the time of the bid opening and the award recommendation without prior approval of the
Purchasing Division.

Mark Atkins, Buyer WV Purchasing Division 3/03/2025

Supervisor

Meghan S. Shears, CFO WVOT ) 3/4/2025
M

Revised February 8, 2016




