Department of Administration
Purchasing Division

2019 Washington Street East
'| Post Office Box 50130
Charleston, WV 25305-0130

State of West Virginia
Master Agreement

Order Date: 2020-02-07

CORRECT ORDER NUMBER

MUST APPEAR ON ALL PACKAGES,
INVOICES, AND SHIPPING PAPERS.
QUESTIONS CONCERNING THIS
ORDER SHOULD BE DIRECTED TO
THE DEPARTMENT CONTACT.

Order Number:

CMA 0212 0212 MSMENTPRZ

Procurement Folder: 687835

Document Name:

Microsoft Master Services Agreement "Enterprise”

Document Description:

Microsoft Master Services Agreement "Enterprise”

Procurement Type:

Central Master Agreement

Buyer Name:

Mark A Atkins

Reason for Modification:

Change Order No. 1 - to extend the terms agreement
under the same terms and conditions per the attached
documentation.

Telephone:

(304) 558-2307

Email:

mark.a.atkins@wv.gov

Shipping Method:

Best Way

Effective Start Date: 2014-03-14

Free on Board: FOB Dest, Freight Prepaid

Effective End Date: 2021-03-31

VENDOR

DEPARTMENT CONTACT

1 MICROSOFT WAY

REDMOND

uUs

Vendor Customer Code: 000000230239
MICROSOFT CORPORATION

Vendor Contact Phone: (202) 895-2033

Discount Percentage: 0.0000
Discount Days: 0

WA 98052-6399

Extension:

Requestor Name: Mark A Atkins
Requestor Phone: (304) 558-2307
Requestor Email: mark.a.atkins@wv.gov

INVOICE TO
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ALL STATE AGENCIES

VARIOUS LOCATIONS AS INDICATED BY ORDER
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No City WV 99999 No City WV 99999
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éLECTRONIC SIGNATURE ON FILE

Date Printed:  Feb 07, 2020
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Extended Description:
h .
“Change Order No. 1 - to extend the terms agreement until 03/31/2021 per the attached documentation.

Software; Master Agreement "Enterprise”

This blanket Master Services Agreement is comprised of the attached agreement.

This agreement does not contain product or pricing of product. Agency shall use resale agreement in place at time of purchase for products.
Original purchase order attached for reference.

No other changes.

Line Commodity Code Manufacturer Model No Unit Unit Price
1 43230000 EA $0.000000
Service From Service To

Commodity Line Description: Software, Master Agreement "Enterprise”

Extended Description:
This blanket Master Services Agreement is comprised of the attached agreement. This agreement does not contain product or pricing of product. Agency shall use
resale agreement in place at time of purchase for products.

Date Printed: Feb 07,2020  Order Number: MSMENTPRZ Page: 2 FORM ID : WV_PRC_CMA_001 8/14



Document Phase Document Description Page 3
MSMENTPRZ Draft Microsoft Master Services Agreement of 3

I "Enterprise”

ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions



B8 Microsoft Volume Licensing

Amendment to Contract Documents

A 'l Numbi
greemem Number 01E73657

o 2 YW WY
l_._‘ﬁ.i“l o1 S,

This amendment (‘Amendment”) is entered into between the parties identified on thie attached program
signature form. it amends the Enroliment or Agreement identified above. Al ierms used but not defined
in this Amendment will have the same meanings provided in that Envroliment or Agreement.

Enterprise Agreément
" Amendment ID CTM

The term of the Agreement 01E73657 is exiended by 12 months to- explre March 31, 2021.

_:. s *, ”f"a
‘Except for changes made by this Ameridinent, the Enrollmenl or,Agreementwldentlf ed | above remains
unchanged and in full force and effect. If there is any.c conflict between anytprovismn in lhls Amendment
and any provision in the Enrollmem or Agreemer;t ldenuﬁed above thxs Amendment shail ‘ontrol. '
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Tyl . - -1.},; - . f"&._a"
- . - “ N
AmendmenlApp v4.0 . CTM-CTC-CTL-AGR BD
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BH Microsoft Volume Licensing

Program Signature Form

MBA/MBSA nurbet 000-jegraham-S-133

‘Agreament number 01E73657

Note: Enter the applicable active numbers associated with the documents below, Microsoft requires the
associated active number be indicated here, of listed below as new.

- v =t N [ X 'lf\ - ¥ . K '-,i_
A For‘the ;pl‘}rposes of thas form "Customer“ é"g}r: mean; thg;sugnmgi enuty.‘{g‘t;rolledf ;\fﬁllgtg:
lj

o N

Govemment Partner Instltu!mn or o(her party entenng mto a volum censing program agreement -

Pl LI P ey VA o

5 a7 S

This signaturé form and afl contract documents idéntified in tha table below are entered into biétween
the Customer and the Microsofi Affiliate signing, as of the effective date identified below.

LA (7R T Yt "]'r'" he ‘l‘l il 2 i L Bl S 5 L\ﬂ' i\‘ Mg
FaCkl Tc“ﬁ?i‘?-.‘ist Eoif,?ne- T 'f;“r po il O s NG ber oF Codell o l{i“ i
..-. Loi e r e e el 1 (] o ST r~ T L e S (T T _L,..;.:_‘
<Choose Agreemenb Documenl Number..or Code
<Choose Agreement> Document Number.6,Code.__
<Choose Agreement> Document Number.or.Code *° “s..
<Choose Agreement> % ‘Document NumberiofCote ~ 5 e
<Choose Agreement> o™ A% -~ [iDocument Number'or COUE AN, 2ERaL.
<Choose EnroliméritRedisiration>%.» « | Document Number: 0r.Code" $. Y . 5iltn
<Choose Enrollment/Registration> . “." % ;|:Document.Number or.Code s & %3 15
<Choose Enrolliment/Redistrationi> "1 T -~ | Documént Number.or.Code,” Rk ik "ﬁa-ﬂ*’
<Choose Enibliment/Registration> %+ ¥.,-'c.* | Document Number6i-Code T ' "ul
<Choose Enroliment/Registration> , “ %74, | Document Number of.Code ~ A3
Amendment « 44 CTMICTCCTLLAGR (01E73657}
Document Description “i|sDocument Nimbéi'or Code
Document Description ‘Documeht Number,or Cade
Document Description .., Document Number or Code
Document Description Docurment Number:or Code

i:*‘-’"’*"r-' &

Ey sngnmﬁ below, Customer and the Microsbft Affiliate agree that both partles {1) have received, read
and understand the above conltract ‘documents, including any websifes or-documents incofporated by
reference and any amendments and (2) agree to be bound by the terms of all such documents.

T ST e “)3" '4)‘&%@& P*F‘ eI wb'er["’,n‘x* ok

‘5' Customner. BRI zc“f L o .au 0

‘
SR PRSP CL e ST S ,._-.(L_*,!k )

Name of Entlty {must he /;al entity name)* State of West \/(rglma

Signature® _/ /5}\

Printed Fifst and Last Name* —5a 54 n 7. /ﬂ-‘%ﬂ//-‘s%ew
Printed Title (. O
Signature Date* j/ /¢ /2019 -

Tax ID
~ indiicates required field

Page 10t 2
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Document X20-12845
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i g ;I'Mlcr,ospfthfﬁllate:,. £ | |
e sha - Ny

Bt Ll e e M oaiasn Ll e

Microsoft Corporat e —— e
Signature Z/‘L"’ T == .
- —Microsoft-Corporation—

Printed First and Last Namé .
Pririted Title NOV 14 2019

Signature Date
(date Microsoft Affiliate countersigns)

A () fd{',’.’ 1
el &

s

Tracy Gorman
Iy A i

Agreement Effective Date / . Microsoft Corporation
(may be ditferent than Microsoft's signature date) / - / q' / ? J

Optional 2™ Customer signdture or Outsourcer signature (If applicable)

IR Al ey
A
kR e

-Signature* A7

Printed First and Last Name* r": - ».,.!1‘ |

Printed Title s e .n“?"."

Sig Date* . T Rl BT
ignature Date* Jﬁ’aﬁk Yy ALt g v ™

r—— T FRE R CTS a“:h.‘-' T
indicatss required figld* Y RS
af = v

h;_‘y [:‘:ﬂ

a by faly
AR NN R 1 RN o (P

l
Name of Entity (must 6% legal entity namel%; s . -, YRR NG
Signature* ) '“‘5’!!:\,.%, L T B
Printed First and Last Name* oS ’ R
Printed Title o . ' _

gt B LT

Tindicales required field e z Freeassss e

. i
If Customer requires additicnal contacls of is reporting muitiple previous Enroliments, include the
appropriate form(s) with this signature form.

After this signature forin is signed by the Customer, send it and the Contract Documents to Customer's
channel partner or Microsoft account mzinager, who must submit them 1o the following address. When
the signature form is fully executed by Microsoff, Customer will receive a confirmation copy.

Microsoft Corporation

Dept. 551, Volume Licensing

6100 Neil Road, Suite 210

Reno, Nevada 89511-1137

USA \

PrugramSlgnForm(MSSign)(NA.LalAm)ExBRA(ENG)(OcI2019; Page 2 of2
Document X20-12845




State of West Virginia
Department of Administration
Purchasing Division

2019 Washington Street East
Past Office Box 50130
Charleston, WV 25305-0130

BY ORDER

ALL STATE AGENCIES
AND POLITICAL SUBDIVISIONS
VARIOUS LOCALES AS INDICATED

. ] *709065415 01

800-426-9400

MICROSOFT CORPORATION
ONE MICROSOFT WAY

REDMOND WA 98052

Purchase Order ____

R

CORRECT PURCHASE ORDER NUMBER
MUST APPEAR ON ALL PACKAG

INQ THIS PUR-

ESTIO
CHASE ORDER SHOULD BE DIRECTED
TO THE BUYER AS NOTED BELOW.

BY ORDER

ALL STATE AGENCIES
AND POLITICAL SUBDIVISIONS
VARIOUS LOCALES AS INDICATED

” 911144%ﬁ§m_,r VNS tome

PES]

PREPAID

»TINATION AL

MICROSOF']

03/13/2014

THIS BLANKE

MASTER

SOFTWARE, MASTER A

T MASTH

099-00-01-100
\GREEMENT "ENTERE

R SERVICES AGREE

SERVICES AGREEMENT " ENTERPRISE"

IMENT IS

RISE"

mcopy '

COMPRISED QF THE ATTACHED AGREEMENT. «
THIS AGREEMENT DOES NOT CONTAIN PRODUCT OR “
PRICING OF |PRODUCT. AGENCY SHALL USE RESALE Sq
AGREEMENT IN PLACH AT TIME OF PURQHASE FOR o
PRODUCTS . '
R L PURCHASING DIVISION
COBUYER CERTIFIED ENCUMBERED
WAR 1 4 2014
L MAR 1 4 2014
—_— -
ENTERED Bevedy 7ol
J// A |
47 /
APPROVAL AS TO FORM IS REQUIRED BY ATTORNEY GENERAL, CHECK HERE E /

VN

APPROVED AS TO FORM B8Y
ASSISTANT ATTORNEY GENERAL

3\W W

WAy

22014

[ OPEN END _

V4
04-558-2596

PURCAASTNG DIVISION AUTHORIZED SIGNATURE



MEMORANDUM

TO: Agencies Purchasing Microsoft 365

FROM: Purchasing Division

DATE: February 14, 2014

RE: Special Instructions for State Agencies Purchasing Microsoft 365 Products

Special Instructions for State Apencies Purchasing Microsoft 365 Products

1. Enterprise Agreement Only: Microsoft 365 products can only be purchased under the
Microsoft Enterprise Agreement software licensing (“Enterprise Agreement”). The terms and
conditions that govern the Microsoft 365 software have not been included in the Microsoft Select
Agreement and purchases of Microsoft 365 under that agreement are not permitted.

2. GCC Form: Any agency (or government entity) purchasing Microsoft 365 must ensure that
the Government Community Cloud Amendment and Product Selection form (“GCC Form”
contained in Appendix A is signed by Microsoft and the agency at the time of agency’s
enrollment in Microsoft 365. The agency must also ensure that the GCC Form provided by
Microsoft or the license reseller matches the form attached as Appendix A.

3. BAA Form: Any agency (or government entity) subject to the requirements of the Health
Insurance Portability and Accountability Act (“HIPAA”) purchasing Microsoft 365 must ensure
that the Business Associate Enterprise Enrollment Amendment (“BAA Form”) contained in
Appendix A is signed by Microsoft and the agency at the time of agency’s enrollment jn
Microsoft 365. The agency must also ensure that the BAA Form provided by Microsoft or the
license reseller matches the form attached as Appendix A.



B Microsoft Volume Licensing

Program Signature Form

MBAMBSA number 000-rudyg-036

Agreement number

Note: Enter the applicable active numbers assoclated with the documents below. Microsoft
requires the associated active number be indicated here, or listed below as new.

i e ) - i | R AR A AR AL Hr
This signaturé form and all contract documents identified In the table below are eﬁtered Into bétween
the Customer and the Microsoft Affiliate signing, as of the effective date identified befow,
0 Do inel er o ode

Enterprise Agreement X20-02196 . .

<Choose Agreement> Doeume Nup

<Choose Agreement> L § *Bacumem%hlu 2oLl

<Choose Agreementy,’. ‘_-.-__'ﬁoéyméﬁt_u_q ot Eot

<Choose Agreeinenits  Boeunient iy (e

<Choose Eiir liment/Registration> " | Dosuent

<Choose Enroilment/Registration> t- Nk rpﬁgﬁtodé’r

<Choose EnrolimentRegistration> Diciment Numizeror Code

<Choose Enrolimepi/Registration> bbggmaﬁtﬁg@;éﬁﬁrpode

[FOHEse L dliment/Reglstration> Documen Ntimber o Eoda
| Bebiment CTM-a (N‘ew} :

Amendment CTM-b (Néw)

Amendment CTM-c (New)

Amendment CTM-d (New)

Document Description _Document Number or Code

By signing below, Customer and the Microsoft Affiliate agree that both parties (1) have received, read
and understand the above contract documents, including any websites or documents incorporated by
reference and any amendments and (2) agree to be bound by the terms of all such documents,

ProgramSignForm(MSSign)(NA, LatAm)ExB MLIENG)Oct2013,
fogramSignForm(l gn)X )EXBRA,MLIENG) ) Page 1 of 3



Name of Entity tmys it me)* State of West Virginia
Signature* _ s ‘. _ _ .
Printed First and Last Name* Ro e 4 favison

Printed Title (3¢ AJegat- Coopsel, wV Don Robert EP &lllSOH
Signature Date* Mg (1. 204 o Genefal COI.]IISCI

* indicates required field

Microsoft Affiliate

Microsoft Licensing, GP (\ N A
Signature 7 |
Printed First and Last Name Microsoft Licenslng, GP .' U

Printsd Title MAR 0 62014 O

Signature Date
(date Microsoft Afilliate countersigns)

Agreement Effective Daty .
e B8 A ]
(may be different than Mfgggsﬁmwhagm ey, 0 v

Lt

Optional 2! Gustomer signature orGutsouircer slgnatum (lf?@pmmé‘) '
PR PRI AN e W T Powes . Je s R RN

Name of Entity (myst be legal entity name}*
Signature®
Pﬁntald}irst and Last Name*
‘Pilinted Title
Signature Date*
¥ Indicates required isld

Name of Entity (must be legal entity name)*
Signature*
Printed First and Last Name*

Printed Title

1 Signature Date* _

*indicates required field

If Customer requires physical media, additional contacts, or is reporting multiple previous Enroliments,
include the appropriate formy(s) with this signature form.

After this signature form is signed by the Customer, send it and the Contract Documents to
Customer's channel partner or Microsoft account manager, who must submit them to the following

PngmmSIQHFonn(MSSIQn)(NA,LalAm)ExBRA,MLI(ENG)(OdZN 3)
Page 2 0f 3

T ID WV Department of Administration




address. When the signature form is fully executed by Microsoft, Customer will receive a confirmation
copy.

Microsoft Licensing, GP
Dept. 651, Volume Licensing
6100 Neil Road, Suite 210
Reno, Nevada 89511-1137
USA

ProgramSlgnFonn(MSSiqn)(NA.LatAm)ExBRA.MLl(ENG)(OthM 3)
Page 3 of 3



- BB Microsoft Volume Licensing

Enterprise Agreement State and Local
Not for Use with Microsoft Business Agreement or Microsoft Business and Services Agresment

Contents

1. Definitions. 1
2. How the Enterprise and Enterprise Subscription program works. 3
3. Licenses for Products. 3
4. How to know what Product Use Rights apply. 4
5. Making copies of Products and re-imaging rights. 5
6. Transferring and reassigning Licenses. 5
7. Term and termination. B
8. Restrictions on use. .. 8
9. Non-Microsoft Software or Technology. 8
10. Confidentiality. 8
11. Warranties. . 10
12. Defense of infringement, misappropriation, and third party cialms. 11
13. Limitation of liabillty...... - 12
14. Verifying compliance. = 13

15. Miscellaneous.

This Microsoft Enterprise Agreement is entered into_--_héﬁéeﬁ the
signature form. ST
Effective date. The effectiuiiéifef this agreemerit is the effective dateiof:
agieerrlent; whichever is earfier: Any refeence ih thie:

Microsoft accepts this aggeler
to "day” will be a oslehgarday. * - .. - . RS
This agreenieht consists of (1) these dgreement term and: Fondi
attachments identified thefein, (2) the P,fodu&_téé"}Iz;tiﬁi_'h (3): thge Pradiibk Ligs:
licensed under this agreement, (4) any Affiliate EXrefitiant cfflared into/ g
order submitted under this agreement. e ﬁx‘*'

Please note: Several:gocuments referenced in this agreemint uf not atttickied to the signature form may
be found at: http://mww:microsoft com/licensing/contracts and are incorparated by reference, including the
Product List and Product Use Rights. These documents may: cohfain-additional-ferms and conditions for
Fo8tcrs ﬁ%ehsed under this agreement and may be changed ffom time_to time. Customer and/or its
Afflistes should review such documents carefully, both at the timie of sigriing and periodically, to ensure a
filiemderstanding of all terms and conditions applicable to Products licensed;” -

& ‘Sighaturd. frm and all

its applicable to Products
is ggreément, and (5) any

Terms and Conditions

1.  Definitions.

“Affiliate” means
a. with regard to Customer,

(1) any government agency, department, office, instrumentality, division, unit or other entity
of the state or local government that is supervised by or is part of Customer, or which
supervises Customer or of which Customer is a part, or which is under common
supervision with Customer:

(if) any county, borough, commonwealth, city, municipality, town, township, special purpose
district, or other similar type of governmentat instrumentality established by the laws of

EA2012Agr(US)SLG(ENG)(Oct2012) Page 1 of 15
Document X20-03196



Customer's state and located within Customer's state jurisdiction and geographic
boundaries; and

(iil) any other entity in Customer's state expressly authorized by the laws of Customer's state
to purchase under state contracts; provided that a state and its Affiliates shall not, for
purposes of this definition, be considered to be Affiliates of the federal government and
its Affiliates; and

b. with regard to Microsoft, any legal entity that Microsoft owns, that owns Microsoft, or that is
under common ownership with Microsoft:

“available” means Microsoft has made Licenses for that Product available on the Product List for ordering
under a particular licensing program;

*Customer” means the entity that has entered into this agreement and its Affiliates;

“Customer Data” means all data, including all text, sound, software, or image files that are provided to
Microsoft by, or on behalf of, Enrolied Affiliate through its use of the Online Services.

“Enrolled Affiliate” means an entity, either Customer or any one of Customer's Affiliates, that has entered
into an Enroliment under this agreement;

“Enroliment” means the document that an Enrolled Affiliate submits’ under this agreement to place its
initial order,; ey

“Enterprise” means the Enrolied Affiliate and the Affiliates it chogses
enterprise; L

"Fixes” means Product fixes,.rift

releases generally (such, pa ) ' C

“License” means En ¢'s right fd ilSe the qiiahtity:of a'Proddet,
License may he avaftable’on a subscfiption basis-(“Siibscription-Ljcet
will be cons{ydared Subscription Lisensgs, yndg
‘L&SA” means a License and Software Assu

*Microsoft” means the Microsoft Affiliate’ that hé‘s-

Affiliates, as appropriate; ) 3 o
"Online Service” means the Microsoft-hosted services identified in the Ghiine Services section of the
ngygt LEISS-_ gFn ; . - Rt PR

“Protiiict! means all software, Online Services and other web-based services, Including pre-release or
betaitersions, identified on the Product List. Lo e e :
“Broduct List" means the statement published by Microsoft from time to time oh the World Wide Web at

hitp:/iwww.microsoft.com/licensing/contracts or at a successor site that Microsoft identifies, which
identifies the Products that are or may be made available under a program {which availabllity may vary by
region) and any Product-specific conditions or limitations on the acquisition of licenses for, or use of,

those Products.

“Product Use Rights" means, with respect to any licensing program, the use rights or terms of service for
each Product and version published for that licensing program at

http:/fwww.microsoft.com/licensing/contracts or at a successor site.

"Reseller” means a large account Reseller authorized by Microsoft to resell Licenses under this program;

“Service Level Agreement' means the document specifying the standards Microsoft agrees to adhere to
and by which it measures the level of service for an Online Service.

“Software Assurance” means an offering that provides new version rights and other benefits for Products
as further described in the Product List.

EA2012Agr(US)SLG(ENGHOc2012) Page 2 of 15
Document X20-03186



“Trade Secret” means information that is not generally known or readily ascertainable to the public, has
economic value as a result, and has been subject to reasonable steps under the circumstances to

maintain its secrecy;
‘use” or “run” means to copy, install, use, access, display, run or otherwise interact.

2. How the Enterprise and Enterprise Subscription program works.

The Enterprise and Enterprise Subscription Program. The Enterprise and Enterprise Subscription
programs establish a Customer's overall licensing framework and the applicable terms and conditions.
Under the Enterprise program, Customer may license Products by entering into Enroliments.The
Enterprise Subscription program offers Customer the same options as the Enterprise Program, but on a
subscription basis, with an optional buy-out to obtain perpetual Licenses. ’

a. Enroliments. The Enterprise program gives Customer and/or its Affiliates the ability to enter
into one or more Enroliments to order Products. Subscription Enroliments may be available
for some of these Enrollments.

b. Licenses. The types of Licenses available are L&SA, Licenses obtained under Software
Assurance and Subscripfion Licenses. These License types as well as additional License
Types are defined In the Product List. R

c. How Enrolled Affillates acquire Licenses. An Eﬁr@;\ilgq. / ate will acquire its Licenses
through its chosen Reseller., Orders will be mage out. 15 aﬁ%ﬁu’ﬂ itted to the Enrolled
Affiliate’s Reseller. Microsoft will invoice that Bgselle;(f*;éen;dﬁqg fhie'tetms-in the applicable
Enroliment. g PR Tt

d. Choosing ang
Resellgr-agi'@ﬁ'%:}a}
(i): Establishing.Price Levéls.

applications, systems; or servéiid)’; Eac

levels (A, B, C, and D). Enrolled Affijia

Products, Enterprise Online Service&:

under any Enroliment. N
() Plaging”Otders through Reseller. Order oF

., 1 " Reseller. Microsoft will invoice the Resellefsecording.fo: the ‘taims In the applicabie
* Enroliment. Throughot this' agreement the térm “price” refers:to reference price. The

Reseller and the Enrolled Affiliate will determine the Envolled Affiliste’s actial pfice and
paymeritterms. | S '

f. Order Requirements. Order Requirements are outiined in each Enroliment.

g. Management and Reporting. Customer and/or Enrolied Affiliate may manage account
details (e.g., contacts, orders, Licenses, software downloads) on Microsoff's Volume
Licensing Service Center (“VLSC") web site (or successor site) at
hitps://www.microsoft.com/licensin /servicecenter.-Upon the effective date of this agreement
and any Enroliments, the contact(s) identified for this purpose will be provided access to this
site and may authorize additional users and contacts.

e

ed.to'& Prodeict pool (e.g.,
108 as5igied one of four price
:be Level D for all Enterprise

| Additional Products ordered

der an Enrollment will be mage:fo the

3. Licenses for Products.

a. General, Enrolled Affiliate will have the number of Licenses ordered for the latest version of
a Product, and may use prior versions as permitted in the Product Use Rights, so long as
Microsoft receives timely orders from Reseller for all required Licenses for such Products and
complies with applicable license terms. The Licenses obtained under an Enroliment are not

EA2012Agr(US)SLG(ENG)(Oct2012) Page 3 of 15
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4-

related to any order or fulfiliment of software media. The ability to use a Product ordered may
be affected by minimum hardware or software requirements,

Use by Affillates. The Enrolled Affiliate may sublicense the right to use the Products to any
Affiliates covered under its Enroliment, but Affiliate recipient of these Licenses may not
Sublicense these rights and their use must be consistent with the License terms contained in

this agreement.

When Licenses become perpetual. The right to run any Product licensed under an
Enroliment is temporary unless and until it becomes perpetual as follows:

(1) A License is temporary until Enrolled Affiliate’s Reseller has paid for a License in full and
the applicable initial Enroliment or renewal term during which the License was ordered
must have expired or been terminated as permitted in this agreement.

(i) Subscription Licenses are never perpetual. If a buy-out option is available, Enrolled

Affiliate may obtain a perpetual License by exercising the buy-out option and paying for
the License in full,

(ifi) Enrolied Affiliate will have perpetual Licenses to use the Products ordered in the latest
version available (or any prior version) as of the date of expiration, termination, or
renewal. PR

(iv) All perpetual Licenses acquired under this agréement ¥
agreement and such terms survive expiration -or téf
Enroliment. Ca e iran

" | subject to the terms of this
»this agreement or an

s .a;thg,_;ga”ﬁhliam's
of Licenses; Together with

_evigﬁt’dbtained under its

Enroliment. "3 ﬂ-"'i‘“j-zii R o

Reorganizations, consolidations, and kv, tlaions If the: number of Qualified Devices
or Qualified, Users covered by an Enrollment ¢ aniges by more than ten percent as  resul, of
a reg[géhizaﬁbn. consolidation, or privatization of afy Enrolled Affiliate, Microsoft will work with

“thé “Enrolled Affiliate In good faith to determirié -How {0’ gécomodate its changed

“Gircumstances in the context of this agreement, I an Enrolled Affitiate consolidates with a

third party with an existing agreement or enroliment, Microsoft will-wiork- with the Enrblled
Affiliate in good faith to accommodate its changed circumstarices in the context of this
agreement.

How to know what Product Use Rights apply.

a. Product Use Rights. The Product Use Rights in effect on the effective date of an Enroliment

will apply to Enrolled Affiliate’s use of then-cument versions of each Product (excluding Online
Services). For future versions, the Product Use Rights in effect when those future versions
are first released will apply. In both cases, subsequent changes made by Microsoft to the
Product Use Rights for a particular version will not apply to Enrolled Affiliate’s use of that
version, unless Enrolled Affiliate chooses to have such changes apply. The use rights for
Online Services and the process for updating them as the Online Services evolve are
detailed in the Product Use Rights.

Product Use Rights for earller versions (downgrade). If Enrolied Affiliate runs an earlier

version of a Product than the version that was current on the Enroliment effective date, the
Product Use Rights for the version licensed, not the version being run, will apply. However, if
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G.

the earlier version includes components that are not part of the licensed version, any Product
Use Rights specific to those components will apply to Enrolled Afflliate’s use of those

components.
Reservation of rights. All rights not expressly granted are reserved.

5. Making copies of Products and re-imaging rights,

C.

e & (il Except for copies of an operating syste'iﬁ"ﬁéﬁcj.:éep J
' 47~ Microsoft program, the Product type (e:q., ubéfagfe‘ or f

fulfiliment source. Enrolled Affiliate may use a third party to make these copies, but Enrolled
Affiliate agrees it will be responsible for any third party’s actions. Enrolied Affiliate agrees to
use reasonable efforts to notify its employees, agents, and any other individuals who use the
Products that the Products are licensed from Microsoft and subject to the terms of this
agreement.

Copies for training/evaluation and back-up. For all Products other than Online Services,
Enrolled Affiliate may: (1) use up to 20 complimentary copies of any licensed Products in a
dedicated training facility on its premises for purposes of Haining on that particular Product,
(2) use up to 10 complimentary copies of any Products for g B day evaluation period, and (3)
use one complimentary copy of any licensed Produet for. Bagkup or archival purposes for
each of its distinct geographic locations. Trils- for. Of i

specified in the Product Use Rights. e SEN

Right to re-imag .certain cases, re-i@a ’ng is p""‘_"' it

1}
-

re-igagin SrReg: fedia. If the
Microsoft Progfiieties sed (1)fro,m:aﬁ,oﬁgin_a!q uipmeAtnang ¥-13%as a full
packaged’ Frodsict through a retail - sousa, o7 (é%zfz;ﬂn‘ ot Fogeait. . then
media ﬁﬁﬁwﬂﬁﬂ’unﬂef'fﬁfsz‘ﬁsiﬁ%{hgﬂlfiﬁﬁ? generdlly, bea e in
place of copies provided througfy that; sepafsite: soule,
folron: - A '!_ : AT o

N M 1"“ -'y i "i 4 » N : .
() Separate Licenses must be owngd;%b%é,& e 1'Brodugtthat is re-imaged.
(i) The Product, language, version, an&%p_ Sits: of fha.éppies made must be identical to

the Product, language, version, and dk:oomiponents of e copies they replace and the
numbgr of copies or instances of the re-image “roduct permitted remains the same.

iEx of Bioduicts-licansed under ancther
ull-Lticense) must. be. identical to

P

the: Product type from the separate source. . :

(Iv) Enirolled Affiliate must adhere to any Product-specific processes or requirements for re-
imaging identified in the Product List.

(v) Re-images made under this subsection remain subject to the terms and use rights
provided with the License from the separate source.

(vl) This subsection does not create or extend any warranty or support obligation.

6. Transferring and reassigning Licenses.

License transfers. You may transfer fully-paid perpetual Licenses:

(1) if you are an agency of the U.S. Government, to another agency of the U.S. Govemnment
or to an unaffiliated third party in connection with (i) a privatization of the govemment
agency or of an operating division of an Enrolled Affiliate or one of its government agency
affiliates, (ii) a reorganization, or (i) a consolidation; or :
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(i) if you are an agency of a state or local government to: (a) any other government agency,
department, instrumentality, division, unit or other office of your state or local government
that is supervised by or is part of you, or which supervises you or of which you are a part,
or which Is under common supervision with you; (i) any county, borough, commonwealth,
city, municipality, town, township, special purpose district, or other similar type of
governmenta! instrumentality established by the laws of your state and located within
your state’s jurisdiction and geographic boundaries; and (iii) any other entity expressly
authorized by the laws of your state to purchase under state contracts, or (b) an
unaffiliated third party in connection with a privatization of an affiliate of agency as set
forth in (2) above or of an operating division of the Enrolied Affiliate or one if its affiliates
as set forth in (a) above, a reorganization, or a consolidation.

b. Customer must notify Microsoft of a transfer of license by completing a transfer notice form,
which can be obtained from h :Awww.microsoft. com/licensing/contracts and send the
completed form to Microsoft before the license transfer, No License transfer will be valid
unless Customer provides to the transferee, and the transferee accepts In writing, the
applicable Product Use Rights, use restrictions, limitations of liability (including exclusions
and warranty provisions), and the transfer restrictions described in this section. Any license
transfer not made in compliance with this section will be vold.

¢. intenal Assignment of Licenses and Software Assurgnce Licenses and Software
In:ine Enterprise. Licenses may

Assurance must be assigned to a single user or device W
be reassigned within the Enterprise as described ii the Pm ;

!‘efmey! without cause,
fe.aitlier party's and its
Sizch termination will not

G. Mid-term termination for non-appropriation of Funds. Enrolled. Afiiliate may terminate
this agreement or an Enroliment without liabiity, penalty or further obligation_to make
payments if funds to make payments under the agreement or Enroliment are not appropriated
or aliocated by the Enrolied Affiliate for such purpose.

the terminating party must give the other party 30 days’ notice and opportunity to cure.

If Microsoft gives such notice to an Enrolled Affiliate, Microsoft will give Customer a copy of
that notice-as well and Customer agrees fo assist in attempting to rescive the breach. If the
breach also affects other Enrollments and cannot be resolved between Microsoft and

the affected Enroliment(s). If an Enrolled Affiliate ceases to be Customer's Afflliate, Customer
must promptly notify Microsoft, and Microsoft may terminate its Enroliment.
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e. Early termination. If (1) an Enrolled Affiliate terminates its Enroliment as a resylt of a
breach by Microsoft, or (2) if Microsoft terminates an Enroliment because the Enrolied
Affiliate has ceased to be an Affiliate of Customer, or (3) Enrolled Affillate terminates an
Enrollment for non-appropriation of funds, or (4) Microsoft terminate an Enroliment for non-
payment due to non-appropriation of funds, then the Enrolled Affiliate will have the following
options:

(i} It may immediately pay the total remaining amount due, including all installments, in
which case, the Enrolled Affiliate will have perpetual rights for all Licenses it has ordered;
or

(if) It may pay only amounts due as of the termination date, in which case the Enrolled
Affiliate will have perpetual Licenses for:

1) all copies of Products (including the latest version of Products ordered under SA
coverage in the current term) for which payment has been made in full, and

2) the number of copies of Products it has ordered (including the Iatest version of
Products ordered under Software Assurance coverage in current term) that is
proportional to the total of Installment payments paid versus total amounts due {paid
and payable) if the early termination had not occuired.

(i) In the case of Early Termination under Subsenptloﬂ iOments, Enrolled Affiliate will

have the following options: . T

1) For eligible products Enolied Affiliate. may obtgin e iiai tierises as described in
the section.itled "Buy-out option,” ¥iVided thaf Migtaehi Feceiv: § #%. buy-out order
for those Gay g0l 8:.nofice of
te,rlrggl ‘

2) Where-riotexercisig Bay-out o
o will'issue Reseller & cre

date of termingtion.s "% 70 Mol et B
Nothing in this sectioh shall afféot sierpetuslhLicérise Agh 2
agreement or in a prior term of the termifals Folf hghit.  :

f.  Effect of termination or expiration. Whiet: ahEntollment exp;res or is terminated,

(i) Enreliéd-Affiliate must order Licenses for all-topies of Prediicts it has run for which it has
- -,4n0t previously submitted an order. Any ahd gjl-unpaid payments-or-any-order of any kind;
.+ including subscription - services, remain due'-and ‘payable;-Except ag provided in the
‘subsection titled "Early termination,” all unpaid. payment fot. Licesés immediately
become due and payable. AR

(i) Enrolled Afiiliate’s right to Software Assurance benefits under this agresment ends if nt
does not renew Software Assurance.

g. Modification or termination of an Online Service for regulatory reasons. Microsoft may
modify or terminate an Online Service where there is any current or future govemnment
requirement or obligation that: (1) subjects ‘Microsoft to any regulation or requirement not
generally applicable to businesses operating there; (2) presents a hardship for Microsoft to
continue operating the Online Service without modification; and/or (3) causes Microsoft to
believe these terms or the Online Service may be in conflict with any such requirement or
obligation. For example, Microsoft may modify or terminate an Online Service in connection
with a govemment requirement that would cause Microsoft to be regulated as a

telecommunications provider.

h. Program updates. Microsoft may make a change to this program that will make it necessary
for Customer and its Enrolied Affiliates to enter into new agreements and Enroliments,
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8. Restrictions on use.

Enrolled Affiliate must not:
a. separate and use the components of a Product on two Or more computers, upgrade or
downgrade components at different times, or transfer components separately, except as
provided in the Product Use Rights;

b. reverse engineer, decompile or disassemble any Product or Fix, except where applicable law
permits it despite this limitation; or

c. distribute, sublicense, rent, lease, lend, or host any Product or Fix except as permitted in the
Product Use Rights or in a separate written agreement.

9. Non-Microsoft software or technology.

a. Enrolled Affiliate is solely responsible for any non-Microsoft software or technology that it
installs or uses with the Products or Fixes. Microsoft is not a party to and is not bound by any
terms governing Enrolled Affiliate’s use of non-Microsoft software or technology. Without
limiting the foregoing, non-Microsoft software or scripts.linked to or referenced from any
Product website, are licensed to Enrolied Affiliate under thie'épen source licenses used by the
third parties that own such code, not by Microsoft. - . 1.l

aftware. 'dr. .technology with the
ise.of sych software or
rolied: Affiliate’s use
; Haf:the Online

technology in the Praducts or Fixes, thrat
gatadiming interfaces aif

wilt.aot run or make. any

c. ifEnfolled” Affiliate ipstalis’ or sy
Products or Eix, it may nat: do*se;iA any -
property or technology fo obﬁgatiomﬁufa oRd

e
ok

*

PR el % the
ect”Mickosofts: intsllectual

agresmeit

:

10.  Confidentiality.

To the extent permifted by applicable law, the terms
confidentialMeither party will disclose such terms and' coriditions
that Ted t5, Yrem to any third party other than Affili ,.
who: (1) have a need to know such information in order to assist in carrying out this agreement;-and (2)
have been instructed that alf such information is to be handled in strict confidence, - T

For the avoidance doubt, the parties acknowledge that this Confidentiality provision recognizes that when
there is a business need to do so, Microsoft and Customer may need to share/exchange their respective
Confidential Information with each other to develop a more meaningful business relationship. This section
provides Microsoft and Customer with a well-balanced, commercially reasonable and comprehensive set
of confidentiality terms that enable both parties to sharefexchange a wide range of Confidential
Information with each other knowing with confidence that significant confidentiality protections are in
place. The confidentiality terms denoted below do not govern Microsoit's handling of Customer Data. |n
all instances under this Agreement, Microsoft's handling of Customer Data shall be governed as
described under various other provisions of this Agreement and by Microsoft's data sacurity policy.

a. What is included. “Confidential information® is non-public information, know-how and Trade
Secrets in any form that are designated as “confidential” or a reasonable person knows or
reasonably should understand to be confidential, It includes non-public information regarding
either party’s products or customers, marketing and promotions, or the negotiated terms of

Microsoft agreements.
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b. What is not included. The following types of information, however marked, are not

Confidential Information. Information that:
{i) is, or becomes, publicly available without a breach of this agreement;

(i) was lawfully known to the receiver of the information without an obligation to keep it
confidential;

(1if) is received from another source who can disclose it lawfully and without an obligation to
keep it confidential;

(lv) is independently developed; or

(v) is a comment or suggestion one party volunteers about the other's business, products or
sefvices.

Treatment of Confidential Information.

C.

(i) Ingeneral. Subject to the other terms of this agreement, each parly agrees:

1) it will not disclose the other's Confidential Information to third parties; and

2) it will use and disclose the other's Confidential Information only for purposes of the
parties’ business relationship with each other. R

(i)) Security precautions. Subject to the other tefmis of _iﬁi&fa"grgggg\ent. each party agrees:
1) to take reasonable steps to protect the otfier's, Qa%ﬁdehﬁél rifofiation — these steps

must be at least as protective as, thége the pary BKESS bis oW
Informatiog: s, S AT

2) to iyt lhier prompty udon discovery of any
Gonfideaital information; and, -0

3) to Gooperate with Bk ot \Hielptegein cofiiro e, Confideriis)
prevent further unatithorize @ or di _,!;ca?ggg;’ i, gy T

(iij) Sharing Confidential Informati gt gent;

1) A “Representative” is an empl , or consultant of one of the
parties or of one of the parties’ e N

2) -Eabh.party may disclose the otherl"s_'_"'cbhifg!é;]t;ial »i-nfof‘i'nation to its Representatives

“piesmn (Who may then disclose that Confidsnlial ‘Infortighion: to- other of that party's
. Y#.  Representatives) only if those Representitives. hdve a negd to know about it for
= purposes of the parties' business relationship with each other.; :Before daing'sg, Bach
party must; - ' o T
A. ensure that Affiliates and Representatives are required to protect the Confidential
Information on terms consistent with this agreement; and
B. accept responsibillty for each Representative's use of Confidential Information.

3) Neither party is required to restrict work assignments of Representatives who have
had access to Confidential Information. Neither party can confrol the incoming
information the other will disclose to it in the course of working together, or what that
party's Representatives will remember, even without notes or other aids. Each party
agrees that use of information in Representatives’ unaided memories in the
development or deployment of the parties’ respective products or services does not
create liability under this agreement or trade secret law, and each party agrees to
limit what it discloses to the other accordingly.

(iv) Disclosing Confidential information If required to by law. Each party may disclose
the other's Confidential Information if required to comply with a court order or other
government demand that has the force of law. Before doing so, each party must seek
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the highest level of protection available and, when possible, give the other enough prior
notice to provide a reasonable chance to seek a protective order.

d. Length of Confidentlal Information obligations. Except as permitted above, neither party
will use or disclose the other’s Confidential Information for five years after it is received. The
five-year time period does not apply if applicable law requires a longer period or the Product
Use Rights provide a more specific requirement.

11. Warranties.
&. Limited warranty. Microsoft warrants that:
(/) Online Services will perform in accordance with the applicable Service Level Agreement;

(i) Products other than Online Services will perform substantially as described in the
applicable Microsoft user documentation; and

b. Limited warranty term. The limited warranty for:
(i} Online Services is for the duration of Enrolled Affiliate’s use of the Online Service, subject
to the notice requirements in the applicable Service Lgv.g[ Agreement;
(i) Products other than Online Services is one year frqm the.date Enrolied Affiliate first uses
the Product; and S ‘

¢. Limited warranty exclusions. This limited warranty»s subje

I

o) ?"rbwjﬂg limitations:

() any implied waganties, guarantees,a%&pfﬁdﬁionsfﬁét;aj% e iniéid 552 matter of
law last for o from the start,of the fimited warss %,

&

(i) the RWSdiwaranty does niat covet, Groblern \ina
. Frenifiet incongistent-with thjs agaemant or. the-p :
7 "events beyond Miérosa's redsd g le‘clifiok -

: . Lo T Vg T R

(i) the limited warrarity doss noftapl to coggg&ﬁg i
permitted to redistribute; ’ DO

{iv) the limited warranty does not apply té

(v) the limited warranty does not apply to prohl
g Y tequiretents, R T .
"4 Remedies for breach of limited warranty. If Wicrosoft fils to, et any of the above limfted
" warranties and Enrolled Affilate notifies Microsoft within the waitdnty. term; then Microsoft
will: ' ' LR A e 20
() for Online Services, provide the remedies identified in the Service Level Agreement for
the affected Online Service;

(it) for Products other than Online Services, at its option either (1) return the price paid or (2)
repair or replace the Product; and

These are Enrolied Affiliate’s only remedies for breach of the limited warranty, unless other
remedies are required to be provided under applicable law.

e. DISCLAIMER OF OTHER WARRANTIES. OTHER THAN THIS LIMITED WARRANTY,
MICROSOFT PROVIDES NO OTHER EXPRESS OR IMPLIED WARRANTIES OR
CONDITIONS. MICROSOFT DISCLAIMS ANY IMPLIED REPRESENTATIONS, WARRANTIES
OR CONDITIONS, INCLUDING WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, SATISFACTORY QUALITY, TITLE OR NON-INFRINGEMENT,
THESE DISCLAIMERS WILL APPLY UNLESS APPLICABLE LAW DOES NOT. PERMIT

THEM.
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Defense of infringement, misappropriation, and third party claims.

a. Microsoft’'s agreement to protect. Microsoft will defend Enrolied Affiliate against any
claims made by an unaffiliated third party that any Product or Fix that is made available by
Microsoft for a fee infringes that party’s patent, copyright, or trademark or makes unlawful use
of its Trade Secret. Microsoft will also pay the amount of any resulting adverse final judgment
(or settiement to which Microsoft consents). This section provides Enrolled Affiliate’s

exclusive remedy for these claims,

b. Limitations on defense obligation. Microsoft's obligations will not apply to the extent th
the claim or award is baséd on; .

at

(i) Customer Data, non-Microsoft software, modifications Enrolied Affiliate makes to, or any
Specifications or materials Enrolled Affiliate provides or makes available for, a Product or

Fix;

(if) Enrolled Affiliate's combination of the Product or Fix with a non-Microsoft product, data or
business process; or damages based on the use of a non-Microsoft product, data or

business process:
(ill) Enrolled Afflliate’s use of either Microsoft Trademarks or the use or redistribution of

Product or Fix in violation of this agreement or any agigétpgnt incorporating its terms or;

bxd

(iv) Enrolled Affiliate’s use of a Product or Fix after. Micros fih sqlifies Enrolled Affiliate to

discontinue that use due to a third party c!aim.

ed by applicable law; Hiralled Affia
that result from amyef tfie ab »

To the extent permjt
any costs or dams

c. Enrolled AfiiliktEe “agkesment,
Enroligd. A4t defend #ic i’
unaffiiated-third paity that! SV
(i) any Customer Data or :noh'%yigm'soft software
infringes the third party's patert; “copyrig :
Trade Secret,or T -

{lj) Arises from violation of the Acceptable vise:Policy
Rights,,

ot TN
s

oo Hiosts on: Custo

itid

1 2

-Microsoft for

J5ts on“Gustitier's behalf
'mékgslihlawful use of its

i__._described in the Product Use

. Gustomer will be responsible for the amount-qf-_.%ﬁY-_’,_fésq!ﬁng-,a_%grsg final judgrent (or

»Settlement to which it consents). This Section provides Migrosoft's exclusive remedy for

‘these claims. R
d. Rights and remedies in case of possible infringement or mlé’a‘pprépﬁation'.

(i) Mlcrc_:soft's ofrerings. If Microsofg reasonably believes that a Product or Fix may infring;.

immediately. If the foregoing options are not commercially reasonable for Microsoft, or

if

required by a valid judicial or government order, Microsoft may terminate Enrolled
Affiliate's license or access rights in the Product or Fix. In such a case, Microsoft will
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Enrolled Affiliate fails to do so within a reasonable period of time, Microsoft may suspend
or terminate the Online Service to which the Customer Data or non-Microsoft software

relates,

e. Obligations of protected party. Enrolled Affiliate must notify Microsoft prompitly in writing of
a claim subject to the Subsection titled “Microsoft's agreement to protect” and Microsoft must
notify Enrolled Affiliate promptly in writing of a claim subject to the Subsection titied
“Customer’s agreement to protect.” The party invoking its right to protection must (1) give the
other parly sole control over the defense or settlement; and (2) provide reasonable
assistance in defending the claim. The party providing the protection will reimburse the other
party for reasonable out of pocket expenses that it incurs in providing assistance.,

13.  Limitation of liability.

a. Limitation on lability. To the extent permitted by applicable law, the liability of Microsoft
and Enrolled Affiliate, their respective Afflliates and contractors arising under this agreement

Enrolled Affiliate was required to pay for the Product giving rise to that liability and (2) for
Online Services, the amount Enrolled Affiliate paid for the.Online Service giving rise to that
liabifity during the prior 12 months. in the case of Prpdué&gmvided free of charge, or code
that Enrolled Affiliate is authorized to redistribute to third patties-without separate payment to
Microsoft, Microsoft's liablity is limited to U.S. -$5,000.  Theise] ftations apply regardiess of
whether the liability is based on breach of contrat, tort-(inéifidin "_iﬁj@l,lg'én ), strict liability,
breach of warranties, or any other legal theory: However; {hés: ioHetaryfimitations will not

o aer

spplyto: . #1
@ MicrosoftSuangy Erigfied. Affliate’s,
infringBme Misapprogriaition, and Hiirg

(1) liabllity for damages canset gither pality's gros. nigik
~ that of its gmployees or'ifs a%‘%%md aWardid 4
that, in jurisdictions that do notJeee nize é%g
and ‘negligence,” “gross neg“%» 8 -

“recklessness”); 3
(ill) liabilities arising out of any. breach by el
entitied *Confideritiality’, except that Micra ity arising o
& aiviouiit Efifbited Affiliate paid for tfia

“Eeh dross negligence”
ection shall mean

ty of ifss.;bbligatlons under the section
i

gbiiity‘ arising out of or in relation fo

e

i hily wCustomer Data shall in all cases be limited {5:the ai¥ioi _ 5
#* Online Service giving rise tq that liability during’the pricr 12mqqths C

(iv) liability for personal injury or death caused by eithef party's ‘fisgligence, or thatof its
employees or'agents, or for fraudulent misrepresentation; and y :

(v) violation by either party of the other party's intellectual property rights.
b. EXCLUSION OF CERTAIN DAMAGES. TO THE EXTENT PERMITTED BY APPLICABLE

REASONABLY FORESEEABLE. HOWEVER, THIS EXCLUSION DOES NOT APPLY To
EITHER PARTY'S LIABILITY TO THE OTHER FOR VIOLATION OF  Irs
CONFIDENTIALITY OBLIGATIONS (EXCEPT TO THE EXTENT THAT SUCH VIOLATION
RELATES TO CUSTOMER DATA), THE OTHER PARTY'S INTELLECTUAL PROPERTY
RIGHTS, OR THE PARTIES' RESPECTIVE OBLIGATIONS IN THE SECTION TITLED
“DEFENSE OF INFRINGEMENT, MISAPPROPRIATION, AND THIRD PARTY CLAIMS.
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14.

¢. Affiliates and Contractors, Neither Microsoft nor Enrolled Affiliate shall bring any action
against the other’s Affiliates or contractors in respect of any matter disclaimed on their behalf

in this agreement.

Verifying compliance.

a. Right to verify compliance. Enrolled Afflliate must keep records relating to the Products it
and its Affiliates use or distribute. Microsoft has the right, to the extent permitted by
applicable law, to verify compliance with the license terms for Products, at Microsoft's
expense.

b. Verification process and limitations. Microsoft will provide customer at least 30 days’
notice of its intent to verify compliance. Microsoft will engage an independent auditor, which
will be subject to a confidentiality obligation. Verification will take place during normail
business hours and in a manner that does not interfere unreasonably with Customer's
operations. Customer must promptly provide the independent auditor with any information it
reasonably requests in furtherance of the verification, Including access to systems running
the Products and evidence of licenses for Products Customer hosts, sublicenses, or
distributes to third parties. As an alternative, Microsoft may require Customer to complete
Microsoft's self-audit process relating to the Products Custemer and any of its Affiliates use
or distribute. Such information will be used solely for purposis:of determining compliance,

ARy unlicensed use,
“ugé.. if there is no
me Customer for at
, ¥oft does not

¢. Remedies for non-compliance. If veriﬁcatibﬁs:qf sélféﬁ,-
Customer must within 30 days order syfficignt’ liéenses. 15%
unlicensed use, Migkosoft will not undertake @inéther verific

rcising the rights 8%d procedured

Agnforce this agreernent.or o protect |

Migééllanedus. :

Ahdrizations, ugsts in:‘connection with this
agreement must be sent by regular or ov Mail; éxpress Gourier, or fax to the addresses
and numbers listed on the signature form=giid:in. this agreemint. Notices will be treated as
delivered ‘on the date shown on the retum’ receipt or on the'ourler or fax confirmation of
e

Copies should be sent to:

Microsoft Corporation
Legal and Corporate Affairs
Volume Licensing Group
One Microsoft Way
Redmond, WA 98052

USA

Via Facsimile: (425) 936-7329

Microsoft may provide information about upcoming Enroliment deadiines and Online Services
in electronic form. Such information may be provided by email to contacts provided by
Enrolled Affiliate under an Enroliment, or through a web site Microsoft identifies. Notice by
email is given as of the transmission date.

b. Assignment, Either party may assign this agreement to an Affiliate only. Assignment will not
relieve the assigning party of its obligations under the assigned agreement. If either party
assigns this agreement, it must notify the other party of the assignment in writing.
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c. Severability. If a court holds any provision of this agreement to be illegal, invalid or
unenforceable, the rest of the document will remain in effect and this agreement will be
amended to give effect to the eliminated provision to- the maximum extent possible.
Subcontractors. Microsoft may use contractors to perform Services and support Online
Services. Microsoft will be responsible for their performance subject to the terms of this

agreement.

d. Walver. A waiver of any breach of this agresment is not a waiver of any other breach, Any
waiver must be in writing and signed by an authorized representative of the waiving party.

e. Applicable law; Dispute resolution. The terms of this agreement will be governed by the
laws of Enrolled Affiliate's state, without giving effect to its conflict of laws, Disputes relating
to this agreement will be subject to applicable dispute resolution laws of Enrolled Affiliate’s
state.

f. This agreement is not exclusive. Customer is free to enter into agreements to license, use
or promote non-Microsoft software.

g. Entire agreement. This agresment, the Product List, all Enroliments under this agreement,
and the Product Use Rights constitute the entire agreement concerning the subject matter
and supersede any prior or contemporaneous commurdeations. In the case of a conflict
between any documents referenced in this agreement that js not expressly resoived in the
documents, their terms will control in the foliowing .order:*(1), thése terms and conditions and
the accompanying signature form; (2) an Enrollrpe:m;_“(a);gq ict-4ist; (4) the Product Use
Rights; (5) any other documents; and (6) all orders submitte 1 “ﬁ‘,eejpent._

Ly

h. Survival. Provisiong regarding ownerskip ‘and lice “Rrodudt tse Rights,
restrictions opys _'gpnqeofperpleﬁl_. “licenses, tranSfer. of ¢ waerdties, defense
of infringer miggppropriation glaims, " Migrosdflis, - NELSobligatons to
protect: eagh. ¢ _,Jirpitaﬁopsiggfl';,_ jlity: qonfidentality, b, %2 Alieation “obligations
on temninsiton or exqraticiand'the, gier provisibrs in (NS Sction sAIBA LiaT
will survive termination o expirafin: . fhis Agréamellt gric: of Hhy - dgreatent ii which they
aré incorporatid, - \%’m C o R S L g 5

i. No transfer of ownership. Micross
Product.

] Free Products. It is Microsoft's intent that the
Rights be-In“coripliance with all applicable feda

of this dgreement and the Product Use
law. Bnd regulations. Any free Product

.+ " Pibvided to Enrolled Affiliate is for. the sole use andbek &ﬁ,tﬁé}éﬁi‘é!}éﬂﬁfﬁliate. and is not

" pfovided for use by or personal benefit of any specific goverriment employee. -

k. Amending the agreement. This agreement (excéept the Pré;di:iét ],i's{i‘?'éhd the Produ"c':t" Use
Rights) can be changed only by an amendment signed by both parties. :

. Resellers and other third parties cannot bind Microsoft, Resellers and other third parties
do not have authority to bind or impose any obligation or liability on Microsoft.

m. Privacy and security. Microsoft and Enrolled Affiliate will each comply with all applicable
privacy and data protection laws and regulations (including applicable security breach
notification law). However, Microsoft is not responsible for compliance with any laws
applicable to Enrolled Affiliate or Enrolled Affiliate’s industry that are not also generally
applicable to information technology services providers. Enrolled Affiliate consents to the
processing of personal information by Microsoft and its agents o facilitate the subject matter
of this agreement. Enrolied Affiliate may choose to provide personal Information to Microsoft
on behalf of third parties (including Enrolied Affiliate’s contacts, resellers, distributors,
administrators, and employees) as part of this agreement, Enrolled Affiliate will obtain ali
required consents from third parties under applicable privacy and data protection law before
providing personal information to Microsoft. The personal information Enrolled Afiiliate
provides in connection with this agreement will be processed according to the privacy
statement available at https:/www.microsoft.com/licensin /servicecenter (see footer), except
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“iffdrmation, see h

that Product-specific privacy statements are in the Product use rights. Personal data
collected through Products or Services may be transferred, stored and processed in the
United States or any other country in which Microsoft or its service providers maintain
facilties. By using the Products or Services, Customer consents to the foregoing. Microsoft
abides by the EU Safe Harbor and the Swiss Safe Harbor frameworks as set forth by the U.S.
Department of Commerce regarding the collection, use, and retention of data from the
European Union, the European Economic Area, and Switzerland. For Online Services,
additional privacy and security detalls are in the Product use rights.

Voluntary Product Accessibility Templates. Microsoft Supports the government's
obligation to provide accessible technologies to its citizens with disabllities as required by
Section 508 of the Rehabilitation Act of 1973, and its state law counterparts. The Voluntary
Product Accessibility Templates (“VPATs") for the Microsoft technologies used in providing
the online services can be found at Microsoft's VPAT page. Further information regarding

Microsoft's commitment to accessibility can be found at hitp://www.microsoft.com/enable.

Natural disaster. In the event of a “natural disaster,” Microsoft may provide additional
assistance or rights by posting them on hitp./fiwww.microsoft.com at such time.

Copyright violation. Except as set forth in the section above entitled “Transferring and
reassigning Licenses”, the Enrolled Affiliate agrees to DAy for, and comply with the terms of
this agreement and the Product Use Rights, for thq-{?rpgﬁgfsﬂt_. uses. Except to the extent

3 ible for its breach of this

Enrolled Affiliate is licensed under this agreemerit, lfWHlbb CLY:
Ic tyment of License

contract and violation of Microsoft's copyright In"tfie Producis®
fees specified in this agreement for unficenged use. =™ 17>
. g

US. export Jugiiiiétion. Products it Fikes ardlAubisct i i

Soprpiwith all U.S. Exolt Administration Regulatione; T ShidnE Traffic
in Arms Reguidtish fequiréments'as wellaS all endiser, ehl4fss, S i
issyed” by i#hg" U.S] and other-govafnments applicable toith
i ttp:Awwwimicrosdft comiexborting. -
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Mlcmsoﬂl Volume Licensing

Supplemental Contact lnformatlon Form State and Local

This form applies to: Agreement
[J Enroliment/Affiliate Registration Form

Insert primary entity name if more than one Enroliment/Registration Form
is submitted

Contact information.

Each party will notify the other in writing if any of the lnfpﬁnatson [
page(s) changes. The asterisks (*) indicate requlred flelds; if-th
contact types, the same requiced fields must be o tec{ fof: cau g
information, entity consents 4 se for purposes of dmlmstenng? B

parties that heip Mlcrosgi= B . thls Enrolimient The pelzqnal*
with this agreement Wilf* 5 'bi@teeted aécdrdm
htt s/lhcensu m:crosefﬁéom

1. Addiﬁonal notices contact. +;
This contact receives all notices that are sent :
individual.

~b

Name of Entlty*

%%&; eg _First Last
Stveot scifess’

iy State" Postal code*
Country* -

Phone* Fax

[] This contact is a third party (not the Entity). Warning: This contact receives personally identifiable
information of the Entity.

2. Software Assurance manager.

This contact will receive online permissions to manage the Software Assurance benefits under the
Enroliment or Registration.

Name of Entity*

Contact name*: First Last
Contact emall”

Street address*

Clty* State* Postal code*
Country*

Phone* Fax

SupContactinfoFerm(US)SLGENG)YOct2010) Page 1 of 3



(O This contact is a third party (not the Entity). Waming: This contact receives personally identifiable
information of the Entity.

3. Subscriptions manager.

This contact will assign MSDN, Expression, and TechNet Plus subscription licenses to the individual
subscribers under this Enroliment or Registration. Assignment of the subscription licenses is necessary

Name of Entity*

Contact name*: First Last

Contact emall*

Street address*

City* State* Postal code*

Country*

Phone* Fax

(] This contact is a third party (not the Entity). Warning: This contact receives personally identifiable

information of the Entity.

4, Online Services manager.

. ‘::- e F‘” .
This contact will be provided online permissions to matiage the © ne%%mss,
Enrollment or Registration. 7 Lol N WL g EEER

Name of Entify* .
Contact name*: Firgt;
Contact email* L
Street addregs” I
City* -State* Postal coda*
Country* i
Phone* Fax . e
[ This contact is a third party (not the Entity). W4 “This: ot téceives personally identifiable
information of the Entity. R T

.ﬁre_d under the

& :-..Customer Support Manager (CSM): " _‘
Thlswpgréonis designated as the Customer Support Manager (CSM) for _squﬁ,.t'__,‘:e]?tég_; actlvities.

Name-of Entity*

Contact name*; First Last

Contact emall*

Street address*

City* State” Postal code*

Country* »

Phone* Fax

(] This contact is a third party (not the Entity). Waming: This contact receives personally identifiable

information of the Entity.

6. Primary contact information:

An individual from inside the organization must serve as the primary contact. This contact receives online
administrator permissions and may grant online access to others. This contact also receives all notices
unless Microsoft is provided written notice of a change.

Name of Entity* State of West Virginia

Contact name*: First Emily Last Dowdy

SupContactinfoForm(US)SLG(ENG)(Oct2010) Page 2 of 3
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Contact email* Emily.C.Dowdy@wv.gov

Street address* 1900 Kanawha Bivd., E

City* Charleston State* WV Postal code* 25305
Country*: USA

Phone" 304 558 8806 Fax 304 558 0006

7. Notices contact and online administrator information:

This individual receives online administrator permissions and may grant online access to others. This
contact also receives all notices.

Same as primary contact

Name of Entity*

Contact name*: First Last

Contact email*

Street address*

City* State* Postal code*

Country*:

Phone* Fax

[J This contact is a third party (not the Entity). Warning: This contact receives personally identifiable

information of the Entity.

SupContactinfoForm(US)SLG(ENG)(Oct2010) Page 3 of 3
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Micresoft l Volume Licensing

Enterprise Agreement (Indirect)
Amendment ID CTM

For the purposes of this Amendment, “Entity” can mean the signing entity, Customer, Enrolled
Affiliate, Government Partner, Institution, or other party entering into a volume licensing program
agreement. Notwithstanding anything to the contrary or in addition to any terms in the Agreement, the
Agreement is amended as follows:

1. The Enterprise Agreement section 4. How to know what Product Use Rights apply the
following subsection is added: _
d. In fieu of your obligation to indemnify us under various provisions of the product use rights,
you will be responsible for any cost or damages assessed by a court of competent jurisdiction
arising from any claim to which your indemnity obligation would otherwise apply.

2. The Enterprise Agreement, section 7. Term and termination, only subsection b, Termination
without cause is hereby deleted in its entirety and replaced with thé following:

30 days written notice. Such termination will merely terminate &ithet. paify
ability to enter into new Enraliments under this agfgement. Such'termifigtion.wi
Enroliment or order not aligiWise terminated, dnd any terms ofthis doreement

Enrollment or order rigt sithiefwise terminated ‘will continue. in.effact ;

b. Termination without cause. Either party may terminate thlsag fiént,

or order. An Enrolit:AMiists miay tetriinite,an Enyollment withouft iah
obligation fo-make Payments if funds to make Payments undes tié

1

appropriated or allocatéd for such purpose.

3. The Enterprise Agreement section 10. Confidariaii
This agreement gnd all associated documents, tfiat dre not othemi.éé exempt under law, are
considered public records and will be disclosed to the public in accordance with applicable laws,
rujes, and.policies governing the West Virginia Purchasing Division. Disclosure includes, but is
nol limitet! to, publication of this agreement on the Purchasing Division's website immediatefy
#pon its exacution Applicable laws include, but are not imited to, the Freedom of Information Act
found in Wast Virginia Code section 298 1 1 et.seq. Notwithstanding the foregoing, neither parly
will disclose the substance of any discussions that led to the terms of this Agreement, to any third
party other than Affiliates or agents, or to designated or prospective resellers who: (1) have a
need to know such information in order to assist in carrying out this Agreement; and (2) have
been instructed that all such information is to be handled in strict confidence.

4. The Enterprise Agreement, section 12. Defense of infringement, misappropriation, and third
party claims. Subsection c. Enrolled Affiliate's agreement to protect. is hereby deleted in its
entirety and replaced with the following:

¢. Enrolled Affiliate’s agreement to protect. To the extent permitted by West Virginia law,
Enrolied Affiliate will defend Microsoft and its Affiliates against any claims made by an
unaffiliated third party that:

(1) any Customer Data or non-Microsoft software Microsoft hosts on Customer's
behalf infringes the third party's patent, copyright, or trademark or makes uniawful
use of its Trade Secret: or

(H) Arises from violation of just the Acceptable use Policy, which is déscribed in the
Product Use Rights.

AgrAmend(Ind){WW)(ENG)(Jan2014) CT™M BD
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Customer will be responsible for the amount of any resulting adverse final judgment
(or settiement to which it consents). This Section provides Microsoft's exclusive
remedy for these claims assessed by a court of competent jurisdiction.

5. New Subsections 15. (r) Availability of funds. is hereby added to the agreement, as follows:

r. Availability of funds. Each payment obligation of Customer or Customer’s Affiliates is
conditioned upon the avallability of government funds which are appropriated or allocated for the
payment of this obligation. Nothing in the section shall be construed to limit Microsoft's right to
terminate one or more enrofiments Upon non-payment due to non-appropriation of funds,
pursuant to ssction 7. Term and Termination, or to issue partial license confirmations in a quantity
proportionate to the amount paid relative to the total prior to such termination, pursuant to

subsection 7(d).

6. The Enterprise Agreement Section 13. Limitation on liabllity is hereby restated and revised in
its entirety

Limitation of liability.

a. Limitation on liability. To the extent permitted by applicable law, the liability of Microsoft
and Enrolied Customer, their respective Affiliates and contractors arising under this
agreement is limited to direct damages up to (1) for Products other than Online Services,
two times (2x) the amount Enrolled Customer was required to pay for the Product giving
rise to that liability and (2) for Online Services other than Office 365 Services, the amount
Enrolled Affiliate paid for the Online Service giving rise to that liability during the prior 12
months. In the case of Products provided free of charge, or code that Enrolled Customer
is authorized to redistribute to third parties without separate payment to Microsoft,
Microsoft's liability is limited to U.S. $5,000. These limitations apply regardiess of
whether the liability is based on breach of contract, tort (including negligence), strict
liability, breach of warranties, or any other legal theory. However, these monetary
limitations will not apply to:

(i) Microsoft's and Enrolled Affiliate’s obligations under the section titled ‘Defense of
infringement, misappropriation, and third party claims™;

() liability for damages caused by either party's gross negligence or willful misconduct,
or that of its employees or its agents, and awarded by a court of final adjudication
(provided that, in jurisdictions that do not recognize a legal distinction between “gross
negligence” and “negligence,” “gross negligence” as used in this subsection shalt

mean “recklessness”);

{iii} liabilities arising out of any breach by either party of its obligations under the section
entitled “Confidentiality”, except that Microsoft's liability arising out of or in relation fo
Customer Data shall in all cases be limited o the amount Enrolled Affiliate paid for
the Online Service giving rise to that liablilty during the prior 12 months;

{iv) liabitity for personal injury or death caused by either party's negligence, or that of its
employees or agents, or for fraudulent misrepresentation; and

{v} violation by elther party of the other party's intellectual property rights.

b. EXCLUSION OF CERTAIN DAMAGES.” TO THE EXT ENT PERMITTED BY
APPLICABLE LAW, WHATEVER THE LEGAL BASIS FOR THE CLAIM, NEITHER
PARTY, NOR ANY OF ITS AFFILIATES, OR CONTRACTORS, WILL BE LIABLE FOR
ANY INDIRECT, CONSEQUENTIAL, SPECIAL, OR INCIDENTAL DAMAGES, OR
DAMAGES FOR LOST PROFITS, REVENUES, BUSINESS INTERRUPTION, OR LOSS
OF BUSINESS INFORMATION ARISING IN CONNECTION WITH THIS AGREEMENT,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR IF SUCH
POSSIBILITY WAS REASONABLY FORESEEABLE. HOWEVER, THIS EXCLUSION
DOES NOT APPLY TO EITHER PARTY'S LIABILITY TO THE OTHER FOR
VIOLATION OF ITS CONFIDENTIALITY OBLIGATIONS (EXCEPT TO THE EXTENT
THAT SUCH VIOLATION RELATES TO CUSTOMER DATA), THE OTHER PARTY'S
INTELLECTUAL PROPERTY RIGHTS, OR THE PARTIES' RESPECTIVE

AgrAmend(Ind)(WW)ENG)(Jan2014) CT™ BD
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OBLIGATIONS IN THE SECTION TITLED “DEFENSE OF INFRINGEMENT,
MISAPPROPRIATION, AND THIRD PARTY CLAIMS.”

c. Afflliates and Contractors. Neither Microsoft nor Enrolled Customer shall bring any
action against the other's Afiiiates or contractors in respect of any matter disclaimed on

their behalf in this agreement.

d. Limitation of Liabllity for Office 385 Services.

The following additional definitions shalf apply to this Section 13(d):

() “Covered Data Loss,” means foss of Customer Data that is_not (a} aliributable to the
Instructions, acts or omissions of Enrolled Affiliats or Ks users or (b) within the
published recovery point objective for the Office 365 Services;

(i) “Covered Disclosure,” means disclosure of Customer Data as a result of a Successful
Securily incident: and

(i) “Security Incident” means any unlawful access to any Customer Data stored or

transmitted on Microsoft's equipment or in Microsoft's facilities or unauthorized access to

such equipment or facilities or transmissions resulting in loss, disclosure, or alteration of

Customer Data.

{v) "PII" means information or data, alone or in combination, that (a) identifies or
authenticates a particular individual. PII may include, without limitation, name, date of
birth, full address (e.g. house number, city, state, and/or zip code), passwords, PINs,
biometric data, unique identification numbers (e.g., social security numbers, driver license
numbers, credit or debit account numbers, medical record numbers), federal or state tax
information, answers to security questions or other personal identifiers or (b) meets the
definition ascribed to the lerm “Personal Information” under §6809(4) of the Gramm-

Leach-Bliley Act.

(v) “Qualifying State Agencies” mean the West Virginia State Agencies listed in the
following table:

Qualifying State Agencies

WV Department of Administration

WV Office of Technology

Workforce West Virginia

WV Depariment of Tax and Revenue

WV Division of Rehab Services

WV Department of Milltary Affairs & Public Safety |
WV Department of Environmental Protection
WV Department of Health & Human Resources
WV Department of Commerce

WV Department of Transportation

WV Department of Education and the Arts

WV Development Office

Solely for purposes of clarity related to the Office 365 Services, Section 13a of this
Agreement, above, titted “Limitation of Liability,” is hereby amended as follows.

{a) the amendment to the monetary limitation of liability for the Office 365 Services will
apply to Microsoft's liability arising out of or In reiation to its breach of its obligations
under this Agreement related to Customer Data;

(b) for Qualifying State Agencies enrolled as Enrolled Affiliates under this Agreement, the
liability of each party, its Afiiliates and its Contractors arising under an Enroliment
shall be limited to direct damages up to the amount the Enrolled Affiliate paid during
the prior 12 months for the Office 365 Services that gave rise to the labilty. For

AgrAmend(ind)(WW){ENG)(Jan2014) CT™M BD
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purposes of clanity, notwithstanding the extent to which any component of Office 365
Services (e.9. Exchange Online) gives rise to liability, Microsoft's limitation of liabitity
will be calculated using the whole monthly prices of each Office 365 Services SKU
(including the monthly prices of Suites, rather than the components of such Suftes)
across_all_Enrofments under which Jualifving _State Agencies have placed
subscription orders. This change in the monetary limitation of liability for Office 365
Services will also apply to Microsoft's liability arising out of or in relation to Customer
Data;

{c) for all other Enrofied Afflliates, the lability of each party, its Affiliates and its
Contractors arising under an Enroliment shall be limited to direct damages up to the
amount the Enrolled Affillate paid during the prior 12 months for the Ofiice 365
Services that gave rise to the labillty. For pumoses of clarity, notwithstanding the
extent to which any component of Office 365 Services (e.g. Exchange Online) gives
rise to liability, Microsoft's limitation of liability will be calculated using the whole
monthly prices of each Office 365 Setvices SKU (including the monthly prices of
Suites, rather than the components of such Suites) on the Impacted Enroliment for
which_the Enrolled Affiiate has pla ]_subscription _orders. This change in the
monetary limitation of liability for Office 365 Services will also apply to Microsoft's
liabifity anising out of or in relation to Customer Data.

For purposes of this Section 13d, the following shall be deemed to be “direct damages*
not subject to the exclusion of indirect or consequential damages as set forth above in
Section 13b:

(1) The following costs related to affected individuals whose Personaily Identifiabie
Information (Pli) is disclosed pursuant to a Coverad Disclosure:

a. Enrolled Afiiliate’s reasonable costs in notifying affected individuals of
Covered Disclosure in which the data Subjects’ personally-identifiable
information has been disclosed;

b.  Credit monitoring for up to twelve (12) months for affected individuals;

c. Damages and fines assessed against Enrofled Affiliates by a court of
competent jurisdiction and awarded to individuals, whose Personally
Identifiable Information is subject to a Covered Disclosurs.

d. Any additional reasonable and documented costs of any miligation, remedies
or plans to the exient that such mitigation, remediss or plans are customary,
reasonable, and expected to be paid by government entities, given the nature
and scope of the Security Incident involving & Customer Data breach of Pl
as validated by an independent Internationally recognized third parly industry
expert chosen by both parties.

7. The Enterprise Agreement Section 15.m. Privacy and Security.

m. Privacy and security. Microsoft and Enrolled Affiliate will each comply with all applicable
privacy and data protection laws and regulations (including applicable security breach
notification law). However, Microsoft is not responsible for compliance with any laws
applicable to Enrolled Affiliate or Enrolled Affiliate's industry that are not aiso generally
applicable to information technology services providers. Enrolled Affiliate consents to the
processing of personal information by Microsoft and its agents to facilitate the subject matter
of this agreement. Enrolled Affiliate may choose to provide personal information to Microsoft
on behalf of third parties (including Enrolled Affiliate’s contacts, resellers, distributors,
administrators, and employees) as part of this agreement. Enrolled Affiliate will obtain all
required consents from third parties under applicable privacy and data protection law before
providing personal information to Microsoft. The personal information Enrolied Affiliate
provides in connection with this agreement will be processed according to the privacy
statement available at https:/Mmww.microsoft.com/licensing rvicecenter (see footer), except

facilities. By using the Products or Services, Customer consents to the foregoing. Microsoft
abides by the EU Safe Harbor and the Swiss Safe Harbor frameworks as set forth by the U.S.

AgrAmend(Ind)(WWHENG)(Jan2014) CT™ BD
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Department of Commerce regarding the collection, use, and retention of data from the
European Union, the European Economic Area, and Switzerand. For Online Services,
additional privacy and security details are in the Product use rights.

8. New Subsections 15. (s) Litigation assistance. is hereby added to the agreement, as follows:

s. Litigatlon assistance. Microsoft shall provide commercially reasonable assistant to agency in
the event of formal Iitigation or administrative proceedings against the Agency, s officers or
employees based upon claimed violations of any applicable regulation or law attributable in whole
or in part to Microsoft's performance of its obligations under this Enroliment, except to the extent
Microsoft is named as an adverse party.
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2 Microsoft Volume Licensing

Enterprise Agreement
Microsoft Online Services Security Amendment
Amendment ID CTM

Enterprise Agreement
number
Microsoft to complate

This Microsoft Online Services Security Amendment ("Amendment”) is entered into between the
parties identified on the signature form for the agreement identified above ("Agreement’). The parties
agree that the Amendment supplements the Agreement and applies to only the Microsoft Online
Services, defined below, Customer buys under an Enterprise Enroliment under the Agreement

Defined Terms

Capitalized terms used but not defined in this Amendment wil have the meanings provided in the
Enterprise Enroliment, Agreement, and applicable Microsoft Busingsg‘AgreementIMicrosoft Business
and Services Agreement. The foliowing definitions are used In this Afnendment:

“Customer Data” means all data, including all text, sound, or irage filés that
by, or on behalf of, Customer through Customer's use of the Microsoft.Onlig

"Dynamics CRM Online Services” means Dynamigs’ GAM Ghjihe Vol
DynCRMOnin ALNG SubsyIsii¥, PerUsr (DSD;00864),

*End User” means ap s at dcesses e Wiarosoft Gy
R e X TR ThRy Rk (O SR
“Microsoft Qnline-Sefvices .

CRM Onliné 8brvices. - :
“Office 365 Services' means (a) Exchange ‘Ofifl Arhiving;“BharePoint Online,
Plans E¥; 2, E3, E4, K1 and

Lync Online, and Office Web Apps included In e 865

K2; and (b) Exchange Online Plans 1, 2, Basic and Kogk; SharePoirt. Ohline Plans 1, 2 and 3; Office
Web Apps Plans 1-and 2; and Lync Online Plans 1,2 and.3." Office.365 Services do not include
Office 365 ProPlus. or.any .separately branded service made available’ with an Office 365-branded

icH
T

..

Arehivin

1" Privacy

a. Privacy practices. Microsoft will comply with all laws and regulations applicable fo its
provision of the Microsoft Oniine Services (including applicable security breach
nofification law). However, Microsoft is not responsible for compliance with any laws
applicable to Customer or Customers industry that are not generally applicable to
information technology services providers.

b. Customer Data. Microsoft will process Customer Data in accordance with the provisions
of this Amendment and, except as stated in the Enroliment and this Amendment,
Microsoft (a) will acquire no rights in Customer Data and (b) will not use or disclose
Customer Data for any purpose other than stated below. Microsofi's use of Customer
Data is as follows:

() Customer Data will be used only to provide Customer the Microsoft Online Services,
This may include troubleshooting aimed at preventing, detecting and repairing
problems affecting the operation of the Microsoft Online Services and the
improvement of features that involve the detection of, and protection against,
emerging and evolving threats to the user (such as malware or spam),

EAAgramend(WW)(ENG)(Jun2013) Microsoft Cnline Services — Securily Amendment BD
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2.  Customer responsibilities.

(1) Microsoft will not disclose Customer Data to law enforcement uniess required by law,
Should law enforcement contact Microsoft with a demand for Customer Data,
Microsoft will attempt to redirect the law enforcement agency to request that data
directly from Customer. As part of this effort, Microsoft may provide Customer's basic
contact information to the agency. If compelled to disclose Customer Data to law
enforcement, Microsoft will use commercially reasonable efforts to notify Customer in
advance of a disclosure unless legally prohibited.

Customer Data deletion or return. Upon expiration or termination of Customer’s use of
the Microsoft Online Services, Customer may extract Customer Data and Microsoft will
delete Customer Data, each in accordance with the Product Use Rights.

. End User requests. Microsoft will not independently respond to requests from

Customer’s End Users without Customer's prior written consent, except where required
by applicable law.

Microsoft personnel, Microsoft personnel will not process Customer Data without
authorization from Customer. Microsoft personnel are obligated to maintain the
confidentiality of any Customer Data and this obligation continues even after their
engagement ends.

Subcontractor; transfer. Microsoft may hire other companies to provide limited services
on its behalf, such as providing customer support. Any such subcontractors will be
permitted to obtain Customer Data only to deliver theservices Microsoft has retained
them to provide, and they are prohibited from using Gustonietr Data for any other purpose.
Microsoft remains responsible for its subcontfactord ¢ nca.with the obligations of
this Amendment. Any subcontractors to whont: Micresofticaste s 0

those used for storage purposes, will havg éritéred’

Y- SRICTE: I W efits-with Microsoft
requiring that the:dgbcontractor abide g #érms no féss | 0 endment
Customer gg g Microsofts: tednsfer of Cusiginier 10 -stibEontiSators as
describegd nendment, Extept assset foitiy abe A5 CUEtOmE mmay ollerwise

:"'_,,VbSes)
rosoff Online

i 158y i B
‘Wirgsof tugh

Customer must comply with applicable legal reqﬁll‘é.qign'bs for p'ﬂiﬂacy. data protection, and

confidentiality of communications related to its use of Microsoft Onfine Services.

‘General practices. Microsoft has implemented and will maintain appropriate technical
and organizationai measures, internal controls, and information security routines intended
to protect Customer Data against accidental loss, destruction, or aiteration; unauthorized
disclosure or access; or unlawful destruction as follows:

{i) Domain: organization of information security

1)} Security ownership. Microsoft has appointed one or more security officers
responsible for coordinating and monitoring the security rules and procedures.

2) Security roles and responsibilities. Microsoft personnel with access fo
Customer Data are subject to confidentiatity obligations.

3) Risk management program. Microsoft performed a risk assessment before
processing the Customer Data or launching the Microsoft Online Services

Service.

4) Microsoft retains its security documents pursuant to its retention requirements
after they are no longer in effect,

(i} Domain: asset management

EAAgrAmend(WW)(ENG){Jun2013) Microsoft Oniine Servlges - Security Amendment BD
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(iif)

1) Asset inventory. Microsoft maintains an inventory of aill media on which
Customer Data is stored. Access to the Inventories of such media is restricted to
Microsoft personnel authorized in writing to have such access,

2) Asset handling.

A. Microsoft classifies Customer Data to help identify it and to allow for access
to it to be appropriately restricted (e.g., through encryption).

B. Microsoft imposes restrictions on printing Customer Data and has procedures
for disposing of printed materials that contain Customer Data.

C. Microsoft personnel must obtain Microsoft authorization prior to storing
Customer Data on portable devices, remotely accessing Customer Data, or
processing Customer Data outside Microsoft's facilities. This includes
removing media (e.g., USB sticks and CD'ROMs) and documents containing
Customer Data from Microsoft's facilities.

Domain: human resources security
1) Security training.

A. Microsoft informs its personnel about relevant security procedures and their
respective roles.  Microsoft also informs its personnel of possible
consequences of breaching the security rulés and procedures.

B. Microsoft will only use anonymous Jdat,a"ih tréinfng

(v} Domain: physical and environmental security
1) Physical access to facilities. _-.;f-Mli:rqs’é@"_lm_t‘ ilities where
informatjg: -‘-;%ystems that process Custoiner D Identified

ar i quals g ';"' L A 5,

g),.,iﬁﬁg‘* “atgess. to components, Microgoft. il
L énd outgoing megia cebtalring Customer Data, - luding - the kind fof 1
authorized sendefirecipier S, date and timé; the aumbier o 4 B
of Customer Data they ; ‘. IR
3) Protection from disruption 6. ariety ‘of industry standard
systems to protect against afa’ due to Jower supply failure or fine

‘interference. : -_

4) "Coifiponént disposal.. Microsoft usis. lndustry. standard. processes to delete

Customer Data when it is no longer needsd. . - L

(v} Domain: communications and operations iﬁa‘nagemegi_g' :-J-"z'.-,-.:t
1) Operational policy. Microsoft malntains securlty documents déscribing its
security measures and the relevant procedures and responsibilities of its
personnel who have access to Customer Data.
2) Data recovery procedures.

A. On an ongoing basis, but in no case less frequently than once a week (unless
no Customer Data has been updated during that pericd), Microsoft maintains
muitiple - copies of Customer Data from which Customer Data can be
recovered.

B. Microsoft stores copies of Customer Data and data recovery procedures in 3
different place from where the primary computer equipment processing the
Customer Data is located.

C. Microsoft has specific procedures in place goveming access to copies of
Customer Data.

D. Microsoft reviews data recovery procedures at least every six months,

EAAgrAmend(WW){ENG)(Jun2013) Microsoft Online Servicas — Security Amendment BD
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E. Microsoft logs data restoration efforts, including the person responsible, the
description of the restored data and which data (if any) had to be input
manually In the data recovery process.

3) Maliclous software. Microsoft has antl-malware controls to help avoid malicious
software gaining unauthorized access to Customer Data, including malicious
software originating from public networks.

4) Data beyond boundaries.

A. Microsoft encrypts Customer Data that s transmitted over public networks.
B. Microsoft restricts access to Customer Data in media leaving its facilities
(e.g., through encryption).
5) EventLogging.
A. Microsoft logs the use of our data-processing systems.

B. Microsoft logs access and use of information systems containing Customer
Data, registering the access ID, time, authorization granted or denied, and
relevant activity.

(v} Domain: access control

1) Access policy. Microsoft maintains a record of-security privileges of individuals
having access to Customer Data. e
2) Access authorization, :
A. Microsoft maintains and updates a regord of
Microshft systems that contafir Customiaf. Da
bl ""eactivates adthent_{cation prngél_fﬁ’ﬁls
i3 BRI Of time hota excesi She ronths. . 3
& Microsoff identifies:thogé ersonnel wha mayitiia
access to dataf;gnd{gﬁq@rges, :
D. Microsoft ensures that -Whre “mor . ha
systems containing Cusfomér - Dista;
identifiersfog-ins. Do
3) geaat_ pﬂyilege.
A. Technical support personnel are 6rpl§iipémitt'e,ﬂ'ftb~ﬁﬁ\7é access to Customer
Data when needed. ' e
B. Microsoft restricts access to Customer Data to’ only those individuals who
require such access to perform their job function.
4) Integrity and confidentiality.

A. Microsoft instructs Microsoft personnel to disable administrative gessions
when leaving premises Microsoft controls or when computers are otherwise
left unattended.

B. Microsoft stores passwords in a way that makes them unintelligible while they
are in force.

§) Authentication.

A. Microsoft uses industry standard practices to identtfy and authenticate users
who attempt to access information systems.

B. Where authentication mechanisms are based on passwords, Microsoft
requires that the passwords are renewed regularly.

C. Where authentication mechanisms are based on passwords, Microsoft
requires the password to be at least eight characters long.

EAAgramend (WW)YENG)Jun2013) Microgofl Online Servicas — Security Amendment BD
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D. Microsoft ensures that de-activated or expired identifiers are not granted to
other individuals.

E. Microsoft monitors repeated attempts to gain access to the information
system using an invalid password.

F. Microsoft maintains industry standard procedures to deactivate passwords
that have been corrupted or inadvertently disclosed.

G. Microsoft uses industry standard password protection practices, including
practices designed to maintain the confidentiality and integrity of passwords
when they are assigned and distributed, and during storage.

6) Network design. Microsoft has controls o avoid individuals assuming access
rights they have not been assigned to gain access to Customer Data they are not
authorized to access,

(vii) Domain: information security incident management
1) incident response process.

A. Microsoft maintains a record of security breaches with g description of the
breach, the time period, the consequences of the breach, the name of the
reporter, and to whom the breach was reported, and the procedure for

recovering data.
B. Microsoft tracks disclosures of Customer Data;/including what data has been
disclosed, to whom, and atwhat,,t.i_rii.u_:i:. S v
2) Service Monitoring. Microsoft seciirity perso iug -gast every six
months to:propose remediation:efforts if netes P =

 Gontinuity Mahagement .

(vil) Domalng . Mahageir
intsis émbrgency-afid -confin
pegencliafia cond

1), iliteoss

~. !:*ia. VEih

: Mﬁ:résoﬂainfgnﬁa;_?m systems that-process Gu Jata arefog i

2) Microsoft's ‘redunidant toifige arid. s @S for reboveriig data are
designed to attempt to regiristnjet Custo s origiifaf state from before

the time it was lost or destﬂi@#’
(ix) The, security measures described inthis 4 lion 4 ar Microsofts only responsibilty
with tespect to the security of Customeér Data. For Customer Data, these Mieasures
... Tepléice Eny confidentiality obligations. containied in the Enraliment or any other non-
4. - disclosure agreement between Microsoft ang;cusfpme-r_ S
“b. Certifications and audits T ’

() Microsoft has established and agrees to maintain a data sébhrity policy that complies
with the I1SO 27001 standardg for the establishment, implementation, control, and

security practices and policies. Customer ig solely responsibie for reviewing the
Microsoft Online Information Security Policy, making an independent determination
as to whether the Microsoft Online Information Security Policy meets Customer’s

(i) Microsoft will aqdit the security of the computers and computing environment that it

EAAgrAmend(WW)(ENG)(Jun2013) Microsoft Onfine Services ~ Security Amendment BD
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generation of an audit report {"Microsoft Audit Report"), which will be ‘Microsoft's
confidential information; and (e) may be performed for other purposes in addition to
satisfying this Section (e.g., as part of Microsoft's regular internaj security procedures
or to satisfy other contractual obligations).

(iti) If Customer requests in writing, Microsoft will provide Customer with a confidential
summary of the Microsoft Audit Report (*Summary Reporf’) so that Customer can
reasonably verify Microsoft's compliance with the security obligations under this
Amendment. The Summary Report is Microsoft confidential information.

(iv) Microsoft will make good faith, commercially reasonable efforts to remediate {a) any
errors identified in a Microsoft Audit Report that could reasonably be expected to
have an adverse impact on Customer use of the Microsoft Online Services and (b)
material control deficiencies identified in the Microsoft Audit Report.

4, Security Incident Notification

a. If Microsoft becomes aware of any unlawful access to any Customer Data stored on
Microsoft's equipment or in Microsoft's facilities, or unauthorized access to such
equipment or facllities resulting In loss, disclosure, or alteration of Customer Data (each a
“Security Incident”), Microsoft will promptly: (a) notify Customer of the Security Incident:
(b) investigate the Security Incident and provide Customer with detailed information about
the Security Incident; and (c) take reasonable steps:ifo. mitigate the effects and to
minimize any damage resulting from the Securily theident. Y -

w . o 7 *

b. Customer agrees that: -

{I) An unsuccessfyl Security Incident i ot:be stib
Security | 3 one that resyltsiffi no unauthioniz 2
any of: equipment or Tatllitles: soring” Buistaiier Lial
w!.ma ’{fan pinm- -i ot e © e ¥ : M [g

-8CailtS;, Uhsuctessiul-log-84 AlEmpts,

other unauthorized alisess. to: faflic dala

addresses or headers) or sifnjig ;
(i) Microsoft's obligation to report*-iarr

not and will not be construed as afy gekn

liabillty with respect to the Security Incider: ‘ :

¢. Notification(s) of Security Incidents, if any, will be.delivered to one or mere of Customer's
‘dlithistrators by any means Microsoft selects, Including via emali. it is Customer's sole
tesponsibility to ensure Customer's admiriistrators, maintain atcurate contact information
on the Online Services portal at all times, S

ignditt-a Setufty iicidert under this Section is
‘acknowledgemment by Microsoft of any fauit or

EAAgrAmend(WW)(ENG)(Junz01 3) Microsoft Online Services — Seeurily Amendment BD
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5. Additional Terms

a. Data Location. Microsoft will provide Office 365 for Government Services from data
centers in the United States. In connection with the Office 365 for Government Services

United States: (i) Exchange Online mallbox content (e-mall body, calendar entries, and
the content of e-mai} attachments), and (ii) SharePoint Online site content and the files
stored within that site.

b. Office 365 Services and Customer Data. Office 365 Services shall not capture,
maintain, scan, index, share or use Customer Data, or otherwise use any data-mining
technology, for any activity not authorized under the Agreement. Office 365 Services
shall not use Customer Data for any advertising or other commereciaj purpose of Microsoft

or with data created by or resulting from Microsoft's scanning, indexing, or data-mining
activities,

6. Miscellaneous

a. Confidentiallty. Customer will treat the terms and.conditions of this Amendment, the
contents of the Microsoft Online Information Secuiily Poligy;.the Microsoft Audit Report
and the Summary Report as confidential and'shail hot't G8e them to any third party
except for Customer's auditors or consultants that nged- 16i¢his information for the
purpose of this business relationship: as artiewlated, ENdinent and the
Agreement, L e

tlon. . This -Amendment .shall 36ia -t n an
inaditih-opEipication.of the Agre.gmg AR R i " pey any
c. -Order of precedence. lﬁgxgre‘.z‘;s;_ g )
any provision in the Enfélprises Bfire
Agreement/Microsoft Bisiness 3 ' Semic
(including the finked Privacy and”&2piiith:
Amendment shall control.

d. Entire agroement. Except for changes
.. femains tnchanged and In full force and effect:

fhicable: Microsoh Business
% the_ Preduct Use Rights
or the ‘Online Services, this
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B~ Microsoft Volume Licensing

Enterprise Agreement
Amendment ID CTM

Agreement Number

This Office 365 Security Incident amendment ("Office 365 Sj Addendum’) s entered into between the
parties identified on the signature form for the agreement identified above ("Agreement”). The parties
agree that the Office 365 S| Addendum supplements the Agreement and applies to only the Office
365 Services, defined below, Customer buys under an Enterprise Enroliment under the Agreement,

1. Definitions

Capitalized terms used but not defined in this Office 365 SI Addendum will have the meanings
provided in the Enterprise Enroliment, Agreement, and applicable Microsoft Business
Agreement/Microsoft Business and Services Agreement. The following definitions are used in this
Office 366 SI Addendum:

“Customer Data” means all data, including all text, sound, or image files that are provided to Microsoft
by, or on behalf of, Customer through Customer’s use of the Office 365 Bervices,

“Office 365 Services” means Office 365 Plans E1, E2, E3, E4, K1 and 2; Exchange Online Plan 1,
Plan 2 and Kiosk; SharePoint Online Plans 1 and 2; Office Web Apps Plar 8t 2; and Lync Online
branded services. S o P )

2 Secuntylnmdéntﬂotlf' cati

a. M o san 'custoi‘nerBata .st;ovred on

Analithorized access to such

g re; or ‘alteratiofi of Ciistomer Datg (each a

*Security Incident), Microsoft will: () prompe y ngiify Custoher of the Security Incident;
(i) investigate the Security Incident and & rovidé Customer with detajled Information about

b. Customer agrees that: .

() An unsuccessful Security Incident will not be subject to this Section. An unsuccessty]
Security Incident is one that results in no unauthorized access to Customer Dataor to
any of Microsoft's equipment or facilities storing Customer Data, and may include,
without limitation, pings and other broadcast attacks on firewalls or edge servers, port
scans, unsuccessful log-on attempts, denial of service attacks, packet sniffing (or
other unauthorized access fo traffic data that does not result in access beyond 1P

(i) Microsoft’s obligation to report or respond to a Security Incident under this Section is
not and will not be construed as an acknowledgement by Microsoft of any fault or
liability with respect to the Security Incident.

AgrAmend(WW)(ENG)(Mayzm 3) Office 385 Security Incident Notification BD
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3.  Limited Reimbursement for Customer Mitigation Costs

To the extent that a Security Incident results from Microsoft's failure to comply with its obligations
under this Agreement, and subject to the limitations of liability set forth in this agreement, Microsoft
will reimburse Customer for reasonable out-of-pocket remediation costs incurred by Customer in
connection with that Security Incident. *Reasonable out-of-pocket remediation costs” are costs that
(a) are customary, reasonable and expected to be paid by companies in Customer's industry, given
the nature and scope of the Security Incident, (b) do not arise from Customer's violation of (i) laws

paragraph will be characterized as direct damages subject to the limitation on fiability in the Master
Agreement, and not as special damages excluded under the “EXCLUSION OF CERTAIN

4. Miscellaneous

a. Confidentiality. Customer will treat the terms- and eofditions of this Office 365 S|
Addendum, as confidential and shall not disclose theém 4b.:an -third party except for
Customer's auditors or consultants that need accéss ta fhig 1ation for the purpose of
this business relationship as articulated.in this Office s

Agreement. 3 o
b. Term and termination:  This Office 3655/ Addendum shal
any termingtioir of xpiration of the Agreerhent, . - -

c. Oider of Précédene, 1 thehe is.&.confiicf be aEn 4y ro is Office 365 5|
Addendum and -any provigion inithe Enterpride Efitolim; Agreefitent; "o applicable
Microsoft Business Agreement/h?ﬁl‘_;rosoftvaq' 358 'anid ‘Beivices Agreement, this Office

365 St Addendum shall control.

d. Entire Agreement. Except for changés ’mﬁd& by this
Agreemefit remains unchanged and in full force ang effect, -

This ‘Amgadment shal automatically terminate upon any termiination. or . expiration of the
Agreemént. In addition, Microsoft shall have the right {6- immedjately terminate ‘an” underlying
Baterprise Enrollment in the event that an Enrolled Affiliate breaches any ‘obligation "Tn “this
Amendment. Except for changes made by this Amendment, the Agreement remains unchanged and
in full force and effect.
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M‘mosoft[ Volume Licensing

Enterprise Agreement ( Indirect)
Amendment ID CTM

For the purposes of this Amendment, “Entity” means the signing entity, Customer, Enrolied Affiliate,
Government Partner, Institution, or other party entering into a volume licensing program agreement,
Notwithstanding anything to the contrary or in addition to any terms In the Agreement, the Agreement

is amended as foliows:

Microsoft and Entity agree Appendix A is hereby added to the Enterprise Agreement. Appendix
A includes sample Amendments and forms including: Government Community Cloud
Amendment and Product Selection Form ("GCC Amendment”) and the Business Associate
Enterprise Enroliment Amendment, M176 ("BAA"), The following terms and conditions apply to
these sample Amendments included in Appendix A:

» The GCC Amendment must be included with the Enterprise Enroliment for Affiliates when
ordering Office 365 for Government Online Services, Affiliatés must work with Microsoft to
validate eligibility to purchase Office 365 for Government Onling Services.

» The BAA should be included as part of the Enroliment for Affiliate _,;gi‘a&puwrghase Office 365
Online Services if the Affiliate is govemned by HIPAAT . .. g e

* Al of the Amendments below are included for. réference: gnly. :Thgx ndéinditions of
the above referencegl dments have b&gn‘i‘ﬁegbﬁatedégtgﬁmfi Bant ‘changed

without approvat er-and Microsoft. -
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Appendix A

The following Enroliment amendments and forms are included for reference. The terms and
conditions of the documents included below are not binding unless they are signed as part of an
Enterprise Enroliment.

1. Government Community Cloud Amendment and Product Selection Form

Enterprise Enroliment (Indirect)
Amendment ID (CTM)

-3,

For the purposes of this Amendment, “Entity" can mean the signing entity, Customer, Enrolled
Affiliate, Government Partner, Institution, or other party entering into a volume licensing program
agreement. Notwithstanding anything to the contrary or in addition to any terms in the Enrollment, the
Enraliment Is amended as foliows:

Office 365 for Government

The following set of Terms applies to Entity when ordering Office 365 for Government Oniine
Services.

1. Definitions: The following definitions are used in this Amendment and apply to
documents incorporated by reference:

“Office 365 for Govemnment” means Microsoft's family of Office 365 Products that are
provisioned in Microsoft’s multi-tenant data centers for exclusive use by eligible US Federal,
State, Local, and Tribal Govemment Customers only and offered in accordance with the
“community cloud" definition as defined in the National Institute of Standards and Technology
(NIST) Special Publication 800-145,

AgrAmend(Ind)(WW){ENG)(Jan2014) CcT™ BD
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Office 365 for Governments Terms
For purposes of this Amendment Office 385 for Government, tabies a and b, below, contains
mappings for Office 365 for Government Online Services and their equivalent/corresponding

Office 365 for Enterprise Online Services (“Equivalent Online Services.” Each Office 3656 for
Govemment Online Service shown below is subject to the same terms and conditions as its

may be available through a manual request process using a License Reservation Form to be
provided by Microsoft upon request,

a. Office 365 for Government component Online Services— Equivalent Online Services
Mapping

Remainder of page intentionally left blank
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O e Jb Ve e & O £ o0 € O '

Exchange Online Plan 1 G Exchange Online Pian 1

[ Exchange Online Pilan 2 G Exchﬁfg_ge Online Plan 2
Exchange Online Kiosk G Exchange Online Kiosk ]
Exchange Online Archiving Add-On for on- Exchange Online Archiving Add-On for on-
premises servers G premises servers
Lync Online Plan 1 G Lync Online Plan 1 J
Lync Online Plan2 G Lync Online Plan 2
Lync Online Plan 3 G _Lync Online Plan 3 %
SharePoint Online Plan 1 6 _SharePoint Oniine Plan 1
SharePoint Online Plan 2 G SharePoint Oniine Plan 2 _
Office Web Apps w/ SharePdint Plan 1 G Office Web Apps w/ SharePoint Plan 1
Office Web Apps w/ SharePoint Plan2 G Office Web Apps w/ SharePoint Plan 2

Office Professional Plus for Office 365 G Office Professional Pius for Office 365 ]

b. Office 365 for Government Suites — Equivalent Enterprige Online Services Mapping

O 2 36 O ) e Q ale 8 e e 20 o Se o
. fa '
Office 365 Plan G1 Office 365 Plan E1
Office 365 Plan G2 Office 366 Plan E2
Office 365 Plan G3 Office 385Plan Es3
Office 365 Plan G4 Office 365 Plan E4
Office 365 Plan K1 G Office 365 Plan K14
Office 365 Plan K2 G Office 365 P!an K2

_ [
l‘Wﬁce 365 for Government “Equivalent Oniine Services” Suite Orders (G1-G4) will be
captured on a separate Product Selection Form.

3. Office 365 Office 365 for Government Customer Requirements,

Entity is a United States Federal, State, Local or Tribal government entity.

Enterprise and Enterprise Subscription Enrollment
Product Selection Form - CTM Office 365 for
Government

applicable.
(] Enterprise Products. Choose platform option: <Choose One>
Qualified Devices: Qualified Users:

[ office 386 for Government Online Services

Step 2. Select the Products and Quantities Enrolled Affiliate is ordering on its jnjtial
Enroliment Order. Quantity may not Include any Licenses which Enrolled Affiliate has
selected for optional future use, or to which it is transitioning or stepping up within enroliment

AgrAmend(Ind)(WW)(ENG)(Janzou) CTM BD
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term. Products for which the Enrolled Affiliate has an option to transition or step-up should be
listed in Step 3.

Products’ Quantity

5 .
Qffice Pro Plus for Office 365 G

Office Pro Pu

Office 365 (Plan G1) ‘ o ¥
Office 365 (Plan G2) |
Office 365 {Plan G3)
| Office 365 (Plan G4) =]

Client Access License (CAL). Choose 1 Option.
Core CAL, including Bridge CAL's (if applicabie)
Core CAL -
Core CAL Bridge for Office 365
Core CAL Bridge for Windows Intune
Core CAL Bridge for Office 365 and Windows Intuna =

[ Enterprise CAL (ECAL) ‘[I

ECAL

ECAL Bridge for Office 365

ECAL Bridge for Windows Intune v

ECAL Bridge for Office 365 and Windows Intune

License selection must be the same across the Enterprise. Specify whether

licensing CAL per Device or User: User

Windows Deskéop ", "

Windows OS Upgrade
Windows VDA

Windows Intune ;#

The Client Access

Windows Intune
[ ___Windows Intune Add-on”
Other Enterprise Products
Microsoft Desktop Opfimization Pack (MDOP)? }

If selecting Windows Desktop, Enrolled Affiliate acknowledges the following:

a. The Windows Desktop Operating System Upgrade licenses offered through this
Enroliment are not full licenses. The Enrolled Affiliate and any included Affliates have
qualifying operating system licenses for ail devices on which the Windows Desktop
Operating System Upgrade or Windows Intune licenses are run.

b. Inorder to use a third party to reimage the Windows Operating System Upgrade, Enrolled
Affiliate must certify that Enrolled Affiliate has acquired qualifying operating system
licenses. See the Product List for details.

Step 3. Indicate new Enterprise Products and Online Services Enrolled Affiliate has selected
for optional future use where not selected on the initial enroliment order (above):

Office Pro Pius for Office 365 G
[] Office 365 (Plan G1)

 Office 365 (Plan G2)

Office 365 (Plan G3).

Office 365 (Plan G4) ;

Enterprise CAL (ECAL) Step-up, including Bridge CALs

Windows intune

‘Windows Infune Add-on ° :]

AgrAmend(Ind)(WW)(ENG)(Jan2014) CT™ BD
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Step 4. Establish the Enrolled Affiliate’s Price Level. Enrolled Affiliate must first count the quantity
of Software Assurance and Licenses in each of the groups as described below by usirig the
Quantities entered in the above table. If Enrolled Affiliate does not order an Enterprise
Product or Office 365 for Govemment Online Services associated with an applicable Product
pool, the price level for Additional Products in the same pool will be price leve| “p” throughout
the term of the Enroliment. Do not inclyde Bridge CALS, as License Quantities are determined
by the corresponding Enterprise Online Service(s).

Qty from above

Products

Office Professional Pius + Office
Professional Plus for Office 365 + 1
Office 365 G.(Plans G2-G4)

~ Client Access License + 2

, Office 365 (Plang G1-G4)
Client Access License + Windows 3
|__Intune Add-on G + Windows Intune
Windows Desktop Upgrade + -
Windows VDA + Windows Intune

Product Offering/Pool

Enterprise Products and Enterprise Online Services: Set price level using the
highest quantity from Groups 1 through 4 . _

Additional Product Application Pool: Set price level using quantity from Group
Additional Product Server Pool; Set price level using the highest quantity from
Group 2 or 3 , . o

[ Additional Product Systems Pool: Set price level using quantity from Group 4
" Additional Products may be included on the order, but are not selected on this form.,
Windows Intune Add-on requires purchase of Windows OS Upgrade or Windows VDA.
*MDoP requires purchase of Windows OS Upgrade, Windows VDA, or Windows Intune,

1
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2. Business Associate Enterprise Enroliment Amendment, M176

Custom Business Associate Enterprise Enroliment

Amendment
Amendment ID CTM

This Amendment (this “Amendment’) is entered into between the Partles identified on the signature
form (individually, a “Party” and, collectively, the *Parties”) for the Enrollment identified above (the
“Enroliment®).

The Microsoft Online Services provided to Customer require Microsoft to host Customer Data that
may contain Protected Health Information. Customer is a Covered Entity or a Business Associate.
To the extent Microsoft creates, receives, maintains, or transmits Protected Health Information,
Microsoft Is a Business Associate of Customer. As such, HIPAA requires Microsoft and Customer to
comply with additional obligations under the Privacy Rule, Breach Notification Rule, and Security Rule
that relate to the Use, access, and Disclosure of Protected Health information.

The terms and conditions in this Amendment supersede any conflicting terms and conditions in
Customer's Enrollment and supersede and replace any previous Enroliment amendments related to
the subject matter of this Amendment. The Parties amend and supplement the Enroliment with the

following:

1. Definitions.

Except as otherwise defined in this Amendment, any and ali capitalized terms shall have the
definitions set forth in HIPAA, and Customer's Enrollment.

“Breach Notification Rule” means the Breach Notification for Unsecured Protected Health Information
Final Rule.

‘Business Associate” shall have the same meaning as the term “business associate” in 45 CFR
§ 160.103 of HIPAA.

“Covered Entity” shall have the same meaning as the term “covered entity” in 45 CFR § 160,103 of
HIPAA.

“‘Customer” means the customer identified on the signature form.

‘HIPAA" coliectively means the adminisirative simplification provision of the Health Insurance
Portability and Accountability Act enacted by the United States Congress, and its implementing
regulations, including the Privacy Rule, the Breach Notification Rule, and the Security Rule, as
amended from time to time, including by the Health Information Technology for Economic and Clinicai
Health ("HITECH") Act and by the Modifications to the HIPAA Privacy, Security, Enforcement, and
Breach Notification Rules under the Health Information Technology for Economic and Clinical Heaith
Act and the Genetic Information Nondiscrimination Act; Other Modifications fo the HIPAA Rules; Final

Rule.
“Microsoft Online Services” for this Amendment only, means Office 365 Services.

“Office 365 Services” means (a) Exchange Online, Exchange Online Archiving, SharePoint Online,
Lync Online, and Office Web Apps included in Office 365 Enterprise Plans E1, E2, E3, E4, K1, and
K2, Office 365 Midsize Business; Office 365 Small Business; and Office 365 Small Business
Premium, and (b) Exchange Online Plans 1, 2, Basic, and Kiosk; SharePoint Online Plans 1 and 2;
Office Web Apps Plans 1 and 2; and Lync Online Plans 1, 2, and 3. Office 385 Services do hot
include Office 365 ProPlus or any separately branded service made available with an Office 365-

branded plan or suite.

AgrAmend{Ind)(WW)ENG)(Jan2014) CTM BD
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“Privacy Rule’ means the Standards for Privacy of Individually Identifiable Health information,

“Protected Health Information® shall have the same meaning as the terrn ‘protected health
information” in 45 CFR § 160.103 of HIPAA, provided that it is limited to such protected heajth
information that Is received by Microsoft from, or created, received, maintained, or fransmitted by

Microsoft on behalf of, Customer.
“Security Rule® means the Security Standards for the Protection of Electronic Protected Health
information.

2. Permitted Uses and Disclosures of Protected Health Information,

a. Performance of the Enrollment for Microsoft Online Services. Except as otherwise
limited In this Amendment, Microsoft may Use and Disclose Protected Health Information
for, or on behalf of, Customer as specified in the Enroliment.

b. Management, Administration, and Legal Responsibllities. Except as otherwise
limited in this Amendment, Microsoft may Use and Disclose Protected Health Information

Disclosed to the person, and the person notifies Microsoft of any instances of which it
becomes aware in which the confidentiality of the Protected Health Information has been

breached.

3. Responsibilities of the Parties with Respect to Protected Health
Information.

a. Microsoft's Responsibilities. To the extent Microsoft is acting as a Business Associate,
Microsoft agrees {o the following:

() Limitations on Use and Disclosure. Microsoft shall not Use and/or Disclose the
Protected Health Information other than as permitted or required by the Enroliment

or Disclosure would not violate HIPAA if done by Customer, unless expressly
permitted for Business Associates under HIPAA. Microsoft shall make reasonabe
efforts to Use, Disclose, and/or request the minimum necessary Protected Health
Information to accomplish the intended purpose of such Use, Disclosure, or request,

(i) Safeguards. Microsoft shall: (1) use reasonable and appropriate safeguards to
prevent inappropriate Use and Disclosure of Protected Health Information other than
as provided for in this Amendment; and (2) comply with the applicable requirements
of 45 CFR Part 164 Subpart C of the Security Rule.

(iii) Reporting. Microsoft shall promptly report to Customer: (1) any Use and/or
Disclosure of Prot_ected‘ Health Information that is not permitted or required by this

be given; and/or (3) any Breach of Customers Unsecured Protected Health
information that Microgoft may discover (in accordance with 45 CFR § 164.410 of the

Breach Notification Rule). Notification of a Breach will be made without unreasonable

For purposes of this Section, “Unsuccessful Security Incidents” mean, without
fimitation, pings and other broadcast attacks on Microsoft's firewall, port scans,
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any, will be delivered to contacts identified by Customer pursuant to Section 3b(li)
{Contact Information for Notices) of this Amendment by any means Microsoft selects,
including through e-mail. Microsoft's obligation to report under this Section is not and
will not be construed as an acknowledgement by Microsoft of any fault or liability with
respect to any Use, Disclosure, Security Incident, or Breach,

As a condition of Microsoft's commitment to provide notification of & Breach
no more than five (3) business days after Microsofi determines that a Breach of
Customer’s Unsecured Protected Health Information has occurred, Customer
must provide Microsoft with the following information:

* Customer's Microsoft Online Direct Routing Domain (MODRD) (i.e,
“.onmicrosoft.com);

s  Current contact information, including emaif and Phone number, of the
responsible Customer employee(s) that is to be notified in the case of
Breach. This must be an individyal or individuals and not a title,

The contact information must be provided to Microsoft directly through
Customer’s responsible account manager and not within the Contact
information section of the Enrofiment Htself, and must remain up-to-date for
Microsoft to provide notification as detalled In this section. Customer’s
account manager will provide the updated contact information to the
responsible Microsoft business group through Customer’s licensing executive,

(iv} Subcontractors. in accordance with 45 GFR §§ 164.502(e)(1)(if) and 164.308(b)(2)
of HIPAA, Microsoft shall require its Subcontractors who Create, receive, maintain, or
transmit Protected Health Information on behalf of Microsoft to agree in writing to:
(1) the same or more stringent restrictions and conditions that apply to Microsoft with

(v) Disclosure to the Secretary. Microsoft shall make available its internal practices,
records, and books relating to the Use and/or Disclosure of Protected Health

(vi) Access. if Microsoft maintains Protected Health information in a Designated Record
Set for Customer, then Microsoft, at the request of Customer, shall make access to
such Protected Health Information avallable to Customer in accordance with 45 CFR

§ 164.524 of the Privacy Rule.

(vilAmendment. if Microsoft maintains Protected Health Information in a Designated
Record Set for Customer, then Microsoft, at the request of Customer, shall make
available such Protected Health Information to Customer for amendment and
incorporate any reasonably requested amendment in the Protected Health
Information in accordance with 45 CFR § 164.526 of the Privacy Rule,

{viif) Accounting of Disclosure. Microsoft, at the request of Customer, shall make
available to Customer such information relating to Disclosures made by Microsoft as
required for Customer to make any requested accounting of Disclosures in
accordance with 45 CFR § 164.528 of the Privacy Rule,

(ix) Performance of a Covered Entity’s Obligations. To the extent Microsoft is fo carry
out a Covered Entity obligation under the Privacy Rule, Microsoft shall comply with
the requirements of the Privacy Rule that apply to Customer in the performance of

such obligation,
b. Customer Responsibilities.
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() No Impermissible Requests. Customer shall not request Microsoft o Use or
Disclose Protected Health Information in any manner that would not be permissible
under HIPAA if done by a Covered Entity (unless permitied by HIPAA for a Business
Associate).

(i) Contact Information for Notices. Customer hereby agrees that any reports,
notification, or other notice by Microsoft pursuant to this Amendment may be made
electronically. /n addition to providing contact information for notices fo
Customer’s Account Manager per Section 3(a)(iii) above, Customer shall provide
the same contact information herein below and shall ensure that Cystomer’s
contact information remains up to date during the term of this Amendment by
providing updated contract Information to MSO-HIP, microsoft.com or such
other location or method of updating contact information as Microsoft may specify
from time to time and shall ensure that Customer's contact information remains up to
date during the term of this Amendment. Contact information must include
Customer's Microsoft Online Direct Routing Domain (MODRD), name of
individual(s) to be contacted, title of individuals(s) to be contacted, e-mall address of
individual(s) to be contacted, name of Customer organization, and, If available, either
coniract number or subscriber identification number.

1) Customer’s Microsoft Online Direct Routing Domain (MODRD): Click here to
enter text.

2) Name of individual(s) to be contacted: Click here to enter text.

3) Title of individual(s) to be contacted: Click here to enter text,

4) E-mail address of Individual(s) to be contacted: Click here to enter text.
§) Name of Customer organization: Click here to enter text.

6) Contract number: Click here to enter text.;
or subscriber identification number: Click here to enter text.

(ill) Safeguards and Appropriate Use of Protected Health information. Customer is
responsible for implementing appropriate privacy and security safeguards to protect
its Protected Health Information in compliance with HIPAA. Without limitation, it is
Customer's obligation to:

1) Not include Protected Health Information in: (1) information Customer submits to
technical support personnel or to community support forums; and {2) Customer's
address book or directory information. In addition, Microsoft does not act as, or
have the obligations of, a Business Associate under HIPAA with respect to
Customer Data once It Is sent to or from Customer outside Microsoft Online
Services over the public internst.

2) Implement privacy and security safeguards in the systems, applications, and
software Customer controls, configures, and uploads into the Microsoft Online
Services. '

4. Applicability of Amendment.

As of the effective date of this Amendment, this Amendment is applicable to Microsoft Online
Services. At such time as Microsoft is willing to enter into the terms of this Amendment with respect
to other current or future Microsoft online services, Microsoft will notify Customer of the effective date
that this Amendment will be applicable to such other Microsoft online services. Subsequent to the
effective date identified in Microsoft's notice, and provided Customer has by that date entered into an
agreement for such other Microsoft oniine services, this Amendment wiil apply to Customer's other
Microsoft online services without additional action by Customer. Customer acknowledges that this
Amendment is not effective as to an applicable Microsoft online service until Microsoft notifies
Customer this Amendment is effective as specified in this Section 4. It is Customer's obligation to not
store or process Protected Health Information in a Microsoft online service until on or after the date
this Amendment is effective as to the applicable service,
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Term and Termination.

Term. This Amendment shall continue in effect untif the earlier of (1) termination by a
Party for breach as set forth in Section 5b, below, or (2) expiration of Customer's

Enroliment

Termination for Breach. Either Party immediately may terminate the Enroliment if the
other Party is in materlal breach or default of any obligation in this Amendment that is not
cured within sixty (60) calendar days written notice of such breach or default.

Return, Destruction, or Retention of Protected Health Information Upon
Termination. Upon expiration or termination of this Amendment, Microsoft shall retum or
destroy all Protected Health Information in its possession, if it is feasible to do so, and as
set forth in the applicable termination provisions of the Product Use Rights and/or
Enroliment. If Microsoft determines that it is hot feasible to return or destroy any portions

Miscellaneous.

Interpretation. The Parties intend that this Amendment be interpreted consistently with
their intent to comply with HIPAA and other applicable federal and state law, Except

Amendments; Walver. Thig Amendment may not be modified or amended except in a
writing duly signed by authorized representatives of the Parties. A waiver with respect to
one event shall not be construed as continuing, as a bar to, or as a waiver of any right or
remedy as to subsequent events,

No Third Party Beneficlaries. Nothing express or implied in this Amendment is intended
to confer, nor shall anything in this Amendment confer, upon any person other than the
Parties, and the respective Successors or assigns of the Parties, any rights, remedies,
obligations, or liabilities whatsoever.

Counterparts. This Amendment may be executed in counterparts, each of which shall
be deemed an originai,
Severability. in the event that any provision of this Amendment is found to be invalid or

unenforceable, the remainder of this Amendment shall not be affected thereby, but rather
the remainder of this Amendment shall be enforced to the greatest extent permitted by

law.
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