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Extended Description:

Contract with SHI International Corp. (Master Agreement No. AR2488) to provide G-Suite products and services specified per the attached documentation.

Line Commodit;' Code Manufacturer Model No Unit Unit Price
1 43230000 EA 0.000000
Service From Service To

Commodity Line Description:  G-Suite Products and Services

Extended Description:
See Google G-Suite Pricing Sheets attached

Date Printed:  Sep 25,2020 Order Number: CMA 0212 0212 GSUITE20 1 Page: 2 FORM ID: WV-PRC-CMA-002 2020/01
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ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions




NASPO ValuePoint - NASPO
PARTICIPATING ADDENDUM

.
CLOUD SOLUTIONS 2016-2026 va I u e Po I nt

Led by the State of Utah

Master Agreement #: AR2488
Contractor: SHI INTERNATIONAL CORP.

Participating Entity: STATE OF WEST VIRGINIA
The following products or services are included in this contract portfolio:

» G-Suite products and services specified in the SADA Systems Scope of Work attached
as Exhibit B.

The following products or services are not included in this agreement:

e This agreement shall not be used for any purchases outside of the products and
services outlined in Exhibit B.

o Removable Example: Product modifications.

¢ Removable Example: Installation services.

Master Agreement Terms and Conditions:

1. Scope: This addendum covers Cloud Solutions, specifically, the G-Suite products and
services outlined in Exhibit B, offered through the cooperative contract led by the State of
Utah. The G-Suite products will be for use by the Participating Entity and entities authorized
by that State’s statutes to utilize State contracts. For the avoidance of doubt, the parties
agree that Contractor shall have no liability to Participating Entity for the G-Suite products
and services outlined in Exhibit B beyond: a) liability associated with the processing of
invoices and payment therefor, and b) liability necessary to prevent privity of contract being
a defense against liability attributable to SADA and Google, both of which will be responsible
for their respective liabilities associated with the G-Suite products and services as indicated
in the Terms Agreements with SADA and Google attached as Exhibit D.

2. Access to Cloud Solutions Services Requires State CTO Approval: Unless otherwise
stipulated in this Participating Addendum, G-Suite products accessed through the NASPO
ValuePoint cooperative Master Agreements for Cloud Solutions by state executive branch
agencies are subject to the authority and prior approval of the West Virginia Chief
Technology Officer. The Chief Technology Officer means the individual designated by the
Governor within the Executive Branch with enterprise-wide responsibilities for leadership
and management of information technology resources of the state.

3. Primary Contacts: The primary contact individuals for this Participating Addendum are as
follows (or their named successors):
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CLOUD SOLUTIONS 2016-2026 valuePOIrlt

Led by the State of Utah

Contractor

Name: Gary Wilson

Address: 290 Davidson Avenue, Somerset, NJ 08873

Telephone: | 732-652-3081

Fax:

Email: PS_Contracts@shi.com

Participating Entity

Name: | West Virginia Office of Technology

Address: | 1900 Kanawha Blvd, E-Building 5, 10th Floor, Charleston, WV 25305

Telephone: | 304-957-8184

Fax:

Email: justin.t.mcallister@wv.gov

4. PARTICIPATING ENTITY MODIFICATIONS OR ADDITIONS TO THE MASTER

AGREEMENT
These modifications or additions apply only to actions and relationships within the Participating
Entity.
Participating Entity must check one of the boxes below.

[__] No changes to the terms and conditions of the Master Agreement are required.

[X] The following changes are modifying or supplementing the Master Agreement terms and
conditions.

a. Order of Priority: The Contract is comprised of the documents listed in this section. The
terms and conditions contained in the various documents shall be interpreted according to
the priority given to the Contract document in this section. In that way, any terms and
conditions contained in the first priority document shall prevail over conflicting terms In the
second priority document, and so on.

Contract Documents:

1. Participating Addendum (this document) — First Priority

2. WV-96 Agreement Addendum (Attached as Exhibit A) — Second Priority

3 Confidentiality Policies and Information Security Accountability
Requirements — (Attached as Exhibit C) — Third Priority

4, Google Terms Agreement (attached as Exhibit D) and SADA Terms
Agreement and SADA Scope of Work (Attached as Exhibit B) — Fifth Priority

5. Proposal Submitted to West Virginia NASPO ValuePoint Cloud Solutions
RFQ, dated July 31, 2020 - (Attached as Exhibit E) Sixth Priority

6. NASPO Master Agreement (Attached as Exhibit F) — Seventh Priority
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CLOUD SOLUTIONS 2016-2026 va I u e PO I nt

Led by the State of Utah

b. Modifications: The Participating Entity and SHI agree that the following documents are
modified as follows:

1. WV-96: The parties agree that term 19 of the WV-96 is removed in its entirety.

c. Additional Terms: The Parties Agree that the following terms and conditions are added
to this Contract.

1.

PRIVACY, SECURITY, AND CONFIDENTIALITY: Contractor agrees that it will
not disclose to anyone, directly or indirectly, any such personally identifiable
information or other confidential information gained from Participating Entity,
unless the individual who is the subject of the information consents to the
disclosure in writing or the disclosure is made pursuant to Participating Entity’s
policies, procedures, and rules. Contractor further agrees to comply with the
Confidentiality Policies and Information Security Accountability Requirements, set
forth in Exhibit E.

ANTITRUST: In submitting a bid to, signing a contract with, or accepting a Award
Document from any agency of the Participating Entity, Contractor agrees to
convey, sell, assign, or transfer to the Participating Entity all rights, title, and
interest in and to all causes of action it may now or hereafter acquire under the
antitrust laws of the United States and the State of West Virginia for price fixing
and/or unreasonable restraints of trade relating to the particular commodities or
services purchased or acquired by the Participating Entity. Such assignment
shall be made and become effective at the time the purchasing agency tenders
the initial payment to Contractor.

BACKGROUND CHECK: The Participating Entity reserves the right to prohibit
Contractor's employees from accessing sensitive or critical information or to be
present at the Capitol complex based upon results addressed from a criminal
background check. Contractor should contact the West Virginia Division of
Protective Services by phone at (304) 558-9911 for more information.

5. Orders: Any order placed by a Participating Entity or Purchasing Entity for a product and/or
service available from this Master Agreement shall be deemed to be a sale under (and
governed by the prices and other terms and conditions of) the Master Agreement unless the
parties to the order agree in writing that another contract or agreement applies to such

order.
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IN WITNESS WHEREOF, the parties have executed this Addendum as of the date of execution

by both parties below.
Participating Entity:
West Virginia Office of Technology

Signature:

9«.4&7.’%4%

Contractor:
SHI International Corp.

Signature:

Huotina Tlarn

Name:

Justin T. McAllister

Title:
Chief Financial Officer

Name:

Kristina Mann

| Title:

Senior Lead Contract Specialist

Date:
September 24, 2020

9/24/20

[Additional signatures may be added if required by the Participating Entity]

For questions on executing a participating addendum, please contact:

NASPO ValuePoint -
Cooperative Development Coordinator: Shannon Berry
Telephone: 775-720-3404
Email: sberry@naspovaluepoint.org |

PA

Please email fully executed PDF copy of this document

aspovaluepoint.or
to support documentation of participation and posting
in appropriate data bases.
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WV-96
1/1/2019

STATE OF WEST VIRGINIA
ADDENDUM TO VENDOR’S STANDARD CONTRACTUAL FORMS

State Agency, Board, or Commission (the “State™): WUV DfKce » Tech rol N d__

Vendor: CSHI Ta l{r nacHonoLl (\ p
Contract/Lease Number (“Contract”): GSUTTEQAO

Commodity/Service: (4 ’S(‘,{ HQ, pfgd/U\C"'g and ey ces

The State and the Vendor are entering into the Contract identified above. The Vendor desires to incorporate one or more forms it created
into the Contract. Vendor’s form(s), however, include(s) one or more contractual terms and conditions that the State cannot or will not
accept. In consideration for the State’s incorporating Vendor’s form(s) into the Contract, the Vendor enters into this Addendum which
specifically eliminates or alters the legal enforceability of certain terms and conditions contained in Vendor's form(s). Therefore, on
the date shown below each signature line, the parties agree to the following contractual terms and conditions in this Addendum are
dominate over any competing terms made a part of the Contract:

1.

10.

11

ORDER OF PRECEDENCE: This Addendum modifies and supersedes anything contained on Vendor’s form(s) whether or not
they are submitted before or afier the signing of this Addendum. IN THE EVENT OF ANY CONFLICT BETWEEN VENDOR'’S
FORM(S) AND THIS ADDENDUM, THIS ADDENDUM SHALL CONTROL.

PAYMENT — Payments for goods/services will be made in arrears only upon receipt of a proper invoice, detailing the
goods/services provided or receipt of the goods/services, whichever is later. Notwithstanding the foregoing, payments for software
licenses, subscriptions, or maintenance may be paid annually in advance.

Any language imposing any interest or charges due to late payment is deleted.

FISCAL YEAR FUNDING - Performance of this Contract is contingent upon funds being appropriated by the WV Legislature
or otherwise being avsilable for this Contract. In the event funds are not appropriated or otherwise available, the Contract becomes
of no effect and is null and void after June 30 of the current fiscal year. If that occurs, the State may notify the Vendor that an
alternative source of funding has been obtained and thereby avoid the automatic termination. Non-appropriation or non-funding
shall not be considered an event of default,

RIGHT TO TERMINATE — The State reserves the right to terminate this Contract upon thirty (30) days written notice to the
Vendor. Ifthis right is exercised, the State agrees to pay the Vendor only for all undisputed services rendered or goods received
before the termination’s effective date. All provisions are deleted that seek to require the State to (1) compensate Vendor, in whole
or in part, for lost profit, (2) pay a termination fee, or (3) pay liquidated damages if the Contract is terminated early,

Any language secking to accelerate payments in the event of Contract termination, default, or non-funding is hereby deleted.
DISPUTES — Any language binding the State to any arbitration or to the decision of any arbitration board, commission, panel or
other entity is deleted; as is any requirement to waive a jury trial.

Any language requiring or permitting disputes under this Contract to be resolved in the courts of any state other than the State of

West Virginia is deleted. All legal actions for damages brought by Vendor against the State shall be brought in the West Virginia
Claims Commission. Other causes of action must be brought in the West Virginia court authorized by statute to exercise jurisdiction

over it,

Any language requiring the State to agree to, or be subject o, any form of equitable relief not authorized by the Constitution or laws
of State of West Virginia is deleted.

FEES OR COSTS: Any language obligating the State to pay costs of collection, court costs, or attorney’s fees, unless ordered by
a court of competent jurisdiction is deleted.

GOVERNING LAW - Any language requiring the application of the law of any state other than the State of West Virginia in
interpreting or enforcing the Contract is deleted. The Contract shall be governed by the laws of the State of West Virginia.

RISK SHIFTING — Any provision requiring the State to bear the costs of all or a majority of business/legal risks associated with
this Contract, to indemnify the Vendor, or hold the Vendor or a third party harmless for any act or omission is hereby deleted,

LIMITING LIABILITY — Any language limiting the Vendor’s liability for direct damages to person or property is deleted.

TAXES — Any provisions requiring the State to pay Federal, State or local taxes ar file tax returns or reports on behalf of Vendor
are deleted. The State will, upon request, provide a tax exempt certificate to confirm its tax exempt status.

NO WAIVER - Any provision requiring the State to waive any rights, claims or defenses is hereby deleted.
i1|Page
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12.

13.

14.

15.
16.

17.

18.

19.

20.

STATUTE OF LIMITATIONS — Any clauses limiting the time in which the State may bring suit against the Vendor or any other
third party are deleted.

ASSIGNMENT - The Vendor agrees not to assign the Contract to any person or entity without the State’s prior written consent,
which will not be unreasonably delayed or denied. The State reserves the right to assign this Contract to another State agency,
board or commission upon thirty (30) days written notice to the Vendor. These restrictions do not apply to the payments made by
the State. Any assignment will not become effective and binding upon the State until the State is notified of the assignment, and
the State and Vendor execute a change order to the Contract.

RENEWAL - Any language that seeks to automatically renew, modify, or extend the Contract beyond the initial term or
automatically continue the Contract period from term to term is deleted. The Contract may be renewed or continued only upon
mutual written agreement of the Parties.

INSURANCE - Any provision requiring the State to maintain any type of insurance for either its or the Vendor’s benefit is deleted.

RIGHT TO REPOSSESSION NOTICE — Any provision for repossession of equipment without notice is hereby deleted.
However, the State does recognize a right of repossession with notice.

DELIVERY - All deliveries under the Contract will be FOB destination unless the State expressly and knowingly agrees otherwise,
Any contrary delivery terms are hereby deleted.

CONFIDENTIALITY - Any provisions regarding confidential treatment or non-disclosure of the terms and conditions of the
Contract are hereby deleted. State contracts are public records under the West Virginia Freedom of Information Act (“FOIA”) (W,
Va, Code §29B-a-1, et seq.) and public procurement taws. This Contract and other public records may be disclosed without notice
to the vendor at the State’s sole discretion.

Any provisions regarding confidentiality or non-disclosure related to contract performance are only effective to the extent they are
consistent with FOIA and incorporated into the Contract through a separately approved and signed non-disclosure agreement,

THIRD-PARTY SOFTWARE - If this Contract contemplates or requires the use of third-party software, the vendor represents
that none of the mandatory click-through, unsigned, or web-linked terms and conditions presented or required before using such
third-party software conflict with any term of this Addendum or that is has the authority to modify such third-party software’s terms
and conditions to be subordinate to this Addendum. The Vendor shall indemnify and defend the State against all claims resulting
from an assertion that such third-party terms and conditions are not in accord with, or subordinate to, this Addendum.

AMENDMENTS ~ The parties agree that all amendments, modifications, alterations or changes to the Contract shall be by mutual
agreement, in writing, and signed by both parties. Any language to the contrary is deleted.

Notwithstanding the foregoing, this Addendum can only be amended by (1) identifying the alterations to this form by using ltalics
to identify language being added and strikethrough for language being deleted (do not use track-changes) and (2) having the Office
of the West Virginia Attorney General’s authorized representative expressly agree to and knowingly approve those alterations.

state: VVest Virginia Office of Technology Vendor: _SHI International Corp. _

By: %@ZJZ@M@ By: Hwtins Taan
d Name: Justin T. McAllister

Printe Printed Name: Kristina Mann
Title: _ Chief Financial Officer Title: _Senior Lead Contract Specialist
Date: _September 24, 2020 - Date: _9/24/20
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TERMS AND ORDER OF PRECED E EMENT

THIS SADA TERMS AND ORDER OF PRECEDENCE AGREEMENT, (hereinafter “Terms
Agreement”) by and between SAD Systems, Inc. (hereinafter “SADA”) and State of West Virginia
(hereinafter “State™), (both referred to as “Parties™), is intended to identify the various documents
that comprise the terms agreement between the parties that will govern the provision of services
related to the purchase of G-Suite products under the State’s contract with SHI International Corp.
(“SHI”) identifiedas CMA Oalda GSUTTERD

NOW THEREFORE, the Parties hereto hereby agree as follows:

1. Order of Precedence: The Terms Agreement is comprised of the documents listed in this
section. The terms and conditions contained in the various documents shall be interpreted
according to the priority given to the document in this section. In that way, any terms and
conditions contained in the first priority document shall prevail over conflicting terms In
the second priority document, and so on.

Terms Agreement Documents:

SADA Terms and Order of Precedent Agreement (this document) — First Priority
WV-96 Agreement Addendum (Attached as Exhibit A) — Second Priority

State Business Associate Addendum (Attached as Exhibit B) — Third Priority
State SaaS Addendum — (Exhibit C) — Fourth Priority

Notice of State of West Virginia Confidentiality Policies and Information
Security Accountability Requirements (Exhibit D) — Fifth Priority

SADA Systems Inc. Master Professional Services Agreement (Exhibit E) — Sixth

Priority

AR S

]

2. Modifications:

a. WV-96:

1. Fiscal year Funding: The term entitled “3. FISCAL YEAR FUNDING” is
modified by adding “, and it shall not excuse non-payment by the State for services
performed by Vendor.” to the last sentence.

ii. Assignment: The term entitled “13. ASSIGNMENT” is modified by adding “,
provided the State remains jointly and severally liable until such time as Vendor
approves of the assignment in writing” to the end of the second sentence.

b. SADA Documents:

i. Weblinks: The Parties agree that any click-through or weblinked terms are
inapplicable to this Terms Agreement unless the weblinked document containing the
terms is expressly listed herein.

j.- Additional Terms: The Parties Agree that the following terms and conditions are added to this
Terms Agreement.



a.

PRIVACY, SECURITY, AND CONFIDENTIALITY: The Vendor agrees that it will not
disclose to anyone, directly or indirectly, any such personally identifiable information or
other confidential information gained from the Agency, unless the individual who is the
subject of the information consents to the disclosure in writing or the disclosure is made
pursuant to the Agency’s policies, procedures, and rules. Vendor further agrees to comply
with the Confidentiality Policies and Information Security Accountability Requirements, set
forth in Exhibit D.

ANTITRUST: In submitting a bid to, signing a contract with, or accepting a Award
Document from any agency of the State of West Virginia, the Vendor agrees to convey, sell,
assign, or transfer to the State of West Virginia all rights, title, and interest in and to all
causes of action it may now or hereafter acquire under the antitrust laws of the United States
and the State of West Virginia for price fixing and/or unreasonable restraints of trade relating
to the particular commodities or services purchased or acquired by the State of West
Virginia. Such assignment shall be made and become effective at the time the purchasing
agency tenders the initial payment to Vendor.

BACKGROUND CHECK: In accordance with W. Va. Code § 15-2D-3, the Director of the
Division of Protective Services shall require any service provider whose employees are
regularly employed on the grounds or in the buildings of the Capitol complex or who have
access to sensitive or critical information to submit to a fingerprint-based state and federal
background inquiry through the state repository. The service provider is responsible for any
costs associated with the fingerprint-based state and federal background inquiry. After the
contract for such services has been approved, but before any such employees are permitted to
be on the grounds or in the buildings of the Capitol complex or have access to sensitive or
critical information, the service provider shall submit a list of all persons who will be
physically present and working at the Capitol complex to the Director of the Division of
Protective Services for purposes of verifying compliance with this provision. The State
reserves the right to prohibit a service provider’s employees from accessing sensitive or
critical information or to be present at the Capitol complex based upon results addressed
from a criminal background check. Service providers should contact the West Virginia
Division of Protective Services by phone at (304) 558-9911 for more information.

IN WITNESS WHEREOF, the Parties have entered into this Terms Agreement as of the date
of the last signature below.

STATE OF WEST VIRGINIA )
Office of Technology SADA Systems, Inc.
By: 7 ' By: ﬁMM{éQ; %M?im
Name? Justin T. McAllister Name: 2trick Monaghan
Jts: Chief Financial Officer fts; Chief Legal Officer
9/22/2020

Date: _September 23, 2020 Date:




STATE OF WEST VIRGINIA STATE OF WEST VIRGINIA
Attorney General’s Office Purchasing Division

Its:k_gm&cmmnrggi
Date: M@

Date:
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STATE OF WEST VIRGINIA
ADDENDUM TO VENDOR’S STANDARD CONTRACTUAL FORMS

State Agency, Board, or Commission (the “State™): West Virginia Office of Technology

Vendor: SADA Systems, Inc.
Contract/Lease Number (“Contract”):
Commodity/Service: G-Suite Implementation Services

The State and the Vendor are entering into the Contract identified above. The Vendor desires to incorporate one or more forms it created
into the Contract. Vendor’s form(s), however, include(s) one or more contractual terms and conditions that the State cannot or will not
accept. In consideration for the State’s incorporating Vendor’s form(s) into the Contract, the Vendor enters into this Addendum which
specifically eliminates or alters the legal enforceability of certain terms and conditions contained in Vendor’s form(s). Therefore, on
the date shown below each signature line, the parties agree to the following contractual terms and conditions in this Addendum are
dominate over any competing terms made a part of the Contract:

1.

10.

1.

ORDER OF PRECEDENCE: This Addendum modifies and supersedes anything contained on Vendor’s form(s) whether or not
they are submitted before or after the signing of this Addendum. IN THE EVENT OF ANY CONFLICT BETWEEN VENDOR’S
FORM(S) AND THIS ADDENDUM, THIS ADDENDUM SHALL CONTROL.

PAYMENT — Payments for goods/setvices will be made in arrears only upon receipt of a proper invoice, detailing the
goods/services provided or receipt of the goods/services, whichever is later. Notwithstanding the foregoing, payments for software
licenses, subscriptions, or maintenance may be paid annually in advance.

Any language imposing any interest or charges due to late payment is deleted.

FISCAL YEAR FUNDING - Performance of this Contract is contingent upon funds being appropriated by the WV Legislature
or otherwise being available for this Contract. In the event funds are not appropriated or otherwise available, the Contract becomes
of no effect and is null and void after June 30 of the current fiscal year. If that ocours, the State may notify the Vendor that an
alternative source of finding has been obtained and thereby avoid the automatic termination. Non-appropriation or non-funding
shall not be considered an event of default.

RIGHT TO TERMINATE — The State reserves the right to terminate this Contract upon thirty (30) days written notice to the
Vendor. If this right is exercised, the State agrees to pay the Vendor only for all undisputed services rendered or goods received
before the termination’s effective date. All provisions are deleted that seek to require the State to (1) compensate Vendor, in whole
or in part, for lost profit, (2) pay a termination fee, or (3) pay liquidated damages if the Contract is terminated early.

Any language seeking to accelerate payments in the event of Contract termination, default, or non-funding is hereby deleted.
DISPUTES — Any language binding the State to any arbitration or to the decision of any arbitration board, commission, panel or
other entity is deleted; as is any requirement to waive a jury trial.

Any language requiring or permitting disputes under this Contract to be resolved in the courts of any state other than the State of
West Virginia is deleted. All legal actions for damages brought by Vendor against the State shall be brought in the West Virginia
Claims Commission. Other causes of action must be brought in the West Virginia court authorized by statute to exercise jurisdiction

over it,

Any language requiring the State to agree to, or be subject to, any form of equitable relief not authorized by the Constitution or laws
of State of West Virginia is deleted.

FEES OR COSTS: Any language obligating the State to pay costs of collection, court costs, or attorney’s fees, unless ordered by
a court of competent jurisdiction is deleted.

GOVERNING LAW — Any language requiring the application of the law of any state other than the State of West Virginia in
interpreting or enforcing the Contract is deleted. The Contract shall be governed by the laws of the State of West Virginia.

RISK SHIFTING ~ Any provision requiring the State to bear the costs of all or a majority of business/legal risks associated with
this Contract, to indemnify the Vendor, or hold the Vendor or a third party harmless for any act or omission is hereby deleted.

LIMITING LIABILITY - Any language limiting the Vendor’s liability for direct damages to person or property is deleted.

TAXES — Any provisions requiring the State to pay Federal, State or local taxes or file tax returns or reports on behalf of Vendor
are deleted. The State will, upon request, provide a tax exempt certificate to confirm its tax exempt status.

NO WAIVER — Any provision requiring the State to waive any rights, claims or defenses is hereby deleted.
1|Page
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12,

13.

14.

15.
16.

17.

18.

19.

20.

STATUTE OF LIMITATIONS — Any clauses limiting the time in which the State may bring suit against the Vendor or any other
third party are deleted.

ASSIGNMENT - The Vendor agrees not to assign the Contract to any person or entity without the State’s prior written consent,
which will not be unreasonably delayed or denied. The State reserves the right to assign this Contract to another State agency,
board or commission upon thirty (30) days written notice to the Vendor. These restrictions do not apply to the payments made by
the State. Any assignment will not become effective and binding upon the State until the State is notified of the assignment, and
the State and Vendor execute a change order to the Contract.

RENEWAL — Any language that seeks to automatically renew, modify, or extend the Contract beyond the initial term or
automatically continue the Contract period from term to term is deleted. The Contract may be renewed or contjnued only upon
mutual written agreement of the Parties.

INSURANCE -~ Any provision requiring the State to maintain any type of insurance for either its or the Vendor’s benefit is deleted.

RIGHT TO REPOSSESSION NOTICE - Any provision for repossession of equipment without notice is hereby deleted.
However, the State does recognize a right of repossession with notice.

DELIVERY — All deliveries under the Contract will be FOB destination unless the State expressly and knowingly agrees otherwise.
Any contrary delivery terms are hereby deleted.

CONFIDENTIALITY -~ Any provisions regarding confidential treatment or non-disclosure of the terms and conditions of the
Contract are hereby deleted. State contracts are public records under the West Virginia Freedom of Information Act (“FOIA™) (W.
Va. Code §29B--1, et seq.) and public procurement laws. This Contract and other public records may be disclosed without notice
to the vendor at the State’s sole discretion.

Any provisions regarding confidentiality or non-disclosure related to contract performance are only effective to the extent they are
consistent with FOIA and incorporated into the Contract through a separately approved and signed non-disclosure agreement.

THIRD-PARTY SOFTWARE — If this Contract contemplates or requires the use of third-party software, the vendor represents
that none of the mandatory click-through, unsigned, or web-linked terms and conditions presented or required before using such
third-party software conflict with any term of this Addendum or that is has the authority to modify such third-party software’s terms
and conditions to be subordinate to this Addendum. The Vendor shall indemnify and defend the State against all claims resulting
from an assertion that such third-party terms and conditions are not in accord with, or subordinate to, this Addendum.

AMENDMENTS — The parties agree that all amendments, modifications, alterations or changes to the Contract shall be by mutual
agreement, in writing, and signed by both parties. Any language to the contrary is deleted.

Notwithstanding the foregoing, this Addendum can only be amended by (1) identifying the alterations to this form by using ltalics
to identify language being added and strikethrough for language being deleted (do not use track-changes) and (2) having the Office
of the West Virginia Attorney General’s authorized representative expressly agree to and knowingly approve those alterations.

State: West Virginia Office of Technology Vendor: SADA Systems, Inc.

py: Quatzie 7" WedHstan py. Patacck O Wonaghan
4 Printed Name: Patr%k Monaghaol;

Title: Chief Legal Officer

Date: 912212020

Printed Name: Justin T. McAllister

Title: Chief Financial Officer

Date: September 23, 2020
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WV STATE GOVERNMENT

HIPAA BUSINESS ASSOCIATE ADDENDUM

This Health Insurance Portability and Accountability Act of 1996 (hereafter, HIPAA)
Business Associate Addendum (*Addendum”) is made a part of the Agreement (“Agreement”)
by and between the State of West Virginia (“Agency”), and Business Associate (“Associate”),
and is effective as of the date of execution of the Addendum.

The Associate performs certain services on behalf of or for the Agency pursuant to the
underlying Agreement that requires the exchange of information including protected health
information protected by the Health Insurance Portability and Accountability Act of 1996
(“HIPAA”), as amended by the American Recovery-and Reinvestment Act of 2009 (Pub. L. No.
111-5) (the “HITECH Act’), any associated regulations and the federal regulations published at
45 CFR parts 160 and 164 (sometimes collectively referred to as “HIPAA”). The Agency is a
“Covered Entity” as that term is defined in HIPAA, and the parties to the underlying Agreement
are entering into this Addendum to establish the responsibilities of both parties regarding
HIPAA-covered information and to bring the underlying Agreement into compliance with HIPAA.

Whereas it is desirable, in order to further the continued efficient operations of Agency to
disclose to its Associate certain information which may contain confidential individually
identifiable health information (hereafter, Protected Health Information or PHI); and

Whereas, it is the desire of both parties that the confidentiality of the PHI disclosed
hereunder be maintained and treated in accordance with all applicable laws relating to
confidentiality, including the Privacy and Security Rules, the HITECH Act and its associated
regulations, and the parties do agree to at all times treat the PHI and interpret this Addendum
consistent with that desire.

NOW THEREFORE: the parties agree that in consideration of the mutual promises
herein, in the Agreement, and of the exchange of PHI hereunder that:

1. Definitions. Terms used, but not otherwise defined, in this Addendum shali have the same
meaning as those terms in the Privacy, Security, Breach Notification, and Enforcement
Rules at 45 CFR Part 160 and Part 164.

a. Agency Procurement Officer shall mean the appropriate Agency individual
listed at: http://www.state.wv.us/admin/purchase/vrc/agencyli.html.

b. Agent shall mean those person(s) who are agent(s) of the Business Associate,
in accordance with the Federal common law of agency, as referenced in 45 CFR
§ 160.402(c).

c. Breach shall mean the acquisition, access, use or disclosure of protected health
information which compromises the security or privacy of such information,
except as excluded in the definition of Breach in 45 CFR § 164.402.

d. Business Associate shall have the meaning given to such term in 45 CFR §
160.103.
e. HITECH Act shall mean the Health Information Technology for Economic and

Clinical Health Act. Public Law No. 111-05. 111" Congress (2009).
1



Privacy Rule means the Standards for Privacy of Individually Identifiable Health
Information found at 45 CFR Parts 160 and 164.

Protected Health Information or PHI shall have the meaning given to such term
in 45 CFR § 160.103, limited to the information created or received by Associate
from or on behalf of Agency.

Security Incident means any known successful or unsuccessful attempt by an
authorized or unauthorized individual to inappropriately use, disclose, modify,

access, or destroy any information or interference with system operations in an
information system.

Security Rule means the Security Standards for the Protection of Electronic
Protected Health Information found at 45 CFR Parts 160 and 164.

Subcontractor means a person to whom a business associate delegates a
function, activity, or service, other than in the capacity of a member of the
workforce of such business associate.

2. Permitted Uses and Disclosures.

a.

PHI Described. This means PHJ created, received, maintained or transmitted on
behalf of the Agency by the Associate. This PHI is governed by this Addendum
and is limited to the minimum necessary, to complete the tasks or to provide the
services associated with the terms of the original Agreement, and is described in
Appendix A.

Purposes. Except as otherwise limited in this Addendum, Associate may use or
disclose the PHI on behalf of, or to provide services to, Agency for the purposes
necessary to complete the tasks, or provide the services, associated with, and
required by the terms of the original Agreement, or as required by law, if such
use or disclosure of the PHI would not violate the Privacy or Security Rules or
applicable state law if done by Agency or Associate, or violate the minimum
necessary and related Privacy and Security policies and procedures of the
Agency. The Associate is directly liable under HIPAA for impermissible uses and
disciosures of the PHI it handies on behalf of Agency.

Further Uses and Disclosures. Except as otherwise limited in this Addendum,
the Associate may disclose PHI to third parties for the purpose of its own proper
management and administration, or as required by law, provided that (i) the
disclosure is required by law, or (i) the Associate has obtained from the third
party reasonable assurances that the PHI will be held confidentially and used or
further disclosed only as required by law or for the purpose for which it was
disclosed to the third party by the Associate; and, (iif) an agreement to notify the
Associate and Agency of any instances of which it (the third party) is aware in
which the confidentiality of the information has been breached. To the extent
practical, the information should be in a liimited data set or the minimum
necessary information pursuant to 45 CFR § 164.502, or take other measures as
necessary to satisfy the Agency's obligations under 45 CFR § 184.502.



3. Obligations of Associate.

a.

Stated Purposes Only. The PHI may not be used by the Associate for any
purpose other than as stated in this Addendum or as required or permitted by
law.

Limited Disclosure. The PHI is confidential and will not be disclosed by the
Associate other than as stated in this Addendum or as required or permitted by
law. Associate is prohibited from directly or indirectly receiving any remuneration
in exchange for an individual's PHI unless Agency gives written approval and the
individual provides a valid authorization. Associate will refrain from marketing
activities that would violate HIPAA, including specifically Section 13406 of the
HITECH Act. Associate will report to Agency any use or disclosure of the PHI,
including any Security Incident not provided for by this Agreement of which it
becomes aware.

Safeguards. The Associate will use appropriate safeguards, and comply with
Subpart C of 45 CFR Part 164 with respect to electronic protected heaith
information, to prevent use or disclosure of the PHI, except as provided for in this
Addendum. This shall include, but not be limited to:

i Limitation of the groups of its workforce and agents, to whom the PHI is
disclosed to those reasonably required to accomplish the purposes
stated in this Addendum, and the use and disclosure of the minimum
PH! necessary or a Limited Data Set:

ii. ' Appropriate notification and training of its workforce and agents in order
to protect the PHI from unauthorized use and disclosure;

iii. Maintenance of a comprehensive, reasonable and appropriate written
PHI privacy and security program that includes administrative, technical
and physical safeguards appropriate to the size, nature, scope and
complexity of the Associate's operations, in compliance with the Security
Rule;

iv. In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if
applicable, ensure that any subcontractors that create, receive,
maintain, or transmit protected health information on behalf of the
business associate agree to the same restrictions, conditions, and
requirements that apply to the business associate with respect to such
information.

Compliance With Law. The Associate will not use or disclose the PHI in a
manner in violation of existing law and specifically not in violation of laws relating
to confidentiality of PHI, including but not limited to, the Privacy and Security
Rules.

Mitigation. Associate agrees to mitigate, to the extent practicable, any harmfui
effect that is known to Associate of a use or disclosure of the PHI by Associate in
violation of the requirements of this Addendum, and report its mitigation activity
back to the Agency.



f.

Support of Individual Rights.

iv.

Access to PHI. Associate shall make the PHI maintained by Associate
or its agents or subcontractors in Designated Record Sets available to
Agency for inspection and copying, and in electronic format, if
requested, within ten (10) days of a request by Agency to enable
Agency to fulfill its obligations under the Privacy Rule, including, but not
limited to, 45 CFR § 164.524 and consistent with Section 13405 of the
HITECH Act.

Amendment of PHI. Within ten (10) days of receipt of a request from
Agency for an amendment of the PHI or a record about an individual
contained in a Designated Record Set, Associate or its agents or
subcontractors shall make such PHI available to Agency for amendment
and incorporate any such amendment to enable Agency to fulfill its
obligations under the Privacy Rule, including, but not limited to, 45 CFR
§ 164.526.

Accounting Rights. Within ten (10) days of notice of a request for an
accounting of disclosures of the PHI, Associate and its agents or
subcontractors shall make available to Agency the documentation
required to provide an accounting of disclosures to enable Agency to
fulfill its obligations under the Privacy Rule, including, but not limited to,
45 CFR §164.528 and consistent with Section 13405 of the HITECH
Act.  Associate agrees to document disclosures of the PHI and
information related to such disclosures as would be required for Agency
to respond to a request by an individual for an accounting of disclosures
of PHI in accordance with 45 CFR § 164.528. This should include a
process that allows for an accounting to be collected and maintained by
Associate and its agents or subcontractors for at least six (6) years from
the date of disclosure, or longer if required by state law, Ata minimum,
such documentation shall include;
. the date of disclosure;
. the name of the entity or person who received the PHI, and
if known, the address of the entity or person;
a brief description of the PHI disclosed; and
a brief statement of purposes of the disclosure that
reasonably informs the individual of the basis for the
disclosure, or a copy of the individual's authorization, or a
copy of the written request for disclosure.

Request for Restriction. Under the direction of the Agency, abide by
any individual's request to restrict the disclosure of PHI, consistent with
the requirements of Section 13405 of the HITECH Act and 45 CFR §
164.522, when the Agency determines to do so (except as required by
law) and if the disclosure is to a health plan for payment or health care
operations and it pertains to a health care item or service for which the
health care provider was paid in full “out-of-pocket,”

Immediate Discontinuance of Use or Disclosure. The Associate will
immediately discontinue use or disclosure of Agency PHI pertaining to
any individual when so requested by Agency. This includes, but is not
limited to, cases in which an individual has withdrawn or modified an
authorization to use or disclose PHI,
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Retention of PHI. Notwithstanding section 4.a. of this Addendum, Associate and
its' subcontractors or agents shall retain all PHI pursuant to state and federal law
and shall continue to maintain the PHI required under Section 3.f of this
Addendum for a period of six (6) years after termination of the Agreement, or
longer if required under state law.

Agent’s, Subcontractor’s Compliance. The Associate shall notify the Agency
of all subcontracts and agreements relating to the Agreement, where the
subcontractor or agent receives PHI as described in section 2.a. of this
Addendum. Such notification shall occur within 30 (thirty) calendar days of the
execution of the subcontract and shall be delivered to the Agency Procurement
Officer. The Associate will ensure that any of its subcontractors, to whom it
provides any of the PHI it receives hereunder, or to whom it provides any PHI
which the Associate creates or receives on behalf of the Agency, agree to the
restrictions and conditions which apply to the Associate hereunder. The Agency
may request copies of downstream subcontracts and agreements to determine
whether all restrictions, terms and conditions have been flowed down. Failure to
ensure that downstream contracts, subcontracts and agreements contain the
required restrictions, terms and conditions may result in termination of the
Agreement.

Federal and Agency Access. The Associate shall make its internal practices,
books, and records relating to the use and disclosure of PHI, as well as the PHI,
received from, or created or received by the Associate on behalf of the Agency
available to the U.S. Secretary of Health and Human Services consistent with 45
CFR § 164.504. The Associate shall also make these records available to
Agency, or Agency's contractor, for periodic audit of Associate's compliance with
the Privacy and Security Rules. Upon Agency’s request, the Associate shall
provide proof of compliance with HIPAA and HITECH data privacy/protection
guidelines, certification of a secure network and other assurance relative to
compliance with the Privacy and Security Rules. This section shall also apply to
Associate's subcontractors, if any.

Security. The Associate shall take all steps necessary to ensure the continuous
security of all PHI and data systems containing PHI. In addition, compliance with
74 FR 19006 Guidance Specifying the Technologies and Methodologies That
Render PHI Unusable, Unreadable, or Indecipherable to Unauthorized
Individuals for Purposes of the Breach Notification Requirements under Section
13402 of Title XIll is required, to the extent practicable. If Associate chooses not
to adopt such methodologies as defined in 74 FR 19006 to secure the PHI
governed by this Addendum, it must submit such written rationale, including its
Security Risk Analysis, to the Agency Procurement Officer for review prior to the
execution of the Addendum. This review may take up to ten (10) days.

Notification of Breach. During the term of this Addendum, the Associate shall
notify the Agency and, unless otherwise directed by the Agency in writing, the
WV Office of Technology immediately by e-mail or web form upon the discovery
of any Breach of unsecured PHI; or within 24 hours by e-mail or web form of any
suspected Security Incident, intrusion or unauthorized use or disclosure of PHI in
violation of this Agreement and this Addendum, or potential loss of confidential
data affecting this Agreement. Notification shall be provided to the Agency
Procurement Officer at www.state.wv.us/admin/purchase/vre/agencyli.htm and,
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unless otherwise directed by the Agency in writing, the Office of Technology at
incident@wv.gov or https://fapps.wv.gov/ot/ir/Default.aspx.

The Associate shall immediately investigate such Security Incident, Breach, or
unauthorized use or disclosure of PHI or confidential data. Within 72 hours of the
discovery, the Associate shall notify the Agency Procurement Officer, and, unless
otherwise directed by the Agency in writing, the Office of Technology of: (a) Date
of discovery; (b) What data elements were involved and the extent of the data
involved in the Breach; (c) A description of the unauthorized persons known or
reasonably believed to have improperly used or disclosed PHI or confidential
data; (d) A description of where the PHI or confidential data is believed to have
been improperly transmitted, sent, or utilized; (e) A description of the probable
causes of the improper use or disclosure; and () Whether any federal or state
laws requiring individual notifications of Breaches are triggered.

Agency will coordinate with Associate to determine additional specific actions
that will be required of the Associate for mitigation of the Breach, which may
include notification to the individual or other authorities.

All associated costs shall be borne by the Associate. This may include, but not
be limited to costs associated with notifying affected individuals.

If the Associate enters into a subcontract relating to the Agreement where the
subcontractor or agent receives PHI as described in section 2.a. of this
Addendum, ail such subcontracts or downstream agreements shall contain the
same incident notification requirements as contained herein, with reporting
directly to the Agency Procurement Officer. Failure to include such requirement
in any subcontract or agreement may result in the Agency's termination of the
Agreement.

Assistance in Litigation or Administrative Proceedings. The Associate shall
make itself and any subcontractors, workforce or agents assisting Associate in
the performance of its obligations under this Agreement, available to the Agency
at no cost to the Agency to testify as witnesses, or otherwise, in the event of
litigation or administrative proceedings being commenced against the Agency, its
officers or employees based upon claimed violations of HIPAA, the HIPAA
regulations or other laws relating to security and privacy, which involves inaction
or actions by the Associate, except where Associate or its subcontractor,
workforce or agent is a named as an adverse party.

4. Addendum Administration.

Term. This Addendum shall terminate on termination of the underlying
Agreement or on the date the Agency terminates for cause as authorized in
paragraph (c) of this Section, whichever is sooner.

Duties at Termination. Upon any termination of the underlying Agreement, the
Associate shall return or destroy, at the Agency’s option, all PH! received from, or
created or received by the Associate on behalf of the Agency that the Associate
still maintains in any form and retain no copies of such PHI or, if such return or
destruction is not feasible, the Associate shall extend the protections of this
Addendum to the PHI and limit further uses and disclosures to the purposes that
make the return or destruction of the PHI infeasible. This shall also apply to all
agents and subcontractors of Associate. The duty of the Associate and its agenis
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and subcontractors to assist the Agency with any HIPAA required accounting of
disclosures survives the termination of the underlying Agreement.

Termination for Cause. Associate authorizes termination of this Agreement by
Agency, if Agency determines Associate has violated a material term of the
Agreement.  Agency may, at its sole discretion, allow Associate a reasonabie
period of time to cure the material breach before termination.

Judicial or Administrative Proceedings. The Agency may terminate this
Agreement if the Associate is found guilty of a criminal violation of HIPAA. The
Agency may terminate this Agreement if a finding or stipulation that the Associate
has violated any standard or requirement of HIPAA/HITECH, or other security or
privacy laws is made in any administrative or civil proceeding in which the
Associate is a party or has been joined. Associate shall be subject to prosecution
by the Department of Justice for violations of HIPAA/HITECH and shall be
responsible for any and all costs associated with prosecution.

Survival. The respective rights and obligations of Associate under this
Addendum shall survive the termination of the underlying Agreement.

5. General Provisions/Ownership of PHI.

a.

Retention of Ownership. Ownership of the PHI resides with the Agency and is
to be returned on demand or destroyed at the Agency's option, at any time, and
subject to the restrictions found within section 4.b. above.,

Secondary PHI. Any data or PHI generated from the PHI disclosed hereunder
which would permit identification of an individual must be held confidential and is
also the property of Agency.

Electronic Transmission. Except as permitted by law or this Addendum, the
PHI or any data generated from the PHI which would permit identification of an
individual must not be transmitted to another party by electronic or other means
for additional uses or disclosures not authorized by this Addendum or to another
contractor, or allied agency, or affiliate without prior written approval of Agency.

No Sales. Reports or data containing the PHI may not be sold without Agency's
or the affected individual's written conserit.

No Third-Party Beneficiaries. Nothing express or implied in this Addendum is
intended to confer, nor shall anything herein confer, upon any person other than
Agency, Associate and their respective successors or assigns, any rights,
remedies, obligations or liabilities whatsoever.

Interpretation. The provisions of this Addendum shall prevail over any
provisions in the Agreement that may conflict or appear inconsistent with any
provisions in this Addendum. The interpretation of this Addendum shall be made
under the laws of the state of West Virginia.

Amendment. The parties agree that to the extent necessary to comply with
applicable law they will agree to further amend this Addendum.

Additional Terms and Conditions. Additional discretionary terms may be
included in the release order or change order process.
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AGREED:
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Title: Patrick Monaghan - Chief Legal Officer
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Appendix A

(To be completed by the Agency's Procurement Officer prior to the execution of the Addendum,
and shall be made a part of the Addendum. PHI not identified prior to execution of the
Addendum may only be added by amending Appendix A and the Addendum, via Change
Order.)

Name of Associate:

Name of Agency:

Describe the PHI (do not include any actual PHI). If not applicable, please indicate the same.
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Software as a Service Addendum

1. Definitions:

Acceptable alternative data center location means a country that is identified as providing
equivalent or stronger data protection than the United States, in terms of both regulation
and enforcement. DLA Piper’s Privacy Heatmap shall be utilized for this analysis and may
be found at https://www.dlapiperdataprotection.com/index.html?t=world-
map&c=US&c2=IN.

Authorized Persons means the service provider's employees, contractors, subcontractors
or other agents who have responsibility in protecting or have access to the public
jurisdiction’s personal data and non-public data to enable the service provider to perform
the services required.

Data Breach means the unauthorized access and acquisition of unencrypted and
unredacted personal data that compromises the security or confidentiality of a public
jurisdiction’s personal information and that causes the service provider or public
jurisdiction to reasonably believe that the data breach has caused or will cause identity
theft or other fraud.

Individually Identifiable Health Information means information that is a subset of health
information, including demographic information collected from an individual, and (1) is
created or received by a health care provider, health plan, employer or health care
clearinghouse; and (2) relates to the past, present or future physical or mental health or
condition of an individual; the provision of health care to an individual; or the past, present
or future payment for the provision of health care to an individual; and (a) that identifies
the individual; or (b) with respect to which there is a reasonable basis to believe the
information can be used to identify the individual.

Non-Public Data means data, other than personal data, that is not subject to distribution
to the public as public information. It is deemed to be sensitive and confidential by the
public jurisdiction because it contains information that is exempt by statute, ordinance or
administrative rule from access by the general public as public information.

Personal Data means data that includes information relating to a person that identifies
the person by first name or first initial, and last name, and has any of the following
personally identifiable information (PIl): government-issued identification numbers (e.g.,
Social Security, driver’s license, state identification card); financial account information,
including account number, credit or debit card numbers; or protected health information
(PHLI).

Protected Health Information (PHI) means individually identifiable health information
transmitted by electronic media, maintained in electronic media, or transmitted or
maintained in any other form or medium. PHI excludes education records covered by the
Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 1232g,
records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held by a
covered entity in its role as employer.
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Public Jurisdiction means any government or government agency that uses these terms
and conditions. The term is a placeholder for the government or government agency.

Public Jurisdiction Data means all data created or in any way originating with the public
jurisdiction, and all data that is the output of computer processing or other electronic
manipulation of any data that was created by or in any way originated with the public
jurisdiction, whether such data or output is stored on the public jurisdiction’s hardware,
the service provider's hardware or exists in any system owned, maintained or otherwise
controlied by the public jurisdiction or by the service provider.

Public Jurisdiction Identified Contact means the person or persons designated in writing
by the public jurisdiction to receive security incident or breach notification.

Restricted data means personal data and non-public data.

Security Incident means the actual unauthorized access to personal data or non-public
data the service provider believes could reasonably result in the use, disclosure or theft
of a public jurisdiction’s unencrypted personal data or non-public data within the
possession or control of the service provider. A security incident may or may not turn into
a data breach.

Service Provider means the contractor and its employees, subcontractors, agents and
affiliates who are providing the services agreed to under the contract.

Software-as-a-Service (SaaS) means the capability provided to the consumer to use the
provider’s applications running on a cloud infrastructure. The applications are accessible
from various client devices through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The consumer does not manage or control the
underlying cloud infrastructure including network, servers, operating systems, storage or
even individual application capabilities, with the possible exception of limited user-specific
application configuration settings.

2. Data Ownership: The public jurisdiction will own all right, title and interest in its data
that is related to the services provided by this contract. The service provider shall not
access public jurisdiction user accounts or public jurisdiction data, except (1) in the course
of data center operations, (2) in response to service or technical issues, (3) as required
by the express terms of this contract or (4) at the public jurisdiction’s written request.

3. Data Protection and Privacy: Protection of personal privacy and data shall be an
integral part of the business activities of the service provider to ensure there is no
inappropriate or unauthorized use of public jurisdiction information at any time. To this
end, the service provider shall safeguard the confidentiality, integrity and availability of
public jurisdiction information and comply with the following conditions:
a) The service provider shall implement and maintain appropriate administrative,
technical and physical security measures to safeguard against unauthorized
access, disclosure or theft of personal data and non-public data. In Appendix A,
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b)

d)

f)

g)

h)

the public jurisdiction shall indicate whether restricted information will be
processed by the service provider. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the
service provider applies to its own personal data and non-public data of similar
kind. The service provider shall ensure that all such measures, including the
manner in which personal data and non-public data are collected, accessed, used,
stored, processed, disposed of and disclosed, comply with applicable data
protection and privacy laws, as well as the terms and conditions of this Addendum
and shall survive termination of the underlying contract.

The service provider represents and warrants that its collection, access, use,
storage, disposal and disclosure of personal data and non-public data do and will
comply with all applicable federal and state privacy and data protection laws, as
well as all other applicable regulations, policies and directives.

The service provider shall support third-party multi-factor authentication integration
with the public jurisdiction third-party identity provider to safeguard personal data
and non-public data.

If, in the course of its engagement by the public jurisdiction, the service provider
has access to or will collect, access, use, store, process, dispose of or disclose
credit, debit or other payment cardholder information, the service provider shall at
all times remain in compliance with the Payment Card Industry Data Security
Standard (“PCl DSS”) requirements, including remaining aware at all times of
changes to the PCI DSS and promptly implementing all procedures and practices
as may be necessary to remain in compliance with the PCI DSS, in each case, at
the service provider's sole cost and expense. All data obtained by the service
provider in the performance of this contract shall become and remain the property
of the public jurisdiction.

All personal data shall be encrypted at rest and in transit with controlled access.

Unless otherwise stipulated, the service provider is responsible for encryption of
the personal data.

Unless otherwise stipulated, the service provider shall encrypt all non-public data
at rest and in transit, in accordance with recognized industry practice. The public
jurisdiction shall identify data it deems as non-public data to the service provider.
At no time shall any data or process — that either belong to or are intended for the
use of a public jurisdiction or its officers, agents or employees — be copied,
disclosed or retained by the service provider or any party related to the service
provider for subsequent use in any transaction that does not include the public
jurisdiction.

The service provider shall not use or disclose any information collected in
connection with the service issued from this proposal for any purpose other than
fulfilling the service.

Data Location. For non-public data and personal data, the service provider shall
provide its data center services to the public jurisdiction and its end users solely
from data centers in the U.S. Storage of public jurisdiction data at rest shall be
located solely in data centers in the U.S. The service provider shall not allow its
personnel or contractors to sfore public jurisdiction data on portable devices,
including personal computers, except for devices that are used and kept only at its
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U.S. data centers. With agreement from the public jurisdiction, this term may be
met by the service provider providing its services from an acceptable alternative
data center location, which agreement shall be stated in Appendix A. The Service
Provider may also request permission to utilize an acceptable alternative data
center location during a procurement’s question and answer period by submitting
a question to that effect. The service provider shall permit its personnel and
contractors to access public jurisdiction data remotely only as required to provide
technical support.

4. Security Incident or Data Breach Notification: The service provider shall inform the
public jurisdiction of any confirmed security incident or data breach.

a)

b)

Incident Response: The service provider may need to communicate with outside
parties regarding a security incident, which may include contacting law
enforcement, fielding media inquiries and seeking external expertise as defined by
law or contained in the contract. Discussing security incidents with the public
jurisdiction shall be handled on an urgent as-needed basis, as part of service
provider communication and mitigation processes defined by law or contained in
the contract.

Security Incident Reporting Requirements: The service provider shall report a
confirmed Security Incident as soon as practicable, but no later than twenty-four
(24) hours after the service provider becomes aware of it, to: (1) the department
privacy officer, by email, with a read receipt, identified in Appendix A; and, (2)
unless otherwise directed by the public jurisdiction in the underlying contract, the
WVOT Online Computer Security and Privacy Incident Reporting System at
https://apps.wv.gov/ot/it/Default.aspx, and (3) the public jurisdiction point of
contact for general contract oversight/administration. The following information
shall be shared with the public jurisdiction: (1) incident phase (detection and
analysis; containment, eradication and recovery; or post-incident activity), (2)
projected business impact, and, (3) attack source information.

Breach Reporting Requirements: Upon the discovery of a data breach or
unauthorized access to non-public data, the service provider shall immediately
report to: (1) the department privacy officer, by email, with a read receipt, identified
in Appendix A; and, (2) unless otherwise directed by the public jurisdiction in the
underlying contract, the WVOT Online Computer Security and Privacy Incident
Reporting System  at https://apps.wv.gov/ot/ir/Default.aspx, and the public
jurisdiction point of contact for general contract oversight/administration.

5. Breach Responsibilities: This section only applies when a data breach occurs with
respect to personal data within the possession or control of the service provider.

a)

Immediately after being awarded a contract, the service provider shall provide the
public jurisdiction with the name and contact information for an employee of service
provider who shall serve as the public jurisdiction’s primary security contact and
shall be available to assist the public jurisdiction twenty-four (24) hours per day,
seven (7) days per week as a contact in resolving obligations associated with a
data breach. The service provider may provide this information in Appendix A.
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b)

d)

Immediately following the service provider’s notification to the public jurisdiction of
a data breach, the parties shall coordinate cooperate with each other to investigate
the data breach. The service provider agrees to fully cooperate with the public
jurisdiction in the public jurisdiction’s handling of the matter, including, without
limitation, at the public jurisdiction’s request, making available all relevant records,
logs, files, data reporting and other materials required to comply with applicable
law and regulation.

Within 72 hours of the discovery, the service provider shall notify the parties listed
in 4(c) above, to the extent known: (1) date of discovery; (2) list of data elements
and the number of individual records; (3) description of the unauthorized persons
known or reasonably believed to have improperly used or disclosed the personal
data; (4) description of where the personal data is believed to have been
improperly transmitted, sent, or utilized; and, (5) description of the probable
causes of the improper use or disclosure.

The service provider shall (1) cooperate with the public jurisdiction as reasonably
requested by the public jurisdiction to investigate and resolve the data breach, (2)
promptly implement necessary remedial measures, if necessary, and prevent any
further data breach at the service provider's expense in accordance with
applicable privacy rights, laws and regulations and (3) document responsive
actions taken related to the data breach, including any post-incident review of
events and actions taken to make changes in business practices in providing the
services, if necessary.

If a data breach is a direct result of the service provider’'s breach of its contract
obligation to encrypt personal data or otherwise prevent its release, the service
provider shall bear the costs associated with (1) the investigation and resolution of
the data breach; (2) notifications to individuals, regulators or others required by
state or federal law; (3) a credit monitoring service (4) a website or a toll-free
number and call center for affected individuals required by state law — all not to
exceed the average per record per person cost calculated for data breaches in the
United States in the most recent Cost of Data Breach Study: Global Analysis
published by the Ponemon Institute at the time of the data breach (or other similar
publication if the named publication has not issued an updated average per record
per cost in the last 5 years at the time of the data breach); and (5) complete all
corrective actions as reasonably determined by service provider based on root
cause. The service provider agrees that it shall not inform any third party of any
data breach without first obtaining the public jurisdiction’s prior written consent,
other than to inform a complainant that the matter has been forwarded to the public
jurisdiction’s legal counsel and/or engage a third party with appropriate expertise
and confidentiality protections for any reason connected to the data breach. Except
with respect to where the service provider has an independent legal obligation to
report a data breach, the service provider agrees that the public jurisdiction shall
have the sole right to determine: (1) whether notice of the data breach is to be
provided to any individuals, regulators, law enforcement agencies, consumer
reporting agencies or others, as required by law or regulation, or otherwise in the
public jurisdiction’s discretion; and (2) the contents of such notice, whether any

5
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type of remediation may be offered to affected persons, and the nature and extent
of any such remediation. The service provider retains the right to report activity to
law enforcement.

6. Notification of Legal Requests: The service provider shall contact the public
jurisdiction upon receipt of any electronic discovery, litigation holds, discovery searches
and expert testimonies related to the public jurisdiction’s data under this contract, or which
in any way might reasonably require access to the data of the public jurisdiction. The
service provider shall not respond to subpoenas, service of process and other legal
requests related to the public jurisdiction without first notifying the public jurisdiction,
unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a) In the event of a termination of the contract, the service provider shall implement
an orderly return of public jurisdiction data within the time period and format
specified in the contract (or in the absence of a specified time and format, a mutually
agreeable time and format) and after the data has been successfully returned,
securely and permanently dispose of public jurisdiction data.

b) During any period of service suspension, the service provider shall not take any
action to intentionally erase any public jurisdiction data.

c) In the event the contract does not specify a time or format for return of the public
jurisdiction’s data and an agreement has not been reached, in the event of
termination of any services or agreement in entirety, the service provider shall not
take any action to intentionally erase any public jurisdiction data for a period of:

¢ 10 days after the effective date of termination, if the termination is in
accordance with the contract period
o 30 days after the effective date of termination, if the termination is for
convenience
¢ 60 days after the effective date of termination, if the termination is for
cause
After such period, the service provider shall have no obligation to maintain or
provide any public jurisdiction data and shall thereafter, unless legally prohibited,
delete all public jurisdiction data in its systems or otherwise in its possession or
under its control.

d) The public jurisdiction shall be entitled to any post-termination assistance generally
made available with respect to the services, unless .a unique data. retrieval
arrangement has been established as part of the Contract. '

e) The service provider shall securely dispose of all requested data in all of its forms,
such as disk, CD/ DVD, backup tape and paper, when requested by the public
jurisdiction. Data shall be permanently deleted and shall not be recoverable,
according to National Institute of Standards and Technology (NIST)-approved
methods. Certificates of destruction shall be provided to the public jurisdiction.

8. Background Checks: The service provider shall conduct criminal background checks
in compliance with W.Va. Code §15-2D-3 and not utilize any staff to fulfill the obligations

6
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of the contract, including subcontractors, who have been convicted of any crime of
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony
or misdemeanor offense for which incarceration for up to 1 year is an authorized penalty.
The service provider shall promote and maintain an awareness of the importance of
securing the public jurisdiction’s information among the service provider's employees and
agents.

9. Oversight of Authorized Persons: During the term of each authorized person’s
employment or engagement by service provider, service provider shall at all times cause
such persons to abide strictly by service provider’s obligations under this Agreement and
service provider’s standard policies and procedures. The service provider further agrees
that it shall maintain a disciplinary process to address any unauthorized access, use or
disclosure of personal data by any of service provider’s officers, partners, principals,
employees, agents or contractors.

10. Access to Security Logs and Reports: The service provider shall provide reports
to the public jurisdiction in CSV format agreed to by both the service provider and the
public jurisdiction. Reports shall include user access (successful and failed attempts),
user access |P address, user access history and security logs for all public jurisdiction
files and accounts related to this contract.

11. Data Protection Self-Assessment: The service provider shall perform a Cloud
Security Alliance STAR Self-Assessment by completing and submitting the “Consensus
Assessments Initiative Questionnaire” to the Public Jurisdiction Identified Contact. The
service provider shall submit its self-assessment to the public jurisdiction prior to contract
award and, upon request, annually thereafter, on the anniversary of the date of contract
execution. Any deficiencies identified in the assessment will entitle the public jurisdiction
to disqualify the bid or terminate the contract for cause.

12. Data Center Audit: The service provider shall perform an audit of its data center(s)
at least annually at its expense and provide a redacted version of the audit report upon
request. The service provider may remove its proprietary information from the redacted
version. A Service Organization Control (SOC) 2 audit report or approved equivalent sets
the minimum level of a third-party audit. Any deficiencies identified in the report or
approved equivalent will entitle the public jurisdiction to disqualify the bid or terminate the
contract for cause.

13. Change Control and Advance Notice: The service provider shall give 30 days,
advance notice (to the public jurisdiction of any upgrades (e.g., major upgrades, minor
upgrades, system changes) that may impact service availability and performance. A
major upgrade is a replacement of hardware, software or firmware with a newer or better
version in order to bring the system up to date or to improve its characteristics.

14. Security:
a) At a minimum, the service provider's safeguards for the protection of data shall
include: (1) securing business facilities, data centers, paper files, servers, back-up
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systems and computing equipment, including, but not limited to, all mobile devices
and other equipment with information storage capability; (2) implementing network,
device application, database and platform security; 3) securing information
transmission, storage and disposal; (4) implementing authentication and access
controls within media, applications, operating systems and equipment; (5)
implementing appropriate personnel security and integrity procedures and
practices, including, but not limited to, conducting background checks consistent
with applicable law; and (6) providing appropriate privacy and information security
training to service provider's employees.

b) The service provider shall execute well-defined recurring action steps that identify
and monitor vulnerabilities and provide remediation or corrective measures. Where
the service provider’s technology or the pubilic jurisdiction’s required dependence
on a third-party application to interface with the technology creates a critical or high
risk, the service provider shall remediate the vulnerability as soon as possible. The
service provider must ensure that applications used to interface with the service
provider's technology remain operationally compatible with software updates.

c) Upon the public jurisdiction’s written request, the service provider shall provide a
high-level network diagram with respect to connectivity to the public jurisdiction’s
network that illustrates the service provider's information technology network
infrastructure.

15. Non-disclosure and Separation of Duties: The service provider shall enforce
separation of job duties, require commercially reasonable non-disclosure agreements,
and limit staff knowledge of public jurisdiction data to that which is absolutely necessary
to perform job duties.

16. Import and Export of Data: The public jurisdiction shall have the ability to securely
import, export or dispose of data in standard format in piecemeal or in entirety at its
discretion without interference from the service provider. This includes the ability for the
public jurisdiction to import or export data to/from other service providers identified in the
contract (or in the absence of an identified format, a mutually agreeable format).

17. Responsibilities: The service provider shall be responsible for the acquisition and
operation of all hardware, software and network support related to the cloud services
being provided. The technical and professional activities required for establishing,
managing and maintaining the environments are the responsibilities of the service
provider.

18. Subcontractor Compliance: The service provider shall ensure that any of its
subcontractors to whom it provides any of the personal data or non-public data it receives
hereunder, or to whom it provides any personal data or non-public data which the service
provider creates or receives on behalf of the public jurisdiction, agree to the restrictions,
terms and conditions which apply to the service provider hereunder.

19. Right to Remove Individuals: The public jurisdiction shall have the right at any time
to require that the service provider remove from interaction with public jurisdiction any
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... service provider representative who the public jurisdiction believes is detrimental to its

" Working relationship with the service provider. The public jurisdiction shall provide the

service provider with notice of its determination, and the reasons it requests the removal.
If the public jurisdiction signifies that a potential security violation exists with respect to
the request, the service provider shall immediately remove such individual. The service
provider shall not assign the person to any aspect of the contract without the public
jurisdiction’s consent.

20. Business Continuity and Disaster Recovery: The service provider shall provide a
business continuity and disaster recovery plan executive summary upon request. Lack of
a plan will entitle the public jurisdiction to terminate this contract for cause.

21. Compliance with Accessibility Standards: The service provider shall comply with
and adhere to Accessibility Standards of Section 508 Amendment to the Rehabilitation
Act of 1973.

22. Web Services: The service provider shall use web services exclusively to interface
with the public jurisdiction’s data in near real time when possible.

23. Encryption of Data at Rest: The service provider shall ensure hard drive encryption
consistent with validated cryptography standards as referenced in FIPS 140-2, Security
Requirements for Cryptographic Modules for all personal data.

24. Subscription Terms: Service provider grants to a public jurisdiction a license to:
a. Access and use the service for its business purposes;
b. For SaaS, use underlying software as embodied or used in the service; and
c. View, copy, upload, download (where applicable), and use service provider's
documentation.

25. Equitable Relief: Service provider acknowledges that any breach of its covenants or
obligations set forth in Addendum may cause the public jurisdiction irreparable harm for
which monetary damages would not be adequate compensation and agrees that, in the
event of such breach or threatened breach, the public jurisdiction is entitled to seek
equitable relief, including a restraining order, injunctive relief, specific performance and
any other relief that may be available from any court, in addition to any other remedy to
which the public jurisdiction may be entitied at law or in equity. Such remedies shall not
be deemed to be exclusive but shall be in addition to all other remedies available at law
or in equity, subject to any express exclusions or limitations in this Addendum to the
contrary.
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AGREED:

Name of Agency: WV Office of Technology

Signature: 9@» 7. MelHhatan

Title;_Justin T. McAllister-Chief Financial Officer

Date: September 23, 2020
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Name of Vendor: SADA Systems, inc.

Signature: IOM&Q %Mﬁ?ﬁ&

. Patrick Monaghan - Chief Legal Officer

Title

Date: 9/22/2020
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Appendix A

(To be completed by the Agency’s Procurement Officer prior to the execution of the Addendum,
and shall be made a part of the Addendum. Required information not identified prior to execution
of the Addendum may only be added by amending Appendix A and the Addendum, via Change
Order.)

Name of Service Provider/Vendor:

Name of Agency:

Agency/public jurisdiction’s required information:

1. Will restricted information be processed by the service provider?
Yes []
No [ ]

2. Ifyes
Yes
No

#1, does the restricted information include personal data?

LI]s

3. Ifyes
Yes
No

#1, does the restricted information include non-public data?

Llls

4. If yes to #1, may the service provider store public jurisdiction data in a data center in an
acceptable alternative data center location, which is a country that is not the U.S.?

Yes H
No
5. Provide name and email address for the Department privacy officer:

Name:

Email address:

Vendor/Service Provider's required information:

6. Provide name and contact information for vendor's employee who shall serve as the public
jurisdiction’s primary security contact:

Name:

Email address:

Phone Number:

11
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Notice of State of West Virginia

Confidentiality Policies and Information Security Accountability Requirements

1.0

2.0

3.0

INTRODUCTION

The Executive Branch has adopted privacy and information security policies to
protect confidential and personally identifiable information (hereinafter all referred to
as Confidential Information). This Notice sets forth the vendor's responsibilities for
safeguarding this information.

DEFINITIONS

21 Breach shall mean the acquisition, access, use or disclosure of Confidential
Information which compromises the security or privacy of such information.

2.2 Confidential Information, shall include, but is not limited to, trade secrets,
personally identifiable information, protected health information, financial
information, financial account number, credit card numbers, debit card
numbers, driver's license numbers, State ID numbers, social security
numbers, employee home addresses, employee marital status, employee
maiden name, etc.

2.3  Security Incident means any known successful or unsuccessful attempt by
an authorized or unauthorized individual to inappropriately use, disclose,
modify, access, or destroy any information.

BACKGROUND

Agencies maintain Confidential Information, including, but not limited to, trade
secrets, personally identifiable information, protected health information, financial
information, financial account numbers, credit card numbers, debit card numbers,
driver's license numbers, State ID numbers, social security numbers, employee
home addresses, etc. Federal laws, including, but not limited to, the Health
Insurance Portability and Accountability Act, the Privacy Act of 1974, Fair Credit
Reporting Act and State laws require that certain information be safeguarded.
In some situations, Agencies delegate, through contract provisions, functions to
vendors that involve the vendor’s collection, use and/or disclosure of
Confidential-information. WV State government must take appropriate steps to
ensure its compliance with those laws and desires to protect its citizens’ and
employees’ privacy, and therefore, must require that its vendors also obey those
laws.

Utilization of safeguards can greatly minimize potential exposure to
sensitive information, and vendors are expected to adhere to industry standard
best practices in the management of data collected by, or on behalf of, the State,
and in the vendor's possession for a business purpose. Even when sound
practices and safeguards are in use, exposures can occur as the result of a
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Confidentiality Policies and Information Security Accountability Requirements

4.0

theft, loss, or compromise of data, or systems containing data. At these times,
vendors must be accountable for the loss of data in their possession by
immediately reporting the incident surrounding the loss, and by absorbing any
cost associated with the appropriate response actions deemed by the State to be
reasonable and necessary. Additional vendor funding may be needed for
required activities, such as: rapid notification to affected persons, and provision of
a call center to handle inquiries. Notification and call handling will use a State-
specified method, format, language, and personnel staffing level.

POLICY

4.1

4.2

4.3

4.3.1

4.3.2

433

All vendors for the Executive Branch of West Virginia State government
shall sign both the RFP or RFQ, as applicable, and the Purchase Order
which contain the confidentiality statement, incident response
accountability acknowledgement, and adopt this policy by reference.

Vendors must contact the Privacy Officer of the Agency with which
they are contracting to obtain Agency-specific privacy policies, procedures and
rules, when applicable.

For vendors’ information, Agencies generally require at least the
following minimum standards of care in the handling of their Confidential
Information:

Confidential Information shall only be used or disclosed for the purposes
designated in the underlying contract and at no time shall it be disclosed or
used for a personal, non-work or non-contract related reason, unless
specifically authorized in writing by the Agency.

In all circumstances, vendors shall have no ownership rights or
interests in any data or information, including Confidential Information. All
data collected by the vendor on behalf of the Agency, or received by the
vendor from the Agency, is owned by the Agency. There are no exceptions
to this provision.

In no circumstance shall a vendor use Confidential Information, or data, in
any way detrimental to the Agency or to any individual whose records
reside in the vendor’s control. This prohibition shall not be construed to
curtail a vendor’s whistleblower rights under Federal and State law. If, in the
process of making a good faith report under the provisions of W. Va. Code
§ 6C-1-1 et seq. or the Health Insurance Portability and Accountability Act of
1996 (“HIPAA”), (Pub. L. No. 104-191) as amended by the American
Recovery and Reinvestment Act of 2009 (Pub. L. No. 111-5) (the “HITECH
Act’), any associated regulations and the Federal regulations published at
45 CFR parts 160 and 164 (sometimes collectively referred to as “HIPAA”)
or any other relevant whistleblower law, a vendor finds it necessary to
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4.3.4

4.3.5

4.3.6

4.4

441

4.4.2

disclose Confidential Information to an appropriate authority in accordance
with those statutes, the disclosure will not be treated as a Breach of the
Agency’s security, privacy or confidentiality policies, as long as the
confidential nature of the information is explicitly conveyed to the authorized
recipient.

The State may periodically monitor and/or audit use of the information
systems and other record-keeping systems at a vendor location or a State
location in an effort to ensure compliance with this policy. In addition, the
State may audit, and require strengthening of, vendor policies and/or
practices as they impact security of State data within the vendor's
possession.

Any collection, use or disclosure of information that is determined by the
Agency to be contrary to the confidentiality statement, law or Agency policy
may result in termination of the underlying contract.

The confidentiality and incident response accountability statement
contained within the RFP or RFQ, as applicable, and the Purchase
Order shall survive termination of the underlying contract.

If there is an incident that involves theft, loss, or compromise of State
Confidential Information, the following reporting and/or actions must be
taken by the vendor, on its own behalf, or on behalf of its subcontractor:

If the event involves a theft, or is incidental to another crime, appropriate
law enforcement officials shall be notified and a police report generated to
document the circumstances of the crime, with a goal to establish whether
the crime involved a motive to obtain the sensitive data. A copy of the police
report will be forwarded in accordance with 4.4.2.3.

Notification of Breach.

4.4.21 Upon the discovery of Breach of security of Confidential
Information, if the Confidential Information was, or is reasonably
believed to have been, acquired by an unauthorized person, the
vendor shall notify the individuals identified in 4.4.2.3 immediately
by telephone call plus e-mail, web form or fax; or,

4.4.2.2 Within 24 hours by e-mail or fax of any suspected Security
Incident, intrusion or unauthorized use or disclosure of Confidential
Information, in violation of the underlying contract and this Notice, of
potential loss of confidential data affecting the underlying contract.

4.4.2.3 Notification required by the above two sections shall be provided to:
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4.5

4.6

4.7

(1) the Agency contract manager whose contact information may be
found at www.state.wv.us/admin/purchase/vrc/agencyli.htm and,
(2) unless otherwise directed by the Agency in writing, the Office of
Technology at incident@wv.gov.

4.4.2.4 The vendor shall immediately investigate such actual or suspected
Security Incident, Breach, or unauthorized use or disclosure of
Confidential Information. Within 72 hours of the discovery, if an
actual Breach has occurred, the vendor shall notify the individuals
identified in 4.4.2.3 of the following: (a) What data elements were
involved and the extent of the data involved in the Breach (e.g.
number of records or affected individual's data); (b) The identity of
the unauthorized persons known or reasonably believed to have
improperly used or disclosed PHI or Confidential Information: (c) A
description of where the Confidential Information is believed to have
been improperly transmitted, sent, or utilized; (d) A description of
the probable causes of the improper use or disclosure; and (e)
Whether any Federal or State laws requiring individual notifications
of Breaches are triggered.

4.4.2.5 Agency will coordinate with the vendor to determine additional
specific actions that will be required of the vendor for mitigation of
the Breach, which may include notification to the individual or other
authorities.

4.4.2.6 All associated costs shall be borne by the vendor. This may
include, but not be limited to costs associated with notifying affected
individuals.

The State may require that a vendor provide evidence of adequate
background checks, including a nationwide record search, for individuals who
are entrusted by the vendor to work with State information.

The State requires that any vendor taking possession of State data have
comprehensive policies and practices to adequately safeguard that
information, and further that the sensitivity of the information is clearly
identified and documented in writing, with signed acknowledgement by the
vendor that the sensitivity is understood, before it is conveyed to the
vendor. Vendor policy should articulate all safeguards in place for the State
information, including provisions for destruction of all data, including backup
copies of the data, at the end of the vendor’s legitimate need to possess the
data. All State-owned media containing State information will be returned to
the State when no longer legitimately needed by the vendor.

All vendor owned devices that contain or transport any State Confidential
Information must be encrypted using the AES algorithm, and an industry
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standard methodology. This includes desktop and laptop computers (whole
drive encryption — not file encryption), personal digital assistants (PDA), smart
phones, thumb or flash-type drives, CDs, diskettes, backup tapes, etc.
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SADA Systems, Inc.
MASTER PROFESSIONAL SERVICES AGREEMENT

This MASTER PROFESSIONAL SERVICES AGREEMENT (“Agreement”), is made and entered
into as of date of last signature (the “Effective Date”), by and between SADA Systems, Inc., a corporation
organized under the laws of the state of California, with offices at 5250 Lankershim Bivd., Suite 620, North
Hollywood, CA 91601 (“SADA"), and The State of West Virginia ("Customer"). SADA and Customer may
be referred to in this Agreement individually as a “Party” and collectively as the “Parties.”

1. BACKGROUND, OBJECTIVES, CONSTRUCTION AND INTERPRETATION

1.1 Background and Objectives. This Agreement will serve as a framework under which SADA will
provide certain information technology services (the “Services”), as described in Exhibit A (Statement of
Work), attached hereto and incorporated herein, and as further requested by Customer from time to time
during the term of this Agreement and agreed upon in a Statement of Work (as defined in Section 2.1).

1.2 Definitions.

(A) Capitalized terms used in this Agreement have the meanings assigned to them in the applicable
Section. Terms, acronyms and phrases that are used in the information technology industry or other
pertinent business context should be interpreted in accordance with their generally understood
meaning in such industries or business context.

(B) The word “include” and its derivatives (such as “including” and “includes”) mean “include without
limitation.”

1.3 References and Interpretation.

(A) Headings, captions and titles used in this Agreement are included for convenience only and in no
way define the scope or content of this Agreement or are to be used in the construction or
interpretation of this Agreement. Any reference to a particular article or section number or exhibit
is a reference to that specified article, section or exhibit of this Agreement, except to the extent that
the cross-reference expressly refers to another document.

(B) If there is a conflict or inconsistency between the terms of this Agreement and any Statement of
Work, the terms of this Agreement will prevail except to the extent that the Statement of Work
specifically and expressly states an intent to supersede specific terms of this Agreement with
applicability only to that executed Statement of Work. Notwithstanding the preceding sentence, no
Statement of Work will be effective to: (1) expand, eliminate or restrict the scope of any indemnity
obligation set forth in Article 11; (2) change any limitation of liability set forth in Article 12: or (3)
settle or resolve any dispute between the Parties.

2. SCOPE OF SERVICES

21 Provision of Services. SADA will perform the Services identified in each statement of work
entered into and executed by each of the Parties under the terms of this Agreement (each, a “Statement of
Work"). Absent a Statement of Work, this Agreement does not, in and of itself, represent a commitment by
either Party to provide any minimum amount of charges or services.

2.2 Statements of Work. From time to time during the term of this Agreement, Customer may ask
SADA to perform services that are not described in a Statement of Work. Following any such request,
SADA will prepare and deliver a new statement of work. Each Statement of Work will, at a minimum,
contain:

SADA
SADA Systems, Inc. | Statement of Work
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(A) a description of the work SADA is expected to perform in connection with such project, including a
description of any deliverabies;

(B) a prospective schedule for commencing and completing such work; and
(C) SADA’s prospective charges for such work.

If a proposed Statement of Work is mutually acceptable to the Parties, the Parties will execute the Statement
of Work. Each Statement of Work will be a separate agreement and, except for any provisions of this
Agreement that are specifically excluded or modified in such Statement of Work (subject to Section 1.3(B)),
each Statement of Work will incorporate and be subject to all the terms and conditions of this Agreement.

2.3 Modification of a Statement of Work. Either Party may request modifications to a Statement of
Work by submitting a written change order request to the other Party (each, a “Change Order”). If
acceptable to both Parties, the Change Order will be executed by the Parties and will become part of the
applicable Statement of Work. Neither Party will not be bound by the terms of any Change Order until it is
executed by such Party.

24 Cooperation. Customer understands SADA’s performance is dependent on Customer's
timely and effective cooperation, and that the quality of the Services is dependent on Customer providing
timely and accurate information to SADA and access to the required Customer resources in accordance
with the objectives of the applicable Statement of Work. Accordingly, any delay or nonperformance by
SADA will be excused if and to the extent that such delay or nonperformance results from Customer’s
failure to perform its responsibilities so long as SADA uses commercially reasonable efforts to perform
notwithstanding Customer's failure (it being agreed that SADA will have no obligation to incur additional
expenses in connection with such efforts uniess Customer agrees in writing to reimburse SADA for such
expenditures).

3. TERM, TERMINATION AND SUSPENSION OF SERVICES

3.1 Term. The term of this Agreement will begin on the Effective Date and will continue in effect until
the later of (A) three (3) years after the Effective Date, and (B) the expiration or earlier termination of the
last remaining Statement of Work, unless extended or terminated earlier in accordance with the terms of
this Agreement. The Parties may agree to extend the term by written agreement.

3.2 Termination for Cause. If a Party commits: (A) a material breach of this Agreement that is capable
of being cured within 30 days after notice of breach from the non-breaching Party, but is not cured within
such period, or (B) a material breach of this Agreement that is not subject to cure with due diligence within
30 days of written notice thereof, then the non-breaching Party may, by giving written notice to the breaching
Party, terminate this Agreement or the applicable Statement of Work, as of a date specified in the notice of
termination.

3.3 Right to Suspend Services. Without limiting any of its rights under this Agreement, if undisputed
invoices under this Agreement are at any time delinquent for 30 days or more, SADA may partially or totally
suspend its performance of Services under this Agreement and any Statement of Work, without liability to
Custemer until such time as Customer brings its account current and provides assurances, reasonably
acceptable to SADA, that Customer can and will meet its future payment obligations under this Agreement.

34 Termination for Convenience. Customer may terminate this Agreement or any Statement
of Work for convenience and without cause at any time by giving SADA at least 10 business days’ prior
written notice designating the termination date.

3.5 Consequences of Termination. If this Agreement or any Statement of Work is terminated
in accordance with the terms of this Article, SADA will be entitled to receive payment for all Services
performed before termination in accordance with the terms of this Agreement or the applicable Statement

SADA 3
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of Work, including the cost of any third-party licenses procured for Customer that cannot be canceled.

Termination of a Statement of Work will not affect any other Statements of Work then in effect. Termination
of this Agreement will result in immediate termination of all Statements of Work then in effect.

4. SADA PERSONNEL
4.1 Oversight and Responsibility.

(A) SADA will assign an adequate number of SADA personnel to perform the Services. SADA
personnel will be properly trained and fully qualified for the Services they are to perform.

(B) SADA may utilize subcontractors and SADA affiliates to perform the Services, and elements of the
Services may be performed from locations outside the United States.

(C) SADA will be responsible for the appropriate oversight and supervision of all SADA employees and
any subcontractors who perform Services hereunder, each considered “SADA personnel” for
purposes of this Agreement. SADA will remain responsible for any Services performed by
subcontractors to the same extent as if SADA performed such Services itself.

4.2 Non-Solicitation. From the effective date of the applicable Statement of Work until 12
months after completion of its obligations under such Statement of Work, a Party will not directly or indirectly
solicit or seek to procure (other than by general advertising), without the prior written consent of the other
Party, the employment of: (A) in the case of Customer, SADA’s employees engaged in the provision of the
Services under such Statement of Work; and (B) in the case of SADA, any Customer employees engaged
in activities related to the Services, unless, in either case, such employee has resigned from working for or
been terminated by the applicable Party.

5. PROPRIETARY RIGHTS

5.1 Customer IP. As between Customer and SADA, all right, title and interest in and to Customer IP
(as defined below) will remain the exclusive property of Customer. To the extent necessary to provide the
Services, Customer hereby grants SADA, solely to provide the Services, a non-exclusive, non-transferable,
fully paid-up and royalty-free, limited right to access and use Customer IP; provided that the rights granted
to SADA hereunder will automatically expire effective upon the date that SADA ceases, for any reason, to
provide the applicable Services. For purposes of this Agreement, “Customer {P” means (A) software and
tools, (B) processes, procedures and methodologies, (C)formulas, templates and formats, and
(D) documents and other written materials, whether proprietary to Customer or licensed to Customer from
third parties (other than SADA), that are provided to SADA by Customer in order for SADA to provide the
Services and fulfill its obligations under this Agreement.

5.2 SADAIP.

(A) As between SADA and Customer, all right, title and interest in and to SADA IP (as defined below)
will remain the exclusive property of SADA. Except to the extent that the Parties enter into separate
license agreements with respect to any software or other products provided by SADA (in which
case such products will be governed by the terms of those license agreements), SADA hereby
grants to Customer a perpetual, non-exclusive, worldwide, fully paid-up and royalty-free license to
access and use (and to allow third parties to access and use solely for the benefit of Customer) the
SADA IP, for no additional consideration to the extent necessary to receive or use the Services or
any deliverable. Notwithstanding the foregoing, if a Statement of Work: (i) provides for Services
and deliverables to be provided to Customer on a trial or pilot basis, Customer’s license to access
and use any SADA IP necessary to receive or use the Services or deliverables provided as part of
such trial or pilot will not be perpetual, but will be limited to the period of such trial or pilot, or (ii)
includes the purchase of a license to use a SADA proprietary product for a specific period of time,
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Customer’s license to use such product will not be perpetual, but will be limited to the period set
forth in the applicable Statement of Work.

(B) Nothing in this Section will be construed to grant Customer any right to separate SADA IP from the
deliverable into which it is incorporated and Customer will not (and will not knowingly allow any
third party to) adapt, modify, translate, reverse engineer, decompile, disassemble or attempt to
decode or disassemble any source code or underlying algorithms of any SADA IP or part thereof.
Customer will not sell, rent, lease, sublease, license, lend, market or commercially exploit such
SADA IP or use SADA IP for the benefit of any party not contemplated by the applicable Statement
of Work, or assign or transfer any rights with respect to SADA IP granted under this Agreement
(except as contemplated in Section 14.2).

(C) For purposes of this Agreement, “SADA IP” means (i) software, code, and tools, (ii) processes,
procedures and methodologies, (iii) formulas, templates and formats, and (iv) documents and other
written materials, whether proprietary to SADA or licensed to SADA from third parties (other than
Customer or its affiliates) that are used to provide the Services, together, in each case, with any
modifications or enhancements thereto and derivative works based thereon. Customer
acknowledges and agrees that with respect to any SADA IP licensed to SADA from third parties,
any rights granted to Customer hereunder or under any Statement of Work, will be subject to all
restrictions set forth in the applicable third-party agreements.

5.3 Developed Property and Works for Hire. Subject to Section 5.2, SADA acknowledges and
agrees that Customer will have all right, title and interest in and to all Developed Property (as defined below)
developed while providing the Services. All Developed Property developed under this Agreement in
accordance with the terms of a Statement of Work will be deemed to be “works for hire.” To the extent any
Developed Property is not deemed “works for hire” by operation of law, SADA hereby irrevocably assigns,
transfers and conveys to Customer, without further consideration, all of its right, title and interest in and to
such Developed Property (including all patent, copyright, trademark, trade secret and other intellectual
property and proprietary rights). SADA will execute any documents or take any other actions as may be
reasonably necessary, or as Customer may reasonably request, to perfect the ownership rights defined in
this Section. For purposes of this Agreement, “Developed Property” means intellectual property generated
or developed specifically for Customer by SADA under a Statement of Work and paid for by Customer. To
qualify as Developed Property under this Agreement, such intellectual property must be explicitly and
specifically cailed out in a Statement of Work and such Statement of Work must include a written
acknowledgement by SADA that the Parties intend to transfer the rights to such intellectual property to
Customer upon payment by Customer.

54 Residual Knowledge. Nothing in this Agreement will restrict a Party from using Services-related
ideas, concepts, know-how, methodologies, processes, technologies, algorithms or techniques that are
general in nature and retained in the unaided mental impressions of the Party’s personnel, which either
Party, individually or jointly, develops or discloses under this Agreement; provided that, in doing so, each
Party does not breach its obligations under Article 7 or infringe the intellectual property rights of the other
Party or third parties who have licensed or provided materials to the other Party. The Parties acknowledge
SADA has the right to: (A) provide consulting or other services of any kind or nature to any person or entity
as SADA, in its sole discretion, deems appropriate, and (B) use any works of authorship or other intellectual
property included in the deliverables (other than Developed Property, if any) to develop for itself, or for
others, materials or processes similar to those contemplated or produced under this Agreement.

(A) Reserved.
6. CONFIDENTIALITY

6.1 Disclosure of Confidential Information. The Parties agree that during SADA’s performance of
the Services, each Party may access, receive or exchange information that is confidential in nature. For
purposes of this Agreement “Confidential information” will include all information, in any form, furnished or
made available, directly or indirectly, by one Party (“Disclosing Party”) to the other Party (“Recipient”) that
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is marked confidential, restricted, or is otherwise designated as confidential. Confidential Information will
also include information that, by virtue of the nature of the information or the circumstances surrounding
disclosure, a reasonable party would understand to be proprietary to Disclosing Party or confidential,
including without limitation: (A) any personally identifiable information or financial information of any
individual; (B) information concerning the operations, affairs and business of a Party, a Party’s financial
affairs, or a Party’s relations with its customers and employees; (C) in the case of Customer, Customer IP;
and (D) in the case of SADA, SADA IP.

6.2 Exclusions. Confidential Information does not include, and this Article does not apply to,
information that (A) is or subsequently becomes published or available to the public through no fault of
Recipient, (B) is received by Recipient from a third party without a duty of confidentiality; (C) is
independently developed by Recipient without reference to Disclosing Party’s Confidential Information, or
(D) was in Recipient’s possession or was known to Recipient before it was disclosed to Recipient by
Disclosing Party.

6.3 Restrictions on Disclosure and Use. The Parties agree:

(A) Neither Party will make any use of the other Party’s Confidential Information or any copies thereof,
for any purpose other than those contemplated by this Agreement.

(B) Neither Party will reveal, disclose or provide access to the other Party’s Confidential Information to
any third party without the prior consent of such Party, provided that both Parties may share
Confidential Information with their responsible employees who have a need to know such
Confidential Information to perform their duties. Customer understands that all materials provided
to Customer by SADA are provided solely for Customer’s internal use. Notwithstanding anything to
the contrary in this paragraph, SADA may disclose Confidential Information to properly authorized
entities as and to the extent necessary for performance of the Services, so long as in each such
case, the receiving entity first agrees to the obligations described in this Article.

(C) Recipient will take security precautions at least as great as the precautions Recipient takes to
protect its own confidential information, and at any rate will take commercially reasonable security
precautions to ensure that no one, other than a person authorized pursuant to this Section, gains
access to Disclosing Party's Confidential Information without Disclosing Party’s prior written
consent. If Recipient becomes aware of any unauthorized use or disclosure of Disclosing Party’s
Confidential Information, Recipient will promptly notify Disclosing Party of such unauthorized use
or disclosure and will assist Disclosing Party in remedying such unauthorized use or disclosure.

(D) Recipient is permitted to disclose Confidential Information as required by law, regulation or
subpoena, provided that Recipient will, to the extent permitted by law: (i) give Disclosing Party
prompt notice of any such requirement, which notice must be sufficient to permit Disclosing Party
to seek relief to prevent such disclosure, (ii) cooperate with Disclosing Party to secure confidential
treatment of the Confidential Information, and (iii) disclose only that portion of Disclosing Party’s
Confidential Information that is legally required.

(E) Confidential Information is and will remain the exclusive property of Disclosing Party. Each Party
agrees that it will have no proprietary interest in the other Party’s Confidential Information and that
nothing contained in this Agreement will be construed to grant either Party any rights, by license or
otherwise, to any of the other Party’s Confidential information disclosed pursuant to this Agreement.

(F) The obligations set forth in this Section will apply to Confidential information provided, furnished or
otherwise disclosed by Disclosing Party to Recipient, whether before or after the Effective Date.

6.4 Controlling Provisions. For purposes of this Agreement, and each Statement of Work, the
provisions of this Article will have precedence over and supersede any confidentiality or non-disclosure
agreement executed by the Parties before the Effective Date.
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71 Data Protection Legislation. In performing the Services, SADA will comply with, and will ensure
that all SADA personnel comply with, the data protection and privacy legislation, guidelines and industry
standards applicable to the Services including, if applicable to the data involved, Regulation (EU) 2016/679
of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, repealing Directive
95/46/EC (“GDPR”) (such applicable legislation, guidelines and industry standards, “Data Protection
Laws"). SADA will not, by any act or omission on SADA’s part, place Customer in breach of any applicable
Data Protection Laws. For purposes of this Article, the terms “processing” and “personal data” will have the
meanings given in the GDPR. To the extent that the GDPR applies to any personal data processed by
SADA, in that the personal data applies to data subjects who are in the European Economic Area (“EEA”)
and the processing activities relate to activities identified in Article 3 of the GDPR, the Parties agree that
Customer is the “controller” of such data and SADA is acting as a “processor” of such data, as such terms
are defined in the GDPR.

7. DATA PROTECTION

7.2 Processing of Personal Data. If the Services involve the processing by SADA of personal data
on behalf of Customer, SADA will;

(A) process personal data provided by or on behalf of Customer only as needed to perform its
obligations under this Agreement and the applicable Statements of Work and to provide the
Services, and will comply with, and only act on, instructions from or on behalf of Customer regarding
the processing of that personal data;

(B) impose a duty of strict confidentiality on any SADA personnel authorized to access or process
personal data;

(C) implement appropriate technical and organizational safeguards to ensure a level of security
appropriate to the risk to personal data and protect the personal data against accidental or unlawful
destruction, loss, alteration, unauthorized disclosure or access; and

(D) at Customer’s discretion, evidenced by Customer’'s written request, delete or return all such
personal data to Customer upon termination or expiration of this Agreement, or following the
conclusion of the Services related to processing such personal data, and delete any existing copies,
unless otherwise required by applicable law.

73 Processing by Subcontractors. SADA will ensure that any subcontractor engaged by SADA that
may access or process personal data provided by or on behalf of Customer only uses such personal data
in accordance with the terms of this Agreement and has entered into an agreement with SADA that contains
provisions at least as protective of Customer’s personal data as those set forth in this Article. SADA will
remain fully liable to Customer for the performance of its subcontractors’ obligations.

7.4 Breach. SADA will promptly inform Customer of any suspected or confirmed data protection
breaches or unauthorized or unlawful processing, loss or destruction of, or damage to, personal data
impacting Customer, any such notice to be provided within 72 hours after SADA becomes aware of such
event, which notice will describe the nature of the breach and the measures taken or proposed to be taken
to address such breach. ‘ o

7.5 Additional Provisions under the GDPR. In the case of personal data for which Customer is the
data controller and the provisions of the GDPR apply to SADA’s processing of such data (if, for example,
the processing by SADA (i) is carried out in the context of the activities of an establishment of Customer in
the EEA or (ii) the personal data relates to data subjects who are in the EEA and the processing relates to
the offering to them of goods or services in the EEA or the monitoring of their behavior in the EEA), SADA
will:
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(A) process personal data in relation to which Customer is the data controller only in accordance with
specific documented instructions from or on behalf of Customer, including as set forth in this
Agreement and any Statements of Work, unless otherwise required by applicable European Union
or European Member State law (in which case, SADA will inform Customer of such legal
requirement, unless that law prohibits such disclosure on important grounds of public interest);

(B) obtain prior consent to engage any third party (including subcontractors) to process such personal
data on behalf of Customer, ensure that such third-party subcontractor is subject to the provisions
set forth in Section 8.3, and inform Customer of any intended changes concerning the addition or
replacement of such third parties, giving Customer the opportunity to object to such changes;

(C) taking into account the nature of the processing, assist Customer, through appropriate technical
and organizational measures (insofar as possible), in meeting its obligations under applicable law
to respond to requests for exercising the data subject’s rights;

(D) assist Customer in ensuring compliance with any applicable obligations under the GDPR related to
security, breach notification, data impact assessments and prior consultation with the supervisory
authorities, taking into account the nature of processing and the information available to SADA;

(E) provide relevant information and assistance, as reasonably requested in writing by Customer, to
demonstrate SADA’s compliance with its obligations imposed by this Agreement with respect to
such personal data, and allow for and cooperate with privacy and security audits, including
inspections, conducted by Customer or another auditor designated by Customer (any such audits
to be conducted during SADA’s normal business hours at upon no less than thirty (30) days’ prior
written notice); and

(F) not transfer personal information from a country located in EEA to a country outside the EEA unless
Customer has consented to such transfer and such transfer is pursuant to an appropriate data
transfer mechanism or agreement that complies with applicable law.

7.6 Processing by Third Parties. For purposes of clarification, the provisions of this Article only apply
to any processing of personal data by SADA on behalf of Customer. Customer hereby agrees and
acknowledges that SADA is not responsible or liable for any processing of personal data that may be done
by third parties in connection with any third-party software, applications or other products, even if the
Services contemplate Customer’s use of such third-party software, applications or other products.

8. REPRESENTATIONS, WARRANTIES AND COVENANTS

8.1 Authorization. Each Party represents and warrants to the other that: (A) it has the requisite
corporate power and authority to enter into this Agreement and to carry out the transactions contemplated
by this Agreement; and (B) the execution, delivery and performance of this Agreement and the
consummation of the transactions contemplated by this Agreement have been duly authorized by the
requisite corporate action on the part of such Party.

8.2 Performance of Services. SADA represents, warrants and covenants to Customer that the
Services will be performed by qualified personnel with promptness and diligence in a workmanlike manner,
consistent with applicable industry standards.

8.3 Viruses and Disabling Code. SADA will use commercially reasonable efforts to prevent the coding
or introduction of viruses, disabling code or similar items into Customer systems by SADA or its agents;
and SADA will, in the event a virus, disabling code or similar item is found to have been introduced into any
software deliverables or Customer systems by SADA or its agents, at no additional charge, assist Customer
in reducing the effects of the virus, disabling code or similar item.

8.4 Disclaimer. OTHER THAN AS PROVIDED IN THIS AGREEMENT, NEITHER PARTY PROVIDES
ANY EXPRESS WARRANTIES OR IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, ANY
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IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NON-

INFRINGEMENT OR OTHERWISE. IN ADDITION, SADA MAKES NO EXPRESS OR IMPLIED
WARRANTIES RELATING TO THIRD-PARTY PRODUCTS OR SERVICES.

8.5 Limited Warranty. If any implied warranties, guarantees or conditions implied by local faw cannot
be waived, then any such implied warranties are limited in duration to 90 days from delivery of the applicable
Service or deliverable.

9. INSURANCE

During the term of this Agreement, SADA will keep in force the following insurance coverage with insurers
having an A.M. Best rating of A-, VIl or better:

e Workers Compensation as required by statute and Employers’ Liability with $1,000,000 per
accident, $1,000,000 disease policy limit, and $1,000,000 disease per employee.

e Commercial General Liability with $1,000,000 per occurrence and $2,000,000 aggregate.

e Professional Liability/Errors & Omissions with $5,000,000 per occurrence and $5,000,000
aggregate, including information security coverage with $1,000,000 per occurrence/aggregate.

s Employment Practices Liability with $1,000,000 per occurrence/aggregate.
e Excess Liability or Umbrella Liability with $6,000,000 per occurrence and $6,000,000 aggregate.
10. INDEMNIFICATION

10.1 By SADA. SADA agrees to indemnify, defend, and hold Customer harmiess from and against all
losses, liabilities, damages, and related costs (including settlement costs and reasonable attorneys’ fees)
(collectively, “Losses”) arising out of a third-party claim that any SADA IP or deliverables infringe or
misappropriate any patent, copyright, trade secret or trademark of a third party. Notwithstanding the
foregoing, in no event will SADA have any obligations or liability under this Section arising from: (A) use of
any deliverable in a modified form or in combination with materials not furnished or approved by SADA, (B)
use by Customer or its agents of any deliverable in a manner not reasonably consistent with the applicable
specifications, requirements or instructions for such item, (C) compliance with Customer’s design or request
for customized features; or (D) any content, information or data provided by Customer or other third parties.

10.2 By Customer. Customer will indemnify, defend and hold SADA harmless from and against all
Losses arising out of (A) a third-party claim that Customer IP or other materials provided to SADA by
Customer infringe or misappropriate any patent, copyright, trade secret or trademark of a third party; (B)
any deficiency (including penalties and interest) relating to taxes that are the responsibility of Customer; or
(C) a third-party claim arising out of or relating to SADA’s use of any Customer content, provided such use
complies with the terms of this Agreement.

10.3 Infringement. If any deliverable becomes, or in SADA’s reasonable opinion is likely to become,
the subject of an infringement or misappropriation claim or proceeding, SADA will, at its expense: (A) secure
the right to continue using the deliverable; (B) replace or modify the deliverable to make it non-infringing,
provided that any such replacement or modification will not degrade the performance or quality of the
deliverable; or (C) if SADA cannot accomplish either of the foregoing using commercially reasonable efforts,
and only in such event, SADA will remove the deliverable and any related charges will be equitably adjusted
to reflect such removal.

10.4  General. The Party seeking indemnification (the “Indemnitee”) will promptly notify the other Party
of the claim and cooperate with the indemnifying Party in defending the claim. The indemnifying Party will
have full control and authority over the defense, provided that: (A) any settlement requiring the Indemnitee
to admit liability, pay any money, or take (or refrain from taking) any action, will require the Indemnitee’s
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prior written consent, such consent not to be unreasonably withheld or delayed; and (B) the Indemnitee
may join in the defense of a claim with its own counsel at its own expense. THE INDEMNITIES PROVIDED
IN THIS ARTICLE ARE THE ONLY REMEDY UNDER THIS AGREEMENT FOR VIOLATION OF A THIRD
PARTY’'S INTELLECTUAL PROPERTY RIGHTS.

11. LIABILITY
11.1  Limitation of Liability.

(A) IN NO EVENT WILL EITHER PARTY BE HELD LIABLE UNDER THIS AGREEMENT FOR
SPECIAL, INDIRECT, CONSEQUENTIAL, EXEMPLARY OR PUNITIVE DAMAGES (INCLUDING,
WITHOUT LIMITATION, DAMAGES FOR LOSS OF DATA, BUSINESS INTERRUPTION OR
LOST PROFITS), WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE, OR OTHERWISE,
EVEN IF SUCH PARTY IS AWARE OF OR HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES IN ADVANCE AND EVEN IF DIRECT DAMAGES DO NOT SATISFY A
REMEDY.

(B) EXCEPT AS PROVIDED IN SECTION 12.2, NEITHER PARTY MAY BE HELD LIABLE UNDER
THIS AGREEMENT FOR MORE THAN THE AGGREGATE AMOUNT PAID OR PAYABLE TO
SADA BY CUSTOMER UNDER THE APPLICABLE STATEMENT(S) OF WORK GIVING RISE TO
SUCH LOSS (EXCLUDING ANY LICENSE FEES PAID FOR THIRD-PARTY PRODUCTS).

(C) No action, regardless of form, arising out of the transactions under this Agreement, may be brought
by either Party more than one year after the Loss occurred, except that an action for non-payment
may be brought within one year of the date of last payment.

11.2  Exceptions to Limitation of Liability. The limitations set forth in Section 12.1(B) will not apply to:
(A) damages occasioned by a Party’s breach of its obligations with respect to the other Party’s intellectual
property rights, (B) Losses that are the subject of indemnification obligations under this Agreement, or (C)
Losses determined to be the direct resuit of a Party’s gross negligence or intentional or willful misconduct.

12. FORCE MAJEURE

No Party will be liable for any default or delay in the performance of its obligations under this Agreement if
and to the extent such default or delay is caused, directly or indirectly, by fire, flood, earthquake, elements
of nature or other acts of God, riots, civil disorders, acts of terrorism, or any other similar cause beyond the
reasonable control of such Party. Any Party so delayed in its performance will promptly notify the Party to
whom performance is due by telephone (to be confirmed in writing within five days of the inception of such
delay) and describe at a reasonable level of detail the circumstances causing such delay.

13. DISPUTE RESOLUTION AND GOVERNING LAW

All claims, disputes or controversies arising out of or relating to this Agreement, including disputes relating
to the interpretation of any provision of this Agreement or any Party’s performance or breach hereunder,
will be resolved as set forth in this Article. All negotiations pursuant to this Article will be confidential and
will be treated as compromise and settlement negotiations for purposes of the applicable rules of evidence.

13.1  Dispute Resolution and Arbitration. In the event of a claim, controversy or dispute, the Parties
will consult and negotiate with each other and, recognizing their mutual interests, attempt to reach a
satisfactory solution. If the Parties cannot reach settlement within a period of 60 days, then either Party
may, upon notice to the other Party, request that the unresolved dispute be settled by binding arbitration
conducted in Los Angeles, California by the American Arbitration Association (“AAA”) in accordance with
its Commercial Arbitration Rules (the “AAA Rules”), provided that notwithstanding any contrary provision
within the AAA Rules, the arbitrator must determine the rights and obligations of the parties according to
the substantive laws of the state of California. The Parties will select an arbitrator, who will be an attorney
with at least 10 years’ experience in commercial and contract law, provided that if the amount in dispute is
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greater than $500,000, the dispute will be heard by a panel of three arbitrators, with each party selecting
one arbitrator and the AAA selecting the third arbitrator. If the Parties are unable to agree on an arbitrator(s),
the arbitrator(s) will be selected according to AAA Rules. Each Party will bear its own expenses and will
share equally the fees of the arbitrator(s), provided that the arbitrator(s) will have the discretion to award
the prevailing Party all or part of its attorneys’ fees and costs, including the costs of the arbitrator(s), if the
arbitrator(s) find that the position taken by the other Party on material issues was without substantial
foundation. The arbitrator(s) will not have the power to add to, subtract from or modify any of the terms or
conditions of this Agreement. The arbitrator(s) rendering judgment upon disputes between the Parties will
deliver a written opinion within 15 business days following conclusion of the hearing, setting forth findings
of fact, conclusions of law and the rationale for the decision. Any award, which may include legal and
equitable relief, will be final and binding and judgment may be enforced by any court of competent
jurisdiction.

13.2  Equitable Relief. Notwithstanding the foregoing, if a Party determines, in good faith, that a breach
or threatened breach of the terms of this Agreement by the other Party would result in irreparable harm,
such that a temporary restraining order or other form of injunctive relief is the only appropriate and adequate
remedy, such Party may proceed directly to court and may obtain such relief without bond (if permitted by
law). The Parties further acknowledge and agree either Party may proceed directly to court if the other Party
breaches or threatens to breach its obligations under Article 5 (Proprietary Rights), Article 7
(Confidentiality), or Article 8 (Data Protection). If a court of competent jurisdiction should find that a Party
has breached or threatened to breach its obligations under either such Article, both Parties agree that,
without any additional findings of irreparable injury or other conditions to injunctive relief, the breaching
Party will not oppose the entry of an appropriate order compelling performance by the breaching Party and
restraining such Party from any further breaches or threatened breaches.

13.3  Governing Law; Jurisdiction and Venue. This Agreement will be governed by and construed in
accordance with the laws of the state of California, without regard to its choice of law principles. For any
litigation that may arise under Section 14.2 of this Agreement or to enforce an award in accordance with
Section 14.1, the Parties irrevocably and unconditionally submit to the non-exclusive jurisdiction and venue
(and waive any claim of forum non conveniens) of the United States District Court for the Central District of
California located in Los Angeles or the Los Angeles Superior Court. The Parties further consent to the
jurisdiction of any court located within a district that encompasses assets of a Party against which judgment
has been rendered for the enforcement of such judgment or award against the assets of such Party.

13.4 No Limitation on Rights. Each Party agrees that the provisions contained in this Article do not
limit either Party’s right to terminate this Agreement as provided in Article 3.

14. GENERAL PROVISIONS

14.1  Notices. All notices, requests, consents, approvals, acknowledgements and waivers under this
Agreement (other than routine operational communications) will be in writing and will be deemed duly given
when (A) delivered personally, (B) one day after being given to an overnight courier with a reliable system
for tracking delivery (charges prepaid), (C) when sent by electronic mail with a copy sent by another means
specified in this Section, or (D) six days after the day of mailing, when mailed by United States mail,
registered or certified mail, return receipt requested, postage prepaid and addressed as follows:

If to Customer: State of West Virginia

Attention: Justin T. McAllister, Chief Financial Officer

Email: justin.t. mcallister@wv.gov
Phone: 304-957-8184

If to SADA: SADA Systems, Inc.
5250 Lankershim Blvd., Suite 620
North Hollywood, CA 91601
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Attention: Patrick Monaghan
Email: patrick. monaghan@sadasystems.com
Fax:  (818) 766-0090
Phone: (818) 766-2400

A Party may change its address or designee for notification purposes by giving the other Party written notice
of the new address or designee, and the date upon which it will become effective.

14.2  Binding Nature and Assignment. This Agreement is binding on the Parties and their respective
successors and assigns. Either Party may assign this Agreement in connection with a merger, change of
control, consolidation, or sale or other disposition of all or substantially all of its assets. Any other
assignment will be null and void, except with the other Party’s prior written consent.

14.3 Relationship of the Parties. SADA, in furnishing the Services, is acting as an independent
contractor. SADA is not an agent of Customer and has no authority to represent Customer as to any
matters, except as expressly authorized in this Agreement or in a Statement of Work.

14.4 Customer List. Customer agrees SADA may refer to Customer and use Customer's name in
customer lists and other promotional materials.

14.5 Waiver of Default. No delay or omission by either Party to exercise any right or power under this
Agreement will be construed to be a waiver thereof. A waiver by either Party of any breach or covenant will
not be construed to be a waiver of any succeeding breach or of any other covenant.

14.6 Third Party Beneficiaries and Use of Work. Neither Party intends this Agreement to benefit or
create any right or cause of action in or on behalf of, any person or entity other than the Parties. Customer
understands and agrees that Services performed by SADA under this Agreement are intended only for the
parties specified in the applicable Statement of Work and may be misleading or inappropriate if used in
another context or for another party and agrees not to use any deliverables or documents produced under
this Agreement and a Statement of Work for any purpose other than the intended purpose without SADA’s
prior written consent.

14.7  Survival. The provisions of Section 3.5 (Consequences of Termination), Section 4.2 (Non-
Solicitation), Article 5 (Proprietary Rights), Article 7 (Confidentiality), Article 8 (Data Protection), Section 9.4
(Disclaimer), Article 11 (Indemnification), Article 12 (Liability), Article 14 (Dispute Resolution and Governing
Law) and this Article, as well as any other provision of this Agreement that contemplates performance or
observance subsequent to termination or expiration of this Agreement will survive expiration or termination
of this Agreement and continue in full force and effect for the period set forth therein, or if no period is set
forth therein, indefinitely.

14.8  Severability. If any provision of this Agreement is found to be illegal or otherwise unenforceable in
any respect, that provision will be deemed to be restated to reflect as nearly as possible the original intent
of the Parties in accordance with applicable law. The remainder of this Agreement will remain in full force
and effect.

14.9 Entire Agreement; Amendment and Waiver. This Agreement and each Statement of Work,
including any exhibits referred toherein or therein, each of which is incorporated herein for all purposes,
constitutes the entire agreement of the Parties with respect to the subject matter hereof and supersedes all
prior agreements, whether written or oral, with respect to the subject matter contained in this Agreement. If
Customer requires a purchase order in connection with its invoice, Customer’s purchase order terms and
conditions will not apply to or modify this Agreement. No change, waiver or discharge will be valid unless
made in writing and signed by an authorized representative of the Party against which such change, waiver
or discharge is sought to be enforced.

14.10 Counterparts. This Agreement may be executed in any number of counterparts, all of which taken
together will constitute one single agreement between the Parties.

SADA i
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IN WITNESS WHEREOF, this Agreement has been executed by the Parties through their duly authorized
officers as of the date set forth above.

SADA Systems, Inc. State of West Virginia
Katicok %»dfw o .
9" Quatzn 7. WedWostan
174 y .
Print name: _ Patrick J. Monaghan Print name: Justin T. McAllister
Print titte: _ CLO Print title: __ Chief Financial Officer
Date: 09/22/20 Date: September 23, 2020
S~ADA 13
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G Suite Statement of Work

Exhibit A to Master Professional Services Agreement

This Statement of Work is entered into in connection with the Master Professional Services
Agreement (“Agreement”) by and between SADA Systems Inc. (“SADA”) and The State of West Virginia
(“Customer”) effective as of the last date of execution by either signatory herein ("Effective Date"). The
terms and conditions of the Agreement are incorporated herein by reference. Capitalized terms not
defined in this Statement of Work will have the same meaning given to them in the Agreement. This
Statement of Work describes certain Services and deliverables that will be provided by SADA to
Customer pursuant to the terms and conditions of the Agreement.

Services Descriptions
The following are product and service descriptions for the items listed in the ‘pricing’ section. Only the
items included in the pricing table will be considered within scope.

G Suite Core Product Activation - Enterprise

SADA will advise on and help with the initial setup of the G Suite Admin Panel to the point that the
settings & configurations are ready for any of the G Suite launches. Customer will be equipped to
configure and maintain application policies and settings within G Suite in order to meet their unique
business needs.

SADA Responsibilities and Deliverables
¢ Conduct up to ten (10) ninety minute workshops with the Customer’s designated IT Admin(s) to
review activation of core G Suite products, knowledge walkthrough, and sharing of best practices
for managing the G Suite Admin Panel
e Guidance in the configuration of email routing rules (including split delivery, if required).
Advise on and finalize setup of spam settings and virus settings with IT Admin(s).
e Conduct up to four (4) sessions up to two (2) hours on best practices to deploy and manage
Chrome Browsers.
e Conduct up to four (4) ninety minute working sessions on network concepts and best practices
as they relate to G Suite core services.
e Advise on known best practices and watchpoints for disabling core G Suite applications.
e Advise on Multiple Domain Management best practices, if applicable.
o This would include assistance with multiple domain configuration, verification completion,
and review of applicable best practices and watchpoints
¢ Guidance on DNS records (MX, CNAME, and A record), including custom web address creation
for end user ease of use
¢ Showcase standard G Suite Admin Panel Roles and advise on custom roles needed.
¢ Provide best practice security recommendations for administration settings
¢ Manually provision and assign Admin accounts.
Customer Responsibilities
¢ Understanding company application and sharing policies, and if applicable, organization
understanding of industry compliance standards )
¢ Understanding necessary admin roles needed to manage the environment from an admin and
helpdesk levels.
¢ Configuring and enabling G Suite policies and settings within the Admin Panel to meet business
and compliance standards prior to the launch cycle
® Gaining understanding of the G Suite console to the point of being able to take point post-
deployment
¢ Gathering and providing any/all key applications that are intertwined within the legacy mail
platform and/or will be required for G Suite
e Communicating application policy updates to users

SADA 14
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e Identifying network limitations and, if needed, updating configurations
e Configuring third party applications, such as provisioning, encryption, single sigh on, MDM, etc,
required for the roll-out of G Suite, unless otherwise noted in the SOW.

Google Vault Enterprise Configuration

Google Vault allows your organization to manage data retention with a centralized, searchable archive so
you can locate data quickly in the event of legal discovery. SADA will partner with Customer Admins and
Legal Teams to ensure they are equipped with the Vault best practices, watchpoints, and knowledge in
order to maintain and utilize Google Vault post deployment.

SADA Systems’ deliverables and responsibilities
e Conduct up to four (4) ninety minute workshops on Vault Management to Customer Admins.
These workshops can cover:
o How to create default and custom retention rules for mail, drive, and groups
o Understanding Vault Admin Privileges
e Provision custom Vault Admin Roles with required privileges.
e Provision Vault Admin Role assignments to designated Vault admins
e Conduct up to three (3) ninety minute workshops or working sessions on the Vault Admin Panel
to Customer legal admins. These workshops can cover the following:
o General Google Vault overview
How to create legal holds
How to search and export data
How to share Legal Matters
Guidance and assistance in creation of Legal Holds or Legal Matters.

O O O ©

Customer responsibilities
e Provide privilege requirements for Vault Admin Roles
e Provide list of user emails needing Vault Admin Roles;
o If multiple Vault Admin Roles exist, Specific Role should be designated.
o If Vault Admin should only have access to a specific region, Region should be
designated.
e Create all required Legal Holds within Google Vauit
e Provide written sign-off on Admin Roles and Assignments which SADA implemented and
confirmation all Legal Holds have been created by Customer legal team. Sign-off must be
provided at least three weeks prior to Core IT Go Live or first Go Live.

Provisioning & Lifecycle Management

Conflict Account Overview and Consultation

A conflict (or unmanaged) account occurs when a user creates a personal Google account using their
work email address. Your organization has now signed up for a managed Google Account and when your
admin tries to add those users to your organization's account, they'll have the same address for their
personal and work accounts. Two accounts can't share the same email address and must be resolved.

The process outlined below is a key step in successfully provisioning users and must be completed prior
to provisioning user accounts in the G Suite tenant. .

What is the Agreed Upon Process*
e All mail domains must be added to G Suite and verified

» Discovery - once all domains are added, are there any conflict accounts?
e Inform - Customer is informed on the implications of available options to resolve accounts
e Decision on resolution path
e Communication sent to end users
e If applicable, conflict accounts resolved
SADA .
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Some steps within this process cannot be updated.

As the conflict account is defined as a personal account, Google will not provide account details,
delete accounts, transfer data, or provide account credentials. The end user is responsible for
resolving this conflict if customer chooses this resolution path.

If Customer decides to resolve conflicts by leveraging the Transfer Tool for Unmanaged Users,
provided in the G Suite Admin Panel, Google will send an email directly to the end users. This
email cannot be modified.

*This process can have significant impact to project timeline. User provisioning in the G Suite tenant is
dependent on the completion of this project, so the customer should be prepared to work directly with end

users to

ensure an expeditious resolution.

SADA Systems’ deliverables and responsibilities

Conduct up to one (1) 90 minute workshop informing Customer about Conflict Accounts and the
options in which to resolve these accounts

Provide guidance customer on how to use the Transfer Tool for Unmanaged (Conflict) Accounts,
available in the G Suite Admin Console.

Provide targeted communications for identified Conflict Account users

Customer Responsibilities:

This pro

Confirm active users identified as Conflict Accounts.

Confirm and sign off on decision for resolution path.

Ensure required non-core applications are enabled - such as DoubleClick or Analytics to allow
continued use.

Send custom communications informing Conflict Account users of the decided resolution path.
Send and Manage Transfer Requests from the Transfer Tool, provided within the G Suite Admin
Panel, within expected time frame in order to meet Provisioning milestone

Sign off that all conflict accounts have been resolved

Prepare Helpdesk for end user questions and issues

cess does not guarantee the resolution of accounts using other Google services such as Double

Click or Analytics. End Users may need to work with Google directly to ensure uninterrupted access to
these accounts throughout the provisioning process

Google

Cloud Directory Sync {(GCDS)

Google Cloud Directory Sync (GCDS) runs as a utility in Customer server environment to provide one-

way syn

chronization of LDAP data to G Suite. LDAP will continue to be maintained as the source of truth

for all items synchronized. GCDS supports sophisticated LDAP rules for custom mapping of users,

groups,

What is
[ ]
[

non-employee contacts, rich user profiles, aliases, and exceptions.

the Agreed Upon Process
Configurations will be created against up to 1 Active Directory domain.
SADA's process will be as follows:
o GCDS tool will be installed and verified that it is able to connect to the customer’s AD /
LDAP server and G Suite environment
o Up to two {2) 90 minute workshops to include:
= LDAP Environment Discovery
® GCDS Tool Workshop
Configure GCDS
Simulation
Implementation
One 60 minute Handoff Call

o 0 0 O©

SADA Systems’ deliverables and responsibilities

SADA
SADA S

Review customer’s LDAP Directory structure
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Build configuration of GCDS to sync only necessary LDAP items.

Provide a simulation to customer for approval prior to any production syncing.
Configure a scheduled task to continue ongoing syncs, if desired.

Provide final Configuration documentation

Customer Responsibilities:
e Customer wili provide SADA with desired LDAP items to be synced
o Customer will review and approve configuration and simulation sync reports prior to
implementation to production

Prior to first workshop, the tool should be installed and verified that it is able to connect to the customer’s
LDAP server and G Suite environment.

Lifecycle Management
SADA will provide lifecycle management guidance for customer admins to successfully make informed
decisions during deployment and maintain their environment post-deployment.

This can include the following:
SADA Systems’ deliverables and responsibilities
e Up to two (2) 60 minute workshops on calendar resource management
e Up to two (2) 60 minute sessions on group management. These can include discussions
regarding:
Default settings for Google Groups - Email Lists (dependant on creation method)
Best Practices and Watchpoints
Understanding the additional group settings available
if changed, updating the process for the creation of groups and are users aware of the
new process?
e Up to two (2) 90 minute sessions on user account management. These can include discussions
regarding:
o Requirements for user data to be kept after deactivation
o Best practices and Watchpoints when deleting user accounts
e Up to two (2) 60 minute sessions on capability of Command Line tool GAM (Google Apps
Manager)
Customer responsibilities
e Understand current organization lifecycle management requirements
s Update or add to current documentation to reflect new practices within the G Suite tenant
e Training helpdesk admins in new processes

[¢]

o O 0

Authentication
Customer shall continue to use current SAML SSO solution. SADA shall consult and assist with the G
Suite configuration to allow for use of SSO Solution.

Mobile Device Management - Mobility Strategy

Google provides a free, robust application for a variety of mobile devices that allows users to access their
G Suite email accounts. SADA will assist with the deployment of mobiie device solutions for G Suite by
providing up to two workshops to cover:

®  Google MDM setup and setup options
®  Managed Mobile Apps

®  Available Policies
o) Basic vs Advance Policies
o) BYOD vs Company Owned Devices Policies
o Policy comparison with current MDM Policies, if applicable

SADA 17
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®  Best Practices for Mobile Offboarding

€ Questions from the project team regarding the setup process

Our Enterprise Consultants will work with each customer to tailor a plan in order to introduce new MDM
changes to users. This plan may include the following:

Consulting Hours

SADA will offer coaching throughout the MDM deployment to help ensure end users are aware of
upcoming changes and how to log into G Suite from their mobile devices. This coaching will vary based
on the needs of the Customer however, it may inciude the following.

€ Communication & Marketing Strategy Meeting(s)
® Recruiting MDM-Trainers (aka Google Guides)

Email Templates

We will work with Customer to create a series of customized email templates that can be sent out to users
providing the critical ‘who, what, when, where, and why’ so that users are knowledgeable about when the
change will be occurring and how they need to proceed.

End User Documentation
We will work with Customer to create a series of customized end user documentation and instructions so
that users are knowledgeable about the mobile set up requirements and steps.

Customer Support Enablement

While SADA will assist with the deployment of G Suite, it's important to think about who will be supporting
your users at Go-Live and the G Suite platform long-term for your end users. SADA will work closely with
Customer to equip their support team with the knowledge to manage G Suite tickets/questions during and
post-deployment.

SADA Responsibilities and Deliverables

e Conduct a Support Kickoff for Customer designated Helpdesk users

® Conduct a Demo of Gmail and Calendar for Customer designated Helpdesk users
® Basic discovery of the existing Helpdesk structure
€

Conduct up to three (3) sixty minute workshops with the Customer’s designated IT Helpdesk
users to review settings and policy decisions in place for core G Suite products, knowledge
walkthrough, and sharing of best practices for managing the G Suite Admin Panel depending on
their level of access and support

® Provide SADA’s G Suite Helpdesk Handouts
® Provide SADA’s 1-pager support template

Customer responsibilities )
€ Identify and communicate internal escalation path to users for G Suite Issues
L Identify proper Helpdesk/support users for G Suite

€ Gather and provide support instructions and project decisions for 1-pager support template

Data Migration
SADA Premium Migration
SADA Systems will deploy and configure data migration tool(s) on the Customer’s server that will be used

SADA .
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to transfer data to G Suite. The transfer will use available outgoing bandwidth from the location where the
existing data/servers are located.

What is the Agreed Upon Process
o Up to 22,000 users will be migrated from 0365
¢ Migration will be for Mail, Calendar, Contact, Tasks, One Drive data within a users account (What
Migrates)
e Migrations will be against up to 1 single mail tenant.
o Migrations will be conducted in up to 3 “Go Live Phases”
o A Go Live Phase is a defined list of users to be migrated or mail flow changes to
essentially ‘activate’ that set of users in G Suite.
o Weekend Support from any SADA team member will be limited to 4 hours per Go Live
Phase
e SADA’s process will be as follows:
o Discovery
o Setup/Validation
o Test Migrations
o Go Live Phase
m  Wili repeat up to 3 times according with the number of phases agreed upon
o Stabilizations
m Wil repeat up to 3 times according with the number of phases agreed upon

Go live * Stabilization*

e, : A N - A
*repeats up to 3 times according to

SADA Systems’ deliverables and responsibilities:
e Collect the needed materials and insights into the Source System during the Discovery phase.
e Deploy and configure data migration tool(s) on the Customer’s server that will be used to transfer
data to G Suite.
» Conduct test migrations according to SADA’s lead engineer’s findings during discovery.
¢ Run Go Live Migrations by preparing, starting, and monitoring migration machines during the
process.

o If SADA's lead engineer determines older mail is to run prior to launch, this will only be
done in 1 bulk run. If more users are requested to be added, they will need to be part of
the bulk migration run during Stabilization (see below)

e Stabilize Go Live migrations by investigating any reported ‘missing’ data that was part of the
planned migration.

o SADA will run 1 single bulk migration of any ‘missed’ users during the stabilization and
will not conduct more than 1 round per Go Live Phase

Customer Responsibilities:

e Customer is responsible for providing migration machines with the specifications listed below,
unless otherwise mentioned

e Customer is responsible for enabling forwarding on all user accounts that will be migrated to their
destination G Suite account, unless otherwise mentioned.

e Based on the discovery phase, SADA will define a Migration Strategy that will fit best for the
customer. Customer is responsible for approving the Migration Strategy prior to moving out of
Discovery phase.

¢ Customer is responsible for populating and managing any user list requested by the Project team,
according to the format defined by the SADA team. Failure to deliver accurate lists in a timeline
manner will impact schedule and will jeopardize the project success.

o [f migrating inactive users, customer is responsible for enabling these users in the source in order
to migrate data.

Migration from Archive or local storage (such as PST, OST Archives) is not in scope.

S~DA 19
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Migration Machine Specifications:
64 bit Operating system: Windows 7/Windows 8/Windows 10/Windows Server 2008 R2/2012/2016 (Clean
build recommended)
NET Framework 3.5 (for SQL Server Express) and 4.5
Recommended system specification::
e 3GHz 8 Core Processor or better
e 200+GB Disk space
¢ 16+GB Memory
Number of Machines recommended. 22*

*Based on the discovery phase this recommendation can increase.
**Special Note - SADA does not directly support these services listed below)

Google Analytics

Per email from Analytics support, the Google recommended approach is to use the Analytics management API. This
approach will require the partner or Customer to write code using the API to export the data relationships prior to
migration and re-create them for the migrated users after the migration.

At least two scripts will be needed: an export script and an import script. The export script saves the data
relationships prior to migration to some intermediate data store (local files or cloud). The import script reads the
intermediate data store and re-creates the data relationships for the re-created users after the migration

Google DoubleClick (specifically DoubleClick for Publishers (DFP))
Per email from DoubleClick support, the Google recommended approach is to have support fix the GAIA IDs after the
merge. Specifically:
1. Coordinate with DoubleClick support through a ticket before the merge to minimize the time when users will
not have access to DoubleClick data.
2. Delete the users, delete the domain, and wait for the domain to be purged.
3. Re-create the domain and users and migrate the G Suite data as described in the G Suite to G Suite
migration documentation.
4. Provide DoubleClick support with the list of users to fix.

Calendar Resources Migration

SADA will deploy and configure the migration tool which will be used to transfer the contents of calendar
resources to G Suite. The transfer will use available outgoing bandwidth from the location where the
existing data/servers are located. G Suite calendar resources support migration of appointments only.

What is the Agreed Upon Process
¢ Up to 4400 calendar resources will be migrated from 0365
+ Migrations will be for events/appointments within a calendar resource
e Migrations will be against up to 1 single mail tenant.
¢ Migrations will be conducted in up to 1 “Go Live Phase”
o A Go Live Phase is a defined list of users to be migrated or mail flow changes to
essentially ‘activate’ that set of users in G Suite. "
e SADA's process will be as follows:
o Discovery
Setup/Validation
Global Go Live Phase
Stabilization

0 0 ©°

SADA Systems’ deliverables and responsibilities
e Conduct Discovery with customer by collecting the needed materials and insights into the Source
System
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* Deploy and configure data migration tool(s) on the Customer’s server that will be used to transfer

data to G Suite.

e Create 1 batch run of new calendar resources in Google based upon an agreed upon list from the
customer.

e Run 1 Go Live Migration by preparing, starting, and monitoring migration machines during the
process.

o Calendar Resource Migration is set to occur at Global Go Live
o Before Global Go Live, users are expected to continue working in Source platform for
these. Issues created due to incorrect bookings must be resolved by end users
e Stabilize Go Live migrations by investigating any reported ‘missing’ data that was part of the
planned migration.
o SADA will run 1 single bulk migration of any ‘missed’ calendar resource bookings during
the stabilization. These must be part of the planned migration that were missed.

Customer Responsibilities
e Customer is responsible for populating and managing any list requested by the Project team,
according to the format defined by the SADA team. Failure to deliver accurate lists in a timeline
manner will impact schedule and will jeopardize the project success.
o Customer will need to create a file that maps calendar resource email to the email
address in G Suite
o Customer will need to create a file that maps user emails to email address associated to
calendar resource in G Suite for permissions.
e Customer is responsible for reviewing and confirming the Default Calendar Resource settings
prior to the Global Launch.

Shared Mailbox Consultation and Migration

Organizations often have shared accounts which are defined as a single account accessible by multiple
users. G Suite provides multiple solutions for such use cases including: a form of Google Group -
Collaborative Inbox, a delegated user account, a secondary Calendar, or a Calendar Resource. SADA
will provide guidance on the proper mapping of shared accounts to the most appropriate solution in G
Suite. SADA will help the customer provision accounts to meet their business needs and migrate active
data into the new Google solution.

What is the Agreed Upon Process
o Up to 3800 shared accounts will be migrated in total from 0365.
o Migration of data will vary based on final destination decided.
= Only mail data can be migrated to a Collaborative Inbox
= Mail, Calendar, and Contact data can be migrated to a delegated account
o Migrations will be against up to 1 source domains.
Migrations will be against up to 1 mail systems.
o Migrations will be conducted in up to 1 “Go Live Phases”
m A Go Live Phase is a defined list of users to be migrated or mail flow changes to
essentially ‘activate’ that set of users in G Suite.
= Weekend Support from any SADA team member will be limited to 4 hours per Go Live
Phase
o .SADA’s process will be as follows:
Discovery
Inventory & Classification
Setup/Validation
Go Live Phase
= Stabilization
SADA Systems’ deliverables and responsibilities
e Conduct up to one (1) ninety minute Shared Account workshops to describe possible G Suite
solutions for current Shared Mailboxes.
e Provide a template for the Customer team to inventory critical settings for shared accounts

¢]
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Provide guidance, watchpoints, and best practices for mapping legacy accounts to G Suite
solutions

Work with the Customer to identify up to four (4) accounts to provision and test in order to
validate mapped Google Solution. Customer must validate and sign off on final solution mapping
for all accounts no later than 3 weeks prior to the Global Go Live.

Provide guidance on provisioning best practices.

Perform one time provisioning of all groups and/or delegated accounts and access rights based
on the completed template provided by the customer per Go Live Phase

SADA will configure a migration tool hosted on the migration machine(s) provided by the
customer

If required, SADA will migrate any missed or re-mapped shared mailboxes one time during the
Global Go Live stabilization period.

Prior to closing our project, SADA will equip the customer with the skills and knowledge
necessary for the continued maintenance of Google Groups

Customer Responsibilities

Providing list of all shared accounts including access information, use cases, and account
settings (as applicable) in a timely manner

With guidance from SADA, Customer is responsible for determining appropriate destination and
permissions for each account in G Suite

Finalizing the Group mapping list three weeks before the final Go Live. If the customer decides to
perform validation tests for business critical solutions, the customer is responsible for ensuring
they have enough time to identify test accounts, collect feedback, and make changes to the
mapping list before this deadline. If this deadline is missed, SADA cannot guarantee the accounts
will be provisioned or provisioned with the correct settings or access rights prior to Go Live.

Google Vault Archive Migration

SADA will partner with the customer to ensure their archive data is migrated to G Suite in a desired format
and in a timely manner. As a best practice, the archive migration will be completed after all users are
already ‘live’ and working in Gmail. Customer’s users will still have access to the archive data on the
legacy platform during the migration if needed.

This approach reduces delays and dependencies upon the primary deployment of G Suite to the
Customer’s users. Take note, archive migrations can take longer than active mail migrations so it's
important to ensure access is permitted through the duration.

What is the Agreed Upon Process

22,000 user archives and litigation hold data will be migrated from 0365 Online Archives
Migrations will be directly to either a single destination - either G Suite Vault or to user accounts.

o This decision must be made for all archives, meaning all archives migrate to G Suite
Vault or all archives move to the user’s mailbox.

o If choosing to move data to a user's mailbox, the data will be visible to users and
searchable in Vault. Whereas migrating archives directly to Vault makes them only
searchable in Vault.

Migrations will be for mail within the archive
Migrations will be against up to 1 archive source.
Migrations will be conducted in up to 1 “Go Live Phase”

o A Go Live Phase is a defined list of users to be migrated or mail flow changes to

essentially ‘activate’ that set of users in G Suite.
SADA’s process will be as follows:

o Discovery

o Setup/Validation

o Global Go Live Phase

SADA’s deliverables and responsibilities

Conduct Discovery with customer by collecting the needed materials and insights into the
SOURCE System

SADA ”
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e Deploy and configure data migration tool(s) on the Customer’s server that will be used to transfer
data to G Suite.
e Run 1 Go Live Migration by preparing, starting, and monitoring migration machines during the
process.
o Archive migration is set to occur after Global Go Live stabilization

Customer Responsibilities
@ Customer is responsible for the creation, management, and cleanliness of any and all user lists
associated with the migration effort - failure in this area may impact the schedule.
e Customer is responsible for backing up any source data and/or meeting any internal policies set
around data integrity.
o Mail Migrations are not 100% therefore customers must ensure they have suitable means
of meeting policies outside of relying solely on migration efforts.
Customer needs to decide if data to be migrated directly in to mailbox or Google Vault
Customer must address any corrupted archive data that fails to migrate over
Customer must decrypt any encrypted Archives or PSTs
Customer must keep the source system active throughout the entire migration process
Customer must ensure all users are active in G Suite during the process

SADA Premium File Migration - User Drives

SADA Systems will deploy and configure migration tools on the Customer’s server that will be used to
transfer data to G Suite Team Drive. The transfer will use available outgoing bandwidth from the location
where the existing data/servers are located. SADA will consult with Customer on G Suite Team Drive
application options and best practices for shared file data. SADA then provides guidance on the mapping
of file storage data to the most appropriate solution in G Suite Team Drive. SADA will help the customer
provision G Suite Team Drives to meet their business needs and migrate active data into the new G Suite
solution.

The supported source platforms of this service are:

On-Premises Platforms:
o Network File Systems/SAN/NAS

What is the Agreed Upon Process
e Migration of 22,000 user drive data and folders to G Suite My Drive
» Migration will be for files within a shared drive file storage
@ Migrations will be conducted in up to 3 “Go Live Phases”
o A Go Live Phase is a defined list of shared drives to be cutover to a G Suite Team Drive
to essentially ‘activate’ that set of shared drives in their new G Suite Team Drive.
o Weekend Support from any SADA team member will be limited to 4 hours per Go Live
Phase
e SADA’s process will be as follows:
o Discovery
o Setup/Validation
o Test Migrations
o Go Live Phase
= Will repeat up to 3 times according with the number of phases agreed upon
o Stabilizations
= Wil repeat up to 3 times according with the number of phases agreed upon

Go live * Stabilization*

s b i g pripbe b e (U8
*repeats up to 3 times according to the number of phases
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SADA Systems’ deliverables and responsibilities:
® Collect the needed materials and insights into the Source System during the Discovery phase.
® Based on list populated by Customer, SADA will provision all necessary Team Drives up to one
time per Go Live upon list being finalized and locked.
e If needed, SADA will bulk import permissions to Team Drives should the source permissions be
deemed invalid or out of date by the Customer.
® Permissions shall be setin bulk up to one time per Go Live upon this list being finalized
and locked
® Deploy and configure data migration tool(s) on the Customer’s server that will be used to transfer
data to G Suite.
¢ Conduct test migrations according to SADA’s lead engineer’s findings during discovery.
¢ Run Go Live Migrations by preparing, starting, and monitoring migration machines during the
process.
® [f SADA's lead engineer determines data should be run prior to launch, this will only be
done in 1 bulk run. If more data repositories are requested to be added, they will need to
be part of the bulk migration run during Stabilization (see below). A delta migration shall
be run at the Go Live cutover.
e Stabilize Go Live migrations by investigating any reported ‘missing’ data that was part of the
planned migration.
® SADA will run 1 single bulk migration of any ‘missed’ document repositories during the
stabilization and will not conduct more than 1 round per Go Live Phase. This shall include
the creation and setting of permissions as necessary.

Customer Responsibilities:

¢ Customer is responsible for providing migration machines

® Based on the discovery phase, SADA will define a Migration Strategy that will fit best for the
customer. Customer is responsible for approving the Migration Strategy prior to moving out of
Discovery phase.

® Customer is responsible for populating and managing any repository list requested by the Project
team, according to the format defined by the SADA team. Failure to deliver accurate lists in a
timeline manner will impact schedule and will jeopardize the project success.

¢ If deemed necessary due to out of date permissions within the Source tenant, Customer is
responsible for populating and managing any permissions list requested by the Project team.

*Google Drive Limits:

e Size: Up to 1,024,000 characters, regardiess of the number of pages or font size. A
document that is converted to Google Docs can be up to 50 MB.
Size: Up to 5 TB for files uploaded but not converted to Google Docs, Sheets, or Slides.
500 files limited per folder.
maximum file path characters name length is 218
Permission propagation will take additional time if file structure is four or more levels

@ @ 0 2

NOTE: Your network performance may be impacted during data migration periods. This impact is
the result of the bandwidth demands of data migration and the impact should be mentioned in al
communications sent to users regarding the transition.

Migration Machine Specifications:
64 bit Operating system: Windows 7/Windows 8/Windows 10/Windows Server 2008 R2/2012/2016 (Clean
build recommended)
NET Framework 3.5 (for SQL Server Express) and 4.5
Recommended system specification::
e 3GHz 8 Core Processor or better

SADA 9
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e 200+GB Disk space
¢ 16+GB Memory
Number of Machines recommended. 22*

*Based on the discovery phase this recommendation can increase.

SADA Premium File Migration - Shared Drives

SADA Systemns will deploy and configure migration tools on the Customer’s server that will be used to
transfer data to G Suite Team Drive. The transfer will use available outgoing bandwidth from the location
where the existing data/servers are located. SADA will consuit with Customer on G Suite Team Drive
application options and best practices for shared file data. SADA then provides guidance on the mapping
of file storage data to the most appropriate solution in G Suite Team Drive. SADA will help the customer
provision G Suite Team Drives to meet their business needs and migrate active data into the new G Suite
solution.

The supported source platforms of this service are:

On-Premises Platforms:
e Network File Systems/SAN/NAS

What is the Agreed Upon Process
e Migration of up to 1 Petabyte of shared drive data and folders to G Suite Shared Drives from up
to 200 File Servers
e Migration will be for files within a shared drive file storage
e Migrations will be conducted in up to 2 “Go Live Phases”
o A Go Live Phase is a defined list of shared drives to be cutover to a G Suite Team Drive
to essentially ‘activate’ that set of shared drives in their new G Suite Team Drive.
o Weekend Support from any SADA team member will be limited to 4 hours per Go Live
Phase
e SADA’s process will be as follows:
o Discovery
o Setup/Validation
o Test Migrations
o Go Live Phase
= Will repeat up to 2 times according with the number of phases agreed upon
o Stabilizations
= Will repeat up to 2 times according with the number of phases agreed upon

Go live * Stabilization”

SADA Systemns’ deliverables and responsibilities:

@ Collect the needed materials and insights into the Source System during the Discovery phase.

® Based on list populated by Customer, SADA will provision all necessary Team Drives up to one
time per Go Live upon list being finalized and locked. : h

® [f needed, SADA will bulk import permissions to Team Drives should the source permissions be
deemed invalid or out of date by the Customer.

® Permissions shall be set in bulk up to one time per Go Live upon this list being finalized
and locked

® Deploy and configure data migration tool(s) on the Customer’s server that will be used to transfer
data to G Suite.

® Conduct test migrations according to SADA’s lead engineer’s findings during discovery.

® Run Go Live Migrations by preparing, starting, and monitoring migration machines during the
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process.

® |f SADA’s lead engineer determines data should be run prior to launch, this will only be
done in 1 bulk run. If more data repositories are requested to be added, they will need to
be part of the bulk migration run during Stabilization (see below). A delta migration shall
be run at the Go Live cutover.

¢ Stabilize Go Live migrations by investigating any reported ‘missing’ data that was part of the
planned migration.

¢ SADA will run 1 single bulk migration of any ‘missed’ document repositories during the
stabilization and will not conduct more than 1 round per Go Live Phase. This shall include
the creation and setting of permissions as necessary.

Customer Responsibilities:

e Customer is responsible for providing migration machines

® Based on the discovery phase, SADA will define a Migration Strategy that will fit best for the
customer. Customer is responsible for approving the Migration Strategy prior to moving out of
Discovery phase.

¢ Customer is responsible for populating and managing any repository list requested by the Project
team, according to the format defined by the SADA team. Failure to deliver accurate lists in a
timeline manner will impact schedule and will jeopardize the project success.

¢ [f deemed necessary due to out of date permissions within the Source tenant, Customer is
responsible for populating and managing any permissions list requested by the Project team.

*Google Drive Limits:

e Size: Up to 1,024,000 characters, regardless of the number of pages or font size. A
document that is converted to Google Docs can be up to 50 MB.
Size: Up to 5 TB for files uploaded but not converted to Google Docs, Sheets, or Slides.
400,000 files limited per Google Shared Drive.
maximum file path characters name length is 218
Permission propagation will take additional time if file structure is four or more levels

e @ o0

NOTE: Your network performance may be impacted during data migration periods. This impact is
the result of the bandwidth demands of data migration and the impact should be mentioned in all
communications sent to users regarding the transition.

Migration Machine Specifications:
64 bit Operating system: Windows 7/Windows 8/Windows 10/Windows Server 2008 R2/2012/2016 (Clean
build recommended)
NET Framework 3.5 (for SQL Server Express) and 4.5
Recommended system specification::

¢ 3GHz 8 Core Processor or better

¢ 200+GB Disk space

e 16+GB Memory
Number of Machines recommended. 50*

v 7

*Based on the discovery phase this recommendation can increase.

Sharepoint Consultation and File Migration

SADA Systems will deploy and configure migration tools on the Customer's server(s) that will be used to
transfer Sharepoint repository data to Google Drive. The transfer will use available outgoing bandwidth
from the location where the existing data/servers are located. SADA will consult with Customer on Google
Drive application options and best practices for shared file data. SADA then provides guidance on the
mapping of Sharepoint data to the most appropriate solution in G Suite. SADA will help the customer

SADA 28
SADA Systems, Inc. | Statement of Work



SARA G

provision G Suite Shared Drives to meet their business needs and migrate active data into the new G
Suite solution.

Priorities of a Sharepoint Migration

Overview of G Suite Native Mapping Options
Inventory of SharePoint Sites and Content
Mapping of SharePoint Content

Migration of Sharepoint Repository to Google Drive
Consultation on Workflows and Site Builds

aobhwNn-~

Description of Priorities
1. Overview of G Suite Native Mapping Options
SADA will provide an overview of mapping options in G Suite that are available as potential
replacements to G Suite. This overview will include a review of the options, their capabilities and
potential limitations, general use cases, and training on workflows and navigation in the most
common mapping options.
2. Inventory of SharePoint Sites and Content
SADA will work with client resources to inventory all SharePoint Sites into a single master sheet.
This information will be collected to assist in mapping existing SharePoint sites to new tools. The
process will entail
o Assistance in creating a survey process to establish use cases per site.
o Direction in information required from source system
o Assistance in updating and completing the inventory sheet
o Review of inventoried solutions to estimate complexity of mapping process
3. Mapping of SharePoint Content
SADA engineer and project manager will work with the client project team to analyze SharePoint
site use cases and recommend the most appropriate tool per site. The outcome of this process
will be a mapping spreadsheet illustrating the recommended mapping option per site. This work
effort will include:
o Analysis of the inventory sheet by SADA for potential mapping options
o Workshops with business leads and site owners to discover additional requirements on
high-impact sites; including:
= Workflows currently in use
= Any Ul/display requirements for data
m Location and use of files in document libraries
= Analysis and mapping of metadata associated with list-based files
o Summarization of mapping option selected and specific steps to map SharePoint
requirements to a G Suite solution
4. Migration of Sharepoint Repository Data
The supported source platforms of this service are:

Platforms in Scope:
e SharePoint Online
@ Sharepoint 2013 OnPremise

What is the Agreed Upon Process
e Migration of up to 150 .Sharepoint Document Repositories and Folders to Google Drive
= 136 Sharepoint Online
» 11 Sharepoint 2013
e Migrations will be conducted in up to 2 “Go Live Phases”
o A Go Live Phase is a defined list of shared drives to be cutover to a G Suite
Team Drive to essentially ‘activate’ that set of shared drives in their new G Suite
Team Drive.
o Weekend Support from any SADA team member will be limited to 4 hours per Go Live
Phase
» SADA’s process will be as follows:

S4DA
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Discovery

Setup/Validation

Test Migrations

Go Live Phase
*  Will repeat up to 2 times according with the number of phases agreed

upon

o Stabilizations

= Will repeat up to 2 times according with the number of phases agreed
upon

O 0 0 O

Go live * Stabilization*

5. Consultation on Workflows and Site Builds
SADA shall provide up to 50 hours of consuitation surrounding building google sites and new
custom workflows within Google. These hours may be used for the following:
e Google Sites workshops with end users reconstructing team sites.
e Building Google Sites templates for use
e Google Apps Script training sessions
e Google Apps Script working sessions with power users reconstructing workflows

SADA Systems’ deliverables and responsibilities:

¢ Collect the needed materials and insights into the Source System during the Discovery phase.

e Based on list populated by Customer, SADA will provision all necessary Team Drives up to one
time per Go Live upon list being finalized and locked.

» If needed, SADA will bulk import permissions to Team Drives should the source permissions be
deemed invalid or out of date by the Customer.

¢ Permissions shall be set in bulk up to one time per Go Live upon this list being finalized and
locked

¢ Deploy and configure data migration tool(s) on the Customer’s server that will be used to transfer
data to G Suite.

o Conduct test migrations according to SADA'’s lead engineer’s findings during discovery.

¢ Run Go Live Migrations by preparing, starting, and monitoring migration machines during the
process.

e [|f SADA’s lead engineer determines data should be run prior to launch, this will only be done in 1
bulk run. If more data repositories are requested to be added, they will need to be part of the bulk
migration run during Stabilization (see below). A delta migration shall be run at the Go Live
cutover.

e Stabilize Go Live migrations by investigating any reported ‘missing’ data that was part of the
planned migration.

e SADA will run 1 single bulk migration of any ‘missed’ document repositories during the
stabilization and will not conduct more than 1 round per Go Live Phase. This shall include the
creation and setting of permissions as necessary.

Custoimer Responsibilities:

¢ Customer is responsible for providing migration machines

e Based on the discovery phase, SADA will define a Migration Strategy that will fit best for the
customer. Customer is responsible for approving the Migration Strategy prior to moving out of
Discovery phase.

e Customer is responsible for populating and managing any repository list requested by the Project
team, according to the format defined by the SADA team. Failure to deliver accurate lists in a
timeline manner will impact schedule and will jeopardize the project success.

¢ If deemed necessary due to out of date permissions within the Source tenant, Customer is
responsible for populating and managing any permissions list requested by the Project team.
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*Google Drive Limits:

® ® 00

Size: Up to 1,024,000 characters, regardless of the number of pages or font size. A document
that is converted to Google Docs can be up to 50 MB.

Size: Up to 5 TB for files uploaded but not converted to Google Docs, Sheets, or Slides.
400,000 item limit per Google Shared Drive

maximum file path characters name length is 218

Permission propagation will take additional time if file structure is four or more levels

NOTE: Your network performance may be impacted during data migration periods. This impact is
the result of the bandwidth demands of data migration and the impact should be mentioned in all
communications sent to users regarding the transition.

Migration Machine Specifications:

64 bit Operating system: Windows 7/Windows 8/Windows 10/Windows Server 2008
R2/2012/2016 (Clean build recommended)

NET Framework 3.5 (for SQL Server Express) and 4.5

Recommended system specification::

. 3GHz 8 Core Processor or better
. 200+GB Disk space
® 16+GB Memory

Number of Machines recommended. 2*

*Based on the discovery phase this recommendation can increase.

Adoption, Consulting, Change Management and Training

SADA recognizes the critical role training, change management, and overall user adoption plays in a
successful project rollout. Our Enterprise Consultants will work closely with each Customer to tailor a
comprehensive plan in order to drive user adoption. This plan will include the following:

S~DA

Change and Transformation Plan:

SADA will work with the Customer to create a comprehensive Change and Transformation Plan
for the purpose of having a roadmap to guide all rollout initiatives, activities, communications, etc.
This document includes a calendar of events/activities (such as those determined from the G
Suite Ambassadors Program, etc.) as well as who will execute (Executive Sponsor, IT, Managers,
etc.) and via which vehicle (newsletters, lunch and learn, information booth, etc).

Custom G Suite Learning and Resource Center:

SADA will provide an initial G Suite Learning & Resource Center which utilizes Google Sites
technology and can serve as the central repository of information for your end users. Essential
training information, tips and tricks, and relevant project information are provided to support the
weeks surrounding a G Suite transition.Users will have access to information in a variety of
formats including documentation and short training videos.

Build G Suite Ambassadors Program:

SADA will work with the Customer to understand the fundamental value of creating a G Suite
Ambassadors program in addition to coaching the Customer through selecting the right team of G
Suite Ambassadors, setting roles and expectations, as well as properly onboarding and engaging
the G Suite Ambassadors throughout the project lifecycle and beyond.

Customized Communication Templates:
SADA will work with the Customer to highlight the fundamental value of having a communication
plan. SADA will work with the Customer to customize SADA’s standard communication templates
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that can be sent out to their users providing the critical ‘who, what, when, where, and why’ so that
users are knowledgeable about when the change will be occurring and how they need to

proceed. These communications will be built into the Change and Transformation Plan and sent
by the Customer to the appropriate audience.

Customized End User Documentation Templates:

SADA will work with the Customer to customize SADA’s standard end user documentation
templates including job aids. Documents can be sent out to users and posted on the G Suite
Learning and Resource Center providing the critical steps and how-to tips. Documentation aids in
preparation and use of G Suite tools.

Success and Measurement Strateqy:

SADA will work with the Customer to understand the fundamental value of having a Success and
Measurement Strategy. We will coach the Customer team through setting attainable and
measurable success goals in addition to how those goals will be measured. The data obtained
from this strategy can be provided to stakeholders to get a data-driven ROI.

Adoption Consulting:
SADA will offer coaching throughout the entire project to help drive successful adoption. This
coaching will vary based on the needs of the Customer, however, it may include any of the
following.

e Weekly status meetings

e Follow up items

e Change management consulting

Training:

SADA allocates the following training:

46 remote webinars

26 days (consecutive) onsite training (one trip per Go Live)

Recommended allocations for a 2 rollout project where the first rollout focuses on Email,
Calendar, Contacts, and Shared Resource migration and the second rollout focuses on Drive,
Shared Drives, and SharePoint migration.
e Rollout 1
o 20 remote webinars
o 14 days (consecutive) onsite training (one trip per Go Live)
e Rollout 2
o 26 remote webinars
o 12 days (consecutive) onsite training (one trip per Go Live)

End user Training:

These sessions may be used towards the services that SADA is deploying and generally include
Gmail, Calendar, Drive or other aspects of G Suite as determined by the Customer and/or SADA
Trainer. SADA will consult with the Customer to develop a virtual and on site training strategy that
meets both budget and logistical needs. Targeted sessions are available for
Executive/Administrative Assistants who will have delegated access to a mailbox and/or calendar.
VIP White Glove:

Allocated training time may be used to provide white glove support to VIPs and/or their
Assistants. This may be 1:1 support or group support. Training sessions are tailored to their
unique workflows and needs.

Train-the-Trainer:

SADA offers Train the Trainer courses in the form of on site or online webinar-style training
sessions, or a combination of both. SADA trainers work with staff to learn the material, and may
also offer an outline of the content that can help in preparing the new trainers for their role.

[
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The availability of onsite resources will be based on both the SADA Travel Policy and travel
guidelines related to COVID-19 in place at the time of scheduling, along with Customer and
SADA employee discretion. Should we conclude that onsite resources are not available, a
change order will be created to convert the remaining onsite days to remote sessions.

The Customer will be required to provide in advance its policy related to COVID-19 to ensure
alignment with SADA’s policy. In the event of policy misalignment, SADA may elect to convert,
with client’s written authorization, any onsite days with remote webinars.

e Training Considerations:
Webinars:

@ All webinars have a minimum of five (5) participants and a maximum of 250 participants.

* All webinar sessions shall be conducted between the hours of 5:00AM and 6:00PM PT
(Pacific Time), Monday through Friday (with the exception of national holidays).

o Webinars are up to 90 minutes per session, however 60 minute sessions are considered
best practice.

e Upon Customer request, SADA may record webinars. All SADA training is considered
intellectual property and should remain limited to the Customer staff only (with no public
sharing of the materials in any way).

e The Customer may choose to convert live webinars into clean recordings. Two (2)
webinars will be billed, per clean recording to account for recording, editing, etc.

e The Customer is responsible for hosting all remote webinars if they choose to use their
own platform, tracking registration and attendance.

m One (1) Customer resource is required to open and moderate each remote
webinar in the above platform.

Onsite Training Sessions:
Onsite training is scheduled for up to eight (8) hours per day during normal business hours of the
location where the training occurs. Training will not exceed more than eight (8) hours in a single
day, nor will it exceed 5 days in a week.
o Training schedules will be constructed to allow 15 minutes between sessions and a
minimum 60 minute lunch break.
© Recommended onsite training strategy is 3 sessions (up to 90 minutes each) and one
"open office” session (up to 105 minutes) for Q&A for all staff.
® No more than 4 onsite training sessions per day
o SADA will provide a single resource for onsite training. The Customer may request an
additional resource, but it will be at SADA'’s discretion based on availability and may be
subject to additional cost.
o Onsite training will be done between 8AM - 5PM local time.

Additional Change Management Considerations

® Ali training must be scheduled three (3) weeks prior to ‘Go Live(s)’, and completed within
four (4) weeks of final ‘Go Live’ date.

® Any modifications or cancellations to training sessions (i.e. rescheduling date, or time of
training session) must be finalized ten (10) business days prior to the originally scheduled
session when travel is required. If travel is not associated with the scheduled session,
modifications or cancellations may be made up to five (5) business days prior to the
originally scheduled session. Additionally, if no participants log into the webinar after
fifteen (15) minutes of the scheduled start time the session will be billed toward the
project and deducted from the remaining webinar count.

@ All sessions are conducted in English only.

SADA
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® Al SADA's deliverables will be in the English language. The Customer is responsible to
secure translation services, and responsible for the accuracy of all translated items.

SADA cannot vet the accuracy of any translated material from the English language to
any other language.

Ongoing Adoption

SADA will provide specific deliverables to create a strategy for a successful long term G Suite adoption,
starting on the date of Customer’s Global Go-Live. This includes a 1-day Executive Envisioning workshop
to define ongoing adoption and digital transformation initiatives. The Customer will identify a Lead as their
designated contact to work with SADA’s Enterprise Consultant. The session shall be held no later than 1
month following the latest Customer Go-Live, and prior to the project close.

Furthermore, SADA will also provide a set of templatized communications and tips and tricks for the
Customer’s Change Management team to customize and leverage over the next 3 months to maximize
user adoption.

Executive Envisioning Workshop

The Executive Envisioning Workshop aims at bringing together people from diverse parts of the business
in order for them to discuss pain points and opportunities that others may not be aware of and envision
how ongoing adoption of G Suite solutions can alleviate these challenges. Through these types of
discussions, our goal is to identify the Customer’s vision for Google, outline challenges and how we will
measure success from our ongoing efforts. The Customer will be responsible for coordinating the
appropriate Executives to attend this workshop.

Deliverables:
o 60 min. Pre-workshop Information and Planning Meeting
Workshop invitation template
Pre-workshop Participant Assessment
Debrief Document
High-Level Use Cases
Draft Vision Statement

O 0 0 0 0

Project Management

SADA's assigned Project Manager, along with Customer assigned Project Manager, will be overall
responsible for leading the contracted scope of work to completion. Based on established roles and
responsibilities, the project management activities will include defining and managing the following core
deliverables and activities:

SADA Responsibilities and Deliverables
e Lead Project Kickoff
Manage Scope & deliverables
Define Project Decision Tree and Escalation Process
Own and maintain the project plan and schedule
Provide status reporting on a bi-weekly basis
Ongoing management of Decisions, Risks, Issues, and Change Requests
Manage budget and identify any changes needed
Coordinate SADA tasks to completion

e & » @ 6 ©® @

Customer Responsibilities
¢ Define a client team member that will own client related Project Management activities.
¢ Attend meetings & coordinate customer tasks to completion in accordance with project
timeline/deadiines

¢ Align internal processes, approvals, and departments (i.e. compliance / internal audit)

¢ Provide estimates on customer tasks and report on completion progress

¢ Ensure all additional customer required activities are managed in the project plan

e Identify, and facilitate project escalations and customer risks collaboratively working to resolve
SADA
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challenges
¢ Manage customer resource allocation

¢ Communicate any internal (customer) changes, outages, decisions or other impacts to project
activities

In addition, SADA’s Project Management team will serve as an advocate for best practices throughout the
Project life cycle for in scope work.

Scheduling Tool
SADA Project Manager will be utilizing Smartsheet to build and manage the project plan. If a Client user
needs access to manage the schedule along with the SADA Project Manager, the Client will be
responsible to furnish a license to Client users.

In the event the Client would like for SADA Project Manager or SADA team members to use a different
tool, Client agrees to furnish SADA resources with the necessary licenses and access rights to the Client
preferred tool.

Project Kickoff
Once the SOW has been signed, within the first week, a SADA Project Manager is assigned along with
technical and adoption leads, as it pertains to in-scope services.

The assigned Project Manager will contact Customer to schedule an ‘Introduction Call’, during which the
Customer is provided with the ‘Environment Sheet’ as a prerequisite for the project ‘Kick-off', as well as,
confirming the resources and roles that are needed from the Customer’s end. Without the ‘Environment
Sheet being reviewed, completed and sent back to SADA for review, and without all the Customer
resources being identified and made available to engage on the project, a project Kick-off date cannot be
confirmed by SADA delivery team.

A remote project kickoff is typically 90 minutes, it establishes a mutual understanding of the project before
development or deployment work officially begins. Standard agenda:
e Team member introductions from both SADA and Customer project teams.
Project roles and responsibilities are clearly defined.
@ Project expectations, timeline, and deliverables are set.
e Review of all documentation, prerequisites, and objectives for the project.
Project requirements, objectives, and goals are refined or revised as needed.
Next steps and project milestones are clearly defined.

Project Kick off required attendees from Customer project team:
Project Manager

e Technical Lead

e Executive Sponsor

e Change Management Lead

Go-Lives

According to SADA and Google’s Methodology, there are 3 Go-Lives: Core IT, Early Adopters, and
Global.

Go-Live dates are set and confirmed post Kick-off, and post a schedule confirmation between both SADA
and Customer Project Managers, or the equivalent. When Go-Lives are confirmed, SADA resources are
allocated for the specific dates booked.

The customer can request to change an established Go-Live date, at least 2 weeks in advance of Go Live
date, but SADA cannot guarantee the next desired date can be accommodated based on resources

S~ADA
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availability. In the event where SADA cannot honor the newly desired date, SADA will provide Customer
with the next available date the SADA team can execute on the Go-Live activities.

If knowledge transfer is needed between SADA resources in order to accommodate the Customer
desired date changes by bringing in different resources, knowledge transfer hours will be billed to the
Customer.

Changing Go-Live dates that impact the term expiration date of the SOW can also be accommodated, at
cost. Associated cost is to be assessed by SADA and communicated to Customer upon request. Moving
a confirmed Go Live date requires a Change Request, and the SADA Project Manager will process a
Change Request for said extension and notates the associated cost.

SADA g
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Pricing and Payment Terms

The applicable charges for Services to be performed under this Statement of work can be found on the
corresponding pricing document provided to the State by SHI International Corp. Anything not specified in
that document and the above Service Descriptions is not within scope, including the following: (a) the
acquisition and implementation of necessary hardware or software required to complete this Project, (b)
deployment or support of desktop software, (c) direct end-user assistance of any type, (d) installation or
configuration of an internal SMTP relay, (e) migration of PST data, centrally archived data, or encrypted
mail, and (f) the removal, uninstallation, retirement, or decommissioning of any elements within the
existing messaging platform.

Additional inactive mailbox, shared mailbox, and public folder migrations above the totals listed in the
service descriptions above will be subject to a to be determined fee. The State will be invoiced at the
following milestones:

Project Scope (items outside of these scoping variables are not included in this SOW)

Soufbe Data Platform Office 365, Windows File Shares, Sharepoint Data
Repositories

Number of Secondary or Sub Domains Upto5

Max Number of Accounts for Data Migration 22,000

Total Data Migration Size Not to Exceed (GB) Mail: 100 TB , File Shares : 1 PB of data

Migration Type(s) - (Iitems marked YES are included within the Project Scope)

Mail X

Calendar X

Contacts X

Public Folders X

Files X

Sharepoint Sites Data X

Google Drive . ; X
Shared Mailboxes X

Google Groups X

S~DA 35
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Delivery of Services by SADA:

1.

7.
8.

Customer acknowledges that SADA will provide development and deployment services not to
exceed the Term for this SOW, 360 days starting from the project kickoff date. If SADA receives
no communication from Custemer for a 30 day period, SADA will close the project and bill for
services rendered.

Any contingent Deployment Voucher Discount shown in the Pricing section of this document will
be paid to SADA by Google in the form of a credit if Customer attains 50% usage on G Suite, as
determined by the G Suite Admin Control Panel report covering any 30-day period during the first
year of Customer’s G Suite service. If Customer does not meet this 50% usage threshold within
first year of service, an amount equal to this Deployment Voucher Discount will be invoiced to
Customer at the conclusion of such 12-month period and Customer will be responsible for paying
SADA such amount in accordance with the terms of the Customer Agreement.

Customer agrees to the Project Scope data listed in the section above.

Customer will provide a single resource who can make decisions to ensure progress can be
made on the project without interruptions or delays.

Customer acknowledges that project work by SADA cannot begin until all necessary ‘deliverables’
including hardware, software, and remote access credentials have been provided and verified as
working. A detailed list will be provided by SADA upon approval of this SOW.

Customer will provide adequate facilities and resources for services rendered by SADA's
employees while they are on-site for work authorized by the Customer.

Customer agrees to provide direct and unattended VPN network access to complete deployment
of tools & services.

Customer agrees to the terms and conditions of the Master Professional Services Agreement.

Hours and Availability
General project delivery will be from 9 am - 9 pm Eastern, Monday - Friday, excluding national holidays.
All SADA support will be provided remotely unless specifically stated as ‘on-site.’

Customer confirms the accuracy of the data and accept the terms and conditions

in this section, "Customer information & Project Scope".

Additional Project Information

SADA Information

Executive Sponsor Tony Safoian, - Executive escalation and support
President/CEOQ

Sr. Business Mike Kulinski Responsible for business relations between

Development Manager Customer and SADA.

Manages communication on licensing and
contractual matters.

Serves as Account Manager for Customer upon
completion of SOW, offering updates on new
releases, Google roadmap, and exploring further

“opportunities for collaboration.
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Project Manager Assigned upon receipt of all Drives all workstreams.
required agreements and Coordinates all SADA resources and guides the
deliverables overall deployment strategy and execution.

Shares G Suite best practices.
Manages project scope.

Lead Engineer(s) Assigned upon receipt of all Technical project lead.
required agreements and Liaison between Customer and Google Support.
deliverables Provides deep product, application, and integration
expertise.
Enterprise Consultants Assigned upon receipt of all End-user change management and training lead.
required agreements and Build and execute strategies around end-user
deliverables communications, training, ambassadors program

and ongoing adoption success

Customized end-user communications and
curriculum for G Suite training to smooth transition
within the organization(s).

The SADA team may include additional resources with specialized skills in additional roles, as necessary
to meet project objectives.

Risks, Issues and Mitigation.

A risk is defined as a potential issue that has not yet occurred. Risks shall be identified as early as
possible and categorized according to impact (Low, Med, High, Critical occurrence). SADA will guide the
development of a risk mitigation strategy.

An issue is a risk that has occurred and presents a challenge to the project. Issues shall be prioritized
(Low, Med, High, Critical) and assigned for resolution to the integrated project team.

Risks and issues shall be tracked in an agreed-upon method by both the Customer and SADA, and
escalation paths will be specified at project start.

Project Wrap/Spin Down.

When the SADA tools and services stated in this statement of work have been implemented and have
been demonstrated to work in accordance with the designs set forth in this statement of work, SADA will
observe a reasonable period of stabilization and then notify the Customer of project close intentions.
Upon presenting this notification to the Customer, the Customer has five (5) working days to notify SADA
of any remaining concerns and/or disputed items and what would be required to remove these objections.
Project close includes a conference call discussing final items and future support; this call will be followed
by SADA sending an official project closed notification to the ideiitified project point of contact for the
Customer. All projects are to be closed within four (4) weeks after Global Go Live.

SADA 37
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IN WITNESS WHEREOF, this Statement of Work has been executed by the Parties through their duly
authorized officers as of the date set forth above.

Signatures

SADA Systems, Inc. State of West Virginia
ﬁmg%»afm Q o T o U

" v

Name: _Patrick J. Monaghan Name: Justin T. McAllister
Title: _ Chief Legal Officer Title: Chief Financial Officer
Date: 09/22/20 Date: September 23, 2020
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Notice of State of West Virginia

Confidentiality Policies and Information Security Accountability Requirements

1.0

2.0

3.0

INTRODUCTION

The Executive Branch has adopted privacy and information security policies to
protect confidential and personally identifiable information (hereinafter all referred to
as Confidential Information). This Notice sets forth the vendor’s responsibilities for
safeguarding this information.

DEFINITIONS

21 Breach shall mean the acquisition, access, use or disclosure of Confidential
Information which compromises the security or privacy of such information.

2.2 Confidential Information, shall include, but is not limited to, trade secrets,
personally identifiable information, protected health information, financial
information, financial account number, credit card numbers, debit card
numbers, driver's license numbers, State ID numbers, social security
numbers, employee home addresses, employee marital status, employee
maiden name, etc.

2.3  Security Incident means any known successful or unsuccessful attempt by
an authorized or unauthorized individual to inappropriately use, disclose,
modify, access, or destroy any information.

BACKGROUND

Agencies maintain Confidential Information, including, but not limited to, trade
secrets, personally identifiable information, protected health information, financial
information, financial account numbers, credit card numbers, debit card numbers,
driver's license numbers, State ID numbers, social security numbers, employee
home addresses, etc. Federal laws, including, but not limited to, the Health
Insurance Portability and Accountability Act, the Privacy Act of 1974, Fair Credit
Reporting Act and State laws require that certain information be safeguarded.
In some situations, Agencies delegate, through contract provisions, functions to
vendors that involve the vendor’s collection, use and/or disclosure of
Confidential Information. WV State government must take appropriate steps to
ensure its compliance with those laws and desires to protect its citizens’ and
employees’ privacy, and therefore, must require that its vendors also obey those
laws.

Utilization of safeguards can greatly minimize potential exposure to
sensitive information, and vendors are expected to adhere to industry standard
best practices in the management of data collected by, or on behalf of, the State,
and in the vendor's possession for a business purpose. Even when sound
practices and safeguards are in use, exposures can occur as the result of a
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4.0

theft, loss, or compromise of data, or systems containing data. At these times,
vendors must be accountable for the loss of data in their possession by
immediately reporting the incident surrounding the loss, and by absorbing any
cost associated with the appropriate response actions deemed by the State to be
reasonable and necessary. Additional vendor funding may be needed for
required activities, such as: rapid notification to affected persons, and provision of
a call center to handle inquiries. Notification and call handling will use a State-
specified method, format, language, and personnel staffing level.

POLICY

4.1

4.2

4.3

4.3.1

4.3.2

4.3.3

All vendors for the Executive Branch of West Virginia State government
shall sign both the RFP or RFQ, as applicable, and the Purchase Order
which contain the confidentiality statement, incident response
accountability acknowledgement, and adopt this policy by reference.

Vendors must contact the Privacy Officer of the Agency with which
they are contracting to obtain Agency-specific privacy policies, procedures and
rules, when applicable.

For vendors’ information, Agencies generally require at least the
following minimum standards of care in the handling of their Confidential
Information:

Confidential Information shall only be used or disclosed for the purposes
designated in the underlying contract and at no time shall it be disclosed or
used for a personal, non-work or non-contract related reason, unless
specifically authorized in writing by the Agency.

In all circumstances, vendors shall have no ownership rights or
interests in any data or information, including Confidential Information. All
data collected by the vendor on behalf of the Agency, or received by the
vendor from the Agency, is owned by the Agency. There are no exceptions
to this provision.

In no circumstance shall a vendor use Confidential Information, or data, in ‘
any way detrimental to the Agency or to any individual whose records
reside in the vendor’'s control. This prohibition shall not be construed to
curtail a vendor’'s whistleblower rights under Federal and State law. If, in the
process of making a good faith report under the provisions of W. Va. Code
§ 6C-1-1 et seq. or the Health Insurance Portability and Accountability Act of
1996 (“HIPAA”), (Pub. L. No. 104-191) as amended by the American
Recovery and Reinvestment Act of 2009 (Pub. L. No. 111-5) (the “HITECH
Act’), any associated regulations and the Federal regulations published at
45 CFR parts 160 and 164 (sometimes collectively referred to as “HIPAA")
or any other relevant whistleblower law, a vendor finds it necessary to
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disclose Confidential Information to an appropriate authority in accordance
with those statutes, the disclosure will not be treated as a Breach of the
Agency’s security, privacy or confidentiality policies, as long as the
confidential nature of the information is explicitly conveyed to the authorized
recipient.

The State may periodically monitor and/or audit use of the information
systems and other record-keeping systems at a vendor location or a State
location in an effort to ensure compliance with this policy. In addition, the
State may audit, and require strengthening of, vendor policies and/or
practices as they impact security of State data within the vendor’s
possession.

Any collection, use or disclosure of information that is determined by the
Agency to be contrary to the confidentiality statement, law or Agency policy
may result in termination of the underlying contract.

The confidentiality and incident response accountability statement
contained within the RFP or RFQ, as applicable, and the Purchase
Order shall survive termination of the underlying contract.

If there is an incident that involves theft, loss, or compromise of State
Confidential Information, the following reporting and/or actions must be
taken by the vendor, on its own behalf, or on behalf of its subcontractor:

If the event involves a theft, or is incidental to another crime, appropriate
law enforcement officials shall be notified and a police report generated to
document the circumstances of the crime, with a goal to establish whether
the crime involved a motive to obtain the sensitive data. A copy of the police
report will be forwarded in accordance with 4.4.2.3.

Notification of Breach.

4.4.21 Upon the discovery of Breach of security of Confidential
Information, if the Confidential Information was, or is reasonably
believed to have been, acquired by an unauthorized person, the
vendor shall notify the individuals identified in 4.4.2.3 immediately
by telephone call plus e-mail, web form or fax; or,

4.4.2.2 Within 24 hours by e-mail or fax of any suspected Security
Incident, intrusion or unauthorized use or disclosure of Confidential
Information, in violation of the underlying contract and this Notice, of
potential loss of confidential data affecting the underlying contract.

4.4.2.3 Notification required by the above two sections shall be provided to:
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4.5

4.6

4.7

(1) the Agency contract manager whose contact information may be
found at www.state.wv.us/admin/purchase/vrc/agencyli.htm and,
(2) unless otherwise directed by the Agency in writing, the Office of
Technology at incident@wv.gov.

4.4.2.4 The vendor shall inmediately investigate such actual or suspected
Security Incident, Breach, or unauthorized use or disclosure of
Confidential Information. Within 72 hours of the discovery, if an
actual Breach has occurred, the vendor shall notify the individuals
identified in 4.4.2.3 of the following: (a) What data elements were
involved and the extent of the data involved in the Breach (e.g.
number of records or affected individual's data); (b) The identity of
the unauthorized persons known or reasonably believed to have
improperly used or disciosed PHI or Confidential Information; (c) A
description of where the Confidential Information is believed to have
been improperly transmitted, sent, or utilized; (d) A description of
the probable causes of the improper use or disclosure; and (e)
Whether any Federal or State laws requiring individual notifications
of Breaches are triggered.

4.4.2,5 Agency will coordinate with the vendor to determine additional
specific actions that will be required of the vendor for mitigation of
the Breach, which may include notification to the individual or other
authorities.

4.4.2.6 All associated costs shall be borne by the vendor. This may
include, but not be limited to costs associated with notifying affected
individuals.

The State may require that a vendor provide evidence of adequate
background checks, including a nationwide record search, for individuals who
are entrusted by the vendor to work with State information.

The State requires that any vendor taking possession of State data have
comprehensive policies and practices to adequately safeguard that
information, and further that the sensitivity of the information is clearly
identified and documented in writing, with signed acknowledgement by the
vendor that the sensitivity is understood, before it is conveyed to the
vendor. Vendor policy should articulate all safeguards in place for the State
information, including provisions for destruction of all data, including backup
copies of the data, at the end of the vendor’s legitimate need to possess the
data. All State-owned media containing State information will be returned to
the State when no longer legitimately needed by the vendor.

All vendor owned devices that contain or transport any State Confidential
Information must be encrypted using the AES algorithm, and an industry
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standard methodology. This includes desktop and laptop computers (whole
drive encryption — not file encryption), personal digital assistants (PDA), smart
phones, thumb or flash-type drives, CDs, diskettes, backup tapes, etc.
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GOOGLE TERMS AND ORDER OF PRECEDENCE AGREEMENT

THIS GOOGLE TERMS AND ORDER OF PRECEDENCE AGREEMENT, (hercinafter
“Terms Agreement”) by and between Google LLC (hereinafter “Google”) and State of West
Virginia (hereinafter “State), (both referred to as “Parties”), is intended to identify the various
documents that comprise the terms agreement between the parties that will govern the purchase of
G-Suite products under the State’s contract with SHI International Corp. (“SHI”) identified as
CiMA 0313 G SuTTEad

NOW THEREFORE, the Parties hereto hereby agree as follows:

1. Order of Precedence: The Terms Agreement is comprised of the documents listed in this
section. The terms and conditions contained in the various documents shall be interpreted
according to the priority given to the document in this section. In that way, any terms and
conditions contained in the first priority document shall prevail over conflicting terms In
the second priority document, and so on.

Terms Agreement Documents:

a.
b.
c.

Google Terms and Order of Precedent Agreement (this document) — First Priority
WV-96 Agreement Addendum (Attached as Exhibit A) — Second Priority
Google Business Associate Addendum (As Amended and Attached as Exhibit B) —

Third Priority

Notice of State of West Virginia Confidentiality Policies and Information
Security Accountability Requirements (Attached as Exhibit D) — Fourth

Priority

Google Public Sector Terms of Service — G Suite and Other Google Documents
(Attached as Exhibit E) — Fifth  Priority*

* The various Google documents will be given the order of priority of sixth or lower
as indicated in the various documents.

2. Modifications:

a. Google Documents:

i. Weblinks: The Parties agree that any clickthrough or weblinked terms are
inapplicable to this Terms Agreement unless the weblinked document containing the
terms is expressly listed herein. The current versions of Google URL Terms are
attached to the Terms Agreement as Attachment A.

ii. Additional Product Terms: The Parties agree that additional products referred to
in the Additional Product Terms will not be utilized by the State until such time as
those products, and the terms associated therewith have been reviewed and
incorporated into the Agreement by change order.

iii. G Suite Terms: Section 6. Marketing and Publicity of the G Suite Terms is
removed in its entirety as the State is prohibited by law from endorsing a vendor.



3. Additional Terms: The Parties Agree that the following terms and conditions are added to this
Terms Agreement.

b.

PRIVACY, SECURITY, AND CONFIDENTIALITY: The Vendor agrees that it will not
disclose to anyone, directly or indirectly, any such personally identifiable information or
other confidential information gained from the Agency, unless the individual who is the
subject of the information consents to the disclosure in writing or the disclosure is made
pursuant to the Agency’s policies, procedures, and rules. Vendor further agrees to comply
with the Confidentiality Policies and Information Security Accountability Requirements, set
forth in Exhibit D.

ANTITRUST: In submitting a bid to, signing a contract with, or accepting a Award
Document from any agency of the State of West Virginia, the Vendor agrees to convey, sell,
assign, or transfer to the State of West Virginia all rights, title, and interest in and to all
causes of action it may now or hereafter acquire under the antitrust laws of the United States
and the State of West Virginia for price fixing and/or unreasonable restraints of trade relating
to the particular commodities or services purchased or acquired by the State of West
Virginia. Such assignment shall be made and become effective at the time the purchasing
agency tenders the initial payment to Vendor.

BACKGROUND CHECK: The State reserves the right to prohibit a service provider’s
employees from accessing sensitive or critical information or to be present at the Capitol
complex based upon results addressed from a criminal background check.

IN WITNESS WHEREOF, the Parties have entered into this Terms Agreement as of the date

of the last signature below.

STATE OF WEST VIRGINIA

Office of Technology GOOGLE

By: Qe Zrolitn By .. 2020.09.16
t,L’QA*l"Irﬂ (%X/L~,—¢/(LM

Name: Justin T. McAllister Name Philpp Schindle _1_5 :2 3 :0 1

Its: Chief Financial Officer Its: ) o _07'OOI

Date: September 21, 2020 Date:

STATE OF WEST VIRGINIA STATE OF WEST VIRGINIA

By:

Name:

Its:
Date:

Attorney General’s Office Purchasing Divisign _
A< X OP\.)I /%é
Qk-ﬁg_ By e g

Q<)
Ilﬂ\-_-sm S GEAV
20T ey Gadepal
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WV-96
1712019

STATE OF WEST VIRGINIA
ADDENDUM TO VENDOR'’S STANDARD CONTRACTUAL FORMS

State Agency, Board, or Commission (the “State™): West Virginia Office of Technology
Vendor: Google

Contract/Lease Number (“Contract”):

Commodity/Service: Google G-Suite

The State and the Vendor are entering into the Contract identified above. The Vendor desires to incorporate one or more forms it created
into the Contract. Vendor’s form(s), however, include(s) one or more contractual terms and conditions that the State cannot or will not
accept. In consideration for the State’s incorporating Vendor’s form(s) into the Contract, the Vendor enters into this Addendum which
specifically eliminates or alters the legal enforceability of certain terms and conditions contained in Vendor’s form(s). Therefore, on
the date shown below each signature line, the parties agree to the following contractual terms and conditions in this Addendum are
dominate over any competing terms made a part of the Contract:

1. ORDER OF PRECEDENCE: This Addendum modifies and supersedes anything contained on Vendor’s form(s) whether or not
they are submitted before or after the signing of this Addendum. IN THE EVENT OF ANY CONFLICT BETWEEN VENDOR'S
FORM(S) AND THIS ADDENDUM, THIS ADDENDUM SHALL CONTROL.

2. PAYMENT — Payments for goods/services will be made in arrears only upon receipt of a proper invoice, detailing the

goods/services provided or receipt of the goods/services, whichever is later. Notwithstanding the foregoing, payments for software
licenses, subscriptions, or maintenance may be paid annually in advance.

Any language imposing any interest or charges due to late payment is deleted.

3. FISCAL YEAR FUNDING - Performance of this Contract is contingent upon funds being appropriated by the WV Legislature
or otherwise being available for this Contract. In the event funds are not appropriated or otherwise available, the Contract becomes
of no effect and is null and void after June 30 of the current fiscal year. If that occurs, the State may notify the Vendor that an
alternative source of funding has been obtained and thereby avoid the automatic termination. Non-appropriation or non-funding
shall not be considered an event of default.

4. RIGHT TO TERMINATE — The State reserves the right to terminate this Contract upon thirty (30) days written notice to the
Vendor. Ifthis right is exercised, the State agrees to pay the Vendor only for all undisputed services rendered or goods received
before the termination’s effective date. All provisions are deleted that seck to require the State to (1) compensate Vendor, in whole
or in part, for lost profit, (2) pay a termination fee, or (3) pay liquidated damages if the Contract is terminated early.

Any language seeking to accelerate payments in the event of Contract termination, default, or non-funding is hereby deleted.

5. DISPUTES ~ Any language binding the State to any arbitration or to the decision of any arbitration board, commission, pane} or
other entity is deleted; as is any requirement to waive a jury trial.

Any language requiring or permitting disputes under this Contract to be resolved in the courts of any state other than the State of

West Virginia is deleted. All legal actions for damages brought by Vendor against the State shall be brought in the West Virginia
Claims Commission. Other causes of action must be brought in the West Virginia court authotized by statute to exercise jurisdiction

over it.

Any language requiring the State to agree to, or be subject to, any form of equitable relief not authorized by the Constitution or laws
of State of West Virginia is deleted.

6. FEES OR COSTS: Any language obligating the State to pay costs of collection, court costs, or attorney’s fees, unless ordessd by
a court of competent jurisdiction is deleted.

7. GOVERNING LAW - Any language requiring the application of the law of any state other than the State of West Virginia in
interpreting or enforcing the Contract is deleted. The Contract shall be governed by the laws of the State of West Virginia.

8. RISK SHIFTING - Any provision requiring the State to bear the costs of all or a majority of business/legal risks associated with
this Contract, to indemnify the Vendor, or hold the Vendor or a third party harmless for any act or omission is hereby deleted,

9. LIMITING LIABILITY — Any language limiting the Vendor’s liability for direct damages to person or property is deleted.

10. TAXES — Any provisions requiring the State to pay Federal, State or local taxes or file tax returns or reports on behalf of Vendor
are deleted. The State will, upon request, provide a tax exempt certificate to confirm its tax exempt status.

11. NO WAIVER — Any provision requiring the State to waive any rights, claims or defenses is hereby deleted.
1{Page
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12. STATUTE OF LIMITATIONS - Any clauses limiting the time in which the State may bring suit against the Vendor or any other

13.

14.

15.
16.

17.

18.

19.

20.

third party are deleted.

ASSIGNMENT - The Vendor agrees not to assign the Contract to any person or entity without the State’s prior written consent,
which will not be unreasonably delayed or denied. The State reserves the right to assign this Contract to another State agency,
board or commission upon thirty (30) days written notice to the Vendor. These restrictions do not apply to the payments made by
the State. Any assignment will not become effective and binding upon the State until the State is notified of the assignment, and
the State and Vendor execute a change order to the Contract.

RENEWAL — Any language that seeks to automatically renew, modify, or extend the Contract beyond the initial term or
automatically continue the Contract period from term to term is deleted. The Contract may be renewed or continued only upon
mutual written agreement of the Parties.

INSURANCE - Any provision requiring the State to maintain any type of insurance for either its or the Vendor’s benefit is deleted.

RIGHT TO REPOSSESSION NOTICE — Any provision for repossession of equipment without notice is hereby deleted.
However, the State does recognize a right of repossession with notice.

DELIVERY - All deliveries under the Contract will be FOB destination unless the State expressly and knowingly agrees otherwise,
Any contrary delivery terms are hereby deleted.

CONFIDENTIALITY — Any provisions regarding confidential treatment or non-disclosure of the terms and conditions of the
Contract are hereby deleted. State contracts are public records under the West Virginia Freedom of Information Act (“FOIA™) (W.
Va. Code §29B-a-1, et seq.) and public procurement laws. This Contract and other public records may be disclosed without notice
to the vendor at the S#ate’s sole discretion.

Any provisions regarding confidentiality or non-disclosure related to contract performance are only effective to the extent they are
consistent with FOIA and incorporated into the Contract through a separately approved and signed non-disclosure agreement.

THIRD-PARTY SOFTWARE - If this Contract contemplates or requires the use of third-party software, the vendor represents
that none of the mandatory click-through, unsigned, or web-linked terms and conditions presented or required before using such
third-party software conflict with any term of this Addendum or that is has the authority to modify such third-party software’s terms
and conditions to be subordinate to this Addendum. The Vendor shall indemnify and defend the State against all claims resulting
from an assertion that such third-party terms and conditions are not in accord with, or subordinate to, this Addendum.

AMENDMENTS - The parties agree that all amendments, modifications, alterations or changes to the Contract shall be by mutual
agreement, in writing, and signed by both parties. Any language to the contrary is deleted.

Notwithstanding the foregoing, this Addendum can only be amended by (1) identifying the alterations to this form by using Italics
to identify language being added and strilcethrough for language being deleted (do not use track-changes) and (2) having the Office
of the West Virginia Attorney General’s authorized representative expressly agree to and knowingly approve those alterations.

State: WV Office of Technology Vender: . ---2020.09.16
N - : By: Tt G M i
v astin 7 Mo llictrn 4 Lo 15:23:37
Printed Name: Justin T. McAllister Printed Name . 1 1
=07'00
Title: Chief Financial Officer _ Titlee .
Date: September_Zl, 2020 S Date: o
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HIPAA Business Associate Addendum

This HIPAA Business Associate Addendum ("BAA") is entered into between Google LLC
("Google") and the customer agreeing to the terms below ("Customer"), and supplements,
amends and is incorporated into the Services Agreement(s) (defined below) solely with respect
to Covered Services (defined below). This BAA will be effective as of the last signature date
below (the "BAA Effective Date").

Customer must have an existing Services Agreement in place for this BAA to be valid and
effective. Together with the Services Agreement, this BAA will govern each party’s respective
obligations regarding Protected Health Information (defined below).

You represent and warrant that (i) you have the full legal authority to bind Customer to this BAA,
(ii) you have read and understand this BAA, and (jii) you agree, on behalf of Customer, to the
terms of this BAA. If you do not have legal authority to bind Customer, or do not agree to these
terms, please do not sign or click to accept the terms of this BAA.

1. Definitions. Any capitalized terms used but not otherwise defined in this BAA will have
the meaning given to them in HIPAA and the HITECH Act.

“Business Associate” has the definition given to it under HIPAA.

“Breach” has the definition given to it under HIPAA. A Breach will not include an
acquisition, access, use, or disclosure of PHI with respect to which Google has
determined in accordance with 45 C.F.R. § 164.402 that there is a low probability
that the PHI has been compromised.

“Customer” means the State of West Virginia or any agency, comprising a sub-part
of the State of West Virginia.

“Covered Entity” has the definition given to it under HIPAA.
“Covered Services” means the Google products and services specifically stated as

“Included Functionality” at
http://cloud.gooale.com/terms/identity/hipaa_functionality.htmil.

“HIPAA” means the Health Insurance Portability and Accountability Act of 1996 and
the rules and the regulations thereunder, as amended.

“HIPAA Implementation Guide” means the informational guide that Google makes
avaiiable describing how the Covered Services may be configured by Customer in
connection with Customer’s HIPAA compliance efforts. The HIPAA Implementation
Guide for the Covered Services is available for review at the following URL.:
https://static.qoogleusercontent.com/media/gsuite.google.com/en//terms/2015/1/hipa
a_implementation_guide.pdf.

“HITECH Act” means the Health Information Technology for Economic and Clinical
Health Act enacted in the United States Congress, which is Title XIlI of the American
Recovery & Reinvestment Act, and the regulations thereunder, as amended.



“Protected Health Information” or “PHI” has the définition given to it under HIPAA
and for purposes of this BAA is limited to PHI within Customer Data to which Google
has access through the Covered Services in connection with Customer’s permitted
use of Covered Services.

“Security Breach” means any Breach of Unsecured PHI or Security Incident of
which Google becomes aware.

“Security Incident” has the definition given to it under HIPAA.

“‘Services Agreement(s)” means the written agreement(s) entered into between
Google and Customer for provision of the Covered Services, which agreement(s)
may be in the form of online terms of service.

“Subcontractor” means a person to whom a business associate delegates a
function, activity, or service, other than in the capacity of a member of the workforce
of such business associate.

2. Applicability. This BAA applies to the extent Customer is acting as a Covered Entity or
a Business Associate to create, receive, maintain, or transmit PHI via a Covered Service
and to the extent Google, as a result, is deemed under HIPAA to be acting as a
Business Associate or Subcontractor of Customer. Customer acknowledges that this
BAA does not apply to, or govern, any other Google product, service, or feature that is
not a Covered Service.

3. Use and Disclosure of PHI.

(a) Except as otherwise stated in this BAA, Google may use and disclose PHI only
as permitted or required by the Services Agreements and/or this BAA or as
Required by Law. This means PHI created, received, maintained or transmitted
on behalf of the Customer by the Associate. This PHI is governed by this
Addendum and is limited to the minimum necessary, to complete the tasks or to
provide the services associated with the terms of the original Agreement.

(b) Google may use and disclose PHI for the proper management and administration
of Google’s business and to carry out the legal responsibilities of Google,
provided that any disclosure of PHI for such purposes may only occur if: (1)
required by applicable law; or (2) Google obtains written reasonable assurances
from the person to whom PHI will be disclosed that it will be held in confidence,
used only for the purpose for which it was disclosed, and that Google will be
notified of any Security Breach. :

(c) Google has no obligations under this BAA with respect to any PHI that Customer
creates, receives, maintains, or transmits outside of the Covered Services
(including Customer’s use of its offline or on-premise storage tools or third-party
applications) and this BAA will not apply to any PHI created, received,
maintained or transmitted outside of the Covered Services.

4. Customer Obligations.



a. Customer may only use the Covered Services to create, receive, maintain, or
transmit PHI. Customer is solely responsible for managing whether Customer’s
end users are authorized to share, disclose, create, and/or use PHI within the
Covered Services.

b. Customer will not request that Google or the Covered Services use or disclose
PHI in any manner that would not be permissible under HIPAA if done by
Customer (if Customer is a Covered Entity) or by the Covered Entity to which
Customer is a Business Associate (unless expressly permitted under HIPAA for a
Business Associate).

c. For End Users that use the Covered Services in connection with PHI, Customer
will use controls available within the Services, including those detailed in the
HIPAA Implementation Guide, to ensure its use of PHI is limited to the Covered
Services. Customer acknowledges and agrees that the HIPAA Implementation
Guide is provided by Google solely as an informational guide with respect to
Customer’s configuration options, and that Customer is solely responsible for
ensuring that its and its End Users’ use of the Covered Services complies with
HIPAA and HITECH.

d. Customer will take appropriate measures to limit its use of PHI to the Covered
Services and will limit its use within the Covered Services to the minimum extent
necessary for Customer to carry out its authorized use of such PHI.

e. Customer warrants that it has obtained and will obtain any consents,
authorizations and/or other legal permissions required under HIPAA and/or other
applicable law for the disclosure of PHI to Google. If there are any changes in, or
revocation of, the permission given by an individual for use or disclosure of PHI,
Customer is responsible for managing its use of the Covered Services
accordingly to update and/or delete such PHI in the Covered Services.

5. Associate Obligations.

(a) Stated Purposes Only. The PHI may not be used by the Associate for any
purpose other than as stated in this Addendum or as required or permitted by
law.

(b) Limited Disclosure. The PHI is confidential and will not be disclosed by the
Associate other than as stated in this Addendum or as required or permitted by
law. Associate is prohibited from directly or indirectly receiving any remuneration
in exchange for an individual’'s PHI unless Customer gives written approval and
the individual provides a valid authorization. Associate will refrain from marketing
activities that would violate HIPAA, including specifically Section 13406 of the
HITECH Act. Associate will report to Customer any use or disclosure of the PHI,
including any Security Incident not provided for by this Agreement of which it
becomes aware.

(c) Mitigation. Associate agrees to mitigate, to the extent practicable, any harmful
effect that is known to Associate of a use or disclosure of the PHI by Associate in
violation of the requirements of this Addendum and report its mitigation activity
back to the Customer.
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6. Appropriate Safeguards. Google and Customer will each use appropriate safeguards
designed to prevent against unauthorized use or disclosure of PHI, and as otherwise
required under HIPAA, with respect to the Covered Services. This shall include, but not
be limited to:

a. Limitation of the groups of its workforce and agents, to whom the PHI is
disclosed to those reasonably required to accomplish the purposes stated in this
Addendum, and the use and disclosure of the minimum PHI necessary or a
Limited Data Set;

b. Appropriate notification and training of its workforce and agents in order to
protect the PHI from unauthorized use and disclosure;

c. Maintenance of a comprehensive, reasonable and appropriate written PHI
privacy and security program that includes administrative, technical and physical
safeguards appropriate to the size, nature, scope and complexity of the
Associate’s operations, in compliance with the Security Rule;

d. In accordance with 45 CFR § 164.502(e)(1)(ii) and 164.308(b)(2), if applicable,
ensure that any subcontractors that create, receive, maintain, or transmit
protected heaith information on behalf of the business associate agree to the
same restrictions, conditions, and requirements that apply to the business
associate with respect to such information.

7. Reporting.

(a) Subject to Section 6(d), Google will promptly notify Customer following Google’s
Discovery of a Security Breach in accordance with HIPAA and in the most
expedient time possible under the circumstances, consistent with the legitimate
needs of applicable law enforcement and applicable laws, and after taking any
measures Google deems necessary to determine the scope of the Security
Breach and to restore the reasonable integrity of Google’s systems.

(b) To the extent practicable, Google will use commercially reasonable efforts to
mitigate any further harmful effects of a Security Breach caused by Google.

(c) Google will send any applicable Security Breach notifications to the notification
email address provided by Customer in the Services Agreement or via direct
communication with the Customer.

(d) Notwithstanding Section 6(a), this Section 6(d) will be deemed as notice to
Customer that Google periodically receives unsuccessful attempts for
unauthorized access, use, disclosure, modification or destruction of information,
or interference with the general operation of Google’s information systems and
the Covered Services.

(e) In following the Security Incident notification procedure set out in the Data
Processing Amendment, Google will, to the extent it has such information,
provide Customer with details of the Security Incident relating to such Customer



(f)

including (i) the dates of the Security Incidert; (ii) a description of the Customer
resources impacted; (iii) the root cause of the Security Incident; and (iv) steps
Google has taken to mitigate the potential risks and steps Google recommends
Customer take to address the Security Incident.

Associate will cooperate in good faith with Customer in the investigation of any
Security Incident. The parties acknowledge and agree that this Section
constitutes notice by Business Associate to Covered Entity of the ongoing
existence and occurrence of attempted but Unsuccessful Security Incidents (as
defined below) for which no additional notice to Covered Entity shall be required.
“Unsuccessful Security Incidents” shall include, but not be limited to, pings and
other broadcast attacks on Business Associate’s firewall, port scans,
unsuccessful log-on attempts, denials of service and any combination of the
above, so0 long as no such incident resuits in unauthorized access, use or
disclosure of PHI.

Customer will coordinate with Associate to determine additional specific actions
that will be required of Associate for mitigation of the Breach. Customer shall
have the right to control all breach notifications to third parties. Associate will
provide reasonable assistance to Customer. Such assistance will include the
action outlined in (e) above as well as other assistance to answer questions the

Customer has about the nature of the breach as well as remediation actions

If Associate enters into a subcontract relating to the Agreement where the
subcontractor or agent receives PHI as described in Section 3.a. of this
Addendum, all such subcontracts or downstream agreements shall contain the
same incident notification requirements as contained herein.

(g) Assistance in Litigation or Administrative Proceedings. Associate shall make

itself and any subcontractors, workforce or agents assisting Associate in the
performance of its obligations under this Agreement, available to the Customer at
no cost to the Customer to testify as witnesses, or otherwise, in the event of
litigation or administrative proceedings being commenced against the Customer,
its officers or employees based upon claimed violations of HIPAA, the HIPAA
regulations or other laws relating to security and privacy, which involves inaction
or actions by Associate, except where Associate or its subcontractor, workforce
or agent is a named as an adverse party.

Subcontractors. Google will take appropriate measures to ensure that any
Subcontractors used by Google to perform its obligations under the Services
Agreements that require access to PHI on behalf of Google are bound by written
obligations that provide the same material level of protection for PHI as this BAA. To the
extent Google uses Subcontractors in its performance of obligations hereunder, Google
will remain responsible for their performance as if performed by Google.

Access and Amendment. Customer acknowledges and agrees that Customer is solely
responsible for the form and content of PHI maintained by Customer within the Covered
Services, including whether Customer maintains such PHI in a Designated Record Set



10.

1.

12.
13.

within the Covered Services. Google will provide Customer with access to Customer's
PHI via the Covered Services so that Customer may fuffill its obligations under HIPAA
with respect to Individuals’ rights of access and amendment within ten (10) days of
request by the Customer. Customer is responsible for managing its use of the Covered
Services to appropriately respond to such Individual requests.

Accounting of Disclosures. Google will document disclosures of PHI by Google, its
agents or subcontractors and provide an accounting of such disclosures to Customer as
and to the extent required of a Business Associate under HIPAA and in accordance with
the requirements applicable to a Business Associate under HIPAA.  Associate agrees
to document disclosures of the PHI and information related to such disclosures as would
be required for Agency to respond to a request by an individual for an accounting of
disclosures of PHI in accordance with 45 CRF § 164.528. This should include a process
that allows for an accounting to be collected and maintained by Associate and its agents
or subcontractors for at least six (6) years from the date of disclosure, or longer if
required by state law. At a minimum, such documentation shall include:
» the date of disclosure;
s the name of the entity or person who received the PHI, and if known,
the address of the entity or person;
¢ a brief description of the PHI disclosed; and
* a brief statement of purposes of the disclosure that reasonably
informs the individual of the basis for the disclosure, or a copy of the
individual’s authorization, or a copy of the written request for
disclosure.

Access to Records. To the extent required by law, and subject to applicable attorney
client privileges, Google will make its internal practices, books, and records concerning
the use and disclosure of PHI received from Customer, or created or received by Google
on behalf of Customer, available to the Secretary of the U.S. Department of Health and
Human Services (the “Secretary”) for the purpose of the Secretary determining
compliance with this BAA. The Associate shall also make these records available to
Customer, or Customer’s contractor, for periodic audit of Associate’s compliance with
the Privacy and Security Rules.

Reserved.
Reserved.

14. Expiration and Termination.

(a) This BAA will terminate on the earlier of (i) a permitted termination in accordance
with Section 11(b) below, or (ii) the expiration or termination of all Services
Agreements under which Customer has access to a Covered Service.

(b) If either party materially breaches this BAA, the non-breaching party may
terminate this BAA on 10 days’ written notice to the breaching party unless the
breach is cured within the 10-day period. An opportunity to cure by Associate is
at the sole discretion of the Customer. If a cure under this Section 11(b) is not
reasonably possible, the non-breaching party may immediately terminate this
BAA, or if neither termination nor cure is reasonably possible under this Section



11{b), the non-breaching party may report the violation to the Secretary, subject
to all applicable legal privileges.

(c) If this BAA is terminated earlier than the Services Agreements, Customer may
continue to use the Services in accordance with the Services Agreements, but
must delete any PHI it maintains in the Covered Services and cease to further
create, receive, maintain, or transmit such PHI to Google.

15. Return/Destruction of Information. On termination of the Services Agreements, Google
will return or destroy all PHI received from Customer, at the Customer’s option, and
retain no copies, or created or received by Google on behalf of Customer; provided,
however, that if such return or destruction is not feasible, Google will extend the
protections of this BAA to the PHI not returned or destroyed and limit further uses and
disclosures to those purposes that make the return or destruction of the PHI infeasible.
This shall also apply to all agents and subcontractors of Associate. The duty of
Associate and its agents and subcontractors to assist the Customer with any HIPAA
required accounting of disclosures survives the termination of the underlying Agreement.

16. General Provisions/Ownership of PHI.

a.

Retention of Ownership. Ownership of the PHI resides with the Customer and is to
be returned on demand or destroyed at the Customer’s option, at any time, and
subject to the restrictions found within Section 4.b. above.

Secondary PHI. Any date or PHI generated from the PHI disclosed hereunder which
would permit identification of an individual must be held confidential and is also the
property of Customer.

Electronic Transmission. Except as permitted by law or this Addendum, the PHI or
any data generated from the PHI which would permit identification of an individual
must not be transmitted to another party by electronic or other means for additional
uses or disclosures not authorized by this Addendum or to another contractor, or
allied Customer, or affiliate without prior written approval of Customer.

No Sales. Reports or data containing the PHI may not be sold without the
Customer’s or the affected individual’s written consent.

No Third-Party Beneficiaries. Nothing express or implied in this Addendum is
intended to confer, nor shall anything herein confer, upon any person other than
Customer, Associate and their respective successors or assigns, any rights,
remedies, obligations or liabilities whatsoever.

Interpretation. The provisions of the Addendum shall prevail over any provisions in
the Agreement that may conflict or appear inconsistent with any provisions in this
Addendum. The interpretation of this Addendum shall be made under the laws of the
state of West Virginia.

Amendment. The parties agree that to the extent necessary to comply with
applicable law they will agree to further amend this Addendum.
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h. Additional Terms and Conditions. Additional discretionary terms may be included in
the release order or change order process.

17. Miscellaneous.

(a) Survival. Sections 12 (Return/Destruction of Information) and 13

(Retum/Destruction of Information) will survive termination or expiration of this
BAA.

(b) Counterparts. The parties may execute this BAA in counterparts, including
facsimile, PDF or other electronic copies, which taken together will constitute one
instrument.

(c) Effects of Addendum. To the extent this BAA conflicts with the remainder of the
Services Agreement(s), this BAA will govern. This BAA is subject to the
“Governing Law” section in the Services Agreement(s). Except as expressly
modified or amended under this BAA, the terms of the Services Agreement(s)
remain in full force and effect.

Signed by the parties’ authorized representatives on the dates below.

Google LLC Customer:

By: ~AA AQ 16 By:Qm 7. WM
N ) ZUZz0. 077 7

Print ”“L}“f‘-_ ‘UJ&A 15 2 3 . 5 3 Print Name: Justin T. McAllister

Title: | -07'00" Title: Chief Financial Officer

Date: Date: September 21, 2020




<4

GOOGLE TERMS AND ORDER OF PRECEDENT AGREEMENT

EXHIBIT D



Notice of State of West Virginia

Confidentiality Policies and Information Security Accountability Requirements

1.0

21

3.0

INTRODUCTION

The Executive Branch has adopted privacy and information security policies to
protect confidential and personally identifiable information (hereinafter all referred
to as Confidential Information). This Notice sets forth the vendor’s responsibilities
for safeguarding this information.

DEFINITIONS

2.2 Breach shall mean a breach of Google’s security leading to the accidental
or unlawful destruction, loss, alteration, unauthorized disclosure of, or
access to, Customer Data on systems managed by or otherwise controlled
by Google.

2.3 Confidential Information, shall include, but is not limited to, trade secrets,
personally identifiable information, protected health information, financial
information, financial account number, credit card numbers, debit card
numbers, driver's license numbers, State ID numbers, social security
numbers, employee home addresses, employee marital status, employee
maiden name, etc.

2.4 Security Incident means the attempted or successful unauthorized access,
use, disclosure, modification, or destruction of information or interference
with system operations in an information system. Security Incidents shall not
include Unsuccessful Security incidents as defined in Section 4.5.2.1,

BACKGROUND

Agencies maintain Confidential Information, including, but not limited to, trade
secrets, personally identifiable information, protected health information, financial
information, financial account numbers, credit card numbers, debit card numbers,
driver's license numbers, State ID numbers, social security numbers, employee
home addresses, etc. Federal laws, including, but not limited to, the Health
Insurance Portability and Accountability Act, the Privacy Act of 1974, Fair Credit
Reporting Act and State laws require that certain information be safeguarded. In
some situations, Agencies delegate, through contract provisions, functions to
vendors that involve the vendor’s collection, use and/or disclosure of Confidential
Information. WV State government must take appropriate steps to ensure its
compliance with those laws and desires to protect its citizens’ and employees’
privacy, and therefore, must require that its vendors also obey those laws.

Utilization of safeguards can greatly minimize potential exposure to sensitive
information, and vendors are expected to adhere to industry standard best practices
in the management of data collected by, or on behalf of, the State, and in the



Notice of State of West Virginia

Confidentiality Policies and Information Security Accountability Requirements

4.1

vendor's possession for a business purpose. Even when sound practices and
safeguards are in use, exposures can occur as the result of a theft, loss, or
compromise of data, or systems containing data. Additional vendor funding may be
needed for required activities, such as: rapid notification to affected persons, and
provision of a call center to handle inquiries.

POLICY

4.2

4.3

4.4

4.4.1

44.2

4.4.3

All vendors for the Executive Branch of West Virginia State government shall
sign both the RFP or RFQ, as applicable, and the Purchase Order which
contain the confidentiality statement, incident response accountability
acknowledgement, and adopt this policy by reference.

Vendors must contact the Privacy Officer of the Agency with which they are
contracting to obtain Agency-specific privacy policies, procedures and rules,
when applicable.

For vendors’ information, Agencies generally require at least the following
minimum standards of care in the handling of their Confidential iInformation:

Confidential Information shall only be used or disclosed for the purposes
designated in the underlying contract and at no time shall it be disclosed or
used for a personal, non-work or non-contract related reason, unless
specifically authorized in writing by the Agency.

In all circumstances, vendors shall have no ownership rights or interests in
any data or information, including Confidential Information. All data collected
by the vendor on behalf of the Agency, or received by the vendor from the
Agency, is owned by the Agency. There are no exceptions to this provision.

In no circumstance shall a vendor use Confidential Information, or data, in
any way detrimental to the Agency or to any individual whose records reside
in the vendor’s control. This prohibition shall not be construed to curtail a
vendor’s whistieblower rights under Federal and State law. If, in the process
of making a good faith report under the provisions of W. Va. Code

§ 6C-1-1 et seq. or the Health Insurance Portability and Accountability Act of
1996 (“HIPAA®), (Pub. L. No. 104-191) as amended by the American
Recovery and Reinvestment Act of 2009 (Pub. L. No. 111-5) (the “HITECH
Act”), any associated regulations and the Federal regulations published at
45 CFR parts 160 and 164 (sometimes collectively referred to as “HIPAA")
or any other relevant whistleblower law, a vendor finds it necessary to
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4.4.4

4.4.5

4.4.6

4.5

4.5.1

4.5.2

disclose Confidential Information to an appropriate authority in accordance
with those statutes, the disclosure will not be treated as a Breach of the
Agency’s security, privacy or confidentiality policies, as long as the
confidential nature of the information is explicitly conveyed to the authorized
recipient.

The State may periodically, through the use of the Google Services, monitor
and/or audit use of the information systems and other record-keeping
systems contained within the Services.

Any collection, use or disclosure of information that is determined by the
Agency to be contrary to the confidentiality statement, law or Agency policy
may result in termination of the underlying contract.

The confidentiality and incident response accountability statement contained
within the RFP or RFQ, as applicable, and the Purchase Order shall survive
termination of the underlying contract.

If there is an incident that involves theft, loss, or compromise of State
Confidential Information, the following reporting and/or actions must be taken
by the vendor, on its own behalf, or on behalf of its subcontractor:

If the event involves a theft, or is incidental to another crime, appropriate law
enforcement officials shall be notified and a police report generated to
document the circumstances of the crime, with a goal to establish whether
the crime involved a motive to obtain the sensitive data. A copy of the police
report will be forwarded in accordance with 4.4.2.3.

Notification of Breach.

Google will promptly notify Customer following Google's Discovery of a
successful Security Incident in the most expedient time possible, consistent
with the legitimate needs of applicable law enforcement and applicable laws,
and after taking any measures Google deems necessary to determine the
scope of the Security Breach and to restore the reasonable integrity of
Google’s systems.

In following the Security Incident notification procedure set out in the Data
Processing Amendment, Google will, to the extent it has such information,
provide Customer with details of the Security Incident relating to such
Customer including (i) the dates of the Security Incident and discovery of the
Security Incident; (ii) a description of the Customer Data impacted; (iii) the
root cause of the Security Incident; and (iv) steps Google has taken to mitigate
the potential risks and steps Google recommends Customer take to address
the security Incident.
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4.5.21  Vendor will cooperate in good faith with Agency in the investigation of any
Security Incident. The parties acknowledge and agree that this Section constitutes
notice by Vendor to the Agency of the ongoing existence and occurrence of
attempted but Unsuccessful Security Incidents (as defined below) for which no
additional notice to Agency shall be required. “Unsuccessful Security Incidents” shall
include, but not be limited to, pings and other broadcast attacks on Vendor's firewall,
port scans, unsuccessful log-on attempts, denials of service and any combination of
the above, so long as no such incident results in unauthorized access, use or
disclosure of confidential information.

4.5.2.2  Agency will coordinate with the vendor to determine additional specific
actions that will be required of the vendor for mitigation of the Breach. Agency
shall have the right to control all breach notifications to third parties.

4.6 The State may require that a vendor provide evidence of adequate
background checks, including a nationwide record search, for individuals who are
entrusted by the vendor to work with State information.

4.7 The State requires that any vendor taking possession of State data have
comprehensive policies and practices to adequately safeguard that information,
and further that the sensitivity of the information is clearly identified and
documented in writing, with signed acknowledgement by the vendor that the
sensitivity is understood, before it is conveyed to the vendor. Vendor policy should
articulate all safeguards in place for the State information, including provisions for
destruction of all data, including backup copies of the data, at the end of the
vendor's legitimate need to possess the data. All State-owned media containing
State information will be returned to the State when no longer legitimately needed
by the vendor.

4.8 All vendor owned devices that contain or transport any State Confidential
Information must be encrypted using the AES algorithm, and an industry standard
methodology. This includes deskiop and laptop computers (whole drive
encryption — not file encryption), personal digital assistants (PDA), smart phones,
thumb or flash-type drives, CDs, diskettes, backup tapes, etc.
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Google Cloud Master General Terms

These Google Cloud Master Terms are comprised of the Google Cloud Master General
Terms (“General Terms”), and all Services Schedules and Order Forms that are incorporated
by reference into the Google Cloud Master General Terms (collectively, the “Terms”).

Google Cloud Master General Terms

1. Services. After the Customer and Reseller and/or Distributor complete and execute
an Order Form, (a) Google will provide the Services to Customer in accordance with the
Terms, including the SLAs, and (b) Customer may use the Services in accordance with the
applicable Services Schedule.

2. Customer Obligations.
2.1 Consents. Customer is responsible for any consents and notices required to permit

(a) Customer’s use and receipt of the Services and (b) Google’s accessing, storing, and
processing of data provided by Customer (including Customer Data, if applicable) under the
Terms.

2.2 Compliance. Customer will (a) ensure that Customer and its End Users’ use of the
Services complies with the Terms, (b) use commercially reasonable efforts to prevent and
terminate any unauthorized access or use of the Services, and (c) promptly notify Google of
any unauthorized use of, or access to, the Services of which Customer becomes aware.

2.3 Use Restrictions. Customer will not, and will not allow End Users to, (a) copy,
modify, create a derivative work of, reverse engineer, decompile, translate, disassemble,
or otherwise attempt to extract any of the source code of the Services (except to the
extent such restriction is expressly prohibited by applicable law); (b) sell, resell,
sublicense, transfer, or distribute the Services; or (c) access or use the Services (i) in a
manner intended to avoid incurring Fees; (ii) for materials or activities that are subject to
the Intemational Traffic in Arms Regulations (ITAR) maintained by the United States
Department of State; (iii) in a manner that breaches, or causes the breach of, Export
Control Laws; or (iv) to transmit, store, or process health information subject to United
States HIPAA regulations except as permitted by an executed HIPAA BAA with Google (if
approved), or an executed HIPAA BAA with Google’s Reseller or Distributor.

3. RESERVED.

4. Intellectual Property.

4.1 Intellectual Property Rights. Except as expressly described in the Terms, the
Terms do not grant either party any rights, implied or otherwise, to the other’s content or
Intellectual Property. As between the parties, Customer retains all Intellectual Property
Rights in Customer Data and Customer Applications, and Google retains all Intellectual
Property Rights in the Services and Software.

4.2 Feedback. At its option, Customer may provide feedback and suggestions about
the Services to Google (“Feedback”). If Customer provides Feedback, then Google and its
Affiliates may use that Feedback without restriction and without obligation to Customer.



5. Confidentiality.

5.1 Use and Disclosure of Confidential Information. Subject to the Freedom of
Information Act or similar state open records law, the Recipient will only use the Disclosing
Party's Confidential Information to exercise its rights and fulfill its obligations under the
Terms, and will use reasonable care to protect against the disclosure of the Disclosing
Party’s Confidential Information. Notwithstanding the foregoing, the Recipient may
disclose the Disclosing Party’s Confidential Information (a) to its Delegates who have a
need to know and who are bound by confidentiality obligations at least as protective as
those in this

Section 5 (Confidentiality); (b) with the Disclosing Party’s written consent; or (c)
regardless of any other provision in the Terms, as strictly necessary to comply with Legal
Process, provided the Recipient promptly notifies the Disclosing Party prior to such
disclosure unless legally prohibited from doing so. The Recipient will comply with the
Disclosing Party’s reasonable requests to oppose disclosure of its Confidential
Information.

Notwithstanding the foregoing, the Parties understand that the terms of all State
contracts, including any agreements with Google, will be disclosed via posting to the
internet without notice.

52 Redirect Disclosure Reguest. If the Recipient receives Legal Process for the
Disclosing Party’s Confidential Information, the Recipient will first attempt to redirect the
third party to request it from the Disclosing Party directly. To facilitate this request, the
Recipient may provide the Disclosing Party’s basic contact information to the third party.
This Section 5.2 does not apply to West Virginia’s obligations under FOIA.

6. Reserved.
7. Reserved.
8. Disclaimer. Except as expressly provided for in the Terms, to the fullest

extent permitted by applicable law, Google (a) does not make any warranties of any
kind, whether express, implied, statutory, or otherwise, including warranties of
merchantability, fitness for a particular use, noninfringement, or error-free or
uninterrupted use of the Services or Software and (b) makes no representation
about content or information accessible through the Services. The Services are not
intended to be used for High Risk Activities. Any use of the Services for High Risk
Activities by Customer or its End Users will be at Customer’s own risk, and
Customer will be solely liable for the results of any failure of the Services when -
used for High Risk Activities.

9. Indemnification.
9.1 Google Indemnification Obligations. Google will defend Customer and its

Affiliates participating under the Terms (“Customer Indemnified Parties”), and indemnify
them against Indemnified Liabilities in any Third-Party Legal Proceeding to the extent
arising from an allegation that the Customer Indemnified Parties’ use of Google
Indemnified Materials infringes the third party’s intellectual Property Rights.




9.2 Customer Intellectual Property Infringement. If Google is damaged or becomes
subject to a Third-Party Legal Proceeding as a result of Customer’s infringement of any
third-party intellectual property, Google will pursue available remedies under applicable
federal, state or local law.

9.3 Indemnification Exclusions. Sections 9.1 (Google Indemnification Obligations)
and 9.2 (Customer Intellectual Property Infringement) will not apply to the extent the
underlying allegation arises from (a) Customer’s breach of the Terms or (b) a combination
of the Google Indemnified Materials or Customer Materials (as applicable) with materials
not provided by Google or the Customer under the Terms, unless the combination is
required by the Terms.

9.4 Indemnification Conditions. Sections 9.1 (Google Indemnification
Obligations) is conditioned on the following:

(a) Customer must promptly notify Reseller who will notify Google in writing of any
allegation(s) that preceded the Third-Party Legal Proceeding and cooperate reasonably
with Google to resolve the allegation(s) and Third-Party Legal Proceeding. If breach of
this Section 9.4(a) prejudices the

defense of the Third-Party Legal Proceeding, then Google’s obligations under Section
9.1 (Google Indemnification Obligations) will be reduced in proportion to the prejudice.

(b) Unless otherwise prohibited by law, Customer must tender sole control of the
indemnified portion of the Third-Party Legal Proceeding to the indemnifying party, subject
to the following: (i) the Customer may appoint its own non-controlling counsel, at its own
expense; and (ii) any settlement requiring the Customer to admit liability, pay money, or
take (or refrain from taking) any action, will require the Customer’s prior written consent,
not to be unreasonably withheld, conditioned, or delayed.

9.5 Remedies.

(a) If Google reasonably believes the Services might infringe a third party’s Intellectual
Property Rights, then Google may, at its sole option and expense, (i) procure the right for
Customer to continue using the Services, (ii) modify the Services to make them non-
infringing without materially reducing their functionality, or (iii) replace the Services with a
non-infringing, functionally equivalent alternative.

(b) If Google does not believe the remedies in Section 9.5(a) are commercially
reasonable, then Google may Suspend or terminate the impacted Services. If Google
terminates Services under this Section 9.5 (Remedies), then upon Customer request (i)
Google will refund to Customer any unused prepaid Fees that Customer paid to Google for
use of the terminated Services, and (ii) if Customer has made financial commitments in an
Order Form or addendum to the Terms, then Google will agree to amend such
commitments proportional to Customer’s spend on the terminated Services in the year
preceding the termination of the Services.

9.6 Sole Rights and Obligations. Without affecting either party’s termination rights,
this Section 9 (Indemnification) states the Customer’s sole and exclusive remedy under
the Terms for any third-party allegations of Intellectual Property Rights infringement
covered by this Section 9 (Indemnification).




10. Liability.
10.1 Limited Liabilities.

(a) To the extent permitted by applicable law and subject to Section 10.2 (Unlimited
Liabilities), neither party will have any Liability arising out of or relating to the
Terms for any

(0] indirect, consequential, special, incidental, or punitive damages or

(if) lost revenues, profits, savings, or goodwill.

(b) Each party’s total aggregate Liability for damages arising out of or relating to
the Terms is limited to the Fees Customer paid under the applicable Services
Schedule during the 12 month period before the event giving rise to Liability.

(c) Enhanced Liability: Notwithstanding Section 10.1(b) above, Google will be
liable to the Customer for up to an additional $2,000,000 for costs (including but
not limited to notification costs and credit monitoring services) incurred by the
Customer arising out of a Data Incident or Breach as described in the HIPAA
Business Associate Addendum.

10.2 Unlimited Liabilities. Nothing in the Terms excludes or limits either party’s
Liability for:

(a) subject to Section 8 (Disclaimer), death, personal injury, or tangible

personal property damage resulting from its negligence or the negligence of

its employees or agents;

(b) its fraud or fraudulent misrepresentation;

(c) its obligations under Section 9 (Indemnification);

(d) its infringement of the other party’s Intellectual Property Rights;

(e) its payment obligations under the Terms; or

() matters for which liability cannot be excluded or limited under applicable law.

1. Term and Termination.

11.1 Term. The Terms, unless they expire or terminate in accordance with the Reseller
Agreement or

Distributor Agreement, will remain in effect for the contract period as described in

the applicable Reseller Agreement or Distributor Agreement.

11.2 Termination for Convenience. Subject to any financial commitments in an Order Form
or addendum to the Terms, Customer may terminate the Terms or an Order Form for
convenience prior written notice to Reseller or Distributor.

11.3 Reserved.



11.4 Effects of Termination. If the Terms terminate or expire, then all Services Schedules
and Order Forms also terminate or expire. If an Order Form terminates or expires, then
after that Order Form’s termination or expiration effective date, (a) all rights and access to
the Services under that Order Form will terminate (including access to Customer Data, if
applicable), unless otherwise described in the applicable Services Schedule, and (b)
Reseller or Distributor will send Customer a final invoice (if applicable) for payment
obligations under that Order Form. Termination or expiration of one Order Form will not
affect other Order Forms.

11.5 Survival. The following Sections will survive expiration or termination of the Terms:
Section 4 (Intellectual Property), Section 5 (Confidentiality), Section 8 (Disclaimer),
Section 9 (Indemnification), Section 10 (Liability), Section 11.4 (Effects of Termination),
Section 12 (Miscellaneous), Section 13 (Definitions), and any additional sections
specified in the applicable Services Schedule.

12, Miscellaneous.

12.1 Notices. Google will provide notices under the Terms to Customer by sending an
email to the Notification Email Address. Customer will provide notices under the
Terms to Google by sending an email to legal-notices@google.com. Notice will be
treated as received when the email is sent. Customer is responsible for keeping its
Notification Email Address current.

12.2 Emails. The parties may use emails to satisfy written approval and consent
requirements under the Terms.

12.3 Reserved.

12.4 Reserved.

12.5 Force Majeure. Neither party will be liable for failure or delay in performance of its
obligations to the extent caused by circumstances beyond its reasonable control, including
acts of God, natural disasters, terrorism, riots, or war.

12.6 Subcontracting. Google may subcontract obligations under the Terms but will remain
liable to Customer for any subcontracted obligations.

12.7 No Agency. The Terms do not create any agency, partnership, or joint venture
between the parties.

12.8 No Waiver. Neither party will be treated as having waived any rights by not
exercising (or delaying the exercise of) any rights under the Terms.

12.9 Severability. If any part of the Terms is invalid, illegal, or unenforceable, the
rest of the Terms will remain in effect.

12.10 No Third-Party Beneficiaries. The Terms do not confer any rights or benefits to any
third party unless it expressly states that it does.




12.11 Equitable Relief. Nothing in the Terms will limit either party’s ability to
seek equitable relief.
12.12 Reserved.

12.13 Amendments. Except as specifically described otherwise in the Terms, any
amendment to the Terms

must be in writing, expressly state that it is amending the Terms, and be signed by both
parties.

12.14 Independent Development. Nothing in the Terms will be construed to limit or
restrict either party from independently developing, providing, or acquiring any
materials, services, products, programs, or technology that are similar to the subject of
the Terms, provided that the party does not breach its obligations under the Terms in
doing so.

12.15 Reserved.

12.16 Conflicting Terms. If there is a conflict among the documents that make up the
Terms, then the

documents will control in the following order: the applicable Order Form, the
applicable Services Schedule, the General Terms, and the URL Terms.

12.17 Reserved.

12.18 Reserved.

12.19 Reserved.

12.20 Headers. Headings and captions used in the Terms are for reference purposes
only and will not have any effect on the interpretation of the Terms.

13. Definitions.

“Affiliate” means any entity that directly or indirectly Controls, is Controlled by, or is under
common Control with a party.

“AUP” means Google’s acceptable use policy as defined in the applicable Services
Schedule.

“BAA” or “Business Associate Agreement” is an amendment to the Customer’s
Reseller Agreement or Distributor Agreement covering the handling of Protected
Health Information (as defined in HIPAA).

“Brand Features” means each party’s trade names, trademarks, logos, domain names,
and other distinctive brand features.

“Confidential Information” means information that one party or its Affiliate (“Disclosing
Party”) discloses to the other party (“Recipient”) under the Terms, and that is marked as
confidential or would normally be considered confidential information under the
circumstances, such as trade secrets or personally identifiable information. Customer
Data is Customer’s Confidential Information. Confidential Information does not include
information that is independently developed by the recipient, is shared with the recipient




by a third party without confidentiality obligations, or is or becomes public through no
fault of the recipient.

“Control” means control of greater than 50% of the voting rights or equity interests of a

party.

“Customer Application” has the meaning described in the Services Schedule.

“Customer Data” has the meaning described in the Services Schedule (if applicable).

“Customer Indemnified Materials” has the meaning described in the applicable Services
Schedule.

“Delegates” means the Recipient’'s employees, Affiliates, agents, or professional advisors.

“Distributor” means an entity authorized by Google to distribute the Services to a Reseller
for resale to federal, state, or local government entities of the United States (or
representatives of such entities).

“Distributor Agreement” means, if applicable, the separate agreement between Customer
and Distributor regarding the Services. The Distributor Agreement is independent of and
outside the scope of these Terms.

“Effective Date” means the date of the last party’s signature of the General Terms
(or other applicable ordering document that incorporates the General Terms).

“End User” or “Customer End User” means an individual that Customer
permits to use the Services or a Customer Application.

“Export Control Laws” means all applicable export and re-export control laws and
regulations, including (a) the Export Administration Regulations ("EAR”) maintained
by the U.S. Department of Commerce, (b) trade and economic sanctions maintained
by the U.S. Treasury Department’s Office of Foreign Assets Control, and (c) the
International Traffic in Arms Regulations (“ITAR™) maintained by the U.S.
Department of State.

“Fees” means the product of the amount of Services used or ordered by
Customer multiplied by the Prices, plus any applicable Taxes. Fees will be
described in the Customer’s Reseller Agreement or Distributor Agreement.

“Google Indemnified Materials” has the meaning described in the applicable Services
Schedule.

“High Risk Activities” means activities where the failure of the Services could lead
to death, serious personal injury, or severe environmental or property damage.

“HIPAA” means the Health Insurance Portability and Accountability Act of 1996
as it may be amended from time to time, and any regulations issued under it.

“including” means including but not limited to.
“Indemnified Liabilities” means any (a) settlement amounts approved by the

indemnifying party, and (b) damages and costs finally awarded against the
indemnified party and its Affiliates by a court of competent jurisdiction.



“Intellectual Property” or “IP” means anything protectable by an Intellectual Property Right.

“Intellectual Property Right(s)” means all patent rights, copyrights, trademark rights,
rights in trade secrets (if any), design rights, database rights, domain name rights,
moral rights, and any other intellectual property rights (registered or unregistered)
throughout the worid.

“Legal Process” means an information disclosure request made under law,
governmental regulation, court order, subpoena, warrant, governmental
regulatory or agency request, or other valid legal authority, legal procedure, or
similar process.

“Liability” means any liability, whether under contract, tort (including negligence),
or otherwise, regardless of whether foreseeable or contemplated by the parties.

“Notification Email Address” has the meaning described in the applicable Services
Schedule.

“Order Term” means the period of time starting on the Services Start Date for the
Services and continuing for the period indicated on the Order Form unless
terminated in accordance with the Agreement.

“Prices” has the meaning described in the applicable Reseller Agreement or Distributor
Agreement.

“Reseller Agreement” means the separate agreement between Customer and Reseller
regarding the Services. The Reseller Agreement is independent of and outside the scope
of these Terms.

“Reseller” means, if applicable, the authorized non-Affiliate third party reseller that sells
Google Services through a Distributor to Customer.
“Service Level Agreement” or “"SLA” has the meaning described

in the Services Schedule. “Services” has the meaning described

in the applicable Services Schedule.

“Services Schedule(s)” means a schedule to the Terms with terms that apply only to
the services and software (if applicable) described in that schedule.

“Services Start Date” means either the start date described in the Order Form or,
if none is specified in the Order Form; the date Google makes the Services
available to Customer.

“Software” has the meaning described in the Services Schedule (if applicable).

“Suspend” or “Suspension” means disabling access to or use of the Services or
components of the Services.

“Third-Party L egal Proceeding” means any formal legal proceeding filed by an
unaffiliated third party before a court or government tribunal (including any appeliate
proceeding).

“Trademark Guidelines” means Google’s Brand Terms and Conditions described at
https://www.google.com/permissions/irademark/brand-terms.htmi.




“URL” means a uniform resource locator address to a site on the internet.
“URL Terms” has the meaning described in the Services Schedule.
“Use Restrictions” means the restrictions in Section 2.3 (Use Restrictions) of these

General Terms and any additional restrictions on the use of Services described in a
section entitled “Additional Use Restrictions” in the applicable Services Schedule.




Google Cloud Master Terms
G Suite Services Schedule

This G Suite Services Schedule (the “Services Schedule”) supplements and is incorporated
by reference into the Google Cloud Master Terms. This Services Schedule applies solely to
the services described in this Services Schedule. Terms defined in the General Terms apply
to this Services Schedule.

1.

1.1

1.2

1.3

([

2.1

(Rod

3.1

3.2

>

4.1

Using the Services.

Admin Console. Google will provide Customer access to the Admin Console through
which Customer may manage its use of the Services. Customer may specify one or
more Administrators through the Admin Console who will have the right to access
Admin Accounts. Customer is responsible for (a) maintaining the confidentiality and
security of the End User Accounts and associated passwords and (b) any use of the
End User Accounts. Customer agrees that Google’s responsibilities do not extend to the
internal management or administration of the Services for Customer.

Additional Use Restrictions. Unless otherwise permitted in the G Suite Service Specific
Terms, Customer will not use, and will not allow End Users to use, the Services to place
or receive emergency services calls.

Requesting Additional End User Accounts During Order Term. Customer may purchase
additional End User Accounts during an Order Term by (a) executing an additional
Order Form reflecting the purchase with Google or (b) ordering End User Accounts via
the Admin Console. Such additional End User Accounts will have a pro-rated term
ending on the last day of the applicable Order Term.

Data Processing and Security.

Data Processing Amendment. The Data Processing Amendment is incorporated into
this Services Schedule once Customer accepts it in the Admin Console. If the
processing of Personal Data under the Terms is subject to the GDPR, then Customer
will accept the Data Processing Amendment in the Admin Console.

Additional Payment Terms.

Usage and Invoicing. Customer will pay all Fees for the Services and such payment will
be made pursuant to the Reseller Agreement or Distributor Agreement. Google’s
measurement tools will be used to determine Customer’s usage of the Services. Unless
otherwise provided in an Order Form or required by law, Fees for Services are
nonrefundable.

Reserved.

Updates to Services and Terms.

Changes to Services.

(a) Limitations on Changes. Google may update the Services, provided the updates
do not result in a material reduction of the performance or security of the Services.
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4.3
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7.1

7.2

(b) Discontinuance. Google will notify Customer at least 12 months before
discontinuing any Core Service (or associated material functionality), and at least
36 months for any Key Service (or associated material functionality), in each case
unless Google replaces such discontinued Service or functionality with a materially
similar Service or functionality.

(c) Support. Google will continue to provide product and security updates, and
Technical Support Services, until the conclusion of the applicable notice period
under subsection (b) (Discontinuance).

Changes to Terms. Google may update the URL Terms, provided the updates do not (a)
result in a material degradation of the overall security of the Services, (b) expand the
scope of or remove any restrictions on Google’s processing of Customer Data as
described in the Data Processing Amendment, or (c) have a material adverse impact on
Customer’s rights under the URL Terms. Google will notify Customer of any material
updates to URL Terms.

Permitted Changes. Sections 4.1 (Changes to Services) and 4.2 (Changes to Terms)
do not limit Google’s ability to make changes required to comply with applicabie law or
address a material security risk, or that are applicable to new or pre-general availability
Services or functionality.

Temporary Suspension.

Services Suspension. Google may Suspend Services if (a) necessary to comply with
law or protect the Services or Google’s infrastructure supporting the Services or (b)
Customer or any End User’s use of the Services does not comply with the AUP, and it
is not cured following notice from Google. For Suspensions of End User Accounts,
Google will provide Customer's Administrator the ability to restore End User Accounts in
certain circumstances.

Limitations on Services Suspensions. If Google Suspends Services, then (a) Google
will provide Customer notice of the cause for Suspension without undue delay, to the
extent legally permitted, and (b) the Suspension will be to the minimum extent and for
the shortest duration required to resolve the cause for Suspension.

Technical Support. Google will provide G Suite Technical Support Services to
Customer during the Order Term in accordance with the G Suite Technical Support
Services Guidelines.

Additional Customer Responsibilities.

Customer Domain Name Ownership. Customer is responsible for obtaining and
maintaining any rights necessary for Customer’s and Google’s use of the Customer
Domain Names under the Terms. Before providing the Services, Google may require
that Customer verify that Customer owns or controls the Customer Domain Names. If
Customer does not own or control the Customer Domain Names, then Google will have
no obligation to provide the Services to Customer.

Abuse Monitoring. Customer is solely responsible for monitoring, responding to,
and otherwise processing emails sent to the “abuse” and “postmaster” aliases for




Customer Domain Names, but Google may monitor emails sent to these aliases to
allow Google to identify Services abuse.

1

Using Brand Features Within the Services. Google will display only those Customer
Brand Features that Customer authorizes Google to display by uploading them into the
Services. Google will display those Customer Brand Features within designated areas
of the web pages displaying the Services to End Users. Customer may specify the
nature of this use in the Admin Console. Google may also display Google Brand
Features on such web pages to indicate that the Services are provided by Google.

|©

Additional Products. Google makes optional Additional Products available to
Customer and its End Users. Customer’s use of Additional Products is subject to the
Additional Product Terms.

10. Reseller Orders. This Section 10 (Reseller Orders) applies if Customer orders the
Services from a Reseller under a Reseller Agreement.

10.1 Orders. If Customer orders Services from Reseller, then (a) fees for the Services will be set
between Customer and Reseller, and any payments will be made directly to Reseller
under the Reseller Agreement; (b) RESERVED; (c) Customer will receive applicable
SLA credits (if any) from Reseller; (d) Google may share Customer Confidential
Information with Reseller as a Delegate subject to General Terms Section 5.1 (Use and
Disclosure of Confidential Information); and (e) Customer may request additional End
User Accounts during the Order Term by contacting Reseller.

10.2 Reseller as Administrator. At Customer’s discretion, Reseller may access Customer's
Account or Customer’s End User Accounts. As between Google and Customer,
Customer is solely responsible for (a) any access by Reseller to Customer’s Account or
Customer’s End User Accounts and (b) defining in the Reseller Agreement any rights or
obligations as between Reseller and Customer with respect to the Services.

10.3 Reseller Verification of Domain Names. Reseller may verify that Customer owns or
controls the Customer Domain Names. If Customer does not own or control the
Customer Domain Names, then Google will have no obligation to provide the
Services to Customer.

10.4 Reseller Technical Support. Customer acknowledges and agrees that Reseller may
disclose End User Personal Data to Google as reasonably required in order for Reseller
to handle any support issues that Customer escalates to or via Reseller.

11.  Termination of Previous Agreements. If Google and Customer have previously
entered into a G Suite Agreement, then that agreement will terminate on the Services
Start Date, and the Agreement will govern the provision and use of the Services going
forward.

12. Additional Definitions.

“Additional Products” means products, services, and applications that are not part of
the Services but may be accessible for use in conjunction with the Services.

“Additional Product Terms” means the then-current terms at
https://gsuite.qoogle.com/intl/en/terms/additional services.html.




“Admin Account” means a type of End User Account that Customer (or Reseller, if
applicable) may use to administer the Services.

“Admin Console” means the online console(s) and tool(s) provided by Google to
Customer for administering (a) the Services under this Services Schedule and (b) the
services set out in a Complementary Product Services Summary (if applicable).

“Administrator” means Customer-designated personnel who administer the Services
to End Users on Customer’s behalf, and have the ability to access Customer End
User Accounts. Such access includes the ability to access, monitor, use, modify,
withhold, or disclose any data available to End Users associated with their End User
Accounts.

“AUP” means the then-current acceptable use policy for the Services described at
https://cloud.google.com/terms/aup/.

“Complementary Product Services Summary” has the meaning given in the Data
Processing Amendment.

“Core Services” means the then-current “Core Services for G Suite” as described in the
Services Summary at htips://gsuite.google.com/terms/user features.html.

“Customer Data” means data submitted, stored, sent, or received via the Services
by Customer or its End Users.

“Customer Domain Name” means a domain name specified in the Order Form to be
used in connection with the Services.

“Customer Materials” means Customer Data and Customer Brand Features.

“Data Processing Amendment” means the then-current terms describing data protection
and processing obligations with respect to Customer Data, as described at
https://gsuite.qoogle.com/terms/dpa_terms.html.

“End User Account” means a Google-hosted account established by Customer through
the Services for an End User to use the Services.

“GDPR” has the meaning given to it in the Data Processing Amendment.

“Google Indemnified Materials” means Google’s technology used to provide the
Services and Gocgle’s Brand Features.

“G Suite Service Specific Terms” means the then-current terms specific to one or
more Services described at https://gsuite.google.com/terms/service-terms/.

“G Suite Technical Support Services” or “TSS” means the technical support service
provided by Google to Customer under the G Suite Technical Support Services
Guidelines.

“G Suite Technical Support Services Guidelines” or “TSS Guidelines” means the then-
current G Suite support service guidelines described at
https://gsuite.gooale.com/terms/tssq.html.




“Key Services” means Gmail, Google Calendar, Google Docs, Google Sheets,
Google Slides, Google Drive, Hangouts Chat, Hangouts Meet, and Google Forms.

“Notification Email Address” means the email address(es) designated by Customer in
the Admin Console.

“Other Services” means the then-current “Other Services for G Suite” as described in the
Services Summary at https://gsuite.google.com/terms/user_features.htmi,

“Personal Data” has the meaning given to it in the Data Processing Amendment.

“Prices” means (a) for orders from a Reseller, the applicable prices agreed in the
Reseller Agreement, otherwise (b) the applicable prices described at

https://gsuite.qoogle.com/pricing.html, unless otherwise agreed in an Order Form or
amendment to this Services Schedule.

“Reseller” means, if applicable, the authorized unaffiliated third-party reseller
that sells the Services to Customer.

“Reseller Agreement” means, if applicable, the separate agreement between Customer
and Reseller regarding the Services. The Reseller Agreement is independent of and
outside the scope of the Agreement.

“Services” means the then-current Core Services and Other Services described at
https://gsuite.google.com/terms/user_features.html.

“SLA” means the then-current service level agreement described at
https://gsuite.qoogle.com/terms/sla.html.

“URL Terms” means the AUP, G Suite Data Processing Amendment, G Suite Service
Specific Terms, G Suite Technical Support Services Guidelines, and SLAs.



Google Cloud Master Terms
Implementation Services Schedule

This Implementation Services Schedule (the “Services Schedule”) supplements and is
incorporated by reference into the Google Cloud Master Terms. This Services Schedule applies
to implementation and advisory services described in this Services Schedule that are designed
to help Customer use Google products and services. Terms defined in the General Terms apply
to this Services Schedule.

1.
1.1

1.2

1.3

1.4

1.5

2.2

Services.

Provision of Services. Google will provide Services, including Deliverables, to Customer,
subject to Customer fulfilling its obligations under Section 2.1 (Cooperation).

Training Services. Customer may order Training Services for use in connection with the
Services. Training Services are subject to the Training Terms.

Invoices and Payment. Customer will pay all Fees for Services ordered under this
Services Schedule. Fees for some Services may be non-cancellable, as specified in the
Order Form.

Personnel. Google will determine which Personnel will perform the Services. If Customer
requests a change of Personnel and provides a reasonable and legal basis for such
request, then Google will use commercially reasonable efforts to replace the assigned
Personnel with alternative Personnel.

Compliance with Customer's Onsite Policies and Procedures. Google Personnel
performing Services at Customer’s facilities will comply with Customer’s reasonable
onsite policies and procedures made known to Google in writing in advance.

Customer Obligations.

Cooperation. Time will not be of the essence in performing the Implementation Services.
Customer will provide reasonable and timely cooperation in connection with Google’s
provision of the Services and delivery of the Deliverables. Google will not be liable for a
delay caused by Customer’s failure to provide Google with the information, materials,
consents, or access to Customer facilities, networks, or systems required for Google to
perform the Services. If Reseller or Distributor informs Customer of such failure and
Customer does not cure the failure within 30 days, then (a) Reseller or Distributor may
terminate any incomplete Services and (b) Customer will pay actual costs incurred by
Reseller or Distributor for the cancelled Services.

No Personal Data. Customer acknowledges that Google does not need to process
Personal Data to perform the Services. Customer will not provide Google with access to
Personal Data unless the parties have agreed in a separate agreement on the scope of
work and any terms applicable to Google’s processing of such Personal Data.

Payments. If Customer orders Professional Services from a Partner: (a) Customer will
pay Partner for the Professional Services; (b) all payment terms are to be decided upon
between Customer and Partner; (c) there will not be an Ordering Document between
Google and Customer; (d) Google will provide to Partner any refunds or credits that may
be due to Customer; and (e) any obligation on the part of Partner to provide any such
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refunds or credits to Customer will depend on the terms decided upon between
Customer and Partner.

Intellectual Property.

Background IP. Customer owns all rights, title, and interest in Customer’s Background
IP. Google owns all rights, title, and interest in Google’s Background IP. Customer
grants Google a license to use Customer’s Background IP to perform the Services (with
a right to sublicense to Google Affiliates and subcontractors). Except for the license
rights under Sections 4.2 (Google Technology) and 4.3 (Deliverables), neither party will
acquire any right, titie, or interest in the other party’s Background IP under this Services
Schedule.

Google Technology. Google owns all rights, title, and interest in Google Technology. To
the extent Google Technology is incorporated into Deliverables, Google grants
Customer a limited, worldwide, non-exclusive, perpetual, non-transferable license (with
the right to sublicense to Affiliates) to use the Google Technology in connection with the
Deliverables for Customer’s internal business purposes. This Services Schedule does
not grant Customer any right to use materials, products, or services that are made
available to Google customers under a separate agreement, license, or Services
Schedule.

Deliverables. Google grants Customer a limited, worldwide, non-exclusive, perpetual,
fully-paid, non-transferable license (with the right to sublicense to Affiliates) to use,
reproduce, and modify the Deliverables for Customer’s internal business purposes.

Warranties and Remedies.

Google Warranty. Google will perform the Services in a professional and workmanlike
manner, in accordance with practices used by other service providers performing
services similar to the Services. Google will use Personnel with requisite skills,
experience, and qualifications to perform the Services.

Remedies. Google’s entire liability and Customer’s sole remedy for Google’s failure to
provide Implementation Services or Deliverables that conform with Section 5.1 (Google
Warranty) will be for Google to, at its option, (a) use commercially reasonable efforts to
re-perform the Services or (b) terminate the Order Form and refund any applicable Fees
received for the nonconforming Services. Any claim that Google has breached the
warranty as described in Section 5.1 (Google Warranty) must be made within 30 days
after Google has performed the Services.

Disclaimers. TO THE FULLEST EXTENT PERMITTED BY APPLICABLE LAW,
EXCEPT AS EXPRESSLY PROVIDED FOR IN THIS SECTION 5, GOOGLE
DISCLAIMS ALL WARRANTIES OF ANY KIND, WHETHER EXPRESS, IMPLIED,
STATUTORY OR OTHERWISE, INCLUDING WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR USE AND NONINFRINGEMENT. GOOGLE MAKES
NO REPRESENTATIONS ABOUT ANY GOOGLE PRODUCTS OR ANY CONTENT OR
INFORMATION MADE ACCESSIBLE OR AVAILABLE BY OR THROUGH THE
PROFESSIONAL SERVICES.



6.2

10.

1.

Indemnification.

Indemnification Exclusions. General Terms Sections 9.1 (Google Indemnification
Obligations) will not apply to the extent the underlying allegation arises from (a)
modifications to the Google Indemnified Materials or Customer Materials (as applicable)
by anyone other than Google or (b) compliance with Customer’s instructions, design, or
request for customized features.

Infringement Remedies. The remedies described in General Terms Section 9.5
(Remedies) also apply to Deliverables.

Effects of Termination. If this Services Schedule or an Order Form under this Services

Schedule between Customer and Partner expires or terminates, then:

(a) Effect on Services. The rights under the Terms granted by one party to the other
regarding the Services will cease immediately except as described in this Section 7
(Effects of Termination), and Google will stop work on the Services.

(b) Reserved.

(c) Survival. The following Sections of this Schedule will survive expiration or termination
of this Services Schedule: 4 (Intellectual Property), 6 (Indemnification), 7 (Effects of
Termination), and 11 (Additional Definitions).

Reserved.

Reserved.

Miscellane
ous.

10.1 Independent Development. Nothing in the Terms of Service will be construed to
limit

or restrict either party from independently developing, providing, or acquiring any
materials, services, products, programs or technology that are similar to the subject of
the Terms of Service t, provided that the party does not violate its obligations under the
Terms of Service.

10.2 No Third-Party Beneficiaries. The Terms of Service do not confer any benefits on
any
third party unless it expressly states that it does.

10.3 Interpretation of Conflicting Terms. Unless stated otherwise in the applicable
Ordering Document, if there is a conflict between any term of the Terms of Service and a
term of an Ordering Document, the Terms of Service will govern.

Additional Definitions.

“Background IP” means all Intellectual Property Rights owned or licensed by a party (a) before
the Effective Date of the applicable Order Form or (b) independent of the Services.



“Customer Indemnified Materials” means (a) Customer Background IP and any other
information, materials, or technology provided to Google by Customer in connection with the
Services (in each case, excluding any open source software) and (b) Customer’s Brand
Features. Customer Indemnified Materials do not include Google Technology or Deliverables.

“Deliverables” means work product created specifically for Customer by Google Personnel as
part of the Services and specified as Deliverables in an Order Form.

“Google Indemnified Materials” means (a) Deliverables and Google Technology (in each case,
excluding any open source software) or (b) Google’s Brand Features. Google Indemnified
Materials do not include Customer Background IP.

“Google Technology” means (a) Google Background IP; (b) all Intellectual Property and know-
how applicable to Google products and services; and (c) tools, code, algorithms, modules,
materials, documentation, reports, and technology developed in connection with the Services
that have general application to Google’s other customers, including derivatives of and
improvements to Google’s Background IP. Google Technology does not include Customer
Background IP or Customer Confidential Information.

“Notification Email Address™ means the email address(es) designated by Customer in the
applicable Order Form.

“Order Form™ means an order form issued by Reseller and/or Distributor and executed by
Customer and Google specifying the Services Google will provide to Customer under this
Services Schedule.

“Personal Data” means personal data that (a) has the meaning given to it in the General Data
Protection Regulation (EU) 2016/679 of the European Parliament and of the Council of April 27,
2016 (“GDPR”) and (b) would cause Google to be subject to GDPR as a data processor for
Customer.

“Personnel” means a party’s and its Affiliates’ respective directors, officers, employees, agents,
and subcontractors.

“Prices” means the amounts agreed to in an Order Form under this Services Schedule.

“Services” means the then-current advisory and implementation services described at
https://g.co/cloudpsoterms and similar advisory or implementation services designed to help
Customer use Google products and services. Services do not include Training Services.

“Training Services” means education and certification services related to Google products and
services for individual users, as more fully described in an applicable Order Form. Training
Services do not include Deliverables.

“Training Terms” means the then-current terms applicable to Training Services described at
https://enterprise.qooale.com/terms/training-services.html.




Attachment A: URL Terms (current versions as of 9/11/20)

Google Cloud Platform Acceptable Use
Policy

Last modified: December 16, 2015 | Previous Versions
Use of the Services is subject to this Acceptable Use Policy.

Capitalized terms have the meaning stated in the applicable agreement between

Customer and Google.
Customer agrees not to, and not to allow third parties to use the Services:

¢ to violate, or encourage the violation of, the legal rights of others (for example,
this may include allowing Customer End Users to infringe or misappropriate the
intellectual property rights of others in violation of the Digital Millennium
Copyright Act);

e o engage in, promote or encourage illegal activity;,

o for any unlawful, invasive, infringing, defamatory or fraudulent purpose (for
example, this may include phishing, creating a pyramid scheme or mirroring a
website);

o to intentionally distribute viruses, worms, Trojan horses, corrupted files, hoaxes,
or other items of a destructive or deceptive nature;

» to interfere with the use of the Services, or the equipment used to provide the
Services, by customers, authorized fesellers, or other authorized users;

e to disable, interfere with or circumvent any aspect of the Services;

e to generate, distribute, publish or facilitate unsolicited mass email, promotions,

advertisings or other solicitations (“spam”); or



e to use the Services, or any interfaces provided with the Services, to access any
other Google product or service in a manner that violates the terms of service of

such other Google product or service.



Data Processing Amendment to G
Suite and/or Complementary
Product Agreement

(Version 2.3)

The customer agreeing to these terms (“Customer”), and Google LLC, Google Ireland Limited,
Google Asia Pacific Pte. Ltd., or any other entity that directly or indirectly controls, is controlled by, or
is under common control with Google LLC (as applicable, “Google”), have entered into one or more
G Suite Agreement(s) (as defined below) and/or Complementary Product Agreements(s) (as defined

below) (each, as amended from time to time, an "Aareement”).

e 1. Commencement.
o This Data Processing Amendment to G Suite and/or Complementary

Product Agreement including its appendices (the “Data Processing

Amendment”) will be effective and replace any previously applicable
data processing and security terms as from the Amendment Effective
Date (as defined below).

o This Data Processing Amendment supplements the applicable
Agreement. Where that Agreement was entered into offline with Google
Ireland Limited, this Data Processing Amendment supersedes the
“Privacy” Clause in the Agreement (if applicable).

e 2. Definitions

o 2.1 Capitalized terms defined in the applicable Agreement apply to this

Data Processing Amendment. In addition, in this Data Processing

Amendment:

m “Additional Products” means products, services and

applications that are not part of the Services but that may
be accessible, via the Admin Console or otherwise, for

use with the Services.



“Additional Security Controls” means security resources,

features, functionality and/or controls that Customer may
use at its option and/or as it determines, including the
Admin Console, encryption, logging and monitoring,
identity and access management, security scanning, and
firewalls.

“Advertising” means online advertisements displayed by
Google to End Users, excluding any advertisements
Customer expressly chooses to have Google or any of its
Affiliates display in connection with the Services under a
separate agreement (for example, Google AdSense
advertisements implemented by Customer on a website
created by Customer using any Google Sites functionality
within the Services).

“Affiliate” means any entity controlling, controlled by, or
under common control with a party, where “control” is
defined as: (a) the ownership of at least fifty percent
(50%) of the equity or beneficial interests of the entity; (b)
the right to vote for or appoint a majority of the board of
directors or other governing body of the entity; or (c) the
power to exercise a controlling influence over the
management or policies of the entity.

“Agreed Liability Cap” means the maximum monetary or
payment-based amount at which a party’s liability is
capped under the applicable Agreement.

“Alternative Transfer Solution” means a solution, other

than the Model Contract Clauses, that enables the lawful
transfer of personal data to a third country in accordance
with European Data Protection Law.

"Amendment Effective Date” means the date on which
Customer accepted, or the parties otherwise agreed to,
this Data Processing Amendment.

“Audited Services” means:




m a. those G Suite Core Services indicated
as being in-scope for the relevant
certification or report at
https://cloud.google.com/security/complian
ce/services-in-scope/, provided that
Google may only remove a G Suite Core
Service from such URL by discontinuing
that Service in accordance with the
applicable Agreement; and

= b. all other Services, unless the G Suite
Services Summary or Complementary
Product Services Summary indicates
otherwise or the parties expressly agree
otherwise in writing.

“Complementary Product Agreement” means: a Cloud

ldentity Agreement or other agreement under which
Google agrees to provide identity services as such to
Customer; Hire Agreement; or other agreement that
incorporates this Data Processing Amendment by
reference or states that it will apply if accepted by
Customer.

“Complementary Product Services Summary” means the

then-current description of the services provided under a
Complementary Product Agreement, as set out in the
applicable Agreement.

“Customer Data” means data submitted, stored, sent or
received via the Services by Customer or End Users.

“Customer Personal Data” means the personal data

contained within the Customer Data.
“Data incident” means a breach of Google's security
leading to the accidental or unlawful destruction, loss,

alteration, unauthorized disclosure of, or access to,



Customer Data on systems managed by or otherwise
controlled by Google.

“EEA” means the European Economic Area.

“Eull Activation Date” means: (a) if this Data Processing
Amendment is automatically incorporated into the
applicable Agreement, the Amendment Effective Date: or
(b) if Customer accepted or the parties otherwise agreed
to this Data Processing Amendment, the eighth day after
the Amendment Effective Date.

“EU GDPR” means Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016
on the protection of natural persons with regard to the
processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC.

“European Data Protection Law” means, as applicable:

(a) the GDPR; and/or (b) the Federal Data Protection Act
of 19 June 1992 (Switzerland).

“European or National Law" means, as applicable: (a) EU
or EU Member State law (if the EU GDPR applies to the
processing of Customer Personal Data); and/or (b) the
law of the UK or a part of the UK (if the UK GDPR
applies to the processing of Customer Personal Data).
“GDPR" means, as applicable: (a) the EU GDPR; and/or
(b) the UK GDPR.

“Gooale’s Third Party Auditor” means a
Google-appointed, qualified and independent third party

auditor, whose then-current identity Google will disclose
to Customer.

“G Suite Agreement” means a G Suite Agreement; a G

Suite for Education Agreement; a Google Cloud Master
Agreement with G Suite Services Schedule; or any other

agreement under which Google agrees to provide any



services described in the G Suite Services Summary to
Customer.

“G _Suite Services Summary” means the then-current

description of the G Suite services (including related
editions), as set out at
https://gsuite.google.com/terms/user_features.html (as
may be updated by Google from time to time in
accordance with the G Suite Agreement).

“Mode! Contract Clauses” or “MCCs” mean standard data
protection clauses for the transfer of personal data to
processors established in third countries which do not
ensure an adequate level of data protection, as
described in Article 46 of the EU GDPR and set out at
hitps://gsuite.google.com/terms/mcc_terms.himl.

“Non-European Data Protection Law” means data

protection or privacy laws in force outside the EEA,
Switzerland and the UK.

“Notification Email Address” means the email

address(es) designated by Customer in the Admin
Console, or in the Order Form or Ordering Document (as
applicable), to receive certain notifications from Google.
Customer is responsible for using the Admin Console to
ensure that its Notification Email Address remains
current and valid.

“Security Documentation” means all documents and

information made available by Google under Section
7.5.1 (Reviews of Security Documentation).

“Security Measures” has the meaning given in Section

7.1.1 (Google’s Security Measures).

“Service Specific Terms” has the meaning given in the G

Suite Agreement or Complementary Product Agreement,
as applicable, or, if Customer’s G Suite Agreement does

not define “Service Specific Terms”, means the



then-current terms specific to one or more Core Services
for G Suite set out at
https://gsuite.google.com/terms/service-terms/.

m  “Services” means the following services, as applicable:

m a. the Core Services for G Suite, as
described in the G Suite Services
Summary;

m b. the Other Services for G Suite, as
described in the G Suite Services
Summary; and/or

m C. the services described in the
Complementary Product Services
Summary.

m “Subprocessor” means a third party authorized as
another processor under this Data Processing
Amendment to have logical access to and process
Customer Data in order to provide parts of the Services
and TSS.

= “Supervisory Authority” means, as applicable: (a) a

“supervisory authority” as defined in the EU GDPR;
and/or (b) the “Commissioner” as defined in the UK
GDPR.

m “Term” means the period from the Amendment Effective
Date until the end of Google's provision of the Services
under the applicable Agreement, including, if applicable,
any period during which provision of the Services may be
suspended and any post-termination period during which
Google may continue providing the Services for
transitional purposes.

m “UK GDPR” means the EU GDPR as amended and
incorporated into UK law under the UK European Union
(Withdrawal) Act 2018, if in force.



LT

o 2.2. The terms “personal data”, “data subject’, “processing”, “controller”
and “processor” as used in this Data Processing Amendment have the
meanings given in the GDPR, irrespective of whether European Data
Protection Law or Non-European Data Protection Law applies.

e 3. Duration. This Data Processing Amendment will, notwithstanding expiry of the
Term, remain in effect until, and automatically expire upon, deletion of all Customer
Data by Google as described in this Data Processing Amendment.

e 4. Scope of Data Protection Law.

o 4.1 Application of European Law. The parties acknowledge that

European Data Protection Law will apply to the processing of Customer
Personal Data if, for example:

m a. the processing is carried out in the context of the
activities of an establishment of Customer in the territory
of the EEA or the UK; and/or

= b. the Customer Personal Data is personal data relating
to data subjects who are in the EEA or the UK and the
processing relates to the offering to them of goods or
services in the EEA or the UK, or the monitoring of their
behaviour in the EEA or the UK.

o 4.2 Application of Non-European Law. The parties acknowledge that

Non-European Data Protection Law may also apply to the processing of
Customer Personal Data.

o 4.3 Application of Data Processing Amendment. Except to the extent

this Data Processing Amendment states otherwise, the terms of this
Data Processing Amendment will apply irrespective of whether
European Data Protection Law or Non-European Data Protection Law
applies to the processing of Customer Personal Data.

e 5. Processing of Data.

o 5.1 Roles and Regulatory Compliance; Authorization.

e 5.1.1. Processor and Controller Responsibilities. If

European Data Protection Law applies to the processing

of Customer Personal Data:



m a. the subject matter and details of the
processing are described in Appendix 1;

m b. Google is a processor of that Customer
Personal Data under European Data
Protection Law;

= c. Customer is a controller or processor,
as applicable, of that Customer Personal
Data under European Data Protection
Law; and

m d. each party will comply with the
obligations applicable to it under European
Data Protection Law with respect to the
processing of that Customer Personal
Data.

5.1.2. Authorization by Third Party Controlier. If

European Data Protection Law applies to the processing
of Customer Personal Data and Customer is a processor,
Customer warrants that its instructions and actions with
respect to that Customer Personal Data, including its
appointment of Google as another processor, have been
authorized by the relevant controller.

5.1.3. Responsibilities under Non-European Law. If

Non-European Data Protection Law appilies to either
party’s processing of Customer Personal Data, the
relevant party will comply with any obligations applicable
to it under that law with respect to the processing of that

Customer Personal Data.

o 5.2 Scope of Processina.

5.2.1 Customer's Instructions. Customer instructs Google
to process Customer Personal Data only in accordance
with applicable law: (a) to provide the Services and TSS:
(b) as further specified via Customer’s and End Users’

use of the Services (including the Admin Console and



o

other functionality of the Services) and TSS; (c) as
documented in the form of the applicable Agreement,
including this Data Processing Amendment; and (d) as
further documented in any other written instructions given
by Customer and acknowledged by Google as
constituting instructions for purposes of this Data
Processing Amendment.

® 5.2.2 Google’'s Compliance with Instructions. As from the

Full Activation Date (at the latest), Google will comply
with the instructions described in Section 5.2.1
(Customer's Instructions) (including with regard to data
transfers) unless European or National Law to which
Google is subject requires other processing of Customer
Personal Data by Google, in which case Google will
notify Customer (unless that law prohibits Google from
doing so on important grounds of public interest) before
such other processing. For clarity, Google will not
process Customer Personal Data for Advertising
purposes or serve Advertising in the Services.

5.3. Additional Products. If Google at its option makes any Additional

Products available to Customer in accordance with the Additional
Product Terms, and if Customer opts to install or use those Additional
Products, the Services may allow those Additional Products to access
Customer Personal Data as required for the interoperation of the
Additional Products with the Services. For clarity, this Data Processing
Amendment does not apply to the processing of personal data in
connection with the provision of any Additioral Products installed or
used by Customer, including personal data transmitted to or from such
Additional Products. Customer may use the functionality of the Services
to enable or disable Additional Products, and is not required to use

Additional Products in order to use the Services.

6. Data Deletion



o 6.1 Deletion During Term. Google will enable Customer and End Users
to delete Customer Data during the applicable Term in a manner
consistent with the functionality of the Services. If Customer or an End
User uses the Services to delete any Customer Data during the
applicable Term and that Customer Data cannot be recovered by
Customer or an End User (such as from the “trash™), this use will
constitute an instruction to Google to delete the relevant Customer Data
from Google’s systems in accordance with applicable law. Google will
comply with this instruction as soon as reasonably practicable and
within a maximum period of 180 days, unless European or National Law
requires storage.

o 6.2 Deletion on Term Expiry. Subject to Section 6.3 (Deferred Deletion
Instruction), on expiry of the applicable Term, Customer instructs
Google to delete all Customer Data (including existing copies) from
Google's systems in accordance with applicable law. Google will
comply with this instruction as soon as reasonably practicable and
within a maximum period of 180 days, unless European or National Law
requires storage. Without prejudice to Section 9.1 (Access;
Rectification; Restricted Processing; Portability), Customer is
responsible for exporting, before the applicable Term expires, any
Customer Data it wishes to retain.

o 6.3 Deferred Deletion Instruction. To the extent any Customer Data
covered by the deletion instruction described in Section 6.2 (Deletion on
Term Expiry) is also processed, when the applicable Term under
Section 6.2 expires, in relation to an Agreement with a continuing Term,
such deletion instruction will only take effect with respect to such
Customer Data when the continuing Term expires. For clarity, this Data
Processing Amendment will continue to apply to such Customer Data
until its deletion by Google.

e 7.Data Security.
o 7.1 Google’s Security Measures. Controls and Assistance.

= 7.1.1 Google's Security Measures. Google will implement
and maintain technical and organizational measures to



protect Customer Data against accidental or uniawful
destruction, loss, alteration, unauthorized disclosure or
access as described in Appendix 2 (the “Security
Measures”). The Security Measures include measures to
encrypt personal data; to help ensure ongoing
confidentiality, integrity, availability and resilience of
Google’s systems and services; to help restore timely
access to personal data following an incident; and for
regular testing of effectiveness. Google may update the
Security Measures from time to time provided that such
updates do not result in the degradation of the overall
security of the Services.

7.1.2 Security Compliance by Google Staff. Google will:
(a) take appropriate steps to ensure compliance with the
Security Measures by its employees, contractors and
Subprocessors to the extent applicable to their scope of
performance, and (b) ensure that all persons authorized
to process Customer Personal Data are under an
obligation of confidentiality.

7.1.3 Additional Security Controls. Google will make

Additional Security Controls available to: (a) aliow
Customer to take steps to secure Customer Data; and (b)
provide Customer with information about securing,
accessing and using Customer Data.

7.1.4 Gooale’s Security Assistance. Google will (taking

into account the nature of the processing of Customer
Personal Data and the information available to Google)
assist Customer in ensuring compliance with its
obligations pursuant to Articles 32 to 34 of the GDPR, by:
= a. implementing and maintaining the
Security Measures in accordance with
Section 7.1.1 (Google’s Security

Measures);



= b. making Additional Security Controls
available to Customer in accordance with
Section 7.1.3 (Additional Security
Controls);

= c. complying with the terms of Section 7.2
(Data Incidents);

= d. providing Customer with the Security
Documentation in accordance with Section
7.5.1 (Reviews of Security Documentation)
and the information contained in the
applicable Agreement including this Data
Processing Amendment; and

m e. if subsections (a)-(d) above are
insufficient for Customer to comply with
such obligations, upon Customer’s
request, providing additional reasonable
assistance.

o 7.2 Data Incidents

= 7.2.1 Incident Notification. Google will notify Customer
promptly and without undue delay after becoming aware
of a Data Incident, and promptly take reasonable steps to
minimize harm and secure Customer Data.

m 7.2.2 Details of Data Incident. Google's notification of a
Data Incident will describe, to the extent possible, the
nature of the Data Incident, the measures taken to
mitigate the potential risks and the measures Google
recommends Customer take to address the Data
Incident.

m 7.2.3 Delivery of Notification. Notification(s) of any Data
Incident(s) will be delivered to the Notification Email
Address or, at Google’s discretion, by direct
communication (for example, by phone call or an

in-person meeting).



m 7.2.4 No Assessment of Customer Data by Google.

Google has no obligation to assess Customer Data in
order to identify information subject to any specific legal
requirements.

m 7.2.5 No Acknowledgement of Fauit by Google. Google’s

notification of or response to a Data Incident under this
Section 7.2 (Data Incidents) will not be construed as an
acknowledgement by Google of any fault or liability with
respect to the Data Incident.

o 7.3. Customer's Security Responsibilities and Assessment.

m 7.3.1 Customer's Security Responsibilities. Without

prejudice to Google’s obligations under Sections 7.1
{Google’s Security Measures, Controls and Assistance)
and 7.2 (Data Incidents), and elsewhere in the applicable
Agreement, Customer is responsible for its use of the
Services and its storage of any copies of Customer Data
outside Google’'s or Google’s Subprocessors’ systems,
including:
m a. using the Services and Additional
Security Controls to ensure a level of
security appropriate to the risk in respect
of the Customer Data;
m b. securing the account authentication
credentials, systems and devices
Customer uses to access the Services;
and
m c. retaining-copies of its Customer Data as
appropriate.

m 7.3.2 Customer’s Security Assessment. Customer

agrees, based on its current and intended use of the
Services, that the Services, Security Measures,
Additional Security Controls and Google's commitments

under this Section 7 (Data Security): (a) meet Customer’s



needs, including with respect to any security obligations
of Customer under European Data Protection Law and/or
Non-European Data Protection Law, as applicable, and
(b) provide a level of security appropriate to the risk in

respect of the Customer Data.

o 7.4 Compliance Certifications and SOC Reports. Google will maintain at

least the following for the Audited Services in order to evaluate the

continued effectiveness of the Security Measures:

a. certificates for ISO 27001, 1ISO 27017 and ISO 27018,
and

b. SOC 2 and SOC 3 reports produced by Google’s Third
Party Auditor and updated annually based on an audit
performed at least once every 12 months (the “SOC
Reports”). Google may add standards at any time.
Google may replace a SOC Report with an equivalent or

enhanced alternative.

o 7.5 Reviews and Audits of Compliance

7.5.1 Reviews of Security Documentation. Google will
make the SOC Reports available for review by Customer
to demonstrate compliance by Google with its obligations
under this Data Processing Amendment.

7.5.2 Customer’s Audit Rights.

m a. If European Data Protection Law
applies to the processing of Customer
Personal Data, Google will allow Customer
or an independent auditor appointed by
Customer to conduct audits (including
inspections) to verify Google’'s compliance
with its obligations under this Data
Processing Amendment in accordance
with Section 7.5.3 (Additional Business
Terms for Reviews and Audits). Google

will contribute to such audits as described



in Section 7.4 (Compliance Certifications
and SOC Reports) and this Section 7.5
(Reviews and Audits of Compliance).

b. If Customer has entered into the Model
Contract Clauses as described in Section
10.2 (Transfers of Data), Google will, allow
Customer or an independent auditor
appointed by Customer to conduct audits
as described in the Model Contract
Clauses in accordance with Section 7.5.3
(Additional Business Terms for Reviews
and Audits).

¢. Customer may conduct an audit to verify
Google’s compliance with its obligations
under this Data Processing Amendment
by reviewing the Security Documentation
(which reflects the outcome of audits
conducted by Google’s Third Party
Auditor).

m 7.5.3 Additional Business Terms for Reviews and Audits.

a. Customer must send any requests for
reviews of the SOC 2 report under Section
7.5.1 or audits under Section 7.5.2(a) or
7.5.2(b) to Google’s Cloud Data Protection
Team as described in Section 12 (Cloud
Data Protection Team; Processing
Records).

b. Following receipt by Google of a
request under Section 7.5.3(a), Google
and Customer will discuss and agree in
advance on: (i) the reasonable date(s) of
and security and confidentiality controls

applicable to any review of the SOC 2



report under Section 7.5.1; and (ii) the
reasonable start date, scope and duration
of and security and confidentiality controls
applicable to any audit under Section
7.5.2(a) or 7.5.2(b).

® C. Google may charge a fee (based on
Google's reasonable costs) for any audit
under Section 7.5.2(a) or 7.5.2(b). Google
will provide Customer with further details
of any applicable fee, and the basis of its
calculation, in advance of any such audit.
Customer will be responsible for any fees
charged by any auditor appointed by
Customer to execute any such audit.

m d. Google may object in writing to an
auditor appointed by Customer to conduct
any audit under Section 7.5.2(a) or
7.5.2(b) if the auditor is, in Google’s
reasonable opinion, not suitably qualified
or independent, a competitor of Google, or
otherwise manifestly unsuitable. Any such
objection by Google will require Customer
to appoint another auditor or conduct the
audit itself.

= 7.5.4 No Modification of MCCs. Nothing in this Section

7.5 (Reviews and Audits of Compliance) varies or
modifies any rights or obligations of Customer or Google
LLC under any Model Contract Clauses entered into as
described in Section 10.2 (Transfers of Data).

e 8. Impact Assessments and Consultations. Google will (taking into account the nature

of the processing and the information available to Google) assist Customer in
ensuring compliance with its obligations pursuant to Articles 35 and 36 of the GDPR,
by:



e}

a. providing Additional Security Controls in accordance with Section
7.1.3 (Additional Security Controls) and the Security Documentation in
accordance with Section 7.5.1 (Reviews of Security Documentation);
b. providing the information contained in the applicable Agreement
including this Data Processing Amendment; and

c. if subsections (a) and (b) above are insufficient for Customer to
comply with such obligations, upon Customer’s request, providing

additional reasonable assistance.

e 9. Access etc.; Data Subject Rights; Data Export

[¢]

[e]

9.1 Access; Rectification: Restricted Processing; Portability. During the

applicable Term, Google will enable Customer, in a manner consistent
with the functionality of the Services, to access, rectify and restrict
processing of Customer Data, including via the deletion functionality
provided by Google as described in Section 6.1 (Deletion During Term),
and to export Customer Data.

9.2 Data Subject Requests.

= 9.2.1 Customer’s Responsibility for Requests. During the
applicable Term, if Google’s Cloud Data Protection Team

receives a request from a data subject in relation to
Customer Personal Data, and the request identifies
Customer, Google will advise the data subject to submit
their request to Customer. Customer will be responsible
for responding to any such request including, where

necessary, by using the functionality of the Services.

= 9.2.2 Google's Data Subject Request Assistance. Google
will (taking into account the nature of the processing of
Customer Personal Data) assist Customer in fulfilling its
obligations under Chapter Ili of the GDPR to respond to
requests for exercising the data subject’s rights by:
m a. providing Additional Security Controls in
accordance with Section 7.1.3 (Additional

Security Controls);



10. Data Transfers

10.1 Data Storage and Processing Facilities. Google may store and

process Customer Data anywhere Google or its Subprocessors

[e]

b. complying with Sections 9.1 (Access;
Rectification; Restricted Processing;
Portability) and 9.2.1 (Customer’s
Responsibility for Requests); and

c. if subsections (a) and (b) above are
insufficient for Customer to comply with
such obligations, upon Customer’s
request, providing additional reasonable

assistance.

maintain facilities, subject to:

a. Section 10.2 (Transfers of Data) with respect to the

Model Contract Clauses or Alternative Transfer Solution:

and

b. the applicable Service Specific Terms (if any) with

respect to data location.
10.2 Transfers of Data. If the storage and/or processing of Customer

Personal Data involves transfers of Customer Personal Data from the

EEA, Switzerland or the UK to any third country that does not ensure an

adequate level of protection under European Data Protection Law, and

European Data Protection Law applies to those transfers, then:

a. if Customer (as data exporter) enters into the Model

Contract Clauses with Google LLC (as data importer)

within the Admin Console, then:

i. the transfers will be subject to the Model
Contract Clauses; and

ii. Google will ensure that Google LLC
complies with its obligations under the
Model Contract Clauses in respect of

those transfers; or



s b. if Customer does not enter into the Model Contract

Clauses as described in Section 10.2(a), then:

i. if an Alternative Transfer Solution is
made available by Google: (A) Customer
will be deemed to be using it and will take
any action (which may include execution
of documents) strictly required to give it full
effect; and (B) Google will ensure that the
transfers are made in accordance with
such Alternative Transfer Solution; or

ii. if an Alternative Transfer Solution is not
made available by Google: (A) Customer
(as data exporter) will be deemed to have
entered into the Model Contract Clauses
with Google LLC (as data importer); (B)
the transfers will be subject to the Model
Contract Clauses; and (C) Google will
ensure Google LLC complies with its
obligations under the Model Contract

Clauses in respect of those transfers; and

m c. if Customer has entered into the Model Contract

Clauses but reasonably determines subsequently that

they do not provide an adequate level of protection, then:

i. if an Alternative Transfer Solution is
made available by Google, Customer may,
by notifying Google LLC via Google’s
Cloud Data Protection Team in
accordance with Section 12.1 (Google’s
Cloud Data Protection Team), terminate
any Model Contract Clauses applicable
under Section 10.2(a), such that Section
10.2(b)(i) will apply; or



= ii. if an Alternative Transfer Solution is not
made available by Google, Customer may
terminate the Agreement immediately by
notifying Google.

o 10.3 Data Center Information. Information about the locations of Google
data centers is available at:
https://www.google.com/about/datacenters/inside/locations/index.html
(as may be updated by Google from time to time).

o 10.4 Disclosure of Confidential Information Containing Personal Data. if

Customer has entered into Model Contract Clauses as described in
Section 10.2 (Transfers of Data), Google will, notwithstanding any term
to the contrary in the applicable Agreement, ensure that any disclosure
of Customer's Confidential Information containing personal data, and
any notifications relating to any such disclosures, will be made in
accordance with such Model Contract Clauses.

e 11. Subprocessors
o 11.1 Consent to Subprocessor Engagement. Customer specifically

authorizes the engagement as Subprocessors of: (a) those entities
listed as of the Amendment Effective Date at the URL specified in
Section 11.2 (Information about Subprocessors); and (b) all other
Google Affiliates from time to time. In addition, without prejudice to
Section 11.4 (Opportunity to Object to Subprocessor Changes),
Customer generally authorizes the engagement as Subprocessors of
any other third parties (“New Third Party Subprocessors”). If Customer
has entered into Model Contract Clauses as described in Section 10.2
(Transfers of Data), the above authorizations constitute Customer’s
prior written consent to the subcentracting by Google LLC of the
processing of Customer Data.

o 11.2 Information about Subprocessors. Information about
Subprocessors, including their functions and locations, is available at
https://gsuite.google.com/intl/en/terms/subprocessors.html (as may be
updated by Google from time to time in accordance with this Data

Processing Amendment).



o 11.3 Reguirements for Subprocessor Engagement. When engaging any

Subprocessor, Google will:

a. ensure via a written contract that:

m i. the Subprocessor only accesses and
uses Customer Data to the extent required
to perform the obligations subcontracted to
it, and does so in accordance with the
Agreement (including this Data Processing
Amendment) and the Model Contract
Clauses or Alternative Transfer Solution,
as applicable under Section 10.2
(Transfers of Data); and

m i. if the GDPR applies to the processing of
Customer Personal Data, the data
protection obligations described in Article
28(3) of the GDPR, as described in this
Data Processing Amendment, are
imposed on the Subprocessor; and

b. remain fully liable for all obligations subcontracted to,

and all acts and omissions of, the Subprocessor.

o 11.4 Opportunity to Object to Subprocessor Changes.

a. When any New Third Party Subprocessor is engaged
during the applicable Term, Google will, at least 30 days
before the New Third Party Subprocessor starts
processing any Customer Data, notify Customer of the
engagement (including the name and location of the
relevant subprocessor and the activities it will perform).
b. Customer may, within 90 days after being notified of
the engagement of a New Third Party Subprocessor,
object by terminating the applicable Agreement
immediately by notifying Google. This termination right is
Customer’s sole and exclusive remedy if Customer

objects to any New Third Party Subprocessor.



e 12. Cloud Data Protection Team: Processing Records

o 12.1 Google's Cloud Data Protection Team. Google’s Cloud Data

Protection Team can be contacted by Customer’'s Administrators at

https://support.google.com/a/contact/googlecloud_dpr (while
Administrators are signed in to their Admin Account) and/or by
Customer by providing a notice to Google as described in the applicable
Agreement.

o 12.2. Google's Processing Records. To the extent the GDPR requires
Google to collect and maintain records of certain information relating to
Customer, Customer will, where requested, use the Admin Console to
supply such information and keep it accurate and up-to-date. Google
may make any such information available to the Supervisory Authorities
if required by the GDPR.

e 13. Liability

o 13.1 Liability Cap. If the Model Contract Clauses have been entered
into as described in Section 10.2 (Transfers of Data) then, subject to
Section 13.2 (Liability Cap Exclusions), the total combined liability of
either party and its Affiliates towards the other party and its Affiliates
under or in connection with the applicable Agreement and such Model
Contract Clauses combined will be limited to the Agreed Liability Cap
for the relevant party.

o 13.2 Liability Cap Exclusions. Nothing in Section 13.1 (Liability Cap) will
affect the remaining terms of the applicable Agreement relating to
liability (including any specific exclusions from any limitation of liability).

e 14. Third Party Beneficiary

¢ Notwithstanding anything to the contrary in the applicable Agreement, where Google
LLC is not a party to such Agreement, Google LLC will be a third party beneficiary:of
Sections 7.5 (Reviews and Audits of Compliance), 10.2 (Data Transfers), 11.1
(Consent to Subprocessor Engagement) and 13 (Liability).

e 15 Effect of Amendment

¢ Notwithstanding anything to the contrary in the applicable Agreement, to the extent of
any conflict or inconsistency between the terms of this Data Processing Amendment

and the remainder of the applicable Agreement, this Data Processing Amendment will



govern. For clarity, if Customer has entered more than one Agreement, this Data

Processing Amendment will amend each of the Agreements separately.

Appendix 1: Subject Matter and
Details of the Data Processing

Subject Matter
Google’s provision of the Services and TSS to Customer.
Duration of the Processing

The applicable Term plus the period from the expiry of such Term until deletion of all Customer Data

by Google in accordance with the Data Processing Amendment.
Nature and Purpose of the Processing

Google will process Customer Personal Data for the purposes of providing the Services and TSS to

Customer in accordance with the Data Processing Amendment.
Categories of Data

Data relating to individuals provided to Google via the Services, by (or at the direction of) Customer

or End Users.
Data Subjects

Data subjects include the individuals about whom data is provided to Google via the Services by (or

at the direction of) Customer or End Users.



Appendix 2: Security Measures

As from the Amendment Effective Date, Google will implement and maintain the Security Measures

described in this Appendix 2.

e 1. Data Center and Network Security

o

(a) Data Centers.

Infrastructure. Google maintains geographically distributed data
centers. Google stores all production data in physically secure data
centers.

Redundancy. Infrastructure systems have been designed to eliminate
single points of failure and minimize the impact of anticipated
environmental risks. Dual circuits, switches, networks or other
necessary devices help provide this redundancy. The Services are
designed to allow Google to perform certain types of preventative and
corrective maintenance without interruption. All environmental
equipment and facilities have documented preventative maintenance
procedures that detail the process for and frequency of performance in
accordance with the manufacturer’s or internal specifications.
Preventative and corrective maintenance of the data center equipment
is scheduled through a standard change process according to
documented procedures.

Power. The data center eiectrical power systems are designed to be
redundant and maintainable without impact to continuous operations,
24 hours a day, 7 days a week. In most cases, a primary as well as an
alternate power source, each with equal capacity, is provided for critical
infrastructure components in the data center. Backup power is provided
by various mechanisms such as uninterruptible power supplies (UPS)

batteries, which supply consistently reliable power protection during



utility brownouts, blackouts, over voltage, under voltage, and
out-of-tolerance frequency conditions. If utility power is interrupted,
backup power is designed to provide transitory power to the data
center, at full capacity, for up to 10 minutes until the diesel generator
systems take over. The diesel generators are capable of automatically
starting up within seconds to provide enough emergency electrical
power to run the data center at full capacity typically for a period of
days.
Server Operating Systems. Google servers use a Linux based
implementation customized for the application environment. Data is
stored using proprietary algorithms to augment data security and
redundancy. Google employs a code review process to increase the
security of the code used to provide the Services and enhance the
security products in production environments.
Businesses Continuity. Google has designed and regularly plans and
tests its business continuity planning/disaster recovery programs.
o (b) Networks and Transmission.
Data Transmission. Data centers are typically connected via
high-speed private links to provide secure and fast data transfer
between data centers. This is designed to prevent data from being
read, copied, altered or removed without authorization during
electronic transfer or transport or while being recorded onto data
storage media. Google transfers data via Internet standard
protocols.
External Attack Surface. Google employs multiple layers of network
devices and intrusion detection to protect its external attack
surface. Google considers potential attack vectors and incorporates
appropriate purpose built technologies into external facing systems.
Intrusion Detection. Intrusion detection is intended to provide
insight into ongoing attack activities and provide adequate
information to respond to incidents. Google’s intrusion detection

involves:



e}

= 1. tightly controlling the size and make-up of
Google’s attack surface through preventative
measures;
m 2. employing intelligent detection controls at data
entry points; and
= 3. employing technologies that automatically remedy
certain dangerous situations.
Incident Response. Google monitors a variety of communication
channels for security incidents, and Google’s security personnel will
react promptly to known incidents.
Encryption Technologies. Google makes HTTPS encryption (also
referred to as SSL or TLS connection) available. Google servers
support ephemeral elliptic curve Diffie-Hellman cryptographic key
exchange signed with RSA and ECDSA. These perfect forward secrecy
(PFS) methods help protect traffic and minimize the impact of a

compromised key, or a cryptographic breakthrough.

2. Access and Site Controls.

e}

(a) Site Controls.

On-site Data Center Security Operation. Google’s data centers maintain
an on-site security operation responsible for all physical data center
security functions 24 hours a day, 7 days a week. The on-site security
operation personnel monitor closed circuit TV (CCTV) cameras and all
alarm systems. On-site security operation personnel perform internal
and external patrols of the data center regularly.

Data Center Access Procedures. Google maintains formal access
procedures for allowing physical access to the data centers. The data
centers are housed in facilities that require electronic card key-access,
with alarms that are linked to the on-site security operation. All entrants
to the data center are required to identify themselves as well as show
proof of identity to on-site security operations. Only authorized
employees, contractors and visitors are allowed entry to the data
centers. Only authorized employees and contractors are permitted to

request electronic card key access to these facilities. Data center



electronic card key access requests must be made through e-mail, and
require the approval of the requestor’s manager and the data center
director. All other entrants requiring temporary data center access must:
(i) obtain approval in advance from the data center managers for the
specific data center and internal areas they wish to visit; (ii) sign in at
on-site security operations; and (jii) reference an approved data center
access record identifying the individual as approved.

On-site Data Center Security Devices. Google’s data centers employ an
electronic card key and biometric access control system that is linked to
a system alarm. The access control system monitors and records each
individual’s electronic card key and when they access perimeter doors,
shipping and receiving, and other critical areas. Unauthorized activity
and failed access attempts are logged by the access control system
and investigated, as appropriate. Authorized access throughout the
business operations and data centers is restricted based on zones and
the individual’s job responsibilities. The fire doors at the data centers
are alarmed. CCTV cameras are in operation both inside and outside
the data centers. The positioning of the cameras has been designed to
cover strategic areas including, among others, the perimeter, doors to
the data center building, and shipping/receiving. On-site security
operations personnel manage the CCTV monitoring, recording and
control equipment. Secure cables throughout the data centers connect
the CCTV equipment. Cameras record on site via digital video
recorders 24 hours a day, 7 days a week. The surveillance records are
retained for up to 30 days based on activity.

{(b) Access Control.

Infrastructure Security Persohnel. Google has, and-maintains, a security
policy for its personnel, and requires security training as part of the
training package for its personnel. Google’s infrastructure security
personnel are responsible for the ongoing monitoring of Google’s
security infrastructure, the review of the Services, and responding to
security incidents.

Access Control and Privilege Management. Customer’s Administrators



and End Users must authenticate themselves via a central
authentication system or via a single sign on system in order to use the
Services.

Internal Data Access Processes and Policies — Access Policy. Google’s
internal data access processes and policies are designed to prevent
unauthorized persons and/or systems from gaining access to systems
used to process personal data. Google designs its systems to: (i) only
allow authorized persons to access data they are authorized to access;
and (i) ensure that personal data cannot be read, copied, altered or
removed without authorization during processing, use and after
recording. The systems are designed to detect any inappropriate
access. Google employs a centralized access management system to
control personnel access to production servers, and only provides
access to a limited number of authorized personnel. Google's
authentication and authorization systems utilize SSH certificates and
security keys, and are designed to provide Google with secure and
flexible access mechanisms. These mechanisms are designed to grant
only approved access rights to site hosts, logs, data and configuration
information. Google requires the use of unique user IDs, strong
passwords, two factor authentication and carefully monitored access
lists to minimize the potential for unauthorized account use. The
granting or modification of access rights is based on: the authorized
personnel’s job responsibilities; job duty requirements necessary to
perform authorized tasks; and a need to know basis. The granting or
modification of access rights must also be in accordance with Google's
internal data access policies and training. Approvals are managed by
workflow tools that.iaintain audit records of all changes. Access to
systems is logged to create an audit trail for accountability. Where
passwords are employed for authentication (e.g., login to workstations),
password policies that follow at least industry standard practices are
implemented. These standards include restrictions on password reuse
and sufficient password strength. For access to extremely sensitive

information (e.g., credit card data), Google uses hardware tokens.



e 3.Data
o (a) Data Storage, Isolation and Logging.
Google stores data in a multi-tenant environment on Google-owned
servers. Subject to any Customer instructions to the contrary (for
example, in the form of a data location selection), Google replicates
Customer Data between multiple geographically dispersed data
centers. Google also logically isolates Customer Data, and logically
separates each End User's data from the data of other End Users, and
data for an authenticated End User will not be displayed to another End
User (unless the former End User or an Administrator allows the data to
be shared).
Customer will be given control over specific data sharing policies.
Those policies, in accordance with the functionality of the Services, will
enable Customer to determine the product sharing settings applicable
to End Users for specific purposes. Customer may choose to use
logging functionality that Google makes available via the Services.
o (b) Decommissioned Disks and Disk Erase Policy.
Disks containing data may experience performance issues, errors or
hardware failure that lead them to be decommissioned
(“Decommissioned Disk”). Every Decommissioned Disk is subject to a
series of data destruction processes (the “Disk Erase Policy”) before
leaving Google’s premises either for reuse or destruction.
Decommissioned Disks are erased in a multi-step process and verified
complete by at least two independent validators. The erase results are
logged by the Decommissioned Disk’s serial number for tracking.
Finally, the erased Decommissioned Disk is released to inventory for
reuse and redeployment. If, due to hardware failure, the
Decommissioned Disk cannot be erased, it is securely stored until it can
be destroyed. Each facility is audited regularly to monitor compliance
with the Disk Erase Policy.
¢ 4. Personnel Security
Google personnel are required to conduct themselves in a manner consistent with the

company'’s guidelines regarding confidentiality, business ethics, appropriate usage,



and professional standards. Google conducts reasonably appropriate backgrounds
checks to the extent legally permissible and in accordance with applicable local labor
law and statutory regulations.
Personnel are required to execute a confidentiality agreement and must acknowledge
receipt of, and compliance with, Google’s confidentiality and privacy policies.
Personnel are provided with security training. Personnel handling Customer Data are
required to complete additional requirements appropriate to their role (e.g.,
certifications). Google’s personnel will not process Customer Data without
authorization.

e 5. Subprocessor Security.
Before onboarding Subprocessors, Google conducts an audit of the security and
privacy practices of Subprocessors to ensure Subprocessors provide a level of
security and privacy appropriate to their access to data and the scope of the services
they are engaged to provide. Once Google has assessed the risks presented by the
Subprocessor, then subject to the requirements described in Section 11.3
(Requirements for Subprocessor Engagement) of this Data Processing Amendment,
the Subprocessor is required to enter into appropriate security, confidentiality and

privacy contract terms.

G Suite and Complementary Product Data Processing Amendment, Version 2.3



Additional Product Terms

From time to time, Google may make available one or more Google product(s) and/or service(s)
referred to as ‘Additional Products’ or ‘Additional Services’ in Customer’'s G Suite Agreement, Cloud
Identity Agreement or Hire Agreement (as applicable, the "Agreement"). For the purposes of these
Additional Product Terms, such product(s) and/or service(s) will be collectively referred to as
"Additional Products”.

If Customer or any End User uses any Additional Products, Customer agrees to these Additional
Product Terms, which will be incorporated into the applicable Agreement. If Customer or any End
User uses any such Additional Products, Customer also agrees that the separate terms of service
applicable to such products will apply as described below. For clarity, such terms of service will each

form a separate agreement and are not governed by, or incorporated into, the applicable Agreement.

If Customer does not wish to enable any Additional Products, or if you are acting on behalf of
Customer but do not have the requisite authority to bind Customer to these Additional Product

Terms, please disable such Additional Products via the functionality of the Services.

1. Definitions. All capitalized terms used in these Additional Product Terms have the
meanings given to them in the applicable Agreement, unless otherwise defined or
stated herein.

2. Applicable Terms of Service. The Additional Products will be governed by (a) these
Additional Product Terms, and (b) the Google Terms of Service located at
https://policies.google.com/terms or any other terms of service Google may make
available (as applicable, the "Terms of Service"). Customer will be responsible under
these Additional Product Terms for any failure by its End Users to comply with such
Terms of Service. Further details of the Additional Products and Terms of Service are
provided at http://www.google.com/support/a/bin/answer.py?hl=en&answer=181865
and/or will be otherwise er:nade available by Google. The Additional Products and
Terms of Service may be updated or modified by Google from time to time.
Availability. Additional Products may not be available in all countries.

4. Technical Support. Customer is responsible for responding to questions from End
Users relating to Customer's or End Users' use of the Additional Products. Google

only provides technical support services for the Additional Products to the extent



described in the applicable Terms of Service, and will not provide other technical
support for the Additional Products unless Google agrees otherwise in writing.
Compliance with Laws. Customer agrees that it will provide Additional Products to
its End Users in compliance with all applicable laws and regulations, including privacy
and data protection laws, the US Family Educational Rights and Privacy Act (FERPA)
of 1974, the US Children's Internet Protection Act (CIPA), and the US Children's
Online Privacy Protection Act (COPPA) of 1998.

Customer Access to End User Data. Customer may be able to access, monitor,

delete, rectify, export, use or disclose data provided by and related to End Users in
the context of Additional Products or to disable End User Accounts for Additional
Products. To the extent Customer has any such abilities, Customer will provide End
Users with relevant information and facilitate the exercise of any related rights of End
Users under privacy or data protection laws. If Google receives any request from an
End User pertaining to Customer’s processing of his/her personal data in relation to
any Additional Products, Google will advise the End User to submit his/her request to
Customer, and Customer will be responsible for responding to the request.

End User Consent. Except in relation to End Users described in Section 8 (Parental
Consent), Customer will, before it allows any End Users to access or use any
Additional Products, obtain and maintain consents from those End Users to the
collection and use of their personal information in connection with those Additional
Products.

Parental Consent. Before Customer allows any End Users who are under the age of
16 (or such other minimum age as is specified in the relevant European Economic
Area member state, the UK or Switzerland) and resident in the European Economic
Area, the UK or Switzerland, or any other End Users under the age of 18, to access or
use any Additional Products, Customer will obtain parental consent for the collection
and use of personal data in connection with those Additional Products.

Google Pay. A Google Pay account opened by an End User is the End User's
personal account and is subject to extensive regulatory requirements and prohibitions.
While Customer may suspend an End User's access to his/her Google Pay account,
Customer may not use an End User's Google Pay account or make any changes to

the information in such Google Pay account. Customer may access information in an



10.

11.

12.
13.

End User's Google Pay account only in accordance with Google Pay privacy policies

and Customer's privacy policy.
Refund for Paid Services. if Customer disables an Additional Product for which

Customer or an End User has provided payment, Google will not be obliged to refund
any fees paid by Customer and/or the End User for unused paid services. Customer
will indemnify Google from and against all liabilities, damages, losses, expenses and
costs (including settlement costs and reasonable legal fees) arising out of End User
claims concerning refunds for such paid services.

Severability. If any part of these Additional Product Terms is found to be
unenforceable, the remainder of the Additional Product Terms will remain in full force
and effect.

Modifications. Google may modify these Additional Product Terms from time to time.
Interpretation of Conflicting Terms. To the extent of any conflict or inconsistency
between these Additional Product Terms and the remainder of the applicable

Agreement, the remainder of the Agreement will prevail.



Overview of our brand terms and conditions

o [f granted permission to use Google Brand Features, you will
do so in accordance with our terms.

e If you are using Google Brand Features, you must indicate that
those features belong to us.

e Our grant of permission at one point does not prevent us from
revoking that permission at a later point.

¢ You agree that Google owns its brand features and that you
will not challenge or attempt to challenge them.

¢ Google Brand Features are provided “as is.”

Our complete brand terms and conditions

If Google approves your request to use any Google trademarks, logos, web pages,

screenshots, or other distinctive features (“Google Brand”), you agree to be bound by

the following terms and conditions (the “Agreement”).



You agree to comply with the Guidelines for Third Party Use of Google Brand Features.
So long as you do so, and provided that Google expressly approves your permission
request, Google grants you a non-transferable, non-exclusive, royalty-free limited license
to use the Google's Brand Features set forth in your corresponding Permission Request

Form for the sole purpose and only for the materials set forth therein.

Any use of the Google Brand Features must be accompanied by a notice that clearly
indicates that the Google Brand Features are trademarks or distinctive brand features of

Google LLC.

Google reserves the right in its sole discretion to terminate or modify your permission to
display the Google Brand Features and to take action against any use that does not
conform to these terms and conditions, infringes any Google intellectual property or

other right, or violates applicable law.

Except as set forth above, nothing herein grants or should be deemed to grant to you
any right, title or interest in or to the Google Brand Features. Your use of the Google

Brand Features will inure to the benefit of Google.

You agree not to challenge or assist others to challenge the Google Brand Features
(except to the extent such restriction is prohibited by applicable law), and you agree not
to register or attempt to register any domain names, trademarks, trade names, or other

distinctive brand features that are confusingly similar to those of Google.



The Google Brand Features are provided “as is” and Google disclaims any warranties
either expressed or implied by law regarding the Google Brand Features, including
warranties of noninfringement. Furthermore, because you are not being charged for use
of the Google Brand Features, in no event shall Google be liable to you for the subject
matter of this Agreement under any theory of liability including for any direct, indirect,
incidental, special, consequential, punitive, exemplary or other damages arising out of
this Agreement or the use of the Google Brand Features. This limitation shall apply even
if Google was or should have been aware or advised of the possibility of such damages
and notwithstanding any failure of essential purpose of any limited remedy stated
herein. Some states do not allow exclusion of implied warranties or limitation of liability
for incidental or consequential damages, so the above limitations or exclusions may not

apply to you.

You may not assign your rights or delegate your obligations under this Agreement
without Google's prior written consent. This Agreement is not intended to benefit, nor
shall it be deemed to give rise to, any rights in any third party. This Agreement will be
governed by and construed in accordance with the laws of the State of California,
without regard to conflict of law principles. The venue for any dispute or claim arising
out of or in connection with this Agreement shall be in Santa Clara County, California.
The parties are independent contractors. Neither party shall be deemed to be an
employee, agent, partner or legal representative of the other for any purpose and neither
shall have any right, power or authority to create any obligation or responsibility on ‘
behalf of the other. The waiver by Google of a breach of any provision hereof shall not
be taken or held to be a waiver of the provision itself. If any provision of this Agreement
is held by a court of competent jurisdiction to be contrary to law, such provision shall be

changed and interpreted so as to best accomplish the objectives of the original



provision to the fullest extent allowed by law and the remaining provisions of this
Agreement shall remain in full force and effect. This Agreement, the Guidelines for Third
Party Use of Google Brand Features, and the Permission Request Form, constitute the

entire agreement between the parties with respect to the subject matter hereof.

If you have general questions about trademarks, head over to our FAQ

Still can't find what you're looking for? Submit your request via our formal request form.

If you've found a website that uses a Google trademark inappropriately, we'd like to hear

about it. Report inappropriate use of a Google trademark.



G Suite Service Level Agreement

G Suite SLA. During the Term of the applicable G Suite Agreement (or prior versions of the

agreement governing the use of G Suite) (the "Agreement"), the (i) G Suite Covered Services web

interface will be operational and available to Customer at least 99.9% of the time in any calendar

month; and (ii) Google Voice will be operational within 2 business days of Customer's acceptance of

the Voice Service Specific Terms via the Admin Console (the "G Suite SLA"). If Google does not

meet the G Suite SLA, and if Customer meets its obligations under this G Suite SLA, Customer will

be eligible to receive the Service Credits described below. This G Suite SLA states Customer's sole

and exclusive remedy for any failure by Google to meet the G Suite SLA.

Definitions. The following definitions shall apply to the G Suite SLA.

°®

"Downtime" means, for a domain, if there is more than a five percent user error rate.
Downtime is measured based on server side error rate.

"G Suite Covered Services" means the Gmail, Google+, Google Calendar, Google

Cloud Print, Google Cloud Search, Google Docs, Google Sheets, Google Slides,
Google Forms, Google Drive, Google Groups for Business, Google Hangouts and
Google Talk messaging and video initiation, Hangouts Chat, Hangouts Meet, Google
Keep, Google Sites, Google Jamboard, Google Tasks, Google Vault, and Google
Voice components of the Service. This does not include the Gmail Labs functionality,
G Suite - Postini Services, and Google Jamboard Hardware components of the
Service.

"Monthly Uptime Percentage” means total number of minutes in a calendar month
minus the number of minutes of Downtime suffered in a calendar month, divided by
the total number of minutes in a calendar month.

"Service" means the G Suite Services.

® "Service Credit" means the following:



Monthly Uptime Days of Service added to the
Percentage end of the Service term (or
monetary credit equal to the
value of days of service for
monthly postpay billing

customers), at no charge to

Customer
<99.9% - >= 3
99.0%
<99.0% - >= 7
95.0%
<95.0% 15

Customer Must Request Service Credit. In order to receive any of the Service Credits described

above, Customer must notify Google (or, for Customers who ordered Services from a Reseller,
Customer may notify Reseller and Customer's Reseller must notify Google) within thirty days from
the time Customer becomes eligible to receive a Service Credit. Failure to comply with this
requirement will forfeit Customer's right to receive a Service Credit. For Customers who ordered
Services from a Reseller, Customer will receive applicable Service Credit from Reseller on behalf of
Google.



Maximum Setrvice Credit. The aggregate maximum number of Service Credits to be issued by

Google (or, for Customers who ordered Services from a Reseller, by Reseller on behalf of Google)
to Customer for all Downtime that occurs in a single calendar month shall not exceed fifteen days of
Service added to the end of Customer's term for the Service (or the value of 15 days of service in the
form of a monetary credit to a monthly-billing customer’s account). Service Credits may not be
exchanged for, or converted to, monetary amounts, except for customers who are on Google’'s

monthly billing plan.

G Suite SLA Exclusions. The G Suite SLA does not apply to any services that expressly exclude this

G Suite SLA (as stated in the documentation for such services) or any performance issues: (i)
caused by factors described in the "Force Majeure” section of the Agreement; or (ii) that resulted
from Customer's equipment or third party equipment, or both {not within the primary control of

Google).



Choose your G Suite edition. Try it
free for 14 days.

G Suite pricing starts as low as $6 per user per month for Basic, $12 per user per

month for Business, and $25 per user per month for Enterprise.

MOST POPULAR
Business

USD / user / month

INCLUDED APPLICATIONS

Gmail Business email

e Meet Video and voice conferencing

e Chat Team messaging

e Calendar Shared calendars

e Drive cloud storage (or 1TB per user if fewer than 5 users)
¢ Docs Word processing

e Sheets Spreadsheets



e Slides Presentation builder

¢ Forms Professional surveys builder

¢ Sites Website builder

e Keep Shared notes

e Currents Engage employees

e Apps Script Automate, integrate, and extend with G Suite

e Cloud Search Smart search across G Suite

SECURITY AND MANAGEMENT

24/7 standard support

e Admin Security and administration controls

e Archive and set retention policies for emails and chats

o Data regions for G Suite

e Enterprise-grade access control with security key enforcement

e Advanced Protection Program

e Vault Retain, archive and search data

e eDiscovery for emails, chat, and files

¢ Audit reports to track user activity



e Endpoint Management Remotely manage your mobile fleet

Basic

$6

USD / user / month

Get started

INCLUDED APPLICATIONS

o Gmail Business email

e Meet Video and voice conferencing
e Chat Team messaging

e Calendar Shared calendars

e Drive 30GB cloud storage

e Docs Word processing

e Sheets Spreadsheets

e Slides Presentation builder

e Forms Professional surveys builder
e Sites Website builder

¢ Keep Shared notes



e Currents Engage employees

s Apps Script Automate, integrate, and extend with G Suite

SECURITY AND MANAGEMENT

e 24/7 standard support

e Admin Security and administration controls

e Enterprise-grade access control with security key enforcement
e« Advanced Protection Program

s Endpoint Management Remotely manage your mobile fleet

Enterprise

$25

USD / user / month

Get started
INCLUDED APPLICATIONS
e  Gmail Business email
¢ Meet Video and voice conferencing
¢ Chat Team messaging

e Calendar Shared calendars



e Drive cloud storage (or 1TB per user if fewer than 5 users)
¢ Docs Word processing

e Sheets Spreadsheets

¢ Slides Presentation builder

¢ Forms Professional surveys builder

e Sites Website builder

e Keep Shared notes

e Currents Engage employees

e Apps Script Automate, integrate, and extend with G Suite

e Cloud Search Smart search within and outside of G Suite

SECURITY AND MANAGEMENT

24/7 priority support

e 1 hour target response time for critical issues

e Designated Google advisor (minimum 1000 seats)

e Admin Security and administration controls

e Archive and set retention policies for emails and chats

¢ Data regions for G Suite



Security center for G Suite

Data loss prevention for Gmail

Data loss prevention for Drive

Hosted S/MIME for Gmait

Integrate Gmail with compliant third-party archiving tools

Enterprise-grade access control with security key enforcement

Gmail log analysis in BigQuery

Advanced Protection Program

Vault Retain, archive and search data

eDiscovery for emails, chat, and files

Audit reports to track user activity

Cloud Identity Premium Manage users, devices, and apps

Endpoint Management Remotely manage your mobile fleet

Context aware access

Compare editions in more detail



Top questions about G Suite
pricing.

Person

What is a user?

A user is defined as one personalized email address (you@yourcompany). Group email aliases such as
sales@yourcompany and support@yourcompany are included in pricing and don't count as additional
users.

payment

How do | buy and pay?



Get started with a free 14-day trial of G Suite or contact sales. After the trial ends, you can pay by credit
card, or depending on the location of your business, you may also pay by direct debit.

You can also pre-pay by making a manual payment to your account. The credit will be automatically
debited at the start of each month, instead of your primary form of payment being automatically
charged.

event

What is the payment plan?

We offer a flexible payment plan. You can add and delete users at anytime. You are billed monthly. For
more information on pricing, contact sales or see the G Suite Help Center.



G Suite

Services Summary

Unless otherwise stated, the services below are covered by the G Suite Agreement or other
agreement under which Google agrees to provide the relevant services. Certain services or editions
below may be subject to Service Specific Terms that can be found at

https://gsuite.google.com/terms/service-terms/.

G Suite Services:

Core Services for G Suite (“Core Services”)

+ "Cloud |dentity Management" as described at

hitps://cloud.google.com/terms/identity/user-features.html or such other URL as
Google may provide.

e "Gmail" is a web-based e-mail service that allows an organization to run its e-mail
system using Google’s systems. It provides the capability to access an End User's
inbox from a supported web broWser, read mail, compose, reply to, and forward mail,
search mail, and manage mail through labels. It provides filtering for spam and
viruses, and allows Administrators to create rules for handling messages containing
specific content and file attachments or routing messages to other mail servers. Rules

can be set up by group or the Customer (all domains).



"Currents” is a web-based service that allows End Users to share links, videos,
pictures, and other content with others within the same G Suite domain, and to view
and interact with content shared with them by others within that same domain. End
Users can also create and join communities to have conversations with others within
the same domain who share their interests. If Currents is used to share content or
interact with others outside the End User’s G Suite domain, Currents will not be
included in the Core Services to the extent of such use.*

"Google Calendar” is a web-based service for managing personal,

corporate/organizational, and team calendars. It provides an interface for End Users
to view their calendars, schedule meetings with other End Users, see availability
information for other End Users, and schedule rooms and resources.

"Gooale Cloud Search" is a web-based service that provides End Users with search’

and assist capabilities for content within certain Core Services for G Suite. Google
Cloud Search also provides End Users with useful and actionable information and
recommendations.

"Google Contacts" is a web-based service that allows End Users to import, store, and

view contact information, and create personal groups of contacts that can be used to
email many people at once.

"Google Docs","Goodale Sheets","Google Slides","Gooale Forms" are web-based

services that enable End Users to create, edit, share, collaborate, draw, export, and
embed content on documents, spreadsheets, presentations, and forms.

"Google Drive" provides web-based tools enabling End Users to store, transfer, and
share files, and view videos.

"Google Groups for Business" is a web-based service that allows End Users and

website owners to create and manage collaborative groups. End Users can have
email discussions and share documents, calendars, sites, and folders with the
members of a group. They also have the ability to view and search group discussion
archives. Google Groups for Business is not available for Customers of G Suite
(Free).

"Google Hangouts," "Gooale Chat." "Google Meet," are web-based services that allow

for real time communication between End Users. Google Hangouts provides
one-to-one and group conversations via chat messaging, and voice, as well as

lightweight video meetings. Google Chat provides an enhanced chat messaging and



group collaboration platform that allows content integrations with select third-party
services. Google Meet provides enhanced large-capacity video meetings. G Suite
Enterprise Customers may enable meeting recordings and phone dial-in participation
for Google Meet (carrier fees may apply). Google Meet recording usage is limited to
80 hours retained per user averaged across all in-domain users with G Suite
Enterprise licenses. G Suite Domain Administrators can choose which services are
enabled for the domain. Calling in Google Hangouts is provided by Google Dialer Inc.
Calling in Google Meet is provided by the entities listed at the following URL:
https://gsuite.google.com/terms/service-terms/meet-telephony/providers.htm.
Emergency calling is not supported for Google Hangouts or Google Meet calling
features.

"Google Jamboard" is a web-based service that allows End Users to create, edit,
share, collaborate, draw, export, and embed content within a document.

"Google Keep" is a web-based service that enables End Users to create, edit, share,
and collaborate on notes, lists, and drawings.

"Google Sites” allows an End User to create websites on the G Suite Basic domain to
publish internally within a company or publish externally. An End User can create a
site through a web-based tool, and then can share the site with a group of other End
Users or publish the site to the entire company or the world (if permitted by the
Administrator). The site owner can choose who can edit a site and who can view the
site.

"Google Tasks" is a web-based service that enables End Users to create, edit and
manage their tasks.

"Google Vault" is a web-based service that provides search and export capabilities for
Google Drive and Gmail. For Gmail, Google Vault provides Customers with the ability
to search across the entire domain, to archive data and create retention and
disposition rules based on content, and eDiscovery capabilities which allow a
Customer to create matters and preserve this data for legal hold purposes. Customers
must continue to use/purchase Google Vault for Google to retain archived data. If
Gmail is enabled for a user account, that user’s on the record Google Hangouts chat
history can be searched, exported, retained, and preserved.

"Google Voice" is an admin-managed |IP-based telephony service. It allows

Customers to assign and manage phone numbers for use by End Users in their



organization. End Users can make and receive calls using their assigned numbers;
additional functionalities are also available for use in connection with inbound and
outbound calling, including the dialing of emergency numbers for End Users using
two-way dialing. Google Voice is provided by Google Affiliates as described in the
Google Voice Service Specific Terms. Additional fees apply to use of Google Voice.
¢ Search and intelligence features enable enhanced search and retrieval across all
services, providing cross-product content search and automatic categorization of

content for use in active services.

Other Services for G Suite (“Other Services”)

e "Google Cloud Print" is a web-based service that allows End Users to print to a

cloud-connected printer. Google Cloud Print is not an Audited Service.

G Suite Editions / SKUs:

G Suite Basic (prior editions: Google Apps for Work / Google Apps for Business / Google Apps

Premier Edition, Google Apps for Government, Google Apps (Free) / Google Apps Standard Edition)
e "G Suite Basic" is an edition of G Suite comprised of the G Suite Services, excluding
Google Vault, Google Voice, and Googie Cloud Search, which are available at
additional cost.

G Suite Business (prior editions: Google Apps for Work Unlimited)

e "G Suite Business" is an edition of G Suite comprised of all the G Suite Services,

except Google Voice, and data region policy settings for primary data within Customer
Data for certain Services. Customers that have 5 or more bEnd Users will receive
unlimited Google Drive storage. Customers that have received a Google for
Nonprofits discount or have 4 or fewer End Users will receive 1TB of storage in total

for Google Drive, Google Photos, and Gmail combined for each End User.



G Suite Business (Team Managed) (prior editions: Google Apps for Work Unlimited (Team

Managed))

"G Suite (Team Managed)" is an edition of G Suite offered under the G Suite Team
Managed Agreement (prior version: Google Apps for Work Team Managed
Agreement) which is comprised of Google Drive, Google Hangouts, Google Contacts,
and Currents. Other G Suite Core Services are not available for team-managed
accounts. Customers that have 5 or more End Users will receive unlimited Google
Drive storage. Customers that have 4 or fewer End Users will receive 1TB of Google

Drive storage for each End User.

G Suite Enterprise

L J

"G Suite Enterprise” is an edition of G Suite comprised of all the G Suite Services
except Google Voice. G Suite Enterprise also includes data loss prevention
functionality for Gmail and Google Drive, data region policy settings for primary data
within Customer Data for certain Services, additional search and assist capabilities for
content within third party data sources, and enhanced security and control features for
Administrators. G Suite Enterprise will also allow for additional Gmail integration with
other Google products, certain third-party archiving tools, and third-party OAuth
applications. Customers that have 5 or more End Users will receive unlimited Google
Drive storage. Customers that have received a Google for Nonprofits discount or have
4 or fewer End Users will receive 1TB storage in total for Google Drive, Google

Photos, and Gmail combined for each End User.

G Suite for Education (prior edition: Google Apps for Education)

"G Suite for Education” is a free edition of G Suite comprised of the G Suite Services,
excluding Currents, Google Voice, and Google Cloud Search. Customers that have 5
or more End Users will receive unlimited Google Drive storage. Customers that have
4 or fewer End Users will receive 1TB total of Google Drive storage in total for Google
Drive, Google Photos, and Gmail combined for each End User. This edition also

includes Assignments, Classroom and Chrome Sync as G Suite Core Services.



o "Assignments" is an application for learning management systems that
allows End Users to distribute, collect, and grade student work. *Note:
Assignments has not yet been reviewed under the ISO 27017 and ISO
27018 Cettifications but will be included in the certification process for
the Services during the next audit cycle.

o "Classroom" is a web-based service that allows End Users to create
and participate in classroom groups. Using Classroom, students can
view assignments, submit homework, and receive grades from
teachers.

o "Chrome Sync" is a feature that allows End Users to synchronize
bookmarks, history, passwords, and other settings across all the
devices where they are signed in to Chrome.

e “G Suite Enterprise for Education” is a paid edition of G Suite comprised of services
within the G Suite for Education edition and includes additional features such as data
region policy settings for primary data within Customer Data for certain Services,
advanced controls, enhanced analytics and search, and enterprise-grade

communication tools.

G Suite Archived User

e "G Suite Business - Archived User" is an edition of G Suite comprised of limited G

Suite Services that allow an organization to maintain End User Accounts for former or
inactive End Users for Customer’s data retention purposes and includes Google Vauit.
Customers will receive 1TB storage in total for Google Drive, Google Photos, and

Gmail (as applicable) combined for each End User.

o "G Suite Enterprise - Archived User" is an edition of G Suite comprised of services
within the G Suite Business - Archived User edition, and includes additional data loss

prevention functionality for Google Drive.

G Suite Essentials (prior edition: Drive Enterprise)

e "G Suite Essentials” is an edition of G Suite comprised of Google Drive and Google

Meet and the following as used in conjunction with Google Drive and Google Meet: (a)



Cloud Identity Management; (b) Google Contacts; (c) Google Docs, Google Sheets,
Google Slides and Google Forms; (d) Google Groups for Business; (e) Google Keep;
and (f) Google Sites (as described in more detail at
https://gsuite.google.com/essentials). Customers have a limit on the total Google
Drive storage used by their End Users, as described at

support.googie.com/a?p=gse_billing.

G Suite Enterprise Essentials

"G Suite Enterprise Essentials” is an edition of G Suite comprised of (a) the services
within the “G Suite Essentials” edition, (b) advanced Google Meet features, (c) Google
Vault, (d) data loss prevention functionality, (e) data region policy settings for primary
data within Customer Data for certain Services, and (f) certain enhanced security and
control features and mobile device management functionality for Administrators (as
described in more detail at https://gsuite.google.com/essentials). Customers have an
increased limit on the total Google Drive storage used by their End Users, as

described at support.google.com/a?p=gse_billing.

Cloud Search Platform

"Cloud Search Platform" is an edition of G Suite comprised of Google Cloud Search

and the following services for use in conjunction with Google Cloud Search: (a) Cloud
Identity Management; (b) Google Contacts; and (c) Google Groups for Business.
Cloud Search Platform provides search and assist capabilities for content within third

party data sources.

Google Voice

"Voice Starter" is an edition of Google Voice that can be added at an additional cost to
any edition of G Suite and that allows only up to 10 End Users in a single country.
"Voice Standard" is an edition of Google Voice that can be added at an additional cost

to any edition of G Suite and that supports any number of End Users in a single



country. Voice Standard also includes deskphone compatibility and multi-level
auto-attendant features.

¢ "Voice Premier” is an edition of Google Voice that can be added at an additional cost
to any edition of G Suite and that supports any number of End Users in multiple
countries. Voice Premier also includes deskphone compatibility, multi-level

auto-attendant features, and advanced reporting functionality.

Additional Products: (Additional Products are not covered under
the G Suite Agreement and are n i ices

¢ "Managed Google Play" is a platform provided by Google for Customer to use to

manage Android devices provided or identified by the Customer that are used by its
End Users. Customer can use Google Managed Play to provision applications on
such devices from the managed Play Store. Use of Google Managed Play is subject

to the terms at www.android.com/enterprise/terms.



G Suite Service Specific Terms

Capitalized terms not defined in these Service Specific Terms have the meaning stated in the G
Suite Agreement, the G Suite Services Schedule to the Google Cloud Master Agreement, G Suite

for Education Agreement, or other applicable agreement governing the use of G Suite Services.

1. 1. Data Regions. The following terms apply only to the G Suite Services and to the
Customer Data described in the definition of “Located Data” in Section 1.3
(Definitions) of these Service Specific Terms:

1. 1.1 Primary Data Storage. If Customer is using an In-Scope Edition of

the Services, Customer may use the Admin Console to select a Data
Region to store Located Data at rest and Google wili, in accordance
with applicable law, store such Located Data accordingly ("G Suite Data
Regions Policy”).

2. 1.2 Limitation. For any Customer Data that is not covered by the G
Suite Data Regions Policy, Google may store any Customer Data that is
not covered by the G Suite Data Regions Policy anywhere Google or its
Subprocessors maintain facilities, subject to Section 10.2 (Transfers of
Data) of the Data Processing Amendment (if applicable).

3. 1.3 Definitions.

1. "Located Data" mean only the following primary data
within Customer Data for the corresponding Service:

1. (a) Gmail: subject line and body of email,
attachments, and senders and recipients
of messages.

2. (b) Google Calendar: event title and
description of event, date, time, invitees,
frequency and locations.

3. (c) Google Docs, Google Sheets, and
Google Slides: file body text, embedded
images, and associated End

User-generated comments.



4. (d) Google Drive: original file content
uploaded to Drive.
5. (e) Hangouts Chat: messages and
attachments.
6. (f) Google Vault: Vault exports.
2. "Data Redgion" means either: (a) the United States or (b)
Europe.

3. "In-Scope Edition" means the following editions:

1. (a) G Suite Business
2. (b) G Suite Enterprise
3. {(c) G Suite Enterprise for Education
4. (d) G Suite Enterprise Essentials
2. 2. Goodle Vault. The following terms apply only to Google Vault:

1. 2.1 Retention. Google will have no obligation to retain any archived
Customer Data after the date of expiry of the retention period specified
by Customer or the Order Term applicable to the relevant Google Vault
licenses, unless: (a) such retention period or Order Term is renewed;
(b) applicable legislation or legal process prevents Google from deleting
the data; or (c) the data is subject to a legal hold imposed by Customer.
If Customer does not renew its purchase and use of Google Vault, then
Google will have no obligation to retain any archived Customer Data.

3. 3. G Suite Essentials and G Suite Enterprise Essentials. The following terms apply
only to G Suite Essentials and G Suite Enterprise Essentials editions:

1. 3.1 Invoice Issuance.

1. (a) If Customer orders G Suite Essentials or G Suite
Enterprise Essentials editions directly from Google, then,
as part of the payment and billing obligations between
Google and Customer, (i) Google will send Customer a
monthly invoice for Fees accrued during the previous
month unless otherwise stated at the URL designating
the Fees for an applicable SKU and (ii) Customer will
accrue and pay for all Fees based on: (A) the number of

Customer’s Active Users per month (or, if Customer has



no Active Users in any month, a minimum of one (1)
Active User for that month) and (B) any committed
purchases or minimum commitments, if applicable.
Google’s measurement tools will be used to determine
Customer’s usage of the Services if applicable to Fees.

2. (b) Fees for Resold Customers. If Customer orders G

Suite Essentials or G Suite Enterprise Essentials editions
from Reseller, the Fees for the Services will be set
between Customer and Reseller, except that Google’s
measurement tools will be used to determine Customer’s

usage of the Services, if applicable, to Fees.

2. 3.2 Google may block any behavior that attempts to circumvent the

tracking and billing of Active Users or storage.

3.3 SLA Credits. If Customer orders G Suite Essentials or G Suite
Enterprise Essentials editions directly from Google, any Service Credits
that may be due to Customer will be issued in the form of monetary
credits (and not additional Service days) that will be applied to
Customer’s next invoice. If Customer orders G Suite Essentials or G
Suite Enterprise Essentials editions from Reseller, Google will issue to
Reseller any Service Credits that may be due to Customer in the form
of monetary credits (and not additional Service days).

3.4 Definitions. “Active User” means an End User that (a) hosts or joins
a video meeting in Google Meet at least once during the calendar
month or (b) opens a file in Google Drive at least once during the

calendar month.

4. 4. Cloud Search. The following terms apply only to Cloud Search:

1.

4.1 Third Party Data Sources. Customer’s use of third party data
sources in connection with Cloud Search Platform is subject to and
governed by the terms of service and other agreements between
Customer and the applicable provider of the third party data source
(“Third Party Data Source Terms”). Customer is solely responsible for

compliance with such Third Party Data Source Terms, including



ensuring necessary rights to allow Google to access or use such third
party data sources for provisioning Cloud Search Platform to Customer.

2. 4.2 Additional Definitions.

1. “ltem” or “Document” means any piece of digital content

that Cloud Search can index, including, if applicable,
DOCS, XLS, PPT, and PDF files, a row in a database,
unique URLSs or any of the supported file types.

2. “Search Query” means a request sent by Customer to
Google using Cloud Search to retrieve information or a
set of results.

3. “Search Application” means a configuration of Cloud

Search created and managed by Customer or their
designee to enable a specific business use case, such as
searching across documents in an intranet portal or
Customer's support tool.

5. 5. Cloud Identity Management. The following terms apply only to Cloud Identity
Management, and, as used with Cloud Identity Management, Google Contacts and
Google Groups for Business (collectively “Cloud Identity Services”):

1. 5.1 Subseguent Governing Agreement. If Customer subsequently
enters into a separate agreement under which Google or a Google
Affiliate agrees to provide Cloud Identity Services, then that subsequent
agreement will supersede this Agreement with respect to Cloud Identity
Services. If this Agreement terminates or expires, then, if applicable,
Google will continue to provide Cloud Identity Services, in accordance
with the Cloud ldentity Agreement unless or until such agreement is
terminated or expires in accordance with its terms. “Cloud identity
Agreement” means an agreement for the provision of Cloud Identity
Services entered into by the parties prior to termination or expiry of this
Agreement.

6. 6. Verification Using Domain Email Address.The following additional terms apply only
when a Domain Email Address (rather than a Domain Name) is verified to use the

Services:



1. 6.1 Inviting End Users. Customer may invite other users with a Domain

Email Address to use the Services. If those users accept Customer’s

invitation to use the Services, they will be considered Customer’s End

Users under the Agreement.

2. 6.2 Domain Name Verification.

1.

(a) Any person or entity may verify the Domain Name
corresponding to the Domain Email Address at any time
(“Verifying Party”).

{b) If the Verifying Party is Customer, or one if its
Administrators, then such Verifying Party will take
ownership and control of End User Accounts
corresponding with the Domain Name and all associated
data within such End User Accounts immediately after
verifying the Domain Name.

(c) In all other cases, the Verifying Party will take
ownership and control of access End User Accounts
corresponding with the Domain Name and all associated
data within such End User Accounts 72 hours after
verification of the Domain Name.

(d) Customer and all End Users will be notified when the
Domain Name is verified.

(e) Administration After Domain Name Verification. The
Verifying Party will be able to do the following with
respect to Customer’s Account and all such End User
Accounts: (i) access, monitor, use, modify, withhold, or
disclose Customer Data; (i) control account settings
(including changing account passwords); (iii) control
access to and use of the Services; (iv) restrict ability to
access information or settings; (v) restrict the ability to
disassociate Customer’s Account and all End User
Account (including Customer Data and data within
Customer’s Account and all End User Account) from

Verifying Party; (vi) remove or disable any Services,



Additional Products or other services/products enabled,
used, downloaded, or installed using Customer’s Account
or any End User Account corresponding with the Domain
Name; and (vii) suspend or terminate use of the
Services.

3. 6.3 Data Deletion. In a manner consistent with the functionality and
administration of the Services, and unless use of the Services has been
Suspended in accordance with the Agreement, at any time before the
Verifying Party takes ownership and control of Domain Name and all
associated End User Accounts (including Customer’s Account),
Customer or its End Users can delete or export Customer Data and/or
delete its End User Account(s). After the Verifying Party takes
ownership and control of Domain Name and all associated End User
Accounts (including Customer’s Account), Customer or its End Users
may not be able to delete End User Account(s) and may not be able to
delete or export any Customer Data depending on the administration of
the Services.

4. 6.4 Data Processing Instruction. If no action to delete or export any

Customer Data before the Verifying Party takes ownership and control
of Domain Name and all associated End User Accounts (including
Customer’s Account), then, notwithstanding any term to the contrary in
the Data Processing Amendment (if applicable), Customer
acknowledges that these Service Specific Terms form part of the
Agreement and, as such, document Customer’s specific instructions to
Google to: (a) retain after termination of the Agreement as described in
Section 6.6 (Termination After Domain Verification) all Customer Data
that has not been deleted by Customer prior to such termination; and
(b) make all such retained Customer Data available to the Verifying
Party.

5. 6.5 Consent to Administration. Where applicable, Customer agrees to
allow: (a) the Verifying Party to have the access and capabilities
described in the Agreement; and (b) Google to provide the Verifying

Party with the access and capabilities described in the Agreement.



6. 6.6 Termination After Domain Verification. Where the Verifying Party is

a third party, this Agreement will automatically terminate when the
Verifying Party takes ownership and control of the Domain Name and
all associated End User Accounts (including Customer’s Account). For
clarity, this section does not affect any end user rights which may be
granted by the Verifying Party under its own (separate) G Suite
agreement.

7. 6.7 Services Limitations. Some Services, features and functionality,
may not be available uniess and until the Domain Name is verified.

7. 7. Google Telephony Services. The following terms apply only to (i) Google Voice and
(i) use of Google Meet to perform outbound dialing and accept inbound calls (“Google
Meet Telephony”), as applicable (and for the purposes of this Section 7, Google Voice
and Google Meet Telephony are collectively referred to as “Google Telephony
Services”). THESE TERMS CONTAIN IMPORTANT INFORMATION ABOUT
EMERGENCY SERVICES LIMITATIONS. PLEASE READ CAREFULLY:

1. 7.1 Google Telephony Services Parties and Contract Structure.

1. (a) Google Telephony Services Provider. Subject to
Section 7.1(d), the applicable Google Affiliate listed in the
applicable Service and Telephony Provider List (such

Affiliate in each case, the “Google Telephony Service

Provider” or “GTSP”) will provide the applicable Google
Telephony Services to Customer, as described in Section
7.1(b) (Telephony Services Contract Structure).

2. (b) Telephony Services Contract Structure. Subject to
Section 7.1(d), the G Suite Entity is a duly authorised
agent of GTSP only in relation to the applicable Google
Telephony Services, and contracts on behalf of GTSP in
relation to the Google Telephony Services. Accordingly:

1. (i) in addition to these Service Specific
Terms, the other terms of the Agreement
(including the Data Processing
Amendment and all limitations of liability)

apply to GTSP’s provision of Google



Telephony Services as described in this
section;

2. (ii) Customer may enforce rights and
benefits under the Agreement relating to
Google Telephony Services only against
GTSP, not the G Suite Entity; and

3. (i) Customer will owe obligations under
the Agreement relating to Google
Telephony Services (including payment of
all applicable Fees) only to GTSP, not the
G Suite Entity.

3. (c) Regional Terms. The Regional Terms are
incorporated into these Service Specific Terms and apply
to the extent an End User uses Google Voice in a
country described in the Regional Terms.

4. (d) Applicability. For Customers with a billing address in
Canada: (i} Section 7.1(a) (Google Telephony Services
Provider) and Section 7.1(b) (Google Telephony Services
Contract Structure) do not apply with respect to Google
Voice; (it) Google will provide Google Voice to Customer;
and (iii) with respect to Google Voice, all references to
the “Google Telephony Service Provider” or “GTSP” in
these Service Specific Terms mean Google.

2. 7.2 Provision of Google Telephony Services.

1. (a) Data Use.

1. (i) Data Collection and Use. GTSP will

collect and use Customer Data in

accordance with the Google Telephony
Services Privacy Disclosure provided at
https://gsuite.google.com/terms/service-ter
ms/voicelprivacy_disclosure.html.

2. (ii) Subscriber Directory. GTSP will not

provide Customer's or its End Users’



Google Voice numbers to directory
services unless requested to do so by
Customer or otherwise required by law.

2. (b) Telephony Providers.
1. (i) Affiliate Providers. GTSP may use its

Affiliates to provide Google Telephony
Services as described in the Service and
Telephony Provider List.

2. (ii) Non-Affiliate Telephony Providers.

GTSP and its Affiliates use non-Google
third party subcontractors (“Telephony
Providers”) to route inbound and outbound
telephone calls, as applicable, via the
public switched telephone network
(PSTN). Telephony Providers and their
locations are identified in the Service and
Telephony Provider List. By using Google
Telephony Services, Customer instructs
GTSP to engage, and to have its Affiliates
engage, Telephony Providers to:

1. (1) route outbound and
inbound telephone calls, as
applicable; and

2. (2) process Customer Data
as independent controllers
in the countries in which
they are located:

1. a)tothe
minimum
extent
required for
such routing;

and



2. b)in
accordance
with
applicable
laws
(including
European
data
protection
laws and
telecommunic
ations
regulations).

3. For clarity, Telephony Providers are not Subprocessors

(as defined in the Data Processing Addendum).

e 7.3 Additional Payment Terms.

1.

(a) Google Telephony Services Invoices. Applicable Fees and other

costs arising from Customer’s or End Users’ use of Google Telephony
Services are invoiced separately from other G Suite Services, and are
subject to the Agreement’s payment terms.

(b) Calling Rates. In addition to the Fees, Customer will pay GTSP for
calls based on usage, if applicable. These usage costs are calculated

using the then-current applicable Calling Rates.

(c) Taxes. Notwithstanding anything to the contrary in the Agreement,
Customer will pay applicable Taxes regardless of any tax exemption
certificates. Invoiced Taxes may include Taxes associated with an End
User’s use of Google Telephony Services outside of the cotntry in

which the End User is using Google Telephony Services.

e 7.4 Gooagle Voice Requirements: GTSP Disclaimer.

1.

(a) Google Voice Requirements. This Section 7.4(a) applies only to
Google Voice and NOT to Google Meet Telephony. Use of Google
Voice may require a separate broadband or mobile data connection and

an End User device compatible with certain minimum technical



requirements. GTSP will make available to Customer a description of
any minimum device requirements. Out-of-country or other roaming
usage of Google Voice may incur higher costs to End Users from their
mobile network operators.

(b) GTSP Disclaimer. GTSP is not responsible for any disruption or
failure of Google Telephony Services due to delays, outages, or
disruptions in: (i) Customer’s data connection, (ii) Telephony Providers’
networks, or (iii) the operation of Customer or End User devices. Using
Google Telephony Services on mobile devices may use End Users’
voice or data allowances purchased from their mobile network

operators.

e 7.5 Google Voice Capabilities. This Section 7.5 applies only to Google Voice and NOT

to Google Meet Telephony.

1.

2.

(a) Number Assignment and Availability. Where Google Voice permits

assignment of phone numbers, the following will apply:

1. (i) number activation may require collection by GTSP of
information required by applicable telecommunications
regulations, including Customer’s service address and
tax ID;

2. (ii} in some countries, the service address must match
the area covered by the number to be assigned;

3. (i) number activation may not be instantaneous upon
request; and

4. (iv) inactive numbers may be removed from Customer’s
account.

(b) Number Porting. Customer may port existing numbers from other
service providers to Google Voice, to the extent Google Voice offers
number assignment, and may request that assigned phone numbers be
released to another service provider, subject to Sections 7.5(b)(i)-(iv)
below.

1. (i) Inbound Porting. To transfer a number from another
service provider, Customer must follow the process

described at support.google.com/a/go/voice-porting, as



3.

that site may be updated from time to time. Customer
may only port in numbers to an active account. Inbound
number porting may not be available in all locations
where Google Voice is offered.

2. (ii) Qutbound Porting. To transfer an assigned number to

another service provider, Customer must follow that
service provider's porting process. GTSP will process the
porting request upon notification from Customer’s new
service provider that Customer has submitted a porting
request. GTSP is not responsible for any delays or
disruptions in service caused by the number port out
process, inaccurate or erroneous porting requests made
by Customer or Customer’s new service provider, or
fraudulent porting requests made by third parties.

3. (iii) Customer Obligations. Customer is responsible for

(A) the accuracy of information provided to GTSP
associated with a porting request; (B) fees associated
with porting a number, including fees associated with
remaining numbers and plans; and (C) any Fees owed to
GTSP associated with a number up to when the number
is successfully ported, to the extent permitted by
applicable laws.

4. (iv) Service Termination. GTSP may release any Google

Voice number after termination or expiration of the
applicable End User license if Customer does not port
the number to another service provider prior to such
termination or expiration.
(c) Caller ID. Google Voice allows the display of Customer’'s Google
Voice number on receiving devices where technically possible. End
Users may suppress the display of the number permanently or on a call
by call basis. For technical reasons, GTSP may not be able to suppress
Google Voice numbers in all cases, including calls to Emergency

Numbers.



4.

(d) Number Blocking. Upon Customer request, GTSP will block or

unblock the use of Google Voice to call specific numbers, number
ranges, or types of numbers (including value-added services) to the
extent technically feasible.

(e) Call Recording. Google Voice may aliow End Users to record
individual telephone conversations. Customer agrees not to, and not to
allow its End Users to, record telephone conversations without consent

if such consent is required by applicable laws and regulations.

7.6 Google Telephony Services Limitations. Google Telephony Services may not:

1.

(a) include operator assisted dialing and calls to short codes (additional
fees may apply for these calls);

(b) support “collect” or “chargeback” calls; or

(c) support calls or connections to certain numbers, including, as an

example, premium rate numbers.

7.7 Google Voice Use Restriction. This Section 7.7 applies only to Google Voice and

NOT to Google Meet Telephony. Customer will not sub-assign numbers to, provide

access to, or otherwise enable use of Google Voice by, individuals under the age of

legal consent as determined by the applicable laws of the relevant jurisdiction. GTSP

may suspend or permanently disable any accounts that are used by or provisioned to

such individuals.

7.8 Emergency Services. Subsection 7.8(a) applies only to Google Meet Telephony

and NOT to Google Voice. All other subsections ((b) - (f)) of Section 7.8 apply only to

Google Voice and NOT to Google Meet Telephony.

1.

(a) One-way Dialing. Dialing to emergency services is not available for

one-way dialing features of Google Meet Telephony. End Users will not
be able to place or receive emergency services calls. Customer is
responsible for ensuring that End Users have access to an alternative

means of dialing emergency services.

(b) Two-way Dialing. Dialing to emergency services is supported by
Google Voice. IP-based telephony emergency dialing services have
certain limitations when compared to traditional emergency dialing and
will function differently from traditional emergency dialing. The following

provisions describe those limitations and differences; additional



country-specific limitations are described in the Regional Terms.
Customer hereby acknowledges and accepts the differences between
traditional telephone services and IP-based telephony calls with respect
to calls made to emergency services, as described herein:

1. (i) Description of Emergency Dialing Service. End Users

of the two-way dialing features of Google Voice are
capable of calling and receiving calls from emergency
services free of charge. Emergency services vary
depending on End User location. When an End User
calls emergency services, GTSP will provide to
emergency response operators the End User's phone
number and address that Customer has provided to
Google (see Section 7.8(d) (Customer Obligations)
below). End Users may need to confirm their physical
location and call-back number because the emergency
operator may not have this information.

2. (iiy Limitations on Emergency Dialing Service. The

following limitations apply to the availability of the Google
Voice emergency dialing service: (A) the service may not
be available in the event of an Internet or power outage
or disruption; (B) emergency calls may take longer to
connect to the Public Safety Answering Point than
traditional emergency services dialing, may produce a
busy signal or may not connect; (C) emergency calls may
correctly connect to the PSAP, but the End User's phone
number or location may not automatically be transmitted
and the emergency services operator may not be able to
call back; (D) emergency calls made while roaming may
be routed to the local PSAP associated with the End
User's registered address (Customer will advise End
Users to use their native dialer while roaming); (E) deaf,
hard of hearing, or speech impaired End Users should

call local emergency services directly using TTY or a



3.

telecommunications relay service, instead of 711 or a
local equivalent; (F) if End Users have multiple devices
associated with their account number (i) return calls from
the PSAP may not ring each associated device, and (ii)
the emergency operator may see a phone number that is
different from the End User’s personal phone number:
(G) if the End User has disabled incoming calls, the
PSAP may not be able to call back; (H) if a call fails using
Google Voice, End Users may be directed to complete
emergency calls using the native dialer on their devices;
and (I} emergency calling is not available through this
calling service if (i) using the inbound-only Google Voice
service, or (ii) calls are directed through the voice
network of the user’s mobile carrier, when using the
native dialer of the End User’s device. in Canada and
certain other locations, the number and location provided
by the emergency caller must be verbally provided by
Google’s emergency operator to the appropriate PSAP;
if, however, the caller is unable to provide their location
to the operator, the caller will be routed to the PSAP that
services the caller's registered address.
(c) Texting to Emergency Services. Texting to emergency services may
not be supported by Google Voice. Any text-to-emergency-services
feature made available through Google Voice may not be supported
over a Wi-Fi network.

(d) Customer Obligations. With respect to Section 7.8(b) (Two-way

Dialing), Customer is responsible for the following: (i) ensuring that the
address registered within Google Voice for each End User is the current
physical address where the End User will use Google Voice (failure to
provide current addresses may cause the wrong emergency response
center to be contacted, and delay emergency response to End Users);
(ii) informing End Users that their physical addresses will be shared with

Telephony Providers; (iii) informing End Users that they may need to



provide their physical location and call-back number to the PSAP, once
connected; (iv) ensuring that End Users have access to an alternative
means of calling emergency services; and (v) informing End Users of
the limitations of the emergency dialing services (Customer may
download and print a waring label to affix to all devices that may be
used to access Google Voice at
support.google.com/voice/go/emergency-services).

5. (e) Emergency Alerts. Emergency alerts may not be received via

Google Voice if devices are set to Wi-Fi only mode, or cellular service is
not available.

6. (f) Disclaimer of Emergency Services Liability. To the fullest extent

permitted by law, neither GTSP nor any of its Affiliates will have any
liability under the Agreement (whether in contract, tort (including
negligence) or otherwise) for damages of any type (including direct and
indirect damages) arising under or in connection with the use or
attempted use of Google Voice to access emergency services,
including but not limited to any inability to access such services, any
delays in emergency service response, conduct of emergency services
response centers or operators, or inaccuracy of information provided to
emergency services by Telephony Providers or other third parties
engaged by GTSP or its Affiliates to facilitate the provision of
emergency services access.

e 7.9 Suspension. In addition to the suspension rights described in the Agreement,
GTSP may block incoming and outgoing Google Telephony Services calls or
messages if GTSP reasonably determines that Customer or any End User has used
Google Telephony Services to engage in the following prohibited activities:

1. (a) generating or facilitating unsolicited commercial messages; or
2. (b) inflating call traffic (e.g., traffic pumping, international revenue share
fraud).

e 7.10 Termination of Google Voice by Customer. This Section 7.10 applies only to
Google Voice and NOT to Google Meet Telephony. In addition to any termination

rights described in the Agreement, Customer may terminate its use of Google Voice at



any time by providing written notice to GTSP. Customer must cease use of Google
Voice immediately upon termination.

¢ 7.11 Additional Definitions.

“Calling Rates” are the then-current dialing rates described at
https://voice.google.com/rates.

“End User” includes, (i) for the purposes of Google Voice, potential users who may be
present at the physical location where a device connected to Google Voice is located
and made available for use; and (ji) for the purposes of Google Meet, potential users
who may use the Google Meet Telephony services to dial into or out of Google Meet
meetings.

“Eees” includes, with respect to Google Voice, the fees described at
htip://gsuite.google.com/voice.

“G Suite Entity” is the Google entity with which Customer contracts for other G Suite
Services, as defined in the Agreement.

“Public Safety Answering Point” or “PSAP” means the applicable public safety

answering point based on an End User’s registered location.
“Redgional Terms” means the terms described at
https://gsuite.google.com/terms/service-terms/voice/regional_terms.htmi.

“Telephony Provider” has the meaning given in Section 7.2(b) (Telephony Providers)

of these Service Specific Terms.

“Service and Telephony Provider List” means the then-current list of Service and

Telephony Providers at (i) for Google Voice,
https://gsuite.google.com/terms/service-terms/voice/providers.html, and (i} for Google
Meet Telephony,

https://gsuite.google.com/terms/service-terms/meet-telephony/providers.htmi

*If an offline document refers to “Google Voice Service Provider” or “GVSP,” those references are
deemed to be “Google Telephony Services Provider” or “GTSP” as used in these Service Specific

Terms.



Google Training Services Terms and Conditions

To receive certain training services and related materials from the Google entity signing or
referenced in the applicable Ordering Document, Customer agrees to these Training Services
Terms and Conditions (“General Terms and Conditions”). Together with any applicable Ordering
Document, these General Terms and Conditions form the agreement (the “Agreement”) that
governs Customer’s purchase and receipt, and Google’s performance and delivery, of the
Services.

1. Definitions.

"Affiliate” means any entity that directly or indirectly controls, is controlled by, or is under
common control with, a party.

"Brand Features" means each party’s trade names, trademarks, logos, domain names, and
other distinctive brand features.

"Confidential Information” means information that one party (or an Affiliate) discloses to the
other party under this Agreement, and that is marked as confidential or would normally be
considered confidential information under the circumstances. Confidential Information does not
include information that is independently developed by the recipient, is rightfully given to the
recipient by a third party without confidentiality obligations, or becomes public through no fault of
the recipient. Google Courseware is Google’'s Confidential Information.

"Customer" means the entity identified in an Ordering Document.

"Effective Date" means the last signature date on the applicable Ordering Document.

"Fees" means the applicable fees for the Services as stated in the applicable Ordering
Document.

"Google Courseware™ means any training courseware or other materials made available by
Google, or a Google Affiliate, including (without limitation) training manuals, slideware, videos,
student guides, student lab instructions or such other materials or content as may be developed
by Google, or licensed for use within an online lab environment, from time to time.

"Google Product” means any Google services or products made available to Customer under
a separate agreement.

“including” means including but not limited to.

"Instructor Led Training™ means any instructor led training provided by Google, Google
Affiliates or other third party personnel.

"Intellectual Property” means anything protectable by an Intellectual Property Right.
"Intellectual Property Rights™ means all patent rights, copyrights, trademark rights, right in
trade secrets (if any), design rights, database rights, domain name rights, moral rights, and any
other intellectual property rights (registered or unregistered) throughout the world.

"Ordering Document" means an order form, datasheet, and/or statement of work issued by
Google specifying, among other details: (i) the Services being ordered,; (ii) Fees; and/or (jii) the
applicable form of payment.

"Services" means the education, training and any related services as ordered by Customer in
the applicable Ordering Document, that Google (either on its own or under Section 2.2
(“Subcontracting”)) provides to Customer. Services may include any of the following: (1)



Instructor Led Training and/or onsite training; and/or (2) self-paced training and subscription
services. The Services that Customer may order are more fully described in the applicable
Ordering Document associated with this Agreement.

"Tax(es)™ means all government-imposed taxes, except for taxes based on Google’s net
income, net worth, asset value, property value, or employment.

"Trademark Guidelines” means Google’s guidelines for third party use of Google’s Brand

Features, located at https://www.google.com/permissions/guidelines.htmi.

2. Services.

2.1 Services Scope, Google will provide the Services and Google Courseware as specified in an
Ordering Document issued in accordance with this Agreement.

2.2 Subcontracting. Google may subcontract any of its obligations under this Agreement but will
remain liable for any subcontracted obligations.

2.3 Onsite Training Requirements. If Customer orders a Service that is provided onsite,
Customer will provide reasonable access to a secure and appropriate facility to allow such
onsite Services to be provided. Additional onsite training requirements are as further described
within the applicable Services description, and may be further described in an applicable
Ordering Document.

2.4 Online Training Services. Customer may choose to purchase Services that are made
available online including via online environments provided by Google or third party providers
authorized by Google. If Customer chooses to purchase such online Services, such online
Services may be subject to additional terms and conditions.

2.5 Timeframe for Instructor Led Training. Customer will have 12 months from the Effective Date
to consume any Instructor Led Training ordered. On the first anniversary of the Effective Date,
Google may invoice the Customer for any remaining Instructor Led Training not consumed by
Customer as of such date.

3. Invoices, Fees: Payments.

3.1 Invoices and Payment. Subject to Section 2.5 (Timeframe for Instructor Led Training) and
3.2 (Cancellation), Google will invoice Customer after delivering the Services. Unless otherwise
specified in the applicable Ordering Document or invoice, Fees are due 30 days from the
invoice date. All payments due are in the currency stated in the invoice. Payments made via
wire transfer must include the bank information provided by Google.

3.2 Cancellation If Customer cancels the Services, Customer will pay the applicable Fees in full
unless Customer provides Google with a written cancellation notice more than 10 business days
before the scheduled Services start date.

3.3 Disputing Invoices. Any invoice disputes must be submitted before the invoice due date. If
the parties determine that certain billing inaccuracies are attributable to Google, Google will not
issue a corrected invoice, but will instead issue a credit memo specifying the incorrect amount in
the affected invoice. If the disputed invoice has not yet been paid, Google will apply a credit
memo amount to the disputed invoice and Customer will be responsible for paying the resulting
net balance due on that invoice. Any outstanding disputed amounts will be due when the
dispute is finally resolved.




3.4 Overdue Payments. Google may charge interest at the rate of 1.5% per month (or the
highest rate permitted by law, if less) from the payment due date until paid in full. Customer will
be responsible for all reasonable expenses incurred by Google in collecting overdue amounts,
except where such delinquent amounts are due to Google’s billing inaccuracies. Google may
suspend performance under the Agreement while any applicable payment remains overdue.
3.5 Taxes. Taxes are not included in the Fees. Customer will pay all applicable itemized,
correctly-stated Taxes for the purchased Services and Google Courseware unless Customer
provides a valid tax exemption certificate. Customer will pay Google the full amounts specified
in the Ordering Document, without reduction for Taxes.

4. Ownership and Licensing.

4.1 Intellectual Property Ownership. Except as described at Section 4.2 (Licensing of Google
Courseware) below, this Agreement does not grant Customer any rights, implied or otherwise,
to Google’s Intellectual Property. As between the parties, Google owns all Intellectual Property
Rights in and to the Services, Google Courseware and Google Brand Features, and Customer
owns all Intellectual Property Rights in the Customer Brand Features.

4.2 Licensing of Google Courseware. Upon payment in full, Google grants the Customer a
non-exclusive, worldwide, revocable, non-transferable license, with no right to sublicense, to
use the Google Courseware (a) solely for Customer’s internal business operations in connection
with Customer’s use of the Services, and (b) only for the term, up to the amount of purchased
users (if applicable), and subject to any other conditions or restrictions described in an Ordering
Document.

4.3 Access and Use of Course Materials. For onsite training and for classroom and live online
training, Google will deliver the Google Courseware in an electronic format and not as printed
materials. Google Courseware may not be reproduced, distributed, displayed, performed, or
otherwise shared with end users who have not been authorized to receive training under a valid
Ordering Document.

4.4 Restrictions. Customer will not, and will not allow third parties under its control to: (a) copy,
modify, create derivative works (except and unless software included in the Services is provided
to Customer under a separate license that expressly permits creation of derivative works),
reverse engineer, decompile, translate, disassemble, or otherwise attempt to extract any or all
source code of the Services (except to the extent expressly permitted by applicable law); (b)
sublicense, resell or distribute any or all of the Services or Google Courseware; or (c) access
the Services in a manner intended to avoid incurring fees.

5. Confidentiality: Publigity -

5.1 Confidentiality. The recipient will not disclose the Confidential information, except to
employees, Affiliates, or professional advisors (“Delegates”) who need to know it and who
have a legal obligation to keep it confidential. The recipient will use the Confidential Information
only to exercise rights and fulfill obligations under this Agreement, while using reasonable care
to protect the Confidential Information. The recipient will ensure that its Delegates are also
subject to the same non-disclosure and use obligations. The recipient may disclose Confidential
Information when required by law after giving reasonable notice to the discloser, if permitted by



law. Except for the limited use rights under this Agreement, neither party acquires any right, title,
or interest in the other party's Confidential information.

5.2 Publicity. In connection with Customer’s purchase and receipt of the Services, (a) Customer
may state publicly that it is a Google customer and display Google Brand Features consistent
with the Trademark Guidelines, and (b) Google may (i) orally state that Customer is a Google
customer and (ii) include Customer’s name or Customer Brand Features in a list of Google
customers (whether in Google’s online or offline promotional materials). Any use of a party’s
Brand Features will inure to the benefit of the party holding Intellectual Property Rights to those
Brand Features. A party may revoke the other party’ s right to use its Brand Features under this
Section with written notice to the other party and a reasonable period to stop the use.

6. Representations and Warranties.

6.1 Mutual Representations and Warranties. Each party represents and warrants that it has full
power and authority to enter into and fulfill its obligations under this Agreement.

6.2 Disclaimers. TO THE FULLEST EXTENT PERMITTED BY APPLICABLE LAW, ALL
SERVICES AND GOOGLE COURSEWARE ARE PROVIDED ON AN “AS-IS” BASIS,
WITHOUT ANY WARRANTY OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY
OR OTHERWISE, INCLUDING WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR USE AND NONINFRINGEMENT. GOOGLE MAKES NO REPRESENTATIONS
ABOUT ANY GOOGLE PRODUCTS OR ANY CONTENT OR INFORMATION MADE
ACCESSIBLE OR AVAILABLE BY OR THROUGH THE SERVICES.

7. Term: Termination.

e 7.1 Term. This Agreement will start on the Effective Date and continue until the earlier of:
(a) its automatic expiry on completion of the Services; or (b) its termination in
accordance with this Section 7 (Term; Termination).

7.2 Termination for Breach. Either party may immediately terminate this Agreement on
written notice if:

® (a) the other party is in material breach of this Agreement and fails to cure the breach
within 30 days after receiving written notice, except in connection with Customer's
breach of Section 5.1 or violation of Google’s Intellectual Property Rights in which case
no cure period will be available and Google may terminate with immediate effect upon
written notice to Customer; or
(b) the other party ceases its business operations or becomes subject to insolvency
proceedings.

7.3 Effects of Termination.

(a)Effects on the Services. If this Agreement terminates, Google will no longer have any
obligations to provide Services under an Ordering Document.

(b)Effects on Payment. Customer will pay for Services and Google Courseware delivered
(except Customer will pay all Fees for Services and Google Courseware listed in an Ordering
Document if a termination is due to a Customer breach under Section 7.2(a) or as described in
Section 3.2 (Cancellation)). If applicable under Section 7.2 (Termination for Breach), Google
may invoice Customer, and Customer will pay, for any Google Courseware and

~




work-in-progress not yet invoiced as of the termination date at a pro-rated price based on the
percentage of work completed prior to the termination date.

(c) Survival. Sections 1 (Definitions), 3 (Payment), 4.1 (Intellectual Property Ownership), 5
(Confidentiality; Publicity Obligations), 6.2 (Disclaimers), 7.3 (Effects of Termination), 8
(Limitations of Liability), and 9 (Miscellaneous) will survive any termination of this Agreement.

8. Limitations of Liability. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW:

(a) NEITHER GOOGLE, NOR GOOGLE'S AFFILIATES AND SUPPLIERS, WILL BE LIABLE
UNDER THIS AGREEMENT FOR LOST REVENUES OR INDIRECT, SPECIAL, INCIDENTAL,
CONSEQUENTIAL, EXEMPLARY, OR PUNITIVE DAMAGES, EVEN IF THE PARTY KNEW
OR SHOULD HAVE KNOWN THAT SUCH DAMAGES WERE POSSIBLE AND EVEN IF
DIRECT DAMAGES DO NOT SATISFY A REMEDY.

(b) GOOGLE’'S AGGREGATE LIABILITY UNDER THIS AGREEMENT WILL NOT EXCEED
THE AMOUNT CUSTOMER ACTUALLY PAID TO GOOGLE UNDER THIS AGREEMENT.

9. Miscellaneous.

e 9.1 Notices. All notices of termination or breach must be in English, in writing and
addressed to the other party’s Legal Department. The address for notices to Google’s
Legal Department is legal-notices@google.com. All other notices must be in English, in
writing and addressed to the other party’s primary contact. Notice will be treated as given
on receipt, as verified by written or automated receipt or by electronic log (as applicable).
9.2 Assiagnment. Customer will not assign the Agreement, or any Ordering Document, or
any right or obligation in this Agreement or delegate any performance without Google’s
prior written consent, which consent will not be unreasonably withheld. Any other
attempted assignment or transfer by Customer will be void.

9.3 General. Neither party will be treated as having waived any rights by not exercising
(or delaying the exercise of) any rights under this Agreement. If any term (or part of a
term) of this Agreement is invalid, illegal or unenforceable, the rest of the Agreement will
remain in effect. This Agreement does not create any agency, partnership, or joint
venture between the parties. This Agreement does not confer any benefits on any third
party unless it expressly states that it does. Nothing in this Agreement will limit either
party’s ability to seek equitable relief.

9.4 Force Majeure. Neither party will be liable for failure or delay in performance to the
extent caused by circumstances beyond its reasonable control.

9.5 Governing Law.

(a)For U.S. City, County, and State Government Entities. if Customer is a U.S. city, county or
state government entity, then the Agreement will be silent regarding governing law and venue.
(b)For U.S. Federal Government Entities. If Customer is a U.S. federal government entity then
the following applies: ALL CLAIMS ARISING OUT OF OR RELATING TO THIS AGREEMENT
OR THE SERVICES WILL BE GOVERNED BY THE LAWS OF THE UNITED STATES OF
AMERICA, EXCLUDING ITS CONFLICT OF LAWS RULES. SOLELY TO THE EXTENT
PERMITTED BY FEDERAL LAW: (I) THE LAWS OF THE STATE OF CALIFORNIA
(EXCLUDING CALIFORNIA’S CONFLICT OF LAWS RULES) WILL APPLY IN THE ABSENCE




OF APPLICABLE FEDERAL LAW; AND (Il) FOR ALL CLAIMS ARISING OUT OF OR
RELATING TO THIS AGREEMENT OR THE SERVICES, THE PARTIES CONSENT TO
PERSONAL JURISDICTION IN, AND THE EXCLUSIVE VENUE OF, THE COURTS IN SANTA
CLARA COUNTY, CALIFORNIA.

(c)Eor All Other Entities. If Customer is any entity not set forth in Section 9.5(a) or (b) then the
following applies: ALL CLAIMS ARISING OUT OF OR RELATING TO THIS AGREEMENT OR
THE SERVICES WILL BE GOVERNED BY CALIFORNIA LAW, EXCLUDING THAT STATE'S
CONFLICT OF LAWS RULES, AND WILL BE LITIGATED EXCLUSIVELY IN THE FEDERAL
OR STATE COURTS OF SANTA CLARA COUNTY, CALIFORNIA, USA; THE PARTIES
CONSENT TO PERSONAL JURISDICTION IN THOSE COURTS.

9.6 Amendments. Any amendment must be in writing, signed by both parties, and expressly
state that it is amending this Agreement.

9.7 Entire Agreement. This Agreement (including any applicable Ordering Document) states all
terms agreed between the parties and supersedes all other agreements between the parties
relating to its subject matter. In entering into this Agreement neither party has relied on, and
neither party will have any right or remedy based on, any statement, representation or warranty
(whether made negligently or innocently), except those expressly stated in this Agreement. This
Agreement does not grant any right for Customer to use Google Products.

9.8 Compliance with Laws: Export Control; Government Regulations.Customer will comply with
all laws applicable to the actions contemplated by this Agreement and any Ordering Document.
All Google Courseware, Services and the technology included therein (collectively the
“Materials”) provided under this Agreement and any Ordering Document are subject to
governmental restrictions on (i) exports from the United States; (ii) exports from other countries
in which the Materials may be produced or located:; (iii) disclosure of technology to non-U.S.
persons; (iv) exports from abroad of products derivative of the Materials; (v) the importation or
use of the Materials outside of the United States or other countries (collectively, “Export Laws”).
Customer must comply with all Export Laws. Diversion contrary to the United States law or other
Exports Laws is expressly prohibited.

9.9 Interpretation of Conflicting Terms. If there is a conflict between these General Terms and
Conditions and an Ordering Document, the Ordering Document will govern to the extent of the
conflict.




G Suite Technical Support Services
Guidelines

The following technical support services guidelines ("Guidelines") apply to support services for your

use of "G Suite Services", except for the services and editions noted below that are excluded from

coverage. Capitalized terms not defined herein have the meaning set forth in the agreement that

governs your use of G Suite Services ("Agreement"). For clarity, Google will have no obligation

under the Agreement (or these Guidelines) to provide support for any of the services set forth at the

following URL.: https://www.google.com/support/a/bin/answer.py?hl=en&answer=181865

Chrome Sync Services in G Suite for Education are not covered by the Guidelines.

1. Support Request Submission

1.

General. Customer may submit Requests online, or through the Google
Help Center or support portal.

Customer Efforts to Fix Errors. Prior to making a Request to Google,
Customer will use reasonable efforts to resolve issues, to fix any error,
bug, malfunction or network connectivity defect without escalation to
Google. Thereafter, a Customer Contact may submit a written request
for technical support through the Google Help Center or support portal,
or online,

Characterization of Requests. Customers designate priority upon
submission of Requests. Upon receiving a request from a Customer
Contact, Google will determine whether the request is a "Service
Unusable," "Standard Request" or a "Feature Request" (as defined in
Section 7). Any such determination made by Google is final and binding
on Customer. Google reserves the right to change Customer's Priority
designation if Google believes that Customer's designation is incorrect
and will inform Customer of any such change in its response to the
support Request. Customer may appeal any such reclassification to
Google's Support management for review through any available support

channel.



4. Procedures for Acknowledgement and Resolution of Requests. When

making a Request, Customer will provide requested diagnostic
information including but not limited to: (i) describing the problem, the
configuration, and Customer's network; (ii) providing relevant data; and
(iii) communicating further online to answer questions and assist
Google Support Personnel as appropriate.

Request Acknowledgement. Google may respond to a Request by
acknowiedging receipt of the Request. Customer acknowledges and
understands that Google may be unable to provide answers to, or
resolve all, Requests.

Feature Requests. If Google deems a Request as a Feature Request,
Google will log such Request for consideration to add to a future update
or release of the Services and will consider the matter closed. Google is
under no obligation to respond to or resolve any Feature Request or to

include any such Feature Request in any future update or release.

2. Accessing Support

1.

Google Help Center. Customer's End Users of the G Suite Services are
provided support solely through the Google Help Center, which is
accessible at https://support.google.com/a/ or such URL as Google may
provide. Customer is responsible for responding to any questions and
complaints by End Users or other third parties relating to Customer's or
its End Users’ use of the Services, with such support services to be
provided at Customer's own expense.

Support Hours and Target Initial Response Times. Google will provide
access to Google Help Center support for customers on a 24 x 7 basis.
Online submitted P1 Priority support Requests are responded to with a
target initial response time of one hour and are responded to 24 x 7.
Online submitted P2, P3, and P4 Priority support Requests are
responded to with an initial target response time of 1 business day or
less. All Priority support Requests received online will be responded to
directly by Google Support Personnel as further stated at:
https://support.google.com/a/table/3247295. Google Support Personnel

will be available to provide support online.



3. Customer PIN may be Required to Access Support. Customer is

required to provide a current Customer PIN when making a Request.
Customer will obtain such Customer PIN in the Admin Console in order
to access and receive support for the Services from Google. If
Customer is unable to provide the current Customer PIN when
prompted, Customer will only be able to access the Google Help Center
and post a question to its online help forum, until such time as the
Customer PIN is restored. The Customer PIN may be updated

periodically and is only available in the Admin Console.

3. Chrome Support

1.

Availability of Support. In addition to Requests related to the G Suite
Services, Google will also respond to Requests related to Chrome as
set forth in these Guidelines. Such Requests will be responded to in
English language only.

Supported Issue Types. Requests related to Chrome installation,
Chrome Core Functionality, Chrome’s security, administrative policies,
and Chrome’s interoperability with G Suite Services on Supported
Platforms are responded to by Google Support Personnel as set forth in
these Guidelines. Google may choose not to respond to Requests for
other Chrome related technical issues, such as but not limited to,
rendering problems for specific web pages, technical issues related to
the underlying operating system, device driver or printer problems. If
Google makes a code change to resolve a technical issue, the code
change is released in an upcoming release and will not be ported back

to an earlier version of Chrome.

4. Standard Support

All Customers will receive Standard Support which includes the following:

1.
2.
3.

Automatic product upgrades of the Services

Maintenance updates of the Services

Online self help and training for End Users and Administrators designed
to assist Customers with implementation and use of the Services

Access to support online, or via Google Help Center or support portal.



5. Status Dashboard and support portal providing real-time publicly
available status information for the Services
5. Premium Support
Customers may purchase Premium Support by executing an Order Form. Premium
Support includes all the offerings under Standard Support. In addition:
1. Premium Support includes unlimited Customer Contacts.
2. The following support case response Times apply to Premium Support:
= Google will respond to P1 Requests with a target initial
response time of fifteen minutes 24 x 7
s Google will respond to P2 Requests with a target initial
response time of 2 hours 24 x 7
m  Google will respond to P3 Requests with an initial target
response time of 4 hours 24 x 7
= Google will respond to P4 Requests with an initial target
response time of 8 hours during the Hours of Operation.

3. Google may, at its discretion and upon approval from Customer, send
Google Support Personnel on-site in response to an issue that cannot
be resolved remotely. Google Support Personnel performing support at
Customer's facilities will comply with Customer's reasonable onsite
policies and procedures made known to Google in writing in advance.

4. Notwithstanding section 6.2 below, Premium Support will be provided in
English language (24x7) and Japanese language (8x5) during Business
Hours.

5. Premium Support requires a minimum 1- year Fee commitment. When
Customer enrolls in Premium Support, any applicable Fees will be
pro-rated in that month and then continue to apply during each month in
the 1-year commitment period.

6. As part of the Premium Support offering, Customer will receive access
to a named Technical Account Manager for 1 day per week to: (a)
assist with Customer in developing a strategy with respect to the
Services, (b) provide best practice advice regarding implementation and
use of the Services, and (c) manage technical support escalations and

coordinate with Google subject matter experts to address technical



inquiries related to the Services. Additional access to Technical Account
Management may be purchased, subject to additional fees and terms.

Please contact your account team for pricing details.

6. General Provisions

1.

Maintenance. To ensure optimal performance of the Services, Google
performs periodic Maintenance. In most cases, Maintenance will have
limited or no negative impact on the availability and functionality of the
Services. If Google expects planned Maintenance to negatively affect
the availability or functionality of the Services, Google will use
commercially reasonable efforts to provide at least seven days advance
notice of the Maintenance. In addition, Google may perform emergency
unscheduled Maintenance at any time. If Google expects such
emergency unscheduled Maintenance to negatively affect the
availability or functionality of the Services, Google will use commercially
reasonable efforts to provide advance notice of such Maintenance.
Maintenance notices noted above will be provided via the G Suite
Dashboard, Admin Console and/or support portal. In addition,
Customers who subscribe may also be able to receive email and/or
RSS Feed notifications of Maintenance.

Language. All support provided by Google Support Personnel pursuant
to these Guidelines will be provided in English language, or in one of
the many additional languages during listed hours documented in these
Guidelines or at https://support.google.com/a/table/3247295 or such
other URL as Google may provide. Target Initial Response Times for
language support other than English are applicable during the hours
listed here: https://support.google.com/a/table/3247295. Support
outside of these hours can be obtained via English support channels.
Term of Support. Google will only provide the support services
described in these Guidelines during the term of the Agreement and will
have no obligation to provide any support services to Customer after

the expiration or termination of such Agreement.



4.

Support Data Processing Activities. Google collects and processes
Support Data for the purpose of providing the support services

described in these Guidelines and maintaining the Services.

7. Glossary of Definitions

For the purpose of these Guidelines, the capitalized terms below will have the

following meanings:

1.

"Business Hours" Business Hours in Japan means 09:00 to 17:00 on
Monday to Friday Japan Standard Time.

"Chrome" means the Chrome web browser as released by Google for
Supported Platforms and available for download at the URL
http://www.google.com/chrome/ or the MSI installer provided at the URL
https://www.google.com/chrome/business/ or at another URL that
Google may provide.

"Chrome Core Functionality" means the features and functionality in the
latest released Chrome browser version, excluding Google Chrome
extensions, Google Play, and Google Cloud Print.

"Customer Contacts" means Administrators designated in the Admin
Console.

"Feature Request" means a Request by a Customer Contact to
incorporate a new feature or enhance an existing feature of the
Services that is currently not available as part of the existing Services.
"Google Support Personnel" means the Google representatives
responsible for handling technical support requests.

"Hours of Operation” means 17:00 on Sunday to 17:00 on Friday Pacific
Time Zone, except for holidays in local time for each region
documented in the Admin Console.

"Maintenance" means maintenance work that is performed on hardware
or software delivering the Services.

"Priority" means the level of impact a Request is having on Customer's
operations and is used to establish target response times. Definitions of
available priority levels can be found on our help center:

https://support.google.com/a/answer/1047213



10.

11.

12.

13.

14.

"Request" means a request from Customer to Google Support
Personnel for technical support to resolve a question or problem report
regarding the Services.

"Service Unusable" means a production issue that prevents more than
one of the Customer’s End Users from access to, or use of, the
Services, or where Customer's network is not receiving any inbound
email (and/or outbound email) from the Services. Customer must
identify a Request as Service Unusable by designating it as a P1
Priority support Request.

"Standard Request" means a Request made by Customer to Goagile
that is not a Service Unusable Request or Feature Request.

"Support Data" means account details and the information that
Customer provides to Google for the purpose of obtaining the support
services described in these Guidelines, including requests for support
and the details provided to Google about the specific support issue.
"Supported Platform"” as listed at
https://support.google.com/a/bin/answer.py?answer=2763059 means
an operating system and version for which i) Chrome is released by
Google and ii) support under these Guidelines is provided. Google may
choose not to respond to issues with preview versions of Chrome (also
known as beta, dev, and canary) or preview features. Chrome OS is not
a Supported Platform under these Guidelines; dedicated Google
technical support and hardware service for Chrome OS is available
under a separate agreement. For clarity, Chrome Frame is a separate

product not covered under these Guidelines.
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State of West Virginia
Office of Technology
1900 Kanawha Bivd, East
Building 5, 10th Floor
Charleston, WV 25305

OTES Team,

SHI is pleased to provide the following request for quotation to the State of West Virginia — Office of
Technology (WVOT). The intent of our proposal is to illustrate why we are best qualified to meet the needs
of the State, providing evidence of our ability to deliver the highest quality solutions at the lowest possible
cost.

Privately held and under the guidance of its current ownership since 1989, SHI is uniquely qualified to
support the WVOT's goals and mission.

We are proud of the reputation we have established, particularly in the Public Sector, as an organization
uniquely capable of understanding and addressing the specific needs and concerns of the IT community.
And your team will benefit from our high-value solutions that are focused on meeting the distinctive
requirements of each customer, while always incorporating opportunities for partnership and innovation.

We provide custom technology solutions for every aspect of the IT environment: from software and
hardware procurement to deployment planning, configuration, data center optimization, mobility services, IT
asset management, and training. We also offer next-generation cloud solutions to help customers
accelerate to the cloud in the fastest, most secure, reliable and cost-effective ways possible. Our
infrastructure and integration services provide top-of-the-line solutions supported by leading manufacturers,
publishers, and providers in the industry.

With local Account Executives and with shared values of exceptional service and extraordinary technology
solutions, SHI is confident that we are uniquely positioned to help the State of West Virginia continue to
meet your evolving IT needs.

Our mission remains at the forefront of all we do: to deliver exceptional value and experience as we help
customers select, deploy, and manage their technology.

Should you have any questions regarding our response, please contact me at
Yazmina Hernandez@SHI.com or 201-258-9360 or your SHI Account Executive, Summer Bailey, at
Summer_Bailey@shi.com or 304-541-4288.

Thank you for your consideration and please know we look forward to our continued partnership with the
State of West Virginia.

Respectfully,

Yazmina Hernandéz

SH! Proposal Manager



TABLE OF CONTENTS

Executive Summary

NASPO ValuePoint — Cloud Solutions

Pricing

Professional Services through SADA ......... e e 4

Innovative Solutions. Worid Class Support,




EXECUTIVE SUMMARY

We are pleased to present this proposal to you and we are eager for the opportunity to continue our
longstanding partnership with the State of West Virginia. Not only do our capabilities align ideally with
your objectives, our values align as well: like the State, we pledge to deliver “lower costs, improve the
quality of the State’s technical infrastructure” and to collaborate with the State with integrity, transparency,
and accountability.

SHI has decades of experience supporting contracts that represent a broad portfolio of services and
products for a range of Public Sector entities. Through these contracts, we build connections that allow us
to partner closely with each organization and dive deeply into the infrastructure, procurement, and
compliance parameters that they face.

Our ability to support your contract is tangible: with over 500 current contracts, including hardware,
software, services, cloud, and some that take a modern approach on technology procurement and aliow
for a comprehensive catalogue of both products and services.

What will the keys to a successful collaboration between SHI and the State entail? First of all, our robust,
local presence in West Virginia makes us an exceptional choice as an IT partner. The State’s dedicated
Account Team is dedicated to this territory as it is both their workplace and their home; your SHI team
cares deeply about the local community and its IT security, accessibility, and infrastructure.

SHI is genuinely excited about the opportunity to collaborate with WVOT and its members! We expecta
phenomenally successful partnership, beginning with our immediate expectations in the event of an
award, which include:

1. To support and advocate our WVOT partnership. Each team member from every Public Sector
vertical will support our partnership with the WVOT and will advocate for the contract with passion
and vigor. Given our position in the Public Sector market, the size of our sales force, and our
experience with implementing and growing similar contracts, we are confident that we can extend
WVOT'’s reach not only in terms of revenue achieved, but also in terms of the number of distinct
members who use the NASPO ValuePoint Cloud.

2. To develop marketing materials and campaigns that articulate the value of the WVOT-SHI
partnership.

3. To train our entire Public Sector sales and sales-support staff about the WVOT and its members.
This training will include contract terms and methodology, pricing parameters, and the value that
NASPO ValuePoint Cloud provides to its Members.

4. To connect immediately with agencies within the State and listen to Members’ needs. We will
work with each Member to understand their business preferences (specific information on a
quote, reporting requirements, invoicing/billing requirements, and the like).

In addition, we provide:

¢ A dedicated account and service team empowered to commit resources to address the needs of
your organization;

e Aflexible service approach that allows SHI to adjust its processes and procedures to meet your
changing IT needs;

Innovative Solutions. World Class Support, Page 1



e Aninnovation strategy that ensures your organization is made aware of additional opportunities to
improve service, reduce costs, and increase satisfaction for your own customers/users;

e A professional Corporate Training Group;

e A practice dedicated to Cloud & Innovative Solutions;

e Customized Reporting;

e On-line Procurement;

¢ Volume License and Hardware Program Management;

¢ Pre-Sales Support from SHI's Software and Hardware Teams;
e Staging & Inventory;

e Electronic Software Distribution;

e  Online Invoicing;

e E-Commerce Integration;

¢ Renewals Organization Services

The WVOT can expect that SHI sets ourselves apart from organizations similar to us in that we will
collaborate with only a few select Consortia partners; in fact, we intentionally keep the number of
Consortia partners strategically small to provide proactive support to Consortia members, rather than
attaining many partnerships and diffusing ourselves reactively.

In short, our expectations are bold, and they are also achievable. Our SHi team is flexible and agile, and
we are committed to providing the WVOT’s members an extraordinary experience, with a purpose and a
passion, that is incomparable.

NASPO ValuePoint — Cloud Solutions

SHI International Corp. is proud to hold a contract with NASPO ValuePoint for Cloud Solutions. As a
NASPO ValuePoint Cloud Solutions provider, SHI is authorized to offer a vast range of reliable and
secure cloud options, including:

e Software as a Service (SaaS)

Infrastructure as a Service (laaS)

Platform as a Service (PaaS)

Value Added Services

Under the NASPO consortia contracts, for example, we support 40 States, with the most participating
addenda of all contract vendors. Our total revenue through this contract vehicle, to date, exceeds $200M
per year. This showcases our ability to scale and support a contract, while always keeping customers as
our primary focus.

We are confident that our capabilities and our commitment to meeting our customers’ needs is
demonstrated in our level of success under our public sector contracts nationwide. We have met and
exceeded service levels for NASPO ValuePoint and for each State during the contract term. We look
forward to providing the same enthusiasm and dedication to the State of West Virginia.

innovative Solutions, World Class Support. Page 2



PRICING

Immediately following is the completed pricing sheet as requested by the State and please note that:

e Cell D17 on both Executive Branch Agency and Non-Executive Agencies tabs have updated
descriptions, see SHI Quotes.

o New Description: G Suite Basic; New/Renewal

e Cell D17 on both Executive Branch Agency and Non-Executive Agencies tabs have updated
descriptions, see SHI Quotes.

o New Description: G Suite Basic; User Increase/Upgrade Add-On
¢ Item requested in D32 is no longer available.

¢ Row 49 on both Executive Branch Agency and Non-Executive Agencies tabs need to be
removed. Per Google, this is not a SKU.

e Total on Non-Executive Agencies tabs is off by $0.03. Cells are locked, see SHI quote #
19190727.

Innovative Solutions, World Ciass Support. Page 3



State of West Virgi ia - EXECUTIVE

Soliition Bescription, G

G Suite Enterprise; User Increase/Upgrade Add-On

G Suite Basic/Business to G Suite Enterprise; Conversion
G Suite Business; User Increase/Upgrade Add-On

G Suite Business, Deskless; User Increase/Upgrade Add-On
G Suite Basic to G Suite Business; Conversion

G Suite Basic to G Suite Business, Deskless; Conversion
G Suite Basic, Deskless; Upgrade Add-On

G Suite Enterprise: New/Renewal

G Suite Basic/Business to G Suite Enterprise; Conversion
G Suite Business: New/Renewal

G Suite Business, Deskless; New/Renewal

G Suite Basic to G Suite Business; Conversion

G Suite Basic to G Suite Business, Deskless; Conversion
G Suite Basic, Deskless; New/Renewa!

Google Apps Unlimited: 12 month license/support term; 1 seat;
Google Vault; New/Renewal

Google Apps Unlimited Upgrade: 1 month license/support term; 1 seat;
G Suite Basic; New/Renewal

G Suite Basic; User Increase/Upgrade Add-On
Google Vault, Deskless; New/Renewal

G Suite Enterprise: Demo

G Suite Basic, Demo

Google Vault, Demo

G Suite Business: New/Renewal

G Suite Business; User Increase/Upgrade Add-On
Business AU; Upgrades/User increase. 1 Month
Enterprise AU; Upgrades/User increase. 1 Month
Cloud tdentity; Demo

Google Vault; User increase/Upgrade Add-On

Google G Suite Pricing Sheet

Billling: Cycle
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/Year
Per User/Year
Per User/Year
Per User/Year
Per User/Year
Per User/Year
Per User/Year

Per User/Year
Per User/Year

Per User/ Month
Per User/Year
Per User/ Month
Per User/Year
Per User/Year
Per User/Year
Per User/Year
Per User/Year
Per User/ Month
Per User/ Month
Per User/ Month
Per User/Year
Per User/ Month

BRANCH AGENCIES
i1 - Estimated Quahtitiss

R R el e

18000

N e N I S

-

4000

PR RERERRRR B

Uit Price

$23.81
$23.81
$11.43
$5.71
$11.43
$5.71
$2.86
$285.71
$23.81
$137.14
$68.57
$137.14
$5.71
$34.29

$0.00
$47.62

$0.00
$ 68.57
$5.71
$19.05
$0.00
$0.00
$0.00
$137.14
$11.43
$3.81
$6.67
50.00
$3.98

g
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23.81
23.81
11.43
5.71
11.43
5.71
2.86
5,142,780.00
23.81
137.14
68.57
137.14
571
34.29

47.62

274,280.00
5.71

19.05
137.14
11.43

3.81

6.67

3.98

For both Executive and Non-Executive Tabs.
SHI quote will reflect updated description.

For both Executive and Non-Executive Tabs,
SHI quote will reflect updated description.



Google Message Encryption; User Increase/Upgrade Add-On
Google Vault, Deskless; User Increase/Upgrade Add-On
Google Storage; User Increase/Upgrade Add-On

Google Storage; User Increase/Upgrade Add-On

Google Storage; User Increase/Upgrade Add-On

Google Storage; User Increase/Upgrade Add-On

Google Storage; User Increase/Upgrade Add-On

Google Storage; User Increase/Upgrade Add-On

Google Storage; User Increase/Upgrade Add-On

Google Storage; User Increase/Upgrade Add-On

Google Storage; User Increase/Upgrade Add-On

Google Cloud Identity:®

Business AU; New/Renewal. 1 Year

Enterprise AU; New/ Renewal. 1 Year

Cloud Identity; User Increase/Upgrade Add-On. 1 Month

Professional Services Offerings: - '

Google G Suite Prossional Support Services Annual

Google G Suite Change Management Advisory Service
Google G Suite Transformation Advisory Service {Apps)
Google G Suite Security Assessment

Google G Suite Professlonal Support Services Monthly
Professional Service Solution Migration {minimum 20k users)

Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/Year

Per User/Year

Per User/Year

Per User/ Month

Billing:Cycle - -

Per Year

Per Engagement

Per Engagement

Per Engagement

Per Month

Per User

Licenses Total
Professional Services Total
Overall Total

e = B R SN S S TN IR PN NN NN

‘Eétimated Quantities

T

22000

$1.60
$3.17
$5.95
$13.88
$27.79
$70.64
$ 142.07
$284.12
$568.26
$1,134.93
$68.57
$45.71
$ 80.00
$5.71

Uniit Ptice

$28,720.24
$28,720.24
$34,464.29
$22,976.19

59.52

R Y A R R IR SV ARY ST Y NV NS

LR R 7 N7 Y RV IR Y7 Y §

1.60
3.17
5.95
13.88
27.79
70.64
142.07
284,12
568.26
1,134.93
68.57
45.71
80.00
5.71

28,720.24
28,720.24
34,464.29
22,976.19
1,309,440.00
5,420,239.23
1,424,320.96
6,844,560.19

No longer available,

20GB
50GB
200GB
400GB

No longer a Google Sku.



Google G Suite Pricing Sheet

State of West Virgini ON-EXECUTIVE BRANCH AGENCIES

Solution Description o, ey , AT lfing Cycle; - Estinated Quantities - -UnitPrice . CeTotal
G Suite Enterprise; User Increase/Upgrade Add-On Per User/ Month 1 $23.81 S 23.81
G Suite Basic/Business to G Suite Enterprise; Conversion Per User/ Month 1 $23.81 S 23.81
G Suite Business; User Increase/Upgrade Add-On Per User/ Month 1 $11.43 $ 11.43
G Suite Business, Deskless; User Increase/Upgrade Add-On Per User/ Month 1 $5.71 S 5.71
G Suite Basic to G Suite Business; Conversion Per User/ Month 1 $11.43 S 11.43
G Suite Basic to G Suite Business, Deskless; Conversion Per User/ Month 1 $5.71 s 5.71
G Suite Basic, Deskless; Upgrade Add-On Per User/ Month 1 $2.86 S 2.86
G Suite Enterprise: New/Renewal Per User/Year 500 $285.71 S 142,855.00
G Suite Basic/Business to G Suite Enterprise; Conversion Per User/Year 1 $23.81 S 23.81
G Suite Business: New/Renewal Per User/Year 200 $137.14 S 27,428.00
G Suite Business, Deskless; New/Renewal Per User/Year 1 $68.57 s 68.57
G Suite Basic to G Suite Business; Conversion Per User/Year 1 $137.14 S 137.14
G Suite Basic to G Suite Business, Deskless; Conversion Per User/Year 1 $5.71 S 5.71
G Suite Basic, Deskless; New/Renewal Per User/Year 300 $34.29 S 10,287.00
Google Apps Unlimited: 12 month license/support term; 1 seat; Per User/Year 1 $0.00 S -

Google Vault; New/Renewal Per User/Year 1 $47.62 $ 47.62
Google Apps Unlimited Upgrade: 1 month license/support term; 1 seat; Per User/ Month 1 $0.00 S -

G Suite Basic; New/Renewal Per User/Year 1 $68.57 S 68.57
G Suite Basic; User Increase/Upgrade Add-On Per User/ Month 1 $5.71 S 5.71
Google Vault, Deskless; New/Renewal Per User/Year 1 $19.05 S 19.05
G Suite Enterprise;: Demo Per User/Year 1 $0.00 S -

G Suite Basic, Demo Per User/Year 1 $0.00 $ -

Google Vault, Demo Per User/Year 1 $0.00 $ -

G Suite Business: New/Renewal Per User/Year 1 $137.14 S 137.14
G Suite Business; User Increase/Upgrade Add-On Per User/ Month 1 $11.43 S 11.43
Business AU; Upgrades/User increase. 1 Month Per User/ Month 1 $3.81 S 3.81
Enterprise AU; Upgrades/User increase. 1 Month Per User/ Month 1 $6.67 $ 6.67
Cloud Identity; Demo Per User/Year 1 $0.00 s -

Google Vault; User Increase/Upgrade Add-On Per User/ Month 1 $3.98 $ 3.98
Google Message Encryption; User Increase/Upgrade Add-On Per User/ Month 1 $0.00 $ -

Google Vault, Deskless; User Increase/Upgrade Add-On Per User/ Month 1 $1.60 $ 1.60
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $3.17 $ 3.17
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $5.95 $ 5.95
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $13.88 S 13.88
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $27.79 S 27.79
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $70.64 $ 70.64
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $142.07 $ 142.07
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $284.12 S 284.12
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $568.26 S 568.26
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $1,134.93 S 1,134.93
Google Cloud Identity:B Per User/Year 1 $68.57 $ 68.57
Business AU; New/Renewal. 1 Year Per User/Year 1 $45.71 $ 45.71
Enterprise AU; New/ Renewal. 1 Year Per User/Year 1 $80.00 $ 80.00
Cloud Identity; User Increase/Upgrade Add-On. 1 Month Per User/ Month 1 $5.71 $ 5.71



Proféssional Setvices Offerings

Google G Suite Prossional Support Services Annual

Google G Suite Change Management Advisory Service
Google G Suite Transformation Advisory Service {Apps)
Google G Suite Security Assessment

Google G Suite Professional Support Services Monthly
Professional Service Solution Migration {(no minimum users)

Billing Cycle.

Per Year

Per Engagement

Per Engagement

Per Engagement

Per Month

Per User

Licenses Total
Professional Services Total
Overall Total

Estimated Quantities

O S

1000

Unit Price

$28,720.24
$28,720.24
$34,464.29
$22,976.16
297.62

-
o
-~

=

28,720.24
28,720.24
34,464.29
22,976.16
297,620.00
183,646.37
412,500.93
596,147.30



WV-GOVERNOR'S OFFICE OF TECH

Patricia Ebert

1900 Kanawha Bivd E

Bldg 5, 10th Floor

Charleston, WV 25305

United States

Phone: (304) 957-8243

Fax:

Email: Patricia.A.Ebert@wv.gov

All Prices are in US Dollar (USD)
Product

Qty

Pricing Proposal
Quotation #: 19190727
Created On: 7/24/2020

Valid Until:

8/28/2020

Inside Account Manager

Natalie BoccaTorino
290 Davidson Ave,
Somerset, NJ 08873
Phone: 888-744-4084

Fax:

732-652-0810

Email: Natalie_BoccaTorino@shi.com

Retail

Your Price

Total

1 G Suite Enterprise; User Increase/Upgrade Add-On
Google - Part#: G Suite Enterprise; User Increase/Upgrad
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$23.81

$23.81

2 G Suite Basic/Business to G Suite Enterprise; Conversion
Google - Part#: G Suite Basic/Business to G Suite Enterp
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$23.81

$23.81

3 G Suite Business; User Increase/Upgrade Add-On
Google - Part#: G Suite Business; User Increase/Upgrade
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$11.43

$11.43

4 G Suite Business, Deskless; User Increase/Upgrade Add-On
Google - Part#: G Suite Business, Deskless; User Increas
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$5.71

5 G Suite Basic to G Suite Business; Conversion
Google - Part#: G Suite Basic to G Suite Business; Conve
Contract Name: Open Market
Contract # Open Market
Note: Per User/ Month

$0.00

$11.43

$11.43

6 G Suite Basic to G Suite Business, Deskless; Conversion
Google - Par#: G Suite Basic to G Suite Business, Deskl
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$5.71

$5.71




10

1

12

13

14

15

16

17

G Suite Basic, Deskless; Upgrade Add-On
Google - Part#: G Suite Basic, Deskless; Upgrade Add-On
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$2.86 $2.86

G Suite Enterprise: New/Renewal
Google - Part#: G Suite Enterprise: New/Renewal
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

G Suite Basic/Business to G Suite Enterprise; Conversion
Google - Part#: G Suite Basic/Business to G Suite Enterp
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

500

$0.00

$0.00

$285.71 $142,855.00

$23.81 $23.81

G Suite Business: New/Renewal
Google - Part#: G Suite Business: New/Renewal
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

200

$0.00

$137.14 $27,428.00

G Suite Business, Deskless; New/Renewal
Google - Part#: G Suite Business, Deskless; New/Renewal
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$68.57 $68.57

G Suite Basic to G Suite Business; Conversion
Google - Part#: G Suite Basic to G Suite Business; Conve
Contract Name: Open Market
Contract # Open Market
Note: Per User/Year

$0.00

$137.14 $137.14

G Suite Basic to G Suite Business, Deskless; Conversion
Google - Part#: G Suite Basic to G Suite Business, Deskl
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$5.71 $5.71

G Suite Basic, Deskless; New/Renewal
Google - Part#: G Suite Basic, Deskless; New/Renewal
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

300

$0.00

G Suite Basic; New/Renewal
Google - Part#: Google Apps Unlimited: 12 month license/
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$34.29 $10,287.00

$0.00 $0.00

Google Vault; New/Renewal
Google - Part#: Google Vault; New/Renewal
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$47.62 $47.62

o G Suite Basic; User Increase/Upgrade Add-On

$0.00

$0.00 $0.00



18

19

20

21

22

23

24

25

26

27

Google - Part#: Google Apps Unlimited Upgrade: 1 month |
Contract Name: Open Market

Contract #: Open Market

Note: Per User/ Month

G Suite Basic; New/Renewal
Google - Part#: G Suite Basic; New/Renewal
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$68.57

G Suite Basic; User Increase/Upgrade Add-On
Google - Part#: G Suite Basic; User Increase/Upgrade Add
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$5.71

$68.57

Google Vault, Deskless; New/Renewal
Google - Part#: Google Vault, Deskless; New/Renewal
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

G Suite Enterprise: Demo
Google - Part#: G Suite Enterprise: Demo
Contract Name: Open Market
Contract # Open Market
Note: Per User/Year

$0.00

$19.05

$19.05

$0.00

$0.00

$0.00

G Suite Basic, Demo
Google - Part#: G Suite Basic, Demo
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$0.00

$0.00

Google Vault, Demo
Google - Part#: Google Vault, Demo
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$0.00

$0.00

G Suite Business: New/Renewal
Google - Part#: G Suite Business: New/Renewal
Contract Name: Open Market
Contract # Open Market
Note: Per User/Year

$0.00

$137.14

$137.14

G Suite Business; User Increase/Upgrade Add-On
Google - Part#: G Suite Business; User Increase/Upgrade
Contract Name: Open Market
Contract # Open Market
Note: Per User/ Month

$0.00

$11.43

$11.43

Business AU; Upgrades/User increase. 1 Month

Google - Part#: Business AU; Upgrades/User increase. 1 M

Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$3.81

Enterprise AU; Upgrades/User increase. 1-Menth
Google - Part#: Enterprise AU; Upgrades/User increase. 1

$0.00

$6.67

$3.81



28

29

30

31

32

33

35

36

37

Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

Cloud Identity; Demo
Google - Part#: Cloud Identity; Demo
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00 $0.00 $0.00

Google Vault; User Increase/Upgrade Add-On
Google - Part#: Google Vault; User Increase/Upgrade Add-
Contract Name: Open Market
Contract # Open Market
Note: Per User/ Month

Google Vault, Deskless; User Increase/Upgrade Add-On
Google - Part#: Google Vault, Deskless; User Increase/Up
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

Google Storage; User Increase/Upgrade Add-On
Google - Part#: Google Storage; User Increase/Upgrade Ad
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00 $3.98 $3.98

$0.00 $1.60 $1.60

$0.00 $3.17 $3.17

Google Storage; User Increase/Upgrade Add-On
Google - Part#: Google Storage; User Increase/Upgrade Ad
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00 $5.95 $5.95

Google Storage; User Increase/Upgrade Add-On
Google - Part#: Google Storage; User Increase/Upgrade Ad
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

Google Storage; User Increase/Upgrade Add-On
Google - Part#: Google Storage; User Increase/Upgrade Ad
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00 $13.88 $13.88

$0.00 $27.79 $27.79

Google Storage; User Increase/Upgrade Add-On
Google - Part#: Google Storage; User Increase/Upgrade Ad
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00 $70.64 $70.64

Google Storage; User increase/Upgrade Add-On
Google - Part#: Google Storage; User Increase/Upgrade Ad
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

Google Storage; User Increase/Upgrade Add-On
Google - Part#: Google Storage; User Increase/Upgrade Ad
Contract Name: Open Market

$0.00 $142.07 $142.07

$0.00 $284.12 $284.12
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Contract #: Open Market
Note: Per User/ Month

Google Storage; User Increase/Upgrade Add-On
Google - Part#: Google Storage; User Increase/Upgrade Ad
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

1

$0.00

$568.26 $568.26

Google Storage; User Increase/Upgrade Add-On
Google - Part#: Google Storage; User Increase/Upgrade Ad
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$1,134.93 $1,134.93

"Google Cloud Identity:"
Google - Part#: "Google Cloud Identity:"
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

Business AU; New/Renewal. 1 Year
Google - Part#: Business AU; New/Renewal. 1 Year
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$0.00

$68.57 $68.57

$45.71 $45.71

Enterprise AU; New/ Renewal. 1 Year
Google - Part#: Enterprise AU; New/ Renewal. 1 Year
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$80.00 $80.00

Cloud Identity; User Increase/Upgrade Add-On. 1 Month
Google - Part#: Cloud Identity; User Increase/Upgrade Ad
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

Google G Suite Change Management Advisory Service
Google - Part#: Google G Suite Change Management Advisor
Contract Name: Open Market
Contract #: Open Market
Note: Per Engagement

$0.00

$5.71 $5.71

$28,720.24 $28,720.24

Google G Suite Transformation Advisory Service (Apps)
Google - Part#: Google G Suite Transformation Advisory S
Contract Name: Open Market
Contract #: Open Market
Note: Per Engagement

$0.00

$28,720.24 $28,720.24

Google G Suite Security Assessment
Google - Part#: Google G Suite Security Assessment
Contract Name: Open Market
Contract #: Open Market
Note: Per Engagement

$0.00

$34,464.29 $34,464.29

Google G Suite Professional Support Services Monthly
Google - Part#: Google G Suite Professional Support Serv
Contract Name: Open Market
Contract #: Open Market

$0.00

$22,976.19 $22,976.19



Note: Per Month

48 Google G Suite Professional Support Services MonthlyProfessional 1000 $0.00 $297.62 $297,620.00
Service Solution Migration (no minimum users)
Google - Part#: Professional Service Solution Migration
Contract Name: Open Market
Contract # Open Market
Note: Per User

Total $596,147.33

Additional Comments

Please note: Google has a zero returns policy.

T&Cs: By processing a purchase order against this quote:

(a) Partner, Google and the Customer are independent contractors with respect to the resale of the Product;
(b) unless Google expressly agrees otherwise in writing, the Customer will accept the Google TOS

(found here;

The products offered under this proposal are Open Market and resold in accordance with the terms and conditions at SHI Online
Customer Resale Terms and Conditions.




WV-GOVERNOR'S OFFICE OF TECH

Patricia Ebert

1900 Kanawha Bivd E

Bldg 5, 10th Floor

Charieston, WV 25305

United States

Phone: (304) 957-8243

Fax:

Emait: Patricia.A.Ebert@wv.gov

All Prices are in US Dollar (USD)
Product

Qty

Pricing Proposal
Quotation #: 19190732
Created On: 7/24/2020

Valid Until:

8/28/2020

Inside Account Manager

Natalie BoccaTorino
290 Davidson Ave,
Somerset, NJ 08873

Phone: 888-744-4084
732-652-0810

Fax:

Email: Natalie_BoccaTorino@shi.com

Retail

Your Price

Total

1 G Suite Enterprise; User Increase/Upgrade Add-On
Googie - Part#: G Suite Enterprise; User Increase;Upgrad
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$23.81

$23.81

2 G Suite Basic/Business to G Suite Enterprise; Conversion
Google - Part#: G Suite Basic;Business to G Suite Enterp
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$23.81

$23.81

3 G Suite Business; User Increase/Upgrade Add-On
Google - Part#: G Suite Business; User Increase;Upgrade
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$11.43

$11.43

4 G Suite Business, Deskless; User Increase/Upgrade Add-On
Google - Part#: G Suite Business, Deskless; User Increas
Contract Name: Open Market
Contract # Open Market
Note: Per User/ Month

$0.00

$5.71

$5.71

5 G Suite Basic to G Suite Business; Conversion
Google - Part#: G Suite Basic to G Suite Business; Conve
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$11.43

$11.43

6 G Suite Basic to G Suite Business, Deskless; Conversion
Google - Part#: G Suite Basic to G Suite Business, Deski
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$5.71

$5.71
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12
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14

16

16

17

G Suite Basic, Deskless; Upgrade Add-On
Google - Part#: G Suite Basic, Deskless; Upgrade Add-On
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

1

$0.00

$2.86

$2.86

G Suite Enterprise: New/Renewal
Google - Part#: G Suite Enterprise: New;Renewall
Contract Name: Open Market
Contract # Open Market
Note: Per User/Year

18000

$0.00

$285.71

$5,142,780.00

G Suite Basic/Business to G Suite Enterprise; Conversion
Google - Part#: G Suite Basic;Business to G Suite Enterp
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$23.81

$23.81

G Suite Business: New/Renewal
Google - Part#: G Suite Business: New;Renewal
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

G Suite Business, Deskless; New/Renewal

Google - Part#: G Suite Business, Deskless; New;Renewal

Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$0.00

$137.14

$137.14

$68.57

$68.57

G Suite Basic to G Suite Business; Conversion
Google - Part#: G Suite Basic to G Suite Business; Conve
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

G Suite Basic to G Suite Business, Deskless; Conversion
Google - Part#: G Suite Basic to G Suite Business, Deskl
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

G Suite Basic, Deskless; New/Renewal
Google - Part#: G Suite Basic, Deskless; New;Renewal
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

G Suite Basic; New/Renewal
Google - Part#: Google Apps Unlimited: 12 month license;
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$137.14

$137.14

$5.71

$0.00

$34.29

$34.29

$0.00

Google Vault; New/Renewal
Google - Pari#: Google Vault; New;Renewal
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$0.00

$0.00

$47.62

$47.62

G Suite Basic; User Increase/Upgrade Add-On

$0.00

$0.00

$0.00
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Google - Pari#: Google Apps Unlimited Upgrade: 1 month |
Contract Name: Open Market

Contract #: Open Market N

Note: Per User/ Month

G Suite Basic; New/Renewal
Google - Part#: G Suite Basic; New;Renewal
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

4000

G Suite Basic; User Increase/Upgrade Add-On
Google - Part#: G Suite Basic; User Increase;Upgrade Add
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

Google Vault, Deskless; New/Renewal
Google - Part#: Google Vault, Deskless; New;Renewal
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

G Suite Enterprise: Demo
Google - Part#: G Suite Enterprise: Demo
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$68.57

$5.71

$274,280.00

$5.71

$0.00

$0.00

$0.00

G Suite Basic, Demo
Google - Part#: G Suite Basic, Demo
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

Google Vault, Demo
Google - Part#: Google Vault, Demo
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$0.00

$0.00

$0.00

$0.00

$0.00

G Suite Business: New/Renewal
Google - Part#: G Suite Business: New;Renewal
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$137.14

G Suite Business; User Increase/Upgrade Add-On
Google - Part#: G Suite Business; User Increase;Upgrade
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

Business AU; Upgrades/User increase. 1 Month
Google - Part#: Business AU; Upgrades;User increase. 1 M
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$11.43

$137.14

$11.43

$3.81

$3.81

Enterprise AU; Upgrades/User increase. 1 Month
Google - Part#: Enterprise AU; Upgrades;User increase. 1

$0.00

$6.67

$6.67
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Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

Cloud Identity; Demo 1 $0.00 $0.00 $0.00
Google - Part#: Cloud Identity; Demo
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

Google Vault; User Increase/Upgrade Add-On 1 $0.00 $3.98 $3.98
Google - Part#: Google Vault; User Increase;Upgrade Add-
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

Google Vault, Deskless; User Increase/Upgrade Add-On 1 $0.00 $1.60 $1.60
Google - Part#: Google Vault, Deskless; User Increase;Up
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

Google Storage 20GB; User Increase/Upgrade Add-On 1 $0.00 $3.17 $3.17
Google - Part#: Google Storage 20GB; User Increase;Upgra
Contract Name: Open Market
Contract # Open Market
Note: Per User/ Month

Google Storage 50GB; User Increase/Upgrade Add-On 1 $0.00 $5.95 $5.95
Google - Part#: Google Storage 50GB; User Increase;Upgra
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

Google Storage 200GB; User Increase/Upgrade Add-On 1 $0.00 $13.88 $13.88
Google - Par#: Google Storage 200GB; User Increase;Upgr
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

Google Storage 400GB; User Increase/Upgrade Add-On 1 $0.00 $27.79 $27.79
Google - Pari#: Google Storage 400GB; User Increase;Upgr
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

Google Storage 1 TB; User Increase/Upgrade Add-On 1 $0.00 $70.64 $70.64
Google - Pari#: Google Storage 1 TB; User Increase;Upgra
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

Google Storage 2TB; User increase/Upgrade Add-On 1 $0.00 $142.07 $142.07
Google - Part#: Google Storage 2TB; User Increase;Upgrad
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

Google Storage 4TB; User Increase/Upgrade Add-On 1 $0.00 $284.12 $284.12
Google - Part#: Google Storage 4TB; User Increase;Upgrad
Contract Name: Open Market
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Contract #: Open Market
Note: Per User/ Month

Google Storage 8TB; User Increase/Upgrade Add-On
Google - Part#: Google Storage 8TB; User increase;Upgrad
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$568.26

Google Storage 16TB; User Increase/Upgrade Add-On
Google - Part#: Google Storage 16TB; User Increase;Upgra
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$1,134.93

$568.26

$1,134.93

"Google Cloud Identity:"
Google - Part#: "Google Cloud Identity:"
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$68.57

$68.57

Business AU; New/Renewal. 1 Year
Google - Part#: Business AU; New,Renewal. 1 Year
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$45.71

$45.71

Enterprise AU; New/ Renewal. 1 Year
Google - Part#: Enterprise AU; New;Renewal. 1 Year
Contract Name: Open Market
Contract #: Open Market
Note: Per User/Year

$0.00

$80.00

$80.00

Cloud Identity; User Increase/Upgrade Add-On. 1 Month
Google - Part#: Cloud Identity; User Increase;Upgrade Ad
Contract Name: Open Market
Contract #: Open Market
Note: Per User/ Month

$0.00

$5.71

$5.71

Google G Suite Change Management Advisory Service
Google - Part#: Google G Suite Change Management Advisor
Contract Name: Open Market
Contract #: Open Market
Note: Per Engagement

$0.00

$28,720.24

$28,720.24

Google G Suite Transformation Advisory Service (Apps)
Google - Part#: Google G Suite Transformation Advisory S
Contract Name: Open Market
Contract #: Open Market
Note: Per Engagement

$0.00

$28,720.24

$28,720.24

Google G Suite Security Assessment
Google - Part#: Google G Suite Security Assessment
Contract Name: Open Market
Contract #: Open Market
Note: Per Engagement

$0.00

$34,464.29

$34,464.29

Google G Suite Professional Support Services Monthly
Google - Part#: Google G Suite Professional Support Serv
Contract Name: Open Market
Contract #: Open Market

$0.00

$22,976.19

$22,976.19



Note: Per Month

48 Professional Service Solution Migration {minimum 20k users) 22000 $0.00 $59.52  $1,309,440.00
Google - Part#: Professional Service Solution Migration
Contract Name: Open Market
Contract #: Open Market
Note: Per User

Total  $6,844,560.19

Additional Comments

Please note: Google has a zero returns policy.

T&Cs: By processing a purchase order against this quote:

(a) Partner, Google and the Customer are independent contractors with respect to the resale of the Product;
{b) unless Google expressly agrees otherwise in writing, the Customer will accept the Google TOS

(found here:

The products offered under this proposal are Open Market and resold in accordance with the terms and conditions at SHI Online
Customer Resale Terms and Conditions.




PROFESSIONAL SERVICES THROUGH SADA

SHI is partnering with SADA to provide enterprise-grade services and solutions to the State as it relates
to this solicitation.

SADA is a Google Cloud Premier Partner focused on delivering innovative cloud technologies and tools,
combined with expert consultation and exceptional customer experience.

Immediately following, we explain SADA’s capabilities and services for all Google-based products and
detail how the State can benefit from SADA’s Enterprise Support Services.

Innovative Solutions, World Class Support. Page 4
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About SADA

Founded in 2000, SADA, Inc. (SADA) is a privately-held global leader in providing business and
technology consulting services that transform organizations through cloud-based solutions. As a Google
Cloud Premier Partner, SADA has gained global accolades as an exceptional service provider with proven
expertise in enterprise consulting, cloud platform migration, custom application development, managed
services, user adoption and change management.

SADA is focused on delivering enterprise-grade solutions to our public sector, mid-market and large
enterprise clients in various industries including healthcare, media and entertainment, retail,
manufacturing, education, government and professional services. We employ some of the foremost
experienced professionals in the platforms we support - engineers, developers, project managers,
business analysts, UX/UI experts, designers, and user adoption consultants - ensuring we can provide a
holistic view on the most complex business challenges, and deliver an awe-inspiring user experience to
our clients.

SADA knows that it’s not a matter of if an organization will transcend to the cloud; it’s a matter of when.
Transition to the cloud is not in itself a destination, but simply an enabler to what’s possible, and what's
next in driving real business transformation for our clients.

With over 19 years of expertise in IT services, cloud computing strategies, design and development,
infrastructure management, and managed services, SADA offers guidance through every stage of an
organization’s business transformation. Once your organization is in the cloud, that’s when real
innovation begins and SADA is by your side every step of the way. SADA works closely with your
stakeholders to identify key business objectives and provide insight into how today’s technologies can
drive innovation within your organization.

No business transformation is successful without an engaged workforce, and customers and partners.
SADA's enterprise consulting team helps guide departments through change management phases
fostering support and adoption of new tools and technologies, resulting in greater ROI of your
technology investments.

SADA has been a part of two state deployment to date and provides these customers are references to
our expertise:

State of Arizona

e Contact: Doug Lange, State Chief Strategy Officer (CSO)
e Email: Doug.Lange@azdoa.gov
® Phone: 602-542-8947

State of Maryland

e Contact: Tracia Sherman, Assistant Director, Access Management
& Email: tracia.sherman@maryland.gov
® Phone: 410-697-9358
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SADA is a Google Cloud Premier Partner focused on delivering innovative cloud technologies and tools,
combined with expert consultation and exceptional customer experience.

Professional Services Migration

SADA will perform the following tasks outlined below as part of our professional services migration for
WVOT:

G Suite Core Product Activation - Enterprise

SADA will advise on and help with the initial setup of the G Suite Admin Panel to the point that the
settings & configurations are ready for any of the G Suite launches. Customer will be equipped to
configure and maintain application policies and settings within G Suite in order to meet their unique
business needs.

SADA Responsibilities and Deliverables

e Conduct up to ten (10) ninety minute workshops with the Customer's designated IT Admin(s) to
review activation of core G Suite products, knowledge walkthrough, and sharing of best practices
for managing the G Suite Admin Panel

e Guidance in the configuration of email routing rul es (including split delivery, if required).

Advise on and finalize setup of spam settings and virus settings with IT Admin(s).

e Conduct up to four (4) sessions up to two (2) hours on best practices to deploy and manage
Chrome Browsers.

e Conduct up to four (4) ninety minute working sessions on network concepts and best practices
as they relate to G Suite core services.

e Advise on known best practices and watchpoints for disabling core G Suite applications.

e Advise on Multiple Domain Management best practice s, if applicable.

o This would include assistance with multiple domain configuration, verification
completion, and review of applicable best practices and watchpoints

e Guidance on DNS records (MX, CNAME, and A record), including custom web address creation

for end user ease of use

Showcase standard G Suite Admin Panel Roles and advise on custom roles needed.

Provide best practice security recommendations for administration settings

Recommendations for the deployment of the G Suite training application.

Manually provision and assign Admin accounts.

Customer Responsibilities

¢ Understanding company application and sharing policies, and if applicable, organization
understanding of industry compliance standards

e Understanding necessary admin roles needed to manage the environment from an admin and
helpdesk levels.

e Configuring and enabling G Suite policies and settings within the Admin Panel to meet business
and compliance standards prior to the launch cycle .

o Gaining understanding of the G Suite console to the point of being able to take point post -
deployment

o Gathering and providing any/all key applications that are intertwined within the legacy mail
platform and/or will be required for G Suite

e Communicating application policy updates to users

¢ Identifying network limi tations and, if needed, updating configurations

e Configuring third party applications, such as provisioning, encryption, single sign on, MDM, etc,
required for the roll-out of G Suite, unless otherwise noted in the SOW,

S DA
SADA, inc. | Statement of Work
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Google Vault Enterprise Configuration

Google Vault allows your organization to manage data retention with a centralized, searchable archive so
you can locate data quickly in the event of legal discovery. SADA will partner with Customer Admins and
Legal Teams to ensure they are equipped with the Vault best practices, watchpoints, and knowledge in
order to maintain and utilize Google Vault post deployment.

SADA’ deliverables and responsibilities

e Conduct up to four (4) ninety minute workshops on Vault Management to Customer Admins.
These workshops can cover:
o How to create default and custom retention rules for mail, drive, and groups
o Understanding Vault Admin Privileges
e Provision custom Vault Admin Roles with required privileges.
e Provision Vault Admin Role assignments to designhated Vault admins
Conduct up to three (3) ninety minute workshops or working sessions on the Vault Admin Panel
to Customer legal admins. These workshops can cover the followin g:
o General Google Vault overview
How to create legal holds
How to search and export data
How to share Legal Matters
Guidance and assistance in creation of Legal Holds or Legal Matters.

O 0O 0 0o

Customer responsibilities

e Provide privilege requirements for Vault Admin Roles
e Provide list of user emails needing Vault Admin Roles;
o If multiple Vault Admin Roles exist, Specific Role should be designated.
o If Vault Admin should only have access to the a specific region, Region should be
designated.
e Create all required Legal Holds within Google Vault
e Provide written sign-off on Admin Roles and Assignments which SADA implemented and
confirmation all Legal Holds have been created by Customer legal team. Sign-off must be
provided at least three weeks prior to Core IT Go Liw or first Go Live.

Provisioning & Lifecycle Management
Conflict Account Overview and Consultation

A conflict (or unmanaged) account occurs when a user creates a personal Google account using their
work email address. Your organization has now signed up for a managed Google Account and when your
admin tries to add those users to your organization's acco unt, they'll have the same address for their
personal and work accounts. Two accounts can't share the same email address and must be resolved.

The process outlined below is a key step in successfully provisioning users and must be completed prior
to provisioning user accounts in the G Suite tenant.

What is the Agreed Upon Process*

All mail domains must be added to G Suite and verified

Discovery - once all domains are added, are there any conflict accounts?

Inform - Customer is informed on the implication s of available options to resolve accounts
Decision on resolution path

Communication sent to end users

If applicable, conflict accounts resolved

S-DA
SADA Inc. | Staterment of Work
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Some steps within this process cannot be updated.

¢ As the conflict account is defined as a personal account, G oogle will not provide account details,
delete accounts, transfer data, or provide account credentials. The end user is responsible for
resolving this conflict if customer chooses this resolution path.

e If Customer decides to resolve conflicts by leveragi ng the Transfer Tool for Unmanaged Users,
provided in the G Suite Admin Panel, Google will send an email directly to the end users. This
email cannot be modified.

*This process can have significant impact to project timeline. User provisioning in the G Sui te tenant is
dependent on the completion of this project, so the customer should be prepared to work directly with
end users to ensure an expeditious resolution.

SADA’ deliverables and responsibilities

e Conduct up to one (1) 90 minute workshop informing Cus tomer about Conflict Accounts and the
options in which to resolve these accounts

¢ Provide guidance customer on how to use the Transfer Tool for Unmanaged (Conflict) Accounts,
available in the G Suite Admin Console.

e Provide targeted communications for identified Conflict Account users

Customer Responsibilities:

e Confirm active users identified as Conflict Accounts.

e Confirm and sign off on decision for resolution path.

e Ensure required noncore applications are enabled - such as DoubleClick or Analytics to allow
continued use.

e Send custom communications informing Conflict Account users of the decided resolution path.

¢ Send and Manage Transfer Requests from the Transfer Tool, provided within the G Suite Admin
Panel, within expected time frame in order to meet Provisioning milestone

e Sign off that all conflict accounts have been resolved
Prepare Helpdesk for end user questions and issues

This process does not guarantee the resolution of accounts using other Google services such as Double
Click or Analytics. End Users may need to work with Google directly to ensure uninterrupted access to
these accounts throughout the provisioning process

Google Cloud Directory Sync (GCDS)

Google Cloud Directory Sync (GCDS) runs as a utility in Customer server environment to provide one-way
synchronization of LDAP data to G Suite. LDAP will continue to be maintained as the source of truth for all
items synchronized. GCDS supports sophisticated LDAP rules for custom mapping of users, groups, non-
employee contacts,rich user profiles,aliases, and exceptions.

What is the Agreed Upon Process

e Configurations will be created against up to 1 Active Directory domain.
e SADA’s process will be as follows:
o GCDS tool will be installed and verified that it is able to connect to the customer’s AD/
LDAP server and G Suite environment
o Up to two (2) 90 minute workshops to include:
m LDAP Environment Discovery
m  GCDS Tool Workshop
o Configure GCDS
o Simulation

S-DA
SADA, Inc | Statement of Work

o
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o Implementation
o One 60 minute Handoff Call

SADA’ deliverables and responsibilities

Review customer’s LDAP Directory structure

Build configuration of GCDS to sync only necessary LDAP items.

Provide a simulation to customer for approval prior to any production syncing.
Configure a scheduled task to continue ongoing syncs, if desired.

Provide final Configuration documentation

Customner Responsibilities:

e Customer will provide SADA with desired LDAP items to be synced
® Customer will review and approve configuration and simulation sync reports prior to
implementation to production

Prior to first workshop, the tool should be installed and verified that it is able to connect to the customer’s
LDAP server and G Suite environment.

Lifecycle Management

SADA will provide lifecycle management guidance for customer admins to successfully make informed
decisions during deployment and maintain their environment post -deployment.

This can include the following:
SADA'’ deliverables and responsibilities

¢ Up totwo (2) 60 minute workshops on calendar resource management
e Up to two (2) 60 minute sessions on group management. These can include discussions
regarding:
o Default settings for Google Groups - Email Lists (dependant on creation method)
o Best Practices and Watchpoints
o Understanding the additional group settings avail able
o If changed, updating the process for the creation of groups and are users aware of the
new process?
e Up totwo (2) 90 minute sessions on user account management. These can include discussions
regarding:
o Requirements for user data to be kept after deactivation
o Best practices and Watchpoints when deleting user accounts
¢ Up to two (2) 60 minute sessions on capability of Command Line tool GAM (Google Apps
Manager)

Customer responsibfiities

e Understand current organization lifecycle management requirements
¢ Update or add to current documentation to reflect new practices within the G Suite tenant
e Training helpdesk admins in new processes

Authentication

Customer shall continue to use current SAML SSO solution. SADA shall consult and assist with the G
Suite configuration to allow for use of SSO Solution.

Mobile Device Management - Mobility Strategy

SDA :
SADA, inc. | Statemernt of Work
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Google provides a free, robust application for a variety of mobile devices that allows users to access their
G Suite email accounts. SADA will assist with the deployment of mobile device solutions for G Suite by
providing up to two workshops to cover:

e Google MDM setup and setup options
e Managed Mobile Apps
e Available Policies
o Basic vs Advance Policies
o BYOD vs Company Owned Devices Policies
o Policy comparison with current MDM Policies, if applicable
e Best Practices for Mobile Offboarding
o Questions from the project team regarding the setup process

Our Enterprise Consultants will work with each customer to tailor a plan in order to introduce new MDM
changes to users. This plan may include the following:

Consulting Hours

SADA will offer coaching throughout the MDM deployment to help ensure end users are aware of
upcoming changes and how to log into G Suite from their mobile devices. This coaching will vary based
on the needs of the Customer however, it may include the following.

» Communication & Marketing Strategy Meeting(s)
® Recruiting MDM-Trainers (aka Google Guides)

Email Templates

We will work with Customer to create a series of customized email templates that can be sent out to
users providing the critical ‘who, what, when, where, and why so that users are knowledgeable about
when the change will be occurring and how they need to proceed.

End User Documentation

We will work with Customer to create a series of customized end user documentation and instructions so
that users are knowledgeable about the mobile set up requirements and steps.

Customer Support Enablement

While SADA will assist with the deployment of G Suite, it's important to think about who will be supporting
your users at Go-Live and the G Suite platform longterm for your end users. SADA will work closely with
Customer to equip their support team with the knowledge to manage G Suite tickets/questions during
and post-deployment.

SADA Responsibilities and Deliverables

Conduct a Support Kickoff for Customer designated Helpdesk users

Conduct a Demo of Gmail and Calendar for Customer designated Helpdesk users

Basic discovery of the existing Helpdesk structure

Conduct up to three (3) sixty minute workshops with the Customer’s designated IT Helpdesk
users to review settings and policy decisions in place for core G Suite products, knowledge
walkthrough, and sharing of best practices for managing the G Suite Admin Panel depending on
their level of access and support

e Provide SADA’s G Suite Helpdesk Handouts

e Provide SADA’s tpager support template

Customer responsibilities

S'DA )
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¢ Identify and communicate internal esca lation path to users for G Suite Issues
# Identify proper Helpdesk/support users for G Suite
e Gather and provide support instructions and project decisions for 1 -pager support template

Data Migration
SADA Premium Migration

SADA will deploy and configure data migration tool(s) on the Customer’s server that will be used to
transfer data to G Suite. The transfer will use available outgoing bandwidth from the location where the
existing data/servers are located.

What is the Agreed lpon Process
e Up to 22,000 users will be migrated from 0365

* Migration will be for Mail, Calendar, Contact, Tasks, One Drive data within a users account {Vhat

Migrates)
o Migrations will be against up to 1 single mail tenant.

e Migrations will be conducted in up to 3 “Go Live Phases”
© A Go Live Phase is a defined list of users to be migrated or mail flow changes to
essentially ‘activate’ that set of users in G Suite.
o Weekend Support from any SADA team member will be limited to 4 hours per Go Live

Phase
e SADA’s process will be as follows:
o Discovery

o Setup/Validation
o Test Migrations
o Go Live Phase

= Wil repeat up to 3 times according with the number of phases agreed upon
Stabilizations

= Will repeat up to 3 times according with the number of phases agreed upon

[e]

*répeat's‘u;; fo 3 times
SADA’ deliverables and responsibilities:

¢ Collect the needed materials and insights into the Source System during the Discovery phase.

Discovery  |'SetlipMValidate "5 Stabilization*

¢ Deploy and configure data migration tool(s) on the Customer’s se rver that will be used to transfer

data to G Suite.

¢ Conduct test migrations according to SADA'’s lead engineer's findings during discovery.

e Run Go Live Migrations by preparing, starting, and monitoring migration machines during the
process. ‘

o If SADA’s lead engineer determines older mail is to run prior to launch, this will only be
done in 1 bulk run. If more users are requested to be added, they will need to be part of
the bulk migration run during Stabilization (see below)

e Stabilize Go Live migrations by investigating any reported ‘missing’ data that was part of the
planned migration.

o SADA will run 1 single bulk migration of any ‘missed’ users during the stabilization and
will not conduct more than 1 round per Go Live Phase

S=DA
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Customer Responsibilities:

e Customer is responsible for providing migration machines with the specifications listed below,
unless otherwise mentioned

e Customer is responsible for enabling forwarding on all user accounts that will be migrated to
their destination G Suite account, unless otherwise mentioned.

e Based on the discovery phase, SADA will define a Migration Strategy that will fit best for the
customer. Customer is responsible for approving the Migration Strategy prior to moving out of
Discovery phase.

e Customer is responsible for populating and managing any user list requested by the Project team,
according to the format defined by the SADA team. Failure to deliver accurate lists in a timeline
manner will impact schedule and will jeopardize the project success.

o If migrating inactive users, customer is responsible for enabling these users in the source in order
to migrate data.

Migration from Arch ive or local storage (such as PST, OST Archives) is not in scope.

Migration Machine Specifications:

64 bit Operating system: Windows 7/Windows 8/Windows 10/Windows Server 2008 R2/2012/2016
(Clean build recommended)

NET Framework 3.5 (for SQL Server Egress) and 4.5
Recommended system specification::

e 3GHz 8 Core Processor or better
e 200+GB Disk space
e 16+GB Memory

Number of Machines recommended. 22*

*Based on the discovery phase this recommendation can increase.

**Special Note - SADA does not directly support these services listed below)

Google Analytics

Per email from Analytics support , the Google recommended approach is to usethe Analytics management API. This

approach will require the partner or Customer to write code using the API to export the data relationships prior to
migration and re-create them for the migrated users after the migration.

At least two scripts will be needed: an export script and an import script. The export script saves the data
relationships prior to migration to some intermediate data store (local files or cloud). The import script reads the
intermediate data store and re-creates the data relationships for the re created users after the migration

Google DoubleClick (specifically DoubleClick for Putlishers (DFP))

Per email from DoubleClick support, the Google recommended approach is to have support fix the GAIA IDs after the
merge. Specifically:

1. Coordinate with DoubleClick support through a ticket before the merge to minimize the time when users will
not have access to DoubleClick data.

2. Delete the users, delete the domain, and wait for the domain to be purged.

3. Re<create the domain and users and migrate the G Suite data as describedin the G Suite to G Suite
migration documentation.

S-DA
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4. Provide DoubleClick support with the list of users to fix.
Calendar Resources Migration

SADA will deploy and configure the migration tool which will be used to transfer the contents of calendar
resources to G Suite. The transfer will use available outgoing bandwidth from the location where the
existing data/servers are located. G Suite calendar resources support migration of appointments only.

What is the Agreed Upon Process

Up to 4400 calendar resources will be migrated from 0365
Migrations will be for events/appointments within a calendar resource
Migrations will be against up to 1 single mail tenant.
Migrations will be conducted in up to 1 “Go Live Phase”
© A Go Live Phase is a defined list of users to be migrated or mail flow changes to
essentially ‘activate’ that set of users in G Suite.
e SADA’s process will be as follows:
o Discovery
o Setup/Validation
o Global Go Live Phase
o Stabilization

SADA'’ deliverables andresponsibilities

e Conduct Discovery with customer by collecting the needed materials and insights into the Source
System
e Deploy and configure data migration tool(s) on the Customer's server that will be used to transfer
data to G Suite.
e Create 1 batch run of new calendar resources in Google based upon an agreed upon list from the
customer.
¢ Run 1 Go Live Migration by preparing, starting, and monitoring migration machines during the
process.
o Calendar Resource Migration is set to occur at Global Go Live
o Before Global Go Live, users are expected to continue working in Source platform for
these. Issues created due to incorrect bookings must be resolved by end users
o Stabilize Go Live migrations by investigating any reported ‘missing’ data that was part of the
planned migration.
o SADA will run 1 single bulk migration of any ‘missed’ calendar resource bookings during
the stabilization. These must be part of the planned migration that were missed.

Cusfomer Responsibilities

e Customer is responsible for populating and managing any list requested by the Project team,
according to the format defined by the SADA team. Failure to deliver accurate lists in a timeline
manner will impact schedule and will jeopardize the project succes s.

o Customer will need to create a file that maps calendar resource email to the email
address in G Suite

o Customer will need to create a file that maps user emails to email address associated to
calendar resource in G Suite for permissions.

s Customer is responsible for reviewing and confirming the Default Calendar Resource settings
prior to the Global Launch.

Shared Mailbox Consultation and Migration

Organizations often have shared accounts which are defined as a single account accessible by multiple

S*DA .
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users. G Suite provides multiple solutions for such use cases including: a form of Google Group -
Collaborative Inbox, a delegated user account, a secondary Calendar, or a Calendar Resource. SADA will

provide

guidance on the proper mapping of shared accounts to the most appropriate solution in G Suite.

SADA will help the customer provision accounts to meet their business needs and migrate active data

into the

new Google solution.

What is the Agreed Upon Process

¢ Up to 3800 shared accounts will be migrated in total from 0365.
e Migration of data will vary based on final destination decided.
o  Only mail data can be migrated to a Collaborative Inbox
o Mail, Calendar, and Contact data can be migrated to a delegated account
e Migrations will be against up to 1 source domains.
e Migrations will be against up to 1 mail systems.
e Migrations will be conducted in up to 1 “Go Live Phases”
o A Go Live Phase is a defined list of users to be migrated or mail flow changes to
essentially ‘activate’ that set of users in G Suite.
o  Weekend Support from any SADA team member will be limited to 4 hours per Go
Live Phase
e SADA’s process will be as follows:
Discovery
Inventory & Classification
Setup/Validation
Go Live Phase
Stabilization

o]

O 0 0 O

SADA deliverables and responsibilities

Z‘ustomer Responsibilities

S DA

Conduct up to one (1) ninety minute Shared Account workshops to describe possible G Suite
solutions for current Shared Mailboxes.

Provide a template for the Customer team to inventory critical settings for shared account s
Provide guidance, watchpoints, and best practices for mapping legacy accounts to G Suite
solutions

Work with the Customer to identify up to four (4) accounts to provision and test in order to
validate mapped Google Solution. Customer must validate and sign off on final solution mapping
for all accounts no later than 3 weeks prior to the Global Go Live.

Provide guidance on provisioning best practices.

Perform one time provisioning of all groups and/or delegated accounts and access rights based
on the completed template provided by the customer per Go Live Phase

SADA will configure a migration tool hosted on the migration machine(s) provided by the
customer

If required, SADA will migrate any missed or remapped shared mailboxes one time during the
Global Go Live stabilization period.

Prior to closing our project, SADA will equip the customer with the skills and knowledge
necessary for the continued maintenan ce of Google Groups

e

Providing list of all shared accounts including access information, use cases, and account
settings (as applicable) in a timely manner

With guidance from SADA, Customer is responsible for determining appropriate destination and
permissions for each account in G Suite

Finalizing the Group mapping list three weeks before the final Go Live. If the customer decides to
perform validation tests for business critical solutions, the customer is responsible for ensurin g
they have enough time to identify test accounts, collect feedback, and make changes to the

10
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mapping list before this deadline. If this deadiine is missed, SADA cannot guarantee the accounts
will be provisioned or provisioned with the correct settings or a ccess rights prior to Go Live.

Google Vauit Archive Migration

SADA will partner with the customer to ensure their archive data is migrated to G Suite in a desired format
and in a timely manner. As a best practice, the archive migration will be completed after all users are
already live’and working in Gmail. Customer’s users will still have access to the archive data on the
legacy platform during the migration if needed.

This approach reduces delays and dependencies upon the primary deployment of G Suite to the
Customer’s users. Take note, archive migrations can take longer than active mail migrations so it’s
important to ensure access is permitted through the duration.

What is the Agreed Upon Process

e 22,000 user archives and litigation hold data will be migrated from 0365 Online Archives
e Migrations will be directly to either a single destination - either G Suite Vault or to user accounts.

o This decision must be made for all archives, meaning all archives migrate to G Suite
Vault or all archives move to the user's mailbox.

o If choosing to move data to a user's mailbox, the data will be visible to users and
searchable in Vault. Whereas migrating archives directly to Vault makes them only
searchable in Vault.

o Migrations will be for mail within the archive
Migrations will be against up to 1 archive source.
o Migrations will be conducted in up to 1 “Go Live Phase”

o A Go Live Phase is a defined list of users to be migrated or mail flow changes to
essentially ‘activate’ that set of users in G Suite.

» SADA's process will be as follows:

o Discovery

o Setup/Validation

o Global Go Live Phase

SADA'’s deliverables and responsibilities

e Conduct Discovery with customer by collecting the needed material s and insights into the
SOURCE System
e Deploy and configure data migration tool(s) on the Customer’s server that will be used to transfer
data to G Suite.
¢ Run 1 Go Live Migration by preparing, starting, and monitoring migration machines during the
process.
o Archive migration is set to occur after Global Go Live stabilization

Customer Responsibilities

e Customer is responsible for the creation, management, and cleanliness of any and all user lists
associated with the migration effort - failure in this area may impact the schedule.
¢ Customer is responsible for backing up any source data and/or meeting any i nternal policies set
around data integrity.
o Mail Migrations are not 100% therefore customers must ensure they have suitable means
of meeting policies outside of relying solely on migration efforts.

e Customer needs to decide if data to be migrated directly i n to mailbox or Google Vault
e Customer must address any corrupted archive data that fails to migrate over
e Customer must decrypt any encrypted Archives or PSTs
e Customer must keep the source system active throughout the entire migration process
S:'DA 11
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e Customer must ensure all users are active in G Suite during the process
SADA Premium File Migration - User Drives

SADA will deploy and configure migration tools on the Customer’s server that will be used to transfer data
to G Suite Team Drive. The transfer will use available outgoing bandwidth from the location where the
existing data/servers are located. SADA will consult with Customer on G Suite Team Drive application
options and best practices for shared file data. SADA then provides guidance on the mapping of file
storage data to the most appropriate solution in G Suite Team Drive. SADA will help the customer
provision G Suite Team Drives to meet their business needs and migrate active data into the new G Suite
solution.

The supported source platforms of this service are:
On-Premises Platforms:

e Network File Systems/SAN/NAS
What is the Agreed Upon Process

o Migration of 22,000 user drive data and folders to G Suite My Drive
o Migration will be for files within a shared drive file storage
e Migrations will be conducted in up to 3 “Go Live Phases”
o A Go Live Phase is a defined list of shared drives to be cutover to a G Suite Team Drive to
essentially ‘activate’ that set of shared drives in their new G Suite Team Drive.
o Weekend Support from any SADA team member will be limited to 4 hours per Go Live
Phase
e SADA’s process will be as follows:
o Discovery
o Setup/Validation
o Test Migrations
o Go Live Phase
= Will repeat up to 3 times according with the number of phases agreed upon
o Stabilizations
® Wil repeat up to 3 times according with the number of phases agreed upon

Discovery - Go live * Stabilization*

’;repéafs up to 3 itim'és according to the nﬁmber of phases
SADA deliverables and responsibilities:

e Collect the needed materials and insights into the Source System during the Discovery phase.

o Based on list populated by Customer, SADA will provision all necessary Team Drives up to one
time per Go Live upon list being finalized and locked.

o If needed, SADA will bulk import permissions to Team Drives should the source permissions be
deemed invalid or out of date by the Customer.

o Permissions shall be set in bulk up to one time per Go Live upon this list being finalized
and locked

e Deploy and configure data migration tool(s) on the Customer’s server that will be used to transfer
data to G Suite.

e Conduct test migrations according to SADA’s lead engineer’s findings during discovery.

e Run Go Live Migrations by preparing, starting, and monitoring migration machines during the

S DA )
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process.

o If SADA's lead engineer determines data should be run prior to launch, this will only be
done in 1 bulk run. If more data repositories are requested to be added, they will need to
be part of the bulk migration run during Stabilization (see below). A delta migration shall
be run at the Go Live cutover.

e Stabilize Go Live migrations by investigating any reported ‘missing’ data that was part of the
planned migration.

o SADA will run 1 single bulk migration of any ‘missed’ document repositories during the
stabilization and will not conduct more than 1 round per Go Live Phase. This shall include
the creation and setting of permissions as necessary.

Customer Responsbilities:

e Customer is responsible for providing migration machines

¢ Based on the discovery phase, SADA will define a Migration Strategy that will fit best for the
customer. Customer is responsible for approving the Migration Strategy prior to moving out of
Discovery phase.

e Customer is responsible for populating and managin g any repository list requested by the Project
team, according to the format defined by the SADA team. Failure to deliver accurate lists in a
timeline manner will impact schedule and will jeopardize the project success.

e If deemed necessary due to out of date permissions within the Source tenant, Customer is
responsible for populating and managing any permissions list requested by the Project team.

*Google Drive Limits:

o Size: Up to 1,024,000 characters, regardless of the number of pages or font size. A
document that is converted to Google Docs can be up to 50 MB.

Size: Up to 5 TB for files uploaded but not converted to Google Docs, Sheets, or Slides.
500 files limited per folder.

maximum file path characters name length is 218

Permission propagation will take additional time if file structure is four or more levels

o 0 0 O

NOTE: Your network performance may be impacted during data migration periods. This impact is
the result of the bandwidth demands of data migration and the impact should be mentioned in all
communications sent to users regarding the transition.

Migration Machine Specifications:

64 bit Operating system: Windows 7/Windows 8/Windows 10/Windows Server 2008 R2/2012/2016
(Clean build recommended)

NET Framework 3.5 (for SQL Server Express) and 4.5
Recommended system specification::

e 3GHz 8 Core Processor or better
# 200+GB Disk space
e 16+GB Memory

Number of Machines recommended. 22*

*Based on the discovery phase this recommendation can increase.

SADA Premium File Migration - Shared Drives

SADA will deploy and configure migration tools on the Customer’s server that will be used to transfer data
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to G Suite Team Drive. The transfer will use available outgoing bandwidth from the location where the
existing data/servers are located. SADA will consult with Customer on G Suite Team Drive application
options and best practices for shared file data. SADA then provides guidance on the mapping of file
storage data to the most appropriate solution in G Suite T eam Drive. SADA will help the customer

provision G Suite Team Drives to meet their business needs and migrate active data into the new G Suite
solution.

The supported source platforms of this service are:
On-Premises Platforms:

o Network File Systems/SAN/NA S
What is the Agreed Upon Process

e Migration of up to 1 Petabyte of shared drive data and folders to G Suite Shared Drives from up to
200 File Servers
e Migration will be for files within a shared drive file storage
Migrations will be conducted in up to 2 “Go Live Phases” ,
o A Go Live Phase is a defined list of shared drives to be cutover to a G Suite Team Drive to
essentially ‘activate’ that set of shared drives in their new G Suite Team Drive.
o Weekend Support from any SADA team member will be limited to 4 hours per Go Live
Phase
e SADA’s process will be as follows:
o Discovery
o Setup/Validation
o Test Migrations
o Go Live Phase
= Will repeat up to 2 times according with the number of phases agreed upon
o Stabilizations
m Wil repeat up to 2 times according with the number of phases agreed upon

SADA’ deliverables and responsibilities:

@ Collect the needed materials and insights into the Source System during the Discovery phase.
e Based on list populated by Customer, SADA will provision allnecessary Team Drives up to one
time per Go Live upon list being finalized and locked.
e Ifneeded, SADA will bulk import permissions to Team Drives should the source permissions be
deemed invalid or out of date by the Customer.
o Permissions shall be set in bulk up to one time per Go Live upon this list being finalized
and locked
e Deploy and configure data migration tool(s) on the Customer’s server that willbe used to transfer
data to G Suite.
e Conduct test migrations according to SADA’s lead engineer’s findings during discovery.
e Run Go Live Migrations by preparing, starting, and monitoring migration machines during the
process.
o I SADA’ lead engineer determines data should be run prior to launch, this will only be
done in 1 bulk run. If more data repositories are requested to be added, they will need to

S"DA »
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be part of the bulk migration run during Stabilization (see below). A delta migration shall
be run at the Go Live cutover.
e Stabilize Go Live migrations by investigating any reported ‘missing’ data that was part of the
planned migration.
o SADA will run 1 single bulk migration of any ‘missed’ document repositories during the
stabilization and will not conduct more than 1 round per Go Live Phase. This shall include
the creation and setting of permissions as necessary.

Customer Responsibilities:

e Customer is responsible for providing migration machines

e Based on the discovery phase, SADA will define a Migration Strategy that will fit best for the
customer. Customer is responsible for approving the Migration Strategy prior to moving out of
Discovery phase.

e Customer is responsible for populating and managing any repository list requested by the Project
team, according to the format defined by the SADA team. Failure to deliver accurate lists in a
timeline manner will impact schedule and will jeopardize the pro ject success.

¢ If deemed necessary due to out of date permissions within the Source tenant, Customer is
responsible for populating and managing any permissions list requested by the Project team.

*Google Drive Limits:

o Size: Up to 1,024,000 characters, regadless of the number of pages or font size. A
document that is converted to Google Docs can be up to 50 MB.

Size: Up to 5 TB for files uploaded but not converted to Google Docs, Sheets, or Slides.
400,000 files limited per Google Shared Drive.

maximum file path characters name length is 218

Permission propagation will take additional time if file structure is four or more levels

o O ©0 ©

NOTE: Your network performance may be impacted during data migration periods. This impact is
the result of the bandwidth demands of data migration and the impact should be mentioned in all
communications sent to users regarding the transition.

Migration Machine Specifications:

64 bit Operating system: Windows 7/Windows 8/Windows 10/Windows Server 2008 R2/2012/2016
(Clean build recommended)

NET Framework 3.5 (for SQL Server Express) and 4.5
Recommended system specification::

e 3GHz 8 Core Processor or better
e 200+GB Disk space
e 16+GB Memory

Number of Machines recommended. 50*
*Based on the discovery phase this recommendation can increase.
Sharepoint Consultation and File Migration

SADA will deploy and configure migration tools on the Customer’s server(s) that will be used to transfer
Sharepoint repository data to Google Drive. The transfer will use available outgoing bandwidth from the
location where the existing data/servers are located. SADA will consult with Customer on Google Drive
application options and best practices for shared file data. SADA then provides guidance on th e mapping
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of Sharepoint data to the most appropriate solution in G Suite. SADA will help the customer provision G
Suite Shared Drives to meet their business needs and migrate active data into the new G Suite solution.

Priorities of a Sharepoint Migration

Overview of G Suite Native Mapping Options
Inventory of SharePoint Sites and Content
Mapping of SharePoint Content

Migration of Sharepoint Repository to Google Drive
Consultation on Workflows and Site Builds

USRS

Description of Priorities
1. Overview of G Suite Native Mapping Options

SADA will provide an overview of mapping options in G Suite that are available as potential
replacements to G Suite. This overview will include a review of the options, their capabilities and
potential limitations, general use cases, and training on workflows and navigation in the most
common mapping options.

2. Inventory of SharePoint Sites and Content

SADA will work with client resources to inventory all SharePoint Sites into a single master sheet.
This information will be collected to assist in mapping existing SharePoint sites to new tools. The
process will entail

Assistance in creating a survey process to establish use cases per site.
Direction in information required from source system

Assistance in updating and completing the inventory sheet

Review of inventoried solutions to estimate complexity of mapping process

o 0 O O

3. Mapping of SharePoint Content

SADA engineer and project manager will work with the client project team to analyze SharePoint
site use cases and recommend the most appropriate tool per site. The outcome of this process
will be a mapping spreadsheet illustrating the recommended mapping option per site. This work
effort will in clude:

o Analysis of the inventory sheet by SADA for potential mapping options
o Workshops with business leads and site owners to discover additional requirements on
high-impact sites; including:
m  Workflows currently in use
= Any Ul/display requirements for data
m Location and use of files in document libraries
m Analysis and mapping of metadata associated with list -based files
o Summarization of mapping option selected and specific steps to map SharePoint
requirements to a G Suite solution
4. Migration of Sharepoint Repository Data

The supported source platforms of this service are:
Platforms in Scope:

o SharePoint Online
o Sharepoint 2013 OnPremise

S:DA 1
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What is the Agreed Upon Process

e  Migration of up to 150 Sharepoint Document Repositories and Folders to Google Drive
m 136 Sharepoint Online
= 11 Sharepoint 2013
e Migrations will be conducted in up to 2 “Go Live Phases”
o A Go Live Phase is a defined list of shared drives to be cutover to a G Suite Team Drive to
essentially ‘activate’ that set of shared drives in their new G Suite Team Drive.
o Weekend Support from any SADA team member will be limited to 4 hours per Go Live

Phase
e SADA’s process will be as follows:
o Discovery

o Setup/Validation
o Test Migrations
o Go Live Phase

= Will repeat up to 2 times according with the number of phases agreed upon
Stabilizations

= Will repeat up to 2 times according with the number of phases agreed upon

o]

Discovery 'a k Go live * Stabilization*

*repeats up to 2 times according to the number of phases
5. Consultation on Workflows and Site Builds

SADA shall provide up to 50 hours of consultation surrounding building google sites and new
custom workflows within Google. These hours may be used for the following:

Google Sites workshops with end users reconstructing team sites.

Building Google Sites templates for use

Google Apps Script training sessions

Google Apps Script working sessions with power users reconstructing workflows

0 0 0O

SADA’ deliverables and responsibilities:

¢ Collect the needed materials and insights into the Source System during the Discovery phase.
e Based on list populated by Customer, SADA will provision all necessary Team Drives up to one
time per Go Live upon list being finalized and locked.
o If needed, SADA will bulk import permissions to Team Drives should the source permissions be
deemed invalid or out of date by the Customer.
o Pemmissions shali be set in bulk up to one time per Go Live upon this list being finalized
and locked
¢ Deploy and configure data migration tool(s) on the Customer’s server that will be used to transfer
i data to G Suite. ’
e Conduct test migrations according to SADA’s lead engineer’s findings during discovery.
e Run Go Live Migrations by preparing, starting, and monitoring migration machines during the
process.

o If SADA’s lead engineer determines data should be run prior to launch, this will only be
done in 1 bulk run. If more data repositories are requested to be added, they will need to
be part of the bulk migration run during Stabilizatio n (see below). A delta migration shall
be run at the Go Live cutover.

Stabilize Go Live migrations by investigating any reported ‘missing’ data that was part of the

S DA 17
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planned migration.
o  SADA will run 1 single bulk migration of any ‘missed’ document repositor ies during the
stabilization and will not conduct more than 1 round per Go Live Phase. This shall include
the creation and setting of permissions as necessary.

Customer Responsibilities:

Customer is responsible for providing migration machines

Based on the discovery phase, SADA will define a Migration Strategy that will fit best for the
customer. Customer is responsible for approving the Migration Strategy prior to moving out of
Discovery phase.

Customer is responsible for populating and managing any repo sitory list requested by the Project
team, according to the format defined by the SADA team. Failure to deliver accurate lists in a
timeline manner will impact schedule and will jeopardize the project success.

If deemed necessary due to out of date permiss ions within the Source tenant, Customer is
responsible for populating and managing any permissions list requested by the Project team.

*Google Drive Limits:

Size: Up to 1,024,000 characters, regardless of the number of pages or font size. A document that
is converted to Google Docs can be up to 50 MB.

Size: Up to 5 TB for files uploaded but not converted to Google Docs, Sheets, or Slides.

400,000 item limit per Google Shared Drive

maximum file path characters name length is 218

Permission propagation will take additional time if file structure is four or more levels

NOTE: Your network performance may be impacted during data migration periods. This impact is
the result of the bandwid th demands of data migration and the impact should be mentioned in all
communications sent to users regarding the transition.

Migration Machine Specifications:

64 bit Operating system: Windows 7/Windows 8/Windows 10/Windows Server 2008
R2/2012/2016 (Clean build recommended)

NET Framework 3.5 (for SQL Server Express) and 4.5
Recommended system specification::

o 3GHz 8 Core Processor or better
o 200+GB Disk space
o 16+GBMemory

Number of Machines recommended. 2*

*Based on the discovery phase this recommendation can increase.

Adoption, Consulting, Change Management and Training

SADA recognizes the critical role training, change management, and overall user adoption plays in a
successful project rollout. Our Enterprise Consultants will work closely with each Customer to tailor a
comprehensive plan in order to drive user adoption. This plan will include the following:

S DA

Change and Trans formation Plan:
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SADA will work with the Customer to create a comprehensive Change and Transformation Plan
for the purpose of having a roadmap to guide all rollout initiatives, activities, communications,

etc. This document includes a calendar of events/activities (such as those determined fromth e G
Suite Ambassadors Program, etc.) as well as who will execute (Executive Sponsor, IT, Managers,
etc.) and via which vehicle (newsletters, lunch and learn, information booth, etc).

e Custom G Suite Learning and Resource Center:

SADA will provide an initial G Suite Learning & Resource Center which utilizes Google Sites
technology and can serve as the central repository of information for your end users. Essential
training information, tips and tricks, and relevant project information are provided to support the
weeks surrounding a G Suite transition.Users will have access to information in a variety of
formats including documentation and short training videos.

e Build G Suite Ambassadors Program:

SADA will work with the Customer to understand the fundamental value of creating a G Suite
Ambassadors program in addition to coaching the Customer through selecting the right team of
G Suite Ambassadors, setting roles and expectations, as well as properly onboarding and
engaging the G Suite Ambassadors throughout the project lifecycle and beyond.

e Customized Communication Templates:

SADA will work with the Customer to highlight the fundamental value of having a communication
plan. SADA will work with the Customer to customize SADA's standard communication templates
that can be sent out to their users providing the critical ‘who, what, when, where, and why’ so that
users are knowledgeable about when the change will be occurring and how they need to proceed.
These communications will be built into the Change and Transformation Plan and sent by the
Customer to the appropriate audience.

e Customized End User Documentation Templates:

SADA will work with the Customer to customize SADA’s standard end user documentation
templates including job aids. Documents can be sent out to users and posted on the G Suite
Learning and Resource Center providirg the critical steps and how -to tips. Documentation aids in
preparation and use of G Suite tools.

e Success and Measurement Strateqy:

SADA will work with the Customer to understand the fundamental value of having a Success and
Measurement Strategy. We will coach the Customer team through setting attainable and
measurable success goals in addition to how those goals will be measured. The data obtained
from this strategy can be provided to stakeholders to get a data -driven ROI.

e Adoption iting:

SADA will offer coaching throughout the entire project to help drive successful adoption. This
coaching will vary based on the needs of the Customer, however, it may include any of the
following.

o Weekly status meetings
o Follow up items
o Change management consulting

S DA 9
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e Training:
SADA allocates the following training:

e 46 remote webinars
e 26 days (consecutive) onsite training (one trip per Go Live)

Recommended allocations for a 2 rollout project where the first rollout focuses on Email,
Calendar, Contacts, and Shared Resourcemigration and the second rollout focuses on Drive,
Shared Drives, and SharePoint migration.

o Roliout 1

= 20 remote webinars

m 14 days (consecutive) onsite training (one trip per Go Live)
o Rollout 2

m 26 remote webinars

= 12 days (consecutive) onsite training (one trip per Go Live)

End user Training:

These sessions may be used towards the services that SADA is deploying and generally include
Gmail, Calendar, Drive or other aspects of G Suite as determined by the Customer ad/or SADA
Trainer. SADA will consult with the Customer to develop a virtual and on site training strategy that
meets both budget and logistical needs. Targeted sessions are available for
Executive/Administrative Assistants who will have delegated access to a mailbox and/or
calendar.

VIP White Glove:

Allocated training time may be used to provide white glove support to VIPs and/or their
Assistants. This may be 1:1 support or group support. Training sessions are tailored to their
unique workflows and needs.

Train-the-Trainer:

SADA offers Train the Trainer courses in the form of on site or online webinar-style training
sessions, or a combination of both. SADA trainers work with staff to learn the material, and may
also offer an outline of the content that can help in preparing the new trainers for their role.

e Training Considerations:

Webinars:

¢ Al webinars have a minimum of five (5) participants and a maximum of 100 participants.

¢ Al webinar sessions shall be conducted between the hours of 6:00AM and 6:00PM PT (Pacific
Time), Monday through Friday (with the exception of national holidays).

e Webinars are up to 90 minutes per session, however 60 minute sessions are considered best
practice.

e Upon Customer request, SADA may record webinars. All SADA training is caisidered intellectual
property and should remain limited to the Customer staff only (with no public sharing of the
materials in any way).

e The Customer may choose to convert live webinars into clean recordings. Two (2) webinars will
be billed, per clean recrding to account for recording, editing, etc.

e The Customer is responsibie for hosting all remote webinars if they choose to use their own
platform, tracking registration and attendance.

S DA 2
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= One (1) Customer resource is required to open and moderate each remote
webinar in the above platform.

Onsite Training Sessions:

Onsite training is scheduled for up to eight (8) hours per day during normal business hours of the
location where the training occurs. Training will not exceed more than eight (8) hours in a sin gle
day, nor will it exceed 5 days in a week.

e Training schedules will be constructed to allow 15 minutes between sessions and a
minimum 60 minute lunch break.

e Recommended onsite training strategy is 3 sessions (up to 90 minutes each) and one
"open office” session (up to 105 minutes) for Q&A for all s taff.

o No more than 4 onsite training sessions per day

¢ SADA will provide a single resource for onsite training. The Customer may request an
additional resource, but it will be at SADA’s discretion based on availability and may be
subject to additional cost.

e Onsite training will be done between 8AM - 5PM local time.

Additional Change Management Considerations

¢ Alltraining must be scheduled three (3) weeks prior to ‘Go Live(s), and completed within four 4)
weeks of final ‘Go Live’ date.
¢ Any modifications or cancellations to training sessions (i.e. rescheduling date, or time of training
session) must be finalized ten (10) business days prior to the originally scheduled session when
travel is required. If travel is not associated with the scheduled session, mod ifications or
cancellations may be made up to five (5) business days prior to the originally scheduled session.
Any changes made within this timeframe will incur the below additional fees:
o Fifty percent of the value of the training session(s) as defined in the pricing table, or
$1,000 per onsite training day per resource + $300 per webinar, whichever value is higher.
o Costs of changed/ canceled travel including but not limited to hotel fees, airline fees, etc.
o Additionally, if no participants log into the w ebinar after fiteen (15) minutes of the
scheduled start time the session will be billed toward the project and deducted from the
remaining webinar count.
e All sessions are conducted in English only.
¢ Al SADA's deliverables will be in the English language. The Customer is responsible to secure
translation services, and responsible for the accuracy of all translated items. SADA cannot vet the
accuracy of any translated material from the English language to any other language.

COVID 18 Information: The availability of onsite resources will be based on both the SADA Travel Policy
and travel guidelines related to COVIDI9 in place at the time of scheduling, along with Customer and SADA
employee discretion. Should we conclude that onsite resources are unavailablea change order will be
created to convert the remaining onsite days lo remote sessions. The conversion rate is as follows: one
onsite day is the equivalent of three webinar sessions and three white glove sessions.

The Customer will be required to prowie in advance its policy related to COVIEI9 to ensure alignment with
SADA's policy. In the event of policy misalignment, SADA may elect to convert. with client’s writfen
authorization, any onsife days with remote webinars.

Ongoing Adoption

SADA will provide specific deliverables to create a strategy for a successful long term G Suite adoption,
starting on the date of Customer’s Global Go-Live. This includes a 1-day Executive Envisioning workshop
to define ongoing adoption and digital transfo rmation initiatives. The Customer will identify a Lead as

S:DA .
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their designated contact to work with SADA's Enterprise Consultant. The session shall be held no later
than 1 month following the latest Customer Go -Live, and prior to the project close.

Furthermore, SADA will also provide a set of templatized communications and tips and tricks for the
Customer's Change Management team to customize and leverage over the next 3 months to maximize
user adoption.

Executive Envisioning Workshop

The Executive Envisioning Workshop aims at bringing together people from diverse parts of the business
in order for them to discuss pain points and opportunities that others may not be aware of and envision
how ongoing adoption of G Suite solutions can all eviate these challenges. Through these types of
discussions, our goal is to identify the Customer’s vision for Google, outline challenges and how we will
measure success from our ongoing efforts. The Customer will be responsible for coordinating the
appropriate Executives to attend this workshop.

Deliverables:

60 min, Pre-workshop Information and Planning Meeting
Workshop invitation template

Pre-workshop Participant Assessment

Debrief Document

High-Level Use Cases

Draft Vision Statement

Project Manageme nt

SADA'’s assigned Project Manager, along with Customer assigned Project Manager, will be overall
responsible for leading the contracted scope of work to completion. Based on established roles and
responsibilities, the project management activities will in clude defining and managing the following core
deliverables and activities:

SADA Responsibilities and Deliverables

Lead Project Kickoff

Manage Scope & deliverables

Define Project Decision Tree and Escalation Process

Own and maintain the project plan and schedule

Provide status reporting on a bi-weekly basis

Ongoing management of Decisions, Risks, Issues, and Change Requests
Manage budget and identify any changes needed

Coordinate SADA tasks to completion

¢ & & & 0 0 ¢ O

Customer Responsibilities

¢ Define a client team member that will own client related Project Management activities.
Attend meetings & coordinate customer tasks to completion in accordance with project
timelfine/deadlines

Align internal processes, approvals, and departments (l.e. compliance / internal audit)

Provide estimates on customer tasks and report on completion pro gress

Ensure all additional customer required activities are managed in the project plan

Identify, and facilitate project escalations and customer risks collaboratively working to resolve
challenges

Manage customer resource allocation

¢ Communicate any internal (customer) changes, outages, decisions or other impacts to project

* O 0o 0 ®
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activities

In addition, SADA’s Project Management team will serve as an advocate for best practices throughout the
Project life cycle for in scope work.

Scheduling Tool

SADA ProjectManager will be utilizing Smartsheet to build and manage the project plan. If a Client user
needs access to manage the schedule along with the SADA Project Manager, the Client will be
responsible to furnish a license to Client users.

In the event the Client would like for SADA Project Manager or SADA team members to use a different
tool, Client agrees to furnish SADA resources with the necessary licenses and access rights to the Client
prefered tool.

Project Kickoff

Once the SOW has been signed, within thefirst week, a SADA Project Manager is assigned along with
technical and adoption leads, as it pertains to in-scope services.

The assigned Project Manager will contact Customer to schedule an ‘Introduction Call’, during which the
Customer is provided with the ‘Environment Sheet as a prerequisite for the project ‘Kick-off, as well as,
confirming the resources and roles that are needed from the Customer’s end. Without the ‘Environment
Sheet’ being reviewed, completed and sent back to SADA for review, and wihout all the Customer
resources being identified and made available to engage on the project, a project Kick-off date cannot be
confirmed by SADA delivery team.

A remote project kickoff is typically 90 minutes, it establishes a mutual understanding of the project
before development or deployment work officially begins. Standard agenda:

Team member introductions from both SADA and Customer project teams.
Project roles and responsibilities are clearly defined.

Project expectations, timeline, and deliverables are set.

Review of all documentation, prerequisites, and objectives for the project.
Project requirements, objectives, and goals are refined or revised as needed.
Next steps and project milestones are clearly defined.

® & & © © &

Project Kick off required attendees from Customer project team:

Project Manager

Technical Lead

Executive Sponsor
Change Management Lead

Go-Lives
According to SADA and Google’s Methodology, there are 3 Gelives: Core IT, Early Adopters, and Global

Go-Live dates are set and confirmed post Kick-off, and post a schedule confirmation between both SADA
and Customer Project Managers, or the equivalent. When Go-lives are confirmed, SADA resources are
allocated for the specific dates booked.

The customer can request to change an established Go-Live date, at least 2 weeks in advance of Go Live
date, but SADA cannot guarantee the next desired date can be acconmodated based on resources
availability. In the event where SADA cannot honor the newly desired date, SADA will provide Customer
with the next available date the SADA team can execute on the Golive activities.

S“DA
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If knowledge transfer is needed between SADA resources in order to accommodate the Customer desired
date changes by bringing in different resources, knowiedge transfer hours will be billed to the Customer.

Changing Go-live dates that impact the term expiration date of the SOW can also be accommodated , at
cost. Associated cost is to be assessed by SADA and communicated to Customer upon request. Moving
a confirmed Go Live date require a Change Request, and the SADA Project Manager will process a
Change Request for said extension and notates the associated cost.

Please note that the above scope is lailored specifically for WVOT and does not encapsulate nor constitute
a scope for another professional services engagement for another customer. Should a norExecutive
Branch Agency or other customer wish fo migrate toG Suite, SADA would scope out a project specific to
their needs.

S:DA 94
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Pricing Response
SADA Response:

An important consideration for any customer when selecting a reseller is ongoing support and account
management provided by the reseller. With over a decade of experience as the premier G Suite partner,
and as part of our dedication to customers, SADA provides the following services when a customer
selects us as their G Suite partner:

SADA - Google Services Support

Our goal is to maintain optimal response to your Google Service needs. SADA’s Enterprise Support
Services is your single point of contact for all issues. If our Enterprise Support Services representatives
cannot help you immediately, they will proceed with the escalation process to ensure all technical issues
are addressed as quickly as possible.

Enterprise Support Services Contact Options

1. Contact by Email: gsuitesupport@sada.com
2. Contact by Phone: (818) 766-2400, option #1
a. If you are experiencing an emergency or need immediate assistance, you may contact
your SADA resource / account manager directly.
3. Customer Success Portal
Live Chat with Support Engineers
Submitting support cases
Submitting procurement requests
Viewing your account details (along with current invoice details and history)
Information about your dedicated SADA account team
Access to knowledge base articles
Repository of information provided by your account team
Create and manage additional portal users
Enterprise Support Services Availability

S@ o o0 oo

Support hours are 6:00 AM to 6:00 PM Pacific, Monday to Friday for non-P1 ltems. 24x7 Support is
available for all P1 issues. All P1 issues must be submitted via phone.

For standard requests submitted via the portal or email outside business hours, SADA will contact you
the morning of the next business day.

SLA (Service Level Agreements) for tickets submitted via phone call.

Priority | Definitions Response Status Update Level
Time

1 oDefect causing the Software Product to be unusable 1 hour 1 hour
eMajor function is unavailable with no acceptable bypass/
workaround

2 e®Major function is unavailable but acceptable bypass 2 Business 2 hours Business
workaround is available hours hours
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3 @ Defect causing a minor function to be disabled 4 Business 1 business day
eSome function is not working correctly Minimal impact on hours
the user community

4 *Defect is not time critical 8 Business | 1 business day
eDefect causing no function to be disabled hours

eDoes not impact user community

Service Management

Service Management encapsulates all the activities SADA will perform to ensure that the Customer is
delighted with all the services SADA provides. This includes proactively educating and informing the
Customer on an on-going, regular basis, as well as having the plan and metrics in place to continuously
monitor the Customer’s satisfaction.

Proactive Account Management

SADA will designate a named Account Manager beginning when the Customer starts to use a G Suite
Core Services in production. This contact will be a single point of contact for service planning,
optimization, and management.

The goal of the proactive account management function is to help the Customer get the most out of
existing products, technologies, and services. Additionally, the Account Manager should consult with
Customer about how its changing needs could be addressed more effectively with additional product or
service offerings. The Account Manager needs to understand the Customer’s immediate and future
requirements, and spend his time educating and informing the Customer on appropriate options. In
essence, the Account Manager prepares the mindset of the Customer so that when the time is right, the
process for making a purchase is natural, straightforward, and timely for all stakeholders.

Regular Service Reviews

SADA strives to be strategically aligned with each Customer by engaging in regular service reviews. SADA
delivers value through its applied knowledge of business systems, not to mention utilizing technology to
help the Customer realize its business goals and vision. Consequently, SADA will establish a frequent
rhythm of communications from the outset of the relationship in order to identify and address potential
problems before they occur, and to develop beneficial technology solutions proactively rather than
reactively.

Most of SADA’s existing clients commonly discuss high level strategy and their technology roadmap with
us on a bi-annual basis, but some as frequently as every month. SADA will work with Customers to
decide what frequency best suits their needs, with a minimum goal of quarterly face-to-face interaction.

As part of our regular service reviews, SADA will provide expert recommendations on recent Google-
based features and technologies applicable to the Customer’s environment. SADA wants to ensure
Customers are up-to-date on all Google-based products and services that can make their organization
more productive.

Another aspect of the regular service review process is to review service highlights and lowlights that
have transpired since the last review. Some of this information will ultimately be anecdotal, but to the
greatest extent possible, SADA will focus on quantifiable metrics agreed to upfront as a basis of
measuring service quality.

S-DA
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State of West Virginia

Scope of Service Description

The State of West Virginia, via the West Virginia Office of Technology (WVOT), seeks secondary bidding
proposals from eligible resellers on the NASPO ValuePoint Cloud Solutions (2016-2026) contract to
establish a cooperative statewide contract with fixed-firm pricing for the following scope of service:

Requirements

By submission vendor agrees to meet or offer better pricing than established in the NASPO ValuePoint
Cloud Services Contract. The proposal must include the following for agencies under the purview of
WVOT:

¢ No licensing cost for initial 2.5 years

¢ Discounted licensing pricing on the G-Suite Enterprise and Basic SKUs

¢ Discounted Technical Account Manager

* Discounted professional services for solution migration and implementation

G Suite Enterprise must, at a minimum, include: GMail (with unlimited storage), Google Vault for
eDiscovery and Archiving (unlimited storage), Calendar, Drive (unlimited storage), Mobile Device Mgt,
Groups, Contacts, Google Keep, Insights, Google Sites (unlimited), Video Conferencing for up to 250
attendees (includes recording), Google Classroom, Cloud Search, Data Loss Prevention, Context Aware
Access and additional Enterprise Security Features.

G Suite Business must, at a minimum, include: GMail (with unlimited storage), Google Vault for
eDiscovery and Archiving (unlimited storage), Calendar, Drive (unlimited storage), Mobile Device Mgt,
Groups, Contacts, Google Keep, Insights, Google Sites (unlimited), Video Conferencing, Google
Classroom, and Cloud Search.

G Suite Basic must, at a minimum, include: GMail (30 GB), Calendar, Drive (30 GB), Mobile Device Mgt,
Groups, Contacts, Google Keep, Google Sites, Video Conferencing for up to 100 attendees, Google
Classroom.

Professional Services Migration

The professional services for migration must include a complete service migration from the current
solution to G-Suite for up to 22,000 user accounts under a single tenant. This must include, but not
limited to, training, consulting, design, configuration, testing, data collection, project management, and
data migration. Below is a high-level summary of details.

*  One (1) Active Directory Domain

¢ One (1) Mail Tenant

¢  One-way synchronization of LDAP to G Suite
e SAML SSO

e Data Migrations

e Up to 4400 calendar resources

e Up to 3800 shared accounts

e Upto 22,000 user archives and legal holds



e Upto 22,000 user drive data and folders

e Migration of up to 1 Petabyte of shared drive data and folders to G Suite Shared Drives from up
to 200 File Servers

o Migration of up to 150 SharePoint Document Repositories and Folders to Google Drive

e 136 SharePoint Online

e 11 SharePoint 2013

e Adoption, Consulting, Change Management and Training Plans Development

Associated G-Suite SKUs

Solution SKU Solution Description
GAPPS-ENT-1USER-1MO G Suite Enterprise; User Increase/Upgrade Add-On

GAPPS-TO- ENT 1USER 1M0 G Suite Basic/Business to G Suite Enterprise; Conversion

GAPPS UNLIM 1- USER 12M0 G Sunte Busmess New/Renewal
| GAPPS:UNLIMS JSER-12f .G Suite'Btisiness, Deskless; New/Renewal’
| GAPPS- PREM-TO UNLIM 1USER 12M0 G Sulte Basnc to G Smte Busmess, Conversnon

GAPPS PREM- 1USER 12M0 DEMO G Suite Basic, Demo

'GAPPS-VAULT-1USER-12MO-DEMO | Google Vault, Demo R |
GAPPS UNLIM 1USER 12M0 G Suite Business: New/Renewal 1
~GAPPS-UNLIM-1USER-1MO* | G:Suite Business; User Incre: P ot
GAPPS AI.I UNLlM 1USER 1M0 Business AU; Upgrades/User increase. 1 Month
GAPPS-AU-ENT-1USER-1IMO Enterprise AU; Upgrades/User increase. 1 Month
GAPPS-CIDPREM-1USER-12MO-DEMO Cloud Identity; Demo

' GAPPS-VAULT-UPG-1USER-1MO Google Vault; User Increase/Upgrade Add-On

GAPPS-ME-WITHCOMPOSE-1USER-1MO Google Message Encwptlon User Increase}U pgrade Add On

GAPPS-STOR-ZOGB-1USER-1MO-STD | Google Storage; User Increase/Upgrade Add On




GAPPS-STOR-50GB-1USER-1MO-STD Google Storage; User Increase/Upgrade Add-On

GAPPS-STOR-200GB-1USER-1MO-STD Google Storage; User Increase/Upgrade Add-On
GAPPS-STOR-400GB-1USER-1IMO-STD Google Storage; User Increase/Upgrade Add-On
GAPPS-STOR-1TB-1USER-1MO-STD Google Storage; User Increase/Upgrade Add-On
'GAPPS-STOR-2TB-1USER-1MO-STD . Google Storage; User Increase/Upgrade Add-On
GAPPS-STOR-4TB-1USER-1MO-STD Google Storage; User Increase/Upgrade Add-On

 GAPPS-STOR-8YB-1USER-1MO-STD Google Storage; User increase/Upgrade Add-On
GAPPS-STOR-16TB-1USER-1MO-STD Google Storage; User lncrease/Upgrade Add-On
'"GAPPS-CIDPR&M-;USER 12m0 ' Google Cloud Identity: :
GAPPS AU UNLIM 1USER 12M0 Busmess AU New/Renewal 1 Year

Professnonal Service SOIUtIOI"I Migration (no minimum users)

Bid Submissions

Participants must fully complete the attached pricing sheet and return to the West Virginia Office of
Technology by email to the Enterprise Services email box at OTES@wv.gov by Monday, July 27t, 2020 at
1:00PM, EST.

Signed by: Yazmiria Hernandez

Tittle: Proposal Manager
Date: 7/31/2020



Solution-Description - . . L

G Suite Enterprise; User increase/Upgrade Add-On

G Suite Basic/Business to G Suite Enterprise; Conversion
G Suite Business; User Increase/Upgrade Add-On

G Suite Business, Deskless; User Increase/Upgrade Add-On
G Suite Basic to G Suite Business; Conversion

G Suite Basic to G Suite Business, Deskless; Conversion
G Suite Basic, Deskless; Upgrade Add-On

G Suite Enterprise: New/Renewal

G Suite Basic/Business to G Sulte Enterprise; Conversion
G Suite Business: New/Renewal

G Sulte Business, Deskless; New/Renewal

G Sulte Basic to G Suite Business; Conversion

G Suite Basic to G Suite Business, Deskless; Conversion
G Suite Basic, Deskless; New/Renewal

Google Apps 12 month i /s
Google Vault; New/Renewal

1seat;

Google Apps Unlimited Upgrade: 1 month license/support term; 1 seat;
G Suite Basic; New/Renewal

G Sulte Basic; User increase/Upgrade Add-On
Google Vault, Deskless; New/Renewal

G Suite Enterprise: Demo

G Suite Basic, Demo

Google Vault, Demo

G Suite Business: New/Renewal

G Suite Business; User Increase/Upgrade Add-On
Business AU; Upgrades/User Increase. 1 Month
Enterprise AU; Upgrades/User increase. 1 Month
Cloud Identity; Demo

Google Vault; User increase/Upgrade Add-On

State of West Vi

Google G Suite Pricing Sheet

inia - EXECUTIVE BRANCH AGE

. Billing Cycl 2 LU
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/Year
Per User/Year
Per User/Year
Per User/Year
Per User/Year
Per User/Year
Per User/Year

Per User/Yesr
Per User/Year

Per User/ Month
Per User/Year
Per User/ Month
Per User/Year
Per User/Year
Per User/Year
Per User/Year
Per User/Year
Per User/ Month
Per User/ Month
Per User/ Month
Per User/Year
Per User/ Month

NCIES

* Estiniated Quantitles

Rk e

18000

u»u»u»un»nug e e e R e ea

Unit Price

$23.81
$23.81
$1143
$5.71
$11.43
$5.71
$2.86
$285.71
$23.81
$137.44
$68.57
$137.24
$5.71
$34.20

$0.00
$47.62

$0.00
$6857
$5.71
$19.05
$0.00
$0.00
$0.00
$137.14
$11.43
$3.81
$6.67
$0.00
$3.98

“Totat

VB BN BBNBBB BB VSN

VAV BBVBBG VBB Y

23.81
23.81
11.43
571
11.43
571
286
5,142,780.00
23.81
137.14
§8.57
137.14
571
3429

47.62

274,280.00
571
18.05

13714
11.43
3.81
6.67

3.98

For both Executive and Non-Executive Tabs.
SHi quota will reflect updated deseription.

For both Executive and Non-Executive Tabs.
SHI quote will reflect updated description.



Google Massage Encryption; User increase/Upgrade Add-On
Google Vault, Deskless; User Increase/Upgrade Add-On
Google Storage; User Increase/Upgrade Add-On

Google Storage; User Increase/Upgrade Add-On
Google Storage; User increase/Upgrade Add-On

Google Storage; User Increase/Upgrade Add-On

Google Storage; User Increase/Upgrade Add-On

Google Cloud Identity:

Business AU; New/Renewal. 1 Year

Enterprise AU; New/ Renewal. 1 Year

Cloud Identity; User Increase/Upgrade Add-On. 1 Month

Professional Services Offerings: . . -

Google G Sulte Prossions! Support Services Annual

Google G Suite Change Management Advisory Service
Google G Suite Transformation Advisory Service {Apps}
Google G Suite Security Assessment

Google G Suite Professional Support Services Monthly
Professional Service Solution Migration (minimum 20k users)

Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/ Month
Per User/Year

Per User/Year

Per User/Year

Per User/ Month

Biliiig Cycle .

Per Year

Per Engagement

Per Engagement

Per Engagement

Per Month

Per User

Licenses Total
Professional Services Total
Overall Total

RREHMEBEHRE RE R AR R R

Estimated Quantities

B R e

$1.60
$347
$5.95
$13.88
$27.79
$70.64
$142.07
$284.12
$568.26
$1,134.93
$6857
$45.71
$80.00
$5.71

Unit Price

$28,720.24
$28,720.24
$34,464.29
$22,976.18

$9.52

VOB BBBBBBBDABG B

B

D Y R T 7 R LRI R Y

1.60
337
5.5
13.88
27.79
70.64
142.07
284.12
568.26
113493
68.57
4571
80.00
571

28,720.24
28,720.24
34,464.29
2297619
1,309,440.00
5,420,239.23
1,424,320.96
6,844,560.19

No longer available.

0GB
50GB
200GB
400GB
e
2TB
4TB
BTB
1678

No longer » Google Sku.



Google G Suite Pricing Sheet
State of West Virginia -VNON-EvXECUTIVE BRANCH AGEN(_ZIES

vy

SolutionDesciiption .. . R lirig Cycle . - - ‘Estimated-Quantities Unit Price - “Total.

G Suite Enterprise; User Increase/Upgrade Add-On Per User/ Month 1 $23.81 $ 23.81
G Suite Basic/Business to G Suite Enterprise; Conversion Per User/ Month 1 $23.81 s 23.81
G Suite Business; User Increase/Upgrade Add-On Per User/ Month 1 $11.43 $ 11.43
G Suite Busi Deskless; User || /Upgrade Add-On Per User/ Month 1 $5.71 s 571
G Suite Basic to G Suite Business; Conversion Per User/ Month 1 $11.43 S 11.43
G Suite Basic to G Suite Business, Deskless; Conversion Per User/ Month 1 $571 $ 571
G Suite Basic, Deskless; Upgrade Add-On Per User/ Month 1 $286 $ 2.86
G Suite Enterprise: New/Renewat Per User/Year 500 $285.71 $ 142,855.00
G Suite Basic/Business to G Suite Enterprise; Conversion Per User/Year 1 $23.81 $ 23.81
G Suite Business: New/Renewal Per User/Year 200 $137.14 s 27,428.00
G Suite Business, Deskless; New/Renewal Per User/Year 1 $68.57 $ 68.57
G Suite Basic to G Suite Business; Conversion Per User/Year 1 $137.14 $ 137.14
G Suite Basic to G Suite Business, Deskless; Conversion Per User/Year 1 $5.71 s 571
G Suite Basic, Deskless; New/Renewal Per User/Year 300 $34.29 $ 10,287.00
Google Apps Unlimited: 12 month li /support term; 1seat; Per User/Year 1 $0.00 $ -
Google Vault; New/Renewal Per User/Year 1 $47.62 s 47.62
Google Apps Unlimited Upgrade: 1 month license/support term; 1 seat; Per User/ Month 1 $0.00 s -

G Suite Basic; New/Renewal Per User/Year 1 $68.57 3 68.57
G Suite Basic; User Increase/Upgrade Add-On Per User/ Month 1 $5.71 $ 571
Google Vault, Deskless; New/Renewal Per User/Year 1 $19.05 $ 19.05
G Suite Enterprise: Demo Per User/Year 1 $0.00 $ -

G Suite Basic, Demo Per User/Year 1 $0.00 $ -
Google Vault, Demo Per User/Year 1 $0.00 $ -

G Suite Business: New/Renewal Per User/Year 1 $137.14 s 137.14
G Suite Business; User Increase/Upgrade Add-On Per User/ Month 1 $11.43 $ 11.43
Business AU; Upgrades/User increase. 1 Month Per User/ Month 1 $3.81 s 3.81
Enterprise AU; Upgrades/User increase. 1 Month Per User/ Month 1 $6.67 $ 6.67
Cloud Identity; Demo Per User/Year 1 $0.00 $ -
Google Vault; User increase/Upgrade Add-On Per User/ Month 1 $3.98 $ 3.98
Google Message Encryption; User Increase/Upgrade Add-On Per User/ Month 1 $0.00 $ -
Google Vault, Deskless; User Increase/Upgrade Add-On Per User/ Month 1 $1.60 s 1.60
Google Storage; User increase/Upgrade Add-On Per User/ Month 1 $3.17 $ 3.17
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $5.95 $ 5.95
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $13.88 $ 13.88
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $27.79 $ 27.79
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $70.64 $ 70.64
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $142.07 $ 142.07
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $284.12 $ 284.12
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $568.26 $ 568.26
Google Storage; User Increase/Upgrade Add-On Per User/ Month 1 $1,134.93 $ 1,134.93
Google Cloud Identity: Per User/Year 1 $68.57 $ 68.57
Business AU; New/Renewal. 1 Year Per User/Year 1 $45.71 s 4571
Enterprise AU; New/ Renewal. 1 Year Per User/Year 1 $80.00 $ 80.00
Cloud Identity; User Increase/Upgrade Add-On. 1 Month Per User/ Month 1 $5.71 $ 571



iices Offerings' . . -

rossional Support Services Annual

Google G Suite Change Management Advisory Service
Google G Suite Transformation Advisory Service (Apps)
Google G Suite Security Assessment

Google G Suite Professional Support Services Monthly
Professional Service Solution Migration {no minimum users)

. Billing Cycle . _ ,

Per Year

Per Engagement

Per Engagement

Per Engagement

Per Month

Per User

Licenses Total
Professional Services Total
Overall Total

Estimated Quantities

1
1
1
1
1

1000

Uhit Price -

$28,720.24
$28,720.24
$34,464.29
$22,976.16

§

LT T T VAT R SRV T Y

28,720.24
28,720.24
34,464.29
22,976.16
297,620.00
183,646.37
412,500.93
§96,147.30
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Contract# AR2488

2 STATE OF UTAH COOPERATIVE CONTRACT

CONTRACTING PARTIES: This contract is between the Division of Purchasing and the following Contractor:

SHI International Corp. LEGAL STATUS OF CONTRACTOR
Name [0 Sole Proprietor
290 Davidson Avenue (] Non-Profit Corporation
Address X} For-Profit Corporation
Somerset NJ 08873 O Partnership
City State Zip [0 Govemment Agency

Contact Person: Nick Grappone Phone: 732-564-8189 Email: Nick_grappone@shi.com
Vendor #33386DD Commodity Code #920-05

 the Cloud Solutions identified in Attachment B to

PROCUREMENT PROCESS: This contract is entered into as a result of the procurement process on Bid#CH16012.

CONTRACT PERIOD: Effective Date: 09/30/2016 Termination Date: 09/15/2026 unless terminated early or extended in accordance
with the terms and conditions of this contract. Pursuant to Solicitation #CH16012, Contractor must re-certify its qualifications each year.

Administrative Fee, as described in the Solicitation and Attachment A: The Contractor shall pay to NASPO ValuePoint, or its assignee,
a NASPO ValuePoint Administrative Fee of one-quarter of one percent (0.25% or 0.0025) of contract sales no later than 60 days
following the end of each calendar quarter. The NASPO ValuePoint Administrative Fee shall be submitted quarterly and is based on
sales of the Services.

ATTACHMENT A: NASPO ValuePoint Master Terms and Conditions
ATTACHMENT B: Scope of Services Awarded to Contractor
ATTACHMENT C: Pricing Discounts and Pricing Schedule
ATTACHMENT D: Contractor’s Response to Solicitation #CH16012
ATTACHMENT E: Service Provider Terms and Conditions

Any conflicts between Attachment A and the other Attachments will be resolved in favor of Attachment A.
DOCUMENTS INCORPORATED INTO THIS CONTRACT BY REFERENCE BUT NOT ATTACHED: -

a. All other governmental laws, regulations, or actions applicable to the goods and/or services authorized by this contract.
b. Utah State Procurement Code and the Procurement Rules.

Each signatory below represents that he or she has the requisite authority to enter into this contract.

IN WITNESS WHEREOF, the parties sign and cause this contract to be executed.

CONTRACTOR
Tlkide Rk 2/2/17
Contractor's signature Date

Natalie Slowik, Director of Response Team
Type or Print Name and Title

Spencer Hall 801-538-3307 801-538-3882 spencerh@utah.gov
Division of Purchasing Contact Person Telephone Number Fax Number Email

(Revision 16 June 2016)



NASPO

ValuePoint

Attachment A: NASPO ValuePoint Master Agreement Terms and Conditions
1. Master Agreement Order of Precedence

a. Any Order placed under this Master Agreement shall consist of the following
documents:

(1) A Participating Entity’s Participating Addendum? (“PA”);

(2) NASPO ValuePoint Master Agreement Terms & Conditions and the cloud service provider
service terms;

(3) The Solicitation;

(4) Contractor’s response to the Solicitation, as revised (if permitted) and accepted by

the Lead State; and

(5) A Service Level Agreement issued against the Participating Addendum.

b. These documents shall be read to be consistent and complementary. Any conflict
among these documents shall be resolved by giving priority to these documents in the
order listed above. Any conflicts between Attachment A and the other Attachments will
be resolved in favor of Attachment A, except for conflicts between the Attachment A
Exhibits and Attachment E, which in that event, Attachment E will prevail. Contractor
terms and conditions that apply to this Master Agreement are only those that are
expressly accepted by the Lead State and must be in writing and attached to this Master
Agreement as an Exhibit or Attachment.

2. Definitions - Unless otherwise provided in this Master Agreement, capitalized terms
will have the meanings given to those terms in this Section.

Confidential Information means any and all information of any form that is marked as
confidential or would by its nature be deemed confidential obtained by Contractor or its
employees or agents in the performance of this'Master Agreement, including, but not
necessarily limited to (1) any Purchasing Entity’s records, (2) personnel records, and (3)
information concerning individuals, is confidential information of Purchasing Entity.

Contractor means the person or entity providing solutions under the terms and
conditions set forth in this Master Agreement. Contractor also includes its employees,
subcontractors, agents and affiliates who are providing the services agreed to under the
Master Agreement.

Data means all information, whether in oral or written (including electronic) form,

1 A Sample Participating Addendum will be published after the contracts have been awarded.
2The Exhibits comprise the terms and conditions for the service models: Paa$, laaS, and Paas.



created by or in any way originating with a Participating Entity or Purchasing Entity, and
all information that is the output of any computer processing, or other electronic
manipulation, of any information that was created by or in any way originating with a
Participating Entity or Purchasing Entity, in the course of using and configuring the
Services provided under this Agreement.

Data Breach means any actual or reasonably suspected non-authorized access to or
acquisition of computerized Non-Public Data or Personal Data that compromises the
security, confidentiality, or integrity of the Non-Public Data or Personal Data, or the
ability of Purchasing Entity to access the Non-Public Data or Personal Data.

Data Categorization means the process of risk assessment of Data. See also “High
Risk Data”, “Moderate Risk Data” and “Low Risk Data”.

Disabling Code means computer instructions or programs, subroutines, code,
instructions, data or functions, (including but not limited to viruses, worms, date bombs
or time bombs), including but not limited to other programs, data storage, computer
libraries and programs that self-replicate without manual intervention, instructions
programmed to activate at a predetermined time or upon a specified event, and/or
programs purporting to do a meaningful function but designed for a different function,
that alter, destroy, inhibit, damage, interrupt, interfere with or hinder the operation of the
Purchasing Entity’s’ software, applications and/or its end users processing environment,
the system in which it resides, or any other software or data on such system or any
other system with which it is capable of communicating.

Fulfillment Partner means a third-party contractor qualified and authorized by
Contractor, and approved by the Participating State under a Participating Addendum,
who may, to the extent authorized by Contractor, fulfill any of the requirements of this
Master Agreement including but not limited to providing Services under this Master
Agreement and billing Customers directly for such Services. Contractor may, upon
written notice to the Participating State, add or delete authorized Fulfillment Partners as
necessary at any time during the contract term. Fulfillment Partner has no authority to
amend this Master Agreement or to bind Contractor to any additional terms and
conditions.

High Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization
of Federal Information and Information Systems (“High Impact Data”).

Infrastructure as a Service (laaS) as used in this Master Agreement is defined the
capability provided to the consumer to provision processing, storage, networks, and
other fundamental computing resources where the consumer is able to deploy and run
arbitrary software, which can include operating systems and applications. The
consumer does not manage or control the underlying cloud infrastructure but has
control over operating systems, storage, deployed applications; and possibly limited
control of select networking components (e.g., host firewalls).



Intellectual Property means any and all patents, copyrights, service marks,
trademarks, trade secrets, trade names, patentable inventions, or other similar
proprietary rights, in tangible or intangible form, and all rights, title, and interest therein.

Lead State means the State centrally administering the solicitation and any resulting
Master Agreement(s).

Low Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization of
Federal Information and Information Systems (“Low Impact Data”).

Master Agreement means this agreement executed by and between the Lead State,
acting on behalf of NASPO ValuePoint, and the Contractor, as now or hereafter
amended.

Moderate Risk Data is as defined in FIPS PUB 199, Standards for Security
Categorization of Federal Information and Information Systems (“Moderate Impact Data”).

NASPO ValuePoint is the NASPO ValuePoint Cooperative Purchasing Program,
facilitated by the NASPO Cooperative Purchasing Organization LLC, a 501(c)(3) limited
liability company (doing business as NASPO ValuePoint) is a subsidiary organization
the National Association of State Procurement Officials (NASPO), the sole member of
NASPO ValuePoint. The NASPO ValuePoint Cooperative Purchasing Organization
facilitates administration of the cooperative group contracting consortium of state chief
procurement officials for the benefit of state departments, institutions, agencies, and
political subdivisions and other eligible entities (i.e., colleges, school districts, counties,
cities, some nonprofit organizations, etc.) for all states and the District of Columbia. The
NASPO ValuePoint Cooperative Development Team is identified in the Master
Agreement as the recipient of reports and may be performing contract administration
functions as assigned by the Lead State.

Non-Public Data means High Risk Data and Moderate Risk Data that is not subject to
distribution to the public as public information. It is deemed to be sensitive and
confidential by the Purchasing Entity because it contains information that is exempt by
statute, ordinance or administrative rule from access by the general public as public
information.

Participating Addendum means a bilateral agreement executed by a Contractor and a
Participating Entity incorporating this Master Agreement and any other additiorial
Participating Entity specific language or other requirements, e.g. ordering procedures
specific to the Participating Entity, other terms and conditions.

Participating Entity means a state, or other legal entity, properly authorized to enter
into a Participating Addendum.

Participating State means a state, the District of Columbia, or one of the territories of
the United States that is listed in the Request for Proposal as intending to participate.



Upon execution of the Participating Addendum, a Participating State becomes a
Participating Entity.

Personal Data means data alone or in combination that includes information relating to
an individual that identifies the individual by name, identifying number, mark or
description can be readily associated with a particular individual and which is not a
public record. Personal Information may include the following personally identifiable
information (P11): government-issued identification numbers (e.g., Social Security,
driver’s license, passport); financial account information, including account number,
credit or debit card numbers; or Protected Health Information (PHI) relating to a person.

Platform as a Service (PaaS) as used in this Master Agreement is defined as the
capability provided to the consumer to deploy onto the cloud infrastructure consumer-
created or -acquired applications created using programming languages and tools
supported by the provider. This capability does not necessarily preclude the use of
compatible programming languages, libraries, services, and tools from other sources.
The consumer does not manage or control the underlying cloud infrastructure including
network, servers, operating systems, or storage, but has control over the deployed
applications and possibly application hosting environment configurations.

Product means any deliverable under this Master Agreement, including Services,
software, and any incidental tangible goods.

Protected Health Information (PHI) means individually identifiable health information
transmitted by electronic media, maintained in electronic media, or transmitted or
maintained in any other form or medium. PHI excludes education records covered by
the Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C.
12329, records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held
by a covered entity in its role as employer. PHI may also include information that is a
subset of health information, including demographic information collected from an
individual, and (1) is created or received by a health care provider, health plan,
employer or health care clearinghouse; and (2) relates to the past, present or future
physical or mental health or condition of an individual; the provision of health care to an
individual; or the past, present or future payment for the provision of health care to an
individual; and (a) that identifies the individual; or (b) with respect to which there is a
reasonable basis to believe the information can be used to identify the individual.

: Purchasing Entity means a state, city, county, district, other politicai- subdivision of a
State, and a nonprofit organization under the laws of some states if authorized by a
Participating Addendum, who issues a Purchase Order against the Master Agreement
and becomes financially committed to the purchase.

Services mean any of the specifications described in the Scope of Services that are
supplied or created by the Contractor pursuant to this Master Agreement.

Security Incident means the possible or actual unauthorized access to a Purchasing



Entity’s Non-Public Data and Personal Data the Contractor believes could reasonably
result in the use, disclosure or theft of a Purchasing Entity’s Non-Public Data within the
possession or control of the Contractor. A Security Incident also includes a major
security breach to the Contractor’s system, regardiess if Contractor is aware of
unauthorized access to a Purchasing Entity’s Non-Public Data. A Security Incident may
or may not turn into a Data Breach.

Service Level Agreement (SLA) means a written agreement between both the
Purchasing Entity and the Contractor that is subject to the terms and conditions in this
Master Agreement and relevant Participating Addendum unless otherwise expressly
agreed in writing between the Purchasing Entity and the Contractor. SLAs should
include: (1) the technical service level performance promises, (i.e. metrics for
performance and intervals for measure), (2) description of service quality, (3)
identification of roles and responsibilities, (4) remedies, such as credits, and (5)an
explanation of how remedies or credits are calculated and issued.

Software as a Service (SaaS) as used in this Master Agreement is defined as the
capability provided to the consumer to use the Contractor’s applications running on a
Contractor’s infrastructure (commonly referred to as ‘cloud infrastructure). The
applications are accessible from various client devices through a thin client interface
such as a Web browser (e.g., Web-based email), or a program interface. The consumer
does not manage or control the underlying cloud infrastructure including network,
servers, operating systems, storage, or even individual application capabilities, with the
possible exception of limited user-specific application configuration settings.

Solicitation means the documents used by the State of Utah, as the Lead State, to
obtain Contractor’s Proposal.

Statement of Work means a written statement in a solicitation document or contract
that describes the Purchasing Entity’s service needs and expectations.

3. Term of the Master Agreement: The initial term of this Master Agreement is for ten
(10) years with no renewal options.

4. Amendments: The terms of this Master Agreement shall not be waived, altered,
modified, supplemented or amended in any manner whatsoever without prior written
approval of the Lead State and Contractor.

5. Assignment/Subcontracts: Contractor shall not assign, sell, transfer, or sublet
rights, or delegate responsibilities under this Master Agreement, in whole or in part,
without the prior written approval of the Lead State.

The Lead State reserves the right to assign any rights or duties, including written
assignment of contract administration duties to the NASPO Cooperative Purchasing
Organization LLC, doing business as NASPO ValuePoint.

6. Discount Guarantee Period: All discounts must be guaranteed for the entire term of
the Master Agreement. Participating Entities and Purchasing Entities shall receive the



immediate benefit of price or rate reduction of the services provided under this Master
Agreement. A price or rate reduction will apply automatically to the Master Agreement
and an amendment is not necessary.

7. Termination: Unless otherwise stated, this Master Agreement may be terminated by
either party upon 60 days written notice prior to the effective date of the termination.
Further, any Participating Entity may terminate its participation upon 30 days written
notice, unless otherwise limited or stated in the Participating Addendum. Termination
may be in whole or in part. Any termination under this provision shall not affect the
rights and obligations attending orders outstanding at the time of termination, including
any right of any Purchasing Entity to indemnification by the Contractor, rights of
payment for Services delivered and accepted, data ownership, Contractor obligations
regarding Purchasing Entity Data, rights attending default in perfformance an applicable
Service Level of Agreement in association with any Order, Contractor obligations under
Termination and Suspension of Service, any responsibilities arising out of a Security
Incident or Data Breach, and maintenance, license or service contracts in progress
between the Purchasing Entity and service provider. Termination of the Master
Agreement due to Contractor default may be immediate if defauits cannot be
reasonably cured as allowed per the Default and Remedies provision.

8. Confidentiality, Non-Disclosure, and Injunctive Relief

a. Confidentiality. Each party acknowledges that it and its employees or agents may, in
the course of providing a Product under this Master Agreement, be exposed to or
acquire information that is confidential to the other Party or Purchasing Entity’s clients.
Any reports or other documents or items (including software) that result from the use of
the Confidential Information by the receiving Party shall be treated in the same manner
as the Confidential Information. Confidential Information does not include information
that (1) is or becomes (other than by disclosure by the receiving Party) publicly known;
(2) is furnished by the disclosing Party to others without restrictions similar to those
imposed by this Master Agreement; (3) is rightfully in the receiving Party’s possession
without the obligation of nondisclosure prior to the time of its disclosure under this
Master Agreement; (4) is obtained from a source other than the disclosing Party
without the obligation of confidentiality, (5) is disclosed with the written consent of the
disclosing Party or; (6) is independently developed by employees, agents or
subcontractors of the receiving Party who can be shown to have had no access to the
Confidential Information.

b. Non-Disclosure. Each Party shall hold Confidential Information in confidence, using
at least the industry standard of confidentiality, and shall not copy, reproduce, sell,
assign, license, market, transfer or otherwise dispose of, give, or disclose Confidential
Information to third parties or use Confidential Information for any purposes whatsoever
other than what is necessary to the performance of Orders placed under this Master
Agreement. Contractor shall advise each of its employees and agents of their
obligations to keep Confidential Information confidential. Contractor shall use
commercially reasonable efforts to assist Purchasing Entity in identifying and preventing
any unauthorized use or disclosure of any Confidential Information. Without limiting the
generality of the foregoing, Contractor shall advise Purchasing Entity, applicable
Participating Entity, and the Lead State immediately if Contractor learns or has reason
to believe that any person who has had access to Confidential Information has violated
or intends to violate the terms of this Master Agreement, and Contractor shall at its



expense cooperate with Purchasing Entity in seeking injunctive or other equitable relief
in the name of Purchasing Entity or Contractor against any such person. Except as
directed by Purchasing Entity, Contractor will not at any time during or after the term of
this Master Agreement disclose, directly or indirectly, any Confidential Information to
any person, except in accordance with this Master Agreement, and that upon
termination of this Master Agreement or at Purchasing Entity’s request, Contractor shall
turn over to Purchasing Entity all documents, papers, and other matter in Contractor's
possession that embody Confidential Information. Notwithstanding the foregoing,
Contractor may keep one copy of such Confidential Information necessary for quality
assurance, audits and evidence of the performance of this Master Agreement.

¢. Injunctive Relief. Contractor acknowledges that breach of this section, including
disclosure of any Confidential Information, will cause irreparable injury to Purchasing
Entity that is inadequately compensable in damages. Accordingly, Purchasing Entity
may seek and obtain injunctive relief against the breach or threatened breach of the
foregoing undertakings, in addition to any other legal remedies that may be available.
Contractor acknowledges and agrees that the covenants contained herein are
necessary for the protection of the legitimate business interests of Purchasing Entity
and are reasonable in scope and content.

d. Purchasing Entity Law. These provisions shall be applicable only to extent they are
not in conflict with the applicable public disclosure laws of any Purchasing Entity.

9. Right to Publish: Throughout the duration of this Master Agreement, Contractor must
secure prior approval from the Lead State or Participating Entity for the release of any
information that pertains to the potential work or activities covered by the Master
Agreement, including but not limited to reference to or use of the Lead State or a
Participating Entity's name, Great Seal of the State, Coat of Arms, any Agency or other
subunits of the State government, or any State official or employee, for commercial
promotion which is strictly prohibited. News releases or release of broadcast e-mails
pertaining to this Master Agreement or Participating Addendum shall not be made without
prior written approval of the Lead State or a Participating Entity.

The Contractor shall not make any representations of NASPO ValuePoint’s opinion or
position as to the quality or effectiveness of the services that are the subject of this
Master Agreement without prior written consent. Failure to adhere to this requirement
may result in termination of the Master Agreement for cause.

10. Defaults and Remedies
a. The occurrence of any of the following events shall be an event of default under this
Master Agreement:

(1) Nonperformance of contractual requirements; or
(2) A material breach of any term or condition of this Master Agreement; or

(3) Any certification, representation or warranty by Contractor in response to the
solicitation or in this Master Agreement that proves to be untrue or materially
misleading; or



(4) Institution of proceedings under any bankruptcy, insolvency, reorganization or
similar law, by or against Contractor, or the appointment of a receiver or similar
officer for Contractor or any of its property, which is not vacated or fully stayed
within thirty (30) calendar days after the institution or occurrence thereof; or

(5) Any default specified in another section of this Master Agreement.

b. Upon the occurrence of an event of default, the party claiming default shall issue a
written notice of default, identifying the nature of the default, and providing a period of
30 calendar days in which the party in default shall have an opportunity to cure the
default. The Lead State shall not be required to provide advance written notice or a
cure period and may immediately terminate this Master Agreement in whole or in part if
the Lead State, in its sole discretion, determines that it is reasonably necessary to
preserve public safety or prevent immediate public crisis. Time allowed for cure shall
not diminish or eliminate Contractor’s liability for damages.

c. If the party in default is afforded an opportunity to cure and fails to cure the default
within the period specified in the written notice of default, the party in default shall be in
breach of its obligations under this Master Agreement and Lead State shall have the
right to exercise any or all of the following remedies:

(1) Exercise any remedy provided by law; and
(2) Terminate this Master Agreement; and

(3) Suspend Contractor from being able to respond to future NASPO ValuePoint
solicitations; and

(4) Suspend Contractor’s performance; and

(5) Withhold payment for the portion of the nonconforming Service at issue until the default
is remedied.

d. Unless otherwise specified in the Participating Addendum, in the event of a default
under a Participating Addendum, a Participating Entity shall provide a written notice of
default as described in this section and have all of the rights and remedies under this
paragraph regarding its participation in the Master Agreement, in addition to those set
forth in its Participating Addendum.

11. Changes in Contractor Representation: The Contractor must notify the Lead State
of changes in the Contractor’s key administrative personnel, in writing within 10 calendar
days of the change. The Lead State reserves the right to approve changes in key
personnel, as identified in the Contractor’s proposal. The Contractor agrees to propose
replacement key personnel having substantially equal or better education, training, and
experience as was possessed by the key person proposed and evaluated in the
Contractor’s proposal.

12. Force Majeure: Neither party shall be in default by reason of any failure in
performance of this Contract in accordance with reasonable control and without fault or
negligence on their part. Such causes may include, but are not restricted to, acts of
nature or the public enemy, acts of the government in either its sovereign or contractual



capacity, fires, floods, epidemics, quarantine restrictions, strikes, freight embargoes and
unusually severe weather, but in every case the failure to perform such must be beyond
the reasonable control and without the fault or negligence of the party.

13. Indemnification

a. The Contractor shall defend, indemnify and hold harmiess NASPO, NASPO

ValuePoint, the Lead State, Participating Entities, and Purchasing Entities, along with

their officers, agents, and employees as well as any person or entity for which they may

be liable, from and against claims, damages or causes of action including reasonable

attorneys’ fees and related costs for any death, injury, or damage to property arising

directly from act(s), error(s), or omission(s) of the Contractor, its employees or

subcontractors or volunteers, at any tier, relating to the performance under the

Master Agreement. Contractor’s duties under this provision are dependent on the indemnified
party giving Contractor (1) prompt written notice of such third party claim and (2) sole authority to
defend or settle the claim.

b. Indemnification — Intellectual Property. The Contractor shall defend, indemnify and
hold harmless NASPO, NASPO ValuePoint, the Lead State, Participating Entities,
Purchasing Entities, along with their officers, agents, and employees as well as any
person or entity for which they may be liable ("Indemnified Party"), from and against
claims, damages or causes of action including reasonable attorneys’ fees and related
costs arising out of the claim that the Service or its use, infringes Intellectual Property
rights ("Intellectual Property Claim") of another person or entity.

(1) The Contractor’s obligations under this section shall not extend to any claim
based on:

(a) Contractor’'s compliance with Participating Entity/Purchasing Entity’s
designs, specifications or instructions; or

(b) Contractor’s use of technical information or technology provided by
the Participating Entity/Purchasing Entity; or

(c) non-Contractor software, modifications a Participating
Entity/Purchasing Entity makes to, or any specifications or materials
a Participating Entity/Purchasing Entity provides or makes available
for a Service; or =

(d) Participating Entity/Purchasing Entity’s combination of the Service
with a non-Contractor product, data

or business process; or damages based on the use of a non-
Contractor product, data or business

Process; or

(e) Participating Entity/Purchasing Entity’s use of either Contractor’s
trademark.

(2) The Indemnified Party shall notify the Contractor within a reasonable time
after receiving notice of an Intellectual Property Claim. Even if the Indemnified Party



fails to provide reasonable notice, the Contractor shall not be relieved from its
obligations unless the Contractor can demonstrate that it was prejudiced in defending
the Intellectual Property Claim resulting in increased expenses or loss to the Contractor
and then only to the extent of the prejudice or expenses. If the Contractor promptly and
reasonably investigates and defends any Intellectual Property Claim, it shall have
control over the defense and settlement of it. However, the Indemnified Party must
consent in writing for any money damages or obligations for which it may be
responsible. The Indemnified Party shall furnish, at the Contractor’s reasonable request
and expense, information and assistance necessary for such defense.

If Contractor reasonably believes that a Service may infringe or misappropriate a third

party’s intellectual property rights, Contractor will seek to (i) procure for Participating
Entity/Purchasing Entity the rights to continue to use the Service or (ii) modify or replace

it with a functional equivalent to make it non-infringing and notify Participating

Entity/Purchasing Entity to discontinue use of the prior version, which Participating
Entity/Purchasing Entity must do immediately. If the foregoing options are not commercially
reasonable for Contractor, or if required by a valid judicial or government order, Contractor may
terminate Participating Entity/Purchasing Entity’s license or access rights in the Service.

14. Independent Contractor: The Contractor shall be an independent contractor.
Contractor shall have no authorization, express or implied, to bind the Lead State,
Participating States, other Participating Entities, or Purchasing Entities to any
agreements, settlements, liability or understanding whatsoever, and agrees not to hold
itself out as agent except as expressly set forth herein or as expressly agreed in any
Participating Addendum.

15. Individual Customers: Except to the extent modified by a Participating Addendum,
each Purchasing Entity shall follow the terms and conditions of the Master Agreement
and applicable Participating Addendum and will have the same rights and
responsibilities for their purchases as the Lead State has in the Master Agreement,
including but not limited to, any indemnity or right to recover any costs as such right is
defined in the Master Agreement and applicable Participating Addendum for their
purchases. Each Purchasing Entity will be responsible for its own charges, fees, and
liabilities. The Contractor will apply the charges and invoice each Purchasing Entity
individually.

16. Insurance

a. Unless otherwise agreed in a Participating Addendum, Contractor shall, during the
term of this Master Agreement, maintain in full force and effect, the insurance described
in this section. Contractor shall acquire such insurance from an insurance carrier or
carriers licensed to conduct business in each Participating Entity’s state and having a
rating of A-, Class VII or better, in the most recently published edition of Best's Reports.
Failure to buy and maintain the required insurance may result in this Master
Agreement’s termination or, at a Participating Entity’s option, result in termination of its
Participating Addendum.

b. Coverage shall be written on an occurrence basis. The minimum acceptable limits
shall be as indicated below, with no deductible for each of the following categories:

(1) Commercial General Liability covering premises operations, independent
contractors, products and completed operations, blanket contractual liability,
personal injury (including death), advertising liability, and property damage,



with a limit of not less than $1 million per occurrence/$3 million general
aggregate;

(2) CLOUD MINIMUM INSURANCE COVERAGE, if Contractor hosts this kind of data:

Data Breach and Privacy/Cyber Liability
including Technology Errors and Omissions
Level of Risk Minimum Insurance Coverage
Low Risk Data $2,000,000
Moderate Risk Data $5,000,000
High Risk Data $10,000,000

(3) Contractor must comply with any applicable State Workers Compensation or
Employers Liability Insurance requirements.

(4) Professional Liability. As applicable, Professional Liability Insurance Policy in
the minimum amount of $1,000,000 per occurrence and $1,000,000 in the
aggregate, written on an occurrence form that provides coverage for its work
undertaken pursuant to each Participating Addendum.

c. Contractor shall pay premiums on all insurance policies. Such policies shall also
reference this Master Agreement and shall have a condition that they not be revoked by
the insurer until thirty (30) calendar days after notice of intended revocation thereof shall
have been given to Purchasing Entity and Participating Entity by the Contractor.

d. Prior to commencement of performance, Contractor shall provide to the Lead State a
written endorsement to the Contractor’s general liability insurance policy or other
documentary evidence acceptable to the Lead State that (1) names the Participating
States identified in the Request for Proposal as additional insureds, (2) provides that no
material alteration, cancellation, non-renewal, or expiration of the coverage contained in
such policy shall have effect unless the named Participating State has been given at
least thirty (30) days prior written notice, and (3) provides that the Contractor’s liability
insurance policy shall be primary, with any liability insurance of any Participating State
as secondary and noncontributory. Unless otherwise agreed in any Participating
Addendum, the Participating Entity’s rights and Contractor’s obligations are the same as
those specified in the first sentence of this subsection. Before performance of any
Purchase Order issued after execution of a Participating Addendum authorizing it, the
Contractor shall provide to a Purchasing Entity or Participating Entity who requests it the
same information described in this subsection.

e. Contractor shall furnish to the Lead State, Participating Entity, and, on request, the
Purchasing Entity copies of certificates of all required insurance within thirty (30)
calendar days of the execution of this Master Agreement, the execution of a
Participating Addendum, or the Purchase Order’s effective date and prior to performing
any work. The insurance certificate shall provide the following information: the name
and address of the insured; name, address, telephone number and signature of the
authorized agent; name of the insurance company (authorized to operate in all states);
a description of coverage in detailed standard terminology (including policy period,
policy number, limits of liability, exclusions and endorsements); and an acknowledgment



of the requirement for notice of cancellation. Copies of renewal certificates of all
required insurance shall be furnished within thirty (30) days after any renewal date.
These certificates of insurance must expressly indicate compliance with each and every
insurance requirement specified in this section. Failure to provide evidence of coverage
may, at sole option of the Lead State, or any Participating Entity, result in this Master
Agreement’s termination or the termination of any Participating Addendum.

f. Coverage and limits shall not limit Contractor’s liability and obligations under this
Master Agreement, any Participating Addendum, or any Purchase Order.

17. Laws and Regulations: Any and all Services offered and furnished shall comply
fully with all applicable Federal and State laws and regulations.

18. No Waiver of Sovereign Immunity: In no event shall this Master Agreement, any
Participating Addendum or any contract or any Purchase Order issued thereunder, or
any act of a Lead State, a Participating Entity, or a Purchasing Entity be a waiver of any
form of defense or immunity, whether sovereign immunity, governmental immunity,
immunity based on the Eleventh Amendment to the Constitution of the United States or
otherwise, from any claim or from the jurisdiction of any court.

This section applies to a claim brought against the Participating State only to the extent
Congress has appropriately abrogated the Participating State’s sovereign immunity and
is not consent by the Participating State to be sued in federal court. This section is also
not a waiver by the Participating State of any form of immunity, including but not limited
to sovereign immunity and immunity based on the Eleventh Amendment to the
Constitution of the United States.

19. Ordering

a. Master Agreement order and purchase order numbers shall be clearly shown on all
acknowledgments, shipping labels, packing slips, invoices, and on all correspondence.

b. This Master Agreement permits Purchasing Entities to define project-specific
requirements and informally compete the requirement among other firms having a
Master Agreement on an “as needed” basis. This procedure may also be used when
requirements are aggregated or other firm commitments may be made to achieve
reductions in pricing. This procedure may be modified in Participating Addenda and
adapted to Purchasing Entity rules and policies. The Purchasing Entity may in its sole
discretion determine which firms should be solicited for a quote. The Purchasing Entity
may select the quote that it considers most advantageotis, cost and other factors
considered.

c. Each Purchasing Entity will identify and utilize its own appropriate purchasing
procedure and documentation. Contractor is expected to become familiar with the
Purchasing Entities’ rules, policies, and procedures regarding the ordering of supplies
and/or services contemplated by this Master Agreement.

d. Contractor shall not begin providing Services without a valid Service Level



Agreement or other appropriate commitment document compliant with the law of the
Purchasing Entity.

e. Orders may be placed consistent with the terms of this Master Agreement during the
term of the Master Agreement.

f. All Orders pursuant to this Master Agreement, at a minimum, shall inciude:

(1) The services or supplies being delivered;

(2) The place and requested time of delivery;

(3) Abilling address;

(4) The name, phone number, and address of the Purchasing Entity
representative;

(5) The price per unit or other pricing elements consistent with this Master
Agreement and the contractor’s proposal;

(6) A ceiling amount of the order for services being ordered; and

(7) The Master Agreement identifier and the Participating State contract identifier.

g. All communications concerning administration of Orders placed shall be furnished
solely to the authorized purchasing agent within the Purchasing Entity’s purchasing
office, or to such other individual identified in writing in the Order.

h. Orders must be placed pursuant to this Master Agreement prior to the termination
date of this Master Agreement. Contractor is reminded that financial obligations of
Purchasing Entities payable after the current applicable fiscal year are contingent upon
agency funds for that purpose being appropriated, budgeted, and otherwise made
available.

i. Notwithstanding the expiration or termination of this Master Agreement, Contractor
agrees to perform in accordance with the terms of any Orders then outstanding at the
time of such expiration or termination. Contractor shall not honor any Orders placed
after the expiration or termination of this Master Agreement. Orders from any separate
indefinite quantity, task orders, or other form of indefinite delivery order arrangement
priced against this Master Agreement may not be placed after the expiration or
termination of this Master Agreement, notwithstanding the term of any such indefinite
delivery order agreement.

20. Participants and Scope

a. Contractor may not deliver Services under this Master Agreement until a Participating
Addendum acceptable to the Participating Entity and Contractor is executed. The
NASPO ValuePoint Master Agreement Terms and Conditions are applicable to any
Order by a Participating Entity (and other Purchasing Entities covered by their
Participating Addendum), except to the extent altered, modified, supplemented or
amended by a Participating Addendum. By way of illustration and not limitation, this
authority may apply to unique delivery and invoicing requirements, confidentiality
requirements, defaults on Orders, governing law and venue relating to Orders by a



Participating Entity, indemnification, and insurance requirements. Statutory or
constitutional requirements relating to availability of funds may require specific language
in some Participating Addenda in order to comply with applicable law. The expectation
is that these alterations, modifications, supplements, or amendments will be addressed
in the Participating Addendum or, with the consent of the Purchasing Entity and
Contractor, may be included in the ordering document (e.g. purchase order or contract)
used by the Purchasing Entity to place the Order.

b. Subject to subsection 20c and a Participating Entity’s Participating Addendum, the
use of specific NASPO ValuePoint cooperative Master Agreements by state agencies,
political subdivisions and other Participating Entities (including cooperatives) authorized
by individual state’s statutes to use state contracts is subject to the approval of the
respective State Chief Procurement Official.

c. Unless otherwise stipulated in a Participating Entity’s Participating Addendum,
specific services accessed through the NASPO ValuePoint cooperative Master
Agreements for Cloud Services by state executive branch agencies, as required by a
Participating Entity’s statutes, are subject to the authority and approval of the
Participating Entity’s Chief Information Officer’s Office3.

d. Obligations under this Master Agreement are limited to those Participating Entities
who have signed a Participating Addendum and Purchasing Entities within the scope of
those Participating Addenda. Financial obligations of Participating States are limited to
the orders placed by the departments or other state agencies and institutions having
available funds. Participating States incur no financial obligations on behalf of political
subdivisions.

e. NASPO ValuePoint is not a party to the Master Agreement. It is a nonprofit
cooperative purchasing organization assisting states in administering the NASPO
ValuePoint cooperative purchasing program for state government departments,
institutions, agencies and political subdivisions (e.g., colleges, school districts, counties,
cities, etc.) for all 50 states, the District of Columbia and the territories of the United
States.

f. Participating Addenda shall not be construed to amend the terms of this Master
Agreement between the Lead State and Contractor.

g. Participating Entities who are not states may under some circumstances sign their
own Participating Addendum, subject to the approval of participation by the Chief
Procurement Official of the state where the Participating Entity is located. Coordinate
requests for such participation through NASPO ValuePoint. Any permission to
participate through execution of a Participating Addendum is not a determination that
procurement authority exists in the Participating Entity; they must ensure that they have
the requisite procurement authority to execute a Participating Addendum.

3 Chief Information Officer means the individual designated by the Governor with Executive Branch, enterprise-
wide responsibility for the leadership and management of information technology resources of a state.



h. Resale. Subject to any explicit permission in a Participating Addendum, Purchasing
Entities may not resell goods, software, or Services obtained under this Master
Agreement. This limitation does not prohibit: payments by employees of a Purchasing
Entity as explicitly permitted under this agreement; sales of goods to the general public
as surplus property; and fees associated with inventory transactions with other
governmental or nonprofit entities under cooperative agreements and consistent with a
Purchasing Entity’s laws and regulations. Any sale or transfer permitted by this
subsection must be consistent with license rights granted for use of intellectual property.

21. Payment: Unless otherwise stipulated in the Participating Addendum, Payment is
normally made within 30 days following the date of a correct invoice is received.
Purchasing Entities reserve the right to withhold payment of a portion (including all if
applicable) of disputed amount of an invoice. After 45 days the Contractor may assess
overdue account charges up to a maximum rate of one percent per month on the
outstanding balance. Payments will be remitted by mail. Payments may be made via a
State or political subdivision “Purchasing Card” with no additional charge.

22, Data Access Controls: Unless otherwise provided for in the service provider
terms, Contractor will provide access to Purchasing Entity’s Data only to those
Contractor employees, contractors and subcontractors (“Contractor Staff’) who need to
access the Data to fulfill Contractor’s obligations under this Agreement. Contractor shall
not access a Purchasing Entity’s user accounts or Data, except on the course of data
center operations, response to service or technical issues, as required by the express
terms of this Master Agreement, or at a Purchasing Entity’s written request.

Contractor may not share a Purchasing Entity’s Data with its parent corporation, other
affiliates, or any other third party without the Purchasing Entity’s express written
consent.

Contractor will ensure that, prior to being granted access to the Data, Contractor Staff
who perform work under this Agreement have successfully completed annual instruction
of a nature sufficient to enable them to effectively comply with all Data protection
provisions of this Agreement; and possess all qualifications appropriate to the nature of
the employees’ duties and the sensitivity of the Data they will be handling.

23. Operations Management: Unless otherwise provided in the service provider
terms, Contractor shall maintain the administrative, physicql, technical, and procedural
infrastructure associated with the provision of the Product in a manner that is, at all
times during the term of this Master Agreement, at a level equal to or more stringent
than those specified in the Solicitation.

24. Public Information: This Master Agreement and all related documents are subject
to disclosure pursuant to the Purchasing Entity’s public information laws.

25. Purchasing Entity Data: Purchasing Entity retains full right and title to Data
provided by it and any Data derived therefrom, including metadata.

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except
as strictly necessary to provide Service to the Purchasing Entity. No information
regarding Purchasing Entity’s use of the Service may be disclosed, provided, rented or



sold to any third party for any reason unless required by law or regulation or by an order
of a court of competent jurisdiction. The obligation shall extend beyond the term of this
Master Agreement in perpetuity.

Unless otherwise provided for in the service provider terms, Contractor shall not use
any information collected in connection with this Master Agreement, including
Purchasing Entity Data, for any purpose other than fulfilling its obligations under this
Master Agreement.

26. Records Administration and Audit.

a. The Contractor shall maintain books, records, documents, and other evidence
pertaining to this Master Agreement and orders placed by Purchasing Entities under it
to the extent and in such detail as shall adequately reflect performance and
administration of payments and fees. Contractor shall permit the Lead State, a
Participating Entity, a Purchasing Entity, the federal government (including its grant
awarding entities and the U.S. Comptroller General), and any other duly authorized
agent of a governmental agency, to audit, inspect, examine, copy and/or transcribe
Contractor's books, documents, papers and records directly pertinent to this Master
Agreement or orders placed by a Purchasing Entity under it for the purpose of making
audits, examinations, excerpts, and transcriptions. This right shall survive for a period
of six (6) years following termination of this Agreement or final payment for any order
placed by a Purchasing Entity against this Agreement, whichever is later, to assure
compliance with the terms hereof or to evaluate performance hereunder.

b. Without limiting any other remedy available to any governmental entity, the
Contractor shall reimburse the applicable Lead State, Participating Entity, or Purchasing
Entity for any overpayments inconsistent with the terms of the Master Agreement or
orders or underpayment of fees found as a result of the examination of the Contractor's
records.

c. The rights and obligations herein exist in addition to any quality assurance obligation
in the Master Agreement requiring the Contractor to self-audit contract obligations and
that permits the Lead State to review compliance with those obligations.

d. The Contractor shall allow the Purchasing Entity to audit conformance to the Master
Agreement and applicable Participating Addendum terms. The purchasing entity may
perform this audit or contract with a third party at its discretion and at the purchasing
entity’s expense.

27. Administrative Fees: The Contractor shall pay to NASPO ValuePoint, orits
assignee, a NASPO ValuePoint Administrative Fee of one-quarter of one percent
(0.25% or 0.0025) no later than 60 days following the end of each calendar quarter. The
NASPO ValuePoint Administrative Fee shall be submitted quarterly and is based on
sales of the Services. The NASPO ValuePoint Administrative Fee is not negotiable. This
fee is to be included as part of the pricing submitted with proposal.

Additionally, some states may require an additional administrative fee be paid directly to



the state on purchases made by Purchasing Entities within that state. For all such
requests, the fee level, payment method and schedule for such reports and payments
will be incorporated into the Participating Addendum that is made a part of the Master
Agreement. The Contractor may adjust the Master Agreement pricing accordingly for
purchases made by Purchasing Entities within the jurisdiction of the state. All such
agreements shall not affect the NASPO ValuePoint Administrative Fee percentage or
the prices paid by the Purchasing Entities outside the jurisdiction of the state requesting
the additional fee. The NASPO ValuePoint Administrative Fee shall be based on the
gross amount of all sales at the adjusted prices (if any) in Participating Addenda.

28. System Failure or Damage: RESERVED

29. Title to License: If access to the Product requires an application program interface
(API), Contractor shall convey to Purchasing Entity an irrevocable and perpetual license
to use the API.

30. Data Privacy: The service provider must comply with all applicable laws related to
data privacy and security, including IRS Pub 1075. Prior to entering into a SLA with a
Purchasing Entity, the Contractor and Purchasing Entity must cooperate and hold a
meeting to determine the Data Categorization to determine whether the Contractor will
hold, store, or process High Risk Data, Moderate Risk Data and Low Risk Data. The
Contractor must document the Data Categorization in the SLA or Statement of Work.

31. Warranty: At a minimum the Contractor must warrant the following:

a. Contractor has acquired any and all rights, grants, assignments, conveyances,
licenses, permissions, and authorization for the Contractor to provide the Services
described in this Master Agreement.

b. Contractor will perform materially as described in this Master Agreement, SLA,
Statement of Work, including any performance representations contained in the
Contractor’s response to the Solicitation by the Lead State.

c. Contractor represents and warrants that the representations contained in its response
to the Solicitation by the Lead State.

d. Unless otherwise provided for in the services terms in Attachment E, the Contractor will not
interfere with a Purchasing Entity’s access to and use of the
Services it acquires from this Master Agreement.

e. The Services provided by the Contractor are compatible with and will operate
successfully with any environment (including web browser and operating system)

specified by the Contractor in its response to the Solicitation by the Lead State.

f. The Contractor must use industry-leading technology to detect and remove worms, Trojans,
rootkits, rogues, dialers, spyware, etc.

32. Transition Assistance:

a. The Contractor shall reasonably cooperate with other parties in connection with all



Services to be delivered under this Master Agreement, including without limitation any
successor service provider to whom a Purchasing Entity’s Data is transferred in
connection with the termination or expiration of this Master Agreement. The Contractor
shall assist a Purchasing Entity in exporting and extracting a Purchasing Entity’s Data,
in a format usable without the use of the Services and as agreed by a Purchasing
Entity, at no additional cost to the Purchasing Entity. Any transition services requested
by a Purchasing Entity involving additional knowledge transfer and support may be
subject to a separate transition Statement of Work.

b. A Purchasing Entity and the Contractor shall, when reasonable, create a Transition
Plan Document identifying the transition services to be provided and including a
Statement of Work if applicable.

¢. The Contractor must maintain the confidentiality and security of a Purchasing Entity’s
Data during the transition services and thereafter as required by the Purchasing Entity.

33. Waiver of Breach: Failure of the Lead State, Participating Entity, or Purchasing
Entity to declare a default or enforce any rights and remedies shall not operate as a
waiver under this Master Agreement or Participating Addendum. Any waiver by the
Lead State, Participating Entity, or Purchasing Entity must be in writing. Waiver by the
Lead State or Participating Entity of any default, right or remedy under this Master
Agreement or Participating Addendum, or by Purchasing Entity with respect to any
Purchase Order, or breach of any terms or requirements of this Master Agreement, a
Participating Addendum, or Purchase Order shall not be construed or operate as a
waiver of any subsequent default or breach of such term or requirement, or of any other
term or requirement under this Master Agreement, Participating Addendum, or
Purchase Order.

34. Assignment of Antitrust Rights: Contractor irrevocably assigns to a Participating
Entity who is a state any claim for relief or cause of action which the Contractor now has
or which may accrue to the Contractor in the future by reason of any violation of state or
federal antitrust laws (15 U.S.C. § 1-15 or a Participating Entity’s state antitrust
provisions), as now in effect and as may be amended from time to time, in connection
with any goods or services provided to the Contractor for the purpose of carrying out the
Contractor's obligations under this Master Agreement or Participating Addendum,
including, at a Participating Entity's option, the right to control any such litigation on such
claim for relief or cause of action.

35. Debarment : The Contractor certifies, to the best of its knowledge, that neithér it nor
its principals are presently debarred, suspended, proposed for debarment, declared
ineligible, or voluntarily excluded from participation in this transaction (contract) by any
governmental department or agency. This certification represents a recurring
certification made at the time any Order is placed under this Master Agreement. If the
Contractor cannot certify this statement, attach a written explanation for review by the
Lead State.

36. Performance and Payment Time Frames that Exceed Contract Duration: All
maintenance or other agreements for services entered into during the duration of an
SLA and whose performance and payment time frames extend beyond the duration of
this Master Agreement shall remain in effect for performance and payment purposes
(limited to the time frame and services established per each written agreement). No new



leases, maintenance or other agreements for services may be executed after the
Master Agreement has expired. For the purposes of this section, renewals of
maintenance, subscriptions, SaaS subscriptions and agreements, and other service
agreements, shall not be considered as “new.”

37. Governing Law and Venue

a. The procurement, evaluation, and award of the Master Agreement shall be governed
by and construed in accordance with the laws of the Lead State sponsoring and
administering the procurement. The construction and effect of the Master Agreement
after award shall be governed by the law of the state serving as Lead State (in most
cases also the Lead State). The construction and effect of any Participating Addendum
or Order against the Master Agreement shall be governed by and construed in
accordance with the laws of the Participating Entity’s or Purchasing Entity’s State.

b. Unless otherwise specified in the RFP, the venue for any protest, claim, dispute or
action relating to the procurement, evaluation, and award is in the Lead State. Venue
for any claim, dispute or action concerning the terms of the Master Agreement shall be
in the state serving as Lead State. Venue for any claim, dispute, or action concerning
any Order placed against the Master Agreement or the effect of a Participating
Addendum shali be in the Purchasing Entity’s State.

c. If a claim is brought in a federal forum, then it must be brought and adjudicated solely
and exclusively within the United States District Court for (in decreasing order of
priority): the Lead State for claims relating to the procurement, evaluation, award, or
contract performance or administration if the Lead State is a party; the Participating
State if a named party; the Participating Entity state if a named party; or the Purchasing
Entity state if a named party.

d. This section is also not a waiver by the Participating State of any form of immunity,
including but not limited to sovereign immunity and immunity based on the Eleventh
Amendment to the Constitution of the United States.

38. No Guarantee of Service Volumes: The Contractor acknowledges and agrees that
the Lead State and NASPO ValuePoint makes no representation, warranty or condition
as to the nature, timing, quality, quantity or volume of business for the Services or any
other products and services that the Contractor may realize from this Master
Agreement, or the compensation that may be earned by the Contractor by offering the
Services. The Contractor acknowledges and agrees that it has conducted its own due
diligence prior to entering into this Master Agreement as to all the foregoing matters.

39. NASPO ValuePoint eMarket Center: In July 2011, NASPO ValuePoint entered into
a multi-year agreement with SciQuest, Inc. whereby SciQuest will provide certain
electronic catalog hosting and management services to enable eligible NASPO
ValuePoint’s customers to access a central online website to view and/or shop the
goods and services available from existing NASPO ValuePoint Cooperative Contracts.
The central online website is referred to as the NASPO ValuePoint eMarket Center.

The Contractor will have visibility in the eMarket Center through Ordering Instructions.
These Ordering Instructions are available at no cost to the Contractor and provided
customers information regarding the Contractors website and ordering information.



At a minimum, the Contractor agrees to the following timeline: NASPO ValuePoint
eMarket Center Site Admin shall provide a written request to the Contractor to begin
Ordering Instruction process. The Contractor shall have thirty (30) days from receipt of
written request to work with NASPO ValuePoint to provide any unique information and
ordering instructions that the Contractor would like the customer to have.

40. Contract Provisions for Orders Utilizing Federal Funds: Pursuant to Appendix Il
to 2 Code of Federal Regulations (CFR) Part 200, Contract Provisions for Non-Federal
Entity Contracts Under Federal Awards, Orders funded with federal funds may have
additional contractual requirements or certifications that must be satisfied at the time the
Order is placed or upon delivery. These federal requirements may be proposed by
Participating Entities in Participating Addenda and Purchasing Entities for incorporation
in Orders placed under this master agreement.

41. Government Support: No support, facility space, materials, special access,
personnel or other obligations on behalf of the states or other Participating Entities,
other than payment, are required under the Master Agreement.

42. NASPO ValuePoint Summary and Detailed Usage Reports: In addition to other
reports that may be required by this solicitation, the Contractor shall provide the
following NASPO ValuePoint reports.

a. Summary Sales Data. The Contractor shall submit quarterly sales reports directly to
NASPO ValuePoint using the NASPO ValuePoint Quarterly Sales/Administrative Fee
Reporting Tool found at http://www.naspo.org/WNCPO/Calculator.aspx. Any/all sales
made under the contract shall be reported as cumulative totals by state. Even if
Contractor experiences zero sales during a calendar quarter, a report is still required.
Reports shall be due no later than 30 day following the end of the calendar quarter (as
specified in the reporting tool).

b. Detailed Sales Data. Contractor shall also report detailed sales data by: (1) state; (2)
entity/customer type, e.g. local government, higher education, K12, non-profit; (3)
Purchasing Entity name; (4) Purchasing Entity bill-to and ship-to locations; (4)
Purchasing Entity and Contractor Purchase Order identifier/number(s); (5) Purchase
Order Type (e.g. sales order, credit, return, upgrade, determined by industry practices);
(6) Purchase Order date; (7) and line item description, including product number if used.
The report shall be submitted in any form required by the solicitation. Reports are due
on a quarterly basis and must be received by the Lead State and NASPO ValuePoint
Cooperative Development Team no later than thirty (30) days after the end of the
reporting period. Reports shall be delivered to the Lead State and to the NASPO
ValuePoint Cooperative Development Team electronically through a designated portal,
email, CD-Rom, flash drive or other method as determined by the Lead State and
NASPO ValuePoint. Detailed sales data reports shall include sales information for all
sales under Participating Addenda executed under this Master Agreement. The format
for the detailed sales data report is in shown in Attachment F.

c. Reportable sales for the summary sales data report and detailed sales data report
includes sales to employees for personal use where authorized by the solicitation and
the Participating Addendum. Report data for employees should be limited to ONLY the
state and entity they are participating under the authority of (state and agency, city,
county, school district, etc.) and the amount of sales. No personal identification
numbers, e.g. names, addresses, social security numbers or any other numerical



identifier, may be submitted with any report.

d. Contractor shall provide the NASPO ValuePoint Cooperative Development
Coordinator with an executive summary each quarter that includes, at a minimum, a list
of states with an active Participating Addendum, states that Contractor is in negotiations
with and any PA roll out or implementation activities and issues. NASPO ValuePoint
Cooperative Development Coordinator and Contractor will determine the format and
content of the executive summary. The executive summary is due 30 days after the
conclusion of each calendar quarter.

e. Timely submission of these reports is a material requirement of the Master
Agreement. The recipient of the reports shall have exclusive ownership of the media
containing the reports. The Lead State and NASPO ValuePoint shall have a perpetual,
irrevocable, non-exclusive, royalty free, transferable right to display, modify, copy, and
otherwise use reports, data and information provided under this section.

f. If requested by a Participating Entity, the Contractor must provide detailed sales data
within the Participating State.

43. Entire Agreement: This Master Agreement, along with any attachment, contains
the entire understanding of the parties hereto with respect to the Master Agreement
unless a term is modified in a Participating Addendum with a Participating Entity.

44. Limitation of Liability: Except as otherwise set forth in the Indemnification

paragraphs above, the limit of liability shall be as follows:
a. Contractor’s liability for any claim, loss or liability arising out of, or connected with
the Services provided, and whether based upon default or other liability such as
breach of contract, warranty Negligence, misrepresentation or otherwise, shall in no
case exceed direct damages in: (i) an amount equal to two (2) times the charges
specified in the purchase order for the Services, or parts therof forming the basis of
the Purchasing Entity’s claim, (said amount not to exceed a total of twelve (12)
months charges payable under the applicable Purchase order) or (ii) five million
dollars ($5, 000,000), whichever is greater.

b. The Purchasing Entity may retain such monies from any amount due Contractor
as may be necessary to satisfy any claim for damages, costs and the like asserted

against the Purchasing Entity unless Contractor at the time of the presentation of
claim shall demonstrate to the Purchasing Entity’s satisfaction that sufficient monies

are set aside by the Contractor in the form of a bond or through insurance coverage
to cover associated damages and other costs.

The limitation of liability in Section 44 will not apply to claims for bodily injury or
death.
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Exhibit 1 to the Master Agreement: Software-as-a-Service

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to
the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user
accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to
service or technical issues, (3) as required by the express terms of this Master Agreement, Participating
Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request.

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly
necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s
use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless
required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall
survive and extend beyond the term of this Master Agreement.

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business
activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity
information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of Purchasing Entity information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or theft
of Personal Data and Non-Public Data. Such security measures shall be in accordance with
recognized industry practice and not less stringent than the measures the Contractor applies to
its own Personal Data and Non-Public Data of similar kind.

b. All data obtained by the Contractor in the performance of the Master Agreement shall
become and remain the property of the Purchasing Entity.

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Uniess
otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any
stipulation of responsibilities will identify specific roles and responsibilities and shall be included
in the service level agreement (SLA), or otherwise made a part of the Master Agreement.

d. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and in
transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the Contractor.
~ The level of protection and encryption for all Non-Public Data shall be identified in the SLA.

e. At no time shall any data or processes — that either belong to or are intended for the use of a
Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the
Contractor or any party related to the Contractor for subsequent use in any transaction that
does not include the Purchasing Entity.

f. The Contractor shall not use any information collected in connection with the Services issued
from this Master Agreement for any purpose other than fulfilling the Services.
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3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users
solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be located solely in
data centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing
Entity data on portable devices, including personal computers, except for devices that are used and kept
only at its U.S. data centers. The Contractor shall permit its personnel and contractors to access
Purchasing Entity data remotely only as required to provide technical support. The Contractor may
provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise
prohibited in a Participating Addendum.

4. Security Incident or Data Breach Notification:

a. Incident Response: Contractor may need to communicate with outside parties regarding a
security incident, which may include contacting law enforcement, fielding media inquiries and
seeking external expertise as mutually agreed upon, defined by law or contained in the contract.
Discussing security incidents with the Purchasing Entity should be handled on an urgent as-
needed basis, as part of Contractor’'s communication and mitigation processes as mutually
agreed upon, defined by law or contained in the Master Agreement.

b. Security Incident Reporting Requirements: The Contractor shall report a security incident to
the Purchasing Entity identified contact immediately as soon as possible or promptly without
out reasonable delay, or as defined in the SLA.

¢. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data
breach that affects the security of any purchasing entity’s content that is subject to applicable
data breach notification law, the Contractor shall (1) as soon as possible or promptly without
out reasonable delay notify the Purchasing Entity, unless shorter time is required by applicable
law, and (2) take commercially reasonable measures to address the data breach in a timely
manner.

5. Personal Data Breach Responsibilities: This section only applies when a Data Breach occurs with
respect to Personal Data within the possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
Purchasing Entity identified contact by telephone in accordance with the agreed upon secu rity
plan or security procedures if it reasonably believes there has been a security incident.

b. The Contractor, unless stipulated otherwise,%hall promptly notify the appropriate Purchasing
Entity identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it has confirmed that there is, or reasonably believes that there has been a
Data Breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably
requested by the Purchasing Entity to investigate and resolve the Data Breach, (2) promptly
implement necessary remedial measures, if necessary, and (3) document responsive actions
taken related to the Data Breach, including any post-incident review of events and actions taken
to make changes in business practices in providing the services, if necessary.
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c. Unless otherwise stipulated, if a data breach is a direct result of Contractor’s breach of its
contractual obligation to encrypt personal data or otherwise prevent its release as reasonably
determined by the Purchasing Entity, the Contractor shall bear the costs associated with (1) the
investigation and resolution of the data breach; (2) notifications to individuals, regulators or
others required by federal and state laws or as otherwise agreed to; (3) a credit monitoring
service required by state (or federal) law or as otherwise agreed to; (4) a website or a toll-free
number and call center for affected individuals required by federal and state laws — all not to
exceed the average per record per person cost calculated for data breaches in the United States
(currently $217 per record/person) in the most recent Cost of Data Breach Study: Global
Analysis published by the Ponemon Institute at the time of the data breach; and (5) complete all
corrective actions as reasonably determined by Contractor based on root cause.

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any
electronic discovery, litigation holds, discovery searches and expert testimonies related to the
Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require
access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of
process and other legal requests related to the Purchasing Entity without first notifying and obtaining
the approval of the Purchasing Entity, unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a. In the event of a termination of the Master Agreement or applicable Participating Addendum,
the Contractor shall implement an orderly return of purchasing entity’s data in a CSV or another
mutually agreeable format at a time agreed to by the parties or allow the Purchasing Entity to
extract it’s data and the subsequent secure disposal of purchasing entity’s data.

b. During any period of service suspension, the Contractor shall not take any action to
intentionally erase or otherwise dispose of any of the Purchasing Entity’s data.

c. In the event of termination of any services or agreement in entirety, the Contractor shall not
take any action to intentionally erase purchasing entity’s data for a period of:

» 10 days after the effective date of termination, if the termination is in accordance with
the contract period

* 30 days after the effective date of termination, if the termination is for convenience
» 60 days after the effective date of termination, if the termination is for cause

After such period, the Contractor shall have no obligation to maintain or provide any purchasing
entity’s data and shall thereafter, unless legally prohibited, delete all purchasing entity’s data in
its systems or otherwise in its possession or under its control.
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d. The purchasing entity shall be entitled to any post termination assistance generally made
available with respect to the services, unless a unique data retrieval arrangement has been
established as part of an SLA.

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely
dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD, backup tape and
paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted
and shall not be recoverable, according to National Institute of Standards and Technology
(NIST)-approved methods. Certificates of destruction shall be provided to the Purchasing Entity.

8. Background Checks: Upon the request of the Purchasing Entity, the Contractor shall conduct criminal
background checks and not utilize any staff, including subcontractors, to fulfill the obligations of the
Master Agreement who have been convicted of any crime of dishonesty, including but not limited to
criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which incarceration for
up to 1 year is an authorized penalty. The Contractor shall promote and maintain an awareness of the
importance of securing the Purchasing Entity’s information among the Contractor’s employees and
agents. If any of the stated personnel providing services under a Participating Addendum is not
acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal history
investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1) request
immediate replacement of the person, or (2) immediately terminate the Participating Addendum and
any related service agreement.

9. Access to Security Logs and Reports: The Contractor shall provide reports on a schedule specified in
the SLA to the Purchasing Entity in a format as specified in the SLA agreed to by both the Contractor and
the Purchasing Entity. Reports shall include latency statistics, user access, user access IP address, user
access history and security logs for all public jurisdiction files related to this Master Agreement and
applicable Participating Addendum.

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the Master
Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its
discretion and at the Purchasing Entity’s expense.

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least
annually at its expense, and provide an unredacted version of the audit report upon request to a
Purchasing Entity. The Contractor may remove its proprietary information from the unredacted version.
A Service Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level of a
third-party audit.

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour
advance notice (or as determined by a Purchasing Entity and included in the SLA) to the Purchasing
Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that may impact service
availability and performance. A major upgrade is a replacement of hardware, software or firmware with
a newer or better version in order to bring the system up to date or to improve its characteristics. it
usually includes a new version number.
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Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when
Contractor makes such updates and upgrades generally available to its users.

No update, upgrade or other charge to the Service may decrease the Service’s functionality, adversely
affect Purchasing Entity’s use of or access to the Service, or increase the cost of the Service to the
Purchasing Entity.

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major update
or upgrade.

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary
system security plans (SSP) or security processes and technical limitations to the Purchasing Entity such
that adequate protection and flexibility can be attained between the Purchasing Entity and the
Contractor. For example: virus checking and port sniffing — the Purchasing Entity and the Contractor
shall understand each other’s roles and responsibilities.

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties,
require commercially reasonable non-disclosure agreements, and limit staff knowledge of Purchasing
Entity data to that which is absolutely necessary to perform job duties.

15. Import and Export of Data: The Purchasing Entity shall have the ability to import or export data in
piecemeal or in entirety at its discretion without interference from the Contractor at any time during the
term of Contractor’s contract with the Purchasing Entity. This includes the ability for the Purchasing
Entity to import or export data to/from other Contractors. Contractor shall specify if Purchasing Entity is
required to provide its’ own tools for this purpose, including the optional purchase of Contractors tools
if Contractors applications are not able to provide this functionality directly.

16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and
operation of all hardware, software and network support related to the services being provided. The
technical and professional activities required for establishing, managing and maintaining the
environments are the responsibilities of the Contractor. The system shall be available 24/7/365 (wifh
agreed-upon maintenance downtime), and provide service to customers as defined in the SLA.

17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to
services provided under this Master Agreement, including but not limited to all subcontractors or other
entities or individuals who may be a party to a joint venture or similar agreement with the Contractor,

" and who shall be involved in any application development and/or operations.

18, Right to Remove Individuals: The Purchasing Entity shall have the right at any time to require that
the Contractor remove from interaction with Purchasing Entity any Contractor representative who the
Purchasing Entity believes is detrimental to its working relationship with the Contractor. The Purchasing
Entity shall provide the Contractor with notice of its determination, and the reasons it requests the
removal. If the Purchasing Entity signifies that a potential security violation exists with respect to the
request, the Contractor shall immediately remove such individual. The Contractor shall not assign the
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person to any aspect of the Master Agreement or future work orders without the Purchasing Entity’s
consent.

19. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and
disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time objective
(RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the Purchasing
Entity.) Contractor must work with the Purchasing Entity to perform an annual Disaster Recovery test
and take action to correct any issues detected during the test in a time frame mutually agreed between
the Contractor and the Purchasing Entity.

20. Compliance with Accessibility Standards: The Contractor shall comply with and adhere to
Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973, or any other state
laws or administrative regulations identified by the Participating Entity.

21. Web Services: The Contractor shall use Web services exclusively to interface with the Purchasing
Entity’s data in near real time.

22. Encryption of Data at Rest: The Contractor shall ensure hard drive encryption consistent with
validated cryptography standards as referenced in FIPS 140-2, Security Requirements for Cryptographic
Modules for all Personal Data, unless the Purchasing Entity approves in writing for the storage of
Personal Data on a Contractor portable device in order to accomplish work as defined in the statement
of work.

23. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the
Service for its business purposes; (ii) for SaaS, use underlying software as embodied or used in the
Service; and (iii) view, copy, upload and download (where applicable), and use Contractor’s
documentation.

No Contractor terms, including standard click through license or website terms or use of privacy policy,
shall apply to Purchasing Entities unless such terms are included in this Master Agreement.
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Exhibit 2 to the Master Agreement: Platform-as-a-Service

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to
the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user
accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to
service or technical issues, (3) as required by the express terms of this Master Agreement, Participating
Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request.

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly
necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s
use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless
required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall
survive and extend beyond the term of this Master Agreement.

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business
activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity
information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of Purchasing Entity information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or theft
of Personal Data and Non-Public Data. Such security measures shall be in accordance with
recognized industry practice and not less stringent than the measures the Contractor applies to
its own Personal Data and Non-Public Data of similar kind.

b. All data obtained by the Contractor in the performance of the Master Agreement shall
become and remain the property of the Purchasing Entity.

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any
stipulation of responsibilities will identify specific roles and responsibilities and shali be included
in the service level agreement (SLA), or otherwise made a part of the Master Agreement.

d. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and in
transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the Contractor.
The level of protection and encryption for all Non-Public Data shall be identified in the SLA.

e. At no time shall any data or processes — that either belong to or are intended for the use of a
Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the
Contractor or any party related to the Contractor for subsequent use in any transaction that does
not include the Purchasing Entity.

f. The Contractor shall not use any information collected in connection with the Services issued
from this Master Agreement for any purpose other than fulfilling the Services.
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3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users
solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be located solely in
data centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing
Entity data on portable devices, including personal computers, except for devices that are used and kept
only at its U.S. data centers. The Contractor shall permit its personnel and contractors to access
Purchasing Entity data remotely only as required to provide technical support. The Contractor may
provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise
prohibited in a Participating Addendum.

4. Security Incident or Data Breach Notification: The Contractor shall inform the Purchasing Entity of
any security incident or data breach within the possession and control of the Contractor and related to
the service provided under the Master Agreement, Participating Addendum, or SLA. Such notice shall
include, to the best of Contractor’s knowledge at that time, the persons affected, their identities, and
the Confidential Information and Data disclosed, or shall include if this information is unknown.

a. Incident Response: The Contractor may need to communicate with outside parties regarding a
security incident, which may include contacting law enforcement, fielding media inquiries and
seeking external expertise as mutually agreed upon, defined by law or contained in the Master
Agreement, Participating Addendum, or SLA. Discussing security incidents with the Purchasing
Entity should be handled on an urgent as-needed basis, as part of Contractor's communication
and mitigation processes as mutually agreed, defined by law or contained in the Master
Agreement, Participating Addendum, or SLA.

b. Security Incident Reporting Requirements: Unless otherwise stipulated, the Contractor shall
immediately report a security incident related to its service under the Master Agreement,
Participating Addendum, or SLA to the appropriate Purchasing Entity.

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data
breach that affects the security of any Purchasing Entity data that is subject to applicable data
breach notification law, the Contractor shall (1) promptly notify the appropriate Purchasing
Entity within 24 hours or sooner, unless shorter time is required by applicable law, and (2) take
commercially reasonable measures to address the data breach in a timely manner

5. Breach Responsibilities: This section only applies when a Data Breach occurs with respect to Personal
Data within the possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
Purchasing Entity identified contact by telephone in accordance with the agreed upon security
plan or security procedures if it reasonably believes there has been a security incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Purchasing
Entity identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it has confirmed that there is, or reasonably believes that there has been a
data breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably
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requested by the Purchasing Entity to investigate and resolve the data breach, (2) promptly
implement necessary remedial measures, if necessary, and (3) document responsive actions
taken related to the data breach, including any post-incident review of events and actions taken
to make changes in business practices in providing the services, if necessary.

c. Unless otherwise stipulated, if a Data Breach is a direct result of Contractor’s breach of its
contractual obligation to encrypt Personal Data or otherwise prevent its release, the Contractor
shall bear the costs associated with (1) the investigation and resolution of the data breach; (2)
notifications to individuals, regulators or others required by federal and state laws or as
otherwise agreed to; (3) a credit monitoring service required by state (or federal) law or as
otherwise agreed to; (4) a website or a toll-free number and call center for affected individuals
required by federal and state laws — all not to exceed the average per record per person cost
calculated for data breaches in the United States (currently $217 per record/person) in the most
recent Cost of Data Breach Study: Global Analysis published by the Ponemon Institute at the
time of the data breach; and (5) complete all corrective actions as reasonably determined by
Contractor based on root cause.

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any
electronic discovery, litigation holds, discovery searches and expert testimonies related to the
Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require
access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of
process and other legal requests related to the Purchasing Entity without first notifying and obtaining
the approval of the Purchasing Entity, unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a. In the event of an early termination of the Master Agreement, Participating or SLA, Contractor
shall allow for the Purchasing Entity to retrieve its digital content and provide for the
subsequent secure disposal of the Purchasing Entity’s digital content.

b. During any period of service suspension, the Contractor shall not take any action to
intentionally erase or otherwise dispose of any of the Purchasing Entity’s data.

c. In the event of early termination of any Services or agreement in entirety, the Contractor shall
not take any action to intentionally erase any Purchasing Entity’s data for a period of 1) 45 days
after the effective date of termination, if the termination is for convenience; or 2) 60 days after
the effective date of termination, if the termination is for cause. After such day period, the
Contractor shall have no obligation to maintain or provide any Purchasing Entity data and shall
thereafter, unless legally prohibited, delete all Purchasing Entity data in its systems or otherwise
in its possession or under its control. in the event of either termination for cause, the Contractor
will impose no fees for access and retrieval of digital content to the Purchasing Entity.
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d. The Purchasing Entity shall be entitled to any post termination assistance generally made
available with respect to the services, unless a unique data retrieval arrangement has been
established as part of an SLA.

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely
dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD, backup tape and
paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted
and shall not be recoverable, according to National Institute of Standards and Technology
(NIST)-approved methods. Certificates of destruction shall be provided to the Purchasing Entity.

8. Background Checks:

a. Upon the request of the Purchasing Entity, the Contractor shall conduct criminal background
checks and not utilize any staff, including subcontractors, to fulfill the obligations of the Master
Agreement who have been convicted of any crime of dishonesty, including but not limited to
criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which
incarceration for up to 1 year is an authorized penalty. The Contractor shall promote and
maintain an awareness of the importance of securing the Purchasing Entity’s information among
the Contractor’s employees and agents.

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared.
The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is
responsible for its secure guest operating system, firewalls and other logs captured within the
guest operating system. Specific shared responsibilities are identified within the SLA.

¢. If any of the stated personnel providing services under a Participating Addendum is not
acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal
history investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1)
request immediate replacement of the person, or (2) immediately terminate the Participating
Addendum and any related service agreement.

9. Access to Security Logs and Reports:

a. The Contractor shall provide reports on a schedule specified in the SLA to the Purchasing Entity
in a format as specified in the SLA and agreed to by both the Contractor and the Purchasing
Entity. Reports will include latency statistics, user access, user access IP address, user access
history and security logs for all 'P‘urchasing Entity files related to the Master Agreement,
Participating Addendum, or SLA.

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared.
The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is
responsible for its secure guest operating system, firewalls and other logs captured within the
guest operating system. Specific shared responsibilities are identified within the SLA.
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10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the Master
Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its
discretion and at the Purchasing Entity’s expense.

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least
annually at its expense, and provide an unredacted version of the audit report upon request to a
Purchasing Entity. The Contractor may remove its proprietary information from the unredacted version.
A Service Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level of a
third-party audit.

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour
advance notice (or as determined by a Purchasing Entity and included in the SLA) to the Purchasing
Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that may impact service
availability and performance. A major upgrade is a replacement of hardware, software or firmware with
a newer or better version in order to bring the system up to date or to improve its characteristics. It
usually includes a new version number.

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when
Contractor makes such updates and upgrades generally available to its users.

No update, upgrade or other charge to the Service may decrease the Service’s functionality, adversely
affect Purchasing Entity’s use of or access to the Service, or increase the cost of the Service to the
Purchasing Entity.

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major update
or upgrade.

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary
system security plans (SSP) or security processes and technical limitations to the Purchasing Entity such
that adequate protection and flexibility can be attained between the Purchasing Entity and the
Contractor. For example: virus checking and port sniffing — the Purchasing Entity and the Contractor
shall understand each other’s roles and responsibilities.

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties,
require commercially reasonable non-disclosure agreements, and limit staff knowledge of Purchasing
Entity data to that which is absolutely necessary to perform job duties.

15. Import and Export of Data: The Purchasing Entity shall have the ability to import or export data in
piecemeal or in entirety at its discretion without interference from the Contractor at any time during the
term of Contractor’s contract with the Purchasing Entity. This includes the ability for the Purchasing
Entity to import or export data to/from other Contractors. Contractor shall specify if Purchasing Entity is
required to provide its’ own tools for this purpose, including the optional purchase of Contractors tools
if Contractors applications are not able to provide this functionality directly.
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16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and
operation of all hardware, software and network support related to the services being provided. The
technical and professional activities required for establishing, managing and maintaining the
environments are the responsibilities of the Contractor. The system shall be available 24/7/365 (with
agreed-upon maintenance downtime), and provide service to customers as defined in the SLA.

17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to
services provided under this Master Agreement, including but not limited to all subcontractors or other
entities or individuals who may be a party to a joint venture or similar agreement with the Contractor,
and who shall be involved in any application development and/or operations.

18. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and
disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time objective
(RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the Purchasing
Entity.) Contractor must work with the Purchasing Entity to perform an annual Disaster Recovery test
and take action to correct any issues detected during the test in a time frame mutually agreed between
the Contractor and the Purchasing Entity.

19. Compliance with Accessibility Standards: The Contractor shall comply with and adhere to
Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973 or any other state
laws or administrative regulations identified by the Participating Entity..

20. Web Services: The Contractor shall use Web services exclusively to interface with the Purchasing
Entity’s data in near real time.

21. Encryption of Data at Rest: The Contractor shall ensure hard drive encryption consistent with
validated cryptography standards as referenced in FIPS 140-2, Security Requirements for Cryptographic
Modules for all Personal Data as identified in the SLA, unless the Contractor presents a justifiable
position that is approved by the Purchasing Entity that Personal Data, is required to be stored on a
Contractor portable device in order to accomplish work as defined in the scope of work.

22. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the
Service for its business purposes; (i) for Paa$, use underlying software as embodied or used in the
Service; and (iii) view, copy, upload and download (where applicable), and use Contractor’s
documentation.

No Contractor terms, including standard click through license or website terms or use of privacy policy,
shall apply to Purchasing Entities unless such terms are included in this Master Agreement.
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Exhibit 3 to the Master Agreement: Infrastructure-as-a-Service

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to
the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user
accounts or Purchasing Entity data, except (1) in the course of data center operations, (2} in response to
service or technical issues, (3) as required by the express terms of this Master Agreement, Participating
Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request.

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly
necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s
use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless
required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall
survive and extend beyond the term of this Master Agreement.

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business
activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity
information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of Purchasing Entity information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or theft
of Personal Data and Non-Public Data. Such security measures shall be in accordance with
recognized industry practice and not less stringent than the measures the Contractor applies to
its own Personal Data and Non-Public Data of similar kind.

b. All data obtained by the Contractor in the performance of the Master Agreement shall
become and remain the property of the Purchasing Entity.

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any
stipulation of responsibilities will identify specific roles and responsibilities and shall be included
in the service level agreement (SLA), or otherwise made a part of the Master Agreement.

d. Uniess otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and in
transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the Contractor.
The level of protection and encryption for all Non-Public Data shall be identified in the SLA.

e. At no time shall any data or processes — that either belong to or are intended for the use of a
Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the
Contractor or any party related to the Contractor for subsequent use in any transaction that does
not include the Purchasing Entity.

f. The Contractor shall not use any information collected in connection with the Services issued
from this Master Agreement for any purpose other than fulfilling the Services.
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3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users
solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be located solely in
data centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing
Entity data on portable devices, including personal computers, except for devices that are used and kept

only at its U.S. data centers. The Contractor shall permit its personnel and contractors to access

Purchasing Entity data remotely only as required to provide technical support. The Contractor may

provide technical user support on a 24/7 basis using a Follow the Sun model, uniess otherwise
prohibited in a Participating Addendum.

4. Security Incident or Data Breach Notification: The Contractor shall inform the Purchasing Entity of
any security incident or data breach related to Purchasing Entity’s Data within the possession or control

of the Contractor and related to the service provided under the Master Agreement, Participating

Addendum, or SLA. Such notice shall include, to the best of Contractor’s knowledge at that time, the
persons affected, their identities, and the Confidential information and Data disclosed, or shall include if

this information is unknown.

a. Security Incident Reporting Requirements: The Contractor shall report a security incident to
the Purchasing Entity identified contact immediately as soon as possible or promptly without

out reasonable delay, or as defined in the SLA.

b. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data
breach that affects the security of any purchasing entity’s content that is subject to applicable
data breach notification law, the Contractor shall (1) as soon as possible or promptly without
out reasonable delay notify the Purchasing Entity, unless shorter time is required by applicable
law, and (2) take commercially reasonable measures to address the data breach in a timely

manner.

5. Breach Responsibilities: This section only applies when a Data Breach occurs with respect to Personal
Data within the possession or control of the Contractor and related to the service provided under the

Master Agreement, Participating Addendum, or SLA.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate

Purchasing Entity identified contact by telephone in accordance with the agreed upon security

plan or security procedures if it reasonably believes there has been a security incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Purchasing
Entity identified contact within 24 hours or sooner by telephone, unless shorter time is required
by applicable law, if it has confirmed that there is, or reasonably believes that there has been a

data breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably

requested by the Purchasing Entity to investigate and resolve the Data Breach, (2) promptly
implement necessary remedial measures, if necessary, and (3) document responsive actions
taken related to the Data Breach, including any post-incident review of events and actions taken

to make changes in business practices in providing the services, if necessary.

Bid CH16012
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c. Unless otherwise stipulated, if a Data Breach is a direct result of Contractor’s breach of its
contractual obligation to encrypt Personal Data or otherwise prevent its release, the Contractor
shall bear the costs associated with (1) the investigation and resolution of the data breach; (2)
notifications to individuals, regulators or others required by federal and state laws or as
otherwise agreed to; (3) a credit monitoring service required by state (or federal) law or as
otherwise agreed to; (4) a website or a toll-free number and call center for affected individuals
required by federal and state laws — all not to exceed the average per record per person cost
calculated for data breaches in the United States (currently $217 per record/person) in the most
recent Cost of Data Breach Study: Global Analysis published by the Ponemon Institute at the
time of the data breach; and (5) complete all corrective actions as reasonably determined by
Contractor based on root cause.

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any
electronic discovery, litigation holds, discovery searches and expert testimonies related to the
Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require
access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of
process and other legal requests related to the Purchasing Entity without first notifying and obtaining the
approval of the Purchasing Entity, uniess prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a. In the event of an early termination of the Master Agreement, Participating or SLA, Contractor
shall allow for the Purchasing Entity to retrieve its digital content and provide for the
subsequent secure disposal of the Purchasing Entity’s digital content.

b. During any period of service suspension, the Contractor shall not take any action to
intentionally erase or otherwise dispose of any of the Purchasing Entity’s data.

c. In the event of early termination of any Services or agreement in entirety, the Contractor shall
not take any action to intentionally erase any Purchasing Entity’s data for a period of 1) 45 days
after the effective date of termination, if the termination is for convenience; or 2) 60 days after
the effective date of termination, if the termination is for cause. After such day period, the
Contractor shall have no obligation to maintain or provide any Purchasing Entity data and shall
thereafter, unless legally prohibited, delete all Purchasing Entity data in its systems or otherwise
in its possession or under its control. In the event of either termination for cause, the Contractor
will impose rio fees for access and retrieval of digital content to the Purchasing Entity.

d. The Purchasing Entity shall be entitled to any post termination assistance generally made
available with respect to the services, unless a unique data retrieval arrangement has been
established as part of an SLA.

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely
dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD, backup tape and
paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted
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and shall not be recoverable, according to National Institute of Standards and Technology
(NIST)-approved methods. Certificates of destruction shall be provided to the Purchasing Entity.

8. Background Checks:

a. Upon the request of the Purchasing Entity, the Contractor shall conduct criminal background
checks and not utilize any staff, including subcontractors, to fulfill the obligations of the Master
Agreement who have been convicted of any crime of dishonesty, including but not limited to
criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which
incarceration for up to 1 year is an authorized penalty. The Contractor shall promote and
maintain an awareness of the importance of securing the Purchasing Entity’s information among
the Contractor’'s employees and agents.

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared.
The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is
responsible for its secure guest operating system, firewalls and other logs captured within the
guest operating system. Specific shared responsibilities are identified within the SLA.

c. If any of the stated personnel providing services under a Participating Addendum is not
acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal
history investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1)
request inmediate replacement of the person, or (2) immediately terminate the Participating
Addendum and any related service agreement.

9. Access to Security Logs and Reports:

a. The Contractor shall provide reports on a schedule specified in the SLA to the Contractor
directly related to the infrastructure that the Contractor controls upon which the Purchasing
Entity’s account resides. Unless otherwise agreed to in the SLA, the Contractor shall provide the
public jurisdiction a history or all API calls for the Purchasing Entity account that includes the
identity of the API caller, the time of the API call, the source IP address of the API caller, the
request parameters and the response elements returned by the Contractor. The report will be
sufficient to enable the Purchasing Entity to perform security analysis, resource change tracking
and compliance auditing

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared.
The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is
responsible for its secure guest operating system, firewalls and other logs captured within the
guest operating system. Specific shared responsibilities are identified within the SLA.

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the Master
Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its
discretion and at the Purchasing Entity’s expense.
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11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least
annually and at its own expense, and provide an unredacted version of the audit report upon request.
The Contractor may remove its proprietary information from the unredacted version. For example, a
Service Organization Control (SOC) 2 audit report would be sufficient.

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour
advance notice (or as determined by a Purchasing Entity and included in the SLA) to the Purchasing
Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that may impact service
availability and performance. A major upgrade is a replacement of hardware, software or firmware with
a newer or better version in order to bring the system up to date or to improve its characteristics. It
usually includes a new version number.

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when
Contractor makes such updates and upgrades generally available to its users.

No update, upgrade or other charge to the Service may decrease the Service’s functionality, adversely
affect Purchasing Entity’s use of or access to the Service, or increase the cost of the Service to the
Purchasing Entity.

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major update
or upgrade.

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary
system security plans (SSP) or security processes and technical limitations to the Purchasing Entity such
that adequate protection and flexibility can be attained between the Purchasing Entity and the
Contractor. For example: virus checking and port sniffing — the Purchasing Entity and the Contractor
shall understand each other’s roles and responsibilities.

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties,
require commercially reasonable non-disciosure agreements, and limit staff knowledge of Purchasing
Entity data to that which is absolutely necessary to perform job duties.

15. Import and Export of Data: The Purchasing Entity shall have the ability to import or export data in
piecemeal or in entirety at its discretion without interference from the Contractor at any time during the
term of Contractor’s contract with the Purchasing Entity. This includes the ability for the Purchasing
Entity to import or export data to/from other Contractors. Contractor shall specify if Purchasing Entity is
required to provide its’ own tools for this purpose, includiﬁé the optional purchase of Contractors tools
if Contractors applications are not able to provide this functionality directly.

16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and
operation of all hardware, software and network support related to the services being provided. The
technical and professional activities required for establishing, managing and maintaining the
environments are the responsibilities of the Contractor. The system shall be available 24/7/365 (with
agreed-upon maintenance downtime), and provide service to customers as defined in the SLA.

Bid CH16012
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17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to
services provided under this Master Agreement, including but not limited to all subcontractors or other
entities or individuals who may be a party to a joint venture or similar agreement with the Contractor,
and who shall be involved in any application development and/or operations.

18. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and
disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time objective
(RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the Purchasing
Entity.) Contractor must work with the Purchasing Entity to perform an annual Disaster Recovery test
and take action to correct any issues detected during the test in a time frame mutually agreed between
the Contractor and the Purchasing Entity.

19. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the
Service for its business purposes; (i) for laaS, use underlying software as embodied or used in the
Service; and (jii) view, copy, upload and download (where applicable), and use Contractor’s
documentation.

No Contractor terms, including standard click through license or website terms or use of privacy policy,
shall apply to Purchasing Entities unless such terms are included in this Master Agreement.



Service Model:

Low Risk Data

Attachment B - Identification of Service Models Matrix

Saas

X

X

Moderate Risk Data

High Risk Data

Deployment Models Offered:

X

CA Technologies
CA Technologies provides Saa$ solutions that
help agencies from planning to development
to software development to enabling online
business with security. CA Technologies help
jump start the IT process so that agencies
can become more agile and manage their IT
operations with more efficiency and lower
cost. CA Technologies offers a portfolio of
five different SaaS Applications to enable
agencies to be thrive in the application
economy.
e Project Portfolio Management (CA
PPM)
o Agile Central
o Application Synthetic
Monitoring {CA ASM)
» Application Performance
Monitoring (CA APIM
e Mobile Apps Analytics (CA MAA)

Microsoft Azure

Azure has connections to over 3000 Saa$
based apps covering virtual machines,
developer services, APl applications, Office
365, Azure Active Directory application
connectors, Web applications, data services




and Microsoft Dynamics solutions via
the Azure Marketplace.

laaS AWS

*  Community cloud. In addition to
the AWS GovCloud, it is possible to
create community clouds using AWS
Dedicated Hosts and group network
access controls so that only
members of a designated
community have access to cloud
resources.

o Public cloud. The cloud
infrastructure is provisioned for
open use by the general public.

¢ Hybrid cloud. Public and Community
models can be combined.

Microsoft Azure
Azure has connections to over 3000 SaaS
based apps covering virtual machines,
developer services, API applications,Office
365, Azure Active Directory application
connectors, Web applications, data services
and Microsoft Dynamics solutions via
the Azure Marketplace.

PaaS Aws

o Community cloud. in addition to the
AWS GovCloud, it is possible to




create community clouds using

Dedicated Hosts and group network

access controls so that only
members of a designated
community have access to cloud
resources.

o  Public cloud. The cloud
infrastructure is provisioned for
open use by the general public.

e Hybrid cloud. Public and Community

models can be combined.

Microsoft Azure

Azure has connections to over 3000 SaaS
based apps covering virtual machines,
developer services, APl applications,Office
365, Azure Active Directory application

connectors, Web applications, data services

and Microsoft Dynamics solutions via
the Azure Marketplace.




Attachment C — Cost Schedule

Cloud Solutions By Category. Specify Discount Percent % Offered for products in
each category. Highest discount will apply for products referenced in detail listings for
multiple categories. Provide a detailed product offering for each category.

Software as a Service Discount % 1
Infrastructure as a Service Discount % 1
Platform as a Services Discount %

Value Added Services Discount % 1

Additional Value Added Services:

Maintenance Services
Onsite Hourly Rate $ 90-300
Remote Hourly Rate $ 90-
Professional Services

» Deployment Services Onsite Hourly Rate § 90-300
Remote Hourly Rate $gg_300

» Consulting/Advisory Services  Onsite Hourly Rate $ 90-300

Remote Hourly Rate § g 300
e Architectural Design Services Onsite Hourly Rate $§ 90-300
Remote Hourly Rate $ 9300
+ Statement of Work Services Onsite Hourly Rate $§ 90-300
Remote Hourly Rate $90_300
Partner Services Onsite Hourly Rate $ 90-300

Remote Hourly Rate $90-

Training Deployment Services Onsite Hourly Rate $§ 90-300
Online Hourly Rate $ gn_30(0

Please see the next page for additional information regarding SHI's proposed pricing to NASPO ValuePoint.



SaaS/laaS/Paa$ are all rapidly emerging technologies. As such, pricing products offered and pricing
structure for those products can change rapidly. Currently SHI discounts for OEM'’s that provide this
technology range greatly. In addition, in most cases these solutions are customized on a case by case
basis and depend greatly on the current infrastructure, the workloads being considered for migration
and the amount of expected growth. SHi is always trying to stay competitive and we will continually
work to provide NASPO Participating Entities the highest discounts we are able to provide.

On the attached spreadsheet we provide an example of pricing for Microsoft 0365 and Azure as well as
Amazon Web Services. SHI can agree to a minimum discount of list minus 1% on all of the delivery
models but in many cases may often be able to give more extensive discounts.

As it relates to Additional Value Added Services the same is true. The cloud environment is evolving and
as it does the type and scope of service engagements and offerings change as well. The categories listed
on the Cost Schedule can vary widely depending on the specific engagement as many of the solutions
that will be procured through this contract will be usage based, meaning, NASPO Entities will be billed
only for what they use in a specific month or quarter. Each partner has a different strategy for usage
based billing. The Participating Entities dedicated SHI account teams will work with them to review and
understand the various billing strategies associated with the solutions.

SHI has provided a range of hourly fees based on typical engagements that we deliver today. As service

models develop we will work with NASPO to create a pricing structure that benefits the NASPO
Participating entities.

Please see below for standard levels of service provider and actual hourly rates SHI would charge today.

Service NASPO Price/Hour
Associate Consultant $110

Consultant $162

Solution Architect $225

Sr. Solution Architect $285

Program Engagement Manager $93

Project Leader $98

Project Manager $135

Sr. Project Manager $199

SHI would welcome the opportunity to discuss our price offering for NASPO in more detail. We are also
open to other pricing models, should NASPO determine that another pricing model would best meet the
need of your Participating Entities.
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March 10, 2016

NASPO ValuePoint

State of Utah

Division of Purchasing

3150 State Office Building, Capitol Hill
Salt Lake City, Utah 84114-1061

Dear NASPO ValuePoint and the State of Utah

SHl is pleased to provide the following response to your recent request for proposal. Per the bid
request, our cover letter includes the following required statements.

« 521 Astotement indicating the Offeror's understanding that they may be required to
negotiate additional terms and conditions, including additional administrative fees, with
Participating Entities when executing o Participating Addendum,

SHI Response:

SHI acknowledges that negotiations of additional terms and administrative fees may be required by
Participating Entities.
« 522 Astotement naming the firms ond/or staff responsible for writing the proposal.

SHI Response:

SHI is responsible for writing this proposal led by Senior Director Public Sector - Denise Verdicchio,
Director of West Region Public Sector - Alison Turner, Senior Contract Manager — Natalie Slowik, and
Public Program Manager Meghan Flisakowski. In addition to the SHI team, we used resources available
to us from the partners we are presenting as part of our response.

= 523 Astatement that Offeror is not currently suspended, debarred or otherwise excluded
from federal or state procurement and non-procurement programs.

SHI Response:
SHI is currently in good standing with Federal and State procurement and non-procurement programs.

v 524 Astatement acknowledging that o 0.25% NASPO ValuePoint Administrative Fee and
any Participating Entity Administrative fee will opply to totol sales for the Master
Agreement(s) owarded from the RFP.

SHI Response:

SHI acknowledges the 0.25% Administrative Fee for total sales under the Master Agreement associated
with this NASPO ValuePoint RFP as well as any fees from the Participating Entities.
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¢ 525 Astatement identifying the service model(s) (Saus, laa$, and/or PaaS} and
deployment modelfs) that it is capable of providing under the terms of the RFP. See
Attachment C for o determination of each service model subcategory. The services mauodels,
deployment models and risk categories can be found in the Scope of Services, Attachment D.
Note: Multiple service and/or deployment model selection is permitted, and ot least one
service model must be identified. See Attachment H,

SHI Response:

SHI will partner with OEM’s who provide each of the service/deployment models NASPO is requesting.
Our proposed service models are aaS and Paa$, each deployed in either Community, Public or Hybrid
models.

As the technology and customer’s needs in these categories are constantly emerging, it is SHI's intention
to continually review and identify new partners and solutions that may be appropriate for the NASPO
ValuePoint Cloud contract.

¢ 52.6 Astatement identifying the data risk categories that the Offeror is capable of storing
and securing. See Attachment D and Attachment H.

SHI Response:

Our proposed laaS and Paa$ cloud offers have the ability to store and secure Low, Moderate and High
Risk data in conformance with FIPS designations.
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