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GENERAL TERMS & CONDITIONS
PURCHASE ORDER/CONTRACT

1. ACCEPTANCE: Seller shall be bound by this order and its terms and conditions upon receipt of
this order.

2. APPLICABLE LAW: The laws of the State of West Virginia and the Legislative Rules of the
Purchasing Division shall govern all rights and duties under the Contract, including without
limitation the validity of this Purchase Order/Contract.

3. NON-FUNDING: All services performed or goods delivered under State Purchase Orders/
Contracts are to be continued for the terms of the Purchase Order/Contract, contingent upon
funds being appropriated by the Legislature or otherwise being made available. In the event funds
are not appropriated or otherwise available for these services or goods, this Purchase Order/
Contract becomes void and of no effect after June 30.

4. COMPLIANCE: Seller shall comply with all Federal, State and local laws, regulations and
ordinances including, but not limited to, the prevailing wage rates of the WV Division of Labor.

5. MODIFICATIONS: This writing is the parties final-expression of intent. No modification of this
order shall be binding unless agreed to in writing by the Buyer.

6. ASSIGNMENT: Neither this Order nor any monies due, or to become due hereunder may be
assigned by the Seller without the Buyer's consent.

7. WARRANTY: The Seller expressly warrants that the goods and/or services covered by this order
will: {a} conform to the specifications, drawings, samples or other desctiption furnished or
specified by the Buyer {b} be merchantable and fit for the purpose intended and/or {c} be free from
defect in material and workmanship.

8. CANCELLATION: The Director or Purchasing may cancel any Purchase Order/Contract upon
30 days written notice to the seller.

9. SHIPPING, BILLING & PRICES: Prices are those stated in this order. No price increase will be
accepted without written authority from the Buyer. All goods or services shall be shipped on or
before the date specified in this Order.

10. LATE PAYMENTS: Payments may only be made after the delivery of goods or services. Interest
may be paid on late payments in accordance with the West Virginia Code.

11. TAXES: The State of West Virginia is exempt from Federal and State taxes and will not pay or
~ reimburse such taxes.

12. RENEWAL: Any reference to automatic renewal is hereby deleted. The Contract may be
renewed only upon mutual written agreement of the parties.

13. BANKRUPTCY: In the event the vendor/contractor files for bankruptcy protection, this Contract
may be deemed null and void, and terminated without further order.

— 14.  HIPAA Business Associate Addendum— The West Viginia State Government HIPAA Business

Associate Addendum (BAA), approved by the Attorney General, and available online at the Purchasing
Division's web site (http:/fwww_state.wv.us/admin/purchase/vrc/hipaa.htm) is hereby made

part of the agreement. Provided that, the Agency meets the definition of a Covered Entity

(45 CFR §160.103) and will be disclosing Protected Health Information (45 CFR §160.103) to the vendor.

Ray. 92407
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REQUEST FOR QUOTATION
SWC-ENCRYPTION

The Acquisition and Contract Administration Section of the Purchasing Division "State" for the West Virginia
Office of Technology, Office of Technology (WVOT) is soliciting quotations for an encryption solution. This
solution must also provide for a total of up to 16,000 licenses to be purchased for the Executive Branch in
various quantities over a one year period, with other governmental entities possibly purchasing a fotal of up to
30,000. This solufion must be a total cost of ownership solution based upon the cost of a license and two
additional years of support Potential users of this contract may include state agencies, community colleges,
insfitutions, counties, municipalities, public schools, and other local government enfities.

The product bid must be in the Leaders quadrant of the Gartner Magic Quadrant for Mobile Data Protection
5007, If an authorized reseller is awarded this contract, a license agreement and on-going support agreement
must be negotiated between the software manufacturer and the State. '

Any procurement from this contract will require a State Contract Order (WV-39). Any procurement exceeding
$10,000 will require approval from IS&C and the Chief Technology Officer. The Vendor must provide tfo the
State Purchasing Division and Office of Technology quarterly reports showing all purchases made under this
contract. This report must show the agency procuring the sofiware, the amount of software procured, and the

dollars spent by the agency.

The State reserves the right to utilize inter-state agreements, such as the Western States Contracting Alliance
(WSCA), to purchase equipment, outside of the terms and conditions of any contract resulting from an award of
this RFQ, pursuant to West Virginia State Code, Section §5A-3-19. The State may make the products and
services requested in this RFQ available to county and local municipalities, as well as any other official boards
and commissions deemed eligible as legitimate, governmental entities.

Encryption

e The solution must provide Full Disk Encryption (FDE) and File/Folder Encryption System (FES).

s The solution must provide a capability to automatically encrypt data that is transferred to removable
storage media, for example, CD/DVD, USB pin-drives, tapes, external hard drives, etc., without user
intervention or circumvention

e The solution's process for encryption and decryption of data must be configurable to be transparent {o
user
Solution must use a NIST approved random number generator for key generation
The solution must allow data from an encrypted source to be decrypted to allow transfer of data
unencrypted to another destination, by an authorized administrator

e The solution must support distribution of encrypted data to trusted or business partners for data
exchange using authenticated self extraction
The solution must provide FDE and FES under a single solution management console
Solution must be capable of file compression and encryption in a single step by the user

Authentication
e Solution shall allow the administrators to set a configurable limit for pre-boot logon attempts and invokes
lockout for failed logon attempts after exceeding the limit
e Solution must support password based pre-boot authentication

Administration

® The—soluﬁon—must—a!lew—multiple-users-of-the-same-laptop,or,de_nge

Solution shall have the capability to allow administrators to provide remote assistance to users who are
locked out

Solution shall have the capability to allow administrators to configure the solution for decryption and
uninstall of encryption solufion by an authorized administrator only

« Solution shall prohibit providing vendor's ability to access, modify, or decrypt data



Solution must not interfere with imaging of hard drive after encrypfion solution is installed (subject to

testing prior to award)
Solufion must not interfere with Restoration/Recovery of encrypted data from backup media (subject to

testing prior to award)

Solution must not interfere with full disk data erasure tools (subject fo testing prior to award)

The solution is capable of secure escrow and recovery of the symmetric encryption key

If the solution requires modification of the Master Boot Record, it shall be validated by the pre-boot
environment

The solution's encryption/decryption process must occur without loss or corruption of data or content
modification

Solution must be capable of encrypting swap, free, slack, temp, and Internet temp files

Solution must allow modification of boot authentication screen by administrators to reflect State Agency
warning banners

The solution shall aliow the administrator to enforce complex passwords to include a minimum of ©
characters in length, upper and lower case, alphanumeric, and special characters

Solution must have the ability to allow administrators to maintain administrator password for pre-boot
authentication for each system i

Solution must not conflict with the host based security solutions running simultaneously on a mobile
computing device such as Host Infrusion or Prevention Systems (HIDS or HIPS), Firewalls, and Anti-
virus.

Solution must be capable of silent and remote installation and updates of the product(s)

During the solution's encryption/decryption process, if the process is interrupted, the product must be
capable of resuming the process from point of disruption

Solution must support or have built-in auditing, monitoring, analysis, and reporting capabilities
(customizable reports are preferred)

Solution shall allow logging of access events fo the product and encrypted data (success and failure)

[ ]
e Solution must allow export of encrypted file that contains system generated full volume encryption key
« Solution must allow authorized user to validate disk encryption has occurred and is maintained
e Solution must support pre-boot integrity
o Solution must provide open APIs or an SDK to support application integration
e The solution must support Single Sign-On (simultaneous pre-boot and O/S logon)
Management Console

The solution's administrator management console must allow for failover functionality (fault
tolerance/redundancy)
The solution's administrator management console must support capability to add/modify/delete admin

users

The solution shall provide the capability to set a limit on the number of unsuccessful consecutive logon
attempts fo the administrator management console and invokes lockout for exceeding the limit

The solution's administrator management console must support retrieval of computer, user, and user-
group information from Active Directory

Solution shall support secure remote management of devices to support remote users

Solution shall support secure remote access to the administrator management console for
administrators

The solution’s administrator management console must be scalable fo support large enterprise
environments

The solution's administrator management console must permit multiple administrator logins for
simultaneous access

The solution's administrator management console must support retrieval of computer, user, and user-
group information from LDAP Servers

The solution or encryption system must be configurable to-not-interfere-with-remote-distribution-and-full
installation of applications, patches, and updates while connected fo the network, and without user
intervention

The solution or encryption system shall allow administrator to configure solution to enforce sanitization,
'wipe' or key destruction to render the data unusable.



Su.pport

Under software maintenance agreement, vendors must notify the State and deliver product within 10

working days of commercial release for new updates
For every solution patch or upgrade release, vendor must provide verification.that the solution still meets

all of the initial requirements
Vendor must provide several fechnical support delivery options, to include phone, online, onsite, etc.

o
e Vendor must provide one (1) administrator & one (1) user's guide in hard copy and in electronic formats
(PDF) with unlimited reproduction privileges for internal purposes per order
e  For every patch or upgrade release, new product releases must be backward compatible and be
capable of using or decrypting previously encrypted data
o Vendor must provide troubleshooting guidance for solution under the support agreement
o Priority technical support (4 hr callback) must be provided for the solution for sixty days after completion
of the installation. Standard technical support is to be available for the remainder of the contract
o Solufion must provide user-friendly feedback messages when errors or warnings occur
e System installation documentation must include steps to verify proper operation upon completion of
installation.
Licensing ‘
s Licenses must be transferable within each State Agency
e Solution licenses must be perpetual
o Licenses must include home-use rights
Training
e Users should require minimal or no training to utilize the solution
e Vendor must provide administrative support training
Pricing

All mandatory fees must be factored into the per license fee.

This solution must be a total cost of ownership solution based upon the cost of a license and two
additional years of support.

The three-year cost (the initial year plus two additional years of support) must be the same for licenses
purchased in year one and the licenses purchased at the end of year two.

Licensing Fees:

User license for Encryption Solution. §_ 2186 fea

. - . . . **Includ icensi
* Must include license fee and any support costs for three years after installation. ma,’,‘;;;;:,,‘;°;,§§;’_‘y’§;‘““‘&
Any installation fees should be figured in with the license fee. support; any installation
a requiring remote or onsite
engineer would be priced

Licensing fee §__21.86 X 16,000 (estimated quantity) = §__ 349760 according to fee chart below.

Optional Fees:

Training / Installation / Configuration* (To be provided by SDG technician certified in Pointsec solution)

- 128, -y F.
Remote $ - per hour —Min. Billable Hours 025

On-site $ 125 per hour Min. Billable Hours _4.0

* This is for ar[y additional training after initial installation.
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SOFTWARE LICENSE AND SUPPORT AGREEMENT

This Software License and Support Agreement (“Agreement”) is entered into as of February 1, 2008 (“Effective Date™) by and
between Pointsec Mobile Technologies, Inc. (“Pointsec™), a California corporation with a place of business at 2441 Warrenville Road,
Suite 210, Lisle, IL 60532, and West Virginia, (“Licensee”) a West Virginia corporation with its principal place of business at One
Davis Square, Charleston, West Virginia 25301.

In consideration of the mutual promises and covenants stated herein, the parties hereby agree as follows:

1. Definitions. For purposes of this Agreement, the following terms shall have the meanings assigned below. Other
capitalized terms shall have the meanings set forth herein: .

(2) “Documentation” means the user instructions, manuals or other materials regarding the use of the Software that Pointsec
makes generally available in connection with the Software.

(b) “Software” means Pointsec’s proprietary computer program(s) ordered by Licensee from time to time, in object code only;
and any Updates hereafter furnished to Licensee by Pointsec under this Agreement.

(c) “Updates” means those updates, modifications, bug fixes and other corrections that Pointsec makes generally available for
no additional charge to other licensees of the Software who receive technical support services.

2. License Grant. Subject to the terms and conditions of this Agreement, Pointsec hereby grants to Licensee a nonexclusive,
nontransferable license to (a) use the Software on the number of devices specified in our proposal for its own internal business
purposes, (b) use and make copies of the Documentation in conjunction with the foregoing, and (c) make a reasonable number of
copies of the Software solely for back-up or archival purposes. Licensee agrees to reproduce all copyright and other proprietary
notices on all copies of the Software and Documentation in the same form and manner that such copyright and other proprietary
notices are included on the Software or Documentation. Licensee acknowledges that Pointsec shall retain title to the Software and
Documentation. Pointsec hereby reserves all rights to the Software, Documentation, or any copyrights, patents, or trademarks,
embodied or used in connection therewith, except for the rights expressly granted herein.

3. Restrictions. Licensee shall not itself, or through any other party: (a) sell, lease, license or sublicense the Software or the
Documentation; (b) decompile, disassemble, or reverse engineer the Software, in whole or in part; (c) allow access to the Software by
any user other than Licensee’s employees; (d) write or develop any derivative software or any other software program based upon the
Software; (e) use the Software to provide processing services to third parties, or otherwise use the Software on a “service bureau”
basis; or (f) provide, disclose, divulge or make available to, or permit use of the Software by any third party without Pointsec’s prior
written consent.

4, Technical Support. Subject to Licensee’s payment of support fees annually during the term of this Agreement, Pointsec will
. provide Updates and technical support services to Licensee during the term in accordance with Pointsec’s then-current technical
support policies.

5. Additional Services. Licensee may request that Pointsec provide services not part of the technical support services set forth
herein, at any time. Additional services are available in accordance with Pointsec’s standard procedures and rates. Pointsec shall
have no obligation to commence such additional services until the parties enter a separate written agreement setting forth the terms
and conditions, including fees, applicable to such services.

6. Term and Termination. This Agreement begins on the Effective Date and will be in force for an initial term of one (1) year,
unless earlier terminated in accordance with this Agreement. In the event Licensee is in material breach of this Agreement, or if any
assignment shall be made of its business for the benefit of creditors, or if a receiver, trustee in bankruptcy or a similar officer is
appointed to take charge of all or part of its property, or if Licensee is adjudged as bankrupt, then this Agreement shall terminate
immediately and automatically upon notice by Pointsec. Upon termination of any license, Licensee will, at Pointsec’s option, either
return the Software and Documentation to Pointsec or destroy the original and all copies and parts thereof. Sections 7-20 shall
survive any expiration or termination of this Agreement.

7. License Fee and Taxes.

(a) Licensee shall pay Pointsec the non-refundable licensee fees and the support fees set forth in the “Proposal” plus all
applicable taxes unless a valid exemption certificate is provided. Such fees will be payable upon execution of this Agreement or as
otherwise stated herein. Licensee will have the option to expand the license granted pursuant to Section 2 to increase the licensed
number of clients, or otherwise change the scope of the license, upon Pointsec’s receipt of additional license fees for such expanded




scope as set forth in Pointsec’s then-current price list. Licensee will pay and be responsible for any excise, privilege, sales, use,
customs, value added, and any other tax (except taxes imposed with respect to net income) imposed by or under the authority of any
foreign, United States, state, or local law with respect to the license of Sofiware as contemplated by this Agreement unless a valid
exemption certificate is provided.

(b) After the first renewal of the Annual Maintenance fee, Pointsec may raise subsequent payments by an amount not greater
than the United States Consumer Price Index for All Urban Consumers (CPI-U), Seasonally Adjusted, All Items during the 12 month
period preceding the date of the proposed annual increase or 5%.

8. Proprietary Rights and Nondisclosure. The Software and Documentation contain proprietary and confidential information
of Pointsec and are considered by Pointsec to be trade secrets. Licensee agrees to hold the Software and Documentation in
confidence. Without limiting the foregoing, Licensee agrees to protect the Software and Documentation at least to the same extent
that Licensee protects its own similar confidential information and to take all reasonable precautions consistent with generally
accepted standards in the data processing industry to safeguard the confidentiality of the Software and Documentation. Licensee shall
not provide, disclose or otherwise make available the Software or Documentation to any person other than Licensee’s on-site -
employees, contractors and agents having need to use the Software as permitted by the license granted in Section 2 above, except with
Pointsec’s prior written consent. Licensee shall not use the Software or Documentation except as expressly provided in Section 2.
The foregoing obligations shall not apply to mformatxon which is or becomes publicly known through no fault of Licensee and is
otherwise not in violation of Pomtsec s rights.

9. Intellectual Propertv Indemnity. Pointsec shall defend, or at its option, settle any claims brought against Licensee for
infringement of any third party United States copyright, patent, and any other proprietary rights of any third party by the Software and
shall reimburse Licensee for any judgments, damages, costs or expenses payable by Licensee to the party bringing such action together
with reasonable attorneys’ fees relating thereto. Licensee agrees that Pointsec shall be relieved of its obligations under this Section 9
unless Licensee notifies Pointsec promptly in writing of and gives Pointsec the exclusive authority to defend or settle such claim and
gives Pointsec proper and full information and assistance to settle or defend any such claim. If the Software, or any part thereof, is, or
in the opinion of Pointsec may become, the subject of any claim for infringement of any third party United States copyright, patent,
and any other proprietary rights of any third party, or if it is adjudicatively determined that the Software, or any part thereof, infringes
any third party United States copyright, patent, and any other proprietary rights of any third party, then Pointsec may, at its option and
expense, either (i) procure for Licensee the right to use the Software or (ii) replace or modify the Software or parts thereof, with other
suitable and reasonably equivalent technology so that the Software becomes noninfringing or (iii) if it is not commercially reasonable
to take the actions specified in items (i) and (ii) immediately preceding, terminate this Agreement and refund to Licensee the license
fees paid depreciated along a thirty-six (36) month schedule. THE FOREGOING PROVISIONS OF THIS SECTION 9 STATE THE
ENTIRE LIABILITY AND OBLIGATIONS OF POINTSEC TO LICENSEE WITH RESPECT TO ANY ALLEGED
INFRINGEMENT OF PATENTS, COPYRIGHTS, OR OTHER INTELLECTUAL PROPERTY RIGHTS BY THE SOFTWARE OR
DOCUMENTATION.

10. Warranty and Disclaimer. Pointsec warrants Software media against defects in materials and workmanship for a period of
ninety (90) days from the date of shipment (“Warranty Period”). During the Warranty Period, Pointsec will, at its option, either repair
or replace defective Software media. Such repair or replacement shall be the exclusive remedy for any breach of the foregoing
warranty. Pointsec also warrants that during the Warranty Period, the Software will perform substantially in accordance with
Pointsec’s published Documentation. Pointsec shall use commercially reasonable efforts to remedy or supply a temporary fix, or make
an emergency bypass, if the Software yields incorrect results and if Pointsec reproduces the problem in a current, unaltered release of
the Software. Such efforts shall be the exclusive remedy for breach of the foregoing warranty. THE WARRANTIES STATED
ABOVE ARE THE SOLE AND EXCLUSIVE WARRANTIES AND REMEDIES OFFERED BY POINTSEC IN CONNECTION
WITH THE SOFTWARE AND DOCUMENTATION. THERE ARE NO OTHER WARRANTIES, EXPRESS, IMPLIED OR
STATUTORY, INCLUDING BUT NOT LIMITED TO ANY IMPLIED WARRANTY OF MERCHANTABILITY,
NONINFRINGEMENT OR FITNESS FOR A PARTICULAR PURPOSE.

1L Limitation of Liability. EXCEPT FOR BODILY INJURY AND PROPERTY DAMAGE, IN NO EVENT WILL
POINTSEC BE LIABLE FOR LOST PROFITS, OR FOR ANY INCIDENTAL, CONSEQUENTIAL, OR SPECIAL DAMAGES,
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY ARISING OUT OF OR RELATING TO THIS AGREEMENT,
EVEN IF POINTSEC HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. EXCEPT FOR BODILY INJURY
AND PROPERTY DAMAGE, POINTSEC’S LIABILITY UNDER OR ARISING OUT OF THIS AGREEMENT SHALL NOT

EXCEED THE AMOUNTS PAID BY LICENSEE FOR THE SOFTWARE. THESE LIMITATIONS SHALL APPLY
NOTWITHSTANDING THE FAILURE OF ESSENTIAL PURPOSE OF ANY LIMITED REMEDY PROVIDED HEREUNDER.

12. Licensee Indemnity Licensee shall be responsible for any claim, demand, liability, action, or suite or proceeding, including
reasonable attorneys' fees ("Claim"), asserted or claimed by any third party and arising out of Licensee's use of the software, provided
such Claim is adjudicated and found by a court of competent jurisdiction to be due to the negligent acts or omissions of Licensee.



Licensee shall be given timely notice of and shall have the option of undertake and conduct the defense of any such Claim.

13. Assignments and Sublicenses. This Agreement may not be assigned or otherwise transferred by Licensee without Pointsec’s
prior written consent and any such purported assignment or transfer shall be void upon attempt. Licensee shall have no right to
sublicense the rights granted hereunder.

14. Audit. Pointsec or a third party selected by Pointsec may audit Licensee’s use of the Software, upon notice to Licensee, for
purposes of ensuring compliance with this Agreement. Any such audit shall be conducted during regular business hours and shall not
unreasonably interfere with Licensee's business activities. If an audit reveals that Licensee has exceeded the scope of its license, (i)
Licensee shall pay the reasonable costs and expenses of such audit, and (ii) Pointsec may, without limiting the remedies it otherwise
might have under this Agreement or by law, invoice Licensee for any such excess use as if the excess use was made a part of a license
expansion, together with interest thereon at the maximurm rate allowed by West Virginia law for any month or partial month during
which such amount was owed and unpaid for more than 60 days. Any such invoice shall be paid within thirty (30) days of the date of
invoice.

15. Governing Law; Venue. This Agreement shall be governed by the laws of the State of West Virginia, without reference to
conflict of laws principles. Any dispute or claim arising out of or in relation to this Agreement, or the interpretation, making,
performance, breach or termination thereof shall be resolved by the West Virginia Court of Claims.

16. Notices. Any notice required or permitted to be given under this Agreement shall be delivered (i) by hand, (ii) by registered
or certified mail, postage prepaid, return receipt requested, to the address of the other party first set forth above or to such other
address as a party may designate by written notice, (iii) by overnight courier, or (iv) by fax with confirming letter mailed under the
conditions described in (ii). Notice so given shall be deemed effective when received, or if not received by reason of fault of
addressee, when delivered.

17. No Waiver. The waiver by either party of a breach of any provision of this Agreement or the failure by either party to
exercise any right hereunder shall not operate or be construed as a waiver of any subsequent breach of that right or as a waiver of any
other right.

18. Severability. In the event that any provision or provisions shall be held to be unenforceable, those provisions shall in good
faith be renegotiated to be enforceable and shall reflect as closely as possible the intent of the original provisions of this Agreement.
Such negotiations shall not affect the enforceability of the remainder of the Agreement.

19. Force Majeure. Non-performance of either party, except for the making of payments, shall be excused to the extent that
performance is rendered impossible by acts of God, strike, fire, flood, earthquake, governmental acts or orders or restrictions, failure
of suppliers, or any other reason when failure to perform is beyond the control non-performing party.

20. Entire Apreement; Amendments. This Agreement constitutes the whole and entire agreement between the parties with
respect to the subject matter hereof and no verbal or written commitments not referenced herein shall apply, including without
limitation the terms and conditions of any purchase order, procurement document or acknowledgement for the Software. Furthermore,
this Agreement shall supersede, and Pointsec shall not be bound by, any such terms and conditions. Any amendment or modification
to this Agreement shall be effective only if reduced to writing and signed by duly authorized representatives of Pointsec and Licensee.

IN WITNESS WHEREOF, the parties have entered into this Agreement as of the Effective Daje.
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