‘ Department of Administration State of West Virginia CORRECT ORDER NUMBER MUST
Purchasing Division APPEAR ON ALL PACKAGES, INVOICES,

2019 Washington Street East Master Ag reement AND SHIPPING PAPERS. QUESTIONS
Post Office Box 50130 CONCERNING THIS ORDER SHOULD BE

7. & |Charleston, WV 25305-0130 DIRECTED TO THE DEPARTMENT
e Order Date: 11-19-2020 CONTACT.

Order Number: CMA 0212 0212 CPHONE20C 1 Procurement Folder: 809116
Document Name: CPHONE20C: Wireless Voice, Data, & Accessories Reason for Modification:

Document Description: NASPO Mater Agreement No. 176 Categories 1 & 2

Procurement Type: Statewide MA (Open End)

Buyer Name:

Telephone:

Email:

Shipping Method: Best Way Effective Start Date: 2020-12-01
Free on Board: FOB Dest, Freight Prepaid Effective End Date: 2024-08-11
S NG U ~ VENDOR | i  DEPARTMENT CONTACT k=
Vendor Customer Code: 000000230552 Requestor Name: Mark A Atkins

T MOBILE USA INC Requestor Phone: (304) 558-2307

12920 SE 38TH ST Requestor Email: mark.a.atkins@wv.gov

BELLEVUE WA 98006

us

Vendor Contact Phone: 425-378-4000 Extension:

Discount Details:

Discount Allowed Discount Percentage Discount Days

#1 No 0.0000 0
#2 No
#3 No
#4 No
INVOICE TO SHIP TO il
ALL STATE AGENCIES STATE OF WEST VIRGINIA
VARIOUS LOCATIONS AS INDICATED BY ORDER VARIOUS LOCATIONS AS INDICATED BY ORDER
No City WV 99999 No City WV 99999
us us
i &:‘.“ =2 F. Y D ] {5_&\ /,,‘kll "T“'i' Y-
ni,,i LI "J}.‘*j f( » S b ). ] F Total Order Amount: Open End

PURCHASING DIV u R TIOL ATT! gj:lE& APPROVAL AS TO FORM | |ENCUMBRANCE CERTIFICATION
o c
Cr7 L {J«/ h%_ 4 !“;_.\,\_a_
DATE: ~ r 3 DATE: ~3 DATE:
ELECTRONIC SIGNATURE ON FILE ELECTRONIC SIGNATURE ON FILE ELECTRONIC SIGNATUR,E QN Fll.rEal‘__

[ telacao -

Date Printed:  Nov 19, 2020 Order Number: CMA 0212 0212 CPHONE20C 1 Page: 1 FORM ID: WV-PRC-CMA-002 2020/01




Extended Description:
CMA COOPERATIVE AWARD (NASPO)

STATEWIDE COOPERATIVE AWARD

CMA CPHONE20C: WIRELESS VOICE, DATA, & ACCESSORIES

This Statewide open-end contract with T-MOBILE USA, Inc. is to provide Wireless Voice, Data, & Accessories fo all agencies in the State of West Virginia via the
attached Participating Addendum, the NASPO Master Agreement No. 176, Amendment_1 dated 02/25/2020, Amendment_2 dated 07/14/2020, Amendment_3 dated
09/09/2020, Amendment_4 dated 10/20/2020, all incorporated herein by reference and made apart hereof.

Awarded: Category 1 - Cellular Wireless Services
Category 2 - Equipment and Accessories

Effective Date of Contract: 12/01/2020 through 08/11/2024.

Line Commodity Code Manufacturer Model No Unit Unit Price

1 83111603 LS 0.000000
Service From Service To

Commodity Line Description: Wireless Voice, Data, & Accessories

Extended Description:
See Attached Pricing

Date Printed:  Nov 19,2020 Order Number: CMA 0212 0212 CPHONE20C 1 Page: 2 FORM ID: WV-PRC-CMA-002 2020/01
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NASPCF | A ValuePoint

NASPO ValuePoint
PARTICIPATING ADDENDUM

WIRELESS, DATA, VOICE AND ACCESSORIES
Led by the state of Utah

Master Agreement #: MA176
Contractor: T-MOBILE USA, INC.

Participating Entity: STATE OF WEST VIRGINIA

West Virginia Contract #: CMA 0212 CPHONE20C

1. Scope: This Participating Addendum ("PA") covers the purchase of Wireless, Data, Voice
and Accessories products and services from Contractor under the NASPO ValuePoint Master
Agreement Terms and Conditions #MA176 (Solicitation #CJ18012) led by the State of Utah
(‘Lead State”) on behalf of NASPO ValuePoint (the “Master Agreement”) for use by state
agencies and other entities, as provided in the Master Agreement, and as more specifically
detailed in Paragraph 2, “Participation,” below. The parties agree that the Master Agreement is
fully incorporated herein by this reference. There were four categories included in the solicitation:

Category 1: Cellular Wireless Services
Category 2: Equipment and Accessories
Category 3: Tumkey Wireless and loT Solutions offered as a Product

Category 4: Alternative Wireless Transport Options
Contractor was awarded Categories 1, 2, 3A, and 3C.

The State of West Virginia (Participating Entity) has elected to participate in Categories 1 and 2
only.

2, Participation: This PA may be used by all State agencies, institutions of higher education,
political subdivisions and other entities (collectively “Purchasing Entities” when placing an Order
against this PA) authorized to use statewide coniracts in the State of West Virginia. It will be the
responsibility of the Purchasing Entity to comply with any legal or regulatory provisions applicable
to the Purchasing Entity. A Purchasing Entity will issue individual releases (Purchase Orders)
against this PA on an as-needed basis during the term of this PA.

3. State of West Virginia Modifications or Additional Terms and conditions to the
Master Agreement. The Parties hereby acknowledge and agree to the following changes and
modifications supplement the Master Agreement terms and conditions.

3.1 The Terms contained in the Aftachment A: WV-96 State of West Virginia Addendum to

Vendor's Standard Contractual Forms is incorporated herein by reference and expressly modifies any
conflicting terms contained in the Master Agreement and any related document.

Page 1 of 8
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NASPCF ' A ValuePoint

NASPO ValuePoint
PARTICIPATING ADDENDUM

WIRELESS, DATA, VOICE AND ACCESSORIES
Led by the state of Utah

3.2. The following terms are hereby expressly incorporated into the Contract via this
Addendum.

3.2.a PRIVACY, SECURITY, AND CONFIDENTIALITY: The Vendor agrees that it will not
disclose to anyone, directly or indirectly, any such personally identifiable information or
other confidential information gained from the Agency, unless the individual who is the
subject of the information consents to the disclosure in writing or the disclosure is made
pursuant to the Agency's policies, procedures, and rules. Vendor further agrees to comply
with the Confidentiality Policies and Information Security Accountability Requirements, set

forth in htip://iwww.state.wv.us/admin/purchase/privacy/default.htmi subject fo the

clarifications and modifications as agreed to by Vendor and the State as detailed below:

(i) The notice obligations of this Section 3.2a shall not apply to legal demands
received by Vendor for subscriber information and/or transactional records associated with
the use of a particuler handsst;

(iiy Vendor shall not be obligated to enter into a Business Associate Addendum
under this PA;

{iii) Personally Identifiable Information or “Pli” shall be defined pursuant to W.Va.
Code § 46A-2A-101 (6) et. Seq. (effective June 6, 2008);

Changes to the State’s Confidentiality Policies and Information Security Accountability
Requirements (a copy of which is attached to this PA as Exhibit A) as follows:

(iv) The definition of “Confidential Information” in subsection 2.2 shall be solely
limited to State of West Virginia data and breaches that affect State of West Virginia data
under this PA;

(v) The definition of “Security Incident” in subsection 2.3 shall only be applicable
to State of West Virginia data and breaches that affect State of West Virginia data under
this PA;

(vi) The parties acknowledge and agree to the following clarification to Section 3.0
“Background”:

Vendor is offering commercial, coff-the-shelf products with littie or no customization to
Participating Entities under this PA. Vendar is neither requesting nor requiring access to
Personally Identifiable Information (“Pil") other than points of contact information in
managing and serving a Participating Entity’s account. Vendor will only be accessing
Customer Proprietary Network information (“CPNI®) in the management and service of
each Participating Entity's accounts under this PA and shall be obligated to protect each
Participating Entity's CPNI under Federal law.

(vii) Subsection 4.2 is removed in its entirety and replaced with the following:
Page 2 of 8
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NASPG* | A ValuePoint

NASPO ValuePoint
PARTICIPATING ADDENDUM

WIRELESS, DATA, VOICE AND ACCESSORIES
Led by the state of Utah

Vendors may be contacted by the Privacy Officer of the Agency with which they are
contracting to be provided with Agency-specific privacy policies, procedures and rules,
when applicable. However, the parties acknowledge and agree that should there be a
conflict with the obligations of the Agency-specific policies, procedures, and rules and the
terms and conditions of this PA, the terms and conditions of this PA shall control.

(vii() Subsection 4.3.4 (AUDITS} — The parties agree to the following modification
to Subsection 4.3.4:

The State may, at its expense, periodically request, on a reasonable basis,
additional information such as vendor questionnaires (one time per calendar year upon 30
days advance written notice) on use of the information systems and other record-keeping
systems in an effort to ensure compliance with this policy.

{ix) The parties acknowledge and agree ifo the following modification to
Subsections 4.4.2.1:

Subject to Vendor's obligation to adhere to Federal CPNI rules and regulations (47 CFR
64.2011), Vendor will notify the State data within 72 hours of discovery;

(0 Subsection 4.4.2.2 is removed in its entirety and replaced with the following:

Within 72 hours, subject to Vendor's obligation to adhere to Federal CPNI rules and
regulations (47 CFR 64.2011), by email or fax of any verified Security Incident, in violation
of the underlying contract and this Notice, of confirmed loss of confidential data affecting

the underlying contract.
(xi) Subsection 4.4.2.4 is removed in its entirety and replaced with the following:
The Vendor shall investigate such actual Security Incident, Breach, or unauthorized use

or disclosure of Confidential Information. Within 72 hours of the discovery, if a confirmed Breach
has occurred, the Vendor shall notify the individuals identified in 4.4.2.3 and provide factual

information as to the Security Incident.
{xii) Subsection 4.4.2.5 is removed in its entirety and replaced with the following:

Vendor will reasonably cooperate with any Agency led investigation as to the Breach and
will inform and provide reasonable notice of Vendor's mitigation of the Breach, which may

include nofification to the individual or other authorities.
(xiil) Subsection 4.5 is remaved in its entirety and replaced with the following:
The State may require that Vendor provide evidence of adequate background checks,

pursuant to Vendor's hiring policy (such policy is available for the State's review upon
request), inciuding a nationwide record search, for individuals who are entrusted by the

vendor to work with State information.

3.2.b ANTITRUST: In submitting a bid to, signing a coniract with, or accepting an Award
Document from any agency of the State of West Virginia, the Vendor agrees to convey,

Page 3of 8
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WIRELESS, DATA, VOICE AND ACCESSORIES
Led by the state of Utah

4,

sell, assign, or transfer to the State of West Virginia all rights, title, and interest in and to
all causes of action it may now or hereafter acquire under the antitrust laws of the United
States and the State of West Virginia for price fixing and/or unreasonable restraints of
trade relating to the particular commodities or services purchased or acquired by the State
of West Virginia. Such assignment shall be made and become effective at the time the
purchasing agency tenders the initial payment to Vendor.

3.2.c BACKGROUND CHECK: To the extent applicable, the Director of the Division of
Protective Services in accordance with W. Va. Code § 15-2D-3, shall require any service
provider whose employees are regularly employed on the grounds or in the buildings of
the Capitol complex or who have access to sensitive or critical information to submit to a
fingerprint-based state and federal background inquiry through the state repository. The
service provider is responsible for any costs associated with the fingerprint-based state
and federal background inquiry. After the contract for such services has been approved,
but before any such employees are permitted to be on the grounds or in the buildings of
the Capitoi complex or have access to sensitive or critical information, the service provider
shall submit a list of all persons who will be physically present and working at the Capitol
complex to the Director of the Division of Protective Services for purposes of verifying
compfiance with this provision. The State reserves the right to prohibit a service provider's
employees from accessing sensitive or critical information or to be present at the Capitol
complex based upon results addressed from a criminal background check. Service
providers should centact the West Virginia Division of Protective Services by phone at
(304) 558-9911 for more information.

For purposes of this Section 3.2c, "access to sensitive or critical information” does not
include information that is uploaded onto any customer account self-management portal
utilized by Purchasing Entities of which such information is neither requested or required
by the Vendor regarding the provision of its products or services under this PA.

Order of Precedence: Except as specifically provided otherwise herein, this PA consists

of and precedence is established by the order of the following documents:

This PA; and ali modifications incorporated in section 3 of this Participating Addendum;
The Master Agreement (including the Master Agreement Order of Precedence established
in the NASPO ValuePoint Master Terms and Conditions).

Page 4 of 8
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Led by the state of Utah

5. Administrative Fee and Reporting:

6a. No administrative fee is required.

&b. Reporting is as follows:

Contractor agrees to provide a quarterly utilization report reflecting detailed sales data to
the State. The report shall include at a minimum the following data elements:

Data Element: Deseription:

Customer Name Name of entity making the purchase. If custormer has multiple
locations, please use the main entity name.

Customer Type Indicate the type of entity making the purchase:

S=State Agency

E= University and Community College
P= Political Subdivision

O=0ther Entity

PO#, Delivery Order #,
or Other Authorization

Number provided by the customer to authorize the purchase.

Type

Purchase Description | Description of the product or service purchased.

Quantity Quantities (excluding returns) of products delivered. Enter quantity of
(1) for a service.

Unit Price Unit Price charged (excluding credits) for the product or service
purchased.

Total Cost Total cost of the purchase. Quantity delivered (x} unit price charged.

Reports must be provided in Excei format and sent via email to the WV Statewide

Contracts Senior Buyer Mark.A.Atkins@wv.gov on a quarterly basis as follows:

PERIOD END REPORT DUE
March 31 May 15

June 30 August 15
September 30 November 15
December 31 February 15

Page 5 of 8
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WIRELESS, DATA, VOICE AND ACCESSORIES
Led by the state of Utah

8. Purchase Order Instructions:

Contractor must coordinate state agency Orders with the West Virginia Office of Technology
(WVOT) prior to providing services. The WVOT will assist the Contractor in establishing ordering
procedures for state agencies and Order processing. Any questions regarding ordering, changes,
cancellation or pricing should be submitted to WVOT.Cell@wv.gov

Participating Entity must issue Purchase Orders hereunder that reference both Master Agreement
#MA176 and the PA. Upon issuance of any such valid Purchase Order, Participating Entity will
be bound by the terms and conditions of this PA including, without limitation, the obligation to pay
Contractor for Service, Equipment, and related Products provided. Notwithstanding the foregoing,
any purchase order submitted that does not properly reference the Master Agreement number
and/or the PA may be accepied, at Coniractor's sole discretion, if Contractor can reasonably
ascerlain that such Purchase Crder was properly authorized and intended for use with the PA. In
such instances, the comesponding Purchase Order will be similarly valid and binding. Exceptas
expressly provided in this PA, terms and conditions inconsistent with, contrary or in addition to
the terms and conditions of this PA will not be added to or incorporated into this PA by any
Purchase Order; and any such attempts to add or incorporate such terms and conditions are
hereby rejected. The terms and conditions of this PA will prevail and govern in the case of any
such inconsistent or additional terms.

7. Individual Customer:

Each state agency, political subdivision, or other entity placing an order under this Participating
Addendum (“Purchasing entity™), will be freated as if it was an Individual Customer. The
Furchasing Entity shall follow the terms and conditions of the Master Agreement and applicable
PA and will have the same rights and responsibilities for their purchases as the Lead State has
in the Master Agreement, including but not limited to, any indemnity or right to recover any costs
as such right is defined in the Master Agreement and applicable PA for their purchases. Each
Purchasing Entity will be responsible for its own taxes (if applicable), charges, fees, and liabilities.
The Contractor will apply the charges and invoice each Purchasing Entity individually.

8. Primary Contacts: The primary contact individuals for this Participating Addendum are
as follows (or their named successors):

Contractor

Name: | David Bezzant

Address: | c/o T-Mobile USA, inc., 12920 SE 38" Street, Bellevue, WA 98006
Telephone: | (480) 638-2608

Email: David.Bezzant@T-Mobile.com

Page 6 of 8
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Participating Entity
Name: W. Michael Sheets, WV Purchasing Director
Address: 2019 Washington Street, East Charleston, WV 25305

Telephone: | 304-558-2308
Email: William.M.Sheets@wwv.gov

8. Software Terms and Conditions: Purchasing Entities that acquire software shall be
subject to the license agreements distributed with such software; however, in the event of a
conflict in language between an end user license agreement (EULA) and the Master Agreement,
the language in the Master Agreement will supersede and control. In addition, any language in a
EULA which violates a Purchasing Entity’s constitution, statute or other applicable law will be
deemed void, and of no force or effect, as applied to the Purchasing Entity.

10. Entire Agreement: Master Agreement and this Participating Addendum sets forth the
entire agreement between the Parties with respect to its subject matter, and it supersedes all
previous communications, representations, or agreements, whether oral or written, with respect

thereto.

[Signatures on Next Page]
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The parties have executed this PA as of the date of execution by both parties below.

Participating Entity: Contractor: T-Mobile USA, [nc.
State of West Virginia P —r—
Signature: Signature:ta P
) BFBEBCCAIMS743C....
Printed Name: Printed Name:David Bezzant
William M. Sheets
Title: Title: vice president 1
Director, WV Purchasing Division
(2foF /2o

Legel Approved by
\T-Mobilai&h, Inc. Legal Department

For questions on the Pariicipating Addendum or NASPO ValuePoint cooperative contracting
process, please contact the NASPO ValuePoint Cooperative Contract Coordinator assigned to
this Portfolio, as provided on this Portfolio’s webpage at www.naspovaluepoint.org or the

NASPO ValuePoint team at cce@naspovaluepoint.org.

Contractor - emall a fully exacuted PDF copy of this document to:

PA@naspovaluepoint.org

To support documentation of participation and posting
in appropriate databases

Page 8 of 8
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Approved Amendments to the WV-96
NASPO ValuePoint Participating Addendum: Wireless, Data, Voice and Accessories
Master Agreement # MAL76
West Virginia Contract #: CMA 0212 CPHONE20C

This Approved Amendment to the WV-96 is agreed to by the Parties signing below on the date shown below and
is intended to modify various provisions of the WV-96 that is part of the Contract between T Mobile and the State

as identified in the header above.

Changes to the WV-96:

l‘

4,

Introduction — The introductory paragraph is remaved in its entirety and replaced with the following:

“The State and Vendor are entering into the Contract identified above. This WV-96 form is part of that
Contract and will have the order of priority given to it in the Participating Addendum, of which this form
is an exhibit. The intent of this form is to modify the Master Agreement and any forms submitted by
Vendor to be a part of this Contract, whether submitted now or in the future.

Order of Precedence — This provision is removed in its entirety.

Fiscal Year Funding — A final sentence is added to this paragraph as follows:

“The State will notify vendor in writing 30 days in advance of any lack of funding under this paragraph
provided that the WV Legislature’s funding decisions have been finalized and communicated with sufficient
time to provide the notice.” 1f the State cancels an Order in whole or in part under this Fiscal Year Funding

provision, Purchasing Entity will pay Contractor for any Products and Services provided up to the date of
cancellation, whether or not billed by the cancellation date,

Right To Terminate — The Right to Termination provision is removed in its entirety and replaced with the

following:

“The State reserves the right to terminate this Contract for convenience, whole or in part, upon thirty (30)
days advanced written notice to the Vendor. If this right is exercised, the State agrees to pay the Vendor
only for all undisputed services rendered or goods received up to the termination's effective date. All
provisions are deleted that seek to require the State to (1) compensate Vendor, in whole or in part, for lost

profit, (2) pay a termination fee, or (3) pay liquidated damages if the Contract is terminated early. This
cancellation for convenience provision is in addition to the cancellation for cause provisions

contained in the Master Agreement. Any language seeking to accelerate payments in the event of
Contract termination, default or non-funding is hereby deleted.”

5. Taxes — This provision is deleted in its entirety and replaced with the following:

“Any provisions requiring the State to pay Federal, State or local taxes or file tax returns or reports on behalf
of Vendor are deleted. The State will only pay those taxes listed below:

Current Applicable Taxes and Surcharges:

< Federal Universal Service Fund Surcharge
- West Virginia 911 Fee

- West Virginia Public Safety Fee

- West Virginia Wireless Tower Fee
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- VolP services (if applicable):
¢ Federal Universal Service Fund Surcharge
¢ County 911 Fees

The Parties acknowledge and agree that applicable taxes and surcharges may be added, changed or increased
without notice via statutory or regulatory change. However, Vendor will make itself reasonably available to
answer questions from the State concerning these changes, which can be part of any business review meetings
or discussions between the Vendor and the State. The State will, upon request, provide a tax-exempt
certificate to confirm its tax exempt status.”

. Statute of Limitations ~ This provision is removed in its entirety and replaced with the following:

“Any clauses limiting the time in which the State may bring a suit against the Vendor or any other third party
pursuant to Federal, WV State, or local law are deleted.”

7. Third Party Software — This provision is removed in its entirety.

West Virginia Purchasing Division
By: &i L’/Z‘ ij‘?_’_,_

William M. Sheets

Print Name:

Its:  Director, WV Purchasing Division

Date: i (o7 2D

West Virginia Attorney General’s Office (signature as to form)

By: QQ A = o e
1‘“1\
Qb\m )( [y

1es: W0 o B pone o necad

Print Name

T Mobile

DocuSigned by

By: PO W, -
BFGBDCCH345743C...

Print Name: David Bezzant

Its: vice President

Date: 10/28/2020

Legal Approved by:
DoouSigned hy:

Thorick Jins

Thort °BFRE* principal cCorporate counsel
T-Mobile Legal Department
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STATE OF WEST VIRGINIA
ADDENDUM TO VENDOR’S STANDARD CONTRACTUAL FORMS

State Agency, Board, or Commission (the “State™):

Vendor:

Contract/Lease Numnber (“Contract”):

Commaodity/Service:

The State and the Vendor are entering into the Contract identified above. The Vendor desires to ingorporate ane or more forms it crested
into the Contract. Vendor's form(s), however, include(s) one or mare contractual terms and conditions that the State cannot or will not
accept. In consideration for the State’s incorporating Vendor®s form(s) into the Contract, the Vendor epters into this Addendum which
specifically eliminates or alters the legal enforceability of certain terms and conditions contzined in Vendor's form(s). Therefore, on
ﬂwdsteshuwnbeluweachsignamhne,thepmwsagrwtothofollowmgmmnm!mmandmndmmmﬂmAdduwmnm
dominste over any competing terms made a part of the Contract:

1.

10.

1.

ORDER OF PRECEDENCE: This Addendum modifies and supersedes anything contained on Vendor's form(s) whether or not
they are submitied before or after the signing of this Addendum. IN THE EVENT OF ANY CONFLICT BETWEEN VENDOR'S

FORM(S) AND THIS ADDENDUM, THIS ADDENDUM SHALL CONTROL.

PAYMENT ~ Payments for goods/services will be made in arrears only upon receipt of a proper invoice, detsiling the
poods/services provided or receipt of the goods/eervices, whichever is later. Notwithstending the foregoing, payments for software
licenses, subscriptions, or maintenance may be paid anoually in edvance.

Any language imposing any interest or charges due to late payment is deleted.

FISCAL YEAR FUNDING — Performance of this Contract is contingent upon funds being appropriated by the WV Legislature
or otherwise being available for this Contract. In the event funds are not appropriated or otherwise available, the Contract becomes
of no effect and is nuli and void after June 30 of the current fiscal year, If that occurs, the State may notify the Vendor that an
alternative source of finding has been obtained and thereby avoid the eutomatic termination. Non-appropristion or non-funding
shall not be considered an event of default.

RIGHT TO TERMINATE — The State reserves the right to terminate this Contract upon thirty (30) days written notice to the
Vendor. If'this right is exercised, the State agrees to pay the Vendor only for all indisputed services rendered or goods received
before the termination’s effective date. All provisions are deleted that seek to require the State 10 (1) compensate Vendor, in whole
or in pert, for lost profit, (2) pay a termination fee, or (3) pay liquidated damages if the Contract is terminaied early,

Any language secking to accelerste payments in the event of Contract termination, default, or non-funding is hereby deleted.

DISPUTES - Any language binding the State to any arbitration or to the decision of any arbitration board, commission, panel or
other entity is deleted; as is any requirement to waive a jury trial.
Any language requiring or permitting disputes under this Contract to be resolved in the courts of any state other than the State of

West Virginia is deleted. All legal actions for damages brought by Vendor against the State shall be brought in the West Virginia
Claims Commission, Other causes of action must be brought in the West Virginia court authorized by statute to exercise jurisdiction

over it.

Any language requiring the State to agres fo, or be subject to, any form of equitable relief not authorized by the Constitution or laws
of State of West Virginia is defeted.

FEES OR COSTS: Any language obligating the State to pay costs of collection, court costs, or attorney’s fees, unless ordersd by
& court of competent jurisdiction is deleted.

GOVERNING LAW — Any language requiring the application of the law of any state other than the State of West Virginia in
interpreting or enforcing the Contract is deloted. The Contract shall be govermned by the laws of the State of West Virginia.

RISK SHIFTING — Any provision requiring the State to bear the costs of all or 2 majority of business/iegal risks associated with
this Contract, to indemnify the Vendor, or hold the Vendor or a third party harmless for any act or omission is hereby deleted.
LIMITING LIABILITY — Any language limiting the Vendor’s liability for direct damages to person or property is deleted.
TAXES - Any provisions requiring the State to pay Federsl, State or local taxes or file tex returns or reports on behalf of Vendor
are deleted, The State will, upon request, provide a tax exempt certificate to confirm jts tax exempt staius,

NO WAIVER — Azy provision requiring the State to waive any rights, claims or defenses is hereby deleted.
1{Page
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12. STATUTE OF LIMITATIONS — Any clauses limiting the time in which the State may bring suit against the Vendor or any other

13.

14.

15.
16.

17.

1.

195.

third party are deleted.

ASSIGNMENT — The Vendor agrees not fo assign the Contract to any person or entity without the State’s prior wriiten consent,
which will not be unreasonably delayed or denied. The State reserves the right to assign this Contract to another State agency,
board or commission upon thirty (30) days written nofice to the Vendor, These restrictions do not apply fo the payments made by
the State. Any assignment will not become effective and binding upon the State until the State is notified of the assignment, and
the State and Vendor execute a change order to the Contract.

RENEWAL ~ Any Iangusge that secks to automatically tenew, modify, or extend the Contract beyond the initis] term or
automatically continue the Contract period from term to term is deleted. The Contract may be renewed or continued only upon
mutual written agreement of the Parties.

INSURANCE - Any provision requiring the State to maintain any type of insurance for either its or the Vendor’s benefit is deleted.
RIGHT TO REPOSSESSION NOTICE ~ Auny provision for repossession of equipment without notice is hereby delsizd.
However, the State does recognize a right of repossession with notice.

DELIVERY - All deliveries under the Contract will be FOB destination untess the State expressly and knowingly agrees otherwise,
Any conirary delivery terms are hereby deleted.

CONFIDENTIALITY — Any provisions regarding confidential treatment or non-disclosure of the terms and conditions of the
Contract are hereby deleted, State contracts are public records under the West Virginia Freedom of Information Act (“FOIA™) (W.
Va. Code §29B-a-1, &t seq.) and public procurement laws. This Contract and other public records may be disclosed without notice
to the vendar at the State’s sole discretion.

Any provisions regarding confidentiality or non~disclosure related to contract performance are only effective to the extent they are
consistent with FOIA and incorporated into the Contract through a separately approved and signed non-disclosure agreement.
THIRD-PARTY SOFTWARE - If this Contract contemplates or requires the use of third-party software, the vendor represents
that none of the mandatory click-through, unsigned, or web-linked terms and conditions presented or required before using such
third-party software conflict with any term of this Addendum or that is has the anthority to modify such third-party sofiware’s terms
and conditions to be subordinate to this Addendum. The Vendor shall indenmify and defend the State against all claims resulting
from an assertion that such third-party terms and conditions are not in accord with, or subordinate to, this Addendum.

AMENDMENTS — The parties agree that all amendments, modifications, alterations or changes to the Contract shall be by mutual
agreement, in writing, and signed by both parties. Any language to the contrary is deleted.

Notwithstanding the foregoing, this Addendum can only be amended by (3) identifying the alterations to this form by vsing ltalics
1o identify language being added and sisilethrough for language being deleted (do not use track-changes) and (2) having the Office
of the West Virginia Attorney General’s authorized representative expressly agree to and knowingly approve those alterations.

State: Vendor:

By: By: _

Printed Name: Printed Name:

Title: Title: -
Date:
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CMA CPHONE20C

Contract
Discount

_ Voce Only Plans

16%

Government Unlimited
Talk & Text (No Data)

Unlimited talk and text. includes Simple
Global text and calling options. (20 Line
Minimum} Unlimited Messaging in 210+
countries & destinations, Fliat voice Rate of
$0.20 per minute, and Free International
Messaging from the US to mobile numbers in
ANY country where texting is available (Not
available to certain countries).

$10.00

$10.00

Voice & Data Plans

Simple Choice
Unlimited Talk, Text,
and Data w/2GB LTE

Data

Unlimited talk, text & data; Simple Global;
Stateslde International Unlimited Texting;
Mobile Without Borders; Domestic data
roaming (Requires minimum of 12 lines for
each account)

$15.00

$12.60

Government Unlimited
for Phones

Unlimited talk, text, & 4G LTE data; Unlimited
domestic roaming; Optimized video
streaming at 480p; 11GB of 4G LTE
Smartphone Mobile Hotspot (Unlimited 3G
after the bucket is used); Stateside
International Unlimited Texting; Simple
Global; Mobile Without Borders; Gogo in-
flight 1 hour (unlimited flights)

$29.00

$24.36

Government Unlimited
for Phones w/Device
Subsidy 1.0 Level 1

Unlimited talk, text, & 4G LTE data; Unlimited
domestic roaming; optimized video streaming
at 480p; 11GB of 4G LTE Smartphone Mobile
Hotspot {Uniimited 3G after the bucket is
used); Stateside International Unlimited
Texting; Simple Global; Mobile Without
Borders; Gogo in-flight 1 hour (unlimited
flights)

$41.00

$34.44

Government Unlimited
for Phones w/Device
Subsidy 1.0 Level 2

Unlimited talk, text, & 4G LTE data; Unlimited
domestic roaming; optimized video streaming
at 480p; 11GB of 4G LTE Smartphone Mobile
Hotspot {Unfimited 3G after the bucket is
used); Stateside International Unlimited

$53.00

$44.52




Texting; Simple Global; Mobile Without
Borders (No cap); Gogo in-flight 1 hour
(unlimited flights)

Unlimited talk, text, & 4G LTE data; Unlimited
domestic roaming; optimized video streaming
at 480p; 11GB of 4G LTE Smartphone Mobile

";""e’""'e"t Unlimited | .\ pot (Unlimited 36 after the bucket is
‘or Phones w/Device - . $64.00 $53.76
Subsidy 1.0 Level 3 used'); Sta.teslde lnternat:on;l Unl-lmlted
Texting; Simple Globhal; Mobile Without
Borders; Gogo in-flight 1 hour (unlimited
flights})
Govermment Unlimited
for Phones Data Unlimited 4G LTE Data feature with 21GB
Feature w/21GB Hotspot $10,00 $8.40
Hotspot
Government Unlimited
for Phones Data Unlimited 4G LTE Data feature with 31GB
Feature w/31GB Hotspot $15.00 $12.60
Hotspot
Government Unlimited
for Phones Data Unlimited 4G LTE Data feature with 41GB
Feature w/41GB | Hotspot $25.00 $21.00
Hotspot 2
; Mobile Internet Plans
Simple Choice Unlimited Data w/2GB 4G LTE Data, Mobile
Unlimited Mobile Hotspot {speeds slow at 2GB}; unlimited
Intemet Data for domestic messaging; Domestic data roaming; $10.00 $10.00
Government w/2GB | Simple global; Stateside International
4G LTE Data unlimited texting; Mobile without Borders
Uniimited 4G LTE High-speed Mobile Internet
Government Unlimited | Data; Unlimited domestic messaging;
4G LTE Mobile Internet | Domestic data roaming; Simple Global; $35.00 $29.40
Data Stateside International Unlimited Texting; For
use with Tablets/Hotspots/Routers/Modems
Unlimited 4G LTE high-speed data, Unlimited
Messaging - 11GB of 4G LTE Smariphone
Government Unlimited | Mobile Hotspot {reduced to 3G after the
iMoblle Internet for | bucket (s used) - Simple Global - Optimized $23.50 $15.74

Tablets w/11GB
Hotspot

video streaming at 480p - Stateside
International Unfimited Texting - Mobile
Without Borders - Domestic data roaming;
For use with tablets/iPads only




Government Unlimited
Mobile Internet for

Unlimited 4G LTE high-speed data, Unlimited
Messaging - 21GB of 4G LTE Smartphone
Mobile Hotspot (reduced to 3G after the
bucket is used) - Simple Global - Optimized

Tablets w/21GB video streaming at 480p - Stateside $35.00 $29.40
Hotspot international Unlimited Texting - Mobhlle
Without Borders - Domestic data roaming;
For use with tablets/iPads only
Unlimited 4G LTE high-speed data, Unlimited
Messaging - 31GB of 4G LTE Smartphone
Government Unlimited | Mobile Hotspot (reduced to 3G after the
Mobile Internet for | bucket is used) - Simple Global - Optimized $40.50 $34.02
Tablets w/31GB video streaming at 480p - Stateside 1 i
Hotspot International Unlimited Texting - Mobile
Without Borders - Domestic data roaming;
For use with tablets/iPads only
Unlimited 4G LTE high-speed data, Unlimited
Messaging - 41GB of 4G LTE Smartphone
Government Unlimited | Mobile Hotspot (reduced to 3G after the
Mobile Intemet for | bucket is used) - Simple Global - Optimized $52.50 $44.10
Tablets w/21GB video streaming at 480p - Stateside F ’
Hotspot International Unlimited Texting - Miabile
Without Borders - Domiestic data roaming;
For use with tablets/iPads only
_ Geotab Fleel Management tor Government Plana
Geotab Fleet
Management Base | GPS location, VIN, Driver ID, and basic 10X 5
Plan for Government | support worldwide $15.00 $12.60
TE
Geotab Fleet Hours of Service, IFTA and Temperature
Management Monitoring functionality over the Base plan.
Regulatory Plan Geared toward assisting fleets in meeting a $23.50 $19.74
w/HOS for range of compliance regulations in the USA
Government TE and Canada
Geotab Fleet The functionality of the Regulatory plan and
Management Pro Plan | support for engine and accelerometer data $29.00 $24.36
TE worldwide
The ProPlus plan offers the greatest
Man‘::::et:li I:::: plus | TUncHonaiRy, including Acpe.Tiacking, @ $21.47 $18.03
Plan TE lifettme warranty, and premium services
including EV data worldwide
1oT/M28 Unlimited Data Plans
Machine to Machine | Voice barred; Unlimited domestic data
Unlimited Data roaming; 500 SMS; 200mb domestic data $5.00 $5.00

(128kbps) w/Text

roaming




Machine to Machine
Unlimited Data
{512kbps) w/text

Voice barred; Unlimited domestic data
roaming; 500 5SMS; 200mb domestic data

_roaming

$10.00

$10.00

EDProgram Blane

EmpowerED Program
2GB Mobile Internet

Unlimited data {speeds slow at 2GB);
Unlimited messaging; Smartphone Mobile
Hotspot (speeds slow at 2GB); Binge On;
Domestic data roaming; Simple Global;
Stateside International Unlimited Texting;
Mobile Without Borders; Music Freedom; All
recurring taxes and fees included in MRC

$0.00

$0.00

EmpowerED Program
2G8 Mobile Internet

Unlimited data {speeds slow at 2GB);
Unlimited messaging; Smartphone Mobile
Hotspot (speeds siow at 2GB); Binge On;
Domestic data roaming; Simple Global;
Stateside International Unlimited Texting:
Mobile Without Borders; Music Freedom; All
recurring taxes and fees included in MRC

$10.00

$10.00

EmpowerED Program
Unlimited 4G LTE
Mobile Internet

Unlimited 4G LTE Data; Unlimited Messaging;
Binge On; Domestic data roaming; Simple
Global; Stateside International Unlimited
Texting; Mobile Without Borders; Music
Freedom,; All recurring taxes and fees
included in MRC

$20.00

$20.00

Gov Edu Web Filtering

CIPA Compliant Web Filtering for
Government

$0.00

$0.00

Business EDU Web
Filtering

CIPA Compliant Web Filtering for Business &
Government

$1.00

$1.00

fifst ReSponder Volca Plans

Connecting Heroes
Unlimited $0

Unlimited talk, text, & 4G LTE data; Unlimited
domestic roaming; Optimized video
streaming at 480p ; 1GB of 4G LTE
Smartphone Mobile Hotspot (Unlimited 3G
after the bucket is used); Stateside
International Unfimited Texting; Mobile
Without Borders (128kbps); Not Subject to
the fair usage prioritization threshold

$0.00

$0.00

Connecting Heroes
AMP Unlimited $15

Unlimited talk, text, 8& 4G LTE data; Unlimited
domestic roamtng; Optimized video
streaming at 480p; 20GB of 4G LTE
Smartphone Mobile Hotspot {(Unlimited 3G
after the bucket is used); Stateside
International Unlimited Texting

Simple Global; Mobile Without Borders;
Unlimited Gogo in-flight Wi-Fi {unlimited
flights/sessions); Name ID & Voicemail to

$15.00

$15.00




‘ text (VTT); Not Subject to the fair usage
prioritization threshold

Unlimited talk, text, & data; Unlimited
domestic roaming; Optimized video

First Responder streaming at 480p; 2GB or 6GB GB of 4G LTE
Unlimited Talk and Smartphone Mobile Hotspot {Unlimited 3G $15 00 $12.60
Text with 2GB or 6GB | after the bucket is used); Stateside 3
4G LTE Data International Unlimited Texting
Simple Global; Mobile Without Borders; Gogo
- in-flight 1 hour (unlimited flights)
2GB 4G LTE Data
Feature for First Unlimited Voice and Data, speeds slow at
Responder Unlimited | 2GB $0.00 $0.00
Talk and Text
6GB 4G LTE Data
Feature for First Unlimited Voice and Data, speeds slow at
Responder Unlimited | 6GB 315.00 $12.60
Talk and Text
Unhimited talk, text, & 4G LTE data; Unlimited
domestic roaming; Optimized video
streaming at 480p; 11GB of 4G LTE
First Responder Smartphone Mabile Hotspot (Unlimited 3G
Unlimited for Phones after the bucket is used); Stateside $34.00 $28.56
International Unlimited Texting; Simple
Global; Mobile Without Borders; Gogo in-
flight 1 hour (unlimited flights); Not Subject
to the falr usage prioritization threshold
Unlimited talk, text, & 4G LTE data; Unlimited
domestic roaming; Optimized video
streaming at 480p ; 11GB of 4G LTE
First Responder Smartphone Mobile Hotspot (Unlimited 3G
Unlimited for Phones | after the bucket is used)DSL1; Stateside $46.00 $38.64
w/Device Subsidy 1.0 | International Unlimited Texting; Simple i i
level 1 Global; Mobile Without Borders (Ne cap);

Gogo in-flight 1 hour {unlimited flights); Not
Subject to the fair usage prioritization
threshold




Unlimited talk, text, & 4G LTE data; Unlimited
domestic reaming; Optimized video
streaming at 480p ; 11GB of 4G LTE

First Responder Smartphone Mobile Hotspot (Unlimited 3G
Unlimited for Phones | after the bucket is used)DSL2; Stateside $58.00 $48.72
w/Device Subsidy International Unlimited Texting; Simple ) ]
Level 2 Global; Mobile Without Borders (No cap);
Gogo in-flight 1 hour (unlimited flights); Not
Subject to the fair usage prioritization
threshold
Unlimited talk, text, & 4G LTE data; Unlimited
domestic roaming; Optimized video
streaming at 480p; 11GB of 4G LTE
First Responder Smartphone Mobile Hotspot {Unlimited 3G
Unlimited for Phones | after the bucket is used)DS13; Stateside $69.00 $57.96
w/Device Subsidy International Unlimited Texting; Simple 8 1
Level 3 Global, Mobile Without Borders (No cap);
Gogo in-flight 1 hour {unlimited flights); Not
Subject to the falr usage prioritization
threshold
First Responder
Unlimited for Phones | Unlimited 4G LTE Data feature with 11GB $0.00 $0.00
Data Feature w/11 GB | Hotspot " '
Hotspot
First Responder
Unlimited for Phones | Unlimited 4G LTE Data feature with 21GB
Data Feature w/21 GB | Hotspot $10.00 38.40
Hotspot
First Respander
Unlimited for Phones | Unlimited 4G LTE Data feature with 31GB
Data Feature w/31 GB | Hotspot 100 $12.60
Hotspot
First Respander
Unlimited for Phones | Unlimited 4G LTE Data feature with 41GB
Data Feature w/41 GB | Hotspot AL $21.00
Hotspot o
First Responder Data Plans
First Responder Unlimited 4G LTE Data for
Unlimited 4G LTE Hotspots/Routers/fModems; Not Subject to $40.00 $33.60
Mobile Internet the fair usage prioritization threshold
Jr'.ﬁrtn?,:dp:g{% For Singie-User Data Only Devices (Non-
Tethering) Tablets/iPads; Not Subject to the $28.50 $23.94

Mobile Intemet for
Tablets

fair usage prioritization threshold

__ RAoxee Signal Flan




Unlimted 3G data; Unlimited Text; Unlimited
domestic data roaming; International

Moxee Slgnal Rate
Plan - Government | roaming in Simpmle Global AL »12.60
coutnries(including Canada and Mexico
3 Project 10Million Plans
100 GB data per year Choice of P1OM Mabile
hotspot device or SiM card included and
Project 10Million TFB | discount for select WiFi devices. Education
100 GB Per Year grade Web Filtering. For eligible NSLP student $0.00 $0.00
Program Plan (NSLP} | household only. Subject to annual state
allotment and Education PM approvals. 5
year T-Mobile commitment.
100 GB data per month. Choice of P10M
Project 10Million Mobile hotspot device or SIM card included
TFB 100 GB Per and discount for select WIFi devices. For $12.00 $12.00
Month Program Plan | eligible NSLP student household only. Subject * h
{NSLP) to annual state allotment and Education PM
approvals. 5 year T-Mobile commitment.
Unlimited data per month. Choice of P10M
- Mobile hotspot device or SIM card included
u':;?:: itc:: :(:,T‘;:i::;’ and discount for select WiFi devices. For $15.00 $15.00
Plan (NSLP) eligible NSLP student household only. Subject
to annual state allotment and Education PM
approvals. 5 year T-Mobile commitment.
i CeiL A ILLA, UL 100 GB data per month (Month-to-Month
100 GB Per Month r .
General Rate Term). Chnivfe of P10M Mobile hotspot device $12.00 $12.00
or SIM card included and discount for select
Plan (NSLP & Non- WiFi devices
NSLP) )
Project 10Million Unlimited data per month (2 year
General Unlimited commitment}. Choice of PA0OM Mobile $15.00 $15.00
Plans (NSLP & Non- | hotspot device or SIM card included and -
NSLP) discount for select WiFi devices.
Project 10Million Unlimited data per month {1 year
General Unlimited commitment).Choice of P1OM Mobile $20.00 $20.00
Plan (NSLP & Non- hotspot device or SIM card included and . .
NSLP) discount for select WiFi devices.
Project 10Million Unlimited data per month (Month-to-Month
General Unlimited Term). Choice of P10M Mobile hotspot device $25.00 $25.00
Plan (NSLP & Non- or SIM card included and discount for select . i
NSLP) WiFi devices.

*Requirements for the Government Unlimited Rate Plan with Subsidy Allowance and First Responder
Government Rate Plan with Subsidy Allowance - Smartphones




1) For the Subsidy to be effective, Customer will activate a line of Service under its Master Account,
Each line of Service must be activated and maintained for at least 24 months from the date of activation
without any suspension or termination of any line of Service {the “Subsidy Term”});

2) Each line of Service must remain active, without suspension, for a $0-day period following the
activation (“Minimum Activations Period”);

3) Each line of Service must be activated in accordance with the terms of the Agreement;

4} Each line of Service which is activated under the Master Account can only qualify once for a device
subsidy during the Initial Term;

5) The subsidy cannot be combined with any other discounts, credits or promotional offers; and
6) Customer’s account with T-Mobile must be in good standing to recelve the subsidy.

Minimum Activation Period/Termination. If any line of Service that received a Subsidy or any other
future credit that T-Mobile may agree to provide to Customer is terminated prior to the end of the
Subsidy Term, then Customer agrees to pay or reimburse T-Mobile the pro rata portion of the Subsidy
that has been credited by T-Mobile to the Customer for each terminated line of Service {for purposes of
ilustration only, if Customer terminates the applicable line 12 months following activation, and if T-
Mobile has issued a subsidy of $150 for such line, then Customer will reimburse T-Mobile $75 (i.e. 50%
[12/24 months] X $150) for such terminated line). Customer may either (i) pay T-Mobile the aggregate
amount of issued subsidy for terminated lines of Service which are terminated before the end of the
Subsidy Term within 30 days of termination of the affected lines of Service; or (ii) T-Mobile may charge
Customer for the Activation Credits issued for each terminated lines of Service and Customer agrees to
pay T-Mobile for the Subsidy issued to Customer for the terminated lines within 30 days of issuance of

notice by T-Mobile.

* EmpowerED Program Plans are available to elementary, middle and high schools, and districts across
the U.S. Schools or districts. The eligibility criteria and EmpowerED Program offers are posted here:
https://www.t-mobile.com/business/education/empowered2.

Requirements to qualify for Subsidy allowance under EmpowerED Program:

— For the Device Discount/Subsidy to be effective, Customer must purchase a Device from T-iohiie
with an activated line of Service based on the EmpowerED rate plan listed under its Master Account.
Each line of Service must be activated and maintained for at least the Term without any suspension or
termination of any line of Service that received the Device Discount/Subsidy (the “Device

Discount/Subsidy Term”);

— Customer agrees that it cannot change or move the lines of Service with a Device Discount/Subsidy to
a rate plan with a different or lower Rate Plan during the Device Discount/Subsidy Term and if it does,
Customer will reimburse T-Mobile for a pro rata portion of the Device Discount/Subsidy received for
each month remaining in the Device Discount/Subsidy Term.

— Each line of Service and each Device purchased must be activated In accordance with the terms of the
Master Agreement;

— This Device Discount/Subsidy cannot be combined with any other discount or promo offers;



— Customer’s account must remain in good standing with T-Mobile to receive the Device
Discount/Subsidy; and

—Lines of Service that are terminated or suspended (without reactivation) within the Device
Discount/Subsidy Term will be subject to repayment of the Device Discount/Subsidy. Customer may
suspend lines during the summer months while Customer Is not in session; however, the terms for those
lines will be extended to qualify for the Device Discount/Subsidy Term, and the months while the lines
are suspended will not qualify to meet the Device Discount/Subsidy Term.

*First Responder plans {excluding Connecting Heroes) are restricted to qualifying state government,
local government and tribal government fire, police, and EMS agencies who verify eligibility. Minimum
qualification is meeting one of the following NAICS Codes [(i) Police Protection 922120, (il) Fire
Protection 922160, (iiij} Ambulance Services 621910 ). Final eligibility determinations are in T-Mobile’s
discretion.

¥Project 10Million

Limited time offer; subject to change. Available lines are limited. Intended for student mobile
connectivity. Must verify student Natlonal Schooi Lunch Program eligibility. 1 offer per household.
Confirm your program can accept free equipment and/or service. Roaming not available, Annual data
service ends at earlier of 100GB or 365 days; monthly data service ends at 100GB on $12 plan. Excessive
switching between data allotments may be limited. Monthly Regulatory Programs (RPF) & Telco
Recovery Fee (TRF) totaling $1.16 per data only line {$0.15 for RPF & $1.01 for TRF} apply for paid plans.
Video streams at up to 1.5Mbps. Optimization may affect speed of video downloads; does not apply to
video uploads. For best performance, leave any video streaming applications at their default automatic
resolution setting. Coverage not available in some areas. Network Management: Service may be slowed,
suspended, terminated, or restricted for misuse, abnormal use, interference with our network or ability
to provide quality service to other users, or significant roaming. During congestion the small fraction of
customers using >50GB/mo. may notice reduced speeds until next monthly cycle due to data
prioritization. See T-Mobile.com/Openinternet for details. See Terms and Conditions (including
arbitration provision) at www.T-Moblle.com for additional information.

**Connecting Heroes plans not efigible for any aggregate volume discount; $15 price does not include
applicable taxes, fees and surcharges. Video typically streams on smartphone/tablet at DVD quality
(480p). Coverage not available in some areas and may be impacted by emergencies; check your
response area. Monthly Regulatory Programs (RPF) & Teko Recovery Fee (TRF) totaling $3.18 per volce
line (50.60 for RPF & $2.58 for TRF) applies to $15 plan; taxes/fees approx. 0—-19% of bill. Unlimited talk
& text features for direct communications between 2 people; others (e.g., conference & chat lines, etc.)
may cost extra; additional costs posted here: https://www.t-mobile.com/support/account/out-of-pian-
phone-numbers. Unlimited high-speed data US anly. in Canada/Mexico, up to 5GB high-speed data then
unlimited at up to 128kbps. Additlonal international features available for purchase. Not available for
hotspots and some other data-first devices. On 50 plan, video streams at up to 1.5Mbps unless you add
Plus. Optimization may affect speed of video downloads; does not apply to video uploads. For best
perfarrmance, leave any video streaming applicatlons at thelr default automatic resolution

setting. Tethering: 1GB high-speed data (20GB with Plus) then unlimited on our network at max 3G
speeds. For the small fraction of customers using >50GB/mo., primary data usage must be on
smartphone or tablet. Network Management: Program/Service may be slowed, suspended, terminated,



or restricted for interference with our network or ability to provide quality service to other users or
abusive/excessive use. On-device usage Is prioritized over tethering usage, which may result in higher
speeds for data used on device. See T-Mobile.com/Openinternet for details. See Terms and Conditions
at www.T-Mobile.com for additional information.

**Connecting Heroes plans are restricted to qualifying state government, local government and tribal
government fire, police, and EMS agencies who verify eligibility. Final eligibility determinations are in T-
Mobile’s discretion. Meeting one of the following NAICS Codes is required, but is not the sole basis for
eligibility: Police Protection 922120 Fire Protection 922160, Ambulance Safety Services

621910. Additionally, qualifying in one of the following subcategories is required:

-Police, fire, or emergency medical services first responders

-Public safety or law enforcement command -Police, sheriff, fire, or emergency medical services
-Police or fire chiefs and their staff -Police or fire field command

-Police or fire dispatch -911 call centers

**Total Line Eligibility and Line Limits for Connecting Heroes. Customer may be subject to a limit on lines
using either, or a combination of both, the $0 and $15 rate plans {"Line Limit”), Line Limits are based on
number of personnel performing first responder functions as described herein (“Qualifying Headcount”).
By way of example only, Qualifying Headcount will include, but will not be limited to, firefighters, EMTs,
police officers, and dispatchers, but will not include, by way of example only, maintenance staff and
office staff. In its sole discretion, T-Mobile will review the Customer’s Line Limit based on Customer’s
Qualifying Headcount. T-Mobile may request documentation from Customer relating to its Qualifying
Headcount. T-Mobile may also re-verify Customer’s Qualifying Headcount on a regular basis during the
Term of the Addendum. Changes in Customer’s Qualifying Headcount may affect Customer’s total Line
Limit.

General Rate Plan Terms and Conditions: On all T-Mobile plans, for the small fraction of customers
using >50GB/mo., primary data usage must be on smartphone or tablet. Smartphone and tablet usage is
prioritized over Mobile Hotspot Service (tethering) usage, which may resuit in higher speeds for data
used on smartphones and tablets. Not all features available on 2!l devices. Unlimited talk & text
features for direct communications between 2 people. Not for extended international use; you must
reside in the U.S. and primary usage must occur on our network. Device must register on our network

before international use.

Tethering: Tethering at max 3G. Service may be terminated or restricted for excessive roaming.

Simple Global: Usage may be taxed in some countries. Calls from Simple Global countries over Wi-Fi are
$.20/min. {no charge for Wi-Fi calls to US, Mexico and Canada). Standard speeds approx. 128Kbps
without Plus; with Plus approx. 256 Kbps. See http://www.t-mobile.com/optional-services/roaming.html
for included countries and destinatlons. The list is subject to change at T-Mobile’s discretion.

Stateside Int’l Taik: Calls must originate on T-Mobile’s U.S. network or in Canada/Mexico. Rates and
included countries vary and may change. On-network and LS. roaming data allotments differ; includes
200 MB domestic reaming. Partial megabytes rounded up. Select companion smartphone and separate

fualifying service on each device required.



Simple Choice North America General Terms: Additional usage taxed in some countries. Charges apply
for calls to other countries. Call forwarding only to U.S. numbers. Partlal minutes/megabytes rounded
up. Full speeds available up to monthly allotment, inciuding tethering (Unlimited on-smartphone 4G LTE
data option includes 14 GB of tethering}; then, slowed to up to 2G speeds through bill cycle. Certain
uses, e.g.,, some speed test apps, may not count against high-speed data allotment or have speeds
reduced after allotment reached. U.S. roaming and on-network data allotments differ; see your selected
service for detalils.

Data Stash: Up to 20 GB of on-network data from past 12 months carries over to next billing cycle for as
long as you maintain qualifying service. Coverage not available In some areas; we are not responsible for
our partners’ networks.

Network Management: Service may be slowed, suspended, terminated, or restricted for misuse,
abnormal use, interference with our network or ability to provide quality service to other users, or
sighificant roaming. See T-Mobile.com/Openinternet for data management details.

Moxee Signal Rate Plan - Government

Moxee Signal rate plan is used by customers who have the Moxee Signal Personai Safety Wearable
device; Unlimited 3G data; Unlimited Text; Unlimited domestic data roaming; International reaming in
Simple Global countries {including Canada and Mexico; Not available in Arizona; Monitoring service
provided on behalf of Moxee by KonnectONE LLC; Requires a Moxee signal device purchased

through KonnectONE LLC. Customer’s use of the Moxee signal device and related monitoring services is
subject to acceptance of the Terms of Service for Moxee Signal (“Moxee Terms”); Customer is
responsible for agreeing to the Moxee Terms In the manner required by KONNECTONE, LLC.

Geotab: Customer’s use of the MyGeotab Application is subject to acceptance of the Geotab End User
Agreement Terms and Conditions presented to Customer upon first log-in to the MyGeotab Application
(“Geotab Terms”). Customer may log-in to the MyGeotab Application at http://my.geotab.com.



DocusSign Envelope ID: E92D1867-A322-4808-AD40-566E50455EE5

Contract #: MA176-1

STATE OF UTAH COOPERATIVE CONTRACT

1. CONTRACTING PARTIES: This contract is between the Utah Division of Purchasing and the following Contractor:

T-Mobile USA, Inc. B
Name

12920 SE 38th Street
Street Address

Bellevue WA 98006-1350
City State Zip
Vendor # 94253A Commodity Code #: 72551, 91579 Legal Status of Contractor: For-Profit Corporation
Contact Name: David Bezzant Phone Number: +1 602-512-5006 Email: David Bezzant@T-Mobile.com
CONTRACT PORTFOLIO NAME: NASPO ValuePoint Wireless Data, Veice, and Accessories.
GENERAL PURPOSE OF CONTRACT: Wireless Data. Voice, and Accessories.

PROCUREMENT: This contract is emtered into as g result of the procurement process on FY 2019, Solicitation# CJ18012

CONTRACT PERIOD: Effective Date: Monday, July 01, 2019, Termination Date: Sunday. June 30. 2024 unless terminated early or
extended in accordance with the terms and conditions of this contract.

s W

Administrative Fee (if any): % on Comporate/Government onsible d dividual Responsible (IR

7. Promipt Peyment Discount Details (if any): 5 Year contract that may be extended an additional 5 years.

8. ATTACHMENT A: Master Terms and Conditions ATTACHMENT J: Award Category 3 Reporting Template
ATTACHMENT AA: Contractors Supplemental Terms and ATTACHMENT L: Network Technology Questionnaire
Conditions ATTACHMENT M: New Product Request Form
ATTACHMENT B: Scope of Work ATTACHMENT N: New Product Log
ATTACHMENT C: Cost Sheet ATTACHMENT 8: Security Disclosures
ATTACHMENT G: Plan Description ATTACHMENT V: Award Category Sheet
ATTACHMENT H: Award Category 1 Reporting Template ATTACHMENT W: Award Category Sheet
ATTACHMENT I: Award Category 2 Reporting Template
Any conflicts between Attachment A and the other Attachments will be resolved in favor of Attachment A,

9. DOCUMENTS INCORPORATED INTO THIS CONTRACT BY REFERENCE BUT NOT ATTACHED:
a. All other governmental laws, regulations, or actions applicable to the goods and/or services autherized by this contract.
b. Utah Procurement Code, Procurement Rules, and Contractor’s response to solicitation #CJ18012.

o

10. Each signatory below represents that he or she has the requisite authority to enter into this contract.

IN WITNESS WHEREQCF, the parties sign and cause this contract to be executed. Notwithstanding verbal or other representations by
the parties, the “Effective Date” of this Contract shall be the date provided within Section 5 above.

CONTRACTOR DIVISION OFF PURCHASING
DocuSEned bny:
Jumts Loy 7/17/2019 ’@5 Aug 16,2019
ConTactors. signature Date Director, Division of Purchasing Date
Reviewed and Approved as to Form:
James Kirby vice Presidin;.w*
Type or Print Name and Title ?GJ.%“% 7/17/2019

TERMODTTE USA, Inc. Legal Dept.
Internal Contract Tracking #: MA176-1 Solicitation #: CJ18012 Vendor #: 94253A
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HASPOD
. YaluePoint

Attachment A:
NASPO ValuePoint Master Agreement Terms and Conditions

1. Master Agreement Order of Precedence

a. Any Order placed under this Master Agreement shall consist of the following documents:

(1) A Participating Entity’s Participating Addendum (“PA”);

(2) NASPO ValuePoint Master Agreement Terms & Conditions;

{3} A Purchase Order issued against the Master Agreement;

{4) The Specifications or Statement of Work;

(5) The Solicitation or, if separately executed after award, the Lead State’s bilateral agreement
that integrates applicable provisions;

{6} Contractor's response to the Solicitation, as revised (if permitted) and accepted by the Lead
State, including Contractor’s Special Terms and Conditions, attached as Attachment AA,

b. These documents shall be read to be consistent and complementary. Any conflict among
these documents shall be resolved by giving priority to these documents in the order listed
above. Contractor terms and conditions that apply to this Master Agreement are only those
that are expressly accepted by the Lead State and must be in writing and attached to this
Master Agreement as an Exhibit or Attachment.

2. Definitions

Acceptance is defined by the applicable commercial code, except Acceptance shall not occur
before the completion of delivery in accordance with the Order, installation if required, and a
reasonable time for inspection of the Product.

Contractor means the person or entlity delivering Products or performing Services under the
terms and conditions set forth in this Master Agreement.

Embedded Software means one or more software applications which permanently reside on a
computing device.

Intellectual Property means any and all patents, copyrights, service marks, trademarks, trade
secrets, trade names, patentable inventions, or other similar proprietary rights, in tangible or
intangible form, and all rights, title, and interest therein.
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Lead State means the State centrally administering any resulting Master Agreement(s).

Master Agreement means the underlying agreement executed by and between the Lead State,
acting on behalf of the NASPO ValuePoint program, and the Contractor, as now or hereafter

amended.

NASPO ValuePoint is the cooperative contracting arm of the National Association of State
Procurement Officials (NASPO) a non-prefit organization formed in 1947 to promote public
procurement throughout the country. NASPO ValuePoint facilitates administration of the
NASPO cooperative group contracting consortium of state chief procurement officials for the
benefit of state departments, institutions, agencies, and political subdivisions and other eligible
entities (i.e., colleges, school districts, counties, cities, some nonprofit organizations, etc.) for all
states, the District of Columbia, and territories of the United States. NASPO ValuePoint is
identified in the Master Agreement as the recipient of reports and the NASPO ValuePoint
administrative fee; and may perform contract administration functions relating to collecting
and receiving reports and fees, 2s well as other contract administration functions as assighed by

the Lead State.

Order or Purchase Order means any purchase order, sales order, contract or other document
used by a Purchasing Entity to order the Services and/or Products.

Participating Addendum means a bilateral agreement executed by a Contractor and a
Participating Entity incorporating this Master Agreement and any other additional Participating
Entity specific language or other requirements, e.g. ordering procedures specific to the
Participating Entity, entity-specific terms and conditions, etc.

Participating Entity means a state, or other legal entity, properly authorized to enter into a
Participating Addendum,

Participating State means a state, the District of Columbia, or one of the territories of the
United States that is listed in the Request for Proposal as intending to participate. Upon
execution of the Participating Addendum, a Participating State becomes a Participating Entity;
however, a Participating State listed in the Request for Proposal is not required to participate
through execution of a Participating Addendum.

Products means any equipment, software {including Embedded Software), documentation, or
other deliverable supplied or created by the Contractor pursuant to this Master Agreement.

Purchasing Entity means a state (as well as the District of Columbia and U.S. territories), city,
county, district, other political subdivision of a State, and a nonprofit organization under the
laws of some states authorized to place an Order under the terms of this Master Agreement,
that issues a Purchase Order against this Master Agreement.
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Services mean wireless service plans and related installation and maintenance services or other
solutions.

NASPO ValuePoint Program Provisions

3. Term of the Master Agreement

a. The initial term of this Master Agreement is for Five (5) years. This Master Agreement may be
extended beyond the original contract period for up to Five (5) additional years at the Lead
State’s discretion and by mutual agreement and upon review of requirements of Participating
Entities, current market conditions, and Contractor performance.

b. The Master Agreement may be extended for a reasonable period of time in adherence to the
Lead State’s Procurement Code, if in the judgment of the Lead State a follow-on, competitive
procurement will be unavoidably delayed (despite good faith efforts) beyond the planned date
of execution of the follow-on master agreement. This subsection shall not be deemed to limit
the authority of a Lead State under its state law otherwise to negotiate contract extensions.

4. Amendments

The terms of this Master Agreement shall not be waived, altered, modified, suppiemented or
amended in any manner whatsoever without prior written agreement of the Lead State and
Contractor.

5. Participants and Scope

a. Contractor may not deliver Products and perform Services under this Master Agreement until
2 Participating Addendum acceptable to the Participating Entity and Contractor is executed:
uniess another method of ordering is authorized by NASPO ValuePoint. The NASPO ValuePoint
Master Agreement Terms and Conditions are applicable to any Order by a Purchasing Entity,
except to the extent altered, modified, supplemented or amended by a Participating
Addendum or Purchase Order. By way of illustration and not limitation, this authority may
apply to unique delivery and invoicing requirements, confidentiality requirements, defaults on
Orders, governing law and venue relating to Orders by a Participating Entity, indemnification,
and insurance requirements. Statutory or constitutional requirements relating to availability of
funds may require specific language in some Participating Addenda in order to comply with
applicable law. The expectation Is that these alterations, modifications, supplements, or
amendments will be addressed in the Participating Addendum or, with the consent of the
Purchasing Entity and Contractor, may be included in the ordering document {e.g. purchase
order or contract) used by a Purchasing Entity to place the Order.

b. Use of specific NASPO ValuePoint cooperative Master Agreements by state agencies, political

subdivisions and other Participating Entities (including cooperatives) authorized by individual
state’s statutes to use state contracts are subject to the approval of the respective State Chief

3
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Procurement Official. Issues of interpretation and eligibility for participation are solely within
the authority of the respective State Chief Procurement Official.

c. Obligations under this Master Agreement are limited to those Participating Entities who have
signed a Participating Addendum and Purchasing Entities within the scope of those Participating
Addenda. States or other entities permitted to participate may use an informal competitive
process to determine which Master Agreements to participate in through execution of a
Participating Addendum. Financial abligations of Participating Entities who are states are
limited to the orders placed by the departments or other state agencies and institutions having
available funds. Participating Entities who are states incur no financial obligations on behalf of
other Purchasing Entities. Contractor shali email a fully executed PDF copy of each Participating
Addendum to PA@naspovaluepoint.org to support documentation of participation and posting

in appropriate data bases.

d. NASPO Cooperative Purchasing Organization LLC, doing business as NASPO ValuePoint, is not
a party to the Master Agreement. It is a nonprofit cooperative purchasing organization
assisting states in administering the NASPO cooperative purchasing program for state
government departments, institutions, agencies and politicai subdivisions (e.g., colieges, school
districts, counties, cities, etc.} for all 50 states, the District of Columbia and the territories of the

United States.

e. Participating Addenda shall not be construed to amend the following provisions in this
Master Agreement between the Lead State and Contractor that prescribe NASPO ValuePoint
Program requirements: Term of the Master Agreement; Amandments; Participants and Scope;
Administrative Fee; NASPO ValuePoint Summary and Detailed Usage Reports; NASPO
ValuePoint Cooperative Program Marketing and Performance Review; Right to Publish; Price
and Rate Guarantee Pericd; and Individual Customers. Any such language shall be void and of

no effect.

f. Participating Entities who are not states may under some circumstances sign their own
Participating Addendum, subject to the consent to participation by the Chief Procurement
Official of the state where the Participating Entity is located. Coordinate requests for such
participation through NASPQ ValuePoint. Any permission to participate through execution of a
Participating Addendum or placement of a Purchase Order is not a determination that
procurement authority exists in the Participating Entity; each entity must ensure that they have
the requisite procurement authority to execute a Participating Addendum or place an order

under the Master Agreement.

g. Resale. “Resale” means any payment in exchange for transfer of tangible goods, software, or
assignment of the right to services. Subject to any specific conditions inciuded in the solicitation
or Contractor’s proposal as accepted by the Lead State, or as explicitly permitted in a
Participating Addendum, Purchasing Entities may not resell Products and Services {the
definition of which includes services that are deliverables). Absent any such condition or
explicit permission, this limitation does not prohibit: transfer between public agencies;

4
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payments by employees of a Purchasing Entity for Products or Services; sales of Products to the
general public as surplus property; and fees associated with inventory transactions with other
govemmental or nonprofit entities and consistent with a Purchasing Entity’s laws and
regulations. Any sale or transfer permitted by this subsection must be consistent with license
rights granted for use of intellectual property.

6. Administrative Fees

a. The Contractor shall pay to NASPO ValuePoint, or its assignee, a NASPO ValuePoint
Administrative Fee of 0.25% on Corporate/Government Responsible (CRU) accounts and 0.10%
on all Individual Responsible {IRU) accounts no later than sixty (60) days following the end of
each calendar quarter. The NASPO ValuePoint Administrative Fee shall be submitted quarterly
and is based on all sales of Products and Services for both Corporate/Government Responsible
(CRU}) and Individual Response (IRU) accounts under the Master Agreement (less any charges
for taxes or shipping). The NASPO ValuePoint Administrative Fee is not negotiable. This fee is to
be included as part of the pricing submitted with proposal.

b. Additionally, some states may require an additional fee be paid directly to the state only on
purchases made by Purchasing Entities within that state. For all such requests, the fee level,
payment method and schedule for such reports and payments will be incorporated into the
Participating Addendum that is made a part of the Master Agreement. The Contractor may
adjust the Master Agreement pricing accordingly for purchases made by Purchasing Entities
within the jurisdiction of the state. All such agreements shall not affect the NASPO ValuePoint
Administrative Fee percentage or the prices paid by the Purchasing Entities outside the
jurisdiction of the state requesting the additional fee. The NASPO ValuePoint Administrative
Fee in subsection 6a shall be based on the gross amount of all sales {less any charges for taxes
or shipping) at the adjusted prices (if any} in Participating Addenda.

7. NASPO ValuePoint Summary and Detailed Usage Reports

[n addition to other reports that may be required by this solicitation, the Contractor shalt
provide the following NASPO ValuePoint reports.

a. Summary Sales Data. The Contractor shall submit quarterly sales reports directly to NASPO
ValuePoint using the NASPO ValuePoint Quarterly Sales/Administrative Fee Reporting Tool
found at http://calculator.naspovaluepoint.org. Any/all sales made under this Master
Agreement shall be reported as cumulative totals by state for Government Responsible
accounts. A separate report shall be submitted and reported as cumulative totals by state for
Individual Responsible {(IRU) accounts. Even if Contractor experiences zero sales during a
calendar quarter, a report is still required. Reports shall be due no later than forty-five {(45) days
following the end of the calendar quarter (as specified in the reporting tool).

b. Detailed Sales Data. Contractor shall also report detailed sales data using the format

provided in Attachments H, |, J and K. Reports are due on a quarterly basls and must be
received by the Lead State and NASPO ValuePoint no later than forty-five {45) days after the

5
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end of the reporting period. Reports shalil be delivered to the Lead State and to NASPO
ValuePoint electronically through a designated portal, email, CD-ROM, flash drive or other
method as determined by the Lead State and NASPO ValuePoint. Detailed sales data reports
shall include sales information for all sales under this Master Agreement.

c. Reportable sales for the summary sales data report and detaiied sales data report includes
sales to employees for personal use where authorized by the solicitation and the Participating
Addendum. Report data for empioyees should be limited to ONLY the state and entity they are
participating under the authority of (state and agency, city, county, schoo! district, etc.} and the
amount of sales. No personal identification numbers, e.g. names, addresses, social security
numbers or any other numerical identifier, may be submitted with any report.

d. Contractor shall provide NASPO ValuePoint with an executive summary each quarter that
includes, at a minimum, a list of states with an active Participating Addendum, states that
Contractor is in negotiations with and any Participating Addendum roll out or implementation
activities and issues. NASPO ValuePoint and Contractor will determine the format and content
of the executive summary. The executive summary is due forty-five (45) days after the
conciusion of each calendar quarter.

e. Timely submission of these reports is 2 material requirement of the Master Agreement. The
recipient of the reports shall have exclusive ownership of the media containing the

reports. The Lead State and NASPO ValuePoint shall have a perpetual, irrevocable, non-
exclusive, royalty free, transferable right to display, modify, copy, and otherwise use reports,
data and information provided under this section.

8. NASPO ValuePoint Cooperative Program Marketing, Training, and Performance
Review

a. Contractor agrees to work cooperatively with NASPO ValuePoint personnel. Contractor
agrees to present plans to NASFO ValuePoint for the education of Contractor’s contract
administrator(s) and sales/marketing workforce regarding the Master Agreement contract,
including the competitive nature of NASPO ValuePoint procurements, the Master Agreement
and participating addendum process, and the manner in which qualifying entities can

participate in the Master Agreement.

b. Contractor agrees, as Participating Addendums become executed, if requested by
ValuePoint personnel, to provide plans to launch the program within the participating state.
Plans will include time frames to launch the agreement and confirmation that the Contractor’s
website has been updated to properly reflect the contract offer as available in the participating

state.

¢. Contractor agrees, absent anything to the contrary outlined In a Participating Addendum, to
consider customer propased terms and conditions, as deemed important to the customer, for
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possible inclusion into the customer agreement. Contractor will ensure that their sales force is
aware of this contracting option.

d. Contractor agrees to participate in an annual contract performance review at a location
selected by the Lead State and NASPO ValuePoint, which may include a discussion of marketing
action plans, target strategies, marketing materials, as well as Contractor reporting and
timeliness of payment of administration fees.

e. Contractor acknowledges that the NASPO ValuePoint logos may not be used by Contractor in
sales and marketing until a logo use agreement is executed with NASPO ValuePoint.

f. The Lead State expects to evaluate the utilization of the Master Agreement at the annual
performance review. Lead State may, in its discretion, cancel the Master Agreement pursuant
to section 27, or not exercise an option to renew, when Contractor utilization does not warrant
further administration of the Master Agreement. The Lead State may exercise its right to not
renew the Master Agreement if vendor fails to record or report revenue for three consecutive
quarters, upon 60-calendar day written notice to the Contractor. Cancellation based on nonuse
or under-utilization will not occur sooner than one year after award (or execution if later) of the
Master Agreement. This subsection does not limit the discretionary right of elther the Lead
State or Contractor 1o cancel the Master Agreement pursuant to section 27 or to terminate for
default pursuant to section 29.

g. Contractor agrees to notify the Lead State and NASPO ValuePoint of any contractual most-
favored-customer provisions in any public sector contracts or Cooperative Purchasing
Agreements that will adversely affect the promotion of this Master Agreement or whose terms
specifically provide for material adjustments to future rates or pricing based on rates, pricing in,
or Orders from this Master Agreement. Upon request of the Lead State or NASPO ValuePoint,
Contractor shall provide a copy of any such provisions, subject to any applicable confidentiality
obligations.

9. Right to Publish

Throughout the duration of this Master Agreement, Contractor must secure from the Lead State
prior approval for the release of information that pertains to the potential work or activities
covered by the Master Agreement. This limitation does not preclude publication about the award
of the Master Agreement or marketing activities consistent with any proposed and accepted
marketing plan. The Contractor shall not make any representations of NASPO ValuePoint’s
opinion or position as to the quality or effectiveness of the Services that are the subject of this
Master Agreement without prior written consent. Failure to adhere to this requirement may
result in termination of the Master Agreement for cause.

10. Price and Rate Guarantee Period

All prices and rates must be guaranteed for the initial term of the Master Agreement. Following
the initial Master Agreement period, any request for price or rate adjustment must be for an

7
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equal guarantee period, and must be made at least (90 Days) days prior to the effective date.
Requests for price or rate adjustment must include sufficient documentation supporting the
request. Any adjustment or amendment to the Master Agreement shall not be effective unless
approved by the Lead State. No retroactive adjustments to prices or rates will be allowed.

11. Individus! Customers

Except to the extent modified by a Participating Addendum or Purchase Order, each Purchasing
Entity shall follow the terms and conditions of the Master Agreement and applicable
Participating Addendum and will have the same rights and responsibilities for their purchases
as the Lead State has in the Master Agreement, inciuding but not limited to, any indemnity or
right to recover any costs as such right is defined in the Master Agreement and applicable
Participating Addendum for their purchases. Each Purchasing Entity will be responsible for its
own charges, fees, and liabliities. The Contractor will apply the charges and invoice each

Purchasing Entity individually.

Administration of Orders

12. Ordering

8. Master Agreement order and purchase order numbers shall be clearly shown on all
acknowledgments, shipping labels, packing slips, invoices, and on all correspondence.

b. Purchasing Entities may define entity or project-specific requirements and informally
compete the requirement among companies having a Master Agreement on an “as needed”
basis. This procedure may also be used when requirements are aggregated or other firm
commitments may be made to achieve reductions in pricing. This procedure may be modified
in Participating Addenda and adapted to the Purchasing Entity’s rules and policies. The
Purchasing Entity may in its sole discretion determine which Master Agreement Contractors
should be sollcited for a quote. The Purchasing Entity may select the quote that it considers
most advantageous, cost and other factors considered.

c. Each Purchasing Entity will identify and utilize its own appropriate purchasing procedure and
documentation. Contractor is expected to become familiar with the Purchasing Entities’ rules,
policies, and procedures regarding the ordering of Products and/or Services contemplated by

this Master Agreement.

d. Contractor shall not begin work without a valid Purchase Order or other appropriate
commitment document under the law of the Purchasing Entity.

e. Orders may be placed consistent with the terms of this Master Agreement during the term of
the Master Agreement.

f. All Orders pursuant to this Master Agreement, at a minimum, shall include:
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(1) The Services or supplies being delivered;

(2) The place and requested time of delivery;

(3) A biiling address;

(4) The name, phone number, and address of the Purchasing Entity representative;

(5) The price per hour or other pricing elements consistent with this Master Agreement
and the contractor’s proposal;

(6) A ceiling amount of the order for Services being ordered; and

{7) The Master Agreement identifier.

g. All communications concerning administration of Orders placed shall be furnished solely to
the authorized purchasing agent within the Purchasing Entity’s purchasing office, or to such
other individual identified in writing in the Order.

h. Orders must be placed pursuant to this Master Agreement prior to the termination date
thereof, but may have a delivery date or performance period up to 120 days past the then-
current termination date of this Master Agreement. Contractor is reminded that financial
obiigations of Purchasing Entities payable after the current applicable fiscal year are contingent
upon agency funds for that purpose being appropriated, budgeted, and otherwise made
available.

i. Notwithstanding the expiration, cancellation or termination of this Master Agreement,
Contractor agrees to perform in accordance with the terms of any Orders then outstanding at
the time of such expiration or termination. Contractor shall not honor any Orders placed after
the expiration, canceliation or termination of this Master Agreement, or otherwise inconsistent
with its terms. Orders from any separate indefinite quantity, task orders, or other form of
indefinite delivery order arrangement priced against this Master Agreement may not be placed
after the expliration or termination of this Master Agreement, notwithstanding the term of any
such indefinite delivery order agreement.

13, Shipping and Delivery

a. The prices are the delivered price to any Purchasing Entity. All deliveries shall be F.0.B.
destination, freight pre-paid, with all transportation and handling charges pald by the
Contractor. Responsibility and liability for loss or damage shall remain the Contractor’s until
final inspection and acceptance when responsibility shall pass to the Purchasing Entity except as
to latent defects, fraud and Contractor’s warranty obligations. The minimum shipment
amount, if any, will be found in the special terms and conditions. Any order for less than the
specified amount is to be shipped with the freight prepaid and added as a separate item on the
invoice. Any portion of an Order to be shipped without transportation charges that is back
ordered shall be shipped without charge.

b. All deliveries will be “Inside Deliveries” as designated by a representative of the Purchasing
Entity placing the Order. Inside Delivery refers to a delivery to other than a loading dock, front
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lobby, or reception area. Specific delivery instructions will be noted on the order form or
Purchase Order. Any damage to the building interior, scratched walls, damage to the freight
elevator, etc., will be the responsibility of the Contractor. If damage does occur, itis the
responsibility of the Contractor to immediately notify the Purchasing Entity placing the Order.

¢. All products must be deiivered in the manufacturer’s standard paciage. Costs shall include all
packing and/or crating charges. Cases shall be of durable construction, good condition, properly
labeled and suitable in every respect for storage and handling of contents. Each shipping carton
shall be marked with the commaodity, brand, quantity, item code number and the Purchasing

Entity’s Purchase Order number.

14. Laws and Regulations

Any and all Services offered and furnished shall comply fully with all applicable Federal and
State laws and regulations.

15. Inspection and Acceptance

a. Where the Master Agreement or an Order does not otherwise specify a process for
inspection and Acceptance, this section governs. This section is not intended to [imit rights and

remedies under the applicable commercial code.

b. All Produicts are subject to inspection at reasonable times and places before Acceptance.
Products that do not meet specifications may be rejected. Failure to reject upon receipt,
however, does not relieve the contractor of liability for material (nonconformity that
substantial impairs value) latent or hidden defects subsequently reveaied when goods are put
to use. Acceptance of such goods may be revoked in accerdance with the provisions of the
applicable commercial code, and the Contractor is liable for any resulting expense incurred by
the Purchasing Entity related to the preparation and shipping of Product rejected and returned,

or for which Acceptance is revoked.

c. If any Services do not conform te ¢ontract requirements, the Purchasing Entity may require
the Contractor to perform the Services again in conformity with contract requirements, at ne
increase in Order amount. When defects cannot be corrected by re-performance, the
Purchasing Entity may require the Contractor to take necessary action to ensure that future
performance conforms to contract requirements; and reduce the contract price to reflect the
reduced value of Services performed with agreement by Contractor.

d. The warranty period shall begin upon Acceptance.

e. Acceptance Testing may be explicitly set out in a Master Agreement to ensure conformance
to an explicit standard of performance. Acceptance Testing means the process set forth in the
Master Agreement for ascertaining that the Product or Service meets the standard of
performance prior to Acceptance by the Purchasing Entity. If Acceptance Testing is prescribed,
this subsection applies to applicable Products or Services purchased under this Master

10
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Agreement, including any additional, replacement, or substitute Product(s) or Service(s) and
any Product(s) or Service(s) which are modified by or with the written approval of Contractor
after Acceptance by the Purchasing Entity. The Acceptance Testing period shall be thirty (30)
calendar days or other time period identified in this Master Agreement or the Participating
Addendum, starting from the day after the Product or Service is delivered or, if installed, the
day after the Product or Service is installed and Contractor certifies that the Product or Service
is ready for Acceptance Testing. If the Product or Service does not meet the standard of
performance during the initial period of Acceptance Testing, Purchasing Entity may, at its
discretion, continue Acceptance Testing on a day-to-day basis until the standard of
performance is met. Upon rejection, the Contractor will have thirty (30) calendar days to cure
the standard of performance issue(s), unless another time frame is agreed upon by the
Purchasing Entity and Contractor in writing. If after the cure period, the Product or Service still
has not met the standard of performance, the Purchasing Entity may, at its option: (a) declare
Contractor to be in breach and terminate the Order; (b) demand replacement Product or
Service from Contractor at no additional cost to Purchasing Entity; or, (c) continue the cure
period for an additional time period agreed upon by the Purchasing Entity and the Contractor.
Contractor shall pay all costs related to the preparation and shipping of Product or Service
returned pursuant to the section. No Product or Service shall be deemed Accepted and no
charges shall be paid until the standard of performance is met. The warranty period shall begin
upon Acceptance.

16. Payment

Payment after Acceptance is normaily made within 30 days following the date the entire order
is delivered or the date a correct invoice is received, whichever is later. After 45 days the
Contractor may assess overdue account charges up to 8 maximum rate of one percent per
month on the outstanding balance, uniess a different late payment amount is specified in a
Participating Addendum, Order, or otherwise prescribed by applicable law. Payments will be
remitted by mail. Payments may be made via a State or political subdivision “Purchasing Card”
with no additional charge.

17. Warranty

The Contractor warrants that the Product shall be delivered new and in original manufacturer’s
packaging. Because the Contractor is not the manufacturer of the Product, it provides the
Product “as-is” and agrees to pass through the standard device manufacturer warranty
{generally, 12 months) to the Purchasing Entity. The rights and remedies of the parties under
this warranty are in addition to any other rights and remedies of the parties provided by iaw or
equity.

18. Title of Product

Upon Acceptance by the Purchasing Entity, Contractor shall convey to Purchasing Entity title to
the Product free and clear of all liens, encumbrances, or other security interests. Transfer of
title to the Product shall include an irrevocable and perpetual license to use any Embedded
Software in the Product. If Purchasing Entity subsequently transfers title of the Product to

11
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another entity, Purchasing Entity shall have the right to transfer the license to use the
Embedded Software with the transfer of Product titie, subject to any license provisions or
acceptable use policies related to any Embedded Software. A subsequent transfer of this
software license shall be at no additional cost or charge to either Purchasing Entity or

Purchasing Entity’s transferee.
19. License of Pre-Existing Intellectual Property

Contractor grants to the Purchasing Entity a non-exclusive, fully paid, royalty free, perpetual
license to use the Product to achieve the purposes of the Master Agreement.

General Provisions

20. Insurance

a. Unless otherwise agreed in a Participating Addendum, Contractor shall, during the term of
this Master Agreement, maintain in full force and effect, the insurance described in this section.
Contractor shall acquire such insurance from an insurance carrier or carriers licensed to
conduct business in each Participating Entity’s state and having a rating of A-, Class VIl or
better, in the most recently published edition of A.M. Best’s Insurance Reports. Failure to buy
and maintain the required insurance may result in this Master Agreement’s termination or, at a
Participating Entity’s option, result in termination of its Participating Addendum.

b. Coverage shall be written on an occurrence basis. The minimum acceptable limits shall be as
indicated below:

(1) Commercial General Liability covering premises operations, independent
contractors, products and completed operations, blanket contractual liability, personal
injury (including death), advertising liability, and property damage, with a limit of not
less than $1 million per occurrence/$2 million general aggregate;

{2) Contractor must comply with any applicable State Workers Compensation and
Employers Liability tnsurance requirements.

c. Contractor shail pay premiums on all insurance policies. Contractor shall provide notice to a
Participating Entity who is a state within five {5) business days after Contractor is first aware of
expiration, cancellation or nonrenewal of such policy or is first aware that canceliation Is
threatened or expiration, nonrenewal or expiration otherwise may occur.

d. Prior to commencement of performance, Contractor shall provide to the Lead State a written
endorsement to the Contractor’s general liability insurance policy or other documentary
evidence acceptable to the Lead State that (1) names the Participating States identified In the
Request for Proposal as additional insureds, (2) provides that written notice of cancellatlon
shall be delivered in accordance with the policy provisions, and (3) provides that the
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Contractor’s liability insurance policy shall be primary, with any liability insurance of any
Participating State as secondary and noncontributory. Unless otherwise agreed in any
Participating Addendum, other state Participating Entities’ rights and Contractor’s obligations
are the same as those specified in the first sentence of this subsection except the endorsement
is provided to the applicable state.

e. Contractor shall furnish to the Lead State copies of certificates of all required insurance in a
form sufficient to show required coverage within thirty (30) calendar days of the execution of
this Master Agreement and prior to performing any work. Copies of renewal certificates of all
required insurance shall be furnished within thirty (30) days after any renewal date to the
applicable state Participating Entity. Failure to provide evidence of coverage may, at the sole
option of the Lead State, or any Participating Entity, result in this Master Agreement’s
termination or the termination of any Participating Addendum, respectively.

f. Coverage and limits shall not limit Contractor’s liability and obligations under this Master
Agreement, any Participating Addendum, or any Purchase Order.

21. Recards Administration and Audit

a. The Contractor shall maintain books, records, documents, and other evidence pertaining to
this Master Agreement and Orders placed by Purchasing Entities under it to the extent and in
such detail as shall adequately reflect performance and administration of payments and fees.
Contractor shall permit the Lead State, a Participating Entity, a Purchasing Entity, the federal
government (including its grant awarding entities and the U.S. Comptroller General), and any
other duly authorized agent of a governmental agency, to audit, inspect, examine, copy and/or
transcribe Contractor's books, documents, papers and records directly pertinent to this Master
Agreement or orders placed by a Purchasing Entity under it for the purpose of making audits,
examinations, excerpts, and transcriptions. This right shall survive for a period of five (5) years
following termination of this Agreement or final payment for any order placed by a Purchasing
Entity against this Agreement, whichever is [ater, or such longer period as is required by the
Purchasing Entity’s state statutes, to assure compliance with the terms hereof or to evaluate
performance hereunder,

b. Without limiting any other remedy available to any governmental entity, the Contractor shall
reimburse the Lead State, or Purchasing Entity for any overpayments inconsistent with the
terms of the Master Agreement or Orders or the Purchasing Entity or NASPO ValuePoint for
underpayment of Contractor's Administrative Fees.

c. The rights and obligations herein exist in addition to any quality assurance obligation in the
Master Agreement requiring the Contractor to self-audit contract obligations and that permits
the Lead State to review compliance with those obligations. Contractor agrees to keep and
maintain fuli, true, and complete billing records, books, and documents as practicable to
disclose to the Lead State or their authorized representatives, upon audits, sufficient
information to reasonably determine compliance with this Master Agreement and all state
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regulations and statutes. Except where an audit s mandated through legislative or executive
action or direction, Lead State shall not perform such audits more than one time per calendar
year (including reasonable follow-up). For any audit performed, the Lead State will provide
reasonable notice (at least 10 business days) in advance of its review of directly related billing
records, books, and documents to Contractor’s obligations under this Master Agreement.
These audit records are subject to confidentiality obligations by the Lead State or any third-
party agent performing this audit cn behalif of the Lead State. Any third-party auditor audit
shall be subject to prior approval by Contractor (which shall not be unreasonably withheld), and
the third-party auditor may be required at Contractor's sole discretion to execute the
Contractor's standard non-disclosure agreement prior to examining, inspecting, copying or
auditing Contractor's records. Such non-disclosure agreement shall not prohibit disclosure to
the Lead State or discussion between the third-party auditor and the Lead State for the

purposes of performing an audit.
22, Confidentiality, Non-Disclosure, and Injunctive Relief

a. Confidentiality. The parties acknowledge that they and their employees or agents may, in the
course of performing under this Master Agreement, be exposed to or acquire information that
is confidential or proprietary to the other party. Any and all information of any form that is
marked as confidential or proprietary or would by its nature be deemed confidential or
proprietary, including, but not limited to, (1) business records, (2} personnet records, and (3}
personally identifying information, shall be considered confidential or proprietary information.
Any reports or other documents or items (including software) that result from the use of the
confidential or proprietary information by a party shall be treated in the same manner as the
confidential or proprietary information. Confldential or proprietary information does not
include information that (1) is or becomes publicly known; (2) is rightfully in a party’s
possession without the obligation of nondisclosure prior to the time of its disclosure under this
Master Agreement; or (3} is disciosed with the written consent of the other party. Pursuant to
relevant public records law, information or documents the Lead State or Purchasing Entity
receives from Contractor may be open ta public inspection and copying. The Lead State or
Purchasing Entity may have the duty to disclose unless a particular record falls within an
exemption. Contractor may label specific documents or verbally indicate in presentations or
meetings, including specific portions thereof, as a “confidential” or “proprietary” in accordance

with relevant public records law.

b. Non-Disclosure. Contractor shall hold Confidential Information in confidence, using at least
the industry standard of confidentiality, and shall not copy, reproduce, sell, assign, license,
market, transfer or otherwise dispose of, give, or disclose Confidential Information to third
parties or use Confidential Information for any purposes whatsoever other than what is
necessary to the performance of Orders placed under this Master Agreement. Contractor shall
advise each of its employees and agents of their obligations to keep Confidential Information
confidentiai. Contractor shall use commercially reasonable efforts to assist Purchasing Entity in
identifying and preventing any unauthorized use or disclosure of any Confidential information.
Without limiting the generality of the foregoing, Contractor shall advise Purchasing Entity,
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applicable Participating Entity, and the Lead State immediately if Contractor leams or has
reason to believe that any person who has had access to Confidential information has violated
or intends to violate the terms of this Master Agreement, and Contractor shall at its expense
cooperate with Purchasing Entity in seeking injunctive or other equitable relief in the name of
Purchasing Entity or Contractor against any such person. Except as directed by Purchasing
entity, Contractor will not at any time during or after the term of this Master Agreement
disclose, directly or indirectly, any Confidential Information to any person, except in accordance
with this Master Agreement, and that upon termination of this Master Agreement or at
Purchasing Entity’s request, Contractor shail turn over to Purchasing Entity all documents,
papers, and other matter in Contractor's possession that embody Confidential Information.
Notwithstanding the foregoing, Contractor may keep one copy of such Confidential Information
necessary for quality assurance, audits and evidence of the performance of this Master
Agreement.

¢. injunctive Relief. Contractor acknowledges that breach of this section, including disclosure of
any Confidential information, will cause irreparable injury to Purchasing Entity that is
inadequately compensable in damages. Accordingly, Purchasing Entity may seek and obtain
injunctive relief against the breach or threatened breach of the foregoing undertakings, in
addition to any other legal remedies that may be available. Contractor acknowledges and
agrees that the covenants contained herein are necessary for the protection of the legitimate
business interests of Purchasing Entity and are reasonable in scope and content.

d. Public Disclosure Laws. These provisions shall be applicable only to the extent they are not in
conflict with the applicable public records law of the Lead State or Purchasing Entity.

e. The rights granted Purchasing Entities and Contractor obligations under this section
shall also extend to the NASPO ValuePoint’s Confidential Information, defined to include
Participating Addenda, as well as Orders or transaction data relating to Orders under
this Master Agreement that identify the entity/customer, Order dates, fine item
descriptions and volumes, and prices/rates. This provision does not apply to disclosure
to the Lead State, a Participating State, or any governmental entity exercising an audit,
inspection, or examination pursuant to section 21. To the extent permitted by law,
Contractor shall notify the Lead State of the identify of any entity seeking access to the
Confidential Information described in this subsection.

23. Public Information

This Master Agreement and all related documents are subject to disclosure pursuant to the
Purchasing Entity’s public records laws.

24. Assignment/Subcontracts

a. Contractor shall not assign, sell, transfer, subcontract or sublet rights, or delegate
responsibilities under this Master Agreement, in whole or in part, without the prior written
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approval of the Lead State. Such approval shall not be unreasonably withheld. Notwithstanding
the foregoing, prior written approval of the Lead State is not necessary for changes in control of
T-Mobile, including mergers or acquisitions, or for subcontracts necessary to support

Contractor’s regular operations.

b. The Lead State reserves the right to assign any rights or duties, including written assignment
of contract administration duties to NASPO ValuePoint and other third parties.

25. Changes in Contractor Representation

The Contractor must notify the Lead State of changes in the Contractor’s key administrative
personnel managing the Master Agreement in writing within 10 calendar days of the change. The
Lead State reserves the right to approve changes in key personnel, as identified in the
Contractor’s proposal. The Contractor agrees to propose replacement key personnel having
substantially equal or better education, training, and experience as was possessed by the key
person proposed and evaluated in the Contractor’s proposal.

26. Independent Contractor

The Contractor shail be an independent contractor. Contractor shail have no authorization,
express or implied, to bind the Lead State, Participating States, other Participating Entities, or
Purchasing Entities to any agreements, settlements, liability or understanding whatsoever, and
agrees not to hold itself out as agent except as expressly set forth herein or as expressly agreed

in any Participating Addendum.

27. Cancellation

Unless otherwise stated, this Master Agreement may be canceled by either party upon 60 days
written notice prior to the effective date of the cancellation. Further, any Participating Entity
may cancel its participation upon 30 days written notice, unless ctherwise limited or stated in
the Participating Addendum. Cancellation may be in whole or in part. Any canceilation under
this provision shall not affect the rights and obligations attending orders outstanding at the
time of canceilation, Including any right of a Purchasing Entity to indemnification by the
Contractor, rights of payment for Products or Services delivered and accepted, rights attending
any warranty or default in performance in association with any Order, and requirements for

records administration and audit.

28. Force Majeure

Neither party to this Master Agreement shall be held responsible for delay or default caused by
fire, riot, unusually severe weather, other acts of God, or war which are beyond that party’s
reasonable control. The Lead State may terminate this Master Agreement after determining
such delay or default will reasonably prevent successful performance of the Master Agreement.

29. Defaults and Remedies

a. The occurrence of any of the following events shall be an event of defauit under this Master
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Agreement:
(1) Nonperformance of contractual requirements; or
(2) A material breach of any term or condition of this Master Agreement; or

(3) Any certification, representation or warranty by Contractor in response to the
solicitation or in this Master Agreement that proves to be untrue or materially
misleading; or

(4) Institution of proceedings under any bankruptcy, insolvency, reorganization or
similar law, by or against Contractor, or the appointment of a receiver or similar officer
for Contractor or any of its property, which is not vacated or fully stayed within thirty
(30) calendar days after the institution or occurrence thereof; or

{5) Any default specified in another section of this Master Agreement.

b. Upon the occurrence of an event of default, the Lead State shall issue a written notice of
default, identifying the nature of the default, and providing a period of 15 calendar days in
which Contractor shall have an opportunity to cure the default. The Lead State shall not be
required to provide advance written notice or a cure period and may immediately terminate
this Master Agreement in whole or in part if the Lead State, in its sole discretion, determines
that it is reasonably necessary to preserve public safety or prevent immediate public crisis.
Time allowed for cure shall not diminish or eliminate Contractor’s liability for damages.

c. if Contractor is afforded an opportunity to cure and fails to cure the default within the period
specified in the written notice of default, Contractor shall be in breach of its obligations under
this Master Agreement and the Lead State shall have the right to exercise any or all of the
following remedies:

(1) Exercise any remedy provided by law;

(2) Terminate this Master Agreement and any related Contracts or portions thereof;
(3) Intenticnally omitted; and

{4) Suspend Contractor from being able to respond to future bid solicitations;

(5) Suspend Contractor’s performance; and

(6) Withhold payment until the default is remedied.

d. Unless otherwise specified in the Participating Addendum, in the event of a default under a
Participating Addendum, a Participating Entity shall provide a written notice of default as
described in this section and shall have all of the rights and remedies under this paragraph
regarding its participation in the Master Agreement, in addition to those set forth In its
Participating Addendum. Unless otherwise specified in a Purchase Order, a Purchasing Entity
shall provide written notice of default as described in this section and have alt of the rights and
remedies under this paragraph and any applicable Participating Addendum with respect to an
Order placed by the Purchasing Entity. Nothing in these Master Agreement Terms and
Conditions shall be construed to limit the rights and remedies available to a Purchasing Entity
under the applicable commercial code.
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30. Waiver of Breach

Failure of the Lead State, Participating Entity, or Purchasing Entity to declare a default or
enforce any rights and remedies shall not operate as a waiver under this Master Agreement or
Participating Addendum. Any waiver by the Lead State, Participating Entity, or Purchasing
Entity must be In writing. Waiver by the Lead State or Participating Entity of any defauit, right
or remedy under this Master Agreement or Participating Addendum, or by Purchasing Entity
with respect to any Purchase Order, or breach of any terms or requirements of this Master
Agreement, a Participating Addendum, or Purchase Order shall not be construed or operate as
a waiver of any subsequent default or breach of such term or requirement, or of any other term
or requirement under this Master Agreement, Participating Addendum, or Purchase Order.

31. Debarment

The Contractor certifies that neither it nor its principals are presently debarred, suspended,
proposed for debarment, declared ineligible, or voluntarily excluded from participation in this
transaction (contract) by any governmental department or agency. This certification represents
a recurring certification made at the time any Order is placed under this Master Agreement. If
the Contractor cannot certify this statement, attach a written explanation for review by the

Lead State.

32. Iindemnification

a. The Contractor shall defend, indemnify and hold harmless NASPO, NASPQ ValuePoint, the
Lead State, Participating Entities, and Purchasing Entities, along with their officers and
employees, from and against third-party claims, damages or causes of action including
reasonable attorneys’ fees and related costs for any death, injury, or damage to tangible
property arising from negligent act(s), error(s), or omission(s} or willful misconduct of the
Contractor or its employees {or agents the Contractor expressly authorized te perform) relating

to the performance under the Master Agreement.

b. Indemnification — Intellectual Property. The Contractor shall defend, indemnify and hold
harmless NASPO ValuePoint, the Lead State, Participating Entities, Purchasing Entities, along
with their officers and employees (“Indemnified Party"”), from and against third party claims,
damages or causes of action including reasonable attorneys’ fees and related costs arising out
of the claim that the Services or its use, infringes Intellectual Property rights (“Inteflectual
Property Claim") of another person or entity.

{1) The Contractor’s obligations under this section shall not extend to any combination
of the Services with any other product, system or method, uniess the Services, system or

method is:

{(a) provided by the Contractor or the Contractor’s subsidiaries or affiliates;

{b) specified by the Contractor to work with the Services; or
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{c) reasonably required, in order to use the Services in its intended manner, and
the infringement could not have been avoided by substituting another reasonably available
product, system or method capable of performing the same function; or

(d) It would be reasonably expected to use the Services in combination with such
product, system or method.

(2} The Indemnified Party shall notify the Contractor within a reasonable time after
receiving notice of an Intellectual Property Claim. Even if the Indemnified Party fails to provide
reasonable notice, the Contractor shall not be relieved from its obligations uniess the
Contractor can demonstrate that it was prejudiced in defending the Intellectual Property Claim
resulting in increased expenses or loss to the Contractor.

Control of Defense:

If the Contractor promptly and reasonably investigates and defends any Intellectual Property
Ciaim, it shall have control over the defense and settlement of it; however, the Indemnified
Party must consent in writing for any money damages or obligations for which it may be
responsible (and such consent shall not be unreasonably withheld).

If the Contractor fails to vigorously pursue the defense or settlement of the Intellectual
Property Claim, the Indemnified Party may assume the defense or settlement of it and the
Contractor shall be liable for all costs and expenses, including reasonable attorneys’ fees and
related costs, incurred by the indemnified Party in the pursuit of the intellectual Property
Claim.

The Party controlling such defense shall keep the other party advised of the status of such
action, suit, proceeding or claim and the defense thereof and shall consider recommendations
made by the other party with respect thereto.

Cooperation among the Parties:

The Indemnified Party shall furnish, at the Contractor’s reasonable request and expense,
information and assistance necessary for Contractor’s defense of the action or proceeding.

The Indemnified Party may, at its option and expense, be represented by counsel of its choice
in any action or proceeding with respect to such Claim; and Contractor and its legal counsel
shall cooperate with the Indemnified Party and its legal counse! in providing such information
as the Indemnified Party may reasonably request, in support of Its defense.

Unless otherwise agreed in writing, this section is not subject to any limitations of liability in
this Master Agreement or In any other document executed in conjunction with this Master
Agreement.
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33. No Waiver of Sovereign Immunity

In no event shall this Master Agreement, any Participating Addendum or any contract or any
Purchase Order issued thereunder, or any act of the Lead State, a Participating Entity, or a
Purchasing Entity be a waiver of any form of defense or immunity, whether sovereign
immunity, governmental immunity, immunity based on the Eleventh Amendment to the
Constitution of the United States or otherwise, from any claim or from the jurisdiction of any

court.

This section applies to a claim brought against the Participating Entities who are states only to
the extent Congress has appropriately abrogated the state’s sovereign immunity and is not
consent by the state to be sued In federal court. This section Is also not a waiver by the state
of any form of immunity, including but not limited to sovereign Immunity and immunity based
on the Eleventh Amendment to the Constitution of the United States.

34. Governing Law and Venue

a. The procurement, evaluation, and award of the Master Agreement shall be governed by and
construed in accordance with the laws of the Lead State sponsoring and administering the
procurement. The construction and effect of the Master Agreement after award shali be
governed by the law of the state serving as Lead State. The construction and effect of any
Participating Addendum or Order against the Master Agreement shall be governed by and
construed in accordance with the laws of the Participating Entity’s or Purchasing Entity’s State.

b. Unless otherwise specified in the RFP, the venue for any protest, claim, dispute or action
relating to the procurement, evaluation, and award is in the Lead State. Venue for any claim,
dispute or action concerning the terms of the Master Agreement shall be in the state serving as
Lead State. Venue for any claim, dispute, or action concerning any Order placed against the
Master Agreement or the effect of a Participating Addendum shall be in the Purchasing Entity’s

State.

c. If a claim is brought in a federal forum, then it must be brought and adjudicated solely and
exclusively within the United States District Court for {in decreasing order of priority): the Lead
State for claims relating to the procurement, evaluation, award, or contract performance or
administration if the Lead State is a party; a Participating State if a named party; the state
where the Participating Entity or Purchasing Entity is located if either is a named party.

35. Assignment of Antitrust Rights

Contractor irrevocably assigns to a Participating Entity who is a state any claim for relief or
cause of action which the Contractor now has or which may accrue to the Contractor in the
future by reason of any violation of state or federal antitrust laws (15 U.S.C. § 1-150r a
Participating Entity’s state antitrust provisions), as now in effect and as may be amended from
time to time, in connection with any goods or services provided in that state for the purpose of
carrying out the Contractor's obligations under this Master Agreement or Participating
Addendum, including, at the Participating Entity's option, the right to control any such litigation
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on such claim for relief or cause of action.
36. Contract Provisions for Orders Utilizing Federal Funds

Pursuant to Appendix Il to 2 Code of Federal Regulations (CFR) Part 200, Contract Provisions for
Non-Federal Entity Contracts Under Federal Awards, Orders funded with federal funds may
have additional contractual requirements or certifications that must be satisfied at the time the
Order is placed or upon delivery. These federal requirements may be proposed by Participating
Entities In Participating Addenda and Purchasing Entities for incorporation in Orders placed
under this Master Agreement.

37. Leasing or Alternative Financing Methods

The procurement and other applicable laws of some Purchasing Entities may permit the
use of leasing or alternative financing methods for the acquisition of Products under this
Master Agreement. Where the terms and conditions are not otherwise prescribed in an
applicable Participating Addendum, the terms and conditions for leasing or alternative
financing methods are subject to negotiation between the Contractor and Purchasing

Entity.
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EXHIBIT AA
CONTRACTOR’S ADDITIONAL SPECIAL TERMS AND CONDITIONS
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ATTACHMENT AA
CONTRACTOR’S SPECIAL TERMS AND CONDITIONS

The following Contractor Special Terms and Conditions are incorporated and made a part of the NASPO ValuePoint Master

Agreement Terms and Conditions.
1. Service and Product Pricing. The Service and Product prices are listed on the NASPO ValuePoint website at

www.naspovaluepoint.org and the NASPO ValuePoint Lead State’s website. Purchasing Entity’s use of the Service will be in
accordance with the terms and conditions of the Master Agreement. By placing an order for Contractor Products, Purchasing Entity
agrees that the Products are intended to be activated on our Service for use only by Purchesing Entity and its employees, and
Purehasing Entity will not resell or modify the Products or assist anyone doing so. Products are subject to availability. The delivery
eddress must fall within Contracior’s licensed Service area. If Purchesing Entity has & Product or accessory under Contractor’s
Equipment Installment Program (“EIP™) or lease, then Purchasing Entity will refer to the terms and conditions of that agreement.

1.1  Activatiop Fees. Contractor’s initial activation fee will be waived for each Purchasing Entity Master Account
and Employee Account for activation of each new line of Service,
1.2 [Billing and iAnalvst Billing Service. Purchasing Entity may enroll in Contractor’s iBilling and/or iAnalyst

online billing services at no additional monthly charge for the Master Account only; provided, however,
Purchasing Entity must activate and maintain at least six (6) Master Account lines of Service to receive the iBilling
and/or iAnalyst billing service,

2. Emplovee Advantage Procram. “Employee Accounts” means Purchasing Entity’s employees who have signed up for
Contractor Service and are directly responsible for payment of Service and Products under Contractor’s Employee Adventage
Program. For Employee Advantage Program details and eligibility requirements visit
www, Contractor.com/business/offers/advantagerewards. Employees can only activate a line of Service under the Contractor
Advantage Program at the above websiie or by calling Coniracior’s toli-free number, 1-877-347-2127. Contractor periodicaily
reviews Employee Accounts to confirm continued proof of employment and employee eligibility. Upon Contractor’s request,
Employee will provide proof that they are currently employed by Purchasing Entity. After employment with Purchasing Entity
ends, Employee will be eligible to receive Service under Contractor’s standard consumer rate plans, subject to the applicable terms
and conditions under such rate plans. Purchasing Entity will not be liable for payment on any Employee Account established under
the Employee Advantage Program. In its sole discretion, Contractor may change or discontinue any or all of the benefits, offers or
features of its Employee Advantage Program to the extent done so ot a general basis for Employee Advantage Program members.

2.1 Marketing Commitments. Subject to Purchasing Entity pre-approval, Purchasing Entity will work with
Cantractor in marketing the Employee Advantage Program to its employees by:

s  Allowing Contractor to participate in any applicable on-site vendor attended benefits events for Purchasing
Entity's employees;

¢  Allowing Contractor to advertise in Purchasing Entity publications sent to employees (such as newsletters,
journals, magazines, periodicals or new employee packets);

¢ Including information regarding the Employee Advantage Program in periodic email announcements regarding
employee benefit opportunities;

®  Posting Employee Advantage Program offers on the Purchasing Entity’s infranet;

»  Allowing Contractor to wtilizc Purchasing Emtity’s name in marketing initiatives to Purchasing Entity's
employees; or

¢  Cooperating with any other efforts mutually agreed upon by Purchasing Entity and Contractor aimed at
marketing the Employee Advantage Program benefits to Purchesing Entity’s employees,

3. Service Availability. Service is available to a Product only when it is within the operating range of Contractor's owned
network coverage area (“Network”) or the netwark of an operator with which Contractor has an gpplicable roaming agreement.

Coverage maps are available at www.Cottractor.com and ere only estimates of our anticipated coverage area outdoors. Purchasing
Entity’s actual Service area, network availability, coverage, and quality may vary and change without notice based upon a number
of factors, including network capacity, terrain, weather, if Purchasing Entity’s Users are on a private or public Wi-Fi network, using
a non-Contractor Product, or if' a Product no longer supports network technologies compatible with or availeble en Contractor’s
network. Outages and interruptions in Service may occur, and speed of Service varies, Products alsc have varying speed capabilitics
and may connect to different networks depending on technology. Even within coverage areas and with broadband-capable Products,
network changes, traffic volume, outages, technical limitations, signal strength, obstructions, weather, and other conditions may
impact speeds and Service availability. Contractor may impose usage or Service limits, suspend Service, or exclude certain
categories of calls (e.g., conference & chat lines, broadcast, international, 900, 976 calls, etc.) in teking reasonable network
management or security measures. For non-governmental entities qualified to purchase as Purchasing Entitics under this
Agreement, T Mobile may also impose limits on Master Account Service or Product orders based on the Purchasing Entity’s then-
current credit rating.

1
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Contractor engineers its network to provide consistent high-speed data service, but at times and at locations where the number of
Purchasing Entity using the network exceeds available network resources, Purchasing Entity will experience reduced data speeds.
In those cases, Purchasing Entity who choose certain rate plans may notice speeds lower than Purchasing Entities on other
Comntracior branded rate plans, which are prioritized higher on Contractor’s network. Further, to help ensure positive experiences
for Purchasing Entities on Contractor branded plans and to minimize capacity issues and degradation in network performance,
Contractor may, without advance notice, take any actions nscessary to manage its network on a contert-gnostic basis, including
prioritizing all on-device data over Smartphone Mobile HotSpot (tethering) data and further prioritizing the data usage of a small
percentage of heavy data users (with the exception of emergency first-responders using T-Mobile’s rate plans offered only for
emergency first responders), specifically those using more than 50GB of data in a billing cycle, below that of all other Purchasing
Entities in times and locations where there are competing Purchasing Entity demands for network resources, for the remainder of

the billing cycle.

Products must be used predominantly within the Contractor-owned Network coverage arca. Products may connect to another
provider’s network (“Off-Net”) even when Users are within the Confractor coverage area. Purchasing Entity should check
Purchasing Entity’s Product to determine if Purchasing Entity is Off-Net. To the extent Purchasing Entity unreasonably uses Off-
Net capability, Contractor may limit or terminate Purchasing Entity’s Service. Contractor may in its discretion limit or terminate
the affected line of Service if (8) more than 50% of & User’s voice and/or data usage is Off-Net for any two billing cycles within
any twelve (12) month period, (b} a User’s Ofi-Net usage males it commercially unreasonable for Contractor to provide Service
to such User, or (¢) based on Contractor’s arrangements with an Off-Net pravider. If a User’s Off-Net voice usage, data usage or
messaging usage exceeds its associated rate plan allotment, such Users will be alerted and access to Off-Net coverage may be
suspended or denied. Location services, including 9-1-1 location services, may not be available in Purchesing Entity’s area and are
subject to the Service limitations in this Section 4.

4. Use of Service. Except approved by Cantractor or otherwise agreed upon under the Master Agreement, Purchasing Entity
agrees not to resell any aspect of the Service or bundle it with any product or device not directly provided to Purchasing Entity by
Contractor, whether for profit or otherwise. Purchasing Entity agrecs not to modify the Products or use the Service or Products for
any frardulent, unlawful, harassing or abusive purpose, or in such a way as to create damage or risk to Contractor’s business,
reputation, employees, subscribers, facilities, third parties or to the public generally. Unless authorized by Contractor, Purchasing
Entity agrees that it will not use a Number on the Network for any purpose but for access to the public switched telephone network.
Purchasing Entity agrees not to use the Service or Products to send any harassing, threatening, obscene, or unsolicited commercial
text, e-mail or other messages. Purchasing Entity has no proprictary or ownership rights to & specific number, IP address or email
address assigned to a Purchasing Entity or Purchasing Entity’s Product, Purchasing Entity may be sble to transfer a Master Account
User's Number to or from another provider with whom Contractor has a porting relationship in accordance with Contractor internal
business policies. For additional information about local number portability, please contact Corporate Purchasing Entity Care at
(800} 375-1126 or email Contractor at Businesscarei@Confractorsupport.com. Purchasing Entity agrees that Contractor may contact
Master Acoount Users through the Products to notify such User of changes to or information about their account or the Service.
Contractor may deactivate or suspend Service to any Number without prior notice if Contractor suspects any unlawful or freudulent
use of the Number. Purchasing Entity agrees to reasonably cooperate with Contractor in investigating suspected unlawful or
fraudulent usc. Purchasing Entity acknowledges that the Product may not be competible with the network and services provided
by another service provider. Purchasing Entity may buy Products from Contractor, or from someone else, however all existing
account transfers will be hendled in accordance with the terms of Section 2 herein. Purchasing Entity agrees to protect usemames
and passwords for Purchasing Entity’s Master Account(s) and Purchasing Entity is responsible for any usage of its Master
Account(s). Purchasing Entity agrees to immediately notify Contractor of any unauthorized use of Purchasing Entity’s Master
Account(s) or other security breach of Master Accomnt information or credentials, or any fraudulent use of the Master Account,

where Purchasing Entity has knowledge.
5. Bitling and Payment of Charges.
51 Biliing

5.1.1  Purchasing Entity will be charged for Service end other features on & monthly biiling cycle basis. Purchasing
Entity agrees to pay all Charges assessed and billed to Purchasing Entity or that were accepted or processed through all
Products on Purchasing Entity’s Master Accounts, and other charges or purchases assessed and billed to Master Account
Users. Because of user choice to incur third-party costs, Purchesing Entity may incur extra charges for calls to some
numbers (for example (but not limited to), conference & chat lines, broadcast, calling card, international, 900 or 976
calls. Purchasing Entity may be charged for text, instant or picture messages, end email whether read or unread, sent or
received, salicited or unsolicited. Charges for Wi-Fi usage may vary; see your selected Rate Plan for more details. Unused
minutes or other allocated Services (e.g., text messages, data transmission) expire at the end of the billing cycle unless
otherwise expressly stated by such Rate Plan’s terms and conditions, Airtitme usege is measured from the time the
Network begins to process a call (before the call rings or is answered!) through its termination of the call; or if applicable,
any fraction of a minute of usage is rounded up to the next full minute. Depending on the Rate Plan, data usage may be
rounded up at the end of each data scssion, at the end of Purchasing Entity’s billing cycle, and/or at the time Purchasing
Entity switches data plans. Comtractor may change Purchasing Entity’s billing cycle at any time.

5.1.2  International Roaming and Dialing. Availability and features offered for international roaming and dialing
vary depending on Master Account Users” Ratc Plam and Product. Ali countries may not be available for roaming and
available countries may change frem time to time. Whether roaming internaticnally or making and sending international
calls and messages while in the U.S. (or Puerto Rico), Users may be charged international rates (including for voicemails
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left for such Users and for data usage). Such Charges include per minute rates for calls and per minute rates for calls
transferred to Users’ voicemail and the relevant data rates for data usage. Users roaming internationally may be charged
for more than one call for unanswered calls that are forwarded to voicemail regardless of whether the cells result i an
actual voicemail message being lefl for such Users and regardless of whether the Product is on or off, Users may be able
to disable these applications and features through a Product’s settings. Different rates and rounding increments apply in
different countries. See www.Contractor.com for information on international access, rates, Services and coverage. While
roaming internationally, User data throughput may be reduced, and User Service may be otherwise limited or terminated
at any time without notice. Purchaging Entity is responsible for complying with U.S. Export Control laws and regulations,
and the import laws and regulations of foreign countries when traveling internationglly with User Products. Billing of
roaming charges, data usage and mimutes of use or Services may be delayed or applied against included data allotments,
minutes or Services in a subsequent billing cycle, which may cause Purchasing Entity to exceed Purchasing Entity’s
allocated data, minutes or Services in & perticular billing cycle, Purchasing Entity may request that Contractor block a
Master Account line of Service from placing international calls (“International Dialing Block™) by calling Business
Purchasing Entity Care or by Email at businesscare@Contrectorsupport.oom, The availability of end access to,
emergency calling services (e.g., 911 in the U.S.), may vary by country. Purchasing Entity and its Users must familiarize
themselves with how to access these services before using the Products or any handset for international roaming,

5.1.3 Laost Product. If Purchasing Entity’s Product is lost or stolen (“Lost Product™), Purchasing Entity must (g)
promptly notify Contractor and Contractor will suspend Service for the Lost Product; and (b) provide Contractor with
reasonable documentation Contractor requests (such as a copy of a filed police report if the Product is stolen) within
fourteen (14) days. If Purchasing Entity complctes the above requirements, Purchasing Entity will not be liable for
additional usage Charges incurred in excess of Purchasing Entity’s Rate Plan Charges, applicable taxes, fees and
surcharges. If Purchasing Entity purchased a Product through Contractor’s EIP, the Purchasing Entity remains obligated
for the total payments due on the Product. If Charges are incurred befare Purchasing Entity notifies Contractor,
Purchasing Entity is not lisble for unauthorized Charges. Purchasing Entity may request that Contractor investigete
Charges Purchasing Entity believes to be unauthorized and Purchasing Entity may need to submit information to support
the requests. If Contractor determines the Charges were unauthorized, Contractor will credit Purchasing Entity’s account.
If Contractor determines the Charges were authorized, Contractor will inform Purchasing Entity within 30 days and
Purchasing Entity will bc responsible for all Charges incummed. If Purchasing Entity requests that the Service not be
suspended on the Lost Product, Purchasing Entity will remain responsible for all Charges incurred under that specific
line of Service. Contractor may prevent & lost or stolen Product from registering on Contractor’s and other natworks.

6. Taxes, Fees and Surcharges.

6.1 Contractar will invoice Purchasing Entity's Master Account for taxes, fees (e.g. sales, use, excise, business
activity, margin, value added, public utility, environmental and other taxes, except as otherwise specified in this
paragraph) and regulatory charges, such as e91 1 or public wtility fees, levied by or to be remitted directly to federal, state
ar local authoritics, or foreign governments or foreign service providers imposed on Purchasing Entity or Contractor as
a result of providing the Service specified under this Agreement (“Taxes, Fees and Charges™). Contractor will
determine, in its reasonable discretion, the Teaxes, Fees and Charges Purchasing Entity is responsible to pay and the
amount of those Taxes, Fees and Charges, which may change or increase at any time without notice, regardless of any
Rate Plan guarantee. However, Contractor will malke itself reasonably available to answer questions from Purchasing
Entities concerning changes to its invoice and charges, which can be part of any business review meetings ar discussions
between Contractor and a Purchasing Eutity. If Purchasing Entity claims a tax exemption, Purchasing Entity must provide
Contractor with valid evidence of tex exemption™), which will be applied prospectively. Contractor will be responsible
for net incorne, net worth/capital stock and property taves impossd e Certractor.

6.2 Contractor may also inveice Pyurchasing Entity for all appliceble surcharges.

6.3 All payments made by Purchasing Entity will be made without any deduction or withholding for, or on account
of, any Texes, Fees and Charges imposed by any taxing or governmental autharity of any country or state. Where
Purchasing Entity determines there is & requirement to withhold income tax from any payments due Contractor,
Purchasing Entity will promptly notify Contractor of such determination and provide the basis for such conclusion, e.g.,
by providing a copy of a notice received or of any analysis perfortmed to allow Contractor to remediate or resolve the
withholding requirement. To the extent that such withholding requirement cannot be resolved, Purchasing Entity may
perform such withholding and shall provide Contractor with dosumentary evidence of the withholding and remission of
the Taxes or Fees to the applicable governmental authority. Purchasing Entity shall reasonably assist Contractor for the
recovery of such withheld tax. To the extent Purchasing Entity fails to timely inform Contractor of Purchasing Entity’s
withholding determination, Purchasing Entity will ensure that the gross amount payable by Purchasing Entity to
Contractor will be increased so that efter any such withholding for income tax, the net amount received by Contractor
will not be less than the amount Contractor would have received had no such withholding occurred,

6.4 Contractor is required to use Purchasing Entity’s business street address, which must be within Contractor’s
licensed service ares, to determing the applicaiion of certain Taxes, Fees end Charges, If Purchasing Entity provides
Contractor with an address (such as a PO box) that is not a recognized street address, does not identify the applicable
taxing jurisdiction(s) or does not reflect the Service area associated with its Master Account Number(s), Purchasing
Entity may be assigned a default location for Taxes, Fees and Charges calculation, which may result in a higher or lower
charge for certain Taxes, Fees and Charges.
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6.5 The Parties agres that they will reasonably cooperate to fully comply with all applicable tax laws, rules,
regulations and guidelines affecting this Agreement. In addition, Contractor and Purchasing Entity will similarly
cooperate in order to take actions to minimize, or to qualify for exemptions from, any applicable taxes, duties or tariffs
as allowed under applicable law and regulations.

All services under this Agreement are governed by the Contractor Privacy Policy, as posted at
hmzsl m\_r Contractor com/website/privacypolicy.aspx (which is informed by U.S. Federal Communications Commission rules
and regulations), which may change from time to time without notice to Purchasing Entity, with respect to collection, use, and
disclosure of personal information. Wireless systems use radio channels to transmit voice and data communications over a complex
network. Privacy in voice or data communications or in use of the Service or Products cannot be guaranteed, and Contractor will
not be liable to Purchasing Entity for any lack ar breach of privacy expericneed while using any Products, the Service, Content &
Apps (as defined beiow) or in connection with Third Farty Ads (as defined beiow). Oniy as permitted by law, Contractor may
monitor, intercept and disclose content (voice or date) and any associeted metadata that is transmitted over or using its facilities
(for exemple, to comply with legal process or for netwark security). Purchasing Entity’s caller identification (e.g., name and
number) may be displayed on the equipment ar bill of the person receiving Purchasing Entity’s call.

8, i rn Policy. Users and Employee Accounts may cancel a new line of Service within 30 days of
activation (“Cancellation Period™), if the User: (2) contacts Contractor to cancel Service; and (b) returns the Like New Product
{defined below) through Purchasing Entity’s Contractor account representative, or teamn, or location from which it was purchased
with proof of purchase. The “Return Period” is thirty (30) calendar days from the Product’s purchase date. Only Like New
Products returned with proof of purchase to Purchasing Entity’s Contractor account representative or team or location from which
it was purchased within the Return Period are eligible for a refind of the purchase price. A “Like New Product” is a Product
purchased from Contractor that is in its original packaging with ali originat contents, undamaged, and in good working condition
with no material alterations to the Product’s hardware or software, as determined by Contractor in its sole discretion. Purchasing
Entity may be required to pay & commercially reasonable restocking fee for failing to return a Product with included packsging,
manuals or accessories, or if the Product retumed is in 8 damaged, altered or destroyed condition. Even if Purchasing Entity cancels
Service and/or returns any Product as provided herein, Purchasing Entity must pay all Service and usage Charges incurred thru the
end of Purchasing Entity’s Service ferm or return date and any applicable subsequent penalties or assessments. If a User attempts
to cancel Service, but does not return the applicable Product or if such Product is returned in a damaged, altered or destroyed
condition, Contractor may take one or more of the following actions: (i) prevent such Product from working on any network; (i)
charge an early termination fee (if such line of Service is subject to an early termination fee); (iii) elect not to process Service
cancellation; or (iv) charge such User the suggested retail price or the cost to repair the applicable Product, (which may be greater
than the price paid for such Product), plus any shipping and handling charges. Except for the 30-calendar day Return Period, the
cancellation and return policies in this Section 13 will not apply to Users who purchase Product(s) through Contractor’s EIP or a
Cantractor leasing program and the terms of that program’s agreement will supersede and control the purchase or Iease of those
Products.
9. Account Maintenance Authorization. Purchasing Bntity hereby authorizes Contractor’s Account Management Team
1o access Purchasing Entity’s Masier Accounts to perform account maintenance services at Purchasing Entity's discretion and on
its behalf, including but not [imited to: (a) rzte pian changes; (b) feature chenges or additions; (c) mobile Number changes; (d} SIM
changes; (¢) Product upgradesfexchanges; (f) re-set of voicemail passwords; (g) change of eddress; and/or (h) set-up courtesy
statements.
10. Use of Third-Partv Equipment and Handsets. In the event that Purchasing Entity uses third party equipment, handsets
or Products with the Service that are not provided Purchasing Entity under the Master Agreement ("Third-Party Equipment”),
Purchasing Entity acknowledges and agrees 1o the following: (a) Contractor will not accept eny returns of the Third Party
Equipment; (b} Contractor will not provide any warranty of any kind on the Third Party Equipment; (c) Contractor will not offer
Purchasing Entity Care services for the Third Party Equipment; (d) the Third Parly Equipment may not function properly with the
Service(s) or Netwerk; {e) each User will use the Third Party Equipment et its own risk; and (f} Purchasing Entity will be
responsible for monthly service charges accrued ffom the date Contractor fulfilis an order for e Subscriber Identity Module
(“SIM"). Contractor disclaims all Iiability for Use of Third-Party Equipment. In the event that Contractor certifies or endorses the
use of certain Third-Party Equipment with the Service, the above provistons will still apply.
11, Account Management hasi i ization). During the term of this Agreement, Purchasing Entity may
authorize a third party to act as Purchasing Entity’s agent (“Purchasing Entity Agent”) for purposes of procuring necessary support
services related to this Agreement, subject to the following conditions:

(a) Purchasing Entity remains fully responsible for any obligations incurred under this Agreement, whether due to

changes Purchasing Entity or its Purchasing Entity Agent requests for Purchasing Entity’s account;

(b) Purchasing Entity will ensure that its Purchasing Entity Agent has agreed to confidentiality and/or non-
disclosure terms that are at least as protective of Contractor’s confidential information as contained in this Agreement;

©) Purchasing Entity consents to Coniractor’s disclosure of Purchasing Entity’s Confidential Information (gs this
term is defined herein) end. Purchasing Entity Proprietary Network Information (CPNI), as defined in the
Communications Act of 1934, as amended, 47 U.S.C. § 222, (1996) to fts Purchasing Entity Agent, and waives any claim
against Contractor for any damages, expenses, costs, or liabilities arising from such disclosure;
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() Purchasing Entity filly acknowledpes, understands and accepts that there may be foreseeable and
unfureseeable risks, including, but not limited to, increased risks of fraud to Purchasing Entity’s account or improper
disclosure of Purchasing Entity’s account information, related to Purchasing Entity’s request that Purchasing Entity
personnel be pranted access to Purchasing Entity’s accounts; and

© Activations of new lines of Service under this Agreement wifl continue to be activated through the Contractor
Business Sales Account Team assigned to Purchasing Entity’s Contractor account; provided that such activation requests
may be made by Purchasing Entity or its Purchasing Entity Agent; and

(6] Participating Entity agrees to be bound by the terms of any and all EIP or lease agreements signed by
Participating Entity Agent's on behalf of Purchasing Entity.

This authorization will be valid for the term of this Agreement and may not be modified except pursuant to a written amendment
signed by Participating Entity and Contractor.

12. Additional Terms for Plans and Other Features. The following terms apply to Purchasing Entity’s Master Account
data plan(s). To the extent any data plan terms expressly conflict with the terms in this Agreement, the applicable data plan terms

will govern.

12.1.  Permissible and Probibited Uses. Purchasing Entity’s Data Plan is intended for Web browsing, messaging,
and similar activities. Certein activities and uses of the Services and Products are permitted and others are not. If
Purchasing Entity buys, leases, or finances a Product manufactured for use on the Network, Purchasing Entity sgrees that
it intends it to be activated on our Service. Examples of permitted uses include but are not fimited to: (g) voice calls; (b)
web browsing; (c) messaging (d) email; (¢) streaming music; and (f) Tethering a Product to other non-harmful Products
pursnant to the terms and conditions and aflotments in the associated Rate Plan.

Examples of prohibited uses include but are not limited to: (aa) using a non-T-Mobile certified repeater or signal booster
other than Contractor provides Purchasing Entity; (bb) compromises Network security or capacity, degrades Network
performance, uses malicious software or “maltware”, hinders other Purchasing Entity” access to the Network, or otherwise
adversely impacts Network service levels or legitimate data flows; (cc) with the exception of use by emergency first
responders, using applicattons which autormatically consume unreasonable amounts of available Network capacity; (dd)
with the exception of reasonable IoT applications, using applications which used in a way that degrades network capacity
or functionality; (ee) misuse of the Service, including "spamming” or sending abusive or unsolicited communications;
(ff) tampering with, reprogremming, eltering, or otherwise modifying Purchasing Entity’s Products to circumvent any of
Contractar’s policies or violate anyone’s inteliectual property rights; (gg) causing harm or adverse effects an Contractor,
the Network, Contractar, Purchasing Entity, employees, business, or any other person; or (bh) causing Contractor to
violate applicable laws and regulations.

12.2.  Protective Messures. Coniractor engineers our network to provide consistent high-speed data service, but at
times and at locations where the number of Purchasing Entity using the network exceeds available network resources,
Purchasing Entity will experience reduced data speeds. To help ensure a positive experiences for Purchasing Entities and
to minimize capacity issues and degradation in Network performance, Contractor may, without advence notice, take any
actions necessary to manage the Network on a content-agnostic besis, including, prioritizing the data usege of a small
percentage of unlimited high-speed data Purchasing Entities who use the highest amount of data below that of other
Purchasing Entities (except in the case of emergency first responders using T-Mobile’s rate plans offered only for
emergency first responders) in times and locations where there are competing Purchasing Entity demands for Network
resources, for the rematnder of the billing cycle. Where the Network is lightly loaded in relation to available capacity, a
Purchasing Entity whose data is de-prioritized will notice little, if any, effect from having lower priority. This will be the
case in a vast majority of times and locations. At times and locations where the Netwark is heavily loaded in relation to
available capacity, however, these Purchasing Entity will likely see significant reductions in data speeds, especially if
they are engaged in data-intensive activities. Contractor constantly works to improve Network performance and capacity,
but there are physical and technical Hmits on how much capacity is available, and in constrained locations the frequency
of heavy loading in relation to availeble capacity may be greater than in other locations. When Network loading goes
down or the Purchasing Entity moves to a location thet is less heavily loaded in relation to availeble capacity, the
Purchasing Entity’s speeds will likely improve. See www.Contracior.com/Openinternet for details and for curvent data
amount subject to this practice.

12.3. Downlogdable Content and Applications. Purchasing Entity can purchase services and products from third-
parties (“Content & Apps”) using its Product(s), and cherges for these purchases may be included in Purchasing Entity’s
Master Account invoice, Purchasing Entity may block purchases of third-party products or services by emailing
Contractor at Businesscare@Contractorsupport.com, or contacting Purchasing Entity Care at (800) 375-1126. For these
third-party purchases, although the charges may appear on Purchasing Entity’s invoice, Contractor is not responsible for
the Content & Apps, including download, installation, use, transmission failure, interruption, or delay, or any content or
weobsite Master Account Users access through the Content & Apps. Purchasing Entity’s download of Content & Apps is
at jts own risk. Unless otherwise stated, any support questions for these Content & Apps should be directed to the third-
party seller identified at the point of purchase. Some Content & Apps may require Purchasing Entity’s agreement to 2
license or other terms with the third party. Some Products or Content & Apps may contact our Network without
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13.

Purchasing Entity’s knowledge, which may result in additional Charges (e.g., while roaming internaiionally). To use,
download, or install Content & Apps that Purchasing Entity purchases from Contragtor, the Content & Apps are licensed
to Purchasing Entity by Contractor and may be subject to additional license terms between Purchasing Entity and the
creatat/owner of the Content &- Apps. Whether purchased from Contractor or a third-party seller, any Content & Apps
Purchasing Entity purchases are licensed for personal, lawful, non-commercial use on User’s Product only. Purchasing
Entity may not transfer, copy, or reverse engineer any Content & Apps, or slter, diseble or circumvent any digital rights
management secutity feetures embedded in the Content & Apps.

124 Contractar is not responsible for any download, installation, use, transmission failure, interruption, or delay
related to Content & Apps, or any third-party content, services, advertisements, or websites Purchasing Entity may be
able 1o access by using its Product(s) or the Services, even if charges for Content & Apps appear on Purchasing Entity’s
Contractor bill. Purchasing Entity is responsible for mainiaining virus and other iniernet security protections when
accessing third party Content & Apps or other services.

12,5 Contractor may retain, use, and share information collected when a Master Account User downloads, uses, or
installs some Content or Apps, may update such User's Content or App remotely, or may disable or remove any Content
or App at any time to perform its Services under the Master Agreement, Purchasing Entity may refer to Contractor’s
Privacy Policy, as well as the Content or App creatos/ownes’s privacy policy for information, regarding the callection,
use and retention of information collected when a User downloads, installs, or uses any Content or App. Contractor is
not responsibie for any tranemission failure, interruption, or delay related to Content & Apps, or any content or website
Users may be able to acoess through the Content or App.

Additi Terms for Plans and Oth

13.1 Service Limitations, Connectivity snd International Use. Purchasing Entity acknowledges and agrees that

& User’s use of any Wi-Fi network is permissible and that Purchasing Entity (and not Contractor) is solely responsible
for all charges associated with a Master Account User’s use of the Service. Cell Broadcasts (alerts that go to certain
Purchasing Entity) and Wireless Priority Service (WPS) may not be available with Wi-Fi Calling. Calls from certain
designated countries and destinations™® over Wi-Fi are $.25/min (no charge for Wi-Fi calls to US, Mexico and Canada).
Calls made over Wi-Fi outside of designated countries and destinations* will be charged standard international roaming
rates. Purchesing Entity will pry for all internet access charges incurred by Master Account Users. {(*Except as indicated
in this Agreement, Coniractor offers travel without limits with unlimited data and texting in 210+ countrics and
destinations at no extra charge. The list of 210+ countries and destinations i3 subject to change at Contractor’s sole

discretion. Visit www.Contractor.com/coverage/roaming.)

13.2 9-1-1 and Emergency Alerts Service and Wi-Fi Calling, Purchasing Entity agrees and will inform all Master
Account Users as follows:

Services or Software provided by third parties (including voice applications), 911 or E911, text to 911, or other calling
or messaging functionality, may work differently than services offered by Contractor, or may not work at all. Purchasing
Entity agrees to review all terms and conditions of such third-party products. Contractor is not respensible for failures
1o connect or complete 911 calls or text to 911 messages or if inaccurate location information is provided. 911 service
may not be available or rcliablc and Purchasing Entity’s ability to receive emergency services may be impeded.
Contractor cannot assure Purchasing Entity that if Purchasing Entity places a 911 call or text Purchasing Entity will be
found. Emergency Alerts. Contractor has chosen to offer wireless emergency alerts, within portions of our coverage area,
on wireless a]ert capable Products There is no addltwnal charge for these wueIess emergency alerts. For details visit:

Contractor may use a varicty of information and methods to determine the location of a 9-1-1 call, including Contractor’s
GSM wireless Netwoik if available in a User’s location, or the location of a User’s Primary Address. Even with this
information, Purchasing Entity acknowledges that an emergency operator may not be able to receive or use the address
information (or a User’s phone number) to locate the User in order to provide emergency services. If a User dials 9-1-1
while outside the U.S., 9-1-1 services may not be available. Purchasing Entity is required to provide Contractor with &
valid address for the location at which Purchssing Entity’s Master Account Users primarily use Wi-Fi Calling (“Primary
Address™), If Purchasing Entity does not provide Contractor with a Primary Address, Contractor may block Users’ usags
of certain Wi-Fi networks. If such address changes, either temporarily or permanently, Purchasing Entity will register
the new address with Contractor. Contractor assumes no responsibility for securing the Primary Address. When Users
use Wi-Fi Calling Service away from the Primary Address, Contractor may have no or very limited information about
the User’s location, which could result in (i) 8 9-1-1 call being routed to an out-of-area public safety agency; (ii) the
public safety agency receiving incomplete information about the User®s call and the User®s location; or (iii} a User’s 9-
1-1 call being routed to an emergency response center, which will esk the User for the User’s location and use that
information to route the call to a public safety agency.

13.3 Text-to-911: Text to 9-1-1 may be available in some locations where Contractor Service is provided and is
dependent on the public safety agency’s ability to receive text messaging. Contractor recommends that Purchasing Entity
uses voice communications as its primary method of contacting 9-1-1.

Calls to 911 from a TTY will not work when using Wi-Fi Calling or Veice over LTE (*VoLTE"). If Users cannot make
a voice call to 911, Contractor recommends that Users use an internet-based Telecommunications Relay Service such as
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Video Relay Service, IP Relay Service, or IP Captioned Telephone Service. Contractor Real-Time Text (“RTT)
technology is available on Contractor’s network and can be used on select Products to contact 911. For more information,
sec or. accessibili i

134 911 Aceess: 911 services are made possible by state and local governments. Contractor handscts are capable
of making calls to 911 in the United States, and 911 access is available to Purchasing Entity regardless of rate plan, The
handset must have battery power and connectivity to compiete a 911 call. When making 911 calls, Purchesing Entity’s
Users must be prepared to provide information about where the User(s) are located. In some cases, 911 communications
center operators may not know the User’s phone number or have information about that User’s location. Other third-
party entities are involved in connecting & 911 call and Contractor does not determine the public safety agency to which
the 911 cali is routed. If Purchasing Entity is porting a phone number to or from Contractor, Contractor may not be able
t0 provide Purchasing Entity with some Services, such as 911 location services, while the port is in process. If any User
is outside the U.S., such User may have to dial a different number than 911 to call emergency services.

13.5 Wi-Fi Callipg, Wi-Fi Calling services use an internet connection to make calls, {(“Wi-Fi Calling™), including
911 calls, and calls ta 911 using Wi-Fi calling opetate differently than traditional 911, When enabling Wi-Fi Calling,
Purchasing Entity must provide Contractor with the primary street address at which the Wi-Fi Calling service will be
used (“Registered Location”). If Purchasing Entity’s Users call 911 over Wi-Fi, Contractor will provide Purchasing
Entity’s Registered Location to the public service entity that enswers the call, and it may be used to help emergency
tespondess locate a User. Purchasing Entity agrees to update its Registered Location if Purchasing Entity’s Users use
Wi-Fi service at a different location. Purchasing Entity can update its Registered Location by contscting Contractor
Purchasing Entity Care.
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MA176-1
Wireless Data, Voice, and Accessories
Attachment B

Scope of Work

Section 1: General

1.1 Background

The purpose of this Master Agreement is to provide Wireless Data, Voice, and Accessories for all
Participating States. The Master Agreement may be used by state governments (Including departments,
agencies, institutions), institutions of higher education, political subdivisions (i.e., colleges, scheol
districts, counties, cities, etc.), the District of Columbla, territories of the United States, and other
eligible entities subject to approval of the individual chief procurement official and compliance with
local statutory and regulatory provisions. The Initial term of the master agreement shall be 5 (Five)
years with renewal provisions for an additional 5 (Five) as outlined in Section 3 of the NASPO ValuePoint

Master Terms and Conditions (Attachment A).

1.2 Order of precedence

Per the NASPO ValuePoint Master Terms and Conditions, Particlpating Addenda (called “PA”) will have
precedence over the Master Agreement within the participating jurisdiction.

MA176-1 Wireless Data, Voice and Accessories Attachment B: SOW



DocuSign Envelope ID: E92D1967-A322-489B-A040-566E50455EES

1.3 Green Awards

End users of the Master Agreement may have requirements to purchase products and services that
adhere best practices of sustainability and environmental consciousness. Contractor should anticipate
addressing these needs as they arise in the Participating Addendum process.

1.4 E-Rate

To the extent the services offered are subject to the E-rate discount program, all award Contract
Vendors must commit to participation in the Federal Communication Commission's E-rate discount
program established under authority of the Federal Telecommunications Commission Act of 1996.
Participation in, and implementation of, this program must be provided without the addition of any
service or administration fee by the Contract Vendor.

1.5 Net Neutrality

Recent changes by the Federal Communications Commission in their rules related to the issue of Net
Neutrallty have increased state’s interest in promulgating their own law, rule and policies on this topic.
This solicitation will have no requirements related to Net Neutrality for the Master Agreements. It is
anticipated, that this issue will be pertinent in the Participating Addendum process. Potentta!
participating entities will be made aware of this consideration by the Lead State in a reasonabie fashion.

Section 2: Categories of Award

2.0 Overview of Award Categories
The products and services for this contract are awarded in 3 (three) categories. These categories are:

Category 1- Cellular Wireless Services: This category will cover the basic cellular wireless transport
services for voice, data and messaging, as well as any new basic transport services that may be
introduced for applications like those defined for internet of Things (loT) applications. “Cellular wireless
transport” is deflned to imeen carrler provided wireiess services that employ a radio access network
based on technologles defined by the Third Generation Partnership Program (3GPP). We are requesting
pricing for both traditional cellular plans that include a subsidized mobile device as well as bring your
own device (BYOD) plans where the user will supply their own mobile device and require only network
service from the carrier.

Category 2- Equipment and Accessories: This category includes any equipment or accessories operating
over cellular carrier provided network services or intended for use with cellular connected devices.

Category 3- Turnkey Wireless and loT Solutions that are offered as a product: This category includes any
of the wireless or loT solutions or applications being offered as a complete product by the cellular
wireless carrlers er any other Contractor!s).
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2.1 Category 1- Cellular Wireless Services

This categoty will cover the basic ceflular wireless transport services for voice, data and messaging, as
well as any hew basic transport services that may be Introduced for applications like those defined for
Internet of Things (IoT) applications. “Cellular wireless transport” is defined to mean carrier provided
wireless services that employ a radio access network based on technologies defined by the Third
Generation Partnership Program {3GPP). We are requesting pricing for both traditional cellular plans
that include a subsidized mobile device as well as bring your own device (BYOD) plans where the user
will supply their own mobile device and require only network service from the carrier.

This Award Category is for National Award only.

2.1.1 Definitions

3rd Generation Partnership Project (3GPP) The international standards body that covers cellular
telecommunications network technologies (http://www.3gpp.org).

3G Third generation of wireless mobile telecommunication technology as defined by the 3rd Generation
Partnership Project (2GPP},

4G Fourth generation of wireless mobile telecommunication technology as defined by the

3" Generation Partnership Project (3GPP).

5G Fifth generation of wireless mobile telecommunication technology as defined by the 3 Generation
Partnership Project (3GPP).

Bandwidth Throttling The mechanism a service provider uses to reduce the data network ca pacity
available to a user of its wireless services.

Bandwidth Throttling Threshold In “unlimited” cellular data plans, the data volume at which the carrier
begins instituting bandwidth throttling for the balance of the billing period.

Bring Your Own Device (BYOD) Plans where the user will supply thelr own mobile device and require
only network service from the carrier.

Cellular Wireless Carrler: A wireless carrier that owns the majority of Its Infrastructure and operates a
mobile wireless network primarily utilizing standards developed by the 3GPP.

Cellular Voice A wireless voice telephone service offered by the cellular carriers.

Cellular Wireless Carrier-provided wireless services that employs a radio access network based on
technologies defined by the 3rd Generation Partnership Program [3GPP).

Coverage Area The geographic area in which a carrier provides service. When located within this area, a
subscriber with a compatible device should be able to access usable wireless services on that carrier’s

network or its partner networks.
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EirstNet FirstNet is a government subsidized wireless network specifically designed for the needs of
public safety users; access to FirstNet services will be limited to defined categories of users related to
public safety. FirstNet was created under the Middle Class Tax Relief and Job Creation Act of 2012.

Individual Responsible (IR) Plan Discount Individual Responsible Accounts (“IRU) are accounts for

products and services between Contractors awarded a contract under this solicitation and individuals
who are employees of eligible users of the Master Agreement. IRU accounts are for the personal use of
Individual employees of eligible end users of the Master Agreement.

Corporate/Government Responsible (CRU) Plan CRU plans are plans that are purchased by end users of

the Master Agreement that is awarded from this solicitation.

Land Mobile Radio (LMR) Terrestrial-based, wirefess communications systems, generally operating in the
frequency range below 1 GHz, and commonly used by emergency responders to support voice and fow-
speed data communications.

Misslon Critical Push-to-Talk (MCPTT) A new standard for public safety PTT systems {starting with 3GPP
Rel. 13} that also operates over the cellular carriers’ wireless networks and supports, among other
capabilities, the ability for wireless stations to discover and communicate directly with other system
users without refaying those transmissions through a ceilular base station.

LTE (Long-Term Evolution} A 3GPP standard for high-speed cellular wireless communications.

Mobile Messaging The ability to compose and exchange electronic messages that may include text,
audle, video and other symbols between two or more users of mobile phones, tablets or other devices.

Publi¢ Safety The functions of government, which ensure the protection of citizens, persons in their
territory, organizations, and institutions against threats to their well-being.

Push-to-Talk (PTT) A method of wireless voice communications using a momentary button to switch the
wireless device from voice reception mode to transmit mode; in a cellular PTT system, all transmissions
are relayed over the carrier’s radio channels and through a server installed in the carrier’s network
infrastructure. Transmissions are received by all stations within range of that particular radio channel
and are part of that broadcast group.

Quality of Service (QoS} Mechanisms employed in packet switching networks that allows them to
prioritize certain classes of traffic over others thereby providing better performance for those preferred
classes with regard to transit delay, jitter {variation in transit delay}, and packet loss.

Short Message Service (SMS)/Multimedia Messaging Service (MMS) Wireless services offered by the

celiular carriers allowing users to exchange short text (SMS) or audio/video files (MMS). These services
are differentiated from other messaging services like Apple Messages and WhatsApp by the fact that
they are offered by the cellular carriers and are typically charged as a separate item on the service plan
along with voice and data.

Subsidized Plan Cellular plans where the carrler will provide a phone, or tablet at a subsidized price.

Wireless The transmitting of signals using radio waves instead of wires.
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Wireless Carrier A provider of wireless communications services that owns or controls all the elements
necessary to sell and deliver services to an end user including radlo spectrum allocation, wireless
network infrastructure, back haul infrastructure, billing, customer care, provisioning computer systems

and marketing and repair organizations.

Wireless Data A communication service offered by mobile carriers that allows users to access the
internet and other data services via its wireless networks using a smartphone, tablet or other cellular-
connected mobile device.

Wireless Plan A bundled subscription offering from a cellular carrier providing some combination of
services.
Wireless Priority Service {(WPS) A government-directed emergency phone service managed by the

Department of Hometand Security’s Office of Emergency Communications (OEC). Like FirstNet for data
services, WPS provides priority network access to wireless voice service (2G ar VoLTE) exclusively to

defined categories of qualified subscribers.

2.1.2 Subsequent Network Characteristics and Technology

This solicitation covers the addition of new technology and methods that are substantively similar to
existing 3G, 4G, and 5G Network characteristics.

2.1.3 Plans

Contractors will define the rate plans to be available under the Master Agreement that results from this
solicitation and must provide all details of every plan offered in Attachment G. At a minimum plan

details should include the items listed in Attachment G if applicabie.

Subsidized Plans

Subsidized plans are those that include a device to connect to the wireless network as a part of the
monthly plan cost.

Bring Your Own Device Plans

Bring your own device plans are those that require the user to provide a device for connection to the
cellular networlc or to pay for a device separately from the monthly service plan.

2.1.4 Legacy Plans

Plans covered by the predecessor Master Agreements administered by the State of Nevada (Contract
No. 1907){“Legacy Plans”} for purchasing entities who are currently enrofled will be included within the
scope of the Master Agreements awarded by this solicitation. All Legacy Plans must be described on

Attachment G: Plan Coverage Attachment.

Discontinuance of Plans

Contractor will maintain plans if they are being used. Contractor may discontinue any plan or feature
that has not had any active subscribers for at least the previous 90 days. Contractor to provide a
minimum of 90 days notice to Lead State if a Plan is to be discontinued to end users.
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2.1.5 Service Requirements

Designated Sales Point of Contact

Each Master Agreement awarded by this solicitation shall have a designated point of contact for sales
purposes.

Designated Customer Service Point of Contact

Each Master Agreement awarded by this solicitation shall have a designated point of contact for
Customer Service escalation purposes.

Deslgnated Contract Manager

Each Master Agreement awarded by this solicitation shall have a designated point of contact who
manages the contract and may be contacted by administrators of the Master Agreement or PAs.

2.1.6 Pricing Requirements
Subsidized Device Plans

Plans covered by the predecessor Master Agreements administered by the State of Nevada (Contract
No. 1907) that offered phones at no cost are to be included by the Master Agreements awarded by this
solicitation if the Contractor Is awarded under this solicitation. For any new plans offered under this
contract, Proposers have the flexibility to include a subsidized phone in the plan cost or to require the
user to provide a device or pay for it separately.

Financing

Financing Is allowed under the Master Agreement, but may be subject to each PA as some jurisdictions
may not allow Financing.

Individual Responsible (IRU) Plan Discount

Pricing Discounts for Individual Responsibie pians by public employees are to be stated on the Cost
sheet. See Section 5.

Waiver of Service Activation Fees

Service Activations Fees will not be allowed under the Master Agreements that derive from this
solicitation.

Number Porting
Carrier must provide wired or wireless number porting to/from the moblle device with no charges or
penalty.

Upgrade

Users must be able to upgrade or downgrade their service plan at any time with no limits and no
restarting of service line contract terms.

Cancellation Fees
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Carrier must provide for any participating entity the ability to cance at least 25% of the active lines of
service under contract (subsidized device) in any given year with no early termination fees or other

cancellation fees.

Carrier must not assess any cancellation fee or early termination fee for any lines of service that are
provided under a Bring Your Own Device option where subsidized equipment is not inciuded in the

monthly rate plan cost.
Activation and Billing

Carrier must not commence billing for a device until completion of an order and activation request is
executed by the participating entity representative, the user or another individual designated by the
participating entity representative. Specific billing and activation procedures may be refined within

Participating Addenda.

Cost Sheet

Contractor must popuiate the cost sheet Attachment C. The plans identified in Attachment C are to be
offered to end users and will be included In Attachment G. Contractor must also indicate & discount for
plans available under the master agreement that results from this solicitation., that are not entered into

Attachment C.

Plan Description

Contractor must include detailed descriptions of all new rate plans approved by the lead state by fully
populating Attachment G with complete detalis related to each plan and feature offered under this

contract.

Presentation

Contractors shouid propose plans that can be easily understood without complex restrictlons and terms.
Scoring will reftect the degree of concise and impactful plans — from flexibility and cost perspectives.

2.1.7 Internet of Things (loT) Services

Data plans related to internet of Things services are covered by this award category. Please describe
your Internet of Things offering as it relates to Attachment L, Network Technology Questionnaire in your

proposaf.

2.1.8 Public Safety/Wireless Priority Service
2.1.8 PUBLIC SAFETY CATEGORY

The Wireless Services Provider (Contractor) will describe how their proposal if and how they
intend to provide an exclusive, dedicated broadband network for public safety communications

to public safety entities and first responders.
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Contractor will describe if and how they would provide for a dedicated network exclusive for
use by emergency response providers such as Federal, State, and local emergency public safety,
law enforcement, emergency response, emergency medical (including hospital emergency
facilities), and related personnel, agencies, and authorities; including Native American Tribes
(Sovereign Nations) or authorized tribal organization and rural communities, unincorporated
town or village, or other pubiic entity.

Carriers will describe how their proposed services will have the ability to provide the most
comprehensive, reliable coverage and highest priority for emergency communications, such as:
s Broadband LTE network allowing first responders and other public safety personnel to
send and receive voice, data, video, images, push-to-talk and text without concerns
about network congestion.

e Mobile Devices
¢ Mobile Device Management, to include Maintenance and Replacement
= Public Safety Applications and Solutions
e Assured Priority and Preemption when needed
= Network Security
Interoperability:

Interoperability is critical to all public safety agencies, therefore; The Wireless Service Provider
{the Contractor), will describe how they enable comprehensive public safety broadband
interoperability at all levels including the sharing of priority and preemption protocols,
applications, and mission critical Push-to-Talk (MCPTT) communications and off-air device to
device communications during an emergency situation.

Deployable Access:

The Wireless Service Provider (the Contractor} will describe how they will provide cellular
connection in areas where service does not exist or where service fails during emergency
circumstances. The Wireless Service Provider wiil describe how they provide dedicated access
to Satellite Cell on Wheels and Portable Emergency Communications.

The Wireless Service Provider {Contractor) will describe additional deployable equipment for
dedicated access in areas where service does not exist or where service fails during emergency
situations.

Optional Services:
Additionai Public Safety Services soid under the NASPO ValuePoint Master Agreement other
than the requirements listed, must be properly reviewed and approved by the lead state.

Option to Terminate:
The NASPO ValuePoint Master Agreement is an addItional procuring mechanism. The Wireless
Service Provider (the Contractor) must agree; if a Public Service Entity chooses to utilize the
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NASPO ValuePoint Master Agreement, the procuring agency has the option to terminate their
agreement at any time without added fees or penalties for cancellation.

The Lead State may cancel the Public Safety/Wireless Priority Service portion of the Category
1 Scope 2t any time. H the Lead State chooses to cancel the Public Safety/Wireless Priority
Service portion of Category 1 Scope, it will provide contractors with 180 days notice.

No other Terms and Conditions, End User Agreements, or any other terms will be offered with the new

product or service unless it is included in the Master Agreement.

2.2 Category 2- Equipment and Accessories

This category includes any equipment or accessories aperating over cellular carrier provided network
services or intended for use with cellular connected devices.

This Award Category Is for Naticnal Award oniy.

2.2.1 Definitions

Accessories Any equipment, component or add-on accessory intended for use with cellular connected
devices.

Equipment Any device operating over celiular carrier provided network. Does not include servers,
desktops or laptop computing devices.

Celluiar Devices Any phones or other equipment used to connect over wireless services offered by
cellular carrlers {Category 1).

2.2.2 Eligible Equipment and Accessories

Those products eligible as equipment and accessories under this solicitation, currently includes and may
be expanded as technology advances:

Basic Cellular Devices

Smartphones - iOS, Android, Other

Stand Alone, Integrated or USB Dongle Ceflular Modems

Wi-Fi/Celiular Routers

Tablets that are cellular-network connected

Other equipment with a primary purpose for communicating over the cellular carrier network,
currently including:

o Sensors

. & B W w &
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o Cellular-enabled Video cameras
= Accessories:
Replacement Batteries
Cases & related accessories
Screen Protectors
Chargers
Cords / cables
Signal Boosters / antennae
Headsets and speakers for use with wireless devices

OO0 0 00O00O0

2.2.3 Service Requirements

Condition of Equipment and Accessories

All equipment and accessories provided under this contact must be new, unused and properly
functioning when received by participating entity If priced as a new product.

Superseded, used, returned, or reconditioned items wiil be accepted if labelled as such in the sales
order.

Trial Period

Contractor may allow for a designated trial period for testing/evaluating equipment and accessories
without additional charges or fees if applicable. Contractor will describe the timeframe for the ‘trial
period’ and procedures for implementing this policy in the sales invoice or purchase order.

Return of Equipment and Accessories

Any equipment or accessories that are not properly functioning when received by the participating
entity must be replaced by the contractor with new and properly functioning equipment or accessories
within 5 business days of the defective equipment or accessories being reported to the contractor.

Participating entities shall not be responsible for any costs related to the return and/ or replacement of
any equipment or accessories that are returned due to quality problems, duplicate shipments or other
shipping errors, outdsted products or other issues related to non-compiiance with terms of this
agreement. Contractors must confirm in writing to the end user when returns are received.

Participating entities shall not be assessed restocking fees or any other fees for items trialed and then
returned as unacceptable for any reason.

Contractor will allow for equipment and accessory purchases at all retail stores open to the public. Sales
personnel at retail stores will be aware of pricing from the Master Agreement that results from this

solicitation.
2.2.4 Pricing

Cost Sheet
See Attachment C for details for Award Category 2.

Financing
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Financing is allowed under the Master Agreement, but may be subject to each PA as some jurisdictions
may not allow Financing.

Individual Responsible (IRU) Plan Discount

Pricing Discounts for equipment and accessories offered to public employees with Individual
Responsible pians are to be stated onh the Cost sheet (Attachment C). See section 5 for additicnal

details.

Shippin
Contractor if a Carrier must activate service on new equipment within 72 hours of request or shipping.

2.3 Category 3 — Internet of Things and other Turnkey Wireless Applications

This category includes any of the wireless or loT solutions or applications being offered as a complete

product by the cellular wireless carriers or any other Contractor(s).

This Award Category may be for National Award, or Regional Award at the indication of the
Contractor in their praoposal. Contractors will indicate this preference in Attachment W.

Awards will be made in each Indlvidual sub-category of Category 3, not for Category 3 as a whole. An
award in one sub-category does not entitle a vendor to offer products or services in any other

subcategories for which they were not specifically awarded.

2.3.1 Definitions

Turnkey Wireless Solutien For the purposes of this solicitation # Turnkey Wireless Soluticn is an
integrated, on premise or hybrid systern that includes three broad elements:

» End Points physical objects (things like sensors, cameras, end point devices, etc.) that centain
embedded technology to sense or interact with their internal state or external environment and

the ability to communicate with a remote application
e  Network Services a wireless communication network providing M2M communication services
or some other method of data transport connecting the dedicated physical objects with;

»  Back Office Systems applications and central or back end systems (servers, software, operating
systems, storage, etc.).

2.3.2 Turnkey Wireless Solutions

A Proposal shail fully disclose what is Included in the Turnkey Wireless Solutions, including alf
operational components, training, services, equipment, licenses, third party agreements, any and all

fees and performance guarantees.

Products and services offered by carriers/Contractors under Legacy Plans that are now part of Category
3 awards under this solicitation will be part of the contracts that result from this solicitation if the
carrier/Contractors has also been awarded under that Category and Sub-category.
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For example: MDM products under legacy plans may only be offered under the new Master
Agreement if the Contractor is awarded under the MDM subcategory of Category 3 awards.

If an Contractor is not awarded a product under an Award Category 3 subcategory, but has provided a
product or service under Legacy Plans, the Contractor may continue to offer the product to end users
already under contract. The product may not be offered to new end users unless the Contractor has

won award of the subcategory.

Turnkey Wireless Solutions Single Contract The provider offering a Turnkey Wireless Solutions may

utilize subcontractors and partners to provide various elements of the system, but the system including
all licensing rights will be covered by a single contract between the end user that purchases the system
and the provider who is awarded a master agreement for this category of award.

Limited Related Service The provider shall provide suppart services as needed to install, maintain and
enhance the system over the life of the system. These Limited Related Services shall be included in the
system pricing. Installation services may be capped in proportion to the project at hand. The Proposal
shall describe all related services that are included in the Turnkey Wireless System. The purchasing
entity shall have the option to purchase additional services at pricing offered by the proposer and
provide an hourly rate related to the project for the Additional Consulting or integration Services.

Additional Consulting or Integration Services

a. The purchasing entity shall have the ability to purchase consulting or integration services from
the provider.

b. Consulting Services —In Category 3, “Consulting Service” means planning, assessment and other
professional consulting services provided by the Contractor related to the public entities
planning, design, assessing, operating or maintaining an 1oT solution.

¢. Additionat Services -- In Category 3, “Integration Service” means the process of making new loT
devices, data, platforms and applications, as well as existing IT assets (for example, business
applications, data, mobile, Saa$ and legacy systems) work well together in the context of
implementing end-to-end [oT business solutions. Integration services are not part of turnkey
system or limited related service, but may be acquired from the provider or fromn a separate
integration service provider at the sole discretlon of the purchasing entity.

Limited Related Service and Additional Consulting or Integration Services will be billed at an Hourly rate
will be included on the Cost Sheet {(Attachment C) and wil be included in the Master Agreement. The
Hourly rate will be a blended rate and will encompass ali related cost for these additional services.

2.3.3 Category 3 Subcategories of Award

See Attachment V for Category 3 Subcategory Definitions.

Right to Refresh

This category of master agreements (Turnkey Wireless Solutions) may be reopened and refreshed at
the sole discretion of the Lead State at any time. The refresh may aliow additional Turnkey
Wireless Solutions offering in the broad scope or by specifically identified sub categories. The
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Lead State reserves the right to change the methodology for award for all or any subcategories
at the time of the refresh/reopen of the solicitation. Awards for Award Category 3 in any
refresh solicitation will be given the same contract term as the initial award.

Data Protection

The provider shall:

a, Specify the best available standards-based encryption technologies and options to protect
sensitive data, depending on the particular service model that you intend to provide under this

Master Agreement, while In transit or at rest.
b. Describe whether or not it is willing to sign relevant and applicable agreements that may be

necessary to protect data with a Purchasing Entity.
c. Describe how It wiif only use data for purposes defined in the Master Agreement, participating

addendum, or related service level agreement.
d. Specify its data disposal procedures, policies and destruction confirmation process

Subcontractors
Providers must explain for each Turnkey Wireless Solutions offerad If they intend to provide it directly or

through the use of Subcontractors. Any Subcontractor that a Provider chooses to use in fulfilfing the
requirements of the solicitation must also meet all Administrative, Business and Technical Requirements
of the RFP, as applicable to the solutions provided in this category.

a. Contractor must describe the extent to which it intends to use subcontractors to perform
contract requirements. [nclude each position providing service and provide a detailed
description of how the subcontractors are anticipated to be involved under the Master

Agreement.
b. If the subcontractor is known, provide the qualifications of the subcontractor to provide the

services; If not, describe how you will guarantee selection of a subcontractor that meets the

experience requirements of the RFP.
¢. Include a description of how the Contractor will ensure that all subcontractors and their

employees will meet all Statement of Work requirements.

2.3.4 Security For each Turnkey Wireless Solutions proposed include both a security disclosure
statement.

Contractors for Award Category 3 must submit answers {o Attachment S.

2.3.5 Client Infrastructure Impact and Support

Contractors will be willing to provide a description of the Impact and Support on End User infrastructure
upon reguest Assessment what impacts the Turnkey Wireless application will have on the infrastructure
used by purchasing entity, including the ciient’s network, data storage and client owned and operated
endpoints before instaliation. Contractor will at the time of purchase identify any support required by
the purchasing entity to support the proposed Turnkey Wireless Solutions.

13
MA176-1 Wireless Data, Voice and Accessories Attachment B: SOW



DocuSign Envelope ID: EB2D1967-A322-489B-A040-566E50455EES

2.3.6 Client Infrastructure and Support

Unless the purchasing entity waives the requirement, the Contractor shall provide a description of the
Impact and Support on the End User infrastructure. This shall include an assessment of impacts the
Turnkey Wireless application will have on the infrastructure used by purchasing entity, including the
client’s network, data starage and client owned and operated endpoints before installation. The
description shall also identify any resources required by the purchasing entity to support the proposed
Turnkey Wireless Solutions.

2.3.7 Pricing Reguirements

Cost Sheet

See Attachment C for details for Award Category 3.

No other Terms and Conditions, End User Agreements, or any other terms will be offered
with the new product or service unless it is included in the Master Agreement at formation or
by Amendment.

Section 3: Adding New Products and Services

The Lead State anticipates establishing a process for regular communication with contractors and
addition of new products and services. Addition of new products will be treated differently based en
which category of award covers the product or service.

3.1 General Requirements

The Lead State, along with the sourcing committee of this Solicitation will review and add new products
and services to the Master Agreements outlined below. The Lead State reserves the right to modify this
process to ensure open, transparent and reasonable review of proposed new products and services,

3.2 New Products added under Award Category 1

For new service plans under Award Category 1, Carriers may add new plans as they become available to
end users, so long as the plans are added to Attachment G, Contract Coverage Attachment, at the next
quarterly update and therefore incorparated into the Master Agreement. if the new plans are not
added to Attachment G at the next quarterly update, they will not be inciuded within the scope of the
Master Agreements that result from this solicitation. Once plans are Incorporated into the Master
Agreement in this manner, they are subject to the termination restrictions in section 2.1.4.

3.3 New Products added under Award Category 2

Contractors may add new products under Award Category 2 at any time as long as they fall within the
scope of that award category. The Lead State reserves the right to make the determination of whether
a product falls within award category 2.
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3.4 New Products added under Award Category 3

For new products under Award Category 3, Contractors must submit a request to the Lead State and
sourcing team for consideration using Attachment N. All new products under Award Category 3 will be
allowed only through amendment of the Master Agreements that result from this solicitation.

After consultation with the sourcing team, the Lead State may choose to include the new product under
the Master Agreements by amendment. The Contractor will provide an updated Attachment G at the

next quarterly update for public distribution.

3.4.1 New Product Request Form

The New Product Request form will be submitted to the Lead State to request any new products or
services under Award Category 3(See Attachment M).
Proposed additional terms and conditions, end user agreements or related materials to be used with the

new praduct must be included with the New Product Request form to be considered for addition to the
Master Agreement. Terms and Condltions for additional products/services may be negotiated by the

Lead State before addition.

3.4.2 New Product Request Log

Al new added products and services under Award Category 3 will be included on Attachment N, Request
Log sheet that will include Lead State recommendations and observations. This log will be included in
the contract file and will be available for public view.

3.4.3 Quarterly Amendments

The Lead State expects to conduct quarterly amendments of the Master Agreement to add new
products and services under Award Category 3. The Lead State reserves the right to amend, or not
amend the Master Agreement at any time.

Terms and Conditions not included in the addition of new products for Award Category 3 will not be part
of any agreement with end users. Contractors will present end users only with the Terms and
Conditions agreed to by the parties in the Master Agreement Amendment.

3.4.4 Terms and Conditions Compliance with Master Agreement

All Products offered under Award Category 3 shall comply fully with all applicable Federal and State laws
and regulations. The Order of Precedence clause in the NASPO ValuePoint Master Agreement Terms and
Conditions and/or Participating Addendum will control in the event of any conflict between the NASPO
ValuePoint Master Agreement and/or Participating Addendum and the Product Terms and Conditions.
Any third-party product provider must agree to the Master Agreement Terms and Conditions.

3.5 Quarierly Call/Meeting

The Lead State expects to have a call with contractors every quarter to discuss the status of the
contracts, discuss proposed new products and services, and any other issues that may arise regarding
the contract. These calls/meetings will be scheduled at mutually agreed upon times.

15
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3.6 Terms and Conditions Compliance with Master Agreement

Any and all Products offered and furnished under any award category shall comply fully with all
applicable Federal and State laws and regulations. The Order of Precedence clause in the NASPO
ValuePoint Master Agreement Terms and Conditions and/or Participating Addendum wil! control in the
event of any conflict between the NASPO ValuePoint Master Agreement and/or Participating Addendum
and the Product Terms and Conditions. Any third-party product provider must agree to the Master
Agreement Terms and Conditions.

Section 4: Individual Responsible Account Discounts

4.1 Individual Responsible Account Definition

individual Responsible Accounts (“IRU”) are accounts for products and services between Contractors
awarded a contract under this sollcitation and individuals who are employees of eligible users of the
Master Agreement. IRU accounts are for the personal use of individual employees of eligible end users
of the Master Agreement. IRU discount offerings are not required by Contractors but are scored as a

Technical Scorable Criteria for Award Category 1.

All other plans used under this contract by eligible end users are Government/Corporate Respansible
Plans {CRU).45.2 Corporate Responsible Account Deflnition

Corporate Responsible Accounts (“CRU”) are accounts for end users of the Master Agreement.

4.3 Discount for Indlvidual Responsibie Account offerings

Contractors will indicate what, if any discount they allow for IRU accounts under this Master Agreement.
This discount is entered in their Costsheet (Attachment C) and be included in the Master Agreement.

Section 5: Reporting

5.1 General Requirements

5.1.1 Reporting shall be provided in the format required by NASPO ValuePoint:
6.1.1.1 Attachment H {Award Category 1)
6.1.1.2 Attachment | (Award Category 2)
6.1.1.3 Attachment J {Award Category 3)

5.1.2 Afttachment G: Contract Coverage Attachment

Contractors under the Master Agreement that results from this contract will submit
guarterly Attachment G to the Lead State. This attachment is intended to encapsulate the

16
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5.1.3

plans, services and offerings of the contractor. This would include any legacy and current
offerings, including the plans entered on Attachment C. {anything that would be covered by

the Master Agreement).

For Award Category 1, all legacy plans that have a discount under the Current Nevada
Master Agreement must continue the discount to be covered by the Master Agreement that
results from this solicitation. All legacy plans that do not have a discount under the Current
Nevada Master Agreement may continue to have no discount under the Master Agreement

that resulits from this solicitation

Attachment G must be submitted by Contractors awarded under Award Category 1, Award
Category 3 and Award Category 4.

Individual participating entities may request specific equipment sales summaries, which
shall be provided at no cost.

Upon request, provide reporting elements and/or management reports related to usage for
services that are avallable and would aptimize the participating entity’s ability to assess

utilization and cost.

Be able to provide custom reports as may be requested by individual participating entities.
Describe in general, the level of sophistication and complexity, custom usage report data that
you can provide to the participating entities. Vendors should provide a sample report with their

proposal.

Upoen request, provide subscribers with usage reports which include full itemization of call

details (such as the information on the Contractor’s standard bill for consumer accounts) to
enable verification of usage including: (1) cail date, call number cail length, call time, and (2)
plan cost, per minute charges, overage cost, additional features charges and other fees, etc.

5.2 Quarterly Call/Meeting

Contractors must be available for a quarterly meeting by phone, video conferencs, or In person to
discuss contract concerns, developments and any upcoming additional products or services related to

reporting.

5.4 Usage Reports (Other States)

Other States and participating entities may have alternate reporting requirements and will be addressed
by their Participating Addendum.

17
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Section 6: Pricing Landing Page

6.1 General

NASPO ValuePoint will develop a pricing landing page {(webpage} to display contracter pricing in
several key areas on an ongoing basis. It is anticipated that the end users will be able to use this
Pricing Landing page as a tool to aid in pricing and negotlating plans and device accessory
purchases from all awarded contractors. Contractors are expected to provide certain required
fields for the Pricing Landing Page. This Section applies only to Category 1 awards.

6.2 Pricing Landing Page Requirements
6.2.1 General Requirements

The Pricing Landing Page will consist of a webpage to allow for quick reference of plans, equipment,
accessories and services offered by contractors. Contractors may update the required flelds at their
discretion whenever they wish. The fields must be populated by contractors.

6.2.2 for Carriers/Contractors {Awarded under Category 1}

At the onset of the contract, Carriers/Contractors will be required to enter in pricing plans for the
following scenarios that are found in Attachment C (Costsheet):

e Plans that include a subsidized device in the monthly rate plan cost
o Basic phone with unlimited voice and messaging

Smartphone - 4 Gig of data, unlimited voice & messaging

Smartphone - 300 minutes of voice, unlimited data & messaging

Smartphone - unlimited data, voice & messaging

data only - low - 150 kb

data only - moderate - 4 Gig
o data only - unlimited data

¢ Plans that require user to supply the device or pay for it separately
o Smartphone - 4 Gig of aata, unlimited voice & messagiig

Smartphene - unlimited data, volce & messaging

Tablet - 1 Gig of data

Tablet - shares data with other devices

data only - low - 150 kb

data only - moderate - 4 Gig

data only - unlimited data

0O 0O O O O

cC 0oC 00 0

These categorles have been Identified as representing the rate plans and services that are most

commonly purchased by NASPO Participating Entities. The categories may be changed as desired by the
contractor by submitting updates to NASPO VaiuePoint.

18
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6.3 Pricing Landing Page Features

Pricing information
The Lead state will deveiop a required reporting based on the 14 scenarios iisted in Attachment C for the

landing page. The lead state reserves the right to determine requirements.
Disclaimers

Clear disdaimers to end users that all pricing reflects contractors best estimates for hypothetical use
cases and does not represent local fees, taxes and potential discounts available at specific locations

Point of Contact Information

Sales, Customer Service and Contract Administration point of contact information for ease of reference

Current Offers

Current Discounts, Offers, and Specials availabie to end users. This would be done on a national basis.
Disclaimers for reasonabie variance will be allowed at the discretion of the lead state.

Section 7: Administration of Contracts

7.1 Quarterly Amendment

The Lead State anticipates it will provide for regular quarterly amendments to the Master Agreement if
there is a need to add new products or services. (Section 4). The Lead State at its discretion may elect to

amend the Master Agreement at any time.

7.2 Quarterly Call

The Lead State and sourcing team intend to hold quarterly calls to facilitate new products/services,
discuss the administration of the Master Agreements, and all other applicable aspects of the master

agreement.

7.3 Annual Meeting

Contractors must be available for an annual meeting in person to discuss continuing administration of
the contract. The Lead State anticipates meeting once a year in person to facilitate more in depth
communication. The location of in-person meetings will be in The Salt Lake City area, or elsewhere at

the discretion of the Lead State.

7.4 Published Documents

The Lead State intends fo publish all new product/service request forms, new product logs, and any
sourcing committee recommendations and notes related for reference. End users may use these

documents to aid in their purchasing decisions.

19
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_MA176-1 Wireless Voice, Data and Accessories Attachmefit C: Costsheet = e 1l
Sor _____ Category 3A: Fleet Management Costsheet ' ==t e
T-Mobile USA, In¢

mnwmum . : ' ' $rav T
S ¥ cost arrsnon Ha‘rEs Describe nattnbuhesandaharacter!als rthe
quantity of mmthly’fn {qtyxfeex msttuchons‘ Ph ¥ Pe! s
- - vehicles b -,zi_ ‘ i r 1 "-:" .
= _ SR _ o) 12! ga-t lge "1iy =g D
SyncUP FLEET. Advanced, real-time fleet management and monitoring for
L PR oo organizations of all sizes. Includes access ta the web-based portal that
SynctP FLEET Advanced, real-time fleet management and monitaring for
120 ke ASRSr0d organizations of all sizes. Includes access to the web-based portal that
SyncUP FLEET Advarniced, real-time fleet management and monitoring for
Basic Fleet Management b
g p SLARDNN 57550000 organizations of all sizes. Includes access to the web-based portal that
SyncUP FLEET: Advanced, real-time fleet management and monitoring for
1900 IR0 $1520000 organizations of all sizes. Includes access to the web-based portal that
5000 SyncUP FLEET: Advanced, real-time fleet management and monitoring for
S | > 0000 orgamizatians of afl sizes. Includes access to the web-based portal that
Total Annual Regurring Cost $955,432.00
Descriptionli=—L" =5 10T W Tk LA U | bbb ' Y (WGUHEHENEs a1V GOm0 T e g el i~ s
Basic Fleet Mansgement *Salution ta track, monitor & dispatch vehicles while collecting infi ion-cn vehicts location & oparatian

*rmust have optian to connect to vchlde's On Board Diagnosticd| {OBD-H) gort
“Ability to monetor vehicle location

*Pravide kocation-besed vehicle dispatch support

“Collect mformation on dnver performance

*Real time and histoncal reporting via secure, centrelized portal

| "Ability to set up alerts bzsed on customer devined parameteis

R v | P s 1] i =i o T == Tl By - e e et e Tt A i
v _ "y ] [ N U Rt W e T . P e | \ ORI 4
Description ph | quar ty.of J [+] FFE ROR NDTES- Details of Instaflation and Set Up of ui'stomer;'s‘m_stance i
- e | ek (A AR W T T s DO e o & .._‘I: ,'.'-':\_'r__:‘_;-_:'.*._,_;-..
10 $0.00 $0.00 |installation, set up and basic training is |nduded at no charge
100 $0.00 $0.00 installation, set up and basic training is included at no charge
Total One Time Cost for Installation, Set Up ! PR
and Basic § Administrator Training 500 $0.00 $0.00 installation, set up and basic training is included at no charge
1000 $000 £0.00 Instaliation, set up and basic training 1s mcluded at ro charge.
5000 $0.00 $0.00 installation, set up and basic training is included at ne charge.
Tote! installation and Set Up Cost $0.00

installation, Set Up and Basic System *Set up and mﬂzumhn of customer's lnstlme in pm\dder‘s hosted environment.

Administrator Training *install each device in vehicle and consect to OBDH

{Scorabe Cast | $999,43200 ]
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o MA7E-IWI

T e S . Catep

a Cloud PBX Calling
) Direct Inward Dial/Direct Qutward Di2l to/from Business Phone Number
ii Direct Inward Dial/Direct Outward Dial to/from Business email address to Business emall address
fil. Parsonal Group Celling (esting and ad-hoc) 3-Way calling Implemented through ad-hoc personal groups
w. Transfer (Blind, Consultative)
v Hold
vi Call Watting
vl Call Waiting ID
il Call Forward (All, No Answer, Busy, Selactive)
10 $2350 | 5282000 |ix Find Me Follow Me
Basic iioble integration cost x. Do Not Disturb
per device b Out of Office
xii Caller Name & Number
il Call Nama &for [D Block {outbound)
wiv. Call pull
xv Volcemail
xvi Voicemail to text (300 sac)

100 $2350 $28,200.00 |Same 35 above

500 $2350 | $141,000.00 |Same a5 above.

1000 $23.50 3282,000.00 as above
[Totzl Anmual Recurring Cast $454,020.00

~|asa minimum, sclutions mesting this criterta will provide
«Single Number Rerch or the ability for a user to be reached 2t a simgla business telephane number
*Calls to that singls teiephone number would ring 3t both the wser’s desk phons o1 mobile sevice erther through smultaneous and/or sequents! Anging

« Single Voicemail Box for calls ip that smgls business numbar

7 : ‘Total. [
e % RELLEL ROR of lation-and Set'Up | stance

Cost
Total One Time Cost for 10 S0 00 Installation and Set up at no cost,
Instaliation, Set Up end Basic 100 $0.00 Installation and Set up at no cost.
Systerm Administrator 500 £0.00 Instaflation and Set up &t no cost.
Tramning 1000 30.00 Installation and Set up st no cost

Total {nstailation and Set Up Cost $0.06

.' ad . JhE - Lt - ._ LB - - - S
Instatlation, Set Up and Basic *Set up and ion of service with Integeation to wired sarvica,
System Admimstrator *At least one remote mesting with s deslgnuted aystam admi) to compiete sat up and provide knowledge transfer,

|Training

|Scarable Cost | $454,020.00 |

Consutlative Hourly Rate {this 5000
rate wili be Included In the
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MA176-1 Attachment H

Field Name Field Description
VENDOR The awarded Contractor's name
VENDOR CONTRACT NUMBER Lead State assigned contract number (using Lead State’s numbering protocol)
STATE State postal abbreviation code (Alaska = AK, Missouri = MO, etc.)
State Gov't, Education-K12, Education-HED, Local Gov't, Medical, Other - are acceptable
CUSTOMER TYPE (SEGMENT) segments. [determined by industrial practice for each contract - uniform for each contract]
BILL TO AGENCY Customer (agency) Bill to name
BILL TO CITY Customer (agency) Bill to city
INVOICE DATE {mm/dd/ccyy)
PRODUCT DESCRIPTION Product description of purchased product
CRU Lines Commodity-level code based on UNSPSC code rules (8 Digits)
CRU Minutes Number of volce minutes used
CRU Text Number of texts sent and recelved
CRU Data Amount of data used
CRU Graoss Sales Gross Sales
Equipment Lease Amount of monthly charges for leased equipment
LIST PRICE/MSRP/CATALOG PRICE uniform for each contract]
NASPO ValuePoint PRICE NASPO ValuePoaint Price- US Currency {$99999.999)
QUANTITY Quantity Involced (99999.999)
TOTAL PRICE Extended Price (unit price multiplied by the quantity Invaiced) - US Currency {$999999999.999)
NASPO ValuePoint ADMIN FEE Administrative Fee based on Total Price - US Currency {$999993.999)
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MA178-1 Atachnent H
NASPO ValuePoint Cooperative Contract Detalled Sales Report

O NoCurtedy seles

Contractor: Quertor:
Tata| ot
Yendor Equipment {monthly
Contract Al o Aot W er Preduct [ 1) monthly  Lenso/Rentol sorvion &

Vendor Nama Number Stete Castamer Typa BTt Agancy Miwchy BiltoRate Zpoode Queomcr® lnvolo Do Mroles @ Desaription CRUUMes Mimos CRUTort U Dwts  sevvioa eost Cest lsese/rentall  Adwin Peuw
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NASPO ValuePoint Cooperative Contract Detailed Sales Report

Contractor: Quarter:
Vendor
Contract Customer
Wendor Name Number State Type Invoice Date  IRU Lines

Total Cost Admin Fee
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Carrier lists every plan in use under the NASPO contract, provides the quantity of the lines of service using each plan and provides basic detalls of the plan

I Plan Discount lﬁm Cost Included In Plan
UneCount | Plan# ! Description | Eligibile Before |Voice Data Text subsidized Notes
E Discount | Minutes [Pnnled GB | Pooled Qty Device
gty devices o If ves/no
this plan cartler

has ane
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MA176-1 Attachment |

Fleld Name Field Description
VENDOR The awarded Contractor's name
VENDOR CONTRACT NUMBER Lead State assigned contract number (using Lead State’s numbering protocol)
STATE State postal abbreviation code (Alaska = AK, Missouri = MO, etc.)
State Gov't, Education-K12, Education-HED, Local Gov't, Medical, Other - are acceptable
CUSTOMER TYPE (SEGMENT) segments. [determined by industrial practice for each contract - uniform for each contract]
BILL TO NAME Customer (agency) Bl to name
BILL TO ADDRESS Customer {agency) Bill to address
BILL TO CITY Customer {agency) Bill to city
BILL TO ZIPCODE Zip code In standard 5-4 format [standard 5 digits is acceptable, formatted as a zip code]
SHIP TO NAME Customer (agency) Ship to name
SHIP TO ADDRESS Customer (agency) Ship to address
SHIP TO CITY Customer {agency) Ship to city
SHIP TO ZIPCODE ZIp code in standard 5-4 format [standard 5 digits is acceptable, formatted as a zIp code]
ORDER NUMBER Vendor assigned order number
PO DATE {ORDER DATE} (mm/dd/ccyy)
INVOICE DATE (mm/dd/ccyy)
INVOICE NUMBER Vendor assigned Invoice Number
PRODUCT DESCRIPTION Product description of purchased product
UNSPSC Commodity-level code based on UNSPSC code rules (8 Digits)
List Price - US Currency {$99999,999) [determined by industrial practice for each contract -
LIST PRICE/MSRP/CATALOG PRICE uniform for each contract]
NASPO ValuePoint PRICE NASPO ValuePoint Price- US Currency ($99999.999)
QUANTITY Quantity Invoiced {99999.999)
TOTAL PRICE Extended Price (unit price multiplied by the quantity Invoiced) - US Currency {$999999999.999)
NASPO ValuePoint ADMIN FEE Administrative Fee based on Total Price - US Currency {$999999.999)
VAR/Reseller/Distributor if a VAR/Reseller/Distributor, name of VAR/Reseller/Distributor and state where lacated
Energy Star Compliant Yes=1 No=2 Energy Star Does nut Apply = 0
Optional More information
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MA176-1 Attachment | Award Category 2 Reporting Template

NASPO ValusPolnt Cooperative Contract Dotalled Sates Repart

Contractor; Cuwrter: [Iim.m-. |

Vendar Mo

Canrimmct Custorsr Pl fn L1 = Sipto Shp o Shipte dpdey Tnweies Ireice L UnSPLC g VeluePaim Totd Price Erengy Sar
VavlorNews  Nowbar Fule Typa dgorey  Addwm  Miltochy  Hpeads Agmcy  Adbess StnioCly Dpcede ke PODMEM Do Nombyr Cper ity MUorced  Pricaf niey AdminFee  FPEAT  Comphem

Ferdte maichop wch Areot Litguage » e
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Provider lists each Make / Model of equipment sold and the quantity sold of each.

Quantity
Sold

E
quipment/ Part Manufacturer
Accessory | Number

Type

Model

Discount
Eligibile

List Price

Notes

to be taken
from category
2 cost sheet
examples:
smart phone
tablet
case
efc ..

ves / no
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MA176-1 Wireless Velee, Daiw wnd Accymories

1 Sweard Coegory 3

Vendor list Seveice or Prodact 1n use under the NASPO VelePolt comtrest, provides the quantity of users for aath and thr total spend for cach appiieation

Vendor Nervics / of Cumntity of| # prwrs In
CRpe——— Contract Mt Acctdor Applation Ovarctty [Uesrsor  |lurgast
Mumber M Agorcy | Wit Gy [ Tipeods ' volnd [moma [ |t ontom

3A, 3 8, 5C, wix. ]
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HASPOD

ValuePoint

MA176-1

AttachmentL
Wireless Data, Volce and Accessories

Network Technology Questionnaire

Network Technoiogy Questionnaire
REDACTED VERSION

The following section requests a description of the characteristics of the networks that you will be using to
provide the services covered by award Category 1 of this RFP. To understand the infrastructure and context
in which your services will be offered, we ask that you please describe your existing networks, technologies,
and plans.

1. 46 Cellular Services
Describe the current status and plans for your 4G LTE and earlier generation wireless voice/data

technologies.
1. Current 4G network coverage across the U.S.

T-Mobile Response: Since 2015, T-Mobile USA, Inc. (“T-Mobile”} has more than tripled our LTE
coverage. We now cover more than 323 million people and we’re working to increase our LTE
coverageto 325 million by the end of 2018.

2. Major planned enhancements for these and earlier generation networks in light of the deployment
of 5G-based services

T-Mobile Response: in April 2017, T-Mobile purchased more than $8 billion of 600 MHz spectrum
from the Federal government. T-Mobile will dedicate part of the new 600 MHz spectrum we just
won to LTE and then part to 5G nationwide. T-Moabile is the first company to commit to building a
nationwide 5G network. In addition to the 600 MHz band, we have 200 MHz of spectrum in the
28/39 GHz bands covering nearly 100 million people in major metropolitan areasand an impressive
volume of mid-band spectrum to deploy 5G in as well. This positions T-Mobile to deliver a 5G
network that offers BOTH breadth and depth nationwide. As 5G standards are defined, chipsets are
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delivered, and equipment comes to market, we expect to be 3GPP certified and be able deploy 5G
on clean spectrum — without any re-farming dependency — which means we can light it up and roll
it out quickly. We’ll expect all this to begin in 2019 and target 2020 for a full nationwide rollout.

3. Voice Quality Performance Target/Guarantee:
a. Mean Opinion Score (MOS) rating for voice calls

T-Mobile Response: T-Mobile is measuring Mean Opinion Score (MOS) for Voice traffic but
we do not currently report on this regularly. The primary metrics we rely on for
benchmarking customer experience with voice are Dropped Call Rate and Network
availabifity, hoted in the other responses.

b. Dropped Call Percentage

T-Mobile Response: T-Mobile relies or an extensive system of network performance tools
to assess network reliability and performance. Network performance statistics are
monitored and noted degradations are addressed. The specific metrics are confidential,
however, the network is engineered to a better than 2% call failure rate (drops, blocking,
etc.).

¢. What improvements do you expect with the introduction of VoLTE and Wideband Voice?

T-Mobile Response: Over 85% of our calls are carried as Voice over LTE (VolLTE} and
Wideband Voice has been deployed since 2016.

4. Broadband Data Performance Expectations/Guarantees:
a. Uplink/ Downlink Data Rates (Peak, Sustained, Cell Edge)

T-Mobile Response:
4G LTE Network (On-Device}:
¢ Download speeds: Typically between 7 — 40 Mbps, with peaks up to 0 Mbps and
minimum expected speeds of less than 0.1 Mbps
e Upload speeds: Typically between 4 — 20 Mbps, with peaks up to 35 Mbps and
minimum expected speeds of iess than 0.1 Mbps
e Latency: Typically between 30 — 55 ms

4G LTE Network (Via Smartphone Mobile HotSpot/Tethering, for Pians Including 4G LTE
Tethering):
* Download Speed: Typically between 3 — 25 Mbps, with peaks up to 90 Mbps and
minimum expected speeds of less than 0.1 Mbps
¢ Upload Speed: Typically between 2 — 10 Mbps, with peaks up to 35 Mbps and
minimum expected speeds of less than 0.1 Mbps
¢ Latency: Typically between 30 — 55 ms
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b. Latency

T-Moblle Response: Based on analysis and projections from third-party, crowd-sourced
data and subject to the factors described above and below, T-Mobile expects T-Mobile-
branded customers with broadband-capable devices and qualifying service will experience
the following speeds and latency on our 4G LTE network. These ranges are projections based
on roughly the 25th and 75th percentiles of network tests. For speeds, peak speeds
represent the 99th percentile of network speed results:

T-Mobile constantly works to improve network performance on its 4G LTE network and to
pursue advanced and next-generation technologies and services. The above ranges are
representative of current service pfans. You mayoccasionally experience speeds outside the
rangesincluded in your plan.

In recent years, T-Mobile has aggressively built out its LTE network so nearly all of our
customers have regular access to LTE speeds. Inthose rare instances where customers are
not able to receive an LTE signal, T-Mobile provides non-LTE connections (2G, 3G, and 4G
HSPA+} in many areas. Non-LTE connections are used by the small percentage of our
customers still using non-LTE devices or, in limited cases, when customers with LTE devices
are unable toconnect tothe LTE network. Based oninternaland crowd-sourced testing, we
expect T-Mobile-branded customers with broadband-capable devices during non-LTE
sessions to typically experience average download speeds of 1.5 Mbps, average upload
speeds of 230 Kbps, and latency between 60 and 180 ms. The typical customer experience
on T-Mcbile’s non-LTE network is good for streaming audio, email, and web browsing.

5. Mobile ES11 Technology

a.

Technology employed?

T-Mobile Response: America’s national 9-1-1 calling system is designed to make sure that
there is & nationwide, seamless communications infrastructure for reaching emergency
services across the United States where T-Mobile has coverage + Puerio Rico. Wireless
carriers and legacy phone companies must meet specific standards for 9-1-1 calling — as
established by the Federa! Communications Commission (FCC}. T-Iiobile’s network handles
more than 47 million 511 calls every year — that’s more than 130,000 emergencycalls every
day. T-Mobile leads the wireless industry in advancing the use of new location technologies
to improve accuracy, whether the caller is indoors or outdoors. T-Mobile was first in the
industry to leverage successful commaercial device-based hybrid (DBH) location solutions to
improve 9-1-1 location accuracy for both iOS and Android handsets. T-Mobile tan provide
precise location for text-to-911 instead of just a cell sector centrold estimate provided by
other carriers. T-Mobile is fully committed to establishing the National Emergency Address
Database (NEAD) that will provide directly actionable ‘Dispatchable Locations’ for first
responders — consisting of a validated civic address with supplemental information such as
fioor/unit number for multistory buildings. T-Mobile was the first wireless carrier to
compiete ‘First Functional Testing’ of Dispatchable Location in the FOC indoor Test Bed. The
NEAD Dispatchable Location solution is expected to become available for 9-1-1 callers
during 2019.
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b. Location Accuracy?

T-Moblile Response: Current FCC regulations require either Dispatchable Location or X/Y
location within 50 meters (164 feet) for 50% of all wireless 9-1-1 calls. This accuracy
requirement increases to 70% of all wireless 9-1-1 calls by April 2020, and to 80% by April
2021, T-Mobile is staying well ahead of these minimum accuracy benchmark requirements,
as demonstrated in the Industry Indoor Test Bed, and continues to evaluate new and
emerging location technologies as they become avallable. T-Moblie is also at the forefront
of evaluating systems capable of estimating a 9-1-1 caller’s vertical location in multistory
buildings and will provide this additional information as required by the regulations.

c. Indoor versus outdoor accuracy?

T-Mobile Response; The state-of-the-art [ocation solutions utilized by T-Mobile can produce
highly accurate location estimates for 9-1-1 callers indoors and outdoors. Complementary
locationtechnologies like Assisted GPS and WiFi-based positioning are combined to perform
well in each environment. While outdoors, wireless devices benefit from Global Positioning
Satellite (GPS) technologyand cell tower triangulationtoassist with location accuracy. GPS
and cell tower signals can be blocked or diminished by building structures, resulting in
reduced locaticn accuracy while indoors. T-Mobile has deployed support for enhanced
indoor location accuracy by connecting to the National Emergency Address Database
{NEAD), which can map Wi-Fi access points to street addresses that emergency responders
can be dispatched to.

d. Compliance with February 2015 FCC Mandates

T-Mobile Response: T-Mobile is compliant with FCC regulations concerning provision of
E911 services. T-Mobile employs a network-based technology to deliver E911. All T-Mobile
voice-enabled devicesare E911 capable.

e. Technology Plans/Expectations/Timeframes

T-Mobile Response: T-Mobile is geared to be a leader in Next Generation 911 (NG911).
NG911 will enhance the 911 system to create more efficient, more fliexible and resilient
systems to keep up with technology used by the public. NG911 will enable emergency
reporting via text, images, video and data. T-Mobile has been the industry leader in WiFi
calling and over-the-top communications platforms, e.g., DIGITS. WIF calling allows
consumers tomake 9-1-1 calls when not connected to a wireless macro network or in areas
where thereis no macrowireless coverage. DIGITSIsaninnovative platformthat aliows for
9-1-1 calls from devices that might not be able to make voice calls otherwise, e.g., tablets
We are also the industry leader in implementing Real-Time-Text (RTT), allowing greater
access to 9-1-1, especially for the speech and hearing impaired.

T-Mobile partnered with Apple in 2015 and more recently with Googie to enable device
based hybrid location technology for 911 calis, which enables wireless devices to send
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precise location information when 911 callsare made. This provides faster location sensing
and Improved location accuracy.

T-Mobile has deployed technology that allows the mapping of Wi-Fi access points and
Bluetooth beacons, indoors and outdoors, to strest addresses where emergency services

responders can be dispatched.

2. Network Reliability, Disaster Recovery and Business Continuity
Describe your overall disaster preparedness plan, the steps you have taken to safeguard your internal
and exposed assets, and the types of services and response we can anticipate in the event of an

emergencyor a disaster.

1. Describe your overallapproachto network hardening, including physical security for exposed assets,
redundant links to cell sites, and internet-initiated threats.

T-Mobile Response:

A. An Overview
Our team of certified Business Continuity professionals is responsible for documenting and

developing enterprise standards, processes, and policies for all business continuity and disaster
recovery needs throughout T-Mobile. This team supports business continuity planning and defines
enterprise tools and methodologies. Such consistency enhances T-Mobile’s overall planning and

resumption efforts.

Business Continuity Plans are housed in a centralized online repository, accessible to employees in
the office and remetely through a web browser. Additionally, hard copies of plans are availabie at
multiple sites. Al Engineering personnel have been tralned on these highly-detailed emergency
operations plans, and T-Mobile has tiered response teams providing local support needs via

enterprise-wide resources.

B. A Network That's There for You

We have portable generators, cell-on-wheels {“COW”), and transport vendors on standby in every
market nationwide. This allows us to quickly move generatorsfrom point-to-point in response to an
emergency. Cell sites are equipped with battery back-up — plus a permanent generator or
generator hook-up. In the event of a momentary or extended power failure, Maobile Switching
locations have emergency backup power. They're protected by FM 200 or Pre-action Dry Fire
Systems, and they also maintain spare equipment inventory for all critical network elements.

T-Mobile’s Wi-Fi Calling can be extremely helpful during a disaster recovery. It leverages the
protocol IP Multimedia Subsystem/Session [nitiation Protocol (“IMS/SIP”}, and allows full voice and
data functionality when a user is connected to Wi-Fi with Internet access. This let users take
advantage of Wi-Fi enabled devices and existing internet infrastructure asa backup to traditional

cellular towers.

We have multiple Network Operation Centers (“NOC”) for geographic separation in the event of a
regionaldisaster. NOCs are manned 24 hours a day, 7 days a week, and 365 days a year. All service-
affecting elements in the networks are either fault tolerant or fully redundant. Critical nodes, such
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as Signaling Transfer Points {(“STP”) and Service Control Points {“SCP”), are deployed redundantly
and geographically diverse. All members of the various T-Mobile Emergency Response and Crisis
Management Teams are equipped with Wireless Priority Service (“WPS”), Government Emergency
Telecommunication Service (“GETS”) and Satellite phones.

C. Emergency Readiness: Government Coordination
Before, during and after a catastrophe, we cocrdinate with local and state officials, Homeland
Security, State EOCs and the FCC. We approach coordinated response on several fronts:
e Various T-iViobile departmentshave established relationships with Federal, State and Local
government agenciesand officials to facilitate response to events in affected areas.
e Cur Government Affairs team actively coordinates the Company’s response activities with
the appropriate government officials.
¢ Our Engineering team has dedicated resources to report operational outages to the Federal
Communications Commission on a regular basis.
» We participate in State and Local drills of all varieties. Drills are conducted at the market,
regional, and nationali levels to test readiness and reinforce emergency procedures.
* We provide “Priority Network Access” to public safety officials, emergency first responders,
and othersin need,
We provide cell phones and wireless service to fire and police departments.
T-Mobile monitors evacuation efforts and routes and take steps to increase wireless
capacityin those priority areas (shelters, transport hubs, arenas, etc.).

D. Additional Resources for if Disaster Strikes

T-Maobile offers a variety of support options that can provide flexibility and functionality during
disasters. They include multiple messaging solutions, mobile internet and e-mail, international
services, and online account management.

We're proud of our response and fiexibility with catastrophic situations — always placing our
customers as our top priority. For example, we were particularly responsive during the recent
hurricanes, Harvey, Irma, and Maria.

E. Tiered Support:Getting Customers the Right Help

T-Mcbile has a tiered support structure for its offerings. Typically, a customer will contact Customer
Care for initial assistance with ali types of voice or data issues. The Customer Care representative
then troubleshcots the specific issue.

Qur tiered response teams provide support to focal response needs via enterprise-wide resources.
This heips us to maximize resource availability and reduce response time. T-iVigbile owns a highly
redundant, nationwide Asynchronous Transfer Mode (“ATM”) backbone, over which its services
(Wi-Fi, GPRS, EDGE, 3G, 4G, and LTE}) are routed. QOur NOCs, Switches, and Data Centers all have
redundancy systems.

if the problem is determined to be a wireless data issue, the call will be routed to our Wireless Data
Group ("WDG") for resolution. The WDG will work to resolve the problem. Should the issue require
escalation to the next tiered level of Support, WDG will take ownership of the problem, and work
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with the next level of support to provide a resolution in a timely manner. For network issues or
Wireless Data Services for device software, WDG will bring in Level 3 Network Engineering.

. What are you greatest challengesinterms of recoveryin the event of extensive damage throughout

an extended area, and how do you address them?

T-Mobile Response: The 2017 hurricane season was unrelenting, withthree significant back-to-back
storms pounding multiple states/islands and leaving behind tremendous devastation. 2018 s also
expected to be more active than usual so T-Mobile is planning ahead and getting customers

information they may need to be storm-ready.

Advance Preparations
We’re always monitoring storm activity and if we see the potential for impact, we’ll be ready. T-

Mobile setsup an engineering command center nearthe expected area of impact and deploys rapid-
response teams that is ready to help minimize potential interruptions to wireless service. In
addition, T-Mobile’s Network Operation Centers {(NOCs) closely manage network traffic and
coordinate response afteran event, like in the aftermath of a hurricane.

in Horida and PuertoRico, areasthat are often hardest-hit by tropical storms and where Hurricanes
Irma and Maria wreaked havoc last year, T-Mobile engineers have doubled the number of
permanent generators and added infrastructure to hundreds of towers. Also, more vehicles are in
place throughout the impacted area to enable a faster response once it'ssafe for engineersto make

repairs.

Recovery Efforts
Even with our extensive advance preparations, service interruptions could happen, particularly if

there are power outages. Once recovery efforts can begin after an event, T-Mobile deploys
equipment, supplies and disaster experts to all affected areas. Emergency equipment includes
portable generators, fuel trucks, Cell On Wheels (COWs), Cells on Light Trucks (CoLTS}, fuel and

diesel trucks and other vehicles.

Describe the types and amounts of back-up batteries, generators, COWs/GOATs and other
deployable assets you maintain, and how long a period of disruption you anticipate inyour planning.

T-Mobile Response:

Reliable, Resilient & Redundant Network

We maintain an organized, integrated, suite of disaster response and recovery plans & procedures,
teams, emergency options, equipment and supplies In every geographic area In which T-Mobile
provides service. T-Mobile has made significant investment into network redundancy, relfability and
resiliency. For times when impacts are unavoidable, we have fleets of emergency equipment such
as cell site backup generators, fuel tanks, microwave technology equipment, Cells-on-Wheels
(COWs) and other equipment across the country to facilitate quick recovery. We will continue to

invest atall levels toensure service continuity & quick recovery.

Preparation & Response to adisasterevent
Before adisaster strikes the Engineering organization will:
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¢ Analyze storm conditions for anticipated landfall and condition
¢ Top off fuel and test back-up generators
Have portable generators, Cell-On-Wheels {COWs) and Cell -On-Light-Truck, (COLTS) on
standby nationwide
= Estzblish 2 command centerthat will mobilizé teams of technicians and engineers as soon
as conditions permit
Create staging areas for incoming equipment
Obtain security as needed to protect personnel and assets
Have Emergency Teams on stand-by from neighboring cities
Coordinate with local and state officiais, Department of Homeland Security, FEMA, State
EQCs and the FCC
» Monitor evacuation efforts and routes and take steps to increase wireless capacity in those
priority areas (shelters, transport hubs, arenas, etc...)
» Malntain contracts with fueling vendors nationwide to support recovery needs within 24-
48 hours
During and after the actual event, whether earthquake, hurricane or tornado, the Engineering
organizationwill:
¢ Deploy portable generatorsand COWSs
* Provide Wireless Priority Service to public safety officials, emergency first responders, and
others that have subscribed
e Set-up WiF calling and charging stations

Speed ofdeployment to a disaster site .

Highly detalled emergency operations plans have been created and implemented nationwide and
ali engineering personnel have been trained. T-Mobile has tiered response teams providing support
to local response needs via enterprise-wide resources. This assists us in maximizing resource
availability and reducing response time.

3. 56 Cellular Services
Describe your deployment plans for 5G network coverage across the U.S.

1. ExpectedRole of 5G in your overall network architecture.
We would like to understand where 5G “fits” in your overall network strategy. For example, do you
see 5G as;

A wholesale upgrade for 4G LTE services in the wide area,

A high-capacity local distribution solution for a 4G wide area network,

Some combination of the two,

A fixed wireless solution for business or residential Internet access,

Something else entirely?

poo oo

T-Mobile Response: Why 5G? Quite simply, 5G brings lower-latency. That means faster response-
times for all your applications. But it’s about more than just speed. Like massively increased battery
life. And an exponential leap in the number of connections you can handle simultaneously —
unlocking all kinds of amazing new applications.
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We expect to see a whole new class of applications and solutions that will be built for nationwide
5G. Ultimately, it will aMlow today’sapplications to just work better and faster. Aswith prior network
innovations, we can't fully imagine all of the new applications that will emerge. But emerge they

will.

& Imagine Augmented Reality heads-up displays that see everything you do, and provide you
with real-time, cloud-driven information about the people and objects around you.

» |magine an earpiece that provides natural language translations in real-time as a friend
speaks to you at natural-speed in any language.

¢ Imagine never losing anything ever again because you can embed low-cost sensors with
decade long batterylife — then imagine how everything being trackable affectsthefts|

¢ Imagine environmental sensors embedded in the infrastructure —mixed into the asphalt on
new smart highways that intelligently route traffic, update road signs, notify road crews
when repairs are required and emergency services when accidents accur|

2. Please provide the fundamental strategy you are following for deploying 5G technologies going
forward.

T-Mobile Response: As 5G standards are defined, chipsets are delivered, and equipment comes to
market, we expect to be 3GPP-certified and able deploy 5G on clean spectrum — without any re-
farming dependency — which means we can light-it-up and roll-it-out quickly. We'll expect all this
to begin in 2019 and target 2020 for a full nationwide rollout.

We may make projections and statements about the future performance of the Company, which are
baosed on current expectotions and assumptions. Please consider the risk factors included in cur most
recently filed Annual Report on Form 10-K that could cause our actual results to differ materially
from those in the forward-looking statements.

3. Timetable and total percent of 5G coveragein eachstate.

T-Mobile Response: In September 2018, we have announced that we lit up 600 MHz (Band 71}
Extended Range LTE in 1,254 cities and towns in 36 states, including the island of Puerto Rico. Qur
furiously paced deployment of 600 MHz LTE is expanding network coverage and capacity,
particularly in rural areas, and lays the foundation for nationwide 5G in 2020 with 5G-ready
equipment. While we cannot disclose an exacttimetable and total percent of 5G coverage in each
state at this time, we will be more than happy to reveal 5G coverage as it becomes available.

4. Proposed Channel Sizes (in MHz) for macro area and small cell deployments

T-Mobile Response: Aggressive deployment of 600 MHz in Q2 2018, augmenting existing low-band
capabilities on 700 MHz. T-Mobile owned an average of 110 MHz of spectrum nationwide. The
spectrum comprises an average of 31 MHz in the 600 MHz band, 10 MHz in the 700 MHz band, 29

MHz in the 1900 MHz PCS band and 40 MHz in the AWS band.
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5. Frequency Band(s) to be used and primary applications for each.

T-Mobile Response: T-Mobile is aggressively rolling out small cells throughout the country. This
technology provides high performance, high capacity, indoor and outdoor LTE coverage. It supports
three standards {LTE, 3G and Wi-Fi), 10 frequency bands and up to 300 Mbps LTE with carrier
aggregation. The flexibility, cost-effectiveness and performance In just a tablet-sized footprint allow
us to place it closer to where our customers need it most.

6. Pricing Model: Will 5G usage be metered and priced the same rates as 4G voice and data usage or
will premium pricing be applied?

T-Mobile Response: 5G usage will be priced at the same rates as 4G voice and data usage.

4. VoLTE and Wideband Cellular Volce Services
Describe your plans for Voice over LTE (VoLTE) and Wideband voice services.

1. Current level of VoLTE deployment and ongoing plans

T-Mobile Response: T-Mobile was the first carrier to launch VolLTE in the United States and the
entirety of our LTE footprint supports VOLTE. VOLTE is T-Moblle’s primary technology for delivering
voice service to the vast majority of our Customers. As T-Mobile’s LTE footprint grows, it all offers
VOLTE support. T-Mobile continues to expand its capacity through the refarming of existing
spectrum and implementation of new technologies including Voice over LTE ("VoLTE"), Carrier
Aggregation, 4x4 MIMO, 256 Quadrature Amplitude Madulation ("QAM"), and License Assisted
Access ("LAA"). VoLTE comprised 83% of total voice calis in Q2 2018, compared to 80% in Q1 2018
and up from 72% In Q2 2017. Moving voice traffic to VoLTE frees up spectrum and allows for the
transition of spectrum currently used for 2G and 3G to 4G LTE. T-Mobile is leading the U.S. wireless
industry in the rate of VolLTE adoption.

2. wideband Voice (AMR-WB) Availability

T-Mobile Response: T-Mobile is on the leading edge of technology to improve the quality of voice
services. T-Mobile was first to launch HD Voice {(AMR-WB) in the US on its network since 2013 on
its UMTS and LTE network. Additionally, T-Mobiie was the first carrier in the US to support the
Enhanced Voice Services (EVS) codec. The performance of this codec is superior to AMR-WB and is
even utilized on the VoLTE wireless connection for all mobile to land line calls {for capable devices).

3. User device availability

T-Moblie Response: T-Mobile offers (and supports) a2 wide array of devices that support both the
AMR-WB/HD Voice codec and the EVS codec.

REDACTED VERSION
CJ18012 Wireless Data, Voice and Accessories RFP Attachment L: Network Technology Questionnaire



DocuSign Envelope ID: E92D1887-A322-488B-AD40-566E50455EE5

4. Wideband Voice Interoperability:
Between Mobile Carriers

Mobile Carrier-to-PBX/UC Platform
{i.e. compatibility with wideband voice devices using G.722 or cther wideband codecs)

T-Mobile Response:
¢  When on T-Mobile VOLTE and Wifi Calling:
o EVScodec is used end to end for TMUS mobile to mobile calis
o EVScodecis used for calls to other mobile/landline carriers{but is transcoded upon
exiting T-Mobile’s network)
o T-Mobile supports AMR-WB/HD Volce (G.722.2) interoperability with:
= AT&Tis supported today
=  Verizon is planned (undergoing lab validation)
®  Sprint is under consideration
s  When on T-Mobile GSM/UMTS: AMR-WB(G722.2) is supported for in network mobile to

mobile calls only

5. Circuit Switched Fallback Included?

T-Mobile Response: For devices that support LTE data, but not VolLTE, T-Mobile supperts circuit
switch falfback to UMTS and GSM across its LTE footprint. (note: Low-band LTE {600/700MHz)
capable devices on T-iViohiles network will not attachin low-band only coverage areas unless they

support VoLTE)

6. Describe your overall pricing model for VoLTE services (e.g. Will wideband voice be offered at the
same price as existing voice calling services?).

T-Mobile Response: VOLTE services are included in our voice rate plans at no additional charge.

7. As “voice” has essentially becomes additional “data traffic” with VoLTE, indicate the likelihood you
will be offering internet-like ali-data plans that suppori all traffic types as opposed to plans that
distinguish voice, data and text services.

T-Mobile Response: T-Mobile is open to opportunity to discuss future offerings of internet-fike all
data plans as they become available if in our roadmap during our quarterly business review.

5. loT Cellular Network Services
Describe what you currently have and plan to introduce in the way of network services specifically

geared toward Internet of Things (loT) applications.
1. List all loT-Focused Transport Services (e.g. NB-loT, LTE Cat M1, etc.) Offered and Planned

T-Mobile Response: T-Mobile is building the network of the future, today. From the NB-loT network
that launched this year to the 5G network we’re primed to deploy, we've created a range of network
solutions that provide coverage and reliabiiity when and where you need it.

» 5G-—We're uniquely positioned to deploy a 5G network across multiple bands.
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e NB-loT — Our national NB-loT network provides features to extend battery kife, and

authenticated LTE communication.
CAT-1 ~ With efficient low and high-power bands, you get significant power ata low cost.

e 4G LTE- Our network connects your devices and applications virtually everywhere you go.

2. Performance Expectations{For each service offered):
Uplink/Downlink Data Rates (Peak, Sustained, Cell Edge)
-~ Maximum Transmission Range
= Expected Latency

- Frequency Band(s) Empioyed

T-Mobile Response: Performance of |oT is determined by both the device type (3GPP Category)
and the network capability.

Technology Frequency Bands Data Rates Latency MaxRange

4G LTE B4/B66 (AWS) America’sFastest | America’sLowest | Full extent of LTE
B2 (PCS) LTE Network LatencyLTE coverage
B12 (700} {both UL& DL} Network
B71 (600)

CAT-1 B4/B66 (AWS) DLUp to10Mbps | America’sbLowest | Full extent of LTE
B2 (PCS) UL up to 5Mbps LatencyLTE coverage
B12 (700) (CAT-1 device Network
B71 (600) limits)

NB-loT B4/B66 (AWS) DL 30kbps Peak 1-5sec typical Full extent of LTE
B2 (PCS) DL 15Kbps Typical coverage
B12 (700) UL 30Kbps Peak
B71 (600} (2019) UL 15kbps Typical

3. General Deployment Plans and Targeted Availability

T-Mobile Response: T-Mobile has nationwide support todayfor 4G LTE, LTE CAT-1, and NB-IoT. NB-
loT is planned to be extended to 600MHz in 2019.

4. GeneralPricing Model(s} and Alignment To Minimize Cost with Specific Application Use Cases

T-Mohile Response: T-Mobile hasthe most aggressive [oT pricing inthe US, with service fees starting
at $6/yr/device for NB-IoT and modules starting at just $5. Details at: https://iot.t-mobile.com

6. RCS Cellular Messaging Services
Describe your current and planned deployments of Rich Communications Services {RCS) Service.

1. Planned/Deployed?

T-Mobile Response: Rich Communication Services provided enhanced messaging like group chat,
videos, gifs, file and location sharing and more. T-Mobile was first to launch RCS in the US in July

REDACTED VERSION

118012 Wireless Data, Voice and Accessories RFP Attachment L: Network Technology Questionnaire




DocuSign Envelope ID: E82D1867-A322-489B-A040-568E60465EE5

2015, and now every Android device we sell comes withit. More than 30 million T-Mobile customers
send over 250 million RCS messages EVERY DAY across our network.

We designed the T-Mobile LTE Network to be “Data Strong” specifically to support the next era of
device-to-device collaboration. But we didn't stop there -we’ve continued to innovate and enhance

the experience for customers.

2. Extentof Coverage

T-Mobile Response: RCS services are currently available on Android devices in the same areas T-
Mobile’s nationwide LTE Network covers and also when these devices are connected to Wi-Fi.
Currently in the industry, Android OS is the primary platform for RCS while other OEMs and
application developers have taken a proprietary route for collaboration, built for either specific

devices or specific apps.
3. List of FeaturesOffered

T-Mobile Response: T-Mobile RCS services has been at RCS ver. 6.x and features include picture
messaging, Real-time session status, Advanced Messaging, and native video calling integrated with
the devices’ built-in dialer. To support these features, enhanced additionai storage capability (up

to 10 MB} is available on each RCS session.
4. Supported devices

T-Mobile Response: RCSservicesis supported on all our LG, Samsung, Alcatel, Motorola, Pixel from
Google, and select other T-Mobile Android devices with latest Android OS software.

5. Expectationsfor user adoption going forward

T-Mobile Response: T-Mobile has seensignificant growth in RCS adoption and traffic since launching
RCS 5.3 services 2015, and we anticipate a rapid increase {multi-basis point growth) of RCS adoption
inthe future. In2018 and beyond, T-Mobile is now working with a new standard known as Universal
Profile 1.0. Universal Profile 1.0 will allow for easy inter-carrier communications and greater storage

capability as noted in the chart:

Featres iAdvancedMessaging _ {Universal Profile 1.0

"5 Typing” stetus o Tves Yes .
Readuid Delverdstats  ve [
Festeimd et |upoioows

Group cha size frnt "~ |opetcpms 100 parcpents

Group chat subject N Yes i ]
Gopdeton e I
" L L
Measaging beween carler (Carir Intercperabifty) No Yes'

*Universal Profile 1.0 suppori is designed o work across different wireless providers as soon as they're '
neady o support it and interconnect with T-Mobile.
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7. IndoorCellularServices
Describe your primary strategies addressing coverage prohlems in indoor or other difficult to service
locations, and the type of support you can provide to our buyers in addressing these issues.

1. Generaltechnology approaches (e.g. DAS, small cells, indoor repeaters, VoWiFi, etc.) for different
environments (Small office, large office building, campus, sports arena, etc.)

T-Mobile Response: In buildings with limited coverage, our team will be proactive with enhancing
signal strength. We will request a site visit for an in-building evaluation. We will work closely with
you todetermine the solution and timeframe for conipletion of the project. We offer several options
to enhance in-building coverage including, but not [imited to:
s CelFi RS3 Signal Repeaters for low coverage areas
s LTECeliSpot
¢ Distributed Antenna System {“DAS”) deployments: A DAS network is made up of base
station connected by fiber optic cable to a group of antennas placed remotely in outdoor
and indoor locations. DAS networks share and receive signals with remote nodes
simultaneously, creating a single large cell. DAS systems can also be shared by multiple
carriers and support multiple frequencies. DAS can be scaled depending on the size of the
venue and are typically deployed in spaces with a larger footprint.

T-Mabile also supports Wi-fi Calling on many of our smartphone offerings to extend our coverage.
One of the best things about T-Mobile Wi-Fi Calling is that it’s so simple to use. You don’t need to
activate anything or download a special app. Just connect to any available Wi-Fi network, check that
Wi-F Calling is enabled on your Wi-Fi capable smartphone, and make a call {or send a text, email,
etc.) as you normally would.

Our engineers have continued to deliver quality and user-experience enhancements through Wi-fi
Czlling. We have the deep technical knowledge and close partnerships with device manufacturers
to deliver the Wi-Fi call quality that customers have come to expect from the Un-carrier.

Benefits of Wi-Fi Calling:
e Make calls over any open Wi-Fi network
» Avoid international roaming chargeswhen travelling Internationally
s Extend coverage in places such as basements of homes and buildings

2. Process by which statesrequest assistance with special coverage issues.

T-Mobile Response: For any installations where inadequate coverage is identified, T-Mobile will
evaluate potential coverage improvements and present options to you using the following process
outline.
1. T-Viobile will visit the site to measure signal strength and note areas within the facility
designated by customer as being of criticalimportance (command, etc.).
2. The venue and supporting data are presented to T-Mobile leadership team for approval.
3. A plantoaddress the venue is put together
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a. The solution will take intoaccount the specifics of the location, such as size, building
construction, etc. Site and building plans are reviewed and used to establish a
design.

b. Solutions may include several options - from a DAS to a microcell or pico solution -
taking into account the number of existing and expected users, the balance of usage
(voice/data devices), and any site-specific installation or design requirements.

The proposal is presented to the Customer for discussion and modified as needed.

5. AnIn-Building Coverage agreement is sent to the Customer for execution.

6. Upon execution of In-Building Coverage agreement, T-Mobile will work with the Facility
Management to put togethera project plan, including drawings, access, timelines, and any
other issues identified that may impact the construction process.

a. Locations mayrequire additional Site-License or Lease negotiations, zoning permits,
etc. that may impact the installation timeline.

7. Equipment is installed, tested, and brought on-air.

E

3. Availability of guidance regarding suitability of specific solutions to particular applications, known
tradeoffs, regulatoryissues (e.g. retransmission rights), and potentialinterference with existing Wi-
Fi or other unlicensed networks in operation.

T-Mobile Response: T-Mobile recognizes that State and Municlpal properties may have limitations
and requirements before RF modification or new structures are designed. Modern Cellufar
communications improvements will be designed with the requesting arganization’s needs, and with
the facilities distinct architecturaland regulatory frameworkin mind.

4. Special support services regarding coverage problems that will be available to NASPO VaiuePoint
users under this contract

T-Mobile Respense: Highly-trained US-wide engineers are tasked and equipped with coverage
analysis tools to correctly identify areas of greatest need and use this information to build custom

solutions designed to provide an optimum coverage experience.

8. Cellular Services on Unlicensed Bands

Describe your overall plans for use of unlicensed frequency bands in providing your service, and how
you intend to handle problems arising from customer private networks that are also using those

channels.
1. Frequency bands being considered

T-Mobile Response: T-Mobile has already been rapidly deploying License-Assisted Access (LAA) in
the 5.0 GHz spectrum. This Is in addition to Carrier Aggregation capability across the 4 LTE
frequencies T-Mobile provides service in today.
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2. Planned applications for each band (e.g. Macro network, smali cells, VowiF, etc.)

T-Mobile Response: T-Mobile has rapidly deployed License-Assisted Access for LTE-U and in over
300 cities in the US, leveraging both Small cells and conventional Mobile infrastructure

UL Frequency Band Currentuse Future plans
LTE-U Unlicensed (20 MHzin the | LAA/LTE-Y LAA & all technologies
5.0 GHz range)

3. What level of problems do you anticipate regarding interference problems created through your
use of unlicensed channels that might be occupied by WLANSs or other private wireless systems?

T-Moblle Response: T-Mobile anticipates [Imited to no interference on Unlicensed LTE-U and LAA
capability generally. LAA was developed cooperatively with the 3GPP specifically to address
concerns about interference. This because LAA has the prioritization function to minimize
interference with other trafficin shared spectrum space. Source: Ferce Wireless 2/12/2018

4. Howwill users buying under this contract be notified that a system using unlicensed frequencies will
be deployed in their facility and what steps will you be taking to ensure against interference with
existing networks using those same unlicensed bands (e.g. Wi-Fi, Other 2.4 G/5GHz deployments)

T-Mobile Response: Qur current strategy for LAA and LTE-U is to deploy with small cells primarily.
This means, just as with larger cell sites, agreements for fixtures and leasing where necessary are
negotiated and access to network access is available. T-Mobile will communicate directly with
organizationswhose coverage requirement include use of Unlicensed spectrum.

9. Useof Wi-5 in Cellular Services

Describe how you use Voice/Data/Text over Wi-Fi, the nature of the Wi-Fi services you would use, how
the decision is made to use Wi-Fi versus cellular, and the impact Wi-Fi use will have on billable traffic.

1. Doyou offload traffic onto Wi-Fi Networks?

T-Mobile Response: Unlessthe device is connected to a Wi-Fi AP, all data goes through T-Mobile’s
network. The users must either manually connect their phone to an AP or save the Wi-F AP to
automatically connect when the AP is in range.

2. Indicate the approximate percentage of Wi-Fi usage for your total wireless network traffic over the
following types of Wi-Fi networks:

T-Mobile Response:

- Wi-Ft Networks built and maintained by you- Voice 0% Data 0%

- Wi-Fi Networks from certified 3rd Party Providers Voice N/A% Data N/A%
(e.g. Boingo, Cable Companies, etc.)

- Customer Wi-Fi Networks Voice N/A% Data N/A%
- Any open and available Wi-Fi network Voice N/A% Data N/A%
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3. How is the service choice made to use cellular versus Wi-Fi, and which Wi-Fi network to choose if
there are multiple options available?

T-Mobile Response: The selection criteria for using Wi-Fi-preferred or Cellular preferred
cohnectivity varies by device and organization|iT policy. For example, the factory settings on Apple
devices withiOS 12 default to cellular-preferred in the United Statesbut may prefer Wi-Fi overseas

depending on Enterprise permissions and mobile rate plan.

4. Are any of the following traffictypes sent over Wi-Fi chargedagainst the user’s service plan?
.~ Voice?

- Data?
- Text (SMS/MMS)?

T-Mobile Response:
~ Voice? No
- Data?No per-uni charge, but draws against monthly usage depending on service plan.

= Text {SMS/MMS]}? No.
10. Public Safety Wireless Priority Service (WPS) - For Bidders Offering Public Safety Services

Describe your ability to provide Wireless Priority Service (WPS) voice services for State employees with
critical job duties and responsibility for responding to disaster/emergencyevents.

1. Describe the general mechanism by which the network will prioritize WPS user calls (e.g. Will public
network voice calls in progress be terminated to allow WPS calls to be connected?)

T-Mobife Response: T-Mobile is 8 Wireless Priority Service ("“WPS”) provider, a program managed
via the Department of Homeland Securlty (“DHS"). T-Mabile follows all DHS guidelines for granting
WPS access to qualified lines of service. Access to WPS is vetted and approved outside of T-Maobile
by DHS and a subcontractor, General Dynamics infermation Technology (“GDIT”) in collabaration
with the NASPDY' s officiz! Point of Contact. Once & user's kine is epproved, GDIT sends the approval
for the appropriate WPS SOC to be added to the user’s line, This process and the T-Mobile WPS
service is similar to WPS from all other WPS carriers. T-Mobile is in the final stages of an
enhancement to WPS service that enables it to work over T-Mobile’s VoL TE service.

While there are priority management rules for WPS, there are no circumstances where public
network voice czlls would be terminated in favor of other call types including WPS., Any WPS
subscriber who places a WPS call will be admitted with priority over non WPS subscribers. Per FCC
rules for all WPS providers, no public network voice call will be terminated. fnthe T-Mobile network
resources required for voice call are never observed congested to the level when public call

termination wil be required.
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2. Can public safety officials disable calling for the general public to ensure WPS access for first
responders?

T-Mobile Response: Disablement of general public calling is not possible as WPS is structured today
under DHS definitions. T-Mobile does have the capability to automatically bar access by regular
users in congested cell site situations, including those situations which may arise during emergency
response situations. In the case of congestion T-Mobile network willautomatically reduce load from
public by temporary barring cells.

It is important to note that during the 2017 Hurricane season Operational reporting reveaied that
no T-Mobile site’s radio resources ever became congested for voice bearers to the point where
triggering a ban of general users was necessary.

3. What happens when a base station or other network element becomes overloaded with WPS calls?

T-Mobile Response: Priority will be given to WPS callers based on Priority Level. T-Mobile network
is over dimensioned to the level when total WPS usage is just a very smalf percentage of capacity.

4. Define the range of devices supported.

T-Mobile Response: WPS rules are supported on phone/devices using any and all T-Mobile
frequencies today.

5. Doesthe service operate on 2G, VoLTE, or both?

T-Mobile Response: WPS rules are supported on ali T-Mobile RAN technologies including 2G,
3G/UMTS (still available on T-Mobile) and VoLTE.

€. Do you provide enhanced reporting to public safety agencies regarding WPS availability, dropped
calls, performance, etc.

T-Mobile Response: Government organizations under NASPO may obtain this type of reporting
upon reguest.

7. Describe the type of back-up and recovery measures that are included as part of WPS.

T-Mobile Response: With VOLTE as the primary access, Circuit-switched voice on 3G/UMTS and 2G
is available in back-up situations. T-Mobiie offers this backup to Public Safety organizations “on the
fly*. Meaning, no user intervention or device settings need to be modified to have calls access the
circuit-switched technologies on T-Mobile.
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i1

8.

10.

Do you have the ability to augment coverage/capacity with deployable assets during
events/disasters?

T-Mobile Response: T-Mobile regularly deploys COWs/ CoLTs and other mobile coverage assets in
cases when circumstances and planned/unplanned events require additional cellular coverage

capacity on short notice.

Detail levels of user priority defined and procedures required in applying for and initiating WPS for
a user.

T-Mobile Response: WPSis not defined by the US mobile carriers. We support all 5 levels defined
registration is done through DHS. T-Mobile follows DHS procedure by providing bulk enroliment
process as well as user initiation. DHS dictates the levels of priority and assigns the priority during
application for WPS to be provisioned to an individual line of service. Any DHS approved
organization has an assigned Point of Contact (POC) at that organization. The POC is responsible for
ensuring the subscriber applying for WPS is eligible prior to submitting to DHS. DHS confirms or
denies the submission, and if in the case of approval sends that approval to the wireless carrier to
provision the line of service with WPS.

Confirm your ability to activate equipment and WPS within 24 hours after request in the event of a
State of Disaster/Emergency.

T-Mobile Response: End-users aiready enrolled in WPS, can get expedited (2-4 hours} service
activated on a new or secondary device. The intervals for new users or new accounts is dependent
on DHS operations to fulfiil. T-iViobile's will work with any DHS approved agency to expedite the
activationand provision WPS during an event such as this.

National Broad band Public Safety Networks (NPSBNs) - For Bidders Offering Public Safety Services

Describe your plans for deploying FirstNet or FirstNet-like (i.e. National Broadband Public Safety
Network) solutions for providing priority data and video service to 5tate employees with critical job
duties and responsibility for responding to disaster/emergency events.

Describe your plans for deploying FirstNet or FirstNet-like (i.e. National Broadband Public Safety
Network) solutions for providing priority data and video service to State employees with critical job
duties and responsibility for responding to disaster/emergency events.

Service Overview

1. Will the priority NPSBN service operate over a fully separate radio access {RAN) and evolved
packet core (FPC) network, and if not, what elements will be shared with the public wireless

network. Are those plans expected to change in the foreseeable future?

T-Mobile Response: Please see Protected Business Confidential version.
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2. Inshared network elements, describe the specific mechanisms by which public safety traffic will
be prioritized over other public network traffic in both wireless and wired portions of the
network.

T-Mobile Response: Piease see Protected Business Confidential version.

3. Describe the range of capabilities available to support Quality of Service (QoS) for different
classes of public safety traffic (e.g. voice, video, PTT/MCPTT, priority data, best effort data,
background data, etc.), and what modifications would be required on end user devices or
servers to mark traffic so that it would be assigned to the correct QoS priority level.

T-Mabile Response: Please see Protected Business Confidential version.

4. What radio frequency band(s) will your public safety service be operating on? Are there plans
to change or expand that list?

T-Mobile Response: Please see Protected Business Confidential version.

5. At any point do you plan to otfer a physically separate public safety RAN (please provide your
definition of “physically separate”) using Band 14, and will public safety officials have the ability
to preempt access to those radio network resources from the general public in the event of an
emergency or disaster?

T-Mobile Response: Please see Protected Business Confidential version.

6. Describe the availability of compatible end devices for your public safety services and identify
any potential changes to your network offering (e.g. migration to Band 14} that would require
device upgrades, and the scale of those upgrades (e.g. New SIM, Other hardware update, device

replacement, etc.).
T-Mobile Response: Please see Protected Business Confidential version.

7. Does this page from the FirstNet Web Site https://www.firstnet.com/devices represent the
complete list of FirstNet Certified Compatible devices?

T-Mobile Response: Please see Protected Business Confidential version.

8. Describe what happens when ali public network traffic has been preempted and the network
becomes overloaded with public safety traffic.

T-Mobile Response: Piease see Protected Business Confidential version.
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Service Offerings and Performance Guarantees/Expectations

9.

10.

11.

12.

13.

14,

Voice Telephony: What are you plans, timetables and proposed technologies to offer wireless
voice telephony services on your public safety network, and will it be carried with appropriate

QoS?
T-Mobile Response: Please see Protected Business Confidential version.

Video: What are you plans, timetables and proposed technologies to offer wireless video
services on your public safety network, and will it be carried with appropriate QoS? As video
calls may be originated from a laptop, how will the user signal to the network that this is a video

call so that appropriate QoS handling can be applied?

T-Mobile Response: Please see Protected Business Confidential version.

Broadband Data Performance Expectation/Guarantee:
- How many levels of priority data services (e.g. Critical, High Priority, Best Effort,
Background Data, etc.) will be offered, and how will user devices signal to the network

the QoS level that should be applied to each session?
- Uplink/Downlink Data Rates (Peak, Sustained, Cell Edge) and Latency for each QoS level

supported. ]
- Impact on network performance in Network Overload Conditions

T-Mobile Response: Please see Protected Business Confidential version.

Text: Describe the text capability that will be offered with your NPSBN, specify if it is separate
from the public SMS/MMS service, the typical and maximum message delivery delay, and any
particularfeatures it provides for public safety users.

T-Mobile Response: Please see Protected Business Confidential version.

PTT: Describe the capabilities of your current push-to-talk (PTT) service including interface to
existing LMR systems.

T-Mobile Response: Please see Protected Business Confidential version.

MCPTT: Describe you plan and timetable for introducing Mission Critical PTT {MCPTT} services:

+  Overall plans and timetables

- Additional featuresto be provided with MCPTT

+  Availability of direct peer-to-peer wireless device connectivity.

- Ability of MCPTT devices to continue to operate on a direct peer-to-peer basis if the
cellular base station is disabled.

= Please describe what functions or capabilities would be lost in the event that the service

cell site becomes inoperabile.

T-Mobile Response: Please see Protected Business Confidential version.
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Service Level Agreements

15. Is there a specific, defined SLA for public safety customers? If so, please describe in detail.

T-Mobile Response: Please see Protected Business Confidential version.

Interoperability

16. Describe the level of interoperability between your solution and other cellular-based
NPSBNs, FirstNet or other, for:

a)

b)

d)

e

Voice Telephony (When Offered): Will public safety priority and QoS traffic classes be
maintained for calls passing between different carriers’ networks?

T-Moblle Response: Please see Protected Business Confidential version,

Video Service: Will public safety priority and QoS traffic classes be maintained for video
connections passing between different carriers’ networks?

T-Mobile Response: Please see Protected Business Confidential version.

Broadband Data: Describe how public safety priority and QoS traffic classes will be
maintained for traffic passing between different carriers’ networks?

T-Mabile Response: Please see Protected Business Confidential version.

Text: Will NPSBN text services interoperate with users on other NPSBNs, and what other
text services (e.g. SMS/MMS/RCS, Apple Messages, WhatsApp, etc.) can it exchange
messages with.

T-Mobile Response: Please see Protected Business Confidential version.

PTT: Describe interoperability between PTT users served on different carriers’ networks,
including stations that are in the same broadcast group.

T-Mobile Response: Please see Protected Business Confidential version..

MCPTT: Describe interoperability between MCPTT users served on different carriers
services, including stations that are:

o Communicating through their cellular base station

o Communicating directly with one another {through Proximity Services)

o Inthe same broadcast group.

T-Mobile Response: Please see Protected Business Confidential version.
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Network Management and Control

17.

18.

19,

Does the vendor support a separate 'Portal' for public safety users?
T-Mobile Response: Please see Protected Business Confidential version.

Does the vendor provide the ability for public safety customers to monitor network
performance in real-time and a mechanism to communicate directly with network operations

personne! during times of crisis?
T-Mobile Response: Please see Protected Business Confidential version.

Will government agencies have the ability to totally preempt public network voice/data/text
traffic on shared elements in extreme circumstances to ensure public safety users maintain

network availability at all times?

T-Mobile Response: Please see Protected Business Confidential version.

Security, Reliability and Hardening Measures

20.

21

22,

23,

24.

Describe the security measures and standards employed for both traffic and control messages
on both wired and wireless portions of the network.

T-Mohile Response: Please see Protected Business Confidential version.

Describe the overall network hardening for public safety services, and approach to meeting
NPSTC public safety grade standards. Including but not fimited to: battery backup, backup

generator, redundant backhaul, etc.
T-Mobile Response: Please see Protected Business Confidential version.

Does the vendor have the ability to augment coverage/capacity with deployable assets during
events/disasters?

T-Mobile Response: Please see Protected Business Confidential version.

How would public safety or other government agency requests for those deployable assets be
prioritized over public network services in an emergency or disaster situation?

T-Mobile Response: Please see Protected Business Confidential version.

Does the vendor support local agencies purchasing their own cellular equipment to ‘turn up'
additional capacity when/where needed.

T-Mobile Response: Please see Protected Business Confidential version.
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User Classification, Authorization and Onboarding

25. Detail classes of user priority defined and procedures required in applying for and initiating
public safety priority service for a user as well as the mechanism for device provisioning and
management in both day-to-day operations and during criticalincidents.

T-Mobile Response: Please see Protected Business Confidentizl version.

26. Describethe process for a user to use his/her personal mobile device to accessthe public safety
network services if required.

T-Mobile Response: Please see Protected Business Confidential version.

27. Confirm your ability to activate equipment and priority data/video services within 24 hours after
request in the event of a State of Disaster/Emergency.

T-Mobile Response: Piease see Protected Business Confidential version.
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NASPO

ValuePoint

NASPO ValuePoint Wireless Data, Voice and Accessories
Product Add Request

DATE:

ATTN: Chris Jennings
NASPO ValuePoint Cantract Administrator

RE: NASPO ValuePoint Master Service Agreement # (the “Contract”) with (“Contractor”)

Dear Mr. Jennings:

Action Requested:

Contractor requests to add the product(s) and/or service(s) referenced in this document (collectively, the

"Products®) to the Contract.
Action Log: Verify Log is attached

PRODUCTS:
PRODUCT OVERVIEW:

Provide a summary of the product you are requesting to add. Attach any product brief to this
document.

Describe how the product falls with the Scope of the Master Agreement:

NEW PRODUCT TERMS AND CONDITICNS. Atiach any Terms and Conditions that apply to this product
(such as ULA, Policy, Product Terms and Conditions). Any and ail Products offered and furnished shall
comply fully with all applicable Federa! and State laws and regulations. Any third-party product provider
must agree to the Master Agreement Terms and Conditions.

MA178-1 Attachment M
Page 1 of 3
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NASPO

ValuePoint

NASPO ValuePoint Wireless Data, Voice and Accessories
Product Add Request

BILLING

Any Product added to the NASPO ValuePolnt Master Agreement must be billed by the Master
Agreement Contractor and not by any third party.

COST:

Include 2 cost matrix to Include NASPO ValuePoint contract pricing.

MA176-1
Attachment M Page
2of3



*

DocuSign Envelope ID: E92D1967-A322-480B-A040-566E50455EES

NASPO ValuePoint Wireless Data, Voice and Accessories

Product Add Request
APPROVAL:
Upon signature, NASPO ValuePoint approves the addition of the product(s) and/or service(s) referenced
herein to the Contract.

Upon signature, Contractor assures that all product(s} and/or service(s) referenced herein meet the terms
and conditions of the Contract and understands that NASPO ValuePoint reserves the right to audit
Contractor for compliance in accordance with the terms and conditions of the Contract. NASPO ValuePoint
also reserves the right (a) to request additional information with respect to the product(s) and/or service(s)
throughout the life of the Contract if in the best interest of NASPO ValuePoint.

Contract Vendor:

BY:

NAME:

TITLE:

DATE:

NASPO ValuePoint
BY:

NAME:

TITLE:

DATE:

MA176-1
Attachment M Page
3of3
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NASPO

ValuePoint

NASPO ValuePoint Wireless Data, Voice and Accessories
Product Add Request

ACTION LOG
Submit updated Action Log with each Request. Log must provide history of previous requests.

CONTRACT VENDOR:

Contact Name and Emall (for questions):

DATE:
DATE ACTION REQUESTED: DATE
SUBMITTED APPROVED

MA176-1 Attachment N New Product Request Log
Page 1 of 1
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NASPO

. ValuePoint

MA176-1

Attachment$S
Wireless Data, Voice and Accessories

Security Disclosure Statement

A. Purchasing entities are concerned about the security and privacy of information and
data related to the performance of this contract. The type of data and information
transmitted, stored and processed by the products and services will vary based on
the purchasing entities requirements. Asa result, itis not possible to establisha
single set of of security requirements all products and services awarded under this
contract must meet. Each purchasing entity purchasing from this contract will
determine which products and services have the appropriate cyber security and data
controls in place to meettheirspecificneeds. To assist publicentities each offeror
must submit a Security Disclosure Statement with their proposal.

B. To qualifyforany award underthis contract, the Offeror must submit a Security
Disclosure Statement addressing all of the elementslisted below.

i.  Inresponding, Offeror mustaddress not only the security mechanisms used
by the bidderand its direct subsidiaries, but any partners, subcontractors or
other3™ parties who would be involved in implementing, operating, orin
any way cominginto contact withthe service

ii. Offerormust represent and warrant the accuracy and currency of the
information on the completed statement. Offerors are encouraged to
complete and submit both exhibits to Attachment D te theirproposal.

C. Security Disclosure Statementinformation required. Offerorshall describe all
policies, procedures, measures, methods, certificationsand standards the offered
product and/or service has in place to protect the purchasing entities security and
privacy of information and data involved in the performance of this contract for
each numbered statementbelow. Description responses shali also include;

i. If for the specificproduct or service offered, the numbered security
statementis not appropriate because it does not as a matter of accepted

MA176-1 Wireless Data, Voice and Accessories RFP Attachment S: Security Disclosure Statement
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security practice related to the product or service offered, the offeror
shallindicate ina statement that it is not applicable and briefly explain
why.

ii. If the specific product or service offered does not comply with the the
numbered statement, the offershall indicate, “does not comply.

1} Methods and measures takento hold, protect, and dispose of data during
and following completion of any contract services. Include how access to a
Purchasing Entity’s user accounts or data will not be allowed, exceptinthe
course of data center operations, response to service or technical issues,
as required by the express terms of the Master Agreement, the applicabie
Participating Addendum, and/or the applicable Service Level Agreement.

2) Securitymeasuresto secure and protect the confidentiality of information
and data that is obtained, created, stored, transmitted, processed or
otherwise held or managed by the product or service during the
performance of all work related to performance of this contract. Include
all data confidentiality standards and practices that prevent the exposure
to unauthorized personnel, but also managing and reviewing access that
administrators have to stored data.

3) Data encryption methods and standards in place to encrypt data at rest and
intransit. This includes butis not limited to, encryption standards
employedto protect data in transit overeither wired or wireless (e.g.
cellular, Wi-Fi, orother), and how that might change overthe life of the
contract.

4) Measures to protect Information about the cost, type, quantity and location
of state communications facilities, system assets, plans, procedures,
contract information, billing information and otherinformation identified as
sensitive by the purchasing entity related to the performance of all work
under this contract.

5) Riskand policymanagement and enforcement measuresin place to
protect the security of physical assets and information.

6) How distributed accessis controlled and managed across IT assets,
including data, applications, networks and platforms withinthe solution.

7} Security managementin place to secure data and applications, including
threats from outside the service centeras well as othercustomers co-located

within the same service center.
8) Describe the logging process including:
a. The types of services and devices
jogged, b. The eventtypes iogged, and
¢. The information fields will be made available to the authorized
Purchasing Entity if requestedin their PA after award of the
master agreement.
9) Security Technical Reference Architecturesare in place regarding Offerors
empioyeeswho have access to sensitive data.

MA176-1 Wireless Data, Voice and Accessories RFP Attachment S: Security Disclosure Statement
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11) An itemized list of all cyber security standards and, security certificationsin
place that the products and service offered comply with to ensure
appropriate controls and data confidentiality are in place, as well as those in
process at time of response. Specifically include HIPAA, FERPA, CJIS Security
Policy, PCl Data Security Standards (DSS), IRS Publication 1075, FISMA, NIST
800-53, NIST SP 800- 171, FIPS 200 and FedRAMP (Moderate, High) if they
apply. Include detailed response on how security standards and certifications
will be maintained and updated to meet best practices for maintenance and
operations.

12} A detailed list of all third-party attestations, security credentials and
certifications, and reports relating to data security, integrity, and other
controls in place.

13) NIST Cybersecurity Framework, April 16, 2018, Version 1.1

_https://doi.org/ 10.6028 /NIST.CSWP.04162018: Describe how the offeroris
~prepared to utilize the NIST Cybersecurity Framework for Turnkey Intemet of
Things, Other Turnkey Wireless, Applications and Services (Category 3) and
Wireless Transport Options (Category 4) as may be implemented by the
Purchasing Entity, which may include, butis not limited to:

a. Convey the purchasing entities’ cybersecurity requirements,

b. Identify Functions, Categories, Subcategories, and informative
References that describe specific cybersecurity activities will provide
inthe Offerors’s system, products or services under contract with the
Purchasing Entity,

¢. Communicate cyber security requirements through CyberSupply
Chain Risk Management {SCRM}, and

d. Othercybersecurity risk management activities of Offeror's system,
products or services under contract with the purchasing entity.

14) NIST Cybersecurity Framework, Table 2 Framework Core: For each
subcategory of the all 15 Categories of the NIST Cybersecurity Framework,
list the specific standards and certifications, the products or services offered

comply with at the time or your proposal. Categories include:
a. Asset Management {{D.AM): The data, personnel, devices, systems,

and facilities that enable the organization to achieve business
purposes are identified and managed consistentwith theirrelative
importance to organizational objectives andthe organization’s risk

strategy.
b. Business Environment{ID.BE): The organization’s mission, objectives,

stakeholders, and activities are understood and prioritized; this
information is used to inform cybersecurity roles, responsibilities, and
risk management decisions.

¢. Governance {ID.GV):The policies, procedures, and processesto

MA176-1 Wireless Data, Voice and Accessories RFP Attachment S: Security Disclosure Statement
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manage and monitorthe organization’sregulatory, legal, risk,
environmental, and operational requirements are understood
and inform the management of cybersecurity risk.

d. RiskAssessment(ID.RA): The organization understands the
cybersecurity risk to organizational operations (including
mission, functions, image, or reputation), organizational assets,
and individuals.

e. RiskManagement Strategy (ID.RM): The organization’s priorities,
constraints, risk tolerances, and assumptions are established and
used to support operational risk decisions.

f. SupplyChain Risk Management (ID.SC): The organization’s priorities,
constraints, risk tolerances, and assumptions are established and
used to support risk decisions associated with managing supply
chain risk. The organization has established and implemented the
processes to identify, assess and manage supply chain risks.

g. ldentity Management, Authentication and Access Control (PR.AC):
Access to physical and logical assets and associated facilities is
limited to authorized users, processes, and devices, andis managed
consistent with the assessed risk of unauthorized access to
authorized activities and transactions.

h. Awarenessand Training (PR.AT): The organization’s personnel
and partners are provided cybersecurity awareness education
and are trained to perform their cybersecurityrelated duties and
responsibilities consistent with related policies, procedures, and
agreements.

i. Date Security (PR.DS): Information and records {data) are
managed consistent with the organization’srisk strategy to
protect the confidentiality, integrity, and availability of
information.

j+ Information Protection Processes and Procedures (PR.IP): Security
policies (that address purpose, scope, roles, responsibilities,
managementcommitment, and coordinationamong
organizational entities), processes, and procedures are maintained
and used to manage protection of information systems and assets.

k. Maintenance (PR.MA): Maintenance and repairs of industrial control
and information system components are performed consistent with
policies and procedures.

I. Protective Technology (PR.PT): Technical security solutions are
managed to ensure the security and resilience of systemsand
assets, consistent with related policies, procedures, and
agreements.

m. Anomaliesand Events (DE.AE}: Anomalous activity is detected and

MA176-1 Wireless Data, Voice and Accessories RFP Attachment S: Security Disclosure Statement
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the potential impact of events is understood.

Security Continuous Monitoring (DE.CM}: The information system
and assets are monitored to identify cybersecurity events and verify
the effectiveness of protective measures.

Detection Pracesses (DE.DP): Detection processes and procedures
are maintainedand tested to ensure awareness of anomalous
events,

Response Planning (RS.RP): Response processes and procedures
are executed and maintained, to ensure response to detected
cvbersecurity incidents.

Communications (RS.CO): Response activities are coordinated
with internal and external stakeholders (e.g. external support
from law enforcement agencies).

Analysis (RS.AN): Analysis is conducted to ensure effective

response and support recovery activities.
Mitigation (RS.MI): Activities are performed to prevent expansion

of an event, miiigate its effects, and resolve the incident.
Improvements (RS.IM): Organizational response activitiesare
improved by incorporating lessonslearned from current and
previousdetection/response activities.

Recovery Planning {RC.RP): Recovery processes and procedures are
executed and maintained to ensure restoration of systems or assets
affected by cybersecurity incidents.

Improvements (RC.IM): Recovery planning and processes are
improved by incorporating lessonslearnedinto future

activities.

Communications (RC.CO): Restoration activities are coordinated
with internal and external parties (e.g. coordinating centers, Internet
Service Providers, owners of attacking systems, victims, other
CSIRTs, and vendors).

15) Data Breach/Incident policies and procedures regarding notification to both
the purchasing entity of a securityincident and/or data breach, as definedin
this RFP, and the mitigation of such a breach. Include how proposerwill
work with Purchasing Entities before, during, and after a Security Incident
and a Data Breach. Include information such as:

b.
c.
d.
e.
f.

Personnel who will be involved atvarious stages, include detail
on how the Contract Manager will be involved;

Response times;

Incident levels;

Processes and timelines;

Methods of communication and assistance; and
Otherinformation vital to understanding the service you provide.

Provider should take into consideration that Purchasing Entities may have different

MA176-1 Wireless Data, Voice and Accessories RFP Attachment S: Security Disclosure Statement
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notification requirements based on applicable laws and the categorization type of
the data being processed or stored.

16) Method for compliance with all applicable laws related to data privacy and
security including state Security Breach Notification Laws dealing with
personallyidentifiable information (Pll). Describe any iegal obligations
related to security the offeror will meet overthe life of the contract and
describe how offeror will report changes to these obligations to the public
entity.

D. Any Turnkey Internet of Things, Other Turnkey Wireless systemthat incorporates
Saa$, 1aaS or Paa$ or other cloud computing etement shall complete, provide, and
maintain a completed CSASTAR Registry Self-Assessment forthatelement. 2<
https://cloudsecurityalliance.org/star/self-assessment/# overview .Offerormust
either submit a completed Consensus Assessments Initiative Questionnatre (CAIQ),
or submit a report documenting compliance with Cloud Controls Matrix {CCM) that
the CAlQis based on forthe element that cloud based.

MA176-1 Wireless Data, Voice and Accessories RFP Attachment $: Security Disclosure Statement
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T-Mobile Security Disclosure Statement:
As a partner in the DHS National Critical Infrastructure Communications Sector, T-Mobile is

required to maintain high standards of security compliance, the details of which are not publicly
disclosed for purposes of national security.

T-Mobile can provide a general statement of compliance for the required numbered security
statements, and may be able to respond with further detail under special conditions.

As a general statement, T-NMobile is compliant with the current version of the NIST
Cybersecurity Framework as further described below:

T-iviobiie foilows best practice security standards and guidelinesin aiignment with the NIST
Cyber Securlty Framework, which specifies the following functional domains including 1)
Identification, 2) Protection, 3) Detection, 4) Response, and 5) Recovery. Additionally, ISO
27001:2013 Information Security Management Systemand other applicable industry
recoghized frameworks are utilized.

T-Mobile has multiple physical and environmental policiesand programs in place. Due to their
sensitive nature, T-Mobile can not divulge all of our security methods and practices, but an

example of some of the security measures are listed below:

» Cell Sites: Exterior fence with lock; bullding doors with locks; doors alarmed
. Switch Sites: Building doors with locks / require card-key access
s Data Centers: Building doors with locks / require card-key access; video surveillance

systems. Allvisitors are required to sign in and out of T-Mobile locations and to
wear Visitor badges requiring escorts.

Due to their sensitive nature, we can’t divulge all of our security methods and practices.
However, we can disclose the following:

. T-Mobile requires up-to-date anti-virus software installed on all corporate
computers and configured to scan them. This software cannot be disabled by the
end user. Data is stored in an encrypted format on all computers. T-Mobile servers
are backed-up on a regular basis, including storing encrypted data in off-site
locations. Data backup intervals vary. Devices processed by our Business Operations
groups are always flashed and wiped. This includes devicesreturned to the
distribution centers within our warranty period. Corporate devicesare built
according to a standard security configuration.

. T-Mobile has a formalized and documented Change Management policy. Changes
are formally documented and requests are reviewed by the Change Control Board to
ensure they meet husiness needs, are technically correct, and won’t adversely affect
services. Only changes approved by the Change Control Board are permitted (with
the exception of changes requiredto remedy a service outage}. Managers
responsible for the system operations monitor those systems for unauthorized
changes to their environment. Configuration management policy states that all
proposed configuration changes must be because of a business need; be verifiedin
the lab environment; and follow Change Management procedures for introduction
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into the production networks.

. All network traffic is monitored. We have network intrusion detection systems and
monitoring capability in place with corresponding incident Response Procedure that
specifies actions to take upon notification of a security event. Our vulnerability
scanning system is integrated within the Engineering networks with twice-monthly
scanning done. If vulnerabilities are found, theyare reported to the appropriate
system owners. To ensure vulnerabilities have been addressed, foilow-up testingis
cenducted.

. T-Mobile requires segregation of duties, which includes prohibiting individuals from
approving their own access and requiring management-level approval of all access,
as welt as reviewing and validating access requests. T-Mobile has a formai wireless
access policy mandating a standardized secure level of authentication and

encryption.

MA176-1 Wireless Data, Voice and Accessories RFP Attachment S: Security Disclosure Statement
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NASPO

ValuePoint

MA176-1
Wireless Data, Voice, and Accessories
Attachment V
Category 3 Subcategory Definitions

ltem | Application Deflnition

A | Fleet Management | Allows the management of tasks associated with managing a fleet of vehicles through

the use of telematics or remote sensing devices.

C | Mobile Network-based solutions that allow the integration of a user’s mobile device and
Integration/Mobile | a desk phone, and provide a number of other business-orlented features.
Subs‘t'itlltiﬂn As a minimum, solutions meeting this criteria will provide:

Solutions *  Single Number Reach or the ability for a user to be reached at # single

business telephone number.

* (Calls to that single telephone number would ring at both the user’s desk
phone or mobile device either through simultaneous and/or sequential
ringing.

» Single Voicemail Box for calls to that single business number,
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MA176-1
Attachment W
Wireless Datia, Voice and Accessories

Offeror Submission Sheet

Offeror Name: T-Mobile
T Caemon(wbategoy) | les | No | Regonal
{ ot B S R R R G RN AT }V Y i A e i
T s Sl vz ol s e Ry e e |4 Sxera e (BRI S sl -
Category 1: Wireless Voice and Data | x @ T
Category 2: Wireless Accessorles and Equipment % St AT
Category 3: Turnkey Wireless Solutions {Check this if any
subcategories below)
Category 3: Subcategory A: Fleet Management X
Categary 3: Subcategory C: Mobile Integration/Mobile Substitution X
Solutions

MA176-1 Wireless Data, Voice and Accessories RFP Attachment W: Offeror Submission Sheet
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STATE OF UTAH

CONTRACT AMENDMENT

AMENDMENT #1 To CONTRACT # MA176-1

TO BE ATTACHED TO AND MADE A PART OF the above numbered contract by and between the State of Utah,
Division of Purchasing referred to as State Entity and, T-Mobile USA, Inc., referred to as Contractor.

THE PARTIES AGREE TO AMEND THE CONTRACT AS FOLLOWS:

1. Contract period:

7/1/2619 (original starting date)
6/30/2024 (current ending date)
8/11/2024 new ending date

2. Agreed to changes:
The Parties Agree as follows:

Rename the Master Agreement from “MA176-1” to “MA176™

To set the term end at 8/11/2024 to align the termination dates with all contracts in the wireless portfolio.

i

4. Effective Date of Amendment: 2/14/2019

All other conditions and terms in the original contract and previous amendments remain the same.

IN WITNESS WHEREQOF, the parties sign and cause the amendment to be executed.

CONTRACTOR STATE

=~-DocuSigned by:

D 2/25/2020
ésﬂ&rmﬁmigxaxure Date
pavid Bezzant sr.Director @5 Feb 25, 2020
Type or Print Name and Title Director, Division of Purchasing Date

Chr o —957-7151 N/A ctiennings@utah.qgov
I Agency Contact Person Telephone Numbexr Fax Number Email

Reviewed and Approved as to Form: fiReisicn D4.Octo0s: 20(8)

DocuBignad by:
Eﬁﬁ%—

0B581ADBCEBC41C..
T-Mobile USA, Inc. Legal Dept.
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AMENDMENT No.2
TO THE MASTER AGREEMENT #MA176
Between
STATE OF UTAH DIVISION OF PURCHASING
And
T-MOBILE USA, INC.

THIS AMENDMENT is made by and between the State of Utah, Division of Purchasing (“State™),
T-Mobile USA, Inc., (“T-Mobile” or “Contractor”) to the NASPO ValuePoint Master Agreement
#MA176 for Wireless Data, Voice and Accessories, and is effective as of the date the second party
signs this Amendment No. 2 (“Amendment Effective Date™).

BACKGROUND

A. The State entered into a Master Agreement #MA 176 with T-Mobile, pursuant to Bid #CJ18012,

B.

with an effective date of July 1, 2019 (“T-Mobile NASPO Agreement™);

The State entered into 8 Master Agreement #MA262 with Sprint Solutions, Inc., (“Sprint™),
pursuant to Bid #CJ 18012, with an effective date of December 6, 2019 (“Sprint MA262 NASPO

Agreement”);

Effective April 1, 2020: (i) T-Mobile US, Inc., the parent company of Contractor merged with
Sprint Corporation, the parent company of Sprint Solutions, Inc.; (ii) as a result of the merger,
Sprint Corporation and all its subsidiaries, including Sprint Solutions, Inc., are now subsidiaries
of T-Mobile US, Inc.; (iii) Contractor and Sprint continue to be valid, wholly-owned subsidiaries
of T-Mobile US, Inc.; and (iv) T-Mobile and Sprint will continue to perform their respective
obligations relating to the T-Mobile NASPO Agreement or the Sprint MA262 NASPO

Agreement;

The T-Mobile NASPO Agreement and the Sprint MA262 NASPO Agreement will continue in
accordance with their respective terms and conditions; and

The goal for T-Mobile, Sprint and the State is to: (i) bring the Sprint MA262 NASPO Agreement
Participating Entities and Purchasing Entities (collectively the “Sprint MA262 Entities”) under
the T-Mobile NASPO Agreement; (ii) provide a process for the other Sprint NASPO Master
Agreement #1907 Participating Entities and Buyers that have not signed a Participating
Addendum under Sprint MA262 NASPO Agreement (collectively the “Other Sprint 1907
Entities™) to move under the T-Mobile NASPO Agreement; and (iii) incorporate into the T-
Mobile NASPO Agreement the Sprint Products and Services listed in the Sprint MA262 NASPO
Agreement for the benefit of the Sprint MA262 Entities and the Other Sprint 1907 Entities.

AGREEME

The parties agree to amend this T-Mobile NASPO Agreement as follows:

1. T-Mobile and NASPO will coordinate with Sprint MA262 Entities under the Sprint MA262
NASPO Agteement to migrate accounts to the corresponding Participating Addenda under
the T-Mobile NASPO Agreement. The preferred migration methods will be through either
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the execution of an amendment with each of the Sprint MA262 Entities current Participating
Addenda to associate each with the T-Mobile NASPO Agreement as the governing master
agreement, or an opt in/opt out type notification to all Sprint MA262 Entities. The Sprint
MA262 NASPO Agreement will remain in full force and effect until such time as all Sprint
MA262 Entities under the Sprint Participating Addenda migrate to the T-Mobile NASPO

Agreement.

2. T-Mobile and NASPO will coordinate with the Other Sprint 1907 Entities under the Sprint
NASPO Agreement #1907 to migrate accounts to Participating Addenda under the T-Mobile
NASPO Agreement. The preferred migration methods will be through either the execution
of an amendment with each of the Other Sprint 1907 Entities’ current Participating Addenda
to associate each with the T-Mobile NASPO Agreement as the governing master agreement,
or an opt in/opt out type notification to all Other Sprint 1907 Entities. The Sprint NASPO
Agreement #1907 will remain in full force and effect until it expires in accordance with its

terms.

3. All wireless Products and Services from the Sprint MA262 NASPO Agreement are
incorporated by reference into this T-Mobile NASPO Agreement for the sole purpose of
allowing the continued use by the Sprint MA262 Entities and the Other Sprint 1907 Entities.

4. Until such time as the Sprint MA 262 Entities and the Other Sprint 1907 Entities migrate to
the T-Mobile Network, Sprint will continue to provide and offer existing Sprint Products and
Services to the Sprint MA262 Entities and the Other Sprint 1907 Entities on the Sprint
Networks and via separate Sprint invoices in accordance with the incorporated pricing, terms
and conditions of the Sprint MA262 NASPO Agreement. Such pricing, terms and condition
include but are not limited to, the applicable sections for Billing, Payment, Ordering,
Administrative Fees, and NASPO ValuePoint Summary and Detailed Usage Reports from
Attachment A and the incorporation of Attachment AA in their entirety from the Sprint

MA262 NASPO Agrocnient.

5. Attachment G (Plan Description) from the Sprint MA262 NASPO Agreement is incorporated
into this T-Mobile NASPQ Agreement as the new Attachment G-1 (Sprint Legacy Plans) and
will continue to govern pricing for the Sprint MA262 Entities and the Other Sprint 1907

Entities using the Sprint Products and Services.

6. Itis further agreed that as of the Amendment Effective Date, only Sprint MA262 Entities and
the Other Sprint 1907 Entities are permitted to continue to purchase and use the Sprint
Products and Services and pricing in Attachment G-1. Except as provided in the preceding
sentence, all existing and new Purchasing Entities under the T-Mobile NASPO Agreement,
and all Orders under new accounts will be limited to purchasing T-Mobile Products, Services
and solutions. Sprint MA262 Entities and the Other Sprint 1907 Entities will be permitted to
purchase T-Mobile wireless Products and Services under the T-Mobile NASPO Agreement
on separate T-Mobile account(s).

7. To facilitate contract administration, the parties agree that T-Mobile or Sprint may sign on
behalf of Sprint.
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All other terms and conditions of this T-Mobile NASPO Agreement and amendments shall remain
unchanged, in full force and effective, and fully applicable to the parties.

WHEREFORE the parties hereto have set their hand and seal to this Amendment as of the

Amendment Effective Date.
T-MOBILE USA, INC, STATE OF UTAR
By (Authorized Signature) DIVISION OF PURCHASING
By (Authorized Signature)

DocuSigned biy:
By: E- - AP By:

BFEE8CCHI43743C... .
prip.  David Bezzant . CHTiStopher Hughes
Tifle:  Vice President — Director & Chief Procurement Officer
Date: 7/14/2020 Date: 07/14/2020

Legal Approved by:
DocuSignad by:
Kevin Creed 7/14/2020
ThMivbtiwodre, Inc. Legal Dept.
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STATE OF UTAH

CONTRACT AMENDMENT

AMENDMENT #3 To CONTRACT # MA176

TO BE ATTACHED TO AND MADE A PART OF the above numbered contract by and between the State of Utah,
Division of Purchasing referred to as State Entity and, T-Mobile USA. Inc.. referred to as Contractor.

THE PARTIES AGREE TO AMEND THE CONTRACT AS FOLLOWS:

1. Contract period:

7/1/2019 (original starting date)
8/11/2024 (current ending date)
8/11/2024 new ending date

2. Other changes: (attach other sheets if necessary):

The Parties agree as follows:
In this Amendment, changes to pre-existing Contract language will use strike-threugh for deletions and

underlining for insertions.

REVISION 1. Attachment A — NASPO ValuePoint Master Agreement Terms and Conditions is amended as
follows:

5. Participants and Scope

b. Use of specific NASPO ValuePoint cooperative Master Agreements by state agencies and political

subdivisions are subject to the approval of the respective State Chief Procurement Official. Other Participating

Entities (including cooperatives} authorized by individual state statutes to use state contracts including Native

l American government tribes and non-profit organizations, may be subject to the approval of the respective State
Chief Procurement Official and/or their respective procurement rules. Issues of interpretation and eligibility for

participation are solely within the authority of the respective State Chief Procurement Official. NASPO

| ValuePoint shall determine. m: and communicate to Co or the pr of obtaining any required

' approval or consent of the respective State Chief Procurement Official. as set forth in Section 5. and what
constitutes a Participating Addendum and its required documentation.

3. Effective Date of Amendment: 08/26/2020

All other conditions and terms in the original contract and previous amendments remain the same.

IN WITNESS WHEREOQF, the parties sign and cause the amendment to be executed.

CONTRACTOR STATE
Dooudlgned by 0
— 9 9/2/202
treslerasignature Date
pavid Bezzant vice President % 09/09/2020

Type or Print Name and Title Director, Division of Purchasing Date
Approved by Public Ssctor Legal As To Lega! Form — KC 8/31/20

Christopher Jennings 801-957-7151 385-465-6008 ctiennings@utah.gov

Agency Contact Person Telephone Number Fax Number Email |
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STATE OF UTAH

CONTRACT AMENDMENT

AMENDMENT #4 To CONTRACT # MA176-1

TO BE ATTACHED TO AND MADE A PART OF the above numbered contract by and between the State of Utah,
Division of Purchasing referred to as State Entity and, T-Mebile USA, Inc., referred to as Contractor.

THE PARTIES AGREE TO AMEND THE CONTRACT AS FOLLOWS:

1. Contract period:

7/1/2019 (original starting date)
8/11/2024 {current ending date)
Unchanged new ending date

2. Agreed to changes:
The Parties Agree as follows:

Replace Attachment G of Contract #MA176 with the updated Attachment G

4. Effective Date of Amendment: 9/20/20
All other conditions and terms in the original contract and previous amendments remain the same.

IN WITNESS WHEREOF, the parties sign and cause the amendment to be executed.

comron STATE

—~ 10/16/2020
‘s’&nature Date
David Bezzant vice president @s 10/20/2020
Type or Print Name and Title Director, Division of Purchasing Date
Christopher Jennings 801-957-7151 N/a ctienningséutah.gov
Agency Contact Pexson Telephone Number Fax Nunmber Email |

|

(Revision 04 October 2018)

DocuBigned by:
::::::t"’Kevin Creed
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