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INSTRUCTIONS TO VENDORS SUBMITTING BIDS

1. REVIEW DOCUMENTS THOROUGHLY: The attached documents contain a solicitation for bids.
Please read these instructions and all documents attached in their entirety. These instructions provide
critical information about requirements that if overlooked could lead to disqualification of a Vendor’s
bid. All bids must be submitted in accordance with the provisions contained in these instructions and
the Solicitation. Failure to do so may result in disqualification of Vendor’s bid.

2. MANDATORY TERMS: The Solicitation may contain mandatory provisions identified by the use of
the words “must,” “will,” and “shall.” Failure to comply with a mandatory term in the Solicitation will
result in bid disqualification.

3. PREBID MEETING: The item identified below shall applyto this Solicitation.

| A pre-bid meeting will not be held prior to bid opening.

DI A NON-MANDATORY PRE-BID meeting will be held at the following place and time:

[ ] AMANDATORY PRE-BID meeting will be held at the following place and time:

All Vendors submitting a bid must attend the mandatory pre-bid meeting. Failure to attend the mandatory
pre-bid meeting shall result in disqualification of the Vendor’s bid. No one person attending the pre-bid
meeting may represent more than one Vendor.

An attendance sheet provided at the pre-bid meeting shall serve as the official document verifying
attendance. The State will not accept any other form of proof or documentation to verify attendance.
Any person attending the pre-bid meeting on behalf of a Vendor must list on the attendance sheet his
or her name and the name of the Vendor he or she is representing. Additionally, the person attending
the pre-bid meeting should include the Vendor’s E-Mail address, phone number, and Fax number on
the attendance sheet. It is the Vendor’s responsibility to locate the attendance sheet and provide the
required information. Failure to complete the attendance sheet as required may result in disqualification of
Vendor’s bid.
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All Vendors should arrive prior to the starting time for the pre-bid. ~Vendors who arrive after the
starting time but prior to the end of the pre-bid will be permitted to sign in, but are charged with
knowing all matters discussed at the pre-bid.

Questions submitted at least five business days prior to a scheduled pre-bid will be discussed at the pre-
bid meeting if possible. Any discussions or answers to questions at the pre-bid meeting are preliminary
in nature and are non-binding. Official and binding answers to questions will be published in a written
addendum to the Solicitation prior to bid opening.

4. VENDOR QUESTION DEADLINE: Vendors may submit questions relating to this Solicitation to the
Purchasing Division. Questions must be submitted in writing. All questions must be submitted on or
before the date listed below and to the address listed below in order to be considered. A written
response will be published in a Solicitation addendum if a response is possible and appropriate. Non-
written discussions, conversations, or questions and answers regarding this Solicitation are preliminary
in nature and are non-binding.

Question Submission Deadline: yednesday, April 2, 2014, by 12:00pm EST

Submit Questions to: Robert P Kilpatrick, Senior Buyer
2019 Washington Street, East

Charleston, WV 25305
Fax: 304-558-4115

Email: robert.p.kilpatrick@wv.gov

5. VERBAL COMMUNICATION: Any verbal communication between the Vendor and any State
personnel is not binding, including that made at the mandatory pre-bid conference. Only information
issued in writing and added to the Solicitation by an official written addendum by the Purchasing
Division is binding.

6. BID SUBMISSION: All bids must be signed and delivered by the Vendor to the Purchasing Division
at the address listed below on or before the date and time of the bid opening. Any bid received by the
Purchasing Division staff is considered to be in the possession of the Purchasing Division and will not
be returned for any reason. The Purchasing Division will not accept bids, modification of bids, or
addendum acknowledgment forms via e-mail. Acceptable delivery methods include hand delivery, delivery
by courier, or facsimile. The bid deliveryaddress is:

Department of Administration, Purchasing Division

2019 Washington Street East
Charleston, WV 25305-0130
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The bid should contain the information listed below on the face of the envelope or the bid maynot be
considered:

SEAIED BID

BUYER: Bob Kilpatrick, Buyer#22

SOLICITATION NO.: BMS1409

BID OPENING DATE: Wednesday, April 16, 2014

BID OPENING TIME: 1:30pmEST

FAX NUMBER: 304-558-3970

In the event that Vendor is responding to a request for proposal, the Vendor shall submit one original
technical and one original cost proposal plus _ NA _ convenience copies of each to the Purchasing
Division at the address shown above. Additionally, the Vendor should identifythe bid type as either a
technical or cost proposal on the face of each bid envelope submitted in response to a request for
proposal as follows:

BID TYPE: [_] Technical

Cost

7. BID OPENING: Bids submitted in response to this Solicitation will be opened at the location
identified below on the date and time listed below. Delivery of a bid after the bid opening date and time
will result in bid disqualification. For purposes of this Solicitation, a bid is considered delivered when
time stamped bythe official Purchasing Division time clock.

Bid Opening Date and Time: Wednesday, April 16, 2014, at 1:30pm EST

Bid Opening Location: Department of Administration, Purchasing Division
2019 Washington Street East
Charleston, WV 25305-0130

8. ADDENDUM ACKNOWLEDGEMENT: Changes or revisions to this Solicitation will be made by
an official written addendum issued by the Purchasing Division. Vendor should acknowledge receipt of
all addenda issued with this Solicitation by completing an Addendum Acknowledgment Form, a copy of
which is included herewith. Failure to acknowledge addenda may result in bid disqualification. The
addendum acknowledgement should be submitted with the bid to expedite document processing.

9. BID FORMATTING: Vendor should type or electronically enter the information onto its bid to

prevent errors in the evaluation. Failure to type or electronically enter the information may result
in bid disqualification.
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GENERAL TERMS AND CONDITIONS:

1. CONTRACTUAL AGREEMENT: Issuance of a Purchase Order signed by the Purchasing Division
Director, or his designee, and approved as to form by the Attorney General’s office constitutes
acceptance of this Contract made by and between the State of West Virginia and the Vendor. Vendor’s
signature on its bid signifies Vendor’s agreement to be bound by and accept the terms and conditions

contained in this Contract.

2. DEFINITIONS: As used in this Solicitation/Contract, the following terms shall have the meanings
attributed to them below. Additional definitions may be found in the specifications included with this
Solicitation/Contract.

2.1 “Agency” or “Agencies” means the agency, board, commission, or other entity of the State of
West Virginia that is identified on the first page of the Solicitation or any other public entity
seeking to procure goods or services under this Contract.

2.2 “Contract” means the binding agreement that is entered into between the State and the Vendor
to provide the goods and services requested in the Solicitation.

2.3 “Director” means the Director of the West Virginia Department of Administration, Purchasing
Division.

2.4 “Purchasing Division” means the West Virginia Department of Administration, Purchasing
Division.

2.5 “Purchase Order” means the document signed by the Agency and the Purchasing Division, and
approved as to form by the Attorney General, that identifies the Vendor as the successful bidder

and Contract holder.

2.6 “Solicitation” means the official solicitation published by the Purchasing Division and identified
by number on the first page thereof.

2.7 “State” means the State of West Virginia and/or any of its agencies, commissions, boards, etc.
as context requires.

2.8 “Vendor” or “Vendors” means any entity submitting a bid in response to the Solicitation, the
entity that has been selected as the lowest responsible bidder, or the entity that has been awarded

the Contract as context requires.
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3. CONTRACT TERM; RENEWAL; EXTENSION: The term of this Contract shall be determined in
accordance with the category that has been identified as applicable to this Contract below:

Term Contract

Revised 01/22/2014

Initial Contract Term: This Contract becomes effectiveon ~ UPON award

and extends for a period of one (1) year(s).

Renewal Term: This Contract may be renewed upon the mutual written consent of the
Agency, and the Vendor, with approval of the Purchasing Division and the Attorney
General’s office (Attorney General approval is as to form only). Any request for renewal
must be submitted to the Purchasing Division Director thirty (30) days prior to the expiration
date of the initial contract term or appropriate renewal term. A Contract renewal shall be in
accordance with the terms and conditions of the original contract. Renewal of this Contract
is limited to  two (2) successive one (1) year periods. Automatic renewal of
this Contract is prohibited. Notwithstanding the foregoing, Purchasing Division approval is
not required on agency delegated or exempt purchases. Attorney General approval may be
required for vendor terms and conditions.

Reasonable Time Extension: At the sole discretion of the Purchasing Division Director,
and with approval from the Attorney General’s office (Attorney General approval is as to
form only), this Contract may be extended for a reasonable time after the initial Contract
term or after any renewal term as may be necessary to obtain a new contract or renew this
Contract. Any reasonable time extension shall not exceed twelve (12) months. Vendor may
avoid a reasonable time extension by providing the Purchasing Division Director with written
notice of Vendor’s desire to terminate this Contract 30 days prior to the expiration of the then
current term. During any reasonable time extension period, the Vendor may terminate this
Contract for any reason upon giving the Purchasing Division Director 30 days written notice.
Automatic extension of this Contract is prohibited. Notwithstanding the foregoing, Purchasing
Division approval is not required on agency delegated or exempt purchases, but Attorney
General approval may be required.

Release Order Limitations: In the event that this contract permits release orders, a release
order may only be issued during the time this Contract is in effect. Any release order issued
within one year of the expiration of this Contract shall be effective for one year from the date
the release order is issued. No release order may be extended beyond one year after this Contract
has expired.

Fixed Period Contract: This Contract becomes effective upon Vendor’s receipt of the notice to
proceed and must be completed within days.



D One Time Purchase: The term of this Contract shall run from the issuance of the Purchase
Order until all of the goods contracted for have been delivered, but in no event shall this Contract
extend for more than one fiscal year.

D Other: See attached.

4. NOTICE TO PROCEED: Vendor shall begin performance of this Contract immediately upon
receiving notice to proceed unless otherwise instructed by the Agency. Unless otherwise specified, the
fullyexecuted Purchase Order will be considered notice to proceed

5. QUANTITIES: The quantities required under this Contract shall be determined in accordance with
the category that has been identified as applicable to this Contract below.

D Open End Contract: Quantities listed in this Solicitation are approximations only, based on
estimates supplied by the Agency. It is understood and agreed that the Contract shall cover the
quantities actually ordered for delivery during the term of the Contract, whether more or less
than the quantities shown.

Service: The scope of the service to be provided will be more clearly defined in the
specifications included herewith.

D Combined Service and Goods: The scope of the service and deliverable goods to be provided
will be more clearlydefined in the specifications included herewith.

D One Time Purchase: This Contract is for the purchase of a set quantity of goods that are
identified in the specifications included herewith. Once those items have been delivered, no
additional goods may be procured under this Contract without an appropriate change order
approved bythe Vendor, Agency, Purchasing Division, and Attorney General’s office.

6. PRICING: The pricing set forth herein is firm for the life of the Contract, unless specified elsewhere
within this Solicitation/Contract by the State. A Vendor’s inclusion of price adjustment provisions in its
bid, without an express authorization from the State in the Solicitation to do so, may result in bid
disqualification.

7. EMERGENCY PURCHASES: The Purchasing Division Director may authorize the Agency to
purchase goods or services in the open market that Vendor would otherwise provide under this Contract
if those goods or services are for immediate or expedited delivery in an emergency. Emergencies shall
include, but are not limited to, delays in transportation or an unanticipated increase in the volume of
work. An emergency purchase in the open market, approved by the Purchasing Division Director, shall
not constitute of breach of this Contract and shall not entitle the Vendor to any form of compensation or
damages. This provision does not excuse the State from fulfilling its obligations under a One Time
Purchase contract.

8. REQUIRED DOCUMENTS: All of the items checked below must be provided to the Purchasing
Division bythe Vendor as specified below.
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D BID BOND: All Vendors shall furnish a bid bond in the amount of five percent (5%) of the
total amount of the bid protecting the State of West Virginia. The bid bond must be submitted
with the bid.

D PERFORMANCE BOND: The apparent successful Vendor shall provide a performance bond
in the amount of . The performance bond must be
issued and received by the Purchasing Division prior to Contract award. On construction

contracts, the performance bond must be 100% of the Contract value.

D LABOR/MATERIAL PAYMENT BOND: The apparent successful Vendor shall provide a
labor/material payment bond in the amount of 100% of the Contract value. The labor/material
.payment bond must be issued and delivered to the Purchasing Division prior to Contract award.

In lieu of the Bid Bond, Performance Bond, and Labor/Material Payment Bond, the Vendor may provide
certified checks, cashier’s checks, or irrevocable letters of credit. Any certified check, cashier’s check,
or irrevocable letter of credit provided in lieu of a bond must be of the same amount and delivered on the
same schedule as the bond it replaces. A letter of credit submitted in lieu of a performance and
labor/material payment bond will only be allowed for projects under $100,000. Personal or business
checks are not acceptable.

D MAINTENANCE BOND: The apparent successful Vendor shall provide a two (2) year
maintenance bond covering the roofing system. The maintenance bond must be issued and delivered
to the Purchasing Division prior to Contract award.

D WORKERS’> COMPENSATION INSURANCE: The apparent successful Vendor shall have
appropriate workers’ compensation insurance and shall provide proof thereof upon request.

D INSURANCE: The apparent successful Vendor shall furnish proof of the following insurance
prior to Contract award and shall list the state as a certificate holder:

Commercial General Liability Insurance:

$1,000,000.00 Or more.
Builders Risk Insurance: builders risk — all risk insurance in an amount equal to
100% of the amount of the Contract.

Property Damage Insurance, $1,000,000.00 or more.

Professional Liability Insurance, $1,000,000.00 or more.

OOONN O~
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The apparent successful Vendor shall also furnish proof of any additional insurance requirements
contained in the specifications prior to Contract award regardless of whether or not that
insurance requirement is listed above.

D LICENSE(S) / CERTIFICATIONS / PERMITS: I addition to anything required under the
Section entitled Licensing, of the General Terms and Conditions, the apparent successful Vendor
shall furnish proof of the following licenses, certifications, and/or permits prior to Contract
award, in a form acceptable to the Purchasing Division.

(]
(]
[]
(]

The apparent successful Vendor shall also furnish proof of any additional licenses or certifications
contained in the specifications prior to Contract award regardless of whether or not that
requirement is listed above.

9. LITIGATION BOND: The Director reserves the right to require any Vendor that files a protest of an
award to submit a litigation bond in the amount equal to one percent of the lowest bid submitted or
$5,000, whichever is greater. The entire amount of the bond shall be forfeited if the hearing officer
determines that the protest was filed for frivolous or improper purpose, including but not limited to, the
purpose of harassing, causing unnecessary delay, or needless expense for the Agency. All litigation
bonds shall be made payable to the Purchasing Division. In lieu of a bond, the protester may submit a
cashier’s check or certified check payable to the Purchasing Division. Cashier’s or certified checks will
be deposited with and held by the State Treasurer’s office. If it is determined that the protest has not
been filed for frivolous or improper purpose, the bond or deposit shall be returned in its entirety.

10. ALTERNATES: Any model, brand, or specification listed herein establishes the acceptable level of
quality only and is not intended to reflect a preference for, or in any way favor, a particular brand or
vendor. Vendors may bid alternates to a listed model or brand provided that the alternate is at least
equal to the model or brand and complies with the required specifications. The equality of any alternate
being bid shall be determined by the State at its sole discretion. Any Vendor bidding an alternate model
or brand should clearly identify the alternate items in its bid and should include manufacturer’s
specifications, industry literature, and/or any other relevant documentation demonstrating the equality of
the alternate items. Failure to provide information for alternate items may be grounds for rejection of a
Vendor’s bid.

11. EXCEPTIONS AND CLARIFICATIONS: The Solicitation contains the specifications that shall form
the basis of a contractual agreement. Vendor shall clearly mark any exceptions, clarifications, or
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other proposed modifications in its bid. Exceptions to, clarifications of, or modifications of a requirement
or term and condition of the Solicitation may result in bid disqualification.

12. LIQUIDATED DAMAGES: Vendor shall payliquidated damages in the amount
NA for NA

This clause shall in no way be considered exclusive and shall not limit the State or Agency’s right to
pursue any other available remedy.

13. ACCEPTANCE/REJECTION: The State may accept or reject any bid in whole, or in part. Vendor’s
signature on its bid signifies acceptance of the terms and conditions contained in the Solicitation and

Vendor agrees to be bound by the terms of the Contract, as reflected in the Purchase Order, upon receipt.

14. REGISTRATION: Prior to Contract award, the apparent successful Vendor must be properly
registered with the West Virginia Purchasing Division and must have paid the $125 fee if applicable.

15. COMMUNICATION LIMITATIONS: I accordance with West Virginia Code of State Rules §148-
1-6.6, communication with the State of West Virginia or any of its employees regarding this Solicitation
during the solicitation, bid, evaluation or award periods, except through the Purchasing Division, is
strictly prohibited without prior Purchasing Division approval. Purchasing Division approval for such
communication is implied for all agency delegated and exempt purchases.

16. FUNDING: This Contract shall continue for the term stated herein, contingent upon funds being
appropriated by the Legislature or otherwise being made available. In the event funds are not appropriated
or otherwise made available, this Contract becomes void and of no effect beginning on July 1 of the fiscal
year for which funding has not been appropriated or otherwise made available.

17. PAYMENT: Payment in advance is prohibited under this Contract. Payment may only be made after
the delivery and acceptance of goods or services. The Vendor shall submit invoices, in arrears, to the
Agency at the address on the face of the purchase order labeled “lvoice To.”

18. UNIT PRICE: Unit prices shall prevail in cases of a discrepancyin the Vendor’s bid.
19. DELIVERY: All quotations are considered freight on board destination (“F.O.B. destination™) unless
alternate shipping terms are clearly identified in the bid. Vendor’s listing of shipping terms that contradict

the shipping terms expresslyrequired by this Solicitation may result in bid disqualification.

20. INTEREST: Interest attributable to late payment will only be permitted if authorized by the West
Virginia Code. Presently, there is no provision in the law for interest on late payments.

21. PREFERENCE: Vendor Preference may only be granted upon written request and only in accordance

with the West Virginia Code § 5A-3-37 and the West Virginia Code of State Rules. A Resident Vendor
Certification form has been attached hereto to allow Vendor to apply for the preference. Vendor’s
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failure to submit the Resident Vendor Certification form with its bid will result in denial of Vendor
Preference. Vendor Preference does not applyto construction projects.

22. SMALL, WOMEN-OWNED, OR MINORITY-OWNED BUSINESSES: Forany solicitations
publicly advertised for bid on or after July 1, 2012, in accordance with West Virginia Code §5A-3-
37(a)(7) and W. Va. CSR § 148-22-9, any non-resident vendor certified as a small, women-owned, or
minority-owned business under W. Va. CSR § 148-22-9 shall be provided the same preference made
available to any resident vendor. Any non-resident small, women-owned, or minority-owned business
must identify itself as such in writing, must submit that writing to the Purchasing Division with its bid,
and must be properly certified under W. Va. CSR § 148-22-9 prior to submission of its bid to receive the
preferences made available to resident vendors. Preference for a non-resident small, women-owned, or
minorityowned business shall be applied in accordance with W. Va. CSR § 148-22-9.

23. TAXES: The Vendor shall pay any applicable sales, use, personal property or any other taxes arising
out of this Contract and the transactions contemplated thereby The State of West Virginia is exempt
from federal and state taxes and will not pay or reimburse such taxes.

24. CANCELLATION: The Purchasing Division Director reserves the right to cancel this Contract
immediately upon written notice to the vendor if the materials or workmanship supplied do not conform
to the specifications contained in the Contract. The Purchasing Division Director may cancel any
purchase or Contract upon 30 days written notice to the Vendor in accordance with West Virginia Code
of State Rules § 148-1-7.16.2.

25. WAIVER OF MINOR IRREGULARITIES: The Director reserves the right to waive minor
irregularities in bids or specifications in accordance with West Virginia Code of State Rules § 148-1-4.6.

26. TIME: Time is of the essence with regard to all matters of time and performance in this Contract.

27. APPLICABLE LAW: This Contract is governed by and interpreted under West Virginia law without
giving effect to its choice of law principles. Any information provided in specification manuals, or any
other source, verbal or written, which contradicts or violates the West Virginia Constitution, West
Virginia Code or West Virginia Code of State Rules is void and of no effect.

28. COMPLIANCE: Vendor shall comply with all applicable federal, state, and local laws, regulations and
ordinances. By submitting a bid, Vendors acknowledge that they have reviewed, understand, and will
comply with all applicable law.

29. PREVAILING WAGE: On any contract for the construction of a public improvement, Vendor and any
subcontractors utilized by Vendor shall pay a rate or rates of wages which shall not be less than the fair
minimum rate or rates of wages (prevailing wage), as established by the West Virginia Division of
Labor under West Virginia Code §§ 21-5A-1 et seq. and available at http://www.sos.wv.gov/administrative-
law/wagerates/Pages/default.aspx. Vendor shall be responsible for ensuring compliance with prevailing
wage requirements and determining when prevailing wage
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requirements are applicable. The required contract provisions contained in West Virginia Code of State
Rules § 42-7-3 are specificallyincorporated herein by reference.

30. ARBITRATION: Any references made to arbitration contained in this Contract, Vendor’s bid, or in
any American Institute of Architects documents pertaining to this Contract are hereby deleted, void, and
of no effect.

31. MODIFICATIONS: This writing is the parties’ final expression of intent. Notwithstanding anything
contained in this Contract to the contrary, no modification of this Contract shall be binding without
mutual written consent of the Agency, and the Vendor, with approval of the Purchasing Division and the
Attorney General’s office (Attorney General approval is as to form only). No Change shall be
implemented by the Vendor until such time as the Vendor receives an approved written change
order from the Purchasing Division.

32. WAIVER: The failure of either party to insist upon a strict performance of any of the terms or
provision of this Contract, or to exercise any option, right, or remedy herein contained, shall not be
construed as a waiver or a relinquishment for the future of such term, provision, option, right, or remedy,
but the same shall continue in full force and effect. Any waiver must be expressly stated in writing and
signed by the waiving party.

33. SUBSEQUENT FORMS: The terms and conditions contained in this Contract shall supersede any and
all subsequent terms and conditions which may appear on any form documents submitted by Vendor to
the Agency or Purchasing Division such as price lists, order forms, invoices, sales agreements, or
maintenance agreements, and includes internet websites or other electronic documents. Acceptance or
use of Vendor’s forms does not constitute acceptance of the terms and conditions contained thereon.

34. ASSIGNMENT: Neither this Contract nor any monies due, or to become due hereunder, may be
assigned by the Vendor without the express written consent of the Agency, the Purchasing Division, the
Attorney General’s office (as to form only), and any other government agency or office that may be
required to approve such assignments. Notwithstanding the foregoing, Purchasing Division approval
may or maynot be required on certain agency delegated or exempt purchases.

35. WARRANTY: The Vendor expressly warrants that the goods and/or services covered by this Contract
will: (a) conform to the specifications, drawings, samples, or other description furnished or specified by
the Agency; (b) be merchantable and fit for the purpose intended; and (c) be free from defect in material
and workmanship.

36. STATE EMPLOYEES: State employees are not permitted to utilize this Contract for personal use and
the Vendor is prohibited from permitting or facilitating the same.

37. BANKRUPTCY: In the event the Vendor files for bankruptcy protection, the State of West Virginia
may deem this Contract null and void, and terminate this Contract without notice.
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38. [RESERVED]

39. CONFIDENTIALITY: The Vendor agrees that it will not disclose to anyone, directly or indirectly, any
such personally identifiable information or other confidential information gained from the Agency,
unless the individual who is the subject of the information consents to the disclosure in writing or the
disclosure is made pursuant to the Agency’s policies, procedures, and rules. Vendor further agrees to
comply with the Confidentiality Policies and Information Security Accountability Requirements, set

forth in http://www.state.wv.us/admin/purchase/privacvdefault.html.

40. DISCLOSURE: Vendor’s response to the Solicitation and the resulting Contract are considered public
documents and will be disclosed to the public in accordance with the laws, rules, and policies governing
the West Virginia Purchasing Division. Those laws include, but are not limited to, the Freedom of
Information Act found in West Virginia Code § 29B-1-1 et seq.

If a Vendor considers any part of its bid to be exempt from public disclosure, Vendor must so indicate
by specifically identifying the exempt information, identifying the exemption that applies, providing a
detailed justification for the exemption, segregating the exempt information from the general bid
information, and submitting the exempt information as part of its bid but in a segregated and clearly
identifiable format.  Failure to comply with the foregoing requirements will result in public disclosure
of the Vendor’s bid without further notice. A Vendor’s act of marking all or nearly all of its bid as
exempt is not sufficient to avoid disclosure and WILL NOT BE HONORED. Vendor’s act of marking a
bid or any part thereof as “confidential” or “proprietary” is not sufficient to avoid disclosure and WILL
NOT BE HONORED. In addition, a legend or other statement indicating that all or substantially all of
the bid is exempt from disclosure is not sufficient to avoid disclosure and WILL NOT BE HONORED.
Vendor will be required to defend any claimed exemption for nondisclosure in the event of an
administrative or judicial challenge to the State’s nondisclosure. Vendor must indemnify the State for
any costs incurred related to any exemptions claimed by Vendor. Any questions regarding the
applicability of the various public records laws should be addressed to your own legal counsel prior to
bid submission.

41, LICENSING: In accordance with West Virginia Code of State Rules §148-1-6.1.7, Vendor must be
licensed and in good standing in accordance with any and all state and local laws and requirements by
any state or local agency of West Virginia, including, but not limited to, the West Virginia Secretary of
State’s Office, the West Virginia Tax Department, West Virginia Insurance Commission, or any other
state agency or political subdivision. Upon request, the Vendor must provide all necessary releases to
obtain information to enable the Purchasing Division Director or the Agency to verify that the Vendor is
licensed and in good standing with the above entities.

42. ANTITRUST: In submitting a bid to, signing a contract with, or accepting a Purchase Order from any
agency of the State of West Virginia, the Vendor agrees to convey, sell, assign, or transfer to the State of
West Virginia all rights, title, and interest in and to all causes of action it may now or hereafter acquire
under the antitrust laws of the United States and the State of West Virginia for price fixing and/or
unreasonable restraints of trade relating to the particular commodities or services purchased or acquired
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by the State of West Virginia. Such assignment shall be made and become effective at the time the
purchasing agency tenders the initial payment to Vendor.

43. VENDOR CERTIFICATIONS: By signing its bid or entering into this Contract, Vendor certifies (1)
that its bid was made without prior understanding, agreement, or connection with any corporation, firm,
limited liability company, partnership, person or entity submitting a bid for the same material, supplies,
equipment or services; (2) that its bid is in all respects fair and without collusion or fraud; (3) that this
Contract is accepted or entered into without any prior understanding, agreement, or connection to any
other entity that could be considered a violation of law; and (4) that it has reviewed this RFQ in its
entirety; understands the requirements, terms and conditions, and other information contained herein.
Vendor’s signature on its bid also affirms that neither it nor its representatives have any interest, nor
shall acquire any interest, direct or indirect, which would compromise the performance of its services
hereunder. Any such interests shall be promptly presented in detail to the Agency.

The individual signing this bid on behalf of Vendor certifies that he or she is authorized by the Vendor
to execute this bid or any documents related thereto on Vendor’s behalf; that he or she is authorized to
bind the Vendor in a contractual relationship; and that, to the best of his or her knowledge, the Vendor
has properly registered with any State agency that may require registration.

44, PURCHASING CARD ACCEPTANCE: The State of West Virginia currently utilizes a Purchasing
Card program, administered under contract by a banking institution, to process payment for goods and
services. The Vendor must accept the State of West Virginia’s Purchasing Card for payment of all
orders under this Contract unless the box below is checked.

Vendor is not required to accept the State of West Virginia’s Purchasing Card as payment for all
goods and services.

45. VENDOR RELATIONSHIP: The relationship of the Vendor to the State shall be that of an
independent contractor and no principal-agent relationship or employer-employee relationship is
contemplated or created by this Contract. The Vendor as an independent contractor is solely liable for
the acts and omissions of its employees and agents. Vendor shall be responsible for selecting, supervising,
and compensating any and all individuals employed pursuant to the terms of this Solicitation and
resulting contract. Neither the Vendor, nor any employees or subcontractors of the Vendor, shall be
deemed to be employees of the State for any purpose whatsoever. Vendor shall be exclusively
responsible for payment of employees and contractors for all wages and salaries, taxes, withholding
payments, penalties, fees, fringe benefits, professional liability insurance premiums, contributions to
insurance and pension, or other deferred compensation plans, including but not limited to, Workers’
Compensation and Social Security obligations, licensing fees, efc. and the filing of all necessary
documents, forms and returns pertinent to all of the foregoing. Vendor shall hold harmless the State, and
shall provide the State and Agency with a defense against any and all claims including, but not limited
to, the foregoing payments, withholdings, contributions, taxes, Social Security taxes, and employer
income tax returns.

46. INDEMNIFICATION: The Vendor agrees to indemnify, defend, and hold harmless the State and the
Agency, their officers, and employees from and against: (1) Any claims or losses for services rendered
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by any subcontractor, person, or firm performing or supplying services, materials, or supplies in
connection with the performance of the Contract; (2) Any claims or losses resulting to any person or
entity injured or damaged by the Vendor, its officers, employees, or subcontractors by the publication,
translation, reproduction, delivery, performance, use, or disposition of any data used under the
Contract in a manner not authorized by the Contract, or by Federal or State statutes or regulations;
and (3) Any failure of the Vendor, its officers, employees, or subcontractors to observe State and
Federal laws including, but not limited to, labor and wage and hour laws.

47. PURCHASING AFFIDAVIT: In accordance with West Virginia Code § 5A-3-10a, all Vendors
are required to sign, notarize, and submit the Purchasing Affidavit stating that neither the Vendor nor
a related party owe a debt to the State in excess of $1,000. The affidavit must be submitted prior to
award, but should be submitted with the Vendor’s bid. A copy of the Purchasing Affidavit is
included herewith.

48. ADDITIONAL AGENCY AND LOCAL GOVERNMENT USE: This Contract may be utilized
by and extends to other agencies, spending units, and political subdivisions of the State of West
Virginia; county, municipal, and other local government bodies; and school districts (“Other
Government Entities”). This Contract shall be extended to the aforementioned Other Government
Entities on the same prices, terms, and conditions as those offered and agreed to in this Contract. If
the Vendor does not wish to extend the prices, terms, and conditions of its bid and subsequent contract
to the Other Government Entities, the Vendor must clearly indicate such refusal in its bid. A refusal
to extend this Contract to the Other Government Entities shall not impact or influence the award of
this Contract in any manner.

49. CONFLICT OF INTEREST: Vendor, its officers or members or employees, shall not presently
have or acquire any interest, direct or indirect, which would conflict with or compromise the
performance of its obligations hereunder. Vendor shall periodically inquire of its officers, members
and employees to ensure that a conflict of interest does not arise. Any conflict of interest discovered
shall be promptly presented in detail to the Agency.

50. REPORTS: Vendor shall provide the Agency and/or the Purchasing Division with the
following reports identified by a checked box below:

[|:|| Such reports as the Agency and/or the Purchasing Division may request. Requested reports may
include, but are not limited to, quantities purchased, agencies utilizing the contract, total contract

expenditures by agency, etc.

[D] Quarterly reports detailing the total quantity of purchases in units and dollars, along with a listing
of purchases by agency. Quarterly reports should be delivered to the Purchasing Division via
email at purchasing requisitions@wyv.gov.

51. BACKGROUND CHECK: In accordance with W. Va. Code § 15-2D-3, the Director of the
Division of Protective Services shall require any service provider whose employees are regularly
employed on the grounds or in the buildings of the Capitol complex or who have access to sensitive or

critical information
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to submit to a fingerprint-based state and federal background inquiry through the state repository.
The service provider is responsible for any costs associated with the fingerprint-based state and federal
background inquiry.

After the contract for such services has been approved, but before any such employees are permitted to
be on the grounds or in the buildings of the Capitol complex or have access to sensitive or critical
information, the service provider shall submit a list of all persons who will be physically present and
working at the Capitol complex to the Director of the Division of Protective Services for purposes of
verifying compliance with this provision.

The State reserves the right to prohibit a service provider’s employees from accessing sensitive or
critical information or to be present at the Capitol complex based upon results addressed from a criminal
background check.

Service providers should contact the West Virginia Division of Protective Services by phone at
(304)558-9911 for more information.

52. PREFERENCE FOR USE OF DOMESTIC STEEL PRODUCTS: Except when authorized by the
Director of the Purchasing Division pursuant to W. Va. Code § 5A-3-56, no contractor may use or
supply steel products for a State Contract Project other than those steel products made in the United
States. A contractor who uses steel products in violation of this section may be subject to civil penalties
pursuant to W. Va. Code § SA-3-56. As used in this section:

a. “State Contract Project” means any erection or construction of, or any addition to, alteration of
or other improvement to any building or structure, including, but not limited to, roads or highways,
or the installation of any heating or cooling or ventilating plants or other equipment, or the
supply of and materials for such projects, pursuant to a contract with the State of West
Virginia for which bids were solicited on or after June 6, 2001.

b. “Steel Products” means products rolled, formed, shaped, drawn, extruded, forged, cast, fabricated
or otherwise similarly processed, or processed by a combination of two or more or
such operations, from steel made by the open heath, basic oxygen, electric furnace, Bessemer or
other steel making process.

The Purchasing Division Director may, in writing, authorize the use of foreign steel products if:

a. The cost for each contract item used does not exceed one tenth of one percent (.1%) of the total
contract cost or two thousand five hundred dollars ($2,500.00), whichever is greater. For the
purposes of this section, the cost is the value of the steel product as delivered to the project; or

b. The Director of the Purchasing Division determines that specified steel materials are not
produced in the United States in sufficient quantity or otherwise are not reasonably available to
meet contract requirements,
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53. PREFERENCE FOR USE OF DOMESTIC ALUMINUM, GLASS, AND STEEL: In Accordance
with W. Va. Code § 5-19-1 et seq., and W. Va. CSR § 148-10-1 et seq., for every contract or subcontract,

subject to the limitations contained herein, for the construction, reconstruction, alteration, repair,
improvement or maintenance of public works or for the purchase of any item of machinery or
equipment to be used at sites of public works, only domestic aluminum, glass or steel products shall be
supplied unless the spending officer determines, in writing, after the receipt of offers or bids, (1) that the
cost of domestic aluminum, glass or steel products is unreasonable or inconsistent with the public
interest of the State of West Virginia, (2) that domestic aluminum, glass or steel products are not
produced in sufficient quantities to meet the contract requirements, or (3) the available domestic
aluminum, glass, or steel do not meet the contract specifications. This provision only applies to public
works contracts awarded in an amount more than fifty thousand dollars ($50,000) or public works
contracts that require more than ten thousand pounds of steel products.

The cost of domestic aluminum, glass, or steel products may be unreasonable if the cost is more than
twenty percent (20%) of the bid or offered price for foreign made aluminum, glass, or steel products. If
the domestic aluminum, glass or steel products to be supplied or produced in a “substantial labor surplus
area”, as defined by the United States Department of Labor, the cost of domestic aluminum, glass, or
steel products may be unreasonable if the cost is more than thirty percent (30%) of the bid or offered
price for foreign made aluminum, glass, or steel products.

This preference shall be applied to an item of machinery or equipment, as indicated above, when the
item is a single unit of equipment or machinery manufactured primarily of aluminum, glass or steel, is
part of a public works contract and has the sole purpose or of being a permanent part of a single public
works project. This provision does not apply to equipment or machinery purchased by a spending unit
for use by that spending unit and not as part of a single public works project.

All bids and offers including domestic aluminum, glass or steel products that exceed bid or offer prices
including foreign aluminum, glass or steel products after application of the preferences provided in this
provision may be reduced to a price equal to or lower than the lowest bid or offer price for foreign
aluminum, glass or steel products plus the applicable preference. If the reduced bid or offer prices are
made in writing and supersede the prior bid or offer prices, all bids or offers, including the reduced bid
or offer prices, will be reevaluated in accordance with this rule.
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REQUEST FOR QUOTATION
BMS14096
Retrospective Drug Utilization Review Services

SPECIFICATIONS

1. PURPOSE AND SCOPE: The West Virginia Purchasing Division is soliciting bids on
behalf of the Department of Health and Human Resources (DHHR), Bureau for Medical
Services (BMS) to establish a contract for Retrospective Drug Utilization Review Services
(RetroDUR).

2. DEFINITIONS: The terms listed below shall have the meanings assigned to them below.
Additional definitions can be found in section 2 of the General Terms and Conditions.

2.1 “Contract Services” means implementation of a Retrospective Drug Ultilization
Program which includes the establishment of a Retrospective Drug Utilization
Review (RetroDUR) database of Medicaid members’ medical and drug history
claims, which can be used to construct a medical and pharmacy profile of each
Medicaid member, whether fee-for-service or enrolled in a Medicaid Managed Care
Organization.

2.2 “RFQ” means the official request for quotation published by the Purchasing Division
and identified as BMS14096.

2.3 “Lock In Program” means a program that coordinates the care of members whose
medication utilization demonstrates the potential for overutilization of controlled
substances. Member utilization of controlled substances, number of prescribers of
controlled substances, and numbers of pharmacy providers used for obtaining
controlled substances is monitored though a member profile review. If certain criteria
are met, the member is locked into one pharmacy for obtaining prescriptions for
controlled substances. All members taking Suboxone/Subutex are also locked into
one pharmacy.

2.4 “LTC Members” means members living in facilities that typically provide living
accommodation for people who require on-site delivery of around-the-clock supervised care,
including professional health services, personal care and services such as meals, laundry and
housekeeping
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3. QUALIFICATIONS: Vendor shall have the following minimum qualifications:

3.1.

32,

3.3.

A minimum of five years of experience in providing RetroDUR services
similar to those specified herein to state Medicaid Programs. A letter of
attestation documenting the required experience of the Vendor is preferred
with the bid, but will be required prior to award of any Contract.

Current provision of Medicaid RetroDUR Services in at least three other
states, excluding West Virginia. Provide the names and contact information
for the state personnel who can attest to this provisioning; this information is
preferred with the bid, and can be included in the letter required in 3.1.
Staffing with experience in the administration of a RetroDUR program

19

including:
3.3.1 Medical Director,
3.3.2  One or more pharmacists, one of which has specialty certification

333
334

in mental health agents. One of these assigned pharmacists must
attend quarterly DUR Board meetings and make presentations
regarding RetroDUR activity and proposals for population based
educational interventions for Medicaid prescribers

A database analyst

A Help Desk, available from 9:00 am to 5:00 pm ET, for
answering inquiries  from members, prescribers, or pharmacy
providers regarding  the Lock-In Program and any other inquiries
about the RetroDUR Program.

4. MANDATORY REQUIREMENTS

4.1 Mandatory Contract Services Requirements and Deliverables: Contract Services
must meet or exceed the mandatory requirements listed below.

4.1.1

The Vendor shall develop West Virginia specific therapeutic criteria within
ninety (90) calendar days of the contract award. The criteria must meet the
following requirements:

4.1.1.1 The Vendor’s therapeutic criteria shall reflect current drug policies
and programs (including prior authorized products and criteria for
approval) and patterns of use. The Vendor’s therapeutic criteria
must take into account newly marketed drugs and must be updated
monthly for this purpose at no cost to the Bureau’s pharmacy
program.
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4.1.1.2 The Vendor shall reference literature documentation and make
such documentation available, within ten (10) business days, in
printed form upon request by providers and others at no additional
cost to the Bureau.

4.1.1.3 The Vendor shall develop the therapeutic criteria with attention

‘ given to types of diseases, therapeutic classes of drugs, and

specific problems most often associated, or implicated in, cases of
inappropriate drug therapy so that clinically significant alerts will
be generated. The Vendor’s therapeutic criteria shall be utilized to
screen for potential therapeutic problems.
Targeted disease categories shall include, but not be limited to:

4.1.1.3.1 Cardiovascular

4.1.1.3.2 Endocrine

4.1.1.3.3 Psychiatric Disorder

4.1.1.3.4 Gastrointestinal Disorders

4.1.1.3.5 Arthritis

4.1.1.3.6 Asthma

4.1.1.3.7 Chronic Obstructive Pulmonary Disease

4.1.1.3.8 Diabetes

4.1.1.3.9 Antineoplastics

4.1.1.4 The Vendor shall develop criteria to screen for problems most
often associated with inappropriate drug therapy which shall
include, but not be limited to: ;
4.1.1.5.1 Over and under -utilization;

4.1.1.5.2  Drug(s) contraindicated by diagnosis;

4.1.1.5.3 Drug/drug interactions;

4.1.1.5.4 Duplication therapy;

4.1.1.5.5 Therapeutic appropriateness;

4.1.1.5.6  Appropriate use of generic drugs;

4.1.1.5.7 Incorrect drug dosage or duration of therapy;

4.1.1.5.8 Clinical abuse and misuse;

4.1.1.5.9 Iatrogenic complications;

4.1.1.5.10 Treatment failure

4.1.1.5 The Vendor’s therapeutic criteria shall allow for ongoing

adjustments to be made by the DUR Board and/or the
Retrospective Drug Utilization Committee. The Vendor shall
implement adjustments prior to the next generation of profiles,
or within two weeks of notification by the BMS Pharmacy
Program, whichever is longer.
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4.1.1.6 The Vendor shall maintain a complete listing of the West
Virginia Medicaid therapeutic criteria and update as often as new
clinical information regarding the criteria becomes available.
4.1.1.7 The Vendor shall provide a hardcopy listing of therapeutic
criteria within ten (10) business days of request by the Bureau’s
Pharmacy Program.
4.1.1.8 The Vendor’s system shall rank criteria by clinical significance to
reduce the number of alerts likely to be false positives or
clinically insignificant.
4.1.1.9 The Vendor shall provide recommendations monthly to the
Bureau’s Pharmacy Program for clinical edits and prior
authorization criteria based on the findings in the retrospective
therapeutic review of profiles that would be beneficial to the
health care of the Medicaid member, cost effective to the State,
or both. These recommendations should be made by e-mail.
4.1.1.10The Vendor shall be able to read the Long Term Care (LTC)
indicator(s) in order to distinguish LTC members from
community-based members. The Vendor shall include LTC
beneficiaries in the retrospective DUR therapeutic criteria reviews
4.1.1.11The Vendor shall update the DUR manuals to reflect the changes
and additions to the therapeutic criteria, in addition to the lock-in
algorithms.
4.1.1.12The Vendor shall maintain an archive of exception profiles for the
duration of the contract.

4.1.2 The Vendor shall design a RetroDUR computer system utilizing West Virginia
specific therapeutic criteria for both member profile generation and a Lock-in
program and begin operation within ninety (90) calendar days of the contract
award. The Vendor’s RetroDUR system shall be able to:

e Ultilize file extracts from the West Virginia Medicaid Medical
Management System (MMIS)

e Read all available medical diagnoses codes, procedure codes and
pharmacy history,

e Utilize all physician specialty codes listed for specific prescribers,

e Differentiate between an adjudicated claim, a voided claim, and a
rejected claim when reviewing the patient’s drug history
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e Read and utilize demographic information for members and
providers, including, but not limited to, the member’s county
code, county of service, county of residence, and the Medicare
eligibility indicator code.

4.1.2.1 The Vendor’s system shall be able to incorporate changes within
ten (10) business days from the time changes are made to the
MMIS system or when the BMS Pharmacy Program determines
additional fields should be added to the format, in order to capture
required data to review.

4.1.2.2The Vendor shall be responsible for coordinating file layouts from
the MMIS vendor to populate the Vendor’s RetroDUR system
and a mutually acceptable method of transferring the files once
weekly.

4.1.2.3The Vendor shall provide a RetroDUR system with the capability
of producing all member profiles and reports required herein.

4.1.2.4The Vendor’s Retrospective DUR system shall assess drug and
diagnostic data against explicit predetermined standards including,
but not limited to, monitoring for:
e therapeutic appropriateness,
e over-utilization
e under-utilization,
e incorrect drug dosage or duration of therapy
The Vendor shall scan Medicaid members’ medical and pharmacy
claims histories, applying the DUR Board-approved therapeutic
criteria, to identify members whose drug use indicates a significant
level of risk for drug induced or exacerbated outcomes.
4.1.2.5The Vendor’s system shall allow flexibility in formatting and
production of patient and provider profiles to impart educational
information to prescribers and pharmacy providers. The Vendor’s
system shall be able to establish the total number of profiles
generated, and to select various demographics such as (but not
limited to) specific criteria exceptions for certain patient populations
and have the capability to read up to six (6) provider specialty codes
and their corresponding effective dates and end dates.
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4.1.2.6The Vendor’s system shall have the capability of suppressing profile
generation for previously identified criteria after the initial flagging,
for a period of time specified by the Bureau. This feature is to
prevent providers from receiving repeated alerts for the same or
similar situations.

4.1.2.7The Vendor’s system shall allow for interactive selection of
population-based interventions, provider profiling options, and
population and patient-specific intervention tracking reports. The
Vendor shall present potential population-based educational
interventions, based on the review of data and therapeutic criteria
from the Vendor’s RetroDUR system, to the DUR Board at each
quarterly Board meeting.

4.1.2.8The Vendor’s system shall be able to differentiate between Medicaid
members whose medical and pharmacy benefits are reimbursed by
Fee for Service payment or Managed Care Organizations.

4.1.2.9The Vendor shall generate Medicaid patient profiles monthly based
on therapeutic criteria, high risk patient profiles, and provider
profiles (prescribers and pharmacy providers) in hard or electronic
copy for RetroDUR.

4.1.2.10 The Vendor shall generate no less than 350 member profiles. The
profiles should be reviewed against the therapeutic criteria and cover
all age groups, including LTC members. The balance between
members in Fee for Service and managed care shall be determined
by the Bureau.

4.1.2.11The profiles for review shall be made available for the
Pharmacy Program’s monthly RetroDUR Committee meeting and
generated no more than three(3) business days before mailing. The
profiles will be shipped to the Bureau and returned to the Vendor at
no additional cost to the Bureau.

4.1.2.12 The Vendor’s system shall generate patient and provider cases
monthly by weighting and ranking mechanisms, which have been
approved prior to use by the BMS Pharmacy program, to sort
exceptions by potential seriousness.

4.1.2.13 The profiles developed by the Vendor’s system must contain at
least eighteen (18) contiguous months of claims history, representing
a summarized review of all drug information and diagnoses for
which claims were reimbursed. The Vendor shall be able to
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differentiate between a claim that was voided or cancelled and a paid
claim.

4.1.2.14 The Vendor’s system shall maintain patient and provider
confidentiality in all aspects of developing and handling patient
history profiles, as well as all input claims history data. The Vendor
shall handle and store claims data and patient and provider profiles
in accordance with 42 Code of Federal Regulations part 431, Subpart
F, regarding confidentiality of information concerning applicants and
beneficiaries of public assistance, and 42 Code of Federal
Regulations Part 2, regarding confidentiality of alcohol and drug
abuse patient records (see Attachment A).

4.1.3 The Vendor shall communicate the results of patient profile reviews within thirty
(30) calendar days by letter to prescribers and/or pharmacy providers for Fee-for-
Service members. The cost of mailing shall be included in the Vendor’s quotation. All
letters to Medicaid prescribers and pharmacy providers must be signed by the Vendor’s
medical director. The Vendor’s retrospective DUR program shall provide ongoing
interventions for physicians and pharmacists targeted toward therapy problems or
individual patients identified in the course of DUR review activities.

4.1.4The Vendor shall design at least six (6) educational population- based interventions
or other targeted provider interventions to be modifiable per the Bureau and DUR
Board’s requirements per year. The interventions shall be performed every two months.
The Vendor shall make any such modifications to wording or formats, specified by the
BMS Pharmacy program and DUR Board, within thirty (30) calendar days of the
request by the Bureau, at the Vendor’s expense. The total cost of the design, production
and mailing of these interventions to targeted prescribers or pharmacy providers shall be
included in the Vendor’s quote. There are approximately 7,000 active prescribers and
700 pharmacy providers enrolled in the West Virginia Medicaid Program.

4.1.5The Vendor shall establish and maintain a Pharmacy Lock-in Program for
Medicaid beneficiaries who utilize multiple pharmacies and/or prescribers for controlled
substances within ninety (90) calendar days of the contract award . The purpose of the
Lock-In Program shall be to improve patient care by coordinating the activities of
various health care providers, to integrate the pharmacist into the drug therapy
management process, and to improve patient outcomes.

4.1.5.1The member will be correctly identified by application of a utilization
algorithm and clinical review. The Vendor shall accept beneficiary names from
the Bureau and accept and process these candidates for immediate lock-in. The
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eligible member will be required to select one provider for pharmacy services
and the Vendor will notify the beneficiary that Medicaid will deny claims for
pharmacy services submitted by any other pharmacy provider.

All members on Subuxone or Subutex must be locked into one pharmacy and
incorporated into the Lock-In Program. The Vendor shall call the Pharmacy
Provider the member has chosen within thirty (30) calendar days and explain the
lock-in program and obtain agreement from the Pharmacy Provider to participate
as the lock-in Pharmacy provider for the member. The Vendor shall provide all
communications by mail to the members, prescribers and pharmacy providers
for the lock-in program within thirty (30) calendar days of the members’ choice
of a pharmacy. The total cost of production and mailing of the letters regarding
the lock-in program to members, prescribers and pharmacy providers shall be
included in the Vendor’s quote.

4.1.5.2The Vendor shall maintain a toll-free telephone Help Desk for Medicaid
prescribers, pharmacy providers and members to answer inquiries about the
RetroDUR Program, including the Lock-in program, and any communications
that may have been received by them. The Help Desk shall be available for at
least a consecutive eight hour period coinciding with regular business hours,
from Monday through Friday. The Vendor shall maintain the member Lock-in
beneficiary and provider list and supply a file of this information to the BMS
MMIS vendor daily for an automated lock-in process. The Vendor shall work
with the BMS MMIS vendor to coordinate file layouts and transfer of files
through a secure fip site.

4.1.6 Prior to implementing the system, the Vendor shall provide a list of every office
director, owner, partner, key employees, or other person with primary management or
supervisory responsibilities, and any person who has a critical influence on or
substantive control over a transaction with the State of West Virginia, whether or not
employed by the Vendor. The list shall include full names, including maiden names and
first and middle names where applicable. Additions or deletions to the list of names
shall be reported voluntarily and automatically to the Pharmacy Program within one
month of the change or addition. The Vendor shall not employ or contract with any
individual or entity named on the federally excluded provider list.

4.1.7The Vendor shall provide a RetroDUR Committee, made up of a minimum of three
actively participating pharmacists and one additional member who is a physician,
pharmacist, nurse practitioner or physician assistant. The RetroDUR Committee shall
review the member medication profiles described in Section 4.1.2.10 in person with the
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Pharmacy Services clinical staff at a regularly scheduled monthly meeting. Any costs
incurred for provision of this Committee must be included in the Vendor’s proposal.

4.1.8The Vendor shall establish both a reporting system for established standard
periodic reports and have the capability of ad hoc reporting. The Vendor’s system shall
allow for generation of reports to include, but not be limited to:
e Provider report cards;

Drug/drug class utilization and utilization patterns;
Diseases and disease categories;
Member history and profiles;
Sorting providers by prescribed drugs, specialty,
patient volume, diagnosis codes, procedure codes,
number of medications per patient, etc.;
e Sorting members by diagnoses, age, sex, drug use,

provider, number of prescriptions, etc.;
e Ranking by utilization, volume, dollars paid, etc.;

Reports by Managed Care plan.

4.1.8.1 Monthly reports-The Vendor shall provide the following RetroDUR
summary reports monthly, at least three (3) calendar days prior to the
RetroDUR Committee meeting, to the Pharmacy Services Program for
review and approval. These reports shall be mailed to the Bureau for
inclusion in the RetroDUR Committee members’ monthly meeting
packets. The content fields of the Vendor’s summary reports shall be
mutually identified and agreed upon. Monthly reports are to include, but
not be limited to:
e Provider response log updates
e Provider profiling (physician and pharmacy
provider)
e Profile review outcome summary
Case summary
e Statistical activity summary report to include but
not be limited to distribution of beneficiaries,
number of cases reviewed, number of letters
generated, summary of distribution of cases by
problem types and follow-up data
e Report of outlier and errant claims by pharmacy
providers
4.1.8.2 Quarterly Activity Reports-The Vendor shall submit, by e-mail and hard
copy, each quarterly report within fifteen (15) calendar
days following the applicable quarterly period. The
quarterly reports are to include, but not be limited to:
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e Patient profiles review outcome reports by
population, including Fee-for-Service and Managed
Care members
e Activity statistical report
e (Case distribution by problem type
e Trend summary of major therapeutic categories of
interest
e QOutcomes reports (six month post intervention)-The
Vendor shall provide an outcome report for review
at DUR Board meetings.
e QOutcomes reports (six month post intervention).
The Vendor shall provide outcomes reports of all
population based educational interventions and
present them at the appropriate quarterly DUR
Board meeting.
4.1.8.3 Annual Reports-The Vendor shall submit at least the following,
data by May 1 of each calendar year for CMS annual reports (this
information shall be submitted electronically to the Bureau):
Outcomes and utilization summary reports
Population-based intervention outcomes
Savings generated by the RetroDUR Program
All requirements specified by the Centers for
Medicare and Medicaid (CMS) Annual Report
no later than May 1 of each year to comply with
Section 1927 (g)(3)(d) of the Social Security
Act that requires each state to submit an annual
report to CMS on the operation of its Medicaid
DUR Program. The Vendor shall include all
necessary data for the descriptions of the nature
and scope of the RetroDUR program, a
summary of the interventions used and an
assessment of the education programs, and an
assessment of the RetroDUR program’s impact
on quality of care, as well as any cost savings
generated in the program. Additionally, the
Vendor shall assist the Bureau in a description
of DUR Board activities as it pertains to
RetroDUR activities. The report format must be
such that the Bureau will be able to add other
sections to the electronic report to complete the
document to CMS.

[ ]
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4.1.8.4 Ad Hoc Reporting-Ad hoc reports will be made available by e-mail to

the Bureau within 72 hours of the Bureau’s request. The Vendor’s
inquiry and reporting system shall have the ability to query for both a
follow-up on previously identified situations, as well as to perform
user-defined ad hoc reports. The Vendor will utilize this tool to
perform sophisticated analyses of activity to develop documents and to
develop additional reports to add to scheduled reports as requested by
the BMS Pharmacy Program. The inquiry component of the Vendor’s
reporting system must:
4.1.8.4.1 Allow Vendor to select, compare and report on the data by
any element or combination of elements in the data, by claim
types, by date paid or date of service, by provider types,
provider specialties, or billing or performing providers.
4.1.8.4.2 Allow Vendor to easily specify arithmetic, algebraic and
statistical calculations such as subtotals, totals, percentages,
ratios, percentiles, selections by less than, equal to or greater
than criteria, unduplicated counts, regression analyses, and
frequency distributions.
4.1.8.4.3 Allow Vendor to connect different categories of services
based on specified criteria.
4.1.8.4.4 Allow Vendor to determine data trends over time and create
standard report runs for these analyses.
4.1.8.4.5 Allow Vendor to save inquiry steps for later use by
themselves and other users. The system must include a
library of already-built query and run parameters which users
can select, copy, and modify.
4.1.8.4.6 Allow non-technical users to create inquiries and groups of
defined data elements to be use in inquiries. These must be
provided in a desk top format for use by the Bureau staff
members. The Vendor must provide on-site training for
BMS staff for use of the desk top application for ad hoc
queries.
4.1.8.4.7 Provide drill-down capable access to any reference tables
provided in reports.
4.1.8.4.8 The Vendor must have the capability to export the results of
inquiries into common desktop applications.
4.1.8.4.9 Have episode of care analysis which allows the Vendor to
identify member and prescriber target events and to define an
episode in terms of time.
4.1.8.4.10 Have capability to request comparisons of Medicaid claims
activity against clinical and non-clinical standards or norms,
including state approved national guidelines selected for this

purpose.
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4.1.8.4.11 Have capability to archive or store reports.

4.1.9 The Vendor shall produce a quarterly newsletter detailing BMS Pharmacy
Policies, Drug Utilization Review Board actions, drug information and other
relevant information to Medicaid prescribers and pharmacy providers. These
newsletters must be mailed to Medicaid prescribers (approx.. 7000) and pharmacy
providers (approx.. 700), and be available electronically on the Bureau for
Medical Services website at: ,
http://www.dhhr.wv.gov/bms/Pharmacy/Pages/default.aspx.

The total cost of production and mailing must be included in the Vendor’s quote.

4.1.10The Vendor must provide support for quarterly DUR Board meetings
including, but not limited to: meeting attendance and presentations
regarding proposed population-based educational interventions and
pharmacy profile review outcome reports and potential population-based
educational interventions based on BMS therapeutic criteria exceptions
and other relevant data. The Vendor shall also provide DUR Board
meeting minutes, by e-mail, within ten (10) calendar days after each
quarterly meeting.  All costs associated with this support are to be
included in the vendor’s quote.

5. CONTRACT AWARD

5.1 Contract Award: The Contract is intended to provide Agency with a
purchase price for the Contract Services. The Contract shall be awarded to the
Vendor that provides the Contract Services meeting the required
specifications for the lowest overall Vendor’s Total Bid, as shown on the
Pricing Page. Only the Yearly total for Year 1 will be awarded in the initial
contract, with Year 2 and Year 3 added upon mutually agreed upon change
orders for renewal in each of the subsequent years.

5.2 Pricing Page: Vendor should complete the Pricing Page by providing the
Monthly cost for each service (data collection, member profiles and lock-in
program) and deliverables (reports and educational programs for providers)
indicated in the table in the Pricing Page. Bidders should multiply each
Monthly cost bid by 12 to calculate the Yearly cost. The Vendor should also
provide the Total Monthly and Yearly costs of all five services and
deliverables combined that are listed in the table. The Vendor should note that
all mailing costs and monthly amounts paid to RetroDUR Committee
members should be included in the Vendor’s price quotation. No costs can be
passed on to the Bureau outside the Vendor’s submitted quote for RetroDUR
services. Vendor should complete the Pricing Page in full as failure to
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complete the Pricing Page in its entirety may result in Vendor’s bid being
disqualified.

Notwithstanding the foregoing, the Purchasing Division may correct errors as
it deems appropriate. Vendor should enter the information into the Pricing
Page to prevent errors in the evaluation.

- PERFORMANCE: Vendor and Agency shall agree upon a schedule for performance of
Contract Services and Contract Services Deliverables, unless such a schedule is already
included herein by Agency. In the event that this Contract is designated as an open-end
contract, Vendor shall perform in accordance with the release orders that may be issued
against this Contract.

. PAYMENT: Agency shall pay a flat fee as shown on the Pricing Pages, for all Contract
Services performed and accepted under this Contract. Vendor shall accept payment in
accordance with the payment procedures of the State of West Virginia.

. TRAVEL: Vendor shall be responsible for all mileage and travel costs, including travel
time, associated with performance of this Contract. Any anticipated mileage or travel costs
may be included in the flat fee or hourly rate listed on Vendor’s bid, but such costs will not
be paid by the Agency separately.

. FACILITIES ACCESS: Performance of Contract Services may require access
cards and/or keys to gain entrance to Agency’s facilities. In the event that access
cards and/or keys are required:

9.1. Vendor must identify principal service personnel which will be issued access
cards and/or keys to perform service.

9.2. Vendor will be responsible for controlling cards and keys and will pay
replacement fee, if the cards or keys become lost or stolen.

9.3. Vendor shall notify Agency immediately of any lost, stolen, or missing card or
key.

9.4. Anyone performing under this Contract will be subject to Agency’s security
protocol and procedures.

9.5. Vendor shall inform all staff of Agency’s security protocol and procedures.
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10. VENDOR DEFAULT:
10.1. The following shall be considered a vendor default under this Contract.

10.1.1.Failure to perform Contract Services in accordance with the requirements
contained herein.

10.1.2. Failure to comply with other specifications and requirements contained
herein.

10.1.3.Failure to comply with any laws, rules, and ordinances applicable to the
Contract Services provided under this Contract.

10.1.4. Failure to remedy deficient performance upon request,
10.2. The following remedies shall be available to Agency upon default.

10.2.1. Cancellation of the Contract.
10.2.2. Cancellation of one or more release orders issued under this Contract.
10.2.3. Any other remedies available in law or equity.

11. MISCELLANEOUS:

11.1. Contract Manager: During its performance of this Contract, Vendor must
designate and maintain a primary contract manager responsible for overseeing
Vendor’s responsibilities under this Contract. The Contract manager must be
available during normal business hours to address any customer service or other
issues related to this Contract. Vendor should list its Contract manager and his or
her contact information below.

Contract Manager:
Telephone Number:
Fax Number:
Email Address:
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Pricing Page

Cost information below as detailed in the Request for Quotation. Cost should be clearly marked. Cost must be broken
out by the following categories. This will be a fixed cost contract, based on a per year basis.

YEAR 1 OPTIONAL YEAR 2 OPTIONAL YEAR 3

Description of Services Monthly Yearly Monthly Yearly Monthly Yearly
Data Collection x12 x12 x12

$ 3 $ $
(Member Profiles) x12 x12 x12

$ $ $ $
Educational Programs for
Providers (Newsletters,
Educational Population-Based x12 x12 x12
Interventions, Member Profile
Review Letters 3 $ $ $
Retrospective Drug Utilization
Review Reports ¥12 x12 x12

$ $ $ $
Lock-In Program (including
letters to members,.prescnbers x12 x12 x12
and pharmacy providers) and
Help Desk 3 $ $ $
Totals x12 x12 x12

$ $ $ $

VENDOR'S TOTAL BID (3 Year Price)

(4%
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Attachment A

SUBCHAPTER A—GENERAL PROVISIONS

PART 1 [RESERVED]

PART 2—CONFIDENTIALITY OF AL-
COHOL AND DRUG ABUSE PA-
TIENT RECORDS

Subpart A—Introduction

Sec.

21 Statutory awhority for confidentialicy
of drug.abuse patient records.

&2 Statutory authority for confidentiality
of alcohol abuse patlent records,

2.3 Purpose and elfect.

24 Criminal peaalty for violarlon,

2.5 Reports of vielatlons,

$ubpart 8-~General Pravislons

Z.11 Definitlons,

212 Appiicabilivy,

2.3 Confidentiality restrictions,

214 Minor patients,

215 Incompetent and deceased patlenis,

.16 Sccurity for written records.

217 Undorcover ggents and infotmants.

2.1 Restrictions on the use of identifica-
tion cards.

248 Disposition of records by discontimaed
programs,

220 Relationship 1o State laws,

221 Relationship to Federal statutes pro-
tecting resegrch subjocts againsy com-
pulsory disclosure of their fdentity.

2,22 Notlee o patients of Federal conliden.
tiality requirements,

2.23 Patient access and restrictions on yse.

Subpart C—Disclosures With Patien's
Consen}

231 Formn of written consent,

232 Prohibition on redisclosure,

2.3 Disclosures permitted with  weitten
cansent. :

2.3 Disclosures to preyent multiple enroll-
ments in detoxification and mointenance
treatiment progroms,

2.35 Disclosures Lo elements of the criminal
Justice system which have refeered po-
ticry,

Subpcnt B—~Disclosures Without Palient
Consent

251 Medieal emergencies.
2.52 Research octivities,
2.57 Audit and evaluation activitics.

Subport E—Count Orders Authorizing
Discloswre and Use

251 Lepal effect of order,

262 Order not applicable 1o records dis-
closed without consentt 1o researchers,
auditors and evaluators,

263 Confidential communications.

264 Procedures and criteria for orders au-
thorizing  disclosures  for  noncriminal
purposes.,

2.65 Procedures and criterin for orders au-
thorkzing disclosure and use of records to
criminally lnvestigate or prasecute pa-
tients.

266 Procedures and criteria Tor ordérs an-
thorizing disclosure and use of records to
Investignle or presccute a program or
the persori holding the records.

2,67 Orders autharizing the wse of under-
cover agents ond informants Lo crimi-
nally investigate enployees or agents of
B progrisn.

AUTHORITY: Sec. 408 of Pab, 1., 92-256, 96
Star. M, o omended by sec, 303 (), () of
Pub L. 93282, 83 Swan. 137, 138 see. 4{0)(5){A)
of Puby. 1. 94.237, 90 Stat. 244: soe. 1) of
Pub. L. 4-5B1, 90 Star. 2852: sec. 500 of Pub.
1. 86-88. 93 Stat, §95 see, 973D of Puts. 1, 97~
5. 83 Star. 598; and transfereed (o sec, 527 of
the Public Health Service Act by sec,
Z(LMIB) (1) of Puly. 1, 98-24, 17 Star. 182 amnd as
amended by see, 106 of Pab, 1. 99-401, 100
Stat, 0 (42 U.5.C. 20ee-3) and sec. 313 of
Pub. L, 91-616. 84 Stat. 1854, as mrwrded by
sev. 122(z) of Pub. L. 93-282, 88 Stat. 131; and
sec. 1HHe)() of Pub. L. 94581, 50 Stac. 26852
and frapsferred 1o sec. 523 of the Public
Health Service Act by sec. 2b)(13) of Pub. §..
98-24, U7 Stat, 181 und as amended by sec. 106
of Pub. L. 90-401, 100 Sear, 807 (42 U.S.C
280dd-3), as amended by see. 131 of Pub. 1.,
102-321, W06 Staxt. 368, (42 1L.5.C, 200:dd.2).

SOURCE: 32 IFR 21809, June 9. 1987, unless
atherwise noted,

Subpart A—Introduction

§2.1 Statutory authority for confiden-
tinlity of drug abuse patient
recerids.

The restriceions of these regulations
apon the disclosure and use of drug
abuse patient records were initially au-
thorized by section 408 of the Drug
Abuse Prevention, Treatment, and Re-
hablilltation Act (21 U.S.C. i175). That
section as amended was transferred by
Pab. 1., 98-21 to svetion 527 of the Pab-
He Healch Service Act which is codificed




§2.2

ot 42 UL.S.C. 200ce-3. The amerided stac-
utery authority is set forth below:

B200EE-3, CONFIDENTIALITY OF PATIENT
RECORDLS.

(a) Disclosure authorization

Records of the kleniity, diagnosis, prog-
nosls, or treatment of any poatient which are
matatained In connection with the perform.
ance of any drag abuse prevention function
conducted, regulated, or directly or indi-
rectly assisted by any dopartmem or agency
of the United States shall, except as provided
in subsectlon () of this section. be confiden.
tlal and bo dlisclosed only for the purposes
and under the circumsiances expressly oo-
thorized under subsection (b) of this section.

() Purposes and circumstances of disclosure
affecting consenting patient and paticat regard-
less of cunsent '

{1y The content of any rocord referred (o in
subisection (@) of this soction may be dis-
closed in accordance with the prior writien
consent of the potient with respivt 1o whom
such record is maintained, but only 10 such
extent, under such clrcumstances, and for
such purposes as may be allowed under regu-
lations prescribed purssant to subsection g
of this section.

(2} Whether or not the patient, with re-
spect to whom any glhven record referred 1o
in subsection (a) of 1his section Is main-
tained, plves hils written cansent, the con-
terit. of such record may be disclosed as fol-
tows:

{A) To medical personncel to the extent nec-
essary 1o meet a buna fide mwdicol emer-
gency.

(B} To qualified personnet for the purpose
of canducting scientific rescorch, nnoage.
mert andits, fnencial oudits, or program
evaluation, but such personnel may not iden-
vily, dircetly or indirecily, any individual
patipnt in any report of such research, audit,
oF ¢valaation. of etherwilse disclose patieni
tdentivies in any ianner,

{C) 11 anthorized by an appropriote order of
o court of competent jurisdiction granted
after applicatlon showing good couse there-
for. In assessing good cause the court shall
waeiph the publle Interest and the need for
disclosure against the injury to the patient,
to the physician-patient relationship, and 1o
the treastinent services, Upon the pranting of
sach order, the court, in determining the ex-
tent Lo which any disclosure of all or any
part of any record i necessory, shall impose
apprapriste safeguards against unauthorized
disclosure,

(6) Prolibicion agalnst use of revord In mpk-
ing erimitial charges or investigation of patlent

Except as outhorizd by a cinrt order
granted under subsection (DIIC) of this see.
Hion, ne record referred 10 In subsection @)
of this section may be msed {o initiole or
substantiate any criminal charges apainst o

42 CFR Ch. | {(10~1-00 Edition)

pidtlent or to conduct any Investipation of a
patient,

) Continutng prohibition against disclpsure
frrospoctive of status as poaticat

The prohibitions of this section continue
to apply to vecords concerning any indi-
vidual who has been a patient, irrespective of
whether or when he coases to be o patien.,

(@) Armed Forces and Veterons™ Administra-
temn: interchunge of records; report of suspecied
child abuse. and neglect m State or docal au-
thorities

The prohibitions of this section do not
apply to any Interchange of records-

(1) within the Armed Forees or witehin
those components of the Velerans' Adminis-
tratton furnishing health core Lo veterans, or

(2) between such components ond  the
Armed Forees,

The probibitivns of this section do not
apply to the reporting under State low of ins
cldents of suspected child abuse and neglect
to the appropriate Stace or local authoriijes.

N Penalty for first amd subsequent offenses

Any person who viokies any provislon of
this section or any repulation issuetd pursu-
ant to this section shall be lned not more
than $560 in the cose of o frst offense, and
net nore thass $5,000 In the case of gach sub-
sequent offense,

{g) Regudations: interagency ennsullations:
dedinitions, sofeguards, ad procedores, juciud-
ing pracedures and: criteria for issuance and
scope of vrders

Exvept as provided in subsection (B) of this
section, the Secretary, ofter cansultatlon
with the Adiministirotor of Veleruns' Affairs
and the heads of other Federal departments
and agencies substantinily affected thiercby,
shadl presceibe regulations Lo cary out e
purposes of this seetjon, These regulations
may contain such defisiitions, antd may pro-
vide for such safeguards and procedures, in-
cluding procedures and  criteria for the
Issuance and scope of orders under sub-
section @ENC) of this section, as in the
Judpgment of (he Seeretary are pecessiary or
proper Lo effectuate the purposes of s sec-
tlan, (0 prevent clrcumventlon oF avasion
thereof, or o facilivite comphance there-
with.

Subsection (hy was saperseded by section
11H{e}3) of Pub. 1. 94-581. The responsibility
of the Administrator of Veterany” Alfaics 1o
write repgulations (o provide for confiden-
tiality of drug abuse patient records under
Title 38 moved from 28 US.Co 175 o 38
US.C, 41

B

§2.2 Statutory nuthority for confiden.
tinlity of nlcohal abuse patient
rocords,

The restrictions of these regulations
upon the disclosure and use of alcobiol
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abuse patient records were initially au-
thorized by section 333 of the Com-
prehensive Aleohol Abuse and Alco
holism Prevention, Treatment, and Re-
habilivation Act of 1970 (42 U.5.C. 4582).
The section as amended was trans-
ferred by Pub. L, 98-24 10 section 523 of
the Public Health Service Act which is
codilied at 42 USC. 200dd-3. The
amended statutory suthority is set
forth below:

5200PD-3,  CONFIDENTIALITY OF PATIENT
RECORDS

(@) Diselosture aathorization

Records of the identity, diagnesis, prog-
nosis. or teeatment of any patient which are
maintaled in connection with the prrform.
ance of any progrom or wctivity relating to
alcohalisi or aldohol abuse education, 1rain-
ing. treatment, rehabllitalion. or research,
which Is conducted. regulated, or dircetly ar
indirectly assisted by any department or
ageney of the United Stares shall, except as
provided in subsection-{e) of this section, be
confidential and be disclosed only for the
parposes sond under the circamstances ex.
prossly authorieed under subsection (b)) of
this sectlon,

(B} Purposes and clreunstances of diselosure
affecting consenting patient snd patierd regard-
fess of consent

{1) The content of any record refereed to in
subsectlon {a) of this section may be dis-
closl in accaordance with 1the prior written
conscut of the patient wiith réspect o whobn
such record is malnteined; but only to such
extent. under such clreumstinces, and for
such purposes os may be allowed uider regu-
Lations prescriied pleswant o subsect lon (g
of this seciion,

@) Whether or not the patient, with re-
speel 1o whom anye given record referred (o
in subsection (@) of this seclion s main-
tained, gives his written consent, the con-
tent of such record may b disclosed as fol.
lows:

(A} To medical personneld 1o the extent nec-

essary to omeet a bona fide medical vmer-
goncy.
(B} Ty qoadified persannel for the purpose
of conducting scientific research, IBIEe-
ment gudits, finoncial audits, or program
evaluation, but such personnel may rot iden-
tify, directly or indirectly, sny individual
patieny in any report of such resvarch, andit,
or evaluation. or otherwise disclose patient
identlties fn any manner.,

(C) 11 suLhorized by an appropriste order of
a court of competent jurisdiction geanted
after applicotion showlng good cause there-
lor. In assessing good cause the cotw, shall
waeigh the public interest and the need for
disclosure against the Injury (o the patien,
to the physiclan-patient relationship, and ta

§2.2

the treatment services. Upon the pranting of
such order, the court, in determining the ex-
tent to which any disclosure of all or any
parl of any record is necessary, shull Ipose
appropriste spleguards against anmsthorized
disclosure,

{c) Prohibition apainst use of record in mok.
ing criutnal charges or inwvestigation of patiest

Except as authorized by a court order
granted under sebseetlon (BHRHEC) of this see-
tlon. no record referred o in subsection {ur)
af this section may be used to initiate or
subistantiate any eriminal charges agalnst o
patient or to conduct any fovestigation of o
pattient.

) Contlnving probibition against disclosure
ireespecidve of staius as paticnt

The prolilbitions of (his secrlon continue
to apply (o records concerning any fodi-
vidual who has been a patient, irrespect e of
whether or when he ceases to be a poatienl,

&) Armed Forces and Veterans' Administea-
tlon: dmierchange of record of suspected chikd
abuse agd neglec o State or focal amthoritips

The prohilditions of this sectlon do not
apply to any interchange of records-

(1) within the Armed Forces ur within
thase camponents of the Veterans' Adiminis-
iratlon furnishing health care 1o veterans, or

@) Letween such  componemts  and 1he

Armed Forces, :
The prohibitions of this seetion do not apply
to the reporting urder State bow of incidents
of suspected child abose and neglect o the
appropriaie State or local authoritles.

(N Penadty for fiest and subsequent affenses

Any person who violates sny provision of
this section or any regulation issoed pursu-
ant to this section shall b fined not more
than $500 In the case of o first. edlense, gnd
not more than $5.000 in the cose of each sub-
sequent offense.

() Regulations of Secretanry: difinitlany, safe-
guards, wnd procedures, inchading procedires
aid crftedia Tor issuance and scope of eriders

Exeept as provided in subsection () of this

section, the Secretary shall prescribe repula-
tions to carey out the purposes of this see:
tion, These regulations may contain such
definttions, and may provide for such safe-
puards and procedures, including procedures
and celteria for the issuance and scope of or-
dors under subsection{b)(2)(C) of this section,
as in the judgment of the Secratany ore nec.
essary or proper 1o effectuate the purposes of
this section. to prevent circunvention or
evasion thereof, or 1o facilitate compliance
therewith,
Subsection () wos superseded by section
11Hc){4) of Pub. L. 84-381. The responsibliiliy
of 1he Administrator of Veterans™ Affalrs (o
write regulations 1o provide for confiden-
tinlity of aleohol abuse patient records under
Title 38 was moved frow 42 US.C. 4582 10 38
U.S.C. 4134
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§2.3 Parpasec and effect,

(@} Purppse. Under the statutory pro-
vistons quoted tn 8§20 and 2.2 these
regulations imposce restrictions upon
the disclosure and use of aleohol and
trug abuse patient records which are
maintained in connection with the per-
formance of any federally assisted al-
cohot and drug abuse program. The reg:
ulations specify;

() Definitions, applicabilivy, and
general restrictions in subpart 13 (defi-
nitions applicuble to §2.34 anly appear
in that section);

(&} Disclosures which may be made
with written padent consent and the
form of the written consent in subpart

(1) Disclosures which may be made
without written patient consent or an
authorizing court order in subpart D);
and

() Disclosures and oses of patient
records whicle may be made with an au-
thorizing court order and the proce
dures wnd criteria for the ewry and
seape of those orders in subport 15

(b) Effect. {1} These regulations pro-
hibit the disclosure and use of patient
records unless certain clreunsiances
exist. Il any circsmstences exists
under which disclosure is permitied.
that circumstance acts 1o remove the
prohibitlon on disclosure but it does
tot compel disclosure. Thus, the regu-
lations do not. require disclosure under
any circumstances,

{2) These regulations are not in-
tended to direci the manner in which
substantive functions such as rescarch,
trearment, and evaluation are carried
out, They are intended 10 insure that
an alcohol or drog abuse patient in a
federally assisted alcohol or drug abuse
program is not made more vulnerable
by reason of che avaifability of his or
her patient record than an individual
who has an alcohol or drag problem
and whao does not seek treatiment,

(3) Becouse there is a criminal pen-
alty {a fine—see 42 0.8.C, 20000-3(0). 42
US.Co 290dd-3(N) and 42 CIFR 2.4) for
vinlating the, regulations, they are to
be construed strictly in favor of the po-
tential violstor in the ssme manner as
a criminal statute (see M. Kraus &
Brothers v. United Srates, 327 U.S. 614,
G21-22, 66 S, Cr. 705, 707-08 (1946)).

10

42 CFR Ch. 1 (10-1-00 Edilion)

$24 Criminal penalty for violation,

Under 42 U.8.C. @0ce-3() amd 42
LLS.C. 200dd-3(D, any person who vip
lates any provision of those statutes oy
these regulations shall be fined not
more than $500 in the case of o lirst of:
fense, and not more than $5.000 in the
case of each subsequent offense.

§2.8 Reports of violations,

@) The repory of any violation of
these regolations may be directed to
the United States Altorney for the ju-
dicial district in which the vinlation
ageurs.

(b) The report of any violation of
these regnlations by a methadone pro.
gram may be dirccted o 1he Regional
Offices of the Food and Drug Adurinis.
tration,

Subport B—General Provisions

$2.11 Definitions.

Forpurposes of these regulations:

Alcohol abuse means the use of an al-
coholic bevernge which Impairs  the
physical. memal, emotional, or social
well-being of the user.

Drug  abuse means the use of a
psychoactive substance for other than
medicinal purposes which hnpairs the
physical, mental, emotional, or social
weH-being of the uscer,

Diagnosls means any refercnce to an
individual's aleohol or driug abuse or to
a condition which is identificd as hov-
ing been caused by that abuse which is
made for the purpose of treatment or
referral for treatmont.

Disclose or disclosure seans a commu-
nization of patient indentifying infor-
mation. the affirmative verification of
another person's communication of pa-
tient identifying information. or the
commundcation of any information
from the record of a patient who has
been identified,

Informan means an individual:

{a) Who is a patient or emplayee of o
program or who becomes a patient or
employee of a program at the request
of a law enforcement agency or official:
and ‘

(b) Who at the request of a law cn-
forcement. agency or ollicial observes
e or more patiems or employees of
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the program for the purposg of report-
ing the information obtained to the
law enforcement agency or official.

Patient means any individoal who has
applied for or been given diagnosis or
treatment for alcohol or drug abuse ot
a federatly assisted program and in-
cludes any individual who, afier arrest
on a criminal charge, s identified as an
aleobol or drug abuser in order Lo de-
termine that individual's eligibility to
participate in a program.

Padent ldentilying information means
the name, address. social security num-
ber, fingerprints, photograph, or simi-
lar fuformation by which the identicy
of a patient can be determined with
reasonable accuracy and speed either
directly or by reference to other pub-
licly available information. The term
daes not include a number assigned Lo
a patiein by a program, Il that number
does not consist of. or contain numbers
{such as a social security. or driver’s 1i-
cense number} which could be used 1o
identify a pavient with reasonable ac-
ciiracy amd speed from sources external
to the program.

Person means an individual, partner-
ship. corporation, Federal, State or
local government agency. or any other
legal cntity.

Program imeans;

(@) An individual or entity (other
than o gencral medical care factlity)
who holds itself out as providing, and
provides, alecohol or drug abuse diag-
nosis, treatment or referral for creat-
men: or y

) An identified unit within a goen-
eral medical facility which holds tuself
out as providing. and provides, alcohol
or trug abuse diagnosis, treatment or
referral for treatment; or

{t) Medical personnel or other staff
in a peneral medical care facilivy
whose primary function is the provi-
sion of alcohol or drug abuse diagnosis,
ireatment or referral for freatment
and who are Identificd as such pro-
viders. (See §2.12(c)(1) for examples.)

Program director means:

{a) In che case of o program which is
an individual, that individual:

(b} 10 the case of a program which is
an orgenization, the individual des-
tgnated as directior, monaging direetor,
or otherwise vested with aathority ro

1t
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act as chiel executive of the organiza.
tion,

Qualified service organization means a
person which:

{a) Provides services (o & program,
such as data processing. bill collecting,
dosage preparation, laboratory osnal-
yses. or legal, medical, accounting. or
other prolessional services, or services
to prevent or ireat child abuse or ne-
gleel, inchuwding wraining on nuricion
and child care and individual and group
therapy, and

() Has entered into a written agree.
ment with a program under which thar
person; !

(1) Acknowledges that In recciving,
storing, processing or otherwise deal-
ing with any patient records from the
progams, it is fully bound by these reg-
wlations; and

(2) 1f necessary, will resist in_judicial
procecdings any clforis (o obtain ac-
cess 1o patlent records excepl as per
mitted by these regulations,

Records  means  any  inforsation,
whether rerorded or not, relating 1o a
patient received or acquired by a feder-
ally assisied alcohol or drug program.

Third panty payer means a person who
pays. or agrees ta pay. for diagnosis or
treatment furnished to a patient on the
basis of & conractual relationship with
the patdent or a inember of his family
or on the basis of the patient's eligi-
bility for Federal, State, or local gov-
ernment al benefits.

Treatment means the management
and care of o patient suffering from al-
aohol or drug slnise. o condition which
is identified as having been consed by
that abuse, or both, in order to reduce
or eliminave the mdverse effects upon
the potient,

Undercover agern means an oflicer of
any Federal, State, or local law en-
foreement agency who enrolls in or be-
comes an employee of a program for
the purpose aof investigating a sus-
prcted violation of law or who pursaes
that purpose after enrolling or becom-
ing esployed for other purposes,

{52 FR 21809, June 9, 1987, as amended by 60
R 22297, May 5, t993) .
52,12 Applicability.

(a) General—(1) Reswictions on diselo-
sure. The restrictions on disclosure in
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these regulations apply Lo any infor-
mation, whether or  poi recorded,
which:

{i) Would Identily a patient os an al-
cohal or drug abuser elther directly, by
reference to other publicly avallable

information, or througly verification of

such an identification by another per-
son; and

(i) Is drug abuse informacion ab-
tained by a federally assisted drug
abuse program after March 20, 1972, or
15 alcoliol abuse information obtained
by a federally assisted alcohol abuse
program after May 13, 1974 (or IT ob-
tained before (he pertinent date. is
maintained by a federally assisted al.
cohol or drug abuse program after thay,
date as part of an angoing rreatmeni:
episode which extends past thai date)
for the purpose of treating alcohol or
drug abuse, making a diagnosis for
that treatment, or making o reforral
lor that treatment. ‘

(2} Restrivtdon on use. The restriction
on use of information te iniviate or
snbstantiate any criminal charges
against a patient or to conduct any

criminal investigation of & patient (42 -

U.S.C. 290ee-3(c), 42 U.5.C 290dd-3(c))
applies to any information, whether or
not recorded which is drug abuse inlop-
mation obtained by a federally assisced
drug abuse program afier March 20,
1972, or is alcohnl abtuse information
obtained by a federally assisted alcohat
abuse program after May 13, 1974 for if
obtained before the pertinent date, is
maintained by o federally assisted al-
eohol or drug abuse program after that
date as part of an ongoing rreatment
episode which extends past that dace).
for the purpose of treating alcohol or
drag abuse. making a diagnasis for the
treatment, or making a roferral for the
treatment,

(b} Federal  assistonce, An  alcohol
abuse or drug abuse program is consid.
ered to be federally assisted if:

() It is conducted in whale or in
part, whether directly or by contracy
or otherwise by any department or
agency of the United States (but sce
paragraphs {c)(1) and (M2 of this Lo
tion relating to the Velerans Adminis-
tration and the Armed Forces):

(Z) it 1s being carried out. under @ li-
rense,  certification, registrotion, or
ovher authorization granted by any «p.
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partment or agency of the United
States including but not Hmived to:

() Certificavion of provider status
under the Medicare program;

(ii} Authorization to conduct metha-
done maintenanee treaciment  (see 21
CFR 291.505): or

(iif} Registration o dispense a sub.
stance under the Contirolled Substances
Act to the extent the controlled sub-
stance is used in the treatment of alen-
hol or drug abuse:

(3) It is supported by funds provided
by any departnemt or agency ol the
United Stotes by being:

(i) A reciplent of Federal linancial
assistance in any form, including 13-
nancial assistance which does not. «i-
rectiy pay for the alcohol or drug abuse
diagiiosis, treatment, ar reforral aetjvi-
ties; or

(i) Conducted by @ State or local
Bovernment unit which, Lhrough pen-
cral or special revenup sharing or other
forms of sssistance, recelves Federaol
funds which could be (but are not nee-
essarily) spent for the alcoliol or drug
abuse program: or

(4) 1t is assistod by the Internal Rev-
enuc Service of the Department of the
Treasury through the allowance of in.
come tax deductions for contributions
tothe program or through the granting
of tax exempt status to the program,

(©) Jixeeptions—(1) Veterans® Adminis-
teation. These eegadations do nos apply
to tnformation on alcohol and drug
abuse patients maintained in connec.
tion with the Veterans' Administration
provisions of hospital care, nursing
home care, domiciliary care, and med-
ical serviees under tide 38, United
States Code. Those records are gov-
erned by 38 U.S.C. 41132 and regulationy
issued under that authority by the Ad-
ministrator of Veterans” Affairs.

(2} Armed Parces. These regulatjons
apply Lo any Information deseribed in
paragraph (8) of this section whicl was
obtained by any component of the
Armed Forces during a period whon the
patlent was subject to the Uniform
Code ol Military Justice except:

(D) Any interchange of that informa.
tion within the Armed Forces: and

(i) Any interchange of that informz-
tion between the Armed Forees and
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those components of the Veterans Ad-
ministration furnishing health care to
velerans.,

{3) Communication within a program or
between a program and an entity having
direct administrative control over that
program. The cescrictions on disclosure
in these regulations do not apply ro
communications of informacion  be-
tween or among personnel bhaving a
need for the informartion in connection
with their duties that arise owt of the
provision of diagnosis. treatment, or
referval for trestment of alcohol or
drug abuse IF che communicat ions are

() Within a program or

{1} Between a program and an enticy
that has dircet administrative control
over the program.

@) Qualified  Service Urganizations.,
The restrictions on disclosure in these
regulations do not apply to commu-
nications between a program and a
qualified service erganization of infor-
mation needed by the organization to
provide services to the program.

(8) Crimes on program premises  or
agaiust program personnel. The restric-
tions on disclosure and ise in these
regulations do not apply to commg-
nicatvions from program personnel to
law enforcement oflicers which—

{i} Aredirectly related to a patient’s
commission of a erime on the premises
ol the program or against program per-
sounel or 1o a threat Lo comill such a
crime; and

(i} Are limited to the circinmstances
of the incident, including the patient
status of the individual committing or
threatening 1o commit the crime. that
individual's name and address. and
that individual’s last known where-
abouts,

(6) Reports of suspected child abuse and
neglect. The restrictions on disclosure
and use in these regulacions do nol
apply to the reporting under State law
ol incidents of suspected child abuse
awl neglect to the appropriate State or
lecal authorities. However, the restric-
tions continue Lo apply to the original
alcohul or drug abuse patient records
maintained by the program inchuling
their disclosure and wse for civil or
criminal proceedings which may arise
oul. of the report ol suspected child
abuse and neglect.

13
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(d) Applicability to recipients of infor-
maiion--(1) Restriction o use of inforagi-
tion. The restriction on the use of any
information subject to these regula-
tlons 1o initiate or substantiate pny
criminal charges against @ patient or
to conduct any eriminal fnvestigation
of a patient applies to any person who
obtalns that information from a feder-
ally assisted alcolo! or drug abuse pro-
gram, regardiess of the status of the
persan obtaining the information or of
whether the informatlon was obtained
in accordance with these repulutions.
This restriction en use bars, among
other things. the introduction of tha(
information as evidence in a criminal
proceeding and uny other use of the in-
formation to investigate or prasecute a
patient with respect v a suspecied
crime. Infurmation obained by wnder-
cover agenss or inforimants (see §2.17)
or through patient access (see §2.23) s
stibject to the restriction on use.

(2) Restrictions on disclosures-- Thircd
party payers. administrative entities, and
athers, The restrictions on disclosure in
these roegulations apply to

(i) Third party payers with regard o
records diselosed o chem by federally
assisted alcohol or drug abuse pro-
Bramms;

(1} Entities having direct adminis-
trative control over programs with re-
gard Lo information communicated 1o
them by the program under §2.12(c)(3):
and

{it}} Persons who recelve patient
records directly from o federally as-
sisted alcohol or driag abuse program
and who are notilied of the restriciions
on redisclosure of the reenrds in ac-
cordance with §2.32 of these regula:
tions, .

(e) Explanation of applicability—(1)
Coverage. These regulations cover any
informatton {including information on
referral and intake) about alcohol ard
drug abuse patients obtained by a pro-
gram (as the terms “patient™ and “pro-
gram™ are defined in §2.11) if the pro-
gram is federally assisted in aoy man-
ner described in §2.12{b). Coverage in-
cludes, but is oot limited tw, theose
treatment or rehabilitation progranns,
employer  assistance programs, pro-
grams within general hospitals. school-
based programs, and private practi-
tleners who hold rhemselves out. as
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providing, and provide alcohol or drug
abuse diagnosis, treatment, or referral
for treatment. However, these regula.
tions would not apply, for example, Lo
emergency room personnel who refer a
patient to the intensive care unit for
an apparent overdose, unless the pri-
mary function of such personnel is the
provision of alcohol or drug abuse diag-
nosis, treatment or referral and they
are identificd as providing such serv-
fees or the emergency room has pro-
moted itself to the community as a
provider of such services.

(&) Federal assistance 1o program re-
guired. If a patfent's alcohnl or drug
abuse diagnosis, rreatment, or referral
for tredrment 1s not provided by a pro-
gram which is federally conducted, reg-
tlated or supported in @ maneer which
constitutes Federal assistance under
§2.12(b). that patient’s record is not
covered by these regulations, Thus, it
Is possible for an individual patient 1o
benefit Irom Federal support and noy
be covered by the confidentialivy regu-
lations because the program In which
the patient is enrolled is not federally
assisted as defined In §2.12(0). For ex-
ample, if o Federal court placed an in-
dividual in a private for-profit program
and made a payment to Lhe Program on
behalf of that Individual. that patien's
record would not be covered by these
regulations unless the program itself

received Federal assistance as defined:

by §2.12(b).

(3) Information ta which restrictions are
applicable. Whether a restriction is on
use or disclosure affects the type of in-
formation which may be avatlable. The
restrictions on disclosure apply 1o any
information which would identify a pa-
tient as an alcohol or drug abuser. The
restriceion on use of infurmation to
bring criminal charges against o pa-
tient for a crime applies 1o any infor-
mation obtained by the program for
the purpose of diagnosis, treatinent, or
referral for treatment of aleoho! or
drug abuse. (Note that restricrions on
use and disclosure apply to recipionts
of information under §2.12(d).)

@) How wype of diagnosis alfects cov-
erage. These regulations cover any
rerard of a dingnosis identifying a pa.
tient. as an alecohol or drug obuser
which is prepured in connection with
the treatment or refereal for treatment

i
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of alcohol or drug abuse. A diagnosis
prepared for the purpose of treatmem
or referral for trestment bt which s
nol sa used is covered by these regula-
tians. The following are not covered by
these regulations:

(i) Diagnosis which Is made solely for
the purpose of providing evidence for
use by law enforcoment authorities: or

(i) A diognosis of drug overdose or
alcohol  intexication  which clearly
shows that the individual involved js
nat an aleohol or drug abuser (e.g.. in-
voluntary ingestion of alcohol or drups
or reaction to a preseribed dosage of
one or more drags).

152 FR 20808, June 9, 1087; 52 FR 42061, Nov, 2,
1987, as amended ar 60 FR 22297, Muy 5, 1995]

§2.13 Confidentinlity restrictions,

{a) Gencral. The patient records to
which these regulations apply may be
disclosed or used only as permitued by
these regulations and may not other-
wise be disclosed or used in any civit,
criminal, administracive, or logistative
proceedings conducted by any Federal,
State, or local authorivy. Any disclo-
sure made under  chese  regulations
must be limived (o that informai jon
which is necessary to carry out the
purpose of the disclosure.,

(b) Unconditional compliance required.
The restrictions on disclosure and use

in these repulations apply whether the .

holder of the information belleves that
the person seeking the nformation al
ready has i, has other means of ol
taining i, is a law enforcement or
other official. lias obtained a subposna,
or asseris any other justification for a
diselosure or use which is ool per-
mltred by these regulations.

(c) Acknowledging the presence of pa-
temts: Responding to requests: (1) The
presence of an ldentified }wi.im]f in a
facility or component of a facility
which is publicly identified os a place
where only alcohol or drug abuse diag-
nosis. treatment . or relerral is provided
may be acknowledged only i the pa-
tient's writien consent is obtained in
accordance with subpart C of these reg-
ulations or If an authorizing court
order is entered in accordance with
subpart E of these regoulations, The
regulations permit acknowledgement
of the presence of an identificd patient
in a facllity or part of a facility if the
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facility is not publicy Identified ay
only an alcohol or drug abuse diap-
nosis. treatment or referral factlivy,
and if the acknowledgement does not
reveal that the patient is an alcohol or
drug abuser,

(2} Any answer to a request for a dis-
clasure of patient records which is nor
permissible under  these regulutions
must be made in a way that will not af-
firmatively reveal that an identified
individual has been, or is -being diag-
nosed or treaied for alcohol pr drug
abuse. An Inguiring purty may be given
a capy of these regulations and advised
that they restrict the disclosure of al-
cobol or drug abuse patiomt records,
but may not be told alfirmatively that
the regulations restrice the disclosure
of the records of an identificd patient.
The regulations do not restrict s this-
closure thar an identified hulvidual is
fot and never has been o patlent,

§2.14 Minor patients.

{a) Delinidon of minor, As used in
these regulations the term “atinor’
means a person who hos not at cained
the age of majority specified in the ap-
plicable State law, or if no age of ma-
Jority is specified in the applicable
State law. the age of eighteen years,

) State law nor requiring  paremtal
consent 1o uearment. If & minor patient
acting alone has the legal capacity
under the applicable State law 1o apply
for and obtain alcohol or drug abuse
treatment. any written consent for dis-
closure authorized under subpart U of
these regulations may be given only by
the minor pavient, This restriction in-
cludes, but is not limited to. any dis-
closure of patient identifying inforima-
tion 1o the parent or guardian of a
minor patient for the purpose of ob-
Laining  financlal  reimbursement.,
These regulations do not prohibit a
program  [rom  refusing o provide
Lreatment until the minor patient con-
sents to the disclosure necessary towl-
taln reimbursement. b refusal vo pro-
vide treatment may be  prohibited
vnder a State or lotal law requiring
the program to furnish the service irre.
spective of abitity vo pay.

() State law requiring parental consens
to weatment. {1} Where Srate law re.
quires consent. of a parent, gaardian, or
ather person for a minor to obtain al-
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cohal or drug abuse treatment, any
written consent for disclosure author
lzed under subpart € of these reguly-
Lions must be given by both the minor
and his or her parent. puardian, or
other person anthorized under Srape
law to act in the minor's behalf,

() Where State law requires parental
corsem. 1o treabmerit the fact of a mi-
nor's application for treatment may be
communicated to the minor's parent,
guardian, or other person authorized
under State law to act in the minor's
behalf only if;

(i) The minor has given written con.
sent to the disclosure in accordance
with subpart C of these reputations or

(i} The minor lacks the capacity to
make a rational cholce regarding such
consent as jiwdged by the program di-
rector under paragraph (d) ol this sec-
rion,

() Minor applicant for servives - lacks
capacity for rational choive. Vacts rel.
evant to reducing a threat to the life or
physical well being of the applicans or
any other individual may be disclosed
to the parent. guardian. or other per-
son authorized under State law to act
in the minor's behalf if the program di-
rector judges that:

) A minor applicant for services
lacks capacity beeouse of extreme
youth or mental or physical conditinn
Lo make a rational decision on whother
to conset 10 8 disclosure under sub.
part C of these regulations to his or her
parent, guardian, or of her person a-
thorized under State law to get in the
minor's behalf, and

{2) The appllcant’s situation poses a
substantial threat to the life or phys.
leal well being of the applicant or any
other individual which may be reducer
by communicating relevane facts to
the minor's parent, guardian, or other
person authorized under State law (o
act in the minoe’s behall:

§2.15 Incompetent and decenscd pa-
tients,

(@) Incompetent patients other thats mi-
nors—(1) Adjudication of incompetenre,
In the case of a patient who has been
adjudicated as lacking the capacity,
for any reason other tham insofliciem
age, to manage his or her own affalrs,
any consent which is reyuired under
these regulations may be given by the

41



§2.16

guardian or other person authorirzed
under State law to act {n the patient’s
behalf. )

(2) No adfudication of ncempeieney.
For any period for whicls the program
director determines thar a natient,
other than a minor or one who has been
adjudicated incompetent, suffers from
g medical condition that prevents
knowing or effective actlon on his or
lier own behalf. the program divector
may exercise the right of Lhe patient to
consent to a disclosure under subpart €
of these regolations for the sole pur-
pose of pbraining payment for services
from a third parcy payer.

() Deceased patients—(1) Viral statis-
ties. These regulations do not restrict
the disclosure of patieng, identilying in-

formation relating to the cause ol

death of a patient under Jaws requHring
the collection of deathy or other viral
statistics or permitting inquiry into
the cause of death,

(8) Consent by personal representative,
Any other disclosure of information
identilying a deceased patient as o al-
cohol or drug abuser is sulyject Lo these
regulations, Il a written consent to the
disclosure is required, that consem
may be given by an exectitor, adminis-
trator. or other personal representative
appointed under applicable State law,
If there is no such appsimtment the
consent may be given by the patient's
spouse or, i none, by any responsible
member of the patient’s family.

§2.18 Security for written records.

(2) Written records which are subjject
to these regulations muast be wain-
tained in a secure room. locked File
cabinet, safe or other similar container
when not in use; and

(b) Each program shall adopt in writ-
ing procedures which regulate nad con-
trol access to and use of written
records which are subjoct to these reg-
ulations,

§2.17 Undercover sgents and inform-
ants!

{a) Rostrictions on placement, Tixcoept
as specifically authorized by a court
order graated under §2.67 of those regu
lations, no program may knowingly
employ. or euroll as a patient, any
dereover agent or informant.,

42 CFR Ch. | (10~1-00 Edition)

(L} Hestriction on use of Information.
No infarmation oblitained by an undor-
cover agent or informant, whether or
not that undercover agent or inform.
ant is placed in a program pursuant to
an authorizding court. order, wmay be
used to criminally investigaie or pros-
ecute any patient.

152 FR 21804, June 8, 1987; 52 FR 42061, Nov. 2,
1987}

§2.18 Restrictions on the use of identi-
fication cards, )

No person may require any patient to

carry on his or her person while away

from the program premises any card or

other object which would 1dentify che

" patient as an alcohol or drug abuser,
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This section does not prohibic a person
from requiring patients 10 nse or carry
cards or other identification objeels pn
the premiises of a program,

§2.18 Disposition of records by discon-
tinued programs.

(8} General. Il a program discontines
operations or is taken over or acquired
by another program. Il must purge pa-
tient dentilying information from iis
records or destroy the records tnidess—

(1) The patienc’who is the sulyject of
the records gives written  consent
{meeting Lhe requirements of §2.31) 1o
a transfer of the records to the acquir-
iug program or (o any other program
desipnated in the consent {the manner
of abtaining this consent must mini-
nmize the likelihood of a disclosure of
patient identifving information (e a
third party); or

(&) There is a legal requirement that.
the records be kept for o periad speci-
fiedd by law whilch does not expire uniil
after the discontinuation or acquisi-
ton of the program.

(L) Procedure where retertion period ro-
quired by law. 1f paragraph {@){2) of this
section applies, the records must be:

(N Sealed in envelopes or other con
talners labeled as follows: “Records of
linserc name of program] required (o be
maintained under linsert citation to
statute, regulation, court order or
other legal authorlty requiring that
records be kept] until a date not later
than linsert appropriate daie]™; and

(2) Held under the restrictions of
these regulations by a responsible por-
son who must, as soon as practicable
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after the end of the retention period
specified on the label, destroy the
recoris.

§2.20 Relationship to Stale laws.

The statutes authorizing these regu-
latlons (42 U.S.C. 20ce-3 and 42 U.S.C.
288dd-3) do not preempr the feld of law
which they cover to the exclusion of all
State laws in that ficld. If a diselosure
permitted under these regulations is
prohibited under State law. neither
these regulations nor the autharizing
statuies may be construed to authorize
any vielation of that State faw. How.
ever. no State law may either author-
ize or compel any disclosure prohibited
by these regulations,

§2.21 Relationship to Federal statutes

proteeting research subjects
agn_mst eompulsory disclosure of
their identity,

(@) Rescarcli  privitege  description,
There may be concurrent coverage of
patient  identifying  hformat ion. by
these regulations aud by administra-
tive action wiken under: Section 303(a)
of the Public Health Service Act (42
U.B.C, 242a(a) and the implementing
regulations at 42 CFR part 2a); or sec-
tion 502{c) of the Controlled Substances
Act (21 US.C. 872(c) and the hinple-
menting regulations at 21 CER 1316.21),
These research privilege™  statures
conler an the Secretary of Health and
Human Services and on the Attorney
General, respectively, the power to ai-
thorize researchers conducting certain
types of research (o withhold from all
persons oot connected with the re-
seorch the names. and other identilying
information  concerning individuals
who are the subjects of the research,

{b) Effert of concarrent coverage. These
regulations restrict the disclosure and
use of information about patients,
while administrative action taken
under the research privilege statuies
and implementing regulations provects
a person engaged in applicable research
from being compelled to disclose any
identitying characteristics of the indi-
viduals who are the subjects of chat ro-
search. The Issuance undoer subpary E
of these regulations of a court order
authorizing a disclosure of informat ion
about a patient does not affert an exer-
cise of authority under these research
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privilege ‘stavutes. lHowever, the re
search privilage granted under 21 CFR
201.505(g) to treatment programs using
methadone for maintenance treatment
does not protect from conipulsory dis-
closure any imformation which is per-
mitted to be disclosed under those reg-
wlavions. Thus, i a court order entered
in accordance with subpart E of ihese
regulations authorizes a methadone
maintenance  realiment program (o
disclose certain information abour i(s
patients. that program may nat invoke
the research privilege under 21 CIFR
281.505(g) as a defonse 1o o subpoona lor
that information,

§#2.22 Notice to patients of Federal
confideniiality requirements.

() Notice required. At the time of ad-
mission or as soon threreafter as the
patient is capable of rational commu.
nication, each program shall:

(1) Commuanicate Lo the patient that
Federal law and reguiations protect
the confidentiality of alcohol and drug
abuse patient records: and

{2} Give 10 the patient a summary in
writing of the Federal law and regida-
tions.

O} Required elemems of writien sam-
mary, The written summary ol the Fed-
eral law and regulations must inchsde:

(1) A general description of the lim-
ited circomstances ander which a pro-
gram may acknowledge that an indi-
vidual is present at a facility or dis-
close outslde the program information
ldentifying a patient as an alecohol or
drug abuser,

(2) A statement that violation of |l
Federal law and regulations by a pra-
gram is a crime and that suspected vio-
lations may be reported vo appropriote
anthorities in accordance with these
regulations,

(3) A statement that information re-
lated to & patient’s commission of a
erime on the premises of the program
or against personnel of the program is
not protected, )

) A starement that reports ol sus.
pected child abuse and neglect made
under State law 1o appropriate Siate
or loeal authorivies are not protected,

(5} A citation 1o the Federal low and
regulations.

(&) Prograup options. The program gy
devise its own notice ar may use the
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sample notice in paragraph @) to com-
ply with the requirément to provide
the patient with a summary iy writing
of the Federal law and regulations, In
addivion, the prograny may include in
the written summary Information con-
cerning Staie law and any program
palicy not inconsistent with Stace and
Federal law on the subject of conliden.
tiality of alcohol and drug abuse pa-
tient records.,
(0} Sample notice,

CONFIDENTIALITY OF ALCORIL. AND D
ARUSE PATIENT RECORDS

The confidentiality of alcohol and drug
abuse patlent records maintained by this
program is protected by Federal law and reg.
ulations, Gencerally, the progeam nay not
sy ta a person outside the program that a
patient attends the progrom, or disclose any
information identifying a patient as an alco-
hol or drug abuser Dndess:

(I} The patient consents in writing:

@) The disclosure s allowesd by a court
order; or )

(Y The disclosure is made to medical per-
sonuel 1n aomedical coergency or 1o quali-
fled giersonnel for research, audit, or pro-
gram evaluation,

Violatton of the Federal law and regulas
Lions by o program Is o crime. Suspected vio-
lations may e reported tn appropriste an-
thorities in accordunce with Federal repula.
tions,

Federal low and vegulations do ot protect
any dnformation abomt o crlise connitted
by @ paticnt gither ot the program or agalast
any person who works for the prograun or
abost any threat (o commit such a crime.

Federal laws and regulations do 1ot pro-
fect any information about suspected child
abuse or neglect from belng reported nnder
State law 1o apprapriate State or loeal -
thorities.

{See 42 U.S.C. 200dd-3 and 42 USC. 200ce-3
for Foderal laws and 42 CFR part 2 for Ted-
eral regulutions,)

(Approved by ihe Office of Managenient and
Budget under contre! number 1930-0059)

§2.23 Patient sceess and restrictions
on use.

(8) Patient access not profiibited. These
regulations do not prohibit a Prograam
from giving a patient access to his or
her own records, inchuding the oppor-
tunity to inspect and copy any records
that the program mainiains aboul the
patient, The program is nor required 1o
obtain o patient's written consent or
other authorization undor these regula-
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tions in order Lo provide such access Lo
the patient,

(b) Restriction ot use of information,
Informat fon obtained by patient dccess
to his or her patient record is subject
to the resiriction on use of his infor-
mation to initiate or substant fate any
ertminal charges against the patiem or
ta conduct any criminal fnvestigation
of the patient as provided for under
S22 ().

Subpart C—Disclosures With
Patienf’s Consent

§2.81 Form of written vonsent.

(a) Required elememis. A written con-
sent to a disclosare under these repula-
tions must include:

{1) The specific name or general des-
ignation of the program or person por-
mitted to make the disclosure,

{2) The name or citle of the indi-
vidual or the name of the organization
1o which disclosure is to be made.

(3) The name of the pationt,

(1) The purpuse of the disclosure.

(5) How wuech and what kKind of infor-
mation is to he disclosed,

(8) The signarture of the patient and,
when required for a patlent who is a
minor, the signature of a person au-
thorized to give consent under §2.14: or,
when required for a patient who is in-
competent or deceased. the signature
of a person auchorized 1o sign under
§2.15 in leu of the patient.

{7) The date on which the consent is
signed.

(8) A statement thot ¢he consent is
subject to revacation ar any Lime ex-
cept to the extent that the progrm or
person which is 1o make the disclosure
has already acted in rellance on i1
Acting In reHance Includes the jrovi-
sion of treatment services in reliance
on a valid consent (o disclose informa.
tion w a third party payer,

(9) The date. event, or condition upon
which the consent will expire if not re-
voked before. This dute, event, or con.
dition must insure that the consent
will tost no longer than reasonably
necessary (o serve the purpose for
which it is given,

{b) Sampl: consent form. The following
form complies with paragraph (a) of
this soction, but other clements may
be added. ’ )
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1.1 fname of patfent) O Request O Authorize;
Z. {nome or general designation of program
which is tounake the disclosure)

8 To disclose: (kind and omount of inr{;r_l;f;{.
vion 1o he disclosed)

4. To: fname or title of the persen or organl-
zation 1o which disclosure 15 1o bis made)

5. For {purpose of the disclosure)

f. Date {on which this consent §s signed)

7. Signoture of patlent

B. Signature of parent or guardion (Where ro-
quired)

9, Siguamrc ol person authorkzed to sipn in
tiew of the padent (where required)

10. This consent is subject 10 revacation at
any tirae exeept 1o the excent that the pra.
grau which is to make the disclosure has al-
ready taken action in reliasce on it I not
previousty reveked, this consent will termi-
nate upon: (specific date, evemt, or condi-
tian}

{¢) Expired, deficient, or false CONSent,
A disclosure may not be made on the
basis of a consent whiclh;

(1) Has expired:

(2) On its face substantially fails to
copform to any of the requirements set
forth In paragraph (a) of this section:

(3) 1s known to have been revoked; or

{4) ts known, or through » reasonable
effort could be known, by the person
holding the records o be materially
false.

(Approved by the (ffice of Management arl
Budget under contral munber 0930-0099)

§2.32 Prohibition on redisclosure.

Notice (o accompany disclosure. Fach
disclosure made with the patient's
written consent anust be accompanicd
by the following written statement;

This information has. been disclosed to vou
from records protected by Federal confiden.
thallly rales (42 CER part 2). The Federal
rates prohibit you from making any further
disclasure of this informatton uness further
disclosure is expressly permitied by the writ.
ten consent of the person 1o whom i per-
tains or as otherwise permitted by 42 CFR
part 2. A general suthorization for the re-
lease of medicul or other inforiation s NOT
sullicient Tor this purpose, The Federal rules
restriel any use of the nfarmation to crimi-
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nmally bavestigate or prosecate any sleahol or
drug abuse pat lens,

152 11 21609, June 5, 1987; 52 FR 41897, Nov. 2.
[HLY

§2.38 Disclosures permitied with writ
ten consent.

Il a patient consents to a disclosure
of his or her records ander §2.31, a pro-
gram may disclose those records in ac-
cordance with that consent (o any indi-
vidual ar organization named in the
consent, except that disclosures 1o cen
tral registries and in connection with
criminal justice referrals imuse meet
the requircinents of §§2.34 and 2.35, ro-
spectively.

$2.34 Disclosures to prevent multiple
enrollments in detoxifichtion and
maintenance treatmenl programs,

{a) Definitions. For prposes of this
section:

Central reglstry means an organizas
tion which obtains from iwo or mare
member progams  patient identilying
information about individoals applying
for maintenance treatment or deloxi-
flcation treatment for the parpose of
avoiding an individual’s concurrent en-
rollment inmore than one progran.

Detoxification  treatment  weans  the
dispensing of & parcotic drug in de-
creasing doses to an individual in order
to reduce or eliminate adverse physio-
logical or psychological clfeets inei
dent (o withdrawal from the sustained
use of a narcotic drug.

Maintenance treatnient means the dis.
pensing of a narcotic drug in the treat-
ment of an individual for dependence
upon heroin or other  morphine-ike
drugs.

Member progeram weans a detoxilica-
tion treatment or mainlienunce rreat-
ment. program which reporis patient
identifying information te a central
registry and which is in the same Stare
as that central regisiry or is not more
tharn 125 miles from any border of the
State in which the central registry is
located.

(b) Restrictions on disclosure, A pro-
gramn may disclose patient records 1o a
central registry or to any detoxifica-
Libi or maintepance  treatment freo-
gram not more than 200 miles away for
the purpose of preventing the multiple
enrollmemt of a paticot anly if:
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{1} The disclosare is made when:

(i) The patlent is accepted for (reat-
ment.:

{1i} The type or dosage of the drug is
changed; or

(ii)) The tresrment is interrupted, re-
sumed or terminated,

{2) The disclosure is Hmited to:

{1) Pavient idcm,ifying information;

{if) Type and dosape of the drug; and

(1) Relevant dates.

(3) The disclosure is made with the
patient’s written consemnt meeting the
requirements of §2.31. except that:

(i) The eongent must list the name
and address of esch central registry
and  each known detoxification or
malitenance  (reatment  program (o
which a disclosure will be made; and

(i) The consent may authorize a dis-
closure to any detoxification or maly
lenance treatment program established
within 200 miles of whie program aflter
the consent is given without namnting
any such program.

{©) Use of infoprmation limited (o preven-
don of multiple enrollments. A cemral
registry and  any  detoxification or
malntengnee  treatment  progrim Lo
which Information is disclosed o pre-
vent multiple enrollments may not re-
disclose or use patient identilying in-
formation for any purpose other 1han
the prevention of multiple enrollments
unless authorized by a court order
under subpart I of these regulations,

() Permivted disclusure by a central
registry 1o prevent a umudtiple enrolfment.
When o member program asks a cenural
registry if an tdentified patient is en-
rolled in another member program and
the registry determines that rhe pa-
tient is so enrolled, the reglstry may
disclose—

(1) The name, address, and telephone
number of the member program(s) in
which the patient is alrcady enrolled to
the Inquiring member prograny; and

(Z) The name, address, and telephone
nuriber of the Inquiring member pro-.
gram to the member program(s) in
which the patient is already enrolled.
The moember programs may commu-
nicate as necessary (o verily that no
error has been made and to prevent or
eliminate any muitiple enroliment.

(e} Peemitted disclosure hy a dertoxifica-
Hion or maintenance freatment progeam to
prevent a multiple enrollnrent, A detoxi-
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lication or maintenance treatment pro-
gram which has reccived o disclpsure
under this section and has deterinined
that the patient is already enrolled
may communicate as necessary with
the program making the disclosure to
verify that no error has been made und
to prevent or eliminate any multiple
enroliment.

§286 Disclosures to elements of the
criminal justice system which have
referred patients.

(a) A program may disclose informa-
ten about o patient to those persons
withln the crimingl justice system
which have made participation in the
program a condition of the disposition
af any criminal proceedings against the
patient or of the patlent’s parole or
other release from cuscady il

{1} The disclosure is made aaly 1o
those irndividuals within cthe crinving!

Justice system who have a need for the

information in connection with their
duy to monitor the patient’s Progress
fe.g.. @ prasecoting attorney who is

withhiolding charges against the pPa

tlent, a court graming preirial or
postirial release, probation or parole

officers responsible for supervision of

the patient): and
{2} The patient has signed o writien

consent neeting the requirements of

§2.3 {except poragraph (@){8) which is
inconsistent with the revocation provi-
slons of paragraph (¢} of this section)
and the requirements off paragraphs (b)
and {c) of this seetion.

() Puration of consent. The written
consent must state the period during
which it remains in effect. This period
must be reasonable. taking into ac-
COMNL;

(1) The anticipated length of the
freatment;

(2) The type of criminal proceeding
involved, the need for the Information
in connection with the final disposition
of that procecding. and when the final
disposition will oecor; and

{(8) Such other factors ns the pro-
gram, ihe patient, and the persons)
who will receive the disclosure con-
sider percinent,

{c} KRevocation of consent. The written
consent must stpte cthat it is rovocable
upon the passage of a spocified amount
of thme or the occurrence of a specified,
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uscertainable event. The time or occur
rence upon which consent becomes rev-
otable may be no later than the final
disposition of the conditional release
or other action in conneetion with
which consent was given,

{d} Restrictions ou redisclosure and use.
A person who receives patient informa-
tion under (his section may redisclose
and use it only to carry out that per-
son's official duties with regard o the
patlent’s conditional release or olher
action in connection with which the
consent was given.

Subpart D—Disclosures Without
Patient Consent :

§2.61 Medical emergencies.

(@) CGeperal Kule. Under Lhe proce-
dures required by paragraph (¢) of this
seetion, patfent identifying inlorma.
tion may be disclosed 1o muedical per
sonnel who have a need for information
about @ pacient for the purpose of
Areating a condition which poses an in-
mediate threat 1o the health of any in-
dividual and which requires Immedlate
miedical hitervention.

(bY Special Rufe. Patient identifying
information may be disclosed to med-
ical persounel of the Food and Drug
Administration (FDA) who assert a
reason to believe that. the health of any
individual nay be threatened by an
error in the mamifacture, labeling, or
sale of @ product under FDA jurisdic-
tion, and that the information will be
used {or the exclusive purpose of noti-

lying patlents or their physicians ol

potential dangoers.

(¢) Procedires. Immediately following
disclosure, the program shall document
the disclosure in the patient’s records.
setting forth in writing:

(1) The name of the medical per-
sonnel to whom disclosure was made
and thelr affillation with any health
care facility:

(2) The name of the individual mak-
ing the disclosure:

(3) The date and timie of the disclo-
sure: and

) The oature of the emergency (or
error, if the report was to FDA),
{Approved by 1he Office of Mapugement and
Buddget ander control namber 0930-00495)

21

§2.53

§2.52 Rescarch nctivities.

{a) Patient identifying information
may be disclosed for 1he purpose of
condncting scientific research i the
program director makes a determina-
tion that the reeipiont of the paticrn
identifying information:

(N Is qualified to conduct the re.
search;

(@) Mas a rescarch protocol under
which the patient ideifying infornia-
Lio:

(i) Will be maintained in sccordance
with the securily requirements of §2.16
of these regilations (or more stringeni
requirements), and

(i1} Will not be redisclosod exeent s
permitted under paragraph (b) of this
section; and

(# Has provided a satisfactory writ-
ten statement that a group of thiree or
more individuals who are independent,
of 1the research praject has reviewed
the protocal s determined thad:

(1} The righty and wellare of poetients
will be adequately protected; and

(ii) The risks in disclosing paiient
identilying information are outweighed
by the potemial benefits of 1he re-
scarch,

(b} A person conducting research may
disclose patient Idemtifying informa.
tion obained under. paragraph (a) of
this section only back 1o the progriusy
from which that Information was oh-
tained and may not identify any indi.
vidual patient in any repore of ihat re
search or otherwise disclose patient
identities.

152 ¥R 21809, June 8, 1982, as amended at 52
FR 41997, Nov, 2, 1987]

$2.53 Audit and evaluation activitios.

() Records not copied or remomved. If
patient records are not copied or re-
moved, patient identifying information
may be disclosad in the course of a re-
view of records on program premises Lo
any person who agrees in writing o
comiply with the Hmitations an re-
disclosure and use in peragraph (@) of
this section and who:

(1) Performs the audit or evaluation
aetivity oo bebull of

() Any Federal, State. or local gov-
eramental agency which provides fi-
nancial assistance 1o the program or is
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authorized by law o regulate its ac-
tivities; or

i1} Any private person which pro-
vides financial assistance to the pro-
gram, which is a third party payer tov-
ering putients in the program, or which
is a peer review organization por-
forming a utilization or quality control
review; or

(2} Is determined by the program di-
rector to be qualified to conduct the
audit or evaluation activities.

W Copying or removal of records,
Records containing patient identifying
information may be copied or remaved
from program premises by any person
whao

{1) Agrees in writing to:

(i) Maintain the pavient identifying
information in aceordance with the se:
curity requirements provided in §2.16
of these regulations (or more stringent
requirements);

(i) Destroy aif the patient identi-
fying information upon completion of
the audit or evaluacion; and

(iii) Comply with the limitations on
disclosure and use in paragraph (d) of
this section; and

(&) Performs the oudit or evaluation
activity on behalf oft

t) Any Federal, State, or local gow-
ernmental ageney which provides fi-
nancial assistance Lo the program or is
authorized by law (o regulate its ac.
tivities: or

(1) Any private person which pro-
vides linancial assistance 1o the pro-
gram., which is a third pari. payer cov-
ering patiems in the program. or which
is- a peer review organivation por-
forming a utilization or qualivy control
review,

{€) Medicare or Medivaid audit or eval-
uation. (1} TFor purposes of Mddicare or
Medicaid audit or evaluation undey
this section, audit or evaluation in-
cludes a civil or adiministrative inves-
tgation of the program by any Fed-
eral, State, or local ageney responsible
for oversight of the Medicure or Med-
icaid program and includes administra.
tive enforcement, againse the program
by the agency, of any remedy author-
fzed by Yaw 1o be iniposed as a resule of
the findings of the investigarion.

(2) Consistent with the definition of
program in §2.11, program includes an
emplayeg of. or provider of medicul
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services wider, the program when the
employee or provider is the subjoct of &
civil Investigation or administrative
remedy, as those terms are used in
paragraph (€)(1) of this secrion.

3 I a disclosure to a person s au-
thorized under this seetfon for a Medi-
care or Medicaid audit or evaluation.
includdng a civil iovestigation or ad-
ministrative remody, as’ those ferms
are used in paragraph (XD of this sec-
tion, then a peer review erganization
which ohtains the information under
paragraph (@) or (b) may disciose the
information to that person but only for
purpnses of Medicare or Medicaid audit
or pvaluation,

(4} The pravisions of this paragraph
da not anthorize the agency. the pro-
gram, or any other person (o disclose
or use patient identifying information
obtained during the audit or evaluation
for any purpescs other than {hose nec.
essary (o complete the Medicare or
Medicais audit or evaluation activiry
as apecified in this paragraph,

{d} Limitarions on diselosure aned s,
Except as provided in paragraph (¢} of
this section, patient identilying infor-
mation disclosed under this section
may be disclosed only back to the pro-
gram from which it was obtained and
used only Lo carry out an.audit or eval-
uation purpose or 1o Investipate or
prosecure criminal or other activities,

as authorized by o court order entered

under §2.66 of chese regulations.

Subpart E—Court Orders
Authorizing Disclosure and Use

§2.61 Legal effect of order.

(1) Effece. An order of a court of émn-
petent jurisdiction ontered under this
subpart is a unigque kind of court order,
Its only purpose is to aathorize o dis-
closure or use of patient information
which would otherwise be prohibited by
12 U.5.C. 2Mce-3. 42 U.S.C. 200dd-3 and
these regulations. Such an order does
not. compel disclosure. A subpocna or a
similar legal mandate must be issued
in order ro compel disclosure. This
mandate may be entered at the same
time as and accompany an authorizing
court order entered under these regula-
tions,
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(b) Examples. (1) A person hoiding
records subject 10 these regulations re-
ceives a subpoena for those records: a
response to the subpoena Is not per-
mitted under the regulations unless ari
auhorizing court order is entered. The
person may not disclose the records in
response-to (he subpocna unless a court
of competent jurisdiction enters an an-
thorizing order wnder these repula-
ripns,

{8} An authorizing court order is en-
tered under these repulations, but the
person authorized does not want to
make the disclosure. If there Is no sub-
poena or other compulsory process or a
subpocena for the records has expired or
been quashed, that person may refuse
to make the disclosure, Upon the entry
of a valid subpoena or other compul-
sory process Lhe person authorized (o
disclose must disclose, unless there is a
valid legal defense (o the process other
than the conflidentality restrictions of
these regulutions,

{52 FR 21800, June 9, 1087 52 FRR 42061, Nav, 2,

1987}

$2.62 Order nol applicable to records
disclosed without consent to re-
searchers, auditors and evaluators,

A court order under these regulations
may not authorize qualilied personnel,
who have received patiem identHying
information without consent for’ the
prpose of conducting research, aadit
or evaluation, to disclose that informa:
tion or use it Lo conduct any criminal
investigation or prosecution of a pa-
tieni. Mowever, a court order under
§2.66 may authorize disclosure and use
of records 1o investigate or prosecute
qualificd personnel holding the records,

§2.83 Confidential communications.
{a) A court order under these repula-

tions may autherize disclosure of con-

fidential conmunications mady by o

patiem, to & program in the course of

tlagnosis. treatment, or reforral tor
treatment only if:

(1} The disclosure is necessary to pro-
tect sgalnsy an existing threat to life
or of serious bodily injury. including
circumstances which constitute sus-
pected child sbuse and neglect and
verbal threats against third parties;

(2} The disclosure is necessary in con-
nection with investigation or prosceu-
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tion of an extremely serious crime,
such as one which directly threatens
loss of life or secious bodily infury, in-
chuding  homicide, rape, kidnapping,
armed robbery, pssault with a deadly
weapon, or child abuse and negleet: or

(3) The diselosure is in corncction
with litigatlon or an adminiscratjve
proceeding in which the patient offers
testimony or other evidence pertaining
te the content of the confidential com-
munications,

(1) [Reserved) .

§2.64 Procedures and criterin for or
ders authorizing disclosures for
noncriminal purposes.

(a) Application. An order authorizing
the disclosure of patient records for
purposes other chan ceiminal investiga-
tion or prosecution may be applied for
by any person baving a legally recog
mized interest in the disclosure which
Is sought. The application may be filed
separately or as part of @ pending civil
action in which i appears that the po.
tient records are needed to provide evi-
dence. An application must use a Jicti-
tious name. such as John Doc, vo refer
1o any paticot and may not contaln or
otherwise disclose any patient idenc-
fying information unless the patient is
the applicant or has given a written
consent {meeting the requirements of
these repulations) o disclosure or the
court. has ordered the record of the pro-
ceeding sealed from public scrunicy.

{b) Norice. The patient and the person
holding the records from whom disclo-
sure is sought must be given:

(0 Adetquate notice in a manner
which will not disclose patient identi-
fylng information (o other persons; and

() An opportunity to file a written
response to the application, or o ap-
pear in person, for the Himited purpose
of providing evidence on the statutory
auc'l regulatory criteria for the issuance
of the court order.

(€) Review of evidence: Conduct of

hearing, Any oral argument, review of
evidence, or hiearing on the application
must. be held in the judge's chambers
or In some manner which ensures that
patient identilying infermation is not
disclosed to anyone other than a pargy
to the prorecding, the patient, ar the
person holding the record, unless the
patient requests an open hearing in a
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manner which meets the writien con-
sent requirements of these regulations,
The proceeding may include an exam.
ination by the judge of the patient
records referred o in the application.

() Criteria for emiry of order. An arder
urcler this section may be entered anly
if the court determines that, good cause
exists. To make this determination the
court must find that:

() Other ways of obtaining the infor-
mation are not avallable or would not
be effecrive: and

(&) The public interest and need for
the disclosure outweigh the potential
injury to the patient. the physician-pa-
tient relacionship and the treatment
services,

{e) Comtent of order, An order author-
izing a disclosure musc:

(1) Limic disclosure to thuse parts of
the patient’s record which are essentisl
to fullill the ohjective of the order:

(28) Limic disclosure o those persons
whase need for informaion Is the basis
for the order; and

(3 Include such other measures as
dre necessary Lo limit disclosure lor
the protection of the patient, Lhe phy-
stcian-pationt relationship and  the
treatment sorvices: for example, seal-
ing Trom public serutiny the record of
any proceeding for which disclosure of
a patient’s record has been ordered.

$2,66 Procedures and eriterin for or-
ders authorizing disclosure and use
of records {o criminally investigate
or prosecute patients. )

(@) Applivatton, An order awthorizing
the disclusure or use ol patient recorcds
to criminally invesiigate or prosecule
a patient may be applied for by the por-
son halding the records or by any per-
son conducting investigaiive or pros-
eculorial activities with respect (o the
enforcement of criminal laws. The ap-
plication may be filed separately, as
part of an application for a subpocna or
other compulsory process. or in a pend-
ing criminal action. An application
must use a Hetitious name such as
John Dow, to refer wo any patient and
may not coniain or otherwise disclose
patient ldentifyiog information uoless
the court has ordered the record of the
proceeding sealed from public scrutiny,

(b} Notice anud hearing. Unless am
order under §2.66 is sought with an
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order under this section, the person
holding the records muast be given:

(1} Adequate sotice (In a moanner
which will nou disclose patient identi-
fying information to third parties) of
an application by a person performing
a law enforcement function;

2} An opportunity to appear and be
fieard Tor the limited purposé of pro-
viding evidence on the statutory and
regulatory eriteria for the issuance of
the court order; and

(3 Ap opportunity 1o be represented
by counsel independent of counsel for
an applicant who is a person per-
forming a law enforcement function.

() Review of evidence: Conduct of
hearings. Any oral argument, roview of
evidence. or bearing on the application
shall be bield in the judge's chanbers or
in some other manner which ensures
that patient identilying informatlon is
not disclosed 1o anyone other than a
party to the proceedings, the patien,
ar the person holding the records. The
procecding may inchide an examina-
tion by the judge of the patienr records
referred o inthe application,

() Criteria. A court may agthorize
the disclosure and use of patient
records for the purpose of conduet ing @
eriminal investigation or prosecution
of a patient only i the court linds that
all of the following criteria are met:

{} The erime involved is extremely
serious, such as one which causes or di
rectly threatons loss of life or serfous
bedily injury including homicide, rape,
Kidnapping. arimed  robbery, assailt
with a deadly weapon, and child abuse
and neglect.

() There is a reasonable likelibood
that the records will disclase infarma-
tion of substantial value in the inves.
tigation or prosecution.

(3) Other ways of obtainiog 1he infor-
mation are not available or would no
be effperive,

() The porential injury 1o the pa-
tient, 1o the physician-patient rela-
tionship and 1o the ability of the pro-
gram to provide services to other pa-
tients is outweighed by the public in-
terest and the need Tor the disclosure,

(5) IF the applicant is a person per-
forming a law enforcement function
that:

{1} The person holding the records has
been afforded the opportunity ta be
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represented by independent  counsel:
and

(if} Any person holding the records
which is an entity within Federal.
State, or local governnient Has in fact
been represented by counsel  inde-
pendent of the applicant.

(e) Content of order, Any order an-
thorizing a disclosure or use of patiem
records under this section must:

(1) Limit disclosure and use 1o those
parts of the patient's record which are
essential to ulfill the objective of the
order;

(8) Limit disclosure to those Jaw en-
forcement und prosecutorial officials
who are responsible for. or are con-
ducting. the investigation or prosecu-
tion, and limit their use of the records
to investigation and prosceution of ex-
tremely serious crime or suspected
erime specified in the application: and

(3} Inclnde such other neasures as
are necessary Lo linie disclosure and
use Lo the fulfillment of endy that pub:
lie interest and necd found by the
eoure.

[52 FR 21809, Junc 9. 1887: 52 1*R 42061, Nov., 2.
1987

§2.66 Procodures snd criterin for or-
ders sutherizing disclosure and use
of records to investigate or pros-.
ceute a program or the person hold.
ing the records.

{a}) Applicaion. (1) An order author-
izing the disclosure or use of patient
records Lo criminally or administra-
tively investigate or prosecute a pre-
gram or the pérson holding the records
(or eiployees or agents of that pro-
gram or persan) may be applied for by
any administrative. regulatory, super-
visory, investigative, law enforcement,
or prosecutarial agency having juris-
diction over the program’s or person’s
activities.

(2) The application may be filed sepa-
rately or as part of « pending civil or
criminal action against a program or
the person holding the records {or
agents or employees of the program or
person) in which it appears that the pa-
tient records are needed Lo provide ma-
terial evidence. The appHeation must
use a fictitious name, such as John
Doe, to reler o any patient and niy
not contain or otherwise disclose any
patient ddentitying indormation unless

§2.67

the court has ordered the record of the
proceeding sealed from public scruriny
or the patient has given a written con-
sent {meeting the requiraments of §2.31
of these regulations) 1o that disclosure,

(b)) Natice not required. An application
under this secrion may, in the discre-
tion of the court, be granted without
notice. Although no express notice is
required to the program, to the person
holding the records, or 1o any patient
whose records are (o be disclosed, tpon
implementation of an order so prantod
any of the above persons must be af-
forded an opportunity to seck revoca
tion or amendment of that order,. Jim-
ited to the presentation of evidence on
the statutory and regulatory criteria
for the issdance of the court order.

()} Requirements for order, An order
uider this seetdon must be entered in
accordance with, and comply with the
requirements of, parngraphs () and (o)
of §2.64 of these regulations,

{d) Limitations on disclosure and use of
patient identifyving information: (1) An
order entered under this section must
require the deletion of pacient identi-
fying information from any documents
made available to the public,

(2} No ioformadcion obiained under
this section may be used 10 conduect
any investigation or prosecution of a
patient, or be used as the basis Tor an
application for an order under §2.65 of
these regulations.

£287 Orders authorizing the use of
undercover agenis and informuanis
to criminally investigate employees
or agents of o program.

(&) Application, A court order author-
fzing the placement of an wdercover
agent or iInformant in a program as an
employee or patient may be applied for
by any law epforcoment or prosecn-
torial agency which has reason to be
Heve that employees or sgenis of the
program are engaged in criminal nis-
conduct.

{b) Notdee. The program director mist
be given adequate notice of the appli-
cation ant an opportunity o appear
and be heard (lor the lnitéd purpose of
providing evidence on the sratutory
and regulatory criteria for the issuance
of the court order), unless the applica-
tlon asseces a betief chag: i
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(1) The program director is involved
in the criminal activities 1o be inves.
Ligated by thre ondercover agent or in-
furmant; or

@ The program director will inten.
tionally or unintent lonally disclose the
proposed placement of an undorcover
agent or informant 1o the employees or
apgents who are suspected of erlminal
activities,

{¢} Criteria. An order under this see-
ton may be entered ouly 1T the court
determines that good cause exists, To
make this determination the court
must find:

(1) There is reason 1o believe that an
eniployee or agent of the progran is
engaged in eriminal activity:

(2) Other ways of abtaining evidence
af this eriminal activity are not avail-
able or would not be effective; and

(3) The public interesi and need for
the placement of an undercover agent
or informant in the program outweigh
the potential injury 1o patients of the
prugram,  physician-pationt  relation-
ships and the treatment services,

(d} Content of order, An order author-
dzing the placement of an undercover
agent or informant. i a program musi:

(1} Specilically authorize the place-
ment of an undeccover ageni or an in-
formant;

(2) Limit the total period of che
placement 1o six months:

(3} Prohibit-the undercover agene or
informant fram disclosing any patient
identifying inforimation obtained from
the placement except as necessary to
criminally investigate or prescoine
employess or agents of the progran
and

) Include any othier measures which
are appropriate te Hmit any potential
disruption of the program by the place-
ment and any potential for 2 real or
apparent breach of patient cotiliden-
tiativy: for example, sealing from puls-
He scratiny the record of any  pro-
ceeding for which disclosure of o pa-
tient’s record has been ordered.

(&} Limitation on use of information, No
information obtained by an undercover
agent or Informant placed wiwer this
section may be used to eriminally n-
vestigate or prosecute any patient. or
as rlie basis for an application for an
order under §2.65 of these regulotions.

42 CFR Ch. | (10~1-00 Edition)

PART 2a—PROTECTION OF
IDENTITY—RESEARCH SUBJECTS

Sec,

2ol Applicalillivy.

2a.2 Defindilons,

Za.3  Applicotion: coordination.

2ud  Conteats of application; in general,

2a.5 Conwents  of applicution research
prajects n which drugs will be adminls-
tered,

2a6  Issuance of . Confidentiality  Certifi-
cates; single project limitation,

2 Effect of Confldentinlity Certificate,

a8 Termination,

AUTHORITY: See. 30), Pub. L. 91.513 as
arended by sec. 12200, Pub. |, 03-7287: 84
Stat. 1241 (42 U.S.€, 242a0)), os snended by
BE St 132,

SOURCE; 44 FR 20384, Apr. 4, 1979, wmiless

Cotherwise nisted,

26

§2n.1 Applicability.

(@) Section 303{s) of the 170blic
Health Service Act (12 U.S.C. 242u(a})
provides  that  *ftlhe Secretary  fof
Health and Human Services] may g
thorize persons engaged in research on
mental health, inclading research on
the use and effect: of alcohol and other
psychoactive drugs. to protect the pri-
vacy of individuals who are the subject
of such rescarch by withholding from
a1l persons not connected with the con-
duct of such research the names or
other identifying characteristics of
such tndividuals. Persons so authorized
to pratect the privacy of such individ-
uals may not be compelled in any Fed-
eral, State, or local civil, crimingl, ad-
ministrative, legislative, or ather pro-
ceedings to identdly such individuals, ™
The regulations in this part establish
procedures under which any person en-
gaged in research on mental health in-
cluding research on the use und effect
of alcohol and other  psychoactive
drugs {whether or not the research is
federally funded) may. subject 1o the
exceptions set forth in poragraph (bY of
this section. apply for such an anthor-
fzation of confidentiality,

(b) These regulations do not apply ro:

(1) Aothorizations of conlident ialicy
for research requiring an Investiga-
tonal New Drug exemption under sec.
tion 505(1) of the Federal Food, Dirug,
and Cosmetic Act (21 ULS.C. 355() or to
approved new drugs. such as metha-
done, requiring continuation of fong-
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§431.245

(2) As expeditiously as the enrollee's
health condition reguires, but no later
than 3 working days after the agency
receives, from the MCO or PIHP, the
case file and information for any ap-
peal of a denlal of a service that, as in-
dicated by the MCO or PIHP—

(1) Meets the criteria for expedited
resolution as set forth in §438,410(2) of
this chapter, but was not resolved
within the timeframe for expedited res-
olution; or

(i) Was resolved within the time-
frame for expedited resotution, bui
reached a decision wholly or partinlly
idverse to the enrollee.

(3) If the State agency parmits divect
aceess to n Btate falr hearing, as expe-
ditiously as the enrollee’s health condl-
tion requires, but no later than 3 work-
ing days after the agency receives, «i-
rectly from ap MCO or PIHP enrollee,
a fafr hearing request on a docision to
deny 4 service that it determines meets
the criteria for expedited resolution, as
set foreh in §488.410(a) of this chapter.

() The public must have access to all
agency hearing decisions, subject. to
the requircments of subpart P of this
park for safeguarding of information.

144 FR 17932, Mar, 29, 1970, as amended at 67
FR 41085, June 14, 2002]

§431.245 Notifying the applicant or re-
cipient of a State agency decislon.

The agency must notify the applieant
or recipient in writing of—

(a} The decislon; and

{b) His rlght to request a State agen-
¢y hearing or seek judicial review. to
Lhe extent that either is avallable to
him.

§431.246 Corrective nction,

The agency must promptiy make cor-
rective payvments. retroactive Lo the
date an incorrest action was taken,
and, if appropriate, provide for admis-
sion or readmission of an individual to
a facility if—

(4) The hearing decision is favorable
to the appleant or recipient; or

(b} The ageney decides in the appi-
cant's or recipient’s favor before the
hearing.

157 FR 56506, Nov, 30, 1992|

42 CFR Ch. IV {(10-1-11 Edition)
FEDERAL FINANCIAL PARTICIPATION

§43]i-'259 Federal financial participa-
ion,

FFP is available 1In
fon—

() Payments for services continued
pending a hearing decision:

) Payments made—

(1) To carry out hearing decisions:
and \

(2) For serviges provided within the
scope of the Federal Medicaid program
and made under a court order,

tc) Payments made 0 take correc-
tive action prior to a hearing;

(d) Payments made to extend the
benefit of a hearing decision or court
order to individuals In the same situn-
tion as those directly affected by the
decision or order;

(¢) Retroactive payments under para-
graphs (b), (¢), and () of this section In
accordance with applicable Federal
polieies on corrective puyments; and

(fy Administrative costs Incurred by
the agency for— )

(1} Transportation for the applicant
or reciplent, his representative, and
withesses Lo and from the hearing;

(2) Meeting other expenses of the ap-
pilcant or recipient in connection with
the hearing;

(3) Carrying out the hearing proce-
dures. including expenses of obtaining
the  additional medical assessment
specified in §431.240 of shis subpart; and

(1) Hearing procedures for Medicaid
and non-Medicaid individuals appealing
transfers, discharges and detormina-
tions of preadmission sereening and an-
nual resident reviews under part 483
subparts C and B of this chapter.

[49 FR 17932, Mar. 20, 1979, ay amended ¢ 45
TR 24882, Apr. 311, 1980; 57 PR 56508, Nov, 30,
1982}

Subpart F—Safeguarding informa-
fion on Applicants and Re-
ciplents

expenditures

Sounce: 4 FR 17934, Mar. 25, 1978, unless
oLherwise noted.

$431.300 Basis and purpose.

(a) Section 1902(a)7) of the Act re-
fquires that a State plan must provide
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safeguards that restrict the use or dis-
closure of information concerning ap-
plicants and reciplents to purposes di-
rectly connected with the administra-
Uen of the plan. This subpurt specifies
State plan requirements. the types of
Information to be safeguarded, the con-
ditions for release of safeguarded infor-
matioh, and restrictions on the dis-
tribution of other information.

(b) Section 1137 of the Act, which re-
quires agencies to exchange informa-
Uon in order to verify the ineome and
eligibility of appllicants and recipients
(see §435.8400), requires State agencies
Lo have adequate safeguards to assure
that-

(1) Information exchanged by the
State agencles Is made available only
to the extent necessary to assist in the
valid administrative needs of the pro-
gram receiving the information, and
information received under seotion
61031 of the Internal Revenue Code of
1934 is exchanged only with apencies
authorized to receive that information
under that seotion of the Code; and

(2) The information Is adeguately
stored and processed so that it is pro-
Lected against unauthorized disclosure
for other purposes.

141 FR 7210, Feb. 28, 1986

§48L301 State plan requirements.

A Btate plan must provide. under a
State statule that imposes legal sanc-
Uons, safeguards meeting the require-
ments of this subpars that restriet the
use or disclosure of Information con-
cerning applicants and recipients to
purposes directly connected with the
administration of the plan.

§431.302 Purposes directly related to
State plan adminisiration,

Purposes directly related to plan ad-
ministration include—

ta) Establishing eligibility;

(b} Determining the amount of med-
ienl assistance;

(c) Providing services for reciplents:
and

(i Conducting or assisting an inves-
tigation, prosecution. or aivil or crimi-
nal proceeding related to the adminis-
tration of the plan.

41

§431.306

§431.803 State authority for safe.
guarding information,

The Medicaid agency must have au-
thority to implement and enforce the
provisions specified in this subpart for
snfepuarding information about appli-
cants and recipients.

§431.304 Publicizing safegunrding re-
quirements. .
ta) The agency must publicize provi-
slong governing the confidential nature
of information about appifeants and re-
cipients, including the legal sanections
imposed for improper disclosure and
use.

{1») The agency must provide copies of
these provislons o applleants and re-
clpients and to other persons and agen-
cles to whom information is disclpsed.

§481.305 Types of information to be
safeguarj,ed.

taj The agency must have criteria
thal govern the types of information
about applicants and rocipients that
are safegruarded. )

1) This infermation must inelude ot
least—

1) Names and addresses;

{2) Medical servises provided;

{3) Boeial and economic conditions oy
clreumstances:

4) Agency evaluation of personal in-
formation;

15) Medieal data, including diagnosis
and past history of disease or dis-
ability: and

(6) Any {nformation received for
verifying  income  eligibility and
amount of medical assistance pay-
ments (see §435.9400), Income Informu-
tion received from SSA or the Internal
Revenue Service must be saleguarded
according to the requirements of the
agency that furnished the data,

1y Any information recelved in con-
nection with the identification of le-
gally liable thivd party resources ander
§433.138 of this chapter.

{44 FR 17034, Mar. 29, 1679, ns amended al 5
FR 7210, Feb: 20, 1986; 52 FR 5975, Febh, 27,
1987}

5431306 Release of informnation.

fa) The agency must have criterin
specifying the condisions for release
and use of information about apphl-
cants amd reciplents.
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§431.307

(h) Access to information concerning
applicants or recipients must be re-
stricted to persons or AEENCy rep-
resentatives who are sublect to stand-
ards of confidentiality that ave com-
parable to those of the agency.

(e} The agency must nol publish
names of applicants or recipients.

(d) The agency must obtain permis-

sion from & family or individual, when-
ever possible, before responding to a re-
quest for information from an outside
source. unless the information is to be
used to verify income. eligibitity and
the amount of medical assistance pay-
ment ander section 1137 of this Act and
§6435.940 through 435965 of this chap-
ter,
If, because of an emergency situation,
time does not permit obtaining eonsent
before release, the agency must hotify
the family or individuoal immediately
after supplying the information.

(e) The ageney's policles must apply
to all requests for information from
outside sources, including  govern-
mental bodies, the courts, or law en-
forcement officials.

(1) If a court issues a subpoena for a
case yecord or for any agency rep-
resensative to testify concerning an ap-
plicant or recipient. the agehncy must
inform the court of the applieable stat-
utory provisions, policies. and regula-
tions restricting disclosure of Informa-
tion,

{gy Before requesting information
from, or releasing information to,
other agencies to verify income, eligl-
bility and the amount of assistaice
under §§435.940 through 435965 of this
chapter, the agency must execute data
exchange agrecments with those agen-
cies, as specified in §435.945(1).

(h) Before reguesting information
from, or releasing information to,
athel agencies Lo identify legally liable
third party vesources under §433.138(d)
of this chapter. the agency must exe-
cute data exchanges agreements, as
specified in §433.188thu2) of this chap-
ter.

144 FR 17934, Mar. 29, 1979, as amended at 51

FR 7210, Feb. 28, 1986: 52 PR 5878, Feh. 27,
1887)
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§48L307 Distribution of informatlion
materials,

{a) All materials distributed to appli-
cants, reciplents, or medical providers
must—

(1y Directly relnte to the administra-
tion of the Medicald program:

{(Z) Have no political tmplications ox-
cept to the extent requived to imple-
ment the Natlonal Voter Registraiion
Act of 1893 (NVRA) Pub. L. 103-931: for
States that are exempt from the re-
quirements of NVRA, voter registra-
tion may be a voluntary activity so
long as the provisions of section a5
Of NVRA are observed:

(3) Gontain the names only of indlvid-
uals directly connected with the ad-
ministration of the plan; and

4) Identify those individuals only in
thelr officla)l capacity with the State
or jocal agency.

() The agency must not distribute
materials gueh as “holidny” greetings,
genern]  public announcements, par-
tisan voting information and‘alien rep-
{stration notices.

tey The agency may distribute mate-
rials directly related to the health and
welfare of applicants and recipients,
such as announcements of free medical
examinations, availability of surplus
food, and consumer provection informa-
tion.

{d). Under NVRA, the agency musb
distribute voler information and peg-
istration materials as specified- in
NVRA,

144 FR 17634, Mayr. 29, 1079, as amended at 61
FR 58143, Nov, 13, 1996}

Subparls G-l [Reserved]

Subpart M~—Relations With Other
Agencies

§431.610 Relations with standard-sei-
ting and survey agencies,

ta) Busis and purpese. This section
Implements—

(1) Section 1902(a}9) of 1he Act, con-
cerning the designation of State au-
thorities to be responsible for estal-
lshing and maintaining health and
other standards for instituilons par-
tieipating in Medicaid; and
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HIPAA BUSINESS ASSOCIATE ADDENDUM

This Health Insurance Portability and Accountability Act of 1996 (hereafter, HIPAA)
Business Associate Addendum ("Addendum”) is made a part of the Agreement (“Agreement”)
by and between the State of West Virginia ("Agency”), and Business Associate ("Associate”),
and is effective as of the date of execution of the Addendum.,

The Associate performs certain services on behalf of or for the Agency pursuant to the
underlying Agreement that requires the exchange of information including protected health
information protected by the Health Insurance Portability .and Accountability Act of 1996
("HIPAA"), as amended by the American Recovery and Reinvestment Act of 2009 (Pub. L. No.
111-8) (the "HITECH Act”), any associated regulations and the federal regulations published at
45 CFR parts 160 and 164 (sometimes collectively referred to as "HIPAA”). The Agency is a
"Covered Entity” as that term is defined in HIPAA, and the parties to the underlying Agreement
are entering into this Addendum to establish the responsibilities of both parties regarding
HIPAA-covered information and to bring the underlying Agreement into compliance with HIPAA.

Whereas it is desirable, in order to further the continued efficient operations of Agency to
disclose to its Associate certain information which may contain confidential individually
identifiable health information (hereafter, Protected Health Information or PHI); and

Whereas, it is the desire of both parties that the confidentiality of the PHI disclosed
hereunder be maintained and treated in accordance with all applicable laws relating to
confidentiality, including the Privacy and Security Rules, the HITECH Act and its associated
regulations, and the parties do agree to at all times treat the PH! and interpret this Addendum
consistent with that desire.

NOW THEREFORE: the parties agree that in consideration of the mutual promises
herein, in the Agreement, and of the exchange of PH! hereunder that:

1. Definitions. Terms used, but not otherwise defined, in this Addendum shali have the same
meaning as those terms in the Privacy, Security, Breach Notification, and Enforcement
Rules at 45 CFR Part 160 and Part 164,

a. Agency Procurement Officer shall mean the appropriate Agency individual
listed at: http://www state. wv.us/admin/purchase/vrc/agencyli html.

b. Agent shall mean those person(s) who are agent(s) of the Business Associate,
in accordance with the Federal common law of agency, as referenced in 45 CFR
§ 160.402(c).

C. Breach shall mean the acquisition, access, use or disclosure of protected health
information which compromises the security or privacy of such information,
except as excluded in the definition of Breach in 45 CFR § 164.402.

d. Business Associate shall have the meaning given to such term in 45 CFR §
160.103.
e. HITECH Act shall mean the Health Information Technology for Economic and

Clinical Health Act. Public Law No. 111-05. 111" Congress (2009).
1
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Privacy Rule means the Standards for Privacy of Individually |dentifiable Health
Information found at 45 CFR Parts 160 and 164.

Protected Health Information or PHI shall have the meaning given to such term
in 45 CFR § 160.103, limited to the information created or received by Associate
from or on behalf of Agency.

Security Incident means any known successful or unsuccessful attempt by an
authorized or unauthorized individual to inappropriately use, disclose, modify,
access, or destroy any information or interference with system operations in an
information system.

Security Rule means the Security Standards for the Protection of Electronic
Protected Health Information found at 45 CFR Parts 160 and 164.

Subcontractor means a person to whom a business associate delegates a
function, activity, or service, other than in the capacity of a member of the
workforce of such business associate.

2. Permitted Uses and Disclosures.

a.

PHI Described. This means PHI created, received, maintained or transmitted on
behalf of the Agency by the Associate. This PHI is governed by this Addendum
and is limited to the minimum necessary, to complete the tasks or to provide the
services associated with the terms of the original Agreement, and is described in
Appendix A.

Purposes. Except as otherwise limited in this Addendum, Associate may use or
disclose the PHI on behalf of, or to provide services to, Agency for the purposes
necessary to complete the tasks, or provide the services, associated with, and
required by the terms of the original Agreement, or as required by law, if such
use or disclosure of the PHI would not violate the Privacy or Security Rules or
applicable state law if done by Agency or Associate, or violate the minimum
necessary and related Privacy and Security policies and procedures of the
Agency. The Associate is directly liable under HIPAA for impermissible uses and
disclosures of the PHI it handles on behalf of Agency.

Further Uses and Disclosures. Except as otherwise limited in this Addendum,
the Associate may disclose PHI to third parties for the purpose of its own proper
management and administration, or as required by law, provided that (i) the
disclosure is required by law, or (ii) the Associate has obtained from the third
party reasonable assurances that the PHI will be held confidentially and used or
further disclosed only as required by law or for the purpose for which it was
disclosed to the third party by the Associate; and, (iii) an agreement to notify the
Associate and Agency of any instances of which it (the third party) is aware in
which the confidentiality of the information has been breached. To the extent
practical, the information should be in a limited data set or the minimum
necessary information pursuant to 45 CFR § 164.502, or take other measures as
necessary to satisfy the Agency’s obligations under 45 CFR § 164.502.
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3. Obligations of Associate.

a.

Stated Purposes Only. The PHI may not be used by the Associate for any
purpose other than as stated in this Addendum or as required or permitted by
law.

Limited Disclosure. The PHI is confidential and will not be disclosed by the
Associate other than as stated in this Addendum or as required or permitted by
law. Associate is prohibited from directly or indirectly receiving any remuneration
in exchange for an individual's PH| unless Agency gives written approval and the
individual provides a valid authorization. Associate will refrain from marketing
activities that would violate HIPAA, including specifically Section 13406 of the
HITECH Act. Associate will report to Agency any use or disclosure of the PHI,
including any Security Incident not provided for by this Agreement of which it
becomes aware.

Safeguards. The Associate will use appropriate safeguards, and comply with
Subpart C of 45 CFR Part 164 with respect to electronic protected health
information, to prevent use or disclosure of the PHI, except as provided for in this
Addendum. This shall include, but not be limited to:

i Limitation of the groups of its workforce and agents, to whom the PHl is
disclosed to those reasonably required to accomplish the purposes
stated in this Addendum, and the use and disclosure of the minimum
PHI necessary or a Limited Data Set;

il ' Appropriate notification and training of its workforce and agents in order
to protect the PHI from unauthorized use and disclosure:

iti. Maintenance of a comprehensive, reasonable and appropriate written
PHI privacy and security program that includes administrative, technical
and physical safeguards appropriate to the size, nature, scope and
complexity of the Associate's operations, in compliance with the Security
Rule;

iv. In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if
applicable, ensure that any subcontractors that create, receive,
maintain, or transmit protected health information on behaif of the
business associate agree to the same restrictions, conditions, and
requirements that apply to the business associate with respect to such
information.

Compliance With Law. The Associate will not use or disclose the PHI in a
manner in violation of existing law and specifically not in violation of laws relating
to confidentiality of PHI, including but not limited to, the Privacy and Security
Rules.

Mitigation. Associate agrees to mitigate, to the extent practicable, any harmful
effect that is known to Associate of a use or disclosure of the PHI by Associate in
violation of the requirements of this Addendum, and report its mitigation activity
back to the Agency.
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f.

Support of Individual Rights.

Access to PHIL. Associate shall make the PHI maintained by Associate
or its agents or subcontractors in Designated. Record Sets available to
Agency for inspection and copying, and in electronic format, if
requested, within ten (10) days of a request by Agency to enable
Agency to fulfill its obligations under the Privacy Rule, including, but not
limited to, 45 CFR § 164.524 and consistent with Section 13405 of the
HITECH Act.

Amendment of PHI. Within ten (10) days of receipt of a request from
Agency for an amendment of the PHI or a record about an individual
contained in a Designated Record Set, Associate or its agents or
subcontractors shall make such PHI available to Agency for amendment
and incorporate any such amendment to enable Agency to fulfill its
obligations under the Privacy Rule, including, but not limited to, 45 CFR
§ 164.526.

Accounting Rights. Within ten (10) days of notice of a request for an
accounting of disclosures of the PHI, Associate and its agents or
subcontractors shall make available to Agency the documentation
required to provide an accounting of disclosures to enable Agency to
fulfill its obligations under the Privacy Rule, including, but not limited to,
45 CFR §164.528 and consistent with Section 13405 of the HITECH
Act.  Associate agrees to document disclosures of the PHI and
information related to such disclosures as would be required for Agency
to respond to a request by an individual for an accounting of disclosures
of PHI in accordance with 45 CFR § 164.528. This should include a
process that allows for an accounting to be collected and maintained by
Associate and its agents or subcontractors for at least six (6) years from
the date of disclosure, or longer if required by state law. At a minimum,
such documentation shall include:

° the date of disclosure;

° the name of the entity or person who received the PHI, and
if known, the address of the entity or person;

U a brief description of the PHI disclosed; and

° a brief statement of purposes of the disclosure that

reasonably informs the individual of the basis for the
disclosure, or a copy of the individual's authorization, or a
copy of the written request for disclosure.

Request for Restriction. Under the direction of the Agency, abide by
any individual's request to restrict the disclosure of PHI, consistent with
the requirements of Section 13405 of the HITECH Act and 45 CFR §
164.522, when the Agency determines to do so (except as required by
law) and if the disclosure is to a health plan for payment or health care
operations and it pertains to a health care item or service for which the
health care provider was paid in full “out-of-pocket ”

Immediate Discontinuance of Use or Disclosure. The Associate will
immediately discontinue use or disclosure of Agency PHI pertaining to
any individual when so requested by Agency. This includes, but is not
limited to, cases in which an individual has withdrawn or modified an
authorization to use or disclose PHI.

4
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Retention of PHI. Notwithstanding section 4.a. of this Addendum, Associate and
its subcontractors or agents shall retain all PH| pursuant to state and federal law
and shall continue to maintain the PHI required under Section 3.f of this
Addendum for a period of six (6) years after termination of the Agreement, or
longer if required under state law.

Agent’s, Subcontractor's Compliance, The Associate shall notify the Agency
of all subcontracts and agreements relating to the Agreement, where the
subcontractor or agent receives PHI as described in section 2.a. of this
Addendum. Such notification shall occur within 30 (thirty) calendar days of the
execution of the subcontract and shall be delivered to the Agency Procurement
Officer. The Associate will ensure that any of its subcontractors, to whom it
provides any of the PHI it receives hereunder, or to whom it provides any PHI
which the Associate creates or receives on behalf of the Agency, agree to the
restrictions and conditions which apply to the Associate hereunder. The Agency
may request copies of downstream subcontracts and agreements to determine
whether all restrictions, terms and conditions have been flowed down. Failure to
ensure that downstream contracts, subcontracts and agreements contain the
required restrictions, terms and conditions may result in termination of the
Agreement.

Federal and Agency Access. The Associate shall make its internal practices,
books, and records relating to the use and disclosure of PHI, as well as the PHI,
received from, or created or received by the Associate on behalf of the Agency
available to the U.S. Secretary of Health and Human Services consistent with 45
CFR § 164.504. The Associate shall also make these records available to
Agency, or Agency’s contractor, for periodic audit of Associate's compliance with
the Privacy and Security Rules. Upon Agency's request, the Associate shall
provide proof of compliance with HIPAA and HITECH data privacy/protection
guidelines, certification of a secure network and other assurance relative to
compliance with the Privacy and Security Rules. This section shall also apply to
Associate's subcontractors, if any.

Security. The Associate shall take all steps necessary to ensure the continuous
security of all PH| and data systems containing PHI. [n addition, compliance with
74 FR 19006 Guidance Specifying the Technologies and Methodologies That
Render PH! Unusable, Unreadable, or Indecipherable to Unauthorized
Individuals for Purposes of the Breach Notification Requirements under Section
13402 of Title XIIf is required, to the extent practicable. If Associate chooses not
to adopt such methodologies as defined in 74 FR 19006 to secure the PHI
governed by this Addendum, it must submit such written rationale, including its
Security Risk Analysis, to the Agency Procurement Officer for review prior to the
execution of the Addendum. This review may take up to ten (10) days.

Notification of Breach. During the term of this Addendum, the Associate shall
notify the Agency and, unless otherwise directed by the Agency in writing, the
WV Office of Technology immediately by e-mail or web form upon the discovery
of any Breach of unsecured PHI; or within 24 hours by e-mail or web form of any
suspected Security Incident, intrusion or unauthorized use or disclosure of PHI in
violation of this Agreement and this Addendum, or potential loss of confidential
data affecting this Agreement. Notification shall be provided to the Agency
Procurement Officer at www.state.wv.us/admin/purchase/vrc/agencyli.htm and,
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unless otherwise directed by the Agency in writing, the Office of Technology at
incident@wyv.qov or https://apps.wv.gov/ot/ir/Default. aspx.

The Associate shall immediately investigate such Security Incident, Breach, or
unauthorized use or disclosure of PHI or confidential data. Within 72 hours of the
discovery, the Associate shall notify the Agency Procurement Officer, and, unless
otherwise directed by the Agency in writing, the Office of Technology of: (a) Date
of discovery; (b) What data elements were involved and the extent of the data
involved in the Breach; (c) A description of the unauthorized persons known or
reasonably believed to have improperly used or disclosed PHI or confidential
data; (d) A description of where the PHI or confidential data is believed to have
been improperly transmitted, sent, or utilized; (e) A description of the probable
causes of the improper use or disclosure; and (f) Whether any federal or state
laws requiring individual notifications of Breaches are triggered.

Agency will coordinate with Associate to determine additional specific actions
that will be required of the Associate for mitigation of the Breach, which may
include notification to the individual or other authorities.

All associated costs shall be borne by the Associate. This may include, but not
be limited to costs associated with notifying affected individuals.

If the Associate enters into a subcontract relating to the Agreement where the
subcontractor or agent receives PHI as described in section 2.a. of this
Addendum, all such subcontracts or downstream agreements shall contain the
same incident notification requirements as contained herein, with reporting
directly to the Agency Procurement Officer. Failure to include such requirement
in any subcontract or agreement may result in the Agency's termination of the
Agreement.

Assistance in Litigation or Administrative Proceedings. The Associate shall
make itself and any subcontractors, workforce or agents assisting Associate in
the performance of its obligations under this Agreement, available to the Agency
at no cost to the Agency to testify as witnesses, or otherwise, in the event of
litigation or administrative proceedings being commenced against the Agency, its
officers or employees based upon claimed violations of HIPAA, the HIPAA
regulations or other laws relating to security and privacy, which involves inaction
or actions by the Associate, except where Associate or its subcontractor,
workforce or agent is a named as an adverse party.

4. Addendum Administration.

a.

Term. This Addendum shall terminate on termination of the underlying
Agreement or on the date the Agency terminates for cause as authorized in
paragraph (c) of this Section, whichever is sooner.

Duties at Termination. Upon any termination of the underlying Agreement, the
Associate shall return or destroy, at the Agency's option, all PHI received from, or
created or received by the Associate on behalf of the Agency that the Associate
still maintains in any form and retain no copies of such PHI or, if such return or
destruction is not feasible, the Associate shall extend the protections of this
Addendum to the PHI and limit further uses and disclosures to the purposes that
make the return or destruction of the PHI infeasible. This shall also apply to all
agents and subcontractors of Associate. The duty of the Associate and its agents

6
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and subcontractors to assist the Agency with any HIPAA required accounting of
disclosures survives the termination of the underlying Agreement.

Termination for Cause. Associate authorizes termination of this Agreement by
Agency, if Agency determines Associate has violated a material term of the
Agreement.  Agency may, at its sole discretion, allow Associate a reasonable
period of time to cure the material breach before termination.

Judicial or Administrative Proceedings. The Agency may terminate this
Agreement if the Associate is found guilty of a criminal violation of HIPAA. The
Agency may terminate this Agreement if a finding or stipulation that the Associate
has violated any standard or requirement of HIPAA/HITECH, or other security or
privacy laws is made in any administrative or civil proceeding in which the
Associate is a party or has been joined. Associate shall be subject to prosecution
by the Department of Justice for violations of HIPAA/HITECH and shall be
responsible for any and all costs associated with prosecution.

Survival. The respective rights and obligations of Associate under this
Addendum shall survive the termination of the underlying Agreement.

5. General Provisions/Ownership of PHI.

a.

Retention of Ownership. Ownership of the PHI resides with the Agency and is
to be returned on demand or destroyed at the Agency’s option, at any time, and
subject to the restrictions found within section 4.b. above.

Secondary PHI. Any data or PHI generated from the PHI disclosed hereunder
which would permit identification of an individual must be held confidential and is
also the property of Agency.

Electronic Transmission. Except as permitted by law or this Addendum, the
PHI or any data generated from the PHI which would permit identification of an
individual must not be transmitted to another party by electronic or other means
for additional uses or disclosures not authorized by this Addendum or to another
contractor, or allied agency, or affiliate without prior written approval of Agency.

No Sales. Reports or data containing the PHI may not be sold without Agency's
or the affected individual's written consent.

No Third-Party Beneficiaries. Nothing express or implied in this Addendum is
intended to confer, nor shall anything herein confer, upon any person other than
Agency, Associate and their respective successors or assigns, any rights,
remedies, obligations or liabilities whatsoever.

Interpretation. The provisions of this Addendum shall prevail over any
provisions in the Agreement that may conflict or appear inconsistent with any
provisions in this Addendum. The interpretation of this Addendum shall be made
under the laws of the state of West Virginia.

Amendment. The parties agree that to the extent necessary to comply with
applicable law they will agree to further amend this Addendum.

Additional Terms and Conditions. Additional discretionary terms may be
included in the release order or change order process.

7
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West Virginia Department of

AGREED:
Health and Human Resources,
Bureau for Medical Services
Name of Agency: Name of Associate:
Signature: Signature:
Title: Title:
Date: Date;

Form - WVBAA-012004
Amended 06.26.2013
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Appendix A

(To be completed by the Agency's Procurement Officer prior to the execution of the Addendum,
and shall be made a part of the Addendum. PHI not identified prior to execution of the

Addendum may only be added by amending Appendix A and the Addendum, via Change
Order.)

Name of Associate:

West Virginia Department of Health and Human Resources

Bureau for Medical Services
Name of Agency:

Describe the PHI (do not include any actual PHi). If not applicable, please indicate the same.

All [types of PHI listed on App. A] in paper, electronic, verbal or any other form.

Including, but not limited to:

Member name, date of birth, Medicaid Identification number, prescription claims, medical claims
including out-patient services and hospitalizations, emergency room visits, procedures and diagnos
codes
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CERTIFICATION AND SIGNATURE PAGE

By signing below, I certify that I have reviewed this Solicitation in its entirety; understand the requirements,
terms and conditions, and other information contained herein; that I am submitting this bid or proposal for
review and consideration; that Iam authorized by the bidder to execute this bid or any documents related
thereto on bidder’s behalf; that Iam authorized to bind the bidder in a contractual relationship; and that to the
best of myknowledge, the bidder has properlyregistered with any State agency that mayrequire

registration.

(Company)

(Authorized Signature)

(Representative Name, Title)

(Phone Number) (Fax Number)

(Date)

Revised 01/22/2014



RFQ No. BMS14096

STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

MANDATE: Under W. Va. Code §5A-3-10a, no contract or renewal of any contract may be awarded by the state or any
of its political subdivisions to any vendor or prospective vendor when the vendor or prospective vendor or a related party
to the vendor or prospective vendor is a debtor and: (1) the debt owed is an amount greater than one thousand dollars in
the aggregate; or (2) the debtor is in employer default.

EXCEPTION: The prohibition listed above does not apply where a vendor has contested any tax administered pursuant to
chapter eleven of the W. Va. Code, workers' compensation premium, permit fee or environmental fee or assessment and
the matter has not become final or where the vendor has entered into a payment plan or agreement and the vendor is not
in default of any of the provisions of such plan or agreement.

DEFINITIONS:

“Debt” means any assessment, premium, penalty, fine, tax or other amount of money owed to the state or any of its
political subdivisions because of a judgment, fine, permit violation, license assessment, defaulted woarkers’
compensation premium, penalty or other assessment presently delinquent or due and required to be paid to the state
or any of its political subdivisions, including any interest or additional penalties accrued thereon.

“Employer default” means having an outstanding balance or liability to the old fund or to the uninsured employers'
fund or being in policy default, as defined in W. Va. Code § 23-2¢-2, failure to maintain mandatory workers'
compensation coverage, or failure to fully meet its obligations as a workers' compensation self-insured employer. An
employer is not in employer default if it has entered into a repayment agreement with the Insurance Commissioner
and remains in compliance with the obligations under the repayment agreement.

“Related party” means a party, whether an individual, corporation, partnership, association, limited liability company
or any other form or business association or other entity whatsoever, related to any vendor by blood, marriage,
ownership or contract through which the party has a relationship of ownership or other interest with the vendor so that
the party will actually or by effect receive or control a portion of the benefit, profit or other consideration from
performance of a vendor contract with the party receiving an amount that meets or exceed five percent of the total
contract amount.

AFFIRMATION: By signing this form, the vendor’s authorized signer affirms and acknowledges under penalty of
law for false swearing (W. Va. Code §61-5-3) that neither vendor nor any related party owe a debt as defined

above and that neither vendor nor any related party are in employer default as defined above, unless the debt or
employer default is permitted under the exception above.

WITNESS THE FOLLOWING SIGNATURE:

Vendor's Name:

Authorized Signature: Date:

State of

County of , to-wit:

Taken, subscribed, and sworn to before me this ___ day of 20

My Commission expires , 20

AFFIX SEAL HERE NOTARY PUBLIC

Purchasing Affidavit (Revised 07/01/2012)
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Rev. 07/12 State of West Virginia
VENDOR PREFERENCE CERTIFICATE

Certification and application® is hereby made for Preference in accordance with West Virginia Code, §5A-3-37. (Does not apply to
construction contracts). West Virginia Code, §5A-3-37, provides an opportunity for qualifying vendors to request (at the time of bld)
preference for their residency status. Such preference is an evaluation method only and will be applied only to the cost bid in
accordance with the West Virginia Code. This certificate for application is to be used to request such preference. The Purchasing
Division will make the determination of the Resident Vendor Preference, if applicable.

1. Application is made for 2.5% resident vendor preference for the reason checked:

Bidder is an individual resident vendor and has resided continuously in West Virginia for four (4) years immediately preced-
ing the date of this certification; or,

Bidder is a partnership, association or corporation re5|dent vendor and has maintained its headquarters or principal place of
business continuously in West Virginia for four (4) years immediately preceding the date of this certification; or 80% of the
ownership interest of Bidder is held by another individual, partnership, association or corporation resident vendor who has
maintained its headquarters or principal place of business continuously in West Virginia for four (4) years immediately
preceding the date of this certification; or,

Bidder is a nonresident vendor which has an affiliate or subsidiary which employs a minimum of one hundred state residents
and which has maintained its headquarters or principal place of business within West Virginia continuously for the four (4)
years immediately preceding the date of this certification; or,

2. Application is made for 2.5% resident vendor preference for the reason checked:

Bidder is a resident vendor who certifies that, during the life of the contract, on average at least 75% of the employees
working on the project being bid are residents of West Virginia who have resided in the state continuously for the two years
immediately preceding submission of this bid; or,

3. Application is made for 2.5% resident vendor preference for the reason checked:
Bidder is a nonresident vendor employing a minimum of one hundred state residents or is a nonresident vendor with an
affiliate or subsidiary which maintains its headquarters or principal place of business within West Virginia employing a
minimum of one hundred state residents who certifies that, during the life of the contract, on average at least 75% of the
employees or Bidder’s affiliate’s or subsidiary’'s employees are residents of West Virginia who have resided in the state
continuously for the two years immediately preceding submission of this bid; or,

4. Application is made for 5% resident vendor preference for the reason checked:
Bidder meets either the requirement of both subdivisions (1) and (2) or subdivision (1) and (3) as stated above; or,

5. Application is made for 3.5% resident vendor preference who is a veteran for the reason checked:
Bidder is an individual resident vendor who is a veteran of the United States armed forces, the reserves or the National Guard
and has resided in West Virginia continuously for the four years immediately preceding the date on which the bid is
submitted; or,

6. Application is made for 3.5% resident vendor preference who is a veteran for the reason checked:

Bidder is a resident vendor who is a veteran of the United States armed forces, the reserves or the National Guard, if, for
purposes of producing or distributing the commaodities or completing the project which is the subject of the vendor’s bid and
continuously over the entire term of the project, on average at least seventy-five percent of the vendor's employees are
residents of West Virginia who have resided in the state continuously for the two immediately preceding years.

7. Application is made for preference as a non-resident small, women- and minority-owned business, in accor-
dance with West Virginia Code §5A-3-59 and West Virginia Code of State Rules.

Bidder has been or expects to be approved prior to contract award by the Purchasing Division as a certified small, women-
and minority-owned business.

Bidder understands if the Secretary of Revenue determines that a Bidder receiving preference has failed to continue to meet the
requirements for such preference, the Secretary may order the Director of Purchasing to: (a) reject the bid; or (b) assess a penalty
against such Bidder in an amount not to exceed 5% of the bid amount and that such penalty will be paid to the contracting agency
or deducted from any unpaid balance on the contract or purchase order.

By submission of this certificate, Bidder agrees to disclose any reasonably requested information to the Purchasing Division and
authorizes the Department of Revenue to disclose to the Director of Purchasing appropriate information verifying that Bidder has paid
the required business taxes, provided that such information does not contain the amounts of taxes paid nor any other information
deemed by the Tax Commissioner to be confidential.

Under penalty of law for false swearing (West Virginia Code, §61-5-3), Bidder hereby certifies that this certificate is true
and accurate in all respects; and that if a contract is issued to Bidder and if anything contained within this certificate
changes during the term of the contract, Bidder will notify the Purchasing Division in writing immediately.

Bidder: Signed:

Date: Title:




