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[bookmark: _Toc333927697]Functional Specifications: General Business Management
	SPEC #
	Specification Description
	Currently Supported
	Planned by Implementation Date
	Custom Development
	Not Offered
	Comments

	1.01
	Vendor Relationship
	
	
	
	
	

	F
	1. 
	The ELS shall operate in a vendor hosted environment
	[bookmark: Text4]     
	[bookmark: Text1]     
	[bookmark: Text2]     
	[bookmark: Text3]     
	[bookmark: Text9]     

	F
	2. 
	All hardware associated with operation of the ELS should be owned by the vendor except in cases where a POS agent will opt to utilize their own PC
	[bookmark: Text5]     
	[bookmark: Text6]     
	[bookmark: Text7]     
	[bookmark: Text8]     
	[bookmark: Text10]     

	F
	3. 
	All software associated with operation of the ELS should be owned by the vendor except in cases where a POS agent will opt to utilize their own PC in which case the PC software (e.g. OS and browser) should be provided by the agent
	[bookmark: Text11]     
	[bookmark: Text12]     
	[bookmark: Text13]     
	[bookmark: Text14]     
	[bookmark: Text15]     

	F
	4. 
	The ELS should require a connection between the vendor and the agent when executing any transaction
	[bookmark: Text16]     
	[bookmark: Text17]     
	[bookmark: Text18]     
	[bookmark: Text19]     
	[bookmark: Text20]     

	F
	5. 
	The ELS technical environment should meet all structural standards defined for a West Virginia business partner 
	[bookmark: Text21]     
	[bookmark: Text22]     
	[bookmark: Text23]     
	[bookmark: Text24]     
	[bookmark: Text25]     

	F
	6. 
	The ELS technical environment should meet all procedural standards defined for a West Virginia business partner 
	[bookmark: Text26]     
	[bookmark: Text27]     
	[bookmark: Text28]     
	[bookmark: Text29]     
	[bookmark: Text30]     

	1.02
	Search Criteria
	
	
	
	
	

	F
	7. 
	The ELS should allow DNR to search the replicated database 
	[bookmark: Text31]     
	[bookmark: Text32]     
	[bookmark: Text33]     
	[bookmark: Text34]     
	[bookmark: Text35]     

	F
	8. 
	The ELS should, when appropriate, allow DNR to search the ELS production database 
	[bookmark: Text36]     
	[bookmark: Text37]     
	[bookmark: Text38]     
	[bookmark: Text39]     
	[bookmark: Text40]     

	F
	9. 
	The ELS should support wildcard searches by DNR
	[bookmark: Text41]     
	[bookmark: Text42]     
	[bookmark: Text43]     
	[bookmark: Text44]     
	[bookmark: Text45]     

	F
	10. 
	The ELS should not require searches to be case sensitive
	[bookmark: Text46]     
	[bookmark: Text47]     
	[bookmark: Text48]     
	[bookmark: Text49]     
	[bookmark: Text50]     

	F
	11. 
	The ELS should ignore non-alpha numeric characters when searching
	[bookmark: Text51]     
	[bookmark: Text52]     
	[bookmark: Text53]     
	[bookmark: Text54]     
	[bookmark: Text55]     

	F
	12. 
	The ELS should display leading zeros when displaying identifiers such as Social Security Number or driver license numbers
	[bookmark: Text56]     
	[bookmark: Text57]     
	[bookmark: Text58]     
	[bookmark: Text59]     
	[bookmark: Text60]     

	1.03
	Letter and Form Generation
	
	
	
	
	

	F
	13. 
	The ELS should support communication to customers
	[bookmark: Text61]     
	[bookmark: Text62]     
	[bookmark: Text63]     
	[bookmark: Text64]     
	[bookmark: Text65]     

	F
	14. 
	The ELS should support the generation of email as a method of communication
	[bookmark: Text66]     
	[bookmark: Text67]     
	[bookmark: Text68]     
	[bookmark: Text69]     
	[bookmark: Text70]     

	F
	15. 
	The ELS should support the generation of letters as a method of communication
	[bookmark: Text71]     
	[bookmark: Text72]     
	[bookmark: Text73]     
	[bookmark: Text74]     
	[bookmark: Text75]     

	F
	16. 
	The ELS should support the generation of mailing labels as a method of communication
	[bookmark: Text76]     
	[bookmark: Text77]     
	[bookmark: Text78]     
	[bookmark: Text79]     
	[bookmark: Text80]     
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	17. 
	The ELS should support the generation of electronic files as a method of communication
	[bookmark: Text81]     
	[bookmark: Text82]     
	[bookmark: Text83]     
	[bookmark: Text84]     
	[bookmark: Text85]     

	F
	18. 
	The ELS should support an option to format electronic files for Excel
	[bookmark: Text86]     
	[bookmark: Text87]     
	[bookmark: Text88]     
	[bookmark: Text89]     
	[bookmark: Text90]     
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	19. 
	The ELS should support an option to format electronic files for Word
	[bookmark: Text91]     
	[bookmark: Text92]     
	[bookmark: Text93]     
	[bookmark: Text94]     
	[bookmark: Text95]     

	F
	20. 
	The ELS should support communication to all agents 
	[bookmark: Text96]     
	[bookmark: Text97]     
	[bookmark: Text98]     
	[bookmark: Text99]     
	[bookmark: Text100]     

	F
	21. 
	The ELS should support communications to agents within one or more counties or geographical areas (such as a district)
	[bookmark: Text101]     
	[bookmark: Text102]     
	[bookmark: Text103]     
	[bookmark: Text104]     
	[bookmark: Text105]     

	F
	22. 
	The ELS should support communications to agents belonging to a larger business organization
	[bookmark: Text106]     
	[bookmark: Text107]     
	[bookmark: Text108]     
	[bookmark: Text109]     
	[bookmark: Text110]     

	F
	23. 
	The ELS should support communications to agents authorized to sell certain licenses
	[bookmark: Text111]     
	[bookmark: Text112]     
	[bookmark: Text113]     
	[bookmark: Text114]     
	[bookmark: Text115]     

	F
	24. 
	The ELS should support communications to agents in a certain status
	[bookmark: Text116]     
	[bookmark: Text117]     
	[bookmark: Text118]     
	[bookmark: Text119]     
	[bookmark: Text120]     

	F
	25. 
	The ELS should support communications to agents of a certain type
	[bookmark: Text121]     
	[bookmark: Text122]     
	[bookmark: Text123]     
	[bookmark: Text124]     
	[bookmark: Text125]     
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	26. 
	The ELS should support communications to all customers 
	[bookmark: Text126]     
	[bookmark: Text127]     
	[bookmark: Text128]     
	[bookmark: Text129]     
	[bookmark: Text130]     

	F
	27. 
	The ELS should support communications to customers issued a certain type of active license or privilege for a specific license year
	[bookmark: Text131]     
	[bookmark: Text132]     
	[bookmark: Text133]     
	[bookmark: Text134]     
	[bookmark: Text135]     
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	28. 
	The ELS should support communications to customers with a certain personal attribute
	[bookmark: Text136]     
	[bookmark: Text137]     
	[bookmark: Text138]     
	[bookmark: Text139]     
	[bookmark: Text140]     

	F
	29. 
	The ELS should support communications to customers residing in a certain county
	[bookmark: Text141]     
	[bookmark: Text142]     
	[bookmark: Text143]     
	[bookmark: Text144]     
	[bookmark: Text145]     

	F
	30. 
	The ELS should support communications to customers with an in-state address
	[bookmark: Text146]     
	[bookmark: Text147]     
	[bookmark: Text148]     
	[bookmark: Text149]     
	[bookmark: Text150]     

	F
	31. 
	The ELS should support communications to customers with an out-of-state address
	[bookmark: Text151]     
	[bookmark: Text152]     
	[bookmark: Text153]     
	[bookmark: Text154]     
	[bookmark: Text155]     

	F
	32. 
	The ELS should support communications to customers with a certain status
	[bookmark: Text156]     
	[bookmark: Text157]     
	[bookmark: Text158]     
	[bookmark: Text159]     
	[bookmark: Text160]     

	F
	33. 
	The ELS should support communications to customers who are currently revoked
	[bookmark: Text161]     
	[bookmark: Text162]     
	[bookmark: Text163]     
	[bookmark: Text164]     
	[bookmark: Text165]     

	F
	34. 
	The ELS should support communications to customers issued a certain type of active license or privilege for a specific license year purchased from a certain agent
	[bookmark: Text166]     
	[bookmark: Text167]     
	[bookmark: Text168]     
	[bookmark: Text169]     
	[bookmark: Text170]     

	F
	35. 
	The ELS should support communications to customers who have a license or privilege voided during a specified time period
	[bookmark: Text171]     
	[bookmark: Text172]     
	[bookmark: Text173]     
	[bookmark: Text174]     
	[bookmark: Text175]     

	F
	36. 
	The ELS should support communications to customers who have obtained a reprint of their license during a specified time period
	[bookmark: Text176]     
	[bookmark: Text177]     
	[bookmark: Text178]     
	[bookmark: Text179]     
	[bookmark: Text180]     

	F
	37. 
	The ELS should default the method of communications to email if an email address is provided
	[bookmark: Text181]     
	[bookmark: Text182]     
	[bookmark: Text183]     
	[bookmark: Text184]     
	[bookmark: Text185]     

	F
	38. 
	The ELS should default the method of communications to U.S. mail if an email address is not provided
	[bookmark: Text186]     
	[bookmark: Text187]     
	[bookmark: Text188]     
	[bookmark: Text189]     
	[bookmark: Text190]     

	F
	39. 
	The ELS should not include SSN in any communication
	[bookmark: Text191]     
	[bookmark: Text192]     
	[bookmark: Text193]     
	[bookmark: Text194]     
	[bookmark: Text195]     

	F
	40. 
	The ELS should not include EIN in any communication
	[bookmark: Text196]     
	[bookmark: Text197]     
	[bookmark: Text198]     
	[bookmark: Text199]     
	[bookmark: Text200]     

	F
	41. 
	The ELS should, when required, print only the last four digits of SSN and print asterisks (*) for the first five digits of SSN
	[bookmark: Text201]     
	[bookmark: Text202]     
	[bookmark: Text203]     
	[bookmark: Text204]     
	[bookmark: Text205]     

	F
	42. 
	The ELS should, when required, print only the last four digits of EIN and print asterisks (*) for the first five digits of EIN
	[bookmark: Text206]     
	[bookmark: Text207]     
	[bookmark: Text208]     
	[bookmark: Text209]     
	[bookmark: Text210]     

	1.04
	Agent Applications
	
	
	
	
	

	F
	43. 
	The ELS should allow authorized DNR staff to add a new agent 
	[bookmark: Text211]     
	[bookmark: Text212]     
	[bookmark: Text213]     
	[bookmark: Text214]     
	[bookmark: Text215]     

	1.05
	Pre-authorize Credit Card
	
	
	
	
	

	F
	44. 
	The ELS should pre-authorize credit cards on all internet sales
	[bookmark: Text216]     
	[bookmark: Text217]     
	[bookmark: Text218]     
	[bookmark: Text219]     
	[bookmark: Text220]     
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	45. 
	The ELS shall use the West Virginia Treasurer’s payment gateway for all credit card transactions
	[bookmark: Text221]     
	[bookmark: Text222]     
	[bookmark: Text223]     
	[bookmark: Text224]     
	[bookmark: Text225]     

	1.06
	Alerts
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	46. 
	The ELS should support functionality to send instant alert messages to agents
	[bookmark: Text226]     
	[bookmark: Text227]     
	[bookmark: Text228]     
	[bookmark: Text229]     
	[bookmark: Text230]     
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	47. 
	The ELS should support functionality to send alert messages to customers
	[bookmark: Text231]     
	[bookmark: Text232]     
	[bookmark: Text233]     
	[bookmark: Text234]     
	[bookmark: Text235]     

	F
	48. 
	The ELS should support functionality to target specific agents or customers to receive the alert message
	[bookmark: Text236]     
	[bookmark: Text237]     
	[bookmark: Text238]     
	[bookmark: Text239]     
	[bookmark: Text240]     

	1.07
	Retention of Incomplete Transaction Data
	
	
	
	
	

	F
	49. 
	The ELS should not retain in the database customer information if the sale is not completed
	[bookmark: Text241]     
	[bookmark: Text242]     
	[bookmark: Text243]     
	[bookmark: Text244]     
	[bookmark: Text245]     

	F
	50. 
	The ELS should not retain in the database transaction information if the sale is not completed
	[bookmark: Text246]     
	[bookmark: Text247]     
	[bookmark: Text248]     
	[bookmark: Text249]     
	[bookmark: Text250]     

	F
	51. 
	The ELS should identify all incomplete sales to DNR
	[bookmark: Text251]     
	[bookmark: Text252]     
	[bookmark: Text253]     
	[bookmark: Text254]     
	[bookmark: Text255]     

	1.08
	Training Mode
	
	
	
	
	

	F
	52. 
	The ELS should support an agent POS “training” mode
	[bookmark: Text256]     
	[bookmark: Text257]     
	[bookmark: Text258]     
	[bookmark: Text259]     
	[bookmark: Text260]     
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	53. 
	The ELS should operate the POS offline in training mode, simulating production mode
	[bookmark: Text261]     
	[bookmark: Text262]     
	[bookmark: Text263]     
	[bookmark: Text264]     
	[bookmark: Text265]     

	F
	54. 
	The ELS should clearly identify to the agent that the POS is in training mode
	[bookmark: Text266]     
	[bookmark: Text267]     
	[bookmark: Text268]     
	[bookmark: Text269]     
	[bookmark: Text270]     
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	55. 
	The ELS should record all transactions in training mode
	[bookmark: Text271]     
	[bookmark: Text272]     
	[bookmark: Text273]     
	[bookmark: Text274]     
	[bookmark: Text275]     
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	56. 
	The ELS should indicate the transaction was created in training mode
	[bookmark: Text276]     
	[bookmark: Text277]     
	[bookmark: Text278]     
	[bookmark: Text279]     
	[bookmark: Text280]     

	F
	57. 
	The ELS should consider all transactions created in training mode as not valid
	[bookmark: Text281]     
	[bookmark: Text282]     
	[bookmark: Text283]     
	[bookmark: Text284]     
	[bookmark: Text285]     

	F
	58. 
	The ELS should clearly identify all printed licenses and privileges generated while in training mode as void and not valid for use
	[bookmark: Text286]     
	[bookmark: Text287]     
	[bookmark: Text288]     
	[bookmark: Text289]     
	[bookmark: Text290]     

	F
	59. 
	The ELS should clearly identify all agent reports generated while in training mode as void and not valid for use
	[bookmark: Text291]     
	[bookmark: Text292]     
	[bookmark: Text293]     
	[bookmark: Text294]     
	[bookmark: Text295]     

	1.09
	Special Licenses and Permits
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	60. 
	The ELS should allow DNR to issue free licenses and permits to individuals who meet strict eligibility specifications 
	[bookmark: Text296]     
	[bookmark: Text297]     
	[bookmark: Text298]     
	[bookmark: Text299]     
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	61. 
	The ELS should allow these licenses and permits to be issued only by authorized staff at DNR Headquarters
	[bookmark: Text301]     
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	1.10
	Administrative
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	62. 
	The ELS should recognize a DNR user
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	[bookmark: Text307]     
	[bookmark: Text308]     
	[bookmark: Text309]     
	[bookmark: Text310]     

	F
	63. 
	The ELS should allow DNR certain unique functionality
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	64. 
	The ELS should allow authorized DNR staff to issue all licenses and permits
	[bookmark: Text316]     
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	[bookmark: Text318]     
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	65. 
	The ELS should allow authorized DNR staff to issue lifetime and certain special licenses and permits
	[bookmark: Text321]     
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	[bookmark: Text323]     
	[bookmark: Text324]     
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	66. 
	The ELS should allow authorized DNR staff to print certain licenses and permits and to generate reprints of licenses as needed
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	[bookmark: Text328]     
	[bookmark: Text329]     
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	67. 
	The ELS should allow DNR to print lifetime and certain specialized licenses on a “credit card” type printer (Fargo HDP-5000 printer or equivalent, capable of printing more than 6,000 cards/year)
	[bookmark: Text331]     
	[bookmark: Text332]     
	[bookmark: Text333]     
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	68. 
	The ELS should support adding graphics to licenses printed on the credit card printer
	[bookmark: Text336]     
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	[bookmark: Text338]     
	[bookmark: Text339]     
	[bookmark: Text340]     
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	69. 
	The ELS should provide a method to allow DNR to accept alternate types of payment such as cash or checks
	[bookmark: Text341]     
	[bookmark: Text342]     
	[bookmark: Text343]     
	[bookmark: Text344]     
	[bookmark: Text345]     
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	70. 
	The ELS should provide functionality to search, in real time mode, the ELS database for licenses sold by a specific agent
	[bookmark: Text346]     
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	1.11
	User Roles
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	71. 
	The ELS should allow the DNR administrator to maintain roles for each ELS user
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	72. 
	The ELS should allow a user access only to functions he/she has the right to perform
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	1.12
	Drop Downs
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	73. 
	The ELS should allow DNR to maintain customer specific values in drop down tables
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	1.13
	Inventory and Supplies
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	74. 
	The ELS should allow agents to order supplies
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	75. 
	The ELS should track and manage an agent’s supply orders
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	76. 
	The ELS should confirm an order to the agent
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	1.14
	Revocations
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	77. 
	The ELS should allow only DNR law enforcement to revoke a customer’s hunting, trapping, and fishing privileges
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	78. 
	The ELS should allow only DNR law enforcement to enter the revocation beginning and revocation ending dates 
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	79. 
	The ELS should allow only DNR law enforcement to enter a reason for the revocation 
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	80. 
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	The ELS should produce a report listing customers who attempted to reprint a voided license
	[bookmark: Text4663]     
	[bookmark: Text4664]     
	[bookmark: Text4665]     
	[bookmark: Text4666]     
	[bookmark: Text4667]     

	F
	934. 
	The ELS should produce a report listing licenses reprinted more than once
	[bookmark: Text4668]     
	[bookmark: Text4669]     
	[bookmark: Text4670]     
	[bookmark: Text4671]     
	[bookmark: Text4672]     

	F
	935. 
	The ELS should produce a report listing game check reports in excess of bag limits
	[bookmark: Text4673]     
	[bookmark: Text4674]     
	[bookmark: Text4675]     
	[bookmark: Text4676]     
	[bookmark: Text4677]     
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[bookmark: _Toc316634020][bookmark: _Toc333927707]Technical Specifications
	SPEC #
	Specification Description
	Currently Supported
	Planned by Implementation Date
	Custom Development
	Not Offered
	Comments

	
	General 
	
	
	
	
	

	T
	1. 
	The vendor should provide a system that includes secure authentication and authorization in order to protect customer and DNR information
	[bookmark: Text4678]     
	[bookmark: Text4679]     
	[bookmark: Text4680]     
	[bookmark: Text4681]     
	[bookmark: Text4682]     

	T
	2. 
	The system should be available 24 X 7, 365 days a year, except for scheduled maintenance
	[bookmark: Text4683]     
	[bookmark: Text4684]     
	[bookmark: Text4685]     
	[bookmark: Text4686]     
	[bookmark: Text4687]     

	T
	3. 
	Scheduled maintenance periods should be pre-approved by DNR and should avoid peak sales periods  
	[bookmark: Text4688]     
	[bookmark: Text4689]     
	[bookmark: Text4690]     
	[bookmark: Text4691]     
	[bookmark: Text4692]     

	T
	4. 
	The system should operate in a real time, integrated transactions mode
	[bookmark: Text4693]     
	[bookmark: Text4694]     
	[bookmark: Text4695]     
	[bookmark: Text4696]     
	[bookmark: Text4697]     

	T
	5. 
	The vendor should provide a system utilizing industry standard database, application, and query functionality 
	[bookmark: Text4698]     
	[bookmark: Text4699]     
	[bookmark: Text4700]     
	[bookmark: Text4701]     
	[bookmark: Text4702]     

	T
	6. 
	The software developed should be subject to review and approval by DNR, OT, or its authorized agents.
	[bookmark: Text4703]     
	[bookmark: Text4704]     
	[bookmark: Text4705]     
	[bookmark: Text4706]     
	[bookmark: Text4707]     

	T
	7. 
	The vendor shall provide a complete hosting solution for the system including, but not limited to hardware, system software, application software, database management system, middleware, connectivity, operations, and maintenance for the life of the contract 
	[bookmark: Text4708]     
	[bookmark: Text4709]     
	[bookmark: Text4710]     
	[bookmark: Text4711]     
	[bookmark: Text4712]     

	T
	8. 
	The vendor should be responsible for all costs associated with the hosting the solution at all stages (development through production) 
	[bookmark: Text4713]     
	[bookmark: Text4714]     
	[bookmark: Text4715]     
	[bookmark: Text4716]     
	[bookmark: Text4717]     

	T
	9. 
	The system should provide users with the ability to log out which should remove session information associated with the user (cached data) so that no remnants of the prior session remains or is carried to the next user log in  
	[bookmark: Text4718]     
	[bookmark: Text4719]     
	[bookmark: Text4720]     
	[bookmark: Text4721]     
	[bookmark: Text4722]     

	T
	10. 
	The vendor should provide a system that should communicate via dial-up, broadband, and DSL (agents will be responsible for obtaining their own ISP and internet connectivity. Wireless connectivity is prohibited )
	[bookmark: Text4723]     
	[bookmark: Text4724]     
	[bookmark: Text4725]     
	[bookmark: Text4726]     
	[bookmark: Text4727]     

	T
	11. 
	The system should have full compatibility with Microsoft Internet Explorer 7.0 and later; other browser compatibility should be determined jointly by vendor and DNR and/or OT  
	[bookmark: Text4728]     
	[bookmark: Text4729]     
	[bookmark: Text4730]     
	[bookmark: Text4731]     
	[bookmark: Text4732]     

	T
	12. 
	The system should be browser-based; WV DNR will consider exceptions related to POS devices  
	[bookmark: Text4733]     
	[bookmark: Text4734]     
	[bookmark: Text4735]     
	[bookmark: Text4736]     
	[bookmark: Text4737]     

	T
	13. 
	The system should employ a standard, consistent design style sheet for all modules, using the same page layouts, color scheme, data fields, and labels  
	[bookmark: Text4738]     
	[bookmark: Text4739]     
	[bookmark: Text4740]     
	[bookmark: Text4741]     
	[bookmark: Text4742]     

	T
	14. 
	The system should provide the ability to set a session time out period  
	[bookmark: Text4743]     
	[bookmark: Text4744]     
	[bookmark: Text4745]     
	[bookmark: Text4746]     
	[bookmark: Text4747]     

	T
	15. 
	The system shall interface with the West Virginia Treasurer’s credit card processing system for the purpose of collecting the credit card information and determining if the transaction has successfully cleared (thus, no credit card information may be collected or stored by the ELS itself) 
	[bookmark: Text4748]     
	[bookmark: Text4749]     
	[bookmark: Text4750]     
	[bookmark: Text4751]     
	[bookmark: Text4752]     

	
	Security
	
	
	
	
	

	T
	16. 
	The system should provide secure access via application-enabled, role-based security which permits the assignment of certain functions (or group of functions) to certain roles 
	[bookmark: Text4753]     
	[bookmark: Text4754]     
	[bookmark: Text4755]     
	[bookmark: Text4756]     
	[bookmark: Text4757]     

	T
	17. 
	The system should verify the identity or authenticate all of its users before allowing them to use its capabilities  
	[bookmark: Text4758]     
	[bookmark: Text4759]     
	[bookmark: Text4760]     
	[bookmark: Text4761]     
	[bookmark: Text4762]     

	T
	18. 
	The vendor should ensure that the system software is protected from infection by undesirable programs (e.g., computer viruses) 
	[bookmark: Text4763]     
	[bookmark: Text4764]     
	[bookmark: Text4765]     
	[bookmark: Text4766]     
	[bookmark: Text4767]     

	T
	19. 
	The system should enforce unique user names 
	[bookmark: Text4768]     
	[bookmark: Text4769]     
	[bookmark: Text4770]     
	[bookmark: Text4771]     
	[bookmark: Text4772]     

	T
	20. 
	The system should enforce the use of complex passwords in compliance with West Virginia Office of Technology standards  
	[bookmark: Text4773]     
	[bookmark: Text4774]     
	[bookmark: Text4775]     
	[bookmark: Text4776]     
	[bookmark: Text4777]     

	T
	21. 
	The system should encrypt passwords and other mutually agreed upon Personal Identification Information (PII) while in transmission and at rest in the database (if applicable)  
	[bookmark: Text4778]     
	[bookmark: Text4779]     
	[bookmark: Text4780]     
	[bookmark: Text4781]     
	[bookmark: Text4782]     

	T
	22. 
	The application should not store authentication credentials or sensitive data in its code 
	[bookmark: Text4783]     
	[bookmark: Text4784]     
	[bookmark: Text4785]     
	[bookmark: Text4786]     
	[bookmark: Text4787]     

	T
	23. 
	The system should detect and record all accesses that fail identification or authentication specifications  
	[bookmark: Text4788]     
	[bookmark: Text4789]     
	[bookmark: Text4790]     
	[bookmark: Text4791]     
	[bookmark: Text4792]     

	T
	24. 
	The vendor should ensure that subsequent application changes (e.g., fixes, enhancements) do not remove or degrade security specifications  
	[bookmark: Text4793]     
	[bookmark: Text4794]     
	[bookmark: Text4795]     
	[bookmark: Text4796]     
	[bookmark: Text4797]     

	T
	25. 
	Vendor should adhere to formal maintenance procedures which prevent authorized software modifications from defeating security mechanisms   
	[bookmark: Text4798]     
	[bookmark: Text4799]     
	[bookmark: Text4800]     
	[bookmark: Text4801]     
	[bookmark: Text4802]     

	T
	26. 
	The vendor should inform DNR and OT’s Security Team of any security breach as soon as possible and in no case more than one business day following discovery of such breach 
	[bookmark: Text4803]     
	[bookmark: Text4804]     
	[bookmark: Text4805]     
	[bookmark: Text4806]     
	[bookmark: Text4807]     

	T
	27. 
	The vendor should assume full responsibility for any security breach with no liability accruing to DNR or other West Virginia state agency
	[bookmark: Text4808]     
	[bookmark: Text4809]     
	[bookmark: Text4810]     
	[bookmark: Text4811]     
	[bookmark: Text4812]     

	
	License Sales Equipment – General 
	
	
	
	
	

	T
	28. 
	Equipment should accommodate users who possess a broad range of technical expertise 
	[bookmark: Text4813]     
	[bookmark: Text4814]     
	[bookmark: Text4815]     
	[bookmark: Text4816]     
	[bookmark: Text4817]     

	T
	29. 
	Equipment configuration at POS locations should have a minimal footprint due to the wide variety of POS agent facilities in West Virginia
	[bookmark: Text4818]     
	[bookmark: Text4819]     
	[bookmark: Text4820]     
	[bookmark: Text4821]     
	[bookmark: Text4822]     

	T
	30. 
	Capabilities of the equipment should not limit the effective application of business rules to the license sale process 
	[bookmark: Text4823]     
	[bookmark: Text4824]     
	[bookmark: Text4825]     
	[bookmark: Text4826]     
	[bookmark: Text4827]     

	T
	31. 
	Vendor should provide all equipment needed at each POS to manage the license sales process at that location except that vendors may provide agents with the option of using the agents’ own PC with vendor-supplied peripherals   (Agents will supply internet connectivity via their ISP)
	[bookmark: Text4828]     
	[bookmark: Text4829]     
	[bookmark: Text4830]     
	[bookmark: Text4831]     
	[bookmark: Text4832]     

	T
	32. 
	Vendor provided equipment should include a scanner capable of reading (via bar code, magnetic stripe, or similar technologies) customer data by scanning identification cards such as drivers’ licenses, including those in compliance with the REAL ID Act of 2005     
	[bookmark: Text4833]     
	[bookmark: Text4834]     
	[bookmark: Text4835]     
	[bookmark: Text4836]     
	[bookmark: Text4837]     

	T
	33. 
	Vendor should provide all supplies needed to produce hard copy licenses on pre-watermarked (or otherwise designated) paper which should be durable and retains readability after being soaked with water and dried
	[bookmark: Text4838]     
	[bookmark: Text4839]     
	[bookmark: Text4840]     
	[bookmark: Text4841]     
	[bookmark: Text4842]     

	T
	34. 
	Vendor should manage the equipment distribution process 
	[bookmark: Text4843]     
	[bookmark: Text4844]     
	[bookmark: Text4845]     
	[bookmark: Text4846]     
	[bookmark: Text4847]     

	T
	35. 
	Vendor should manage the equipment repair or replacement process 
	[bookmark: Text4848]     
	[bookmark: Text4849]     
	[bookmark: Text4850]     
	[bookmark: Text4851]     
	[bookmark: Text4852]     

	T
	36. 
	Vendor should provide technical help (troubleshooting, problem resolution) for POS via email and telephone, from 9:00 a.m. to 9:00 p.m. (except during the month of November when availability is 24 hours a day), 7 days a week
	[bookmark: Text4853]     
	[bookmark: Text4854]     
	[bookmark: Text4855]     
	[bookmark: Text4856]     
	[bookmark: Text4857]     

	T
	37. 
	POS equipment configuration should be approved by West Virginia DNR and Office of Technology 
	[bookmark: Text4858]     
	[bookmark: Text4859]     
	[bookmark: Text4860]     
	[bookmark: Text4861]     
	[bookmark: Text4862]     

	T
	38. 
	Equipment should be easy to set up and maintain by non-technical staff with little or minimal assistance 
	[bookmark: Text4863]     
	[bookmark: Text4864]     
	[bookmark: Text4865]     
	[bookmark: Text4866]     
	[bookmark: Text4867]     

	T
	39. 
	ELS equipment and application should provide online or local printer access to POS agent reports  
	[bookmark: Text4868]     
	[bookmark: Text4869]     
	[bookmark: Text4870]     
	[bookmark: Text4871]     
	[bookmark: Text4872]     

	
	License Sales Equipment – Set up and Maintenance 
	
	
	
	
	

	T
	40. 
	Vendor should be responsible for initial and subsequent equipment deployment (DNR should be responsible for retrieving existing DNR-owned equipment) 
	[bookmark: Text4873]     
	[bookmark: Text4874]     
	[bookmark: Text4875]     
	[bookmark: Text4876]     
	[bookmark: Text4877]     

	T
	41. 
	The vendor should be responsible for developing a comprehensive equipment deployment plan that meets DNR approval 
	[bookmark: Text4878]     
	[bookmark: Text4879]     
	[bookmark: Text4880]     
	[bookmark: Text4881]     
	[bookmark: Text4882]     

	T
	42. 
	The vendor should be responsible for executing the equipment deployment plan 
	[bookmark: Text4883]     
	[bookmark: Text4884]     
	[bookmark: Text4885]     
	[bookmark: Text4886]     
	[bookmark: Text4887]     

	T
	43. 
	Vendor should be responsible for vendor supplied equipment set up and successful connection to agent-provided internet access 
	[bookmark: Text4888]     
	[bookmark: Text4889]     
	[bookmark: Text4890]     
	[bookmark: Text4891]     
	[bookmark: Text4892]     

	T
	44. 
	Vendor should be responsible for verifying that the equipment functions properly at agent location  
	[bookmark: Text4893]     
	[bookmark: Text4894]     
	[bookmark: Text4895]     
	[bookmark: Text4896]     
	[bookmark: Text4897]     

	T
	45. 
	Clear equipment set up documentation should be shipped with all equipment; this same documentation should be available online
	[bookmark: Text4898]     
	[bookmark: Text4899]     
	[bookmark: Text4900]     
	[bookmark: Text4901]     
	[bookmark: Text4902]     

	T
	46. 
	Equipment documentation including a quick reference guide should be provided to each agent on paper  
	[bookmark: Text4903]     
	[bookmark: Text4904]     
	[bookmark: Text4905]     
	[bookmark: Text4906]     
	[bookmark: Text4907]     

	T
	47. 
	Equipment documentation including a quick reference guide should be made available to each agent in electronic format 
	[bookmark: Text4908]     
	[bookmark: Text4909]     
	[bookmark: Text4910]     
	[bookmark: Text4911]     
	[bookmark: Text4912]     

	T
	48. 
	In the event of a POS equipment problem, the vendor should have the ability to perform diagnostic and/or software fixes remotely  
	[bookmark: Text4913]     
	[bookmark: Text4914]     
	[bookmark: Text4915]     
	[bookmark: Text4916]     
	[bookmark: Text4917]     

	T
	49. 
	Vendor should maintain an adequate supply of replacement equipment  
	[bookmark: Text4918]     
	[bookmark: Text4919]     
	[bookmark: Text4920]     
	[bookmark: Text4921]     
	[bookmark: Text4922]     

	T
	50. 
	Vendor should identify where replacement equipment is located 
	[bookmark: Text4923]     
	[bookmark: Text4924]     
	[bookmark: Text4925]     
	[bookmark: Text4926]     
	[bookmark: Text4927]     

	T
	51. 
	Vendor should describe the procedure to deploy the replacement equipment when needed 
	[bookmark: Text4928]     
	[bookmark: Text4929]     
	[bookmark: Text4930]     
	[bookmark: Text4931]     
	[bookmark: Text4932]     

	T
	52. 
	Vendor should adhere to the following time frames when deploying replacement equipment: requests received before 2:00 p.m. Eastern Time Monday through Friday should ship the same day; all requests received after 2:00 p.m. or anytime Saturday or Sunday should ship the next business day; designated federal holidays should be treated as weekend days
	[bookmark: Text4933]     
	[bookmark: Text4934]     
	[bookmark: Text4935]     
	[bookmark: Text4936]     
	[bookmark: Text4937]     

	T
	53. 
	Vendor should provide a process for license agents to return equipment; the process should be approved by DNR
	[bookmark: Text4938]     
	[bookmark: Text4939]     
	[bookmark: Text4940]     
	[bookmark: Text4941]     
	[bookmark: Text4942]     

	T
	54. 
	Vendor should be responsible for shipping costs of returned equipment
	[bookmark: Text4943]     
	[bookmark: Text4944]     
	[bookmark: Text4945]     
	[bookmark: Text4946]     
	[bookmark: Text4947]     

	
	Agent Help Desk 
	
	
	
	
	

	T
	55. 
	Vendor should provide an agent help desk that is available 7 days a week, from 9:00 a.m. to 9:00 p.m. (except during the month of November when availability is 24 hours a day) via a toll free number; usage should be reviewed jointly by vendor and DNR one year post-implementation to refine availability to optimal hours
	[bookmark: Text4948]     
	[bookmark: Text4949]     
	[bookmark: Text4950]     
	[bookmark: Text4951]     
	[bookmark: Text4952]     

	T
	56. 
	The help desk should offer assistance to license agents to resolve technical issues with equipment and ordering supplies
	[bookmark: Text4953]     
	[bookmark: Text4954]     
	[bookmark: Text4955]     
	[bookmark: Text4956]     
	[bookmark: Text4957]     

	T
	57. 
	Vendor should track problem calls through use of an electronic help desk application  
	[bookmark: Text4958]     
	[bookmark: Text4959]     
	[bookmark: Text4960]     
	[bookmark: Text4961]     
	[bookmark: Text4962]     

	T
	58. 
	Vendor should annotate each call ticket with a reasonable explanation of the resolution 
	[bookmark: Text4963]     
	[bookmark: Text4964]     
	[bookmark: Text4965]     
	[bookmark: Text4966]     
	[bookmark: Text4967]     

	T
	59. 
	Vendor should allow read only access to help desk system by DNR 
	[bookmark: Text4968]     
	[bookmark: Text4969]     
	[bookmark: Text4970]     
	[bookmark: Text4971]     
	[bookmark: Text4972]     

	T
	60. 
	Vendor should develop an escalation procedure if calls are not resolved within a time frame agreed upon between vendor and DNR  
	[bookmark: Text4973]     
	[bookmark: Text4974]     
	[bookmark: Text4975]     
	[bookmark: Text4976]     
	[bookmark: Text4977]     

	T
	61. 
	Vendor should provide reports of agent call activity to DNR; report content should be mutually agreed upon 
	[bookmark: Text4978]     
	[bookmark: Text4979]     
	[bookmark: Text4980]     
	[bookmark: Text4981]     
	[bookmark: Text4982]     

	
	Database 
	
	
	
	
	

	T
	62. 
	The ELS should store the data in a relational database management system (RDBMS), either Oracle or SQL Server
	[bookmark: Text4983]     
	[bookmark: Text4984]     
	[bookmark: Text4985]     
	[bookmark: Text4986]     
	[bookmark: Text4987]     

	T
	63. 
	Database logging should be invoked
	[bookmark: Text4988]     
	[bookmark: Text4989]     
	[bookmark: Text4990]     
	[bookmark: Text4991]     
	[bookmark: Text4992]     

	T
	64. 
	The database purge criteria should be approved by the DNR (lifetime license information should not be purged)
	[bookmark: Text4993]     
	[bookmark: Text4994]     
	[bookmark: Text4995]     
	[bookmark: Text4996]     
	[bookmark: Text4997]     

	T
	65. 
	Data purged from the database should be stored offline in an easily accessible manner
	[bookmark: Text4998]     
	[bookmark: Text4999]     
	[bookmark: Text5000]     
	[bookmark: Text5001]     
	[bookmark: Text5002]     

	T
	66. 
	A mechanism should be established for reactivating purged data
	[bookmark: Text5003]     
	[bookmark: Text5004]     
	[bookmark: Text5005]     
	[bookmark: Text5006]     
	[bookmark: Text5007]     

	T
	67. 
	Adequate back-up resources should be required to minimize down time
	[bookmark: Text5008]     
	[bookmark: Text5009]     
	[bookmark: Text5010]     
	[bookmark: Text5011]     
	[bookmark: Text5012]     

	
	Disaster Recovery
	
	
	
	
	

	T
	68. 
	Vendor should have a fully realized Disaster Recovery (DR) plan which covers all aspects of disaster recovery and business continuity 
	[bookmark: Text5013]     
	[bookmark: Text5014]     
	[bookmark: Text5015]     
	[bookmark: Text5016]     
	[bookmark: Text5017]     

	T
	69. 
	Vendor should supply DNR with documentation of their Disaster Recovery (DR) Plan prior to go-live and annually thereafter 
	[bookmark: Text5018]     
	[bookmark: Text5019]     
	[bookmark: Text5020]     
	[bookmark: Text5021]     
	[bookmark: Text5022]     

	T
	70. 
	Vendor should review the plan with DNR and OT prior to go-live and annually thereafter
	[bookmark: Text5023]     
	[bookmark: Text5024]     
	[bookmark: Text5025]     
	[bookmark: Text5026]     
	[bookmark: Text5027]     

	T
	71. 
	Vendor should test the DR Plan prior to go-live and annually thereafter 
	[bookmark: Text5028]     
	[bookmark: Text5029]     
	[bookmark: Text5030]     
	[bookmark: Text5031]     
	[bookmark: Text5032]     

	T
	72. 
	Vendor should submit annual DR Plan test results to DNR and OT prior to go live and then annually to demonstrate that the plan works as designed to provide business continuity or recovery from a disaster 
	[bookmark: Text5033]     
	[bookmark: Text5034]     
	[bookmark: Text5035]     
	[bookmark: Text5036]     
	[bookmark: Text5037]     

	T
	73. 
	Vendor DR Plan should provide for no loss of DNR data 
	[bookmark: Text5038]     
	[bookmark: Text5039]     
	[bookmark: Text5040]     
	[bookmark: Text5041]     
	[bookmark: Text5042]     

	T
	74. 
	Vendor should provide a DR site that allows the system to be fully operational within two days in the event of a major disaster at the primary processing site
	[bookmark: Text5043]     
	[bookmark: Text5044]     
	[bookmark: Text5045]     
	[bookmark: Text5046]     
	[bookmark: Text5047]     

	T
	75. 
	Primary and DR sites should be geographically stationed in low risk natural disaster (e.g., earthquake, flood) areas
	[bookmark: Text5048]     
	[bookmark: Text5049]     
	[bookmark: Text5050]     
	[bookmark: Text5051]     
	[bookmark: Text5052]     

	T
	76. 
	Primary and DR sites should be at least 75 miles apart  
	[bookmark: Text5053]     
	[bookmark: Text5054]     
	[bookmark: Text5055]     
	[bookmark: Text5056]     
	[bookmark: Text5057]     

	
	Replicated Database for DNR Use 
	
	
	
	
	

	T
	77. 
	Vendor should provide a complete replica of the production database nightly for use by DNR 
	[bookmark: Text5058]     
	[bookmark: Text5059]     
	[bookmark: Text5060]     
	[bookmark: Text5061]     
	[bookmark: Text5062]     

	T
	78. 
	Vendor should collaborate with DNR on the exact details and specifications of the replication during the design/customization phase 
	[bookmark: Text5063]     
	[bookmark: Text5064]     
	[bookmark: Text5065]     
	[bookmark: Text5066]     
	[bookmark: Text5067]     

	T
	79. 
	The replicated database should be stored on West Virginia OT server (in Oracle or SQL Server, as designated by DNR and OT) 
	[bookmark: Text5068]     
	[bookmark: Text5069]     
	[bookmark: Text5070]     
	[bookmark: Text5071]     
	[bookmark: Text5072]     

	T
	80. 
	Communication of the data should be conducted over a secure network connection  
	[bookmark: Text5073]     
	[bookmark: Text5074]     
	[bookmark: Text5075]     
	[bookmark: Text5076]     
	[bookmark: Text5077]     

	T
	81. 
	The replication process should allow DNR database administrators to add indexes and views for report processing  
	[bookmark: Text5078]     
	[bookmark: Text5079]     
	[bookmark: Text5080]     
	[bookmark: Text5081]     
	[bookmark: Text5082]     

	T
	82. 
	Vendor should provide a complete data dictionary of the replicated database which includes a complete description of each field 
	[bookmark: Text5083]     
	[bookmark: Text5084]     
	[bookmark: Text5085]     
	[bookmark: Text5086]     
	[bookmark: Text5087]     

	
	Data 
	
	
	
	
	

	T
	83. 
	West Virginia’s data should be securely segregated from any other customer’s data 
	[bookmark: Text5088]     
	[bookmark: Text5089]     
	[bookmark: Text5090]     
	[bookmark: Text5091]     
	[bookmark: Text5092]     

	T
	84. 
	West Virginia DNR should own all West Virginia application data (e.g., licensing, customer, game checking) including that housed at the vendor’s site 
	[bookmark: Text5093]     
	[bookmark: Text5094]     
	[bookmark: Text5095]     
	[bookmark: Text5096]     
	[bookmark: Text5097]     

	T
	85. 
	All data in transit should be encrypted, including data transfers  
	[bookmark: Text5098]     
	[bookmark: Text5099]     
	[bookmark: Text5100]     
	[bookmark: Text5101]     
	[bookmark: Text5102]     

	T
	86. 
	Vendor should secure sensitive, at-rest data such as Social Security Number (SSN), Drivers License (DL) number, and other mutually agreed-upon PII data using a standard encryption method  
	[bookmark: Text5103]     
	[bookmark: Text5104]     
	[bookmark: Text5105]     
	[bookmark: Text5106]     
	[bookmark: Text5107]     

	T
	87. 
	The application should mask the SSN and other mutually agreed upon PII in the maintenance logs, customer logs, and printed documents (including licenses)  
	[bookmark: Text5108]     
	[bookmark: Text5109]     
	[bookmark: Text5110]     
	[bookmark: Text5111]     
	[bookmark: Text5112]     

	T
	88. 
	The system should perform address formatting in accordance with USPS Publication 28, Postal Addressing Standards
	[bookmark: Text5113]     
	[bookmark: Text5114]     
	[bookmark: Text5115]     
	[bookmark: Text5116]     
	[bookmark: Text5117]     

	T
	89. 
	The system should utilize standard data tables such as country codes, state abbreviations, and county codes 
	[bookmark: Text5118]     
	[bookmark: Text5119]     
	[bookmark: Text5120]     
	[bookmark: Text5121]     
	[bookmark: Text5122]     

	T
	90. 
	The system should validate all input data for validity (e.g., all dates should be actual, possible dates) and reasonability, (e.g., a one day license effective date cannot be prior to the license purchase date)  
	[bookmark: Text5123]     
	[bookmark: Text5124]     
	[bookmark: Text5125]     
	[bookmark: Text5126]     
	[bookmark: Text5127]     

	T
	91. 
	The system should validate input data against business rules  
	[bookmark: Text5128]     
	[bookmark: Text5129]     
	[bookmark: Text5130]     
	[bookmark: Text5131]     
	[bookmark: Text5132]     

	T
	92. 
	The system should perform all data validation at the point of entry, i.e., invalid data should not be committed to the data base  
	[bookmark: Text5133]     
	[bookmark: Text5134]     
	[bookmark: Text5135]     
	[bookmark: Text5136]     
	[bookmark: Text5137]     

	T
	93. 
	The system should validate SSN for validity (e.g., all numerics) and reasonability (e.g., not all 1s, conforms to Social Security Administration issuance criteria)   
	[bookmark: Text5138]     
	[bookmark: Text5139]     
	[bookmark: Text5140]     
	[bookmark: Text5141]     
	[bookmark: Text5142]     

	T
	94. 
	The system should employ interactive help features for specific data elements to offer guidance (e.g., mouse-over or pop-ups) 
	[bookmark: Text5143]     
	[bookmark: Text5144]     
	[bookmark: Text5145]     
	[bookmark: Text5146]     
	[bookmark: Text5147]     

	T
	95. 
	The system should facilitate easy and accurate data entry through the use of such capabilities as drop down lists for fields with limited possible values  
	[bookmark: Text5148]     
	[bookmark: Text5149]     
	[bookmark: Text5150]     
	[bookmark: Text5151]     
	[bookmark: Text5152]     

	T
	96. 
	Customer-facing error messages should be meaningful, easy to understand, and subject to DNR approval 
	[bookmark: Text5153]     
	[bookmark: Text5154]     
	[bookmark: Text5155]     
	[bookmark: Text5156]     
	[bookmark: Text5157]     

	T
	97. 
	Agent-facing error messages should be meaningful, easy to understand, and subject to DNR approval  
	[bookmark: Text5158]     
	[bookmark: Text5159]     
	[bookmark: Text5160]     
	[bookmark: Text5161]     
	[bookmark: Text5162]     

	
	Backup and Recovery 
	
	
	
	
	

	T
	98. 
	Vendor should meet or exceed the provisions of Policy Number WVOT-PO1013 “State of West Virginia Office of Technology Policy: Data Backup and Retention” 
	[bookmark: Text5163]     
	[bookmark: Text5164]     
	[bookmark: Text5165]     
	[bookmark: Text5166]     
	[bookmark: Text5167]     

	T
	99. 
	Vendor should provide for adherence to a defined and documented back up schedule of all system resources and data    
	[bookmark: Text5168]     
	[bookmark: Text5169]     
	[bookmark: Text5170]     
	[bookmark: Text5171]     
	[bookmark: Text5172]     

	T
	100. 
	Vendor should provide backup plan and schedule to DNR for approval prior to go-live and on an annual basis thereafter 
	[bookmark: Text5173]     
	[bookmark: Text5174]     
	[bookmark: Text5175]     
	[bookmark: Text5176]     
	[bookmark: Text5177]     

	T
	101. 
	Scheduled backups of all servers should be completed regularly
	[bookmark: Text5178]     
	[bookmark: Text5179]     
	[bookmark: Text5180]     
	[bookmark: Text5181]     
	[bookmark: Text5182]     

	T
	102. 
	Vendor should provide for off-site system and data backups at least daily 
	[bookmark: Text5183]     
	[bookmark: Text5184]     
	[bookmark: Text5185]     
	[bookmark: Text5186]     
	[bookmark: Text5187]     

	T
	103. 
	Tapes and other backup media transported off site should be securely transferred
	[bookmark: Text5188]     
	[bookmark: Text5189]     
	[bookmark: Text5190]     
	[bookmark: Text5191]     
	[bookmark: Text5192]     

	T
	104. 
	Data encrypted while “at rest” on the production database should be similarly encrypted on backup files
	[bookmark: Text5193]     
	[bookmark: Text5194]     
	[bookmark: Text5195]     
	[bookmark: Text5196]     
	[bookmark: Text5197]     

	T
	105. 
	Vendor should provide documented recovery procedures to meet defined Service Level Goals relative to system and data availability  
	[bookmark: Text5198]     
	[bookmark: Text5199]     
	[bookmark: Text5200]     
	[bookmark: Text5201]     
	[bookmark: Text5202]     

	
	System Failover 
	
	
	
	
	

	T
	106. 
	The system should require adequate backup resources in order to minimize downtime
	[bookmark: Text5203]     
	[bookmark: Text5204]     
	[bookmark: Text5205]     
	[bookmark: Text5206]     
	[bookmark: Text5207]     

	T
	107. 
	“Fail over” to the alternate server should occur within 30 minutes of detection of a fault in the primary server
	[bookmark: Text5208]     
	[bookmark: Text5209]     
	[bookmark: Text5210]     
	[bookmark: Text5211]     
	[bookmark: Text5212]     

	T
	108. 
	The “fail over” system should be an exact copy of the primary servers at any given time
	[bookmark: Text5213]     
	[bookmark: Text5214]     
	[bookmark: Text5215]     
	[bookmark: Text5216]     
	[bookmark: Text5217]     

	T
	109. 
	The vendor should also provide the ability to transfer operations to a fail over server maintained by the vendor at a separate geographic location
	[bookmark: Text5218]     
	[bookmark: Text5219]     
	[bookmark: Text5220]     
	[bookmark: Text5221]     
	[bookmark: Text5222]     

	T
	110. 
	The vendor should provide both database and application “fail over” support
	[bookmark: Text5223]     
	[bookmark: Text5224]     
	[bookmark: Text5225]     
	[bookmark: Text5226]     
	[bookmark: Text5227]     

	T
	111. 
	The vendor should ensure that no data is lost as a result of the “fail over” process
	[bookmark: Text5228]     
	[bookmark: Text5229]     
	[bookmark: Text5230]     
	[bookmark: Text5231]     
	[bookmark: Text5232]     

	T
	112. 
	The vendor should maintain a mirrored  database server that is kept synchronized with the primary database server in real time
	[bookmark: Text5233]     
	[bookmark: Text5234]     
	[bookmark: Text5235]     
	[bookmark: Text5236]     
	[bookmark: Text5237]     

	T
	113. 
	The mirrored database server should be configured exactly like the primary database server and should be able to be easily switched to the role of primary server in the case of a significant outage of the primary database
	[bookmark: Text5238]     
	[bookmark: Text5239]     
	[bookmark: Text5240]     
	[bookmark: Text5241]     
	[bookmark: Text5242]     

	
	Hosting/Central Computing Environment/Physical Site Security  
	
	
	
	
	

	T
	114. 
	Vendor should develop the ELS application in accordance with WV DNR specifications
	[bookmark: Text5243]     
	[bookmark: Text5244]     
	[bookmark: Text5245]     
	[bookmark: Text5246]     
	[bookmark: Text5247]     

	T
	115. 
	Vendor should maintain the ELS application
	[bookmark: Text5248]     
	[bookmark: Text5249]     
	[bookmark: Text5250]     
	[bookmark: Text5251]     
	[bookmark: Text5252]     

	T
	116. 
	Vendor shall operate the ELS application in an environment it provides (“hosting”)
	[bookmark: Text5253]     
	[bookmark: Text5254]     
	[bookmark: Text5255]     
	[bookmark: Text5256]     
	[bookmark: Text5257]     

	T
	117. 
	The ELS should be integrated with and accessible from the WV DNR web site
	[bookmark: Text5258]     
	[bookmark: Text5259]     
	[bookmark: Text5260]     
	[bookmark: Text5261]     
	[bookmark: Text5262]     

	T
	118. 
	The ELS should not carry advertising unless explicitly permitted by DNR
	[bookmark: Text5263]     
	[bookmark: Text5264]     
	[bookmark: Text5265]     
	[bookmark: Text5266]     
	[bookmark: Text5267]     

	T
	119. 
	Vendor should provide WV with complete technical documentation of system design and architecture
	[bookmark: Text5268]     
	[bookmark: Text5269]     
	[bookmark: Text5270]     
	[bookmark: Text5271]     
	[bookmark: Text5272]     

	T
	120. 
	The vendor-provided hosting solution should be robust enough to meet continuous operational service levels and near-immediate recovery in the event of service interruption
	[bookmark: Text5273]     
	[bookmark: Text5274]     
	[bookmark: Text5275]     
	[bookmark: Text5276]     
	[bookmark: Text5277]     

	T
	121. 
	The host location should be physically secure 
	[bookmark: Text5278]     
	[bookmark: Text5279]     
	[bookmark: Text5280]     
	[bookmark: Text5281]     
	[bookmark: Text5282]     

	T
	122. 
	The hosting solution should provide for (at least) separate development, systems test, user acceptance test, and production environments 
	[bookmark: Text5283]     
	[bookmark: Text5284]     
	[bookmark: Text5285]     
	[bookmark: Text5286]     
	[bookmark: Text5287]     

	T
	123. 
	The hosting solution shouold have adequate performance and storage capacity to meet transaction time, data storage, and other functional specifications specified in this RFP
	[bookmark: Text5288]     
	[bookmark: Text5289]     
	[bookmark: Text5290]     
	[bookmark: Text5291]     
	[bookmark: Text5292]     

	T
	124. 
	The hosting solution should be sufficiently scalable to a retail license population of 350 agent’s devices
	[bookmark: Text5293]     
	[bookmark: Text5294]     
	[bookmark: Text5295]     
	[bookmark: Text5296]     
	[bookmark: Text5297]     

	T
	125. 
	All servers and devices should have currently supported and hardened operating systems
	[bookmark: Text5298]     
	[bookmark: Text5299]     
	[bookmark: Text5300]     
	[bookmark: Text5301]     
	[bookmark: Text5302]     

	T
	126. 
	All servers and devices should have the latest anti-viral, anti-hacker, anti-spam, anti-spyware, and anti-malware utilities
	[bookmark: Text5303]     
	[bookmark: Text5304]     
	[bookmark: Text5305]     
	[bookmark: Text5306]     
	[bookmark: Text5307]     

	T
	127. 
	The overall hosting solution should include aggressive intrusion detection and firewall protection 
	[bookmark: Text5308]     
	[bookmark: Text5309]     
	[bookmark: Text5310]     
	[bookmark: Text5311]     
	[bookmark: Text5312]     

	T
	128. 
	The vendor’s hosting solution should provide a redundant power source 
	[bookmark: Text5313]     
	[bookmark: Text5314]     
	[bookmark: Text5315]     
	[bookmark: Text5316]     
	[bookmark: Text5317]     

	T
	129. 
	The vendor’s hosting solution should provide network redundancy
	[bookmark: Text5318]     
	[bookmark: Text5319]     
	[bookmark: Text5320]     
	[bookmark: Text5321]     
	[bookmark: Text5322]     

	
	Outage Notification 
	
	
	
	
	

	T
	130. 
	The vendor should notify DNR  when any single unplanned system outage lasts or is anticipated to last longer than five minutes, including an estimate of when the system should be back on-line 
	[bookmark: Text5323]     
	[bookmark: Text5324]     
	[bookmark: Text5325]     
	[bookmark: Text5326]     
	[bookmark: Text5327]     

	T
	131. 
	For an unplanned outage lasting longer than five minutes, the vendor should provide DNR with an explanation of the root cause of the outage and the measures that have been taken to avoid its reoccurrence within 48 hours of the outage
	[bookmark: Text5328]     
	[bookmark: Text5329]     
	[bookmark: Text5330]     
	[bookmark: Text5331]     
	[bookmark: Text5332]     

	T
	132. 
	The vendor should provide notification to the user community in the event of widespread problems with the system; the notification should include an expected time when service should become available and may take the form of redirecting users to a temporary message page
	[bookmark: Text5333]     
	[bookmark: Text5334]     
	[bookmark: Text5335]     
	[bookmark: Text5336]     
	[bookmark: Text5337]     

	
	Network 
	
	
	
	
	

	T
	133. 
	The production system should be accessible by all agents, DNR, and other authorized state agency users, via an IP network connection utilizing standard secure internet protocols (HTTPS)
	[bookmark: Text5338]     
	[bookmark: Text5339]     
	[bookmark: Text5340]     
	[bookmark: Text5341]     
	[bookmark: Text5342]     

	T
	134. 
	The system should accommodate concurrent processing for all POS agents, DNR users, and internet customers
	[bookmark: Text5343]     
	[bookmark: Text5344]     
	[bookmark: Text5345]     
	[bookmark: Text5346]     
	[bookmark: Text5347]     

	T
	135. 
	Vendor should be responsible for monitoring the system to achieve availability specifications
	[bookmark: Text5348]     
	[bookmark: Text5349]     
	[bookmark: Text5350]     
	[bookmark: Text5351]     
	[bookmark: Text5352]     

	T
	136. 
	Downtime, performance, and other related network statistics should be made available to DNR monthly as mutually agreed upon
	[bookmark: Text5353]     
	[bookmark: Text5354]     
	[bookmark: Text5355]     
	[bookmark: Text5356]     
	[bookmark: Text5357]     

	
	Methodology 
	
	
	
	
	

	T
	137. 
	Vendor should utilize a robust, documented system development life cycle (SDLC) methodology to design, develop (build and/or customize), test, implement, and maintain the system 
	[bookmark: Text5358]     
	[bookmark: Text5359]     
	[bookmark: Text5360]     
	[bookmark: Text5361]     
	[bookmark: Text5362]     

	T
	138. 
	Vendor shall utilize a project management methodology based on the Project Management Institute (PMI) principals contained in the Project Management Body of Knowledge (PMBOK) to manage the development and implementation of the system
	[bookmark: Text5363]     
	[bookmark: Text5364]     
	[bookmark: Text5365]     
	[bookmark: Text5366]     
	[bookmark: Text5367]     
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	Installation of Hardware at Agent Locations
	
	
	
	
	

	I
	1. 
	The ELS vendor should be responsible for delivery and installation of vendor supplied POS hardware at agent location
	[bookmark: Text5368]     
	[bookmark: Text5369]     
	[bookmark: Text5370]     
	[bookmark: Text5371]     
	[bookmark: Text5372]     

	I
	2. 
	The ELS vendor should be responsible for verifying that the vendor supplied POS devices at the agent site are functioning properly
	[bookmark: Text5373]     
	[bookmark: Text5374]     
	[bookmark: Text5375]     
	[bookmark: Text5376]     
	[bookmark: Text5377]     

	I
	3. 
	The ELS vendor should notify DNR immediately if there are operational problems at agent site
	[bookmark: Text5378]     
	[bookmark: Text5379]     
	[bookmark: Text5380]     
	[bookmark: Text5381]     
	[bookmark: Text5382]     

	I
	4. 
	DNR should be responsible for returning currently installed DNR POS equipment and supplies from agent sites to DNR Headquarters 
	[bookmark: Text5383]     
	[bookmark: Text5384]     
	[bookmark: Text5385]     
	[bookmark: Text5386]     
	[bookmark: Text5387]     

	
	ELS Roll-Out
	
	
	
	
	

	I
	5. 
	The ELS vendor should install POS devices at pilot agents selected by DNR
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	The ELS vendor should measure and report on system availability
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	The ELS vendor should measure and report on CPU utilization
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	The ELS vendor should measure and report on network utilization
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	The ELS vendor should measure and report on end-to-end transaction response time
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	The ELS vendor should provide  DNR access to the performance measurement and estimating tools
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	The ELS vendor should train help desk staff on use of end user equipment, problem resolution, and troubleshooting of agent issues
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	[bookmark: Text5898]     
	[bookmark: Text5899]     
	[bookmark: Text5900]     
	[bookmark: Text5901]     
	[bookmark: Text5902]     

	I
	108. 
	The ELS vendor should provide procedures and tools necessary to log, manage, escalate, and resolve problems identified by ELS users
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	The ELS vendor should maintain an inventory of POS devices and supplies used by agents
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	The ELS vendor should monitor usage of devices and supplies and provide agents with replacement devices and supplies as necessary
	[bookmark: Text5918]     
	[bookmark: Text5919]     
	[bookmark: Text5920]     
	[bookmark: Text5921]     
	[bookmark: Text5922]     

	I
	112. 
	The ELS vendor should ensure the quality and durability of vendor supplied hardware and software deployed at agent locations
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	The ELS vendor should be responsible for all costs associated with replacement and/or upgrade of vendor supplied agent end user equipment
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	The ELS vendor should be responsible for collecting and disposing of all defective vendor supplied equipment from an agent site
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	120. 
	The ELS vendor should create electronic transactions to facilitate the EFT sweep of agents accounts
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	The ELS vendor shall provide the electronic transactions to the West Virginia Treasurer’s Office for processing
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	The West Virginia Treasurer’s Office shall perform the EFT sweep
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	123. 
	The ELS vendor should create corresponding electronic transactions for import into the West Virginia CGI Advantage accounting system
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	The ELS vendor should provide DNR with soft copy reports documenting the disposition of the EFT sweep
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	125. 
	The ELS vendor should provide a point-of-contact for DNR staff regarding problems with the financial services
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	The ELS vendor should invoice DNR on a monthly or other agreed to basis
	[bookmark: Text5993]     
	[bookmark: Text5994]     
	[bookmark: Text5995]     
	[bookmark: Text5996]     
	[bookmark: Text5997]     

	I
	127. 
	The ELS vendor should provide supporting documentation with the invoice to DNR
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	128. 
	The ELS vendor should provide appropriate technical resources to support the ELS
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	129. 
	The ELS vendor shall ensure that all software changes or modifications to the ELS are deployed using configuration management, documentation, integration, regression, and acceptance testing specifications approved by the West Virginia Office of Technology and DNR
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	130. 
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	131. 
	The ELS vendor should provide one Full Time Equivalent (FTE) person to DNR for technical support during the first year of the contract
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	The ELS vendor should provide one-half FTE person to DNR for technical support during the  remainder of the contract period
	[bookmark: Text6023]     
	[bookmark: Text6024]     
	[bookmark: Text6025]     
	[bookmark: Text6026]     
	[bookmark: Text6027]     

	I
	133. 
	The ELS vendor should assume responsibility to oversee the work of the FTE provided to DNR
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	134. 
	The ELS vendor should be responsible for maintaining the integrity of the ELS application
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	The ELS vendor should be responsible for maintaining the integrity of all data structures
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	The ELS vendor should implement an automated software distribution process
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	The ELS vendor should perform preventative maintenance to the ELS including source code restructuring, database reorganizations, and application tuning
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	The ELS vendor should repair and test defects in the ELS
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	The ELS vendor should test and verify configuration changes
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	The ELS vendor should provide assistance to DNR with the creation of license items for the new license year
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	The ELS vendor should, in consultation with DNR, complete minor software modifications
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	The ELS vendor should implement periodic installation and upgrade of software releases
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	The ELS vendor should update the ELS data dictionary as necessary
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	145. 
	The ELS vendor should provide the updated ELS data dictionary to DNR following updates to the data dictionary
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	146. 
	The ELS vendor should provide DNR with at least five substantive enhancements per year
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	The ELS vendor should provide a time estimate of the work necessary for the substantive enhancement
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	DNR should provide the ELS vendor sufficient lead time for implementing enhancements
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	DNR and the ELS vendor should collaborate to reprioritize work in progress when necessary
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	150. 
	The ELS vendor should distribute upgrades to the ELS at no additional cost to DNR
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	151. 
	The ELS vendor shall provide the upgrades in accordance with procedures approved by the West Virginia Office of Technology and DNR
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	152. 
	The ELS vendor should follow a change order process approved by DNR
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	153. 
	The ELS vendor should include testing, DNR acceptance, and deployment in their change order process
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	The ELS vendor should include a process for software deployment in their change order process
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	The ELS vendor should provide SLA metrics to DNR on a predetermined schedule
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	The ELS vendor should provide the SLA metrics to DNR in electronic format
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	The ELS vendor should calculate the SLA metrics from software without manual intervention
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	The ELS vendor should provide quarterly status reports to DNR
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