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I.  INTRODUCTION


To play “Cash 25,” a player selects one or more sets of six numbers from a field of 25 numbers.  Drawings will be held four days per week during which a set of six winning numbers will be selected at random from the designated field.  Holders of valid tickets displaying the six winning numbers selected for that day’s drawing would win $25,000 cash.  If eleven or more players match the six numbers, $250,000 will be divided among them equally.  Match 3 prizes are fixed at $1; Match 4 at $10; and Match 5 are at $250.  These drawing procedures outline the process by which the random selection of winning numbers are selected and certified and the method by which the drawing will be conducted and televised.  (Odds:  Match 6, 1:177,100; Match 5, 1:1,553.51; Match 4, 1:69.04; Match 3, 1:9.14.)

 II.  PERSONNEL REQUIRED FOR DRAWINGS.


In order for a drawing to be conducted, a minimum of four (4) persons representing the West Virginia Lottery are required to be present in the studio -- the Lottery Security Officer, Event Manager (refer to page 14, Event Manager or Backup Fails to Show), the Independent Certified Public Accountant (Auditor), and the On-Air Talent (refer to page 14 Talent Fails to Show).  If the regular Security Officer or Event Manager cannot attend a "Cash 25" drawing, the Lottery's Drawing Manager, Marketing Director, or Director will decide which employee(s) will fill the positions for the evening drawing.


Additionally, one authorized representative of the Director must be present at the contractor's premises in its computer center to receive a file transfer and to maintain communications between sites for receipt and confirmation of drawing information and results and to verify and certify the entry of the winning numbers into the computer center.

III. EVENT EQUIPMENT


1.  Unless in use, all drawing equipment shall be kept in a storage area(s) secured by lock and controlled by Lottery Security.


2.  Numbered seals shall be placed on containers used for storage of sets of game balls.  The seals shall be installed and removed only under supervision of the Auditor and Security.  Seal numbers shall be recorded on drawing form.


3.  Before being approved by the Director for use in “Cash25” drawings, ball sets must be inspected and measured in the laboratories of the West Virginia Department of Labor (Weights and Measures Division), and certified to be of uniform size, weight, and density, (consistent with manufacturer's claimed specifications) by written report of certification from Weights and Measures Division in letter form to the Director.


4.  Each drawing shall be conducted using the “Cash25” equipment and procedures to ensure the random selection of numbers for each drawing.  In the event of mechanical problems, the drawing can be postponed or alternate equipment and/or methods may be utilized as outlined under emergency procedures explained under Exhibit 3.


5.  In the event the Security Officer is unable to obtain the security briefcase and keys from Lottery headquarters in a timely manner, a spare briefcase containing a security tape, a show tape, and appropriate drawing forms will be available for use in the studio cage. The procedure for obtaining the spare briefcase is described in Exhibit 3.

IV.  GENERAL DRAWING PROCEDURES


1.  By approximately 5:00 p.m., the Lottery Event Manager and Security Officer will assemble at the designated drawing studio.  The Independent Auditor and Talent will arrive by 6:15.  The Director's representative will be available to receive the Security Officer's call by approximately 6:15 in the Lottery’s computer room.  It shall be the responsibility of the security representative to ascertain the presence of required personnel and take appropriate action if they are absent.  In the absence of security personnel, this will be the responsibility of the Event Manager.  The independent auditing firm will employ three (3) auditors to report to the drawing location on a regular basis and three others as substitutes to be rotated.  Blue ink is preferable for all forms.


Upon arrival, each person will sign the drawing report form and record times of arrival.  The Event Manager, Auditor, Talent and Security Officer will initial the form.  The Security Officer will call the Director's representative by approximately 6:15 to affirm he/she is available.


2.  The Security Officer and Event Manager will break out the required drawing equipment from secure storage, and inspect storage area containers, and equipment for signs of intrusion, tampering or damage.


3.  As directed by the Auditor, a single set of certified game balls shall be selected. Security seals shall be inspected, broken in front of the security camera, and recorded.


4.  Lottery security personnel shall prepare the drawing machines as per the manufacturer's instructions, attached hereto as Exhibit 1.


5.  After ascertaining that the drawing machines are operational, the selected sets of game balls will be installed in numerical order in the tubes by the Event Manager and/or the Security Officer.  The Talent will not assist in this procedure unless it is deemed necessary by the Event Manager.  Auditor, Security and Event Manager will confirm and log the presence of balls 1 through 25.  A sign indicating test drawings are being conducted shall be placed on the drawing equipment.


6.  At approximately 6:30 p.m., the Auditor, Security Officer and Event Manager will conduct a minimum of three (3) test drawings, which should be completed by approximately 6:45 p.m.  While Talent should participate for the rehearsal time, the pretests will be conducted without the Talent if he/she is unavailable.  Auditor and Security shall record results of such drawings.   If any one number is drawn three times in the same location on a pre-test or two times in the same location on the post test, another drawing test will be conducted to verify randomness.  Any irregularities shall be agreed upon by attending officials and noted by the event manager on the drawing report form.  Unless emergency procedures need to be implemented, the drawing balls will not be reloaded or tampered with in any way until the actual drawing is completed.  The test-only sign shall be removed from the drawing equipment prior to the on-air drawing.

7. Continuous videotaping of all drawing activities from the time of ball insertion to the completion of 

post‑testing will be accomplished, although an emergency situation interrupting its use or a malfunction of the security camera will not preclude the drawing from being conducted in the presence of the required drawing officials. The taping angle of the Security camera should be clear at all times.  No unauthorized persons shall approach the drawing equipment.  This requirement does not preclude television personnel from making adjustments necessary in the equipment to insure quality programming.  No more than one person of the drawing staff (security personnel, Event Manager, Independent Auditor) shall be absent from the set at any one time from the time of ball insertion until post‑testing has been completed.  Any violations of these requirements shall be logged.


8.  At approximately 6:47 p.m. or no later than 6:54 p.m., a telephone line shall be opened between the studio and the Lottery Computer Center. The Lottery representative at the computer center and the Event Manager at the studio will confirm the authorized link through exchange of passwords.  This line shall remain open for the 

duration of the  drawing period.  Upon pool closing at approximately 6:50 P.M. the representative at the computer center will confirm to Event Manager that pool has closed.  By voice confirmation the Event Manager and security officer shall determine that all transactions for the draw have been received, the draw(s) closed and shall authorize the drawing to proceed.


9.  At 6:59:30 p.m. On-Air Talent will conduct the live drawing (see exhibit 2 for examples).

            10.  Event Manager will operate “Cash 25” drawing equipment on command of On‑Air Talent using manufacturer's instructions for the drawing machines attached hereto as Exhibit 1.

         
11.  After equipment automatically selects balls, On‑Air Talent will announce numbers in tray.

         
12.  At the conclusion of on-air drawing, the Event Manager will confirm the winning numbers by telephone to the Lottery computer center and the vendor’s computer center by reading the numbers and having them read back by the Lottery and vendor representatives.  The Auditor will observe the activity to ensure the numbers are correctly read.  Further, the numbers read from the drawing form completed by security will be verified by the Event Manager, Independent Auditor, and Security Officer for a second time as indicated on the drawing form (using the Auditor's form as a cross-check).

        
13.  Prior to making media call (exhibit 4), the Talent will complete the form as outlined in exhibit 8, which will be verified by the Independent Auditor, Event Manager, and Security Officer.

        
14.  After the winning numbers are verified and confirmed with the computer center (exhibit 7) and after the three drawing officials verify the numbers for media calls, the drawing officials will place the sign indicating test drawings on the drawing equipment and conduct two (2) post-tests as indicated on the drawing form.  As with the pre-tests, if the same number is drawn from one machine during both post-tests, an additional one will be conducted to confirm randomness.  Results will be recorded and any irregularities shall be noted on the drawing report form.

      
15.  At the conclusion of post-drawing testing, the Event Manager and/or Security Officer will return the drawing balls to their respective containers.  The West Virginia Lottery Security Officer, Event Manager, and the Independent Auditor will count and insure all balls are returned to the containers in their proper order.  The Security Officer will secure the cases and attach a seal.  The Event Manager, Independent Auditor, and Security Officer will record the seal number.  Drawing equipment shall also be properly secured and stored under lock by security and assisted by the Event Manager.  The Auditor, Event Manager, and Security Officer will review the show tape.

     
16.  West Virginia Lottery Security, Event Manager, and Independent Auditor shall enter the studio’s control room to review the nightly game show tape, and record seal number for security tape.  West Virginia Lottery Security shall obtain the continuous videotape of drawing procedures and maintain custody of that tape, securing its case by seal and securing the tape at the earliest opportunity following the drawing.  Security will place a red label on the security tape and a white label on the show tape.


17.  Copies of required drawing certification forms will be completed and signed by required Lottery and independent auditor personnel (Drawing Report Form; Security Seal Records Log; Winning Numbers to be Released).


18.  The Lottery Security staff will collect and West Virginia Lottery will retain and file original certification forms; Independent Auditor will prepare and supply certification letter on a monthly basis unless otherwise requested.


19.  Either the Security Officer or the Event Manager  will return to the Lottery office to send the Winning Numbers to Be Released form to The Associated press via facsimile machine (Fax Number: 345-5282).  The security officer will wait for the printed fax confirmation and attach a copy of the fax confirmation to the drawing report. Security will make a copy of the drawing report.

V.   DRAWING DEVIATIONS ("FOULED DRAWINGS") 

1. In the event of a deviation in the conduct of a drawing (foul), an explanation of the occurrence and the means by which the deviation was dealt with will be made on the “Daily/Cash 25 Drawing Report Form” (Exhibit 6).


2.  A standard format for procedures in the event of deviation is attached hereto as Exhibit 3.

VI. EXCEPTIONS TO PROCEDURES


If necessary to protect the integrity of the drawing process or ensure the randomness of the "Cash 25" drawing, the Director, Marketing Director, Drawing Manager or Event Manager, may without prior written notice to any party, make and effect any necessary change to these procedures and guidelines.


In the event of an emergency requiring the transfer of computer operations from Charleston to Fairmont, procedures detailed under Exhibit 9 will be followed.

VII.  TALENT TESTS FOR TECHNICAL DIFFICULTIES


The event manager will conduct periodic spontaneous tests simulating a technical difficulty in order to give On-Air Talent the opportunity to rehearse and feel comfortable with the appropriate script.  Simulated difficulties would include:


1).  No ball(s):  In case of daily machines, Talent should first try to manually operate the machine.  If that fails, continue to technical difficulty.  Likewise, Security Officer should try to manually operate the equipment in similar instance.


2).  Turn machine off so it cannot be manually operated, simulating power outage.


3).  Excessive number of balls drawn from the machine.


All Talent tests will be completed before the pre-test; three (3) pre-tests must be completed after any talent test to assure compliance with rules and regulations.

VIII. EXHIBITS

Exhibit 1: drawing machines instructions for use

“Cash 25” Machine
See the Manufacturer’s Operational Guide (stored in locked security briefcase) for basic operating instructions.

Exhibit 2a:  “cash25” drawing script

Good evening from the West Virginia Lottery!  It's time for tonight's live “Daily 3,” “Daily 4,” and “Cash25” winning numbers.  We'll begin with “Daily 3,” the first digit is ___, followed by ___ and finally ___.  Again, the “Daily 3” winning number is ___  ___   ___.  Watch your television screen for the “Cash25” numbers as we continue with “Daily 4.”  We begin with ___  ___  ___ and ___.  Again, the “Daily 4” winning number is ___  ___ ___  ___.   Now let's check tonight's “Cash25” winning numbers, ___  ___ ___  ___  ___ and finally ___.  For the West Virginia Lottery, I’m _______________.  Good Luck!

Exhibit 2b: “cash25” emergency script

(IN THE EVENT OF DIFFICULTIES DURING THE SHOW)

Because of technical difficulties, no further numbers can be drawn at this time.  We will draw the remaining "Cash 25" numbers off the air just as soon as the problem is corrected under the supervision of the Independent Auditor and Lottery security staff.  Please stay tuned to this station for the official results.  Thank you for your cooperation and good luck.

Exhibit 2c: “cash25” emergency script

 (IN THE EVENT OF DIFFICULTIES BEFORE AIR TIME)

Unfortunately, due to technical difficulties we will be unable to draw the West Virginia Lottery's winning "Cash 25" numbers at this time.  We will continue tonight's drawing off the air in the presence of the Independent Auditor and Lottery security staff as soon as the difficulty has been corrected.  Please stay tuned to this station for the official results.  Thank you for your cooperation and good luck.

Exhibit 3: alternate/emergency “cash25” drawing procedures


Standard procedure for any emergency situation will be to describe the situation/discrepancy on the appropriate certification sheet. Director, Drawing Manager, and/or Deputy Director of Security should be notified as soon as possible.  The Lottery’s computer vendor should also be notified of any delay in selecting winning numbers through Lottery representative at the computer center.

Spare Key/Briefcase

1. In the event the Security Officer is unable to obtain the security briefcase and keys from Lottery headquarters in a timely manner, the on-site drawing staff in the presence of the Independent Auditor will use the combination to retrieve the spare key contained in the mounted lock box.


2. If the spare key is needed and retrieved in the presence of the Independent Auditor, the drawing staff will proceed with the following steps, recording this noted exception on the Drawing Report.


3. The Security Officer will remove the combination lock from the secure box. A key will be found inside.


4. Combination:  Turn the dial on the lock clockwise three (3) rotations and stop on the first letter.


5. Turn the dial counter-clockwise to the second letter. Continue the counter-clockwise turn for exactly one (1) rotation and stop on the second letter.


6. Turn the dial clockwise to the third letter. Move the black lever above the dial downward and pull.


7. Use the key inside the miniature safe to unlock the cage. Open the door and proceed to the back, right side of the cage to obtain the spare briefcase.


8. Proceed with the drawing.


           9. The Security Officer shall leave the studio with the spare briefcase and key. If possible, he/she will take the spare briefcase and key to Lottery headquarters. Otherwise, arrangements will be made with the Director or one of the Deputy Directors to return the briefcase to Lottery headquarters as soon as possible. The Security Officer is responsible for the briefcase, its contents, and the spare key until returned to Lottery headquarters.


Power Failure at Production Studio
-
Check time remaining.

· Event Manager or television station engineer will immediately notify TV stations (see exhibit 5).  All stations will go to regular programming.  The drawing will be conducted as soon as power is restored.   


The production studio will videotape the drawing for later broadcast.  The TV stations will be notified of the results and requested to crawl the winning numbers across the screen.  If it is determined power will be off for an indeterminate period of time and there is a source of power on the premises of the Lottery's offices, the balls will be transported to the Lottery from the studio by drawing personnel and the drawing will be conducted according to Item 3 under "Alternate Drawing Procedures."  If the drawing must take place off the premises of the television studio, the machines need not be transported.  Instead, the balls will be put in appropriate containers and mixed by hand for at least 60 seconds.

Equipment Malfunction


If the machines fail:


Immediately contact the Director, the Drawing Manager, or the Deputy Director of Security to determine                   which alternate drawing method will be utilized.


Alternate Drawing Methods:

1)    See equipment manual in security briefcase to be certain the problem cannot be fixed in a timely fashion. 

2)    Use spare drawing machine stored in Security closet if only one is needed and the blower is operational.  

3)    If time allows, transport old “Daily 3” and “Daily 4” equipment that is stored in the ABC Administrative Warehouse in Nitro.

4)    Off camera (with the results aired later after a technical difficulty is announced) and in the presence of the Independent Auditor, a blindfolded individual will mix the balls by hand in each container and draw one from each after the drawing staff is satisfied the balls have been thoroughly mixed.

5)    Also conducted off-air with results aired by television stations following the drawing: Stored in the security vault will be a sufficient number of opaque containers exactly alike in appearance, with opaque lids exactly alike in appearance to replace the balls in each drawing chamber.  Also in the vault are numbered plastic tags corresponding to each digit contained in each drawing machine.  In the presence of the Independent Auditor, the Security Officer will insert one tag representing each digit (“numbers” if the “Cash 25” machine is disabled) necessary into each container for each drawing machine being used.  The appropriate number of containers will then be placed in each machine.  The opaque containers in each machine will be mixed by hand until the Independent Auditor is satisfied that they have been thoroughly mixed.  The Event Manager will then draw one container, open it and reveal the number to the Independent Auditor and Security Officer.  If electricity is available the procedure will be recorded by videotape.  Following the drawing of each container, the opaque containers will be thoroughly mixed again by hand.  This process will be repeated until all digits/numbers required are drawn.

After the drawing is completed the drawing staff will affirm that the digits/numbers drawn correspond in order with those noted on the drawing forms.  The staff will then replace the equipment in the vault, remove the containers as well as the tags from each, and place them in the vault for storage.

Note: Normal certification procedures will be followed after whichever drawing method is utilized.  

Equipment Malfunction or Power Failure During Drawing:
· If one or more numbers have been selected during a live drawing and the machine malfunctions or there is a power failure before the final number is drawn, the drawing will be stopped.

 -         Announcement will be made from approved script "In Event of Difficulties During The Show".

-
The numbers that have been selected will stand.

· Security will attempt to reset the machine.

-
If the machine cannot be operated electrically, the appropriate number of balls will be selected by manual operation of the machine. 

-
If the machine cannot be operated manually, an alternate drawing method will be utilized.  The winning numbers already selected prior to the power failure/malfunction will stand as official winning digits/numbers.

-
If a power failure occurs during the drawing, the winning numbers already selected will stand.  TV stations will be contacted and asked to announce:  "Due to technical difficulties, tonight's ‘Cash 25’ drawing will be delayed.  Please hold all tickets and stay tuned for the announcement of the winning numbers.  We apologize for the delay."  As soon as power is restored, the drawing will continue with the studio videotaping it for use by the TV stations.  The TV stations will be notified of the winning numbers and requested to crawl the winning numbers across the screen. 
Talent Misreads a Number:
-

Understanding the possibility for human error under time constraints, the official numbers drawn will be those visually shown by both the security and on-air videotapes.  (This represents the purpose for the camera's "zoom" shot of the balls after their selection.)  These numbers will be verified by the Lottery's Independent Auditor, Event Manager and Security Officer, all of whom were present at the drawing.

-

The numbers will be given accurately to the news media and "supered" in subsequent programming by the Lottery's television network.

-

Mistake should be noted on the Certification Sheet.

Studio Problem

-
If studio experiences audio problems, the video of the live drawing should continue without audio.

-   

If video problems occur and it is determined by the television station engineer that the cameras will be dysfunctional for an indeterminate period of time, the drawing will be conducted and documented as having complied with drawing rules and guidelines by the Independent Auditor and Lottery Security Officer/Event Manager.

Independent Auditor or Back-Up Fails to Show Up:

-
Drawing will be delayed.

-
Lottery officials and Lottery’s vendor computer center will be notified of delay.

-
On-the-air announcement will be made giving the standard drawing delayed message.

Exhibit 3-continued- 

· Proceed with off-the-air drawing when Independent Auditor or Back-up arrives.

· Studio should videotape drawing for possible rebroadcast.

· TV stations will be notified of the results and requested to crawl the winning numbers across the screen.

Security Officer or Back-Up Fails to Show:

The Event Manager will make every attempt to contact a back-up security officer.  Failing, the event mgr. will act in both capacities.  The drawing will not be delayed.

Event Manager or Back-up Fails to Show:

The Security Officer will make every attempt to contact a back-up Event Manager.  Having failed, however, the drawing will not be delayed.  Rather, the Security Officer in this instance will act as both Event Manager and Security Officer.  In this instance, if possible, the Talent can manually pull each machine's slide to release each digit of the winning number.

Talent Fails to Show:

The Event Manager will attempt to contact alternate Talent.  Should the attempt fail, the Event Manager will voice the drawing results as the balls are drawn and the Security Officer or another individual as designated by the Independent Auditor will turn the balls so as to be clearly seen on the television screen.

Fire Alarm or Bomb Threat:
-
Drawing will be delayed.

-
Lottery officials and AWI will be notified of delay.

-
TV stations will be asked to make "technical difficulties" announcement.

-
Drawing procedures will continue as soon as building is declared safe by appropriate officials.

-
Studio should videotape drawing for possible rebroadcast.

-
TV stations should be notified of winning numbers and requested to crawl the numbers across the screen.

-
Normal certification procedures should be followed with note explaining delay.

Any Other Technical Difficulties

-
If possible, the studio should broadcast the standard "technical difficulties" announcement.

-
If studio is unable to broadcast, the TV stations should be contacted with the same message.

Exhibit 4: procedure for  releasing daily/cash25 numbers to the media


Immediately following the “Daily3” and “Daily4” drawings (with “Cash25” added each Monday, Tuesday, Thursday and Friday) at 6:59:30 p.m., a phone call must be made to the Associated Press releasing the winning numbers.   

WIRE SERVICE 



PHONE NUMBER



  Associated Press             


     346‑0897

         To report the “Daily/Cash 25” numbers drawn to AP, identify yourself and give the password.  Once that information is given, release the “Daily 3,” “Daily 4,” and “Cash25” numbers (when applicable). If no one is available to take the information, place a call every five minutes until the information has been received by an AP reporter. If contact cannot be made by 7:30 p.m., the Event Manager will make every effort to reach the media representative after returning to the Lottery Office or once he/she has returned home. 

In addition, either the event manager or security officer will fax the “Winning Numbers To Be Released” form to the AP at 345-5282, upon returning to the Lottery Office.

Exhibit 6:  required certification forms

WV LOTTERY “DAILY 3&4”/”Cash25” DRAWING REPORT FORM

For _____________________________________, 20___

Time In:    

Personnel Present:                    

 Name                   
       Initials
_________       

Talent                                         ______________________________        _________

_________       

Security       
                      _______________________________       _________

_________       
              Event Manager                          _______________________________       _________

_________  
             Auditor      
                      _______________________________       _________



              Data Processing                        _______________________________

Time First Contact Attempted __________
Time Contacted ___________

_________       

Visitors       
 ____________________________

(*Asterisk represents days incorporating “Cash25” procedures.)                                   Sec.          Man.          Aud.
Pre-Show Security Tape Seal Number:  ____________                                            ______      _______      _______ 

Daily Game Balls Secured:                               Y     N
Seal # Verified    A_________  B__________  C__________  D __________
_______      _______      _______

Seal # Removed  A_________  B__________  C__________  D __________
_______      _______      _______

* “Cash25” game balls secured:                       Y     N
 Seal # Verified    A_________  B__________  C__________  D _________
_______      _______      _______

 Seal # Removed  A_________  B__________  C__________  D __________
_______      _______      _______

Daily game "3" ball

sets selected:           
 _____  
_____ 
 _____    

              _______      _______      _______

Daily game "4" ball

sets selected:            
 ____     _____     _____     _____     
             _______     _______       _______

All sets of daily numbers 

 0-9 present and installed:   
        Y     N         

                            _______      _______      _______

25 present and installed
                      Y     N                                                     _______      _______      _______

Test sign placed on equipment                Y     N                                                     _______     _______      _______

    Sec
          Man
  Aud
Daily game "3" pre-test:

 








Results Test 1         _____   _____   _____                                                               _______                           _______

Results Test 2         _____   _____   _____                                                               _______                           _______


Results Test 3         _____   _____   _____                                                               _______                           _______

Results Test 4         _____   _____   _____                                                               _______                           _______

Results Test 5         _____   _____   _____                                                               _______                           _______

Daily game "4" pre-test:









Results Test 1   _____    _____    _____    _____      
                                            _______                           _______



Results Test 2   _____    _____    _____    _____      
                                            _______                           _______

Results Test 3   _____    _____    _____    _____      
                                            _______                           _______

Results Test 4   _____    _____    _____    _____      
                                            _______                           _______

Results Test 5   _____    _____    _____    _____      
                                            _______                           _______

* “Cash25” pre-drawing test:

Results Test 1   _____  _____  _____  _____  _____  _____                                 _______ 
                            _______

Results Test 2   _____  _____  _____  _____  _____  _____                                 _______ 
                            _______

Results Test 3   _____  _____  _____  _____  _____  _____                                 _______ 
                            _______

Results Test 4   _____  _____  _____  _____  _____  _____                                 _______ 
                            _______

Results Test 5   _____  _____  _____  _____  _____  _____                                 _______ 
                            _______

Test sign removed from equipment  
 Y     N           
                           _______        _______        _______

Telephone line established:                             Y     N            
                                                 _______ 

Pool closed 



 Y     N                                                                  _______

(Time _________)

All transactions received 

               Y     N
                                                               _______

(Time _________)       











Drawing authorized to proceed      
 Y     N                                                           _______        _______        _______

  (Time _________)

Results of official drawings:






Sec
         Man
    Aud
“Daily 3” Game   _______   _______   _______                                                   _______       _______         _______

“Daily 4” Game   _______   _______   _______   _______                                  _______       _______         _______
*“Cash25” Game   _____  _____  _____  _____  _____  _____                           _______       _______         _______
Numbers verified for second time:                      Y    N                                         _______       _______         _______ 
Drawing results to computer center:   
     Y   N                                          _______       _______         _______
Test sign replaced:                   
   
     Y   N                                          _______        _______         _______

Daily game balls 0-9

All machines present and all balls dropped:        Y   N                                         _______         _______         _______

* “Cash25” game balls 1-25 present


and dropped:
                      
     Y   N                                          _______  
       _______        _______

Daily game "3" post-test:

Results Test 1         _____   _____   _____                                                               _______                           _______

Results Test 2         _____   _____   _____                                                               _______                           _______


Results Test 3         _____   _____   _____                                                               _______                           _______

Results Test 4         _____   _____   _____                                                               _______                           _______

Results Test 5         _____   _____   _____                                                               _______                           _______

Daily game "4" post-test:

Results Test 1   _____    _____    _____    _____      
                                          _______ 
                            _______



Results Test 2   _____    _____    _____    _____      
                                          _______ 
                            _______

Results Test 3   _____    _____    _____    _____      
                                          _______ 
                            _______

Results Test 4   _____    _____    _____    _____      
                                          _______ 
                            _______

Results Test 5   _____    _____    _____    _____      
                                          _______ 
                            _______

Sec
           Man
    Aud
* “Cash25” balls 1-25 post-test:

Results Test 1   _____  _____  _____  _____  _____  _____                                 _______ 
                            _______

Results Test 2   _____  _____  _____  _____  _____  _____                                 _______ 
                            _______

Results Test 3   _____  _____  _____  _____  _____  _____                                 _______ 
                            _______

Results Test 4   _____  _____  _____  _____  _____  _____                                 _______ 
                            _______

Results Test 5   _____  _____  _____  _____  _____  _____                                 _______ 
                            _______

All daily game ball sets 0-9


                                  

 returned to containers

 and counted:                        
Y     N                        

                _______       _______       _______

Seal affixed and secured:                 Y     N

Seal No.  A________  B_______ C_________  D ________                                 _______       _______       _______

* “Cash25” balls 1-25 - returned to

   container and counted:                  Y     N                                                             _______       _______        _______

*Seal affixed and secured:               Y     N                                                             _______       _______        _______

Seal No.  A________  B________  C________   D ______                                  _______       _______        _______

Security Cabinet Locked:                 Y     N                                                             _______      _______         _______

Drawing security tape in custody:    Y     N                                                             _______      _______         _______

Seal No. ______________

Show tape reviewed:                        Y     N                                                             _______       _______        _______

Proper labels placed on show and

security tapes:                                   Y     N                           
                            _______       _______  
_______

Deviations or Exceptions

   to Drawing Procedure:                  Y     N              

                            _______       _______  
_______

EXPLAIN DEVIATIONS IN DETAIL BELOW

Special notes not related to deviations and exceptions:

CERTIFICATION:


West Virginia Daily Games/Cash25 drawings were held at ____________________________________, on ________________________________________.  Winning numbers were randomly chosen in accordance with applicable rules of the State Lottery Commission and the Director's procedures for Daily Games/Cash25 drawings.  

This event was witnessed by a representative of Gibbons & Kawash, A.C., who has signed below.


I certify that to the extent of my knowledge and belief this statement is true and correct.

Gibbons & Kawash, A.C.


by:______________________________________________________

Security Officer   __________________________________________

Event Manager     __________________________________________

WEST VIRGINIA LOTTERY - SECURITY SEAL RECORDS

DAILY/ “CASH25” GAMES
The storage area will be inspected to make certain there has been no tampering with the area, hasps, hinges, and that the lock is secure.  This will be a visual inspection upon arrival.

Inspection is satisfactory:         Yes           No

(If No, the following discrepancies are noted):
	
	Case "A" Daily Game Balls
	

	Seal No. Removed ____________       
	
	Seal No. Replaced ____________

	
	Case "B" Daily Game Balls
	

	Seal No. Removed ____________       
	
	Seal No. Replaced ____________

	
	Case "C Daily Game Balls
	

	Seal No. Removed ____________       
	
	Seal No. Replaced ____________

	
	Case "D" Daily Game Balls
	

	Seal No. Removed ____________       
	
	Seal No. Replaced ____________

	
	Set "A" “Cash 25” Balls
	

	Seal No. Removed ____________       
	
	Seal No. Replaced ____________

	
	Set "B" “Cash 25” Balls
	

	Seal No. Removed ____________       
	
	Seal No. Replaced ____________

	
	Set "C" “Cash 25” Balls
	

	Seal No. Removed ____________       
	
	Seal No. Replaced ____________

	
	Set "D" “Cash 25” Balls
	

	Seal No. Removed ____________       
	
	Seal No. Replaced ____________


Emergency Security box:  Key removed _____________     Key replaced/box secured ___________

Security Tape: 
                Seal removed _____________                        Seal Replaced ___________

Respectfully Submitted,

Date   ______________               Security              ________________________________________

Date   ______________               Event Manager   ________________________________________

Date   ______________               Auditor              ________________________________________

Exhibit 7: release to media

WEST VIRGINIA LOTTERY WINNING NUMBERS TO BE RELEASED TO MEDIA


DAILY DRAWING                  DATE __________________________________________



“Daily 3”     ________   ________   ________



“Daily 4”     ________   ________   ________   ________


"CASH 25" (List in Ascending Order)

______​​​___    _________       _________       _________       _________       _________




   
 ___________________________________________

                                                    
Talent




  
___________________________________________

                                                  
Security      

                                        
   
___________________________________________

                                                  
Event Manager





____________________________________________


                                            Auditor

Exhibit 8: west virginia lottery data processing additional cash 25 drawing procedures

DOW: DATE (MM/DD/YY): _____/_____/_____, MJD ________

	DATA PROCESSING REPRESENTATIVE:  
	

	EVENT MANAGER                                        
	

	1) Time arrived at Computer Site
	

	2) Time telephone connection made with Event Manager and password confirmed
	

	3) Time observed “Drawing Imminent” message and 

conveyed to Event Manager                                  
	

	4) Time obtained ‘On-Line Log Tape’ and ‘Daily Pics’ 

tapes                                                                       
	

	(5) Watch TV drawing show:

	a) Record “Daily 3” numbers appearing on balls selected                                                   
	

	b) Record “Daily 4” numbers appearing on balls selected
	

	c) Record “Cash 25” numbers appearing on  balls selected                                                              
	

	d) Verify numbers observed by IGT Computer Op:
	

	e) Verify numbers with Event Manager                     
	

	f) Time telephone connection broken with Event Manager
	

	6) Enter Verified Numbers:

	a) Lottery Computer vendor  numbers:                                       
	

	b) WVL                                                              
	

	7) Obtain report from IGT Computer Operator:                
	

	8) Tapes and report to WVL Computer Site:                     
	

	PROCESSING TAKES ABOUT 30 MINUTES

	9) Update current numbers on Lottery Web Page

	10) Update current numbers on Lottery Telephone Message System (method on file computer operator, Nancy Bulla, and Pam Lopez)



Time Message Completed: 
___________________


Recorded By: 

___________________


     Auditor: 

___________________

Exhibit 9: Emergency Guidelines for Fairmont Computer Center
ALTERNATE DRAWING PROCEDURES

1.  At 5:00 p.m., the Lottery Event Manager and Security Officer will assemble at the designated drawing studio.  The Independent Auditor and Talent will arrive by 6:15.  It shall be the responsibility of the Security representative to ascertain the presence of required personnel and take appropriate action if they are absent.  In the absence of Security personnel, this will be the responsibility of the Event Manager.  The independent auditing firm will employ three (3) auditors to report to the drawing location on a regular basis and three others as substitutes to be rotated.


Upon arrival, each person will sign the drawing report form and record times of arrival.  The Event Manager, Auditor, Talent and Security Officer will initial the form.  The Security Officer will call the Director’s representative by approximately 6:15 to affirm he/she is available.


2.  The Security Officer and Event Manager will break out the required drawing equipment from secure storage, and inspect storage area containers, and equipment for signs of intrusion, tampering or damage.


3.  As directed by the Auditor, a single set of certified game balls shall be selected. Security seals shall be inspected, broken in front of the security camera, and recorded.


4.  Lottery Security personnel shall prepare the drawing machines as per the manufacturer's instructions, attached hereto as Exhibit 1.


5.  After ascertaining that the drawing machines are operational, the selected sets of game balls will be installed in numerical order in the tubes by the Event Manager and/or the Security Officer.  The Talent will not assist in this procedure unless it is deemed necessary by the Event Manager.  Auditor, Security and Event Manager will confirm and log the presence of balls 1 through 25.  The test-only sign shall be placed on the drawing equipment.


6.  At approximately 6:30 p.m., the Auditor, Security Officer and Event Manager will conduct a minimum of three (3) test drawings, which should be completed by approximately 6:45 p.m.  While Talent should participate for the rehearsal time, the pretests will be conducted without the Talent if he/she is unavailable.  Auditor and Security shall record results of such drawings.   If any one number is drawn three times in the same location on a pre-test or two times in the same location on the post test, another drawing test will be conducted to verify randomness.  Any irregularities shall be agreed upon by attending officials and noted by the event manager on the drawing report form.  Unless emergency procedures need to be implemented, the drawing balls will not be reloaded or tampered with in any way until the actual drawing is completed.  The test-only sign shall be removed from the drawing equipment prior to the on-air drawing.

a.  Continuous videotaping of all drawing activities from the time of ball insertion to the completion of 

post‑testing will be accomplished, although an emergency situation interrupting its use or a malfunction of the security camera will not preclude the drawing from being conducted in the presence of the required drawing officials. The taping angle of the Security camera should be clear at all times.  No unauthorized persons shall approach the drawing equipment.  This requirement does not preclude television personnel from making adjustments necessary in the equipment to insure quality programming.  No more than one person of the drawing staff (Security personnel, Event Manager, Independent Auditor) shall be absent from the set at any one time from the time of ball insertion until post‑testing has been completed.  Any violations of these requirements shall be logged.


8.  At approximately 6:45 p.m. or no later than 6:52 p.m., two telephone lines shall be opened, one between the studio and the Fairmont Computer Center, and the other between the studio and the Lottery Computer Room.  The Lottery Computer Room representative and the Fairmont Computer Room representative will both confirm the authorized links through exchange of passwords with the Event Manager.  Both lines shall remain OPEN (not on hold) for the duration of the drawing period.  Upon pool closing at approximately 6:50 P.M. the representatives at both the Lottery and Fairmont Computer Rooms will confirm to Event Manager that the pool has closed.  By voice confirmation the Event Manager shall determine from the Fairmont facility that the file transfer has taken place and shall authorize the drawing to proceed.


9.  At 6:59:30 p.m. On-Air Talent will conduct the live drawing (see exhibit 2 for examples).

            10.  Event Manager will operate “Cash 25” drawing equipment on command of On‑Air Talent using manufacturer's instructions for the drawing machines attached hereto as Exhibit 1.

         
11.  After equipment automatically selects balls, On‑Air Talent will announce numbers in tray.

         
12.  At the conclusion of on-air drawing, the Event Manager will confirm by telephone to both the Lottery representative at the computer center and the Fairmont Computer Representative the winning numbers drawn by reading the numbers and having them read back by each representative.  The auditor will observe the activity to ensure the numbers are correctly read.  Further, the numbers read from the drawing form completed by security will be verified by the event manager, independent auditor, and security officer for a second time as indicated on the drawing form (using the Auditor's form as a cross-check).

        
13.  Prior to making media calls (exhibit 4), the Talent will complete the form as outlined in exhibit 8, which will be verified by the independent auditor, event manager, and security officer.

        
14.  After the winning numbers are verified and confirmed with the computer center (exhibit 7) and after the three drawing officials verify the numbers for media calls, the drawing officials will place the test drawing sign on the drawing equipment and conduct two (2) post-tests as indicated on the drawing form.  As with the pre-tests, if the same number is drawn from one machine during both post-tests, an additional one will be conducted to confirm randomness.  Results will be recorded and any irregularities shall be noted on the drawing report form.

 15.  At the conclusion of post-drawing testing, the Event Manager and/or Security Officer will return the drawing balls to their respective containers.  The West Virginia Lottery Security Officer and the Independent Auditor will count and insure all balls are returned to the containers in their proper order.  The Independent Auditor and Security Officer will secure the cases, attach a seal, and record the seal number.  Drawing equipment shall also be properly secured and stored under lock by Security and assisted by the Event Manager.  The auditor, event manager, and security officer will review the show tape.

16.  West Virginia Lottery Security shall obtain the continuous videotape of drawing procedures and maintain custody of that tape, securing its case by seal and securing the tape at the earliest opportunity following the drawing.  Security will place a red label on the security tape and a white label on the show tape.

17. Copies of required drawing certification forms will be completed and signed by required Lottery and independent auditor personnel (Drawing Report Form; Security Seal Records Log; Winning Numbers to be Released).

18.The Lottery Security staff will collect and West Virginia Lottery will retain and file original certification forms; Independent Auditor will prepare and supply certification letter on a monthly basis unless otherwise requested.

19.  The security officer will return to the Lottery office to send the Winning Numbers to Be Released form to The Associated press via facsimile machine (Fax Number: 345-5282).  The security officer will wait for the printed fax confirmation, attach a copy of the fax confirmation to the drawing reports, and show this action has been taken to the Director’s Representative in the computer room.  The Director’s Representative and the security officer will initial the fax confirmation sheet to show that the fax has been sent to and received by AP.  
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