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GENERAL TERMS & CONDITIONS
REQUEST FOR QUOTATION (RFQ) AND REQUEST FOR PROPOSAL (RFP)

1. Awards will be made in the best interest of the State of West Virginia.
2. The State may accept or reject in part, or in whole, any bid.
3. All quotations are governed by the West Virginia Code and the Legislative Rules of the Purchasing Division.

4. Prior to any award, the apparent successful vendor must be properly registered with the Purchasing Division
and have paid the required $125 fee.

5. All services performed or goods delivered under State Purchase Order/Contracts are to be continued for the
term of the Purchase Order/Contracts, contingent upon funds being appropriated by the Legislature or otherwise
being made available. In the event funds are not appropriated or otherwise available for these services or
goods, this Purchase Order/Contract becomes void and of no effect after June 30.

6. Payment may only be made after the delivery and acceptance of goods or services.

7. Interest may be paid for late payment in accordance with the West Virginia Code.

8. Vendor preference will be granted upon written request in accordance with the West Virginia Code.

Y. The State of West Virginia is exempt from federal and state taxes and will not pay or reimburse such taxes.

10. The Director of Purchasing may cancel any Purchase Order/Contract upon 30 days written notice to the seller.

11. The laws of the State of West Virginia and the Legislative Rules of the Purchasing Division shall govern
a"d rights and duties under the Contract, including withoul Tfimitation the validity of this Purchase
Order/Contract.

12. Any reference to automatic renewal is hereby deleted. The Contract may be renewed only upon mutual written
agreement of the parties.

13. BANKRUPTCY: In the event the vendoricontractor files for bankrupicy protection, this Contract may be
deemed null and void, and terminated without further order.

14. HIPAA BUSINESS ASSOCIATE ADDENDUM: The West Virginia State Government HIPAA Business Associate
Addendum (BAA), approved by the Attorney General, and available online at the Purchasing Division's web site
(http://www.state.wv.us/admin/purchase/vrc/hipaa.htm) is hereby made part of the agreement. Provided that,
the Agency meets the definition of a Cover Entity (45 CFR §160.103) and will be disclosing Protected Health
Information (45 CFR §160.103) to the vendor.

15, WEST VIRGINIA ALCOHOL & DRUG-FREE WORKPLACE ACT: If this Contract constitutes a public improvement
construction contract as set forth in Article 1D, Chapter 21 of the West Virginia Code ("The West Virginia Alcohol
and Drug-Free Workplace Act'), then the following language shall hereby become part of this Contract: “The
contractor and its subcontractors shall implement and maintain a written drug-free workplace policy in compliance
with the West Virginia Alcohol and Drug-Free Workplace Act, as set forth in Article 1D, Chapter 21 of the West
Virginia Code., The contractor and its subcontractors shall provide a sworn statement in writing, under the
penalties of perjury, that they maintain a valid drug-free work place.policy in compliance with the West Virginia
and Drug-Free Workplace Act. 1t is understood and agreed that this Contract shall be cancelled by the awarding
authority if the Contractor: 1) Fails to implement its drug-free workplace policy; 2) Fails to provide information
regarding implemeniation of the contractor's drug-free workplace policy at the request of the public authority; or
3) Provides to the public authority false information regarding the contractor's drug-free workplace policy.”

INSTRUCTIONS TO BIDDERS

1. Use the quotation forms provided by the Purchasing Division.

2. SPECIFICATIONS: ltems offered must be in compliance with the specifications. Any deviation from the
specifications must be clearly indicated by the bidder. Alternates offered by the bidder as EQUAL to the
specifications must be clearly defined. A bidder offering an alternate should attach complete specifications
and literature to the bid. The Purchasing Division may waive minor deviations to specifications.

3. Complete all sections of the quotation form.

4. Unit prices shall prevail in case of discrepancy.

5. All quotations are considered F.O.B. destination unless alternate shipping terms are clearly identified in the
guotation,

6. BID SUBMISSION: All quotations must be delivered by the bidder to the office listed below prior to the date and time
of the bid opening. Failure of the bidder to deliver the quotations on time will result in bid disqualifications:
Department of Administration, Purchasing Division, 2019 Washington Street East, P.O. Box 50130,
Charleston, WV 25305-0130 :

Rev. 7/01/08
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Question 33 Information Page 80A (Addendum #6)

West Virginia Depariment of Health and Human Resources HHR90049
Elecironic Benefils Transfer Part3 Page 53

individual user or users, or type of users) may have access to system data. The system or network shall
assure that users without that authorization are not allowed access to the data.

3234333  Sustem Access Audit Controls

The system shall be able to create an audit trail of access to the system and maintain and protect such records
from modification, unauthorized access, or destruction. The system shall define and control access between
named users and named objects (including but not limited to, files and programs). The system shall be able
to record the following types of events: log on, log off, change of password, creation, deletion, opening, and
closing of files, program initiation, and all actions by system operators, administrators, and security officers.
For each recorded event, the audit record shall identify: date and time of the event, user, type of event, and
the success or failure of the event. For log on, log off, and password change, the origin of the request
(including but not limited to terminal ID) shall be included in the audit record. For file-related events the
audit record shall include the file's name. The State system administrator (or system security administrator)
shall be able to selectively audit the actions of one or more users based on individual identity.

3234334 Transaction Communication

The EBT Vendor shall provide controls to ensure that EBT transaction communications are safeguarded, and
EBT transactions are processed only for properly executed transactions from aunthorized terminals.
Communications message validation shall provide for control edits for message completeness, file and field
formats, and control and authentication measures. The EBT Vendor shall have the ability to perform error
checking of transmitted data to ensure integrity of transmitted data, including range checks for acceptable
data fields and message format checks. In addition, the EBT Vendor should provide a configuration layout
showing complete end-to-end details of the teleconmmunications and avfomated information systems(s) as
part of the detailed system design required as a system development deliverable.

3.2.34.4 System Data Security
System data shall be protected to ensure that system and confidential information shall not be disclosed for

unauthorized purposes. The Vendors’ data security controls shall include the following at a minizmm:

3.2.34.4.1 West Virginia Access.
The EBT Vendor ensures that designated users from DHHR may only access the system in relation to system
data and operations in relation to West Virginia.

3.2.34.4.2 Disclosure of Information and Data

Any sensitive information made available in any format shall be used only for the purpose of canrying out the
provisions of this RFP, Information contained in such material shall not be divulged or made known in any
manner to any person except as may be necessary in the performance of this RFP. Disclosure to anyone
other than an authorized officer or employee of DHHR or a local Social Service Office is prohibited without
prior written approval. Sensitive information shall be accounted for upon receipt and properly stored before,
daring and after processing. In addition, all related output shall be given the same level of protection as
required for the source material.

3.2.34.4.3 Separation of Duties

The EBT Vendor shall provide for adequate internal controls through separation of duties and/or dual control
for the functions of card and PIN issuance, system administration and security administration (this includes
the separation of operations from control functions, such as reconciliation controls), account set-up and
benefit authorization, and benefit authorization and settlement authorization.

3.2.34.44 Backup/Contingency Operations and Disaster Services
The EBT Vendor shall provide for backup procedures to ensure the continuation of operations in the event of
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