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GENERAL TERMS & CONDITIONS -
REQUEST FOR QUOTATION (RFQ) AND REQUEST FOR PROPOSAL (RFP)

H IR by e pppacs poom e 2o

1. Awards will be made in the bast interest of the State of West Virginia.

2. The State may accept or reject in part, or in whole, any bid.

3. All quotéﬂons are governed by the West Virginia Code and the Legisfative Rules of the Purchasing Division.

4. Prior to any award, the apparent successful vendor must be properly reglstered with the Purchasing Division and have
paid the required $1 25.00 registration fee.

5. All services performed or goeds delivered under State Purchase Orders/Contracts are to be continued for the term
of the Purchase Order/Contract, contingent upon funds bsing appropriated by the Legisfature or otherwise being
made available. [n the event funds are not appropriated or otherwise available for these services or goods, this
Purchase Order/Contract becomes void and of no effect after June 30,

6. Payment may only be made after the delivery and acceptance of goods or services.

7. Interest may be paid for late payment in accordance with the Wesf Virginia Code.

8. Vendor preference will be granted upon written request in accordance with the West Virginia Code.

9, The State of West Virginia is exempt from federal and state 1axes and will not pay ot reimburse such taxes.

10.  The Director of Purchasing may cancel any Purchase Order/Coniract upen 30 days written notice to the seller.

11, The laws of the State of West Virginia and the Legislative Rufes of the Purchasing Division shall govern all rights

and duties under the Coniract, including without limitation the validity of this Purchase Order/Contraci.

12, Any reference to automatic renewal is hereby deleted. The Contract may be renewed only upon mutual written
agreement of the parties.

13. BANKRUPTCY: Inthe event the vendor/contractor files for bankruptcy protection, this contract is automaticaily
null and void, and is terminated without further order.

14.  HIPAA Business Associate Addendum - The West Viginia State Government HIPAA Business Associate
Addendum (BAA), approved by the Attorney General, and available online at the Purchasing Division's web site
{hitpJ/iwww.state.wv.us/admin/purchase/vre/hipaa.htm) is hereby made part of the agreement. Provided that, the
Agency meets the definition of a Covered Entity (45 CFR §160.103) and will be disclosing Protected Health
Information (45 CFR §160.103) to the vendor.

INSTRUCTIONS TO BIDDERS

1. Use the quotation forms provided by the Purchasing Division.

2. SPECIFICATIONS: ltems offered must be in compliance with the specifications. Any devialion from the specifications
must be clearly indicated by the bidder. Alternates offered by the bidder as EQUAL 1o the specifications must be
cleatly defined. A bidder offering an alternate should attach complete specifications and literature to the bid. The
Purchasing Division may waive minor deviations to specifications.

3 Complete all sections of the guotation form.

4. Unit prices shall prevail in cases of discrepancy.

5. All quotations are considered F.O.B. destination unless alternate shipping terms are clearly identified in the quotation.

6. BID SUBMISSION: All quotations must be delivered by the bidder to the office listed below prior to the date and time

of the bid opening. Failure of the bidder to deliver the quotations on time will result in bid disqualificalions.

SIGNED BID TO:

Department of Administration
Purchasing Division

2019 Washington Street East
Post Office Box 50130
Charleston, WV 25305-0130

Rev. 06/21/2008




Purchasing Division

RFQ COPY
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State of West Virginia
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DEPARTMENT OF ADMINISTRATION
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State of West Virginia Request for |
Depariment of Administration  Quotation
Purchasing Division

2019 Washington Street East : ACDRESS CORBESD:
Post Office Box 50130
Charleston, WV 25305-0130 KRISTA FERRELL

304-558-259¢4

RFQ COPY
TYPE NAME/ADDRESS HERE DEPARTMENT OF ADMINISTRATION
IS&C - CHIEF FINANCIAL OFFICER

1 DAVIS SQUARE

CHARLESTON, WV
25301 304-6558-5472

0772472007
BID OPENING DATE: 08/16/2007 BID OPENING TIME 01:350PM

MARKET, WITHOUT THE FILING OF A REQUISITION OR COST
ESTIMATE, ITEMS SPECIFIED ON THIS CONTRACT FOR
IMMEDIATE DELIVERY IN EMERGENCIES DUE [TO UNFORESEEN
CAUSES (INCLUMDING BUT NOT LIMITED TO DELAYS IN TRANS-
PORTATION OR| AN UNANTICIPATED INCREASE| IN THE VOLUME
OF WORK.)

BANKRUPTCY: | IN THE EVIENT THE VENDOR/CONTRACTOR FILES
FOR BANKRUPTCY PROTECTJION, THIS CONTRACT IS AUTOMATI-
CALLY NULL AND VOID, AND IS TERMINATED WITHOUT FURTHER
ORDER.

SHALL SUPERSEDE ANY AND ALL SUBSEQUENT| TERMS AND
CONDITIONS WHICH MAY APPEAR ON ANY ATTACHED PRINTED
DOCUMENTS SUCH AS| PRICE LISTS, ORDER FORMS, SALES
AGREEMENTS OR MAINTENANCE AGREEMENTS, [INCLUDING ANY
ELECTRONIC MEDIUM SUCH AS CD-ROM.

THE TERMS AN CONFITIUNS CONTAINED IN [THIS CONTRACTY
M

REV. 04/11/2)001

PURCHASING CARD ACCEPTANCE: THE STATE| OF WEST VIRGINIA
CURRENTLY UT|ILIZES A VIISA PURCHASING CARD PROGRAM WHICH
1S ISSUED THROUGH A BANK. THE SUCCESSFUL VENDOR

MUST ACCEPT [THE S[TATE OF WEST VIRGINIA| VISA PURCHASING
CARD FOR PAYMENT [OF AL|L ORDERS PLACED BY ANY STATE
AGENCY AS A CONDITION [DF AWARD.

VENDOR PREFERENCE CERTIFICATE

CERTIFICATION AND APPLICATION* IS HEREBY MADE FOR
PREFERENCE IN ACCORDANCE WITH WEST VIRGINIA CODE,
5A-3-37 (DOES NOT| APPLY TO CONSTRUCTION CONTRACTS).

SIGNATURE : : RO = i

TTTLE FEN ADDRESS CHANGES TO BE NOTED ABOVE
WHEN RESPONDING TO RFQ, INSERT NAME AND ADDRESS IN SPACE ABOVE LABELED 'VENDOR'




State of West Virginia Request for =
Department of Administration Quotation
Purchasing Division

2019 Washington Street East

Post Office Box 50130

Charleston, WV 25305-0130

5046-558-2Kh94

RFQ CoPY
TYPE NAME/ADDRESS HERE DEPARTMENT GF ADMINISTRATICN
IS&C - CHIEF FINANCIAL OFFICER

1 DAVIS SQUARE

CHARLESTON, WV
25301 304-558-5472

BID OPENING DATE: 08/16/2047 BID CPENING TIME

A. APPLICAT|ION IS MADE FOR 2.5% PREFERENCE FOR THE
REASON CHECKED:

(¢ J BIDDER IS AN INDIVIDUAL RESIDENT, VENDOR AND
HAS RESIDED [CONTINUOUSLY IN WEST VIRGINIA FOR FOUR
{4) YEARS TMMEDIATELY PRECEDING THE DATE OF THIS

CERTIFICATION; OR

¢ ) BIDDER| IS Al PARTNERSHIP, ASSOCIATION OR CORPORA-
TION RESIDENT VENDOR AND HAS MAINTAINED ITS HEAD-
QUARTERS OR PRINCIPAL PLACE OF BUSINESS CONTINUOUSLY IN
EST VIRGINIA FOR| FOUR (4) YEARS TMMEDIATELY PRECEDING
HE DATE OF [THIS CERTIFICATION; OR 80% OF THE OWNERSHIP
INTEREST OF BIDDER IS HELD BY ANOTHER |INDIVIDUAL,
ARTNERSHIP,| ASSOCIATION OR CORPORATION RESIDENT VENDOR
HO HAS MAINTAINED ITS| HEADQUARTERS OR| PRINCIPAL PLACE
OF BUSINESS [CONTINUOUSLY IN WEST VIRGINIA FOR FOUR (4)
YEARS IMMEDIATELY] PRECEDING THE DATE OF THIS
CERTIFICATION; OR

( ) BIDDER IS A CORPORATION NONRESIDENT VENDOR

HICH HAS AN| AFFILIATE| OR SUBSIDIARY WHICH EMPLOYS
MINIMUM QF} ONE HUNDRED STATE RESIDENTS AND WHICH

AS MAINTAINED ITS HEAQUARTERS OR PRINCIPAL PLACE OF
USTINESS WITHIN ST VIIRGINIA CONTINUOUSLY FOR THE
OQUR (4) YEARS IMMEDIAITELY PRECEDING THE DATE OF THIS

CERTIFICATION.

B. APPLICATION IS MADE FOR 2.5% PREFERENCE FOR THE
EASON CHECKED:

C ) BIDDER IS A RESIDENT VENDOR WHO CERTIFIES THAT,
URING THE LIIFE OF THE] CONTRACT, ON AVERAGE AT LEAST
75% OF THE EMPLOYEES WORKING ON THE PROJECT BEING BID

RE RESIDENTS OF WEST (VIRGINIA WHO HAVE RESIDED IN
HE STATE COFTINUFUSLY FOR THE TWC YEARS IMMEDIATELY

SIGNATURE TELEPHONE oATE

TITLE FEIN ADDRESS CHANGES TO BE NOTED ABOVE
WHEN RESPONDING TO RFQ, INSERT NAME AND ADDRESS IN SPACE AROVE LABEILED 'VENDOR'
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RFQ COPY
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State of West Virginia Request for ¢
Department of Administration  Quotation

2019 Washingion Street East
Post Office Box 50130
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DEPARTMENT OF ADMINISTRATION
IS&C - CHIEF FINANCIAL OFFICER
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State of West Virginia Request for |
Department of Administration Quotation
Purchasing Division
2019 Washington Street East T E
Post Office Box 50130 }K

3

Charleston, WV 25305-0130

04-558-2594

RFQ COPY
TYPE NAME/ADDRESS HERE DEPARTMENT OF ADMINISTRATION
ISRC - CHIEF FINANCIAL OFFICER

1 DAVIS SQUARE

CHARLESTON, WV
25301 504-558-5472

PRI
07/24/2007
BiD OPENING DATE: 08/14/2007 BID GPENING TIME

THE BID SHOULD CONTAIN THIS INFORMATION ON THE FACE OF

THE ENVELOPE| OR THE BID MAY NOT BE CONSIDERED:
SEALED BID

BUYER: KRISTA FERRELL-FILLE 21
RFQ. NO.: ISCG0203

BID OCPENING DATE: 08/14/2007

BID OPENING TIME: 1:30 PM

PLEASE PROVIDE A FAX NUMBER 1IN CASE IT| IS NECESSARY
TO CONTACT YOU REGARDING YOUR BID:

sexxxxx THIS| IS THE END OF RFAQ ISCG0203 xxxx%x TOTAL:
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Request for Quote ISCG0203
for Email Encryption System

West Virginia Office of Technology is requesting proposals for a turn-key email
encryption solution. This solution should be a total cost of ownership solution to
allow us the ability to make a fair comparison. Price must include all hardware,
software, and maintenance for the encryption solution. This solution should aiso
provide for a single point of contact for support (o ensure quick response to this
time critical solution.) This solution will require encryption availability under the
following scenario. Senders email will route through an SMTP gateway system,
located in Charleston or Morgantown, managed by the state of West Virginia.

Requirements of the specifications are listed below:

[ ]

Emails are to be routed directly from the sender’s to the recipient’s email
systems. The intent is to ensure that at no point any emails reside on a
system other than the sender’s or the recipient's.

AES 256 bit encryption must be one of the available encryptions
methodologies. Other industry standard encryptions should be supported
as well.

Selectable encryption must be available within Outlook 2002, 2003 and
2007 for those subscribed to the encryption system.

Enforced encryption options must be available within the SMTP gateway
system based on the following criteria; the email address of individual
senders, the domain of senders, the email address of individual recipients,
and the domain of the recipients.

Enforced encryption options must be available within the SMTP gateway
system based on scanning resuits of subject line content and apparent
protected information (i.e. Social Security numbers, PHI....) within the
email.

Recipients that do not participate in the encryption solution must be able
to read emails encrypted by the state, without installing any software.
SMTP gateway encryption solution must run on a redundant failover
hardware configuration.

Vendor will provide on site installation and configuration. System
knowledge transfer adequate for basic administration wili be provided at
the time of installation. Documentation of the SMTP gateway solution, as
installed, will be provided upon completion of the installation.

Gateway solution will be sized for 25,000 — 35,000 Email messages per
day.

Priority technical support (4 hr callback) will be provided for the gateway
solution for sixty days after completion of the installation. Standard
technical support must be available for at least one year.

Hardware maintenance wili be provided for three years.




The SMTP gateway system must have logging and reporting capability
adequate for diagnosing email delivery issues as well as determining the
disposition of specific emails that are handled by the gateway within the
previous ten days.

The vendor will be the sole contact for support related to the SMTP
gateway solution, including hardware issues.

Pricing requirements:

Pricing will be provided for an initial deployment of 16,000 users’ outbound
emai! flowing through the solution for scanning with approximately 15%
needing encryption, as well as pricing for additional seats that may be
purchased as needed. Tiered pricing may be offered to reflect additional
discounts as the total number of licenses acquired increases.

Licensing will be ‘transferable’ (examples: a state employee leaves and
another is assigned the role that requires email encryption. The new
employee may assume that ‘seat’. A state agency is divested of a
responsibility requiring email encryption, so those ‘'seats’ are returned to
the ‘state pool’.)

‘Software assurance’ to include free updates to later versions of both the
gateway and non gateway software for three years is to be included in the
pricing.

Desirables

L ]
.

The ability to create custom criteria for enforced encryption is desirable.
Ability to track emails for delivery and read
Ability to retract emails




COST SHEET

License for email encryption w/ total Year 1
scanning of all out—bound eamil Year 2
(Includes Hardware and Software Year 3

Maintenance.)

TOTAL COST

Cost for Additioal Seats beyond

initial 16,000 users.
+*[{ quoting tiered pricing, please attach

EACH

Note: Added Licenses will be prorated on a 6 month or 12 month basis.




RFQNo. _TSCG0203

STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

West Virginia Code §5A-3-10a states: No contract or renewal of any contract may be awarded by the state or
any of its political subdivisions to any vendor or prospective vendor when the vendor or prospective vendor or
a related party to the vendor or prospective vendor is a debtor and the debt owned is an amount greater than
one thousand dollars in the aggregaie

DEFINITIONS:

“Debt” means any assessment, premium, penalty, fine, tax or other amount of money owed to the state or any
of its political subdivisions because of a judgment, fine, permit violation, license assessment, defaulted
workers' compensation premium, penalty or other assessment presently delinquent or due and required to be
paid to the state or any of its political subdivisions, including any interest or additional penalties accrued
thereon.

“Debtor” means any individual, corporation, partnership, association, limited liability company or any other form
or business association owing a debt to the state or any of its political subdivisions. “Political subdivision”
means any county commission; municipality; county board of education; any instrumentality established by a
county or municipality; any separate corporation or instrumentality established by one or more counties or
municipalities, as permitied by law; or any public body charged by law with the performance of a government
function or whose jurisdiction is coextensive with one or more counties or municipalities. "Related party” means
a party, whether an individual, corporation, partnership, association, limited liability company or any other form
or business association or other entity whatsoever, related to any vendor by blood, marriage, ownership or
contract through which the party has a relationship of ownership or other interest with the vendor so that the
party will actually or by effect receive or control a portion of the benefit, profit or other consideration from
performance of a vendor contract with the party receiving an amount that meets or exceed five percent of the
total contract amount.

EXCEPTION: The prohibition of this section does not apply where a vendor has contested any tax
administered pursuant to chapter eleven of this code, workers’ compensation premium, permit fee or
environmental fee or assessment and the matter has not become final or where the vendor has entered into a
payment plan or agreement and the vendor is not in default of any of the provisions of such plan or agreement.

LICENSING: Vendors must be licensed and in good standing in accordance with any and all state and local
laws and requirements by any state or local agency of West Virginia, including, but not limited to, the West
Virginia Secretary of State’s Office, the West Virginia Tax Department, West Virginia Insurance Commission,
or any other state agencies or political subdivision. Furthermore, the vendor must provide all necessary
releases to obtain information fo enable the Director or spending unit to verify that the vendor is licensed and in
good standing with the above entities.

CONFIDENTIALITY: The vendor agrees that he or she will not disclose to anyone, directly or indirectly, any
such personally identifiable information or other confidential information gained from the agency, unless the
individual who is the subject of the information consents to the disclosure in writing or the disclosure is made
pursuant to the agency's policies, procedures and rules. Vendors should visit www.state.wv.us/
admin/purchase/privacy for the Notice of Agency Confidentiality Policies.

Under penalty of law for false swearing {(West Virginia Code, §61-5-3}, it is hereby certified that the vendor
acknowledges the information in this said affidavit and are in compliance with the requirements as stated.

Vendor's Name:

Authorized Signature: Date:

Purchasing Affidavit (Revised 04/15/07)




WV-96 AGREEMENT ADDENDUM
Rev. 5/94

I the event of conflict between this addendum and the agreement, this addendum shall control:

1.

20.

ARBITRATION - Any references to arbitration confained in the agreement are hersby deleted. Disputes arising out of the agreement shall be presented to the
West Virginia Court of Claims.

HOLD HARMLESS - Any clause requiring the Agency to indemnify or hold harmless any party is hereby deleted in its entirety.

GOVERNING LAW - The agreement shall be governed by the laws of the State of West Virginia. This provision replaces any references to any other State’s
governiag law.

TAXES - Provisions in the agreement requiring the Agency to pay taxes are deleted. As a State entity, the Agency is exempt from Federal, State, and locai taxes
and will not pay taxes for any Vendor including individuals, nor will the Ageacy file any tax returns or reports on behalf of Vendor or any other party.

PAYMENT - Any references to prepayment are deleted. Payment will be in arrears.

INTEREST - Should the agreement include a provision for interest on ate payments, the Agency agrees fo pay the maximmum legal rate under West Virginia law.
All other references to interest or late charges are deleted. v

RECOUPMENT - Any language in the agreement waiving the Agency’s right to set-off, counterclaim, recoupment, or other defense is hereby deleted.

FISCAL YEAR FUNDING - Service performed under the agreement may be continued in succeeding fiscal years for the term of the agreement, contingent
upen funds being appropriated by the Legislature or otherwise being available for this service. In the event funds are not appropriated or otherwise available for
this service, the agreement shall terminate without penalty on June 30, Afier that date, the agreement becomes of no effect and is null and void. However, the
Agency agrees 10 use jts best efforts to have the amounts contemplated under the agreement included in its budget. Non-appropriation or non-funding shall not
be considered ar event of defanlt.

STATUTE OF LIMITATION - Any clauses Hmiting the time in which the Agency may bring suit against the Vender, lessor, individual, or any other party are
deleted.

. SIMIEAR SERVICES - Any provisions limiting the Agency’s right to obtain similar services or equipment in the event of defauit or nen-funding during the

term of the agreement are hereby deleted.

. ATTORNEY FEES - The Agency recognizes an obligation to pay attorney’s fees or costs only when assessed by a court of competent jurisdiction. Any other

provision is invalid and considered null and void.

. ASSIGNMENT - Notwithstanding any c¢lavse to the contrary, the Agency reserves the right to assign the agreement to another State of West Virginia agency,

board or commission upon thirty (30) days written notice to the Vendor and Vendor shall obtain the written consent of Agency prior to assigning the agreement.

. LIMITATION OF LIABILITY - The Agency, as a State eatity, cannot agree to assume the potential liability of a Vendor. Accordingly, any provision limiting

the Vendor’s liability for direct damages or limiting the Vendor’s liability under a warranty to a certain dollar amount or to the amount of the agreement is hereby
deleted. In addition, any limitaticn is null and void te the extent that it preclades any action for injury to persons or for damages o persenal property,

RIGHT. TO TERMINATE - Agency shall have the right to terminate the agseement upon thirty (30) days written notice to Vendor.

. TERMINATION CHARGES - Any provision requiring the Agency to pay a fixed amount or liquidated damages upon termination of the agreement is hereby

deleted. The Agency may only agree to reimburse a Vendor for actual costs incurred or losses sustained during the current fiscal year due to wrongfu! termination
by the Agency prior to the end of any current agreement term,

. RENEWAL - Any reference to automatic renewal is hereby deleted. The agreement may be renewed only upon mutual written agreement of the parties.

. INSURANCE - Any provision requiring the Agency to insure equipment or property of any kind and name the Vender as beneficiary or as an additional insured

is hereby deleted,

. RIGHT TO NOTICE - Any provision for repossession of equipment without notice is hereby deleted. However, the Agency does recognize a right of reposses-

sion with notice.

. ACCELERATION - Any reference to acceleration of payments in the event of defanlt or non-funding is hereby deleted.

AMENDMENTS - Al amendments, modifications, alterations or changes to the agreement shall be in writing and signed by both parties. No amendment,
medification, alteration or change may be made to this addendum without the express written approvai of the Purchasing Division and the Attorney General.

ACCEPTED BY:

STATE OF WEST VIRGINIA VENDOR
Spending Unit: Company Name:
Signed: Signed:

Title: Title:

Date: Date:




ATTACHMENT
P.O# 15cG0203°

This agreement constitutes the entire agreement between the parties, and there
are no other terms and conditions applicable o the licenses granted hereunder.

Agreed
Signature Date : Signature Date

Tile Title

Company Name Agency/Division




