	
Music on Hold
	Enables administrators to upload an audio file onto the system to be played to parties on hold.

Users can use any application to record the .wav file. The format should be a CCITT u-Law, 8.000 kHz, 8 bit Mono .WAV file. There is a 10 minute maximum threshold or approximately (4.7 meg).
	

	PS/ALI

	Private Switch/Automatic Location Identification (PS/ALI) is an advanced form of E-911 service. It gives customers the ability to deliver station-level Automatic Number Identification (ANI) and exact location information to the Public Safety Answering Point (PSAP). 

For more details, refer to Emergency (911) Service with The Vendor VoIP.
	

	Series Completion 

	The Series Completion service can be assigned to a selected series of lines to forward calls on a busy condition. It is a form of hunting in which the next line in the series completion group is tried in a prearranged order, without any limit on the number of sequential forwards. Unlike hunt group functionality, the lead number for a series completion is associated with a specific subscriber. The call is only forwarded if the subscriber's line is busy. If the user's line is not busy then the network will route the call according to the rules that have been configured for a "no answer" condition. 

This service is used to support Key System functionality. Key systems typically ring all available lines in a specified order for incoming calls, regardless of the number dialed to reach the company. For example, when calling a tech support hotline, the subscriber dials (800) 555-HELP. That number attempts to ring line 1 of company. If line 1 is busy, it will attempt to ring line 2. If line 2 is busy, and so on. If all lines are busy, the call can be sent to or another assigned service of the series completion group. Similarly, if all lines or subscribers of this company were assigned to a Series Completion group, The Vendor VoIP acts just like a key system.
	


3.1.15.15 Management

	Feature
	Description
	Vendor’s Response

	Call reporting details via web screen
	Billing reports can be generated daily, weekly, monthly for call detail and printable via website.
	

	Feature Reporting
	Feature reports can be generated for Accounting and Authorization Code usage.
	

	Customer-managed Routers
	The Vendor Business will design and implement service. Customer retains control of CPE management.
	

	· 

· 
· 

· Administrative site management via web screen
	Via the Vendor Customer Center, VoIP provides administrator accounts on a central website for setting up default feature classes for a range of users.

Supported Browsers 

· Microsoft Internet Explorer 5.0 or higher with the Microsoft Java VM installed. The Vendor Business recommends 128 encryption for Secure Socket Layer (SSL) support on the browser. 

· Other versions of incoming exclusion (IE) or any version of Netscape Navigator may be compatible with the Communication Manager, but have not been tested. 

Recommended Screen Resolution 

1024x768 resolution, 16-bit color depth. 
	

	Multi-language Support
	Screens can be displayed in multiple languages. 
	

	· 
· 
· 
· 

· User self-provisioning and management via web screen
	Via the Vendor Customer Center, VoIP provides web access for users to set up their phones and administer features and calling treatments. 

Supported Browsers

· Microsoft Internet Explorer 5.0 or higher with the Microsoft Java VM installed. The Vendor Business recommends 128 encryption for SSL support on the browser. 

· Other versions of IE or any version of Netscape Navigator may be compatible with the Communication Manager, but have not been tested. 

Recommended Screen Resolution 

1024x768 resolution, 16-bit color depth. 
	


3.1.15.16 Security

	Feature
	Description
	Vendor’s Response

	Authentication
	Validates that user names and passwords to ensure only trusted users are on the network. For SIP phones and analog interfaces, authentication is performed by SIP digest user authentication. For a digital PBX with a router/gateway, authentication is performed via IP Security Authentication Header Protocol (IP Sec AH).
	


3.1.15.17 Signaling Support 

	Feature
	Description
	Vendor’s Response

	SIP
	Session Initiation Protocol, an open standard and the leading VoIP protocol.
	


3.1.15.18 SIP Phone Features 

	Feature
	Description
	Vendor’s Response

	Do Not Disturb
	SIP phones support Do Not Disturb.
	

	Hold
	SIP phones allow users to place calls on hold.
	

	Consultation Hold
	The user may place a call on hold and originate another call with privacy.
	

	
Three-Way Conferencing
	Ability to conference in a third party. 

Note: Compression will not be supported with this type of conferencing. Instead the call will be processed using the G.711 codec. 
	

	Multi-line SIP Phones
	SIP phones offer a minimum of two lines, with Cisco phones supporting up to six lines.
	

	DTMF Digit Support
	Dual Tone Multi-Frequency refers to push button or touch-tone dialing.
	

	Phone Portability
	IP phones may be plugged into any The Vendor VoIP location. 
	

	XML Application Support
	Can write specialized Extensible Markup Language (XML) applications to run on the Cisco phone.
	

	Call Log
	Displays a log of placed, received, and missed calls.
	

	Last Number Dialed
	Speed dials the last number dialed.
	


3.1.15.19 Disaster Recovery

	Feature
	Description
	Vendor’s Response

	

Busy Out Monitoring
	Cisco service within their Inter-network Operating System (IOS) that will continuously monitor a locally connected wide area network (WAN) interface in order to control a locally connected channel associated signaling (CAS) or Primary Rate Interface (PRI). 

If the WAN T1 alarms, then the router will place the CAS or PRI interfaces into a similar alarm state, allowing the PBX to route around to a more PSTN optimal path.

Likewise when the WAN T1 comes up the router will place the CAS or PRI interfaces into an up state and calls will be completed over the VoIP network.
	

	

· 
· 
· 
Bypass Port 
	One default bypass port available to the PSTN in the event of a power outage or network outage condition.

The Mediatrix bypass port will be activated if:

· The unit is not able to register with the SIP proxy (including the case where the Registrar is not reachable or responding). 

· The local area network (LAN) link is not up; e.g., LAN cable disconnected for example. 

· Power failure. 

Following one of the above conditions, the unit will try to register every two minutes or as soon as the local area network (LAN) cable is reconnected. When the units are able to re-register, the bypass will be deactivated after 10 seconds (if a call is not already in progress).
	

	Internet T1 Access – Shadow T1/

Shadow T3
	Internet T1/T3 Shadow is a redundant service option that provides an automatic back-up connection in the event of primary T1/T3 failure.

A second T1/T3 is provisioned from customer premises to The Vendor IP backbone and Border Gateway Protocol (BGP) MEDs are used to reroute traffic in an outage situation.

Customers may have their primary circuit with The Vendor Business. The T1/T3 Shadow circuit may be the same bandwidth as primary connection. 
	

	Internet T1 Access – Diverse and Double




	T1 Diverse is two T1s provisioned to different The Vendor-owned hubs. T1 Double is two T1s provisioned to the same The Vendor-owned hub and the same gateway router.

Most customers route voice traffic to an IP/PSTN gateway which has one IP address. When a router has multiple outbound paths to the same destination IP address (as in T1 Diverse and Double) it selects only one of those paths for that destination.

Once the router decides which T1 to use, all the traffic destined for the VoIP gateways will choose that same T1.

The same situation exists for traffic in-bound to a customer. If substantially all of a customer's traffic is destined for one IP address, as when the customer has a firewall, the Vendor edge router will select one path and not use the other T1. Customer designs should take this into account.

If the customer has predominately off-net traffic, which means that most of their traffic is going to single IP address, they will not receive a load-sharing benefit from T1 Diverse or Double. On-net traffic destined for various IP addresses, however, can router over either T1.
	


3.1.15.20 IP T1/PRI Trunking Generic   [Critical]
IP T1/PRI is designed for small-size Agencies & customers that simply need converged voice and data access and basic Class 5 calling features. This service works with existing IP Key/PBX systems, thereby eliminating the need to heavily invest in extra equipment. With IP T1, there is no need for equipment changeover or disruption to services. Customers will not need to retrain employees on any of the calling features or functions, and implementation is transparent to the end-user.

The Vendor may describe, in detail, their integrated Voice and Data T-1 on the MPLS, if this offering isn’t available, describe what is available. (For instance the State requires IP trunking using G.729 codec.)  
· The benefits of IP T1 should  include:
· One converged network for voice and data, reduced from two separate voice and data networks, means lowers costs. 

· A minimum of 40 simultaneous calls

· All the features of a conventional PRI, (like those used commonly from the DAIN contract)

· One network for voice and data also makes network management easier. 

· Unlimited local and on-net calling with a bundle of off-net domestic long distance minutes within the 50 U.S. states offers cost savings. 
3.1.15.21 IP Trunking: Cisco Specific

IP Trunking is designed for large customers with 200 or more employees, which have already invested in a Cisco CallManager 4.1.3 IP PBX. With IP Trunking, the customer's IP PBX is connected directly to the carrier’s IP backbone, eliminating the need for the customer to purchase complex and costly Time Division Multiplexing (TDM) enterprise gateway customer premises equipment (CPE). IP Trunking provides converged access and the essential features that large customers require.

This offering's target market includes customers that:

· Have 200 to 1,000, or more employees 

· Do not want to retrain employees on any of the calling features or functions; all the Cisco CallManager features are retained 

· Do not want to invest in costly TDM gateway equipment infrastructure or desktop equipment 

· Prefer to avoid equipment changeover or disruption to services 

· Want the cost savings realized through converged access

3.1.15.22 IP Trunking Ethernet, (over DS-3 or Alternate means)

· Requires handoff to IP enabled PBX or Pure IP softswitch via Ethernet 10Meg

· Should accommodate up to 400 simultaneous calls

· Should have all traditional PRI DAIN type features.

3.1.15.23 [Critical] QoS and DiffServ Signaling: IP by itself is simply a best-effort service, not sufficient enough to provide the strict delay, jitter, and bandwidth guarantees required for voice over IP (VoIP) and other real-time traffic.  WVOT requires that the proposed solution support a standards-based QoS or DiffServ aware TE mechanism when making forwarding decisions for passing VoIP traffic through tunnels. Confirm Vendor’s compliance with this mandatory and describe the method for QoS or DiffServ TE signaling for VoIP traffic.  (See real-time QoS in 3.1.7.3)
3.1.16   
Statewide Remote User Access (Dial-up, DSL, et. al.)


3.1.16.1 
Statewide Dial-up WVOT desires statewide dial-up access, DSL access, cable access, WiFi access, to support the development of a secure, highly functional and highly stable remote access solution for telecommuters, small remote offices and after-hours business workers.
3.1.16.2 
Dial-up Access: WVOT desires that the Service Provider provide cost-effective access to the MPLS VPN network for remote users, field employees, travelers on temporary duty, temporary work sites, sites with outages, and home tele-workers without high speed connections. Such dial-up should be 56K or better and include v.90 and v.92 support. This dial-up capability could be provided via publicly available ISP service through the State’s existing ISP WVNET, or through a private Vendor MPLS remote user network, whichever is most cost-effective. Describe Vendor’s approach for providing cost-effective remote user access to the MPLS VPN network. 
3.1.16.3
Remote Local Access: WVOT desires that remote users have the option of connecting to the MPLS VPN network either through a local dial number or via a toll-free access number.  Describe Vendor’s strategy to controlling costs by directing users to local numbers rather than more expensive 800 numbers.  VPN via Internet DSL access for telecommuters – add language in this section.
3.1. 16.4  
Capacity: The number of concurrent dial-up connections should be selectable, both by local dial numbers and toll-free access. Also, in time of an emergency, the need for remote access may dramatically increase. Describe Vendor’s approach to appropriately sizing the capacity of dial-up network access to limit busy signals as well as providing additional local and toll-free numbers as necessary.

3.1.16.5 
Availability: WVOT desires that remote user access to the MPLS VPN be readily available.  Describe Vendor’s approach to ensuring the Availability of remote user access. 

3.1.16.6 
Idle Time Disconnect: WVOT desires that the Vendor has an idle time disconnect feature.  WVOT desires the ability to adjust the default period of time in which a statewide dial-up call is dropped due to inactivity.  Describe how the Vendor will provide idle time disconnect capability. Describe how the Vendor’s solution could allow WVOT to adjust the idle time disconnect interval. 

3.1.17 Access Circuits 
3.1.17.1
[Critical]
Access Circuit Services: The local access connection between the customer premise equipment and the Service Provider’s Point of Presence (POP) should use generally and commercially available transport services.  Preference should be given to open, secure, scalable, industry-standards-based, packeted services, such as Ethernet in 10 Meg/100 Meg and 1 Gig (both redundant and non-redundant), SONET, Frame Relay, ATM, Clear channel T-1 and DS-3 circuits and others, providing end-to-end QoS capable of transporting voice, video, and data applications within a converged media stream.  TDM-based transport services, such as T1 digital carrier, ISDN, DSL, etc., shall be acceptable where dictated by the business needs (e.g. cost, SLA) of the agencies.  (The State desires that the apparent successful Vendor leverage access facilities such as Ethernet over Frame Relay and ATM.) Vendor should confirm their ability to meet this mandatory and fully describe their strategy for increasing desired access facility types.
3.1.17.1.1
[Critical]
User Perspective/Mesh Topology:  The Provider should offer the option for meshed links, which will enable agencies to build redundancy in the WAN through a Mesh Topology.  Vendor should state any additional cost for adding VRFs or PVCs, and present these costs in the Cost Section of this RFP.

3.1.17.2
 [Critical] The State cannot pay for dual service therefore it is a requirement that the winning vendor install and test replacement Access circuits of any type at no charge until the legacy Data 05 or other service from any legacy Vendor is terminated. The services should meet all applicable industry standards pertaining to information security, and vendor should be willing to accommodate and comply with WVOT Enterprise Information Security Policy, as it evolves over time.  The vendor is not obligated to provide the service at no charge after 30 days from Access Circuit installation.  Exceptions to this are K-12 and the Library Commission which are subject to E-Rate and will be converted last.  They will require ninety (90) days without double-billing.

3.1.17.3
Access Circuits: WVOT desires that the Service Provider supply the most economical physical Access Circuits that meet the service level and bandwidth requirements of the individual agencies. Describe the strategy for providing the most economical accessibility while meeting Service Level Agreements (SLA). 

3.1.17.4
Availability: WVOT desires the ability to choose Access Circuit Availability per the business requirements of each service address. Use the pricing spreadsheet located in Appendix B which describes required access circuits, services, and/or service bundles. List any and all access types not on the required lists that are available and provide the pricing for said additional options in Attachment C, clearly labeled and referring back to this section. The State will require for all Access Circuit types the 5 previously mentioned CoS categories, except where a certain access type is “Best Effort only”.  (e.g. dial up, cable modem, DSL, and any Internet VPN access are “Best Effort” only if the four (4) FCC QoS Requirements are not applicable.)  Specifics for each FCC category will be stated in the SLA with its accompanying bandwidth, Availability, Latency, Jitter, MTTR.  

3.1.17.5
Bandwidth: The Vendor should specify the various types of access services offered, including the bandwidth increments and ranges. Does Vendor’s offering enable the customer to specify their bandwidth requirement? If so, clearly define the various types of access services offered including the bandwidth increments and ranges. 


3.1.17.6
Bandwidth on Demand:  WVOT desires the ability to provide its customers with additional capacity on an Access Circuit, as necessary, to accommodate increases in traffic, such as a videoconference, or other special requirements.  Describe the approach for providing this capability.

3.1.17.7
Ability to Add Wireless Access and Satellite Circuits: To fully support a mobile workforce and provide alternate connectivity where traditional land based circuits are not available, WVOT desires that the MPLS VPN network be able to add Wireless Access Circuits. This is not a request for the Vendor to build out a statewide wireless network but have the capability to connect wireless access circuits. List the types of wireless access circuits that the proposed solution (such as IEEE 802.11g, 802.16, Wi-Max, WiFi, VSAT, etc.) would support.  Describe the security measures required to connect with the wireless access circuits. 
3.1.17.8
[Critical]
Third Party Circuits within the current and future network infrastructure: There are circuits that are provided by business associates and/or exempt agencies, to provide specialty services to WVOT and State agencies. Describe Vendor’s approach for providing connectivity for these third party circuits, within the planned MPLS VPN. Describe in detail, the charges the Vendor is offering for third parties to connect to the MPLS peripheral Edge Router, Ethernet switch, or other Vendor-owned device for each access type, QoS, and port size, as listed in Appendix B.  These include:  ADSL to 1 GB switched Ethernet redundant real-time access circuits.

3.1.17.9 
The Vendor should provide and hold firm this third-party port connection charges. These charges can, and should, be based on the same parameters the State’s Access Circuits are charged, however, without the transport component. If a third party connects directly into the State of WV’s core network or peripheral data center, the State will charge said third party, or State Agency, a similar fee to be retained by the State of WV.  NOTE:  The State acknowledges that the vendor cannot be responsible for third party vendors providing access to the MPLS.
3.1.18 Alternate Access
WVOT desires alternate access at some service addresses to provide for business continuity. These service addresses have application needs that dictate high levels of redundancy, fault tolerance, and disaster recovery. Describe Vendor’s cost-effective approach to providing for high Availability at these sites.  
3.1.19 Disaster Recovery 
3.1.19.1 Loss of Data Center:  In the event of a loss of the State’s Data Center, Access Circuits should be provisioned in a manner that will allow WVOT or the Service Provider to swing circuits to an alternate Data Center. Describe Vendor’s strategy for providing connectivity in such an emergency.  This includes provision for the rapid establishment or upgrade of Access Circuits to one or more alternate data centers, rapid establishment of temporary PVCs to the alternate site and rapid label propagation in support of the new PVCs.  Please define vendor’s interpretation of rapid establishment.

3.1.19.2
Agency Service Address:  In the event of the loss of an agency service address of WVOT or one of its customers, the Service Provider should be able to reestablish connectivity to existing site and rapidly provision access connectivity to an alternate site.  Re-provisioning an existing site may include either site mappings alone, or may include site mappings, physical transport, and CPE. Describe Vendor’s strategy for providing connectivity to an alternate site in case of such an emergency. Include timelines, provisions for the rapid establishment or upgrade of Access Circuits to the alternate site, rapid establishment of temporary PVCs, and rapid label propagation in support of the new PVCs for all classes of service.

3.1.20 Internet Access (Response is Optional)
3.1.20.1
The State of West Virginia’s current ISP provides Internet access on 4 OC-3s in the North, and 4 OC-3s in the South, which feed up to 1.2GB worth of user endpoints via these two POPs, via the current Network described on page 26.  The State of West Virginia desires that the Vendor proposes potentially multiple alternative(s) and ideally superior designs in terms of naturally redundant Internet connectivity and Internet speed and performance for the dollar spent here in this section.  Please remember to provide pricing for any and ALL “Optional Internet/ISP connectivity” in the Optional pricing Appendix E.  Describe here what makes the Vendor/Carrier a Tier 1 ISP Provider?  Does the carrier have, at a minimum, an OC-48 backbone reaching both US coasts Metropolitan Area Ethernet POPS?  Has the carrier’s backbone been in existence for at least six months?  Does the carrier own at least 80% of the fiber facilities on its Internet backbone?  If not, why is the Vendor described as a Tier 1 ISP Provider?

3.1.20.2
Alternate Internet Access: In order to provide protection against failures and emergencies, and to ensure business continuity, WVOT desires options for a second, alternate connection, to the Internet via a separate Internet Service Provider.  Identify the provider and describe the approach. The MPLS carrier is encouraged to do this at the PE router in Charleston thus eliminating the requirement for the second OC-3 to the Internet carrier at the Capitol complex vault. The MPLS Vendor is encouraged to provide any and all alternate Internet configurations that will result in no degradation of Internet service or security yet will reduce long-term costs and subsequently will reduce the amount billed back to each Agency for Internet service. Please provide as much detail as possible and provide how the vendor would transition to any proposed alternatives. The Vendor needs to keep in mind that K-12 and the State Library Commission have filters in place at WVNET and the Vault and these Agencies will need to maintain control over said Filtering and other aspects of their VRF(s) or individual VPN(s). 
3.1.20.3
It is highly desirable that the State of West Virginia contract include options for connectivity of the MPLS network to the evolving Internet2 backbone as it evolves from Abilene to the replacement on 2007-2008.  It is understood that organizations and agencies within the State may need to secure membership in Internet 2, to take advantage of such a connection.

3.1.20.4
It is Highly Desirable that the State of West Virginia contract includes options for connectivity of the MPLS network backbone to multiple Tier 1 National Commodity ISPs, and includes options for service redundancy, diverse paths, load balancing and bandwidth optimization.  Please describe, in detail, how the Vendor’s solution would address this desirable.
3.1.20.5
It is Highly Desirable that the State of West Virginia contract with a Vendor who facilitates peering arrangements with multiple in-state broadband ISPs.  This desirable is in an effort to promote West Virginia ISP services, and facilitate efficient and optimal utilization of commodity Internet bandwidth into, and out of, the state.

3.1.21 Universal Services Fund – Network Configuration 

3.1.21.1
Support for Universal Services Fund: The Universal Services Fund (USF) provides communities across the country with affordable telecommunication services.  The Universal Services Administrative Company (USAC) manages the fund. The Schools and Libraries Universal Service Support Mechanism (E-Rate) provides discounts to assist most schools and libraries in the United States in obtaining affordable telecommunications and Internet access. Rural Health Care is a universal service support mechanism that provides reduced rates to rural Health Care Providers (HCPs) for telecommunications services related to the use of telemedicine & tele-health.  

3.1.21.2
[Critical] USAC Compliance: The Service Provider should provide an MPLS network that will allow the Schools and Libraries in West Virginia to qualify for Universal Services Administrative Company (USAC) Funds. The network should also allow the Rural Health Care Providers in West Virginia to qualify for Universal Services Administrative Company (USAC). 

· Describe how the proposed solution complies with the Universal Services Fund requirements for E-rate and Rural Health Care.  

· Provide Vendor’s Service Provider Identification Number (SPIN). 

· Provide evidence that the Vendor is an Eligible Telecommunications Services Provider, as defined by the State of West Virginia.
· Confirm that Vendor offers E-Rate eligible entities discount billing in accordance with FCC guidelines.
3.1.21.3
[Critical] Universal Services Fund – Filings: The Service Provider should comply with current and future Universal Service Fund submission requirements. (See http://www.universalservice.org). 

3.1.22 Network Security 

3.1.22.1
The physical security of network components (such as buildings, power services, continuity of operations, etc.) and the security of the information that will traverse the network are of prime concern and should be defined as part of this proposal.  Redundant infrastructure components within the core network will be valued highly and should be highlighted within the proposals.  Agreement to comply with WVOT and other State policies concerning Information Security and Physical Security, both existing and future, will be a requirement for an award, and continuation of any contract throughout its designated term.

3.1.22.2
 Compliance with WVOT Enterprise Information Security Policies: The Service Provider should comply with all WVOT Enterprise Information Security Policy with respect to the network, personnel, information, facilities and applications as they relate to this RFP.   Describe the security infrastructure provided with the proposed MPLS, and demonstrate how it addresses WVOT’s Enterprise Information Security needs.  www.wvgot.org.
3.1.22.3
Support WVOT Information Security: Describe how Vendor will work with the WVOT to address security threats. This includes threat mitigation and event correlation and access to tools and reports to aid WVOT in monitoring and tracing security threats. This also includes providing support for forensic investigation. 

3.1.22.4
Intrusion Controls:  The vendor should provide all requested support/cooperation to the WVOT in the implementation of any intrusion control technologies.  Vendor should state their compliance with this desirable.
3.2 MPLS VPN Management and Monitoring 

3.2.1 
Evolving and Emerging Technologies: WVOT desires that the Service Provider have a method for incorporating evolving and emerging technologies. A Technology Plan is one method of achieving this goal. Describe how evolving and emerging technologies are addressed and the approach taken to incorporate changes into the overall MPLS VPN architecture. 
3.2.2 
Ongoing Technology Refresh 

3.2.2.1

A paramount concern of the MPLS VPN initiative is to obtain a Service Provider committed to providing services under a philosophy of rapidly accommodating change. This is commonly referred to as “future proofing.” Further, WVOT is seeking long-term professional assistance that is committed to meeting newly defined service needs and technological advances within advantageous timeframes and within a framework of cost effectiveness. WVOT envisions migration of existing Data 05 circuits onto the MPLS VPN architecture to be completed by the end of June 2008.  It is desired that VoIP be made available as a service offering approximately three months after the initial MPLS VPN architecture is established and continue migration from the existing Centrex/DAIN onto the MPLS IP Voice throughout the life of the MPLS contract and renewals.  Please respond with vendor’s ability to meet these timelines.
3.2.2.2

Technology Refresh: Describe how technology refresh will be addressed in support of the MPLS VPN for data, VoIP, multimedia services and CPE managed by the Service Provider (Hosted IP Voice and Video services or monitoring, encryption, filtering traffic management and any additional optional services): Vendors should take care to make sure and address the pricing of any and all quoted options in Appendix E unless requested specifically in the pricing sheets (Appendix B).  The vendor should include hardware upgrades or replacement, modifications to CPE IOS as a service wherein the CPE is owned and maintained by the MPLS vendor except where the Agency has procured their own Voice Data and or Video CPE. In such cases the Agency or the WVOT will be responsible for maintaining said CPE from the Vendor from which it was procured. In some cases this may be the same Vendor that supplies the MPLS, but will be in no way tied to the MPLS requirements or SLA unless the CPE is provided as a turnkey service: i.e. Hosted Voice solutions. The MPLS vendor may be requested at quoted billable rates in the optional pricing section to provide modifications to routers and switches that support the MPLS VPN. Identify those components that will be updated and reconfigured prior to the initial deployment of MPLS VPN service in order to accommodate technology refresh. 

3.2.2.3

Security Technology Refresh: WVOT desires that the Service Provider manage and operate within manufacturers’ security requirements across the entire MPLS VPN for the life of the contract. Describe management of the MPLS VPN from a security refresh standpoint. 

3.2.3 Operational Planning 
Operational Planning: The Service Provider should facilitate a forum that includes WVOT when planning for routine maintenance outages, CPE upgrades, changes to MPLS VPN Access Circuits, required technology refreshes and intrusive troubleshooting and testing. Describe procedures used for each and how WVOT will be incorporated into the planning process. Address the planning process for proactive and preventive maintenance programs. 

3.2.4   Maintenance Requirements 

3.2.4.1

[Critical] The successful vendor shall be responsible for the on-going maintenance of the MPLS Core and its Peripheral Edge Routers, Regional or Central Office based Ethernet Switches and all other Peripheral Edge devices as well as all circuits and services such as Hosted Voice Services, even those that may utilize a third-party to provide the “last mile”.  The successful Vendor will also be responsible for maintaining adequate bandwidth on the MPLS core and Peripheral Edges as well as the ability to increase circuit size and CoS in all regions to ensure adequate potential for rapid expansion as described in the SLA.

3.2.4.2

[Critical]
Scheduled maintenance should occur on an advance mutually agreed upon time table that has minimal to nominal impact to the existing agency or entity . The vendor should state their maintenance window (e.g. 2a.m. to 5:30a.m.)
3.2.4.3

[Critical]
Vendor should provide at least ten (10) calendar days advance notification, in writing (e-mail), to The Office of Technology’s Help Desk and the Telecom Customer Service and Billing, (TCS&B), designee and or exempt Agency designee as assigned by the WVOT’s TCS&B team’s designee, of any scheduled maintenance affecting the State’s private MPLS. The WVOT will then disseminate this information internally. 

3.2.4.4

[Critical]
In the event of required emergency maintenance, affecting the MPLS Network, the vendor shall inform both the Help desk and appropriate WVOT TCS&B designee OR, a WVOT-authorized Agency designee, and receive verbal approval prior to working on the circuits or any infrastructure that may affect the traffic flowing across the MPLS and any and all circuits VPN(s), VRF(s) etc.  State the vendor’s compliance with the above requirements, addressing each individually. 

3.2.5 Maintenance for Service Provider-Managed CPE 
3.2.5.1

Maintenance for Service Provider-Managed CPE: Describe maintenance policies and procedures regarding CPE that will be used in the delivery of MPLS VPN service to WVOT. Describe the preventive maintenance routines, equipment swap-outs, the remove-repair-return procedures, and how activities are coordinated in advance with the agencies. Identify available service levels and terms of coverage. This service 
provider managed CPE is optional and in many cases the Agency or the WVOT will perform these tasks, however as stated earlier in cases where the service involves CPE, such as hosted Video services or Hosted IP Centrex the Vendor will be responsible for said CPE and should state compliance with this requirement.

3.2.5.2  
[Critical] Note: Particular items in Appendix B require pricing for both Provider-Managed and Agency-Managed CPE options. It is critical to your Pricing section score to complete ALL of Appendix B with straightforward and specific answers. Appendix D is expected to be concise as well and directly reference the technical section of the RFP where the optional service, with or without CPE, was initially addressed.

3.2.6 Maintenance for Agency-Managed CPE 
Maintenance for Agency-Managed CPE: This will be the responsibility of the Agency or the WVOT unless specifically arranged in a separate contract with a third party or the winning MPLS service provider. 

3.2.7 Configuration Management 
3.2.7.1    Configuration Management: Describe any system or application proposed for Configuration Management of Service Provider-Managed CPE configurations.  Describe how the systems and applications operate. Describe procedures and methodology associated with configuration management. 

3.2.7.2
   [Critical] Configuration Records: Pursuant to the requirements of West Virginia State Code §5A-6-1, §5A-6-2, §5A-6-4, §5A-6-5, §5A-6-6, §5A-6-8, §5A-6-4a, §5A-6-4b, §5A-6-4-c and §5A-7-4 (Senate Bill 653), WVOT requires that current and accurate configuration records be kept for MPLS VPN access circuits and optionally managed CPE by the Service Provider at all locations. Describe Vendor’s approach to maintaining these records and providing access to these records to WVOT. 

3.2.7.3
 
Archiving Configuration Information: WVOT desires that all CPE configurations be archived on a regular basis. Describe the process and frequency proposed. Describe the policies affecting the retention periods and the depth of versions kept to include restoration testing. Clearly distinguish between transport and CPE configurations. 

3.2.7.4

Security Configuration Management: Describe methodology and procedures to ensure the MPLS VPN is kept current with security patches or upgrades. 

3.2.7.5 
Rapid Modifications to Configurations: Describe the process and methodology for rapid modifications of configurations (rapid being within 5 days of notification). Address the time intervals required for change to occur for each type of configuration affected. (e.g., hosted voice Centrex, WAN Access Service Connection) 

3.2.8 Dynamic and Manual Rerouting Tracking 


[Critical]
Dynamic and Manual Rerouting Tracking: WVOT requires that the vendor provide dynamic and manual rerouting tracking.  Describe how dynamic and manual rerouting will be monitored, detected in the MPLS VPN, and how WVOT will be notified. 

3.2.9 Monitoring 
3.2.9.1   [Critical] Monitoring: WVOT requires around-the-clock monitoring of services for the MPLS VPN Core, Peripheral Edge, and all circuit types utilized to reach customer/Agency premises except those deemed “Best Effort Only” in QoS (e.g., all Internet VPNs, ADSL and SDSL to the MPLS).  This includes operating a Network Operations Center (NOC), utilizing state-of-the-art monitoring tools, performing real-time analysis and diagnostics of accumulated traffic information and extending to WVOT real-
time access to these tools so that WVOT is able to manage data, voice and multimedia MPLS VPN services.   Vendor should clearly state and describe your approach or means of compliance.
3.2.9.2 
[Critical]
Service Providers’ NOC: The Service Provider should provide and operate a network operations center (NOC) that performs network monitoring for the MPLS VPN twenty-four hours a day, seven days per week. Describe the NOC that will be used and the type of activity WVOT can expect from this NOC. Further identify which NOC will serve WVOT and the MPLS VPN. Describe how WVOT technical staff will communicate with Service Provider technical staff in the NOC, including telephone, e-mail, and other online contact. Identify which secondary NOC, if any, will be used as a backup. 

3.2.9.3 
[Critical] Alarm and Alert Monitoring System or Application:  WVOT requires that an alarm and alert system that receives, processes and displays alarms and alerts received from Access Circuits and hardware, be used in the delivery of the MPLS VPN. Confirm Vendor’s compliance with this mandatory and describe in detail, the system that will be utilized and how it will support WVOT. 
· The vendor shall proactively inform the State of any serious issues.
· Clearly identify the capabilities of the system for generating alarms and alerts. 

· Provide examples of output from such system or application screen-shots. 

· Describe policies and procedures that are followed to notify WVOT once major or catastrophic alarms/alerts are received.  

· Describe the backup system if one exists. 

3.2.9.3.1
 Viewing Alarms and Alerts: Describe what types of alarms and alerts are available for viewing and how and when they are generated.
3.2.9.3.2
It is highly desirable that the WVOT have access to a web-based GUI or other online interface for alarms and alerts. 

3.2.9.3.3 
Time Intervals: Identify time intervals Vendor has established that determine when an outage has occurred. 

3.2.9.3.4 
 Reaction to Alarms: Describe what immediate steps are taken once an alarm is received. 

3.2.9.3.5 
Recurring Events: Describe what procedures are in place to mitigate recurring events. 

3.2.9.3.6 
Scope of Monitoring: Clearly identify, with examples, at what point in the transport architecture monitoring ends. 

3.2.9.4 
The State strongly desires that the Alarm/Alert system integrate into the Trouble Ticketing System: Is the alarm and alert system or application integrated into the Trouble Ticketing System used to support the MPLS VPN so that Trouble Tickets can automatically be opened when an alarm or alert is discovered? Describe the relationship between the two systems or applications and identify what constitutes a Trouble Ticket being opened once the information is forwarded from the alarm and alert system or application. 

3.2.9.5 
[Critical]
Performance and Error Monitoring of MPLS VPN Access Circuits and Vendor Provided MPLS CPE except where noted (e.g., any “Best Efforts” circuits or services, ADSL and SDSL).   WVOT requires that the Service Provider operate a real-time, modern performance and error monitoring system that will be used in the delivery of the MPLS VPN.  Describe in detail, the system provided and how it will be used to support WVOT and the MPLS VPN. Provide examples of output from such system or application screen-shots. Describe policies and procedures that are followed to notify WVOT once major or catastrophic performance issues are encountered.   Do not use monthly averages.  The WVOT requires that these statistics be real-time, or as close as possible.  Please describe vendor capabilities.
3.2.9.5.1 
Degradation of service: Identify specific types of performance information that is being evaluated and how degradation of service is determined. 

3.2.9.5.2 
Reaction to Performance Issues: Identify the immediate steps that are taken once there is degradation of service or errors encountered and the procedures that are in place to address these events. 

3.2.9.5.3 Time Intervals: Define how long a problem should exist before it is 
reported. 

3.2.9.5.4 Problem Continuum: Identify what types of performance issues and errors are reported immediately and those that are monitored for a period of time. 

3.2.9.5.5 Scope of Monitoring: Identify, with examples, at what point in the transport architecture monitoring ends. 

3.2.9.6 
[Critical]
Bandwidth Utilization and Exception Monitoring: WVOT requires that the Service Provider operates a real-time, modern bandwidth utilization and exception monitoring system that monitors bandwidth utilization and creates exception reports to be used in the management of the MPLS VPN. Agencies should have real-time view only access to their locations and their VPNs/VRFs.

· Please describe the system in detail and how it will be used. 

· Describe how WVOT will be notified when exceptions have been encountered that impact service delivery. 

3.2.9.6.1 

Traffic Usage by Technology-Type: Address specific 
performance monitoring criteria as it pertains to data, VoIP, and video bandwidth 
usage. Address each performance aspect individually, showing what is 
measured and how it is measured 

3.2.9.6.2 Polling Intervals: Identify polling intervals used for each technology-
type. 

3.2.9.6.3 Threshold Levels: 
Provide threshold levels observed for each 
technology-type including the latency time window adopted that generates an 
exception. 

3.2.9.6.4 
Time Interval: Define how long a problem should exist before it is 
reported. 

3.2.9.6.5 
Problem Continuum: Identify the types of exceptions that are 
reported immediately and those that are monitored for a period of time. 

3.2.9.7
 Redundant Performance and Error Monitoring System or Application: Describe and address the relationship between the primary and secondary system or application, if a redundant system or application is proposed. 

3.2.9.8 
Application-Layer Monitoring: For diagnostic purposes WVOT desires the ability to occasionally view or monitor application-layer traffic traversing the MPLS VPN. WVOT desires to monitor end-to-end response times as applications are released over MPLS VPN in order to determine application performance levels. Describe time intervals that can be included in a report.  Indicate whether or not the report can be accessed and displayed via web browser. 

3.2.9.9 
Verification of MPLS VPN Traffic Processing: WVOT desires that the Service Provider operates a real-time, modern system that captures and displays data, VoIP, and video traffic that is deployed across the proposed MPLS VPN architecture in accordance with applicable Service Levels.  Describe how the system or application operates to display the MPLS VPN usage. 

3.2.9.10 

[Critical]
Access to Alarm and Alert System or Application:  It is required that Internet-connected WVOT users be able to access the alarm and alert system or application with a web browser. Identify any other needed hardware or software for access to the alarm and alert system or application. The alarm and alert system or application should provide a graphical user interface to the web browser. Agencies should have real-time read only access to their locations.  This system or application should support at least twenty (20) concurrent authorized WVOT users. 

3.2.9.11 Identification Options within Alarm and Alert System: WVOT desires to have the flexibility to view alarm and alert information by identifiers recognizable by WVOT. Examples are Agency Name; Circuit ID, VPN, and CPE name. Describe how the system offers this flexibility. 

3.2.9.12 

[Critical] Alarm and Alert System or Application Training:  Training should be provided as to access and use of the alarm or alert system or application.  Training should be provided for at least 50 (fifty) WVOT users.  Describe the training. 

3.2.9.13 Alternate Access to Alarm and Alert System or Application: WVOT desires a practical alternative means of access to the alarm and alert system or application. Describe how this is accomplished. 

3.2.9.14 Access to Performance and Error Monitoring of MPLS VPN Access Circuits and CPE: WVOT strongly desires that their users be able to access and view performance of the error monitoring system or application with a web browser. WVOT prefers that the users only have access to their Agency information not the entire MPLS VPN network. Identify any other needed hardware or software for access to performance and error monitoring system or application. The performance and error monitoring system or application should provide a graphical interface to the web browser. This system or application should support at least 50 (fifty) concurrent authorized WVOT users. 

3.2.9.15 Identification Options within Performance and Error Monitoring System: WVOT desires the flexibility to view performance and error monitoring information by identifiers recognizable by WVOT. Examples are Agency Name; Circuit ID, VPN, and CPE name. Describe how the system offers this flexibility. 

3.2.9.16 Monitoring Data Filtered: Is information that is contained in alarm and alert data or performance and error monitoring filtered before it will be disseminated to WVOT? If yes, describe what is being filtered before it reaches WVOT. 

3.2.9.17 Extracting Information from CPE Owned and Managed by Service Provider, (i.e. as a service like Hosted Voice solutions):  WVOT desires direct secure access to CPE hardware used in the delivery of MPLS VPN service. WVOT would poll CPE and re-process that information on WVOT’s own network management system. Describe WVOT’s level of access, types of output, the frequency of polling allowed and the method allowed to poll data (SNMP, SNMPv2, SAA, etc.). 
3.3
 Trouble Ticketing 

3.3.1 

[Critical]   WVOT requires that the Service Provider operate a Trouble Ticketing Function that includes an online system available statewide.  The Trouble Ticketing Function should include processes and procedures that can be used by WVOT to open, update, close and track Trouble Tickets for the planned MPLS VPN and related services covered in this RFP.   

3.3.2

[Critical] Trouble Ticketing System: WVOT requires that all trouble ticket activity initiated by WVOT that affects the support of MPLS VPN service delivery to WVOT should be done through an online Trouble Ticketing System provided by the Service Provider. The system should be available for use by WVOT twenty-four hours per day, seven days per week excluding maintenance time. Confirm Vendor’s compliance with this mandatory and provide applicable policies and procedures used to support this system. 

3.3.3 
Trouble Ticket Activity Types: Identify the types of items and activities that flow through the Trouble Ticketing System and how open ticket confirmations are communicated back to WVOT. 

3.3.4 

[Critical] Notification Back to WVOT: Describe how WVOT is kept current on the progress of trouble tickets that were opened by the Service Provider and by WVOT.

3.3.5

Affect on SLAs: Define the time relationship between opening of a trouble ticket and the effects on supported SLAs, i.e., when do the SLA requirements begin?  
3.3.6

Severity Levels: Describe how Trouble Tickets are treated differently based upon their Severity and Priority Levels. (Severity refers to the technical impact of a problem. Priority refers to the degree of business necessity for resolving the problem.) 

3.3.7

 Chronic Problems: Provide policies and procedures of how a problem becomes defined as chronic, and the resolution. Clearly identify time intervals between chronic events before a trouble ticket is opened. 

3.3.8

 [Critical]
 Advanced Outage Notification: WVOT should be notified prior to a planned outage affecting WVOT’s MPLS VPN network, Access Circuits, CPE, or other associated IP-based services including video conference services. WVOT requires at least ninety-six (96) hours prior notice for short-term, routine outages. Provide a policy that complies with this requirement. List maintenance window types, time frames allotted, and identity which windows are excluded from any calculations of Availability. 
3.3.9

Emergency Maintenance Windows: Provide the procedure as to when and how Vendor will notify WVOT when emergency maintenance is required. 

3.3.10

Trouble Ticketing System Integration: Describe how the Trouble Ticketing System is integrated with Vendor’s Order Management, Change Order, Provisioning, Performance Monitoring, Problem Management, and Billing Systems. 

3.3.11
Access to Trouble Ticketing System: It is strongly desired that Internet-connected WVOT users be able to access the Trouble Ticketing System with a web browser. Identify any other needed hardware or software for access to the Trouble Ticketing System.  The Trouble Ticketing System should provide a graphical interface to the web browser. Agencies should have real-time read only access to their locations. The Trouble Ticketing System should support at least twenty (20) concurrent authorized WVOT users. 

3.3.12
Alternate Access to Trouble Ticketing Function: WVOT desires a practical alternative means of access to the Trouble Ticket System. Describe how this is accomplished. 

3.3.13
Trouble Ticketing System Training: Training should be provided for access and use of the Trouble Ticketing System.  Training should be provided for at least 50 (fifty) WVOT users.  Describe the training that will be offered. 

3.3.14
Redundant System or Application: Describe how WVOT would access the Trouble Ticketing System if the primary was unavailable. Address the relationship between the primary and secondary systems. 

3.3.15
 Identification Options within Trouble Ticketing System: WVOT desires the flexibility to track Trouble Tickets by identifiers recognizable by WVOT. Examples are Agency Name; Circuit ID, VPN, service address, CPE name. WVOT desires that the Service Provider be able to recognize and flag open Trouble Tickets by individual Circuit ID or customer for quick identification and prioritization by the proposed system. Describe how the Trouble Ticketing System addresses the above items. 

3.3.16
 Trouble Ticketing Tracking: Describe how WVOT would track Trouble Ticket status with as close to real-time reporting as possible. Clearly identify what can be tracked, by what identifier, and how that information is communicated back to WVOT. 

3.3.17
Problem Resolution Process: Provide policies and procedures that address the process of problem resolution from time of initial incident to closure. Identify published response times for each level of resolution. Define WVOT’s involvement. 

3.3.18
 Service Restoration: Describe procedures with respect to service restoration both for MPLS VPN Access Circuits and hardware, including CPE provided by the Vendor as part of the service. Address levels of Severity and Priority if applicable.

3.3.19
 Troubleshooting and Testing: Describe the troubleshooting and testing procedures in place to support the integrity of the MPLS VPN, including MPLS VPN access and managed CPE operating in a production environment. When is troubleshooting initiated? Include what time of day troubleshooting is conducted for non-emergencies. Provide data parameters that indicate when tolerance levels for bandwidth utilization, errors, drops, round trip response time, and Jitter reach levels that require troubleshooting. 

3.3.20
 [Critical] Intrusive Testing: WVOT requires that the Service Provider notify WVOT prior to any intrusive troubleshooting or testing on Access Circuits and CPE used to support the MPLS VPN when a trouble ticket does not exist for same or if the circumstance does not require immediate intervention. Provide policy and guidelines for intrusive testing. 

3.3.21
 [Critical] Trouble Ticketing System Reports: The Trouble Ticketing System should be able to produce both scheduled and ad hoc reports and provide web browser access for WVOT.  Provide screenshots of standard reports.  Describe creation of ad hoc reports with the Trouble Ticketing System. 

3.3.22 
Alternative Access to Trouble Ticketing Reports: Describe how to access reports if WVOT is not able to retrieve reports online. 

3.3.23 
Trouble Ticketing Reporting:  Is the information disseminated to WVOT filtered for content before it reaches WVOT? If yes, describe what is being filtered before it reaches WVOT. 

3.3.24
 Customized Reports: WVOT desires to create customized reports either on-demand or a scheduled basis. Describe the capabilities of the Trouble Ticketing System in this area. Below are examples of reports that WVOT would be interested in generating (reports to include, but not limited to): 

· Number of troubles reported within time frames: Time of day, day of week, month of year. 

· Number of repeat troubles reported within a thirty-day period. 

· Trouble Tickets by Agency 

· Mean-time-to-repair statistics for all Priority Levels. 

· By type of trouble reported as defined by Service Providers’ classifications. 

· By Priority Levels. 

· Troubles reported by site ID, circuit ID, originator’s name or ID. 

· Number of troubles that were escalated by level of escalation. 

· Number of trouble tickets opened by Priority Levels. 

· Number of trouble tickets closed by Priority Levels. 

· Number of trouble tickets unresolved by Priority Levels. 

· Access into trouble ticketing system by user. 

· Bandwidth utilization (in, out, and total) 

· Latency 

· Jitter 

· Packet Delivery 

3.4 Reporting 

3.4.1

[Critical]
Reporting: WVOT requires web -browser access to online reporting as it pertains to performance of MPLS VPN services. Examples of needed reports include alarms and alerts, threshold exceptions, user access, trend analysis, chronic Access Circuits or CPE, threat analysis, verification of traffic processing, etc. Describe the reports available and differentiate between reports that are scheduled and those that are available on demand.  Provide example screenshots of the various reports and describe WVOT’s options with respect to viewing (GUI, text, diagrams, etc). 
3.4.2
 
[Critical]
Report on Verification of MPLS VPN Traffic Processing: The Service Provider should provide WVOT with verification that MPLS VPN traffic is being processed at QoS and CoS levels prescribed by WVOT. Reporting should be broken down by agency and VRF/VPN at a minimum. Provide screenshots of this report. 

3.4.3

Event Correlation on MPLS VPN Transport: Describe how event correlation analysis is conducted and how the results of the efforts are applied. Provide procedures that describe when event correlation analysis is initiated and how the results are applied. 

3.4.4

Proactive Monitoring on MPLS VPN transport: Describe how the result of the event correlation analysis of the MPLS VPN transport is utilized to prevent future service affecting events. 

3.4.5

Proactive Monitoring on CPE Managed by the Service Provider: Describe how the result of the event correlation analysis of the Service Provider managed CPE transport is utilized to prevent future service affecting events. 

3.4.6

 Proactive Analysis: Describe how the Trouble Ticketing System is used in support of the MPLS VPN. Describe if both transport and CPE Trouble Tickets are used in analysis.

3.4.7

Root Cause Analysis on MPLS VPN Transport: Describe how root cause analysis is conducted for the MPLS VPN transport and how the results of the efforts are applied. Provide policies that determine when root cause analysis is initiated and how the results are applied. 

3.4.8

 Root Cause Analysis on CPE Managed by Service Provider: Describe how root cause analysis is conducted for the Service Provider managed CPE and how the results of the efforts are applied. Provide policies that determine when root cause analysis is initiated and how the results are applied. 

3.4.9

Trouble Ticketing System Integration: Describe how the Trouble Ticketing System is used to support the efforts to arrive at root cause analysis. 

3.4.10

Trend Analysis: Describe how trend analysis is conducted on MPLS VPN Access Circuits and managed CPE. Provide policies and procedures that drive when trend analysis is initiated and how the results are applied. 

3.4.11

 Degradation of Service: Describe how degradation tracking of MPLS VPN Access Circuits is accomplished and examples of the types of Access Circuits tracked. Provide thresholds that trigger opening of a trouble ticket and provide remediation. Describe any variations of tracking as it pertains to data, VoIP and video. 

3.4.12

 Escalation: List and describe trouble Severity and Priority Levels and how they apply to data, VoIP and video applications.  (Severity refers to the technical impact of a problem. Priority refers to the degree of business necessity for resolving the problem.) Provide examples for each. Describe Vendor’s escalation polices and procedures for data, VoIP and video (if different) troubles and what drives troubles to be escalated to the next level.  Identify professional skill levels that are required to perform each level of escalation. Describe communication methods that will be used by WVOT to track initial escalations and escalations between Severity and Priority Levels.   

3.5 Service Ordering
Service Orders 
3.5.1

[Critical]: 
All requests for service under this contract shall be submitted to the successful vendor by WVOT, or a WVOT authorized entity, via a TCR, as described in the CURRENT ENVIRONMENT section of this RFP. No service shall be installed by the successful vendor without a TCR that has been approved by WVOT. The vendor’s failure to conform to this requirement may result in non-payment of services. The Vendor shall communicate electronically, at a minimum, once per week to WVOT with the TCR number, the vendor’s work order number, and the due date of installation for all TCRs received from WVOT and or an authorized agent. TCRs will not be submitted by the State for the conversion of existing service. They will only be submitted when requesting new circuits, new features on existing circuits, etc.

3.5.2

The successful vendor should have a Network Operations Center (NOC) or equal with a 24 x 7 x 365 availability with on-duty network engineers that can be reached via a nationwide toll-free phone number. All calls into the NOC should be answered by a live operator (i.e. no IVR or Automated Attendant). As part of the RFP response, the vendor should also provide other appropriate contact information where problems or outages are to be reported. Upon such a report, the vendor shall note the time of the report, assign a reference number for the report, and provide this information to the caller. 

3.5.3

The State requires the NOC (or equal) to have access to a current data base that includes all of the State’s circuits, VPN(s), VRF(s), and all connected VoIP services whether Hosted or an IP trunk and or other future addition to said contract and by the same as mentioned above for the MPLS’ complete range of attachments/access(s) and services by their physical location, name of the site, Circuit ID(CID), VPN, and or VRF ID etc., for easy identification purposes. The database shall be searchable by CID or other unique identification number or physical address. 

3.5.4

[Critical]
Escalation and reporting procedures for service outages shall be provided by the successful vendor(s) prior to award. Escalation schedules shall contain escalation timeframes from point of incident and telephone numbers for all levels of activity on the escalation schedule. Trouble call management escalation may include high priority reporting and resolution centers and not necessarily individuals. The State requests that all this information be included with the vendor’s response to the bid. The Vendor is to State that they can comply with the State of WV’s required Service Order implementation and management requirements and is encouraged to provide any additional OPTIONAL means of automating and increasing effectiveness of the process. 

3.5.5

[Critical]
The vendor should provide a statistical report of network reliability, excess bandwidth capacity at the MPLS Core and Peripheral Edge that, at a minimum, is to be presented at the WVOT/Vendor scheduled meetings. The State may require from time to time reports by geographic region showing capacity to turn up additional circuits and or services. The Vendor should establish thresholds based on the number and size of the Geographic area served that alert the WVOT and or its authorized Agency designee of when said threshold has been reached or breached. The State may request such statistical reports outside of the meeting times. If so, such reports shall be given to the State within three (3) business days from the date requested. Describe in detail how the vendor plans to meet or exceed the aforementioned.
3.5.6

Examples of reports are excess bandwidth capacity, network access type availability and reliability (all types), outage durations (all types), and measure of provisioning commitment. Summary reports will be prepared in graphical format and, statistical backup, on a per incident report, and per geographic region as applicable, will be made available. Describe in detail how the vendor plans to meet or exceed the aforementioned.
3.5.7

Service Order System Training: Train-the-trainer training should be provided to the WVOT staff as to access and use of the Service Order System. Training should be provided for at least 10 (ten) WVOT users. Describe the training that will be offered. 

3.5.8

Service Order System Reports: The Service Order System should be able to produce both scheduled and ad hoc reports and provide online (web browser) viewing by WVOT. Describe the standard reports available.  WVOT should be able to develop and view customized reports using the Service Order System. Examples of Service Order reports may include but not limited to Service Order activity by site, agency, specific time periods, order status, or by type of activity or circuit. Describe how the Service Order System can satisfy this requirement. 

3.5.9 

Provisioning of Additional MPLS VPN Service: Describe processes and procedures for engineering (preparation) of MPLS VPN services, Access Circuits, and other related services described in this RFP for the delivery of MPLS VPN service.  Describe initial engineering, installation, configuration, testing, cutover, acceptance testing and billing establishment.  Identify when the billing cycle begins. Detail coordination of activities with WVOT, including, but not limited to, site preparation (site survey) and establishment of access arrangements with other providers. 

3.5.10

WVOT Requests for Engineering on Agency-owned CPE:  Some WVOT Customers will purchase their own CPE. It is desirable that the Service Provider accept WVOT requests for new service that would require the Service Provider to configure agency-owned CPE for data, VoIP, and video for initial MPLS service delivery.  Describe capabilities for engineering and configuration services for support of agency-owned CPE. 

3.5.11

[Critical]
Inventory: Service Provider should maintain a current and accurate inventory that would incorporate all the contents provided in Appendix C.  Examples of items to be included, but not limited to: Circuit ID, IP, IP assignments for VPNs, CPE IOS, QoS/COS assignments, Service Address, Agency, on-site contact information and Access Circuits.  The Service Provider should provide inventory information to WVOT on a regular basis and on request. The Service Provider should maintain a current copy of inventory to include service items once the deployment of MPLS VPN services begin. Inventory information should be available for secure viewing via web browser as well as in spreadsheet format on portable storage media (CD). Provide the policies and procedures around this requirement. 

3.6
 Service Provider’s Help Desk and Network Operations Center
3.6.1 

WVOT will operate the first level of support through the WVOT Help Desk but will require the vendor’s Help Desk support as required.  WVOT will act as the liaison and will “own” the problem on behalf of WVOT Customers.  Some Agencies/customers will be authorized by the WVOT to interact with the vendor on their own behalf for their VPNs/VRFs and, potentially, billing.  Vendor should state their willingness to provide the desired helpdesk functionality to all WVOT authorized users.
Describe the scope of help-desk coverage offered to WVOT personnel. Include the type of assistance that would be extended to WVOT for end-to-end network support, including connectivity and performance, for data, VoIP, and video technologies. Describe personnel qualifications and expertise that are offered in support of the technologies mentioned above, to include the various levels of Help Desk support for WVOT such as Tier 1, Tier 2, Tier 3, and describe the services offered for each level of service. 

3.6.2 Help Desk Integration: The Service Provider should have specific Help Desk staff support that functions logically within the overall WVOT enterprise helpdesk scheme to support network services including video conference services. A single call into the support service structure should cover questions concerning performance, reservations and scheduling, as well as typical end-to-end problem resolution for multimedia services.  Requests for assistance could occur at any time day or night. Describe the approach for supporting this requirement.  
3.6.3

The successful vendor should have a Network Operations Center (NOC) or equal with a 24 x 7 x 365 availability with on-duty network engineers that can be reached via a nationwide toll-free phone number. All calls into the NOC should be answered by a live operator (i.e. no IVR or Automated Attendant).  Describe the process used to contact live support at the NOC. As part of the RFP response, the vendor should also provide other appropriate contact information where problems or outages are to be reported. Upon such a report, the vendor shall note the time of the report, assign a reference number for the report, and provide this information to the caller. 

3.6.4

[Critical]
The State requires the NOC (or equal) to have access to a current data base that includes all of the State’s circuits, VPN(s), VRF(s), and all connected VoIP services whether Hosted or an IP trunk and or other future addition to said contract and by the same as mentioned above for the MPLS’ complete range of attachments/access(s) and services by their physical location, name of the site, Circuit ID, VPN, and or VRF ID etc. for easy identification purposes. The database shall be searchable by CID or other unique identification number or physical address. 

3.7
 Moves, Adds, Changes and Deletions (MACD)

3.7.1

[Critical]
MACD Charges:  WVOT requires that all charges associated with any work order activity will appear on the invoice to WVOT within a maximum of two (2) billing cycles from acceptance date.  WVOT will not accept any MACDs that were not authorized by WVOT, or a WVOT-authorized designee. Describe Vendor’s process.

3.7.2

[Critical]
Travel Costs: Travel costs / per diem for Service Provider for services under this agreement will not be paid by WVOT.
3.7.3  

The vendor should describe in detail the MACD capabilities that can be performed by the WVOT to reduce vendor work order charges.

3.7.4 
 
The vendor should describe the access the WVOT will have to the MACD data base to determine the status of requested changes.

3.8
 Change Orders

3.8.1

Change Order Function MACD (Moves, Adds, Changes, and Deletions): WVOT desires that the Service Provider operate a Change Order Function, which includes an online system (web browser).  The Change Order Function should include processes and procedures that can be used by WVOT to request and track changes to 
the planned MPLS VPN and related services covered in this RFP. Describe the function and how it will be used. 
3.8.2

Change Order System: WVOT desires that all MPLS VPN Change Orders be entered through an online system (web browser) provided by the Service Provider. Describe how Change Order system fulfills this requirement. Describe how Change Orders are treated differently based upon their Priority Levels Examples of Change Orders would include, but not be limited to, MPLS VPN Core, Access Circuits, and CPE configuration changes, QoS/CoS prioritizations, Bandwidth increases. Clearly identify all turn-around times tied to each type of change order.  Provide applicable policies and procedures used to support this system including alternate access methods if web is unavailable. Identify the types of items and activities that flow through Vendor’s system and how confirmations are communicated back to WVOT. 

3.8.3

Change Order System Integration: Describe how the Vendor’s Change Order System is integrated with Order Management, Provisioning, Problem Management, and Billing Systems. 

3.8.4

Access to Change Order System:  WVOT desires that Internet-connected WVOT users be able to access the Change Order System with a web browser. Identify any other needed hardware or software for access to the Change Order System.  Describe access to the Change Order System. The Change Order System should provide a graphical interface to the web browser. The Change Order System should support at least 40 (forty) concurrent authorized WVOT users. 

3.8.5

Change Order System Training:  Training should be provided as to access and use of the Change Order System.  Training should be provided for at least forty (40) WVOT users. Describe the training that will be offered. 

3.8.6

Change Order System Reports:  The Change Order System should be able to produce both scheduled and ad hoc reports and provide online (web browser) viewing by WVOT. Describe any standard reports available.  WVOT should be able to develop and view customized reports using the Change Order System. Examples of Change Order reports may include but not limited to Change Order activity by site, agency, specific time periods, order status or by type of activity or circuit. Describe how this can be achieved utilizing the Change Order System. 

3.8.7

Hardware Changes to CPE Managed by Service Provider: Briefly describe the process for normal and emergency changes to hardware installed on an agency’s premise (CPE.) Provide policies and procedures as to how the Change Order Function addresses hardware swap-outs, card and cable replacement. Describe policies for hardware repairs, replacements, swap-outs and update of inventory records. Provide lead times for service based upon different types of requests. 

3.8.8

Configuration Changes to CPE Managed by Service Provider:  Describe the process whereby normal and emergency changes are initiated by the Service Provider that affect configurations installed on an agency’s premise. Include policies and procedures as to how the change management process addresses, but not limited to, routing tables, VPNs, ACL’s, etc. 

3.8.9

Restoration of CPE Configurations Managed by Service Provider: Describe Vendor’s ability to accommodate a WVOT request to restore configurations to a Service Provider managed CPE device in order to bring a device back to its previous operational settings in the event of failure.
3.9
MINIMUM CONTRACT MANAGEMENT & BILLING REQUIREMENTS 

Account Management Teams (Local and NOC) Numbers
The successful vendor is desired to provide appropriate LOCAL personnel, but at a minimum regional personnel to provide overall account management and to work in tandem with the dedicated MPLS NOC team and dedicated staff at WVOT and or Agency personnel granted authority to act on behalf of only their particular Agency or Agency(s) in the case where said Agency has been granted authorization by the WVOT. The Account Manager(s) will meet with WVOT staff on a regular basis to discuss contractual matters, technology planning, billing issues and other administrative matters. The timing and location of these meetings shall be determined by WVOT after the contract is awarded. If a phone conference is agreeable, it will be the vendor’s responsibility to provide a conference bridge at no cost to the State. 

This account management function shall include a single point of contact (SPOC) for all problem resolutions, billing issues, installation activity and maintenance. The single point of contact shall be available to state staff via nationwide toll free calling. Escalation procedures for account management personnel should be provided in response to this RFP and will be required from the successful vendor(s) prior to award. This shall include, but not be limited to, the escalation as a result of an outage, installation and/or billing matters. Escalation schedules should contain names, titles and telephone numbers of account management escalation personnel. 

Describe in detail how your company proposes to meet or exceed our minimum requirements stated above for the Account Management Teams and their interaction with Authorized WVOT or Agency personnel. Describe in detail how your Account Teams are going to guarantee they are talking to an actual WVOT Authorized entity/person, (for instance, the WVOT Network Engineering team). Describe any proposed safeguards that would prevent an errant directive from any one authorized person or entity from either catastrophically affecting their VRF(s)/VPN(s), CoS, IP Voice Services etc or any other Agency’s VRF(s)/VPN(s), CoS,  IP Voice Services etc.

3.10 Billing

3.10.1

[Critical]
WVOT requires that Vendor provide WVOT a point of contact for all billing issues/inquiries including a toll free number and email address. Collection agencies or collection departments are not allowed to contact WVOT.  All communications will go through the Service Provider’s single point of contact. The noted exception to this would be WVOT-authorized personnel, pre-approved to receive direct billing, who will require a like, single point of contact.  Describe the process for this meeting this requirement.

3.10.2

[Critical]
All billings for services installed under this contract shall be presented to the TCS&B team of the (WVOT) of the Department of Administration, unless the WVOT has authorized and directed the Vendor to allow Administration and billing to be direct from and correspondingly billed to a given Agency. The billing should be both electronically and in paper format, on a monthly basis and accurately billed in accordance with the contract terms and pricing. 
3.10.3

[Critical]
Electronic billing shall be provided to WVOT in a format that is acceptable to the WVOT. The State reserves the right to request a sample of the Vendor’s proposed electronic and paper billing prior to award from the apparent winning Vendor and the apparent second best total value Vendor. The Vendor should have technical support available to WVOT for the purpose of identifying the record layout, etc. so that invoices/reports can be generated from such electronic data. 
3.10.4           The Vendor is required to provide a web based portal for the WVOT to view all contract participants inventories, bills and VPN9s), and VRF(s), including such detail as the Agency or Entities circuit Access types and CoS etc. Certain Agency’s will be given permission by the WVOT to access only their specific Agency’s portion of the VPN(s), VRF(s), circuits Access types, CoS etc, and their corresponding billing for their services. The granting of said access is at the sole discretion of the WVOT.
3.10.5

[Critical]
The vendor shall be required to comply with the terms of West Virginia State Code, §5A-7-4a, (Senate Bill 700) and the emergency Legislative Rules with regard to billing and payment. For a copy of the Senate Bill visit: http://www.legis.state.wv.us/legishp.html. To view the emergency rules (you should have Adobe to view the rules), visit: http://www.wvsos.org/adlaw/proposed/161-02%20er.pdf
3.10.6

[Critical]
Pursuant to the terms of West Virginia State Code, §5A-7-4a, (Senate Bill 700), spending units that do not pay through the State’s Treasury are not required to be included in the billing submitted to WVOT. The vendors should offer the contract prices to non-state entities that are West Virginia County or City Municipalities, and or qualified non-profit entities, and bill their spending units directly for the services.  (WVOT should be consulted prior to the vendor providing this direct billing, for authorization.)

3.10.7

Describe in detail how the vendor plans to meet, or exceed, the aforementioned requirements.
3.11
 Billing Cycle

[Critical] All billings for services installed under this contract shall be presented to the TCS&B team of the (WVOT) of the Department of Administration, unless the WVOT has authorized and directed the Vendor to allow Administration and billing to be direct from and correspondingly billed to a given Agency. The billing should be both electronically and in paper format, on a monthly basis and accurately billed in accordance with the contract terms and pricing.  

Electronic billing shall be provided to WVOT in a format that is acceptable to the WVOT. The State reserves the right to request a sample of the Vendor’s proposed electronic and paper billing prior to award from the apparent winning Vendor and the apparent second best total value Vendor. The Vendor should have technical support available to WVOT for the purpose of identifying the record layout, etc. so that invoices/reports can be generated from such electronic data. 

The Vendor is required to provide a web based portal for the WVOT to view all contract participants’ inventories, bills and VPN(s), and VRF(s), including such detail as the Agency or Entities circuit Access types and CoS etc. Certain Agencies will be given permission by the WVOT to access only their specific Agency’s portion of the VPN(s), VRF9s), circuits Access types, CoS etc, and their corresponding billing for their services. The granting of said access is at the sole discretion of the WVOT 

The vendor shall be required to comply with the terms of West Virginia State Code, §5A-7-4a, (Senate Bill 700) and the emergency Legislative Rules with regards to billing and payment. For a copy of the Senate Bill visit: http://www.legis.state.wv.us/legishp.html 

To view the emergency rules (you should have Adobe to view the rules), visit: 

http://www.wvsos.org/adlaw/proposed/161-02%20er.pdf 

As per the terms of West Virginia State Code, §5A-7-4a, (Senate Bill 700), spending units that do not pay through the State’s treasury are not required to be included in the billing submitted to WVOT. The vendors should offer the contract prices to non-state entities that are WV County or City Municipalities and or qualified non-profits and bill their spending units directly for the services.

Describe in detail how the vendor plans to meet or exceed the aforementioned
3.11.1
Bill Cycle: Describe the bill date cutoff process.

3.11.2

[Critical]
New Service Billing: WVOT’s obligation to pay shall begin only after WVOT accepts the service ACCEPTANCE:  The performance period shall begin on the installation date and shall end when the installed services have met the standard of performance for a period of thirty (30) consecutive days.  The standard of performance shall be as proposed in the vendor’s SLA.  In the event the installed services do not meet the standard of performance during the initial thirty (30 consecutive days, the standard of performance test shall continue on a day-by-day basis until the standard of performance is met for a total of thirty (30) consecutive days.  If the installed services does not meet the standard of performance after one hundred and twenty (120) calendar days, from the installation date, or the first day from the start of the performance period if such is delayed by the State, the State may at its option request to terminate the order and seek alternative plans.

3.12 Invoice Presentation

3.12.1

Categorization: Propose a billing hierarchy that presents invoice details categorized by the following: 
-Rollup to statewide (WVOT)- 

· WVOT regions 

· Agency (total) 

· Agency by site 

· Agency Division 

· Site (service address and CLLI code) 

· Circuit type 

· Circuit ID 

3.12.2

[Critical]
Circuit ID: WVOT requires all invoice components (e.g.  FCC charges, one time charges, credits, recurring charges, cancellations, escalations, etc.) be linked to a Circuit ID. 

3.12.3

Changes to Categorization: Describe process for changing the billing hierarchy after the initial set up. 

3.12.4

[Critical]
Sample of Categorization:  Provide a sample invoice of no more than ten (10) pages demonstrating understanding of the requirements previously listed.  The WVOT desires submission of both a hard copy and an electronic copy.   

3.12.5

Electronic File Format:  The vendor should provide to WVOT an requires the electronic submission of a single monthly invoice covering the entire State account in the format proposed in 3.10.3 that is able to be downloaded to an office application (such as: XML, RTF, HTML, XLS) and be searchable by every data field and service code. The vendor should have a web-based portal where the billing information is available without having to download the electronic invoice.  Vendor should confirm compliance with this requirement and describe the proposed methodology. 

3.12.6

Audit Support: WVOT desires that the Service Provider provide an accurate, reliable and secure monthly bill (both hard copy and the electronic version) and a process for monthly auditing of the bill. Confirm Vendor’s compliance with this desirable and describe the proposed methodology. 

3.12.7

Itemization: WVOT desires that invoices be presented in an itemized format with all abbreviations described. Service Provider should supply a current glossary (and describe process for maintaining the glossary) of all abbreviations for any and all invoice components. 

3.12.8

[Critical]
Penalties: WVOT will not be held liable for penalties of any kind, including, but not limited to; interest on late payments, cancellation charges and early termination charges. Confirm Vendor’s acknowledgement and agreement.   The State will adhere to the requirements of the Prompt Payment Act which governs interest on late payments.

3.12.9

[Critical]
Records: WVOT requires that the service provider will, and will require each of its subcontractors, to maintain accurate books, records, documents and other evidence concerning its financial status, costs, expenses, formulas for computing prices, and provision of services (collectively, “Records”) for five (5) years after the final payment made by WVOT.  Confirm that Vendor’s accounting procedures and practices conform to generally accepted accounting principles (“GAAP”) and that the costs applicable to WVOT will be readily ascertainable from Vendor’s Records. 

3.12.10
[Critical]
Audit Documentation: WVOT requires that the service provider submit to audits performed by the State Department of Audits and Accounts, an authorized entity, at any reasonable time during its normal business hours, to inspect and audit any Records.  Confirm that Vendor will submit to such audits and that Vendor will deliver any required documentation and Records in preparation of such audits. 

3.12.11
[Critical]
  All requests for service under this contract shall be submitted to the successful vendor by the WVOT, or a WVOT-authorized user, via a TCR. No service shall be installed by the successful vendor without a TCR that has been approved by WVOT. The vendor’s failure to conform to this requirement may result in non-payment of services. 

3.12.12
The Vendor should communicate electronically, at a minimum, once per week to WVOT, or a WVOT-authorized user, with the TCR number, the vendor’s work order number, and the due date of installation for all TCRs received from WVOT.  Vendor should state their willingness to comply with this request.

3.12.13
TCRs will not be required to be submitted by the State for the conversion of existing service. They will only be submitted when requesting new circuits, new features on existing circuits, etc. Vendor should confirm acceptance.

3.12.14
Escalation and reporting procedures for service outages should be provided by the successful vendor(s) prior to award. Escalation schedules shall contain escalation timeframes from point of incident and telephone numbers for all levels of activity on the escalation schedule. Trouble call management escalation may include high priority reporting and resolution centers and not necessarily individuals. The State requests that all this information be included with the vendor’s response to the bid. 

3.12.15
The Vendor should provide descriptions of outage classifications and describe how they will prioritize these outage classifications.  

3.13 Credits 

3.13.1

[Critical]
Credits for Billing Errors: WVOT requires that credits for items billed in error or for other reasons should be refunded in the form of a credit against the monthly invoice.  The credits should clearly identify which data circuit/voice lines are receiving the credit.  

3.13.2
 
[Critical]
WVOT requires all credits should be resolved within a maximum of three (3) billing cycles. Describe Vendor’s approach.   If the credit is not received within the three billing cycles, the WVOT reserves the right to deduct it from the amount due on the 4th billing cycle.  

3.14 Billing Escalation 

3.14.1

Billing Escalation:  WVOT desires that the Service Provider establish and document a billing escalation process to resolve any billing issue including discrepancies, errors, omissions, or unrecognized charges.  Describe Vendor’s billing escalation process. 

3.14.2

Tracking of all Billing Issues: Describe the process for tracking the status of all billing issues, inquiries, credits, refunds, and disputes. 

3.15
Dispute Resolution Process 

3.15.1

Dispute Resolution Process: Define billing dispute resolution process and benchmark timelines to resolve. Include WVOT responsibilities. 

3.15.2

Dispute Resolution: WVOT desires that all disputes should be resolved within a maximum of three (3) billing cycles. Describe the approach to handling this request. 

3.16 Transition and Acceptance 

3.16.1 
Project Management -Implementation 

3.16.1.1
[Critical]
 The requirements of this section will be at no additional charge to the State, including, but not limited to, Travel, Lodging and Meals.  All costs should be inclusive. 
3.16.1.2
[Critical]
 Given the stringent implementation timeframes, the State is requiring the successful vendor(s) to assign an implementation team to ensure a smooth transition to the new network and vendor.   

3.16.1.3
[Critical]
Vendor shall submit, as part of their quote, an implementation plan that ensures the smooth transition to the new service. 

3.16.1.4
Each member of the implementation team should be dedicated to this project and shall not be assigned any other projects without the written approval of the State. 

3.16.1.5
[Critical]
At a minimum, the implementation team shall include a Project Manager (who has worked on an implementation of this magnitude in the past 12 months) and a minimum of three implementation specialists (who have worked on an implementation of this magnitude in the past 12 months). All members of the implementation team should have a technical background in Telecommunications. The Project Manager shall be qualified and experienced in Project Management skills (PMI certification is desirable). 

3.16.1.6
Vendors should provide qualifications, resumes and past experience for the people designated to be on the Implementation Team. 

3.16.1.7
Vendors should provide a synopsis of similar work of this magnitude performed by the Implementation team within the past 12 months.  (This request is in addition to mandatory vendor business references.) 

3.16.1.8
There will need to be face-to-face discussions at different stages throughout the implementation phase. The implementation team should agree to have these meetings in Charleston, West Virginia, or at a location within West Virginia, as specified by the State. 

3.16.1.9
There should be conference calls at least on a weekly basis with all members of the Implementation Team. The conference bridge for these conference calls should be provided by the vendor at no charge to the State. 

3.16.1.10
[Critical]
The Project Manager will be responsible for disseminating meeting minutes no later than the next business day after the conference call/face-to-face meeting. In addition to the meeting minutes, the Project Manager shall also be responsible for the creation and update of a timeline, which clearly shows the progress being made on the implementation of the different circuit types for the different entities. 

3.16.1.11
On a weekly basis, the Project Manager should prepare an Executive Status Report, showing the progress made and activities planned for the upcoming week.  State the Vendor’s ability to comply with each of the Project Management requirements individually.

3.16.1.12
It is the State’s desire that the Project Manager(s) and the Implementation Team(s) be housed at, or near, the WVOT’s Facility in Charleston, WV during the implementation phase. 

3.16.1.13
[Critical]
WVOT would be responsible for providing only the office space and network connectivity and Internet connectivity required for the Implementation team members. All PC hardware, peripherals, etc. are the responsibility of the vendor. Describe and clearly state the Vendor’s ability to comply with this requirement.
3.16.1.14
[Critical]
Any VPN access that may be needed by the Implementation team to connect back to the corporate network will be the responsibility of the vendor. Describe and clearly state the Vendor’s ability to comply with this requirement.
3.16.1.15
[Critical] Project Plan: Submit a representative, but detailed, project management plan that includes items such as: methodology, processes, procedures, WBS and schedule, demonstrating understanding of the scope and issues involved. The project plan is especially critical to the success of this effort.  WVOT realizes that the sequence of cutovers for the approximately 2000 sites will have to be created in collaboration with the Service Provider.  Different Agencies have critical business events at different times of the year, specifically K-12 and the Library Commission should be cut-over in a relatively short period of time and represent approximately 1500 sites.  Describe in detail how the vendor plans to meet or exceed the aforementioned requirements.
3.16.2 Design Plan 

3.16.2.1
[Critical] Design Plan: Vendor should provide a recommended design to include Access Circuits and CPE for each location. Vendors should view data circuits by geographic region on page 24 and also noted again in Appendix A. 
3.16.3 Access Circuits  
Type of Access Circuit:  For each general type of Access Circuit (DSL, ADSL, SDSL, Frame Relay T-1, T-1 Clear Channel, DS-3, OC-3, 10Mb Fast Ethernet, 100Mb Fast Ethernet and 1Gb Fast Ethernet), attach a project plan and schedule, for the transition of an example site and all other activities associated with the transition. WVOT expects that the Service Provider will have inventory reconciliation. Describe the inventory reconciliation process. The project plan should address, at a minimum, the following areas: 
· Billing 

· Provisioning 

· Training 

· Installation 

· Design 

· Inventory Reconciliation 

· Testing 

· Acceptance 

· Cutover 

· Risk Management plan 

· Change Order plan 

· Escalation procedure 

Assumptions on times to deal with other parties (agency site personnel, WVOT, local access providers, etc.)

3.16.4    Staffing Plan
3.16.4.1 
Staffing Proposal: The Vendor should present a staffing proposal that illustrates the best mix of skills and experience to achieve project objectives.

3.16.4.2 
Key Personnel: Describe and provide names, resumes and responsibilities of all Key Personnel (if any) and time commitments of proposed staff (full time/part time and/or number of man days/months/years/ per person over the course of the transition project. At a minimum, Vendor should include the Project Leader and the Technical Lead.

3.16.5 Vendor Qualifications 

3.16.5.1
[Critical] Prior Project Experience: Identify four examples of prior like-size MPLS deployment projects of similar scope and magnitude in which Vendor performed transition and installation.   It is highly desirable that the experience referenced above be a conversion from a State or Federal government entity that was using a frame relay/ATM environment connected via traditional Telco circuits like the State of West Virginia currently has in place to the fully meshed environment of MPLS VPN services.  

3.16.5.2
[Critical] Customer References: Provide four (4) references of customers of like size (more than 1,000 sites), at least one (1) of which should be a governmental installation using an MPLS VPN network.  References should describe in detail the type and duration of services, dates of service, and effectiveness of the services provided. Each reference will be evaluated for content and relevance. Vendor’s reference information shall not exceed five pages in total for each reference. If the Vendor is partnering with a subcontractor, two separate references should be provided for the subcontractor in the same format defined in Appendix G – Corporate Reference Form. WVOT reserves the right to contact references, as well as develop its own references. 

3.16.5.3
Organizational Chart: Provide an organizational chart for the personnel who will be providing deliverables and/or performing the services requested during the transition. Changes of Key Personnel during the transition are subject to WVOT approval. Such approval will not be unreasonably withheld. 

3.16.5.4
Resources: Outline the Agency and WVOT resources that would be required to interface with the Service Provider and the amount of time necessary. 

3.16.5.5
Staff Experience: Submit resumes with references for each proposed key staff member employed by either Vendor or subcontractor.

3.16.6 Subcontractors 

3.16.6.1
Named Subcontractors: The Vendor should disclose the planned use of any subcontractor that will perform twenty percent or more of the services described in the RFP.  In addition, Vendor may choose to identify any other subcontractor that Vendor believes may add value. 
3.16.6.2
Named Subcontractor Information: Vendor should provide the following information: Name and address of each Named Subcontractor and the work the subcontractor will be performing. 

3.16.6.3
Subcontractor Approval: Adding or changing Named Subcontractors during the contract should have prior WVOT approval. 

3.16.6.4
[Critical]
Subcontractor Performance: The Service Provider will be responsible for the performance of any subcontractors and will not be relieved by non​performance of any sub-contractors.  Vendor shall provide a summary of qualifications, years of experience, and references for all Named Subcontractors. 

3.16.7 Timeline 

3.16.7.1
[Critical]
All Sites: Propose a representative timeline for the transition of the approximately 1800 sites.  It is not necessary to call out individual sites, but the Service Provider should provide justification for the proposed timeline.  

3.16.7.2
[Critical]
Liquidated Damages for Missed Timeline: Prior to award, WVOT and the apparent successful vendor/Service Provider will negotiate a mutually agreeable final timeline, based on the Vendor’s proposed timeline. For each Access Circuit that is not transitioned more than fifteen (15) Business Days after the date set forth in the timeline due to delays not caused by WVOT or its Customers.  Service Provider shall pay to WVOT, as liquidated damages, an amount equal to two (2) times the current MRC for such circuit. Thereafter, for each additional monthly billing period during which such Access Circuit is not transitioned due to delays not caused by WVOT or its Customers, the Service Provider shall pay WVOT an additional amount equal to two (2) times the current MRC for each such circuit.  This requirement only applies to the circuits currently available from DATA05.  This does not apply to the conversion of Voice/DAIN service, which has been exempted from this timeline. 

3.16.8 Technology Refresh 

Describe how a technology refresh, router upgrade, after ​hours (1800 – 0500) work and network maintenance would be accomplished during the transition. 

3.16.9 Cutover 

This is the time when testing of the circuit should be accomplished. WVOT requires that the Service Provider address the following: 

3.16.9.1
[Critical]
Cutover Methodology: Describe the methodology, processes, and procedures for the logical and physical cutover of the network. 

3.16.9.2
[Critical]
Cutover Backout: Describe the methodology, processes and procedures if the site conversion fails. 

3.16.9.3
[Critical]
Cutover Change Management: Describe the change management plan for transition. 

3.16.9.4
[Critical]
Cutover Test Plan: Describe the test plan for cutting over each site. 

3.16.10 Acceptance 

The acceptance of the circuits is to ensure that bandwidth, latency, and throughput have been provisioned successfully. 

3.16.10.1
Acceptance Methodology of Service Provider: Describe the methodology, processes and procedures for acceptance after the transition has been completed. 

3.16.10.2
[Critical]
Default Acceptance: Absent mutual agreement between  WVOT and the Service Provider, the acceptance process set forth in Section five (5) of the WVOT contract controls. The performance period shall begin on the installation date and shall end when the installed services have met the standard of performance for a period of thirty (30) consecutive days.  The standard of performance shall be as proposed in the vendor’s SLA.  In the event the installed services do not meet the standard of performance during the initial thirty (30 consecutive days, the standard of performance test shall continue on a day-by-day basis until the standard of performance is met for a total of thirty (30) consecutive days.  If the installed services does not meet the standard of performance after one hundred and twenty (120) calendar days, from the installation date, or the first day from the start of the performance period if such is delayed by the State, the State may at its option request to terminate the order and seek alternative plans.

3.16.10.3
Acceptance Reports: Describe and provide sample of the reports that are provided to ensure that, after the transition, the network is operating within specified parameters. 

3.16.10.4
[Critical]
Acceptance Billing: WVOT’s obligation to pay shall begin only after WVOT accepts the service and the Service Provider issues a disconnect order for current service. 

3.16.11 Training 

Describe the initial training methodology that is provided for network management, ordering, billing, and problem management.  (i.e. train the trainer, web- based, on customer site, etc.) 

3.16.12 Disentanglement 

WVOT expects full, complete, and timely cooperation in disentangling the relationship in the event that the Agreement expires or terminates for any reason.  In the event of expiration or termination, WVOT expects that the Service Provider shall, among other things: return all State data and documentation to WVOT, including but not limited to configuration information; transfer ownership of all CPE at no cost to WVOT (other than the payments already received by Service Provider under the Agreement); and, allow WVOT or the replacement provider(s) continued access to all billing, ordering, and trouble ticketing systems, and processes that have been employed in servicing the State, in accordance with methods and procedures to be agreed upon and established in the Agreement. In the event of the expiration or termination of the relationship between WVOT and the Service Provider, the Service Provider shall: 

3.16.12.1
[Critical]
Disentanglement Approach and Process: The Vendor’s Proposal should describe its specific approach to the Disentanglement process. Specifically, state the Vendor’s proposed plan for Disentanglement, including key milestones and WVOT/ Service Provider roles and responsibilities. Provide time estimates for the Disentanglement process based upon the number of locations detailed in this RFP. 

3.16.12.2
[Critical]
Cooperation and Information:  Service Provider is required to agree to cooperate with WVOT and/or the replacement provider(s) and otherwise take all reasonable steps to assist WVOT in effecting a smooth disentanglement upon the expiration or termination of the Agreement, including the provision of information necessary to enable the WVOT’s personnel, or that of a replacement provider(s), to fully assume and continue without interruption the provision of Services.  Vendor’s proposal should state their understanding of this paragraph and provide any details, conditions or assumptions. 

3.16.12.3
[Critical]
Continued Service: Agree not to: (i) interrupt the provision of Services to WVOT and its Customers or any obligations related to disentanglement, (ii) disable any hardware used to provide Services, or (iii) perform any other action that prevents, slows down, or reduces in any way the provision of Services to WVOT or WVOT’s Customers until WVOT agrees that a satisfactory disentanglement has occurred.  Vendor’s proposal should state their acknowledgement and agreement to each of the subparts of this paragraph and provide any details, conditions or assumptions. 

Section  3.17  – Service Requirements & SLA(s)

3.17.1
Maintenance Requirements 

[Critical] The successful vendor shall be responsible for the on-going maintenance of the MPLS Core and its Peripheral Edge Routers, Regional or Central Office based Ethernet Switches and all other Peripheral Edge devices as well as all circuits and services such as Hosted Voice Services, even those that may utilize a third-party to provide the “last mile”.  The successful Vendor will also be responsible for maintaining adequate bandwidth on the MPLS core and Peripheral Edges as well as the ability to increase circuit size and CoS in all regions to ensure adequate potential for rapid expansion as described in the SLA you submit.

Scheduled maintenance should occur on Sunday mornings beginning no earlier than 2AM with completion no later than 6AM EST. Any maintenance that extends outside of these parameters will be included in the calculation for determining system availability (refer to Service Level Guarantee requirements for more detail). 

Vendor should provide at least ten (10) calendar days advance notification, in writing (e-mail), to The Office of Technology’s Help Desk and the Telecom Customer Service and Billing, (TCS&B), designee and or exempt Agency designee as assigned by the WVOT’s TCS&B team’s designee, of any scheduled maintenance. The WVOT will then disseminate.
In the event of required emergency maintenance, the vendor shall inform both the Help desk and appropriate WVOT TCS&B designee OR ”as authorized” the Agency designee and receive verbal approval prior to working on the circuits or any infrastructure that may affect the traffic flowing across the MPLS and any and all circuits VPN(s), VRF(s) Etc. State that the Vendor complies with our maintenance requirements as described above. This should also be written into each SLA section or SLA(s).

3.17.2
Service Level Guarantee 

The SLA’s are broken into A: MPLS Core specific, B: Access Circuits, C: VoIP Services (meaning IP trunking and Hosted IP Voice Services) , and D: Internet Access, (If the Vendor offered Internet Access as an Option), all are defined in the sections following. The Vendor should address each section in the body of this RFP and include a response to the mandatories at a minimum and your comprehensive SLA/SLA(s) submitted as an attachment(s) to your RFP response. We strongly advise that the Vendor either respond with a primary SLA broken into three sections addressing A: MPLS Core Specific parameters, and a separate section addressing B: Access Circuits, and C: VoIP Services, and a separate Internet Services SLA, OR the Vendor responds with up to four separate SLA(s) for the three required SLA sections that need to be responded to and then  possibly a forth SLA for D: Internet Services should said Vendor have offered an Internet Services offering in their RFP response. 

The State reserves the right to negotiate the most advantageous SLA(s) with the apparent winning Vendor who by definition should have met all minimum requirements of our SLA(s), however if the State cannot negotiate favorable SLA’s and associated penalties for failure to comply with the negotiated SLA(s) then the State reserves the right to negotiate with the second best value Vendor for favorable SLA(s) and corresponding penalties for non-compliance. State your understanding and acceptance of the above.

Force Majeure.  The State of WV recognizes any delay in or failure of performance by the vendor will not be considered a breach of any SLA if and to the extent caused by events beyond its reasonable control, including, but not limited to, acts of God, embargoes, governmental restrictions, strikes, lockouts, work stoppages or other labor difficulties, riots, insurrection, wars, or other military action, acts of terrorism, civil disorders, rebellion, fires, floods, vandalism, or sabotage. No response necessary. However: we advise that the vendor to address in their attached SLA(s).

3.17.3 MPLS VPN Core Network :SLA “A”, or Section “A” in single SLA

The Service Standards, provisions, and Remedies listed in this section refer to the Vendor’s proposed MPLS VPN Network (MPLS domain), (CE to CE), section A, excluding Access Circuits.  Remedies can include service credits, payments, or other consideration. Read and respond as directed. No specific response is required here.
Guarantees and Exclusions: 

3.17.3.1
[Critical]
Guarantees: The Vendor should offer, in the SLA, Service Standard guarantees for the MPLS VPN Core Network (MPLS domain). The guarantees should include Availability, Latency, Jitter, Packet Delivery, and Outage Notification. State that the Vendor understands this mandatory and complies by addressing in your proposal’s SLA.

3.17.3.2
[Critical]
Exclusions: With respect to calculating Availability, any exclusions for scheduled maintenance, time lost waiting for premises access, or other reasons should be clearly detailed in the Vendor’s proposal.. State Vendor’s understanding of this mandatory and address clearly in the SLA.

3.17.3.3

MPLS VPN (CE to CE) Network Minimum Service Standards Table: Please confirm compliance here following the table and address in your SLA.   
	Measure 
	Definition 
	Mandatory Service Standard 

	Availability 
	Percentage of time that the Vendor’s MPLS VPN Network is available for use by WVOT and WVOT Customers. This is 100 – (outage minutes / monthly minutes). MPLS VPN Network outages are defined as a loss of ability to transmit IP packets, packet loss of 1% or more, or latency of 80 ms or greater on the MPLS VPN Network. 
	99.99% 

	Latency 
	Latency refers to the average time required (delay), in milliseconds, for one-way packet transmission from any Edge Router on the Vendor’s MPLS VPN Network to any other Edge Router on the Vendor’s MPLS VPN Network.  Latency in Access Circuits is not included. 
	36 ms 

	Jitter 
	Jitter refers to the standard deviation of variation in Latency from packet to packet. For the purposes of this SLA, Jitter refers to transmissions across any portion of the Vendor’s MPLS VPN Network, excluding Access Circuits.
	< 5 ms 

	Packet Delivery
	Packet Delivery is the proportion of packets transmitted from a sender that are received by the intended receiver.
	99.5 % 

	Outage Notification

Period
	The Vendor will contact WVOT with notification of an outage within the Outage Notification Period for any service affecting outage.
	15 minutes 


Availability: 

3.17.3.4
[Critical]
Backbone Availability Required: It is required that the Vendor offer a Service Standard guarantee for Availability of the MPLS VPN Core Network of at least 99.99%, measured each month. MPLS VPN Core Network outages are defined as a loss of ability to transmit IP packets, packet loss of 1% or more, or latency of 80 ms or greater on the MPLS VPN Core Network. Confirm Vendor’s compliance with this mandatory and address in your SLA.

3.17.3.5
Backbone Availability Preferred: It is desirable that the Vendor offer a Service Standard guarantee for Availability of at least 99.999% for the MPLS VPN Core Network. State Vendor’s understanding and address in your SLA submitted.

3.17.3.6
[Critical]
Backbone Availability Remedy: It is required that the Vendor offer a remedy for failure to meet a monthly Service Standard guarantee for Availability of the MPLS VPN Core Network. . State Vendor’s understanding and address in your SLA submitted.

Latency:  
3.17.3.7
[Critical]
Backbone Latency Guarantee: It is required that the Vendor offer a Service Standard guarantee for one-way latency of 36 ms or less, measured across any portion of the Vendor’s proposed MPLS VPN Core Network to any other, edge to edge, not including Access Circuits or CPE.   Confirm Vendor’s compliance with this mandatory and address in your SLA.

3.17.3.8
Backbone Latency Remedy:  It is desired that the Vendor offer a remedy for failure to meet a monthly Service Standard guarantee for Latency on the MPLS VPN Core Network. . State Vendor’s understanding and address in your SLA submitted.

Jitter: 

3.17.3.9
[Critical]
Backbone Jitter: The Vendor should offer a Service Standard guarantee of a minimum of five (5) ms for Jitter across any part of the Vendor’s MPLS VPN Core Network.  Confirm Vendor’s compliance with this mandatory and address in your SLA.

3.17.3.10
 Preferred Backbone Jitter: It is preferred that the Vendor offer a Service Standard Guarantee of better than five (5) ms for Jitter across any part of the Vendor’s MPLS VPN Core Network. This excludes Access Circuits. State Vendor’s’ base price for the MPLS VPN Core backbone jitter, in ms.
3.17.3.11 
Backbone Jitter Remedy: It is desired that the Vendor offer a remedy for failure to meet a monthly Service Standard guarantee for Jitter on the MPLS VPN Core Network. State Vendor’s understanding and address in your SLA submitted.
Packet Delivery: 

3.17.3.12
  [Critical] Backbone Packet Delivery: It is required that the Vendor offer a Service Standard guarantee for Packet Delivery of 99.5 % with respect to the MPLS 
VPN Core Network, from sender to receiver. Confirm Vendor’s compliance with this mandatory and address in your SLA.

3.17.3.13
   Preferred Backbone Packet Delivery:  It is preferred that the Vendor offer a Service Standard guarantee for Packet Delivery of 99.9% with respect to the MPLS VPN Core Network proposed. State Vendor’s understanding and address in your SLA submitted.
3.17.3.14 
   Backbone Packet Delivery Remedy: It is desired that the Vendor offer a remedy for failure to meet a monthly Service Standard guarantee for Packet Delivery on the MPLS VPN Core Network. State Vendor’s understanding and address in your SLA submitted.
Outage Notification:

3.17.3.15 
[Critical]
Outage Notification: It is required that the Vendor provide a Service Standard guarantee of 15 minutes for notifying WVOT’s Network Operation Center (NOC/Help Desk) by telephone of any service affecting outage on the MPLS VPN Core Network. These outages are defined as a loss of ability to transmit IP packets, packet loss of 1% or more, or latency of 80 ms or greater on the MPLS VPN Core Network. State Vendor’s understanding and address in your SLA submitted.
3.17.3.16 
Preferred Outage Notification:  It is preferred that the Vendor offer a Service Standard of 5 minutes for service affecting outages on the MPLS VPN Core Network. State Vendor’s understanding and address in your SLA submitted.
3.17.3.17 
 Backbone Outage Notification Remedy: It is desired that the Vendor offer a remedy for failure to meet a monthly Service Standard guarantee for Outage Notification with respect to the MPLS VPN Core Network. State Vendor’s understanding and address in your SLA submitted.
Additional Guarantees and Provisions: 

3.17.3.18
   Additional Guarantees: It is desirable that the Vendor offer additional Service Standard guarantees, provisions, and remedies with respect to the Vendor’s MPLS VPN Core Network. These might include such measures as Mean Time to Repair (MTTR) or Maximum Service Affecting Outage Duration. State Vendor’s understanding and address in your SLA submitted.
3.17.3.19 
Chronic Outages and Missed Service Standards: The Vendor should offer provisions and remedies for chronic outages and chronic missed Service Standards. State Vendor’s understanding and address in your SLA submitted. Outages 

 3.17.3.20
[Critical]
The vendor should describe, in detail, their levels of service guarantee and remedies for outages in all of the SLA(s) or the appropriate section of the SLA or SLA(s) they are required to provide. The vendor’s response should meet or exceed the minimum expectations required by the State of West Virginia’s Public Service Commission (PSC). If a vendor fails to describe their service level or does not meet the PSC requirements, the State reserves the right to require the vendor to provide any information within one (1) business day. Failure on the vendor’s part to provide this information may result in the vendor’s quote to be disqualified from further evaluation. Any costs associated with the different levels of service guarantee should be identified in the Cost Proposal. The minimum guaranteed expectations required by the State of WV Public Service Commission should be included in the cost of the Access Circuits and base MPLS proposal at no additional costs. If higher levels of service guarantees’ may be offered in the SLA and listed separately and clearly labeled in the optional cost in Appendix E. State the Vendor’s ability to comply with this Mandatory (minimum response time for outages as stipulated by the PSC), and elaborate and offer an’ additional and stronger service guarantees in your SLA noting if there is a cost for such. However, only put the cost if it applies in Appendix E. The Vendor is cautioned to be explicitly clear in their response to outages, and service guarantee and resulting remedies of the base minimum required as stated above, which by definition comes with the base price in the SLA, (no additional charge).

3.17.4   Access Circuits Availability: SLA, B or Section B in single SLA

3.17.4.1   Availability is the total number of Hard Outage minutes in a calendar month for a specific State Connection, divided by the total number of minutes in a calendar month.   Availability is comprised of the State’s Access Router to the Vendor’s MPLS Access to the core router.  State that the Vendor understands our definition and will comply with and address in this section of the SLA:

3.17.4.2
[Critical]  
Access Circuit Availability:  It is required that the Vendor offer a Service Standard of 99.9% for access circuits. Confirm Vendor’s compliance with this mandatory and address in your SLA
3.17.4.3
Calculation.  Availability is calculated once an alert or notification is received by the NOC, and is determined by the percentage of time that the Connection is available within a given calendar month.  Monthly Network Availability (%) =: State that the Vendor agrees with and understands our definition and address in your SLA and clearly define whether or not scheduled maintenance is excluded from time factors.

	  1 -
	 (
	Total minutes of connection outage per month       
Days in month x 24 hours x 60 minutes
	)
	 

x 100


3.17.4.4

Credit Structure.  The credit is based on the number of minutes of down time independent of the actual percent availability calculation.  The following tables contain the percentage availability translated into minutes of up time and downtime for the SLA. State that the Vendor understands our credit structure scoring and will comply in their SLA with our definition and formula for credit structuring and that they will address in their SLA, as applicable.

	Total Minutes In A Given Calendar Month

	Month in Days
	Total Minutes

	31 Day Month
	44,640

	30 Day Month
	43,200

	29 Day Month
	41,760

	28 Day Month
	40,320



 

	Availability % Translated to Minutes Up and Minutes Down

	Percentage by Days per Month
	Minutes Up
	Minutes Down

	99.9% for 31 days
	44,595
	45

	99.9% for 30 Days
	43,157
	43

	99.9% for 29 Days
	41,718
	42

	99.9% for 28 Days
	40,280
	40


 

 

Note: No SLA’s apply to sites using DSL connectivity as the access methodology

 

Any Access circuit that falls below the 99.9% access circuit guarantee will receive a full Monthly Recurring Access Cost from the vendor for that location.   State Vendor’s acceptance of this requirement and address in your SLA.        
 
3.17.5 VoIP SLA  or Section C in single SLA
3.17.5.1
Overview: The Vendor should support quality service on Voice over IP ("VoIP") by offering a performance Service Level Agreement (SLA) to the State for all locations that implement VoIP service using Internet Dedicated, or the MPLS transport services.  The VoIP SLA is in lieu of, and takes precedence for VoIP users in each affected area, any other SLAs for Internet Dedicated service, or the MPLS.  Performance standards in the SLA cover: Jitter, Latency, Packet Delivery, and Network Availability.  State the Vendor’s acceptance of this requirement and address your understanding and compliance in your VoIP Services, C: SLA.
3.17.5.2
VoIP Jitter Service Level Agreement:  Also known as delay variation, jitter is defined as the variation or difference in the end-to-end delay between received packets of an IP or packet stream. Jitter is usually caused by imperfections in hardware or software optimization or varying traffic conditions and loading. Excessive delay variation in packet streams usually results in additional packet loss which impacts voice quality. State the Vendor’s acceptance and understanding of this definition.

 3.17.5.2.1 
[Critical]   The VoIP Jitter SLA requires that the vendor’s contiguous Network monthly jitter performance will not exceed 1.0 millisecond between the transit backbone network routers ("Hub Routers"). State the Vendor’s acceptance of this Mandatory and address in your SLA.        
3.17.5.3
[Critical]   Network Latency Service Level Agreement:  The VoIP Latency SLA should provide that the Vendor’s Network Latency performance will have a monthly average round-trip transmission of fifty-five (55) milliseconds or less between the backbone network routers provided by the vendor for access into the VoIP services. State Vendor’s acceptance of this Mandatory and address in your SLA.        
3.17.5.4
[Critical]  
Network Packet Delivery Service Level Agreement:  The VoIP Packet Delivery SLA provides that the Vendor’s monthly packet delivery rate will be 99.5 percent or greater for data delivery between the backbone network routers (“Hub Routers”). State Vendor’s acceptance of this Mandatory and address in your SLA.        
3.17.5.5 
[Critical]
 Network Availability Service Level Agreement:  The VoIP Network Availability SLA should provide that the Vendor’s Network will be available at least 99.9 percent of the time as measured on a monthly basis by trouble ticket time. The Network is considered not available for the number of minutes that a trouble ticket shows the Network was not available to the State of West Virginia. The unavailable time is started when the State opens a trouble ticket with the Customer Support Center. The unavailable time stops when the applicable Network or access circuit trouble has been resolved and the service is again available to the State. This should be measured in a proactive manner.  Please describe your proactive capabilities.
With the exceptions noted below: State the Vendor’s ability to comply with this mandatory and address in section C of your SLA or SLA C.

This will not include unavailability resulting from: 

· Network maintenance; 

· Third-party circuits; 

· Inappropriate State configuration change(s)

· State owned Premise Equipment including, but not limited to, State provided PBX, black phones, SIP phones, Quality of Service Box, firewalls, Router/modem and/or Analog/Ethernet Adapter; 

· Acts or omissions of the State, or any use or user of the service that is authorized by State but outside the scope of State’s service; 

· Reasons of Force Majeure (as defined in the applicable underlying Service Level Guarantee). 

3.17.6   Internet Access SLA (Optional: Dependent upon Vendor’s response to the optional request for Internet service)

3.17.6.1
Availability:  Service Availability SLA Scope.  The Internet Provider’s Service Level Agreement (SLA) should provide that the Internet access provided to the MPLS core will be available 99.99% of the time.   The State of West Virginia should be credited for the pro-rated charges for one day of the Monthly Fee when the network availability falls below 99.99%.  State the Vendor’s willingness to comply with this desirable and address in SLA D.
3.17.6.2 
Latency:  Latency SLA Scope. The vendor’s Latency SLA should provide for an average round-trip transmission of 55 milliseconds or less between provider’s Internet access ports and their inter-regional transit backbone routers ("Hub Routers") in the contiguous U.S. The State of West Virginia should be credited for the pro-rated charges for one day of the Monthly Fee when Latency exceeds 55 milliseconds. State the Vendor’s willingness to comply with this desirable and address in SLA D.
3.17.6.3
Network Packet Delivery Network Packet Delivery SLA Scope. The vendor should offer a provision for both a North American, and a Transatlantic Network Packet Delivery SLA. The North American and Transatlantic Network Packet Delivery SLA should provide for a monthly packet delivery of 99.5% or greater between the access point at the MPLS core and the Hub Routers in North America. If the vendor’s Packet Delivery SLA in a calendar month is not met the State of West Virginia should be credited for the Internet Access charges for that month. State the Vendor’s willingness to comply with this desirable and address in SLA D.
3.17.6.4
Denial of Service SLA Scope. The vendor will respond to Denial of Service attacks reported by the State within 15 minutes of the State opening a complete trouble ticket with the WVOT Service Desk. The State defines a Denial of Service attack as more than 95% bandwidth utilization. The State of West Virginia should be credit for the pro-rated charges for one day of the Monthly Fee when the vendor fails to respond to a Denial of Service attach that has been reported by the State of West Virginia. State the Vendor’s willingness to comply with this desirable and address in SLA D.
3.17.6.5 
SLA Scope – Network Outage:  The Network Outage SLA should provide the State of West Virginia notification within 15 minutes after it is determined that Service is unavailable. The standard procedure will be to ping the State’s router every five minutes. If the router does not respond after two consecutive five-minute ping cycles, the vendor will deem the Service unavailable and the State of West Virginia’s point of contact will be notified by e-mail, phone or pager. State the Vendor’s willingness to comply with this desirable and address in SLA D.
3.17.6.6
SLA Scope - Scheduled Maintenance:  Scheduled Maintenance shall mean any maintenance that the vendor performs related to the State of West Virginia’s Internet Access.  The vendor should notify the State seven calendar days in advance.  Notice of Scheduled Maintenance will be provided to the State’s designated point of contact by email or pager.   Upon receiving such notice, the State may request to have such maintenance postponed to a later date if agreed upon by the vendor and the State. State the Vendor’s willingness to comply with this desirable and address in SLA D.
3.17.6.7
Network Jitter SLA Scope:  Also known as delay variation, Jitter is defined as the variation or difference in the end-to-end delay between received packets of an IP or packet stream. Jitter is usually caused by imperfections in hardware or software optimization and varying traffic conditions and loading. Excessive delay variation in packet streams usually results in additional packet loss, which affects quality. The vendor’s Network jitter performance will not exceed 1 millisecond.  State the Vendor’s willingness to comply with this desirable and address in SLA D.
3.18 Pricing 
 (Both Mandatory and Optional)
3.18.1 Overview 

The first component of the pricing section is Appendix B, which is comprised of three (3) charts which should be completed, in their entirety.  Each chart has a score associated with it, totaling thirty (30) points.  This is the only section which counts toward the pricing score.  

The three charts making up Appendix B are pre-programmed to do the calculations across the rows and down the columns.  When you type in the unit pricing, the spreadsheet calculations will be automatic.  If the columns don’t show a total, it means that you have missed a row.  Please double check your numbers before submitting your bid. 
There are two (2) additional pricing sections which may be filled out, provided the Vendor offers options for Alternative Access Circuit types in Appendix C.  The pricing for these options should be listed in Appendix D, and should correspond precisely with the offerings in Appendix C.  NO PRICING SHOULD APPEAR IN APPENDIX C, WHICH WILL BE PART OF THE TECHNICAL EVALUATION PORTION OF THIS RFP.
The final pricing component of this RFP should be listed by Section number, and shall be comprised of the prices for WVOT requested optional services, provided by the Vendor, if applicable.  The Vendor may provide information in the body of the RFP response, with respect to potential optional services, but should provide pricing for these services in Appendix E, utilizing the Section number references from the body of the RFP.  This requirement is essential if the Vendor wishes the State to incorporate or include the aforementioned optional services into the final contract award.  (Per State Purchasing guidelines, the State is under no obligation to make any award, in part or in whole, from the release of this RFP.)

3.18.1.1 
Pricing Consistency: Where WVOT requests pricing information in more than one place or more than one price workbook, WVOT requires that Vendor’s stated pricing for such items or components should be the same or consistent in all locations.  Please confirm and explain.  Failure to provide consistency may result in reduction of evaluation scoring. 


3.18.2 End to End  

[Critical] Inclusive Pricing: Submit pricing that is all-inclusive of costs end to end and covers the costs of the MPLS core and Peripheral Edge equipment via the aggregate price of the access circuits as listed in Appendix B.  The State realizes that any options provided may be additional and if the vendor wishes for the options provided to be purchased from the MPLS and Associated Services contract, those costs SHOULD be provided in the appropriate Appendices (D or E) as applicable. Confirm Vendor’s compliance with this mandatory. 

3.8.2 
3.18.3 Fixed Pricing 

Fixed Pricing: WVOT requires that all prices be fixed during each one-year term of the Contract.   The vendor will be expected to pass through any price decreases at the time the price decrease is announced. 

3.18.4 Competitive Rates 

3.18.4.1
[Critical]
Rates: WVOT requires that the pricing, rates and terms offered to WVOT during each one-year term of the Contract are at least as favorable as the pricing, rates and terms offered to Vendor’s similarly situated customers. Describe Vendor’s approach for keeping WVOT’s pricing, rates and terms at least as favorable as those offered to Vendor’s other customers. 

3.18.4.2
[Critical]
Competitive Market: WVOT requires that the pricing, rates and terms offered to WVOT during each one-year term of the Contract remains competitive with the pricing, rates and terms offered in the market. Describe how Vendor will keep pricing, rates and terms competitive. 



3.19
Special Terms and Conditions:


3.19.1 

Bid and Performance Bonds: Vendor will provide a bid bond in the amount of the bid that will be held by the Division of Purchasing until the award is made.  A performance bond may be required upon award, the amount of which will be made during contract negotiations.  
3.19.2
Insurance Requirements:  If applicable, the vendor will provide liability insurance according to State requirements.  Insurance certificates are required prior to award but are not required at the time of bid.

3.19.3

License Requirements:  The vendor will be responsible for obtaining Workers Compensation, a Contractor’s License, etc. in compliance with the laws of the State of West Virginia. 

3.19.4    
Litigation Bond:  Each bidder responding to this request for proposal should submit a litigation bond in the amount of $500,000, made payable to the State of West Virginia Purchasing Division.  This bond should be issued by a surety company licensed to do business in the State of West Virginia with the West Virginia Insurance Commission, on a form acceptable to the State.  The only acceptable alternate forms of the bond are (1) a company certified check (not an individual) and (2) a cashier’s check.

The purpose of the litigation bond is to discourage unwarranted or frivolous law suits pertaining to the award of a contract from this request for proposal.  Secondly, the bond provides a mechanism for the State of West Virginia, the Agency, it’s officers, employees, or agents thereof to recover damages, including (but not limited to) attorney fees, loss of revenue, loss of grants or portions thereof, penalties imposed by the federal government  and travel expenses which may result from any such litigation.  A claim against the bond will be made if the vendor contests the award in a court of competent jurisdiction and the grounds are found to be unwarranted or frivolous based on the facts of the award or applicable law as determined by the court.
Failure to submit an appropriate bond, or alternate bond with the proposal at the time of bid opening, constitutes a binding agreement between the vendor and the State, indicating that the vendor waives all rights of protest, including, but not limited to:  competitor’s bids, the evaluation of the bid responses, and the contract award to the apparent successful vendor.
The bond or alternate form should remain in effect for two years from the proposal submission date.  After six (6) months, each vendor may request, and the State anticipates granting, a release of the litigation bond.  However, the vendor will be required to provide a release (signed and notarized in a form that is acceptable to the State) prior to release of the bond which states that the vendor will not sue.   
PART 4  PROPOSAL FORMAT
4.1
Vendor’s Proposal Format:  



The proposal should be formatted in the same order, providing the information listed below:

Title page - Should state the RFP Subject and number, the name of the Vendor, Vendor’s business address, telephone number, name of authorized contact person to speak on behalf of the Vendor, that contact’s e-mail address, business telephone number, and cell phone number.  This title page should be dated and signed.

Table of Contents - Clearly identify the material by section and page number.  







Section I  - This section will address the Vendor’s technical offering - responses to 3.1 (MPLS VPN Design Requirements) and 3.2 (MPLS VPN Management and Monitoring).

Section II – This section will address the Vendor’s processes in supporting the State’s account - responses to 3.3 (Trouble Ticketing), 3.4 (Reporting), 3.5 (Service Ordering), 3.6 (Service Provider’s Help Desk and Network Operations Center), 3.7 (Moves, Adds, Changes and Deletions), and 3.8 (Change Orders).
Section III – This section will address the Vendor’s processes in billing the State Account – responses to 3.9 (Contract Management and Billing Requirements), 3.10 (Billing), 3.11 (Billing Cycle), 3.12 (Invoice Presentation), 3.13 (Credits), 3.14 (Billing Escalation, and 3.15 (Dispute Resolution Process).
Section IV – This section will address the Vendor’s plans for project management, vendor experience, and timelines, as well as the reference forms – responses to 3.16 (Transition and Acceptance).  In addition, the vendor should include in this section his four positive like-size MPLS deployments as requested in Part 2, last paragraph of 2.2, using the vendor reference forms included as Appendix F.
Section V – The section will address what should be contained in the Vendor’s submittals for the SLA requirements – responses to Section 3.17 (Service Requirements & SLA(s) for both the MPLS VPN Core and the VoIP Services on the MPLS VPN and the optional Internet Access SLA).  The vendor should provide any SLA’s submitted by the vendor.  Only three SLAs, the MPLS Core/General, Access Circuits and the VOIP on the MPLS are required.  The Internet Access SLA is only required if the responding vendor submits an option, or options, for Internet access.  NOTE:  The State reserves the right to further negotiate the SLA(s) with the apparent best value vendor.  If the State cannot successfully negotiate the SLA(s) with the first apparent best value vendor, then the State reserves the right to cancel the award to the initial apparent best value vendor and begin negotiations with the second best value vendor.
Section VI – This section will include Appendix C, the description of alternative access circuits provided by the vendor in addition to those in Appendix B.

Section VII  -  This section will include all Cost Sheets (Exhibits B, D, and E).  (Please remember, the cost section SHOULD be included under separate cover)

If applicable, sign and submit the attached Resident Vendor Preference Certificate with the proposal. 

4.2
Evaluation Process:  


4.2.1 Method of Evaluation: 

The proposals will be evaluated by a committee of three (3) or more individuals in accordance with the criteria stated.  The Vendor who meets all the mandatory specifications and attains the final highest point score of all vendors (possible one-hundred 100 points maximum) shall be awarded the contract.  The selection of the successful vendor will be made by a consensus of the evaluation committee.  

4.3
Evaluation Criteria:  The following are the evaluation factors and maximum points possible for technical point scores:

A.
MPLS Core Requirements  

15 Points Possible
B.  
Portfolio of Optional Services

15 Points Possible
C.
Account Support


15 Points Possible

D.
Vendor Experience/References
15 Points Possible

E.
Service Level Agreements

10 Points Possible 

F. 
Cost 




30 Points Possible




Total

100 Points Possible

Each cost proposal cost will be evaluated by use of the following formula for all vendors who attained the Minimum acceptable score only:

Lowest price of all proposals

-----------------------------------------------   X 30 = Price Score

Price of Proposal being evaluated

The Price Scores of the three Pricing Charts will be totaled and those points added to each vendor’s technical evaluation. 

4.4
Minimum Acceptable Score:

Vendors should score a minimum of 70% of the total technical points possible (if doing oral presentation may require it for technical criteria not including the oral, in order to avoid interviewing non-qualified vendors).   The minimum qualifying score would be 70% of 70 points or a technical score of 49 points or greater to be eligible for further consideration and to continue in the evaluation process.  All vendors not attaining the minimum acceptable score (MAS) shall be disqualified and removed from further consideration. 

The State will select the successful vendor’s proposal based on best value purchasing which is not necessarily the low bidder.  Cost is considered but is not the sole determining factor for award.  The State does reserves the right to accept or reject any or all of the proposals, in whole or in part, without prejudice if to do so is felt to be in the best interests of the State. 

Vendor’s failure to provide complete and accurate information may be considered grounds for disqualification. The State reserves the right if necessary to ask vendors for additional information to clarify their proposals.  Nothing may be added to alter the written solution or method contained in the original proposal after the bid opening.


4.5.
Cost Proposal Format/Pricing Charts 




Each item listed in the Pricing Charts is a critical requirement from the RFP technical portion and is described in detail in the RFP.




The State in no way promises that we will purchase these anticipated volumes.  They are strictly our best guess utilized to evaluate a representative monthly price for the purposes of determining the low cost vendor.




These pricing charts do not include the 1,474 State of WV Lottery 2.4 DDS Multi-drop circuits, but it is entirely possible that the Lottery will want to utilize the MPLS contract with their anticipated migration to IP.


The Vendor’s Cost Proposal will be made up of the following:


Appendix B - Price Comparison Chart 1:  A Unit Price Comparison by Circuit Access type and two Cost of Service Scenarios – worth 8 points


Appendix B - Price Comparison Chart 2:  Projected Volumes that we estimate will be required one year after initial implementation – worth 14 points


Appendix B - Price Comparison Chart 3:  Project Volumes that we estimate will be required three years after initial implementation – worth 8 points. 
Appendix B - Summary of Worksheets:  This is a sheet showing the totals from each of the above charts with a grand total.  This grand total will be the basis for selecting the low cost vendor.
These estimates are representative of best known numbers and does not include many Metropolitan area Ethernet transport circuits as it is unlikely that the MPLS postalized circuit pricing, (i.e., all circuits of a particular Access type, speed {cir or port size depending on access type} and CoS), will be as low or cost effective as these exiting non-Data05 contract Metropolitan area circuits.  However, it is important to note if a State agency wishes to connect to the MPLS or the State Internet service, they will be charged a port charge depending on the speed and QoS required by either the State of WV or the winning MPLS vendor. 

The three charts making up Appendix B are pre-programmed to do the calculations across the rows and down the columns.  When you type in the unit pricing, the spreadsheet calculations will be automatic.  If the columns don’t show a total, it means that you have missed a row.  Please double check your numbers before submitting your bid. 

Appendix D – Pricing for Alternative Access Offerings:   The vendor may provide alternative access circuit types – the descriptions will be provided in Appendix C and the cost of these circuit types will be provided in Appendix D.  No points will be associated with these costs although the vendor may receive technical points from the descriptions of these circuit types in Appendix C.   If the State chooses, these items may be included in the offerings in the contract.   
Appendix E – Pricing for Optional Services:  The vendor may provide pricing for any optional services described in the RFP response.  No points will be associated with these costs.  If the vendor wishes to have their options considered to be included in the contract award, they must describe the option in the body of the RFP, and also separately provide pricing in this Appendix E clearly showing the RFP section where the option is described.
APPENDIX A – WEST VIRGINIA VOICE, VIDEO AND DATA ACCESS TYPES
(APPROXIMATION OF THE CURRENT STATE ENVIRONMENT

The Circuit quantities provided below are an intelligent estimate of what will be cut over year one from 6/30/07 to 6/30/09, although the bulk of data circuits will be cut over by 6/30/08.  We are uncertain as to the quantity of Ethernet facilities and Host IP Voice Services/IPTrunks that will be added or cutover.
	TYPE OF CIRCUIT
	QTY
	LATA240
	LATA256
	LATA254
	LATA932

	PRI – Voice 23B+D/24B
	130
	25
	35
	60
	10

	Transport ADSL
	175
	40
	55
	60
	20

	Transport SDSL
	50
	10
	15
	20
	5

	T-1 Clear Channel
	10
	2
	3
	3
	2

	FR T-1 768cir burst to full T-1
	1500
	350
	375
	580
	195

	DS-0 FR 56K 28Kbps min cir
	250
	50
	75
	85
	40

	DS-0 Clear Channel
	10
	2
	3
	3
	2

	Centrex
	7000
	1165
	1600
	3600
	635

	Centrex with Voicemail
	5000
	700
	1100
	2900
	300

	Switched Ethernet 10 Meg
	0
	0
	0
	0
	0

	Switched Ethernet 10 Meg redundant local loop
	0
	0
	0
	0
	0

	Switched OC-3
	0
	0
	0
	0
	0

	Switched OC-3 redundant local loop/true Sonnet ring
	0
	0
	0
	0
	0

	Switched Ethernet 1 Gigabit
	0
	0
	0
	0
	0

	Switched Ethernet 1 Gigabit redundant local loop
	0
	0
	0
	0
	0


NOTE:  The State has approximately 25 to 35 metro area point-to-point Ethernet circuits which are not directly connected to the backbone as earlier described.  The Ethernet circuits above would be connected to Ethernet switches at Points of Presence for the Vendor’s MPLS Network.
APPENDIX B – MANDATORY PRICING TABLES AND INSTRUCTIONS

(THIS APPENDIX, TOGETHER WITH APPENDICES D AND E, SHOULD BE SEPARATED FROM THE TECHNICAL PORTION OF VENDOR RESPONSES AND BE INCLUDED IN VENDOR’S SEALED, COST PORTION OF THEIR RESPONSE TO THIS RFP.)

These are provided as an attachment. 
APPENDIX C – ALTERNATIVE ACCESS OFFERINGS

(ACCESS CIRCUITS, WIRELESS, IP-TRUNKING/HOSTED VOICE SERVICES)

If the Vendor is offering alternative access circuit types, the technical specifications for those options should be provided in this Appendix.  NOTE:  This Appendix should be included with your technical response, separate from Appendices which contain cost information.  NO costs may appear in this Appendix – Appendix C is where you describe your alternative access offerings and Appendix D is where you should quote the costs for these offerings.
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APPENDIX D - ALTERNATIVE ACCESS OFFERINGS PRICING

(THIS APPENDIX, TOGETHER WITH APPENDICES B AND E, SHOULD BE SEPARATED FROM THE TECHNICAL PORTION OF VENDOR RESPONSES AND BE INCLUDED IN VENDOR’S SEALED, COST PORTION OF THEIR RESPONSE TO THIS RFP.)
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APPENDIX E – PRICING FOR ALL VENDOR-PROVIDE OPTIONS

This appendix should provide pricing for any options that have an additional cost associated with them, as listed in the body of the technical response.

(THIS APPENDIX, TOGETHER WITH APPENDICES B AND D, SHOULD BE SEPARATED FROM THE TECHNICAL PORTION OF VENDOR RESPONSES AND BE INCLUDED IN VENDOR’S SEALED, COST PORTION OF THEIR RESPONSE TO THIS RFP.)
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APPENDIX F- VENDOR REFERENCES

The vendor shall provide a minimum of three client references. The references shall be for systems of similar configuration. One of these references shall be for a system implementation in a similar, government facility environment.


	
Reference #1

	Company/Agency
	

	Contact Name
	

	Telephone Number
	

	E-mail Address
	

	Mailing Address


	

	Please provide a description of the system installed including general topology, software, hardware, number of users, etc.  In particular, we want a description of the number of core MPLS routers, peripheral edge routers, and the number and type of circuit access terminations.  In addition, we want to know what class of services does each VRF, VPN, and PVC have and whether the service is managed to the PE or to the customer premise.



	
Reference #2

	Company/Agency
	

	Contact Name
	

	Telephone Number
	

	E-mail Address
	

	Mailing Address


	

	Please provide a description of the system installed including general topology, software, hardware, number of users, etc.  In particular, we want a description of the number of core MPLS routers, peripheral edge routers, and the number and type of circuit access terminations.  In addition, we want to know what class of services does each VRF, VPN, and PVC have and whether the service is managed to the PE or to the customer premise.



	
Reference #3

	Company/Agency
	

	Contact Name
	

	Telephone Number
	

	E-mail Address
	

	Mailing Address


	

	Please provide a description of the system installed including general topology, software, hardware, number of users, etc.  In particular, we want a description of the number of core MPLS routers, peripheral edge routers, and the number and type of circuit access terminations.  In addition, we want to know what class of services does each VRF, VPN, and PVC have and whether the service is managed to the PE or to the customer premise.



	
Reference #4

	Company/Agency
	

	Contact Name
	

	Telephone Number
	

	E-mail Address
	

	Mailing Address


	

	Please provide a description of the system installed including general topology, software, hardware, number of users, etc.  In particular, we want a description of the number of core MPLS routers, peripheral edge routers, and the number and type of circuit access terminations.  In addition, we want to know what class of services does each VRF, VPN, and PVC have and whether the service is managed to the PE or to the customer premise.



