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Executive Summary

STChealth is pleased to submit this proposal to continue our long-standing partnership with the
West Virginia Bureau of Public Health in support of WVSIIS. As the State’s IS provider since 1999,
STChealth brings deep knowledge of West Virginia’s public health priorities, operational needs,
and provider workflows.

The STC|ONE® lIS solution included in this proposal represents a defining milestone in the
evolution of our platform, delivering the next generation of capabilities that our jurisdictional
clients and the broader market have identified as essential to meeting current and future needs.
This latest version of STC|ONE® reflects a fully realized modernization of the platform, bringing
enhanced workflows, improved usability, and advanced technical architecture together into a
cohesive, user-friendly experience.

West Virginia already operates on the STC|ONE® Saa$ platform at scale. By continuing this
partnership and leveraging the platform’s latest evolution to the existing WVSIIS production
environment, the State can achieve meaningful advancements in capability, function, and
efficiency without the cost, risk, and disruption of a system replacement. Established integrations,
workflows, and institutional knowledge are preserved, while WVSIIS users benefit from a
significantly enhanced platform experience.

The sections that follow respond to each specification in Section 4 of the Request for Proposal.
Where a capability operates in WVSIIS today, we identify it as verifiable evidence rather than
assertion.

A modernized platform

The STC|ONEP® solution proposed here reflects a fully modernized platform: enhanced workflows, a
more intuitive user interface, improved system performance, and an API-first architecture built for
integration and scale. Development follows a model of continuous discovery and iterative
improvement. For West Virginia, the result is reduced administrative burden and more staff time for
critical pubtlic health work.

Independently validated interoperability

Interoperability performance is verified independently. STChealth is fully validated across all five
content areas of AIRA's Aggregate Analysis Reporting Tool (AART), and West Virginia achieved and
maintained validation across all five areas in both 2025 and 2026. Nationally, STChealth supports
319 active IZ Gateway connections, including 276 bidirectional lIS-to-lIS connections, and our
ImmsLink® health data network supports more than 36,000 bidirectional connections across
80,000+ provider locations.
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Direct support for West Virginia's enterprise data objectives

The solution provides secure, governed access to WVSIIS data for the State's Data Bridge and
Master Patient Index initiatives, as well as cross-program analytics. Integration services support
enterprise data warehouses, data lakes, and downstream reporting under State-controlled access
policies, addressing a stated West Virginia priority directly.

Measurable service delivery

Performance is governed by defined service levels, a transparent ticketing model, and consistent
reporting. WVSIIS processes more than 20 million HL7 messages annually on infrastructure that
handled 582 million messages across STChealth jurisdictions in 2025.

West Virginia-specific capability, proven in production

Certificate logic, exemption workflows, provider integrations, and State reporting are configured
and operating in WVSIIS today. The School Nurse Module launched statewide in January 2026 with
WVDOE roster data integrated, providing the workflow foundation for the Oral Health capability
described in this response.

Selected competitively, not by default

STChealth has won six competitive procurements in the past five years. There were four new
jurisdictions: South Dakota (awarded 2022, live 2023), Virginia (2024, live 2025), Michigan (2024,
live 2026), and Maine (2025, scheduled to be live 2027). Two were re-procurements in which
existing clients tested the market and selected STChealth again: Indiana (2025, five-year term
through 2030) and Wyoming (2026, five-year term through 2031). Three of the four new jurisdictions
are live today, evidence that implementation capability is current rather than historical. STChealth
operates 16 1IS in production and is under contract for a seventeenth.

Delivery without re-implementation

Because WVSIIS operates on the STC|ONE® SaaS platform, the State reaches the modernized
platform as an upgrade to its current production environment. Many established elements carry
forward, lowering cost and schedule risk.

This proposal provides the State with

e A modernized STC|ONE?® platform with enhanced workflows, improved usability, and an
API-first architecture

* Independently validated interoperability, with AART certification across all five content
areas in 2025 and 2026

e Direct support for the WV Data Bridge, MPI initiatives, and cross-program analytics

» Defined service levels with transparent ticketing and measurable performance
accountability

» Continued statewide operation with a modernized experience delivered as an upgrade
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STChealth looks forward to continuing its partnership with West Virginia to support a high-
performing, reliable, and future-ready immunization information system.

Contract Assumptions or Exceptions

In accordance with Section 2.22 of the RFP, STChealth has carefully reviewed the General Terms
and Conditions and Addendums included in this RFP. Our proposal is a Software-as-a-Service-
based (SaaS) offering and has been developed with the understanding that the final contract will be
based on substantially the same terms and conditions as provided in the RFP, except for clauses
pertaining to software licensing, maintenance services, and any Contractor-owned patented or
copyrighted products used to meet RFP requirements.

STChealth respectfully identifies some technical assumptions and/or exceptions to the State of
West Virginia’s contract clauses below that we are requesting to edit to align with a SaaS based IS
System, as well as any clarifications necessary for our proposed approach to be evaluated for
contract review and/or negotiations.

Section # Document Recommended Text
Name

11. Liquidated General Comment: Specified Liquidated Damages are unclear. Vendor

Damages Terms & agrees with liquidated damages subject to mutually agreed upon
Conditions and acceptable contract.

12. Acceptance General Comment: All costs and charges submitted are representative of
Terms & Vendor’s offering based on known requirements of this
Conditions procurement. Final acceptance is subject to mutually agreed

upon and acceptable contract.

20.Time General Comment: Parties will meet agreed upon timelines specified in
Terms & the contract.
Conditions

28. Warranty General Comment: With regard to 28(b), as a SaaS
Terms & provider, STChealth warrants that our solution conforms to the
Conditions specifications and requirements of this procurement, as outlined

in our proposal.

36. Indemnification | General Comment: Vendor notes an exception to this section for the
Terms & purpose of future discussion regarding negotiation of mutually
Conditions agreeable limitations of liability and indemnity.
Attachment C: RFP Comment: STChealth acknowledges the SLA included in this
Service Level procurement. We have provided a copy of our standard SLA
Agreements (SLAs) which is in place with a number of our jurisdictions and reflects
high-quality performance. We seek to discuss this section during
negotiation.
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Section # Document Recommended Text

Name
Software as a RFP Comment: STChealth acknowledges the SaaS Addendum and
Service Addendum would work with the Agency to finalize it with subscription /
authorized-use language provisions applicable to the STChealth
solution.

4.1 BACKGROUND AND EXPERIENCE

|41 EXCEEDS
The following goals and objectives are derived from the CDC's IIS Functional Standards and
related guidance documents. While not mandatory for contract award, these capabilities
reflect nationally recognized best practices and support long- term compliance,
interoperability, and public health impact. The Vendor should address these items to
demonstrate alignment with CDC goals and readiness for future federal initiatives.

STChealth is a Vaccine Intelligence™ company headquartered in Phoenix, Arizona, with almost four
decades of experience delivering immunization information systems for public health agencies.
Since 1988, STChealth has been focused on advancing immunization programs through
technology, data exchange, and analytics. STChealth is a recognized leader in |IS solutions,
currently supporting 16 jurisdictions across the United States and internationally through
STC|ONES®, a secure, SaaS-based platform designed to meet CDC IIS Functional Standards and
support high-volume, statewide immunization operations. A 17" jurisdiction is under contract and
scheduled to deploy in 2027.

West Virginia has partnered with STChealth since 1999, representing 27 years of continuous
collaboration on the state's immunization information system, powered today by the STC|ONE® IIS
platform. This proposal advances WVSIIS to the modernized STC|ONE® architecture: enhanced
functionality, streamlined workflows, improved performance, and a more intuitive user experience,
delivered as an upgrade to the platform West Virginia already relies on. Enhanced interoperability,
streamlined data exchange, and improved connectivity will reduce administrative burden and let
immunization program staff and provider organizations spend less time on manual data
management and more time on critical public health work.

STChealth's experience supporting West Virginia is backed by decades of success operating some
of the nation’s most established and trusted Immunization Information Systems. With client
partnerships spanning more than three decades, including our longest-standing relationship dating
to 1994, STChealth delivers proven, large-scale solutions that support millions of patients,
providers, and public health partners nationwide. In 2025, STC|ONE® processed over 582 million
HL7 messages across 16 jurisdictions. West Virginia alone processed more than 20 million HL7
messages during the same period, leveraging the same enterprise-grade infrastructure that reliably
supports hundreds of millions of transactions annually. This scale demonstrates STChealth's
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ability to provide WV with a stable, mature platform capable of meeting both current operational
needs and future public health priorities.

STChealth is part of the Harris Operating Group of Constellation Software Inc., providing the
financial stability and operational continuity public-sector partners require, and supporting
continued long-term investment in the platform.

\\l ST l

WVSIIS
*’% BY THE NUMBERS

----

vi\‘)

3,015,611 33,762,839
PATIENT RECORDS IMMUNIZATION EVENTS
0% &
1,042 14,837

STChealth: Statement of Technical Areas of Expertise

STChealth delivers immunization information system capabilities across interoperability, data

management, analytics, and program operations, all within production-proven, highly compliant
environments.
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Interoperability, Connectivity, and Data Exchange

Connectivity and Interoperability Capabilities

HL7 v2.5.1

Real-time provider and pharmacy

CDC IZ Gateway

Interjurisdictional connections
enabling seamless data exchange
across state and regional boundaries data messaging

reporting with standardized health

MyIR® Mobile
Consumer access platform empowering

individuals to view and manage their
immunization records

ImmsLink®

Integration with 80,000+ providers
and pharmacies for comprehensive
immunization tracking

AIRA AART Validation

Comprehensive validation across all

Privacy-Preserving Record Linkage

Secure patient matching across
systems while safeguarding personally content areas ensuring data quality

identifiable information and compliance standards

API Capabilities Read Replicas

One consistent GraphQL API for every function, On-demand, read-only database copies absorb

plus standards-based HL? v2.5.1 and CDC SOAP reporting and search spikes without touching live

interfaces, built to extend safely performance, while doubling as the foundation for
fast disaster recovery.

© 6 0 O
© 6 O

Interoperability is a foundational capability of STC|ONE® and a defining strength of STChealth's
nationwide IIS portfolio. STChealth connects public health agencies, providers, pharmacies,
schools, federal partners, and consumers through secure, standards-based data exchange, one of
the largest such networks in the country.

As of July 2026, STChealth supports 319 active IZ Gateway connections, including 276 active bi-
directional IS-to-IIS connections enabling secure interstate data exchange. This network continues
to expand through CDC I1Z Gateway initiatives and partnerships including Mayo Clinic, DaVita
Physician Solutions, Fresenius, the Veterans Health Administration (VHA), and the Electronic
Disease Notification (EDN) network.

On the private-sector side, ImmsLink® supports more than 36,000 bidirectional health data
network connections across 80,000+ provider locations nationwide, pharmacies, schools, and
EHR-integrated provider organizations, enabling real-time immunization reporting, patient history
retrieval, and clinical forecasting.

MyIR® Mobile extends direct consumer access to immunization records, with more than 2.25
million individuals successfully connected. Adoption by neighboring Virginia and Maryland
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positions West Virginia to participate in a familiar regional ecosystem that supports convenient,
consistent access to vaccination records.

To support national reporting requirements, STChealth also provides API-based integrations and
Privacy-Preserving Record Linkage (PPRL) for secure data matching, and routinely delivers data to
the CDC across influenza, RSV, COVID-19, and routine immunization reporting.

STChealth is actively developing support for the two FHIR R4 resources central to immunization
data exchange. The FHIR Immunization resource represents vaccine administration events and
maps to the core vaccination record data that WVSIIS captures and exchanges today via HL7 v2.5.1
VXU messaging. The FHIR Immunization Recommendation resource conveys patient-specific
immunization forecasting and recommends next doses, drawing on the CDSi-aligned clinical
decision support engine already operational within WVSIIS. Both resources will be implemented in
alignment with FHIR R4 specifications to ensure interoperability with national standards and
compatibility with IS partner systems as they adopt FHIR-based exchange.

STChealth's participation in AIRA FHIR workgroups and FHIR Bulk Query initiatives, including work
on FHIR-based IIS use cases with national partners, informs our implementation approach and
ensures alignment with the direction the public health community is moving.

STChealth validates this interoperability performance through the American Immunization Registry
Association's (AIRA) Aggregate Analysis Reporting Tool (AART), an independent test of IIS
functionality against community-driven measures aligned to CDC IS Functional Standards. Since
2025, STChealth has been fully validated across all five AART content areas: Transport, Submission
& Acknowledgement, Query & Response, Data Quality, and Clinical Decision Support. Through
STChealth's consulting, configuration guidance, and structured training, West Virginia itself
achieved and maintained validation across all five content areas in both 2025 and 2026, a direct
measure of the partnership translating into operational results, not just technology delivery.

WYV Data Bridge and Data Access Support

STChealth supports West Virginia's enterprise data-sharing and analytics objectives through
secure, governed access to WVSIIS data for integration with the State's Data Bridge, reporting
platforms, and downstream analytics environments. STChealth understands that West Virginia
utilizes a centralized Data Bridge architecture to support public health reporting, data integration,
and cross-program analytics across multiple public health systems. The STC|ONE® platform
provides the capabilities necessary to support these data-sharing requirements while preserving
security, performance, and operational continuity.

Architecture and Data Access Model

STC|ONE® provides secure, controlled access to immunization data through modern integration
services designed to support enterprise data warehouses, data lakes, and analytics platforms.
Data exchange capabilities are available for authorized State systems requiring access to WVSIIS
data for reporting, interoperability, and public health operations. This architecture enables West
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Virginia to continue leveraging its existing Data Bridge investments and established reporting
ecosystem without requiring changes to day-to-day WVSIIS operations.

The platform is designed to support production-safe data access patterns that separate reporting
and analytics activities from operational IS workflows, helping ensure ongoing system stability
while supporting enterprise data consumption requirements. Similar architectural approaches
have been used to support external analytics and integration environments across other
jurisdictions.

Data Scope

STChealth supports sharing of authorized WVSIIS data necessary to support public health
reporting, business intelligence, interoperability, and population health initiatives. Available data
domains include patient demographic information, immunization records, vaccination events,
provider data, inventory-related information, and other approved IIS datasets required for
authorized State use cases. Data access is governed through established customer-specific
authorization and data-governance processes to ensure information is shared appropriately and in
accordance with State requirements.

Refresh Cadence and Data Availability

The platform supports configurable data synchronization and delivery mechanisms that
accommodate a variety of operational and analytical use cases. Data exchange and refresh
requirements are aligned with customer business needs and documented through standard
operational procedures. STChealth works closely with customer technical teams to ensure data
availability supports required reporting timeliness while maintaining reliability and production
performance.

Access Controls and Security

All access to WVSIIS data is protected through role-based security controls, authentication
requirements, authorization management processes, and audit logging capabilities. Access is
provisioned only for approved users, systems, and integration endpoints and is managed in
accordance with established governance and security procedures. STChealth supports customer-
specific access models that allow data availability to be aligned with programmatic responsibilities
and approved data-sharing agreements.

Data is protected through industry-standard encryption controls for both data at rest and data in
transit. Secure connectivity mechanisms, controlled authentication methods, and continuous
monitoring practices help ensure the confidentiality, integrity, and availability of information
shared between WVSIIS and authorized downstream systems.

Monitoring and Operational Ownership

STChealth maintains responsibility for the operation, monitoring, and support of platform-based
data-sharing services. Operations teams continuously monitor infrastructure performance,
connectivity, processing health, storage utilization, and overall platform availability through
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automated monitoring and alerting capabilities. Any issues affecting data exchange services are
managed through STChealth's standard support, incident management, and escalation processes.

Documentation describing architecture, access protocols, operational procedures, and data-
delivery expectations is maintained as part of STChealth's ongoing customer support model and
made available to authorized West Virginia stakeholders.

Operational Continuity

Because West Virginia already operates WVSIIS on the STC|ONE® platform, STChealth provides a
uniquely low-risk approach to supporting the State's data-sharing and analytics objectives. West
Virginia can continue leveraging existing WVSIIS operations, established workflows, and Data
Bridge investments while utilizing platform-supported data access capabilities for enterprise
reporting and analytics. This approach avoids the disruption, migration effort, and operational risk
associated with replacing the IIS platform while continuing to support West Virginia's evolving data
integration and public health analytics needs.

Data Quality, Compliance, and Public Health Performance

STChealth has decades of experience operating large-scale |IS environments in partnership with
the CDC and state immunization programs, built to ensure accurate data capture, validation, and
reporting at high volume while meeting federal, state, and industry requirements. During the
COVID-19 pandemic, STChealth scaled deduplication, data matching, and quality-assurance
capabilities under real-world surge conditions, the same capabilities running in WVSIIS today,
supporting the state's data integrity and compliance.

Operational Stability and Incumbent Advantage

STC is currently supporting all aspects of WVSIIS, including provider workflows, school and
compliance processes, data quality, and statewide public health response. Should West Virginia
choose to continue with STChealth, the state gains all the benefits of a fully modernized platform
without the challenges and risks associated with a full system and vendor replacement.

The platform is designed for ongoing evolution, supported by established governance and
continuous improvement practices. STChealth ships modular enhancements through production-
tested releases rather than proposing new development to meet requirements, so West Virginia
gets ongoing improvements in interoperability, analytics, data quality, and national reporting
without the instability of a ground-up rebuild. The result: West Virginia gets the benefits of
modernization on the timeline of an upgrade, not a replacement, while keeping the reliability and
institutional knowledge that have supported the program for decades.

Analytics, Reporting, and Program Value

WVSIIS already gives the state integrated reporting and dashboards for program oversight and
operational decision-making, the same tooling behind the AART data-quality validation and HL7
volume monitoring described above. The modernized STC|ONE® extends this further with more
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flexible, scalable reporting tools built to support program and department-level needs as they
evolve.

Modernized STC|ONE® also adds robust APl-based integration for secure, scalable data exchange
across the West Virginia Department of Health ecosystem, giving WVDH a flexible framework to
connect STCJONE® to current and future analytics platforms, public health systems, healthcare
partners, and other approved entities — directly supporting the department's broader data
integration and data lake objectives. As new partnerships, programs, and data-sharing initiatives
emerge, this architecture is built to expand with them.

Previous Contractual Experience

STChealth's IS partnerships span three decades, spanning 16 active jurisdictions with
performance histories ranging from one to 32 years. West Virginia's own relationship with
STChealth, now 27 years, sits well within this pattern of sustained, long-term IIS delivery.

Project — Client Period of Synopsis of Work
Performance
Arizona State IS (ASIIS) — Arizona 1994 — present IIS assessment, deployment, modules;
Dept. of Health Services training; interoperability; reports,
maintenance, support.
CDC Contract supporting the West 1999 - present [IS deployment; data migration; modules;
Virginia IS training; reports, maintenance, support,
configuration, and modifications.
CDC Contract supporting the 2000-present IIS modules for VOMS, PHC-Hub, HepB
Louisiana lIS (LINKS) Perinatal Hepatitis B; training;
interoperability; reports, maintenance,
support.
Wyoming Immunization Registry 2001 - present IIS deployment; migration; modules; training;
(WyIR) — WY Dept. of Health reports, maintenance, support.
Indiana IIS (CHIRP) — Indiana 2003 - present IIS deployment; data migration; VOMS
Department of Health modules; training; interoperabitity; reports,
maintenance, support.
Washington State 1S (WAIIS) - WA 2004 - present |IS deployment; migration; modules; training;
State Dept. of Health reports, maintenance, support,
interoperability.
Alaska IIS (VacTrAK) — Alaska Dept. of | 2009 - present IIS deployment; migration; modules; training;
Health & Social Services interoperability; reports, maintenance,
support.
Mississippi IS (MIIX) — Mississippi 2009 - present IIS deployment; migration; modules; training;
State Dept. of Health interoperability; reports, maintenance,
support.
Montana lIS (imMTrax) — MT Dept. of | 2011 -present [IS deployment; migration; modules; training;
Public Health & Human Svcs interoperability; reports, maintenance,
support.
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Project — Client Period of Synopsis of Work

Performance

Tennessee IS (TennliS) - Tennessee 2014 - present IIS deployment; data migration; modules;

Department of Health training; reports, maintenance, support,
configuration and modifications.

CDC Contract supporting the State 2015 - present IIS deployment; data migration; VOMS

of Ohio IIS modules; training; interoperability; reports,
maintenance, support.

CDC Contract supporting the Puerto | 2021 - present 1IS deployment; data migration; modules;

Rico IS training; reports, maintenance, support,
configuration, and modifications.

District of Columbia 1IS (DOCIIS) - 2021 - present IIS deployment; data migration; modules;

DC Dept. of Health training; reports, maintenance, support,
configuration and modifications.

South Dakota 1IS (SDIIS) — South 2022 - present [IS deployment; migration; modules; training;

Dakota Dept. of Health interoperability; reports, maintenance,
support.

Virginia lIS (VIIS) - Virginia 2024 - present IIS deployment; data migration; modules;

Department of Health training; interoperability; reports,
maintenance, support.

Michigan IIS (MCIR) — Michigan Dept. | 2025 - present IIS deployment; data migration; modules;

of Health & Human Svcs training; interoperability; reports,
maintenance, support.

Custom WVSIIS Functionality
Medical Exemption Management

Medical exemption is natively supported within WVSIIS today, following a provider-request/State-
Approver review workflow. STChealth provides medical exemption management within STC|ONE®
as an established, supported functionality in production. This covers the secure recording,

management, and visibility of medical immunization exemptions as part of routine IIS operations.

Certificates of Inmunization and Compliance Logic

WVSIIS runs West Virginia—specific Certificate of Immunization functionality today, including the
Green Certificate and Provisional (Yellow) Certificate. Both are generated from State-configured
compliance logic aligned to West Virginia statute and CDC-endorsed CDSi standards, evaluating
required doses, timing, spacing, and age appropriateness through rules that are production-tested
and currently in use statewide. Temporary and permanent medical exemptions are built into the
same workflow, recorded directly in the immunization record and factored into certificate
generation and compliance determinations for providers, schools, and public health users.

This is exactly the kind of state-specific logic a platform replacement would put at risk: certificate
rules, dose-evaluation logic, and exemption handling would all need to be rebuilt, revalidated
against West Virginia statute, and retested with providers and schools before compliance
determinations could be trusted again. Staying on STC|ONE® preserves this logic as it stands
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STChealth

é)

today, along with the historical certificate determinations already on record and the continuity of
school-entry verification, with no need to retest or reapprove compliance workflows already
aligned to State policy.

RFP CERTIFICATION STATEMENT

By signing below, | certify that | have reviewed this Request for Proposal in its entirety; understand
the requirements, terms and conditions, and other information contained herein; that | am
submitting this proposal for review and consideration; that | am authorized by the bidder to execute
this bid or any documents related thereto on bidder's behalf; that | am authorized to bind the bidder
in a contractual relationship; and that, to the best of my knowledge, the bidder has properly
registered with any State agency that may require registration.

_STChealth, LLC
(Company)

it

{S\fg"h/ature E)f Authorized Representative)
_Azure Spanier, Executive Vice President
(Representative Name, Title)
_(480) 745-8500 / (602) 598-7712 fax
(Contact Phone/Fax Number)

August 14, 2026 _ — —
(Date)
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DESIGNATED CONTACT

Vendor appoints the individuals identified in this Section as the Contract Administrator and the
initial point of contact for matters relating to this Contract.

(Printed Name and Title) David Mora, Director of Contracts
(Address) 411 S. 1 Street, Phoenix, AZ 85004
(Phone Number) / (Fax Number) (480) 745-8552 / (602) 598-7712 fax
(Email Address) rfpinfo@stchome.com

CERTIFICATION AND SIGNATURE

By signing below, or submitting documentation through wvOASIS, | certify that: | have reviewed this
Solicitation/Contract in its entirety; that | understand the requirements, terms and conditions, and
other information contained herein; that this bid, offer or proposal constitutes an offer to the State
that cannot be unilaterally withdrawn; that the product or service proposed meets the mandatory
reguirements contained in the Solicitation/Contract for that product or service, unless otherwise
stated herein; that the Vendor accepts the terms and conditions contained in the Solicitation,
unless otherwise stated herein; that | am submitting this bid, offer or proposal for review and
consideration; that this bid or offer was made without prior understanding, agreement, or
connection with any entity submitting a bid or offer for the same material, supplies, equipment or
services; that this bid or offer is in all respects fair and without collusion or fraud; that this Contract
is accepted or entered into without any prior understanding, agreement, or connection to any other
entity that could be considered a violation of law; that | am authorized by the Vendor to execute
and submit this bid, offer, or proposal, or any documents related thereto on Vendor's behalf; that |
am authorized to bind the vendor in a contractual relationship; and that to the best of my
knowledge, the vendor has properly registered with any State agency that may require registration.

By signing below. | further certify that | understand this Contract is subject to the provisions of West
Virginia Code § 5A-3-62. which automatically voids certain contract clauses that violate State law:
and that pursuant to W. Va. Code 5A-3-63. the entity entering into this contract is prohibited from

engaging in a boycott against Israel.

(Company)

e Qaiden 2

(Si\g'ﬁature cv)f Authorized Representative)
_Azure Spanier, Executive Vice President

(Printed Name and Title of Authorized Representative) (Date)
_(480) 745-8500 / (602) 598-7712 fax

(Phone Number) (Fax Number)
_azure_spanier@stchome.com

(Email Address)
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TECHNICAL PROPOSAL

Section | Status
4.1 EXCEEDS
4.2 EXCEEDS
4.2.1 | EXCEEDS
4.2.2 | EXCEEDS
4.2.3 | MEETS
4.3 EXCEEDS
4.3.1 | EXCEEDS
4.3.2 | EXCEEDS

4.2 PROJECT GOALS & MANDATORY REQUIREMENTS
| 4.2. EXCEEDS

The agency desires an Immunization Information System (lIS) to securely collect, store, and
manage vaccination records within its jurisdiction. The goal is to improve immunization
tracking, enhance vaccination coverage, and support data-driven public health decision-
making. Vendor should describe its approach and methodology to providing the service or
solving the problem described by meeting the goals/objectives identified below. Vendor's
response should include any information about how the proposed approach is superior or
inferior to other possible approaches.

STChealth Meets State of West Virginia Requirements

The STC[ONE® platform is a cloud-based, fully operational solution that currently provides the
required system functionality outlined in this RFP. The system meets CDC IIS Functional Standards
and supports West Virginia’s operational, reporting, and public health program needs.

The requirements of this RFP establish a framework for continued operational performance,
accountability, and alignment with State and federal expectations. STChealth will continue to meet
these requirements via the STC|ONE® platform through structured governance, defined service
delivery, and ongoing system improvements.

STChealth maintains continuous alignment with CDC and ASTP/ONC standards and actively
participates in relevant federal and industry initiatives. As requirements evolve, STChealth will work
with the West Virginia Department of Health (WVDH) to address updates through defined scope,
timelines, and governance processes.

STChealth will continue to provide both Production and Test environments to support system
stability, validation activities, and controlled deployment of enhancements. This approach ensures
that all updates are validated prior to release into the production environment.
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Operational Continuity and Delivery Model

WVSIIS is already operating on STChealth’s SaaS lIS platform. As the incumbent IIS provider, a
decision for STChealth would mean that the State will continue to receive system enhancements,
performance improvements, and regulatory updates within this existing environment through
governed releases and modular capability enhancements.

This approach provides the structure, accountability, visibility and advancement mandated by the
RFP while eliminating the operational disruption and potential risk associated with a transitionto a
new vendor’s system.

The State will receive:

e Continued operation on the STC|ONE® platform

e Structured governance and defined delivery processes
e Alignment to CDC and federal requirements

e Ongoing enhancements without service disruption

4.2.1 CDC-BASED GOALS AND OBJECTIVES

These goals and objectives are derived from the CDC’s IIS Functional Standards and related
guidance. While not mandatory for contract award, STChealth addresses each item below to
demonstrate alignment with CDC goals and readiness for future federal initiatives.

| 4.2.1 EXCEEDS
Compliance Confirmation - Overall
STC|ONE?® is a purpose-built, production IIS that meets and maintains all applicable CDC IS
Functional Standards, ASTP/ONC guidance, and relevant federal frameworks. Because WVSIIS is
already operational on this platform, the State benefits from continuous compliance and no
onboarding risk. The subsections below map STChealth’s response to each CDC Functional
Standard goal (A through |} as reflected in the RFP’s numbering.

| 42.1.1  EXCEEDS
Establish and maintain a secure, confidential Inmunization Information System.
STC|ONE?® is built on a layered security architecture addressing physical, technical, and
administrative safeguards across the infrastructure, application, and data layers, with
comprehensive audit logging, authentication hardening, and session management throughout.

| 4.21.1.1  EXCEEDS
The IIS is physically and digitally secured in accordance with policies and industry
standards for protected health information, security, and encryption.

WVSIIS will be hosted within a FedRAMP High-authorized, U.S.-based cloud environment,
with encryption in transit (TLS 1.2+) and at rest, network segmentation, intrusion detection,
and continuous security monitoring.
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WVSIIS exceeds baseline security requirements: the hosting environment maintains SOC 2
Type Il audit attestation and aligns with NIST SP 800-53 controls, protected health
information is safeguarded consistent with the HIPAA Security Rule, encryption uses FIPS
140-2/140-3-validated cryptographic modules with TLS 1.2 and 1.3 implemented per NIST
SP 800-52, and access is enforced through multi-factor authentication and role-based
access controls. STChealth performs annual independent third-party penetration testing
(Section 4.2.3.12) and validates its incident response plan through annual tabletop
exercises, consistent with NIST SP 800-61 (Section 4.2.3.12).

| 421111 MEETS
The IS establishes, documents, and updates policies and procedures to manage
the collective functions, capabilities, and attributes of an IIS.

STChealth operates within a documented policy framework covering data handling,
access control, incident response, breach notification, and system governance,
reviewed on a defined schedule and updated as regulatory requirements or
operational circumstances change. WVDH receives access to applicable policy
documentation to support State audit and oversight activities. The Incident
Response policy and plan are aligned with NIST SP 800-61 and are updated within
six months of relevant NIST revisions or federal mandates (Section 4.2.3.12), and
breach-notification procedures follow OMIS OP-30 (Attachment G, Section
4.2.3.11.3).

|4.2.1.1.1.2  MEETS
The IIS establishes and maintains the technical infrastructure to securely capture,
Store, and process patient demographic and vaccination data consistent with
established policies and procedures.

Authentication is managed through OIDC integration with jurisdiction- and
organization-scoped JWT claims enforced via row-level scope filters; more than 80
granular permissions are organized across 13 functional categories, allowing WVDH
to define precise access boundaries for every user class without granting
unnecessary privileges. All patient demographic and vaccination data is captured,
stored, and processed exclusively within U.S.-based data centers (Section 4.2.3.5)
and is encrypted in transit and at rest, with a comprehensive audit log capturing
more than 30 event types—including before/after diffs on UPDATE events—retained
to support the Agency’s required 6-year audit period (Section 4.2.3.11.2).

| 421113 MEETS
The IIS provides ongoing training to ensure awareness of and to promote adherence
to policies and procedures.

STChealth provides role-appropriate security and privacy training to all personnel
with WVSIIS access, and maintains end-user training on data access, patient
privacy obligations, and system-use requirements in the STC|ONE® Documentation
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Center and Client Hub, accessible around the clock. Personnel with WVSIIS access
complete a configurable HIPAA confidentiality-agreement acceptance workflow
prior to being granted access, and STChealth provides annual and on-demand
refresher training aligned to new features, version upgrades, and evolving federal or
jurisdictional standards (Section 4.2.3.10.3.2), consistent with the vendor
personnel background-check requirements of OMIS Policy #0529 (Attachment D).

STChealth Client Success

£ Forums & Document © Application
Community Hub Support

nzes neny Ask e Y10 Corsmmer A 2338 Toles. Quick Jllents qudes & Rzq.est Tarsnanss <1 Rs3:3200a wih =
Creb iy o e biibe oo froent sy e o i alis o Ly,

| 42112 MEETS
The IIS is physically and digitally secured in accordance with industry standards for disaster
avoidance, mitigation, and recovery.

The STC|ONE® hosting environment is architected for high availability with redundant
application servers, replicated database clusters, and geographically distributed backup
infrastructure, with automated failover and continuous health monitoring. These
safeguards are governed by a documented Business Continuity and Disaster Recovery Plan
maintained in alignment with NIST SP 800-34 (Section 4.2.3.5.1), with recovery time and
recovery point objectives defined in the SLA and all backup, failover, and recovery
operations occurring exclusively within U.S.-based infrastructure.

| 4.21.1.21  MEETS
The IIS establishes and maintains the infrastructure needed for disaster avoidance.

Capacity is monitored and scaled to accommodate peak loads including back-to-
school campaigns, VFC ordering cycles, and public health emergency activations,
minimizing service interruption risk from component failure, network disruption, or
physical events. This capacity planning will operate within the FedRAMP High-
authorized hosting environment’s redundant application servers and replicated
database clusters, with continuous health monitoring and intrusion detection
reducing the likelihood that a disaster condition develops in the first place.

| 42.1.1.22  MEETS
The /IS establishes and tests recovery plans to mitigate system downtime.

STChealth maintains documented recovery plans for WVSIIS validated through
scheduled test exercises, with recovery time and recovery point objectives defined
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within the SLA and reported to WVDH; see STChealth’s Business Continuity and
Disaster Recovery Plan, attached to this proposal, and Section 4.2.3.5.1 below.
STChealth conducts annual BCP/DR testing—through tabletop or live failover
exercises—and provides WVDH a summary report of results, corrective actions,
and remediation timelines within 30 calendar days of test completion, together with
an annual certification that BCP/DR plans remain current, tested, and compliant
(Sections 4.2.3.5.1.3-4.2.3.5.1.6).

| 42.1.1.23  MEETS
The IIS defines service expectations between the program and the entities providing

information technology support to ensure system availability and uninterrupted data
flows.

The STC|ONE® Service Level Agreement (attached) defines measurable
commitments for system uptime, ticket response and resolution by priority tier,
maintenance-window notification, and escalation protocols.

| 42.1.1.3  MEETS
The IIS defines service expectation between the program and the entities providing
information technology support to ensure system availability and uninterrupted data

| 42.1.1.3.1 MEETS
The IIS implements service-level agreements between the program and the entities
providing information technology and support.

WVDH receives defined service-level reporting, ticket transparency through the
client portal, and measurable performance oversight aligned to contract
requirements, as detailed in the attached SLA and in Section 4.2.3.3.

| 42.1.1.3.2 MEETS
The /IS implements and maintains the infrastructure to fulfill service-level
agreements.

STChealth’s help desk operations adhere to SLA tiers for responsiveness and
transparency, including 24/7 incident response for critical production issues,
ensuring timely support during peak demand periods such as back-to-school
season and immunization campaign surges.

MEETS
Continuously Improve IIS Data Quality

STC|ONE® addresses this goal through a multi-layered approach combining automated
deduplication, ML-assisted match evaluation, electronic address validation, structured provider
feedback, and compliance with federal and jurisdictional data quality metrics.

Phoenix, AZ 85004
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| 4.2.1.2.1 MEETS

The IIS validates patient demographic and vaccination data.

I 4.2.1.2.1.1 MEETS
The IIS supports the identification, prevention, and resolution of duplicate and
fragmented patient demographic and vaccination data in accordance with policies
and procedures.

STC|ONE® implements a multi-stage patient deduplication engine across all
ingestion paths: search logic prevents creation of duplicate records at data entry,
incoming HL7/batch records are automatically resolved for exact matches with
near-matches routed to a managed review queue, and nightly scans identify and
merge exact-match duplicates. An ML-assisted Semantic Deduplication Decision
(SDD) client returns a confidence score and recommended disposition (MERGE,
NEW, or SKIP), surfacing ambiguous pairs traditional matching might miss. Field-
level survivor selection, merge reversal with full audit trail, and configurable
matching thresholds give WVDH administrators direct control over match
sensitivity for West Virginia’s population.

| 421212 MEETS
The IIS monitors data quality within the IIS in accordance with policies and
procedures.

Import Profiles validate each incoming HL7 or CSV submission against provider-
specific configuration, classifying data elements as warning or error. The
interoperability dashboard provides key data insights into the message’s data
quality, and STChealth’s client success team reviews these indicators with WVDH
on a defined cadence.

| 4.2.1.2.1.3 MEETS
The IIS uses electronic tools to standardize and/or validate addresses in the IIS.

STC|ONE?® integrates with SmartyStreets for electronic address validation,
operating both inline at the point of patient entry and via a scheduled jurisdiction-
wide batch cleanse job, with validation status stored and surfaced in data quality
reporting.

| 4.2.1.2.1.4 MEETS

The IIS delivers feedback and training to IS partners and providers to ensure
complete, timely, and accurate patient demographic and vaccination records.

The Interoperability Hub dashboard surfaces provider-level trends in HL7
submission volume, error/warning patterns, timeliness, and completeness directly
within the application, paired with role-based onboarding and ongoing self-service
resources.
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| 4.2.1.2.1.5 MEETS
The IIS meets federal and jurisdictional data quality metrics.

STC|ONE® supports compliance with CDC, State, and AIRA data quality metrics
defined in the IS Data Quality Blueprint, including NQF-endorsed indicators for
completeness, timeliness, accuracy, and coverage, and STChealth works with
WVDH throughout the contract period as expectations evolve.

4.2.1.3. EXCEEDS
Promote Electronic Data Exchange Between the lIS and Its Partners and Providers

STC|ONE® provides one of the most comprehensive data exchange environments in the 11S market,
supporting multiple ingestion paths, CDC-endorsed messaging standards, structured partner
onboarding, and a HEDIS assessment engine.

I 4.21.3.1 MEETS

Manage interfaces for exchange and integration of data electronically between the IS and
other information systems in accordance with federal and jurisdictional standards.

I 4.2.1.3.1.1 MEETS
The /IS exchanges data in accordance with current interoperability standards
endorsed by CDC for message content, format, and transport.

STC|ONE® supports bidirectional HL7 messaging across REST, MLLP (port 2575),
and SOAP/WSDL (CDC IIS specification) ingestion paths, HL7 versions 2.3.1, 2.4,
and 2.5.1 (CDC-IZ-2.5.1 profile), VXU/QBP/RSP message types, and batch envelope
processing, all meeting or exceeding 2014 ONC certification requirements.
STChealth also participates in FHIR ecosystem workgroups and AIRA FHIR Bulk
Query initiatives (see Section 4.2.2.8 for the FHIR roadmap).

I 4.2.1.3.1.2 EXCEEDS

The IIS actively recruits, enrolls, and onboards IIS partners and providers for
electronic data exchange.

STC|ONE® supports a structured, end-to-end EHR partner onboarding workflow
spanning pending - discovery > testing > validation - approved - live stages, plus a
public enroliment wizard that allows new organizations to self-register without
WVDH staff initiating the process. As of August 2026, STChealth supports 319
active IZ Gateway connections, including 276 active bi-directional [1S-to-1I1S
connections, and continues to expand interoperability through partnerships with
organizations such as Mayo Clinic, DaVita Physician Solutions, Fresenius, the
Veterans Health Administration (VHA), and the CDC's Electronic Disease
Notification (EDN) network. These capabilities enable efficient onboarding while
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supporting secure, standards-based immunization data exchange across
healthcare, public health, and federal partners.

4.21.3.1.3 MEETS
The IIS actively monitors and evaluates data submitted via electronic data
exchange.

The STC|ONE® Interoperability Hub dashboard surfaces submission volumes, error
rates, and timeliness metrics by provider and facility, with configurable alerts and
an HL7 Parser Evaluation tool enabling jurisdictional staff to diagnose submission
issues interactively.

4.2.1.3.1.4 MEETS
The IIS investigates and resolves electronic data exchange errors and anomalies
with IIS partners and providers.

Every HL7 transaction generates a structured acknowledgment or rejection
referencing the specific segment/field/component that triggered a validation failure,
classified by CDC-standard severity; WVDH administrators can view provider error
gueues, and STChealth’s client success and technical teams support resolution of
persistent anomalies directly with provider IT teams as needed.

I 4.2.1.4. MEETS
Ensure the Delivery of Immunization Services Reflects Current ACIP Recommendations

STCIONE®’s Clinical Decision Support (CDS) engine is CDSi-compliant and continuously
maintained against CDC publications.

l 4.2.1.4.1 EXCEEDS

The IIS supports pediatric, adolescent, and adult immunization forecasts consistent with
ACIP recommendations.

The CDS engine evaluates each patient’s complete clinical history, including administered
doses, contraindications, serology results, refusals, deferrals, and exemptions, applying
ACIP guidelines for minimum and maximum age, dose spacing, vaccine-specific
requirements, and age-appropriate catch-up schedules. In addition to supporting standard
ACIP recommendations, STChealth has the flexibility to configure and maintain
jurisdiction-specific immunization schedules and business rules, enabling states to
address unique program requirements and policy considerations. This configurable
approach allows the platform to adapt quickly to the evolving landscape of vaccine
recommendations, ensuring clinical forecasting remains accurate, current, and aligned
with both national guidance and state-specific needs.
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4.2.1.4.1.1 MEETS

The IIS establishes and maintains Clinical Decision Support functionality consistent
with ACIP recommendations.

Forecast status (Current/Due/Past Due) is visually highlighted for rapid provider
recognition, and jurisdictional administrators may override ACIP rules for specific
vaccine groups and dose numbers to reflect West Virginia policy, including a
separate School Nurse CDS configuration.

l 4.2.1.4.1.2 MEETS

The lIS establishes and maintains Clinical Decision Support functionality in
alignment with CDSi resources published on the CDC website.

STC|ONE® schedules are updated upon each CDSi logic release; STChealth’s
clinical informatics team validates updated logic against CDC-provided test cases
prior to production deployment. STChealth releases new forecasts for antigen
changes within 30 days of an MMWR recommendation or published VFC Resolution
and implements confirmed ACIP-guidance changes within 45 days of final
confirmation.

4.2.1.5. MEETS
Ensure Appropriate User Access to Data

STC|ONE® provides a comprehensive, policy-driven access-control architecture ensuring every
user has precisely the access needed for their role, and no more. This exceeds the baseline
requirement by pairing jurisdiction-configurable role permissions with automated inactivity
monitoring and consent-gated data access, reducing administrative burden while strengthening
protection of individual privacy beyond standard role-based access control.

4.2.1.51 MEETS

The IIS ensures authorized users have access to patient demographic and vaccination data
based on user roles and permissions.

Access is enforced through the role-based, jurisdiction-scoped permission model detailed
in the subsections below - spanning confidentiality and consent controls, account
management, technical role/permission attributes, policy-based provisioning, and account
inactivation — so that every authorized user’s access to demographic and vaccination data
is scoped to their role and purpose.

4.2.1.5.1.1 MEETS

The IIS implements confidentiality policies that protect the privacy of individuals
whose data is contained in the system.

Consent architecture supports three jurisdiction-configurable gate modes (none,
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banner_only, hard_block) plus opt-in/opt-out policies, with a configurable HIPAA
confidentiality-agreement acceptance workflow gating module access at login; all
consent-status transitions are logged in the audit trail.

4.2.1.5.1.2 MEETS

The IIS implements comprehensive account management policies consistent with
industry security standards.

Provisioning, modification, and deactivation follow documented workflows
requiring authorization at each step; password policy, MFA options, SSO
integration, session timeout, and lockout thresholds are jurisdiction-configurable,
with rate-limited login (10 attempts/15-minute window) and full audit logging of
account actions.

4.2.1.5.1.3 EXCEEDS
The IIS supports technical attributes for the set up and access of user roles and
permissions.

STC|ONE® supports a comprehensive Role-Based Access Control (RBAC)
framework that enables jurisdictions to securely manage user access through
configurable roles, permissions, and organizational scoping. User accounts can be
assigned to custom roles tailored to the needs of specific programs, organizations,
and users. Permissions are managed at the role level and can be further refined
based on organizational and facility assignments, ensuring users only have access
to the data and functionality required to perform their responsibilities.

STC|ONE?® includes a built-in administrative roles for jurisdiction administrators,
while also supporting the creation of custom roles with configurable permission
sets. More than 80 granular permissions across multiple functional categories can
be assigned, including patient management, immunization management, inventory
operations, user administration, reporting, interoperability, and system
configuration.

Authorized administrators can create, modify, deactivate, and manage user
accounts directly within the User Administration module. The platform supports
role assignment during onboarding, role changes throughout the user lifecycle, and
the creation of custom roles designed to meet jurisdiction-specific operational
requirements. New users are invited through a secure email-based onboarding
process and can be assigned organization and facility-level access during account
setup.

The system enforces access controls through organizational and jurisdictional data
scoping, ensuring users can only view and interact with records within their
authorized area of responsibility. User permissions govern visibility of system
functions, data elements, and administrative capabilities, supporting the principle
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of least privilege while maintaining flexibility for diverse user communities,
including state immunization programs, provider organizations, schools, childcare
facilities, and other authorized partners.

This configurable security architecture enables West Virginia to implement and
maintain user access policies that align with program, privacy, and operational
requirements while providing administrators with the tools necessary to efficiently
manage roles, permissions, and account access across the IIS.

4.2.1.5.1.4 MEETS
The lIS provides user access in accordance with policies and procedures.

New accounts require authorization from organizational or jurisdictional
administrators before access is granted, with automated welcome-email activation
and separately managed API tokens for programmatic access.

4.2.1.5.1.5 MEETS

The IIS supports authorized IIS partners’ and providers’ appropriate access to data
in the IIS for public and population health purposes (e.g., childcare, schools,
colleges, health plans, clinics).

School-specific roles (School Nurse, District Admin, Health Assistant) are scoped
to the relevant student population within FERPA-informed boundaries; health plan
staff access HEDIS workflows within WVDH-authorized scope. The same
organization-scoped permission model described in Section 4.2.1.5.1.3 extends
this pattern to any authorized partner type registered in the system - including
childcare facilities, colleges, and clinics - so that each partner’s access is limited to
its own registered population and authorized public health purpose.

4.2.1.5.1.6 MEETS

The IS provides training that covers accessing patient demographic and vaccination
data.

Role-specific training materials, quick-start guides, and reference documentation
are maintained in the Documentation Center and Client Hub, with new-user
onboarding covering data access, patient search, and privacy obligations.

4.21.51.7 MEETS

The IIS identifies and inactivates user and site accounts when they are no longer
active or no longer authorized to access the system.

An inactive-users search surfaces accounts exceeding a configurable inactivity
threshold (14/30/60/90 days) with bulk inactivation support; inactivated accounts
are immediately denied access but retain their audit trail. Inactivation extends
beyond individual users to site-level accounts: State admin users can run
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parameter-based reports to inactivate accounts by organization or facility, and the
three-level Provider Active/Inactive Status (PAIS) model, aligned with MIROW best
practice BR302, tracks status and preserves inactive-reason history at the
provider/organization, county, and jurisdiction levels.

I 4.2.1.5.2 MEETS

The IIS supports authorized public access to official immunization records.

I 4.2.1.5.2.1 EXCEEDS

The IIS provides consumers with direct access to immunization records in
accordance with policies and procedures.

STC|ONE® Consumer Access (MyIR Mobile) provides West Virginia residents with
secure, direct access to their official immunization records through a consumer-
friendly web and mobile experience that aligns with WVDH policies and procedures
governing record release and consumer access. Following identity authentication
and verification, consumers may view, download, print, and securely share their
official immunization records without assistance from State staff. MyIR Mobile
supports access to records for individuals and authorized household members and
provides a standardized PDF immunization certificate suitable for school
enrollment, employment verification, childcare, travel, and other official purposes.
Beyond record retrieval, MyIR Mobile empowers consumers with vaccine
forecasting and engagement tools, including visibility into recommended and
upcoming immunizations, and identification of immunization gaps in care. The
application helps residents better understand their immunization status while
reducing administrative burden on providers and the State.

The MyIR Admin Portal provides authorized WVDOH personnel with administrative
oversight and control of the consumer access program. Through configurable
administrative settings, the State may manage consent acknowledgements,
consumer access policies, and the specific records and features available to
authenticated users. Administrative tools support consumer account management,
record matching and troubleshooting, user verification workflows, and program
monitoring, enabling WVDH to efficiently administer consumer access while
maintaining compliance with State privacy, security, and operational requirements.

Together, MyIR Mobile and the MyIR Admin Portal provide a comprehensive, policy-
driven consumer access solution that delivers secure public access to official
immunization records while giving WVDH the flexibility and control necessary to
administer the program in accordance with West Virginia's requirement. Please
note that STChealth recognizes that phone-number-based verification for MylR®
Mobile may not work well for all West Virginia residents and looks forward to
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partnering with the state on an alternative verification approach suited to its
population.

MEETS
Support the Generation and Use of IS Data Through Various Channels and Formats

STC|ONE® delivers a pre-built standard report library, an ad hoc query builder, certificate
generation with compliance evaluation, school immunization compliance reporting, and tools such
as an APl to meet the additional requirements and needs of the WVDH.

I 4.2.1.6.1 MEETS

The IIS supports the reporting needs of federal and jurisdictional immunization programs.

I 4.2.1.6.1.1 MEETS
The IIS provides standard and ad-hoc reports to meet federal and jurisdictional
reporting requirements.

The standard reports library includes Registry Statistics, Coverage/IQIP, Vaccine
Administered, Aggregate Wastage, Data Quality, Inventory, VFC Compliance, Mass
Vaccination, School Compliance, and Address Validation reports, in addition to the
ad hoc query builder described below.

I 4.2.1.6.2 MEETS

The IIS supports ad-hoc queries of patient demographic and vaccination data.

| 4.2,1.6.2.1 MEETS
The IIS supports direct access for internal authorized users to 1S databases for data
extracts and queries in accordance with policies and procedures.

An ad hoc query builder enables authorized WVDH users to construct, preview,
save, and share named queries across all major data domains with AND/OR filter
logic and aggregation functions, without requiring vendor involvement.

4.2.1.6.2.2 MEETS
The IIS supports access to data for data visualization, presentation, and analysis.

Query results export in all standard formats, and shared queries are available to
other authorized users within the same jurisdiction scope for collaborative analysis;
see also Section 4.2.2.5 (Read Replica / Data Bridge) for downstream analytics
access.

4.2.1.6.3 MEETS

The lIS supports investigation and reporting of vaccine adverse events.
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4.2.1.6.3.1 MEETS
The IIS supports vaccine adverse event investigation.

STC|ONE® captures structured adverse-reaction data (reported date, severity,
description, onset, outcome, VAERS-reported status/ID) at the immunization-event
level, alongside a compromised-vaccine flag with coded reason, within the
patient’s complete longitudinal immunization history.

4.2.1.6.3.2 MEETS

The IS refers users to appropriate resources to support adverse event
documentation.

The VAERS ID field creates a persistent linkage between the 1IS event and the VAERS
submission, with reference links and training resources maintained in the Training
Center.

I 4.2.1.6.4 MEETS

The IIS supports the ability to generate coverage reports that users can access without
assistance from IS staff.

I 4.2.1.6.4.1 MEETS

The IIS provides access to data to assess vaccination coverage and identify
vulnerable populations.

CDSiforecasting operates continuously across the patient population, enabling
real-time coverage-rate computation stratified by geography, age cohort, vaccine
group, and provider through the Coverage Reporting and Provider Performance
dashboards (see also Section 4.2.2.4).

l 4.2.1.6.4.2 MEETS
The IIS manages patient status at provider site and jurisdiction levels.

" Athree-level Provider Active/Inactive Status (PAIS) model aligned with MIROW best

practices (BR302) tracks status at the provider/organization, county, and
jurisdiction levels, with source and inactive-reason codes preserved for history.

4.2.1.6.4.3 MEETS
The IIS provides HS-related training on accessing, generating, and interpreting
reports.

Training materials on report access, generation, and interpretation are maintained
in the Training Center and Client Hub, with onboarding and jurisdiction-specific
sessions available on request.
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4.2.1.6.4.4 MEETS

The IIS supports compliance with immunization requirements in childcare, school,
and college settings.

Dedicated School Immunization Workflows provide a jurisdictional compliance
rules engine evaluating dose count, age, and interval requirements per State-
mandated vaccine, with support for exemptions, titer credit, grace periods, and
provisional enrollment; the same infrastructure can be configured for college-entry
requirements.

I 4.2.1.6.5 MEETS

The IIS supports reminder/recall activities.

I 4.2.1.6.5.1 MEETS

The IIS supports conducting reminder/recall activities without assistance from II1S
staff.

A self-service recall criteria builder supports filters (age, DOB, gender, ZIP, county,
vaccine code, last dose date, facility), a population preview before batch
commitment, configurable per-channel notification templates
(email/SMS/letter/phone), delivery tracking, and honored opt-outs, plus vaccine lot-
specific recall lists for manufacturer recalls or VAERS follow-up.

4.2.1.7. MEETS
Support Federal and Jurisdictional Vaccine Program Requirements

STC|ONE® provides comprehensive lifecycle support for federal and State vaccine programs, VFC
enrollment and provider agreement management, dose-level eligibility tracking, full-lifecycle
inventory management, and automated CDC VTrckS integration, satisfying CDC Functional
Standards 14.0, 15.0, and 16.0 in full.

I 4.21.7.1 MEETS

The IIS supports management and quality assurance functions for federal and jurisdictional
vaccine programs.

411818t
Phoenix, AZ 85004

4.2.1.7.1.1 MEETS

The IIS establishes vaccine program procedures in accordance with federal and
jurisdictional policies.

STChealth works with WVDH during configuration to define workflows, order sets,
funding-source tracking, eligibility rules, and reporting parameters consistent with
VFC and State-purchased vaccine policies. Provider Agreement management
covers the full lifecycle (not_started - draft » submitted > under_review - returned
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> approved - expired > terminated), with configurable attestation types
(federal/State compliance, eligibility screening, vaccine management,
storage/handling, record keeping, waste accountability, site-visit consent) per
program and jurisdiction. Ordering eligibility is enforced at both the facility and user
level, preventing facilities without a current agreement from placing orders.

I 4.21.7.1.2 MEETS

The IIS supports the tracking of eligibility at the dose level for publicly purchased
vaccines.

Each vaccination event records funding source (VFC, State, private, military, IHS,
Section 317, other) and eligibility category (VFC_eligible, VFC_underinsured,
State_eligible, private_pay, uninsured) with an override-reason field, supporting
VFC compliance assessment and program-level reconciliation.

4.2.1.7.1.3 MEETS
The IIS generates a report listing patients that received a non-viable vaccine.

A parameterized report identifies patients who received doses from a non-viable lot
(by lot, date range, vaccine code, facility), driven by the compromised-vaccine
status flag, with affected patients directly targetable through reminder/recall for
follow-up.

4.2.1.7.1.4 MEETS
The IIS generates a report listing provider sites that received vaccine lots recalled by
the manufacturer.

The Recall Management module supports Class I/ll/lll recalls; entering a recall (lot
numbers, NDC codes, class, reason, effective date) automatically flags affected
inventory across all facilities and produces a provider-site report plus a PHI-gated
affected-patient export.

| 4.2.1.7.2 MEETS

The IIS supports vaccine inventory management and reconciliation according to federal and
jurisdictional vaccine program requirements.

I 4.2.1.7.21 MEETS
The IIS supports vaccine inventory management, tracking, and reconciliation at the
/IS jurisdiction and provider site levels.

The Vaccine Order and Management System (VOMS) provides full-lifecycle
inventory management with lot-level tracking (NDC, manufacturer, funding source,
guantity, expiration, storage unit, temperature range, VFC status), structured
reconciliation sessions with adjustment reasons, and complete lot transaction
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history across receipt, administration, wastage, return, transfer, adjustment, and
reconciliation events.

4.2,1.7.2.2 MEETS
The IS supports creating vaccine orders and monitoring order status.

A multi-step order wizard with data-driven quantity recommendations, reusable
order sets, and a managed lifecycle (draft » submitted > approved/rejected >
shipped - received - return_pending) supports real-time order status monitoring for
providers and WVDH administrators, including pre-booking for seasonal
campaigns.

4.2.1.7.2.3 MEETS
The IIS supports reporting vaccine returns and wastage.

Structured return and transfer request workflows and a wastage approval workflow
with reason codes and cost-of-vaccine tracking feed the Aggregate Wastage
standard report for program oversight.

4.2.1.7.2.4 MEETS

The IIS automatically decrements administered doses (not historical doses) from
active inventory.

Administered doses are automatically decremented by lot number and funding

source at the time of documentation, whether entered via Ul or HL7, with a
structured, audited correction workflow for decrement adjustments.

I 4.2.1.7.3 MEETS

The IIS supports data exchange with the national Vaccine Tracking System (VTrcksS).

| 4.2.1.7.3.1 MEETS
The IIS establishes data exchange with VTrckS in accordance with ExIS
specifications.
STC|ONE® exports order data to VTrckS in CSV and XML formats and synchronizes
order status (accepted, processing, shipped, delivered, rejected) in accordance
with published ExIS specifications.

4.2.1.7.3.2 MEETS

The IIS completes updates to ExIS functionality following publication of
specifications.

STChealth tracks ExIS specification publications and completes corresponding

platform updates on a defined implementation timeline, validated against
published specifications prior to production deployment.
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4.2.1.7.3.3 MEETS

The IS establishes automated data exchange with VTrckS. Automated Export-to-
VTrckS and Sync-VTrckS operations reduce manual data-entry burden and ensure
order, inventory, and distribution data flows between systems in a timely, accurate,
auditable manner.

4.2.1.8. MEETS

Support the Response Efforts for Vaccine-Preventable Disease Outbreaks and Other Public
Health Emergencies

STC|ONE® currently includes a dedicated Mass Immunizations and Public Health Emergency (PHE)
mode that extends the ptatform’s core capabilities to high-volume, time-critical vaccination
campaigns. In parallel, STChealth is actively modernizing the existing system to enhance current
capabilities, improve the user experience, and ensure the platform continues to meet the evolving
operational, reporting, and response needs of public health agencies.

| 4.2.1.8.1 MEETS

The IIS supports partner and provider onboarding and vaccine management during vaccine-
preventable disease response and/or public health emergencies.

|4.2.1.8.1.1 MEETS

The IIS establishes, coordinates, and executes emergency preparedness plans and
procedures in accordance with federal and jurisdictional policies.

STChealth maintains documented emergency preparedness plans governing
WVSIIS operations during public health emergencies, developed with WVDH and
aligned to applicable federal/jurisdictional policy; PHE Mode activates emergency-
specific workflows without disrupting routine operations.

4.2.1.8.1.2 MEETS

The IIS supports expedited communication and onboarding with partners to capture
patient demographic and vaccination data in an emergency.

Org/Facility Site Designation enables rapid classification and activation of
temporary points of dispensing (PODs), and the unauthenticated public enroliment
wizard allows non-traditional partners to self-register without WVDH staff initiating
the workflow.

4.2.1.8.1.3 MEETS
The IIS provides training to onboarded partners.

Quick-start training materials, role-specific guides, and remote training sessions
are available for newly onboarded emergency providers, with client-facing release
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notes accompanying every deployment.

4.2.1.8.1.4 MEETS
The IIS supports vaccine administration functionality to include offline
documentation of vaccine administration.

Offline documentation capabilities capture vaccination data at temporary or
remote sites with limited connectivity, importing records into WVSIIS upon
connectivity restoration.

4.2.1.8.1.5 MEETS
The IIS supports integration with tools for vaccination appointment scheduling.
The Mass Immunizations Module’s Patient Scheduling Interface integrates

appointment scheduling with the IS, and Patient Cohort Management / Priority
Groups support complex, multi-site campaign sequencing.

I 4.2.1.8.1.6 MEETS
The IIS supports public health immunization reporting to federal and jurisdictional
authorities.

PHE and Priority Group Reporting provides campaign-specific dashboards,
Jurisdictional Vaccine Allocation enables centralized allocation management, and
Record-lLevel De-Identified Export supports aggregate CDC reporting without
exposing PHI.

4.2.1.9. MEETS
Participate in and Prioritize Emerging Technologies and Standards

STChealth pursues a continuous modernization-in-place strategy for STC|ONE®, combining a
stable production platform with continuous discovery, iterative delivery, and active participation in
national standards bodies.

| 4.21.9.1 MEETS

The IIS participates in modernization initiatives and emerging technologies.
As described extensively in this response, STChealth is in a continuous process of
modernization and actively assesses and adopts emerging technologies as appropriate.

I 4.2.1.9.1.1 MEETS
The IS coordinates modernization efforts.
STChealth’s modernization approach combines a stable, production-ready

platform with continuous discovery, prioritization, design, validation, and release in
partnership with WVDH, advancing the platform without disrupting current
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operations.

4.2.1.9.1.2 MEETS

The lIS plans and executes efforts that align IIS initiatives with modernization
priorities.

Platform investments are continuously prioritized across interoperability, analytics,

usability, scalability, and operational resilience, supporting alignment with CDC
Data Modernization Initiative priorities through validated release cycles.

4.2.1.9.1.3 MEETS
The IIS participates in initiatives to develop standards and/or capabilities.

STChealth participates in the HL7 Public Health Work Group, AIRA technical
workgroups, ASTP/ONC guidance development, and CDC-sponsored 1I1S
collaborative initiatives, ensuring WVDH receives standards-aligned platform
updates as part of the regular release cadence at no separate development cost.

4.2.2 West Virginia Specific Goals and Objectives

EXCEEDS

Compliance Confirmation (overall)

Confirmed. WVSIIS already operates on the STC|ONE® platform at the scale described in Section
4.1, and the sections below describe both currently active WV-specific configuration and
STChealth’s approach to the additional goals and enhancements identified in this section.

EXCEEDS
System Optimization, Innovation, and Interoperability

STChealth’s Consortium model and governed enhancement process allow West Virginia to
benefit from system improvements developed across STChealth’s broader client base at no
additional cost, while continuously improving performance, data quality, and
interoperability.

4.2.21.1 MEETS

The Vendor should describe any processes or practices in place for sharing beneficial
system improvements or enhancements, developed through work with one jurisdiction, and
later offered to their broader customer base at no additional costs.

As a member of the STChealth Consortium, West Virginia benefits from shared capabilities
that are operationally validated and broadly tested across multiple jurisdictions prior to
deployment. New capabilities identified through work with one jurisdiction are evaluated
for broader applicability and, where appropriate, released to the full Consortium as part of
STChealth’s governed release cycle at no additional cost to member states.
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New |dea/
Capability STC @ Q1!

4.2.2.1.1.1 MEETS

The Vendor should describe how they evaluate and determine whether a
customization or optimization may be broadly beneficial.

STChealth’s product team assesses new features holistically to determine whether
a jurisdiction-specific request solves a problem shared across the Consortium,
evaluating user pain points, workflow inefficiencies, and cross-jurisdiction demand
before scoping development. All potential configuration or workflow options are
explored before initiating new development, ensuring the Change Request process
is used only when desired functionality cannot be achieved through existing

settings.
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4.2.2.1.1.2 MEETS
The process and timeline for releasing such enhancements to all customers.

STChealth publishes a platform release every two weeks; release notes become
available a week prior to the upgrade window and describe jurisdiction-specific and
Consortium-wide improvements, enhancements, bug fixes, and database changes.
States may adopt each release on their own schedule, with STChealth
recommending jurisdictions remain within the latest three releases.

4.2.2.1.1.3 MEETS

Any governance, release management, or communication procedures that ensure
jurisdictions are informed of available improvements.

The STChealth Client Hub maintains Consortium-wide release notes and technical
information; clients are notified by email of upcoming changes in advance, and
Consortium leadership meetings and product-support calls occur on a regular
cadence to communicate available improvements and gather feedback.

4.2.21.1.4 MEETS

Vendors should describe any examples of recent improvements or enhancements
provided to customers at no additional cost.

Recent examples for West Virginia include the STChealth Client Success team’s
support in preparing for the launch of Provider Agreements (December 2025) and
the School Nurse workflow (January 2026), both delivered as governed platform
enhancements rather than custom, one-off development. To support data quality,
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STChealth developed custom school roster data cleanup scripts that helped
identify and resolve data discrepancies, enhancing the reliability and usability of
school-related immunization records.

4.2.2.1.2 MEETS

The Vendor should describe their approach and methodology for achieving an error and
hold queue for HL7 messages, or for providing an easy way to identify and sort rejected
messages.

STC|ONE® provides jurisdictional administrators a centralized interface to review, filter,
and act on all inbound HL7 messages, including those flagged with errors or warnings,
filterable by validation response, error type, warning category, sending organization, or
submission date. Administrators can export filtered message data and generate provider-
specific error/warning reports directly from the workflow, without manual log parsing or
custom extracts.

4.2.2.1.3 MEETS

=
The Vendor should describe their PRODUCT
approach or methodology for foductiseduacldliaep
automating updates and S
Syn Ch ron iza tIO no f co de S e tS The practice of continuously collecting
with C VX, M VX, and NDC tables. feedback is at the heart of building .

product and user experiences that deliver

real value. The Product Feedback Loop
STC h e a l.t h usesam Od e m B AP I - pulls insights and measures autcames for

ongoing improvement

based approach to maintain

synchronization of vaccine code e
sets with CDC-managed data * Ropid lterations
sources, enabling timely
updates to CVX, MVX, and NDC
mappings as changes are
published, reducing manual maintenance and ensuring current vaccine coding information
for interoperability, inventory, and reporting.

4.2.2.1.4 MEETS

The Vendor should describe their approach or methodology to bulk loading, activating, and
deactivating providers, facilities, and users.

Organizations, facilities, and users can be bulk-loaded using the STC|ONE® Data
Translation Tool (DTT); bulk activation and deactivation can be achieved through DTT or
directly within the User Management Ul, and State admin users can run parameter-based
reports to inactivate users by organization or facility.
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STChealth

' 4.2.2.2 EXCEEDS
Implementation Plan

Operational Continuity and Transition Plan proposed in lieu of a replacement-style
implementation. Because WVSIIS is STChealth’s existing, live production system for West Virginia,
a traditional full-replacement implementation plan (system build, data conversion, provider re-
onboarding, cutover) is not applicable and would introduce risk the State does not need to accept.
STChealth instead proposes an Operational Continuity and Transition Plan that confirms no
disruption to current operations while formally establishing governance, validation, and
enhancement delivery under this new contract. This satisfies the intent of Section 4.2.2.2, a
comprehensive, evaluable description of how the Vendor will transition the State onto the
proposed IS, without asking the State to accept the cost, risk, and provider-facing disruption of a
system replacement.

Phase Timeframe STChealth Activities
Contract Start/ | Upon Continue WVSIIS operations without interruption; confirm no
Day 0 execution replacement cutover, data conversion, or provider re-
onboarding is required.
First 30 Days Contract Joint planning session(s) per Section 4.2.3.7; confirm
kickoff governance, SLA terms, deliverables, security artifacts,

reporting cadence, and WV-specific priorities; finalize Project
Plan and Schedule.
30to 90 Days Operational Advance Data Bridge/Read Replica planning (Section 4.2.2.5),

alignment enhancement prioritization, support-model refresh, delivery of
compliance documentation, and training refresh.

Ongoing Contractterm Deliver governed releases, roadmap alignment, service
reporting, data-quality improvements, and continuous
modernization per Section 4.2.2.1.

4.2.2.21 MEETS
Overall project management strategy and implementation timeline.

STChealth’s approach is grounded in PMI principles, with a dedicated Client Partner
overseeing deliverables, facilitating communication, and ensuring accountability across
the phases in the table above; the finalized Project Plan and Schedule will be established
during the initial planning session per Section 4.2.3.7.

STChealth’s project management approach is further guided by a Human Centered Design
methodology applied throughout the contract term, ensuring that WVDH’s evolving
priorities, provider feedback, and end-user needs continuously inform how work is
clarified, designed, built, and deployed.
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STChealth

Human Centered Design Flow
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4.2.2.2.2 MEETS
The environment setup, which consists of the following: Production, Test, and Development
servers.

WVSIIS Production, Test, and Development environments already exist and are operational
today. STChealth will validate environment configuration, licensure, and access at contract
kickoff and maintain all three environments throughout the contract term.

I 4.2.2.2.3 MEETS
System configuration and workflow customization.

Existing WV-specific configuration (school compliance schedules, exemption workflows,
certificate logic, provider agreements, cold chain settings, and role/permission structures)
remains in place. Any State-requested configuration changes will be scoped, estimated,
and delivered through STChealth’s governed enhancement and Change Request process.

| 4.2.2.2.4 MEETS
Data migration strategy.
Because WVSIIS’s data already resides on the STC|ONE® platform, there is no legacy-to-

new-system data conversion. The sub-items below are addressed on that basis.

I 4.2.2.2.4.1 MEETS
Existing IIS data migration.
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No migration is required; existing patient, vaccination, inventory, and program data
remain in place and continuously available.

4.2.2.2.4.2 MEETS
User and roles migration.

Existing user accounts, roles, and permission assignments remain in place; no re-
provisioning or re-training on new credentials is required of WVDH staff or
providers.

I 4.2.2.2.4.3 MEETS
Provider, Facility, and Organization migration.

Existing provider, facility, and organization records, enrollment status, and
VFC/Provider Agreement history remain in place with no re-enrollment required.

I 4.2.2.2.4.4 MEETS
Program enrollment migration.

Existing VFC enrollment, provider agreements, and program attestations remain
valid and in force; no re-attestation is required as a result of this contract transition.

I 4.2.2.2.4.5 MEETS
Existing Interface migration and testing.

Existing HL7 interfaces with EHRs, HIEs, pharmacies, school systems, VTrckS, and
the CDC IZ Gateway remain connected and operational; STChealth will validate all
interface connections at kickoff as part of the Operational Continuity and Transition
Plan rather than re-testing each connection as a new build.

4.2.2.2.5 MEETS
Change request management process.

New work is scoped, estimated, and prioritized through STChealth’s established Change
Request process, which is used only after existing configuration and settings have been

4.2.2.2.6 MEETS
Roles and responsibilities of vendor and client teams.

STChealth’s POD support model (Client Partner, Client Integrator, Technical Support
Analyst, Technical Support Engineer) defines vendor-side roles; WVDH’s Project Manager
(per Section 4.2.3.9) and designated subject-matter staff define client-side roles and
responsibilities, to be documented in the Project Plan at kickoff.
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STChealth

STChealth POD Support Model

Enhancing Client Support through collaboration

(c@ fosh

Client Partner Technical Support Analyst
Advocales for Program priorities, Business Triage incoming issues, determine root cause,
senliment, contractual requirements and coordi 1 work and ¢ ication

N @o
5

4 4 o
Client Integrator Technical Support Engineer
Expert in Programs workflows, custom Technical expert able to view and perform code
system setlings and features changes, allowing beller investigative access and

quicker resolution

Leveraging expertise from four key business areas to deliver faster, more effective issue resolution

4.2.2.2.7 MEETS
Risk mitigation strategies and contingency planning.

STChealth’s Risk and Issue Management Plan, embedded within the Project Management
Plan, establishes procedures for risk identification, evaluation, and escalation through a
structured governance framework, overseen by an Oversight Team of STChealth executives
and subject-matter experts.

4.2.2.2.8 MEETS
Training, support, and knowledge transfer during implementation.

Training deliverables focus on role-based onboarding, on-demand video demonstrations,
digital user guides, and embedded in-application guidance, supplemented by post-go-live
reinforcement resources; see Section 4.2.3.10 for the full mandatory training plan.
STChealth confirms that its finalized Project Plan and Schedule will adhere to this
Implementation Plan in accordance with Section 4.2.3.7, subject to Agency review and
approval, and that any deviations will be documented, justified, and approved by the

Agency.
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I 4.2.2.3 MEETS
Vaccine Exemption Functionality

STC|ONE® provides a comprehensive, jurisdiction-configurable vaccine exemption management
framework that is operational within WVSIIS today, configured specifically for West Virginia’s
statutory environment rather than requiring build-out.

I 4.2.2.3.1 MEETS
Ability to record exemptions by vaccine or disease category.

Exemptions are recorded at the vaccine or disease-category level and tied directly to the
patient’s immunization history, reflected consistently in CDS forecasting and certificate
generation.

4.2.2.3.2 MEETS

Support for exemption types: permanent, temporary (with expiration date), and provisional
{with review date).

All three exemption types are supported: permanent exemptions have no end date;
temporary exemptions carry a configurable expiration date with lapsing-exemption follow-
up surfacing; provisional exemptions carry a review date supporting periodic re-evaluation
workflows.

4.2.2.3.3 MEETS
Support for exemption reasons: medical, religious, philosophical.

Medical and religious exemption reasons are natively supported within WVSIIS today, each
following a provider-request/State-Approver review workflow. Philosophical exemption
support is configurable at the jurisdictional level and can be enabled administratively if and
when West Virginia policy authorizes it, without requiring a system change or vendor
engagement.

4.2.2.3.4 MEETS

Linkage of exemption records to patient demographics (e.g., age, race/ethnicity,
geography).

Exemption records are linked to the full patient demographic record, enabling analysis of

exemption populations across age, race/ethnicity, geography, school enrollment, and
provider association.

4.2.2.3.5 MEETS
Reporting capabilities by school, grade, district, exemption type, and compliance status.

Exemption reporting is filterable by school, grade, district, exemption type, and compliance
status. With the School Nurse Module active statewide since January 2026 and WVDOE
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school roster data already integrated, these reports run against live enrollment data.

4.2.2.3.6 MEETS
Integration with school roster functionality and support for longitudinal tracking.
Exemption records are linked to student roster data through the School Nurse Module,

associating students with schools, grades, and districts via the WVDOE roster integration
and supporting longitudinal tracking of exemption status as students change schools.

| 4.2.2.3.7 MEETS

Configuration options for jurisdiction-specific exemption workflows and review processes,
allowing administrators to review, approve, or reject submitted exemption requests for all
exemption types supported by the system.

Jurisdictional administrators configure which exemption types/reasons are active, define
approval workflows per type, and assign the State Approver role; all review actions are
logged in the audit trail, and permissions can be updated in bulk using the system’s master
role update capability.

4.2.2.4 MEETS
Coverage Reporting and Population Definition
STC|ONE® provides a jurisdiction-configurable coverage reporting framework supporting accurate,

flexible, and programmatically relevant immunization rate analysis, without requiring vendor
involvement for routine reporting.

| 4.2.2.4.1 MEETS
Ability to define and document the demographic population used for rate calculations
(numerator and denominator).

WVDH administrators configure both numerator (patients meeting vaccination criteria) and
denominator (target population) parameters, reflecting active patients, specific provider
organizations, or defined age cohorts, aligning outputs with CDC reporting, VFC oversight,
or State-specific analysis.

| 4.2.2.4.2 MEETS
Support for jurisdictional filtering by state, county, or other geographic boundaries.

Coverage reports support multi-level geographic filtering (statewide, county, ZIP code, sub-
regionatl) as well as provider/facility/organization scoping, in combination.

I 4.2.2.4.3 MEETS
Ability to generate reports reflecting:

I 4.2.2.4.3.1 MEETS
Complete vaccine series.
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The CDSi-aligned CDS engine identifies patients who have received all required
doses within appropriate age and timing windows, supporting the standard
coverage metric used for federal reporting and benchmarking.

4.2.2.4.3.2 MEETS
Initiation of series (1 or more doses).

Series-initiation reports identify patients who have received one or more doses of a
series, supporting outreach for multi-dose series such as HPV where initiation and
completion rates diverge.

l 4.2.2.4.3.3 MEETS
Final dose needed to complete a series.

Final-dose-needed reports identify patients one dose from completing a series,
supporting targeted recall and school-entry compliance outreach.

I 4.2.2.4.4 MEETS

Configuration options for customizing report parameters and aligning with CDC and state-
defined coverage metrics.

Age cohorts, vaccine groups, evaluation date ranges, and organizational scope are
jurisdiction-configurable, allowing reports aligned to NIS-Child federal benchmarks
alongside West Virginia-specific school-entry or VFC-eligibility views; WVDH staff can
generate, save, and share reports independently.

I 4.2.25 MEETS
Support Scalable Data Exchange and Reporting via Read Replica Integration

Approach to be finalized jointly with WVDH at kickoff. STChealth understands West Virginia’s
goal of sharing 1S data through the State’s Data Bridge (Attachment H). STChealth’s approach
supports secure, standards-based, scalable data exchange between WVSIIS and authorized
internal or external data environments, preserving production performance while enabling flexible
downstream reporting and analytics.

4.2.2.5.1 MEETS

Whether the solution includes a read-only replica or equivalent mechanism to support
downstream data access.

STChealth offers a modern, API-based approach to data sharing that can operate alongside
or in place of a traditional read-only database replica, depending on the jurisdiction’s
preferred data-sharing architecture. STChealth will confirm the specific mechanism (read
replica vs. API-based extract) with WVDH during the 30-to-90-day operational alighment
phase of the Operational Continuity and Transition Plan (Section 4.2.2.2), consistent with
WVDH’s stated interest in a data-lake-oriented approach.
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4.2.2.5.2 MEETS
The typical update frequency of the replica (e.g., near real-time, hourly, daily).

Update/refresh cadence will be configured to WVDH’s Data Bridge requirements and
confirmed during joint architecture planning; STChealth supports near-real-time to
scheduled-interval refresh depending on the selected mechanism.

4.2.2.,5.3 MEETS
How read-only access is managed to avoid performance or integrity impacts on the
production environment.

Downstream access is architected to isolate reporting/analytics workloads from
production transaction processing, consistent with STChealth’s broader platform design
for high-volume statewide operations described in Section 4.1.

I 4.2.2.5.4 MEETS
The Vendor’s approach to configuring, deploying, and maintaining the replication process.

STChealth will configure, deploy, and maintain the agreed data-sharing mechanism as part
of the governed enhancement process, with WVDH validation at each stage.

I 4.2.2.5.5 MEETS

Support services provided for monitoring, troubleshooting, and ensuring data consistency
between environments.

STChealth’s Operations team continuously monitors production systems (memory, disk,
processing, network) with automated alerting and will extend equivalent monitoring
practices to the agreed data-sharing mechanism, with issues managed through the
standard support ticketing and escalation process described in Section 4.2.3.4.

4.2.2.5.6 MEETS
Availability of documentation describing the replication architecture, update cadence, and
access protocols.

STChealth will provide documentation describing the finalized architecture, update
cadence, and access protocols to WVDH upon configuration, maintained through the
Documentation Center and Client Hub.

4.2.2.5.7 MEETS
Methods for enabling secure, efficient querying by authorized users.
Access will be governed by the same role-based, jurisdiction-scoped permission model

described in Section 4.2.1.5, ensuring only authorized users and systems can query shared
data.
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4.2.2.5.8 MEETS

Methods for quantifying volume of data interfaced inbound and outbound from primary
database, whether via established interface traffic, or one time data extracts.

The Interoperability Hub dashboard (Section 4.2.1.3.1.3) already tracks submission and
transaction volumes; STChealth will extend equivalent volume reporting to Data
Bridge/read-replica traffic once the mechanism is finalized.

4.2.2.6 MEETS
Database Schema and Data Dictionary

STChealth will provide a complete database schema and data dictionary for the WVSIIS solution to
support WVDH’s data governance, oversight, and future enhancement planning. Because proposal
responses in connection with this solicitation are part of the public record, detailed technical
schema artifacts are not reproduced within this Technical Proposal; STChealth will provide this
documentation to WVDH upon request during evaluation or post-award, using the State’s preferred
secure delivery method.

I 4.2.2.6.1 MEETS
Entity-relationship diagrams or equivalent schema documentation.
Provided upon request per the approach described above.
I 4.2.2.6.2 MEETS
Field-level definitions, including data types, constraints, and allowable values.
Provided upon request per the approach described above.

I 4.2.2.6.3 MEETS

Definitions of key tables, such as patient records, vaccination events, inventory,
exemptions, and school roster modules.

Provided upon request per the approach described above.
I 4.2.2.6.4 MEETS
Mapping to CDC HL7 v2.5.1 standards, where applicable.
STChealth will document the mapping between WVSIIS data structures and CDC HL7
v2.5.1 standards as part of the schema deliverable.
I 4.2.2.6.5 MEETS
Versioning and update protocols for schema changes over time.

Schema changes follow STChealth’s biweekly, Semantic-Versioning-aligned release
process (Section 4.2.2.1.1.2), with corresponding data dictionary updates communicated
through release notes.
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| 4.2.2.7 MEETS
Oral Health Module

STChealth’s Oral Health workflow is a fully built, production-ready capability within STC|ONE®, not
a future development commitment. Following the successful statewide launch of the School Nurse
Module in January 2026 (which the Oral Health workflow depends on for roster and workflow
infrastructure), and with a WVDH/WVDOE data-sharing agreement and first school-roster
integration already completed in 2025, West Virginia is positioned to implement Oral Health
without the groundwork delays another vendor would face. A pilot is ptanned for 2026, followed by
statewide school-nurse rollout and onboarding of dental health professionals.

4.2.2.7.1 MEETS
Roster Integration — students linkable to schools via rosters, enabling targeted outreach and
reporting by school, grade, and county.

Students are already associated with schools, grades, and districts through the WVDOE
roster integration built for the School Nurse Module, providing the foundation the Oral
Health module depends on.

| 4.2.2.7.2 MEETS
Dual Workflows.

I 4.2.2.7.2.1 MEETS
Dental Professionals should be able to enter administered oral health records
directly into the IIS, ensuring timely documentation of care.

The Oral Health workflow supports direct record entry for dental professionals once
onboarded, as the final phase of the planned rollout.

4.2.2.7.2.2 MEETS
School Nurses should be able to enter historical records and manage rosters,
supporting continuity of care and retrospective data entry.

School nurses, already trained and operating in STC|ONE® following the January
2026 launch, can enter historical oral health records and manage rosters within the
same workflow used for immunization compliance.

l 4.2.2.7.3 MEETS
Reporting Capabilities.
I 4.2.2.7.3.1 MEETS
Identify students with or without oral health records.

Oral Health reporting identifies students with and without records on file, leveraging
the same roster and compliance-reporting infrastructure used for immunization
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tracking.

4.2.2.7.3.2 MEETS
Filters by urgency of care, school, grade, and county to prioritize outreach and
follow-up for high-need populations.

filter by urgency of care, school, grade, and county consistent with the reporting
model already in production for immunization compliance and exemptions.

I 4.2.2.7.4 MEETS

User Access and Permissions —the Oral Health module should leverage the system’s role-
based access control framework as defined in the HS Base Line Requirements RTM.

I 4.2.2.7.4.1 MEETS
Dental Professionals should be assigned appropriate roles and included in the
provider dropdown menu.

Dental Professional roles are configurable within STC|ONE®’s role-based access
framework and can be included in the provider dropdown as part of onboarding.

4.2.2.7.4.2 MEETS
School Nurses must be granted access to oral health reports and health service
functionality.

School Nurse role permissions include Oral Health reporting and health-service
functionality as configurable permission grants.

4.2.2.7.4.3 MEETS

The permissions “Enable Oral Health Reports” and “Enable Health Service” should
be assignable individually or in bulk, using the system’s master role update
capability.

Both permissions are assignable individually or in bulk through the master role
update capability described in Section 4.2.2.3.7.

4.2.2.7.4.4 MEETS
Jurisdictional administrators must be able to configure, modify, and inactivate roles
and permissions in accordance with jurisdictional policies.

Jurisdictional administrators retain full configuration control over Oral Health roles
and permissions consistent with the broader role/permission framework in Section
4.2.1.5.1.3.

4.2.2.8 MEETS
Next-Generation Interoperability with FHIR Standards
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STChealth is committed to advancing immunization data exchange through HL7 FHIR as a
complement to the HL7 v2.5.1 messaging that remains WVSIIS's operational backbone today. FHIR
capabilities will be delivered as an addition to, and operating in parallel with, the existing
mandatory HL7 v2.5.1 interfaces, ensuring continuity of current data exchange operations without
disruption.

STChealth's FHIR roadmap and implementation approach are informed by the currently known and
adopted immunization-related use cases, national guidance, and industry best practices available
at the time of development. As HL7 FHIR adoption continues to mature across the immunization
ecosystem, STChealth will continue to evaluate emerging requirements, implementation guides,
jurisdictional needs, and market feedback to further enhance and expand FHIR capabilities. To
support ongoing innovation and alignment with evolving standards, STChealth reserves the right to
modify, refine, prioritize, or adjust its FHIR development roadmap and implementation strategy as
new information, use cases, regulatory guidance, and industry direction become available.

4.2.2.8.1 MEETS

FHIR Standard Support - which FHIR Release the system supports for public health
immunization data exchange.

STC|ONE® targets HL7 FHIR Release 4 (R4), the release adopted by ONC’s United States
Core Data for Interoperability (USCDI) framework and the appropriate baseline for
immunization exchange with IS partners, HIEs, and EHRs.

4.2.2.8.2 MEETS

Required Resources — the FHIR Immunization and Immunization Recommendation
resources.

STChealth is actively developing support for the two FHIR R4 resources central to
immunization data exchange. The FHIR Immunization resource represents vaccine
administration events and maps to the core vaccination record data that WVSIIS captures
and exchanges today via HL7 v2.5.1 VXU messaging. The FHIR Immunization
Recommendation resource conveys patient-specific immunization forecasting and
recommended next doses, drawing on the CDSi-aligned clinical decision support engine
already operational within WVSIIS. Both resources will be implemented in alignment with
FHIR R4 specifications to ensure interoperability with national standards and compatibility
with IIS partner systems as they adopt FHIR-based exchange.

STChealth's participation in AIRA FHIR workgroups and FHIR Bulk Query initiatives,
including work on FHIR-based lIS use cases with national partners, informs our
implementation approach and ensures alignment with the direction the public health
community is moving.

4.2.2.8.3 MEETS
Roadmap and Timeline.
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STChealt!

STChealth will deliver FHIR R4 support for both resources within 12 months of contract
award, in three phases finalized with WVDH at kickoff:

e Phase 1-Foundation and Configuration (Months 1-4): FHIR server configuration,
and resource mapping

e Phase 2 -Piloting and Validation (Months 5-9): State-prioritized pilot with one or
more IIS partners (e.g., HIE, EHR, or CDC IZ Gateway connection), validation of
resource accuracy against WVSIIS production data, and refinement based on
partner feedback.

¢ Phase 3 - Production Availability and Documentation (Months 10-12): FHIR R4
endpoints available in the production environment, Agency and partner onboarding,
and delivery of comprehensive APl documentation.

Any deviation will be communicated in advance with documented justification, subject
to Agency approval.

4.2.2.8.4 MEETS
APl Documentation.

STChealth will provide comprehensive, public-facing APl documentation for all FHIR R4
endpoints, covering specifications, authentication/authorization, supported operations,
and example requests/responses, to the Agency and IIS partners as part of Phase 3,
maintained and updated as FHIR capabilities evolve.

4.2.3 Mandatory Project Requirements

| 4.2.3 MEETS
Compliance Confirmation (overall): EXCEEDS.

STChealth confirms it will comply with every mandatory requirement in this section. Failure to
comply with a mandatory requirement is grounds for disqualification; STChealth has ensured a
response is provided to each numbered item below, with areas of exceedance noted explicitly.

| 4.2.3.1 MEETS
/IS Baseline Requirements RTM (Attachment B)
Vendors must ensure their proposed system meets all essential requirements outlined in
Attachment B - I1S Baseline Requirements RTM and must provide a response to each field under
“Vendor Response,” including printed, bound physical copies of the completed RTM responses
covering the pages listed below.

STC|ONE® meets all Essential requirements in the RTM at the time of this submission (fewer than
1% requiring “Yes with Customization,” i.e., additional configuration). STChealth will provide the
required printed, bound physical copies of the completed RTM as a separate submission

accompanying this Technical Proposal, organized and legible for evaluator verification, covering:
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| 4.2.3.1.1 MEETS

Administer System — Included in the printed RTM submission.
| 4.2.3.1.2 MEETS
Manage Organizations and Facilities - Included in the printed RTM submission.
| 4.2.3.1.3 MEETS
Manage Users - Included in the printed RTM submission.
| 4.2.3.1.4 MEETS
Support Interoperability — Included in the printed RTM submission.
| 4.2.3.1.5 MEETS
Ensure Data Quality — Included in the printed RTM submission.
| 4.2.3.1.6 MEETS
Evaluate and Forecast - Included in the printed RTM submission.
| 4.2.3.1.7 MEETS
Manage Patient and Immunization Record - Included in the printed RTM submission.
| 4.2.3.1.8 MEETS
Manage Vaccine Inventory — Included in the printed RTM submission.
| 4.2.3.1.9 MEETS
Provide Data Access - Included in the printed RTM submission.

| 4.2.3.1.10 MEETS
Non-functional - Vendors are responsible for ensuring that the printed version is complete,
legible, and organized in a manner that allows evaluators to readily verify compliance.

STChealth will ensure the printed RTM submission is complete, legible, tabbed by RTM
page, and organized for straightforward evaluator review.

| 4.2.3.2 MEETS
System Compatibility Requirements

The IS must be designed to operate reliably and efficiently within a variety of standard computing
environments.

| 4.2.3.2.1  MEETS
The lIS must be cloud-based software with hosting provided by the vendor.

STC|ONE® is a vendor-hosted, cloud-based SaaS platform; STChealth provides and
manages all hosting infrastructure.
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| 4.2.3.2.2 MEETS
The IIS must be fully compatible with major, up-to-date web browsers including but not
limited to Google Chrome, Mozilla Firefox, Microsoft Edge, and Safari.

STC|ONE® is a browser-based application validated against current versions of Chrome,
Firefox, Edge, and Safari.

| 4.2.3.2.3 MEETS
The 1IS must operate efficiently on standard desktop and laptop computers without
requiring specialized hardware or software installations.

STC|ONE® requires only a supported browser and standard desktop/laptop hardware; no
specialized hardware or client software is required.

| 4.2.3.2.4 MEETS
The IIS must be accessible without requiring elevated user permission or local software
installation.

Access requires only a supported browser and internet connectivity; no elevated
permissions or local installation are required for full functionality.

| 4.2.3.25 MEETS
The IIS solution must be a fully developed, market-ready and production-ready system at
the time of proposal.

STC|ONE® is a fully developed, market-ready, production-ready IS already operating at
scale for West Virginia and multiple other jurisdictions. The Agency is not being asked to
rely on new system development; configuration to WVDH’s workflows, business rules, and
data requirements is expected and is STChealth’s standard practice.

| 4.2.3.3 MEETS
Service Level Agreement (Attachment C)

Service levels, response times, resolution targets, and associated penalties shall be governed by the
SLA provided as Attachment C.

STChealth agrees to be governed by Attachment C’s SLA terms as incorporated into the resulting
contract. The attached STC|ONE® Service Level Agreement (SLA) Essentials reflects STChealth’s
standard service framework, including a 15-minute critical-issue acknowledgment target, a 1-hour
initial-triage-plan target, 24/7 incident response for critical production issues, and defined non-
critical response windows, and STChealth will align final contractual SLA terms, severity
definitions, response/resolution timelines, corrective action plan (CAP) process, and monthly
reporting to Attachment C’s requirements.
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SLA / KPI Metric Target Measurement Method

System Uptime 99.9% monthly availability | Automated monitoring & reporting
dashboard

Critical (P1) - outage, data loss, 15 min response (24/7 1-hour initial

security breach alert-to-ack) remediation/workaround proposed

High (P2) - major functional 2 business hrs response 24-hour workaround / 48-hour full

impairment resolution proposed

Medium (P3) - limited/workflow 4 business hrs response 5 business days resolution proposed

impact

Low (P4) - minor/cosmetic 24-hour response 30 calendar days resolution
proposed

HL7 ACK Response Time < 2 seconds per message Interface engine transaction logs

Help Desk (Provider Support) - First | = 80% of tickets Ticketing system categorization

Contact Resolution

Help Desk (Provider Support) - = 90% satisfaction score Post-interaction surveys

Customer Satisfaction

The monthly SLA Report presents actual performance against each target above, identifies any
breaches, and describes remediation actions taken or planned.

Severity Escalates to Tier 2if... Escalates to Tier 3if... Escalates to Support Lead
if...

Critical (P1) | Immediately (bypasses No workaround identified Any Critical ticket open past
Tier 1 triage) within 30 minutes its 1-hour resolution target

High (P2) Not resolved at Tier 1 Root cause requires SLA response time breached
within response window | code/architecture change

Medium (P3) | Notresolved at Tier 1 Requires SLA resolution time (5
within the 4-business- configuration/customization business days) breached
hour response window beyond Tier 1 scope

Low (P4) Rarely —~ only on repeat — —
occurrence

| 4.2.3.4 EXCEEDS
Maintenance and Support
The vendor shall provide annual maintenance and support services for all implemented system
components, including a vendor-hosted ticketing system of record with Agency visibility and a
tiered support structure.
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STChealth’s POD (Power of Delivery) support model, combining a Client Partner, Client Integrator,
Technical Support Analyst, and Technical Support Engineer, provides coordinated, cross-
functional support for WVDH, described further below.

| 4.2.3.4.1 EXCEEDS

Help desk support must be available for at least 9 consecutive hours during standard
business hours (Monday-Friday, 8:00 AM-6:00 PM local time or later), with documented

escalation procedures.

STChealth Product Support is available for standard support requests Monday through
Friday, 5:00 a.m. to 5:00 p.m. Pacific Time, excluding agreed holidays. For Critical (P1)
incidents, STChealth maintains a 24/7 on-call process for acknowledgement, escalation,
and remediation coordination outside standard hours. Escalation procedures are
documented in a formal Escalation Matrix (see 4.2.3.4.1.1) with defined tier- and severity-

based triggers.

| 4.2.3.4.1.1 MEETS
The Vendor must support a Tier 1/Tier 2/Tier 3 model consistent with industry
standards, with the State and Vendor jointly defining the final responsibility split

during implementation planning.

STChealth's model extends the requested Tier 1-3 structure into a five-tier

framework:
Tier

Tier 0-Self Service

Function

Knowledge base, FAQs,
community forums,
chatbots

No human
involvement; resolves
the majority of simple
issues

Goal: deflect as much
volume as possible
before it becomes a
ticket

Owner

Training Team (LMS
included in the first year)

Tier 1 —Frontline

Handles initial contact:
login issues, basic
how-to questions,
known issues with
documented fixes
Follows
scripts/runbooks; uses
the Knowledge Base
heavily

Provider Support (included
in the first year)

411813 St
Phoenix, AZ 85004
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Function

Typically resolves 60-
80% of tickets
Escalates anything
requiring deeper
technical knowledge or
code-level investigation

Tier 2—Technical Support

Handles bugs,
configuration issues,
integration problems,
more complex
troubleshooting

Staff usually have
deeper product
knowledge, sometimes
read logs, use internal
tools, or reproduce
issues

Can often resolve
without engineering
involvement

Product Support

Tier 3— Engineering /
Product Support

Actual developers or
senior engineers who
wrote/maintain the
product

Handles bugs requiring
code changes,
architecture-level
issues, data corruption,
security incidents
Often works through a
formal escalation
process, not directly
customer-facing

Product Support and
Engineering

Tier 4 - Vendor/Third
party, if applicable

Forissuesrootedina
dependency the
company doesn't
control (cloud provider,
third-party API, OS-
level issue)

Ops/Engineering to work
directly with third party

Critical-severity issues can enter directly at Tier 2 or 3, bypassing Tier 0-1 triage. The

final responsibility split between State and Vendor (e.g., password resets, role
provisioning, interface triage) will be jointly defined during implementation
planning, consistent with this framework.
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| 4.2.3.4.1.2 MEETS
The Vendor must provide and maintain a vendor-hosted ticketing system of record
for all support requests, with full State visibility into ticket status, history, and
reporting; the solution will not integrate with the State’s ticketing system.

The WVDH will have continuous, limited access to STChealth's Jira Service
Management (JSM) portal, with the ability to pull all tickets related to the
engagement, plus consortium-wide platform defects that may affect the Agency's
solution, at any time. This includes full visibility into ticket status, history, and
reporting. STChealth Product Support additionally hosts monthly ticket-review calls
and is available for ad-hoc calls to support defect review, reporting, and
prioritization.

| 4.2.3.4.2 MEETS
Bug fixes and security patches delivered within industry-standard timeframes, with critical
vulnerabilities addressed promptly.

Critical issues receive immediate triage effort under the SLA; security patches and
vulnerability remediation follow the timelines described in Section 4.2.3.12.3-4.2.3.12.4
below.

| 4.2.3.4.3 MEETS
System performance monitoring and proactive issue resolution for all hosted or managed
environments.

STChealth’s Operations team continuously monitors all client production instances
(memory, disk, processing, network) with automated alerting, prioritizing resolution before
user impact and coordinating with WVDH through Support when remediation could affect
service.

| 4.2.3.4.4 MEETS
Version upgrades and compatibility assurance for all vendor-supplied components,
ensuring continued compliance with CDC and state interoperability standards.

WVDH controls the timing of its own environment upgrades within STChealth’s
recommended currency window. STChealth will provide WVDH access to the Client Hub,
where release notes are published, retained, and available for review. STChealth also
distributes a weekly newsletter via email to members of WVDH choosing that directs
clients to the Client Hub when release notes are available. Platform release notes identify,
as applicable, associated ticket numbers, affected clients or jurisdictions, the issue or
enhancement addressed, the solution implemented, and steps for validation or testing. For
new functionality, the release notes describe the business need or operational gap the
functionality is intended to address and provide instructions for accessing the functionality,
including enablement steps when configuration or activation is required.

| 4.2.3.4.41 MEETS
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The Vendor must anticipate and support annual updates aligned with CDC IS
Functional Standards releases; updates outside the CDC’s 90-day IZ Gateway
implementation window will be evaluated and authorized through the State’s
standard contract governance and change-order process.

STChealth maintains continuous alignment with CDC IIS Functional Standards
releases and the CDC IZ Gateway’s 90-day implementation window as a matter of
ordinary maintenance; any changes outside that window will be scoped, estimated,
and routed through the Agency’s change-order process as required.

| 4.2.3.45 MEETS
Documentation updates reflecting any changes made during the maintenance period.

Documentation in the STCJONE® Documentation Center and Client Hub is updated with
each release to reflect functional and configuration changes made during the maintenance
period.

| 4.2.3.5 MEETS

Data Storage

The Vendor must store all lIS data, including backups, logs, and metadata, exclusively within data
centers physically located in the continental United States, with no data transmitted, processed, or
stored outside U.S. borders (including U.S. Territories) at any time, and must provide
documentation verifying U.S.-based data residency.

AUWLWVSIIS data, backups, logs, and metadata are stored and processed exclusively within U.S.-
based data centers today and would continue to be under this proposal, including during disaster
recovery, failover, and support operations. STChealth will provide documentation verifying U.S.
data residency and will maintain compliance with applicable federal and state data protection
laws and regulations throughout the contract term.

| 4.2.35.1  MEETS
Business Continuity and Disaster Recovery (BCP/DR).

STChealth maintains a documented Business Continuity Plan and Disaster Recovery Plan
for the WVSIIS environment, attached to this proposal (STChealth Business Continuity and
Disaster Recovery Plan), with recovery time and recovery point objectives defined in the
SLA.

| 4.2.3.5.1.1  MEETS
Plan Documentation — copies of BCP and DR plans within 60 calendar days of
contract execution and upon request thereafter.

STChealth will provide BCP/DR plan documentation to the Agency within 60
calendar days of contract execution and upon subseqguent request.

| 4.2.35.1.2  MEETS
NIST Alignment — plans aligned with the current version of NIST SP 800-34 or
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successor publications.

STChealth’s BCP/DR plans are maintained in alignment with NIST SP 800-34 and
will be updated as successor publications are issued, throughout the contract
term.

| 42.35.1.3  MEETS
Annual Testing — annual BCP/DR testing with a summary report of results, corrective
actions, and remediation timelines provided within 30 calendar days of test
completion.

STChealth conducts annual BCP/DR testing (tabletop or live failover exercises) and
will provide WVDH a summary report within 30 calendar days of completion.

| 42.3.5.1.4 MEETS
U.S. Data Residency - all BCP/DR activities must comply with Section 4.2.3.5’s
U.S.-only data residency requirement.

All backup, failover, and recovery operations occur exclusively within U.S.-based
infrastructure, consistent with Section 4.2.3.5.

| 42.3.5.1.5 MEETS
Continuous Improvement - BCP/DR plans updated within 60 calendar days of
lessons learned from testing, incidents, or material environment changes.

STChealth will update BCP/DR plans within 60 calendar days of relevant lessons
learned, testing outcomes, or material hosting-environment changes.

| 4.2.35.1.6 MEETS
Certification — annual certification that BCP/DR plans remain current, tested, and
compliant.

STChealth will annually certify to the Agency that its BCP/DR plans remain current,
tested, and compliant with applicable federal and state requirements.

| 4.2.3.6 MEETS
Data Ownership

| 4.2.3.6.1 MEETS
The vendor must agree that the Agency retains full ownership of all data.

STChealth agrees; the Agency retains full ownership of its State IIS data.

| 4.2.3.6.2 MEETS
The Vendor must agree that all data related to the execution of the contract is collected on
behalf of, and remains the sole property of, the Agency.

STChealth agrees that the Agency retains its State data.
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| 4.2.3.6.3 MEETS
The Vendor must agree to provide privacy and security safeguards to protect all data from
any use or disclosure for any purpose other than described within this solicitation.

STChealth agrees and will maintain the privacy and security safeguards described
throughout Sections 4.2.1.1, 4.2.3.11, and 4.2.3.12 to protect Agency data accordingly.

| 4.2.3.6.4 MEETS
The Vendor must return the entire dataset in a specified format upon request or contract
termination at no additional cost.

STChealth agrees to return the dataset, in its standard format upon request or at contract
termination.

| 4.2.3.6.5 MEETS
The Vendor must cooperate with the Agency and any subsequent Vendor upon contract
termination, delivering all data, documentation, and associated work products within thirty
(30) working days of notice of termination.

STChealth agrees to this 30-working-day cooperative transition obligation.

| 42.3.6.6 MEETS
The Vendor must destroy all data in the System at the end of the contract and/or upon
Agency request, in accordance with the most current version of NIST SP 800-88, with
destruction beginning only upon written Agency authorization and completed within 30 days
of that authorization.

STChealth agrees to destroy all data in accordance with NIST SP 800-88, only upon and
following the Agency’s written authorization, completed within 30 days of receipt.

| 4.2.3.7 MEETS
General Project Requirement
Vendor must host an initial planning session(s) with the Agency within 30 days after project start
date, tofinalize the project plan and schedule.

STChealth will conduct joint planning session(s) with the Agency within 30 days of contract start,
consistent with the Operational Continuity and Transition Plan described in Section 4.2.2.2.
Because the STC|ONE® IIS is already operating in production for West Virginia, these sessions will
focus on governance alignment, service delivery expectations, contractual milestones, security
and compliance requirements, reporting cadence, and West Virginia-specific priorities rather than
a traditional new system implementation.

| 4.2.3.7.1 MEETS
The Vendor’s finalized Project Plan and Schedule must adhere to the Implementation Plan
proposed in Section 4.2.2.2, subject to Agency review and approval.

STChealth agrees. Consistent with the Operational Continuity and Transition Plan
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described in Section 4.2.2.2, the finalized Project Plan and Schedule will document the
governance, milestone, reporting, compliance, and service delivery activities agreed upon
by STChealth and the Agency.

| 4.2.3.7.2 MEETS
Any deviation from the proposed Implementation Plan must be documented, justified, and
approved by the Agency.

STChealth agrees. Any approved changes to the activities, milestones, or schedule
documented within the Operational Continuity and Transition Plan will be documented and
submitted for Agency review and approval.

| 4.2.3.7.3 MEETS
The Vendor shall not assess, invoice, or otherwise charge the Agency for any fees during the
Implementation Period; milestone payments require Agency verification, and no recurring
or annual fees shall begin until formal written Acceptance.

STChealth agrees. Because WVSIIS is already operating in production and no replacement-
system implementation is required, references to the Implementation Period are
understood to mean the Operational Continuity and Transition activities described in
Section 4.2.2.2. Any project specific deliverables or milestones established through the
approved Project Plan will be subject to Agency review and acceptance, as applicable.
Ongoing subscription, hosting, maintenance, and support services will continue in
accordance with the resulting contract.

| 4.2.3.7.3.1 MEETS
Milestone Definition and Approval — milestones jointly developed at initial planning
and incorporated into the Project Plan, each including deliverables description,
objective acceptance criteria, documentation requirements, and proposed
payment amount; milestones are notvalid until formally approved in writing.

STChealth agrees. Any applicable milestones will be jointly established during the
initial planning sessions and incorporated into the Project Plan and Schedule
described in Section 4.2.2.2.

| 4.2.3.7.3.1.1 MEETS
A clear description of required deliverables.

STChealth agrees to document required deliverables for any established
milestone.

| 4.2.3.7.3.1.2 MEETS
Objective acceptance criteria.

STChealth agrees to define objective, verifiable acceptance criteria for any
established milestone.
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| 42.3.7.3.1.3 MEETS
Documentation requirements

STChealth agrees to define documentation requirements for any
established milestone.

| 42.3.7.3.1.4 MEETS
A proposed payment amount tied to that milestone; milestones are not valid
until formally approved in writing by the Agency.

STChealth agrees. No milestone or associated payment amount will be
considered valid unless formally approved in writing by the Agency.

| 42.3.7.3.2 MEETS
No Unilateral Changes - the Vendor may not add, remove, modify, subdivide, or
consolidate milestones without the Agency’s prior written approval.

STChealth agrees. No milestone will be added, removed, modified, subdivided, or
consolidated without the Agency's prior written approval.

| 4.2.3.7.3.3 MEETS
Verification Before Payments — no milestone payment is due until the Agency
verifies in writing that deliverables and acceptance criteria are fully met.

STChealth agrees. No milestone payment will be due until the Agency verifies in
writing that any established deliverables and acceptance criteria have been
satisfied.

| 4.2.3.7.3.4 MEETS
No Partial or Conditional Payments — milestone payments are all-or-nothing.
STChealth agrees.

| 4.2.3.7.3.5 MEETS
No Recurring Fees Before Final Acceptance.

STChealth agrees that no recurring fees will begin for any established deliverable
until formal written Acceptance by the Agency, consistent with the terms of the
resulting contract.

| 4.2.3.7.3.6 MEETS
Milestone Failure and Remediation — the Agency may issue a Notice of Deficiency;
the Vendor must remediate at no additional cost and resubmit for verification.

STChealth agrees. Should the Agency identify a deficiency in an approved milestone
deliverable that does not meet the agreed-upon acceptance criteria, STChealth will,
consistent with the approved scope, remediate the deficiency at no additional cost
and resubmit the deliverable for Agency verification. This provision applies only to
the agreed upon scope and acceptance criteria associated with the milestone.
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| 4.2.3.7.4 MEETS
Liquidated Damages for Implementation Delays - up to $500/calendar day for missed
milestones and $1,000/calendar day for delayed final Acceptance, capped at 10% of total
implementation costs.

STChealth agrees that the liquidated damages provisions described herein will apply, as
applicable, to the initial (first 90 days) milestones, activities, and acceptance criteria
established under the Operational Continuity and Transition Plan described in Section
4.2.2.2. Because WVSIIS is already operating in production and does not require a
replacement-system implementation, references to the operational alignment
implementation activities are understood to refer to the approved contractual milestones
and transition activities established pursuant to that plan.

| 4.2.3.8 MEETS
Vendor Staffing

Vendor Staffing — the awarded Vendor will provide staffing resources for implementation tasks, and
internal hiring policies must comply with WV Office of Technology Policies and Agency background-
check requirements.

| 4.2.3.8.1 MEETS
WV Office of Technology Policies.

STChealth’s staffing practices will comply with the WV Office of Technology policies
referenced in the RFP.

| 4.2.3.8.2 MEETS
OMIS Policy #0529 (Attachment D), Vendor/Contractor Employee Background Check
Policy.

STChealth will comply with Attachment D’s background-check policy, including its
screening, fingerprinting, re-screening, and contractor compliance requirements, for all
staff assigned to this contract.

| 4.2.3.8.3 MEETS
OMIS Procedure #0OP-35 (Attachment E) and Appendix A (Attachment F).

STChealth will comply with Attachment E’s background-investigation, adjudication,
provisional-access, and verification procedures and Attachment F’s
fingerprinting/onboarding procedures for all applicable staff.

| 4.2.3.9 MEETS
Project Manager
Project Manager - the awarded Vendor will provide a project manager, and the Agency will engage a
project manager during implementation.

STChealth will assign a dedicated Client Partner to serve as the Agency's primary project manager
and point of coordination throughout the contract term. The Client Partner will lead the initial
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planning sessions identified in Section 4.2.2.2, coordinate governance activities, facilitate
reporting and status reviews, manage contractual milestones, oversee issue escalation, and
ensure alignment between Agency priorities and STChealth service delivery. Because WVSIIS is
already operating in production, the Client Partner's focus is enabling operational continuity,
modernization adoption, stakeholder engagement, and ongoing partnership rather than managing
a traditional replacement-system implementation.

| 4.2.3.10 MEETS
Comprehensive and Role-Specific Training Plan
The awarded Vendor must provide a comprehensive, documented training plan (not just training
materials) to ensure all user groups achieve and maintain full proficiency.

| 4.2.3.10.1 MEETS

Role-Specific Training Strategy for, at minimum, the following primary user roles.

| 4.2.3.10.1.1 MEETS

411S 1St
Phoenix, AZ 85004

OEPS/Agency Administrator — system configuration, data-quality monitoring,
advanced reporting, and system maintenance.

Administrator training combines a blended learning approach that includes
Interactive Online Learning (IOL) courses, instructor-led training, live and recorded
demonstrations, role-specific user guides, and guided practice activities that
reinforce key concepts and workflows. Training focuses on system configuration,
user and organization management, data quality monitoring tools, advanced and ad
hoc reporting capabilities, system maintenance functions, and ongoing system
administration responsibilities.

4.2.3.10.1.2 MEETS
Provider Office Staff/End-Users - day-to-day data entry, search/query functions,
clinical decision support usage, and basic troubleshooting.

End-user training consists of role-based Interactive Online Learning (I0OL) courses
available on demand through the Learning Management System (LMS). These self-
paced courses help users become familiar with the system, key features, and
common workflows before accessing live data. End users also have access to
recorded webinars, Quick Reference Guides (QRGs), and supporting
documentation for ongoing reinforcement and reference. Training covers day-to-
day data entry, search and query functions, clinical decision support (CDS)
interpretation, and basic troubleshooting.

4.2.3.10.1.3 MEETS
School Nurses/Public Health Partners — roster management, exemption tracking,
and public health follow-up workflows.

School Nurse and public health partner training covers roster management,
exemption tracking, and outreach/follow-up workflows, building on the training
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already delivered for the January 2026 School Nurse Module launch. Training is
supported by role-specific Interactive Online Learning (IOL) courses, Quick
Reference Guides (QRGs), recorded demonstrations, and supporting
documentation that provide both initial onboarding and ongoing reference
resources. These materials are designed to support school-based and public health
workflows while reinforcing user proficiency and adoption of system features.

| 4.2.3.10.2 MEETS
Training Deliverables — current, digital, user-specific resources.

| 4.2.3.10.2.1 MEETS
On-demand video instructions or demonstrations for each user role.

STChealth provides on-demand training resources through its Learning
Management System (LMS), including workflow-specific video demonstrations and
Interactive Online Learning (IOL) courses. Video demonstrations provide short
walkthroughs of specific processes and workflows, while IOL courses deliver role-
based, self-paced training with interactive learning activities and progress tracking.

| 4.2.3.10.22  MEETS
Digital user guides or manuals for both functional and technical reference.

Digital reference materials include Quick Reference Guides (QRGs), participant
guides, and administrator documentation. Materials are maintained and updated to
reflect system enhancements, workflow changes, and new functionality..

| 4.2.3.10.3 MEETS
Post-Implementation Support and Refreshers.

| 4.2.3.10.3.1 MEETS

Post-Implementation Support — a defined period of enhanced dedicated support to
resolve user-adoption issues.

STChealth will provide a defined period of enhanced, dedicated post-go-live
support, to be scoped with WVDH during kickoff, focused on adoption issues and
smooth transition to any newly delivered functionality.

| 4.2.3.10.3.2 MEETS
Annual Training Refreshers — annual or on-demand refresher modules and updated
documentation covering new features, version upgrades, and standards changes.

STChealth provides annual/on-demand refresher training and documentation
updates aligned to new features, version upgrades, and evolving federal or
jurisdictional standards.

MEETS

| 4.2.3.11.1  MEETS

Phoenix, AZ 85004
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The Vendor must comply with all relevant State and Federal Data Privacy Laws,
Regulations, and Policies.

STChealth agrees to comply with all applicable State and federal data privacy laws,
regulations, and policies throughout the contract term.

| 4.2.3.11.2  MEETS
The /IS must maintain an internal audit log of all user access and activity, retained for the
Agency’s required 6-year period and provided upon request, with access limited to
authorized Agency staff.

WVSIIS maintains a comprehensive audit log of more than 30 event types (LOGIN,
LOGOUT, LOGIN_FAILED, CREATE, READ, UPDATE, DELETE, EXPORT, ACTIVATE,
INACTIVATE, BULK_INACTIVATE, PASSWORD_CHANGE, and submitter credential events,
among others), with before/after diffs on UPDATE events; STChealth will support the
Agency’s 6-year retention requirement and provide audit data to authorized Agency staff at
designated time frames or upon request. Access to the audit log is limited to authorized
Agency staff, and audit data may be used by the Agency for compliance monitoring or the
investigation of a suspected breach.

| 4.2.3.11.3  MEETS
If a data breach is discovered or suspected, Vendor shall immediately follow the process
outlined in OMIS OP-30 Incident Reporting and Response Procedures (Attachment G).

STChealth agrees to follow OMIS OP-30 procedures immediately upon discovery or
suspicion of a data breach.

| 4.2.3.11.3.1  MEETS
OMIS Procedure IM-01 - Incident Management Plan (Attachment I) establishes
required incident-reporting channels and timelines; all incidents must be reported
through the WVOT Incident Reporting System and to the OMIS Incident mailbox,
consistent with OP-30.

STChealth agrees to report incidents through the WVOT Incident Reporting System
and OMIS Incident mailbox consistent with OP-30 and IM-01.

| 4.2.3.11.4 MEETS
The Vendor shall ensure that data maintained on behalf of the IIS is not used, released, or
sold without specific Agency authorization, regardless of de-identification or limited-data-
set status.

STChealth agrees and will not use, release, or sell data maintained on behalf of the 1IS
without the Agency’s specific prior written authorization, regardless of whether the data
has been de-identified or included within a limited data set.

| 4.2.3.11.5  MEETS
The Vendor must certify that it is not currently under investigation by any state or federal
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authority for a breach of data security.

STChealth certifies it is not currently under investigation by any state or federal authority for
a breach of data security as of the date of this proposal.

|4.2.3.11.6  MEETS
The Vendor must disclose whether it has been involved in any breach of data security in the
last 10 years, with details of causes and mitigating actions.

STChealth certifies that it has not experienced any breach of data security within the
preceding ten (10) years. Accordingly, there are no causes or mitigating actions to disclose
under this requirement.

| 4.2.3.11.7 MEETS
The Vendor must disclose details of any previous or current privacy/security investigation
by any state or federal authority within the last 10 years, including corrective action plans,
resolutions, fines, or sanctions.

STChealth certifies that, because it has not experienced any breach of data security within
the preceding ten (10) years, it has not been the subject of any related state or federal
privacy or security investigation during that period. There is accordingly no corrective action
plan, resolution, fine, or sanction to disclose under this requirement.

| 4.2.3.11.7.1  MEETS
The State reserves the right to request supporting documentation or conduct
independent verification; failure to disclose may result in disqualification,
termination, or other remedies.

STChealth acknowledges this reservation of rights and will cooperate fully with any
requested verification.

| 42.3.11.8  MEETS
The Vendor must certify that it has never been convicted of, charged with, or is under
investigation for violation of any criminal law, or any civil law governing health care fraud,
abuse, or waste.

STChealth so certifies as of the date of this proposal.

| 4.2.3.11.9  MEETS
The Vendor must certify that it does not employ any individuals who have been excluded or
debarred by the federal or any state government from participating in federal or state
programs or contracts.

STChealth so certifies and maintains screening practices consistent with Attachments D-F
to support this certification for staff assigned to this contract.

| 4.2.3.11.10 MEETS
The Vendor shall not use the IIS data for analytics, Al/ML training, model development, or
any secondary purpose without explicit written approval from the State.
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STChealth agrees. WVSIIS data, including the platform’s existing ML-assisted deduplication
features described in Section 4.2.1.2.1.1, operates only on WVDH’s data under WVDH’s
existing authorization for IS operational purposes; any new secondary use, analytics, or
Al/ML training purpose will require the State’s explicit prior written approval.

| 4.2.3.12  MEETS
Security and Audit Compliance
| 4.2.3.121  MEETS
Federal Security Compliance Requirements.
| 4.2.3.12.1.1  MEETS

FedRAMP Authorization — hosting within at least a FedRAMP Moderate or higher
authorized cloud environment, with proof provided prior to any data migration,
onboarding, or system integration activities.

STChealth proposes to host WVSIIS in a FedRAMP High-authorized cloud
environment, and will provide the required proof of hosting authorization prior to
implementation. This infrastructure supports the data, user, and interface
continuity described in Section 4.2.2.2.4, under which no migration of WVDH’s
existing data, users, or connections is required as part of this transition.

| 4.2.3.12.1.2  MEETS
FIPS 140-2/3 Validated Cryptography for data at rest and in transit.

WVSIIS meets the FIPS 140-2/3 validated cryptography requirement for both data at
rest and in transit. Data at rest is encrypted using AWS-managed volume encryption
(Amazon EBS volumes encrypted via AWS Key Management Service), and data in
transit is protected via TLS as described in Section 4.2.3.12.1.3; both rely on FIPS
140-2/140-3-validated cryptographic modules under NIST’s Cryptographic Module
Validation Program (CMVP).

| 4.2.3.12.1.3  MEETS
Transport Layer Security (TLS) in accordance with NIST SP 800-52, supporting TLS
1.2 and 1.3 at contract award, with demonstrated ability to implement newer
versions within 12 months of publication.

WVSIIS data exchanges, including CDC 1Z Gateway connections, use TLS 1.2+ today
(with TLS 1.3 support), using FIPS 140-2/140-3-validated cryptographic modules
and approved cipher suites; STChealth will implement newer TLS
versions/configurations within 12 months of NIST or CDC publication.

| 4.2.3.12.1.4 MEETS
Ongoing Compliance — maintain compliance with evolving federal cybersecurity
standards and report changes to FedRAMP, FIPS, or TLS support within 30 days.

STChealth agrees to report any material changes to FedRAMP authorization, FIPS
validation, or TLS support within 30 days of the change.
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| 4.2.3.12.2 MEETS
SOC 2 Type Il Audit Report.

| 4.2.3.12.21  MEETS
Updated SOC 2 Type Il audit report annually, within 30 calendar days of the contract
anniversary, reflecting an audit period ending no more than 12 months prior.

STChealth will provide an updated SOC 2 Type |l report annually within 30 calendar
days of the contract anniversary date, and will furnish additional documentation or
evidence of controls upon Agency request in the event of material changes to
STChealth’s hosting environment or security posture.

| 42.3.12.2.2  MEETS
ISO/IEC 27001 certification may be submitted as supplemental evidence but does
not substitute for SOC 2 Type Il or the State’s U.S. data residency policy.

STChealth does not hold ISO/IEC 27001 certification. STChealth will provide the
required SOC 2 Type Il report to satisfy this requirement.

| 4.2.3.12.3  MEETS
Penetration Testing and Vulnerability Management — annual third-party penetration testing
in compliance with NIST 800-53, with findings reported within 30 calendar days and
critical/high-risk findings remediated within 30 calendar days.

STChealth performs annual third-party penetration testing of the hosted environmentin
compliance with NIST 800-53, provides findings reports within 30 calendar days of test
completion, and maintains a documented vulnerability management program addressing
critical/high-risk findings within 30 calendar days unless otherwise approved by the State.

| 4.2.3.12.4 MEETS
Secure Software Development Lifecycle (SSDLC) Practices.
| 4.2.3.12.41  MEETS
Documented SSDLC Process aligned with NIST SP 800-218 or equivalent.

STChealth’s SDLC incorporates security review and best practices throughout the
sprint-based development process described in this proposal, aligned with NIST SP
800-218 principles, and STChealth will maintain and provide documentation of this
process.

| 4.2.3.12.42  MEETS
SAST/DAST — SAST on every commit/build and DAST at least quarterly and after
major releases, with remediation plans and critical/high findings resolved within 30
calendar days.

STChealth performs SAST scans integrated into the development pipeline for code
commits/builds and DAST scans at least quarterly and following major releases,
with critical/high-risk findings remediated within 30 calendar days unless otherwise
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approved by the Agency.

| 4.2.3.12.4.3 MEETS
Vulnerability Management Integration — SAST/DAST findings incorporated into the
vulnerability management program per Section 4.2.3.12.2 timelines.

SAST/DAST findings feed the same vulnerability management program and
remediation timelines described in Section 4.2.3.12.3.

| 4.2.3.12.44  MEETS
Third-Party Component Security — tracking and documentation of third-party
libraries/modules, updated and free of known critical vulnerabilities.

STChealth tracks and documents third-party libraries and modules used in
STC|ONE?®, keeping them updated and monitored for known critical vulnerabilities.

| 42.3.12.45 MEETS
Continuous Monitoring consistent with FedRAMP and NIST guidance, including
automated code scanning and annual penetration testing.

STChealth implements continuous monitoring, automated code scanning, and at
least annual penetration testing consistent with FedRAMP and NIST guidance.

| 4.2.3.125 MEETS
Cloud Provider Attestations.
| 4.2.3.12.5.1  MEETS
Documentation confirming the cloud provider maintains FedRAMP Moderate or
High authorization (SOC 2 Type Il only as supplemental evidence).

STChealth will provide documentation confirming that its cloud provider, AWS
maintains FedRAMP High authorization, with SOC 2 Type |l provided as
supplemental evidence only.

| 42.3.12.5.2  MEETS
Evidence that all IIS data is stored and processed exclusively within U.S.-based data
centers.

As described in Section 4.2.3.5, all WVSIIS data is stored and processed exclusively
within U.S.-based data centers; STChealth will provide supporting evidence.

| 4.2.3.12.5.3  MEETS
Supports compliance with applicable Executive Branch and OMIS Security Policies.

STChealth’s hosting arrangement supports compliance with applicable Executive
Branch and OMIS security policies.

| 4.2.3.12.6  MEETS
Vendor Attestation Form.

| 42.3.12.6.1  MEETS
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The awarded Vendor shall complete and submit a Vendor Attestation Form within
30 calendar days of contract execution, certifying compliance with the items below.

STChealth will complete and submit the Vendor Attestation Form within 30
calendar days of contract execution and will provide updated attestations annually
or upon material operational changes, subject to verification under Section
4.2.3.12.8.

| 42.3.12.6.1.1  MEETS
U.S.-based data residency and transmission restrictions.

| 42.3.12.6.1.2  MEETS
SOC 2 Type Il audit submission timelines.

| 4.2.3.12.6.1.3 MEETS
Penetration testing and vulnerability remediation protocols.

| 4.2.3.12.6.1.4 MEETS
Cloud provider compliance.

| 4.2.3.12.6.1.5  MEETS
All applicable state and federal cybersecurity policies and standards.

| 42.3.12.6.1.6  MEETS
All applicable state and federal information security and privacy
requirements.

STChealth will attest to each of the above (4.2.3.12.6.1.1 through
4.2.3.12.6.1.6) on the Vendor Attestation Form and will provide updated
attestations upon request.

| 4.2.3.12.7 MEETS
Incident Response (IR) Policy and Plan Requirements.

| 4.2.3.12.7.1  MEETS
NIST Alignment - IR policy/plan aligned with NIST SP 800-61 or successor
publications.

STChealth maintains an IR policy and plan aligned with NIST SP 800-61.

| 42.3.12.7.2  MEETS
Ongoing Updates within 6 months of any NIST revision or federal mandate.

STChealth will update its IR policy and plan within 6 months of any relevant NIST
revision or federal mandate.

| 42.3.12.7.3  MEETS
Integration with Agency Plan — demonstrating how STChealth’s IR plan
complements the Agency’s procedures for coordinated detection, reporting,
containment, eradication, and recovery.
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STChealth’s IR plan will be aligned with and complement the Agency’s OP-30/IM-01
procedures referenced in Section 4.2.3.11.3.

| 4.2.3.12.7.4 MEETS
Testing and Exercises —annual incident response exercises with summary reports
provided within 30 calendar days.

STChealth conducts annual IR exercises (tabletop or simulated breach scenarios)
and will provide summary reports to the Agency within 30 calendar days.

| 42.3.12.7.5  MEETS
Availability — IR policy and plan available to the Agency upon request, with annual
compliance certification.

STChealth will make its IR policy and plan available upon request and certify
compliance annually.

| 4.2.3.12.7.6  MEETS
Continuous Improvement — lessons learned incorporated within 60 calendar days of
identification.

STChealth will incorporate lessons learned from incidents and exercises into its IR
plan within 60 calendar days.

| 4.2.3.12.8 MEETS
Audit and Attestation Requirements.

| 4.2.3.12.8.1  MEETS
Provide Evidence at No Cost.

STChealth will supply system documentation, policies, configurations, testing
results, audit reports, or other requested evidence at no additional cost.

| 4.2.3.12.8.2 MEETS
Timely Response — evidence provided within 30 calendar days of request.

STChealth agrees.

| 4.2.3.12.8.3 MEETS
Independent Verification, including site visits or technical assessments with
reasonable notice.

STChealth agrees to permit independent verification by the State or its designated
auditor with reasonable notice.

| 4.2.3.12.8.4 MEETS
Ongoing Attestation — updated forms annually or upon material change.

STChealth agrees.
| 42.3.12.85 MEETS
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Future Standards Alignment.

STChealth agrees to keep audits and attestations aligned with the most current
applicable federal and state cybersecurity standards.

| 42.3.12.8.6  MEETS
Remediation Obligation - deficiencies addressed within 60 calendar days, with
written confirmation.

STChealth agrees to remediate audit/attestation deficiencies within 60 calendar
days (or as otherwise approved) and provide written confirmation of remediation.

| 4.2.3.13  MEETS
Acceptance Criteria

| 4.2.3.13.1 MEETS
General Acceptance Requirement — the Agency issues written Acceptance only after
verifying all functional, technical, security, interoperability, and performance requirements
are fully met.

STChealth agrees that no portion of the system will be considered Accepted until all
Acceptance activities are completed and approved in writing by the Agency.

| 4.2.3.13.2 MEETS
Acceptance Testing —the Vendor must support and participate in Agency-led Acceptance
Testing.

STChealth will support and participate fully in Agency-led Acceptance Testing and will
remediate, at no additional cost, all defects identified during testing.

| 4.2.3.13.2.1  MEETS
Functional testing of all modules and workflows.

| 4.2.3.13.2.2 MEETS
Data migration validation.

Validation of existing production data and configuration, as no migration is required
per Section 4.2.2.2.4.

| 4.2.3.13.2.3 MEETS
Interface and interoperability testing (HL7, FHIR, 11S-to-1IS, HIE, EHR connections).

| 4.2.3.13.2.4 MEETS
Performance and load testing.

| 4.2.3.13.2.5 MEETS
Security and access control verification.

| 4.2.3.13.2.6 MEETS
User acceptance testing (UAT) with Agency-designated staff.
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STChealth will support all six Acceptance Testing activities listed above, with all
defects remediated at no additional cost to the Agency.

| 4.2.3.13.3 MEETS
Acceptance Criteria — the system is deemed acceptable only when all listed conditions are
met.

| 4.2.3.13.3.1  MEETS
All system functionality fully implemented as described in the approved
Implementation Plan and RFP requirements.

| 4.2.3.13.3.2 MEETS
All required interfaces operational, exchanging data accurately and consistently.

| 4.2.3.13.3.3 MEETS
All Critical/High defects resolved; no Medium/Low defects materially impact
operation.

| 4.2.3.13.3.4 MEETS
All documentation delivered (architecture, configuration guides, user manuals,
training materials, administrative procedures).

| 4.2.3.13.3.5 MEETS
All security controls implemented and validated (authentication, authorization,
audit logging, compliance with Agency security standards).

| 4.2.3.13.3.6 MEETS
The system operates in production without material errors for a mutually agreed-
upon stabilization period (e.g., 30 days).

| 4.2.3.13.3.7 MEETS
The Vendor has met all contractual deliverables, including reporting, project
management, and communication requirements.

STChealth agrees to all seven Acceptance Criteria conditions above as
prerequisites to formal Acceptance.

| 4.2.3.13.4 MEETS
Formal Acceptance - a written Notice of Acceptance is required before the Vendor may
invoice for implementation-related fees, and no annual/recurring fees may begin prior to
Acceptance.

STChealth agrees.

| 4.2.3.13.5 MEETS
Rejection and Retesting —the Agency may issue a Notice of Rejection; the Vendor must
correct deficiencies at no additional cost and resubmit for Acceptance Testing.

STChealth agrees.
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| 42.3.13.6 MEETS
Prorated Annual Fees Post-Implementation — the Vendor may invoice only for the prorated
portion of annual fees corresponding to the remainder of the current contract year following
Acceptance.

STChealth agrees; no full annual fee will be invoiced for a partial contract year.

| 4.2.3.13.7 MEETS
Annual Fee Billing Limits and Advance Billing Requirements — no more than 12 months of
fees invoiced per billing period, no lump-sum multi-year invoicing, and no invoicing for
periods notyet commenced.

STChealth agrees to bill annual fees only in advance for the upcoming 12-month period or,
at STChealth’s option and subject to Agency approval, in quarterly installments bitled in
advance for the upcoming quarter, and will not invoice for any period beyond the next
twelve months or for any period that has not yet commenced.

4.3 QUALIFICATIONS AND EXPERIENCE

| 43 EXCEEDS
Compliance Confirmation (overall): EXCEEDS.

Qualifications and Experience. Vendor should provide information and documentation regarding its
qualifications and experience in providing services or solving problems similar to those requested
in this RFP.

| 4.3.1 EXCEEDS
Qualifications and Experience Information

Vendor should describe in its proposal how it meets the desirable qualifications and experience
requirements listed below.

4.3.1.1 Business. STChealth, LLC is a Phoenix, Arizona-based public health technology
company founded in 1988, specializing in the design, implementation, and operation of
enterprise-scale Immunization Information Systems (lIS) for government health agencies.
With more than 38 years of experience in public health informatics, STChealth currently
supports 16 jurisdictions with secure, SaaS-based IIS solutions delivered through the
STC|ONE® platform, including statewide registry operations, high-volume interoperability,
analytics and reporting, provider support services, and consumer access tools. Long-
standing partnerships with states including Arizona, West Virginia, Indiana, and Louisiana
demonstrate STChealth’s proven ability to deliver compliant, scalable IT solutions
supporting public health and human services programs nationwide.

4.3.1.2 Corporate Identity. STChealth, LLC is the legal entity responding to this RFP and is
part of the Harris Operating Group of Constellation Software Inc. STCheatth, LLC maintains
its registration in SAM with UEI# QMGLAR89LLX3 and TIN# 86-0605013; its CAGE code is
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1GHES and its DUNS number is 198675084. Corporate address: 411 South 1st Street,
Phoenix, Arizona 85004; phone 480-745-8500; website www.stchealth.com. [Designated
proposal contact name, direct phone, and email to be completed on the RFP
Certification/Designated Contact page.]

4.3.1.3 Organization and Structure. STChealth is organized to deliver and support
enterprise-scale lIS through a structured, functionally aligned operating model integrating
system operations, product development, professional services, and client engagement.
Executive Leadership provides strategic oversight, financial governance, compliance
assurance, and accountability for contract performance, with four primary functional
groups reporting to Executive Leadership: Maintenance (system operations, service
delivery, security/compliance, help desk, SLA performance); Research and Development
(product roadmap, software releases, testing, continuous improvement, and CDC
standards alignment); Sales and Marketing (client relationships and executive-level
engagement); and Professional Services (interoperability/HL7 onboarding, IZ Gateway
connectivity, trading-partner support, training, data services, and consulting). These groups
operate within a coordinated governance framework with defined roles, communication
pathways, and escalation procedures supporting WVDH’s IIS operations.

4.3.1.4 Locations. STChealth is headquartered in Phoenix, Arizona, and supports this
contract through a U.S.-based, distributed workforce. AIL WVSIIS hosting, system
operations, backups, and disaster recovery are managed within the United States; no data
is stored, processed, or accessed outside the U.S., and STChealth has no overseas
locations supporting this contract.

4.3.1.5 References. STChealth provides the following three references from system
implementations/operations within the last five years:

e Reference 1- Arizona Department of Health Services, Bureau of Immunization
Services. Contact: Valentin Sostaric, Immunization Data Systems Chief; 150 N 18th
Ave, Suite 310A, Phoenix, AZ 85007; valentin.sostaric@azdhs.gov. The Arizona State
Immunization Information System (ASIIS) has operated on STC|ONE® since 1994 and is
fully compliant with CDC/NCIRD IIS Functional Standards v4.1. Current scale:
12,422,206 patient records; 145,686,600 documented vaccinations; 13,806 active
users; 2,986 participating organizations; 57,867,144 HL7 messages processed in
calendar year 2025; 341,839 MyIR™ registered users as of August 2026; Provider
Support handles ~655 inquiries/month with a 100% resolution rate.

e Reference 2 -Indiana Department of Health, Local Health Services Division.
Contact: Dave McCormick, Director; 2 North Meridian Street, Indianapolis, IN 46204;
dmccormick@health.in.gov. STChealth has supported the Indiana Immunization
Information System since 2002 on STC|ONE®, including Hepatitis B Case Management,
School Nurse, STC|U, PHC Hub, and Tier 1 Provider Helpdesk workflows. Indiana
recently completed a new IIS procurement and awarded STChealth the next five-year

77
411515 St info@stchome.com www.stchealth.com
Phoenix, AZ 85004 Information is STChealth Confidential & (480) 745-8500

Proprietary



contract term (through 2030). Current scale: 11,504,240 patients; 143,992,012
vaccinations; 14,596 active users; 2,175 organizations; 841 connected pharmacies;
65,438,791 real-time HL7 transactions in 2025.

e Reference 3 - Louisiana Department of Health, Office of Public Health
Immunization Program (LDH-OPH IP). Contact: Quan Le, Immunization Program Data
Unit Manager; 1450 Poydras Street, Suite 1938, New Orleans, LA 70112;
quan.le@la.gov. STChealth has operated Louisiana’s LINKS 1IS on STC|ONE® since
2000, fully compliant with CDC/NCIRD IIS Functional Standards v5.2, including through
Hurricane Katrina and the COVID-19 pandemic. Current scale: 6,742,014 patients;
96,855,326 vaccinations; 10,664 active users; 2,211 organizations; 714 connected
pharmacies; 56,499,405 real-time HL7 transactions in 2025; 363,129 MyIR™ users;
School Nurse workflow serving 2,825 active users across 2,012 active schools.

| 4.3.2 EXCEEDS
Mandatory Qualification/Experience Requirements

Confirmation (overall): EXCEEDS.

| 4.3.2.1 EXCEEDS
The Vendor must demonstrate organizational experience with IIS or similar large-scale
public health data systems in enterprise healthcare or public health settings, in compliance
with federal and state regulations, within the five years prior to bid opening, using one or
more of the references in Section 4.3.1.5.

STChealth satisfies and exceeds this requirement through its ongoing statewide 1S
partnerships in Arizona, Indiana, and Louisiana (Reference 1-3 above), each demonstrating
sustained, current, enterprise-scale HIS operation in full compliance with applicable federal
and state regulations. Collectively, these references, together with STChealth’s 27-year,
ongoing operation of WVSIIS itself, demonstrate STChealth’s proven ability to deliver
secure, compliant, high-volume IIS operations and stakeholder-facing services in
enterprise public health environments, fully satisfying this mandatory qualification
reguirement.

4.4 ORAL PRESENTATIONS

The Agency has the option of requiring oral presentations.

Compliance: MEETS. STChealth acknowledges this option and, if exercised, will participate in oral
presentations consistent with the structured agenda below, without altering or adding to its
submitted proposal beyond clarification of information already provided.

| 4.4.1 MEETS
Oral Presentations will follow the structured agenda below.
| 4.4.1.1 MEETS
Introductions (10 Minutes)
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STChealth will introduce the key personnel who will be involved in implementation and
ongoing support of WVSIIS under this contract, including the assigned Client Partner, Client
Integrator, and relevant technical leads, with names, roles, and relevant public health software

deployment experience, along with a brief overview of STChealth’s organization and approach to
public sector partnerships.

| 44.1.2 MEETS
Demonstration of Solution (60 Minutes).

STChealth will provide a virtual demonstration of the STC|ONE® platform highlighting core
system functionality, user interface, and workflow alignment with the goals and
requirements outlined in this RFP, drawing on WVSIIS’s current, live production configuration.
| 4.4.1.3 MEETS
Wrap-up and Questions (20 Minutes).

STChealth will conclude with a brief recap of its solution’s value proposition,
implementation readiness (reflecting incumbent status), and support model, and will

reserve time for the State’s follow-up questions on technical, operational, or compliance-
related aspects of the proposal.
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Attachments

The following attachments are provided to demonstrate STChealth’s standard operational
practices, service frameworks, and technical capabilities in support of this proposal. Where
applicable, STChealth will meet or exceed all requirements defined in this RFP and resulting
contract, including any requirements that extend beyond or differ from standard documentation
included herein.

e STC|ONE® Service LevelAgreement (SLA) Essentials
o This attachment reflects STChealth’s standard service framework. For this procurement,
STChealth exceeds the support requirements defined in the RFP, including a minimum
nine-hour help desk coverage window, a tiered support structure (Tier 1-3), and State
visibility into the ticketing system.

e STChealth Business Continuity and Disaster Recovery Plan
o Detailed contact lists and operational artifacts referenced in this plan are maintained in
STChealth’s secure environment and will be made available to the State upon request
under appropriate confidentiality controls.
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STC|ONE® Service Level Agreement (SLA) Essentials

CO-SLA-0001
Version -5.0
May 2026
Annual Review / Version Control

Version Date Change 23

3.1 3-13-2020 STC|ONE® Public Health IIS Essentials Kristina Crane
Package added additional sections, and Tiffany Dent
additional clarity on service
descriptions based on client
feedback

3.2 7-22-2020 Updated to reflect update to Dave Mora and
CDC/NCIRD IIS Functional Standards Tiffany
v4.1 Dent

3.3 4-13-2023 Updated the Customer Support Dave Mora and
section to reflect updated consortium Asad Tufail
collaboration on priority tickets.

3.4 8-10-2023 Added High Availability as an Kristina Crane
Additional SLA Package Option (Only
Available as an upgrade)

3.5 07-2024 Updated quality language, revised Kristina Crane,
examples. Douglas

Michaelson
4.0 11-2024 Updated format, updated materials. Douglas
Michaelson

5.0 05/2026 Removed references to IWEB, April Nottage,
updated CO-PRO-00001 - Process for Shae-Lyn
Application Related Issues or Wilkinson
Questions

STC|ONE® Service Level Agreement (SLA) Essentials

STChealth will use all reasonable efforts to maximize the availability of STChealth STC|ONE®

411815 St
Phoenix, AZ 85004

81

info@stchome.com

Information is STChealth Confidential &

Proprietary

www.stchealth.com
(480) 745-8500




(“STC|ONE® --”) and provide performance standards as detailed below. This Service Level Agreement
(“SLA”) applies to STC|ONE® -, Production Instance, deployments at level Essentials that have been
transitioned to Development Operations for a minimum of 24 hours and does not apply to any other
product offered by STChealth. We will provide at least 30 days’ advance notice for adverse changes
to this SLA.

Definitions

“Month” as used herein refers to a calendar month.

"Applicable Monthly Service Fees" means the total fees paid by you for a given STC|ONE® cluster

during the month in which Downtime occurred.

“Production Instance” means the application instances used to support day-to-day operations

and user activities ensuring real-time patient and immunization data access.

“Non-Production Instance”: means the application instances other than Production. These

instances are commonly called Test, Dev/ Development, UAT, or Training.

“Planned Maintenance” means periods of routine maintenance and updates (including ETL

processing). This includes the regularly scheduled agreed upon maintenance windows and

agreed upon extended windows as needed.

"Downtime" is calculated per STC|ONE® cluster on a monthly basis and is the total number of

minutes during the month that the entire cluster was unavailable. A minute is considered

unavailable if all your continuous attempts to establish a connection to the STC|ONE® cluster

within the minute fail. Downtime does not include partial minutes of unavailability or scheduled

downtime for maintenance and upgrades.

“Critical Issue” (incident or defect) that requires immediate effort for resolution. Any planned

work is halted until the resolution of the issue has been achieved. While there are no guaranteed

time frames for resolution, there is a guarantee of immediate effort to resolve. The following are

some characteristics of a critical (P1) issue:

o Complete or modular loss of function in business-critical production systems.

o No workarounds are available to allow the business to continue.

o The potential for data corruption or complete loss of service is time sensitive, and any delay
could result in catastrophic failure.

o STChealth reserves the right to move or change the priority of a ticket based on the above
definitions.

“Non-Critical Issue definition” A problem with the system instance that causes an operational

change to service. This results in a workaround or requires an intervention to gain normal

operations

“Resolution” of an issue is defined as being resolved once a work-around, a mutually agreed

upon “mitigation plan”, or updated release of the software is made available to the client.

“Availability Measurement” means the STChealth Production Service instance as reported

through the STChealth Managed Monitoring Applications. A dashboard will be provided to allow

continuous client monitoring of availability.

“Monthly Uptime Percentage" is calculated per STCJONE® cluster on a monthly basis and is
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calculated as below. Any STC|ONE® cluster deployed for only part of the month is assumed to
be 100% available for the portion of the month that it is not deployed.

Total - Unplanned (.ZJutage - Planned Maintenance % 100 > g9y
Total - Planned Maintenance -

Limitations

Downtime does notinclude, and you will not be eligible for a relief for, any performance or availability

issue that results from:

e Factors outside of our reasonable control, such as natural disaster, war, acts of terrorism, riots,
government action, or a network or device failure at your site or between your site and
STChealth’s Enterprise Cloud; or

e Loss of your password or equipment to access our network; or

e Your or any third party’s (a) improper use, scaling, or configuration of STC|ONE® cluster, or (b)
failure to follow appropriate security practices; or

e All monitoring activities and baseline for any relief, will be based on STChealth’s Enterprise
monitoring; or

e STChealth’s Alpha Offerings; or

e STChealth’s Beta Offerings; or

e STChealth’s Demo Offerings; or

e STChealth’s Non-Production Offerings.

Documents Incorporated via Attachment:
e CO-PRO-00001 - Process for Application Related Issues or Questions
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CO-PRO-00001 - Process for Application Related Issues or Questions

STChealth
Support Service Standard

Process for Application Related Updated: 05-2026
Issues or Questions Issued By: Support Services
Owner: Support Services

Document is generally incorporated as an attachment to one of STChealth’s Service Level
Agreements (SLAs). Though, produced as an attachment for clarity.

Process for Application Related Issues or Questions

Clients using STC|ONE® benefit from a comprehensive, vendor-hosted self-help and issue
tracking system through the STC Service Desk. This system enables authorized client-level
users to submit issues or and improvement requests, track ticket status and receive updates
throughout the resolution process. The Service Desk will assess critical issues immediately,
and non-critical issues and questions as they come and will provide monthly client-level calls
to help with prioritization of tickets. Ad-hoc calls can be scheduled regarding a specific ticket or
issue.

Regarding application related issues, STC will perform due diligence to assess unintended
impacts of an application change upon the business of the IIS.

STChealth utilizes a tiered support model to ensure efficient issue resolution and appropriate
escalation:

e Tier 1 - manages intake, triage and routine issue handling

e Tier 2-performs advanced functional analysis, configuration support and issue investigation

e Tier 3-provides engineering-level escalation for complex defects and code-related issues

This structured support model ensures that issues are addressed at appropriate level of expertise,
while maintaining transparency, responsiveness, and coordinated resolution across all support
tiers.

Our support staff are available to address platform-related questions and non-critical issues
during normal business hours, Monday to Friday, from 5:00 A.M. to 5:00 P.M. MST. Critical
production issues receive 24x7 incident response.

You can submit your questions or feedback to our STC Service Desk.
* https://stchome.atlassian.net/servicedesk/customer/portals (requires login)
* hitps://stecsupport.com/

General Definitions
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+ Defects: Defect is defined as a function within the software that is not operating as designed.

* Incident: A problem with the system instance that causes an unplanned interruption to
service. This results in a work around or a solution by an operational fix

+ Ticket Classification or reclassification: STC reserves the right to reclassify tickets as
appropriate after initial discovery and triage. For example, a defect may be reclassified as
an incident if appropriate. As part of reclassification reasoning will be provided

* Production Instance: means the application instances used to support day-to-day
operations and user activities ensuring real-time patient and immunization data access.

* Non-Production Instance: means the application instances other than Production. These
instances are commonly called Test, Staging, Dev / Development, UAT, or Training.

Severity Definitions:

Critical Issue definition: Issues (incident or defect) that require an immediate effort for
resolution. Any planned work is halted until the resolution of the issue has been achieved. While
there are no guaranteed time frames for resolution, there is a guarantee of immediate effort to
resolve. The following are some characteristics of a critical (P1) issue:

+ Complete or modular loss of function in business-critical production systems.

+ No workarounds are available to allow the business to continue.

+ The potential for data corruption or complete loss of service is time sensitive, and any delay
could result in catastrophic failure.

Core System Examples of Critical Issues Include:

* Providers are unable to submit vaccine orders.

* HL7 message Exchange is down for multiple providers.
+ System users cannot log in or navigate the system.

* Vaccine information cannot be entered into the system.

Non-Critical Issue definition: A problem with the system instance that causes an operational

change to service. This results in a workaround or requires a modification to gain normal

operations

* The resolution: of an issue is defined as being resolved once a work-around, a mutually
agreed upon mitigation plan / resolution action plan, or updated release of the software is
made available to the client.

+ Ticket Classification or reclassification: STC reserves the right to move or change the
severity of a ticket based on the above definitions.

Response Times and Process

Production Instance Support

STC Operations provides 24 hours per day, seven days per week, incident response for critical
issues affecting the production instance. If an automated system alert indicates a critical issue,
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STC will acknowledge and begin triage within 15 minutes of the alert to work towards system
restoration.

Critical Incidents or Defects: STC will provide the Client Program with a written summary of work
completed and planned, in the STC Service Desk ticket. Initial results of the triage will be
provided within one (1) hour with updates at least every two (2) hours until the issue is stabilized
or a mutually agreed mitigation plan, workaround or software update is available.

SLA Metric Target

Critical Issue Response 15 minutes (alert acknowledgment)
Critical Issue Resolution Plan 1 hour (initial plan provided to client)
Non-Critical Issue Response 4-24 business hours (ticket acknowledgment)

Non - Production Instance Support
+ Non-production instance issues will be reviewed during normal STC business hours.

DATE ISSUED/DATE REVIEWED

Date Issued: 05/2026
Date Reviewed: 05/2026
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Business Continuity and Disaster Recovery Plan

S-PP-0003
Version 2.1
May 2026
Revision No. Revision Date Summary of Changes Author
1.0 October 2013 Initial plan
1.1 May 2015 First Revision - Updated personnel list and Business

Continuity team graphic; Made minor changesto
wording, grammar, and spelling

1.2 November 2015 Added clarification on client notifications; Updated
contact information for employees, vendors, clients
and other stakeholders.

1.3 August 2018 Revision of Nov. 2015 version J. Calovini

1.4 May 2019 Annual Review: Minorupdates and addition of contact | J. Calovini
information

1.5 July 2020 Annualreview: Minorupdates; additional pandemic B. Altstadter
detail and updated links.

1.6 July 2021 Annual Review J. Calovini

1.7 June 2022 Annual Review D. Michaelson

1.8 May 2023 Annual Review D. Michaelson

1.9 May 2024 Annual Review —Minor Grammer Revision. D. Michaelson

2.0 May 2025 Annual Review D. Michaelson

2.1 May 2026 Annual Review - Contact updates S. Walker

Approvals

Azure Spanier, Authorizing Official

1. Overview

STChealth’s (STC) mission is to “Build a Healthier Future” by transforming how our customers do
business by designing, developing and delivering innovative technology solutions. To accomplish
this mission, STC must ensure its operations are performed efficiently with minimal disruption,
especially during an emergency. In the event of a disaster that interferes with STC’s ability to
conduct business from its 411 S 1st Street, Phoenix, Arizona office, this plan will be used by the pre-
assigned individuals to coordinate the recovery of business functions. This document provides
planning and program guidance for implementing STC’s Business Continuity and Disaster Recovery
Plan and programs to ensure the organization can conduct its essential missions and functions
under all threats and conditions.
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1.1 Scope

The Business Continuity Plan (BCP) scope is recovery and business continuance from a serious
disruption due to non-availability of the 411 S 1st Street facility. For Additional information relative
to client or internal backup, reconstitution, and recovery please see the Contingency Planning
Policy. The BCP includes procedures for all phases of recovery. This planincludes Disaster Recovery
Planning (DR) which includes recovery of technology facilities, platforms such as critical
applications, databases, servers and other required infrastructure. Unless otherwise modified, this
plan does not address temporary interruptions of durations less than the time frames determined to
be critical to business operations.

The scope of the plan focuses on localized disasters. It is not intended to cover major regional or
national disasters such as war or nuclear attack.

1.2 Planning Assumptions
This Continuity Plan is based on the following assumptions:

1. That a viable and tested IT Disaster Recovery Plan exists and will be put into operation to
restore critical information systems.

2. Thatthis plan has been properly maintained and updated as required.

3. That home-sourced operations will be the primary alternate location to support the
continuation of STC’s essential functions.

4. Once the Continuity Plan is activated, available communications and information systems
will be available in accordance with Section 6 of this document.

5. Thelevel of detail is based on the premise that sufficient, knowledgeable STC personnel will
not be incapacitated by the interrupting event and can execute the Business Continuity Plan.

6. Thatequipmentand supplies can be readily obtained from current vendors.

7. That corporate credit cards and existing accounts will be used for the procurement of
necessary equipment and supplies.

1.3 Objectives

The objective of the BCP is to coordinate recovery of critical business functions in the event of a
disruption or disaster at the 411 S 1st Street office. This can include short- or long-term disasters or
disruptions such as fires, floods, earthquakes, power outages, rail accidents, explosions, terrorism,
hazardous chemical spills, pandemics and other natural or man-made disasters.

STC priorities in a disaster are to:

1. Ensure the safety of all employees and visitors in the office building — Emergency Response
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team (ERT) responsibility.
2. Mitigate threats or limit damage caused by the threat if possible — ERT responsibility.
3. Declare the event and begin implementation of documented plans and procedures to

restore operations in a quick and effective manner.

The STC objectives of this plan are to:

1. Reduce or mitigate disruptions to operations.
2. Ensure STC has backup facilities that can perform essential functions, as appropriate.
3. Protect essential equipment, data, and other assets, in the event of a disruption.
4. Achieve STC’s timely and orderly recovery and reconstitution from an emergency.
2 Roles and Responsibilities

The Business Continuity Planning and Execution team consists of the following key roles:

Planning Responsibilities Response Responsibilities

Executive Leadership

Business Continuity
Coordinator (BCC)

e Review and approve Business Continuity
Plan

*  Provide funding to ensure continuity
measures are in place

* Establish expenditure authorization limits
for Business

e  Continuity Coordinator

Provide interaction with public and
stakeholders as required

* Direct the development of the Business
Continuity Plan

* Assessthe impact of technological or
organizational changes on the Business
Continuity Plan and coordinate any
revisions

e Coordinate routine updates to detailed
information supporting the plan

¢ Manage electronic and hard copy access
and distribution of the plan

* Ensure all personnel with specific
Business Continuity responsibilities are
prepared and trained to fulfill their duties

* Ensurethatthe planis tested at least
annually

¢ Conduct evacuation drills

¢ Develop procedures for securing premises

411 S1% st
Phoenix, AZ 85004

Ensure the safety of the staff

Activate the plan, declare the disaster
Notify executive leadership that a
disaster has been declared

Monitor the progress of all Business
Continuity and Disaster Recovery teams
Present daily status briefings

Authorize expenditures and allocations
of funds per pre-

established guidelines

Provide on-call support for any
emergency

Serve as a liaison between senior
management and the Business
Continuity team

Coordinate emergency response efforts
between all teams

Develop a damage report and present it
to management
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Planning Responsibilities Response Responsibilities

Information ¢  Ensure routine maintenance scheduleisin| *  First point of contact for IT for the BCC
Technology Team place * |nspect facility upon notification of
Lead * |leadtechnologicalrisk assessments facility habitability
* Maintain a list of vendor phone numbers ¢ Activate IT Technology recovery Plan/DR
and record in DR Plan online for plan
accessibility = Evaluate damaged assets
e Ensure necessary redundancy and/or s Secure assets
backups are in place and functioning for ¢  Work with investigators/local
all critical infrastructure responders to determine cause of

incident, if needed

e Deliver usable hardware to employees, if
needed

*  Workwith Finance team to arrange
deliveries to alternate site as needed

* Recall backup tapes and vital records

e Recover network and
applications/systems

¢ ReturnIT environment to operational

state
* Maintain information security operations
to prevent
e compromise or loss of data
Development/ * Maintain a list of vendor phone numbers * First point of contact for Customer
Operations Team and record in DR Plan online for Applications for the BCC

Lead accessibility

e Ensure necessary redundancy and/or
backups are in place and functioning for
all critical

* applications B -

Customer Support e Ensure procedures are in place to transfer | *  Perform transfer procedures

Team Lead necessary functions ¢ Update voicemail with status, if
* Maintain a list of vendor phone numbers necessary/appropriate
and record in DR Plan online for e Coordinate staffing schedule changes, if
accessibility necessary
* Maintain charged battery and test mobile | ¢ Implement collaborative work tools,
~hotspot monthly _ WebEx, Google video chat, etc.
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Planning Responsibilities Response Responsibilities

Communications * Develop and maintain call list for e Coordinate all customer
Team Lead customers and record in DR Plan online for communication efforts related to the
accessibility event

e Communicate with vendors/contracts
as necessary

* Coordinate with the BCC regarding
employee communications

* Perform community outreach to victims

*  Work with local news media to release
statement post disaster

* Provide media with status updates as
authorized by management

e Ensure corporate website is updated to
reflect any

¢ operational changes

Human Resources * Develop Evacuation and Emergency e Communicate status and plans to
Team Lead Response training materials employees and families
¢ Assistthe BCC with training and tracking | =  Assist employees with worker
of employees with continuity roles compensation claims
* Conducttraining classes to ensure all staff «  Assist employees with insurance
are trained benefits

* Reachouttoinjured persons and
families of victims

*  Work with management to develop
community outreach programs

Finance TeamLead | e Assist business units with financial e Assistin procurement and ordering of
assessment of potential business impact new materials and supplies
* Ensure procedures are in place to provide | =  Ensure that payroll continues
necessary functions if not at office e Workwith insurance claims
¢ Maintain a financial institution information representatives
list and record in DR Plan online for * Ensure thataccounts
accessibility payable/receivable continue

¢ Forward mail (in the event of
* long-term limited access to the primary

facility)
Team Member (all * Assist Team Lead in planning and * Follow the direction of the Team Lead to
teams) preparing assist with

* appropriate business continuity efforts

3 Activation, Notifications and Relocation

3.1 Activation

- Based on the type and severity of the emergency, STC’s Continuity Plan may be activated by:
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1. STC Business Continuity Coordinator or a designated successor may initiate the Continuity
Plan activation for the entire organization, based on an emergency or threat directed at the
organization.

Continuity Plan activation and relocation are scenario-driven processes that allow flexible and
scalable responses to the full spectrum of all-hazards or threats that could disrupt operations with
or without warning and during work or non-work hours. Continuity Plan activation will not be required
for all emergencies or disruptions, since other actions may be more appropriate.

As the decision authority, the BCC will be kept informed of the threat environment using all available
means, including STC’s Emergency Response team, regional notification systems, local operations,
and State and local reporting channels and news media. The BCC will evaluate all available
information relating to:

¢ Direction and guidance from higher authorities.

* The health and safety of personnel.

* The ability to execute essential functions.

e Changes in threat advisories.

* The potential or actual effects on communication systems, information systems, office
facilities, and other vital equipment.

* The expected duration of the emergency.

3.2 Alert and Notification Procedures

STC maintains plans and procedures for communicating and coordinating activities with personnel
before, during, and after a continuity event.

Before an event, personnel at STC will monitor advisory information. In the event normal operations
are interrupted or an incident appears to be imminent, STC will take the following steps to
communicate the organization’s operating status with all staff:

1. The BCC or designated successor will notify the ERT of the emergency requiring Continuity
Plan activation

Upon the decision to activate the Continuity Plan, STC will notify all STC personnel, as well as
affected and interdependent entities, with information regarding continuity activation and relocation
status, operational and communications status, and the anticipated duration of relocation. These
entities include:

* Continuity facilities and on-site support teams with information regarding continuity
activation, relocation status, and the anticipated duration of relocation
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* All STC employees with instructions and guidance regarding the continuity activation and
relocation

¢ Clients, including providing detailed information on how continuity of services and support
will be maintained

3.3 Relocation Process

Once the Continuity Plan is activated and personnel are notified, STC will relocate continuity
personnel and vital records to the continuity facilities, employees’ homes. STC continuity personnel
will deploy/relocate to their homes to facilitate communication and operations by performing STC’s
essential functions and other continuity-related tasks.

Emergency procedures during work hours with or without a warning will be implemented as follows:

e Continuity personnel, including advance team personnel, if applicable, will depart to the
designated continuity facilities, employee’s homes, from the primary operating facility or
current location using privately owned vehicles.

* Non-continuity personnel present at the primary operating facility or another location will
receive instructions from the ERT. In most scenarios, non-continuity personnel will be
directed to wait for further guidance.

s At the time of notification, if available, information will be provided regarding safety
precautions and routes to use when leaving the primary operating facility.

Emergency procedures during non-working hours with or without a warning will be implemented as
follows:

* Advance team members, if applicable, will remain at the designated continuity facilities,
employee’s homes, unless deployment to the primary office location is necessary for
evaluation.

* Continuity personnel will remain at home unless requested to depart to the primary facility
from their current location using privately owned vehicles.

* Non-continuity personnel will remain at their residences to wait for further instructions.

Non-continuity personnel may be required to replace or augment continuity personnel during
activation. These activities will be coordinated by the ERT with the replacement staff on a case-by-
case basis. Non-continuity personnel will remain available to replace or augment continuity
personnel, as required.

The ERT will direct STC’s non-continuity personnel to remain at home until further notice.
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In the event of an activation of the Continuity Plan, STC may need to procure necessary personnel,
equipment, and supplies that are not already in place for continuity operations on an emergency
basis. The BCC maintains the authority for emergency procurement.

4, Business Continuity Team

4.1 Contact Lists
This section contains the contact lists for the leadership members of the Business Continuity team

as well as the members of the response teams. This list is maintained on SharePoint for continuity
purposes.

4.1.1 Business Continuity Planning and Response Team Contact List
This list is maintained on the SharePoint for continuity purposes:
https://stchealth.sharepoint.com/:x:/s/STCHealthLL C/EX_uclin2gxQtpn5-
DSgHJoBJO59y30s9ngWEt57sQskBA?e=CLtQzc

4.1.2 Communications Team Contact List

This list is maintained on the SharePoint for continuity purposes:

https://stchealth.sharepoint.com/:x:/s/STCHealthLLC/EX_uclin2gxOtpn5-
DSqHJoBJO59y30s9ngWEt57sQskBAZe=CLtQzc

4.1.3 Infrastructure Team Contact List

This list is maintained on the SharePoint for continuity purposes:
https://stchealth.sharepoint.com/:x:/s/STCHealth|.LC/EX _uclin2gxOtpn5-

DSgHJoBIO59y30sIngWEL57sQskBA?e=CLtQzc

4.1.4 Finance/Accounting Team Contact List

This list is maintained on the SharePoint for continuity purposes:
https://stchealth.sharepoint.com/:x:/s/STCHealthLLC/EX_uc)In2gxQtpn5s-
DSgHJoBJO59y30s9ngWEt57sQskBA?e=CLtQzc

4.1.5 Human Resources Team Contact List

This list is maintained on the SharePoint for continuity purposes:

https://stchealth.sharepoint.com/:x:/s/STCHealthLLC/EX_uclin2gxOtpn5-
DSgHJoBJO59y30s9ngWEt57sQskBA?e=CLtQzc
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5. Emergency Operations Center

in the event of a declared disaster affecting STC’s business offices, business operations will utilize
home-sourced employees using the telework policy.

Contact information for STC teams is in Section 4 of this Business Continuity Plan.

6. Business Impact Analysis

Function

Criticality

Maximum Required Resources

Downtime

Potential Impact

Accounts
Payable

Medium

8 Hours # Employees: 2

Equipment: Desktop/Laptop,
Printer, Telephone

Supplies: Bills, Accounting files
Technology: QuickBooks,
Corporate file share, internet
banking, email
Interdependencies: IT

Inability to pay suppliers
may cause disruption of
services

Accounts
Receivable

Medium

4 Hours # Employees: 2

Equipment: Desktop/Laptop,
Printer, Telephone

Supplies: Customer Payments,
Accounting files

Technology: QuickBooks,
Corporate file share, internet
banking, email
Interdependencies: IT

Disruption of cash flow

Payroll

Medium

4 hours on # Employees: 3

payrollweeks| Equipment: Desktop, Laptop,
Printer, Tetephone

Supplies:

Technology: QuickBooks,
Corporate file share, internet
banking, email
Interdependencies: Payroll notes
from HR, IT

Inability to pay employees
in a timely fashion

Human
Resources

Low

48 hours #Employees: 2

Equipment: Desktop/Laptop,
Printer, Telephone

Supplies:

Technology: Internet (SaaS app-
ADP WFN, Exact Hire), file share,

Inability to support
employees inthe eventofa
crisis.

41181 St
Phoenix, AZ 85004
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STChealth

Function Criticality

Maximum
Downtime

Required Resources

email
Interdependencies: Payroll notes
to Finance

Potential Impact

Customer High
Support

30 minutes

# Employees: 8

Equipment: Desktop, Telephone-
Telax

Supplies: How-to procedures
Technology: Internet (SaaS app-
Jira, Zoho), email, chat (botco.ai)
Interdependencies: Cloudnet for
phone service

Reduced client
satisfaction/confidence;
inability to track and
resolve criticalclient
issues; financial impact
due to degradation of
service

Development | Medium

8 hours

#Employees: 24

Equipment: Desktop/laptop,
telephone

Supplies:

Technology: Internet, remote
access to cloud, Jenkins app,
Maven
Interdependencies: Amazon Web
services and MS Azure

Late productdelivery and
missed deadlines

Operations High

15 minutes

# Employees: 4

Equipment: Desktop/laptop,
telephone

Supplies:

Technology: Internet, remote
access to cloud, Jenkins app,
Maven

Interdependencies: AmazonWeb
services and MS Azure

Inabitity to support client
applications; reduced
client satisfaction

Quality Medium

Assurance

8 hours

# Employees: 8

Equipment: Desktop/laptop,
telephone

Supplies: Use cases, test plans
Technology: Internet, remote
access to cloud, Jenkins app,
Maven

Interdependencies: AmazonWeb
services and MS Azure

Late product delivery and
missed deadlines

Marketing/ Medium

Sales

8 hours

# Employees: 9 Equipment: Laptop
Supplies: Technology: Internet
Interdependencies:

Inability to pursue new
revenue opportunities

4115 1St
Phoenix, AZ 85004
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Function Criticality Maximum Required Resources Potential Impact

Downtime
Customer High 15 minutes # Employees: 5 Disruption of client services
Applications Equipment: Servers/Network
(Private) Infrastructure
Supplies:

Technology: Microsoft Azure
Interdependencies:
Development/Operations/QA

Customer High 15 minutes # Employees: 5 Disruption of client services
Applications Eguipment: Servers/Network
(Public) Infrastructure

Supplies: Technology: AWS
Interdependencies:
Development/Operations/QA

7. Continuity and Reconstitution

7.1 Continuity Operations
This section describes the operational procedures for the continuation of essential functions.

Upon activation of the Continuity Plan, if possible, STC will continue to operate at its primary
operating facility until ordered to cease operations by the BCC. At that time, essential functions will
transfer to the continuity facility. STC will ensure that the continuity plan can be operational within
30 minutes of plan activation.

A requirement of continuity personnelis to account for all STC personnel. STC will use the following
processes to account for all personnel:

* Teams Communications
* Company-wide email

* Telephone tree

* Website updates

7.2 Reconstitution Operations

This section identifies and outlines a plan to return to normal operations once the BCC determines
that plans for resuming normal business operations can be initiated.

Within 24 hours of an emergency relocation, the Business Continuity team will initiate and
coordinate operations to salvage, restore, and recover STC’s primary operating facility after receiving
approval from the appropriate State and local law enforcement and emergency services.
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« Business Continuity Coordinator will serve as the Reconstitution Manager for all phases of
the reconstitution process

e Each business unit will designate a reconstitution point-of-contact (POC) to work with the
Reconstitution team, update office personnel on developments regarding reconstitution,
and provide names of reconstitution POCs to the Business Continuity Coordinator within 24
hours of the Continuity Plan activation

During continuity operations, the IT Manager must determine the status of the primary operating
facility affected by the event by inspection and/or contact with local authorities. Upon obtaining the
status of the facility, STC will determine how much time is needed to repair the primary operating
facility and/or acquire a new facility. This determination is made in conjunction with the Executive
Management team. Should STC decide to repair the facility, the IT Manager has the responsibility of
supervising the repair process and must notify the Executive Management of the status of repairs,
including estimates of when the repairs will be completed.

Reconstitution will commence when the BCC or other authorized person ascertains that the
emergency has ended and is unlikely to reoccur. These reconstitution plans are viable regardless of
the level of disruption that originally prompted implementation of the Continuity Plan. Once the
appropriate STC authority has made this determination in coordination with other State, local and/or
other applicable authorities, one or a combination of the following options may be implemented,
depending on the situation:

« Continue to operate from the continuity facilities
e Reconstitute STC’s primary operating facility and begin an orderly return to the facility
e Beginto establish a reconstituted STC in another facility or at another designated location

Before relocating to the primary operating facility or another facility, the IT Manager will conduct
appropriate security, safety, and health assessments to determine pbuilding suitability; will verify that
all systems, communications, and other required capabilities are available and operational; and will
confirm that STC is fully capable of accomplishing all essential functions and operations at the new
or restored primary operating facility.

The Business Continuity Coordinator will provide information regarding continuity activation and
relocation status; STC’s continuity facility, operational and communication status; and anticipated
duration of relocation.

e |T Manager will develop space allocation and facility requirements.

e The Human Resources Team Lead will notify all personnel that the emergency or threat of
emergency has passed, and the actions required of personnelin the reconstitution process
using a company-wide email.

« The CFO will coordinate office space for reconstitution, if the primary operating facility is
uninhabitable.
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« The Human Resources Team Lead will develop procedures, as necessary, for restructuring
staff.

« Upon verification that the required capabilities are available and operational and that STC is
fully capable of accomplishing all essential functions and operations at the new or restored
facility, the IT Manager will begin supervising a return of personnel, equipment, and
documents to the primary operating facility or a move to a temporary or new permanent
primary operating facility. The phase-down and return of personnel, functions, and
equipment will follow the priority-based plan and schedule outlined below and STC will
develop return plans based on the incident and facility within 72 hours of plan activation.

The Business Continuity team will conduct an After-Action Review (AAR) once back in the primary
operating facility or in a new primary operating facility. The Business Continuity Coordinator is
responsible for initiating and completing the AAR: all offices within STC will have the opportunity to
provide input to the report. The AAR will address the effectiveness of the continuity plans and
procedures, identify areas for improvement, document these in a corrective action program (CAP),
and then develop a remedial action plan as soon as possible after the reconstitution. The Business
Continuity Coordinator is responsible for documenting areas for improvement in the CAP and
developing a remedial action plan. In addition, the AAR will identify which, if any, records were
affected by the incident and will work with the IT Manager to ensure an effective transition or recovery
of vital records and databases and other records that had not been designated as vital records.

8. Resources and Equipment

8.1 Critical Software List
Authorized individuals will have access to our Critical Software List, which can be found at this link:

https;/!stchealth.sharep_oint.c:omf:x;l.s/STCHe_a,lth,L,L,C,[,EX_,u,CJJn,2q>,<QIp[15:
DSqH,J,oBJ059y3059ngWEt5_7stkBA?e=CLtQ_z,c

9. Contact Details

9.1 Staff List

Authorized individuals will have access to our internal Staff List, which can be found at this link:
https:!fstchealth.sharepoint.comf:x:/sr’STCHealthLLCiEX_chJnquomns—
DSqHJoBJDSSySOsSngWEtS“/stkBA’?e:C LtQzc

9.2 Government Sector Client List

Authorized individuals will have access to our Government Sector Client List, which can be found at
this link:

https:Hstcheal.th.sharep_oint.com/;x:fs!STCHea,l,th,LL,C/EX_ucJ,Jn,quOt,p,nS:
DSqHJoBJO59y30ss)ngW,Et573stB,A?e:CLth,c
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9.3 Private Sector Client List

Authorized individuals will have access to our Private Sector Client List, which can be found at this
link:

https://stchealth.sharepo int.com/:x:/s/STC
DSqH) 0BJO59y30s9ngWE57sQ skBA?e=CLtQzc

9.4 Vendor/Supptier List

Authorized individuals will have access to our Vendor/Supplier List, which can be found at this link:
https://stchealth.sharepoint.c om/:x:/s/STCHealthLLC/EX u clIn2gxOtpns-
DSqHIOBIO59y30s9NgWELS7 sQskBA?e=CLtQzc

9.5 Insurance Contact Information

Authorized individuals will have access to our Insurance and Financial Contact List, which can be
found at this link:

https://stchealth.sh arepoint.com/:x:/s/STCHealth LLC/EX_uclin2gxOtpns-

DSqHJoBIO 59y30s9ngWELS/ sQskBA?e=CLtQzc

10. Plan Training and Testing

This section contains information about how STC administers the Business Continuity Plan
Awareness, Training and Testing programs.

10.1  Awareness and Training

Training and awareness completion records will be maintained in each employee’s personnel file.

Awareness Activity Frequency Responsible Required Materials Comments

New Employee Once PowerPoint
Orientation
Annual Employee Plan Annual HR Email with key points | Include when
Review highlighted Employee Handbook
and/or NDAs are
updated and
requires re- review
by
employees
National Readiness Annual - Communications Manager blog, Highlight readiness
Month September posters, etc. with blog posts,
L contests, etc.
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10.2  Exercising/Testing the Business Continuity Plan

The Business Continuity Coordinator is responsible for conducting a minimum annual exercise of
the BCP. Completion of the exercise/test will be documented by the BCC and maintained on file
electronically and in hard copy with this plan. All unplanned implementation of the BCP will be
included as a test and documented accordingly.

Participants Frequency
All BCP team Leads lAnnual

Exercise Type
abletop Exercise

Purpose
raining/updating BCP

11. Ptan Maintenance, Revision History, and Approvals

11.1 Business Continuity Plan Maintenance

The BCC is responsible for the maintenance of this document. When updates are required, the BCC
shall establish a timetable for updates, ensure the required updates are completed, and distribute
the updated plans to the distribution list noted at the beginning of this document.

The plan is updated as needed:

* Inresponse to major changes to the organization such as office moves, telephone number
changes, new personnel, changes to BCP teams, retirements, duty changes, new product
lines, and additions or deletions of critical applications or product lines;

* In response to changes in business processes revealed during updates to the Business
Impact Analysis;

* After each tabletop exercise to reflect the recommendations resulting from the post-test
wrap-up debriefings; and

* Based on annual plan reviews

As sections of the plan are updated, the revised sections are provided to BCP team members and
any additional plan holders. All BCP participants and plan holders are notified of the changes and
encouraged to review all changes and appropriately update their copy of the plan. Updates will
generally be distributed electronically, and plan holders will print hard copies to insert into their
plans. The plan will be stored electronically off premises from the 411 S 1st Street facility to ensure
availability if the building is destroyed or becomes unreachable.

In addition, the plan will be updated in the event an actual disaster occurs. The plan will be reviewed
and updated at a convenient point after the initial responses to the disaster have been completed.

11.2  Printing and Distribution Instructions
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Hard copies will be kept at the homes of the individuals listed in Section 4.2.1. When printed, the
Staff Contact list referenced in Section 9.2.1 should be included in the printing and should be
replaced at least quarterly.

Additionally, all individuals mentioned in sections 4.2.1 to 4.2.5 will have online access to the
Disaster Recovery Plan.

Appendix A: Risk Assessment and Treatment Matrix

Asset or Opportunities for Probability Impacts with Existing Mitigation Overall

Operation Prevention L,M, H . Ratin
P ( ) People Property  Operations g

Risk or Mitigation
Severe Personnel, Telephone and M L L M M
Thunderstorms )Ability to computer systems
Flood continue that atllow

operations  fteleworking.

at Phoenix

office
Air Conditioning [Personnel, Inspection of HVAC L L L L L
Failure Ability to system ensure

continue fitters on A/C are

operations at [changed regularly.

Phoenix

office
Pandemic/Annu[Personnel On-site vaccinations L M L M L
al Flu health, ability [for staff, health

to provide conscious

staff for reminders.

operations Ability to telework.
Enhanced cleaning,
social distancing

guidelines.
Sabotage Data Access controls. L L L M L
Employee
background checks.
Riot/Civil Personnel, Telephone and L L L L L
Disturbance ability to computer systems
continue that allow
operations  fteleworking.
at Phoenix
office
Theft/Vandalism[Property Third-party off- site L L M L L
hosting for critical
systems.
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Asset or Opportunities for Probability Impacts with Existing Mitigation Overall
Operation Prevention (L, M, H) ; Rating
Risk or Mitigation People Property  Operations
Terrorism Personnel, Telephone and L L L L L
Property, computer
Ability to systems that
continue allow teleworking.
operations
at Phoenix
office
Workplace Personnel Policies for disabling L H L L L
Violence accounts for
terminated
employees.
Employee
satisfaction
programs and
monitoring.
Background checks.
Physical
building security.
Unauthorized |Data Information security M L L H M
Release of policies
Confidential and procedures.
Information Access controls.
Fire Personnel, Sprinkler system. L L H L L
Property
Disgruntled Data Policies for disabling M L L M M
Employee accounts for
terminated
employees.
Employee
satisfaction
programs and
monitoring.
Background
checks.
Power Ability to UPS. Off-site M M L M M
Fluctuations/ [continue hosting of critical
Outages operations at |applications.
the Telework policy.
Phoenix office
Equipment Ability to Regular monitoring M M H H H
Failure continue and maintenance of
operations critical systems.
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Asset or
Operation
Risk

Opportunities for
Prevention

or Mitigation

Third party off- site
hosting.

Probability
(L, M, H)

Impacts with Existing Mitigation

People

Property

Operations

QOverall
Rating

Material Spills

operations at
the

Phoenix
office.

that allow
teleworking.

Loss of Ability to Maintain multiple M M L M M
Communication{continue methods of
S operations communication (e.g.
phone,
email)
Loss of Data Ability to Backup and M L L M M
continue recovery plans
operations
Viruses, Property, Apply regular M M M M M
Malware, Ability to patches.
Hacker Attack |continue Regular monitoring
operations  fand maintenance of
critical systems.
Loss of Personnel, |Cross-training M M L M M
Institutional Ability to programs.
Knowledge continue Operational
operations documentation.
Failure of third JAbility to Establish Service L L L H M
party hosting  [continue Level
system operations Agreements with
vendors.
Rail Accidents / |Ability to Telephone and L M M M
Hazardous continue computer systems

4118 1°'St
Phoenix, AZ 85004
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l_IDDlTlONAL INFORMATION

—

-IJUEST FOR PROPOSAL - IMMUNIZATION INFORMATION SYSTEM (1iS)

THE STATE OF WEST VIRGINIA PURCHASING DIVISION FOR THE AGENCY, WEST VIRGINIA DEPARTMENT OF HEALTH,
BUREAU OF PUBLIC HEALTH OFFICE OF EPIDEMIOLOGY AND PREVENTION SERVICES, IS SOLICITING PROPOSALS TO
ESTABLISH AN OPEN-END CONTRACT FOR AN IMMUNIZATION INFORMATION SYSTEM (IlS) PER THE ATTACHED

DOCUMENTS.

»+ONLINE RESPONSES ARE PROHIBITED FOR THIS SOLICITATION™*

»+QUESTIONS REGARDING THE SOLICITATION MUST BE S
PRIOR TO THE QUESTION PERIOD DEADLINE CONTAINED |

UBMITTED IN WRITING TO CRYSTAL.G.HUSTEAD@WV.GOV
N THE INSTRUCTIONS TO VENDORS SUBMITTING BIDS™*

INVOICE TO

SHIP TO

HEALTH AND HUMAN RESOURCES
BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE
350 CAPITOL ST, RM 206

HEALTH AND HUMAN RESOURCES
BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE
350 CAPITOL ST, RM 206

CHARLESTON VW 25301-3717 CHARLESTON WV 25301-3717

us us

Line Comm Ln Desc Qty Unit of Measure Unit Price Total Price
1 Software

vumm Code Manufacturer

Specification Model #

43230000

Extended Description:
See attached Cost Sheet - Attachment A.

Vendor should clearly identify and segregate the cost proposal from the technical proposal in a separately sealed envelope.

x+*+ Online responses have been prohibited for this solicitation. Follow all bidding instructions.

SCHEDULE OF EVENTS
Line Event Event Date
1 VENDOR QUESTION DEADLINE 2026-07-31

Date Printed: Aug 4, 2026

Page:

2 FORM ID: WV-PRC-CRFP-002 2020\05
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See attached document(s) for additional Terms and Conditions




CRFP-0506-Mi52700000001-2

Immunization Information System (lIS) Baseline Requirements Traceability Matrix (RTM)
Update Released July 2025

This requirements traceability matrix (RTM) contains draft baseline functional and non-functional requirements for an immunization information system (IIS). The requirements
clarify minimum expectations for what 1S technology must do and how it must operate to support IIS Functional Standards and programmatic and immunization stakeholder
needs. The functional requirements describe intended behaviors of an 1IS to support business processes and tasks, by function and capability. The non-functional requirements
convey technical requirements related to how a system must operate, by attribute and sub-characteristic. An embedded IIS Functional Model presents a visual depiction of the
core functions, capabilities and attributes of lIS and serves as a companion to the requirements.

This RTM is intended to be used by immunization programs as a starting point for the procurement of an 1IS platform, module or enhancement. The RTM should be used
throughout the system development life cycle (SDLC) to ensure requirements are met in a final product or system. Immunization programs and IS may also use the IIS
Functional Model and the requirements within this RTM to help assess and identify gaps in current IS functions, capabilities and technical quality and provide a roadmap for
future development within or across jurisdictions.

Contents

Guidance: Using the RTM  Step-by-step guidance and helpful hints/notes for using the RTM as part of a procurement process.
Functional Model Draft IIS Functional Model (FM), a visual depiction of 1IS functions and capabilities and attributes.
FM Descriptions Descriptions of the IS Functional Model functions and capabilities and attributes; also provides an indication of total requirements by function/categ
RTM Format Description of how the RTM is structured for presentation of the requirements.

Requirements by Function/Grouping:

Admin System Requirements related to the function: Administer System

Manage Orgs Requirements related to the function: Manage Organizations and Facilities

Manage Users Requirements related to the function: Manage Users

Interop Requirements related to the function: Support Interoperability

Data Quality Requirements related to the function: Ensure Data Quality

Eval Forecast Requirements related to the function: Evaluate & Forecast

Manage Pt Iz Record Requirements related to the function: Manage Patient & Immunization Records

Manage Vaccine Inventory Requirements related to the function: Manage Vaccine Inventory

Data Access Requirements related to the function: Provide Data Access

Non-functional Technical requirements across key attributes

Glossary List of terms used in requirements and their definitions

Crosswalk to FS Compare the Functional Model to the IIS Functional Standards (FS)

This RTM was developed by the Public Health Informatics Institute, in partnership with AIRA and COC and with financial support from COC under Cooperative Agreement
number 6 NH231P922664-01. Questions, comments and suggestions are welcomed at iis@phii.org.

|,
PUBLIC HEALTH .'
INFORMATICS :
—— INSTITUTE e
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Guidance for leveraging the RTM workbook in a procurement

Suggested steps and helpful hints for immunization programs and IS when using the 1IS Functional Model and requirements within this RTM as part of a
procurement and system development life cycle.

1. Identify the scope of the procurement

-- Are you looking to procure an IIS platform or a specific module or enhancement?

-- Identify which functions and capabilities within the IIS Functional Model may relate to your project scope.

-- What technologies/systems do you have access to within your jurisdiction that will fulfill certain functions/capabilities/requirements?
-- What technologies/systems will need to be integrated with the procured solution?

-- Use the RTM to identify the requirements in scope.

2. Identify stakeholders/representatives to be included in the requirements review and validation process (and will be included in user acceptance testing)

-- Include people that do the work, i.e., staff from across the IIS and immunization program who will be using the system/module/enhancement being procured.
-- Include representatives from IT, as appropriate, e.g., a jurisdictional IT security officer.

-- Consider validating requirements with end users to ensure completeness and accuracy and to inform prioritization.

-- Engage with the procurement office early in the process to fully understand jurisdictional requirements, policies, templates, approval processes, and timelines.

3. Gather existing business process documentation for reference
-- Gather standard operating procedures, documented workflows, business process analysis documents, help desk and tickets.
-- These materials will assist in the review and validation of the requirements within the RTM.

4. Kickoff the requirements review and validation process

-- Identify reviewers for the functions and requirements within scope, considering individuals' subject matter expertise.

-- Schedule and conduct a meeting with all stakeholders/representatives to discuss the requirement review and validation plan.
-- Introduce the Functional Model functions, capabilities and/or attributes in scope.

-- Orient the group to the RTM format and contents, including the glossary of terms.

-- Review the project schedule and individual responsibilities.

REVISED Attachment B_Guidance 2
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5. Review and validate requirements
-- Review the requirements by tab with the appropriate program staff and/or impacted stakeholders (consider daily facilitated review sessions). Review the
requirements based on current issues, concerns, challenges to ensure/mitigate current issues, concerns, etc. (using documentation gathered in step 3).
-- Discuss and define jurisdiction-specific needs and requirements. In particular, consider requirements that include 'as per jurisdictional policy,' those indicating
'user-defined parameters,' and non-functional requirements where jurisdiction-specific values should be entered.
-- Validate the requirements in terms of their:
* Completeness and accuracy: add jurisdiction-specific requirements in a separate tab (included in the RTM workbook) or as additional rows in the
appropriate existing tab.
* Clarity: offer clarifications as comments in the "Comments” column. CDC strongly recommends not altering the wording of the requirements in the RTM.
* Priority: CDC strongly recommends that values listed in the "Priority: E, O (essential, optional)” column remain as is unless jurisdictional law/policy says
otherwise.

6. Approve the final set of requirements
-- Gain approval of the final requirements from program and jurisdictional IT leadership, as appropriate.
-- Use the "Req. #" column on each tab to assign a unique identifier, which will facilitate traceability throughout the development lifecycle.

7. Include the requirements in the solicitation to inform vendor selection.

-- Conduct a final re-validation of the requirements: what has changed? Are the requirements still accurate and relevant? Have any priorities changed?
-- Work with your procurement office to ensure your requirements are incorporated into your solicitation. Attach or otherwise incorporate the RTM or
requirements listing based on jurisdictional policy.

-- Provide instructions for solicitation respondents to comment on each requirement, using the "Vendor Response" and "Vendor Comments" columns.
-- Review responses and conduct due diligence to determine a solution/vendor that best meets your needs.

8. Work with the selected vendor on configuration and specifications, as needed.
-- Ensure that your essential requirements are met.
-- Review vendor system documentation to determine potential gaps for future consideration.

REVISED Attachment B_Guidance 3
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9. Test the delivered solution to ensure requirements are met.

-- Refer to the vendor documentation to control the quality and completeness of the procured solution in meeting the requirements within the RTM.

-- Add columns to the RTM for further traceability of the requirements through the SDLC. For example, 'Script #' and 'Tester' columns can be included to
ensure each requirement has a corresponding test and tester during user acceptance testing.

-- Identify individuals who will be involved in user acceptance testing; ensure these staff are prepared for the testing process and know how to document
testing results.

10. Update business processes & documentation, as needed
-- Update standard operating procedures to reflect and refine staff interaction with the new technology.

-- Be sure to train internal staff as well as external end-users.

Helpful Hints and Notes

-- The RTM can be used in conjunction with requirements definition tools, such as task flow diagrams. (For more information on PHIl's Collaborative
-- On each tab, high-level requirements are shaded in blue; rows beneath each high level requirement provide further detail.

label with jurisdiction name.

-- Tabs can be added to the RTM to encompass business processes or business rules within the workbook.

-- Columns can be added to the RTM for further traceability of the requirements through the design, build, test and release activities. For example, a 'Script #'
-- To be most effective in tracking a solution that meets program requirements, the RTM must be maintained throughout the system development life cycle.
be warranted to differentiate those required for Day 1 and those that could be delivered in future releases.

-- Consider using an additional priority designation of 'R’ for 'Required by Law' to indicate requirements that stem from jurisdictional laws/administrative rules.

REVISED Attachment B_Guidance q
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Return to Cover Page

Immunization Information System (11S) Functional Model

The IIS Functional Model presents a framework and terminology for conveying and communicating the core functions, capabilities and attributes of lIS. These systems,
whether as a single integrated IIS or as a set of interoperable madules, support public health immunization programs in achieving the CDC IIS Functlonal Standards*
and in providing trusted data and information to improve clinical immunization practice, increase vaccination and reduce vaccine-preventable disease.

The model also serves as a companion and index to the IS Basellne Requirements Traceabillty Matrix (RTM), which provides detailed requirements across 1IS
functions, capabilities and attributes. The RTM and other requirements tools can be found at phil.org/ils-requirements.

H HH H These functi d biliti t functionality of IIS. Refer to the 1IS Baseline RTM
IIS Core Functions and Capabilities oo oo eramonss ssosated wincacn o110 e 1S Basetine

minist ystem ‘ Manage Organizations & Facilities Manage Users
» Hierarchy configuration + User roles & permissions » Organization/facility = VFC/vaccine program ¢ User search + Authentication &
» System configuration  System alerts search enroliment » Add, edit, inactivate user authorization
¢ Add, edit, inactivate + Organization/facility + Password management
organization/facility outreach
Support Interoperability Ensure Data Quality Evaluate & Forecast
» Onboarding + Data exchange » Patient matching + Vaccination event matching * Clinical decision support  » Coverage reports
* Interfaces & deduplication & deduplication « Reminder/recall

Manage Patient & Immunization Records | Manage Vaccine Inventory Provide Data Access
v Patient search * Add, edit patient » Vaccine inventory search  * Vaccine inventory = Standard reports » Ad hoc queries & reports
+ Add, edit patient immunization + Add, edit vaccine inventory ~ reconciliation » Print/export reports » Consumer access

demographics = Print/export record » Vaccine ordering + Vaccine transfer
» Patient status = Mass vaccination + Review/approve order * Vaccine wastage
* Patient consent « Vaccine decrementing * Vaccine expiration

I IS Att H b t These attributes represent the technical characteristics of an I(S necessary to support immunization programs and stakeholders.
r' u eS Refer to the 1IS Baseline RTM for descriptions and non-functional requirements associated with each.
Performance Usability Reliability Security Maintainability Portability
Efficiency

= Time behavior ¢ Operability « Availability « Confidentiality ¢ Analyzability * Adaptability
* Resource utilization * User error protection « Fault tolerance = Non-repudiation « Installability
* Capacity * Accessibility + Recoverability « Accountability

» Authenticity

= https://www.cdc.gov/vaccines/programs/lis/func-stds.html This resource was developed by the Public Health informatics Institute in 2020, in collaboration wilh AIRA and CDC, with financial support from
CDC under Cooperative Agreement number 6- NU380T000316. Questions, comments and suggestions are welcomed at phii.org/liscontact.

REVISED Attachment B_Functional Model 5
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IS Functional Model descriptions

Tab Name

Function

STChealth, LLC

Return to Cover Page

Admin
System

Manage Orgs

Manage
Users

Interop

Data Quality

Eval Forecast

Manage Pt Iz
Record

Manage
Vaccine Inv

Data Access

Non-
functional

# of Reqs

61

83

35

65

32

64

83

87

65

99

Administer
System

Manage
Organizations
and Facilities

Manage Users

Support
Interoperability

Ensure Data
Quality
Evaluate and
Forecast

Manage Patient
and
Immunization
Records

Manage Vaccine
Inventory

Provide Data
Access

Performance

Usability

Function Description
Management of global system
settings and alerts, including set
up of user roles and permissions.

Management of organizations
and facility accounts.

Management of user accounts.

Manage interfaces to exchange
data between the 1IS and other
systems.

Deduplication and consolidation
of records.

Determine the validity of past
immunizations administered as a
basis for determining

Manage patient demographics
and patient immunization record.

Order publicly-purchased vaccine
and manage vaccine inventory.

Provision of access to data and
information.

Performance efficiency relative to
the amount of resources used
under stated conditions.

Degree to which a product or
system can be used by specified

Capability
Hierarchy Configuration
Systern Configuration
User Roles and Permissions
System Alerts
Organization/Facility
Add, Edit, Inactivate
VFC/Vaccine Program
Organization/Facility
User Search
Add, Edit, Inactivate User
Authentication and
Password Management
Onboarding
Interfaces
Data Exchange
Patient Matching and

Capability Description

-- ability to create hierarchy that informs the association between geographical levels within the jurisdiction and among organizations, facilities,
- ability to define system-wide settings, such as management of code tables

-- ability to define and manage user roles and use role permissions to perform a function, activity or task

- ability to broadcast communication to IIS users viewable upon logging into the system

-- ability to look up and retrieve an organization or facility account

-- ability to add, edit or inactivate an organization or facility; ability for an organization to initiate enrollment and re-enrollment in the IS

-- ability to enroll and re-enroll a provider organization in VFC and/or other vaccine program(s)

-- ability to communicate with organization/facility representatives

-- ability to define parameters to look up and retrieve a user account

-- ability to add, edit or inactivate a user account

-- ability to validate a user's identity, entity and system permissions

-- ability to administer, change and reset user passwords

-- ability to establish/re-establish/modify an interface with another information system for the electronic exchange of demographic and/or

-- ability to facilitate electronic data exchange with other information systems, including EHRs, VTrckS, jurisdictional vital records, and the 1Z Gateway
-- ability to exchange data electronically and monitor and troubleshoot data exchange

-- ability to identify and manage duplicate and potential duplicate patient records

Vaccination Event Matching -- ability to identify and manage duplicate and potential duplicate vaccination entries

Clinical Decision Support
Reminder/Recall
Coverage Reports
Patient Search

Add, Edit Patient

Patient Status

Patient Consent

Add, Edit Patient
Print/Export Report
Mass Vaccination
Vaccine Inventory Search
Add, Edit Vaccine Inventory
Vaccine Ordering
Review/Approve Order

-- ability to evaluate and forecast immunizations for a patient per ACIP guidelines and in alignment with CDSi specifications
-- ability to identify and notify patients who are due for upcoming immunizations (reminder) and/or are past due {recall)

-- ability to create reports to support immunization coverage assessment at the provider and geographic levels including reports for the CDC's VFC
-- ability to look up and retrieve a patient record

-~ ability to add, edit or inactivate a patient record

-- ability to manage the assignment of a specific patient to a provider organization or jurisdiction

- ability to manage patient agreement to participate in the 1IS in accordance with jurisdictional policy

-- ability to add, edit an immunization record

-- ability to print or export either a patient or immunization record

-- ability to capture a large volume of demographic and immunization data in emergency situations

-- ability to look up and retrieve vaccine doses in inventory

-- ability to manage vaccine inventory, including ordering, storing and handling, and reconciliation of vaccine doses

-- ability to order publicly funded vaccines as authorized

-- ability to review, edit, and authorize an organization's vaccine order for approval, submission and fulfillment

Vaccine Dose Decrementing -- ability to automatically decrement vaccine doses from inventory when matched vaccine doses are reported as administered

Vaccine Inventory
Vaccine Transfer
Vaccine Wastage
Vaccine Expiration
Standard Reports
Ad Hoc Querles and
Print/Export Report
Consumer Access
Time behavior
Resource utilization
Capacity
Operability

User error protection

-- ability to maintain an accurate count of vaccine doses available based on doses administered, wasted, transferred, and expired

-- ability to transfer vaccine from one VFC provider organization to another in certain situations

-- ability to manage nonviable vaccine reporting

-- ability for notification and management of vaccine inventory expired and due to expire

-- ability to generate pre-configured reports available and accessibie in the IIS

-- ability to create, save and schedule data queries and customized reports on demand

-- ability to generate data to print or use in other systems

-- ability for authorized consumers to directly access IS data for which they are authorized

-- degree to which the response and processing times and throughput rates of a product or system, when performing its functions, meet requirements
-- degree to which the amounts and types of resources used by a product or system, when performing its functions, meet requirements
-- degree to which the maximum limits of a product or system parameter meet requirements

-- degree to which a product or system has attributes that make it easy to operate and control

-- degree to which a system protects users against making errors

REVISED Attachment B_FM Descriptions
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IIS Functional Model descriptions Return to Cover Page

Tab Name  # of Reqs Function Function Description [=TELTIY Capability Description

users to achieve specified goals  Accessibility -- degree to which a product or system can be used by people with the widest range of characteristics and capabilities to achieve a specified goal in a
Reliability Degreé_to which a sy;tem, ' Avallability -- degree to which a system, product or component is operational and accessible when required for use

product or component performs  Fault tolerance -- degree to which a system, product or component operates as intended despite the presence of hardware or software faults

specified functions under Recoverability -- degree to which, in the event of an interruption or a failure, a product or system can recover the data directly affected and re-establish the desired
Security Degrée to which a prbduct or Confidentiality -- degree to which a product or system ensures that data are accessible only to those authorized to have access

system protects information and  Non-repudiation -- degree to which actions or events can be proven to have taken place so that the events or actlons cannot be repudiated later

data so that persans or other Accountability -- degree to which the actions of an entity can be traced uniguely to the entity

p.roducts’of systems have the _ Authenticity -- degree to which the identity of a subject or resource can be proved to be the one claimed
Maintainability Degree of effectiveness and ' Analyzability -- degree of effectiveness and efficiency with which it is possible to assess the impact on a product or system of an intended change to one or more of
Portability Degree of effectiveness and Adaptability -- degree to which a product or system can effectively and efficiently be adapted for different or evolving hardware, software or other operational or

efficiency with which a system,  installability -- degree of effectiveness and efficiency with which a product or system can be successfully installed and/or uninstalled in a specified environment

674

REVISED Attachment B_FM Descriptions 7
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RTM Format Return to Cover Page

Vendor response: Yes,
Priority: E, O Yas with

(essential, customization®, No Vendor comment(s)
Status Req. #*  Capability/Attribute ***Requiremen

optional)** *Commant required

Updated [[Req. D) |[Capability/attribute  |[detailed requirement] --Suggested recommendations for the [Reviewer notes related to: [Dralt priority
from the name, e.g, 'System requirement. -- Organization of the requirement {in terms of its designation, e.g.
previous Configuration'] —Indication of relationship to a priority cross- associated capability and/or function) VE"]
version of functional need such as mass vaccination or schaol |-- Wording of the requirement

the RTM or reports, -- Misc thoughts}

newly

added

*Numbering/identification of individual requirements will occur at the very end of the review and revision process, once requirements are final.
**Priority designations:
E: Essential: Baseline, critical requirement reflective of core functionality/attribute for a viable 1S as defined by CDC.

0: Optianal: Not essential for all 1IS as defined by CDC.

*** Rows highlighted in blue indicate a high-level requirement

REVISED Attachment B_RTM Format



CAFP-0506-MIS2700000001-2 STChealth, LLC

Function: Administer System Return to Cover Page

Wendor meponte Tes, Ve
with cuttomiaion®, o Vengor cammeniy)

~ [abiy i e T 51 Immlun 'I-ll.iﬂ' -_ Ii

Hir:hv .
Conliguratice [Add/fEeka Led workllow, 3lawing vien to be
! by dii ‘-_:
[A5_003  [Wicsarchy [3Lilty Lo assaciale chnician(s) to a facilily T Yeu STC|DNL" suppoeis Cineian fo S0y sociston.
Configiratian e [P e
| necwider atinbition on mmumsiation recards Thi
P ’ e which
£ brucians are o faciiy and 1o
as_004 Aty to associate laciily/lacilities to an organizalion T Yeu |§I£Ipﬂ£'wn_xmnpmwnmf_h_sﬂu
Condljjiuealisn el whate pich Laddiey rs lied 10 ity parent
Boilt-in Ly o nd
e is v k_?—u. iy )
uien to manage operation. mondor sctvity, and
inport scrons the Sull Lae bty nntwork

|ropotiing needi.

(AS_008  [System Configuralion [ahikey far jurisdictional admin Lo maintain separate VFC supplied inventory in the IS [ phed i
veparated snd ety (o manige. Lach ot carfies
d fumiding 52 o ad VEC statun,
L Miuer, manage, snd|
AS 009 |System Conliguration |akshty far junsdichional admin Lo maintai separate junsdiction supplied nventory 3 vet [STEIONL= wupparts wparate Wacking of [rndwion-
; sy of Humel

eaburs such ot wate, Section 117, and nther pubbe
This allows fded stock 10

apart ram

VEC and pivate meeninity.
AS_010  |5ystem Conbguration  |akubty fas junsdictianal admin Lo maintai separate privale stock mventory [ [} W‘MIWWMHIM Tunding|
[MHatEo cALEgalY acton mweniaty, aidering. sad
iupoeting. This gt i 2 chean SEparatan birtween
neecate and publely w wagzme whill wasmiting
. . Tl e
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Function: Administer System Return to Cover Pag

Priorily: E, O Wamdie fesponis Yres, Tes
fessential,  wiith cuntcedantion®, No WVandor commandla)
i optional) *Comment reguired

= ]

165012 [Wystem Conliguratan  [ability for jurisdictional admin to update NDC cades STC[ONEY supports NDC management through
iurisdiction added vaccine catalag entries with
consistent NDC validation acrass the appheation
Centrally synchronized COC NDC data keeps Lhe core
calalog current, while jurisdiclions retamn flexibilzy Lo
add Iocally nceded entries

= yswom Conligurauon  |ability for junsdictional admin to update CVX codes (3 Yeu STCTONE® keops CVX information current Lhrough a
centrally synchromzed CDC cade sel service and
vahdates jurisdiction added catalog entries against he
[cureent CVX sel. This reduces manual maintenance
while ensuring vaccine coding remains accurate and
aligned wilh national standards.

A5_014  [5ystem Conbguration [abilty lor junsdictional admin Lo update MVX codes € Yes STC|ONE® supporls MVX manufacturer coding
through the COC CYX/MVX product crosswalk and

i ; ialog
entnes, ncluding junsdiction added entrics This gives
jurisdiclians consistent manufaclurer coding across
vatcine wot i and inventory workiieed.

%1C|ONE* will display an errar message when a user
ielects Save or Submil and it required helds are nol

(ompleled STCJONE® has a standard conliguration
thal requires specific lields prior to saving a change o

System Contiguralion | ability Lo display an error message in the user inlerlace when minimum information required 1s not complete

[submitting information; jurisdictions may requests

£ Hames 10 ihis condiguraten, When 4 regueed hield
ot completod, th uior will iedeve & warning ot the

fop of the screen in Red thal clearly specifies the lield
that is required

AS_017  |Syslem Conliguration bty to standardize addresses per US Poslal conventions and codes T Ve STCIONE® supports USPS standard address cloansig
through the integrated Smarty address service. Once

i onfigured with Jurisdhiclion credentials, addresses are
sandardized as they are saved, improving data quality
and canasitency scrov the s

IAS_018  [System Conliguration  |ability Lo verily vahdity ol addresses {as valid USPS addresses} i the II5 thraugh electronic means (e g, SmartyStreels) [3 Yer 5TC|ONE® verihies addresses electronically using ine
ntegrated Smarly service, including venficalion stalus
and validalion Uumestamp, This gives jurisdiclions a
built 1n way to confirm address qually using the same
type of service identilied in the requirement.

45019 [System Configuralion |abilty lo geocode addresses 3 Yet 5TC|ONES includes geocading through the same
Smarty address integration, storing latitude and
longitude meladata waith validaled addresses This
supporis location-aware reporting, analysis, and
aperatsonat parang

45_020  |System Contiguration  |ability Lo validate accurate assignment of address to an individual through electronic means {e i1, LexisNexis} ] Yes with customization  [identily-lo-address associalion vahdaton le g,
[LexisNexis) 1s not currently integrated STC|ONL®
provides the abiity to connect Lo Lhird party options
through the use of an API Lhat is available Lo
junisdictions

AS_021  [System Conliguration [ability Jor jurisdictional admin (o modily lacility types according Lo immunization program descriptions and CDC VFC Program descriptions £ Yos [STC]ONE® supports facility classification through

facility and organization Iype hields a'igned to common
ymmunization program calegones such as health
departments, chinics, hospilals, pharmacies, and
schools, This gives jurisdiclions a practical foundation
for managing faciliies according to program and VFC
[1eporting needs

REVISED Attachment B_Admin System 10
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Function: Administer System

A5_022

Syitem Configwration

[ablity bar junisdictional admin to configure rules gaverming data validalion ol incoming HL7 messages

Return to Cover Page

STChealth, LLC

STC|ONE supports jurisdiction:specilic HL7 validation

and transformation through configurable rules and

mappings. Messages are validated a(; nnst CDC (2
 while mappings,

logic, and transfarmalions help ensure inbound data 15

applied accurately

AS_023

System Configuration

aluliny 1o epnfigure an authonzation agreement as per junsdictional policy

STCIONL™ supparts jurisdiclion specific provider and
authorization agreements Lhrough template:driven
\greement management. Jurisdiclions can mainiain
aclive agreement conlent, attestations, signatures, and
renewal periods aligned Lo their policies

%

024

Syslem C

bty 10 conligure a user as per policy

S TCTONE® supparts junsdiction policy asgnment
through reusable agrcement, altestation, and
eneoliment patterns The same proven framewark
1used for provider agreements can support user
igreement acceplante and documentalion as parl of
1the broader access and compliance workflow

75025

System Conliguration

atsitity Lo driplary age m yearfmanthfday fermat in all ape driphey figkf o g 2 years, 4 month, 3 days]

[STC|ONE® supporls consistent age calculation through
4 shared utility used by clinical logic This provides the
foundation for displaying age in clear year/month/day
format wherever age presentalion 1s needed across
ihe user experience

AS_026

System Conliguration

absfty to provide oplional calendar Lo select a dale in a web chent

STC|ONL® makes date enlry easy and accurate
\hrough calendar date picker controls throughoul the
eh client, with typed entry also supported. Users can
[nuickly select dates in workllaws such as ordering,
[Lemperalure loggng, and patient record management,

a5 _027

System Conliguration

[absity to add patient prionty group indicators

Particularly relevant for mass vaccination

5TC|ONE® supports prionly-group concepts through
¢ ehort based reminder and recall tangetg. This ghrs
[junisdictions a pracucal foundation tor identfying and
managing patient priofily populatians as part of
audreach and program operstam.

(A5_028

System Conliguration

Abulity La madily patient prionty group indicalars

abilily for urisdictional admin to specily business rules for maniloring data quality

Particularly relevant lar mass vaccinalion

STCTONE® supporls modification of patient priarity
grouping through Lhe same cohort and Largelng
foundauen luasdictions can use these capabilities Lo
imanage changing priority papulations and align
Lreach with program needs

STC|ONE® enables dala quality monilaring through
rules, threshalds, and vahdation lagic Lhat already run
across submitted and slored dala. unsdictions can use
Lhese capabilities Lo evaluate data quality consistently
and drive improvement eflorts.

System Conliguration

ystem Configuralion

ability for jurisdiclonal admin to modify business rules for monitoring data quality

sepport rubes Bated logic to sugyest approval or rejection of enraliment form based on review of compleled fields

[STCIONE™ supports modilication of data quality
imonuoring rules through the platform’s estabhished

c approach This gives jurisdictians a clear
[path Lo tailor data quality oversight as program
dtinnd and repnitng necds evolen,

by capturing the information needed for evaluation,
including completion percentage, required

and uploaded .
llow (hrough a jurisdicional review queue, gving

reviewers clear visibility into readiness and decision
supporl

as_034

(Syriem Conlig

abity stet-basnd kg for joth fetm

STC|ONE* supports management ol enrollment-
review logic through the same jurisdiclion managed

c palterns used acrass Lhe platform This
allows jurisdictions Lo align review behavior with

{program rules and peliey papeciationg
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STCIONE™ supports multiple enrollment apphcation
Wypes, including organization, facility, and user
cnrallment, each with targeted informalion seclians
1 his gives jurisdictions a flexible (oundation for
program speaific enrollment processes

45036  |fyuem Configuration

ability lor junsdictional admin Lo modify an earoliment torm

STCIONE® supports caroliment lorm evalution
thraugh the platform’s estabshed lorm and template

c pallerns, This ges unsdictions a
pracucal way o adapt enrollment workflows as
program requirements changs

(45037 |y

[ability Lo auto- populate existing user

n the IS with the information on the enrallment lorm when creauing a new lacility in the 115 ] L

STCJONE® ehimnates duplicate dala entry durning
enrollment approval by automatically creating the user
account and facilily record Irom the intormation
already submitted in the apphcation. This sireamlines
anboarding and reduces re keying errors

[A5.038  |system Contig

[3bilty 6 auto-populate the

System Configuraion

ability o apply elfective dates ta vaccine rules

nformation i Lthe 1S with information on the cnrollment larm when creating a new organization in the IS o Yes

STC|ONE® aulomatically creales organizabion fecards
irom approved encallment apphcation data. This helps
|urisdictions move from apphication approval Lo

pnerational selup quickly and accurately,

1
[5TC]ONE® supports vaccine rufe management through
tonfigurable compliance schedules with active/inactvel
ratus and full change auditing The existing schedule
Iramework provides a strong foundalion for applyng
ifective dates (o vaccine rules, allowing jurisdictions
to manage rule liming and policy changes in a
i omiroliod, auditabile way,

System Conliguration

System Configuration

abily Lo incarporate new vaccines per ACIP into the forecasting algorithm

ability for jurisdiclional admin ta conligure the number of search results a be displayed per jurisdictional policy

[5TCIONE® nas Lhe abilty Lo ncorporate new vaccines
ber ACIP into the forecasting algorthm STC|ONE is
integrated with ACIP recommendations and recewes
|ihe updated CDSI logic as L is published.

rcucale patientselection.
STC|ONL® supports jurisdictional contral over search
result valume through configurable query limits. This
alows programs La align displayed results with policy
expectations while maintaining a focused, elficient
user expenence.

hystem Conhguralion

ability lor junisdictional admin to madily required parameters lor patient searches

STCIONE has the ability for junisdicional admin to

modily required paramelers for patient searches

STC|ONE® has pauent search requirements lor adding
P ini g adianced

scarch oplion lor manual data entry users. In addition,
STC]ONE® patient search requirements will change for
3 minr {under 18) vs an adull
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Lloilibagtat) d. 2 Ty eRiTal

STE]OMEY makes it caty to cirate dilind) wier robes

g ther Bl perminasan catalog. lurmedaion can

hefine eale-iperific access profiles that align with
ram resporssibines and local pelicy.

4S_049

|rie Rales 2ot

to jurisdi admin to modify user roles with distinct permissions

L Yes STCIONL® wpports role mothhealnon thiough

e AL

[update rale names, e
| with changes captured for auddabday.

A5_050

et Roled amd

T e [FTCTONL™ whpai ok

re dake
4 program eeds chnge, whiie byt reich remam
pustegied lar Ay

RS_051

User Roles and P'rrmissif sbildy for junsdictional admin to modily permissions Lo IIS processes and data lor specific user roles

E Yes SICIONEY g admansstraton direst controd gwa roln)
it Azewas 0 L% piseeases and dats. Permatdn sets

5 1k
ATV AReEAtin,

A5_052

[ver Raies and

bility fne L Wy fanctionality by user tolg

E Yeu lslcmm- AL e Tunconahty by rale
Wt ruighaud the appheation. L section, protecied
et and wever opircationt sl honar isle dorwed

[AS_053

|User Roles and

Ter junsdictianal admin to restrict authorized user access to data based on user role

e
£ Yes STCIONE® protects data accens through a deny fry:
el wope maded tied 1o user roles and
Aspgnmanis. Queries are automatically filtered to the

Wi i

Authored to access

(A5 054

Liver Rales and

E Yei CIONL" contsoh repart sciess throwgh role
peamivwans and uier wape. Belare repan data s
ietirned, the system vahdates both the uie's

ihey ste authonied 1o view

[a5_055

Uhver Rates and

System Alerts

pdate ail agned 0 4 1ol Based on changes made 1o the “masior ile atinbute

3 Vel 'ﬁlmt' ALOMAE ATl e Maner 1ok changrs.

o alt 't aeieinived

ram the rale defaition, updates tabe eliecn somss the
savigred uaer Bade mithout Feduiting pei uier

%IC]ONE® supparts prominent user communication

urtacing, This provides a practical foundation for
pretending global messages and important notices
Wi iBeds POLE thir JDNRCAN Expenencn

E‘ﬁim Aberty

ability lor jurisdictional admin ta add system aferts for specific 1S users to view when logging into application

() i [STCTORI hax the abilay for purdstianal sdmin 1o
sl ybenn akerts o wpocilic 15 tieni ta view witon

he 2 Alert

fonE | it

PR T

beit rable o e
), Rrowded fypes
Of Eroups 44 i appeoguiate for the wtuatan. Aka,
it Remnie notifrations (an be sent whan a wied lorgeds
thew pasiwand.

(AS_060

[Fytem Alerty

{ability foe

3 Yes 31| ONE supports global-message management
utang the same jurisdiction-scoped setungs and
nabitication patterns used across the platform,

ik f thre benisicd
pubih importan meisages Lo the appropriate
Jaudertee.
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AS_061  |Syitem Alnets ability for junisdictionat admin Lo edit global messages [3 Y4 STC| DML wppits eading glotal messages iheough
the platorm’s estabinhod managed contoat patieins
Bhvet afires Jrisebetitine 10 beep wier Aating
[communicationt cutTent &1 BIRETAM needs Thange
(AS_062  |Systom Aleiiy abllity bos jurndet ol adrmin b teeate gobal 3 Yes STCIONL® wpports macteeation of ghebal messapes

1 tutreghs the samne autivefinactive lilecycle used across
managed catalogs. This gives junisdictians control over
wten misapes ane dipliyed 200 when they 20e

retired
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wrdar reappe Yan, ¥

ability for admin to search {Tacilities by

[ anmaditat s 3 v by onf
cluding name, active/in.
organizalion, and VFC sta
linuted o Uie adnunisirat

11 meiit aeeriuigh whide

Yeu T 1ONE= supports an i
ey users to cear, refir
e, The sk o ey
vl Vo vl quni by i
I

Add, €dul, Inaclvate %1L | ONE® captures comg
Drganization [andne, including organizat
et sy along with suppor
pilie st i b pubbe
matarias are complete

MO_014  |Add, Edi, Inactivate  |abihly for appheant from unauthorized org to subniit IS enrollment imfoimation online i Ve TIIETONE= st st
sz ations eluctinis Mexyyle from s
fwial dispasition Tlis gve
4 structured, raceable pa
atdrey,

[ Aigiler gt o wupspinnt a i
Pt it g isikeng, 40 5
e v,

0_015 [Add, Edit, nactwale |abihity for applicant [1om unauthorized org \a save partrally complete 15 earallment nlormation o Yeu
|organization

M0_016 |Add, Edi, Inacivate  [abilty tor applicant trom unauthonzed org, (o relurn (o a partially complele 115 enioliment information o e Dinaft e skt <o b
atsn sttt fifweyehe st e
[Add, £d8, Inaclivate  Jability Lo prevent submission of incomplete I1S earollient nformation when reguired field(s) are missing T )
Cirgasgatenm
{Add. Ed, Inackivale  [abiliy to electromically netify the apphcant of incomplete 1iS entollment information specifying the nussing required fields i Yy
|ovganiestion
el
MO 019 |Add, Edil, Inaclivate  ability 10 electromically nouly applicant that I1S enrollment information has been submitted 3 You kﬁ'|oN[“ condirnis eatol
Orgamizatian apiphe stion weprrience s
relitind emad services, inc
b support. This prov
Pumsredatusat lon ¢t witaats
e wo b,
80 0M [add, Edwe, mactvate  [abiity Jor apphicant lram unauthonized org Lo edit rejected 1S enrollinent informalian [ You TSTeTONE supports 3 v,
) [Chganizarian i ifow lor rejected app
ieenies 4 sejected appheal
gt 1o i50n 50 the up
W10 021 |Add, Edn, Inaclwale  |abilily lor apphicant iom unauthorized org Lo fesubinil  rejected 115 enroliment ] e
[Organization
e sty 8 i sstar sl patd
it v 2
0017 [Add, Edr, Inactivate | alabay 16 eajaluire o Vg ¥ h i am st hiriisl i Agheestimnnt ] Ve SICIONLY saptumet ebeth
[Cingansration agroemesis with signer id
Iwparstanig, and 1P addres
scteptinies aie also reco

[MO_024  [Add. Edil, Inaclwate  [ability for jurisdictional adrmn 1o manage organization/facilty IIS enrollinent status []

e g dndeation
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(MO_025  |Add, Edu, Inactivate [ abbay fise juaiaba tiosiad aulmiin 10 imailival e si deg snsration i You [S1ELONE " enalilis puinds

[Organization ongamieinion statim ing

upparts aperatamal cmd
othuain scaive i L 1%

|G 076 |Add, €GN, Inactvate | bty o jumruectsorial afeyiss 100 8m Al vt 41 o0 gt dTioe) i Vi I [T T e—
Drganization [Viwigh Vhe saimin mamag)
[ttty fimasibo tinsers g2 10
apprignale

Ve STEIEHIE® (evtven omie
revord and eattm entaiin
[Fimaitting @ paricatkon o |
And VI pnacliniens dite
opesatsaiad conmestann e

M0_027 [Add, Ed, Inactivale  [atiiity [ stalus lor an iy [
Organization

MO _oi%  |Add, Edi, Inactivate [y fus jurisdictional admun 10 inactvate a facility [ e STCIONT® pnables pands

Organization Faqiley Lt Vhbough st

tograms cantasl avr wh
et atam dod regoning

(MO _ 029 [Add, Edil, Inactivate abdity {or junisdicional admin 1o reactwvale a facilty [} Yos 510 |ONE* supports fasike
Organizaton Fanaged faody atin m
iertisie facddies whis
i hange
(MO_030  [Add, Edul, Inaclivale  |ababby Bor urrdictional adnmn o et lnan iy appraer 1S ool [ ¥eu STC [ONL® Lugpony Hilly
Organmizalion st apguareed i K

1Bl it gabisr ativm, Eacddiy,

e s o, il

lefeeery,

MO _031 [Add, Edi, Inactvate | sk=b4y to iclude reason for rejecting IIS enrallment ol an organization i (7= TIITIONT™ saptimes remis
Drganization

whvetromme fovww aclios, o
grovs sppha st and prini
uf the decision and whal 1

Add, Edil, tnaclivate ability to elecironically notify Lhe organization that the submilled enrollment was rejecled along with Lhe reason ]

Vv AT IO8E" Vi el
Drganization

miabe Vhrm vindtibe m i he
[t il e prvatiiany §hary e

Teview ot e
————————————— = — — = T T : T TSTETONE g e
(T oiE——ein
I _ i ’ W chimgr st oot
[Add, Edd, Inactivale  [ability for jursdi admin to add an i Yeu 51| DNE* supports orgar
Drganizalion b bl wcrbfiows anil
4 patiiz ot oo sty fraan
pphation, ywilugng we
AT Y.
MO _035  |Add, Edil, Inaclivate ahility lor jurisdictional adnun to modily an organization record I Yo I\ LT wpges e
|Drganization s it 1kt il
ik Do Do gt et ald
M0 036 [Add, Edit, Inaclivate  |ability far junisdictional admin ta add a lacilily I Yo STC1OM* supponty aolt
[Drganization kil snd sstomate
approeei eiwoliments, Wi
et st 16 361 e
MO 037 |Add, Edit, Inactivate | ability [or junisdictional admn (o madily a facihly record [ You STE [ suppans Ll
[Drganizalion et wol higws, with &
hntery of ghanen
MO_038 |Add, Edit, Inactivale  [abilily Lo autematically generale umique lacility IIS D [} Vs 10 | ONE* avsagin oach 1
[Orgamzation adupele arw o ghipdtiiem, bupj
ate syutimm beved ecoed w
MO_039 |Add, Ed, Inactvale  |ability lor junsdictional admin to assocrate a lacilty 10 an organization [] T SICIONE* sogutres 2t |
|Drganization st organizalion al cre
e s st rioct s £
oo s
Add, Edi, Inactivale | ability for jurisdictional admin to edi associalion between a facility an organization E Yin [SICIONL* Dan e abibty.
Uvgantsation avodistion bripeen a o
440 b9 e ged and mover
1t Ay burrarileg i weeih
Add, Ear, nactivate | ability (o store multiple unique facilily site IDs associated with a particular facildy (Lo faciitate matching of facilities belween the IS and other data systems) [] Yo STE | GNE® samts snns
Diiganesation Vet (demtilier, it
ML ¥ sending facility name
bl i e
IMo 041 unlibende
MO_042 |Add, Edil, Inaclivale  |abiliy 1o caplure a lacility's mailing address i e WICIONE® Captanes strs
Drganization and vopassdely miintam
Thar praamles agrecmest, «
il ko atan, and Il
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Mo e optienal] *Lamt regueed

[assapial, wiih cussimiuticn®, He

MO_043  [add, Edn, Inactivate  [ability (o capture a (acihiy's shipping address STCIONE® wimes 2 dhedic
Latshiy prpwsdir g peiised
el VI LR, I
odstin: vy elliort
MO D44 [Add, Edil, Inaclvate ability to enter contact information for the facility contact I Yo HTCTOHE® supports o
(Orpansatan maragrmenl, i ledding
sl contacts and desg
i
[MO_0a5  [add, Ed, Inactivate  |ability o enter contactinformatian for an opironal cantact I Yeu [STET0ME ~ suppeety 4n o
O ganuation ottt aflmwng pograr
ot anty Lieyisnil e s
[MO_B2%  [Add, Edd, nactvate  [abity 1o indicate if an oiganization/tacilily 1s  sile where munuiizalions are adniunistered Iantocidarly tielewant for nirs vatcnation i Yo iires wlt
Cnamr st errmatyia s, |fubiregh &
et s s i nlierd
[MO_047  |Add, Edit, Inactivate  |ability o indicate sl an o1 gamzation/lacdity 1s a sile where vaccines are stored lof redistribution Particularly refevant Tor niass vaccination o Tes STCIONT* ragtuers Tasia
Organization 1hitough & deds Sed Vo s
(dinaily st that wtore v
elatil piingy 2in mpetatio:
MO_04B  [Add, Edi, Inaciwate  |ability to save documents (1 e, emrollment/anbaarding docurments, storage and handling, botrowing, temperalure logs, waslage, elc) to specilic organization/lacility hfe lo/der per policy i You 511 | OME ™ Aletes ofgamt,
Drganization e thy wathan the secard
appht e il seiehes
uptaady vuch o media b
signd agterminmi, and o
MO_ 049 [Adu, Edit, lnactivate  [absiy Tor jiamdectionad aibviien L retrieer sbectramsd fles linm pircder (o Tojder [ 1) [STCIONE® g parsuibetn
Drganization [stoued enoliment and pry
¢ sty i ket rov
sapporting msterialh ey
3¢t
[Add, Edit, Inactivale  |ability lor junsdictional adinin (o record notes related to a argamzation/faciity [ Yeu 10 | ONL® sunpearts prnd
0 s ation ustes lields on arganiatu
adownminatons a pracial
MO_050 lutiires sy imdtematiosn
MO0_051 |Add, Edi, Inactivate  |sbihiy Lo flag an oiganization as participating i VFC and/or ollier user defined vaccuie prograiis) [] Yes STCIONE ™ Vappotts progr
Orgameation V1L status, VFC enrollines
peagrain eacollment lists,
(it igite progian designa
(Add_EdR, Inaclivale  |ability (o relneve organizalion/lacility miormalion Iromm scanned [o1ms and autlomatically N1l jequired data lields with etrieved mlormation ] VoAl GTE | ONT= whectane

Trashinmet

O pamiratinm Iherelmee, thi functionsh
ability Tor an otganizatlon o submit vacelne program eitroliiient infarmation alectianically = = = B I 0 B
i .
MO_054  [VFC/Vaccme Program  [adality ta e apilure sfeelitie sgmatunp o wattms program ensollment t ¥er STCIONE® captures eloct
[Enrallment agreimeny with vigner id
it i, and 1P stdres
Jatrermant everution

[MO_055  |VFC/Vacane Piogram  |ability 10 access the vaccing prograin agreement i a separate window [1om 1he vaccme program enrollment i Yeu STC | ORI piesents thi de
Enroliment e o e Hhat iy |
3 tiwty, vuppontmg rifics

wanirk Hhoas.
WO 06 [VFC/Vacane Program [ alsliny ner pe o [} atted . i [ 3 e VTC | ONE® provades 3 vie
st irondathon thaough st
s reconcihalion workshe:
Voanmsttond g vige s wnioll
rogosed soltive s os
MO _057  [VFC/Vaccine Programi [alihiy Tor e purnaitearial vacsinn firgram 3dnei 1 asaign a ¥IC jin mamier 123 pewdy snriliel VICin i Yoy VIG (DN daplinin aml 1
Enioliment lieathy st Lagility see
silmunaviraton 3 tlow pla

edendd .
[MO_058  [VFC/Vaccine Program  [ability Lo select the (ype of certitied monitoring device being used (o record temperatures [ Yo R TGNT™ santumm ool -
Enrollment of e gy eetnwm, ineludic
el numtber, and nionito
e ing £leas daoamer

capaleby
MO _US9 |VFC/vaccne Progrant [ability Tor the jurisdiciional vaccine program adnwn Lo docunient hat a lacility tas a certilicate of calibration for the Lemperaiure moniloring device ] T ST6 100~ simparts cabdn
Enrollinent enuipment caldv ation. vy
d doruse g
st i b oty
(MO 080 |VFC/Vaccine Program [ absbty fer fhe puristlional waceinn pragram sdmm Lo Jppeowe & easdme prognam. mnralmei L} Ve S0 G40 = enabites uradh

g s ebect
v vk, el

REVISED Attachment B_Manage Orgs



CRFP. G400 MIS2 7000000017 STChealth, LLC

Function: Manage Organlzations and Facilities Return to Cover Page

Priarity: Vendor response: Yes, Yas
[essantial, with customization®, No
Nigsbemer nistes optlanal) *Comment sgiired
MO_061  [WI T/ Wactana Vrogram | abebay far the jurmaltional wace e (magiam smin 10 snlor an sapa stian datn [ar a vaeine program enroflment 1 Iz [WIC]ONE™ manages agres
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e e BT
MO_066  [WHEVacomn Program | sty to require the vaccane program facility to indicate Lhe number of vaccine storage unils being moniored ] Yes BT JONE® capdures ihe o)
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il sd wiil B pegatin
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ot VFE ehnian: Lat nsm
(eanie nunsdses, W iiml
1heey & signatery, \peciahy
peotrin. The mdormation
i pnance pags
MO_Oie  [VFC/vaccine Program | atsBiy 10 sttadd VI o r | stk sz WA C gertilieate il dabbation, iedic sl Deame, Tloid design lagram s other doouniests ] o BTEIONL* vty VEC «
(TEETERT apteviment splosd with |
miatickab vuch o {raineng
[eritdicane, beosn, dug
oy
MQ_077 !\-'H'..F\'uumt’rwam abbdy for IIS statf o retrieve electronic files irom i ity file folder o ¥ STCIONE® erabiles ih vt
nealfrment it and agreeaen
alinanminsier vewi, ke
acerilibe lot reves anid
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Function: Manage Organizations and Facilities

MO _078

(WEC N stie Program

[MO_0BD |1/ Vaccinn Frogiam
(e

abllity to automatically validate clinician license aumber against Prolessional Licensing Agency record datahase

skediky 1 electronically notify a facilily VFC/vaccine program coordinator of an upcaming need for VFC/vaccine program re-enrollmen

Return to Cover Page

Yes with customization

STChealth, LLC

STCIONL® e not cune
[renlipation stions all vty
| stmntiomat S an imple
utamtgnent | 11w susmities o
Levmdnntial types, and ser
urmatiesiaris: and professi
(o mient extpunal lsak
|seructured callactinn, sisy
[ihescaimiprt atin v urnaln
malitabide venbizatsn piim
pameiiles dm ATV IR
[Pomitanit tis 9 Newimiog g

SICIONE* st osn st ally
Mg v ensilinsend |
vehieduley, gonmrating ren
daps belasn agrevment o

[MO_oa1

WO daestie Prinhiatn
Lol

i ta ¥ i b T ot wath pogram facity

SR suppents faili
iwstaigh configurable rene
an waih agreement, giving
otiemial saluesiile that i

Tor a facllity pending approval of vaccine program enroliment

(1G] ORE* enfosues el
Ittt am aptived, un
bty can oriber, | gl
[sncert s amd worved meek

MO_083

TOrgam a1 3y,
Ostivash

v T2 atacility when a vaccine program enroliment is appraved

|t . - — . =
#hibty 1o vendf 3 final electronic notitication reminder, re: renewal, Lo all VFC facilities that have not completed the renewal by heir expiration date

(301 FE " st ermst i ally o
g arm evmulimnnd veacl
[Lasidty aidesing st ek dii

t:qmrp\mr-_ﬂ_ﬂu
mgagnmna fiy onganirig
et st som i mne wpevat
[recoach to vt autres
frarticmation, snd ongang

MO_UO6  |Organization/Faciiity

{Outsii h

ability to send electronic communications directly from the 115

Yes

ST | CRE™ s e i
et 411 ssbarii st witl|
iy iemtily U right
wosniisatisn, ami Dl |

MO_007 i v
[Outiesth

atehgy 1o d L

STE[ONE® vuppets sutie
et it vt s Segairit
martipation, amd related
pinti help junisdiclions
e T

mwm

Outrvaih

ability ta nolify more than one user at a panticipating vaccine program facllity of any vaccine program nolilication

Yru

NI [N wmabies authis
o amadation def Lagilay i
i vt wc o Thisk il
[mitvilir s g wvidn anly
1Riisie il anwed st ey,

MO _009

atsdiy [or the

[Outresih

vaccine program admn (o custamize vaccine program enrollment alerls (o participating vaccine program facllltes when needed

T

AT IEAT™ proveass 3 s
Facility particguation amd ¢
it i ation gk Laalily o
e miatian 1o vigpen o0
st oraivg, st g ieden

(MO 010 Aty

[ Cutresch

absday For e g Faciny

Yes

FIEIoNT swpwons sitns
[ushagearenil by ceutrabe
(Marage Drganscations b1
[waisset for users to mainta
amguisng Lotistisiiee diit v

(VIQ_O1T |nganetutiont sy
Dutnvach

|43y Lo electronically notily the jurisdictional vaccine program admin of vaccine program lollow-up actwities [or a new vaccine program |acility enrolled for 6 months.

($IC)ONRE* belin st
|ty combining searchable |
ard seeped scemn o one
[vctste way Lo manage ou

and (it
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Function: Manage Users

[l Tor prnctianal admem [0 e 38 e accommts

o, regisred

STChealth, LLC

Vendor responsel Yeu, Yes
with customization®, No

Vendor commeatis)

il il wysr anfs wiLhe L

WL G, st et

Aty ta trach, Ehe progrevs of 2 new inar neoatratran

iy Dt sus s 11010 h
MU 003 furses Sl bty fus FITETr—T 1 1 Yo (VIO * gapparts o ganiatan bevel war wearch by
g e aiotios 5o o .
el e ks Ve
ity fhuiry oed whibe ernumg ey ondy scony
et osmts swithuis Uhese it bt e sxape.
fmu_mn Tiher wemih | aliifty Tt izt Al irrs accmuiy b P Wk [SVCI UL urealbben. ongatind atinms sebisnryle sl oms 1 viems st
oot Ints. This simparts ay W day ine mamagrenent wisde
b Aol s
VU005 |\er =iy atebdy 10 vart uvens by e defimed-creria Yes

STCIGNE ™ Auppiaity vartimg woes Bty by avadable Cabinr,
{ i oy sleandt. This el

acimunds arcordng i e warkflow e

e
through chead spph [

fenew queses. Tha

ol o droimlabBly. .
STE | ONL® wrpparTy tachang s s 1

ation n beeded pa.

Mu_007

|aad, Edil, Inactivate User

[ttty Tobe adivais o audih s wirrs

Yes

a

ST OME= vrrismibne (e anor situn Dhiouagh s gaibal

Lt st ln o o e, LALGE piurvinhivnet L Lt aisil

[reods 4 vecure welcanmg el with 3 one T setup fink
. 3 " has v

™U_oo8

|dd, Edit, Inactivate User

ity Tt admin to modily user accounts

Isl(lw'umnm-rdhnmnmuwm

role L ‘ol ey
e Al hislsgen, oo e ptured fo islitalsidy.

[Add, Edit, inactivate User

bifity oo gchimam o swset e st e edousty,

STCECHE™ hust Ui alobby Bew aibiriin 14 i davate user
cnmurts s eedord. 1 o prrminsis baned and takes
ki by (lcking Ve “widitien™ bios om e spetific users
T e

MU _010

[add, Edit, Inactivate user

atulity fint et sl adiviin L Wi treat s ot gl ccouints i e 1LIIEEION

You

(F1C ) ONE* vupponts otk sccount deactivation wilth
J and - s
iy mianape mishtnily accounts
J e or
i ganivation Loipe.

[ Aafd, i, Inactvate Lhes

[iikay far organization admin Lo inactivate user accounts associaled with thelr organization

31C10NE® eraldey sdganiration sdminnisaton 1
[ deattieate accounts wilhin their own organization,

whiile prevamting,

{Add, Edit, Inactivate User

iy Vo vbone ne sk for mactivatian of i aceaunt

Yes

MU_013

[Add, Edit, Inactivate User

| alshty for jurisdictional admin Lo reaclivate an inactivaled account

Yes

MU_014

N, L, Inactate User

sty to electronically notify a user thal thew account is locked (inaccessible} as per jurisdictional security policy

Wi Wil Ensbamizaon

WTCTCANE = cam mevd 1 regusteanent sl antonnsation

Hhauagh utegy h st thy

Wrwreagng thoe pands tons sdentity-spanagemend plalorm,
o ¢ Lhe e od

and

COETH

¥ : oAy & i) LI Thest Sccount m madtie

EApea an aftemit 1o Sgin, @ the 0er accourm m inacive Kie
sty edesres Lhe following message "Account is disabled,
0% 61 Wit Adilmhi2iatod. " I S e Miaage

i dbonabty i b el
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Functlon: Manage Users Return to Cover Page

Priority:2,0  Vandar responses Yes, Yes
{essential, with custamization®, No
./ oplional) “Comment required
i aptuse climicuan activity stalus (out of state, loss of cenification, change of practice status, other} STCIONE® dors not curteniiy suppoct this capability

|Add, Edit, Inactivate User

Regubressant; The

a5 part of the proposed solutlon. The platform Is
wigned e hased user

anid Integration with jurisdiction identity providers,

bt ths specific authentlcation ar account-

function is nat the urmnt

1MU 016 mentatiin seoge.
(MU_017  |Add, Edit, Inactivate User sty fou admin 10 assign a role Lo aulhorized users [] \ [$EC 100 = allows parnidsctsonad admenntidan ta s

L w1 e w1 ErEang o1 g
[+ outis. Hole shanges sie sudd-logeed. gvng,

Mg et 463 and

(MU_018  [Adfid, et Imadtioval v Ui abllity lor organization admin Lo assign a role 10 authonzed users within their organization [} You STCIONE® emablny atganaration #diinntatiEn 1o assign

Tk Lo iy Bt 1Dse e organdsation when they have
Thin smpgeets dhbegit o user
mansgrminm while prirerang secudly boundaries.

to access the system through an authonized username and password 3 Yes STC|ONE® hun the alnbity 1o o0 crst Uhe vystent Himagh an
haired 0 4. Thos W 2 vy

o STC | ONT*. Ouice 4 et i cxatad the Uneinaiie i
erreerated: The ddimin oan et Uhe passerid sl then
e 1 10 e changeil v wilial fegn
Yer STETONT™ slpparty tnghe ugtiean snil cae (ot s
s thon's eminaang henziy reender 1ot

Tt allwt " i Ingn

[0.021 [t ation & ility ta support access via single-sign In for jurisdictional users o

MU_022 [Fusthasation & Ak " h L 1

Yo STLOME* sipparts wvers dsaignad Lo mlaple

g amrationy ard proides toah for mahomed
[addmiimtratirt bs ysdeh organizatianal conlex! withaut
oo @un. Thia Nk svers work wllssntly aoro thew
poriniied icono. )

Yes [STE BRI vumppmorts s atcevs 1o e tian pubey

| sgroementy, wilsding agreement content,

A " A ogret e thevagh Raciby vl
snoiiman workflawn. This keeps policy information visible
| tid adewiuible within this sver expernde.

Ve willo cumt ianmrat oo |6T(;IINE' wan mest Lhis requiremnent wilh customization
ihioagh integration with the yunsdiction’s SSO provider.
hiry apprmach alfow The jnds tion s ibennitg st fonm te
11001309 the required authentication behavior while

57 |04 = apihies the appropriate roles, permissians, and
une dccens Inside the application.

MU_o28  [Rahene ation & irat it Fagton ' sl paifity o

[Password Management

MU 027 |Fanymenid Masiagenipnt [alelity 1 elestionalty potily sutholsrd wens of the trperay J "H 0

urtting, -Ih-m;;mdn:m b gt revmnsded behuresiv
it hs kil vty gy
BTC]OME™ £an seet 1 requirement with customization

MU_028 el Masagemment abllity 10 generale electronic notilication at periodic inlervals (o authorized users of their pending account password expiration [} Y with Ctamizaton

Thes allows the jurisdiction’s identity-management platforni
s enforce the required password and account-access
[riticors whils STC|ONE® recewes the authenticated user
wlemtity and applies the appropriale roles, permissions, and
Ar e Loape,
MU_029  [Fribwitd Mandgenseni bty Yo i - it v iihie. sh & of robificsbiem to dutharnied i of thew tenidei scouit passward esgui ation o Wik wths i it o son R"[]Dll‘ can meet this requirement wilh custamization
heowgh the jurisdiction’s S50 provider By leveraging the

" ety plalform, the sal
[¢ari sLsgippent the required password or account-contral
vt whale preserving centralized security policy

itabiity, and
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Function: Manage Users Return to Cover Page

Priority: E,O  Vandor response: Yes, Yes

{essentiat, with custamization®, No
ol have, Wwvimear noey optional) *Commant required
Password Management [ability b siagpont temporary password which will be required to change duting Initial Iog in 3 Yim SICLOME= hum U aiihity 10 e 2 #evet pirssword bk in
[ aie of 2 tenupatary v o vending 4 Trmgn any
sl i nt cons kel 3 e paction sning
enawarl vevanity. e it witl be seguited 1o create &
s s imemeliatily upon legin In adistun, d 1he
et velected the “Tongat Paswerd” bk they will e
Frnaded mif

s i i 1o 7,

new pavword

MU_031 |Password Management Wkl §o s pairt ipasany avvwsrri whad il e gen e an & naiteines ol b detrmined b by T Y Fhiver Kinvg 3 selup or password vt link stays valid (e g, @
et imartibeer of days} 1s a selting in the login system, and can
e arlyisted per urisdictian's prle'y.

MU_033  |Password Management shality for users (o change their own passwards per program/jurisdiclion security policy i Yes STCTOML® UnpOs unet 1B -Aervce aviword changes
— it v Eer, Irduicing i
arieis wilule g ireds 4 brsghtforwaril way to manage
redimtiah
[MU_033 [Password Management ity foe wers bty e " ¥ ney i Yes STE[ONE™ Supports. vedwmn yel-serveem pavywntil 1oy

Ihiramighh Lhe logei wyatern's Tk baned workilow, helpng
uiis segain accwms eflichnbly whake mset smeng uiong
veciniy contioh.

MU_034  [Passward Management ity e jrammit users Lo change their password at lime intervals per program/jurisdiction security policy i Ve [irspummgg s, 11 s damgee thie pamnid altes & sert s
#rmment of Lime 1s a selling in Lhe login system, and can be
uniifigrinm b dinata ed b peogram o pitedidan's secundy
oy,
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Function: Support Interoperability Return to Cover Page

€, O Visisder respoire: Yo, Yeu
with cottomizstion®, Ke Nemdor comament()

INT_002 |Onboarding abilily Lo track an organization's/facility's progress through the onboarding process [STCIONE® gives stalf chear, reab-time wisitulity inlo each
partners i The
{tracis partnee statun stup by stop, helping teams manage

username to assign Lo the arganizations/facilities during the test phase STCIOME® SuEports winguie parties credentiah T teting
and production exchinge. Cach partne tecerves its own
longins ek APS ey, enabiling tecure authentication and

ol e

INT_OM r (Qnboarding lability 1o create a unique

INT_005  [Onboarding ability b creale 2 e pasvwird b asign (o the arganaatom/Tacilities dunng thie St phase (3 Yiru |STC]ONE™ supgsorts wmguir, securely managed partner
sielrets aved by, Each wibmwssinn o authentaated before
acceplance, helping [unudicthon. nuintain trnted,
controfid electront exthange.
Updated [INT_006 |Onboarding ability to electronically alert the vendor/organization when the certificate for transport (s going to expire in X ime period E Yeu STChealth manages the certificates outside the
application and is cansidered 34 part of the SAAS
atform.
Updated  [INT_007 [Gntarting ability to siote digital certdicate information £ Yes STC|ONE™ has the ability to store digital certificate
infarmation. DevOPL can manage and Apply certs for
epch jurisdi duting their windaw,
iSTChealth manages the certificates autside the
applicatian and ks considered a4 pait of thee SAAS

|_ggllurm‘

iNT_DOB  |Onboarding atility to validate that the transport layer between the test site and 11515 functional [ Yes STCLONC® supparts trarsport valication through 3 tiltin
eonctivity Lt thit canlirm whisther the confestion
between the partnes wte and the 15 o linctionng
peapetly. This helps pirtners and wall identiby readines.

+ Ib'lnn- moving forward.
INT_009 | Dnboarding ability to validate system conneclivity prior to the submission of test data 4 Yru STCIONL® atiaws partners fo validate eonnectrvity bifore

eniing test dats theough builtan et toaly. Ths reduces
nbasatding I tien shd e sxchange partes
confidence that ther conaecton n feady tor mesige

INT_010  [Dnboarding ability to sdentity dats fosmatting efeor duning testing 3 Yes STCLONC® supports COC algned rressage validabisn during
sty Fying errom and "

ikl il keeping Vil data separate from prmim
This el partniers earrect i before gog hve,

Updated [INT_011 |Dnboarding ability to provide test message submission summary report to the EHR vendor E Yes is'lClDNt' manitaire & record of test mienages ubmatted

by wach eechange partnur and supports vemmary reporing
fot vendor reveew. This gries both jurmdictisns and verdon
tvisitiliny inte teaping progress and data quatity.

Updated |INT_012 |0nbuardmg abinity for EHR vendor to view detalls regarding the processing of test data in terms of errors and warnings In the messages 3 Yok ﬁcmm:' s EHA vendors and eachange partners atces:
to detaited tesl-mestage rewults, meluding errors and
i, though d test conale. Vendar-
pecific acon can be weoped v partnirs we onfy their
e resislts,
INT_013  |Cnbmarding [abulity for 1IS authorized staff to review and approve onboarding forms 2 Y STC|ONE® supports staff review and approvil of

[oestos b e ridesermiation bty parfninty move towatd go-
e, Thie P maidel aligns with thee platfarm’s brosder
U 1 faeibities, and wvers

INT_D014  |Onboarding atnity tor 1IS staff to review and reject onboarding forms 3 Yes STCIONE® supparts repecnion of onbosrding or eneolment
{subirsiions with tecarded runonm and e ot
Fartner access can Al be singénded when nesdod, gving
1Al control ver enthange feaihiiess and comphiante,
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Function: Support Interoperability

INT_015  |Dnboarding

[atwiity for applcant 1o edit a rejected onboarding application

STChealth, LLC

Priority: E, O Vendor respanse: Yes, Yes

with customiratlon®, No Vendor comment(s)
*Comment requined
Yes STCIONE® supports ihes capabetity thiough secare,
standards based iteroperability sorddliows that help
data relabiby with

thie 14 The ptatfnrm it debigrad 1 Wpor madem

Flectramic tala exchange wiwle mortaining sirong
memu siiiatity, and operatannal contrat

INT_016 |Dnboarding

alslity for apphcant to save a rejected onboarding application

Yes STCIONE® can wupport thiv need thiough ity condigurable
intweroperabibty framework, aliowing exchange parinen to
carinect wing appraved tranipart, sulberleation, snd
friessage-prociving approdches. The gives furndetinn

wlule It U, wrtute wachange
radel.
INT_017 |Dnboarding ability for applicant ta renbenit & rejectod anboarding apphcaton Yeu |5T:|DNI'.‘ supparty relable mevage procesang and

eyl with il Tht ptatformm
el erisuen slats it rrewived, valiiated, roited, and made

INT_018  |Onboarding

INT_020

ability to compare onboarding application information ta current recards to determine most current data

ubility to interface with electronic health record systems

avarlable through controlied U5 workliows.
Yes ’_m:[onr supparts misrapetabikty tveright throwgh
tructistd partner tecordy, conncction detaili valxlation

controty, and apetational yilahiy ufo nechange actty.
[ Thete capatiditois give jurndstins the ook needed to
A d .

e RCIANgE Jorosy

b
ISTCJONE" connocty with EHI wystemm in real time g
HL? missages, wid over aty of theer comman misthods
[HTTIS, MLLF, ar SOAP). Vaccinauon records submitted by
thor EHR are procesvd autormnatically.

INT 021 [Interfaees

ability to interface with the Immunization Gateway

Yes STCIONE® supporty thiy capabdity theough 118 standardy
sl interaporatuity (renrwork, enabling secure
Flectrini exthange and validatuin of immunization dita
with participating switem, Thie platform is deigned 1o
apport resdbile data mesement, strong partne
rd g | dooeiows iRt
il patsiahction et matern o e Faieh.

Dpdated [INT_022 |imterfaces

INT_024  [interfaces

bty Lo snberfade wath an agpieation that lachitates pathent shwrdibng

Parucularly relevant for mass
vaccination.

Yy
v B @ -8 A10085A2" Au"0"1 Yiiv’ ®Bik' A'uid' +
1I7 1850 B B 11k 1 BT Al A

TS BRI T B UL

TMIO" Bt 7 6% 1 £00B ' O@Y ' 'ASE R AL
M1 AT RIS T £ TN E T 17 1 AR A
TLE TR T LT8R WIBL s T
AEK 10 iy AR AT

i  § i v ¥
Yo STC|ONT* sipperts electronic vactnm order sbmision 1o
W TrekS through file export or APl based exchange. This
[ grvirs juerdsetiomy Heoble oplions for meeting federal
vatcine.ooder g dubmiten needs

INT_025  [interfaces

ability to receve vaccine inventory/shipping information

Yes [STCJONE® suipporty this capabehty through ity secore,
tasied P g
Harisaictiouas thie allity 16 exchangs npusred data with
e, el vt it g, The
platiem’s integration appraach wpporty modern
data exchange while
wﬁ_aﬂdepﬂnbﬂuﬂﬂmﬂl\ﬂ.

Updated |INT_026 [tnitwriaces

{ability to batch export vaccine inventory for submission to VTrckS

Yes STCIDNL® can export a batch of endsng vacane invenitory.
lesrenattied cortectiy for VTtas.

Updated |INT_027 |interiaces

atwiity 1o batch 1 dering for wub to VTrckS

INT_028  [lstesfaews

ability Lo baich export facility informauon

Yes STC|ONE® can export a batch of vaccine ordering
information, formatted correctly for VTrcks.
Yes STC|E34E* can export a batch of farility information —

ician and contact details — in the format

VTrehS reipuires.
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Fi fon: Support Interop

Y Return to Cover Page

0 Vendor reiponie: Yed, Y
with customlzation®, No Wendor comment{s]

Statui | Rog # Capability ent: The 1t must/s! mments P evinwer nate > fCammunt requlred
INT_029  [interfaces ahility to export vaccine return and wastage data to VTrckS STCIOME® wrports viceie firturn and wastage data to
¥Treks in the CDC ExIS format, with built-in validation that
ieipimred fields {e.g., NDC, return (dentifiers) are present
! { | I | 7ty M\.
= === | —
i hy
— o
— — e —— — — ] i ne ! =‘-=_';1=-==-_—=.-—_
Interfaces STC|ONE* ran connurt with a junisdiction’s vilal records
wyitem wing seviral common methods, file transfer, HL7
ire, of an ATL
INT_032 |interfacer ability ta update IIS data from Vital Records for death events 3 Yes STCIONL" can cannect with & jurrstbetion's vital fecards
Wit uing dmtral common methods, file transfer, HL?
MeLiAging o 4n ARL
INT_033  |Interfaces ability to update IS data from Vital Records for adoption events E Yes [STERONE® Can canmmet with a ursdetion’s wital recordsy

[3ytem ung teveral common methody, lie Wamder, HLT
s ot 40 AR
STC|ONE" can connect with a junisdiction’s vital records
syiter using usevral common methods, (ile transfer, HL7
i o an APL
STCiIoNE" et riewiirn dumb detrct i h
s paturnt matching and deduptication capahiddies.
Ineniming wital reconds can be evalusted sgamil sting 15
patent recoiis to help identify potontual dupbeate, rediace)
W tecord ereatien, and L putent
iabenisty management.
INT_036 |interfaces [ability to we naw Vital Record data for matched recards to update patient dimagragtse data L Yes STCIONL® wupports wang mirw Vital Records data to bpdate)
matched patuint demographic sntormatn. When a wiil
record i mathed 1o an emting pataent, the platfoom can
e he ieerming demographie dita 1o beep the 1S record

imﬂr camplute, curtent. and feliable.
INT_037 f. atukity to update the 1IS with date of death from Vital Records data E Yes STCIONE® wupports tha capabibty theiough ity s

hity and pat

INT_034  |Interfaces ability to update IS data from Vital Records for name change events E Y

INT_035 |Interfaces ability to detect if a newborn record is a potential duplicate in the IIS 4 Yes

pidat
Incarmung dita can be matehed, valdated, and apphed to
thir s WS record thioug edd worki

v whily|

maintasming dats integsity and sudtatity.
INT_03B  |interfaces abwiity to prevent updstes to IS recordh o] Yes STCIONE® supports this capability through its standards-

baved interoperability framework, enabling authorized
vyt o exchange required data securely and reliably.
Tha platform’s integration approach supports governed
dats shuring. validation, and operational visibibly so
jutsuhctiom can meet modern electronic exchange needs
wiith conlidetee.

INT_040 |t Cxchange alulity 1o process an HL? message E Yes STEIONE® handies HL7 marssages rom start to finah,

reailitig them, checking them against coc rules, catching

dupfcatas, and routing them to the right place, over any of

b thiee cormman bamsport methsid,

Yes STC|ONE® has the ability to respand to an HL7 message.
STCIONE® serruchs & vmmuaw vieapisnine 1af svinry mievia gv
sent.

Yes STC|ONE® generates oulgaing HL7 messages, including

confirfikatroet and query responses, following CDC's official

formatting guidelines.

Yes STCIONRE® vapparts this capalaliy by onng core patmnt
and 4

Data Exchange ability to respond to an HL7 message E
abilily to respond Lo an HL7 message

INT_042 |Data Exchange ahilily tor creute an HL7 mistage £

INT_043  |Dala Exchange ability to capture 1IS Core Data Elements E

a latenin,
Thus grves peruhetons robalde actess to the data nevded
ar reporting. interoperatiity, and aporational workdiows,

INT_044  |Data Exchange ability to store 1S Core Data Elements [ Yies ATC[NE® stemes 185 Core Data Clemments as vinit

ek the ptient and tion ik
el This suppodts high-uakity dati exchaiige, Feporine.
il ty authariziil o
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Comments
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i released
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Priarily: £, O Vendor respanse} Yes, Yes

{essential,
aptional)

with customization*, No
*Comment required

Vendor comment(s)

ST [ONE® supports this capability through its standards-
Luied interoperability framewark, giving jurisdichions a
wecure foundation for electronic data exchange, validation,
sl operatiohil okl

Data Exchange

abwlity Lo manually correct a submitted record and resubmit for processing

Yes

STC|ONE® has the abulity to manually correct a submitted
recorid and resubmil for processing. This can be done in
STC|OME® Data exchange by importing the Data for

Data Exshange

abality (o urport bulk pateett demogtaphe inforrsatan mnto (15

Particubaily relevant for mass
vactinatmn,

[STCIONE® supparts Large-1cale patient data ympart
through HL7 batch files and high-speed streaming import
toak, This helps jurisdiclions efficiently load large patient
dituints while maintaining structured processing controls

INT_04n

(Data Exchang

atlity to unpodt bulk izati into 15

Particulatly rebevant for man
vacCinalon,

STCIONE® supparts large-scale immunizalion record
impart using the same batch and streaming Lools, making it
well unted for high-volume scenarios such as mass
varonabon events.

clehedd

IWT_B19a

[rata Exchange

atnlily to export routine, seasonal, and ¥ files | e aned by

STCIONE" can produce vatcinatn data files with personal
indotmation removed, keeping only what's needed for
tuparting, useful for routine, seasonal, or emergency
<itialiam. fedards can be imported the same way, useful
{or mass vacomation events.

WNT_pagy

Data Carhangs

bty to export rodstime, wasonal, and emergensy vaccmation file (aggregate and de-identified) automatically via COC approved
Wyslom

iSYCIONE' supports this capabihity through its secure
et operabisity and dala-exchange framework, enabhing
|Authorized systems to exchange required informationina
Jeantrolfed, standards-based manner. The platform’s

ntegration approach supports reliable data movement,
|wahslatisn, and governance so junisdictions can meet

INT_051

Data Exchange

ability to view VXU messages submitted by an organization

STCONL* logs incannng varematsn minssges with sender
infarmation and makes thase records viewable by
argatuzatnn. This groes stafl elear vivlbidity inta submission
Attty atd partoes ;

Data Exchange

ability to view HL7 messages for an organization within a defined date range per junsdictional policy

[STCIONT™ Data Cxchangi has thee Wity o view HLT

s o b wikhn @' dedimwel dite range
pet prinditions] policy. The Mevsage Search in the bmparty,
it ablirans (o8 uper-difined parameters ach as
organization to search for messages and view them,

INT_053

Data Exchange

abulity to view HL? ACK messages generated for an organization

'S_IEIONK' savies corhinmation respanses for wach misliage
anil makes them viewable by organization, giving stafl

tlear access to acknowledgement and processing
[outcome.

iNT_054

Data Exchange

Uity 1o 1w incoming HL7 QBP messages submitted by an organization

Yes

STCIONE® logs incaning query mesiages by orgawzation
h e wbatmlanyd Lk Fiving jurind
viusiility anto guity actoity and echangie uage.

INT_055

Data Exchange

ability to view RSP messages generaled for an organization

F!_TC IOKE* logs resporives to reghtny queries and makis
e varwabile by supporting tr
ahud suditabidity for query-reaponue workflows.

INT_056

Data Cochange

alulity 1o log acknowledgement messages indicating warnings and errors

STCIONE® lags condfifmation messages vwath defuiled errar
and warraing infarmatisn down to the feebl level, helping
stafl and partaen quickly dentify and fesober duta quality
issuss

INT_0S7

Data Exchange

bty 10 Patrove wercr meaLiges within & sgeeified date range by organaation

STE|ONE® alidnrs atafl 10 fetimyr s rar imeaagin by

Data Exchange

ability to retrieve acknowledgment messages wilhin a specified date range by organization

ongansation and date range, supporting focused
buumm\m: atd partoerspeuilc follow up.

STCIONE® Data Evchange ha atniity to retrnsie
athrwliedgment mesaged within 4 specilied date range

ity orarization, The Mesaagie Searchon the imports menu
aligay for search by mettage type.
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:E, 0 Vendor respanse: Yes, Yes
{essential, with custownization®, No Vendor comment{s}
optional) *Comment required

it The 115 muntfihould have. Comments Mievigwer notey

INT_0S9  |Data Exchange abibity to f Brron meiages

STC|ONE® suppotts filtering error messages by status,
werider, organitation, and date, helping staff quickly isolate
1h mesiagis that need atlention

E Yes STC|ONC® suppatts filtefing ertor messages by hey
operationnl lields visch an atatui, sender, segamzation, and
date, making nawe revew mare ¢Hicent and actonatle.

INT_060  |Diara Cxcharge abihity to filter acknowledgement messages

INT_061 | Diata Cuxhange ability to sort error messages E Yes ATE | ONE™ supports sorting errof meviages within (he

iniasage LAL, Pehng staff gonntee review anid naigatie
gl walume exchange activily.

€ Yes [STEIONC® wwpparts sorting canti matan meiages within
the e kat, making ik eatser fod stall Lo revew
weknowledgriments and moutor exchange ouliomes.

INT_062 |Data Exchange ability to sort acknowledgement messages
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E. O Veodor rexponse) Ve, Yes
entlal cintomlcstion

Reviewer notes

pdated (DQ_002 [Patient Matcharg & ubilily to aulomatically identify incoming patient records as potential duplicales 7 3 Yes n palient records are
Dediaplication [againat ewssting recafds as part of th el
il potentil dugilizates are dentified and résted miy
[STCIONE " patient dedupheatson quewe for reralation,
(Updated [DQ_003  [Patirivt Matcheng & ability to automatically idenlify existing patient records as patential duplicates E Yei STEONEY includes o dedicatmt patient deduplcatsn
Qedupbratian uriyviom thit nAfes msting patend
[recondy by potential Guplicales {using searehbated
. ke o acros thee patient databine] and
candalate pars b 3 siveew uREe.
DQ_004 ivam-mnm& ability to automatically consofidate two or more duplicate records 3 Yei 3 an d mitchies an alient with
e Avih STCIONE"
he snlarmatiin into the g retord
[merging incoming lykids into thee sisravng record] rather
thisn ereating & dupheate.
DQ_005  |Patient Matching & abilily to generate electronic nohlficalion of potential duphicates lor manual review 4 Yeu [Patennal dupheates that cannot be resohved Aviematically
Oeduphication ate pliascedd in STC| OHESs dhaplicate rvirw e, wiwth s
urlacdd electromcaliy to suthanzed users lor manuat
M‘“
[DQ_006  [Fatwrt Matcrung & ability to automatically malch an incoming palient record with existing records to avaid a duplicale record being created 3 Yei TCIONE® autamutizally matches each incoming patient
Deduplication o agnt exiting records [ty dnd
demmagraphie matching) before any new record 1s created,
updating the malched record instead of creating a

Updated % |abilty to view all patential duplicate patient records for an indwidual patient simultaneously For any

ok N el POl —
candate dughcate pair, STCIONC® girowdes a ide]
an by-shile patient comparson vimw 5o thee feviewer gan Jes
the potentially dupheate records for an mdividual patisnt
Lt ther same time before decideng on s margs,

DQ_009  |Patsent Matcrung & ability for junsdictional admin to edit thresholds 1o increase the probabiity of a malch E Yeu EIUK‘ sapports junidictional control over miltitng
Oedupieation ty, allawsng 1o adjint
increase the’ iy of id ing Ml mmatcties.
| Ths Drfyre gurvichetions captue more possiile dupbcates
bmnammmvnm
DO_010 |Fatient Malching & |abibty for jurndctanal adrun 1o edi 1 pedhice the bufity of & mateh 2 Yot TONE® supports atjus of matching
Duthaps teidiste Lhe probability of a malrh when juristictions want 4

|more conservative matching approach. This helps minimize
falie positives and keep manual review focused on the

Updated [STC)ONE® provides 4 Patient Drduplcation rearw page

S that daplays the quer of all potential duplicate patient
recands, with deduphication LU, V0 enewir can see
[t g i d s audy.
DQ_013  |Mabwnt hatchirig & |abiity lar admin to manually merge patient records E Y [ Authored adminiatratars can manually merge patient
[recards Lhrough STC| ONE®'s deduplication workllow,
whch includes a patient companison view and a merge
i evinw showing the resulting consolidated record before
e metge 1s committed. All merges are recorded na
lm'_n Trstory and dudit fo.
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Priority: E, O Vendor response: Yes, Yas

{essential,

with customization®, No

Vendor comment(s}

Updated

Reviewer notes optional) *Comment required
Patient Matching & ability for organizational/facility user to manually merge patient records from their own organization/facitity Yiu STC{ONE® provides the ability for a user to manually
Deduplication miergis patient recordy that ire in thie imerge gueie.
DQ_015  [Patient Matcteng & abilty o munualiy Nag two or mode patient records i gotential duplicates. [ Yeu STCIONC* wwpports manual identihicanon of potental
Drduptrition apdicate patient records, giving authornded iwers &
N peactical wiiy 10 flag recordy (hat miny requerie revirw, Th
s wihen data quality by
. h i reven LR PHRAES,
[Elmmd-mmm ate dicoveted
DQ_016  [Patient Matching & ability to pevent ianal review of records previoutly indscated a3 “not a duplieate” E Yes STCIO supports tnaintainag resobved duplicate
Deduplicatinn | dircranng w0 fecordy provioushy marked as not dupbcares
are nt pepeatidly raatad far veview, Tiuy hilpl reduce
revievenr bardan, pretervs decaion histary, and keegis the
dedduplie ation wotkllow focused o0 1iue opeh R
DQ_017  |Patient Matching & ability to llag a patient as "not a duplicate” dunng manual review E Yis |5!'C|DN£‘ Wpperts marking & canadsdate pasr as L)
Deduplaation duplcate diring manmial feview, This gt ieviewide the
| nreddetd 10 revolve fabep natehes while
predering 4 dlear decwian trall fos huture relerence.
Patwnt Matching & [ability to maintain “not a duphcate” flag for resolved patient records 3 Yes. STC|ONE® has the atslity ta (lag 4 patient 41 "not a
[Dédapleation duplicate” dunng mamial revies which prireents the merge
) ) of records after ey were already wparated.
DQ_019  |Patisit Matching & alwiity to select data elements {rom the patient recards to maintain within the consolidated record E Yo [STC|ONE® vuppor i 0 n during pabent
ek aticien Tt fl allowing W whieh
chata whermmiis whould Bo retainind in e surviving patient
record This elps preetve the most atcurate mathent
anliorematain while maintainang § controlled, suditable
Mere protess
DQ_020 [Patient Matching &  [ability to retain “pre-merged” records for reference E Yes [When patient recards are ierged s STCIONE®, the nan-
Deduplication irvreng record i eetivnied [marked with a merged”
[status and & relerente to the wrvavang record, Along with
wiheri and by whaoam o wak mesged) rathee than deloted,
and a full merge history i presiboed lor relerente.
DQ_021  [Patient Matching &  [ability to separate patient records that were incorrectly merged E Yer STC|ONE® supparts sisparating [unmengmngl patient record:
Deduplication that weeew incorrettly imesged. raeh patient's record
includes a mergefunmerge hitory shavang thew events,

Vacaination Event
Matching &
Deduplication

[ability tn automatically identify iIncoming vaccinalion event as potential duplicates

it i e Pecotids.
T =

vty agamit the patient’s eeitng immanszaton history
before wonng o new evont. This helpd identily potential
daptacates warly and protects i quatity of the vacenatan
regord.

DQ_024  |Vacoinaton Event ability Lo automatically select Lhe most accurate vaccination event based on deduplication rules E Yes STCIONE*'s immisnizanion dedipieation (bgic apgls.
Matching & detined rotrs 1o select and retam the most accurate
Deduplication vatcination event whinn disphcates are detected, mergng
Tram U duplicate o the surviving record.
Updated Vaccination Event abihy to identify existing. events as potential duplicates E Yes The STCIONL® vacomation deduptication Jigonthin can
Matching & utomatialby idintily existing vaccination events as
[Deduplication et dughcatis.
pdated [DQ_026 |Vaccination Event atisity o mansatly fiag potential dupbiate vaconaton eents for manual nenew 3 Y STC]ONE® supports manwal seview o potenial duphcate
Matching & Lt by ablowang 1 1o idanedy
Deduplhication and route questionabie immunciion recotds for revee.
[ Thuk Bl justesthictiors pntain figh- guality imenunsatar
nintories whdie geong stalf contral over eeceplon that
egquire huma et
Updated |DQ_027  |Vaccnation Event alwlity to display potential duphcate vaccine records for an individual patient E Yirt STC]ONE® gy Litirrs chear visibality into patental
Malching & vaccine dbs for an mdadual By
Deduplication e dhupl wathin thie patsent
contest, the platform helps coviewers evaluate the
{ hitory lind take the spprape
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DQ_028  |Vaccination Event ability to manually merge a duplicate vaccination event E Yes STCIONE* supports manual handing of duphcate
Matching & vaccination rvent ihrough prerminvon-canirofed
Deduplication fows. A et

pean reuvew snpocted dupbtate and reodve them in i
et red, authfable process that protests data quaity and
[t eserves accountabidity.

DQ_023  |Vaccination Event ability to manually detete a duplicate vaccination event T Yes Autisotaed s can delete an mdaodhasl vaconation event
Matching & direetly freen the gatsent’s recosd in STCLONE® [permission
Deduplication [gatied), reoving 4 dupsicat entng while thi acton is

cagrtuied in the dudit trail,

DQ_030  [Vaccination Event ability Lo automatically consolidate two or more duplicate vaccination events E Yeu Wihien duplicite wactination events are detected,

Matching & STCIONE" s smmuniration dedugd i tecall

Deduplication eohuslidates them, merging Lhe duplicate's information

into the retained record.

[Phuegedfcomalubated varomation svients are retasmed in
STCIONC® with & relefence 1o thi Wienang rscord
{inctulirng wehien atiel try winam the mistge oocurted] and a
change tustoy o eazh immunisation record, predefnng
pre-merge idormation for refesence

Added DO_032a |Vaconation Event ability to retain “pre-merged” or “pre-consolidated” vacaination events for reference E Yes
Matching &
Deduplication 1

added  |DO_032b |Vacanation Event [40iity to separate vacanation events that were incorrectly merged or consolidated £ Yes [STCTONC* supports cotrertion of morredly merged a1 |
(Matctung & fation el Thraugh gevernad
Deduphication T i and alicht history Wl
This gives guthotized uiers 4 puth Lo presisve accurati
it hivti it newdt o be
reversed.

REVISED Attachment B_Data Quality El]
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¢ £, 0 Wentor respores: Ye, Y
{essential,

with cutombation®, No

Dpdated

nical Decision Support

anility to provide immunization cifnical decision support al:t_u“_ﬁlng to ACIP recommendations

Revlewer notes o

ional)

'Camment mequired

b torecaity

Clinical Decision Support

ability to support a vaccine clinical decision support algorithm aligned with the CDC CDSi logic specilications

Ll . - : —
STCIONC® has thie ability to wupport & vadeing clinical
decivian support algorithm aligned with the COC TOS logic
wpreafications, The STC|ONE® tarecawt algorithm s based
entirvhy on ACIP ions and iz fully

with CRC CO5 specifications.

EF_003

Chinical Decision Suppart

ability for junisdictional admin to update the CDS rules

et with customization

Thi: elinieal decition sugpart and forecasting logicin
STCIONE® 1 delivirred through this CDC COS|-aligned
immuCast onjing, which fallaws the fedoratly publiche

elinical logic fieati |
administrators do not hive the ability to directly edil or
owetride this core rule sot within STCIONE®, tince doing so
would deviate from thi nationally recognired COS Ingic that
thie platform is buils to conform 1o, The STCTONE® mmuCasr
enging does allow for frsdiction level canliguratians to
maeet their unigue necds.

(Clinical Decision Support

ability to evaluate a patient’s’ iImmunization history accerding to the ACIP Child and Adolescent
immunization Schedule

The STC|ONE® forocast algorithm has the abikty to evaluate
A patients immunazatian history according to the ACIP Chad
and Adedewcent Imemunitation Schedule. The patient

i reeord iy anievied in weith ACIP
and will indstate any ! o ide af
those recommendation.

Clinical Decision Suppart

ability to evaluate a patient's' immunization history according ta the ACIP Recommended Catch-up
Immunization Schedule for Children and Adolescents

The STCIONE® forecast algorthm has the ability to evaluate
A patients Immunization history secording to The ACIP

4 Catch-up Schedule for
Chitdren and Adolescants. The patient immunization recond
I avsesvod In sceardance with ACIP Catcheup schedule snd
will indicate any immunizations administored putside of
thase resommendations.

(Clinical Decision Suppoit

ahility to evaluate a patient's' immunization histary according to the ACIP Adult Immunization Schedule

The STC]ONE® Intecait algosthm has the abdlity 1o evaluate
{a parknts immanization hiviary according to thn ACIP Adult
tmmunization Schedule. The patient imeunization recond s
{asseised in aceordance with ACHP and will indieate any
[immumizations adminstercd outside of those
{recommendation,

Updated

Llinical Decision Suppart

ability to generate a vaccine forecast according to the ACIP Child and Adalescent Immunization Schedule
and a patient's immunization history

STC|ONE® has the abslity to generate a vaceine lotecast
aceording to the ACIP Child and Adolescent Immunization
Schedule and immuniration histany, The patient level
I ecast complies with the ACIF Recommended Schidules
and Catch up schedules

Updated

Chnical Decision Support

ability to generate a vaccine forecast according 1o the ACIP Catch-up

5chedule for Children and Adolescents and a patient's immunization history

STCIONE ™ ha the shifity to gonerate a vacrine forocast
ding to the ACIP R Chtehoup

Sehedule for Chifdeen and Adoletcenty and

history, The patidnl level Inrecast complies

with the ACIP Recommundod Schadules and Catch-up.

iehedules.

Updated

Chinical Decision SUppOrt

ability ta generate a vaccine forecast accarding to the ACIP Adult Immunization Schedule and a patient's
Immunizatian history

STCIONE™ hat the ahility to gonerate a vaceine lorocast
according to the AP Adult iImmuniration Schedule and
imamaunizatban hivtory, The patient level forecast complies
with the ACIP Recommended Schodules and Cateh-up
scheduber

EF_010

Clinica! Decision Support

ability to display and highlight vaccines that are due

Tha Pationt Aucornd™s smmeni auan wirw drpliys 3 status
Enelicator driven by the loveciit ongine's per-die
evaluation, highlighting vaceine that are due.

EF_011

Clinical Decision Suppart

abiity to display and highlight vaccines that are overdue

The sama forecast-driven status indicator on the Patient
Reeard hghlights vacrines that are everdue, based on the
COS evafiation status.

EF 012

Clinical Decrsion Suppart

ahility to display an indication when a vaccine series is complete

Yes

The Patient Rocond™s vacoime series view displays an
indication when a vaceine series is complete, based on the
fordcast and dose-tracking bojgic.

REVISED Attachment B_Eval Forecast
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Priority: £, O | Wendor resirise: s, Yes

{esential,  with cutombstion®, No

p q Reviewer notes optianal| ‘Conlljnuﬂ required
EF_013 Clinical Decision Support  |ability to display vaccine-specific contraindications according to CDC lists of vaccine contraindications o STCIONE™ maintising 3 Contralnddicatian record lor each
patient with s coded roaton, duration
Ipermanentfiemporany], and status, alawing vaccine-
pecilic cantraindications to bie tracked and displayed on the
patient’s recerd.
LF_014 Clinical Decision Support  |ability to take into account contraindicatians and precautions in the vaccine forecast E Yes STCIONT *t forecast resolver rotfigwas 4 patient™s

I vt Theit history

whon aforccast, v chcath

lactored into the rewdting recommaendation,

EF_015 Cfinical Decision Support  [ability 1o take into account evidence of immunity in the varcing lnrccast E Yees STCIONE® suppons evedence of immunity conviderations

writhin thi ing and campd - Patism
hastary, ¥ A 3

nd eampl can b captured and

utd 10 SUpPOIT Acurate farecast and assotamont

utcomie.

Chinical Deciston Support  lubility to generate a forecast ol specilic vaccines required tor individuals who trave! outside the US o] Yes STC|ONE® has the ability to generate a {orecast of specific

vacrines required for individuals who travel outside the U.S.

EF_017 Chinical Decision Support  fability to maintain histarical records of elfective dates ol previous lorecast schedules 1] Yes STCIONE® wupports historsral sehiedule awareness through
maintained forceasting logic and schedule efectve conteat,
This allaws farecast evauation 1o refiect the schedule

d d at the time of ath and
supports relabile review of histarical immunization
dreisnn
EF_018 Clinical Decision Support  Jubility to review an immunization schedule that was appropriate at the time of administrarion a Yes STCIONE ™ wwpparts review ol the immundystion schedole
that apphed a1 the time 5 dode was adminictercd, By
pretening immunization hisiory and apphpng ehodule:
aware foticasting logic, the platlomm helps users
understand how priot doses weio svalated under the
appropriate chinical contost.
EF_019 Clinical Decision Support  |ability to apply an immunization schedule that was appropriate at the tume of administration o] Yes STEIONE™ wuparty apphyng the wmmamizatan whedule
[appropriate to the Ume ol adminiitration through ity COSI-
aligned forecasting engine and schodule- aware evaluasion
togle. This helps ensire historical dases are atseived
. and |
|EF _020 Chrical Decownn Support  |sbility to account for immune globulins in vaccine forecasting £ Ve isTcm«: * supparty immune giabulin considerations
thraugh the COSHakgned lorecasting lramewatk, which
accounty for etinkcal ntes and timing contiderationt that
alleet liity and future 4
Updated  (EF_021 Chinical Decision Support  [abilily to create test cases for reuse during user acceptance testing E Yes The STCheatth Sorvces team will be abla to create,
{document, and provide revrable lorecasting tedt cases 1o
e immsunization department far User Acceptance Teting
(UAT). Test cases can bo aligned 10 the departmont’s
usiness workflows and acceptance enteria and reused
acrovs multiple UAT oycles
Updated  [EF_022 Clinical Decision Support  [ability to save test £ases for reuse during User seceptance testing E Yes The STChealth Samces team will be able to document, save,
and prervide reutabla forecasting test canss to the
imnerinigation department for User Ascrptance Tenting
[UAT), The test ases can bie maintaned for reuse crmss

maliiple UAT cycles.
Updated E_oz! Chinecal Decrson Suppart  [ability to compare the expected results of the forecasting test case to the actual results observed by the E Yes The STChealth Services team will be abilo to prowide
lester lorecasting test cases to the miuhlzation departmant with

documented expectod relulty, enabling teater fo compare
the cxpectod rewdts with the actual reulns obereed during
Lses Testing [UAT).

ﬁbllltv to generale patient-specific reminder/recall notifications E I fl =1 Yes /|

T ~—[eF oza [FeminderfRecati Il|

|
= — = = — = — — - l — = e : || | \mprove immpniation covers.
Updated  |EF_025 Reminder/Recall ability to select one or more vaccines for ing reminder/recall notifications E Yes STETM{' wugports vaceine spedific romindes frecaf
genoralion, allewing users to focus outroach on one or more|
selectod vaccines. This gives programs fiexibiling o rarget
commutikations areund priosity vaceines, campaigns, or
covnrage improvement goal
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EF_026

Reminder/Recall

ability to view the date the reminder/recall notice was sent ta a patient

Reviewer notes

Return to Cover Page

Priadty: £, O | Nandor nespansel Yes, Yo

fessentlal,
optiopal)

with cintemiration®, Ne
*Commant required

STChealth, LLC

STCIOME* supports visillity into reminderfrecall actiaty,
inhuding the sbdity tn trark when notices are generated or
1ent. This flives uters a practical record of outreach histary
and hotps sippart lallow wp planning.

Updated

EF 027

TRecall

ability to generate lists of patients in need of a reminder or recall notilication hy organization

STCIONE* supporty oiganization-hased reminderfrecall
leed, holping wiers identify patients canndeted 1o s specilic
oTRanization who aoed autreach, This enables targoted
Tollow up at the provider o asjandzation lavel,

EF_028

Reminder/Recall

ability to generate reminder/recall notifications per consent designation

STCIONE ® supports consitnt aware reminderfrecall
outreach by wiing pationt communication aml conient
1o hed f
e with
requiterments

| 29 ,|?zmmdulﬂecall
|

ability 1o generate patient specific reminder/recall notices by user-defined parameters

Reminder/Recall

ability to generate reminder/recall in user-defined format

STCIONE® swpport user-dehined reminder/recall formats
Uheraujth conlig reparting and

templates. This gives programs the figwhility to 1ailar notices|
o prof , € i needs, and
outreach workfiows,

Updated

EF_031

Reminder/Recall

ability to select the age of the cohort when generating reminder/recall notitications

Particularly relevant for mass vaccination,

fﬁ:loni' slpports age-bawed cohart welection for
remindos/recall actvities, aliowing usen to target outreach
1o the apprepriale patient dje grougt far the vacaine or
program sbiective,

EF_032

Reminder/Recall

ahility to print patient-specific reminder/recall notices by user-defincd parameters

STCIONE® wpports prantng patient specilic romsnder/recall
naticed bated on user-defingd parametery, giving stall a
practical aption for maid-based outreach whon printed

tlons are noeded,

[EF_033

Reminder/Recall

ablity to generate patient specific reminder/recalls in 2 user-deflined format

STC|ONE™ supparts patient specilic reminderfiecsll
[eenefation in cenfigurable formats, allawing pregrams to
tailer the content and strpctune of notices for their
commiusnication and policy needs.

EF_034

Reminder/Recall

ability for an end user to generate patient specific reminder/recalls in accordance with HIPAA and
jurisdictianal law or policy

Yes

STC|ONE* supports reminder/recall generation in
[ateerdance with privacy, security, and jurisdictional policy
requitementi. Atgeid controls, scoped data visibility, and
patient-specilic communication workflows help ensure
outreach is handled agsroptiatedy,

TeFoss

[Reminder/Recall

ability tor an end user to print patient specific reminder/recalls in accordance with HIPAA and jurisdictional
law or policy

Yoy

STC|ONE® suppaits printing patient-specitic reminderfrecall
netices in & way that abigns with HIPAA ahd jusisdicricnal
poboy enpo HNoticen are from A
[patient-specific data and 1upport controlled commisnication
workifovws.

(Updated

EF_036

Reminder/Recall

ability to generate vaccine recall notices by facility based on vaccine name, vaccination date range, and lot
number

STC|OME® supporty vaccine recall natice generation by
Tacility using vaceine, vaccinition date range, and kot
infarmation. This helpt juriadictions quickly identify atfected
atinnts and coordinate targeted follow up when a recall

[Updated

EF 037

Reminder/Recall

ability to generate vaccine recall notices by administering provider based on vaccine name, vaccination
date ringe, and lot number

oceurs
STCIGNE® wiiports vaccine recall notkcs generaion by

adminitoning provider wing vacoing, date range, and ot
intarmation. This ghwes programs o Tocused way to dentily
impacied pationts and wopport provider-specific recall
gutreach,

Updated

EF 038

Reminder/Recall

ability to set the limit/number of times a patient wili receive a reminder/recall

STCJONE® has the ability to sct the reninder/reca gount
lnit for a patient |n the patient demaographics and Ak
indirate whether to include a R/R in theur count when
runting the R

Updated

EF_039

Reminder/Recall

ability to modify the limit/number of times a patient will receive a reminder/recall

STC|ONE® has the ahiliny to modify the reminder/recall
count limit for a patient in the patient demographics.

Updated

EF_040

Reminder/Recall

ability to exclude a patient who has met the imit/number of times to receive a reminder/recall

STClONC™ g fT bt the abiltitg ]
patients drom being natilied who have met the “count” limit
ol reminderfrecall, The systom will automatically exchide
patients who kave met the BR count imit as specified in
thirir demagraphici.
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Reminder/Recall

abHity to generate a list of phone numbers for patients needing reminder/recall

ability 1 flag patents to exclude before sending a reminder/recall notification

Return to Cover P.age
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STChealth, LLC

Vendor gammenif}

STC|ONE™ Reminder/Recall has the ability to generate a list
of phone numbers for patients needing reminder/recall. The
Patient Recall Group Listing includes the patients name,
birthday, guardian, phone number and charl number, as
well as the vaccinations due.

STC|ONE” Reminder/Recall has the ability to flag patients
to exclude before sending a reminder/recall notification.
The patient can be excluded by unchecking the box next to
their name in the R/R produced patient list. STC|ONE™ also
includes a licld on the patient record where the user can
designate not to include the patient in any reminder/recall
notices.

EF 044 |Reminder/Recall

(ability 10 establish a time interval between reminder recall notices (e g., 90 days or 60 days}

STC|ONE* has the ability to cstablish a time interval
between reminder recall notices, The Reminder/Recall
Scheduler allows the user to specify who can access the
report, who will reccive the report and can be scheduled to
run by day of month, month, day, etc.

EF 045  |Reminder/Recall

ability to generate a reminder/recall notdications for patients with an actve status for their organization

FS_TUONE* has the ability to generate a reminder/recall
notification for patients with an active status for their

STC|ONE™ R Recall includes patients
with an active status by default, however the user may
check a box that allows them to include inactive patients if
desired.

[EF 046 [Reminder/Recall

akility 12 generate reports that include reminder/recall history {or specific date range

STC|ONE” has the ability to generate reports that include

i /recall histary for specific date range. The
Recall Success repart can be limited by a specific
date range and displays the Date, Attempt Type, Number
Recalled, and Number Returned lar each Success Rate range
[<= 30 days, 60 days, and 90 days) for reminder/recalls

[EF 047 |Reminder/Recall

ability to make all reminder/recall data accessible to authorized users for a predetermined period of time

No

STC|ONE™ has the ability to make reminder/recall data
accessible for a predetermined period of time. Access ta

'Recall is managed through user permissions or
through the Reminder/Recall Scheduler which can be
restricted when needed,

EF_048 Reminder/Recall

Coverage Reports

ability Lo aggregate multiple notices gaing to the same address into one notification

ability Lo generate repo

rt(s} for organizations and fatilities per CDC Immunization Quality Improvement for
Providers program guidance on Immunization coverage among an or facility patient

To safeguard PHI, Remindes/Recall natilications in
STCIONE® ava individual baved.

[STCIONE™ has the ability to generate report(s) displaying

informatian on immunization coverage rate(s) among select
populatians. The Coverage Rate Report, which is part of the
core report module can be used ta view coverage rates by

«defined criteria,

The STC[ONE® Coverage Rate Report allows for

Brgani and faciltios to run coverage rate reports in
uccordance to the COC Immunization Quality Improvement
for Providers Program.

[EF 051  |Coverage Reports atllity 15 generate report(s) on i coverage for a defined ic area € Yes The STC|ONE® Coverage Rate Report has the ahility to
generate repert{s) on immunization coverage far a user-
defined geographic area including district, county and zip
code,

[Coverage Reports ability to generate report(s) on immunization coverage for a patient cohort E Yes The STC|ONE® Coverage Rate Report has the ability to

generate repert{s) on immunization coverage for a patient
cohort such as by VFC Status, District, Race, etc.
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EF_053 'Coverage Reports abulity to view and modify list of patients to be included in immunization coverage repart

STCIONE® doos not require patients 1o be selocted for
intlution in the cowerage rate feport. To envure an accurate
covnrage rate all active patients should be incladed in the
repert. Panents that are deceased Me autamatically
remaved. Additionally, providén can manage thels

to ty rofleet thekr

EF_054 [Coverage Reports ability to generate report(s) displaying immunization coverage trends over time, over a selected timeframe E Yei The madotnized STC|ONE® allows for the ability to generate
reporiis) displaying kmmunizstion coverage trends over
tirre, over 3 sefotted

EF_055 Coverage Reports abwliry to generate repart{s) that diplay the number of missed epporturtied for waccination E Vi STCTOME = has the ability to generate mport(4) that display
the number of missed opporiunities lor vaceination, This
can be athigved using the Caverage Rate Repart.

Updated  |EF_056 (Coverage Reports ability ta generate report(s) displaying the number of patients late up-to-date for immunization who are up E Yes STCIONE® has the ability to generate repoet(s) displiying

to-date as of today the nutmber of patients late up-1o-date lor immunization,

but up-ta-date at of teday. Thiscan he achieved using the
Coverape Rate Repart
EF_057  |Caverage Reports ability to generate report{s) that display the number of invalid vaccine doses 3 Yes STCIONE™ has the ability to genorate ropart(s) that display

the rmber of imvalid vaccine dotes. This can be achieved
using the Vaccination Data Cuality Roport
EF_058 (Coverage Reports ability to generate repart(s) displaying vaccine exemption rates E Yes STC|ONE® provides two custom exemption report for West

S _ | A . T =
X I
I i - | I
AT | = |l ol M L s e i
EF_060 Coverage Reports ability to generate report(s} displaying immunization coverage by vaccine type E Yes
immunization coverage by vaccine type using the Coverage
Rate fiepart.
EF_061 Coverage Reports ability to generate report(s} displaying immunization coverage by age range E Yes STC[CHNE ™ has the ability to generate report{s) displaying
immunization coverage by age range using the Coverage
Rate fleport
EF_062 Coverage Reparts ability to generate report(s} displaying immunization coverage by ethnicity E Yes The modernized STC|ONE? allows for the ability to generate
report(s) displaylng immunization coverage by ethnicity
EF_063 Coverage Reports ability to generate report(s) displaying immunization coverage by race E Yes STCICNE® has the ability to generate report{s) displaying
Wnumuniration coverage by race using the Coverage Rate
Report.
Updated  [EF_064 Coverage Reparts ability to generate report(s} displaying immunization coverage by patient sex o Yot STCIONE® has the ability 1o generate reporls) diplaying

Emimunization coverage by patient gender using the
[Coveragn Rate Heport
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Priority: E, O | Vendor response: Yes, Yas
(essential, = with customization®, No Vendar sommant{)
sdrement: The 115 optional) *Comitm Irad

ultiple user-defined parameters STC[ONE®™ has the ability to search patient record based on
one or multiple user-defined parameters. The Patient
Search/Add function allows for patient search by First Name
or Initial, Last Name or Initial, Birth Date, WIC ID, Patient ID,
[Chart Number, MN, SSN, Guardian First Name, Mothers
[Maiden and more.

MPIR_003 |Patient Search ability 1o re-search for a patient record by modifying existing search parameters E Yes STC|ONE® allows users to refine and re-run patient searches
within the same workflow, making it easy to adjust criteria
land quickly find the right patient record,

MPIR_004 |Patient Search ability ta display the list of returned possible patient matches per jurisdictional policy E Yes 5TC| ONE® presents possible patient matches in a ranked,
confidence-supported list, helping users make informed

Patient Search ability to search patient record based on one or mi

selection decisions consistent with jurisdictional matching
workflows,

MPIR_005 |Patient Search ability to select a patient record from the list of possible patient matches E Yes STC|ONE® enables users to select the appropriate patient
directly from returned candidate matches, supporting an

efficient and intuitive search-and-match experience.

Add, Edit Patient ability to create a new patient record STC|ONE® supparts creation of new patient records through
Demoagraphics a dedicated patient workflow wilh demographic capture and
identity safeguards that help prevent duplicate record
creation.

(MPIR_008 |Add, Edit Patient ability to edit demographic information in a patient record 4 Yes STC|ONE® supports editing patient demographic
Demographics information through dedicated, structured editors that help
preserve data integrity while allowing authorized users to

MPIR_007

maintain accurate patient records,

[MPIR_009 |Add, Edit Patient ability to insert permanent comments in a patient's record that can be viewed based on E Yes The record types referenced in this requirement as
Demographics role/permission "comments” — refusals, immunity, reactions, and history of
disease — are stored within STC|ONE® as permanent,
structured records on the patient, rather than as
unstructured text, This includes:

Vaccine refusals, captured with an associated refusal reason
Contraindications, captured with reason and duration
(permanent or temporary)

Patient observations, coded and recorded with effective
dates

Adverse reactions

Access to all of these records is permission-gated. Read
access is controlled according to the user's assigned role and
permissions, ensuring sensitive clinical information is
available only to authorized users,

MPIR_010 |Add, Edit Patient ability to display the user who created the permanent comment in a patient's record E Yes STC|ONE® supports full accountability for permanent patient
Demographics record entries through audit history that captures the acting
user and timestamp for each change, giving staff clear
[visibility into who created or updated clinical information.
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Prio 0 ponse
el PR Reviewer notes optio il
Add, Edit Patient ability to prevent a patient record from being saved unless required fields are completed, per E Yes STC|ONE® has the ability to prevent a patient record from
Demographics jurisdictional policy being saved unless required fields are completed, per
Jurisdictional policy. When save is selected on a patient
record and the required fields are not completed the user
will see in red font at the tap of the screen the exact fields
that are required to be submitted before the record can be
saved. The record will not be saved until these fields are
completed,

MPIR_012 |(Add, Edit Patient ability to automatically notify a user when attempting to submit an incomplete patient record E Yes STC|ONE® provides clear inline validation when a user

Demographics to submit an i patient record, helping
staff quickly correct missing information and complete the
workflow.

Add, Edit Patient ability to store CDC-endorsed core data elements for all patient records E Yes STC]ONE® has the ability to store all CDC-endorsed core

Demographics data elements for all patient records,

Add, Edit Patient ability to store multiple of reported names for each patient to include: first name, middle name, last E Yes STC|ONE® has the ability to store multiple of reported

Demographics name, alias, maiden name inames for each patient to include: first name, middle name,
last name, alias, and Mother’s name: maiden last. Patient
imaiden name is not a CDC-endorsed patient demographic
element,

Add, Edit Patient ability to store multiple patient addresses o Yes STC|ONE® has the ability to store multiple patient addresses.

Demographics An additional address can simply be entered and created
The patient demographic screen then allows for the
selection of the primary address but still captures the
previously entered addresses.

MPIR_016 |Add, Edit Patient ability to support multiple patient address type designations {e.g. primary address, vacation address) o Yes STC|ONE® supports multiple address types such as home,

Demographics mailing, and temporary addresses, helping users manage
patient contact information with greater precision

MPIR_017 |Add, Edit Patient ability to identify effective dates for use of a patient address o] No STC|ONE® plans to support effective-date tracking for

Demographics patient addresses in a future release. This enhancement will
build on the existing structured address recard, which
already includes address type, primary designation,

lid: status, and ion ti

MPIR_018 |Add, Edit Patient ability to store all historic addresses for a patient [o} Yes STC|ONE® supports retention of current and historical

Demographics address information through concurrent address records
and audited change history, preserving a reliable record of
address updates over time,

MPIR_019 |Add, Edit Patient ability to store country information related to where the patient was born o Yes STC| ONE® stores country of birth as a distinct patient field,

Demographics supporting complete demographic capture and jurisdictional
reporting needs.

MPIR_020 o] Yes STC|ONE® includes a built-in Smarty {SmartyStreets) addressi|
verification it ion: patient are vali and
stamped with a validation status
(verified/invalid/unverified), with a d t-validate override
per address. Activation requires the jurisdiction's Smarty

Add, edit patient ability to flag patient address as a verified United States Postal Service address (e.g., via credentials to be entered in system settings — configuration

demographics SmartyStreets) only, no code change.

MPIR_021 |[Add, edit patient 2] Yes The same Smarty integration stamps a validated-at

demographics timestamp on each address at verification time, recording
the date the address was last verified. Activated via

ability to record date patient address last verified as a United States Postal Service address {e.g., via |urisdiction-level Smarty credentials in system settings,
SmartyStreets)

IMPIR_022 |Add, Edit Patient ability to automatically create a unique patient ID number E Yes STC| ONE® automatically generates a unique patient

Demographics identifier at record creation, supporting reliable patient
tracking and record management across the IS

Add, Edit Patient ability to automatically associate patient ID number to the patient's record E Yes STC|ONE® contains the ability to automatically associate

Demographics patient ID number to the patient's record. When a patient
record is created and saved, the patient 1D is generated and
attached to the record.
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MPIR_024 |Add, Edit Patient

Reviewer notes
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ability to track patients of all ages per jurisdictional law or policy £ Yes 5TC|ONE® supports tracking patients of all ages with no age
Demographics restriction in the patient model, enabling lifelong
i record consi; with
Jurisdictional policy.
|Add, Edit Patient ability to store mother's HBsAg status for a patient [o] No STC|ONE® does not have the ability to store mother's HBsAg
Demographics status for a patient,
MPIR_026 |[Add, Edit Patient ability to store a patient's occupation Particularly relevant for mass E Yes
Demographics vaccination, STCIONE® has the ability to store a patient’s hon, An e
MPIR_027 |Add, Edit Patient bikity to designate patient a3 belonging to a priodty group lor vaccination Particularly relevant for mass o Yes STC|ONE® cantains the functionality to designate patient as
Demographics vaccination, belonging to a priority population group. During a Mass
Vaccination Event, patients can be identified and preloaded
into the virtual waiting room based on their priority group
which can be set in a variety of ways.
Add, Edit Patient ability to store multiple patient identifiers 13 Yes STC| ONE® has the ability to store multiple patient identifiers
Demographics such as multiple MRNSs, Passport #, Visa #, Medicaid ID, SSN,
etc.
Add, Edit Patient ability to assign patient records to a cohort Particularly relovant for mass H Yes STC|ONE® supports cohort-based patient management
Demographics vaccination and school through existing reminder/recall and coverage-reporting
reports. logic, giving jurisdictions a strong foundation for assigning

MPIR_029 and analyzing patient cohorts.

Add, Edit Patient ability to assign patient records to multiple cohorts Particularly relevant for mass E Yes STC|ONE® supports the foundation for assigning patients to
Demographics vaccination and school multiple cohorts through its cohort-targeting model,
reports. bling flexible [ for outreach and

MPIR_030 reporting.

Add, Edit Patient ability to view patient records by cohort Particularly relevant for mars E Yes STC|ONE® supports viewing patients by cohort within
Demographics vaccination and school reminder/recall workflows, giving users a practical way to

MPIR_031 reports, work with cohort-scoped patient populations.

Add, Edit Patient ability to remove patient records from a cohort Particularly relevant for mass E Yes STC|ONE® supports cohort management through existing
Demographics vaccination and school cohort logic, providing the foundation needed to remove
reports. patients from cohort-based populations when appropriate.

MPIR_032

Traeie; =55 — . — e
|

I i

i | I

MPIR_034 ([Patient Status ability ta stare active patient status at the organization/facility level E Yes STC|ONE® stores active patient status on the patient record,
supporting patient population management and reporting
workflows.

MPIR_035 |Patient Status ability to store inactive patient status at the organization/facility level E Yes STC]ONE® stores inactive patient status with structured
inactive reasons, helping users manage patient populations
and reporting cohorts accurately.

MPIR_036 [Patient Status ability to edit active patient status at the organization/facility level 3 Yes STC|ONE® allows authorized users to edit active patient
status, supporting ongoing patient lifecycle management
and registry-quality data

MPIR_037 |Patient Status ability to edit inactive patient status at the organization/facility level E Yes S5TC[ONE® allows authorized users to edit inactive patient
status and inactive reason, supporting accurate patient

ibutlen and lath

[MPIR_03B |Patient Status ability to store reasan for inactive status of patients at the organizational/facility level E Yes STC|ONE® stares structured inactive-status reasons, giving
users clear context for why a patient is no longer active in
the relevant population

MPIR_D3% | Pationt Status ibility to edit multiple patients status in one attion o] Yes STC|ONE® provides a strong foundation for hulk patient-
status updates by using established bulk-action patterns
already present elsewhere in the platform.

e T e T T S ' T A E STETGNES vupports palini 1At management st e
eptstry level and p i a foundation for]ﬂﬁdlﬂfennl
4 n ! rkflows thiauh thi kxisting status model.
MPIR_D41 |Patient Status ability o store active patient status at the geographic jurisdiction level E Yes STC|ONE® stores active status on the patient record,

supporting jurisdictional patient population reporting and
needs.
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Patient Status

ability to store inactive patient status at the geographic jurisdictional level
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Voandor eommant{s}

STC|ONE® stores inactive status and inactive reason on the
patient record, supporting jurisdictional reporting and
cohort management.

MPIR_043

Patient Status

ability to edit active patient status at the geographic jurisdictional level

5TC|ONE® allows authorized users to edit active patient
status, supporting jurisdictional patient lifecycle
imanagement and data guality.

MPIR_044

Patient Status

ability to edit inactive patient status at the geographic jurisdictional level

STC|ONE® allows authorized users to edil inactive patient
status, helping jurisdictions maintain accurate patient status
information over time,

MPIR_045

Patient Status

ability to store reason for inactive status of patients at the geographic jurisdictional level

STC|ONE® stores structured inactive-status reasons,

providing a clear for jurisdiction-level inactive-

status reporting and review.

MPIR_046

Patient Status

ability to restrict access to patient records that have been placed in an inactive status

No

STC|ONE® does not support restricting access to patient
records based solely an a patient's Active/Inactive status,
Patient status is intended to support population
[management acti

es such as reminder/recall, assessment
reporting, and patient attribution, rather than serving as a
security or privacy control, Cansistent with MIROW Patient
Active/Inactive Status (PAIS) guidance, inactive patients
remain part of the 1S and may still require clinical review,
updates, data correctian, or historical vaccination access.
Access to patient records is instead governed through role-
based security, user permissions, organizational access
controls, and jurisdiction-configured consent/opt-out
policies. As a result, authorized users may continue to view
inactive patient records when permitted by jurisdictional
palicy.

MPIR_047

Patient Status

ability to restrict edits to patient records that have been placed in an inactive status

STCJONE® does not prevent authorized users from editing
patient records solely hecause a patient has been marked
inactive. Inactive status is used to indicate that a patient is
na longer active within a provider's patient population or
reporting cohort and is not intended to render the recard
read-only. Allowing authorized users to continue updating
demographic and immunization infarmation helps maintain
data quality, supports ongoing data exchange with providers
and EHR systems, and ensures historical records remain
accurate. Record edit capabilities are controlled through rale
based permissians and consent policies rather than patient
status.

[Fpir_oas [Patient consent
|| 12

Wﬂy to manage patient consent per jurisdictional palicy =

[STCIGNE® supports pabient consent management thtough |
structured consent statuses that can be configured and
i e P i

applied Ao

Patient Consent

ability to update patient consent on a patient's recard

'STC]ONE® has the ability to update patient consent on a
ppatient's record. STC|ONE® has the ability to opt out or opt
in patient records and STC]ONE® has the ability to opt in
patient records that have previously been opted out,

Patient Consent

ability to opt out a patient from participating in the 1S

STC|ONE® has the ability to opt out a patient from
participating in the JIS. This can be done by selecting the
"‘Opt Patient Qut" button on the patient demagraphic page.

Added

MPIR_050a

Patient Consent

ability to opt in a patient for participation in the IS

Yes

STC|ONE® supports patient opt-in by setting consent status
te granted, while jurisdiction-level consent policy supports
optein and opt-out operating models

Patient Consent

ability to enable access to a patient record per consent designation

STC|ONE® has the ability to opt out a patient from
participating in the 115, This can be done by selecting the
"Opt Patient Qut" button on the patient demographic page.

REVISED Attachment B_Manage PT IZ Record

39



\

\
N,
CRFP-0506-M152700000001-2

Function: Manage Patient and Immunization Records
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Patient Consent

|
{Add, Edit Patient
|Immunization

Bbility to edit vaccine information in a patient record
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Vendorcomment[s)

STC|ONE® has the ability to opt out a patient from
participating in the 1S, This can be done by selecting the
“Opt Patient Out” hutton on the patient demographic page.

STC]ONE® supports editing vaccine information on patient
immunization records, helping authorized users correct and
accurate histories,

Immunization

IMPIR_055 [Add, Edit Patient ability to mark vaccine infarmation in a patient record for deletion Yes STC|ONE® supports marking immunization records for
|immunization deletion through a governed status model, preserving
accountability while preventing inappropriate hard deletion,
(MPIR_056 |Add, Edit Patient ability to add reason for deletion of vaccine informatian in a patient recard Yes STC|ONE® supports categorized deletion handling and audit
Immunization capture for vaccine infermation, providing a strang
found for deletion-reason documentation,
|MPIR_057 |Add, Edit Patient ability to capture vaccine eligibility by vaccine dose for publicly purchased vaccine Yes [STCJONE® captures per-dose vaccine eligibility and funding
Immunization category information for publicly purchased vaccine,
supporting VFC and public-program accountability,
[MPIR_0SB |Add, Edit Patient ability to stare vaccine eligibility by vaccine dose for publicly purchased vaccine Yes STC|ONE® stores publicly purchased vaccine eligibility at the
immunization dose level, ensuring eligibility information remains available
for reporting and accountability.
MPIR_059 [Add, Edit Patient ability to report multiple doses administered to the same patient on the same administration date Yes STC|ONE® supports reporting multiple doses administered
Immunization via the Ul to the same patient on the same date where clinically
appropriate, with safeguards ta manage duplicate-risk
scenarios.
Add, Edit Patient ability to store all CDC-endorsed core data elements related to vaccine events Yes STC|ONE® has the ability to store all CDC-endorsed care data|
Immunizatian elements related to vaccine events in the Vaccinations
section of STC|ONE®.
MPIR_061 [Add, Edit Patient ability to enter vaccinalion substandard or otherwise compromised flag Yes STC|ONE® supports compromised or substandard vaccine
Immunization documentation through structured flags and reason codes
such as cold-chain break, expired administered, recall
administered, subpotent, and wrong diluent.
MPIR_062 |Add, Edit Patient ability to view submitted vaccination event information on a patient's record Yes STC|ONE® allows submitted vaccination-event information
Immunizalion to be viewed directly on the patient record, giving users clear
access to immunization history.
MPIR_063 |Add, Edit Palient ability to store adverse reactions in accordance with Vaccine Recommendations and Guidelines of Yes 5TC|ONE® supparts structured adverse-reaction
Immunization the ACIP dacumentation, including severity, description, onset date,
and outcome, aligning with clinical documentation needs.
MPIR_064 |Add, Edit Patient ability to flag an adverse reaction as having been reported to VAERS Yes ISTCIONE"™ supports VAERS reporling documentation

through explicit VAERS-reported and VAERS ID fields on

adverse-reaction records.

REVISED Attachment B_Manage PT 1Z Record
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. O Mendor respome: Yer, Yes
thal, with contamiatio Na Vandor pamment(s}
Req. H anak 8 ould ha 0 e Reviewer notes *Comiment requlred
MPIR_065 [Add, Edit Patient ability to store patient vaccination event funding eligibility information STC|ONE® stores vaccination-event funding and eligibility
Immunization on the i record,
accountability and reporting across funding categores.
MPIR_066 [Add, Edit Patient ability to print form for signature of vaccine refusal by patient for each individual vaccine antigen o Yes mﬂﬂﬂt‘ auppaits vaccine -refutal decumentation at the
Immunization individual antigen level and provides a strang template
fe for le refusal for
Add, Edit Patient ability to ensure that the default lot number is from the oldest ot when entering an administered STC|OME® supports first-expiting-first-out inventaty ordering
Immunization ose from inventory Ly ing i vlots teapiration first,
(i ik the 1 for doses
MPIR_067 E Yes o the oldest apprapriate Jor.
Add, £dit Patient E Yes STCIONE® supports recording administration of expired
immunization vactine by capturing the dose and applying an papired-
dose reaton, preserving the
MPIR_068 ability to record administration of vaccination regardless if vaccine has since expired in inventory clinical record while clearly flagging the issue,
MPIR_065 |Add, Edit Patient ahility to track vaccinations that require adjuvant [Particularly relevant for mass E Yes STC|ONE® has the ability to rack vaceines that require
Immunization vaccination. adjuvant such as Daptacel, HPV, etc

MPIR_071 |Print/Expart Recard ability to include evaluated history in the printable version of the patient record

STC|ONE® supports inclusion of evaluated history in
printable patient records through administered-vaccine
histary and i il summary sections,|

tal

MPIR_072 |Print/Export Record ability to include the forecast in the printable version of the patient record

STC|DNE® supports printable lorecast capability through an
existing forecast engine and printable Forecast Summary

late section, p i asirong ian for
live forecast data in printed records.

(MPIR_073 |[Print/Export Record ability to include immunity in the printable version of the patient record

e
(MPIR_075 |Print/Export Record

REVISED Attachment B_Manage PT IZ Record

i STC{ONE®'s roporting engine already cxports in multiphe

STC|QME® wypperts including immunity information in
pr le records thr red ion/i i
records and primtabl ion-statu: I

onents,

h

farmats (POF, C3V, Excal, ISON, HLY); the individual patieny

recard curtently exports as o generated POF document.
e oxisting muft-1 iport infra to

the patient-record export would be a source-code change.

|STC| ONE® supports mass vaccination aperations via the

Mass Immunizations Module, described as a field toal for
quick entry of patient demagraphics and
vaccinationfinventory data during mass immunization
events, with reports/reminders run centrally once field data

_|is loaded.
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Function:
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ion Records

MPIR_077

Mass Vaccination

ability to rapidly capture patient demographic information offline during mass vaccination clinic for
later upload/saving

Necessary for mass
vaccination,

Reviewer notes

Return to Cover Page

{essential,
optional)

Vendor response: Yes, Yes
with customization®, No
*Comment required
Yes with customization

STChealth, Ll

Vendor gumment(sj

We are and the mass ination offline
process as part of our modernization effort to deliver a mare
Intuitive, efficient experience for both providers and state
administrators. Client feature and functionality requests
such as these will be considered for inclusion during the
design process. This effort is targeted for completion by the
end of 2028 due to other competing priorities. STC will
rapidly reprioritize if timely need for this lunctionality arises.
Should prioritization be requested or become necessary due
to timely events, STChealth will conduct rapid discovery,
define scope with WV, and submit a price and timeline

LC

MPIR_078

Mass Vaccination

ability to rapidly capture vaccine information offline during mass vaccination clinic for later
upload/saving

Necessary for mass
vaccination,

Wirt with customization

We are evaluating and updating the mass vaccination offline
process as part of our modernization eflort to deliver a more
intuitive, efficient experience far both providers and state
administrators. Client feature and functionality requests
such as these will be considered for inclusion during the
design process. This effort is targeted for completion by the
end of 2028 due to other competing priorities. STC will
rapidly reprioritize if timely need for this functionality arises,
Should priaritization be requested or become necessary due
to timely events, STChealth will conduct rapid discovery,
define scope with WV, and submit a price and timeline.

MPIR_079

Mass Vaccination

ability to support rapid capture of patient demographic information during mass vaccination clinic

Necessary for mass
vaccination.

The STC|ONE® Mass Immunizations Module has the ability
to support rapid capture of patient demographic information
[during mass vaccination clinics. Demographic data fields can
be predefined or the virtual waiting room may be utilized to
expedite this process,

MPIR_080

Mass Vaccination

ability to support rapid capture of vaccine information during mass vaccination clinic

Necessary for mass
vaccination,

The STC|ONE® Mass Immunizations Module has the ability
to support rapid capture of vaccine information during mass
vaccination clinic. STC|ONE® has the ability to predefine
vaccine data fields for efficient user entry of information.
The mass immunization module allows users to quickly add
vaceines. Vacecine lots can be pre-populated for the provider
to ease the use of recording.

MPIR_0B1

Mass Vaccination

ability to administer vaccines during public health emergency without impacting the patient's status
at the organization/facility level

Necessary far mass
vaccination,

STC|ONE® has the ability to administer vaccines during
public health emergency without impacting the patient's
status at the organization/facility level. The Mass
Immunizations Module captures immunization information
without impacting patient ownership,

MPIR_082

Mass Vaccination

abiility for jurisdictional admin to flagfindicate org/lacility participation in mass vaccination event

Necessary for mass
vaccination,

Yes with customization

STC|ONE® allows for an "Additional Status" to be selected
for an Organization/Facility in the Org/Facility Maintenance
page that is Agency configurable that can be used to indicate

participation in a mass ination event.

REVISED Attachment B_Manage PT 1Z Record
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Function: Manage Vaccine Inventory

Status  Req.H

=
Vaccine Inventary
{Search

Requirement: The IS inust/shoutd have

abllity to search the inventory by funding source

STChealth, LLC

Return to Cover Page

. O Vendor responseryes, Yes
(essential,  with customiration®, No
optianal} *Comment required
L T o

Viendor sommmnt{i)

ey

E Yes

1€ | (3NL* makes funding-source inventory
managrmnnt straightforward by storing tunding
futie 4% 3 structured field an every invenlory
revand. Lt can quickly search, filler, and
fepait on VFC, State, Private, Section 317,

(Wil ary, IHS, and other Inventory categories Lo
[wsipport dttang preigram sccauilabiity.

$earch

atalay ta oy W

[STCTONL® vamports Tawt wwemiaty toateh by

and

wpe Lang Ci-by
[nami stoded on each inventory oecord, Tha
vy ubers nebabie access to the vatone
[sorenatisn they need deron oedering, iraniler,

MVI_004  [Vaccine Inventory
Search

ability to search inventory by vaccine lot aumber

ni kot management wadkBow
[STCEOME® wuppor ect Inventary search by

451 number, giving users a precise way to locate
wactng sack, wppon tanders, validate
retueni, and manage kd-apecibic aciviy with
canlidenie.

Hivemior

abilily to search nventory by vaccine NDC code

T ovodermited STCIONL = 480wy fof 1ho abity
18 search inventory by vaccine NDC code

b ftory Hub visualizing current on-hand
errrmaody. Note: 3 subset of the dashboard's
Ui k- action yhortoutd (Approve Orders / Place
Hibrs / New Order) were recently refabeled
"Coaminig Soon” because they were running on
placehalder data; this does not affect the care

Artioung

MVI_0D8  |Add, Edit Vaccine
Inventary

ability to edit inventary funding source at the lot level

[EVCIGNL= Tupports Fusing waaree.
management at thy o fevel alitwing aulhsnioed|
inery s weew and update the funding source

el gueiedictisns maintain accurate
| Pl fpsvate anwentony Wepacatan and progrem

MVI_D09  [Add, [t Viaeeane
imvantory

ability to edit inventory funding source at the vaccine level

[STCHONE® supporiy vaccme kevil funding todroe
{eandiguration {himwgh Varome Settings, where
|esch vaceine catalag entry can carry funding-
et e detail alongside CVX, NDC, and product
indeirimialian. This gives jurisdictions llexible
teuntil over how vaccine inventary is

[estesorued and mansgea

MVI_010 Akl T8 Yaccme
bweritery

ahiy (0 add watcene infarnmation Lo mventory

[S1E FONE® prowide 3 dofie ated Addd bownntany
[ wisi kil lor captising iebw vacone ki

e matlon, The guitded faom wmports arcwate
vei i and helps iy

sho b mibty the 1 0 3 stiustored, controsed way,

[MVI_011  [Add, [t Vacuine
Iereriony.

ability to support barcode scanning system to electronically upload vacine inventory to the IS

[STEIONE® supports electronic iventory upload
wairkilawt with a barcode-scanning user
Eapenened atieady dewgned into the Add
Iventory How. Thi prewdes & wrong
fsunditsn for scanner-enabled invenlary entry
1nd helps jurisdictions streamline inventory

REVISED Attachment B_Manage Vaccine Inv
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Function: Manage Vaccine Inventory Return to Cover Page

Priadiy; . O Vendar responee: Tes, Ve

with custambzation*®, Mo Vandine commnrit(s)

¥ . o Reviewer notes *Comment required
MVI_012  [Adad, Edit Varome ability to view currenl inventory list by facility L Yer STC|ONE® makes current inventary easy | view|
ity by lacibty through lacility scoped inventory

|querics Authonized users can quickly sec on
[hand vaccine inventory for the facililies within
\heir scope, supporting day 1o day nventory

MVI_013  |&ut, B Varcine abilily Lo view currenl inventory list by arganizalion E Yes STC|ONE®'s scope-based access modei already
Inventary relurns organization wide invenlary: an
larganization scoped user's inventory reads span
every lacility in their organization An explicit "by
|organization” rollup/filter cantral in the
inventory list Ul {which currently filters by
facdity) would be a user-interlace extension of
[ Eusting Wwoged quidy,

MvI_014  [add, Edit vacoine [ability lor junisdicuonal admin to edit organization/facility nventory 3 Yos STCIONE®'s jurisdiction scoped access model

inuenady gives jurischchonal administrators access Lo

n their junsdiction, ncluding a jurisdicion
swilcher for system administrators; nventory

records are fully editable through the same
ik dakl

" ¥
the facility level, scoped by the admin's
authorly.

Updaled [MVI_D15 |Add, £t Vaeeine [ability Lo manage vaccine borrowed Irom lois belonging Lo one lunding source Lo Iols belonging to another Junding source o Yoi STCIONE™s inventory solulion provides the

Inveniery ability to manage vaccine borrowed lots
belonging Lo one funding source lols
MVI_016  |Add, [ Vaccine ability o reclassity (unding saurce of borrowed vaccine from private Lo public or vice versa far replacement cases [+] Yot 5TC|ONE® supports funding source

Inwemtary reclassification at Lhe inventory oL level,

e Turbeng b 1o- povite or pravate da- potiic
adjustments lor replacement scenarios, Lach
change b captured theough the iatform’s audit

MVI_018  [Add. B Vagome ability Lo document vaccine storage and handling events such as temperature excursions [Parlicularly relevant for mass vaccination. L Yiry [STC|ONE® supports vaccine storage and
handling documenlation, including temperature
logying and cold chain excursion tracking Users
can record AM/PM lemperature checks,

10 support compliant vacane handing

MVI_019 |Add, Lt Vaccme 3Bty Lo store storage capabiily [Parcularly relevant for mass vacomation, 3 I STCIONE® stores vacoine storage capabilty as
Ivventary

structured lacility-level storage unit records,
including storage type and lemperalure-range
information This gives junsdictions a reliable
source of truth for slarage capacily and

MVI_021  |Vazcene Drdening abilily Lo alerL user when "reorder recommendalion” inventory level is reached o Yes

[STC|ONE® supports inventory alerting when
recrder-recommendalion levels are reached,
helping users act before stock becomes
insutticient. These aferts help imprave nventory
continuity and reduce aveidable shortages

Lpdaled |MvI_022 (Vactine Ordering ability to prespopulate order wilth recommended quantities based on inventary, doses reparted as administered Lo I1S [ Yei [STC|ONE* supports pre populated vaccine

|orders by carrying recommended quanities into
lthe New Vacene Order wizard This reduces
manual entry, speeds up ordering, and helps
users align requests with inventory driven
recommendalions

REVISED Attachment B_Manage Vaccine Inv 44
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-
0001

accine Inventory

Vaccine Giderig

ability to edit pre-populated order quantity

ability for jurisdiclional admin to aclivate vaccines avallable lor ardenng

Return to Cover P.ge

Virrdor respsnae To, T
i th cutioisestion ®, Mo
*Comment required

STChealth, LLC

Wendar somesnsr(s)

S1E|ONE* aBows uvors 10 adjust pre- populated
ordor quani L onea
his ! peand 1o el

|tmariny bor féwsrer ani oot abiey

STEiaNe o tonal
adminy tale for
rdnring. Bucdectinn ol admin can dafine.
wactine order sets and spply (he ariler st 10
faeiivps.

MVI_026

Vactme Ordenng

[SBility for junsdictional admin Lo inactale vaccines avallahle lor ordering

[EITTONL sepearts lﬁalmﬂm ol vartines
nihwlorolm theough Vacrine Sortings.

sty and conigueation comint

Vaccine Ordering

atnbity bo order puldicly-purchased varemes.

TSTR G = has the ability ta order publicly-
putk hated vacones. This i imrdion 1s granted Lol

or f:

page.

MVI_028

accine Ordering

ability 10 view all orders by user-defined paramelers

[STE JCINE * qupparts auder vishdedy acrats wor
|tehned denensians such s dacilty, statun, and
[appeireal state. Gherk can vitw and manage
atbee activity theough dodiated queees and
dashibpand tummanes that wuppar opeiatinnal
e

MVI_02%

[Vaccine Ordening

ability Lo update delivery hours Lo recewe shipments

'n_clom'-w-mwwm
o, The

il daws and hot

= = " a2 for the

{wu':'u order. - o

MVI_030

accine Ordering

abilty Lo enter a reason lor vacoine orders outside the recommended order quantty

STCIONE® wpparta captising order cantint
|when irzueied guantites dilfes fram
htl Maing TN
recnumenibed quaniiies udo by vde snd
[Lupputing arder renew ot Tha gaes

and eyl

MVI_031

[Waccone Drdesing

abilily to search and view past vaccine orders by facilily within a specified tmelrame

STC|ONL™ supports viewing past vaccine arders
by tacility wilh Iifecycle imestamps for
sutammian, approva), shipment, and receipt

hi gives uier the [dundanion needed 1 (e
eeles hastisry within a specitied imeframe.

MvI_032

Vacaine Ordering

[ability to verily contact infermation during each order without leaving ordering workllow

Eﬁlm-' MDPATTE COMat venfaation dusng
Ihe wattint ordering warkliew by silating
ihippmg and Tacity informatinn i the Shigping
Mep. Utert can confum key etals belore
stmesien withaut leawng the odvder process.

MVI_033

Vaccine Ordering

ability Lo update conlact infarmation during each order withoul Icaving ordening worklaw

STCTONL Supparis updating comat and

]
[k Hlw, Medimng usors keep srded fultiinent
i s & 4

ereatun.
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Function: Manage Vaccine Inventory

Status Req. #

Capability
Vaceine Ordering

Requinement: The 115 mint/should hawe_

abality to viwe an uraubmitied atder

Commants

Return to Cover Page

STChealth, LLC

STCIONL" supports saving uniwhinsited wacting
orders throiagh 3 drafl vatus Live can begin ai
ordes, Live d, and return Litér Lo cpmplele snd
subr when fracy

MVI_035

Vagome Drdienng

abuity ta updale ility contact befare a vaccine order

SICIOML® supports updaling Bagamiatsn ahi
facilty contact inlormation helare vaccing arder
subimiian Facility settings allow authorized
WEETE 10 MANdge contacts, intTuding the VI
[ordering contact e Ine hatl@ment,

5

MvI_036

aceang Qidering

ability 1o eanen| unsubmitied or unpracessed vaccine orders

1| DML suppodts ¢ ane cllstion ol uniutmaiod
wacrie atders by allowing draft aiders 1o be
deleted betore sutsmzsion. This Seept the ordes
(esyle clean while proserving audi sty

MVI_037

Vaccuie CHdenng

ability 1o edit uniubenited or unprocessed vaccine orders

Yei

41C|ONEY supports editing unsubmitted vaccine
Beddi4 through the order wizard and dralt order
u3tai Liers can revee adder detsih brlote linal
Msbierpivan, impoveng s¢curacy and reducng
o b

MVI_038

Vaccine Ordering

ahiday 10 save an swubmittod order aftes rejoction

Yei

STCIONE® Wventary Management anly allows
an oetbes 1o e devetd o 4 G submizied. iy
adion. A 3TOWS 3 e 10 FeView 3 opecod
udes; howver 1o maintam inform stion o6
Py M {0 & (e Dader mant bo ereated
HoBawing 3 rejectsod. This endures every iegurt
st (fetenminaton B caplued

MVI_039

[(Vacme Orienng

atebay vo venify ordos infarmation Befare ofder whmiiod

STCIOML® suiports order vevhcaton belare

through a L pand |
[Londsmation duleg. LA CA0 revew varoine,
tpiantity, shippirg. and arder detaih before
[campletng submidtans

MvI_040

Vaccine Ordeding

ability for jurisdictional admin to reject a vaccne order

STCIDNE® wnpparty jutidictianal review dod
rejestion ol waccme ooters Uhiough the Appaval
Queur. Sibwitlid orders (30 be feveewed,
approesdd, ar ropeited thiough 3 gowerned

v o,

Mvi_041

[vaccune Qrdeting

(3bitty for junisdictional admin (o select a reason code when rejecting an arder

STCIONL® supports repochion reaion capture by
ietpuiring a reaton when an ardor a rejected. The|
100N 1 stored on the rier and mhated in

W atint history far tramparency and loliow up.

MvI_042

Waceing (4deiing

3Kty o edit an order after rejection

'ﬁcm«v hasthe bty 1o odit 2n order alies
riegrctson as long 25 3t nast one Eem on the
mrded bt beon approwed i he whole oider o
regraned, then the order can’t be eded and 3
riew crdng will need (e be wibmitied Tha
PrOCEN BRTES an Accurale order untory

mMvI_0a3

Warcuv Ordiefing

ability to resubmit an order after rejection

SIC]ONE® supports resubmitsion alter repection
bty afdwng WieTs 10 Cheate & oairecied nrey
usanit puifang e trom the sejection decnian, This
presetees suhl integiaty while gaing provadies 4
cleat path 1o move farwand

MvI_044

Wacone Ordering

abity o olestronically natify the fackty'of 2 1e ected brdes

SIC | ONE* hay the 3bility to electronicaliy natily
the {atilay of a repected erder by wie oban alert
hat daply

fitory Ianag

MvI_045

|Vacome Dvdenng

abulityy 10 tr3ek ihe shipeing st of arden

Yeu

S1CIONL" trazks ordes vhipping watun acrois
the erdor Menyohe, mihuthig shinped and
{eeewed states with siocated tmertaman. This
s i wisibility it ovder progoess from.

acoine Crderng

bty v vedly packing shp sdormation atver arder 1k sipped

Yoo

ianmw augh receipt

STCIONE® ha vhe abiity o wority packeng ti
lnlnimation alter order i shinped, The ardée
{ainrmatian can be prnted and compared to the
(paching gt The order can then be updated Lo
refiect any mnar differenoes poos 10 accepling
the ardes mnto the wertusl inevniary

REVISED Attachment B_Manage Vaccine Inv
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Function: Manage Vaccine Inventary

MVI_047

Waccime Didering

ability to receive electranic notification when order quantity received does not match vaccine order

Revlewer notex

Return to Covec Page

{essential,
optional)

Priorily: E, O Vendor respanse: Yes, Yes

with customization®, No
No

STChealth, LLC

Vendor comment(s)

While STC|ONE® does not currently provide an
d electronic licati i for

recewed- dered quantity

the platform already caplures detailed order
recest information and mantaing urong aoder.
line accountability This gives users the
bperalional visiility needed to dentify
discrepancies during receipt today, and provides
a clear toundation for a luture automated
natification capability if prioritized

MvI_0a8

[Waceino Grdprng

ability ta recewe electronic notilication when vaccine order received i1s damaged

STCIONE® Invenlery Management has the
abilily to recewe electronic notification when
wace e prder ieeeneid i damaged.

WVI_049

(Vaccine Chdming

[ability to request shipping label{s} for nonviable vaccine subject ta return

Yes

STC|ONE® supports nonviable vaccine relurn
wianh s, indhiding generatan af return
[documentation weh at porbos printabie
packing slips for return shipments, This provides
Junisdictions and providers with the operatianal
Juppert meedtd 18 HrEpse and proCEss kacine
retund, inghiding the documentation foundstion)
Pt shippng: Label handhng wilhin the 1etun.
proteis.

MVi_050

Vaccne Qidering

ability 10 search for past vaccine relurns within a specified timeframe

STC|ONE® supporls searching and viewing past
vaccine returns through dedicated relurn gueries
and lacility based return views Relurn records
Include warktlow detail from submission through|
appsoval and export.

MVI_051

Vaccine Ordering

ability to view past vaccine relurns within a specilied time Irame

STCIONE® supparls viewing pasl vactine relurns
with complete relurn delails, including lacility
onbest il peturn wildkiiow statin. Tha
provides the operalional foundation for

et ameies ted EELUM FEVIEW,

MVi_052

Vaccine Ordering

3bility to pre-book vaccine orders

Particularly relevant for mass vaccination

Yei

STC|ONES supporis vaccine pre: booking with a
full submitted - approved/rejected lilecycle,
program selection (e g, seasonal Flu, COVID 19},
andd 4 Bacifity-fewel pre-bodking optin tetfing

A ppraveri pre bespbed slocatinem wilaoe
dircthy in the ardes cocatin tiaw

MVI_053

[Vacome Qrdormg

ability for jurisdictional admin to allocate vaccine inventory per user delined parameters

Particularly relevant for mass vaccination

STC)ONE® gives jurisdictional administrators a
strong allocation foundaion through pre-
[booking workilows, jurisdiction-scoped order
sets, and approved allocations that flow directly
into ordering These capabilities support
allocation by program, NDC, facility, and other
conhigurable ordering parameters Loday.

MVI_054

vaccine Ordering

ability to activate vaceine ordering i ity tor all

ilties during a public health emergency

Particularly retevant for mass vaccination

[STCIONE® has the abilily Lo aclvate vaccine
| sidesng lurctinnality for ol detygnated
organizations/tacilities during a public health
emergency. Order Management allows for
admin Lo assign an order set Lo multiple
providers at pnre.

MVI_0S5

Waccine Ordesing

abitity for jurndictional admin 16 create order 460

¥ 1 Tor mas

S1C|ONE® enables junisdictional adminstrators
10 create and manage order sets scoped to their
\urisdiction. Admins can create, edil, duplicate,
and Lag order sets o support routine, seasonal,
[emergency, and custom ordering needs

AL H
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Function: Manage Vaccine Inventory

MVI_057

Review/Approve Order

! avgnts The 115 mur have.

ability Lo support a rules-based decrsion logic ta approve or reject order if above or below recommended arder quantity

Return to Cover Page

£ 0 endor responie: s, Tis
with custoemizken®, Ne
*Comement required

STChealth, LLC

Vrowdor comenens(i)

[STCIONE® hat the abuity to Suppan 3 rAes

tage 1o app "

abiour or brta: edet gualiity. In
’!ClM'WIWWINIWl‘!

alg quantity
fwhich 1 & dqueish 10 GF3er ApERovin. 1o apgrah
o deny snoadider. Te entine that provden are.
abir 0 request erdess oulude of the

i

antity
actitars o influs the approwe/idoy decison v
ot Jutemaris aly sppled

MVI_DS8

Order

ability for admin ta approve order

RICTONE® siararit jut tabcisingl diger 3gpcoval
thraugh e Apiprova Quour, allowsng
itherkred sibminatraton to appeave wiemilled

Review/Approve Order

ability for junsdictional admin (o adjust order

E ] ONL* wppanty furde banad adjusement of
eateine didey duting spmtencsl by allewing
(iiretd GLaRLLes U Do uet Jt the Rie Kvel.
They grves adimininstons oot while
e rving Ihe requettod quanity fol
romAston

vi_060

Review; Approve Order

ubility lor jurisdiclional admin to electronically accept VFC vacaine into inventary

(S1C|ONE* supipaits electrime Jiceptance of

VFE vactine thrasigh

(Ordes Necospt warkliow. Apgiroved and sthipped
B adifeng

puantisien ditectiy inta sy imventary,

MV)_D61

Revicw/Approve Order

Vacane Dose

ibility L accept each vaccine product in the (1S alter shipment s recewved

[ sbility to aulematically match vaccine doses reported as ini to vaccine de

(STCIONE® fuppaits scepting eschvacrne
|senuct after shigmient tecent thigugh
11rudturod Receres Jctinn, User teview
| Appraved quantities, canfitm recei, and
ivemcitory it ugeatod sutomaticaby.

MVI_067

Vaccine Inventory
Reconcilialion

[ability Lo document reductions in vacoine inventory due (0 oulgoing vacoine translers

MVI_063 C]ONE® supports automauic fmad cheng af
Degrementsng adfmimetened dases 1o ssute wrerntody ot
. uving waccine, kat aumbier, and laciity. This
ke B drives aLeurale duse decrementing
and uiengthem inventory dccountabibly
Vacona Dote [ability 10 automatically decrement vaccine inventory in real Uime via HL7 messaging 3 s RTC|OHE® hat the abity 1o avtomate ity
Decremanting ezremient VAT vertary in real limevia HL
£t lang asvarcs
matehins the inventory will decrement.
MVI_065 [Vaccine Dose {ability Lo automatically decrement vaccine inventory (n real-Ume via Ul data entry L Yed

L3 ¥ri

SIC| DML supports real lime inventory

vaneine raniden throsgh sclured amier
ieardy with varone, quamiy, and ot detad,
The tramiter Wlecythe provdes tracsabiity frm
dsmissinn iveugh complel o

MVI_068

Vaccine Inventory
Reconciliation

abilily to electronmically document reductions in vaccine inventory due Lo 0ulgoing vaccine wastage

[FICIOM apports slesiram dacwmentation o1
WaLage v ough i

vends, appiraval workllow, and recondilistion
djuntments. Thirke wirkfioms provide 3 urang.

i N
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Function: Manage Vaccine Inventory

accne inventory
Reconciliation

bty b endes custend number of vaccine doses on-hand in physical storage

opt

Return to Cover Page

1y: . O |Memdar seagionnel Yes, Yo

ontlal

melihy putecur o, Ma
*Commaent teguired

STChealth, LLC

Wencker commmrentis]

ntln'wm&mwn{mnmnhmﬂon-
n duri neilition. This

allows witriio compadd sctual torage
Jquantites agalng vt inventady and ietolve

MVI_070

vaccne Inventory
Reconcihation

[ability Lo Lrack and manage doses for vaccines: on hand, administered, wasted, expired, ordered, recalled, returned, Lranslerred

discrepansiet.
STC]ONE® supports racking key vatcime dant:

Mty inchuding an hard, admnistored, wasied,
eapized, ddered, recalled, retumned, and
trantermed This gives junisdictions broad
viailisly acrods the vacoine Megye.

MVI_071

(Vacane bontary
Recanclition

|sl¢ln|y * wapparty somovl of reafind ki
from artive wseninry theugh recalled wyvemissy
atus bl

This el jurmiesinds protect palints and
manage aliccond swenery.

MVI_074

Vaccine Transiers

[STCIONE™ supparis prnting reconchatian

thaeieh

etk Bl This pvﬂ.lnm 3 praztical ool Ipe
byl eount and forandlation ctiviters

1€ | ONE® supporls jurisdichanal nitiaton af
W€ vaccine translers Lthrough struclured
iraniis creaton Authonced wiers can st
tranilese een fardtios wit tat, and

sty detiil.

Mvi_075

\vaccine Transfers

| by 10 3z VEC vacone transfers

SIC|ONL® wisparts scenplang VT vaccsne
traniders thiough @ compleretramsber workfiow
that linaheet approved Lanulers ot thi receasig
enel aned claves the transfer ibegyche.

MVI_076

Vaccine Transfers

[ty fae Jurisdiclional admin ta reject vacane Lransters

STCIENL® supparty judiidkclional rigection of
vatcine Graniber uting the same Lraniied
lecyvin and Approval Qurue worklow that

MVI_077

accine Translers

3ty Lo search and view past vacane transiers within a specified imelcame

Yot

poveent transles apeeeal. |
STC|ONL wmmwuﬂu_ﬂw paut

quentkes and itatus-bosed viewd. Tranules tecoddi
e Ragilty et ped-beve bt et b surgpsn
traceabiity

MvI_078

Vaceine Transfery

atsfay far junsdictional admin to allow lor direct vaccine transler etween (acilities without jurisdictional pre-approval, but with jurisdictional visibility/oversight

| sbaldy 1o dotedmine the total cost of wasted vaccine by user defined parameters

Particularly relevant for mass vaccination.

B0 |ONE® tuppaits the bowmdatmon for Sirsit
Lacdil -1 Laeity vaceine ramice with

tags i riminred Lramler cecords. Thiy
presdes 2 dhoar path fae vonfigured oviroght

lad . el

by irganization, [aciity, and reason. This enabiet|
eoi ol watiage ARalyis 31 34 exlemion al
sl fepailing Capabie.

MvI_081

Vacone Wallage

atsiiy Yar jurisdiclional admin Lo modify iInventory quanuly to reflect wastage

[STCIONE™ supports funvixtanal iventary
waslage ugt

it it saleguatas bl mbintam
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Function: Manage Vaccine Inventory

Vacrine Wastage

ment: The 1S mu

ability 1o

Return to Caver Page

STChealth, LLC

Priority: E, © Vendor respanse: Yes, Yes

{essential,
optional)

with customlzation®, No
“Camment required

Vendar comment(s}

STCIONE® wapart assgning soustared

g AVAGE EUE
[and jerndictan managed fpestme reason
ratalags. Thi el jurnda tions tandardur

"

age reparting traii,

MVI_085

MIVI_086

Vaccine Expiration

Vaccine Expiration

lo alert Uty 10 VACTING NEALing expiration.

ability to provide alerts for inventory already expired

[STCIORL™ wapporty detenmining tolal wated
[dotes thioisgh the Aggrrgate Wailage repde,
i driff-davwn by ergana ateon, Ly, snd
ape Thay phocs L0 Sctmnable
wght into wanage patfrrnd by veleclod

STC|QONL® hoip siters aet before vacemes eapieo
iy buapporiieng Aledts for lots nearing evpration
Tha invendary alerting framework and Required
421 experience provide clear visibility into
|ufreamang expiration risks, helping jurisdictions
|redute waste and maintain an accurate, usable
vatcine wamply.

Mvi_oB7

[Vaccine Expiration

abilily for junisdictional admin to modily inventory quantity remeved irom avalable nventory

YR

TSTE 1ML * supports sy o swroninry that
s already expired by tracking expired lots as 3
it L swortony iatun. This fiowd wier 1o
ke by ey xpired watesns dnd take
lappropnate actian using the same alerting and
sctimm ariented mveriary worklows

i

[ETE TGN ehabies et o horered wors
|1 adjunt inventory quantilies when vaccine mutt
Iwe remicrd from available inventory, including
expration relied removals. Adjustments are
nanitled through the recanditiation workllow
watlh irectured reann codes 3od 3 Tl auda
trail. giving junsdictions both controf and
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Function: Provide Data Access Return to Cover Page

Vendor response: Yes, Yes
Prlority: E, O with custombzation®, No Wendaor commart(s)
Reviewer notes s f {essential, optional) *Commuent mauired

ability to generate a report that provides i
deduplication

Standard Reports nformation on patient and vaccine matching and

STC|ONE* has the ability to generate a repart that provides
information on patient and vaccine matching and
deduplication. The Merge History Report allows far users to
define search parameters such as Merge Type, organization
or date range.

Standard Reports [ability to generate a report that provides infarmation on data quality of data at rest 3 Yes STCIONE™ has the ability to generate a report that provides
I information on data quality of data at rest. The STC|ONE”
Patient and Vaccination Data Quality reports will pravide this
information.
[Standard Reports ability ta generate data quality reports for HL7 submissions € Yes STC|ONE™ has the ability ta generate data quality reports for

HL7 submissions. The STC|ONE” Pravider Detail Error Report
will provide this information.

Standard Reports ability to generate a practice-level patient data report for VFC enrolled sites 5TC]ONE™ has the ability

tu generate VFC provider practice
profiles. The VFC Profite report will provide this information,
in addition, this information is automatically calculated for a
provider during re-enrollment.

Standard Reports ability to generate a doses administered report to support accountability for publicly- E Yirs

STC|ONE™ has the ability to generate a doses administered
purchased vaccine

report for VFC enrolled sites and private arganizations. The
Vaccine Administered Repart, Patient Detail and several
others can provide this information in a variety of format.

Standard Reports ability to generate a doses administered report for VFC enrolled sites E Yes STC|GNE™ has the ability to generate a doses administered

report for VFC enrolled sites and private organizations. The
Vaccine Administered Report, Patient Detail and several
iothers can pravide this information in a variety of format.

Standard Ropots ability to generate VFC provider practice profiles E Yes STC|ONE™ has the ability to generate VFC provider practice

profiles. The VFC Prafile report will provide this information,
in addition, this informatian is automatically calculated for a
[provider during re-enrollment,

Standard Reports ability to generate a report showing the total number of select vaccines administered each E
month by facility
Standard Repoes 3 Yes The modernized STC|ONE” allows for the ability to generate
ability to generate a report displaying a change in vaccine administration patterns aver a
selected timeframe

Yeu STC|ONE*® Vaccination Totals report can be ran far select

a report displaying a change in vaccine administration
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Function: Provide Data Access

Standard Reports

ability to generate a report listing/identifying patients who received a recalled vaccine

STChealth, LLC

Return to Cover Page

Vendar recpooe:
with custemizati Veildos coninmimls)
all *Comment reguired

llipdiset [0 i
STCIONE® ha the ability to jionerace a report
{ fidentiyi s wh d a recalled vaceing,
The STC]ONE® Lat Usagie and Recall Report will provide this
infarmation and atiows the user to select spoolic lats, onter
date tange, and sulect & speedic Coganipation und Facility,

Standard Reports

ability to generate a report of patients declining or refusing vaccinations

Yes STCIONE™ hat thir ability 10 genorute 4 report of pationts
declining vaccinations, The STC|ONE* Vacanation Deferrals
Repart will provide this inf The Var

Ovfereals Report can Bo ran with of without ditall, The
Ogtaifed vorsion will specily patients, the vacine, the dose,
date and organizanion.

Standard Reports

ability to generate a repart to calculate a facllity's average vaccine usage

Yes Thee systom snchudes soveral standard roports that can b
maparted, and the fesulting dita can e uied to distve
motrics such as average facilty vaccine uiige. Additionally,
STC{ONE™ Analytics is avaitable to support custom analyiet
through woped project engaemonts tadoned to ypecit
Eutlomer requirementy.

= —— LG provide and jurisiction ad
Standard Reports [STCJONE™ has the ability 1o generate a roport that
TRy TPy PR ) inn about current i
hand. ¥ i aifaws for
ability to generate a report that provides/displays infarmation about current inventory on !uhcplimd fram the reconcihation screen and Is ako
hand fay the tnves i
Standard Reports Yes STC|ONE® han the abiity 1o generate a report that
idesfdnplays inf about inv transactions.

The STC|OME® Inventory Transastion Report will provide this

ability to generate a report that provides/displays infarmation about inventory transactions|

Standard Reports

ability to generate report(s} that display information abaut vaccine order history

Yes STC|ONE™ has the ability 1o gleneratit roport]s) that display
information about vaceine order hustary. The STC|ONE™
Order History Comparison Report will provides this
infarmatian.

Standard Reports

ability to generate report(s) that display information about vaccine wastage and returns

Yos STCONE™ har the abilty to ganerate mportis] that doplay
infarmation abaut vaseine wantage and roturn. Reparty
include Inventary Transaction and Aggregate Wastage.

Standard feparts

Yes STCIONE® has the ability to penerate a report that displays
thiz vateine order submitted to VTrekS within a speaific
(rmetrame, The inventory Transaction repor and VOMS

3bilily to generate a report that displays the vaccine orders submitted to VTrckS within a could b obtain this inf
specific timeframe
(Standard Reports ability to generate a repart providing infarmation about influenza pre-book orders Yin STC|ONE™ Javentary has the ability to generate a report
|providing information about influenza pre-book orders.
Standard Reports ability to query vaccine ordering patterns aver a selected timeframe to indicate trends Yes (STC|ONE® hirs the alility to quesry viscine ardering patterns

avaer a selvcted timeframe to indicate trendw. Thi: Order
Hritory Comparison foport can provide this mfarmation.
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Function: Provide Data Access

Standard Reports

ability for junsdictional admin to generate report that lists immunizing facibties

Return to Cover Page

Wendar reaponss: Yod, Yas
with suscomization®, No
et gL ired

STC|ONE™ has the ability for jurisdictional admin to generate

STChealth, LLC

report that fists immunizing laciities at the state level, The
Provider Cantact Report can be run without limitations or
with user defined criteria to obtain this informatian,

Standard Reports

Standard fagorts

ability for jurisdictional admin to generate a report that provides infarmation on

'organizational/facility enrollment

ability to generate report of student exernptions by type (medical, religious)

[Nceded for school reports.

The modernized STC|ONE™ allows far the ability for
jurisdictional admin to generate a report that provides
information on organizational/facility enroliment,

= . 1
The STC|ONE* School Immunizatian Report will provide the
grades and the number of exemptions per grade.

Standard Reports

Standard Reports

Ad Hoc Queries &
Reports

ability to generate exclusion letters stating which vaccine(s) a student needs to come into
compliance with requirements and be permitted to attend schaal

ability ta generate doses administered reports for priarity groups during a public health

lemergency

ability to schedule an ad hoc query to run on a predetermined interval {i

maonthly, quarterly or annual basis)

 daily, weekly,

[Needed for mass vacgination:

Standard Reports ability 1o generate a record of students' immunizations for school purposes Needed for school reports. Yeu The STCJONE” School Nurse Module has the ability to
generate a record of students' immunizations for school
purposes. There are several reports that tan be run by user-
defined criteria ta meet any need.

Keeded for school reports. Yes The STC|ONE™ School Nurse Module has the ahility to

“¥es waith customization  |As part of our modernization initiative, we are updating the

generate exclusion letters stating which vaccine{s) a student
needs to come into compliance with requirements and be
permitted to attend school. The Action Repart Notice/Letter
will generate letters with conlent that is defined by the
jurisdiction.

e o

imass immunization process ta deliver a more intuitive,
efficient experience for both providers and state
administrators Client leature and functionahty reguests such
as these will be considered for inclusion during the design
process. This effort is targeted for completion by the end of
2028 due to other competing prionitics. |f there is a need to
address eaerlier then STC will reprioritize. No additional costs
are anticipated, as the work will be fully funded through the
consortium,

[STC|ONE™ has the ability to schedule an ad hoc query to run
on a predetermined interval. STC|ONE” contains stock
reports which can be scheduled to run once or on a
reoccurring basis.
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ability to generate reports with a user-defined report format

Reviewer notes

STChealth, LLC

Vendor comment {1}

STCLONE® has the ability 10 generate reports with a user-
definwd repart farmat. Reports can bo edported a1 a CSV file,
In addition, Seif Service Repurting which will be avadable
precontract will frther satiafy this requirement.

Reports

Print/Export Reports

Ad Hoc Queries & ability to generate reporis across geographic hierarchy levels Yes 1 sn:|m"f" Tias the abifity to genitate reports acros

Reports b hy leweh, Thie STCIONE 1
madule contains user driven mena optiont incloding options
for Organation, Faciity, Zip Codo, and County,

Ad Hoc Queries & ability to generate data to inform the public via website dashboards or similar means Particularly relevant for mass vaconation. Yes The plaifarm enables the State to generate and extract data

Reports for use in public dashboards or publc repurting taals.
STChealth dort not directly provide or host public facing
dashbaards.

Ad Hot Queties & ahility to store saved report templates You In STC|ONE® Self Service Reporting Tool a user 1s able to

Reports create, save and modify Cohort and Output templates.

Ad Hoc Queries & |abdity to moddy waved rep. i Yy In STC|ONE™ Self Servite Reparting Tool a user i akle to

Renorts create, save and mud|&.ﬂlﬁnﬂ and Output |_|r_n___ph|es.

Ad Hoc Queries & ability to inactivate (archive) saved report templates Yes The modernized STC|ONE™ allows for the abilily to inactivate

{Reports (archive) saved report

Ad Hoc Queries & Yo STC]ONE® has the abifity to modify a query. Standard

Reports Reparts contain 8 variely of ways that 3 user can mudity a
quony, In addiion the Soif Service Reparting toal which will

Ll ,. tract, mrayidhe enh L Y
ability to madily a query [rauind thi i '
Ad Hoe Gureries & Yes STC|ONE® dotrs ot have the ability to delete a query. The
Reparty Self Service Heporting tool which will be available precontract
ability to delete a query will satisfy this requirement.

Ad Hoc Queries & ability to save an ad hoc query Yes STC|CNE™ does nat have the ability to save an ad hoc query,

Reports The Self Service Reporting ool which will be avaable
preconiract will satisfy this tequirement.,

Ad Hoc Queries & ability to create a map using geocades for statistical reporting Nao STC|ONE™ Analytics has the ability to provide geographical

anakyws and mapping through scoped project engagements
tadored to the specific requitements thiough a seevice
package if intorested.

STCIONE® has the ability to export data in user-defined
fatmats. The STC{GNE » DTT functionality allows an
i W to crisdte export profiles 1o identify data that

i dhenred for expart,

Print/Export Reports

Consumer Access

ability for authorized consumer ta print forecast

ability to export aggregate level de-identified data Particularly relevant for mass vaccination, Yes S!tlﬂ‘lTE' Hias the alsility 1o expert aggregate lovel de-
identified data. Thete are a variety of reports that chn be
[expartod or printed that contan agregate lovel dpdent fied
uta.
Print/Expart Reports ability ta export record level deidentified data [I;anlcuTzrly relevant for mass vaccination. Yei STC|ONE™ hirs the ability 1o expart recard bovel dendentifred

data. There are a variaty of reports that can be peported or
printed that contain recosd leve! de-identified data.

TThe STCIONE™ canswmer apnlication, has the ability for

authonized consiiter to print forecast. Verilied patients may

easily print their farcgast from the application.
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Function: Provide Data Access Return to Cover Pape

Vendor response: Yes, Yes
Priority: E, O with customization®, No Vendor communt(s}
Ao Reg & i notes {essential, optional) *Comment required
DA_060 Consumer Access ability for autharized consumor Lo prnt pationt immunization record

The STC|ONE” consumer application, has the ability for
authorized consumer to print a patient immunization record
Venfied patients may easily print their immunization record
from the application

DA _061 Consumer Access ability for autharized consumer to print an official immunization history E Yes The STC|ONE™ consumer application, has the ability far
autharized consumer to print an official immunization history|
Irom within the application without support from the

jurisdiction
DA_062 Consumer Access ability for authorized consumer to retrieve a verifiable digital vaccine credential without Particularly relevant for mass vaccination E Yes The STCJONE® consumer application, has the ability for
e from lIS or i ization program staff authorized consumer to retrieve a verifiable digital vaccine

credential without assistance from IS or immunization

B staff. This is specifically met by the digital vaccine
credentials such as the SMART Health Card and the COVID-
19 scannable QR code.
Updated |DA_063 Consumer Access ability for authorized consumer to view immunization forecast E Yes The STC|ONE® consumer application, has the ability for
authorized consumer to view immunization forecast. Once
the user is verified they have access to all of their
immunization information including forecast
Updated |DA_064 IConsumer Access ability for autharized consumer to view patient information E Yes The STC|ONE™ consumer application, has the ability for
authorized consumer ta view patient information. Once the
user is verified they have access ta all of their immunization
infarmation inclueding forvcast
DA_065 Consumer Access ability for authorized consumer to view patient immunization record E Yes The STC| ONE™ consumer application, has the ability for

authorized consumer to view patient immunization record
(Dnce the user is verified they have access to all of their
immunization information including forecast.

DA_066 (Consumer Access ability for patient/patient representative to opt in for reminder/recall notifications o Yes STC|ONE™ Consumer Access allows users to optin for

reminder/recall notifications that are sent through the
Contunuer Access Admin Oushbeard
IDA_D67 (Consumer Access ability tor patient/patient representative to opt out of reminder/recall notifications (2] Yes 5TC|ONE" Consumer Access allows users to opt out of
reminder/recall notfications that are sent through the
Consumer Access Admin Dashboard
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Terms and definitions used within requirements. Note: For definitions of general terms related to immunizations, see the CDC Vaccines and Immunizations Glossary

For definitions of general terms related to 1S, see the AIRA MIROW Common Vocabulary resources.

Term Definition

Admin
Associate (verb)
Atrest

Audit log

Authorization agreement

Authorized consumer

Authorized user
Automatically
Capture
Clinician

Cohort

Containerization

Delete
During transmission
Edit

Electronic notification

Electronic response

Enroli

Event log

Facility

Immunization Information System

Refers to a jurisdictional admin and organizational admin.

Establish a relationship between entities. Synonymous with "link."

Used to refer to data in storage within the 11S.

Also referred to as an audit trail. Used to refer to the tracking of information about system activity and changes, used for security purposes.

Formal or legal agreement between an organization submitting and/or using immunization data and the jurisdiction that outlines terms for
participating in the IIS per jurisdictional policy {e.g., data use agreements, user agreements).

A consumer authorized to access IIS records such as their personal vaccination records or those for individuals for whom they are
guardians/care-takers.

Individual authorized to access the system based on their role and affiliation with an 11S-authorized organization.

Ability for the system to take action without manual intervention.

Ability to enter data via user interface (Ul} or data exchange interface for immediate usage. Does not necessarily imply storage.

A clinician or health care professional who orders and/or administers vaccines (e.g., vaccine ordering provider, vaccine administering
provider).

A group of patients of particular interest to an organization and/or facility (e.g., a group of health plan members, a group of students, group
of individuals with the same age).

Containerization packages an application along with all its necessary configuration files, libraries, and dependencies, ensuring it runs
efficiently and without bugs across various computing environments.

Process by which data are removed from the IS system, including removal from data table(s). Synonymous with "purge."

Used to refer to data being transmitted or actively moved from one location to another.

Global term to reflect ability to modify, update, and change data. For a particular field, this also includes the ability to delete field-level data
that is no longer accurate.

Communication/message sent to a user without manual intervention.

The IIS returns a final resolution, or outcome, of processing the HL7 message with a conformant HL7 (Health Level Seven) message.
Process by which an organization or a facility is authorized to participate in an IS and/or in a jurisdictional Vaccines for Children (VFC)
Tracking (i.e., storing) information about system activity and changes, used for IT support and maintenance.

A sub-organizational unit for organizations with multiple locations. May also be synonymous for "organization" for organizations with one
Refers to the application, data and staff that record all immunization doses administered by participating providers to individuals within a
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Terms and definitions used within requirements. Note: For definitions of general terms related to immunizations, see the CDC Vaccines and Immunizations Glossary

For definitions of general terms related to |IS, see the AIRA MIROW Common Vocabulary resources.

Term Definition

Inactivate

Interface {(noun)
Interface (verb)
Interoperate
Jurisdictional admin
Jurisdictional vaccine program admi
Manage

Notification

Order set

Organization
Organizational admin
Patient

Personally identifiable information
Process

Provider

Provider organization
Query

Recall

Re-enroll

Reminder

Report

Store

System admin

System alert

Track

User

User agreement
User-defined parameter

To make inoperable.

Connection between two or more systems for transmission of data.

Act of securely exchanging data to facilitate data use.

Data are transmitted from one system to be consumed by another.

Jurisdictional IiS staff authorized to enter and modify information in the IIS.

Jurisdictional vaccine program staff authorized to enter and modify VFC- and vaccine program-related information in the IIS.

Global term used to refer to the ability to add, edit, or otherwise modify information.

A push communication to an authorized user.

A standardized group of supply items that can ordered at one time that create efficiencies in the ordering process.

An entity that may provide data to an IIS and/or may consume 1S data and information (e.g., provider organization, school). An organization
Staff within the organization (e.g., clinic, facility, LHD) responsible for maintaining the organization/facility information in the IS, including
Used to refer to an individual. Synonymous with "client."

"Any information about an individual maintained by an agency, including (1) any information that can be used to distinguish or trace an

The lIS reads the incoming data and takes appropriate action based on the data submitted and previously known information already in the
A vaccinating or non-vaccinating health care professional authorized to submit, access and/or use IS data.

A type of organization that has any combination of the following characteristics: provides vaccination services, responsible for an entity that
A question posed of the IIS data.

A notification sent to individuals who are overdue for a vaccination.

Process by which a previously enrolled organization or facility is re-authorized to participate in an iIS and/or in a jurisdictional VFC program,
A notification sent to individuals who are due to receive a vaccination soon.

System generated data or information available in suitable formats, which may include outputs of queries.

Maintenance of data for potential future use. Note: use of "store" also implies data capture.

Jurisdictional administrator responsible for oversight of the IIS technology, typically an IT role.

A communication broadcast to authorized users.

Follow the steps of a process to note a modification.

Individual associated with an organization authorized to access the 1IS system to submit and/or consume 1IS data and information (e.g., clinic
Agreement between a representative(s) of an organization and the jurisdiction, outlining terms for participation in the IIS, per jurisdictional
An element selected by a user to define the scope of a particular process or activity.
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Terms and definitions used within requirements. Note: For definitions of general terms related to immunizations, see the CDC Vaccines and Immunizations Glossary

For definitions of general terms related to IIS, see the AIRA MIROW Common Vecabulary resources.

Term Definition

Vaccines for Children (VFC) A type of provider organization, specifically, a provider organization that is enrolled in the VFC program.
Vaccine program A program managed and administered by a jurisdiction to provide specified vaccine(s) to specified organizations or facilities (e.g., Vaccines
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W5 Functional Standards: hit

Draft IIS Functional Standards, v5.0 I1S Functional Model Functions IIS Functional Model Attributes
WELETS

Manage Patient and Manage
Administer Organizations  Manage Support Ensure Data  Evaluate Immunization Vaccine Provide
Standard Guidance Statement System and Facilities Users Interoperability Quality and Forecast  Records Inventory Data Access Performance Usability  Rellability Security  Maintainability. Portability
1.0 The IIS Is physically and digitally secured in accordance with
policles and Industry standards for protected health
information, security, and encryption x x x

I x
i
=
-

1.1 The 115 establishes,

documents, and updates

policies and procedures to

manage the collective functions,

capabilities, and attributes of an

lIs. % x x x X x

1.2 The IIS establishes and

maintains the technical

infrastructure to securely

capture, store, and process

patient demographic and

vaccination data consistent with

established policies and

procedures, x x " X % %

1.3 The IIS provides ongoing

training to ensure awareness of

and to promote adherence to
A Establish and policies and procedures * x
maintain a secure, 2.0 The i1 Is physically and digitally secured in accordance with

confidential Industry for disaster e, miti and
Immunization ecavery,

Information System

2,1 The IIS establishes and
maintains the infrastructure
needed for disaster avoidance ® x
2.2 The lIS establishes and tests |
recovery plans to mitigate
system downtime. ® X
3.0 The I1S defines service expectations between the program
and the entitles providing information technology support to
ensure system availability and uninterrupted data flow. % x x X x

3,1 The 1S implements service-

level agreements between the

program and the entities

providing information

technology and support. X £ % ® X X

3.2 The IS implements and
maintains the infrastructure to
fulfill service-level agreements. % X x X X X

4.0 The IS validates patlent demographic and vaccination data. x ¥ X X x x ®

4.1 The IS supports the

identification, prevention, and

resolution of duplicate and

fragmented patient

demographic and vaccination

data in accordance with policies

and procedures. %
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115 Functional Standards: hitps: .edic gov/itsfunctional-standardsfresgurce himl

Draft IIS Functional Standards, v5.0 1S Functional Mode! Functions 1IS Functional Model Attributes
Manage
Manage Patient and Manage

Administer Organizations Manage Support Ensure Data  Evaluate Immunization Vaccine Provide
B ELLEG] Guidance Statement System and Facilities Users Interoperability  Quality and Forecast  Records Inventory Data Access Performance Usabllity  Rellability Security.  Maintalnabllity Portability

4.2 The IIS monitors data quality
within the IS in accordance with
pelicies and procedures, X x X X X X
43 Th‘e s uses .Ele:.l;uni: tools |
to standardize and/or validate
addresses in the lIS x x
4.4 The IIS delivers feedback and!
training to I1S partners and
providers to ensure complete,
timely, and accurate patient
demographic and vaccination
records. ¥
jurisdictional data quality | | x [ X I X i
5.0 Manage Interfaces for exchange and integration of data
electronlcally between the IiS and other Information systems in
C Promote electronic  accordance with federal and jurisdictional standards

B. Continuously improve
1IS data guality.

x x x X X X
data exchange between .
. accordance with current %
the I1S and its partners
and providers enralls, and enboards 15 % x
evaluates data submitted via % % X X
resalves electranic data % x X x
6.0 The JIS supports pediatric, adolescent, and adult
D. Ensure the delivery of immy ion forecasts ¢ with Advisory Committee on
immunization services Practices {ACIP) recommendatians.
reflects current ACIP z
recommendations, maintains Clinical Decision x
maintains Clinical Decision X
7.0 The 115 ensures autharized users hawe access to patient
demographic and vaccination data based on user roles and
permissions
x x % * *® x ®
confidentiality policies that "
comprehensive account x
- = attributes for the set up and ® ® x
nsure appropriate
BRIoR In accordance with policles and x x
user access to data - - - : :
NS partners’ and providers’ ® ® X x
covers accessing patient x X
inactivates usor and site % % X
8.0 The IIS supports authorized public access to officlal
Immunization records.
x E S x
with direct access to x X x
9.0 The Ii§ supports the reporting needs of federal and
Junsdictlonal immunization programs. ®
and ad hoc reports to meet x
10.0 The IIS supports ad-hoc queries of patient demographic and
vaccination data, ¥
access for internal authorized x ¥
data for data visualization, x
11.0 The UIS supports investigation and reporting of vaccine
F. Support the adverse events. r
generation and use of )
1IS data through various adverse fEVEnt nveshigation | x
channals and formats appropriate resources to *
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1IS Functional Model Functions

Manage
Manage Patient and
Administer Organizations Manage Support Ensure Data  Evaluate Immunization

Manage
Vaccine

Provide

STChealth, LLC

1IS Functional Model Attributes

Standard Guidance Statement System and Facilities Users Interoperability  Quality and Forecast  Records
12.0 The IIS supports the ability to generate coverage reports
that users can access without assistance from IS staff.
data to assess vaccination
status at provider site and ] X
training on accessing,
compliance with immunization | il
13.0 The I1S supports reminder/recall activities

reminder/recall activities | ' X X

Inventory Data Access Performance Usability

Reliability Security  Maintalnabitity Portability

G. Support federal and
jurisdictional vaccine

program requirements.

14.0 The IIS supports management and guality assurance
functions for federal and jurisdictional vaccine programs.
program procedures in
tracking of eligibility at the dose X
listing patients that received a | I | |
listing provider sites that
15,0 The IS supports vaccine inventory management and
reconciliation according to federal and junsdictional vaccine
program requirements.
inventory management,
vaccine orders and monitoring
vaccine returns and wastage.
decrements administered doses
16.0 The NS supports data exchange with the national Vaccine
Tracking System (VTrcks),
cxchange with VTrckS in
1o Exis functionality following
sutomated data cx-%anﬁé with

®ox WM

* i x = 0=

EEE B RS S8

H. Support response
efforts for vaccine-
preventable disease
outbreaks and ather
public health
emergencies.

17.0 The IS supparts partner and provider onboarding and
vaccine management during vaccine-preventable disease
response and/or public health emergencies.

cogrdinates, and execoles

17.2 The [1S supports expedited

communication and onboarding

with partners to capture patient

demographic and vaccination

data in an emergency. X X %

onboarded partners. %

administration functionality to | i X
with tools for vaccination X

health immunizathon reporting.

I Participate in and
prioritize emerging
technologies and
standards.

18.0 The IS participates in modernization initiatives and
emerging technofogies.
' i modernization efforts
efforts that align IS initiatives
initiatives to develop standards i

WM
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Attachment C: Service Level Agreements (SLAs)

The Agency will monitor the Vendor’s performance throughout the contract period. Each
SLA defines the minimum acceptable performance level in a specific area. The Vendor
shall measure and report on each SLA monthly. Failure to meet any SLA may result in
financial retainage as outlined below.

Right to Retainage

The Agency and the Vendor agree that failure to meet SLA performance standards results in
a measurable loss to the Agency. The Agency may retain a percentage of the monthly
subscription invoice, as specified in each SLA, and deduct that amount from payments due
to the Vendor.

l. SLA - System Availability and Downtime

a. Definition: The IS must be available 24/7/365. Downtime is defined as any period during
which the system or any of its components is not accessible or functional for its intended
use.

o Scheduled Downtime: Must be pre-approved by the Agency and occur outside of
standard business hours (Monday - Friday 8:00-17:00 Eastern).

e Unscheduled Downtime: Any unapproved interruption in service.
b. Performance Standard:

e Monthly uptime must be = 99.9% (Down less than 43 minutes and 50 seconds per
month).

c. Retainage:
o 99.0%-99.89% uptime: 5% of monthly invoice
e 95.0%-98.99% uptime: 25% of monthly invoice

e <95.0% uptime: 100% of monthly invoice

Il. SLA - Issue Tracking and Defect Management

a. Definition: The Vendor must provide tools to track defects from identification through
resolution, including testing and verification. All issues must be documented in a
Corrective Action Plan (CAP) and shared with the Agency.
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b. Performance Standard:

« Alldefects (Agency-identified, Vendor-identified, or user-reported) must be logged
and included in a CAP submitted weekly or more frequently upon request.

c. Retainage:

e 2% of the monthly invoice if the standard is not met.

lll. SLA - Issue Response and Resolution

a. Definition: Issues must be categorized by severity and addressed within defined

timeframes:

Severity Response Time Workaround/Fix Full Resolution
Critical 1 hour ] 8 hours | 24 hours N
High 2 hours 24 hours 48 hours
Medium 4%0?3_ I 5_calendar days 5 calendar days
Low 24 hours 30 calendar days 30 calendar days

e Critical Severity

O

Definition: An issue that causes a complete system outage or renders the IIS
unavailable for all users. Includes failures that prevent immunization data
exchange with CDC IZ Gateway or other critical interfaces, or any security
incident that compromises data integrity or confidentiality.

Impact: Immediate and widespread disruption to Agency operations, public
health reporting, or compliance.

e High Severity

(0]

Definition: An issue that significantly impairs system functionality for a large
group of users or a major module but does not cause a full system outage.
Examples include failure of data migration processes, inability to generate
required reports, or degraded performance that prevents timely

immunization record access.
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o Impact: Major disruption to Agency operations or compliance obligations,
but partial functionality remains available.

« Medium Severity

o Definition: An issue that affects specific features, workflows, or a subset of
users, but has a viable workaround. Examples include errors in non-critical
modules, minor interface malfunctions, or delays in non-urgent data
processing.

o Impact: Moderate disruption to operations; Agency can continue core
functions with workarounds until resolution.

¢ Low Severity

o Definition: Anissue that has minimal impact on system functionality or user
experience. Examples include cosmetic defects, minor documentation
errors, or isolated user account issues.

o Impact: Limited or no disruption to Agency operations; resolution can be
scheduled without urgency.

b. Retainage:

« 5% of the monthly invoice if any response or resolution timeframes are not met.

IV. SLA - System Compatibility and Accessibility

a. Definition: The IIS must meet the following compatibility and accessibility standards:
« Be fully cloud-hosted by the Vendor.
» Support major, up-to-date browsers (Chrome, Firefox, Edge, Safari).

» Operate efficiently on standard desktop/laptop hardware without requiring
specialized software.

« Be accessible without elevated user permissions or local installations.
b. Performance Standard:

¢ 100% compliance with all compatibility and accessibility requirements as defined in
Section 4.2.3.2 of the RFP.

c. Retainage:



CRFP-0506-M1S2700000001 STChealth, LLC

« 5% of the monthly invoice for each month in which any compatibility or accessibility
requirement is not met.

V. SLA -Technical Support and Hours of Operation

a. Performance Standard:
¢ Support must be available daily from 8:00 AM to 17:00 PM Eastern.
o After-hours and holiday on-call support must be available for critical issues.
e 95% of support requests must receive a response within 15 minutes.

o Support must be available in the caller’s preferred language or with interpretation
services.

b. Retainage:
e 5% of the monthly invoice if the standard is not met.
VI. SLA - Monthly Reporting
a. Performance Standard:
« Reports due by the 15th of each month mustinclude:
o System uptime metrics
o CAP with new and outstanding issues
o Issue response/resolution metrics
o Support response metrics
b. Retainage:
e 2% of the monthly invoice if the reportis incomplete or late.
VII. Corrective Action Plan (CAP)
For any missed SLA, the Vendor must submit a CAP with the monthly report that includes:
e The missed SLA and issue description
o Rootcause analysis
¢ Risks andimpacts
e Resolution steps and any failed attempts

e Proposed preventive actions (subject to Agency approval)
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The Agency reserves the right to request a meeting to review the CAP and may require
revisions before implementation.

VIl. SLA-CDC Compliance and Interoperability

a. Definition: The IIS must maintain full compliance with CDC IZ Gateway specifications,
including HL7 messaging standards, transport protocols, and required data elements. The
system must support bidirectional exchange with CDC and other authorized entities.

b. Performance Standard:

e 100% of required CDC data exchanges must be successfully transmitted and
acknowledged within the CDC-defined reporting intervals.

e Any CDC specification updates must be implemented within 90 calendar days of
formal notification.

c. Retainage:

+« 5% of the monthly invoice for each month in which compliance or exchange
timeliness is not met.

VIII. SLA - Data Exchange Timeliness

a. Definition: The IIS must support timely data exchange with external systems including
EHRs, HIEs, school systems, and other state-authorized partners. This includes both
inbound and outbound HL7 messages and batch file transfers.

b. Performance Standard:

o 95% of HL7 messages must be processed and acknowledged within 60 seconds of
receipt.

e 100% of scheduled batch file exchanges must be completed within the designated
window (e.g., nightly, weekly).

c. Retainage:

« 3% of the monthly invoice if HL7 or batch exchange thresholds are not met.



FEDERAL FUNDS ADDENDUM
2 C.F.R. §§200.317-200.327

Purpose: This addendum is intended to modify the solicitation in an attempt to make the contract compliant
with the requirements of 2 C.F.R. §§ 200.317 through 200.327 relating to the expenditure of certain federal
funds. This solicitation will allow the State to obtain one or more contracts that satisfy standard state
procurement, state federal funds procurement, and county/local federal funds procurement requirements.

Instructions: Vendors who are willing to extend their contract to procurements with federal funds and the
requirements that go along with doing so, should sign the attached document identified as: “REQUIRED
CONTRACT PROVISIONS FOR NON-FEDERAL ENTITY CONTRACTS UNDER FEDERAL
AWARDS (2 C.F.R. §200.317)”

Should the awarded vendor be unwilling to extend the contract to federal funds procurement, the State
reserves the right to award additional contracts to vendors that can and are willing to meet federal funds
procurement requirements.

Changes to Specifications: Vendors should consider this solicitation as containing two separate
solicitations, one for state level procurement and one for county/local procurement.

State Level: In the first solicitation, bid responses will be evaluated with applicable preferences
identified in sections 15, 15A, and 16 of the “Instructions to Vendors Submitting Bids” to establish a
contract for both standard state procurements and state federal funds procurements.

County Level: In the second solicitation, bid responses will be evaluated with applicable preferences
identified in Sections 15, 15A, and 16 of the “Instructions to Vendors Submitting Bids” omitted to
establish a contract for County/Local federal funds procurement.

Award: If the two evaluations result in the same vendor being identified as the winning bidder, the two
solicitations will be combined into a single contract award. If the evaluations result in a different bidder
being identified as the winning bidder, multiple contracts may be awarded. The State reserves the right to
award to multiple different entities should it be required to satisfy standard state procurement, state federal
funds procurement, and county/local federal funds procurement requirements.

State Government Use Caution: State agencies planning to utilize this contract for procurements subject
to the above identified federal regulations should first consult with the federal agency providing the
applicable funding to ensure the contract is complaint.

County/Local Government Use Caution: County and Local government entities planning to utilize this
contract for procurements subject to the above identified federal regulation should first consult with the
federal agency providing the applicable funding to ensure the contract is complaint. For purposes of
County/Local government use, the solicitation resulting in this contract was conducted in accordance with
the procurement laws, rules, and procedures governing the West Virginia Department of Administration,
Purchasing Division, except that vendor preference has been omitted for County/Local use purposes and
the contract terms contained in the document entitled “REQUIRED CONTRACT PROVISIONS FOR
NON-FEDERAL ENTITY CONTRACTS UNDER FEDERAL AWARDS (2 C.F.R. § 200.317)” have
been added.
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FEDERAL FUNDS ADDENDUM

REQUIRED CONTRACT PROVISIONS FOR NON-FEDERAL ENTITY
CONTRACTS UNDER FEDERAL AWARDS (2 C.F.R. § 200.317):

The State of West Virginia Department of Administration, Purchasing Division, and the Vendor
awarded this Contract intend that this Contract be compliant with the requirements of the
Procurement Standards contained in the Uniform Administrative Requirements, Cost Principles,
and Audit Requirements found in 2 C.F.R. § 200.317, et seq. for procurements conducted by a
Non-Federal Entity. Accordingly, the Parties agree that the following provisions are included in
the Contract.

1. MINORITY BUSINESSES, WOMEN'S BUSINESS ENTERPRISES, AND LABOR
SURPLUS AREA FIRMS:
(2 C.F.R. § 200.321)

a. The State confirms that it has taken all necessary affirmative steps to assure that
minority businesses, women's business enterprises, and labor surplus area firms are
used when possible. Those affirmative steps include:

(1) Placing qualified small and minority businesses and women's business
enterprises on solicitation lists;

(2) Assuring that small and minority businesses, and women's business enterprises
are solicited whenever they are potential sources;

(3) Dividing total requirements, when economically feasible, into smaller tasks or
quantities to permit maximum participation by small and minority businesses, and
women's business enterprises;

(4) Establishing delivery schedules, where the requirement permits, which
encourage participation by small and minority businesses, and women's business
enterprises;

(5) Using the services and assistance, as appropriate, of such organizations as the
Small Business Administration and the Minority Business Development Agency
of the Department of Commerce; and

(6) Requiring the prime contractor, if subcontracts are to be let, to take the
affirmative steps listed in paragraphs (1) through (5) above.

b. Vendor confirms that if it utilizes subcontractors, it will take the same affirmative
steps to assure that minority businesses, women's business enterprises, and labor
surplus area firms are used when possible.

2. DOMESTIC PREFERENCES:
(2 C.FR. § 200.322)

a. The State confirms that as appropriate and to the extent consistent with law, it has, to

the greatest extent practicable under a Federal award, provided a preference for the
purchase, acquisition, or use of goods, products, or materials produced in the United
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States (including but not limited to iron, aluminum, steel, cement, and other
manufactured products).

b. Vendor confirms that will include the requirements of this Section 2. Domestic
Preference in all subawards including all contracts and purchase orders for work or
products under this award.

c. Definitions: For purposes of this section:

(1) “Produced in the United States” means, for iron and steel products, that all
manufacturing processes, from the initial melting stage through the application of
coatings, occurred in the United States.

(2) “Manufactured products” means items and construction materials composed in
whole or in part of non-ferrous metals such as aluminum; plastics and polymer-based
products such as polyvinyl chloride pipe; aggregates such as concrete; glass,
including optical fiber; and lumber.

3. BREACH OF CONTRACT REMEDIES AND PENALTIES:
(2 C.F.R. § 200.327 and Appendix II)

(a) The provisions of West Virginia Code of State Rules § 148-1-5 provide for breach of
contract remedies, and penalties. A copy of that rule is attached hereto as Exhibit A
and expressly incorporated herein by reference.

4. TERMINATION FOR CAUSE AND CONVENIENCE.:
(2 C.F.R. § 200.327 and Appendix II)

(a) The provisions of West Virginia Code of State Rules § 148-1-5 govern Contract
termination. A copy of that rule is attached hereto as Exhibit A and expressly
incorporated herein by reference.

5. EQUAL EMPLOYMENT OPPORTUNITY:
(2 C.E.R. § 200.327 and Appendix II)

Except as otherwise provided under 41 CFR Part 60, and if this contract meets the definition
of “federally assisted construction contract” in 41 CFR Part 60—1.3, this contract includes the
equal opportunity clause provided under 41 CFR 60-1.4(b), in accordance with Executive
Order 11246, “Equal Employment Opportunity” (30 FR 12319, 12935, 3 CFR Part, 1964—
1965 Comp., p. 339), as amended by Executive Order 11375, “Amending Executive Order
11246 Relating to Equal Employment Opportunity,” and implementing regulations at 41
CFR part 60, “Office of Federal Contract Compliance Programs, Equal Employment
Opportunity, Department of Labor.”
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6. DAVIS-BACON WAGE RATES:
(2 C.F.R. § 200.327 and Appendix II)

Vendor agrees that if this Contract includes construction, all construction work in excess of
$2,000 will be completed and paid for in compliance with the Davis—Bacon Act (40 U.S.C.
3141-3144, and 3146-3148) as supplemented by Department of Labor regulations (29 CFR
Part 5, “Labor Standards Provisions Applicable to Contracts Covering Federally Financed
and Assisted Construction”). In accordance with the statute, contractors must:

(a) pay wages to laborers and mechanics at a rate not less than the prevailing wages
specified in a wage determination made by the Secretary of Labor.
(b) pay wages not less than once a week.

A copy of the current prevailing wage determination issued by the Department of Labor is
attached hereto as Exhibit B. The decision to award a contract or subcontract is conditioned
upon the acceptance of the wage determination. The State will report all suspected or
reported violations to the Federal awarding agency.

7. ANTI-KICKBACK ACT:
(2 C.F.R. § 200.327 and Appendix II)

Vendor agrees that it will comply with the Copeland Anti-KickBack Act (40 U.S.C. 3145), as
supplemented by Department of Labor regulations (29 CFR Part 3, “Contractors and
Subcontractors on Public Building or Public Work Financed in Whole or in Part by Loans or
Grants from the United States”). Accordingly, Vendor, Subcontractors, and anyone
performing under this contract are prohibited from inducing, by any means, any person
employed in the construction, completion, or repair of public work, to give up any part of the
compensation to which he or she is otherwise entitled. The State must report all suspected or
reported violations to the Federal awarding agency.

8. CONTRACT WORK HOURS AND SAFETY STANDARDS ACT
(2 C.F.R. § 200.327 and Appendix II)

Where applicable, and only for contracts awarded by the State in excess of $100,000 that
involve the employment of mechanics or laborers, Vendor agrees to comply with 40 U.S.C.
3702 and 3704, as supplemented by Department of Labor regulations (29 CFR Part 5). Under
40 U.S.C. 3702 of the Act, Vendor is required to compute the wages of every mechanic and
laborer on the basis of a standard work week of 40 hours. Work in excess of the standard
work week is permissible provided that the worker is compensated at a rate of not less than
one and a half times the basic rate of pay for all hours worked in excess of 40 hours in the
work week. The requirements of 40 U.S.C. 3704 are applicable to construction work and
provide that no laborer or mechanic must be required to work in surroundings or under
working conditions which are unsanitary, hazardous or dangerous. These requirements do not
apply to the purchases of supplies or materials or articles ordinarily available on the open
market, or contracts for transportation or transmission of intelligence.
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9. RIGHTS TO INVENTIONS MADE UNDER A CONTRACT OR AGREEMENT.
(2 C.F.R. § 200.327 and Appendix II)

If the Federal award meets the definition of “funding agreement” under 37 CFR § 401.2 (a)
and the recipient or subrecipient wishes to enter into a contract with a small business firm or
nonprofit organization regarding the substitution of parties, assignment or performance of
experimental, developmental, or research work under that “funding agreement,” the recipient
or subrecipient must comply with the requirements of 37 CFR Part 401, “Rights to
Inventions Made by Nonprofit Organizations and Small Business Firms Under Government
Grants, Contracts and Cooperative Agreements,” and any implementing regulations issued by
the awarding agency.

10. CLEAN AIR ACT
(2 C.F.R. § 200.327 and Appendix II)

Vendor agrees that if this contract exceeds $150,000, Vendor is to comply with all applicable
standards, orders or regulations issued pursuant to the Clean Air Act (42 U.S.C. 7401-7671q)
and the Federal Water Pollution Control Act as amended (33 U.S.C. 1251-1387). Violations
must be reported to the Federal awarding agency and the Regional Office of the
Environmental Protection Agency (EPA).

11. DEBARMENT AND SUSPENSION
(2 C.F.R. § 200.327 and Appendix II)

The State will not award to any vendor that is listed on the governmentwide exclusions in the
System for Award Management (SAM), in accordance with the OMB guidelines at 2 CFR
180 that implement Executive Orders 12549 (3 CFR part 1986 Comp., p. 189) and 12689 (3
CFR part 1989 Comp., p. 235), “Debarment and Suspension.” SAM Exclusions contains the
names of parties debarred, suspended, or otherwise excluded by agencies, as well as parties
declared ineligible under statutory or regulatory authority other than Executive Order 12549.

12. BYRD ANTI-LOBBYING AMENDMENT
(2 C.F.R. § 200.327 and Appendix II)

Vendors that apply or bid for an award exceeding $100,000 must file the required
certification. Each tier certifies to the tier above that it will not and has not used Federal
appropriated funds to pay any person or organization for influencing or attempting to
influence an officer or employee of any agency, a member of Congress, officer or employee
of Congress, or an employee of a member of Congress in connection with obtaining any
Federal contract, grant or any other award covered by 31 U.S.C. 1352. Each tier must also
disclose any lobbying with non—Federal funds that takes place in connection with obtaining
any Federal award. Such disclosures are forwarded from tier to tier up to the non—Federal
award.
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13.

14.

PROCUREMENT OF RECOVERED MATERIALS
(2 C.F.R. § 200.327 and Appendix II; 2 C.F.R. § 200.323)

Vendor agrees that it and the State must comply with section 6002 of the Solid Waste
Disposal Act, as amended by the Resource Conservation and Recovery Act. The
requirements of Section 6002 include procuring only items designated in guidelines of the
Environmental Protection Agency (EPA) at 40 CFR part 247 that contain the highest
percentage of recovered materials practicable, consistent with maintaining a satisfactory level
of competition, where the purchase price of the item exceeds $10,000 or the value of the
quantity acquired during the preceding fiscal year exceeded $10,000; procuring solid waste
management services in a manner that maximizes energy and resource recovery; and
establishing an affirmative procurement program for procurement of recovered materials
identified in the EPA guidelines.

PROHIBITION ON CERTAIN TELECOMMUNICATIONS AND VIDEO
SURVEILLANCE SERVICES OR EQUIPMENT.
(2 C.F.R. § 200.327 and Appendix II; 2 CFR § 200.216)

Vendor and State agree that both are prohibited from obligating or expending funds under
this Contract to:

(1) Procure or obtain;

(2) Extend or renew a contract to procure or obtain; or

(3) Enter into a contract (or extend or renew a contract) to procure or obtain equipment,
services, or systems that uses covered telecommunications equipment or services as a
substantial or essential component of any system, or as critical technology as part of
any system. As described in Public Law 115-232, section 889, covered
telecommunications equipment is telecommunications equipment produced by
Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate of
such entities).

(i) For the purpose of public safety, security of government facilities, physical
security surveillance of critical infrastructure, and other national security
purposes, video surveillance and telecommunications equipment produced by
Hytera Communications Corporation, Hangzhou Hikvision Digital
Technology Company, or Dahua Technology Company (or any subsidiary or
affiliate of such entities).

(ii) Telecommunications or video surveillance services provided by such entities
or using such equipment.

(iii) Telecommunications or video surveillance equipment or services produced or
provided by an entity that the Secretary of Defense, in consultation with the
Director of the National Intelligence or the Director of the Federal Bureau of
Investigation, reasonably believes to be an entity owned or controlled by, or
otherwise connected to, the government of a covered foreign country.
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In implementing the prohibition under Public Law 115-232, section 889, subsection (D),
paragraph (1), heads of executive agencies administering loan, grant, or subsidy programs
shall prioritize available funding and technical support to assist affected businesses,

State of West Virginia

By:
Printed Name:

Title:

Date:
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Vendor Name: STChealth, LLC

Printed Name: Azure Spanier

Title: Executive Vice President

Date: 8/14/2026
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