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Executive Summary

STChealth is pleased to submit this proposal to continue our long-standing partnership with the
West Virginia Bureau of Public Health in support of WVSIIS. As the State’s IIS provider since 1999,
STChealth brings deep knowledge of West Virginia’s public health priorities, operational needs,
and provider workflows.

The STC|ONE® |IS solution included in this proposal represents a defining milestone in the
evolution of our platform, delivering the next generation of capabilities that our jurisdictional
clients and the broader market have identified as essential to meeting current and future needs.
This latest version of STC|ONE® reflects a fully realized modernization of the platform, bringing
enhanced workflows, improved usability, and advanced technical architecture togetherinto a
cohesive, user-friendly experience.

West Virginia already operates on the STC|ONE® SaaS platform at scale. By continuing this
partnership and leveraging the platform’s latest evolution to the existing WVSIIS production
environment, the State can achieve meaningful advancements in capability, function, and
efficiency without the cost, risk, and disruption of a system replacement. Established integrations,
workflows, and institutional knowledge are preserved, while WVSIIS users benefit from a
significantly enhanced platform experience.

The sections that follow respond to each specification in Section 4 of the Request for Proposal.
Where a capability operates in WVSIIS today, we identify it as verifiable evidence rather than
assertion.

A modernized platform

The STC|ONE?® solution proposed here reflects a fully modernized platform: enhanced workflows, a
more intuitive user interface, improved system performance, and an API-first architecture built for
integration and scale. Development follows a model of continuous discovery and iterative
improvement. For West Virginia, the result is reduced administrative burden and more staff time for
critical public health work.

Independently validated interoperability

Interoperability performance is verified independently. STChealth is fully validated across all five
content areas of AIRA's Aggregate Analysis Reporting Tool (AART), and West Virginia achieved and
maintained validation across all five areas in both 2025 and 2026. Nationally, STChealth supports
319 active IZ Gateway connections, including 276 bidirectional lIS-to-1IS connections, and our
ImmsLink® health data network supports more than 36,000 bidirectional connections across
80,000+ provider locations.
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Direct support for West Virginia's enterprise data objectives

The solution provides secure, governed access to WVSIIS data for the State's Data Bridge and
Master Patient Index initiatives, as well as cross-program analytics. Integration services support
enterprise data warehouses, data lakes, and downstream reporting under State-controlled access
policies, addressing a stated West Virginia priority directly.

Measurable service delivery

Performance is governed by defined service levels, a transparent ticketing model, and consistent
reporting. WVSIIS processes more than 20 million HL7 messages annually on infrastructure that
handled 582 million messages across STChealth jurisdictions in 2025.

West Virginia-specific capability, proven in production

Certificate logic, exemption workflows, provider integrations, and State reporting are configured
and operating in WVSIIS today. The School Nurse Module launched statewide in January 2026 with
WVDOE roster data integrated, providing the workflow foundation for the Oral Health capability
described in this response.

Selected competitively, not by default

STChealth has won six competitive procurements in the past five years. There were four new
jurisdictions: South Dakota (awarded 2022, live 2023), Virginia (2024, live 2025), Michigan (2024,
live 2026), and Maine {2025, scheduled to be live 2027). Two were re-procurements in which
existing clients tested the market and selected STChealth again: Indiana (2025, five-year term
through 2030) and Wyoming (2026, five-year term through 2031). Three of the four new jurisdictions
are live today, evidence that implementation capability is current rather than historical. STChealth
operates 16 lIS in production and is under contract for a seventeenth.

Delivery without re-implementation

Because WVSIIS operates on the STC|ONE® SaasS platform, the State reaches the modernized
platform as an upgrade to its current production environment. Many established elements carry
forward, lowering cost and schedule risk.

This proposal provides the State with

» A modernized STC|ONE?® platform with enhanced workflows, improved usability, and an
API-first architecture

» Independently validated interoperability, with AART certification across all five content
areas in 2025 and 2026

« Direct support for the WV Data Bridge, MPI initiatives, and cross-program analytics

» Defined service levels with transparent ticketing and measurable performance
accountability

« Continued statewide operation with a modernized experience delivered as an upgrade
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STChealth looks forward to continuing its partnership with West Virginia to support a high-
performing, reliable, and future-ready immunization information system.

Contract Assumptions or Exceptions

In accordance with Section 2.22 of the RFP, STChealth has carefully reviewed the General Terms
and Conditions and Addendums included in this RFP. Our proposal is a Software-as-a-Service-
based (SaaS) offering and has been developed with the understanding that the final contract will be
based on substantially the same terms and conditions as provided in the RFP, except for clauses
pertaining to software licensing, maintenance services, and any Contractor-owned patented or
copyrighted products used to meet RFP requirements.

STChealth respectfully identifies some technical assumptions and/or exceptions to the State of
West Virginia’s contract clauses below that we are requesting to edit to align with a SaaS based IIS
System, as well as any clarifications necessary for our proposed approach to be evaluated for
contract review and/or negotiations.

Section # Document Recommended Text
Name

11. Liquidated General Comment: Specified Liquidated Damages are unclear. Vendor

Damages Terms & agrees with liquidated damages subject to mutually agreed upon
Conditions and acceptable contract.

12. Acceptance General Comment: All costs and charges submitted are representative of
Terms & Vendor’s offering based on known requirements of this
Conditions procurement. Final acceptance is subject to mutually agreed

upon and acceptable contract.

20.Time General Comment: Parties will meet agreed upon timelines specified in
Terms & the contract.
Conditions

28. Warranty General Comment: With regard to 28(b), as a SaaS
Terms & provider, STChealth warrants that our solution conforms to the
Conditions specifications and requirements of this procurement, as outlined

in our proposal.

36. Indemnification | General Comment: Vendor notes an exception to this section for the
Terms & purpose of future discussion regarding negotiation of mutually
Conditions agreeable limitations of liability and indemnity.
Attachment C: RFP Comment: STChealth acknowledges the SLA included in this
Service Level procurement. We have provided a copy of our standard SLA
Agreements (SLAs) which is in place with a number of our jurisdictions and reflects
high-quality performance. We seek to discuss this section during
negotiation.
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Section # Document Recommended Text

Name
' Software as a RFP Comment: STChealth acknowledges the SaaS Addendum and
Service Addendum would work with the Agency to finalize it with subscription /
authorized-use language provisions applicable to the STChealth
solution.

4.1 BACKGROUND AND EXPERIENCE

|41 ExCEEDS
The following goals and objectives are derived from the CDC's IIS Functional Standards and
related guidance documents. While not mandatory for contract award, these capabilities
reflect nationally recognized best practices and support long- term compliance,
interoperability, and public health impact. The Vendor should address these items to
demonstrate alignment with CDC goals and readiness for future federal initiatives.

STChealth is a Vaccine Intelligence™ company headquartered in Phoenix, Arizona, with almost four
decades of experience delivering immunization information systems for public health agencies.
Since 1988, STChealth has been focused on advancing immunization programs through
technology, data exchange, and analytics. STChealth is a recognized leader in |IS solutions,
currently supporting 16 jurisdictions across the United States and internationally through
STC|ONE®, a secure, SaaS-based platform designed to meet CDC IIS Functional Standards and
support high-volume, statewide immunization operations. A 17" jurisdiction is under contract and
scheduled to deploy in 2027.

West Virginia has partnered with STChealth since 1999, representing 27 years of continuous
collaboration on the state's immunization information system, powered today by the STC|ONE® IIS
platform. This proposal advances WVSIIS to the modernized STC|ONE® architecture: enhanced
functionality, streamlined workflows, improved performance, and a more intuitive user experience,
delivered as an upgrade to the platform West Virginia already relies on. Enhanced interoperability,
streamlined data exchange, and improved connectivity will reduce administrative burden and let
immunization program staff and provider organizations spend less time on manual data
management and more time on critical public health work.

STChealth's experience supporting West Virginia is backed by decades of success operating some
of the nation's most established and trusted Immunization Information Systems. With client
partnerships spanning more than three decades, including our longest-standing relationship dating
to 1994, STChealth delivers proven, large-scale solutions that support millions of patients,
providers, and public health partners nationwide. In 2025, STC|ONE® processed over 582 million
HL7 messages across 16 jurisdictions. West Virginia alone processed more than 20 miltion HL7
messages during the same period, leveraging the same enterprise-grade infrastructure that reliably
supports hundreds of millions of transactions annually. This scale demonstrates STChealth's
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ability to provide WV with a stable, mature platform capable of meeting both current operational
needs and future public health priorities.

STChealth is part of the Harris Operating Group of Constellation Software Inc., providing the
financial stability and operational continuity public-sector partners require, and supporting
continued long-term investment in the platform.

i Vg
3,015,611 33,762,839
PATIENT RECORDS IMMUNIZATION EVENTS

0% &

m

1,042 14,837

ORGANIZATIONS 1S END USERS

STChealth: Statement of Technical Areas of Expertise

STChealth delivers immunization information system capabilities across interoperability, data
management, analytics, and program operations, all within production-proven, highly compliant
environments.
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Interoperability, Connectivity, and Data Exchange

Connectivity and Interoperability Capabilities

CDC IZ Gateway HL7 v2.5.1

Interjurisdictional connections Real-time provider and pharmacy
enabling seamless data exchange reporting with standardized health
across state and regional boundaries data messaging

ImmsLink® MyIR® Mobile

Consumer access platform empowering
individuals to view and manage their
immunization records

Integration with 80,000+ providers
and pharmacies for comprehensive
immunization tracking

Privacy-Preserving Record Linkage AIRA AART Validation

Secure patient matching across Comprehensive validation across all
systems while safeguarding personally content areas ensuring data quality
identifiable information and compliance standards

API Capabilities

One consistent GraphQL API for every function, On-demand, read-only database copies absorb

plus standards-based HL7 v2.5.1 and CDC SOAP reporting and search spikes without touching live

interfaces, built to extend safely performance, while doubling as the foundation for
fast disaster recovery.

Read Replicas

O

Interoperability is a foundational capability of STC|ONE® and a defining strength of STChealth's
nationwide IS portfolio. STChealth connects public health agencies, providers, pharmacies,
schools, federal partners, and consumers through secure, standards-based data exchange, one of
the largest such networks in the country.

As of July 2026, STChealth supports 319 active IZ Gateway connections, including 276 active bi-
directional IIS-to-1IS connections enabling secure interstate data exchange. This network continues
to expand through CDC IZ Gateway initiatives and partnerships including Mayo Clinic, DaVita
Physician Solutions, Fresenius, the Veterans Health Administration (VHA), and the Electronic
Disease Notification (EDN) network.

On the private-sector side, ImmsLink® supports more than 36,000 bidirectional health data
network connections across 80,000+ provider locations nationwide, pharmacies, schools, and
EHR-integrated provider organizations, enabling real-time immunization reporting, patient history
retrieval, and clinical forecasting.

MyIR® Mobile extends direct consumer access to immunization records, with more than 2.25
million individuals successfully connected. Adoption by neighboring Virginia and Maryland
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positions West Virginia to participate in a familiar regional ecosystem that supports convenient,
consistent access to vaccination records.

To support national reporting requirements, STChealth also provides APl-based integrations and
Privacy-Preserving Record Linkage (PPRL) for secure data matching, and routinely detivers data to
the CDC across influenza, RSV, COVID-19, and routine immunization reporting.

STChealth is actively developing support for the two FHIR R4 resources central to immunization
data exchange. The FHIR Immunization resource represents vaccine administration events and
maps to the core vaccination record data that WVSIIS captures and exchanges today via HL7 v2.5.1
VXU messaging. The FHIR Immunization Recommendation resource conveys patient-specific
immunization forecasting and recommends next doses, drawing on the CDSi-aligned clinical
decision support engine already operational within WVSIIS. Both resources will be implemented in
alignment with FHIR R4 specifications to ensure interoperability with national standards and
compatibility with IIS partner systems as they adopt FHIR-based exchange.

STChealth's participation in AIRA FHIR workgroups and FHIR Bulk Query initiatives, including work
on FHIR-based IIS use cases with national partners, informs our implementation approach and
ensures alignment with the direction the public health community is moving.

STChealth validates this interoperability performance through the American Immunization Registry
Association's (AIRA) Aggregate Analysis Reporting Tool (AART), an independent test of IIS
functionality against community-driven measures aligned to CDC IIS Functional Standards. Since
2025, STChealth has been fully validated across all five AART content areas: Transport, Submission
& Acknowledgement, Query & Response, Data Quality, and Clinical Decision Support. Through
STChealth's consulting, configuration guidance, and structured training, West Virginia itself
achieved and maintained validation across all five content areas in both 2025 and 2026, a direct
measure of the partnership translating into operational results, not just technology delivery.

WYV Data Bridge and Data Access Support

STChealth supports West Virginia's enterprise data-sharing and analytics objectives through
secure, governed access to WVSIIS data for integration with the State's Data Bridge, reporting
platforms, and downstream analytics environments. STChealth understands that West Virginia
utilizes a centralized Data Bridge architecture to support public health reporting, data integration,
and cross-program analytics across multiple public health systems. The STC|ONE® platform
provides the capabilities necessary to support these data-sharing requirements while preserving
security, performance, and operational continuity.

Architecture and Data Access Model

STC|ONES® provides secure, controlled access to immunization data through modern integration
services designed to support enterprise data warehouses, data lakes, and analytics platforms.
Data exchange capabilities are available for authorized State systems requiring access to WVSIIS
data for reporting, interoperability, and public health operations. This architecture enables West
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Virginia to continue leveraging its existing Data Bridge investments and established reporting
ecosystem without requiring changes to day-to-day WVSIIS operations.

The platform is designed to support production-safe data access patterns that separate reporting
and analytics activities from operational IIS workflows, helping ensure ongoing system stability
while supporting enterprise data consumption requirements. Similar architectural approaches
have been used to support external analytics and integration environments across other
jurisdictions.

Data Scope

STChealth supports sharing of authorized WVSIIS data necessary to support public health
reporting, business intelligence, interoperability, and population health initiatives. Available data
domains include patient demographic information, immunization records, vaccination events,
provider data, inventory-related information, and other approved IIS datasets required for
authorized State use cases. Data access is governed through established customer-specific
authorization and data-governance processes to ensure information is shared appropriately and in
accordance with State requirements.

Refresh Cadence and Data Availability

The platform supports configurable data synchronization and delivery mechanisms that
accommodate a variety of operational and analytical use cases. Data exchange and refresh
requirements are aligned with customer business needs and documented through standard
operational procedures. STChealth works closely with customer technical teams to ensure data
availability supports required reporting timeliness while maintaining reliability and production
performance.

Access Controls and Security

All access to WVSIIS data is protected through role-based security controls, authentication
requirements, authorization management processes, and audit logging capabilities. Access is
provisioned only for approved users, systems, and integration endpoints and is managed in
accordance with established governance and security procedures. STChealth supports customer-
specific access models that allow data availability to be aligned with programmatic responsibilities
and approved data-sharing agreements.

Data is protected through industry-standard encryption controls for both data at rest and data in
transit. Secure connectivity mechanisms, controlled authentication methods, and continuous
monitoring practices help ensure the confidentiality, integrity, and availability of information
shared between WVSIIS and authorized downstream systems.

Monitoring and Operational Ownership

STChealth maintains responsibility for the operation, monitoring, and support of platform-based
data-sharing services. Operations teams continuously monitor infrastructure performance,
connectivity, processing health, storage utilization, and overall platform availability through
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automated monitoring and alerting capabilities. Any issues affecting data exchange services are
managed through STChealth's standard support, incident management, and escalation processes.

Documentation describing architecture, access protocols, operational procedures, and data-
delivery expectations is maintained as part of STChealth's ongoing customer support model and
made available to authorized West Virginia stakeholders.

Operational Continuity

Because West Virginia already operates WVSIIS on the STC|ONE® platform, STChealth provides a
uniquely low-risk approach to supporting the State's data-sharing and analytics objectives. West
Virginia can continue leveraging existing WVSIIS operations, established workflows, and Data
Bridge investments while utilizing platform-supported data access capabilities for enterprise
reporting and analytics. This approach avoids the disruption, migration effort, and operational risk
associated with replacing the IIS platform while continuing to support West Virginia's evolving data
integration and public health analytics needs.

Data Quality, Compliance, and Public Health Performance

STChealth has decades of experience operating large-scale IS environments in partnership with
the CDC and state immunization programs, built to ensure accurate data capture, validation, and
reporting at high volume while meeting federal, state, and industry requirements. During the
COVID-19 pandemic, STChealth scaled deduplication, data matching, and quality-assurance
capabilities under real-world surge conditions, the same capabilities running in WVSIIS today,
supporting the state's data integrity and compliance.

Operational Stability and Incumbent Advantage

STC is currently supporting all aspects of WVSIIS, including provider workflows, school and
compliance processes, data quality, and statewide public health response. Should West Virginia
choose to continue with STChealth, the state gains all the benefits of a fully modernized platform
without the challenges and risks associated with a full system and vendor replacement.

The platform is designed for ongoing evolution, supported by established governance and
continuous improvement practices. STChealth ships modular enhancements through production-
tested releases rather than proposing new development to meet requirements, so West Virginia
gets ongoing improvements in interoperability, analytics, data quality, and national reporting
without the instability of a ground-up rebuild. The result: West Virginia gets the benefits of
modernization on the timeline of an upgrade, not a replacement, while keeping the reliability and
institutional knowledge that have supported the program for decades.

Analytics, Reporting, and Program Value

WVSIIS already gives the state integrated reporting and dashboards for program oversight and
operational decision-making, the same tooling behind the AART data-quality validation and HL7
volume monitoring described above. The modernized STC|ONE® extends this further with more

12
4118 1St info@stchome.com www.stchealth.com
Phoenix, AZ 85004 Information is STChealth Confidential & (480) 745-8500

Proprietary



flexible, scalable reporting tools built to support program and department-level needs as they
evolve.

Modernized STC|ONE?® also adds robust APl-based integration for secure, scalable data exchange
across the West Virginia Department of Health ecosystem, giving WVDH a flexible framework to
connect STC|ONE® to current and future analytics platforms, public health systems, healthcare
partners, and other approved entities — directly supporting the department's broader data
integration and data lake objectives. As new partnerships, programs, and data-sharing initiatives
emerge, this architecture is built to expand with them.

Previous Contractual Experience

STChealth's |IS partnerships span three decades, spanning 16 active jurisdictions with
performance histories ranging from one to 32 years. West Virginia's own relationship with
STChealth, now 27 years, sits well within this pattern of sustained, long-term IIS delivery.

"Project - Client Period of Synopsis of Work
Performance
Arizona State IS (ASIIS) — Arizona 1994 - present IIS assessment, deployment, modules;
Dept. of Health Services training; interoperability; reports,
maintenance, support.
CDC Contract supporting the West 1999 - present IIS deployment; data migration; modules;
Virginia IS training; reports, maintenance, support,
configuration, and modifications.
CDC Contract supporting the 2000-present IIS modules for VOMS, PHC-Hub, HepB
Louisiana lIS (LINKS) Perinatal Hepatitis B; training;
interoperability; reports, maintenance,
support.
Wyoming Immunization Registry 2001 - present IIS deployment; migration; modules; training;
(WYIR) — WY Dept. of Health reports, maintenance, support.
Indiana IS (CHIRP) - Indiana 2003 - present IIS deployment; data migration; VOMS
Department of Health modaules; training; interoperability; reports,
maintenance, support.
Washington State IIS (WAIIS) - WA 2004 - present IIS deployment; migration; modules; training;
State Dept. of Health reports, maintenance, support,
interoperability.
Alaska IS (VacTrAK) — Alaska Dept. of | 2009 — present 1IS deployment; migration; modules; training;
Health & Social Services interoperability; reports, maintenance,
support.
Mississippi IS (MIIX) — Mississippi 2009 - present IIS deployment; migration; modules; training;
State Dept. of Health interoperability; reports, maintenance,
support.
Montana IIS (imMTrax) — MT Dept. of | 2011 —present IIS deployment; migration; modules; training;
Public Health & Human Svcs interoperability; reports, maintenance,
support.
13
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Project - Client Period of Synopsis of Work

Performance 1|

Tennessee lIS (TennllS)-Tennessee | 2014 - present IIS deployment; data migration; modules;

Department of Health training; reports, maintenance, support,
configuration and modifications.

CDC Contract supporting the State 2015 - present IS deployment; data migration; VOMS

of Ohio lIS modules; training; interoperability; reports,
maintenance, support.

CDC Contract supporting the Puerto | 2021 - present 11S deployment; data migration; modules;

Rico IIS training; reports, maintenance, support,
configuration, and modifications.

District of Columbia IIS (DOCIIS) — 2021 - present IIS deployment; data migration; modules;

DC Dept. of Health training; reports, maintenance, support,
configuration and modifications.

South Dakota IIS (SDIS) - South 2022 - present IIS deployment; migration; modules; training;

Dakota Dept. of Health interoperability; reports, maintenance,
support.

Virginia lIS (VIIS) - Virginia 2024 - present IIS deployment; data migration; modules;

Department of Health training; interoperability; reports,
maintenance, support.

Michigan lIS (MCIR) — Michigan Dept. | 2025 - present 11S deployment; data migration; modules;

of Health & Human Svcs training; interoperability; reports,
maintenance, support.

Custom WVSIIS Functionality
Medical Exemption Management

Medical exemption is natively supported within WVSIIS today, following a provider-request/State-
Approver review workflow. STChealth provides medical exemption management within STC|ONE®
as an established, supported functionality in production. This covers the secure recording,

management, and visibility of medical immunization exemptions as part of routine 11S operations.

Certificates of Immunization and Compliance Logic

WVSIIS runs West Virginia—specific Certificate of Immunization functionality today, including the
Green Certificate and Provisional (Yellow) Certificate. Both are generated from State-configured
compliance logic aligned to West Virginia statute and CDC-endorsed CDSi standards, evaluating
required doses, timing, spacing, and age appropriateness through rules that are production-tested
and currently in use statewide. Temporary and permanent medical exemptions are built into the
same workflow, recorded directly in the immunization record and factored into certificate
generation and compliance determinations for providers, schools, and public health users.

This is exactly the kind of state-specific logic a platform replacement would put at risk: certificate
rules, dose-evaluation logic, and exemption handling would all need to be rebuilt, revalidated
against West Virginia statute, and retested with providers and schools before compliance
determinations could be trusted again. Staying on STC|ONE® preserves this logic as it stands
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today, along with the historical certificate determinations already on record and the continuity of

school-entry verification, with no need to retest or reapprove compliance workflows already
aligned to State policy.

RFP CERTIFICATION STATEMENT

By signing below, | certify that | have reviewed this Request for Proposalin its entirety; understand
the requirements, terms and conditions, and other information contained herein; thatl am
submitting this proposal for review and consideration; that | am authorized by the bidder to execute
this bid or any documents related thereto on bidder's behalf; that | am authorized to bind the bidder
in a contractual relationship; and that, to the best of my knowledge, the bidder has properly
registered with any State agency that may require registration.

_STChealth, LLC

(Company)
%m JM

(S\i‘gﬁature Ef Authorized Representative)
Azure Spanier, Executive Vice President
(Representative Name, Title)
_(480) 745-8500 / (602) 598-7712 fax
(Contact Phone/Fax Number)
_August 14, 2026

(Date)
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DESIGNATED CONTACT

Vendor appoints the individuals identified in this Section as the Contract Administrator and the
initial point of contact for matters relating to this Contract.

{Printed Name and Title) David Mora, Director of Contracts
(Address) 411 S. 1% Street, Phoenix, AZ 85004
(Phone Number)} / (Fax Number) (480) 745-8552 / (602) 598-7712 fax
(Email Address) rfpinfo@stchome.com

CERTIFICATION AND SIGNATURE

By signing below, or submitting documentation through wvOASIS, | certify that: | have reviewed this
Solicitation/Contract in its entirety; that | understand the requirements, terms and conditions, and
other information contained herein; that this bid, offer or proposal constitutes an offer to the State
that cannot be unilaterally withdrawn; that the product or service proposed meets the mandatory
requirements contained in the Solicitation/Contract for that product or service, unless otherwise
stated herein; that the Vendor accepts the terms and conditions contained in the Solicitation,
unless otherwise stated herein; that | am submitting this bid, offer or proposal for review and
consideration; that this bid or offer was made without prior understanding, agreement, or
connection with any entity submitting a bid or offer for the same material, supplies, equipment or
services; that this bid or offer is in all respects fair and without collusion or fraud; that this Contract
is accepted or entered into without any prior understanding, agreement, or connection to any other
entity that could be considered a violation of law; that | am authorized by the Vendor to execute
and submit this bid, offer, or proposal, or any documents related thereto on Vendor's behalf; that |
am authorized to bind the vendor in a contractual relationship; and that to the best of my
knowledge, the vendor has properly registered with any State agency that may require registration.

By signing below. | further certify that | understand this Contract is subject to the provisions of West
Virginia Code § 5A-3-62. which automatically voids certain contract clauses that violate State law:
and that pursuant to W. Va. Code 5A-3-63. the entity entering into this contract is prohibited from
engaging in a boycott againstIsrael.

STChealth, LLC
(Company)

L Onien

(S\i“g_r{ature gf Authorized Representative)
_Azure Spanier, Executive Vice President

(Printed Name and Title of Authorized Representative) (Date)
_(480) 745-8500 / (602) 598-7712 fax

(Phone Number) (Fax Number)
_azure_spanier@stchome.com_

(Email Address)
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TECHNICAL PROPOSAL

Section Status

4.1 EXCEEDS

4.2 EXCEEDS
4.2.1 | EXCEEDS
4.2.2 | EXCEEDS
4.2.3 | MEETS

4.3 EXCEEDS
4.3.1 | EXCEEDS
4.3.2 | EXCEEDS

4.2 PROJECT GOALS & MANDATORY REQUIREMENTS

| 4.2.  EXCEEDS

The agency desires an Immunization Information System (lIS) to securely collect, store, and
manage vaccination records within its jurisdiction. The goal is to improve immunization
tracking, enhance vaccination coverage, and support data-driven public health decision-
making. Vendor should describe its approach and methodology to providing the service or
solving the problem described by meeting the goals/objectives identified below. Vendor's
response should include any information about how the proposed approach is superior or
inferior to other possible approaches.

STChealth Meets State of West Virginia Requirements

The STC|ONE® platform is a cloud-based, fully operational solution that currently provides the
required system functionality outlined in this RFP. The system meets CDC IIS Functional Standards
and supports West Virginia’s operational, reporting, and public health program needs.

The requirements of this RFP establish a framework for continued operational performance,
accountability, and alignment with State and federal expectations. STChealth will continue to meet
these requirements via the STC|ONE® platform through structured governance, defined service
delivery, and ongoing system improvements.

STChealth maintains continuous alignment with CDC and ASTP/ONC standards and actively
participates in relevant federal and industry initiatives. As requirements evolve, STChealth will work
with the West Virginia Department of Health (WVDH) to address updates through defined scope,
timelines, and governance processes.

STChealth will continue to provide both Production and Test environments to support system
stability, validation activities, and controlled deployment of enhancements. This approach ensures
that all updates are validated prior to release into the production environment.
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Operational Continuity and Delivery Model

WVSIIS is already operating on STChealth’s SaaS IIS platform. As the incumbent IIS provider, a
decision for STChealth would mean that the State will continue to receive system enhancements,
performance improvements, and regulatory updates within this existing environment through
governed releases and modular capability enhancements.

This approach provides the structure, accountability, visibility and advancement mandated by the
RFP while eliminating the operational disruption and potential risk associated with a transition to a
new vendor’s system.

The State will receive:

e Continued operation on the STC|ONE® platform

e Structured governance and defined delivery processes
e Alignment to CDC and federal requirements

e Ongoing enhancements without service disruption

4.2.1 CDC-BASED GOALS AND OBJECTIVES

These goals and objectives are derived from the CDC’s IS Functional Standards and related
guidance. While not mandatory for contract award, STChealth addresses each item below to
demonstrate alignment with CDC goals and readiness for future federal initigtives.

| 421 EXCEEDS
Compliance Confirmation — Overall
STC|ONE® is a purpose-built, production 1IS that meets and maintains all applicable CDC IIS
Functional Standards, ASTP/ONC guidance, and relevant federal frameworks. Because WVSIIS is
already operational on this platform, the State benefits from continuous compliance and no
onboarding risk. The subsections below map STChealth’s response to each CDC Functional
Standard goal (A through 1) as reflected in the RFP’s numbering.

| 4.2.1.1 EXCEEDS
Establish and maintain a secure, confidential Immunization Information System.
STC|ONE® is built on a layered security architecture addressing physical, technical, and
administrative safeguards across the infrastructure, application, and data layers, with
comprehensive audit logging, authentication hardening, and session management throughout.

| 42.1.1.1  EXCEEDS
The IIS is physically and digitally secured in accordance with policies and industry
standards for protected health information, security, and encryption.

WVSIIS will be hosted within a FedRAMP High-authorized, U.S.-based cloud environment,
with encryption in transit (TLS 1.2+) and at rest, network segmentation, intrusion detection,
and continuous security monitoring.
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WVSIIS exceeds baseline security requirements: the hosting environment maintains SOC 2
Type Il audit attestation and aligns with NIST SP 800-53 controls, protected health
information is safeguarded consistent with the HIPAA Security Rule, encryption uses FIPS
140-2/140-3-validated cryptographic modules with TLS 1.2 and 1.3 implemented per NIST
SP 800-52, and access is enforced through multi-factor authentication and role-based
access controls. STChealth performs annual independent third-party penetration testing
(Section 4.2.3.12) and validates its incident response plan through annual tabletop
exercises, consistent with NIST SP 800-61 (Section 4.2.3.12).

| 421111 MEETS
The IS establishes, documents, and updates policies and procedures to manage
the collective functions, capabilities, and attributes of an lIS.

STChealth operates within a documented policy framework covering data handling,
access control, incident response, breach notification, and system governance,
reviewed on a defined schedule and updated as regulatory requirements or
operational circumstances change. WVDH receives access to applicable policy
documentation to support State audit and oversight activities. The Incident
Response policy and plan are aligned with NIST SP 800-61 and are updated within
six months of relevant NIST revisions or federal mandates (Section 4.2.3.12), and
breach-notification procedures follow OMIS OP-30 (Attachment G, Section
4.2.3.11.3).

| 4.2.1.1.1.2  MEETS
The IS establishes and maintains the technical infrastructure to securely capture,
store, and process patient demographic and vaccination data consistent with
established policies and procedures.

Authentication is managed through OIDC integration with jurisdiction- and
organization-scoped JWT claims enforced via row-level scope filters; more than 80
granular permissions are organized across 13 functional categories, allowing WVDH
to define precise access boundaries for every user class without granting
unnecessary privileges. All patient demographic and vaccination data is captured,
stored, and processed exclusively within U.S.-based data centers (Section 4.2.3.5)
and is encrypted in transit and at rest, with a comprehensive audit log capturing
more than 30 event types—including before/after diffs on UPDATE events—retained
to support the Agency’s required 6-year audit period (Section 4.2.3.11.2).

| 4.2.1.1.1.3  MEETS
The IIS provides ongoing training to ensure awareness of and to promote adherence
to policies and procedures.

STChealth provides role-appropriate security and privacy training to all personnel
with WVSIIS access, and maintains end-user training on data access, patient
privacy obligations, and system-use requirements in the STC|ONE® Documentation
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Center and Client Hub, accessible around the clock. Personnel with WVSIIS access
complete a configurable HIPAA confidentiality-agreement acceptance workflow
prior to being granted access, and STChealth provides annual and on-demand
refresher training aligned to new features, version upgrades, and evolving federal or
jurisdictional standards (Section 4.2.3.10.3.2), consistent with the vendor
personnel background-check requirements of OMIS Policy #0529 (Attachment D).

STChealth Client Success

2 Forums & Document € Application
Community Hub Support
Naed HBD? Ask the ST Carsaium Ve AT rOl). Quck MRMITT Quded & Riﬂmﬂﬂ'al'llel'ﬂn;ﬁ of BeFEianca wiih an

Corpmnity e s b iha enine: kot snmet ot el ikt g

| 42112 MEETS
The IS is physically and digitally secured in accordance with industry standards for disaster
avoidance, mitigation, and recovery.

The STC|ONE® hosting environment is architected for high availability with redundant
application servers, replicated database clusters, and geographically distributed backup
infrastructure, with automated failover and continuous health monitoring. These
safeguards are governed by a documented Business Continuity and Disaster Recovery Plan
maintained in alignment with NIST SP 800-34 (Section 4.2.3.5.1), with recovery time and
recovery point objectives defined in the SLA and all backup, failover, and recovery
operations occurring exclusively within U.S.-based infrastructure.

| 4.2.1.1.21  MEETS
The IIS establishes and maintains the infrastructure needed for disaster avoidance.

Capacity is monitored and scaled to accommodate peak loads including back-to-
school campaigns, VFC ordering cycles, and public health emergency activations,
minimizing service interruption risk from component failure, network disruption, or
physical events. This capacity planning will operate within the FedRAMP High-
authorized hosting environment’s redundant application servers and replicated
database clusters, with continuous health monitoring and intrusion detection
reducing the likelihood that a disaster condition develops in the first place.

| 42.1.1.22  MEETS
The IIS establishes and tests recovery plans to mitigate system downtime.

STChealth maintains documented recovery plans for WVSIIS validated through
scheduled test exercises, with recovery time and recovery point objectives defined
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within the SLA and reported to WVDH; see STChealth’s Business Continuity and
Disaster Recovery Plan, attached to this proposal, and Section 4.2.3.5.1 below.
STChealth conducts annual BCP/DR testing—through tabletop or live failover
exercises—and provides WVDH a summary report of results, corrective actions,
and remediation timelines within 30 calendar days of test completion, together with
an annual certification that BCP/DR plans remain current, tested, and compliant
(Sections 4.2.3.5.1.3-4.2.3.5.1.6).

| 42.1.1.2.3  MEETS
The IIS defines service expectations between the program and the entities providing
information technology support to ensure system availability and uninterrupted data
flows.

The STC|JONE® Service Level Agreement (attached) defines measurable
commitments for system uptime, ticket response and resolution by priority tier,
maintenance-window notification, and escalation protocols.

| 4.2.1.1.3  MEETS
The IIS defines service expectation between the program and the entities providing
information technology support to ensure system availability and uninterrupted data

| 4.2.1.1.3.1 MEETS
The lIS implements service-level agreements between the program and the entities
providing information technology and support.

WVDH receives defined service-level reporting, ticket transparency through the
client portal, and measurable performance oversight aligned to contract
requirements, as detailed in the attached SLA and in Section 4.2.3.3.

| 4.2.1.1.3.2 MEETS
The IIS implements and maintains the infrastructure to fulfill service-level
agreements.

STChealth’s help desk operations adhere to SLA tiers for responsiveness and
transparency, including 24/7 incident response for critical production issues,
ensuring timely support during peak demand periods such as back-to-school
season and immunization campaign surges.

MEETS
Continuously Improve 1IS Data Quality

STC|ONE® addresses this goal through a multi-layered approach combining automated
deduplication, ML-assisted match evaluation, electronic address validation, structured provider
feedback, and compliance with federal and jurisdictional data quality metrics.
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| 4.2.1.2.1 MEETS

The IS validates patient demographic and vaccination data.

| 4.2.1.2.1.1 MEETS
The IIS supports the identification, prevention, and resolution of duplicate and
fragmented patient demographic and vaccination data in accordance with policies
and procedures.

STCIONE® implements a multi-stage patient deduplication engine across all
ingestion paths: search logic prevents creation of duplicate records at data entry,
incoming HL7/batch records are automatically resolved for exact matches with
near-matches routed to a managed review queue, and nightly scans identify and
merge exact-match duplicates. An ML-assisted Semantic Deduplication Decision
{(SDD) client returns a confidence score and recommended disposition (MERGE,
NEW, or SKIP), surfacing ambiguous pairs traditional matching might miss. Field-
level survivor selection, merge reversal with full audit trail, and configurable
matching thresholds give WVDH administrators direct control over match
sensitivity for West Virginia’s population.

| 42.1.21.2  MEETS
The /IS monitors data quality within the IIS in accordance with policies and
procedures.

Import Profiles validate each incoming HL7 or CSV submission against provider-
specific configuration, classifying data elements as warning or error. The
interoperability dashboard provides key data insights into the message’s data
quality, and STChealth’s client success team reviews these indicators with WVDH
on a defined cadence.

| 4.2.1.2.1.3 MEETS
The IIS uses electronic tools to standardize and/or validate addresses in the IIS.

STC|ONE® integrates with SmartyStreets for electronic address validation,
operating both inline at the point of patient entry and via a scheduled jurisdiction-
wide batch cleanse job, with validation status stored and surfaced in data quality
reporting.

| 4.2.1.2.1.4 MEETS

The IIS delivers feedback and training to IIS partners and providers to ensure
complete, timely, and accurate patient demographic and vaccination records.

The Interoperability Hub dashboard surfaces provider-level trends in HL7
submission volume, error/warning patterns, timeliness, and completeness directly
within the application, paired with role-based onboarding and ongoing self-service
resources.
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4.2.1.2.1.5 MEETS
The IIS meets federal and jurisdictional data quality metrics.

STC|ONE® supports compliance with CDC, State, and AIRA data quality metrics
defined in the IS Data Quality Blueprint, including NQF-endorsed indicators for
completeness, timeliness, accuracy, and coverage, and STChealth works with
WVDH throughout the contract period as expectations evolve.

4.2.1.3. EXCEEDS
Promote Electronic Data Exchange Between the IS and Its Partners and Providers

STC|ONE® provides one of the most comprehensive data exchange environments in the IS market,
supporting multiple ingestion paths, CDC-endorsed messaging standards, structured partner
onboarding, and a HEDIS assessment engine.

| 4.2.1.3.1 MEETS

Manage interfaces for exchange and integration of data electronically between the IIS and
other information systems in accordance with federal and jurisdictional standards.

411S1%St
Phoenix, AZ 85004

4.2.1.3.1.1 MEETS
The IIS exchanges data in accordance with current interoperability standards
endorsed by CDC for message content, format, and transport.

STC|ONE® supports bidirectional HL7 messaging across REST, MLLP (port 2575),
and SOAP/WSDL (CDC IIS specification) ingestion paths, HL7 versions 2.3.1, 2.4,
and 2.5.1 (CDC-1Z-2.5.1 profile), VXU/QBP/RSP message types, and batch envelope
processing, all meeting or exceeding 2014 ONC certification requirements.
STChealth also participates in FHIR ecosystem workgroups and AIRA FHIR Bulk
Query initiatives (see Section 4.2.2.8 for the FHIR roadmap).

4.2.1.3.1.2 EXCEEDS

The IS actively recruits, enrolls, and onboards /IS partners and providers for
electronic data exchange.

STC|ONE® supports a structured, end-to-end EHR partner onboarding workflow
spanning pending »> discovery > testing - validation > approved - live stages, plus a
public enrollment wizard that allows new organizations to self-register without
WVDH staff initiating the process. As of August 2026, STChealth supports 319
active IZ Gateway connections, including 276 active bi-directional IIS-to-IIS
connections, and continues to expand interoperability through partnerships with
organizations such as Mayo Clinic, DaVita Physician Solutions, Fresenius, the
Veterans Health Administration (VHA), and the CDC's Electronic Disease
Notification (EDN) network. These capabilities enable efficient onboarding while
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supporting secure, standards-based immunization data exchange across
healthcare, public health, and federal partners.

I 4.2.1.3.1.3 MEETS
The IIS actively monitors and evaluates data submitted via electronic data
exchange.

The STC|ONE® Interoperability Hub dashboard surfaces submission volumes, error
rates, and timeliness metrics by provider and facility, with configurable alerts and
an HL7 Parser Evaluation tool enabling jurisdictional staff to diagnose submission
issues interactively.

I 4.2.1.3.1.4 MEETS
The IIS investigates and resolves electronic data exchange errors and anomalies
with IS partners and providers.

Every HL7 transaction generates a structured acknowledgment or rejection
referencing the specific segment/field/component that triggered a validation failure,
classified by CDC-standard severity; WVDH administrators can view provider error
queues, and STChealth’s client success and technical teams support resolution of
persistent anomalies directly with provider IT teams as needed.

| 4.2.1.4. MEETS
Ensure the Delivery of Inmunization Services Reflects Current ACIP Recommendations

STC|ONE®’s Clinical Decision Support (CDS) engine is CDSi-compliant and continuously
maintained against CDC publications.

l 4.2.1.4.1 EXCEEDS

The IIS supports pediatric, adolescent, and adult immunization forecasts consistent with
ACIP recommendations.

The CDS engine evaluates each patient’s complete clinical history, including administered
doses, contraindications, serology results, refusals, deferrals, and exemptions, applying
ACIP guidelines for minimum and maximum age, dose spacing, vaccine-specific
requirements, and age-appropriate catch-up schedules. In addition to supporting standard
ACIP recommendations, STChealth has the flexibility to configure and maintain
jurisdiction-specific immunization schedules and business rules, enabling states to
address unigue program requirements and policy considerations. This configurable
approach allows the platform to adapt quickly to the evolving landscape of vaccine
recommendations, ensuring clinical forecasting remains accurate, current, and aligned
with both national guidance and state-specific needs.
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4.2.1.4.1.1 MEETS
The IIS establishes and maintains Clinical Decision Support functionality consistent
with ACIP recommendations.

Forecast status (Current/Due/Past Due) is visually highlighted for rapid provider
recognition, and jurisdictional administrators may override ACIP rules for specific
vaccine groups and dose numbers to reflect West Virginia policy, including a
separate School Nurse CDS configuration.

4.2.1.4.1.2 MEETS

The IS establishes and maintains Clinical Decision Support functionality in
alignment with CDSi resources published on the CDC website.

STC|ONE® schedules are updated upon each CDSi logic release; STChealth’s
clinical informatics team validates updated logic against CDC-provided test cases
prior to production deployment. STChealth releases new forecasts for antigen
changes within 30 days of an MMWR recommendation or published VFC Resolution
and implements confirmed ACIP-guidance changes within 45 days of final
confirmation.

4.2.1.5. MEETS
Ensure Appropriate User Access to Data

STC|ONE® provides a comprehensive, policy-driven access-control architecture ensuring every
user has precisely the access needed for their role, and no more. This exceeds the baseline
requirement by pairing jurisdiction-configurable role permissions with automated inactivity
monitoring and consent-gated data access, reducing administrative burden while strengthening
protection of individual privacy beyond standard role-based access control.

4.2.1.5

.1 MEETS

The IIS ensures authorized users have access to patient demographic and vaccination data
based on user roles and permissions.

Access is enforced through the role-based, jurisdiction-scoped permission model detailed
in the subsections below - spanning confidentiality and consent controls, account
management, technical role/permission attributes, policy-based provisioning, and account
inactivation - so that every authorized user’s access to demographic and vaccination data
is scoped to their role and purpose.

| 4.2.1.5.1.1 MEETS

411 S 1St
Phoenix, AZ 85004

The IIS implements confidentiality policies that protect the privacy of individuals
whose data is contained in the system.

Consent architecture supports three jurisdiction-configurable gate modes (none,

25
info@stchome.com www.stchealth.com
Information is STChealth Confidential & (480) 745-8500

Proprietary



banner_only, hard_block) plus opt-in/opt-out policies, with a configurable HIPAA
confidentiality-agreement acceptance workflow gating module access at login; all
consent-status transitions are logged in the audit trail.

I 4.2.1.5.1.2 MEETS
The lIS implements comprehensive account management policies consistent with
industry security standards.

Provisioning, modification, and deactivation follow documented workflows
requiring authorization at each step; password policy, MFA options, SSO
integration, session timeout, and lockout thresholds are jurisdiction-configurable,
with rate-limited login (10 attempts/15-minute window) and full audit logging of
account actions.

I 4.2.1.5.1.3 EXCEEDS
The lIS supports technical attributes for the set up and access of user roles and
permissions.

STC|ONE® supports a comprehensive Role-Based Access Control (RBAC)
framework that enables jurisdictions to securely manage user access through
configurable roles, permissions, and organizational scoping. User accounts can be
assigned to custom roles tailored to the needs of specific programs, organizations,
and users. Permissions are managed at the role level and can be further refined
based on organizational and facility assignments, ensuring users only have access
to the data and functionality required to perform their responsibilities.

STC|ONE® includes a built-in administrative roles for jurisdiction administrators,
while also supporting the creation of custom roles with configurable permission
sets. More than 80 granular permissions across multiple functional categories can
be assigned, including patient management, immunization management, inventory
operations, user administration, reporting, interoperability, and system
configuration.

Authorized administrators can create, modify, deactivate, and manage user
accounts directly within the User Administration module. The platform supports
role assignment during onboarding, role changes throughout the user lifecycle, and
the creation of custom roles designed to meet jurisdiction-specific operational
requirements. New users are invited through a secure email-based onboarding
process and can be assigned organization and facility-level access during account
setup.

The system enforces access controls through organizational and jurisdictional data
scoping, ensuring users can only view and interact with records within their
authorized area of responsibility. User permissions govern visibility of system
functions, data elements, and administrative capabilities, supporting the principle
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of least privilege while maintaining flexibility for diverse user communities,
including state immunization programs, provider organizations, schools, childcare
facilities, and other authorized partners.

This configurable security architecture enables West Virginia to implement and
maintain user access policies that align with program, privacy, and operational
requirements while providing administrators with the tools necessary to efficiently
manage roles, permissions, and account access across the IIS.

l 4.2.1.5.1.4 MEETS
The IIS provides user access in accordance with policies and procedures.

New accounts require authorization from organizational or jurisdictional
administrators before access is granted, with automated welcome-email activation
and separately managed AP! tokens for programmatic access.

I 4.2.1.5.1.5 MEETS
The IIS supports authorized IIS partners’ and providers’ appropriate access to data
in the IIS for public and population health purposes (e.g., childcare, schools,
colleges, health plans, clinics).

School-specific roles (School Nurse, District Admin, Health Assistant) are scoped
to the relevant student population within FERPA-informed boundaries; health plan
staff access HEDIS workflows within WVDH-authorized scope. The same
organization-scoped permission model described in Section 4.2.1.5.1.3 extends
this pattern to any authorized partner type registered in the system —including
childcare facilities, colleges, and clinics — so that each partner’s access is limited to
its own registered population and authorized public health purpose.

I 4.2.1.5.1.6 MEETS
The IIS provides training that covers accessing patient demographic and vaccination
data.

Role-specific training materials, quick-start guides, and reference documentation
are maintained in the Documentation Center and Client Hub, with new-user
onboarding covering data access, patient search, and privacy obligations.

4.2.1.5.1.7 MEETS
The IIS identifies and inactivates user and site accounts when they are no longer
active or no longer authorized to access the system.

An inactive-users search surfaces accounts exceeding a configurable inactivity
threshold (14/30/60/90 days) with bulk inactivation support; inactivated accounts
are immediately denied access but retain their audit trail. Inactivation extends
beyond individual users to site-level accounts: State admin users can run
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parameter-based reports to inactivate accounts by organization or facility, and the
three-level Provider Active/Inactive Status (PAIS) model, aligned with MIROW best
practice BR302, tracks status and preserves inactive-reason history at the
provider/organization, county, and jurisdiction levels.

I 4.2.1.5.2 MEETS

The IIS supports authorized public access to official immunization records.

411S15'St
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4.2.1.5.2.1 EXCEEDS

The IIS provides consumers with direct access to immunization records in
accordance with policies and procedures.

STC|ONE® Consumer Access (MyIR Mobile) provides West Virginia residents with
secure, direct access to their official immunization records through a consumer-
friendly web and mobile experience that aligns with WVDH policies and procedures
governing record release and consumer access. Following identity authentication
and verification, consumers may view, download, print, and securely share their
official immunization records without assistance from State staff. MyIR Mobile
supports access to records for individuals and authorized household members and
provides a standardized PDF immunization certificate suitable for school
enrollment, employment verification, childcare, travel, and other official purposes.
Beyond record retrieval, MyIR Mobile empowers consumers with vaccine
forecasting and engagement tools, including visibility into recommended and
upcoming immunizations, and identification of immunization gaps in care. The
application helps residents better understand their immunization status while
reducing administrative burden on providers and the State.

The MyIR Admin Portal provides authorized WYDOH personnel with administrative
oversight and control of the consumer access program. Through configurable
administrative settings, the State may manage consent acknowledgements,
consumer access policies, and the specific records and features available to
authenticated users. Administrative tools support consumer account management,
record matching and troubleshooting, user verification workflows, and program
monitoring, enabling WVDH to efficiently administer consumer access while
maintaining compliance with State privacy, security, and operational requirements.

Together, MyIR Mobile and the MyIR Admin Portal provide a comprehensive, policy-
driven consumer access solution that delivers secure public access to official
immunization records while giving WVDH the flexibility and control necessary to
administer the program in accordance with West Virginia's requirement. Please
note that STChealth recognizes that phone-number-based verification for MyIR®
Mobile may not work well for all West Virginia residents and looks forward to
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partnering with the state on an alternative verification approach suited to its
population.

I 4.2.1.6. MEETS
Support the Generation and Use of IIS Data Through Various Channels and Formats

STC|ONE® delivers a pre-built standard report library, an ad hoc query builder, certificate
generation with compliance evaluation, school immunization compliance reporting, and tools such
as an APl to meet the additional requirements and needs of the WVDH.

| 4.21.6.1 MEETS

The IS supports the reporting needs of federal and jurisdictional immunization programs.

I 4.2.1.6.1.1 MEETS
The IIS provides standard and ad-hoc reports to meet federal and jurisdictional
reporting requirements.

The standard reports library includes Registry Statistics, Coverage/IQIP, Vaccine
Administered, Aggregate Wastage, Data Quality, Inventory, VFC Compliance, Mass
Vaccination, School Compliance, and Address Validation reports, in addition to the
ad hoc query builder described below.

I 4.2.1.6.2 MEETS

The IS supports ad-hoc queries of patient demographic and vaccination data.

| 4.2.1.6.2.1 MEETS
The IIS supports direct access for internal authorized users to IS databases for data
extracts and queries in accordance with policies and procedures.

An ad hoc query builder enables authorized WVDH users to construct, preview,
save, and share named queries across all major data domains with AND/OR filter
logic and aggregation functions, without requiring vendor involvement.

4.2.1.6.2.2 MEETS
The IIS supports access to data for data visualization, presentation, and analysis.

Query results export in all standard formats, and shared queries are available to
other authorized users within the same jurisdiction scope for collaborative analysis;
see also Section 4.2.2.5 (Read Replica / Data Bridge) for downstream analytics
access.

4.2.1.6.3 MEETS

The /IS supports investigation and reporting of vaccine adverse events.
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I 4.2.1.6.3.1 MEETS
The lIS supports vaccine adverse event investigation.

STC|ONE?® captures structured adverse-reaction data (reported date, severity,
description, onset, outcome, VAERS-reported status/ID) at the immunization-event
level, alongside a compromised-vaccine flag with coded reason, within the
patient’s complete longitudinal immunization history.

l 4.2.1.6.3.2 MEETS
The IIS refers users to appropriate resources to support adverse event
documentation.

The VAERS ID field creates a persistent linkage between the IIS event and the VAERS
submission, with reference links and training resources maintained in the Training
Center.

| 4.2.1.6.4 MEETS

The IIS supports the ability to generate coverage reports that users can access without
assistance from IIS staff.

Phoenix, AZ 85004

| 4.2.1.6.4.1 MEETS
The IIS provides access to data to assess vaccination coverage and identify
vulnerable populations.

CDSi forecasting operates continuously across the patient population, enabling
real-time coverage-rate computation stratified by geography, age cohort, vaccine
group, and provider through the Coverage Reporting and Provider Performance
dashboards (see also Section 4.2.2.4).

4.2.1.6.4.2 MEETS
The IIS manages patient status at provider site and jurisdiction levels.

A three-level Provider Active/Inactive Status (PAIS) model aligned with MIROW best
practices (BR302) tracks status at the provider/organization, county, and
jurisdiction levels, with source and inactive-reason codes preserved for history.

4.2.1.6.4.3 MEETS
The lIS provides HS-related training on accessing, generating, and interpreting
reports.

Training materials on report access, generation, and interpretation are maintained
in the Training Center and Client Hub, with onboarding and jurisdiction-specific
sessions available on request.
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4.2.1.6.4.4 MEETS

The IIS supports compliance with immunization requirements in childcare, school,
and college settings.

Dedicated School Immunization Workflows provide a jurisdictional compliance
rules engine evaluating dose count, age, and interval requirements per State-
mandated vaccine, with support for exemptions, titer credit, grace periods, and
provisional enrollment; the same infrastructure can be configured for college-entry
requirements.

I 4.2.1.6.5 MEETS
The IS supports reminder/recall activities.,

| 4.2.1.6.5.1 MEETS

The IIS supports conducting reminder/recall activities without assistance from /IS
staff.

A self-service recall criteria builder supports filters (age, DOB, gender, ZIP, county,
vaccine code, last dose date, facility), a population preview before batch
commitment, configurable per-channel notification templates
(email/SMS/letter/phone), delivery tracking, and honored opt-outs, plus vaccine lot-
specific recall lists for manufacturer recalls or VAERS follow-up.

4.2.1.7. MEETS
Support Federal and Jurisdictional Vaccine Program Requirements

STC|ONE® provides comprehensive lifecycle support for federal and State vaccine programs, VFC
enrollment and provider agreement management, dose-level eligibility tracking, full-lifecycle
inventory management, and automated CDC VTrckS integration, satisfying CDC Functional
Standards 14.0, 15.0, and 16.0 in full.

| 4.2.1.7.1 MEETS

The IIS supports management and quality assurance functions for federal and jurisdictional
vaccine programs.

| 4.2.1.7.1.1 MEETS

The 1IS establishes vaccine program procedures in accordance with federal and
jurisdictional policies.

STChealth works with WVDH during configuration to define workflows, order sets,
funding-source tracking, eligibility rules, and reporting parameters consistent with
VFC and State-purchased vaccine policies. Provider Agreement management
covers the full lifecycle (not_started - draft > submitted > under_review - returned
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< approved > expired > terminated), with configurable attestation types
(federal/State compliance, eligibility screening, vaccine management,
storage/handling, record keeping, waste accountability, site-visit consent) per
program and jurisdiction. Ordering eligibility is enforced at both the facility and user
level, preventing facilities without a current agreement from placing orders.

I 4.2.1.7.1.2 MEETS
The IIS supports the tracking of eligibility at the dose level for publicly purchased
vaccines.

Each vaccination event records funding source (VFC, State, private, military, IHS,
Section 317, other) and eligibility category (VFC_eligible, VFC_underinsured,
State_eligible, private_pay, uninsured) with an override-reason field, supporting
VFC compliance assessment and program-level reconciliation.

4.2.1.7.1.3 MEETS
The IIS generates a report listing patients that received a non-viable vaccine.

A parameterized report identifies patients who received doses from a non-viable lot
(by lot, date range, vaccine code, facility), driven by the compromised-vaccine
status flag, with affected patients directly targetable through reminder/recall for
follow-up.

| 4.2.1.7.1.4 MEETS
The IIS generates a report listing provider sites that received vaccine lots recalled by
the manufacturer.

The Recall Management module supports Class I/1l/1ll recalls; entering a recall (lot
numbers, NDC codes, class, reason, effective date) automatically flags affected
inventory across all facilities and produces a provider-site report plus a PHI-gated
affected-patient export.

| 4.2.1.7.2 MEETS

The IIS supports vaccine inventory management and reconciliation according to federal and
jurisdictional vaccine program requirements.

I 4.2.1.7.2.1 MEETS
The IS supports vaccine inventory management, tracking, and reconciliation at the
IIS jurisdiction and provider site levels.

The Vaccine Order and Management System (VOMS) provides full-lifecycle
inventory management with lot-level tracking (NDC, manufacturer, funding source,
guantity, expiration, storage unit, temperature range, VFC status), structured
reconciliation sessions with adjustment reasons, and complete lot transaction
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history across receipt, administration, wastage, return, transfer, adjustment, and
reconciliation events.

4.2.1.7.2.2 MEETS
The IIS supports creating vaccine orders and monitoring order status.

A multi-step order wizard with data-driven quantity recommendations, reusable
order sets, and a managed lifecycle (draft > submitted > approved/rejected >
shipped - received = return_pending) supports real-time order status monitoring for
providers and WVDH administrators, including pre-booking for seasonal
campaigns.

4.2.1.7.2.3 MEETS
The IIS supports reporting vaccine returns and wastage.

Structured return and transfer request workflows and a wastage approval workflow
with reason codes and cost-of-vaccine tracking feed the Aggregate Wastage
standard report for program oversight.

4.2.1.7.2.4 MEETS

The IIS automatically decrements administered doses (not historical doses) from
active inventory.

Administered doses are automatically decremented by lot number and funding

source at the time of documentation, whether entered via Ul or HL7, with a
structured, audited correction workflow for decrement adjustments.

| 4.21.7.3 MEETS

The IIS supports data exchange with the national Vaccine Tracking System (VTrckS).

411851 st
Phoenix, AZ 85004

4.2.1.7.3.1 MEETS
The IS establishes data exchange with VTrckS in accordance with ExIS
specifications.

STC|ONE® exports order data to VTrckS in CSV and XML formats and synchronizes
order status (accepted, processing, shipped, delivered, rejected) in accordance
with published ExIS specifications.

4.2.1.7.3.2 MEETS

The IIS completes updates to ExIS functionality following publication of
specifications.

STChealth tracks ExIS specification publications and completes corresponding
platform updates on a defined implementation timeline, validated against
published specifications prior to production deployment.
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4.2.1.7.3.3 MEETS

The IIS establishes automated data exchange with VIrckS. Automated Export-to-
VTrckS and Sync-VTrckS operations reduce manual data-entry burden and ensure
order, inventory, and distribution data flows between systems in a timely, accurate,
auditable manner.

4.2.1.8. MEETS
Support the Response Efforts for Vaccine-Preventable Disease Outbreaks and Other Public
Health Emergencies

STC|ONE® currently includes a dedicated Mass Immunizations and Public Health Emergency (PHE)
mode that extends the platform’s core capabilities to high-volume, time-critical vaccination
campaigns. In parallel, STChealth is actively modernizing the existing system to enhance current
capabilities, improve the user experience, and ensure the platform continues to meet the evolving
operational, reporting, and response needs of public health agencies.

I 4.2.1.8.1 MEETS

The IIS supports partner and provider onboarding and vaccine management during vaccine-
preventable disease response and/or public health emergencies.

| 4.2.1.8.1.1 MEETS
The IIS establishes, coordinates, and executes emergency preparedness plans and
procedures in accordance with federal and jurisdictional policies.

STChealth maintains documented emergency preparedness plans governing
WVSIIS operations during public health emergencies, developed with WVDH and
aligned to applicable federal/jurisdictional policy; PHE Mode activates emergency-
specific workflows without disrupting routine operations.

4.2.1.8.1.2 MEETS

The lIS supports expedited communication and onboarding with partners to capture
patient demographic and vaccination data in an emergency.

Org/Facility Site Designation enables rapid classification and activation of
temporary points of dispensing (PODs), and the unauthenticated public enrollment
wizard allows non-traditional partners to self-register without WVDH staff initiating
the workflow.

4.2.1.8.1.3 MEETS
The IS provides training to onboarded partners.

Quick-start training materials, role-specific guides, and remote training sessions
are available for newly onboarded emergency providers, with client-facing release
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notes accompanying every deployment.

4.2.1.8.1.4 MEETS
The IS supports vaccine administration functionality to include offline
documentation of vaccine administration.

Offline documentation capabilities capture vaccination data at temporary or
remote sites with limited connectivity, importing records into WVSIIS upon
connectivity restoration.

4.2.1.8.1.5 MEETS
The IIS supports integration with tools for vaccination appointment scheduling.

The Mass Immunizations Module’s Patient Scheduling Interface integrates
appointment scheduling with the IIS, and Patient Cohort Management / Priority
Groups support complex, multi-site campaigh sequencing.

4.2.1.8.1.6 MEETS
The IIS supports public health immunization reporting to federal and jurisdictional
authorities.

PHE and Priority Group Reporting provides campaign-specific dashboards,
Jurisdictional Vaccine Allocation enables centralized allocation management, and
Record-Level De-ldentified Export supports aggregate CDC reporting without
exposing PHI.

4.2.1.9. MEETS
Participate in and Prioritize Emerging Technologies and Standards

STChealth pursues a continuous modernization-in-place strategy for STCJONE®, combining a
stable production platform with continuous discovery, iterative delivery, and active participation in
national standards bodies.

4.2.1.9.1 MEETS

The lIS participates in modernization initiatives and emerging technologies.

As described extensively in this response, STChealth is in a continuous process of
modernization and actively assesses and adopts emerging technologies as appropriate.

' 4.2.1.9.1.1 MEETS
The lIS coordinates modernization efforts.
STChealth’s modernization approach combines a stable, production-ready

platform with continuous discovery, prioritization, design, validation, and release in
partnership with WVDH, advancing the platform without disrupting current
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operations.

I 4.2.1.9.1.2 MEETS
The lIS plans and executes efforts that align IIS initiatives with modernization
priorities.
Platform investments are continuously prioritized across interoperability, analytics,

usability, scalability, and operational resilience, supporting alignment with CDC
Data Modernization Initiative priorities through validated release cycles.

| 4.2.1.9.1.3 MEETS
The lIS participates in initiatives to develop standards and/or capabilities.

STChealth participates in the HL7 Public Health Work Group, AIRA technical
workgroups, ASTP/ONC guidance development, and CDC-sponsored IIS
collaborative initiatives, ensuring WVDH receives standards-aligned platform
updates as part of the regular release cadence at no separate development cost.

4.2.2 West Virginia Specific Goals and Objectives

I 4.2.2.

EXCEEDS

Compliance Confirmation (overall)

Confirmed. WVSIIS already operates on the STC|ONE® platform at the scale described in Section
4.1, and the sections below describe both currently active WV-specific configuration and
STChealth’s approach to the additional goals and enhancements identified in this section.

I 4.2.2.1

EXCEEDS
System Optimization, Innovation, and Interoperability

STChealth’s Consortium model and governed enhancement process allow West Virginia to
benefit from system improvements developed across STChealth’s broader client base at no
additional cost, while continuously improving performance, data quality, and
interoperability.

4.2.21.1 MEETS

The Vendor should describe any processes or practices in place for sharing beneficial
system improvements or enhancements, developed through work with one jurisdiction, and
later offered to their broader customer base at no additional costs.

As a member of the STChealth Consortium, West Virginia benefits from shared capabilities
that are operationally validated and broadly tested across multiple jurisdictions prior to
deployment. New capabilities identified through work with one jurisdiction are evaluated
for broader applicability and, where appropriate, released to the full Consortium as part of
STChealth’s governed release cycle at no additional cost to member states.
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| 4.2.21.1.1 MEETS
The Vendor should describe how they evaluate and determine whether a
customization or optimization may be broadly beneficial.

STChealth’s product team assesses new features holistically to determine whether
a jurisdiction-specific request solves a problem shared across the Consortium,
evaluating user pain points, workflow inefficiencies, and cross-jurisdiction demand
before scoping development. All potential configuration or workflow options are
explored before initiating new development, ensuring the Change Request process
is used only when desired functionality cannot be achieved through existing

settings.
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immunization outcomes

4.2.2.1.1.2 MEETS
The process and timeline for releasing such enhancements to all customers.

STChealth publishes a platform release every two weeks; release notes become
available a week prior to the upgrade window and describe jurisdiction-specific and
Consortium-wide improvements, enhancements, bug fixes, and database changes.
States may adopt each release on their own schedule, with STChealth
recommending jurisdictions remain within the latest three releases.

4.2.2.1.1.3 MEETS

Any governance, release management, or communication procedures that ensure
jurisdictions are informed of available improvements.

The STChealth Client Hub maintains Consortium-wide release notes and technical
information; clients are notified by email of upcoming changes in advance, and
Consortium leadership meetings and product-support calls occur on a regular
cadence to communicate available improvements and gather feedback.

4.2.2.1.1.4 MEETS

Vendors should describe any examples of recent improvements or enhancements
provided to customers at no additional cost.

Recent examples for West Virginia include the STChealth Client Success team’s
support in preparing for the launch of Provider Agreements (December 2025) and
the School Nurse workflow (January 2026), both delivered as governed platform
enhancements rather than custom, one-off development. To support data quality,
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STChealth developed custom school roster data cleanup scripts that helped
identify and resolve data discrepancies, enhancing the reliability and usability of
school-related immunization records.

I 4.2.2.1.2 MEETS

The Vendor should describe their approach and methodology for achieving an error and
hold queue for HL7 messages, or for providing an easy way to identify and sort rejected
messages.

STC|ONE?® provides jurisdictional administrators a centralized interface to review, filter,
and act on all inbound HL7 messages, including those flagged with errors or warnings,
filterable by validation response, error type, warning category, sending organization, or
submission date. Administrators can export filtered message data and generate provider-
specific error/warning reports directly from the workflow, without manual log parsing or
custom extracts.

I 4.2.2.1.3 MEETS =

The Vendor should describe their PnooucT
approach or methodology for RroductiReedbackilioon

automating updates and i o
Synohronlzatlon Of COde Sets The practice of continuously callecting
with CVX, MVX, and NDC tables feedbackIs at the heart of bullding j

, ’ ‘ product and user experiences that dellver
real value. The Product Feedback Loop
STCheal‘th usesa modern, APl- pulls insights and measures outcomes far +
. . ongoing improvement. %
based approach to maintain 5
synchronization of vaccine code S e

sets with CDC-managed data % Sesiecin
sources, enabling timely
updates to CVX, MVX, and NDC

mappings as changes are
published, reducing manual maintenance and ensuring current vaccine coding information
for interoperability, inventory, and reporting.

4.2.2.1.4 MEETS

The Vendor should describe their approach or methodology to bulk loading, activating, and
deactivating providers, facilities, and users.

Organizations, facilities, and users can be bulk-loaded using the STC|ONE® Data
Translation Tool (DTT); bulk activation and deactivation can be achieved through DTT or
directly within the User Management Ul, and State admin users can run parameter-based
reports to inactivate users by organization or facility.
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4.2.2.2

EXCEEDS

Implementation Plan

Operational Continuity and Transition Plan proposed in lieu of a replacement-style
implementation. Because WVSIIS is STChealth’s existing, live production system for West Virginia,
a traditional full-replacement implementation plan (system build, data conversion, provider re-
onboarding, cutover) is not applicable and would introduce risk the State does not need to accept.
STChealth instead proposes an Operational Continuity and Transition Plan that confirms no
disruption to current operations while formally establishing governance, validation, and
enhancement delivery under this new contract. This satisfies the intent of Section 4.2.2.2, a
comprehensive, evaluable description of how the Vendor will transition the State onto the
proposed IS, without asking the State to accept the cost, risk, and provider-facing disruption of a
system replacement.

Phase Timeframe STChealth Activities
Contract Start/ | Upon Continue WVSIIS operations without interruption; confirm no
Day 0 execution replacement cutover, data conversion, or provider re-
onboarding is required.
First 30 Days Contract Joint planning session(s) per Section 4.2.3.7; confirm
kickoff governance, SLA terms, deliverables, security artifacts,

reporting cadence, and WV-specific priorities; finalize Project
Plan and Schedule.

30to 90 Days

Operational

Advance Data Bridge/Read Replica planning (Section 4.2.2.5),

alignment enhancement prioritization, support-model refresh, delivery of
compliance documentation, and training refresh.

Ongoing Contractterm Deliver governed releases, roadmap alignment, service
reporting, data-quality improvements, and continuous
modernization per Section 4.2.2.1.

4.2.2.21 MEETS

Overall project management strategy and implementation timeline.

STChealth’s approach is grounded in PMI principles, with a dedicated Client Partner
overseeing deliverables, facilitating communication, and ensuring accountability across
the phases in the table above; the finalized Project Plan and Schedule will be established
during the initial planning session per Section 4.2.3.7.

STChealth’s project management approach is further guided by a Human Centered Design
methodology applied throughout the contract term, ensuring that WVDH’s evolving
priorities, provider feedback, and end-user needs continuously inform how work is
clarified, designed, built, and deployed.
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l 4.2.2.2.2 MEETS
The environment setup, which consists of the following: Production, Test, and Development
servers.

WVSIIS Production, Test, and Development environments already exist and are operational
today. STChealth will validate environment configuration, licensure, and access at contract
kickoff and maintain all three environments throughout the contract term.

| 4.2.2.2.3 MEETS
System configuration and workflow customization.

Existing WV-specific configuration (school compliance schedules, exemption workflows,
certificate logic, provider agreements, cold chain settings, and role/permission structures)
remains in place. Any State-requested configuration changes will be scoped, estimated,
and delivered through STChealth’s governed enhancement and Change Request process.

| 4.2.2.2.4 MEETS
Data migration strategy.
Because WVSIIS’s data already resides on the STC|ONE® platform, there is no legacy-to-
new-system data conversion. The sub-items below are addressed on that basis.

| 4.2.2.2.4.1 MEETS
Existing lIS data migration.
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No migration is required; existing patient, vaccination, inventory, and program data
remain in place and continuously available.

| 4.2.2.2.4.2 MEETS
User and roles migration.

Existing user accounts, roles, and permission assignments remain in place; no re-
provisioning or re-training on new credentials is required of WVDH staff or
providers.

I 4.2.2,2.4.3 MEETS
Provider, Facility, and Organization migration.

Existing provider, facility, and organization records, enrollment status, and
VFC/Provider Agreement history remain in place with no re-enroliment required.

| 4.2.2.2.4.4 MEETS
Program enrollment migration.

Existing VFC enrollment, provider agreements, and program attestations remain
valid and in force; no re-attestation is required as a result of this contract transition.

I 4.2.2.2.4.5 MEETS
Existing Interface migration and testing.

Existing HL7 interfaces with EHRs, HIEs, pharmacies, school systems, VTrckS, and
the CDC IZ Gateway remain connected and operational; STChealth will validate all
interface connections at kickoff as part of the Operational Continuity and Transition
Plan rather than re-testing each connection as a new build.

4,2,2.2.5 MEETS
Change request management process.

New work is scoped, estimated, and prioritized through STChealth’s established Change
Request process, which is used only after existing configuration and settings have been
evaluated and found insufficient to meet the need, consistent with Section 4.2.2.1.1.1.

I 4.2.2.2.6 MEETS
Roles and responsibilities of vendor and client teams.

STChealth’s POD support model (Client Partner, Client Integrator, Technical Support
Analyst, Technical Support Engineer) defines vendor-side roles; WVDH’s Project Manager
(per Section 4.2.3.9) and designated subject-matter staff define client-side roles and
responsibilities, to be documented in the Project Plan at kickoff.

Phoenix, AZ 85004
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4.2.2.2.7 MEETS
Risk mitigation strategies and contingency planning.

STChealth’s Risk and Issue Management Plan, embedded within the Project Management
Plan, establishes procedures for risk identification, evaluation, and escalation through a
structured governance framework, overseen by an Oversight Team of STChealth executives
and subject-matter experts.

4.2.2.2.8 MEETS
Training, support, and knowledge transfer during implementation.

Training deliverables focus on role-based onboarding, on-demand video demonstrations,
digital user guides, and embedded in-application guidance, supplemented by post-go-live
reinforcement resources; see Section 4.2.3.10 for the full mandatory training plan.
STChealth confirms that its finalized Project Plan and Schedule will adhere to this
Implementation Plan in accordance with Section 4.2.3.7, subject to Agency review and
approval, and that any deviations will be documented, justified, and approved by the
Agency.
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I 4.2.2.3 MEETS
Vaccine Exemption Functionality

STC|ONE® provides a comprehensive, jurisdiction-configurable vaccine exemption management
framework that is operational within WVSIIS today, configured specifically for West Virginia’s
statutory environment rather than requiring build-out.

4.2.2.3.1 MEETS
Ability to record exemptions by vaccine or disease category.

Exemptions are recorded at the vaccine or disease-category level and tied directly to the
patient’s immunization history, reflected consistently in CDS forecasting and certificate
generation.

4.2.2.3.2 MEETS

Support for exemption types: permanent, temporary (with expiration date), and provisional
(with review date).

All three exemption types are supported: permanent exemptions have no end date;
temporary exemptions carry a configurable expiration date with lapsing-exemption follow-
up surfacing; provisional exemptions carry a review date supporting periodic re-evaluation
workflows.

4.2.2.3.3 MEETS

Support for exemption reasons: medical, religious, philosophical.

Medical and religious exemption reasons are natively supported within WVSIIS today, each
following a provider-request/State-Approver review workflow. Philosophical exemption
support is configurable at the jurisdictional level and can be enabled administratively if and
when West Virginia policy authorizes it, without requiring a system change or vendor
engagement.

4.2.2.3.4 MEETS

Linkage of exemption records to patient demographics (e.g., age, race/ethnicity,
geography).

Exemption records are linked to the full patient demographic record, enabling analysis of

exemption populations across age, race/ethnicity, geography, school enroliment, and
provider association.

I 4.2.2.3.5 MEETS
Reporting capabilities by school, grade, district, exemption type, and compliance status.

Exemption reporting is filterable by school, grade, district, exemption type, and compliance
status. With the School Nurse Module active statewide since January 2026 and WVDOE
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school roster data already integrated, these reports run against live enrollment data.

I 4.2.2.3.6 MEETS
Integration with school roster functionality and support for longitudinal tracking.

Exemption records are linked to student roster data through the School Nurse Module,
associating students with schools, grades, and districts via the WVDOE roster integration
and supporting longitudinal tracking of exemption status as students change schools.

I 4.2.2.3.7 MEETS

Configuration options for jurisdiction-specific exemption workflows and review processes,
allowing administrators to review, approve, or reject submitted exemption requests for all
exemption types supported by the system.

Jurisdictional administrators configure which exemption types/reasons are active, define
approval workflows per type, and assign the State Approver role; all review actions are
logged in the audit trail, and permissions can be updated in bulk using the system’s master
role update capability.

l 4.2.2.4 MEETS
Coverage Reporting and Population Definition
STC|ONE® provides a jurisdiction-configurable coverage reporting framework supporting accurate,

flexible, and programmatically relevant immunization rate analysis, without requiring vendor
involvement for routine reporting.

4.2.2.4.1 MEETS
Ability to define and document the demographic population used for rate calculations
(numerator and denominator).

WVDH administrators configure both numerator (patients meeting vaccination criteria) and
denominator (target population) parameters, reflecting active patients, specific provider
organizations, or defined age cohorts, aligning outputs with CDC reporting, VFC oversight,
or State-specific analysis.

| 4.2.2.4.2 MEETS
Support for jurisdictional filtering by state, county, or other geographic boundaries.

Coverage reports support multi-level geographic filtering (statewide, county, ZIP code, sub-
regional) as well as provider/facility/organization scoping, in combination.

I 4.2.2.4.3 MEETS
Ability to generate reports reflecting:

| 4.2.2.4.3.1 MEETS
Complete vaccine series.
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The CDSi-aligned CDS engine identifies patients who have received all required
doses within appropriate age and timing windows, supporting the standard
coverage metric used for federal reporting and benchmarking.

4.2.2.4.3.2 MEETS
Initiation of series (1 or more doses).

Series-initiation reports identify patients who have received one or more doses of a
series, supporting outreach for multi-dose series such as HPV where initiation and
completion rates diverge.

I 4.2.2.4.3.3 MEETS
Final dose needed to complete a series.

Final-dose-needed reports identify patients one dose from completing a series,
supporting targeted recall and school-entry compliance outreach.

| 4.2.2.4.4 MEETS
Configuration options for customizing report parameters and aligning with CDC and state-
defined coverage metrics.

Age cohorts, vaccine groups, evaluation date ranges, and organizational scope are
jurisdiction-configurable, allowing reports aligned to NIS-Child federal benchmarks
alongside West Virginia-specific school-entry or VFC-eligibility views; WVDH staff can
generate, save, and share reports independently.

I 4.2.25 MEETS
Support Scalable Data Exchange and Reporting via Read Replica Integration

Approach to be finalized jointly with WVDH at kickoff. STChealth understands West Virginia’s
goal of sharing IS data through the State’s Data Bridge (Attachment H). STChealth’s approach
supports secure, standards-based, scalable data exchange between WVSIIS and authorized
internal or external data environments, preserving production performance while enabling flexible
downstream reporting and analytics.

I 4.2.2.5.1 MEETS
Whether the solution includes a read-only replica or equivalent mechanism to support
downstream data access.

STChealth offers a modern, API-based approach to data sharing that can operate alongside
orin place of a traditional read-only database replica, depending on the jurisdiction’s
preferred data-sharing architecture. STChealth will confirm the specific mechanism (read
replica vs. APl-based extract) with WVDH during the 30-to-90-day operational alignment
phase of the Operational Continuity and Transition Plan (Section 4.2.2.2), consistent with
WVDH'’s stated interest in a data-lake-oriented approach.
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| 4.2.2,5.2 MEETS
The typical update frequency of the replica (e.g., near real-time, hourly, daily).

Update/refresh cadence will be configured to WVDH’s Data Bridge requirements and
confirmed during joint architecture planning; STChealth supports near-real-time to
scheduled-interval refresh depending on the selected mechanism.

4.2.2,5.3 MEETS
How read-only access is managed to avoid performance or integrity impacts on the
production environment.

Downstream access is architected to isolate reporting/analytics workloads from
production transaction processing, consistent with STChealth’s broader platform design
for high-volume statewide operations described in Section 4.1.

| 4.2.2.5.4 MEETS ‘
The Vendor’s approach to configuring, deploying, and maintaining the replication process.

STChealth will configure, deploy, and maintain the agreed data-sharing mechanism as part
of the governed enhancement process, with WVDH validation at each stage.

I 4.2.2.5.5 MEETS
Support services provided for monitoring, troubleshooting, and ensuring data consistency
between environments.

STChealth’s Operations team continuously monitors production systems (memory, disk,
processing, network) with automated alerting and will extend equivalent monitoring
practices to the agreed data-sharing mechanism, with issues managed through the
standard support ticketing and escalation process described in Section 4.2.3.4.

| 4.2.2.5.6 MEETS
Availability of documentation describing the replication architecture, update cadence, and
access protocols.

STChealth will provide documentation describing the finalized architecture, update
cadence, and access protocols to WVDH upon configuration, maintained through the
Documentation Center and Client Hub.

4.2.2.5.7 MEETS
Methods for enabling secure, efficient querying by authorized users.

Access will be governed by the same role-based, jurisdiction-scoped permission model
described in Section 4.2.1.5, ensuring only authorized users and systems can query shared

data.
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4.2.2,5.8 MEETS

Methods for quantifying volume of data interfaced inbound and outbound from primary
database, whether via established interface traffic, or one time data extracts.

The Interoperability Hub dashboard (Section 4.2.1.3.1.3) already tracks submission and
transaction volumes; STChealth will extend equivalent volume reporting to Data
Bridge/read-replica traffic once the mechanism is finalized.

4.2.2.6 MEETS

Database Schema and Data Dictionary

STChealth will provide a complete database schema and data dictionary for the WVSIIS solution to
support WVDH’s data governance, oversight, and future enhancement planning. Because proposal
responses in connection with this solicitation are part of the public record, detailed technical
schema artifacts are not reproduced within this Technical Proposal; STChealth will provide this
documentation to WVDH upon request during evaluation or post-award, using the State’s preferred
secure delivery method.

I 4.2.2.6.1 MEETS
Entity-relationship diagrams or equivalent schema documentation.
Provided upon request per the approach described above.
| 4.2.2.6.2 MEETS
Field-level definitions, including data types, constraints, and allowable values.
Provided upon request per the approach described above.
l 4.2.2.6.3 MEETS

Definitions of key tables, such as patient records, vaccination events, inventory,
exemptions, and school roster modules.

Provided upon request per the approach described above.
I 4.2.2.6.4 MEETS
Mapping to CDC HL7v2.5.1 standards, where applicable.
STChealth will document the mapping between WVSIIS data structures and CDC HL7
v2.5.1 standards as part of the schema deliverable.
I 4.2.2.6.5 MEETS
Versioning and update protocols for schema changes over time.

Schema changes follow STChealth’s biweekly, Semantic-Versioning-aligned release
process (Section 4.2.2.1.1.2), with corresponding data dictionary updates communicated
through release notes.
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STChealth

I 4.2.2.7 MEETS
Oral Health Module

STChealth’s Oral Health workflow is a fully built, production-ready capability within STC|ONE®, not
a future development commitment. Following the successful statewide launch of the School Nurse
Module in January 2026 (which the Oral Health workflow depends on for roster and workflow
infrastructure), and with a WVDH/WVDOE data-sharing agreement and first school-roster
integration already completed in 2025, West Virginia is positioned to implement Oral Health
without the groundwork delays another vendor would face. A pilot is planned for 2026, followed by
statewide school-nurse rollout and onboarding of dental health professionals.

I 4.2.2.7.1 MEETS

Roster Integration — students linkable to schools via rosters, enabling targeted outreach and
reporting by school, grade, and county.

Students are already associated with schools, grades, and districts through the WVDOE
roster integration built for the School Nurse Module, providing the foundation the Oral
Health module depends on.

| 4.2.2.7.2 MEETS

Dual Workflows.

I 4.2.2.7.2.1 MEETS
Dental Professionals should be able to enter administered oral health records
directly into the IS, ensuring timely documentation of care.

The Oral Health workflow supports direct record entry for dental professionals once
onboarded, as the final phase of the planned rollout.

I 4.2.2.7.2.2 MEETS
School Nurses should be able to enter historical records and manage rosters,
supporting continuity of care and retrospective data entry.

School nurses, already trained and operating in STCJONE® following the January
2026 launch, can enter historical oral health records and manage rosters within the
same workflow used for immunization compliance.

I 4.2.2.7.3 MEETS
Reporting Capabilities.
4.2.2.7.3.1 MEETS
Identify students with or without oral health records.

Oral Health reporting identifies students with and without records on file, leveraging
the same roster and compliance-reporting infrastructure used for immunization
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tracking.

4.2.2,7.3.2 MEETS
Filters by urgency of care, school, grade, and county to prioritize outreach and
follow-up for high-need populations.

filter by urgency of care, school, grade, and county consistent with the reporting
model already in production for immunization compliance and exemptions.

I 4.2.2.7.4 MEETS

User Access and Permissions —the Oral Health module should leverage the system’s role-
based access control framework as defined in the HS Base Line Requirements RTM.

| 4.2.2.7.4.1 MEETS

Dental Professionals should be assigned appropriate roles and included in the
provider dropdown menu.

Dental Professional roles are configurable within STC|ONE®’s role-based access
framework and can be included in the provider dropdown as part of onboarding.

I 4.2.2.7.4.2 MEETS

School Nurses must be granted access to oral health reports and health service
functionality.

School Nurse role permissions include Oral Health reporting and health-service
functionality as configurable permission grants.

I 4.2.2.7.4.3 MEETS
The permissions “Enable Oral Health Reports” and “Enable Health Service” should
be assignable individually or in bulk, using the system’s master role update
capability.

Both permissions are assignable individually or in bulk through the master role
update capability described in Section 4.2.2.3.7.

4.2.2.7.4.4 MEETS

Jurisdictional administrators must be able to configure, modify, and inactivate roles
and permissions in accordance with jurisdictional policies.

Jurisdictional administrators retain full configuration control over Oral Health roles
and permissions consistent with the broader role/permission framework in Section
4.2.1.5.1.3.

| 4.2.2.8 MEETS
Next-Generation Interoperability with FHIR Standards
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STChealth is committed to advancing immunization data exchange through HL7 FHIR as a
complement to the HL7 v2.5.1 messaging that remains WVSIIS's operational backbone today. FHIR
capabilities will be delivered as an addition to, and operating in parallel with, the existing
mandatory HL7 v2.5.1 interfaces, ensuring continuity of current data exchange operations without
disruption.

STChealth's FHIR roadmap and implementation approach are informed by the currently known and
adopted immunization-related use cases, national guidance, and industry best practices available
at the time of development. As HL7 FHIR adoption continues to mature across the immunization
ecosystem, STChealth will continue to evaluate emerging requirements, implementation guides,
jurisdictional needs, and market feedback to further enhance and expand FHIR capabilities. To
support ongoing innovation and alignment with evolving standards, STChealth reserves the right to
modify, refine, prioritize, or adjust its FHIR development roadmap and implementation strategy as
new information, use cases, regulatory guidance, and industry direction become available.

I 4.2.2.8.1 MEETS
FHIR Standard Support —which FHIR Release the system supports for public health
immunization data exchange.

STC|ONE® targets HL7 FHIR Release 4 (R4), the release adopted by ONC’s United States
Core Data for Interoperability (USCDI) framework and the appropriate baseline for
immunization exchange with IIS partners, HIEs, and EHRs.

4.2.2.8.2 MEETS
Required Resources - the FHIR Immunization and Immunization Recommendation
resources.

STChealth is actively developing support for the two FHIR R4 resources central to
immunization data exchange. The FHIR Immunization resource represents vaccine
administration events and maps to the core vaccination record data that WVSIIS captures
and exchanges today via HL7 v2.5.1 VXU messaging. The FHIR Immunization
Recommendation resource conveys patient-specific immunization forecasting and
recommended next doses, drawing on the CDSi-aligned clinical decision support engine
already operational within WVSIIS. Both resources will be implemented in alignment with
FHIR R4 specifications to ensure interoperability with national standards and compatibility
with IIS partner systems as they adopt FHIR-based exchange.

STChealth's participation in AIRA FHIR workgroups and FHIR Bulk Query initiatives,
including work on FHIR-based IIS use cases with national partners, informs our
implementation approach and ensures alignment with the direction the public health
community is moving.

4.2.2.8.3 MEETS
Roadmap and Timeline.
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STChealth will deliver FHIR R4 support for both resources within 12 months of contract
award, in three phases finalized with WVDH at kickoff:

e Phase 1-Foundation and Configuration (Months 1-4): FHIR server configuration,
and resource mapping

e Phase 2 - Piloting and Validation (Months 5-9): State-prioritized pilot with one or
more lIS partners (e.g., HIE, EHR, or CDC IZ Gateway connection), validation of
resource accuracy against WVSIIS production data, and refinement based on
partner feedback.

e Phase 3 - Production Availability and Documentation (Months 10-12): FHIR R4
endpoints available in the production environment, Agency and partner onboarding,
and delivery of comprehensive APl documentation.

Any deviation will be communicated in advance with documented justification, subject
to Agency approval.

4.2.2.8.4 MEETS
API Documentation.

STChealth will provide comprehensive, public-facing APl documentation for all FHIR R4
endpoints, covering specifications, authentication/authorization, supported operations,
and example requests/responses, to the Agency and IIS partners as part of Phase 3,
maintained and updated as FHIR capabilities evolve.

4.2.3 Mandatory Project Requirements

| 42.3 MEETS
Compliance Confirmation (overall): EXCEEDS.

STChealth confirms it will comply with every mandatory requirement in this section. Failure to
comply with a mandatory requirement is grounds for disqualification; STChealth has ensured a
response is provided to each numbered item below, with areas of exceedance noted explicitly.

| 42.3.1 MEETS
IS Baseline Requirements RTM (Attachment B)
Vendors must ensure their proposed system meets all essential requirements outlined in
Attachment B - IS Baseline Requirements RTM and must provide a response to each field under
“Vendor Response,” including printed, bound physical copies of the completed RTM responses
covering the pages listed below.

STC|ONE® meets all Essential requirements in the RTM at the time of this submission (fewer than
1% requiring “Yes with Customization,” i.e., additional configuration). STChealth will provide the
required printed, bound physical copies of the completed RTM as a separate submission

accompanying this Technical Proposal, organized and legible for evaluator verification, covering:
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| 4.2.3.1.1 MEETS

Administer System —Included in the printed RTM submission.
| 42.3.1.2 MEETS
Manage Organizations and Facilities — Included in the printed RTM submission.
| 42.3.1.3 MEETS
Manage Users — Included in the printed RTM submission.
| 4.2.3.1.4 MEETS
Support Interoperability — Included in the printed RTM submission.
| 4.2.3.1.5 MEETS
Ensure Data Quality — Included in the printed RTM submission.
| 42.3.1.6 MEETS
Evaluate and Forecast - Included in the printed RTM submission.
| 42.3.1.7 MEETS
Manage Patient and Immunization Record - Included in the printed RTM submission.
| 4.2.3.1.8 MEETS
Manage Vaccine Inventory — Included in the printed RTM submission.
| 4.2.3.1.9 MEETS
Provide Data Access - Included in the printed RTM submission.

| 4.2.3.1.10 MEETS
Non-functional — Vendors are responsible for ensuring that the printed version is complete,
legible, and organized in a manner that allows evaluators to readily verify compliance.

STChealth will ensure the printed RTM submission is complete, legible, tabbed by RTM
page, and organized for straightforward evaluator review.

| 4.2.3.2 MEETS
System Compatibility Requirements

The IIS must be designed to operate reliably and efficiently within a variety of standard computing
environments.

| 42.3.2.1  MEETS
The IIS must be cloud-based software with hosting provided by the vendor.

STC|ONE?® is a vendor-hosted, cloud-based Saa$ platform; STChealth provides and
manages all hosting infrastructure.
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|4.2.32.2 MEETS
The IIS must be fully compatible with major, up-to-date web browsers including but not
limited to Google Chrome, Mozilla Firefox, Microsoft Edge, and Safari.

STC|ONE® is a browser-based application validated against current versions of Chrome,
Firefox, Edge, and Safari.

| 42.3.2.3 MEETS
The IIS must operate efficiently on standard desktop and laptop computers without
requiring specialized hardware or software installations.

STC|ONE® requires only a supported browser and standard desktop/laptop hardware; no
specialized hardware or client software is required.

| 42.3.24  MEETS
The IS must be accessible without requiring elevated user permission or local software
installation.

Access requires only a supported browser and internet connectivity; no elevated
permissions or local installation are required for full functionality.

| 4.2.3.25 MEETS
The IIS solution must be a fully developed, market-ready and production-ready system at
the time of proposal.

STC|ONE® is a fully developed, market-ready, production-ready |IS already operating at
scale for West Virginia and multiple other jurisdictions. The Agency is not being asked to
rely on new system development; configuration to WVDH’s workflows, business rules, and
data requirements is expected and is STChealth’s standard practice.

| 4.2.3.3 MEETS
Service Level Agreement (Attachment C)

Service levels, response times, resolution targets, and associated penalties shall be governed by the
SLA provided as Attachment C.

STChealth agrees to be governed by Attachment C’s SLA terms as incorporated into the resulting
contract. The attached STC|ONE® Service Level Agreement (SLA) Essentials reflects STChealth’s
standard service framework, including a 15-minute critical-issue acknowledgment target, a 1-hour
initial-triage-plan target, 24/7 incident response for critical production issues, and defined non-
critical response windows, and STChealth will align final contractual SLA terms, severity
definitions, response/resolution timelines, corrective action plan (CAP) process, and monthly
reporting to Attachment C’s requirements.
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SLA / KPI Metric

System Uptime

Target

99.9% monthly availability

Measurement Method

Automated monitoring & reporting
dashboard

Critical (P1) - outage, data loss,
security breach

15 min response (24/7
alert-to-ack)

1-hour initial
remediation/workaround proposed

High (P2) - major functional
impairment

2 business hrs response

24-hour workaround / 48-hour full
resolution proposed

Medium (P3) - limited/workflow
impact

4 business hrs response

5 business days resolution proposed

Low (P4) - minor/cosmetic

24-hour response

30 calendar days resolution
proposed

HL7 ACK Response Time

<2 seconds per message

Interface engine transaction logs

Help Desk (Provider Support) - First
Contact Resolution

= 80% of tickets

Ticketing system categorization

Help Desk (Provider Support) -
Customer Satisfaction

= 90% satisfaction score

Post-interaction surveys

The monthly SLA Report presents actual performance against each target above, identifies any

breaches, and describes remediation actions taken or planned.

Severity Escalates to Tier 2 if... Escalates to Tier 3iif... Escalates to Support Lead
if...

Critical (P1) | Immediately (bypasses No workaround identified Any Critical ticket open past
Tier 1 triage) within 30 minutes its 1-hour resolution target

High (P2) Not resolved at Tier 1 Root cause requires SLAresponse time breached
within response window code/architecture change

Medium (P3) | Notresolved at Tier 1 Requires SLA resolution time (5
within the 4-business- configuration/customization business days) breached
hour response window beyond Tier 1 scope

Low (P4) Rarely — only on repeat — —
occurrence

| 4.2.3.4 EXCEEDS
Maintenance and Support

The vendor shall provide annual maintenance and support services for all implemented system
components, including a vendor-hosted ticketing system of record with Agency visibility and a

tiered support structure.

411815 St
Phoenix, AZ 85004
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STChealth’s POD (Power of Delivery) support model, combining a Client Partner, Client Integrator,
Technical Support Analyst, and Technical Support Engineer, provides coordinated, cross-
functional support for WVDH, described further below.

| 4.2.3.4.1 EXCEEDS

Help desk support must be available for at least 9 consecutive hours during standard
business hours (Monday-Friday, 8:00 AM-6:00 PM local time or later), with documented

escalation procedures.

STChealth Product Support is available for standard support requests Monday through
Friday, 5:00 a.m. to 5:00 p.m. Pacific Time, excluding agreed holidays. For Critical (P1)
incidents, STChealth maintains a 24/7 on-call process for acknowledgement, escalation,
and remediation coordination outside standard hours. Escalation procedures are
documented in a formal Escalation Matrix (see 4.2.3.4.1.1) with defined tier- and severity-

based triggers.

| 42.3.4.1.1 MEETS
The Vendor must support a Tier 1/Tier 2/Tier 3 model consistent with industry
standards, with the State and Vendor jointly defining the final responsibility split

during implementation planning.

STChealth's model extends the requested Tier 1-3 structure into a five-tier

framework:
Tier

Tier 0 — Self Service

Function

Knowledge base, FAQs,
community forums,
chatbots

No human
involvement; resolves
the majority of simple
issues

Goal: deflect as much
volume as possible
before it becomes a
ticket

Owner

Training Team (LMS
included in the first year)

Tier 1 —Frontline

Handles initial contact:
login issues, basic
how-to questions,
known issues with
documented fixes
Follows
scripts/runbooks; uses
the Knowledge Base
heavily

Provider Support (included
in the first year)

411815t
Phoenix, AZ 85004
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Function

Typically resolves 60-
80% of tickets
Escalates anything
requiring deeper
technical knowledge or
code-level investigation

Tier 2 — Technical Support

Handles bugs,
configuration issues,
integration problems,
more complex
troubleshooting

Staff usually have
deeper product
knowledge, sometimes
read logs, use internal
tools, or reproduce
issues

Can often resolve
without engineering
involvement

Product Support

Tier 3 — Engineering /
Product Support

Actual developers or
senior engineers who
wrote/maintain the
product

Handles bugs requiring
code changes,
architecture-level
issues, data corruption,
security incidents
Often works through a
formal escalation
process, not directly
customer-facing

Product Support and
Engineering

Tier 4 - Vendor/Third
party, if applicable

Forissuesrootedin a
dependency the
company doesn't
control (cloud provider,
third-party API, OS-
level issue)

Ops/Engineering to work
directly with third party

Critical-severity issues can enter directly at Tier 2 or 3, bypassing Tier 0-1 triage. The

final responsibility split between State and Vendor (e.g., password resets, role
provisioning, interface triage) will be jointly defined during implementation
planning, consistent with this framework.
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| 4.2.3.4.1.2 MEETS
The Vendor must provide and maintain a vendor-hosted ticketing system of record
for all support requests, with full State visibility into ticket status, history, and
reporting; the solution will not integrate with the State’s ticketing system.

The WVDH will have continuous, limited access to STChealth's Jira Service
Management (JSM) portal, with the ability to pull all tickets related to the
engagement, plus consortium-wide platform defects that may affect the Agency's
solution, at any time. This includes full visibility into ticket status, history, and
reporting. STChealth Product Support additionally hosts monthly ticket-review calls
and is available for ad-hoc calls to support defect review, reporting, and
prioritization.

| 4.2.3.4.2 MEETS
Bug fixes and security patches delivered within industry-standard timeframes, with critical
vulnerabilities addressed promptly.

Critical issues receive immediate triage effort under the SLA; security patches and
vulnerability remediation follow the timelines described in Section 4.2.3.12.3-4.2.3.12.4
below.

| 4.2.3.4.3 MEETS
System performance monitoring and proactive issue resolution for all hosted or managed
environments.

STChealth’s Operations team continuously monitors all client production instances
(memory, disk, processing, network) with automated alerting, prioritizing resolution before
user impact and coordinating with WVDH through Support when remediation could affect
service.

| 4.2.3.4.4 MEETS
Version upgrades and compatibility assurance for all vendor-supplied components,
ensuring continued compliance with CDC and state interoperability standards.

WVDH controls the timing of its own environment upgrades within STChealth’s
recommended currency window. STChealth will provide WVDH access to the Client Hub,
where release notes are published, retained, and available for review. STChealth also
distributes a weekly newsletter via email to members of WVDH choosing that directs
clients to the Client Hub when release notes are available. Platform release notes identify,
as applicable, associated ticket numbers, affected clients or jurisdictions, the issue or
enhancement addressed, the solution implemented, and steps for validation or testing. For
new functionality, the release notes describe the business need or operational gap the
functionality is intended to address and provide instructions for accessing the functionality,
including enablement steps when configuration or activation is required.

| 4.2.3.4.4.1 MEETS
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The Vendor must anticipate and support annual updates aligned with CDC /IS
Functional Standards releases; updates outside the CDC’s 90-day IZ Gateway
implementation window will be evaluated and authorized through the State’s
Standard contract governance and change-order process.

STChealth maintains continuous alignment with CDC IIS Functional Standards
releases and the CDC IZ Gateway’s 90-day implementation window as a matter of
ordinary maintenance; any changes outside that window will be scoped, estimated,
and routed through the Agency’s change-order process as required.

| 4.2.3.45 MEETS
Documentation updates reflecting any changes made during the maintenance period.

Documentation in the STC|ONE® Documentation Center and Client Hub is updated with
each release to reflect functional and configuration changes made during the maintenance
period.

| 42.3.5 MEETS

Data Storage

The Vendor must store all IS data, including backups, logs, and metadata, exclusively within data
centers physically located in the continental United States, with no data transmitted, processed, or
stored outside U.S. borders (including U.S. Territories) at any time, and must provide
documentation verifying U.S.-based data residency.

AlLLWVSIIS data, backups, logs, and metadata are stored and processed exclusively within U.S.-
based data centers today and would continue to be under this proposal, including during disaster
recovery, failover, and support operations. STChealth will provide documentation verifying U.S.
data residency and will maintain compliance with applicable federal and state data protection
laws and regulations throughout the contract term.

| 42.35.1  MEETS
Business Continuity and Disaster Recovery (BCP/DR).

STChealth maintains a documented Business Continuity Plan and Disaster Recovery Plan
for the WVSIIS environment, attached to this proposal (STChealth Business Continuity and
Disaster Recovery Plan), with recovery time and recovery point objectives defined in the
SLA.

| 42.3.5.1.1  MEETS
Plan Documentation — copies of BCP and DR plans within 60 calendar days of
contract execution and upon request thereafter.

STChealth will provide BCP/DR plan documentation to the Agency within 60
calendar days of contract execution and upon subsequent request.

| 4.2.35.1.2  MEETS
NIST Alignment — plans aligned with the current version of NIST SP 800-34 or
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successor publications.

STChealth’s BCP/DR plans are maintained in alignment with NIST SP 800-34 and
will be updated as successor publications are issued, throughout the contract
term.

| 4.2.35.1.3  MEETS
Annual Testing — annual BCP/DR testing with a summary report of results, corrective
actions, and remediation timelines provided within 30 calendar days of test
completion.

STChealth conducts annual BCP/DR testing (tabletop or live failover exercises) and
will provide WVDH a summary report within 30 calendar days of completion.

| 42.3.5.1.4  MEETS
U.S. Data Residency — all BCP/DR activities must comply with Section 4.2.3.5°s
U.S.-only data residency requirement.

All backup, failover, and recovery operations occur exclusively within U.S.-based
infrastructure, consistent with Section 4.2.3.5.

| 4.2.35.1.5 MEETS
Continuous Improvement — BCP/DR plans updated within 60 calendar days of
lessons learned from testing, incidents, or material environment changes.

STChealth will update BCP/DR plans within 60 calendar days of relevant lessons
learned, testing outcomes, or material hosting-environment changes.

| 4.2.35.1.6 MEETS
Certification — annual certification that BCP/DR plans remain current, tested, and
compliant.

STChealth will annually certify to the Agency that its BCP/DR plans remain current,
tested, and compliant with applicable federal and state requirements.

| 4.2.3.6 MEETS
Data Ownership

| 4.2.3.6.1 MEETS
The vendor must agree that the Agency retains full ownership of all data.

STChealth agrees; the Agency retains full ownership of its State IIS data.

| 4.2.3.6.2 MEETS
The Vendor must agree that all data related to the execution of the contract is collected on
behalf of, and remains the sole property of, the Agency.

STChealth agrees that the Agency retains its State data.
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| 4.2.3.6.3 MEETS
The Vendor must agree to provide privacy and security safeguards to protect all data from
any use or disclosure for any purpose other than described within this solicitation.

STChealth agrees and will maintain the privacy and security safeguards described
throughout Sections 4.2.1.1, 4.2.3.11, and 4.2.3.12 to protect Agency data accordingly.

| 4.2.3.6.4 MEETS
The Vendor must return the entire dataset in a specified format upon request or contract
termination at no additional cost.

STChealth agrees to return the dataset, in its standard format upon request or at contract
termination.

| 4.2.3.6.5 MEETS
The Vendor must cooperate with the Agency and any subsequent Vendor upon contract
termination, delivering all data, documentation, and associated work products within thirty
(30) working days of notice of termination.

STChealth agrees to this 30-working-day cooperative transition obligation.

| 42.3.6.6 MEETS
The Vendor must destroy all data in the System at the end of the contract and/or upon
Agency request, in accordance with the most current version of NIST SP 800-88, with
destruction beginning only upon written Agency authorization and completed within 30 days
of that authorization.

STChealth agrees to destroy all data in accordance with NIST SP 800-88, only upon and
following the Agency’s written authorization, completed within 30 days of receipt.

| 4.2.3.7 MEETS
General Project Requirement
Vendor must host an initial planning session(s) with the Agency within 30 days after project start
date, to finalize the project plan and schedule.

STChealth will conduct joint planning session(s) with the Agency within 30 days of contract start,
consistent with the Operational Continuity and Transition Plan described in Section 4.2.2.2.
Because the STC|ONE® IIS is already operating in production for West Virginia, these sessions will
focus on governance alignment, service delivery expectations, contractual milestones, security
and compliance requirements, reporting cadence, and West Virginia-specific priorities rather than
a traditional new system implementation.

| 4.2.3.7.1 MEETS
The Vendor’s finalized Project Plan and Schedule must adhere to the Implementation Plan
proposed in Section 4.2.2.2, subject to Agency review and approval.

STChealth agrees. Consistent with the Operational Continuity and Transition Plan
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described in Section 4.2.2.2, the finalized Project Plan and Schedule will document the
governance, milestone, reporting, compliance, and service delivery activities agreed upon
by STChealth and the Agency.

| 42.3.7.2 MEETS
Any deviation from the proposed Implementation Plan must be documented, justified, and
approved by the Agency.

STChealth agrees. Any approved changes to the activities, milestones, or schedule
documented within the Operational Continuity and Transition Plan will be documented and
submitted for Agency review and approval.

| 4.2.3.7.3 MEETS

The Vendor shall not assess, invoice, or otherwise charge the Agency for any fees during the
Implementation Period; milestone payments require Agency verification, and no recurring
or annual fees shall begin until formal written Acceptance.

STChealth agrees. Because WVSIIS is already operating in production and no replacement-
system implementation is required, references to the Implementation Period are
understood to mean the Operational Continuity and Transition activities described in
Section 4.2.2.2. Any project specific deliverables or milestones established through the
approved Project Plan will be subject to Agency review and acceptance, as applicable.
Ongoing subscription, hosting, maintenance, and support services will continue in
accordance with the resulting contract.

| 4.2.3.7.3.1 MEETS
Milestone Definition and Approval — milestones jointly developed at initial planning
and incorporated into the Project Plan, each including deliverables description,
objective acceptance criteria, documentation requirements, and proposed
payment amount; milestones are not valid until formally approved in writing.

STChealth agrees. Any applicable milestones will be jointly established during the
initial planning sessions and incorporated into the Project Plan and Schedule
described in Section 4.2.2.2.

| 42.3.7.3.1.1 MEETS
A clear description of required deliverables.

STChealth agrees to document required deliverables for any established
milestone.

| 4.2.3.7.3.1.2 MEETS
Objective acceptance criteria.

STChealth agrees to define objective, verifiable acceptance criteria for any
established milestone.
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| 4.2.3.7.3.1.3 MEETS
Documentation requirements

STChealth agrees to define documentation requirements for any
established milestone.

| 4.2.3.7.3.1.4 MEETS
A proposed payment amount tied to that milestone; milestones are not valid
until formally approved in writing by the Agency.

STChealth agrees. No milestone or associated payment amount will be
considered valid unless formally approved in writing by the Agency.

| 4.2.3.7.3.2 MEETS
No Unilateral Changes - the Vendor may not add, remove, modify, subdivide, or
consolidate milestones without the Agency’s prior written approval.

STChealth agrees. No milestone will be added, removed, modified, subdivided, or
consolidated without the Agency's prior written approval.

| 4.2.3.7.3.3 MEETS
Verification Before Payments — no milestone payment is due until the Agency
verifies in writing that deliverables and acceptance criteria are fully met.

STChealth agrees. No milestone payment will be due until the Agency verifies in
writing that any established deliverables and acceptance criteria have been
satisfied.

| 4.2.3.7.3.4 MEETS
No Partial or Conditional Payments — milestone payments are all-or-nothing.
STChealth agrees.

| 42.3.7.3.5 MEETS
No Recurring Fees Before Final Acceptance.

STChealth agrees that no recurring fees will begin for any established deliverable
until formal written Acceptance by the Agency, consistent with the terms of the
resulting contract.

| 4.2.3.7.3.6 MEETS
Milestone Failure and Remediation — the Agency may issue a Notice of Deficiency;
the Vendor must remediate at no additional cost and resubmit for verification.

STChealth agrees. Should the Agency identify a deficiency in an approved milestone
deliverable that does not meet the agreed-upon acceptance criteria, STChealth will,
consistent with the approved scope, remediate the deficiency at no additional cost
and resubmit the deliverable for Agency verification. This provision applies only to
the agreed upon scope and acceptance criteria associated with the milestone.
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| 4.2.3.7.4 MEETS
Liquidated Damages for Implementation Delays - up to $500/calendar day for missed
milestones and $1,000/calendar day for delayed final Acceptance, capped at 10% of total
implementation costs.

STChealth agrees that the liquidated damages provisions described herein will apply, as
applicable, to the initial {first 90 days) milestones, activities, and acceptance criteria
established under the Operational Continuity and Transition Plan described in Section
4.2.2.2. Because WVSIIS is already operating in production and does not require a
repltacement-system implementation, references to the operational alighment
implementation activities are understood to refer to the approved contractual milestones
and transition activities established pursuant to that plan.

| 4.2.3.8 MEETS
Vendor Staffing

Vendor Staffing — the awarded Vendor will provide staffing resources for implementation tasks, and
internal hiring policies must comply with WV Office of Technology Policies and Agency background-
check requirements.

| 42.3.8.1 MEETS
WV Office of Technology Policies.

STChealth’s staffing practices will comply with the WV Office of Technology policies
referenced in the RFP.

| 42.3.8.2 MEETS
OMIS Policy #0529 (Attachment D), Vendor/Contractor Employee Background Check
Policy.

STChealth will comply with Attachment D’s background-check policy, including its
screening, fingerprinting, re-screening, and contractor compliance requirements, for all
staff assigned to this contract.

| 4.2.3.8.3 MEETS
OMIS Procedure #0P-35 (Attachment E) and Appendix A (Attachment F).

STChealth will comply with Attachment E’s background-investigation, adjudication,
provisional-access, and verification procedures and Attachment F’s
fingerprinting/onboarding procedures for all applicable staff.

| 4.2.3.9 MEETS
Project Manager
Project Manager —the awarded Vendor will provide a project manager, and the Agency will engage a
project manager during implementation.

STChealth will assign a dedicated Client Partner to serve as the Agency's primary project manager
and point of coordination throughout the contract term. The Client Partner will lead the initial
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planning sessions identified in Section 4.2.2.2, coordinate governance activities, facilitate
reporting and status reviews, manage contractual milestones, oversee issue escalation, and
ensure alignment between Agency priorities and STChealth service delivery. Because WVSIIS is
already operating in production, the Client Partner's focus is enabling operational continuity,
modernization adoption, stakeholder engagement, and ongoing partnership rather than managing
a traditional replacement-system implementation.

| 42.3.10 MEETS
Comprehensive and Role-Specific Training Plan
The awarded Vendor must provide a comprehensive, documented training plan (not just training
materials) to ensure all user groups achieve and maintain full proficiency.

| 4.2.3.10.1 MEETS

Role-Specific Training Strategy for, at minimum, the following primary user roles.

41181 St
Phoenix, AZ 85004

4.2.3.10.1.1 MEETS
OEPS/Agency Administrator — system configuration, data-quality monitoring,
advanced reporting, and system maintenance.

Administrator training combines a blended learning approach that includes
Interactive Online Learning (IOL) courses, instructor-led training, live and recorded
demonstrations, role-specific user guides, and guided practice activities that
reinforce key concepts and workflows. Training focuses on system configuration,
user and organization management, data quality monitoring tools, advanced and ad
hoc reporting capabilities, system maintenance functions, and ongoing system
administration responsibilities.

4.2.3.10.1.2 MEETS
Provider Office Staff/End-Users — day-to-day data entry, search/query functions,
clinical decision support usage, and basic troubleshooting.

End-user training consists of role-based Interactive Online Learning (IOL) courses
available on demand through the Learning Management System (LMS). These self-
paced courses help users become familiar with the system, key features, and
common workflows before accessing live data. End users also have access to
recorded webinars, Quick Reference Guides (QRGs), and supporting
documentation for ongoing reinforcement and reference. Training covers day-to-
day data entry, search and query functions, clinical decision support (CDS)
interpretation, and basic troubieshooting.

4.2.3.10.1.3 MEETS
School Nurses/Public Health Partners — roster management, exemption tracking,
and public health follow-up workflows.

School Nurse and public health partner training covers roster management,
exemption tracking, and outreach/follow-up workflows, building on the training
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already delivered for the January 2026 School Nurse Module launch. Training is
supported by role-specific Interactive Online Learning (IOL) courses, Quick
Reference Guides (QRGs), recorded demonstrations, and supporting
documentation that provide both initial onboarding and ongoing reference
resources. These materials are designed to support school-based and public health
workflows while reinforcing user proficiency and adoption of system features.

| 4.2.3.10.2 MEETS
Training Deliverables — current, digital, user-specific resources.

| 4.2.3.10.2.1 MEETS
On-demand video instructions or demonstrations for each user role.

STChealth provides on-demand training resources through its Learning
Management System (LMS), including workflow-specific video demonstrations and
Interactive Online Learning (IOL) courses. Video demonstrations provide short
walkthroughs of specific processes and workflows, while IOL courses deliver role-
based, self-paced training with interactive learning activities and progress tracking.

| 4.2.3.10.2.2  MEETS
Digital user guides or manuals for both functional and technical reference.

Digital reference materials include Quick Reference Guides (QRGs), participant
guides, and administrator documentation. Materials are maintained and updated to
reflect system enhancements, workflow changes, and new functionality..

| 4.2.3.10.3 MEETS
Post-Implementation Support and Refreshers.

| 4.2.3.10.3.1 MEETS
Post-Implementation Support — a defined period of enhanced dedicated support to
resolve user-adoption issues.

STChealth will provide a defined period of enhanced, dedicated post-go-live
support, to be scoped with WVDH during kickoff, focused on adoption issues and
smooth transition to any newly delivered functionality.

| 4.2.3.10.3.2 MEETS
Annual Training Refreshers —annual or on-demand refresher modules and updated
documentation covering new features, version upgrades, and standards changes.

STChealth provides annual/on-demand refresher training and documentation
updates aligned to new features, version upgrades, and evolving federal or
jurisdictional standards.

MEETS

| 4.2.3.11.1  MEETS
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The Vendor must comply with all relevant State and Federal Data Privacy Laws,
Regulations, and Policies.

STChealth agrees to comply with all applicable State and federal data privacy laws,
regulations, and policies throughout the contract term.

| 42.3.11.2  MEETS
The IIS must maintain an internal audit log of all user access and activity, retained for the
Agency’s required 6-year period and provided upon request, with access limited to
authorized Agency staff.

WVSIIS maintains a comprehensive audit log of more than 30 event types (LOGIN,
LOGOUT, LOGIN_FAILED, CREATE, READ, UPDATE, DELETE, EXPORT, ACTIVATE,
INACTIVATE, BULK_INACTIVATE, PASSWORD_CHANGE, and submitter credential events,
among others), with before/after diffs on UPDATE events; STChealth will support the
Agency’s 6-year retention requirement and provide audit data to authorized Agency staff at
designated time frames or upon request. Access to the audit log is limited to authorized
Agency staff, and audit data may be used by the Agency for compliance monitoring or the
investigation of a suspected breach.

| 4.2.3.11.3  MEETS
If a data breach is discovered or suspected, Vendor shall immediately follow the process
outlined in OMIS OP-30 Incident Reporting and Response Procedures (Attachment G).

STChealth agrees to follow OMIS OP-30 procedures immediately upon discovery or
suspicion of a data breach.

| 42.3.11.3.1  MEETS
OMIS Procedure IM-01 - Incident Management Plan (Attachment ) establishes
required incident-reporting channels and timelines; all incidents must be reported
through the WVOT Incident Reporting System and to the OMIS Incident mailbox,
consistent with OP-30.

STChealth agrees to report incidents through the WVOT Incident Reporting System
and OMIS Incident mailbox consistent with OP-30 and IM-01.

| 42.3.11.4  MEETS
The Vendor shall ensure that data maintained on behalf of the IS is not used, released, or
sold without specific Agency authorization, regardless of de-identification or limited-data-

set status.
STChealth agrees and will not use, release, or sell data maintained on behalf of the IIS

without the Agency’s specific prior written authorization, regardless of whether the data
has been de-identified or included within a limited data set.

| 4.2.3.11.5 MEETS
The Vendor must certify that it is not currently under investigation by any state or federal
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authority for a breach of data security.

STChealth certifies it is not currently under investigation by any state or federal authority for
a breach of data security as of the date of this proposal.

| 42.3.11.6  MEETS
The Vendor must disclose whether it has been involved in any breach of data security in the
last 10 years, with details of causes and mitigating actions.

STChealth certifies that it has not experienced any breach of data security within the
preceding ten (10) years. Accordingly, there are no causes or mitigating actions to disclose
under this requirement.

| 4.2.3.11.7 MEETS
The Vendor must disclose details of any previous or current privacy/security investigation
by any state or federal authority within the last 10 years, including corrective action plans,
resolutions, fines, or sanctions.

STChealth certifies that, because it has not experienced any breach of data security within
the preceding ten (10) years, it has not been the subject of any related state or federal
privacy or security investigation during that period. There is accordingly no corrective action
plan, resolution, fine, or sanction to disclose under this requirement.

| 42.3.11.7.1  MEETS
The State reserves the right to request supporting documentation or conduct
independent verification; failure to disclose may result in disqualification,
termination, or other remedies.

STChealth acknowledges this reservation of rights and will cooperate fully with any
requested verification.

| 4.2.3.11.8  MEETS
The Vendor must certify that it has never been convicted of, charged with, or is under
investigation for violation of any criminal law, or any civil law governing health care fraud,
abuse, or waste.

STChealth so certifies as of the date of this proposal.

| 4.2.3.11.9  MEETS
The Vendor must certify that it does not employ any individuals who have been excluded or
debarred by the federal or any state government from participating in federal or state
programs or contracts.

STChealth so certifies and maintains screening practices consistent with Attachments D-F
to support this certification for staff assigned to this contract.

| 42.3.11.10  MEETS
The Vendor shall not use the IIS data for analytics, Al/ML training, model development, or
any secondary purpose without explicit written approval from the State.
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STChealth agrees. WVSIIS data, including the platform’s existing ML-assisted deduplication
features described in Section 4.2.1.2.1.1, operates only on WVDH’s data under WVDH’s
existing authorization for IIS operational purposes; any new secondary use, analytics, or
Al/ML training purpose will require the State’s explicit prior written approval.

| 42.312  MEETS
Security and Audit Compliance
| 42.3.12.1  MEETS
Federal Security Compliance Requirements.
| 4.2.3.12.1.1  MEETS

FedRAMP Authorization — hosting within at least a FedRAMP Moderate or higher
authorized cloud environment, with proof provided prior to any data migration,
onboarding, or system integration activities.

STChealth proposes to host WVSIIS in a FedRAMP High-authorized cloud
environment, and will provide the required proof of hosting authorization prior to
implementation. This infrastructure supports the data, user, and interface
continuity described in Section 4.2.2.2.4, under which no migration of WVDH’s
existing data, users, or connections is required as part of this transition.

| 4.2.3.12.1.2  MEETS
FIPS 140-2/3 Validated Cryptography for data at rest and in transit.

WVSIIS meets the FIPS 140-2/3 validated cryptography requirement for both data at
rest and in transit. Data at rest is encrypted using AWS-managed volume encryption
(Amazon EBS volumes encrypted via AWS Key Management Service), and data in
transitis protected via TLS as described in Section 4.2.3.12.1.3; both rely on FIPS
140-2/140-3-validated cryptographic modules under NIST’s Cryptographic Module
Validation Program (CMVP).

| 4.2.3.12.1.3  MEETS
Transport Layer Security (TLS) in accordance with NIST SP 800-52, supporting TLS
1.2 and 1.3 at contract award, with demonstrated ability to implement newer
versions within 12 months of publication.

WVSIIS data exchanges, including CDC [Z Gateway connections, use TLS 1.2+ today
(with TLS 1.3 support), using FIPS 140-2/140-3-validated cryptographic modules
and approved cipher suites; STChealth willimplement newer TLS
versions/configurations within 12 months of NIST or CDC publication.

| 4.2.3.12.1.4 MEETS
Ongoing Compliance — maintain compliance with evolving federal cybersecurity
standards and report changes to FedRAMP, FIPS, or TLS support within 30 days.

STChealth agrees to report any material changes to FedRAMP authorization, FIPS
validation, or TLS support within 30 days of the change.
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| 4.2.3.12.2  MEETS
SOC 2 Type Il Audit Report.

| 4.2.3.12.2.1  MEETS
Updated SOC 2 Type Il audit report annually, within 30 calendar days of the contract
anniversary, reflecting an audit period ending no more than 12 months prior.

STChealth will provide an updated SOC 2 Type Il report annually within 30 calendar
days of the contract anniversary date, and will furnish additional documentation or
evidence of controls upon Agency request in the event of material changes to
STChealth’s hosting environment or security posture.

| 4.2.3.12.2.2 MEETS
ISO/IEC 27001 certification may be submitted as supplemental evidence but does
not substitute for SOC 2 Type Il or the State’s U.S. data residency policy.

STChealth does not hold ISO/IEC 27001 certification. STChealth will provide the
required SOC 2 Type Il report to satisfy this requirement.

| 42.3.12.3  MEETS
Penetration Testing and Vulnerability Management - annual third-party penetration testing
in compliance with NIST 800-53, with findings reported within 30 calendar days and
critical/high-risk findings remediated within 30 calendar days.

STChealth performs annual third-party penetration testing of the hosted environment in
compliance with NIST 800-53, provides findings reports within 30 calendar days of test
completion, and maintains a documented vulnerability management program addressing
critical/high-risk findings within 30 calendar days unless otherwise approved by the State.

| 4.2.3.12.4 MEETS
Secure Software Development Lifecycle (SSDLC) Practices.
| 4.2.3.12.41  MEETS
Documented SSDLC Process aligned with NIST SP 800-218 or equivalent.

STChealth’s SDLC incorporates security review and best practices throughout the
sprint-based development process described in this proposal, aligned with NIST SP
800-218 principles, and STChealth will maintain and provide documentation of this
process.

| 4.2.3.12.4.2  MEETS
SAST/DAST - SAST on every commit/build and DAST at least quarterly and after
major releases, with remediation plans and critical/high findings resolved within 30
calendar days.

STChealth performs SAST scans integrated into the development pipeline for code
commits/builds and DAST scans at least quarterly and following major releases,
with critical/high-risk findings remediated within 30 calendar days unless otherwise
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approved by the Agency.

| 42.3.12.4.3  MEETS
Vulnerability Management Integration — SAST/DAST findings incorporated into the
vulnerability management program per Section 4.2.3.12.2 timelines.

SAST/DAST findings feed the same vulnerability management program and
remediation timelines described in Section 4.2.3.12.3.

| 4.2.3.12.4.4  MEETS
Third-Party Component Security — tracking and documentation of third-party
libraries/modules, updated and free of known critical vulnerabilities.

STChealth tracks and documents third-party libraries and modules used in
STC|ONES®, keeping them updated and monitored for known critical vulnerabilities.

| 4.2.3.12.45 MEETS
Continuous Monitoring consistent with FedRAMP and NIST guidance, including

automated code scanning and annual penetration testing.

STChealth implements continuous monitoring, automated code scanning, and at
least annual penetration testing consistent with FedRAMP and NIST guidance.

| 4.2.3.12.5 MEETS
Cloud Provider Attestations.
| 4.2.3.12.5.1  MEETS
Documentation confirming the cloud provider maintains FedRAMP Moderate or

High authorization (SOC 2 Type Il only as supplemental evidence).

STChealth will provide documentation confirming that its cloud provider, AWS
maintains FedRAMP High authorization, with SOC 2 Type Il provided as
supplemental evidence only.

| 42.3.12.5.2  MEETS
Evidence that all IIS data is stored and processed exclusively within U.S.-based data

centers.

As described in Section 4.2.3.5, all WVSIIS data is stored and processed exclusively
within U.S.-based data centers; STChealth will provide supporting evidence.

| 42.3.12.5.3 MEETS
Supports compliance with applicable Executive Branch and OMIS Security Policies.

STChealth’s hosting arrangement supports compliance with applicable Executive
Branch and OMIS security policies.

| 4.2.3.12.6  MEETS
Vendor Attestation Form.

| 4.2.3.12.6.1  MEETS
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The awarded Vendor shall complete and submit a Vendor Attestation Form within
30 calendar days of contract execution, certifying compliance with the items below.

STChealth will complete and submit the Vendor Attestation Form within 30
calendar days of contract execution and will provide updated attestations annually
or upon material operational changes, subject to verification under Section
4.2.3.12.8.

| 4.2.3.12.6.1.1  MEETS
U.S.-based data residency and transmission restrictions.

| 4.2.3.12.6.1.2 MEETS
SOC 2 Type Il audit submission timelines.

| 4.2.3.12.6.1.3 MEETS
Penetration testing and vulnerability remediation protocols.

| 4.2.3.12.6.1.4 MEETS
Cloud provider compliance.

| 4.2.3.12.6.1.5 MEETS
All applicable state and federal cybersecurity policies and standards.

| 4.2.3.12.6.1.6  MEETS
All applicable state and federal information security and privacy
requirements.

STChealth will attest to each of the above (4.2.3.12.6.1.1 through
4.2.3.12.6.1.6) on the Vendor Attestation Form and will provide updated
attestations upon request.

| 42.3.12.7  MEETS
Incident Response (IR) Policy and Plan Requirements.

| 4.2.3.12.7.1  MEETS
NIST Alignment - IR policy/plan aligned with NIST SP 800-61 or successor
publications.

STChealth maintains an IR policy and plan alighed with NIST SP 800-61.

| 4.2.3.12.7.2 MEETS
Ongoing Updates within 6 months of any NIST revision or federal mandate.

STChealth will update its IR policy and plan within 6 months of any relevant NIST
revision or federal mandate.

| 4.2.3.12.7.3  MEETS
Integration with Agency Plan - demonstrating how STChealth’s IR plan
complements the Agency’s procedures for coordinated detection, reporting,
containment, eradication, and recovery.
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STChealth’s IR plan will be aligned with and complement the Agency’s OP-30/IM-01
procedures referenced in Section 4.2.3.11.3.

| 4.2.3.12.7.4  MEETS
Testing and Exercises — annual incident response exercises with summary reports
provided within 30 calendar days.

STChealth conducts annual IR exercises (tabletop or simulated breach scenarios)
and will provide summary reports to the Agency within 30 calendar days.

| 42.3.12.7.5  MEETS
Availability - IR policy and plan available to the Agency upon request, with annual
compliance certification.

STChealth will make its IR policy and plan available upon request and certify
compliance annually.

| 4.2.3.12.7.6  MEETS
Continuous Improvement — lessons learned incorporated within 60 calendar days of
identification.

STChealth will incorporate lessons learned from incidents and exercises into its IR
plan within 60 calendar days.

| 4.2.3.12.8 MEETS
Audit and Attestation Requirements.

| 4.2.3.12.8.1  MEETS
Provide Evidence at No Cost.

STChealth will supply system documentation, policies, configurations, testing
results, audit reports, or other requested evidence at no additional cost.

| 42.3.12.8.2 MEETS
Timely Response — evidence provided within 30 calendar days of request.

STChealth agrees.

| 4.2.3.12.8.3 MEETS
Independent Verification, including site visits or technical assessments with
reasonable notice.

STChealth agrees to permit independent verification by the State or its designated
auditor with reasonable notice.

| 4.2.3.12.8.4 MEETS
Ongoing Attestation — updated forms annually or upon material change.

STChealth agrees.
| 4.2.3.12.8.5 MEETS
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Future Standards Alignment.

STChealth agrees to keep audits and attestations aligned with the most current
applicable federal and state cybersecurity standards.

| 42.3.12.8.6  MEETS
Remediation Obligation — deficiencies addressed within 60 calendar days, with
written confirmation.

STChealth agrees to remediate audit/attestation deficiencies within 60 calendar
days (or as otherwise approved) and provide written confirmation of remediation.

| 42.3.13  MEETS
Acceptance Criteria

| 4.2.3.13.1 MEETS
General Acceptance Requirement — the Agency issues written Acceptance only after
verifying all functional, technical, security, interoperability, and performance requirements
are fully met.

STChealth agrees that no portion of the system will be considered Accepted until all
Acceptance activities are completed and approved in writing by the Agency.

| 4.2.3.13.2 MEETS
Acceptance Testing — the Vendor must support and participate in Agency-led Acceptance
Testing.

STChealth will support and participate fully in Agency-led Acceptance Testing and will
remediate, at no additional cost, all defects identified during testing.

| 4.2.3.13.2.1 MEETS
Functional testing of all modules and workflows.

| 4.2.3.13.2.2 MEETS
Data migration validation.

Validation of existing production data and configuration, as no migration is required
per Section 4.2.2.2.4.

| 4.2.3.13.2.3 MEETS
Interface and interoperability testing (HL7, FHIR, 1IS-to-IIS, HIE, EHR connections).

| 4.2.3.13.2.4 MEETS
Performance and load testing.

| 4.2.3.13.2.5 MEETS
Security and access control verification.

| 4.2.3.13.2.6 MEETS
User acceptance testing (UAT) with Agency-designated staff.
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STChealth will support all six Acceptance Testing activities listed above, with all
defects remediated at no additional cost to the Agency.

| 4.2.3.13.3 MEETS
Acceptance Criteria - the system is deemed acceptable only when all listed conditions are

met.

| 4.2.3.13.3.1 MEETS
All system functionality fully implemented as described in the approved
Implementation Plan and RFP requirements.

| 4.2.3.13.3.2 MEETS
All required interfaces operational, exchanging data accurately and consistently.

| 42.3.13.3.3 MEETS
All Critical/High defects resolved; no Medium/Low defects materially impact
operation.

| 4.2.3.13.3.4 MEETS
All documentation delivered (architecture, configuration guides, user manuals,
training materials, administrative procedures).

| 4.2.3.13.3.5 MEETS
All security controls implemented and validated (authentication, authorization,
audit logging, compliance with Agency security standards).

| 4.2.3.13.3.6 MEETS
The system operates in production without material errors for a mutually agreed-
upon stabilization period (e.g., 30 days).

| 4.2.3.13.3.7 MEETS
The Vendor has met all contractual deliverables, including reporting, project
management, and communication requirements.

STChealth agrees to all seven Acceptance Criteria conditions above as
prerequisites to formal Acceptance.

| 4.2.3.13.4 MEETS
Formal Acceptance — a written Notice of Acceptance is required before the Vendor may
invoice for implementation-related fees, and no annual/recurring fees may begin prior to
Acceptance.

STChealth agrees.

| 4.2.3.13.5 MEETS
Rejection and Retesting — the Agency may issue a Notice of Rejection; the Vendor must
correct deficiencies at no additional cost and resubmit for Acceptance Testing.

STChealth agrees.
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| 4.2.3.13.6 MEETS
Prorated Annual Fees Post-Implementation - the Vendor may invoice only for the prorated
portion of annual fees corresponding to the remainder of the current contract year following
Acceptance.

STChealth agrees; no full annual fee will be invoiced for a partial contract year.

| 4.2.3.13.7 MEETS
Annual Fee Billing Limits and Advance Billing Requirements — no more than 12 months of
fees invoiced per billing period, no lump-sum multi-year invoicing, and no invoicing for
periods not yet commenced.

STChealth agrees to bill annual fees only in advance for the upcoming 12-month period or,
at STChealth’s option and subject to Agency approval, in quarterly installments billed in
advance for the upcoming quarter, and will not invoice for any period beyond the next
twelve months or for any period that has not yet commenced.

4.3 QUALIFICATIONS AND EXPERIENCE

| 4.3 EXCEEDS
Compliance Confirmation (overall): EXCEEDS.

Qualifications and Experience. Vendor should provide information and documentation regarding its
qualifications and experience in providing services or solving problems similar to those requested
in this RFP.

| 4.3.1 EXCEEDS
Qualifications and Experience Information

Vendor should describe in its proposal how it meets the desirable qualifications and experience
requirements listed below.

4.3.1.1 Business. STChealth, LLC is a Phoenix, Arizona-based public health technology
company founded in 1988, specializing in the design, implementation, and operation of
enterprise-scale Immunization Information Systems (lIS) for government health agencies.
With more than 38 years of experience in public health informatics, STChealth currently
supports 16 jurisdictions with secure, SaaS-based IIS solutions delivered through the

- STC|ONE® platform, including statewide registry operations, high-volume interoperability,
analytics and reporting, provider support services, and consumer access tools. Long-
standing partnerships with states including Arizona, West Virginia, Indiana, and Louisiana
demonstrate STChealth’s proven ability to deliver compliant, scalable IT solutions
supporting public health and human services programs nationwide.

4.3.1.2 Corporate Identity. STChealth, LLC is the legal entity responding to this RFP and is
part of the Harris Operating Group of Constellation Software Inc. STChealth, LLC maintains
its registration in SAM with UEI# QMGLAR89LLX3 and TIN# 86-0605013; its CAGE code is
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1GHES and its DUNS number is 198675084. Corporate address: 411 South 1st Street,
Phoenix, Arizona 85004; phone 480-745-8500; website www.stchealth.com. [Designated
proposal contact name, direct phone, and email to be completed on the RFP
Certification/Designated Contact page.]

4.3.1.3 Organization and Structure. STChealth is organized to deliver and support
enterprise-scale IIS through a structured, functionally aligned operating model integrating
system operations, product development, professional services, and client engagement.
Executive Leadership provides strategic oversight, financial governance, compliance
assurance, and accountability for contract performance, with four primary functional
groups reporting to Executive Leadership: Maintenance (system operations, service
delivery, security/compliance, help desk, SLA performance); Research and Development
(product roadmap, software releases, testing, continuous improvement, and CDC
standards alignment); Sales and Marketing (client relationships and executive-level
engagement); and Professional Services (interoperability/HL7 onboarding, IZ Gateway
connectivity, trading-partner support, training, data services, and consulting). These groups
operate within a coordinated governance framework with defined roles, communication
pathways, and escalation procedures supporting WVDH’s IS operations.

4.3.1.4 Locations. STChealth is headquartered in Phoenix, Arizona, and supports this
contract through a U.S.-based, distributed workforce. All WVSIIS hosting, system
operations, backups, and disaster recovery are managed within the United States; no data
is stored, processed, or accessed outside the U.S., and STChealth has no overseas
locations supporting this contract.

4.3.1.5 References. STChealth provides the following three references from system
implementations/operations within the last five years:

e Reference 1-Arizona Department of Health Services, Bureau of Immunization
Services. Contact: Valentin Sostaric, Immunization Data Systems Chief; 150 N 18th
Ave, Suite 310A, Phoenix, AZ 85007; valentin.sostaric@azdhs.gov. The Arizona State
Immunization Information System (ASIIS) has operated on STC|ONE® since 1994 and is
fullty compliant with CDC/NCIRD IIS Functional Standards v4.1. Current scale:
12,422,206 patient records; 145,686,600 documented vaccinations; 13,806 active
users; 2,986 participating organizations; 57,867,144 HL7 messages processed in
calendar year 2025; 341,839 MylR™ registered users as of August 2026; Provider
Support handles ~655 inquiries/month with a 100% resolution rate.

e Reference 2 -Indiana Department of Health, Local Health Services Division.
Contact: Dave McCormick, Director; 2 North Meridian Street, Indianapolis, IN 46204;
dmccormick@health.in.gov. STChealth has supported the Indiana Immunization
Information System since 2002 on STC|ONES®, including Hepatitis B Case Management,
School Nurse, STC|U, PHC Hub, and Tier 1 Provider Helpdesk workflows. Indiana
recently completed a new IIS procurement and awarded STChealth the next five-year
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contract term (through 2030). Current scale: 11,504,240 patients; 143,992,012
vaccinations; 14,596 active users; 2,175 organizations; 841 connected pharmacies;
65,438,791 real-time HL7 transactions in 2025.

o Reference 3 - Louisiana Department of Health, Office of Public Health
Immunization Program (LDH-OPH IP). Contact: Quan Le, Immunization Program Data
Unit Manager; 1450 Poydras Street, Suite 1938, New Orleans, LA 70112;
guan.le@la.gov. STChealth has operated Louisiana’s LINKS IIS on STC|ONE® since
2000, fully compliant with CDC/NCIRD IIS Functional Standards v5.2, including through
Hurricane Katrina and the COVID-19 pandemic. Current scale: 6,742,014 patients;
96,855,326 vaccinations; 10,664 active users; 2,211 organizations; 714 connected
pharmacies; 56,499,405 real-time HL7 transactions in 2025; 363,129 MyIR™ users;
School Nurse workflow serving 2,825 active users across 2,012 active schools.

| 3.2 EXCEEDS
Mandatory Qualification/Experience Requirements

Confirmation (overall): EXCEEDS.

| 4.3.2.1 EXCEEDS
The Vendor must demonstrate organizational experience with IIS or similar large-scale
public health data systems in enterprise healthcare or public health settings, in compliance
with federal and state regulations, within the five years prior to bid opening, using one or
more of the references in Section 4.3.1.5.

STChealth satisfies and exceeds this requirement through its ongoing statewide IS
partnerships in Arizona, Indiana, and Louisiana (Reference 1-3 above), each demonstrating
sustained, current, enterprise-scale IIS operation in full compliance with applicable federal
and state regulations. Collectively, these references, together with STChealth’s 27-year,
ongoing operation of WVSIIS itself, demonstrate STChealth’s proven ability to deliver
secure, compliant, high-volume IIS operations and stakeholder-facing services in
enterprise public health environments, fully satisfying this mandatory qualification
reguirement.

4.4 ORAL PRESENTATIONS

The Agency has the option of requiring oral presentations.

Compliance: MEETS. STChealth acknowledges this option and, if exercised, will participate in oral
presentations consistent with the structured agenda below, without altering or adding to its
submitted proposal beyond clarification of information already provided.

| .41 MEETS
Oral Presentations will follow the structured agenda below.
| 4.4.1.1 MEETS
Introductions (10 Minutes)
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STChealth will introduce the key personnel who will be involved in implementation and
ongoing support of WVSIIS under this contract, including the assigned Client Partner, Client
Integrator, and relevant technical leads, with names, roles, and relevant public health software
deployment experience, along with a brief overview of STChealth’s organization and approach to
public sector partnerships.
| 44.1.2 MEETS
Demonstration of Solution (60 Minutes).

STChealth will provide a virtual demonstration of the STC|ONE® platform highlighting core
system functionality, user interface, and workflow alignment with the goals and
requirements outlined in this RFP, drawing on WVSIIS’s current, live production configuration.
| 4.4.1.3 MEETS
Wrap-up and Questions (20 Minutes).

STChealth will conclude with a brief recap of its solution’s value proposition,
implementation readiness (reflecting incumbent status), and support model, and will
reserve time for the State’s follow-up questions on technical, operational, or compliance-
related aspects of the proposal.
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Attachments

The following attachments are provided to demonstrate STChealth’s standard operational
practices, service frameworks, and technical capabilities in support of this proposal. Where
applicable, STChealth will meet or exceed all requirements defined in this RFP and resulting
contract, including any requirements that extend beyond or differ from standard documentation
included herein.

e STC|ONE® Service Level Agreement (SLA) Essentials
o This attachment reflects STChealth’s standard service framework. For this procurement,
STChealth exceeds the support requirements defined in the RFP, including a minimum
nine-hour help desk coverage window, a tiered support structure (Tier 1-3), and State
visibility into the ticketing system.

e STChealth Business Continuity and Disaster Recovery Plan
o Detailed contact lists and operational artifacts referenced in this plan are maintained in
STChealth’s secure environment and will be made available to the State upon request
under appropriate confidentiality controls.
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STC|ONE?® Service Level Agreement (SLA) Essentials

CO-SLA-0001
Version -5.0
May 2026
Annual Review / Version Control

Version Date Change By

3.1 3-13-2020 STC|ONE® Public Health IS Essentials Kristina Crane
Package added additional sections, and Tiffany Dent
additional clarity on service
descriptions based on client
feedback

3.2 7-22-2020 Updated to reflect update to Dave Mora and
CDC/NCIRD IIS Functional Standards Tiffany
v4.1 Dent

3.3 4-13-2023 Updated the Customer Support Dave Mora and
section to reflect updated consortium Asad Tufail
collaboration on priority tickets.

3.4 8-10-2023 Added High Availability as an Kristina Crane
Additional SLA Package Option (Only
Available as an upgrade)

3.5 07-2024 Updated quality language, revised Kristina Crane,
examples. Douglas

Michaelson
4.0 11-2024 Updated format, updated materials. Douglas
Michaelson

5.0 05/2026 Removed references to IWEB, April Nottage,
updated CO-PRO-00001 - Process for Shae-Lyn
Application Related Issues or Wilkinson
Questions

STC|ONE?® Service Level Agreement (SLA) Essentials

STChealth will use all reasonable efforts to maximize the availability of STChealth STC|ONE®

411351 St

Phoenix, AZ 85004
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(“STC|ONE® --") and provide performance standards as detailed below. This Service Level Agreement
(“SLA”) applies to STC|ONE® -, Production Instance, deployments at level Essentials that have been
transitioned to Development Operations for a minimum of 24 hours and does not apply to any other
product offered by STChealth. We will provide at least 30 days’ advance notice for adverse changes
to this SLA.

Definitions

e “Month” as used herein refers to a calendar month.

e "Applicable Monthly Service Fees" means the total fees paid by you for a given STC|ONE® cluster
during the month in which Downtime occurred.

e “Production Instance” means the application instances used to support day-to-day operations
and user activities ensuring real-time patient and immunization data access.

e “Non-Production Instance”: means the application instances other than Production. These
instances are commonly called Test, Dev/ Development, UAT, or Training.

 “Planned Maintenance” means periods of routine maintenance and updates (including ETL
processing). This includes the regularly scheduled agreed upon maintenance windows and
agreed upon extended windows as needed.

e "Downtime" is calculated per STC|ONE® cluster on a monthly basis and is the total number of
minutes during the month that the entire cluster was unavailable. A minute is considered
unavailable if all your continuous attempts to establish a connection to the STC|ONE® cluster
within the minute fail. Downtime does not include partial minutes of unavailability or scheduled
downtime for maintenance and upgrades.

e “Critical Issue” (incident or defect) that requires immediate effort for resolution. Any planned
work is halted until the resolution of the issue has been achieved. While there are no guaranteed
time frames for resolution, there is a guarantee of immediate effort to resolve. The following are
some characteristics of a critical (P1) issue:

o Complete or modular loss of function in business-critical production systems.

o No workarounds are available to allow the business to continue.

o The potential for data corruption or complete loss of service is time sensitive, and any delay
could result in catastrophic failure.

o STChealth reserves the right to move or change the priority of a ticket based on the above
definitions.

e “Non-Critical Issue definition” A problem with the system instance that causes an operational
change to service. This results in a workaround or requires an intervention to gain normal
operations

e “Resolution” of an issue is defined as being resolved once a work-around, a mutually agreed
upon “mitigation plan”, or updated release of the software is made available to the client.

e “Availability Measurement” means the STChealth Production Service instance as reported
through the STChealth Managed Monitoring Applications. A dashboard will be provided to allow
continuous client monitoring of availability.

e "Monthly Uptime Percentage" is calculated per STC|ONE® cluster on a monthly basis and is
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calculated as below. Any STC|ONE?® cluster deployed for only part of the month is assumed to
be 100% available for the portion of the month that it is not deployed.

Total - Unplanned I:'Jutage - Planned Maintenance X 100 -
Total - Planned Maintenance =

Limitations
Downtime does notinclude, and you will not be eligible for a relief for, any performance or availability
issue that results from:

Factors outside of our reasonable control, such as natural disaster, war, acts of terrorism, riots,
government action, or a network or device failure at your site or between your site and
STChealth’s Enterprise Cloud; or

Loss of your password or equipment to access our network; or

Your or any third party’s (a) improper use, scaling, or configuration of STC|ONE® cluster, or (b)
failure to follow appropriate security practices; or

All monitoring activities and baseline for any relief, will be based on STChealth’s Enterprise
monitoring; or

STChealth’s Alpha Offerings; or

STChealth’s Beta Offerings; or

STChealth’s Demo Offerings; or

STChealth’s Non-Production Offerings.

Documents Incorporated via Attachment:

CO-PRO-00001 - Process for Application Related Issues or Questions
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CO-PRO-00001 - Process for Application Related Issues or Questions

STChealth
Support Service Standard

Process for Application Related Updated: 05-2026
Issues or Questions Issued By: Support Services
Owner: Support Services

Document is generally incorporated as an attachment to one of STChealth’s Service Level
Agreements (SLAs). Though, produced as an attachment for clarity.

Process for Application Related Issues or Questions

Clients using STC|ONE® benefit from a comprehensive, vendor-hosted self-help and issue
tracking system through the STC Service Desk. This system enables authorized client-level
users to submit issues or and improvement requests, track ticket status and receive updates
throughout the resolution process. The Service Desk will assess critical issues immediately,
and non-critical issues and questions as they come and will provide monthly client-level calls
to help with prioritization of tickets. Ad-hoc calls can be scheduled regarding a specific ticket or
issue.

Regarding application related issues, STC will perform due diligence to assess unintended
impacts of an application change upon the business of the IIS.

STChealth utilizes a tiered support model to ensure efficient issue resolution and appropriate
escalation:

e Tier 1 —manages intake, triage and routine issue handling

e Tier 2 —performs advanced functional analysis, configuration support and issue investigation

e Tier 3-provides engineering-level escalation for complex defects and code-related issues

This structured support model ensures that issues are addressed at appropriate level of expertise,
while maintaining transparency, responsiveness, and coordinated resolution across all support
tiers.

Our support staff are available to address platform-related questions and non-critical issues
during normal business hours, Monday to Friday, from 5:00 A.M. to 5:00 P.M. MST. Critical
production issues receive 24x7 incident response.

You can submit your questions or feedback to our STC Service Desk.
+  https://stchome.atlassian.net/servicedesk/customer/portals (requires login)
+  https://stesupport.com/

General Definitions
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+ Defects: Defect is defined as a function within the software that is not operating as designed.

+ Incident: A problem with the system instance that causes an unplanned interruption to
service. This results in a work around or a solution by an operational fix

+ Ticket Classification or reclassification: STC reserves the right to reclassify tickets as
appropriate after initial discovery and triage. For example, a defect may be reclassified as
an incident if appropriate. As part of reclassification reasoning will be provided

+  Production Instance: means the application instances used to support day-to-day
operations and user activities ensuring real-time patient and immunization data access.

+ Non-Production Instance: means the application instances other than Production. These
instances are commonly called Test, Staging, Dev / Development, UAT, or Training.

Severity Definitions:

Critical Issue definition: Issues (incident or defect) that require an immediate effort for
resolution. Any planned work is halted until the resolution of the issue has been achieved. While
there are no guaranteed time frames for resolution, there is a guarantee of immediate effort to
resolve. The following are some characteristics of a critical (P1) issue:

» Complete or modular loss of function in business-critical production systems.

» No workarounds are available to allow the business to continue.

+ The potential for data corruption or complete loss of service is time sensitive, and any delay
could result in catastrophic failure.

Core System Examples of Critical Issues Include:

+ Providers are unable to submit vaccine orders.

+  HL7 message Exchange is down for multiple providers.
« System users cannot log in or navigate the system.

+ Vaccine information cannotbe entered into the system.

Non-Critical Issue definition: A problem with the system instance that causes an operational

change to service. This results in a workaround or requires a modification to gain normal

operations

« The resolution: of an issue is defined as being resolved once a work-around, a mutually
agreed upon mitigation plan / resolution action plan, or updated release of the software is
made available to the client.

+ Ticket Classification or reclassification: STC reserves the right to move or change the
severity of a ticket based on the above definitions.

Response Times and Process

Production Instance Support

STC Operations provides 24 hours per day, seven days per week, incident response for critical
issues affecting the production instance. If an automated system alertindicates a critical issue,
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STC will acknowledge and begin triage within 15 minutes of the alert to work towards system
restoration.

CriticalIncidents or Defects: STC will provide the Client Program with a written summary of work
completed and planned, in the STC Service Desk ticket. Initial results of the triage will be

provided within one (1) hour wit
or a mutually agreed mitigation

h updates at least every two (2) hours until the issue is stabilized
plan, workaround or software update is available.

SLA Metric Target

Critical Issue Response

15 minutes (alert acknowledgment)

Critical Issue Resolution Plan

1 hour (initial plan provided to client)

Non-Critical Issue Response

4-24 business hours (ticket acknowledgment)

Non - Production Instance Support

+ Non-production instance is

DATE ISSUED/DATE REVIEWED

sues will be reviewed during normal STC business hours.

Date Issued:

Date Reviewed:

411S 1% St
Phoenix, AZ 85004

05/2026
05/2026
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Revision No.

Revision Date

Business Continuity and Disaster Recovery Plan

S-PP-0003
Version 2.1
May 2026

Author

Summary of Changes

1.0 October 2013 Initial plan
1.1 May 2015 First Revision - Updated personnellist and Business
Continuity team graphic; Made minor changesto
wording, grammar, and spelling
1.2 November 2015 Added clarification on client notifications; Updated
contact information for employees, vendors, clients
and other stakeholders.
1.3 August 2018 Revision of Nov. 2015 version J. Calovini
1.4 May 2019 Annual Review: Minor updates and addition of contact | J. Calovini
information
1.5 July 2020 Annualreview: Minor updates; additional pandemic B. Altstadter
detail and updated links.
1.6 July 2021 Annual Review J. Calovini
1.7 June 2022 Annual Review D. Michaelson
1.8 May 2023 Annual Review D. Michaelson
1.9 May 2024 Annual Review —Minor Grammer Revision. D. Michaelson
2.0 May 2025 Annual Review D. Michaelson
2.1 May 2026 Annual Review - Contact updates S. Walker
Approvals
Azure Spanier, Authorizing Official o L \.‘-;
Overview

STChealth’s (STC) mission is to “Build a Healthier Future” by transforming how our customers do
business by designing, developing and delivering innovative technology solutions. To accomplish
this mission, STC must ensure its operations are performed efficiently with minimal disruption,
especially during an emergency. In the event of a disaster that interferes with STC’s ability to
conduct business from its 411 S 1st Street, Phoenix, Arizona office, this plan will be used by the pre-
assigned individuals to coordinate the recovery of business functions. This document provides
planning and program guidance for implementing STC’s Business Continuity and Disaster Recovery
Plan and programs to ensure the organization can conduct its essential missions and functions
under all threats and conditions.
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1.1 Scope

The Business Continuity Plan (BCP) scope is recovery and business continuance from a serious
disruption due to non-availability of the 411 S 1st Street facility. For Additional information relative
to client or internal backup, reconstitution, and recovery please see the Contingency Planning
Policy. The BCPincludes procedures for all phases of recovery. This planincludes Disaster Recovery
Planning (DR) which includes recovery of technology facilities, platforms such as critical
applications, databases, servers and other required infrastructure. Unless otherwise modified, this
plan does not address temporary interruptions of durations less than the time frames determined to
be critical to business operations.

The scope of the plan focuses on localized disasters. It is not intended to cover major regional or
national disasters such as war or nuclear attack.

1.2 Planning Assumptions
This Continuity Plan is based on the following assumptions:

1. That a viable and tested IT Disaster Recovery Plan exists and will be put into operation to
restore critical information systems.

2. Thatthis plan has been properly maintained and updated as required.

3. That home-sourced operations will be the primary alternate location to support the
continuation of STC’s essential functions.

4. Once the Continuity Plan is activated, available communications and information systems
will be available in accordance with Section 6 of this document.

5. The level of detail is based on the premise that sufficient, knowledgeable STC personnel will
not be incapacitated by the interrupting event and can execute the Business Continuity Plan.

6. Thatequipment and supplies can be readily obtained from current vendors.

7. That corporate credit cards and existing accounts will be used for the procurement of
necessary equipment and supplies.

1.3 Objectives

The objective of the BCP is to coordinate recovery of critical business functions in the event of a
disruption or disaster at the 411 S 1st Street office. This can include short- or long-term disasters or
disruptions such as fires, floods, earthquakes, power outages, rail accidents, explosions, terrorism,
hazardous chemical spills, pandemics and other natural or man-made disasters.

STC priorities in a disaster are to:

1. Ensure the safety of all employees and visitors in the office building — Emergency Response
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team (ERT) responsibility.
2. Mitigate threats or limit damage caused by the threat if possible — ERT responsibility.
3. Declare the event and begin implementation of documented plans and procedures to

restore operations in a quick and effective manner.

The STC objectives of this plan are to:

1. Reduce or mitigate disruptions to operations.
2. Ensure STC has backup facilities that can perform essential functions, as appropriate.
3. Protect essential equipment, data, and other assets, in the event of a disruption.
4. Achieve STC’s timely and orderly recovery and reconstitution from an emergency.
2 Roles and Responsibilities

The Business Continuity Planning and Execution team consists of the following key roles:

Planning Responsibilities

Response Responsibilities

| Executive Leadership| o

Review and approve Business Continuity
Plan

Provide funding to ensure continuity
measures are in place

Establish expenditure authorization limits
for Business

Continuity Coordinator

Provide interaction with public and
stakeholders as required

Business Continuity | ®
Coordinator (BCC)

41181 St
Phoenix, AZ 85004

Direct the development of the Business
Continuity Plan

Assess the impact of technological or
organizational changes on the Business
Continuity Plan and coordinate any
revisions

Coordinate routine updates to detailed
information supporting the plan

Manage electronic and hard copy access
and distribution of the plan

Ensure all personnel with specific
Business Continuity responsibilities are
prepared and trained to fulfill their duties
Ensure that the plan is tested at least
annually

Conduct evacuation drills

Develop procedures for securing premises

Ensure the safety of the staff

Activate the plan, declare the disaster
Notify executive leadership that a |
disaster has been declared |
Monitor the progress of all Business
Continuity and Disaster Recovery teams '
Present daily status briefings

Authorize expenditures and allocations
of funds per pre-

established guidelines

Provide on-call support for any
emergency

Serve as a liaison between senior
management and the Business
Continuity team

Coordinate emergency response efforts
between all teams

Develop a damage report and present it
to management
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Planning Responsibilities

Response Responsibilities

Information ¢ Ensure routine maintenance schedule is in First point of contact for IT for the BCC
Technology Team place Inspect facility upon notification of
Lead e Leadtechnological risk assessments facility habitability |
e Maintain a list of vendor phone humbers Activate IT Technology recovery Plan/DR
and record in DR Plan online for plan
accessibility Evaluate damaged assets
e Ensure necessary redundancy and/or Secure assets |
backups are in place and functioning for Work with investigators/local |
all critical infrastructure responders to determine cause of '
incident, if needed
Deliver usable hardware to employees, if|
needed
Work with Finance team to arrange
deliveries to alternate site as needed
Recall backup tapes and vital records
Recover network and
applications/systems
Return IT environment to operational
state
Maintain information security operations
to prevent
] compromise or loss of data
Development/ [ » Maintain a list of vendor phone numbers First point of contact for Customer
Operations Team and record in DR Plan online for Applications forthe BCC
Lead accessibility

Ensure necessary redundancy and/or
backups are in place and functioning for
all critical

applications

Customer Support | =

Ensure procedures are in place to transfer

Perform transfer procedures

Team Lead necessary functions Update voicemail with status, if
*  Maintain a list of vendor phone numbers necessary/appropriate
and record in DR Plan online for Coordinate staffing schedule changes, if
accessibility necessary
¢ Maintain charged battery and test mobile Implement collaborative work tools,
hotspot monthly WebEx, Google video chat, etc.
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| Communications
Team Lead

Planning Responsibilities

Develop and maintain call list for .
customers and record in DR Plan online for,
accessibility

Response Responsibilities

Coordinate all customer
communication efforts related to the
event

Communicate with vendors/contracts
as necessary

Coordinate with the BCC regarding
employee communications

Perform community outreach to victims
Work with local news media to release
statement post disaster

Provide media with status updates as
authorized by management

Ensure corporate website is updated to
reflect any

operational changes

| Human Resources
| Team Lead

Develop Evacuation and Emergency o
Response training materials |
Assist the BCC with training and tracking | e
of employees with continuity roles :
Conduct training classes to ensure all staff| ¢

are trained |

Communicate status and plans to
employees and families

Assist employees with worker
compensation claims

Assist employees with insurance
benefits

Reach out to injured persons and
families of victims

Work with management to develop
community outreach programs

| Finance Team Lead

Assist business units with financial o
assessment of potential business impact
Ensure procedures are in place to provide | ¢

necessary functions if not at office .
Maintain a financial institution information
list and record in DR Plan online for .

accessibility

Assistin procurement and ordering of
new materials and supplies

Ensure that payroll continues

Work with insurance claims
representatives

Ensure that accounts
payable/receivable continue

Forward mail (in the event of

long-term limited access to the primary
facility) -

Follow the direction of the Team Lead to

appropriate business continuity efforts

Team Member (all o Assist Team Lead in planning and .
teams) preparing assist with
3 Activation, Notifications and Relocation

3.1 Activation

Based on the type and severity of the emergency, STC’s Continuity Plan may be activated by:

4118 1St
Phoenix, AZ 85004
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1. STC Business Continuity Coordinator or a designated successor may initiate the Continuity
Plan activation for the entire organization, based on an emergency or threat directed at the
organization.

Continuity Plan activation and relocation are scenario-driven processes that allow flexible and
scalable responses to the full spectrum of all-hazards or threats that could disrupt operations with
or without warning and during work or non-work hours. Continuity Plan activation will not be required
for all emergencies or disruptions, since other actions may be more appropriate.

As the decision authority, the BCC will be kept informed of the threat environment using all available
means, including STC’s Emergency Response team, regional notification systems, local operations,
and State and local reporting channels and news media. The BCC will evaluate all available
information relating to:

¢ Direction and guidance from higher authorities.

* The health and safety of personnel.

* The ability to execute essential functions.

e Changesinthreat advisories.

e The potential or actual effects on communication systems, information systems, office
facilities, and other vital equipment.

e The expected duration of the emergency.

3.2 Alert and Notification Procedures

STC maintains plans and procedures for communicating and coordinating activities with personnel
before, during, and after a continuity event.

Before an event, personnel at STC will monitor advisory information. In the event normal operations
are interrupted or an incident appears to be imminent, STC will take the following steps to
communicate the organization’s operating status with all staff:

1. The BCC or designated successor will notify the ERT of the emergency requiring Continuity
Plan activation

Upon the decision to activate the Continuity Plan, STC will notify all STC personnel, as well as
affected and interdependent entities, with information regarding continuity activation and relocation
status, operational and communications status, and the anticipated duration of relocation. These
entities include:

e Continuity facilities and on-site support teams with information regarding continuity
activation, relocation status, and the anticipated duration of relocation
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3.3

All STC employees with instructions and guidance regarding the continuity activation and
relocation

Clients, including providing detailed information on how continuity of services and support
will be maintained

Relocation Process

Once the Continuity Plan is activated and personnel are notified, STC will relocate continuity
personnel and vital records to the continuity facilities, employees’ homes. STC continuity personnel
will deploy/relocate to their homes to facilitate communication and operations by performing STC’s
essential functions and other continuity-related tasks.

Emergency procedures during work hours with or without a warning will be implemented as follows:

Continuity personnel, including advance team personnel, if applicable, will depart to the
designated continuity facilities, employee’s homes, from the primary operating facility or
current location using privately owned vehicles.

Non-continuity personnel present at the primary operating facility or another location will
receive instructions from the ERT. In most scenarios, non-continuity personnel will be
directed to wait for further guidance.

At the time of notification, if available, information will be provided regarding safety
precautions and routes to use when leaving the primary operating facility.

Emergency procedures during non-working hours with or without a warning will be implemented as
follows:

Advance team members, if applicable, will remain at the designated continuity facilities,
employee’s homes, unless deployment to the primary office location is necessary for
evaluation.

Continuity personnel will remain at home unless requested to depart to the primary facility
from their current location using privately owned vehicles.

Non-continuity personnel will remain at their residences to wait for further instructions.

Non-continuity personnel may be required to replace or augment continuity personnel during
activation. These activities will be coordinated by the ERT with the replacement staff on a case-by-
case basis. Non-continuity personnel will remain available to replace or augment continuity
personnel, as required.

The ERT will direct STC’s non-continuity personnel to remain at home until further notice.
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In the event of an activation of the Continuity Plan, STC may need to procure necessary personnel,
equipment, and supplies that are not already in place for continuity operations on an emergency
basis. The BCC maintains the authority for emergency procurement.

4. Business Continuity Team

4.1 Contact Lists
This section contains the contact lists for the leadership members of the Business Continuity team

as well as the members of the response teams. This list is maintained on SharePoint for continuity
purposes.

4.1.1 Business Continuity Planning and Response Team Contact List
This list is maintained on the SharePoint for continuity purposes:
https://stchealth.sharepoint.com/:x:/s/STCHealthLLC/EX_uclin2gxOtpn5-
DSqHJoBJO59y30s9ngWEt57sQskBA?e=CLtQzc

4.1.2 Communications Team Contact List

This list is maintained on the SharePoint for continuity purposes:

https://stchealth.sharepoint.com/:x:/s/STCHealthLLC/EX_uclin2gxOtpn5-
DSqHJoBJO59y30s9ngWEt57sQskBA?e=CLtQzc

4.1.3 Infrastructure Team Contact List

This list is maintained on the SharePoint for continuity purposes:
https://stchealth.sharepoint.com/:x:/s/STCHealthLLC/EX_uclIn2qxOtpn5-
DSqHJoBJO59y30s9ngWEL575QskBAZe=CLtQzc

4.1.4 Finance/Accounting Team Contact List

This list is maintained on the SharePoint for continuity purposes:
https://stchealth.sharepoint.com/:x:/s/STCHealthLLC/EX_uclin2gxOtpn5-
DSqHJoBJO59y30s9ngWEt57sQskBA?e=CLtQzc

4.1.5 Human Resources Team Contact List

This list is maintained on the SharePoint for continuity purposes:

https://stchealth.sharepoint.com/:x:/s/STCHealthLLC/EX_uclin2gx0Otpn5-
DSqHJoBIO59y30s9ngWEt57sQskBA?e=CLtQz¢
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5. Emergency Operations Center

In the event of a declared disaster affecting STC’s business offices, business operations will utilize
home-sourced employees using the telework policy.

Contact information for STC teams is in Section 4 of this Business Continuity Plan.

6. Business Impact Analysis

Function

Criticality

Maximum Required Resources

Downtime

Potential Impact

Accounts Medium 8 Hours # Employees: 2 Inability to pay suppliers
Payable Equipment: Desktop/Laptop, may cause disruption of
Printer, Telephone services
Supplies: Bills, Accounting filtes
Technology: QuickBooks,
Corporate file share, internet
banking, email
Interdependencies: IT
Accounts Medium 4 Hours # Employees: 2 Disruption of cash flow
Receivable Equipment: Desktop/Laptop,
Printer, Telephone
Supplies: Customer Payments,
Accounting files
Technology: QuickBoaoks,
Corporate file share, internet
banking, email
Interdependencies: IT
Payroll Medium 4 hours on # Employees: 3 Inability to pay employees
payrollweeks| Equipment: Desktop, Laptop, in a timely fashion
Printer, Telephone
Supplies:
Technology: QuickBooks,
Corporate file share, internet
banking, email
Interdependencies: Payroll notes
from HR, IT
Human Low 48 hours #Employees: 2 Inability to support
Resources Equipment: Desktop/Laptop, employeesintheeventofa
Printer, Telephone crisis.
Supplies:
Technology: Internet (SaaS app-
ADP WEN, Exact Hire), file share,
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Function

Criticality

Maximum
Downtime

Required Resources

email
Interdependencies: Payroll notes
to Finance

Potential Impact

Customer
Support

High

30 minutes

#Employees: 8

Equipment: Desktop, Telephone-
Telax

Supplies: How-to procedures
Technology: Internet (SaaS app-
Jira, Zoho), email, chat (botco.ai)
Interdependencies: Cloudnetfor
phone service

Reduced client
satisfaction/confidence;
inability to track and
resolve critical client
issues; financialimpact
due to degradation of
service

Development

Medium

8 hours

# Employees: 24

Equipment: Desktop/laptop,
telephone

Supplies:

Technology: Internet, remote
access to cloud, Jenkins app,
Maven
Interdependencies: Amazon Web
services and MS Azure

Late productdelivery and
missed deadlines

Operations

High

15 minutes

#Employees: 4

Equipment: Desktop/laptop,
telephone

Supplies:

Technology: Internet, remote
access to cloud, Jenkins app,
Maven
Interdependencies: Amazon Web
services and MS Azure

Inability to support client
applications; reduced
client satisfaction

Quality
Assurance

Medium

8 hours

# Employees: 8

Equipment: Desktop/laptop,
telephone

Supplies: Use cases, test plans
Technology: Internet, remote
access to cloud, Jenkins app,
Maven

Interdependencies: Amazon Web
services and MS Azure

Late productdelivery and
missed deadlines

Marketing/
Sales

Medium

8 hours

# Employees: 9 Equipment: Laptop
Supplies: Technology: Internet
Interdependencies:

Inability to pursue new
revenue opportunities

411 S 1St
Phoenix, AZ 85004
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Function Criticality Maximum Required Resources Potential Impact

Downtime
Customer High 15 minutes #Employees: 5 Disruption of client services
Applications Equipment: Servers/Network
(Private) Infrastructure
Supplies:

Technology: Microsoft Azure
Interdependencies:
Devetopment/Operations/QA

Customer High 15 minutes # Employees: 5 Disruption of client services
Applications Equipment: Servers/Network
(Public) Infrastructure

Supplies: Technology: AWS
Interdependencies:
Development/Operations/QA

7. Continuity and Reconstitution

7.1 Continuity Operations
This section describes the operational procedures for the continuation of essential functions.

Upon activation of the Continuity Plan, if possible, STC will continue to operate at its primary
operating facility until ordered to cease operations by the BCC. At that time, essential functions will
transfer to the continuity facility. STC will ensure that the continuity plan can be operational within
30 minutes of plan activation.

A requirement of continuity personnet is to account for all STC personnel. STC will use the following
processes to account for all personnel:

e Teams Communications
e Company-wide email

e Telephonetree

e Website updates

7.2 Reconstitution Operations

This section identifies and outlines a plan to return to normal operations once the BCC determines
that plans for resuming normal business operations can be initiated.

Within 24 hours of an emergency relocation, the Business Continuity team will initiate and
coordinate operations to salvage, restore, and recover STC’s primary operating facility after receiving
approval from the appropriate State and local law enforcement and emergency services.
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e Business Continuity Coordinator will serve as the Reconstitution Manager for all phases of
the reconstitution process

¢ FEach business unit will designate a reconstitution point-of-contact (POC) to work with the
Reconstitution team, update office personnel on developments regarding reconstitution,
and provide names of reconstitution POCs to the Business Continuity Coordinator within 24
hours of the Continuity Plan activation

During continuity operations, the IT Manager must determine the status of the primary operating
facility affected by the event by inspection and/or contact with local authorities. Upon obtaining the
status of the facility, STC will determine how much time is needed to repair the primary operating
facility and/or acquire a new facility. This determination is made in conjunction with the Executive
Management team. Should STC decide to repair the facility, the IT Manager has the responsibility of
supervising the repair process and must notify the Executive Management of the status of repairs,
including estimates of when the repairs will be completed.

Reconstitution will commence when the BCC or other authorized person ascertains that the
emergency has ended and is unlikely to reoccur. These reconstitution plans are viable regardless of
the level of disruption that originally prompted implementation of the Continuity Plan. Once the
appropriate STC authority has made this determination in coordination with other State, localand/or
other applicable authorities, one or a combination of the following options may be implemented,
depending on the situation:

¢ Continue to operate from the continuity facilities
* Reconstitute STC’s primary operating facility and begin an orderly return to the facility
e Beginto establish a reconstituted STC in another facility or at another designated location

Before relocating to the primary operating facility or another facility, the IT Manager will conduct
appropriate security, safety, and health assessments to determine building suitability; will verify that
all systems, communications, and other required capabilities are available and operational; and will
confirm that STC is fully capable of accomplishing all essential functions and operations at the new
or restored primary operating facility.

The Business Continuity Coordinator will provide information regarding continuity activation and
relocation status; STC’s continuity facility, operational and communication status; and anticipated
duration of relocation.

e |T Manager will develop space allocation and facility requirements.

e The Human Resources Team Lead will notify all personnel that the emergency or threat of
emergency has passed, and the actions required of personnel in the reconstitution process
using a company-wide email.

» The CFO will coordinate office space for reconstitution, if the primary operating facility is
uninhabitable.
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e The Human Resources Team Lead will develop procedures, as necessary, for restructuring
staff.

e Upon verification that the required capabilities are available and operational and that STC is
fully capable of accomplishing all essential functions and operations at the new or restored
facility, the IT Manager will begin supervising a return of personnel, equipment, and
documents to the primary operating facility or a move to a temporary or new permanent
primary operating facility. The phase-down and return of personnel, functions, and
equipment will follow the priority-based plan and schedule outlined below and STC will
develop return plans based on the incident and facility within 72 hours of plan activation.

The Business Continuity team will conduct an After-Action Review (AAR) once back in the primary
operating facility or in a new primary operating facility. The Business Continuity Coordinator is
responsible for initiating and completing the AAR; all offices within STC will have the opportunity to
provide input to the report. The AAR will address the effectiveness of the continuity plans and
procedures, identify areas for improvement, document these in a corrective action program (CAP),
and then develop a remedial action plan as soon as possible after the reconstitution. The Business
Continuity Coordinator is responsible for documenting areas for improvement in the CAP and
developing a remedial action plan. In addition, the AAR will identify which, if any, records were
affected by the incident and will work with the IT Manager to ensure an effective transition or recovery
of vital records and databases and other records that had not been designated as vital records.

8. Resources and Equipment

8.1 Critical Software List
Authorized individuals will have access to our Critical Software List, which can be found at this link:

https://stchealth.sharepoint.com/:x:/s/STCHealthLLC/EX_uclin2gxOtpn5-
DSqHJoBJO59y30s9ngWEL57sQskBA?e=CLtQzc

9. Contact Details

9.1 Staff List

Authorized individuals will have access to our internal Staff List, which can be found at this link:
https://stchealth.sharepoint.com/:x:/s/STCHealthLLC/EX_uclin2gxOtpn&-
DSqHJoBJO59y30s9ngWEL57sQskBA?e=CLtQzc

9.2 Government Sector Client List

Authorized individuals will have access to our Government Sector Client List, which can be found at
this link:

https://stchealth.sharepoint.com/:x:/s/STCHealthLLC/EX_uclin2gxOtpn5-

DSgHJoBJO59y30s9ngWEL57sQskBA?e=CL1Qzc
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9.3 Private Sector Client List
Authorized individuals will have access to our Private Sector Client List, which can be found at this
link:
https://stchealth.sharepoint.com/:x:/s/STCHealthLLC/EX_uclin2gxOtpn5-
DSaHJoBJO59y30s9ngWEL57sQskBA?e=CLtQzc

9.4 Vendor/Supplier List
Authorized individuals will have access to our Vendor/Supplier List, which can be found at this link:
https://stchealth.sharepoint.com/:x:/s/STCHealthLLC/EX_uc)In2qxOtpn5-
DSqHJoBIO59y30s9ngWEt57sQskBA?e=CLtQzc

9.5 Insurance Contact Information
Authorized individuals will have access to our Insurance and Financial Contact List, which can be

found at this link:

https://stchealth.sharepoint.com/:x:/s/STCHealthLLC/EX_uclin2gxOtpn5-
DSgHJoBIO59y30s9ngWEL57sQskBA?e=CLtQzc

10. Plan Training and Testing

This section contains information about how STC administers the Business Continuity Plan
Awareness, Training and Testing programs.

10.1

Awareness and Training

Training and awareness completion records will be maintained in each employee’s personnel file.

Awareness Activity Frequency Responsible Required Materials Comments

New Employee Once HR PowerPoint

Orientation

Annuat Employee Plan Annual HR Email with key points | Inctude when

Review highlighted Employee Handbook
and/or NDAs are
updated and
requires re- review
by
employees

National Readiness Annual - Communications Manager blog, Highlight readiness

Month September posters, etc. with blog posts,

contests, etc.

4118195t
Phoenix, AZ 85004
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10.2  Exercising/Testing the Business Continuity Plan

The Business Continuity Coordinator is responsible for conducting a minimum annual exercise of
the BCP. Completion of the exercise/test will be documented by the BCC and maintained on file
electronically and in hard copy with this plan. All unplanned implementation of the BCP will be
included as a test and documented accordingly.

Exercise Type Purpose Participants Frequency
abletop Exercise raining/updating BCP All BCP team Leads Annual
11. Plan Maintenance, Revision History, and Approvals

11.1  Business Continuity Plan Maintenance

The BCC is responsible for the maintenance of this document. When updates are required, the BCC
shall establish a timetable for updates, ensure the required updates are completed, and distribute
the updated plans to the distribution list noted at the beginning of this document.

The plan is updated as needed:

» In response to major changes to the organization such as office moves, telephone number
changes, new personnel, changes to BCP teams, retirements, duty changes, new product
lines, and additions or deletions of critical applications or product lines;

e In response to changes in business processes revealed during updates to the Business
Impact Analysis;

e After each tabletop exercise to reflect the recommendations resulting from the post-test
wrap-up debriefings; and

e Based onannual plan reviews

As sections of the plan are updated, the revised sections are provided to BCP team members and
any additional plan holders. All BCP participants and plan holders are notified of the changes and
encouraged to review all changes and appropriately update their copy of the plan. Updates will
generally be distributed electronically, and plan holders will print hard copies to insert into their
plans. The plan will be stored electronically off premises from the 411 S 1st Street facility to ensure
availability if the building is destroyed or becomes unreachable.

in addition, the plan will be updated in the event an actual disaster occurs. The plan will be reviewed
and updated at a convenient point after the initial responses to the disaster have been completed.

11.2  Printing and Distribution Instructions
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Hard copies will be kept at the homes of the individuals listed in Section 4.2.1. When printed, the
Staff Contact list referenced in Section 9.2.1 should be included in the printing and should be
replaced at least quarterly.

Additionally, all individuals mentioned in sections 4.2.1 to 4.2.5 will have online access to the
Disaster Recovery Plan.

Appendix A: Risk Assessment and Treatment Matrix

Asset or Opportunities for Probabitity Impacts with Existing Mitigation Overall
Operation Prevention (L, M, H) . Rating
Risk or Mitigation People Property  Operations
Severe Personnel, [Telephone and M L L M M
Thunderstorms /|Ability to computer systems
Flood continue that allow
operations  [teleworking.
at Phoenix
office
Air Conditioning |Personnel, Inspection of HVAC L L L L L
Failure Ability to system ensure
continue filters on A/C are
operations at [changed regularly.
Phoenix
office
Pandemic/Annu|Personnel On-site vaccinations L M L M L
al Flu health, ability ffor staff, health
lto provide conscious
staff for reminders.

operations  |Ability to telework.
Enhanced cleaning,
social distancing

jguidelines.
Sabotage Data lAccess controls. L L L M L
Employee
background checks.
Riot/Civil Personnel, Telephone and L L L L L
Disturbance ability to computer systems
continue that allow
operations teleworking.
at Phoenix
office
ITheft/Vandalism|Property Third-party off- site L L M L L
hosting for critical
systems.
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Asset or Opportunities for Probability Impacts with Existing Mitigation Overall
Operation Prevention (L, M, H) : Rating
Risk or Mitigation People Property  Operations
Terrorism Personnel, Telephone and L L L L L
Property, computer
Ability to systems that
continue allow teleworking.
operations
at Phoenix
office
Workplace Personnel Policies for disabling L H L L L
Violence accounts for
terminated
employees.
Employee
satisfaction
programs and
monitoring.
Background checks.
Physical
building security.
Unauthorized |Data Information security M L L H M
Release of policies
Confidential and procedures.
Information IAccess controls.
Fire Personnel, Sprinkler system. L L H L L
Property
Disgruntled Data Policies for disabling M L L M M
Employee accounts for
terminated
employees.
Employee
satisfaction
programs and
monitoring.
Background
checks.
Power Ability to UPS. Off-site M M L M M
Fluctuations/ [continue hosting of critical
Outages operations at |japplications.
the ITelework policy.
Phoenix office
Equipment Ability to Regular monitoring M M H H H
Failure continue and maintenance of
operations  critical systems.
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Asset or
Operation

Opportunities for
Prevention

Probability
(L, M, H)

Impacts with Existing Mitigation

People

Property

Operations

Qverall
Rating

Risk or Mitigation
Third party off- site
hosting.
Loss of Ability to Maintain multiple M M M M
Communication|continue methods of
5 operations communication (e.g.
phone,
email)
Loss of Data Ability to Backup and M L M M
continue recovery plans
operations
\Viruses, Property, Apply regular M M M M
Malware, Ability to patches.
Hacker Attack |continue Regular monitoring
operations and maintenance of
critical systems.
Loss of Personnel, Cross-training M M M M
Institutional Ability to programs.
Knowledge continue Operational
operations documentation.
Failure of third |Ability to Establish Service L L H M
party hosting  [continue Level
system operations  |JAgreements with
vendors.
Rail Accidents / |Ability to Telephone and L M M
Hazardous continue computer systems
Material Spills |operations at [that allow
the teleworking.
Phoenix
office.
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IADDITIONAL INFORMATION

REQUEST FOR PROPOSAL - IMMUNIZATION INFORMATION SYSTEM (lIS)

THE STATE OF WEST VIRGINIA PURCHASING DIVISION FOR THE AGENCY, WEST VIRGINIA DEPARTMENT OF HEALTH,
BUREAU OF PUBLIC HEALTH OFFICE OF EPIDEMIOLOGY AND PREVENTION SERVICES, IS SOLICITING PROPOSALS TO
ESTABLISH AN OPEN-END CONTRACT FOR AN IMMUNIZATION INFORMATION SYSTEM (IIS) PER THE ATTACHED

DOCUMENTS.

***ONLINE RESPONSES ARE PROHIBITED FOR THIS SOLICITATION***

***QUESTIONS REGARDING THE SOLICITATION MUST BE SUBMITTED IN WRITING TO CRYSTAL.G.HUSTEAD@WV.GOV
PRIOR TO THE QUESTION PERIOD DEADLINE CONTAINED IN THE INSTRUCTIONS TO VENDORS SUBMITTING BIDS***

INVOICE TO

SHIP TO

HEALTH AND HUMAN RESOURCES
BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE
350 CAPITOL ST, RM 206

HEALTH AND HUMAN RESOURCES
BUREAU FOR PUBLIC HEALTH CENTRAL FINANCE
350 CAPITOL ST, RM 206

CHARLESTON WV 25301-3717 CHARLESTON WV 25301-3717

us us

Line Comm Ln Desc Qty Unit of Measure Unit Price Total Price
1 Software

Comm Code Manufacturer

Specification Model #

43230000

Extended Description:
See attached Cost Sheet - Attachment A.

Vendor should clearly identify and segregate the cost proposal from the technical proposal in a separately sealed envelope.

**** Online responses have been prohibited for this solicitation. Follow all bidding instructions.

SCHEDULE OF EVENTS

Line Event
1 VENDOR QUESTION DEADLINE

Event Date
2026-07-31
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Immunization Information System (1IS) Baseline Requirements Traceability Matrix (RTM)
Update Released July 2025

This requirements traceability matrix (RTM) contains draft baseline functional and non-functional requirements for an immunization information system (lIS}. The requirements
clarify minimum expectations for what 1IS technology must do and how it must operate to support |IS Functional Standards and programmatic and immunization stakehoider
needs. The functional requirements describe intended behaviors of an IIS to support business processes and tasks, by function and capability. The non-functional requirements
convey technical requirements related to how a system must operate, by attribute and sub-characteristic. An embedded IIS Functional Model presents a visual depiction of the
core functions, capabilities and attributes of lIS and serves as a companion to the requirements.

This RTM is intended to be used by immunization programs as a starting point for the procurement of an IS platform, module or enhancement. The RTM should be used
throughout the system development life cycle (SDLC) to ensure requirements are met in a final product or system. Immunization programs and 1IS may also use the IIS
Functional Model and the requirements within this RTM to help assess and identify gaps in current IS functions, capabilities and technical quality and provide a roadmap for
future development within or across jurisdictions.

Contents

Guidance: Using the RTM Step-by-step guidance and helpful hints/notes for using the RTM as part of a procurement process.
Functional Model Draft IIS Functional Model (FM), a visual depiction of IS functions and capabilities and attributes.
FM Descriptions Descriptions of the IS Functional Model functions and capabilities and attributes; also provides an indication of total requirements by function/categ
RTM Format Description of how the RTM is structured for presentation of the requirements.

Requirements by Function/Grouping:

Admin System Requirements related to the function: Administer System

Manage Orgs Requirements related to the function: Manage Organizations and Facilities

Manage Users Requirements related to the function: Manage Users

Interop Requirements related to the function: Support Interoperability

Data Quality Requirements related to the function: Ensure Data Quality

Eval Forecast Requirements related to the function: Evaluate & Forecast

Manage Pt [z Record Requirements related to the function: Manage Patient & Immunization Records

Manage Vaccine Inventory Requirements related to the function: Manage Vaccine Inventory

Data Access Requirements related to the function: Provide Data Access

Non-functional Technical requirements across key attributes

Glossary List of terms used in requirements and their definitions

Crosswalk to FS Compare the Functional Model to the IIS Functional Standards {FS)

This RTM was developed by the Public Health Informatics Institute, in partnership with AIRA and CDC and with financial support from CDC under Cooperative Agreement
number 6 NH231P522664-01. Questions, comments and sugaestions are welcomed at iis@phii.org.

PUBLIC HEALTH :
INFORMATICS
—— INSTITUTE o
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Guidance for leveraging the RTM workbook in a procurement

Suggested steps and helpful hints for immunization programs and IIS when using the IS Functional Model and requirements within this RTM as part of a
procurement and system development life cycle.

1. Identify the scope of the procurement

-- Are you looking to procure an IS platform or a specific module or enhancement?

-- ldentify which functions and capabilities within the IS Functional Model may relate to your project scope.

-- What technologies/systems do you have access to within your jurisdiction that will fulfili certain functions/capabilities/requirements?
-- What technologies/systems will need to be integrated with the procured solution?

-- Use the RTM to identify the requirements in scope.

2. Identify stakeholders/representatives to be included in the requirements review and validation process (and will be included in user acceptance testing)

-- Include people that do the work, i.e., staff from across the IIS and immunization program who will be using the system/module/enhancement being procured.
-- Include representatives from IT, as appropriate, e.g., a jurisdictional IT security officer.

-- Consider validating requirements with end users to ensure completeness and accuracy and to inform prioritization.

-- Engage with the procurement office early in the process to fully understand jurisdictional requirements, policies, templates, approval processes, and timelines.

3. Gather existing business process documentation for reference
-- Gather standard operating procedures, documented workflows, business process analysis documents, help desk and tickets.
-- These materials will assist in the review and validation of the requirements within the RTM.

4. Kickoff the requirements review and validation process

-- Identify reviewers for the functions and requirements within scope, considering individuals' subject matter expertise.

-- Schedule and conduct a meeting with all stakeholders/representatives to discuss the requirement review and validation plan.
-- Introduce the Functional Model functions, capabilities and/or attributes in scope.

-- Orient the group to the RTM format and contents, including the glossary of terms.

-- Review the project schedule and individual responsibilities.

REVISED Attachment B_Guidance 2
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5. Review and validate requirements
-- Review the requirements by tab with the appropriate program staff and/or impacted stakeholders (consider daily facilitated review sessions). Review the
requirements based on current issues, concerns, challenges to ensure/mitigate current issues, concerns, etc. (using documentation gathered in step 3).
-- Discuss and define jurisdiction-specific needs and requirements. In particular, consider requirements that include 'as per jurisdictional policy,' those indicating
'user-defined parameters,' and non-functional requirements where jurisdiction-specific values should be entered.
-- Validate the requirements in terms of their:
* Completeness and accuracy: add jurisdiction-specific requirements in a separate tab (included in the RTM workbook} or as additional rows in the
appropriate existing tab.
* Clarity: offer clarifications as comments in the "Comments" column. CDC strongly recommends not altering the wording of the requirements in the RTM.
* Priority: CDC strongly recommends that values listed in the "Priority: E, O (essential, optional)" column remain as is unless jurisdictional law/policy says
otherwise.

6. Approve the final set of requirements
-- Gain approval of the final requirements from program and jurisdictional IT leadership, as appropriate.
-- Use the "Req. #" column on each tab to assign a unique identifier, which will facilitate traceability throughout the development lifecycle.

7. Include the requirements in the solicitation to inform vendor selection.

-- Conduct a final re-validation of the requirements: what has changed? Are the requirements still accurate and relevant? Have any priorities changed?
-- Work with your procurement office to ensure your requirements are incorporated into your solicitation. Attach or otherwise incorporate the RTM or
requirements listing based on jurisdictional policy.

-- Provide instructions for solicitation respondents to comment on each requirement, using the "Vendor Response" and "Vendor Comments" columns.
-- Review responses and conduct due diligence to determine a solution/vendor that best meets your needs.

8. Work with the selected vendor on configuration and specifications, as needed.
-- Ensure that your essential requirements are met.
-- Review vendor system documentation to determine potential gaps for future consideration.

REVISED Attachment B_Guidance 3
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9. Test the delivered solution to ensure requirements are met.

-- Refer to the vendor documentation to control the quality and completeness of the procured solution in meeting the requirements within the RTM.

-- Add columns to the RTM for further traceability of the requirements through the SDLC. For example, 'Script #' and 'Tester' columns can be included to
ensure each requirement has a corresponding test and tester during user acceptance testing.

-- Identify individuals who will be involved in user acceptance testing; ensure these staff are prepared for the testing process and know how to document
testing results.

10. Update business processes & documentation, as needed
-- Update standard operating procedures to reflect and refine staff interaction with the new technology.

-- Be sure to train internal staff as well as external end-users.

Helpful Hints and Notes

-- The RTM can he used in conjunction with requirements definition tools, such as task flow diagrams. (For more information on PHIl's Collaborative
-- On each tab, high-level requirements are shaded in blue; rows beneath each high level requirement provide further detail.

label with jurisdiction name.

-- Tabs can be added to the RTM to encompass business processes or business rules within the workbook.

-- Columns can be added to the RTM for further traceability of the requirements through the design, build, test and release activities. For example, a 'Script #'
-- To be most effective in tracking a solution that meets program requirements, the RTM must be maintained throughout the system development life cycle.
be warranted to differentiate those required for Day 1 and those that could be delivered in future releases.

-- Consider using an additional priority designation of 'R' for 'Required by Law' to indicate requirements that stem from jurisdictional laws/administrative rules.

REVISED Attachment B_Guidance 4
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Return to Cover Page

s Immunization Information System (lIS) Functional Model

= The |IS Functional Model presents a framework and terminology for conveying and communicating the core functions, capabilities and attributes of IIS. These systems,
. whether as a single integrated IS or as a set of interoperable modules, support public health immunization programs in achieving the €DC IS Functlonal Standards*
and in providing trusted data and information to improve clinical immunization practice, increase vaccination and reduce vaccine-preventable disease.

The model also serves as a companion and index to the IS Basellne Requirements Traceabllity Matrix (RTM), which provides detailed requirements across IIS
' functions, capabilities and attributes. The RTM and other requirements tools can be found at phll.org/ils-requirements.

H HH H These functi d biliti t functionality of lIS. Refer to the IS Baseilne RTM
IIS Core Functions and Capabilities s ne o seqoneois secates i asen o 0 e 15 Boseine

ster System Manage Organizations & Facilities Manage Users
« Hierarchy configuration * User roles & permissions  Organization/facility » VFC/vaccine program « User search « Authentication &
= System configuration + System alerts search enroliment + Add, edit, inactivate user authorization
+ Add, edit, inactivate « Organization/facility + Password management
organization/facility outreach
Support Interoperability Ensure Data Quality [ Evaluate & Forecast
+ Onboarding « Data exchange = Patient matching « Vaccination event matching « Clinical decision support  * Coverage reports
« Interfaces & deduplication & deduplication .

Reminder/recall

Manage Patient & Immunization Records Manage Vaccine Inventory Provide Data Access
« Patient search + Add, edit patient * Vaccine inventory search  + Vaccine inventory + Standard reports « Ad hoc queries & reports
+ Add, edit patient immunization » Add, edit vaccine inventory ~ reconciliation * Print/export reports « Consumer access
demographics « Print/export record + Vaccine ordering * Vaccine transfer
+ Patient status « Mass vaccination - Review/approve order + Vaccine wastage
« Patient consent » Vaccine decrementing » Vaccine expiration
I IS Att ri b u tes These attributes represent the technical characteristics of an IIS necessary to support immunization programs and stakeholders.

Refer to the IS Basellne RTM for descriptions and non-functional requirements associated with each.

Performance £ | T | - AR | T
i Usabilit Reliabilit Securit Maintainabilit Portabilit
Efficiency | Y Y | v | ¥ Y
= Time behavior *+ Operability + Availability + Confidentiality * Analyzability * Adaptability
* Resource utilization + User error protection « Fault tolerance » Non-repudiation » Installability
« Capacity » Accessibility + Recoverability » Accountability

+ Authenticity

* https://www.cdc.gov/vaccines/programs/ils/func-stds.html This resource was developed by Lhe Public Health Informatics Institute in 2020, in collaboration with AIRA and CDC, wilh financial support from
CDC under Cooperalive Agreement number 6- NU3BOT000316. Questions, comments and suggestions are welcomed al phil.org/liscontact.

REVISED Attachment B_Functional Model
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IS Functional Model descriptions

Tab Name
Admin
System

Manage Orgs

Manage
Users

Interop

Data Quality

Eval Forecast

Manage Pt {z
Record

Manage
Vaccine Inv

Data Access

# of Reqgs

61

83

35

65

32

64

83

87

65

Function

ad)

Function Description

System

Manage
Organizations
and Facilities

it of global system
settings and alerts, including set
up of user roles and permissions.

Management of organizations
and facility accounts.

Users

Support
Interoperability

Ensure Data
Quality
Evaluate and
Forecast

Manage Patient
and
immunization
Records

Manage Vaccine
Inventory

Provide Data
Access

Mar 1t of user accounts.

Manage interfaces to exchange
data between the IIS and other
systems.

Deduplication and consolidation
of records.

Determine the validity of past
immunizations administered as a
basis for determining

Manage patient demographics
and patient immunization record.

Order publicly-purchased vaccine
and manage vaccine inventory.

Provision of access to data and
information.

Non-
functional

99

Performance

Usabillty

Performance efficiency relative to
the amount of resources used
under stated conditions.

Degree to which a product or
system can be used by specified

Capability
Hierarchy Configuration
System Configuration
User Roles and Permissions
System Alerts
Organization/Facility
Add, Edit, Inactivate
VFC/Vaccine Program
Organization/Facility
User Search
Add, Edit, Inactivate User
Authentication and
Password Management
Onboarding
Interfaces
Data Exchange
Patient Matching and

\ i

Vaccination Event
Clinical Decision Support
Reminder/Recall
Coverage Reports
Patient Search

Add, Edit Patient

Patient Status

Patient Consent

Add, Edit Patient
Print/Export Report
Mass Vaccination
Vaccine Inventory Search

Add, Edit Vaccine Inventory

Vaccine Ordering
Review/Approve Order

STChealth, LLC

Return to Cover Page

Capability Description
-- ability to create hierarchy that informs the association between geographical levels within the jurisdiction and among organizations, facilities,
-- ability to define system-wide settings, such as management of code tables
-- ability to define and manage user roles and use role permissions to perform a function, activity or task
-- ability to broadcast communication to JIS users viewable upon logging into the system
-- ability to look up and retrieve an organization or facility account
-- ability to add, edit or inactivate an organization or facility; ability for an organization to initiate enrollment and re-enroliment in the I1S
-- ability to enroll and re-enroll a provider organization in VFC and/or other vaccine program(s)
-- ability to communicate with organization/facility representatives
- ability to define parameters to look up and retrieve a user account
-- ability to add, edit or.inactjvate a user account
-- ability to validate a user's identity, entity and system permissions
-- ability to administer, change and reset user passwords
-- ability to establish/re-establish/modify an interface with another information system for the electronic exchange of demographic and/or
-- ability to facilitate electronic data exchange with other information systems, including EHRs, VTrckS, jurisdictional vital records, and the 1Z Gateway
-- ability to exchange data electronically and monitor and troubleshoot data exchange
-- ability to identify and manage duplicate and potential duplicate patient records
-- ability to identify and manage duplicate and potential duplicate vaccination entries
-- ability to evaluate and forecast immunizations for a patient per ACIP guidelines and in alignment with CDSi specifications
-- ability to identify and notify patients who are due for upcoming immunizations (reminder) and/or are past due {recall)
-- ability to create reports to support immunization coverage assessment at the provider and geographic levels including reports for the CDC's VFC
-~ ability to look up and retrieve a patient record
-- ability to add, edit or inactivate a patient record
-- ability to manage the assignment of a specific patient to a provider organization or jurisdiction
-- ability to manage patient agreement to participate in the !S in accordance with jurisdictional policy
- ability to add, edit an immunization record
-- ability to print or export either a patient or immunization record
-- ability to capture a large volume of demographic and immunization data in emergency situations
-- ability to look up and retrieve vaccine doses in inventory
-- ability to manage vaccine inventory, including ordering, storing and handling, and reconciliation of vaccine doses
-- ability to order publicly funded vaccines as authorized
-- ability to review, edit, and authorize an organization's vaccine order for approval, submission and fulfillment

Vaccine Dose Decrementing -- ability to automatically decrement vaccine doses from inventory when matched vaccine doses are reported as administered

Vaccine Inventory
Vaccine Transfer
Vaccine Wastage
Vaccine Expiration
Standard Reports
Ad Hoc Queries and
Print/Export Report
Consumer Access

bt

Time behavior
Resource utilization
Capacity

Operability

User error protection

-- ability to maintain an accurate count of vaccine doses available based on doses administered, wasted, transferred, and expired
-- ability to transfer vaccine from one VFC provider organization to another in certain situations

-- ability to manage nonviable vaccine reporting

- ability for notification and management of vaccine inventory expired and due to expire

-- ability to generate pre-configured reports available and accessible in the IS

-- ability to create, save and schedule data queries and customized reports on demand

-- ability to generate data to print or use in other systems

-- ability for authorized consumers to directly access I1S data for which they are authorized

e e —— - —

= deErE;o which the rés.poﬁse and proces%gﬁ;\d?ﬂau&ut rates of a prodﬁgor s_ystem, -\A_/Hen_;erf;);ning its functions, meet r_equirements
-- degree to which the amounts and types of resources used by a product or system, when performing its functions, meet requirements

-- degree to which the maximum limits of a product or system parameter meet requirements

-- degree to which a product or system has attributes that make it easy to operate and control

- degree to which a system protects users against making errors

REVISED Attachment B_FM Descriptions
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11S Functional Model descriptions Return to Cover Page

Tab Name # of Reqs Function Function Description Capability Capability Description
users to achieve specified goals  accessibility

-- degree to which a product or system can be used by people with the widest range of characteristics and capabilities to achieve a specified goal in a

Reliability Degree"to which a sy.s‘tem, Availability -- degree to which a system, product or component is operational and accessible when required for use

product or component performs  Fault tolerance -- degree to which a system, product or component operates as intended despite the presence of hardware or software faults

specified functions under Recoverability -- degree to which, in the event of an interruption or a failure, a product or system can recover the data directly affected and re-establish the desired
Security Degrée to which a prbduct or Confidentiality -- degree to which a product or system ensures that data are accessible only to those authorized to have access

system protects information and  Non-repudiation -- degree to which actions or events can be proven to have taken place so that the events or actions cannot be repudiated later

data so that persons or other Accountability -- degree to which the actions of an entity can be traced uniquely to the entity

p.roducts'oll' systems have the . Authenticity -- degree to which the identity of a subject or resource can be proved to be the one claimed
Maintalnability Degree of effectiveness and ’ Analyzability -- degree of effectiveness and efficiency with which it is possible to assess the impact on a product or system of an intended change to one or more of
Portability Degree of effectiveness and Adaptability -- degree to which a product or system can effectively and efficiently be adapted for different or evolving hardware, software or other operational or

efficiency with which a system,  Installability — degree of effectiveness and efficiency with which a product or system can be successfully installed and/or uninstalled in a specified environment

REVISED Attachment B_FM Descriptions 7
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RTM Format

Return to Cover Page

Vendor response: Yes,

Priority: E, O Yes with
(essential, customization®*, No Vendor comment(s)
optional)** *Comment required

Capability/Attribute ***Requirement: The IIS must/should have... Comments

[Copability/attribute. |([gh-level requicement] [ ity
: ¥ i i |
: 1L _ |4 I

Updated |[Req.1D] |[Capability/attribute  |[detailed requirement] --Suggested recommendstions for the [Reviewer notes related to: [Draft priority
from the name, e.g., 'System requirement. - Drganization of the requirement {in terms of its designation, e.g.
pravious Configuration'] ~Indication of relaticnship to & priority cross- associated capability and/for function] “E"]
version of functional naed such 25 mass vaccination or school |- Wording of the requirement
the ATM or reparts. — Mist thoughts]
newly
added.

*Numbering/identification of individual requirements will occur at the very end of the review and revision process, once requirements are final.
**Priority designations:
E: Essential: Baseline, critical requirement reflective of core functionality/attribute for a viable (1S as defined by CDC.

O: Optional: Not essential for all I1S as defined by CDC.

*** Rows highlighted in blue indicate a high-level requirement

REVISED Attachment B_RTM Format 8
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|as 002 |Hierarchy
|Condiguratiin
[AS_003  [Hierarchy kbt 1o associate clinician(s) 1o a facility i Yiri ﬁ_cinu(' supporls chinician to-facilly association
Candiguatian theough ke, fadtity andt
owidir atinbution on immunization regards. This
s et L ihwihich
Eanitiof ‘ite
yand i
s
75004 |Mierarihy. ity to 10 T ) (ST 1GWE® it 4 strong organization/facility
Cantiguranon e faciiy b g
onin tacley Sy and|
lrgrte R b s T Slihiend:
& i ray for
usres b manage RpETatisem, mBnto: sctinty, nd
£t acieas the full laesdy retwadh.
006 [Hhrarchy 3 B{re3r data across user-delined hierarchies e TCONE® enables mearsngiul sngregation aerow
Confguration 3 4 i b and uzer-
i give ot 1
Iy -
i,
[AS_008  |System Conliguration  [aludty lor junisdictional adrmun to maintam separate VFC supplied inventory 1o Lhe IIS. Yk 1T ONE® ke VIT-tipphod intvrrlody.
" i 3 RAVRE s,
[ Fnabiet jumishetom to ditingenh, M manaee, and
|report an VIC imventony with confidense.
[ns-oos stem Configuration Tor junsdiciional admin to maintain separate jurisdichon supplied inventory. iG] Tcione [ acten-
. gparty wpanaie !
. Sextin 137, and ikl
frideibindpins iyl
& A \
[VFL and prvate invemineg.
[atekety Jor junisdicuonal admin Lo maintain separale private slock inventory Yeh Emuw:' [
— [rnewiey orderng, and
regasting. The givs usert 2 losr seast ation betwoan

|A5.010  |5ystem Conliguration
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Function: Administer System

ystem Canflguration

[ty ot i ams

Rawiewer notes

Return to Cover Page
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[STC{ONE® allows for the jurisdictional admin to
[commonly the product code set with the assoclated
INDC codes. Managing the majority of code sets s
largely unnecessary as this Information is
|automatically loaded Into STC|ONE® and maintatned
In accordance with the CDC Cade Sets elimInaling the
eed for this requirement

AS, 012

System Configuration

ability for jurisdictional admin to update NDC codes

STCIONE® supports NDC management through
jurisdiclion-added vacune catalog entries with
consistent NDC validausn across the application
Centrally synchronized CDC NOC data keeps the core

ral while

add locally necded entries

A5 013

5ystem Configuration

Ability for jurisdiclional admn to update CVX codes

[5TC |ONE® keeps CVX information current through a
centrally synchromized COC code-set service and
validates jurisdiction added catalog entries against the
fcurrent CVX set. This reduces manual maintenance
while ensuring vaccine coding remains accurate and

5014

System Conlguration

[abilty for junisdiciional admin o updale MVX codes

Flﬂ_sullwmbnnal standaids.

4TC[ONE® supparts MVX manulaclurer coding
through the CDC CVX/MVX product crosswalk and
caplures manufacturer details on vaccine catalog
entries, including jurisdicion added entries. This gives
{junisdictions consisient manufaciurer coding across
vatcine setun and inventory workllows

T[R0Ts  [Hystemc

TSTCTONES reduces manuai data entry by pra-

kay vaiues the user
[Dekvery hours, recommended quantities,
[manufacturer detalls, funding source, and eliglblity
|vah urfaced f figured data 50 users can
Ldstes with lemer grtiss

$ystem Configuration

[abilily to display an crror messag: m the user inlerface when minimurm information required is not complele

ONE® well daphay a0 o110 MEUAEE whon 3 uter
selects Save or Submit and if required fields are not
completed. STC(ONE® has a standard configuration
that requires specilic Tields prior to saving a change or
[sutimittiog inbarinatsan; i rdictisms mry mouesty
kchanges Lo this configuration. When a required field s
ot compleled, the user will recerve a warning at the
top of the screen in Red that clearly specifics the field
that s required

a5_017

System Configuration

Lability to standardize addresses per US Poslal conventions and codes

5TC|ONE® supports USPS slandard address cleansing
through the ntegrated Smarly address service, Once
configured with jurisdiction credentials, addresses are
standardized as they are saved, improving data quahty
and comeency acnis the i@

A5 018

ystem Configuration

abilily to verily validity of addresses (as valid USPS addresses} in hie /IS hrough electronic means {e g , SmartyStrects)

|FTCIONE® verifies addresses electronically using the
Integrated Smarty service, ncluding venfication status
and validalion timestamp, This gives junsdictions a
builln way 1o confirm address quality using the same
type of service identified 1n the requirement

AS_019

Sysiem Conbiguration

35ility lo geccode addresses

[BTCIONE® includes geocoding through the same
Smarty address mtegration, storing laltude and
longitude meladata with validated addresses This
supporls localien-aware reporting, analysis, and
bperational planning

A5_020

System Conliguration

by to wabdste stcurate ait gnment of addreis 10 a0 individual through electronic means (e ), LexisNexs)

Yos wiln

y validauon (e 7.,
| exisNexis) is nol currently integrated, STC|ONE®
provides the abity Lo connect to Lhird party oplions
through the use ol an AP that s avalable 1o
junisdicuons

s 021

System Conliguration

ability Tor Jurisdictional admin to modity facihity types according to immunizalion program descriptions and CDC VFC Program descriplions

STCIONE® supports facilty classification through
facility and organization Lype ticlds aligned 1o common
enetanaration projrae cotngories woh o hiabih
departments, chinics, hospitals, pharmacies, and
schools, This gwes jurisdictions a practical foundation
for managing facililics according to program and VFC
reporting needs

REVISED Attachment B_Admin System
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Functlon: Administer System

45,022 [system Configuration |abbey far

@ tanfigue rules governing data validation of incoming HL7 messages

Return to Cover Page
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atlon®, Na
*Commant regy

STC| DN buppoits jurisdicton-spetdic HLY validation
d

| masiningy. Messages are validated against CDC 12

varcsandt, while utatbetossl mapmngs,

Iz and transfermations help ensure Inbound data is
SOt
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MU_003  [User Search ability for organization admin Lo search all user accounts assoclaled with their organization [

(3cpoanty wilhun thoe Juthon ol s0eee.

MU_004  [User Soanm Ty fer argancames Tl [} Yes [eeione = i ] it

v . This wugioests oy 4o-tlay uner snarpement weve

< Sy

MU_QD5  [User Search 35wty t0 sart users by user dehined criteria ] Vei THDNL® Tugsgeoets SOrlang Wiet BATS by v v bl Comint,

Tha eign
ssimiemiteyions quickly organize, review, and manage user
[setounts secandig 1 their workltow needs

um o B new Luee regisiratan

This glves
e ds and
F_ﬁumnmrm.

MU_007  [#es, b v e i Y STC|ONE™ JLriasimes Pew w8y At MDY 3 paced
account that ang
sends 3 LECuiD Wt aee e wilh 4 Gre-tisne Lt fink.

L _COK Tt Inactreste Uy abeity for aiesin 1o moddy uier adcountl [} Yn Iﬂlﬂ“' = v {4

ri g ] jutit o facifity
Beteis, Al tharges dre hstuted hor ity

IASS, £80, jnactvate Uher |45y Jor admin 0 InaCtivate e sccounti

MU_010 (haa, et 4Ty T putiaeti i g LU

| etuerd reason capture and per-user processing rests.
[ Administrators can efficiently manage multiple accounts

e bl
Thaty for it T 08 o T =3 STCIONDY crabies o/garication sdmiamatess 0 |
|add, Edit, Inactivate User [abllity Lo store reason for Inactivation ol user account 3 e
(MU _013  [Rad, o, inattvate Uyer ity bor [ Ve
IMu_lm Az, Eqir, Inacuvate User bty X i wale} 35 po i 1y ] Ve wiih customaanon  [STC] DM can mewt D roter el wih cuomiation |
e ki L
contral
MActid, L1, Inactivste Ui ability to electronically notify a user that their account is inactive [*] Ko inkgn, i i
berr ietinmns the Tilioenng meisspe *Actount & daalied,

fumcuoiakiy may b ysed,
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Function: Manage Users Return to Cover Page

Prigoty: £, 0 Vendor response Yes, Yes

{essential, with cusinimizadeat, Ho

v Camnmngnts *Cermement tripulred
Add, Edit, Inactivate User capture clinician activity status (out of state, loss of certification, change of practice status, other) ST | DNE™ dos not cutrently wuppor this capability
24 paat of the propoved solution. The platloom ly
eugned around secwe, role-baved uier managrment
and e grathin with juridiction identity feovidon,
bt s specilic suthentication o pcsount

ajjn function h nat iy thee |

MU_016 nplemantation .
(MU_017  |Add, Edit, Inactivate User sty for g, g INDIN UAeT € ik RIT|OME® sfigwy junnadictionsl sdmnalraien 10 assign
‘sl or custom roles when crealing or editing user
seocten Rebe cRangrs sre awds lagoed, ¢ ong radition |

i il

MU_D16  [Aad (a0, [ty e aTohrt withe i )

ST JUNE® vt ongd e sdmenlfalon i 3gh
ol 10 e L e iy P
{hus graes permissions This suppons delegated user

STTJONE® tun the abATY 1 300r The Ly Ve Dvdgh 22
password This isa

of $TC{ONE®. Once a user is created Lhe username is

penetsted. The admin can set (e asaward and then

e i 10 be phasged wpon st logen

|FTETONE™ waipiets vogie sig on nd can caneedt 194

urlhetaon’s EaLling shenbly | Cvdies thisogh

conliganatisn. This allows jurisdictions to use familiar login

tog g gk o champi.

WIUL0Z1 [ ReAmentication & AuimanAtior Sbilty (0 SUIPOTt access Via SINGIe-S/gn in 1or jursoictiona) users o Ty

[T EA 10 switch between o e [FTCTONE® eppoms vters sugred 1o mattae
o JARL%0m 20 Bt dech |00 asthatibed

.
o eng out. Thay hrln wiens werc elficently scrons iheir
e mitiind wecor
|STEIGHE sappart wver sccons 1o PABLLEN PRy
ageenvenili, Including agreement content,

vrla, s Winotues Uhougs Lty and
reecimere werlfiowa. Tha beepn pohay llarmunticn wndle
51 scceuaiie within the Uy experancy,
51C|ONL* can meet nis requirement with customzalion

Mu_0z23 X o view policy G Ter

MU_024  [Authenizcanion & Auth multi-tactor per ional palicy 5] Wik mrith GuntEit i

Thes apprtach sfios it jutindiction™s identity plaifoom 1o,

iarge the feuiired authenlication behavior while

STE|INE* applles the appropriate roles, permissions, and
et airys insice he apgiation.

MULDTS I fegar=tite e b5 St horient vier of icouni Crodentiel - — =

MU_026  [Password Y ¥ natify authongod wwers of ther waetname L L STCONE® includies izgin mioemation o the wiltome/wiug |
)

wvemame Lo use when completing account selup and
[seciriting the systim.
Yeu [$TCIONE™ topcrts patimwand eagraticn frmmndy
b Tagi viem's confipenatie
[MTRings, JEawing Jle nasranns Lo 3|0 neiecor Bt
with local seeuity pabey.
TS [Frywett Wamsoemer by 10 = e o thast pondng S00uNt paYEwENd Cxpation [} FrL Wi Cuomiaangn  [STCIONE® Can mest UNY Ganttmang wilh Cutami el ion

MU_DZ7 [Passwora Management aility to electronically nolify authorized users of thelr temparary password in a separate notillcallon [3

oo prineder,
Toan gt the mainictive’y ienedy- masagremes patlpam,

ez £n wivle STCHOWE® Hptiirs the Suthesticated wser
emiidy s sacieri the Seroeruite folm, pétmmtem, st
| ACOris MO0
MU_029  [PFassword Management [ataity bor " inervah bor g f notitt to: i Their ponding HO0unt BEAVWONE Capatinn [] tor wilh customisation  |STCIONE® can moet U reoudoment wilh Cualometion
{#heug the Jurisdiction’s SO provider. By teveraglng the
urlsauttion’s identny manseement platform, the solution

quired password or |
tisvest while preserving centralized security policy
#fasemens, auditability, and govemance
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Function: Manage Uiers

Statui  Mew ¥ Capatality
Parvywand Managnment

MU 035 [Pasiueard Mataprmend

it The I mustfchould b

ability 19 fuppar tmaenry o e

a5ty v sacmert T FRwaH ish il knge o e

Commwnts.

Return to Cover Page

Priorily:E,0
{essential,
optional}

Vendor response: Yes, Ye:

with cisombtian®, N
*Comment reyred.

STChealth, LLC

]
Vendor comment(s)

TETONE® Ik 1 3001 16 bt & tiriel piimond Sk m
pisce ol 3 temperdry Briwerd n Wnang § Lompersny
{sustm=it i nol considered a best practice amang
{paviwst secwity. The user will be required Lo creale a
v punywsd immediateby Loon kepn, In adacion. i 12e
utier sehecied W "Forgot Password' link they will be
maried infarmazion on hew Lo CHEte 3 Hew paLiaore

MU_(37 |Password Management

sty for s b3 chamge Ther Own pusveeeds por programyjurasst lion wewy polcy

40w lnig 2 seLup or passwordd reeet link slays vald (e.g., 3
vt nurssbier of days) is a selting in the login system, and can|
e et per jurisdiction’s geley,

WU_033 |Password Management

oty fox wnaes b rinert thise ey

TACHE™ wgeoets uter fall sorvace g uwisnid changr
[wiagh the secure bagin yyitem, reducing adminisLrative
(st wehilie g wveg users a straighllonward way to manage
crvoendish.

MU_034  [Password Management

wri

[STCIONE® suppons wrtuty Wil servte BV mong fewr
[mntagh Lhe B systern's bk b ted werkli, heloing
[wkiers ragain sccesh efbinnily whats maimtaning ireng

S50y 18 prompt users Lo change their password at time intervals per programyjurisdiction security policy

tutiy controls.

Retporing ubers to Chargs thew pritwend aller 5 Cortain
amesant of B o5 & Setiang in Tk fisgi syitim, and i b
ot end b ath mact program of fusisdition's secuity
o
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Function: Support Interoperability

Statin

Requlrement: The IS mant/

hould have.

Comments

Return to Cover Page

STChealth, LLC

Priorily: €, O Vendor response: Yes, Yes

{essential,
optional]

with customization”, No
*Comment requited

Vendor comment(s)

INT_002

ability to track an organization's/facility's progress through the onboarding process

wirarg —

STC | CINE™ givis sialf elear, real-time vivkslity into each
partmes's Brageis. w workfis
tratks partner status step by step, helping teams manage
ruthiingo resdueas efficiently and keep implementations
marvinig (orward.

[y o capiere B pystem speitation detas

1o

INT_004

Dnboarding

ability to ereate 3 unigoe wierars 10 a3ugn to the srgamzations/lacisties desing the test phaw

[STC|ONL™ supports unique partner credentials for testing
[ production exchange. Each partner receives lts own
loysin and API key, enabling secure authentlcation and
pariney agedific scopuniabiliny acrois dats submissions.

INT_005

Onboardng

atulily ta create a unigue password to assign to the organizations/Tacilities during the test phase

Yos

STCJONE® supparts unique, securely managed partner
ety and hiye Each submemlon i suthonticsted belore
scveptance, helping jurisdictions maintain trusted,

Updated

INT_006

[Orboardng

ability to ically atert the

when the certificate for transport is going Lo explre in X time period

|m elied eleztrank exchange.
STChealth manages the certificates outside the

and is i as part of the SAAS

platform,

Updated

INT_007

Dnboarding

ability to store digital certificate Information

STCONE® has the ability to siore digital certilicate
infarmation: DEvOPs can manage and agiply certs for
each jurisdiction during their maintonace windaws.
STChealth manages the sedtilicates outiide the
appiization amd i coniderod as part of thir SAAS
plathoim.

INT_008

Drboarding

ability ta validate that the transport layer between Lhe test site and IIS is functional

STC[ONE® sapparts franspon valiation through a builtin
connectivily Leat that cantme whither the conmetinn
telween Lhe paniner site and the IS Is functioning
[peserly. This helps partners and staff identily readiness
telore moving forward

INT_009

Onboarding

ability Lt validate dpstem w he

of tear tata

[STCIONE® alows partners 1o vabdate cannectivity before
andding besd datn theoogh bl an tew took. This retuces
enbioaseng friction and groes eschange gartnor
[canfidence that thoir conncctan is ready for mesiage
risting.

INT_010

Onboarding

abllity to dentlfy data formatling errors during testing

|STCIONE® wpporn COC-uligned mesage validaton during
teating, metamatically identitying errai and warning by

lickd whalir boeieng 1eit dala deparate from production.
This helps pariners toereet ivaves bricie going fve.

Updated

INT_011

(Onboarding

ahility to provide test mifsage subsminsion sumemary repart ta the EHR vendos

EC|DNE® maintabn a tecord of feat messaces sbminied
by @ach prthaage parined snd suppodia summaty ropariing|
o vendor review. This gives both jensdictions and vendor
viadkaihby kvt Desting progress and data guslity,

Updated

INT_012

Dnboarding

[4k=ity for EHR vendor to view details regarding the processing of test data in terms of errors and warnings in the messages

[STCIONE™ grves EHR vendars and exchange partners stcesy
1o detaiied tedl-meniage results, including etron and
wasmengs, ihiosgh 3 cedicated best cantale. Vinudar-
peeilic aceess tan be scoped 10 parinen soe only thow
aven retuity.

INT_013

Dnboarding

[ability for 1S stafl to roview and

[STEIONE® vupparts stall el and appraval ol

anloarding inlormation bifare partier move toward go-
[Woviz. Thie rivveicve moded st with the platform’s iraader
spiproval workilows for organiisbons, Liolilies, and e,

INT_014

Onboarding

[ability for 11S stall to review and reject onboarding forms

Yes

STE [ONE* supparts repcoon of onboarding e enroilment
wilamissiom with recorded eatons and reviewer notes.
Partnet acoeil cah alio be unponded when necded, paing
! control over onghange readendsi and comphange.

REVISED Attachment B_Interop
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Function: Support Interoperability

Siatus

Reg. 8

Capability

15 it shouid have.

Regulrement: Th
ability for applicant to edit a rejected anboarding application

Return to Cover Page

STChealth, LLC

Pricrity: E, O Vendor response| Yes, Yes

{essential,

Camments optional)

with customization®, No

“Comment reguited

Vendor commaent(i]

ST fONE® supports this capability theough sweeute,
[tand 1 wa that holp

J dats

cashaige ¥
the 185, Tha platfoem b designed 1o supmort modorn

4 e Ining virsng
validation, security, and operatianal cantraks.

INT_016

Onboarding

bty for appincant to save a rejected onboarding application

Yeu

[STEIGNE® can support this meed theough it (oedgtable
il amewark, dowing WL par L

Ernut wilng agigrenerd trampott, autheiication, and

meiLen b Thiz geees

Neubility whde peeierig a governed, secure exnchange

el

INT_017

Dnboarding

badity for appizant to rewibmit a refcied onboandeg application

STCIONE® supparts telusblo minaage procrisng and
el an manage

enchange
{interoperability sciivity wah canfideide, The platarm
et tiriute data i receivied, validated, routed, and made
[rvaslable thioigh tontrotied It workliows

INT_018

Orbaarding

ability ta compare onbaarding application information to current records to determine most current data

STCIONE® supparts meroperabdity oversight through

d partner redoedh, dotaily, validatkon
contraby, and opecational viubding info oahange aciity,
These copabilities give prindictions the toah needod to
manage elections data exchange across participating

filiOEharHFATE t IS aTAStElcITOni dit sharlomchnge pet Rirkidicional policy ]

INT_D20

interiaten

abllity to interface with electronic health record systems

You

STCIONE® eonhects with EHR tyalems in real lineg uiing
HLT mevaages, st over aey ! throe commen mathikly
[HTTRS, MLLP, oe SOAP]. Vacciaation roti s submatod by

iNT_021

Interfaces

abillty to interface with the Immunization Gateway

IU'IM.N procewed sutom. .
STCIONE* supgiarts thiy capability throujgh its standardy.
ased interoperability framework, enabling secure
iectronic eschange and vahidation af jmmimiration dats
with participating systems. The platform is designed Lo
igision ieable data movement, strong partner

and governed i i that

{hafis furiadictions meet modurn data-exchange needi

Updated

INT_022

INT 023

[interfacey

T

ability Lo interface with an application that facilitates patient scheduting

Particularly relevant for mass L 4
wvaccination

Yes

0B @ -N ALOOBGR# Bu0"1 M+ Bi' A'Uid +
137185 9B 18] 919 BET | AGRYE AR
130" BRLIT 4 T S LT S
MID" Bl 3T 8% 100 " N ATy
SB1MAIRSIELSM € M E T 1T 1R AT
FIT AN R [ 4R +E6R; WIRBL N T
B

SET 1 Srehnge s Wil COE Vot
|
I

INT_024

Imterfaces

ability to ardel vatting via electitmie interface with VTS

TEIOME® sirppini 13 dlettrons vaccing-order submitsian to
[VTrekS through File export or API-based exchange. This
¢ius jurisdictions flexible options for meeting federal
LI - defingG WHMALON Heedy.

INT_025

interlacen

atekity vihipping

STCIONE® wpporty this capabity theough 6 woow,
ir. Bang
bt abuity hang a3 with
paninors in & d rebable way, The
pdatioem’s integration aporosch LpRor modermn.
i ! e whilis wahidntan,
pecisity. and ooevationdl guersleht,

Updated

INT_026

interfaces

atility to batch export vaccine inventory lor submission to VTrckS

[STCIONE® can export a batch ol ending vaccine inventory
data. formatted correctly for VTrcks

Updated

INT_027

Interaces

3bility to batch export vaccine ordering informalion for submission to VTrekS

STC]ONE® can exporl a batch of vaccine ordering
fgrmation, formatted correctly for YTreks

INT_028

teifaces

abillty to batch export {acility information

[STC|ONE® can expart a batch of facility information —
Inclukag ithysician and contact details — in the format

VTrcks reuires.

REVISED Attachment B_lInterop
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Function: Support Interoperability Return to Cover Page

fessent
Sttus % Capability Requirement: The 115 must/shoold have._ Comments pirlawer rote optional) *Comment e
interiaces abiliny to expart vacoing return and wattage data 1o VoS STC [ORE™ eapocti vacone reluwin and wattage duta 1o
[¥Trchs In the CDC ExIS format, with bullt-In validation that
required fields (e g, NDC, return identifiers) are present

Vender comment(s)

Ll [ S = =
STCIORE® tan canneit with a jurlsdicion’s wital records
syt uaimg seviersd common methods, file transfer, HL7
misaging. ot an AR,
INT_032 [interfaces [atidity 0 update 15 data from Vital Records for death events 8 Yes SICIONE> witha 2 ' ikl s,
Wystem wiing several common methods, file transfer, HL7
metiaging of an AM
INT 033 [interfaces ability to update 115 data Irom Vital Records for adoption events E Yo $TC|ONE* can cannect with a junisdiction’s vital records
ysteem waing several comman methods, file transfer, HL7
mestaging or an APL
STC|ONE® can connect with a jurisdiction’s vital records
wyitern aing Leveral common methods, file transfer, HL?
rrieisaging. 0f an APL
INT_035 [Interfaces abllity to detect if a newbarn record is a potential duplicate In the IIS 3 Yes STC]ONE® suppasts mewborn Gugheate detection Thiough
i3 patient matching and deduplication capatsiitien.

camang vital reconds can st eeiting B3
[matsent records 1o help ldentify potentlal duphicates, reduce|
dupbsate recard oreafion, and wwapant deanar patant
[rcheniTy MRy et
INT_036  |[Interfaces ability to use new Vital Record data lor matched records to update patient demographic data 3 Yes STC]ONE® supparis wung now Yital Revonds data 1o update|
matzhied patient demographic Information. When a vital
retced is matched to an existing patient, the platform can
use the incoming demographlc data to keep the IIS record
e cgrrpiete, tutrent, and rellable.
INT_037  |interfaces abifity 1o update the IV with date ol death from Vsl Records data E You rﬁ‘I-G_NE‘ wpports this capobity through (i seoure
intesogerabibty and patsent-record update Iramewori,
Irnming B33 can be matched, validated, ond opgiled 1o
thet appeogniate 1% record theough governed workfisun,

imiristes atsdity to update S data from Vilal Recosds for blrth events E Yes

INT_034  [interlaces abuity to update LIS data from Vital Records far name change events E Yes

eriping iom keep patient whilg]
madntaining dats integnty and audiabdivy,
INT_D3B  enderiaces atulety to prevent updates 10 05 rooordy 4] L [ICIONE® waporms iy capaility Ihraiagh it standards
i 4 enabling

wystens to exshange required data securely and reliably
This phatlarm's Integralion approach supports governed
data sharing, validation, and operational visibllity so
tisiduction can meet modern electronic exchange needs
with gonligence,

| i3 . of ¥
INT_040  |Data Exchange atlity o proess an HLT message E Yes STE | OWE™ hanales HL? messages fom iiart 1o finih,
reading them, checking them against CDC rules, catching.
duplicates, and routing them to the right place, over any of
thir e commn Lramipat mithsis

Duta Eschange ability to respond 1o i HLT message 3 Yes STC|ONE® has the shility to foipand 1o an HLT moliage.
ability to respond 1o an HLT message

STC| ONE® sends a unlque response for every message
sent.

[STC|GNE® gonosates outgoing HL7 messages, including
confirmatigis And guery responses, following CDC's official
formanting ines.

STC| NI sispasts this capabilily Iy Miresg tote pationt
and na farmat
[This giwes jurisdiction re sble scoeis to the dats weded
for reporting.

INT_042  |Data Exchange ability to create an HL7 message E Yes

INT_043  |Data Exchange abulity to cspture 1S Core Data Elements £ Yes

INT_044  |Data Exchange abilivy 1o 33024 0% Core Data Elements £ Yes STCOME® storos IS Core Data Elemants a3 sangiured,
queryable Bebds across the patient and immunization dats
medel, The wwppans high-guality data pschange, reporiing.
sl derwratream uie by suthorred wyitemi and uier.
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Function: Support Interoperability
INT_045

Updated fhata fachange

ability to accept last prior version of HL7 messages

i thie evant @ new HLT worsion
I3 febeased

Reviewer notes

Return to Cover Page

optional)

L O Vendar reapanai Yes, Yes
with customization
*Comment reculred
Yo

STChealth, LLC

Wendor cammant(i)

STC|CHE™ supports this capatshty through its standards-

[1ecutis Toundation loe clectronie dats enchange, validation,
and operationst ovorsight

Data Exchange

abllity to manually correct a submitted record and resubmit for processing

Yeu

[STCIONE® has the abdty 1o maneally comest a subimitied
precord and revubenit for procrung, This'can be done in
[STCHOME® Data exchange by imparting the Data for

15—

retabinision.

INT_048 _|Data Exchange

3bdity to kmpart bulk patent demagraphic informaieen kg %

INT_049  |Data Exchange

vactinstion

[Marticidarty relivant for mns

STC{DME® upporty lorge sake patlent datd impost
thepugh HL7 batch fles snd high-sgerd stieaming lepart
tooh. This helps jurisdictions efficiently load large patient
datasels while maintaining structured processing controfs.

Lttty o smpcrt busfi irmmursestvon sidoimation into 1

Particulaiy relevant bar mpay
¥aLONAM.

STC| ONE® supports b ge-acale mitumizstion recond
et g Lhe samie batedy and strearming tooks, making 1t
writl] suiltod for high salume stenarios weth b mas
VALIMIALION EviintL

Added  |INT_049a |Dats Eschargr

abilily to export routine, seasonal, and ion files and de-is ified)

STCIONL® dany dats Moy
|nbormanion removed, koeping only what's needed for
reporting, wielul foe routing, sexianal, of emendency
LAt L. reoor ds (30 be impertid the same way, widll
{lor mas vacuration evients.

Added  [INT.049D |(ats Exeharpe

ability to export routine, seasonal, and files and Tied)
system

via CDC approved

Yo

bty

exchange’

STEIONE™ supparts this capabdity theaugh s seoure
ieroperability and data extlisnge framewark, erlabling

viritorm e Feg na
conteaitod, standaidi based mannye. The platform’s
snterativn approach supparns iehalile dats muvement,

2 g ebolsielidss s
operational enchange needs with confidence.
(Spskemars with Ry Masica i Eeatit of |

et BT ST Tk

ability to view VXU messages submitted by an organization

ISTC)OME® I incoming vastination mirisages with sender
intuematinn and makes thawe recoeds viesable by
ormandgation. This g sl ciear visibikty inta submission
activily and parthes secountaldgy.

[Data Exchange

3ty 10 view HL7 messages far an organization within a defined date range per jurisdictional policy

Fi_'ltIONE' Pt Exrhange hos the Sbility tovivw HLT
mesaage lor an organization withan s defined date range
per putisdictional policy, The Misage Seanch in the Importy
mons allows for wier-delingd parameten such as
organization to search for mesiages and veew thom,

INT_053  |Cata Exchange

at=lity 1o virw HL7 ACK messages generated for an organizalion

STE|ORE® sawirs confirmation respomes for sach message
and makes ihimn viewsbie by oipanicatien, ghing staff
clear docess 1o stknowlodgoment and acesing
jouteomes.

INT_054 |Data Eachangs.

abbity to view mcomng MLT 099 g d by an

STTIONE® bogy quury e by
alonguide standard submislons, grng Juraditions
vimbshity info query adthaty and eschange viegs.

INT_055 | Data Exchange

abality 1o view RSP misssages generated for an aaganeration

STEJOHE® Togs responias 1o registry Guarnds and makes
thirin viewable by asganization, tpporting Leansparency
el st Mty feie gueny-tenponse widkliows.

INT_056  |Duta Exchangi

ity o bag acknawledgement mossa ik indicating warnangs ond erfrors

STC] CGME® logs confirmation meitages with detailed efrar
el wrvemi b armation duwn 10 U Neld lewel, helping
stafd and partners quitkly identity and resobve data-guality
purs

INT_057  |Data Exchange

bty 10 retiewo offar messages within a specified date range by organization

STC|DHE* alaws stall 1 Fotricws efrar melsages by
and date range, g fouied

Data Exchange

abiity 1o rirtrigve scknowledpment mesiages within 3 wpoafued date range by arganization

troubilshooting sid partnet arecfic fofiow
[STCONE® Dula Exchange b th abillity (o retrisee
acknowliedprmunt motsages within a speafied date range

Uy otganieation. Thi: Message Seareh in the Emparts menu

atien for vearch by mesane type.
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Function: Support Interoperability

INT_059

Data Exchange

abubity to filter ercor meisages

Revlewer notes

Return to Cover Page

Priaiity: £, O Vendor response: Yes, Yes

{essential,
optional)

with customlzatlon*, No
*Comment requined

STChealth, LLC

Wendorcommant{s)

[STCIDME® supports Miening error messages by status,
onder, aganizatan, and date, bolping stalf quickly isolate
the mevsaces that noed aitention,

iNT_06D

Dats Cachange

abidity to filler achinewdedgoment meisipes

STCIONE® supparts Mltering error messages by key
operational el soch as itatus, sender, organdation, and
it ik wiiew wlficient dnd <t

INT_061

Data Exchange

ahility to sort error messages

STC| OME® suprponts orting error messages within the
mesiage b, helpeng stalf prantize review and navigate

INT_062

Dt Exchange

|3ttty to sort acknowbrdgemert mesiages

.n gh volume exchanie activity.

SIC]ONE® supports wrting canfemation mes! within
e e list, making it easler for stall 1o reviw
[ecknowledgernents and maditar eschange sutidmes.

REVISED Attachment B_Interop
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'Function: Ensure Data Quality

STChealth, LLC

pdated |DQ_0D2 |Fatiant Matching & |bility to aulomatically identily incoming palient records as polential duplicates ncemieg patieat recods arn automsticAlly evalaaied
Dedupteation g aspmgr..... il
4 ial duplalios d
S1C{ O8I+ s patkent deduolication queue for resolition.
Updated |DQ_003  [Pabspst Matshung & ability to automalically idenlify exisling patient records as petential duplicates Yo STC|ONE® includ deth patient i
(Deduplzation subsystem Lhat autsmatizally idenulies existing patienl
racords ; ; Sk
candidate deteclion across the patient database) and
laces candidale pais in 2 review Guine.
DQ_004 [Pabiont Matching &  [ability to automatically consolidate two or more duplicate records Yei twt-«
Deduptication m«em src|ona~ automatically
sliting record
{merging incoming helds into the surviving record) rather
thar crealing a duplicate.
IDO_005 ability to generate electranic nolilication of potential duplicates for manual review Yirs Pl . h bes i alicall
FORE* s duplic, . which is
1; ealk " wants for manaal
wviiver and rasohuhon,
ba_o0s wh  [abily o match an incoming patient record with existing records Lo avoid a duplicate record being crealed Yeu hloﬂr‘ i by H W ptiont
: ek isriEh - it !
ghach i) b - o l4 created
ppating the miteh imtead of '
(Updated |DQ_O0B |Patiert Matching & fabiity to view all palential duplicate patient records for an individual patient simultaneously Yer Foi mmm plir, !‘ll’.ll:ml' provides a side
Dedupieation bry-wie pat - 0 £an see
3 ¥ v dhipticate records tt wal patient
3t the samo time belose decding on o mevge:
DO_O09 |Pater Marcing & |ability for jurisdictional admin to edil threshlds to increase the prabability of a match Yo Eﬂm'wmmmm»rmm
Deduplicatidn st et S o, N
i b Joreirionts copAn > poassblt duphes
{evbunn 2 Broa a5 gk
DQ_010 |Paticns Malthing & [ability lor jurisdictional admin to edit thresholds to reduce the probabilily of a malch Yo TCIONE* suppots adjintment of matching thresholdi to-
|Bedugiication |reducn the probatsiity of a match wion juniditans want a|
waminmmwwmmwmut
" inatches.
Updated  [DQ_012  [Patien: Matching & ability ta view all potential duplicate patient records simultancously Yes [STCIONE® prawadies 3 Pationt Dedupleation fencw page
Deduplication anmwdnmm duplicate patient
|recasdi with deduph e w
b 013 ability for admin to manually merge patient records Yer

hodtrat ke fk mETEE P!
mm-mmmw-w
review v

o ns
Imnetige histary and audit foe. - |
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Funigtion: Ensure Data Quality Return to Cover Page

Priorily: €, O Vendor response: Yes. Yes

(essential,  with customization®, No. Vendor cammentis]
q e Reviewer notes optional] *Comment regllred
Paniont hMatching & | sty log ouganizatipns!ffacdity user 1o manually merge palient records from thelr own organization/facility E Yes joNE® dirk the sbility lar @ wior

Dedunlicatlon merpe patient records that are In the merge queue.
DQ 015  |Patient Matching & Aty 1o manually flag two or s patient reconds s potential dughcates E Yes STC)ONE® suppotts manual identificaton of potemtial
Deduplication duahicatd patent fecondh, givinig suthionmed uers §
ractical way 1o flag rocords that may requre ravicow. This
belps juridenian strengthin gats uality iy comblning
atorrated matching weth stali-dreeen iight wisen
patential duplicales ame dicavered.
DQ_016  |Patient Matching B abildy to prevent manual review of records previously indicated as “not a duphicate” € Yes |5lc|DHl‘ SUppOrts maintaining resoived duplicate
Dodupleation decivion s reconds previously marked as not duplicates
| #te raot tepeatedy routed for review. This helps reduce
revicwor blrden, presorves docision history, and keeps Th
dedipheatain workllow focused on true open issues.

DQ_017  [Patiens Mitthing & abllity to flag 2 patiens an "pot & dupleale™ durng mantial et 3 Yir SiCione Supgdns marking 2 candidite pair at nde 3
Deduplication duplicate during manual reviow, This peei renewen the

eontral nevdrd to redolve lalie poditive matehed while

[preaerwing a chear decision trail for future ceference.

[STCIEME® has the abshity to flag 4 patient as "not a

duplcate” durlng marnual risveew which prevents the merge

of reeords after they were already sepirated.

DQ_019  [Fatien: Matching & |tskity 1o 4efect data elements from the patient records ta maintain within the consolidated record 3 Yes STCIONE® supports selective conolicatian dufing pation]
Deduplication i i v (! which

jta i Vhawid be surviving putient
retand. This helpl pretcove thie mo securite patient
i) [ g audtatie

[Patient Matching & ability to maintain "not a duplicate” Hag for resolved patient records E
Deduplication

[met e peocars.

Yes [Whon patient records ang morged in STCIORE®, the nan:
uirviving rectrd i retsined [madked with a “merged”
wtatus and a oforende to the furviding recend. alang with
whien dnd by whom it was merged) rather than deleted.
and & full mevge hiatory b preserved for referimee,

DO_020 |Pationt Malching & | alxiity o retain “pre-merged" records for relerence i
{Dedugbeation

DQ021  [Pauent Matcning &  |awility 1o separate patient records that were Incorrectly merged O
Deduplication

Yeu STC|ONE® suppiets snparating [unmargmgl patient recoray
that wide incorrettly migrged, cach pationts record
inchutes 2 merge/unimer e hatory sharamg thess events,

Updated |DQ_023  |Vaccination Event abillty to event as potential duplicates [ Yes STCTOMES [ i 2
Malching & evienns againit the patda’s exsting mmiuniratan kstory
|Peduplication belare soring & now event; Tht el ientify porential

dhapheates early anid protects the guality of tie vaconalon
rocoed.

DQ_024  |Vaccination Event alnlty $o automatically select the most accurate vaccination event based on deduplication rules E Yes [STCONE"s 2 s apphes
Matching & delined nudes to selon and retsin the mow acourie
[Deduplication |vaccnayion evant when duphcatos aro duteciod, merging

[sfoemation trom thi duglicate o the wuneing record,

Updated Vaccination Exent abliity to automatically identify existing vaccination events as potentlal duplicates £ Yes [The STEJONE® vacunarion deduplicalion algorithm can
Matching & lntentily existing ination events as
[Deduplicatson |potential dupheates

Updated |DQ_026 i Tttt atsity fag patential duplicate ewpats for inanail review i Yes STC|ONE® supiarts ianual rousew of potential duplicite
Matching & events by all + ba klentily
(Deduplication [ and route quostionabile immunitation recordy for revipw.,

This hedgss purcies drs s high-tpuality
[historss whide graing sl control owor guceptions that
reauir Inyman judgmisin.

Updated [DQ_027  [Vaccination Event atslity to display patential duplicate vaccine records for an individual patient i Yes [STCIONE® gives i eear vindility (nto patential
neatehing & duglicate wateine record for sn edividual patient, ly
| Deduplication warfacing vt within this patien

eonteat, the plutiorm helps revewers evsluate the
immunization histary accurately and 1ake the approprate
faction
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c _quEnsure Data Quality Return to Cover Page

Priority: E, O Vendor response: Yes, Yes

{essential, ~ with customization®, No Vendor comment(s)
q P 9 o Reviewer notes optional) *Comment required

DQ_028  [Waccnation Event ability to manually morge a duplicate vaconation ewont r Yau STCIONE® supports manua] handhng of duglicate
Matching & waceenation eventy thrdugh permibicn-contralied
Ledupiscation

can review ol
povorned, suditable procs thal grotets dita quably and
preverees sccountability,

DQ_029  |Vaccinalion Event abilaty to mansally deletr @ duplicate vatomation svent £ Tes Selete anindovidual U
Matching & dircetly from the palient's record in STC|ONE®
Deduplication gatid], romowing a duphcate entry while the action is

feaptured in the audit trail
160630 [Vaccimation Event ability to automatically consalidate two or more duplicate vaccination events E Yes Wi dup ]
Matching & STCIONE S0 i
Deduplication comsolidates them, mergag U daplicate's informatisn
it the retaingd record
Added DQ_032a |Vaccination Event abitity to retain “p ged” or “pl i 3 ination events for reference E Yes M
Malching & ST |ONE® with a reference to the surviving record
Deduplication {inciuding when and by whom the merge occurred) and a
change hstory on each immunization record, preserving
10«1-«:«* Endasmation lor teleronse.
| Added DQ_032b |[Vaconanion fvent alsfity 1o tepasate . that ws muvged or E Yes STCIONL® supparts K 1 god of
ratching & consabdated wsrcnation events tvough governed
Ceduplication mimunization management snd dodin- oy wokfioed.
This givied suthorired users 3 path 16 pleserve accurste
hestanes meeddi 10 be
roeerand.
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Function: Evaluate and Forecast

pdated |

| [eimicat Decison support

bty to provide Immunlzatlon clinlcal decislon support according to ACIP recommendations

Reviewer notes

Returp to Cover Papge

STChealth, LLC

STCIONE® has the ability to provide immunizatlon clinical
declsion support according to ACIP. The STC|ONE® forecast
algorithm is based entirely on ACIP Recommendations to
|produce patient-level forecasts.

Clinical Decision Support

Lability to support a vaccine clinical decision support algorithm aligned with the CDC COS! logic specilications

Yes

STCIGNE® has the ability to support a vaccine chnical
decision support algorithm aiigned with the CDC CDSi logic
specificatians. The STC|ONE® forecast algarithm is based
entirely on ACIP Recommendations and is fully compliant
with CDC CDSi specifications

EF_003

Clinical Decision Support

ability Tor jurisdiclional admin te updale the CDS rules

Yes with custamization

The cinical decnion suppon ond forecasting lagic in
STC|ONE® is delivered Lhrough the CDC CDSi-aligned
ImmuCast engine, which lollows the lederally published,
standardized clinical logic specificalion. lurisdictional
adminislrators do nol have the ability to directly edit or
laverride Lhis care rule set wilhin STC]ONE®, since doing so
would deviate from the nalionally-recognized CDSi logic that
the plalform is built to conform Lo. The STC|ONE® ImmuCast
engine does allow for jurisdiction level configurations to
meet their unique needs

Clinical Decision Support

ability ta evaluate a palient’s’ immunization histery according to the ACIP Child and Adolescent
Immunization Schedule

Thit STC[ONE® larecast algonthm has the ability to evaluate
2 patients immunization history according to the ACIP Child
and Adolescenl Immuaization Schedule, The patient
immunization record is assessed in accordance with ACIP
[andf will indicate any nmunirations adminitored Gutside of
those recommendations.

Clinkcal Dectuion Support

ability to evaluate a patienl’s’ immunization history according to the ACIP Recommended Catch-up
Immunization Schedule for Children and Adolescents

Yes

[T STCIONE® forecast algorthm has the abilily to evaluate
a pavients immunization history according to the ACIP
Catchup Schedule for
Children and Adolescents. The patient immunization record
s assessed in accordance with ACIP Calch.up schedule and
1 i iy £ e 3 putside of
those recommendatians

(Chinical Decision Support

ability 1o evaluate a palient's' immunizalien hislery according Lo Lhe ACIP Adult tmmunization Schedule

The STC|ONE® forecast algorithm has the ability to evaluate
4 patienls immunizalion hislory according Lo Lhe ACIP Adult
Immunization Schedule. The patient immunization record is
assessed in accordance with ACIP and will indicate any
enmuniatians sdminhtered outude of those
recommendations.

Updated

Ciinical Decihian Suppan

bility to gencrate @ vacane forecast according Lo the ACIP Child and Adolescent Immunization Schedule
30d @ patient’s immunization history

You

[STCIONE® has the ability to generate a vaccine forecast
uccording to the ACIP Child and Adolescent Immunizalion
5chedule and immunization history. The patient level
forecast complies with the ACIP Recommended Schedules
land Catch-up schedules,

Updated

Chinical Decision Supporl

ADility to generate a vacane forecast according to the ACIP Recommended Catch-up Immunizabion
Schedule for Children and Adclescents and a patienl's immunization histary

Yer

STC|ONE® has the ability 10 generate a vaccine forecast
accarding to Lhe ACIP Recommended Catchoup
Immunization Schedule for Children and Adolescents and
iImmunizalion hislory. The palient fevel forecast complies
with Lhe: ACIP Recommended Schedules and Catch-up
schedules

Updated

Chirical Decrson Support

ubility to generate a vaccine forecast according to the ACIP Adult Immunization Schedule and 3 patient's
immunization history

STC[ONE® has Lhe ability to generate a vaccine forecast
(according 1o the ACIP Adult Immunizalion Schedule and
Immunization history. The patient level forecast complies
wilh the ACtP Recommended Schedules and Catch-up
schedules.

EF_010

hinical Decision Support

ability to dryplay and highlht victines tat are die

Yers

[ The Palient Record's immunizalion view displays a slatus
Indicator driven by the forecast engine's per-dose
[evaluation, highlighling vaccines that are due

EF_011

Clinical Decision Support

ability to display and highlight vaccines Lhat are overdue

The same lorecast-driven status indicatar on the Patient
Aecord highlights vaccines that are overdue, based on the
CDSi evaluation status

EF_012

Clinical Decision Support

abifity to display an indication when a vaccine series is complete

Vi Patient Record's vaccine seriet vinw displays an
ieirlethon Whin 3 vacing 16t b complote, baved on the
forecass and dove tracking fogic

REVISED Attachment B_Eval Forecast
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Function: Evaluate and Forecast

Capabllity
Clinical Decision Support

Requirement: The 15 muit/should have..

bty to display vaccine-specific contraindications accarding to CDC lists of vaccine contraindications

Reviewer notes

Return to Cover Page

Priority: E, 0 Vendor response: Yes, Yes

{essential,
optional)

with customization®, No
*Comment required

STChealth, LLC

Vendor comment{s}

STCIONE® muintalnd 3 Contraindscation tecotd for cach
[patient with & codod teaion, duration

and stitus, allewing vactiog-
spetific contraindacations 10 be tracked snd diplayed on the)
| patient’s record,

[EF_o18

[Clinical Decision Support

ability to take into account contraindications and precautions in the vaccine forecast

Ecmut-\ Torecast iesolver relrieved 3 pitlent’
cantrmmBcatont in paraiel waih theirimmunization history
whion geaetating 3 forocoit, 10 contraindications ate

|eFots

Eiinlcat Decision Support

ataility to take into account evidence of Immunity in the vaccine forecast

'I'_uclulcd o the resulting recommendation

ATC|ONE® supports evidence-of-immunity considerations
within the forecasting and compliance framework, Patient
imenuniraton history, immunity documentation,
Epmptiang, and comglance status can be capturod and
used to support accurate forecast and assessment
outtomes

Clinical Decision Support

ability to generate a forecast of specific vaccines required for individuals who travel outside the US

Yeu

STC|ONE® has the ability to generate a lorecast of specilic
vaccines required for individuals who travel outside the U S,

[eFor7

Clinical Decision Support

ability to maintain historical records of effeclive dates of previous forecast schedules

ATCIONE® supporty batoresl schedule bwareness through
maintzined forecasting logic and sehedufe-eifective contert.
(This aflows forecast evaluation ti reflect the schedul
Ruidance applicable o1 the time of sdministration and
vugtpmets selusbilie revaw of Ritokl imminization
deciior.

EF_018

Clinical Decision Support

[abiTy to oV an i

schedule that was

pPropriate at the time of

Yot

'ﬁtlﬂ.’ll' supparts rovirw af The immunization schodule
that applied at the ime a dose was administered. By

g istony i sehoduie-
aware forecasting logic, the platform helps users
underitand how prior dates wels evaluated upder the
sppropeiate dinical conterl.

EF_013

Clinieal Decislon Suppan

ability 1o apply an i sehedule that was a1 thee d ]

[STCIONE™ supposts sophying he immunlzation schedule
appropsate 1o the Uemve of sdmmiration iodgh ity COS}
aligned forecasting engane and schedule-aware evaluston
fgic. This Nislars onvaasng hastodical dotes ane atwrand
conaistently and stoutatoly.

[EF_az0

Chinical Decision Support

abslity b atcount for immane lobolin in vacoing laeecssting

et

IsTC TONL® wuppoitt mmuneghabulin coniderations
[Ueencih tha COSka’ ined lorecaiting framawock, whith
sccaunts for chnkeal nules and tming conyideration that
sttist vaccine validdy and lutune recommendation,

Updated

EF_021

Climical Decision Support

bWty to croate test caves for reuto during uses beceptance testing

Thie STChealth Services Leam wll be able to create,
document, and provide reiabe forecasting test cries o
the s for Uiee Tedting
UAT), Test caven can b abgnimd 10 the dopartmami’s
bistkeeis workllowt and sceeptance cnierls snd reused
[aciery mltiphe UAT tyeies,

Updated

EF_022

Clinical Decision Support

ahility to save test cases for reuse during user acceptance testing.

Yo

T STChealth Services team will be able to document, save,
and provide reusable forecasting test cases (o the

for User A Testing
LUAT]. The test cases can be maintained for reuse across
muftiple UAT eyclen

Updated

Cltnical Decision Support

ability to compare the expected results of the forecasting test case to the actual resulits observed by the
tester

[Tivir STCheaith Srrivites tram will Be 3bie (0 prowde

i el e lo th ! with
dozumentol expected teilts, srabiling testers to compate
thir apoctod results with thee scudd revists observed during

|imerove -

Updated

Reminder/Hecall

abiflity 1o wekect one or more vaccines for all

Yei

STC|ONE® supports vaccine-specific reminder/recall
penieraton, allowing users to focus outreach on one or mero|
sebecied vacelnes. This gives programs flexibility to target
carmmranicatians around priority vaccines, campagns, or
coverage-imgrovement gosh

REVISED Attachment B_Eval Forecast

3z



CRFP-0506-MI52700000001-2

Function: Evaluate and Forecast

EF_026

Aerminder/Mecall

abiiliay to view the date the reminder/recal! notice was sent to a palient

Reviewer notes

Return to Cover Page

Priorty: £, 0 Veador reiponie: Yai, Yes

{essential,
optional)

with customization®, No
*Commant requirnd

sTChealth, LLC

Vandor cormmantis)

STC|{ONE® supparts visibllny inta reminder/fecall sctivity,
incluging the ability to track whon notices sre geniraled o
wng, This ghes users 1 practical recotd of euteeach hislary

Updated

|EFaz7

Rurmindoc/Recall

sbillity to generate lists of patients in need ol a reminder or recall notificalion by organizalion

|ans heips support foliow-up plannng
STCIONE® stipparts i b
Its, heiping wigrs ideritdy patients connocted to a specific
AN ralOn Wha med cutreath. This enabied targetest
Fatiow-up at the provider or ofganization feve|

3 reei )

EF_028

Reminder Mecall

des gnavon

[eFoz8

'-'H'emlnder/ﬂecall

Yo

STCIONE® support frecal
|outrosch by Wiing patkent communicathen and content

T hily am in

with

réquisements

Remander/Mecall

sbility 1o getietate reminder/recall in user-defined format

STC]OHE® suppans userdefined remindne frocall Inrmaty

through conlig: ropadting and

templates. This gved programs the llesibibty to tador notices)
to jursdictional proferonces, communcatan neeth, and
outresch workliewt.

Updated

EF_031

ability to select the age of the cohart when generating reminder/recall notificatians

Porticuiarly relevant for mass vaccination

STCICME® auppodts age-bated cohion whection for
remindgr/iecall attentien, Slowing wers to target outreach
i thie apgleopriate patient age grouss for lie vaccine or
program abjectae

[EF032

Reminder/Recall

ability to print patient-specific reminder/recall notices by user-defined parameters

STC|ONL® Supports printing patlent4petiic romnder/recall
natices bated on wser-dufined paramaters, grng vaff a
practical option for muil bised sutieach when printed
cammunzalions gne needid

FF_033

Remmdetfecall

Sty 10 generate patient specific reminder/recalls in a user-defined format

STCONE® suppans patant-aprol remmor/rrcall

Incan L] . alterwiing pag to
taikir thir contont and striciure of potkes for thast
communication ard pelicy needs

EF_034

Reminda rRecal

ability for an end user 1o generate patient specilic reminder/recalls in accordance with HIPAA and
jurisdictional law or policy

Yos

STCJONE® supports remindedfrecill peneration in
|azeordanse with privady, security, and jutisdictional poboy
equirementy. Atceis controby, scoped dat visiikty, and

outreach iv hanadled appropridtely

EF_035

Reminder/Recall

ability for an end user to print patient specific reminder/recalls in accordance with HIPAA and jurisdictional
law or policy

STCIONE® wepatts printing patient-soecilic remindonrecall
naticed b a wiry that algns with HIBAA and jurndictions!

[ edicy Enpectations. Notioes are generatod from authoored,
patlont-spetilic dats and supporn controliod communleation
etk ezt

Updated

[EF_036

Nemindsd/Necall

ability to generate vaccine recall notices by facility based on vaccine name, vaccination date range, and lot
number

[STC]ONL® suppaits voccue recall notice genoration by
Facility using vaccine, vaccination dale range, and lot
|imfermation. This helps ju v izl idenuly allected

O Lwrs

lUpdated

EF_037

Meminder/Meeall

ability to generate vaccine recall notices by administering provider based an vaccine name, vaccinalion
date range, and lot number

ﬁlkmu and coprdinate targoled fallow-up when 3 recall

STC|NE® dupports vaccine recsll notica generation by
adfunbtecng provider wing vaceine, date range, and lot
information. This gwes programd & focuted way to ideatily
impacted patsenis and wopan provider specidic recall
outroach

Updated

EF_038

eminiodMocai

abify to ot the fima/numbser of times o patient will receie a reminder/recall

STC[ONE® ot T shility 16 301 the reminder/iecsll count
lnin lor 3 patiest in the patient demapraghics and abo
inchieate whother 1o intlude a R/R i Lheir count when
runming the RN

Updaled

EF_039

BeminesMecall

ability to madily the limit/number of limes a patient will receive a reminder/recall

STCIONE® has the ability to modify the reminder/recall

Updated

EF_040

emingnrfocall

alikty 1o exclude a palient who has met the limil/number of Limes to receive a reminder/recall

‘Punk limit for a patient in the patient demographics.
STCJONE™ Herninde Macall has the abiity Lo exclude
patients from being netified who have met the “count” Bmiy
of derfrecall The gy ¥
patients wha have met thyr IR count Bmi 25 speeified in
thatis demagraghics.

REVISED Attachment B_Eval Forecast
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Function: Evaluate and Forecast

" [Reminder/Recall

Th IS ¢

Commnents

Return to Cover Page

Priority: E,0 Vendor respanse: Yes, Yes
[essentia),
optional)

with customization®, No
"Comment requlred

STChealth, LLC

Vendor comment{s}

T the sbility

g inclustis th
barthday, fuardan, Wm nwwwams mb«.u
[weolh o the vagcinations duw.

STCIONE® Rernindier/Meah has thiz abibiy to flig patients
lotﬂmb{mm 3 mmmn notification.
Boa nest 50
e mamie I he A/R producet patiant tat. STCIGNE® il
ickiches bl o 1 it can

the patient bn any

notes

ability to establish a time interval between reminder recall notices e g , 90 days or 60 days)

I!TClM' b the ability to establnh 4 tune Intenval
between reminder fecall netices. The RemndorHecall
thmmwwhwhmmu\uu
raport, who will the regiart and 1w
run ty day of manth, month, gy, el

[Reminder/Recall

ity to generate alt for patients with an active status for their arganization

STCIONL® hat the ablity 10 generatt o remnder/fecsl
natslication lorwﬂmumanmtmmlwlhu
STCIGNE i patinnty
(with an active status by delauly, however the user may
|chisch 4 bax that aliows thern to inclute Inactive patients if
desiced.

EF_046  [Reminder/Recall

ability to generate reports that Include reminder/recall history for specilic date range

k!cl oNE® Mwahlﬂw:ommemmmtm
range. The
mmmmmmmhmmwam.ﬁ:
|dtate range and daplays the Date, Attempt Type. Number
Recallid, snd Rumber Returned for aach Sucerss Rate range,
(= 30 days, 60 dayy, and 90 diyi) far reminderfrecalis.

[EF 047 [Remmender/ecan

Labulity to make all reminder/recall data accessible to authorized users for a predetermined period of time

No

inﬂmwmmm:omnmhmmm
for oriod of lime, Atceis to

i i i hi i

restnicted whan needud.

EF_048  |Reminder/Recall

Coverage Reports

abllity to aggregate multiple notices going to the same address into one notification

74 BIORIAM & h; T among i orp y patient popy

abnbity to genarate nmmfw orgamzancns and facilities per CDC Immunuanun Quality Impmvemenl for

!nuhquld I, Mmhid.ﬂm notifications in
t bated.

) among select
populations, The Coverage Rate Repun, whu:h is part of Lhe
cate report module can be used to view coverage rates by
uict adelimed criteria.

The STCIONE® Coverage itate Repart allcws for
organirations and Escilies 10 run coverage rate repais in

EF_052 Coverage Reports

abllity to generate report{s) on Immunization coverage for a patient cohort

o the COC Cuaiity
for Prowiders Pragram.
{EF0s1  |Coverage Reports [atbity to gonerate } for defined ares [ Yes luww-cmmnm llmnnurhnbiltw
I. for a user-
delined 1! and 2ip
£ Yit

REVISED Attachment B_Eval Forecast



CRFP-0506-MI52700000001-2 STChealth, LLC
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+ 0 Vendor rapome; Yet, Yea

with cstomiiration®, No Vendar commantis)
eq 9 Reviewer nates *Lomment required

EF_053 Coverage Reports ability to view and madily it of patients to be induded bn immuniestion ceverage report a No STC)GRE® does not reguile patients 1o be selected for
inCiunion in The coverage fate (oot To entuie an sccutate
Cowerage rate all sclive patienty thauld be inchuded in thie
report. Patients thot are decearod are sunmatscily
removed iy, prosiders e

£ y fefioct their

EF_054 Coverage Reports abillty to generate repai[s] displaying immuniration coverage thonds over time, over 3 selected tmelrame E Yeu The modernised STC|ONE® sllows lor the abebty to generate
reporis) displaying immunization coverage trends over
time, over a selected timeframe

EF_055 Coverage Reports ability to generate report(s} that display the number of missed opportunities for vaccination E Yeu Efqoili' han the ability 10 genetate reponis) that dapiay

e ramber of misied oppartunitiel for vaccinition. Thi
¢ b achieved using the Coverage Rate Report.

Updated |EF_056 |Coverage Reports ability to generate repart(s) displaying the number of patients late up-to-date for immunization who are up: 3

Yei [STCIOME® hars the abllity 1o generate reporis) daplajng
Lo-date as of today

the number of patients lite up-1e-date for uninuntration,
but ug-to-date ak of today, This can be schivved uiing the
Coveraye Rate Report
Yes STCIONE® has the ability to generate tepor|y that dsplay
tha umber of ivalid voccine doves. This con be achieved
utiny hir Vacesnation Data Guality Nepaet.
Yei STC|ONI rovides two cuslom exemption repart for West
the Aggregate and detalled P

v

EF_057 Coverage Reports ability ta generate report(s) that display the number of Invalld vaccine doses 4

Coverage Reports ability to generate report(s) displaying vaccine exemption rates £

S T 5 e B e Pt G A B S e ot T =

Coverage Reports ability to generate report{s) displaying Immunization coverage by vaccine type E

EF_060 Yes STC|ONE® hat the ability to generate repori{s) displaying

immishiszation coverage by vaccine type using the Coverage
Rate fiepoi

Yes [STCIONE® han the ability to generate report{s) displaying
immunisation coverage by age range using the Coverage
Rate Aeport

Yes The mudesrired STC| ONL* sllows for the ability to generate
report{y) displaying immunization coverajte by ethnicity

EF_061 |Coverage Reports ability to generate report(s} displaying immunization coverage by age range £

EF_062 |Coverage Reports abillty to generate report(s} displaying immunization coverage by ethnicity B

|EF_US3 Coverage Reports abillty 1o g i) dinplaying i by race E Yes fﬁuon'{- has the ability to generate repart{s) displaying

smemunizatlon coverage by race using Lhe Coverage Rate
Hopart

Yes STC{ORE ™ ha the ability to generate report(s) displaying
imavunisation coverage by patient gender using the
Coweragi itate Reoort

Updated [EF_0b4 Coverage Reports ability to generate report(s] displaying immunization coverage by patient sex [s]
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MPIR_001

Patlent Search

abitity to search for patient records

Revlewer notes

Return to Cover Page

Priorlty: €, 0 Vendor response: Yes, Yes
{essential, with customization®, No
optional) *Comment redgulred

‘E Yes

STChealth, LLC

Vendor comment(s)

[STC|ONE® makes flnding the right patlent Fast and easy. Just
search, and our Elasticsearch-powered engine Instantly
returns a ranked list of the best-matching candldates, so
users spend less time hunting and more time helping
|patlents.

Patient Search

ability to search patient record based on one or multiple user-defined parameters

STC]ONE® has the ability Lo search patient record based on
one or multiple user-defined parameters. The Patient
Search/Add function allows for patient search by First Name
or Initial, Last Name or Initial, Birth Date, WIC ID, Patient ID,
Chart Number, MN, SSN, Guardian First Name, Mothers
Maiden and more.

MPIR_003

Patient Search

ability te research for a patlent record by modifylng existing sedich parameters

STC|ONE® allows users to refine and re-run patient searches
within the same workllow, making it easy o adjust criteria
and quickly find the right patient recard.

MPIR_004

Patient Search

abitity to display the [kt of returned possible patient masches per jutlsdictional paliey

5TC{ONE® presents possible patient matches in a ranked,
ronfidence-supported list, helping users make informed

dicisions with jurisdi | matehing
workflows.

MPIR_005

Patient Search

ability to select a patient record from the list of possible patient matches

STC|ONE® enables users to select Lhe appropriate patient
directly from returned candidate matches, supporting an
efficient and intuitive search-and-match experience.

MPIR_006

Add, Edit Patient
Demographics

ability to add demographic information to a patient record

STC|ONE® provides a dedicated workMow for creating new
patlent records and managing demographic information
|throughout the patient lifecycle. The platform includes

' |automatic deduplication logic that matches on external

(MRN, SSN, i ID) to prevent dupli
record creation when a matching patlent already exlsts.

MPIR_0D7

Add, Edit Patient
Demographics

ability to create a new patient record

5TC|ONE® supports creation of new patient records through
a dedicated patient workflow with demographic capture and
\dentity safeguards that help prevent duplicate record
creation

MPIR_008

Add, Edit Patient
Demographics

ability to edit demographic infarmation in a patient record

STC|ONE® supports editing patient demographic .
informalion throuph dedicated, structured editors that help
preserve data integrity while allowing autharized users to

accurate patient records.

MPIR_009

Add, Edit Patient
{Demographics

ability to insert permanent comments in a patient’s record that can be viewed based on
role/permission

The record Lypes relerenced in Lhis requirement as
"commenls” — refusals, immunity, reactions, and history of
disease — are stored within STC|ONE® as permanent,
structured records on the patient, rather than as
unstructured text. This includes:

(Vacane relusals, coptured with an assodinted relusil reason
(Contraindications, captured with reason and duration
{permanent or temporary)

Patient observations, coded and recorded with effective
dates

Adverse reactions

Access to all of these records is permission-gated. Read
access is controlled according to the user’s assigned role and
permissions, ensuring sensitive clinical information is
available cnly to authorized users.

MPIR_010

Add, Edit Patient
Demographics

ability to display the user who created the permanent comment in a patient’s record

STC|ONE® supports full accountability for permanent palient
record entries through audit history Lhat captures the acling
user and timestamp for each change, giving stall clear
visibility into who crealed or updated clinical information.
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Return to Cover Page

STChealth, LLC

0 0 po
q b d notes .
Add, Edit Patient Bbility to prevent a patient record from being saved unless required fields are completed, per E Yes STCIONE® hat the ability Lo prévent 4 patient record from
Dy i |urisdicti policy Being saved unless required ficlds are completed, per
jurbsdictional poficy. When save i seletted on a patient
record and the required fieids are not comploted the user
will see in red font at the top of the screen the exact elds
that are required to be submitted belore the record can be
saved. The record will not be saved until these figlds are
complisted.
MPIR_012 |Add, Edit Patient ability to automatically notify a user when attempting to submit an incomplete patient record E Yes STC]ONE™ provides clear inline validation when a user
IDemographics attempts to submit an incomplote pathent rocard, helping
stall quickly correct misiing information and complete the
workflow.
|Add, Edit Patient ability to store CDC-endorsed core data elements for all patient records E Yes STC|ONE® has the ability to store all CDC-endorsed core
Demographics data elements for all patient records.
Add, Edit Patient ability to store multiple of reparted names for each patient to include: first name, middle name, last 3 Yes STC|ONE® has the ability to store maltiple of reported
Demographics name, alias, maigen name names for exth patiend to Intlude: first name, middio name.
lastname, alias, and Mothor's name maiden last: Patient
maden name s not a COCendaried patient damagraphic
clement.
Add, Edit Patient ability to store muitiple patient addresses [+ Yes STC{ONE™ has the ability to store multiple patient addiesses.
Demographics An additional address can simply be entered and created.
The patient demagraphic soreen then allows for the
seléction ol the prmary address but 4l captures the
IMPIR_016 |Add, Edit Patient ability to support multiple patient address type designations {e g, primary address, vacation address) o} Yes STC|ONE® supports multipte address types such &1 Home,
Demographics maiking, and temporary addresses, helping users manage
patient contact infarmation with greater preciikon.
[MPIR_017 |Add, Edit Patient ability to identify effective dates for use of a patient address [s] No |STCIONE® plans 1o suppan effective date tracking for
Demographics patient addresses in o luture release, This enhancoment will
Buslld on the existing structured address record, which
already inchedes address type, primary designatian,
shatus, and i
MPIR_018 |Add, Edit Patient ability to store all historic addresses for a patient o Yes STCIONE® supports retentien el current and historical
Demographics address infarmatien theough concurient address records
and audited change litory, preserving a refiable record of
address updaties over time.
MPIR_019 |Add, Edit Patient abiity to store country inlormation reloted to where the patient was bamn ] Yes STC | ONE® stared country of birth as & distinet patient field,
Demographics SUPROITIHE ic capture and ji
repotting needs.
MPIR_020 Q Yes STCIONE® includies a budlt-in Smarty {SmartyStrecis) address
I fom: patient addreses are valldated and
stamped with 2 validation statuy
i ! with a d dane cvorride
per address, Activation requires the jursdiction’s Smarty
Add, edit patient ability to flag patient address as a verified United States Postal Service address {e g, via eredintials to be entered in systiem settings — configuration
demographics. SmartyStreets} nly, no codé chanje.
MPIR_021 |Add, edit patient (¢} Yes Tha same Smarty integration stamps a validated-at
‘demographics timetlamp on each addres at verification time, recording
ihe date the address was last verilied. Activated via
ability ta record date patient address last verified as a United States Postal Service address (e.g,, via (L ianlewed Smarty in system settings.
SmartyStreets)
MPIR_022 [Add, Edit Patient ability to automatically create a unique patient ID number E Yes STCIONE® automatically penerates a unique patient
Demographics identifior at record ¢reation, suppariing reliable patient
tracking and record managiment acrods the |IS.
Add, Edit Patient ability to automatically associate patient ID number to the patient's record E e STCIONE® containg the ability to aulomatically assotiate
IDemographics pathent 10 number o the patient’s record. When a pathent
record Is croated and saved, the patient 10D is generated and
atuached 10 the recard,
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Function: Patient and Records Return to Cover Page
Priority: E, O Vendor response: Yes, Yes
{essential, with customization*, No Vendor comment(s)
Revlewer notes optional) *Comment required
MPIR_024 |Add, Edit Patient ability to track patients of alt ages per jurisdictional law or policy E Yes STC]ONE® supports tracking patients of all ages with no age
Demographics restriction in the patient model, enabling fclang
record i with
juriadictional poficy.
Add, Edit Patient ability 1o $lete mother's HBSAg status for a patient o No STC|ONE® does not have the ability to store mother's Hiluag
D i status for a patient.
MPIR_026 |Add, Edit Patient ability to sore o poatient’s octupation Particularly relevant for mass B Yes
Demographics vaccination, STCIONE® has the ability 1o slore B patent's occupation, An ¢
MPIR_027 |Add, Edit Patient abilj disignate pitlent v i A priodity group for Particularly relevant for mass =] Yes |i‘|'r.jDN£' centaing the functionality to designate patient s
Demographics vaccination. ing to a pricrity ion group, During 4 Mass
(Vaccination Event, patients can be identilied and preleaded
into Lhe wirtual waiting room bhased on thedr prioity group
which can be set in o variety of way.
Add, Edit Patient ability to store multiple patient identifiers E Yes STC|ONE® has the ability ta stare maltiple patient identiliers
Demographics such as multiple MRNs, Passpart B, Visa #, Medicaid 1D, SSN,
etc.
Add, Edit Patient ability to assign patient records to a cohort Particularly relevant for mass E Yes STC|ONE™ supports cohort-based patient I
Demographics vaccination and school through existing reminder/recall and c B ing
reporls, logpe, giving purisdictions & streng foundation for assigning

MPIR_029 el pratient eaherts.

Add, Edit Patient ability to assign patient records to multiple cohorts Particularly relevant for mass E Yes STCIONE® supports the foundution for assigning patients to
Demographics. vaccination and school multiple cohorts through its cohort-tangeung model,
reports. enabiling flesible populstion segmentation for sulreach and

MPIR_030 Teporting.

Add, Edit Patient ability to view patient recards by cohort Particularly reievant for maas E Yes STC|ONE® supports viewing patients by cohort within
Demographics vaccination and school reminder/secall workllows, giving users 3 practical way to
MPIR_031 reports work with cohatt-scoped paticnt it
Add, Edit Patient ability to romawve patient records fram 3 eahort Particularly relevant lor mass Ei Yes STC|ONE® supports cohar management through cxisting
Demographics vaccination and school cohoit logie, providing the foundation needed to remave
reports. patients from ¢ahort-based papulations when appropriate.
MPIR_032
T mn_ &
= — . — | ML = _ |ergankzation and facitity status workfiows. |
(MPIR_034 |Patlent Status ability 1o store active pathont status ot the organization/Tacility level E Yes STCJONE® stored active patient status on Lhe patient record,
[rupP ing patient and

MR D35 [Patient Status abitity 1o store inactive patient status at the organizationfiacility lovel E Yes STCIONE® stores inactive patient status with structured
inaciive reasons, helping users manage patient populations
and cohorts 1

MMR_D3IG [Patient Status ability to edit active patient status at the organization/facility level E Yo STC]OME® llgwws suthorited users to edit active patient
satus, supporting ongoing patient lifecycle management
and 1egistry-guality data mai e

MPR_03T [Patient Status abiity 1o edit inactive patient status at the arganization/facility level E Yes STC]ONE® allodws dulh users to edit o
sratus and inactivee reason, supporting accurate patient

ion and

MAMR_O3E [Patient Status ab#lity 1o stare reason for inactive status of patients at the organizational/Tacility lovel E Yes STC|ONE® stores stiuctured inactive-status reasons, giving
users clear context for why a patient is no longer active in
Ihe relevant papalation.

MPBIR_039 |Patlent Statw ability to edit moltiple patients statut in one action o Yes 5TC|ONE® provides a strong foundation far bulk patient-
s2atis updates by using estabiished bulk-action pattorns
already present ehiewhere in the platform.

WIPIR_GA0 |PALENE STAuL [SElity 10 minafe pationt ALatus AL the geographic jUnaitensl vl E Ve [STCIDHE® stipports patlent nagement at the

| e | - _ U s E — Wl ~ st s thioigh the status modell
MPH_ 041 [Patlent Status ablity to store active patient status at the geographic jurkdiction level E Yes STC|ONE® stores active status on the patient record,
| y patient porting and
| el
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[MPIR_042

Patient Status

ability to store inactive patient status at the geographic jurisdictional level

Reviewer notes

STChealth, LLC

Return to Cover Page

Priority: E,0 Vendor response: Yes, Yes

(essential,  with customiration®, No. Vendor comment{s)
opticnal] *Commiant required

E Yes STC| ONE® stores inactive status and inactive reason on the
patient record, supporting jurisdictional reporling and
cohort management.

MPIR_043 |Patient Status ability to edit active patient status at the geographic jurisdictional level E Yes STC|ONE® allows aulhorized users to edil active palient
status, supparting jurisdictional palient lifecycle
management and data quality.

MPIR_044 [Patient Status ability to edit inactive patient status at the geographic jurisdiclional level E Yes STC|QONE® allows authorized users 1o edit inactive patient

stalus, helping jurisdiclions maintain accurate patient status
information over time.

MPIR_045

Patient Status

ability to store reason for inactive status of patients at the geographic jurisdictional level

o Yes STCIONE® stores structured inactive-slatus reasons,
jproviding a clear foundation lor jurisdiction-level inactive-
status reporting and review.

MPIR_046

Patient Slatus

ability 1o restrict azcess to patiént records that have been placed in ancinactive status

0 No STC|ONE® does not suppart restricting access to patient
recards based solely on a patient’s Active/Inaclive status
Patient status is intended to support papulation
management activities such as reminder/recall, assessmenl
reporling, and patient attribution, rather than serving as a
security or privacy control. Cansistent with MIROW Patient
Active/Inactive Status {PAIS) guidance, inactive patients
remain part of the 1S and may slill require clinical review,
updates, data correctian, or historical vaccination access.
Access to patient records is instead governed through role-
based security, user permissions, organizational access
conlrols, and jurisdiction-configured consent/opt-out
policies. As a result, authorized users may continue Lo view
inactive patient records when permitted by jurisdictional
policy.

MPIR_047

Patient Status

ability to reslrict edits to patient records that have been placed in an inactive status

o) No 5TC|ONE® does not prevent authorized users from editing
patient records solely because a patient has been marked
Inactive. Inactive status is used to indicate that a patient is
no longer active within a provider's patient populalion ar
reporting cohort and is not intended to render Lhe record
read-only. Allowing authorized users Lo continue updating
demographic and immunization information hefps maintain
data quality, supports ongoing data exchange with providers
land EHR systems, and ensures historical records remain
accurate. Record edit capabilities are controlled through role
lbased permissions and consent policies rather Lhan patient
slatus.

“[MPIR 028"

Patlent Consent

abillty to manage patient consent per jurisdictional policy

'E Yes “|STC|ONE® supports patient consent management through
[structured consent statuses that can be configured and
| |apolied according to jurisdictional policy.

Patient Consent

ability to update patient consent on a patient's record

E Yes STC|ONE® has the ability to update patient consent on a
patient's record. STC|ONE® has the ability Lo opt aut or opt
in patient records and STC|ONE? has the ability to opt in
patient records that have previously been opted out.

Patient Consent

ability to opl out a patient from participating in the 1S

E Yes STCJONE® has the ability to opt out a palienl [rom
participating in the IIS. This can be done by selecting the
"Opt Patient Out" bulton on the patient demograpbhic page.

Added

MPIR_050a

Patient Consent

ability to opt in a patient for participation in the 1IS

E Yes STC|ONE® supports patient opt-in by selting consent stalus
to granted, while jurisdiction-level consent policy supporls
opt-in and opt-out operating models,

Patient Consent

ability to enable access to a patient record per consent designation

E Yes STC|ONE® has the abilily to opt out a patient from
participating in the 11S. This can be done by selecting the
"Opt Patient Qut” button on the patient demographic page
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with customization®, No
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Vendor comment(s)

Patient Consent ability to enable updates to a patient record per consent designation E Yes STC|ONE® has the ability to opt out a patient from
participating in the IS, This can be done by selecling the
"Opt Patient Out" button on the patient demographic page.
Add, Edit Patient abllity to add vaccinatlon event information to a patient record E Yas [5TC{ONE® has the abllity to add, edit and delete vacclnation
Immunization event Informatlon to a patient record, In the Vaccinations
|View/Add screen authorized users can perform these
actions:
. ylew additional details about vaccinatlons, Including
Edit and/or delete vaccination Infarmation
Add chickenpox disease (this Is a state-configurable optlan)
Add {Special C {
Add exemptions
Vlew vaccination lorecast {if the option is enabled)
MPIR_0S4 |Add, Edit Patient ability to edit vaccine information in a patient record E Yes STC|ONE® supports editing vaccine information on patient
Immunization Immunization records, helping authorized users correct and
maintain accurate vaccination histories,
MPIR_055 |Add, Edit Patient ability to mark vaccine information in a patient record for deletion (o) Yes 5TC|ONE® supports marking immunization records for
Immunization deletion through a governed stalus model, preserving
accountability while preventing inappropriate hard deletion
MPIR_056 |Add, Edit Patient 5bility to add reason lor deletion of vaccine information in a patient record o) Yes STC|ONE® supporis categorized deletion handling and audit
izati capture for vaccine information, providing a strong
for deletion-reason doc i
MPIR_057 |Add, Edit Patient [ability to capture vaccine eligibility by vaccine dose for publicly purchased vaccine E Yes STC|ONE® captures per-dose vaccine eligibility and funding
Immunization category information for publicly purchased vaccine,
supporting VFC and public-program accountability.
MPIR_058 |Add, Edit Patient ability to store vaccine eligibility by vaccine dose for publicly purchased vaccine E Yes STC|ONE® stores publicly purchased vaccine eligibility at the
Immunization dose level, ensuring eligibility informalion remains available
for reporting and accountability.
MPIR_059 |Add, Edit Patient ability to report multiple doses administered to the same patient on the same administration date E Yes STC|ONE® supports reparting multiple doses administered
immunization via the Ul to the same patient on the same date where clinically
|appropriate, with safeguards to manage duplicate-risk
|scenarios.
(Add, Edit Patient ability to store all CDC-endorsed core data elements related to vaccine evenls E Yes STC|ONE® has the ability to store all COC-endorsed core data
Immunization elements related to vaccine events in the Vaccinations
section of STC| ONE®
MPIR_0b1 |Add, Edit Patient ability to enter d or olherwise comp flag E Yes STC[ONE® supports compromised or substandard vaccine
Immunization documentation through structured flags and reason codes
such 95 cold-chain break, oxpired administeced, recsll
adminislered, subpotent, and wrong diluent
MPIR_062 |Add, Edit Patient bty (o view i event on a patient’s record E Yes STC|ONE® allows submitted vaccination-event inlormation
Immunization to be viewed directly on the patient record, giving users clear]
access to immunization history.
MPIR_063 |Add, Edit Patient ability to store adverse reactions in accordance with Vaccine Recommendations and Guidelines of E Yes STC|ONE® supports structured adverse-reaction
Immunization the ACIP docurmentation, including severity, description, onset date,
and outcome, aligning with clinical documentation needs.
MPIR_064 |Add, Edit Patient ability to flag an adverse reaclion as having been reported to VAERS E Yes STC|ONE® supports VAERS reporting documentation
Immunization through explicit VAERS-reported and VAERS ID fields on
adverse-reaction records.
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R notes p
MPIR_065 |Add, Edit Patient ability Lo store patient vaccination event funding eligibility information E Yes STC|OME® steres vactination-gvent lunding and eligibility
Immunization i on on the record,
|aecountability and reporting across funding eategorles.
MPIR_066 |Add, Edit Patient ability to print lorm lor signatuce of vacoine refusal by patient for each individual vaceine antigen [s] Yes STC|ONE® suppornts vaccine-refusal documentation at the
immunization individual antigun level and provides a streng template
! far printable refutal-tign forms.
Add, Edit Patient ability to ensure that the delault lot number is from the oldest lot when entering an administered STC|ONE® wpports first-expiring-firit-out inventory erdering|
Immunization dose lrom inventory by i ¥ lots t-expiration.fiest,
i the found for delaulting admi d doses
MPIR_067 E Yes 1o the oldest apprapedate ok
Add, Edit Patient & Yes STC]ONE® supports recording administration of expired
izati vaccine by capturing the dose and applying an explied-
d dose teason, presrving the
MPIR_068 ability to record administration of vaccination regardless il vaccine has since expired in inventory clinical regord while clearhy fligating the issie.
MPIR_069 |Adi, Edit Patient ability to track vaccinations that require adjuvant Particularly relevant for mass E Yes STC|QNE® has the ability to track vaccines that require
B {mmunizatign vaccination, adjuvant such & Daptacel, HPV, ete
|W&pﬂ[ﬁ'ﬂh‘ﬂf abillty to securely print a patient immunization record == Yes :'S‘I’C|DNﬂ'hﬁ'dibibll&'lirﬁﬁ]’rﬂi’pdﬁiiﬂm 3
Vit Al screin, the Vaccinations Simmry and satlous
MPIR_071 |Print/Export Record abihity to include evalualed history 1n the printable version af the patient record 3 Yes STCIOME® supparts incluglon of evaluated history in
printable patient records through sdministered-vaccine
history and immunizatian-status summary template sections,
MPIR_072 |Print/Export Record ability to include the forecast in the printable version of the patient record E Yes STCIONE® supports printable focecast capability through an
existing forerast engine and prntable Forccast Summary
section, ieding & steong | for bneludi
five forecast data in printed records
MPIR_073 |Print/Export Record ability to include immunity in the printable version of the patient record E Yes STC{ONE® supparts including kmminity information in
printable records through structured exemption/immunity
records and printable exemption-status template
| Companimis
MPIR_074 |Print/Export Record  [abllity to securely export a patient Immunization record E Yes [STCJCNE® sipporty secure expoct ol patient immunization
i {rocerds through senorated FOF documants within
MPIR_07S |Print/Export Record ability to export a patient record in user-defined format o Yes STE[ONE™ s reporting engine slrepdy exports b multiple
formiats {POF, €5V, Excel, JSON, HEZ); the individual patient
record currently' sxports as o generated POF documant.
he gxisting multl fermat export inf [}
the patient-recard eaport would be a source code change
|MPIR_076 |Mass Vaccination ~ | abifity to support mass vaccination operations -menessary for mass E Yeu {STC]ONE™ supports mass vaccination operations via the
vaccination. Mass Immunizations Module, described as a field tool {or
fuitk enlry of patient demographics and
(|vaccknation/inventory data during mass immunization
events, with reports/reminders run centrally once flield data
i ! | | loaded
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MPIR_07

Mass Vaccination

ability to rapidly capture patient demographic information offline during mass vaccination clinic for
later upload/saving

Necessary for mass
vaccination

Return to Cover Page

Yes with customization

STChealth, LLC

We are evaluating and updating the mass vaccination offline
process as part of our modernization effort to deliver a3 more
intuitive, efficient experience for both providers and state
ladministrators. Client feature and functionality requests
such as these will be considered for inclusion during the
design process. This effort is targeted for completion by the
end of 2028 due to other competing priorities. STC will
rapidly repriaritize if timely need for this (unctionality arises.
Should prioritization be requested or become necessary due
to timely events, STChealth will conduct rapid discovery,
define scope with WV, and submit a price and timeline.

MPIR_078

Mass Vaccination

ability to rapidly capture vaccine information offline during mass vaccination clinic for later
d/savi

Necessary for mass
vaccination

Yt with customization

We are evaluating and updating the mass vaccination offline
process as part of our modernization effort to deliver a more
intuitive, efficient experience for both providers and state
administrators. Client feature and functionality requests
such as these will be considered for inclusion during the
design process. This effort is targeted (or completion by the
end of 2028 due to olher competing priorilies. STC will
rapidly reprioritize if timely need for this functionality arises,
Should prioritization be requested or become necessary due
to timely events, STChealth will conduct rapid discovery,
define scope with WV, and submit a price and timeline.

MPIR_079

Mass Vaccination

ability to support rapid capture of patient demographic information during mass vaccination clinic

Necessary for mass
vaccination

The STC|ONE® Mass Immunizations Module has the ability

to support rapid capture of patient demographic information

during mass vaccination clinics. Demographic data fields can

be predefined or the virtual waiting room may be utilized to
dite this process.

MPIR_0BO

Mass Vaccination

abifity to suppent ragnd capture of vaccing infs ! clinic

during mass

Necessary for mass
vaccination.

Yes

The STC|ONE® Mass Immunizations Module has the ahility
to support rapid capture of vaccine information durlng mass
vaccination clinic. STCJONE® has the ability to predefine
vaccine data fields for efficient user entry of information,
The mass immunization module allows users to quickly add
vaccines, Vaccine lots can be pre-populated for the provider
to ease Lhe use of recording,

MPIR_0B1

Mass Vaccination

ability to administer vaccines during public health emergency without impacting the patient's status
at the organization/facility level

Necessary for mass
vaccination

STC|ONE® has the ability to administer vaccines during
public health emergency without impacting the patient's
status at the organization/facility level. The Mass

Module captures immunization information
withoul impacting patient ownership,

MPIR_0B2

Mass Vaccination

ability for jurisdictional admin to flag/indicate org/facility participation in mass vaccination event

Necessary for mass
vaccination

¥ with customization

STC{ONE® allows for an "Additional Status” to be selected
for an Organization/Facility in the Org/Facility Maintenance
page that is Agency conligurable that can be used to indicate
participation in a mass vaccination event,
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Functlon: Manage Vacclne Inventory

Revigwet noted

Return to Cover Page

STChealth, LLC

MVI_002

Vagtne imentary
eaith

sty To wrarch The imantory by funding sourcn

4TC| ONE® makes lunding-source Inventory
imanagement siraightlorward by storing funding
1ource as a structured field on every inventory
iecord. Users can quickly search, filter, and
feport on VFC, State, Private, Secllon 317,
Military, HS, and other Invenlory categories to
supRort strong program accountability

MVI_003

[Vazcine imnthiory
[Search

ability o search Inventory by vaccine type

(i 1O%E* supports fad smeerdary search by
vaccine type using CVX-based vaccine cades and
inames stored on each inventory record. This
itwes users reliable access to the vaccine
information they need across ordering, transfers,

and lot workftows,

Mvi_00a

[Vagtme trmvensany
Sedich

iy 10 seanth wvetory by vacone it munber

3TCIONE® supports direct inventory search by
lot number, giving users  precise way to locate
vaccine stock, support transfers, validate
returns, and manage lot-speciic activity with
onfidence

it s

Vaccine inventary
Learch

ability to search Inventary by vaccine NDC code

The modernized STC| ONE® allows for Lhe ability
Lo beuith mventory by vacome NOC code

T
iverory |

Aitd, £t Vaceine

MVi_007

Iwondery

abilivy 100 ks ¥

SIC[OWE® priremies mwemisey
dashboard/summary statlstics and a Vaccine
inventory Hub visualizing current on-hand
inventary. Nate: a subset of the dashboard's
auick-action sharicuts (Approve Orders / Place
Order / New Order) were recently relabeled
*Coming Soon” because they were running on
placeholder data; this does not affect the core
inventory visualization itself but is worth
disclosing.

MvI_008

A, Ede Vateme
Iy

ity 1 ot mmerntiry furding sosier 33 the ot kevel

$TC]ONE® supports funding-source
g at the kot bewel, ab by
users to view and update the funding source
|#ssociated with Individual inventory lols. This
nelps Jurisdictlons maintaln accurate
publie/private inventary separation and program|

MVI_009

Add, Eait Vaccine
oy

Sty 18 ot iverninry fumting ssurce 31 the vistine kevel

STCIONE® wepons vaccine-leved lunting-1ouce|
conliguration through Vaccine Settings, where
ach vaccine catalog enlry can carry funding-
[saurce detail alongside CVX, NDC, and praduct
information, This gives jurisdictions flexible
contral over how vaccine inventory is

MvI_010

idd, Lt Vactine
lweniary

atslity 1 add vaccing wformatan i tenlosy

Laegei el and mangid.
(STC|ON

rovides a dedicated Add Inventory
[warkilow for capluring new vaccine lot

The pueed form s

inventory creation and helps users add vaccine
stock into the IS In a structured, controlled way.

MvI_o11

A, LA V.

lirenitsiry

abelity i syhiem i

Y to the IS

Particularly relevant for mass vaccination

STCIONE* weparts ekstrans niealony usicsd
workilows with a barcode-scanning user
experience already designed Into the Add
(eremtaty dow, Thay prinmed & strgng
ioundation for scanner-enabled inventary entry
e It jurrdetsons stresmling ivventory
capune ai implemeniation peei are fanalged

REVISED Attachment B_Manage Vaccine Inv
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[Rdo, Edit Vaccine
Ieehtory

|ability to view current inventory list by faciiity

tfshauld have.

Return to Cover Page

STChealth, LLC

Priosity: E, O Vendor response: Yes, Yos

[essential,

optional)

with customlzation®, No

*Comment required
Wes

Vendoe commentis)

STCHONT® vy qussont imeentory £y 10 witw|
{irw fecivty theough Tanhity-1caped iwentory
|uerict. Autnoued users can quickly see on-
|mared vaceide inventory far the facilities within
e Coce, SURPSITING - 10-a3y Wwentony
s

Mvi_013

Add, Pt Vasoine
ery

abllity 10 view current inventory list by organization

STCIONE* S scnpe bavcd access model already
[retuent orgarstation-made imeentony. an

wery laciMy in their origanisation.  evlicit "ty
largincation” rollup/lier controlin the
ety st Ul (which currently filters by

v

Ehe enritng scoped quey,

(MVI_014

mad,

wentory

| abalay for

Yei

[STETONE s jurnstionscoped secevs model

: :
i thise yuslsessan, including a Jurisdiction-
Hwitehee for system administrators; inventory

Y
management functions available at
the facility level, scoped by the admin's

(pdated

MVI_0ES

Ak, Teht Vserine.
[uwrntary

T e

|Add. Eait vaccine
imentory

| o

e verss Tof rpLagemEnd Caiet

ek

Nunabr g wiree:
retlsiuficanon at the inventory-fot level,
(schadinng publlie-to-private or private-to-public
lljrstments, For nrpbcement sceralin, ath
churnge Is captured through the platform’s audit
o " i by 4

|t #¢ and cold-chain excursion tracking Users
{ean recard ANV tempetature ehidha,

12 suippodt compliant vaccine handling

Yo

CIONE® wores vacene Morapo Capabiay a1
usructoned facility-level slorage-unit recards,
v and

s B
Thet el

st o st Lor vtorage caacily a0

Undated

Wvi_022

[vaceme Dreermg

with

o:

atuiay 1o pre popul:

d on Inventary, doses reparted as administered to 115

[STCIONE® wpoorts pri-popuiated vaccioe
iders

tho e Yatting Drdor wirkrd. This roduses
miamsl entry, ipeeds up ordering. shd helps
st 2lgn rogeeits with invenigry-iven

REVISED Attachment B_Manage Vaccine lnv
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Function: Manage Vaccine Inventory

VI_023

tateine Ordevng

bty Lo edit pre-populaled order quanlty

anilily for admin to aclivate vaccines availaole for ordering

Return 10 Cover Pay.;

STChealth, LLC

STC{ DMLY alows Laees o aidul e populled

STC|ONE® has the bty for jurndiczonl
Erdpeng. herdstanad admes can defion
{vaccine qeder sth aod apply the order seis 1o
il e anid fazdivs.

MVI_026

abilay fof putisdictanad adomin 10 insciivate wacongy aeadable fo ofdaring

STCIDME® soparty insstivation of vactines.

St

{netory and eanfiperation eonpl,

Wactere Didening

[atulity Y gordiet gué iy putthused vatt s

™ i the obilty va aeer publicly-
pehatod wactines. Thi perminsion is granted tol

faci

MvI_028

Vacome Drderng

[ability 10 view all orders by user-delined parameters

lw—
ICHONT® usfiparts rther ity J0rois uiers

ot Lty statun, aned

sight

{Mv1_029 Ivmnm‘

[ability Lo update delivery hours to receive shipmenls

TCIONE® snperts dalivery ot spisies
within (Nt wacesie ot e workiicns, The

a6k imats

frmem privwicics agreeTmend infermation wiile

the

[MVI_030

Vactine Oveeng

abilily to enter a reason far vaccine orders oulside he recammended order quantily

Fg(uw.
STC)ONE® supports capluring geder contest

pwhin fegueited quantias difer from
recoinimidatieahs by storing requested and
i e twenrmted guansites ddy by side and
SApTInG <ol v o, Thes prvrk

MVI_031

[Victine Or e

ability 1o search and view past vaccine orders by facility within a specified timeframe

I | evatudtie EXTOEEIG.
STC ) ONL* wippedts viewing Pkt wacding drden
oy Tacility vith Mecyrle tenestamps far

besnfl et Ay

[Wateme Sedenng

Lability 10 verily contact Iniormation during €ach order without leaving ordering workliow

TSTCTBRI™ suppaits camant venfication during
atans S

st Uiers can confirm key details before
subbitiession withawt leaving the order process.

[MVI 033 [Visttns O derng.

ability to update contact inlormation during each order withoul leaving ordering workllow

STCTGRL® wupparts GRaIng Camtaet and
theppang: efnrmnation witen the erdenng
|weieh M, et Unos Kinvm order fullliment
drtads seciorate wetheut daipeang ofder
Mo

REVISED Attachment B_Manage Vaccine Inv
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Function: Manage Vaccine Inventory

V004

Vaccine Ordering

ity 1 1w an simaubemitied rder

Return to Cover Page

STChealth, LLC

ty: £ O Venderreigoaie: Yom, Yes

lessemtial, with customizgtion®, o
Reviewer notas optlonsd) *Comment requined

fendas eominpat{s)

STEJONL® Maipbets waving bniulmitted vactite
orairs hrough @ draft stanu. Usor can begnan
order, s it, and rutun later o complcte dnd
suliemnt it wiwn (pady.

[MVI_035

bedore 2

STE|DNL* supports updating organization and
[ 1

Facility settings allow authorized
utkrs 1o manage contacts, including the VTrcks
g contset wmed far ffdmant.

MVI_036

Viteimo Qedening

sty 1o earxel

STC|DNEY sgpaarts camiritatom of ihsstmiitted |
warring otders by alipwenyg deaft orderns 10 be
[aateted byfose sitmnsion. This beeps the order

MVL_ a5}

Vaccine Ordering,

THTETONE® supparts ebting unwbTed vorme.
[ofisers though the order witard and N codiy
[siabiss. Wsers £3m revne orcer dezady befpre feal

oo

MVI_038

Vacome Ordering

atilily 1 sew an wnaubmanod godor aftor repion

[STC|ONE® Wnvertoey andy alioaws
4 et dhen 1 b demecd i it i3 submated. in
adtian, @ dkaes.a woar 1o revew a repetted
order, howevir to mansain wlarmation e
erry tramiaction 5 few Bedor gt e ovated
Hiofitaing & o ction. Thit criises iery gl

MvI 039

Vaccme Drdening

Qrest whmitteg

(STCIONE® wapporms order verifcation befory
wiimisvan thiough & dede sted Revew step and

[auantity. shppeng, and parder detas brfore

MVI_020

atlity for jurisdic dmin to reject a vaccine order

STCIONE® wagports pirisdsttional revaeer and
tejection of wicting oroen thiough the Appeoval
[ Chuewe. Submimted ordéds can be ieviwed,
lapptded, a¢ fepectod ticough 3 povtrined

MvI_D41

vaccme Ofderng

atdity far unisdictional admin to select a reason code when rejecting an order

vkl
[ STCIONE® supporss ijecton reson capture by
| eruirig 3 reason whin sn sider W et The

it ity los trangparensy ar folloe-up.

Ml Da2

[Vacting Ordering

| sbabty 10 it an order afies ivjection

t!TE!HNl‘ s the abality o cike an order abier

todiet huns Beon apprgrwed. W the whole order i
Prpecied, then the oider can't be edied and o
{new geder will red to be subenated Tha
EAoCeNs MRS an scciaate order fstory.

MVI_043

ibAty an order aller rejection

TSTCTONE® supports resubmission after foyenian
oy alliraeng users t Ereuae & Tottected orer
g gisdance fram fhe rejection decision, This
veserves udit mtegrity while gving providers a
choar path b s forward

MVI_04d

[Vattme Oroving

STCIONE® has the abifity t clectnenmatly notdy
the facifity of a rejeevd duder by waeof an slert

dashboard

MVI_045

Viccine Orderng

ahibty 10't72ek thir shipping 11atus of arden

[ETCIONL® tracks oraer shipipatg sty acrow
the aedor Wecytle. incluskng ihipped and

with sotiated Thaa
e st bty mba seder pragre fram
recewt.

B ibpped

TONE® han the abibty 15 vty packing g
wifarmation after order s shipped The arder

maching W The order can Lhen be updaled lo
reftest army manor diflerences piioe o scorpting
the iddew et S wirtusl mvantery.
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Functlon: Manage Vaccine Inventory

M 047

Vaccine Ordering

match

Return to Cover Page

Priority: E, O Vendor respanse:
ential,

{ess
o

with customization®, No
“Comment reguized.

STChealth, LLC

es, Yes.

Veidar eomenent{s)

b ST ONC® O neet currently prosidie an
mammated dlestione noidestion weclta sty bar

bt atcountatalicy. The ghor e the
erprtatonst wiitiliy nerded to dentdy

i
= elest foundation for a fuleee sutomated
rotfeation capabdny if previsird

MvI_0a8

[Vitesne Oriesmg,

sl 10 reuive ehectrons notlfdation when viitine gider fecened i demaged

SICONL® Mrvintory Management has the
atrkiy t2 receive electronic notification when
e ordir reciird b tanugrd

MVI_0a5

Vattne Oraermg

abillty to request sippIng label(s] for nonviable vaccine subject ta return

STC|ONE® Mipports raemsble vatne relurn
wotkflows, including genardtion of retun.
[Mcumirtaton wth a1 ped b ntalle
packing sk far return sipmants. Tha pravides

PPt rrded 10 BHARa N and proceis vatting
retimai, inchathng the documentaton feuadation|
o shiggeng Libed handiing mithin the retuts
|meocess.

vi_050

Vatting Drdermg

{ability ta search for past vaccine returns within a specilied imeframe

STCIONE® wppsets searching and wewing pat

mihucle wark e drisd Iram Wlmnadan throsgh)
|agne gl andd expani.

v 51

Varzime Ovdermg

mﬂl\r o e i g retu e withi 2 spreading tme Brame

STCIDNLY sumpaits yorees ¢ [i2st ¥atome returmmy
with complete return details, including facility
onient ond retum waekficw tann The

i oresdhirs. the operational foundation for

[t framie- tased Aoty feves

MVI_(52

Vaccine Ordering

ataiy 10 pre-book vatoie anfen

Partcutarly relevant for mavi vascnauon.

’5“: ORE* wppert vatone pre-boaking with 3
futl wibenisted <b apowed/frmeted Meoythe,
program welrchion (e § . seanonal Flu, COVID- 191
{800 & facsiny-devet pre-tioubeng optin setng,
Anproeed pro-boobed alotatiod wrtsce

MW 058

vaccine Ordering

akubty for d dafimym 1 dlorste

Partigubarty refevang bur mass vacesation,

dircily i the etier-craaticn faw.
31T v tndalana] ddmmaliziie

[Ltrony aocation ipundation theauh pre-

vt Fogatiom that 1

nto cribenng. Theae copabsision suppoit
s8scstan by progrem, NOC, fachiy, snd athir
andigur bl ordering peramoters {oday.

MVI_054

Vaccine Ordering

[Farticuladly refevant foe mani vaconstan.

Yes

[STCIONE® hat the ability S0 activate vaicing
wedening furctanaliy for 29 dergruted

shuring a ribdic heatth
lemuegrndy. Qrder Mansgoment sl for
T $0 J4SIEN 2N OTdT 4 EO Tl
ravithers a1 onte

MVI_055

|Wécmwe Oitkereg

shikty har potridictinnad adwio to trrate mider wels

[ Fartuulsfy sebewamt For mins vaconabes

[STEIDNE® eralbies paerdctoonal adrrmirtess
i reate snd mandge ordee Lot woopnd ko thair
lnbetaun. Admins can create, edit, duplicate,

andd 12 Goder W 10 Wpgart 100, Seasonal,
Lermu ey, and custom ordering needs
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Function: Manage Vaccine Inventory

MWI_0%7

Rt/ Agpeave Order

[abllity to suppart a rules-based decision logic to approve of reject order f above or below recommended order quantity

Return to Cover Page

Priority: €, O Vendor respanse: Yes, Yes

(essential,
optlonal)

with customlzation®, No
*Comment required

STChealth, LLC

Vendor comment{s)

STC|ONE® has the ability ta supporl a rules.
based decision logic Lo approve or reject order it
[ abave or brlow recommenticd ordor guantiy  in
STC|ONE® the unséictional admin can specily
the algonthm for recommended order quantity
which is 2 queue Lo order approvers Lo approve
or deny an order. To ensure that providers are
able to request orders outside of the

order quantity for valid clinic
acuvilies o inltux the 2pprove/deny decision 15
not autamatically apphed

MVI_058

abilty for jurisdictional admin 1o approve order

[ETETONL™ tupparts jerdetaml oroes pptoval
through the Approval Queue, allowing
authonized agministralors to approve submitted
orders i part of the standund revew work .

MVI_059

Review/Approve Order

sty for purpche toinal adinin 1o adjint coder

Yot

5TC|ONE® supports urisdictional adjustment of
vaccine orders during approval by allowing
spproved quanuties 1o be sel al the line lovel
This gwves administrators control while
[breserving the requested quantity for

MVI_060

pprove Order

(Wikty for dmmin 1o Oceept NEE vacane into inventory

5TCJONE® supports electronic acceptance of
VFC vaccine nto nventory through the Confirm
[Drder Receipt workflow. Approved and shipped
lorders can b recewved clectronically, adding
[quantities directly mto facility inventory.

MVI 061

Review/Approve Order

ability to accept each vaceine productin the 115 after shipment ss received

¥

[STCIONE® supports accopting each vaccine
[product after shipment reccipt through a
structured Receive action. Users review
[approved quantities, conlirm receipt, and
inventory s updated automaucally.

[Wvica6z: vaccne Dose

Yes

[STCIONE® supports automatic Inventary

doses are
[ matched to Inventory lots. The platform updates
[inventory In real time and supports re-crediting
wtien W dbeted o b erroe

MVI_063

abiiity lo match vaceine doses reporled as administered Lo vaccne doses in invenlory to facilitate dose decrementing,

E;TC|ONE' supports automatic matching of
administered doses (o source nventory lots
using vaccine, (ot number, and facility. This
matching drives accurate dose decrementing
AN ALNERELIES I L0dy SECOouhialnity.

ability to vacane inventory n real-lime via HL7 messaging

Bocrmmimbng

TETCTONL® b thee ability 1 i ematicaby
i v FErlBry it fes B via HLT|
messaging As long as vaccination imformation
matthes the mentony wil dearoment.

MVI_065

[Vattine Dose
Oncromenzing

Abilly ta automauically decrement vaccine mnventory i real-lime via Ul dala entry

TSTCIONE® supports real-time inventory
decrementing for doses entered through the
wher indievface. Administened doses detremaont
the matched inventory lot, supporting accurate
on-hand inventory regardless of enry method

/[vacdne inventery
Reconciiation

[l—bﬂ'my to reconcile vaccine doses currently In physical storage with vaccine doses reflected in system inventory

[STC|ONE® has the ability to reconclle vaccine
ldoses currently in physical storage with vaccine
Ioses reflected in system Inventory. Vaccine

Inventory, print Inventory and reconclle with
physical Inventory.

MVI_067

Vatge imantory
Recangianen

ahility Lo document reduclions in vaccine inventory due ta 0utgoing vaccine transters

5TC|ONE® supports documentation of oulgoing
vaccine transfers through structured transfer
Fecor o with viatting, guantdy, and kot datad,
The transfer lifecycle provides traceability from
submission through completion

MvI_068

[vaccng nwoniory
Retgncdatian

ability 10 electramically document reducuions in vaceine imvenlory due ta oulgoing vactine waslaye

Yeu

STCJONE® supports clectronic documentalion of]
wastage reduclions through structured wastage
Ceriv, Fpprowal wOrafiows, 3nd recend Jon
These workflows provide a strang
foundation for accountable wastage tracking

REVISED Attachmint 8_Atannge Vacone v
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Function: Manage Vaccine (nventory

abilty Lo enter curreat number of vaccine doses on-hand in physical storage

STChealth, LLC

commant{y)

STCIONL® supports wrdey of dutrend pliysial an-
Mand vaecnir counts duming rosonckation. Thin:
B w10 codngane attual sorage
[Ejusnt 1365 2@t fysiem inventory and resolve

Mvi_070

[ty 10 gk Shd ranage dates lr vaccings: on hund, HETeARARTIY, wAtw, T1gu0R, DFBCTER, FOTAlei, reburne, traniaried

Y

SICIONE® weserts racking key vacone dose

wased,

lexsred, dedered, reestied, etuenod, snd
tranifereed. This gives junisdictions broad
|vesdbilite ssoni the vaoging blecyiie.

MVI_071

Ye

[STCTGNE tipports remasl o rreabed Bty

v

MV 072

MVI_074

[ty b prnt 3 reconolation workiheet

jursgctional admin to inilale VEC vacane transfers

Eqw Hgparts pinling reconailialion

310 the
This gives users a practical tool for

STCIONE® Wu-mmd

[VIT waccine tranafien through stiustuend

[t Creation. Auhorlind mers ean e ute
Jen, and

v 075

accine Transters

atshiy t@ accept VFC vaccine transfers

Iﬂm;‘."“"-—_._.—..
STC|ONI*® suppmts sreeptang VIC wattme
travhers throigh a comgilote: tranales wark o
1t Bl appeved transfers at the recenving
erid and closes the transfer hfecycle

o

accne Transfers

STC| QNL® supoodt jurndictionsl rojectian of
waceune ranaters uing the same Lrassder

[AR——

MVI_077

accine Transfers

absbty 10 search and view past vacoine Lransfers wilhin a specified umelrame

bl prakirie 4h
Lmﬁ' TUPROTTS SEAERANE and Vg pAsT
|serines ainad gratuy-bsed wews. Transfer tecords

(MVI_078

080

[Vaccma Tramters

attine Walige

|35y R Jurete il admin to allow for direct vaccing LransTer between faciiles without jurisdictional pre-approval, but with

abuldy 1o determine Lhe talal cosl of wasled vaccine by user-delincd paramelers

trocoabilily.
|smm'mwwm For deeet
ity rlo-facdety vaccine tramber with

flags and sirustured franifer nrcordh Tha
prevehes & chear path lor cobligieed frerright
et s

STC | ONE® supports the data Rowndalan ot

by Organiation, (atdsy, ard reaton, The eradies |
(ool waiea ge anadys as an extemson of
[menting ieporting copstiditun.

MVI_081

AT WaAET

aksiy 1o+ futisdhctanal admin to modify nventory quantity to reflect wastoge

hi:lonl* supports jurisdiclianal ivenlory

|#dpustminti for wastage through reconcil alion
P

454 audit safeguards help mamtain
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, 0 Vendor response: Yes, Yes

{essential,  with customization®, No Vendar cammant(s)
= . Rovlivwer noles optional) *Comment required

MVI_0B2  |vaceine wastage abity far admin o wEntary wastage t Tl [STCIONE® wgiporty sanghing struttined

o
Lsrsd jurisdiction-managed adjustment reason
featalag. This helps jurisdictions standardize
[wastape reportng and masntain ciear audit traily,

(MVI_D83  |Wactme Wastage

vagomn by T

Yeu [$TCIONE® weppoets determmeng tatal wiied
thosrs thraigh the Augregate Wanlige repon,
il el e By seganiralion, tatility, and
[wantage reason This gives users actionable
wight into wastage patterns by selected

MvI_085 |Vaccine Expiration ability to alert users to vaccine nearing expiration o Ve STC]ONE® harips wiers 301 bafor vatoines tupere

by supporting alerts for lots nearing explration
Tha mwentony alerting framework and Required

helping j
rediste waste and maintain an accurate, usable
waleine wieshy,
o Yes |sll:10m'uwm\wvb-i|rmxmmnrfmal

s

MVi_U86  [Vaccine Expiration atrdiy to pravide skorts hor inventaly alroady evpred

pated by
EAtNCE Invantany datis, Thes alieas users o
auickiy kentidy exprod viconn urd takir
[3pprapLIte 2Lton Wing the Lime st Ting 2
aetion-giunted Evemory wetkig.

MVI_037  [Vaccine Expiration by fer purndhetionsl sdmim ta medify ary Guantery remaed o Aatie L

3 e Fl:]olﬂ‘ AL JAABE L0 SULhar e e
£ SlAY irvantory quantiten when vaccine el
b reomewed dom avadabin mwontony, intladng

|wish sunctueed reasnn codes and 3 full dudu
Lra, gl juriidaticons bath control and
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[Standard Reports _ [ab1y 10 Kanerate 3 roport NGE provides information on patient And vacding matching and [ 1 1ONE* b th by Lo genoeate a repert 1ot provides

umlmsumnmwmamramw

define wearch wch s Meme Type,
o dinte range.
|Standard Reports ability to generate a report thal provides information on data gualily of data at rest E Yish STCIONE* has the atility to gunerate a report that pronides

infermation on data guality af data at rest. The STEJGNE®
Fatlent and Vatcination Data Quality reports will peevide this
information,

Reports ability to generate data quality reparts for HL7 submissions

|ONE® has the ability to generate data quality reports for
HL? submissions, The STC|ONE Provider Detail Error Report

Standard Reports

ability ta generate a practice-level palient data report for VFC enrolled sites 3 VEC prowidar peactice
mmmm.‘lmﬂ will pmidedmmlmmxm
i addition, Uiy infi ol fora
provides iuﬁn;m-_ewlhmal.
Standard Reports ability to generate a doses administered report to support accountability for publicly- E Yes Ym_oup;... Thie abil 2 o
furchased vaccine seport foe VEC envolled sites and wmummuhe
vaccing

Wsmvﬁlﬂem-hlmm I3 variaty of format.

Standard Reports ability to generate a doses administered report for VFC enrolled sites E Yes 'ECIUN‘E‘ the ats a dones admi d
wlﬂ lrﬂ:mlednmmd Mmﬂmnlminnt The
FRepart, P, 1 d siretral
oﬂmsmu-...-... hi o k ety ol
Standard Reports ability to generate VFC provider practice profiles [ Vs STC|ONE™ hat the abiry wuncratewtpmvmlpra:uce
Grofies, The VFC Prolil repon will prma this mmnon
in Mdah« 1hi i d [ora
mrx Mwml..
Standard Reports ability to generate a report showing the total number of select vaccines administered each E Yes JONE® Vaccination Totals teport can ba ran for whect
month by facility facslithes fiar esch month as needed.
Standard Reports E Yes Themﬂnqumlbﬂ?nmm:hezbllny to generate
ability to generate a report displaying a change in vaccine administration patterns over a a report i e in inistralion
selected timeflrame pattertia over a seboctod timelrame.
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e ————t el e —— —————— il = e
Standard Reports ahility Lo generate a repart listing/identifying patients who received a recalled vaccine STCIONE® has the ability to generate a repart
ingidéonibying patl b d e
| T STC|ONE* Lot Usage and il this

and alioves this wsar 0 select pecic oty enter
[date range, and select o specfic Organization and Facility.

Standard Reports ubifity te generate a report of patients declining or refusing vaccinations o Yoy [STC|ONE® has the zbility ta generate a roport of patients
chinis igny, The STC]ONE ination Delerraly
Ropart el I jan The

Oeferrals Repart can bo run with ar without detail. The
Detailed veesion will specify patients, the viceing, the doe,
date and aganitation.

|Standard Reparts 3bility 1o generate a report to calculate a facility’s average vaccine usage ] Yei anmn Includies sevoral standard repoits that can be
and the tewlting 413 can b used to deri
rmetrees such ag 1 i T A ¥,
STC|ONE* Analyties is avallaic (o suppert cusiam anaiiet
thraugh scoped proje ] tapred |
e

o

Standard Reports STC] ONE® has the ability to generate a report that
provides/daglays Infarmation aboul current invenlory on
hand. STC|ONE® Inventory Management allows for mwentary|

ability to generate a report Lhat provides/displays information about current inventory on 10 be printed from the reconciliation screen and is also
hand v on the Inventory Dashboard.
Standard Reports 3 Yeu STC{ONE® has the ability to generate a report that
fd Al about inventary tion:
[ The STC|OME* avestory Tramaaction Repoet will peoevide this
ability to generate a report that provides/displays infasmation about inventary transstions infoemation, .
Standard Reports ability to generate report(s) that display infarmation about vaccine order history [s) Yes STC|ONE® has the abilily Lo generate fepanis] that display

informatlssit abaut vaccine order histary, The STC|ONE®
Order Histary Comparison Report will provide this
informatian,

Standard Reports ability Lo generate reportis) that display information about vaccine wastage and returns E Yes STC|ONE™ has the ability 1o gencrate repoei(s) that display
information about vaccine wasage and returny. Repons.
include Inveatory Transaciion and Agigregale Wastige.

{Standard Reports E You ‘f;"l"\‘."]nnt' s the sbllity to generate a report that displays
{the viaceine arders subimitted to VirckS within a specific
{umetrame. The inventery Transactian repart and VOMS
[3bilily 1o generate a report that displays the vaccine orders submitled to VTrckS within a Shipment Summary could be used o abtakn this Information.
specific timeframe

Standard Reports 3bility to generate a report providing information about influenza pre-book orders E Yes STCIONE® Inventony has the ability 1o peoerate 3 feport
providing information about influpnsa ple-book orden.

Standard Reports [ability Lo query vaccine ordering patterns over a selected timeirame to indicale trends ) Yes STC]OMNE™ has the ability to query vaccine ardening patierns
over a selectod timelrame to dicate teendy. The Order
History Comparison reporl can provide this infarmation.

REVISED Attachment B_Data Access

52



CRFP-0506-MI52700000001 STChealth, LLC

Function: Provide Data Access Return to Cover Page

Vendor response: Yes, Yes
Priority: £, 0 with customlzation*¥, No Vendor comment(s)

| (essential, optional} *Comment required

i E —————————— = |
Standard Reports ability lor jurisdictional admin to generate report that fists immunizing facilitics STC]ONE® has the ability for jurisdictional admin to generate
report that lists immunizing facilities at the state level. The
Provider Contact Report can be run without limitatiens or

with uscr defined criteria to abtain this information.

ndard Reports ability for jurisdictional admin to generate a report that provides information on o Yes The modernized STC|ONE® allows for the ability for
lorganizational/facility enrollment jurisdictional admin to generate a report that provides
information on organizational/facility enrcliment.

Standard Reports ability to generate report of student exemptions by type (medical, religious) eeded lor school reports. | The STC|ONE® School Immunizatian Report will provide the

| rades and tho er ol eapmptions per gradu.
Noeded for school reporty The STC|ONES School Nurse Module has the ability to
Benerate a record of students' immunizations for school
purposes. There are several reparls that can be run by user-

Standard Reparts ability to generate a record of students' immunizations for school purposes

defined criteria to meet any need.
{Standard Reports [ability to generate exclusion letters stating which vaccine(s) a student needs to come into  [Needed for school reports. E You r!—lw STC|ONE® School Nurse Module has the ability to
compliance with requirements and be permitted to attend school

igenerate exclusion letters stating which vaccine(s) a student
inecds to come into compliance with requirements and be
permitted to attend school. The Action Report Notice/Letter
will generate letters with content that is defined by the
Jurisdiction.

!

Standard Reports

abilily to generate doses administered reports for priority groups during a public health
emergency

—— = rde enerate this info
Needed for mass vaccination, Yes with customization | At part of aur modernization initiative, we are updating Lhe

| mass immunization process to deliver a more intuitive,
efficient experience [or both providers and state

I Client leature and i ity requests such
as Lhese will be considered for inclusion during the design
process. This effort is targeted lor completien by the end of
2028 due to olher competing prioritics. If there is a need Lo
address eacrlier then STC will reprioritize, No addilicnal costs
are anticipated, as the work will be fully funded through the
onsortium,.

[Ad Hoc Queries & ability ta schedule an ad hoc query to run on a predetermined interval (i e, daily, weekly,
Reports monthiy, quarterly or annual basis)

|STCJONE® has the ability to schedule an ad hoc query to run
[on a predetermined interval, STC| ONE® contains stock
reports which can be scheduled to run once or on a
reoccurring basis.
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Vandar camment(s]

Reg, B Capabikty i 3 b ™ il Con Reviewer notes

Ad Hoc Queries & ability to generate reparts with a user-defined report farmat E Yes STCIONE® has the abibty Vo ganmrate repers with a user-

Reports delingd rmpart (ormat, Reports can be exporied a1.a CSV ile.
In achdithon, Sell Service Reporting which will be available

. precor will further satisty !

Ad Hoc Queries & abilily Lo generate reports across geagraphic hierarchy levels [ Yes STCIONE™ has the ability o gencrate ripons Acnms

Reports grographic hiorarchy levels. The STCIONE® cone repans
medule contains user deiven mena aptmes ncleding options
for O Facility, 2ip Code, and County.

|Ad Hoc Queries & ability ta generate data to inform the public via websile dashboards ar similar means Particulariy relevant for mass vaccination [ Yei The platform enables the State 2 ‘oatract data

Reports o v li bt ing toak.
STChalth docs not directly provide or howt public facing

Ad Hoc Queries & ablity to store saved repart tomplates E Yos In STC|ONE® Self Service Reporting Tool a useris able to

L create, save and modify Cohort and Output templates.

Ad Hot Queries & ability to modily saved report templates E Yes In STC|ONE® Sell Service Reporting Tool a user (s able to

Augo create, save and modify Cohort and Outout templates.

Ad Hoc Queries & ability 10 inattheate (archive) o € Yo The modernized STC[ONE® allows for the ability to inactivate

Reports {archive) saved report

ad Hoc Queries & E Yos STCIONE® has the atility 10 modily a query, Standard

Reports Risports contaln b varisty of ways that 2 uie can madily o

- I askition the ~ &

e wallabia pro canraet, ca provide anhinced cipplilty

|absility 1o modify  query o u
Ad Hac Queries & E You STC|ONE® doet not hawe the abilily to delete a query. The
Reports Sell Service Heparting toal which will be available precontract
ability to delete a query will satisfy this requitemant.
Ad Hoe Querles & ability to save an ad hec guery E Yos STCIONES does not have the ability to save an ad hoc query.
Reports Thi Self Service Reparting toal which will be available
peecontract will sativly this requirement,
[Ad Hoc Queries & 3bility to create a2 map using geocodes for statistical reporting o No [STCIONE® Analytics has the ability to provide geographical

Reports anatyst and mapping through scoped project engagements
tailosed to the specilic requitements through 2 service

3bility to export data in user-delined lormats

fosmats. The $TCIONE © DTT functionality allows an
authorised wics to croate export profikes to identily data that

s dirsirod for erpain.
Print/Esport Reperts | abiity 10 export segreaans fevel de-sdentified data [Parsicut shevant for mirks, o € Yes STCIONE® has the aBsity 10 CXpart Acsrerale level de-
ol data. These s s v ol regorts that can be
printed that i level di-itfe
data,
Print/Export Reports ability Lo export record Ievel de-identilied data Particularly relevanl lor mass vaccination. 14 Yes STC|ONE® has the ability to export record level de-identilied

s, Thene are 3 variety of reparts that can Be exported or
printed that contaly record level de-ientdivd datp.

Consumer Access ability for authorized cansumer to print forecast [ The STC|ONE® consumsir application, has the ability for
authonized consmi i phnt forecast. Verilied patients may
easily print thels forecast from the application.
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DA_060

Consumer Access

ability for authorized consumer ta print patient immunization recard

Return to Cover Page

Prictity E. O
{estential, optlonal)

Vendor response: Yes, Yes

With crstomisatian®, No.
*Comment required

STChealth, LLC

Vandar commant(s)

The STC|ORE® consumer application, has the abiliby for
Jauthofited comumer ta print a patient immunization recornd,
Vieridind patients may easily print their immaniation recond
froem thie application

DA_061

Consumer Access

ability lor authorized consumer to print an official immunization history

The STCIORE™ consumer applicstion, has the ablfity for
suthoised consumer to print an official immunization history|
From within the applcation without support fram the
juthudigtion,

DA_062

[Consumer Access

ability far autherized consumer to retrieve a verifiable digital vaccine credential without

from 5 or i L U]

Particularly relevant for mass vaceination.

That STC{ONE® consumer application, has the abikty for

avenfible dig v

ol from S ar
pragram stafl, This is spocifically met by the digiral vaccine
credentiaby such o the SMART Heallh Card and the COVID-
19 seannabic QR code.

Updated

DA_063

[Consumer Access

ability for authorized consumer to view immunization (orecast

The STC|OKE® consumer application, has the ability for
d o view feaecast. Once

i wspr m venliod thay have sceess 1o alt of their
immunization information including o,

Updated

DA_064

Consumer Access

ability for authorized consumer to view patient information

You

The STCIONE® consumer appication, has the abilty for
iatharised condener to Vit patien information. Onge the
wrer i venified they have sceess to 2l of their imminization
Infgrmatian inthading fatccast

Updated

DA_065

Consumer Access

ability for authorized consumer to view patient immunization record

The STCORE® ¢onsumer application, hos the ability for
autharied consumer 1o view pationt immunization record
Ot Lhie uder b vbailled they have acoeis 19 3l of their

I Information induding forveat

DA_066

| Consumer Access

ability for patient/patient representative to opt in for reminder/recall notitications

Yes

STC|OME™ Comumer Acceas allows users to optin for
remindes/recall notifications that are sent through the
Cansumi Access Admin Dashboard.

DA_067

Consumer Access

ability for patient/patient representative to apt out ol reminder/recall notilications

STC]ONE® Cormumaer Access atidws wsers to opt out of
remisferfrecall natfications that are sent through the

Consumer Atcers Adrin D
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Time Bohawor [ Wipart AP T IAumar, 2 fmme Bevaere v SutLeT 87 APEAIUA AT, b vy e 10 sy TOR™ 14 R Ly + e AL
. : i gow el A0aTiE @uiati vt HTTP/2 through the
[t owrn e, ws ol apphieabiess Lumch

o1, Al B G Bt Mo, s iy

Em-m Sellh 10t g rebaiet
INF_Q03  |Feriarmmarce |Time Bahawes | uppOrL response (0.2 user nawgalion 4cLon (e g , mouse movement, keypresscs, navigation) mless fhan 1S e oo et 0 Vet T ™ 4 Pt Vomgte sage avpwatam wererd |
unund

4 o st st vty wy T Mmagh the
et i ingrea, 30 il agmicatan Lunch

s i, (b Five Grae fome Ak e i

e pife it o - ppimad
ﬁr_uo:: [Fesimmins |Ime Bebdei= [hupRort response Lo proress submtted mlormation via direcl dala enlry in less than & seconds B == ] Y [Hiciontwa .‘]:‘._"'m—_ﬁg_w PPy

2 Bhringh e

platturm imgros, 0 initial g ation Lot

L
O . [FICTORE= 11 Rt iy poce sppiation et
s 3 Bl stauc assels over HTTP/2 through Lhe
latierm mgrorrs, 10 bl agptc st Lenih

(apadnart e atasen of & LLamarid gme Conil s vt s L Than IR0 Lrtamdy | ST Ty

e in 5 seconds or less, 95% of the time. Jecommendanon S seconds o Jess, 952 of the
linie (ARA Measurement and Improyemunt |24 pre buit stalic assers over HTTP/2 through the
innativel | g, 50 S aopRcation Liwsch
i i vt . ik

th ey hl el

o AUBPE GArT Vot Do L a3 81 DR A 1ome

upport users sing the same function at the same time vathoul degrading IIS performance

it gt prdng | i
TCTONE® 15 able 10 support user queries via tne
user interlace withou degrading IS perfarmance
[STCIONE® 15 able Lo support generation of ad hoc
regoris withoul drgrading IIS perfarmance.
STCIONE® 15 able 10 supporl dala extracts withoot

__Lseptining il e J
|FPCIORE ® & sbha o sssoe flient processing of 1

|Begradataon Tey ot groatly essceded dunng the
- JCOAh 19 Pandiie.
{Fertormance : ; ey S T
100,000 14T VKU mrsisgm prs sy mittnl
Nirsnange drgs AL

{Performance ¥ fuan port dsraie ol ustomned mamter of (rganitaTan Hrooeds TETCNE® wirs 2 Mnustaty i atuble
ataliase wiih na fised cap on the number of
Jurs. Fecodn
There 15 no fned cap on the aumber ol user recorus.
storace scales wth the deployment
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Naafunetionsl Mesuin i Clagee Pt
kil et 3 o el 1) e Festh,

1_017 [Performance |Capacity = 7 el G ) s 4 73 fiwead £ o the numbes o palicnt
oot b @ta bed scales honppetally, and patient
Loasl o 3w Fiiem 4 sed cated saaich index buikk
I Livy ¢ pooadaters.

F_018 e = 7 T ey [There

regerdn,; 1 dns B Vobles Bragest sy,

NF_025 |Oowrasay ability o execute Boolcan searches v Yoo STEIEL® prawaten iruasure, mats criberia revard
[marme, ditic o Bori, dentiteess, s sddiens. e

- estesn

ot i nint vl matches

NF_026 Ty m [sbtety L3 wrmice # mibdcpnd 1t they [ T [ Bersntd seanuh sstmmataty appbes pariiad, prefin,

15515t in entering data correctly wia pick lsts, drp down bones, of alher easy L0 use oplions such as predichve

fvalues

cxiriains (weldanet, and 3y eabes ant Huiiy)

records withoul needing exact spelling or complete

_may: ey o

ECVR, MY, N e, e, sl o sehsmusted
rad
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tuitd T [3 n
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| i ok b
Juevetty frrsor vi, marmeag v iefemtiveal) <
freists bla h rorug wrtsle matseegy staw
upport differentiation batween warning messages {rework is recommended prior 1o enlry being continued) t :
o 10 v e v it e Eied i 1 - uatudation veinstaehy fram agunvory sotises
005 User interiace  (vampert usrr bresath with 4 bimagie e amme for hraseess lamed berwren 4 svomsy {Recommienaation 2.3 seconds ® T STCIONE® displays st indicalors while an
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{han 3 seconcs 1 Vi L £ L4 d1K0 WpmgrT TN 4 fpm
Jreconi s pammr inr 2 hure el fne
e e
| s atiny
INF_037 ™ ser interface T 1N T Ligpadi Socommangitgs 10 wlao ] No 1% alwily for users to slop an operation espected to
Lake bosger 1han 10 seconds is planned for 3 future
e i ace support users in pertorming alher Lasks while waiting for the sysiem to complele Lask ted ta Lake long 10 seconds o T [WE] 00 ™ it et dazmpiart wta o ot fimirang e |
(r— , L mplrle ks
eveectud Lo ik longey hun 10 yesemts
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e busctional
e o 0 st m AT 8 furss 1ea wbeud include a measure/Ihieshold (hal meels their needs

Relurn 1o Cover P e

Vendor respony
Priority:€, O

Vendor comment{s)

F_040 |Rehitsty  [Ausbabusity suppOrt access ta the web application 99 9% ol the ime figcommend 93 5% e wrvk apdanion m desasyd in 8 MEHy aeslobte,
mullh o 8Bty eee 21chitecture with loag
kastamonng. swtumated health checks, sell heahng;
monitoring — designcd lo mecl a 99 % availabibly
lasgel.

[NF_0a1 [Wassny [avetasmly uppOrL processing of and respanse o HL7 messages 99 9% of he me, o [

NF_04a

[HL7 pratessing #ems ih the seme baghiy svadibie
a1 chilecture, wibh se= sy i bhitin ik, rely
and dead-letter hashng o iy ahyehiomoes path,
and monitoring/aleruing on procesying Iaiures =
[designed to meet a 99 9% avaiabiliy Larget.

[scrirnh svgilitey i siison mamual

upport Ihe recovery of backed up data as needed

wry
R bed it £om b 191t ior e o domust g he
e

Sy Lo porsiems 297 Pty 11 VAT ARyl siae o meambosigt 2 Sedivty

prr==ry

[NFosa  [acrasiy

KiLev s kg o dsta I2hs, W5 2313 u ridor el B
[B.st kit hremag™ Lhe managed backup/restore
tteg

5 ty 5t reproducibly from declarative
el stamn.

stiiaty 1 00k all aftemgtial assrvrs thoel Ladl bert FiCatiemn, SUINEATLE i S a1 Sl Trirmreta

[ATCTGRE™ s 000 amaery T rach i attemgeed

| i werkd

ety memia

=

on repuaation

[Non repudiation

[ttty 1 i s g Ao it Sorse s e il pehcy

resde o fha gkt eam 9
A% ucrmtul scionam o irached g and

(g aith o dhedcsbrd autiesbication vew lor
asfme el atBesl, o powry Sata SEESINNEE
airies i g wibets ety

RS Ty v swt e e Banabie VSLAgT, S

14t L 1 . D63 oy T et e, mith
11e griomar g ancht Wi perisiten sedefomtaty, and

[l

atadiy e

7

VP e b 1 L e vt Pared 1o i i
et fstitiand — ety are categonized by event type
ol

jon repudialion

(abilty for juristictional admin (o search audil log by dale and Lime period

st
he oudil Iog 15 searchable by date and time period

[Non repudiation

atadity $ar miriubitaamdd e i vederh sk dog b 452 rargr

[ababily for jurisdictional admin 1o search audit log by user defined paramolers,

[Non repudiation

F3| 7

[Tne st ig i sesecnstin wygase Tangr.

[The audit log supports search aciass user-delined
parameters, including event ypes, resource Lypes,
and acting user,

(Bbaimy b3 Partadeamndd A0 R0 WEa i Stk 1 by Pdtiomt alretillers,

¥

[(Aarcht ity £20vy i JfTeched resiurin dertder,

1o — vapparing sesbt searth by patend wenfilior,

an repudiation

[ability Tar junisdictional admin Lo lilter audil log search by user defincd parameters

R o v s | eiorg b wvee e

sar semeter fevent type. resource type, uscr, date).
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Terms and definitions used within requirements. Note: For definitions of general terms related to immunizations, see the CDC Vaccines and Immunizations Glossary

For definitions of general terms related to IS, see the AIRA MIROW Common Vocabulary resources.

Term Definition

Admin
Associate (verb)
At rest

Audit log

Authorization agreement

Authorized consumer

Authorized user
Automatically
Capture
Clinician

Cohort

Containerization

Delete
During transmission
Edit

Electronic notification

Electronic response

Enroll

Event log

Facility

Immunization Information System

Refers to a jurisdictional admin and organizational admin.

Establish a relationship between entities. Synonymous with "link."

Used to refer to data in storage within the IIS.

Also referred to as an audit trail. Used to refer to the tracking of information about system activity and changes, used for security purposes.

Formal or legal agreement between an organization submitting and/or using immunization data and the jurisdiction that outlines terms for
participating in the IIS per jurisdictional policy (e.g., data use agreements, user agreements).

A consumer authorized to access IIS records such as their personal vaccination records or those for individuals for whom they are
guardians/care-takers.

Individual authorized to access the system based on their role and affiliation with an IIS-authorized organization.

Ability for the system to take action without manual intervention.

Ability to enter data via user interface (Ul) or data exchange interface for immediate usage. Does not necessarily imply storage.

A clinician or health care professional who orders and/or administers vaccines (e.g., vaccine ordering provider, vaccine administering
provider}.

A group of patients of particular interest to an organization and/or facility (e.g., a group of health plan members, a group of students, group
of individuals with the same age).

Containerization packages an application along with all its necessary configuration files, libraries, and dependencies, ensuring it runs
efficiently and without bugs across various computing environments.

Process by which data are removed from the IIS system, including removal from data table(s). Synonymous with "purge."

Used to refer to data being transmitted or actively moved from one location to another.

Global term to reflect ability to modify, update, and change data. For a particular field, this also inctudes the ability to delete field-level data
that is no longer accurate.

Communication/message sent to a user without manual intervention.

The IIS returns a final resolution, or outcome, of processing the HL7 message with a conformant HL7 (Health Level Seven) message.
Process by which an organization or a facility is authorized to participate in an IS and/or in a jurisdictional Vaccines for Chiidren (VFC)
Tracking (i.e., storing) information about system activity and changes, used for IT support and maintenance.

A sub-organizational unit for organizations with multiple locations. May also be synonymous for "organization" for organizations with one
Refers to the application, data and staff that record all immunization doses administered by participating providers to individuals within a
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Terms and definitions used within requirements. Note: For definitions of general terms related to immunizations, see the CDC Vaccines and Immunizations Glossary

For definitions of general terms related to IIS, see the AIRA MIROW Common Vocabulary resources.

Term Definition

Inactivate

Interface {noun)
Interface (verb)
Interoperate
Jurisdictional admin
Jurisdictional vaccine program admi
Manage

Notification

Order set

Organization
Organizational admin
Patient

Personally identifiable information
Process

Provider

Provider organization
Query

Recall

Re-enroll

Reminder

Report

Store

System admin

System alert

Track

User

User agreement
User-defined parameter

To make inoperable.

Connection between two or more systems for transmission of data.

Act of securely exchanging data to facilitate data use.

Data are transmitted from one system to be consumed by another.

lurisdictional IS staff authorized to enter and modify information in the IIS.

Jurisdictional vaccine program staff authorized to enter and modify VFC- and vaccine program-related information in the IIS.

Global term used to refer to the ability to add, edit, or otherwise modify information.

A push communication to an authorized user.

A standardized group of supply items that can ordered at one time that create efficiencies in the ordering process.

An entity that may provide data to an IS and/or may consume IS data and information (e.g., provider organization, school). An organization
Staff within the organization (e.g., clinic, facility, LHD) responsible for maintaining the organization/facility information in the IIS, including
Used to refer to an individual. Synonymous with "client."

”Any information about an individual maintained by an agency, including (1) any information that can be used to distinguish or trace an

The IIS reads the incoming data and takes appropriate action based on the data submitted and previously known information already in the
A vaccinating or non-vaccinating health care professional authorized to submit, access and/or use IiS data.

A type of organization that has any combination of the following characteristics: provides vaccination services, responsible for an entity that
A question posed of the IIS data.

A notification sent to individuals who are overdue for a vaccination.

Process by which a previously enrolied organization or facility is re-authorized to participate in an 1IS and/or in a jurisdictional VFC program,
A notification sent to individuals who are due to receive a vaccination soon.

System generated data or information available in suitable formats, which may include outputs of queries.

Maintenance of data for potential future use. Note: use of "store" also implies data capture.

Jurisdictional administrator responsible for oversight of the IIS technology, typically an IT role.

A communication broadcast to authorized users.

Follow the steps of a process to note a modification.

Individual associated with an organization authorized to access the IS system to submit and/or consume IIS data and information (e.g., clinic
Agreement between a representative(s) of an organization and the jurisdiction, outlining terms for participation in the IIS, per jurisdictional
An element selected by a user to define the scope of a particular process or activity.
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Terms and definitions used within reguirements. Note: For definitions of general terms related to immunizations, see the CDC Vaccines and Immunizations Glossary

For definitions of general terms related to IS, see the AIRA MIROW Common Vocabulary resources.

Term Definition
Vaccines for Children (VFC) A type of provider organization, specifically, a provider organization that is enrolled in the VFC program.
Vaccine program A program managed and administered by a jurisdiction to provide specified vaccine(s) to specified organizations or facilities (e.g., Vaccines
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Crosswalk to the IIS Functional Standards Return to Cover Page
1S Fupctional Standardi- hitpd {fwaw, ede gevlilsflunctional-y fresource hunl

Draft 1IS Functional Standards, v5.0 11S Functional Model Functions 1IS Functional Model Attributes
Manage
Manage Patient and [ELETEY

Administer Organizations  Manage Support Ensure Data  Evaluate Immunization Vaccine Provide
Standard Guidance Statement System and Facilities Users Interoperability  Quality  and Forecast Records Inventory Data Access Performance  Usability ReHability Security.  Maintalnability  Portability
1.0 The 115 is physically and digitalty secured in accordance wi
policles and industry standards for protected health
information, security, and encryption x P x % K ¥ %

1.1 The lIS establishes,
documents, and updates
policies and procedures to
manage the eallective functions,
capabilties. and attributes of an
li5. | ! | | ! ® x ® | X x X
1.2 The IS establishes and
maintains the technical
infrastructure to securely
capture, store, and process
patient demographic and
vaccination dala consistent with
established policies and
procedures x x ® A x x
1.3 The IIS provides ongoing
training to ensure awareness of
and to promote bdherence Lo
A, Establish and policies and procedures. x X
maintain a secure, 2.0 The IS is physicatly and digitally secured in accordance with

confidential industry standards for disaster avoldance, mitigation, and
Immunization recovery.
Information System - — — — : : > = X L 2

2.1 The IS establishes and

maintains the infrastructure

needed for distster avoldance. L. X

2.2 The IS establishes and tests [ | [ [

recovery plans to mitigate

systern downtime, x ®
3.0 The IIS defines service expectations between the program i i
and the entities providing information technology support to
ensure system availability and uninterrupted data flow,

3.1 The IS implements service-

level agreements between the

program and the entities

providing information

technology and support. % = % x % X

3.2 The IS implements and
maintaing the infrastrocture 1o
fudfifl service-level agreements, % x x x * X

4.0 The 15 validates patient demographicand vicsinstion data, L 1 =: X = L L X Ee— = L
4.1 The IIS supports the
identification, prevention, and
resolution of duplicate and
fragmented patient
demographic and vaccination
data in accordance with policies
and procedures. ®
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Crosswalk to the 1S Functional Standards Return to Cover Page
15 Functional Standards hitps- /e ede gonefilafi Latandardifrosouree himl

Draft IIS Functional Standards, v5.0 1IS Functional Model Functions WIS Functional Madel Attributes
Manage

Manage Patient and Manage
Administer Organizations Manage Support Ensure Data Evaluate Immunization Vaccine Provide
Standard Guidance Statement System  and Facilities Users Interoperability Quality and Forecast  Records Inventory Data Access Performance Usability Reliability  Security Maintainabllity Portability

4.2 The IIS monitors data guakity

within tho IS in accordance with|

policies and procedures. il £ X X X % | X

4.3 The IIS uses electranic tools I i i

to standardize and/or validate

addresses in the IIS. x X

4.4 The |IS delivers feedback and

training to IIS partners and

providers to ensure complete,

timely, and accurate patient

demographic and vaccination

records. | | %

Jurisdictional data quality | X X X
5.0 Manage interfoces for exchange dnd integration of data
electronically between the 1IS and other information systems in
C. Promote electronic  accordance with federal and jurisdictional standards.

B. Continuously improve
115 data quality.

% x x % x x
data exchange between - = . - —- = + = = = =, = = =
. accordance with current X
the IS and its partners
and providers enrolls, and onboards 1IS | ] L] X | |
evaluates data submitted via x i X % X
resobves electronic dota X X X X
6.0 The 115 supports pediatric, adolescent, and adult
D. Ensure the delivery of immunization forecasts cansistent with Advisory Committee on
immunization services  Immunization Practices (ACIP) recommendations.
refllects current ACIP | L 4= = X e __ : + - =
recommendations maintains Clinical Decision | | | | X |
maintains Clinical Decision X
T3 Tha IS ensures autharlied users have access to patlent
demographic and vaccination data based on user roles and
permissions,
—— X e L2 - f— 5 - i < L] - X " L + + L3 - -
confidentiality policies that | X
comprehensive account X
: attributes for the set up and X | % X
E. Ensure appropriate " n = T 1 | 1 1 |
in accordance with policies and X { X
user access to data. — — 2 - - - - + < : 1 -t - t - .
U5 partners’ and providers' X % X | X
covers atcessing patient x | x
inactivates user and site x X x
8.0 The IIS supports authorized public access to official
immunization records, % % %
with m:( EEEE;SI_O i B ] I | | 1 . _l N B I ) = x - x -
9.0 Thie |15 supports the reparting needs of federal and
jurisdlctional immunization programs. X
and ad hucreportstomeet | M i | . | o ] | l | - ) T B | I | T
10 0 The liS supports ad-hoc queries of patient demographlc and |
vaccination data
= 3 = = = = : = = e = ! -= 52 :
access for internal authorieed E %
data for data visualization, x
11.0 The IS supports investigatlon and reporting of vaccine
F. Support the adverse events
generation and use of A . — —_— - — L3 - - - — - — — - —
1IS data through various acverse evenit uvestigation, £ i ! i {
channels and farmats, SEproprate resources 10 L : | L
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Draft 1IS Functional Standards, v5.0

Standard

Guidance Statement
1.0 The lIS supports the ability to generate coverage reports

that users can access without asslstance from IS staff

data to assess vaccination i
status at provider site and
training on aceessing.
compllance with immuniration
13.0 The IIS supports reminder/recall activities

reminder/recall acti

Administer
System

Return to Cover Page

Manage
Organizations
and Facilities

Manage
Users

Interoperability

1S Functional Model Functions

Ensure Data  Evaluate

Quality

Support

and Forecast

ELE{S
Patient and

Immunization

Recards

Manage
Vaccine

Inventory

IiS Functional Model Attributes

Provide
Data Access

Performance Usability.  Reliability

Security  Maintainability Portability

STChealth, LLC

G, Support federal and
jurisdictional vaccine
program requirements

14.0 The 115 supports management and quality assurance
functions for federal and jurisdictianal vaccine programs
program procedures in
tracking of nhg.!,:l:w at the dose
Ii‘st‘i‘r{g paiiénlé that received a |
listing pravides sites that
15.0 The IIS supports vaccine inventory management and
reconclliation according to federal and jurisdictlonal vaccine
program requirements.
imwentory rﬁ:inage:'nent.
vaccine orders and monitaring
vaccine returns and ;w.'stag'.e B
decrements administered doses
16,0 The IIS supports data exchange with the national Vaccine
Tricidig Sypuaen (VIvcks)

exchange with VTrckSin
to ExIS functionality following
dota exchange with

2 [x | > |m

x|

w* % |x =

H. Suppart response
effarts for vaccine-
preventable disease
outbreaks and other
public health
emergencies,

17.0 The 15 supparts partner and provider onboarding and
vaccine management during vaccine-preventable disease
response and/or public health emergencies,

coordinates, and executes

17.2 The IIS supports expedited
cammunication and onboarding
with partners to capture patient |
demagraphic and vaccination
data in an emergency.
onboarded p‘artr‘\eré.
administration functionality to

with tools for vaccination
health immunization reparting

I. Participate in and
priaritize emerging
technologies and
standards

18.0 The IIS participates in modernization initiatives and
emerging technologles
T . modernization efforts
efforts that align 1IS initiatives
initiatives to develop standards

R
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Attachment C: Service Level Agreements (SLAs)

The Agency will monitor the Vendor’s performance throughout the contract period. Each
SLA defines the minimum acceptable performance level in a specific area. The Vendor
shall measure and report on each SLA monthly. Failure to meet any SLA may resultin
financial retainage as outlined below.

Right to Retainage

The Agency and the Vendor agree that failure to meet SLA performance standards results in
a measurable loss to the Agency. The Agency may retain a percentage of the monthly
subscription invoice, as specified in each SLA, and deduct that amount from payments due
to the Vendor.

I. SLA - System Availability and Downtime

a. Definition: The IIS must be available 24/7/365. Downtime is defined as any period during
which the system or any of its components is not accessible or functional for its intended
use.

« Scheduled Downtime: Must be pre-approved by the Agency and occur outside of
standard business hours (Monday — Friday 8:00-17:00 Eastern).

« Unscheduled Downtime: Any unapproved interruption in service.
b. Performance Standard:

¢ Monthly uptime must be = 99.9% (Down less than 43 minutes and 50 seconds per
month).

c. Retainage:
e 99.0%-99.89% uptime: 5% of monthly invoice
e 95.0%-98.99% uptime: 25% of monthly invoice

e  <95.0% uptime: 100% of monthly invoice

Il. SLA - Issue Tracking and Defect Management

a. Definition: The Vendor must provide tools to track defects from identification through
resolution, including testing and verification. All issues must be documentedin a
Corrective Action Plan (CAP) and shared with the Agency.
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b. Performance Standard:

o All defects (Agency-identified, Vendor-identified, or user-reported) must be logged
and included in a CAP submitted weekly or more frequently upon request.

c. Retainage:

s 2% of the monthly invoice if the standard is not met.

lll. SLA - Issue Response and Resolution

a. Definition: Issues must be categorized by severity and addressed within defined

timeframes:

Severity Response Time Workaround/Fix Full Resolution
Critical 1 hour 8 hours 24 hours

High 2 hours 24 hours 48 hours
Medium 4 hours 5 calendar days 5 calendar days
Low 24 hours 30 calendar days 30 calendar days

o Critical Severity

O

Definition: An issue that causes a complete system outage or renders the lIS

unavailable for all users. Includes failures that prevent immunization data
exchange with CDC IZ Gateway or other critical interfaces, or any security
incident that compromises data integrity or confidentiality.

Impact: Immediate and widespread disruption to Agency operations, public
health reporting, or compliance.

« High Severity

O

Definition: An issue that significantly impairs system functionality for a large

group of users or a major module but does not cause a full system outage.
Examples include failure of data migration processes, inability to generate
required reports, or degraded performance that prevents timely

immunization record access.
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o Impact: Major disruption to Agency operations or compliance obligations,
but partial functionality remains available.

e Medium Severity

o Definition: An issue that affects specific features, workflows, or a subset of
users, but has a viable workaround. Examples include errors in non-critical
modules, minor interface malfunctions, or delays in non-urgent data
processing.

o Impact: Moderate disruption to operations; Agency can continue core
functions with workarounds untit resolution.

« Low Severity

o Definition: Anissue that has minimal impact on system functionality or user
experience. Examples include cosmetic defects, minor documentation
errors, or isolated user account issues.

o Impact: Limited or no disruption to Agency operations; resolution can be
scheduled without urgency.

b. Retainage:

e 5% of the monthly invoice if any response or resolution timeframes are not met.

IV. SLA - System Compatibility and Accessibility

a. Definition: The IS must meet the following compatibility and accessibility standards:
e Be fully cloud-hosted by the Vendor.
« Support major, up-to-date browsers (Chrome, Firefox, Edge, Safari).

o Operate efficiently on standard desktop/laptop hardware without requiring
specialized software.

« Be accessible without elevated user permissions or local installations.
b. Performance Standard:

o 100% compliance with all compatibility and accessibility requirements as defined in
Section 4.2.3.2 of the RFP.

c. Retainage:
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e 5% of the monthly invoice for each month in which any compatibility or accessibility
requirement is not met.

V. SLA - Technical Support and Hours of Operation

a. Performance Standard:
s Support must be available daily from 8:00 AM to 17:00 PM Eastern.
« After-hours and holiday on-call support must be available for critical issues.
« 95% of support requests must receive a response within 15 minutes.

e Support must be available in the caller’s preferred language or with interpretation
services.

b. Retainage:
o 5% of the monthly invoice if the standard is not met.
VI. SLA - Monthly Reporting
a. Performance Standard:
e Reports due by the 15th of each month must include:
o System uptime metrics
o CAP with new and outstanding issues
o Issue response/resolution metrics
o Support response metrics
b. Retainage:
¢ 2% of the monthly invoice if the report is incomplete or late.
VII. Corrective Action Plan (CAP)
For any missed SLA, the Vendor must submit a CAP with the monthly report that includes:
« The missed SLA and issue description
« Root cause analysis
¢ Risks andimpacts
« Resolution steps and any failed attempts

o Proposed preventive actions (subject to Agency approval)
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The Agency reserves the right to request a meeting to review the CAP and may require
revisions before implementation.

VIl. SLA - CDC Compliance and Interoperability

a. Definition: The [IS must maintain full compliance with CDC IZ Gateway specifications,
including HL7 messaging standards, transport protocols, and required data elements. The
system must support bidirectional exchange with CDC and other authorized entities.

b. Performance Standard:

e« 100% of required CDC data exchanges must be successfully transmitted and
acknowledged within the CDC-defined reporting intervals.

¢ Any CDC specification updates must be implemented within 90 calendar days of
formal notification.

c. Retainage:

¢ 5% of the monthly invoice for each month in which compliance or exchange
timeliness is not met.

VIIl. SLA - Data Exchange Timeliness

a. Definition: The IIS must support timely data exchange with external systems including
EHRs, HIEs, school systems, and other state-authorized partners. This includes both
inbound and outbound HL7 messages and batch file transfers.

b. Performance Standard:

* 95% of HL7 messages must be processed and acknowledged within 60 seconds of
receipt.

« 100% of scheduled batch file exchanges must be completed within the designated
window (e.g., nightly, weekly).

¢. Retainage:

e 3% of the monthly invoice if HL7 or batch exchange thresholds are not met.



FEDERAL FUNDS ADDENDUM
2 CF.R. §§200.317-200.327

Purpose: This addendum is intended to modify the solicitation in an attempt to make the contract compliant
with the requirements of 2 C.F.R. §§ 200.317 through 200.327 relating to the expenditure of certain federal
funds. This solicitation will allow the State to obtain one or more contracts that satisfy standard state
procurement, state federal funds procurement, and county/local federal funds procurement requirements.

Instructions: Vendors who are willing to extend their contract to procurements with federal funds and the
requirements that go along with doing so, should sign the attached document identified as: “REQUIRED
CONTRACT PROVISIONS FOR NON-FEDERAL ENTITY CONTRACTS UNDER FEDERAL
AWARDS (2 C.F.R. §200.317)”

Should the awarded vendor be unwilling to extend the contract to federal funds procurement, the State
reserves the right to award additional contracts to vendors that can and are willing to meet federal funds
procurement requirements.

Changes to_Specifications: Vendors should consider this solicitation as containing two separate
solicitations, one for state level procurement and one for county/local procurement.

State Level: In the first solicitation, bid responses will be evaluated with applicable preferences
identified in sections 15, 15A, and 16 of the “Instructions to Vendors Submitting Bids” to establish a
contract for both standard state procurements and state federal funds procurements.

County Level: In the second solicitation, bid responses will be evaluated with applicable preferences
identified in Sections 15, 15A, and 16 of the “Instructions to Vendors Submitting Bids” omitted to
establish a contract for County/Local federal funds procurement.

Award: If the two evaluations result in the same vendor being identified as the winning bidder, the two
solicitations will be combined into a single contract award. If the evaluations result in a different bidder
being identified as the winning bidder, multiple contracts may be awarded. The State reserves the right to
award to multiple different entities should it be required to satisfy standard state procurement, state federal
funds procurement, and county/local federal funds procurement requirements.

State Government Use Caution: State agencies planning to utilize this contract for procurements subject
to the above identified federal regulations should first consult with the federal agency providing the
applicable funding to ensure the contract is complaint.

Countv/Local Government Use Caution: County and Local government entities planning to utilize this
contract for procurements subject to the above identified federal regulation should first consult with the
federal agency providing the applicable funding to ensure the contract is complaint. For purposes of
County/Local government use, the solicitation resulting in this contract was conducted in accordance with
the procurement laws, rules, and procedures governing the West Virginia Department of Administration,
Purchasing Division, except that vendor preference has been omitted for County/Local use purposes and
the contract terms contained in the document entitled “REQUIRED CONTRACT PROVISIONS FOR
NON-FEDERAL ENTITY CONTRACTS UNDER FEDERAL AWARDS (2 C.F.R. § 200.317)” have
been added.

Rev. 4/5/2022
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REQUIRED CONTRACT PROVISIONS FOR NON-FEDERAL ENTITY
CONTRACTS UNDER FEDERAL AWARDS (2 C.F.R. § 200.317):

The State of West Virginia Department of Administration, Purchasing Division, and the Vendor
awarded this Contract intend that this Contract be compliant with the requirements of the
Procurement Standards contained in the Uniform Administrative Requirements, Cost Principles,
and Audit Requirements found in 2 C.F.R. § 200.317, et seq. for procurements conducted by a
Non-Federal Entity. Accordingly, the Parties agree that the following provisions are included in
the Contract.

1. MINORITY BUSINESSES, WOMEN'S BUSINESS ENTERPRISES, AND LABOR
SURPLUS AREA FIRMS:
(2 C.FR. §200.321)

a. The State confirms that it has taken all necessary affirmative steps to assure that
minority businesses, women's business enterprises, and labor surplus area firms are
used when possible. Those affirmative steps include:

(1) Placing qualified small and minority businesses and women's business
enterprises on solicitation lists;

(2) Assuring that small and minority businesses, and women's business enterprises
are solicited whenever they are potential sources;

(3) Dividing total requirements, when economically feasible, into smaller tasks or
quantities to permit maximum participation by small and minority businesses, and
women's business enterprises;

(4) Establishing delivery schedules, where the requirement permits, which
encourage participation by small and minority businesses, and women's business
enterprises;

(5) Using the services and assistance, as appropriate, of such organizations as the
Small Business Administration and the Minority Business Development Agency
of the Department of Commerce; and

(6) Requiring the prime contractor, if subcontracts are to be let, to take the
affirmative steps listed in paragraphs (1) through (5) above.

b. Vendor confirms that if it utilizes subcontractors, it will take the same affirmative
steps to assure that minority businesses, women's business enterprises, and labor
surplus area firms are used when possible.

2. DOMESTIC PREFERENCES:
(2 C.F.R. § 200.322)

a. The State confirms that as appropriate and to the extent consistent with law, it has, to

the greatest extent practicable under a Federal award, provided a preference for the
purchase, acquisition, or use of goods, products, or materials produced in the United
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States (including but not limited to iron, aluminum, steel, cement, and other
manufactured products).

b. Vendor confirms that will include the requirements of this Section 2. Domestic
Preference in all subawards including all contracts and purchase orders for work or
products under this award.

¢. Definitions: For purposes of this section:

(1) “Produced in the United States” means, for iron and steel products, that all
manufacturing processes, from the initial melting stage through the application of
coatings, occurred in the United States.

(2) “Manufactured products” means items and construction materials composed in
whole or in part of non-ferrous metals such as aluminum; plastics and polymer-based
products such as polyvinyl chloride pipe; aggregates such as concrete; glass,
including optical fiber; and lumber.

3. BREACH OF CONTRACT REMEDIES AND PENALTIES:
(2 C.F.R. § 200.327 and Appendix II)

(a) The provisions of West Virginia Code of State Rules § 148-1-5 provide for breach of
contract remedies, and penalties. A copy of that rule is attached hereto as Exhibit A
and expressly incorporated herein by reference.

4. TERMINATION FOR CAUSE AND CONVENIENCE:
(2 C.F.R. § 200.327 and Appendix II)

(a) The provisions of West Virginia Code of State Rules § 148-1-5 govern Contract
termination. A copy of that rule is attached hereto as Exhibit A and expressly
incorporated herein by reference.

5. EQUAL EMPLOYMENT OPPORTUNITY:
(2 C.F.R. § 200.327 and Appendix II)

Except as otherwise provided under 41 CFR Part 60, and if this contract meets the definition
of “federally assisted construction contract” in 41 CFR Part 60—1.3, this contract includes the
equal opportunity clause provided under 41 CFR 60-1.4(b), in accordance with Executive
Order 11246, “Equal Employment Opportunity” (30 FR 12319, 12935, 3 CFR Part, 1964—
1965 Comp., p. 339), as amended by Executive Order 11375, “Amending Executive Order
11246 Relating to Equal Employment Opportunity,” and implementing regulations at 41
CFR part 60, “Office of Federal Contract Compliance Programs, Equal Employment
Opportunity, Department of Labor.”
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6. DAVIS-BACON WAGE RATES:
(2 C.F.R. § 200.327 and Appendix 1I)

Vendor agrees that if this Contract includes construction, all construction work in excess of
$2,000 will be completed and paid for in compliance with the Davis—Bacon Act (40 U.S.C.
3141-3144, and 3146-3148) as supplemented by Department of Labor regulations (29 CFR
Part 5, “Labor Standards Provisions Applicable to Contracts Covering Federally Financed
and Assisted Construction”). In accordance with the statute, contractors must:

(a) pay wages to laborers and mechanics at a rate not less than the prevailing wages
specified in a wage determination made by the Secretary of Labor.
(b) pay wages not less than once a week.

A copy of the current prevailing wage determination issued by the Department of Labor is
attached hereto as Exhibit B. The decision to award a contract or subcontract is conditioned
upon the acceptance of the wage determination. The State will report all suspected or
reported violations to the Federal awarding agency.

7. ANTI-KICKBACK ACT:
(2 C.F.R. § 200.327 and Appendix II)

Vendor agrees that it will comply with the Copeland Anti-KickBack Act (40 U.S.C. 3145), as
supplemented by Department of Labor regulations (29 CFR Part 3, “Contractors and
Subcontractors on Public Building or Public Work Financed in Whole or in Part by Loans or
Grants from the United States”). Accordingly, Vendor, Subcontractors, and anyone
performing under this contract are prohibited from inducing, by any means, any person
employed in the construction, completion, or repair of public work, to give up any part of the
compensation to which he or she is otherwise entitled. The State must report all suspected or
reported violations to the Federal awarding agency.

8. CONTRACT WORK HOURS AND SAFETY STANDARDS ACT
(2 C.F.R. § 200.327 and Appendix II)

Where applicable, and only for contracts awarded by the State in excess of $100,000 that
involve the employment of mechanics or laborers, Vendor agrees to comply with 40 U.S.C.
3702 and 3704, as supplemented by Department of Labor regulations (29 CFR Part 5). Under
40 U.S.C. 3702 of the Act, Vendor is required to compute the wages of every mechanic and
laborer on the basis of a standard work week of 40 hours. Work in excess of the standard
work week is permissible provided that the worker is compensated at a rate of not less than
one and a half times the basic rate of pay for all hours worked in excess of 40 hours in the
work week. The requirements of 40 U.S.C. 3704 are applicable to construction work and
provide that no laborer or mechanic must be required to work in surroundings or under
working conditions which are unsanitary, hazardous or dangerous. These requirements do not
apply to the purchases of supplies or materials or articles ordinarily available on the open
market, or contracts for transportation or transmission of intelligence.
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9.

10.

11.

12.

RIGHTS TO INVENTIONS MADE UNDER A CONTRACT OR AGREEMENT.
(2 C.F.R. § 200.327 and Appendix II)

If the Federal award meets the definition of “funding agreement” under 37 CFR § 401.2 (a)
and the recipient or subrecipient wishes to enter into a contract with a small business firm or
nonprofit organization regarding the substitution of parties, assignment or performance of
experimental, developmental, or research work under that “funding agreement,” the recipient
or subrecipient must comply with the requirements of 37 CFR Part 401, “Rights to
Inventions Made by Nonprofit Organizations and Small Business Firms Under Government
Grants, Contracts and Cooperative Agreements,” and any implementing regulations issued by
the awarding agency.

CLEAN AIR ACT
(2 C.F.R. § 200.327 and Appendix II)

Vendor agrees that if this contract exceeds $150,000, Vendor is to comply with all applicable
standards, orders or regulations issued pursuant to the Clean Air Act (42 U.S.C. 7401-7671q)
and the Federal Water Pollution Control Act as amended (33 U.S.C. 1251-1387). Violations
must be reported to the Federal awarding agency and the Regional Office of the
Environmental Protection Agency (EPA).

DEBARMENT AND SUSPENSION
(2 C.F.R. § 200.327 and Appendix II)

The State will not award to any vendor that is listed on the governmentwide exclusions in the
System for Award Management (SAM), in accordance with the OMB guidelines at 2 CFR
180 that implement Executive Orders 12549 (3 CFR part 1986 Comp., p. 189) and 12689 (3
CFR part 1989 Comp., p. 235), “Debarment and Suspension.” SAM Exclusions contains the
names of parties debarred, suspended, or otherwise excluded by agencies, as well as parties
declared ineligible under statutory or regulatory authority other than Executive Order 12549.

BYRD ANTI-LOBBYING AMENDMENT
(2 C.F.R. § 200.327 and Appendix II)

Vendors that apply or bid for an award exceeding $100,000 must file the required
certification. Each tier certifies to the tier above that it will not and has not used Federal
appropriated funds to pay any person or organization for influencing or attempting to
influence an officer or employee of any agency, a member of Congress, officer or employee
of Congress, or an employee of a member of Congress in connection with obtaining any
Federal contract, grant or any other award covered by 31 U.S.C. 1352. Each tier must also
disclose any lobbying with non—Federal funds that takes place in connection with obtaining
any Federal award. Such disclosures are forwarded from tier to tier up to the non—Federal
award.
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13.

14.

PROCUREMENT OF RECOVERED MATERIALS
(2 C.E.R. § 200.327 and Appendix II; 2 C.F.R. § 200.323)

Vendor agrees that it and the State must comply with section 6002 of the Solid Waste
Disposal Act, as amended by the Resource Conservation and Recovery Act. The
requirements of Section 6002 include procuring only items designated in guidelines of the
Environmental Protection Agency (EPA) at 40 CFR part 247 that contain the highest
percentage of recovered materials practicable, consistent with maintaining a satisfactory level
of competition, where the purchase price of the item exceeds $10,000 or the value of the
quantity acquired during the preceding fiscal year exceeded $10,000; procuring solid waste
management services in a manner that maximizes energy and resource recovery; and
establishing an affirmative procurement program for procurement of recovered materials
identified in the EPA guidelines.

PROHIBITION ON CERTAIN TELECOMMUNICATIONS AND VIDEO
SURVEILLANCE SERVICES OR EQUIPMENT.
(2 C.F.R. §200.327 and Appendix II; 2 CFR § 200.216)

Vendor and State agree that both are prohibited from obligating or expending funds under
this Contract to:

(1) Procure or obtain;

(2) Extend or renew a contract to procure or obtain; or

(3) Enter into a contract (or extend or renew a contract) to procure or obtain equipment,
services, or systems that uses covered telecommunications equipment or services as a
substantial or essential component of any system, or as critical technology as part of
any system. As described in Public Law 115-232, section 889, covered
telecommunications equipment is telecommunications equipment produced by
Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate of
such entities).

(1) For the purpose of public safety, security of government facilities, physical
security surveillance of critical infrastructure, and other national security
purposes, video surveillance and telecommunications equipment produced by
Hytera Communications Corporation, Hangzhou Hikvision Digital
Technology Company, or Dahua Technology Company (or any subsidiary or
affiliate of such entities).

(ii) Telecommunications or video surveillance services provided by such entities
or using such equipment.

(iii) Telecommunications or video surveillance equipment or services produced or
provided by an entity that the Secretary of Defense, in consultation with the
Director of the National Intelligence or the Director of the Federal Bureau of
Investigation, reasonably believes to be an entity owned or controlled by, or
otherwise connected to, the government of a covered foreign country.
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In implementing the prohibition under Public Law 115-232, section 889, subsection (),
paragraph (1), heads of executive agencies administering loan, grant, or subsidy programs
shall prioritize available funding and technical support to assist affected businesses,
institutions and organizations as is reasonably necessary for those affected entities to
transition from covered communications equipment and services, to procure replacement
equipment and services, and to ensure that communications service to users and customers is

sustained.
State of West Virginia Vendor Name:  STChealth, LLC
By: By: /\-Zu. sAW
- u
Printed Name: Printed Name: Azure Spanier
Title: Title: Executive Vice President
Date;: Date: 8/14/2026
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EXHIBIT B To:
REQUIRED CONTRACT PROVISIONS FOR NON-FEDERAL ENTITY
CONTRACTS UNDER FEDERAL AWARDS (2 C.F.R. § 200.317):
Prevailing Wage Determination

— Not Applicable Because Contract Not for Construction

[[]— Federal Prevailing Wage Determination on Next Page
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