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ADDITIONAL INFORMATIQN .
Addendum No 1 is issudd for the following reasons:
1) To publish vendor questions with the agency's responses.
2) To modify the bid opening date from 8/19/26 to 8/25/26
---no other changes-—
[INnvolGE To P SHIP TO:
DEPARTMENT OF WV OFFICE OF
ADMINISTRATION TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E, 1900 KANAWHA BLVD E
BLDG 5 10TH FLOOR : '
CHARLESTON wv CHARLESTON wv
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Prico
1 Core Detection 22000.00000 EA
Comm Cods Manufacturer Specification Model #
43230000

Extended Description;
Core Detsction per Mallbox estimated 22,000 Maliboxes

The usage amount provided Is en estimate only, Actual usage may be higher or lower, and the figure is not guaranteed.

[nwvoiceTO TETL e o e T SHIPTOE L
DEPARTMENT OF WV OFFICE OF
ADMINISTRATION TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E, 1900 KANAWHA BLVD E
BLDG 5 10TH FLOOR
CHARLESTON wv CHARLESTON wv
- |[US us
Line - Comm Ln Deésc Qty Unlt Issue Unit Price Total Price
2 Core Detection - Year 2 (Optional Renewal) 22000.00000 EA
Comm Code Manufacturer Specilfication Model #
43230000

Extended Description:
Cora Detectlon per Mallbox eslimaled 22,000 Mallboxes

The usage amount provided Is an eslimate only. Actual usage may be higher or lower, and the figure Is not guaranleed,

Date Printed:  Aug 18, 2026 Page: 2

FORM |D: WV-PRC-CRFQ-002 2020/05
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INVOICE TO SHIP TO
DEPARTMENT OF. WV OFFICE OF
ADMINISTRATION TECHNOLOGY -
QFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E, 1900 KANAWHA BLVD E
BLDG 5 10TH FLOOR
CHARLESTON wv CHARLESTON wv
[V us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
3 Core Detection - Year 3 (Optional Renewal) 22000.00000 EA :
Comm Code Manufacturer Specilfication Mode! #
43230000

Extended Description:
Core Detection per Mailbox estimated 22,000 Mallboxes

The usage amount provided Is an estimate only. Actusl usage may be higher or lower, and the figure Is not guaranteed,

INVOICETO -~ |SHIPTO"_ .
DEPARTMENT OF WV OFFICE OF

ADMINISTRATION TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, 1900 KANAWHA BLVD E

BLDG § 10TH FLOOR

CHARLESTON wv CHARLESTON wv

us Us £l

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
4 Core Deteclion - Year 4 (Optional Renawal) 22000.00000 EA

Comm Code Manufacturer Speclfication Model #

43230000

Extended Description:

Core Detoction per Mallbox estimated 22,000 Mailboxes
The usage amount provided is an estimate only. Actual usage may

be higher or lower, and the figure is not guaranteed.

Event
1 " Questions are due by 3:00 p.m.
Dats Prinled:  Aug 18, 2026 Page: 3

Event Date
2026-08-11

FORM ID: WV-PRC-CRFQ-002 2020/05
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Document Phase Document Description Page
4
00T2700000005 Finel Addendum No 1-Advanced Emall

Securlty

ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions
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&, GUIDEPOINT®

SECURITY

Seles Proposal: 301529-1

Yodey's Date: 8/19/2026 Explres Onl 10/1/2028 . Paymeant Terms: Net 30 Billing Sehedule: Upfront
Saled Rep: Corry Yce Emall: corry.tloe@guidepolnigacurity.com Phone: Fax- (877) 888.0132
Prepared by: Kacl Ward Emall: knal.ward®guldepolntsecurlty.com Phone:

Sales Proposai Prepared for:

Toby L. Weloh Wv Office Of Technology 1900 Kanawha Blvd ERm S10  Emall: toby. . wolch@wv.gov
Stata of Wast Virginla Office of Technelogy Chertastan, WV 263050008 Phone: 304.352.4944
Uniad States
Ploase send alt Purchase Ordorsto ®duldepolnt! Ity.com and kacl.ward@guldepointsecurity.com
Group 1

e Wizl ‘ Quantility ‘ Protuet lype Pt Woiles (I RTHE ClrentUnit Fnce Clignt 1oin

usb UsD
1 ProciPoint, Inp_ Soltware PFPT-B-POM-S-A $27.14 0.00 g
Desodpllom PFPT Enlerprine PO-MoAlon-S-NPRE, EmallP fon. TAPUAL & Atlach Ocfi TAP UAL lmo. (VAP
only),Thraat RenponIoA\ﬂ_o-MlM:Maa-ﬁnE—Tnm: 12 VUaears 6 Morth Yerm )
. L usp usp
2 - PraotPalnt, Ino. l Softwure PPAD-M-LAP[-8-A $1s,000 0.00 0.00
Desar/ptiom Log APl Forearding Is afetue aval farPoD cust Llorepeh Llogs (Alterd & sondmall] from thalr PoD
aluaterla 16al-4ma, Tha (aga are sam In ayslog lermal. Cuslomers can rapefve Lhene loge on comman S1EM loola-Term:13
month23000 Userzd Honth Term - '
ueb usb
3 ProofPoint, Inc. 22000 Softwara PIPT-M-TAPAU-S-A 8543 498 105,1€0.00
(1} p PFPRTTAP A m Takeover (US-Only Deployment)-PPPT TAP A t Vol (up o 1,000 ly )
{US.Only Deplay )T 12 1ha 22000 Users 8 Month Term L
v [11:0] usp
4 ProolPaint, Ino. 1 Vondor Servican « PPPITISHMP 846,208 0.00 0.00
Desoription nfoSea PS Impl (on Sarvicea Tier 1-1000000-Tarm: 12 Monlhs
Qaroup 1Tolal: USD 106,160.00
Group 2

Wetanidine Fraduel 1= Pt Waijobine Lzt Pnce Climnh Uit Prin: Gl Toatal

uso uso
Praa(Peint, Ina. 22000 Softwore PFPY-8-POM-B-A $27.18 648 120,860.00
Deseripilon: PRPY Entarpriss PO-McAlee-S-NPRE, EMallP fon, TAP URL & Allachry i , TAR UAL1so. (VAP only),
Throal Responss Auto-PullMcAfes-3aal-Term: 12 Users @ Hanlh Tarm
> ysD Uso
(] ProolPaln, Ing. 1 Sor_w-m PPAQ-M-LAP|S-A $0.00 . 0.00 S50
Deosadpilon: Log APl Forwording b a festure avallable lor PeD oustemere Lo receive mell logs {nliord & sendmall) from thelr PoD
olunterin rest-lima. Tho logs a6 800! n syateg formal, A an ive theaa loga ${EMoole-Term: 12
menih22000 Userad Month Tarm
. - usb vap
y ProafPolnt, Ino. 12000 Softwore PFPT-M-TAPAV-3-A §5.43 470 105,190.00
Deseriglion: PFPTTAP Acaount Takaovar {US-Only Osploymen-PFPT TAP Acaoum Tekeaver (up 10 1,000 menthly activitias)
{(UB.Only baployment)Term: 12 month 22000 Users @ Menth Term
QOroup 1 Tokal: . UsD228,720.00

Cugne Grand forun: A Ad0, 00000

Sales Propoasl Notea:

Al Pelolag Mfermation is Confide ntial Pege10f2

Copyright ©2028 GuidePolnt Security LLC | 1900 Reston Metro Plaza, Suite 701, Resion, YA 20180 | Salsa Proposal: 301629-1
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&) GUIDEPOINT*

SECURITY

Payment 1 in tha amount of $331,780,00 due upon Net Terms on Involce.

Upon exercise of aption year 1, $461,840,84 ls due no later than twelve (12) monthe from the subscription term start date.
Upan exerciaa of aption year 2, $548,694.76 I3 due no later than twenty-four (24) montha from the subscription tarm start date.
Upon axarclae of option year 3, $645,348.69 Is due no later than thinty-eix (36) montha from the aubacription term slart date.
Upon exercias ol option yeard, $742,102.62 I3 due no tater than farty-elght {48) manths from the aubscrption tarm start date.

Frea months are a one time incenlive that will not be avallable upon renewal.

The incantive pricing etated haraln Is speciflcally contingent on recelving a correaponding purchere order by cloge of deal no tater than 9/90/2026.

Thia proposal ia valid anty: (1) {or the Pracfpolnt SKU ltema Identifled above (taken as a whole), and (2) until the quote explration date. The fees listed herealn do
not include salas, use, withholding, value added, exclee or other similar taxes and dutiea, or shipping fass. Updates for Spam Delection (regular undates baaed
on external thrests), Virus Scanning (perlodic releases supplemanted by external viruz diacoverles), and Regutatory Compliance {perlodic updatee of regulstory
dictlonaries) products are provided at N/C to Proalpoint custamers throughout the gubascription term. Cuslomer accepls and agrase ta the following ltalicized
terms: “Unless (he end user ouslomer ("Cuatomer'} haa a writtan licanse agrasmant in place with Proofpoint for the products listed above, Cuatomer's
Issuance of a purchase order (constitutes Customer'a agraement that ite use of the Proofpolnt preducts Is governed zolaly by the lerms o the Praofpoint
Custorer Agreement found at hitps:/www.prootpoint.cam/us/legellicense/customar-agresmant, which contalns terme regarding licenas and ussge, date
privacy abligations, diselaimers and Umitatlons of liability. Pmofpomla right to suapend or \erminate Customer's subscrlptlon for non-payment, and automatic
ranewal of the subscription.”

In the svent Custemer doas have a wrltten sgreement in place with Praofpoint, Customer's Issuance of a purchase order constitules Customer's agreement .
that itg use ol the Proalpoinl products s doverned by auch written agraement and the applicable product terms found at
nups://maw.proofpoint,com/us/legal/licenss/product-lerma.

ADDITIONAL TERMS
Acceptance of this proposal constitutes acceptance of, and agreement (o ba bound by, any and all applicabla lerms and condltlons, coples of which are
avallable tor download here: https://www.proofpolnt.com/us/legal/contact

GuldaPolnl Sacurity Terms and Conditlons:

Thig Sales Proposal is governed by the GuldePolnt Sales Proposal Terms and Conditions located hara unlass Gllent has 3 mutually execuied masier agreement
then in effact {ar tha purchase of Produets from GuldePolnt, In which case such adreement will govarn.

Praduct Type shown Is not maant for tax purposes. Any taxes quoted are estimates anly. Actual taxea wiil be assessed upon Involce.

Al Prioing infarmotfon /> Confidentfal Page20f2

Copyright ©2028 GuldeFPolnt Securlly LLC | 1900 Reston Metro Ploza, Suite 701, Reston. VA 20180 | Salee Proposal: 301628-1
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REQUEST FOR QUOTATION
Advanced Email Security (OT26077)

4. GENERAL REQUIREMENTS:

4.1 ContractItems and Mandatory Requirements: Vendor shall provide Agency
with the Contract Items listed below on an open-end and conlinving basis. Contract
Items must meet or exceed the mandatory requirements as shown below.

4.1.1  Core Architectural Requirements (Non-Gateway).

To preserve native email delivery spesds, prevent MX record
modifications, and eliminate single-point-of-failure routing risks, the
State requires a native, AP|-Integrated deployment model.

41.1.1.1 No Gateway Routing: The solution must not require
changing the State's MX (Mail Exchanger) records or
rouling Inbound, outbound, or internal email traffic
thraugh an external secure emall gateway (SEG)
appllance, mail refay, or cloud proxy.

Proofpoint Core Email Protection APl (CEP API) meets this requirement through a
native APl-based deployment archltecture that integrates directly with the State's
Google Workspace environment without requiring changes to the State’s MX records or
rerouting emal) traffic through a Proofpoint Secure Emall Gateway.
CEP API operates independently of the SMTP mail flow. As a result:

¢ No MXracord changes are required.

¢ No external SEG appliance is required.

o No Proofpoint mail relay or cloud proxy Is placed In the State's email delivery

path.

+ Inbound, outbound, and internal emall do not need to be routed through
Proofpoint for CEP API protection. ,

« The State can maintain Its existing Google Workspace mail archltecture and
routing configuration,

« Deployment can be accomplished without introducing an additional inline
dependency into normal email delivery.

Proofpoint uses AP! integration with the cloud email environment to provide advanced
email threat detection and response capabllities while preserving the State's existing
email infrastructure. )

This architecture enables Proofpoint to provide advanced detection for threats such
as phlshing, Business Email Compromise (BEC), executive and vendor
Impersonatlon, financlal fraud, account compromise, and lateral phishing
without requiring Proofpoint to function as the State’s email gateway.

41.1.1.2 APl-Based Deployment: The proposed platform must
connect directly to the State’s Google Workspace
environmenl using Google Workspace APIs.

Proofpolnt Core Emall Protection APl (CEP API) meets this requirement through a
native AP|-based deployment architecture that integrates dlrectly with the State's
Google Warkspace environment without requiring changes to the State's MX records

Revised 10/27/2014

8
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REQUEST FOR QUOTATION
Advanced Email Security (OT26077)

or rerouting email traffic through a Proofpoint Secure Email Gateway.

41113 Zero Infrastructure Footprint: The solutiort must be
100% cloud-native (Saas) and require no on-premises
_hardware, virtual appliances, must not require
customer-managed virtual machines or cloud compute
resources in any form. or local software installations.

Proofpoint Core Emall Protection APl (CEP API) meets this requirement as a

cloud-delivered Saa$ solutlon that integrates directly with the State's Google

Workspace environment through APls and does not require the State to deploy, -

operate, or maintain dedicated emall security infrastructure.

CEP API requires:

No on-premises hardware or appliances

No customer-managed virtual appliances

No customer-managed virtual machines

No customer-managed cloud compute resources

No locally installed email security software

No Proofpolnt Secure Email Gateway deployed within the State's

Infrastructure _

s No MX record changes or rerouting of the State's mail flow through
Proofpolnt

Proofpoint operates and maintains the underlying cloud infrastructure, detection
services, Al/ML capabilities, threat Intelligence, and platform components required to
deliver the service. This eliminates the need for the State to provision and maintain
infrastructure supporting the email security solution,
41.1.1.4 Latency-Free Evaluation: Security analysis must occur
' asynchronously or inline via AP| hooks post-delivery,
ensuring lhere is zero artificlal latency intfoduced lo
standard communication flows.

Praofpoint Core Email Protection AP[ (CEP API) meets this requirement through an -
APl-based architecture that operates outside the SMTP-mali-dellvery path,
allowing Google Workspace to process and deliver emall without requiring messages
to-traverse a Proofpoint gateway, relay, or proxy.
Because CEP API does not sit inline with standard mail routing, Proofpolnt's security
analysis does not introduce artificial gateway processing latency into normal
emall delivery.
Key architectural benefits Include: :
o Out-of-band/API-based analysls without inserting an addltional SMTP hep into
. the State's mail flow.
¢ No MX record changes required for CEP AP deployment.
« No Secure Emall Gateway, mall relay, or. cloud proxy required in the delivery
path.
¢ No artificlal mall-flow latency attributable to routing messages through
Praofpoint.
« APl-based detection and response for threats that evade Google Workspace's
native security controls. .
« Automated remediation capabilities to take action on malicious messages

identifled after delivery.
Revised 10/27/2014
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REQUEST FOR QUOTATION
Advanced Email Security (0T26077)

Proofpoint CEP AP therefore allows the State to preserve the performance and
availability characteristics of its existing Google Workspace emalil environment while
adding an Independent layer of advanced AI/ML and behavloral threat detection. .

Revised 10/27/2014

10
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REQUEST FOR QUOTATION
Advanced Email Security (0T26077)

411A1.5 Dual-Platform Flexibility: While optimlzed immediately
for Google Workspace/Gemini The solution must
provide full, native APl-level functional parily across
Google Workspace and Microsoft 365. Microsoft 365
support must include historical mailbox scanning,
automated remediation, mailbox rule monitoring,
time-of-click URL inspéction, account-takeover
detectlon, and access to all required Microsoft Graph
API scopes. The solution must not require MX changes,
Journaling, SMTP relays, or gateway-based routing for
either platform

For Microsoft 365, Proofpoint Core Email Protection APl (CEP APi) integrates
directly using the Microsoft Graph API. During onboarding, Proofpoint performs a
one-time 12-month historical synchronization of protected users' email, including
attachments, to establish behavioral models based on historical sending patterns,
behavlors, and communication relationships )

4.1.2  Gemini & Workspace Functional Integration

The solution must operate excluslvely through Google Workspace APls
(inside the perimeler’) without altering mail routing or MX records.
Internal-to-internal emall {raffic Includes all messages exchanged between
Slate-managed mailboxes across all domalns and OUs, The solution must
not disable, degrade; or Interfere with Gemini features Including smart
replies, Al-generated summaries, conlext lookups, or. native message
rendering. Historical scanning must include all existing mallbox content
messages, altachmenls, and mailbox rules-for the full retention period
available within Google Workspace and must begin immediately upon
activalion.

4.1.2.1 Internal Threat Detection (East-West Traffic): Because L sits Inside
the AP tier, the solution must analyze internal-lo-internal state
emails-(employee o employee) for lateral phishing, data
exfiltration, or account compromise. Internal-to-internal emall
traffic includes all me§sages exchanged between State-managed

.+ mailboxes, regardless of domaln, OU, or routing path.

Proofpoint Core Email Protection API (CEP AP1) meets this requirement by providing

API-based visibility and behavioral analysis of internal email communications

between protected State-managed mailboxes, enabling detection of threats that may

never traverse an external secure email gateway.
Proofpoint applies Al/ML, behavloral analytics, identity and relatlonship

Revised 10/27/2014
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REQUEST FOR QUOTATION
Advanced Email Security (0T26077)

Intelligence, and message context to identify anomalous Internal communications

indicative of compromised accounts and lateral attacks.

Capabilities include:

« Lateral phishing detectlon — Identifies suspicious phishing and social-engineering
messages originating from compromised internal accounts and targetmg other
State users.

Account-compromise detection — evaluates deviations from established user
behavior and communication relationships thal may indicate a trusted account is
belng abused.

Internal sender and relationship analysls — analyzes communication context and
behavioral relationships even when the sender would otherwise be conSIdered
trusted because the message originates internally.

Payload-ess attack detectlon - identifies suspicious socml-englneering actlvity
that may not contain known malware, malicious URLs, or {raditional indicators of
compromise.

Data-risk analysis - Proofpoint's broader API-based capabilities can provide
visibility into sensitive Information and risky user behavior to help address potential
data loss and exflltration scenarlos. _

APl-based vislbllity — because CEP API does not depend solely on an external
SMTP gateway, Internal messages can be evaluated without requiring those
messages to be routed externally through Proofpoint.

4.1.2.2 Coexlstance with Geminl: The tool must not Interfere with Gemini's
native capabilities, such as Al-driven draft summaries, smart replies,
or workspace context lookups or disable, degrade, or interfere with
Geminl features Including smart replies, Al-generated summaries,
conlext lookups, and native message rendering.

- Proofpoint Core Emall Protectlon AP1 (CEP API) meets this requirement through its
APl-based, non-gateway architecture, which is designed to complement Google
Workspace rather than replace or proxy Google's native email experience.

CEP API operates outside the State's normal SMTP mail-delivery path and does not
require Proofpoint to replace the Gmail user interface or route email through a
Proofpoint Secure Email Gateway. As a result, users continue to access email and
native Google Workspace functionality through Gmall while Proofpoint provides an
additional layer of advanced threat detection and response

Proofpoint's API architecture allows the State to separate productlvoty Al from.
securlty Al. Gemini can continue providing Google's natlve productivity capabilities,
while Proofpoint applies specialized email threat detectlon to Identify phishing, BEC,
impersonation, lateral phishing, and other malicious activity.

Revised 10/127/2014
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REQUEST FOR QUOTATION
Advanced Email Security (0OT26077)

4.1.2.3 Historical Scanning: The API integration must allow the lool to scan

existing historical mailboxes retrospectively to establish a baseline

threat profile immediately upon activation. Historical scanning must

include all existing mailbox contents, including messages, attachments, -

aud mailbox rules, for the full retention period available within Google

Workapace. Scanning must begin immediately upon activation and

. complete without requiring mail routing changes.

Proofpoint Core Email Protection APl (CEP API) uses historical and ongolng emall
telemetry to establish behavioral context and communication relationships that support
Al/ML-driven detection of phishing, BEC, impersonation, lateral phishing, and account-
compromise acllvity.
CEP APl is deployed through cloud APIs and does not require MX-record changes,
SMTP relays, or gateway-based mail routing to perform API-based analysis.
Proofpoint's behavioral detection approach establishes organization-, user-, and
relationship-specific context and combines that information with Proofpolint global
threat intelligence, identity intelligence, behavioral analytics, and Al/ML models.
This enables the solution to identify deviations from expected communication behavior
without relying exclusively on static signatures or previously observed attack patterns.
Proofpoint supports historical synchronization as par of its APl-based aschitecture.
However, Proofpoint proposes dlarification of the requirement that the solution scan
every historical message, attachment, and mailbox rule for the entire Google
Workspace retention perlod.
The security objective of establishing an accurate behavioral baseline can be achieved
without requiring unrestricted retrospective processing of every item retained within the
State's environment. Proofpoint's approach Is designed to obtain the historical and
ongoing information necessary to establish effective behavioral models while minimizing
unnecessary data access and processing.

4.1.3 Technical & Threat Protection Capabilities
The solution must ulilize machine learning that Includes behavioral
baselining, anomaly detection, and language-pattern analysls beyond static
rule-based filtering. BEC detection must Include internal and external
impersonallon, vendor compromise, invoice fraud, and look-alike domain
analysis. Time-of-click URL Inspection must analyze redirect chalns,
embedded URLS, QR-encoded links, and dynamically generaled phishing
pages. Malware and zero-day protection must include deep flle Inspection
and cloud-based sandboxing for executables, archives, scripts, Office
documents, PDFs, and contalnerized payloads, ATO monitoring mgst include
mallbox rule changes, anomalous login behavlor, Impossible travel
detection, OAuth token misuse, MFA bypass atlempts, and unauthorized
APIl-scope grants.

4.1.3.1 Business Emall Compromise (BEC) 8 Spoofing: Must analyze
language senliment, communication baselines, and look-allke
Revised 10/27/2014
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REQUEST FOR QUOTATION
Advanced Emalil Security (0T26077)

domains to stop executive impersonatlon, vendor invoice fraud, and
‘employae payroll diversion tactics, '

Proofpoint Core Emall Protection APl (CEP API) meets this requirement through a
multi-layered, Al-driven approach to detecting Business Emall Compromise (BEC),
impersonation, and socially engineered fraud, including attacks that contain no

. malware, maliclous attachment, or known malicious URL.
Proofpoint combines AML-based content and language analysls, behavioral and
communicatlon relationship intelligence, identity analysls, domain Intelligence,
and global threat Intelligence to dentify suspicious communicatlons and altacker
intent.
Proofpoint capabilities include: :

¢ Language and content analysis — Al/ML analyzes message content, context, and '
linguistic characteristics to Identify socially engineered communications associated
with financial fraud, credential theft, and impersonation. :

« Communication basellning — behavioral models evaluate normal communication
patterns and refatlonships between users and external correspondents to Identify
anomalous or unaxpected activity. ' "

o Executive Impersonation detection —identity and behavioral signals help identify
messages attempting to impersonate executives and other high-value State
personnel. ' '

o Vendor and supplier fraud detection — relationship and identity analysis helps
identify fraudulent communications Impersonating trusted vendors, including
suspicious invoice and payment-change requests. '

« Payroll diversion detection — content, identity, and bahavioral signals can identify
socially engineered requests Involving payroll or direct-deposit changes.

o Look-alike domain detection — domaln and ldentity intelligence helps identify
domains designed to resemble trusted State, executive, vendor, or business-partner
domains. ,

¢ Payload-less BEC detection — Proofpoint does not require the presence of
malware or a malicious URL to identify a potentially malicious message.

Proofpoint correlates these slignals rather than relying on any single indlcator. This Is
particularly important for BEC, where an attacker may use a newly registered look-allke
domain, convincing language, or a compromised legitimate account and therefore lack
conventlonal Indicators of compromise.

4.1.3.2 Advanced Phishing & Credential Harvesting: Must perform real-

time URL sandboxing and dynamic link inspection at the time-of-
click to block morphing malicious links. :

Yes—Proofpoint supports time-of-click dynamic link inspection and real-time URL
sandboxing to block URLs that become malicious after delivery.

URLs can be rewritten so clicks are routed through Proofpoint’s cloud service for real-
time analysis and blocking, including when a link morphs post-delivery.

Predictive and click-time URL sandboxing are supported; when a URL is deemed
malicious, users can be shown a “block page” instead of being sent to the destinatlon -
site.

If a URL turns maliclous post-delivery, affected emalls can be quarantined or removed
from Inboxes, and the message can be pulled from mallboxes based on the URL
indicator. . '

When sandboxing is not possible prior to click, Proofpoint Isolation can be used to open
the slte In an Isolated environment to prevent exposure to malware, with keyboard

Revised 10/27/2014
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REQUEST FOR QUOTATION
Advanced Emall Security (OT26077)

interaction disabled to reduce credential-harvesting risk.
4.1.3.3 Malware & Zero-Day Attachments: Must include deep file

ingpection and sandboxing capabililies for modern vector payloads.

Yes—Proofpolnt Includes deep file Inspection and integrated sandboxing to detect and
block mallcious attachments, Including modern payload vectors and zero-day threats.
Attachments are analyzed using static scanning and dynamic sandbox detonation, with
sandboxing providing real-time behavioral analysis and dynamic analysls of code
behavlor, .network activity, credential phishing attempts, and memory forensics (with bare
metal support).
Suspiclous attachments can be held until verdicts are received, with clean flles delivered
to Inboxes and malicious ones quarantined.
Detection is supplemented by native AV engines (McAfee or F-Secure) for known
malware and additional proprietary threat detection using reputation analysis, content
inspection, sender profifing, behavioral Al, machine learning, behavioral analytics, and
threat intelligence, including Identification of PuP flles, ransomware indicators, and zero-
day threats.
Embedded URLs, QR codes, and images are analyzed via the URL-2-URL Classifier,
and threat forensics are available via a web portal or AP] for SIEM Integration.

4.1.3.4 Account Takeover (ATO) Monitoring: Must monitor mallbox rule

madifications (e.g., sneaky auto-forwarding rules created by
atlackers) and anomalous login behaviors across the stale .
Infrastructure.

Proofpoint meets this requirement by providing account takeover detection and response
capabliities that monitor cloud account activity for suspicious login behavior and post-
access attacker actions, Proofpaint Account Takeover Protection analyzes the full ATO
lifecycle, detects compromised accounts across. Microsoft 365, Google Workspace, and
Okta, and provides visibility into mailbox rule changes, MFA changes, file activity, and
third-party application changes. Proofpolnt can automatically remediate malicious
mailbox-rule changes and other post-compromise activity, helping security teams quickly
contain and reverse attacker actions ' _
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4.1.4 Compliance, Certifications, & Data Securily
4.1.4.1 To maximize vendor competition while ensuring rigorous data securlty for
Slale Infrasiructure, the vendor solulion must meet one of the following
compllance pathways. All customer data must be stored and
processed exclusively within the United States
Proofpoint Core Emall Protection AP] (CEP API) can be provisioned to support U.S -
based data residency requirements and provides enterprise-grade controls designed to

protect customer data throughout the service lifecycle
4,1.4.2 Pathway A- Federal Cloud Alignment (FadRAMP) The vendar

must hold a current FedRAMP Authorized (Moderste or High baseline),
FedRAMP In-Process, or FedRAMP Ready designation listed on the
official FedRAMP Markelplace. FedRAMP Legacy stalus is not
acceplable.

Proofpoint CEP API does not hold any FedRAMP status.
4.1.4.2.1 Vendor should provide the FedRAMP Package ID (PID) for
verification. '

Proofpoint CEP API does not hold any FedRAMP status.

- 4143 Pathway B (State Cloud Alignment): Hold a current StateRAMP

Calegory 2 or 3 Authorization, or maintain a reciprocal, active state-level
cloud aulﬁorization (e.q., TX-RAMP), I

Proofpoint CEP API does not hold any StateRamp status.

4.14.4 Pathway C (Commerclal Enterprise Securlty Framework): Hold a
validaled SOC 2 Type Il certification plus a signed addendum
oullining Strict Data-lsofation Protocols. This protocol- must
explicilly verify: ' :

Proofpoint undergoes annual SOC 2 Type Il audits covering the Availability,
Confidentiality, and Securlty trust services principles, performed by Schellman &

Co.These certifications and audits apply to both its solutions and the hosting
environments.
414,41  State of West Virginia data is logically or physically
isolaled from other commercial tenants.

Yes—tenant data is logically isolated from other tenants in a shared, multi-tenant
“environment (i.e., not physically separated). .
Logical separation is enforced at the application and database layers usling unique
tenant identifiers (e.g., Customer GUIDs) and customer-specific unique keys that scope
guerles and responses to the applicable tenant.
Dedicated single-tenant capabilities are not provided; segregation is maintained through
the use of unique Customer GUIDs and encryplion keys.
Access to tenant data [s restricted by role-based controls, transactions use unique |Ds
for authorization, access s logged/auditable, and data is encrypted with AES-256 at
rest and over HTTPS/TLS in transit. : ;
41.44.2 The solulion uses end-to-end data encryption both at

rest (AES-256) and in transit (TLS 1.3).

Yes, the solution uses end-to-end data encryptlon, including AES-256 encryption for
data at rest and TLS 1.3 encryption for data in transit.
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41.44.3 Vendor employees have no zero-lrust or un-audited
access lo mailbox contents:

No Proofpoint personnel can access client data or email unless specifically asked by

the customer (for example, to help analyze email in quarantine).

Access 1o customer data hosted In Proofpoint services Is granted based on role

(primarily support and operations), and when Proofpalnt support personnel access

customer data as part of customer-requested troubleshooting, all access is logged.
41444  Alignment with NIST SP 800-53 or ISO/IEC 27001

cybersecurity frameworks.

Yes. Proofpoint’s Informatlon Security program Is based on the requirements of NIST

800-53 and ISO 27001. : '

Proofpaint maintains an information security governance program aligned with NIST SP

800-53 and is certified to ISO/NEC 27001.

Securlty controls are audited annually as part of a SOC 2 Type |l audit covering the

Avallabllity, Confldentiality, and Security trust services principles, and are also assessed

as part of the 1SO 27001 certification process. Co

Information Security Policies are reviewed annually by all employees and approved by

the Security Governance Committee.

4.1.5 Administrative & Incident response Automation

4.1.5.1 Automated Remediation (Search & Destroy): When a threat is
detected in one mailbox, (he (ool must heve AP| permissions to
automatically find and claw back (quaranline) identical maliclous emalls
acrosa all 22,000 state mailboxes globally in seconds of deteclion. This
must Include messages In all domains, agencies, OUs, shared
mallboxes, delegated maliboxes, and any mallbox where the maliclous
message exists. Automalad remediation must execule without
manual adminislralor approval and musl support SOAR-Iriggered
workflows

Yes—Proofpoint's Core Email Protection with Targeted Attack Protaction (TAP) and
Threat Response ¢an automatically remediate (remove or quarantine) malicious emails
post-delivery, Including retroactive remediation of emails delivered to user inboxes in .
(he last 14 days when new Indicators of Compromise (loCs) are ingested, with no
limitation on the number of mailboxes or emalls remedlated at a time.

Threat Response Auta-Pull (TRAP) automatically captures TAP alerts and can
-automatically move a malicious email and any forwarded copies from Exchange 2010,
2013, 20186, Office 365, GSuite, and Domino inboxes into an administrator-only
quarantine; there is no limit on the number of mailboxes TRAP Wil attempt to access
and it will access as many mailboxes as allowed by Exchange simuitaneously.

Built-in SOAR capabilities and AP integrations are available to orchestrate and
automate incldent response workflows, including automated removallquarantina of
maliclous emalls.
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4.1.5.2 Role-Based Access Control (RBAC): Must support granular
administrative controls allowing specific state department IT staff
access to vliew logs only for thelr own respective agencies, RBAC
must support multi-agency seperation, delegated administration, and
audit logging of all adn\inis(ralive access.

Yes. Proofpoint's Information Protection Platform and Proofpoint's Data Security Platform
support granular Role-Based Access Control (RBAC) and Attribute-Based Access Control
(ABAC) to restrict access for individuals and groups, including limiting SOC analyst access
to only incidents within their remit and only to incident content appropriate to their role.
Administrators can be assigned roles for server administration, user administration, and
policy creatlon, and permissions can be defined down to specific views, reports, incidents,
and Incldent event data; access can also be narrowed further by configuring views so only
_ certain data is visible to specific users or groups.
Access can be managed through predefined roles (e.g., Admin, Viewer; Admin, View-only
Admin, Conflg Admin) and can be customized, with roles and view scoplng asslgnable to
users indlvidually or via groups.
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