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Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
1 Core Detection 22000.00C EA 18.000000 396000.00

Comm Code Manufacturer Specification Model #

43230000

Commodity Line Comments:

Extended Description:

Core Detection per Mailbox estimated 22,000 Mailboxes
The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
2 Core Detection - Year 2 (Optional Renewal)  22000.00C EA 18.000000 396000.00

Comm Code Manufacturer Specification Model #

43230000

Commodity Line Comments:

Extended Description:

Core Detection per Mailbox estimated 22,000 Mailboxes
The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
3 Core Detection - Year 3 (Optional Renewal)  22000.00C EA 18.500000 407000.00

Comm Code Manufacturer Specification Model #

43230000

Commodity Line Comments:

Extended Description:

Core Detection per Mailbox estimated 22,000 Mailboxes
The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
4 Core Detection - Year 4 (Optional Renewal)  22000.00C EA 18.500000 407000.00

Comm Code Manufacturer Specification Model #

43230000

Commodity Line Comments:

Extended Description:

Core Detection per Mailbox estimated 22,000 Mailboxes
The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

Date Printed:  Aug 26, 2026 Page: 2 FORM ID: WV-PRC-SR-001 2020/05
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Doc Description: Addendum No 1-Advanced Email Security

Reason for Modification:

Addendum No 1 is issued to
publish vendor questions with
agency responses and to modify
the bid opening date.

Proc Type: Central Master Agreement
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BID RECEIVING LOCATION

BID CLERK

DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON ST E

CHARLESTON WV 25305

us

VENDOR

Vendor Customer Code: VS0000053520

Vendor Name : Cyber Defense Advisors (CDA, LLC)

Address :

Street : 100 S. Ashley Rd

City : Tampa

State: Florida Country :  USA Zip : 33602

Principal Contact : Mark Hale

Vendor Contact Phone: 937-620-3378 Extension:

FOR INFORMATION CONTACT THE BUYER
Toby L Welch

(304) 558-8802
toby.l.welch@wv.gov

Vendor
Signature X FEIN# 87-4233337

DATE 8/24/2026

All offers subject to all terms and conditions contained in this solicitation
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ADDITIONAL INFORMATION

Addendum No 1 is issued for the following reasons:
1) To publish vendor questions with the agency's responses.
2) To modify the bid opening date from 8/19/26 to 8/25/26

---no other changes---

INVOICE TO

SHIP TO

DEPARTMENT OF
ADMINISTRATION

OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E,
BLDG 5 10TH FLOOR

WV OFFICE OF
TECHNOLOGY

BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E

CHARLESTON wv CHARLESTON wv

us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 Core Detection 22000.00000 EA $18 $396,000
Comm Code Manufacturer Specification Model #

43230000 PhishFirewall PhishEQ

Extended Description:
Core Detection per Mailbox estimated 22,000 Mailboxes

The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

INVOICE TO

SHIP TO

DEPARTMENT OF
ADMINISTRATION

OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E,
BLDG 5 10TH FLOOR

WV OFFICE OF
TECHNOLOGY

BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E

CHARLESTON WV CHARLESTON WV

us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
2 Core Detection - Year 2 (Optional Renewal) 22000.00000 EA $18 $396,000
Comm Code Manufacturer Specification Model #

43230000 PhishFirewall PhishEQ

Extended Description:
Core Detection per Mailbox estimated 22,000 Mailboxes

The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

Date Printed:  Aug 18, 2026 Page: 2

FORM ID: WV-PRC-CRFQ-002 2020/05
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INVOICE TO

SHIP TO

DEPARTMENT OF
ADMINISTRATION

OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E,
BLDG 5 10TH FLOOR

WV OFFICE OF
TECHNOLOGY

BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E

CHARLESTON WV CHARLESTON WV

us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
3 Core Detection - Year 3 (Optional Renewal) 22000.00000 EA $18.50 $407,000
Comm Code Manufacturer Specification Model #

43230000 PhishFirewall PhishEQ

Extended Description:
Core Detection per Mailbox estimated 22,000 Mailboxes

The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

INVOICE TO SHIP TO
DEPARTMENT OF WV OFFICE OF
ADMINISTRATION TECHNOLOGY

OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E,
BLDG 5 10TH FLOOR

BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E

CHARLESTON WV CHARLESTON WV

us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
4 Core Detection - Year 4 (Optional Renewal) 22000.00000 EA $18.50 $407,000
Comm Code Manufacturer Specification Model #

43230000 PhishFirewall PhishEQ

Extended Description:
Core Detection per Mailbox estimated 22,000 Mailboxes

The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

SCHEDULE OF EVENTS

Line Event
1 Questions are due by 3:00 p.m.
Date Printed:  Aug 18, 2026 Page: 3

Event Date
2026-08-11

FORM ID: WV-PRC-CRFQ-002 2020/05
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Document Phase

Document Description

Page

0OO0T2700000005

Final

Addendum No 1-Advanced Email
Security

ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions




DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract Administrator and the initial point of contact for matters relating to this Contract.

(Printed Name and Title) _Mark Hale

(Address) 100 S. Ashley Rd, Tampa, FL 33602

(Phone Number) / (Fax Number) 9376203378

(email address) _mhale@cyberdefenseadvisors.com

CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wvOASIS, I certify that: I have reviewed this Solicitation/Contract in its entirety; that I
understand the requirements, terms and conditions, and other information contained herein; that
this bid, offer or proposal constitutes an offer to the State that cannot be unilaterally withdrawn;
that the product or service proposed meets the mandatory requirements contained in the
Solicitation/Contract for that product or service, unless otherwise stated herein; that the Vendor
accepts the terms and conditions contained in the Solicitation, unless otherwise stated herein; that
I am submitting this bid, offer or proposal for review and consideration; that this bid or offer was
made without prior understanding, agreement, or connection with any entity submitting a bid or
offer for the same material, supplies, equipment or services; that this bid or offer is in all respects
fair and without collusion or fraud; that this Contract is accepted or entered into without any prior
understanding, agreement, or connection to any other entity that could be considered a violation of
law; that I am authorized by the Vendor to execute and submit this bid, offer, or proposal, or any
documents related thereto on Vendor’s behalf; that I am authorized to bind the vendor in a
contractual relationship; and that to the best of my knowledge, the vendor has properly registered
with any State agency that may require registration.

By signing below, I further certify that I understand this Contract is subject to the

provisions of West Virginia Code § 54-3-62, which automatically voids certain contract

clauses that violate State law; and that pursuant to W. Va. Code 54-3-63, the entity
entering into this contract is prohibited from engaging in a boycott against Israel.

CDA, LLC

=

(Signature of Authorized Representative)
Mark Hale - VP of Partnershps and Business Development 8/24/2026

(Printed Name and Title of Authorized Representative) (Date)
9376203378

(Phone Number) (Fax Number)
mhale@cyberdefenseadvisors.com

(Email Address)

Revised 8/24/2023


Mark
Mark Hale

Mark
9376203378

Mark
mhale@cyberdefenseadvisors.com

Mark
100 S. Ashley Rd, Tampa, FL 33602 

Mark
CDA, LLC

Mark
Signature


Mark
Mark Hale - VP of Partnershps and Business Development   8/24/2026

Mark
9376203378

Mark
mhale@cyberdefenseadvisors.com


N\~ 77
CYBER DEFENSE

ADVISORS
A\V4

WEST VIRGINIA OFFICE OF TECHNOLOGY

Advanced Email Security

Technical Submission

CRFQ 0231 | OOT2700000005 |Proc Folder 2028979

Offeror CDALLC

Proposed platform PhishEQ + PhishFirewall
Environment West Virginia Office of Technology Google Workspace environment
Submission status Technical submission with signed WV CRFQ form and Addendum No. 1

acknowledgement

WV registration VS0000053520
August 24, 2026

1. Executive Summary

Cyber Defense Advisors (CDA) submits this technical response to the West Virginia Purchasing Division and the
West Virginia Office of Technology (WVOT) for Advanced Email Security. CDA proposes PhishEQ by PhishFirewall as
the primary email-security platform, delivered and supported by CDA as the prime contractor. PhishEQ is designed
for Google Workspace API deployment without MX-record changes and provides continuous protection against
phishing, spear-phishing, business email compromise, vendor fraud, impersonation, account takeover, malicious
links, malicious attachments, and social-engineering attacks that bypass conventional filtering.

CDA recommends PhishEQ because its large-language-model reasoning engine evaluates the meaning, intent,
context, sender-recipient relationship, and behavioral indicators of every inbound and outbound email, while
deterministic controls and threat intelligence add authentication, header, URL, attachment, reputation, and sender-
behavior evidence. PhishEQ provides human-readable explanations, inbox-native quarantine, time-of-click and
post-delivery protection, automated retraction and clawback, account-takeover detection, security-hygiene
scanning, and operational reporting. PhishFirewall is included with PhishEQ at no additional charge and extends the
program into adaptive awareness, phishing simulation, just-in-time coaching, and human-risk management.

CDA LLC will serve as WVOT's prime-contractor contact and state champion during the build and transition to the
new platform. CDA will own the commercial relationship, contracting and invoicing coordination, implementation
communications, transition governance, and state-side decisions. PhishFirewall will perform the technical
onboarding, APIconnection, configuration, operation, monitoring, support, reporting, and software administration.
After transition, WVOT will work directly with PhishFirewall for day-to-day platform operations. CDA will not act as
the MSP or require platform access.
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2. Understanding of WVOT's Requirement

The CRFQ describes an open-end contract for Advanced Email Security layered on WVOT's Google Workspace
environment. CDA understands the requirement as a need for more than a pre-delivery filter: WVOT needs
protection for internal and external email, advanced analysis of intent and relationships, account-takeover
detection, suspicious-link and attachment analysis, post-delivery remediation, explainable user and administrator
workflows, and measurable operational reporting. The official pricing form provides four annual line items based on
an estimated 22,000 mailboxes: base year and three optional renewal years.

Requirement signal CDA response

Google Workspace API overlay PhishEQ connects through Google Workspace APIs without MX-record changes and
supplements native controls with message analysis, identity-aware detection, inbox-
native response, and continuous hygiene improvement.

LLM-based email reasoning PhishEQ evaluates meaning, intent, urgency, relationship dynamics, authentication,
URLs, attachments, sender behavior, and identity risk, then explains its decision in
human-readable language.

Phishing, BEC, and vendor fraud Layered detection covers targeted social engineering, BEC, vendor compromise,
executive and brand impersonation, payment-change fraud, spoofing, lookalike
domains, and credential harvesting.

Account takeover and identity PhishEQ evaluates suspicious login, MFA fatigue, forwarding, delegation, OAuth,
risk device, location, mailbox-rule, and anomalous outbound-email indicators, with guided
containment and evidence preservation.

Post-delivery threats Continuous monitoring, time-of-click analysis, message retraction, tenant-wide
clawback, quarantine, blocking, notification, and remediation address threats that
become malicious after delivery.

Security hygiene PhishEQ assesses SPF, DKIM, DMARC, domain spoofing exposure, risky configurations,
policy gaps, exceptions, allow lists, and identity controls, then tracks prioritized
improvements.

PhishFirewall human-risk The normally standalone PhishFirewall platform is included with PhishEQ and

extension automates adaptive education, simulation, remediation, compliance training, and

reporting across the 22,000-user environment.

22,000 mailbox estimate Price as a per-mailbox annual subscription; actual usage remains subject to the State's
estimate-only treatment and monthly true-ups.

Open-end / renewals Years 2, 3, and 4 are separately priced optional renewal periods on the
State pricing form.

3. Recommended Solution: PhishEQ by PhishFirewall

3.1 Proposed architecture

e Google Workspace remains the system of record for mail and identity. PhishEQ is layered through API
access as an Integrated Cloud Email Security control for message analysis, identity-aware detection,
policy enforcement, investigation, inbox-native quarantine, security-hygiene assessment, sandboxing,
and remediation. The approach strengthens WVOT's existing Google Workspace investment without
requiring an MX-record change or a wholesale mail-platform change.

CDA | WVOT Advanced Email Security | Page 2
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3.1.1 Google Workspace API integration and authorization
PhishEQ uses a Google Cloud service account with Google Workspace domain-wide delegation. A WVOT Google
Workspace Super Admin authorizes the service account's OAuth client ID and scope list in Admin console API
Controls. PhishEQ then impersonates authorized Workspace users for the selected APls; individual end-user
consent is not required. The deployment is APl-based and does not require an MX-record or mail-routing change.

Required Google services include the Gmail API for mailbox read/modify actions, watch registration, message
handling, and simulation-message insertion; the Admin SDK Directory APIfor user, domain, group, and security-
status operations; the Admin SDK Reports API for audit activity; the Google Workspace Alert Center APl when Alert
Center collection is enabled; and Google Cloud Pub/Sub for Gmail push notifications. Gmail watches publish to a
pre-existing project topic.

The current base OAuth scopes are:

e https://www.googleapis.com/auth/gmail. modify

e https://www.googleapis.com/auth/gmail.insert

e https://www.googleapis.com/auth/admin.directory.user

e https://www.googleapis.com/auth/admin.directory.user.readonly

e https://www.googleapis.com/auth/admin.directory.user.security

e https://www.googleapis.com/auth/admin.directory.domain.readonly

e https://www.googleapis.com/auth/admin.directory.group.readonly

e https://www.googleapis.com/auth/admin.reports.audit.readonly

Capability-specific scopes are https://www.googleapis.com/auth/apps.alerts for Alert Center collection,
https://www.googleapis.com/auth/gmail. settings.basic for mailbox-filter and basic-settings remediation, and
https://www.googleapis.com/auth/gmail. settings.sharing for automatic forwarding, forwarding-address, and

delegate remediation. The two Gmail settings scopes are requested by a separate remediation client; if they are not
granted, core mail processing remains available but mailbox-settings remediation is unavailable.

Google Workspace prerequisites are a tenant and Super Admin, a Google Cloud project and service account with
domain-wide delegation enabled, the required APIs enabled, the service-account client ID and exact scopes entered
under Admin console > Security > Access and data control > API| Controls > Manage Domain Wide Delegation, an
approved mailbox identity for impersonation, a Pub/Sub topic and reachable push endpoint for real-time monitoring,
and customer-approved credential storage and rotation.

3.1.2 Microsoft 365 and Microsoft Entra API integration

PhishEQ uses a multitenant Microsoft Entra application with the OAuth 2.0 client-credentials flow. Tokens are
requested from the customer tenant using https://graph.microsoft.com/.default, with effective access controlled by
Microsoft Graph application permissions granted through tenant-wide administrator consent.

The current Microsoft Graph application permissions are:

e Mail.ReadWrite.All (legacy token alias accepted: Mail.ReadWrite)
e MailboxSettings.ReadWrite

e eDiscovery.Read.All

e eDiscovery.ReadWrite.All

e SecurityEvents.Read.All

e SecurityAnalyzedMessage.Read.All

e ThreatSubmission.Read.All

e Organization.Read.All

e Policy.Read.All

e Application.Read.All

CDA | WVOT Advanced Email Security | Page 3
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e DelegatedPermissionGrant.ReadWrite.All
e User.Read.All

e User.EnableDisableAccount.All

e User-PasswordProfile.ReadWrite.All

e User.RevokeSessions.All

Microsoft 365 prerequisites are a Microsoft 365 / Microsoft Entra tenant, an Entra administrator authorized to grant
tenant-wide application consent, a multitenant app registration and tenant-specific consent flow, an approved
redirect URI, the configured permission set, an approved client secret, certificate, or federated credential,
permission to create and renew Microsoft Graph message subscriptions, and the customer tenant ID and primary
domain. GCC High, DoD, and other national-cloud endpoints require endpoint and permission validation before
commitment.

During onboarding, PhishFirewall validates tenant consent and confirms that the approved Google Workspace or
Microsoft Graph permissions support the selected PhishEQ capabilities. CDA coordinates the state-side approvals
and transition; PhishFirewall performs the technical connection, validation, and platform operation.

3.1.3 Administration, support, and data controls

PhishEQ provides tenant-scoped role-based administration, custom roles, parent/child tenant hierarchies, and
server-side scope enforcement for delegated administration and agency separation. Built-in roles include System
Owner, Super Administrator, Administrator, Security Analyst, Viewer, Tenant Administrator, and Quarantine User.
Custom roles can limit access to mail actions, incidents, users, roles, integrations, settings, APl keys, audit logs,
reporting/export, security lists, quarantine, and tenant administration.

Tenant Administrator supports delegated-tenant and subtenant administration. Viewer is read-only. Account-
takeover remediation is separately permissioned as remediate_accounts, while audit visibility and export are
separately controlled. Administrative and account-takeover actions are journaled with tenant ID, incident ID,
timestamp, action type, trigger, outcome, error, duration, metadata, and actor information such as user ID, email,
source IP, user agent, and request ID. Refused actions are recorded as blocked.

PhishFirewall's support workflow uses the support portal and designated escalation channels for support, bug, and
feature-request tickets. Tickets support low, normal, high, and critical priority, assignment, status tracking,
attachments, and customer notifications. Critical events include material protection failure, production outage,
active security incident, or suspected data-security event and activate the incident-response and engineering
escalation path. Support coverage, service availability, maintenance communications, and security-incident
procedures are governed by the applicable customer agreement and security terms.

PhishFirewall protects customer data with encryption in transit and at rest, dedicated secret-management controls,
and logical tenant isolation. Customer data, users, roles, integrations, policies, security records, and administrative
access remain tenant-scoped. Operational email snapshots are retained for 90 days by default; quarantine,
incident, and audit records follow the configured retention policy and applicable service terms. Customer data is
securely deleted from active systems under the applicable deletion procedures, with backup aging managed
through the backup lifecycle. Customer data is used to provide, operate, secure, support, and improve the
customer's services and is not used to train shared or general-purpose Al models.

PhishFirewall maintains a current security and compliance documentation package for qualified customer review.
Available materials include:

¢ Privacy and data-handling documentation.

* Google Workspace and Microsoft 365 integration, consent, and permissions documentation.

* Role-based access-control and delegated-administration documentation.

e Data storage, tenant-isolation, retention, backup, and deletion documentation.

e Security telemetry, incident-response, remediation, and audit-journaling documentation.

e Security-awareness, phishing-simulation, phishing-reporting, and platform-operational documentation.

PhishFirewall aligns its security-awareness and training content to common compliance frameworks, including SOC

CDA | WVOT Advanced Email Security | Page 4
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2,1S0O 27001, HIPAA, PCI DSS, NIST CSF, and CMMC. Current approved security documents, attestations, and

certifications are available to authorized reviewers under the applicable confidentiality process.

3.1.4 CRFQ-specific compliance statements

U.S. data residency: PhishFirewall confirms that all WVOT customer data, including email metadata, threat logs,
security evidence, and analysis artifacts, will be stored and processed exclusively within data centers physically
located in the United States.

SIEM/SOAR compatibility: PhishEQ supports real-time or near-real-time export of threat and security-event data
through JSON, syslog, STIX/TAXII, and API-based delivery. SOAR-triggered actions support global message clawback

across State mailboxes, mailbox-rule removal, quarantine and blocking, user notification, evidence preservation,
and account-level response actions such as session revocation or account containment.

Google Workspace and Gemini coexistence: PhishEQ operates through Google Workspace APIs without altering
mail routing or MX records and does not disable, degrade, orinterfere with Google Workspace or Gemini
capabilities, including smart replies, Al-generated summaries, context lookups, or native message rendering.

e CDA coordinatesthe commercial onboarding schedule, WVOT contacts, access approvals, meetings, and
state-side decisions. PhishFirewall performs tenant discovery, APl connection, mailbox verification,
configuration, pilot design, production rollout, policy tuning, reporting, and operational acceptance. CDA
remains the reseller and communication bridge and does not administer the PhishEQ environment.

e PhishFirewall will tune the configuration to WVOT's governance requirements, administrative
boundaries, incident workflow, userexperience, data-retention decisions, and agency structure. CDA will
communicate WVOT priorities and obtain state-side decisions, while PhishFirewall maintains the
technical configuration and approval controls.

3.2 Capabilities proposed for the response

Capability Proposed outcome

LLM and behavioral analysis Evaluate message meaning, intent, urgency, relationship dynamics, authentication,
sender behavior, URLs, attachments, and identity signals, with explainable findings.

Phishing, BEC, and Detect targeted social engineering, vendor and executive impersonation, lookalike
impersonation domains, homograph attacks, reply-to changes, payment fraud, and credential harvesting.
Account takeover defense Surface suspicious login, credential theft, MFA fatigue, anomalous outbound activity,

forwarding, delegation, OAuth, device, IP, location, and communication-pattern changes.

Inbox-native quarantine Keep users in Gmail, explain the risk, and support approved review, release, recovery, and
audit workflows without a separate portal.

Email hygiene and posture Assess SPF, DKIM, DMARC, spoofing exposure, forwarding, delegation, OAuth, MFA,
exceptions, allow lists, and policy gaps with prioritized recommendations.

URL and attachment analysis Apply time-of-click analysis, reputation and redirect inspection, QR/image phishing
analysis, file inspection, and true sandboxing for suspicious files.

Automated response Quarantine, retract, claw back, block, notify, preserve evidence, guide account
containment, and support safe release and recovery workflows.

PhishFirewall awareness Deliver nano-learning, risk- and role-based education, randomized adaptive simulations,
just-in-time remediation, RePhish contextual exercises, compliance training, and
reporting.

Reporting and oversight Provide daily and weekly threat summaries, remediation and incident activity, high-risk

users and domains, posture findings, trends, audit records, executive summaries, and
human-risk metrics.

CDA | WVOT Advanced Email Security | Page 5
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3.2.1 Explainable Al analysis

PhishEQ uses a large-language-model security reasoning engine as its core analytical layer. Each email receives
senior-analyst-style scrutiny, augmented by deterministic controls and threat intelligence. The result is a consistent,
explainable verdict that helps users make better decisions and gives administrators a common evidence layer for
support, incident response, and audit records.

3.2.2 Identity, account, and relationship intelligence

PhishEQ evaluates impossible travel, suspicious logins, credential theft, MFA fatigue, anomalous outbound activity,
mailbox rules, forwarding, delegation, OAuth access, device and location changes, thread identity drift, vendor
changes, payment-change requests, unusual urgency, and altered communication patterns. These signals help
surface account takeover, vendor compromise, and fraud before the compromised account can spread the attack.

3.2.3 Inbox-native user experience and security hygiene

PhishEQ keeps quarantine review inside the user's normal inbox, explains why a message was isolated, and
supports approved review, release, recovery, and audit workflows. It also continually assesses SPF, DKIM, DMARC,
forwarding, delegation, OAuth, MFA, exceptions, allow lists, policy gaps, and other hygiene conditions, producing
prioritized recommendations that reduce the attack surface over time.

3.2.4 PhishFirewall human-risk automation

PhishFirewall operates as a continuous behavioral-risk program rather than a periodic campaign. It automates
scheduling, randomized simulations, risk-based frequency, role-based content, just-in-time remediation,
completion monitoring, exception reporting, executive summaries, and future adaptation based on measured
behavior. Its dynamic APl connectivity, full integration with PhishEQ, multitenancy, and group management support
WVOT's agency structure.

3.3 Product and security evidence

e PhishEQ uses API-based Google Workspace integration without MX-record changes. Its LLM-based
analysis is augmented by authentication results, headers, URLs, attachments, reputation, sender
behavior, communication patterns, identity signals, and threat intelligence. Exact OAuth scopes,
administrative permissions, and tenant prerequisites will be established during mobilization.

e PhishEQ includes true sandbox analysis for suspicious attachments and files, alongside inspection for
dangerous attachments, macro-enabled documents, encrypted archives, file-type mismatches, malicious
URLs, redirects, OAuth-consent attacks, QR-code phishing, and image-based phishing.

e PhishFirewall will provide the technical support and platform operations model directly to WVOT,
including monitoring, investigation, remediation, reporting, and product escalation. CDA will champion
the build and transition, remain available for commercial matters, and participate in transition
governance; CDA will not be part of day-to-day operations.

e PhishEQprocesses WVOT data to provide message analysis, account-protection, detection, remediation,
reporting, threat intelligence, security-hygiene assessment, and security-awareness services. The
platform applies tenant isolation, access controls, audit logging, administrative safeguards, and industry -
standard encryption. Data-use, retention, deletion, backup, subprocessor, and incident-notification
requirements will be governed by the applicable PhishEQ security and privacy terms and any State SaaS
Addendum incorporated into the resulting contract.
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4. CDA Delivery and Support Model

4.1 Mobilization and deployment

Schedule convention: APl connection, authorization, and full-mailbox verification will be completed within 24 hours
after award/NTP, subject to WVOT providing required administrative access. The remaining schedule covers change -
managed pilot, staged rollout, tuning, training, and handoff.

PhishFirewall delivery / CDA reseller and
champion role

Acceptance evidence

1. APl onboarding -
Within 24 hours

2. Mobilize and
design - Days2-10

3. Pilot- Days 11-
20

4. Production
rollout - Days 21-
30

5. Transition - Days
31-35

6. First service
review - Day 45

PhishFirewall connects and authorizes the Google
Workspace API, verifies mailbox population, and
records required permissions. CDA schedules the
meeting, coordinates WVOT access approvals, and
communicates status.

PhishFirewall documents policies, alert routing,
exception handling, pilot criteria, and security
objectives. CDA gathers WVOT decisions,
maintains the commercial action log, and
coordinates review meetings.

PhishFirewall enables the controlled cohort,
validates detection, false-positive handling, user
reporting, and administrative workflows. CDA
coordinates WVOT participants and records state
acceptance decisions.

PhishFirewall executes staged deployment,
monitors service health, tunes policies, and
communicates technical changes. CDA
coordinates the WVOT change window and
stakeholder communications.

PhishFirewall provides technical administrator
orientation, operating procedures, reporting
cadence, escalation path, and handoff. WVOT
identifies the resources who receive training; CDA
coordinates the handoff meeting.

PhishFirewall conducts the first operational service
review directly with WVOT. CDA participates only
for transition or commercial matterswhen
requested.

4.2 Ongoing service management

Connection record, verification report, access-
controlrecord.

Kickoff notes, approved solution design, test
plan, risk register.

Pilot results, issue log, go/no-go decision.

Deployment record, configuration baseline,

open-items list.

Handoff package and acceptance sign-off.

Initial service-review report and action log.

CDA will provide a named commercial point of contact during the build and transition, maintain the
resellerrelationship, coordinate state-side decisions, and champion the move to the new platform. After
transition, WVOT will work directly with PhishFirewallfor day-to-day administration, operations, support,
reporting, and technical matters.
PhishFirewall will produce and deliver platform-level reporting directly to WVOT. PhishFirewall will
conduct operational service reviews with WVOT; CDA may participate in the initial build/transition review
or commercial discussions when requested, but will not manage the day-to-day review cadence.
PhishFirewall will report deploymentstatus, alert trends, significantincidents, remediation activity, policy
changes, and coverage recommendations directly to WVOT. CDA will remain informed on material build,
transition, and commercial matters without performing operational reporting or analysis.
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e Aftertransition, WVOT will communicate directly with PhishFirewall for technical requests, support,
platform administration, reporting, and day-to-day operations. CDA will champion the build and
transition and remain available for commercial or relationship matters; CDA will not route operational
requests or administer the platform.

e C(ritical technical events will be handled directly between WVOT and PhishFirewall. PhishFirewall will
maintain the technical incident record, investigation, remediation, notifications, and closure evidence.
CDA will be notified of material build, transition, contractual, or relationship matters but will not perform
day-to-day incident handling.

4.3 Technical integration and operations

e Google Workspace: PhishEQ connects through Google Workspace APIs without MX-record changes and
applies the same analytical approach to internal and external email. It evaluates message meaning,
intent, urgency, financial requests, impersonation, credential-harvesting language, sender-recipient
relationships, authentication evidence, URLs, attachments, and communication-pattern changes.

e Time-of-click and post-delivery protection: PhishEQ evaluates URLs at click time, continuously monitors
delivered messages, detects links that become malicious after delivery, and supports post-delivery
retraction and remediation. When a threat is validated, PhishEQ can identify affected recipients and
retract the message across the tenant.

e Dynamic sandboxing: PhishEQ provides true sandbox analysis for suspicious attachments and files and
combines those results with file-type, macro, archive, URL, reputation, and behavioral evidence.

e Historical scanning: PhishFirewall will configure and execute the required 90-day historical mailbox scan
upon activation, preserving findings for investigation, remediation, and baseline reporting. CDA will
champion the build schedule and transition communications; PhishFirewall will operate the scan and
communicate technical results directly to WVOT.

e SIEM/SOAR and operational response: PhishEQ supports security-event export, incident creation,
evidence preservation, policy-driven response, user and administrator notification, and automated
remediation workflows for WVOT security operations and automation tooling.

e RBAC and multi-agency separation: PhishFirewall will configure and administer the platform's role-based
access, delegated administration, logical separation, and audit workflows for WVOT administrators,
agencies, departments, supervisors, and security operations personnel. CDA will communicate state -side
requirements during the build and transition and will not administer the platform.

5. WVOT Requirement and Responsiveness Matrix

This matrix provides CDA's direct response to the WVOT CRFQ requirements and identifies the supporting evidence
for each response.

WVOT requirement CDA / PhishEQ response Supporting Evidence /Verification Source
CRFQ4.1.1.1.1 - No gateway/ no Comply - PhishEQ connects through Google Architecture narrative in Part |; PhishEQ
MX change Workspace APIs, does not require MX changes, and  integration figure in Appendix A.

does not route WVOT mail through an external
gateway, relay, or proxy.

CRFQ4.1.1.1.2 - API-based Comply - PhishEQ operates through Google Part | Sections 3.1.1 and 3.1.2; exact
deployment Workspace APl access andis delivered as a cloud-

. OAuth scopes and prerequisites stated
native SaaS control.

above.
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WVOT requirement CDA / PhishEQ response Supporting Evidence /Verification Source

CRFQ4.1.1.1.3 - Zero Comply - The proposed deployment requiresno on-  Implementation plan in Part I.
infrastructure / no added latency premises appliance, virtual appliance, customer-

managed VM, or local agent; analysis is performed

through API workflows without changing ordinary

mail routing.

CRFQ4.1.1.1.5 - Native Microsoft =~ Comply - PhishEQ's capability narrative identifies Part | Section 3.1.2; exact Microsoft

365 parity Microsoft 365 and Exchange Online APl integration,
historical analysis, remediation, mailbox-rule
monitoring, time-of-clickinspection, andidentity-
aware protection without MX changes.

Graph permissions and prerequisites
stated above.

CRFQ4.1.2 - Google Workspace /  Comply - PhishEQ operates through Google Part|Sections 3.1.1 and 3.1.4; API
LGRS IEC Workspace APls and preserves native architecture and Gemini coexistence
Workspace and Gemini functionality, statement.
including smart replies, Al-generated
summaries, context lookups, and native
message rendering.

CRFQ4.1.2.1 - Internal-to- Comply - PhishEQ analyzes internal and external PhishEQ technical documentation and
internal traffic email, including lateral phishing, compromised- Appendix A and Part | response.
account activity, vendor fraud, and anomalous
internal communications.

CRFQ4.1.2.3 - Historical Comply - PhishFirewall will configure and Part | implementation plan and
scanning execute the required 90-day historical PhishFirewall 90-day historical scan
mailbox scan upon activation, including statement.

messages, attachments, and mailbox
rules, with findings preserved for
investigation, remediation, and baseline

reporting.
CRFQ4.1.3 - Behavioral and Comply - PhishEQ uses LLM reasoning, behavioral PhishEQ technical documentation and
language analysis baselining, anomaly detection, communication Appendix A; Appendix A figures.

patterns, authentication evidence, and threat
intelligence beyond static rules.

CRFQ4.1.3.1 - BEC and spoofing Comply - Coverage includes internal and external PhishEQ technical documentation and
impersonation, vendor compromise, Appendix A.
invoice/payment fraud, executive impersonation,
look-alike domains, urgency, and altered
communication patterns.

CRFQ4.1.3.2 - Time-of-click Comply - PhishEQ provides real-time URL Part | Sections 3.2.5 and 3.1.4; PhishEQ
URLs inspection, redirect-chain and reputation time-of-click and SIEM/SOAR
analysis, morphing-link detection, statements.

QR/image phishing analysis, and post-
delivery remediation, with security events
available for operational and automation

workflows.
CRFQ4.1.3.3 - Malware and zero-  Comply - PhishEQ provides deep Part | Section 3.2.6 and Appendix A
CRTCIAGEDIE attachment inspection and true cloud platform evidence.

sandboxing for suspicious files and modern

payloads.
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WVOT requirement CDA / PhishEQ response Supporting Evidence /Verification Source
CRFQ4.1.3.4 - Account-takeover Comply - PhishEQ evaluates mailbox rules, PhishEQ technical documentation and
monitoring forwarding, delegation, OAuth access, suspicious Appendix A.

login, impossible travel, MFA fatigue, anomalous
outbound activity, and identity-riskindicators.

CRFQ4.1.4 - Compliance Comply - PhishFirewall confirms U.S.-only Part | Sections 3.1.3 and 3.1.4; current
i sy il ek i el ey storage and processing for WVOT customer  approved security documents,
data, including email metadata, threat logs, attestations, and certifications
security evidence, and analysis artifacts. available to authorized reviewers under
PhishFirewall maintains the current applicable confidentiality terms.
security and compliance documentation
package described in Part | Section 3.1.3,
including privacy, integration, RBAC, tenant
isolation, retention, deletion, incident
response, and audit documentation.

CRFQ4.1.5.1 - Automated Comply - PhishEQ supports quarantine, Part | Sections 3.2.7 and 3.1.4; PhishEQ
remediation / global clawback post-delivery retraction, global clawback automated-remediation and
across State mailboxes, blocking, mailbox- SIEM/SOAR statements.

rule removal, notification, evidence
preservation, and account-level response
actions triggered by SOAR workflows.

CRFQ4.1.5.2 - RBAC and multi- Comply - The proposed operating model provides Part | Sections 3.4 and 3.5; PhishEQ

agency separation agency, department, supervisor, and security-
operations separation with delegated
administrative workflows and audit records.

RBAC, delegated administration, tenant
hierarchy, scope enforcement, and
audit journaling are confirmed.

CRFQ4.1.6.1 - Architecture Comply - The Part | architecture narrative and Part | Sections 3.1.1, 3.1.2, and 3.1.4;
verification Appendix A evidence show API-based operation APl architecture, no-MX deployment
inside Google Workspace without intermediary MX ’ . ’
routing or gateway proxy. and U.S. data-residency statements.
CRFQ4.1.6.2 - Compliance Comply - PhishFirewall maintains a current  PhishFirewall current security and
R ICEIET, security and compliance documentation compliance documentation package;
package for qualified customer review. authorized-reviewer materials.

Available materials include privacy and
data handling, Google Workspace and
Microsoft 365 integration and permissions,
RBAC and delegated administration, data
storage and tenant isolation, retention and
deletion, security telemetry, incident
response, remediation, audit journaling,
and platform operations. PhishFirewall
aligns its security-awareness and training
content to SOC 2, ISO 27001, HIPAA, PCI
DSS, NIST CSF, and CMMC, with current
approved documents, attestations, and
certifications available to authorized
reviewers under applicable confidentiality
terms.

CDA | WVOT Advanced Email Security | Page 10



s~ 7
CYBER DEFENSE
TADVISORS

Cyber Defense Advisors | WV Advanced Email Security

WVOT requirement CDA / PhishEQ response Supporting Evidence /Verification Source
CRFQ4.1.6.3 - Under-24-hour Comply - PhishFirewall confirms that PhishFirewall onboarding confirmation;
onboarding onboarding and full-mailbox APl verification connection record and mailbox

can be completed within 24 hours without verification report.

disrupting active State communications,
subject to WVOT providing the required
administrative approvals and access.

CRFQ4.1.6.4 - Flat annual SaaS Comply - The official pricing pages provide per- Signed WV pricing form and Section 6
pricing mailbox annual pricing for the estimated 22,000 commercial response.

mailboxes, with PhishEQ and PhishFirewall

included as stated in Section 6.

CRFQ6.0 - Optional renewal Comply - Years 2, 3, and 4 are separately priced Signed WV pricing form and Section 6.
years optional renewal periods initiated by WVOT and

executed through the required change-order

process.
CRFQ delivery and operations Comply - CDA provides deployment, training, CDA delivery plan inPart|.

handoff, support coordination, service reviews,
incident tracking, and reporting; cloud delivery
avoids physical shipment dependencies.

SaaS Addendum and data Comply - CDA accepts the State SaaS State SaaS Addendum and signed
protection Addendum and will perform the applicable Addendum No. 1 acknowledgement.
data-protection, incident-notification,
encryption, U.S. data-location, and
contract-stage obligations when
incorporated into the resulting contract.

6. Compliance and Commercial Response

CRFQ item
Core Detection - base year - $18.00 per mailbox; Manufacturer: PhishFirewall; product/specification:
22,000 EA SEEBEID PhishEQ; model/SKU: none. PhishFirewall is included at
subscription total L
no additional cost.
Core Detection - Year 2 $18.00 per mailbox; Monthly true-ups apply to actual mailbox usage.
optional renewal - 22,000 EA $396,000
subscription total
Core Detection - Year 3 $18.50 per mailbox; Monthly true-ups apply to actual mailbox usage.

optional renewal - 22,000 EA $407,000
subscription total

Core Detection - Year 4 $18.50 per mailbox; Monthly true-ups apply to actual mailbox usage.
optional renewal - 22,000 EA $407,000
subscription total
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6.1 Commercial structure

The CRFQ's 22,000-mailbox quantity is an estimate, not a guaranteed minimum. The proposed pricing is per
mailbox, with monthly true-ups based on actual mailbox usage. Year 2, Year 3, and Year 4 are optional renewal
periods and apply only if exercised by WVOT under the resulting contract.

6.2 Included scope and pricing assumptions

The proposed per-mailbox prices include the PhishEQ email-security platform and the PhishFirewall security-
awareness and human-risk-management platform at no additional charge. Pricing includes the proposed reseller
margin, discounts, applicable taxes, platform fees, licensing, support, reporting, remediation, APl use, storage, and
implementation, training, and handoff activities described in this response. No separate PhishEQ or PhishFirewall
SKU is required; the product name for the State form is PhishEQ.

6.3 CDA commercial responsibility

CDA will remain responsible for the prime-contract relationship, reseller functions, WVOT communications during
build and transition, invoicing coordination, commercial schedule, and relationship governance. PhishFirewall will
perform technical setup, platform administration, monitoring, operation, technical documentation, support,
reporting, and manufacturer escalation directly with WVOT. CDA will not act as an MSP or participate in day-to-day
operations.

6.4 Services outside the defined scope

CDA can provide ad hoc consulting requested by WVOT after setup, training, and handoff at $190 per hour. These
services are outside the defined implementation and handoff scope, are not included in the official annual
subscription line-item totals, and would be performed only when specifically requested and authorized by WVOT.

7. PhishFirewall Partner and CDA Role Alignment

CDA will submit as prime contractor and reseller and will be WVOT's relationship owner and state champion.
PhishFirewall will be the proposed technology manufacturer and will perform the technical setup and ongoing
operation of the platform. The response presents one integrated platform recommendation with clear separation
between CDA's commercial/state-facing role and PhishFirewall's technical service role.

Work area CDA responsibility

PhishFirewall responsibility

Commercial and Prime contract, reseller functions, pricing, Provide PhishEQ product, licensing, technical

relationship
management

Implementation

Technical operations

Reporting and reviews

invoicing coordination, build/transition
communications, and state champion role.

Champion the build, coordinate WVOT
schedules and decisions, and support
transition governance; CDA does not perform
technical setup.

Participate in build and transition decisions
only; CDA does not administer the platform,
require platform access, or act as the MSP.

Participate ininitial build/transition reviews
and commercial governance when requested;
no day-to-day operational reporting.

documentation, platform operations,
reporting, support, and manufacturer
escalation directly to WVOT.

Perform discovery, APl connection,
configuration, pilot, rollout, tuning, technical
training, and handoff.

Administer, monitor, operate, support, report
on, and maintain the PhishEQ/PhishFirewall
platform directly for WVOT.

Generate and deliver platform telemetry,
threat trends, remediation reports, human-
risk analytics, service reviews, and support-
case updates directly to WVOT.
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Work area CDA responsibility PhishFirewall responsibility
Incident escalation Remain informed of material contractual or Work directly with WVOT to investigate
relationship matters; no day-to-day incident incidents, perform technical remediation,
triage or technical routing. preserve evidence, and provide closure
evidence.
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APPENDIX A - INTEGRATED PHISHFIREWALL PLATFORM VALUE-ADD

PhishEQ supplies the technical email-security, identity, remediation, and security-hygiene layer. PhishFirewall
extends that protection into human-risk management, adaptive awareness, phishing simulation, just-in-time
remediation, compliance training, and behavioral reporting. Together, they provide a continuous defense model for
WVOT rather than two separate products operating independently.

A.1 PhishEQ Email Security Capability

PhishEQ applies large-language-model reasoning to every inbound and outbound email, evaluating meaning, intent,
urgency, sender-recipient relationships, authentication, URLs, attachments, reputation, sender behavior,
communication history, and identity risk. The Al reasoning layer is supplemented by deterministic controls and
threat intelligence so that decisions are based on combined evidence rather than a single signature or indicator.

The platform detects phishing, spear-phishing, targeted social engineering, business email compromise, vendor
email compromise, payment-change fraud, executive and brand impersonation, look-alike and homograph
domains, credential harvesting, OAuth-consent attacks, QR-code and image-based phishing, malicious URLs,
dangerous attachments, macro-enabled documents, encrypted archives, and file-type mismatches.

PhishEQ also addresses account takeover and identity risk through suspicious-login and impossible-travel
indicators, credential theft, MFA fatigue, anomalous outbound activity, mailbox rules, forwarding, delegation, OAuth
access, device and location changes, thread identity drift, and abnormal sender or recipient behavior. These
capabilities help identify compromised accounts before they are used to spread phishing, redirect payments, or
impersonate employees and vendors.

The user experience keeps quarantine review inside Gmail. Users receive a clear explanation of why a message was
isolated and can follow the approved review, release, recovery, and request-for-review workflow without leaving the
inbox. Administrators retain approval, release, recovery, and audit capabilities while PhishEQ supports quarantine,
post-delivery retraction, global clawback, blocking, notification, evidence preservation, and guided account
containment.

PhishEQ continually assesses email-security hygiene, including SPF, DKIM, DMARC, domain-spoofing exposure,
forwarding, delegation, OAuth access, MFA posture, risky exceptions, allow lists, policy gaps, and control
effectiveness. It provides prioritized recommendations and reporting so WVOT can reduce the attack surface over
time rather than only respond to individual messages.

PhishEQ supports APl-based Google Workspace and Microsoft 365 integration, historical mailbox analysis,
automated remediation, mailbox-rule monitoring, time-of-click URL inspection, identity-aware detection,
operational reporting, and security-hygiene improvement without requiring MX-record changes or gateway-based
mail routing.

A.2 PhishFirewall Human-Risk Management and Security Awareness

PhishFirewall is a normally standalone, agentic human-risk-management and cybersecurity-awareness platform
included with PhishEQ at no additional charge. It automates the continuous cycle of assessment, education,
phishing simulation, remediation, measurement, and reporting across WVOT's proposed 22,000-user population,
reducing the administrative workload associated with traditional campaign-based programs.

The platform delivers nano-learning modules typically lasting 30 to 60 seconds, risk-based and role-based
education, randomized individual-level phishing simulations, susceptibility- and proficiency-based adaptation, just-
in-time behavioral remediation, RePhish contextual simulation, mandatory and regulatory training, LMS integration,
SCORM export, automated enrollment and reminders, completion monitoring, transcripts, exception reporting,
supervisory reporting, and executive summaries.

PhishFirewall adapts the frequency, difficulty, and subject matter of education and simulations to each user's
demonstrated behavior. Low-risk users receive maintenance-level reinforcement; moderate-risk users receive more
focused education; and high-risk users receive elevated cadence and immediate remediation until improvement is
demonstrated. The result is a continuous learning progression rather than repeated generic campaigns.
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RePhish allows WVOT to sanitize and reconstruct a real phishing message as a safe simulation for other employees
without exposing them to the original malicious links, attachments, credential-harvesting pages, or payloads. It can
also transform legitimate organizational communications—such as vendor correspondence, invoices, payment-
change requests, document-signing notifications, payroll messages, executive requests, and application
notifications—into realistic, controlled exercises.

PhishFirewall converts risky behavior into a teachable moment. When a user interacts with a simulated phish,
demonstrates difficulty with a technique, or develops an elevated-risk pattern, the platform can deliver concise
contextual remediation, reinforce the desired behavior, measure subsequent performance, and adapt future
training. Organizational analytics identify patterns such as low reporting rates, delayed reporting, repeated
interaction with urgent financial requests, and excessive trust in familiar vendors.

PhishFirewall reporting can cover training completion, compliance by agency or department, past-due and
exception status, individual transcripts, simulation results, interaction and reporting rates, repeat interactions,
time-to-report, risk scores, program performance against baseline, supervisory reporting, executive trends,
administrative activity, and audit records. Lora automates enrollment, reminders, follow-up, adaptive coaching,
evidence collection, and reporting so State security personnel can focus on strategy and risk reduction.

A.3 Integrated Value to WVOT

The integrated platform closes the loop between technical detection and human behavior. PhishEQ detects and
explains the threat, protects the inbox, retracts malicious content, identifies identity and hygiene weaknesses, and
provides technical evidence. PhishFirewall uses those moments to educate users, simulate the same attack
patterns safely, measure behavior, and improve reporting and resilience. CDA provides the reseller, state-
champion, build, and transition role while WVOT works directly with PhishFirewall for day-to-day platform operation
after transition.

The PhishFirewall value-add response identifies a standard value of $220,000 across 22,000 users. That normally
standalone capability is included with PhishEQ at no additional charge.

CDA | WVOT Advanced Email Security | Page 15



N\~ __ 77
CYBER DEFENSE
ADVJISORS.
Cyber Defense Advisors | WV Advanced Email Security

A.4 Selected Platform Evidence

The following figures show the proposed platform's principal workflows and administrative views. Each figure is
paired with operational context explaining what the interface demonstrates and how it supports WVOT's security,
administration, awareness, reporting, and remediation objectives.

The complete figure setisincluded so evaluators can review the user, analyst, administrator, reporting, training, and
integration workflows in one place.

Figure A.1 | PhishEQ security overview

The overview presents a consolidated view of email-security posture, active findings, risk indicators, and operational
status. Itis the starting point for understanding the state of protection across the connected environment.

WVOT relevance: WVOT administrators can prioritize investigations, remediation, and control-improvement
work from a common operational view.
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PhishEQ security overview and operational posture.
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Figure A.2 | Message analysis and triage

The message-analysis queue organizes messages requiring review and gives analysts a common place to examine
message risk, sender context, authentication, links, attachments, and related indicators.

WVOT relevance: This supports explainable review of phishing, BEC, impersonation, malicious links, and
suspicious attachments across internal and external email.
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Figure A.3 | Phishing verdict explanation

This review screen presents a human-readable explanation of a phishing determination and the indicators
supporting the decision. The analyst can see why the message was isolated and what response is appropriate.

WVOT relevance: Explainable findings help WVOT validate decisions, communicate with users, preserve
evidence, and apply consistent remediation.
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P secury sinas

PhishEQ phishing verdict and explanation workflow.
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Figure A.4 | Impersonation verdict explanation

This view illustrates analysis of an impersonation or identity-deception event. The platform presents the risk in plain
language rather than relying only on a technical score or a single signature.

WVOT relevance: WVOT can investigate executive, vendor, and brand impersonation using a consistent
explanation and response workflow.

2 Emailinspection Details
P osssescasss

Summary  Evidence (0)  Comments (0)  History (0)

Why was this flagged?

The email is a bulk marketing solicitation for a UAS Summit pitch event, sent via Mailchimp

with standard unsubscribe headers. While it uses urgency ('Deadiine Friday') and scarcity

('six finalists') to encourage registration, it contains no malicious links, credential ’i
harvesting, or financial fraud indicators. The sender domain (bbiinternational.com) is

authenticated, and the content is consistent with legitimate event promotion. bk ot

SPAM

KEY SIGNALS AUTHENTICATION 92% CONFIDENCE
Tactic: unsolicited_marketing  Tactic: authority _ Tactic: urgency spF

Tactic: scarcity  Tactic: obfuscation o
DMARC

Application Deadline Friday: Speak with Investors at the UAS Summit - Money s Available for Your Company - Learn More
From “uas summit & expo” <noreply@bbiinternational.com>
To  william.pannes@phishfirewall.com

Security Signals
issue detected

* Claudeisactveinthistabgroup O X

PhishEQ impersonation verdictand explanation workflow.
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Figure A.5 | Spam and unwanted-message handling

The message-review workflow also supports classification and handling of unwanted or lower-confidence
messages. This helps separate routine message hygiene from high-impact security investigations.

WVOT relevance: WVOT administrators can maintain a cleaner user experience while preserving security
focus for phishing, BEC, and account-risk events.

Why was this flagged?

The email is a bulk marketing solicitation for a UAS Summit pitch event, sent via Mailchimp
with standard unsubscribe headers. While it uses urgency ('Deadline Friday') and scarcity

('six finalists') to encourage registration, it contains no malicious links, credential i-
harvesting, or financial fraud indicators. The sender domain (bbiinternational.com) is
authenticated, and the content is consistent with legitimate event promotion.

LOW SEVERITY

KEY SIGNALS AUTHENTICATION 92% CONFIDENCE
Tactic: unsolicited_marketing = Tactic: authority = Tactic: urgency SPF PASS
DKIM PASS

Tactic: scarcity  Tactic: obfuscation
DMARC PASS

PhishEQ message classification and handling view.
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Figure A.6 | Critical threat blocking

This user-facing result shows a dangerous message being blocked with an explanation of the threat and the
protective action taken. The workflow communicates the decision without exposing the recipient to the malicious
content.

WVOT relevance: The control provides immediate user protection and a clear explanation that can reduce
help-desk confusion and unsafe release requests.

Accounts Team (ap@globalfit.com) has sent you a SignRequest & inboxx ® e B
® Gautier Kauffmann <gautierkauffmann@windelo-catamaran.com> Tue, Aug 18, 1:28 AM (6 days ago) ¥ @ “ H
. to Gautier «

l/} CRITICAL THREAT BLOCKED
l PhishEQ quarantined this email before it reached your inbox.

From: "Gautier Kauffmann® <gautier kauffmanr -catamaran.com> | Subject: Accounts Team (ap@globalfit.com) has sent you a SignRequest

USER MESSAGE Warning: suspicious links and urgent document request detected; do not click and verify the sender through a trusted channel.
Why: Vendor payment change for Globalfit requires independent verification before release: The email contains a request for a payment change (wire transfer) from a

vendor (Globalfit)..

'm ing this il r review details

PhishEQ critical-threat blocking experience.
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Figure A.7 | Message completion and delivery context

This view shows a message event together with the status and analysis information needed to understand what
happened during processing. It supports review of the message, the action taken, and the associated user or sender
context.

WVOT relevance: WVOT can trace security decisions and support incident review without treating message

delivery as a black box.

Expense Report (v2) is complete. Inbox x » e
® Online Reporting 9:35AM (Ominutesago) Y& @ €
. tome v

. Warning: fake login page asking for credentials; do not enter.

Notice from your online reporting solution. This e-mail is being sent in response to a request you made to receive information on our products or services, or in response to a
request for information related to your account.

PhishEQ message event and delivery-context view.
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Figure A.8 | Alert triage and threat visibility

The alert view organizes findings by severity and status so analysts can identify critical and high-risk events, review
evidence, and manage the investigation queue.

WVOT relevance: This supports a manageable operating model for a large mailbox population and provides a
visible path from detection to investigation and response.

Alert Triage

Every alert carries its evidence. Nothing is dismissed without a reason.

Needs Triage (10) In Review (0) Resolved (0)
joshua@phishfirewall.com
CRITICAL [RRAR -
Pulaski, US — US in 0.5h - 1304 mph implied

CRITICAL jason.miller@phishfirewall.com

Muscle Shoals, US — Frankfurt am Main, DE in 8.7h - 540 ...

- joshua@phishfirewall.com
San Francisco, US — Fairhope, US in 6.50 - 313 mph implied

- joshva@phishfirewall.com
Fairhope, US — US in 2.3h - 324 mph implied

IMPOSSIBLE TRAVEL -

IMPOSSIBLE TRAVEL -

IMPOSSIBLE TRAVEL

IMPOSSIBLE TRAVEL -

GOOGLE

GOOGLE

GOOGLE

GOOGLE

CRITICAL joshua@phishfirewall.com

+ Eureka, US in 0.4h - 1957 mph implied

IMPOSSIBLE TRAVEL - GOOGLE

PhishEQ alert triage and threat-visibility view.
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Figure A.9 | Account-takeover investigation

The account-risk view illustrates investigation of suspicious access and identity activity, including location or travel
anomalies and related account signals. The platform also evaluates credential theft, MFA fatigue, anomalous
outbound behavior, forwarding, delegation, OAuth access, and mailbox-rule activity.

WVOT relevance: This extends protection beyond individual messages and helps WVOT identify compromised
accounts that may otherwise be used to conduct internal phishing or payment fraud.

) |
S IeVES | IMPOSSIBLE TRAVEL | NEEDS TRIAGE

joshua@phishfirewall.com X
Detected 10/3/2025, 7:49:51 AM - alert ivNDBHICITIOISXNyZ

ADJUDICATED VERDICT
joshua@phishfirewall.com signed in from Pulaski, US and then from US 0.5 hours apart, 624 miles apart, an implied 1304
mph.

B4%

Single-signal heuristic: implied 1304 mph is 2.6x the 500 mph threshold.

impossible-travel critical-severity

SIGN-IN A - 9/38/2025, 12:46:16 PM - SIGN-IN B - 9/30/2025, 1:14:5% PM
Pulaski, US us

2aB9:bac3:b912:15d7:0:0:22d:e7 O5h 1 174.226.12.111

624 1,304 2.6x%

miles apart implied mph = the 500 mph threshold

Containment is graduated and journaled — no single click is irreversible. Assign to Me Dismiss... Contain Account...

PhishEQ account-takeover and identity-risk investigation.
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Figure A.10 | Account activity and containment

This workflow provides additional account-level context for reviewing risky activity and selecting containment or
response actions. It connects identity signals to practical incident-response decisions.

WVOT relevance: WVOT analysts can move from an account-risk signal toward review, containment, and
recovery while preserving the event context.

. Contain joshua@phishfirewall.com?

Each step is executed in order, journaled with your name, and opens an incident.

Revoke all active sessions | REVERSIELE

Signs the user out everywhere, Killing any attacker session.

Require MFA re-challenge | REVERSIELE

Every new sign-in must complete fresh multi-factor authentication.

Force password reset | DISRUPTIVE

The current password stops working immediately.

Block Sign-ins ADMIN-REVERSIBLE

Emergency stop. Nobody signs in as this user until an admin lifts it.

The user is notified out-of-band after containment. Reverting a step is one click from the incident

Cancel Contain pen Incident (2)

PhishEQ account activity and response workflow.

journal
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Figure A.11 | User request-for-review workflow

The request-for-review screen gives users a controlled way to ask for a message to be reconsidered. The process
preserves administrator control while providing the user with a clear path to request review.

WVOT relevance: This reduces unsafe workarounds and supports an inbox-native quarantine and recovery
experience for WVOT users.

phish E@

Request a Review

We quarantined this email to keep your organization safe. If you
believe it is legitimate, send a quick note to your security team
below and we'll notify them to review it.

Your message (optional)

Submit Review Request

PhishEQ user request-for-review workflow.
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Figure A.12 | Policy and security-hygiene controls

The policy view shows administrative controls used to manage detection and response behavior. PhishEQ supports
security-hygiene scanning across SPF, DKIM, DMARC, forwarding, delegation, OAuth access, MFA posture, risky
exceptions, allow lists, and policy gaps, with prioritized recommendations.

WVOT relevance: This gives WVOT a path to reduce recurring exposure and improve configuration hygiene
instead of treating each malicious message as an isolated event.

Release Policy (Quarantine + Attachment Stripping)

Control user requests to release quarantined messages and restore stripped attachments with one policy. Use default action, severity overrides, and trusted
users so critical threats stay gated while familiar people can move faster.

Default action for release/restore requests
O Require an administrator to approve each request.

@ Automatically release quarantined messages or restore stripped attachments when policy allows it.

Per-severity overrides
Override the default action for critical, high, medium, or low threats across quarantine and attachment stripping.

Critical action High action

Auto release v Auto release 4
Inherits default action Inherits default action

Medium action Low action

Auto release v Auto release 4
Inherits default action Inherits default action

Trusted users
Add trusted email addresses that bypass review when the policy permits auto release or restore.

Add trusted user email m

Trusted groups (Active Directory)
Import Microsoft 365 groups to trust members automatically. Members are evaluated at request time and listed below.

@ Complete Microsoft 365 admin consent to load Active Directory groups.

PhishEQ policy and security-hygiene controls.
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Figure A.13 | Security findings and remediation status

This dashboard view presents findings and status information used to track security-control effectiveness and
remediation priorities. It supports an operational review of what needs attention and what has been addressed.

WVOT relevance: WVOT can use the view for recurring security reviews and to direct remediation toward the
highest-value control improvements.

> phishe®) | Owner Access - B8 APIDocs PhishFirewall.com . C* Logout

-H Current Health Check -
21 26 phishfirewall.com

Risk Level

SPF Record DMARC Record DKIM Keys

ked

Gmail Security (16 users checked)

a
@«

u 2 DN Configuration
2]

Q Filter forwarding emails to external address: patrick@peoplesec.org

2 User Shelley Will does not have 2FA enabled [ ricw

©  Ensbie 2fator t to prevent unauth

[} Verified external rding address org

»

<

Verified external forwarding address a@boards trello.com [ ]

e ©  Review and remove If not authorized

[
[ . PAEPPRSD A - . Absem_vem 4

PhishEQ security findings and remediation-status view.
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Figure A.14 | Security-hygiene recommendations

The recommendations view presents prioritized findings related to configuration, authentication, identity, and mail-
security hygiene. Itis designed to turn assessment results into specific improvement actions.

WVOT relevance: This supports continuous improvement of WVOT's Google Workspace security posture and
helps document outstanding control work.

3 pShE®) | Owner Access w: B APIDocs PhishFirewall.com - owus [+ Logout

[ Org-wide Remediation
Au ity quaraniine matching copies when a high-severity phish is deteced, Critical and internal phish alwiays auto-quaran
el
@ Auto-quarantine org-wide for High Phish alerts
-] wide cuar back -
_ 3 30
4 10 L
B
B Finance-Fraud Verification Hold
Poce  verification hold froud 85 vendor &
= override  sev s are set &
posicy in
|@ # Hold likely payment-fraud emails for verification {overrides severity actions)
A Rccount Takeover Response
Terminate all sessions for the affacted user when an Account Takeover alert is creat
-
@ Auto-terminate user sessions on Account Takeover alerts
s} are always sent o Account Takecver ae
"] Release Policy [Quarantine + Attachment Stripping)
ol a 1 polcy. Use a 1
) user
A Detault action for releaselrestore requests
© Require an administrator to approve each request
“ @ Automatically release quarantined messages or restore stripped attachments when palicy allows it
LE] per
|- [ 1 stripging. 4

PhishEQ security-hygiene recommendations.
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Figure A.15 | Quarantine and recovery actions

This review workflow shows how an administrator can inspect a message and choose an appropriate action while
retaining the original context. The available workflow supports review, release, recovery, and related response
decisions.

WVOT relevance: WVOT can preserve user access to legitimate messages without weakening the controls
used to isolate suspicious content.

HIGH | | PAYMENT HOLL

FW: You're Aimost Done - Confirm Your Number Transfer
al Support* <legalsvpportdicraw.com> - repertgphishfirenall.con

© Auto-deletes in 12d. The stored copy is destroyed at expiry and cannot bo recovered

ADJUDICATED VERDICT
Payment fraud suspected — verify before release

Cognivetacics: | authorlty | urgency | fear  consistency | requireAuthentication
payment_redirection  header_anomalies

RISK ASSESSHENT

Vendor payment change for Cricket Wireless requires independent
verification before release: The email contains a fake order summary
With & credt card number (XXOC XXXX XXXX 8045) to create a
sense of urgency and legitimacy.

Vendor payment change for Cricket Wireless

requires independent verification before release:

The amail contains A fake ordec summary witha  View vendor

@ Rolease Without Verifying

PhishEQ quarantine review and recovery actions.
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Figure A.16 | Email-security operations dashboard

The operations dashboard provides a broader view of message activity, risk, and administrative status. It is intended
to help security personnel understand trends and operational workload across the protected environment.

WVOT relevance: WVOT can use this view for daily monitoring, leadership updates, and prioritization of
response activity.

Fenat
> phishE) | Owner Access W: W@ APIDocs PhishFirewall.com = 3w [+ Logout

n Mail Flow 5 msgimin average Needs Attentian (1]
Every message, fram arival to disposiion. Sesect a disposition 1o fiter e werdictfoed

@ M0takeoveralersunassigned |,
[} Ehus@phishfienst.com fagge.
» Delivered 648
&) : AurweTzEaTEn at o
& o Bannered o
. 648 99.0% 0
. [N * Blocked o
] + Quarantined o Sending Posture
sPF o
3]
lﬁ Active Campaigns sacme DRIN 0%
Peistaa s chusters ’
® autharity | urgency - 0%
Credential ing phishing via org cragsaalharvasting |3 4 inboxes )
. b.gawrifflcmchealth.org consistency 5:28
‘!. brand_jmpertonation Run DMARC Wizard
aumarity
~ Credential-harvesting phishing via octa.net 1linboxes ) Wost Targeted People
l) Leacta. net 11555 Ranked by atack pressure over t
brand impersonaten rapor rowall.con
1 e TePOPIESRESHTirealLco oo
Cred I ting phishing via om sutority  consistency 1inboxes
] o ast 1041 4 o Joshusgonisntirewsll.con w“
A ¥ Claudeisactveinthisbgroup & o '
| M - Credential-harvesting phishing via icrew.com aumorny | crodentlaharvestng 1 inboxes . __ crestal.fontaine@phishtirewall. _ 4

PhishEQ email-security operations dashboard.
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Figure A.17 | Google Workspace and Microsoft 365 integration

The integration view identifies the connected cloud-mail environments and the authorization or configuration state
for each. PhishEQ is designed for APl-based integration with Google Workspace and Microsoft 365 rather than MX-
record changes or intermediary gateway routing.

WVOT relevance: This supports WVOT's required native APl deployment model and provides avisible
administrative path for connection status and platform readiness.

Threat Policy Integrations Attachment Security Email Authentication
Microsoft 365 Google Workspace
Connected . Connected

Webhook: Active
® ctnabled
@ Enabled

0 Admin Consent Granted
0 Connected to phishfirewall.com
Re-grant Admin Consent
Email Processing Status

0 emails processed (7 days) Recent emails processed: 50

Last activity: 8/24/2026 Last activity: 8/24/2026, 9:40:38 AM
Subscriptions: 0 total

No active Microseft 365 subscriptions found Webhook subscribers ~ Search Lsers

Refresh Subscriptions . . .
c P Showing all 18 subscribers - Scroll to view more

+ chris.apostolof@phishfirewall.com Active
Microsoft 365 re-authorization ETRIRER SRR, RIS

required » crystal.crumbaugh@phishfirewall.com Active

Expires 8/31/2026, 5:00:38 AM
« Microsoft 365 credentials not

found + dmarc-agg@phishfirewall.com Active

» No active Microsoft 365 webhook Expires 8/31/2026, 5:00:38 AM

subscriptions » jason.miller@phishfirewall.com Active
Re-authorize to restore live banner injection Expires 8/31/2026, 5:00:38 AM
metrics.

# Edit Connection

PhishEQ cloud-mail integration and authorization view.
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Figure A.18 | Program setup and phishing frequency

The setup workflow lets an administrator connect users or groups to a training program and select the frequency for
phishing simulations and education. It is the first step in establishing the program's operating cadence.

WVOT relevance: WVOT can configure a repeatable awareness program aligned to its organizational structure
and risk priorities.

— YOUR SETUP

Connect, then pick a Frequency

) P
Your paradigm shifts from "Manual Operator” to “Strategic Operator (@ DEPLOYS IN WINUTES

STEP 01

Connect [ Name your tenant ) Grant permissions 2, Select groups
STEP 02

Set i Phishing frequency a Training frequency

p - ten simulations ga out How often continucus training lands
requency

STEP 03

Launch E] Pickalaunch date The program starts itself

. You set the cadence. Lora handles the rest.
Content, difficulty and timing are customized down to the individual user. No templates 1o build, no campaigns to schedule,

PhishFirewall program connection and frequency setup.
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Figure A.19 | Adaptive user-risk ranking

PhishFirewall ranks users by demonstrated behavior and uses those results to adjust education and simulation
cadence. Low-, moderate-, and high-risk populations can receive different levels of reinforcement.

WVOT relevance: WVOT can move from uniform annual training to measurable, risk-based human-risk
reduction across agencies and departments.

— LORA, YOUR AGENTIC AI

Every user gets their own risk ranking

. . % AUT
Your frequency is the baseline. Lora scales it per person against their risk < 180% AUTONOMOUS

HIGH RISK .'I MODERATE RISK sl LOW RISH
More simulations, more training Steady cadence Light touch

he peaple most likely to click get the most

arent punished with busywork
practice, at the hardest difficulty.

~» Risk goes up “ Risk goes down

Clicks a simulation Ignores training Reports the phish Watches the training Answers the questions

PhishFirewall user-risk ranking and adaptive program design.
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Figure A.20 | Simulation design and reuse

This workflow shows how an administrator selects a simulation template, configures the exercise, and reuses a
controlled scenario. The program is designed to make simulations repeatable while adapting the exercise to the
user's risk and role.

WVOT relevance: WVOT can build a sustainable simulation program without manually rebuilding every

campaign from the beginning.

—— HANDATORY TRAINING - ADMIN SETUP

Four selections, then it runs itself

(© TRACKED FOR YOU

Assign it once. Reminders, tracking and non-compliance are handled for you,
o
a4 2 8
o i X Set reminder frequency
Select the training Select the group Select the training window
Nudges sent during the window
Past the window, any still i is flagged nor pli

You get the list as a spreadsheet without chasing it. We keep after your non-compliant users until they finish — including peer pressure: “Over 65% of
your team has already done this.” Manager notifications are built in.

PhishFirewall simulation selection and reuse workflow.
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Figure A.21 | Simulation response and threat scenarios

The simulation workflow connects a selected threat scenario with user interaction, feedback, and follow-up
education. It supports exercises based on realistic attack patterns rather than generic awareness messages.

WVOT relevance: WVOT can train users against phishing, urgentrequests, malicious links, payment fraud, and
other social-engineering scenarios in a controlled environment.

— WHAT RUNS MITHOUT YOU

Simulation, response, real threats

@ WANDS-OFF
Nobody on y eam schedules, sends or grades any of this. ol

@ SEFORE LAUNCK

“We're going to phish you. It's your job
to spot it and report it.”

Simulation delivered ® & -
; S > Just-in-time landing Follow-up training in
2 s page the inbox Risk score rises
4 = steps up
r
Sz Credited on the
! report card Risk score falls
REAL PHISH REPORTED Only a real phish opens a ticket. Simulations never do.
o e

2
=] T
Ticket opens in the reporting

Resimulate to the whole org Praise the reporter

User reports a real phish o email this person caugh

PhishFirewall simulation, response, and threat-scenario workflow.
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Figure A.22 | User-facing nano-learning

The user experience delivers a concise awareness lesson directly to the employee. PhishFirewall's nano-learning
model typically uses short modules focused on one threat, behavior, or security principle, reducing the time burden

on employees.

WVOT relevance: WVOT can deliver frequent, focused education that is more practical for a large and
distributed workforce than infrequent lengthy courses alone.

USER SECURITY PHRASE: Think before you click

Lora C.O
s Cyber Awareness Advocate

Hey Mark,

Cybercriminals are leveraging trust just like ancient armies. Learn how to
protect yourself by watching this short video.

As Always,
Be Sure & Be Secure!

PhishFirewall user-facing nano-learning experience.
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Figure A.23 | Training-email configuration

This administrative screen configures the training email cadence and content assigned to different risk levels. It
supports targeted education rather than sending identical training to every employee.

WVOT relevance: WVOT can aligh education frequency to demonstrated risk and maintain a consistent
program across departments.

Configure Training Emails
Tenant:

Recommended settings:
Low 7 « Moderate 5 « High 3 days

Security Awareness Flow V1

SEGMENT DEFAULT
Low Risk
Send Training email per( 7 |days

Moderate Risk

Send Training email per[f 5 | days
High Risk
Send Training email per| 3 |days

‘ v Save Changes

Close

PhishFirewall training-email configuration.
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Figure A.24 | Risk-based phishing frequency

The frequency settings show separate schedules for low-, moderate-, and high-risk users. The platform canincrease
reinforcement for users who need additional help and reduce unnecessary training for users who consistently
demonstrate secure behavior.

WVOT relevance: This creates a scalable operating model that focuses State resources where behavior
indicates the greatest need.

Set the Phish Frequency

RECOMMENDED SETTINGS:

Low 30 « Moderate 14 « High 10 days

4
Low Risk
- . ‘ 15 ’ days
Send Phish email per 8
\
(
Moderate Risk (
‘ 10 ’ days
Send Phish email per ‘
\
(
High Risk \
. . ‘ 74 ’ days
Send Phish email per
\
LAST UPDATED: Cancel Save
12/17/20625 changes

PhishFirewall risk-based phishing-frequency settings.
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Figure A.25 | Personalized behavioral coaching

The coaching workflow uses a user's behavior and the specific exercise or message involved to deliver a contextual
learning moment. It reinforces the desired behavior near the time the risky action is identified.

WVOT relevance: WVOT can turn a simulated interaction intoimmediate, relevant remediation and then
measure whether behavior improves.

@ Lora C.
Your Cyber Coach at the State of Michigan

Hey Mason,

Uh oh — looks like you clicked on “UPS: your package is on hold — action required”.
Good news: that was one of our phishing simulations, so you are completely safe.

Clicking happens to the best of us — what matters is building the instinct. Take another look at
the email below: we marked the three giveaways that would have exposed it.

The email you clicked — UPS - UPS: your package is on hold — action required

Impersonated branding — a logo is
trivial to copy

Urgency and threats pressure you
to act without thinking

a o o o
aze ™ tasean gut o e,
Treoking Number 1Z 999 AA1 01 2345 GTB4
Exoeption noompiete sddrece | duty owed

Amount Due 5299

The button link doesn't go where it
claims — hover to check

PhishFirewall personalized behavioral-coaching workflow.
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Figure A.26 | Reported-phish workflow

The reported-phish view shows how a user-reported message can be reviewed, classified, and routed through
analyst action. It connects user reporting with evidence review and administrative follow-up.

WVOT relevance: This supports a repeatable reporting path for WWOT employees and helps security personnel
turn reports into both response actions and future awareness content.

Reported phish | 2. Additional configuration |
m CASE ONNER CONTACT EMATL EMAIL SUBJECT CREATED AT PHISH DETATLS
B P — oB24/2026 1452 R

STATUS - NEW PRIDRITY HEDIUM
EMAIL INFD & Preview email snapshot [@ Preview email raw file
Subject Hi David, Academy of the Sacred Heart invited you to Scoir!
FEEDBACK FOR THE REPORTER(OPTIONAL):
From “Seoir" <register@scoir.con>
To david.singer@lcmchealth.org Please enter your feedback
Received a8/24/2026 11:29

URLS FOUND - 21

© RePhish
RePhish this email as a simulation

Flags it for our team to rebuild as a future phish simulation.

vRL | (D). w3, 0rg/1999/ xhtal =
TOENTIFY A5
()] waw.u3.0rg/1999 xhtm -
Phish Spam
(8) | waw.w3.org/1999/xntml/ s
- BEC ~ VEC Not Phish

(s) | fonts.googleapis.com/css?fanily=Robato:388, 488,588,768 B

Cancel
(s) | fonts.googleapis. con/ess?fanily=Ubunt B

PhishFirewall reported-phish review and triage workflow.
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Figure A.27 | Training content and learner experience

The training view presents the learning content delivered to users and the associated progress or completion
experience. It supports focused education that can be assigned, measured, and reinforced over time.

WVOT relevance: WVOT can provide consistent awareness education while retaining visibility into
participation and learning progress.

Hello, Mason
You have 38 unwatched videos that are necessary due to annual compliance requirements. Each

video is between 30-60 seconds, so this won't take long
As always, be sure and be secure! ~Lora

v CYBER BASICS

10 Days Overdue ®  RANSOMWARE
RANSOMWARE ®
PHISHING [-]
CEO SCAM (-}
AT T
:::o 1S SENSITIVE e
SPEAR PHISHING [
REMOVABLE MEDIA (-
MALICIOUS USB DRIVES @
CLEAN DESK Q
TAILGATING °
IF YOU SEE SOMETHING o
SAY SOMETHING
> HIPAA
10 Days Overdue ®
PCI-IT-

PhishFirewall training-content and learner experience.
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Figure A.28 | Mandatory-training reporting

The reporting dashboard presents completion, compliance, and program-status information for administrators,
including reporting by agency or department, individual transcripts, past-due and exception reporting, supervisory

summaries, and executive reporting.
WVOT relevance: This provides WVOT with evidence of participation and compliance without requiring the

security team to compile those measures manually.

— TRAININGS . -
Request Training Program Upload SCORM Training
Mandatory Training
TRAINING PROGRA
rograms v Select Tenan [} cpa nent. { Select zation.,
(=] PCI-IT-Management Training 3 prog M Select Tenant v H Select Department v ) @ elect Location. v )
OUTLHGLLE PCI-TIT-MANAGEHENT TRAINING

® TOTAL ENROLLED USERS ® COMPLIANT

50% . N
50% . v 50% ... Glick astatss 0 fiter therusers table belaw

8 i this program

PROGRAH CONFIGURATION
@ Edit configuration

PCI-IT-Management Training * “*"" /%0
+ PCI-IT-Management is a 6-module mandatory training series for IT managers, security leaders, system owners, and compliance stakeholders respansible for PCI DSS eversight and scoping. It provides a
practical overview of PCI DSS Level 3 topics, including PCI structure, reporting types, data flow mapping, CDE identification, scope, compensating controls, customized approaches, and risk assessments. Each

short video includes knowledge-check questions to reinforce key concepts and support admin tracking of learner understanding.

TEnANT ACTIVE FOR LAUNCH DATE wrnoow REMINDER NC REMINDER ANNUAL sTATUS
GROUPS: | Test Group, Information Technology Use. 86/04/2026 7 days 3 days 3 days NO. * CONFIGURED £
4 Manage tenants
User's Details and Completion % Export csv B Batch &
User. ~ | Completion Status v
Name Email Tenant Department Location Completion %+

PhishFirewall mandatory-training and compliance reporting.
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Figure A.29 | Organizational report filters

The report-filter interface allows administrators to select organizational and reporting dimensions before generating

summaries. Reports can be tailored for operational, supervisory, exception, and executive use and aligned to the
State's organizational structure.

WVOT relevance: This supports agency-level oversight and targeted reporting while allowing leadership to
view program performance at the appropriate level of detail.

Select filtering options

| X v k° Group v
:2: Department v Q@ Location v
Last 90 days v On Demand v

Report Summaries Exception Reports

(] Executive Summary [J Unengaged Users

(] Risk Summary () High Risk Users

(] Phishing Summary () Phish Click Users

()] Education Summary ()] Non-compliant Users

(] Leaderboards (] False Positive

Report Recipients

& Select Admin... v & Select User... v

B Generate Report

PhishFirewall report filters and organizational reporting controls.
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Figure A.30 | User-level behavior analytics

The user analytics view presents trend information for individual or filtered populations, including interaction rates,
reporting behavior, repeat interactions, time-to-report, risk scores, and improvement against established baselines.

User analytics

Executive Summary Risk Phishing Education Leaderboards User Report Card

WVOT relevance: WVOT can use these measures to demonstrate whether awareness activity is reducing risky
behavior and improving organizational resilience over time.

Report Schedule

B [ ¥ Group
( Last 365 days v ]

PHISH CLICK RATE LOWER TS BETTER

4.66%

/_/\/\/\_\

Aug 29 2825 Oct 28 2825 Dec 27 2825 Feb 25 2826 Apr 26 2024 Jun 25 2826 Aug 24 2026

v | [ 22 Department

v | [ @ Location v

PHISH REPORT RATE HIGHER TS BETTER

10.23%

0ct 28 2825 Dec 27 2825 Feb 25 2826 Apr 26 2024 Jun 25 2026

PhishFirewall user-level behavior analytics and trend reporting.
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DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract Administrator and the initial point of contact for matters relating to this Contract.

(Printed Name and Title) _Mark Hale

(Address) 100 S. Ashley Rd, Tampa, FL 33602

(Phone Number) / (Fax Number) 9376203378

(email address) _mhale@cyberdefenseadvisors.com

CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wvOASIS, I certify that: I have reviewed this Solicitation/Contract in its entirety; that I
understand the requirements, terms and conditions, and other information contained herein; that
this bid, offer or proposal constitutes an offer to the State that cannot be unilaterally withdrawn;
that the product or service proposed meets the mandatory requirements contained in the
Solicitation/Contract for that product or service, unless otherwise stated herein; that the Vendor
accepts the terms and conditions contained in the Solicitation, unless otherwise stated herein; that
I am submitting this bid, offer or proposal for review and consideration; that this bid or offer was
made without prior understanding, agreement, or connection with any entity submitting a bid or
offer for the same material, supplies, equipment or services; that this bid or offer is in all respects
fair and without collusion or fraud; that this Contract is accepted or entered into without any prior
understanding, agreement, or connection to any other entity that could be considered a violation of
law; that I am authorized by the Vendor to execute and submit this bid, offer, or proposal, or any
documents related thereto on Vendor’s behalf; that I am authorized to bind the vendor in a
contractual relationship; and that to the best of my knowledge, the vendor has properly registered
with any State agency that may require registration.

By signing below, I further certify that I understand this Contract is subject to the

provisions of West Virginia Code § 54-3-62, which automatically voids certain contract

clauses that violate State law; and that pursuant to W. Va. Code 54-3-63, the entity
entering into this contract is prohibited from engaging in a boycott against Israel.

CDA, LLC

=

(Signature of Authorized Representative)
Mark Hale - VP of Partnershps and Business Development 8/24/2026

(Printed Name and Title of Authorized Representative) (Date)
9376203378

(Phone Number) (Fax Number)
mhale@cyberdefenseadvisors.com

(Email Address)

Revised 8/24/2023


Mark
Mark Hale

Mark
9376203378

Mark
mhale@cyberdefenseadvisors.com

Mark
100 S. Ashley Rd, Tampa, FL 33602 

Mark
CDA, LLC

Mark
Signature


Mark
Mark Hale - VP of Partnershps and Business Development   8/24/2026

Mark
9376203378

Mark
mhale@cyberdefenseadvisors.com


Department of Administration State of West Virginia

Purchasing Division ;
2019 Washington Street East Centralized Request for Quote

Post Office Box 50130 Info Technology
Charleston, WV 25305-0130

Proc Folder: 2028979

Doc Description: Addendum No 1-Advanced Email Security

Reason for Modification:

Addendum No 1 is issued to
publish vendor questions with
agency responses and to modify
the bid opening date.

Proc Type: Central Master Agreement

Date Issued Solicitation Closes Solicitation No Version
2026-08-18 2026-08-25 13:30 CRFQ 0231 0OOT2700000005 2

BID RECEIVING LOCATION

BID CLERK

DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON ST E

CHARLESTON WV 25305

us

VENDOR

Vendor Customer Code:

Vendor Name : Cyber Defense Advisors (CDA, LLC)

Address :

Street : 100 S. Ashley Rd

City : Tampa

State: Florida Country :  USA Zip : 33602

Principal Contact : Mark Hale

Vendor Contact Phone: 937-620-3378 Extension:

FOR INFORMATION CONTACT THE BUYER
Toby L Welch

(304) 558-8802
toby.l.welch@wv.gov

Vendor
Signature X FEIN# 87-4233337

DATE 8/24/2026

All offers subject to all terms and conditions contained in this solicitation

Date Printed:  Aug 18, 2026 Page: 1

FORM ID: WV-PRC-CRFQ-002 2020/05
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ADDITIONAL INFORMATION

Addendum No 1 is issued for the following reasons:
1) To publish vendor questions with the agency's responses.
2) To modify the bid opening date from 8/19/26 to 8/25/26

---no other changes---

INVOICE TO

SHIP TO

DEPARTMENT OF
ADMINISTRATION

OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E,
BLDG 5 10TH FLOOR

WV OFFICE OF
TECHNOLOGY

BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E

CHARLESTON wv CHARLESTON wv

us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 Core Detection 22000.00000 EA $18 $396,000
Comm Code Manufacturer Specification Model #

43230000 PhishFirewall PhishEQ

Extended Description:
Core Detection per Mailbox estimated 22,000 Mailboxes

The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

INVOICE TO

SHIP TO

DEPARTMENT OF
ADMINISTRATION

OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E,
BLDG 5 10TH FLOOR

WV OFFICE OF
TECHNOLOGY

BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E

CHARLESTON WV CHARLESTON WV

us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
2 Core Detection - Year 2 (Optional Renewal) 22000.00000 EA $18 $396,000
Comm Code Manufacturer Specification Model #

43230000 PhishFirewall PhishEQ

Extended Description:
Core Detection per Mailbox estimated 22,000 Mailboxes

The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

Date Printed:  Aug 18, 2026 Page: 2

FORM ID: WV-PRC-CRFQ-002 2020/05
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INVOICE TO

SHIP TO

DEPARTMENT OF
ADMINISTRATION

OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E,
BLDG 5 10TH FLOOR

WV OFFICE OF
TECHNOLOGY

BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E

CHARLESTON WV CHARLESTON WV

us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
3 Core Detection - Year 3 (Optional Renewal) 22000.00000 EA $18.50 $407,000
Comm Code Manufacturer Specification Model #

43230000 PhishFirewall PhishEQ

Extended Description:
Core Detection per Mailbox estimated 22,000 Mailboxes

The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

INVOICE TO SHIP TO
DEPARTMENT OF WV OFFICE OF
ADMINISTRATION TECHNOLOGY

OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E,
BLDG 5 10TH FLOOR

BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E

CHARLESTON WV CHARLESTON WV

us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
4 Core Detection - Year 4 (Optional Renewal) 22000.00000 EA $18.50 $407,000
Comm Code Manufacturer Specification Model #

43230000 PhishFirewall PhishEQ

Extended Description:
Core Detection per Mailbox estimated 22,000 Mailboxes

The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

SCHEDULE OF EVENTS

Line Event
1 Questions are due by 3:00 p.m.
Date Printed:  Aug 18, 2026 Page: 3

Event Date
2026-08-11

FORM ID: WV-PRC-CRFQ-002 2020/05
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Final

Addendum No 1-Advanced Email
Security

ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions
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