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Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
1 Core Detection 22000.00000EA 9.000000 198000.00

Comm Code Manufacturer Specification Model #
43230000    

Commodity Line Comments:  

Extended Description:
Core Detection per Mailbox estimated 22,000 Mailboxes
The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
2 Core Detection - Year 2 (Optional Renewal) 22000.00000EA 8.000000 176000.00

Comm Code Manufacturer Specification Model #
43230000    

Commodity Line Comments:  

Extended Description:
Core Detection per Mailbox estimated 22,000 Mailboxes
The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
3 Core Detection - Year 3 (Optional Renewal) 22000.00000EA 8.000000 176000.00

Comm Code Manufacturer Specification Model #
43230000    

Commodity Line Comments:  

Extended Description:
Core Detection per Mailbox estimated 22,000 Mailboxes
The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
4 Core Detection - Year 4 (Optional Renewal) 22000.00000EA 8.000000 176000.00

Comm Code Manufacturer Specification Model #
43230000    

Commodity Line Comments:  

Extended Description:
Core Detection per Mailbox estimated 22,000 Mailboxes
The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.
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Section 1: Company Information & Qualifications 

1.1 Corporate Information 

Company Name: StrongestLayer Inc. 

Entity Type: Delaware C-Corporation 

Headquarters: 95 3rd St, 2nd Floor, San Francisco, CA 94103 

Year Founded: 2024 

Domain: strongestlayer.ai 

Support Contact: support@strongestlayer.ai 

1.2 Officers & Board 

Alan LeFort — Chief Executive Officer & Co-Founder 

Muhammad Rizwan — Chief Technology Officer & Co-Founder 

Joshua Bass — Chief Product Officer & Co-Founder 

1.3 Ownership & Investors 

StrongestLayer Inc. is a venture-backed company. No entity or individual owns ten percent 
(10%) or more of the company. Principal investors include Sorenson Capital (lead investor) and 
Recall Capital. 

1.4 Solicitation Contact 

Name: Karen Letain 

Title: Chief Commercial Officer 

Address: 95 3rd St, 2nd Floor, San Francisco, CA 94103 

Phone: 1-469-288-7477 

Email: karen@strongestlayer.ai 

1.5 Registration & Good Standing 

StrongestLayer Inc. is registered with the West Virginia Purchasing Division as a vendor in 
wvOASIS. A Certificate of Good Standing from the Delaware Secretary of State and current 
SAM.gov registration will be furnished as supplemental documents. The applicable $125 vendor 
registration fee will be paid prior to contract award. 

1.6 Litigation History 

StrongestLayer Inc. has not been involved in any litigation during the last five years. The 
company was incorporated in 2024 and has maintained a clean legal record since its founding. 

Section 2: Solution Overview 

2.1 The TRACE Platform: Purpose-Built for the AI Era 

StrongestLayer’s TRACE platform (Threat Reasoning AI Correlation Engine) is built differently 
from legacy email security tools. While traditional secure email gateways (SEGs) and first-



StrongestLayer Inc. · CRFQ OOT2700000005 Page 5 

generation machine-learning bolt-ons rely on pattern matching, known signatures, and historical 
threat data, TRACE was built from the ground up in 2024 as a multi large language model 
(LLM)-native security platform. The distinction matters: TRACE does not bolt AI onto older 
technology — it is AI, built to reason about attacker intent in real time. 

Generative AI now lets attackers produce context-rich, grammatically clean phishing emails that 
bypass traditional detection, because a well-crafted social-engineering message contains no 
indicators of compromise — no malicious payload, no blacklisted domain, no prior signature. 
The only way to detect these attacks is to reason about them the way a trained analyst would, at 
machine speed, across every message. That is what TRACE does for all 22,000 mailboxes in 
scope for the West Virginia Office of Technology. 

2.2 How TRACE Works 

TRACE operates via native API integration with both Google Workspace and Microsoft 365. 
Once authorized by a tenant super administrator (about a fifteen-minute process), the platform 
analyzes every inbound, outbound, and internal email in real time. There are no MX record 
changes, no mail-routing modifications, and no impact to existing DMARC, DKIM, or SPF 
configurations. For each email, TRACE applies multiple large language models to independently 
evaluate four critical dimensions: 

Intent Analysis — What is the sender trying to accomplish? Is the requested action 
proportional given the relationship between sender and recipient? TRACE catches fraudulent 
payment, credential, or data requests even when the message carries no malware or link. 

Harm Potential — If the recipient complies, what is the financial, operational, or reputational 
damage? A wire-transfer or vendor-payment-change request to a finance staffer is weighted by 
the harm it would cause. 

Anomaly Detection — Does this email deviate from established communication patterns for 
this sender, vendor, domain, or internal group? TRACE flags an agency account that suddenly 
emails dozens of colleagues outside its normal pattern — a sign of a compromised account 
attacking from the inside. 

Deception Markers — Does the email use urgency, authority impersonation, emotional 
manipulation, or obfuscation to influence behavior? For example, an email impersonating an 
agency director pressuring staff to act before end of day. 

When TRACE determines an email is a threat, it removes or quarantines the message with sub-
second response time. TRACE provides explainable verdicts in plain English rather than 
opaque scores, and classifies each threat against a 44-subtype attack taxonomy — delivering 
SOC-grade protection without a SOC. Alerts arrive already triaged and explained, so a lean 
state IT team can verify and act quickly, with high precision and a low false-positive burden. 

2.3 Team & Experience 

StrongestLayer’s leadership team built and ran the last-generation systems that its platform now 
outperforms. Their careers span the organizations that defined the prior era of email security 
and threat intelligence — including Proofpoint, FireEye, Mandiant, Google, and McAfee — with 
more than fifteen years each in building detection and security platforms that leverage 
adversarial tactics, machine learning, and AI language models. That firsthand understanding of 
where legacy detection fails allowed us to build a new architecture, designed for the current 
generation of AI-powered techniques and attacks. 



StrongestLayer Inc. · CRFQ OOT2700000005 Page 6 

Section 3: Core Architectural Requirements (Spec 4.1.1) 

3.1 Architecture Verification Statement (Spec 4.1.6.1) 

TRACE is a 100% cloud-native SaaS platform that connects to the State’s Google Workspace 
environment exclusively through Google’s published APIs. Email traffic flows natively from the 
Internet into Google Workspace exactly as it does today: inbound mail resolves against the 
State’s existing MX records and is delivered directly by Google. TRACE never sits in the 
delivery path. There is no secure email gateway (SEG), no mail relay, no cloud proxy, no 
journaling, and no SMTP rerouting. Upon delivery, TRACE is notified via API hooks and 
analyzes each message asynchronously — introducing zero artificial latency to communication 
flows — and removes or quarantines threats with sub-second target response. 

Mail Flow: 

Internet/Sender → Google Workspace → User Mailbox 

↕ 

TRACE (API Tier) 

Email continues to flow directly into Google Workspace using the customer’s existing mail 
infrastructure. TRACE operates through API-level integration to analyze and protect email 
without becoming part of the MX routing or mail delivery path. 

Because TRACE operates behind the mail-delivery layer rather than inline with it, the platform is 
fail-open by design: in the event of any StrongestLayer service interruption, email delivery is 
completely unaffected. This eliminates the single-point-of-failure routing risk the State identifies 
in Section 4.1.1. The mail-flow illustration above, together with this narrative, constitutes the 
architecture verification statement required by Spec 4.1.6.1. 

3.2 Zero Infrastructure Footprint 

TRACE requires no on-premises hardware, no virtual appliances, no customer-managed virtual 
machines or cloud compute resources, and no software installation on end-user devices. All 
processing occurs within StrongestLayer’s US-based SaaS environment. Existing DMARC, 
DKIM, and SPF configurations, compliance rules, and routing policies are never altered. 

3.3 Dual-Platform Flexibility (Google Workspace & Microsoft 365) 

TRACE provides full, native API-level functional parity across Google Workspace and Microsoft 
365. Microsoft 365 support operates through Microsoft Graph APIs and includes historical 
mailbox scanning, automated remediation, mailbox rule monitoring, time-of-click URL 
inspection, and account-takeover detection — with no MX changes, journaling, SMTP relays, or 
gateway routing on either platform. Although WVOT operates Google Workspace today, this 
parity provides the future flexibility required by the specifications. 

Section 4: Gemini & Workspace Functional Integration (Spec 
4.1.2) 

4.1 Internal Threat Detection (East-West Traffic) 

Because TRACE sits inside the API tier, it analyzes all internal-to-internal State email — 
employee to employee, cross-agency, cross-domain, and shared-mailbox traffic, regardless of 
routing path — for lateral phishing, data exfiltration, and account compromise. This East-West 
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visibility is essential for catching compromised accounts attacking from inside the perimeter, a 
capability structurally unavailable to gateway-based products. 

4.2 Coexistence with Gemini 

TRACE operates exclusively through Google Workspace APIs and does not disable, degrade, 
or interfere with Gemini or Workspace features, including smart replies, AI-generated 
summaries, context lookups, and native message rendering. 

4.3 Historical Scanning & Baseline Threat Profile 

Upon activation, TRACE immediately begins retrospective analysis of existing mailbox contents 
— messages, attachments, and mailbox rules — for the full retention period available within 
Google Workspace, without any mail-routing changes. This establishes a baseline threat profile 
and surfaces pre-existing threats (dormant phishing, malicious rules, prior compromises) from 
day one. Importantly, TRACE’s detection accuracy does not depend on a training window: every 
message is evaluated on its own content and context, so protection is full-strength immediately 
while the historical sweep completes in parallel. 

Section 5: Technical & Threat Protection Capabilities (Spec 4.1.3) 

Machine learning beyond static rules — TRACE applies multiple large language models with 
behavioral baselining, anomaly detection, and language-pattern analysis to every message — 
no signatures or static rules required. 

BEC & spoofing (4.1.3.1) — Language sentiment, communication-baseline, and look-alike-
domain analysis stop executive impersonation, vendor compromise, invoice fraud, and payroll-
diversion schemes — including messages that carry no payload or link. 

Advanced phishing & credential harvesting (4.1.3.2) — TRACE performs real-time URL 
analysis on every message at the point of delivery: rather than relying on static reputation 
lookups, the detection engine actively retrieves and analyzes each URL destination — following 
full redirect chains, rendering pages in a real browser runtime, and executing client-side 
JavaScript to expose evasive behavior such as sandbox detection, geofencing, and delayed 
weaponization. URLs and attachments are never analyzed in isolation: sender history, message 
intent, and structural indicators carry into every URL verdict, and an unreachable, taken-down, 
or cloaked destination is itself treated as a detection signal rather than defaulting to a clean 
verdict. QR-encoded links are extracted via computer vision and analyzed through the same 
pipeline. TRACE additionally provides time-of-click URL protection: each click on a link in a 
delivered message is inspected in real time at the moment of user interaction, combining click-
time verdict enforcement with the deep destination analysis described above. If a destination 
has been weaponized after delivery, the click is intercepted and the user is protected before the 
page loads. 

Malware & zero-day attachments (4.1.3.3) — Attachments are dynamically detonated in an 
isolated cloud sandbox environment, observing actual execution behavior rather than relying on 
static signatures or file-hash intelligence alone. Deep file inspection covers executables, 
archives, scripts, Office documents, PDFs, and containerized payloads, including macro and 
obfuscated-payload analysis, with URLs, attachments, and associated content analyzed 
together in full message context. 

Account takeover monitoring (4.1.3.4) — Supported through TRACE’s account-takeover 
(ATO) signals and suspicious-account-activity analysis, including continuous API-level 
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monitoring of mailbox rule changes (hidden forwarding, deletion, auto-move rules) and 
anomalous account behavior. Expanded login-analytics telemetry (impossible-travel detection, 
OAuth token misuse, MFA bypass attempts) is on StrongestLayer’s confirmed ATO roadmap. 

Section 6: Compliance, Certifications & Data Security (Spec 4.1.4) 

6.1 Compliance Verification Statement (Spec 4.1.6.2) 

StrongestLayer satisfies Pathway C — Commercial Enterprise Security Framework. 
StrongestLayer holds SOC 2 certification (Type II report completed August 2026, available with 
this bid) and will execute the State’s addendum outlining Strict Data-Isolation Protocols, 
verifying each element of Spec 4.1.4.4: 

• State of West Virginia data is logically isolated from all other tenants. 
• End-to-end encryption: AES-256 at rest and TLS 1.3 in transit. 
• Zero-trust access controls: no un-audited vendor-employee access to mailbox contents; 

all access is role-based, need-to-know, MFA-protected, and fully logged. 
• Security program aligned with NIST SP 800-53 and ISO/IEC 27001 frameworks. 

6.2 US Data Residency 

All customer data — including email metadata, threat logs, and analysis artifacts — is stored 
and processed exclusively within data centers physically located in the United States (Amazon 
Web Services). 

6.3 Data Ownership, Retention & Breach Notification 

The State retains full ownership of all data. Data is processed solely for threat detection; it is 
never used for marketing, profiling, or model training for other customers, and never sold or 
disclosed except as strictly required for threat-detection operations (indicator lookups never 
include personally identifiable information). Upon termination, data is returned on request and 
deleted within thirty (30) days with written confirmation, including backups. In the event of a 
breach involving State data, StrongestLayer provides immediate notification detailing the 
breach, data affected, remediation, and preventive measures, and cooperates fully with the 
State’s incident-response procedures. 

Section 7: Administrative & Incident Response Automation (Spec 
4.1.5) 

7.1 Automated Remediation — Search & Destroy 

When a threat is detected in any mailbox, TRACE automatically identifies and claws back 
identical and related malicious messages across all 22,000 State mailboxes — all domains, 
agencies, OUs, shared mailboxes, and delegated mailboxes — within seconds of detection. 
Remediation executes without manual administrator approval and supports SOAR-triggered 
workflows. Campaign-sweep analysis finds related variants even when message content has 
been altered between recipients, and retroactive remediation covers threats weaponized after 
delivery. 

7.2 Role-Based Access Control 



StrongestLayer Inc. · CRFQ OOT2700000005 Page 9 

TRACE supports granular RBAC with multi-agency separation and delegated administration: 
agency IT staff can be scoped to view logs and investigations only for their own agency, while 
WVOT retains central visibility. Distinct read-only/analyst and full-administrator roles are 
supported, and all administrative access is captured in an audit log with user attribution. 

Section 8: SIEM / SOAR & API Integration 

Real-time event export — Detection events and log data export in real time or near-real time 
using industry-standard formats: JSON, syslog, STIX/TAXII, and API-based delivery. 

SOAR-triggered actions — SOAR playbooks can trigger automated remediation including 
global message clawback, mailbox rule removal, and account-level threat response. Detection 
events can be ingested and managed in Palo Alto Cortex XSOAR, natively or via the 
StrongestLayer REST API. 

REST API — Documented RESTful API for administrative tasks, programmatic data retrieval, 
and custom alert-management integrations. 

Palo Alto NGFW compatibility — Per Addendum No. 1 (Q22), traditional NGFW compatibility 
testing is not applicable to an API-integrated SaaS solution that does not sit in the network data 
path and does not process network traffic. StrongestLayer confirms that TRACE operates within 
the State’s environment without requiring any modification to, and without introducing any 
architectural conflict with, the State-owned Palo Alto NGFW platform. 

Section 9: Deployment Timeline (Spec 4.1.6.3) 

StrongestLayer confirms that onboarding and full-mailbox API verification are achieved in under 
24 hours without disrupting active State communications. Initial API authorization requires 
approximately 15 minutes with a tenant super administrator; historical scanning and baseline 
profiling begin immediately upon activation. 

StrongestLayer recommends a scoped, phased activation (monitor mode first, then automated 
remediation upon WVOT approval), with OU-level scoping, weekly check-ins during initial 
deployment, dashboard training for IT staff at no additional cost, and no end-user training 
required. All onboarding and training are included in the subscription. 

Section 10: Pricing (Spec 4.1.6.4) 

10.1 Pricing Structure Statement 

StrongestLayer provides flat SaaS pricing on an annual subscription model for approximately 
22,000 mailboxes, inclusive of all platform capabilities, all updates, tier-3 support, and incident 
response automation. There are no implementation fees, no onboarding or training fees, no 
premium tiers, and no feature gating. Multi-year value is reflected in reduced renewal-year 
pricing, held firm for the life of the contract. 

Contract Item Est. Qty Unit Price Annual Total  

Line 1 — Core Detection per 
Mailbox, Year 1 

22,000 $9.00 $198,000  
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Contract Item Est. Qty Unit Price Annual Total  

Line 2 — Year 2 (Optional 
Renewal) 

22,000 $8.00 $176,000  

Line 3 — Year 3 (Optional 
Renewal) 

22,000 $8.00 $176,000  

Line 4 — Year 4 (Optional 
Renewal) 

22,000 $8.00 $176,000  

Total Evaluated Cost (Years 
1–4) 

  $726,000  

Unit prices are firm for the life of the contract. Quantities are the State’s estimates; actual billing follows 
actual usage per the Contract. Unit prices prevail in case of any discrepancy. 

Section 11: Technical Requirements Response Matrix 

The following tables document StrongestLayer’s compliance with the mandatory specifications 
in CRFQ OOT2700000005, Section 4. Response codes: F = Fully Met, P = Partially Met, R = 
On Roadmap. 

A. Core Architectural Requirements (4.1.1) 

Requirement Status Comments 

4.1.1.1.1 No gateway routing / no 
MX changes 

F API-only architecture; no SEG, relay, proxy, journaling, 
or MX modification. Fail-open by design. 

4.1.1.1.2 API-based deployment 
(Google Workspace APIs) 

F Direct connection via Google’s published APIs; ~15-
minute tenant authorization. 

4.1.1.1.3 Zero infrastructure 
footprint 

F 100% cloud-native SaaS; no hardware, appliances, 
VMs, customer compute, or local software. 

4.1.1.1.4 Latency-free evaluation F Asynchronous post-delivery analysis via API hooks; 
zero artificial latency; sub-second remediation target. 

4.1.1.1.5 Dual-platform flexibility 
(Google + M365 parity) 

F Full native parity via Microsoft Graph APIs: historical 
scanning, remediation, rule monitoring, time-of-click 
inspection, ATO detection. No routing changes on 
either platform. 

B. Gemini & Workspace Functional Integration (4.1.2) 

Requirement Status Comments 

4.1.2.1 Internal threat detection 
(East-West) 

F All internal-to-internal traffic analyzed across domains, 
OUs, and shared mailboxes for lateral phishing, 
exfiltration, and compromise. 



StrongestLayer Inc. · CRFQ OOT2700000005 Page 11 

Requirement Status Comments 

4.1.2.2 Coexistence with Gemini F No interference with Gemini smart replies, AI 
summaries, context lookups, or native rendering; 
message content and rendering untouched. 

4.1.2.3 Historical scanning & 
baseline 

F Immediate retrospective scan of messages, 
attachments, and mailbox rules for the full Workspace 
retention period; detection is full-strength from day one 
— no training window required. 

C. Technical & Threat Protection (4.1.3) 

Requirement Status Comments 

ML with behavioral baselining, 
anomaly detection, language-
pattern analysis 

F Multiple LLMs reason over every message; behavioral, 
anomaly, and language-pattern analysis beyond any 
static rules. 

4.1.3.1 BEC & spoofing F Sentiment, communication-baseline, and look-alike-
domain analysis; internal and external impersonation, 
vendor compromise, invoice fraud, payroll diversion. 

4.1.3.2 Advanced phishing & 
credential harvesting (time-of-click) 

F Real-time destination analysis at delivery (browser-
runtime rendering, JS execution, full redirect chains, 
QR via computer vision) plus time-of-click inspection 
with click-time verdict enforcement; destinations 
weaponized after delivery are intercepted before page 
load. 

4.1.3.3 Malware & zero-day 
attachments 

F Dynamic detonation of attachments in an isolated 
cloud sandbox plus deep file inspection across 
executables, archives, scripts, Office docs, PDFs, and 
containerized payloads. 

4.1.3.4 Account takeover 
monitoring 

F ATO signals and suspicious-account-activity analysis, 
incl. mailbox rule-change monitoring and anomalous 
account behavior. Expanded login analytics 
(impossible travel, OAuth misuse, MFA bypass): 
confirmed ATO roadmap. 

D. Compliance, Certifications & Data Security (4.1.4) 

Requirement Status Comments 

4.1.4.1 US data residency F All data stored and processed exclusively in US data 
centers (AWS). 

4.1.4.4 Pathway C — Commercial 
Enterprise Security Framework 

F SOC 2 Type II (report completed August 2026) plus 
signed Strict Data-Isolation Protocols addendum: 
tenant isolation, AES-256 at rest / TLS 1.3 in transit, 
audited zero-trust access, NIST SP 800-53 / ISO 
27001 alignment. 
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E. Administrative & Incident Response Automation (4.1.5) 

Requirement Status Comments 

4.1.5.1 Automated remediation 
(search & destroy) 

F Global clawback across all 22,000 mailboxes within 
seconds; no manual approval required; SOAR-
triggered workflows supported. 

4.1.5.2 RBAC F Multi-agency separation, delegated administration, 
agency-scoped log visibility, full audit logging of 
administrative access. 

F. Vendor Submission Requirements (4.1.6) 

Requirement Status Comments 

4.1.6.1 Architecture verification 
statement 

F Provided in Section 3.1, including the mail-flow 
diagram and architectural narrative. US data residency 
confirmed. 

4.1.6.2 Compliance verification F Pathway C; SOC 2 Type II report provided with bid 
(Section 6.1). 

4.1.6.3 Deployment timeline (<24 
hours) 

F Confirmed in Section 9; no disruption to active State 
communications. 

4.1.6.4 Pricing structure F Flat annual per-mailbox SaaS subscription, all-
inclusive (Section 10). 

Section 12: References 

StrongestLayer is actively deployed in public-sector and education organizations with 
environments comparable to WVOT. To protect the privacy of our customers’ personnel, 
detailed government and public-sector reference contacts will be furnished upon request once 
StrongestLayer’s bid is shortlisted or accepted for award. 

Section 13: Exceptions 

None. StrongestLayer Inc. takes no exceptions to, and proposes no clarifications or 
modifications of, any requirement, term, or condition of CRFQ OOT2700000005. The proposed 
solution fully meets every mandatory specification, and StrongestLayer is prepared to execute 
the resulting contract as written. 

Section 14: Insurance 

StrongestLayer Inc. maintains, and will maintain for the life of the contract, insurance meeting or 
exceeding the required levels: 

Commercial General Liability — at least $1,000,000 per occurrence. 

Cyber Liability / Data Breach — at least $2,000,000 per occurrence. 
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Professional Liability (Errors & Omissions) — maintained for technology errors, omissions, 
and negligent acts. 

Certificates of insurance will be provided prior to contract award, with the State named as 
required, and updated certificates furnished as policies renew. 

Section 15: Required Forms & Acknowledgements 

StrongestLayer will submit the following completed and signed solicitation documents with its 
bid in wvOASIS: 

• Designated Contact, Certification and Signature page (signed). 
• Addendum Acknowledgement Form (acknowledging all issued addenda). 
• Purchasing Affidavit (no-debt certification, notarized). 
• Pricing Pages / Exhibit A with unit pricing entered ($9.00 Year 1; $8.00 Years 2–4). 
• Architecture verification statement with mail-flow diagram (Spec 4.1.6.1 — included in 

Section 3.1); Palo Alto NGFW no-conflict confirmation per Addendum No. 1, Q22 
(Section 8). 

• SOC 2 Type II report and Strict Data-Isolation Protocols addendum (Pathway C). 
• Certificate of Good Standing and SAM.gov registration (supplemental). 

End of Bid Response · StrongestLayer Inc. · CRFQ OOT2700000005 · August 2026 
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Department of Administration
Purchasing Division
2019 Washington Street East
Post Office Box 50130
Charleston, WV 25305-0130

State of West Virginia
Centralized Request for Quote

Info Technology

Proc Folder: 2028979 Reason for Modification:
Doc Description: Addendum No 1-Advanced Email Security Addendum No 1 is issued to 

publish vendor questions with 
agency responses and to modify 
the bid opening date.

Proc Type: Central Master Agreement

Date Issued Solicitation Closes Solicitation No Version

2026-08-18 2026-08-25     13:30 CRFQ     0231     OOT2700000005 2

BID RECEIVING LOCATION

BID CLERK
DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON ST E

CHARLESTON          WV     25305

US

VENDOR

Vendor Customer Code:

Vendor Name :

Address :

Street :

City :

State : Country : Zip :

Principal Contact :

Vendor Contact Phone: Extension:

FOR INFORMATION CONTACT THE BUYER
Toby L Welch
(304) 558-8802
toby.l.welch@wv.gov

Vendor
Signature X                                                                     FEIN#                                                       DATE

All offers subject to all terms and conditions contained in this solicitation

StrongestLayer Inc.

95 3rd St, 2nd Floor

San Francisco

CA USA 94103

Karen Letain

1-469-288-7477

92-0536529 08/18/2026
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ADDITIONAL INFORMATION
Addendum No 1 is issued for the following reasons:

1) To publish vendor questions with the agency's responses.

2) To modify the bid opening date from 8/19/26 to 8/25/26

---no other changes---

INVOICE TO SHIP TO

DEPARTMENT OF 
ADMINISTRATION

WV OFFICE OF 
TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, 
BLDG 5 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON WV CHARLESTON WV

US US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 Core Detection 22000.00000 EA

Comm Code Manufacturer Specification Model #

43230000    

Extended Description:
Core Detection per Mailbox estimated 22,000 Mailboxes
The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

INVOICE TO SHIP TO

DEPARTMENT OF 
ADMINISTRATION

WV OFFICE OF 
TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, 
BLDG 5 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON WV CHARLESTON WV

US US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
2 Core Detection - Year 2 (Optional Renewal) 22000.00000 EA

Comm Code Manufacturer Specification Model #

43230000    

Extended Description:
Core Detection per Mailbox estimated 22,000 Mailboxes
The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.
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INVOICE TO SHIP TO

DEPARTMENT OF 
ADMINISTRATION

WV OFFICE OF 
TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, 
BLDG 5 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON WV CHARLESTON WV

US US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
3 Core Detection - Year 3 (Optional Renewal) 22000.00000 EA

Comm Code Manufacturer Specification Model #

43230000    

Extended Description:
Core Detection per Mailbox estimated 22,000 Mailboxes
The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

INVOICE TO SHIP TO

DEPARTMENT OF 
ADMINISTRATION

WV OFFICE OF 
TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, 
BLDG 5 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON WV CHARLESTON WV

US US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
4 Core Detection - Year 4 (Optional Renewal) 22000.00000 EA

Comm Code Manufacturer Specification Model #

43230000    

Extended Description:
Core Detection per Mailbox estimated 22,000 Mailboxes
The usage amount provided is an estimate only. Actual usage may be higher or lower, and the figure is not guaranteed.

SCHEDULE OF EVENTS
Line Event Event Date
1 Questions are due by 3:00 p.m. 2026-08-11
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I. Independent Service Auditor’s Report 

StrongestLayer, Inc. 

Scope 
We have examined StrongestLayer, Inc.'s accompanying description of its StrongestLayer Platform (system) titled 
“Description of StrongestLayer” throughout the period March 19, 2026 to June 17, 2026(description) based on the 
criteria for a description of a service organization’s system set forth in DC 200, 2018 Description Criteria for a 
Description of a Service Organization’s System in a SOC 2 Report (With Revised Implementation Guidance — 
2022) in AICPA, Description Criteria, (description criteria) and the suitability of the design and operating 
effectiveness of controls stated in the description throughout the period March 19, 2026 to June 17, 2026, to provide 
reasonable assurance that StrongestLayer, Inc.'s service commitments and system requirements were achieved 
based on trust services criteria relevant to security principles (applicable trust services criteria) set forth in TSP 100, 
2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy (With 
Revised Points of Focus — 2022) in AICPA, Trust Services Criteria. 

StrongestLayer, Inc. uses a subservice organization, to provide data center facility and hosting services. The 
description indicates that complementary subservice organization controls that are suitably designed and operating 
effectively are necessary, along with controls at StrongestLayer, Inc., to achieve StrongestLayer, Inc.'s service 
commitments and system requirements based on the applicable trust services criteria. The description presents 
StrongestLayer, Inc.'s controls, the applicable trust services criteria and the types of complementary subservice 
organization controls assumed in the design of StrongestLayer, Inc.'s controls. The description does not disclose 
the actual controls at the subservice organization. Our examination did not include the services provided by the 
subservice organization, and we have not evaluated the suitability of the design or operating effectiveness of such 
complementary subservice organization controls. 

The description indicates that complementary user entity controls that are suitably designed and operating 
effectively are necessary, along with controls at StrongestLayer, Inc. to achieve StrongestLayer, Inc.'s service 
commitments and system requirements based on the applicable trust services criteria. The description presents 
StrongestLayer, Inc.'s controls, the applicable trust services criteria and the complementary user entity controls 
assumed in the design of StrongestLayer, Inc.'s controls. Our examination did not include such complementary user 
entity controls and we have not evaluated the suitability of the design or operating effectiveness of such controls. 

Service Organization’s Responsibilities 
StrongestLayer, Inc. is responsible for its service commitments and system requirements and for designing, 
implementing, and operating effective controls within the system to provide reasonable assurance that 
StrongestLayer, Inc.'s service commitments and system requirements were achieved. StrongestLayer, Inc. has 
provided an assertion titled “Assertion of StrongestLayer, Inc.‘s Management” (assertion) about the description and 
the suitability of design and operating effectiveness of the controls stated therein. StrongestLayer, Inc. is responsible 
for preparing the description and assertion; including the completeness, accuracy, and method of presentation of 
the description and assertion; providing the services covered by the description; selecting the applicable trust 
services criteria, and stating the related controls in the description, and identifying the risks that threaten the 
achievement of the service organization’s service commitments and system requirements. 
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Service Auditor’s Responsibilities 
Our responsibility is to express an opinion on the description and on the suitability of design and operating 
effectiveness of controls stated in the description based on our examination. Our examination was conducted in 
accordance with attestation standards established by the AICPA. Those standards require that we plan and perform 
our examination to obtain reasonable assurance about whether, in all material respects, the description is presented 
in accordance with the description criteria and the controls stated therein were suitably designed and operated 
effectively to provide reasonable assurance that the service organization’s service commitments and system 
requirements were achieved based on the applicable trust services criteria. We believe that the evidence we 
obtained is sufficient and appropriate to provide a reasonable basis for our opinion.  

An examination of the description of a service organization’s system and the suitability of the design and operating 
effectiveness of controls involves the following:  

• Obtaining an understanding of the system and the service organization’s service commitments and system 
requirements. 

• Assessing the risks that the description is not presented in accordance with the description criteria and that 
controls were not suitably designed or did not operate effectively. 

• Performing procedures to obtain evidence about whether the description is presented in accordance with the 
description criteria. 

• Performing procedures to obtain evidence about whether controls stated in the description were suitably 
designed to provide reasonable assurance that the service organization achieved its service commitments 
and system requirements based on the applicable trust services criteria. 

• Testing the operating effectiveness of controls stated in the description to provide reasonable assurance that 
the service organization achieved its service commitments and system requirements based on the applicable 
trust services criteria. 

• Evaluating the overall presentation of the description. 

Our examination also included performing such other procedures as we considered necessary in the circumstances. 

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant ethical 
requirements relating to the engagement. 

Inherent Limitations 
The description is prepared to meet the common needs of a broad range of report users and may not, therefore, 
include every aspect of the system that individual users may consider important to meet their informational needs. 

There are inherent limitations in the effectiveness of any system of internal control, including the possibility of human 
error and the circumvention of controls. 

Because of their nature, controls may not always operate effectively to provide reasonable assurance that the 
service organization’s service commitments and system requirements are achieved based on the applicable trust 
services criteria. Also, the projection to the future of any conclusions about the suitability of the design and operating 
effectiveness of controls is subject to the risk that controls may become inadequate because of changes in 
conditions or that the degree of compliance with the policies or procedures may deteriorate. 

Description of Test of Controls 
The specific controls tested and the nature, timing, and results of those tests are presented in the section of our 
report titled “Description of Test of Controls and Results Thereof.”  
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Opinion 
In our opinion, in all material respects,  

a. The description presents StrongestLayer, Inc.'s StrongestLayer platform (system) that was designed and 
implemented throughout the period March 19, 2026 to June 17, 2026 in accordance with the description 
criteria. 

b. The controls stated in the description were suitably designed throughout the period March 19, 2026 to June 
17, 2026, to provide reasonable assurance that StrongestLayer, Inc.'s service commitments and system 
requirements would be achieved based on the applicable trust services criteria, if its controls operated 
effectively throughout the period and if the subservice organization and user entities applied the 
complementary controls assumed in the design of StrongestLayer, Inc.'s controls throughout the period. 

c. The controls stated in the description operated effectively throughout the period March 19, 2026 to June 17, 
2026, to provide reasonable assurance that StrongestLayer, Inc.'s service commitments and system 
requirements were achieved based on the applicable trust services criteria if complementary subservice 
organization controls and complementary user entity controls assumed in the design of StrongestLayer, 
Inc.'s controls operated effectively throughout the period. 

Restricted Use 
This report, including the description of tests of controls and results thereof in the section of our report titled 
“Description of Test of Controls and Results Thereof” is intended solely for the information and use of 
StrongestLayer, Inc.; user entities of StrongestLayer, Inc.'s StrongestLayer during some or all of the period March 
19, 2026 to June 17, 2026, business partners of StrongestLayer, Inc. subject to risks arising from interactions with 
the StrongestLayer, Inc.'s processing system; practitioners providing services to such user entities and business 
partners; prospective user entities and business partners; and regulators who have sufficient knowledge and 
understanding of the following: 

• The nature of the service provided by the service organization. 
• How the service organization’s system interacts with user entities, subservice organizations, and other 

parties. 
• Internal control and its limitations. 
• Complementary user entity controls and complementary subservice organization controls and how those 

controls interact with the controls at the service organization to achieve the service organization’s service 
commitments and system requirements. 

• User entity responsibilities and how they may affect the user entity’s ability to effectively use the service 
organization’s services. 

• The applicable trust services criteria. 
• The risks that may threaten the achievement of the service organization’s service commitments and system 

requirements and how controls address those risks. 

This report is not intended to be, and should not be, used by anyone other than these specified parties. 

 
Colorado Springs, Colorado 
August 7, 2026
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II. Assertion of StrongestLayer, Inc. Management 
We have prepared the accompanying description of StrongestLayer, Inc.'s “Description of StrongestLayer Platform” 
for the period March 19, 2026 to June 17, 2026, (description) based on the criteria for a description of a service 
organization’s system set forth in DC 200, 2018 Description Criteria for a Description of a Service Organization’s 
System in a SOC 2 Report (With Revised Implementation Guidance — 2022) in AICPA, Description Criteria 
(description criteria). The description is intended to provide report users with information about StrongestLayer, 
Inc.'s StrongestLayer platform (system) that may be useful when assessing the risks arising from interactions with 
StrongestLayer, Inc.'s system, particularly information about system controls that StrongestLayer, Inc. has 
designed, implemented, and operated to provide reasonable assurance that its service commitments and system 
requirements were achieved based on the trust services criteria relevant to security (applicable trust services 
criteria) set forth in TSP 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, 
Confidentiality, and Privacy (With Revised Points of Focus — 2022) in AICPA, Trust Services Criteria. 

StrongestLayer, Inc. uses a subservice organization to provide data center facility and hosting services. The 
description indicates that complementary subservice organization controls that are suitably designed and operating 
effectively are necessary, along with controls at StrongestLayer, Inc., to achieve StrongestLayer, Inc.'s service 
commitments and system requirements based on the applicable trust services criteria. The description presents 
StrongestLayer, Inc.'s controls, the applicable trust services criteria and the types of complementary subservice 
organization controls assumed in the design of StrongestLayer, Inc.'s controls. The description does not disclose 
the actual controls at the subservice organization. 

The description indicates that complementary user entity controls that are suitably designed and operating 
effectively are necessary, along with controls StrongestLayer, Inc., to achieve StrongestLayer, Inc.'s service 
commitments and system requirements based on the applicable trust services criteria. The description presents 
StrongestLayer, Inc.'s controls, the applicable trust services criteria and the complementary user entity controls 
assumed in the design of StrongestLayer, Inc.'s controls. 

We confirm, to the best of our knowledge and belief, that: 

a. The description presents StrongestLayer, Inc.'s StrongestLayer Platform (system) that was designed and 
implemented throughout the period March 19, 2026 to June 17, 2026, in accordance with the description 
criteria. 

b. The controls stated in the description were suitably designed throughout the period March 19, 2026 to June 
17, 2026, to provide reasonable assurance that StrongestLayer, Inc.'s service commitments and system 
requirements would be achieved based on the applicable trust services criteria, if its controls operated 
effectively throughout that period, and if the subservice organization and user entities applied the 
complementary controls assumed in the design of StrongestLayer, Inc.'s controls throughout that period. 

c. The controls stated in the description operated effectively throughout the period March 19, 2026 to June 17, 
2026, to provide reasonable assurance that StrongestLayer, Inc.'s service commitments and system 
requirements were achieved based on the applicable trust services criteria if complementary subservice 
organization controls and complementary user entity controls assumed in the design of StrongestLayer, 
Inc.'s controls operated effectively throughout that period. 

StrongestLayer, Inc. Management 
August 7, 2026 
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III. Description of StrongestLayer Platform 

Company Background 
StrongestLayer Inc. was incorporated in the State of Delaware in 2023 with the mission of protecting organizations 
from the rising wave of AI-generated email threats that bypass traditional security defenses. The company was 
founded by cybersecurity veterans with over 25 years of experience building security architectures at organizations 
including Proofpoint, FireEye, and Mandiant. 

StrongestLayer is a fully remote organization with team members distributed across multiple geographies. The 
company operates without a centralized physical office, leveraging cloud-based collaboration tools and secure 
remote access infrastructure to support its workforce of approximately 25 to 30 employees and contractors. 

In 2024, StrongestLayer secured $5.2 million in seed funding led by Sorenson Capital, with participation from 
strategic investors including Inovia Capital. This funding supports continued research and development of the 
company's AI-native email security platform and go-to-market expansion. 

Industries served by StrongestLayer include Financial Services, Legal Services, Healthcare, Technology, and 
Managed Security Service Providers (MSSPs). The company's platform is deployed by mid-market and enterprise 
organizations seeking to defend against sophisticated phishing, business email compromise (BEC), and AI-
generated threats that evade legacy Secure Email Gateways (SEGs) and native cloud email protections. 

Services Provided 
StrongestLayer provides AI-native email security services that protect organizations from sophisticated phishing, 
business email compromise (BEC), credential harvesting, and AI-generated email threats that bypass legacy 
defenses, including Microsoft E5 native protections, Proofpoint, Mimecast, and other Secure Email Gateways. 

The StrongestLayer Email Security Platform is a multi-tenant software-as-a-service (SaaS) application that 
facilitates the detection, investigation, and triage of email-borne threats using proprietary large language model 
(LLM) based reasoning. The platform’s core detection engine, TRACE (Threat Reasoning and AI Correlation 
Engine), analyzes inbound email threats through five pillars: 

• Intent Analysis – Determines the underlying purpose of an email by reasoning about its content, context, 
and behavioral signals. 

• Anomaly Detection – Identifies deviations from established communication patterns and sender behaviors. 
• Deception Scoring – Evaluates the degree to which an email employs social engineering, impersonation, 

or manipulation techniques. 
• Harm Prediction – Assesses the potential organizational impact if a recipient interacts with the threat. 
• Risk-Adjusted Triage – Prioritizes threats based on composite risk scores and delivers actionable case files 

to security teams.  

The platform operates on a zero-memory architecture, processing email data in real time without persisting email 
content after threat assessment is complete. This design minimizes data exposure and supports compliance with 
data minimization principles. 

Key services delivered through the platform include: 

• Real-time threat detection and blocking of malicious emails before they reach end users. 
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• Automated threat investigation that produces complete case files with evidence, risk scores, and 
recommended actions for each detected threat. 

• Security Operations Center (SOC) integration, reducing alert volume requiring manual investigation by 
more than 80% and reducing average triage time from 25 minutes to approximately 2 minutes per alert. 

• API-based deployment that integrates with existing email infrastructure in approximately 15 minutes, with 
no MX record changes required. 

• Continuous monitoring and detection updates powered by ongoing threat intelligence research. 

Information is shared with customer organizations through the StrongestLayer web portal, admin portal, API 
integrations, and email notifications delivered over encrypted (TLS) connections. 

Principal Service Commitments and System Requirements 
StrongestLayer designs its processes and procedures related to the StrongestLayer Email Security Platform to 
meet its objectives for email security services. Those objectives are based on the service commitments that 
StrongestLayer makes to user entities, the laws and regulations that govern the provision of its services, and the 
financial, operational, and compliance requirements that StrongestLayer has established for the services. 
Security commitments to user entities are documented and communicated in Master Service Agreements (MSAs), 
Service Level Agreements (SLAs), and other customer agreements, as well as in the description of the service 
offering provided online. 

Security Commitments 
Security commitments are standardized and include, but are not limited to, the following: 

• Security principles within the fundamental design of the StrongestLayer platform that restrict system access 
based on role and enforce the principle of least privilege across all platform components. 

• Use of encryption technologies to protect customer data both in transit (TLS 1.2+) and at rest (AES-256 via 
AWS KMS-managed keys). 

• A zero-memory data architecture that processes email content in real time without persisting customer 
email data after threat analysis is complete. 

• API-based integration that requires no changes to customer email routing (no MX record modifications), 
minimizing the attack surface of deployment. 

StrongestLayer establishes operational requirements that support the achievement of security commitments, 
relevant laws and regulations, and other system requirements. Such requirements are communicated in the 
company’s system policies and procedures, system design documentation, and contracts with customers. 
Information security policies define an organization-wide approach to how systems and data are protected. These 
include policies around how the service is designed and developed, how the system is operated, how internal 
business systems and networks are managed, and how employees are hired and trained. In addition to these 
policies, standard operating procedures have been documented on how to carry out specific manual and automated 
processes required in the operation and development of the StrongestLayer Email Security Platform. 



Description of StrongestLayer Platform 

     
Colorado Springs, Colorado 11 

   

Components of the System 

Infrastructure 
The platform is hosted entirely on Amazon Web Services (AWS), leveraging AWS’s Infrastructure as a Service 
(IaaS) offering to ensure scalability, reliability, and security. The infrastructure comprises the following key 
components: 

• Amazon Elastic Compute Cloud (EC2) – Provides scalable virtual compute instances used to run core 
application workloads across multiple availability zones, ensuring operational resilience and redundancy. 
EC2 instances also host the self-managed Neo4j Graph Database deployment. 

• Amazon Elastic Container Service (ECS) – Containerized workloads are deployed and orchestrated using 
AWS container services, enabling consistent, portable, and scalable deployment of application components 
across the infrastructure. 

• AWS Lambda – Serverless compute functions are used to execute event-driven workloads and background 
processing tasks without the need to manage underlying server infrastructure. 

• Amazon API Gateway – Serves as the managed entry point for all API traffic, enabling secure and scalable 
communication between clients and backend services. 

• Amazon Simple Storage Service (S3) – Used for durable and scalable object storage, including hosting of 
the customer-facing web portal and admin portal as well as storage of application data, logs, and other 
assets. 

• Amazon Relational Database Service (RDS) – Provides managed relational database instances to support 
structured data storage and retrieval requirements of the platform. 

• Amazon DynamoDB – A fully managed NoSQL database service used for high-throughput and low-latency 
data access requirements. 

• Amazon ElastiCache – Provides in-memory caching to improve application performance and reduce 
database load for frequently accessed data. 

• Amazon Simple Queue Service (SQS) – Managed message queuing service used to decouple application 
components and facilitate asynchronous processing of workloads. 

• Neo4j Graph Database – A self-hosted graph database deployed on EC2 instances used to manage and 
query complex, relationship-oriented data structures within the platform. 

• Amazon Virtual Private Cloud (VPC) – Used to logically isolate the platform’s infrastructure within a private, 
dedicated network, controlling routing, gateways, and network segmentation across all components. 

• AWS Security Groups – Act as virtual firewalls to control inbound and outbound traffic at the instance level, 
enforcing the principle of least-privilege network access across all services. 

• AWS Web Application Firewall (WAF) – Protects the customer-facing web portal, admin portal, and API 
endpoints from common web-based threats, including SQL injection, cross-site scripting, and other OWASP 
Top 10 vulnerabilities. 

• Amazon GuardDuty – A threat detection service that continuously monitors AWS accounts and workloads 
for malicious activity and unauthorized behavior. 

• Amazon Inspector – An automated vulnerability management service used to continually scan the 
infrastructure for software vulnerabilities and unintended network exposure. 
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Software 
The system leverages a combination of modern frameworks and programming languages to deliver its services. 
The primary software components include: 

• Next.js – Front-end framework used to build and serve the customer-facing web portal and admin portal, 
providing a responsive, dynamic, and performant user interface. 

• Node.js – Server-side runtime used to power the backend of the web application layer, handling API 
requests, business logic, and communication between the frontend and underlying services. 

• Python – The primary backend programming language for the platform’s core service layer, facilitating 
robust server-side operations including data processing, business logic execution, and serverless function 
implementations running on AWS Lambda. 

• Amazon CloudWatch – Used for continuous monitoring, logging, and alerting across the platform’s AWS 
infrastructure and application components. CloudWatch provides visibility into system health, performance 
metrics, and operational events, enabling timely detection and response to anomalies. 

• GitHub Actions – Powers the platform’s CI/CD pipelines, automating the build and deployment of application 
code. All changes to production and non-production environments are deployed through structured, 
version-controlled pipeline workflows. 

People 
StrongestLayer has a staff of approximately 25 to 30 employees (via EOR) and contractors organized in the 
following functional areas: 

• Executive Leadership. The Chief Executive Officer (CEO), Alan Lefort, provides overall strategic direction, 
oversees company operations, and is responsible for governance, compliance, and board-level reporting. 
The CEO is supported by a leadership team with direct oversight of engineering, security, and go-to-market 
functions. 

• Engineering and Product Development. Led by the Chief Technology Officer (CTO), Muhammad Rizwan, 
this team is responsible for the design, development, testing, and deployment of the StrongestLayer Email 
Security Platform. The engineering team includes software developers, data scientists, AI/ML engineers, 
and DevOps personnel who build and maintain the platform’s detection engine, API infrastructure, web 
portals, and CI/CD pipelines. 

• Information Security. Led by the Head of Information Security, Ali Raza, this function is responsible for 
security policy development and enforcement, access control management, vulnerability management, 
incident response, vendor risk assessment, security awareness training, and compliance monitoring. The 
information security team works closely with engineering to ensure secure-by-design development 
practices are followed. 

• Sales and Customer Success. This team manages customer relationships, onboarding, and ongoing 
account support. Customer-facing personnel coordinate platform deployment, provide technical assistance, 
and serve as the primary point of contact for service-related inquiries. 

• Threat Research. Dedicated researchers who continuously analyze emerging email threat vectors, AI-
generated attack techniques, and adversary tactics to inform and improve the platform’s detection 
capabilities. 

All personnel are required to complete security awareness training upon onboarding and on an annual basis 
thereafter. Background checks are performed for employees as a component of the hiring process. 
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Data 
Data processed by the StrongestLayer Email Security Platform includes the following categories: 

• Inbound email metadata and content – The platform processes email headers, body content, 
sender/recipient information, embedded URLs, and attachment metadata to perform real-time threat 
analysis. Under the platform’s zero-memory architecture, email content is analyzed in memory and is not 
persisted after the threat assessment is complete. 

• Threat detection data – Results of the TRACE detection engine’s analysis, including intent scores, anomaly 
indicators, deception scores, harm predictions, and composite risk ratings. This data is retained to support 
threat investigation, case file generation, and historical reporting for customers. 

• Customer configuration data – Organizational settings, user roles, notification preferences, API integration 
credentials, and deployment configuration required to operate the service for each customer tenant. 

• User authentication data – Account credentials, session tokens, and multi-factor authentication records for 
platform users accessing the web portal and admin portal. 

• Audit and system logs – Application logs, API access logs, infrastructure monitoring data, and security 
event logs generated by AWS CloudWatch, GuardDuty, and other monitoring tools. These logs are retained 
for operational troubleshooting, security monitoring, and compliance purposes. 

• Reporting and analytics data – Aggregated threat metrics, detection statistics, and performance data 
presented through platform dashboards and exported reports. 

All data in transit is encrypted using TLS 1.2 or higher. Data at rest is encrypted using AES-256 encryption with 
AWS KMS-managed keys. Access to customer data is restricted to authorized personnel on a need-to-know basis 
in accordance with the company’s access control policies. 

Processes and Procedures 
Formal policies and procedures exist that describe physical security, logical access, computer operations, change 
control, and data communication standards. All teams are expected to adhere to StrongestLayer’s policies and 
procedures that define how services should be delivered. 

Physical Security 
StrongestLayer is a fully remote organization with no company-owned or leased physical office facilities or data 
centers. All production infrastructure is hosted entirely on Amazon Web Services (AWS). 

Physical security controls for the underlying compute, storage, and networking infrastructure are managed by AWS 
in accordance with AWS’s own security policies and certifications, including SOC 2 Type II. Physical security 
controls will be carved out of StrongestLayer’s SOC 2 report and addressed through AWS’s complementary 
subservice organization controls as described in the Subservice Organizations section of this document. 

StrongestLayer monitors the physical security posture of its subservice organization (AWS) by reviewing AWS’s 
SOC 2 report on an annual basis and evaluating any identified exceptions or findings. 

Logical Access 
StrongestLayer employs role-based access control (RBAC) and requires all users of the system to be identified and 
authenticated prior to accessing any system resources. Access to production infrastructure, application systems, 
and internal tools is governed by the company’s Information Security Policy (Acceptable Use Policy) managed in 
Vanta. 
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Authentication and Access Controls 

• All employees access corporate resources and cloud services through Google Workspace, which serves 
as the company’s identity provider for Single Sign-On (SSO). 

• Multi-factor authentication (MFA) is required for all cloud-based services and infrastructure access, 
including AWS console access, GitHub, and the Vanta compliance platform. 

• Access to the AWS production environment is restricted to authorized engineering and DevOps personnel. 
AWS IAM policies enforce the principle of least privilege, and administrative access requires MFA. 

• Access to application source code repositories on GitHub is restricted to authorized development team 
members. Branch protection rules are enforced on all production branches. 

• Remote access to internal infrastructure is secured through Tailscale, a zero-trust networking solution that 
authenticates users and devices before granting access to private network resources. 

Provisioning and Deprovisioning 

• New employee access is provisioned based on predefined role-based access templates. The employee’s 
manager approves the access scope prior to the employee’s start date. 

• Upon termination, access to all corporate systems is revoked within 24 hours. Account deactivation is 
tracked through the Vanta platform, which monitors for timely offboarding completion. 

Access Reviews 

• Access reviews for critical systems are conducted on a quarterly basis. The CTO reviews privileged access 
to production infrastructure and requests modifications based on this review. 

• Vanta continuously monitors access configurations across integrated systems and alerts the security team 
to any deviations from established access policies. 

Computer Operations - Backups 
Customer and system data is backed up and managed by the company’s DevOps team. Backup procedures are 
defined as part of the company’s Business Continuity and Disaster Recovery (BC/DR) Plan, which establishes 
recovery objectives, responsibilities and restoration processes to ensure continuity of critical services in the event 
of a disruption. 

Backup Storage and Retention 

Backups are maintained within AWS with physical access to the underlying infrastructure restricted in accordance 
with AWS’s applicable security policies. In addition to cloud-hosted copies, backups are also downloaded and 
retained offline, providing an additional layer of redundancy and recoverability independent of AWS availability. 

Recovery Objectives 

The BC/DR Plan defines formal Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs) for 
critical system assets. For core AWS-hosted services, the defined RTO is 2 hours, and the RPO is 15 minutes, 
reflecting the criticality of production service availability to customers. 

Disaster Recovery Testing 

The company has conducted a tabletop exercise to walk through disaster recovery scenarios, validate the BC/DR 
Plan, and assess the readiness of key personnel and defined procedures. A full technical restoration test of backup 
recovery processes has not yet been performed. The company intends to conduct formal backup restoration testing 
on an annual basis going forward in alignment with the requirements defined in the BC/DR Plan. 
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Backup Exception Handling 

In the event of a backup exception or failure, DevOps personnel perform troubleshooting to identify the root cause 
and re-run the backup job immediately or as part of the next scheduled backup cycle. 

Computer Operations - Availability 
StrongestLayer has implemented incident response policies and procedures to guide personnel in identifying, 
reporting, and responding to information technology incidents and security events. The Incident Response Plan 
defines roles, responsibilities, escalation procedures, and communication protocols for security incidents of varying 
severity levels. 

Monitoring and Alerting 

• Amazon CloudWatch provides continuous monitoring of system health, performance metrics, and 
operational events across all AWS infrastructure components. Alerts are configured to notify the DevOps 
and security teams of anomalies or threshold breaches. 

• Amazon GuardDuty provides automated threat detection by continuously monitoring for malicious activity 
and unauthorized behavior within the AWS environment. 

• Amazon Inspector performs automated vulnerability scanning of infrastructure for software vulnerabilities 
and unintended network exposure. 

• Vanta provides continuous compliance monitoring, tracking the status of security controls and alerting the 
security team to any control failures or deviations. 

Capacity Management 

StrongestLayer’s infrastructure leverages AWS auto-scaling capabilities to dynamically adjust compute and storage 
resources in response to workload demands. The DevOps team monitors capacity utilization through CloudWatch 
dashboards and evaluates the need for additional infrastructure capacity in response to customer growth. 

Patch Management 

The company follows a defined patch management process to ensure production systems are updated in 
accordance with vendor-recommended patches and security advisories. Critical and high-severity patches are 
evaluated and applied within defined SLA windows. Amazon Inspector continuously scans for known vulnerabilities, 
and Dependabot monitors application dependencies for security updates as part of the CI/CD pipeline. 

Change Control 
StrongestLayer maintains a documented Secure Software Development Life Cycle (SDLC) policy that governs how 
application and infrastructure changes are designed, developed, tested, and deployed. The policy establishes 
principles for secure-by-design and privacy-by-design development, enforces segregation of development, staging, 
and production environments, and requires that no single individual can develop, approve, and deploy a change 
without appropriate oversight. 

Change Initiation and Tracking 

All changes, including new features, bug fixes and infrastructure updates, are initiated and tracked using JIRA, the 
company’s ticketing system. Each change request is documented with a description of the change and approval 
status before progression to production. 
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Version Control and Code Review 

GitHub serves as the version control platform for all application source code. The engineering organization is 
structured around small, module-owning pods of two to three engineers and review responsibility is assigned by 
module and repository ownership. Each repository is owned by a pod and pull requests are reviewed by a member 
of the owning pod or another authorized engineer. 

Branch protection rules are enforced on all protected branches ensuring that no code can be merged directly without 
passing through a formal pull request process. Regardless of pod size or the number of active contributors, every 
pull request to a protected branch must receive at least one independent approving review from an engineer other 
than the author before it can be merged. Self-approval and self-merge are prohibited and are enforced through 
branch protection. 

Where a repository is temporarily reduced to a single active contributor (for example, due to a staffing change), the 
independent-review requirement remains fully in force. An approving review is obtained from another engineer with 
access to the repository, or an interim reviewer — the Engineering Manager, CTO, or a GitHub administrator's 
designee — is assigned until a second contributor is available. Changes are never merged to a protected branch 
without independent approval. These requirements are defined in the company's Secure Development Policy and 
the associated Version Control Procedure. 

CI/CD and Deployment Pipelines 

Deployments to all environments are executed exclusively through GitHub Actions pipelines. The pipelines integrate 
the following automated security and code quality tools as mandatory gates that must pass successfully before any 
code can be deployed: 

• Dependabot – Continuously monitors application dependencies for known vulnerabilities. 
• Bandit – A static analysis tool that scans Python source code for common security issues and vulnerabilities 

prior to deployment. 
• Ruff – A Python linter used to enforce code quality and style standards across the codebase as part of the 

pipeline execution. 
• mypy – A static type checker for Python that validates type correctness across the codebase, reducing the 

risk of runtime errors and logic flaws reaching production. 

Code can only be deployed to production after a pull request has been reviewed and approved and all pipeline 
checks, including the above, have executed successfully. This enforces a structured, auditable, and automated 
approval gate that prevents unreviewed or non-compliant code from reaching production. 

Testing and Acceptance 

Prior to deployment, changes and features must pass testing cycles. Any bug identified is logged and tracked until 
it is remediated. 

Segregation of Environments 

Development, staging, and production environments are logically segregated to ensure that testing and 
development activities do not impact live customer data or system availability. 
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Data Communications 
Network Security 

AWS Security Groups act as virtual firewalls to control inbound and outbound network traffic at the instance level, 
enforcing the principle of least-privilege network access. All production resources are deployed within Amazon 
Virtual Private Cloud (VPC), which provides logical network isolation and controlled routing between components. 

AWS Web Application Firewall (WAF) protects the customer-facing web portal, admin portal, and API endpoints 
from common web-based threats including SQL injection, cross-site scripting, and other OWASP Top 10 attack 
vectors. Administrative access to network and firewall configurations is restricted to authorized DevOps personnel. 

Encryption 

All data in transit is encrypted using TLS 1.2 or higher. Data at rest is encrypted using AES-256 encryption with 
AWS KMS-managed keys. All API communications between customers and the platform are conducted over 
HTTPS-secured connections. 

Remote Access 

Authorized employees access internal infrastructure through Tailscale, a zero-trust networking solution that 
authenticates users and devices before granting access to private network resources. All remote access requires 
multi-factor authentication. 

Penetration Testing 

Penetration testing is conducted annually by a qualified third-party vendor. The most recent external infrastructure 
penetration test was performed by Evoionos and completed in March 2026. The test covered 7 domains and 2 IP 
addresses. Four vulnerabilities were identified, all of which were remediated and verified as closed prior to the 
conclusion of the engagement. 

Vulnerability Scanning 

Amazon Inspector provides continuous automated vulnerability scanning of the production infrastructure. 
Dependabot monitors application dependencies for known vulnerabilities as part of the CI/CD pipeline. The 
company has published a Vulnerability Disclosure Policy (SL-POL-VDP-001) that establishes processes for 
receiving, evaluating, and remediating security vulnerabilities reported by external researchers, with defined 
response commitments by severity level. 

The Applicable Trust Services Criteria and The Related Controls 
Common Criteria (to the Security Category) 
Security refers to the protection of 

i. information during its collection or creation, use, processing, transmission, and storage, and 

ii. systems that use electronic information to process, transmit, or transfer, and store information to 
enable the entity to meet its objectives. Controls over security prevent or detect the breakdown and 
circumvention of segregation of duties, system failure, incorrect processing, theft or other unauthorized 
removal of information or system resources, misuse of software, and improper access to or use of, 
alteration, destruction, or disclosure of information. 
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Control Environment 

Integrity and Ethical Values 
The effectiveness of controls cannot rise above the integrity and ethical values of the people who create, administer, 
and monitor them. Integrity and ethical values are essential elements of StrongestLayer’s control environment, 
affecting the design, administration, and monitoring of other components. Integrity and ethical behavior are the 
product of StrongestLayer’s ethical and behavioral standards, how they are communicated, and how they are 
reinforced in practices. 

Specific control activities that StrongestLayer has implemented in this area are described below: 

• A formally documented Information Security Policy (Acceptable Use Policy) communicates entity values 
and behavioral standards to all personnel. The policy is maintained in Vanta and reviewed at least annually. 

• All employees are required to acknowledge the company’s information security policies upon onboarding 
and annually thereafter, confirming they have read and understand their responsibilities for adhering to 
company policies and procedures. 

• A confidentiality statement agreeing not to disclose proprietary or confidential information, including 
customer information, to unauthorized parties is included as part of the onboarding process. 

• Background checks are performed for employees as a component of the hiring process. 

Commitment to Competence 
StrongestLayer’s management defines competence as the knowledge and skills necessary to accomplish tasks that 
define employees’ roles and responsibilities. Management’s commitment to competence includes consideration of 
the competence levels for particular positions and how those levels translate into requisite skills and knowledge. 

Specific control activities that StrongestLayer has implemented in this area are described below: 

• Management has considered the competence levels for particular positions and translated required skills 
and knowledge levels into written position requirements and job descriptions. 

• Security awareness training is provided to all personnel upon onboarding and on an annual basis to 
maintain awareness of security threats, company policies, and individual responsibilities. 

• The company’s founding team brings over 25 years of experience building security architectures at leading 
cybersecurity organizations including Proofpoint, FireEye, and Mandiant, establishing a strong foundation 
of security competence across the organization. 

Management’s Philosophy and Operating Style 
StrongestLayer’s management philosophy and operating style encompass a broad range of characteristics. These 
include management’s approach to taking and monitoring business risks, and management’s attitudes toward 
information processing, security operations, and personnel. 

Specific control activities that StrongestLayer has implemented in this area are described below: 

• Management periodically discusses the regulatory and industry changes affecting the cybersecurity and 
email security landscape, including emerging AI-generated threat vectors and evolving compliance 
requirements. 

• Executive leadership meetings are held regularly to discuss major initiatives, product roadmap priorities, 
security posture, and operational issues that affect the business. 
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• The company maintains a compliance-first operating philosophy, leveraging the Vanta platform for 
continuous monitoring of security controls and proactive identification of compliance gaps. 

Organizational Structure and Assignment of Authority and Responsibility 
StrongestLayer’s organizational structure provides the framework within which its activities for achieving entity-wide 
objectives are planned, executed, controlled, and monitored. The organizational structure has been developed to 
suit the company’s size and the nature of its activities as an early-stage cybersecurity company. 

Specific control activities that StrongestLayer has implemented in this area are described below: 

• A clear organizational structure defines key areas of authority and responsibility across executive 
leadership, engineering, information security, and go-to-market functions. 

• SOC 2 control ownership has been formally assigned across three responsible owners: the CEO (18 
controls covering governance, HR, and board-level oversight), the CTO (37 controls covering infrastructure, 
SDLC, network, and encryption), and the Head of Information Security (25 controls covering security policy, 
access control, incident response, risk, training, and vendor management). 

• The Board of Directors, consisting of 5 members including independent investor-appointed directors, 
provides governance oversight of the company’s strategy, risk management, and compliance posture. 

Human Resource Policies and Practices 
StrongestLayer’s success is founded on sound business ethics, reinforced with high standards of integrity and 
accountability. The company’s human resources policies and practices relate to employee and contractor hiring, 
onboarding, training, evaluation, and termination activities. 

Specific control activities that StrongestLayer has implemented in this area are described below: 

• New employees (Via EOR) are required to complete security awareness training and acknowledge 
information security policies during the onboarding process. 

• Background checks are performed for employees as part of the hiring process. 
• Contractor agreements include confidentiality provisions and define security responsibilities and 

obligations. 
• Employee and contractor termination procedures are in place to ensure timely revocation of system access. 

Access to all corporate systems is revoked within 24 hours of termination, tracked through the Vanta 
platform. 

Risk Assessment Process 
StrongestLayer’s risk assessment process identifies and manages risks that could potentially affect the company’s 
ability to provide reliable services to customer organizations. This ongoing process requires that management 
identify significant risks inherent in the company’s products and services as they oversee their areas of 
responsibility. 

StrongestLayer identifies the underlying sources of risk, measures the impact to the organization, establishes 
acceptable risk tolerance levels, and implements appropriate measures to monitor and manage the risks. This 
process has identified risks resulting from the nature of the services provided, and management has implemented 
various measures designed to manage these risks. Risks identified in this process include the following: 
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• Operational risk – changes in the environment, staff, technology dependencies, or management personnel 
that could affect service delivery. 

• Strategic risk – new AI-generated threat techniques, changing attack methodologies, evolving customer 
requirements, and shifts within the cybersecurity industry. 

• Compliance risk – legal and regulatory changes affecting data protection, privacy, and security certification 
requirements. 

• Technology risk – vulnerabilities in third-party dependencies, cloud infrastructure disruptions, or failures in 
detection model accuracy. 

Integration with Risk Assessment 
The environment in which the system operates; the commitments, agreements, and responsibilities of 
StrongestLayer’s system; as well as the nature of the components of the system result in risks that the criteria will 
not be met. StrongestLayer addresses these risks through the implementation of suitably designed controls to 
provide reasonable assurance that the criteria are met. Because each system and the environment in which it 
operates are unique, the combination of risks to meeting the criteria and the controls necessary to address the risks 
will be unique. As part of the design and operation of the system, StrongestLayer’s management identifies the 
specific risks that the criteria will not be met and the controls necessary to address those risks. 

The company utilizes the Vanta platform to continuously monitor the operational effectiveness of security controls 
and identify control failures or deviations in real time. Risk assessments are reviewed and updated at least annually 
by the security team, with findings reported to executive leadership for remediation prioritization. 

Information and Communication Systems 
Information and communication is an integral component of StrongestLayer’s internal control system. It is the 
process of identifying, capturing, and exchanging information in the form and time frame necessary to conduct, 
manage, and control the entity’s operations. 

StrongestLayer uses the following communication systems and channels to support its operations: 

• Slack is the primary internal communication platform, used for day-to-day team collaboration, operational 
discussions, security incident coordination, and dissemination of policy updates. A dedicated #soc2 channel 
is used for compliance-related communications. 

• Google Workspace (Gmail, Google Drive, Google Calendar) provides email, document collaboration, and 
scheduling services for the organization. 

• JIRA is used for project management, change tracking, and issue resolution across engineering and 
product teams. 

• Vanta serves as the compliance management platform, providing automated evidence collection, control 
monitoring, policy management, and audit preparation capabilities. 

• GitHub provides version control and CI/CD pipeline management, serving as the primary collaboration 
platform for engineering teams 

Company-wide communications, including policy updates, security advisories, and organizational announcements, 
are distributed through Slack and email. Regular team meetings and all-hands sessions are conducted to discuss 
operational priorities, product updates, and compliance status. 
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Monitoring Controls 
Management monitors controls to ensure that they are operating as intended and that controls are modified as 
conditions change. StrongestLayer’s management performs monitoring activities to continuously assess the quality 
of internal controls over time. Necessary corrective actions are taken as required to correct deviations from company 
policies and procedures. 

Continuous Monitoring 

• Vanta provides automated, continuous monitoring of security controls across the organization’s integrated 
systems. Control tests are executed automatically, and the security team is alerted to any failures or 
deviations from established policies. 

• Amazon CloudWatch, GuardDuty, and Inspector provide continuous infrastructure monitoring for 
performance anomalies, security threats, and vulnerabilities. 

• Endpoint compliance is monitored through the Vanta device monitoring agent, which tracks hard drive 
encryption status, screen lock settings, password manager deployment, and antivirus/EDR status across 
all company-managed devices. 

Reporting and Remediation 

• Control failures identified through Vanta are triaged by the security team and assigned to the responsible 
control owner (CEO, CTO, Head of Cloud Infrastructure or Director Security & Compliance) for remediation. 

• A consolidated compliance punch list is maintained to track open remediation items, categorized by priority 
and effort level. 

• Management reviews the overall compliance posture on a regular basis and reports to executive leadership 
on control effectiveness and remediation progress. 

Changes to the System 
Major Platform & Detection Changes (Apr 2025 – Mar 2026): 

1. TRACE Engine – Verdict Mode Launch (Jul 2025) — TRACE, the core reasoning-based threat detection 
engine, was deployed in Verdict mode across all accounts. This marked the transition to a reasoning-based 
detection architecture. 

2. PhishLLM (May–Jun 2025) — First basic version of the LLM-based phishing detection engine pushed to 
production, with ongoing model training and prompt tuning. 

3. AI Advisor Redesign (Jun–Sep 2025) — Complete UI overhaul of the AI Advisor (Outlook add-in / digital 
security assistant), including new loading screens, safe/malicious email screens, report FP/FN, training 
quiz, and simulation email screens. New Marketplace listing published. 

4. CISO Dashboard / ROI API (Sep 2025) — Development of ROI metrics API for the CISO dashboard. 
5. Pendo Integration (Sep 2025) — Customer analytics and in-app engagement tool deployed in the new UI. 
6. Slack Alerting Integration (Nov 2025) — Slack-based notification system for threat alerts deployed to 

production. 
7. Group/OU Selection & Phased Rollouts (Dec 2025) — Admins can select Groups/Organizational Units for 

phased email security rollouts with user-level exclusion logic. 
8. Multi-Domain Support (Azure AD / Entra ID) (Dec 2025) — Support for multiple domains under a single 

tenant. 
9. POC Real-Time Digest Alerts (Dec 2025) — Real-time admin alert notifications during proof-of-concept 

deployments. 



Description of StrongestLayer Platform 

     
Colorado Springs, Colorado 22 

   

10. Improved Dashboard Filters (Dec 2025) — Customer-requested filter improvements. 
11. Threat Hunt (Jan 2026) — New feature with Mailbox Hunt, Analyzed Emails, and Hunt History capabilities. 
12. Trust Management (Jan 2026) — Deployed to staging. 
13. Cost API & Provision Portal (Jan 2026) — Cost tracking API for POC and customer cost visibility. 

Incidents 
No significant incidents have occurred to the services provided to user entities since the last review date. 

Criteria Not Applicable to the System 
All Common Criteria/Security criteria were applicable to the StrongestLayer system. 

Subservice Organizations 
This report does not include the Cloud Hosting Services provided by AWS at multiple facilities. 

StrongestLayer’s services are designed with the assumption that certain controls will be implemented by subservice 
organizations. Such controls are called complementary subservice organization controls. It is not feasible for all of 
the trust services criteria related to StrongestLayer’s services to be solely achieved by StrongestLayer’s control 
procedures. Accordingly, the subservice organization, in conjunction with the services, should establish its own 
internal controls to complement those of StrongestLayer. 

Amazon Web Services (AWS) is StrongestLayer’s sole subservice organization. AWS provides the Infrastructure 
as a Service (IaaS) platform on which the StrongestLayer Email Security Platform is hosted. The following 
complementary subservice organization controls should be implemented by AWS to provide additional assurance 
that the trust services criteria described within this report are met: 

Subservice Organization - AWS 
Category Criteria Control 
Security CC 6.4 Physical access to data centers is approved by an authorized individual. 

Physical access is revoked within 24 hours of the employee or vendor record 
being deactivated. 

Physical access to data centers is reviewed on a quarterly basis by appropriate 
personnel. 

Physical access points to server locations are recorded by closed-circuit 
television camera (CCTV). Images are retained for 90 days, unless limited by 
legal or contractual obligations. 

Physical access points to server locations are managed by electronic access 
control devices. 

Electronic intrusion detection systems are installed within data server locations to 
monitor, detect, and automatically alert appropriate personnel of security 
incidents. 

 

StrongestLayer management monitors the subservice organization through the following procedures: 

• Reviewing AWS’s SOC 2 Type II attestation report on an annual basis to assess the design and operating 
effectiveness of AWS controls. 
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• Monitoring external communications, security advisories, and service health dashboards published by 
AWS. 

• Evaluating the findings and exceptions reported in AWS’s attestation reports for relevance to 
StrongestLayer’s control environment. 

Complementary User Entity Controls 
StrongestLayer’s services are designed with the assumption that certain controls will be implemented by user 
entities. Such controls are called complementary user entity controls. It is not feasible for all the Trust Services 
Criteria related to StrongestLayer’s services to be solely achieved by StrongestLayer’s control procedures. 
Accordingly, user entities, in conjunction with the services, should establish their own internal controls or procedures 
to complement those of StrongestLayer. 

The following complementary user entity controls should be implemented by user entities to provide additional 
assurance that the Trust Services Criteria described within this report are met: 

1. User entities are responsible for understanding and complying with their contractual obligations to 
StrongestLayer. 

2. User entities are responsible for notifying StrongestLayer of changes made to technical or administrative 
contact information. 

3. User entities are responsible for maintaining their own system(s) of record. 
4. User entities are responsible for ensuring the supervision, management, and control of the use of 

StrongestLayer services by their personnel. 
5. User entities are responsible for developing their own disaster recovery and business continuity plans that 

address the inability to access or utilize StrongestLayer services. 
6. User entities are responsible for providing StrongestLayer with a list of authorized users and promptly 

notifying StrongestLayer when user access should be revoked. 
7. User entities are responsible for immediately notifying StrongestLayer of any actual or suspected 

information security breaches, including compromised user accounts or API credentials used for platform 
integrations. 
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IV. Description of Test of Controls and Results Thereof 
Relevant trust services criteria and StrongestLayer, Inc.'s related controls are an integral part of management’s 
system description and are included in this section. Johanson Group LLP performed testing to determine if 
StrongestLayer, Inc.'s controls were suitably designed and operating effectively to achieve the specified criteria for 
the security category set forth in TSP 100, 2017 Trust Services Criteria for Security, Availability, Processing 
Integrity, Confidentiality, and Privacy (With Revised Points of Focus — 2022) in AICPA, Trust Services Criteria, 
throughout the period March 19, 2026 to June 17, 2026. 

Tests of the controls included inquiry of appropriate management, supervisory and staff personnel, observation of 
StrongestLayer, Inc. activities and operations, and inspection of StrongestLayer, Inc. documents and records. The 
results of those tests were considered in the planning, the nature, timing, and extent of Johanson Group LLP’s 
testing of the controls designed to achieve the relevant trust services criteria. As inquiries were performed for 
substantially all StrongestLayer, Inc. controls, this test was not listed individually for every control in the tables 
below. 

Trust 
Services 
Criteria 

Description of StrongestLayer, Inc.'s 
Controls 

Service Auditor Test of Controls Results of Service 
Auditor Test of 

Controls 
 

CC1.0 - Control Environment  

CC1.1 - COSO Principle 1: The entity demonstrates a commitment to integrity and ethical values.  

CC1.1.1 The Company has a documented 
Code of Conduct approved by 
management and accessible to all 
employees. All employees must 
accept the Code of Conduct upon 
hire. 

1. Inspected the entity's Code of 
Conduct to determine that the entity 
had a formal Code of Conduct 
approved by management and 
accessible to all employees. 
2. Obtained a population of new hires 
across the entire audit period and 
selected a sample according to our 
sampling guidance. 
3. Inspected and signed agreements 
for the selected sample of new hires 
during the audit period to determine 
whether it was acknowledged upon 
hiring. 

No exceptions 
noted. 

CC1.1.
1 

CC1.1.2 New hires are subjected to 
background and/or reference checks 
as a condition of their employment, 
as permitted by local laws. 

1. Obtained a population of new hires 
across the entire audit period and 
selected a sample according to our 
sampling guidance. 
2. For the sample selected, inspected 
evidence that a background check was 
completed for the new hire(s) prior to 
their start date. 

No exceptions 
noted. 

CC1.1.
2 

CC1.1.3 The company management 
demonstrates a commitment to 
integrity and ethical values. 

1. Obtained and inspected the Ethical 
Management Questionnaire to 
determine that it was signed by 
Company Management. 

No exceptions 
noted. 

CC1.1.
3 

CC1.2 - COSO Principle 2: The board of directors demonstrates independence from management and exercises 
oversight of the development and performance of internal control.  

CC1.2.2 The company management 
demonstrates a commitment to 
integrity and ethical values. 

1. Obtained and inspected the Ethical 
Management Questionnaire to 

No exceptions 
noted. 

CC1.2.
2 
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Trust 
Services 
Criteria 

Description of StrongestLayer, Inc.'s 
Controls 

Service Auditor Test of Controls Results of Service 
Auditor Test of 

Controls 
 

determine that it was signed by 
Company Management. 

CC1.3 - COSO Principle 3: Management establishes, with board oversight, structures, reporting lines, and 
appropriate authorities and responsibilities in the pursuit of objectives.  

CC1.3.1 The Company has a documented 
organization chart which outlines the 
roles, functional responsibilities and 
reporting lines for the entity 
personnel. 

1. Obtained and inspected the 
Organization Chart to determine that 
reporting lines, authorities, and 
responsibilities. 

No exceptions 
noted. 

CC1.3.
1 

CC1.3.2 The company management 
demonstrates a commitment to 
integrity and ethical values. 

1. Obtained and inspected the Ethical 
Management Questionnaire to 
determine that it was signed by 
Company Management. 

No exceptions 
noted. 

CC1.3.
2 

CC1.4 - COSO Principle 4: The entity demonstrates a commitment to attract, develop, and retain competent 
individuals in alignment with objectives.  

CC1.4.1 Job skill requirements/qualifications 
are documented in job descriptions, 
and candidates' abilities to meet 
these requirements are evaluated as 
part of the hiring and performance 
review processes. 

1. Inquire with Management to confirm 
that job requirements are evaluated 
during the hiring process. 
2. Obtain and inspect one sample of a 
job description to confirm that job 
requirements/skills are defined. 

No exceptions 
noted. 

CC1.4.
1 

CC1.4.2 New hires are subjected to 
background and/or reference checks 
as a condition of their employment, 
as permitted by local laws. 

1. Obtained a population of new hires 
across the entire audit period and 
selected a sample according to our 
sampling guidance. 
2. For the sample selected, inspected 
evidence that a background check was 
completed for the new hire(s) prior to 
their start date. 

No exceptions 
noted. 

CC1.4.
2 

CC1.4.3 The Company requires employees to 
complete the Security Awareness 
training at least annually. 

1. Obtained a population of current 
employees during the audit period and 
selected a sample according to our 
sampling guidance. 
2. Inspected evidence for selected 
employees to confirm that they 
completed the Security Awareness 
training within the last year. 

No exceptions 
noted. 

CC1.4.
3 

CC1.5 - COSO Principle 5: The entity holds individuals accountable for their internal control responsibilities in the 
pursuit of objectives.  

CC1.5.1 The Company Managers complete 
performance reviews for employees 
at least annually. 

1. Obtained a population of current 
employees during the audit period and 
selected a sample according to our 
sampling guidance. 
2. Inspected the performance review(s) 
for the selected sample of employees 
to determine that the performance 
review was conducted within the past 
year. 

No exceptions 
noted. 

CC1.5.
1 

CC1.5.2 The Company requires employees to 
complete the Security Awareness 
training at least annually. 

1. Obtained a population of current 
employees during the audit period and 
selected a sample according to our 
sampling guidance. 
2. Inspected evidence for selected 
employees to confirm that they 

No exceptions 
noted. 

CC1.5.
2 
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completed the Security Awareness 
training within the last year. 

CC1.5.3 The Company has a documented 
Code of Conduct approved by 
management and accessible to all 
employees. All employees must 
accept the Code of Conduct upon 
hire. 

1. Inspected the entity's Code of 
Conduct to determine that the entity 
had a formal Code of Conduct 
approved by management and 
accessible to all employees. 
2. Obtained a population of new hires 
across the entire audit period and 
selected a sample according to our 
sampling guidance. 
3. Inspected and signed agreements 
for the selected sample of new hires 
during the audit period to determine 
whether it was acknowledged upon 
hiring. 

No exceptions 
noted. 

CC1.5.
3 

CC2.0 - Communication and Information  

CC2.1 - COSO Principle 13: The entity obtains or generates and uses relevant, quality information to support the 
functioning of internal control.  

CC2.1.1 The Company performs continuous 
control activity monitoring through the 
use of a GRC Platform or manual 
controls testing to ensure controls 
are operating effectively. 

Inspected StrongestLayer, Inc.'s 
continuous control monitoring 
dashboard (or equivalent) to determine 
that the entity performs control 
monitoring to gain assurance that 
controls are in place and operating 
effectively. 

No exceptions 
noted. 

CC2.1.
1 

CC2.2 - COSO Principle 14: The entity internally communicates information, including objectives and responsibilities 
for internal control, necessary to support the functioning of internal control.  

CC2.2.1 The entity has approved security 
policies, and all employees accept 
these procedures when hired. 
Management also ensures that 
security policies are accessible to all 
employees. 

1. Obtained a population of new hires 
across the entire audit period and 
selected a sample according to our 
sampling guidance. 
2. Inspected the evidence of 
acknowledgement of security policies 
for the selected new hires. 

No exceptions 
noted. 

CC2.2.
1 

CC2.2.2 The Company requires employees to 
complete the Security Awareness 
training at least annually. 

1. Obtained a population of current 
employees during the audit period and 
selected a sample according to our 
sampling guidance. 
2. Inspected evidence for selected 
employees to confirm that they 
completed the Security Awareness 
training within the last year. 

No exceptions 
noted. 

CC2.2.
2 

CC2.3 - COSO Principle 15: The entity communicates with external parties regarding matters affecting the 
functioning of internal control.  

CC2.3.1 The company's security 
commitments are communicated to 
customers in Master Service 
Agreements (MSA) or Terms of 
Service (TOS). 

Inspected StrongestLayer, Inc.'s 
Master Service Agreement (MSA) or 
Terms of Service (TOS) to determine 
that the company and customer 
responsibilities are described in the 
agreements. 

No exceptions 
noted. 

CC2.3.
1 

CC2.3.2 The entity provides a process to 
external users for reporting security, 

Inspected StrongestLayer, Inc.'s 
support page to determine that the 

No exceptions 
noted. 

CC2.3.
2 
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confidentiality, integrity, and 
availability failures, incidents, 
concerns, and other complaints. 

entity provides a process to external 
users for reporting security, 
confidentiality, integrity, and availability 
failures, incidents, concerns, and other 
complaints. 

CC3.0 - Risk Assessment  

CC3.1 - COSO Principle 6: The entity specifies objectives with sufficient clarity to enable the identification and 
assessment of risks relating to objectives.  

CC3.1.1 The management formally 
documents and reviews the 
company’s commitments and the 
operational, reporting, and 
compliance objectives to ensure they 
align with the company’s objectives 
and are used as part of the annual 
risk assessment. 

Inspected StrongestLayer, Inc.'s risk 
assessment to determine that the 
management formally documents and 
reviews the company’s commitments 
and the operational, reporting, and 
compliance objectives to ensure they 
align with the company’s objectives and 
are used as part of the annual risk 
assessment. 

No exceptions 
noted. 

CC3.1.
1 

CC3.1.2 The company conducts an internal 
control review annually to ensure 
controls are functioning as expected. 

Inspected StrongestLayer, Inc.'s Vanta 
Dashboard to determine that the 
company conducts an internal control 
review annually to ensure controls are 
functioning as expected. 

No exceptions 
noted. 

CC3.1.
2 

CC3.2 - COSO Principle 7: The entity identifies risks to the achievement of its objectives across the entity and 
analyzes risks as a basis for determining how the risks should be managed.  

CC3.2.1 As part of the risk assessment, 
vulnerabilities and threats are 
identified corresponding to risks.  
With vendors and partners needed to 
conduct business in the Cloud, these 
entities are analyzed for potential 
vulnerabilities.  Risks are 
subsequently rated using a risk 
evaluation process and are 
documented in a risk register, along 
with mitigation strategies, for 
management review. 

Inspected StrongestLayer, Inc.'s risk 
assessment to determine that a risk 
assessment was completed on an 
annual basis and identified and ranked 
potential threats to the system. 

No exceptions 
noted. 

CC3.2.
1 

CC3.2.2 A systems inventory is maintained 
that includes physical devices and 
systems, virtual devices, software, 
data and data flows, external 
information systems, and 
organizational roles. 

Inspected StrongestLayer, Inc.'s 
systems inventory and determined that 
it is maintained and includes physical 
devices and systems, virtual devices, 
software, data and data flows, external 
information systems, and 
organizational roles. 

No exceptions 
noted. 

CC3.2.
2 

CC3.3 - COSO Principle 8: The entity considers the potential for fraud in assessing risks to the achievement of 
objectives.  

CC3.3.1 Management considers the potential 
for fraudulent activity as part of the 
annual risk review process. 

Inspected StrongestLayer, Inc.'s risk 
assessment to determine that 
management considers the potential for 
fraudulent activity as part of the annual 
risk review process. 

No exceptions 
noted. 

CC3.3.
1 
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CC3.4 - COSO Principle 9: The entity identifies and assesses changes that could significantly impact the system of 
internal control.  

CC3.4.1 As part of the risk management 
process, management considers the 
impact of changes to the system.  
Risks that are identified are rated 
using a risk evaluation process that 
accounts for changes in risk from the 
prior year and are formally 
documented. 

Inspected StrongestLayer, Inc.'s risk 
assessment to determine that, as part 
of the risk management process, 
management considers the impact of 
changes to the system.  Risks that are 
identified are rated using a risk 
evaluation process that accounts for 
changes in risk from the prior year and 
are formally documented. 

No exceptions 
noted. 

CC3.4.
1 

CC4.0 - Monitoring Activities  

CC4.1 - COSO Principle 16: The entity selects, develops, and performs ongoing and/or separate evaluations to 
ascertain whether the components of internal control are present and functioning.  

CC4.1.1 The Company continuously monitors 
to detect any security events, 
latency, network performance, and 
virtual server performance issues. 

1. Inspected the entity's monitoring 
dashboard (or equivalent) to determine 
that the entity continuously monitors to 
detect any security events, latency, 
network performance, and virtual 
server performance issues. 

No exceptions 
noted. 

CC4.1.
1 

CC4.1.2 Capacity monitoring is performed to 
ensure that the use of resources is 
within acceptable limits and below 
maximum utilization for a resource. 

Inspected StrongestLayer, Inc.'s 
monitoring dashboard to determine that 
capacity monitoring is performed to 
ensure that use of resources is within 
acceptable limits and below maximum 
utilization for a resource. 

No exceptions 
noted. 

CC4.1.
2 

CC4.2 - COSO Principle 17: The entity evaluates and communicates internal control deficiencies in a timely manner 
to those parties responsible for taking corrective action, including senior management and the board of directors, as 
appropriate. 

 

CC4.2.1 Control owners perform an annual 
self-evaluation of the effectiveness of 
controls, which are reviewed for 
management action and/or input to 
the risk management process. 

Inspected StrongestLayer, Inc.'s 
Annual Internal Control Self-
Assessment to determine that control 
owners perform an annual self-
evaluation of the effectiveness of 
controls, which are reviewed for 
management action and/or input to the 
risk management process. 

No exceptions 
noted. 

CC4.2.
1 

CC4.2.2 The entity provides a process to 
external users for reporting security, 
confidentiality, integrity, and 
availability failures, incidents, 
concerns, and other complaints. 

Inspected StrongestLayer, Inc.'s 
support page to determine that planned 
changes and updates are 
communicated as part of the 
development roadmap. 

No exceptions 
noted. 

CC4.2.
2 

CC5.0 - Control Activities  

CC5.1 - COSO Principle 10: The entity selects and develops control activities that contribute to the mitigation of 
risks to the achievement of objectives to acceptable levels.  

CC5.1.1 The Company makes changes as 
appropriate to address any identified 
risks. These issues are considered 
and prioritized as part of a regular 
development planning process.  
Assigned Control owners update 

Inspected StrongestLayer, Inc.'s risk 
assessment to determine that the 
company makes changes as 
appropriate to address any identified 
risks. These issues are considered and 
prioritized as part of a regular 

No exceptions 
noted. 

CC5.1.
1 



Description of Test of Controls and Results Thereof 

     
Colorado Springs, Colorado 30 

   

Trust 
Services 
Criteria 

Description of StrongestLayer, Inc.'s 
Controls 

Service Auditor Test of Controls Results of Service 
Auditor Test of 

Controls 
 

control activities to mitigate the risks 
identified during the annual risk 
assessment process. 

development planning process.  
Assigned Engineering owners develop 
control activities to mitigate the risks 
identified during the annual risk 
assessment process. 

CC5.2 - COSO Principle 11: The entity also selects and develops general control activities over technology to 
support the achievement of objectives.  

CC5.2.1 Assigned risk owners develop control 
activities over technology to support 
the achievement of objectives as an 
output from the risk assessment 
performed on an annual basis. 

Inspected StrongestLayer, Inc.'s risk 
assessment to determine that assigned 
risk owners develop control activities 
over technology to support the 
achievement of objectives as an output 
from the risk assessment performed on 
an annual basis. 

No exceptions 
noted. 

CC5.2.
1 

CC5.3 - COSO Principle 12: The entity deploys control activities through policies that establish what is expected and 
in procedures that put policies into action.  

CC5.3.1 Information system security and 
management policies are formally 
documented and reviewed on an 
annual basis, which identifies 
information required to support the 
functioning of internal control and 
achievement of objectives. 

Inspected StrongestLayer, Inc.'s 
information system security and 
management policies to determine that 
information system security and 
management policies are formally 
documented and reviewed on an 
annual basis that identifies information 
required to support the functioning of 
internal control and achievement of 
objectives. 

No exceptions 
noted. 

CC5.3.
1 

CC5.3.2 An employee sanction procedure is 
in place and documented within the 
employee handbook, communicating 
that an employee may be terminated 
for noncompliance with the 
handbook, code of conduct, or 
security policy. 

Inspected StrongestLayer, Inc.'s 
information system security and 
management policies to determine that 
an employee sanction procedure is in 
place and documented within the 
employee handbook, communicating 
that an employee may be terminated 
for noncompliance with the handbook, 
code of conduct, or security policy. 

No exceptions 
noted. 

CC5.3.
2 

CC6.0 - Logical and Physical Access Controls  

CC6.1 - The entity implements logical access security software, infrastructure, and architectures over protected 
information assets to protect them from security events to meet the entity's objectives.  

CC6.1.1 The company has established an 
Access Security Policy that governs 
access to systems and infrastructure. 

Obtained and inspected the Access 
Control Policy determine that the entity 
had a defined, formal access 
management process that governs 
access to systems and infrastructure. 

No exceptions 
noted. 

CC6.1.
1 

CC6.1.2 The in-scope systems and 
applications are configured to 
enforce minimum password 
requirements. 

Inspected StrongestLayer, Inc.'s 
password configurations to determine 
that the in-scope systems and 
applications are configured to enforce 
minimum password requirements. 

No exceptions 
noted. 

CC6.1.
2 

CC6.2 - Prior to issuing system credentials and granting system access, the entity registers and authorizes new 
internal and external users whose access is administered by the entity. For those users whose access is 
administered by the entity, user system credentials are removed when user access is no longer authorized. 

 

CC6.2.1 New hire access is granted based on 
job responsibility and is requested, 

1. Obtained a population of new hires 
across the entire audit period and 

No exceptions 
noted. 

CC6.2.
1 
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documented, and authorized by 
management prior to the start date. 

selected a sample according to our 
sampling guidance. 
2. For the sample selected, inspected 
evidence that the new hire's access 
was properly approved prior to their 
start date. 

CC6.2.2 Access changes are properly 
approved. 

1. Obtained a population of access 
changes across the entire audit period 
and selected a sample according to our 
sampling guidance. 
2. For the sample selected, inspected 
evidence that the access change was 
properly approved. 

No events to test. 
Note: Testing of the 
control activity 
disclosed that the 
control was suitably 
designed and that 
no access changes 
occurred during the 
review period. 

CC6.2.
2 

CC6.2.3 Terminated user access rights are 
disabled by IT following termination 
notification from HR. All access 
changes, including terminations, are 
documented and tracked in the Help 
Desk ticket system. 

1. Obtained a population of terminated 
users across the entire audit period and 
selected a sample according to our 
sampling guidance. 
2. For the sample selected, inspected 
evidence that the terminated user's 
access was properly removed in a 
timely manner. 

No exceptions 
noted. 

CC6.2.
3 

CC6.2.4 User access roles and privileges are 
reviewed and approved or updated 
by management on an annual basis. 

Inspected StrongestLayer, Inc.'s annual 
user access review to determine that 
annual reviews of the entity's critical 
systems and associated user access 
rights were performed to ensure access 
was appropriate or to modify access 
where required. 

No exceptions 
noted. 

CC6.2.
4 

CC6.3 - The entity authorizes, modifies, or removes access to data, software, functions, and other protected 
information assets based on roles, responsibilities, or the system design and changes, giving consideration to the 
concepts of least privilege and segregation of duties, to meet the entity's objectives. 

 

CC6.3.1 User access roles and privileges are 
reviewed and approved or updated 
by management on an annual basis. 

Inspected StrongestLayer, Inc.'s annual 
user access review to determine that 
annual reviews of the entity's critical 
systems and associated user access 
rights were performed to ensure access 
was appropriate or to modify access 
where required. 

No exceptions 
noted. 

CC6.3.
1 

CC6.4 - The entity restricts physical access to facilities and protected information assets (for example, data center 
facilities, backup media storage, and other sensitive locations) to authorized personnel to meet the entity's 
objectives. 

 

CC6.4.1 The Company does not operate any 
physical hardware such as servers 
and network devices but rather uses 
subservice organizations and relies 
on its own controls for physical 
access. 

Not Applicable - Control is Carved Out Control is 
implemented and 
maintained by 
subservice 
organizations. 

CC6.4.
1 

CC6.5 - The entity discontinues logical and physical protections over physical assets only after the ability to read or 
recover data and software from those assets has been diminished and is no longer required to meet the entity's 
objectives. 

 

CC6.5.1 Media handling and disposal 
procedures are in place to guide 

Inspected StrongestLayer, Inc.'s data 
management policy to determine that 

No exceptions 
noted. 

CC6.5.
1 
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personnel in performing sanitization 
procedures on all accounts where 
production data resides so that data 
and software are unrecoverable prior 
to retiring the asset. 

media handling and disposal 
procedures are in place to guide 
personnel in performing sanitization 
procedures on all accounts where 
production data resides so that data 
and software are unrecoverable prior to 
retiring the asset. 

CC6.5.2 Electronic media containing 
confidential information are purged or 
destroyed in accordance with best 
practices, and certificates of 
destruction are issued for each 
device destroyed. 

1. Obtained a population of media 
disposals across the entire audit period 
and selected a sample according to our 
sampling guidance. 
2. For the sample selected, inspected 
evidence that the electronic media 
containing confidential information are 
purged or destroyed in accordance with 
best practices, and certificates of 
destruction are issued for each device 
destroyed. 

No events to test. 
Note: Testing of the 
control activity 
disclosed that the 
control was suitably 
designed and that 
no media or device 
disposal occurred 
during the review 
period. 

CC6.5.
2 

CC6.6 - The entity implements logical access security measures to protect against threats from sources outside its 
system boundaries.  

CC6.6.1 The Company perimeter protection 
systems are configured to deny 
unauthorized traffic from external 
sources and do not provide special 
access privileges to those outside of 
its hosted project. 

Inspected StrongestLayer, Inc.'s 
Firewall to determine that the perimeter 
protection systems are configured to 
deny unauthorized traffic from external 
sources and do not provide special 
access privileges to those outside of its 
hosted project. 

No exceptions 
noted. 

CC6.6.
1 

CC6.6.2 Web servers use TLS encryption for 
web communication sessions. 

Inspected StrongestLayer, Inc.'s 
Encryption to determine that web 
servers use TLS encryption for web 
communication sessions. 

No exceptions 
noted. 

CC6.6.
2 

CC6.7 - The entity restricts the transmission, movement, and removal of information to authorized internal and 
external users and processes, and protects it during transmission, movement, or removal to meet the entity's 
objectives. 

 

CC6.7.1 Encryption technologies such as 
VPN, TLS, and SFTP are used to 
protect communications and data 
during transmission. 

Inspected StrongestLayer, Inc.'s 
Encryption to determine that encryption 
technologies such as VPN, TLS, and 
SFTP are used to protect 
communications and data during 
transmission. 

No exceptions 
noted. 

CC6.7.
1 

CC6.7.2 The company has established an 
Access Security Policy that governs 
access to systems and infrastructure. 

Obtained and inspected the Access 
Control Policy determine that the entity 
had a defined, formal access 
management process that governs 
access to systems and infrastructure. 

No exceptions 
noted. 

CC6.7.
2 

CC6.8 - The entity implements controls to prevent or detect and act upon the introduction of unauthorized or 
malicious software to meet the entity's objectives.  

CC6.8.1 The company utilizes anti-malware 
software that is centrally managed 
and deployed on client machines and 
is monitored for unauthorized or 
malicious software installations. 

Inspected StrongestLayer, Inc.'s Anti-
Malware Protection to determine that it 
utilizes anti-malware software that is 
centrally managed and deployed on 
client machines and is monitored for 

No exceptions 
noted. 

CC6.8.
1 
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unauthorized or malicious software 
installations. 

CC6.8.2 The company has established an 
Access Security Policy that governs 
access to systems and infrastructure. 

Obtained and inspected the Access 
Control Policy determine that the entity 
had a defined, formal access 
management process that governs 
access to systems and infrastructure. 

No exceptions 
noted. 

CC6.8.
2 

CC7.0 - System Operations  

CC7.1 - To meet its objectives, the entity uses detection and monitoring procedures to identify (1) changes to 
configurations that result in the introduction of new vulnerabilities, and (2) susceptibilities to newly discovered 
vulnerabilities. 

 

CC7.1.1 The Company performs network 
vulnerability scans on at least an 
annual basis and remediates critical 
vulnerabilities identified in a timely 
manner. 

Inspected StrongestLayer, Inc.'s scan 
results and ongoing remediation to 
determine that vulnerability scans were 
performed at least annually to identify 
security issues and were remediated in 
a timely. 

No exceptions 
noted. 

CC7.1.
1 

CC7.1.2 Annual penetration testing is 
conducted by an independent third 
party on the network and on the 
Platform application. 

Inspected StrongestLayer, Inc.'s annual 
penetration testing to determine if it 
was conducted by an independent third 
party on the network and on the 
Platform application. 

No exceptions 
noted. 

CC7.1.
2 

CC7.2 - The entity monitors system components and the operation of those components for anomalies that are 
indicative of malicious acts, natural disasters, and errors affecting the entity's ability to meet its objectives; 
anomalies are analyzed to determine whether they represent security events. 

 

CC7.2.1 An Intrusion Detection System (or 
equivalent) is in place to alert 
personnel to unauthorized 
modifications of critical system files, 
configuration files, and content files. 

Inspected StrongestLayer, Inc.'s 
infrastructure monitoring configurations 
and monitoring rulesets to determine 
that an Intrusion Detection System (or 
equivalent) is in place to alert 
personnel to unauthorized 
modifications of critical system files, 
configuration files, and content files. 

No exceptions 
noted. 

CC7.2.
1 

CC7.3 - The entity evaluates security events to determine whether they could or have resulted in a failure of the 
entity to meet its objectives (security incidents) and, if so, takes actions to prevent or address such failures.  

CC7.3.1 IT Operations personnel review 
identified security events to 
determine impact and to recommend 
remediation, if necessary. 

Inspected StrongestLayer, Inc.'s 
security event tickets to determine that 
IT Operations personnel review 
identified security events to determine 
impact and to recommend remediation, 
if necessary. 

No events to test. 
Note: Testing of the 
control activity 
disclosed that the 
control was suitably 
designed and that 
no security events 
occurred during the 
review period. 

CC7.3.
1 

CC7.3.2 The company has incident response 
policies and processes documented 
to handle security and/or data breach 
incidents. 

Inspected StrongestLayer, Inc.'s 
Incident Response Policy to determine 
that the company has policies and 
processes documented to handle 
security and/or data breach incidents. 

No exceptions 
noted. 

CC7.3.
2 
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CC7.4 - The entity responds to identified security incidents by executing a defined incident-response program to 
understand, contain, remediate, and communicate security incidents, as appropriate.  

CC7.4.1 The company has incident response 
policies and processes documented 
to handle security and/or data breach 
incidents. 

Inspected StrongestLayer, Inc.'s 
Incident Response Policy to determine 
that the company has policies and 
processes documented to handle 
security and/or data breach incidents. 

No exceptions 
noted. 

CC7.4.
1 

CC7.4.2 Security and privacy incidents, 
including instances of 
noncompliance, are logged, tracked, 
resolved, and communicated to 
affected or relevant parties by 
management according to the 
company's security incident response 
policy and procedures. 

Inspected the security incident tickets 
to determine that security and privacy 
incidents, including instances of 
noncompliance, are logged, tracked, 
resolved, and communicated to 
affected or relevant parties by 
management according to the 
company's security incident response 
policy and procedures. 

No events to test. 
Note: Testing of the 
control activity 
disclosed that the 
control was suitably 
designed and that 
no security 
incidents occurred 
during the review 
period. 

CC7.4.
2 

CC7.5 - The entity identifies, develops, and implements activities to recover from identified security incidents.  

CC7.5.1 The company has recovery plans in 
place to provide processes for 
recovery systems as needed after 
incidents or other types of outages. 

Inspected StrongestLayer, Inc.'s 
Business Continuity Planning and 
Disaster Recovery Policy to determine 
that the company has recovery plans in 
place to provide processes for recovery 
systems as needed after incidents or 
other types of outages. 

No exceptions 
noted. 

CC7.5.
1 

CC8.0 - Change Management  

CC8.1 - The entity authorizes, designs, develops or acquires, configures, documents, tests, approves, and 
implements changes to infrastructure, data, software, and procedures to meet its objectives.  

CC8.1.1 Change requests are submitted via a 
Change Request form and are 
entered into a ticket system for 
tracking.  Management approval is 
obtained and documented in each 
change ticket. 

1. Obtained a population of access 
changes across the entire audit period 
and selected a sample according to our 
sampling guidance. 
 
2. For the samples selected, inspected 
the change tickets to determine that 
change requests are submitted via a 
Change Request form and are entered 
into a ticket system for tracking.  
Management approval is obtained and 
documented in the selected change 
tickets. 

No exceptions 
noted. 

CC8.1.
1 

CC8.1.2 The Platform application 
development and testing are done in 
separate environments from 
production. 

Inspected the production and 
development environment 
configurations to determine that the 
system application development and 
testing are done in separate 
environments from production. 

No exceptions 
noted. 

CC8.1.
2 

CC8.1.3 Change management policies and 
procedures are in place to guide 
personnel in the request, 
documentation, testing, and approval 
of changes.  The policies and 

Inspected StrongestLayer, Inc.'s 
Change Management / SDLC Policy & 
Procedure to determine that policies 
and procedures are in place to guide 
personnel in the request, 

No exceptions 
noted. 

CC8.1.
3 
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Service Auditor Test of Controls Results of Service 
Auditor Test of 

Controls 
 

procedures also outline the 
requirement for segregation of duties 
such that authorization, development, 
testing, and implementation are 
segmented functions within the 
process. 

documentation, testing, and approval of 
changes.  The policies and procedures 
also outline the requirement for 
segregation of duties such that 
authorization, development, testing, 
and implementation are segmented 
functions within the process. 

CC9.0 - Risk Mitigation  

CC9.1 - The entity identifies, selects, and develops risk mitigation activities for risks arising from potential business 
disruptions.  

CC9.1.1 The Company has developed a 
written business continuity plan and 
disaster recovery plan with 
procedures to protect against 
disruptions caused by an unexpected 
event. 

Inspected StrongestLayer, Inc.'s 
Business Continuity Planning and 
Disaster Recovery Policy to determine 
that the company has developed a 
written business continuity plan and 
disaster recovery plan with procedures 
to protect against disruptions caused 
by an unexpected event. 

No exceptions 
noted. 

CC9.1.
1 

CC9.2 - The entity assesses and manages risks associated with vendors and business partners.  

CC9.2.1 The Company management reviews 
the Annual SOC 2 report (or 
equivalent) for its hosted data center 
to confirm that outsourced controls 
are appropriately designed and 
operating effectively. 

Inspected StrongestLayer, Inc.'s SOC 2 
report and review to determine that the 
management reviews the annual SOC 
report for its hosted data center to 
confirm that outsourced controls are 
appropriately designed and operating 
effectively. 

No exceptions 
noted. 

CC9.2.
1 

CC9.2.2 A vendor management process is in 
place and requires a signed contract 
for vendors and includes (1) scope of 
services and product specifications, 
(2) roles and responsibilities, (3) 
compliance requirements, and (4) 
service levels where applicable. 

Inspected StrongestLayer, Inc.'s 
Vendor Review to determine that a 
vendor management process is in 
place and requires a signed contract for 
vendors and includes (1) scope of 
services and product specifications, (2) 
roles and responsibilities, (3) 
compliance requirements, and (4) 
service levels where applicable. 

No exceptions 
noted. 

CC9.2.
2 
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