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1 Contract Services: e-Discovery System    67300.00
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Please see the attached Exhibit A Pricing Page
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ADDITIONAL INFORMATION
Addendum No 2 is issued for the following reasons:

1) To Publish Vendor questions with the Agency's responses.

2) To modify the bid opening date from 3/5/25 to 3/7/25.

--no other changes--

INVOICE TO SHIP TO

DEPARTMENT OF 
ADMINISTRATION

WV OFFICE OF 
TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, 
BLDG 5 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON WV CHARLESTON WV

US US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 Contract Services: e-Discovery System   

Comm Code Manufacturer Specification Model #

43231511    

Extended Description:
Please see the attached Exhibit A Pricing Page

Please note: Vendor must provide Exhibit A Pricing Page with their submitted bid response.  Failure to do so will result in 
disqualification of your bid.

SCHEDULE OF EVENTS
Line Event Event Date
1 Questions are due by 3:00 p.m. 2025-02-18
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POWERED BY 
 
 

 March 4th, 2025 
 
Attn: BID CLERK 
Department of Administration 
Purchasing Division 
2019 Washington St E 
Charleston WV 25305 
 
 
To whom it may concern, 
 
LSP Data Solutions LLC, powered by Anvesa, provides eDiscovery and litigation technology 
services and software to both public and private sector clients of all scopes, industries, and sizes.  
We employ teams of experts with extensive relevant experience spanning a wide array of software 
platforms, data types and sizes, legal matters and investigations. Our services include data 
migration and management utilizing our cutting-edge SaaS solution, Anvesa, as well as end-to-end 
eDiscovery management, information governance consulting, legal hold, early case assessment 
(ECA), and forensic data collection. 
 
 

 
 
This submission is in response to the State of West Virginia’s Centralized Request for Quote 0231 
OOT2500000017 for Cybersecurity e-Discovery Software as a Service (OT25112).  Thank you for 
your consideration and we hope to work with your team on this project. 
 
Best Regards, 
 
 
 
Robert Chuey 
Cofounder and Managing Partner 
LSP Data Solutions, LLC 
202-924-1663 

Company Name LSP Data Solutions LLC 
Principle Address 1101 14th St NW, Suite 750 
City, State Zip Code Washington, D.C. 20005 
UEID JAQEKV58FTL3 
CAGE Code 9HXC8 
Website URL https://lspdata.com 
Principal Contact Name Robert Chuey 
E-Mail Address rchuey@lspdata.com 
Phone 202-924-1663 

mailto:rchuey@lspdata.com
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Company Overview  

LSP Data Solutions LLC (LSP) was founded by industry leaders with over 60 years of combined 
experience providing eDiscovery and litigation technology services to law firms, corporations and 
government entities. We’ve leveraged this experience to solve the lack of transparency and 
excessive cost that has continued to plague the eDiscovery industry. Our unique approach 
revolutionizes the discovery process for our clients, allowing them to focus on the practice of law 
rather than technology concerns.  

LSP partners with Anvesa to merge its industry-leading tools, functionality, and security with the 
unmatched service our company has become known for. Our expert teams of Litigation Support 
Professionals possess decades of experience in managing eDiscovery projects of all scopes and 
sizes, with clients including AM LAW 100 law firms, Fortune 500 companies, and government 
entities. LSP’s Litigation Support Managers, eDiscovery Project Managers, Managed Review 
Attorneys, and Technical Data Analysts have managed and migrated hundreds of terabytes of data, 
comprising billions of documents and utilizing a wide range of eDiscovery and Forensic software 
platforms including Anvesa, QuikData, EDT, Relativity, EclipseSE, FTK, Cellebrite, Oxygen Forensics, 
and more.   

By combining best-in-class technology with the expertise gained from handling thousands of 
complex matters, LSP prides itself in providing our clients with unparalleled service.  We believe our 
extensive relevant experience makes our company precisely suited to the scope of this Request for 
Quote.   
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eDiscovery System Overview & Architecture 

Overview 
LSP utilizes Anvesa, a cloud-native, AI-powered eDiscovery Software-as-a-Service (SaaS) 
platform designed to handle the end-to-end electronic discovery process, from data ingestion and 
processing to document review, production, and reporting. Built on Microsoft Azure, Anvesa 
leverages a scalable microservices architecture with Azure Kubernetes Service (AKS) for 
dynamic resource allocation, ensuring high performance, reliability, and security. 

Anvesa enables legal teams to e^iciently manage large volumes of electronically stored 
information (ESI) with self-service data loading, automated processing, advanced search and 
analytics, review, and production—all within a single platform. The system eliminates the need 
for third-party integrations, o^ering a seamless and fully automated workflow. 

 

Cloud-Native SaaS Architecture 
Key Architectural Features: 

• Multi-Tenant & Scalable Infrastructure: Supports multiple agencies and users with 
isolated, secure workspaces. 

• Azure Kubernetes Service (AKS): Auto-scaling compute and storage resources based on 
demand, ensuring seamless handling of high data volumes. 

• Microservices-Based Model: Each core function (processing, search, review, production) 
runs independently, allowing for parallel execution without bottlenecks. 

• Serverless Auto-Scaling: Eliminates the need for manual infrastructure management, 
ensuring cost e^iciency and high availability. 

• Geo-Redundant Storage: Ensures high availability and data resilience with replication 
across multiple Azure regions. 

• Role-Based Access Control (RBAC) & Single Sign-On (SSO): Provides granular permission 
settings and secure authentication. 

• Disaster Recovery & High Availability: Automated failover mechanisms ensure 
continuous operations with minimal downtime. 

 

Data Ingestion & Processing 
• Automated Bulk Ingestion: Supports PST, ZIP, NSF, PDF, emails, chat data, and forensic 

images. 

• Metadata & Text Extraction: Full-text indexing with optical character recognition (OCR) 
for scanned documents. 

• Embedded Object Processing: Extracts attachments and inline images from emails and 
documents. 
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• Data Culling & Filtering: Supports date range, custodian, keyword filtering, file type, and 
deduplication. 

• DeNIST & Near-Duplicate Detection: Identifies and removes redundant data to optimize 
review. 

 

Advanced Review Capabilities 
• Unified Search & Filtering: Boolean, fuzzy, proximity, wildcard, and AI-driven concept 

search. 

• Email Threading & Communication Graphs: Organizes conversations for e^icient 
contextual review. 

• Predictive Coding (TAR 2.0, TAR 3.0): AI-assisted document categorization and 
prioritization. 

• Interactive Review Dashboards: Tracks case progress and reviewer performance in real 
time. 

• Multi-Format Viewer: Supports native files, PDFs, multimedia, and structured data. 

• AI-Powered Redaction: Automated PII detection and redaction for documents, images, 
and spreadsheets. 

• Multi-Language Translation: In-platform language detection and translation. 
 

Production & Export 
• Self-Service Production: Users can generate productions in Native, TIFF, PDF, and Load 

File formats. 

• Automated QC & Validation: AI-driven error detection before final export. 

• Metadata Handling & Bates Stamping: Ensures compliance with legal requirements. 

• Load File Creation: Compatible with Relativity, Concordance, and other eDiscovery 
platforms. 

• Secure Data Delivery: Encryption-based export and API integrations for secure file 
transfers. 

 

Security, Compliance & Disaster Recovery 
• Data Encryption: AES-256 encryption for data at rest and in transit. 

• Multi-Factor Authentication (MFA) & Conditional Access: Enforces secure login 
mechanisms. 
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• Role-Based Access Control (RBAC): Ensures granular user permissions and access 
control. 

• SOC 2 Type II & ISO 27001 Certified: Aligns with FRCP, GDPR, HIPAA, and CCPA security 
standards. 

• Audit Logs & Chain of Custody: Ensures defensibility with a full history of user actions. 

• Automated Virus Scanning: Detects malware and ensures file integrity before ingestion. 

• Disaster Recovery & High Availability: 

o Cloud-native auto-scaling with Azure Kubernetes Service (AKS). 
o Geo-redundant storage for data resilience. 
o Automated backup, failover, and disaster recovery mechanisms. 

 

Performance & Scalability 
• Cloud-Native Deployment: Built on Azure Kubernetes Service (AKS) for optimal 

performance. 

• Auto-Scaling Compute & Storage: Dynamically allocates resources based on workload 
demand. 

• Microservices Architecture: Modular, containerized services for improved fault tolerance 
and maintainability. 

• Handles Large Data Volumes: Supports multi-petabyte storage capacity. 

• Processes Millions of Documents Simultaneously: Ensures fast and e^icient data 
handling. 

• Supports 50+ Concurrent Cases: Without degradation in speed or performance. 

• Elastic Storage & Compute: Scales automatically based on workload demands. 
 

Conclusion 
Anvesa’s cloud-native, AI-driven eDiscovery platform provides a highly scalable, secure, and fully 
integrated solution for processing, reviewing, and producing ESI. With self-service capabilities, 
robust analytics, and AI-powered automation, Anvesa ensures faster insights, lower costs, and 
greater e^iciency for legal teams handling complex litigation and regulatory investigations. 

By leveraging modern cloud technologies, auto-scaling microservices, and enterprise-grade 
security, Anvesa delivers a future-ready eDiscovery solution that meets the demands of today’s 
legal landscape. 
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System Administration & User Management 
Anvesa’s robust system administration and user management capabilities ensure scalability, 
security, and granular access control. With a cloud-native architecture built on Microsoft Azure, our 
platform enables e^icient user provisioning, workspace management, and role-based access 
controls while maintaining enterprise-grade security. 

 

User Management & Access Control 
• Unlimited User Seats – Anvesa supports an unlimited number of users for at least 12 

months, with licensing details covered in the pricing section. 

• Microsoft Obice 365 Single Sign-On (SSO) – Anvesa does not store user passwords; 
instead, authentication is seamlessly integrated with Microsoft 365 SSO, ensuring 
password less authentication. 

• Multi-Factor Authentication (MFA) & Conditional Access – Supports IP whitelisting for 
o^ice/home di^erentiation, enforcing MFA for external logins. 

• Role-Based Access Control (RBAC) – Granular permissions management, ensuring that 
users only have access to what they need. 

• User Group-Based Access Control (UGBAC) – Component-level security, allowing 
permissions to be defined at a functional level within the application. 

• Just-In-Time (JIT) Privileged Access – Minimizing standing administrative privileges to 
reduce insider threats and unauthorized access. 

• User Role Toggle – Administrators can toggle between roles to validate permissions, 
troubleshoot user access, and provide support. 

• Admin Controls for User & Data Management – Client administrators have full control 
over user creation, modifications, and removals, ensuring secure access management. 

 

Workspace & Configuration Management 
• Self-Service Workspace Creation – Administrators can independently create new 

workspaces, configure security settings, and allocate storage based on case requirements. 

• Independent Case Management – Each workspace is isolated from others, ensuring 
secure and independent configurations per case. 

• Customizable Permissions & Settings – Admins can set up custom user permissions, 
security policies, and data retention settings at the workspace level. 

• Audit Logs & Activity Tracking – Comprehensive audit logs ensure full visibility into user 
actions, permission changes, and system modifications. 
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Scalability & Performance 
• Scalable User Model – Users can be scaled up or down on a monthly basis, based on the 

selected pricing model. 

• High-Performance Infrastructure – Anvesa supports any number of users, leveraging a 
scalable Azure-based environment to dynamically allocate resources. 

• Cloud-Native Deployment – Built on Azure Kubernetes Service (AKS) for optimized 
performance and auto-scaling. 

 

Security & Compliance Enhancements 
• AES-256 Encryption at Rest & TLS Encryption in Transit – Ensuring maximum data 

protection. 

• Microsoft Defender for Cloud & Azure Security Center – Continuous threat detection, 
monitoring, and automated remediation. 

• Zero-Trust Security Model – Enforcing least privilege access across all users, preventing 
unauthorized access to sensitive case data. 

• Two-Factor Authentication (2FA) & Single Sign-On (SSO) – Ensuring secure access 
through enterprise authentication methods. 

• Automated Session Termination – Users are automatically logged out after inactivity, 
preventing unauthorized access. 

 

Conclusion 
Anvesa’s scalable and secure user management framework ensures e^icient administration, 
robust security, and flexible licensing options. By leveraging Microsoft 365 SSO, RBAC, MFA, and 
audit logging, we provide seamless access control while maintaining enterprise-grade compliance. 
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Data Loading & Processing 
Anvesa’s cloud-native Processing Tool is designed to handle high-volume electronic discovery 
with scalability, automation, and accuracy at its core. Built on Azure’s scalable infrastructure, 
Anvesa supports self-service ingestion, metadata extraction, automated processing, and 
flexible export options to meet the needs of legal teams handling complex cases. 

 

Scalable & High-Performance Processing Engine 
Anvesa’s processing engine is built to handle large-scale ingestion, processing, and filtering 
while ensuring maximum performance and ebiciency. 

• Azure-Powered Scalability: Auto-scales compute and storage resources to accommodate 
increasing workloads. 

• Multi-Stage Processing: Includes Discovery, Processing, and Export phases, ensuring a 
structured and ebicient workflow. 

• Self-Service UI: Users can ingest, process, and load data into Anvesa without backend 
intervention, making the system fully self-service and user-friendly. 

• Automated Error Handling & Reprocessing: Identifies corrupt, password-protected, or 
partially processed files and reattempts processing automatically. 

 

Bulk Data Ingestion & Multi-Layer Extraction 
Anvesa supports multiple file types and containerized data formats, ensuring seamless 
ingestion from diverse sources: 

• Email Data: PST, MBOX, NSF, MSG, EML. 

• Compressed Archives: ZIP, 7z, RAR, TAR (including nested containers within PSTs, MSGs, 
or ZIP files). 

• Structured & Unstructured Data: O^ice documents, PDFs, images, videos, chat data. 

• Cloud & Enterprise Sources: OneDrive, SharePoint, Google Drive, AWS S3, Azure Blob. 

Key Features: 

• Deep Extraction of Attachments & Inline Images: Captures all email attachments, 
embedded icons, and inline images for complete email reconstruction. 

• Multi-Level Processing for Nested Containers: Ensures extraction of all files, even within 
deeply nested containers (e.g., PST inside PST, ZIP inside MSG). 

• Self-Service Uploads & Web-Based Drag-and-Drop: Users can upload and process data 
directly from the UI, eliminating the need for manual backend operations. 
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Automated Metadata Extraction & OCR Processing 
Anvesa ensures all documents are fully indexed and searchable upon ingestion: 

• Comprehensive Metadata Capture: Extracts file-level metadata (e.g., sender, recipient, 
timestamps, file size, hash values). 

• OCR for Scanned Documents & Handwritten Text: Converts image-based files, PDFs, 
and scanned documents into searchable text. 

• Embedded Object & Hidden Metadata Extraction: Detects attachments, track changes, 
comments, and hidden elements within documents. 

 

Data Culling & Filtering 
To optimize review workflows, Anvesa enables advanced filtering and de-duplication before 
document review: 

• Keyword & Boolean Filtering: Enables complex Boolean expressions, proximity search, 
and advanced keyword filtering. 

• Global & Custodial Deduplication: Eliminates redundant documents across multiple 
custodians and data sets. 

• DeNIST Processing: Removes non-relevant system files (e.g., Windows executables, logs) 
to reduce noise. 

• Date Range & Metadata-Based Filtering: Enables targeted early case assessment (ECA) 
by selecting relevant documents based on date, custodian, or metadata fields. 

 

Self-Service Processing Templates 
Anvesa allows users to standardize and streamline processing workflows using custom 
templates: 

• Pre-Configured & Custom Processing Profiles: Automate OCR, deduplication, metadata 
extraction, and indexing settings. 

• Repeatable & Standardized Workflows: Apply consistent processing rules across 
multiple matters and custodians. 

• Automated Load File Generation: Exports load files in DAT, CSV, and XML formats 
compatible with Relativity, Concordance, and Nuix. 
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High-Speed Processing & Export Capabilities 
Anvesa’s processing engine is optimized for speed and ebiciency, ensuring rapid turnaround for 
large-scale matters: 

• Parallel Processing Across Compute Nodes: Distributes workloads across Azure 
Kubernetes clusters for high-throughput performance. 

• Processing Speed of Up to 1TB per Job: Ensures scalability for massive litigation 
matters without performance degradation. 

• Multi-Format Export: Supports PDF, TIFF, Native, and Load File formats for seamless 
production. 

• Automated Production Readiness: Ensures all metadata, redactions, and privilege logs 
are accurately captured before export. 

 

Why Anvesa for Data Loading & Processing? 
ü End-to-End Self-Service: Users can ingest, process, filter, and load data with minimal 

intervention. 
ü AI-Driven Automation: Advanced deduplication, metadata extraction, and culling 

reduce review workloads. 
ü Cloud-Native Scalability: Auto-scales compute and storage to handle 1M+ documents 

per case. 
ü Optimized for Large-Scale Matters: Handles complex nested containers, multi-format 

exports, and automated error handling. 
ü Secure & Compliant: Adheres to FRCP, GDPR, CCPA, ensuring full audit trails and 

defensibility. 

Anvesa’s powerful data ingestion and processing engine provides high-speed, automated, and 
scalable solutions for legal teams handling large volumes of ESI, ensuring faster insights, 
reduced costs, and ebicient eDiscovery workflows. 
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Document Review & Advanced Analytics 
 

Fast & Scalable Review Environment 
Anvesa’s cloud-native eDiscovery platform is designed for high-performance document review, 
supporting concurrent cases, each with over 1 million documents, without performance 
degradation. Leveraging Azure Kubernetes Service (AKS) and an auto-scaling infrastructure, 
Anvesa dynamically adjusts compute resources to ensure a seamless review experience, even 
under heavy workloads. 

Key features of Anvesa’s review environment include: 

• High-Speed Document Rendering: Instant document loading and rendering across 
multiple file types. 

• Batch Review Management: E^icient document allocation to reviewers with real-time 
progress tracking. 

• Customizable Review Workspaces: Users can organize and manage documents with 
flexible foldering and tagging options. 

• Secure, Multi-Tenant Access: Role-based access control (RBAC) ensures ethical walls and 
permissions for di^erent teams. 

 

Advanced Search & Analytics 
Anvesa provides powerful search capabilities that go beyond basic keyword searches, ensuring 
users can locate relevant documents with precision. 

Advanced Search Features: 

• Boolean Search – Supports AND, OR, NOT operators for precise query construction. 

• Proximity & Fuzzy Search – Finds terms within a specific range and accommodates 
variations in spelling. 

• Stemming & Wildcard Searches – Extends searches to variations of root words and 
unknown characters. 

• Concept Search – AI-driven contextual search that retrieves conceptually relevant 
documents. 

Email Threading & Communication Graphs 

• Threaded Email Review – Automatically groups related emails to maintain contextual 
integrity. 
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• Communication Graphs – Visualizes communication patterns across custodians, helping 
identify key players in litigation. 

 

AI-Assisted Review & Predictive Analytics 
Anvesa integrates advanced AI and Technology-Assisted Review (TAR) methodologies to optimize 
the document review process: 

• Predictive Coding (TAR 2.0, TAR 3.0) – AI models prioritize relevant documents, reducing 
manual review time. 

• Topic & Document Clustering – AI-powered thematic grouping for enhanced review 
e^iciency. 

• Near-Duplicate Detection – Identifies and groups similar documents to minimize 
redundant review e^orts. 

• Active Learning – Continuously refines AI models based on reviewer decisions, improving 
classification accuracy. 

 

Visual Analytics: Word Clouds & Email Subject Cloud 
Anvesa provides visual insights into document sets through dynamic data visualization tools, 
making it easier to uncover trends and key themes. 

• Word Cloud: Generates a real-time visual representation of the most frequently occurring 
words within the dataset. 

• Email Subject Cloud: Extracts and displays key terms from email subjects, enabling 
quick identification of important topics. 

These features enhance early case assessment (ECA) by surfacing critical case trends at a 
glance, allowing users to prioritize high-value documents. 

 

PII Detection & Redaction 
Anvesa ensures data privacy and compliance with built-in PII detection and automated redaction 
features. 

• Multi-Format Redaction: Supports redacting documents, images, and Excel 
spreadsheets. 

• Customizable Redaction Workflows: Users can create and apply redaction templates for 
consistency. 

• Audit Logging: Full transparency and tracking of redaction actions for defensibility. 
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Video & Audio Analysis 
Anvesa extends AI-powered analytics to multimedia content, enabling faster review of video and 
audio evidence. 

• Speech-to-Text Transcription: Converts spoken words into searchable text. 

• Scene Detection & Emotion Analysis: Identifies key moments, speakers, and sentiment in 
videos. 

• Keyword & Concept Extraction: AI highlights important topics for faster review. 

 

Upcoming Generative AI Innovations in Anvesa 
Anvesa is continuously evolving, and our next-generation AI capabilities will redefine how legal 
teams interact with data: 

1. Generative AI-Based Search (Conversational Search) 

• LLM-Powered Chat Interface: Users can interact with documents using natural language 
queries instead of traditional keyword searches. 

• Contextual Understanding: AI understands case-specific context, delivering more 
precise search results. 

2. Enhanced Predictive Coding with LLMs 

• Self-Learning AI Models: Continuously improve classification accuracy by learning from 
reviewer decisions. 

• Intelligent Prioritization: Automatically ranks high-relevance documents, reducing time 
spent on non-essential reviews. 

 

Shaping the Future of eDiscovery with Anvesa 
Anvesa combines high-speed document review, advanced AI analytics, and scalable 
infrastructure to deliver an industry-leading eDiscovery experience. By automating document 
classification, search, and redaction, legal teams can reduce costs, accelerate case timelines, 
and maintain compliance with evolving regulations. 

With AI at its core, Anvesa enhances accuracy, reduces costs, and ensures compliance at every 
stage. Our commitment to innovation ensures your legal team stays ahead of the curve. 
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Production Module 

Anvesa’s Production Module is a self-service, scalable, and highly configurable solution designed 
for e^ortless, defensible, and e^icient document production. It o^ers seamless export options, 
automated quality control, and compliance-driven workflows, ensuring that legal teams can 
quickly generate and deliver productions with full auditability and security. 

 

Self-Service Production & Multi-Format Export 
Anvesa provides a completely self-service production workflow, allowing users to configure, 
validate, and finalize productions independently. The system supports: 

• Multi-Format Production Outputs: 

o TIFF Productions: Single-page and multi-page TIFF exports. 

o PDF Exports: Single-page searchable PDFs, multi-page searchable PDFs, and 
multi-page non-searchable PDFs. 

o Native File Productions: Exports documents in their original format to maintain 
authenticity. 

o Text & Load File Exports: Supports DAT, OPT,LFP ,CSV and LST load files with 
metadata fields, extracted text, and document tags for seamless integration with 
review platforms like Relativity, Nuix, and Concordance. 

• Customizable Production Settings: 

o Supports page-level previews before finalizing exports, ensuring accurate 
endorsement, Bates numbering, and redaction verification. 

o Configurable single-page vs. multi-page exports based on project requirements. 

• Automated Load File Generation: 

o Ensures industry-standard metadata formats to maintain compatibility with 
external review platforms. 

• Scalable Production Infrastructure: 

o Automatically scales computing power based on the size and complexity of the 
production set, ensuring rapid execution. 

o Allows users to run multiple productions in parallel without system degradation. 

• Secure Production Download & Delivery: 

o Completed productions are delivered via high-security download links, protected by 
SAS tokens with expiration controls for restricted access, which reduces the copy 
and upload time when sharing with the client. 
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Automated Bates Stamping, Endorsements, & Redaction Management 
Anvesa provides fully automated Bates stamping, endorsements, and redaction tools to ensure 
consistent document handling across all productions. 

• Bates Numbering & Custom Endorsements: 

o Configurable prefixes, subixes, numbering sequences, and positioning options. 

o Supports confidentiality labels, custom text stamps, and field-based 
endorsements. 

• Mass Redaction & Annotation Management: 

o Automated redactions for PII, privileged content, and sensitive information. 

o Supports metadata redaction and burn-in redactions for all exported formats. 

• Endorsement & Page-Level Preview: 

o Users can preview endorsements, Bates stamps, and redactions before 
executing production. 

 

Wizard-Driven Production Workflow & Pre-Production Validation 
Anvesa simplifies complex production workflows with an intuitive wizard-driven interface, 
guiding users through: 

1. Document Selection & Redaction Review: Ensures all confidential content is protected 
before finalizing export. 

2. Bates Numbering & Endorsements: Allows custom configurations for numbering 
schemes, branding, and legal markings. 

3. Production Format & Load File Selection: Users can choose TIFF, PDF, Native, and Load 
File formats with customizable metadata fields. 

4. Production Summary & Pre-Validation: 

o Comprehensive production summary displays document counts, redaction 
checks, and metadata validations before execution. 

o Detects missing fields, duplicate Bates numbers, and incomplete redactions, 
preventing errors before production is finalized. 

  



CRFQ 0231 OOT2500000017  LSP Data Solutions LLC 
Cybersecurity e-Discovery Software as a Service  (OT25112) 03/04/2025 

 16 

 

Privilege Log Creation & Legal Compliance 
Anvesa ensures privileged content is properly tracked, logged, and protected, maintaining full 
compliance with legal and regulatory requirements. 

• Automated Privilege Log Generation: 

o Tracks withheld or redacted documents, ensuring legal teams can justify 
exclusions. 

o Generates detailed logs with customizable privilege codes, reason fields, and 
attorney-client designation labels. 

• Audit Trail & Compliance Reports: 

o Comprehensive tracking of every user action, including redaction edits, privilege 
designations, and final export logs. 

o Compliance with FRCP, GDPR, CCPA, FOIA, and HIPAA ensures defensibility in 
legal proceedings. 

 

Why Choose Anvesa’s Production Module? 

ü Self-Service & Fully Automated: Users can independently configure, validate, and 
export productions without IT intervention. 

ü Flexible Export Options: Supports TIFF, PDF, Native, and Load File formats for industry-
standard compatibility. 

ü Defensible Bates Stamping & Redaction Workflows: Ensures accurate, consistent, and 
legally defensible document handling. 

ü Wizard-Driven, Error-Free Process: Pre-validation & production summaries eliminate 
costly errors before execution. 

ü Secure & Scalable Production: Auto-scales processing power and delivers productions 
via highly secure, SAS-protected download links. 

Anvesa’s Production Module provides unparalleled e^iciency, compliance, and security, ensuring 
legal teams can generate and deliver productions with confidence, speed, and precision. 
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Reporting and Analytics 

Anvesa empowers legal teams with real-time, actionable insights across data processing and 
review. Our platform provides granular, data-driven reports tailored to the needs of law firms, 
document review companies, corporations, and government agencies—ensuring transparency, 
e^iciency, and defensibility throughout the e-discovery lifecycle. 

 

Regular Status Reports on Data Processing and Review Progress: 
Anvesa Processing Tool Reports: 

• Our processing tool generates detailed insights at every stage—Discovery, Processing, and 
Export—ensuring complete visibility into the data lifecycle. 

• Discovery Phase Reports include: 
o Deduplication statistics: Breakdown of unique and duplicate documents. 

o File type classification: Extension-wise breakdown for document categorization. 

o Processing progress: Live tracking of processing completion percentage and 
document counts. 

• Custodian and Job-Level Reporting: 
o For each custodian and job, Anvesa provides a comprehensive summary of: 

§ Number of discovered, processed, and exported documents. 

§ Total number of exports conducted. 

o Reports can also be generated at the matter level for consolidated insights across 
multiple jobs. 

Review Progress Reports: 

• Batch Review Status Reports: 

o Tracks assigned and unassigned documents, as well as their review status (e.g., in 
review, on hold, unreviewed). 

• Usage Reports: 

o Provides user-based metrics over a selected date range, including: 
§ Total and exact review usage time. 

§ Total views, unique views, and average views per hour. 

§ Total page views, bulk edits, and unique edits per hour. 

• Additional Review Reports: 

o Privilege Report 

o Document Audit Report 
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o PII Report 

o Overturn Report 

o Unviewed Document Report 

o Video Faces Report 

o Each report is designed for granular analysis, ensuring in-depth tracking and 
compliance oversight. 

 

Analytics on Data Volumes, Review Speeds, and Key Metrics: 
Anvesa provides real-time analytics on: 

• Data Volumes: 
o Tracks total documents ingested, processed, and reviewed per job, custodian, or 

across matters. 

• Review Speeds: 
o Measures reviewer performance, including average documents reviewed per hour 

and batch completion times. 

• Key Metrics: 
o Provides insights into reviewer decisions, overturn trends, PII detection rates, and 

more. 

 

Customizable Dashboards for Real-Time Project Monitoring: 
• Dynamic Review Dashboards: 

o Our interactive dashboards track document review progress, customizable with 
facetable fields for tailored insights. 

• Drill-Down Analytics: 
o Users can click on any parameter to further refine and analyze specific aspects of 

the dataset. 

• Search Synchronization: 
o Maintains search consistency across modules, allowing users to apply saved 

searches seamlessly throughout workflows. 

• Timeline Tracking: 
o Enables teams to log and track key events, ensuring smooth project management 

and review execution. 
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Conclusion: Why Anvesa? 
• End-to-End Transparency: Our platform ensures full visibility into processing and review, 

enabling informed decision-making. 

• Ebiciency-Driven Analytics: Optimized performance tracking to enhance workflows and 
eliminate bottlenecks. 

• Customizable and Scalable: Tailored dashboards and reports designed to fit diverse client 
needs. 

• Industry Compliance: Supports best practices in line with FRCP, GDPR, and CCPA 
standards. 

By leveraging Anvesa’s robust reporting and analytics framework, clients can maximize operational 
e^iciency, ensure defensibility, and drive informed legal strategy with confidence. 
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Security & Compliance 
Security is embedded at every layer of Anvesa’s cloud-native e-discovery platform and serves as 
a foundational pillar of our solution. Fully deployed on Microsoft Azure, we leverage its 
comprehensive security features while adhering to stringent regulatory and industry standards. Our 
zero-trust security model ensures data confidentiality, integrity, and availability throughout the 
e-discovery lifecycle. With robust encryption protocols, strict access controls, and continuous 
compliance monitoring, we proactively safeguard client data, ensuring adherence to industry 
regulations and corporate security mandates. 

 

Current Security Measures 
1. Security Protocols and Certifications 

Anvesa benefits from Microsoft Azure’s highly secure cloud infrastructure, inheriting its 
extensive security compliance and certifications, including: 
 
ü ISO/IEC 27001 – International standard for Information Security Management Systems 

(ISMS). 
ü SOC 1, SOC 2, and SOC 3 – Compliance for service organizations with critical security 

controls. 
ü FedRAMP Moderate – Ensuring compliance for handling federal data where applicable. 
ü GDPR and HIPAA Compliance – Adhering to global data privacy and protection 

regulations. 
ü Microsoft Defender for Cloud – Continuous threat detection and automated 

remediation. 
ü Azure Security Center – Proactive security posture management across all Azure 

services. 

Additionally, Anvesa implements strict user access management controls, including: 

ü Multi-Factor Authentication (MFA) with Conditional Access – Supports IP whitelisting 
for seamless login from o^ice locations while enforcing MFA for external access. 

ü Microsoft-backed Single Sign-On (SSO) – All authentication and password 
management are fully controlled by the customer’s Microsoft account, ensuring 
enterprise-grade security. 

ü Azure Role-Based Access Control (RBAC) – Granular access management across all 
Azure resources and services, ensuring users only access what they need. 

ü Encryption at rest and in transit using AES-256 and TLS protocols to ensure the highest 
level of data security 
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2. Penetration Testing & Vulnerability Assessments 

Anvesa has undergone rigorous penetration testing and vulnerability assessments 
conducted by an ISO-certified third-party security firm, ensuring the highest level of 
security. Testing methodology follows: 

ü OWASP Top 10 – Protection against critical web application security risks. 
ü SANS Top 25 – Identification and mitigation of dangerous software vulnerabilities. 
ü API Security Testing – Endpoint integrity protection against unauthorized access. 
ü Zero-Day Threat Simulation – Testing resilience against unknown vulnerabilities. 
ü Logical Checks & Application-Specific Validations – Custom security assessments 

for platform robustness. 

As a result, Anvesa has successfully obtained a "Safe to Host" certification, confirming our 
adherence to industry best practices and secure deployment readiness. 

3. Disaster Recovery & Business Continuity 

Ensuring business continuity is critical in litigation support. Anvesa has a resilient disaster 
recovery (DR) strategy that provides: 

ü Cloud-native auto-scaling with Azure Kubernetes Service (AKS). 

ü Geo-redundant storage for data resilience and multi-region failover. 

ü Automated backup and failover mechanisms ensuring near-zero downtime. 

ü Regular disaster recovery (DR) testing – Validating Recovery Time Objectives (RTOs) 
and Recovery Point Objectives (RPOs) to meet SLA commitments. 

ü Immutable backup policies and versioning – Ensuring data integrity for litigation and 
compliance purposes. 

4. Cloud-Native Security Advantages 

Anvesa is a fully cloud-native application, eliminating the need for traditional virtual 
machines, which often introduce security risks related to patching, OS management, and 
misconfigurations. This approach provides: 

ü Seamless auto-scaling and auto-patching with no server maintenance overhead. 
ü Security recommendations and real-time monitoring from Azure Security Center. 
ü Automatic updates and compliance enhancements, ensuring continuous alignment 

with evolving regulations. 

By default, Anvesa services are monitored, patched, and secured via Azure’s infrastructure, 
ensuring a highly secure, reliable, and scalable environment without requiring traditional server or 
virtual machine management. 
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Future Security Roadmap 
Anvesa continuously strengthens its security framework to stay ahead of emerging threats and 
compliance requirements. Over the next 12-24 months, it is focused on implementing the following 
enhancements: 

1. AI-Powered Threat Detection & Automated Response 
• Introducing AI-driven behavioral analytics to detect anomalies and potential insider 

threats. 
• Implementing automated response workflows for faster containment of security 

incidents. 
2. Zero-Trust Expansion & Continuous Authentication 

• Just-In-Time (JIT) access for critical operations, reducing standing administrative 
privileges. 

• Continuous authentication mechanisms, such as behavioral biometrics, to prevent 
credential-based attacks. 

3. Automated Compliance & Governance Enhancements 
• Strengthening AI-driven compliance automation to proactively detect and address 

regulatory changes. 
• Expanding governance policies beyond existing compliance frameworks (GDPR, 

HIPAA) to address new industry-specific mandates. 
4. Client-Controlled Encryption & Data Sovereignty 

• Implementing Client-Managed Encryption Keys (CMEK) to give enterprises more 
control over encryption and data sovereignty. 

• Enhancing data residency controls to align with evolving global privacy laws. 
5. Ongoing Penetration Testing & Security Hardening 

• Regular penetration testing of the Anvesa platform to identify and mitigate security 
vulnerabilities proactively. 

• Conducting third-party security assessments to validate Anvesa’s resilience against 
evolving cyber threats. 

6. Continuous Security Releases & Azure Security Best Practices 
• Implementing Microsoft Azure Security Recommendations across all services to 

improve Anvesa’s security posture. 
• Continuously applying Azure-backed security patches and updates to maintain a 

high Secure Score and adhere to Microsoft's best practices. 

 

Commitment to Security & Compliance Excellence 
Anvesa is committed to proactive security, regulatory compliance, and continuous innovation. 
Our security-first approach ensures that law firms, corporations, and government agencies can 
trust our platform to handle sensitive data with the highest level of protection. We remain 
committed to proactively evolving our security framework to counter emerging cyber threats, adapt 
to evolving regulations, and uphold the highest standards of data protection—solidifying Anvesa as 
a trusted partner in legal technology. 
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Migration and Implementation Services 

LSP Data has guided numerous organizations through the migration of active data projects 
employed on a range of eDiscovery platforms.  LSP’s broad experience in this area has earned us a 
reputation as experts in data migration, even being sought out to perform as technical support 
subcontractor for other eDiscovery software companies to assist their clients with their own 
migrations between systems. A successful migration between software platforms requires 
enormous attention to detail, and a dedication to a real-time problem-solving mentality. The most 
critical role is to quickly identify problems that are not readily transparent within the originating or 
target software environments.  

Use Case 
One example of LSP successfully performing complex data migration was as the Prime Contractor 
for a large national litigation matter involving dozens of pharmaceutical manufacturers, 
distributors, and national pharmacy retailers. The case involved over 15 terabytes of data, including 
emails, chat messages, financial records, transactional database data, marketing materials, and 
other data formats. LSP was responsible for managing the entire project including data collection 
and migration, processing, managed review, data analysis, production, and quality control.   

The data for this matter was migrated between two enterprise eDiscovery management and review 
software platforms during active litigation, requiring a tiered and well-documented process to 
ensure no deadlines were missed, and access to data during discovery was una^ected. LSP 
collaborated with the legal team to create a priority-driven plan to implement this data into the new 
system. The original system was kept online while the new platform was built and a rolling data 
ingestion populated. The plan included action and quality control items for various tasks, including: 
database creation, field set up, user account creation, tagging and coding setup and matching, 
data analysis from original database, export and backup processing, quality control of export 
package, import compatibility, field matching upon import, document matching upon import, text 
matching upon import, image matching upon import, extracted and OCR text indexing, viewer 
confirmation, coding and tagging field confirmation of imported data, search accuracy 
confirmation, and other items. Every step required confirmation by technical and project 
management team members to ensure client personnel were provided a seamless experience 
post-migration. With concurrent activity occurring while the migration was in progress, there were 
additional tasks necessary to ensure work product which was migrated as a final step. Much of this 
was performed outside normal business hours to ensure minimal downtime was experienced by 
the users, allowing them to access the new database the next business day with zero interruption to 
their workflow.   

The first step in the migration process was to collect and ingest the data from various client 
systems. This involved identifying all relevant data sources and using specialized software tools to 
extract and process the data. Tools used by LSP to collect data include Cellebrite UFED, FTK 
Imager, Magnet Axiom, Pinpoint Harvester, Tableau TD3 Imaging Hardware, BlackBagTechnologies 
Mac Collector, Microsoft 365 eDiscovery, and Rocket Remote Collector. The data was then 
processed and loaded into the document hosting platform for review by the team of attorneys and 
paralegals. The project also included hundreds of data sources of incoming document productions 
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from opposing firms. These incoming production volumes required extensive modifications to 
ensure they were complete and without error prior to loading into the document review platform. 
LSP sta^ identified errors with hundreds of production deliverables received from other service 
providers, and litigation support departments including: skipped bates numbers, missing or 
incorrect metadata fields, inaccurate delimiters for the load files, missing images, text and native 
files, corrupt files, and other issues. LSP’s eDiscovery Technology Team reported the identified 
errors to counsel, and recommended steps for remediations.    

Methodology 
LSP has migrated numerous projects that were in active litigation, requiring a tiered and well-
documented process to ensure timely responses to all deadlines, and access to data was 
una^ected. The process of migrating cases during open litigation requires communication, 
coordination, and documentation to safeguard a successful and painless experience.   

LSP will work with the attorneys and sta^ to a create priority driven plan to transition the data into 
the new system in a logical, e^icient and methodical manner. Through the migration process the 
original system can be kept online and active. LSP would take all necessary steps to fast-track the 
migration process, being mindful of the financial impact on the client.  Accomplishing this requires 
a coordinated e^ort of the extensive experience of the LSP team along with the client. An 
implementation plan would include the following action items:   

• Database creation and quality control to ensure settings (de-duplication, time zone, 
etc.) are accurate.  

• Field set up and quality control for naming, field type, security, etc.  
• User access creation and permission controls.  
• Tagging and coding setup, matching field type, security, etc.  
• Coding panel creation, security, etc.  
• Data analysis from original database (document counts, work product, folder 

formats, saved searches, etc.)  
• Export and backup processing.  
• Quality control of export package.  
• Import compatibility analysis.  
• Field matching upon import and confirmation.   
• Document matching upon import.   
• Text matching upon import.   
• Image matching upon import.  
• Extracted and OCR text indexing.   
• Viewer confirmation (check random sampling and varied file types to ensure viewers 

accurately display documents.)  
• Coding and tagging field confirmation of imported data.  
• Search accuracy confirmation.  
• Redaction confirmation and accuracy.   
• Other items as necessary dependent on case and data specific needs.   
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Every step in the migration process requires coordination by the technical and project management 
team members to ensure a seamless experience post-migration. With the sensitive nature of 
eDiscovery data and privileged information, it is imperative that security permissions and work 
products are not compromised. Once the source database is no longer needed, LSP manages the 
appropriate destruction of data in all its forms (text, native files, images, database records, etc.) is 
purged using industry standards, with no capacity for retrieval.   

With concurrent activity occurring during the migration process, there are necessary additional 
steps that must be implemented to capture additional work product that was created. The work 
product created must be accounted for and accurately migrated to the target project in the 
new platform’s instance. Best practice is to perform the final steps outside normal business hours 
guaranteeing minimal downtime with zero interruption to users’ workflow.   

Training and Support 

LSP’s team of Project Managers and eDiscovery Consultants have decades of experience assisting 
clients with every phase of the EDRM and discovery process. Our dedicated sta^ of experts can 
assist on matters related to:  

• Legal hold and data retention  
• Custodian interviews  
• Digital Forensics and data collection  
• Data investigations  
• Data processing and ingestion  
• Third party custom data collection and integration for review  
• ESI Protocol creation and editing  
• Document review protocols and workflows  
• eDiscovery database set up and organization  
• Document production creation and customization  
• AI and Analytics technology adoption and use  

LSP provides around the clock Project Management support for legal teams and unlimited 
administrative and end-user training to cover the entire functionality of our eDiscovery solution, 
Anvesa, depending on the specific needs of the users.  

Training would primarily take place virtually and would be o^ered at any time a user needed to learn 
additional functions of the solution. In-person training sessions can also be scheduled as needed, 
in both group and one-on-one formats. Training subject matter would be tailored to the needs of the 
user(s) taking part in the session.  

LSP recommends numerous training sessions for users to develop familiarity with Anvesa’s 
software platform. Training sessions can be scheduled at varied times of day to accommodate 
users’ schedules. Additional one-on-one training sessions can be provided upon user request.  

 

LSP’s team of experts will be available to support legal teams as needed to ensure full access and 
successful implementation, including: 
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• Collaborating with the legal team on the data parameters for existing case data to be 
migrated.  

• Communicating with the legal team on case specifications and database setup parameters 
required to ensure a seamless transition.  

• Communicate with sta^ regarding timelines to ensure project deadlines are met.  

• Consult on and provide cost-saving archived storage for idle projects as needed.  

• Identify follow-up opportunities for additional knowledge base sessions.  
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Section Description Unit of Measure Estimated 
Quantity

 Unit Cost Extended Cost

4.1.1 Contract Item #1: Unlimited Concurrent user license for e-discovery SaaS LS 1.00 -$  $  INCLUDED

4.12
Contract Item #2:  One (1) Gigabyte Data e-Discovery SaaS usage Monthly 
Charge(data must rounded to the nearest whole gigabyte for billing/ auditing 
purposes see section 4.1.9) 

EA 100.00 $  3.00 250.00$  

4.1.7
Contract Item #3: Live individualized Agency virtual training session for up to 25 
users per session (See specifications section 4.1.7 for further details) EA 1.00 -$  $ INCLUDED

4.1.7.4
Contract Item #4:  e-Discovery SaaS access to an online knowledge base or help 
center. LS 1.00 -$  $

4.1.7.5 Contract Item #5: Initial Setup and configuration of eDiscovery SaaS LS 1.00 -$  $

4.1.7.7 Contract Item #6: e-Discovery SaaS Project Management HR 100.00 150.00$  15,000.00$  

4.1.8 Contract Item #7: e-Discovery SaaS Technical Support HR 100.00 -$  $

4.1.7.6 Contract Item #8: Maintenance and Support Year 1 LS 1.00 -$  $

4.1.1
Optional Renewal Year 2: Contract Item #1: Unlimited Concurrent user license 
for e-discovery SaaS LS 1.00 -$  $

4.12
Optional Renewal Year 2: Contract Item #2:  One (1) Gigabyte Data e-Discovery 
SaaS usage Monthly Charge(data must rounded to the nearest whole gigabyte for 
billing/ auditing purposes see section 4.1.9) 

EA 100.00 $  3.50 300.00$  

4.1.7
Optional Renewal Year 2:Contract Item #3: Live individualized Agency virtual 
training session for up to 25 users per session (See specifications section 4.1.7 for 
further details)

EA 1.00 -$  $

4.1.7.4
Optional Renewal Year 2: #4:  e-Discovery SaaS access to an online knowledge 
base or help center. LS 1.00 -$  $

4.1.7.5
Optional Renewal Year 2: Contract Item #5: Initial Setup and configuration of 
eDiscovery SaaS LS 1.00 -$  $

4.1.7.7
Optional Renewal Year 2: Contract Item #6: e-Discovery SaaS Project 
Management HR 100.00 160.00$  16,000.00$  

4.1.8
Optional Renewal Year 2: Contract Item #7: e-Discovery SaaS Technical 
Support HR 100.00 $

4.1.7.6 Optional Renewal Year 2: Contract Item #8: Maintenance and Support Year 1 LS 1.00 -$  $

4.1.1
Optional Renewal Year 3: Contract Item #1: Unlimited Concurrent user license 
for e-discovery SaaS LS 1.00 -$  $

4.12
Optional Renewal Year 3: Contract Item #2:  One (1) Gigabyte Data e-Discovery 
SaaS usage Monthly Charge(data must rounded to the nearest whole gigabyte for 
billing/ auditing purposes see section 4.1.9) 

EA 100.00 $  4.00 350.00$  

4.1.7
Optional Renewal Year 3:Contract Item #3: Live individualized Agency virtual 
training session for up to 25 users per session (See specifications section 4.1.7 for 
further details)

EA 1.00 -$  $

4.1.7.4
Optional Renewal Year 3: #4:  e-Discovery SaaS access to an online knowledge 
base or help center. LS 1.00 -$  $

4.1.7.5
Optional Renewal Year 3: Contract Item #5: Initial Setup and configuration of 
eDiscovery SaaS LS 1.00 -$  $

4.1.7.7
Optional Renewal Year 3: Contract Item #6: e-Discovery SaaS Project 
Management HR 100.00 170.00$  17,000.00$  

4.1.8
Optional Renewal Year 3: Contract Item #7: e-Discovery SaaS Technical 
Support HR 100.00 $

4.1.7.6 Optional Renewal Year 3: Contract Item #8: Maintenance and Support Year 1 LS 1.00 -$  $

4.1.1
Optional Renewal Year 4: Contract Item #1: Unlimited Concurrent user license 
for e-discovery SaaS LS 1.00 -$  $

4.12
Optional Renewal Year 4: Contract Item #2:  One (1) Gigabyte Data e-Discovery 
SaaS usage Monthly Charge(data must rounded to the nearest whole gigabyte for 
billing/ auditing purposes see section 4.1.9) 

EA 100.00 $  4.50 400.00$  

4.1.7
Optional Renewal Year 4:Contract Item #3: Live individualized Agency virtual 
training session for up to 25 users per session (See specifications section 4.1.7 for 
further details)

EA 1.00 -$  $

4.1.7.4
Optional Renewal Year 4: #4:  e-Discovery SaaS access to an online knowledge 
base or help center. LS 1.00 -$  $

4.1.7.5
Optional Renewal Year 3: Contract Item #5: Initial Setup and configuration of 
eDiscovery SaaS LS 1.00 -$  $

4.1.7.7
Optional Renewal Year 4: Contract Item #6: e-Discovery SaaS Project 
Management HR 100.00 180.00$  18,000.00$  

4.18
Optional Renewal Year 4: Contract Item #7: e-Discovery SaaS Technical 
Support HR 100.00 $

4.1.7.6 Optional Renewal Year 4: Contract Item #8: Maintenance and Support Year 1 LS 1.00 -$  $

Contract will be evaluated on all lines but only awarded on first year. Renewal options for years 2, 3, and 4 will be initiated by the Agency, agreed to by the Vendor and processed by the West Virginia Purchasing Division as Change Orders for subsequent years.

Vendor Signature: Date:

EXHIBIT A – Pricing Page
eDiscovery SaaS - (OT25112)

Total Cost 67,300.00$     

03/04/2025
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