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Department of Administration
Purchasing Division
2019 Washington Street East
Post Office Box 50130
Charleston, WV 25305-0130

State of West Virginia
Solicitation Response

Proc Folder: 1619671

Solicitation Description: Addendum No 1 Cybersecurity/ Privacy Training (OT25069)

Proc Type: Central Contract - Fixed Amt

Solicitation Closes Solicitation Response Version

2025-02-25 13:30 SR 0231 ESR02252500000005207 1

VENDOR

VS0000037191
NETWORKING FOR FUTURE INC

Solicitation Number: CRFQ 0231 OOT2500000016

Total Bid: 375000 Response Date: 2025-02-25 Response Time: 12:06:02

Comments: NFF is a KnowBe4 partner in good standing, and has been for several years.  NFF uses KnowBe4 internally, and is 
well-versed in KnowBe4's Security and Privacy Training platforms.  NFF can also provide both customization and 
technical support services, on an as-needed basis, at the rate of $187.50/hour.

FOR INFORMATION CONTACT THE BUYER
Toby L Welch
(304) 558-8802
toby.l.welch@wv.gov

Vendor
Signature X                                                                     FEIN#                                                       DATE
All offers subject to all terms and conditions contained in this solicitation
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Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
1 Privacy and Cybersecurity Training Solution 1.00000 YR 92250.000000 92250.00

Comm Code Manufacturer Specification Model #
43232502    

Commodity Line Comments: NFF is bidding the KnowBe4 Platform
KnowBe4 Part # KSATD-NJ12
KnowBe4  Cyber Security Awareness Training -
Diamond Subscription,  25,000 users, 12 month term
The Diamond subscription is customizable, and provides HIPAA privacy training content in the form of HIPAA 
training modules and newsletters.
NFF Professional Services is also available, on an as-needed basis, for additional customization and technical 
support, at the rate of $187.50 per hour.

Extended Description:
Specification 3.1.1.  Vendor must provide a Lump Sum Cost for Year One Contract Services.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
2 Privacy and Cybersecurity Training Solution- 

Optional YR2
1.00000 YR 93250.000000 93250.00

Comm Code Manufacturer Specification Model #
43232502    

Commodity Line Comments: NFF is bidding the KnowBe4 Platform
KnowBe4 Part # KSATD-NJ12
KnowBe4  Cyber Security Awareness Training -
Diamond Subscription,  25,000 users, 12 month term
The Diamond subscription is customizable, and provides HIPAA privacy training content in the form of HIPAA 
training modules and newsletters.
NFF Professional Services is also available, on an as-needed basis, for additional customization and technical 
support, at the rate of $187.50 per hour.

Extended Description:
Specification 3.1.3.  Vendor must provide a Lump Sum Cost for Year Two Contract Services.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
3 Privacy and Cybersecurity Training Solution- 

Optional YR3
1.00000 YR 94250.000000 94250.00

Comm Code Manufacturer Specification Model #
43232502    

Commodity Line Comments: NFF is bidding the KnowBe4 Platform
KnowBe4 Part # KSATD-NJ12
KnowBe4  Cyber Security Awareness Training -
Diamond Subscription,  25,000 users, 12 month term
The Diamond subscription is customizable, and provides HIPAA privacy training content in the form of HIPAA 
training modules and newsletters.
NFF Professional Services is also available, on an as-needed basis, for additional customization and technical 
support, at the rate of $187.50 per hour.

Extended Description:
Specification 3.1.3.  Vendor must provide a Lump Sum Cost for Year Three Contract Services.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
4 Privacy and Cybersecurity Training Solution- 

Optional YR4
1.00000 YR 95250.000000 95250.00
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Comm Code Manufacturer Specification Model #
43232502    

Commodity Line Comments: NFF is bidding the KnowBe4 Platform
KnowBe4 Part # KSATD-NJ12
KnowBe4  Cyber Security Awareness Training -
Diamond Subscription,  25,000 users, 12 month term
The Diamond subscription is customizable, and provides HIPAA privacy training content in the form of HIPAA 
training modules and newsletters.
NFF Professional Services is also available, on an as-needed basis, for additional customization and technical 
support, at the rate of $187.50 per hour.

Extended Description:
Specification 3.1.3.  Vendor must provide a Lump Sum Cost for Year Four Contract Services.



700 12th Street NW, Suite 700

 Networking For Future (NFF), Inc.

VS0000037191

Washington, DC
U.S.A.  20005

  Kevin J. Reith

54-1819774  02 / 24 / 2025
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Kevin Reith, Sales Director – WV State/Local/Education 

233-D Heavner Avenue,  Elkins, WV  26241

(202) 304-9030    /    (202) 783-9019

kreith@nffinc.com
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 Networking For Future (NFF), Inc.
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2. DEFINITIONS: The terms listed below shall have the meanings assigned to them below. 

Additional definitions can be found in section 2 of the General Terms and Conditions. 

3. GENERAL REQUIREMENTS: 

3.1  Mandatory Contract Item Requirements: Contract Item must 
meet or exceed the mandatory requirements listed below. 

 

3.1.1  Custom Privacy and Cybersecurity Training Solution  

3.1.1.1  The Privacy and Cybersecurity Training Solution must be an 

adaptive curriculum for Cybersecurity (Information Security) and Privacy 

training. The State of West Virginia must be able to customize the training topics. 

 

3.1.1.2  The Privacy and Cybersecurity Training Solution must provide 

integration with the State's current Active Directory environment. 

 

3.1.1.3  The Privacy and Cybersecurity Training Solution must have 

editable modules for the following topics, at a minimum: 

 

3.1.1.3.1 Understanding Security Threats  

3.1.1.3.2 Security Responsibilities  

3.1.1.3.3 Physical Threats  

3.1.1.3.4 Emergency Preparation  

3.1.1.3.5 Securing Work Areas and Resources  

3.1.1.3.6 Access Controls  

3.1.1.3.7 Safe Computing and Electronic Threats  

3.1.1.3.8 Social Engineering Threats  

3.1.1.3.9 Password Guidelines  

3.1.1.3.10 Safe Remote and Mobile Computing  

3.1.1.3.11 Acceptable Use  

3.1.1.3.12 Phishing Identification and Prevention  

3.1.1.3.13 Physical Security and Emergency Preparation  



3.1.1.3.14 Responsible Social Networking  

3.1.1.3.15 Protecting and Handling Data  

3.1.1.3.16 Records Management and Data Classification  

3.1.1.3.17 Privacy Awareness and Privacy Principles (PII)  

3.1.1.3.18 Complying with PCI-DSS  

3.1.1.3.19 Complying with HIPAA  

3.1.1.3.20 Understanding PII  

3.1.1.3.21 Social Engineering  

3.1.1.3.22 Identity Theft  

3.1.1.3.23 Incident Reporting  

3.1.1.3.24 HIPAA Training, including:  

3.1.1.3.24.1 What is HIPAA?  

3.1.1.3.24.2 Personal Health Identifying Information  

3.1.1.3.24.3 Covered Entities  

3.1.1.3.24.4 HIPAA Privacy Rule  

3.1.1.3.24.5 HIPAA Security Rule?  

3.1.1.3.24.6 HIPPA Enforcement Rule?  

3.1.1.3.24.7 HIPAA Breach Notification Rule?  

3.1.1.3.24.8 The Importance of Confidentiality  

3.1.1.3.24.9 The Minimum Necessary Standard  

3.1.1.3.24.10 Business Associate Agreements  

3.1.1.3.24.11 Patient Rights  

3.1.1.4  The Privacy and Cybersecurity Training Solution must have the 

option to include Role Based Training. 

 



3.1.1.5  The Privacy and Cybersecurity Training Solution must support 

25,000 active employees and on-site contractors. 

 

3.1.1.6  The Privacy and Cybersecurity Training Solution must be hosted 

in an LMS that is compatible with a SCORM 2.0 or higher. 

 

3.1.1.7  LMS must allow for additional 3 rd party SCORM compliant 

courses to be uploaded. 

 

3.1.1.8  LMS must be able to integrate with Microsoft Lightweight 

Directory Access Protocol (LDAP). 

 

3.1.1.9  The Privacy and Cybersecurity Training Solution must be 

branded with the West Virginia State Seal and Office of Technology Logos. 

 

3.1.1.10 The Privacy and Cybersecurity Training Solution must contain 

appropriate images to the training content and contain West Virginia-specific 

graphics. 

 

3.1.1.11 The Privacy and Cybersecurity Training Solution must contain a 

customer customizable "Resources" section. 

 

3.1.1.12 The Privacy and Cybersecurity Training Solution must generate 

optional Certificates of Completion 

 

3.1.1.13 The Privacy and Cybersecurity Training Solution must provide 

options for course rollout assistance, specifically: 

 

3.1.1.13.1 Launching an entire course  

3.1.1.13.2 Launching sections of a course  

3.1.1.13.3 Noting students as "passed" or "failed"  

3.1.1.13.4 Pass or failed percentage or score must be customizable.  

3.1.1.14 The Privacy and Cybersecurity Training Solution must allow 

knowledge checks and graded assessments 

 

3.1.1.15 The Privacy and Cybersecurity Training Solution must have a 

targeted length of at least 30 minutes, and no more than 45 minutes, of education 

content. 

 



3.1.1.16 The Privacy and Cybersecurity Training Solution must provide a 

phishing simulator along with training if an end user fails the phishing 

simulation. 

 

3.1.1.17 The Phishing Simulator must have predesigned and editable 

phishing templates for users conducting the simulation. 

 

3.1.1.17.1 Customization must be included for the email message itself 

along with; attachments and web address the end user will click on. 

 

3.1.1.17.2 Predesigned templates must mimic current real-world phishing 

attacks. 

 

3.1.1.18 The phishing simulator must support multi-factor authentication 

for log-in. 

 

3.1.1.19 The phishing simulator must integrate with Microsoft 

Lightweight Directory Access Protocol (LDAP). 

 

3.1.1.20 Provide reports, visualizations and graphs showing user 

interactions. 

 

3.1.1.20.1 Reports must be able to be exported to popular file formats for 

distribution such as .pdf, .csv, .xlsx, etc. 

 

3.1.1.20.2 Reports must be able to generate reports for specific end-users or 

specific state. 

 

3.1.1.21 The phishing simulator must support automation for creating 

future tests and automatically launching them on the specified date. 

 

3.1.1.22 The phishing simulator must also include a reporting option for 

the end users to report phishing emails and track the reporting statistics for testing 

campaigns. 

 

3.1.1.22.1 The reporting option must be able to be utilized for all phishing 

emails reported to the Office of Technology. 

 

3.1.1.22.2 Be sure to describe and list all tools or processes that can be used 

to analyze malicious email with the reporting tool. 

 



3.1.1.23 The phishing simulator must have the ability to test for user input 

(i.e. the user clicks on a link and provides requested information to "scammers") 

 

3.1.1.24 The phishing simulator must support attachments.  

3.1.1.25 The phishing simulator must be able to provide, at a minimum, 
statistics on: users that clicked links and/or visited sites, provided credentials, 
opened or forwarded the email, time stamps for interactions, phishing training 
and test results. 

 

3.1.1.26 The phishing simulator must support phishing campaigns up to 

5,000 users/email addresses. 

 

3.1.1.27 The phishing simulator must have end-user education options in 

the form of an educational landing page, reply email, or training module. 

 
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