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Department of Administration State of West Virginia

Purchasing Division P
2019 Washington Street East Solicitation Response

Post Office Box 50130
Charleston, WV 25305-0130

Proc Folder: 1398250

Solicitation Description: Lottery Networking Equipment

Proc Type: Central Purchase Order
Solicitation Closes Solicitation Response Version
2024-04-11 13:30 SR 0705 ESR04112400000005934 1
VENDOR
VS0000020783

PRESIDIO NETWORKED SOLUTIONS LLC

Solicitation Number: CRFQ 0705 LOT2400000010
Total Bid: 31256.68999999999869032762944 Response Date: 2024-04-11
Comments:

Response Time:

08:43:21

FOR INFORMATION CONTACT THE BUYER
Brandon L Barr

304-558-2652

brandon.l.barr@wv.gov

Vendor
Signature X FEIN#

DATE

All offers subject to all terms and conditions contained in this solicitation

Date Printed:  Apr 11, 2024 Page: 1

FORM ID: WV-PRC-SR-001 2020/05




Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
1 Network Routers 6.00000 EA 2598.890000 15593.34

Comm Code Manufacturer Specification Model #

43222609

Commodity Line Comments: Presidio is unable to give specific ETA. We are able to provide delivery between 0-90 days.
Extended Description:

See Specifications, Exhibit A - Pricing Page

and Exhibit B - Product List for more detail

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
2 Network Switches - 48 Ports 1.00000 EA 4374.950000 4374.95

Comm Code Manufacturer Specification Model #

43222612

Commodity Line Comments:
Extended Description:
Network Switches - 48 Ports

Presidio is unable to give specific ETA. We are able to provide delivery between 0-90 days.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
3 Network Switches - 24 Ports 3.00000 EA 1195.900000 3587.70

Comm Code Manufacturer Specification Model #

43222612

Commodity Line Comments:

Extended Description:
Network Switches - 24 Ports

Presidio is unable to give specific ETA. We are able to provide delivery between 0-90 days.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
4 Network Switches - 8 Ports 14.00000 EA 458.850000 6423.90

Comm Code Manufacturer Specification Model #

43222612

Commodity Line Comments:

Extended Description:
Network Switches - 8 Ports

Presidio is unable to give specific ETA. We are able to provide delivery between 0-90 days.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
5 Transceiver Modules 24.00000 EA 53.200000 1276.80

Comm Code Manufacturer Specification Model #

43222600

Commodity Line Comments: Presidio is unable to give specific ETA. We are able to provide delivery between 0-90 days.

Date Printed: ~ Apr 11, 2024 Page: 2 FORM ID: WV-PRC-SR-001 2020/05




Extended Description:
Transceiver Modules

Date Printed: ~ Apr 11, 2024 Page: 3 FORM ID: WV-PRC-SR-001 2020/05



Department of Administration State of West V|rg|n|a

Purchasing Division :
2019 Washington Street East Centralized Request for Quote

Post Office Box 50130 Equipment
Charleston, WV 25305-0130

Proc Folder: 1398250

Doc Description: Lottery Networking Equipment

Proc Type: Central Purchase Order

Reason for Modification:

Date Issued Solicitation Closes Solicitation No

Version

2024-03-26 2024-04-11  13:30 CRFQ 0705 LOT2400000010

1

BID RECEIVING LOCATION

BID CLERK

DEPARTMENT OF ADMINISTRATION
PURCHASING DIVISION

2019 WASHINGTON ST E
CHARLESTON WV 25305

us

VENDOR

Vendor Customer Code: 68968
Vendor Name : Presidio Networked Solutions LLC

Address : Presidio Networked Solutions LLC

Street : 1 Penn Center West, Suite 210

City : Pittsburgh

State : PA Country : United States

Principal Contact : Daniel Vietmeier

Vendor Contact Phone: 412-720-5196 Extension:

Zip :

15276

FOR INFORMATION CONTACT THE BUYER
Brandon L Barr

304-558-2652
brandon.l.barr@wv.gov

Vendor sl —
Signatu re X Erik Hayko (Aprg, 2024 13:46 CDT) FEIN# 58-1667655

DATE 4/9/2024

All offers subject to all terms and conditions contained in this solicitation

Date Printed:  Mar 26, 2024 Page: 1

FORM ID: WV-PRC-CRFQ-002 2020/05




ADDITIONAL INFORMATION

The West Virginia Purchasing Division is soliciting bids on behalf of the West Virginia Lottery to establish a contract for Lottery
Networking Equipment per the terms and conditions, Exhibit A and B, and specifications as attached.

INVOICE TO SHIP TO
LOTTERY LOTTERY
PO BOX 2067 900 PENNSYLVANIA AVE
CHARLESTON wv CHARLESTON WV
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 Network Routers 6.00000 EA $2,598.89 $15,593.34
Comm Code Manufacturer Specification Model #
43222609 Fortinet HW FG-100F FG-100F
3 Year 24x7 FC SVC FC-10-F100F-247-02-36

Extended Description:
See Specifications, Exhibit A - Pricing Page
and Exhibit B - Product List for more detail

3 Year 24x7 FC SVC

INVOICE TO SHIP TO

LOTTERY LOTTERY

PO BOX 2067 900 PENNSYLVANIA AVE

CHARLESTON WV CHARLESTON WV

us UsS

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
2 Network Switches - 48 Ports 1.00000 EA $4,374.95 $4.374.95
Comm Code Manufacturer Specification Model #

43222612 Fortinet HW FS-448E-FPOE FS-448E-FPOE

FC-10-S448F-247-02-36

Extended Description:
Network Switches - 48 Ports

Date Printed:  Mar 26, 2024

Page: 2

FORM ID: WV-PRC-CRFQ-002 2020/05




INVOICE TO SHIP TO
LOTTERY LOTTERY
PO BOX 2067 900 PENNSYLVANIA AVE
CHARLESTON Y CHARLESTON WV
us uUs
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
3 Network Switches - 24 Ports 3.00000 EA $1,195.90 $3,587.70
Comm Code Manufacturer Specification Model #
43222612 Fortinet HW FS-124F-FPOE ES-124F-FPOE
3 Year 24x7 FC SVC FC-10-S124F-247-02-36
Extended Description:
Network Switches - 24 Ports
INVOICE TO SHIP TO
LOTTERY LOTTERY
PO BOX 2067 900 PENNSYLVANIA AVE
CHARLESTON Y CHARLESTON WV
us uUs
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
4 Network Switches - 8 Ports 14.00000 EA $458.85 $6,423.90
Comm Code Manufacturer Specification Model #
43222612 Fortinet HW FS-108F-FPOE I
3 Year 24x7 FC SVC FC-10-S124F-247-02-36
Extended Description:
Network Switches - 8 Ports
INVOICE TO SHIP TO
LOTTERY LOTTERY
PO BOX 2067 900 PENNSYLVANIA AVE
CHARLESTON Y CHARLESTON WV
us Us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
5 Transceiver Modules 24.00000 EA $53.20 $1,276.80
Comm Code Manufacturer Specification Model #
43222600 Fortinet 1GE SFP SX TRANSCEIVERS FR-TRAN-SX

Extended Description:
Transceiver Modules

SCHEDULE OF EVENTS
Date Printed:  Mar 26, 2024

Page: 3 FORM ID: WV-PRC-CRFQ-002 2020/05




Event Event Date
Questions due by April 4th, 2024 at 10:00am ET 2024-04-04

o [
E
)

Date Printed:  Mar 26, 2024 Page: 4 FORM ID: WV-PRC-CRFQ-002 2020/05



INSTRUCTIONS TO VENDORS SUBMITTING BIDS

1. REVIEW DOCUMENTS THOROUGHLY: The attached documents contain a solicitation
for bids. Please read these instructions and all documents attached in their entirety. These
instructions provide critical information about requirements that if overlooked could lead to
disqualification of a Vendor’s bid. All bids must be submitted in accordance with the provisions

contained in these instructions and the Solicitation. Failure to do so may result in disqualification
of Vendor’s bid.

2. MANDATORY TERMS: The Solicitation may contain mandatory provisions identified by
the use of the words “must,” “will,” and “shall.” Failure to comply with a mandatory term in the
Solicitation will result in bid disqualification.

3. PREBID MEETING: The item identified below shall apply to this Solicitation.
A pre-bid meeting will not be held prior to bid opening

[] A MANDATORY PRE-BID meeting will be held at the following place and time:

All Vendors submitting a bid must attend the mandatory pre-bid meeting. Failure to attend the
mandatory pre-bid meeting shall result in disqualification of the Vendor’s bid. No one
individual is permitted to represent more than one vendor at the pre-bid meeting. Any
individual that does attempt to represent two or more vendors will be required to select one
vendor to which the individual’s attendance will be attributed. The vendors not selected will
be deemed to have not attended the pre-bid meeting unless another individual attended on their
behalf.

An attendance sheet provided at the pre-bid meeting shall serve as the official document
verifying attendance. Any person attending the pre-bid meeting on behalf of a Vendor must list
on the attendance sheet his or her name and the name of the Vendor he or she is representing.

Additionally, the person attending the pre-bid meeting should include the Vendor’s E-Mail
address, phone number, and Fax number on the attendance sheet. It is the Vendor’s
responsibility to locate the attendance sheet and provide the required information. Failure to
complete the attendance sheet as required may result in disqualification of Vendor’s bid.

All Vendors should arrive prior to the starting time for the pre-bid. Vendors who arrive after the

starting time but prior to the end of the pre-bid will be permitted to sign in but are charged with
knowing all matters discussed at the pre-bid.

Revised 8/24/2023



Questions submitted at least five business days prior to a scheduled pre-bid will be discussed at
the pre-bid meeting if possible. Any discussions or answers to questions at the pre-bid meeting
are preliminary in nature and are non-binding. Official and binding answers to questions will be
published in a written addendum to the Solicitation prior to bid opening.

4. VENDOR QUESTION DEADLINE: Vendors may submit questions relating to this
Solicitation to the Purchasing Division. Questions must be submitted in writing. All questions
must be submitted on or before the date listed below and to the address listed below to be
considered. A written response will be published in a Solicitation addendum if a response is
possible and appropriate. Non-written discussions, conversations, or questions and answers
regarding this Solicitation are preliminary in nature and are nonbinding.

Submitted emails should have the solicitation number in the subject line.

Question Submission Deadline: Thursday, April 4th, 2024 by 10:00am ET

Submit Questions to: West Virginia Purchasing Division c/o Brandon Barr, Buyer
2019 Washington Street, East

Charleston, WV 25305

Fax: (304) 558-3970

Email: Brandon.L.Barr@wv.gov

5. VERBAL COMMUNICATION: Any verbal communication between the Vendor and any
State personnel is not binding, including verbal communication at the mandatory pre-bid
conference. Only information issued in writing and added to the Solicitation by an official
written addendum by the Purchasing Division is binding.

6. BID SUBMISSION: All bids must be submitted on or before the date and time of the bid
opening listed in section 7 below. Vendors can submit bids clectronically through wvOASIS, in
paper form delivered to the Purchasing Division at the address listed below either in person or by
courier, or in facsimile form by faxing to the Purchasing Division at the number listed below.
Notwithstanding the foregoing, the Purchasing Division may prohibit the submission of bids
electronically through wvOASIS at its sole discretion. Such a prohibition will be contained and
communicated in the wwOASIS system resulting in the Vendor’s inability to submit bids through
wvOASIS. The Purchasing Division will not accept bids, modification of bids, or addendum
acknowledgment forms via email. Bids submitted in paper or facsimile form must contain a
signature. Bids submitted in wvOASIS are deemed to be electronically signed.

Any bid received by the Purchasing Division staff is considered to be in the possession of the
Purchasing Division and will not be returned for any reason.

For Request for Proposal (“RFP”) Responses Only: Submission of a response to a Request for
Proposal is not permitted in wwOASIS. In the event that Vendor is responding to a request for
proposal, the Vendor shall submit one original technical and one original cost proposal prior to the
bid opening date and time identified in Section 7 below, plus N/A convenience
copies of each to the Purchasing Division at the address shown below. Additionally, the Vendor
should clearly identify and segregate the cost proposal from the technical proposal in a
separately sealed envelope.

Revised 8/24/2023



Bid Delivery Address and Fax Number:
Department of Administration, Purchasing Division
2019 Washington Street East

Charleston, WV 25305-0130

Fax: 304-558-3970

A bid submitted in paper or facsimile form should contain the information listed below on the
face of the submission envelope or fax cover sheet. Otherwise, the bid may be rejected by the
Purchasing Division.

VENDOR NAME:

BUYER: Brandon L. Barr

SOLICITATION NO.: CRFQ LOT2400000010
BID OPENING DATE: April 11th, 2024

BID OPENING TIME: 1:30pm ET

FAX NUMBER: (304) 558-3970

7. BID OPENING: Bids submitted in response to this Solicitation will be opened at the location
identified below on the date and time listed below. Delivery of a bid after the bid opening date
and time will result in bid disqualification. For purposes of this Solicitation, a bid is considered
delivered when confirmation of delivery is provided by wvOASIS (in the case of electronic
submission) or when the bid is time stamped by the official Purchasing Division time clock (in
the case of hand delivery).

Bid Opening Date and Time: April 11th, 2024 @ 1:30pm ET

Bid Opening Location: Department of Administration, Purchasing Division
2019 Washington Street East
Charleston, WV 25305-0130

8. ADDENDUM ACKNOWLEDGEMENT: Changes or revisions to this Solicitation will be
made by an official written addendum issued by the Purchasing Division. Vendor should
acknowledge receipt of all addenda issued with this Solicitation by completing an Addendum
Acknowledgment Form, a copy of which is included herewith. Failure to acknowledge addenda
may result in bid disqualification. The addendum acknowledgement should be submitted with
the bid to expedite document processing.

9. BID FORMATTING: Vendor should type or electronically enter the information onto its bid
to prevent errors in the evaluation. Failure to type or electronically enter the information may
result in bid disqualification.

Revised 8/24/2023



10. ALTERNATE MODEL OR BRAND: Unless the box below is checked, any model, brand,
or specification listed in this Solicitation establishes the acceptable level of quality only and 1s not
intended to reflect a preference for, or in any way favor, a particular brand or vendor. Vendors
may bid alternates to a listed model or brand provided that the alternate is at least equal to the
model or brand and complies with the required specifications. The equality of any alternate being
bid shall be determined by the State at its sole discretion. Any Vendor bidding an alternate model
or brand should clearly identify the alternate items in its bid and should include manufacturer’s
specifications, industry literature, and/or any other relevant documentation demonstrating the
equality of the alternate items. Failure to provide information for alternate items may be grounds
for rejection of a Vendor’s bid.

[[] This Solicitation is based upon a standardized commodity established under W. Va. Code §
5A-3-61. Vendors are expected to bid the standardized commodity identified. Failure to bid the
standardized commodity will result in your firm’s bid being rejected.

11. EXCEPTIONS AND CLARIFICATIONS: The Solicitation contains the specifications that
shall form the basis of a contractual agreement. Vendor shall clearly mark any exceptions,
clarifications, or other proposed modifications in its bid. Exceptions to, clarifications of, or
modifications of a requirement or term and condition of the Solicitation may result in bid
disqualification.

12. COMMUNICATION LIMITATIONS: In accordance with West Virginia Code of State
Rules §148-1-6.6, communication with the State of West Virginia or any of its employees
regarding this Solicitation during the solicitation, bid, evaluation or award periods, except
through the Purchasing Division, is strictly prohibited without prior Purchasing Division
approval. Purchasing Division approval for such communication is implied for all agency
delegated and exempt purchases.

13. REGISTRATION: Prior to Contract award, the apparent successful Vendor must be
properly registered with the West Virginia Purchasing Division and must have paid the $125 fee,
if applicable.

14. UNIT PRICE: Unit prices shall prevail in cases of a discrepancy in the Vendor’s bid.

15. PREFERENCE: Vendor Preference may be requested in purchases of motor vehicles or
construction and maintenance equipment and machinery used in highway and other
infrastructure projects. Any request for preference must be submitted in writing with the bid,
must specifically identify the preference requested with reference to the applicable subsection
of West Virginia Code § 5A-3-37, and must include with the bid any information necessary to
evaluate and confirm the applicability of the requested preference. A request form to help
facilitate the request can be found at: www.state.wv.us/admin/purchase/vrc/Venpref.pdf.

Revised 8/24/2023



15A. RECIPROCAL PREFERENCE: The State of West Virginia applies a reciprocal
preference to all solicitations for commodities and printing in accordance with W. Va. Code §
5A-3-37(b). In effect, non-resident vendors receiving a preference in their home states, will see
that same preference granted to West Virginia resident vendors bidding against them in West
Virginia. Any request for reciprocal preference must include with the bid any information
necessary to evaluate and confirm the applicability of the preference. A request form to help
facilitate the request can be found at: www.state.wv.us/admin/purchase/vrc/Venpref.pdf.

16. SMALL, WOMEN-OWNED, OR MINORITY-OWNED BUSINESSES: For any
solicitations publicly advertised for bid, in accordance with West Virginia Code §5A-3-

37 and W. Va. CSR § 148-22-9, any non-resident vendor certified as a small, women- owned, or
minority-owned business under W. Va. CSR § 148-22-9 shall be provided the same preference
made available to any resident vendor. Any non-resident small, women-owned, or minority-
owned business must identify itself as such in writing, must submit that writing to the Purchasing
Division with its bid, and must be properly certified under W. Va. CSR § 148-22-9 prior to
contract award to receive the preferences made available to resident vendors. Preference for a
non-resident small, women-owned, or minority owned business shall be applied in accordance
with W. Va. CSR § 148-22-9.

17. WAIVER OF MINOR IRREGULARITIES: The Director reserves the right to waive
minor irregularities in bids or specifications in accordance with West Virginia Code of State
Rules § 148-1-4.6.

18. ELECTRONIC FILE ACCESS RESTRICTIONS: Vendor must ensure that its
submission in wvOASIS can be accessed and viewed by the Purchasing Division staff
immediately upon bid opening. The Purchasing Division will consider any file that cannot be
immediately accessed and viewed at the time of the bid opening (such as, encrypted files,
password protected files, or incompatible files) to be blank or incomplete as context requires
and are therefore unacceptable. A vendor will not be permitted to unencrypt files, remove
password protections, or resubmit documents after bid opening to make a file viewable if those
documents are required with the bid. A Vendor may be required to provide document passwords
or remove access restrictions to allow the Purchasing Division to print or electronically save
documents provided that those documents are viewable by the Purchasing Division prior to
obtaining the password or removing the access restriction.

19. NON-RESPONSIBLE: The Purchasing Division Director reserves the right to reject the
bid of any vendor as Non-Responsible in accordance with W. Va. Code of State Rules § 148-1-
5.3, when the Director determines that the vendor submitting the bid does not have the capability
to fully perform or lacks the integrity and reliability to assure good-faith performance.”

20. ACCEPTANCE/REJECTION: The State may accept or reject any bid in whole, or in part
in accordance with W. Va. Code of State Rules § 148-1-4.5. and § 148-1-6.4.b.”

Revised 8/24/2023



21. YOUR SUBMISSION IS A PUBLIC DOCUMENT: Vendor’s entire response to the
Solicitation and the resulting Contract are public documents. As public documents, they will be
disclosed to the public following the bid/proposal opening or award of the contract, as required
by the competitive bidding laws of West Virginia Code §§ 5A-3-1 et seq., 5-22-1 et seq., and
5G-1-1 et seq. and the Freedom of Information Act West Virginia Code §§ 29B-1-1 et seq.

DO NOT SUBMIT MATERIAL YOU CONSIDER TO BE CONFIDENTIAL, A TRADE
SECRET, OR OTHERWISE NOT SUBJECT TO PUBLIC DISCLOSURE.

Submission of any bid, proposal, or other document to the Purchasing Division constitutes your
explicit consent to the subsequent public disclosure of the bid, proposal, or document. The
Purchasing Division will disclose any document labeled “confidential,” “proprietary,” “trade
secret,” “private,” or labeled with any other claim against public disclosure of the documents, to
include any “trade secrets” as defined by West Virginia Code § 47-22-1 et seq. All
submissions are subject to public disclosure without notice.

22. WITH THE BID REQUIREMENTS: In instances where these specifications require
documentation or other information with the bid, and a vendor fails to provide it with the bid,
the Director of the Purchasing Division reserves the right to request those items after bid
opening and prior to contract award pursuant to the authority to waive minor irregularities in
bids or specifications under W. Va. CSR § 148-1-4.6. This authority does not apply to
instances where state law mandates receipt with the bid.

23. EMAIL NOTIFICATION OF AWARD: The Purchasing Division will attempt to provide
bidders with e-mail notification of contract award when a solicitation that the bidder participated
in has been awarded. For notification purposes, bidders must provide the Purchasing Division
with a valid email address in the bid response. Bidders may also monitor wvOASIS or the
Purchasing Division’s website to determine when a contract has been awarded.

24. ISRAEL BOYCOTT CERTIFICATION: Vendor’s act of submitting a bid in response to
this solicitation shall be deemed a certification from bidder to the State that bidder is not currently
engaged in, and will not for the duration of the contract, engage in a boycott of Israel. This
certification is required by W. Va. Code § 5A-3-63.

Revised 8/24/2023



GENERAL TERMS AND CONDITIONS:

1. CONTRACTUAL AGREEMENT: Issuance of an Award Document signed by the
Purchasing Division Director, or his designee, and approved as to form by the Attorney
General’s office constitutes acceptance by the State of this Contract made by and between the
State of West Virginia and the Vendor. Vendor’s signature on its bid, or on the Contract if the
Contract is not the result of a bid solicitation, signifies Vendor’s agreement to be bound by and
accept the terms and conditions contained in this Contract.

2. DEFINITIONS: As used in this Solicitation/Contract, the following terms shall have the
meanings attributed to them below. Additional definitions may be found in the specifications
included with this Solicitation/Contract.

2.1. “Agency” or “Agencies” means the agency, board, commission, or other entity of the State
of West Virginia that is identified on the first page of the Solicitation or any other public entity
seeking to procure goods or services under this Contract.

2.2. “Bid” or “Proposal” means the vendors submitted response to this solicitation.

2.3. “Contract” means the binding agreement that is entered into between the State and the
Vendor to provide the goods or services requested in the Solicitation.

2.4. “Director” means the Director of the West Virginia Department of Administration,
Purchasing Division.

2.5. “Purchasing Division” means the West Virginia Department of Administration, Purchasing
Division.

2.6. “Award Document” means the document signed by the Agency and the Purchasing
Division, and approved as to form by the Attorney General, that identifies the Vendor as the
contract holder.

2.7. “Solicitation” means the official notice of an opportunity to supply the State with goods or
services that is published by the Purchasing Division.

2.8. “State” means the State of West Virginia and/or any of its agencies, commissions, boards,
etc. as context requires.

2.9. “Vendor” or “Vendors” means any entity submitting a bid in response to the

Solicitation, the entity that has been selected as the lowest responsible bidder, or the entity that
has been awarded the Contract as context requires.

Revised 8/24/2023



3. CONTRACT TERM; RENEWAL; EXTENSION: The term of this Contract shall be
determined in accordance with the category that has been identified as applicable to this
Contract below:

[[] Term Contract

Initial Contract Term: The Initial Contract Term will be for a period of
. The Initial Contract Term becomes effective on the effective start
date listed on the first page of this Contract, identified as the State of West Virginia contract cover
page containing the signatures of the Purchasing Division, Attorney General, and Encumbrance
clerk (or another page identified as ), and the Initial
Contract Term ends on the effective end date also shown on the first page of this Contract.

Renewal Term: This Contract may be renewed upon the mutual written consent of the Agency,
and the Vendor, with approval of the Purchasing Division and the Attorney General’s office
(Attorney General approval is as to form only). Any request for renewal should be delivered to the
Agency and then submitted to the Purchasing Division thirty (30) days prior to the expiration date
of the initial contract term or appropriate renewal term. A Contract renewal shall be in accordance
with the terms and conditions of the original contract. Unless otherwise specified below, renewal
of this Contract is limited to successive one (1) year periods or multiple
renewal periods of less than one year, provided that the multiple renewal periods do not exceed
the total number of months available in all renewal years combined. Automatic renewal of this
Contract is prohibited. Renewals must be approved by the Vendor, Agency, Purchasing Division
and Attorney General’s office (Attorney General approval is as to form only)

[] Alternate Renewal Term — This contract may be renewed for
successive year periods or shorter periods provided that they do not exceed
the total number of months contained in all available renewals. Automatic renewal of this
Contract is prohibited. Renewals must be approved by the Vendor, Agency, Purchasing
Division and Attorney General’s office (Attorney General approval is as to form only)

Delivery Order Limitations: In the event that this contract permits delivery orders, a delivery
order may only be issued during the time this Contract is in effect. Any delivery order issued
within one year of the expiration of this Contract shall be effective for one year from the date the
delivery order is issued. No delivery order may be extended beyond one year after this Contract
has expired.

[] Fixed Period Contract: This Contract becomes effective upon Vendor’s receipt of the notice
to proceed and must be completed within days.

Revised 8/24/2023



[] Fixed Period Contract with Renewals: This Contract becomes eftective upon Vendor’s
receipt of the notice to proceed and part of the Contract more fully described in the attached
specifications must be completed within days. Upon completion of the
work covered by the preceding sentence, the vendor agrees that:

[] the contract will continue for years;

[ ]the contract may be renewed for successive year
periods or shorter periods provided that they do not exceed the total number of months
contained in all available renewals. Automatic renewal of this Contract is prohibited.
Renewals must be approved by the Vendor, Agency, Purchasing Division and Attorney
General’s Office (Attorney General approval is as to form only).

One-Time Purchase: The term of this Contract shall run from the issuance of the Award
Document until all of the goods contracted for have been delivered, but in no event will this
Contract extend for more than one fiscal year.

[] Construction/Project Oversight: This Contract becomes effective on the effective start
date listed on the first page of this Contract, identified as the State of West Virginia contract
cover page containing the signatures of the Purchasing Division, Attorney General, and
Encumbrance clerk (or another page identified as ),
and continues until the project for which the vendor is providing oversight is complete.

[] Other: Contract Term specified in

4. AUTHORITY TO PROCEED: Vendor is authorized to begin performance of this contract on
the date of encumbrance listed on the front page of the Award Document unless either the box for
“Fixed Period Contract” or “Fixed Period Contract with Renewals” has been checked in Section 3
above. If either “Fixed Period Contract” or “Fixed Period Contract with Renewals™ has been checked,
Vendor must not begin work until it receives a separate notice to proceed from the State. The notice to
proceed will then be incorporated into the Contract via change order to memorialize the official date
that work commenced.

5. QUANTITIES: The quantities required under this Contract shall be determined in accordance
with the category that has been identified as applicable to this Contract below.

[] Open End Contract: Quantities listed in this Solicitation/Award Document are
approximations only, based on estimates supplied by the Agency. It is understood and agreed
that the Contract shall cover the quantities actually ordered for delivery during the term of the
Contract, whether more or less than the quantities shown.

[] Service: The scope of the service to be provided will be more clearly defined in the
specifications included herewith.

[[] Combined Service and Goods: The scope of the service and deliverable goods to be
provided will be more clearly defined in the specifications included herewith.
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One-Time Purchase: This Contract is for the purchase of a set quantity of goods that are
identified in the specifications included herewith. Once those items have been delivered, no
additional goods may be procured under this Contract without an appropriate change order
approved by the Vendor, Agency, Purchasing Division, and Attorney General’s office.

[ ] Construction: This Contract is for construction activity more fully defined in the
specifications.

6. EMERGENCY PURCHASES: The Purchasing Division Director may authorize the Agency
to purchase goods or services in the open market that Vendor would otherwise provide under this
Contract if those goods or services are for immediate or expedited delivery in an emergency.
Emergencies shall include, but are not limited to, delays in transportation or an unanticipated
increase in the volume of work. An emergency purchase in the open market, approved by the
Purchasing Division Director, shall not constitute of breach of this Contract and shall not entitle
the Vendor to any form of compensation or damages. This provision does not excuse the State
from fulfilling its obligations under a One-Time Purchase contract.

7. REQUIRED DOCUMENTS: All of the items checked in this section must be provided to the
Purchasing Division by the Vendor as specified:

[[] LICENSE(S) / CERTIFICATIONS / PERMITS: In addition to anything required under the
Section of the General Terms and Conditions entitled Licensing, the apparent successful Vendor
shall furnish proof of the following licenses, certifications, and/or permits upon request and in a
form acceptable to the State. The request may be prior to or after contract award at the State’s
sole discretion.

]

O

The apparent successful Vendor shall also furnish proof of any additional licenses or
certifications contained in the specifications regardless of whether or not that requirement is listed
above.
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8. INSURANCE: The apparent successful Vendor shall furnish proof of the insurance identified
by a checkmark below prior to Contract award. The insurance coverages identified below must
be maintained throughout the life of this contract. Thirty (30) days prior to the expiration of the
insurance policies, Vendor shall provide the Agency with proof that the insurance mandated
herein has been continued. Vendor must also provide Agency with immediate notice of any
changes in its insurance policies, including but not limited to, policy cancelation, policy
reduction, or change in insurers. The apparent successful Vendor shall also furnish proof of any
additional insurance requirements contained in the specifications prior to Contract award
regardless of whether that insurance requirement is listed in this section.

Vendor must maintain;

Commercial General Liability Insurance in at least an amount of: $1,000,000.00 per
occurrence.

[[] Automobile Liability Insurance in at least an amount of: per occurrence.

[JProfessional/Malpractice/Errors and Omission Insurance in at least an amount of:
per occurrence. Notwithstanding the forgoing, Vendor’s are not required to
list the State as an additional insured for this type of policy.

[ ] Commercial Crime and Third Party Fidelity Insurance in an amount of:

per occurrence.

[] Cyber Liability Insurance in an amount of: per occurrence.

[[] Builders Risk Insurance in an amount equal to 100% of the amount of the Contract.

[] Pollution Insurance in an amount of: per occurrence.

[] Aircraft Liability in an amount of: per occurrence.

[
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9. WORKERS’ COMPENSATION INSURANCE: Vendor shall comply with laws
relating to workers compensation, shall maintain workers’ compensation insurance when
required, and shall furnish proof of workers’ compensation insurance upon request.

10. VENUE: All legal actions for damages brought by Vendor against the State shall be brought
in the West Virginia Claims Commission. Other causes of action must be brought in the West
Virginia court authorized by statute to exercise jurisdiction over it.

11. LIQUIDATED DAMAGES: This clause shall in no way be considered exclusive and shall
not limit the State or Agency’s right to pursue any other available remedy. Vendor shall pay
liquidated damages in the amount specified below or as described in the specifications:

] for

[] Liquidated Damages Contained in the Specifications.

Liquidated Damages Are Not Included in this Contract.

12. ACCEPTANCE: Vendor’s signature on its bid, or on the certification and signature page,
constitutes an offer to the State that cannot be unilaterally withdrawn, signifies that the product or
service proposed by vendor meets the mandatory requirements contained in the Solicitation for
that product or service, unless otherwise indicated, and signifies acceptance of the terms and
conditions contained in the Solicitation unless otherwise indicated.

13. PRICING: The pricing set forth herein is firm for the life of the Contract, unless specified
elsewhere within this Solicitation/Contract by the State. A Vendor’s inclusion of price
adjustment provisions in its bid, without an express authorization from the State in the
Solicitation to do so, may result in bid disqualification. Notwithstanding the foregoing, Vendor
must extend any publicly advertised sale price to the State and invoice at the lower of the
contract price or the publicly advertised sale price.

14. PAYMENT IN ARREARS: Payments for goods/services will be made in arrears only
upon receipt of a proper invoice, detailing the goods/services provided or receipt of the
goods/services, whichever is later. Notwithstanding the foregoing, payments for software
maintenance, licenses, or subscriptions may be paid annually in advance.

15. PAYMENT METHODS: Vendor must accept payment by electronic funds transfer and P-
Card. (The State of West Virginia’s Purchasing Card program, administered under contract by
a banking institution, processes payment for goods and services through state designated
credit cards.)

16. TAXES: The Vendor shall pay any applicable sales, use, personal property or any other
taxes arising out of this Contract and the transactions contemplated thereby. The State of
West Virginia is exempt from federal and state taxes and will not pay or reimburse such taxes.
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17. ADDITIONAL FEES: Vendor is not permitted to charge additional fees or assess
additional charges that were not either expressly provided for in the solicitation published by the
State of West Virginia, included in the Contract, or included in the unit price or lump sum bid
amount that Vendor is required by the solicitation to provide. Including such fees or charges as
notes to the solicitation may result in rejection of vendor’s bid. Requesting such fees or charges
be paid after the contract has been awarded may result in cancellation of the contract.

18. FUNDING: This Contract shall continue for the term stated herein, contingent upon funds
being appropriated by the Legislature or otherwise being made available. In the event funds are
not appropriated or otherwise made available, this Contract becomes void and of no effect
beginning on July 1 of the fiscal year for which funding has not been appropriated or otherwise
made available. If that occurs, the State may notify the Vendor that an alternative source of
funding has been obtained and thereby avoid the automatic termination. Non-appropriation or
non-funding shall not be considered an event of default.

19. CANCELLATION: The Purchasing Division Director reserves the right to cancel this
Contract immediately upon written notice to the vendor if the materials or workmanship supplied
do not conform to the specifications contained in the Contract. The Purchasing Division Director

may also cancel any purchase or Contract upon 30 days written notice to the Vendor in
accordance with West Virginia Code of State Rules § 148-1-5.2.b.

20. TIME: Time is of the essence regarding all matters of time and performance in this
Contract.

21. APPLICABLE LAW: This Contract is governed by and interpreted under West Virginia
law without giving effect to its choice of law principles. Any information provided in
specification manuals, or any other source, verbal or written, which contradicts or violates the
West Virginia Constitution, West Virginia Code, or West Virginia Code of State Rules is void
and of no effect.

22. COMPLIANCE WITH LAWS: Vendor shall comply with all applicable federal, state, and
local laws, regulations and ordinances. By submitting a bid, Vendor acknowledges that it has
reviewed, understands, and will comply with all applicable laws, regulations, and ordinances.

SUBCONTRACTOR COMPLIANCE: Vendor shall notify all subcontractors providing
commodities or services related to this Contract that as subcontractors, they too are
required to comply with all applicable laws, regulations, and ordinances. Notification
under this provision must occur prior to the performance of any work under the contract by
the subcontractor.

23. ARBITRATION: Any references made to arbitration contained in this Contract, Vendor’s
bid, or in any American Institute of Architects documents pertaining to this Contract are hereby
deleted, void, and of no effect.
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24. MODIFICATIONS: This writing is the parties’ final expression of intent. Notwithstanding
anything contained in this Contract to the contrary no modification of this Contract shall be
binding without mutual written consent of the Agency, and the Vendor, with approval of the
Purchasing Division and the Attorney General’s office (Attorney General approval is as to form
only). Any change to existing contracts that adds work or changes contract cost, and were not
included in the original contract, must be approved by the Purchasing Division and the Attorney
General’s Office (as to form) prior to the implementation of the change or commencement of
work affected by the change.

25. WAIVER: The failure of either party to insist upon a strict performance of any of the terms
or provision of this Contract, or to exercise any option, right, or remedy herein contained, shall
not be construed as a waiver or a relinquishment for the future of such term, provision, option,
right, or remedy, but the same shall continue in full force and effect. Any waiver must be
expressly stated in writing and signed by the waiving party.

26. SUBSEQUENT FORMS: The terms and conditions contained in this Contract shall
supersede any and all subsequent terms and conditions which may appear on any form documents
submitted by Vendor to the Agency or Purchasing Division such as price lists, order forms,
invoices, sales agreements, or maintenance agreements, and includes internet websites or other
electronic documents. Acceptance or use of Vendor’s forms does not constitute acceptance of the
terms and conditions contained thereon.

27. ASSIGNMENT: Neither this Contract nor any monies due, or to become due hereunder,
may be assigned by the Vendor without the express written consent of the Agency, the
Purchasing Division, the Attorney General’s office (as to form only), and any other government
agency or office that may be required to approve such assignments.

28. WARRANTY: The Vendor expressly warrants that the goods and/or services covered by
this Contract will: (a) conform to the specifications, drawings, samples, or other description
furnished or specified by the Agency; (b) be merchantable and fit for the purpose intended; and
(c) be free from defect in material and workmanship.

29. STATE EMPLOYEES: State employees are not permitted to utilize this Contract for
personal use and the Vendor is prohibited from permitting or facilitating the same.

30. PRIVACY, SECURITY, AND CONFIDENTIALITY: The Vendor agrees that it will not
disclose to anyone, directly or indirectly, any such personally identifiable information or other
confidential information gained from the Agency, unless the individual who is the subject of the
information consents to the disclosure in writing or the disclosure is made pursuant to the
Agency’s policies, procedures, and rules. Vendor further agrees to comply with the
Confidentiality Policies and Information Security Accountability Requirements, set forth in
www.state.wv.us/admin/purchase/privacy.
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31. YOUR SUBMISSION IS A PUBLIC DOCUMENT: Vendor’s entire response to the
Solicitation and the resulting Contract are public documents. As public documents, they will be
disclosed to the public following the bid/proposal opening or award of the contract, as required
by the competitive bidding laws of West Virginia Code §§ 5A-3-1 et seq., 5-22-1 et seq., and
5G-1-1 et seq. and the Freedom of Information Act West Virginia Code §§ 29B-1-1 et seq.

DO NOT SUBMIT MATERIAL YOU CONSIDER TO BE CONFIDENTIAL, A TRADE
SECRET, OR OTHERWISE NOT SUBJECT TO PUBLIC DISCLOSURE.

Submission of any bid, proposal, or other document to the Purchasing Division constitutes your
explicit consent to the subsequent public disclosure of the bid, proposal, or document. The
Purchasing Division will disclose any document labeled “confidential,” “proprietary,” “trade
secret,” “private,” or labeled with any other claim against public disclosure of the documents, to
include any “trade secrets” as defined by West Virginia Code § 47-22-1 et seq. All submissions
are subject to public disclosure without notice.

32. LICENSING: In accordance with West Virginia Code of State Rules § 148-1-6.1.e, Vendor
must be licensed and in good standing in accordance with any and all state and local laws and
requirements by any state or local agency of West Virginia, including, but not limited to, the
West Virginia Secretary of State’s Office, the West Virginia Tax Department, West Virginia
Insurance Commission, or any other state agency or political subdivision. Obligations related to
political subdivisions may include, but are not limited to, business licensing, business and
occupation taxes, inspection compliance, permitting, etc. Upon request, the Vendor must
provide all necessary releases to obtain information to enable the Purchasing Division Director
or the Agency to verify that the Vendor is licensed and in good standing with the above entities.

SUBCONTRACTOR COMPLIANCE: Vendor shall notify all subcontractors providing
commodities or services related to this Contract that as subcontractors, they too are
required to be licensed, in good standing, and up-to-date on all state and local obligations
as described in this section. Obligations related to political subdivisions may include, but
are not limited to, business licensing, business and occupation taxes, inspection
compliance, permitting, etc. Notification under this provision must occur prior to the
performance of any work under the contract by the subcontractor.

33. ANTITRUST: In submitting a bid to, signing a contract with, or accepting a Award
Document from any agency of the State of West Virginia, the Vendor agrees to convey, sell,
assign, or transfer to the State of West Virginia all rights, title, and interest in and to all causes of
action it may now or hereafter acquire under the antitrust laws of the United States and the State
of West Virginia for price fixing and/or unreasonable restraints of trade relating to the particular
commodities or services purchased or acquired by the State of West Virginia. Such assignment
shall be made and become eftfective at the time the purchasing agency tenders the initial payment
to Vendor.

34. VENDOR NON-CONFLICT: Neither Vendor nor its representatives are permitted to have
any interest, nor shall they acquire any interest, direct or indirect, which would compromise the
performance of its services hereunder. Any such interests shall be promptly presented in detail to
the Agency.
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35. VENDOR RELATIONSHIP: The relationship of the Vendor to the State shall be that of an
independent contractor and no principal-agent relationship or employer-employee relationship is
contemplated or created by this Contract. The Vendor as an independent contractor is solely liable
for the acts and omissions of its employees and agents. Vendor shall be responsible for selecting,
supervising, and compensating any and all individuals employed pursuant to the terms of this
Solicitation and resulting contract. Neither the Vendor, nor any employees or subcontractors of
the Vendor, shall be deemed to be employees of the State for any purpose whatsoever. Vendor
shall be exclusively responsible for payment of employees and contractors for all wages and
salaries, taxes, withholding payments, penalties, fees, fringe benefits, professional liability
insurance premiums, contributions to insurance and pension, or other deferred compensation
plans, including but not limited to, Workers’ Compensation and Social Security obligations,
licensing fees, etc. and the filing of all necessary documents, forms, and returns pertinent to all of
the foregoing.

Vendor shall hold harmless the State, and shall provide the State and Agency with a defense
against any and all claims including, but not limited to, the foregoing payments, withholdings,
contributions, taxes, Social Security taxes, and employer income tax returns.

36. INDEMNIFICATION: The Vendor agrees to indemnify, defend, and hold harmless the
State and the Agency, their officers, and employees from and against: (1) Any claims or losses
for services rendered by any subcontractor, person, or firm performing or supplying services,
materials, or supplies in connection with the performance of the Contract; (2) Any claims or
losses resulting to any person or entity injured or damaged by the Vendor, its officers,
employees, or subcontractors by the publication, translation, reproduction, delivery, performance,
use, or disposition of any data used under the Contract in a manner not authorized by the
Contract, or by Federal or State statutes or regulations; and (3) Any failure of the Vendor, its
officers, employees, or subcontractors to observe State and Federal laws including, but not
limited to, labor and wage and hour laws.

37. NO DEBT CERTIFICATION: In accordance with West Virginia Code §§ 5A-3-10a and
5-22-1(i), the State is prohibited from awarding a contract to any bidder that owes a debt to the
State or a political subdivision of the State. By submitting a bid, or entering into a contract with
the State, Vendor is affirming that (1) for construction contracts, the Vendor is not in default on
any monetary obligation owed to the state or a political subdivision of the state, and (2) for all
other contracts, neither the Vendor nor any related party owe a debt as defined above, and
neither the Vendor nor any related party are in employer default as defined in the statute cited
above unless the debt or employer default is permitted under the statute.

38. CONFLICT OF INTEREST: Vendor, its officers or members or employees, shall not
presently have or acquire an interest, direct or indirect, which would conflict with or compromise
the performance of its obligations hereunder. Vendor shall periodically inquire of its officers,
members and employees to ensure that a conflict of interest does not arise. Any conflict of interest
discovered shall be promptly presented in detail to the Agency.
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39. REPORTS: Vendor shall provide the Agency and/or the Purchasing Division with the
following reports identified by a checked box below:

Such reports as the Agency and/or the Purchasing Division may request. Requested reports
may include, but are not limited to, quantities purchased, agencies utilizing the contract, total
contract expenditures by agency, etc.

[] Quarterly reports detailing the total quantity of purchases in units and dollars, along with a
listing of purchases by agency. Quarterly reports should be delivered to the Purchasing Division
via email at purchasing.division@wv.gov.

40. BACKGROUND CHECK: In accordance with W. Va. Code § 15-2D-3, the State reserves
the right to prohibit a service provider’s employees from accessing sensitive or critical
information or to be present at the Capitol complex based upon results addressed from a criminal
background check. Service providers should contact the West Virginia Division of Protective
Services by phone at (304) 558-9911 for more information.

41. PREFERENCE FOR USE OF DOMESTIC STEEL PRODUCTS: Except when
authorized by the Director of the Purchasing Division pursuant to W. Va. Code § 5A-3-56, no
contractor may use or supply steel products for a State Contract Project other than those steel
products made in the United States. A contractor who uses steel products in violation of this
section may be subject to civil penalties pursuant to W. Va. Code § 5A-3-56. As used in this
section:

a. “State Contract Project” means any erection or construction of, or any addition to, alteration
of or other improvement to any building or structure, including, but not limited to, roads or
highways, or the installation of any heating or cooling or ventilating plants or other
equipment, or the supply of and materials for such projects, pursuant to a contract with the
State of West Virginia for which bids were solicited on or after June 6, 2001.

b. “Steel Products” means products rolled, formed, shaped, drawn, extruded, forged, cast,
fabricated or otherwise similarly processed, or processed by a combination of two or
more or such operations, from steel made by the open heath, basic oxygen, electric
furnace, Bessemer or other steel making process.

c. The Purchasing Division Director may, in writing, authorize the use of foreign steel
products if:

1. The cost for each contract item used does not exceed one tenth of one percent
(.1%) of the total contract cost or two thousand five hundred dollars ($2,500.00),
whichever is greater. For the purposes of this section, the cost is the value of the
steel product as delivered to the project; or

2. The Director of the Purchasing Division determines that specified steel materials are

not produced in the United States in sufficient quantity or otherwise are not
reasonably available to meet contract requirements.
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42. PREFERENCE FOR USE OF DOMESTIC ALUMINUM, GLASS, AND STEEL: In
Accordance with W. Va. Code § 5-19-1 et seq., and W. Va. CSR § 148-10-1 et seq., for every
contract or subcontract, subject to the limitations contained herein, for the construction,
reconstruction, alteration, repair, improvement or maintenance of public works or for the
purchase of any item of machinery or equipment to be used at sites of public works, only
domestic aluminum, glass or steel products shall be supplied unless the spending officer
determines, in writing, after the receipt of offers or bids, (1) that the cost of domestic aluminum,
glass or steel products is unreasonable or inconsistent with the public interest of the State of
West Virginia, (2) that domestic aluminum, glass or steel products are not produced in sufficient
quantities to meet the contract requirements, or (3) the available domestic aluminum, glass, or
steel do not meet the contract specifications. This provision only applies to public works
contracts awarded in an amount more than fifty thousand dollars ($50,000) or public works
contracts that require more than ten thousand pounds of steel products.

The cost of domestic aluminum, glass, or steel products may be unreasonable if the cost is more
than twenty percent (20%) of the bid or offered price for foreign made aluminum, glass, or steel
products. If the domestic aluminum, glass or steel products to be supplied or produced in a
“substantial labor surplus area”, as defined by the United States Department of Labor, the cost of
domestic aluminum, glass, or steel products may be unreasonable if the cost is more than thirty
percent (30%) of the bid or offered price for foreign made aluminum, glass, or steel products.
This preference shall be applied to an item of machinery or equipment, as indicated above, when
the item is a single unit of equipment or machinery manufactured primarily of aluminum, glass
or steel, is part of a public works contract and has the sole purpose or of being a permanent part
of a single public works project. This provision does not apply to equipment or machinery
purchased by a spending unit for use by that spending unit and not as part of a single public
works project.

All bids and offers including domestic aluminum, glass or steel products that exceed bid or offer
prices including foreign aluminum, glass or steel products after application of the preferences
provided in this provision may be reduced to a price equal to or lower than the lowest bid or
offer price for foreign aluminum, glass or steel products plus the applicable preference. If the
reduced bid or offer prices are made in writing and supersede the prior bid or offer prices, all
bids or offers, including the reduced bid or offer prices, will be reevaluated in accordance with
this rule.

43. INTERESTED PARTY SUPPLEMENTAL DISCLOSURE: W. Va. Code § 6D-1-2
requires that for contracts with an actual or estimated value of at least $1 million, the Vendor
must submit to the Agency a disclosure of interested parties prior to beginning work under
this Contract. Additionally, the Vendor must submit a supplemental disclosure of interested
parties reflecting any new or differing interested parties to the contract, which were not
included in the original pre-work interested party disclosure, within 30 days following the
completion or termination of the contract. A copy of that form is included with this
solicitation or can be obtained from the WV Ethics Commission. This requirement does not
apply to publicly traded companies listed on a national or international stock exchange. A
more detailed definition of interested parties can be obtained from the form referenced above.

Revised 8/24/2023



44. PROHIBITION AGAINST USED OR REFURBISHED: Unless expressly permitted
in the solicitation published by the State, Vendor must provide new, unused commodities, and
is prohibited from supplying used or refurbished commodities, in fulfilling its responsibilities

under this Contract.

45. VOID CONTRACT CLAUSES: This Contract is subject to the provisions of West
Virginia Code § 5A-3-62, which automatically voids certain contract clauses that violate State

law.

46. ISRAEL BOYCOTT: Bidder understands and agrees that, pursuant to W. Va. Code §
5A-3-63, it is prohibited from engaging in a boycott of Israel during the term of this contract.
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DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract Administrator and the initial point of contact for matters relating to this Contract.

(Printed Name and Title) Haymanot Cummings

(Address) 303 W. Broad St., Richmond, VA 23220

(Phone Number) / (Fax Number) 804-767-3274

(email address) hcummings@presidio.com

CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wvOASIS, I certify that: I have reviewed this Solicitation/Contract in its entirety; that I
understand the requirements, terms and conditions, and other information contained herein; that
this bid, offer or proposal constitutes an offer to the State that cannot be unilaterally withdrawn;
that the product or service proposed meets the mandatory requirements contained in the
Solicitation/Contract for that product or service, unless otherwise stated herein; that the Vendor
accepts the terms and conditions contained in the Solicitation, unless otherwise stated herein; that
I am submitting this bid, offer or proposal for review and consideration; that this bid or offer was
made without prior understanding, agreement, or connection with any entity submitting a bid or
offer for the same material, supplies, equipment or services; that this bid or offer is in all respects
fair and without collusion or fraud; that this Contract is accepted or entered into without any prior
understanding, agreement, or connection to any other entity that could be considered a violation of
law; that I am authorized by the Vendor to execute and submit this bid, offer, or proposal, or any
documents related thereto on Vendor’s behalf; that I am authorized to bind the vendor in a
contractual relationship; and that to the best of my knowledge, the vendor has properly registered
with any State agency that may require registration.

By signing below, I further certify that I understand this Contract is subject to the
provisions of West Virginia Code § 54-3-62, which automatically voids certain contract
clauses that violate State law; and that pursuant to W. Va. Code 54-3-63, the entity
entering into this contract is prohibited from engaging in a boycott against Israel.

Presidio Networked Solutions LLC
(Company) Py

Erik Hayko (Apr9, 2024 13:46 CDT)

(Signature of Authorized Representative)
Senior Contracts Manager

(Printed Name and Title of Authorized Representative) (Date)
608-371-6570

(Phone Number) (Fax Number)
ehayko@presidio.com

(Email Address)
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REQUEST FOR QUOTATION
[Networking Equipment]

SPECIFICATIONS

1. PURPOSE AND SCOPE: The West Virginia Purchasing Division is soliciting bids on
behalf of West Virginia Lottery to establish a contract for the one time purchase of
networking equipment.

2. DEFINITIONS: The terms listed below shall have the meanings assigned to them
below. Additional definitions can be found in section 2 of the General Terms and
Conditions.

2.1 “Contract Item” means each item as listed in the Commodity Code section of the
agency’s request for quotation (RFQ) as more fully described in these specifications.

2.2 “Pricing Page” means the pages, contained in wvOASIS or attached as Exhibit A,
upon which Vendor should list its proposed price for the Contract Items.

2.3 “Solicitation” means the official notice of an opportunity to supply the State with
goods or services that is published by the Purchasing Division.

2.4 “Product List” means the Lottery list of products currently in use with product codes
and descriptions attached as Exhibit B.

3. GENERAL REQUIREMENTS:

3.1 Mandatory Contract Item Requirements: Contract Items must meet or exceed the
mandatory requirements listed below and all associated components listed in Exhibit
B — Product List.

3.1.1 Six (6) — Network Routers
3.1.1.1 Cisco, Part/SKU# C8200-1N-4T, Router with SMARTnet 3 years,
or equal.

3.1.2 One (1) — Network Switch 48 ports
3.1.2.1 Cisco, Part/SKU# Catalyst 9300-48P-A Switch 48 port PoE+,
Network Adva SMARTnet 3 years, or equal.
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REQUEST FOR QUOTATION
[Networking Equipment]

3.1.3 Three (3) — Network Switches 24 ports
3.1.3.1 Cisco, Part/SKU# Catalyst C9200L-24P-4G-E Switch 24-port PoE+
4 X 1G, Net SMARTnet 3 years, or equal.

3.1.4 Fourteen (14) — Network Switches 8 ports
3.1.4.1 Cisco, Part/SKU# Catalyst C9200CX-8P-2X2G-A Switch Compact
Switch 8 port POE+ SMARTnet 3 years, or equal.

3.1.5 Twenty-four (24) — SFP transceiver modules, MMF
3.1.5.1 Cisco GLC-SX-MMD= 1000Base-SX SFP transceiver module,
MMF, or equal.

3.1.6 Alternate “or equal” Product Submission
3.1.6.1 Vendors submitting alternate brand information that
proposes an "or equal" product instead of the specified products
must provide documentation with their bid response demonstrating
that the substitute product and part number meets or exceeds the
standards set forth by these specifications and all items listed in
Exhibit B. This information will be required before award, failure
to submit documentation for an “or equal” product may result in
vendor’s bid being disqualified.

4. CONTRACT AWARD:

4.1 Contract Award: The Contract is intended to provide Agencies with a
purchase price for the Contract Items. The Contract shall be awarded to the
Vendor that provides the Contract Items meeting the required specifications
for the lowest overall total cost as shown on the Pricing Pages.

4.2 Pricing Page: Vendor should complete the Pricing Page (Exhibit A) by
inserting the cost for each item listed. If the cost will be ‘zero’ dollars, this is
to only affirm your ability to offer the product at no cost to the agency.
Vendor should complete the Pricing Page in full as failure to complete the
Pricing Page in its entirety may result in Vendor’s bid being disqualified.

Vendor should electronically enter the information into the Pricing Pages
through wvOASIS, if available, or as an electronic document. In most cases,
the Vendor can request an electronic copy of the Pricing Pages for bid purposes
by sending an email request to the following address: thymes@wvlottery.com
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REQUEST FOR QUOTATION
[Networking Equipment]

5. PAYMENT:

5.1 Payment: Vendor shall accept payment in accordance with the payment procedures
of the State of West Virginia.

6. DELIVERY AND RETURN:

6.1 Shipment and Delivery: Vendor shall ship the Contract Items immediately after
being awarded this Contract and receiving a purchase order or notice to proceed.
Vendor shall deliver the Contract Items within forty-five (45) business days after
receiving a purchase order or notice to proceed. Contract Items must be delivered to
the Agency at:

WYV Lottery Headquarters
900 Pennsylvania Ave
Charleston, WV 25302

6.2 Late Delivery: The Agency placing the order under this Contract must be notified
in writing if the shipment of the Contract Items will be delayed for any reason. Any
delay in delivery that could cause harm to an Agency will be grounds for cancellation
of the Contract, and/or obtaining the Contract Items from a third party.

Any Agency seeking to obtain the Contract Items from a third party under this
provision must first obtain approval of the Purchasing Division.

6.3 Delivery Payment/Risk of Loss: Vendor shall deliver the Contract Items F.O.B.
destination to the Agency’s location.

6.4 Return of Unacceptable Items: If the Agency deems the Contract Items to be
unacceptable, the Contract Items shall be returned to Vendor at Vendor’s expense
and with no restocking charge. Vendor shall either make arrangements for the return
within five (5) days of being notified that items are unacceptable, or permit the
Agency to arrange for the return and reimburse Agency for delivery expenses. If the
original packaging cannot be utilized for the return, Vendor will supply the Agency
with appropriate return packaging upon request. All returns of unacceptable items
shall be F.O.B. the Agency’s location. The returned product shall either be replaced,
or the Agency shall receive a full credit or refund for the purchase price, at the
Agency’s discretion.

Revised 10/27/2014



REQUEST FOR QUOTATION
[Networking Equipment]

6.5 Return Due to Agency Error: Items ordered in error by the Agency will be returned
for credit within 30 days of receipt, F.O.B. Vendor’s location. Vendor shall not
charge a restocking fee if returned products are in a resalable condition. Items shall
be deemed to be in a resalable condition if they are unused and in the original
packaging. Any restocking fee for items not in a resalable condition shall be the
lower of the Vendor’s customary restocking fee or 5% of the total invoiced value of
the returned items.

7. VENDOR DEFAULT:
7.1 The following shall be considered a vendor default under this Contract.

7.1.2 Failure to provide Contract Items in accordance with the requirements
contained herein.

7.1.3 Failure to comply with other specifications and requirements contained
herein.

7.1.4 Failure to comply with any laws, rules, and ordinances applicable to the
Contract Services provided under this Contract.

7.1.5 Failure to remedy deficient performance upon request.

7.2 The following remedies shall be available to Agency upon default.
7.2.2 Immediate cancellation of the Contract.

7.2.3 Immediate cancellation of one or more release orders issued under this
Contract.

7.2.4 Any other remedies available in law or equity.

Revised 10/27/2014



EXHIBIT A - Pricing Page

Manufacturer and Model Number if Bidding "or

Unit of

Section Description Tl i Measure Quantity Unit Cost Extended Cost
Fortinet FG-100F
1. etwo 6 2,598.89 . 15,593.34 -
3.1.1 Network Routers FC-10-F100F-247-02-36 EA $ $
312 Network Switch 48 ports Fortinet FS-448E-FPOE EA 1 s 437495 . |s54,37495 -
FC-10-5S448F-247-02-36
‘ Fortinet FS-124-FPOE 358770
3.1.3 Network Switches 24 ports FC-10-S124F-247-02-36 EA 3 $ 1,19590 - $
Fortinet FS-124F-FPOE
; 458.85 .
3.14 Network Switches 8 ports FC-10-S124F-247-02-36 EA 14 $ $ 6,423.90
3.1.5 SFP transceiver modules, MMF Fortinet FR-TRAN-SX EA 24 $ $5320 - $ 1’27680 -

Overall Total Cost

$ $31,256.69

Please note: This information is being captured for auditing and evaluation purposes.

Any product or service not on the Agency provided Pricing Page will not be allowable. The state cannot accept alternate pricing pages, failure to use Exhibit-A Price Page could lead to
disqualification of vendors bid. No future use of the Contract or any individual item is guaranteed or implied.

Vendor should type or electronically enter the information into the Pricing Page to prevent errors in the evaluation.

BIDDER /VENDOR INFORMATION:

Vendor Name:

Presidio Networked Solutions LLC

1 Penn Center West, Suite 210,

Address:
City, St. Zip: Pittsburhg, PA, 15276
Phone No.: 412-720-5196

Email Address:

dvietmeier@presidio.com

]

ik Hayko (Apr9, 2024 13:46 CDT)

Vendor Signature:

4/9/2024

Date:




Service

Line # C?nflg Product Code Vendor | Duration Product Description Type QTY
Line #
(Months)
-12 1.0 C8200-1N-4T Cisco Cisco Catalyst C8200-1N-4T Router HW/SW 6
-11 1.0.1 | CON-L1NCD-C82001N4| Cisco 36 CX LEVEL 1 8X7NCD Cisco Catalyst C8200 Subscription| 6
-10 1.1 MEM-C8200-8GB Cisco Cisco Catalyst 8200 Edge 8GB memory HW/SW 6
-9 1.2 M2USB-16G Cisco Cisco Catalyst 8000 Edge M.2 USB 16GB HW/SW 6
-8 1.3 C-RFID-1R Cisco Cisco Catalyst 8000 Edge RFID - 1RU HW/SW 6
-7 1.4 C8000-HSEC Cisco U.S. Export Restriction Compliance lic HW/SW 6
-6 1.5 C8200-RM-19-1R Cisco Cisco Catalyst 8200 Rack mount kit - 19" 1R HW/SW 6
-5 1.6 NETWORK-PNP-LIC Cisco Network Plug-n-Play License for zero-touch device deploymenf HW/SW 6
-4 1.7 C8200-NIM-BLANK Cisco Cisco Catalyst 8200 Edge NIM Blank HW/SW 6
-3 1.8 C8200-PIM-BLANK Cisco Cisco Catalyst 8200 Edge PIM Blank HW/SW 6
-2 1.9 TE-R-SW Cisco TE agent for IOSXE on Enterprise Routing HW/SW 6
-1 1.10 IOSXE-AUTO-MODE Cisco IOS XE Autonomous boot up mode for Unified image HW/SW 6
0 1.11 SC8KBEUK9-176 Cisco UNIVERSAL HW/SW 6
1 1.12 PWR-CC1-150WAC Cisco Cisco C8200 1RU AC 150W PoE Power supply HW/SW 6
2 1.13 CAB-AC Cisco AC Power Cord (North America) C13 NEMA 5-15P 2.1m HW/SW 6
3 1.14 DNA-P-T1-A-3Y Cisco Cisco DNA Advantage On-Prem Lic 3Y - up HW/SW 6
4 1.15 SVS-PSTL1-T1-A3Y Cisco Success Track L1 - DNA Advantage OnPrem HW/SW 6
5 1.16 DSTACK-T1-A Cisco Cisco DNA Advantage Stack - upto 100M (Aggr 200M) HW/SW 6
6 1.17 NWSTACK-T1-A Cisco Cisco Network Advantage Stack - upto 100M (Aggr 200M) HW/SW 6
7 1.18 TE-EMBED-WANI Cisco Cisco ThousandEyes WAN Insights Embedded HW/SW 6
8 1.19 SDWAN-UMB-ADV Cisco Cisco Umbrella for DNA Advantage HW/SW 6
9 1.20 DNAC-ONPREM-PF Cisco Cisco DNA Center On Prem Deployment Option for WAN HW/SW 6
10 1.21 C82-1N-4T-PF Cisco C8200-1N-4T Platform Selection for DNA Subscription HW/SW 6
11 1.22 [IOSXE-AUTO-MODE-PF| Cisco I0S XE Autonomous boot up mode for Unified image HW/SW 6
12 2.0 C9300-48P-A Cisco Catalyst 9300 48-port PoE+, Network Adva HW/SW 1
13 2.0.1 |CON-L1NCD-C93004PA| Cisco 36 CX LEVEL 1 8X7NCD Catalyst 9300 48port Po Subscription| 1
14 2.1 C9300-NW-A-48 Cisco C9300 Network Advantage 48-port license HW/SW 1
15 2.2 SC9300UK9-176 Cisco Cisco Catalyst 9300 XE 17.6 UNIVERSAL UNIVERSAL HW/SW 1
16 2.3 PWR-C1-715WAC-P Cisco 715W AC 80+ platinum Config 1 Power Supply HW/SW 1




17 2.4 C9300-SPS-NONE Cisco No Secondary Power Supply Selected HW/SW 1
18 2.5 CAB-TA-NA Cisco North America AC Type A Power Cable HW/SW 1
19 2.6 C9300-SSD-NONE Cisco No SSD Card Selected HW/SW 1
20 2.7 STACK-T1-50CM Cisco 50CM Type 1 Stacking Cable HW/SW 1
21 2.8 CAB-SPWR-30CM Cisco Catalyst Stack Power Cable 30 CM HW/SW 1
22 2.9 PWR-C1-BLANK Cisco Config 1 Power Supply Blank HW/SW 1
23 2.10 TE-C9K-SW Cisco TE agent for IOSXE on C9K HW/SW 1
24 2.1 C9K-ACC-RBFT Cisco RUBBER FEET FOR TABLE TOP SETUP 9200 and 9300 HW/SW 1
25 212 C9K-ACC-SCR-4 Cisco 12-24 and 10-32 SCREWS FOR RACK INSTALLATION QTY 4 HW/SW 1
26 2.13 CAB-GUIDE-1RU Cisco 1RU CABLE MANAGEMENT GUIDES 9200 and 9300 HW/SW 1
27 2.14 C9300-DNA-A-48 Cisco C9300 DNA Advantage 48-Port Term Licenses HW/SW 1
28 [2.14.0.1| CON-L1SWT-C93A48 Cisco CX LEVEL 1 SW SUB C9300 DNA Advantage Subscription| 1
29 2.14.1 C9300-DNA-A-48-3Y Cisco C9300 DNA Advantage, 48-Port 3 Year Ter HW/SW 1
30 2.15 D-DNAS-EXT-S-T Cisco Cisco DNA Spaces Extend Term License for Catalyst Switches| HW/SW 1
31 2.151 D-DNAS-EXT-S-3Y Cisco Cisco DNA Spaces Extend for Catalyst Switching - 3Year | Subscription| 1
32 2.16 TE-EMBEDDED-T Cisco Cisco ThousandEyes Enterprise Agent IBN Embedded HW/SW 1
33 2.16.1 | TE-EMBEDDED-T-3Y Cisco ThousandEyes - Enterprise Agents Subscription| 1
34 2.17 C9300-NM-8X Cisco Catalyst 9300 8 x 10GE Network Module HW/SW 1
35 2.18 NETWORK-PNP-LIC Cisco Network Plug-n-Play License for zero-touch device deploymentf HW/SW 1
36 3.0 C9200L-24P-4G-E Cisco Catalyst 9200L 24-port PoE+, 4 x 1G, Net HW/SW 3
37 3.0.1 |CON-L1NCD-C920L24G| Cisco 36 CX LEVEL 1 8X7NCD Catalyst 9200L 24port P Subscription| 3
38 3.1 C9200L-NW-E-24 Cisco C9200L Network Essentials 24-port license HW/SW 3
39 3.2 CAB-TA-NA Cisco North America AC Type A Power Cable HW/SW 3
40 3.3 PWR-C5-BLANK Cisco Config 5 Power Supply Blank HW/SW 3
41 3.4 C9200-STACK-BLANK | Cisco Catalyst 9200 Blank Stack Module HW/SW 6
42 3.5 C9K-ACC-RBFT Cisco RUBBER FEET FOR TABLE TOP SETUP 9200 and 9300 HW/SW 3
43 3.6 C9K-ACC-SCR-4 Cisco 12-24 and 10-32 SCREWS FOR RACK INSTALLATION QTY 4 HW/SW 3
44 3.7 CAB-GUIDE-1RU Cisco 1RU CABLE MANAGEMENT GUIDES 9200 and 9300 HW/SW 3
45 3.8 C9200L-DNA-E-24 Cisco C9200L Cisco DNA Essentials 24-port Term license HW/SW 3
46 | 3.8.0.1 | CON-L1SWT-C92LE24 | Cisco CX LEVEL 1 SW SUB C9200L Cisco DNA Ess Subscription| 3
47 3.8.1 C9200L-DNA-E-24-3Y | Cisco C9200L Cisco DNA Essentials, 24-port 3Y HW/SW 3
48 3.9 NETWORK-PNP-LIC Cisco Network Plug-n-Play License for zero-touch device deploymenf{ HW/SW 3




49 4.0 C9200CX-8P-2X2G-A | Cisco Catalyst 9000 Compact Switch 8 port PoE+ HW/SW 14
50 4.0.1 |CON-L1NCD-C920CXYZ| Cisco 36 CX LEVEL 1 8X7NCD Catalyst 9000 Compact Subscription| 14
51 4.1 C9200CX-NW-A-8 Cisco C9200CX Network Advantage 8-port license HW/SW 14
52 4.2 CAB-TA-NA Cisco North America AC Type A Power Cable HW/SW 14
53 4.3 SCAT9200CXUK9-179 | Cisco Cisco Catalyst 9200CX XE 17.9 UNIVERSAL HW/SW 14
54 4.4 C9200CX-DNA-A-8 Cisco C9200CX Cisco DNA Advantage 8-Port Term Licenses HW/SW 14
55 | 4.4.0.1 |CON-L1SWT-C9201CCD| Cisco CX LEVEL 1 SW SUB C9200CX Cisco DNA Adva Subscription| 14
56 4.4.1 C9200CX-DNAA8-3Y Cisco C9200CX Cisco DNA Advantage, 3Y Term Lic HW/SW 14
57 4.5 NETWORK-PNP-LIC Cisco Network Plug-n-Play License for zero-touch device deploymeni HW/SW 14
58 4.6 [RACKMNT-19-CMPACT| Cisco 19 in Rackmount for 9200CX switches HW/SW 14
59 5.0 GLC-SX-MMD= Cisco 1000BASE-SX SFP transceiver module, MMF, HW/SW 24




Department of Administration State of West V|rg|n|a
Purchasing Division

‘2 [2019 Washington Street East .
| | Post Office Box 50130 Equipment
Charleston, WV 25305-0130

Centralized Request for Quote

Proc Folder: 1398250

Doc Description: Lottery Networking Equipment

Proc Type: Central Purchase Order

Reason for Modification:

Addendum No, 1 to provide
answers to vendor questions

Date Issued Solicitation Closes Solicitation No

Version

2024-04-05 2024-04-11  13:30 CRFQ 0705 LOT2400000010

2

BID RECEIVING LOCATION

BID CLERK

DEPARTMENT OF ADMINISTRATION
PURCHASING DIVISION

2019 WASHINGTON ST E
CHARLESTON WV 25305

us

VENDOR

Vendor Customer Code: 68968
Vendor Name :  Presidio Networked Solutions LLC

Address : Presidio Networked Solutions LLC

Street : 1 Penn Center West, Suite 210

City : Pittsburgh
State: PA Country : United States

Principal Contact : Daniel Vietmeier

Vendor Contact Phone: 412-720-5196 Extension:

Zip :

15276

FOR INFORMATION CONTACT THE BUYER
Brandon L Barr

304-558-2652
brandon.l.barr@wv.gov

Vendor z
Signature X Erik gﬁ/\prf),ﬂ)z{ 13:46 CDT) FEIN# 58- 1667655

DATE 4/9/2024

All offers subject to all terms and conditions contained in this solicitation

Date Printed:  Apr 5, 2024 Page: 1

FORM ID: WV-PRC-CRFQ-002 2020/05




ADDITIONAL INFORMATION

The West Virginia Purchasing Division is soliciting bids on behalf of the West Virginia Lottery to establish a contract for Lottery
Networking Equipment per the terms and conditions, Exhibit A and B, and specifications as attached.

INVOICE TO SHIP TO
LOTTERY LOTTERY
PO BOX 2067 900 PENNSYLVANIA AVE
CHARLESTON WV CHARLESTON Wv
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 Network Routers 6.00000 EA $2,598.89  $15,593.34
Comm Code Manufacturer Specification Model #
43222609 Fortinet HW FG-100F FG-100F
3year 24x7FCSVC  RC.10-F100F-247-02-36

Extended Description:
See Specifications, Exhibit A - Pricing Page
and Exhibit B - Product List for more detail

INVOICE TO SHIP TO
LOTTERY LOTTERY
PO BOX 2067 900 PENNSYLVANIA AVE
CHARLESTON wv CHARLESTON WV
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
2 Network Switches - 48 Ports 1.00000 EA $4,374.95 $4,374.95
Comm Code Manufacturer Specification Model #
43222612 Fortinet HW FS-448E-FPOFE FS-448E-FPOE
3 Year 24x7 FC sVC FC-10-5S448F-247-02-36

Extended Description:
Network Switches - 48 Ports

Date Printed:  Apr 5, 2024

Page: 2 FORM ID: WV-PRC-CRFQ-002 2020/05




INVOICE TO SHIP TO
LOTTERY LOTTERY
PO BOX 2067 900 PENNSYLVANIA AVE
CHARLESTON wv CHARLESTON WV
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
3 Network Switches - 24 Ports 3.00000 EA $1,19590  $3,587.70
Comm Code Manufacturer Specification Model #
43222612 Fortinet HW FS-124F-FPOE FS-124-FPOE
3 Year 24x7 FC SVC FC-10-S124F-247-02-36
Extended Description:
Network Switches - 24 Ports
INVOICE TO SHIP TO
LOTTERY LOTTERY
PO BOX 2067 900 PENNSYLVANIA AVE
CHARLESTON wv CHARLESTON WV
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
4 Network Switches - 8 Ports 14.00000 EA $458.85 $6,423.90
Comm Code Manufacturer Specification Model #
43222612 Fortinet HS FS-108F-FPOE FS-124F-FPOE
Extended Description:
Network Switches - 8 Ports
INVOICE TO SHIP TO
LOTTERY LOTTERY
PO BOX 2067 900 PENNSYLVANIA AVE
CHARLESTON wv CHARLESTON WV
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
5 Transceiver Modules 24.00000 EA $53.20 $1,276.80
Comm Code Manufacturer Specification Model #
43222600 Fortinet 1GE SFP SX TRANSCEIVERS FR-TRAN-SX
Extended Description:
Transceiver Modules
SCHEDULE OF EVENTS
Date Printed:  Apr 5, 2024 Page: 3 FORM ID: WV-PRC-CRFQ-002 2020/05




Event Event Date
Questions due by April 4th, 2024 at 10:00am ET 2024-04-04

o [
E
o

Date Printed: ~ Apr 5, 2024 Page: 4 FORM ID: WV-PRC-CRFQ-002 2020/05



SOLICITATION NUMBER : CRFQ LOT2400000010
Addendum Number: 1

The purpose of this addendum is to modify the solicitation identified as
(“Solicitation”) to reflect the change(s) identified and described below.

Applicable Addendum Category:
[ ] Modify bid opening date and time
[ | Modify specifications of product or service being sought
[/ | Attachment of vendor questions and responses
[ | Attachment of pre-bid sign-in sheet
[ ] Correction of error

[ ]| Other

Description of Modification to Solicitation:

Addendum No. 1 is issued for the following:

1) To attach vendor questions and Agency responses.

--No other changes--

Additional Documentation: Documentation related to this Addendum (if any) has been
included herewith as Attachment A and is specifically incorporated herein by reference.

Terms and Conditions:

1. All provisions of the Solicitation and other addenda not modified herein shall remain in
full force and effect.

2. Vendor should acknowledge receipt of all addenda issued for this Solicitation by
completing an Addendum Acknowledgment, a copy of which is included herewith.
Failure to acknowledge addenda may result in bid disqualification. The addendum
acknowledgement should be submitted with the bid to expedite document processing.

Revised 6/8/2012



ATTACHMENT A

Revised 6/8/2012



CRFQ LOT2400000010
Addendum No. -1
Vendor Questions & Agency Response

1. Some of the C9300 and C9200 switches are unique use case switches. Verify if they needed
them setup or configured in any other way. For example, if they needed power supplies, dual
power supplies, network modules, storage modules, stacking cables, etc. etc.; there are

hundreds of configurations for the units combined just need to know what they need.

A1) Bids should be based on the part numbers in Exhibit B.
2. End user requires a Cisco Smartnet account as well prior to purchase.

A2) Cisco ID is dstroup@wvlottery.com.

3. Is this BOM worth a total of 6 locations, or is it 3 locations with redundancy at each site?

A3) Lottery locations are not relevant nor in scope for this RFQ, see section 6. Delivery and
Return.



ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: LOT2400000010

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to each addendum received)

[ X] Addendum No. 1 [ ] Addendum No. 6
[ ] Addendum No.2 [ ] Addendum No. 7
[ ] Addendum No.3 [ ] Addendum No. 8
[ ] Addendum No. 4 [ ] Addendum No.9
[ ] Addendum No.5 [ ] Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. 1
further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

Presidio Networked Solutions LLC

Company
sty —

Erik Hayko (Apr, 2024 13:46 CDT)

Authorized Signature

4/9/2024

Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.
Revised 6/8/2012



Data Sheet

=RTINET

FortiGate 100F Series

FG-100F and FG-101F

FEATINET.

FortiGate 100F

Highlights

Gartner Magic Quadrant
Leader for both Network
Firewalls and WAN Edge
Infrastructure.

Security-Driven
Networking FortiOS
delivers converged
networking and security.

State-of-the-Art
Unparalleled Performance
with Fortinet’s patented /
SPU / vSPU processors.

Enterprise Security
with consolidated Al /
ML-powered FortiGuard
Services.

Deep Visibility

into applications, users,
and devices beyond
traditional firewall
techniques.

Al/ML Security and Deep Visibility

The FortiGate 100F Series NGFW combines Al-powered
security and machine learning to deliver Threat Protection

at any scale. Get deeper visibility into your network and see
applications, users, and devices before they become threats.

Powered by a rich set of Al/ML security capabilities that extend into an integrated security
fabric platform, the FortiGate 100F Series delivers secure networking that is broad, deep, and
automated. Secure your network end to end with advanced edge protection that includes
web, content, and device security, while network segmentation and secure SD-WAN reduce
complexity and risk in hybrid IT networks.

Universal ZTNA automatically controls, verifies, and facilitates user access to applications,
reducing lateral threats by providing access only to validated users. Ultra-fast Threat
Protection and SSL Inspection provides security at the edge you can see without impacting
performance.

IPS NGFW Threat Protection Interfaces

1.6 Gbps 1 Gbps Multiple GE RJ45, GE SFP and 10 GE SFP+

slots

2.6 Gbps



FortiGate 100F Series Data Sheet

Available in

Appliance

Hosted

D

Cloud

Container

FortiOS Everywhere

FortiOS, Fortinet's Advanced Operating System

FortiOS enables the convergence of high performing networking and security across the
Fortinet Security Fabric. Because it can be deployed anywhere, it delivers consistent and
context-aware security posture across network, endpoint, and multi-cloud environments.

FortiOS powers all FortiGate deployments whether a physical or virtual device, as a container,
or as a cloud service. This universal deployment model enables the consolidation of many
technologies and use cases into a simplified, single policy and management framework. Its
organically built best-of-breed capabilities, unified operating system, and ultra-scalability
allows organizations to protect all edges, simplify operations, and run their business without
compromising performance or protection.

FortiOS dramatically expands the Fortinet Security Fabric’s ability to deliver advanced Al/
ML-powered services, inline advanced sandbox detection, integrated ZTNA enforcement,
and more, provides protection across hybrid deployment models for hardware, software, and
Software-as-a-Service with SASE.

FortiOS expands visibility and control, ensures the consistent deployment and enforcement of
security policies, and enables centralized management across large-scale networks with the
following key attributes:

* Interactive drill-down and topology viewers that display real-time status
¢ On-click remediation that provides accurate and quick protection against threats and abuses

* Unigue threat score system correlates weighted threats with users to prioritize investigations

Intuitive easy to use view into the network and Visibility with FOS Application Signatures
endpoint vulnerabilities

FortiConverter Service

FortiConverter Service provides hassle-free migration to help organizations transition from a
wide range of legacy firewalls to FortiGate Next-Generation Firewalls quickly and easily.

The service eliminates errors and redundancy by employing best practices with advanced
methodologies and automated processes. Organizations can accelerate their network protection
with the latest FortiOS technology.



FortiGate 100F Series Data Sheet

FortiGuard Services

Network and File Security

Services provide protection against network-based and file-based threats. This consists of
Intrusion Prevention (IPS) which uses Al/M models to perform deep packet/SSL inspection

to detect and stop malicious content, and apply virtual patching when a new vulnerability is
discovered. It also includes Anti-Malware for defense against known and unknown file-based
threats. Anti-malware services span both antivirus and file sandboxing to provide multi-
layered protection and are enhanced in real-time with threat intelligence from FortiGuard Labs.
Application Control enhances security compliance and offers real-time application visibility.

Web / DNS Security

Services provide protection against web-based threats including DNS-based threats, malicious
URLSs (including even in emails), and botnet/command and control communications. DNS
filtering provides full visibility into DNS traffic while blocking high-risk domains, and protects
against DNS tunneling, DNS infiltration, C2 server ID and Domain Generation Algorithms (DGA).
URL filtering leverages a database of 300M+ URLSs to identify and block links to malicious sites
and payloads. IP Reputation and anti-botnet services prevent botnet communications, and
block DDoS attacks from known sources.

SaaS$ and Data Security

Services address numerous security use cases across application usage as well as overall
data security. This consists of Data Leak Prevention (DLP) which ensures data visibility,
management and protection (including blocking exfiltration) across networks, clouds, and
users, while simplifying compliance and privacy implementations. Separately, our Inline Cloud
Access Security Broker (CASB) service protects data in motion, at rest, and in the cloud.

The service enforces major compliance standards and manages account, user and cloud
application usage. Services also include capabilities designed to continually assess your
infrastructure, validate that configurations are working effectively and secure, and generate
awareness of risks and vulnerabilities that could impact business operations. This includes
coverage across loT devices for both loT detection and loT vulnerability correlation.

Zero-Day Threat Prevention

Zero-day threat prevention entails Fortinet’s Al-based inline malware prevention, our most
advanced sandbox service, to analyze and block unknown files in real-time, offering sub-
second protection against zero-day and sophisticated threats across all NGFWs. The service
also has a built-in MITRE ATT&CK® matrix to accelerate investigations. The service focuses
on comprehensive defense by blocking unknown threats while streamlining incident response
efforts and reducing security overhead.

OT Security

The service provides OT detection, OT vulnerability correlation, virtual patching, OT signatures,
and industry-specific protocol decoders for overall robust defense of OT environments and
devices.



FortiGate 100F Series Data Sheet

Secure Any Edge at Any Scale

Powered by Security Processing Unit (SPU)

Traditional firewalls cannot protect against today’s content- and connection-based threats
because they rely on off-the-shelf hardware and general-purpose CPUs, causing a dangerous
performance gap. Fortinet’s custom SPU processors deliver the power you need—up to
520Gbps—to detect emerging threats and block malicious content while ensuring your network
security solution does not become a performance bottleneck.

Powered by Purpose-Built Secure SD-WAN ASIC SOC4

e Combines a RISC-based CPU with Fortinet’s proprietary Security Processing Unit (SPU)
content and network processors for unmatched performance

¢ Delivers industry’s fastest application identification and steering for efficient business
operations

» Accelerates IPsec VPN performance for best user-experience on direct internet access
¢ Enables best of breed NGFW Security and deep SSL inspection with high performance

* Extends security to access layer to enable SD-Branch transformation with accelerated and
integrated switch and access point connectivity

* Reduces environmental footprint by saving on average over 60% in power consumption
compared to previous generation of FortiGate models

Centralized Network and Security
Management at Scale

FortiManager, the centralized management
solution from Fortinet, enables integrated
management of the Fortinet security fabric,
including devices like FortiGate, FortiSwitch,
and FortiAP. It simplifies and automates the
oversight of network and security functions
across diverse environments, serving as
Intuitive view and clear insights into network the fundamental component for deploying
security posture with FortiManager Hybrid Mesh Firewalls.




FortiGate 100F Series Data Sheet

Use Cases

Next Generation Firewall (NGFW)

* FortiGuard Labs’ suite of Al-powered Security Services—natively integrated with your
NGFW—secures web, content, and devices and protects networks from ransomware and
sophisticated cyberattacks

* Real-time SSL inspection (including TLS 1.3) provides full visibility into users, devices, and
applications across the attack surface

* Fortinet’s patented SPU (Security Processing Unit) technology provides industry-leading
high-performance protection

Secure SD-WAN

e FortiGate WAN Edge powered by one OS and unified security and management framework
and systems transforms and secures WANs

* Delivers superior quality of experience and effective security posture for work-from-any
where models, SD-Branch, and cloud-first WAN use cases

* Achieve operational efficiencies at any scale through automation, deep analytics, and
self-healing

Universal ZTNA

e Control access to applications no matter where the user is and no matter where the
application is hosted for universal application of access policies

¢ Provide extensive authentications, checks, and enforce policy prior to granting application
access—every time

¢ Agent-based access with FortiClient or agentless access via proxy portal for guest or BYOD

Segmentation

* Dynamic segmentation adapts to any network topology to deliver true end-to-end
security—from the branch to the datacenter and across multi-cloud environments

e Ultra-scalable, low latency, VXLAN segmentation bridges physical and virtual domains
with Layer 4 firewall rules

* Prevents lateral movement across the network with advanced, coordinated protection from
FortiGuard Security Services detects and prevents known, zero-day, and unknown attacks
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Hardware
FortiGate 100F Series Interfaces
1. 1x USB Port
2. 1x Console Port

. 2 x GE RJ45 MGMT/DMZ
Ports

. 2 X GE RJ45 WAN Ports
. 2 x GE RJ45 HA Ports
. 12 x GE RJ45 Ports

. 2 x 10 GE SFP+ FortiLink
® Slots

- n © |@| 8 4xGESFPSlots
Reana2120 0 o

. 4 x GE RJ45/ SFP Shared
Media Pairs
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Hardware Features
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Dual Power Supplies

Power supply redundancy is essential in the operation of mission-critical networks. The
FortiGate 100F Series offers dual built-in non-hot swappable power supplies.

Access Layer Security

FortiLink protocol enables you to converge security and the network access by integrating
the FortiSwitch into the FortiGate as a logical extension of the NGFW. These FortiLink enabled
ports can be reconfigured as regular ports as needed.

amER
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Specifications
FORTIGATE 100F FORTIGATE 101F FORTIGATE 100F FORTIGATE 101F

Interfaces and Modules Dimensions and Power
Hardware Accelerated GE RJ45 Ports 12 Height x Width x Length (inches) 1.73 x 17 x 10
Hardware Accelerated GE RJ45 1/2/1 Height x Width x Length (mm) 44 x 432 x 254
Management/ HA/ DMZ Ports )

Weight 7.251bs (3.29 kg) 7.56 Ibs (3.43 kg)
Hardware Accelerated GE SFP Slots 4

Form Factor Rack Mount, 1RU
Hardware Accelerated 10 GE SFP+ 2 (supports EIA/non-EIA standards)
FortiLink Slots (default)

AC Power Supply 100-240V AC, 50/60 Hz
GE RJ45 WAN Ports 2 .

Power Consumption 26.5W/29.5W 353W/391W
GE RJ45 or SFP Shared Ports * 4 (Average / Maximum)
USB Port 1 Current (Maximum) 100V /1A, 240V / 0.5A
Console Port 1 Heat Dissipation 100.6 BTU/h 12113 BTU/h
Onboard Storage 0 1x 480 GB SSD Redundant Power Supplies Yes

. (Default dual non-swappable AC PSU for

Included Transceivers 0

1+1 Redundancy)
System Performance — Enterprise Traffic Mix

Power Supply Efficiency Rating 80Plus Compliant
IPS Throughput 2 2.6 Gbps
Operating Environment and Certifications
NGFW Throughput 24 1.6 Gbps
. Operating Temperature 32°F to 104°F (0°C to 40°C)
Threat Protection Throughput #° 1 Gbps
Storage Temperature -31°F to 158°F (-35°C to 70°C)
SRS (RERCIIEED ) CERely Humidity 10% to 90% non-condensing
IPv4 Firewall Throughput 20 /18 /10 Gbps .
(1518 / 512 / 64 byte, UDP) Noise Level 40.4 dBA
Firewall Latency (64 byte, UDP) 4.97 ps Forced Airflow Side to Back
Firewall Throughput (Packet per Second) 15 Mpps Operating Altitude Up t0 10 000 ft (3048 m)
Concurrent Sessions (TCP) 1.5 Million Compliance FCC Part 15B, Class A, CE, RCM, VCCI,
UL/cUL, CB, BSMI
New Sessions/Second (TCP) 56 000 S
Certifications USGv6/IPv6
Firewall Policies 10 000
IPsec VPN Throughput (512 byte)’ 11.5 Gbps * Latency based on Ultra Low Latency (ULL ports)
Gateway-to-Gateway IPsec VPN Tunnels 2000
Client-to-Gateway IPsec VPN Tunnels 16 000
SSL-VPN Throughput 1 Gbps
Concurrent SSL-VPN Users 500
(Recommended Maximum, Tunnel Mode)
SSL Inspection Throughput 1 Gbps
(IPS, avg. HTTPS) 3
SSL Inspection CPS (IPS, avg. HTTPS) 3 1800
SSL Inspection Concurrent Session 135 000
(IPS, avg. HTTPS) *
Application Control Throughput 2.2 Gbps
(HTTP 64K) 2
CAPWAP Throughput (HTTP 64K) 15 Gbps
Virtual Domains (Default / Maximum) 10/10
Maximum Number of FortiSwitches 32
Supported
Maximum Number of FortiAPs 128 /64
(Total / Tunnel)
Maximum Number of FortiTokens 5000
High Availability Configurations Active-Active, Active-Passive, Clustering
Note: All performance values are “up to” and vary depending on system configuration.
" IPsec VPN performance test uses AES256-SHA256. 4 NGFW performance is measured with Firewall, IPS and Application Control enabled.
2 IPS (Enterprise Mix), Application Control, NGFW and Threat Protection are measured 5 Threat Protection performance is measured with Firewall, IPS, Application Control and
with Logging enabled. Malware Protection enabled.
3 SSL Inspection performance values use an average of HTTPS sessions of different 5 Uses RSA-2048 certificate.

cipher suites.
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Ordering Information

Product
FortiGate 100F

FortiGate 101F

Optional Accessories

1 GE SFP RJ45 Transceiver Module

1 GE SFP SX Transceiver Module

1 GE SFP LX Transceiver Module

10 GE SFP+ RJ45 Transceiver Module

10 GE SFP+ Transceiver Module, Short Range

10 GE SFP+ Transceiver Module, Long Range

10 GE SFP+ Transceivers, Extended Range

10GE SFP+ Transceiver Module, 30 km Long Range

10GE SFP+ Transceiver Module, 30 km Long Range

10 GE SFP+ Passive Direct Attach Cable Tm
10 GE SFP+ Passive Direct Attach Cable 3m
10 GE SFP+ Passive Direct Attach Cable 5m

SKU
FG-100F

FG-101F

SKU

FN-TRAN-GC
FN-TRAN-SX
FN-TRAN-LX
FN-TRAN-SFP+GC
FN-TRAN-SFP+SR
FN-TRAN-SFP+LR
FN-TRAN-SFP+ER

FN-TRAN-SFP+BD27

FN-TRAN-SFP+BD33

FN-CABLE-SFP+1
FN-CABLE-SFP+3
FN-CABLE-SFP+5

Description

22x GE RJ45 ports (including 2x WAN ports, 1x DMZ port, 1x Mgmt port, 2x HA ports, 16x switch
ports with 4 SFP port shared media), 4 SFP ports, 2x 10 GE SFP+ FortiLinks, dual power supplies
redundancy.

22x GE RJ45 ports (including 2x WAN ports, 1x DMZ port, 1x Mgmt port, 2x HA ports, 16x switch
ports with 4 SFP port shared media), 4 SFP ports, 2x 10 GE SFP+ FortiLinks, 480GB onboard
storage, dual power supplies redundancy.

Description

1 GE SFP RJ45 transceiver module for all systems with SFP and SFP/SFP+slots.

1 GE SFP SX transceiver module for all systems with SFP and SFP/SFP+ slots.

1 GE SFP LX transceiver module for all systems with SFP and SFP/SFP+ slots.

10 GE SFP+ RJ45 transceiver module for systems with SFP+ slots.

10 GE SFP+ transceiver module, short range for all systems with SFP+ and SFP/SFP+ slots.

10 GE SFP+ transceiver module, long range for all systems with SFP+ and SFP/SFP+ slots.

10 GE SFP+ transceiver module, extended range for all systems with SFP+ and SFP/SFP+ slots.

10GE SFP+ transceiver module, 30KM long range single BiDi for systems with SFP+ and SFP/
SFP+ slots (connects to FN-TRAN-SFP+BD33, ordered separately).

10GE SFP+ transceiver module, 30KM long range single BiDi for systems with SFP+ and SFP/
SFP+ slots (connects to FN-TRAN-SFP+BD27, ordered separately).

10 GE SFP+ passive direct attach cable, 1m for systems with SFP+ and SFP/SFP+ slots.
10 GE SFP+ passive direct attach cable, 3m for systems with SFP+ and SFP/SFP+ slots.
10 GE SFP+ passive direct attach cable, 5m for systems with SFP+ and SFP/SFP+ slots.
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o o
Subscriptions
Bundles
Enterprise Unified Threat Advanced Threat
Service Category Service Offering A-la-carte Protection Protection Protection

FortiGuard Security
Services

SD-WAN and SASE
Services

NOC and SOC
Services

Hardware and
Software Support

Base Services

IPS Service

Anti-Malware Protection (AMP) — Antivirus, Mobile Malware, Botnet,
CDR, Virus Outbreak Protection and FortiSandbox Cloud Service

URL, DNS & Video Filtering Service

Anti-Spam

Al-based Inline Malware Prevention Service

Data Loss Prevention Service '

OT Security Service (OT Detection, OT Vulnerability correlation, Virtual

Patching, OT Signature / Protocol Decoders) '

Application Control

CASB Saa$ Control

SD-WAN Underlay Bandwidth and Quality Monitoring Service
SD-WAN Overlay-as-a-Service for SaaS-based overlay network
provisioning

SD-WAN Connector for FortiSASE Secure Private Access
FortiSASE subscription including cloud management and 10Mbps
bandwidth license 2

FortiGuard Attack Surface Security Service (loT Detection, loT
Vulnerability Correlation, and Security Rating Updates) '

FortiConverter Service
Managed FortiGate Service

FortiGate Cloud (SMB Logging + Cloud Management)
FortiManager Cloud

FortiAnalyzer Cloud

FortiAnalyzer Cloud with SOCaaS
FortiGuard SOCaaS

FortiCare Essentials 2

FortiCare Premium

FortiCare Elite

Internet Service (SaaS) DB Updates
GeolP DB Updates

Device/OS Detection Signatures
Trusted Certificate DB Updates
DDNS (v4/v6) Service

1. Full features available when running FortiOS 7.4.1

2. Desktop Models only

5@

FortiGuard Bundles

included with FortiCare Subscription

included with FortiCare Subscription

included with FortiCare Subscription

FortiGuard Labs delivers a number of security intelligence services to augment the FortiGate firewall platform.
You can easily optimize the protection capabilities of your FortiGate with one of these FortiGuard Bundles.

FortiCare Services

Fortinet prioritizes customer success through FortiCare Services, optimizing the Fortinet Security Fabric solution.
Our comprehensive lifecycle services include Design, Deploy, Operate, Optimize, and Evolve. The FortiCare

Elite, one of the service variants, offers heightened SLAs and swift issue resolution with a dedicated support
team. This advanced support option includes an Extended End-of-Engineering-Support of 18 months, providing
flexibility. Access the intuitive FortiCare Elite Portal for a unified view of device and security health, streamlining
operational efficiency and maximizing Fortinet deployment performance.



Fortinet CSR Policy

Fortinet is committed to driving progress and sustainability for all through cybersecurity, with respect for human rights and
ethical business practices, making possible a digital world you can always trust. You represent and warrant to Fortinet that you
will not use Fortinet’s products and services to engage in, or support in any way, violations or abuses of human rights, including
those involving illegal censorship, surveillance, detention, or excessive use of force. Users of Fortinet products are required

to comply with the Fortinet EULA and report any suspected violations of the EULA via the procedures outlined in the Fortinet
Whistleblower Policy.
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FortiSwitch™ Secure Access

Highlights

Standalone or Integrated
FortiLink deployment
option

Zero-touch deployment

On premise and cloud-
based management
options

Intuitive management
allows for ease of set up
for network access and
security

Easy-to-use network
access control (NAC) at
no cost

User- and device-based
access control and
policy enforcement

Secure access service
edge (SASE) support

Scalable and flexible
for branches or small
business

Up to 48 access ports
in a compact 1 RU form
factor

Power over Ethernet and
PoE+ support
Wire-speed switching
with up to 10GE uplinks
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Security, Ease of Use, and Scalability

The FortiSwitch™ Access Family is tailored to meet the
unique demands of enterprise branch offices and small
businesses. An unparalleled combination of security, ease of
use, and scalability makes FortiSwitch™ the ideal choice for
Ethernet infrastructure.

Managing a remote enterprise branch or small business network can be a challenging task
due to various factors including a lack of visibility of connected devices, limited time and tools
for LAN management, and a shortage of skilled personnel. The FortiSwitch Secure Access
family seamlessly integrates Ethernet networking with advanced security features, effectively
eliminating the silos that hinder day-to-day management. Feature-rich and easy to manage
with a low total cost of ownership, FortiSwitch emerges as the optimal choice for remote
enterprise-branch and small-businesses Ethernet networks.
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Available in

Appliance

Secure Networking Through FortiLink

FortiLink is an innovative proprietary management protocol that enables seamless integration
and management between a FortiGate Next-Generation Firewall and the FortiSwitch Ethernet
switching platform. By using FortiLink, the FortiSwitch becomes a logical extension of the
FortiGate, allowing for centralized management of both network security and access layer
functions through a single interface.

Easy-to-use Network Access Control (NAC) at No Cost

FortiLink integration enables basic NAC functionality to profile and securely onboard devices
as they connect. FortiLink NAC offers visibility into all connected devices, automated
segmentation and security policies for loT devices, quarantine if compromised, and virtual
patching to help protect against threats.
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Built-in Ethernet Port Security

Traditional Ethernet port security demands manual effort and continuous maintenance, which
is impractical for IT administrators of remote branches or small business. Consequently,
Ethernet ports are frequently left unprotected. FortiSwitch access switching offers IT
administrators the ability secure ports ensuring only approved users and devices get access
to the network. The automation of port security without requiring 802.1x makes making policy
enforcement easy to implement and manage while NGFW-level policies ensure granular control
and zero-trust access for users and devices.

User- and Device-Based Access Control and Policy Enforcement

Whether leveraging Fortinet Identity Access Management (IAM) or third-party identity
providers, FortiLink automation can leverage user identity to make granular role-based policy
decisions, allowing you to implement zero-trust principles.

Secure Access Service Edge (SASE)

This FortiSwitch enterprise architecture offers a built-in foundation for zero-trust network
access (ZTNA) and secure access service edge (SASE), offering the flexibility to easily deploy
the type and level of security you need at the edge of your network.
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Operational Simplicity

Deploying, managing, and perfecting an Ethernet switching infrastructure can be challenging
and time-consuming, particularly when done remotely or with limited staff.

FortiSwitch switching architecture can be securely deployed and managed in minutes through
zero-touch deployment. Whether FortiSwitch is deployed in standalone mode or FortiLink
mode, its easy-to-use intuitive workflows and unified views let you provision, manage, and
optimize your small business or remote branches at scale.

Whether cloud or on-premises, centralized management delivers a unified view of the
LAN, security, and in the case of SD-Branch: SD-WAN and 5G wireless gateways. This
feature provides a consistent user experience for optimal operational efficiency, simplifying
management, optimization, and troubleshooting. The result is a shorter mean time to repair
both network and security issues.

FortiLink Standalone

FortiOS FortiLAN Cloud

Scalable and Flexible for Branches or Small Business

FortiSwitch access architecture scales to meet the need of today’s small business and remote
branches without sacrificing security. Supporting up to 48 ports in a compact 1 RU form factor,
FortiSwitch can deliver the performance and scale you require.

Eliminate Bottlenecks

With wire speed 1GE access ports and dedicated uplinks capable of speeds up 10GE, the
FortiSwitch Access Series provides the performance and speed needed for next generation
SD-Branch applications.

Next-Generation Power Over Ethernet Support

With PoE+ support in all models, FortiSwitch delivers and manages power for devices such as
cameras, sensors, and wireless access points.
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Product Offerings

Model Numbers

100E Series: FS-124E, FS-124E-POE, FS-124E-FPOE, FS-148E, FS-148E-POE

100F Series: FS-108F, FS-108F-POE, FS-108F-FPOE, FS-124F, FS-124F-POE, FS-124F-FPOE, FS-148F, FS-148F-POE, FS-148F-FPOE
200 Series: FS-224D-FPOE, FS-224E, FS-224E-POE, FS-248D, FS-248E-POE, FS-248E-FPOE

Features

Refer to the FortiSwitch Feature Matrix for details about the features supported by each FortiSwitch model.

FORTISWITCH FORTILINK MODE (WITH FORTIGATE) FORTISWITCH FORTILINK MODE (WITH FORTIGATE)

Management and Configuration Security and Visibility

Auto Discovery of Multiple Switches 802.1X Authentication (Port-based, MAC-based, MAB)
8 to 300 Managed Switches depending on FortiGate model Syslog Collection

FortiLink Stacking (Auto Inter-Switch Links) DHCP Snooping

FortiLink Secure Fabric Device Detection

Software Upgrade of Switches MAC Black/While Listing (FortiGate)

Centralized VLAN Configuration Policy Control of Users and Devices (FortiGate)
Switch POE Control Block Intra-VLAN Traffic

Link Aggregation Configuration Network Device Detection

Spanning Tree

Host Quarantine on Switch Port

LLDP/MED Integrated FortiGate Network Access Control (NAC) function
IGMP Snooping ) . e
FortiGuard loT identification
L3 Routing and Services (FortiGate)
FortiSwitch recommendations in Security Rating
Policy-Based Routing (FortiGate)
) ) : Switch Controller traffic collector
Virtual Domain (FortiGate)
. . Port Statistics
Automated detection and recommendations

. ) o Clients Monitoring
Dynamic Port Profiles for FortiSwitch ports

R N UTM Features
Provision firmware upon authorization

Firewall (FortiGate)
Health Monitoring
IPC, AV, Application Control, Botnet (FortiGate)
High Availability
Support FortiLink FortiGate in HA Cluster
LAG support for FortiLink Connection

Active-Active Split LAG from FortiGate to FortiSwitches for Advanced Redundancy

amn
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Features

Refer to the FortiSwitch Feature Matrix for details about the features supported by each FortiSwitch model.

FORTISWITCH

Layer 2

Jumbo Frames

Auto-negotiation for Port Speed and Duplex
MDI/MDIX Auto-crossover

IEEE 802.1D MAC Bridging/STP

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
STP Root Guard

STP BPDU Guard

Edge Port / Port Fast

IEEE 802.1Q VLAN Tagging

Private VLAN

|EEE 802.3ad Link Aggregation with LACP

Unicast/Multicast traffic balance over trunking port
(dst-ip, dst-mac, src-dst-ip, src-dst-mac, src-ip, src-mac)

IEEE 802.1AX Link Aggregation

Spanning Tree Instances (MSTP/CST)

IEEE 802.3x Flow Control and Back-pressure
IEEE 802.3 10Base-T

IEEE 802.3u 100Base-TX

IEEE 802.3z 1000Base-SX/LX

|IEEE 802.3ab 1000Base-T

IEEE 802.3ae 10 Gigabit Ethernet

|IEEE 802.3az Energy Efficient Ethernet

|EEE 802.3bz Multi Gigabit Ethernet

IEEE 802.3 CSMA/CD Access Method and Physical Layer Specifications
Storm Control

MAC, IP, Ethertype-based VLANs
Virtual-Wire

Split Port (QSFP+ breakout to 4x10G SFP+ or 4x1G SFP)
Time-Domain Reflectcometry (TDR) Support
LAG min/max bundle

Rapid PVST interoperation

Ingress Pause Metering

Loop Guard

Per-port storm control

Priority-based Flow Control (802.1Qbb)

IEEE 802.1ad QinQ

VLAN Mapping

|IEEE 802.3ba, 802.3bj, and 802.3bm 40 and 100 Gigabit Ethernet
Auto topology

Dynamically shared packet buffers

Services

IGMP proxy / querier

MLD Snooping

MLD proxy / querier

IGMP Snooping

FORTISWITCH

Layer 3

Static Routing (Hardware-based)

Dynamic Routing Protocols: OSPFv2, RIPv2, VRRP, BGP, ISIS *
Multicast Protocols: PIM-SSM *

ECMP

Bidirectional Forwarding Detection (BFD)
DHCP Relay

IP conflict detection and notification

DHCP server

Unicast Reverse Path Forwarding - uRPF
IPVv6 route filtering

Filtering routemaps based on routing protocol
Security and Visibility

Port Mirroring

Admin Authentication Via RFC 2865 RADIUS
IEEE 802.1X Authentication Port-based

IEEE 802.1X Authentication MAC-based
IEEE 802.1X Guest and Fallback VLAN

IEEE 802.1X MAC Access Bypass (MAB)
IEEE 802.1X Dynamic VLAN Assignment
Radius CoA (Change of Authority)

Radius Accounting

MAC-IP Binding

sFlow

ACL

IEEE 802.1ab Link Layer Discovery Protocol (LLDP)
IEEE 802.1ab LLDP-MED

IEEE 802.1ae MAC Security (MAC Sec)
DHCP-Snooping

Dynamic ARP Inspection

Sticky MAC and MAC Limit

IEEE 802.1X open auth

IEEE 802.1X EAP pass-through

Flow Export (NetFlow and IPFIX)

ACL Multistage

ACL Multiple Ingress

ACL Schedule

IP source guard

IPv6 RA Guard

LLDP-MED ELIN support

Per-port and per-VLAN MAC learning limit
Assign VLANs via Radius attributes (RFC 4675)
Wake on LAN

*Requires ‘Advanced Features’ License.
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Features

Refer to the FortiSwitch Feature Matrix for details about the features supported by each FortiSwitch model.

FORTISWITCH FORTISWITCH

High Availability Management

Multi-Chassis Link Aggregation (MCLAG) IPv4 and IPv6 Management

Quality of Service Telnet / SSH

IEEE 802.1p Based Priority Queuing HTTP / HTTPS

IP TOS/DSCP Based Priority Queuing SNMP v1/v2c/v3

IEEE 1588 PTP (Transparent Clock) SNTP

Explicit Congestion Notification Standard CLI and Web GUI Interface
Egress priority tagging Software download/upload: TFTP/FTP/GUI
Percentage Rate Control Managed from FortiGate

Support for HTTP REST APIs for Configuration and Monitoring
Dual Firmware Support

RMON Group 1

Packet Capture

SPAN, RSPAN, and ERSPAN

Link Monitor

POE Control Modes

System Temperature and Alert

Syslog UDP/TCP

Provide warning if L2 table is getting full

Display Average Bandwidth and Allow Sorting on Physical Port / Interface Traffic
System alias command

SNMP v3 traps

Automation Stitches

T 6
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Features

ALL FORTISWITCH MODELS ALL FORTISWITCH MODELS

RFC and MIB Support*
BFD
RFC 5880: Bidirectional Forwarding Detection (BFD)
RFC 5881: Bidirectional Forwarding Detection (BFD) for IPv4 and IPv6 (Single Hop)
RFC 5882: Generic Application of Bidirectional Forwarding Detection (BFD)
BGP
RFC 1771: A Border Gateway Protocol 4 (BGP-4)
RFC 1965: Autonomous System Confederations for BGP
RFC 1997: BGP Communities Attribute
RFC 2545: Use of BGP-4 Multiprotocol Extensions for IPv6 Inter-Domain Routing
RFC 2796: BGP Route Reflection - An Alternative to Full Mesh IBGP
RFC 2842: Capabilities Advertisement with BGP-4
RFC 2858: Multiprotocol Extensions for BGP-4
RFC 4271: BGP-4
RFC 6286: Autonomous-System-Wide Unique BGP Identifier for BGP-4
RFC 6608: Subcodes for BGP Finite State Machine Error
RFC 6793: BGP Support for Four-Octet Autonomous System (AS) Number Space
RFC 7606: Revised Error Handling for BGP UPDATE Messages
RFC 7607: Codification of AS 0 Processing

RFC 7705: Autonomous System Migration Mechanisms and Their Effects on the BGP
AS_PATH Attribute

RFC 8212: Default External BGP (EBGP) Route Propagation Behavior without Policies
RFC 8654: Extended Message Support for BGP
DHCP
RFC 2131: Dynamic Host Configuration Protocol
RFC 3046: DHCP Relay Agent Information Option
RFC 7513: Source Address Validation Improvement (SAVI) Solution for DHCP
IP/IPv4
RFC 2697: A Single Rate Three Color Marker
RFC 3168: The Addition of Explicit Congestion Notification (ECN) to IP
RFC 5227: IPv4 Address Conflict Detection
RFC 5517: Cisco Systems' Private VLANSs: Scalable Security in a Multi-Client Environment
RFC 7039: Source Address Validation Improvement (SAVI) Framework
IP Multicast

RFC 2362: Protocol Independent Multicast-Sparse Mode (PIM-SM): Protocol
Specification

RFC 2710: Multicast Listener Discovery (MLD) for IPv6 (MLDv1)

RFC 4541: Considerations for Internet Group Management Protocol (IGMP) and Multicast
Listener Discovery (MLD) Snooping Switches

RFC 4605: Internet Group Management Protocol (IGMP)/Multicast Listener Discovery
(MLD)-Based Multicast Forwarding (“IGMP/MLD Proxying”)

RFC 4607: Source-Specific Multicast for IP

RFC and MIB Support*
IPv6

RFC 2464: Transmission of IPv6 Packets over Ethernet Networks: Transmission of IPv6
Packets over Ethernet Networks

RFC 2474: Definition of the Differentiated Services Field (DS Field) in the and IPv6
Headers (DSCP)

RFC 2893: Transition Mechanisms for IPv6 Hosts and Routers
RFC 4213: Basic Transition Mechanisms for IPv6 Hosts and Router
RFC 4297: IP Version 6 Addressing Architecture

RFC 4443: Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version
6 (IPv6) Specification

RFC 4861: Neighbor Discovery for IP version 6 (IPv6)
RFC 4862: IPv6 Stateless Address Auto configuration
RFC 5095: Deprecation of Type 0 Routing Headers in IPv6
RFC 6724: Default Address Selection for Internet Protocol version 6 (IPv6)
RFC 7113: IPv6 RA Guard
RFC 8200: Internet Protocol, Version 6 (IPv6) Specification
RFC 8201: Path MTU Discovery for IP version 6
IS-Is
RFC 1195: Use of OSI IS-IS for Routing in TCP/IP and Dual Environments
RFC 5308: Routing IPv6 with IS-IS
MIB
RFC 1213: MIB Il parts that apply to FortiSwitch 100 units
RFC 1354: IP Forwarding Table MIB
RFC 1493: Bridge MIB
RFC 1573: SNMP MIB Il
RFC 1643: Ethernet-like Interface MIB
RFC 1724: RIPv2-MIB
RFC 1850: OSPF Version 2 Management Information Base
RFC 2233: The Interfaces Group MIB using SMiv2
RFC 2618: Radius-Auth-Client-MIB
RFC 2620: Radius-Acc-Client-MIB
RFC 2665: Definitions of Managed Objects for the Ethernet-like Interface Types

RFC 2674: Definitions of Managed Objects for Bridges with Traffic Classes, Multicast
Filtering and Virtual LAN extensions

RFC 2787: Definitions of Managed Objects for the Virtual Router Redundancy Protocol
RFC 2819: Remote Network Monitoring Management Information Base

RFC 2863: The Interfaces Group MIB

RFC 2932: IPv4 Multicast Routing MIB

RFC 2934: Protocol Independent Multicast MIB for IPv4

RFC 3289: Management Information Base for the Differentiated Services Architecture
RFC 3433: Entity Sensor Management Information Base

RFC 3621: Power Ethernet MIB

RFC 6933: Entity MIB (Version 4)

* RFC and MIB supported by FortiSwitch Operating System. Check FortiSwitch Feature Matrix for model specific support.
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Features

ALL FORTISWITCH MODELS

RFC and MIB Support*
OSPF
RFC 1583: OSPF version 2
RFC 1765: OSPF Database Overflow
RFC 2328: OSPF version 2
RFC 2370: The OSPF Opaque LSA Option
RFC 2740: OSPF for IPv6
RFC 3101: The OSPF Not-So-Stubby Area (NSSA) Option
RFC 3137: OSPF Stub Router Advertisement
RFC 3623: OSPF Graceful Restart
RFC 5340: OSPF for IPv6 (OSPFv3)
RFC 5709: OSPFv2 HMAC-SHA Cryptographic Authentication
RFC 6549: OSPFv2 Multi-Instance Extensions
RFC 6845: OSPF Hybrid Broadcast and Point-to-Multipoint Interface Type
RFC 6860: Hiding Transit-Only Networks in OSPF
RFC 7474: Security Extension for OSPFv2 When Using Manual Key Management
RFC 7503: OSPF for IPv6
RFC 8042: CCITT Draft Recommendation T.4
RFC 8362: OSPFv3 Link State Advertisement (LSA) Extensibility
OTHER
RFC 2030: SNTP

RFC 3176: InMon Corporation's sFlow: A Method for Monitoring Traffic in Switched and
Routed Networks

RFC 3768: VRRP
RFC 3954: Cisco Systems NetFlow Services Export Version 9

RFC 5101: Specification of the IP Flow Information Export (IPFIX) Protocol for the
Exchange of Flow Information

RFC 5798: VRRPV3 (IPv4 and IPv6)

ALL FORTISWITCH MODELS

RFC and MIB Support*
RADIUS
RFC 2865: Admin Authentication Using RADIUS
RFC 2866: RADIUS Accounting
RFC 4675: RADIUS Attributes for Virtual LAN and Priority Support

RFC 5176: Dynamic Authorization Extensions to Remote Authentication Dial In User
Service (RADIUS)

RIP
RFC 1058: Routing Information Protocol
RFC 2080: RIPng for IPv6
RFC 2082: RIP-2 MD5 Authentication
RFC 2453: RIPv2
RFC 4822: RIPv2 Cryptographic Authentication
SNMP
RFC 1157: SNMPv1/v2c
RFC 2571: Architecture for Describing SNMP
RFC 2572: SNMP Message Processing and Dispatching
RFC 2573: SNMP Applications
RFC 2576: Coexistence between SNMP versions

* RFC and MIB supported by FortiSwitch Operating System. Check FortiSwitch Feature Matrix for model specific support.




FortiSwitch™ Secure Access Family

Data Sheet

Specifications

Hardware Specifications

Total Network Interfaces

Dedicated Management 10/100 Port
RJ-45 Serial Console Port

Form Factor

Power over Ethernet (PoE) Ports
PoE Power Budget

Mean Time Between Failures
System Specifications
Switching Capacity (Duplex)
Packets Per Second (Duplex)
MAC Address Storage

Network Latency

VLANS Supported

Link Aggregation Group Size
Total Link Aggregation Groups
Packet Buffers

Memory

Flash

ACL

Spanning Tree Instances
Dimensions

Height x Depth x Width (inches)
Height x Depth x Width (mm)
Weight

Environment

Power Required

Power Supply

Redundant Power
Power Consumption
Heat Dissipation
Operating Temperature
Storage Temperature
Humidity

Air-Flow Direction
Noise Level

Certification and Compliance

Warranty

Fortinet Warranty

FORTISWITCH 108F FORTISWITCH 108F-POE
7x GE RJ45, 1x GE/POE-PD RJ45, 8x GE RJ45 and 2x GE SFP
and 2x GE SFP
0 0
1 1
Desktop Desktop / 19 inch rack bracket
0 8 (802.3af/at)
0 65 W
> 10 years >10 years
20 Gbps 20 Gbps
30 Mpps 30 Mpps
8K 8K
4 us 4 us
4K 4K
8 8
8 8
512 KB 512 KB
256 MB DDR3 256 MB DDR3
32 MB 32 MB
768 768
16 16
118 x 4.72 x 7.09 173 x8.23 x 9.85
30 x 120 x 180 44 x 209 x 250
1.36 Ibs (0.62 kg) 3.75 Ibs (1.70 kg)
100-240V AC, 50/60 Hz / PoE-PSE(af) 100-240V AC, 50/60 Hz
12V/1A DC power adapter included, AC builtin
PoE-PD Built in
No No
6.2W 74.4 W
21142 BTU/h 3412 BTU/h
32°F to 113°F (0°C to 45°C) 32°F to 113°F (0°C to 45°C)
-49°F to 158°F (-40°C to 70°C) -40°F to 158°F (-40°C to 70°C)
5% to 95% non-condensing 5% to 95% non-condensing
side-to-back side-to-back
Fanless Fanless

FORTISWITCH 108F-FPOE

8x GE RJ45 and 2x GE SFP

0
1
Desktop / 19 inch rack bracket
8 (802.3af/at)
130 W

> 10 years

20 Gbps
30 Mpps
8K
4 s
4 K
8
8
512 KB
256 MB DDR3
32 MB
768
16

1.73 x 8.23 x 9.85
44 x 209 x 250
4.05 Ibs (1.84 kg)

100-240V AC, 50/60 Hz
AC built in

No
139.2 W
34.56 BTU/h
32°F to 113°F (0°C to 45°C)
-40°F to 158°F (-40°C to 70°C)
5% to 95% non-condensing
side-to-back

Fanless

FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2

Limited lifetime* warranty on all models

* Fortinet Warranty Policy: http://www.fortinet.com/doc/legal/EULA.pdf

FioEERTaInET

FortiSwitch 108F

FEZ=RTINET

FiATINET Fortiswiteh 108F-708

FortiSwitch 108F-POE

SIEFRT INMET.

FEATINET FortiSwitch 108F-0E

W

FortiSwitch 108F-FPOE



FortiSwitch™ Secure Access Family

Data Sheet

Specifications

Hardware Specifications

Total Network Interfaces
Dedicated Management 10/100 Port
RJ-45 Serial Console Port

Form Factor

Power over Ethernet (PoE) Ports
PoE Power Budget

Mean Time Between Failures
System Specifications
Switching Capacity (Duplex)
Packets Per Second (Duplex)
MAC Address Storage

Network Latency

VLANS Supported

Link Aggregation Group Size
Total Link Aggregation Groups
Packet Buffers

Memory

Flash

ACL

Spanning Tree Instances
Dimensions

Height x Depth x Width (inches)
Height x Depth x Width (mm)
Weight

Environment

Power Required

Power Supply

Redundant Power

Power Consumption* (Average / Maximum)
Heat Dissipation

Operating Temperature

Storage Temperature

Humidity

Air-Flow Direction

Noise Level

Certification and Compliance

Warranty

Fortinet Warranty

FORTISWITCH 124E

24x GE RJ45 and 4x GE SFP
0
1
1 RU Rack Mount
0
0

> 10 years

56 Gbps
83 Mpps
8 K
4us
4K
8
8
512 KB
256 MB DDR3
32 MB
640
16

17 x8.2x13
44 x 209 x 330
4.7 1bs (213 kg)

100-240V AC, 50/60 Hz
AC Built in
15.83 W /17.79 W
54 BTU/h
32°F to 113°F (0°C to 45°C)
-40°F to 158°F (-40°C to 70°C)
10% to 90% non-condensing
side-to-back

Fanless

* POE models power consumption is similar to non-POE model if POE is not in use

** Fortinet Warranty Policy: http://www.fortinet.com/doc/legal/EULA.pdf

FortiSwitch 124E

FORTISWITCH 124E-

24x GE RJ45 and 4x GE SFP
0
1
1 RU Rack Mount
12 (802.3af/at)
185 W

> 10 years

56 Gbps
83 Mpps
8K
4pus
4K
8
8
512 KB
256 MB DDR3
32 MB
640
16

1.7 x12.2 x17.3
44 x 309 x 440
111 1bs (5.03 kg)

100-240V AC, 50/60 Hz
AC Built in
202.78 W/ 205.45 W
60.67 BTU/h
32°F to 113°F (0°C to 45°C)
-40°F to 158°F (-40°C to 70°C)
10% to 90% non-condensing
side-to-back

39.3 dBA

FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2

Limited lifetime** warranty on all models

o

FortiSwitch 124E-POE

FORTISWITCH 124E-FPOE

24x GE RJ45 and 4x GE SFP
0
1
1 RU Rack Mount
24 (802.3af/at)
370 W

> 10 years

56 Gbps
83 Mpps
8 K
4us
4K
8
8
512 KB
256 MB DDR3
32 MB
640
16

17 %122 x 17.3
44 x 309 x 440
11.2 Ibs (5.03 kg)

100-240V AC, 50/60 Hz
AC Built in
38778 W/ 390.45 W
60.67 BTU/h
32°F to 113°F (0°C to 45°C)
-40°F to 158°F (-40°C to 70°C)
10% to 90% non-condensing
side-to-back

42.5 dBA

Cessee sesees =

FortiSwitch 124E-FPOE
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FortiSwitch™ Secure Access Family Data Sheet

Specifications

Hardware Specifications

Total Network Interfaces 48x GE RJ45 and 4x GE SFP 48x GE RJ45 and 4x GE SFP
Dedicated Management 10/100 Port 0 0

RJ-45 Serial Console Port 1 1

Form Factor 1 RU Rack Mount 1 RU Rack Mount
Power over Ethernet (PoE) Ports 0 24 (802.3af/at)

PoE Power Budget 0 370 W

Mean Time Between Failures > 10 years > 10 years

System Specifications

Switching Capacity (Duplex) 104 Gbps 104 Gbps

Packets Per Second (Duplex) 155 Mpps 155 Mpps

MAC Address Storage 16K 16K

Network Latency 3860 ns 3860 ns

VLANS Supported 4K 4K

Link Aggregation Group Size 8 8

Total Link Aggregation Groups 16 16

Packet Buffers 1.5 MB 1.5 MB

Memory 256 MB DDR3 256 MB DDR3

Flash 64 MB 64 MB

ACL 640 640

Spanning Tree Instances 16 16

Dimensions

Height x Depth x Width (inches) 173 x12.2 x17.3 173 x13.7 x17.3
Height x Depth x Width (mm) 44 x 309 x 440 44 x 348 x 440
Weight 8.6 Ibs (3.9 kg) 1.5 Ibs (5.2 kg)
Environment

Power Required 100-240V AC, 50/60 Hz 100-240V AC, 50/60 Hz
Power Supply AC Builtin AC Builtin
Redundant Power No No

Power Consumption* (Average / Maximum) 19.804 W /22137 W 389.742 W /393109 W
Heat Dissipation 67.574 BTU/h 78.82 BTU/h
Operating Temperature 32°F to 113°F (0°C to 45°C) 32°F to 113°F (0°C to 45°C)
Storage Temperature -4°F 10 158°F (-20°C to 70°C) -4°F 10 158°F (-20°C to 70°C)
Humidity 10% to 90% non-condensing 10% to 90% non-condensing
Air-Flow Direction side-to-back side-to-back

Noise Level 36.9 dBA 38.7 dBA

Certification and Compliance
FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2
Warranty

Fortinet Warranty Limited lifetime** warranty on all models

* POE models power consumption is similar to non-POE model if POE is not in use.
** Fortinet Warranty Policy: http://www.fortinet.com/doc/legal/EULA.pdf

FortiSwitch 148E FortiSwitch 148E-POE

1



FortiSwitch™ Secure Access Family

Data Sheet

Specifications

Hardware Specifications

Total Network Interfaces
Dedicated Management 10/100 Port
RJ-45 Serial Console Port

Form Factor

Power over Ethernet (PoE) Ports
PoE Power Budget

Mean Time Between Failures
System Specifications
Switching Capacity (Duplex)
Packets Per Second (Duplex)
MAC Address Storage

Network Latency

VLANs Supported

Link Aggregation Group Size
Total Link Aggregation Groups
Packet Buffers

Memory

Flash

ACL

Spanning Tree Instances
Dimensions

Height x Depth x Width (inches)
Height x Depth x Width (mm)
Weight

Environment

Power Required

Power Supply

Redundant Power

Power Consumption* (Average / Maximum)
Heat Dissipation

Operating Temperature

Storage Temperature

Humidity

Air-Flow Direction

Noise Level

Certification and Compliance

Warranty

Fortinet Warranty

FORTISWITCH 124F

24x GE RJ45 and 4x 10GE SFP+
0
1
1 RU Rack Mount
0
0

> 10 years

128 Gbps
190 Mpps
32K
<1Ius
4K
8
16
2 MB
512 MB DDR3
64 MB
768
16

1.73 x 9.06 x 12.99
44 x 230 x 330
4.48 1bs (2.03 kg)

100-240V AC, 50-60 Hz
AC built in
No
248 W /263 W
89.683 BTU/h
32°F to 113°F (0°C to 45°C)
-4°F t0 158°F (-20°C to 70°C)
10% to 90% non-condensing
side-to-back

Fanless

* POE models power consumption is similar to non-POE model if POE is not in use

** Fortinet Warranty Policy: http://www.fortinet.com/doc/legal/EULA.pdf

FortiSwitch 124F

FORTISWITCH 124F-POE

24x GE RJ45 and 4x 10GE SFP+
0
1
1 RU Rack Mount
12 (802.3af/at)
185 W

> 10 years

128 Gbps
190 Mpps
32K
<1Tus
4K
8
16
2 MB
512 MB DDR3
64 MB
768
16

173 x10.24 x 17.32
44 x 260 x 440
7.85 lbs (3.56 kg)

100-240V AC, 50-60 Hz
AC built in
No
2359 W /2374 W
102.982 BTU/h
32°F t0 113°F (0°C to 45°C)

-4°F t0 158°F (-20°C to 70°C)

10% to 90% non-condensing
side-to-back

46.3 dBA

FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2

Limited lifetime** warranty on all models

FORTISWITCH 124F-FP

24x GE RJ45 and 4x 10GE SFP+
0
1
1RU Rack Mount
24 (802.3af/at)
370 W

> 10 years

128 Gbps
190 Mpps
32K
<1us
4K
8
16
2 MB
512 MB DDR3
64 MB
768
16

1.73 x10.24 x 17.32
44 x 260 x 440
8.42 Ibs (3.82 kg)

100-240V AC, 50-60 Hz
AC built in
No
4498 W [ 451.3 W
118.327 BTU/h
32°F to 113°F (0°C to 45°C)
-4°F to 158°F (-20°C to 70°C)

10% to 90% non-condensing

side-to-back

45.8 dBA

FortiSwitch 124F-POE

FortiSwitch 124F-FPOE
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FortiSwitch™ Secure Access Family

Data Sheet

Specifications

Hardware Specifications

Total Network Interfaces
Dedicated Management 10/100 Port
RJ-45 Serial Console Port

Form Factor

Power over Ethernet (PoE) Ports
PoE Power Budget

Mean Time Between Failures
System Specifications
Switching Capacity (Duplex)
Packets Per Second (Duplex)
MAC Address Storage

Network Latency

VLANSs Supported

Link Aggregation Group Size
Total Link Aggregation Groups
Packet Buffers

Memory

Flash

ACL

Spanning Tree Instances
Dimensions

Height x Depth x Width (inches)
Height x Depth x Width (mm)
Weight

Environment

Power Required

Power Supply

Redundant Power

Power Consumption* (Average / Maximum)
Heat Dissipation

Operating Temperature

Storage Temperature

Humidity

Air-Flow Direction

Noise Level

Certification and Compliance

Warranty

Fortinet Warranty

FORTISWITCH 148F

48x GE RJ45 and 4x 10GE SFP+
0
1
1 RU Rack Mount
0
0

> 10 years

176 Gbps
260 Mpps
32K
<1Ius
4K
8
16
2 MB
512 MB DDR3
64 MB
768
16

1.73 x10.24 x 17.32
44 x 260 x 440
7.63 Ibs (3.46 kg)

100-240V AC, 50-60 Hz
AC built in
No
558 W /57 W
194.37 BTU/h
32°F to 113°F (0°C to 45°C)
-4°F t0 158°F (-20°C to 70°C)
10% to 90% non-condensing
side-to-back
42.8 dBA

* POE models power consumption is similar to non-POE model if POE is not in use

** Fortinet Warranty Policy: http://www.fortinet.com/doc/legal/EULA.pdf

FORTISWITCH 148F-

48x GE RJ45 and 4x 10GE SFP+
0
1
1 RU Rack Mount
24 (802.3af/at)
370 W

> 10 years

176 Gbps
260 Mpps
32K
<1Tus
4K
8
16
2 MB
512 MB DDR3
64 MB
768
16

1.73 x12.20 x 17.32
44 x 310 x 440
10.32 Ibs (4.68 kg)

100-240V AC, 50-60 Hz
AC built in
No
4748 W [ 476.3 W
195.73 BTU/h
32°F t0 113°F (0°C to 45°C)
-4°F t0 158°F (-20°C to 70°C)
10% to 90% non-condensing
side-to-back

46.9 dBA

FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2

Limited lifetime** warranty on all models

—— e e E

FortiSwitch 148F

FORTISWITCH 148F-FP

48x GE RJ45 and 4% 10GE SFP+
0
1
1RU Rack Mount
48 (802.3af/at)
740 W

> 10 years

176 Gbps
260 Mpps
32K
<1us
4K
8
16
2 MB
512 MB DDR3
64 MB
768
16

1.73 x12.20 x 17.32
44 x 310 x 440
10.32 Ibs (4.68 kg)

100-240V AC, 50-60 Hz
AC built in
No
893.5W /8957 W
198.46 BTU/h
32°F to 113°F (0°C to 45°C)
-4°F to 158°F (-20°C to 70°C)
10% to 90% non-condensing
side-to-back

46.5 dBA

—— e e A ———

FortiSwitch 148F-POE

FortiSwitch 148F-FPOE
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FortiSwitch™ Secure Access Family

Data Sheet

Specifications

Hardware Specifications

Total Network Interfaces
Dedicated Management 10/100 Port
RJ-45 Serial Console Port

Form Factor

Power over Ethernet (PoE) Ports
PoE Power Budget

Mean Time Between Failures
System Specifications
Switching Capacity (Duplex)
Packets Per Second (Duplex)
MAC Address Storage

Network Latency

VLANSs Supported

Link Aggregation Group Size
Total Link Aggregation Groups
Packet Buffers

Memory

Flash

ACL

Spanning Tree Instances

Route Entries (IPv4)

Host Entries

Dimensions

Height x Depth x Width (inches)
Height x Depth x Width (mm)
Weight

Environment

Power Required

Power Supply

Redundant Power

Power Consumption* (Average / Maximum)
Heat Dissipation

Operating Temperature

Storage Temperature

Humidity

Air-Flow Direction

Noise Level

Certification and Compliance

Warranty

Fortinet Warranty

FORTISWITCH 224D-FPOE

24x GE RJ45 ports and 4x GE SFP ports

1
1
1 RU Rack Mount
24 (802.3af/802.3at)
370 W

> 10 years

56 Gbps
83 Mpps
16 K
<1Ius
4K
8
Up to number of ports
1.5 MB
512 MB DDR3
128 MB
512
16
64
512

1.73 x12.2 x17.5
44 x 310 x 440
10.64 Ibs (4.83 kg)

100-240V AC, 50/60 Hz
AC built in
Optional FRPS-740
380 W /397 W
85 BTU/h
32°F to 122°F (0°C to 50°C)
-4°F t0 158°F (-20°C to 70°C)
10% to 90% non-condensing
side-to-back

42.7 dBA

* POE models power consumption is similar to non-POE model if POE is not in use

** Fortinet Warranty Policy: http://www.fortinet.com/doc/legal/EULA.pdf

FORTISWITCH 224E

1
1
1 RU Rack Mount
NA
NA

> 10 years

56 Gbps
83 Mpps
16K
<1Tus
4K
8
Up to number of ports
1.5 MB
512 MB DDR3
128 MB
512
16
64
512

173 % 9 % 12.99
44 x 230 x 330
4.78 lbs (217 kg)

100-240V AC, 50/60 Hz
AC built in
Redundant AC
17.2W [17.3 W
59.095 BTU/h
32°F to 122°F (0°C to 50°C)
-4°F t0 158°F (-20°C to 70°C)
10% to 90% non-condensing
side-to-back

Fanless

FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2

Limited lifetime** warranty on all models

F=Z=—=2RT iIrnaeET

FortiSwitch 224D-FPOE

.

FortiSwitch 224E

24x GE RJ45 ports and 4x GE SFP ports

FORTISWITCH 224E-POE

24x GE RJ45 ports and 4x GE SFP ports

1
1
1RU Rack Mount
12 (802.3af/802.3at)
180 W

> 10 years

56 Gbps
83 Mpps
16 K
<1us
4K
8
Up to number of ports
1.5 MB
512 MB DDR3
128 MB
512
16
64
512

173 x 9 % 12.99
44 x 230 x 330
5.37 Ibs (2.44 kg)

100-240V AC, 50/60 Hz
AC built in
Optional FRPS-740
22018 W [/ 223.57 W
74.29554 BTU/h

32°F to 122°F (0°C to 50°C)
-4°F t0 158°F (-20°C to 70°C)

10% to 90% non-condensing

side-to-back

30.6 dBA

SECEF3RT IR RET.

o § 8

FortiSwitch 224E-POE
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FortiSwitch™ Secure Access Family

Data Sheet

Specifications

Hardware Specifications

Total Network Interfaces

Dedicated Management 10/100 Port
RJ-45 Serial Console Port

Form Factor

Power over Ethernet (PoE) Ports
PoE Power Budget

Mean Time Between Failures
System Specifications
Switching Capacity (Duplex)
Packets Per Second (Duplex)
MAC Address Storage

Network Latency

VLANS Supported

Link Aggregation Group Size
Total Link Aggregation Groups
Packet Buffers

Memory

Flash

ACL

Spanning Tree Instances

Route Entries (IPv4)

Host Entries

Dimensions

Height x Depth x Width (inches)
Height x Depth x Width (mm)
Weight

Environment

Power Required

Power Supply

Redundant Power

Power Consumption* (Average / Maximum)
Heat Dissipation

Operating Temperature
Storage Temperature

Humidity

Air-Flow Direction

Noise Level

Certification and Compliance

Warranty

Fortinet Warranty

FORTISWITCH 248D

48x GE RJ45 ports and
4x GE SFP ports

1
1
1 RU Rack Mount
N/A

> 10 years

104 Gbps
155 Mpps
16 K
<1us
4K
8
Up to number of ports
1.5 MB
512 MB DDR3
128 MB
512
16
64
512

173 x 9.68 x 173
44 x 246 x 440
7.811bs (3.54 kg)

100-240V AC, 50/60 Hz
AC built in
38.66 W /3919 W
134 BTU/h
32°F to 122°F (0°C to 50°C)
-4°F to 158°F (-20°C to 70°C)
10% to 90% non-condensing
side-to-back
32.3 dBA

* POE models power consumption is similar to non-POE model if POE is not in use

** Fortinet Warranty Policy: http://www.fortinet.com/doc/legal/EULA.pdf

FORTISWITCH 248E-POE

48x GE RJ45 ports and
4x GE SFP ports

1
1
1 RU Rack Mount
24 (802.3af/802.3at)
370 W

> 10 years

104 Gbps
155 Mpps
16 K
<1us
4K
8
Up to number of ports
1.5 MB
512 MB DDR3
128 MB
512
16
64
512

173 x 161 x 17.3
44 x 410 x 440
1212 Ibs (5.5 kg)

100-240V AC, 50/60 Hz
AC built in
Optional FRPS-740
457.46 W | 466.47 W
17714268 BTU/h
32°F to 122°F (0°C to 50°C)
-4°F t0 158°F (-20°C to 70°C)
10% to 90% non-condensing
side-to-back

34.2 dBA

FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2

Limited lifetime** warranty on all models

FortiSwitch 248D

FortiSwitch 248E-POE

S ssmIIIIIIIIIIIIIIIEIIIIILT

FORTISWITCH 248E-FPOE

48x GE RJ45 ports and
4x GE SFP ports

1
1
1RU Rack Mount
48 (802.3af/802.3at)
740 W

> 10 years

104 Gbps
155 Mpps
16 K
< Tus
4K
8
Up to number of ports
1.5 MB
512 MB DDR3
128 MB
512
16
64
512

173 x 161 % 17.3
44 x 410 x 440
13.44 Ibs (6.1 kg)

100-240V AC, 50/60 Hz
AC built in
Optional FRPS-740
842 W /855.02 W
162.87865 BTU/h
32°F to 122°F (0°C to 50°C)
-4°F to 158°F (-20°C to 70°C)
10% to 90% non-condensing
side-to-back
44.7 dBA

F="=F3T I ET

FortiSwitch 248E-FPOE

15



FortiSwitch™ Secure Access Family

Data Sheet

Ordering Information

Product
FortiSwitch Models
FortiSwitch 108F

FortiSwitch 108F-POE

FortiSwitch 108F-FPOE

FortiSwitch 124E
FortiSwitch 124E-POE

FortiSwitch 124E-F-POE

FortiSwitch 148E
FortiSwitch 148E-POE

FortiSwitch 124F
FortiSwitch 124F-POE

FortiSwitch 124F-FPOE

FortiSwitch 148F
FortiSwitch 148F-POE

FortiSwitch 148F-FPOE

FortiSwitch 224D-FPOE

FortiSwitch 224E
FortiSwitch 224E-POE

FortiSwitch 248D
FortiSwitch 248E-POE

FortiSwitch 248E-FPOE

Licenses

FortiLAN Cloud Management License*

FortiSwitch Manager Subscription License

FortiSwitch Advanced Features License

Accessories

External Redundant AC Power Supply

SKU

FS-108F

FS-108F-POE

FS-108F-FPOE

FS-124E
FS-124E-POE

FS-124E-FPOE

FS-148E
FS-148E-POE

FS-124F
FS-124F-POE

FS-124F-FPOE

FS-148F
FS-148F-POE

FS-148F-FPOE

FS-224D-FPOE

FS-224E
FS-224E-POE

FS-248D
FS-248E-POE

FS-248E-FPOE

FC-10-FSW00-628-02-DD

FC-10-FSW10-628-02-DD

FC1-10-SWMVM-258-01-DD

FC2-10-SWMVM-258-01-DD

FC3-10-SWMVM-258-01-DD

FS-SW-LIC-200

FRPS-740

Description

Layer 2 FortiGate switch controller compatible switch with 8 x GE RJ45 ports, 2 x GE SFP, Fanless, 12V/3A
power adapter of input voltage 100 — 240VAC, and PSE dual powered.

Layer 2 FortiGate switch controller compatible PoE+ switch with 8 x GE RJ45 ports, 2 x GE SFP, Fanless with
automatic Max 65W POE output limit.

Layer 2 FortiGate switch controller compatible PoE+ switch with 8 x GE RJ45 ports, 2 x GE SFP, Fanless with
automatic Max 130W POE output limit.

Layer 2 FortiGate switch controller compatible switch with 24 GE RJ45 + 4 SFP ports. Fanless.

Layer 2 FortiGate switch controller compatible PoE+ switch with 24 GE RJ45 + 4 SFP ports, 12 port PoE with
maximum 185 W limit.

Layer 2 FortiGate switch controller compatible PoE+ switch with 24 GE RJ45 + 4 SFP ports, 24 port PoE with
maximum 370 W limit.

Layer 2 FortiGate switch controller compatible switch with 48 GE RJ45 + 4 SFP ports.

Layer 2 FortiGate switch controller compatible PoE+ switch with 48 GE RJ45 + 4 SFP ports, 24 port PoE with
maximum 370 W limit.

Layer 2 FortiGate switch controller compatible switch with 24 GE RJ45 + 4 10G SFP+ ports. Fanless.

Layer 2 FortiGate switch controller compatible PoE+ switch with 24 GE RJ45 + 4 10G SFP+ ports, 12 port PoE
with maximum 185 W limit.

Layer 2 FortiGate switch controller compatible PoE+ switch with 24 GE RJ45 + 4 10G SFP+ ports, 24 port PoE
with maximum 370 W limit.

Layer 2 FortiGate switch controller compatible switch with 48 GE RJ45 + 4 10G SFP+ ports.

Layer 2 FortiGate switch controller compatible PoE+ switch with 48 GE RJ45 + 4 10G SFP+ ports, 24 port PoE
with maximum 370 W limit.

Layer 2 FortiGate switch controller compatible PoE+ switch with 48 GE RJ45 + 4 10G SFP+ ports, 48 port PoE
with maximum 740 W limit.

Layer 2/3 FortiGate switch controller compatible PoE+ switch with 24 GE RJ45 + 4 SFP ports, 24 port PoE with
maximum 370 W limit.

Layer 2/3 FortiGate switch controller compatible switch with 24 GE RJ45 + 4 SFP ports. Fanless.

Layer 2/3 FortiGate switch controller compatible PoE+ switch with 24 GE RJ45 + 4 SFP ports, 12 port PoE with
maximum 180 W limit.

Layer 2/3 FortiGate switch controller compatible switch with 48 GE RJ45 + 4 SFP ports.

Layer 2/3 FortiGate switch controller compatible PoE+ switch with 48 GE RJ45 + 4 SFP ports, 24 port PoE with
maximum 370 W limit.

Layer 2/3 FortiGate switch controller compatible PoE+ switch with 48 GE RJ45 + 4 SFP ports, 48 port PoE with
maximum 740 W limit.

FortiSwitch 100 Series (none-Rugged) FortiLAN Cloud Management SKU Including Forticare 24x7.
(Note, FortiCare only applicable when used with FortiLAN Cloud)

FortiSwitch 200-400 Series (incl all FSW Rugged Models) FortiLAN Cloud Management SKU Including Forticare
24x7. (Note, FortiCare only applicable when used with FortiLAN Cloud)

Subscription license for 10 FortiSwitch Units managed by FortiSwitchManager VM.
24x7 FortiCare support (for FSWM VM) included.

Subscription license for 100 FortiSwitch Units managed by FortiSwitchManager VM.
24x7 FortiCare support (for FSWM VM) included.

Subscription license for 1000 FortiSwitch Units managed by FortiSwitchManager VM.
24x7 FortiCare support (for FSWM VM) included.

SW License for FS-200 Series Switches to activate Advanced Features.

Redundant AC power supply for up to two units: FS-224D-FPOE, FS-224E-POE, FS-248E-POE, FS-248E-FPOE.

* When managing a FortiSwitch with a FortiGate via FortiGate Cloud, no additional license is necessary.

For details of Transceiver modules, see the Fortinet Transceivers datasheet.

Note that all PoE FortiSwitches are Alternative-A.

16



Fortinet CSR Policy

Fortinet is committed to driving progress and sustainability for all through cybersecurity, with respect for human rights and
ethical business practices, making possible a digital world you can always trust. You represent and warrant to Fortinet that you
will not use Fortinet’s products and services to engage in, or support in any way, violations or abuses of human rights, including
those involving illegal censorship, surveillance, detention, or excessive use of force. Users of Fortinet products are required

to comply with the Fortinet EULA and report any suspected violations of the EULA via the procedures outlined in the Fortinet
Whistleblower Policy.

FE:EF!TII'IEE www.fortinet.com

Copyright © 2024 Fortinet, Inc. All rights reserved. Fortinet?, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be registered and/or common law trademarks of Fortinet. All other product
or company names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and other results may vary. Network variables, different network environments and other
conditions may affect performance results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written contract, signed by Fortinet's Chief Legal Officer, with a purchaser
that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any
such warranty will be limited to performance in the same ideal conditions as in Fortinet's internal lab tests. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise
revise this publication without notice, and the most current version of the publication shall be applicable.

January 18, 2024

FS-SA-DAT-R57-20240118



=RTINET

Data Sheet

FortiSwitch™ Secure Campus

Highlights

e Standalone or Integrated
FortiLink deployment
option

¢ On premise and cloud-
based management
options

e Zero-touch deployment

* Entry level network
access control at no cost

¢ Role and device-based
access control and
policy enforcement

* Dynamic segmentation
and Micro Segmentation

* Secure access service
edge (SASE) support

e Up to 48 access ports
in a compact 1 RU form
factor

» Stacking up to 300
switches per FortiGate

* Wire-speed switching
with up to 40GE uplinks

Security, Performance, and Manageability

The FortiSwitch™ campus family offers an unparalleled
combination of security, performance, and manageability,
making it the ideal choice for the enterprise campus that
prioritize safeguarding against threats.

As campus network design continues to adapt to emerging
technologies and evolving business requirements, the
FortiSwitch enterprise campus switching architecture
empowers network administrators with enhanced visibility,
control, and manageability. The platform’s scalability, agility,
and ease of management contribute to a highly secure
environment, providing a robust foundation for any sized
campus.
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Available in

Appliance

Secure Networking through FortiLink

FortiLink is an innovative proprietary management protocol that enables seamless integration
and management between a FortiGate Next-Generation Firewall and the FortiSwitch Ethernet
switching platform. By using FortiLink, the FortiSwitch becomes a logical extension of the
FortiGate, allowing for centralized management of both network security and access layer
functions through a single interface.

Native Entry-Level Network Access Control at No Cost

FortiLink integration enables basic Network Access Control (NAC) functionality to profile

and securely onboard devices as they connect. FortiLink NAC offers visibility, automated
segmentation, and microsegmentation of 10T devices, quarantine if compromised, and virtual
patching to help protect against threats.

Dynamic Segmentation and Policy Enforcement

Implementing dynamic port-level security in a large campus Ethernet switching environment
traditionally requires hands-on effort and ongoing maintenance. FortiSwitch campus
switching architecture automates dynamic segmentation through FortiLink, empowering IT
administrators to control traffic within segments, limiting the scope of threats. The automation
of segmentation makes making policy enforcement easier and more efficient, while NGFW-
level policies ensure granular control and zero-trust access for users and devices.

X [ DX | x B | 5¢ mmmm O |
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Role and Device-based Access Control and Policy Enforcement

Whether leveraging Fortinet Identity Access Management (IAM) or third-party identity
providers, FortiLink automation can leverage identity to make granular role-based policy
decisions.

Secure Access Service Edge (SASE)

This FortiSwitch enterprise architecture offers a built-in foundation for zero-trust network
access (ZTNA) and secure access service edge (SASE), allowing you the flexibility to easily
deploy the type and level of security you need at the edge of your network.
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Operational Simplicity

Deploying, managing, and optimizing an Ethernet switching infrastructure has traditionally
been challenging and time-consuming.

FortiSwitch switching architecture can be securely deployed and managed in minutes through
zero-touch deployment. Whether FortiSwitch is deployed in standalone mode or FortiLink
mode, automation and orchestration offer intuitive workflows and unified views to provision,
manage, and optimize your campus. This is available through both FortiCloud and on-premises
management.

Centralized management delivers a unified, single view of both the LAN and security.

This provides a consistent user experience for optimal operational efficiency, simplifying
management, optimization, and troubleshooting. The result is a shorter mean time to repair
both network and security issues.

FortiLink Standalone

FortiOS FortiLAN Cloud

Scalable Flexible Campus

FortiSwitch campus architecture scales to meet the need of today’s next-generation campus
without sacrificing security. Supporting up to 48 ports in a compact 1 RU form factor,
FortiSwitch can deliver the performance and scale you require.

Eliminate Bottlenecks

Dedicated uplinks capable of speeds up to 25GE through SFP+ and SFP28 slots can support
your choice of media utilizing through a wide variety of transceivers.

Next Generation Power over Ethernet Support

With PoE+ support in all models and next-generation 90W 802.3bt PoE support in specific
models, FortiSwitch delivers and manages power where needed for devices such as cameras,
sensors, and wireless access points
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Product Offerings

Model Numbers

400 Series: FS-424E-FIBER, FS-M426E-FPOE, FS-424E, FS-424E-POE, FS-424E-FPOE, FS-448E, FS-448E-POE, FS-448E-FPOE
500 Series: FS-524-D, FS-524D-FPOE, FS-548D, FS-548D-FPOE

600 Series: FS-624F, FS-624F-FPOE, FS-648F, FS-648F-FPOE

Features

Refer to the FortiSwitch Feature Matrix for details about the features supported by each FortiSwitch model.

FORTISWITCH FORTILINK MODE (WITH FORTIGATE) FORTISWITCH FORTILINK MODE (WITH FORTIGATE)

Management and Configuration Security and Visibility

Auto Discovery of Multiple Switches 802.1X Authentication (Port-based, MAC-based, MAB)
8 to 300 Managed Switches depending on FortiGate model Syslog Collection

FortiLink Stacking (Auto Inter-Switch Links) DHCP Snooping

FortiLink Secure Fabric Device Detection

Software Upgrade of Switches MAC Black/While Listing (FortiGate)

Centralized VLAN Configuration Policy Control of Users and Devices (FortiGate)
Switch POE Control Block Intra-VLAN Traffic

Link Aggregation Configuration Network Device Detection

Spanning Tree

Host Quarantine on Switch Port

LLDP/MED Integrated FortiGate Network Access Control (NAC) function
IGMP Snooping ) . e
FortiGuard loT identification
L3 Routing and Services (FortiGate)
FortiSwitch recommendations in Security Rating
Policy-Based Routing (FortiGate)
) ) : Switch Controller traffic collector
Virtual Domain (FortiGate)
h . Port Statistics
Automated detection and recommendations

. ) o Clients Monitoring
Dynamic Port Profiles for FortiSwitch ports

R N UTM Features
Provision firmware upon authorization

Firewall (FortiGate)
Health Monitoring
IPC, AV, Application Control, Botnet (FortiGate)
High Availability
Support FortiLink FortiGate in HA Cluster
LAG support for FortiLink Connection

Active-Active Split LAG from FortiGate to FortiSwitches for Advanced Redundancy

amn
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Features

Refer to the FortiSwitch Feature Matrix for details about the features supported by each FortiSwitch model.

FORTISWITCH

Layer 2

Jumbo Frames

Auto-negotiation for Port Speed and Duplex
MDI/MDIX Auto-crossover

IEEE 802.1D MAC Bridging/STP

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
STP Root Guard

STP BPDU Guard

Edge Port / Port Fast

IEEE 802.1Q VLAN Tagging

Private VLAN

|EEE 802.3ad Link Aggregation with LACP

Unicast/Multicast traffic balance over trunking port
(dst-ip, dst-mac, src-dst-ip, src-dst-mac, src-ip, src-mac)

IEEE 802.1AX Link Aggregation

Spanning Tree Instances (MSTP/CST)

IEEE 802.3x Flow Control and Back-pressure
IEEE 802.3 10Base-T

IEEE 802.3u 100Base-TX

IEEE 802.3z 1000Base-SX/LX

|IEEE 802.3ab 1000Base-T

IEEE 802.3ae 10 Gigabit Ethernet

|IEEE 802.3az Energy Efficient Ethernet

|EEE 802.3bz Multi Gigabit Ethernet

IEEE 802.3 CSMA/CD Access Method and Physical Layer Specifications
Storm Control

MAC, IP, Ethertype-based VLANs
Virtual-Wire

Split Port (QSFP+ breakout to 4x10G SFP+ or 4x1G SFP)
Time-Domain Reflectcometry (TDR) Support
LAG min/max bundle

Rapid PVST interoperation

Ingress Pause Metering

Loop Guard

Per-port storm control

Priority-based Flow Control (802.1Qbb)

IEEE 802.1ad QinQ

VLAN Mapping

|IEEE 802.3ba, 802.3bj, and 802.3bm 40 and 100 Gigabit Ethernet
Auto topology

Dynamically shared packet buffers

Services

IGMP proxy / querier

MLD Snooping

MLD proxy / querier

IGMP Snooping

FORTISWITCH

Layer 3

Static Routing (Hardware-based)

Dynamic Routing Protocols: OSPFv2, RIPv2, VRRP, BGP, ISIS *
Multicast Protocols: PIM-SSM *

ECMP

Bidirectional Forwarding Detection (BFD)
DHCP Relay

IP conflict detection and notification

DHCP server

Unicast Reverse Path Forwarding - uRPF
IPVv6 route filtering

Filtering routemaps based on routing protocol
Security and Visibility

Port Mirroring

Admin Authentication Via RFC 2865 RADIUS
|IEEE 802.1X Authentication Port-based

IEEE 802.1X Authentication MAC-based
IEEE 802.1X Guest and Fallback VLAN

IEEE 802.1X MAC Access Bypass (MAB)
IEEE 802.1X Dynamic VLAN Assignment
Radius CoA (Change of Authority)

Radius Accounting

MAC-IP Binding

sFlow

ACL

IEEE 802.1ab Link Layer Discovery Protocol (LLDP)
IEEE 802.1ab LLDP-MED

IEEE 802.1ae MAC Security (MAC Sec)
DHCP-Snooping

Dynamic ARP Inspection

Sticky MAC and MAC Limit

IEEE 802.1X open auth

IEEE 802.1X EAP pass-through

Flow Export (NetFlow and IPFIX)

ACL Multistage

ACL Multiple Ingress

ACL Schedule

IP source guard

IPv6 RA Guard

LLDP-MED ELIN support

Per-port and per-VLAN MAC learning limit
Assign VLANs via Radius attributes (RFC 4675)
Wake on LAN

*Requires ‘Advanced Features’ License.
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Features

Refer to the FortiSwitch Feature Matrix for details about the features supported by each FortiSwitch model.

FORTISWITCH FORTISWITCH

High Availability Management

Multi-Chassis Link Aggregation (MCLAG) IPv4 and IPv6 Management

Quality of Service Telnet / SSH

IEEE 802.1p Based Priority Queuing HTTP / HTTPS

IP TOS/DSCP Based Priority Queuing SNMP v1/v2c/v3

IEEE 1588 PTP (Transparent Clock) SNTP

Explicit Congestion Notification Standard CLI and Web GUI Interface
Egress priority tagging Software download/upload: TFTP/FTP/GUI
Percentage Rate Control Managed from FortiGate

Support for HTTP REST APIs for Configuration and Monitoring
Dual Firmware Support

RMON Group 1

Packet Capture

SPAN, RSPAN, and ERSPAN

Link Monitor

POE Control Modes

System Temperature and Alert

Syslog UDP/TCP

Provide warning if L2 table is getting full

Display Average Bandwidth and Allow Sorting on Physical Port / Interface Traffic
System alias command

SNMP v3 traps

Automation Stitches

T 6
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Features

ALL FORTISWITCH MODELS ALL FORTISWITCH MODELS

RFC and MIB Support*
BFD
RFC 5880: Bidirectional Forwarding Detection (BFD)
RFC 5881: Bidirectional Forwarding Detection (BFD) for IPv4 and IPv6 (Single Hop)
RFC 5882: Generic Application of Bidirectional Forwarding Detection (BFD)
BGP
RFC 1771: A Border Gateway Protocol 4 (BGP-4)
RFC 1965: Autonomous System Confederations for BGP
RFC 1997: BGP Communities Attribute
RFC 2545: Use of BGP-4 Multiprotocol Extensions for IPv6 Inter-Domain Routing
RFC 2796: BGP Route Reflection - An Alternative to Full Mesh IBGP
RFC 2842: Capabilities Advertisement with BGP-4
RFC 2858: Multiprotocol Extensions for BGP-4
RFC 4271: BGP-4
RFC 6286: Autonomous-System-Wide Unique BGP Identifier for BGP-4
RFC 6608: Subcodes for BGP Finite State Machine Error
RFC 6793: BGP Support for Four-Octet Autonomous System (AS) Number Space
RFC 7606: Revised Error Handling for BGP UPDATE Messages
RFC 7607: Codification of AS 0 Processing

RFC 7705: Autonomous System Migration Mechanisms and Their Effects on the BGP
AS_PATH Attribute

RFC 8212: Default External BGP (EBGP) Route Propagation Behavior without Policies
RFC 8654: Extended Message Support for BGP
DHCP
RFC 2131: Dynamic Host Configuration Protocol
RFC 3046: DHCP Relay Agent Information Option
RFC 7513: Source Address Validation Improvement (SAVI) Solution for DHCP
IP/IPv4
RFC 2697: A Single Rate Three Color Marker
RFC 3168: The Addition of Explicit Congestion Notification (ECN) to IP
RFC 5227: IPv4 Address Conflict Detection
RFC 5517: Cisco Systems' Private VLANSs: Scalable Security in a Multi-Client Environment
RFC 7039: Source Address Validation Improvement (SAVI) Framework
IP Multicast

RFC 2362: Protocol Independent Multicast-Sparse Mode (PIM-SM): Protocol
Specification

RFC 2710: Multicast Listener Discovery (MLD) for IPv6 (MLDv1)

RFC 4541: Considerations for Internet Group Management Protocol (IGMP) and Multicast
Listener Discovery (MLD) Snooping Switches

RFC 4605: Internet Group Management Protocol (IGMP)/Multicast Listener Discovery
(MLD)-Based Multicast Forwarding (“IGMP/MLD Proxying”)

RFC 4607: Source-Specific Multicast for IP

RFC and MIB Support*
IPv6

RFC 2464: Transmission of IPv6 Packets over Ethernet Networks: Transmission of IPv6
Packets over Ethernet Networks

RFC 2474: Definition of the Differentiated Services Field (DS Field) in the and IPv6
Headers (DSCP)

RFC 2893: Transition Mechanisms for IPv6 Hosts and Routers
RFC 4213: Basic Transition Mechanisms for IPv6 Hosts and Router
RFC 4291: IP Version 6 Addressing Architecture

RFC 4443: Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version
6 (IPv6) Specification

RFC 4861: Neighbor Discovery for IP version 6 (IPv6)
RFC 4862: IPv6 Stateless Address Auto configuration
RFC 5095: Deprecation of Type 0 Routing Headers in IPv6
RFC 6724: Default Address Selection for Internet Protocol version 6 (IPv6)
RFC 7113: IPv6 RA Guard
RFC 8200: Internet Protocol, Version 6 (IPv6) Specification
RFC 8201: Path MTU Discovery for IP version 6
IS-Is
RFC 1195: Use of OSI IS-IS for Routing in TCP/IP and Dual Environments
RFC 5308: Routing IPv6 with IS-IS
MIB
RFC 1213: MIB Il parts that apply to FortiSwitch 100 units
RFC 1354: IP Forwarding Table MIB
RFC 1493: Bridge MIB
RFC 1573: SNMP MIB Il
RFC 1643: Ethernet-like Interface MIB
RFC 1724: RIPv2-MIB
RFC 1850: OSPF Version 2 Management Information Base
RFC 2233: The Interfaces Group MIB using SMiv2
RFC 2618: Radius-Auth-Client-MIB
RFC 2620: Radius-Acc-Client-MIB
RFC 2665: Definitions of Managed Objects for the Ethernet-like Interface Types

RFC 2674: Definitions of Managed Objects for Bridges with Traffic Classes, Multicast
Filtering and Virtual LAN extensions

RFC 2787: Definitions of Managed Objects for the Virtual Router Redundancy Protocol
RFC 2819: Remote Network Monitoring Management Information Base

RFC 2863: The Interfaces Group MIB

RFC 2932: IPv4 Multicast Routing MIB

RFC 2934: Protocol Independent Multicast MIB for IPv4

RFC 3289: Management Information Base for the Differentiated Services Architecture
RFC 3433: Entity Sensor Management Information Base

RFC 3621: Power Ethernet MIB

RFC 6933: Entity MIB (Version 4)

* RFC and MIB supported by FortiSwitch Operating System. Check FortiSwitch Feature Matrix for model specific support.
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Features
RFC and MIB Support* RFC and MIB Support*
OSPF RADIUS
RFC 1583: OSPF version 2 RFC 2865: Admin Authentication Using RADIUS
RFC 1765: OSPF Database Overflow RFC 2866: RADIUS Accounting
RFC 2328: OSPF version 2 RFC 4675: RADIUS Attributes for Virtual LAN and Priority Support
RFC 2370: The OSPF Opaqgue LSA Option RFC 5176: Dynamic Authorization Extensions to Remote Authentication Dial In User
RFC 2740: OSPF for IPv6 Service (RADIUS)
RFC 3101: The OSPF Not-So-Stubby Area (NSSA) Option RIP
RFC 3137: OSPF Stub Router Advertisement RFC 1058: Routing Information Protocol
RFC 3623: OSPF Graceful Restart RFC 2080: RIPng for IPv6
RFC 5340: OSPF for IPv6 (OSPFv3) RFC 2082: RIP-2 MD5 Authentication
RFC 5709: OSPFv2 HMAC-SHA Cryptographic Authentication RFC 2453: RIPv2
RFC 6549: OSPFv2 Multi-Instance Extensions RFC 4822: RIPv2 Cryptographic Authentication
RFC 6845: OSPF Hybrid Broadcast and Point-to-Multipoint Interface Type SNMP
RFC 6860: Hiding Transit-Only Networks in OSPF RFC 1157: SNMPv1/v2e
RFC 7474: Security Extension for OSPFv2 When Using Manual Key Management RFC 2571: Architecture for Describing SNMP
RFC 7503: OSPF for IPv6 RFC 2572: SNMP Message Processing and Dispatching
RFC 8042: CCITT Draft Recommendation T.4 RFC 2573: SNMP Applications
RFC 8362: OSPFv3 Link State Advertisement (LSA) Extensibility RFC 2576: Coexistence between SNMP versions
OTHER

RFC 2030: SNTP

RFC 3176: InMon Corporation's sFlow: A Method for Monitoring Traffic in Switched and
Routed Networks

RFC 3768: VRRP
RFC 3954: Cisco Systems NetFlow Services Export Version 9

RFC 5101: Specification of the IP Flow Information Export (IPFIX) Protocol for the
Exchange of Flow Information

RFC 5798: VRRPV3 (IPv4 and IPv6)

* RFC and MIB supported by FortiSwitch Operating System. Check FortiSwitch Feature Matrix for model specific support.
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Specifications

Hardware Specifications

Total Network Interfaces 24x GE SFP and 4x 10GE SFP+ ports 16x GE RJ45, 8x 2.5 GE RJ45 ports, 2x 5 GE RJ45, and 4x 10
Note: SFP+ ports are compatible GE SFP+ ports Note: SFP+ ports are compatible
with 1 GE SFP with 1 GE SFP
Dedicated Management 10/100 Port 1 1
RJ-45 Serial Console Port 1 1
Form Factor 1 RU Rack Mount 1RU Rack Mount
Power over Ethernet (PoE) Ports N/A 24 [16x 802.3af/at, 8x 802.3af/at/UPOE (60W)]
PoE Power Budget N/A 420 W
Mean Time Between Failures > 10 years > 10 years

System Specifications

Switching Capacity (Duplex) 128 Gbps 172 Gbps
Packets Per Second (Duplex) 204 Mpps 255 Mpps

MAC Address Storage 32K 16K
Network Latency <lus <Tus

VLANS Supported 4 K 4K

Link Aggregation Group Size 8 8

Total Link Aggregation Groups Up to number of ports Up to number of ports
Packet Buffers 4 MB 2MB
Memory 1GB DDR4 1GB DDR4
Flash 256 MB 256 MB

ACL 1.5k 1k

Spanning Tree Instances 16 16

Route Entries (IPv4) 16k 1000

Host Entries 16k 5k
Dimensions

Height x Depth x Width (inches) 175 x 787 x17.3 173 x16.14 x 17.3
Height x Depth x Width (mm) 44 x 200 x 440 44 x 410 x 440
Weight 5.62 Ibs (2.55kg) 13.00 Ibs (5.9 kg)
Environment

Power Required 100-240V AC, 50/60 Hz 100-240V AC, 50/60 Hz
Power Supply AC built in AC builtin
Redundant Power Redundant AC Redundant AC
Power Consumption* (Average / Maximum) 36 W/38W 441W [ 442 W
Heat Dissipation 132.5BTU/h 132.734 BTU/h
Operating Temperature 32°-122°F (0°-50°C) 32°-122°F (0°-50°C)
Storage Temperature -4°-158°F (-20°-70°C) -4°=158°F (-20°-70°C)
Humidity 5%-95% non-condensing 5%-95% non-condensing
Air-Flow Direction side-to-back side-to-back
Noise Level 32.8 dBA 35 dBA

Certification and Compliance
FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2
Warranty

Fortinet Warranty Limited lifetime** warranty on all models

* POE models power consumption is similar to non-POE model if POE is not in use

** Fortinet Warranty Policy: http://www.fortinet.com/doc/legal/EULA.pdf

FortiSwitch 424E-Fiber FortiSwitch M426E-FPOE

T 9
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Specifications

Hardware Specifications

Total Network Interfaces

Dedicated Management 10/100 Port
RJ-45 Serial Console Port

Form Factor

Power over Ethernet (PoE) Ports
PoE Power Budget

Mean Time Between Failures
System Specifications
Switching Capacity (Duplex)
Packets Per Second (Duplex)
MAC Address Storage

Network Latency

VLANS Supported

Link Aggregation Group Size
Total Link Aggregation Groups
Packet Buffers

Memory

Flash

ACL

Spanning Tree Instances

Route Entries (IPv4)

Host Entries

Dimensions

Height x Depth x Width (inches)
Height x Depth x Width (mm)
Weight

Environment

Power Required

Power Supply

Redundant Power

Power Consumption* (Average / Maximum)
Heat Dissipation

Operating Temperature

Storage Temperature

Humidity

Air-Flow Direction

Noise Level

Certification and Compliance

Warranty

Fortinet Warranty

FORTISWITCH 424E

24x GE RJ45 and 4x10 GE SFP+ ports

FORTISWITCH 424E-POE

24x GE RJ45 and 4x10 GE SFP+ ports

FORTISWITCH 424E-FPOE

24x GE RJ45 and 4x10 GE SFP+ ports

Note: SFP+ ports are compatlble with 1 GE SFP Note: SFP+ ports are compatlble with 1 GE SFP Note: SFP+ ports are compatlble with 1 GE SFP

1
1
1 RU Rack Mount
N/A

> 10 years

128 Gbps

204 Mpps
16 K
<Tus
4K

8
Up to number of ports

2 MB

1GB DDR4

256 MB

175 x 10.23 x 17.3
44 x 260 x 440
6.83 Ibs (3.1 kg)

100-240V AC, 50/60 Hz
AC built in
Redundant AC
22.3W/236W
76.04 BTU/h
32°-122°F (0°-50°C)
-40°-158°F (-40°-70°C)
5%—-95% non-condensing
side-to-back
32.3 dBA

* POE models power consumption is similar to non-POE model if POE is not in use

** Fortinet Warranty Policy: http://www.fortinet.com/doc/legal/EULA.pdf

/ —=—=r—=ET AT R e

1
1
1 RU Rack Mount
24 (802.3af/at)
250 W

> 10 years

128 Gbps
204 Mpps
16 K
< 1Ius
4K
8
Up to number of ports
2 MB
1GB DDR4
256 MB
1k
16
1000
5k

175 x 1614 x 17.3
44 x 410 x 440
1157 Ibs (5.25 kg)

100-240V AC, 50/60 Hz
AC built in
Redundant AC
281.3W /2835 W
102.64 BTU/h
32°-122°F (0°-50°C)
-4°-158°F (-40°-70°C)
5%-95% non-condensing
side-to-back
31.8 dBA

FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2

Limited lifetime** warranty on all models

— e a—aE AT R

1
1
1RU Rack Mount
24 (802.3af/at)
421 W

> 10 years

128 Gbps
204 Mpps
16 K
<1lus
4K
8
Up to number of ports
2 MB
1 GB DDR4
256 MB
1K
16
1000
5k

175 x 1614 x 17.3
44 x 410 x 440
12.72 lbs (5.77 kg)

100-240V AC, 50/60 Hz
AC built in
Redundant AC
4312 W /4337 W
117.2 BTU/h
32°-122°F (0°-50°C)
-40°-158°F (-40°-70°C)
5%—-95% non-condensing
side-to-back
30.9 dBA

— e r—aw AR w e

FortiSwitch 424E

FortiSwitch 424E-POE

FortiSwitch 424E-FPOE
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FortiSwitch™ Secure Campus Data Sheet

Specifications

FORTISWITCH 448E FORTISWITCH 448E-POE FORTISWITCH 448E-FPOE

Hardware Specifications

Total Network Interfaces 48x GE RJ45 and 4x 10GE SFP+ ports 48x GE RJ45 and 4x 10GE SFP+ ports 48x GE RJ45 and 4x 10GE SFP+ ports

Note: SFP+ ports are compatible with 1 GE SFP Note: SFP+ ports are compatible with 1 GE SFP Note: SFP+ ports are compatible with 1 GE SFP
Dedicated Management 10/100 Port 1 1 1

RJ-45 Serial Console Port
Form Factor

Power over Ethernet (PoE) Ports
PoE Power Budget

Mean Time Between Failures
System Specifications
Switching Capacity (Duplex)
Packets Per Second (Duplex)
MAC Address Storage
Network Latency

VLANS Supported

Link Aggregation Group Size
Total Link Aggregation Groups
Packet Buffers

Memory

Flash

ACL

Spanning Tree Instances
Route Entries (IPv4)

Host Entries

Dimensions

Height x Depth x Width (inches)
Height x Depth x Width (mm)
Weight

Environment

Power Required

Power Supply

Redundant Power

Power Consumption*
(Average / Maximum)

Heat Dissipation
Operating Temperature
Storage Temperature
Humidity

Air-Flow Direction
Noise Level

Certification and Compliance

Warranty

Fortinet Warranty

1
1RU Rack Mount

> 10 years

176 Gbps
262 Mpps
32K
<Tus
4K
8
Up to number of ports
4 MB
1GB DDR4
256 MB
1.5k
16
16k
16k

175 x12.2 x 173
44 x 310 x 440
917 Ibs (416 kg)

100-240V AC, 50/60 Hz
AC built in
Redundant AC
46.5W /4781TW

163.032 BTU/h
32°-122°F (0°-50°C)
-4°-158°F (-20°-70°C)
10%-90% non condensing
side-to-back
35.5 dBA

* POE models power consumption is similar to non-POE model if POE is not in use

** Fortinet Warranty Policy: http://www.fortinet.com/doc/legal/EULA.pdf

— e w—w mEm—

1
1 RU Rack Mount
48 (802.3af/at)
421 W

> 10 years

176 Gbps
262 Mpps
32K
<lus
4K
8
Up to number of ports
4 MB
1GB DDR4
256 MB
1.5k
16
16k
16k

173 x 161 x 173
44 x 410 x 440
13.8 Ibs (6.26 kg)

100-240V AC, 50/60 Hz
AC built in
Redundant AC
44012 W/ 442.234 W

163.066 BTU/h
32°-122°F (0°-50°C)
-4°-158°F (-20°-70°C)

10%-90% non condensing

side-to-back
38.3 dBA

FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2

Limited lifetime** warranty on all models

1
1 RU Rack Mount
48 (802.3af/at)
772 W

> 10 years

176 Gbps
262 Mpps
32K
<Tus
4K
8
Up to number of ports
4 MB
1GB DDR4
256 MB
1.5k
16
16k
16k

173 x 161 %173
44 x 410 x 440
14.04 lbs (6.37 kg)

100-240V AC, 50/60 Hz
AC built in
Redundant AC
921.4 W /9236 W

1631 BTU/h
32°-122°F (0°-50°C)
-4°-158°F (-20°-70°C)
10%-90% non condensing
side-to-back
50.7 dBA

FortiSwitch 448E

FortiSwitch 448E-POE

FortiSwitch 448E-FPOE

1



FortiSwitch™ Secure Campus Data Sheet

Specifications

Hardware Specifications

Total Network Interfaces 24 GE/RJ45 ports, 4x 10 GE SFP+ ports and 2x 40 GE QSFP+ 24 GE/RJ45 ports, 4% 10 GE SFP+ ports and 2x 40 GE QSFP+
Note: SFP+ ports are compatible with 1G SFP Note: SFP+ ports are compatible with 1G SFP

Dedicated Management 10/100/1000 Ports 1 1

RJ-45 Serial Console Port 1 1

Form Factor 1 RU Rack Mount 1RU Rack Mount

Power over Ethernet (PoE) Ports N/A 24 (802.3af/at)

PoE Power Budget (single/dual PSU) N/A 400 W /720 W

Mean Time Between Failures >10 years > 10 years

System Specifications

Switching Capacity (Duplex) 288 Gbps 288 Gbps
Packets Per Second (Duplex) 428 Mpps 428 Mpps

MAC Address Storage 36 K 36 K

Network Latency < 2us < 2us

VLANS Supported 4K 4K

Link Aggregation Group Size 24 24

Total Link Aggregation Groups Up to number of ports Up to number of ports
Packet Buffers 4 MB 4 MB

Memory 2 GB DDR3 2 GB DDR3

Flash 128 MB 128 MB

ACL 1k 1K

Spanning Tree Instances 32 32

Route Entries (IPv4) 16k 16k

Multicast Route Entries 8k 8k

Host Entries 16k 16k
Dimensions

Height x Depth x Width (inches) 175 x13.8 x 17.3 175 x13.8 x 17.3
Height x Depth x Width (mm) 44 x 350 x 439 44 x 350 x 439
Weight 13.6 Ibs (6.2 kg) 15.74 lbs (714 kg)
Environment

Power Required 100-240V AC, 50/60 Hz 100-240V AC, 50/60 Hz
Power Supply 150 W AC PSU* 600 W AC PSU*
Redundant Power Optional FS-PSU-150* Optional FS-PSU-600*
Power Consumption** (Average / Maximum) 73W/[75W 570 W / 579 W (full PoE load for single power supply)
Heat Dissipation 247 BTU/h 296 BTU/h (full PoE load for single power supply)
Operating Temperature 32°-113°F (0°-45°C) 32°-113°F (0°-45°C)
Storage Temperature -40°-158°F (-40°-70°C) -40°-158°F (-40°-70°C)
Humidity 5%-95% non-condensing 5%-95% non-condensing
Air-Flow Direction front-to-back front-to-back
Noise Level 57.3 dBA 57.3 dBA

Certification and Compliance
FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2 FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2
Warranty
Fortinet Warranty Limited lifetime*** warranty on all models Limited lifetime*** warranty on all models
*FS-524D, FS-524D-FPOE, FS-548D, FS-548D-FPOE Power Supply Units are Hot-Swappable.
** POE models power consumption is similar to non-POE model if POE is not in use

*** Fortinet Warranty Policy: http://www.fortinet.com/doc/legal/EULA.pdf

—ecera AT — — e

FortiSwitch 524D FortiSwitch 524D-FPOE
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FortiSwitch™ Secure Campus

Data Sheet

Specifications

FORTISWITCH 548D FORTISWITCH 548D-FPOE

Hardware Specifications

Total Network Interfaces

Dedicated Management 10/100/1000 Ports
RJ-45 Serial Console Port

Form Factor

Power over Ethernet (PoE) Ports
PoE Power Budget (single/dual PSU)
Mean Time Between Failures
System Specifications
Switching Capacity (Duplex)
Packets Per Second (Duplex)
MAC Address Storage

Network Latency

VLANS Supported

Link Aggregation Group Size
Total Link Aggregation Groups
Packet Buffers

Memory

Flash

ACL

Spanning Tree Instances

Route Entries (IPv4)

Multicast Route Entries

Host Entries

Dimensions

Height x Depth x Width (inches)
Height x Depth x Width (mm)
Weight

Environment

Power Required

Power Supply

Redundant Power

Power Consumption** (Average / Maximum)
Heat Dissipation

Operating Temperature

Storage Temperature

Humidity

Air-Flow Direction

Noise Level

Certification and Compliance

Warranty

Fortinet Warranty

Note: SFP+ ports are compatible with 1G SFP
1
1
1 RU Rack Mount
N/A
N/A

>10 years

336 Gbps
512 Mpps
36K
< 2us
4K
48
Up to number of ports
4 MB
2 GB DDR3
128 MB
1k
32
16k
8k
16k

175 x 13.8 x 17.3
44 x 350 x 439
141 lbs (6.4 kg)

100-240V AC, 50/60 Hz
150 W AC PSU*
Optional FS-PSU-150*
74W [ 77 W
252 BTU/h
32°-113°F (0°-45°C)
-40°-158°F (-40°-70°C)
5%-95% non-condensing
front-to-back

57.3 dBA

FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2

Limited lifetime*** warranty on all models

*FS-524D, FS-524D-FPOE, FS-548D, FS-548D-FPOE Power Supply Units are Hot-Swappable.

** POE models power consumption is similar to non-POE model if POE is not in use

*** Fortinet Warranty Policy: http://www.fortinet.com/doc/legal/EULA.pdf

FortiSwitch 548D

Note: SFP+ ports are compatible with 1G SFP
1
1
1RU Rack Mount
48 (802.3af/at)
750 W /1440 W

> 10 years

336 Gbps
512 Mpps
36K
< 2us
4K
48
Up to number of ports
4 MB
2 GB DDR3
128 MB
1K
32
16k
8k
16k

175 x13.8 x 17.3
44 x 350 x 439
15.74 1bs (714 kg)

100-240V AC, 50/60 Hz
920 W AC PSU*
Optional FS-PSU-920*

925 W /961 W (full PoE load for single power supply)
318 BTU/h (full PoE load for single power supply)

32°-113°F (0°-45°C)
-40°-158°F (-40°-70°C)
5%-95% non-condensing
front-to-back

57.3 dBA

FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2

Limited lifetime*** warranty on all models

FortiSwitch 548D-FPOE

48x GE/RJ45 ports, 4% 10 GE SFP+ ports and 2x 40 GE QSFP+ 48x GE/RJ45 ports, 4x 10 GE SFP+ ports and 2x 40 GE QSFP+
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FortiSwitch™ Secure Campus

Data Sheet

Specifications

FORTISWITCH 624F FORTISWITCH 624F-FPOE

Hardware Specifications

Total Network Interfaces

Dedicated Management 10/100/1000 Ports
RJ-45 Serial Console Port

Form Factor

Power over Ethernet (PoE) Ports
PoE Power Budget

Mean Time Between Failures
System Specifications
Switching Capacity (Duplex)
Packets Per Second (Duplex)
MAC Address Storage

Network Latency

VLANS Supported

Link Aggregation Group Size
Total Link Aggregation Groups
Packet Buffers

Memory

Flash

Drive

ACL

Spanning Tree Instances

Route Entries (IPv4)

Host Entries (IPv4)

Multicast route entries
Dimensions

Height x Depth x Width (inches)
Height x Depth x Width (mm)
Weight (kg)

Environment

Power Required

Power Consumption (Maximum)
Power Supply

Redundant Power

Heat Dissipation

Operating Temperature

Storage Temperature

Humidity

Air-Flow Direction

Noise Level

Certification and Compliance

Warranty

Fortinet Warranty

24x 1GE/2.5GE/5GE RJ45 ports and
4x 10GE/25GE SFP+/SFP28 ports
1
1
1 RU Rack Mount

>10 years

440 Gbps
654 Mpps
64 k
<lus
4k
28
Up to number of ports
8 MB
4GB DDR4
32 MB
32G SSD
36k
32
16 k
192 k
12k

1.75x13.8 x17.3
44 x 350 x 440
6.925

100-240V AC, 50/60 Hz
240W
2x 350W
Dual hot swappable AC
423 BTU/h
32°-113°F (0°-45°C)
-40°-158°F (-40°-70°C)
5%-95% RH non-condensing
front-to-back

54.88 dBA

FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2

24x 1GE/2.5GE/5GE RJ45 ports and
4x 10GE/25GE SFP+/SFP28 ports
1
1
1RU Rack Mount
24 (802.3 af/at/bt type 4)
1440 W

> 10 years

440 Gbps
654 Mpps
64 k
<Tus
4k
28
Up to number of ports
8 MB
4GB DDR4
32 MB
32G SSD
36k
32
16 k
192 k
12k

175 x13.8 x17.3
44 x 350 x 440
7.407

100-240V AC, 50/60 Hz
1680W
2% 1200W
Dual hot swappable AC
969 BTU/h
32°-113°F (0°-45°C)
-40°-158°F (-40°-70°C)
5%-95% RH non-condensing
front-to-back

54.88 dBA

FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2

Limited lifetime** warranty on all models

** Fortinet Warranty Policy http://www.fortinet.com/doc/legal/EULA.pdf

i
i
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FortiSwitch™ Secure Campus Data Sheet

Specifications

Hardware Specifications

Total Network Interfaces 32x 1GE/2.5GE, 16x 1GE/2.5GE/5GE RJ45 ports and 32x 1GE/2.5CE, 16x 1GE/2.5GE/5GE RJ45 ports and
8x 10GE/25GE SFP+/SFP28 ports 8x 10GE/25GE SFP+/SFP28 ports

Dedicated Management 10/100/1000 Ports 1 1

RJ-45 Serial Console Port 1 1

Form Factor 1 RU Rack Mount 1RU Rack Mount

Power over Ethernet (PoE) Ports — 48 (802.3 af/at/bt type 4)

PoE Power Budget — 1800 W

Mean Time Between Failures >10 years > 10 years

System Specifications

Switching Capacity (Duplex) 720 Gbps 720 Gbps
Packets Per Second (Duplex) 1071 Mpps 1071 Mpps

MAC Address Storage 64 k 64 k
Network Latency <lus <lus

VLANS Supported 4k 4k

Link Aggregation Group Size 56 56

Total Link Aggregation Groups Up to number of ports Up to number of ports
Packet Buffers 8 MB 8 MB
Memory 4GB DDR4 4GB DDR4

Flash 32 MB 32 MB

Drive 32G SSD 32G SSD

ACL 36k 36k
Spanning Tree Instances 32 32

Route Entries (IPv4) 16 k 16 k

Host Entries (IPv4) 192 k 192 k
Multicast route entries 12k 12k
Dimensions

Height x Depth x Width (inches) 175x13.8 x17.3 175 x13.8 x 17.3
Height x Depth x Width (mm) 44 x 350 x 440 44 x 350 x 440
Weight (kg) 7149 7834
Environment

Power Required 100-240V AC, 50/60 Hz 100-240V AC, 50/60 Hz
Power Consumption (Maximum) 300W 2100W

Power Supply 2x 350W 2% 1200W
Redundant Power Dual hot swappable AC Dual hot swappable AC
Heat Dissipation 590 BTU/h 1272 BTU/h
Operating Temperature 32°-113°F (0°-45°C) 32°-113°F (0°-45°C)
Storage Temperature -40°-158°F (-40°-70°C) -40°-158°F (-40°-70°C)
Humidity 5%-95% RH non-condensing 5%-95% RH non-condensing
Air-Flow Direction front-to-back front-to-back
Noise Level 57.97 dBA 57.97 dBA

Certification and Compliance
FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2 FCC, CE, RCM, VCCI, BSMI, UL, CB, RoHS2
Warranty

Fortinet Warranty Limited lifetime** warranty on all models

** Fortinet Warranty Policy http://www.fortinet.com/doc/legal/EULA.pdf

— A —e—— e E e
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FortiSwitch™ Secure Campus Data Sheet

Ordering Information

Product

FortiSwitch Models
FortiSwitch 424E-Fiber
FortiSwitch M426E-FPOE

FortiSwitch 424E

FortiSwitch 424E-POE

FortiSwitch 424E-FPOE

FortiSwitch 448E

FortiSwitch 448E-POE

FortiSwitch 448E-FPOE

FortiSwitch 524D

FortiSwitch 524D-FPOE

FortiSwitch 548D

FortiSwitch 548D-FPOE

FortiSwitch 624F
FortiSwitch 624F-FPOE

FortiSwitch 648F

FortiSwitch 648F-FPOE

SKU Description

FS-424E-Fiber Layer 2/3 FortiGate switch controller compatible switch with 24x GE SFP and 4x 10 GE SFP+ Uplinks

FS-M426E-FPOE Layer 2/3 FortiGate switch controller compatible switch with 16x GE RJ45 PoE 802.3af/at, 8x 2.5 RJ45 PoE
802.3af/at/UPOE (60W), 2x 5 GE RJ45 and 4x 10 GE SFP+, with maximum 420 W PoE limit.

FS-424E Layer 2/3 FortiGate switch controller compatible switch with 24 GE RJ45, 4x 10 GE SFP + ports.

FS-424E-POE Layer 2/3 FortiGate switch controller compatible switch with 24 GE RJ45, 4x 10 GE SFP + ports, 24 port PoE+
with maximum 283.5 W limit.

FS-424E-FPOE Layer 2/3 FortiGate switch controller compatible switch with 24 GE RJ45, 4x 10 GE SFP + ports, 24 port PoE+
with maximum 433.7 W limit.

FS-448E Layer 2/3 FortiGate switch controller compatible switch with 48 GE RJ45, 4x 10 GE SFP + ports.

FS-448E-POE Layer 2/3 FortiGate switch controller compatible switch with 48 GE RJ45, 4x 10 GE SFP + ports, 48 port PoE+
with maximum 421 W limit.

FS-448E-FPOE Layer 2/3 FortiGate switch controller compatible switch with 48 GE RJ45, 4x 10 GE SFP + ports, 48 port PoE+
with maximum 772 W limit.

FS-524D Layer 2/3 FortiGate switch controller compatible switch with 24 GE RJ45, 4x 10 GE SFP+ and 2x 40 GE QSFP+
ports.

FS-524D-FPOE Layer 2/3 FortiGate switch controller compatible PoE+ switch with 24 GE RJ45, 4x 10 GE SFP+, 2x 40 GE
QSFP+ ports, 24 port PoE with maximum 400 W limit.

FS-548D Layer 2/3 FortiGate switch controller compatible switch with 48 GE RJ45, 4x 10 GE SFP+ and 2x 40 GE QSFP+
ports.

FS-548D-FPOE Layer 2/3 FortiGate switch controller compatible PoE+ switch with 48 GE RJ45, 4x 10 GE SFP+ and 2x 40 GE
QSFP+ ports, 48 port PoE with maximum 750 W limit.

FS-624F Layer 2/3 FortiGate switch controller compatible switch with 24x 5G RJ45 ports, 4x 25G SFP28 and MACSec

FS-624F-FPOE Layer 2/3 FortiGate switch controller compatible PoE 802.3bt switch with 24x 5G RJ45 ports, 4x 25G SFP28
and MACSec. Max 1400W POE output limit

FS-648F Layer 2/3 FortiGate switch controller compatible switch with 32x 2.5G RJ45 + 16x 5G RJ45 ports, 8x 25G

SFP28 and MACSec

FS-648F-FPOE Layer 2/3 FortiGate switch controller compatible PoE 802.3bt switch with 32x 2.5G RJ45 + 16x 5G RJ45
ports, 8x 25G SFP28 and MACSec. Max 1800W POE output limit
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FortiSwitch™ Secure Campus Data Sheet

Ordering Information

Product SKU Description
Licenses
FortiLAN Cloud Management License* FC-10-FSW10-628-02-DD FortiSwitch 200-400 Series (incl all FSW Rugged Models) FortiLAN Cloud Management SKU Including Forticare

24x7. (Note, FortiCare only applicable when used with FortiLAN Cloud)

FC-10-FSW20-628-02-DD FortiSwitch 500-900 Series FortiLAN Cloud Management SKU Including Forticare 24x7. (Note, FortiCare only
applicable when used with FortiLAN Cloud)

FortiSwitch Manager Subscription License ~ FC1-10-SWMVM-258-01-DD  Subscription license for 10 FortiSwitch Units managed by FortiSwitchManager VM.
24x7 FortiCare support (for FSWM VM) included.

FC2-10-SWMVM-258-01-DD  Subscription license for 100 FortiSwitch Units managed by FortiSwitchManager VM.
24x7 FortiCare support (for FSWM VM) included.

FC3-10-SWMVM-258-01-DD  Subscription license for 1000 FortiSwitch Units managed by FortiSwitchManager VM.
24x7 FortiCare support (for FSWM VM) included.

FortiSwitch Advanced Features License FS-SW-LIC-400 SW License for FS-400 Series Switches to activate Advanced Features.
FS-SW-LIC-500 SW License for FS-500 Series Switches to activate Advanced Features.
FS-SW-LIC-600 SW License for FS-600 Series Switches to activate Advanced Features.

Accessories

Redundant AC Power Supply FS-PSU-150 AC power supply for FS-548D and FS-524D.
FS-PSU-600 AC power supply for FS-524D-FPOE.**
FS-PSU-920 AC power supply for FS-548D-FPOE.**

* When managing a FortiSwitch with a FortiGate via FortiGate Cloud, no additional license is necessary.
** Provides additional PoE capacity.
For details of Transceiver modules, see the Fortinet Transceivers datasheet.

Note that all PoE FortiSwitches are Alternative-A.

Fortinet CSR Policy

Fortinet is committed to driving progress and sustainability for all through cybersecurity, with respect for human rights and
ethical business practices, making possible a digital world you can always trust. You represent and warrant to Fortinet that you
will not use Fortinet’s products and services to engage in, or support in any way, violations or abuses of human rights, including
those involving illegal censorship, surveillance, detention, or excessive use of force. Users of Fortinet products are required

to comply with the Fortinet EULA and report any suspected violations of the EULA via the procedures outlined in the Fortinet
Whistleblower Policy.
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