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March 26, 2024 

Brandon L Barr 
Buyer  
Department of Administration 
Purchasing Division 
2019 Washington Street East 
Charleston, WV 25305-0130  

Subject: Global Solutions Group’s response to Solicitation No.: CRFQ 0705 LOT2400000009 for 
Network Penetration Testing and Cybersecurity Assessments 

Mr. Barr:   

Global Solutions Group, Inc. (GSG) hereby presents our proposal to provide Network Penetration 
Testing and Cybersecurity Assessments to the State of West Virginia (Lottery). 

GSG is a multifaceted technology company incorporated in the State of Michigan in 2003. We are 
headquartered in Oak Park, Michigan. We are an SBA 8(a) Certified Small Business, Certified 
Women Owned Small Business (WOSB), Certified Minority Business Enterprise (MBE), and 
Economically Disadvantaged Woman - Owned Small Business (EDWOSB). 

GSG is an ISO/IEC 27001:2013 Information Security Management Systems, 
ISO 9001:2015 Quality Management System, and ISO 20000:2018 - Service 
Management System Certified Firm. Our team is capable of consistently 

delivering products and services that fulfill the needs of our customers as well as applicable 
legislative and regulatory requirements. Our cyber team has experience with industry standards 
and best practices including NIST CSF, FISMA, FedRAMP, PCI–DSS, OWASP, CIS–CSC for Effective 
Cyber Defense, and others. Our expertise extends to a wide array of IT and cybersecurity 
technologies such as HPE, Micro Focus, IBM, Splunk, Palo Alto, FireEye, Fortinet, and Cisco, as well 
as premier cloud technologies such as AWS and Azure. 

GSG understands that the Lottery is looking for information technology cybersecurity evaluations, 
such as penetration tests of internal and external networks and websites, as well as assessments of 
online applications.  

Our certified cybersecurity and IT specialists are here to provide a comprehensive approach to the 
Lottery’s Network Penetration Testing and Cybersecurity Assessments requirements. Our team is 
experienced in identifying an organization’s strengths and vulnerabilities, as well as in reviewing 
policy requirements to ensure compliance. Our mission is characterized by a desire to form and 
maintain good client relationships, provide exceptional work performance, and continuously 
enhance our professional credentials. 

Envisioning success for this program requires the highest level of service, ensuring that we operate 
efficient, agile, high-quality testing and security assessment services that are cost-effective and in 
compliance with all current regulatory directives and industry standards. 
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“ The GSG Team invested a great deal in training and purchasing the newest 
and finest tools and licenses available to exceed regulatory requirements. 
These investments were over and above what was required to perform the 
work and resulted in a better product which was a benefit to the 
Government.”  

— James Eddington, Contract Officer 
United States Department of Agriculture 

Point of Contact Details 

Name: Lisa Salvador 
Title: Vice President  
Email: lisas@globalsolgroup.com  
Telephone: (248) 291-5440 (office) || (313) 333-0188 (mobile) 
 

As Vice President of Global Solutions Group, Inc., I am fully authorized to negotiate and bind GSG 
during the period in which the Lottery is evaluating proposals. You may contact me at any time.  

 

Regards, 

 
 
 
Lisa Salvador 
Vice President 

GSG has completed over 1,000 Cybersecurity Projects over the last Ten Years 
Below is a small sampling of customers supported on Cybersecurity Projects: 
Jacksonville Aviation 

Authority Network Penetration Testing  

City of New Orleans Cybersecurity Services 

City of San Jose Providing As-Needed Cyber Products and Services 

City of Sunnyvale Providing IT Strategic Planning, Process Redesign, and Performance - 
Professional and Technical Support Services 

Fort Wayne–Allen County 
Airport Authority Completed an IT Security Assessment  

San Diego County Regional 
Airport Authority On-call IT Cyber Services  

Department of Interior  Awarded a $25+ million BPA contract offering comprehensive cybersecurity 
services to DOI and other federal agencies 

Nevada Affordable Housing 
Assistance Corporation 

Provided External Network, Web Application Vulnerability Scanning, and 
Penetration Testing  

Department of Agriculture 
(USDA) Office of the Chief 

Information Officer 

Completed a $10 million nationwide BPA for Cybersecurity Assessments, 
Penetration Testing, and Web Application Assessments 

U.S. AbilityOne Commission Completed a multiyear contract to provide Federal Information Security 
Management Act of 2014 (FISMA) Cybersecurity Audit Analysis Services  

mailto:lisas@globalsolgroup.com
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1. Qualifications 

1.1 Number of Years in Business [RFQ 3.1] 

GSG has been in business for over twenty years. 

1.1.1 GSG Overview and Corporate Qualifications [RFQ 3.1.1] 

GSG is a privately held corporation founded in 2003 to 
provide IT support services to government agencies 
and private sector clients. We operate nationwide 
from our offices in Oak Park, Michigan.  

Over the past twenty years our business has grown 
through development of our core competencies across 
multiple business sectors: Cybersecurity, IT Services, 
Document/Data Management and Physical Security. 
As our IT consulting business grew, we recognized 
that several of our clients were not satisfied with their existing information security services, so we 
started placing IT security professionals with those clients. That experience has allowed us to expand 
our IT services to include cybersecurity consulting, including penetration testing, cybersecurity 
audits, and assessments as key facets of our business.  

Our cybersecurity expertise has led to major multiyear contracts with the AbilityOne Commission, as 
well as a multiyear, multimillion-dollar contract to provide operational assessment and penetration 
testing to all offices and agencies under the purview of the USDA nationwide. GSG was awarded a 
major cybersecurity assessment contract with the U.S. Department of the Treasury, Office of the 
Inspector General. Our cybersecurity expertise has led to major multiyear contracts to provide 
Information System Security Line of Business (ISSLoB) support to the Department of the Interior 
(DoI) and DoI client agencies throughout the federal government.  

We have experience and expertise with industry standards and best practices including the NIST 
Cybersecurity Framework, Federal Risk and Authorization Management Program (FedRAMP), 
Payment Card Industry Data Security Standard (PCI–DSS), Open Web Application Security Project 
(OWASP), Center for Internet Security Critical Security Controls (CSC) for Effective Cyber Defense, 
and various others. We are agile in adjusting our approach to meet the specific needs of each client 
— whether it is a commercial operation, state agency, or an entire Cabinet-level department with 
locations across the nation.  

GSG is ISO/IEC 27001:2013 Certified for our Information Security 
and Cybersecurity practice for all our government agencies. This 
certification recognizes our organization-wide commitment to 
security. We have provided the intensive documentation, including 
a detailed risk assessment, records of internal training, audits, 

managerial review, and documentation of the relevant controls and had our ISMS audited by an 
accredited body. We are also ISO 9001:2015 Certified and we have an ISO 20000-1:2018 Certified 
Service Management System. 

GSG’s cybersecurity team has successfully completed more than 1,000 projects within the time frame 
including penetration testing, cybersecurity assessments, audits, vulnerability assessment, web 
application security assessment, risk assessments, etc. 

GSG has Provided Cybersecurity 
Assessments and Penetration 

Testing for Over: 

• 3,500 Of�ices and Agencies Nationwide 
• 300,000 End Points 
• 120,000 Workstations 
• 200,000 IPs 
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1.1.1.1 Our Strategic Partners 

We have several strategic partnerships which provide our teams with additional resources, 
enabling us to provide additional value to our clients, including, but not limited to: 

 

1.1.1.2 Sectors We Serve 

 

1.1.1.3 GSG Unique Qualifications to Fulfil Lottery Requirements  

The following table outlines how GSG differentiates us from other consultants: 

GSG Unique Experience Relevancy to the Lottery 

R E L E V A N T  C O R P O R A T E  E X P E R I E N C E  

GSG has experience with: 
♦ Long-term, complex security 

assessments. 
♦ Fixing vulnerabilities to improve 

compliance with regulatory 
requirements or security standards such 
as PTES, NIST, HIPAA, PCI DSS, and ISO 
27001/27002. 

♦ Strong knowledge base of the industry 
due to work on multiple projects. 

♦ Improved and more reliable measures of 
con�idence in cybersecurity 
requirements. 

♦ Oversight of contract performance and 
quality assurance using industry 
standard techniques. 

♦ With over ten years’ experience in cybersecurity 
and over 1,000 completed projects including 
penetration testing, cybersecurity assessments, 
audits, vulnerability assessment, web 
application security assessment, risk 
assessments, and more. 

♦ GSG can manage and meet the demands of the 
Lottery’s required cybersecurity services. 

♦ GSG will identify exposures in your application 
con�igurations and network infrastructure and 
using proven process, industry standards 
resolve those issues.  

♦ GSG understands the importance of IP, sensitive 
and con�idential data. 

♦ Highlights real risks of an actual hacker 
successfully breaching your defenses. 

H I G H L Y  Q U A L I F I E D  S T A F F  

Our key personnel:  
♦ Average �ifteen years of experience in 

cybersecurity and IT security support. 
♦ Our staff has extensive knowledge of all 

aspects of IT Consulting, IT Security 

♦ The same Key Staff proposed for the Lottery 
recently implemented continuous monitoring 
Con�iguration Baseline standards enterprise-
wide for 2,000 endpoints and servers for the 
Department of Labor.  
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1.2 Professional Services Currently Offered [RFQ 3.1.1] 

1.2.1 GSG’s Core Competencies [RFQ 3.1.1] 

Cybersecurity IT Services Document/Data 
Management 

 

Physical Security 

• Incident Response 
Planning 

• Penetration Testing 
• Policy and Procedure 

Development 
• Risk Assessment 
• Security Audits 
• Information Assurance 
• Social Engineering 

Security Compliance 
• Operational Continuity 

Planning 
• Education and Training 
• Security Engineering 
• Security Hardware and 

Software 
• Security Information 

and Event Management 
• Payment Card Industry 

Assessment  

• Cloud Hosting 
• Licensing, 

Implementation, 
and Renewal 
Support 

• IT Support 
• Help Desk 
• Backup/Disaster 

Recovery 
• Database 

Management 
• SQL 
• SharePoint 
• IT Managed 

Services 
• Telephony 
• IT Staffing 
• Network 

Architecting and 
Administration 

• Digital 
Transformation 

• Enterprise 
Document 
Management 
Solutions 

• Laserfiche 
• OpenText 
• Enterprise Records 

Management 
• Enterprise Content 

Management 
• Case Management  
• Workflow 

Management 
• Document Imaging 

System and 
Services  

• Document 
Digitization 

• Security 
Cameras/CCTV 

• Entry Systems  
• PIV, Access 

Control, and 
Personal 
Identification 
Systems 

• Proprietary 
alerteerTM 

Security 
Monitoring 
Software 

GSG Unique Experience Relevancy to the Lottery 

Assessments, Penetration Testing, 
Vulnerability Assessment, etc., for public 
and private organizations, including 
requirements for IT environments. 

♦ Have worked together as a team on over 
forty assignments. 

♦ Have performed hundreds of web 
application assessments and network 
penetration tests.  

♦ This showcases our ability to work large 
projects, under tight timelines and deliver a 
timely work product for our client. 

A B I L I T Y  T O  P R O V I D E  T A R G E T E D ,  QU A L I T Y  S E R V I C E S  

♦ With an approach tailored to meet the 
Lottery’s requirements, our team 
continuity utilizes industry best 
practices, bleeding-edge technology, and 
�irst-rate research to understand, 
anticipate, and protect against even the 
most advanced intrusion attempts. 

♦ GSG will deliver an IT ecosystem that is 
hardened against attacks, ensuring 
uninterrupted services and security of data that 
meets all cybersecurity standards.  
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• Next-generation 
Firewalls 

• Hardware • Customer 
Relationship 
Management 
Systems 

1.2.2 GSG’s Cybersecurity-Related Services [RFQ 3.1.1] 

 Penetration Testing  
 Physical and Electronics 

Security  
 Policy and Procedure 

Development 
 Privacy Support Planning 
 Risk Assessment 
 Risk Management 

Framework (RMF) 
 Security Audits 
 Security Configuration 

and Testing  
 Security Engineering 
 24/7/365 Security 

Operation Center (SOC)  
 Assessment and 

Authorization (A&A) 
 Assessment, Integration, 

Automation  
 Chief Information Security 

Officer as a Service/vCISO  
 Incident Response 

Planning 

 Identity and Access 
Management  

 Incident Response (IR) 
and Management Support 

 Intrusion Testing 
Operational Continuity 
Planning 

 Other “Internet of Things” 
connected devices 

 Payment Card Industry 
Assessment  

 Cybersecurity 
Infrastructure 

 Distributed Control 
Systems (DCS)  

 Education and Training 
 Embedded/IoT Services 

and Systems Hardening  
 Firewall Implementation, 

Configuration, and Testing 
 Industrial Control Systems 

(ICS), Supervisory Control 
and Data Acquisition 
(SCADA) Information 
Assurance 

 Security Hardware and 
Software 

 Security Information and 
Event Management (SIEM) 

 Security Testing, ADAS, CVIP 
 Social Engineering 
 Training and Awareness 
 Vulnerability Assessment  
 Web and Mobile Application 

Testing  
 Security Compliance and Risk 

Assessment 
 PCI–DSS, NIST, FISMA, HIPAA, 

CJIS, ISO, GDPR   
 Family Educational Rights and 

Privacy Act (FERPA) 
 Authorization to Operate 

(ATO)/Authorization to 
Connect (ATC)  

 Interconnection Security 
Agreement (ISA)  

 CMMI Support Assessment 
and Consulting 

1.2.3 Number of Dedicated Security Staff Resources [RFQ 3.1.1] 

GSG has 20+ security specialists on staff, and we are dedicating three (3) cybersecurity security staff 
members for this requirement. Our project team of Vicki Shah, Vatsal Shah and Kumar Setty average 
over fifteen years of technical experience in the cybersecurity assessment environment. They have 
worked on multiple engagements together and collectively have supported over 1,000 cyber projects 
for customers and have worked for GSG for over five years and are ready Day 1 to support the Lottery.  
 

1.3 References [RFQ 3.2] 

GSG has significant experience in providing cybersecurity services to a broad variety of private and 
public sector clients. GSG provides top-notch, proven components of success — experience and 
expertise for information security, use of the latest technologies and methods, ability to deliver 
service that exceeds expectations, and a proven commitment to serving information security needs 
of all kinds.  

GSG is experienced in providing a wide range of IT services throughout the United States and 
worldwide to local, state, and federal agencies and corporations. We have earned a national 
reputation as a valuable partner that consistently exceeds customer expectations. 
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Our team has provided penetration testing, risk assessment, cybersecurity assessment, vulnerability 
assessment, threat management, security auditing, security operations, and other cybersecurity 
services to over forty municipal, education, local, state, federal government agencies, and 
private sector businesses and organizations, including:  

MUNICIPAL TRANSPORTATION/AVIATION  
• City of San Jose, California  
• City of New Orleans 
• City of Sunnyvale  
• Oakland County, Michigan 
• Detroit Wayne Integrated Health Network  
• Port Authority of Allegheny 
• Housing Authority of the Birmingham 

District 

• Jacksonville Aviation Authority 
• Suburban Mobility Authority for Regional 

Transportation 
• Golden Gate Bridge and Highway District 
• Capital Area Transportation Authority 
• San Diego County Regional Airport 

Authority  
• Fort Wayne–Allen County Airport 

Authority 
EDUCATIONAL STATE 

• University of Michigan  
• Oakland County Academy of Media and 

Technology 
• Sigma Academy for Leadership/Early 

Middle College 
• Johnson County Community College 
• Prince George’s Community College 
• Maryland Education Enterprise Consortium 
• Baltimore County Public Schools 
• Montana State University 
• Maryland State Department of Education, 

Division of Rehabilitation Services 

• State of Kansas Board of Tax Appeals 
• State of Kansas Department of 

Corrections  
• Michigan Economic Development Corp. 
• Kansas Department of Health and 

Environment 
• Commonwealth of Massachusetts 
• State of New Mexico Human Services 

Department  
• Nevada Affordable Housing Assistance 

Corporation 
• Connect for Health Colorado 

FEDERAL UTILITY 
• Department of Agriculture  
• Department of Treasury  
• Department of Housing and Urban 

Development 
• Social Security Administration 
• Department of Justice 
• Department of Interior  
• Department of Energy  
• Defense Logistics Agency  
• Department of the Interior  
• U.S. AbilityOne Commission  
• Bureau of Safety and Environmental 

Enforcement 

• Lansing Board of Water and Light 
• Regional Water Resource Agency  
• Great Lakes Water Authority 
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The following are our three references for projects of similar size and scope of the assessment:  

1.3.1 Lansing Board of Water and Light: Penetration Testing and Digital Forensics [RFQ 
3.2.1] 

Reference #1 

Project Name Penetration Testing and Digital Forensics   

Completion Date  January 2020 – January 2023  

Project Owner Lansing Board of Water and Light  

Project Contact  Vernon Myers, Security Lead and Engineer  
(517) 702-6569 ||  Vernon.Myers@lbwl.com  

Project Est. Cost  $23,740.50 

Project 
Responsibility 

GSG is providing penetrating testing and digital forensic examination of the 
computing environment to:  

• Assist in the identi�ication of any indicators of compromise not 
otherwise detected by existing deployed cybersecurity tools. 

• Perform remediation of all detected malware and inoculating the 
environment against reinfection where possible.  

Tasks for this project included: 
• Testing for weaknesses in web and mobile application interfaces 
• Vulnerability testing for SCADA systems 
• Testing for miscon�igurations of application servers, databases, and 

middleware impacting cybersecurity 
• Assessing susceptibility to known and common exploits and social 

engineering attacks 
• Malware identi�ication and remediation 
• System hardening recommendations (hardware and software) 

 
  

mailto:Vernon.Myers@lbwl.com
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1.3.2 U.S. Department of Agriculture: Operational Security Assessments, Penetration 
Testing and Web Security Assessments [RFQ 3.2.1] 

Reference #2 

Project Name Operational Security Assessments 
Penetration Testing and Web Security 
Assessments  

 

Completion Date  September 2017 – September 2021 

Project Owner  U.S. Department of Agriculture 

Project Contact  Stacey Marshall, Contracting Of�icer’s Representative 
USDA Of�ice of the Chief Information Of�icer 
(816) 823-2752 || stacey.marshall@usda.gov  

Project Est. Cost  $5,800,000.00 (Contract Completed – Final value) 

Project 
Responsibility 

Over the past four (4) years, GSG has assisted of�ices and agencies 
within the USDA on a multitude of cybersecurity related projects. 

GSG supported twenty different USDA Of�ices and Agencies: 

• Agricultural Marketing Service  
• Animal and Plant Health 

Inspection Service  
• Agricultural Research Service  
• Economic Research Service  
• Foreign Agricultural Service  
• Food and Nutrition Service  
• Farm Service Agency  
• Food Safety and Inspection 

Service  
• Grain Inspection, Packers, and 

Stockyards  
• National Agricultural Statistics 

Service   
• Rural Development  

• National Institute of Food and 
Agriculture  

• Natural Resources  
Conservation Service  

• Office of the Chief Economist  
• Office of the Chief Financial 

Officer/National Finance Center  
• Forest Service  
• Risk Management Agency  
• Client Technology Services 
• National Information Technology 

Center  
• Agriculture Security Operations 

Center  

GSG conducted Operational Risk Assessments, Penetration Testing, Web 
Security Assessments with High Value Applications (HVA), and Red Team 
Assessments for all USDA of�ices and data centers nationwide and provided 
extended assessments for the for the Of�ice of the Chief Financial Of�icer 
and National Finance Center (USDA–NFC), which processes payroll for over 
600,000 federal government employees. Our team also performed 
FISMA/FedRAMP based Vulnerability Assessments and Penetration 
Testing. GSG’s assessments supported agency-level cybersecurity leaders in 
determining overall risk and provided recommendations for resolution or 
mitigation. In conducting the security assessments, GSG evaluated the 
following layers of security and their sub-layers: 

Personnel 
Perimeter Security 

Policy, Procedures, and 
Training 

mailto:stacey.marshall@usda.gov
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• Perimeter Router 
• Perimeter Firewall 
• VPN Gateway 
• Perimeter Intrusion Detection 

System (IDS) 
Network Security 

• Infrastructure Switch 
• Infrastructure Intrusion Detection 

System (IDS)/Intrusion 
Prevention System (IPS) 

• Network Vulnerability Scanning 
• Mail Guards 
• Network Access Control 

Web Security 
• Web Server Security Configuration 
• Web Applications Security 

Configuration 
• Identification and Authentication 
• Roles and Permission Sets 

(inherited and non-inherited) 
• Host Security (based on type of 

O/S used) 
Unix/Linux Host Security 

• Host Vulnerability Scanning 
• Security Configuration 
• Data Encryption 
• Patch Management 
• File Integrity 
• Antivirus Protection 
• Host Intrusion Detection System 

(IDS)/Intrusion Prevention 
System (IPS) 

Windows Host Security 
• Host Vulnerability Scanning 
• Security Configuration 
• Data Encryption 
• Patch Management 
• File Integrity 
• Antivirus Protection 
• Host Intrusion Detection System 

(IDS)/Intrusion Prevention 
System (IPS) 

• User Awareness Training 
• Privileged User Awareness 

Training 
• Configuration and Change 

Management 
• Network Operations Center 

(NOC) Standard Operating 
Procedures (SOPs) 

• Security Operations Center 
(SOC) Standard Operating 
Procedures (SOPs) 

• Computer Incident Response 
Team (CIRT) Standard 
Operating Procedures (SOPs) 

Multi-Layer Solutions 
• Network Management 

Systems 
• Data Loss Prevention 
• Security Information and 

Event Management 

Incident Response 
• Identification 
• Investigation 
• Remediation 

Penetration Testing 
• Open-Source Data Collection 
• Host Discovery and Port 

Scanning 
• Host Exploration 
• Web Server and Application(s) 

Discovery and Exploration 
• Social Engineering 

Forensics 

• Extent of Compromise 

  
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1.3.3 Jacksonville Aviation Authority: Network Penetration Testing [RFQ 3.2.1] 

Reference #3 

Project Name Network Penetration Testing  

Completion Date  November 2020 – July 2025  

Project Owner Jacksonville Aviation Authority (JAA) 

Project Contact  David Johnson, IT Infrastructure Manager 
(904) 741-3591 || david.johnson@�lyjacksonville.com  

Project Est. Cost  $22,773  

Project 
Responsibility 

This project consists of vulnerability assessment, external and internal 
penetration testing of JAA's network with the goal of obtaining access to 
protected data in four categories.  

1. Access Control 
2. Law Enforcement and Criminal Justice Information System (CJIS) 

Compliance, 
3. PCI Compliance, and  
4. General Security.  

Testing was conducted at the four airports under JAA’s control: 

 Jacksonville International Airport 
 Jacksonville Executive at Craig Airport 
 Herlong Recreational Airport 
 Cecil Airport 

Testing consisted of twenty-�ive secure VLANs containing sensitive systems 
and data and ninety-�ive general purpose/non-security sensitive VLANS. All 
testing was informed by the Federal Aviation Administration (FAA) 
Cybersecurity Strategy and Transportation Security Administration (TSA) 
security requirements as well as PCI DSS and CJIS Security Policies.  

 
  

mailto:david.johnson@flyjacksonville.com
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1.3.4 Accolades from GSG’s Clients 

GSG has received the following unsolicited accolades from past and current clients: 
Customer Summary Customer Quote 

Douglas Nash, Assistant 
CIO, APHIS Marketing 

and Regulatory 
Programs Business 

Services 

• Great Job Thanks for your help with the penetration testing and 
follow-up analysis. Your team did a great job working with 
our two agencies. 

Joseph Binns, Director, 
Information Security 

Office 
USDA Food, Nutrition, 

and Consumer Services 

• Minimal 
Guidance 

• Outstanding 
Output 

• Less oversight 
• Cost Savings 

GSG was a highly independent team, who required very 
minimal guidance from USDA and provided outstanding 
output. These facts allowed for less oversight, which allowed 
Government assets to be utilized elsewhere which is a cost 
savings and a benefit to the Government. All in all, great job. 

Victor J Cernius, 
Director of Operations 

Regional Water 
Resource Agency 

 

• Great job 
• Delivered 

difficult job 

Great job on the presentation today and a wonderful job 
from start to finish on this. The whole effort took longer 
than anticipated, but we certainly appreciate all of your time 
and effort to deliver the package that you did. We 
understand this was not an easy task. 

Bilal Razzaq, Chief ISO 
Office of Information 

and Technology, 
AmeriCorps 

 

• Great job On behalf of the AmeriCorps Cybersecurity Program, I want 
to acknowledge the contributions of the DOI ISSLoB team on 
the great work done regarding pushing forward the 
AmeriCorps Cybersecurity program. 
 

Randy Diehl, MIS 
Director, MD State Dept 

of Education, Division of 
Rehabilitation Services  

• Amazing job I really enjoyed working with you. What you were able to 
put together for us in such a short period of time was 
amazing.  

Kimberly Carson 
 Lead Contract Specialist 

GSA Region 4 
 

• Receptive 
• Adaptable 

Global Solutions Group is customer focused and engaged in 
the activities of the Agency. They were very receptive and 
adaptable to organizational changes. Global Solutions Group 
has maintained open communications with the Contracting 
Team. 

Joelene (Jody) Allen, 
Executive Director 

Kansas Board of Tax 
Appeals 

 

• Immediate 
results 

• Won more 
work because 
of excellent 
performance 

• Reasonable 
cost 

Global Solutions Group, Inc. (GSG) rescued our state agency 
when our system was attacked by a Trickbot trojan. Once 
our agency contacted GSG; they were on on-sight quickly 
and started the process of removing the trojan. While 
working on the source hit by the trojan, Global diligently ran 
scans on all servers and PCs to assure the trojan had not 
attacked any other part of our system. GSG’s expertise, 
professionalism, and diligence kept our entire system in 
tack.’ 
‘Since then, our agency has had four additional contracts 
with GSG, including one that updated our entire server 
system. With GSG’s expertise, the agency was able to go 
down to three servers verses the eleven servers that were 
currently being used.’ ‘GSG will always be our ‘go-to;’ as they 
provided excellent service at a very reasonable cost. 

Kasey Koch, Contracting 
Officer 

USDA Office of 
Information Security 

• Quality 
Control 
Exceptional 

Quality Control was exceptional. Reports were carefully 
reviewed in full and were flawless in presentation and 
content. 
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1.4 Project Team Qualifications [RFQ 3.3] 

GSG maintains a pool of extraordinary cybersecurity professionals. The quality of our team is 
peerless, having executed various programs of similar scope and complexity. Each of our proposed 
personnel has over ten years of experience in providing cybersecurity and related services. In 
addition to having degrees in relevant fields, they also carry one or more of the following 
certifications or their equivalent:  

CAP Certified Authorization Professional 
CCIP Certified Core Impact Professional  
CCSK Certificate of Cloud Security Knowledge  
CGEIT Certified in Governance of Enterprise IT 
CHSE Certified HIPAA Security Expert 
CISA Certified Information Systems Auditor  
CISM Certified Information Security Manager 
CEH Certified Ethical Hacker 
CISSP Certified Information Systems Security 

Professional 
CRISC Certified in Risk and Information Systems 

Control 
CSX Cybersecurity Nexus 
CSX–P CSX Cybersecurity Practitioner 

Certification 
PCIP     Payment Card Industry Professional  

PFI        PCI Forensic Investigators  
ISSAP Information Systems Security Arch. 

Professional  
GIAC Global Information Assurance Certifications 

including (but not limited to): 
GSEC GIAC Security Essentials 
GCIH GIAC Certified Incident Handler 
GPEN GIAC Penetration Tester  
GCIA GIAC Certified Intrusion Analyst  
GWAPT GIAC Web Application Penetration 

Tester 
GCFE GIAC Certified Forensic Examiner  
GCFA GIAC Certified Forensic Analyst  

SANS 508 Advanced Forensics 
SANS 572 Advanced Network Forensics 

 
1.4.1 Project Team Summary [RFQ 3.3] 

 Name Position Yrs. Exp Partial Certification Summary 

Key 
Project  
Team 

Vicki Shah, PMP  Project Manager 15+ PMP 

Vatsal Shah  
Cybersecurity Technical 
Lead/Assessor/Penetration 
Tester  

20+ PCIP, CCSK, CISA, CEH, TL, CISSP, 
CISSP-ISSAP, GWAPT, OP 

Kumar Setty Cybersecurity Assessor 15+ CISSP, CISA, CCSK, ITIL, PCIP, 
AWS, HCISSP 

Our team will be overseen by our Project Manager, Ms. Vicki Shah, who has over fifteen years 
managing complex IT and cybersecurity projects for both the public and private sector. Ms. Shah will 
be the point of contact while the assessment is ongoing. The Project Manager manages and supervises 
personnel involved in all aspects of the project activity, including organizing and assigning 
responsibilities to subordinates and overseeing the successful completion of all assigned tasks. Ms. 
Shah will generate and update technical and financial reports. She will also perform the day-to-day 
management of overall contract support operations. She has managed contracts wherein GSG’s staff 
have performed over 300 penetration tests, vulnerability assessments, and web application 
assessments.  



 

Page | 12  
 

Network Penetration Testing and Cybersecurity Assessments 
State of West Virginia  

Solicitation No.: CRFQ 0705 LOT2400000009 

 

Your GSG Team:  

• Averages over fifteen years of experience completing similar work for 
Government customers 

• Have extensive experience with cybersecurity assessment 
• Have advanced degrees and multiple certifications 
• Have worked together on multiple cybersecurity contracts 

1.4.2 Project Team Experience by Key Member [RFQ 3.3] 

Experience Skill/Knowledge Area Vicki 
Shah 

Vatsal 
Shah 

Kumar 
Setty 

Cybersecurity  
Project 

Experience 

Penetration Testing    
Assessments    

Vulnerability Assessments    
Web Application Security Assessments    

Cybersecurity Audits    
Risk Assessments    

Incident Response    
SCADA/ICS    

IT  
and  

Cybersecurity 
Technology 

Project 
Experience 

HPE    
Micro Focus    

Splunk    
IBM    

Palo Alto    
Fortinet    

Azure    

Framework  
and  

Controls  
Experience 

NIST Cybersecurity Framework    
Federal Risk and Authorization 

Management Program (FedRAMP)    

Payment Card Industry Data Security 
Standard (PCI–DSS)    

Open Web Application Security Project     
Center for Internet Security Critical 

Security Controls for Effective Cyber 
Defense 

   
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1.4.3 Team Experience Relevant to the Lottery’s Cybersecurity Requirements [ RFQ 3.3.1] 

 

Name Position Yrs. Exp Certification Summary 
Vicki Shah, 
PMP Project Manager 15+ PMP 

• Over fifteen years on Global Solutions Group’s Contract and Project Manager for large IT 
programs, including those for City, State, Local, and Federal government agencies. 

• PMP Certified. 

• For the U.S. Department of Interior (DoI) Ms. Shah is the Program Manager overseeing 
multiple call orders and performing the following activities: Identification of Call Order 
Team Members,  and creating a Project Management Schedule (PMS) for individual call 
orders, developing, executing, and managing the Work Breakdown Structure (WBS), 
Integrated Master Plan (IMP), Integrated Master Schedule (IMS), Risk Management Plan, 
Quality Management Plan, and Communications Management Plan for the overall 
program; creating weekly activity and monthly status report to document project 
accomplishments, risks, expenses, burn rate, hours worked, and progress; coordinating 
and planning meetings; and communicating with key stakeholders. 

• For the U.S. Department of Treasury, Ms. Shah oversees and manages the team of 
individuals working on all project-related activities, including the updating of technical 
and financial reports. Additionally, Ms. Shah oversees the daily operations of the entire 
contract support team. 

• Served as Contract and Project Manager for our contract providing Federal Information 
Security Management Act of 2014 (FISMA) Analysis Services for the U.S. AbilityOne 
Commission.  

• Managed a multiyear, $10 million U.S. Department of Agriculture Operational Security 
Assessment Program BPA contract.  

• PMI, procurement/contract management, process improvement, and stakeholder 
management and collaboration.  

• Coordinates and oversees our multiple engagements for the State of Kansas, including 
our contract for providing CISO support personnel. 

Vatsal Shah  Cybersecurity Technical 
Lead/Assessor/Penetration Tester  20+ PCIP, CCSK, CISA, CEH, TL, 

CISSP, CISSP-ISSAP, GWAPT, OP 

• Specialty skills involve vulnerability assessment, penetration testing, internal and 
external assessment, auditing, incident response management, with focus on secure 
network architecture, 802.11x (Wi-Fi), web application portals, SCADA, Process Control 
Networks (PCNS), Programmable Logic Controllers (PLCs), physical security, database, 
application security, and regulatory compliance.  

• Technical skills in network technologies, operating system platforms, and IT 
infrastructure security controls. He has tested Industrial Control Systems (ICS) including 
Supervisory Control and Data Acquisition (SCADA) systems, and Distributed Control 
Systems (DCS) for the Lansing Board of Water and Light. 
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• Performed over 100 web application assessments and Red Team network penetration 
tests for government, private sector, and non-profit organizations. He has also designed 
and analyzed secure network architecture including Virtual Private Networks (VPNs), 
cryptographic systems, firewalls and access control mechanisms, identity management, 
802.11x enterprise wireless, and multiple-tier web application and e-commerce 
architectures. 

• Performed penetration testing on all new enterprise applications being deployed into the 
environment and existing applications that have gone through a significant upgrade for 
Lansing Board of Water and Light. 

Kumar Setty Cybersecurity 
Assessor 15+ CISSP, CISA, CCSK, ITIL, PCIP, AWS, HCISSP 

• Over fifteen years of experience in providing penetration testing in multiple sectors 
including university, healthcare, finance, and technology sectors. 

• MS Software Engineering. Certifications: CISSP, CISA, CCSK, ITIL v3, PCIP, AWS, HCISPP. 

• Developing and implementing security, privacy, and breach management programs with 
expertise in vulnerability assessment and penetration testing. In-depth knowledge of 
security assessments of databases, EHR/EMR, SAP, Oracle Financials, and other ERPs. 

• Eight years of experience in performing security and privacy risk assessments and audits. 
Well-versed in HITRUST SOC 1/2/3, FFIEC, NIST, COBIT, HIPAA, PCI-DSS, SEI-CMM 
methodology, IT QA methods, and ISO security standards with vast understanding of 
threat modeling using frameworks such as Octave Allegro and MITRE ATT&CK. 
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The following are the resumes of our project team: 

1.4.4 Vicki Shah, PMP — Project Manager  

EDUCATION, CERTIFICATIONS, AND TECHNICAL SKILLS 
Education MS, Computer Science, Oakland University 
Certifications PMP, Project Management Professional 

Summary  For over fifteen years, Ms. Shah has been on Global Solutions Group’s Contract 
and Project Manager for large IT programs, including those for city, state, local, 
and federal government agencies. She is experienced in PMI, 
procurement/contract management, process improvement, stakeholder 
management, and collaboration.  

Ms. Shah has coordinated and overseen our multiple engagements for the State 
of Kansas, including our contract for providing CISO support personnel. 

Ms. Shah recently completed working as Contract and Project Manager for our 
contract for Federal Information Security Management Act of 2014 (FISMA) 
Analysis Services for the U.S. AbilityOne Commission. She managed our 
multiyear, $10 million U.S. Department of Agriculture Operational Security 
Assessment Program BPA contract. Her outstanding leadership and management 
skills have brought multiple projects to Global Solutions Group. 

WORK EXPERIENCE 

9/2023 – 9/2027 Department of Homeland Security (DHS) 
Cybersecurity and Infrastructure Security Agency (CISA) 

• Overseeing GSG personnel assigned to modernize DHS-CISA’s Priority Telecommunications 
Services Operational Support Services (PTS OSS).  

• Developing and supporting a system including web servers, database servers, websites and data 
driven web applications or an out-of-the-box Low Code/No Code solution, a system management 
and web development environment, and other system support components.  

• Work includes application architecture, cybersecurity posture, streamlining, simplifying, and 
reducing the cost of IT solutions, program data validation and integrity, and data analytics and 
reporting. 

7/2022 – 7/2027 Department of the Interior - Interior Business Center | Program Manager  
• Provides Program and Project Management for the DOI Information System Security Line of 

Business (ISSLOB) Support overseeing twenty-seven call orders for this contract. 
• Project Management activities supported include:  

o Develop, execute, and manage Work 
Breakdown Structure (WBS) 

o Integrated Master Plan (IMP) 
o Integrated Master Schedule (IMS) 
o Quality management plan 
o Communications management plan for 

the overall program 

o Project Management Plan (PMP) 
o Project Management Schedule (PMS) for 

individual agency assessments, penetration 
tests, and web security assessments 

o Risk management plan 
o Creates weekly activity and monthly status 

 

7/2021 – 7/2024 Department of Treasury | Program Manager 
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• Manages Cybersecurity Assessment Service Support. Manages the team of individuals working on 
all project-related activities, including the updating of technical and financial reports. Oversees 
the daily operations of the entire contract support team. 

9/2018 – 9/2019 U.S. AbilityOne Commission | Project Manager 
• Managed Federal Information Security Management Act of 2014 (FISMA) Analysis Services. 

Ensured the Committee’s security systems took a risk based, cost-effective approach to secure its 
information and systems while effectively identifying and resolving IT security weaknesses and 
risks as well as protecting against future vulnerabilities and threats.  

• Tasks included a complete IT system profile examination of all aspects of the system, including 
the following steps as they relate to the system network, hardware, and software.  

• Analyzed of current IT network, information flow according to business requirements and points 
of access to information.  

• Analysis of controls and procedures in various security management areas including threat 
management, vulnerability management, identity management, and change management. 

• Analyzed existing network security architecture, including topology, configuration, and security 
components and features.  

• Assessed the existing security controls and prioritized recommendations on improvements 
and/or additional controls to meet specified security policies.  

• Assessed and prioritized recommendations for security procedures. Evaluated the security 
architecture for performance, scalability, reliability, and manageability. 

2/2018 – 1/2019 Nevada Affordable Housing Assistance Corporation |   Project Manager 
• Oversaw all management activities for Network Penetration and Vulnerability Testing. Supported 

the internal and external network penetration testing to verify that the security controls 
implemented by the network infrastructure and supporting systems provided an adequate level 
of protection.  

• Our attackers used a broad range of commercial and public tools from our well-maintained Virtual 
Security Test Center as well as manual methods.  

• Penetration tests probed each host’s transmission Control Protocol and User Datagram Protocol 
ports using a port scanner to determine what network services were provided by each host.  

• Helped the team connect to the hosts to probe for known locally exploitable vulnerabilities. 
Assisted the team in using multiple tools with similar functionality to ensure that devices were 
examined rigorously and that the results were accurate. 

The following demonstrates list of certifications held by our project manager: 

Vicki Shah, Project Manager  

Certifications PMP Project Management Professional 

Ms. Shah’s Certification: 
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1.4.5 Vatsal Shah — Cybersecurity Technical Lead/Assessor/Penetration Tester   

EDUCATION, CERTIFICATIONS, AND TECHNICAL SKILLS 
Education MS, Computer Science, University of Bridgeport 
Certifications PCIP PCI Professional  

CCSK Certificate of Cloud Security Knowledge V.4  
CISA Certified Information Systems Auditor  

CISSP Certified Information Systems Security Professional  
CISSP-ISSAP CISSP - Information Systems Security Architecture Professional  

CEH Certified Ethical Hacker  
GWAPT GIAC Web Application Penetration Tester 

HVATL/OP High Value Asset Technical Lead (TL)/Operator (OP) Training 
Summary  Mr. Shah has over twenty years in information technology and operations. He 

possesses technical skills in network technologies, operating system platforms, 
and IT infrastructure security controls. Mr. Shah’s specialty skills involve 
vulnerability assessment and penetration testing with a focus on secure network 
architecture, 802.11x (Wi-Fi), web application portals, and physical security. Mr. 
Shah has experience with CJIS, NIST, and PCI compliance. He has also performed 
assessments of regulatory compliance with the Heath Insurance Portability and 
Accountability Act (HIPAA) and Sarbanes-Oxley (SOX).  

He has designed and implemented security architecture for product testing 
environments and operational use. His security architecture design experience 
includes firewalls, intrusion detection systems, Virtual Private Networks (VPNs), 
cryptographic systems, authentication mechanisms, and multiple-tier web 
applications.  

WORK EXPERIENCE 

7/2022 – 7/2027 Department of the Interior - Interior Business Center  
Call Order Project Manager 

• Providing Information System Security Line of Business (ISSLOB) support, including 
comprehensive services that involve performing full-scale system assessment and authorization 
audits or system assessment only audits; and targeted services that involve performing discrete 
specific security-related audit functions based on the customer agency’s need.  

11/2020 – 12/2020 Jacksonville Aviation Authority | Penetration Tester   
• Provided Network Penetration Testing, project consisted of external network penetration 

testing, internal network testing and mapping of JAA’s network with the goal of obtaining access 
to protected data in four categories: Access Control, Law Enforcement and Criminal Justice 
Information System Compliance, PCI Compliance, and General Security.  

• Testing was conducted at the four airports under JAA’s control. 
6/2020 – 9/2020 Kansas Dept. of Health & Environment (Topeka, KS) | Technical Lead 
• Conducted external scans using a suite of tools that assess the EpiTrax Application Security 

Assessment from the perspective of an outsider, along with manual verification of vulnerabilities 
and exploitation of identified application/host vulnerabilities to gain system level access, obtain 
custom data, or deny service to the application. 

1/2020 – 1/2023 Lansing Board of Water and Light 
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Cybersecurity Technical Lead/ Penetration Tester 
• Performed penetration testing on all new enterprise applications being deployed into the 

environment and existing applications that have gone through a significant upgrade.  

1/2020 – 4/2020 Fort Wayne-Allen County Airport Authority 
Penetration Tester, Security Assessor   

• Led a full IT Security Assessment including multiple assessments of the internal and external 
networks, social engineering testing, review of network device configurations, application and 
wireless penetration testing, and social engineering efforts. 

12/19 –1/20,  
11/18 – 12/18 

Nevada Affordable Housing Assistance Corp.| Penetration Tester   

• Provided Network Penetration and Vulnerability Testing.  
• Exposed vulnerabilities and safely exploited them to gain access to the NAHAC’s system, without 

any detection, without any interference, and without any outage.  
• Activities included: define scope and communications; intelligence, threat modelling utilizing 

automated tools. Performed vulnerability analysis to review security risks associated with the 
network(s) and possible means of exploitation; exploitation of discovered vulnerabilities. 

9/2017 – 9/2021 USDA Office of the Chief Information Officer 
Technical Lead/Penetration Tester   

• Provided Operational Security Assessments, Penetration Testing, and Web Security 
Assessments. Served as the cybersecurity subject matter expert and internal penetration tester 
to perform Web Security Assessments on designated HVA Web Applications for USDA agencies.  

• Performed security assessments and penetration testing and performed security assessments of 
web servers and applications. 

7/2017 – 7/2024 Department of Treasury | Technical Lead/Penetration Tester   
• Currently providing Systems Security Services Support to enhance the mission assurance 

posture of the OIG network by conducting a comprehensive cybersecurity assessment, document 
findings in a Plan of Action and Milestones (POA&M).  

• Supports the OIG with implementation of Government approved mitigations in accordance with 
NIST and Committee on National Security Systems Instruction (CNSSI) to include the NIST Risk 
Management Framework (RMF). 

4/2017 - 5/2017         Energy Meters, Energy Bridge and Supporting Environments – 
Confidential Critical Infrastructure Client 

• Conducted Security Architecture Review of Energy Bridge and other “smart” devices.  
• Provided analysis of utility meters communications, configuration, topology review and the 

vulnerability test of various communication channels, ZigBee, ZWave, Wi-Fi and Bluetooth used 
by energy bridge and other home automation devices.  

1/2017 – 7/2017  U.S. Air Force | Penetration Tester 
• Provide black-hat style hacking attacks into the Air Force’s non-classified servers.  
• Conducted vulnerability assessments, identified weak points, which were breached.  
3/2015 – 4/2017           Vulnerability Assessment of a Confidential Chemical/Energy Client 
• Conducted configuration review and vulnerability assessment of their Process Control Network 

(PCN) which consists of the perimeter firewalls, Historian systems and Programmable Logic 
Controllers (PLCs), wireless scanning and testing. 
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The following demonstrates list of certifications held by our Cybersecurity Technical 
Lead/Assessor/Penetration Tester: 

Vatsal Shah, Cybersecurity Technical Lead/Assessor/Penetration Tester 

Certifications PCIP PCI Professional  
CCSK Certificate of Cloud Security Knowledge V.4  
CISA Certified Information Systems Auditor  

CISSP Certified Information Systems Security Professional  
CISSP-ISSAP CISSP - Information Systems Security Architecture Professional  

CEH Certified Ethical Hacker  
GWAPT GIAC Web Application Penetration Tester 

HVATL/OP High Value Asset Technical Lead (TL)/Operator (OP) Training 
Mr. Shah’s Certifications: 
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1.4.6 Kumar Setty — Cybersecurity Assessor  

EDUCATION, CERTIFICATIONS, AND TECHNICAL SKILLS 

Education MS, Software Engineering, Carnegie Mellon University 
MBA, University of Illinois, Chicago 
BS, Chemical Engineering, University of Rochester 

Certifications HCISSP Healthcare Information Security and Privacy Practitioner 
CISSP Certified Information Systems Security Professional  
CISA Certified Information Systems Auditor 
AWS Amazon Web Services Certified Cloud Practitioner  
CCSK Certificate of Cloud Security Knowledge 
ITIL V3 Foundations Certification  
MISC. Software Security Foundations, Stanford University 

Summary Mr. Setty has over fifteen years of experience in providing penetration testing in 
multiple sectors including university, healthcare, finance, and technology sectors. 
His areas of expertise include:  
• IT Compliance and Risk Mgmt. 
• Cybersecurity Architecture  
• Regulatory/Standards 

Compliance 
• IT Security Policy Development 
• Healthcare and Fintech Security 

Systems 

• Vulnerability/Threat Assessments 
• Governance Frameworks 
• Team Leadership and Mentoring 
• Cybersecurity Training/Desk Top 

Exercises  
• Project and Program Management 

Mr. Setty is highly adept in developing and implementing security, privacy, and 
breach management programs with expertise in vulnerability assessment and 
penetration testing.  In-depth knowledge of security assessments of databases, 
EHR/EMR, SAP, Oracle Financials, and other ERPs. 
Eight years of experience in performing security and privacy risk assessments 
and audits. Well-versed in HITRUST SOC 1/2/3, FFIEC, NIST, COBIT, HIPAA, PCI-
DSS, SEI-CMM methodology, IT QA methods, and ISO security standards with vast 
understanding of threat modeling using frameworks such as Octave Allegro and 
MITRE ATT&CK.  

WORK EXPERIENCE 
01/2022 - 
Ongoing  

Global Solutions Group, Cybersecurity Assessor 

• Provides vCISO support to multiple clients. Supports Cybersecurity Assessments and 
Remediation Activities. Conducts Cyber Maturity Assessments. Develops Audit Charter and 
Framework Documentation. 

10/2020 – 12/2021 Halo Investing 
Chief Information Security Officer   

• Spearheaded organizational security infrastructure from inception to launch for highly 
regulated fintech start-up. Established IT security governance program, assessment program, 
IT security policy framework, and comprehensive policies and procedures, including incident 
management procedures.  

• Managed and executed disaster recovery and business continuity testing.  
• Designed and developed secure file transfer portal for information exchange.  
• Leveraged MITRE ATT&CK framework and OCTAVE Allegro methodology to build threat model.  
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• Devised and led cybersecurity training program using KnowBe4 to educate staff on phishing 
and spear phishing, vishing, awareness, and USB handling. Optimized data security by 
deploying Sophos endpoint protection and mobile device management, JumpCloud IAM 
solution, GSuite, and AWS hardening. Designed compliance management system, developed IT 
risk assessment framework and assessment program based on NIST, FFIEC, and HITRUST, and 
implemented architecture for FINRA 17a-4 (WORM) compliance. Implemented and executed 
recurring IT controls assessment plan based on NIST 800-53. Implement fraud risk assessment 
methodology and program. 

7/2016 – 9/2020 Chief Information Security Officer (CISO), Naperville, IL  
Client Confidential 

• Provided direct client services for healthcare providers, fintech, global safety organizations, 
and medium-to-large retailers. Managed team of five consultants, successfully supervising and 
executing cybersecurity projects for numerous clients.  

• Cloud Security (AWS and Azure) — Developed and implemented risk management 
framework, AWS Cloud security assessment plan, and policies/procedures in line with 
HITRUST and HIPAA, CIS, NIST CSF, NIST 800-53, and PCI. Established best practices, 
dashboards, and analytics to measure security posture and service desk capabilities (ITIL). 
Institute security baseline for future Cloud projects. Compiled reports on current Cloud 
security and privacy trends.  

• Healthcare Privacy and Security — Oversaw project plan development and implementation 
focusing on risk analyses and assessments in alignment with Resolution Agreement and 
Corrective Action Plan mandated by Office of Civil Rights, and with grant funding from 
Department of Homeland Security and Medical Device Innovation, Safety and Security 
Consortium (MDISS).  

• EHR systems, merging with billing systems and insurance interfaces, and setting up 
QuickBooks accounting software. PCI-DSS Compliance — Spearheaded comprehensive PCI-
DSS readiness and gap assessment, managing in-depth PCI scope reduction in collaboration 
with third-party consultants.  

• Vulnerability Assessment and Penetration Testing — Conducted vulnerability assessments 
and penetration tests of hosted applications and utilized Tenable, Nikto, Nmap, Burp Suite, and 
ZAP to design IT infrastructure.  

• Service Desktop Optimization — Formulated and introduced Jira workflows for user 
provisioning and developed scripts and weblinks to vendor portal. Performed ITIL 
gap/maturity analysis, implementing guides and SOPs reducing repetitive tickets by 85% and 
help desk time by 75%.  

• Robotic Process Automation (UiPath) — Innovated solution to automate monthly security 
reviews and simple SAP audit tests, saving client 75% on audit fees. 

6/2013 – 6/2016 Presence Health, Security and Privacy Consulting Manager 
• Assessed and improved data security and privacy for healthcare clients, performing 

risk/security assessments, cybersecurity research, and threat modeling in collaboration with 
internal staff. Established comprehensive policy framework and ensured regulatory 
compliance by employing HIPAA OCR Audit Program for Security, Privacy, and Breach 
Notification. Accomplished periodic vulnerability assessments, penetration tests, and on-site 
security reviews in addition to compiling and presenting reports on phishing, spear phishing, 
and social engineering exercises. 

4/2012 – 5/2013 Grant Thornton LLP, Business Advisory Services Manager  
• Oversaw team of 2-5 employees in execution of audits and assessments for mid-market 

companies, healthcare providers, and NPOs, managing SOC 1, 2, and 3 attestation engagements 
in Midwest region and ensuring safety controls for information stored and processed in the 
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Cloud. Successfully directed staff and finances for multiple assurance/audit projects, 
completing on time and within budget. 

3/2011 – 3/2012 PricewaterhouseCoopers, Assurance Manager 
• Conducted audits and assessments for Fortune 500 companies and large healthcare providers 

while managing a team of 10-25 employees. Directed projects involving network security, 
HIPAA compliance, J-SOX, IT SOX, ERP security, data conversion, and support of financial 
statement audits, overseeing offshore resources for successful global audit execution. 
Accomplished successful and timely execution of numerous projects with budgets ranging from 
$100k to $750k. 

The following demonstrates list of certifications held by our Cybersecurity Assessor: 

Kumar Setty, Cybersecurity Assessor 

Certifications HCISSP Healthcare Information Security and Privacy Practitioner 
CISSP Certified Information Systems Security Professional  
CISA Certified Information Systems Auditor 
AWS Amazon Web Services Certified Cloud Practitioner  
CCSK Certificate of Cloud Security Knowledge 
ITIL V3 Foundations Certification  
MISC. Software Security Foundations, Stanford University 

Mr. Setty ’s Certifications: 

  
CISA Certification PCI – Payment Card Industry Professional 

 

 

 
PCI Qualified Security Assessor 
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2. Comply with Center for Internet Security Methodology, Employ from OWASP Top 10                  
and NIST SP 800-115  [ RFQ 3.5 ] 

Our penetration testing consists of a review of vulnerabilities that could be exploited by external 
users without credentials or the appropriate rights to access a system. The assessment will show 
whether there has been a Return on Investment of existing implemented security controls, such as 
firewalls, intrusion detection and prevention systems, or implemented application defenses. The aim 
of GSG’s services is to utilize the Penetration Testing Execution Standard (PTES) as the basis for 
penetration testing execution: 

• Pre-engagement Interactions 
• Intelligence Gathering 
• Threat Modeling 
• Vulnerability Analysis 
• Exploitation 
• Post Exploitation 
• Reporting 

GSG’s professionals take on the role of external attackers and attempt to exploit vulnerable systems 
to obtain confidential information compromise the network perimeter. We build scenarios utilizing 
the compromised system as a pivot point to penetrate further into the network infrastructure, to 
demonstrate the potential impact of a successful compromise. Our methodology is in accordance with 
best practice standards and incorporates guidelines from PTES.  

 

Seven Stages of the Penetration Testing Execution Standard 

 
Pre-

Engagement 
Interactions 

Intelligence 
Gathering 

Threat 
Modeling 

Vulnerability 
Analysis 

Exploitation Post 
Exploitation 

Post 
Exploitation 

 

 
Pre-
Engagement 
Interactions  
 

In the pre-engagement stage, the scope is clearly defined, providing GSG with the 
knowledge we need to make an accurate assessment of the amount of time/work 
required. It is also an opportunity for GSG to work closely with the Lottery to 
ensure they understand what needs to be done and why.  Through this process 
an accurate schedule and cost estimate will be provided.  Any requested additions 
to this initial scope will need to be thoroughly discussed and separately scheduled 
and priced. 

As part of this process, any third-party software, data centers, cloud 
environments, etc., will need to be addressed, and a decision will be made 
regarding including or excluding such parts of the network in the scope. 

GSG will then develop the rules of engagement, which presents and explains the 
tools and strategies that are to be used, pertinent locations, rules for handling 
documentation/evidence, final approval to commence testing, and any legal 
considerations. 

https://m365.us.vadesecure.com/safeproxy/v4?f=0X0Ai6PtcGTKfHMCYZgo3KWzL-M-7cLwV1B5mjmPV3tQ9uD318c6gqXcXmRORq8S&i=bcJlvMdKBEjXxKgueTjSXxla3sMRAORQP9z_HoN6k5DpRSjjQgqN2TTjHC44mdHFlRqVDB2dP3uNTgRRSNJcWw&k=v0fe&r=sDdwUIqML-1lAqN90NmIU6UGHO2MR0_Zn7r88hHUka2bVszYBrU_UnJTzIX40irq&s=a0fc973797a8f574e16ba7efedb90e3c35213ad7f66936ee50ca01f4c4100a61&u=http%3A%2F%2Fwww.pentest-standard.org%2Findex.php%2FPre-engagement
https://m365.us.vadesecure.com/safeproxy/v4?f=PcDe1ttucsWhpbhjkOjkR78UieEBnHSDYxsQBGVqV9mKyMHl01oFS_spBfIQJVtH&i=2nvlm74uwqhdfKQ-rtRYGdXA3dHGHdFh1T2rzsX90yr88Wi5swCA_OGrx_mxJDLZDfRcAznjrR5N45EzY7Ryow&k=abwJ&r=se10LsiKAp9DFkFJ8yZtLpXqGQivHlMT8ZgXpOs9AwKbL_LMM-1iNMCzt8cZHZez&s=8a6fdfea2c67f2939ad76230d553a34f27f5c73e82d49950472596beacb50908&u=http%3A%2F%2Fwww.pentest-standard.org%2Findex.php%2FIntelligence_Gathering
https://m365.us.vadesecure.com/safeproxy/v4?f=C9Dmp7siwudak48C4aNYvmjP8z3ipvss0iZXowMq69nnlsaalrgTgOpHzF0Qte9v&i=F8Xb-7g7CM5YDMjyweQsa_lk6Ns_zN5CyiMGjFSCFjlqLlqppkqMkoYYOmmLY6GyBuTwyVRBEjlcprtpfU76xw&k=LTUK&r=SP8XPYNJeS6X7Y6tpQs-i97tW2SrG7OfnfwvbW4OL3BwoXaNzpVHAoIYEC78FRvQ&s=57d0fcca2111e7dfa0b2a32768b632c8c91b47c76362cc130205c75edac80444&u=http%3A%2F%2Fwww.pentest-standard.org%2Findex.php%2FThreat_Modeling
https://m365.us.vadesecure.com/safeproxy/v4?f=0Q9sJqqK_dt8lX-LSuJvGZA-iZ72DykBvHfQ3E4a9MbTj7OdpDMet1T9EmFjtYuo&i=QSO3RuUmPWvzYvCKvZlEucC9t8W2N3-vW5hjEueACXTiVP-M3iEFDoKJA4bRMXdkJw8EdHQBl76AR9JUJ-m98g&k=iDAm&r=4CBlAY5x_PJBE35qm5zM6uI1Ybwd_IsXEfXbqjd7SXAwtpEM-2Qzlz3ZjpKoAutr&s=3274fef2ca9e5d3b95109933d938a0f77ddb0f57cafd63f3e1ac5d55e2b299a9&u=http%3A%2F%2Fwww.pentest-standard.org%2Findex.php%2FVulnerability_Analysis
https://m365.us.vadesecure.com/safeproxy/v4?f=cVnC6OrrPrKFBpPb3IZv0vzLLD5A7svvN5yNzmfFq9wWj9S9Duw21d87Yjk2ZQoC&i=i3caNyqB-oY03pi0XiWMovKnf6yuCwPqEwbqHZr3QJ9-KkxzpsPoPClV81EAuz_Rxk9KDlcF7PmASOg0yHWADQ&k=ZMQk&r=mnW4ClhiK3agV-douZmeNK9Z0PbDXp8d5Bwe8J7_yMjGwJnXx79ELVyZbvCl1Yba&s=a9e46052037657665c4bc2e4e645bd7e6a2e6a1c9a4395bdcb139837431bf604&u=http%3A%2F%2Fwww.pentest-standard.org%2Findex.php%2FExploitation
https://m365.us.vadesecure.com/safeproxy/v4?f=tbVoQnHy9ThKvev5uKbo9YXzPPxDkZ-RZ7aUh7zbQVFVrMM9vTaw5ugxifkHP-Jo&i=96HQFxsJ4U_bij4mahaR5IkhwBrK952-2Aj0Wro-44dAs-xO7dDB6_UTMwEVLlxFV7IoBamaTZUtlyij04D7Bw&k=J155&r=bcxmyxdLx9OGogI42uvjHWi_hGgQsWrrE__XYMtE_tmQ4lJC1muQ0p5olks8x4J_&s=e0df9d116cdb99a2e9243fcbf3546766735ef238ae0aacf2ca1760876d90bd23&u=http%3A%2F%2Fwww.pentest-standard.org%2Findex.php%2FPost_Exploitation
https://m365.us.vadesecure.com/safeproxy/v4?f=CayQK6RgyRpny7vNiu-9bKM4P2wlj2gxq6FGFbQUkYfSFNQDd0yNoHH8lDchgdXg&i=bXEc_SCxVFRiDwz-84umKyB-IyHmRCPP4Mu7v78awjoQcSgmwceQu2I6NFhsNT9HwjkHYUG4kN1mWQc7HfvMSw&k=JU5S&r=zVe-UCVU5O5XjPHRvrQKtDkUl3qx50x2m_u2nWIEvmuLt0rqSluBuHL_uiCJ7MbA&s=e43afd27bd24e23c37ec3d3f7ec226e65009fdb065a6b636fc033f6b5a38b053&u=http%3A%2F%2Fwww.pentest-standard.org%2Findex.php%2FReporting
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Intelligence 
Gathering 

Intelligence Gathering 
GSG provides a standard in Intelligence Gathering that is especially made for pen 
testers doing reconnaissance on a target. The document explains the objectives 
and thought process behind pen testing reconnaissance, and when used 
appropriately, it aids the reader in creating a highly tactical attack strategy.  The 
main components of intelligence gathering include: 

• Target selection 
• Open Source Intelligence (OSINT) 
• Covert gathering 
• Footprinting 
• Identification of protection mechanisms 

Threat 
Modeling 

This section explains the threat modeling technique that is necessary to carry 
out a penetration test correctly. Instead of requiring a specific model to be 
utilized, the GSG standard specifies that the model must be consistent in how 
threats are represented, their capabilities, their suitability for the organization 
being evaluated, and their capacity to be used repeatedly to future tests with 
consistent outcomes. 
The attacker (threat community/agent) and assets are the two main components 
of classical threat modeling that are the emphasis of the GSG standard. Each is 
divided into the threat communities and their capabilities, business assets, and 
business processes, in that order.  

Vulnerability 
Analysis 

GSG finding weaknesses in systems and apps that an attacker could exploit is 
known as vulnerability testing. These vulnerabilities might be anything from 
improper host and service settings to poorly designed applications. Some 
fundamental principles apply to the process of searching for defects, even though 
the exact component being evaluated determines the procedure in many 
ways.  Threat modeling looks at four key areas: 

• Business Assets: These are the Lottery’s data and human assets – 
including employees, subcontractors, etc. 

• Business Processes: This includes overall information infrastructure, 
employees, and third-party vendor integration. 

• Threat Community: The potential actors that can present a threat to the 
Lottery’s assets. This can be broken down into two categories:  

♦ Internal threats: Employees, insiders, contractors, or anyone else 
who may have authorized access to your network. 

♦ External threats: Competition, organized crime, hackers, terrorist 
organizations, or other unforeseen actors, 

• Threat Capability Analysis: This defines the available tools for enacting 
a threat, the skillsets required, and the threat motivation 

Exploitation 

The exploitation stage of a penetration test is all about getting past security 
measures to get access to a system or resource. If vulnerability analysis in the 
previous phase was done correctly, this phase should be precisely planned and 
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executed. Finding the primary point of entry into the company and high-value 
target assets are the key priorities. 

A high value target list should have been complied with if the vulnerability 
analysis process was correctly finished. The assault vector should ultimately 
examine the likelihood of success and the greatest impact on the company.  

Post 
Exploitation 

Our goal during the post-exploitation phase is to preserve machine control for 
potential future usage and assess the compromised machine's worth. The 
sensitivity of the data held on the machine and its potential to compromise the 
network further define its value. The techniques covered in this phase are 
designed to assist the tester in locating and recording sensitive data, identifying 
communication channels, configuration settings, and connections to other 
network devices that may be utilized to obtain additional network access, as 
well as setting up one or more ways to access the machine in the future. In 
situations when these approaches deviate from the established Rules of 
Engagement, the Rules of Engagement shall prevail 

Reporting 

The executive summary and technical report, which comprise the two (2) main 
components of the GSG report, are designed to convey to different audiences the 
goals, procedures, and outcomes of the testing that was done. 

 
Demonstrated Experience with Penetration Testing Execution Standard 

Retail outlets 
 (Client Confidential) 

The main objective of penetration testing is to identify security 
weaknesses and perform exploitation on retailer’s internal network and 
store environment with coordination with the top management but 
remaining stealth from the IT security and operation teams. The 
assessment was following Penetration Testing Execution Standard 
(PTES). The assessment had following tasks: Intelligence Gathering, 
Vulnerability Analysis, Exploitation, Post Exploitation, and Reporting. 

Critical 
Infrastructure Client 
(Utilities) (Client 
Confidential) 

Network and non-credentialed Application Penetration Testing of 
approximately 300 devices, services, and applications in an Internet-
facing environment. The assessment was following Penetration Testing 
Execution Standard (PTES). The assessment had following tasks: 
Vulnerability Analysis, Exploitation, Post Exploitation, and Reporting. 

3. Background Checks 

GSG acknowledges that prior to award and upon request we will provide background checks for our 
project team.  

4. Non-Disclosure Agreement (NDA) 

GSG acknowledges that prior to the award we will sign the NDA with the Lottery.  
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5. Response to Mandatory Requirements  

GSG’s approach to performing the technical areas that are listed in the Scope of Services is explained 
in detail in the subsequent sections. The technical approach and methodologies are based on our 
collective experience operating within large infrastructure environments, utilizing technology tools 
to eliminate weaknesses in highly regulated information security architecture environments.  

Our approach includes the deployment of enterprise-level strategies to promote lower levels of 
redundancy, while sustaining or exceeding overall job performance. GSG has an experienced team, 
with the expertise and proven processes to manage all the tasks listed in the Scope of Services, 
offering a collaborative partnership that ensures lowered costs with increased quality. 

5.1 External Network Penetration Testing [ RFQ 4.1] 

GSG’s External Network Penetration Testing identifies the key strengths and weaknesses of Lottery’s 
current environment, allowing you to see how it would manage diverse types of cyber-attacks. Once 
we have assessed your system for vulnerabilities, we conduct simulated attacks where we behave 
like the world’s most sophisticated cyber-intruder to determine how those vulnerabilities could be 
exploited. Using the results, we develop a remediation strategy that will help Lottery to mitigate the 
risk of falling victim to authentic cyber intruders. GSG delivers public-facing network services that 
could provide a point of entry to unauthorized attackers through the successful exploitation of 
identified vulnerabilities. Performing assessments against the external network vulnerability can 
help an organization: 

Confirm publicly 
available 

networks/systems 
and the 

applications 
running on those 

systems. 
 

Fulfill 
requirements 
of applicable 
regulations 

and/or 
compliance 
standards. 

 

Validate/assess 
the effectiveness 

of existing 
security 
controls. 

 

Identify/assess 
the impact of 

network 
weaknesses 

before a 
malicious 

attacker does 

Assess the 
adequacy of 

intrusion 
detection 

and 
response 
systems. 

 

Gain actionable 
recommendations 

designed to 
mitigate 

discovered 
vulnerabilities. 

 

Four-Phased Structure Methodology  

Our External Network Penetration Testing methodology is continuously engineered to meet evolving 
best practices and is informed by several standardized approaches. Each engagement is customized 
to meet unique goals and objectives, therefore the specific elements of our methodology that are 
leveraged are contingent upon the level of testing and defined scope. The following is an accounting 
of the potential testing phases and their respective individual elements:  

Footprint 
Reconnaissance/ 
Analysis 

This step involves searching various publicly available sources for detailed 
company-specific information. This allows us to identify target systems 
and provides information that may prove useful in an attack. 

System, Service, 
and 
Vulnerability 
Identification 

Here we take a more focused look at the devices, servers, and Internet-
facing applications. We use a variety of specialized security tools to 
identify the architecture and vulnerabilities. The goal is to identify 
systems/devices that respond to authorized and unauthorized requests, 
the services/applications that those systems are providing, and inherent 
and/or potential vulnerabilities. 

Exploitation This is the attempt to gain unauthorized access to systems and/or 
information utilizing the vulnerabilities identified in the previous phase. 
This task is customized based upon the findings of the engagement. GSG’s 
approach is to exploit the network vulnerability and gain access to 



 

Page | 29  
 

Network Penetration Testing and Cybersecurity Assessments 
State of West Virginia  

Solicitation No.: CRFQ 0705 LOT2400000009 

systems/information; once access is obtained, GSG will report the finding 
to Lottery so the method of access can be remediated promptly. If 
requested by the Lottery, GSG can attempt to pivot the attacks towards 
internal machines; however, our general approach is to report the finding 
and move on to find additional external vulnerabilities.  

Reporting In this final phase of the engagement. GSG will generate an executive 
summary and a technical report that explains the findings, including 
visuals/screenshots, provides customized remediation recommendations, 
and, if available, includes details on repeating the attack scenario. GSG’s 
cybersecurity professionals bring highly skilled expertise to each unique 
engagement through specialized training in security testing disciplines. 
Continuous education is a fundamental element of ensuring quality testing 
and our personnel maintain several professional credentials as well. 

 
Demonstrated Experience with External Network Penetration Testing 

U.S. Department of 
Agriculture (USDA) 
Agriculture Security 
Operations Center 
(ASOC) 

Our team conducted penetration testing of USDA–ASOC’s general 
support systems in 21 agency departments nationwide, including USDA 
facilities in other countries. We conducted internal and external network 
penetration assessments to verify that the security controls 
implemented by the agency’s network infrastructure and supporting 
systems provided an adequate level of protection against both internal 
and external network attacks. 

Scope of Testing 

• External & Internal Penetration Tests 
• External & Internal Vulnerability Scans 
• Web Application Penetration Tests 
• Web Application Vulnerability Assessments 

 

Nevada Affordable 
Housing Assistance 
Corporation 
(NAHAC) 

Our team performed vulnerability assessments at NAHAC. The purpose 
of this project was to find vulnerabilities, safely exploit them, and gain 
access to NAHAC’s system without detection, without interference, and 
without any outage.  
This project included pre-engagement activities to further define scope 
and communications; intelligence gathering to gain knowledge of the 
‘target’; threat modeling to gain knowledge of the network configuration 
and identify known vulnerabilities with the use of automated tools; 
vulnerability analysis to review security risks associated with the 
network and possible means of exploitation; exploitation of discovered 
vulnerabilities; attempts to gain elevated/privileged user access; and 
documentation, discussion, and reporting of our findings and 
recommendations. 

Scope of Testing 

• External & Internal Penetration Test 
• External & Internal Vulnerability Scans 
• Web Application Penetration Tests 
• Web Application Vulnerability Assessments 
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5.2 Website Penetration Testing [RFQ 4.2] 

Our web application assessment focuses the entire test on the web application(s) that are being 
tested, rather than an all-inclusive test of running services that an external penetration test or 
internal penetration test would provide.  

GSG will assess your organization’s web application from different perspectives: 
• What can an unauthenticated attacker access and manipulate? 
• What can an attacker with normal user permissions access and manipulate? 
• If an attacker were to obtain administrative permissions on your web application, what can be 

performed? 

GSG will conduct the web application assessment following the same steps that an attacker would 
perform. A sample set of these steps include: 
• Understand the business purpose of the web application 

Why does it exist? What problem 
does it solve? 

How does it make your business practices 
easier, or more efficient? 

• Identifying all pages associated with your web application and mapping links/relationships 
between the pages. 

• Identify input fields within the targeted web application and test for the application to properly 
handle malicious input attacks such as SQL injection or cross-site scripting. 

• GSG will review the business logic associated with the web application and identify attacks that 
bypass critical steps. 

• Test for improperly managed web application sessions. 

Methodology 

The web application assessment methodology is used to identify any potential vulnerabilities within 
the network. This is an outline of the approach that the Penetration Testing Team may take based 
upon the scope and environment being assessed. 

We have developed a documented, proprietary methodology for conducting Vulnerability 
Assessments of web-based applications, which includes over twenty-five categories of testing. Some 
of these categories include: 

• Testing the strength of the session credential used by the web application. This includes 
testing the mechanism used to track user sessions (URL re-writing, cookies, hidden form 
elements, and HTTP basic authentication). Lynx tests for predictability of the session 
credential, whether or not it is subject to manipulation, cloning, or hijacking, and other 
common weaknesses in the methodology used to track user sessions.  

• Strength and proper logic flow of server executables (.CGI, .ASP, .PHP, Cold Fusion, PERL, etc.) 
and the lack of proper bounds checking, which can lead to buffer overflow attacks, along with 
DoS attacks. In addition, stack-based buffer overflow vulnerabilities of the web server 
daemon are checked. Lynx also tests for SQL piggybacking, whereby user input is appended 
with database query and update statements in an attempt to get the database to perform 
unauthorized transactions.  

• Improper configuration of the web server, possibly resulting in indexable directories, 
robots.txt file, default content, default executables (with known vulnerabilities), and the 
ability to use HTTP commands such as PUT and DELETE without authorization.  

• Review of HTML source for vulnerabilities such as excessive information in comments and 
the use of POST commands versus GET commands. Hidden Form Elements are also tested for 
possible exploits. 
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• Strength of the login and authentication process against common exploits such as username 
and password harvesting. Completeness of the logout and timeout functions is also 
thoroughly tested. Additionally, account lockout is tested, both from a security perspective to 
minimize the chance of brute-force attacks, and DoS perspective.  

• Proper use of encryption, certificate authorities, and SGC (Server Gated Cryptography) to 
support 128-bit SSL encryption for non-US exportable browsers. 

◊ Automated gray-box testing vulnerability scanning approach will be followed by using 
tools such as, Retina Web Security Scanner, Web Inspect, NetSparker, AppScan, etc. 

◊ Manual grey-box web application testing in order to verify vulnerabilities found during 
scans, and to discover additional application logic flaws in the system. 

◊ The vendor may use additional testing software to conduct the application assessment, 
e.g.: 

 Retina Web Security Scanner 
 Burp 

 Zap 
 SQLmap 

Demonstrated Experience with Website and Web Application Penetration Testing 
Fort Wayne–Allen 
County Airport 
Authority 

Our project included application testing for OWASP Top 10 Web 
Application Security Risks. Prior to the penetration tests, we conducted 
a phased assessment consisting of data collection and scanning, 
vulnerability validation, and documentation of findings. External web 
application testing was performed on the web portal and third-party 
applications, including Office 365. 

USDA National 
Institute of Food and 
Agriculture (NIFA) 

GSG provided website and application testing including, but not limited 
to: improper configuration of the web server, possibly resulting in 
indexable directories, robots.txt file, default content, default 
executables (with known vulnerabilities), and the ability to use HTTP 
commands such as PUT and DELETE without authorization; review of 
HTML source for vulnerabilities such as excessive information in 
comments and the use of POST commands versus GET commands.  
Hidden Form Elements are also tested for possible exploits; and 
strength of the login and authentication process against common 
exploits such as username and password harvesting.  Completeness of 
the logout and timeout functions is also thoroughly tested.  
Additionally, account lockout is tested, both from a security perspective 
to minimize the chance of brute-force attacks, and DoS perspective. 

5.3 Internal/Client-Side Network Penetration Testing [RFQ 4.3] 

GSG’s Internal Network Penetration Test methodology will be utilized to test the internal web portals 
used for the Lottery’s infrastructure, as well as for testing camera networks and door security 
systems. Our team will provide an insightful review of the state of all internal network assets 
including vulnerabilities, misconfigurations, and other health indicators. GSG has been leveraging our 
experience reviewing real-world exploits and our expertise in implementing and configuring secure 
camera and entry systems for clients including the U.S. Border Patrol, Travis Air Force Base, and other 
highly secure facilities. GSG’s Internal Network is a hands-on, privileged security inspection 
consisting of two components. First, we look at the configuration of systems to evaluate the strengths 
and weaknesses of the Lottery’s information system’s design and technical/operational controls. 
Then we run a vulnerability scan on the internal network to identify vulnerabilities that are specific 
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to your system and devices. We use the credentials of domain administrators, which allows us to look 
at things like domain registries and patches. 

Through the Assessment, we will: 

 Document your global network security settings and configurations. 
 Document relative strengths and weaknesses of your current technical/operational controls. 
 Assign compliance ratings of system configuration and settings in accordance with industry 

standard and regulatory best practices, including FFIEC, NCUA, and CMS guidelines, the 
National Security Agency Gold Standard, National Institute of Standards and Technology 
guidance, ISO 27002 standards, and relevant vendor recommendations. 

 Identify system/device-specific vulnerabilities using the Department of Homeland Security 
Common Vulnerabilities and Exposures (CVE) database. 

 Provide specific, detailed remediation recommendations. 

GSG follows the following methodology for Internal Network Penetration Testing: 

Data Collection Data Analysis Reviewing our Findings 

We conduct data collection through 
discussions with the system owners 

and using automated and manual open 
source, commercial and proprietary 

tools, interviews, and observation 
techniques. Administrative credentials 

are required to perform the 
Configuration Assessment. We conduct 

the Vulnerability Assessment using 
licensed commercial vulnerability 

scanners that support a wide range of 
network devices, operating systems, 
databases, and applications. While 

administrative credentials are optional 
for the vulnerability scans, we 
encourage using them to scan 

Microsoft Windows environments 
because the results will be more 

accurate and will better expose the 
system’s vulnerabilities. 

Our experts perform the Data 
Analysis Phase of the 
assessment off-site by 

reviewing the data we have 
collected. In the Configuration 

Assessment Analysis, we 
compare each system and 

assign compliance ratings in 
accordance with industry 

standard and regulatory best 
practices. In the Vulnerability 

Assessment Analysis, we 
review the results of the 

vulnerability scans to ensure 
that the most relevant 

information is included in a 
clear and concise manner. 

Once we have analyzed the 
data, we will schedule a 

meeting with the Lottery 
departments to review the 
results systematically. The 

Internal Vulnerability 
Assessment report includes:  
1) A summary of the findings 

presented in an executive 
report in PDF. 2) A 

corresponding interactive 
HTML report provides the 

details for each of the 
Assessment categories, as well 

as the device-specific 
vulnerabilities. 3) An action 

plan detailing our 
recommended remediation 

activities. 

 
Demonstrated Experience with Internal Network Penetration Testing  

Nevada Affordable 
Housing Assistance 
Corporation 
(NAHAC) 

GSG performed an internal and external network penetration test and 
security assessment to verify that the security controls implemented by 
the NAHAC network infrastructure and supporting systems provided an 
adequate level of protection. Our team used a broad range of commercial 
and public tools from our Virtual Security Test Center (VSTC), along with 
manual methods. 

Fort Wayne–Allen 
County Airport 
Authority 

GSG conducted internal and external penetration testing to verify that 
reasonable controls were in place to comply with industry best practices 
and to confirm that access to the Authority’s IT environment did not 
compromise system confidentiality, integrity, or the availability of other 
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resources. Our project included application testing for OWASP Top 10 
Web Application Security Risks. 

PCI–DSS Penetration 
Tests and 
Segmentation 
Validation (Client 
Confidential) 

PCI–DSS Requirement 11.3.4 requires all organizations to perform 
segmentation testing and internal network penetration testing at least 
annually if segmentation controls are utilized to isolate the Cardholder 
Data Environment (CDE) from other network segments. The intent of 
this requirement is to verify that the segmentation controls/methods 
function effectively and as expected. Segmentation testing, and internal 
penetration testing will show if a user can gain unauthorized access to 
the system/data within the CDE. 

5.4 Wireless Penetration Testing [RFQ 4.4] 

Wireless networks are becoming the standard for organizations and are an easy way to get everyone 
connected. Going wireless, however, presents its own types of security challenges. GSG’s Wireless 
Assessment services give you a detailed look into the risks of your wireless set-up through 
sophisticated attempts to gain access and compromise systems. At the end of the assessment, our 
team will give you actionable recommendations to make your wireless network more secure. 

After determining the scope and rules of engagement, our team works onsite at your location, 
performing an external wireless scan, as well as analyzing and identifying different network attack 
vectors. Because our Wireless Assessment is a full-picture review of your network, we also do manual 
vulnerability testing and assess wireless device configurations, wireless policies, and wireless 
topology mapping. We’ll immediately notify you of any critical risks in advance of our comprehensive 
report. 

Our wireless Assessment looks at the following items:  

• First, we review the RF coverage and capacity design and how access points are distributed 
throughout your environment. 

• We also look into the RF environment and what is happening around and within it that can 
affect wireless performance. 

• The physical installation including the mounting and orientation of the access points and 
antennas plays a role in performance and will require review. 

• Your cabling infrastructure that supports the access point backhaul to the network is critical 
to performance and also merits an inspection. 

• We will request an overview of your switching infrastructure that handles the traffic from the 
access points and clients onto the network. 

• The WLAN design and configuration that administers the system will be looked at. This 
includes the channel arrangement, power settings, data rates, number of broadcasts SSIDs 
and other factors that have an impact on the performance of the system. 

• We also consider integrated components; NAC or AAA services, as well as network services 
like DHCP and DNS that are critical to the support of optimally performing Wi-Fi. 
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Demonstrated Experience with Wireless Penetration Testing  

Fort Wayne–Allen 
County Airport 
Authority 

Our team performed wireless testing to detect and identify any rogue 
devices within the network as well as to assess the staff’s level of security 
awareness. GSG conducted assessment and testing of the Authority’s 
wireless assets, including vulnerability analysis, and attempted to exploit 
discovered vulnerabilities. We checked if wireless devices were 
broadcasting Service Set Identifiers (SSIDs) or other information that 
could enable hackers. 

USDA Agriculture 
Security Operations 
Center (ASOC) 
General Support 
Systems 

GSG conducted wireless access control attacks to penetrate a network by 
evading WLAN access control measures such as AP MAC filters and Wi-
Fi port access controls. The attacks can take place through anything from 
war-driving, rouge access points, MAC spoofing, ad-hoc associations, 
AP/Client misconfigurations, unauthorized association and Promiscuous 
clients 

5.5 Deliverables 

The completed assessment results are documented in a content-rich report which includes the 
background, summary of findings, detailed findings, scope and methodology, and supplemental 
content for context and reference. Each report is risk-based and customized to the specific scope of 
the assessment.  

Typical elements that you will find in our reports include: 

An executive 
summary for strategic 

direction 

A walkthrough of 
technical risks 

Multiple options for 
vulnerability 
remediation 

The potential impact 
of each vulnerability 

 
Deliverables included in our report are: 

• A PDF executive summary of the findings 
• A corresponding interactive HTML report providing the details for each of the assessment 

categories, as well as the device-specific vulnerabilities  
• An action plan in Microsoft Word detailing our recommended remediation activities 

 
Once the assessment has been completed, the Lottery will be provided with the following: 

1. Comprehensive 
Summary 
Report  

We will provide a comprehensive summary report that gives a high-level 
overview of the vulnerabilities that have been identified and the associated 
risks to your environment. Our clear and concise reporting format contains 
an Executive Summary that can be understood by all members of the Lottery 
— including individuals who may be in management or non-technical roles.  

2. Detailed 
Technical 
Report 

A detailed technical report will be provided to you immediately once the 
assessment has been completed. This report provides further information 
on the vulnerabilities that have been identified and recommends a course of 
immediate corrective action following the assessment. 

3. Risk-Based 
Approach with 
CVSS Scoring  

A risk-based approach is used throughout the report, and all vulnerabilities 
are scored in line with the Common Vulnerability Scoring System (CVSS). 
This allows the contents of the report to be fed into your own internal risk 
assessments and allows a plan to be developed to prioritize those 
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vulnerabilities which pose the highest risk to the Lottery.  

High-level reports are strictly confidential. We are certain that the Lottery would not want us to share 
any aspect, however well redacted, of our findings regarding the security of your systems. We can, 
however, share some general outlines of these reports.  

We provide the following reports, tailored to the requirements of our contract. For a commonly 
required activity, such as a Penetration Test, a report would follow the following general outlines: 

Penetration Testing Report 

I. Executive Summary  
II. Introduction  

a. Purpose of Penetration Tests 
b. Listing of relevant regulations/requirements 

III. Dates of Assessment 
IV. Scope  

a. Systems and types of testing to be conducted 
b. Specifically excluded tests 

V. Client Internal IPs  
VI. Client External IPs 

VII. Excluded Network IP Address Ranges (If applicable)  
VIII. Assessment Tools 

IX. Client and Contractor Points of Contact  
X. Documentation  

XI. Test Results  
XII. Technical Details  

XIII. Summary of Findings  
a. High-Risk Issues  
b. Medium-Risk Issues  
c. Low-Risk Issues 

XIV. Conclusion  
XV. Remediation and Mitigation Recommendations 

XVI. Appendix A: Methodology 
XVII. Appendix B: Glossary of Terms  

Summary of Findings 

The Summary of Findings report may 
also form the basis for creation of an 
Action Plan Excel workbook (example 
below) that identifies each NIST control 
(or other variable), the 
purpose/description of that control, 
outlines general guidance for the 
implementation of that control, 
identifies risk levels, sets a priority 
level, identifies Plans of Action and 
Milestones (POAMs), and contains 
areas for implementation details, 
evidence, and status of POAMs.  
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These Excel workbooks can be tailored to the specific requirements of each client. For example, they 
may include a crosswalk between the Security Rule and NIST Cybersecurity Framework. For larger, 
more complex projects - Often, especially on larger, more comprehensive projects, we will provide 
a methodology report to detail what our team is or was assessing and how they are or were 
accomplishing the tasks. This is a report that may be developed with a client representative prior to 
testing, but that would not be generally available until afterwards.  
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5.6 Sample Reports 

5.6.1 External Network and Web Application Vulnerability Scan and Penetration Test 
Report  

The following is a “sanitized” copy of our external network and web application vulnerability scan 
and penetration test report. This is a report that has been made generic by removing all identifying 
information and replacing it with non-specific “placeholder” information.  
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5.6.2 Internal Network Vulnerability Scan and Penetration Test Report  

The following is a “sanitized” copy of our internal network vulnerability scan and penetration test 
report. This is a report that has been made generic by removing all identifying information and 
replacing it with non-specific “placeholder” information. 
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5.6.3 External Penetration Test Report  

The following is a “sanitized” copy of our external penetration test report. This is a report that has 
been made generic by removing all identifying information and replacing it with non-specific 
“placeholder” information. 
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5.7 Timeline and Project Plan [RFQ 4.1 – RFQ 4.4] 

A sample project timeline for completing scope requirements is provided below:   

 

  
A sample project plan for completing scope requirements is provided below:   

Sr. No. Task Description Total Days Required 
1 Kick-off Meeting with Lottery Stakeholders 1 day 
PHASE -1 Gather initial details to perform assessment   
2 Provide timeline to perform assessment / Project execution 

start / Inform stakeholders about the assessment 
2 Days 

PHASE -2 Perform vulnerability assessment and pen testing   
3 Establish a Vulnerability assessment and pen testing program 1 Day 
4 External Network Penetration Testing  5 days 
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5 Internal Network Penetration Testing  8 Days 
6 Website Penetration Testing 4 Days 
7 Wireless Penetration Testing 2 Days 
PHASE -3 Reporting & Final discussions   
8 Submit Draft report 5 days after 

assessment completed 
9 Conduct Findings Presentation to Lottery Management (In-

Person or via Conference Call) 
3-5 days after 
submitting report 

10 Finalize any Outstanding Documentation and Reports. To be decide after 
mitigation perform 

11 Project Review Meeting with Lottery Stakeholders and 
Handover of deliverables 

2 days 
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6. Designated Contact, Certification and Signature 

 



 

Page | 96  
 

Network Penetration Testing and Cybersecurity Assessments 
State of West Virginia  

Solicitation No.: CRFQ 0705 LOT2400000009 

7. Miscellaneous 

Required Information 

Contract Manager Lisa Salvador  

Telephone Number 248.291.5440 

Fax Number None 

Email Address lisas@globalsolgroup.com  

  

mailto:lisas@globalsolgroup.com
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8. Exhibit A - Pricing Page 

Payment Schedule: 

• GSG will accept a 100% services fee invoice upon acceptance of all final deliverables. 

Assumptions: 

• The above cost is based upon the scope and clarification response provided in the RFP and 
the Q&A documents. If any of the scope and/or quantities of devices or location increases, 
then our effort will be increased appropriately. 

• GSG proposes a 2% annual escalation for the proposed hourly bill rates from the second year 
to provide the most competitive pricing for the entire contract duration. 

• For effective project scheduling, Lottery management needs to provide access to all 
proprietary information, applications, and systems including third parties necessary to the 
success of this project and all Lottery stakeholders should be available as needed to ensure 
the timeliness and success of this project.  

• Depending upon internal security testing requirement, either the Lottery or GSG will provide 
the laptop to accomplish internal security testing. 

• The GSG cyber team believes that the majority of the scope of work can be successfully 
accomplished remotely utilizing virtual meetings/conferences.  However, GSG has included 
onsite related travel cost for each location for both 4.3 - Internal/Client-Side Network 
Penetration Testing and 4.4 - Wireless Penetration Testing related tasks. If any additional 
onsite work is required, then we would determine the specific need for onsite work and the 
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corresponding accurate travel cost. We will charge for actual travel cost as per IRS / Federal 
Travel Regulation.  For understanding purpose, 1 trip of 3 to 5 days per person travel costs 
around $1850 including flight, lodging, meals, etc. 

• The Lottery will provide access to all proprietary information, applications, and systems 
including third parties necessary for the success of this project.  

• Any vulnerabilities, sensitive information, or configuration data discovered during this 
engagement won't be shared with anybody but the designated Lottery employees.                                                  

• Some tasks may be accomplished in parallel depending upon the information, systems, and 
stakeholders' availability. 

• GSG is flexible in scheduling and can perform the work after-hours and on weekends to 
reduce the impact on normal operations. 

• During this effort, GSG will not be responsible for negotiations with hardware, software, or 
other vendors, or any other contractual relationship between the Lottery and third parties. 

• Lottery management will ensure that appropriate personnel are available to meet with the 
GSG team, as necessary to ensure the success of this project.  

• GSG will not be accountable when delays result from the Lottery’s inability to meet stated 
prerequisites prior to an engagement, nor when delays result from the Lottery personnel not 
being available to provide the required support for the success of this project. 

• Servers' OS installation is not part of this scope. 
• The proposal will be valid for 90 days.  
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9. Addendum 1  
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10. Performance Reviews  

 

GSG has amassed a significant amount of Exceptional performance ratings and 
kudos from our customers. Section 10.1-10.4 includes copies of the original 
documents. 

Our continued stellar performance on contracts is recognized by customers and acknowledge our 
outstanding contract performance in the following written customer reviews.  

For your convenience, those contracts are summarized in the table below: 

State and Local 
Performance 
Assessments 

State of Kansas Department of Health & 
Environment 

Excellent in Overall Satisfaction, Work 
Performed, Delivery, Communication 

Fort Wayne–Allen County Airport Authority Excellent in Overall Satisfaction, Work 
Performed, Delivery, Communication 

State of Kansas Excellent Performance, first-class 
support 

Past Performance 
Rating Form U. S. Department of Interior Very Good in Quality, Schedule, Cost 

Control and Management 

Contract 
Performance 

Assessment 
Report System 

(CPARS) 

2023 Security Assessment Support for 
Department of State x0872 

Very Good in Quality, Schedule, Cost 
Control, and Management 

2023 Privacy and Information Security 
Services for AmeriCorps x0918 

Very Good in Quality, Schedule, Cost 
Control, and Management 

Operational Security Assessments, Penetration 
Testing, and Web Security Assessments x0556 Exceptional Quality and Cost Control 

Operational Security Assessment, Penetration 
Testing, and Web Security Assessment x0604 Exceptional Quality 

Penetration Testing for USDA Agencies x0265 Exceptional Schedule and Quality 

Operational Security Assessment x0567 Very Good Quality 

Penetration Testing x0604 Exceptional Quality 

Albuquerque Service Center x0004 Very Good Quality, Schedule, Cost 
Control and Regulatory Compliance 

Exit Surveys 

Food and Nutrition Service, Information 
Security Center, Security Assessment Team, 
Penetration Testing 

Very Satisfied (maximum rating) in all 
categories 

APHIS - Information Security Center –Animal 
and Plant Health Inspection Service 

Very Satisfied (maximum rating) in all 
categories 

AMS -–– Exit Survey Questionnaire for 
Agriculture Marketing Services 

Very Satisfied (maximum rating) in all 
categories 



 

Page | 102  
 

Network Penetration Testing and Cybersecurity Assessments 
State of West Virginia  

Solicitation No.: CRFQ 0705 LOT2400000009 

10.1 State and Local Performance Assessments 

10.1.1 State of Kansas Department of Health & Environment 

Synopsis: Excellent in all Categories 
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10.1.2 Fort Wayne–Allen County Airport Authority 

Synopsis: Excellent in all categories 
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10.1.3 State of Kansas  

Synopsis: Vendor Overall Performance Excellent, First-Class 

 



 

Page | 105  
 

Network Penetration Testing and Cybersecurity Assessments 
State of West Virginia  

Solicitation No.: CRFQ 0705 LOT2400000009 

 
 



 

Page | 106  
 

Network Penetration Testing and Cybersecurity Assessments 
State of West Virginia  

Solicitation No.: CRFQ 0705 LOT2400000009 

 



 

Page | 107  
 

Network Penetration Testing and Cybersecurity Assessments 
State of West Virginia  

Solicitation No.: CRFQ 0705 LOT2400000009 

10.2 Past Performance Rating Form  

The following is past performance project identification. 
10.2.1 U.S. Department of Interior 

Synopsis: Quality, Schedule, Cost Control, and Management is Very Good 
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10.3 Contract Performance Assessment Reporting System (CPARS)  

The following are Contract Performance Assessment Reporting System (CPARS) evaluations 
for several cybersecurity engagements. These are official assessments of performance made 
by federal government agencies regarding contractor performance on contracts. 
10.3.1 2023 Security Assessment Support for Department of State (via the Department of the 

Interior ISSLoB Program)  

Synopsis: Quality, Schedule, Cost Control, and Management is Very Good 
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10.3.2 2023 Privacy and Information Security Services for AmeriCorps (via the Department 
of the Interior ISSLoB Program) 

Synopsis: Quality, Schedule, Cost Control, and Management is Very Good 
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10.3.3 2019 Operational Security Assessments, Penetration Testing, and Web Security 
Assessments  

Synopsis: Quality and Cost Control are Exceptional 
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10.3.4 2019 Operational Security Assessment, Penetration Testing, and Web Security 
Assessment  

Synopsis: Quality is Exceptional 

 



 

Page | 122  
 

Network Penetration Testing and Cybersecurity Assessments 
State of West Virginia  

Solicitation No.: CRFQ 0705 LOT2400000009 

 
 



 

Page | 123  
 

Network Penetration Testing and Cybersecurity Assessments 
State of West Virginia  

Solicitation No.: CRFQ 0705 LOT2400000009 

 
 



 

Page | 124  
 

Network Penetration Testing and Cybersecurity Assessments 
State of West Virginia  

Solicitation No.: CRFQ 0705 LOT2400000009 

10.3.5 2018 Penetration Testing for USDA Agencies  

Synopsis: Quality and Schedule are Exceptional 
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10.3.6 2019 Operational Security Assessment, Penetration Testing, and Web Security 
Assessment  

Synopsis: Quality is Very Good 
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10.3.7 2019 Penetration Testing  

Synopsis: Quality Exceptional 
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10.3.8 2023 People Soft Customer Relationship Support Services for the FS Human Resources 
Management Albuquerque Service Center  

Synopsis: Very Good in All Areas 
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10.4 Exit Surveys 

10.4.1 Food and Nutrition Service, Information Security Center, Security Assessment Team, 
Penetration Testing  

Synopsis: Very Satisfied (Maximum rating) in all categories 
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10.4.2 APHIS - Information Security Center – Security Assessment Team, Penetration Testing 
– Exit Survey Questionnaire for Animal and Plant Health Inspection Service 

Synopsis: Very Satisfied (Maximum rating) in all categories 
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10.4.3 AMS - Information Security Center – Security Assessment Team, Penetration Testing – 
Exit Survey Questionnaire for Agriculture Marketing Services  

Synopsis: Very Satisfied (Maximum rating) in all categories 
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