
 
 
 

The  following  documentation  is  an  electronically‐
submitted  vendor  response  to  an  advertised 
solicitation  from  the  West  Virginia  Purchasing 
Bulletin  within  the  Vendor  Self‐Service  portal  at 
wvOASIS.gov.  As part of the State of West Virginia’s 
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transparency  of  the  bid‐opening  process,  this 
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to  this  solicitation  submitted  to  the  Purchasing 
Division in hard copy format. 
 



 



Date Printed: Oct 20, 2020 Page: 1 FORM ID: WV-PRC-SR-001 2020/05

Department of Administration
Purchasing Division
2019 Washington Street East
Post Office Box 50130
Charleston, WV 25305-0130

State of West Virginia
Solicitation Response

Proc Folder: 724620

Solicitation Description: QRT CARE COORDINATION SOFTWARE SERVICE

Proc Type: Central Contract - Fixed Amt

Solicitation Closes Solicitation Response Version

2020-10-20 13:30 SR 0506 ESR10132000000002951 1

VENDOR

VS0000034843
Accountable Care Transactions Inc

Solicitation Number: CRFQ 0506 MCH2100000001

Total Bid: 500000 Response Date: 2020-10-20 Response Time: 11:59:01

Comments:  

FOR INFORMATION CONTACT THE BUYER
Crystal G Hustead
(304) 558-2402
crystal.g.hustead@wv.gov

Vendor
Signature X                                                                     FEIN#                                                       DATE
All offers subject to all terms and conditions contained in this solicitation



Date Printed: Oct 20, 2020 Page: 2 FORM ID: WV-PRC-SR-001 2020/05

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
1 Quick Response Team Care Coordination 

Tracking Tool
   125000.00

Comm Code Manufacturer Specification Model #
43232300    

Commodity Line Comments: The contract amount of $125,000 is based on a 4 year term with no cost change unless workflow or specifications 
change.

Extended Description:

Quick Response Team Care Coordination Tracking Tool

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
2 Optional Renewal Year 1    125000.00

Comm Code Manufacturer Specification Model #
43232300    

Commodity Line Comments:  

Extended Description:

Quick Response Team Care Coordination Tracking Tool
Optional Renewal Year 1

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
3 Optional Renewal Year 2    125000.00

Comm Code Manufacturer Specification Model #
43232300    

Commodity Line Comments:  

Extended Description:

Quick Response Team Care Coordination Tracking Tool
Optional Renewal Year 2

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
4 Optional Renewal Year 3    125000.00

Comm Code Manufacturer Specification Model #
43232300    

Commodity Line Comments:  

Extended Description:

Quick Response Team Care Coordination Tracking Tool
Optional Renewal Year 3



Date Printed: Oct 8, 2020 Page: 1 FORM ID: WV-PRC-CRFQ-002 2020/05

Department of Administration
Purchasing Division
2019 Washington Street East
Post Office Box 50130
Charleston, WV 25305-0130

State of West Virginia
Centralized Request for Quote

Info Technology

Proc Folder: 724620 Reason for Modification:
Doc Description: QRT CARE COORDINATION SOFTWARE SERVICE ADDENDUM 1

TO EXTEND BID OPENING 
DATE

Proc Type: Central Contract - Fixed Amt

Date Issued Solicitation Closes Solicitation No Version

2020-10-08 2020-10-20     13:30 CRFQ     0506     MCH2100000001 2

BID RECEIVING LOCATION

BID CLERK
DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON ST E

CHARLESTON          WV     25305

US

VENDOR

Vendor Customer Code:

Vendor Name :

Address :

Street :

City :

State : Country : Zip :

Principal Contact :

Vendor Contact Phone: Extension:

FOR INFORMATION CONTACT THE BUYER
Crystal G Hustead
(304) 558-2402
crystal.g.hustead@wv.gov

Vendor
Signature X                                                                     FEIN#                                                       DATE

All offers subject to all terms and conditions contained in this solicitation

Greg D'Andrea Verified by PDFFiller

10/20/2020 46-0758998 10/20/2020

Accountable Care Transaction Inc dba Activate Care

200 State St 12th Fl 

Boston 

MA USA 02109

Greg D'Andrea Market Director Cindy Coakley RFP Manager

508-769-5492 781-500-9583



Date Printed: Oct 8, 2020 Page: 2 FORM ID: WV-PRC-CRFQ-002 2020/05

 

 

ADDITIONAL INFORMATION
THE STATE OF WEST VIRGINIA PURCHASING DIVISION FOR THE AGENCY, WEST VIRGINIA DEPARTMENT OF HEALTH 
AND HUMAN RESOURCES,  OFFICE OF MATERNAL, CHILD AND FAMILY HEALTH'S (OMCFH), VIOLENCE AND INJURY 
PREVENTION PROGRAM (VIPP), IS SOLICITING BIDS TO ESTABLISH AN OPEN-END CONTRACT FOR SOFTWARE AS A 
SERVICE (SAAS) TERM CONTRACT FOR QUICK RESPONSE TEAMS (QRTS) CARE COORDINATION SOFTWARE 
LICENSING, TRAINING AND IMPLEMENTATION PER THE ATTACHED DOCUMENTS.

***QUESTIONS REGARDING THE SOLICITATION MUST BE SUBMITTED IN WRITING TO CRYSTAL.G.HUSTEAD@WV.GOV 
PRIOR TO THE QUESTION PERIOD DEADLINE CONTAINED IN THE INSTRUCTIONS TO VENDORS SUBMITTING BIDS***

INVOICE TO SHIP TO
HEALTH AND HUMAN RESOURCES
BPH - MATERNAL & CHILD HEALTH
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

HEALTH AND HUMAN RESOURCES
BPH/MCH - HANDICAPPED CHILDREN
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 Quick Response Team Care Coordination 

Tracking Tool
  

Comm Code Manufacturer Specification Model #

43232300    

Extended Description:
Quick Response Team Care Coordination Tracking Tool

INVOICE TO SHIP TO
HEALTH AND HUMAN RESOURCES
BPH - MATERNAL & CHILD HEALTH
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

HEALTH AND HUMAN RESOURCES
BPH/MCH - HANDICAPPED CHILDREN
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
2 Optional Renewal Year 1   

Comm Code Manufacturer Specification Model #

43232300    

Extended Description:
Quick Response Team Care Coordination Tracking Tool
Optional Renewal Year 1

$125,000        $125,000

Activate Care



Date Printed: Oct 8, 2020 Page: 3 FORM ID: WV-PRC-CRFQ-002 2020/05

INVOICE TO SHIP TO
HEALTH AND HUMAN RESOURCES
BPH - MATERNAL & CHILD HEALTH
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

HEALTH AND HUMAN RESOURCES
BPH/MCH - HANDICAPPED CHILDREN
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
3 Optional Renewal Year 2   

Comm Code Manufacturer Specification Model #

43232300    

Extended Description:
Quick Response Team Care Coordination Tracking Tool
Optional Renewal Year 2

INVOICE TO SHIP TO
HEALTH AND HUMAN RESOURCES
BPH - MATERNAL & CHILD HEALTH
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

HEALTH AND HUMAN RESOURCES
BPH/MCH - HANDICAPPED CHILDREN
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
4 Optional Renewal Year 3   

Comm Code Manufacturer Specification Model #

43232300    

Extended Description:
Quick Response Team Care Coordination Tracking Tool
Optional Renewal Year 3

SCHEDULE OF EVENTS
Line Event Event Date
1 VENDOR QUESTION DEADLINE 2020-10-01

$125,000 $125,000

Activate Care 

Activate Care

$125,000    $125,000



Document Phase Document Description Page 

4

MCH2100000001 Final QRT CARE COORDINATION 

SOFTWARE SERVICE



Date Printed: Oct 13, 2020 Page: 1 FORM ID: WV-PRC-CRFQ-002 2020/05

Department of Administration
Purchasing Division
2019 Washington Street East
Post Office Box 50130
Charleston, WV 25305-0130

State of West Virginia
Centralized Request for Quote

Info Technology

Proc Folder: 724620 Reason for Modification:
Doc Description: QRT CARE COORDINATION SOFTWARE SERVICE ADDENDUM 2

TO PROVIDE ANSWERS TO 
VENDOR QUESTIONS

Proc Type: Central Contract - Fixed Amt

Date Issued Solicitation Closes Solicitation No Version

2020-10-13 2020-10-20     13:30 CRFQ     0506     MCH2100000001 3

BID RECEIVING LOCATION

BID CLERK
DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON ST E

CHARLESTON          WV     25305

US

VENDOR

Vendor Customer Code:

Vendor Name :

Address :

Street :

City :

State : Country : Zip :

Principal Contact :

Vendor Contact Phone: Extension:

FOR INFORMATION CONTACT THE BUYER
Crystal G Hustead
(304) 558-2402
crystal.g.hustead@wv.gov

Vendor
Signature X                                                                     FEIN#                                                       DATE

All offers subject to all terms and conditions contained in this solicitation

Accountable Care Transactions Inc dba Activate Care

200 State St 12th Fl
Boston 

State : MA USA 02109

Gred D'Andrea Market Director                                           Cindy Coakley RFP Manager

508-769-5492 781-500-9582

Greg D'Andrea Verified by PDFFiller

10/20/2020 46-0758998 10/20/2020



Date Printed: Oct 13, 2020 Page: 2 FORM ID: WV-PRC-CRFQ-002 2020/05

 

 

ADDITIONAL INFORMATION
THE STATE OF WEST VIRGINIA PURCHASING DIVISION FOR THE AGENCY, WEST VIRGINIA DEPARTMENT OF HEALTH 
AND HUMAN RESOURCES,  OFFICE OF MATERNAL, CHILD AND FAMILY HEALTH'S (OMCFH), VIOLENCE AND INJURY 
PREVENTION PROGRAM (VIPP), IS SOLICITING BIDS TO ESTABLISH AN OPEN-END CONTRACT FOR SOFTWARE AS A 
SERVICE (SAAS) TERM CONTRACT FOR QUICK RESPONSE TEAMS (QRTS) CARE COORDINATION SOFTWARE 
LICENSING, TRAINING AND IMPLEMENTATION PER THE ATTACHED DOCUMENTS.

***QUESTIONS REGARDING THE SOLICITATION MUST BE SUBMITTED IN WRITING TO CRYSTAL.G.HUSTEAD@WV.GOV 
PRIOR TO THE QUESTION PERIOD DEADLINE CONTAINED IN THE INSTRUCTIONS TO VENDORS SUBMITTING BIDS***

INVOICE TO SHIP TO
HEALTH AND HUMAN RESOURCES
BPH - MATERNAL & CHILD HEALTH
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

HEALTH AND HUMAN RESOURCES
BPH/MCH - HANDICAPPED CHILDREN
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 Quick Response Team Care Coordination 

Tracking Tool
  

Comm Code Manufacturer Specification Model #

43232300    

Extended Description:
Quick Response Team Care Coordination Tracking Tool

INVOICE TO SHIP TO
HEALTH AND HUMAN RESOURCES
BPH - MATERNAL & CHILD HEALTH
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

HEALTH AND HUMAN RESOURCES
BPH/MCH - HANDICAPPED CHILDREN
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
2 Optional Renewal Year 1   

Comm Code Manufacturer Specification Model #

43232300    

Extended Description:
Quick Response Team Care Coordination Tracking Tool
Optional Renewal Year 1

Activate Care

$125,000            $125,000

Activate Care 

$125,000          $125,000



Date Printed: Oct 13, 2020 Page: 3 FORM ID: WV-PRC-CRFQ-002 2020/05

INVOICE TO SHIP TO
HEALTH AND HUMAN RESOURCES
BPH - MATERNAL & CHILD HEALTH
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

HEALTH AND HUMAN RESOURCES
BPH/MCH - HANDICAPPED CHILDREN
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
3 Optional Renewal Year 2   

Comm Code Manufacturer Specification Model #

43232300    

Extended Description:
Quick Response Team Care Coordination Tracking Tool
Optional Renewal Year 2

INVOICE TO SHIP TO
HEALTH AND HUMAN RESOURCES
BPH - MATERNAL & CHILD HEALTH
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

HEALTH AND HUMAN RESOURCES
BPH/MCH - HANDICAPPED CHILDREN
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
4 Optional Renewal Year 3   

Comm Code Manufacturer Specification Model #

43232300    

Extended Description:
Quick Response Team Care Coordination Tracking Tool
Optional Renewal Year 3

SCHEDULE OF EVENTS
Line Event Event Date
1 VENDOR QUESTION DEADLINE 2020-10-01

Activate Care 

Activate Care 

$125,000      $125,000

$125,000          $125,000



Document Phase Document Description Page 

4

MCH2100000001 Final QRT CARE COORDINATION 

SOFTWARE SERVICE



Date Printed: Sep 24, 2020 Page: 1 FORM ID: WV-PRC-CRFQ-002 2020/05

Department of Administration
Purchasing Division
2019 Washington Street East
Post Office Box 50130
Charleston, WV 25305-0130

State of West Virginia
Centralized Request for Quote

Info Technology

Proc Folder: 724620 Reason for Modification:
Doc Description: QRT CARE COORDINATION SOFTWARE SERVICE  

Proc Type: Central Contract - Fixed Amt

Date Issued Solicitation Closes Solicitation No Version

2020-09-24 2020-10-14     13:30 CRFQ     0506     MCH2100000001 1

BID RECEIVING LOCATION

BID CLERK
DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON ST E

CHARLESTON          WV     25305

US

VENDOR

Vendor Customer Code:

Vendor Name :

Address :

Street :

City :

State : Country : Zip :

Principal Contact :

Vendor Contact Phone: Extension:

FOR INFORMATION CONTACT THE BUYER
Crystal G Hustead
(304) 558-2402
crystal.g.hustead@wv.gov

Vendor
Signature X                                                                     FEIN#                                                       DATE

All offers subject to all terms and conditions contained in this solicitation

Accountable Care Transaction Inc dba Activate Care

200 State St 12th Fl

Boston 
MA USA 02109

Greg D'Andrea Market Director 

508-769-5492

RFP Manager - Cindy Coakley cindy@activatecare.com

Greg D'Andrea Verified by PDFFiller

10/19/2020 46-0758998 10/19/2020



Date Printed: Sep 24, 2020 Page: 2 FORM ID: WV-PRC-CRFQ-002 2020/05

 

 

ADDITIONAL INFORMATION
THE STATE OF WEST VIRGINIA PURCHASING DIVISION FOR THE AGENCY, WEST VIRGINIA DEPARTMENT OF HEALTH 
AND HUMAN RESOURCES,  OFFICE OF MATERNAL, CHILD AND FAMILY HEALTH'S (OMCFH), VIOLENCE AND INJURY 
PREVENTION PROGRAM (VIPP), IS SOLICITING BIDS TO ESTABLISH AN OPEN-END CONTRACT FOR SOFTWARE AS A 
SERVICE (SAAS) TERM CONTRACT FOR QUICK RESPONSE TEAMS (QRTS) CARE COORDINATION SOFTWARE 
LICENSING, TRAINING AND IMPLEMENTATION PER THE ATTACHED DOCUMENTS.

***QUESTIONS REGARDING THE SOLICITATION MUST BE SUBMITTED IN WRITING TO CRYSTAL.G.HUSTEAD@WV.GOV 
PRIOR TO THE QUESTION PERIOD DEADLINE CONTAINED IN THE INSTRUCTIONS TO VENDORS SUBMITTING BIDS***

INVOICE TO SHIP TO
HEALTH AND HUMAN RESOURCES
BPH - MATERNAL & CHILD HEALTH
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

HEALTH AND HUMAN RESOURCES
BPH/MCH - HANDICAPPED CHILDREN
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 Quick Response Team Care Coordination 

Tracking Tool
  

Comm Code Manufacturer Specification Model #

43232300    

Extended Description:
Quick Response Team Care Coordination Tracking Tool

INVOICE TO SHIP TO
HEALTH AND HUMAN RESOURCES
BPH - MATERNAL & CHILD HEALTH
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

HEALTH AND HUMAN RESOURCES
BPH/MCH - HANDICAPPED CHILDREN
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
2 Optional Renewal Year 1   

Comm Code Manufacturer Specification Model #

43232300    

Extended Description:
Quick Response Team Care Coordination Tracking Tool
Optional Renewal Year 1

Activate Care 

$125,000

Activate Care 

$125,000 $125,000

$125000



Date Printed: Sep 24, 2020 Page: 3 FORM ID: WV-PRC-CRFQ-002 2020/05

INVOICE TO SHIP TO
HEALTH AND HUMAN RESOURCES
BPH - MATERNAL & CHILD HEALTH
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

HEALTH AND HUMAN RESOURCES
BPH/MCH - HANDICAPPED CHILDREN
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
3 Optional Renewal Year 2   

Comm Code Manufacturer Specification Model #

43232300    

Extended Description:
Quick Response Team Care Coordination Tracking Tool
Optional Renewal Year 2

INVOICE TO SHIP TO
HEALTH AND HUMAN RESOURCES
BPH - MATERNAL & CHILD HEALTH
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

HEALTH AND HUMAN RESOURCES
BPH/MCH - HANDICAPPED CHILDREN
350 CAPITOL ST, RM 427
CHARLESTON WV     25301-3714
US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
4 Optional Renewal Year 3   

Comm Code Manufacturer Specification Model #

43232300    

Extended Description:
Quick Response Team Care Coordination Tracking Tool
Optional Renewal Year 3

SCHEDULE OF EVENTS
Line Event Event Date
1 VENDOR QUESTION DEADLINE 2020-10-01

$125,000 $125,000

Activate Care

$125,000 $125,000

Activate Care



Document Phase Document Description Page 

4

MCH2100000001 Final QRT CARE COORDINATION 

SOFTWARE SERVICE



West Virginia 
Quick Response Care 

Coordination 
Introduction to Activate 

Care’s Platform





Community Care 
Coordination Tools



Confidential and Proprietary. All Rights Reserved.

Home Screen
 

West Virginia’s 
Care coordinators 
can immediately 
see an overview 

of tasks 
Due Today
Past Due 

Due Yesterday  



Confidential and Proprietary. All Rights Reserved.

Tasks Panel
 



Confidential and Proprietary. All Rights Reserved.

Community Health 
Record
 



Confidential and Proprietary. All Rights Reserved.

Care Contacts
 



Confidential and Proprietary. All Rights Reserved.

Consents
 



Health & Social 
Referral Management Tools



Confidential and Proprietary. All Rights Reserved.

Health & Social
Needs Tracking
 



Confidential and Proprietary. All Rights Reserved.

The CBO
Perspective
Referral in Progress



Confidential and Proprietary. All Rights Reserved.

The CBO
Perspective
Onboarding



Reporting & Data 
Analytics Tools



Confidential and Proprietary. All Rights Reserved.

Analytics View
 



Confidential and Proprietary. All Rights Reserved.

Analytics View
 



Patient/Member 
& Family View



Confidential and Proprietary. All Rights Reserved.

Member & Family view
 

1. Care teams can choose 
sections of the care plan 
to download or share 
based on access to 
information 

2. Patients/ families can  
access their care plan on 
their phone or any from 
web-based device

3. Sections with highly 
sensitive information 
that is restricted is 
excluded automatically

4. Ensure member  and 
family-centeredness by 
identifying family needs 
and goals that can be 
supported by a care 
coordinator.



Event Notifications

Confidential and Proprietary. All Rights Reserved.

Members, family, or 
caregivers can get 
real-time alert notifications 
for critical events such as 
an admission, or discharge 



Deliver 
personalized 
experience to 
meet members 
families on their 
terms

Confidential and Proprietary. All Rights Reserved.

Deliver personalized 
health education tailored 
to social and lifestyle 
needs, within the context 
of their clinical needs, so 
the member can visualize 
how therapeutic lifestyle 
changes can have a 
positive, direct impact on 
health



Care Team Navigation

Confidential and Proprietary. All Rights Reserved.

1. Easily understand all 
participants on the care 
team

2. Can send secure 
messages to one team 
member/across the 
team 

3. Can control access to 
sections of the care 
plan based on role and 
access permissions



Calendar 

Confidential and Proprietary. All Rights Reserved.

Easy-to-view calendar 
provides a one-stop view 
of all appointments and 
events with engagement 
across the care team



Ensure closed-loop 
communication

Confidential and Proprietary. All Rights Reserved.

1. Deliver health support 
through a combination 
of secure, messaging, 
video chat, phone calls 
so members can choose 
the method that meets 
their needs in the 
moment

2. Provide opportunities for 
more frequent support 
and guidance rather than 
intermittent calls



We are on a mission to help the 

world act differently to achieve 

better health outcomes.



Accountable Care Transaction Inc dba Activate Care

200 State Street 12th Fl 

Boston 

MA USA 02109

Greg D'Andrea 

508-769-5492

Market Director Cindy Coakley RFP Manager 

781-500-9583

Greg D'Andrea Verified by PDFFiller

10/19/2020 46-0758998 10/19/2020



$125,000 $125,000

Activate Care 

$125,000            $125,000

Activate Care 

1

1



$125,000              $125,000

Activate Care 

1 $125,000           $125,000

Activate Care 

1

















X 

tbd 

see service level
agreement SLA







Acknowledged 



Acknowledged

















Greg D'Andrea Market Director Greg D'Andrea Verified by PDFFiller

10/19/2020

Gred D'Andrea Market Director 

200 State St 12th Fl Boston, MA 02109

508-769-5492      855-632-2863

greg@activatecare.com 

Accountable Care Transactions Inc dba Activate CAre

Cindy Coakley Verified by PDFFiller

10/19/2020RFP Manager 

Cindy Coakley  RFP Manager 

10/19/2020

781-500-9583       855-632-2863



X 
X

Also have Software as a service Addendum 
and HIPAA Addendum 

Cindy Coakley Verified by PDFFiller

10/19/2020

Accountable Care Transaction Inc dba Activate Care

10/19/2020















Elise Tatosian 
855-632-2863

855-632-2863
elise@activatecare.com













































Acccountabel Care Transaction Inc 
dba Activate Care

Cindy Coakley Verified by PDFFiller

10/19/2020

RFP Manager

10/19/2020



Accountable Care Transaction Inc dba Activate Care

Imre Fitos 

imre@activatecare.com

855-632-2863



















Cindy Coakley Verified by PDFFiller

10/19/2020

RFP Manager

10/19/2020







Accountable Care
Transaction Inc dba Activate Care

200 State St 12th Fl Boston, MA
02109

x

x

x

Cindy Coakley 



Accountable Care Transaction Inc dba Activate Care 



 

 
 
ACTIVATE CARE RESPONSE 

State of West Virginia Centralized Request for Quote Info Technology  
 

Solicitation No: ​QRT CARE COORDINATION SOFTWARE SERVICE  

CRFQ 0506  
Version 2020-09-24  MCH2100000001  

 
Accountable Care Transactions Inc dba  
ACTIVATE CARE  
CORPORATE HEADQUARTERS  
200 STATE STREET, 12TH FLOOR  
BOSTON, MA 02109  

 
Greg D’Andrea, Market Director (Sales)  
Phone:855-632-2863/Mobile: 508-769-5492 
EMAIL: ​greg@activatecare.com  
 
Cindy Coakely, RFP Manager  
Phone: 781-500-9583 
EMAIL: ​cindy@activatecare.com  
 



 

   

West Virginia:  

On behalf of everyone at Activate Care, thank you for giving us the opportunity to propose a 
solution to  your Quick Response Care Coordination Software needs. It is our hope that this 
proposal will give you an  understanding of our capabilities. We are certain that we can meet 
your requirements, and we share your  commitment to high-quality data sharing in order to 
enhance the delivery of QRT programs throughout West Virginia.  
  
We are confident you will find Activate Care’s data management and reporting capabilities 
are uniquely suited to your goals of encouraging communication and collaboration among 
all related community  providers, organizations, interested government agencies, and 
educational institutions.  
 
It is our hope that  we have the opportunity to demonstrate these abilities.  
 
Upon reviewing this proposal, please feel free to contact me with any questions or 
concerns.  
 
Thank you again for this opportunity. 
 
Sincerely, 
 
Greg D’Andrea Cindy Coakley 
Market Director RFP Manager 
 

 
 
 
 
 

Pricing  
 
 
Unit  Price 

Care Coordination and Referral Management 
Plans 

  

QRT CARE COORDINATION SOFTWARE SERVICE 
Platform 

Initial year $125,000 



 

   

 Year 1 renewal $125,000 

 Year 2 renewal $125,000 

 Year 3 renewal $125,000 

QRT Care Coordination - Full care coordination 
capabilities for one additional program, in-tool record 
creation, unlimited users and care team members. Up 
to 250 records, and 10 hours of training and support in 
the first 30 days.   
 
 
REQUEST FOR QUOTATION  
CRFO MCH2100000001 Quick Response Team Care Coordination Software as a Service  

For the last eight years, Activate Care has worked with hundreds of healthcare, social 
services, HIE, and 211 organizations and supported countless diverse community 
information exchange projects. We specialize in supporting cross-sector interventions 
for individuals with ​intersecting​ medical, behavioral, and social needs. Our focus on 
high-cost, high-risk members helps inform population health strategies of our customers. 

Our experience includes peer-reviewed community information exchange research 
projects, published in academic journals including the Journal of the American Medical 
Informatics Association, and funded by leading innovation funders including PCORI, 
CMMI, HRSA, and others. We have translated these​ ​experiences into a platform and 
service model for organizations like West Virginia, who are seeking to ​enable​ whole 
person care and reduce barriers to individuals getting the medical, behavioral, and 
social services they need. 

University of Iowa Hospitals and Clinics (UI)   

Recognized as one of the best hospitals in the United States, this is Iowa's only 
comprehensive​  ​academic medical center and a regional referral center. UI Hospitals 
and Clinics and UI ​ ​Children's Hospital together deliver quality care in collaboration 
with University of Iowa​  ​Physicians, the state's largest multi-specialty medical and 
surgical group practice composed of ​ ​faculty physicians of the UI Roy J. and Lucille A. 
Carver College of Medicine. These partners​  ​work together as University of Iowa 
Health Care, to provide member care, conduct biomedical​  ​research, and train the 
next generation of health professionals.  

Description of Program:  
The University of Iowa's Division of Child and Community Health (UI DCCH) focused 
on ​ ​developing a Shared Plan of Care (SPoC) template and protocol that was used in 
coordinating ​ ​care across systems for Children and Youth with Special Health Care 
Needs (CYSHCN).   



 

   

The Division of Child and Community Health serves medically complex children who 
are either​  ​served by:  
 
1. Medicaid Insurance and stratified as "severe"   
2. Part of the Children's Mental Health Waiver enrolled in the Pediatric Integrated Health  
Program Children  

Through time-bound Title V funding, six Child Health Specialty Clinics (part of the 
Division of ​ ​Child and Community Health, which has 14 total) leveraged the Activate 
CareHub™ to develop​  ​the Shared Plan of Care (SPoC) and execute upon protocols 
established for cross organization​  ​team-based care.  

Why they selected the Activate ​CareHub™:  
● Through a process of family-centered, team-based care coordination; SPoC's 

were jointly​  ​developed among the families, clinicians, care navigators, and the 
school/family advocate 

● Created a SPoC to include and highlight the necessary information to ensure 
issues​  ​affecting a child's health and health care were identified and accessible 
across systems -​  ​as well as ensure the activities and accountability for those 
activities were documented​  ​(within the clinic, at home, or in the school)   

● Centralizing the SPoC enhanced information exchange and strengthened the 
relationship​  b​etween providers and families, and improved perceived quality of 
care outcomes ​ ​including:   

○ Enhanced member safety   
○ Caregiver health and well-being   
○ Patient- and family-centered care   

Key Players:   
● Dr. Thomas Scholz - Division Director   
● Drew Martinez - Program Coordinator  

Iowa’s Shared Plan of Care Implementation with Activate Care:  
UI DCCH began implementing SPoCs for children and youth with Serious Emotional 
Disturbance (SED) served through the Pediatric Integrated Health (PIH) program in 
2016 to  improve care coordination for this population. In 2017, UI DCCH expanded 
SPoCs into its nine  other Child Health Specialty Clinic (CHSC) regional centers.  

The CHSC care teams had flexibility in determining which children or youth enrolled 
in their  centers would benefit from a SPoC. The participating clinics and health 
homes used a  standardized SPoC template developed by UI DCCH based on the 
Lucile Packard Foundation  report, Achieving a Shared Plan of Care with Children 
and Youth with Special Health Care Needs.  
 



 

   

Working closely with families, social workers typically lead the creation of the SPoC for 
children served by PIH, while nurses lead the development of SPoC at non-PIH centers. 
The care  teams were responsible for educating families about the purpose of the SPoC, 
supporting them in  identifying goals, and guiding them through the development 
process. The Family Leadership  Training Institute in Iowa also conducted formal 
training for families of CYSHCN on leadership, advocacy, and family-professional 
partnerships, and provided education on the SPoC as an  effective way to promote 
family-centered care. The experience of this implementation has been featured widely in 
the complex child health community, including by the National Association  for State 
Health Policy (NASHP) in the policy brief, ​Iowa Case Study: Shared Plans of Care to 
Improve Care Coordination for CYSHCN​. (In this brief, Activate Care is referenced as 
ACT.md. In early 2020, ACT.md rebranded to Activate Care.)  

Boston Medical Center (BMC)  

Boston Medical Center (BMC) is a 487-bed academic medical center that is the primary 
teaching  affiliate of Boston University School of Medicine. It is the largest safety-net 
institution and  busiest provider of trauma and emergency services in New England. 
Since 2014, Activate Care  has been a trusted coordination, screening, and referral 
platform for child health programs:  

Telehealth Epilepsy Care Collaborative​: ​Funded by HRSA, BMC’s Comprehensive 
Epilepsy Center uses Activate Care’s care planning and coordination tools to create a 
Virtual PCMH for families of children with neurological disorders. The Virtual PCMH 
model leverages Activate Care’s advanced telemedicine applications to expand access 
to  epilepsy care for children and youth up to age 24 with epilepsy. BMC specialists 
work in  an integrated care model with FQHCs and local primary care teams to design 
care and  seizure action plans in Activate Care, in a manner that reduces travel burden 
on  vulnerable families, improving family quality of life and increasing access to care.  
 
Families have direct access to their care plans, and the BMC team has integrated care 
for  more than 2,500 children and completed thousands of hours of coaching families on 
using our telehealth tools.  

Massachusetts Alliance for Complex Care (MACC):​ ​Funded by CMMI, this statewide 
cross-hospital collaboration served medically complex children over three years using 
the  Activate CareHub to provide team-based care for families of children with medical 
complexity. The project tested a Collaborative Care Coordination and Consultative 
Model for Complex Kids (the 4C, or "Foresee" Program) which paired Complex Care 
Nurse Care Coordinators and Pediatricians at MACC sites in Boston and Springfield with 
pediatricians in the community to enhance and improve the care delivered to children 
with medical complexity in local medical home-like settings. Prior to enrolling in the 
MACC, families completed a comprehensive process of intake, multi-disciplinary 
assessment and care planning which served as the basis for a Comprehensive Care 
Plan  for the child and family inside Activate Care. All local pediatricians referring 



 

   

children to  the MACC also gained access to consultation by a Psychiatrist, 
Developmental/  Behavioral Pediatrics Specialist, Clinical Social Worker, and 
Nutritionist, facilitated by  Activate Care. Families gained access to the services of a 
Family Navigator to help them  overcome access barriers, advocate for them, and 
coordinate among multiple agencies.  Families and care teams worked together inside 
Activate Care to develop an  individualized care plan, incorporating social and lifestyle 
needs, family priorities, and  family-friendly language.  

BMC MACC Parent Testimonial:  
“I have a 3-year old with chronic and persistent asthma, so we would be at the hospital 
every week. When my child is in the ER, I need to list all their meds and how many times 
they’ve been in the hospital. I can’t remember it all. So I pull up Activate Care on my 
phone and give it to the doctor. It works. And you can always see what the care team 
thinks and what’s going on. I would strongly recommend it to other parents. I love it.”  

BMC MACC Program Results:  
● 40% reduction in avoidable inpatient visits, with 29% reduction in length of stay. 
● Significant improvements in child health status and parental anxiety and 

depression.  
● Increased Quality of Life scores reported by parents of medically complex 

children.  

Housing Rx (Housing Prescriptions as Healthcare):​ ​Housing Prescriptions as 
Health  Care was an integrated care project led by Children’s HealthWatch at Boston 
Medical  Center in response to the Boston Foundation’s Health Starts at Home 
Initiative. The  overall goal of this program was to design and stock a “housing 
pharmacy” of new  
therapies and combinations of therapies developed through a collaborative of 
partners  across the health, housing, social and legal professional service sectors. 
Uniquely, the  diagnostic and triage process for these innovative therapies was first 
piloted in the  healthcare setting at Boston Medical Center with Activate Care, to 
address housing  instability and prevent homelessness among young children and 
their caregivers as a  treatment to improve child health.  

The population for the Housing Prescriptions as Health Care study included families 
experiencing severe housing insecurity, who have at least one child ages 0-4 years. 
Children’s HealthWatch data collected from 2010-2014 at Boston Medical Center found 
32% of families were behind on rent in the past year and 7% of families moved more 
than twice in the past year. Previous research by Children’s HealthWatch links m​ultiple 
moves ​with increased risks of fair or poor child health and developmental delay. 
Families  who are ​behind on rent ​are also at risk of fair or poor health, developmental 
delays, and  are below average in length/height, a marker for under-nutrition. Given the 
significant  associations between housing insecurity and child health outcomes, this 
project was  tailored to address challenges faced by families who are severely housing 
insecure and  who are classified as high healthcare utilizers by industry standards 



 

   

(defined as ≥ 3  emergency department visits in one year).  

The integration of a range of housing, social and legal services and resources to 
address  housing insecurity integrated various community organizations into “more than 
simply a  referral network” according to project lead Dr. Megan Sandel. They are 
organizations  with decades of experience in offering housing, social and legal services 
to address  housing insecurity and creating new innovations in these sectors. Each 
partner was  instrumental in both offering services and creating new strategies to 
reduce housing  insecurity.  

In the ​April 2020 issue of respected journal Health Affairs​, Dr. Megan Sandel and team 
shared results from the integrated model of care, including:  

● Unadjusted results demonstrated significant decreases between baseline and six 
months in homelessness and multiple moves in both groups. Being behind on 
rent  decreased significantly in the intervention group but not the control group.  

● Within the intervention group but not the control group, there were significant 
changes in child health status, PHQ-2 score, and GAD-2 score.  

● Further investigation within the intervention group found that the families that 
moved into public housing apartments at six months had a significantly better 
mean GAD-2 score than those that had not moved (0.70 versus 2.48)  

● Our difference-in-differences analysis demonstrated significantly greater 
improvements in child health status and parental anxiety and depression 
scores  among those in the intervention group, compared to the control group. 
Over the six-month study period, the share of children with fair/poor health 
decreased by  32 percentage points more in the intervention group than in the 
control group. In  the same period, the average GAD-2 score declined by 1.38 
points more in the  intervention group, and the average PHQ-2 score declined 
by 1.04 points more.  

Family Navigation (FN):​ ​Funded by NIMH, this evidence-based care management 
strategy is a promising intervention currently under investigation. It is designed to 
integrate care and services to help low income and minority families access timely 
mental  health services. Despite significant evidence supporting the effectiveness of FN, 
concerns  exist about the ability to disseminate FN to a broad population due to 
inefficiency and  cost. This study employs an innovative research methodology, the 
Multiphase  Optimization STrategy (MOST), a framework for developing highly 
efficacious,  efficient, scalable, and cost-effective interventions. The investigators will 
conduct a  randomized experiment to assess the individual components of FN and 
identify which  components and component levels have greatest effect on access to, and 
engagement in,  diagnostic and treatment services for children with mental health 
disorders. This  information then guides assembly of an optimized FN model inside 
Activate Care that  achieves the primary care coordination, screening, and referral 
outcomes with least  resource consumption and participant burden, supported by 
Activate Care’s analytics.  



 

   

Oregon Health and Science University (OHSU)  

In the state of Oregon, one in five children under age 18 has a special health care 
need, and 44%  of these children have a condition that affects their daily activities. They 
require health and  related services of a type or amount beyond that required by 
children generally. Based at  Doernbecher Children’s Hospital at Oregon Health & 
Sciences University (OHSU), the Oregon  Center for Children and Youth with Special 
Health Needs (OCCYSHN) is Oregon’s public  health agency designated to help these 
children and their families navigate care.  

OCCYSHN coordinates efforts among county public health departments in Oregon and 
90+  partners across the state. In their care coordination model, public health nurses 
employed by  counties visit families in their homes to assess needs and collect 
information in the pursuit of  care coordination. Activate Care equips these nurses with 
electronic shared plans of care to track  a child’s health information, continuously 
coordinate care amongst families and care team  members in the community, and 
maintain real-time, actionable care plans, accessible to all  members of the care team, 
including parents and families.  

OHSU Parent Testimonial:  
“Having access to Activate Care has really changed our lives. We needed wraparound 
services  for my grandbaby. Referrals were getting dropped. Healthcare providers 
weren’t talking to each  other. I didn’t know what was going on. It seemed like nobody 
wanted to help. When I got  Activate Care, I got to add everybody I wanted to be in my 
support group. My Home Visiting  Program Manager brought in her care team. We had 
our first meeting with everybody together,  and they pulled up my grandson’s 
information on the screen.  

I was waiting for everybody in the room to hit me with a load of questions, and make me 
go back  to the beginning. But I didn’t have to do that. They all had everything they 
needed right in  Activate Care. No more pre-doctor’s appointments to explain things in 
advance of a doctor’s  appointment. No more running around. The care team had the 
tools they needed to do their work,  they could understand what was needed, and they 
could manage the referrals as a team.  

The mobile app is a piece of cake. The other day we were having problems with my 
grandson’s  liquid nutrition. I sent a message to the team on the app. Within a half 
hour, they messaged me  back. Then I got a call from the nutrition provider saying food 
was on the way. If I’m in a crisis  
with my grandson, I send a message in Activate Care and the team is on it - 
immediately. I’ve  never waited more than 24 hours for any response and I always see 
the outcome of that response.  It is nothing like the patient portal. It’s so much more.  



 

   

I really recommend this. If you think about how much time it frees up for our doctors, 
how much  money it saves, how easy it makes things for everybody… Within a week of 
getting Activate Care, my life had changed for the positive.”  

OHSU Program Results:  
Children enrolled in Medicaid who receive OCCYSHN’s care coordination services are:  

● 13% less likely to visit the emergency room.  
● Twice as likely to receive annual flu immunizations.  
● 28% more likely to complete annual well child care visits.  
● 21% more likely to complete annual dental care visits.  

 

1) North Coast Health Improvement and Information Network (NCHIIN).  

NCHIIN is a not-for-profit health information exchange that has partnered with the Humboldt 
County Department of Health and Human Services in Northern California to focus on reducing 
emergency department utilization among the indigent, high-need, super-utilizer population. They 
have expanded into new areas with additional stakeholders in the community, such as  schools, 
jails, and others.  

“It is important that our vulnerable, underserved, and often stigmatized populations receive 
coordinated, whole-person care. To deliver that care, we need a community collaboration 
platform for the whole continuum, and Activate Care has the experience to help us make this 
effort a reality.”  

-Martin Love, CEO, NCHIIN  

Program elements:  
● NCHIIN built an interface between the County Homeless Management Information 

System  (HMIS) and North Coast’s health information exchange, which pulls data from 
local EHRs  and public and private records.  

● Through technical integration, NCHIIN sends HMIS eligibility data to Activate Care’s 
CareHub™ platform to create a personalized care coordination plan. Via NCHIIN’s ADT 
interfaces with local hospitals and health centers, social service case managers receive 
alerts  inside the platform to prioritize their daily workflow. The social data captured is 
sent back to the  HIE which helps inform clinical case managers when these participants 
present at local ED.  

● With Activate Care, county service agencies track high-risk community members and 
engage the network of medical and social services that help them get housed and on a 
path  toward health.  

● Reduced emergency department utilization by the indigent, high-need, super-utilizer 
population by 15%.  

● Efficiency of case workers has improved through use of  Activate Care’s cross-sector 
alerts, and they are able to better  prioritize their activities to focus attention on 



 

   

individuals who are dealing with an acute event and thus are open to timely, relevant 
intervention.  

2) Marin County Whole Person Care Program  

Program elements:  

● Marin County uses Activate Care for coordinated case management for complex 
participants, high medical and social services systems utilizers, and homeless or 
precariously-housed county residents. Marin leverages data from jails, public defender's 
offices, HMIS, the housing authority, health systems and other integrated sources.  

● With Activate Care, care coordinators identify participant needs through standardized 
screenings and assessments which inform the creation of shared participant-centered 
care  plans.  

Key results:  

● 41% decrease of people experiencing chronic homelessness.  
● Family homelessness is down 28%.  
● Youth homelessness is down 10%.  
● Homelessness among people with serious mental illness is down 40% and down 10% 

among people with substance-use disorders.  

“We see fewer complex needs participants in the ED - we discharge people faster, connect 
them to the community better, and see fewer present in the first place... Social services in 
general have been siloed. Activate Care has helped to flatten these silos - and is opening up 
these worlds to each other."  

-Local Hospital CEO in Marin County, CA  

A comprehensive image of the many types of agencies, CBOs, and providers collaborating 
through the platform in Marin County are depicted in this graphic below:  

Confidential and Proprietary / Activate Care / All Rights Reserved 2020  



 

   

 

3) Providence St. Joseph Queen of the Valley Health Community Benefit Program  

Program Elements:  

St. Joseph Health, Queen of the Valley Medical Center, a 208-bed hospital in Napa, California, 
is improving the health and quality of life for Napa County's most vulnerable  populations. The 
hospital's CARE Network—case management, advocacy, resources and  education—delivers 
timely health care services to chronically ill patients who are  low-income and uninsured or 
underinsured.  

Activate Care is proud to support this cornerstone community health investment for Northern 
California. The Activate CareHub™ platform helps to power this interdisciplinary,  whole-person 
approach to intensive outpatient care management for socioeconomic and  medically complex 
populations.  

Providence St Joseph - Queen of the Valley’s care teams use the platform to:  

● Develop and execute individualized, holistic care plans reflecting patient’s goals and 
priorities  

● Manage and track activities associated with a patient’s care  
● Communicate and collaborate amongst team members securely and efficiently 
● Develop and share individualized care plans  
● Provide access and a meaningful experience for patients, families, and caregivers 
● Track new and unique data to inform and drive process improvement  



 

   

Key Results :  

 
● 60%+ Reduction in Hospitalizations & Emergency Department utilization  
● 21% Lower 30-Day readmission rate compared to overall Hospital Population.  

 
 
3.1. Have a minimum of three (3) consecutive years maintaining care coordination  
software in production environments. Documentation must be provided prior to award.  
Activate Care has 8+ years of experience supporting care coordination and whole person care 
software in production.  
 
3.2. Have a minimum of two (2) consecutive years' experience with community  
opioid response and quick response team/rapid response team concept.  
We have 2+ years experience supporting California’s Whole Person Care program, including 
quick response systems for serious mental illness. Our implementations team includes clinicians 
and paramedics, including a nationally-recognized expert on community paramedicine 
programs. We are confident that our experience with community response/rapid response 
strategies will be valuable to your teams. 
 
3.3. Experience with successful implementation in rural or geographically isolated  
settings.  
We have implemented care coordination software in rural and geographically isolated settings. 
Our platform is used to connect care teams, patients, and families across regions. 
 



 

   

3.4. Experience with successful collaboration on federal grant reporting, both  
recurrent and ad hoc requests.  
Given the nature of our care coordination work, Activate Care has deep experience contracting 
with managed care providers, liaising with governmental regulators, and implementing 
integration and data exchange programs with these and many other stakeholders. Our projects 
are often subject to stringent regulatory requirements from CMS, state Medicaid offices, and 
state and local government HHS entities. 
 
We have directly exchanged data with Medicaid entities across the country. 
 
Examples of recent implementations in diverse publicly-funded healthcare programs include: 
 

● Active implementations in several California counties, where we are contracted with 
county Health and Human Services departments as part of Medi-Cal's Whole Person 
Care program.  

○ Counties:  Marin County, San Joaquin County, and Santa Cruz County. 
● Active implementations in several Oregon managed care regions, where we are 

contracted with local Coordinated Care Organizations (aka MCOs.) 
○ Regions:  Advanced Health and Columbia Gorge. 

● Recent implementations in diverse Medicaid programs. 
○ Sample Programs: Massachusetts Medicaid LTSS (Long-Term Services and 

Supports);  Hawaii QUEST Medicaid Care Management. 
 
4.1.1.1 Care Coordination Tracking Tool must be compliant with the Health  
Insurance Portability and Accountability Act (HIPAA).  
Activate Care is compliant with all HIPPA and 42 CFR Part 2 requirements. 
 

 
 
4.1.1.2 Care Coordination Tracking Tool must be capable of identifying  



 

   

persons who have experience an overdose event within 72 hours of occurrence.  
When QRT staff or other clinicians identify that an overdose event has happened, this is 
recorded in specific data fields in Activate Care. If overdose event data exists in another system, 
we can also seek to integrate with that system or capture that data in some form. When an 
overdose event is identified, the patient can be added to a specific list or roster, and automated 
workflows can launch a specific intervention or process to occur. 
 
4.1.1.3 Care Coordination Tracking Tool must be able to document all  
communication between the QRT and their target population, and allow connections for 
continuous support for populations who overdose and/or have need of follow-up support 
services  
Activate Care can be configured for the QRT to easily document all communication amongst 
themselves and with their target populations. Our users tell us they appreciate having one place 
to look at a complete history of outreach, discussion, and current status of care. These tools 
facilitate transitions of care, follow-up care, and ongoing engagement of patients. 
 
4.1.1.4 Care Coordination Tracking Tool must be able to document all  
modes of communication and treatment available to the target population and track treatment 
and communication status of this population.  
Activate Care is designed to track and document all communications, services provided, 
treatment plans, and preferences in one place, with the patient at the center. This data and 
information is captured in an electronic shared care plan that has been deployed in similar 
scenarios in communities across the country. The shared care plan allows your QRT to see at a 
glance the current treatment and communication status for their population, and engage in care 
and communication as they are delivering services to this population. 
 
4.1.1.5 Care Coordination Tracking Tool must be able to document all  
program and treatment enrollment barriers.  
Yes, Activate Care documents all program and treatment enrollment barriers. We can configure 
data fields to easily capture this information, which could be identified through screening and 
assessment tools (also configured in Activate Care) or elicited by a clinician during dialogue with 
the patient and recorded appropriately in Activate Care. 
 
 
4.1.1.6 Care Coordination Tracking Tool must be able to track naloxone  
distribution.  
Activate Care can set up custom tracking to track the use of Naloxone. 
 
4.1.1.7 Care Coordination Tracking Tool must be configurabie to suit the  
individual needs of the local QRTs. Configurable features by local area must include 
assessment forms and follow-up process templates. For the purposes of this RFQ, configurable 



 

   

means changes can be made and put into production in 24-48 hours without modifying the 
code, re-testing or updating deployments.  
Activate Care excels in this area. We can configure specific program elements by local area, 
including assessment forms and follow-up process templates. Our team is able to quickly make 
these changes in the system, and specific individuals within your various programs can also 
gain editor access to the system so that they can configure any elements without needing to rely 
on our team. 
 

 
 
4.1.1.8 Care Coordination Tracking Tool must provide feedback to  
participating QRTs through weekly reporting including, but not limited to, caseloads, contacts 
attempted, contacts made and status changes.  
4.1.1.9 Care Coordination Tracking Tool must also be configurable (see 4.1.1.7) to include 
additional support services, barriers, notes, etc. once the initial configuration is complete.  
Activate Care’s standard reporting capabilities include caseloads, contacts attempted, contacts 
made, and status changes. We can support your team in determining the best way to configure 
your processes in the platform to track other items including support services, barriers, notes, 
etc.  Reports can be generated weekly or at any required time.  Our platform helps care 
coordinators with their own caseloads information to stay on track.  
 



 

   

 
 
For more information, please see attached reporting capabilities. 
 
4.1.1.10 Care Coordination Tracking Tool must have system updates  
on a quarterly basis, at minimum. Updates must occur with no more than 24 hours of downtime 
and without impact to regular use.  
Activate Care subscribes to the agile methodology for software development.  This ensures that 
we take an iterative approach to software development and enables us to efficiently respond to 
the needs of our customers. Code is released on a weekly cycle that includes new features, bug 
fixes, and upgrades. Urgent fixes are released as soon as they are ready. 
 
All code that is released to customers undergoes both manual peer review along with 
automated security checks. Activate Care also runs automated penetration tests against our 
application every two weeks.  
Major product initiatives (new concepts, material changes in functionality, or material changes to 
the Activate Care User Interface), are socialized as early as possible to both customer 
end-users via email, update notifications in-app, and customer blog posts. Customers have no 
responsibility in regards to any updates on our end upgrades happen automatically without any 
intervention or additional cost. 
 
4.1.1.11 Care Coordination Tracking Tool must be able to generate reports  
and identify high-risk health related comorbidities.  

Activate Care can generate reports on cohort-level data, showing you groups of patients by 
factors including high-risk health related comorbidities. As a customer of Activate CareHub™, 
there are no limitations on accessing your data and identifying your high-risk health related 
comorbidities.   Our ​customers own all of the data ​stored within the platform and can be easily 
exported. By virtue of our strength in data integration, we offer similar strengths in analytics and 
reporting. Activate Care offers access to all your community’s operational,population, and 
process data in the following ways:  



 

   

In-tool downloads, exports, and report​s  
Standard Exports​: straight from the platform, pull/schedule data extracts for your assessments, 
custom fields, outreaches, plans or tasks. 
Reporting Database​: Get direct access to your PostgreSQL reporting database, updated 
nightly through the Activate Care ETL process. 
Robust Standard Report Library​:  downloadable via in-tool console:  based on industry and 
SDOH best practices, clients can choose from a growing library of over 120 standard reports.  

● Operational data such as member assignments, task assignments, task status, and 
enrollment  

● Panel data such as member demographics, health and social needs, and custom data 
tracking  

● Program data including care process progress and velocity, billing data, and platform 
usage  

Custom reporting:​ If necessary, clients can purchase custom reports when their needs can’t 
be met by the robust Standard Report Library. This comes with maintenance costs and a report 
specification process of stand reports that would be set during implementation. 
 
 
 
 
 
 
 
Activate CareHub™ Analytics Interface (This is core to our off-the-shelf offering.) 



 

   

 
 
Sample Report - Program Management Data with Ability to Analyze (ie “Click here for details”) 

 
 
 
 
 
 
 
 
 
 
 



 

   

Sample Report - Staff Member Performance Metrics 

 
 
 
 
 
Sample Report - Client Population Statistics & Demographics 

 
 
 
Sample Report - Referral Status Tracking 



 

   

 
 
 
4.1.1.12 Care Coordination Tracking Tool must have capacity to support  
no less than fifty (50) simultaneous users performing routine transactions with a no less than 
0.50 second delay, with routine maintenance checks.  
Activate Care meets this performance standard. 
 
4.1.1.13 Care Coordination Tracking Tool must allow authorized users to  
collect and share population information.  
Activate Care makes it easy to collect and share population information in various ways.  
 
4.1.1.14 Care Coordination Tracking must provide a 360° view of QRT  
participants across all QRT sites to users with appropriate authority.  
We have sophisticated permissions built in to the platform, so that you can assign users with the 
appropriate authority to have access to all information. 
 
Our platform is a web based application with a role based access system. The levels that are 
currently supported are: 

● View on access only: Can view non-private content if given a direct link but cannot 
search for the content. 

● View only: Can view and search for non-private content. 
● Discuss: Can view and search for non-private content. Can start and respond to 

messages. 
● Collaborator: Can view and search for non-private content. Can start and respond to 

messages. Can create and edit sections, tasks, events, relationships, and attachments 
● Administrator: Can view and search for non-private content. Can start and respond to 

messages. Can create and edit sections, tasks, events, relationships, and attachments. 
Can give permissions to others. 



 

   

 
 
4.1.1,15 Care Coordination Tracking Tool must be able to provide de  
identified data sets of all local activity to the State for further analysis.  
Activate Care customers can export any data from the platform. We could potentially automate 
this specific process for you, if you need this as a custom report. 
 
4.1.1.16 Vendor shall provide a success consultant deployed in the State to  
work with local teams and oversee services to all West Virginia QRTs.  
Activate Care​ ​can support all forms of training during implementation, including 
on-site/co-located training. Due to COVID-19, we may not be able to travel or deliver in-person 
training. Our remote and virtual training offerings have been successful in meeting all customer 
training needs during the pandemic. 
 
4.1.1.17 Established documented procedures for software enrollment.  
Activate Care provides documented procedures for enrollment and general use. This is 
available in our online help center. 
 
4.1.1.18 Vendor will be available for consultation no less than once a  
month.  
Our implementations, customer success, and account services teams are available as needed, 
no less than once a month, with much more frequent consultation assumed. 
 
4.1.2 Evaluation  
4.1.2.1 Vendor must provide transparent access to ALL West Virginia  
QRT data for ongoing BPH inquiry.  
Activate Care customers own all their data. We meet this requirement. 
 
4.1.3.1 Upon execution of the contract, vendor must provide to BPH all  
training materials relative to its care coordination tracking tool.  
All modular implementations (ie. implementations covered in the standard implementations 
SOW) come with admin training, editor training and train-the trainer training. These consist of 
three 1-3 hr (up to 10 hrs total) live training sessions conducted by the implementations team 
done via zoom and are recorded for future use. We also provide an in-app knowledge base with 
articles and videos that cover basic platform functionality. 
 
Types of training: 
 
Train the Trainer sessions. ​We develop documentation and train users to become super-users 
(trainers), who have administrative level platform access, and are able to onboard and provide 
training to new users at West Virginia Care Coordination. 



 

   

 
Zoom training ​(online). We can conduct remote training sessions using screen sharing. 
 
Webinars.​ We typically offer monthly webinars on various topics relevant to users, including how 
to use new features as well as best practices for patient and provider engagement. 
 
In-App Product Tours. ​We also have in-app product tours for a just- in-time approach for user 
navigation support and product knowledge. 
 
Training Content Development:​ Activate Care creates account/user specific training materials 
for each account per SOW services agreement. 
It’s Intuitive! Many users that have gone through no formal training are fantastic users of the 
system.  
 
4.1.3.2 Vendor must provide implementation and support services  
necessary to sustain care coordination and data collection for all QRTs in the State of 
West Virginia within 30 days of award.  
Our standard implementation is typically six to eight weeks for all new clients without any 
integrations. For any integrations needed, further discussion is needed to estimate a more 
accurate implementation timeline.  

Activate Care implementations may follow several phases, during which special projects may 
arise at any point: 

● Project Kick-Off 
● Discovery & Planning 
● Content Development & Optimization  
● Testing  
● Go-Live 
● Post-Implementation Account Management  

Activate Care implementations are led by the Activate Care Implementations team, which 
consists of our Vice President of Implementations, Jessica Sattler, RN, MS, WHNP, and a 
team of Program Managers. The Implementations team is responsible for organizing and 
scheduling all aspects of the implementation with your corresponding group of stakeholders 
and end users. Depending on implementation requirements, Activate Care’s Engineering and 
User Experience teams and Director of Product may also collaborate on your implementation 
in order to support your success.  

We begin our work by identifying with customers your program needs and objectives, then work 
with you to adapt current processes to your ideal state. In this process, we leverage the full 
power of our CareHub™ platform to help you reimagine how data flows between systems, how 
care teams communicate with each other and with patients, and what your desired patient and 



 

   

community health outcomes are. 

Following implementation, West Virginia will have unfettered access to a dedicated Account 
Manager and Customer Success team support. Customer Success will support your team’s 
success in navigating and using the CareHub™ tools, as well as ensuring that your 
configuration is optimized over time, as new features are released and your goals and 
strategies evolve. Our Implementations team will continue to provide on-demand learning 
resources, such as webinars, training manuals, and self-guided tutorials for customer success. 

 
4.1.3.3 Vendor must provide on-line or in-person training and  
implementation services with each QRT, as identified by BPH, within 72 hours of gaining 
access to the vendor's care coordination tracking tool. Training delivery method will be 
determined based on QRT need and preference.  
Activate Care can meet this requirement. All modular implementations (ie. implementations 
covered in the standard implementations SOW) come with administrative training, editor training 
and train-the trainer training. These consist of three 1-3 hr (up to 10 hrs total) live training 
sessions conducted by the implementations team done via zoom and are recorded for future 
use. We also provide an in-app knowledge base with articles and videos that cover basic 
platform functionality. 
 
4.1.3.4 Training and Implementation for each QRT must be documented.  
Activate Care can meet this requirement. 
 
4.1.3.5 Vendor is responsible for importing historic data from current care  
coordination tracking tool for all QRTs currently utilizing coordination software.  
Activate Care has deep experience importing historical data from existing tools. We meet this 
requirement. 
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WV STATE GOVERNMENT 
 

 
HIPAA BUSINESS  ASSOCIATE ADDENDUM 

 

 
This Health Insurance Portability and Accountability Act of 1996 (hereafter, HIPAA) 

Business Associate Addendum ("Addendum") is made a part of the Agreement ("Agreement") 
by and between the State of West Virginia ("Agency"), and Business Associate ("Associate"), 
and is effective as of the date of execution of the Addendum 

 
The Associate performs certain services on behalf of or for the Agency pursuant to the 

underlying Agreement that requires the exchange of information including protected health 
information protected by the Health Insurance Portability and Accountability Act of 1996 
("HIPAA"), as amended by the American Recovery and Reinvestment Act of 2009 (Pub.  L. No. 
111-5) (the "HITECH Act"), any associated regulations and the federal regulations published at 
45 CFR parts 160 and 164 (sometimes collectively referred to as "HIPAA").  The Agency is a 
"Covered Entity" as that term is defined in HIPAA, and the parties to the underlying Agreement 
are  entering into  this  Addendum to  establish the responsibilities of  both  parties regarding 
HIPAA-covered information and to bring the underlying Agreement into compliance with HIPAA. 

 
Whereas it is desirable, in order to further the continued efficient operations of Agency to 

disclose to its Associate certain information which may contain confidential individually 
identifiable health information (hereafter, Protected Health Information or PHI); and 

 
Whereas, it is  the desire of both parties that the confidentiality of the PHI disclosed 

hereunder be maintained and treated in accordance with all applicable laws relating to 
confidentiality, including the Privacy and Security Rules, the HITECH Act and its associated 
regulations, and the parties do agree to at all times treat the PHI and interpret this Addendum 
consistent with that desire. 

 
NOW THEREFORE: the parties agree that in consideration of the mutual promises herein, 

in the Agreement, and of the exchange of PHI hereunder that: 
 
1.  Definitions.  Terms used, but not otherwise defined, in this Addendum shall have the same 

meaning as those  terms in the Privacy, Security, Breach Notification, and Enforcement 
Rules at 45 CFR Part 160 and Part 164. 

 
a.         Agency  Procurement   Officer  shall mean  the  appropriate Agency individual 

listed at: http://www.state.wv.us/admin/purchase/vrc/agencyli.html. 
 

b.  Agent  shall mean those person(s) who are agent(s) of the Business Associate, 
in accordance with the Federal common law of agency, as referenced in 45 CFR 
§ 160.402(c). 

 
c.  Breach  shall mean the acquisition, access, use or disclosure of protected health 

information  which  compromises  the  security  or  privacy of  such  information, 
except as excluded in the definition of Breach in 45 CFR § 164.402. 

 
d.  Business  Associate  shall have the meaning given to such term in 45 CFR § 

160.103. 
 

e.  HITECH  Act shall mean the Health Information Technology for Economic and 
Clinical Health Act.  Public Law No. 111-05.  111lh Congress (2009). 
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f.  Privacy Rule means the Standards for Privacy of Individually Identifiable Health 

Information found at 45 CFR Parts 160 and 164. 

 
g.   Protected Health Information or PHI shall have the meaning given to such term 

in 45 CFR § 160.103, limited to the information created  or received by Associate 

from or on behalf of Agency. 

 
h.  Security Incident  means  any known successful or unsuccessful attempt by an 

authorized or unauthorized individual to inappropriately use, disclose, modify, 

access, or destroy any information  or interference  with  system operations in an 

information system. 

 
i.  Security  Rule  means  the  Security  Standards  for the  Protection  of Electronic 

Protected Health Information found at 45 CFR Parts 160 and 164. 

 
j.   Subcontractor  means  a person  to  whom  a  business   associate  delegates  a 

function,  activity,  or  service,  other  than  in  the  capacity  of  a  member  of  the 

workforce of such business associate. 
 

 
2.   Permitted Uses and Disclosures. 

 
a.   PHI Described. This means PHI created, received, maintained or transmitted on 

behalf of the Agency by the Associate.  This PHI is governed  by this Addendum 

and is limited to the minimum necessary, to complete the tasks or to provide the 

services associated with the terms of the original Agreement, and is described in 

Appendix A. 

 
b.        Purposes. Except as otherwise limited in this Addendum, Associate may use or 

disclose the PHI on behalf of, or to provide services to, Agency for the purposes 

necessary to complete the tasks, or provide the services, associated with, and 

required  by the terms of the original  Agreement,  or as required  by law, if such 

use or disclosure  of the PHI would not violate the Privacy  or Security  Rules  or 

applicable state law if done by Agency or Associate, or violate the minimum 

necessary  and  related  Privacy  and  Security  policies  and  procedures   of  the 

Agency.  The Associate is directly liable under HIPAA for impermissible  uses and 

disclosures  of the PHI it handles on behalf of Agency. 

 
c.         Further Uses and Disclosures.   Except as otherwise limited in this Addendum, 

the Associate may disclose PHI to third parties for the purpose of its own proper 

management and administration,  or as required by law, provided  that (i) the 

disclosure  is required  by law, or (ii) the Associate  has obtained from the third 

party reasonable assurances that the PHI will be held confidentially  and used or 

further  disclosed  only as required  by law  or for the  purpose  for which  it was 

disclosed to the third  party by the Associate; and, (iii) an agreement  to notify the 

Associate  and Agency of any instances  of which  it (the third party)  is aware in 

which the confidentiality of the information has been breached.   To the extent 

practical,   the  information  should  be  in  a  limited   data  set  or  the  minimum 

necessary  information pursuant to 45 CFR § 164.502, or take other measures as 

necessary  to satisfy the Agency's obligations under 45 CFR § 164.502. 
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3.  Obligations of Associate. 
 

a. Stated  Purposes  Only. The PHI may not be used by  the Associate for any 
purpose other than as stated in this Addendum or as required or permitted by 
law. 

 
b.   Limited  Disclosure.   The PHI is confidential and will not be disclosed by the 

Associate other than as stated in this Addendum or as required or permitted by 
law. Associate is prohibited from directly or indirectly receiving any remuneration 
in exchange for an individual's PHI unless Agency gives written approval and the 
individual provides a valid authorization.   Associate will refrain from marketing 
activities that would violate HIPAA, including specifically Section 13406 of the 
HITECH Act. Associate will report to Agency any use or disclosure of the PHI, 
including any Security Incident  not provided for by this  Agreement of which it 
becomes aware. 

 
c.  Safeguards. The Associate will use appropriate safeguards, and comply with 

Subpart C of 45 CFR Part 164 with respect to electronic protected health 
information, to prevent use or disclosure of the PHI, except as provided for in this 
Addendum. This shall include, but not be limited to: 

 
i.   Limitation of the groups of its workforce and agents, to whom the PHI is 

disclosed  to  those  reasonably  required  to  accomplish  the  purposes 
stated in this Addendum, and the use and disclosure of the minimum 
PHI necessary or a Limited Data Set; 

 
ii.  Appropriate notification and training of its workforce and agents in order 

to protect the PHI from unauthorized use and disclosure; 
 

iii. Maintenance of a comprehensive, reasonable and appropriate written 
PHI privacy and security program that includes administrative, technical 
and physical safeguards appropriate to the size, nature, scope and 
complexity of the Associate's operations, in compliance with the Security 
Rule; 

 
iv.   In accordance with  45 CFR §§ 164.502(e)(1)(ii)  and 164.308(b)(2), if 

applicable,   ensure   that   any   subcontractors   that   create,   receive, 
maintain, or transmit protected health information on behalf of the 
business associate agree to the same restrictions, conditions, and 
requirements that apply to the business associate with respect to such 
information. 

 
d.  Compliance With  Law. The Associate will not use or disclose the PHI in a 

manner in violation of existing law and specifically not in violation of laws relating 
to confidentiality  of PHI, including but not limited to, the Privacy and Security 
Rules. 

 
e. Mitigation. Associate agrees to mitigate, to the extent practicable, any harmful 

effect that is known to Associate of a use or disclosure of the PHI by Associate in 
violation of the requirements of this Addendum, and report its mitigation activity 
back to the Agency. 
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f.  Support of Individual Rights. 
 

i.   Access to PHI.  Associate shall make the PHI maintained by Associate 
or its agents or subcontractors in Designated Record Sets available to 
Agency  for   inspection  and  copying,   and   in  electronic  format,   if 
requested,  within  ten  (10)  days  of  a  request  by  Agency to  enable 
Agency to fulfill its obligations under the Privacy Rule, including, but not 
limited to, 45 CFR § 164.524 and consistent with  Section 13405 of the 
HITECH Act. 

 
ii.  Amendment of PHI. Within ten (10) days of receipt of a request from 

Agency for an amendment of the PHI or a record  about an individual 
contained in a Designated Record Set, Associate or its agents or 
subcontractors shall make such PHI available to Agency for amendment 
and incorporate any such amendment to enable Agency to fulfill its 
obligations under the Privacy Rule, including, but not limited to, 45 CFR 
§ 164.526. 

 
iii.  Accounting Rights. Within ten (10) days of notice of a request for an 

accounting of disclosures of the PHI, Associate and its agents or 
subcontractors shall make available to Agency the documentation 
required to provide an accounting of disclosures to enable Agency to 
fulfill its obligations under the Privacy Rule, including, but not limited to, 
45 CFR §164.528  and consistent with Section 13405 of the HITECH 
Act.   Associate agrees to document disclosures of the PHI and 
information related to such disclosures as would be required for Agency 
to respond to a request by an individual for an accounting of disclosures 
of PHI in accordance with 45 CFR § 164.528. This should include a 
process that allows for an accounting to be collected and maintained by 
Associate and its agents or subcontractors for at least six (6) years from 
the date of disclosure, or longer if required by state law.   At a minimum, 
such documentation shall include: 

• the date of disclosure; 
• the name of the entity or person who received the PHI, and 

if known, the address of the entity or person; 

• a brief description of the PHI disclosed; and 

• a  brief  statement  of  purposes  of  the  disclosure  that 
reasonably informs the individual of the basis for the 
disclosure, or a copy of the individual's authorization, or a 
copy of the written request for disclosure. 

 
iv.  Request for Restriction.  Under the direction of the Agency, abide by 

any individual's request to restrict the disclosure of PHI, consistent with 
the requirements of Section 13405 of the HITECH Act and 45 CFR § 
164.522, when the Agency determines to do so (except as required by 
law) and if the disclosure is to a health plan for payment or health care 
operations and it pertains to a health care item or service for which the 
health care provider was paid in full "out-of-pocket." 

 
v.            Immediate Discontinuance of Use or Disclosure. The Associate will 

immediately discontinue use or disclosure of Agency PHI pertaining to 
any individual when so requested by Agency.  This includes, but is not 
limited to, cases in which an individual has withdrawn or modified an 
authorization to use or disclose PHI. 
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g.  Retention of PHI. Notwithstanding section 4.a. of this Addendum, Associate and 
its subcontractors or agents shall retain all PHI pursuant to state and federal law 
and shall continue to maintain the PHI required under  Section 3.f. of this 
Addendum for a period of six (6) years after termination  of the Agreement, or 
longer if required under state law. 

 
h.  Agent's, Subcontractor's Compliance. The Associate shall notify the Agency 

of all subcontracts and agreements relating to the  Agreement, where the 
subcontractor or agent receives PHI as described  in section 2.a. of this 
Addendum.  Such notification shall occur within 30 (thirty) calendar days of the 
execution of the subcontract and shall be delivered to the Agency Procurement 
Officer.  The Associate will ensure that any of its subcontractors, to whom it 
provides any of the PHI it receives hereunder, or to whom it provides any PHI 
which the Associate creates or receives on behalf of the Agency, agree to the 
restrictions and conditions which apply to the Associate hereunder.  The Agency 
may request copies of downstream subcontracts and agreements to determine 
whether all restrictions, terms and conditions have been flowed down.   Failure to 
ensure that downstream contracts, subcontracts and agreements contain the 
required restrictions, terms and conditions may result in termination of the 
Agreement. 

 
j. Federal and Agency Access. The Associate shall make  its internal practices, 

books, and records relating to the use and disclosure of PHI, as well as the PHI, 
received from, or created or received by the Associate on behalf of the Agency 
available to the U.S. Secretary of Health and Human Services consistent with 45 
CFR § 164.504.   The Associate shall also  make these  records  available to 
Agency, or Agency's contractor, for periodic audit of Associate's compliance with 
the Privacy and Security Rules.   Upon Agency's request, the Associate shall 
provide proof of compliance with HIPAA and HITECH data privacy/protection 
guidelines, certification of a secure network and other assurance relative to 
compliance with the Privacy and Security Rules.  This section shall also apply to 
Associate's subcontractors, if any. 

 
k. Security.  The Associate shall take all steps necessary to ensure the continuous 

security of all PHI and data systems containing PHI.  In addition, compliance with 
74 FR 19006 Guidance Specifying the Technologies and Methodologies That 
Render  PHI   Unusable,   Unreadable,   or   Indecipherable   to   Unauthorized 
Individuals for Purposes of the Breach Notification Requirements under Section 
13402 of Title XIII is required, to the extent practicable.  If Associate chooses not 
to  adopt such methodologies as defined in 74 FR 19006 to secure the PHI 
governed by this Addendum, it must submit such written rationale, including its 
Security Risk Analysis, to the Agency Procurement Officer for review prior to the 
execution of the Addendum. This review may take up to ten (10) days. 

 
I.   Notification of Breach.  During the term of this Addendum, the Associate shall 

notify the Agency and, unless otherwise directed by the Agency in writing, the 
WV Office of Technology immediately by e-mail or web form upon the discovery 
of any Breach of unsecured PHI; or within 24 hours by e-mail or web form of any 
suspected Security Incident, intrusion or unauthorized use or disclosure of PHI in 
violation of this Agreement and this Addendum, or potential loss of confidential 
data affecting this Agreement.   Notification shall be provided to the Agency 
Procurement Officer  at www.state.wv.us/admin/purchase/vrc/agencyli.htm  and, 



6  

unless otherwise directed by the Agency in writing, the  Office of Technology at 
incident@wv.gov or https://apps.wv.gov/ot/ir/Default.aspx. 

 
The Associate shall immediately investigate such Security Incident, Breach, or 
unauthorized use or disclosure of PHI or confidential data.  Within 72 hours of the 
discovery, the Associate shall notify the Agency Procurement Officer, and, unless 
otherwise directed by the Agency in writing, the Office of Technology of: (a) Date 
of discovery; (b) What data elements were involved and the extent of the data 
involved in the Breach; (c)  A description of the unauthorized persons known or 
reasonably believed to have improperly used or disclosed  PHI or confidential 
data; (d)  A description of where the PHI or confidential data is believed to have 
been improperly transmitted, sent, or utilized; (e)  A description of the probable 
causes of the improper use or disclosure; and (f)  Whether any federal or state 
laws requiring individual notifications of Breaches are triggered. 

 
Agency will coordinate with Associate to determine additional specific actions 
that will be required of the Associate for mitigation of the Breach, which may 
include notification to the individual or other authorities. 

 
All associated costs shall be borne by the Associate.  This may include, but not 
be limited to costs associated with notifying affected individuals. 

 
If the Associate enters into a subcontract relating to the Agreement where the 
subcontractor or agent receives PHI as described in section 2.a. of this Addendum, 
all such subcontracts or downstream agreements shall  contain the same  incident  
notification  requirements  as  contained  herein,  with  reporting directly to the 
Agency Procurement Officer.  Failure to include such requirement in any 
subcontract or agreement may result in the Agency's termination of the 
Agreement. 

 
m.  Assistance in Litigation or Administrative Proceedings.  The Associate shall 

make itself and any subcontractors, workforce or agents assisting Associate in 
the performance of its obligations under this Agreement, available to the Agency 
at no cost to the Agency to testify as witnesses, or otherwise, in the event of 
litigation or administrative proceedings being commenced against the Agency, its 
officers or employees based upon claimed violations of HIPAA, the HIPAA 
regulations or other laws relating to security and privacy, which involves inaction 
or actions by the Associate, except where Associate or its subcontractor, 
workforce or agent is a named as an adverse party. 

 
4.  Addendum Administration. 

 
a.  Term.     This  Addendum  shall  terminate  on  termination  of  the  underlying 

Agreement or on the date the Agency terminates for cause as authorized in 
paragraph (c) of this Section, whichever is sooner. 

 
b.   Duties at Termination. Upon any termination of the underlying Agreement, the 

Associate shall return or destroy, at the Agency's option, all PHI received from, or 
created or received by the Associate on behalf of the Agency that the Associate 
still maintains in any form and retain no copies of such PHI or, if such return or 
destruction  is  not feasible,  the Associate shall  extend the  protections of this 
Addendum to the PHI and limit further uses and disclosures to the purposes that 
make the return or destruction of the PHI infeasible. This shall also apply to all 
agents and subcontractors of Associate. The duty of the Associate and its agents 
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and subcontractors to assist the Agency with any HIPAA required accounting of 
disclosures survives the termination of the underlying Agreement. 

 
c.  Termination  for Cause.   Associate authorizes termination of this Agreement by 

Agency,  if Agency determines Associate has violated  a material term  of the 
Agreement. Agency may, at its sole discretion, allow Associate a reasonable 
period of time to cure the material breach before termination. 

 
d.  Judicial  or  Administrative   Proceedings.     The Agency  may  terminate this 

Agreement if the Associate is found guilty of a criminal violation of HIPAA.   The 
Agency may terminate this Agreement if a finding or stipulation that the Associate 
has violated any standard or requirement of HIPAA/HITECH, or other security or 
privacy laws is made in any administrative or civil proceeding in which the 
Associate is a party or has been joined. Associate shall be subject to prosecution 
by the Department of Justice for violations of HIPAA/HITECH and shall be 
responsible for any and all costs associated with prosecution. 

 
e.  Survival.  The  respective  rights  and  obligations  of  Associate  under  this 

Addendum shall survive the termination of the underlying Agreement. 
 
5.   General Provisions/Ownership of PHI. 

 
a.   Retention  of Ownership.  Ownership of the PHI resides with the Agency and is 

to be returned on demand or destroyed at the Agency's option, at any time, and 
subject to the restrictions found within section 4.b. above. 

 
b.        Secondary  PHI. Any data or PHI generated from the PHI disclosed hereunder 

which would permit identification of an individual must be held confidential and is 
also the property of Agency. 

 
c.   Electronic  Transmission.  Except as permitted by law or this Addendum, the 

PHI or any data generated from the PHI which would permit identification of an 
individual must not be transmitted to another party by electronic or other means 
for additional uses or disclosures not authorized by this Addendum or to another 
contractor, or allied agency, or affiliate without prior written approval of Agency. 

 
d.       No Sales.   Reports or data containing the PHI may not be sold without Agency's 

or the affected individual's written consent. 
 

e.   No Third-Party  Beneficiaries.  Nothing express or implied in this Addendum is 
intended to confer, nor shall anything herein confer, upon any person other than 
Agency, Associate and their respective successors or assigns, any rights, 
remedies, obligations or liabilities whatsoever. 

 
f.          Interpretation.  The   provisions  of  this  Addendum  shall  prevail  over   any 

provisions in the Agreement that may conflict or appear inconsistent with any 
provisions in this Addendum. The interpretation of this Addendum shall be made 
under the laws of the state of West Virginia. 

 
g.  Amendment.  The parties agree that to the extent necessary to comply with 

applicable law they will agree to further amend this Addendum. 
 

h.  Additional   Terms  and  Conditions.   Additional  discretionary terms  may  be 
included in the release order or change order process. 



 

 

 
 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

AGREED: 

 

 

  

Name of Agency:    

 

 

Signature:____________________  

 

Title:__________________________ 

 

Date:__________________________ 

 

 

 

  

Name of Associate:   

 

 

Signature:______________________  

 

Title:___________________________ 

 

Date:___________________________ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Accountable Care Transaction Inc dba Activate Care 

Greg D'Andrea Verified by PDFFiller

10/19/2020

Market Director 

10/19/2020

Accountable Care Transaction Inc dba Activate Care

Cindy Coakley Verified by PDFFiller

10/19/2020

RFP Manager
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Appendix A 

 
(To be completed by the Agency's Procurement Officer prior to the execution of the Addendum 
and  shall be  made a part  of the  Addendum.    PHI not identified prior to execution of the 
Addendum may only be added by amending Appendix A and the Addendum, via Change 
Order.) 

 

 
 

Name of Associate:  Christine L. Basham 
 
 
Name of Agency:   WV DHHR / BPH 
 

  
 

Describe the PHI (do not include any actual PHI).  If not applicable, please indicate the same. 

 

Care Coordination Tracking Tool collects personal data. 
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Software as a Service Addendum 

 

1. Definitions: 
Acceptable alternative data center location means a country that is identified as providing 
equivalent or stronger data protection than the United States, in terms of both regulation 
and enforcement. DLA Piper’s Privacy Heatmap shall be utilized for this analysis and may 
be found at https://www.dlapiperdataprotection.com/index.html?t=world-
map&c=US&c2=IN.  
 
Authorized Persons means the service provider’s employees, contractors, subcontractors 
or other agents who have responsibility in protecting or have access to the public 
jurisdiction’s personal data and non-public data to enable the service provider to perform 
the services required. 

Data Breach means the unauthorized access and acquisition of unencrypted and 
unredacted personal data that compromises the security or confidentiality of a public 
jurisdiction’s personal information and that causes the service provider or public 
jurisdiction to reasonably believe that the data breach has caused or will cause identity 
theft or other fraud.    

Individually Identifiable Health Information means information that is a subset of health 
information, including demographic information collected from an individual, and (1) is 
created or received by a health care provider, health plan, employer or health care 
clearinghouse; and (2) relates to the past, present or future physical or mental health or 
condition of an individual; the provision of health care to an individual; or the past, present 
or future payment for the provision of health care to an individual; and (a) that identifies 
the individual; or (b) with respect to which there is a reasonable basis to  believe the 
information can be used to identify the individual. 

Non-Public Data means data, other than personal data, that is not subject to distribution 
to the public as public information. It is deemed to be sensitive and confidential by the 
public jurisdiction because it contains information that is exempt by statute, ordinance or 
administrative rule from access by the general public as public information. 

Personal Data means data that includes information relating to a person that identifies 
the person by first name or first initial, and last name, and has any of the following 
personally identifiable information (PII): government-issued identification numbers (e.g., 
Social Security, driver’s license, state identification card); financial account information, 
including account number, credit or debit card numbers; or protected health information 
(PHI). 

Protected Health Information (PHI) means individually identifiable health information 
transmitted by electronic media, maintained in electronic media, or transmitted or 
maintained in any other form or medium. PHI excludes education records covered by the 
Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 1232g, 
records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held by a 
covered entity in its role as employer. 
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Public Jurisdiction means any government or government agency that uses these terms 
and conditions. The term is a placeholder for the government or government agency.  
 
Public Jurisdiction Data means all data created or in any way originating with the public 
jurisdiction, and all data that is the output of computer processing or other electronic 
manipulation of any data that was created by or in any way originated with the public 
jurisdiction, whether such data or output is stored on the public jurisdiction’s hardware, 
the service provider’s hardware or exists in any system owned, maintained or otherwise 
controlled by the public jurisdiction or by the service provider.  
 
Public Jurisdiction Identified Contact means the person or persons designated in writing 
by the public jurisdiction to receive security incident or breach notification.  
 
Restricted data means personal data and non-public data. 
 
Security Incident means the actual unauthorized access to personal data or non-public 
data the service provider believes could reasonably result in the use, disclosure or theft 
of a public jurisdiction’s unencrypted personal data or non-public data within the 
possession or control of the service provider. A security incident may or may not turn into 
a data breach.  
 
Service Provider means the contractor and its employees, subcontractors, agents and 
affiliates who are providing the services agreed to under the contract.  
 
Software-as-a-Service (SaaS) means the capability provided to the consumer to use the 
provider’s applications running on a cloud infrastructure. The applications are accessible 
from various client devices through a thin-client interface such as a Web browser (e.g., 
Web-based email) or a program interface. The consumer does not manage or control the 
underlying cloud infrastructure including network, servers, operating systems, storage or 
even individual application capabilities, with the possible exception of limited user-specific 
application configuration settings. 
 
2. Data Ownership: The public jurisdiction will own all right, title and interest in its data 
that is related to the services provided by this contract. The service provider shall not 
access public jurisdiction user accounts or public jurisdiction data, except (1) in the course 
of data center operations, (2) in response to service or technical issues, (3) as required 
by the express terms of this contract or (4) at the public jurisdiction’s written request.  
 
3. Data Protection and Privacy: Protection of personal privacy and data shall be an 
integral part of the business activities of the service provider to ensure there is no 
inappropriate or unauthorized use of public jurisdiction information at any time. To this 
end, the service provider shall safeguard the confidentiality, integrity and availability of 
public jurisdiction information and comply with the following conditions:  

a) The service provider shall implement and maintain appropriate administrative, 
technical and physical security measures to safeguard against unauthorized 
access, disclosure or theft of personal data and non-public data. In Appendix A, 
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the public jurisdiction shall indicate whether restricted information will be 
processed by the service provider. Such security measures shall be in accordance 
with recognized industry practice and not less stringent than the measures the 
service provider applies to its own personal data and non-public data of similar 
kind. The service provider shall ensure that all such measures, including the 
manner in which personal data and non-public data are collected, accessed, used, 
stored, processed, disposed of and disclosed, comply with applicable data 
protection and privacy laws, as well as the terms and conditions of this Addendum 
and shall survive termination of the underlying contract. 

b) The service provider represents and warrants that its collection, access, use, 
storage, disposal and disclosure of personal data and non-public data do and will 
comply with all applicable federal and state privacy and data protection laws, as 
well as all other applicable regulations, policies and directives. 

c) The service provider shall support third-party multi-factor authentication integration 
with the public jurisdiction third-party identity provider to safeguard personal data 
and non-public data. 

d) If, in the course of its engagement by the public jurisdiction, the service provider 
has access to or will collect, access, use, store, process, dispose of or disclose 
credit, debit or other payment cardholder information, the service provider shall at 
all times remain in compliance with the Payment Card Industry Data Security 
Standard (“PCI DSS”) requirements, including remaining aware at all times of 
changes to the PCI DSS and promptly implementing all procedures and practices 
as may be necessary to remain in compliance with the PCI DSS, in each case, at 
the service provider’s sole cost and expense. All data obtained by the service 
provider in the performance of this contract shall become and remain the property 
of the public jurisdiction.  

e) All personal data shall be encrypted at rest and in transit with controlled access. 
Unless otherwise stipulated, the service provider is responsible for encryption of 
the personal data.  

f)  Unless otherwise stipulated, the service provider shall encrypt all non-public data 
at rest and in transit, in accordance with recognized industry practice. The public 
jurisdiction shall identify data it deems as non-public data to the service provider.  

g) At no time shall any data or process – that either belong to or are intended for the 
use of a public jurisdiction or its officers, agents or employees — be copied, 
disclosed or retained by the service provider or any party related to the service 
provider for subsequent use in any transaction that does not include the public 
jurisdiction. 

h) The service provider shall not use or disclose any information collected in 
connection with the service issued from this proposal for any purpose other than 
fulfilling the service. 

i) Data Location. For non-public data and personal data, the service provider shall 
provide its data center services to the public jurisdiction and its end users solely 
from data centers in the U.S. Storage of public jurisdiction data at rest shall be 
located solely in data centers in the U.S. The service provider shall not allow its 
personnel or contractors to store public jurisdiction data on portable devices, 
including personal computers, except for devices that are used and kept only at its 
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U.S. data centers. With agreement from the public jurisdiction, this term may be 
met by the service provider providing its services from an acceptable alternative 
data center location, which agreement shall be stated in Appendix A. The Service 
Provider may also request permission to utilize an acceptable alternative data 
center location during a procurement’s question and answer period by submitting 
a question to that effect. The service provider shall permit its personnel and 
contractors to access public jurisdiction data remotely only as required to provide 
technical support.  

 
4. Security Incident or Data Breach Notification: The service provider shall inform the 
public jurisdiction of any confirmed security incident or data breach.  

a) Incident Response: The service provider may need to communicate with outside 
parties regarding a security incident, which may include contacting law 
enforcement, fielding media inquiries and seeking external expertise as defined by 
law or contained in the contract. Discussing security incidents with the public 
jurisdiction shall be handled on an urgent as-needed basis, as part of service 
provider communication and mitigation processes defined by law or contained in 
the contract.  

b) Security Incident Reporting Requirements: The service provider shall report a 
confirmed Security Incident as soon as practicable, but no later than twenty-four 
(24) hours after the service provider becomes aware of it, to: (1) the department 
privacy officer, by email, with a read receipt, identified in Appendix A; and, (2) 
unless otherwise directed by the public jurisdiction in the underlying contract, the 
WVOT Online Computer Security and Privacy Incident Reporting System  at 
https://apps.wv.gov/ot/ir/Default.aspx, and (3)  the public jurisdiction point of 
contact for general contract oversight/administration.  The following information 
shall be shared with the public jurisdiction: (1) incident phase (detection and 
analysis; containment, eradication and recovery; or post-incident activity), (2) 
projected business impact, and, (3) attack source information. 

c) Breach Reporting Requirements: Upon the discovery of a data breach or 
unauthorized access to non-public data, the service provider shall immediately 
report to: (1) the department privacy officer, by email, with a read receipt, identified 
in Appendix A; and, (2) unless otherwise directed by the public jurisdiction in the 
underlying contract, the WVOT Online Computer Security and Privacy Incident 
Reporting System  at https://apps.wv.gov/ot/ir/Default.aspx, and the public 
jurisdiction point of contact for general contract oversight/administration. 

 
5. Breach Responsibilities: This section only applies when a data breach occurs with 
respect to personal data within the possession or control of the service provider.  

a) Immediately after being awarded a contract, the service provider shall provide the 
public jurisdiction with the name and contact information for an employee of service 
provider who shall serve as the public jurisdiction’s primary security contact and 
shall be available to assist the public jurisdiction twenty-four (24) hours per day, 
seven (7) days per week as a contact in resolving obligations associated with a 
data breach. The service provider may provide this information in Appendix A. 
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b) Immediately following the service provider’s notification to the public jurisdiction of 
a data breach, the parties shall coordinate cooperate with each other to investigate 
the data breach. The service provider agrees to fully cooperate with the public 
jurisdiction in the public jurisdiction’s handling of the matter, including, without 
limitation, at the public jurisdiction’s request, making available all relevant records, 
logs, files, data reporting and other materials required to comply with applicable 
law and regulation.  

c) Within 72 hours of the discovery, the service provider shall notify the parties listed 
in 4(c) above, to the extent known: (1) date of discovery; (2) list of data elements 
and the number of individual records; (3)  description of the unauthorized persons 
known or reasonably believed to have improperly used or disclosed the personal 
data; (4)  description of where the personal data is believed to have been 
improperly transmitted, sent, or utilized; and, (5)  description of the probable 
causes of the improper use or disclosure. 

d) The service provider shall (1) cooperate with the public jurisdiction as reasonably 
requested by the public jurisdiction to investigate and resolve the data breach, (2) 
promptly implement necessary remedial measures, if necessary, and prevent any 
further data breach at the service provider’s expense in accordance with 
applicable privacy rights, laws and regulations and (3) document responsive 
actions taken related to the data breach, including any post-incident review of 
events and actions taken to make changes in business practices in providing the 
services, if necessary.  

e) If a data breach is a direct result of the service provider’s breach of its contract 
obligation to encrypt personal data or otherwise prevent its release, the service 

provider shall bear the costs associated with (1) the investigation and resolution of 

the data breach; (2) notifications to individuals, regulators or others required by 

state or federal law; (3) a credit monitoring service  (4) a website or a toll-free 

number and call center for affected individuals required by state law — all not to 

exceed the average per record per person cost calculated for data breaches in the 

United States in the most recent Cost of Data Breach Study: Global Analysis 

published by the Ponemon Institute at the time of the data breach (or other similar 

publication if the named publication has not issued an updated average per record 

per cost in the last 5 years at the time of the data breach); and (5) complete all 

corrective actions as reasonably determined by service provider based on root 

cause. The service provider agrees that it shall not inform any third party of any 

data breach without first obtaining  the public jurisdiction’s prior written consent, 
other than to inform a complainant that the matter has been forwarded to the public 

jurisdiction’s legal counsel and/or engage a third party with appropriate expertise 

and confidentiality protections for any reason connected to the data breach. Except 

with respect to where the service provider has an independent legal obligation to 

report a data breach,  the service provider agrees that the public jurisdiction shall 

have the sole right to determine: (1) whether notice of the data breach is to be 

provided to any individuals, regulators, law enforcement agencies, consumer 

reporting agencies or others, as required by law or regulation, or otherwise in the 

public jurisdiction’s discretion; and (2) the contents of such notice, whether any 
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type of remediation may be offered to affected persons, and the nature and extent 

of any such remediation. The service provider retains the right to report activity to 

law enforcement.  

 
 

6. Notification of Legal Requests: The service provider shall contact the public 
jurisdiction upon receipt of any electronic discovery, litigation holds, discovery searches 
and expert testimonies related to the public jurisdiction’s data under this contract, or which 
in any way might reasonably require access to the data of the public jurisdiction. The 
service provider shall not respond to subpoenas, service of process and other legal 
requests related to the public jurisdiction without first notifying the public jurisdiction, 
unless prohibited by law from providing such notice.  
 
7. Termination and Suspension of Service:  

a) In the event of a termination of the contract, the service provider shall implement 
an orderly return of public jurisdiction data within the time period and format 
specified in the contract (or in the absence of a specified time and format, a mutually 
agreeable time and format) and after the data has been successfully returned, 
securely and permanently dispose of public jurisdiction data.  

b) During any period of service suspension, the service provider shall not take any 
action to intentionally erase any public jurisdiction data.  

c) In the event the contract does not specify a time or format for return of the public 
jurisdiction’s data and an agreement has not been reached, in the event of 
termination of any services or agreement in entirety, the service provider shall not 
take any action to intentionally erase any public jurisdiction data for a period of:  

• 10 days after the effective date of termination, if the termination is in 
accordance with the contract period  

• 30 days after the effective date of termination, if the termination is for 
convenience 

• 60 days after the effective date of termination, if the termination is for 
cause 

After such period, the service provider shall have no obligation to maintain or 
provide any public jurisdiction data and shall thereafter, unless legally prohibited, 
delete all public jurisdiction data in its systems or otherwise in its possession or 
under its control.  

d) The public jurisdiction shall be entitled to any post-termination assistance generally 
made available with respect to the services, unless a unique data retrieval 
arrangement has been established as part of the Contract.  

e) The service provider shall securely dispose of all requested data in all of its forms, 
such as disk, CD/ DVD, backup tape and paper, when requested by the public 
jurisdiction. Data shall be permanently deleted and shall not be recoverable, 
according to National Institute of Standards and Technology (NIST)-approved 
methods. Certificates of destruction shall be provided to the public jurisdiction.  

 
8. Background Checks: The service provider shall conduct criminal background checks 
in compliance with W.Va. Code §15-2D-3 and not utilize any staff to fulfill the obligations 



Version 11-1--19 

 

7 

 

of the contract, including subcontractors, who have been convicted of any crime of 
dishonesty, including but not limited to criminal fraud, or otherwise convicted of any felony 
or misdemeanor offense for which incarceration for up to 1 year is an authorized penalty. 
The service provider shall promote and maintain an awareness of the importance of 
securing the public jurisdiction’s information among the service provider’s employees and 
agents.  
 
9. Oversight of Authorized Persons: During the term of each authorized person’s 
employment or engagement by service provider, service provider shall at all times cause 
such persons to abide strictly by service provider’s obligations under this Agreement and 
service provider’s standard policies and procedures. The service provider further agrees 
that it shall maintain a disciplinary process to address any unauthorized access, use or 
disclosure of personal data by any of service provider’s officers, partners, principals, 
employees, agents or contractors.  
 
10. Access to Security Logs and Reports: The service provider shall provide reports 
to the public jurisdiction in CSV format agreed to by both the service provider and the 
public jurisdiction. Reports shall include user access (successful and failed attempts), 
user access IP address, user access history and security logs for all public jurisdiction 
files and accounts related to this contract.  
 
11. Data Protection Self-Assessment: The service provider shall perform a Cloud 
Security Alliance STAR Self-Assessment by completing and submitting the “Consensus 
Assessments Initiative Questionnaire” to the Public Jurisdiction Identified Contact. The 
service provider shall submit its self-assessment to the public jurisdiction prior to contract 
award and, upon request, annually thereafter, on the anniversary of the date of contract 
execution. Any deficiencies identified in the assessment will entitle the public jurisdiction 
to disqualify the bid or terminate the contract for cause. 
  
12. Data Center Audit: The service provider shall perform an audit of its data center(s) 
at least annually at its expense and provide a redacted version of the audit report upon 
request. The service provider may remove its proprietary information from the redacted 
version. A Service Organization Control (SOC) 2 audit report or approved equivalent sets 
the minimum level of a third-party audit. Any deficiencies identified in the report or 
approved equivalent will entitle the public jurisdiction to disqualify the bid or terminate the 
contract for cause. 
 
13. Change Control and Advance Notice: The service provider shall give 30 days, 
advance notice (to the public jurisdiction of any upgrades (e.g., major upgrades, minor 
upgrades, system changes) that may impact service availability and performance. A 
major upgrade is a replacement of hardware, software or firmware with a newer or better 
version in order to bring the system up to date or to improve its characteristics.  
 
14. Security:  

a) At a minimum, the service provider’s safeguards for the protection of data shall 
include: (1) securing business facilities, data centers, paper files, servers, back-up 
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systems and computing equipment, including, but not limited to, all mobile devices 
and other equipment with information storage capability; (2) implementing network, 
device application, database and platform security; 3) securing information 
transmission, storage and disposal; (4) implementing authentication and access 
controls within media, applications, operating systems and equipment;  (5) 
implementing appropriate personnel security and integrity procedures and 
practices, including, but not limited to, conducting background checks consistent 
with applicable law; and (6) providing appropriate privacy and information security 
training to service provider’s employees. 

b) The service provider shall execute well-defined recurring action steps that identify 
and monitor vulnerabilities and provide remediation or corrective measures. Where 
the service provider’s technology or the public jurisdiction’s required dependence 
on a third-party application to interface with the technology creates a critical or high 
risk, the service provider shall remediate the vulnerability as soon as possible.  The 
service provider must ensure that applications used to interface with the service 
provider’s technology remain operationally compatible with software updates.  

c) Upon the public jurisdiction’s written request, the service provider shall provide a 
high-level network diagram with respect to connectivity to the public jurisdiction’s 
network that illustrates the service provider’s information technology network 
infrastructure.  

 
15. Non-disclosure and Separation of Duties: The service provider shall enforce 
separation of job duties, require commercially reasonable non-disclosure agreements, 
and limit staff knowledge of public jurisdiction data to that which is absolutely necessary 
to perform job duties.  
 
16. Import and Export of Data: The public jurisdiction shall have the ability to securely 
import, export or dispose of data in standard format in piecemeal or in entirety at its 
discretion without interference from the service provider. This includes the ability for the 
public jurisdiction to import or export data to/from other service providers identified in the 
contract (or in the absence of an identified format, a mutually agreeable format).  
 
17. Responsibilities: The service provider shall be responsible for the acquisition and 
operation of all hardware, software and network support related to the cloud services 
being provided. The technical and professional activities required for establishing, 
managing and maintaining the environments are the responsibilities of the service 
provider.  
 
18. Subcontractor Compliance: The service provider shall ensure that any of its 
subcontractors to whom it provides any of the personal data or non-public data it receives 
hereunder, or to whom it provides any personal data or non-public data which the service 
provider creates or receives on behalf of the public jurisdiction, agree to the restrictions, 
terms and conditions which apply to the service provider hereunder.  
 
19. Right to Remove Individuals: The public jurisdiction shall have the right at any time 
to require that the service provider remove from interaction with public jurisdiction any 
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service provider representative who the public jurisdiction believes is detrimental to its 
working relationship with the service provider. The public jurisdiction shall provide the 
service provider with notice of its determination, and the reasons it requests the removal. 
If the public jurisdiction signifies that a potential security violation exists with respect to 
the request, the service provider shall immediately remove such individual. The service 
provider shall not assign the person to any aspect of the contract without the public 
jurisdiction’s consent. 

20. Business Continuity and Disaster Recovery: The service provider shall provide a
business continuity and disaster recovery plan executive summary upon request. Lack of
a plan will entitle the public jurisdiction to terminate this contract for cause.

21. Compliance with Accessibility Standards: The service provider shall comply with
and adhere to Accessibility Standards of Section 508 Amendment to the Rehabilitation
Act of 1973.

22. Web Services: The service provider shall use web services exclusively to interface
with the public jurisdiction’s data in near real time when possible.

23. Encryption of Data at Rest: The service provider shall ensure hard drive encryption
consistent with validated cryptography standards as referenced in FIPS 140-2, Security
Requirements for Cryptographic Modules for all personal data.

24. Subscription Terms: Service provider grants to a public jurisdiction a license to:
a. Access and use the service for its business purposes;
b. For SaaS, use underlying software as embodied or used in the service; and
c. View, copy, upload, download (where applicable), and use service provider’s

documentation.

25. Equitable Relief: Service provider acknowledges that any breach of its covenants or
obligations set forth in Addendum may cause the public jurisdiction irreparable harm for
which monetary damages would not be adequate compensation and agrees that, in the
event of such breach or threatened breach, the public jurisdiction is entitled to seek
equitable relief, including a restraining order, injunctive relief, specific performance and
any other relief that may be available from any court, in addition to any other remedy to
which the public jurisdiction may be entitled at law or in equity. Such remedies shall not
be deemed to be exclusive but shall be in addition to all other remedies available at law
or in equity, subject to any express exclusions or limitations in this Addendum to the
contrary.
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AGREED: 

Name of Agency:____________________ 

AGREED: 
Name of Agency:____________________  
Signature:__________________________ Title:_____________________________ 
Date:_________________________ ___ 

Name of Vendor:_Accoountable Care Transaction Inc dba Activate Care__________________ 
Signature:___________________________ Title:_RFP Manager______________________________ 
Date:__10/19/2020____________________________

Cindy Coakley Verified by PDFFiller

10/19/2020
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Appendix A 

(To be completed by the Agency’s Procurement Officer prior to the execution of the Addendum,
and shall be made a part of the Addendum.  Required information not identified prior to execution 
of the Addendum may only be added by amending Appendix A and the Addendum, via Change 
Order.) 

Name of Service Provider/Vendor: ______________________________________________ 

Name of Agency:______________________________________________________________ 

Agency/public jurisdiction’s required information:

1. Will restricted information be processed by the service provider?
Yes 
No

2. If yes to #1, does the restricted information include personal data?
Yes 
No

3. If yes to #1, does the restricted information include non-public data?
Yes 
No

4. If yes to #1, may the service provider store public jurisdiction data in a data center in an
acceptable alternative data center location, which is a country that is not the U.S.?
Yes
No 

5. Provide name and email address for the Department privacy officer:

Name: __________________________________________________________ 

Email address:  ___________________________________________________ 

Vendor/Service Provider’s required information:

6. Provide name and contact information for vendor’s employee who shall serve as the public
jurisdiction’s primary security contact:

Name: __________________________________________________________ 

Email address:  ___________________________________________________ 

Phone Number:  __________________ ________________________________ 

Of f ic e  o f  Ma t e r na l , Ch il d , a nd Fa mil y  He a l t h

x

x

x

x

c h r is  s ny de r

c h r is .s .s ny de r @wv.g ov

Accountable Care Transaction Inc dba Activate Care

Imre Fitos 

imre@activatecare.com

855-632-2863
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Problems 
discovered...

Why Reporting & Analytics?

Questions 
answered...

Lead to 
action...

Problems 
resolved...

People 
helped...



Standard Exports

Standard Report Library Custom Reports

Reporting Database

Reporting & Analytics Offerings













Program 
Level Metrics
01
Get a high level view of your 
organization’s performance - what’s  
driving your business forward, and 
what’s driving your bottom line.

Get Notified
Set goals to measure your progress, 
and get notified if something goes 
above or below a threshold.



Executive Summary



Care 
Coordination
02
Put power in the hands of managers 
and frontline employees - help them 
track performance and grow their 
capacity.

Drill Down
See the people behind the 
numbers. With Activate Care 
Analytics powered by Looker, drill 
into the charts to gain insight and 
uncover the effort behind the data.



Empower Key Stakeholders



Component 
Breakdown
03
The Activate Care Analytics offering 
provides high level, full dashboard 
reporting, as well as the smallest 
component parts where needs 
require.

Conditional Format
Charts instantly understood based 
on predetermined thresholds and 
custom color schemes.



PRODUCTION DATABASE

PRODUCTION TRANSFORMATION

PRODUCTION DATA EXPORT

REPORTING DATA IMPORT

REPORTING DATABASE

Through Activate Care’s CareHub platform, real-time data collection and management occurs through user 
input, integrations, automations, workflows, and more. 

As necessary, data transformations take place to  calculate and capture important intermediate data constructs 
and metadata.

Production data is exported from the CareHub platform each day and prepared for import into the client-specific 
reporting database.

Following the cadenced production data export, an ingestion script upserts the data to the client-specific reporting 
database, where it becomes available for analysis.

Each Activate Care Reporting Database has a standard schema and a complete copy of program data, updated each day 
through the ETL process. The raw reporting data can then (1) be used to create custom reports, (2) be transformed using 
business rules, or (3) be aggregated for whole-person program analysis. 



When existing or new clients show interest in analytics and reporting, please follow the following process as we 
scope out the work needed to fulfill their requirements..

Report & Analysis Request Process

Lorem Ipsum Lorem Ipsum Lorem Ipsum Lorem Ipsum

Request 
Fielded

Contract 
Review

Report 
Scoping Report Build Sign-off
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Reporting & Analytics will be pushing further to see how we can introduce predictive capabilities within our 
solution. To assist with this effort, CTO Patrick Schmid will be focusing  architectural and development skills on 
the company’s strategic R&D needs, especially our data and analytics capabilities.

Future Strategy: Predictive Analytics



Key Takeaways

Improve results, grow impact

    Clients will be able to:

    Discover & resolve problems

    Find answers to their questions 

    Take action

Most importantly make an even 
greater positive impact in the 
lives of the people in their 
communities.

In-platform Analytics powered 
by Looker

Clients have the power to:

    Export from the platform

    Connect directly to database

    Standard Report Library

    Request Custom Reports 

Plans to Predict

Our current offerings will help 
them grow their capacity, show 
the value they provide, and 
impact their clients.

Our future offerings will bring 
predictive power into their 
hands.



List of Standard Reports
Panel Statistics
Current Patient Location Report

Current Active Enrollees by Organization

Current Patient Age Report

Current Patient Sex Report

Current Patient Gender Report

Current Patient Insurance Report

Current Patient Language Report

Current Patient Race Report

Current Patient Ethnicity Report

Panel Size
Number of Care Contacts

Primary Contacts

Panel Size of Primary Contacts

Average Panel Size by Top 15 Relationships

15 Most Common Organizations of Care Contacts

Panel Size for Top 15 Organizations

Panel Size by Care Contact Name

Program Status
Current Program Status

Active Program Statuses, by Month Status Applied

Not Active Program Statuses, by month Status Applied

Assessments
Completed Assessments

Completed Assessments by type

Assessments by month, with average trend line

Assessments by role

Assessments by team member

Tasks Completed
Percent of Tasks Complete

Tasks Status for Completed Tasks

Tasks Complete by Month, with average trend line

Top 10 tasks completed in the last 7 days

Tasks completed in the last 7 days by top 10 task assignees

Tasks completed in the past 7 days, by group assignment

Task Status by Task Assignee 

Average days until Task Complete

Top 10 tasks ever completed

All Tasks Completed/Outstanding (stacked)

Top 10 assignees, completed and outstanding (stacked)

Tasks Outstanding
Overdue Tasks (#)

Overdue tasks by assignee

Overdue tasks by group assigned

Top 10 Overdue tasks by name

Tasks due in the next 7 days

Tasks due in the next 7 days by assignee

Tasks due in the next 7 days by group assigned

Top 10 tasks due in the next 7 days by task name

Average days since outstanding task created

All outstanding tasks (#)

Month outstanding tasks were created

Outstanding task status

Outreaches
Outreached within last 7 days (#)

Outreached within last 7 days (T/F)

Weeks since last outreach

Activate Care | 1



Outreach by mode
Outreach by date and mode (stacked)

Completed outreaches (#)

Outreach Calendar Heatmap

Outreaches by zip code

Outreaches by team member

Outreaches by role

Outreaches by activity

Sections (in validation)
Sections by name

Sections by month created

Sections by organization

Goals (in validation)
Mean goals per plan

Total goals achieved

Total plans with goals

Total goals set

Total goals achieved this month

Month goal achieved

Goal state

Average days until goal complete

Incomplete goals: average days since goal created

Month goal created

Goal sender organizations

Top 15 goal names

Events (in validation)
Events in the last 7 days by name

Events in the last 7 days by type

Top 15 events by name

Events types

Average event duration by type

Events types by start month

Labels on events

Platform Usage
User Activity

User Actions Last 7 Days

Platform Activity by Day

Top Platform Actions Last 7 Days

Least Engaged Users Last 7 Days

Most Engaged Users Last 7 Days

CHS Needs Assessment
One report per question, split out by answer options.

PRAPARE Assessment
One report per question, split out by answer options.

Referral Activity Snapshot (in validation)
Referrals by Plan/Organization

Referral Summary by Receiving Organization

Referral Outcomes Retrospective (in validation)
Referral Outcomes by Plan/Organization

Outcomes

Outcomes Reasons (subcategory)

Referrals Network Scorecard (in validation)
Organization Breakdown by Status

Average Response Time After Request (in hours)

Needs Addressed by CBO This Month

Progress by Week All Statuses

Referral Activity by Week

Referral Outcomes by Week

Patient with Open Needs

Identified Needs with No Referral

Patients with Accepted Referrals

Total Referrals Requested

Average Needs Per Patient

Overall Average Response Time After Request (in hours)
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Identified Needs

Need Progress

Referrals Acceptance Rate

Current Referral Status Breakdown

Decline Reason

Referral Outcomes All Time

Average # Days From Request to Services Delivered

Average # Days From Request to Services Not Delivered

Average # Days From Request to Wait Listed

Average Time to Outcome by Need (in days)

Referral Need Status Sankey

Service Partner Engagement Snapshot (in validation)
Total Referrals Received

Total Referrals Processed

Pending Referrals

Platform Engagement
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Introduction  

A Healthcare collaboration hub.  

Activate Care is a Boston-based Healthcare information technology company that 
provides a SaaS based solution for care coordination across healthcare facilities, 
social service agencies, patients, families, and care providers.  

The Activate Care solution provides:  

● ​A platform that pulls in all data across the community, bridging healthcare 
and community-based organizations, to serve high-risk, high-needs patients.  

● ​A real-time shared plan of care with tasks, goals, assessments, appointments, 
reminders and alerts that addresses a patient’s needs holistically.  

● ​A secure, shared space where any care coordinator can interact with patients 
and care teams wherever they may be.  

● ​Visibility into the state of play for any patient, and the ability to measure and 
improve on care plan follow up.  



Security and Privacy  

Activate Care takes security and privacy very seriously. All employees of Activate 
Care are aware of the sensitivity of the patient data that they are dealing with, and 
take the utmost care in protecting this data. To this end, Activate Care has 
implemented various administrative, physical, and technical safeguards, in 
accordance with HIPAA (Health Insurance Portability and Accountability Act of 1996), 
to ensure the privacy of all protected health information (PHI) and all other data 
captured and shared on the platform.  
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Administrative Safeguards  

Activate Care Security Team  

The Activate Care Security Team is comprised of the Compliance Officer, the 
Information Security Officer and the Privacy Officer. The Security Team meets at 
regular intervals to discuss any issues related to Activate Care security, compliance. 
All security related policies and procedures go through the  

Security Team and are disseminated to the rest of the Activate Care workforce if 
appropriate.  

Appointments   

● ​Compliance Officer: Ted Quinn  
● ​Information Security Officer: Imre Fitos  
● ​Privacy Officer: Matt Goudreau  



Procedures   

The Security Team meets regularly to discuss any security and privacy related issues 
and address any potential issues that arise. If any issue(s) becomes apparent, the 
appropriate actions are taken to ensure minimize risks to all of the users of the 
Activate Care system. All applicable points of these meetings will be disseminated to 
the rest of the Activate Care workforce. Meeting minutes are kept and made 
available to the workforce upon request.  

Furthermore, the Security Team also reviews policies and procedures at least once 
every 6 months. In the event of a policy change that affects the employees, all 
affected employees will be notified of the updated policies.  
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At Activate Care we have an open email address (report@Activate Care) that allows 
anyone (both internal and external) to report any security, privacy, etc. related 
concerns. All security concerns that arise are logged by the Compliance Officer and 
are addressed at the weekly Security Team meetings.  

Emergencies, Breaches and Other Security Incidents   

Policy for Breach Notification and Reporting   

Activate Care, following the discovery of a breach of unsecured protected health 
information, will notify any affected covered entities and patients. Activate Care 
keeps records of such breaches and notifications on an encrypted volume that is 
accessible by the Security Team.  

A breach shall be treated as discovered by Activate Care as of the first day on which 
such breach is known to us. We shall be deemed to have knowledge of a breach if 
the breach is known, or by exercising reasonable diligence would have been known, 
to any person, other than the person committing the breach, who is an employee, 



officer, or other agent of Activate Care. We will provide notification of such breach 
without unreasonable delay, and as specified in customer Business Associate 
Agreements (BAAs) and in no case later than 60 calendar days after the discovery of 
the breach.  

The notification shall include, to the extent possible, the identification of each 
individual whose unsecured protected health information has been, or is reasonably 
believed by Activate Care to have been accessed, acquired, used or disclosure during 
the breach. We shall provide the covered entity with any other information that the 
covered entity is required to report in the notification, to the extent that we are able.  

Identify and respond to suspected or known security incidents 

Activate Care has the following policies and procedures in place:  
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● ​Activate Care’s production operating system and application logs are 
continuously monitored and our team is alerted by secure message if any 
breaches or potential attacks are detected.  

● ​All activity is logged on production machines and the logs are securely 
transmitted to a separate log server.  

● ​Activate Care’s production servers have only minimum required ports open. ​● 
Activate Care’s database is located in a Virtual Private Network at our hosting 
provider and is not accessible from outside said network.  
● ​Our production web servers undergo biweekly vulnerability testing performed 

by Detectify. The Activate Care Security Team reviews the result of each of 
these tests and responds appropriately to any detected areas of weakness.  

● ​Activate Care keeps detailed audit logs that can be reviewed if any suspected 
aberrant access is detected.  

● ​Logs are securely transmitted to a log server. Logs are encrypted and backed 
up and kept for at least 7 years.  

Policy for responding to known security incidents and breaches  



If a breach is detected, the Chief Technology Officer and/or the Chief Security Officer 
will review all appropriate logs and HIPAA reports to determine who might have had 
access to the information and who might have had information exposed. The 
content of the exposed information will be reviewed with the Security Team to 
determine what the potential risks are to the patients with exposed data.  

Any security incident or breach detected by anyone can be reported at any time to 
report@Activate Care. This is then forwarded to the Security Team who will conduct 
a risk assessment.  

If the problem is limited to human factors, steps will be taken for retraining and 
potential for introducing automated checks will be proposed. If the problem is in the 
system, a patch will either be quickly developed, or the module with the exposure 
risk will be deactivated, pending resolution of the exposure risk.  
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If a breach has occurred with significant risk of financial, reputational or other harm 
to the affected individual (outside of the 3 exceptions allowed for in section 13402 of  

1  

the HITECH Act ), then the affected individuals, any affected covered entities or 
business associates, and the secretary will be notified as described below. In 
addition, the Federal Trade Commission (FTC), as required and specified by the 
Health Breach Notification Rule, will be notified as described below.  

Individuals will be notified by email if current. If not, notice will be posted to their 
last known address. If more than 10 of these notices are returned due to invalid 
addresses, then notice will be provided on our website.  

Timing and contents of the notice   

This notice will be sent no later than 60 days after the breach, and will include to the 
extent possible:  



● ​a description of the breach  
● ​a description of the types of information involved in the breach ​● ​steps the 
individual can take to protect themselves from potential harm ​● ​brief 
description of what we are doing to investigate the breach, mitigate the harm 
and prevent further breaches  
● ​Contact information for our compliance and security officers.  

The Health and Human Services (HHS) Secretary will be notified by using the online 
form provided at:  
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstr 
uction.html  

The FTC will be notified by submitting the standard form from at 
www.ftc.gov/healthbreach  

1 ​http://www.hipaasurvivalguide.com/hitech-act-13402.php  
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Users and Access to the system  

Employees of Activate Care  

The following section addresses the access to both PHI and non-PHI resources by 
members of Activate Care.  

Background Checks  

All Activate Care employees undergo a security background check as a requirement 
of their employment.  



Granting Access to Activate Care Resources  

Access to Activate Care resources can be broken down into two main categories: 1) 
PHI and 2) non-PHI. PHI data includes the clinical data that is found on the Activate 
Care web application and access to the production servers that house said data. 
Non-PHI data includes such items as files and documents created and used within 
Activate Care for the day-to-day operation of the business.  

All Activate Care employees receive an (unique) email address that is used to limit 
their access to non-PHI data. A password must also be created for this account. 
Access to these documents is restricted by these email addresses so that only the 
appropriate personnel have access to the appropriate documents. The 
aforementioned accounts are created by a member of the Security Team.  

All who require access to the Activate Care web application (such as for purposes of 
support) at Activate Care are provided a unique login to the Activate Care web 
application (the same email address as their Activate Care email address).  
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When their Activate Care web application account is created, a unique 128 bit 
Universally Unique Identifier (UUID) is also automatically created. This UUID is used 
to track all access to the PHI data within the Activate Care web application. To log in 
to the system that houses the ePHI, the user must authenticate using this account 
and the password that they have created. These accounts are created by a member 
of the Security Team.  

Procedures followed upon employee termination  

Upon termination of an employee, all access to Activate Care documents, 
services, tools, and credentials are removed. Any company hardware (e.g. 
computer) is collected and inventoried. For critical employees, a clone of their 



harddrive is also made and securely stored.  

Granting Access to PHI  

Access to PHI can be divided into two categories 1) via the web application, 2) by 
direct access to the production servers. Members of the support and engineering 
team, are provided with a unique login to the Activate Care web application. These 
users will provide this unique login along with their password to log in to the 
system. This system uses a role-based security policy ensuring that these users can 
only see the information that is pertinent to them. Similarly, the actions that can be 
performed in the system are limited by the user’s role.  

Direct access to the production servers is only granted by a member of the Activate 
Care Security Team. To access these servers, a user must connect to a bastion host 
with a unique username and password, followed by securely connecting using an 
individually unique username and certificate via Secure Shell (SSH) to the applicable 
production machine(s).  

Non-Activate Care Users   
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The following section addresses the access to the Activate Care system by the users 
of the Activate Care system. These users do not have access to Activate Care 
internal documents but can only access PHI through the Activate Care web 
application.  

Account/Program Members   

Account and Program members can be invited to use the Activate Care system via 
one of two ways: explicit account creation by a member of the Activate Care staff or 
via an invitation from an existing user in the Activate Care system.  



Explicit Account Creation  

Properly trained members of the Activate Care staff can provision accounts for 
providers in the system by loading the pertinent information into the tool. During 
this process the providers are associated with a particular group (for sharing 
patients, etc.) and all of their demographic information is supplied.  

Invitation From Within The Application  

Existing users with the Activate Care system with the appropriate privileges can 
invite new providers to the system via the built in invitation process to either 
particular patient plans or to their organizations. The provider will supply the email 
address of the new user and a unique invitation link will be sent to that person.  

Patients   

Patients can be invited to the Activate Care system by existing users with the 
appropriate privileges. As with provider invitation above, the system generates a 
unique invitation link that is sent to the patient via email that will provide them with 
the steps to enroll in the system. Patients can only view their own patient team and 
are not permitted to see any other patient information.  
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Password Policies  

To ensure the security and integrity of the PHI contained within the Activate Care 
system, we have various password policies in place.  

Activate Care Employees  



All Activate Care employees have their own workstations that are to be used for 
day-to-day operation. Through internal policies and procedures we require that all 
Activate Care employees change their passwords at least once every 6 months and 
use a strong password (at least 8 characters, mixed case, alphanumeric, etc.). 
Employees who have access to PHI are asked to change their passwords at least 
once every 3 months.  

Activate Care System  

The password requirements for users of the Activate Care platform are that they 
must have:  

● ​8 characters in length  
● ​Contain at least 3 of the following 4 types of characters:  
● ​Lower case letters (a-z),  
● ​Upper case letters (A-Z),  
● ​Numbers (i.e. 0-9),  
● ​Special characters (e.g. !@#$%^&* )  

Activate Care also offers the ability to have single-sign-on (SSO) with it’s clients. This 
enables the client to choose the password policies on their end and Activate Care 
will authenticate against the client’s identity provider.  
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Physical Safeguards  

Facility Access Controls  



Facility Security   

All Activate Care employees share the responsibility of keeping a safe and secure 
work environment. The Activate Care offices are accessible with the use of a secure 
keycard. Non-employees are required to ring a bell to be granted access to the 
office. Employees will ensure that locked doors are not propped open, that all doors 
are locked if no one is present, and that no unauthorized personnel enter the 
Activate Care workspace. The office is covered with security cameras and a recorder 
system.  

Activate Care is currently located at 200 State Street. Building security controls the 
access to this building. After hour access requires keycard access to the building.  

Employees of Activate Care are required to keep their computers locked when 
unattended, and report any suspicious activities to the appropriate authorities.  

In the event of an emergency or any other contingency, each Activate Care 
employee possesses their own laptop and can carry out their duties remotely. There 
is no patient PHI stored at this physical location as all of the PHI is located within the 
secure HIPAA compliant data centers owned and operated by our hosting provider.  

Access Control and Validation Control   

Access to PHI data is limited to a minimum number of people who require access to 
perform their work at Activate Care. Decisions regarding who requires access to the 
production serves is decided by the Chief Security Officer. Similarly, accounts for the 
support staff are created by the Chief Security Officer and are promptly deactivated 
if employment is terminated at Activate Care.  
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Server Maintenance Records   

No one at Activate Care has physical access to our server room as it is hosted by a 



third party vendor (Amazon AWS) who maintains maintenance records, which are 
available for our servers on request.  

Workstation Use & Security   

Activate Care attempts to limit as much as possible the amount of electronic PHI 
that is stored on computers outside of the Activate Care secure server. Devices or 
computers that store electronic PHI and do not have passwords are to be avoided, 
and if used, should be under workforce supervision or locked up in a secure 
environment. Generally all computers have full hard-drive encryption and antivirus 
and remote management software. All employees that have access to e-PHI are 
also required to run our Data Loss Prevention monitoring solution.  

Device & Media Controls  

Disposal   

When hardware or media containing Activate Care PHI is to be discarded, the media 
on which the PHI resides is destroyed. We have procedures for destroying media 
that stores electronic PHI before leaving Activate Care so that it cannot be reused. 
Any server components that are located with our hosting providers only store 
encrypted information that would not be accessible if the drives were disposed of.  

Media Reuse   

Activate Care does not reuse media that stores electronic PHI available to outside 
organizations or outside individuals for reuse. If computers are to be discarded, the 
hard drives are destroyed if possible, if not, securely wiped using US Department of 
Defense standards.  
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Accountability   



Activate Care maintains a record of movement of all hardware and electronic media 
that contains electronic PHI and any person responsible thereof.  

Technical Safeguards  

Access Controls  

Unique User Identification   

We assign a unique name and password for identifying and tracking user 
identification. All users are identified by a 128 bit universally unique identifier (UUID) 
and are instructed never to share their user ID and password with others.  

Role Based Access Controls   

Activate Care makes use of a role-based access control system that lets users grant 
permissions in a variety of ways. The access levels that can be granted to a patient 
record are “Read Only”, “Discuss”, “Collaborator”, and “Administrator”. These roles 
can do the following:  

View only   
● ​Can view and search for non-restricted content.  

Discuss   
● ​Can view and search for non-restricted content.  
● ​Can start and respond to messages.  

Collaborator   
● ​Can view and search for non-restricted content.  
● ​Can start and respond to messages.  
● ​Can create and edit sections, tasks, events, relationships, and attachments 

Administrator   
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● ​Can view and search for non-restricted content.  
● ​Can start and respond to messages.  
● ​Can create and edit sections, tasks, events, relationships, and attachments. 
● ​Can give permissions to others.  

Within each record it is possible to create restricted sections that override the 
permissions users have on a patient plan. For example, it is possible to ensure that 
only a subset of people who have plan level permissions have access to this section. 
Similarly it is possible for a person to create a restricted section in which a plan level 
administrator only has view-only access.  
Besides   

Person or Entity Authentication   

We have procedures for verifying that a person or entity seeking access to electronic 
protected health information is the one claimed. Many of these procedures are 
dependent on proper use of passwords. Registered users have a username and 
password.  

Procedures for verifying user identity   

The user identity verification varies by user type and can be summarized as follows: 

User Type Creation Method Verification Method   

New  
Providers (Pre loaded)  
These providers are 
pre-loaded by a member 
of Activate Care and the 

details are manually 
verified before the  
creation of their accounts. 
For example, this method 
is used to create  
accounts for an entire 

clinic.  
These accounts are 
manually verified by 
members of Activate 
Care   
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New providers (Invited) These providers 
(medical and non-medical) are  
invited to the Activate  
Care  
web application by anyone  
who has the appropriate  
privileges  
New patients These providers are invited 
to the Activate  
Care  
web application by anyone  
who has the appropriate  
privileges  

New family members These providers are 
invited to the Activate  
Care  
web application by anyone  
who has the appropriate  
privileges.  

Emergency Access Controls   
The user inviting the provider must 
provide a valid email address for the 
invitation to succeed.  

The user inviting the provider must 
provide a valid email address for the 
invitation to succeed. After the patient 
has enrolled, it is the  
responsibility of the  
providers on the team to ensure the 
validity of the patient.  
The user inviting the provider must 
provide a valid email address for the 
invitation to succeed. After the user has  
enrolled, it is the  
responsibility of the team members to 
ensure the validity of the user.  

We have procedures for accessing electronic health information during an 
emergency. We perform a daily full backup of both the database and any uploaded 
files to a remote location server. In addition, we perform continuous incremental 
backups of our database.  
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Automatic Log-off   
By default, users of the Activate Care web application and REST API are 
automatically logged off after 30 minutes of inactivity.   

Encryption and Decryption   

Activate Care has a mechanism to encrypt and decrypt electronic protected health 
information using the generally recommended industry standard algorithms for 
healthcare data and uses them when appropriate.  

All PHI data is stored on AES-256 encrypted hard drives on production Amazon 
Linux 2 server machines. The decryption keys are stored separately in an encrypted 
vault. As such, if a server is shut-down, it is not possible to access the encrypted 
data on reboot until the decryption key is provided.  

Data Security & Integrity  

Types of PHI  

The use of Activate Care results in the storage of PHI in the Activate Care databases. 
This data may be structured, semi-structured and unstructured.  

Structured PHI Data  

● ​Name  
● ​Gender  
● ​Date of birth  
● ​Address(es)  
● ​Telephone number(s)  
● ​Email address  
● ​Insurance  
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● ​Details about caregivers (if they are added to the patient's care team) 

Semi-Structured PHI Data  

● ​Insurance information  
● ​Medical record numbers  
● ​Answers to assessments  
● ​Custom fields  

Unstructured PHI Data  

● ​All free-text input entered as tasks  
● ​All free-text input entered as comments  
● ​All free-text input entered in the care plan  
● ​All free-text input entered in to outreaches  
● ​All files that are uploaded that may contain PHI  

Amazon Web Services  

We use Amazon Web Services (AWS) to store user uploaded files and backups of the 
Activate Care system. All files that are sent to Amazon are first encrypted with a 
unique encryption key on a production web server on the encrypted partition. In 
conjunction with the SSL connection that a client uses to connect to our web 
application, files are never in clear-text after they leave the client’s computer. The 
keys for these encrypted files are stored securely at Amazon to ensure that the keys 
and the encrypted files are not on the same system.  

Transmission Security  



Web service  

Confidential & Proprietary Activate Care ™ All Rights reserved HIPAA Security Statement ​21 

 

We only use an SSL encrypted connection with a minimum 128-bit encryption to 
access any of the data from the web service.  

In addition, we have a Web Access Firewall (WAF) that is configured by our hosting 
service, Amazon AWS, which is configured to detect and block any suspicious 
activity. Through the service that Amazon AWS provides, we can see and monitor 
any potential attacks that are occurring on our servers. If such an event is detected, 
the appropriate action will be taken by the Security Team and/or the Development 
Team to address any and all (potential) issues.  

Database and backup servers  

Both the database and backup servers are located in secure facilities and are 
located in a virtual private network (VPN). As such, these servers are not visible or 
accessible from the outside world. All communication with these servers must 
happen either through the web service or by directly logging into the VPN network 
with a separate username and password. When data is transferred from one 
machine to another we ensure that we use an encrypted channel (SSH) to ensure 
data integrity and data security.  

Disaster Recovery  

In the event of a disaster, we have procedures for accessing electronic health 
information during an emergency. We perform a daily full backup of data to servers 
located in a separate data center in a different geographical area. In addition, we 
perform continuous incremental snapshots of the database. Currently, the 
maximum data loss is 59 minutes, 59 seconds for the production environment.  

Integrity  

Activate Care has mechanisms to limit end-user access to the electronic medical 



system. Access is only through specific application(s) where activity is logged. End 
users do not have the ability to modify data once it has been electronically signed. 
Activate Care has the ability to audit the modification of data that does not take 
place through the applications.  
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Server Isolation  

Our hosting provider, Amazon AWS, provides Server Isolation by use of a 
hypervisor- based firewall that inspects all traffic as it traverses the Virtual Network 
Interface Controller (vNIC) to each of Activate Care’s servers. Therefore, although 
there are multiple servers on the same subnet in the datacenter, they are all 
virtually isolated at a vNIC level by the hypervisor embedded firewall.  

Data Retention Policy  
The Activate Care platform is designed to facilitate the authorized sharing of the real 
time plan of care for patient teams. Because of this sharing, data within the Activate 
Care system can have multiple owners, and so when one customer leaves Activate 
Care the data which is co-owned by multiple possible users, especially the patient 
themselves, that data cannot immediately be deleted from the system. In addition, 
in order to be able to identify which users had access to specific patient data, and 
this permission is granular (i.e. at the act level within the system), we retain 
encrypted archived copies of the data in sufficient detail to be able to respond to an 
audit request as required by HIPAA.  

● ​Encrypted in transit and at rest, two factor authentication for access to the 
production data, anomaly logging, SOC 2 certified production facility, protect 
backups  

● ​The terms of the BAA governing the PHI which cannot be returned or 
destroyed but remains in Activate Care survives the termination of the BAA, 
as long as that data remains in our system.  

● ​Because we deal with national payors who are obligated by Medicare and 
Medicaid to retain data for 10 years (which is longer than the required period 
by HIPAA), we retain encrypted archived copies of the data.  



Any external files which are provided to Activate Care that are confidential or 
contain PHI, will be returned or destroyed.  

Any data that remains in the system will not be sold to third parties, and will only be 
used for the purposes covered in the agreement.  
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Once a paying customer terminates their contract with Activate Care, Activate Care 
will:  

● ​provide a grace period for customer team members to close off all their 
activities with Activate Care  

● ​after the grace period  
● ​all open tasks assigned to customer members, will be marked 

as “dismissed”  
● ​will provide a copy of all the activities on the patient teams of 

which they were members  
● ​will remove their providers from patient teams  

Development Release Cycle  

Activate Care subscribes to the agile methodology for software development. This 
ensures that we take an iterative approach to software development and enables us 
to efficiently respond to the needs of our customers. Code is released on a weekly 
cycle that includes new features, bug fixes, and upgrades. Urgent fixes are released 
as soon as they are ready.  

All code that is released to our customers undergoes both manual peer review 
along with automated security checks. Activate Care also runs automated 
penetration tests against our application every two weeks.  

Secure Development Workstations  

All Activate Care development workstations are Apple computers with the necessary 



security settings in place. This includes, but is not limited to, encrypted hard-drives, 
antivirus software, and mobile device management (MDM) software installed. 
Production data is never present on development workstations.  

Secure Code Review  
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Any piece of code that may affect customers and/or customer data is subject to 
secure development practices. When new functionality is ready, the code is 
reviewed by a peer and/or a tech lead. All of the unit, integration, and browser 
testing code that is written is similarly reviewed. The new functionality is also 
manually tested in a testing and staging environment by a project stakeholder to 
verify that it meets the requirements of the project. These environments are 
completely separate from the production environment and no customer data is 
used in the testing environment. Prior to deployment all code undergoes a full 
automated test suite to ensure that no bugs are introduced by the new feature that 
affects existing functionality.  

QA Review  

The new functionality is also manually tested in a testing and staging environment 
by a project stakeholder to verify that it meets the requirements of the project. As 
part of this manual testing process, the reviewer examines both the new 
feature/code along with any related existing functionality to ensure that everything 
works seamlessly. These environments are completely separate from the 
production environment and no customer data is used in the testing environment.  

Segregation of Responsibilities  

The Activate Care engineering and infrastructure teams, along with the rest of 
Activate Care, adheres to the minimum-necessary rule, providing 
minimum-necessary access to code, system, and infrastructure. Deployment of a 
new release to the production environment is only performed by the deployment 
team. This ensures a more secure and reliable development process.  



Staging and Testing Environments  

Before code is ready to be deployed to production, all code is deployed to a testing 
environment that is functionally equivalent to the production environment. In this 
environment, the functionality is manually verified to ensure that it meets the 
customer requirements. Only simulated data is used in the staging and testing 
environments.  
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Deployment and Security Practices  

New functionality is released to production outside of normal business hours. 
Depending on the type of release, there may be scheduled downtime usually 
ranging from 1 to 30 minutes. If a critical issue is found, a fix may be deployed 
quickly without affecting the Service outside the normal release schedule. Although 
these typically are no-downtime deployments, Activate Care reserves the right to 
take the system offline for highly-critical fixes.  

Data Retention & Backups  

All services that relate to patient ePHI are part of the Activate Care backup and 
contingency plan.  

Currently Activate Care has the following backup policies in place:  

● ​The database housing all Activate Care data is incrementally backed up 
continuously. Daily full backups are transferred to a geographically separate 
datacenter.  

● ​All uploaded files are backed up to Amazon S3 as they are uploaded to the 
system.  

● ​All production data and log files are backed up to a Amazon S3 continuously 
with at least a 7-year retention.  

● ​All configuration files to the web servers are actively maintained and 



versioned. As such we can re-create a server quickly and reload it with the 
backup data.  

Activate Care is constantly improving its data archiving and availability processes. 

Data Retention  

All backups, log files, and uploaded files are kept for at least 7 years, or longer, 
depending on what the law dictates.  
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Audit Controls  

We have a number of different mechanisms that record and examine activity in 
information systems that contain or use electronic or use electronic protected 
health information.  

Web Server  

Detectify (https://www.detectify.com) does a vulnerability scan once every 14 days 
on our public web servers. Note, the database and backup servers are not visible to 
the public and thus are secure. Any potential issues that may be discovered by this 
automated scan are fixed. Any other security concerns are also proactively fixed.  

System Architecture  

“Living” Architecture  

As with all software systems that are actively developed, Activate Care’s system is 
constantly being improved for stability, security, reliability, and scalability. Although 
we outline the current system architecture below, we are constantly applying the 
best-of-breed technologies, methodologies, and practices to improve the system as 
a whole.  



Current Architecture  

Activate Care’s web application makes use of cutting edge technology combined 
with a secure and well-tested infrastructure. The application uses the time-tested 
Ruby on Rails framework augmented with ReactJS to provide a stable and 
responsive application. A REST API is also available to be used for integrations with 
clients.  

To make Activate Care as safe, secure, and reliable as possible, we have various 
technical procedures in place. First, Amazon provides a Web Application Firewall  
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(WAF) that scans all incoming traffic to detect, filter out, and log any suspicious 
activity such as Denial of Service (DOS) attacks, Cross Site Injection attacks, etc. All of 
this aberrant behavior can be viewed on the dashboard that is provided to us by 
Amazon.  

All connections to our service occur only over a minimum 128-bit encrypted Secure 
Socket Layer (SSL) connection. Only our web servers have a public Internet Protocol 
(IP) address. All other servers (e.g. database server, backup servers) cannot be 
accessed from outside the Virtual Private Network (VPN). Furthermore, these 
servers are configured to only allow connections for particular servers on particular 
ports. There is one exception to this - administrative access to these servers is 
provided via the use of a Secure Shell (SSH).  

To ensure data reliability, we keep incremental backups of the last 72 hours of the 
production database and save daily full backups in multiple locations. All files that 
are uploaded by users of the Activate Care system are kept in multiple 
geographically different data centers.  

We use the S3 service provided by Amazon as a secure backup solution to ensure 
long term storage of our user’s files in a stable, secure way. Amazon S3 has a ​2  

99.999999999% durability guarantee , which is vital for user content that needs to 
be accessed relatively frequently and be stored for long periods of time.  



Privacy & Security Summary   
Contact information   
Name: Imre Fitos, Chief Security Officer   
Phone: 855-632-2863   
E-mail: imre@Activate Care   

2 ​http://aws.amazon.com/s3/faqs/  
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Employee Access to E-PHI  

Question Y N Commentary   
Do employees within Activate Care have 
access to e-PHI?  
● ​Approximately,  
how many  
employees within  
your organization  
have access to  
e-PHI?  
Do all of those employees sign an annual  
confidentiality agreement? ​● ​List methods 
used to train/educate  
employees  
regarding the  
Security standards  
and accessing  
e-PHI.  
Do employees of your organization share  
passwords that allow multiple people to 
access e-PHI under the same user account?  
Do you log all  
administrative access to the systems where 
e PHI is stored?  
X Currently, 11 persons. This includes the 
Activate Care Implementations and 
Accounts team,  

Customer Success team, and key leaders of 
the Engineering team.  

X All employees of Activate Care go through 
an annual HIPAA training course which 
educates them on the policies and 
procedures pertaining to e-PHI.  

X All employees have their own accounts to 
be used when dealing with e-PHI.  

X All access to the Activate Care website is 
logged on a query-by-query basis.  
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Do you allow  
Internet-based  
access to e-PHI?  

Do you allow your  
employees  
to access e-PHI from their homes?  

Data Protection  
X As Activate Care is a web application, all 

access to the patient information is over 
the internet using internet browsers. To 
ensure security, we ensure each user has a 
distinct log-in (an email address) and 
enforce strong passwords. A user creates 
his/her password when then enroll in the 
Activate Care system after accepting an 
invitation.  
X As Activate Care is a web application, 
e-PHI can be accessed from anywhere, 
whether it be from the office, the home, or 
a mobile device. We enforce strict 
password policies and data encryption 
(both during transmission and while at 
rest) to ensure that patient data is safe. All 
access to the web application is logged.  

Question Y N Commentary   
Are all feeds of e-PHI encrypted? (List any 
that are not.)  
When e-mails leave the security of a 
protected network and contain e PHI, are 
they encrypted?  
X All data transmitted to and from 

Activate Care is transmitted security using 
an encrypted SSL connection.  
X We do not use email to communicate 
patient information. All patient 
information is stored within the Activate 
Care system.  

Is the e-PHI backed up? X We perform continuous incremental database backups and a 
nightly full backup. All of this data is  
backed up to a datacenter in a different geographic   
location to ensure data continuity and is  
transmitted using encrypted connections.  

Is all e-PHI be encrypted on the disks or on the  



X All e-PHI is encrypted both at rest (while 
on disk) and when in-flight (when being 

transmitted from our servers to the client 
machines).  
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backups on which it  
resides?  
What is your commitment as to the 
maximum time between you discovering a 
security violation and when will be notified 
of the violation?  

System Audits  
We shall be deemed to have knowledge of 
a breach if the breach is known, or by 

exercising reasonable diligence would have 
been known, to any person, other than the 
person committing the breach, who is an 
employee, officer, or other agent of 
Activate Care. We will provide notification 
of such breach without unreasonable delay 
and in no case later than 60 calendar days 
after the discovery of the breach.  

Question Y N Commentary   
Do you perform system audits?  

● ​When was your organization’s last 
Information Systems security  

audit? Who performed this audit? 
● ​Were any area(s) of concern found 
in any audit that have not yet been 
addressed? If yes, please detail the 
areas of concern.  

Do you log access to each 
individual access to e-PHI?  

X Our web server undergoes an automated 
biweekly audit performed by Detectify. No 

security issues have been found with our web 
server and we proactively  

address any potential issues that arise.  



We also perform internal drills to  
simulate responding to potential 
issues. The results of these drills are 
made  
available to all employees of Activate 
Care and are reviewed by the Activate 
Care Security Team.  

X All access to the Activate Care website is 
logged on a query-by-query basis. As such, 

we can identify who has visited which 
patient’s record, etc. Furthermore, we log 

every update that is made and keep all 
historical versions of PHI. This way, we can 

always attribute any update  
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to the particular user who performed  
said update.  
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Open Source Products and Libraries  



Activate Care uses various open source libraries and products in the production 
environment. All of the components are commonly used in the industry and have 
been vetted by our security officer and have been reviewed to ensure the safety and 
security of our system and the data that it contains. The main products and libraries 
are:  

Product/Library 
System/Compone  ​nt   
Notes   

Amazon Linux 2 OS Operating system on production servers Docker OS Containers 
for packaging up production components  

PostgreSQL Database Production database  
ElasticSearch Database Search accelerator  

Redis Database Production session and cache databases Ruby on Rails REST API The 
python framework for the Activate Care backend REST API  

Clam Antivirus Antivirus Scan all files for malware  
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Subcontractors & Third-Party Vendors  



Vendors with No Access to PHI  

Amazon   

Have BAA: Yes  

We use Amazon Web Services (AWS) to operate encrypted servers and services and 
to store user uploaded files and backups of the Activate Care system. All files that 
are sent to Amazon are first encrypted on a production webserver on the encrypted 
partition. In conjunction with the SSL connection that a client uses to connect to our 
web application, files are never in clear-text after they leave the client’s computer. 
The keys for these encrypted files are stored separately to ensure that the keys and 
the encrypted files are not on the same system. Amazon personnel has no access to 
non-encrypted e-PHI.  

Google   

Have BAA: Yes  

Activate Care employs Google to host its email system and its internal documents. 
All employees are trained to ensure that no patient PHI is ever entered in plain-text 
documents stored on the Google servers or sent via email. If PHI has to be sent 
and/or stored on using Google’s services, the data files are first encrypted or stored 
in an encrypted volume (e.g. using TrueCrypt).  

The Security Team oversees access to the Activate Care email system and the 
internal documents. Users that no longer need access (e.g. termination) have their 
accounts promptly deactivated and/or deleted.  
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SendGrid   



Have BAA: No  

We use this third party solution to send automated emails. Activate Care does not 
send any PHI information in any of the automated emails. Any user-generated 
content that may get sent via an email has an explicit warning about not sending 
any PHI.  

NewRelic   

Have BAA: Yes  

We use this third party solution for monitoring our server performance. We have 
manually inspected the log files to confirm that no PHI is being sent to NewRelic. 
This manual check will be done on each NewRelic agent update (See the audit logs 
in Audits/NewRelic).  

Conduits Used  

InterFAX   

We use this third party solution to send faxes. We have followed all of the guidelines 
provided by InterFAX to ensure that we are following their HIPAA guidelines. For 
details on their compliance, view​ ​http://www.interfax.net/en/hipaa_compliance  

FreedomVoice   

We use this third party solution for the Activate Care toll-free phone number. The 
automated message instructs callers not to leave PHI in any voicemail or send us 
any faxes containing PHI data. According to FreedomVoice (see documentation in  
Vendor Documents), they make every effort to be in compliance with HIPAA. By 
policy no one shall retain voice mail at this service for any extended period of time.  
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Revision History  

Date Rev. No. Change Reference  ​Section(s)   
11/1/2013 1.0 New document  
12/19/2013 1.1 Reviewed by  

Narath Carlile and  
Patrick Schmid  

6/3/2014 1.1 Reviewed by  
Narath Carlile and  
Patrick Schmid  

8/6/2014 1.1 Reviewed by  
Narath Carlile and  
Patrick Schmid  

2/18/2015 1.2 Reviewed by  Patrick 
Schmid   

4/13/2015 1.2.1 Updated by Patrick 
Schmid  
7/16/2015 1.2.2 Updated by Patrick 
Schmid  
10/06/2015 1.2.3 Reviewed and Updated 
by Imre  
Fitos  
12/03/2015 1.2.3 Updated by Imre Fitos  

12/15/2015 1.2.4 Updated by Imre Fitos  
Updates to reflect  new internal   
processes and  ​developments ​ ​Added 
“Open  
Source” Section Added “Types of PHI” 
Section  
Updated office  
address  

Changed FireHost to Armor  
Extend Sections  
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5/23/2015 1.2.5 Updated by Dan Nolan   Updated office address, new titles  



05/24/2018 1.2.6 Annual update Changes throughout  
01/24/2020 2.0 Annual update Removed Armor, Uservoice services  
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