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Department of Administration
Purchasing Division
2019 Washington Street East
Post Office Box 50130
Charleston, WV 25305-0130

State of West Virginia
Solicitation Response

Proc Folder: 856640

Solicitation Description: Data Center 2.0 Firewall (OT21107)

Proc Type: Central Contract - Fixed Amt

Solicitation Closes Solicitation Response Version

2021-05-13 13:30 SR 0231 ESR05122100000007593 1

VENDOR

VS0000038000
Corvid Cyberdefense, LLC

Solicitation Number: CRFQ 0231 OOT2100000005

Total Bid: 340000 Response Date: 2021-05-12 Response Time: 11:46:38

Comments: Prices are discounted for government rates.

FOR INFORMATION CONTACT THE BUYER
Jessica S Chambers
(304) 558-0246
jessica.s.chambers@wv.gov

Vendor
Signature X                                                                     FEIN#                                                       DATE
All offers subject to all terms and conditions contained in this solicitation
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Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
1 3.1.1 Palo Alto 5250 Next Gen Firewall, or 

Equal
2.00000 EA 67500.000000 135000.00

Comm Code Manufacturer Specification Model #
43222501    

Commodity Line Comments: FG-3400E- please see additional specs or the attached data sheet. Delivery arrangements to be made during 
contract execution.

Extended Description:

3.1.1 Palo Alto 5250 Next Gen Firewall, or Equal

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
2 3.1.2 Installation Services 1.00000 EA 5000.000000 5000.00

Comm Code Manufacturer Specification Model #
81111801    

Commodity Line Comments: Installation should only take 1-2 days. Further implementation may be performed remotely.

Extended Description:

3.1.2 Installation Services

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
3 3.1.3 Palo Alto Premium Support, or equal 1.00000 YR 50000.000000 50000.00

Comm Code Manufacturer Specification Model #
81112201    

Commodity Line Comments: FortiGate-3400E 1 Year Unified Threat Protection (UTP) (IPS, Advanced Malware Protection, Application Control, 
Web & Video Filtering, Antispam Service, and 24x7 FortiCare)

Extended Description:

3.1.3 Palo Alto Premium Support, or equal

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
4 3.1.5 Palo Alto Premium Support, or equal, 

YR 2
1.00000 YR 50000.000000 50000.00

Comm Code Manufacturer Specification Model #
81112201    

Commodity Line Comments: FortiGate-3400E 1 Year Unified Threat Protection (UTP) (IPS, Advanced Malware Protection, Application Control, 
Web & Video Filtering, Antispam Service, and 24x7 FortiCare)

Extended Description:

3.1.5 Palo Alto Premium Support, or equal, YR 2
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Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
5 3.1.5 Palo Alto Premium Support, or equal, 

YR 3
1.00000 YR 50000.000000 50000.00

Comm Code Manufacturer Specification Model #
81112201    

Commodity Line Comments: FortiGate-3400E 1 Year Unified Threat Protection (UTP) (IPS, Advanced Malware Protection, Application Control, 
Web & Video Filtering, Antispam Service, and 24x7 FortiCare)

Extended Description:

3.1.5 Palo Alto Premium Support, or equal, YR 3

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
6 3.1.5 Palo Alto Premium Support, or equal, 

YR 4
1.00000 YR 50000.000000 50000.00

Comm Code Manufacturer Specification Model #
81112201    

Commodity Line Comments: FortiGate-3400E 1 Year Unified Threat Protection (UTP) (IPS, Advanced Malware Protection, Application Control, 
Web & Video Filtering, Antispam Service, and 24x7 FortiCare)

Extended Description:

3.1.5 Palo Alto Premium Support, or equal, YR 4



Thao Tran

Thao.Tran@corvidtec.com

153 Langtree Campus Drive Ste 401
Mooresville, NC 28117
(p) 301-905-6330
(f) 704-799-7975

May 12, 2021

Jessica Chambers

Jessica.S.Chambers@wv.gov

2019 Washington Street, East

Charleston, WV 25305

Dear Jessica,

Thank you for the opportunity to present this proposal to the State of West Virginia.

Company Introduction

Corvid Technologies, LLC is a group of over 200 engineers and scientists, about 3/4 with master’s degrees
or Ph.D.’s, that provide end-to-end solutions including concept development, design and optimization,
prototype build, test and manufacture.  Geographically, the core of the team is based within the
Carolinas, concentrated around the HQ in Mooresville, where our primary SOC is located. Our secondary
SOC is located in Alabama.

Corvid Cyberdefense  is the cybersecurity division of Corvid Technologies, a provider of complex,
technology-based engineering solutions. 25 of our employees are engineers, analysts, and cybersecurity
SMEs dedicated to delivering Managed Security Services (MSS). 90% of our staff dedicated to MSS
delivery have applicable certifications. These security/cyber certifications include: CISSP, CCNA,
CCNA-Wireless, CCNA-Security, PCNSC, PCNSE, GAIC Certified Handler, SANS, Ethical Hacking/Digital
Forensics, GCED, GYPC, GCTI, GCIA, CCNA Cyber Ops, Cylance Security Professional, XSOAR Certified,
LRSA, LRPA, Comp TIA Security/Network/Server+, A+, CREA, Reverse Engineering. Given our extensive

experience within the Department of Defense, several of our staff also have DoD Secret & Top-Secret
clearances.

Corvid Cyberdefense has over 175 active customers around the country, handling over 5.7 billion events

(Firewall/Endpoint) each quarter. Today we are an award-winning IT security company assisting clients

ranging from SMB to Fortune 100, offering advisory, technology, and managed cybersecurity solutions.

Regards,

Thao Tran

Procurement Specialist
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Revised 6/8/2012 

ADDENDUM ACKNOWLEDGEMENT FORM 
SOLICITATION NO.:_____________ 

Instructions:  Please acknowledge receipt of all addenda issued with this solicitation by completing this 
addendum acknowledgment form.  Check the box next to each addendum received and sign below.  
Failure to acknowledge addenda may result in bid disqualification.   

Acknowledgment:  I hereby acknowledge receipt of the following addenda and have made the 
necessary revisions to my proposal, plans and/or specification, etc. 

Addendum Numbers Received:  
(Check the box next to each addendum received) 

[     ] Addendum No. 1 [     ] Addendum No. 6 

[     ] Addendum No. 2 [     ] Addendum No. 7 

[     ] Addendum No. 3 [     ] Addendum No. 8 

[     ] Addendum No. 4 [     ] Addendum No. 9 

[     ] Addendum No. 5 [     ] Addendum No. 10 

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid.  I 
further understand that any verbal representation made or assumed to be made during any oral 
discussion held between Vendor’s representatives and any state personnel is not binding.  Only the 
information issued in writing and added to the specifications by an official addendum is binding. 

____________________________________________ 
Company 

____________________________________________ 
Authorized Signature 

____________________________________________ 
Date 

NOTE:  This addendum acknowledgement should be submitted with the bid to expedite document processing.

Corvid Cyberdefense, LLC

5/11/2021

X

X

X
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Department of Administration
Purchasing Division
2019 Washington Street East
Post Office Box 50130
Charleston, WV 25305-0130

State of West Virginia
Centralized Request for Quote

Info Technology

Proc Folder: 856640 Reason for Modification:
Doc Description: Data Center 2.0 Firewall (OT21107) Addendum No. 03 is being issued 

to address all technical questions 
received.

No other changes.Proc Type: Central Contract - Fixed Amt

Date Issued Solicitation Closes Solicitation No Version

2021-05-04 2021-05-13     13:30 CRFQ     0231     OOT2100000005 4

BID RECEIVING LOCATION

BID CLERK
DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON ST E

CHARLESTON          WV     25305

US

VENDOR

Vendor Customer Code:

Vendor Name :

Address :

Street :

City :

State : Country : Zip :

Principal Contact :

Vendor Contact Phone: Extension:

FOR INFORMATION CONTACT THE BUYER
Jessica S Chambers
(304) 558-0246
jessica.s.chambers@wv.gov

Vendor
Signature X FEIN# DATE

All offers subject to all terms and conditions contained in this solicitation

VS0000038000

Corvid Cyberdefense, LLC 

153

  Langtree Campus Drive Ste 401

Mooresville

North Carolina USA 28117

Matt Hurley

703-731-5325

47-2954825 5/12/2021
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ADDITIONAL INFORMATION
The West Virginia Purchasing Division is soliciting bids on behalf of the West Virginia Office of Technology (WVOT) for the 
purchase of two (2) Palo Alto PA-5250 Next Generation Firewalls, or equal, and professional services.  These firewalls will be 
implemented in the WVOT's Data Center 2.0 Project per the terms and conditions and specifications as attached.

INVOICE TO SHIP TO

DEPARTMENT OF 
ADMINISTRATION

DEPARTMENT OF 
ADMINISTRATION

OFFICE OF TECHNOLOGY OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, 
BLDG 5 10TH FLOOR

908 BULLITT ST

CHARLESTON WV CHARLESTON WV

US US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 3.1.1 Palo Alto 5250 Next Gen Firewall, or 

Equal
2.00000 EA

Comm Code Manufacturer Specification Model #

43222501

Extended Description:
3.1.1 Palo Alto 5250 Next Gen Firewall, or Equal

INVOICE TO SHIP TO

DEPARTMENT OF 
ADMINISTRATION

DEPARTMENT OF 
ADMINISTRATION

OFFICE OF TECHNOLOGY OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, 
BLDG 5 10TH FLOOR

908 BULLITT ST

CHARLESTON WV CHARLESTON WV

US US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
2 3.1.2 Installation Services 1.00000 EA

Comm Code Manufacturer Specification Model #

81111801

Extended Description:
3.1.2 Installation Services

Fortinet Fortigate 3400E

$67,500.00

1

$135,000.00

$5,000.00
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INVOICE TO SHIP TO

DEPARTMENT OF 
ADMINISTRATION

DEPARTMENT OF 
ADMINISTRATION

OFFICE OF TECHNOLOGY OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, 
BLDG 5 10TH FLOOR

908 BULLITT ST

CHARLESTON WV CHARLESTON WV

US US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
3 3.1.3 Palo Alto Premium Support, or equal 1.00000 YR

Comm Code Manufacturer Specification Model #

81112201

Extended Description:
3.1.3 Palo Alto Premium Support, or equal

INVOICE TO SHIP TO

DEPARTMENT OF 
ADMINISTRATION

DEPARTMENT OF 
ADMINISTRATION

OFFICE OF TECHNOLOGY OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, 
BLDG 5 10TH FLOOR

908 BULLITT ST

CHARLESTON WV CHARLESTON WV

US US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
4 3.1.5 Palo Alto Premium Support, or equal, YR 

2
1.00000 YR

Comm Code Manufacturer Specification Model #

81112201

Extended Description:
3.1.5 Palo Alto Premium Support, or equal, YR 2

Fortinet Fortigate Unified Threat Protection (UTP) (IPS, Advanced Malware 
Protection, Application Control, Web & Video Filtering, 
Antispam Service, and 24x7 FortiCare)

Unified Threat Protection (UTP) (IPS, Advanced 
Malware Protection, Application Control, Web & Video 
Filtering, Antispam Service, and 24x7 FortiCare)

Fortinet Fortigate

1

1

$50,000.00

$50,000.00
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INVOICE TO SHIP TO

DEPARTMENT OF 
ADMINISTRATION

DEPARTMENT OF 
ADMINISTRATION

OFFICE OF TECHNOLOGY OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, 
BLDG 5 10TH FLOOR

908 BULLITT ST

CHARLESTON WV CHARLESTON WV

US US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
5 3.1.5 Palo Alto Premium Support, or equal, YR 

3
1.00000 YR

Comm Code Manufacturer Specification Model #

81112201

Extended Description:
3.1.5 Palo Alto Premium Support, or equal, YR 3

INVOICE TO SHIP TO

DEPARTMENT OF 
ADMINISTRATION

DEPARTMENT OF 
ADMINISTRATION

OFFICE OF TECHNOLOGY OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, 
BLDG 5 10TH FLOOR

908 BULLITT ST

CHARLESTON WV CHARLESTON WV

US US

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
6 3.1.5 Palo Alto Premium Support, or equal, YR 

4
1.00000 YR

Comm Code Manufacturer Specification Model #

81112201

Extended Description:
3.1.5 Palo Alto Premium Support, or equal, YR 4

SCHEDULE OF EVENTS
Line Event Event Date
1 TECHNICAL QUESTION DEADLINE 2021-04-09

Unified Threat Protection (UTP) (IPS, Advanced 
Malware Protection, Application Control, Web & Video 
Filtering, Antispam Service, and 24x7 FortiCare)

Fortinet Fortigate

Fortinet Fortigate
Unified Threat Protection (UTP) (IPS, Advanced 
Malware Protection, Application Control, Web & Video 
Filtering, Antispam Service, and 24x7 FortiCare)

1

1

50,000.00

$50,00.00
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FortiGate® 3400E Series
FG-3400E/-DC and 3401E/-DC 

The FortiGate 3400E series delivers high performance next generation firewall (NGFW) 
capabilities for large enterprises and service providers. With multiple high-speed interfaces, 
high-port density, and high-throughput, ideal deployments are at the enterprise edge, hybrid 
data center core, and across internal segments. Leverage industry-leading IPS, SSL inspection, 
and advanced threat protection to optimize your network performance. Fortinet’s Security-
Driven Networking approach provides tight network integration to the new security generation.

Firewall IPS NGFW Threat Protection Interfaces

240 Gbps 44 Gbps 34 Gbps 25 Gbps Multiple GE RJ45, 25 GE SFP28 / 10 GE SFP+ / GE SFP and 
100 GE QSFP28 / 40 GE QSFP+ slots

Refer to specification table for details

Security
	n Identifies thousands of applications inside network traffic 
for deep inspection and granular policy enforcement
	n Protects against malware, exploits, and malicious 
websites in both encrypted and non-encrypted traffic
	n Prevent and detect against known and unknown attacks 
using continuous threat intelligence from AI-powered 
FortiGuard Labs security services

Performance
	n Delivers industry’s best threat protection performance and 
ultra-low latency using purpose-built security processor 
(SPU) technology
	n Provides industry-leading performance and protection for 
SSL encrypted traffic

Certification
	n Independently tested and validated best security 
effectiveness and performance 
	n Received unparalleled third-party certifications from NSS 
Labs

Networking
	n Delivers advanced networking capabilities that seamlessly 
integrate with advanced layer 7 security and virtual 
domains (VDOMs) to offer extensive deployment 
flexibility, multi-tenancy and effective utilization of 
resources
	n Delivers high-density, flexible combination of various 
high-speed interfaces to enable best TCO for customers 
for data center and WAN deployments

Management
	n Includes a management console that is effective, simple 
to use, and provides comprehensive network automation 
and visibility 
	n Provides Zero Touch Integration with Security Fabric’s 
Single Pane of Glass Management
	n Predefined compliance checklist analyzes the deployment 
and highlights best practices to improve overall security 
posture 

Security Fabric
	n Enables Fortinet and Fabric-ready partners’ products 
to provide broader visibility, integrated end-to-end 
detection, threat intelligence sharing, and automated 
remediation

Next Generation Firewall
Segmentation 
Secure Web Gateway 
IPS 
Mobile Security

DATA SHEET
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DATA SHEET  |  FortiGate® 3400E Series

DEPLOYMENT

 Next Generation Firewall (NGFW) 

 § Reduce the complexity and maximize your ROI by 
integrating threat protection security capabilities into 
a single high-performance network security appliance, 
powered by Fortinet’s Security Processing Unit (SPU)

 § Full visibility into users, devices, and applications across 
the entire attack surface, and consistent security policy 
enforcement irrespective of asset location

 § Protect against network exploitable vulnerabilities with 
industry-validated IPS security effectiveness, low latency, 
and optimized network performance

 § Automatically block threats on decrypted traffic using the 
industry’s highest SSL inspection performance, including 
the latest TLS 1.3 standard with mandated ciphers 

 § Proactively block newly discovered sophisticated 
attacks in real-time with AI-powered FortiGuard Labs 
and advanced threat protection services included in the 
Fortinet Security Fabric

FortiClient
VPN Client

FortiGate
NGFW
IPS

DATA
CENTER

FortiAnalyzer
Analytics-powered 
Security & Log Management

FortiManager
Single Pane-of-Glass 
Management

FortiGate
Segmentation

Data Center Deployment  
(IPS/NGFW, Intent-based Segmentation)

 Mobile Security for 4G, 5G, and IOT 

 § SPU accelerated, high performance CGNAT and IPv4 and 
IPv6 traffic, for 4G SGi LAN and 5G N6 security

 § RAN Access Security with highly scalable and best 
performing IPsec aggregation and control security gateway 
(SecGW)

 § User plane security enabled by full Threat Protection and 
visibility into GTP-U inspection

 § 4G and 5G security for user and data plane traffic SCTP, 
GTP-U/C and SIP that provides protection against attacks

 § 4G and 5G cores IoT signaling storm protection
 § High-speed interfaces to enable deployment flexibility

Secure Web Gateway (SWG) 

 § Secure web access from both internal and external risks, 
even for encrypted traffic at high performance

 § Enhanced user experience with dynamic web and video 
caching 

 § Block and control web access based on user or user 
groups across URL’s and domains 

 § Prevent data loss and discover user activity to known and 
unknown cloud applications 

 § Block DNS requests against malicious domains 
 § Multi-layered advanced protection against zero-day 

malware threats delivered over the web

Segmentation  

 § Segmentation that adapts to any network topology, 
delivering end-to-end security from the branch level to 
data centers and extending to multiple clouds 

 § Reduce security risks by improving network visibility from 
the components of the Fortinet Security Fabric, which 
adapt access permissions to current levels of trust and 
enforce access control effectively and efficiently

 § Delivers defense in depth security powered by high-
performance L7 inspection and remediation by Fortinet’s 
SPU, while delivering third party validated TCO of per 
protected Mbps

 § Protects critical business applications and helps implement 
any compliance requirements without network redesigns

 IPS 

 § Purpose-built security processors delivering industry 
validated IPS performance with high throughput and low 
latency

 § Deploy virtual patches at the network level to protect 
against network exploitable vulnerabilities and optimize 
network protection time

 § Deep packet inspection at wire speeds offers unparalleled 
threat visibility into network traffic including traffic 
encrypted with the latest TLS 1.3

 § Proactively block newly discovered sophisticated attacks 
in real-time with advanced threat protection provided by 
the intelligence services of the Fortinet Security Fabric
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HARDWARE

FortiGate 3400E/-DC and 3401E/-DC

1. 1x USB Management Port
2. 1x Console Port
3. 2x GE RJ45 Management Ports
4. 2x 25 GE SFP28 / 10 GE SFP+ / GE SFP HA Slots
5. 22x 25 GE SFP28 / 10 GE SFP+ / GE SFP Slots
6. 4x 100 GE QSFP28 / 40 GE QSFP+ Slots

Interfaces Hardware Features

Powered by SPU 
	n Fortinet’s custom SPU processors 
deliver the power you need to detect 
malicious content at multi-Gigabit 
speeds
	n Other security technologies cannot protect against 
today’s wide range of content- and connection-
based threats because they rely on general-purpose 
CPUs, causing a dangerous performance gap 
	n SPU processors provide the performance needed 
to block emerging threats, meet rigorous third-party 
certifications, and ensure that your network security 
solution does not become a network bottleneck

Network Processor
Fortinet’s new, breakthrough SPU NP6 network processor 
works inline with FortiOS functions delivering:

 § Superior firewall performance for IPv4/IPv6, SCTP and 
multicast traffic with ultra-low latency 

 § VPN, CAPWAP and IP tunnel acceleration
 § Anomaly-based intrusion prevention, checksum offload, 

and packet defragmentation
 § Traffic shaping and priority queuing

Content Processor
Fortinet’s ninth generation custom SPU CP9 content 
processor works outside of the direct flow of traffic and 
accelerates the inspection.

High-Speed Connectivity
High-speed connectivity is essential for network security 
segmentation at the core of data networks. The FortiGate 
3400E provides multiple 100 GE QSFP28 slots, simplifying 
network designs without relying on additional devices to 
bridge desired connectivity.

FortiGate 3401E

CONSOLEUSB

MGMT1

MGMT2

HA1 531 15 1711 1397

26

25232119

HA2 642 12 14108 16 18 242220
SFP+ QSFP28

STATUS
ALARM

POWER
HA

4321 5 6

FAN1 FAN2 FAN3 FAN4

CP9NP6 100GE Forti
Carrier40GE / 4TB2U AC

DUAL
DC
DUAL
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DATA SHEET  |  FortiGate® 3400E Series

FORTINET SECURITY FABRIC

FortiOS™  
Operating System

FortiOS, Fortinet’s leading operating system enable the 
convergence of high performing networking and security 
across the Fortinet Security Fabric delivering consistent and 
context-aware security posture across network endpoint, and 
clouds. The organically built best of breed capabilities and 
unified approach allows organizations to run their businesses 
without compromising performance or protection, supports 
seamless scalability, and simplifies innovation consumption.

The release of FortiOS 7 dramatically expands the Fortinet 
Security Fabric’s ability to deliver consistent security across 
hybrid deployment models of Hardware, Software, and 
Software As-a-Service with SASE and ZTNA, among others.

Security Fabric
The industry’s highest-performing cybersecurity platform, 
powered by FortiOS, with a rich ecosystem designed to 
span the extended digital attack surface, delivering fully 
automated, self-healing network security.

 § Broad: Coordinated detection and enforcement across the 
entire digital attack surface and lifecycle with converged 
networking and security across edges, clouds, endpoints, 
and users 

 § Integrated: Integrated and unified security, operation, 
and performance across different technologies, location, 
deployment options, and the richest ecosystem  

 § Automated: Context aware, self-healing network and 
security posture leveraging cloud-scale and advanced AI 
to automatically deliver near-real-time, user-to-application 
coordinated protection across the Fabric  

The Fabric empowers organizations of any size to secure and 
simplify their hybrid infrastructure on the journey to digital 
innovation.

SERVICES

FortiGuard™  

Security Services
FortiGuard Labs offer real-time intelligence on the threat 
landscape, delivering comprehensive security updates across 
the full range of Fortinet’s solutions. Comprised of security 
threat researchers, engineers, and forensic specialists, the 
team collaborates with the world’s leading threat monitoring 
organizations and other network and security vendors, as well 
as law enforcement agencies.

Fabric Management
Center

Open
Ecosystem

Fabric Security
Operations

Adaptive Cloud 
Security

Security-Driven
Networking

Zero Trust
Access

FortiGuard
Threat Intelligence

F O R T I O S

SOCNOC

FortiCare™  

Services
Fortinet is dedicated to helping our customers succeed, and 
every year FortiCare services help thousands of organizations 
get the most from their Fortinet Security Fabric solution. We 
have more than 1,000 experts to help accelerate technology 
implementation, provide reliable assistance through advanced 
support, and offer proactive care to maximize security and 
performance of Fortinet deployments.



5

DATA SHEET  |  FortiGate® 3400E Series

SPECIFICATIONS

FORTIGATE 3400E/-DC 3401E/-DC

Interfaces and Modules

Hardware Accelerated 100 GE QSFP28 / 
40 GE QSFP+ Slots

4

Hardware Accelerated 25 GE SFP28 /  
10 GE SFP+ / GE SFP Slots

24

GE RJ45 Management Ports 2

USB Ports (Client / Server) 1 / 1

Console Port 1

Onboard Storage 0 2x 2 TB SSD

Included Transceivers 2x SFP+ (SR 10 GE)

System Performance — Enterprise Traffic Mix

IPS Throughput 2 44 Gbps

NGFW Throughput 2, 4 34 Gbps

Threat Protection Throughput 2, 5 25 Gbps

System Performance and Capacity

IPv4 Firewall Throughput  
(1518 / 512 / 64 byte, UDP)

240 / 238 / 150 Gbps

IPv6 Firewall Throughput  
(1518 / 512 / 86 byte, UDP)

240 / 238 / 150 Gbps

Firewall Latency (64 byte, UDP) 3.33 μs

Firewall Throughput (Packet per Second) 225 Mpps

Concurrent Sessions (TCP) 50 Million

New Sessions/Second (TCP) 850,000

Firewall Policies 200,000

IPsec VPN Throughput (512 byte) 1 140 Gbps

Gateway-to-Gateway IPsec VPN Tunnels 40,000

Client-to-Gateway IPsec VPN Tunnels 200,000

SSL-VPN Throughput 11 Gbps

Concurrent SSL-VPN Users  
(Recommended Maximum, Tunnel Mode)

30,000

SSL Inspection Throughput  
(IPS, avg. HTTPS) 3

30 Gbps

SSL Inspection CPS (IPS, avg. HTTPS) 3 14,000

SSL Inspection Concurrent Session  
(IPS, avg. HTTPS) 3

4.9 Million

Application Control Throughput 
(HTTP 64K) 2

86 Gbps

CAPWAP Throughput (HTTP 64K) 57 Gbps

Virtual Domains (Default / Maximum) 10 / 500

Maximum Number of FortiSwitches 
Supported

300

Maximum Number of FortiAPs  
(Total / Tunnel)

4,096 / 2,048

Maximum Number of FortiTokens 20,000

High Availability Configurations Active, Active-Active, Passive, Clustering

FORTIGATE 3400E/-DC 3401E/-DC

Dimensions and Power

Height x Width x Length (inches) 3.5 x 17.44 x 21.89

Height x Width x Length (mm) 88.9 x 443 x 556

Weight 42.9 lbs  (19.5 kg) 44.3 lbs  (20.1 kg)

Form Factor Rack Mount, 2 RU

AC Power Supply 100–240V AC, 50–60 Hz

Power Consumption  
(Average / Maximum)

513 W / 728 W 519 W / 750 W

AC Current (Maximum) 12A@120V, 9A@240V

Heat Dissipation 2,484 BTU/h 2,560 BTU/h

DC Power Supply -48V DC

DC Current (Maximum) 17.8A

Redundant Power Supplies Yes, Hot swappable

Operating Environment and Certifications

Operating Temperature 32–104°F  (0–40°C)

Storage Temperature -31–158°F  (-35–70°C)

Humidity 10–90% non-condensing

Noise Level 63 dBA

Forced Airflow Front to Back

Operating Altitude Up to 7,400 ft  (2,250 m)

Compliance FCC Part 15 Class A, RCM, VCCI, CE, UL/cUL, CB

Certifications ICSA Labs: Firewall, IPsec, IPS, Antivirus,  
SSL-VPN, USGv6/IPv6

Note: All performance values are “up to” and vary depending on system configuration. 
1. IPsec VPN performance test uses AES256-SHA256. 
2. IPS (Enterprise Mix), Application Control, NGFW and Threat Protection are measured with 

Logging enabled. 
3. SSL Inspection performance values use an average of HTTPS sessions of different cipher 

suites.

4. NGFW performance is measured with Firewall, IPS, and Application Control enabled.
5. Threat Protection performance is measured with Firewall, IPS, Application Control, URL 

filtering, and Malware Protection with sandboxing enabled.
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Product SKU Description

FortiGate 3400E FG-3400E 4x 100 GE QSFP28 slots and 24x 25 GE SFP28 slots (including 22x ports, 2x HA ports), 2x GE RJ45 
Management ports, SPU NP6 and CP9 hardware accelerated, and 2 AC power supplies.

FortiGate 3400E-DC FG-3400E-DC 4x 100 GE QSFP28 slots and 24x 25 GE SFP28 slots (including 22x ports, 2x HA ports), 2x GE RJ45 
Management ports, SPU NP6 and CP9 hardware accelerated, and 2 DC power supplies.

FortiGate 3401E FG-3401E 4x 100 GE QSFP28 slots and 24x 25 GE SFP28 slots (including 22x ports, 2x HA ports), 2x GE RJ45 
Management ports, SPU NP6 and CP9 hardware accelerated, 4 TB SSD onboard storage, and 2 AC 
power supplies.

FortiGate 3401E-DC FG-3401E-DC 4x 100 GE QSFP28 slots and 24x 25 GE SFP28 slots (including 22x ports, 2x HA ports), 2x GE RJ45 
Management ports, SPU NP6 and CP9 hardware accelerated, 4 TB SSD onboard storage, and 2 DC 
power supplies.

Optional Accessories/Spares SKU Description

Rack Mount Sliding Rails SP-FG3040B-RAIL Rack mount sliding rails for FG-1000C/-DC, FG-1200D, FG-1500D/DC, FG-3040B/-DC, FG-3140B/-
DC, FG-3240C/-DC, FG-3000D/-DC, FG-3100D/-DC, FG-3200D/-DC, FG-3400/3401E, FG-
3600/3601E, FG-3700D/-DC, FG-3700DX, FG-3810D/-DC and FG-3950B/-DC.

AC Power Supply SP-FG3800D-PS AC power supply for FG-3400/3401E, FG-3600/3601E, FG-3700D, FG-3700D-NEBS, FG-3700DX, 
FG-3810D and FG-3815D.

DC Power Supply SP-FG3800D-DC-PS DC power supply for FG-3400/3401E-DC. FG-3700D-DC, FG-3700D-DC-NEBS, FG-3810D-DC, 
FG-3815D-DC.

1 GE SFP LX Transceiver Module FN-TRAN-LX 1 GE SFP LX transceiver module for all systems with SFP and SFP/SFP+ slots.

1 GE SFP RJ45 Transceiver Module FN-TRAN-GC 1 GE SFP RJ45 transceiver module for all systems with SFP and SFP/SFP+slots.

1 GE SFP SX Transceiver Module FN-TRAN-SX 1 GE SFP SX transceiver module for all systems with SFP and SFP/SFP+ slots.

10 GE SFP+ RJ45 Transceiver Module FN-TRAN-SFP+GC 10 GE SFP+ RJ45 transceiver module for systems with SFP+ slots.

10 GE SFP+ Transceiver Module, Short Range FN-TRAN-SFP+SR 10 GE SFP+ transceiver module, short range for all systems with SFP+ and SFP/SFP+ slots.

10 GE SFP+ Transceiver Module, Long Range FN-TRAN-SFP+LR 10 GE SFP+ transceiver module, long range for all systems with SFP+ and SFP/SFP+ slots.

10 GE SFP+ Transceiver Module, Extended Range FN-TRAN-SFP+ER 10 GE SFP+ transceiver module, extended range for all systems with SFP+ and SFP/SFP+ slots.

10 GE SFP+ Active Direct Attach Cable, 10m / 32.8 ft SP-CABLE-ADASFP+ 10 GE SFP+ active direct attach cable, 10m / 32.8 ft for all systems with SFP+ and SFP/SFP+ slots.

25 GE SFP28 Transceiver Module, Short Range FN-TRAN-SFP28-SR 25 GE SFP28 transceiver module, short range for all systems with SFP28 slots.

25 GE SFP28 Transceiver Module, Long Range FG-TRAN-SFP28-LR 25 GE SFP28 transceiver module, long range for all systems with SFP28 slots.

40 GE QSFP+ Transceiver Module, Short Range FN-TRAN-QSFP+SR 40 GE QSFP+ transceiver module, short range for all systems with QSFP+ slots.

40 GE QSFP+ Transceiver Module, Short Range BiDi FG-TRAN-QSFP+SR-BIDI 40 GE QSFP+ transceiver module, short range BiDi for all systems with QSFP+ slots.

40 GE QSFP+ Transceiver Module, Long Range FN-TRAN-QSFP+LR 40 GE QSFP+ transceiver module, long range for all systems with QSFP+ slots.

100 GE QSFP28 Transceivers, Short Range FN-TRAN-QSFP28-SR 100 GE QSFP28 transceivers, 4 channel parallel fiber, short range for all systems with QSFP28 slots.

100 GE QSFP28 Transceivers, Long Range FN-TRAN-QSFP28-LR 100 GE QSFP28 transceivers, 4 channel parallel fiber, long range for all systems with QSFP28 slots.

100 GE QSFP28 Transceivers, CWDM4 FN-TRAN-QSFP28-CWDM4 100 GE QSFP28 transceivers, LC connectors, 2KM for all systems with QSFP28 slots.

ORDERING INFORMATION
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BUNDLES
 

 
FortiGuard 
Bundle

FortiGuard Labs delivers 
a number of security 
intelligence services to 
augment the FortiGate 
firewall platform. You 
can easily optimize the 
protection capabilities of 
your FortiGate with one of 
these FortiGuard Bundles. 

Bundles 360  
Protection

Enterprise 
Protection

Unified Threat 
Protection

Advanced Threat  
Protection

FortiCare ASE 1 24x7 24x7 24x7

FortiGuard App Control Service • • • •

FortiGuard IPS Service • • • •

FortiGuard Advanced Malware Protection (AMP) — Antivirus, 
Mobile Malware, Botnet, CDR, Virus Outbreak Protection and 
FortiSandbox Cloud Service

• • • •

FortiGuard Web and Video2 Filtering Service • • •

FortiGuard Antispam Service • • •

FortiGuard Security Rating Service • •

FortiGuard IoT Detection Service • •

FortiGuard Industrial Service • •

FortiConverter Service • •

SD-WAN Orchestrator Entitlement •

SD-WAN Cloud Assisted Monitoring •

SD-WAN Overlay Controller VPN Service • 

Fortinet SOCaaS •

FortiAnalyzer Cloud •

FortiManager Cloud •

1. 24x7 plus Advanced Services Ticket Handling      2. Available when running FortiOS 7.0    
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