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Date Printed: Sep 16, 2020 Page: 1 FORM ID: WV-PRC-SR-001 2020/05

Department of Administration
Purchasing Division
2019 Washington Street East
Post Office Box 50130
Charleston, WV 25305-0130

State of West Virginia
Solicitation Response

Proc Folder: 764852

Solicitation Description: Security/Privacy Training (OT21024)

Proc Type: Central Contract - Fixed Amt

Solicitation Closes Solicitation Response Version

2020-09-16 13:30 SR 0210 ESR08212000000001173 1

VENDOR

000000230362
MEDIAPRO HOLDINGS LLC

Solicitation Number: CRFQ 0210 ISC2100000005

Total Bid: 358000 Response Date: 2020-08-21 Response Time: 20:09:55

Comments:  

FOR INFORMATION CONTACT THE BUYER
Jessica S Chambers
(304) 558-0246
jessica.s.chambers@wv.gov

Vendor
Signature X                                                                     FEIN#                                                       DATE
All offers subject to all terms and conditions contained in this solicitation



Date Printed: Sep 16, 2020 Page: 2 FORM ID: WV-PRC-SR-001 2020/05

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
1 Privacy and Cybersecurity Training Solution 1.00000 EA 89500.000000 89500.00

Comm Code Manufacturer Specification Model #
43232502    

Commodity Line Comments: Additional customizations priced at $225 per hour

Extended Description:

Specification 3.1.1.  Vendor must provide a Lump Sum Cost for Year One Contract Services.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
2 Privacy and Cybersecurity Training Solution - 

Optional YR2
1.00000 EA 89500.000000 89500.00

Comm Code Manufacturer Specification Model #
43232502    

Commodity Line Comments: Additional customizations priced at $225 per hour

Extended Description:

Specification 3.1.3.  Vendor must provide a Lump Sum Cost for Year Two Contract Services.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
3 Privacy and Cybersecurity Training Solution - 

Optional YR3
1.00000 EA 89500.000000 89500.00

Comm Code Manufacturer Specification Model #
43232502    

Commodity Line Comments: Additional customizations priced at $225 per hour

Extended Description:

Specification 3.1.3.  Vendor must provide a Lump Sum Cost for Year Three Contract Services.

Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount
4 Privacy and Cybersecurity Training Solution - 

Optional YR4
1.00000 EA 89500.000000 89500.00

Comm Code Manufacturer Specification Model #
43232502    

Commodity Line Comments: Additional customizations priced at $225 per hour

Extended Description:

Specification 3.1.3.  Vendor must provide a Lump Sum Cost for Year Four Contract Services.





See  WV bid documents







MediaPro Holdings, LLC

8/19/2020



MediaPro Holdings, LLC
20021 120th AVE. NE 98011
(425) 483-4700



$89,500.00 
Additional Customizations priced at 
$225 Per hour 

$89,500.00 
Additional Customizations priced at 
$225 Per hour 



$89,500.00 
Additional Customizations priced at 
$225 Per hour 

$89,500.00 
Additional Customizations priced at 
$225 Per hour 









































Trevor Tawney, Account Executive

20021 120th Ave NE, Bothell, WA 98011

(425) 247-4690

Trevor.tawney@mediapro.com

Trevor Tawney, Account Executive

MediaPro Holdings, LLC

Trevor Tawney, Account Executive

Trevor Tawney , Account Executive 

August, 18th 2020

(425) 247-4690





















Justification: PURCHASING AFFIDAVIT 

Due to the COVID19 Pandemic we are unable to have the “PURCHASING AFFIDAVIT” notarized. Thank 
you for your understanding in this matter.  





SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

INSURER(S) AFFORDING COVERAGE
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If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement.  A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
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REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.
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MediaPRO Response to ‘WV Bid Documents.pdf’ - RFQ Specifications 

 

1. Purpose and Scope:  
MediaPRO is pleased to respond to WVOT’s RFQ for a product that will provide security and privacy 
training for an estimated 25,000 end users with an integrated phishing simulator and training.  
2. Definitions: 2.3 “Contract Item” through 2.16 “Minimum Necessary Standard” - MediaPRO 
acknowledges and accepts these definitions. 

3.1.1 Custom Privacy and Cybersecurity Training Solution 

3.1.1.1 Yes. MediaPRO offers an adaptive curriculum for Cybersecurity (Information Security) and 
Privacy training solution. The State of West Virginia can customize the training topics included in each 
training offering. 

3.1.1.2 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution integrates with the following Active 
Directory environments: Microsoft ADFS, Azure, Ping, Okta 

3.1.1.3 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution has over 400 interchangeable 
topics, here are samples of those requested at a minimum: 

3.1.1.3.1 Understanding Security Threats – Yes, Sample below 

 

 



 

3.1.1.3.2 Security Responsibilities – Yes, Sample below 

 

  



3.1.1.3.3 Physical Threats – Yes, Sample below 

 

3.1.1.3.4 Emergency Preparation – Yes, Sample below 

 



3.1.1.3.5 Securing Work Areas and Resources – Yes, Sample below 

 

 

3.1.1.3.6 Access Controls – Yes, Sample below 



 

3.1.1.3.7 Safe Computing and Electronic Threats – Yes, Sample below  

  

 



3.1.1.3.8 Social Engineering Threats – Yes, Sample below 

 

 

  



3.1.1.3.9 Password Guidelines – Yes, Sample below 

 

3.1.1.3.10 Safe Remote and Mobile Computing – Yes, Sample below 

 



3.1.1.3.11 Acceptable Use – Yes, Sample below  

 

3.1.1.3.12 Phishing Identification and Prevention – Yes, Sample below 

 



 

 

 

  



3.1.1.3.13 Physical Security and Emergency Preparation – Yes, Sample below 

 

 



 

3.1.1.3.14 Responsible Social Networking – Yes, Sample below 

 



 

3.1.1.3.15 Protecting and Handling Data – Yes, Sample below 

 

  



3.1.1.3.16 Records Management and Data Classification – Yes, Sample below 

 

 

 



3.1.1.3.17 Privacy Awareness and Privacy Principles (PII) - Yes, Sample below 

 

 



 

 

  



3.1.1.3.18 Complying with PCI DSS – Yes, Sample below 

 

 



 

 

  



3.1.1.3.19 Complying with HIPAA – Yes, Sample below 

 

3.1.1.3.20 Understanding PII – Yes, Sample below 

 



3.1.1.3.21 Social Engineering – Yes, Sample below 

 

3.1.1.3.22 Identity Theft – Yes, Sample below 

 



3.1.1.3.23 Incident Reporting – Yes, Sample below 

 

 

  



3.1.1.3.24 HIPAA Training Including: 

3.1.1.3.24.1 What is HIPAA – Yes, Sample below 

 

3.1.1.3.24.2Personal Health Identifying Information – Yes, Sample below 



 

3.1.1.3.24.3 Covered Entities – Yes, Sample below 

 

3.1.1.3.24.4 HIPAA Privacy Rule – Yes, Sample below 



 

3.1.1.3.24.5 HIPAA Security Rule – Yes, Sample below 

 

3.1.1.3.24.6 HIPAA Enforcement Rule – Yes, Sample below 



 

3.1.1.3.24.7 HIPAA Breach Notification Rule – Yes, Sample below 

 

3.1.1.3.24.8 The Importance of Confidentiality – Yes, Sample below 



 

 

3.1.1.3.24.9 The Minimum Necessary Standard - Yes, Sample below 



 

  



3.1.1.3.24.10 Business Associate Agreements – Yes, Sample Below  

 

3.1.1.3.24.11 Patient Rights- Yes, Sample Below 

 



3.1.1.4 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution includes Role Based Training.  

 

 

 

3.1.1.5 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution supports 25,000+ active users 
(employees and on-site contractors). 

 

  



3.1.1.6 MediaPRO’s Privacy and Cybersecurity Training Solution is compatible with multiple tracking 
standards including SCORM 1.2. The solution is easily hosted in MediaPRO’s LMS and any other LMS 
supporting SCORM 1.2 SCORM 2004 or AICC tracking standards.  

 

 

3.1.1.7 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution allows for additional 3rd party 
SCORM compliant courses to be uploaded. 

 

3.1.1.8 Yes. MediaPRO’s LMS integrates with Microsoft Active Directory solutions. LDAP integration can 
be developed using API keys. 

 

  



3.1.1.9 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution is branded with the West Virginia 
State Seal and Office of Technology Logos. 

 

 



3.1.1.10 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution contains appropriate imagery and 
can be customized to contain West Virginia-specific graphics. 

 

3.1.1.11 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution contains a customer-customizable 
Resources section. 

 

 

  



3.1.1.12 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution generates optional Certificates of 
Completion. 

 

 

  



3.1.1.13 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution provides options for course rollout 
assistance, specifically including: 

3.1.1.13.1 Yes. Launching an entire course 

 

3.1.1.13.2 Yes. Launching sections of a course 

 

 

3.1.1.13.3 Yes. Noting students as “passed” or “not started” or “in progress” 

  



3.1.1.13.4 Yes. Customizable pass or failed percentage and number of assessment questions 

 

  



3.1.1.14 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution includes knowledge checks and 
graded assessments. 

 

 



3.1.1.15 Yes. MediaPRO’s Privacy and Cybersecurity Training solution provides training options of 
varying lengths, including courses targeted between 30 and 45 minutes of educational content. 

 

 

  



3.1.1.16 Yes. MediaPRO’s Privacy and Cybersecurity Training Solution provides a phishing simulator 
along with training if an end user fails the phishing simulation. 

 

 

 

  



3.1.1.17 Yes. MediaPRO’s Phishing Simulator provides predesigned and editable phishing templates for 
users conducting the simulation. 

 

 

 

 

 

  



3.1.1.17.1 Yes. Customization includes all elements of the email message itself, including attachments 
and the web address the end user may click on. 

 

 

 

 

  



3.1.17.2 Yes. Predesigned templates mimic current real-world phishing attacks. New templates are 
released weekly. 

 

 

 

3.1.1.18 The phishing simulator does not support multi-factor authentication for log-in. The solution 
does support SSO. 

 

3.1.1.19 Yes. The phishing simulator integrates with Microsoft LDAP. 

  



3.1.1.20 Yes. The phishing simulator provides reports, visuals and graphs showing user interactions. 

 

3.1.1.20.1 Yes. reports can be exported as .csv 

 

3.1.1.20.2 Yes. Reports can be generated for specific end-users and specific statuses. 

 

  



3.1.1.21 Yes. Phishing simulator supports manually creating future tests and automatically launching 
them on the specified date. 

 

  



3.1.1.22 Yes. The Phishing simulator includes a reporting option for the end users to report phishing 
emails and track the reporting statistics for testing campaigns. 

 

 



 

3.1.1.22.1 Yes. The reporting option can be used for sending all reported phishing emails to the Office 
of Technology. 

 

3.1.1.22.2  MediaPRO does not analyze malicious email with the reporting tool. 



3.1.1.23 Yes. The phishing simulator provides ability to test for user input e.g. data entry of username, 
password, etc. 

 

 

3.1.1.24 Yes. The phishing simulator supports attachments. 

 

 

3.1.1.25 Yes. The phishing simulator provides statistics on: users that click on links, provide credentials, 
time stamps for interactions. Training results include user performance on phishing training. 

 

 

3.1.1.26 Yes. The phishing simulator supports phishing campaigns of 5,000 or more users/email 
addresses. 

  



3.1.1.27 Yes. The phishing simulator provides end-user education options in the form of educational 
landing pages and training modules. 

 



 

 

3.1.2 Supporting documentation shared in line with responses. 

 

3.1.3 Renewal options included on pages 1-4 of bid documents and in below pricing proposal. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 
                             1 Year with Option to Renew  
 
 
 
 

Subscription Services Authorized Users Term (Months) Total Fee 

Enterprise TrainingPack 25,000 12 $54,765.00 

Phishing Simulation Tool 25,000 12   $9,735.00 

Learning Management System 
(LMS) 

25,000 12 $25,000.00 

Professional Services 
(Customizations)  

$225 per hour  

 

Investment Summary: $89,500.00 
 
 
 
 

Description of Your Products and Services 
Enterprise Training Pack includes:  

• Access to a designated TrainingCenter site to manage your TrainingPack contents and Authorized Users  
• All training courses from our Security and Privacy Awareness TrainingPacks (includes full length, role-based, 

microlearning, and specialty courses)  
• Security- and Privacy-themed reinforcement library of videos, posters, articles, and games  
• Ability to brand, configure, and build-your-own courses  
• Customer Success and Support via e-mail, phone, and Online Support Center  
 

Phishing Simulation Tool includes:  
• Access to a unique phishing site for the duration of the Term  
• Unlimited access to pre-built phishing campaigns, email templates, and landing pages  
• Ability to create your own campaigns and phishing e-mail templates  
• Unlimited use of USB Campaigns  
• Unlimited use of Find-a-Phish reporting tool  
• Dashboard for campaign activity and most and least risky targets by group  

 
Learning Management System (LMS) includes:  

• Access to a unique LMS site for the duration of the Term  
• Set-up and configuration/branding of the LMS  
• Load of initial Authorized Users and unlimited proof of completion reporting for all Authorized Users  
• Ongoing support for the deployment of MediaPRO licensed content only  
• Unless otherwise defined within a separate Managed Services Agreement, Customer will self-administer the LMS 

Subscription  
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