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L. GOVERNANCE

At Therap Services, emphasis is placed upon the confidentiality, integrity and availability of the
services (and associated data) provided to customers. The network and computing infrastructure
that has been designed and developed to deliver these services is assessed on an ongoing basis to
ensure compliance with the stated goals. This is accomplished by a combination of physical,
technical and administrative controls, as well as ongoing research to identify and address updates
to recommended best practices.

At the corporate level, multiple security-focused programs have been established to ensure that
the protection of customer data is a constant priority. Security reviews are conducted on a regular
basis, involving multiple external organizations including compliance with SOC?2 reporting. The
purpose of the review is to evaluate the effectiveness of existing controls, identify new or
emerging risks, and begin the process of developing or modifying mitigation controls. A
security-specific meeting is held weekly, where the status of the program is reviewed with the
CEO and other senior management. At weekly management meetings, security is one of the
topics covered, where information about new or modified controls is discussed. A combination
of post-mortems and incident response investigations are conducted when indicated, where new
or modified controls may be suggested. The investigations are not limited to infrastructure
events, and could involve situations such as employee conduct or third-party vendor activity.

Since any strong security program starts with employees that are prepared to protect the assets
under Therap’s care, a full security awareness program has been implemented. This consists of
formal training that can be tracked and informal training via informational emails and/or
presentations by senior management to employees. The effectiveness of this training is evaluated
through the use of user-focused tests (phishing tests, etc), and ongoing reviews of tickets and
system events. The training focus and methods are evaluated and adjusted as necessary to
address ongoing or new security threats.

A number of sources are referenced by Therap to develop the security program, most notably
HIPAA. Other key sources include various NIST publications (SP 800-33, et al), industry entitics
such as HITRUST, CHIME, SANS, and RSA, and training provided by product vendors.
Multiple news sources are monitored for emerging risks that might require an accelerated
mitigation response, or for a re-calibration of current priorities.

The remainder of this document provides high-level descriptions of key physical, technical, and
administrative controls that have been implemented. These controls are systematically reviewed
to identify and address modifications that can be implemented to improve the overall security
posture of the platform and associated services.
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2. TECHNICAL CONTROLS AND COUNTERMEASURES

Multiple mechanisms and controls are in place to ensure the safety and availability of the
platform. Some controls enable Therap to control access to platform components, monitor both
access and attempted access activities, and address issues that could compromise the integrity of
the platform. Other controls are implemented with the objective of maximizing platform
reliability, by proactively identifying events or trends that could threaten availability or
performance requirements.

Examples of Technical Controls include:
» Routers and Firewalls
¢ Network Segmentation
* Anti-Malware
* Load Balancers
« Hardened Configurations
» Centralized Logging and Event Monitoring
o Third Party Vulnerability Assessments
e Self-Performed Vulnerability Assessments

Each of these controls provides a combination of protection and visibility that enables Therap to
maintain a highly available profile for the services.

2.1 Firewall

As the first line of defense in protecting the Therap infrastructure, routers and firewalls have
been installed at all production sites. All inbound access to the services provided by Therap must
traverse the router, and then the firewall at the appropriate site. Communications from internet-
facing web servers to the internal infrastructure are tightly controlled and monitored. The
firewalls have been configured under the philosophical guideline “that which is not expressly
permitted is denied”, informally known as ‘default deny’. This guideline is also applied to
outbound communications from Therap: all outbound activity is denied, except as permitted by
an appropriate firewall rule.

The firewall rulesets are subject to strong change management controls:
» The ability to change firewall rules is restricted to all but lead firewall operations staff
» Modifications to production rule sets are limited to specifically identified maintenance
windows
+ Existing firewall rule sets are reviewed at least once a year to identify obsolete entries
» Logging servers are monitored for notification of configuration changes

In addition to tight controls and monitoring of communications, the firewalls include Unified
Threat Management (UTM) functionality. The firewall will inspect packets traversing defined
networks for suspicious activity, and can terminate specific sessions if configured to do so.
Examples of UTM functionality include: detection of ‘attack vector’ sessions such as Heartbleed
or POODLE, identification of unauthorized application on a given port (e.g., running SSH
through an HTTP port).
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2.2 Network Segmentation

As an extension of the firewall implementation, multiple network ‘zones’ have been created.
Both inbound and outbound traffic between any two zones is controlled by a combination of
Access Control Lists (ACL) and firewall rules. This configuration affords maximum protection
of sensitive data and associated operations upon that data.

2.3 Anti-Malware

As part of the data protection strategy, any files uploaded into the application by users are
scanned for malware prior to being accepted. If a file is found to contain malware, the user is
notified and the file is rejected.

2.4 Load Balancers

The purpose of a load balancer is to ensure continued user-level access to services in the event
that an application server has become unavailable or unstable. To ensure service reliability at a
production site, multiple application servers are installed. The load balancer monitors the health
of the application servers/services, and can participate in a transparent redirection of live sessions
away {rom a specific server. Control of the load balancer and its associated components is
limited to specific members of the platform operations team. The load balancer provides
additional security benefits through its ability to control packets that traverse its interfaces,
similar to what is performed by a traditional firewall.

2.5 Hardening of services/elimination of inert services

As a standard practice, unused services on production servers are disabled, providing improved
platform reliability and integrity. Unused services, if enabled, would need to be monitored for
inappropriate usage, and are therefore an unnecessary security risk. A service that becomes
unstable might require a restart of a higher-level service or server reboot; there is no reason to
risk platform availability due to the misbehavior of a superfluous service.

The same philosophy is applied to network devices (routers, firewalls, switches): only services
required by the platform are activated.

2.6 Centralized Logging and Event Management

Various system log and event activity for all platform components are aggregated to a central
monitoring station. The accumulated logs are analyzed for both performance and behavioral
anomalies. This is done through a combination of third party and internally developed tools.
Where applicable, the ability to generate alerts is leveraged. The alert sources are monitored on a
24x7x365 basis by Therap operations staff.

The collection and aggregation of performance and event data is executed via multiple protocols,
including Syslog, SNMP and vendor-specific logging mechanisms.

2.7 Code Review
As part of the software development process, code analysis and review takes place at multiple
points in the process. Specific examples include:
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» Use of toolkits within the Integrated Development Environment (IDE) tool used by
developers

« Extensive use of peer-based code review

e Static code analysis by various tools

The code review process is followed by testing by the Quality Assessment (QA) group.

2.8 Mobile Application Security
Therap does the following to maintain a secure environment during each session:
»  Option to enable mobile application by administrative request only
= Using unique login credentials to log into mobile applications based on configuration by
administrative staff consistent with the full application
» Session timeout limitations apply to mobile sessions as indicated by the device operating
system: i0S is ten minutes, Android is thirty minutes
« Users will be locked and unable to login after three failed attempts using the offline pin
which is configured for each device
» Photographs are not stored on the device
 Therap’s Electronic Visit Verification offline accessibility option does not contain PHL
For offline information, Therap is only storing slot id, time and latitude, longitude for
geo-location purposes
» The application specifies the internal install location and will not be installed in the
external storage of the device
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3. PHYSICAL CONTROLS AND COUNTERMEASURES

To ensure the physical safety of the data that resides on the Therap infrastructure, multiple
controls have been implemented. These include items such as: access to the facility, access to
equipment, movement of assets, and disposition of obsolete or damaged equipment. To support
system availability requirements, multiple layers of redundancy have been designed into the
infrastructure to avoid or minimize the impact of a service interruption due to the failure of a
physical or logical component.

Key physical controls include:
+ Site Access
o Control of Data Devices

3.1 Site Access

Access (o the data centers that host Therap’s equipment is controlled by a key card system,
starting at the main gate to enter the facility. Within Therap, access is limited to certain members
of the operations staff. Upon gaining entry to the site, Therap’s equipment racks are contained
inside an isolated cage. Movement within the facility, up to and including cage access, is
controlled by a combination of badge and biometric access at various checkpoints {main
entrance, elevator access, datacenter access).

Additional features of the facility:
»  Onsite security personnel 24x7x365
» The use of ‘people traps’ to isolate entry and exit activities
» Extensive presence of cameras to monitor facility
» Log reports that detail access activity to cage
+ Certified against ISO 27001 standards

3.2 Physical Control of Data Devices
Therap maintains control of all data-containing objects, specifically disk drives and tapes.
Control mechanisms are noted for each.

3.2.1 Backup Tapes

Data backups are performed to protect Therap production facilities. The tapes and tape storage
containers reside in the secure infrastructure facility at each production site. In support of off-site
storage, tapes containing encrypted data backups are removed from the primary facility and
stored at a secure location. Access to the tapes is restricted to members of Therap’s operational
staff responsible for system backup activities.

3.2.2 Disk Drives

When disk drives are removed from the storage infrastructure, they are returned to the vendor
where a detailed data destruction policy is followed. The data on the disks is encrypted, and is
therefore not exposed during this process.
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4. ADMINISTRATIVE CONTROLS

Therap has developed and maintains methods and procedures that are followed in the day-to-day
operation of the platform. These controls are designed to establish a consistent and stable
environment, by designating procedures to be followed when making modifications to or
monitoring the platform.

These are a few of the key administrative controls that Therap has implemented:
» Creation of user ids: Application
« Creation of user ids: Operations
» Role-based access control for devices (network, database, various categories of servers)
¢ Third-party vulnerability assessments
« Self-performed vulnerability assessments
¢ Change Management
+ Patch Management
* Log analysis/review
» Event Management (both platform-identified and user-identified)
= Third-party audits

4.1 Creation of Application User IDs

User IDs -are created within the application by individual agency (customer)
administrators. Initial, temporary passwords must be changed upon login. Password policies are
set by the customer administrator. Each user has a unique, three field login (Login Name,
Password, Provider Code). Login Names are only displayed within with application to users
with administrative privileges.

A limited number of Therap staff are able to access provider data as a secure method to
investigate provider-reported issues containing PHI. Each user has a unique ID, and access to the
application is based on administrative assignment which is tailored to respective responsibilities
and reviewed on a regular basis. All Therap users accessing secure data are required to utilize
two factor authentication as well as document their purpose at the start of each session. User
actions are recorded within the application and evident via Activity Tracking.

If a staff member ceases employment with Therap, their user ids and associated access are
immediately terminated.

4.2 Creation of Operations User IDs

The creation of user ids for access to production equipment is tightly controlled. When access is
requested for an individual, approval is required by the Chief of System Operations. Upon
approval, an id is only created on the end devices within the scope of the staff member’s role.

For each server or network device within the scope of the staff member’s role, an ID is created.
If there is a need for escalated privileges (e.g., ‘root’ or ‘admin’), a separate 1d or escalation path

is created. There is no ability to log on to a switch or server with a ‘shared id’ set of credentials;
all login activity is via individual login id and password.
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If a staff member ceases employment with Therap, their user ids and associated access are
immediately terminated.

4.3 Role-based Access Control

When access is requested by a staff member, the concept of “least privilege’ is employed. Access
is only granted to the servers and devices that are within the scope of the staff member’s role.
For example, a network engineer would not receive access to a database server. Or, a server
engineer may be granted access to the operating system on a database server, but will not have
the ability to access the database itself. Conversely, a database admin would be granted access on
that server, but would not have administrator capabilities at the operating system level.

4.4 Third Party Vulnerability Assessments

To obtain an outside perspective on the effectiveness of the controls and configurations that have
been implemented, Therap contracts with a third party to perform vulnerability assessments and
penetration tests. These tests are performed on a scheduled basis, and can also be performed as
an on-demand service. The results are reviewed with the vendor that performed the analysis,
actionable issues are identified, and remediation plans for those issues are developed.

In addition to these tests, weekly application-level scans are performed by a third party. These
are used to confirm the consistency of the application’s security posture.

4.5 Self-Performed Vulnerability Assessments

As part of Therap’s internal security infrastructure, the ability to perform self-initiated
vulnerability tests on supported devices is a key factor in identifying potential weaknesses. The
products used can perform both active and passive scanning, and can additionally perform
device-level assessments through the use of provided credentials. Examples of the capabilities of
the vulnerability platform include:

* Active Scans: On-demand or scheduled scans, initiated from the platform. These scans
range in capability from simple topology scams, to port-scanning and assessment, to
credentialed in-depth assessment scans. These scans are used to validate new devices, the
security posture of all devices, and a given device’s level of compliance with industry-
standard hardening best practices (e.g., Center for Internet Security, et al).

+ Passive Scans: All packets in specific LANs are fed via span or tap port to devices that
monitor and report activity. The passive scan servers are used as an additional tool to
identify new devices and/or suspicious traffic. These scans provide additional intra-lan
vistbility that the firewalls (which are inter-lan monitors) will not see.

» Device-level Scans: For devices identified for a deeper level of inspection, credentials
can be provided so the scanning tool can perform ‘authenticated scans’. In this type of
scan, Therap can identify weaknesses that can be exploited if someone was able to
establish a user/terminal session on the device.

4.6 Change Management
There is a defined set of procedures for proposing, scheduling and executing changes to the
production environment. These changes include activation of new equipment, operating system
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or infrastructure software patches or upgrades, application software patches or upgrades, network
device configuration changes and storage platform changes. Essentially, any modification that
can impact the production environment is subject to the Change Management process.

Under normal circumstances, changes are implemented only during approved maintenance
windows. In the event of a platform or service outage, changes can be made as necessary to
restore proper operation of the device or service.

4.7 Patch Management

For each variant of firmware, operating system, middieware and third-party software, timely
notification about updates are sought and received. The updates are received from multiple
sources, including vendor updates, patch management software, and industry sources (CERT,
CIS, etc). Each update is evaluated to determine the features added or issues addressed. If the
determination is made that the new version of software or firmware should be implemented, an
assessment is made regarding the urgency of the update.

Upon determining the urgency, the update is prepared for implementation. In most cases, the
update will be applied to the test environment, for inclusion in the next application software
release. If the nature of the update indicates that it should be implemented on a more aggressive
schedule (e.g., a critical security patch, a firmware patch that avoids a system outage, etc), the
update would be applied at the site not currently designated as ‘live’. Once the secondary site has
successfully completed verification tests, the update can be applied to the ‘live’ site.

Depending on the nature of the update, functionality may be transferred to the backup site before
upgrading the primary site. For example, if an operating system patch requires a reboot, it is
likely that a controlled failover would be indicated.

4.8 Log Analysis and Review

For all network, server and utility devices, logs are forwarded to a central server at each site.
These logs are reviewed, and questionable entries are investigated. During the course of the
investigation, the nature of the entry will dictate the next set of procedures to follow.

A number of third party and internally developed tools are used to perform the log analysis. The
initial analysis is automated: if the analysis indicates a potential issue, a deeper and more
manually intensive analysis may be warranted.

4.9 Event and Performance Review

As part of the overall infrastructure, performance metrics are compiled about system
performance. This compilation is done through a combination of third-party and internally
developed toolkits. This data is reviewed on a regular basis to map performance and resource
usage trends against existing platform capacities. The goal of this analysis is to identify
upcoming resource shortfalls that could impact system performance, and address them in a
timely manner.

10
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4.10 Third Party Audits

To ensure that defined policies and procedures are comprehensive and consistently executed,
Therap undergoes an annual SOC2 assessment. This assessment is conducted by a licensed
AICPA organization, and covers the five Trust Criteria (security, availability, processing
integrity, confidentiality, and privacy). Details of the summary and detailed reports are available
for examination, assuming proper non-disclosure agreements have been executed.
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5. BUSINESS CONTINUITY/DISASTER RECOVERY

5.1 Inter-site Redundancy

To maximize ihe availability of Therap’s applications, the network and computing infrastructure
is installed at two sites. Each site is equipped to provide the full range of service functionality.
The data between the locations are synchronized (typically within 30 seconds), so that either site
can act as the ‘live’ host for services. If the live site becomes disabled, requires maintenance
activity, or is otherwise unavailable to end users, control is transferred to the alternate site. Upon
completion of the transfer process, users of Therap Services will be able to operate with full
functionality, and the ‘alternate’ site is now the ‘live’ site. While clients operate on the live site,
remediation or maintenance tasks can proceed on the alternate site. The site recovery process is
a set of methods and procedures that will be executed to re-establish and verify proper operation
of all functionality at the degraded site, including data replication. The sequence and priority of
the steps will be dependent upon the specific event or events that caused the outage.

Recognizing that equipment-level failures are an infrequent yet normally occurring event, the
site-level infrastructure consists of elements that contain redundancy features. These elements
have been designed to anticipate and mitigate the most common causes of equipment failure
(disk failure, power supply failure, etc). As a result, a site failover event would generally be
triggered by a larger-scale outage, such as major power failure, fire or multiple device failure.

Mu Disaster Recovery
: Business Continuity

MIHE
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The general premise of the DR/BC plan is that if one or more of the major components of a live
site are declared ‘down’, then the site is declared down. This will result in a transfer of

functionality to the backup site.

5.2 Intra-site Redundancy

Within a given site, 4 major components comprise the network and computing infrastructure:

»  WAN and Environmental
« Infrastructure

» Database and Storage

« Application

Within each major component, a number of subcomponents exist. To maximize platform
availability and minimize the chances of a site failover event, the subcomponents exhibit degrees

of redundancy.

Examples include:
» UPS and Generator Backup Power
« Redundant Storage Arrays
« Multiple Application Servers
« Redundant Routers, Firewalls, Load Balancers and Switches
= Redundant Power Supplies
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Given the redundancy that exists within each component/subcomponent, site failovers due to
equipment failure are rare.

5.2.1 WAN and Environmental Redundancy
The WAN and Environmental component can be further divided into the following sub-

elements:
e  WAN Circuits
+ Power
+ Backup UPS and Generators
« Utility Power

« Heating, Ventilation, Air Conditioning (HVAC)

Examples of redundancy provided at this sub-layer include:

« WAN: Two internet circuits, from two different providers, are connected to the
infrastructure. Services can be accessed via either circuit, and is transparent to end users.

« Power: All key equipment can support dual power supplies. Each power supply 1s
plugged into a separate power circuit. The loss of a single power supply or power circuit
does not result in an element failure.

« Back-up Power: The site is supported by both UPS and generator-based power, providing
several layers of recoverability from power-related events. Both the UPS and generator-
based power are independently redundant, and can survive multiple failure scenarios.

« Utility Power: The site is supported by multiple feeds, from a combination of diverse
grids and providers.

« Cooling: Within the data center, multiple cooling/humidification units are installed. The
loss of an individual unit will not result in an element failure.

5.2.2 Infrastructure Redundancy

The infrastructure component is comprised of:
Routers

Firewalls and Load Balancers
Switches

LLANs

SAN

Some examples of redundancy within this component:

« Routers: Multiple routers are used, and configured such that individual component or
circuit failure can be bypassed, and service maintained.

« Firewalls, Load Balancers: These components are configured in a Highly Available (HA)
mode. The failure of a component will trigger a takeover by the partner, and may require
a re-login by active users.

« LAN: multiple switches are installed, providing multiple layers of both physical and
logical connectivity.

o SAN/NAS: dual switches are installed, each switch contains multiple connections to
upstream (i.e., storage) and downstream (i.e., database servers) devices. The loss of a
single switch, cable, or network interface card will not result in an element failure.

14
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5.2.3 Database and Storage Redundancy

The database and storage component supports the primary instance of the database/schema used
by the application, and the associated storage facility. It consists of several sub-components,
defined as:

e Storagec Area Network (SAN) switch: dual switches have been installed, both the
database server and storage array platform have connectivity to each switch. In addition,
the switches are interconnected. The platform can sustain the loss of any one component
(and more than one in some cases) without impacting the upstream services.

« Database Server: Multiple database servers are configured to provide resiliency. Each
server contains dual power supplies, multiple CPUs, multiple network connections, and
internally mirrored disk drives for the operating system. The server can lose up to half of
its internal components and continue to provide full functionality to the applications. The
platform can survive the failure of an individual server by migrating sessions to the
remaining servers.

« Storage Controllers: Dual storage controllers are installed, the loss of an entire controller
can occur without impact to database operations. Each individual storage controller
contains dual power supplies, multiple network connections to its partner, and multiple
network connections to the SAN.

« Storage Arrays: Each array contains dual power supplies, and multiple connections to
each storage controller.

« Disk Drives: The SSD-based disk drives are organized in a RAID configuration that will
withstand the loss of multiple disk drives and will automatically draw from a pool of
spare drives to replace a failed disk. These operations are executed without an impact to
database operations.

5.2.4 Application Server Redundancy

To provide a high level of resiliency at a site, multiple application servers are installed. The loss
of an individual server will not result in the failure of the ‘Application’ component, as there is
sufficient computing capacity to support user activity with less than the full complement of
application servers. In the event of a server failure, sessions will be transparently migrated to an
alternate server by the load balancer.

5.3 Event Monitoring

As part of the 24x7x365 live monitoring that is performed by Therap operations staff, system
dashboards provide real-time information about the platform. The monitoring consists of both
active (i.e., outbound polling of devices) and passive (receipt of traps and device alerts)
transactions.

The event monitoring capabilities are also implemented at the application level, both databases
and application servers are under constant observation for conditions that may impact users.

5.4 Event Management
Events are investigated by operations staff. If necessary, escalation procedures are followed to
consider performance or availability impacts. If it is determined that there are impacts upon the
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running service(s), remediation steps are initiated. The remediation steps will vary in response to
the specific situation, ranging from simple (event was transient, and determined to be non-
critical) to complex (event heavily impacts service stability, site failover recommended).
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Retention of Rights in Confidential Information

Therap Services, LLC (hereinafter “Therap™), through the expenditure of great effort and financial
resources over a period of many years, has developed and continues to expand and improve its
unique services and expertise in the field of maintenance of electronic health records for
individuals with developmental disabilities. Therap hereby gives notice that it retains its exclusive
rights and ownership over all of its proprietary know-how and information, whether patentable or
unpatentable and whether already developed or only proposed, and in any other trade secrets or
nonpublic technological or business information (whether or not reduced to writing or other
tangible form). More particularly, by way of example and not by way of limitation, Therap retains
its proprietary rights in all of its know-how, computer programs, source code, object code, models,
research and development, and other information of a similar nature, and confidential commercial
information including, but not limited to, business plans, concepts, ideas and proposals, business
names, lists of proposed or existing clients or customers, advertising, data, documentation,
diagrams, flow charts, processes, procedures, new products, new services, prototypes, marketing
techniques, research materials, timetables and strategies, suppliers, and other information related
to clients, customers, suppliers or personnel, pricing and pricing policies and financial information.

Therap holds the following United States Patents for managing secure sharing of private
information:

Patent Patent Title
Number

8,281,370 | Managing secure sharing of private information across security domains

8,528,056 | Managing secure sharing of private information across security domains via
wireless and mobile devices

8,613,054 | Managing secure sharing of private information across security domains using an
access profile

8,615,790 | Managing secure sharing of private information across security domains using
multiple caseloads

8,739,253 | Managing Secure Sharing of Private Information Pertaining to Abuse or Neglect
Across Security Domains

8,819,785 | Managing Secure Sharing of Private Medication Information Across Security
Domains

9.794,257 | Managing secure sharing of private information across security domains by
individuals having a service authorization

1
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Vendor Proposal




Title Page

RFP Subject: Request for Proposal for the design, development, implementation, maintenance,
and operation of an Blectronic Visit Verification (EVV) solution that also includes data
aggregation from other third-party EW systems, which is compliant with the 21st Century Cuses
Act (Cures Act), to support varions programs administered by DHHR.

RFP No.: CRFP 0511 BMS2000000001

Vendor's Name: Therap Services LLC

Business Address: 562 Watertown Avenue, Waterbury, CT 06708-2240, USA
Telephone No.: (203) 596-7553

Fax No.: (203) 757-5116

Name of Contact Person: Justin M. Brockie

Email Address: justin brockie@iherapservices st

Title: Vice Chatrmuan

Date: 03/08/2020

Therap Services LLC
-, 562 Viatertoven Avente, Waterbury, C1 06708
T 203596.75582 Tal, wvnl hetapServicesnat



ADDENDUM ACKNOWLE
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Instructions: Please acknowledge receipt of all addenda issued with this solicitation by
completing this addendum acknowledgment form. Check the box next to each addendum
received and sign below, Failure to acknowledge addenda may result in bid
disqualification,

Acknowledgrsent: | hereby acknowledge receipt of the following addenda and have
made the necessary revisions to my proposal, plans and/or specification, ete.

(Check the box next to each addendum received)

[X] Addendum No. | [X] Addendum No.6
[X] Addendum No.2 [X¥] Addendum No, 7
[X] Addendum No.3 [ ] Addendum No.8
[X] Addendum No. 4 [ ] Addendum No.9
[X] Addendum No. 5 { 1 Addeadum No. 10

1 understand that failure to confirm the receipt of addenda may be cause for rejection of
this bid. I further understand that ihat any verbal representation made or assumed o be
made during any oral discussion held between Vendor's representatives and any state
personnel is not binding. Only the information issued in writing and added to the
specifications by an official addendum is binding,

Therap Services LLC

Company

MA&M&M Signature

3/8/2020

Date

NOTE: This eddendum acknowledgement should be submited with the bid to expedite
document processing,
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DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract Administrator and the initial point of contact for matters relating to this Contract,

Justin M. Brockie, COO
(Name, Title)
Justin M, Brockie, COO -
(Printed Name and Title)
562 Watertown Avenue, Suite 3, Waterbury. CT 06708
(Addross)
203 568 1362

Phone Number) / (Fax Number
( jl%stin;broclde@t{etnp_senﬁces._ni .

{email address)

R ———— e it i

CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wyOASIS, I centify that | have reviewed this Solicitation in is entirety; that 1 understand
the requirements, terms and conditions, end other information contained herein: that this bid, offer
or proposal constitutes an offer to the State that cannot be uni laterally withdrawn; that the product
or scrvice proposed meets the mandatory requirements contained in the Solicitation for that
product or service, unless otherwise statcd herein; that the Vendor accapis the terms and
condilions contained in the Solicitation, unless otherwise stated herein; that | am submitting this
bid, offer or proposal for review and consideration; that | am authorized by the vendor to execute
and submit this bid, offer, or proposal, or any documents refated thereto on vendor's behalf: that

1 am authorized to bind the vendot in a contractual relationship; and (hat (o the best of my
knowledge, the vendor has properly registered with any State agency that may require
regisiration.

Therap Services LLC

(Company)

.....

Signature) (Representdtive Name, Title)

James M. Kelly, Vice Chaitman
(Printed Name and Title of Authorized Representative)

e V142020
(Date)-

203 568 1361
(Phone Number) (Fax Number)

Revised 10/01/2019



Executive Summary

Provide a high-level summary of the Vendor's response and proposed solution.

Therap Services LLC is pleased to respond to CRFF G511 BMS2000000001KFP issued by The
West Virginia Department of Administration (DOA), Purchasing Division for the West Virginia
Department of Health and Human Resources Bureau for Medical Services.

Therap proposes to provide an overall EVV solution that combines high performing off-the-shelf
software, third-party EW vendor integration, and complete data aggregation services. The fully
vendor-hosted and supported solution will enable providers, agencies, members, direct care
workers, and DHHR to become compliant with the Cures Act. These critical services will help
minimize fraud, waste, and abuse while improving quality of services rendered in the home under
Activities of Daily Living (ADL), Instrumental Activities of Daily Living (IADL), Personal Care
Services (PCS), and Home Health Care Services (HHCS).

Therap is confident of its ability to fully deploy all EVV PCS functionality by January 1, 2021 and
all BVV HHCS functionality by January 1, 2023.

Therap Services LLC was founded in 2003 as the developer of a web-based Commercial off the
Shelf (COTS), Software as a Service (SaaS) solution. Therap has over 17 years of experience in
providing COTS, SaaS software, specifically designed for organizations addressing the needs of
special needs individuals and other populations requiring services and supports. Therap is used by
over 6,000 providers and 19 state governments. We have more than 300,000 users using the
system across 50 states and other jurisdiction. The Therap system supports case management,
documentation, family support and direct services, scheduling, billing, and compliance activities.
We are able to quickly implement our solution for states and have experience helping state
agencies come into compliance with federal reporting and other quality assurance requirements.

Therap is a comprehensive and web based Electronic Health Record (EHR) system, offering a
mobile application equipped with Electronic Visit Verification technology. Therap's mobile apps
address the growing mobility of staff and offer intuitive data entry to prevent errors, provide data
in near real-time, and offer ease of access for all levels of an agency. Our mobile application is
currently used by providers in 36 states. It is an effective Electronic Visit Verification (EVV) tool
providing multi-level data authentication and GPS location tracking. Support professionals
directly record service data (e.g., date, duration of contact, scores and location)} from their handheld
devices. Each action taken by the user is marked with an electronic signature. The scheduling and
ISP Data modules on the mobile applications include GPS location tracking, electronic signatures
and date and time stamps, recorded at the point of service delivery.

Therap’s Electronic Visit Verification technology solution is integrated into the Therap suite of
applications. Therap’s applications provide the capability to verify visits. Therap validates data in
real-time and stores it in the secure cloud with 24/7 accessibility. Service providers enter
information at the point-of-care including begin and end times of service, location of service
delivery, and other relevant information. We have read and understood the requirements and will
work with to meet the needs.
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Therap has been studying the EVV requirements being issued in each state to determine the route
of implementation being selected. We are aware of the aggregator requirements and the data
capture requirements at the point of delivery. We have also taken part in working with aggregators
in a number of states due to the recent emergence of the 21st Century Cures Act. With extensive
research and knowledge in this aspect, we are confident in our ability to create an aggregator
system which would meet the nceds of the Department and help them meet state EVV
requirements.




Attachment 3
Vendor Qualification and Experience




1. Organizatich Overview

This section of the Vendor's Technical Proposal should include details of the Vendor and

subcontractor overview.

1.1 The Vendor's Technica! Proposal should include: organization overview, corporate
background, Vendor's experience in public sector, and certifications.

1.2 Vendor Overview

1.2.1 Provide all relevant information regarding the general profile of the Vendor.

Vendors are NOT to change any of the pre-filled cells in the following tables.

Table 18: Vendor Overview

Vendor Overview

{North American industry
Classification System [NAICS])

Company Name Therap Services LLC
Name of Parent Company (If Not applicable
Applicable)

industry 511210

Type of Legal Entity

Limited Liability Company

Company Ownership
(e.g., Private/Public, Joint
Venture)

Limited Liability Company

Number of Full-Time Employees

Last Fiscal Year Company
Revenue

Last Fiscal Year Company Net
Ihcome

280
SN
[ ==

% of Revenue From State and
Local Government Clients in the
United States

The percentage of revenue from government
clients in the US is challenging to identify due to a
number of our government contracts that are at no
cost and/or have been provided a very low rate as a
special offer. However, the percentage of Therap’s
business based on the number of records of persons
served is approximately 69% government contracts
vs. other non government customers.

% of Revenue From IT Design and
Implementation Services

As a SaaS COTS system Therap's cost model is
based on an all inclusive, fixed subscription price.
Therefore, we do not isolate and track revenue
generation for IT Design and Implementation.

Number of Years in Business

17 years
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the Type of Services Specified in
the RFP

Number of Years Vendor has been 15 years
Providing the Type of Services

Specified in the request for

proposal (RFP)

Number of Employees Providing 280

Headquarters in the United States

562 Watertown Avenue, Waterbury, CT 06708-
2240, USA

Locations in the United States

562 Watertown Avenue, Waterbury, CT 06708-
2240, USA

1.3 Subcontractor Overview (if applicable)

1.3.1 If the proposal includes the use of Subcontractor(s), provide all relevant
information regarding the profile of each Subcontractor. This section may be
duplicated in its entirety and a page created per Subcontractor included.

Vendors are NOT to change any of the pre-filled cells in the following tables.

Therap will not be using subcontractors for the work to be performed under this contract. We have
not filled out Table 19: Subcontractor Overview.

Table 19: Subcontractor Qverview

Subcontractor Qverview

Company Name

Name of Parent Company
{if applicable)

Industry
NAICS

Type of Legal Entity

Company Ownership
{e.g., Private/Public, Joint
Venture)

Number of Full-Time
Employees

Last Fiscal Year Company
Revenue

Last Fiscal Year Company
Net income

% of Revenue From State
and Local Government
Clients in the United
States

1
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% of Revenue From IT
Design and
Implementation Services
Number of Years in
Business

Number of Years Vendor
Has Been Providing the
Type of Services Specified
in the RFP

Number of Employees
Providing the Type of
Services Specified in the
RFP

Headquarters in the United
States

Locations in the United
States

2. Mandatory Qualifications
This section details the mandatory qualifications. The Vendor must complete this section
to demonstrate that it has the experience needed to meet requirements set forth in this

RFP.

21 Table 20: Mandatory Qualifications below lists each mandatory qualification, the
Vendor must note whether it meets the qualification and provide narrative
demonstrating fulfillment of the requirement.

2.2 The Vendor must list each project experience separately and completely every

time it is referenced.
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Table 20: Mandatory Qualifications

Mandatory Qualification
Item(s)

Provide A Brief Narrative To Demonstrate Fulfillment
Of Requirement

The Vendor must
demonstrate experience
within the last three (3)
years as the prime
contractor for at least
three (3) federal, state,
local government or
private healthcare entities
where the proposed
solution of similar size
and scope is currently
being or has been
implemented.

Therap is the prime contractor for the following three state
contracts that are similar in size and scope to the DHHR
EVV proposal:

Therap has worked as the prime contractor for the
South Dakota Department of Human Services, and
is responsible for supporting activities associated
with design, implementation of the solution,
maintenance, training, and ongoing support
throughout the term of the contract. Therap has
recently been awarded a contract with South
Dakota’s Division of Long Term Services &
Supports to replace their existing case management
system and legacy billing processes, and statewide
Electronic Visit Verification using Therap’s
Scheduling/EVV  modules. Therap is also
implementing the interRAT Home Care Assessment
tool. As of January 1, 2020, SD LTSS will be rolling
out their EVV implementation for services as
required by CMS and State policy. Over 260
agencies will be using the solution under this
contract.

Therap has worked as the prime contractor for the
State of Nebraska, Dept of Health & Human
Services, Division of Developmental Disabilities,
and is responsible for supporting activities
associated with design, implementation of the
solution, maintenance, training, and ongoing support
throughout the term of the contract. The solution is
in use by over 90 agencies and 1,600 independent
providers since the contract began in March 2011.

Therap has worked as the prime contractor for the
State of North Dakota, Department of Human
Services, Developmental Disabilities Division, and
is responsible for supporting activities associated
with design, implementation of the solution,
maintenance, training, and ongoing support
throughout the term of the contract. The stafte has
published to sole source Therap for their Aging
Division. Therap will be including EVV as part of
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their services beginning of 2020, as required by
CMS and State policy. The solution is in use by over
40 agencies/providers since the contract began in
July 2010.

The Vendor must
demonstrate at least three
(3} years' experience in
Medicaid and Health and
Human Services.

Therap is an industry leader and is built on 17 years of
experience in implementing a COTS SaaS solution
designed to meet the unique needs of documentation for
services for patients with behavioral health needs and and
in-patient care. Therap is being used by over 6,000 agencies
in 50 states and other US jurisdiction. We have 18 state
contracts, and are we are mandated in several states for our
case management and incident reporting services.

The Vendor must include
at least three (3)
references from projects
performed within the last
three (3) years that
demonstrate the Vendor's
ability to perform the
scope of work described
in the RFP. Vendors may
only use one (1) reference
per project performed.
DHHR strongly prefers
three (3) references from
different state
engagements where the
proposed solution is
currently or has been
implemented. Note,
because this item is a
mandatory requirement, it
will not be scored.

Below are the references of three state contracts where
Therap has been a prime contractor:

1.

Name & Title: Yvette Thomas, Director

Agency: State of South Dakota, Department of
Human Services, Division of Long Term Services &
Supports

Address: 223 S. Van Eps Ave. Suite 201, Madison,
SD 57042-2855

Telephone Number: 605-773-3656

Email: yvette.thomas@state.sd.us

Name & Title: Courtney Miller, State DD Director
Agency: State of Nebraska, Dept of Health &
Human Services, Division of Developmental
Disabilities

Address: 301 Centennial Mall South, Lincoln,
Nebraska 68509-5026

Telephone Number: 402-471-8416

Email: courtney.miller@nebraska.gov

Name & Title: Tina M. Bay, Assistant Director
Agency: State of North Dakota, Department of
Human Services, Developmental Disabilities
Division

Address: 1237 West Divide Avenue, Bismarck, ND
58501-1208

Telephone Number: 701-255-2851 Ext: 111
Email: thay@nd.gov
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The solution proposed by Therap has extensive experience in developing large state
the Vendor must have projects, implementing the system for state and multi-state
been previously provider agencies, meeting state requirements, and
m plg[nented successfully | oviding training and support through the duration of a
in & State environment. project. We have 18 state contracts, and are we are
mandated in several states for our case management and
incident reporting services.

The Vendor must have at Therap is being used by over 6,000 providers in 50 states

least three (3) years' and other US jurisdiction. We have 18 state contracts, and

experience in operation of | are we arc mandated in several states for our case

the proposed solution management and incident reporting services. The solution

:’(:)h 2';2 'It?]r Sézte tapd_ has been in use in the State of Nebraska since March 2011,
P e and the State of North Dakota since July 2010,

compliance with all
Federal and State
regulations.

3. Existing Business Relationships with the State
3.1 Describe any existing or recent (within the last five [5] years) business
relationships the Vendor or any of its affiliates or proposed Subcontractors have
with the State, the State's counties, and/or the State's local municipalities.
3.2 In the State of West Virginia, Therap's electronic health record system is being used by
three medicaid provider organizations. Two of the agencies have been using the system
for over a decade.

4. Business Disputes

4.1 Provide details of any disciplinary actions and denote any that are pending
litigation or Terminated for Cause or Convenience and associated reasons. Also
denote any other administrative actions taken by any jurisdiction or perscon
against the Vendor. List and summarize all judicial or administrative proceedings
involving your sourcing activities, claims of unlawful employment discrimination,
and anti-trust suits in which you have been a party within the last five {5) years. if
the Vendor is a subsidiary, submit information for ail parent companies. if Vendor
uses Subcontractors, associated companies, or consultants that will be involved
In any phase of this project, each of these entities will submit this information as
part of the response,

4.2 Therap currently has no business dispute with another entity. Therap does not have a
parent company and will not be proposing any subcontractors for this proposal.

5. References
The Department of Health and Human Resources {(DHHR) will conduct reference checks to
verify and validate the past performance of the Vendor and its proposed Subcontractors.

5.1 Vendor {Prime) References Form

5.1.1 Include at least three (3) references from projects performed within the last
three (3) years that demonstrate the Vendor's ability to perform the scope
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of work described in this RFP.

5.1.2

demonstrate its experience.

5.1.3

and email addresses).
51.4

contractor or as a subcontractor.

5.1.5

The Vendor should provide three (3} different clients/projects in order to

Vendor should include project description, contract dates, and contact
information {customer points of contact, addresses, teiephone numbers,

The Vendor should explain whether it performed the work as a prime

The Vendor should provide a response using Table 21: Vendor References.

The Vendor may add additional Reference Tables as necessary.

Vendors are NOT to change any of the pre-filled cells in the following tables.

Table 21: Vendor References

Vendor Information

Vendor Name: Therap Services Contact Justin M. Brockie
Name:
Contact (203) 596-7553
Phone:

Customer Information

Customer Organization: Contact Yvette Thomas

State of South Dakota, Department of | Name:

Human Services, Division of Long | Contact Title: | Director

Term Services & Supports

Customer Address: Contact 605-773-3656

223 S. Van Eps Ave. Suite 201, | Phone:

Madison, SD 57042-2855 Contact yvette.thomas@state.sd.us
Email;

Project Information

Total Vendor Approximately 30

Staff:

Project Objectives:

and Fee Slips and Reporting.

The South Dakota Department of Human Services Division of Long Term Services and Supports
(LTSS) was seeking an integrated web-based IT solution for Case Management documentation
and Electronic Visit Verification as a replacement for their current case management system and
suppott Document Generation and Storage, Comprehensive Service Coordination, Self-directed
Service Coordination, Intake Process, Needs Analysis, Care Coordination and Planning,
Provider Management, Provide Access, Service Tracking, Outcome Measures, Electronic Visit
Vertfication, Claims Processing against Department Medicaid Waivers and Non-Medicaid
Programs, Tracking of Incident Reports and Complaints, Task Tracking, Member Cost Shares
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Project Description:

Therap has worked as the prime contractor for this project, and is responsible for supporting
activitics associated with design, implementation of the solution, maintenance, training, and
ongoing support throughout the term of the contract. Therap has recently been awarded a
contract with South Dakota’s Division of Long Term Services & Supports to replace their
existing case management system and legacy billing processes, and state-wide Electronic Visit
Verification using Therap’s Scheduling/EVV modules. Therap is also implementing the
interRAI Home Care Assessment tool. As of January 1, 2020, SD LTSS has rolled out their EVV
implementation for services as required by CMS and State policy. Over 260 agencies has started
using the solution under this contract.

Vendor’s involvement:
Therap is a prime contractor for this project.

Project Benefits: The system provides a cost effective Case Management and Information and
Referral Saa8 solution for LTSS configured to meet rules, workflows, and needs of the State. Tt
is a tool used to prevent fraud, meet 21st Century CURES Act mandates, increase efficiency,
ensure that authorized users have ready access to data they need to perform their responsibility,
facilitate reporting and trends analysis, improve management planning, and enhance
communication system-wide.

Key Personnel

Name: Jeffrey Covington Role: Project Manager

Name: Nadine Sturgess Role: Director of Billing and Special Projects
Project Measurements:

Estimated one-time costs: $0.00 Actual one-time costs: $0.00

Reason(s) for change in one-time cost:

N/A

Original Value of Vendor’s Contract: Actual Total Contract Value: $0.00
$0.00

Reason(s) for change in value:
N/A

Estimated Start & | From: January, 2018 | To: Present
Completion
Dates:

Actual Start & From January, 2018 | To: Present
Completion
Dates:
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Reason(s) for difference between Estimated and Actual dates:

N/A

If the Vendor performed the work as a subcontractor, the Vendor should describe the

scope of subcontracted activities:

Vendor Information

Vendor Name: Therap Services

Contact Name:

Justin M. Brockie

Contact Phone:

(203) 596-7553

Customer Informaticn

Customer Organization:

State of Nebraska, Dept of Health &
Human  Services, Division of
Developmental Disabilities

Contact Name:

Courtney Miller

Contact Title:

State DD Director

Customer Address:
301 Centennial Mall South, Lincoln,
Nebraska 68509-5026

Contact Phone:

402-471-8416

Contact Email:

courtney.miller@nebraska.gov

Project Information

Total Vendor Approximately 30

Staff:

Project Objectives:

The State of Nebraska, Dept of Health & Human Services, Division of Developmental
Disabilities was seeking an integrated web-based IT solution for statewide Case Management
and Billing system. The state is now working with Therap to implement an Electronic Visit

Verification (EVV) system.

Project Description:

Therap has worked as the prime contractor for the State of Nebraska, Dept of Health & Human
Services, Division of Developmental Disabilities, and is responsible for supporting activities
associated with design, implementation of the solution, maintenance, training, and ongoing
support throughout the term of the contract. The solution is being used by over 90 agencies

and 1,600 independent providers

Vendor's Involvement:

Therap is a prime contractor for this project.
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Project Benefits:
The system has increased communication efficiency greatly in the state agencies along with
the overall communication and quality.

Key Personnel

Name: Justin M. Brockie Role: Project Lead

Name: Tracy Linko Role: Implementation Lead
Project Measurements:

Estimated one-time costs: $0.00 Actual one-time costs: $0.00
Reason(s) for change in one-time cost:

N/A

Original Value of Vendor’s Contract: | Actual Total Contract Value:
Approximately $400,000 per year Approximately $3,600,000

Reason(s) for change in value:
Ongoing annual contract being extended due to custom satisfaction.

Estimated Start & | From: March 2011 To: Present
Completion
Dates:

Actual Start & From March 2011 To: Present
Completion
Dates:

Reason(s) for difference between Estimated and Actual dates:
N/A

If the Vendor performed the work as a subcontractor, the Vendor should describe the
scope of subcontracted activities:

Vendor Information

Vendor Name: Therap Services Contact Name: | Justin M. Brockie

Contact Phone: | (203) 596-7553
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Customer Information

Customer Organization: Contact Name: | Tina M. Bay
State of North Dakota, Department of

Human Services, Developmental Contact Title: Assistant Director

Disabilities Division

Customer Address: Contact Phone: | 701-255-2851 Ext: 111

1237 West Divide Avenue, Bismarck, [Contact Email: tbay@nd.gov
ND 58501-1208

Project Information

Total Vendor Approximately 30
Staff:

Project Objectives:

The State of Nebraska, Dept of Health & Human Services, Division of Developmental
Disabilities was seeking an integrated web-based IT solution for statewide Case Management
and Billing system. The state is now working with Therap to implement an Electronic Visit
Verification (EVV) system.

Project Description:

Therap has worked as the prime contractor for the State of North Dakota, Department of
Human Services, Developmental Disabilities Division, and is responsible for supporting
activities associated with design, implementation of the solution, maintenance, training, and
ongoing support throughout the term of the contract. The state has published to sole source
Therap for their Aging Division. Therap will be including EVV as part of their services
beginning in 2020, as required by CMS and State policy.

Vendor’s Involvement:
Therap is a prime contractor for this project.

Project Benefits:
The system has increased communication efficiency greatly in the state agencies along with
the overall communication and quality.

Key Personnel

Name: Sazzad Rafique Role: Project Lead

Name: Deborah Brito Role: Implementation Lead
Project Measurements:

Estimated one-time costs: $0.00 Actual one-time costs: $0.00
Reason(s) for change in one-time cost:

N/A

Original Value of Vendor’s Contract: | Actual Total Contract Value:
$762,000 $5,400,000
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Reason(s) for change in value:
Ongoing annual contract extended due to customer satisfaction along with the addition of

added functionality.

Estimated Start & | From: July 2010 To: Present
Completion
Dates:

Actual Start & From July 2010 To: Present
Completion
Dates:

Reason(s) for difference between Estimated and Actual dates:

N/A

If the Vendor performed the work as a subcontractor, the Vendor should describe the
scope of subcontracted activities:

5.2 Subcontractor References (if applicable)

5.2.1 Ifthe Vendor's proposal includes the use of subcontractor(s), provide three
(3) references for each subcontractor.

5.2.2 DHHR prefers references that demonstrate where the Prime and
Subcontractors have worked together in the past.

Therap will not be using subcontractors for the work to be performed under this contract. We have
not filled out Table 22: Subcontractor References.

Table 22: Subcontractor References

Subcontractor Information

Vendor Name: Contact
Name:

Contact
Phone:

Customer Information
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Customer Organization:

Contact
Name:

Contact
Title:

Customer Address:

Contact
Phone:

Contact
Email:

Project Information

Total Vendor
Staff:

Project Objectives:

Project Description:

Vendor's Involvement:

Project Benefits:

Key Personnel

Name: (Add more rows as needed)

Role: (Add more rows as needed)

Name: (Add more rows as needed)

Role: (Add more rows as needed)

Project Measurements:

Estimated one-time costs:

Actual one-time costs:

Reason(s) for change in one-time cost

Original Value of Vendor’s Contract:

Actual Total Contract Value:

Reason(s) for change in value:
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Estimated Start & Completion Dates:

From:

To:

Actual Start & Completion Dates:

From:

To:

Reason(s) for difference between Estimated and Actual dates:

if the Vendor performed the work as a Subcontractor, the Vendor should describe the

scope of subcontracted activities;




6. Financial Stability
The Vendor should provide the following components for this section:
6.1 Dun & Bradstreet (D&B) Ratings

§.1.1

6.1.2

The Vendor should provide the industry standard Dun & Bradstreet {D&B)

ratings that indicate its financial strength and creditworthiness, assigned
to most U.S. and Canadian firms (and some firms of other nationalities) by
the U.S. firm D&B. These ratings are based on a firm's worth and composite
credit appraisal. Additional information is given in credit reports
(published by D&B) that contain the firm's financial statements and credit
payment history.

Therap’s D&B report generated as of January 2020 has been provided below. The
report outlines the ratings that indicate Therap’s financial strength and
creditworthiness.

24

@ Therap Services 2003 - 2020 U S Patents #3819785, #5730253, #828 1370, #8528056, #25613054. #E615740 #0704257662

Watertown Avenue, Sulte 3, Waterbury, CT 06708-2240, LISA, Phone 1-203-506-7563
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CreditBuilder™
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Latest Filirg: -

Evenis

Liei - Tax Lian

Filing Date

Filing Mumber
Siatus

Dste Status Atiainsd
Receivad Cole
Amcunt

Debtars

Crodilars

Court

Ligts + Tax Lien
Filirgy Thoter
Filing Number
Status
Date Status Aftained
Recelvad Date
Amount
Deblors
Creditors

Court

Llen - Tax Lign

Filing Date

Lateas Fiing: 08-15-2B15 Ledost Flirg: - Lates* Filing. 04-25-2017

Digpute Lien
08-18-2018
242813173
LR
DE- 162018

11-06-2018

THERAP BERVICES LLG
SOUTH GARGLING GEPARATIHENT OF HEVENUE

E%CHMND COUNTY REGISTER OF DEEDS, COLURMEBLA,

06-13-2010
SONTEHITE
Cipen
{if-13-2019

a7-11-2019
THERAP SERVICES LLC

BOUTH CAROLINA DERPARTMENT OF REVENUE

SEBHFLAND COUNTY REGISTER OF DEEDS, COLUMBIA,

0E-31-2018



Filing Number

Steius

Date Status Aftsined
Recaived Date
Amount

Debiors

Creditors

Caurt

Lieti - Tax Lien
Filing Bate
Filivvg Purtiee
Status
D Efstes Afteingd
Fecolved Date
Ermennt
Dslstors
Creditors

Court

Liar - Tax Lisn

Filing Dale

Filing Number
Status

Date Status Altained
Received Date
Amount

Debtors

A-BFZ50333

Open

05-21-2018

06-08-2018

THERAP SERVICES LLO
DEPRHTMENT OF LABDHR AND INGUSTRIAL RELATIONS

HONOLULLE COUNTY BUREAL OF CONVEYANGES,
HONOLULL, HI

12272016
A-62050812
Cipan

122726

DE-07-2018

THERAP BERVICES LLG
DEFARTMENT OF LABDR AND INDUSTRIAL RELATIONS

HONGLULU COUNTY BUREAU OF CONVEYANGES,
HOMOLLLLL HI

120226
1618-MC1 8056
Cpan
12-02-2016

LE-07-21

THERAR BERVICES LLD



Creditors

Court

UCC Filing - Original
Filing Date
Fiting Numbar
Recaived Dale
Collsteral
Secured Party
Debtors

Fillng Offica

UCC Flling - Assignmsnt
Filing Date
Fifing Number
FBecalved Dafo
Ciigingl Filing Dats
Criginal Filing Rembaer

Socured Party

Secured Party

Debtors

Filing Office

UCC Flling - Original
Filing Dote
Filingy B
Received Date

Saecured Party

DEPARTMENT OF REVENUE.COLLECTION
ENFORCEMENT

JACKEON COUNTY CIRCUIT COURT, KANSAS CITY, hiD

Dispite UGG Filng

4-25-2M7

(U3 TERRS

08-N2-2017

Leased Enuipment and proceads

CISCO SYSTEMS CAPITAL GHF, WAYHE, Pr.
THERAP SERVICES, LLG

ggc GOMMERLIAL REGORDING DIVISION, HARTFORD,
<

0i-18-2016
2010038750
2183018
1182015
2015 5308225

ﬁm{? GF AMERIGA LEASIHG & CRPITAL, LLO, CHIGAGST,
gghCLE CREDIT CORPORATION, REDWODD SHORES,

THERAP SERVICES, LLG

SECRETARY OF STATEACC DIVISIODN, IVWER, DE

1225
208 B3R
02-09-2016

EEAGLE CREDIT CORPORATION, REDWOOD SHORES,



Debtors

Fifing Oifice

HCC Filing « Original
Filing Date
FHing Numbar
Recehved Date
Collaigrel

Becuned Party

Debtors

Filing Oifice

BCC Fillng - Qriginal
Filing Date
Filing Number
Reseived Dato
Collatars|
Secured Forly
Debtors

Filing Office

UCC Filing - Original
Fhirig Do
Filing Number
Recoived Date
Coliateral

Secured Party

Debiors

THERAP SERVICES, 1LC

SECRETARY OF STATEUCC DIVISION, DOVER, DE

O2-20-305
OOO3G41082
3-24-2N 5
Compyier couipsent « Eguipmian

LEAF CARITAL FUNDING, LLG ANDVOR [T5 ASSICINS,
FHILADELPHIA, PA

THERAP SERVICES, LLT

g?@ COMBERCIAL RECORDING DIVISION, HARTFGRD,

01-14-2015
YA 2G

02-06-2015

Equipment and procesds

TUSCO SYSTEMS CAPITAL GHP, WAYNE, PA
THERAP SERVICES, LLG

g?ﬁ COMMERCIAL RECORDING DIVISION, HARTFORD,

11072014

2014 4508369
12-05-2n4
Compater equismest

gEﬂGLE CREDIT CORPCRATION, REDWODD SHORES,

THEHAF BERVICES, LLC



Filing Office

UCE Filng - Aszignment

Filing Date
Filing Mumber

Racelvad Date

Originel Filing Number

Sacured Party

Secured Party
Dgbiars

Filing Ofice

UCC Filing - Original

Fiting Dste
Filing Mumbar
Rseeived Bale
Collalora)
Secured Pay
Dsbtars

Filing Office

VEC Filing - Originad
Filing Date
Filing Mumber
Heceived Date
Colkateral
Securad Parly

Dobtars

SECRETARY OF STATEICE DIVISION, DDVER, CE

11-07-2014
2014 4503842
12052014
2014 4503368

F.r-.m:; O ARIERTCN LEASIMNG & CRTAL, LLG, CHICARD,
L

ORACLE CREDIT CORPORATION
THERAP BERVICES, LLG

SECRETARY OF STATE'UCC DIVISION, BOVER, DE

o8-15-20n4

ODORCABETS

10-31-2014

Egudpment and procacds

S0 EYET B A TAL CRP, IWAYHE, P
THERAP SERVICES LLG

ggc COMMERCIAL RECORTHMG DIVISICN, HARTFORI,

TE-17-2074

00030088685

08-29-2014

Eguipment and procosds

CiSC0 SYSTEMS CAPITAL CHP, WAYNE, PA

THERAF SERVIGES, LLC



Filing Offica

UCC Filing - Origina!
Filing Date
Filing Humber
Received Date
Collateral

Secured Party

Debiors

Filing Difice

UCC Filing - Assignmant

Filing Diste

Fll!riq Humber
Recelwnd Dote
Qriginal Filiag Dete
Ddginal Filing Mumber

Secured Parly
Securod Party

Detstora

Filing Office

UCC Filing - Criginal
Fiting Date
Filing Mumber
Received Date
Cofllateral

Becured Party

g_?c COMMERCIAL RECORDING DIVISION, HARTFORD,

12-1%-2013
2013 5I31754
{1-10-2014
AGHEEMENT

gEAGLE CHREDIT CORPORATION, REDWWOOD SHORES,

THERAP SERVIGES, LLC

BECRETARY OF STATEUCC DIVISION, DOVER, DE

12182013
2015 5085276
01-10-2014
12182018
2013 5051753

E’ANG OF AMERICA LERSING & GAPITAL, LLG, CHIGCAGE,
gﬁAQLE CREDIT CORPORATION, BEDWOOD SHORES,

THERLP RERMGES, L0

SECRETARY OF STATEUGC DIVISION, DOVER, DE

08-12-2013
O002952251
{8-26-2013
Equipment gnd proceeds

CISCO SYSTEMS CAPITAL GEF, WAYNE, P8,



Debtors

Filing Office

UCC Filing - Assignment
Filing Date
Filing Number
Received Date
Coliaieral
Original Filing Date
Driginsl Filing Humber

Secured Porty
Secured Parly

Debiors

Filing Cifice

Special Events

Ownership

Family Tree

Wambers in the Tree

h Therap Services, Lic 14-219.0417 Witsitaly, Conisbedl

THERAP SERVICES, 1T

g_?ﬁ COMMERCIAL RECORDING DiVISION, HARTFORD,

11-03-2011

2011 4248039

11-28-8511

AGREEMENT and proceeds
10-04-8G11

2011 3R03157

EANC GF AMERICA LEASING & CAMTAL, LLG, GHIGAGO,
82&3!.5 CREDIT CORPORATION, REDWOOD SHORES,

THERAP SERVICES, LG

SECRETARY OF BTATEUCC DIVISION, DOVER, BE
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Bubsidiaries of this Company Eranches of this Company

0

Exciude Branches
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Company Profile

Company Overview
D-U-N-5
T4 210 04T

Legal Form

Sorgnration [US)

Date incorporated

daquaryg 72000

State of Incorporation
Qe asare

Ownership

B o Blcly g iod

Mailing Addrass

Uniod Saios

Talephone

P23 BRBE YA

Website
WA e rapSEryines net

Employess
5

Age {Ysar Started)

Y Oars (LOUuEl

Mamed Princlza

GHARD A RGSSING, G0 Sk RGN

Lire of Business

IV mRtion firieval aorvinos

Business Regisiration

Cerporate and husiness regisirstions sprrind by the secretary of state or gty oficlal sourer 53 of 10 S8-3008
Thit: efal Is foc inksriational pUYpSses oy, SeRiitsion can only Be sblsmed itrough the Office of e Secretary of Siate.

Hegisiored Momo THERAR SERVICES, LLO

Corpomation Yype Corporation (US)

Business Commencod On 20608

Hiaie of Incomporation DELAWAEE

Reglsiration 10 SEVVERD

Registration Status STATUS NOT AVAILABLE

Flling Date 17200

¥heve Filsd SECRETARY OF ST8TECORFORNTIONS DVEEIGR

Registered Agent

MName NATIONAL CORPORATE RESEARCH, LTD.

Address 615 SOUTH DUPONT HWY, DDVER, DE, 192010000
Principals

Dificers



RICHARD A ROBBINS, CEQ-CHM-IBR
JUSTHN BROCKIE, COQ-MBR

JAMES M KELLY, V CHM-M2R
Directors

DIRECTOR(S): THE OEFICER(S)

Company Events

The foliowing information was reporied on: 05-15.2018

The Delawere Sscratary of Siaie's business ragistrations fis showed that Therap Services, LLEC was refisterad as a Uimited Listility
Campany on January 7, 2003, uedor the file registration numbar 3611708, Alihough this company npeesies s a Limitsd Lability
Company, #he mambars have elocted io use officer tiles fo denats areas of respansibilty.

Business eisrled 2003,

RICHARD A ROBEINS. 2005-prasant active here,
JUSTIN BROGKIE. 2005 present active horo,
JARER M KELLY. 2008-present acive here.

AFFILIATES: The folowing are related firowgh comman principels, mansgemant andéor owners hip: THERAP (BD.) LIMITED, Dhaka,
Bangladesh Stared 2004\ DUNE £721508061. Oporates ag provides computer seffare davelopman.

Business Aclivities And Employees

The fotiowing information was reporied on: 06-15-2018
Businass tinfarmaticn

Deseription Provides information ratricws! sorvices, spocializing in data bees idormation {100%).

#ll galos cash. Salls ko mastly non-profil agenciss, some forprofit agencles and siste
government. Torriory | Unitid Siates.

Employaes 50 which includes officer(s). Undetermined employesd here,
Financing Steatus Urizocuned
Seasonality Norzeasonal.
SICHAICS information
BIC Codes SIC Deseription Percentage of Businass
Vars Irtrrotion redievel sarvices

PETEEEM Dizia bege informaion refrieval



NAICS Codes NAICS Description

S15780 Al Other Information Services
Government Activity Diegrte Govarmment Activiey
Activity Summary
BorrowenDinGuar) (P
Sdministrative Detsf Iy
Contracior Mo
Grentes [
Parly excluded from federal to
program(s)

Fosalble candidate for sncia-sconomie: program considerativn

B(A} Firm Yes

Labor Surplus Aroa Yes (2019

Small Business Yes {2019
Financials

DAE pur sty Bos A finame al infenstion o4 Bl for 1hs company

Inquirles

Inguirize-Summary - 12 Month

Tota! number of Inguites Uniqus Customers

57 21

Inguirizs-Summarny

Ower the past 12 months ending 1-2020, 57 individwsl requests for information on yaur comparny were received. Tha 57 inguiries
werd made by 21 unius custamens indisating tat soma companizs hava ingired on your Buginess multiple fmes and may be
monitoring you. Of the total products purchaged, 20, or 35 % came from the Finance, (nsurance and Hesl Estate; 16, or 28 % came



from jhe Services; 10, or 17 % came from the Ratzill Trade; 5, or & % came from the Manufaciuring; 4, or 7% came from the
Transporiation, Communizating, Eleciric, (iag and Sanifary Services;

SitiSector

Type

Date
SERV - Services
- Commareial nosphysicsl rosearch Sales & Markefing Soltion  2018-12-24
~ Commercisl nonphysical research DEB sk Solution 21181224
- Etpuipment vental and leasing, nec Eeneral Date Reoguest 2018-12.20
- Equipmant rendal snd leasing, rec DEB Rigk Solidion 2019-12-20
- Gommsecis! nonghysical research D&B Risk Solufion 2019-12-15
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Therap has reviewed the requirement with the request id of ‘“MR001’ outlined in Attachment 6:
Mandatory Requirements, the response to which has been provided below.

MRGO1

All sravided services must comply
withithe flenardmant milez

Therap’s applications are currently being used by over 6,000

! providers across 50 states and other U5, jurisdictions. Therap is
P

mandated in 19 states through our state contracts. Our
comprehensive solution can be used for tracking services, supports,
health data, medical information, assessments, case management
activities, and EVV. For each contract, we ensure that the agency
policies, procedures, rules and workflows are incorporated into the
business processes surrounding the usage of the system. Similarly,
Therap will work with the Department to ensure that the services to
be performed under a contract from this RFP will comply with

Department rules,

| Notwithstanding anything to the contrary contained herein, the
| parties to this Agreement hereby acknowledge and agree that: (i)

Therap Services, LLC (hereinafier “Therap™), through the
expenditure of great cffort and financial resources over a period of
many years, has developed and continues to expand and improve its
software as a service in the field of maintenance of electronic health
records in connection with monitoring the care and services

| provided to individuals; and (ii) in any and all circumstances Therap

retains exclusive rights and ownership over all of its proprietary
applications, software, know-how and information, including
enhancements and improvements thereto, whether patentable or
unpatentable, whether already developed or only proposed, and
whether created during the term of this Agreement or at some other
time. Although Therap’s customers are permitted to use and benefit
from its software and applications while they are customers of
Therap, all ownership rights therein are retained by Therap.
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Attachment 4
Project Organization and Staffing Approach




1. Instructions

Staffing strategies are to be employed by the Vendor to ensure all requirements and
service levels are met to the satisfaction of the Department of Health and Human
Resources (DHHR).

1.1

1.2

The evaluation of the Vendor's staffing approach shall be based on the ability of
the Vendor to satisfy the requirements stated herein. Therefore, the Vendor
should present detailed information regarding the expertise of the proposed staff
and an Initial Staffing Plan.

For ease of formatting and evaluation, Aftachment 4: Project Organization and
Staffing Approach provides the required outline for the Vendor's response to
staffing.

1.21 The Vendor's response to the following should not exceed 26 pages,
excluding key personnel resumes and the forms provided in this
Attachment.

1.2.2 Refer to request for proposal (RFP) Section 4.7.1 Qualifications and
Experience for the details pertaining to staff qualifications, experience, and
responsibilities.

2. Initial Staffing Plan

21

As part of the Vendor's bid response, the Vendor should provide an Initial Staffing
Plan. In addition to the requirements described in Appendix 1: Detailed
Specifications, the Vendor's narrative description of its proposed Initial Staffing
Plan should include the following:

211 A succinct description of the Vendor's proposed project team and should
exhibit the Vendor's ability and capability to provide knowledgeable,
skilled, and experienced personnel to accomplish the Scope of Work
(SOW) as described in this RFP.

2.1.2 A detailed proposal for providing all resources necessary to fulfill the
requirements as specified in this RFP. This includes details covering both
key and support staff.

2.1.3 Organization charts for implementation and maintenance stages
showing both the Vendor staff and their relationship to DHHR staff that
will be required to support the project. The organization chart should
denote all key staff for this project, and a summary of each key
member's high-level responsibilities.

21.4 A narrative describing tools and processes used to screen available staff
to fill positions. In addition, a narrative describing the process for
replacing key staff within defined timeframes and procedures for
backfilling key staff during any transition.

2.1.5 Resumes (maximum two pages each) for the key staff and any additional
staff members the Vendor will have assigned to this project including their
licenses, credentials, and experience. DHHR considers the key staff
resumes as a key indicator of the Vendor's understanding of the skill sets
required for each staffing area.

21.6 A letter of intent for each proposed staff member not currently employed
by the Vendor. Each ietter of intent should be signed by the named
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2.2

individual, indicating that the individual is willing to accept employment if
the Vendor is awarded the contract.

2.1.7 A description and organizational diagram of the proposed staffing for
each phase of the project.

2.1.8 Identification of subcontractor staff, if applicable.

Therap’s project management team has extensive experience in successfully developing
and implementing large projects. Based on Therap’s experience of successfully
completing projects of a similar nature, we are proposing a multi-phased approach for
development and implementation. Throughout the lifecycle of the project, we will apply
a project management methodology that adheres to industry standard best practices
defined by the Project Management Institute (PMI). Therap will ensure that risk
management processes are incorporated and also include quality assurance/quality
control, risk management, change management, user training and support, and
communication strategies. The Project Management plan will be updated throughout the
lifecycle of the project. Our project management methodology follows the standard
processes and guidelines defined by the PMBOK framework. In each release cycle, the
Therap system goes through a set of processes that encompass one or more projects.
Larger projects are divided into phases and each phase is incorporated into one release
cycle. Project management processes are closely integrated with and overlap with the
SDLC phases. Therap utilizes both the predictive and adaptive approach to software
development.

We have attached a draft Initial Staffing Plan below that shows the staffing levels
estimated by different staff by month for the duration of this project.

49

@ Therap Services 2003 - 2020 U S, Patents #8819785, #3710253 #3253 1370 #8528066, #8613054, #86 15790, #97042675R2

Watertown Avenue, Suite 3, Waterbury, CF 067082240, USA, Phane 1-203-598-7553



s AETee S

l(u == [Stert
~ . DU . LY RN W7 T | M Y WPI I R |
1 iRccount Manager Wed 03/04/20 Thu 090372000k | £6 hs £ s 0 s &% hrs 12 hirs
Project Kickoff Meeting Tue 02/L 7/20Wak | ! i
Chonge Manegeinent Plan Tue 03733/ 20 Work |
Comsnlirdeation Memagenent Plon Tue O3/21/20Wark i
Cost Manogement Flan Tuw 03/31/ 28wk
Dovurnentition hignogiet Pion Toe DI/31/ 20 Nk
Moduiority one Revsobwity Plan Tue 03/31/2dWork
Project Work ton Tue 03/21/20Wadk
Gerolity Management Plon Tuie 03/ 31/ 2ok
Hiek: ond fuste Mersgomernt Pon Tuse B335, ok
Schedule Mongement Bon Tue 6372120
Seope pMappgenrent Pier Tue 03733 /2o
Sajfing Ricisrgement Elas Tie QW31 20\,
Stokeheidet Monagemant Plorn Twe 03/21/20Work
Darter i b Pian fiackieh ard Gualty} Tue 04/21/26Wark & e
Dater Securiy, Brivety, end Conflidentioiity fion Wed 04/01/20 Tue Daf2l/2qWank: A bz
fncident Menspenient Pl Wed 04A11/20 Tue 0421 26 Wark 2 hay
Master Test S fTesting Minagomanr Plov) Wed 04/01/20 Tue 02/ 21/ 20Wark, 10
Privocy aprct Arohs wWed G4/02/20 Tuie 04/23/ 26w enk s
g % Gop Arialysis D Wed (401420 Tue D4/ 21/ 200m0ike 4 st
Requlsements Masgemient Fhat Wed D5/01720 T2 G4/ 21/ hor 4 g
| Re Speelf man Wed 04/22/20 Tue 05/13/ 2ok 3 e A
Reguirements Fraceotsisy Adeden Wed 04/22/20  Tue 05/12/26\Wark_| L has ETT
Safeguaed Proqedoncs Repest Wed 03/15/26 Twe D5/05/ 28 Work £ s d s
Seeurty Piow Whed C4/15/20 The 05/05%/ 2 wrark A s 4 g
System Bothu wind Rerord Aetention Sl Wad G4/15/70 ST BT R T L ahies; H
System Requirement Bovemem/Bocklag Lar Storks or ke Lorss Weed 04/15/20 Tig 05795726l & e A 8
ity Pion Whee! (5/085/20 Tl OS/19/ 2R Win Ay
| dosgtpntion ttieoraement Hon Wed 05/05/20 Tue G/ g/sd ok |
| txmo Convertion Ao Wed 05/06/20 Tug 05/15/0ork | b
| opbn Comvershon i Cosey Wed 05/06/26 Tue 03/25/20 i
| Data Comwersion Tost Resths Wed 050620 Tue OS/19/20Wadk i
Datobuce DRy Poeumes? mid Dme kool Wed O5/065/30  Tue 0518/ 20 Wark I
Dreraliod System Desgh Sotwoent Wed 0520 Twe 05/19/2¢\ork i
Disender Fevovery end Fushaess Ceatinwily Plan Wed 05/66/20 Tue O5/19/20Wn0 i
Fcartd Cetileceion sod Raokow Amegacet Han Wed 03420020 Tue J6 16/ 249wk 4hrd
Interfuce iventory Wed a5/20/20 Tue Od/16/20Woik ahrs
Lood and Streze Test Coger Wed 65/20/20 T i/ L6/ 20wk, 4 hrg
toud ond Stress Test Kesutts Werl 05/20/20 Tue 03726/ 20 Menk Ahg
Operabionol Reediness Plar Wed 05/20/20 Tue O6/16/20Weark 4
Operationsl Repeoncss Test Soipts Wed 05/20/020 Tue S/ G/ Wi | 4
Qperationad RewdBicss Test Fesults Wed 05/20/20 Tue G016/ ] Ahrs .
Heypresshon Test Cases Wed 06/17/26 Tue 0%/14/24 £ Ahrs 4heg
Rogression Test hsilts Wed 06/17/20 T 07/14/24 i L1 s
Reports ond Forms snventory Wed 06/17/20  Tue U7/14/20\ ! Ahrs 4hrs
) Sustesn ftegrrtion Plan Wed 0071 3/20 ahrs abiy
I System nteqronion Test Cones Wed 06/17/20 Ahn LT
Systeen tuteqrotion Test Resils Wed 0/17/20 3
rgintng Managemet Pir S - Wed B8/ 2/20 N
€ Thisesap LA P 4711 MARPEOSE HBG1T0%54 EER 15700 ED T

0, USA Phons 12038496 7852




1D [hesourca Name

. System Bockup and Aecord Retention Slan

User Acceptonce Test Coses

Usar Arceptorse Test Results and Letter of Completion
Cutover Bay Book

Federal Review Suppariing Dociumentntion
Hmplementosion Centification tetter
Inhermeitndlon Mo (Rodout Pian)
Operations Chonge Mapegement Plan
Opernitionn) Misstone Reviavy

Progiuct Screenthots, Reports, antd Dita Certification
Regort Dietribution Schodule

Sodutlon Healli Maaiboring Plan

Syt Operotions Plon

Spstem and tser Boctimentatian

Tocirdng Katertols

Trofig Report

Trolning Schechie

Tisrover and Closeott Monngemerd Plan
Project Schedule

Project Status Reporiing

Risk Reglster/Exteption Phrin

Uptlnted Profact Monagement Companants
Updeted Reguirements Troceability iatrix
Updated Traling Monagesment Plon

Dutes Micoey fineduch nrid Curolity)

Pan |
. Daty Secwity, Prvecy. end (:W;wﬂsliry Plan

Incicent Manogement o

Master Test Son (Testing Managemant Do)
Privecy fmpoct Analysls

Requirenrents Eop Anplysis Dociment
Requiremments danagernant Plarn

Apt.

Mta.

2hin

20

4 hes
Al
s
Ahry
4hrs
Ahrs

any
abrs
Ahrs
4hus
LIeH

I
|
H
{
Ghrg
Fhied
i
i

b,

!
3
|
I
i
!
|
|
i
!
|
i
i

4h

abrd
4bis
ahrd

g

4hrs
d ey
LT
dlwrs
ahrg
4 hd
&hez

b i
2 hes

a6 hivs

an FEINR N LS Pl

370 HIEDAMNEG
v BT 08082240, USA, Phons {30

s
an

TR0, fa RO, #4T0

P55

N
SRS




G MU RYRE M TROVET PR30 ¥

TR Sy

e ———— - MH«F';" r'”""’
s g . . . | R il My goe_ bt | g e F I N b

System Requiresment Document/Bacidoy User Stories or Use Coser Wed 09/15/20 Tuwe 05705/ 203 Wen: 4hirs Ahry
Capaely Plos Wed as/o5/70 Tuie DS/ 19/ 200k 2 his
Configurotion hanagement Plan Wed OS/06/20  Tue DS/18/26GWerk Hiud
Dater Comversion Piin Wed 05/08/20  Tue 05/15/20wosk 4 bz
Deter Conversfon Test Coses Wad 05/06/20 ik 05 1820w ok 4 hes
Dater Conversion Test Results Wed 05/06/20  Tue DX/ 19/2G0werk | diir
Duatnbose Design Document and Dota Madels Wed 05/06/2¢ Yue 63/15/20Wrk 4hry
Dritoilen Systerm Design Documait Wed 05/00/20 Yue DS/I8/ 0o & by
Distster Recovery and Busitess Conbitulty Pian Wed 05/05/20 T DS/E0/ 2600 gek afird
Foderal Cartificotion and Ruviev: Fonogement Plan WadOs/20/20  Tur CRIIE/ Gk 4] died
Interfuce tventory Waael 05/ 20/20 Toe (i F6120M ok 4 hni Afus
Loud ond Straxs Test Coses Wed 05/20/20 Tew QE/LF/2QWosk 4y Ak
Lood ond Stress Test Results Wed 0520020 Teue 0818/ 2005k ahrd ks
Operationa Reriness Plan Wed as/20/2¢ Yers DB/16/2G ¥ sk ghrd 4hes
Operotionl Reodingcs Fest Seripts Wad 0S/20/20 Tl D616/ 20 enh i hrsf iy
Operatianal Revdiness Test Reaits Wad OS/20/20  Tew O6/16/20Wotk: s Akis
Regre:sion Test Coves Wed QEf17/20 Fuw 0773472 0wWak 4hrg 4 hes
REgression Test Restry Wad onrarf2n Tue O/ 1/ 20\er s LT & bes
Fegroris ond Forms inventary Wed O6/17/20  Tus 07414300 et 4hii &hrs
Systevr integration Plan Wed 05/17/20 Toe OF/ 4/ 20wk 4 s 4 hwe
Syt integration Tes? Casos wad 06/27/36 T (7L 30 ek ihed Ahrg
Systen inteyration Fest Resuirs Wed 08/17/20 Tere D784/ 200 ork i Shrs 4 hes
Frawning Monagement Plon Wad 08/17/20  Tue 62/33/28 o5 i EL"]
User Aceeptonne Test Coses Wad 06/17/50 Tk O 16/20Weir i L1
et Acceptamee Tesk Rendts and Lettar of Completion Wed 08/17/30 Tew B IY IS dkie 4 g
Cuitover Py Book Wed 07/38/26 Thits OR/OG/ 2 e ! Ahre
Ferkval Revlew Supporting Decumeatotion Wed OF/15/26 This 05/ D/ 200 ! ks
plementtiiion Qerilfitation Letmer Wed G7/35/20  Tw 0B/D6/ 20 ork i Ahied
Inyricmentetion Bl [Roliout Plan) Wed O7/15/20 Thits GE/DEL S0 F 4lieg
Cpeyolions Changs ienafy=ment Plon Wad 07fi5/20 Wi GBS0k g 4hrs.
Opsotionol Miksstone Revkav: LT R T T | i
Produc! $ireemshots, REports, and Datn Certifioatiun Fri 0B/07/26 The 8/ 2026k i
Report DR Irifnai Schedvle RIQS/OT/20  Thi O/ 20200 ol
Sohuien Heatth: Menitoring Plan Frl OR/O7/20 This BB/20/20 o',
Systemr Gperations o Fri 08/07/20 Thi OB/ 7
Spstem ond Usar Dotumentation Fri 28 /50
TFraiving Matericl: Fri OB/21/30
Traiving Report Friogf2if20
Tacirmitny Schetole FriBG/2i/26
Turmeser ang CReseot? hanagement Man 08 2320 4
Erojett Schedule Hon 03/16/30 Mon BS/38/20 2 heg 2 2hry Ty
Project Stotus Reporting Mon 04/09/20 2hrs. Fhiz I his ki ke

 Rink: Regisher/Exception Plon e GI/DYR Wl DA/ 4 hef !
Uptleded Brofeet Muntgeraent Compurmsts Wed G120 Wed ahe ] i
Uptinted Requivements Troceubiiity Matrix | Wed03/04/30  Wed 05/03/ G, kg | '
Updited Traming Manogement Plon Wed 03/04/20  Wed 03/04/20 R Ahes i i !

_ Kuailty Assursitta Mansger Wed 03/0a/20 Tha (U037 20%ess Thi £6 hirg o8 hiys % hres &0 hrs 64 hrs 1% s
Froject Kickoff Meeting - Wed 03/04/20 3 i 3 iz ! ! p
Chonge MonogementPlon R | ved 0a/maf20 Yo 03/T1/20W0rK Shre _ [
Fage 3
52




LT g

[

{
£

L

System A fiiorkiog User Starkes ar Use Casag
Configuration Management Plan )

Deto Conversion Plar )

Data Convarsian Test Cases

Derler Crvargion Tast Results

Drtabese Design Documant ond Derta Models

Disoster Recovery end Business Conbitity Plan

Federol Certification and Review Management Plan

Inferfoce nventory o

Lood ond Stress Test Cases

System intagration Test Coses

System tntegrtion Test Resafts

Froining Plan

Liser Accoplosce Test Cuses

Uiser Acceptonce Test Rewits and Lettar of Completion
Cutouer Pay Bonk

...t o i0s 2wk

Tie 2734720 Work
Tue Q7/14/20Work
Tee 0734/ 20 ok

T 734 2 Wl
T P7A34/20Wick,

Jun,

Y

Ak
A

They
dhr
i
Fhry
“ Iu-E
A hre!
1 h'r\r
EF
L
A,
the!
1y
“Lhi
LT
Ahpy
“the

A

1hry
Aty
4 b
1ins
by
4hrg
4his
4hig,
4 i
Ahis

4 lieq,
4 hry
Ahs
Abr;
45
Ahrs
4 hrs
Afirg
Ahig
A birg

afws

Page 4

53



[Resgurce Narme Fm
o b, I | . [ VR NS 7 WAL ¥ SR R TSR WO T |
Federal Hewevs Supparting Docurnentation Wed 07/15/20 dhs & hrs
Weadd 02715720 " ahrg 4 hre
Werd 07/15/20 ahrs Ahes
wed 07/15/20 ahrg £his
Friog/oz/2n 4 g
FriORD220 4 s
FriQ8/07/20 4 hre
Erf 0807720 4hrg
Friog/o7iae b
Systerm ond Liser Documsntotion FriQB21/20 4wy Zhes
Trakming Matarials FrlO8{31420 &by H
.1 Troiing Rapart FriGR21/20 @ s 2 s
. Training Schadute Erf0Sy21/20 4 ke 2 haw
Turisover and Clasert iManagems=nt Plon Fri 823020 & hirs Zhis
Prijject Schedule Keon 03715726 2his aaem P1 Zhrs 2his
Praject Stotus Reporting Zhes 1] 2 2hrs 2 2
| RiskRegister/Exception Plan B i
L. Updaced Brafect Maragemant Companants !
1
HE D) Nd b T2 s
| User Accentance Tast Oosex
User Acreptance Test Results and Letter of Completion
1 cutover day Book
Fdoral Ruview Supporting Documentation
fmplemeniation Certification Letier
| implementation Plan (Rollout P}
[ Operations Change Monagament Plon
Operational Milestona Reviaw
.| broduct Screunshots, Raparts, and thrto Cestification
Report thatribution Schedile
Sotution Haalth Maoriforing Piar
System Operations Plan
Systent ded User Docusmentotion 2hrs
Training Moteriols 2z
Training Regort 2hrs
Tralnirg Schedule 2wy
Turnaver and Closeout Maragemant Bl 2 bz
Risk Register/Exception Plan
Uptiated Prajfact Managemant Compenants .
| Updated Requirements Traceability Meteix i |
Upidated Troining Marnagemant Plon ‘ i )
5 socurtiy Analpst — .. T2t Gohr 2w 2hmE
Change Menogement Plan : { . .
Risk arid Issue Manogement Pan . l |
Data Plan fingluding d Quofity) Ahs =
Dota Secumty, Privocy, and Confidentiality Plan Bhix
N Magsd
54

& Theoap Sarones

2020 LS Patents B4 19788

Mateiown Avenue, Suite 3 Watertion

AN A0TSR L8

CT CETIH 240 USA, Plwns 126

W #T el TR



aGurce Hama Es:-; Finish
= R . , . ] N ] Mar Aol e | g | I Aua I i
mekdent Management Plan Wed B4/0L/20  Tue 4/21/36 3tk Ahes
Moaster Test Pian {Testing Monagement Plen) Wed D4/01/20 Tus 5d4/22/20 Wrork $his }
Privicy fmpact sinalysfy Wed 64/01/20 Yue O4/21/20' 1k 41ws i
Gap Anolysis Wed 64/01/26 Tre O4/21/20 Fark thes :
Raquiraments Monagement Plan Wed 04/01/20 Tua 04/21/28 Wit | 4 s
Requiremants Specification Boeurnapt Wed 04/22/20 Tue OS/12/20 ¢t 30 4keg
Requirements Fraceabilly Matrix Wed D&/22/20  Twe G5/12/26 N0k LLTH 4 his
sufaguard Procedures Report Wad 04/15/20 Tun QS/05/26 Had; g hies A hirg
Security Plan Wed 04/15/20 3 & hirs
Syatem B Retentlon Plon . Wad 04/15/20 shre
System Requirenient Document/Borking bicer Storice or bse Coges Wed D415/ 10 Tus O5A05/2¢ . 4Gy
Capocity Pan Wer 05/06/20 Tue DS/ 19/20 ek & hrg
Configuratian hMonagemant Plen Wed 05/06/20 Tise 0515 T ok 4 g
Date Conversien Pl Wed G5/06/20 Tuw O5/15720 Stk 4 g
Data Canversion Test Crses Wed 08/54/20 s DL/ 2 s dbrs
Pate Conversion Test Resuits Ve O5/06/20 Tue G529/ ek | Ak
Latobase Design Duoumert ond Dote Models Wed a3/06/.20 Tue G519/ fir% | 4 ks
Detoilet? System Design Outtwment Wied 05/06/26 Tus O5/iY 26 udurv. | ahrg
Disoratar Recovery ard Buslness Continuity Plew Wd 05/06/36 Tua NFAY 2 priaet | Aheg .
Tusngver and Closesue hanarement Pl FHOB/ZL20  Thi 05/09/2G 0| 1 2hre *hes
Risk RegisterfException Plun Wed 03/08/20 Wed 0302730 $1ark, I
Upedated Profert kargement Componens Wad 03/04/36  Wied 03/04/26 iHerk
Updoted Bequirements Tracaahilty Matrix Wed 030426 wWed D3/04/3d sk i
Undated Fraieing Monggrent Plon Wed 03709/ Vitad B3/ 0 e, ! o ' .
n Tedimical Solutions frchitedt Wed 0304420 Thu 903 HE froek. | AR I F T b s b b 2hs
Chang2 Monagemient Riary Ward 3/04/20 Tue G3/31/20 e | & s i i i ;
Dole 0y O finchucting ot Quoliy) Wed 03/01/20 Tua 04/28/20 e | 4 hrg ! i i
Lo S curlzy, Privary, cnd Confidentioflity Fos Wed 03/01/20 g 04/ 28 /20 iork 4 s :
| st Monmoesant Pan Wad 04705/ 20 o G4/21/3G Tste Atire |
Mrster Test Pl {Tsting Munogenent Pron) Wad 6y/n1/f36 Ttig B4/21/35 dric s |
Priviicy leapoct Anadysls bdged 30 a0 ok Oa/B1/ 20 friric 4y
Rerp Gap Aulysis t Wed 05/01/20  Tee 0429/2G ftark | 2iwrs
Rewrrement Monsgoment Pan Wed 03/0.1/70 T B3 Mo | 1 i
Regustrements Speciftcmion Docunent Wil D42 300 Tue D5/13/2G itoru dhes 4hrs
Aequirements Tinteohility Motrir Wed B4/22/20 Teie 05712/ 20wk A hrs 4 hrg
Serurldy Vo Wed 0315030 Tug O9/RH/I0 sk 4hirs ahrs
System Bockup and Mecord Retention Plan Wed Ga/15/206 Tuig §5/05/20 1wk ahrs 4 hre
Sysrem Requiremant Docutnehnl/Backdog Uscr Streries or Yse Coses Wed 04/15/20 Tos QPO IO s ahrs 4 hrs
Eapncity Pron Wed D5/06/30 Tus U5/19/20 Kotk 4hed
Danfiguiration kAantgament Ben Weel o5/58/20 Tie 05/ 15/ 2G Nnis A hre
Doto Conversion Flar Wl D5/06/20 Tue OS5/ 2600t 4 hrg
Dater Canvarsion Tezt Casos Wed 050020 Teeosfisiedimg | 4hrs
Dolo Conversitn Tust Resals Wed Us/06/20 Tus 5019/ 20 w0k | 4hrs
Datobase Design Loviment and Duta Medsts W o5/u6/20 4hrs
Detotled System Dasign Document Wed 05/06/20 abry | i
Disaster Recovery and Business Continuxy plan Wad 05/06/20 dhed :
Fudsrol Certification and Revlew Managemaent Plom | wed 05/20/20 4 4hre
| | interfoce inventary Wed 05/20/20 ah Ay
igad pnd Stress Test Cases o . Wad 0 4hrg abry

5 Tharap Seavicas 2003 2020 LS faieals
Watsrtown Avinue. Sate 3 Walsibees G 0614

P 1L A

HE AN L

TG, KO OARAT R




i Hamea I&” Iﬁnm‘
e . LI ) vage 1 e Nov
Load and Sbress Test Resulty Wed U5/20/20 Tue 08/16/2dwWenk dhis
Operotional Readiness Pare Wed DS/26/20 Tue 06/16/ 26 wrkc Fhe
Operativnal Reodiness Test Scripts Wee 05/20/20 Te DG/ & # bzl
Operationgl Reodiness Test Aesults el B5/20/20 Tire O6/16/20 Wk 3 heti
Repression Fost Coses Wt Do/17/20 Tiwe 02/ 10/ 200N
Regressinn Test RESUS Werl 06/17/20 Tew 0114/ 26 wrar,
Reports and Forms invertery Wed O/t 7720 Tue DI/ 19/ 25 Mk
Sptem Integration Plap Wl D2 700 Tiwe D713/ 20 Wor:
Systeen iategration Test Cones wed oo/t 720 Tue 07/10/2d Wk
St haliovotion Tt Retui: ATy TR TFawr BZF TR,
Trativigy PAameement Pon Wod thif2 2o Fu O 1420
ey Acrepton: Tst Cases Wiekd 04/ 17/26 Tue 07/ L/ 30Nl b
Ugzr Arpepronre Test Rl end Ledter vof Comgieon Wl Dot 720 Fur G714/ 20 Net. Ay 4hri
Turnober and Cioseout Monagement P Fri 08/21/20 Th 09/03 20 Wy § : Thin s
7 s Analpsy Wt G3/04f20  Thn O9/03/20Wenke 3 2 by 2 e Fhs . xhes . A6kl f0Mus

Profect kicimff Meeting Wad 03/04/20 Tue O/ 7720 Wark 1 p {
Chonge Aantrement Pl Wed 03/04/20  Twe G3/31/20Wei:
Conarmutication Maoncigenent Plos: Wed 03/04/20 Tue GY317/26Wark
Cosr Mrmwpsment Finn . Wed 03/04/20 Tue 03/at/2dvory
Porumentation hanegemetd Pion Waed 03/04/20 Tue 03/a1/2dwark
Movtedfresty nnrd Rexscobility Pon Wed 0304420 Tue 03/31/ 2000k
Project Work Blan Wed 03/04/20 Tue 03/21/ 2 \Woik
Cucdity Merggenront Fion Wad 02/04/20 Wark
Rk aned kisus Mantigement Fhiny Wed 03/04/20 s Wark
Zcfusiule MonDpr st Pl Wed Ba/t/ 20 Tue 03/31/20Work
Scope Mangyement Plon Wed 6304720 Tee 03/93/20wWork
Starffing Mtwogement Pl Wed 03/04/20 T 0333 200Wark
Stk holder Managesent Pl Wed B2/04/20 T D/3 120 ke T hws
Teniahng hanogement Pie e GG/17 20 Tere DI/ 14/20 N0k BT
Catleatioy PPty etk Wed 07/45/20 Fhu (/06200 dek: EL
Federal Seview Suppratiing Dotuimeiifeiion Wed 07/15/20 Thius DRJOSL 20wk Ahin
smpleaisatation Co e ation terne Wedd 82715 T 06/ 20\Wowk: ELT
irmpphameatotion Rien fRolheet i) Wed 07/15/20 Ther OS2 ork ET
ncratmns Chonge Mavegeinent Bt wed 07/15/20 Thitr EXL/00/20Werk ELTE
Cpetetionad Mikstone Feview Fri 08/07/20 Ther 08720/ 208 Woik: i
ERTUCE SISO ; REpony, a Peae Cotycuiion Fri GBA07 20 T R0/ 20 o r i
Report tistribution Schedids Fri D3/ rF/20 Thti 08/20/20Werk
voluttan Healfth kionibcring Wie Fri DB/07/20 Thor L0/ 200N ek
Syspomn Lpzreations Blen Firl DS/O7/20 Thur D8/20/ 200 et
Fraining Muteitals Fri 08/21/20 Thur /a3 2 Work
Fraining Aeport Fri0B/24/20 Thu D9fo3/2dWork
Traimiiyg Schwaule Frioaf2if20 Yt L0/ 200 Wonk )
Turmwer i Clostout Menagr et Pom FriQff21/2¢ Thu 09/03/28 worit H t ' 0 E 2 ber
Projéct Schedule Man 03/16/20 2his zhrs E14 2 b 2hrs, 2hes
Profett Stotes Repovitng Maon 03705/ 20 2hes 2 hre *hesl s 2hed @ hri s
fisk Register/Exeaption Plan Wed 03/g/20 3 hrs : 0

N tipdnted Project Manageriont Compatit Wed 03/04/20 3his
Updiibed Requisements Trcosbility Mok Wed 03704720 Ahus
Updated Trainlnfy Monugesest Plon Wed 03/0a/20 by =

© Tharan Sommeag I 9020 LS Patente 28310780 28 F90G0RY YR 1AVL BLE00050 20813054 #RS1RTU0, ¥ FDAIARTESY

Wty Lo

e, Suile @ VWatertany, CT DRTOA-Z380] L

S, Filoes

1 203596 7553




The organizational chart below outlines how the project management team fits into the
organization. The same organizational structure will be used throughout each of the
different phases of the contract.

Organization Chart
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Therap’s CEO is in charge of the system’s database administration, information security, human
resources, financial and legal matters. The COO oversees the more technical aspects, including
software development, quality assurance, support, and project implementation, comprised of
operations, implementation, security, billing, and business functions. Therap will not be using
subcontractors for this project. The Account Manager for this project will be the point of contact
for any communications with DHHR.

Based on our extensive successful project implementation experience, Therap has established
processes and procedures for managing the project and required activities throughout the duration
of the project contract term. Qur highly skilled personnel have wide-ranging expertise in project
management activities and support over the years with our company. Therap has designated staff
who will work during each of the stages of this project. Therap has highly-skilled personnel with
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wide-ranging expertise in project management activities, so we can immediately fill positions if
vacancies occur. All the proposed staff for this project are employed by Therap. Resumes of the
key staff and additional personnel have been provided below.




Account Manager:
Justin M. Brockie
Chief Operating Officer (COO), Therap Services LLC

Justin has over 14 years of experience working directly with state governments and large, multi-
state providers. Working with a team of software developers, system architects, database
administrators, network engineers, quality assurance specialists, technical writers, and support and
training professionals from across Therap’s tcams, Justin has devising new, innovative solutions
to issues confronted by human service providers including communication, data management,
transparency, privacy, data integrity and HIPAA compliance. Justin has 7 patents about
information security and privacy granted under by the United States Patent and Trademark Office
(USPTQ), with other Therap team members. He is working on a number of other patent
applications.

Since managing Therap’s first statewide implementation in Delaware, starting in 2005, Justin has
gone on to work on implementing statewide systems for Montana (incident management), North
Dakota (full state and provider based system), Nebraska (full state and provider based system),
and New Mexico (Health Assessment and Incident Reporting). Justin oversees implementation of
the system in other states including South Carolina, South Dakota, and Puerto Rico. Justin shares
his expertise in the areas of electronic documentation and systems implementation for families,
providers, and states at local, state, and national conferences across the country. Justin has
completed the Charting the Lifecourse Ambassador Program and actively works with providers
for implementing the program.

Professional Experience:

Therap Services LLC, Waterbury, C1

Chief Operating Officer (COO) (November 2004 - Present)

As Therap’s COO, Justin oversees the design and direction of Therap’s suite of applications and
implementation of the system with individuals, families, providers, counties, and states across the
country. He works closely with the company’s Software Development and Software Quality
Assurance teams focusing on the continued growth and enhancement of Therap’s applications.

Justin has worked with providers across the United States and internationally to implement Therap.
He oversees a team that provides innovative solutions in the field of Developmental Disabilities
including training and support to more than 300,000 users.

Key Projects/ Therap Implementations at State agencies:

Therap Services project for Puerto Rico Divisibn De Servicios A Las Personas Con
Discapacidad Intelectual (DSPDI)

Project Director (2016 - Present)

Justin is working closely with stakeholders in Puerto Rico on all aspects of this project, including
timely implementation.
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Therap Services project for South Carolina Department of Disabilities and Special Needs
Project Director (2014 - Present)

Justin oversees the implementation of Therap’s Case Management system for the South Carolina
DDSN.

Therap Services for State of North Dakota Developmental Disabilities Division, DHS

Lead Project Manager (2010 - Present)

Justin managed the project for the replacement of internal case management systems including
intake, eligibility, Master Client Index interface, Level of Care assessment, Service
Authorizations, and Early Intervention system. He also served as a liaison with North Dakota as
the state has gradually adopted new features and functionality of the Therap’s SaaS/COTS system.

Therap Services project for State of Nebraska, Division of Developmental Disabilities, DHHS
Lead Project Manager (2010 - Present)

Justin oversaw a statewide implementation of incident reporting, followed by implementations of
Therap’s Individual Budgeting and Individual Support Plan modules throughout the state, and the
interfacing with Nebraska’s NFOCUS systerm.

Therap Services project for State of Montana, Developmental Disabilities Program, DPHHS
Lead Project Manager (2009 - Present)

Justin oversaw a statewide implementation of the Incident Management systemn, Health Tracking,
Secure Communications and other features. He also managed the development of state specific
electronic forms, screens, and reports to suit the specific business process needs and other federal
requirements.

Therap Services project for State of Delaware Division of Developmental Disability Services,
DHSS

Lead Project Manager (2007 - Present)

Justin oversaw a statewide implementation of Essential Lifestyle Planning through Therap’s
Individual Service Plans and statewide attendance reporting, implementation of Medicaid billing
system, and replacement of Delaware’s Annual Nursing Assessment by Therap’s Electronic
Comprehensive Health Assessment Tool and Care Plan module.

Education:
¢ Graduated as a Registered Nurse for the Mentally Handicapped from Lothian College of
Nursing and Midwifery, Edinburgh. 1988-1991
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Project Manager:
Jeff Covington
Deputy Director of State Implemeniation, Therap Services LLC

As Therap’s Deputy Director of State Implementation, Jeft oversees the implementation of Therap
for States. Jeff has extensive experience in project management and leading a diverse team to
successful outcomes.

Jeff has over 20 years experience in the VDD field. Jeft’s carcer in developmental disabilities
began in 1994 and includes experience in summer camps, supportive apartments, in-home services,
respite care, day hab, day treatment, as well as residential services specifically for individuals with
Prader-Willi Syndrome.

Prior to joining Therap, Jeff was the Director of Residential Services & Therap Administrator at
Catholic Charities Disabilities Services in Albany, NY. In addition to his role at CCDS, Jeff was
the Capital Region Vice-President for NYSACRA, a founding mentor of DSPANYS, and the Co-
Chair of the PWSAUSA Professional Provider Advisory Board.

Professional Experience:

Therap Services LL.C, Waterbury, CT

Deputy Director of State Implementation (November 2014 - present)

As the Deputy Director of State Implementation, Jeff oversees the implementation of Therap for
States. He is a part of the management team. Jeff has completed the Charting the Lifecourse
Ambassador Program and actively works with providers for implementing the program.

Catholic Charities Disabilities Services

Director of Residential Services & EHR Administrator (August 2004 — September 2014)

Jeff supervised the overall operation of 16 residences for individuals with intellectual and
developmental disabilities, including fiscal and competency based training responsibilities. He
implemented and administered oversight of the organization's electronic health record. He
Formulated, analyzed, and adjusted the financial goals of the department, designed program
growth and development, carried out agency wide employee recognition and morale initiatives,
communicated department activities to board of directors and supervisors, and developed and
dispensed competency based training to agency employees and volunteers.

Direct Support Professional Evaluation Re-Vamp

(January 2012 — July 2012)

Lead agency initiative of stakeholders to revamp Direct Support Professional Evaluation Tool
based on NADSP Core Competencies and Code of Ethics.

Center for Disability Services

Director of Residential Services (June 1996 — August 2004)

Jeff supervised the overall operation of several community based programs for adults and children
with developmental disabilities, developed detailed grant reports for New York State oversight
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agency, collaborated with agency stakeholders to meet organizational objectives, and reduced
departmental spending to eradicate large budget deficit.

Key Projects/ Therap Implementations at State agencies:

Therap Services project for South Dakota Division of Developmental Disabilities

Project Manager (2016 - Present)

Jeff has been the project manager for the implementation of Conflict Free Case Management in
South Dakota. This included the statewide implementation of the ISP Plan, ISP Agenda, Personal
Focus Worksheet, and Case Notes, including billing. In addition, Jeff worked the SDDHSDDD to
streamline the sharing of information between service providers to the state auditors and Conflict
Free Case Managers.

Therap Services project for Rhode Island BHDDH Incident and Complaint Reporting
System

Project Manager (2016 - Present)

Jetfhas served as the Project Manager of the Incident Management System Implementation Project
in Rhode Island. He worked with the BHDDH staff on meeting the incident reporting policies of
Rhode Island into the Therap Incident Reporting module.

Therap Services project for Puerto Rico Divisién De Servicios A Las Personas Con
Discapacidad Intelectual (DSPDI)

Project Director (2016 - Present)

Jeff has worked with Puerto Rico DSPDI to roli out Therap Implementation as the Project
Manager. This has included the formulation and execution of an implementation plan, training,
and resource development. Jeff has also overseen efforts to translate the Therap application as well
as user guides and training materials.

Therap Services project for South Carolina Department of Disabilities and Special Needs
Project Manager (2014 - Present)

Jefl' has shared project management responsibilities. He has visited every provider in South
Carolina and his work has included getting South Carolina providers to use the ISP Program/Data,
T-Log, SComm, and Health Tracking Modules. Jeff has been heavily involved in the planned
implementation of South Carolina's case management package to include Level of Care, Eligibility
Determination, Intake, Assessment, Worksheet/Plan, and Case Notes.

Education:
® Master's in Public Health, Health Policy & Management from State University of New
York at Albany, 2015
e BA in History from State University of New York at Albany, 1995
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Quality Assurance Manager:
Stephanie Masters Norton
Senior Training & Implementation Specialist, Therap Services LLC

Stephanie joined Therap Services as a Training and Implementation Specialist in 2015. She
previously worked at United Cerebral Palsy of Greater Birmingham as the Manager of Adult
Services. In this role, she oversaw the implementation of Therap as the electronic documentation
and communication system agency wide and played an integral tole in training, monitoring, and
quality assurance.

Stephanie has worked in the Health & Human Services field since 2008. The majority of her career
has been spent supporting individuals with developmental and intellectual disabilities, in Louisiana
and Alabama, working in various capacities: Case Manager, QIDP, Employment Specialist, and
Program Manager. Stephanie has a passion for improving quality of life for individuals with
disabilities. She has seen first hand the impact Therap has in streamlining communication and
documentation which allows staff to focus more energy directly on the individual being supported.

Professional Experiences:

Therap Services, LLC, Waterbury, CT

Senior Training & Implementation Specialist (May 2018 — Present)

Stephanie is the Product Manager for Scheduling/EVV module; her responsibilities include
training and implementation of modules across the nation, and collecting feedback from users to
communicate with the Development Team. She is a State Team member; she performs support,
training, and project management tasks for State-wide implementation of Therap. As a member of
the Quality Assurance Team, she reviews customer contacts to ensure accuracy, efficiency, and
quality of support team communication with customers.

Training and Implementation Specialist (November 2015 - May 2018)

Stephanie managed new provider implementation activities, assisted clients with set-up decisions
based on Therap knowledge, organized and conducted regular workgroup meetings throughout
implementation and post go-live process, and served as the lead trainer in client training sessions.
She trained and consulted single and multi-state providers, families, sclf-advocates, and anyone
else using Therap, provided in-person, on-site, and web based training to users, and provided live
customer support in person, via computer, at conferences, and over the phone.

United Cerebral Palsy of Greater Birmingham, AL

Manager of Adult Services (January 2011 — October 2015)

Stephanie managed Day Habilitation program serving over 150 individuals with intellectual and
physical disabilities, supervised 10 direct reports including Nurses, Therapists, QDDP, and front
line managers, planned implementation and provided training for initial launch of Therap across
the organization, and collaborated with an interdisciplinary team to address issues regarding care
and support of individuals receiving services. Stephanie provided conflict resolution in dealing
with families, caregivers, and individuals in services, worked with the Department of Mental
Health and local case management agencies giving assurance that each individual receiving

63

EiTherap Services 2003 - 2020 U S Patents #838107A5 #3730253 83251370, #3528056, #8513084 #8351 5790, #O704287682
Watertown Avenue, Suite 3. Waterbury, C1 067082240, USA, Phone’ 1-203-586 . 7553



Therap

services has necessary supports and is satistied with services, and ensured compliance with
regulations and standards outlined by Department of Mental Health, Commission on Accreditation
of Rehabilitation Facilities (CARF), Council on Quality and Leadership (CQL), and Department
of Labor. She also participated in budgeting process for respective department in a large non-profit
organization and acted as Interim Director of Aduit Services for six months {June 2011-October
2011, January 2012-May 2012).

Employment Specialist (August 2010 — December 2010)

Stephanie built relationships within the business community through networking, matched
candidates’ abilities and job requirements with positions in the community, counseled candidates
and family/caregivers on expectations of employment, trained candidates on interviewing skills
and assisted with job interviews, provided on-site job coaching until new employees were
stabilized on the job, provided ongoing advocacy between new employees, coworkers, and
employers, and maintained monthly contact with employers and employees to ensure Job retention.

PHP of Alabama, Inc., Birmingham, AL

QMRP (September 2009 — July 2010)

Stephanie supervised overall quality of life for 18 individuals on caseload through weekly
monitoring of homes and care received. She completed routine paperwork, daily QMRP notes,
monthly progress reports, monthly meal time assessments, and monthly internal monitoring. She
developed individualized support plans while ensuring compliance with certification guidelines.
She collaborated with interdisciplinary team on matters regarding clients’ wellbeing. She advised
staff regarding policies and procedures and administered disciplinary actions, conducted weekly
staff meetings, taught monthly new hire orientation and routine training sessions, and trained in
serious incident investigations and experienced in conducting investigations.

Caldwell Council on Aging Support Coordination, Columbia, LA

Support Coordinator (July 2008 — August 2009)

Stephanie managed caseload of 35 Medicaid waiver recipients in rural, economically depressed
areas with limited resources, assisted recipients in gaining access to medical, social, educational,
and other support services, developed individualized, comprehensive plans of care, and maintained
documentation required by the Department of Health and Hospitals and Medicaid. She transitioned
individuals from group home/developmental center into supervised independent

Living, coordinated recipient services through Office of Citizens with Developmental Disabilities,
completed monthly phone contacts, quarterly observations of services, quarterly home visits, and
annual planning meetings, and used social skills, fieldwork, and meticulous record keeping to
provide timely follow-up on a daily basis and meet monthly/quarterly deadlines.

Education:
® Bachelor of Arts in Psychology from the University of Louisiana at Monroe, 2003-2007
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Implementation Specialist:
Chelsea Lloyd
Training & Implementation Specialist, Therap Services LLC

Professional Experiences:

Therap Services, LLC, Waterbury, CT

Senior Training and Implementation Specialist (September 2012 - September 2016, October
2019 - Present)

Chelsea provides project management, training, onboarding, and technical support for Therap
Services LLC. The project deliverables include custom implementation plans for large-scale
agencies in accordance with their MSA/SOW, and analysis of monthly usage stats. As a Senior
Training and Implementation Specialist, Chelsea oversees EVV implementation, provides onsite
training to users, and facilitates trade conferences. As part of the implementation process, she has
researched long term software utilization issues across departments and established workarounds,
ensured proper customer transition, provided guidance to numerous stakeholders to ensure
HIPAA, Medicaid, Medicare, HITECH, SOC 1, and ACA compliance. Chelsea also works on
technical project management plans, provides consultative services to administrators regarding
policies, and overall workflows, and creates usage reports. Chelsea has collaborated with state
government and community groups to develop sustainable implementation strategies/policies in
accordance with CMS.

Hi-Hope Service Center, Lawrenceville, GA

Director of Residential Services (November 2017 - Present)

Chelsea’s primary responsibilities revolve around Medicaid (Federal and State) compliance. She
provides leadership and development, assists with onboarding, oversees compliance and facilitates
training of managers and directs support employees. She also maintains continuity of care across
program areas, and fosters collaborative relationships with internal and external entities.

She utilizes PMP standards in project supervision and leadership. This responsibility also deals
with ensuring that all services are rendered within full-compliance of DBHDD/Medicaid
guidelines, and cultivating new networking relationships that ensure optimum utilization of agency
resources.

iControl Data Solutions, Burtonsville, MD

Senior Implementation Specialist (September 2016 - November 2017)

Chelsea's responsibilities included providing project management activities (leadership, SOP
recommendations, software implementation and training) by providing data, payments, and
analytics software to alcohol suppliers and retailers, and their suppliers in the food, mass, drug,
convenience store market. She was responsible for developing training material, coordinating with
end-users and providing timely updates to them for product releases and updates, assisting with
internal help desk in application setup and troubleshooting issues, and escalating client requests.

She also deployed PMP standards in project supervision and implementation, and provided timely
feedback to sales initiatives on account opportunitics and changes. Chelsea also performed
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“technical contact calls” to introduce different data standards, file transmission protocols, and
testing procedures. She was involved in preparing custom usage reports, and communicated end-
user requests and issues to development teams.

United Cerebral Palsy, Atlanta, GA

Exceptional Rate Fund Coordinator (January 2010 - October 2012)

Chelsea was responsible for planning and coordinating needs analysis in identifying candidates
requiring additional Medicaid funding. She successfully created the "exceptional rate" process
which resulted in the acquisition of over 800k in additional funding. She performed quality
assurance reporting, and provided training to Directors to ensure additional funds wete correctly
monitored and accounted for in compliance with the State of Georgia. Lastly, Chelsea directly
assisted with special projects as assigned by the Associate Assistant Executive Director.

Walton Community Services, Inc. Powder Springs, GA

Executive Director (January 2009 - January 2010)

Chelsea provided a broad range of leadership, management, and strategic business solutions. She
successfully facilitated operational restructure, identified strategies to increase census, organized
community events, spearheaded HIV/AIDs community based support program (in partnership
with Grady medical center), and coordinated referral processes. She also coordinated service
delivery workflow, provided ongoing staff training and supervision, and thoroughly maintained a
1 million dollar annual budget.

The Arc of Baltimore, Towson, MD

Program Manager (January 2007 - January 2009)

Chelsea provided supervision to direct care staff and house managers, developed and recorded
individual care plans, assisted with planning and implementation of community activities, and
ensured overall health and safety of adults with developmental disabilities.

CIGNA Behavioral Health. Timonium, MD
Senior Triage Associate (2005 - 2007)

Chelsea provided customers and employees with employee benefits, expertise and services that
improved their health, well-being and productivity. She triaged emergent mental health calls and
coordinated community support to prevent hospitalization.

Education:
® Completed the Foundations of Project Management course from Kennesaw State,
Kennesaw, GA, 2017
¢ MPA from Capella University, Minneapolis, MN, 2012
® BS in Psychology from Stevenson University, Stevenson, MD, 2005
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Security Analyst:
Anthony G. Tobey
Chief Information Security Officer, Therap Services LLC

Tony has been involved in Information Technology for over 25 years. Starting as a software
developer, Tony transitioned to infrastructure operations, specializing in the development and
support of platforms that provide a high level of performance and reliability. His project
accomplishments include network, infrastructure and security architecture, infrastructure
optimization and data center design/migration. He has extensive experience in the areas of policy
development, business continuity, disaster recovery, compliance, cloud security, and platform
availability. His organizational experience ranges from start-up firms through Fortune 500
corporations.

Professional Experiences:

Therap Services, LLC, Waterbury, CT

Chief Information Security Officer (November 2010 - Present)

Tony’s role is to improve the reliability and sccurity profile of the corporate, end user and
production infrastructures, through enhancements to architecture, monitoring capabilitics, change
management, change detection, and corporate policies. His responsibilities include the following:

e Represents the company as HIPAA Security Officer, and is primarily tasked with the
evolution and maintenance of the company’s security posture by leveraging various
resources from NIST, CIS, HIPAA, SANS, and HITRUST.

® Lead engineer for the migration of data centers to new facilities, while maintaining full
platform redundancy and uptime.

® Part of senior management team tasked with architecture, budgetary and planning
responsibility for all pre-production and production services, hardware, communications
and software.

e Built compliance programs for multiple regulatory and 'best practices' platform
methodologies (CIS Top 20, SOC 2, HIPAA, NIST), and participates in third-party
compliance assessments.

® Acts as corporate lead for security initiatives, including vulnerability assessments, risk
management, business continuity, disaster recovery, and monitoring infrastructure.

¢ Participant in annual SOC2 external audit process and is part of lead team to design, plan
and execute a migration to Fortinet-based firewall, authentication, and analysis platform.

¢ Implemented Tenable Security Center platform for internal system vulnerability
management and Infoblox DNS infrastructure in support of emerging initiatives.

e Performs research and development of solutions for cloud-based remote endpoint
management, privileged access control, file integrity management, and infrastructure
management.

o Led migration of storage infrastructure to flash-based, clustered architecture, including
redesign of backup facilities to include backup of virtual machines and secondary backup
to cloud.

Atrion Communication Resources (ACR), Branchburg, NJ
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Director, Technical Solutions (November 2008 - November 2010)

Tony led efforts to enhance and expand the IT professional services function within ACR, through
internal staff utilization and the development of partnerships with other companies. He assessed
technologies for inclusion in solution suite, including security, wireless, wan optimization, web
and email filtering, dns/dhcp, IDS/IPS, NAC, network analysis, servers and storage.

IDT Corporation, Newark, NJ
Vice President, Security Infrastructure (June 2006 - October 2008)
Tony was responsible for the planning and execution of security-based initiatives designed to
improve the overall security profile of the corporation. Specific target areas include: Network
Segmentation, Disaster Recovery/Business Continuity, Intrusion Detection, System Architecture,
Policy Development, and Standards Compliance. Specific technologies include: IP Networking,
Unix/Linux, Windows, IM, SAN, NAS, IDS, firewalls, and associated software applications for
monitoring and auditing platform activity. His responsibilities included the following:
¢ Investigations of fraud and other non-compliant activities
® Compliance initiatives include being the corporate Payment Card Initiative (PCI)
compliance officer, and
e Ongoing interaction with both technical and audit staff regarding Sarbancs-Oxley
requirements.

Vice President, Information Technology and Security (January 2000 - July 2008)
Tony managed the engineering and operations of global desktop, storage, server, security and
network infrastructure for highly available telephony-based application platforms, generating
annual revenue of $1.5B, and developed and executed $7M annual budget. His responsibilities
included the following:
® Developed and implemented disaster recovery and business continuity plans.
® Improved platform availability to 99.9%+ by redesigning network, storage, and server
infrastructure.
¢ Leddesign, implementation, and operation of global VoIP carrier-grade data and telephony
network.
® Managed transition from silo-based to SAN/NAS-based storage, backup and recovery
infrastructure.
® Actively involved in working with internal audit staff to ensure compliance with Sarbanes-
Oxley (SOX) and PCI regulations.

CALL SCIENCES, Edison, NJ

Director, Engineering & Integration (February 1996 - December 1999)

Tony reported directly to the President, oversaw development and delivery of state-of-the-art
computer/telephony unified communications product suite, supervised design, installation, and
designed specifications and managed validation testing.

Education:
® MS in Computer Information Science from New Jersey Institute of Technology, 1987
® BS in Computer Information Science from New Jersey Institute of Technology, 1983
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Technical Solutions Architect:
Sazzad Rafique
Chief of Software Design, Therap Services LLC

Sazzad has been involved in System Design, Project Management and Software Development for
more than 14 years. Sazzad is in constant contact with Therap’s user base, spending a significant
amount of his time on site at provider locations. He provides solutions including technical designs
and deliverables to states, counties, local government agencies, multi-state provider agencies and
other providers that support individuals with I/DD. His expertise includes the interpretation of
regulations and processes in multiple states.

Professional Experience:

Therap Services LL.C, Waterbury, CT

Chief of Software Design (2004 - Present)

Sazzad is a member of the Software Development team. He leads complex and critical business
process re-engineering and system development projects. He played a vital role for Therap’s
successful implementation of statewide systems in North Dakota, Nebraska, New York, and South
Carolina.

Sazzad’s responsibilities center on planning, directing and coordinating Therap’s business
application development strategy. He oversees several cross functional teams to ensure integrated
and coordinated effort towards products and services development. Sazzad oversees capacity and
resource planning and makes recommendations for network hardware, systems management
software and systems architecture.

Key Projects/ Therap Implementations at State agencies

Therap Services project for South Carolina Department of Disabilities and Special Needs DDSN
Technical Lead (2014 - Present)

Sazzad is responsible for the overall architecture of the Therap system including building
interfaces for data transfers between state and other entities. He plays a vital role as a technical
lead for the for the implementation of Therap system including the case management tools,
individual's’ demographic information tracking, service plan tracking and monitoring, health
records, medication administration, behavior monitoring and employment information.

Therap Services for State of North Dakota Developmental Disabilities Division, DHS
Solution Architect (2010 - Present)

Sazzad oversaw the project for the replacement of internal case management systems including
intake and eligibility. He developed an interface with Master Client Index, and find innovative
solutions for automation of Level of Care assessment, Service Authorizations, and Infant
Development system. He also facilitated the replacement of an aging DB2 system (ASSIST) and
data importation and migration from Lotus notes. Developed a custom application to handle
complex data migration. He established and supervised a quality assurance process, including
integration and system testing.
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Therap Services for State of Nebraska, Division of Developmental Disabilities, DHHS
Solution Architect (2010 - Present)

Sazzad carried out the lead strategic planning to achieve business goals by identifying and
prioritizing development nitiatives and setting timetables for the evaluation, development, and
deployment of Therap products and services. He ensured that Therap’s Demographic and Service
interfaces functioned properly with the state’s NFOCUS system allowing for the automatic
building of caseloads. He also met with key state officials to maintain liaison and resolve any
critical issues, reviewed and approved technical designs and manage deliverables.

Education
¢ Master of Business Administration from North South University, Dhaka, Bangladesh,
2009
e Bachelor of Science in Computer Science from North South University, Dhaka,
Bangladesh, 2003
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Business Analyst:
Barry Pollack
Regional Director, Therap Services LLC

Barry Pollack joined Therap in 2010 and has been supporting providers in the implementation and
use of their industry leading I-DD specialized electronic documentation and reporting solution.
Barry served on the State Board of the Florida Association of Rehabilitation Facilities and was the
Board President just prior to coming to Therap Services.

Barry started his career in California with the United Cerebral Palsy national network, working in
behavior management group homes. He ran one of the largest respite care programs in the Country
in the 1990s and led the creation of both the North Carolina & South Carolina Respite Care
Coalitions. Since the 1980’s, Barry has worked with State & County Government, State Provider
Associations and Private Non-Profit Organizations in the planning, development and delivery of
services to individuals of all ages and disabilities and other special needs.

Professional Experience:

Therap Services LL.C, Waterbury, CT

Regional Director (2010 - Present)

Barry established a new Southeast Region Sales Territory and supports a business customer base.
He remains abreast of regulatory and licensure requirements and function as a liaison between
Therap Services and our Southeast customers to assure Therap Services EHR system is updated to
remain in compliance for customer needs. He coordinates Customer Regional Conferences and
Exhibit for Company at external trade shows. As a previous Customer, Barry also assisted in the
design and functionality development of Therap applications.

United Cerebral Palsy of East Central Florida

President/CEO (2003 - 2010)

Barry successfully led a “turn-around” of this fiscally challenged health and human services
organization through the development and implementation of a comprehensive strategic plan. He
grew organization from a $1.4 budget with 38 employees serving 2 counties to a $3.2 budget with
92 employees serving 6 counties, led organization through 2 national accreditation reviews
resulting in commendations and a rating that placed the organization in the top 3% in the U.S, and
led a successful re-branding of the organization leading to an increased diversity of funding
streams and donor support.

Easter Seals/United Cerebral Palsy of North Carolina

Sr. Executive Vice President (1996 - 2003)

Barry successfully led the merger of Carolinas Caring Connection with United Cerebral Palsy of
North Carolina increasing the capacity of both organizations to provide services in over 62
counties across North Carolina. He led the Sr. Management Team in the delivery of services
including: Early Intervention, Specialized Child Care Centers, Physical Therapy, Speech Therapy,
Habilitation Services, Respite Care, Residential and Foster Care, Vocational, and Supported
Employment Services.
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Carolinas’ Caring Connection, Inc., Charlotte, North Carolina

President/CEQ (1996 - 2003)

Barry led the growth of this nonprofit human services organization in 7 years from an annual
budget of 1 million to a budget of 7.2 million through the development and ongoing
implementation of a strategic planning process. He expanded geographic service area from one
county to nine counties and multiple offices in North Carolina.

Organizational Consultation Services, Charlotte, North Carolina

Organizational Consultant (1992 - 1996)

Barry provided organizational consultation and support to nonprofit agencies specializing in
advocacy and services for children and adults with disabilities, provided training in areas
including: client rights, case management, documentation, person centered planning, goal writing,
and other specific areas, and developed policies, procedures, training programs, and medical
record systems in compliance with local and state standards and licensure rules.

Goodwill Industries of the Southern Piedmont

Associate Vice President of Support Services (1990 - 1992)

Barry managed a human services department consisting of Residential, Supported Employment,
Educational, and Case Management services for individuals with developmental disabilities and
deafness. He developed and received the first HUD grant for a specialized group home for this
organization.

Mecklenburg County Mental Health, Developmental Disabilities and Substance Abuse
Services

Contracts Services Manager (1987 - 1990)

Barry administered the County’s department responsible for contracting with agencies for the
provision of services for developmental disabilities. He designed a new department and hired 3
staff to work as a team to provide technical assistance to the contract agencies in the areas of
children's  services, residential services, vocational and educational services.

Client Representative (1987 - 1990)

Barry pioneered this new pilot position of serving as an ombudsman for the County. He provided
advocacy for families and individuals with disabilities seeking assistance through the County
system of care.

Education:
¢ BA in Social Work, Minor in Psychology from California State University Northridge,

1983
® AA in Sociology, Minor in Psychology from Pierce College, Woodland Hills, California,

1980
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3. Key Staff, Resumes, and References
3.1 Key Staff
Key staff consist of the project's senior leadership for the Electronic Visit Verification
(EVV) project. These resources are responsible for providing leadership, and creating
the standards and processes required for the successful implementation, operation,
maintenance.

3.1.1  The Vendor should make the proposed key staff available for an in-person
interview upon DHHR's request.

3.1.2 To ensure successful transition to the operations phase, the
implementation activities should be led by key staff identified in the list
below:

3.1.21 Account Manager
3.1.2.2 Project Manager
3.1.2.3 Quality Assurance Manager

3.1.3 The qualifications, experience, and responsibilities for each key staff role
are defined in RFP Section 4.7.1 Qualifications and Experience: Table 8:
Staff Qualifications, Experience, and Responsibilities.

Therap has proposed the following key staff for this project, with their corresponding roles:

Account Manager: The Account Manager will represent and oversee all contractual aspects of
the project, and will have the contractual authority to make decisions that are binding on the
Contractor.

Project Manager: The Project Manager will oversee the project and serve as the single point of
contact for all technical and functional matters relating to the execution of the project.

Quality Assurance Manager: The Quality Assurance Manager will direct, lead, and coordinate
a team of Quality Assurance engineers, ensuring qualities at different levels of system design,
software and database architecture, development, testing, and implementation.

Implementation Specialist: The Implementation Specialist will implement the approved training
plan, and tailor training sessions to ensure that modules are covered such that they meet the
Department's needs.

Security Amnalyst: The Security Analyst will perform risk assessments, implement necessary
security measures, and implement disaster recovery and business continuity plans, and will
monitor the performance of the application and the security controls.

Technical Solutions Architect: The Technical Solutions Architect will identify the technical
needs to plan and organize the technical implementation schedule, and will test and ensure that the
technical components work as required.

Business Analyst: The Business Analyst will work with DHHR in consulting on strategic
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planning, organizational development and the delivery of services.

3.2 Resumes

Resumes for key staff named in the Vendor proposai shouid indicate the
role of the staff on the EVV project and demonstrate how each staff
member's experience and education will contribute to the successful
implementation of the EVV.

Each resume should demonstrate experience relevant to the position
proposed. If applicable, resume should include work on projects cited
under the Vendor's corporate experience, and the specific functions
performed on such projects.

The Vendor should complete Table 23: Resumes for Proposed Key Staff
and include in this section Proposed Key Staff resumes and any additional
staff members' resumes the Vendor will have assigned to this project.

3.2.1

3.2.2

3.2.3

Table 23: Resumes for Proposed Key Staff

Name

Proposed Role

Experience in Proposed Role

Justin Brockie

Account
Manager

Justin has over 20 years of experience in the /DD
industry, over 15 years of experience as the COQ of
Therap, and over 12 years of experience in working
with 18 States to implement Therap system. He has
an in-depth knowledge of the services provided in
the /DD, Case Management, LTSS, Aging, and
other industries.

Jeff Covington

Project Manager

Jeff has 20 years of experience in the I/DD industry
and over 5 years of experience in working with
States to implement Therap system. He has an in-
depth knowledge of the services provided in the
I/'DD, Case Management, LTSS, Aging, and other
industries.Prior to joining Therap, Jeff was the
Director of Residential Services & Therap
Administrator at Catholic Charities Disabilities
Services in Albany, NY. In addition to his role at
CCDS, Jeff was the Capital Region Vice-President
for NYSACRA, a founding mentor of DSPANYS,
and the Co-Chair of the PWSAUSA Professional
Provider Advisory Board.

Stephanie Masters
Norton

Quality
Assurance
Manager

Stephanie has been with Therap for over 5 years and
has worked in the Health & Human Services field
for over 12 years. She performs support, training,
and project management tasks for State-wide
implementation of Therap. As a member of the
Quality Assurance Team, she reviews customer
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contacts to ensure accuracy, efficiency, and quality
of support team communication with customers.

Chelsea Lloyd

Implementation
Specialist

Chelsea has extensive experience in project
management, training, onboarding, and technical
support deliverables including custom
implementation plans for large-scale agencies. She
has also collaborated with state government and
community groups to develop sustainable
implementation strategies/policies in accordance
with CMS.

Anthony G. Tobey

Security
Analyst

Tony has over 25 years of experience in the
Information Technology industry and over 9 years
of experience in Therap. He has extensive
knowledge in executive management in
infrastructure and data security, technology, and IT
operations. He also has extensive experience in the
areas of policy development, business continuity,
disaster recovery, compliance, cloud security, and
platform availability.

Sazzad Rafique

Technical
Solutions
Architect

Sazzad has over 15 years of experience in System
Design, Project Management and Software
Development. He oversaw the technical aspect of
Therap’s implementation in 18 States. He attends
regular meetings with States and Providers using
Therap, assessing changes in requirements, and
implementing changes to meet State and Federal
requirements.

Barry Pollack

Business
Analyst

Barry has been working with Therap for over 10
years and has been supporting providers in the
implementation and use of their industry leading I-
DD specialized electronic documentation and
reporting solution. Since the 1980°s, Barry has
worked with State & County Government, State
Provider Associations and Private Non-Profit
Organizations in the planning, development and
delivery of services to individuals of all ages and
disabilities and other special needs. Barry continues
to contribute to the I-DD industry through
consulting in strategic planning, organizational
development and the delivery of services to
individuals of all ages and disabilities.

3.3 References
3.3.1  The Vendor should provide three (3) references for which each proposed
key staff candidate has successfully demonstrated meeting the
requirements of the RFP. The name of the person to be contacted, phone
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number, client name, address, brief description of work, and date {month
and year) of employment should be given for each reference. These
references should be able to attest to the candidate's specific
qualifications.

3.3.2

The reference given should be a perscon within a client's organization and

not a co-worker or a contact within the Vendor's organization.

3.3.3

Vendors should use the format provided in Table 24: Key Staff

References. Repeat the rows and tables as necessary.

Table 24: Key Staff References

Key Personnel Reference Form 1

Key Persconnel
Name:

Justin M. Brockie

Proposed Role:

Account Manager

Reference 1

Client Name: | Tdaho Client 450 West State Street, 5th floor, P.O. Box
Division of Address: 83720, Boise, ID 83720-0036
Health and 208-334-5701
Welfare

Contact Rebecca Contact Title: | Policy Program Manager

Name: Fadness

Contact 208-334- Contact E- rebecca.fadness@dhw.idaho.gov

Phone: 5701 mail:

Project Name:

Idaho Children’s Case Management

Start
Date:

End
Date:

November Ongoing

2014

Project Description: Therap has worked as the prime Contractor and is responsible for supporting
activities associated with design, implementation of the solution, maintenance, training, and ongoing
support throughout the term of the contract.

Project Role and Responsibilities: Therap has implemented a number of services/modules to this
provider, including but not limited to Case Management, Case Note, Individual Data, Individual
Support Plan, Secure Communications (SComm), Document Storage, Employment History, Business

Intelligence.

Reference 2

Client Name: | Nebraska Client 301 Centennial Mall South, Lincoln, NE 68509
Department of | Address:
Health and
Human
Services
Contact Anna Contact Title: | Quality Management Administrator
Name: Bromberg
Contact 531-739-9091 | Contact E- Anna.Bromberg@nebraska.gov
Phone: mail:
Project Name: Start | March End Ongoing
Nebraska DD Case Management Date: | 2011 Date:
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Project Description: Therap initially implemented statewide incident management in Nebraska very
quickly to assist (successfully) with DoJ oversight. Following that, Therap’s proposal for a Case
Management and billing system was accepted. The first phase of this was annual plans, followed by
budgets, followed by full cycle billing. Now every DD authorization, claim and adjudication flows
through Therap. Therap is fully implemented by all Nebraska’s providers including up to 2000
independent providers. Nebraska’s self advocates and families also have access to Therap.

In order to facilitate these processes, Therap has built several interfaces to Nebraska’s legacy
NFOCUS system. This has involved working with numbers of teams from different state departments
and contractors and managing potentially difficult relationships and processes.

Therap has assisted the Division in implementing new regulations and is currently working alongside
the Division to design and implement the practical workings of their new rate structure.

Project Role and Responsibilities: Therap has worked as the prime Contractor and is responsible
for supporting activities associated with design, implementation of the solution, maintenance,
training, and ongoing support throughout the term of the contract.

Reference 3

Client Name: | North Dakota | Client 1237 W. Divide Ave. Suite 1A
Department Address: Bismarck, ND 58503
of Human
Services,
Development
al Disabilities
Division
Contact Tina M. Bay Contact Title: | Assistant Director
Name:
Contact 701-328-8966 | Contact E- tbay@nd.gov
Phone: mail:
Project Name: Start | July2010 | End Ongoing
North Dakota DD Case Management Date: Date:

Project Description: Therap’s work in North Dakota includes an interface to the state’s central
Master Client Index, which the Therap System both queries and adds to as clients are enrolled.
Therap has continued to build out, enhance, and adapt the North Dakota implementation to include
functionality developed with other states and to adjust to new regulations and policies. Therap was
awarded a sole source contract in June 2010 to replace North Dakota’s ASSIST DB2/Lotus Notes
legacy system that handled intake, eligibility, referral, slot management, service authorizations,
licensing, case management, support planning, and early intervention. Therap was also tasked with
implementing Incident Management and a full provider Electronic Health Record. Within the first six
months, Therap replaced ASSIST and was able to migrate data from DB2 and Lotus notes in a way
that it was usable within Therap.

Project Role and Responsibilities: Therap has worked as the prime Contractor and is responsible
for supporting activities associated with design, implementation of the solution, maintenance,
training, and ongoing support throughout the term of the contract.
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Key Personnel Reference Form 2

Key Personnel | Jeff Covington Proposed Role: Project Manager
Name:
Reference 1
Client Name: | South Carolina | Client 3440 Harden Street Extension, Columbia, SC
Department of | Address: 29203
Disabilities
and Special
Needs
Contact David Foshee | Contact Title: | IT Manager
Name:
Contact 803-898-9781 | Contact E- DFoshee@ddsn.sc.gov
Phone: mail:
Project Name: Start March End Ongoing
Statewide DD/Early Intervention/Brain Injury Date: 2015 Date:
Case Management

Project Description: Therap has been working with DDSN since 2015 and is now mandated for
DDSN providers in South Carolina. The case management system is currently being implemented in
South Carolina, including the following components:

Level of Care
Eligibility
Individual Intake
Case Notes

Case Management Assessment, Worksheet, and Support Plan
Employment

Individual demographic information tracking, service plan tracking and monitoring, health records,
medication administration, and behavior monitoring information have also been implemented.

Project Role and Responsibilities: Therap has worked as the prime Contractor and is responsible
for supporting activities associated with design, implementation of the solution, maintenance,
training, and ongoing support throughout the term of the contract.

Reference 2

Client Name:

Alabama
Department of
Mental Health,
Division of
Mental Health
and Substance
Abuse
Services

Client
Address:

P.O. Box 301410, Montgomery, AL 36130-

1410

Contact
Name:

Angie Astin

Contact Title:

RN

Contact

334-353-3981

Contact E-

angie.astin@mbh.alabama.gov
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Phone: mail:

Project Name: Start August End Ongoing
Statewide MH/SA Incident Reporting Date: 2016 Date:

Project Description: Therap has impiemented a statewide incident reporting system administered
by the Division of Mental Health and Substance Abuse Services.

Project Role and Responsibilities: Therap has worked as the prime Contractor and is responsible
for supporting activities associated with design, implementation of the solution, maintenance,
training, and ongoing support throughout the term of the contract.

Reference 3

Client Name: | South Dakota | Client 3800. E. Hwy 34 - Hillsview Plaza. Pierre, SD
Division of Address: 57501
Developmenta
1 Disabilities
Contact Ashley Contact Title: | Program Specialist I
Name: Schlichenmay
er-Okroi
Contact 605-773-3438 | Contact E- Ashley.SchlichenmayerOkroi@state.sd.us
Phone: mail:
Project Name: Start July End Ongoing
South Dakota Division of Developmental Date: | 2016 Date:
Disabilities Statewide Case Management

Project Description: Therap has successfully implemented Conflict Free Case Management,
incident reporting, Personal Focus Worksheet, ISP Agenda, ISP Plans, and Case Notes across South
Dakota.

Project Role and Responsibilities: Therap has worked as the prime Contractor and is responsible
for supporting activities associated with design, implementation of the solution, maintenance,
training, and ongoing support throughout the term of the contract.

Key Personnel Reference Form 3

Key Personnel | Stephanie Proposed Role: Quality Assurance Manager
Name: Masters Norton
Reference 1
Client Name: | UCP of Client 120 Oslo Circle, Birmingham, AL 35211
Greater Address:
Birmingham
Contact Janis Braue Contact Title: | Former Director of Adult Services
Name:
Contact 205-420-2393 | Contact E- jbraue@charter.net
Phone: mail:
Project Name: Start | March End October
Agency-wide Therap implementation Date: | 2014 Date: 2015

Project Description: Implementation of Therap applications.
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Project Role and Responsibilities: Implementation of Therap across a multi service provider
(Adult Day, Employment, Therapy Services, ctc).

Reference 2

Client Name: | United Ability | Client 120 Oslo Circle, Birmingham, AL 35211
Address:

Contact Mary Roth Contact Title: | Director of Adult Services

Name:

Contact 205-943-5205 | Contact E- mroth{@unitedability.org

Phone: mail:

Project Name: Start | May End Ongoing

Agency-wide Therap implementation Date: | 2018 Date:

Project Description: Implementation of Therap applications.

Project Role and Responsibilities: Continued Implementation of Therap across Employment
Services, Day Services, Community Services, etc.

Reference 3

Client Name: | Alabama Client P.O. Box 301410, Montgomery, AL 36130-
Department of | Address: 1410
Mental Health

Contact Anna Contact Title: | Autism Services Director

Name: McConnell

Contact 800-499-1816 | ContactE- anna.meconnell@mh.alabama.gov

Phone: mail:

Project Name: Start | March End Ongoing

Alabama Autism Services Case Management Date: | 2019 Date:

Project Description: Implementation of Therap for a new State program for Autism Services -
utilizing Therap for Information & Referral, Eligibility, Priority List, Case Management
Documentation, Referrals, Service Documentation and Billing.

Project Role and Responsibilities: Therap has worked as the prime Contractor and is responsible
for supporting activities associated with design, implementation of the solution, maintenance,
training, and ongoing support throughout the term of the contract.

Key Personnel Reference Form 4

Key Personnel | Chelsea Lloyd Proposed Role: Implementation Specialist
Name:
Reference 1
Client Name: | The Institute Client 80 Erdman Way — Suite 103A
of Professional | Address: Leominster, MA 01453
Practice, Inc.
Contact Ryan Sullivan | Contact Title: | Business System Analyst
Name:
Contact 978-868-3113 | Contact E- rsullivan@ippi.org
Phone: mail:
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Project Name:

Agency-wide Therap implementation

Start
Date:

September
2016

January End
2014 Date:

Project Description: Implementation of Therap applications.

Project Roie and Responsibilities: Key account related tasks that included retention, utilization,
and multi-state usage.

Reference 2

Client Name: | Xindred Client 219 McClellan St, Philadelphia, PA 19148
Hearts, LLP Address:

Contact Mikall Powell | Contact Title: | COO

Name:

Contact 267-226-8960 | Contact E- mpowell@kindredheartsllp.com

Phone: mail:

Project Name:

Agency-wide EVV implementation

Start
Date:

October End
2019 Date:

Ongoing

Project Description: Implementation of Therap applications.

Project Role and Responsibilities: EVV implementation which included admin training on the |

Scheduling/EVV module, Billing setup/training, communication with Sandata for testing and
validation, interface setup, and monitoring/tracking of EVV visit data.

Reference 3

Client Name: | King Family Client 922 N 9th St, Philadelphia, PA 19141
Enterprise, Address:
LLC
Contact Barbara King | Contact Title: | CFO
Name:
Contact 215 456-1640 | Contact E- bking_enterprise@comcast.net
Phone: mail:

Project Name:

Agency-wide EVV implementation

Start
Date:

October End Present

2019 Date:

Project Description: Implementation of Therap applications.

Project Role and Responsibilities: EVV implementation which included admin training on the
Scheduling/EVV module, Billing setup/training, communication with Sandata for testing and
validation, interface setup, and monitoring/tracking of EVV visit data.

Key Personnel Reference Form 5

Key Personnel | Anthony G. Proposed Role: Security Analyst

Name: Tobey

Reference 1

Client Name: | A-LIGN Client Rivergate Tower, 400 N Ashley Dr #1325,
Address: Tampa, FL 33602

Contact Michael Contact Title: | Senior Project Manager

Name: Brown
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Contact E-
mail:

1-888-702-
5446 x473

Contact
Phone:

michael.brown@a-lign.com

Project Name:
SOC 2 Compliance and Certification

Start
Date:

End
Date:

January Ongoing

2015

Project Description:

Project Role and Responsibilities:

Reference 2

Client Name: | CoreSite Client 1001 17th Street, Suite 500, Denver, CO 80265
Reaity Address:
Corporation

Contact Gabe Pannella | Contact Title: | Senior Director

Name:

Contact 201-993-9005 | Contact E- Gabe Pannella@coresite.com

Phone: mail:

Project Name:
Data center services

End
Date:

Start
Date:

November Ongoing

2016

Project Description:

Project Role and Responsibilities:

Reference 3

Client Name: | Infogressive, Client 1560 S. 70th Street, Lincoln, NE 68506
Inc. Address:

Contact Robert Frickel | Contact Title: | Vice President of Engineering

Name:

Contact 402-261-0123 | Contact E- robert.frickel@infogressive.com

Phone: x109 mail:

Project Name:
Managed Security Services

End
Date:

Start
Date:

January Ongoing

2014

Project Description:

Project Role and Responsibilities:

Key Personnel Reference Form 6

Key Personnel | Sazzad Rafique Proposed Role: Technical Solutions Architect
Name:
Reference 1
Client Name: | North Dakota Client 1237 W. Divide Ave. Suite 1A
Department of | Address: Bismarck, ND 58503
Human
Services,
Developmental
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Disabilities
Division
Contact Wendy Contact Title: | Assistant Director
Name: Dannenfelzer :
Contact 701-328-8784 ContactE- | wdannenfelzer@nd.gov
Phone: mail:
Project Name: Start | July End Ongoing
North Dakota DD Case Management Date: | 2010 Date:

Project Description: Therap’s work in North Dakota includes an interface to the state’s central
Master Client Index which the Therap System both queries and adds io as clients are enrolied.
Therap has continued to build out, enhance, and adapt the North Dakota implementation to include
functionality developed with other states and to adjust to new regulations and policies. Therap was
awarded a sole source contract in June 2010 to replace North Dakota’s ASSIST DB2/Lotus Notes
legacy system that handled intake, eligibility, referral, slot management, service authorizations,
licensing, case management, support planning, and eatly intervention. Therap was also tasked with
implementing Incident Management and a full provider Electronic Health Record. Within the first
six months, Therap replaced ASSIST and was able to migrate data from DB2 and Lotus potes in a
way that it was usable within Therap.

Project Role and Responsibllities: Therap has worked as the prime Contractor and is responsible
for supporting activities associated with design, implementation of the solution, maintenance,
training, and ongoing support throughout the term of the contract.

Reference 2

Client Name: | South Carolina | Client 3440 Harden Street Extension, Columbia, SC
Department of | Address: 29203
Disabilities and
Special Needs
Contact David Foshee Contact Title: | IT Manager
Name:
Contact 803-898-9781 Contact E- DFoshee@ddsn.sc.gov
Phone; mail:
Project Name: Start March End Ongoing
Statewide DD/Early Intervention/Brain Injury Date: | 2015 Date:
Case Management

Project Description: Therap has been working with DDSN since 2015 and is now mandated for
DDSN providers in South Carolina. The case management system is currently being implemented in
South Carolina, which includes the following:

Level of Care

Eligibility

Individual Intake

Case Notes

Case Management Assessment, Worksheet, and Support Plan
Employment

® @& & o o 0
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Individual demographic information tracking, service plan tracking and monitoring, health records,
medication administration, and behavior monitoring information have also been implemented.

Project Role and Responsibilities: Therap has worked as the prime Contractor and is responsible
for supporting activities associated with design, implementation of the solution, maintenance,
training, and ongoing support throughout the term of the contract.

Reference 3

Client Name: | Nebraska Client PO Box 732 North Platte, NE. 69103-0732
Department of | Address:
Health and
Human
Services,
Region 11
Services
Contact Pamela J. Contact Title: | Executive Director
Name: Mann
Contact 308-535-8072 Contact E- pamela.mann@region2services.org
Phone: mail:
Project Name: Start | March End Ongoing
Nebraska DD Case Management Date: | 2011 Date:

Project Description: Therap initially implemented statewide incident management in Nebraska very
quickly to assist (successfully) with DoJ oversight. F ollowing that, Therap won an RFP for a Case
Management and billing System. The first phase of this was annual plans, followed by budgets,
followed by full cycle billing so now every DD authorization, claim and adjudication flows through
Therap. Therap is fully implemented by all Nebraska’s providers including up to 2000 independent
providers. Nebraska’s self advocates and families also have access to Therap.

In order to facilitate these processes, Therap has built several interfaces to Nebraska’s legacy
NFOCUS system. This has involved working with numbers of teams from different state departments
and contractors and managing potentially difficult relationships and processes.

Therap has assisted the Division in implementing new regulations and is currently working alongside
the Division to design and implement the practical workings of their new rate structure.

Project Role and Responsibilities: Therap has worked as the prime Contractor and is responsible
for supporting activities associated with design, implementation of the solution, maintenance,
training, and ongoing support throughout the term of the contract.

Key Personnel Reference Form 7

Key Personnel Barry Poliack Proposed Role: Business Analyst
Name:

Reference 1

Client Name: | South Carolina | Client 3440 Harden Street Extension, Columbia, SC
Department of | Address: 29203
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Disabilities and
Special Needs
Contact David Foshee Contact Title: | IT Manager
Name:
Contact 803-898-9781 Contact E- DFoshee@ddsn.se.gov
Phone: mail:
Project Name: Start March End Ongoing
Statewide DI)/Early Intervention/Brain Injury Date: | 2015 Date:
Case Management

Project Description: Therap has been working with DDSN since 2015 and is now mandated for
DDSN providers in South Carolina. The case management system is currently being implemented in
South Carolina, which includes the following:

Level of Care

Eligibility

Individual Intake

Case Notes

Case Management Assessment, Worksheet, and Support Plan
Employment

Individual demographic information tracking, service plan tracking and monitoring, health records,
medication administration, and behavior monitoring information have also been implemented.

Project Role and Responsibilities: Therap has worked as the prime Contractor and is responsible
for supporting activities associated with design, implementation of the solution, maintenance,
training, and ongoing support throughout the term of the contract.

Reference 2

Client Name: | Alabama Client P.O. Box 301410, Montgomery, AL 36130-
Department of | Address: 1410
Mental Health

Contact Anna Contact Title: | Autism Services Director

Name: McConnell

Contact 800-499-1816 Contact E- anna.mcconnell@mh.alabama.gov

Phone: mail:

Project Name: Start | March End Ongoing

Alabama Autism Services Case Management Date: | 2019 Date:

Project Description: Implementation of Therap for a new State program for Autism Services -
utilizing Therap for Information & Referral, Eligibility, Priority List, Case Management
Documentation, Referrals, Service Documentation and Billing.

Project Role and Responsibilities: Therap has worked as the prime Contractor and is responsible
for supporting activities associated with design, implementation of the solution, maintenance,
training, and ongoing support throughout the term of the contract.

Reference 3

Client Name: | Division of Client 100 N Union Street PO Box 301410
Developmental | Address: Montgomery, AL 36130-1410
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Disabilities

Alabama

Department of

Mental Health
Contact Jeffery E. Contact Title: | Exccutive Assistant to the Associate
Name: Williams Commissioner
Contact 334-242-3701 Contact E- Jeff.williams@mbh.alabama.gov
Phone: maii:

Project Name:

Alabama Department of Mental Health (ADMH)

lectronic Documeniation Sysiem

Start
Date:

March
2019

End
Date:

Ongoing

Project Description: Therap has implemented a state-wide incident reporting system.

Project Role and Responsibilities: Therap has worked as the prime Contractor and is responsible
for supporting activities associated with design, implementation of the solution, maintenance,
training, and ongoing support throughout the term of the contract.




Attachment 5
Initial Work Plan




® Technical Solutions Architect: TSA
¢ Business Analyst: BA

The draft Gantt chart is based on the Task Groups identified in this RFP:

Task Group 1 - Project Initiation and Project Management Plan: This
phase encompasses the project kickoff meetings, initial project planning and
set up activities. This phase includes the Payment Milestone 1. Therap will
discuss with the department to provide the final plans and deliverables
mentioned in 4.5 Project Task Groups, Payment Milestones, and
Deliverables for this phase.

Task Group 2 - Solution Planning: This phase is divided into two stages:
Payment Milestone 2 and Payment Milestone 3. The initial stage will
encompass the plans related to the Data Management, Incident Management,
Master Test and Requirements Management and others defined in the Project
Task Groups. The second state will encompass the Requirements Specification
Document, Requirements Traceability Matrix and other documents related to
the system security and backup.

Task Group 3 - Solution Design, Testing, and Operational Readiness: This
phase is divided into three stages: Payment Milestone 4, Payment Milestone 5
and Payment Milestone 6. This phase includes the test cases, test plan, test
results and other documents related to the different testing activities. Plans
such as the Capacity Plan, Configuration Management Plan, Data Conversion
Plan, Operational Readiness plan and Training Management Plan are also
included in this phase. Therap is a browser-based COTS SaaS solution and
does not require installation on devices. Prior to the solution deployment, the
testing activities will be done to ensure that all the configuration on the
production system is done correctly and the system is working properly.
Task Group 4 - Solution Deployment: This phase is divided into three stages:
Payment Milestone 7, Payment Milestone 8 and Payment Milestone 9. Tasks
such as the review of Supporting Documentation, Operational Milestone and
Implementation Plan roll out will be performed. Additionally, training
activities such as the Training Schedule, Training Materials, System and User
Documentation and Training Report will be provided. Therap will work with
the Department to finalise the Turnover and Closeout Management Plan.
Task Group 5- Project Monitor & Control: As the Contractor, Therap will
provide operational support and maintenance of the EVV solution until the end
of the contract.
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Attachment 6
Mandatory Requirements




1. instructions

1.1 The Vendor must meet the mandatory requirements as a part of the submitted
proposal. Failure on the part of the Vendor to meet any of the mandatory
requirements will result in its proposal’s disqualification, at the sole discretion of
the Department of Health and Human Resources (DHHR). The terms "must”,
"shall", or "will” stipulates and identifies a mandatory requirement.

1.2 The Vendor must demonstrate compliance with mandatory requirements in its
proposal. If the Vendor's proposal meets the mandatory requirements, the
Vendor's Proposal may be included in the next part of the technical evaluation of
this request for proposal {RFP).

1.3 For mandatory requirements that involve documentation, Vendors should include
the
documentation with their technical proposal. If the documentation is not provided
in the technical proposal, Vendors must provide a written commitment in their
proposal to provide the documentation prior to contract execution. When
appropriate, Vendors must provide narrative responses in the area below.

1.3.1 See the attached Microsoft Excel* file titled, Attachment 6: Mandatory
Requirements.

1.4 Therap has reviewed each requirement outlined in Attachment 6: Mandatory
Requirements and has provided specific responses for each requirement below.

MRQO2 | The Vendor must agree to adhere to the Therap agrees to adhere to the performance
performance measures and penalties ovtined within | measures and penalties outlined within the service
the service level agreements {SLAs} included in the | level agreements (SLAs) included in the request for
fequest for proposai (RFP) proposal (RFP).

MRO03 | The Vendor must ensire that solLtion medules and | Therap is a fully-integrated COTS SaaS solution that
apolications integrate succassfully and effectivaly requires minimal eustemization. The solution is
with minimal or no customization highly configurable, and allows users to configure a

number of system features. Therap implements a
standards-based approach to its technology design
| and interoperability that includes service-oriented
architecture (SOA), that allows effective integration
| with external systems.

MRO04 | The solution must securely capture and Therap's Scheduling/EVV module is a
electroricaliy verify comprehensive EVV solution that allows for the

i secure capture and electronic verification of
components identified in the 21st Century Cures Act
which include the component identified in MRS to
MRO12.

MROG5 | The identity of the member receving senvices The identity of the member receiving services is

identified on the Schedule slot form,

MROD6 | The identity of the direct care workar makinglthe The identity of the direct care worker making the
vISIt visit is available on the Scheduling/EVV form.
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MROO07 | The identity of the provider. AGENTCY The identity of the provider agency will be available
upon logging in to the system.

MRO08 | The date the visit begins and encs The date the visit begins and ends will be displayed
on the Scheduling/EVV form.

MROO0S | The time the visit Begins and ends The time the visit beging and ends will be displayed
along with the date on the Scheduling/EVV form.

MRO10 | The location of the viait The location of the visit can be identified when
creating a schedule. The location will also be
captured with the help of geolocation when checking
in and out to vetify the location information.

MRO11 The semnices being deliverad The services beings delivered will be noted on the
Scheduling/EVV form. Users can add service related
information in the comments field as weil.

MR0O12 | Tha waiver orogram or @ian nama The waiver program or plan name will be available
on the form as part of the identification data sets.

MRO13 | The solution must uniquely identify each user Each user is identified through a unique combination
of login name and provider code. Each provider has
a unique provider code, and within a provider, cach
user has a unique login name.

MR014 | The solution must have the ability to raceive dats Therap has extensive experience in interfacing with
from appraved electronic visit verification {EMV) data | various external systems and enterprises. The Therap
paTners and aggregale the extaral dats infe the system is highly flexible and is capable of receiving
overzll solution through the RDepartments dapproved | data from approved electronic visit verification
fiie format and transfer method(x) (EVV} data partners. Therap will work with the

Department to aggregate the external data into the
overall solution through an approved file format and
transfer method(s).

MRO15 | The scliition musthe accessibla far g dias with 1 Therap employs several self-advocates with physical
physical disabilities and vision imparments and disabilities and vision impairments who are
salisly ihe accessibiiity raquirements of Sectior 808 | accessing and managing their own data using our
of the Rehabllitation Act and the Amercans with solution. Therap compliss with the Section 508 of
Dizabilitiss Act (ADA) the Rehabilitation Act and Americans with

Disabilities Act (ADA).
MRO16 | Tha VYendor must estabiish business associate Therap will establish required agreements with the

agreements (BAA) or contractual agreements with:
the Department and any subcontractors according
to Federal agency requirements that have access to
data which is subiect to nrotaction by the Heoalth
insurapce Portability 2nd Accountability Act
(riiFAA) (Reference

hitpg ihinanas hhe govhipaafindex himl)

Department as required. Therap is not proposing the
use of any subcontractors for this proposal.
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MRO17

The Vendor must agree to enter into applicabie
Business Associate Agreements { BAA)Y with exieimal
electronic visif verification {EVV) data pariners as
direcied by the Department prior to accapting of
exchanging protected heaith information (PH])
and/er personally identifiable information [¥ii) data
ircin tive EVV soiution

Therap will establish required agreements with EVY
data partners as directed by the Department.

MRO18

Tha Vendor must ensure that sl data submitted ic
or cotlectsd by the solution will remain the piGgerty
of the Bepariment

Data entered by Department provider/agency users
will remain property of the Department.

MRO19

The Verdor must agree o abide by alf the
Department ssourity and privagy policies o protect
cenfidential and sensitive information

Therap complies with Health Insurance Portability
and Accountability Act (HIPAA) and Health
Information Technology for Economic and Clinical
Health (HITECH) requirements. Therap will work
with the Department to meet security and privacy
policies to protect confidential and sensitive
information.

MR020

A SRR HvEG T R aliiiiy (G recelve, siore.
and exchangs protected neait information (i)
g Rembhany ideninaiie niormaiion (711} through
authentication, along with encrypiion methods o
secure sensitive information following nationally
recognized standards, inciuding the privacy snd
sacuniy controls sutlined within Navenal Instiuie of
Standands gnd Technology (NIST) Security and
Privacy Cantrols for Federal Informatien Systams
ant Organizatons special publication (SP) 800-53
{modarale} and NIST 8P 800-111, Guida o Siorage
Encryption Technciogies for Bnd User Devices
(Referance

e s e Gov/publicatiorsiiatansp/A00-
114/final and

hitps /invinubs st gavinistpubs/SpaciaiPubhcations
INIST 8P 800-534 £af

When logging into Therap, a user will need fo enter
valid login name, password, and provider code for
authentication. Data communication during
transmission and data at rest are encrypted using
AES-256 encryption. Eneryption is FIPS 140-2 level
1 approved. The session between end user and Therap
is encrypted via SSL, and data in transit encryption
uses TLS v1.2.

Therap has reviewed NIST 800-53 on multiple
oceasions as part of response processes to inquiries,
as well as for our own evaluation and platform
improvement. As one of the foundation documents
for FISMA/FedRAMP compliance, we are
comfortable with the requirements outlined in NIST
800-53. Therap's Security Primer addresses, at 4
technical level, many of the issues identified by
higher order document sets, such as NIST Special
Publication 800-53. We have provided a copy of our
Security Primer as a separate attachment with our
proposal.

MRO021

The sofution must use only Federal Information
Processing Standard {FIPS) Pub 140-2 validated {or
higher; sncryption or equivalent {Reference

https /fnvipubs nist govinispubs/FIPSMIST FIPS. 140-
2 pdf and

https /invipubs nist govinistpubs/FIPS/NIST FIPS 140.

3 pdf)

Within Therap, data communication during
transmission and data at rest are encrypted using
AES-256 encryption. Encryption is FIPS 140-2
level 1 approved. The session between end user
and Therap is encrypted via SSI., and data in
transit encryption uses TLS v1.2.

MR022

The Vendor must remain in alignment with a0l future
updates o Ceniers for Medicare & Medicaid
Services (TS cerahcation processes and any
future updates to the Medicaid enterprse
Certification Toolkit (MECT). (Referance

hitos /Awwnw medicaid govimedicaid/data-and-

Therap will cooperate and collaborate with the
Department to remain in alignment with future
updates to CMS certification, including the MECT.

sysmams/maciindex html)
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MRO23

Te Vendor must design the solution to supor: the
Mediceid Information Technclugy Architecture
(MITA) goals fur the Departrmeant a3 defted in tis
Uspardment's MiTA State Sef-Assessmant {85 -4)
and olher West Virginia MYPA artifacts oravided o
the WY EVY RFE Procurement Library

Therap promotes an enterprise view that supports
enabling technologies that align with MITA business
processes and technologies, makes performance
measurable for accountability and planning, and
Ppromotes an environmient diat supports fiexibility,
adaptability, and rapid response to changes in
programs and technology. Therap will assist the
Department to align with its MITA technical goals.

MRO024

The Yendor must cocrdinate with the Uepanmeni to
develop ail documentation reguired by Centers for
Medicare & Medicaid Servicas! (CMS) Cortificatinn
process as defined 1n the most recent Medicaid
Enierpnse Cedification Toolkit (MEGT) (Reference
hitps www mediald gewmedicaitidata-and-
systems/mect/index himl

Therap will cooperate and collaborate with the
Department to develop documentation required for
CMS certification, including the MECT,

The *Attachment 6: Mandatory Requirements’ workbook has been completed and provided

below with the ‘Section’ and ‘Page#’

responses throughout this RFP.
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Mandatory Regquiremueints
Regurammanl Teu

Al privided services must comply with the Department rules.
The Vendor must agree to adhere to the performance measures
and penalties outlined within the senvice level agreements (SLAs)
included in the request for proposal (RFP).
The Vendor must ensure that solution modules and applications
integrate successfully and effectively with minimal or no
customization.
The solution must secureiy capture and electronically verify:
The identity of the member receiving services
The identity of the direct care warker making the visit
The identity of the provider agency
The date the visit begins and ends
The time the visit begins and ends
The lacation of the visit
The services being delivered
The waiver program or plan name
The solution must uniquely identify each user.
The solution must have the ability to receive data from approved
electronic visit verification (EVV) data partners and aggregate the
external data into the overall solution, through the Department's
approved file format and transfer method(s).

The solution must be accessible for individuals with physical
disabilities and vision impaimments and satisfy the accessibility
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MRO16 4221

MRO017 4343

MRO18 4340
MRO018 5216

MR0O20 4841

MR021 5155

MR022 4346

requirements of Section 508 of the Rehabilitation Act and the
Americans with Disabilities Act (ADA).

1 The Vendor must establish business associate agreements (BAA)
or contractual agreements with the Department and any
subcontractors according fo Federal agency requirements that have
access to data which is subject to protecticn by the Health
Insurance Portability and Accou ntability Act {(HIPAA). (Reference:
https:ilwww.hhs.govlhipaanndex.html)

1 The Vender must agree to enter into applicable Business Associate
Agreements (BAA) with external electronic visit verification (EVV)
data pariners as directed by the Department prior to accepting or
exchanging profected health information {PHI) and/or personally
identifiable information (PIl) data fron the EVV salufion.

1 The Vendor must ensure that all data submitted to or collected by
the solution will remnain the property of the Department.

1 The Vendor must agree to abide by all the Department security and
privacy policies to protect confidential and sensitive information.
The solution must have the ability to receive, store, and exchange
protected health information (PHI} and personally identifiable
information (PIf) through authentication, along with encryption
methods to secure sensitive information following nationally
recognized standards, including the privacy and security controls
cutlined within National Institute of Standards and Tech nology
(NIST) Security and Privacy Controls for Federal Information
Systems and Organizations special publication (SP) 800-53
(moderate) and NIST SP 800-111, Guide to Storage Encryption
Technologies for End User Devices. (Reference:
hﬂps:ilcsrc.nist.ovlpub!icatinnsfdetail.fsplaoo-1 11final and
htfps:.'/nvlpubs.nist.govlnistpubslSpeciaIF'ublfcaﬁons!NlST.SP.800-
53r4.pdf)

1 The solution must use only Federal Information Processing
Standard (FIPS) Pub 140-2 validated (or higher} encryption or
equivalent. (Reference:
hitps:/nvipubs.nist. gownistpubs!FJ'PSlNJST.FIPS.140-2.pdf, and
https:.flnvlpubsnist.gov/nistpubs.fFlPS!NIST.FIPS.MO-S.pdf)

1 The Vendor must remain in alignment with all future updates fo
Centers for Medicare & Medicaid Services' (CMS") certification
processes and any future updates to the Medicaid Enterprise
Certification Toolkit (MECT). (Reference:
https:/iwvww.medicaid. gov/medicaididata-and-
systems/mect/index. html)

Security Altachment 6 - Mandatory 5
Management Requirements

Security Aituchment 6 - Mandatory 5
Management Requirements

Security Attachment 6 - Mandatory 5
Management Requirements
Security Aftachment & - Mandatory 5
Management Requirements
Security Atlachment 6 - Mandatory §
Maragement Requirements

Security Attachment 6 - Mandatory 5
Management Requirements

CMS Attachment 6 - Mandatory 5
Certification Requirements
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MRO23 4344

MRD24 4345

1

The Vendor must design the solution to support the Medicaid CMS
Infarmation Technology Architecture {MITA) goals for the Certification
Department as defined in the Department's MITA State Self-

Assessment (S5-A) and other West Virginia MITA artifacts provided

in the WV EVV RFP Procurement Library.

The Vendor must caordinate with the Department to develop all CM3
documentation required by Centers for Medicare & Medicaid Certification
Services' (CMS") Certification process as defined in the most recent

Medicaid Enferprise Certification Toolkit (MECT). (Reference:

https:/fiwww. medicaid gov/medicaid/data-and-

systems/mect/index html}

Attachment 6 - Mandatory 5
Requirements

Attachment 6 - Mandatory 5
Requirements
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1. Instructions

1.1

1.2

1.3

1.4

1.5

The Vendor should provide a narrative overview of how the proposed system will
meet the business specifications. Use the response sections to provide specific
details of the proposed approach to meeting the business specifications in each
subject matter area.

Responses should reference specifications and relevant mandatory requirements
using the appropriate IDs from Appendix 1: Detailed Specifications and
Attachment 6: Mandatory Requirements.

DHHR also expects the Vendor to propose its approach for meeting any
specifications included in RFP Section 4: Project Specifications.

Responses in this section should be highly focused on the business processes
and specifications and not simply provide generic or marketing descriptions of
solution capabilities.

If the Vendor is proposing a phased implementation, the Vendor should indicate
how that approach may or may not affect functionality. Additionally, the Vendor
should indicate exception handling processes where appropriate and any
dependencies on existing systems or components of the new system to provide
the specified functionality.

2. Visit Verification

21

2.2

Refer to the relevant business specifications located in Appendix 1: Detailed
Specifications and pertinent narrative in Section 4: Project Specifications in this
RFP to cover solution capabilities in this area. The Vendor should describe its
approach to Visit Verification below. The narrative response for this category
should be organized using the appropriate subject matter area as per Appendix
1: Detailed Specifications.

Therap’s Scheduling/Electronic Visit Verification (EVV) module has been designed to
meet the needs of states and providers who need to build staff schedules (especially for
in-home and community based services), track staff hours, monitor individual service
allocation, and meet the upcoming federal EVV requirements and the standards of the
21st Century CURES Act. The EVV features provided by Therap are part of our
Scheduling/EVV module and allows for the collection of the necessary iters covered
under the 21st Century Cures Act, including the following:

The type of service performed;

The individual receiving the service;
Date of the service;

Location of service delivery;
Individual providing the service; and,
The time the service begins and ends.

AN

Furthermore, comment boxes are available where users can enter additional information
about the individual or the service. The mobile applications also allow users to add
verifications in the form of signatures or voice recordings when checking in and out. No
information is stored on the devices being used for carrying out these functionalities.

The configurability and versatility of the Scheduling/EVV module allows for the creation
of schedules for varying programs and services. Administrators will be able to configure
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details of module use (e.g., scheduling options, staff assignments). Administratively
assigned roles and cascloads will define how each user will be able to use the module.

Data entered in the system can be used to generate electronic billing and claim
submission. Various standard and cusiomized reports provide the tools to ensure quality
assurance and quality improvement. Users having access to the system and appropriate
roles will be able to search for past information using module search functionalities and
also by generating comprehensive reports. No restrictions are placed on how far back an
authorized user can search or access documents.

Therap understands that business rules may change during the contract. We are confident
in our ability to meet the requirements stated by the Department. The modules Therap
offers are designed to improve the quality of care and coordination across the entire
system for people receiving different services and supports.

The system can be accessed from Therap’s secure URL using any device with a standard
web browscr and an active internet connection at a speed that supports basic web
browsing. The modular design of the software and hardware implementation fulfills
objectives that focus on reliability, scalability and security. The core components of the
infrastructure are individually scalable to meet or exceed growth rates as they evolve.
Therap has been able to anticipate and absorb increased resource and functionality
requirements, while currently supporting the data being entered by over 6,000 providers,
Therap is confident in our ability to provide the flexibility and architecture required to
provide capacity and scalability for future expansion to support additional populations,
program changes, State and Federal regulatory changes or other policy changes that may
arise.

Therap maintains and archives historical information. The EVV system allows: tracking
of changes to business rules; manual entries; and changes of electronically captured
services. User actions are rccorded in the system with time and date stamps, and the
electronic signature of the users performing the action. When a form is updated, the
system archives the previous version of the form. Users who have appropriate
permissions can view the Update History and can compare before and after values of the
change, the date and time of the change, and the user making the change.

Therap’s Activity Tracking module may also be used to monitor or audit user activities.
The audit log displays the Activity Time, User Login Name, IP Address, Server Name,
Module, Action, Activity Type, Form ID, IDF Form ID, Program/Site, additional
information regarding the activity, and Time Zone.

Therap system's user interfaces, documentation, and training materials are designed to be
consistent across the system and as user-friendly as possible, keeping in mind the
expectations of different users. Processes for improving the usability and the overall
quality of the system have been integrated into Therap’s core management and
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operational activities. Therap will be able to provide adequate training to users who will
be furnishing varying services to individuals.

Therap has extensive experience in interfacing with various systems across different
staics i0 meet both state and federal regulations for documentation and storage of
information for individuals receiving long term services and supports. Therap's EVV
module and our Aggregator Interface has been created based on careful review of the
EVV requirements. The versatility of our solution ensures that the modules can be used
in a streamlined process, while still meeting specific state requirements across the
country. As a result, our system can be used to collect EVV data. We will be able to
collect data from other approved third party electronic visit verification (EVV) systems.
Therap will develop data aggregation functionality for this project according to needs and
specifications of the Department.

Therap has reviewed each requirement outlined in Appendix 1: Detailed Specification and Section
4: Project Specifications, and has provided specific responses for each ‘Visit Verification’ subject
matter area requirement below.

VW01

The solition shauld have the ability to vens the
delivery of electronic visit verification (EVVY) services
for multiple programs with diffarent ries end edits

| Therap's EVV module offers a number of ways to
verify the delivery of electronic visit verification
services for multiple programs. Program rules can be
defined when setting up the module and creating
service authorizations. Data can then be collecied
based on those rules for each program. Additional
verification abilities include the option to collect a
signature or a voice recording during the service
delivery. The location information is also
automatically collected when carrying out EVV.

V002

Tre zolution sheu!d have the ability fo make a
cempiete set of visit-ralatad data elemenis
submitied for verification availadle for munthly
recorting and as reguestad by the Donardmant

Therap's EVV module provides the ability to make a
complete set of visit-related data clements to be
submitted for verification available for monthly
reporting and also to meet state regulations
regarding EVV.

including, but not limitedi to

V003

individusi recsiving services

'The name of the individual receiving services is
displayed on the Schedule Slot form.

VV004

Direct care worker

Once assigned to provide a specific service on a
Schedule Slot form, the name of the direct care
worker will be displayed on the Schedule Slot form.

VV005

Biiling provider agency

The Service Authorization form contains billing
related information about each particular service that
is being provided. The form also contains the billing
provider agency.

V006

Location of visit

Users are able to designate start and end addresses
for each schedule for visit verification. Additionally,
the exact address and the GPS coordinates are
tracked and stored when staff check in and out for
the schedules using the EVV module.
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V007

Date of viait

The date of visit is stamped on each schedule, along
with other identifying information (e.g., individual
name, staff name, service to be provided).

VVvo0oa

fisit start tirne

The start time of the visit is stamped on each
schedule, along with other identifying information
(e.g., individual name, staff name, service to be
provided, and date of visit).

Vv009

Visit finish fime

The end time of the visit is stamped on each
schedule, along with other identifying information
{e.g., individual name, staff name, service to be
provided, date of visit, start time).

WW010

Mizsed visits

The EVV module maintains a color code for
differing statuses of visits, including missed visits.

V011

Laie visits

The EVV module maintains a color code for
differing statuses of visits, including missed visits.

W12

Sarvices delivered, including Lilling code and
madifiars

"The service description and code is stamped on
each schedule along with other identifying
information (e.g., individual name, staff name,
service to be provided, date of visit, start time, end
time).

The Service Authorization form associated with that
service contains additional details such as billing
codes and modifiers."

VW013

independeni verification by individual receiving
sanices

Independent verification by individual receiving
services can be collected and tracked using the
mobile ISP Data module and also the EVV module.
Both the ISP Data and EVV modules allow for the
collection of signatures from the individuals once a
service is completed. The EVV module also has the
ability to collect voice verification. For either of the
methods, no PHI is stored on devices.

Vv014

Payer

Payer information is collected and stored on the
Service Authorizations created for each service to be
provided.

w015

Manual or electionic verificaiion

Manual verifications can be entered into the system
at a convenient time for the user, They can be
entered as an attachment te the Schedule Slot form.
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VV016

Datz collection system, Including the Beparment
soiution and cifier appraved thirg certy slecirenic
visit verification (EVAF svstems

Therap has extensive experience in interfacing with
various systems across different states to meet both
state and federal regulations for documentation and
storage of information for individuals receiving long
term services and supports. Therap's EVV module
and our Aggregator Interface has been created based
on careful review of the EVV requirements. The
versatility of our solution ensures that the modules
can be used in a streamlined process, while still
meeting specific state requirements across the
country. As a result, our system can be used to
collect EVV data. We will be able to collect data
from other approved third party electronic visit
verification (EVV) systems.

wWo17

Thesolticn shovid have the abifity i¢ intagraia the
scheduling, authonzation monvionng, visit
verificalion, and ajting

Therap's EVV module is a comprehensive solution
that integrates scheduling, authorization monitoring,
visit verification, and billing. Administrators will
need to set up Service Authorizations with billing
information before schedules can be created. Visit
verification can only be carried out once schedules
are finalized and approved. Billing data can then be
generated from schedules for which vist verification
has been carried out.

w018

Tha sollition showldiverdy et companents ars
within program raquirements when a visit verfication
service 18 Infated anc ignome, warn, or stop the yser
from entening data inta the solution zs determined
by Dapantment

Therap EVV module is a comprehensive solution
that infegrates scheduling, authorization monitoring,
visit verification, and billing. As a result, checks for
ensuring visit components are within program
requirements is carried out while scheduling for
those services. The checks ensure that when a
schedule slot is being created everything from the
staff, individual, service, and service duration is
cross checked with an approved service
authorization before specific selections can take
place for the fields on the form.

VWo19

The splubor sheutd sesureks cantyre =0
independent verfication of the service delivery from
the memter racening services

Independent verification by individual receiving
services can be collected and tracked using the
mobile ISP Data module and also the EVV module.
Both the ISP Data and EVV modules allow for the
collection of signatures from the individuals once a
service is completed. The EVV module also has the
option to collect voice verification. For either of the

| methods, no PHI is stored on devices.

VV020

Tne solution should have the ability to allow & direct
care werker and/or provider agency o record visits
to muttiple members within a 24 hour psriod

Schedules can be created for multiple members
within a 24 hour period. Direct care workers and/or
provider agency staff with appropriate roles will
then be able to record visits on the associated
schedules.

V021

The solutren should account for living arrangements
o which maulliple nieimbers receiving senvices resigs
at a single address

The Scheduling module allows for the creation of
two types of the schedules: Program based and
Individual based. Users can choose to create a
Program based screenshot to account for multiple
members receiving services at a single address.
However, if billing is associated to each individual,
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Individual based schedules can be created and the
living arrangements can be noted on the form.

Vv022

The solution should have the ability to allow multpie
direct care workers and/or provider agencies o
record visits to a member within a 24 hour panod.

Schedules can be created that would allow multiple
direct care workers and/or provider agencies to
record visits to a member within a 24 hour period.
Therap provides checks for overlapping slots, but
does not prevent users from bypassing those checks.

w023

The seiution should have the ability te account for
situations in which senvices are orovided to a group
cf members during a single vistt

The Scheduling module allows for the creation of
two types of the schedules: Program based and
Individual based. Users can choose to create a
Program based screenshot to account for multiple
members receiving services at the same time.
However, if billing is associated to each individual,
Individual based schedules can be created for cach
individual in the group.

vv024

The solution should have the ability fo account for
situations in which the member and the direct care
worker reside at the cama aadrass

The address an individual is residing in can be
entered on the Schedule Slot form. Additional
information pertaining to a situation in which a
member and the direct care worker resides in the
same address can be noted on the Schedule Slot
form as well.

W025

The salutton sheuld account for situations in which a
visit starts and/ar ends away from the member's
place of residence.

The Schedule Slot form that designated fields for
entering the start and end address for a visit. Vsers
will also have to define the address when checking
in and out for that visit so address comparison can be
carried out.

vV026

{aisoluticnishouizelcontlgliabie toleineraiow
of prevent muiiiple direst care workers and/or
provicder agencies from providing S8nvices 1o a
member at the same hima

The scheduling and EVV solution is highly
configurable. Users with appropriate privileges will
be able to update the configuration of the module to
either allow or prevent multiple direct care workers
and/or provider agencies from providing services to
a member at the same time.

V027

The solutior should verfy that the aganey providing
the senace has 2 valid are-authorization for each
mamber servad on file

The system ensures a Service Authorization is
available before visits can be scheduled when a
schedule js created. Only services for which an
active Service Authorization form is available will
populate on the list of services. The schedule verifies
that the agency providing the service has a valid pre-
authorization for each member served.

w028

The solution should verify that the time of/the wisit s
within the parameters outlined on the prior
authonization and recorded i a format that can ba
sorted Tha format should be YYOrY-MA

GO HH MM SS or eguivalent

Therap's Scheduling module allows for the record of
the time of the visit and is connected to the service
authorization for comparison. Therap will be able to
provide the information in YYYY-MM-
DDTHH:MM:SS format or equivalent.

V029

The solution shouid nave the ability to allow the
Department to identify circumstances in which visit
varification 1s not necessary

Users with appropriate privileges will be able to
update the configuration of the module and the user
privileges in circumnstances in which visit
verification is not necessary. If scheduled,
administrators can also add comments or
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attachments pertaining to such circumstances to
ensure staff associated are aware of the

requirements.

Vv030 The solution shaould send real-time aiets whan a The color eoded nature of the Scheduling module
st doctimentad in the pricr authonzaiion systein is | allows for real time alerts to be provided when a
not initiaied gt ihe schedufed tme visit decumented in the prior authorization system is

not initiated at the scheduled time, Therap is able to
rovide additional notification opticns.

V031 The selution should have the ability to account for The Scheduling module allows for the creation of
circumstances in which 3 visit crosses calendar schedules which span over a day.
days

vv032 The solution should accommadate diffarent Therap uses a color coded system to accommodate
definitions of pending, late, and missed visits by the | different definitions of pending, late, and missed
status lypes &5 gefined by the appiicable progam visits by the status types as defined by the applicable
and/or waiver service program and/or waiver service.

W033 | The soluton should aliow a direct care worker Therap's Secure Communication (SComm) module
anGior provider agenty 1o feceive n1Essages allows for the exchange of HIPAA compliant

RUICatngG & possible problem with & visit veiification messages within an agency. SComm messages allow
a direct care worker and/or provider agency to send
and receive messages indicating a possible problem
with a visit verification.

3. Program Management
3.1 Refer to the relevant business specifications located in Appendix 1. Detailed

3.2

Specifications and pertinent narrative in Section 4: Project Specifications in this
RFP to cover solution capabilities in this area. The Vendor should describe its
approach to Program Management below. The narrative respense for this
category should be organized using the appropriate subject matter area as per
Appendix 1: Detailed Specifications.

Therap is a web-based application suite that is designed to provide a comprehensive
solution for the planning, documentation, reporting, communication and billing needs of
organizations providing long term services and supports to individuals in home and
community-based services (HCBS) and other settings. Therap proposes its COTS, SaaS
solution which is a web-based, turnkey system that will provide a highly secure and
reliable system which can be configured to the state’s specific workflows and
terminology with minimal programming and new development required. Therap’s SaaS
based model is an intuitive and flexible application with a high-performance
infrastructure to provide a solution that is reliable, scalable and secure. The system can
be accessed from Therap’s secure URL using any device with a standard web browser
and an active Internet connection at a speed that supports basic web browsing. Therap
has extensive experience and expertise building web service based interfaces. We will be
able to provide near real time data transfer through web service once requirements are
identified and agreed upon by the state and Therap.

Therap provides a fully integrated billing system that captures electronically-signed

service delivery documentation as close to the point of service delivery as possible and
uses that data and rule based billing calculations to process electronic claims.
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Therap’s highly-configurable Billing workflow seamlessly integrates financial
assessment data with service data. It ensures that services are tracked according to stated
outcomes, billed, and sent as claims to the appropriate payers by different levels of users
with specific roles and permissions.

Prior to billing and claims processing, the Pre-Authorization module can be used to
calculate rates for services, incorporating the necessary waiver, service date range,
assessment scores, and unit information. Once rates arc calculated, a Service
Authorization form is delivered to the appropriate service providers, who can then
acknowledge the Service Authorization forms created from the Pre-Authorizations and
initiate the billing process for services they are authorized to deliver.

The billing workflow provided below is a sample of the Therap billing process. Therap
will be able to customize this workflow to meet the requirements outlined by the State of
Missouri.

M" Billing Workflow

Bllling Setup |

| Service Authorization |

—P Persanal  Companien
Care Assistance © Servites
Respte . Day Therapy
- Sarvices ‘Supports Services
_Li Billing Recods ]._—-—-— Residential Jok Coaching
Atteatdanee 1 359 Kase | Ewy ‘ Hadilation Bositor
Thata Oata | Notes | Duta

l Chaim Surbrmissinn

( Claims Manual Claims
= ¢ Medicaid
Professions | ————p Custom Claims
Chamns invoicing
‘,.____..-.A......'._..... .
; tnstitutiona!l
1 Ciaims i — a;?lsliim
: / ubmit
4 | Wedicia |t T
B35 ERA
Posting
©Therap Services 2003-2020. Al Righes Reserved, P pp—
Billing Workflow

Therap’s Billing module handles the billing requirements of agencies in the ASC X-12
v3010 format and a HIPAA compliant manner. The module is designed for organizations,
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health care professionals and users who wish to send electronic 837P, 8371 claims, CMS
1500 paper claims or manual invoices to other funding sources. The module supports
creation of both Professional Claims and Institutional Claims. Ft is capable of exchanging
trade files 999, 277CA, 835s, 270s/271s and 278s.

Therap’s Billing applications provide an integrated billing data system for claim
generation, using the same system for both manual and electronic ¢claim submission. The
system is able to manage multiple billing providers, including necessary identifying
information.

Once a Service Authorization is approved, users can generate the Billing Data for the
service, which is then linked to the claim form. Therap uses requirements from Medicaid
and/or other payment sources, to define rules for claim amount calculations. The module
contains claim forms, specifically designed for creating Institutional Claims and
Professional Claims.
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Professional Claim

The system is able to create multiple claims within a billing period if there is an
authorization change or unit rate change within that period. The system is able to create
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claims per day, or with date ranges, or bundle for a fixed unit amount on a daily basis or
for a date range. The module allows for claim submission on daily, weekly, semi-
monthly, and monthly cycles. For 8371 claims, the billing system allows for template
billing for recurring claims. Replacement and voided claims can be sent in order to
correct claims. The associated TCN/ICN numbers are automatically updated
electronically or can be added manually. Therap allows HCPC codes to be assigned on
the claims and will be able to ensure 837 claim transaction flow to MassHealth.

For each claim, Therap allocates a Patient Responsibility Amount to be paid by the
individual. Patient Responsibility Amounts can be defined when setting up billable
services for each individual. Users can also limit the amount of services units to be billed
by daily, monthly, quarterly, semi-annual, and yearly periods. Claims submitted by a
billing provider are sent to the state.

The billing system can send Void and Replacement claims. Associated TCN/ICN
numbers can be added to the Void or Replacement claim. The claim can be marked
billable, and any corrections that have been made will be automatically applied to the
resubmitted claim. Reason Codes for changes and delayed submissions are provided.

Users can generate billing reports to verify service tracking accuracy throughout the
billing cycle. These reports include:

e Rilling Summary Report: Exportable reports that allow users to create ad-hoc
reports by selecting which output columns (e.g. Authorization Number, Funding
Source, and Service Description/Code) to be included in a report.

e Utilization Report: Charts the utilization percentage of the total units of a service.
Output columns of this report include total authorized units, total used units, unit
cost, and remaining units. This report can be generated for yearly or monthly
duration.

® Denied Claim Report: Report can be generated showing a list of claims that have
been denied for both Professional Claims and Institutional Claims. A typical
Denied Claim Report will show Claim ID, Queued Date, and Total Amount.

¢ Reconciliation Report: Report contains TCN/ICN number, sent date, and paid date.

Therap also has an extensive reporting mechanism that allows users to generate
comprehensive standardized reports that can be used for quality assurance, tracking
utilization, and tracking the efficacy of services offered. Users, depending on their access
privileges, are able to generate reports from the Therap system. Administrators may send
requests to Therap support for additional reports specific to their purpose.

Therap’s Billing system complies with ANST ASC X-12, HIPAA Compliant EDI format
for the receipt of 835 EDI Transaction from MMIS Vendors, presently with
CSC/eMedNY, ACS/Xerox, and with EDS/HP Enterprise Services. Therap utilizes
services of Change Healthcare Clearinghouse services to submit claims of Medicare
MCOs, commercial insurance carriers and other MMIS vendors.
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erap

Using Individual Budgeting tools within the system, the State can track budgets in
various status levels, funding components and other categories. This allows for
developing reports on total funding commitments, both approved and requested, and
review by state, region, waiver, service, provider agency, or other classification.

Therap’s Individual Budget is designed to manage multiple funding streams, from federal
matching funds to state funded programs, special grants, cost share responsibilities,
special class populations, and the wide variety of eligibility requirements that go along
with each. The system manages multiple waiver packages and service options, blending
these funding streams together to support individuals in service models, including agency
based, and consumer directed models. Administrators can manage varying rates for each
service or a rate range depending on the service options within or across waivers and
other programs. In addition, administrators have the ability to centrally approve
individual budget amounts and budget plans, and can manage requests for exceptions to
the budget rules.
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The EVV features provided by Therap allow for the collection of all the necessary items
covered under the 21st Century Cures Act that include type of service performed,
individual receiving the service, date of service, location of service delivery, individual
providing the service, and time the service begins and ends. In addition, comment boxes
are available where users can enter other information about the individual or the service
to be provided. The mobile applications also allow users to add verifications in the form
of signatures or voice recordings when checking in and out. No information is stored on

the devices being used.
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Therap’s EVV technology solution is integrated into the Therap suite of applications. It
is available as part of the mobile applications for both Android and Apple devices. Users
assigned with a schedule are able to check in when a service begins and check out when
it ends with a single click. The date, time and location is then automatically stamped on
the form. The checkout button does not appear until a user has checked in for a service.
Whenever actions such as submission, alteration, or approval occur, the form is
automatically time and date stamped with the name of the user making the changes.

Therap’s EVV functionality is equipped with GPS location tracking. When a user checks
in or out, the user’s location is automatically entered into the system. A record of each
entry into the system is available to users with appropriate roles and privileges. Even if
the service delivery location changes, a user is still able to access the documentation and
track the electronic records within the system. Morcover, comprehensive reports are
available allowing users to track and maintain the service delivery records of the entire
agency and sort records by individual staff members if desired.

Two other functionalities of the Scheduling/EVV module are Offline Scheduling and
IVR. Both these functionalities allow users in remote areas and those who do not have
access 10 a live internet connection to collect EVV data. For Offline Scheduling, data is
collected using the offline mode of the Scheduling/EVV mobile application and then
synced into the system once the user has access to the internet. The IVR functionality
allows users to check in and out of schedules using a telephone. None of the check in and
check out methods store PHI on the devices used.

These features augment quality assurance and audit activity. Administrators can verify
that service delivery is carried out by appropriate staff as scheduled, documenting the
service location and other pertinent information.

We are currently in the process of integrating our Billing module with our EVV
functionality. Scheduling, authorization and visit verification are already integrated
within the system. Scheduling can only be carried out by authorized users and for those
services that have an approved service authorization. Only when these criteria are met
can the appropriate user check in and out of services enabling visit verification.

The Electronic Billing service provided by Therap assists providers funded by Medicaid.
Agencies can create and send professional claims for a single or multiple individuals and
for one or more of their service lines. The Billing module allows for HIPAA compliant
submission of professional and institutional claims.

Therap is a billing agent for a number of states where providers use our Billing module
to carry out their billing procedures and requirements. Moreover, Therap has been
selecied as the EVV vendor for a state contract and is currently in discussion with other
states regarding EVV utilization. Therap’s EVV will be able to meet the requirements
for integrating billing with our EVV functionality to meet the needs of State, TCMs, and
provider agencies.
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Therap provides an extensive reporting mechanism allowing users to generate
comprehensive standardized reports that can be used for quality assurance, tracking
utilization, and to capture the efficacy of services. Reports include standard and module-
specific reporting options, and supplementary reports in Therap’s Report Library. Our
standard reports give users the option of selecting the information or the fields they would
like to view on a specific report. Users, depending on their access privileges, are able to
generate reports from the Therap system. Users can only access reports when appropriate
permissions have been assigned by administrators. Access to reporting tools is managed
and can be restricted with security roles that are defined by administrators who grant
users appropriate permissions based on their scope of responsibilities. This access can be
updated, as needed.

The Report Library contains an array of comprehensive reports that have been created
over time to meet the requirements of States and users across the country who provide
HCBS services. Reports can be generated from data entered into various modules.
Reports in the Report Library can be exported to Excel for tracking and trend analysis.
For more specific reporting requirements, Therap can provide additional reports, as
requested by the State. The system reports and custom reports can be run daily and as
many times as an agency desires.

Therap has reviewed each requirement outlined in Appendix 1: Detailed Specification and Section
4: Project Specifications, and has provided specific responses for each ‘Program Management’
subject matter area requirement below.

PG001 Tbe selution rules/procedurss sheuld aliow and Therap's Billing module includes Service
enforce multiple servize lmits for different servics Authorizations that automate the process of tracking
ranges including, but nct fimited to: | services authorized for members using a rule based
| system that provides flexibility and tracks utilization
and other factors. In the Service Authorizations,
users are able to authorize units per period (daily,
weekly, monthly, quarterly, half-yearly, yearly) and
apply validation rules to ignore, restrict or block the
units billed if the billable units exceed the defined
units.
PG0D2 | Day " | Please refer to PG0O1
PGO03 | Week Please refer to PG00
PG004 | Month _ Please refer to PG001
PGO0S [ Year = = Please refer to PG001
PGO06 | The solution rules/procedures should accormodate | Therap’s highly-configurable Billing workflow

retroactive prer authonzations and changes to pnor 1§ seamlessly integrates financial assessment data with
2uihionzalicne based on revisions 1o resipients’ i service data. Prior to billing and claims processing,
plans of cara/service plans 1 the Pre-Authorization module can be used to
calculate rates for services, incorporating the
necessary waiver, service dafe range, assessment
scores, and unit information. Therap supports
accommodation of retroactive prior authorizations.
Users assigned with specific roles and privileges are
able to update information related to prior
authorization based on revisions to service plans.
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PGO0O7

The solution should have the ability to round service
delivery ime

Therap's Billing module allows users to define
rounding algorithm, unit measure calculation of
services in the Service Authorizations.

PGO08

sojution sheuld provide @ master client maex of |

client information, including a single unique identifier
{that is not the Social Seourity Number), for all
clients

Therap has experience in interfacing with external
systems, including Master Client Index (MCI) using
SOAP-based service integration.

PGQ09

Thelsolution should maintain an integrated
repositony of provider agency information, inchiding
& single unique ientifier, for all providers

Therap maintains and manages a repository of
provider agency information of all the agencies,
including assigning each agency with a Provider
Code that uses as a unique identifier.

PG0O10

The salution showd be abie to capture, verify, and
sUppait blng for m-nome and communily based
sething service visits

Therap’s Scheduling/Electronic Visit Verification
(EVV) module has been designed to meet the needs
of states and providers that need to build staff
schedules (especially for in-home and community
based services), track staff hours, monitor individual
service allocation, and meet the upcoming federal
EVV requirements and the standards of the 21st
Century CURES Act.

PGO11

"The solution should have thea ability to create Health
insurance Portaility and Accouniability Ast
{HIPAA)-comphant electronic 837 clawm fiie
subriission {o the State MMIS for claims processing
i compliancawith all Medicaid filing regulrements

Therap’s Billing module handles the billing
requirements of agencies in the ASC X-12 v5010
format and a HIPAA compliant manner. The module
is designed for organizations, health care
professionals and users who wish to send electronic
837P, 8371 claims, CMS 1500 paper claims or
manual invoices to other funding sources. For 8371
claims, the billimg system allows for template billing
for recurting claims. The system also has the ability
to convert ANSI x 12 835 files to CSV or PDF
format and includes information regarding
adjustments made to the claim, displaying rejection
and error codes.

PG012

he sciugon shouid automatically genarate =i
regiired correspondence to individuais

Therap’s Billing applications provide an integrated
billing data system for claim generation, using the
same system for both manual and electronic claim
submission. The system is capable of generating
required cormespondence to users.

PG013

The Vendor should provide correspondence metric
reports upon request by the Department

Therap's Activity Tracking feature can be used to
audit and monitor user activities and produce metric
usage reports. Therap has the capability to provide
reports based on user requirements.

PG014

Tke solution should azsist usere i identifying which
sections of forms should be filled 10 manualiy

The solution interface has been developed to be
consistent across the system and as user friendly as
possible based on years of user feedback. Users are
able to identify and understand easily which sections
of Therap's forms need to be filled in manually. For
example, the required fields in various Therap forms
are indicated with ared asterisk, where users will
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need to complete required fields in order to be able
to submit or approve forms,

PGO15

The solutien should provide the ability to deiiver
rengris a8 mutually agreadmnonwith the

Depariment

Therap has the capability to create and deliver
reports to users as requested and mutually agreed
upon with the Department.

PG016

The solubicn sholld provide flexibie wes ihesed
feporting, Inciuding ad ec repoiting of i date
storad within the solution.

The Therap application has a proprietary built-in
reporting mechanism. It allows users to generate
comprehensive standardized reports that can be used
for quality assurance, tracking utilization, and
tracking efficacy of services offered. Therap allows
users to generate reports using the information

| recorded and stored in the system. Most modules in

the Therap system have ad hoc reporting options as
well. These options allow users to generate reports
by selecting output columns, dates, individuals and
other parameters. Users can generate reports specific
to their requirements. In the same way, entry of
information about an individual in other modules is
also reportable. Module specific search functions
allow users to specify parameters that define the

| scope of the search. Results can be exported to Excel

for further analysis.

Therap's Report Library contains a set of custom
reports that have been created in response to user
requests. These reports can be specific to certain
modules and/or include multidisciplinary

{ information to assist users in generating data for

individuals that they support. These reports can be
exported to Excel and PDF.

PGO17

The seiution should have the abiity o maka 2
complete sat of data related te visits submitted for
verfications avaiiable for reporting, including, but
not imited o the following siemanis

Therap's EVV module provides the ability to make a
complete set of visit-related data elements to be
submitted for verification available for reporting and
also to meet state regulations regarding EVV.

PGO18

NMenber receiving senvices

The name of the member receiving services is
displayed on the Schedule Slot form when staff are
carrying out electronic visit verification.

PGO19

Direct care worker

The name of the direct care worker is displayed on
the Schedule Slot form, when assigned to provide a
specific service on a Schedule Slot form.

PG020

Provider

The name of the provider will be displayed on each
screen within the system, The provider name will
also be available on generated PDFs and Excels
from the system,

PGO021

Location of visit

Users are able to designate start and end addresses
for each schedule for visit verification. Additionally,
the exact address and the GPS coordinates are
tracked and stored when staff check in and out for
the schedules using the EVV module.
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PG022

Date of visit

The date of visit is stamped on each schedule along
with other identifying mnformation (e.g., individual
name, staff name, service to be provided).

PG023

Start tire of visif

The start time of the visit is stamped on each
schedule aleng with other identifying information
(e.g., individual name, staff name, service to be
provided, and date of visit).

PG024

fissed visits

The EVV module maintains a color code for
differing statuses of visits, including missed visits.

PG025

Late visits

The EVV module maintains a color code for
differing statuses of visits, including late visits,

PG026

End time of visit

The end time of the visit is stamped on each
schedule along with other identifying information
(e.g., individual name, staff name, service to be
provided, date of visit, start time).

PGO27

Visitlate time

Therap does not provide restrictions to checking in
and out at times later than the scheduled time.
Schedules will have a different color code when a
user has checked in or out more than 15 minutes
after the scheduied time to help differentiate it from
the other schedules in Therap's Scheduling/EVV
module. Users are able to get the visit late time from
each schedule. Users will also be able to
differentiate between the scheduled and actual check
in or out times from existing reports in the system.

PG028

Services provided

The service description and code is stamped on each
schedule for the service that is provided along with
authorized units users are able to provide for a
certain period of time.

PG029

Manua! or elactronic verification

Manual verifications can be entered into the system
at a time that is convenient for the user. Such
verifications can be entered as an attachment to the
Schedule Slot form.

PGO30

The solution should have the ability to use
identifiers, mathematical funchions, formatting, and
manipulate data within reports

Users are able to select search parameters prior to
generating various system reports, including
identifiers such as appointed form IDs. The
generated reports will list information based on the
search criteria selected.

Most modules in Therap system have ad hoc
teporting options as well. These options allow users
to generate reports by selecting output columns,
dates, individuals and other parameters. Users can
generate reports specific to their requirements.
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Therap’

Search resulls and standard reports can be exported
to Excel for further modification and formatting,

PG031

The solution rules/procadures shouid have the
Hniity @ 9rsWI e drect carm 3enaces o not
overlap with oihar direct care services.

When creating Scheduling slots for members,
administrative users are able to define the services
that will be provided. The selection of a specific
service is dependent upon the corresponding Service
Authorization for that member. This ensures that
direct care services do not overlap with other direct
care services.

PG032

The soluticn shouid compile information fram ail
EVV data sources and calculate fotat daity and
weekly hours worked by direct care workers and
agencies

Therap's EVV module is capable of compiling
information from all EVV data visits and calculate
total daily and weckly hours worked by direct care
workers and agencies,

PG033

The selutien shizulg have the abiiity Toi the
Department io allow and/ur not allow relroactive
care plan charges for specific sernces and/or
programs through a configiirakle inteiface

Therap's ISP Program module allows users to be
able to edit and update care plans retroactively. Only
users assigned with specific roles and privileges are
able to update approved ISP Programs through a
configurable interface,

PG034

The solution should aliow the Department o define
and limit the circumstances it which a manus;
verfcation can be made

Therap is a module based application where each
medule allows for a specific set of actions that can
be performed by users, depending on their level of
access privileges. The Department will be able to
define privileges for manually entering EVV Data,
such as Check-In time and Check-Qut time for
scheduled slots.

PG035

The solition should usa ahgiclity data franstarrad

from tne Madicaid Management infarmation System

{(MMI%) to determing if any walver requirements
apply if no walver requirements apply, the soiution

should assurne that state plan requirements specific

to the service boing provided apply

Therap’s Eligibility module provides tracking and
workflow from intake through eligibility
determination, This module helps determine whether
an individual is eligible for waiver services, Case
managers and/or support coordinators use these
templates 1o create eligibility forms for the members
they support. Therap can also manage HIPAA
270/271 electronic eligibility enquiry transactions to
obtain information on Medicaid and private health
insurance.

PGO036

The Vendor should review the Department waivers
and other state plan program requirements to

develop and propose system edits that will meet the

need of the Deparimernt The Vender should
propose system settings for the Department to
consider during the initial solution configuration and

during opeérations The review and proposal process

should happen at an interval defined by the
Department, :

Therap will work with the Department to develop
and propase system settings regarding waivers and
other state plan program requirements as needed.

PGO37

The Vendor should provide web portal furctionality
that addresses ine needs of

The Therap documentation system is COTS SaaS$,
rule based, and integrated. Users will be able to
access the system using any device with a standard
web browser and an active internet connection. They
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may also use the Therap mobile applications which
are available for both Android and i0S devices.

PG038

Provider agencies and therr diract oare workers | Users will nsed an active user account and
appropriate roles and privileges to access the system
online, Users and direct care workers from an
agency can utilize various modules within the
application to record service hours for members.

PGO39

Members ‘When a member who is applying for services is
entered in the Therap system, the member is
automatically assigned a unique case number, which
is the Individual Data form ID. Members'
identification information, address, health
information, insurance, contacts and other necessary
information can be tracked using the Individual Data
form.

PG040

Waiver program and/far legal representatives The ISP Program module can be used to support
different types of service plans based on the
member’s individual program. Based on the
eligibility determination, the members can be
enrolled in the appropriate program(s).

PG041

Htate program staff Users with active user accounts and appropriate
roles and privileges are able to access the application
cnline.

4. Program Integrity

4.1

4.2

Refer to the relevant business specifications located in Appendix 7. Detailed
Specifications and pertinent narrative in Section 4. Project Specifications in this
RFP to cover solution capabilities in this area, The Vendor should describe its
approach to Program Integrity below. The narrative response for this category
should be organized using the appropriate subject matter area as per Appendix
1: Detailed Specifications.

Therap is a secure HIPAA compliant system. The Therap System incorporates security
measures in adherence with each update to HIPAA standards, to maintain the most
current and secure site possible. Additionally, Therap’s applications are compliant with
HIPAA OMNIBUS ACT of 2013 which incorporates HITECH and ARRA standards.
Therap complies with NIST guidelines related to security, interconnection of systems,
risk mitigation, security planning, and cloud environments.

Therap has a highly configurable role based access control mechanism. Access to
information is dependent on the roles and privileges assigned to a specific user. Without
the required roles and access rights, users will not be able to carry out actions within the
system or view information entered by other users.

The “Update History” feature ensures the archival of previous versions of the forms each

time they are updated. This allows users to view previously entered data and review the
changes made and the user responsible for the updates. Therap’s “logical delete” feature
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flags records as deleted but retains them within the database for viewing by users with
the appropriate privileges. Therap’s Activity Tracking module can be used to view audit

logs of users accessing information in the system. Each log may display activity

date/time, user login name, IP address, server name, module, action, activity type, form
ID of the data accessed, a unique individual form ID for the member whose data was
affected, program/site, additional information regarding the activity, and time zone. Tn
the system, each action (including viewing a form) is recorded in the system with a time
and date stamp and the electronic signature of the person performing the action. This
helps prevent users from making false claims regarding information they entered or

viewed within the system.

Therap’s Business Intelligence module provides dashboards for generating reports in
real-time and trends on data for user-selected parameters. Users can generate trends for
various ranges and in different graphical formats (e.g,. bar chart, pie chart, stacked bar
chart, line chart). The generated graphs can be downloaded and saved in Excel, PDF,
PowerPoint, XML, CSV and other formats. Users can analyze program specific and
provider specific data and identify trends for quality assurance activities. The dashboards
consist of interactive and an easy-to-use graphical interface, through which users can
generate reports based on user-selected parameters. Therap’s Demographic Dashboard
provides aggregated reports on member’s demographic data. Reports allow comparison
of data across providers and programs. Providers can recognize and respond to patterns

using the Demographic Dashboard.
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The Business Intelligence Billing Dashboard provides statistical representation of Billing
data containing detailed Billing information for services provided at Oversight and
provider levels. With this dashboard, agencies can create meaningful aggregate data
reports that allow for identification of trends, execution of quality assurance activities,
and assessment of overall agency performance. Users can select ranges and elements to
view trends. The information can be exported to multiple formats.

Therap’
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Billing Dashboard in Business Intelligence module

Therap’s Report Library has a collection of supplemental reports that have been
developed by Therap after extensive requirement analysis to meet specific reporting
needs. The roles and privileges assigned to users determine their reporting capabilities
within the system. Reports in the Report Library are updated periodically to reflect
changes in reporting requirements.
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Report Library

For more specific reporting requirements, Therap provides additional reports, if
requested by a Provider Administrator. After a Provider Administrator makes a report
modification request, Therap evaluates the request by considering factors such as
usability by a wide variety of users, the purpose of the report, and how often the report
would be utilized.

Therap’s Scheduling/Electronic Visit Verification (EVV) module has been designed to
meet the needs of states and providers who need to build staff schedules (especially for
in-home and community based services), track staff hours, monitor individual service
allocation, and meet the upcoming federal EVV requirements and the standards of the
21st Century CURES Act. Therap’s EVV module can track the time and location of a
service provided along with details and comments of the task performed. The system
retains the scheduled time vs the check-in and check-out times of a visit. When creating
Schedule slots for services, users are able to specify scheduling start and end date/time,
service, staff member and address where the service will be provided. The Schedule Slot
information can be viewed from a calendar grid to review if the same staff is providing
services to multiple individuals at the same time at different locations.

Therap has reviewed each requirement outlined in Appendix 1: Detailed Specification and Section
4: Project Specifications, and has provided specific responses for each ‘Program Integrity’ subject
matter area requirement below.
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PIOG1 The selution shalid ailow the Department fhe abifity 1 The system uses a sophisticated role based access

o viaw the same information as £ sefvice provider mgchanism. Access to various modules and forms in
the system is dependent upon assigned roles and
privileges. Administrative users are able to setup and
configure privileges of users throughout the agency,

Ploo2 e Vender snould provide a summary of direot Therap's Report Library is a report inventory. It
care warkers and/or provider agentcies who includes reports that users can use 1o view late
demonsirate a high level of missed srd laie visits and/or missed visits, along with the service that was
patentialy fraudylent Sefvices or putentiaily provided. Therap also has the capability of creating
fraudulent pitling patterns menthily ard as wsguesied | custom reports based on user requirements.
by the Department

PI003 The solution should track the tirne, location. and The Schedule Slot form in the Scheduling module
task performance of direct cars WOrkers during can track the time and location of a service provided
service delivery in arder 1o safaguard agaimst fravd, and other details and comments about the task
a5 well a8 u Impiove service dellvery and program performance and of direct care workers during
Gversight service delivery in order to safeguard against fraud,

as well as fo improve service delivery and program
oversight,

PlO04 The solution rules/orocadures shoto ¢ ha When creating Schedule slots for services, users are
ability 10 ensure the sama dirent oo HOIRET S Nt able to specify scheduling start and end date/time,
previding sanaces to my ihiele vasinents sithe sovne service, staff member and address where the service
iie at differant locations will be provided. The Schedule Slot information can

be viewed from a calendar grid to ensure the same
Staff is not providing services to multiple
individuals at the same time at different locations.
P1005 The sclution shotld heve the abifity fo provide role.- Therap's Report Library is a report inventory,
based reporting to review, analyze, and repott afl accessible by users with the appropriate privileges.
data across catagories on a monthly basig and as 1 Administrators will also be able to give users access
raquested by the Departrsnt, including, but not to access to specific reports instead of the entire
limited to: Report Library and certain module specific reports.
Various reports in the system ingiude Payers,
Programs, Provider Agency, Direct Care workers,
Members and other necessary information. Therap
also has the capability of creating custom reports

. based on user requirements.

PI006 Payars Please refer to PI0GS

Pl007 Programs Please refer to PIO0S

PI008 | Provider Agency § Please refer to PI005

Pi00g9 Direct care workers Please refer to PI00S

PI010 ' Members Please refer to PIGOS

Pi011 Ttie soiution should track ang report modifications to | The moduls ‘Archive' features and ‘Update History’

the solution data.input elements after the dirsct care
worker has documentad their time or services,
Including the nama of tha usar making the changes
and the reasch for tha changes

option at the top of Therap forms contain archived
versions of forms within the system. Users with
appropriate privileges can view the before and after
edits, date and time of the change, and the user
making the change. Users will also able to specify a
reason prior to making updates to various forms
throughout the application.
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Attachment 8
Technical Specifications Approach
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1. Instructions

Technical specifications include those that drive how systems should be designed and
built in a way that provides for long-_term use and reuse, in compliance with related
standards (e.g., service oriented architecture, State, and the Department of Health and
Human Resources (DHHR) adopted standards, Medicaid Information Technology
Architecture (MITA), and the Centers for Medicare & Medicaid Services (CMS) Conditions
and Standards), as well as defining the minimum set of technical capabilities expected
from certain infrastructure components,

1.1 Vendor should provide a narrative overview of how the proposed system will meet
the specifications and narrative in this request for proposal (RFP). Use the
response sections to provide specific details of the proposed approach to
meeting the technical specifications in each subject matter area. Responses
should reference specifications and relevant mandatory requirements using the
appropriate IDs from Appendix I: Detailed Specifications and Attachment 6:
Mandatory Requirements. DHHR also expects the Vendor to propose its approach
for meeting any narrative in Section 4: Project Specifications in this RFP.

1.2 Responses in this section shouid be highly focused on DHHR business processes
and specifications.

1.3 If the Vendor is proposing a phased implementation, indicate how that approach
may or may not impact functionality.

1.4 Additionally, the Vendor shouid indicate exception handling processes where
appropriate and any dependencies on existing systems or components of the new
system to provide the specified functionality.

1.8 The Vendor's proposal should include one (1) or more diagrams where necessary
that detail the proposed design and the relationships between key technical
components.

2. Data Sources, Delivery, and Display
Refer to the relevant technical specifications located in Appendix 1: Detailed
Specifications and pertinent narrative in Section 4; Project Specifications in this RFP to
cover solution capabilities in this area.

2.1 Vendor should describe its approach to Data Sources, Delivery, and Display
below. The narrative response for this category should be organized using the
appropriate subject matter area as per Appendix 1: Detailed Specifications.

2.2 Therap adheres to industry best practices. We are committed to ensure that we remain up
to date with regulatory changes. Therap has extensive experience with converting and
migrating data from state legacy systems. Based on our experience with other states,
successful data conversion and migration relies upon clean data. The data cleansing
process can take extensive time and may result in additional charges. At the start of the
project, Therap will work with the State to identify data sets, formats, types of data, and
other factors needed for data conversion and migration. Most of Therap’s state-wide
implementations have involved data conversion and migration. This has included some
very large and complex migrations. Therap also supports extract, transform, and load
(ETL) functionalities. Therap has experience employing an FTP-based file transfer and
a batch-data processing approach for updating member demographic data and cascload
assignment between Therap and state systems. Therap will develop the required
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interfaces with MMIS and other third party EVV systerns.

Therap’s applications suite currently interfaces with a number of external systems. We
have extensive experience in developing interfaces to meet Federal and State
requirements. The system's internet connectivity, power, location, cage space, bandwidth
capability, storage equipment, and database capability have been designed to be scalable
to meet the demands of a rapidly growing customer and user base. Therap is capable of
developing the required interfaces for data sharing, including high-speed data transfer
functionality to send and receive information.

The Therap system is a COTS SAAS application suite. It can be accessed from the secure
URL using any device that has a standard web browser and an active internet connection.
Therap can be securely accessed using a connection speed that supports basic web
browsing. Therap implements a standards-based approach to its technology design and
interoperability that includes integration and orchestration through an Enterprise Service
Bus (ESB), and secure standards-based approach to data exchange.

Therap forms provide context-sensitive help messages about required and missing data
clements. Therap pages also have links to the Therap Help and Support site, which is a
dedicated support portal with a search capability. Therap forms, pages, and subsections
on forms and pages are intuitively titled and labelled for ease of navigation and so that
users are able to understand what part of the workflow they are in. Forms in Therap have
validation checks to assist users in entering complete, accurate, and correctly formatted
information. If required fields are left empty or data is not entered in the required format,
a variety of descriptive real-time form validation messages are displayed that require
users to rectify data entry errors if conditions are not satisfied.

Users can download blank Offline Forms from the website and print them for manual
data entry. Forms and reports within the application can be downloaded for printing as
well. Therap’s Report Library, a report inventory, can be accessed by users with
appropriate privileges. Administrators will be able to give access to specific reports
instead of the entire Report Library. Reports can be downloaded and opened in Excel,
from where users can see page number previews and print the reports. The solution is
able to export forms and reports into a variety of appropriate formats.

Therap has a HIPAA compliant internal messaging system, Secure Communications
(SComm) module. Users with the appropriate module roles will be able to send messages
via SComm, or enter data for other modules to communicate with Department,
fiscal/employer agents, and providers. Messages specific to members that may contain
PHI will also require the appropriate caseload configuration.

Users can be notified about various events in the application with Therap’s Notification
Profile. Users are able to configure the options based on their roles. They receive
notifications based on their caseloads. Users may configure their profile to receive
notifications according to the notification level (High, Medium, or Low) and choose to

128

© Therap Services 2003 - 2020 U S Patents #0819785, #8700253, #8281370, #8528058, 48513054, #RB 15740, #GTI426 7567

Waiertoun Avenue, Suite 3 Waterbiry, GT 08708-2240, USA, Phone’ 1.203.506 7563



receive them via email, text, and/or SComm messages. Users can configure their
notification profiles to receive system-generated messages regarding events within the
solution. In Therap, users input data into modules forms. The To Do tab on the Dashboard
also lists notices about the forms which need review or acknowledgement from the users.

Therap has extensive experience creating interfaces with Medicaid Management
Information Systems (MMIS), Third Party payors, and other state systems. The system
is capable of providing visit information to the MMIS systems by individual and/or in
batch format. Therap has interfaced with many state MMIS systems and exchange the
following ANSI X12 transactions: 8371, 837P, 835, 270, 271, 999, 277 transactions.
Therap has extensive experience working with and interfacing with state legacy systems.
Therap has worked with EVV aggregator systems and has the expertise and experience
to build one with the functionality to interface with other EVV systems to obtain data in
near real time. The system is also capable of supporting batch 270/271 transactions. The
Therap system is capable of accepting individual and/or batch visit verification inquiries
from the Medicaid Management Information System (MMIS).

The Therap training and support team has developed materials to ensure that users with
varying job responsibilities can easily locate support materials regarding the
functionalities in the system. Support materials include user guides, quick guides, FAQs,
training courses, training videos, webinars, and guided assistance, which are accessible
online. User guides and quick guides provide step-by-step instructions for completing
tasks in the system. Therap’s Training Academy provides detailed online on-demand
training courses with competency based quizzes and completion certificates. The Guided
Assistance feature guides users through a series of questions and provides solutions based
on the answers provided by the user. Users can access online training and support
materials from Therap’s Help and Support website.

We have augmented our successful training and support efforts with a Certified Trainer
program - bringing the expertise of qualified users into the mix of training options
available to users. We facilitate user groups at the regional and local level. Therap also
organizes webinars, conferences and workshops to provide online training to users,
where users can ask questions and share knowledge with other Therap users across the
US. Our Implementation Specialists work directly with agencies and also facilitate
regional and topical online user groups.

Therap has reviewed each requirement outlined in Appendix 1: Detailed Specification and Section
4: Project Specifications, and has provided specific responses for each ‘Data Sources, Delivery, &
Display’ subject matter area requirement below.
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DD001 ‘The Vendor should develop and provide o the Therap has a Logical Data Model (LDM) to support
Department a | ogical Data Model (LDM) that identification of data classes, attributes,
ncludes, but s notiimited to relationships, standards, and code sets for intrastate

exchange.

DD002 | Data clagses Please refer to DDOO1

DDO03 | Attnbutes Please refer to DDO01

DD004 | Relationships Please refer to DDOO1

DDO05 | Standards Please refer to DD0OO1

DDO06 | Other data slements identified by the Department Please refer to DD001

DDO07 | The Vendor should provide a complete list of data A data dictionary of the system will be available
elements along with correspending definitions for through our Oracle data visualization suites. The
reporting puipeses, upon fequest required data elements and definitions can be

provided upon request,

DDO08 | Tne selution shouid provide reai-time access fo datz | Users with the appropriate privileges will have real
entared intathe system te provide insight for the time access to the information successfully entered
S8NvVICes belng provided ang gversee user achvity in the systern. When users enter data, the next Ievel

of users are notified of anything that requires their
review, approval or acknowledgement,

DDO09 | The sciuton shouls empioy oRine ieai-tie r Gaith | Therap has experience employing an FIP-based file
updates of data between the soiution and other transfer and a batch-data processing approach for
systerns including, but are not imited to, the updating member demographic data and caseload
Medicaid Management information Syster (MIHE) assignment between Therap and state systems.
and other third-party Electronic Visit Venfication Therap will develop the required interfaces with
{EVV) systems MMIS and other third party EVV systems.

DDO10 | The solution should have the ability ta integrate Therap’s application suite currently interfaces with a
client data for all programs senved by the soiutin number of external systems and we have extensive
inte the Master Data Managemsent (MEVY platfcin, experience in developing interfaces. Therap will

work with the Department to gather the requirements
and will develop the required interface.

DD0O11 The seliticr skould allow vsers to extract dats, Users with the appropriate privileges will be able to
manipuiaie the exiracted data, and specify the extract data using reports, and then export the
desired format of the ouipit reports to Excel for further data manipulation.

Module reports are available where users will be
able to specify the report parameters, including the
columns of the report.

DD012 | The solutien should provide required Fedearal and Therap has extensive experience interfacing with
Department data sharing including high-spesd data | extemnal systems to meet Federal and State
transfer functonaiity to send and receive requirements. The system's internet connectivity,
information power, location, cage space, bandwidth capability,

storage equipment, and database capability have
been designed to be scalable to meet the demands of
arapidly growing customer and user base. Therap
will develop the required interfaces for data sharing,
including high-speed data transfer functionality to
send and receive information

DD013 | Tie scluions rulss/procedurss should allow for Users with the appropriate module roles will be able

elactronic communication between the Department,
nscalfemployer aye:is, and providers

to send messages via SComm, or enter data for other
modules to communicate with Department,
fiscal/employer agents, and providers. Messages
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specific to members that may contain PHI will also
require the appropriate caseload configuration.

DDO14

Tha solution shauld have the atiliy te store member
communicaions

Modules are available in Therap fo record/attach
member communications. Users with the appropriate
roles and caseloads will be able to access the stored
data.

CDo15

The solution should exchange information through
interfaces including, but not limited to the Medicaid
Management information System (MMIS), other
Electronic Visit Venfication (EVV) systems, and
others as agreed upon by the Department

Therap has interfaced with many state MMIS
systems and exchange the following ANSI X12
transactions: 8371, 837P, 835, 270, 271, 999, 277
transactions. Therap has extensive experience
working with and interfacing with state legacy
systems. Therap has worked with EVV aggregator
systems and has the expertise and experience to
build one with the functionality to interface with
other EVV systems to obtain data in near real time.

DDO16

The solutien should have the aoiily to interface with
West Virgimia's Entaronse Senace Bus 202

Therap implements a standards-based approach to its
technology design and interoperability that includes
integration and orchestration through an Enterprise
Service Bus (ESB), and secure standards-based
approach to data exchange.

DDO017

The Vendor shouid complete, subject to approval by
the Depagtment, fhe inieriace with the Medicaid
Management Information System {MM3)

Therap has extensive experience interfacing with
external systems to meet Federal and State
requirements. Therap will develop the interface with
MMIS based on the Department's approval.

DD018

The sclulion should be able 1o receive information i

fatct and in individual Fansaciions on & schediile
agreed upen by the Department

Therap has experience employing an FTP-based file
transfer and a batch-data processing approach for
updating member demographic data and caseload
assignment between Therap and state systems.
Information entered into the system is updated
across the system in near real time. The solution will
be able to receive information as required by the
Department.

D009

The sofution should have e abiltty To receive
provider, mamber, and prior authorization data from
the Medicaid Management Information System
(MMIS) at a frequency and format determined by the
Department

Therap has experience developing interfaces with
state systems to update member demographic data
and caseloads. We will develop the required
interface to be able to receive data from MMIS at a
frequency and format determined by the
Department.

DDO20

The solution's data aggregation component should
be able to receive a response transaction in a
formet that s used by the Medicaid Managament
nformation Systen: (MRS) for the purpose of

veritying edits to claims

Therap’s Billing system complies with ANSI ASC
X-12, HIPAA Compliant EDI format for the receipt
of 835 EDI Transaction from MMIS Vendors,
presently with CSC/eMedNY, ACS/Xerox, and with
EDS/HP Enterprise Services. Therap's billing
module is capable of exchanging trade files 999,
277CA, 8355, 270s/271s and 278s.
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DD021

The solutton shouid have the abiliy to apply cre-=dit | The Therap system is able to send replacement

infoimaticn and serve as a dats source for pupasses | claims in case of incorrect information provided in

of appiving sdits dunng claims preceseing The Claims forms. The billing system will send Void and

disposition of the sdit meiuding, Dul net imited o Replacement claims, with associated TCN/ACN

deny ol susperd, should Ue deermned by the numbers that can be added to the void or

wedicand Maiager et nfusniaiion Sysem (vniis) | replacement clatm, When a Claim is denied the
denial code along with the denial reason is specified
at the top of the claitn form. Users assigned with
specific roles and privileges are able to update
billing information for denied and rejected claims
and resubmit as necessary. Therap’s Billing system
is able to resend Denied or Rejected claims in a
bulk.

DD022 | The sofution shauit aceept individual 2nc/or bate: | The Therap system is capable of accepting
visit verfication inguitias from the Madioaid individual and/or batch visit verification inquiries
Menagement information System (RiMIS) from the Medicaid Management Information System

(MMIS). The Excel import feature available in the

| EVV module allows users to import visit verification

| information such as member's name, program where
the member is enrolled, by uploading an Excel file.
Using the import feature in the EVV module, users

{ are also able to specify service description, service

{ code, service provider, schedule start date, end date,

{ and schedule start time and end time of the visit

— : 3 verification.

DD023 | Member name =l Please refer to DD022

DD024 | Billing provider Please refer to DDO22

DDO25 | Mame Piease refer to DD022

DD026 | Date Please refer to DD022

DD027 | Time of service delivery Please refer to DDO22

DD028 | Tie seiufion should have the ability io provide wisit Therap has extensive experience creating interfaces
information to the Medicaid Management with Medicaid Management Information Systems
Informatior: Systern (MMi3) by indivdual andier in (MMIS), Third Party payors, and other state
batch format at the discretion of the Department systems. The system is capable of providing visit

{ information to the MMIS systems by individual
and/or in batch format.

DD029 [ The solution should support obtaining member Therap currently supports batch 270/271
eligibility information through the current Medicaid transactions in Florida and Colorado. Real time
Management Information System (MMIS) solution 270/271 transactions in New Jersey are currently in
using industry standard data interfaces and testing phase. The system can generate a report
exchanges as definad by X12N 270/271 comparing two inquiry dates and the changes
transachions (Reference hito/iwww wpo-edicoms) | identified on that report.

DDO30 | The solution should conform to ASC X12 Technical | Therap’s Billing module handles the billing
Reports Type 3 (TR3), Version 005010 {Reference | requirements of agencies in the ASC X-12 v5010
http /v woc-edi comd) format and a HIPAA compliant manner.

DDO31 | Thesolution should generate all forms and notices In Therap, users input data into modules forms. The

as necessary

To Do tab on the Dashboard also lists notices about
any forms that need review or acknowledgement.
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DDo32

The solution should have the ability tc schedule
alerts and user notifications,

Events can be scheduled ahead of time on the
Therap Calendar. Users can also configure their
Notification Profile to receive notifications
regarding user actions and events within the
application via email, phone/text, and SComm.

DDO33

The solution should allow printing of biank and
completed decuments inciuding, but not fimited to:

Users can download blank Offline Forms from the
website and print them out for manual data entry.
Forms and reports within the application can be
downloaded for printing as well.

[ DD034 | All forms

Therap forms can be exported to PDF and printed.

DD035 | Al sysiem-generated correspandence Therap forms containing correspondence data can be

exported to PDF and printed,

DDO36 ( Reporis Reports generated in the system can be exported to

Excel and printed.

DDO037 § The solution should gensrate and supply forms in The solution provides forms for data entry. These
the foliowing methads, including, but not limited to! forms can be exported/downloaded by users with the

appropriate roles.

DD038 Email Forms can be attached to Therap's internal HIPAA -

compliant emailing system (SComm).

DD039 Download from Portal Therap is a web-based SaaS solution that users can

access using a standard web browser. Users will be
| able to download forms from the web portal.

DDO40 | Pastal Mail, uporn request by the Department Users will be able to download forms and generate

letters from the Letter module and print them for
mailing,

DDO041 e solution should allow the ability to madity fisid Forms such as ISP Programs, Questionnaires, and
attributes on a form as identified by the Department | IDF allow administrators to modify field atiributes
via the Change Management Pian and define data collection formats. As an extensible

software solution with a modular architecture, the
solution allows field attributes to be modified.

DDO042 | The solution should allow updates to form templates | The solution will allow the Department to develop
as directed by the Change Management Plan templates as directed by the Change Management

Plan.

DD043 | The solutien should group related correspondence Therap will work with the Department to gather their
to ensure materials are delivered in'a single mailing | requirements for correspondence, and group related
or posted v a poriai account correspondence to ensure materials are delivered in a

single mailing or posted to a portal account as
required. Necessary messages and notifications can
| be viewed by users once logged into the system.
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DD044 | The solution should generate the data file containing | The Department will be able to generate and
forms and notices for delivery fo the printing vender | download reports at their convenience in order to be
for monthiy disirtbution and as requested by the printed.

Departmsat.

DD045 | The soluticn should automatically populate Data recorded in the system, such as a member's

information on notices or forms being issued. demographic information, is reused in other forms
across the system, reducing redundancy, and
increasing accuracy.

DD046 | Thelscluticn sheuld generate batch forms. The Therap system allows generation of batch forms
for various modules throughout the system. Therap
also supports batch input of adjustments and
correction transactions.

DD047 | The solution should save delivered forms 1o the A form that is successfully saved by a user will have

USer's ACGoum the user's electronic signature on the form, They will
be able to access it from their account as long as
their privileges are maintained,

DD048 | Tne sciution should deiiver gata files containing all Therap will work with the Department to gather their
conespendanue w the designated printing entity requirements for correspondence, and provide
within 24 hours of the correspondence pbecarming functionalities in the solution for delivering the data
final according to the Pepartment's business rules files for printing as required.

DD048 | The sehution should post finzlized correspondence Therap is a web-based Saa$ solution that users can
to the web portal, aceerding 1o the Depariments access using a standard web browser. Users will be
business rules able to access correspondence entered into the

system from the web portal.

DDO50 | The solution shauid have the ability 1o produce all Therap forms and pages are displayed as web pages,
correspondense in a primter-friendly 8 5" x 11" which can be downloaded as PDF to be printed in
format in landscape of poritait orieniation. the required dimensions and orientation.

DD051 | The solution should have the ability to autematizaily | PDF export options are available on Therap forms.
save a Portable Document Format {PDF) copy of
gach final coiraspondence

DD052 | The solution shouid allow users to choose their Users can commmunicate with each other using
preferred method of correspondence ingluding. but HIP AA-compliant SComm messages within the
not iimited to, amail, post mail, text, or phong solution. They can recetve notifications of these

messages via phone and email. The notifications do
not contain PHI. Therap's Letter module can also be
used to generate letters based on templates and sent
via post mail.

DDO53 | The selution'should generate correspondences Therap's Letter module allows for the creation of
using pre-defined templates letter templates and generation of letters using those

templates.

DDO54 | The solutior: should include automatic system-- Users can configure their notification profiles to

generated correspondence with puinut canabilbies

gt g
mrellgdingibutdnotiimitaciic

receive system-generated messages regarding events
within the solution.
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DDO55 | Email Users can configure their notification profiles to
receive system-gencrated emails regarding events
within the solution.

DDO56 | Users can configure their netification profiles 4o Jsers can configure their notification profiles to
receive syster-generated SComm messages receive system-generated SComm messages
regarding events within the soluticn, regarding events within the solution.

DD057 | Gueue for printing Printing options are available for both user and

system-generated SComm messages.

DDO58 | Theisalution sheuid be able to schedule distnbution | Therap will work with the Department to gather their
of cormespondence requirements for correspondence, and provide

functionalities in the solution for scheduling the
distribution of correspondence as required.

DDO59 | The salution should provide fickhlaweb-based After logging into the Therap web portal, users will
reporfing that meets extarsal ranorting neade and be able to generate reports from module search
Fequirsiniems ashned oy the Degasdtiment results, module-specific reports, and thousands of

comprehensive reports for each module available in
The rap's Report Library.

DDOB0 || The selution shouid include a standard liprary of = Therap's Report Library, a report inventory, can be
reponts that can be generated by any user with accessed by users who have the appropriate
Spproprigte access privileges. Administrators will also be able to give a

user access to specific reports instead of the entire
Report Library.

DD061 [ The solution should have the atility & display the Reports can be downloaded and opened in Excel,
riumber of pages that should be printed before the from whete users can see page number previews and
user proceeds with printing a report print the reports.

DDO62 | The solution should have the ability to export reports | The solution is able to export forms and reports into
directly from the solution into the user-specified a variety of appropriate formats.
format inciuding, but not Iimited to

DD063 Excei Module-specific user-defined reports, module search
reporis and reports in the Report Library can be
exported and downloaded as Excel files.

DD0s4 | Woerd Therap's Letter module allows letter templates to be
created from Word files.

DDO65 | Hyper Text Markup Language (HTML; Pages displayed on Therap can be saved as HTML
files.

DD066 | Cuivna-Separaied Vaiue (Z5V) Remittance 835 reports and graphs in the Business
Intelligence module can be exported in CSV format.

DDO67 | Portable Dactiment Format (PDF) Therap forms can be exported to PDF. Pages in

Therap can 2lso be saved as PDF from the browser.
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DD068

The sclution should provide reporting functionality
capable of drilling down from summarized data to
detailed data as agreed upon by the Depariment

The Therap Business Intelligence module contains
reports that allow drilling down from summarized
data to detailed data. Reports can be created with the
data granularity required by the Department.

DD0s9

The seiution should have an integrated web portai
designed to interface, receive, send, and download
specifed content and reperiing information directly
fromito entiies such as provider agencies, EVV
Vendors, contractors, and other state and Federal
agencies as part of a fully integrated solution

Therap is a web-based Saa$ solution that users can
access from Therap's web portal using a standard
web browser.

DDO70

The soluton shoyld eontain the following features
and capabibiies including, but not imited to:

Therap provides look up and multi-tab capabilities.

DD071

Dnll down and loek up functienality to minimize re-
entry ofinformatton acress multiple screens

Data recorded in the system, such as a member's
demographic information, is reused in other forms
across the system, reducing redundancy, and
increasing accuracy. The module search functions
can be used to look up and drill down prepopulated
data on forms.

DDO072

inuli-iasng ant multiple window capaoiity,
nchyding spiit screens

Therap is a web-based Saa$ solution that users can
access using a standard web browser. The solution
allows users to work in multiple browser tabs.

DDO73

The solution should provide contaxt-sensitivel help to
users on ail screens

Therap forms provide context-sensitive help
messages about required and missing data elements.
Therap pages also have links to the Therap Help and
Support site, a dedicated support portal with a search
capability, to access training and support materials.

CDO74

The sojution should provide menus that are
tinderatandable by non-technical users and nravide
Secure access to all functional areas

Therap forms, pages, and subsections on those forms
and pages are intuitively titled and labelled for ease
of navigation and so that users are able to understand
what part of the workflow they are in, When a user
logs into Therap, they will have access to all the
Therap modules they have the privileges for.

DDO75

The solution shoukd provide a user interface that
allows users to move easily throughout the system

Understanding the diversity of its user base, Therap
system's user interfaces have been designed to be
consistent and user-friendly across the system,
keeping in mind the expectations of different users.
The user mterface is designed to fit into multiple
devices including smartphones and tablets, The
interface has intuitive titles and labels for ease of
navigation and so that users are able to understand
what part of the workflow they are in.

DDQ76

The selution shouldihave tha ability to provide puiiic
infermation without reguiring authentication for the
web portal

The login page for Therap's Live site displays links
o Help and Support materials, upcoming
Conferences and Webinars, Frequently Asked
Questions (FAQs), Release Notes, and Report
Library updates. Therap maintains a library of
training material for user reference on the Therap
Help and Support website, where state-specific
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guidelines and materials are linked to the main
Therap website. Support materials include State-
specific guidelines and resources including state
specific features and updates.

DDO77 | The selution should proviGe user interface features | The solution provides a variety of appropriate nser
and capabiiities including, but nat limited io; interface features across the system.

DDO78 [ Pull-down menus and window tabs Therap is a web-based SaaS solution that users can
access using a standard web browser. The solution
allows users to work in multiple browser windows
and tabs. Pull-down menus are available in the
system to choose from existing data.

DDO78 | Scalzble, true-fype screen and prnting fonts The solution meets the font requirements. Users can
zoom in and out of Therap pages using their web
browser.

DD080 | Uppercase and lowercase alphabelic characters The solution supports both uppercase and lowercase

iy alphabetic characters,

DD081 Ability to tab and mouse-click through data fislds Users will be able to navigate the solution using the
and screens tab key and mouse-clicks.

DD082 | Coansistent theme througneut the side and Therap forms, pages, and subsections on those forms
standardize ali headings and fcoters with ingex tabs | and pages are intuitively titled and labelled for ease
as entified by the Department of navigation and so that users are able to understand

which part of the workflow they are in.

DDO83 | Generated messages that are clear ana suificiently Forms in Therap have validation checks to assist
descriptive to provide encugh information for users in entering complete, accurate, and correctly
orablem correction and be witten i full English fext | formatted information. If required fields are left

empty or data is not entered in the required format, a
variety of descriptive real-time form validation
messages are displayed that require users to rectify
data entry errors if conditions are not satisfied.

DD084 1 The solution should provide the capability 1o disbiay Therap will work with the Department to gather
confirmaticn messages for response and request interfacing requirements, and provide fonctionalities
transactions when interfacing with other systems. in the solution to display confirmation messages for

| interface transactions.

DDO8S | Thae solution should have the ability to aliow users ta Therap forms and reports can downloaded in a
downioad or print & copy of completed submitted variety of formats and printed.
ferms

DD086 | The eshrion should have the ability to perfosm the | The solution is able to integrate (lags and alerts info
following finchone mciusding But not limited o the user's workflow. Users with Administrative

privileges are able to utilize the Activity Tracking
module to track users' workflow activities taken
within the application.

DDO087 | Create flags Forms in Therap have validation checks, and the

system flags the fields that may be causing errors,
along with the appropriate validation messages.
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DDo8s

Send alerts Users can configure their Notification Profile to
receive notifications regarding user actions and
events within the application via email, phone/text,
and SComm. Alerts of data entry that a user may
need to review, approve, or acknowledge are also
sent to the user's 'To Do’ tab.

DDosg

Integration of alents into the worlkflow Systein alerts are integrated info the Therap
workflow. When users enter data, the next level of
users are notified of anything that requires their
review, approval or acknowledgement by sending
alerts to their "To Do’ tabs.

DD0g90

Seamlessiy infegrate the generation of alerts in the Administrators will be able to configure the
workflow management process fo a system user- privileges of a user or a group of users so that they
defined group or ingividual receive alerts and notifications for only the members
in their caseloads and the modules they are assigned
ta.

3. Data Quality

Refer to the relevant technical specifications located in Appendix 1: Detailed
Specifications and pertinent narrative in Seciion 4: Project Specifications in this RFP to
cover solution capabilities in this area.

3.1

3.2

The Vendor should describe its approach to Data Quality below. The narrative
response for this category should be organized using the appropriate subject
matter area as per Appendix 1: Detailed Specifications.

Therap is a secure HIPAA compliant system. The Therap System incorporates security
measures in adherence with each update to HIPAA standards, to maintain the most
current and secure site possible. Additionally, Therap’s applications are compliant with
HIPAA OMNIBUS ACT of 2013 which incorporates HITECH and ARRA standards.
Therap complies with NIST guidelines related to security, interconnection of systems,
risk mitigation, security planning, and cloud environments. Therap has information
security policies that govern data and systems. Therap Information Security Policies,
Acceptable Use, and Privacy policies are periodically distributed to and acknowledged
by all Therap team members.

Therap is accessed through the standard URL that utilizes HTTPS. Data is encrypted
through the secure SSL connection. Data communication during transmission and data
at rest is encrypted using AES-256 encryption.

Therap has a highly configurable role-based access control mechanism. Access to
information is dependent on the roles and privileges assigned to a specific user. Without
the required roles and access rights, users will not be able to carry out actions within the
system or view information entered by other users. Administrative users are able to setup
and configure privileges of users throughout the agency. Therap adheres to industry
standard best practices and ensures file standardization for data element, lengths, field
format, and type.

Therap implements a number of security measures to ensure confidentiality, integrity,
availability, authenticity, non-repudiation, and auditability of data. Therap’s Activity
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Tracking module can be used in auditing and monitoring of the operations performed by
users. The audit log may display the activity time, user login name, IP address, server
name, module, action, activity type, form ID of the data accessed, a unique individual
form ID for a specific individual, program/site, additional information about the activity,
and time zone. User actions and activities are broken down into view, save, create,
acknowledge, submit, update, delete, import, export, privilege change, logon, logofl,
logon failure, and other categorics. The system automatically records the electronic
signature of the user performing actions on documents, including user name, title, date,
and time. Entering, saving, submitting, approving, updating, deleting, discontinuing and
other actions are saved with the electronic signature of the user. Updates made to
approved forms are recorded in the update history of the forms, from where users can sce
the updates made to a form with date and time, and name and title of the user who made
the updates. Users can also view differences between two archived versions of the forms
to find out the changes made between the two versions.

Data entered or updated carry the electronic signature of the user, time and date stamp,
and IP address, allowing error or fraud to be traced back to the originator. The ‘Update
History’ feature contains archived versions of forms within the system. Users with
appropriate privileges can find out the before and after value of the change, date and time
of the change, and user ID of the person making the change.

In the system, each action (including viewing a form) is recorded with a time and date
stamp and the electronic signature of the person performing the action. This helps prevent
users from making false claims regarding information they entered or viewed. The
system provides an activity logging feature that keeps records of operations performed
by users. It shows who has been using the system, what time they were using it, and for
what purpose.

Therap’s Billing module includes Service Authorization that automates the process of
tracking services authorized for an individual using a rule based system that provides
flexibility and tracks utilization, service delivery, duration, payment and other factors.
Therap adheres to industry standard best practices and can incorporate changes based on
user requirements. The Billing module has the ability to record Billing Provider
information, Service Description/Code, Procedure modifiers, HICPCS codes. Therap uses
code sets such as ICD 10, ICD 9, HCPCS, and NDC codes where appropriate for
diagnoses, discases, signs and symptoms, abnormal findings, and external causes of
injuries/diseases across the system. For example, the Diagnosis List associated with an
individual record consists of the present and historical diagnoses using both ICD 10 and
ICD 9 codes. Department will be able to specify state-specific codes of ID types and ID
numbers in the system.

Therap has extensive experience creating interfaces with Medicaid Management
Information Systems (MMIS), and other state systems. Therap will collaborate with the
Department to determine data transfers from the MMIS systems, such as data elements,
data file formaiting, data exchange frequency, thresholds for data quality and acceptance.
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Therap has extensive experience in interfacing with various external systems and
enterpriscs. The Therap system is highly flexible and is capable of developing,
publishing, maintaining and integrating the current EVV solution with existing and future
interfaces, systems, and external partners.

Therap's Billing applications provide an integrated billing data system for claim
generation, using the same system for both manual and electronic claim submission. The
system is able to manage multiple billing providers, including necessary identifying
information. Once a Service Authorization is approved, users can generate the Billing
Data for the service, which is then linked to the claim form. Therap uses requirements
from Medicaid and/or other payment sources, to define rules for claim amount
calculations. The module contains claim forms, specifically designed for creating
Institutional Claims and Professional Claims.

The billing system can send Void and Replacement claims. Associated TCN/ICN
numbers can be added to the Void or Replacement claim. The claim can be marked
billable, and any corrections that have been made will be automatically applied to the
resubmitted claim. Reason Codes for changes and delayed submissions are provided.
Claims that have incomplete or inaccurate information can get system rejected when the
claims are being processed. The system prevents claims with incomplete information
from being submitted. The information errors can be determined using the 'Submission
Error’ report and will also be displayed on the claim forms. Therap offers the use of
reports such as Unclaimed Report, Denied Claim Report and Submission Errors Report
for the identification of issues preventing billing,

Therap reports include both standard, customizable, and module specific reporting
options, and supplementary reports in Therap’s Report Library. Qur standard reports give
users the option to select information or fields to view on a report. Therap’s Report
Library contains a list of comprehensive reports which have been created over time based
on the reporting requirements of the user base. The Report Library includes a list of all
standard reports along with a brief description of the reports. Reports can be utilized to
identify duplicated and unduplicated record counts. Therap’s report inventory also
includes exception reports in the Billing module prior to submitting data. Reports can be
saved and retrieved later. Therap’s standard module-based reports provide users with the
option to generate reports with user selected parameters. The system is capable of
detecting duplicate files or records for users with appropriate roles and privileges to
review and manually process.

Therap has a standards based design interface ensuring the content written is understood
easily by users. Module forms throughout the system offer multiple input options {e.g.,
text fields, drop down menus, date and time pickers, checkbox selections, radio buttons,
and external attachment options). These parameters are configured to prevent users from
entering information outside of the intended parameters. Forms in Therap have validation
checks to assist users in entering complete and accurate information. For example, if
required fields are not complete, users receive warning messages and will not be able to
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move forward in the workflow process until the errors are corrected. These error
messages are described in an appropriate format that can be understood by users to
resolve them accordingly. Required fields in the system are marked with red asterisks.
When a user tries to submit the form without providing the values for all the required
fields, the system displays an error message next to the field where information is
missing. When a user tries to complete an action in a module and the system shows an
error message, the message itself contains information about how to take corrective
actions to ensure that the inconsistencies identified are corrected.

The Therap Help and Support website is a dedicated support portal that offers a search
capability to help provide ease of access to our training and support materials. Support
materials include user guides, quick guides, FAQs. training courses, training videos,
webinars, guided assistance and more, which are accessible online and viewable in
printable PDF versions. User guides and quick guides provide step-by-step instructions
for completing tasks in the system. The Guided Assistance feature guides users through
a series of questions and provides solutions based on the answers provided by the user.

Therap has reviewed each requirement outlined in Appendix 1: Detailed Specification and Section
4: Project Specifications, and has provided specific responses for each ‘Data Quality’ subject
matter area requirement below.

DQO01 [ The solution should provide a method to identify the | Therap adheres to industry standard best practices
following and the listed items can be defined by users within
the systent.

DQO02 | MNaticral Provider identifigr (NP1 The Billing module has the ability to record the
National Provider Identifier (NPT) number which is
included in claim transactions.

DQO03 | Healthcare Common Prasedure Coding Syster Therap has the capability to maintain authorized

(HCPCS) Billing Codes for each Provider in the form of
HCPCS codes.

DQ004 | internationai Statistical Classification of Diseases Therap uses code sets such as ICD 10, ICD 9,

and Refated Haafth Problems, 10th revision ((CD- HCPCS, and NDC codes where appropriate for

10) and related medifiers diagnoses, diseases, signs and symptoms, abnormal
findings, and external causes of injuries/diseases
across the system. For example, the Diagnosis List
associated with a member record consists of the
present and historical diagnoses using both ICD 10
and ICD 9 codes.

DQO05 | Stste-specific codes defined by the Department Department will be able to specify state-specific
codes of ID types and ID numbers in the system.

DQO06 | The Verdor should collaborate with the Degartmant | Therap has extensive experience creating interfaces

i daterming hiow daia shoulo be fransfensd W and | with Medicaid Management Information Systers

from the Medicaid Management infermation System | (MMIS), and other state systems. Therap will

(MBHS), including, but not limited to. collaborate with the Department to determine data
transfers from the MMIS systems, such as data
elements, data file formatting, data exchange
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frequency, thresholds for data quality and
acceptance.

DQ0O07 | Refinition of data elemenis Please refer to DQO06

DQO08 | Rata fils formaiting Please refer to DQO06

Q008 | Daia sxchange fiequsney Fiease refer to DQO0G

DQO10 | Thresholds for data quality and acceptance Please refer to DQO06

DQOo11 The solution should alicw the Depariment tc review | Users with specific roles and privileges are able to
and appiove data elemants inciuded In reguest and | view, update and approve data elements in various
response data exchanges prier 1 Yendor forms prior to development or configuration.
aevelopment or configuration of the solution

DQO012 | The VYendor should devalop, publish, and maintain a Therap has extensive experience in interfacing with
system interface standerd for external electionic various external systems and enterprises, The Therap
vistt venfication (EVV) data parners appioved by systent is highly flexible and is capable of
the Repartment developing, publishing, maintaining and integrating

the current EVV solution with existing and future
interfaces, systems, and external partners.

Breloy i i erslow shoril] enaie T e SRR e The Vendor should ensure that file standardization is
18 suppotied for data ciement iengths, hald format, supported for data element lengths, field format, and
2ad type, type.

DQO14 | The selution should meermperate a method 1o view The *Archive’ features and the “Update History’
interface files for nvestgaticn and further option on various Therap forms contain archived
processmg versions of forms within the system. Users are able

to view interface files for investigation and further
processing. Forms can be generated as PDFs. Search
results and standard reports can be exported to Excel
for further processing,

DQO015 The solutien should create and retain an audi Gai of | Therap’s Activity Tracking module can be used in
aillinteriace activity in accordance with the auditing and monitoring of the operations performed by
Dspariment's lData Retention Palicy (Referance users. The audit Jog may display the activity time, user
hites Mechnoingy s coviSiteCillastionDincymenta/ login name, TP address, server name, module, action,
Poiicies%201ssued %20by%20the% 200TO/Z018/PQ | activity type, form ID of the data accessed. Each action,
1013_DataBackup Marz019 adf including any failed login, is recorded in Therap with a

time and date stamp and the electronic signature of the
person performing the action. Administrators or users
with appropriate privileges can track the activities of
each user account in the system. No user can access the
data without proper privileges in the Activity Tracking
module.

DQO16 | The solution should make information about data The system prevents claims with incomplete
exchange errors and discrepancies available to the information from being submitted. Department and
Department and appropriate users monthly appropriate users have access to information about

data exchange errors and discrepancies using the
'Submnission Error' report as often as needed. This
information will also be displayed on the claim
forms. Therap offers the use of reports such as
Unclaimed Report, Denied Claim Report and
Submission Errors Report for the identification of
issues preventing billing.
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DQO17 | The Vendor should provide searchable data Therap will work with the Department to provide
schemas and dgata dictionadies for the solution searchable data schemas and data dictionaries for the

solution,

DAN18 1 The solithor should rencrt on beth dupficated anc Users can identify duplicated and unduplicated
unduplicated recod counis record counts utilizing reports that are available in

the system. Users are also able to setup rules to
prevent duplication of records.

DQO19 | The soluticn sheuld use consistent data schemes Therap uses consistent data schemes. The version
and version sontro! control is carried out by the system’s change

management process for the production
environment.

DQO20 | The saiution should have the ahiiity to assure data The software user interfaces and data in the forms
changes made n one part of the solition are designed to be consistent across the system. Data
automatically populate cther parts of the system sa changes in one form will update that specific
as to/avoid duplicate daia entry information automatically in other relative forms

throughout the system.

DQO021 The Vendor should mainiain a sompiehensive it of | Therap reports include both standard, customizable,
gll rezarts, theinintendad wee and business dies and module specific reporting options, and
supported supplementary reports in Therap’s Report Library.

Our standard reports give users the option to select
information or fields that they would like to view on
areport. Therap’s Report Library contains a list of
comprehensive reports that have been created over
time based on the reporting requirements of the user
base.

DQO022 | Tne suiutton shouild generate a listing of aii standard | Users with appropriate privileges can access
onling reparis available, the description of each Therap's Report Library, a report inventory, The
i€L0ii, and a link o the most recent report for role- Report Library includes & list of all standard reports
based report access along with a brief description of each report.

DQO23 | The solution should identify and use consistent The fields and columns on reports are kept
report fields, congistent with the names of the data fields within

= the solution.

DQO24 | The solution should display 2 consistent format on Module-specific user-defined reports, module search

all reports reports and reports in the Report Library display data
in a consistent format, and can be exported to Excel
for further data manipulation.

DQO25 | The solution should have the ability to categonze Usets are able to access and generate moduls-
and organize repants including, but not limited to, the | specific reports from the respective module section
foliowing paramsters in the systemn and the modules are categorized and

organized on the user Dashboard, Reports in the
Report Library are also organized to ensure a user
friendly interface.

DQO26 | Source systerm When generating module-specific reports and

custom reports from the Report Library, the
respective module/form title is shown in the report.
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DQ027

Data content

Data shown in the module-specific and custom
reports are categorized and organized according to
the respective module forms. These reports can be
exported to Excel for data manipulation and re-
organization of data.

DQo028

Purpose

Usets are able to view annotated deseriptions of
reports in the Report Library.

DQo29

Fraguency

Therap's Activity Tracking module allows
administrators to view how frequently users access
reports.

DQO30

The zelution should gererate exception reports orior
to being submittad o the recoming anlity such 55
the Medicaid Managemant information System
MMIB) ar other systerns recsiving slectronic visE
verification (EVVY data to faciliate data correction by
the submdting eatity mcluding, tot not limited o the
fellowing

Users are able to generate exception reports in the
Billing module prior to submitting EVV data to
ensure dafa corrections. Therap will conduct
interface testing with the help of Department prior to
allowing external electronic visit verification (EVV)
data partners to submit data to the EVV solution. As
an aggregator Therap will be able to provide this
functionality to third party EVV systems.

DQO31

Manual edits

Users with specific roles and privileges are able to
search and manually update service units, billable
units and other billing information, as necessary,
prior to submitting the billing,

DQ032

Errer corrections

The Billing module allows a user to perform updates
to billing information after receiving a prompted
error message. The user can then resubmit the
correcled data.

DQO33

Additens te the intarface records

Users with specific roles are able to perform edits on
certain fields prior to submitting Billing to MMIS or
other systems. When updating the billing
information, users are able to update the recorded
hours, billable units and aiso add comments.

DQO34

The solubon should generate error reports at the
summary and dstail lavels that include ail data
necessary to resolve errors monthiy and as
requested by the Department

Agencies can create meaningful and comprehensive
reports to meet management, quality assurance,
auditing and licensing needs. Therap’s Activity
Tracking module monitors and tracks the activities
and operations performed by users within the Therap
system. Therap provides a number of supplementary
reports in its Report Library that can be generated
and exported to Excel for further analysis. As a SaaS
solution, internal systemn errors are sent to Therap
staff and maintained within system logs and can be
provided to the Department as needed.

DQO35

The solution should store reports 1o allow users the
ability fo retrisve them quickly per the Depariment's
business rules :

Users are able to search and generate reports in the
ISP and MAR module, and save these reports to be
retrieve later. Therap’s standard module-based
reports provide users with the option to generate
reports with user selected parameters. Therap's
Report Library includes a comprehensive set of
reports. Users are able to generate reports based on

2 Therap Semvices 2003
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their privileges. Reports can be exported to PDF and
Excel formats. Exported reports can be uploaded
into the system to be accessed later.

DQO036

The solution should reioad or resend records it they |
have not been apphed cormecily 1o the receiving
entity

For data transaction, Therap follows security
principles for integrity, authenticity and non-
repudiation. The solution will reload or resend
records if they have not been applied correctly.

DQO37

The solution should datect duplicate files or records
znd 1selate them for manual review apd further
processing.

The system is capable of detecting duplicate files or
records and users with specific roles and privileges
are able to review and manually process these.
Reports are also available in the system that can be
utilized to identify duplicated and unduplicated
record counts.

DQO38

Tne selution shoutd create messages that
accurately describe arrors received as a result of a
data ransfer

| Forms in Therap have validation checks to assist

users in entering complete and aceurate information.
For example, if required fields are not complete,
users receive warning messages and will not be able
to move forward in the workflow process until the

| errors are corrected. These error messages are

deseribed in an appropriate format that can be
understood by users to resolve them accordingly.

DQ039

Tha solution should have the abiiliv toimaintain an
up-te-date inventony of all forms uilized aind make
this inventory available to the Deparment upon

recquest

Therap’s Activity Tracking module can be used in
auditing and monitoring of the operations performed
by users by providing audit logs. For each activity,
the audit log may display the activity time, user
login name, IP address, server name, module, action,
activity type, form ID, client form ID, program/site,
additional information regarding the activity, and
time zone.

BQo40

Ths solution shouid have the ability to/identify which
fields in forns are required and whieh are spienai

{ Required fields in the system are marked with red

asterisks. When a user tries to submit the form
without providing the values for all the required
ficlds, the system displays an error message next to
the field where information is missing. When a user
tries to complete an action in a module and the
system shows an error message, the message itself
contains information about how to take actions to
ensure that the inconsistencies identified are
corrected.

DQ041

The solution shouid have the ability to siore the date
that a correspondence was delivered for printing in a
preferred date format of MM/DD/YYYY

Therap’s Update History and Archive feature retains
the name and title of the nser who made changes to a
form, and date and time stamps of those users’
actions.

DQo42

Tha solution should provide automatic default hiz
i e s gl e

naming conventicnl for saved ceimespondence s
agraed upon with the Depariment

The solution has the capability to provide an
automatic defanlt file naming convention for saved
correspondence as required by the Department.
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DQO43 | The solution should categorize and classify tyoes of | The solution has the capability to categorize and
corfespendence as agreed upon with the classify types of correspondence as required by the
Department Department.

DQO44 | The solution should distinguish between. and 1 The solution has the ability to distinguish between,
ingorporaie, business days, waekends, and stale and incorporate, business days, weekends, and state
holidays w all tme-related funchons in the system. holidays in all time-related functions in the system.

DQO45 | The solution should Include web-bassd onine help The Therap Help and Support website is a dedicated
funchionality in searchable portable document format | support portal that offers a search capability to casily
(PDF), that includes a searchable databass of provide access to our training and support materials.
commaon problems, Support materials include user guides, quick guides,

FAQs. training courses, iraining videos, webinars,
and guided assistance. The toels and materials are
accessible online and viewable in printable PDF
versions. User guides and quick guides provide step-
by-step instructions for completing tasks in the
system. The Guided Assistance feature guides users
through a series of questions and provides solutions
based on the answers provided by the user.

DQO46 | e seiuhion stouid set paiamelers on Teiss o Module forms throughout the system offer multiple
pigvenii system users iom entering information input options (e.g., text fields, drop down menus,
Cuisice ol 1058 parmneies date and time pickers, checkbox selections, radio

buttons, and external attachment options). These
parameters are configured to prevent users from
entering information outside of the intended
parameters.

DQO47 | The Vendorshould produce ali member and Therap has a standards based design interface
provider-facing content wiitten at'no greater than an | ensuring the content is written at no greater than an
eighth grade reading level eighth grade reading level.

DQO48 | Ths solution should includs email addresses in the User email addresses can be defined in the personal
autharization table for registration, and ematl details for each user. Users with administrative
addresses snolid be kept confidential and only used | access and specific privileges are only able to view
for official Depariment business. this information.

4 Hardware and Infrastructure

located

Refer to the relevant technical specifications in Appendix 1: Detailed
Specifications and pertinent narrative in Section 4: Project Specifications in this RFP to
cover solution capabilities in this area.

41 The Vendor should describe its approach to Hardware and Infrastructure below.
The narrative response for this category should be organized using the
appropriate subject matter area as per Appendix 1: Detailed Specifications.

4.2 ‘Therap’s modular design of the software and hardware implementation fulfills objectives

that focus on reliability, scalability and security. The technical architecture and
accompanying operational processes have been designed to facilitate seamless upgrades,
reconfigurations and replacements of components. Therap is a remotely-hosted cloud-
based COTS SaaS system that can be accessed from any device with a standard browser
and an active internet connection.
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frerap |

The Therap application suite is comprised of the internet-facing web application that
users access via multiple supported browsers, and operational functions that provide
‘back-end’ services. Examples of ‘back-end’ services include interaction with external
billing systems, interfaces with pharmacy or other external entities, and data transfer/data
migration activities. The system uses a modern Service Orented Architecture. The
modular design of the software and hardware implementation fulfills objectives that
focus on reliability, scalability and seccurity. The technical architecture and
accompanying operational processes have been designed to facilitate seamless upgrades,
reconfigurations and replacements of components at a minimal cost. The result is a
system that is purpose-built to deliver flexibility and performance while remaining highly
available, while accommodating new functionalities and growth rates as the system
evolves with growing number of features, system wusers, individual records.
Therap staff operates and maintains the hardware, software and middleware upon which
the applications run. There is no third-party involvement in these processes. Each ‘hands-
on’ action is performed exclusively by Therap personnel.

Therap has reviewed each requirement outlined in Appendix 1: Detailed Specification and Section
4: Project Specifications, and has provided specific responses for each ‘Hardware and
Infrastructure’ subject matter area requirement below.

INOO1

The solutien sheuld have the ability te suppart Therap’s EVV technology solution is integrated into
vanous cuirent technologies for data Interchangs the Therap suite of applications, and is equipped
and efectronic visit vertfication (EVV) data with GPS location tracking. When a user checks in

submission ana venficatici mcluding, but not limited | or out, the user’s location is antomatically entered
to, web portal, apolication interface, telephony, guick | info the system. The Scheduling/EVV module
resnonss (QR cedes, and avtomated Iczalion allows users fo enter electronic visit verification data
verification including the type of service performed, member
receiving the service, date of service, location of

| service delivery, user providing the service, and time
the service begins and ends. Users assigned with a
schedule are able to check in when a service begins
and check out when it ends with a single click. The
mobile applications also allow users to add
verifications in the form of signatures or voice
recordings when checking in and out, User level
security options include Therap’s Two-Factor
Authentication (2FA). With. 2FA. enabled, afier each
successful login, users will need to enter an
additional One-Time Password (OTP) provided by a
2-step verification software based on a QR Code or
Secret Key that was generated during their Two-
Factor Authentication setup.

INCO2

The erdor should utilize open architeciure ] Therap’s modular software and design and hardware
standarde and scalabiity fo gremote integration | implementation fulfills objectives that focus on

throughout the West Virginia technciogy enterpiise reliability, scalability and security. The technical
architecture and accompanying operational
processes have been designed to facilitate seamless
upgrades, reconfigurations and replacements of
components. The EVV solution will be able to
integrate with the West Virginia technology

enterprise,
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INOO3

The sclution shouid be fexibie and readily
adaptable to changing Department and federal
requirements and as requested by thz Department,

Therap's SaaS model integrates an intuitive and
flexible application with & high-performance
infrastructure. Therap continuously upgrades the
system to comply with state and federal policies, and
the system is flexible enough to accommodate
changes required by the Department,

INCO3A

“The solubon should adaress the dsruphion or imied
avaitabiiity of network connectivity, telephony,
and/or cell coverage at the visit site by providing
meambers and providers more than ons mathod to
send and receive electronic visit vertfication (EVV)
data

The Offline Scheduling and IVR functionalities
allow users who do not have access to a live internet
connection to collect EVV data, For Offline
Scheduling, data is collected using the offline mode
of the Scheduling/EVV mobile application and then
synced into the system once the user has access to
the internet. The IVR functionality allows users to
check in and out of schedules using a telephone.

INOO3B

The seiution should have tha abilitv to capture and
retain elecironic visit verification (EVY/) datz
gathered when the transmission services are offine
for 2y Foascr atfhe wist site and fo send of cecena
GUELST 3ySI5M 0518 WhEh 38ivites afe [osiuied

The Scheduling/EVV mobile application provides

the ability for Offline Scheduling. The option ailows

| users to record check-in and check-out information

for service delivery or a schedule the user is
assigned to. Using this feature, a user is able to
identify the time, date and location when checking in
and out. Once the user is able to access the internet,
they will be prompted to sync the offline data to
ensure it is entered into the application. This feature
is very useful for users that need to provide services
in areas that have limited internet access. No PHI is
involved when using Offline Scheduling.

INQO4

The solution should provide archival and purge
processes that do not degrade performance or
intefrupt the systerm

Therap's archival and purge process will not degrade
performance,

INOOS

The solutien shouid allow centraiized deployment of
system updales and system maintenance.

Therap plans for two to three major releases each
year to update the system, to introduce new features
and meet regulatory, compliance, and accreditation
requirements. Point releases are carried out for bug
fixes and maintenance work.

INOO&

The solution should provide workfiow functionality
that supports a variety of mechamsms to initiate,
execute, suspend, or terminate workflows including,
but net imited to

Therap’s highly configurable role based access
control mechanism allows users to set workflows by
assigning and modifying profiles, roles, and
caseloads to users.

INOO7

Communication events (email, document upload,
form submissiens, or phone)

Users are able to communicate via Therap's Secure
Communications (SComm) tool and attach relevant
forms and documents. The Interactive Voice
Response (IVR) functionality in the
Scheduling/EVV moedule allows users to call a
designated number to carry out check in and check
out for services ensuring EVV data is captured.
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INOQ8 System-generated events Based on the provider's configuration settings, the
system will trigger events and notifications
regarding high, medium or abuse/neglect notification
level events, expiring Service Authorizations,
Service Authorization units running out, passwords
expiring, and the session timeout. Based on their
assigned privileges, users who are notified will have
subsequent workflow functionalities to perform the
next step of the process.

INOO9 User-triggered events Actions taken on forms by users allow for
workiflows to linked events to be created. For
example, if a user submits a form, the status of the
form will change to show that it now requires
approval.

INO10 Exceplion-processing events The system provides warning messages if incorrect
values or information are entered in a field. The user
is prompted to make the correction and is prevented
from proceeding with the action until the correction
15 made,

INO11 e solution should include definition and mode!ing | Therap's role-based access mechanism allows

G WOTKHOW DIOSesses and their censtiiuen administrative users to define and model workflow
actvities, processes and their constituent activities.

INO12 The seluton shauld have the ability to facilitate The Secure Communications {SComm) messaging
mass email notifications, system allows sending messages to multiple users at

once.

INO13 The solutionienouid have the abilityiie reiasuc and Users assigned with the appropriate access privileges
track ary corresponderice of form 28 requested by will be able to reissue and track forms as needed.
the Depariment

INOi14 The solution should have the ability to schedule any | Users assigned with the appropriate access privileges
Yepait 1o be mun atvarying levais of freguency or on- | will be able to run reports on demand, as frequently
demand as needed.

INO15 | The sofution should provide integrated print Therap is a browser-based COTS Saa$ solution that
capability withun the application for any report is accessible and will function on devices with a

3 standard browser and reliable internet connectivity.
Therap forms can be exported as printable PDF and
Excel files. Printers can be connected to the
necessary devices as per agency policy.

INO16 The solution shouid have the ability to notify users of | Users are notified of software
system maintenance and other information - downtime/unavailability via release notes, login
approved to be disiributed by the Department page ads, emails, splash messages, and

announcements on the official website and the
support website.

INO17 The Vendor should manage, frack, and repont on Therap provides various levels of support via

ussr support services via muitiple channals,

mncluding

multiple channels.
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[ IN0i8 T Telephone | Telephone support is provided to users. ]

INO12 Member portal Therap’s Live Help feature is available for instant
responses, where uscrs can chat with a Training and
Implementation Specialist for support. Users can
also send messages to support agents through the
secure Issue Tracker ticketing system.

INO20 Emtali Users are able to send us emails regarding support
required with the system, to which Therap
representatives will respond accordingly.

INO21 Maii Therap also receives mail from users sent to Therap's
official address, and provides the necessary type of
support regarding the system as needed.

INO22 The Vendor should provige investigative resutts Therap will provide investigative results inclusive of

inclusive of mitigation measures to address reported | mitigation measures to address reported incidents
Incidents within 3C days of the documented inoident. | within 30 days of the documented incident.

INO23 Tha Vendeor chould sunper orevider complianos Therap team members host frequent webinars, user
thenuoh direet ascistance onacking fachniosl group sessions, and conferences where users can
ass;stance and ot?zer aciive sutreach activities as meet and discuss their experience of using Therap
requested by the Department W and direct their issues and questions directly to

Therap team members. Therap will work with the
Department to implement visit verification
compliance accordingly,

INO24 The soiutien sheuid provide users a description of Minimum hardware and software requirements for
the minimum hardware and software requiremsnts, | using Therap are stated in the user guides available
inslaliation, maintenance, and enhancement of in our support site.
software based on role and system requirements
£7107 {6 System updales

INO25 The solution should allow users 1o schedule and Administrative users are able to configure settings
modify sysiem evenis as requested by the for the necessary system events as required.
Departmsnt.

INO26 The Vendor shouid provide a technical suppart cail Therap will meet this requirement.
center located within the contiguous United States.

INO27 The solution should document callinformation, as Therap will meet this and provide the documentation
agreed upon by the Dapartment as needed by the Depariment.

ING28 The technical support call canter hours of operation | Therap provides technical support via Live Help,
should be Monday through Friday, from 800 am to | Feedback, and Telephone from 9:00 a.m. to 6:00
600 pm Eastarn Time (ET) and on an emergency | p.m. (ET) seven days a week. Therap will provide
basis as roquesiad by the Department The call support on an emergency basis accordingly as
cenier may be closed for standard federal hoiidays requested by the Department.
and West Virgimia State holidays,

INO29 The Vendor should return all after-hour calls by the | Therap will meet this requirement.
next business day, i the caller's preferred language
andfor through oval interpretation services
(Reference htins famaw hhs govicivil-righisfor-
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ingividuals/section-1557iransiated-
resources/ingex hirn!

INO30 The Vendor shouid provide funcionality to manage Live Help, Feedback, and Telephone support to
calis 1¢ the lechnical Uall Center inciuding, but nof answer general and technical support questions from
iimited to users.

INO31 {reation of tickels Therap has a built-in secure issue tracking

mechanism through which vsers can create tickets to
convey issues, requests, and suggestions in a
HIP AA-compliant manner.

INO32 Editing existing tickets Updates and new messages can be added to the
existing thread of the ticket.

INO33 Sarting of cali center ticket information All tickets and Live Help chats generated by a user
are accessible by the user and can be sorted and
filtered as needed.

INO34 HIREIRE) S RN SRFHEE R oy earoe roeRes All tickets and Live Help chals generaled by a user
are accessible by the user and can be sorted and
filtered as needed.

INO35 The Viendor's Technical Call Gentor shouid have the Therap's secure issue tracking mechanism

ability le irack data including, but not limited fo: timestamps the activities regarding the tickets.

INO36 The caller Therap's issue tracking tool captures the user's name
who sent the issue, and can be fracked accordingly.

INO37 | The guesticn{s) and/or issUa(s) Data in the issue tracking tool can be tracked
according to the content of the question and/or issue.

INO38 The Vendor staff responcing/te the ticket Data in the issue tracking tool can be tracked
according to vendor staff responding to the ticket.

INO39 The datels) Data in the issue tracking tool can be tracked
according to the date of the ticket.

IND40 The time(s) Data in the issue tracking tool can be tracked
according to the time of the ticket.

INO41 The status (opened or closed) Data in the issue tracking tool can be tracked
according to the status of the ticket.

iNO42 Probiem resciufion Data in the issue tracking tool can be tracked
according to the problem resolution.

INO43 The Wandor's Technical Call Center should fave Hie | The phone tree during the call o the telephone

ability to repeat call ophions automatically support line will repeat instructions automatically

INO44 The Vendor should mamtain sufficient staff and Sufficient staff for Live Help, Feedback, and

t2lephans lines o perfom &l recuired technical
subpart call center functions

telephone support is available 24 hours a day.
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INO45

The solution should use auiomated menus,
including an easily accessible option for reaching a
live operator

Therap’s Live Help feature can be accessed by a
single click of a button on the secure application,
which brings up menus that users can choose from
and reach a live operator.

INO4&

The soluiion shouid provide assistance 1o inguines
received o persons who require special
assistance including, but aol imited Lo,

Therap supports assistive technology provided that
the hardware and software are using current web
standards.

iND47

Persons with Limited &nglish Preficiency (LER)

Therap will work with the Department to provide
capabilities to assist persons with Limited English
Proficiency (LEP) provided that the hardware and
software required use current web standards.

INO48

Persons with vision disabilities

Therap supports assistive technology, and will work
with the Department to provide capabilities to assist
persons with vision disabilities provided that the
hardware and software required use current web
standards.

INO49

Barcnng wath haarina
TRSONE W heanng

Therap supports assistive technology, and will work
with the Department to provide capabilities to assist
persons with hearing disabilities provided that the
hardware and software required use current web
standards.

INOSO

Fersons with speech disabilities

Therap supports assistive technology, and will work
with the Department to provide capabilities to assist
persons with speech disabilities provided that the
hardware and software required use current web
standards.

INO51

The selttion should include an online aption for
users io report any technica) probiems

Users are able to report technical problems via
Therap's HIPAA-compliant issue tracking
mechanism.

INO52

The Verdor should ensure the soluticn components
that are web based have Cross-iowser
compatibility over the life of the contract and suppon
software utiization in the current version and two (2)
prior versicns at a manimum for the following
browsers including, tut not kmited to

Therap is a COTS, SaaS suite of applications that
can be accessed using standard web browser on any
device with an active internet connection. We keep
the current requirements of our users in mind before
changing any compatibility requirements. During
system updates we ensure the new and existing
modules are compatible with the current release
standards. Any changes in minimum requirements
will be communicated to users ahead of time via
release notes,

[INO53

| Microsch Edge

! The solution is accessible from Microsoft Edge.

Il

[No54

| Apple Safan

| The solution is aceessible from Apple Safari.

| INO55

| Google Chrome

] The solution is aceessible from Google Chrome.

| IND56

| Mozilla Fiefox

| The solution is accessible from Mozilla Firefox.

—
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INOS7

Microsaft Internet Explorer

The solution is accessible from Microsoft Internet
Explorer.

INO58

The soltition should NCoTpoTate A ron restneive
envirenmant lor expenenced users to dirsctly
access a sorsen of fu move from gne screen o
anether without revarting to the menuy structure.

Therap has intuitive navigation enabled between
modules and screens. Each page has links available
to access related pages and modules, and the
Dashboard can be accessed from each page of the
application.

INO59

The solution should generate drop-down!lists 1o
identify options available, valid values, and code
descriptions by screen field

Modules in Therap have various field types
including free form text fields, drop down menus,
date and time pickers, checkbox selections, radio
buitons, and external attachment options that
identify options available, valid values, and code
descriptions accordingly.

INOG0

The Vendor should provide web applications that
satisfy the Priarity 1 Checkpoints from the Wab
Content Accessibility Guidelines 1 0 developed by
the World Wide Web Consortium (W3C), as detailed
at hitp Hweerw w3 orgTRAWCAG10Ful

checkiist hmi

Therap uses standard and current web standards.

INOG1

The solution should have the abiiity (o include
sscure and pubdic facing tabs for the wab portal

State-specific pages detailing the necessary
requirements based on the State are available in
Therap's official website. Training materials and
module-specific pages are also available in the
website that can be accessed without users requiring
to log into the system.

INO&2

The solution shouid have the ability to utlize an
autiteniicalion grocess io handie mulipis layers of
securmty levels as requestad by the Depariment

| Therap's Two-Factor Authentication (2FA) option

provides encrypted authentication for users when
logging into the system from either the Therap web
application or from the mobile applications. With
2F A enabled, after each successful login, users will
need to enter an additional One-Time Password
(OTP) provided by a 2-step verification software
based on a QR Code or Secret Key that was
generated during their Two-Factor Authentication
sefup. This adds an additional layer of security.

INOG3

The solution should have the atility to provide seif-
service password resets and mask the display of
passwords at the sign-en screen when the user
enters the portal

Therap's Self Password Reset option aflows users to
receive a password reset token via their email or
phone/text message. With the token, they can change
their password while logged out. The display of
passwords is masked at the sign-on screen.

INOG4

The solution should have the ability to mask the
dispiay of passwoids at the swgn-on screen when
antered oy the user

Therap masks the display of passwords at the sign-
on screen when entered by the user.

INOBS

Tha Vendar should ensure that web pertal fisld
definitions comply with system field definitions.

i The system can be accessed by password and

necessary login credentials through the web portal.
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INOG6 The Vendor should, for the weh portal, provids Routers and firewalls have been installed at all
internet security furncionality o nciude firewails, production sites to protect the Therap infrastructure.
mtrusion detection. and encrypted network/Secuirs In the Therap system, data communication during
gsocke! layer (881) transmission is encrypted using AES-256

encryption. Data at rest is encrypted using AES-256
encryption as well. The session between end user
and Therap is encrypted via SSL, and data in transit
encryption uses TLS v1.2. Security and privacy
controls are well documented and management
enforced.

INOB7 The Vendar should provide and maintain 3 sscure In the Therap system, data communication during
data storage solution that incitides encryption of transmission is encrypted using AES-256
data i transit and encryption of data at rest encryption. Data at rest is encrypted using AES-256

encryption as well,

5. Security Management

Refer to the relevant technical specifications located in Appendix 1: Detailed
Specifications and pertinent narrative in Section 4: Project Specifications in this RFP to
cover solution capabilities in this area.

5.1

5.2

The Vendor should describe its approach to Security Management below. The
narrative response for this category should be organized using the appropriate
subject matter area as per Appendix 1: Detailed Specifications.

Therap is a HIPAA-compliant web-based COTS Saa8S solution accessible from standard
web browsers and dedicated mobile applications. The solution applies highly
configurable “least privilege” role-based access control mechanisms for data access. To
be able to access the data of a member, the user must have the member in their caseload,
which can be assigned via custom caseloads consisting of the specific members, or
program caseloads created and maintained by the system consisting of the members
actively enrolled in a program. Therap modules may have separate and distinct caseload-
based roles for viewing, acknowledging, creating, submitting, updating, approving, and
deleting data. Administrators will be able to combine these distinct caseload-based roles
into super roles, and then assign these super roles to groups of users. Each super role will
consist of only those caseload-based roles that are required for the group of users to whom
the super role is being assigned. The users assigned those super roles will only be able to
perform the actions defined in that super role, and receive notifications for the members
in their caseloads. Privilege updates can be made in real-time. Users trying to access data
they do not have privileges for will see an error message instead. Separate administrative
roles can be assigned for actions such as member intake, user profile updates, user
password reset, and session timeout lengths. An administrator will also be able to create
notification profiles defining the escalation levels for module events, which can then be
applied to each user's notification profiles.

Users with the appropriate administrative role will be able to create user accounts, and
assign a unique Login Name, Employee 1D, SSN, and EVV ID to each user. Each user
account can be assigned with multiple profiles for their different responsibilities, with
each profile containing separate sets of roles and caseloads. Once an account is
successfully created, administrators with the appropriate roles will be able to lock,

154

<3 Therap Sevaces 2003 - 2020 LS Patents #5810785, #R739253, #8281370, REGIEOGS, #EE12054, #SC 15790, #G70425 7642
26

B
K

n

Watertown Avenye Suite 3 Watarbury, CT 06708-2240. USA. Phone 1-203-506-7



deactivate, or delete their accounts. When logging into the system, a user will need to
enter a valid login name, password, and provider code for authentication. If Two-Factor
Authentication (2FA) is enabled for the user, then they will need to enter an additional
One-Time Password (OTP) provided by a 2-step verification software based on a OR
Code or Secret Key that was generated during their 2FA setup.

Administrators will be able to set agency wide password policies, which include
configurable values for password requirements such as minimum length, minimum
number of uppercase letters, minimum number of digits, and minimum number of other
characters ({@#$%"&*;:"", etc.), as well as other policies such as maximum number of
incorrect passwords tolerated before the user is locked out, number of days before the
password expires, starting day of warning before expiration, and number of the most
recently used passwords that cannot be reused. Users will be able to change their own
passwords as long as their accounts are not disabled, admin locked, or deleted.

Administrators will be able to create Splash Messages regarding privacy and security
policies, which users will see during every login. Signup Agreements on privacy policies
and non-disclosure agrecments can also be created for users to agree o before they can
access the solution after system login.

Therap’s Activity Tracking module can be used to view immutable audit logs of users
accessing information in the system. Administrators will be able to generate this report
based on a number of search parameters, such as program/site, user, date range,
source/module, action, activity type, and form ID. Each log may display activity
date/time, user login name, IP address, server name, module, action, activity type, form
ID of the data accessed, a unique individual form ID for the member whose data was
affected, program/site, additional information regarding the activity, and time zone.

To provide historical information, Therap retains data that was deleted or changed in an
update, and users with the appropriate roles will be able to access them. Therap’s ‘logical
delete” feature flags records as deleted but permanently retains them within the database
for viewing by users with the appropriate privileges. Archived data can be searched and
compared to review the changes in security role assignments.

In Therap, Data communication during transmission and data at rest are encrypted using
ALES-256 encryption. Encryption is FIPS 140-2 level 1 approved. The session between
end user and Therap is encrypted via SSL, and data in transit encryption uses TLS v1.2.
As part of Therap's technical controls, routers and firewalls have been installed at all
production sites. The firewalls include Unified Threat Management (U TM) functionality,
and will inspect packets traversing defined networks for suspicious activity, and can
terminate specific sessions. Therap also has technical controls and countermeasures in
place to securely configure its hardware and sofiware, including firewalls, network
segmentation, anti-malware, load balancers, hardened configurations, centralized
logging and event monitoring, and third party/self-initiated vulnerability assessments.
Industry standard and updated software and hardware are used within the infrastructure.
When storage drives are removed from the Therap infrastructure, they are returned to the
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vendor where a detailed data destruction policy is followed. The data on the disks is
encrypted, and is therefore not exposed during this process.

The facilities and equipment used to host Therap are installed at two geographically
diverse sites that undergo real-time data replication. Movement within each facility is
controlled by a combination of badge and biometric access. Additional features of the
facility include onsite security personnel 24x7x365, the use of ‘people traps’ to isolate
entry and exit activities, extensive presence of cameras to monitor facility, and log reports
that detail access activity to isolated cages containing equipment racks. Therap's data
centers are certified against ISO 27001 standards. System log and event activity for all
platform components are aggregated to a central monitoring station, where the
accumulated logs are analyzed for both performance and behavioral anomalies. This is
done through a combination of third party and internally developed tools. Where
applicable, the ability to generate alerts is leveraged. The alert sources are monitored on
a24x7x365 basis by Therap operations staff. Specific customer service protocols are also
in place to rapidly disseminate information to end users about incidents that require
escalation. Therap is a true multi-tenant Saa$S suite of applications that ensure separation
of customer processing environments.

Therap has the capability and will work with the Department to be compliant with State
and Department Information Technology Security and Privacy Policies, and provide
Security Management related reports and documentation.

Therap has reviewed each requirement outlined in Appendix 1: Detailed Specification and Section
4: Project Specifications, and has provided specific responses for each ‘Security Management’
subject matter area requirement below.

SMO001 | The solution should authenticate all users when When logging into the system, a user will need to
establishing a eonnaction to the solution enter a valid login name, password, and provider

code for authentication.

SM002 | The sciution should have the abilify to autematically | When creating user accounts, a selection of unique
generats a unigue user identiicalion dusing the user initials are auto-generated for the administrator
registration process for new users anrolling in the to choose from.
program

SMO003 | The solution should have the shility to assign 2 new | The administrator will be able o assign a unique
unigue user identifier (1D} for an existing user. Employee ID, SSN, and EVV ID to each user.

SMO04 | The solution sholild Use a secure file transfer Data communication during transmission and data at
protocol {ie SFTP, eis), secure wab interface, or rest are encrypted using AES-256 encryption.
otner indastiy-standard electionic means {such as Encryption is FIPS 140-2 level 1 approved. The
Gentran, Connect Direct. or equivalent) or session between end user and Therap is encrypted
encrypted media to transfer files as approved by the | via SSL, and data in transit encryption uses TLS
Departmerit vi.2,
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SMOO05 | The solution sholild warn the user about 3ccessing Administrators will be able to set up a Signup
US Geovernment Federally protecied data and allow | Agreement displayed during each login. Users will
the user o confirm and piocesd with such achions, have to agree to the Signup Agreement before they

are able to access the system.

SMO06 | The Vendor should provide a sscurs wet based Therap is a web-based Saa$ solution that users can
method to recerve requests for authorization lo access using a standard web browser. Users will
access the soluhon need to enter a Login Name, Password, and Provider

Code to log into the system. The session between
end user and Therap is encrypted via SSL, and data
in transit encryption nses TLS v1.2.

SMO07 | The Vendor sheidd provide Single Sign-On (550} The system allows users to access all the modules
capability for authentication and autherizaticn they have been authorized to via user privileges,
across ihe solution, after being anthenticated during login.

SM008 | Ttie selution should provide Department-approved Two Factor Authentication (2FA) is available in the
multi-factor authenticaticn for Vendor remote access | system, and can be enabled for each user by an
to seluticn environment or their contractars, if administrator.
applicable

SMO09 | The sclution shouid use role-based access for data Therap’s role and caseload based aceess control
and system funclionality mechanism ensures that a user can only access the

modules and members as assigned.

SMO010 | The solution should have configurable roles by state | Administrators will be able to combine distinet
plan and watver pragram that may beicreated and caseload-based roles into super roles, and then
modifiad by the Department through a change assign the super roles to groups of users.
reguest as outlined in the Department aporoved
Change Management Plan

SM011 | The solution should have the ability to record Therap’s Activity Tracking medule can be used to
specific access by users to confidential personal view the audit logs of users accessing information in
information (CP1) contained within the seiution The | the system. Each log may display activity date/time,
mechanism should record the following data user login name, IP address, server name, module,
eiements and allow a role-based user to search ihis | action, activity type, form 1D of the data accessed, a
lag for matching crtenia to discem what was unique individual form ID> for the member,
accessed including, hut not limited to program/site, and additional information regarding

the activity, and time zone.

SM012  { Username The Activity Tracking module will specify the login
name of the user accessing information in the
system.

SM013 | Date of access The Activity Tracking module will specify the date
the user accessed information in the system.

SM014 | Time cfaccess The Activity Tracking module will specify the time

the user accessed information in the system.
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SMO15 | Name of individual (First and i.ast) whose The Activity Tracking module will display the
confidsntial personal informatien (GP) was unique identifier of the member or user whose data
accessed was accessed, using which their First and Last

Names can be found.

SM018 | Neme of computer system used to access The Activity Tracking module displays the IP

corfidentiall parsonal infarmation {CPI) Address, browser, and operating system. If the user
is logging in from the Therap mobile app, their
device name will be displayed as well.

SM0O17 [ Query/ransaction used The Activity Tracking module will specify the

module, action, and activity type for activity logs.

SMO018 | The selutren should provide users rola-based Users can be assigned with roles to generate specific
access o reperting functicnality or all reports available in the system.

SM012 | The solution should allow correspandence to be Users must be assigned appropriate privileges to
viswed based on role based access view correspondence. Users will not be able to view

messages containing member data if they do not
have the member in their caseload, even if the user
was on the recipient list.

SM020 | The solution should aliow authonzed sers to Therap modules have separate and distinct caseload-
remove view o edit access fights o any data fields | based roles for viewing, submitting, updating, and
or data elements within the soiution based on user deleting data. Administrators will be able to combine
fola these distinct roles into super roles, and then assign

these super roles to groups of users. An
administrator will also be able o remove specific
roles from a user's privileges (e.g., to remove their
view or edit access for a module).

SM021 | The solution should provide role-based securty The system uses a sophisticated role based access
through various methozs, mciuding, out not limited mechanism.
to

SM022 | Unigue identifiers {IDs) = Each user is identified through a unique combination

of login name and provider code. Each provider has
a unique provider code, and within a provider each
user will have a unique login name,

SM023 | Mandatory passwaord standards and policies for Administrators will be able to set agency wide

length, character requirements, and updates for all
users as defined within National Institute of
Standards and Technology (NIST) 800-63-3 Bigital
Idsntity Guidelines, or equivalent

hitpsi//doi org/10 6028/NIST SP 8G0-63-3

password policies, which include configurable
values for password requirements such as minimum
length, minimum number of uppercase letters,
minimum number of digits, and minimuem number of
other characters ({@#8% & *;:", etc.), as well as
other policies such as maximum number of incorrect
passwords tolerated before user is locked out,
number of days before the password expires, starting
day of warning before expiration, and number of the
most recently used passwords that cannot be reused.
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SM024 | Preiilelor group access assignmenis Groups of users can be assigned caseloads and super
roles (collection of caseload-based module roles).
8M025 | The soiution should provide 2 meshanism to limik Configurable roles and program caseloads can be
zezoccitelinierenbenltoss i rllisanratosic assigiied to each user to define and limit their access
program ruies to information.

SM026 | The solution should provide role-based access o ail | Roles can be assigned to users to control access to
system components and conirol access through modules, forms, and pages.
various methods, incliding, but notlimited to

SMO027 | Blocking 'spacific window or screan accsss Roles can be removed from a user to remove access

io a specific page.

SMO028 | Blocking specific report views of analyics Roles can be removed from a user to remove access

to areports or analytics.

SM028 | Resirct data slsments Roles can be removed from a user to remove access

to data.

SMO030 | Restrict viewing of specific members A user's caseload can be defined to restrict access to

specific member data,

SMO31 | Limit access to cther fields within the system as Roles can be removed from a user to remove access
detennined by the Departmant to forms and its fields.

8M032 | Thelsalution shiouid Lipdate ali secunity roies When a super role is updated, all users assigned with

aviomatically whern a change in the masier role is that super role are affected.
made

SMO033 | The soiution shouid ailow user access and role Updates to user privileges are made in real-time.
changes to be made in real-time.

SMO34 || The solution shouid have the ability to restrict Administrators can update the status of users to
concuirent logons restrict logons, as well as designate devices for users

and develop device access policies.

SM035 | The solution shetild have the ability to configure the | Administrators will be able to customize the length
timeout requirements for each systam snvirorment of time before an inactive user's session is timed out.
and user role.

SM036 | The solition should have the abilty to create malti- | The Department will be able to create notification

level escalating alers for Department-defined
avents

profiles defining the escalation levels for module
events, which can then be applied to each user's
notification profiles.
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SM037 | The solution should identify the recipients of alerts Users will receive alerts for only the modules whose
by alert type and user role roles they are assigned, and related to only the

meimbers in their caseloads.

SM038 |l Tha selition ehplidingva the shniiy (o et o Adminisirators will be able to assign the appropriate
Depariment to define which edis and rules may be roles to users, as required. Appropriate warning
overridden within the solution by the direct care messages and alerts will be displayed when a user
Wworrer of proviger agency and how the solutiun will | tries to access a page or form they do not have the
respond with warnings, aleits, or denials of the privileges for.
reaussied user action

SMO39 | The solution shouid utlize a Securty Information Various system log and event activity for all
and Bvent Management (SIEM) solution that platform components are aggregated to a central
generates alerds forevents Copies will be made monitoring station for further analysis. Copies of the
available io the Debariment, inciuding, Hut not { logs can be provided to the Department.
limited o

SM040 | Alerf generation for attempte to access cnavtichzad | As part of Therap’s technical controls and
databases from internal and extemai syslems countermeasures, conumunications from internet-

facing web servers to the interal infrastructure are
| tightly contrelled and monitored. Therap's firewall
will inspect packets traversing defined netwoiks for
| suspicious activity, and can terminate specific
sessions if configured to do so.

SMo41 Monitorng and reporting of events on an cnpeing System log and event activity for all platform
tasis components are aggregated to a central monitoring

station, where the accumulated logs are analyzed for
both performance and behavioral anomalies. This is
done through a combination of third party and
internally developed tools. Where applicable, the
ability to gencrate alerts is leveraged. The alert
sources are monitored on a 24x7x365 basis by
Therap operations staff.

SM042 | The Vendor should provide & report outlining | Therap is working towards a HITRUST certification,
applicable National tnstttute of Standards and which will include a report outlining applicable
Technalogy (NiST) 8P 800-5% moteraie sacunty | NIST standards.
conirol responsibiiies (reference
hiips //nvipubs nist gov/nistpubs/SpecialPublications/

b NIST SP 800-53r4 pdf) noting which security contrels
are implemented and/or inherited by the Vendor,
impiemented by the Depariment, or shared by both
parties. This report should be maintained by the
Vendor and outline the following information,
including, but not imited to
SM043 | Non-compliant and required securtty and privacy Please refor to SM042
~controls ¢ L

SM044 | Applied mitigations Please refer to SM042

SM045 | Plan to correct deficiencies Please refer to SM042

8M046 | The scluiton should maintzin a list of users and Details related to users generating and saving reports

cwners of each stored report

are recorded in the system.
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SMo47 The solution should retain and maintain access to Therap retains data entered into the system, and
reports as specified by the Department's Retention users with the appropriate roles will be able to access
Policy (Reference them.
hitps Hechinclogy wv gov/SiteColisclionDacymeniss
Palicies %20lssued%20by %20the %200 T0O/20 {9/P
L1013 DaleBackiip_MarZ( i% pdf)

SM048 | The solution should allow, initally, up to fitteen {18} | The State will be able to add new user accounts at no
Stale users to create ad nec ieporis. Additional additional cost, and assign them with the privileges
users should pe added at ne additional cost o the to create and generate reports.

Siate

SMO049 | The soiution should track and store detailed Therap’s Activity Tracking module can be used to
information regarding alf reporting requests, view the audit logs of user activities in the system.
including, but not fimited to:

SMO50 | Who requested the information The Activity Tracking will specify the login name of

the user who requested or generated the report.

SMO051 | Baie of reglest The Activity Tracking will specify the date the user
who requested or generated the report.

SMO052 | Time of request The Activity Tracking will specify the time the user
who requested or generated the report.

SMO053 | What data the repert included The Activity Tracking will display additional
information regarding generated reports. Generated
reports can be uploaded i the system for later
access.

SM054 | Repert storage upen completion Generated reports can be uploaded in the system for
later access.

SMOS5 | The solution should generate a periodic report of User accounts can be locked before being
UpCerting USEr account fenminations on a schedile | terminated. The Department will be able to gencrate
dapproved by ihe Depariment. reports on locked users at their convenience.

SMO56 | The solution should maintain a record of all Therap’s Activity Tracking module can be used to
integrated Eligibility Solution (1ES) memper view the andit logs of users accessing member
infermation accassed. information in the system.

SMO057 | The solution shoutd maintain a record, ingiuding an Therap’s Activity Tracking module can be used to
audt trail, of aif manually entered data queries by view the audit logs of users viewing, entering,
user. commurnications, and report distnbufiong updating, and deleting information in the system, as

well as communicating with other users using
SComm.
8MO58 | The Vendor should supply, on an annual basis, a Therap will be able to provide the required reports

report of the results of all sacuitity, privacy, and rigk
assassments, inciuding 2l tools used, and zn action
piar detailing ine approach for ramediation of
SeGiiity AsK Vilinerabiities Dala and festng resuis,

on security, privacy, and risk assessment on an
annual basis. Data and testing results will be retained
for 10 years, as required by CMS guidelines.
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inciuding reports, should be retained for 10 years
per CMS guideiines

SM059

The soluson should log manual overrides and rapor
on ihem atlmed wieneis cetermnred by the
Departmsent

The Department wiil be able to generate Activity
Tracking reports on user activity logs at their
convenience. The Activity Tracking module tracks
each action taken within the system and allows
administrators to review and audit the actions carried
out.

SMo60

The soiution should create a iog of aceess attermnpts
and generate a monthly user issk out report to the
Vender's security management team and to the
Bepartment, upon request

The Department will be able to generate Activity
Tracking reports on the login attempts and user lock
outs at their convenience.

SMO061

The salution shouid nave the ability to provide
authorzed requestoss a report containing the
secunty profie fer an individual or role

Administrators will be able to generate reports on
user security profiles and super roles at their
convenience.

SMO062

]
a

Q
=
3
2

System logs and event activity for all platform
components are aggregated to a central monitoring
station for further analysis, and further investigation
is performed and remedial steps taken if behavioral
anomalies are detected. Specific customer service
protocols are also in place to rapidly disseminate
information to end users about incidents that require
escalation.

SMO0B3

The Vendor should condust annual penetraticn
testing of the sciution and nrovide resuits to the
Department within 30 days of completion

Therap contracts with a third party to perform
vulnerability assessments and penetration tests on a
scheduled and on-demand basis. Therap will be able
to provide the results to the Department.

SM064

The Vender should provide all incident reporting to
the Department immediately upon discovery per
Dapariment guidelines

Therap has specific customer service protocols in
place to rapidly disseminate information to end users
about incidents that require escalation.

SM065

The solution should be able to redact information
contained i any form, correspondence, or report
and save the redacted version as a naw file

‘We can address this requirement by the system's
configurable user privileges.

SMOo66

The solution should aliow users to overnde and
change pre-populated information in forms, when
appropriate

Users with the appropriate roles will be able to enter
or update data on forms.

SMO67

The solution should mamntain an inventory and store
all system-generated correspondense bassd on
Bureau for Medical Sznaces' (BMS) Ratenlion
Poficy (Referencs

hitps /ftachrolegy wy gew/SiteColisctionDocuments/
rolicies %20ssued%20by%20the%20CT0/2019/P0
1018 DataBackup viar2079 pdi)

Therap retains data entered into the system, and users
with the appropriate roles will be able to access them.
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SM068 | The solution sheuld ensure that data, including hard | Therap retains data entered in the system. The system’s
copy documents, are retained, stored, imaged, “logical delete” feature flags records as deleted but
archived, and protested from destuciion. Al data permanently retains them within the database for
shicidd be avaliable ascording v [iepartmeant snd viewing by users with the appropriate privileges.
federal ragirements, and in accordance vath the
Deparment's Data Rewsnuon Poicy (Reierence
hidps tfechinctogy wy goviSieCollechonDocumenis/

Policies%201s5ued % 20hy % 20the A 200 T 0201920
1013 DataBackup Mar2019 odf)

SM069 | The Vensor should ensure that hard copy Therap will be happy to discuss how the data will be
documents are retained, stored, imaged, archived, managed during and after the Contract period in the
and dasiroyed in ascordance with applicable federaj | implementation meetings.
requiraments and in accordance yilh the
Department’s Data Retention Policy (Reference
hitips /itechnology wi.goviSiteColiectionDocuments/
Policies%2ssued %200y % 20the %200 TG2019/P0
1013 DatzBackup Marz019,poh

SMO70 | The solution shauic prevent certain decisions and Users without the appropriate roles will not be able
fields from having the atility to be overnidden by to update or override data in the system.
users

SMO71 The Vendar should ensure that information captured | Therap is a web-based SaaS solution that users can
via the web portal meets the relevant data access using a standard web browser. The data
managemeni specificauons, mcludmg, but nat management policies are applicable to all data
hmited to, access, inquiry. update, retention, and entered in the system, regardless of whether they are
archival entered from the web application or the mobile

application.

SMO72 | The soluticn should have the abildy o display and Administrators will be able to set up a Signup
reqire the User io accept wan-sie tarms of Agreement displayed during each login. Users will
agreement wharn entering the web portal have to agree to the Signup Agreement before they

are able to access the system.

SMO73 | The solution should have the ability to establish user | User privileges can be configured to define access to
access 1o pradefined Departmient leveis including, data.
but notiirniied fo

SM074 | Page level Users will require the appropriate view/edit roles to
access a module page.

SMO75 | Field level Users will require the appropriate module roles to
perform an action on a module field.

SMO76 | Data element lova! Only users with the appropriate administrative roles
will be able to manage certain data elements such as
data types, categories, templates, and codes, which
can be chosen in other forms/pages.

SMO77 | The Vendor should provide a public facing website The Therap website and support site has links to the

that provides access fo A secire portal nchiding,
bui not limited fo

login page for the web application.
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SMO78 | Instructions on how to use the secure site Therap has developed its support site to ensure that
users with varying job responsibilities can easily
locate support materials regarding the functionalities
in the system. Support materials include user guides,
quick guides, FAQs, iraining courses, training
videos, and webinars.

SM0O79 | Site map The Therap support site lists its resources under the
appropriate modules, states, and categories.

[ SM080 I Contact informaticn Contact information can be recorded in the system. —|

SM081 | The sclution should have the ability 1o send users Therap sends one time passwords via email. A new

theirinhal auto-generated password via email ang password is required when signing in.

reguie that they changs thew password upen their

next sign-on

SMO082 | The sclitionishould neveltielatility oiraguine Users assigned with the appropriate privileges will

gualifying infamation {o access system recorde via | be able to access information and records as

the wab poral including. bul net imited 1o required. The Service Directory module shows
overall information about an agency’s services
and/or contracts.

SM083 | Pravider number The Provider mumber can be accessed from the
Setvice Directory module.

SMO084 | Pricr authorization number Prior authorization information can be obtained from
Therap's fully integrated billing system.

5M085 | Medicaid ID number The Individual Data form (IDF) captures the
members' Medicaid number, ID number, SSN, and
other demographic information. Users are able to
search for member records using D Number and
Medicaid Number as search parameters.

SMO08E | Date of semvice Service dates can be entered in various modules
including ISP Program, ISP Plan, Service
Authorizations, Scheduling/EVV, and more.

SMC87 | Claim numtber Therap’s Billing system supports creation of a
master record of services that contains the rendering
or billing provider service description/codes,
procedure modifier, unit of measure/rate, cost center
type, and claim type (professional or institutional).
Funding sources or payer information can be
identificd as electronic or manual claim status.

SM088 | The solltion should allnw & systerm sdminisirator o | Administrators with the appropriate roles will be

reset usar passwords able to reset other users' passwords.
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SMO089 | The solution should allow users to change their Users will be able to change their own passwords as
passwords on gdemand. long as their accounts are not disabled, admin

locked, or deleted.

SMOS0 1 Tha snlition should have the amilihto et and ad;ust | Administrators will be able to set agency wide
password expiration dates password policies, including the number of days

before the password expires, and the starting day of
warning before expiration.

SMOg1 | The'selution should have the ability to warm the user | A warning message regarding Caps Lock being on is
that the Caps Lock is en when entering sign-on displayed when entering the login password using
PASSWOTGS. Internet Explorer (IE11).

SM092 | The Vendor should establish an expiration schedule | Administrators will be able to setan agency wide
for system component required passwords o password expiration schedule, as well as the starting
minimize systen on user disrupiicn day of warning before password expiration to

minimize user disruption. Users will need to enter a
login password to access all the system components
within the solution.

SMO93 | The sglitinn shauld stare passwards (5 cnsoton Data af rest in the solution are encrypted using AES-
form The Advanced Encryption Stgndard (AES) 256 encryption. Encryption is FIPS 140-2 level 1
258-bit standard or equivaient should bs used approved.

{Reference
https /nvipubs nist govimsipubs/FIPS/NIST FiES 19
7 paf}

SM094 | The selution sholld enforce password policies for Administrators will be able to set agency wide
lengtn, character requirements, and updates for all password policies, including configurable values for
users s agreed upan oy the Depariment password requirements (¢.g. Minimurn length,

minimum number of uppercase letters, minimum
number of digits, and minimum number of other
characters - !@#$%"&*;:"), as well as other policies
such as maximum number of incorrect passwords
tolerated before user is locked out, number of days
before the password expires, starting day of warning
before expiration, and number of the most recently
used passwords that cannot be reused.

SM085 | The solution stiould aliow self-service password Therap has a Self Password Reset option that allows
resets users to reset their own passwords. Users who have

this option enabled will be able to reset their own
passwords as long as their accounts are not disabled,
admin locked, or deleted.

SM098 | The solution should send system-generated email Administrators are able to get email notifications of
netiiicaiens of password change events and user accounts being locked or unlocked, and for
axpiration warnings at Department approved changes in password policy.

- Intervals
ke
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SMog7

The Vendor should deactivate all system access for
users immediately upon notification of termination,
departure, o1 reassignment

Department Administrators will be able to admin
lock, deactivate, or delete user accounts at their
convenience. The user account status will be updated
in real-time.

SM098

The sclution should Fave the abiiity to lock out 8
user after 2 pre-determined number of unsuccessiul

login attempts

Administrators will be able to set agency wide
password policies, including the maximum number
of incorrect passwords tolerated before a user is
locked out.

SM099

The solution should sutematically suspend all users
who have not accessad the sclution within 2
specified period of ime as requested by the
Department

Administrators can set user passwords to expire
within a certain time range. If users don't log in
during that time range and reset that password, they
will be password locked and not be able to log in.

SM100

Thelsclution sholid have the abiiity to close
accounts that have been suspanded moie thar a
predetermined number, of days as requested by ihe
Depariment

An account that has been locked will have its
password expire after a certain number of days as
configured by the Department. The user will not be
able to log into the account without an administrator
unlocking the account and resetting the password.

SM101

The solution sheuld have the abiity to terminate
authorized sessions after predetermined time period
of inactivily, 25 requesisd by the Depanment, after a
waming message 1s displayed te the user mforming
them that the session wili terminate in an identified
period of time.

Administrators will be able to set agency wide
provider preferences, including timeout duration
after which inactive users are automatically logged
out. A wamning message is displayed before a user
session is terminated.

SM102

The solution shouid provide thres types of controls

to maimtain e inleg:ity, availzbiily, and
confidentiaity of protected health mformaticn (B0
data contained within the system These gontrols
should £2 in place at all zppropriate points of |
processing as follows ‘

Therap provides a rules-driven design and role-based
access framework to aliow administrators to define
user access to PHI data.

SM103

Praventive Conireis’ Conirols designed o prevent
BITGrS and UnauthGnzed events foum oceumng

Users will only be able to access the forms and
pages they have the roles for, and only for the
members in their caseloads. Users trying to access a
page they do not have the privileges for will see an
error message instead.

SM104

Detective Controls: Controls designed te wentify
errors and uhauthorized transactions that have
geeurred in the system.

Users trying to perform unauthorized transactions
will see error messages. Logs of user activity ean be
accessed from the Activity Tracking module to
review transactions that had occurred in the system.

SM105

Corrective Controls  Coiitiols designed {o ensure
that the problems identifiad by the detective contolz
are corracied

Error messages displayed when trying to perform
unauthorized transactions include instructions on
which fields or records are required for corrective
actions.
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SM106 | Upon login, the solution should imform users of Administrators will be able to create Splash
privacy policy, including the Igging of users' access | Messages regarding privacy policies that users will
attempts to personally idertifiable information (Pil) see during every login. Signup Agreements on
andior protected healih information {PHI) and other | privacy policies can also be created so that users
aciions taken within the application that are subject | agree to the policies before they can access the
t6 privacy reporting and disclosure nohfication, solution after system login.
including the legal sanctions imposed for improper
disclosure and use to be approved by the
Depanment

SM107 | The Vendor should deliver reporting or: ) Therap will deliver reporting on these accordingly.
unauthorized disciosures of personatly dentifiable
nformation (Pt} andfer protected healih information
(PHI} imrmediately upon discovery,

SM108 | The Vendor should perform data manping o identiiy | Therap considers all the data within the system
confidental data and Protected Health information database as PHI, and treats it as such.

{PHi) contained in the system, the flow of that data
through the systemn, and where that data resides.
SM109 | The Vendor siaff should adhere to all Departnont Therap staff will adhere to all Department security
LroghEammTts bibon Gi-site ol Beparanent requirements when on-site at Department facilities
faciities and as required by the fadiiity’'s secunty, and as required by the facility’s security
requirerients requirements.

SM110 | The Vender shouiid protect the Vendor's data center | Access to the data centers that host Therap’s
location(s) against intrusion at all times and maintain equipment is controlled by a key card system.

a survelliance alarm sysiem thatis linked to 2 Therap’s equipment racks are contained inside an

manned menionng center isolated cage. Movement within the facility is
confrolled by a combination of badge and biometric
access. Additional features of the facility include
onsite security personnel 24x7x365, the use of
‘people traps’ to isolate entry and exit activities,
extensive presence of cameras to monitor facility,
and log reports that detail access activity to cage.
Therap's data centers are certified against ISO 27001
standards.

SM111 [ The Vendor should provide the Department access Therap will meet this requirement and will discuss
to all facilities to conduct announced and with the Department regarding access to secure
unannounced visits of the Vendor's facilities faciltties,

SM112 | Ths Vandar should maintain a current datahase of Therap will meet this requirement.
individuais who have access to its facilities and the
database should be available for the Departments
inspection upon request

SM113 | The soiution shouid have the ahility fo reassign Administrators are able to assign and reassign roles
sxistingiiecorde forions Leerhdemizs(iiie and privileges to users as necessary. Reassignment
ano*her user 1D in the case of froud, errors, and of records are captured in Activity Tracking search
ormissions that affect data integnty and reparting results.
according to the Department's business rules Al
reassignment of records should be capturad in audit
ioos
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SM114

The solution should audit and track all activity
specific 16 each user inciuding, but not limited to

Therap’s Activity Tracking module can also be used
to track operations performed by users on individual
records. For each activity the audit log may display
the activity time, user login name, IP address, server
name, module, action, activity type, form ID, client
form D), program/site, and additional information.

SM115

invatid lagin attermpts

Activity Tracking will display login failures and
their reasons, including incorrect credential, inactive
account, expired or Iocked password.

SM116

Transaciien activities

Activity Tracking search results include the modules
in which users performed a transaction, the specific
action they took, and associated form IDs.

SM117

rack adds, changes, and deletes of individua!
member visit verification data

User actions related to data in the EVV/Scheduling
module are tracked in Activity Tracking.

SM118

Password changea

Activity logs of both users changing their own
passwords and administrators changing other users'
passwords are tracked in Activity Tracking.

SM118

Spcurtylauestion andlonKeyteation

Therap’s Two-Factor Authentication (2FA) feature
provides encrypted authentication for users when
logging into the system from either the Therap web
application or from the mobile applications. Users
will be able to enable Two-Factor Authentication for
their Therap accounts, and administrators will be
able to ‘force activate’ this feature for other users as
well. With 2FA enabled, after each successful Jogin,
users will need to enter an additional One-Time
Password (OTP) provided by a 2-step verification
software based on a QR Code or Secret Key that was
generated during their Two-Factor Authentication
setup.

SM120

Upaates o setunty guestions

Therap’s Two-Factor Authentication (2FA) feature
provides encrypted authentication for users when
logging into the system from either the Therap web
application or from the mobile applications. Users
will be able to enable Two-Factor Authentication for
their Therap accounts, and administrators will be
able (o “force activate’ this feature for other users as
well. With 2FA enabled, after each successful login,
users will need to enter an additional One-Time
Password (OTP) provided by a 2-step verification
software based on a QR Code or Secret Key that was
generated during their Two-Factor Authentication
setup.

SM121

Ussr navigation hisiery

A history of the data users have accessed and
updated are shown in the Activity Tracking in
chronological order.
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sM122

The Vendor shouid ensure that its employees and
subconiractors complete and maintain reoured
secunily framming end foilow State and Departinant
poficies regarding securty  This shoulg be dons, at &
FINAITILANT, 0N an snaual hasis and for ol aew hires
wikain fives (3} Sustiess days of being hired
{(Reference

fnips fwanrw wv goviPolicies/Pages/defauit aspxEund
efined)

Therap employces complete required security
training and follow policies regarding security
accordingly.

SM123

The solution should collect sufficient detail 7o
produce an immutable audit log of all manual and
automated system activity including, but not limited
to the foflowing elements

Activity Tracking provides an immutable audit log
of user activities in the systern.

SM124

User Identification

Each Activity Tracking user activity log is
associated with the user's login name, which has to
be unique within the agency. This helps in
identifying the user performing the action.

SM125

Machine/Intemat Protacol Addrass Identification

The User Agent (browscr name, operating system,
device type) and IP Address of users accessing the
system are shown in Activity Tracking.

SM126

Time and Daie of Acticn

The date, time, and time zone for each activity log is
displayed in Activity Tracking,

sM127

Actions Perfoermed

The module in which a user performed an action, the
exact action performed (create, read, update, delete),
the member or user whose data was affected, and

more information are displayed in Activity Tracking.

SM128

The soiuiton shouid record an immutabie audit iog of
seriirity rle gesionmant and revocaton aciviies
periormed withirr the solution and ' changes fo
sacunty role assignmants on sensars and in
databases

‘When an administrator changes a user's privileges,

1 the changes are archived in the system. These

archives can be searched and compared to review the

1 changes in security role assignments.

5M129

The Yendor should disabie building and system
access In real-time for staff upon terminaiion,
departure, or reassignment from the preject.

Department Administrators will be able to admin
lock, deactivate, or delete user accounts at their
convenience. The user account status will be updated
in real-time.

SM130

The solution shouid generate audit reporis based on
a requsst from authornized reguesiors at the
Pepantment

Department administrators will be able to generate
audit reports from Activity Tracking, module
searches, and archive searches using their search
parameters at their convenience.

SM131

The solution should have the ability to contro!?
access to member records pased on user roies and
system credentials

Therap’s highly configurable role-based access
framework allows administrators to define what
actions users will be able to take in the system, and
on which members' data.
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SM132 | The solution should suppart member-dalegated User accounts can be created for member-delegated
authonty including. but not imited to: authority and provided with the appropriate

privileges.

SM133 | Assistors Asgsistors can be provided with user aceounts and
given access to the data of only the members they
are assisting.

SM134 | Authorized representatives Authorized representatives can be provided with
user accounts and given access to the data of only
the members they are representing.

SM135 | The Vendor should require that all emplovees All Therap employees are fingerprinted and have
accessing sensitive and critical member data Federal background checks completed
successfully pass Siate and Federai fingerprint- State background checks are catried out as required.
based background checks pror o peiential or 2ctual
Oata access. See raquest for proposal (RFP)

Secton 2 General Terms and Gonditiens for more
infomtation

SM138 | The Vendar should conduchinformation secury Therap performs third party vulnerability
ascossments and qudis of the salidon to ba assessments to obtain an outside perspective on the
cenguctes by the Vendor, by the Depariment, orby | effectiveness of the controls and configurations that
an exiernal entity hired by the Dopanment as have been implemented, as well as self-performed
tirecied by the Depariment vulnerability assessments to identify potential

weaknesses.

SM137 | The Vendor should conduct all security, privacy, Therap performs vulnerability assessments and
andfor risk assessmants inclusive of vulnerability penetration tests annually. Weekly application-level
scans of the solution and the resuits of the scans are performed by a third party. We will
vulrershility scan should be included with the include the results of the vulnerability scan with the
assessment 7asults assessment results.

SM138 | The Vendor should allow for only Department Per the Change Management Plan, Therap will only
Sppilvid USETS [ enier anditn aporove Giange allow Department approved users to enter and/or
request activiies, per the Change Management approve change request activities.

Plan

SM139 | The soiution should comply with the standards and Therap meets federally established 1T standards and
protocois under sections 1104 and 1561 of the protocols as it relates to data security, performance,
Affordabie Care Act {(ACA) (Refarence and interoperability.
nttps /e cagh crgleore/operating ruies-mandate)

(Reference:
https /A heaithit govisites/defauit/filssirules-
regulation/aca-1561-recommendations-final2 odf)
SM140 | The Vender shouid follow Federal, State, and Therap is a web-based solution that does not require

Daparimant sehrige for raceiot and remova! of
hardware and electronic media that contain
eiectronic proteciad neaith information aceeording to
45 CFR164 310 (Reference

HTTPs /fwww hhs govisites/defaultfles/patient-
protecticn pdf)

the user to store PHI in local devices. In addition,
when drives are removed from the Therap storage
infrastructure, they are returned to the vendor where
a detailed data destruction policy is followed. The
data on the disks is encrypted, and is therefore not
exposed during this process. Therap shall follow

9 wwap Services 2003 - 2020 U S Patants #8810785, #4730253 #13
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Federal, State, and Department policies for receipt
and removal of hardware and electronic media.

SM141 | The sclution should aliow local and centrai system System security administrators can be provided with
secunty adminisirators o add and change the appropriate administrative roles to change
permissions for iocal and ceniral system acoess permissions for local and central users within the

solution. Central systems can be set up as oversight
accounts, and local systems can be set up as linked
provider accounts, which will help in
compartmentalizing access,

SM142 | The Vendor shouid mamtain the same 'evel of Therap maintains its level of security compliance
secunty compliance during any intemuption of even during interruption of normal operations.
normal eperations as cutlined in the RFP Contract
Deliverabies and apolicabie federal reguirements,

SM143 | The soltion should have the ability to secursly The facilities and equipment used to host Therap are
access ail data in the event ¢f an smergency without | installed at two geographically diverse sites that
any impacts to ihe confidentiaity of integnty of the undergo real-time data replication. If the live site
data goes down, functionality can be transferred to the

hot backup site to assure delivery services without
| compromising the confidentiality or integrity of the
data,

SM144 | The Vendor should deliver the system architectural Therap will be able to provide system architectural
activity and process diagrams that deta security activity and process diagrams that detail security and
and privacy conirois to the Department upon privacy conirols upon request.
reguest

SM145 | The Vendor should ensura that all Vender-owned Therap has technical controls and countermeasures
hardware and software are sonfigured securely, in place to securely configure its hardware and
nciLiding but not limited to software, including firewalls, network segmentation,

anti-malware, load balancers, hardened
configurations, centralized logging and event
monitoring, and third party/self-initiated
vulnerability assessments.

SM146 | Being protected by industry standard virus The Therap infrastructure is protected by industry
protection software, which is automatically updated standard virus protecting software. As part of the
according to a Departmernit-approved schedule data protection strategy, any files uploaded into the

application by users are scanned for malware prior to
being accepted.

SM147 | Hawing all security patches instalied that are Therap keeps the devices within its infrastructure
relevant to the applicable operating system and all updated with operating system updates and security
cther system software and hardwara. patches.

SM148 | Wiaintaining compatibility with Department software Therap is a web-based COTS Saa$ solution, and can
and suatems be run on standard web browsers.

SM149 | Utlizing only licensed software and hardware Therap will not use End-of-Life (EOL) software and

solutions that have not been classified as End-of-
Lifa (EGL)

hardware within its infrastructure.
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SM150

The Vendor should ensure they are in compliance
with the State and Deparment informatian
Techrioiogy Secunty and Privacy Palicies

Therap has the capability and will work with the
Department to be compliant with State and
Department Information Technology Security and
Privacy Policies.

SM151

The Vendor should maintain aocumentation of
encryption keys, interface credentiale. and service
account credentials, and provide the Departmant
with updated documentation svery time an update is
macde

Therap will maintain these and provide updated
documentation to the Department accordingly.

SM152

The VMendor should provide continuous monionng of
the solution using intrusion detection software (IRS)

As part of Therap’s technical controls, routers and
firewalls have been installed at all production sites.
The firewalls include Unified Threat Management
(UTM) functionality, and will inspect packets
traversing defined networks for suspicious activity,
and can terminate specific sessions.

SM153

tinlervals as
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Therap will provide these reports accordingly.

SM154

The Vendor should provide continuous maonitonng of
the solution using Industry standard intrusion
prevention sofwars (RS

As part of Therap's technical confrols, routers and
firewalls have been installed at all production sites.
The firewalls include Unified Threat Management
(UTM) functionality, and will inspect packets
traversing defined networks for suspicious activity,
and can terminate specific sessions.

SM155

The Vendor should provide reports at interyais
agreed upon by the Devartment from the intrusion
prevention, software (IPS)

Therap will provide these reports accordingly.

SM156

Tine soiution should have the ability to support non-

sheclnsire of information

Therap's role-based access mechanism ensures users
are only able to access the member data and data
type that are included in their toles and caseloads.

SM157

The Vendeore Technical Call Canter shauld have the
ability to authenticate the caller/user as required by
the Department

A user can only be authenticated into the system by
logging in using their unique login name, password,
and Provider Code. Another level of security can be
added for logging in, which is the Two-Factor
Authentication method, for which after each
successful login, users will need to enter an
additional One-Time Password (OTP) provided by a
2-step verification sofiware based on a QR Code or
Secret Key that was generated during their Two-
Factor Authentication setup.

SM158

Thie soiution should provide compiete logical and
physical segragaton of electronie visit varfication
(EVV) data and files from the data and files of other
Vendor/Vendor customers

Therap is a true multi-tenant Saa$S suite of
applications that ensures separation of customer
processing environments.
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Attachment 9
Implementation Specifications Approach

173




1.

Instructions

1.1 The Vendor should provide a narrative overview of how the proposed system will
meet the specifications and narrative in this request for proposal (RFF).

1.2 Usethese response sections to provide specific details of the proposed approach
to meeting the implementation specifications in each process area. Be advised
while some sections only require narrative around specifications others may also
contain pointed questions.

1.3 Responses should reference specifications and relevant mandatory requirements
using the appropriate IDs from Appendix 1:.Detailed Specifications and
Attachment 6: Mandatory Requirements.

1.4 Responses in the sections below should be focused on ihe Depariment of Heaith
and Human Resources (DHHR) business processes and requirements. DHHR also
expects the Vendor to propose its approach for meeting the narrative included in
this RFP.

1.5 The Vendor is required to respond to the headings below to provide detail
regarding its methodology for each project management component.

Project Management Methodology

2.1 The Vendor's proposal should describe the Vendor's methodology, tools, and
techniques used to support projects from requirements through finished
deliverables, including deployment of the new solution, project management,
checkpoints, and periodic status reporting.

21.1 Describe policies and procedures employed to ensure timely completion of
tasks in a quality fashion.

2.2 Therap’s project management team has extensive experience in successfully developing
and implementing large projects while supporting the requirements and processes. Based
on Therap’s experience of successfully completing projects of a similar nature, we are
proposing a multi-phased approach for development and implementation. Throughout the
lifecycle of the project, we will apply a project management methodology that adheres to
industry standard best practices defined by the Project Management Institute (PMT), Therap
will ensure that risk management processes are incorporated and also include quality
assurance/quality control, risk management, change management, user training and
support, and communication strategies. The Project Management plan will be updated
throughout the lifecycle of the project. Our project management methodology follows the
standard processes and guidelines defined by the PMBOK framework. In each release
cycle, the Therap system goes through a set of processes that encompass one or more
projects. Larger projects are divided into phases and each phase is incorporated into one
release cycle. Project management processes are closely integrated with and overlap with
the SDLC phases. Therap utilizes both the predictive and adaptive approach to software
development. Where further exploration and process re-engineering is required, Therap
follows the Rapid Application Development methodology, which is a more agile approach.
With this approach, the development process goes through a number of iterations or
working prototypes. At cach step, user feedback is obtained to identify potential pitfalls as
early in the process as possible and, thus, minimize risk. Significant involvement and
collaboration from the users in the phases of software development facilitates process
improvement and high quality of the product.
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During the execution phase, the project managers will periodically provide weekly and
monthly project status updates to DHHR to communicate the overall progress. Therap’s
project management team will arrange regular meetings with stakeholders. DHHR will
have access to the Therap’s online issue management tool. Users of this tool can submit
any issues/change requests and track their progress. The Project Manager records any
submitted change requests into the change/scope control log.

The project implementation process addresses quality assurance/quality control, risk
management, change management, and communication strategies. Changes and upgrades
are decided upon with the help of Therap’s issuc management and change management
processes. Changes are deployed in testing environments before deploying to the
production environments, so that users can test out the features beforehand. The features
are prioritized based on user and/or federal and state requirements, impacts on overall
solution is tested before making the changes, risks are analyzed and steps are taken to
mitigate possible risks.

Prior to closing of the project, each functionality will be checked and verified against the
finished deliverable upon acceptance criteria and a final report will be provided.

Therap has reviewed each requirement outlined in Appendix 1: Detailed Specification and has
provided specific responses for each ‘Project Management’ subject matter area requirement below.

PMOO1

The solution should have the ability to modify

sethings through the eporeved Shangs Managemen!

ian fo contigure the business ruies engine
perfurming tasks, including, but net imited to

Therap provides a range of rules engines to
configure the system to work according to existing
local business rules. Department administrators will
be able to create, update, and delete combinations of
roles and caseloads. Administrators will be able to
update user privileges and assign users with the roles
and caseloads required to perform their job
responsibilities. Users can only perform the tasks
that are allowed through their roles and caseloads.
Separate roles to perform tasks on forms and reports
can be provided to users.

PMCO2

Rule deletion

Department administrators will be able to delete
combinations of roles and caseloads for a user's
privileges. Users can only perform the tasks that are
allowed through their roles and caseloads.

PMO003

Rule modification

Administrators will be able to update user privileges
and assign users with the roles and caseloads
required to perform their job responsibilities. Users
can only perform the tasks that are allowed through
their roles and caseloads.

PMOO4

Acddition of new rules

Department administrators will be able to create new
caseloads and assign new roles to a user's privilege
in order to perform certain tasks. Users can only
perform the tasks that are allowed through his/her
roles and caseloads,
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PMO0OOS5

Business edits

Users with the appropriate privilege will be able to
make business edits.

PMO08B

Others as defined by tha Department

Therap will be able to medify other settings through
the approved Change Management Plan to configure
the business rules engine as defined by the
Department.

PMO0O7

"The Vendor should collaborate with the Depariment
to establish the inital roles and level of access and
- respongibility for each clags of user

Therap will collaborate with the Department to
cstablish the initial roles and level of access and
responsibility for each class of user.

PMO008

The solution and suppering processes should
compiy with the Centers for Medicare & Medicaig
Sarvices {CHS) Beven Conditions and Siandards
and the most current version of CMS Madicaid
information Technology Acchitecturs (MITAL
{Refarence’ hitps fvww medicad goviiedicaid-
CHiF-Program-informaton/By- Tonics/Data-and-
Systems/ DownioadsiCr R-Seven-Condiicns-and-
Dtanuaics par)

Therap complies with CMS standards and MITA
conditions. Therap promotes an cnterprise view that
supports enabling technologies that align with MITA
business processes and technologies.

PMOO09

The Vendar should sonduct an overview with the
Deparment of sojution changes that ars ready to be
moved into the praduction environment as direcied
n the Change Managament Plan

Therap will conduct an overview with the
Department of solution changes that are ready to be
moved into the production environment as directed
in the Change Management Plan,

PMO10

The Vendor should reguest authornization in writing

from the Depattment prionto promoting any sustem
changes to the oraducten environment or selution

as agreed upon by the department

Therap notifies users of upcoming features and
enhancements in advance and plans for system
downtimes during hours of least usage. Users are
notified ahead of time via release notes, login page
ads, emails, splash messages, and announcements on
the official website.

PMO11

The solution shouid have the goiifty (o aliow the
medification of edits per the Change Management
Fian

Administrators can assign roles and caseloads to
appropriate users for accessing information in the
system. A users can only perform those tasks which
are allowed by the roles assigned to their user
account,

PMO12

The Vendor should provide a manual visit
vertiication pracess that is adaptable to changes in
program requirements throughout the contract
period as directed by the Changs Management
Plan,

Therap's EVV solution has a detailed and user
friendly scheduling component that allows
authorized users to create and configure mannal visit
verification process.

PMO13

“The solution reporing should be Gorfigurabia 8o
that standard reports and recipients of reports can
be changed easily over the life of the contract
without additional cost, as defined in the approved
Change Management Plan

Therap has module based ad-hoc reporting features.
As defined by the specific module, users are able to
generate ad-hoc reports choosing required output
colurnns and other parameters over the 1ife of the
contract without additional cost.

Therap’s Business Intelligence module is available
for providing dashboatds for generating reports and
trends on data from user-seiected parameters.
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PMO014

The Vendor should update the user manisal and
recetve Depatment approva] each time a solution
change or upgrade s Implemented as direcied by
the Uhange Management Plan and witivn 211 agreed
upwn itme-frame by the Degartinent

Therap’s Support materials are regularly monitored
and updated. Release notes and release user guides
are provided to users in advance of a release in order
to familiarize them with the upcoming changes.
Therap will work with the Department to work as
directed by the Change Management Plan and within
an agreed upon time-frame.

PMO15

The Vendor shauld provide updates to the user
manual and have the updated manual available to
users no later than thirty (30) days prior to the date
a solution change is implemented as directed by the
Change Managsment Pian

Therap’s Help and Support website contains a large
number of training and support materials in
¢lectronic format. Release notes and user guides are
made available ahead of time so that users can
become familiar with the upcoming changes. These
user manuals will be accessible through a designated
state website and regular website,

PMO16

The Vendar should configune the solution for
specifiz Medicaid walvers/services at na additional
cost to the Dapartmant, per the Change
Management Plan

Therap's Billing module allows users to configure
and define specific Medicaid waivers/services.

PMO17

Tire SUiultn shouid have e aplity @ sUppeT data
itegiily HiiGugh Sysierm contipis for seiware
PI0GIali changes and promaotion 1o preauction as
defined in the approved Change Management Plan,

Therap continuously works to implement the latest
security patches to ensure system security and data
integrity. Patches are tested in testing environments
prior to implementing them into the production
environment.

PMO18

The solution should support workflow deveiopment
by the vendor based on new procasses defined by
ine iJepamment according {0 business needs as
identified in the Change Management Plar:

Therap is committed to creating efficiencies in
business processes while enhancing accuracy,
transparency, and accountability throughout ali
levels of support and service provision. Therap will
work with the Department to develop a workflow
based on new processes defined according to the
business needs identified in the approved Change
Management Plan.

PM019

s selutinnishgrldihavethenhilitforths
Depariment o control and monitor system changs
reauests as defined in the aperoved Change
WManagement Pian

The system has the ability for the Department to
control and monitor system change requests. System
users will have access to the Therap’s online issue
management tool. Users of this tool can submit any
issues or change requests and track their progress.
The Project Manager records any submitted change
requests into the change/scope conirol log.

PMO020

The sclution should have the ability for the
Department to set and change priority jevels on
ndividual change requests as defined in the
approved Change Management Plan

We will conduct discussions with the Department to
set and update the priority levels of individual
change requests. Any modifications that can impact
the production environment are subject to the
approved Change Management Plan.

PM021

The Vendor should conduct a sectirity, pnvacy,
andfor nisk essecement of 2ny now funchionality pror
toits depioyment to production | the resulis of which
should ba delivered to the Depariment within an
agresd upon timeframa by the Depariment The
Wendor should obtain Department approval for
propesed resciutions o il assessment findings

For each new feature or functionality of the system,
the developer creates a new feature branch locally.
Impacts of the new feature on the overall solution
are tested, risks are analyzed, and steps are taken to
mitigate possible risks before the branch is pushed to
the code/configuration review system. Prior to the
deployment of customizations and modifications in
the application, a full test cycle is performed to
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pricr to deployment to production per the Change
Manzgement Plan,

ensure that all code changes are functioning
according to predefined acceptance criteria. Therap
will work with the Department to review test results
prior to its deployment to production.

PM022

‘he Vendor should cocrdinate all testing achivitias
as agreed upor by the Depertment,

Therap performs comprehensive testing of the
system before deployment into production
environment. Therap will coordinate all testing
activities as agreed upon by the Department.

PM023

The Vendor should prepare a comprehensive set of
test scananos, within a tmeframs as agreed upan
oy fhe Department. including bul nat limited o

Therap’s Software Quality Assurance (SQA) team is
responsible for the complete build and test eycle.
The testing plan and test scripts are developed by the
SQA feam to test specific functionality and the
potential impact of these functionalities on the entire
system. Upon discussion with the Department, the
SQA. team will assist in writing the Test Plans, Test
Scenarios, Test Cases, Expected test results and
other reports required for the Tested Release of
Application within an agreed upon timeframe.

PMO24

Ancicabie test coses

The applicable test cases are developed by the SQA
team to test specific functionality and the potential
impact of these functionalitics on the entire system.
Therap will be able to share the applicable test cases
within a timeframe as agreed upon by the
Department.

PMO25

Expected test rasuits

Therap will be able to share the expected test results
within a timeframe as agreed upon by the
Department.

PMO026

Others as defined by the Dananment

Therap will work with the department to determine
other test documents to be prepared, and will
provide them within a timeframe as agreed upon by
the Department.

PMOZ7

Tne Vendor shouid provide e Department andfor
its designess access {0 (est cases and test data o
faciitate exscution of applicable testing cycles

Thrap will develop necessary Test Cases and Test
Data and provide necessary system and functional
information to the Department and/or its designees
to facilitate execution of applicable testing cycles.

PMO28

The Vendor shouid previde ihel Dapartment with a
fully tested and cperations-readv User Acceptance
Test environmant that is isolated and separate from
all other environments

Therap provides a test environment to provider
agencies during implementation which mirrors the
production environment, in order to perform user
acceptance testing. Therap provides necessary
support to provider agencies during user acoeptance
testing. Authorized users will be able to practice
using the system, including converted data, in the
separate controlled testing environment.

PMO29

The Yendor shiould discuiss and finalize with the
Department the leve! of tasting required based an
the sigrificance of the change as directed in the
Change Manageneil Fian

On a regular basis, project managers will analyze the
expected versus actual outcome and take actions as
outlined in the project management plans. Feedback

| received from users in the production will be

forwarded 1o a team of business analysts and
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technical analysts. Depending on its type or urgency,
it is classified as an enhancement, a glitch, or a
suggestion and documented in the issue log. Each
issue in the log is assigned an owner and a reporter,
as well as a tentative resolution date, a tenitative
version of the software that will include a resolution
of the issue or other pertinent information. Therap
will discuss with the Department and finalize the
level of testing required based on the significance of
the change as directed in the Change Management
Plan.

PMO30 | Ths Vendor shouid provide the Bepariment waekiy The project managers will provide weekly reports on

repors of testing status, including, bui not limited to: testing status and number of completed, deferred and
cancelled tests to the Department, The reports will
include the test results, identified issues and actions
taken to resolve the issues.

PMO031 Matrics on the number/ofiests completed Therap will be able to provide weekly reports to the
Department that will include metrics on the number
of tests completed.

PM032 | Nuimber of aefered o canceled iesis Therap will be able to provide weekly reports to the
Department that will include number of deferred or
canceled tests.

PMO33 | Rssults of the tests executed The test results will be included in the weekly
reports and provided to the Department.

PM034 | Defecis identified by seventy level Therap will be able to provide weekly reports to the
Department that will include the defects identified
during the testing by severity level.

PMO35 | Corrective actions taken The weekly reports to be provided to the Department
will also include the corrective actions taken to
resolve the defects.

PMO36 | Others as defined by the Depariment Therap will work with the Department to provide
weekly reports as defined.

PMO37 | The Vendor should conduct Pilot Tesiing to vaiidate | Therap can help the Department to conduct a paralle]
the capacity and processing capabilities of the Pilot Test to validate the capacity and processing
solution it a fightly contrelled production capabilities of the solution in a tightly controlled
environment production environment. Therap will make sure that

all pilot users have active accounts in the system
with comrectly configured access privileges.

PM038 [ The Vendor shouid include 2 test of actual data For the pilot testing phase, the Therap systern will be

procsssing i a full operational environment. with
succassful end-to-end sofution functienality during
Pt Testing

made available in a live test environment where
users can log in and enter information. Therap will
assist the Department by uploading and/or refreshing
test data into the system. Documentation will
provide clear and concise instructions in the use of
the system for all staff who will be participating in
the testing. Therap support staff will solicit feedback

] and users can send feedback to and communicate

with Therap staff throughout the testing process
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PMO30

The Vendor should provide written test resuiis of the
Pilet Testing to the Depariment within an agreed
upon timeframe

Once the Pilot Testing is conducted, Therap will
provide written test results to the Department within
an agreed upon timeframe.

PM0O4G

The Vendaor shouid nravide tha Denarimant official
writien totificalion of readinsess for full production
operations after completion of Pilot Tasting

After completing the Pilot Testing, Therap will
provide an official written notification to the
Department regarding the full production operations
readiness.

PMO41

The Vendor should work with the Depariment 1o
develop an interface tesiing acceptance standard to
otfiine e minimum reguirements that must be met
piies i allowing externai etectronic visit verification
{EVY data parlners to submil data o the EVV
soltion.

Therap will conduct interface testing with the help of
Department prior to allowing external electronic

visit verification (EVV) data partners to submit data
to the EVV solution.

PM042

The Yendor should condict inierface lesting with
external electronic visit venfication (EVV) data
partnerss approved oy the Depariment

Upon approval from the department, Therap will
conduct interface testing with external electronic
visit verification (EVV) data partners

PM043

The Vendor should provide testing and training
environments that inglude sufficient. representstie
datz elemenis that are in the producton
envirenment The Vendor should not invake or
charga the Depariment for license fess for any of
the testing or iraining snvironmenis

Therap provides several environments for training
and testing purposes. A development ‘Beta’ context
application will ensure users have an environment to
adequately test while programming is being
conducted for existing and new Therap modules.
The Beta context environment will be available for
user acceptance training and will be utilized on an
on-going testing/training environment for
development context.

Therap also provides a ‘Demo’ environment that
allows users to freely test and train on the
application. Users are able to log into their Demo
accounts and test out features according to their
access privileges.

Additionally, a Test Mode is accessible from the live
application. It allows users to test the application in
an environment containing agency-specific content
which will not affect the live application. Users are
trained in accordance with the access privileges
assigned to them and in accordance to their job
functions. Test mode is used when training providers
on the basic modules.

PM044

The Vendor ghouid use a User Acceptance Testing
{UAT) ervironment that mirrors all programs.in
praduction to allow the Deparment to conduct
testing prior to new software updates and to serve
28 an ongoing raining platform for users

Therap provides a test environment to provider
agencies during implementation that mirrors the
production environment, in order to perform user
acceptance testing.

PMO045

The Vendor shoulfd create. use, and make available
to the Departnent, representative samples for
testing edits, business rules, and workflow
processing

Therap provides necessary support to provider
agencies during user acceptance testing. Authorized
users will be able to exercise the system, including
converted data, in the separate controlled testing
environment.
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PMO46

Thie Mendor should create or modify existing data as
needed for iesiing i 2 tast envitonient, in
corplisnce with federal guidelines, (Reference
hitos M cans g oviRessaarch-Statisics -Tats-and-
Systems/CMS-Information-
TechnoingH1LCilowrioads Tesingf ramawork. oai)

The solution offers a Test Mode is from the live
application. It allows users to test the application in
an envircnment containing agency-specific content
which will not affect the live application, Users are
trained in accordance with the access privileges
assigned to them and in accordance to their job
functions. Test mode is used when training providers
on the basic modules.

PMO47

The Vendor should maintain a cleary organized test
case library that can be accessed by all testers,
including Depariment users, with search capability
that ia cross-referenced to the code that it tests.

Therap will maintain a clearly organized test case
library that can be accessed by all testers, including
Department users, with search capability that is
cross-referenced to the code that it tests.

PMO048

The Ventor should ensure wek portal design,
development, implementation {DD1) and cperations
ars I aseoriarce with Deoatiment and fedeml
requiations ang guidelines related o security,
accessibility, confidentiality, and auditing (Reference;
Hitps ey s goviResearch-Statistics-Datz-and-
Systems/CiviS-information-

TechitivgyAnformationSecurityilownioads/iS Poficy-

pdi}

Therap has read and undersiood the regulations
and guidelines, and ensures that the web portal
design, development, implementation (DDI) and
operations are in accordance with Department and
federal regulations and guidelines related to
security, accessibility, confidentiality, and
auditing.

PMO49

The solition should be developed and implemented
iniaccordance withithe 'project wenk olan;

Therap will develop a draft Project Work Plan for
this RFP. Once the Project Work Plan in approved
by the Department, we will perform the tasks,
develop and implement the solution in accordance to
the approved plan.

PMO50

The Vendor should conduict the following vpes of
testing in support of the soitilion

Therap’s Software Quality Assurance (SQA) team is
responsible for the complete build and test eycle.
Therap's quality control activities include code and
configuration review, automated unit testing, manual
functional testing by quality assurance engineers,
load and performance testing, database query
performance benchmarking, and user competency
scoring during implementation.

During releases, the major releases need to pass
regression tests. These regressions tests are
performed at completion of coding. Any time
additional patches are added to address any
identified issues, regression tests are repeated. A
final regression test is performed before making the
build for production, and minor releases impacting
any code related to security also need to pass
through regression testing before production release.

Design reviews, code reviews, unit testing, stress
testing, End-to-end testing, and Security testing are
all part of this process. Findings are mitigated by a
combination of configuration changes and updates
| Where appropriate. In addition, Therap performs

| internal vulnerability assessments of the pre-

{ production and production infrastructures on a

{ regular basis. Findings are mitigated by a
combination of configuration changes and patches
where appropriate.
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Usability/Accessibility, Browser and Acceptance
testing ensures the software behaves in the way it
was intended.

Therap’s testing process also includes System
integration testing (SIT), Interface testing, Data
conversion testing and Operational readiness testing
(ORT). Therap provides a test environment o
provider agencies during implementation which
mirrors the production environment, in order to
perform user acceptance testing. Therap provides
necessary support o provider agencies during user
acceplance testing. Authorized users will be able to
exercise the system, including converted data, in the
separate controlled testing environment.

| Therap's quality control activities include code and

{ configuration review, automated unit testing, manual

functional testing by quality assurance engineers,

| load and performance testing, database query

| performance benchmarking, and user competency

| scoring during implementation. Unit testing the
business logic and algorithms ensures the software is

tested against possible glitches.

ﬂm functionatesting. 0 ' During functional testing, the product is checked

against the predefined acceptance criteria to ensure
the software conforms to the original requirements.

Sysien _flﬁfﬂ@r?:.mgh] testing (SiT) Therap will work with the Department to conduct

! System integration testing (SIT) to verify the ability
i of the solution to exchange data successfully during
l end-to-end processing,

Following preliminary development and satisfactory
interface testing, Therap will release the demo/beta
| version of the system to collect feedback.

i These regressions tests are performed at completion
| of coding. Any time additional patches are added to
| address any identified issues, regression tests are
| repeated. A final regression test is performed before
making the build for production, and minor releases
i impacting any code related to security also need to
pass through regression testing before production
release.

{ End-to-end testing will be performed to test whether
the flow of an application is performing as designed
from start to finish,

PMQ57 ]_m:’? testing | Therap regularly performs security testing, including

vilnerability assessments and penctration testing.
L—_—,w,__ = ! Therap is SOC 2 compliant.

182




PMO58

Performarice testing

Therap performs comprehensive performance testing
of the system before deployment into production
environment.

PM059

Uisabiity/Accessibiilty testing

Usability/ A ccessibility testing will be conducted to
ensure that the software behaves in the way it was
intended.

PMOB0

Browser testing

Therap is a browser-based COTS Saa$ solution,
Therap performs Browser testing to ensure the
quality assurance for the applications across the
supported browsers

PMO&1

User acceptance testing (LJAT)

User acceptance testing will be carried out during
implementation. Therap provides a test
environments to provider agencies during
implementation which mirrors the production
environment, in order to perform user acceptance
testing. Therap provides necessary support to
provider agencies during user acceptance testing.
Authorized users will be able to practicg using the
system, including converted data, in the separate
controlled testing environment.

PM0B2

ata conversion testing

Therap’s testing process includes system testing,
integration testing, and data conversion testing, New
or modified features are tested and these tests will
include data conversion

PMOE3

Operational readiness testing (ORT)

Therap is a browser-based COTS SaaS solution and
does not require installation on devices. Prior to the
solution deployment, the Operational readiness
testing (ORT) testing will be done to ensure that all
the configuration on production system is done

1 correctly and the system is working properly.

PM0O&4

Oiher testing as identified by the Depariment and/or
Vendor

Therap will work with the Department to conduct
additional tests identified by the Department.

PMOE5

The Vendor should be prepared tc assist the
Cepartment, as niecessary, with User acceptance
testing (LUAT)

Therap will develop User Acceptance test cases for
approval by the Department prior to performing
tests. Documentation will provide clear and concise
instructions in the use of the system for all staff who
will be participating in the system testing. Therap

| will:

-Allow the Department to continue to fest the
operational solution

-Assist the Department by loading and/or refreshing
test data

-Provide training on the solution for all UAT test
participants

-Provide assistance during the Department's testing

Therap staff will be available on-site or via email,
telephone, etc. to assist Department staff during
UAT. During and after the UAT is complete, the
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State can send in list of issues and identify where
and how the system does not conform to the design
using Therap’s HIPAA compliant issue tracking
mechanism, Issue Tracker.

PM0E6 | The Vendor should be prepzred o condust User. Therap will work with the Department during testing
acceptance testing (UAT) in all cases wheraby the to provide additional assistance to conduct UAT as
Deparbnent does not slect to conduct UAT needed and specified by the Department.

PMO067 | The Vender should complete regression festing During releases, the major releases need to pass
subsequent to, but nat limited to, the faliowing regression test. These regressions tests are

performed at completion of coding. Any time
additional patches are added to address any
identified issues, regression tests are repeated. A
final regression test is performed before making the
build for production, and minor releases impacting
any code related to security also need to pass
through regression testing before production release.

PMO88 | Bepltyinent of new soiliticn components Regression testing is conducted whenever

enhancements are made to the system,

PM0B9 | integration of each soiution component into the Therap will ensure the integration of each solution
primary solulion component into the primary solution.

PMO70 | Every migration of new build versions ta each fest Therap offers test environments. New release
environment features and build versions are incorporated in the

Beta site prior to the release date, giving users the
opportunity to familiarize themselves with the
changes.

PMO71 | Selution fixes If additional fixes are made to the solution for

identified issues, regression tests are repeated.

PMO72 | Solution paiches Any time additional patches are added to address

any identified issues, regression tests are repeated,

PM0O73 | Solution releases Solution releases need to pass regression test before

production release. This tests are performed at
completion of coding.

PMO74 | Qthers'as defined by the Bepartment Therap will perform regression testing as defined by

the Department.

PMO75 | The Vendor should utilize a subset of system Therap will utilizes a number of scenarios
integration testing (ST scanarios representative of representative of maximum fumctional and technical
maximumifincignaliandtachnical scilition coverage | solution coverage for regression testing. This allies
for the purpeses of regression testing with the Department's requirements for system

integration testing (SIT) scenarios. Therap will be
able to meet this requirement with ease.

PM076 | The Vendor should abtain approval from the Therap will obtain approval from the Department to

Department on which scenarios shouid be used| for
regression testing

determine the scenario to be used for regression
testing.
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PMO77 | The Vendor should utiize end-io-end test cases in The test cases are executed each time the system is
support of regression testing rebuilt and deployed. Therap will utilize end-to-end

test cases in support of regression testing.

PMO078 | The Vendor shouid pesform privacy and security During functional testing, the product is checked
18stng on funclional, fecheical, and infrastruciure apgainst the predefined acceptance criteria to ensure
components to ensure the solution meets all State, the software conforms to the original
Department, and Federal privacy and security requirements. Therap will perform privacy and
requirements {Reference security testing on functional, technical, and
https /iwww cmis gov/Research-Siatistics-Data-and- infrastructure components in accordance the State,
Systems/CMS-Information- Department, and Federal privacy and security
TechnalogyAnformatienSecurity/Downloads/iS_Policy- | requirements.

PM078 | The Vender should propose testing scenanos and/or { The testing plan and test scripts are developed by the
¢ases {o the Departmient for their epproval. SQA team to test specific functionality and the

potential impact of these functionalities on the entire
system. The team will propose testing scenarios
and/or cases to the Department for final approval

PMO80 | Tha Vender's perfermance iesting methodoiogy Therap's quality control activities include load and
sheliclal e e e o cntolic S S halive performance testing, database query performance
epIBsenizive of ine oXpaCiEd peark penod voilumes benchmarking, and user competency scoring during
for aalubng Spaisation implementation. Therap will be able to represent the

solution's performance test during peak operation,

PM0O81 The Vendor'siperfermance testing should occur on a Therap performs comprehensive performance testing
productcn ready version of the solution on a production ready version of the system before

deployment into production environment.

PM082 | The solution's performance testing environment Therap provides a test environment that mirrors the
sheuld mirrer the final producton salution final production environment for performance
spedifications testing to provider agencies during implementation.

PMO083 | The Vendor should perform usability/ accessibiity Therap provides several testing environments. A
testing for vanous typss of users, including, out nat development ‘Beta’ context application will ensure
tmdsd o users have an environment to adequately test as

programming is being conducted for existing and
new Therap modules. The Beta context environment
will be available for user acceptance testing and will
be utilized on an on-going testing and training
environment for development context. Therap is a
COTS SaaS solution which can be accessed using a
wide range any device with an active internet
connection and standard browsers. Various type of
users such as internal, external, users with limited
computer skills and new users will be able to easily
access the system. Therap also employs several self-
advocates who are accessing and managing their
own data using our solution. They speak at
conferences and self- advocacy events. Therap is
used by many family members to track their loved
one’s information and to communicate with agency
staff.
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PM0O84

Internal users

Internal users are provided with access to a Beta
enviromment in order to perform usability/
accessibility testing. Beta is a copy of the live
production environment containing features that are
being developed or customized. Therap also
provides a Demo environment that aliows users to
freely test and train on the application, Users are
able to log into their Demo accounts and test out
features according to their access privileges.

PMO085

External users

External users will be required to enter a unique
login name, a password that complies with the
agency’s password policy, a provider code, and an
additional security code to log into the system. They
will be abie to access the Beta and Demo accounts
for usability/ accessibility testing.

PMO86

Users with rmited somputer skills

Users having limited computer skills are
appropriately trained so they are able to use the
system with ease. The User Guides include step-by-
step instructions with visual images to guide the user
in completing documentation. Therap’s training and
support materials are designed to take into account
the widely differing job responsibilities, computer
skills, and educational baclfgrounds of our users.

PMO87

New user registration

Department administrators will be able to create user
accounts for the staff and assign appropriate roles
and caseloads.

PMO88

Users with disabilities

Therap employs several self-advocates with
disabilities who are accessing and managing their
own data using our solution. They also speak at
conferences and self- advocacy events.

PMO89

Others as defined by the Department

Therap will work with the Department to define
other usability/ accessibility testing for various type
of users.

PMOS0

The Vendor shouid conduct 2n Operational
Readiness Review (ORR) priar to statewide
implementation of the sclution,

Prior to the statewide implementation of the
solution, Therap team will perform an Operational
Readiness Review (ORR) to ensure that the
implementation will run smoothly,

PM091

Tre Vendor's Operational Readiness Review {CRR)
testing should include a volume/stress test of at
lpast 30 calendar days of sroduction-capacity
volurmes to demonstrate that the solution and
Vendor staff menibers are prepared for full
production

As part of Therap’s Software Development Life
Cycle (SDLC), application modifications iterate
through several levels of analysis and testing prior to
being introduced to production. Stress testing and
volume testing are all part of this process. Therap
will ensure that the our staff members are firlly
prepared for full production and will include the
volume/stress test in the Operational Readiness
Review (ORR} at least 30 calendar days of
production-capacity volumes.
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PM082 | The Vendos sheuld dectment and prepose Therap uses JIRA, an issue management tool, to
solutions, znd fimeframes for conaaiive actions frack issues that come up during the execution and
ailissues, vrotlems, and defects dentified through testing phase. During the execution phase, the task
the Operational Readinsss Review ((GRR) board, which is the visual control over the project

progress, shows the current status of the overall
project work. These tools help project managers to
efficiently handle the project monitoring and
controlling activities. Feedback received from users
in the production will also be forwarded to a team of
business analysts and technical analysts. Depending
on its type or urgency, it is classified as an
enhancement, a glitch, or a suggestion and
documented in the issue log. Rach issue in the log is
assigned an owner and a reporter, as well as a
tentative resolution date, a tentative version of the
software that will include a resolution of the issuc or
other pertinent information.

PMO093 | The Vendor should prapare and submit to the Therap will work with the Department to prepare
Departrnent an Opsratichal Readiness Review and submit the Operational Readiness Review
{ORR) Repari inat demonstrates that the Vendor {ORR) Report demonstrating that the solution and
anad selution are ready to begin aperations the team are ready to begin operations.

PM0S4 Tie vencor snouid coimss! any repoR enors As a Saa8 solution, internal system errors including
identified by the Department or the Vendor and the report errors are sent to Therap staff and
correct the reporn within an sgreed ypon tmeframe, | maintained within system logs. The errors will be
through adaitional sieps as defined in the Change investigated and resolutions will be provided based
Management Plan, including, but not irited o on the complexity of the error afler discussions with

the Department and within an agreed upon
timeframe.

PMO95 | Gomract the report Therap ensures that the identified report errors will

be corrected.

PMO98 | Verify the regort Therap ensures that afier resolving the identified

errors, the report will be verified.

PM097 [ Distribute or re-distripute the report Therap will distribute or re-distribute the corrected

report to the Department.

PM0B8 | Others actions as defined by the Depariment Therap will discuss with the Department if

additional actions are needed.

PM099 | The Yendar should assist the Department vath Therap provides an array of reporting tools to assist
specialized research and reporting as requested state agencies in meeting quality assurance

requiremnents. For specific reporting requirements,
Therap can provide additional reports, as requested
by the Department. The system reporis and custom
reports can be run daily and as many times as an
agency desires.

PM100 | The Vendar shaild be able 10 test sdite, busiiess "The module ‘Archive’ features and the ‘Update

Tules, and workflow processing and report on
restuits.

History” option at the top of Therap forms contain
archived versions of forms within the system. Users
with appropriate privileges can test out the before
and after edits, date and time of the change, and the
user making the change. Users will also able to
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define business rules in various forms and generate
reporis accordingly based on their privileges.

PM101 The Menaor should suppert agher the transition of Within the contract period, Therap allows users with
the soiution 10 an enuty decignated by the appropriate roles to extract or export agency data
Lepartmient and/ar support the refirement of the from the system.
solution at the end of the term of the contradt,
ncluding alt centract extensions as defined in the Prior to the end of the period, Therap will work with
Turnover and Closeout Managernent Plan. the Department to provide data in a mutnally agreed

format and manner,

PM102 | The Vendor should obtain Department approval of Therap will obtain Department approval of scripts
alt scripis prior to implementation that wili e used in prior to implementation that will be used in the
the Technicai Call Canler Technical Call Center,

PM103 | The Vendor should identifs and be roeperaile for | Therap regularly performs independent third-party
the impiemertahon and integration of all thirdpanty security and integration testing, including
software nsed i supoon of the selutian | valnerability assessments and penetration testing. To

ensure that defined policies and procedures are

| comprehensive and consistently executed, Therap
undergoes an annual SOC2 assessment. This

| assessment is conducted by a licensed AICPA
organization, and covers the five Trust Criteria
{security, availability, processing integrity,
confidentiality, and privacy).

PM104 T Tne Wendor should conduct requirements validation | For Requirements Analysis, we use group
and jeint application design in support of discussions and onsite observations. The joint
restirements analysis and solution design sctivities application design (JAD) sessions will be conducted
as agreed upon by the Depatment by Therap’s technical and business analysts with

state staff, subject matter experts, providers and
other stakeholders as appropriate. Our technical
analysts will research existing systems, interfaces
and processes, and will apply business process
engineering to implement operational methods to
ensure an efficient implementation of the system.
Therap will work with the Department to conduct
requirements validation and joint application design
in support of requirements analysis and solution
design activities.

PM105 | The Vendot should maintain a requirements Therap will maintain a requirements traceability
traceability matrix {RTM) throughout the Ifecyzle of | matrix (RTM) throughout the lifecycle of the project
the project based on the requirements of the Department.

PM106 | The Vendor should provide all stakeholders Therap wiil provide the RTM to the stakeholders
identified by the Departmert access to the identified by the Department.
reguirements traceability matrix (RTM)

PM107 | The Vender should dacumeant in the requiremants Therap has read and understood that the RTM must
traceabiiity matrix (R1#M) where sach requirementis | contain an account of each requirements, including
accounted for, inciuding, but not limited to but not limited to the fields mentioned from PMI08

to PM116.

PM108 Design documentation Please refer to PM107

PM109 | Ccode madiles Please refer to PM107
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PM110 est conditions Please refer to PM107

PM111 Test scenarios Please refer to PM107

PM112 | Tes! cases Please refer to PM107

PM113 [ Certification criteria _ Please refer to PM107

PM114 ¢ Medicaid Information Technology Architacture Please refer to PM1(7
(MITA) business areas and processes

PM115 | Medicaid Informatian Technology Architecture Please refer to PM107
(MiTA) Standards and Cenditions

PM116 Others as defined by the Depmmant Please refer to PM107

PM117 | The Vendor should demonstrate through the Therap will use the RTM to ensure that the
requirements waceablity matrx (RTM) that ali documented and approved specifications have been
documented and approved specifications have been | traced throughout the development lifecycle.
traced thioughout the development lifocysle.

PM118 | The Yender sheuid wark with the Bepartment duting | For Requirements Analysis, we use group
Jjoint epplication design (JAD) sessicns o validate discussions and onsite observations. The joint
the scope, purnose, and implicaticns of eagh application design (JAD) sessions will be conducted
Raquest for Proposal (RFP) specification by Therap’s technical and business analysts with the

Department staff, subject matter experts, providers
and other stakeholders as appropriate. During the
| sessions, we will validate the scope, purpose, and
|_implications of each RFP specification.
PM119 | The Vendor shauid identity and work to rescive During JAD sessions, our technical analysts will

gaps between the Vendor's and the Department's

understanding of a speciication{s) during joint
appiication design (JAD) sessicrs,

research existing systerns, interfaces and processes,
and will apply business process engineering to
implement operational methods to ensure an
efficient implementation of the system, After the
initial analysis, we provide mockups or wireframes
of the user interfaces and interactions/workflows in
order to convey the envisioned system. This process
helps to minimize any gaps in requirements. Tt will
identify the elements that were missing in the initial
analysis but essential for the system to be more
functional and coherent, and will help minimize the
need for changes later in the project.

2.3 Work Plan

231 The Vendor's proposal should supply a narrative describing the Vendor's

proposed processes and methodologies for providing the scope of work
described in this RFP. Include any assumptions as well as the Vendor's
approach to meeting the Initial Work Plan. The Vendor should include detail

sufficient to give DHHR an understandin

and approach will:

2,3.11 Manage the work
2.3.1.2 Guide work execution
2.3.1.3

2314

2.31.5

schedule
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2.3.2

2.3.3

The Vendor should also submit an Initial Work Plan in Attachment 5: Initial
Work Plan that demonstrates that the Vendor has a thorough understanding
of the scope of work and project requirements.

Based on Therap’s cxpetience successfully compieting projects of a similar nature,
we will use a multi-phased approach for development and mmplementation.
Throughout the entire lifecycle of the project, we will apply a project management
methodology that adheres to industry standard best practices defined by the Project
Management Institute (PMI). We propose an implementation phase lasting 6
months with the operations phase commencing in the 7th month of the contract.

Our projects have been most expedient when states have made resources available
to work with us collaboratively during the phases. Therap will ensure that risk
management processes are incorporated throughout the lifecycle of the project.
Therap’s project implementation processes include quality assurance, risk
management, change management, user training and support, and communication
strategies.

Depending on the requirements and complexity of the project, Therap utilizes both
the predictive and adaptive approach of software development. For functionality or
business areas where DHHR has a mature workflow and processes in place, Therap
will primarily use a predictive implementation approach and follow the ‘Waterfall
model” of software development. The Waterfall model is a process where cach
phase is completed before beginning the next one. The “Big Design Upfront”
ensures accurate schedule and cost estimates. Extensive planning helps to minimize
the risk of later changes, thus reducing the overall cost and effort.

When further exploration and process re-engineering is required, Therap follows
the Rapid Application Development methodology, which is a more agile approach.,
With this approach, the development process gocs through a number of iterations
or working prototypes. At each step, user feedback is obtained to identify potential
pitfails as early in the process as possible and, thus, minimize risk. Significant
involvement and collaboration from the users in the phases of software
development facilitates process improvement and high quality of the product.

For Requirements Analysis, we use group discussions and onsite observations. The
Joint application design (JAD) sessions will be conducted by Therap’s technical
and business analysts with DHHR staff, subject matter experts, providers and other
stakeholders as appropriate. After the initial analysis, we provide mockups or
wireframes of the user interfaces and interactions/workflows in order to
demonstrate the envisioned processes and functionality. This process helps to
minimize any gaps in requirements. It will identify the elements that were missing
in the initial analysis but essential for the system to be more functional and
coherent, and will help minimize the need for changes later in the project. By the
end of this phase, key personnel will complete detailed lists of product
functionalities, associated tasks and their interdependencies.
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Following preliminary development and satisfactory interface testing, Therap will
release the demo/beta version of the system to collect feedback. The demo will be
updated frequently, incorporating the newly finished tasks and the feedback
received from DHHR stakeholders. Once functionalities pass the user acceptance
tests, the production phase begins. Therap will require support from DHHR to assist
in planning assumptions and decisions, to describe existing and proposed business
processes, to consult as issues and questions arise during implementation, to assist
with outreach to providers and other external users, to approve proposed
functionality and processes prior to development and testing, to participate in user
acceptance testing, to assist in recruiting external users for user acceptance testing,
to provide access to data that will need to be converted and describe format and
data definitions, to assist with data cleaning if necessary, to approve detailed
training plans, and to establish communications protocols between Therap and
DHHR.

Therap’s project management team will attend regular meetings with stakeholders
as required by DHHR. Therap’s key members involved in the project are able to
have onsite meetings and conference calls with stakeholders as required with the
help of a video conferencing tool that allows for real-time collaboration. We would
suggest designating a single agency point of contact to ensure consistency of
communications. During the operational phase where development activity will be
most intense, this can be expected to occupy at least 20 hours per week from the
designated point of contact, although for planning purposes, it would be prudent to
assume that the person will need to be available for the project full time.

We have provided a draft initial work plan in Work Breakdown Structure (WBS)
with this response. The proposed draft initial work plan is set up according to the
task groups and deliverables mentioned in 4.5 Project Task Groups, Payment
Milesiones, and Deliverables.

2.4 Issue Management

2.4.1

242

243

244

The Vendor's proposai should describe the Vendor's process for issue

management, including: issue logging, resolution, tracking of unresolved

problems, escalation procedures, closeout, and reporting practices.

The Vendor should describe its proposed approach for integration of issue

management across sub-contractors, if applicable, as well as other DHHR

and Vendor project stakeholders.

The Vendor should also detail any planned use of an automated solution to

support issue management.

Issues within the application are first identified in several ways:

® A user reports issues or suggestions through Therap’s issue tracking system,
which are then directed to the Support team.

® Attendees at a Therap conference communicate with a Business Development
representative or communicate via email, phone, etc. to report a certain issue.

® Specific information is received from a software or hardware vendor.
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® Anissue is identified internally.

Identified issues and events are tracked and then prioritized according to need and
urgency. Priority of incidents to be fixed are treated and evaluated on the basis of
their severity and complexity. In the event of a critical issue, developers meet
immediately after the discovery of the event and plans are made for a new software
patch release. Then, the code is developed and tested by Development and sent to
Software Quality Assurance (SQA) for a complete build and test cycle. After the
full SQA cycle, the software point release is scheduled for deployment. The final
approved build is delivered to Application Operations for deployment on both the
live and hot backup sites.

Depending on the severity of the alert and the potential impact to the application,
the change to the event is implemented in either a) development, for extensive
testing prior to inclusion in an upcoming release, b) implemented in pre-production
staging environment for testing by the QA team prior to installing in production.
The Support team provides regular response updates to users regarding the status
of the resolution process.

Therap staff is readily available to provide technical support and Help Desk
Services to users at every level, including advanced users. Therap support team
members have extensive experience with in-person and web-based support. Users
can send in issues or feedback through Therap’s HIPAA-compliant issue tracking
mechanism, Issue Tracker. Therap staff receives the issues through Issue Tracker
and starts troubleshooting as necessary and provides resolutions/workarounds in a
timely manner. Live Help and telephone support are provided up to 24 hours a day.
This level of support is designed for quick answers to common questions. Live Help
is staffed by Therap’s customer support team. Team members are trained
professionals with experience using Therap and in supporting individuals with
disabilities. All issues through user feedback, Live Help, and their corresponding
resolutions are stored and tracked within TIssue Tracker. Training and
Implementation Specialists also provide telephone support to users for time
sensitive issues.

2.5 Risk Management

2.61

252

253

The Vendor's proposal should describe the Vendor's risk management
practices, the expected risk areas, and mitigation pians.

In addition, the response should elaborate on the Vendor's internal risk
management plan. This should include reference to the use of any specific
methodologies, as well as any specific tools being used.

Therap has an extensive track record of successfully managing risks and completing
projects on time and within budget. Since Therap’s EVV system is fully developed
and implemented in a variety of environments, many of the risks associated with
new system development are greatly diminished or eliminated. In addition, our
proposed project lead has extensive experience in project management and
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functions as Therap’s lead for risk management.
Throughout the lifecycle of the project, we will ensure that risk management
processes are incorporated and also include quality assurance/quality control, risk
management, change management, user training and support, and communication
strategies. Therap has two to three major releases a year. Changes are assigned for
cach release based on complexity of development, demand of the feature and the
ability of Therap to push a fully tested feature through. The features are prioritized
based on user and/or federal and state requirements, impacts on overall solution is
tested before making the changes, risks are analyzed and steps are taken to mitigate
possible risks.

Our proven training and user support processes and ability to effectively
communicate with end users effectively mitigate risks associated with user buy-in
and proper use. Therap will maintain documentation and training materials in an
area on Therap’s website specifically created for this Contract and the end users.
While department leadership support is crucial to the success of any new IT project
and a major risk factor, our turn-key product minimizes the time commitment
required from agency management. Since we constanily upgrade the system to
incorporate industry best practices, risks associated with obsolescence are
minimized. Having redundant hot sites as well as protocols that ensure that only
authorized Therap personnel have access to servers and other hardware, address
risks associated with system security and availability. Our role-based access
protocols based on state-established parameters help ensure HIPAA compliance.
When changes need to be implemented, the features are prioritized based on user
and/or federal and state requirements, impacts on overall solution is tested before
making the changes, risks are analyzed and steps are taken to mitigate possible
risks.

2.6 Quality Management

2.6.1

2.6.2

2.6.3

£ Therap Services 2003 - 2020 1S, Patents BAR1Q78A HUFA0053 #

The Vendor's proposal should describe the Vendor's approach to ensure the
quality of the solution and include details on the management of
requirements through traceability matrices, configuration management
activities, organizational readiness, and deliverables and artifacts.

The Vendor's approach should also detail information on the proposed
quality metrics as well as the Vendor's approach to managing solution defect
and issue tracking

More specifically, the Vendor's approach to quality management should
include, at a minimum, the following elements:

2.6.3.1 Management of the solution specifications. This includes the
identification of inconsistencies between the specifications,
project deliverables, and/or artifacts.

2.6.3.2 Management of the Requirements Traceability Matrix (RTM) that
will be used for specifications management. This includes detail
on how the quality management approach will support maintain
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28.5

© Therap Services 2003 - 2020 U'S Palents #3519785 #0710,

the traceability between the specification and the proposed
solution.

2.6.3.3 Management of configuration management activities, including
but not limited to the control and monitering of the software
library.

2.6.3.4 Management of practices and procedures that will be followed for
reporting, tracking, and resolving problems or issues identified in
the solution's development, transition, and maintenance.

2.6.3.5 The Vendor's approach to business process changes resuiting of
requests from DHHR.

2.6.3.6 The Vendor's approach to an organizational readiness
assessment of DHHR's organization. This may include a gap
analysis and recommendations for organization change required
to support the solution's implementation in DHHR environment.
This assessment should be approved a minimum of three (3)
months prior to the solution's deployment.

2.6.3.7 The Vendor's approach to the quality of work products developed
and delivered by Vendor and the Vendor's subcontractors, if
applicable,

2.6.3.8 The Vendor's proposed quality management approach should
include detail on how the Vendor plans to deliver signature ready
project deliverables. The Vendor should assume DHHR will
complete its review of signature ready deliverabies within ten (10)
business days.

2.6.3.9 The Vendor's approach to how quality metrics and measurements
will be identified, collected, and analyzed to ensure that quality
goals, including management and DHHR solution goals, are being
met. It should also describe the types of project metrics used.

2.6.3.10 The Vendor's organizational structure, and the roles and
responsibilities of Vendor staff as they relate to quality
management.

The Vendor's description of the processes and approach to manage solution
defect and issue tracking solution for tracking and resolution of items and,
if applicable, how the quality management approach will support corrective
action plans (CAPS) being developed to address more significant issues.
Therap has integrated quality management practices into its core management and
operational activities. These include code and configuration review, automated unit
testing, manual functional testing by quality assurance engineers, load and
performance testing, database query performance benchmarking, and user
competency scoring during implementation. The latter is especially important
because of the widely varying roles, responsibilities, and expectations of users from
direct support providers to executive level department managers. The software user
interfaces, documentation, and training materials are designed to be consistent
across the system and as user friendly as possible to encourage buy-in and deliver
maximum value to all users.
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Therap uses Microsoft Project for managing the complexities and defects of the
project. Therap uses JIRA, an issue management tool, to track issues and their
resolutions that come up during the execution and testing phase. During the
execution phase, the task board, which is the visual control over the project
progress, shows the current status of the overall project work. These tools help
project managers to efficiently handle the project monitoring and controlling
activities.

Therap understands that DHIIR may identify how and where the data does not
conform to the project specifications or deliverables, or where modifications have
introduced errors into the original system and provide Therap with a written list of
necessary revisions. Therap will work with DHHR to incorporate such revisions as
necessary.

On a regular basis, project managers will analyze the expected versus actual
outcome and take actions as outlined in the project management plans. Feedback
received from users in the production will also be forwarded to a team of business
analysts and technical analysts. Depending on its type or urgency, it is classified as
an enhancement, a glitch, or a suggestion and documented in the issue log. Each
issuc in the log is assigned an owner and a reporter, as well as a tentative resolution
date, a tentative version of the software that will include a resolution of the issue or
other pertinent information.

Therap will provide the RTM to the stakeholders identified by DHHR and will
ensure that the documented and approved specifications have been traced
throughout the development lifecycle.

Our systern is highly configurable to match the state’s specific workflows and
terminology with minimal programming and new development required, and will
comply with business process changes as requested by DHHR. Therap will work
with DHHR to identify quality metrics, and carry out assessments to ensure
organizational readiness. Therap will not be utilizing subcontractors for this project.
As a part of organizational readiness, users are provided with the Beta coniext,
which is a copy of the live, production environment containing fictitious data that
can be used to test new modules

During the execution phase, the project managers will periodically provide status
updates to the State Project Coordinator/Director. Therap’s project management
office will arrange regular meetings with stakeholders. System users will have
access to Therap online issue management tools. Users of this tool can submit any
issues/change requests and track their progress. The Project Manager records any
submitted change requests into the change/scope control log. An Organizational
Chart has been provided in Section 3: 2.1.3 which shows the Therap’s
organizational structure, and the roles and responsibilities of our staff members
which can be related to quality management.
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Therap

Before the project closing phase, the functionalities will be checked and verified
against the previously agreed upon acceptance criteria and a final report will be
provided.

2.7 Change Management

2.71 The Vendor's proposal should describe the Vendor's approach for change
management including, but not limited to methodologies, tools, and
processes required to appropriately manage and document changes to the
system {inciuding, but not limited to: impact analysis, change requests).

2.7.2 New enhancements to the Therap system are developed on an ongoing basis to
better meet user needs. New versions of the system are released as required. There
are typically two to three major feature releascs a year and a number of system
maintenance releases. The major releases are for extensive updates to the system.
Changes and upgrades are decided upon with the help of Therap’s issue
management and change management processes. Changes are assigned for each
release based on complexity of development, demand of the featuce and the ability
of Therap to push a fully tested feature through. Once a release date is set for a
feature, development, modification of the system and the documentation begin
internally. Documentation is reviewed and then made public to the users before the
release of the feature allowing users to test out the functionality of the feature. Users
are also informed about the dates and times of the release well ahead of time.
Release notes and release user guides are provided to users in advance before a
release in order to familiarize users with the upcoming changes.

Platforms are updated with patches required to enhance system performance,
maintain system reliability, and reduce vulnerability to security threats. Security
patches, release updates, and other fixes are reviewed, evaluated, and applied in a
timely manner.

Pomnt releases are carried out for bug fixes and for maintenance work. Release
schedules are provided to users well ahead of the release. Therap has carried out
extensive requirement analysis to determine downtimes that would least affect
users’ work. Releases or maintenance are usually planned during weekends and at
times when the usage is at a minimum. Therap provides these system upgrades at
no additional cost to its hundreds of thousands of users in public and private
agencies. System downtimes for planned releases are communicated to users in
advance through email, release notes, login page ads, splash messages, and notices
on the Therap websites. Users are also provided with the Beta site to test out newer
or upcoming functionalities.

There is a defined set of procedures for proposing, scheduling and executing
changes to the production environment. These changes include activation of new
equipment, operating system or infrastructure software patches or upgrades,
application software patches or upgrades, network device configuration changes,
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and storage platform changes. Essentially, any modification that can impact the
production environment is subject to the Change Management process. Under
normal circumstances, changes are implemented only during approved
maintenance windows. In the event of a platform or service outage, changes can be
made as necessary to restore proper operation of the device or service.

Therap maintains release notes and release user guides for enhancements, bug fixes,
customizations, and configurations made to the system well ahead of the release to
allow time for new user training. These are accessible from the Help and Support
website. Webinars are arranged to familiarize users with the new functionalities and
changes. Feedback is collected from stakeholders and incorporated into the system
to improve quality.

2.8 Organizational Change Management

2.81

28.2

2.8.3

The Vendor's proposal should describe the Vendor's methodology, tools,
and techniques for communicating and accomplishing organizational
change management for DHHR. Discuss how the Vendor can assist DHHR in
communicating, training, and implementing organizational change to DHHR.
The Vendor's proposed methodology shouid at a minimum address the
following areas;

2.8.21 The Vendor's organizational change management methodology

2.8.2.2 Determination of the impact of change

2.8.2.3 Methods of responding to the change, process harmonization,
and approach towards potential resistance

2.8.2.4 Methods for helping to promote successful change management

2.8.2.5 Lessons Learned regarding change management challenges

Since Therap is an online COTS Saa$ system, DHHR will be provided with the
most updated version of the application throughout the contract period. Therap
analyzes and schedules system downtime windows during hours of least usage, and
notifies users of scheduied downtimes through emails, release notes, login page
ads, notices on website home pages, and splash messages. Therap has also created
Offline Forms for use when the system is inaccessible.

New enhancements to the Therap system are developed on an ongoing basis to
better meet user needs. The features are prioritized based on user and/or Federal
and State requirements. Impacts on overall solution are tested before making the
changes, risks are analyzed, and steps are taken to mitigate possible risks.
Customers can send requests for functionality in future releases through feedback,
email, webinars, conferences, and user group meetings. Therap tracks customers’
requests for functionality, analyses the feasibility, applicability, and other factors,
ensures compliance with Federal and State requirements, performs various testings
and will implement changes into the system if requirements are met.

Prior to the deployment of modifications in the production version, the Therap
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Software Quality Assurance (SQA) team performs a full test cycle to ensure that
all features and code changes are functional and that the application is running
smoothly. Modules that were targeted by the release receive additional testing
according to detailed test plans. The length of the post-deployment test cycle is
determined by the release complexity. When the testing cycle is complete, the SQA
group approves the release for production traffic.

New features and enhancements are incorporated into Therap’s Beta environment
prior to the release or upgrade. This environment is made accessible to the user base
well ahead of the release for users to test out and train on new features.

Therap makes the release notes about upcoming changes available in advance so
that users have a chance to become familiar with new functionality. User guides,
webinars and videos are posted on the Therap Support site for training purposes. In
order to promote successful change management, Therap team members regularly
organize user group meetings in different states giving users in the same region the
opportunity to troubleshoot, network, discuss regional issues and get information
on the latest Lherap releases. Periodic user group meetings and state-wide
workshops are offered to refresh and reinforce previous training, share best
practices, and discuss recent system upgrades which maximizes the utility and
value of the system to users. We facilitate user groups at the regional and local
level.

All'IT projects come with risks. Therap is well equipped to manage them in
cooperation with DHHR. Among the more common are changes in scope, funding
reductions, organizational resistance to change, lack of management commitment,
leadership turnover, integration risk, scheduling risk, and security risks. Therap’s
software is highly configurable and will allow us considerable flexibility to work
with DHHR to address needs that were not apparent during the procurement and to
respond to unforeseen changes in state or Federal rules and regulations. Therap
routinely upgrades its software to respond to changes in state and Federal rules and
regulations, to incorporate the latest state-of-the-art technolo gy, and to
continuously improve user experience. All of this is provided as part of the
subscription price, or, during implementation, the price we have quoted for the
Implementation Phase. In the unlikely event that modifications fall outside what we
can accommodate as a routine part of our service, we will work with the Department
to do the work through the modification pool at the prices quoted.

Funding reductions can have an impact on the scope of work, can cause project
delays, or change the priorities initially established. Therap has a long history in
supporting States system needs and we are very confident that our cost proposal is
sufficient barring major project changes that would necessitate using the
modifications pool. We have a substantial track record of completing projects
within budget and on-time.
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3.

Organizational resistance can be among the more serious and difficult risks to
manage. Since Therap is used in 50 states, a significant number of prospective
System users are already familiar with Therap. More generally, Therap’s
background in the industry and our familiarity with industry rules, workflows, and
organizational culture will provide a significant advantage in facilitating
organizational buy-in. In addition, the rapid deployment we are proposing will
minimize disruption to the busy schedules of DHHR employees and external
stakeholders including agency managers. Onsite training geared to the role-based
needs and sophistication of the various users, regular user groups, extensive online
support, and user-friendly software also enhance user acceptance.

Lack of management commitment or leadership turnover are, for the most part,
beyond Therap’s control. However, given our extensive industry background, the
rapid deployment schedule, and our flexibility to respond to changing customer
needs, we can make the process as quick and simple for DHHR management as
possible.

Implementation Methodology

3.1 The Vendor should respond to the headings below and describe the overall
approach for the following areas of system development life cycle (SDLC) and
support,

3.2 The Vendor's proposal should include in its response what the Vendor believes
will be an effective process for each component and flow between each of the
following areas:

3.21 Requirements Analysis and Solution Design Methodology
3.2.2 Solution Development

3.2.3 Data Conversion

3.2.4 Testing

3.3 Requirements Analysis and Solution Design Methodology

3.3.1 The Vendor's proposai should describe the Vendor's approach to
requirements analysis and the design of the solution. This should inciude in
the response a description of what the Vendor believes will be an effective
System Architecture and Design methodology.

3.3.2 During the solution's design, the Vendor should conduct requirements
analysis, during which it reviews, refines, and seeks approval for all
preliminary requirements included in this RFP, and add requirements where
gaps are identified through a detailed analysis exercise. The result should
be a final set of detailed requirements to be used for configuring and building
the Electronic Visit Verification (EVV) solution. These requirements should
be the basis for the Vendor to create usage scenarios and detailed business
process workflows.

3.3.3 During the solution's design, the Vendor should develop detailed
specifications that demonstrate that the solution meets the information
technology (IT) needs to support business processes. The system
requirements and iogical description of the entities, relationships, and
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3.3.4

3.3.5

3.3.6

3.3.7

3.3.8

attributes of the data that were documented during the requirements
analysis should be further refined and allocated into system and database
design specifications that are organized for implementation within the
constraints of a physical environment.

The Vendor and DHHR should conduct a formal review of the high-ievei
architectural design prior to detailed design of the automated
system/application to achieve confidence that the design satisfies the
system requirements and is in conformance with the enterprise architecture
and prescribed design standards.

The solution design and its multiple components should be developed in
conjunction with the Project Work Plan as follows:

3.3.6.1 The first component should be a Preliminary System Design,
which outlines the overall functions that will be developed, their
interactions, components, and high-level architecture.

3.3.5.2 The second component should be a Detailed System Design
(DSD), which will give the planned implementation details of the
design for each component, interactions, and place in the overall
technical architecture.

3.3.5.3 The third component should be the Final System Design, which
will give the actual implementation details of each component and
sub-component from a functional and technical perspective,
including the final architecture im plementation.

The Vendor's proposal should also describe its approach to conducting
requirements validation sessions and Joint Application Development (JAD)
sessions. The Vendor's proposal should also include the number and topics
of the sessions to be held in support of beoth requirements validation
sessions and JAD sessions.

The Vendor's proposed approach to requirements analysis and solution
design should also include detail on the following:

3.3.7.1 Process for identifying and resolving gaps between the Vendor's
and DHHR's understanding of an RFP specification.

3.3.7.2 How the solution's design will include collaborative design with
functional and technical subject matter experts.

3.3.7.3 How the Vendor intends to obtain DHHR approval on RFP
specifications.

3.3.7.4 Description of how the proposed solution will fulfill the Medicaid
Iinformation Technology Architecture (MITA) requirements.

3.3.7.5 Design documentation for all those project deliverables delivered
during the Solution Planning and Solution Design, Testing, and
Operational Readiness task groups.

The Vendor should propose an approach describing how the EVV design will
integrate with other EVV components and DHHR enterprise, The Vendor
shouid also propose how design decisions will be coordinated across all
functional areas and modules.
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3.3.9 Therap’s project management team has extensive experience in successfully

developing and implementing large projects while supporting the requirements and
processes. Therap’s technical and business analysts will meet the DHHR assigned
team for group discussion and also conduct observations for the project’s
requirements analysis. Therap’s internal project implementation team will ensure
material is covered thoroughly and consistently during all training sessions so all
attendees are able to practice and retain the skills needed to become competent users
of the system. This training will also provide the platform to include developing
training skills for the designated training personnel from DHHR. Additionally,
DHHR can choose to utilize competency tests and course evaluations to ensure new
users receive consistent, quality training opportunities.

Therap’s support team is comprised of people with a background in human service
provision who can communicate cffectively about needs and requirements DHHR
may have. Therap is a full-service organization, and we will assess the need for
resources once the contract has been awarded. Therap will allocate personnel from
its pool of full-time staff members, making adjustments as needed throughout the
life of the contract. We have provided resumes detailing the experience and
knowledge of all personnel who will be assigned to this project. We have also
included a draft project plan.

Therap complies with CMS standards and MITA conditions. Therap promotes an
enterprise view that supports enabling technologies that align with MITA business
processes and technologies.

For Requirements Analysis, we use group discussions and onsite observations. The
Joint application design (JAD) sessions will be conducted by Therap’s technical
and business analysts with DHIR staff, subject matter experts, providers and other
stakeholders as appropriate. Our technical analysts will research existing systems,
interfaces and processes, and will apply business process engineering to implement
operational methods to ensure an efficient implementation of the system.

During the execution phase, the project managers will periodically provide weekly
and monthly project status updates to DHHR to communicate the overall progress.
Therap’s project management team will arrange regular meetings with
stakeholders. This will help in identifying and resolving gaps between Therap and
DHHR's understanding regarding the RFP specification.

Therap is a web based COTS, Saa$ solution and does not require any additional
software installation. Therap is confident in its ability to implement this system in
a timely manner with minimal disruption to ongoing operations. The system will
include functionality that exceeds the specific requirements of the RFP.

3.4 Solution Development Methodology
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During the Development Phase, the Vendor's system development team

should take the detailed logical information documented in the System

Design Phase and transform it into an executable form to ensure that all

individual components of the automated system/application function

correctly and interface properly with other components.

3.4.2 The Vendor's proposal should describe the Vendor's System Development
methodology. Include in the response a description of what the Vendor
believes will be an effective system development methodology (e.g.,
Waterfall, Rapid Application Development) for both the Vendor and for DHHR
during the implementation of the proposed solution.

3.4.3 The Vendor's proposal should present 2 narrative description of the

Vendor's proposed approach to solution development, including the Vendor

S proposed:

3.4.3.1 Software/hardware solution, including a description of the
solution’s ability to accommodate the current and future business
and technical needs of DHHR's Medicaid Enterprise. The solution
should also describe the methodology and approach for the
following:

3.4.3.1.1 Regular system maintenance, performance
optimization, resource capacity utilization, capacity
planning, and capacity expansion.

3.4.3.1.2 Compatibility of all hardware, software, or
communications components installed for use by
DHHR staff with the most current West Virginia Office
of Technology (WVOT)-supported versions.

3.4.3.1.3 Methodology and approach for implementing and
maintaining solution documentation, including data
structures, Entity Relationship Diagrams {ERDs), user
manuals, Business Rules Engine (BRE), and all other
documentation related to the EVV platform, operating
system, and programming language.

3.4.3.1.4 Methodology and approach to preparing, maintaining,
and distributing user documentation for each business
process, including a description of how it is to be used
as the basis for User Acceptance Testing (UAT) and
training, as well as the use of final versions for training
before the start of operations.

3.4.3.1.5 Methodology and approach to programming and unit
testing on ali system functions to ensure that a single
component can function correctly on a standalone
baslis.

3.4.3.1.6 Methodology and approach to ensure that the
developed solution meets design criteria.

3.4.3.1.7 Methodology and approach to ensure instaiiation and
enhancement or modification of the components of the
proposed solution meets the specifications developed
and approved by DHHR,
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3.4.4 Based on Therap’s experience of successfully completing projects of a similar

hature, we are proposing a multi-phased approach for development and
implementation. Throughout the lifecycle of the project, we will apply a project
management methodology that adheres to industry standard best practices defined
by the Project Management Institute (PMI). Therap will ensure that risk
management processes are incorporated and also include quality assurance/quality
control, risk management, change management, user training and support, and
communication strategies. The Project Management plan will be updated
throughout the lifecycle of the project.

Therap utilizes both the predictive and adaptive approach to software development.
Therap will primarily use a predictive implementation approach and follow the
“Waterfall model’ of sofiware development for functionality/business areas where
the State of West Virginia has mature workflows and processes in place. The
Waterfall model is a process where each phase is completed before beginning the
next. The “Big Design Upfront” ensures accurate schedule and cost estimates.
Extensive planning helps minimize the risk of later changes, thus reducing the
overall cost and effort.

Where further exploration and process re-engineering is required, Therap follows
the Rapid Application Development methodology, which is a more agile approach.
With this approach, the development process goes through a number of iterations
or working prototypes. At each step, user feedback is obtained to identify potential
pitfalls as early in the process as possible and, thus, minimize risk. Significant
involvement and collaboration from the users in the phases of software
development facilitates process improvement and high quality of the product.

After the initial analysis, we provide mockups or wireframes of the user interfaces
and interactions/workflows in order to convey the envisioned system. This process
will identify the elements that were missing in the initial analysis but essential for
the system to be more functional and coherent, and will help minimize the need for
changes later in the project. By the end of this phase, key personnel will complete
detailed lists of product functionalities, associated tasks and their
interdependencies. Tentative dates for demo release, training schedules, and other
project related docurnents will be provided to the DHHR. Initial implementation
usually takes three to six months, depending on discussions with DHHR and the
level of customization.

Therap is a COTS SaaS web-based application that can be accessed using any
device with a standard browser and an active internet connection. The web-based
application requires no local installation on the end-user’s device, Native mobile
applications are also available for both Android (running Android 5.0 or higher)
and 10S (running i0S 10.0+) devices. The following software are recommended
when using the Therap web application:

® Internet Browser: Mozilla Firefox, Google Chrome, Microsoft Internet
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Explorer 11 onwards

® Adobe Reader: 5.0 or above

® Microsoft Office Excel 97-2003 Worksheet (*xls) (for file imports),
Microsoft Office Excel Worksheet (* xlsx) (for file exports)

¢ Dynamsoft Service for the Scanner Interface

The hardware requirements for using Therap’s applications depend on the
specifications recommended by the Operating System vendor.

Once the system is in place, Therap offers comprehensive support services
including user training, user support functions (e.g., help desk, periodic upgrades
to security and functionality, and ongoing user forums to maximize the value of the
system to users). Therap’s operations team monitors the system 24/7 to ensure its
availability. Therap also employs Oracle’s Real User Experience Insight (RUEI) to
monitor and analyze network traffic in the production site to identify any potential
issues and improve the overall service. Therap provides support to customers using
live chats, secure communication channels, and email.

Therap uses Microsoft Project for managing the complexities of the project. Therap
also uses JIRA, an issue management tool, to track issues that come up during the
execution and testing phase. During the execution phase, the task board, which is
the visual control over the project progress, shows the current status of the overall
project work. These tools help project managers to efficiently handle the project
monitoring and controlling activities.

Therap has an established Defect Tracking Process. On a regular basis, project
managers will analyze the expected versus actual outcome and take actions as
outlined in the project management plans. Feedback received from users in the
production will be forwarded to a team of business analysts and technical analysts.
Depending on its type or severity level, it is classified as an enhancement, a
complaint, or a suggestion and documented in the issue log. Each issue in the log
is assigned an owner and a reporter, as well as a tentative resolution date, a tentative
version of the software that will include a resolution of the issue or other pertinent
information.

During the execution phase, the project managers will periodically provide status
updates to the DHHR Project Coordinator/Director. Therap’s project management
office will arrange regular meetings with stakeholders. System users will have
access to Therap online issue management tools. Users of this tool can submit any
issues/change requests and track their progress. The Project Manager records any
submitted change requests into the change/scope control log.

Therap provides several environments for training and testing purposes. A

development ‘Beta” context application will ensure the DHHR users have an
environment to adequately test as programming is being conducted for existing and
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new Therap modules. The Beta context environment will be available for User
Acceptance ftraining and will be utilized on an on-going testing/training
environment for development context.

Therap also provides a ‘Demo’ environment that allows users to freely test and train
on the application. Users are able to log into their Demo accounts and test out
features according to their access privileges.

Additionally, a Test Mode is accessible from the live application. It allows users to
test the application in an environment containing agency-specific content which
will not affect the live application. Users are trained in accordance with the access
privileges assigned to them and in accordance with their Jjob functions. Test mode
is used when training providers on the basic modules.

Before the project closing phase, the functionalities will be checked and verified
against the previously agreed upon acceptance criteria and a final report will be
provided. Therap will maintain and share a user acceptance test result log with
DHHR.

3.5 Data Conversion Strategy, Approach, and Timeline

3.5.1

3.5.2

3.5.3

The Vendor's proposal should describe what the Vendor believes to be an
effective data conversion strategy and approach for supporting migration of
data from the current solution (Section 4.1: Background and Current
Operating Environment) to the proposed solution (Section 4.2: Overview of
Expected Medicaid EVV and Supporting Services).

The Vendor's proposal should also describe how the Vendor will ensure data
integrity and consistency through all phases of the project.

Therap has read and understood the requirements proposed on Section 4.1 and 4.2
for a successtul Data conversion. Most of Therap’s statewide implementations have
involved data conversion and migration. This has included some very large and
complex migrations, for which both comparative and paraliel testing of the data
was carried out based on data volume and quality. Our successful formula begins
by working with the state to develop a strategy to ensure that the overall solution
and features perform as intended. This includes working with the state and working
on a development plan that identifies methodology, procedures, responsibilities,
and schedule. Therap then performs extensive, comprehensive testing prior to
implementation as agreed upon with the state. Based on our experience with other
states, successful data conversion and migration relies upon clean data. The data
cleansing process can take extensive time and may result in additional charges. At
the start of the project, Therap will work with DHHR to identify data sets, formats,
types of data, and other elements in the old system needed for data conversion and
migration. Therap will assess the data quality and quantity and wili then provide a
detailed Data Conversion Plan. Once the migration is completed, comparative
testing is carried out by running automated test scripts to verify that the data has
been converted and migrated to our system without errors.
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3.6 Testing

The primary purpose of the Testing Phase is to determine whether the developed
solution is ready for implementation. During the Testing Phase, formally controlled and
focused testing is performed tc detect errors, issues, and defects that need to be
resolved.

DHHR envisions the stages of the Testing Phase occurring concurrently with the
Development Phase, with testing for each development iteration.

3.6.1 Testing should occur throughout the development process, and the initiai
planning for testing activities should occur early in the project. DHHR
recommends that planning for the Testing Phase occur as early in the project
as possible to ensure successful testing resuits.

3.6.2 The DHHR defines the types of testing as follows:

3.6.2.1  Unit Testing: Unit testing assesses and corrects the functionality
of individual or small groups of code or modules. Unit festing
ensures the various objects and components that make up the
system are individually tested, and that errors are detected and
corrected prior to exiting the development environment.

3.6.2.2 Integration Testing: Developers perform integration testing after
integrating completed components or modules into the overall
system codebase. This testing ensures that the completed
components or modules work at a level of efficiency acceptable
by DHHR and that existing components and shared components
have not been broken by the new module.

3.6.2.3 Merative Functional! Testing: Iterative functional testing ensures
that the components developed for each logical iteration of the
system meet all functional and technical requirements as defined
and approved by DHHR.

3.6.2.4 System Integration Testing: System testing assesses the
functionality and interoperability of the solution and the multiple
other systems and subsystems it interacts with, such as
databases, hardware, software, rules engine, document
management system, identity management system, workflow,
interfaces, and web services, and their integration with
infrastructure into an overall integrated solution. This test
includes a test installation and configuration of the solution, with
a subsequent functional regression test to confirm the
instaifation's success.

3.6.2.5 Interface Testing: Interface testing ensures the completeness of
interface development and the readiness of developed interfaces
for integration in the wider system.

3.6.2.6 Regression Testing: Regression testing assesses the integrity of
the solution subsequent to the depioyment of new solution
components and/or fixes.

3.6.2.7 End-to-End Testing: End-to-end testing is a quality assurance
testing methodology that strives to ensure correct functioning
and performance of applications in production-like scenarios.

206

T Therap Seryices 2003 - 2020 US Patents #UBI19785, 43730203 #RZE1ATH, #RA2LNGA 213054, #EH1B700 BGF04257557
Watartown Avenue, Suite 3, Watarbury, 1 06708 2240 USA Phong $-203-556. 7563



3.6.2.8

3.6.29

3.6.2.10

3.6.2.11

3.6.212

3.6.2.13

3.6.214

3.6,.2.15

This methodology checks if an application performs as designed
on all levels and across all subsystems. It is intended to
encompass testing for solution's key business and functional
processes in their entirety from their start through completion.
Security Testing: Security testing is the testing of functional,
technical, infrastructure, and operational solution componentis to
ensure the solution and operations meet all security
requirements,

Performance Testing: Performance testing ensures that the
solution meets the minimum performance service levels required
by DHHR, in terms of query and page response times under
simulated load for a number of users for multiple concurrent
functions in a given period. Performance testing scenarios take
into account expected peak period volumes for application
processing such as closing of open enroliment periods.
Usability/Accessibility Testing: Usability testing ensures the
solution user interface design takes into account usability
considerations for its target user groups.

Browser Testing: Browser testing ensures that the solution
operates in the most likely configurations of browser versions and
operating solutions. The Vendor is responsible for providing the
machine configurations to perform all necessary browser testing.
Browser testing also includes the testing of mobile view and
mobile browsers.

User Acceptance Testing (UAT): UAT ensures that the developed
system meets all expectations of DHHR and all solution users.
UAT test scripts cover all facets of the system, and the Vendor
should be responsible for drafting all UAT scenarios and cases
per DHHR's direction. DHHR will be responsible for identifying the
participanis involved in UAT, for the overall execution of UAT
scripts, and for any ad-hoc UAT testing.

Data Conversion Testing: Data conversion testing ensures that
data migrated from the current solution are brought across to the
new solution in a usable, complete, correct, and expected state.
Operational Readiness Testing (ORT): ORT is performed to
examine the operational capability of the solution and its
associated processes and procedures. ORT focuses on the
validation or verification of the processes involved primarily
outside of the system.

Parallel Testing: Parallel testing is a method of comparing the
activities and/or data of the old solution against the new solution.
In order to reduce risk, the old and new solutions run
simultaneously for some period of time after which, if criteria for
the new solution is met, the old solution is disabled.

3.6.3 The Vendor's proposal should describe the Vendor's understanding of the

aforementioned testing types, and should include detail on the approach and
methodology for the following:
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3.6.3.1

3.6.3.2
3.6.3.3

3.6.3.4

3.6.3.5

All aforementioned testing types, as well as any others the Vendor
plans to deploy

Timing for execution of each testing type

Usage of tools the Vendor proposes be used in support of each
testing type

Testing environments to be used in support of each testing type,
and for all necessary testing activities

Validating the traceability of requirements throughout the full
testing process

3.6.4 The Vendor's proposal should also include detail on the Vendor's proposed
source code management tool, as well as details on the project repository
that will be used to store usage scenarios, use cases, requirements, designs,
test scenarios, test cases, test results, and other project artifacts.

The Vendor's proposal should also present a narrative description that
includes the following:

3.6.5

3.6.5.1

3.6.5.2

3.6.6.3

3.6.5.4

Approach to completion of the Solution Design, Testing, and
Operational Readiness task group's testing-related deliverables.
Approach to obtaining DHHR's approval of the testing-related
project milestones including the proposed acceptance criteria for
each milestone.

Approach to:

3.6.5.3.1 Working with federal partners, DHHR, the Project
Management vendor, the Independent Verification and
Validation (IV&V) vendor, andior any other vendor
throughout all testing phases

3.6.6.3.2 Developing test cases and scripts to thoroughly test
system functionality

3.6.5.3.3 Supplying documentation of each testing type

3.6.5.3.4 Preparing data for each testing type

Details on the support the Vendor intends to supply during UAT,
such as the Vendor's approach to:

3.6.5.4.1 Developing the UAT Plan, scripts, cases, timeline, and
supporting processes

3.6.5.4.2 Preparing test data

3.6.5.4.3 UAT results analysis, identification of defect severity,
and defect resolution

3.6.5.4.4 Defect tracking, repair, and reporting

3.6.5.4.5 UAT final report that includes:

3.6.5.4.5.1 A written certification letter certifying that
UAT was successfully completed

3.6.5.4.5.2 A list of all defects and issues

3.6.5.4.56.3A list of all resolved critical defects and/or
issues
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3.6.5.5 The Vendor's proposal should also include detail on the approach
to ORT including detaiis on:

3.6.5.5.1 ORT approach
3.6.5.5.2 ORT final report that includes:

3.6.5.5.2.1 A written certification letter certifying that
UAT was successfully compieted

3.6.5.5.2.2 A list of all defects and issues

3.6.5.5.2.3 A list of all resolved critical defects and/or
issues

3.6.6 Therap’s Software Quality Assurance (SQA) team is responsible for the complete

build and test cycle. The testing plan and test scripts are developed by the SQA
team to test specific functionality and the potential impact of these functionalities
on the entire system. After the full SQA cycle, software release is scheduled for
deployment. Upon final approval for deployment, the application and related
processes are disabled at both the live site and the hot backup site. The release is
then deployed at the live site. After initial deployment, a full test cycle is completed
by SQA to ensure that all features and code changes arc functional and that the
application is running smoothly. Modules that were targeted by the release receive
additional testing according to detailed test plans. The length of the post-
deployment test cycle is determined by the release complexity. When the testing
cycle is complete, the SQA group approves the release for production traffic. At
this time, the release is opened to the user base, and the hot backup site is updated
with the new release. The hot backup site is kept ready to become the live site
should problems arise.

Therap's quality control activities include code and configuration review,
automated unit testing, manual functional testing by quality assurance engineers,
load and performance testing, database query performance benchmarking, and user
competency scoring during implementation. Unit testing of the business logic and
algorithms ensures the software is tested against possible glitches. The test cases
are executed each time the system is rebuilt and deployed. The automated tests also
help increase the confidence of the developers to refactor the existing codes and
configurations and improve the overal] quality of the software. Therap has defined
benchmarks for database queries. While the software is being developed, the
database administrators make sure that the database queries are well written and
execute efficiently so that they do not cause any disruption in the production
environment.

During functional testing, the product is checked against the predefined acceptance
criteria to ensure the software conforms to the original requirements. Load testing
helps identify potential bottlenecks in the system that might hamper performance
in the production environment. We use tools like IMeter and Gatling to simulate
real traffic in the test environment.
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Therap will work with the Department to conduct System integration testing (SIT)
to verify the ability of the solution to exchange data successfully during end-to-end
processing.

During releases, the major releases need to pass regression testing. These regression
tests are performed at completion of coding. Any time additional patches are added
to address any identified issues, regression tests arc repeated. A final regression is
performed before making the build for production, and minor releases impacting
any code related to security also need to pass through regression testing before
production release.

Therap uses JIRA, an issue management tool, to track issues that come up during
the execution and testing phase. Reported issues tracked in JIRA are escalated
according to the need or priority of the issue. Priority of bugs, faults, and issues to
be fixed are treated and evaluated on the basis of their severity and complexity. In
the event of a critical bug, a meeting of developers is held immediately after the
discovery of the bug and pians are made for the Point Release. Then, the code is
urgently developed and tested by Developers before sending it off to SQA for a
complete build and test cycle. After the full Quality & Assurance cycle, the Point
Release is scheduled. Lastly, the final build is delivered to Application Operations
for implementation on both primary and secondary sites.

A penetration test and vulnerability assessment is performed by a third party on a
yearly basis. User IDs are validated while logging into the system. The systemn uses
prepared statements to execute any SQL which protects from SQL injection attacks.
As part of Therap’s Software Development Life Cycle (SDLC), application
modifications iterate through several levels of analysis and testing prior to being
introduced to production. Design reviews, code reviews, unit testing, stress testing
and regression testing are ail part of this process. Findings are mitigated by a
combination of configuration changes and updates where appropriate. In addition,
Therap performs internal vulnerability assessments of the pre-production and
production infrastructures on a regular basis. F indings are mitigated by a
combination of configuration changes and patches where appropriate.

When further exploration and process re-engineering is required, Therap follows
the Rapid Application Development methodology, which is a more agile approach.
With this approach, the development and testing process goes through a number of
iterations or working prototypes. At each step, user feedback is obtained to identify
potential pitfalls as early in the process as possible and, thus, minimize risk.
Significant involvement and collaboration from the users in the phases of software
development facilitates process improvement and high quality of the product.

Therap’s testing process also includes system testing, integration testing, and data
conversion testing. New or modified features are tested and these tests will include
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data conversion. Following preliminary development and satisfactory interface
testing, Therap will release the demo/beta version of the system to collect feedback.
End-to-end testing will be performed to test whether the flow of an application is
performing as designed from start to finish. Usability/Accessibility testing will be
conducted io ensure that the software behaves in the way it was intended.

User Acceptance Testing (UAT) ensures the software behaves in the way it was
intended. Therap will develop User Acceptance test cases for approval by the
DHHR prior to performing tests. Documentation will provide clear and concise
instructions in the use of the system for the staff who will be participating in the
system testing.

Therap staff will be available on-site or via email, telephone, ete. to assist DHIR
staff during UAT. During and after the UAT is complete, DHHR can send in 2 list
of issues and identify where and how the system does not conform to the design
using Therap’s HIPAA compliant issue tracking mechanism, Issue Tracker.

Therap publishes the release notes, new user guides and materials well ahead of the
release to give ample time for new user training. Webinars are arranged to
familiarize users with the new functionalities and changes. Feedback is collected
from stakeholders and incorporated into the system to improve quality.

Prior to the statewide implementation of the solution, Therap team will perform an
Operational Readiness Review (ORR) to ensure that the implementation will run
smoothly. The functionalities will be checked and verified against the previously
agreed upon acceptance criteria and a final report will be provided. Therap will
maintain and share a user acceptance test result log with DHHR.

4. Deployment Methodology
4.1 Describe the Vendor's overall approach regarding the following areas of SDLC
and support. The Vendor's proposal should include in its response what the
Vendor believes will be an effective process for each component and flow
between each of the following areas:

4.11
4.1.2
4.1.3
414
4.1.5

Implementation/Rollout Planning

Implementation Methodology and Timeline

Issues, Challenges, and Risks

Lessons Learned

Our project management methodology follows the standard processes and
guidelines defined by the PMBOK framework. In each release cycle, the Therap
system goes through a set of processes that encompass one or more projects. Larger
projects are divided into phases and each phase is incorporated into one release
cycle. Project management processes are closely integrated with and overlap with
the SDLC phases.
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Therap’s Project Management Methedology and SDLC

Based on our experience in successfilly implementing projects of similar nature, we believe this
approach will be an effective process for each component identified in this section.

4.2 Implementation/Rollout Planning

4.2.1 The Vendor's proposal should describe the Vendor's methodology, tools,
and techniques for implementation/rollout planning. The Vendor should
include what specific staging, readiness, and deployment techniques it will
use to determine the proper sequencing of deployment processes and
functions required for successful implementation.

4.2.2 The Vendor's proposal should include, but not be limited to, details on its
approach and methodology for the following:

4.2.21 Completing ali Solution Deployment task group-related
deliverables

4.2.2.2 Obtaining approval of all Solution Deployment task group-related
deliverables and milestones

4.2.2.3 Completing operational readiness and operational readiness
testing CORT)

4.2.2.4 Documenting emergency back-out strategy
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4.2.2.5 Completing Pilot testing
4.2.2.6 Confirming stakeholder readiness for new solution
implementation

4.2.3 The Vendor's proposal should also include details on its approach to

supporting and/or supplying:

4.2.31 System documentation

4.2.3.2 User documentation

4.2.3.3 Reports

4.2.3.4 Report distribution schedule

4.2.3.5 Production environment, including the final production schedule
4.2.3.6 Data conversion

4.2.3.7 Pre-implementation training

4.2.3.8 Updates to project management plans for operations

4.2.4 Therap is uniquely positioned to support DHHR successfully deploy the rollout of

the EVV System. Therap has thoroughly analyzed the requirements as defined in
the RFP. Implementation with Therap begins as soon as the project plan is approved
and finalized. Because the system has off-the-shelf functionality, several system
clements will immediately be available to DHER.

Upon completing the Solution Deployment milestones and the task group-related
deliverables, they will be sent to DHHR for approval. Once the system is in place,
Therap offers comprehensive support services including pilot testing, user training,
user support functions (e.g., help desk, periodic upgrades to security and
functionality, and ongoing user forums to maximize the value of the system to
users). Therap’s operations team monitors the system 24/7 to ensure its availability.
Therap also employs Oracle’s Real User Experience Insight (RUEI) to monitor and
analyze network traffic in the production site to identify any potential issues and
mmprove the overall service. Therap provides support to customers using live chats,
secure communication channels, and email.

For System and User documentation, Therap maintains a library of training material
for user reference on the Therap Help and Support website, where state-specific
guidelines and materials are linked to the main Therap website. The training and
support team has developed materials to ensure that users with varying job
responsibilities can easily locate support materials regarding any functionality in
the system. Support materials include user guides, quick guides, FAQs, training
courses, training videos, webinars, guided assistance and more, which are
accessible online.

Prior to Go-Live, Therap will be able to provide several environments for training
including pre-implementation training and testing purposes. A development ‘Beta’
context application will ensure that the DHHR users have an environment to
adequately test as programming is being conducted for existing and new Therap
modules. The Beta context environment will be available for user acceptance
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training and will be utilized on an on-going testing/training environment for
development context. Therap also provides a ‘Demo’ environment that allows users
to freely test and train on the application. Users will be able to log into both
environment and test out features according to their access privileges.

Successful data conversion and migration relies upon clean data based on our
experience with other states. The data cleansing process can take extensive time
and may result in additional charges. At the start of the project, Therap will work
with the state to identify data sets, formats, types of data, etc. in the old system
needed for data conversion and migration. Therap will assess the data quality and
quantity and will then provide a detailed Data Conversion and Mi gration Plan. Once
the migration is completed, comparative testing is carried out by running automated
test scripts to verify that the data has been converted and migrated to our system
without errors.

Therap will provide monthly and weekly update reports to DHHR during the
implementation phase. The Project Management plan will be updated throughout
the lifecycle of the project.

Before the project closing phase, the functionalities will be checked and verified
against the previously agreed upon acceptance criteria and a final report will be
provided. Therap will maintain and share a user acceptance test result log with
DHHR.

4.3 Implementation Methodology and Timeline

4.3.1

4.3.2

4.3.3

The Vendor's proposal should describe an effective implementation and
deployment strategy to meet DHHR's specifications and help ensure State
compliance with mandatory EVV deadlines defined in the Cures Act.

The Vendor's Initial Work Plan and work breakdown structure (WBS) in
Attachment 5: Initial Work Plan should include a sufficient level of detail to
show the tasks and phasing strategy to deliver full solution functionality and
the proposed implementation timing for both PCs and HHCS.
Implementation with Therap begins as soon as the project plan is approved and
finalized. Several elements of the system will immediately be available to be
utilized due to the off-the-shelf functionality Therap offers. This will help to avoid
or, at least, minimize project delays. Therap has a track record of completing
projects successfully and on time ensuring to meet DFHIIR's specifications and State
compliance with mandatory EVV deadlines defined in the Cures Act. Therap has a
shared vision of the future of service provision where the system can act as a tool
to ensure effective person-centered service delivery. Therap has the vision and
leadership to ensure this will be a successful project.

We have provided a draft Initial Work Plan in Work Breakdown Structure (WBS)

in Attachment 5: Initial Work Plan with this response. The proposed draft initial
work plan is set up according to the task groups and deliverables identified in this
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RFP. We will work collaboratively with the Department to ensure a successful g0-
live experience.

Therap is confident in its ability to implement this system in a timely manner with
minimal disruption to ongoing operations, inciuding functionality that exceeds the
specific requirements of the RFP.

4.4 Issues, Challenges, and Risks

4.4.1

The Vendor's proposal should highlight any concerns or recommendations
in this section.

4.4.2 Therap expecis that the DHHR staff members and stakeholders will work and

cooperate with Therap throughout the lifecycle of the project.

4.5 Lessons Learned

4.5.1

4.5.2

6. Training

The Vendor's proposal should describe any "lessons learned" from the
Vendor's relevant experience and how those lessons learned will impact the
Vendor's approach to this project.

Therap has previously worked with projects of similar nature and has extensive
experience in successfully developing and implementing large state projects while
supporting state requirements and processes. The proposed implementation is built
on lessons learned during our 17 years of experience in implementing a COTS Saa$
solution for people and systems that support individuals needing human and
educational services and supports. As the only company based in this sector with
this level of experience, Therap is confident in its ability to implement the EVV
solution smoothly, with many features that will exceed the requirements of the RFP.

5.1 The Vendor's proposal should present a narrative description of the Vendor's
proposed approach to completion of the training throughout the contract,
including the Vendor's proposed:

6.1.1

5.1.2

Approach to the completion of the training deliverables {as listed in
Appendix 2: Deliverables and Milestones Dictionary}, including methodology
for updating deliverables throughout the iifecycie of the project.

Approach to development, maintenance, and implementation of the Training
Management Plan, including methodologies addressing:

5.1.21 Assessment of internal and external training needs, including gap
analysis

5.1.2.2 Approach to user training, supporting all business processes as
identified in the RFP

651.2.3 Delivery of end-user training throughout the solution's
implementation

5.1.2.4 Development and use of online tutorials, online help, online policy
and procedure manuals, and hard copy user manuals for the
deiivery of training

5.1.2.5 Development and use of live, web seminar, and video-based
training
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5.1.2.6 The target audiences for training, including DHHR staff, Vendor
Staff, clients, providers, and third-party stakeholders that work in
the system

5.1.2.7 Plan to provide and/or leverage existing DHHR training facilities
to perform end-user training detailed in this section

6.1.2.8 Tools that the Vendor will use to support training

5.1.2.9 The planned curriculum for each system user role and audience

6.1.2.10 Initial training schedule

5.1.2.11 Version control and maintenance of training documentation

5.1.2.12 Training evaluation, including the use of evaluation survey tools
to determine whether the trainings produced the expected results

5.1.2.13 Initial and ongoing training outcomes tracking and reporting,
including information such as, but not limited to, the number of
training sessions, type of training, training locations, number of
trainees, and information regarding the actual training results and
recommendations for follow-up training

5.1.2.14 Approach to "train-the-trainer" activities during the Operations
phase

8.1.3 Approach to role-based training during both implementation, and
maintenance and operations

5.1.4 Approach to development of training materials

5.1.5 Approach to training evaluations

5.2 Therap’s success rests, in part, on our commitment to excellent training and support.

Therap’s project team and training and implementation specialists will provide ongoing
project management and support throughout the contract period. The training
deliverables as listed in Appendix 2: Deliverables and Milestones Dictionary will be
completed and provided to DHHR. On-site and online training will be provided
throughout the implementation process to assure successful onboarding of each user at
various levels of responsibility and with various roles. These include DHHR
administrators, empioyees, and associated staff members. ‘Therap will also accommodate
training on an ongoing basis as new users are allowed to access the system. In addition
to initial training, Therap offers periodic user group meetings and state-wide workshops
to refresh and reinforce previous training, share best practices, and discuss recent system
upgrades which maximizes the utility and value of the system to users.

Initial, onsite training is reinforced by online training resources as well as periodic on-
site and webinar based user group meetings where new system features are presented to
ensure that users are aware of the system functionalities and benefits of the Therap
system. Trainers will present hands on training sessions on-site, in user group meetings
and conferences, applying the principles of adult learning theory, to new users based on
professional roles and as determined by the approved Implementation Plan. Throughout
training sessions, modules are covered in a step-by-step manner, so the staff being trained
are able to practice and obtain the skills and knowledge needed to become competent
users of the system. Each training session is delivered in a consistent and reliable manner.
This training will include developing training skills for designated DHIR training
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personnel (“train the trainer”). Additionally, competency tests and course evaluations
will be completed to ensure new users receive consistent quality of training.

Web-based training will also be provided to users of the system based on curriculum
Jjointly developed by the state and Therap Training and Implementation Specialists.
Therap’s Training and Implementation Specialists have extensive field experience and
have been end-users of Therap. This approach ensures that all users will receive a
comprehensive introduction and hands-on training customized to their role and use of the
system. During Operations phase, Therap uses the “train-the-trainer” approach to prepare
users to train new hires and provide refresher training in the future. Therap training
sessions are grouped by discipline or job function to ensure that group members will meet
role-specific documentation expectations.

Making sure all users are thoroughly trained is a high priority for Therap. We have
augmented our successful training and support efforts with a Certified Trainer program -
bringing the expertise of qualified users into the mix of training options available to users.
We facilitate user groups at the regional and local level. Therap also sponsors many
conferences across the United States throughout the year, bringing users together to learn,
share successes, and shape future directions. Our Implementation Specialists work
directly with customers to also facilitate regional and topical on-line user groups.

Therap maintains a library of training material for user reference on the Therap Help and
Support website, where state-specific guidelines and materials are linked to the main
Therap website. The training and support team has developed materials to ensure that
users with varying job responsibilities can easily locate support materials regarding any
functionality in the system. Support materials include user guides, quick guides, FAQs,
training courses, training videos, webinars, guided assistance and other resources, which
are accessible online and are updated on a regular basis. This includes Live Help. Written
materials are also viewable in printable PDF versions. User guides and quick guides
provide step-by-step instructions for completing tasks in the system along with a
comprehensive understanding of the overall system and procedures. The Guided
Assistance feature guides users through a series of questions and provides solutions based
on the answers provided by the user. The application contains a direct link to the Help
and Support website on each page. Forms in the application also contain contextual help
icons to assist users in completing their tasks. Therap’s Training Academy provides
detailed online on-demand training courses with competency based quizzes and
completion certificates. DHHR can choose to utilize competency tests and course
cvaluations to ensure new users receive consistent, quality training opportunities.

Users can send in issues or feedback through Therap’s HIPAA -compliant issue tracking
mechanism, Issue Tracker, and can also access the Therap Help and Support site for user
guides, videos, webinars, and F AQs 24x7 to review information specific to the issue they
are facing. Therap staff will receive the issues through Issue Tracker and start
troubleshooting as necessary and provide resolutions/workarounds in a timely manner.
Users can also come on Live Help or Telephone support, which is provided up to 24
hours a day. This level of support is designed for quick answers to common questions.
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Therap will provide training and training materials as required by DHHR. We will
develop a comprehensive solution training strategy and plan that outlines the goals,
objectives, training methods, and measurements that will guide our training initiatives to
ensure that each user will be comtortable with the system and competent in its use.

Therap has reviewed each requirement outlined in Appendix 1: Detailed Specification and Section

4: Project Specifications, and has provided specific responses for each

area requirement below.

‘Training’ subject matter

TNOO1 | The Vendor should provide oLtieach 1o users 1o Therap provides training sessions and support
ensure and documerd their readiness to hegm using | throughout the contract phase. Therap team
the solution. The outreach should include 2l user members host frequent webinars, user group
Groups inGuding, but net imited to sessions, and conferences to ensure readiness to
begin using the solution.
TNOO2 Members or Lepal Represaniotive Therap will provide outreach to Members or Legal
Representatives as required.
TNOC3 Diract Care Waorkers Therap will provide outreach to Direct Care Workers
as required,
TNOO4 Provider Agencies Therap will provide outreach to Provider Agencies
as required.
TNOO5 The Department Therap will provide outreach to The Department as
required.
TNOOB Glier as defined by the Department Therap will provide outreach to others as defined by
the Departiment, as required,
TNOO7 | The Vendor should provids traning at the time of Training will be provided at the time of registration,
registration
TNOO8 | The Vender should collabarate with the Dapartment | Therap will work with the Department and the
and ihe stakenolder community to develop stakeholder community accordingly to develop
stiziegies {o ain members reveiving senvices. strategies to train members receiving services.
TNOO9 | The Vendor should provide both web-tased and ten Therap will work with the Depariment and provide
(10) state-wide in-person trainings to users prior to both web-based and ten state-wide in-person
the inttial implementation of the solution based ona | trainings as needed.
schedule and locations as agreed upon by the
Department
TNG10 The Vendor should provide written training matetials | Therap has support materials in the form of user
for both in-pareon and web-basad training oplions guides, quick guides, videos, courses in our online
Training Academy, Webinars, and Guided
Assistance, These materials are available online on
Therap’s Help and Support website. Written
materials can be downloaded as a PDF.
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The Vandor should submit ali training materiais to
the Department far review and approval at least 45
calendar days prior to the date of the first training

Therap will work with the Department and submit
training materials as needed.

The Vendor sheuid provide training matenals

offered in accessible formats consistent with

requiremants of the Americans with Disabilites Act

{ADA) throughout the life of the solution

(Reference

https./fAwww ada goviregs2010/itiell_201 O#itiell_20
Jegyiations pdf)

Therap has read and understood these requirements,
and will provide users with training materials in
accessible formats consistent with the requirements
of ADA,

The Vendor should provide training matenats and
training courses that are accessible for users whe
do not speak, read, or write the English language,
upon request by the Deparment according
toattps /iwww bhs govigivil-ights/for-
indrviduals/saction-1657Aranslatad-
resQurees/index him!

Therap will meet this requirement. We currently
have training materials in our support site in
Spanish, and other pages can be translated with
translation programs.

The Vendor should ebtair independant vanfieatior
of the accuracy of all ransiations made pursuant to
ianguage and accessibliity requirements

Therap has experience in working with Spanish
vendors in developing translated material

The Vendor shiould provide web-bassd traming
avallable to users throughout the life ofthe
solution

Therap’s Training Academy, available on our
support site offers flexible online courses designed
for users to take during agency trainings or at their
convenience, The Training Academy offers self
paced, on-demand courses for hoth the beginner and
advanced users. Courses are available 24/7, allowing
users to take the courses at their own pace and
schedule. The courses include review quizzes,
handouts and g certificate upon training completion.

The Vender should provide a detailed approach to
user traning with respect to scliicn modifcations

User guides, webinars and videos are posted on the
Therap support site for training purposes with
respect to new features being introduced in the
application.

The solution should maintain a record of all user
training, including the name of the individual trained,
the dale of traning, the specific training compieted,
and whether the training was m-person or web-

Therap's Training Management System (TMS) has
been designed to help providers monitor and manage
staff training, and communicate information about
classes, certification, and expiration to all the people
involved. Therap’s Training Academy also offers
flexible online courses designed for users to take
during agency trainings or at their convenience.
Information regarding the staff training in the
Training Academy can also be exported to Excel.

TNO11

sasslon
TNO12

10 1
TNO13
TNOT4
TNO15
TNQO16
TNO17

based
TNO18

The Vender's training records shouid be inciuded i
the data available for reparting

Therap's Training Management System (TMS) has
been designed to help providers monitor and manage
staff training, and commumicate information about
classes, certification, and expiration to all the people
invelved. The various TMS reports that can be
generated from the system include Class
Due/Overdue Report, Assignment Reports, TMS
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Certification Report, Session Sign Up Report, Class
Report Of Instructors, and Session Report of
Instructors. All reports can be exported to an Excel
file. Therap’s Training Academy also offers flexible
online courses designed for users to take during
agency trainings or at their convenience. Information
regarding the staff training in the Training Academy
can also be exported to Excel.

TNO19 || The Vendor should provide & user manual to alt Therap’s support site contains user guides that have
users step-by-step instructions on how to use the
applications. There are visnal images to guide the
user in compleiing documentation.

TNO20 The user manual should be subject to Department Therap will develop user guides approved by the

approval Department.

TNO21 The user manual should be availabie oniine and Therap user guides can be downloaded as PDF and

hard copy Upoan feguest of the user printed.
TNO22 The ser manual shavuld ba offeranin aocaraie Therap hius read and understood these requirements,
farmats consistent with regurements of the and will provide users with user guides in accessible
Amencoas wilh Dizgbilitizs A (Baference formats consistent with the requirements of ADA.
nips fwww. ada goviregs201 Oditlell_Z010HitelH 20
10_regulaticns pdh)

TNO23 The user manual should be avaiable in &l least Free Translation software (Google Chrome,
those languages the Depariment is required to Microsoft) is available to users. We currently have
accuinitiudaie, in addiion 1o Engiish, pursuant to 45 | training material in Spanish available in Therap's
Code of Regulations {CFR) Section support site.
80.3(b}(2) (Reference https /Awww hhs govcivil-
rights/far=ndividugla/secton- 188 7gnsiatad.
resouicesfindex htmi)

TNO24 The solution should support workioice SECUrity Therap has multiple ways to support security
awareness throuch such methods including bt net | awareness for users:
limited to!

TNO25 Becurity raminders (at log or screen access) An acknowledgement message is displayed at the
login page, stating the acknowledgement of
following good security practices in the selection
and use of the password. Administrators can set
security awarencss messages through Signup
Agreements and Splash Messages on screen access,

TNO26 | Training reminders The Training Management System (TMS) module

allows staffto be assigned to classes, courses, or
curricula. Each class can be assigned with a
certification validity period, and the TMS module
will generate reports and notifications to the staff for
the training classes that are duc/overdue for them.
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TNO27

Online training capabiiities Therap’s Training Academy provides detailed online
on-demand training courses with competency based
quizzes and completion certificates. The Guided
Assistance feature guides users through a series of
questions and provides solutions based on the
answers provided by the user.

TNO28

Training tracking The TMS module aliows to monitor and manage
staff training, and communicate information about
classes, certification, and expiration to all the people
involved. Training can also be tracked for video
training from Therap instructors at the Therap

raining Academy. Agency users can be assigned as
Training Academy Managers, who may then manage
and view the progress of their stafi’s training.
Training Academy courses include quizzes to test
competency and retention, as well as certificates of
course completion.

TNO29

Mthers as definedlby the Deparment Therap will create other worldforce security
awareness through other methods as defined by the
Department.

6. CMS Certification

6.1

6.2

6.3

The Vendor's proposal should describe in detail the Vendor's experience with
CMS Cettification including the MECT, and a proposed approach to certification
of the solution.

In addition, describe the Vendor's experience in projects subjected to IV&V
oversight, the approach to interaction with an IV&V team, and responding to IV&V
findings.

To help states focus their efforts on achieving the business outcomes embodied in the
21st Century Cures Act (“Cures Act”) and reduce the certification burden, Therap is
developing a streamlined and outcomes-based Electronic Visit Verification (EVV) based
on the requirements of the Centers for Medicare & Medicaid Services (CMS). This
includes an EVV solution that complies with the Health Insurance Portability and
Accountability Act (HIPAA), coilects required data elements and uses it in claims
processing and reviewing encounter data, provides training and stakeholder outreach
regarding using the system, is accessible to persons with disabilities, and supports
multiple languages. The solution will enhance the ability to prevent fraud, waste, and
abuse through increased visibility into service programs; be reliable, accessible, and
minimally burdensome on providers, beneficiaries, and their caregivers; implement and
maintain appropriate safeguards of electronic protected health information (PHI) and
personally identifiable information (PID).

The Therap team has extensive experience in implementing large scale projects for state
providers, with users in over 6,000 providers across 50 states, and 19 state contracts. We
are currently working with other states in receiving CMS certifications, including the
MECT. In the states of North Dakota and South Dakota, Therap will be including EVV
as part of their services beginning of 2020, as required by CMS and State policy. As part
of the implementation and operational activities, we will cooperate and collaborate with
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DHHR, IV&V, and CMS to ensure that deliverables and certification artifacts and

evidence are comprehensively completed and documented as required by the
Department.
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Attachment 10
Maintenance and Operations Specifications Approach
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1. Instructions
Maintenance and Operations specifications ensure that the solution is fully functional and
performing optimally until the end of the lifecycle.

1.1

1.2

The Vendor's response should include a narrative overview describing iis
approach to maintenance of its proposed solution, including updates to new
versions of the underlying commercial off-the-shelf (COTS) products, and to
configurations necessary to support changes in Department of Health and Human
Resources (DHHR's) business needs. Use the response sections to provide
specific details of the proposed approach to meeting the maintenance and
operations specifications in each subject matter area.

Responses should reference specifications and relevant mandatory requirements
using the appropriate Identifications (IDs) from Appendix 1: Detailed
Specifications and Attachment 6: Mandatory Requirements. DEER also expects
the Vendor to propose its approach for meeting any narrative in Section 4: Project
Specifications of this request for proposal (RFP).

2. Operations

Refer to the relevant maintenance and operations specifications located in Appendix 1:
Detailed Specifications and pertinent narrative in Section 4: Project Specifications in this
RFP to cover solution capabilities in this area.

21

2.2

The Vendor should describe its approach to Operations below. The narrative
response for this category should be organized using the appropriate subject
matter area as per Appendix 1: Detailed Specifications.

Once the system is in place, Therap offers comprehensive support services including user
training, user support functions (c.g., help desk, periodic upgrades to security and
functionality, and ongoing user forums to maximize the value of the system to users).
Therap’s operations team monitors the system 24/7 to ensure its availability. Therap also
employs Oracle’s Real User Experience Insight (RUEI) to monitor and analyze network
traffic in the production site to identify any potential issues and improve the overall
service. Therap provides support to customers using live chats, secure communication
channels, and email.

Therap uses Microsoft Project for managing the complexities of the project. Therap also
uses JIRA, an issue management tool, to track issues that come up during the execution
and testing phase. During the execution phase, the tasks board, which is the visual control
over the project progress, shows the current status of the overall project work. These tools
help project managers to efficiently handle the project monitoring, reporting and
controlling activities.

A schedule will be established for project managers to analyze the expected versus actual
outcome and take actions as outlined in the project management plans. Feedback received
from the users will be forwarded to a team of business analysts and technical analysts.
Depending on its type or urgency, it is classified as an enhancement, a glitch, or a
suggestion and documented in the issue log. Each issue in the log is assigned an owner
and a reporter, as well as a tentative resolution date, a tentative version of the software
that will include a resolution of the issue or other pertinent information. Therap is
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responsible for supporting activities associated with design, implementation of the
solution, maintenance, training, and ongoing support throughout the term of the contract.

Therap will require support from the Department to assist in establishing business
requiremnents, describing existing and proposed business processes, consuliing as issues
and questions arise during implementation, assisting with outreach to providers and other
external users, approving proposed functionality and processes prior to development and
testing, participating in user acceptance testing, assisting in recruiting external users for
user acceptance testing, providing access to data that will need to be converted and
describing formatting and data definitions, assisting with data cleaning if necessary,
approving detailed training plans, and establishing communications protocols between
Therap and DHHS.

Therap has reviewed each requirement outlined in Appendix 1: Detailed Specification and has
provided specific responses for each ‘Operations® subject matter area requirement below.

OPO01 The Vendor shouid track and crevide tha Therap will create a Change Management Plan in
Denartment access to] process matiics and other conjunction with the Department and its
detail as defined i tha spnroved Change requirements. ‘Iherap will track and provide the
MananemertBlag Unnlichie s 5k ot iiotite Department access to, process metrics and other

detail as defined in the approved Change
: - Management Plan, including, but not limited to the
[ == _ 8 ¥ stated information.

OP002 | The estimated and actual hours allocated to each Please refer to QP00
change request

OP003 | Specific personnel assigned to sach changs request | Please refer to OPOOT

OP004 | Schesduied compation date for each change request | Please refer to OP001

OP005 | Total cost if the maximum allowed hours are Please refer to OP001
exceeded on any approved change request

OP006 [ Any change to cutrent operational cosis Please refer to OPOO1

OPQU7 | A separate total for equipment requimements (if Please refer to OP0O]1
applicable) related to the maodification

OPQ08 | Others as defined by the Department Please refer to OP001

OPC0Y | The Vandsr should assiuie &1l p100uchon SOTWale The action to assure all production software updates,
updates, releases, and paiches ars evaluated ang releases, and patches are evaluated and approved by
approved by the Departmant prior to implemantation | the Department prior to implementation will be
a8 dafined in the Change Management Pian defined in the Change Management Plan and will be

adhered to during the implementation.

OP010 | The Vendor shouid send notfication to the Users of Therap's applications are made aware of
Department when releasss are available 1o be release schedules and features well ahead of time to
evaluated as defined'in the Change Management ensure they have ample time to review newer
Plan functionalities and to prepare for the release. Therap

will inform the Department when releases are
available to be evaluated as defined in the Change
Management Plan.

OPO11 The Vendor should provide the Deparimant with Release Notes detailing functionalities for each
detailed documentation that provides alf fixes and release are published on the Therap websites. Therap
furctionality for each release can also provide such detailed documentation to the

Department.
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OP012 | The Vendor should maintair: version contro! and Therap maintains version control. We will provide
provide the Depariment with cument system and the Department with current system and user
user documentahon documentation.

OPO13 | The Vendar shouid perform 2l mamtenance and Therap will perform maintenance and product
product upgrades for alf aperational and test upgrades for operational and test environments and
Siviainss and nerdware al 1o 2dditivnal ces: so | hardware at no additional cost so that the system is
thiai ihe svstem is operating an curantly subpoerted operating on the curtently supported version of each
version of each product and mainizin sefiware zng product and maintain software and security patches,
secunty patches, based on a sghedule aporoved @¥ { based on a schedule approved by the Depariment.
the Department

OP014 | The solution should provide the abiiity for the Roles and privileges define access rights of users
provider agency to review bifiing prior te submmitting within the system. With the appropriate roles, users
for payment will be able to define the billing process in the

system and also review the billing information and
data collected before submitting for payment.

OP015 | The sofution should provide the ability for the Users with appropriate roles will be able correct
provier agency ta review and oorrent billing arroms billing errors and resubmit claims.

Erior ta submission

OPQ16 | The solutan shouid pravide the Depariment and_. . { Therap is a billing solution which can be used 1o
provider agenciés with reports of unbified generate reports of unbilled encounters through
encounters threugh front-end edits inciuding, but net | front-cnd edits and for various status, including, but
limited to not limited to the requirements stated under OP017

to OPO21.

OP017 | No autherization { Please refer to OP016

OP018 | Expired authonzation _ | Please refer to OP016

OP019 | Reasons that prevanted claims from fling Please refer to OP016

OP020 | Edits made to claims Please refer to OP016

OP021 | Others as definad by the Department Please refer to OPO16

OP022 | The vendor should provide a Teport of ail daily Therap has had 17 years of experience in meeting
transactions, inciuding interactions via the cail the reporting needs to agencies using the suite of
caniar, availabls (o the Depariment in a vansty of applications. We are confident in our ability to
formals, including, but not limited to provide reports of daily transactions and call center

interactions in various formats including those stated
for OP023 to OP026 and also those the Department
deems as necessary.

0OP023 | Browser-based Please refer to OP022

0P024 1 Fortabie Document Format {PCF) Please refer to OP022

CP025 | Excel Please refer to OP022

OP026 | Comma-Separated Value {CSV) Please refer to QP022

OP027 | Others as defined by the Depariment Please refer to OP022

OP028 | The solution should ack metrics for each type of Bach action is date and time stamped along with the

cerraspondencs ganerated In the selution

name of the user carrying out the action.
Additionally information such as the IP address,
module name, and action taken are also tracked and
maintained. We are confident in our ability to track
meirics regarding each type of correspondence as
required by the Department.
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OPO28

The solutton should track the status of notices that
are moving through the generation process

Once a form is created in the system, it is provided
with a form status (e.g,, new, draft, submitted). This
status will define the stage the form is in. Once
further actions are taken on the form or the next step
of the process is carried out, the form status changes
accordingly, tracking the status of the notices
through the generation process.

OP030 | The selution should notify tﬁﬁmﬁh‘mﬂt when an | Notification options are available across the system,
undelivered scheduled system-generated alerting users about documentation or review needs.
- Correspondence is approaching the predetermined Therap will be able to notify the Department when
defivery timeframe as agreed upon by the an undelivered scheduled system-generated
Department correspondence is approaching the predetermined
delivery timeframe as agreed upon by the
Department. When a form or plan is about to expire,
this will be communicated to the Department
through SComm.
OP031 Tha solution should have the abiity 1o track whesn Each action taken on a form is tracked and
any corresnondence or form has bean relsausd or information regarding the action (e.g., the name of
revised as agreed upon by the Devartment the person, date, time, action, and the IP address) arc
recorded. Additionally, archived versions of the
forms are stored and users are able to compare the
existing data to the previous one.
0P032 The Vendar should pay and arrange for an annual Therap has read and understood the requirements
Statement on Standards for Attestation stated in OP032. This conforms with our current
Engagements, System, and COrgamzation Controls business practices standard business practices.
{SQC} 9. Type Il audit, using the moest crimant
version of the audit, which should cover work
performed by the Vendor at the Vender's facility ang
data center sites {Reference
iitlps-/iechnciogy wy gov/SiteCollectionDocyments/
Palicies%201ss11ed% 200y % 20tha %200 TG/2G1 57
1008_Audit_Mar2018 pdf
OPC33 | The Vendor should sutmn tha s Siatement on | Therap has read and understood requirements stated
Standards for Attestatton Engagements, System, under OP033 and will be able to submit the annual
and Qrgamization Controiz {300} 1, Tyipe & audd statement according to the Department requirements.
report, using the most current version of the audit, to
the Depariment for anproval with an action plan to
remediate findings within & timeframe agreed Upon
by the Vendor and the Dapartment
OPG34 | The solution shouid archive and store user profiles The archival and storing of user profiles will be
for a period of ime 2graed upon by the Department | dependent on the Department policies and
‘] procedures. The Department can choose to keep user
profiles on hand for as long as they want, or they can
determine to deactivate or delete the user profiles.
Therap does not carry out actions regarding user
profiles within the system.
OP035 | The Vendor shouid provide s incident reporting Therap will be able to provide the incident Teporting

procedures o the Departmant for review and
approval within a timeframe agreed upen by the
Department

procedures to the Department for review and
approval within a timeframe agreed upon by the
Department.
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OP036 | The Yendor should deteil the performance rmeints Basic performance metrics include the caleulation of
and targets Used to monitor the effectivencss of resolution time, the duration of the support related
technical support by phione tasic, number and type of support resources being

used during the sessions. Additional details
regarding the performance metrics and targets used
to monitor the effectiveness of technical support by
phone will be discussed and provided to the
Department to ensure proper calculation of the
effectiveness of the technical support by phone.

OP0O37 | The solution should have the ability to provide an Therap has the ability to provide an immediate
initiedais response acknowledging all email response acknowledging the inquiry and providing a
nauiries and establishing a timeframe for the timeframe for the response,
response

OP038 | The solution should have the ability to resolve ali Therap has the capability to meet the requirements
email inquinies to the Vendor's technica! SuUppot stated under OP038. We will be able to have a
within ene 24 hour business day from initai receipl. | designated EVV team member who will be available

for technical support and will respond to EVV
queries within 24 hours to meet the requirements of
- the Department.

OP039 | The Vendor should document irquines and provide | Reports are currently available that would allow the
the Department with routine reports regarding Department to see the technical support requests.
[easens for technical sUpport rsguests Therap stores and maintains such inquiries and

makes them available for agency review,

OP040 | The Vendar showd docurment any procedurai action | Therap will document any procedural action that
that accuited as a result of a complaint ta the may occur as a result of & complaint to the helpdesk
helpdesk and submit this documentatien to the and submit the documentation to the Department on
Denartmant on an agreed upon schedule an agreed upon schedule.

OP041 [ The Vendors Teshnical Cal Carter should provide @ | Live Help, Feedback, and Telephone support is
toll-free voice messaging system that 1s compliant  { provided often up to 24 hours a day. The messages are

| with the Americans with Disabilities Act {ADA} and tracked in Therap's Issue Tracker system where they
stipports imited English proficiency as defined by the { are date and timestamped. Users are able to send
Departmeant of Health and Human Services (HHS). messages through Tssue Tracker whenever it is needed,
{References and Therap staff will investigate and respond. The
https /iwww.ada.goviregs2010/tieli_20107itel 1_201 { resolution of issues depend on the complexity,
0_reguiations. pdf, https. /www hhs.govicmil- however, once the ticket has been submitted by the
rightsffor-individuals/special-topics/lim ited-english- user, support staff are in constant contact and provide
proficiency/index himi) regular updates to the user. The expected initial
turnaround time for issues submitted by users is 24
The Technical Call Center should function 24 hours | hours.
per day, 365 days per year, and provides callers
information including, but not iimited to

OP042 | Hours of operation . Please refer to OP041

OP043 | Options for leaving messages after hours Please refer to OP041

OPC44 | Options for leaving messages based on queue hold | Please refer i OPOT1

. imes and designated intervals as defined by the
- Dapartment

OP045

Recording of informational messages as defined by

ihe Depariment

Please refer to OP041
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OP046 18 solution should have the ability 10 recond and Therap will be abie to report on the average speed of
report on the performance and utilization of answer, interface processing time, request time for
r8EOUItes within the overall syatem, including, but report gencration, and other requirements defined by
not limied ic the Department,

OPQ47 Average speed of answer Please refer to OP046

OP048 | Interface processing time Please refer to OP046

OP049 @quest time for repart gensration Please refer to OP046

OP050 | Others as defined by the Department Please refer to OP046

OP051 | The Vendor should document and maintain Therap maintains documentation and technical
technical specifications associated with the soiution specifications as part of its business practices. This
including, bt not limited to. includes documentation and specifications regarding

software, hardware, configurations, environments,
. solutions, and systems,

OP052 | Completa listing of all software, hardware, ang Please refer to OP051
configurations that are required to establish fulty
funchonal instaliations in each of the reguired
environments

OP053 | Complete specifications for ail software, Please refer to QP05
environments, and hardware used fo support the

solution _

OP054 | Qthers as defined by the Department Please refer to OP051

OP055 [ The Vendor should provide the Department with a Therap has read and will be able to provide the
capacily analysis report for the selution andthe -~ Department with a capacity analysis report for the
hosted environment including. but not limited to solution and the hosted environment incleding, but

not limited to the requirements stated un OPO56 to
OP059.

OP056 | Hardware Please refer to OP)55

OP057 | Environment Please refer to OP055

OP058 | Neiwork specifications Please refer to OP055

OP0S59 | Others as defined by the Depariment Please refer to OP053

OF080 The solutionshould provide real-hme seluion Therap's operations and the application are
perfarmance data monitored 24/7 by a designated team to ensure each

process or flow is being carried out accurately and
within reuired timeframes. Ydentified issues are
escalated for immediate attention, Therap will be
able to provide reai-time solution performance data
when required,

OP00B1 | The soluticn should report on total processing times Therap will be able to calculate and report on the
based or Ussr-defined quenes. total processing time based on user defines queries.

OP082 | The solution should write ail errors o anerrerlog m | Therap will be able to write all exrors to an error log

a standard format and make it available ‘or
Department review Lpon request

in a standard format and make it available for
Department review upon request. Module forms also
show errors on a form during form creation and
some errors are displayed as messages on search
pages or forms as well. Actions are tracked and can
be reviewed using the Activity Tracking feature. As
part of being a COTS SAAS application, application
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errors are logged internally. They can be provided to
the Department as needed.

OP063 | The solution should aliow the Depadment's Usets will appropriate privileges will be able to
adinsicaton i view, fiier, sor, and search the view, filter, sort and search the error log(s).
error log(s)

OP064 | The Vendar should natify the Department reganding { Therap will notify the Department regarding which
which releases of third-party software (JAVA vittual | releases of third-party software (JAVA virtual
machine, Intemet Expiorer, Mozilla, Safan, etc) are | machine, Internet Explorer, Mozilla, Safari, etc.) are
known 1o create problems with the cument version of | known to create problems with the current version of
the Veador sofware : the Vendor sofiware.

OP065 | The solution should schadule ana support fiie Therap will be able to schedule and support file
transfers as requested and agroed upen by the transfers as requested and agreed upon by the
Department Department. We have extensive experience in

providing similar services over the past 17 years,

OP066 | The solution's data aggregation component should Thetap will develop data aggregation functionality
send each provider agency a vanfisd wsit report 2t 1 for this project according o needs and specifications
ekl myies = aullarekn dng of the Department.

OP067 | The sclution’s dais aggregation component shouid Therap will develop data aggregation functionality
Send each provider agency a visit not verified report | for this project according to needs and specifications
showing visits that were not verified by the provider | of the Department.
agency. at least ance each caiendar day

3. Solution Backup, Disaster Recovery, and Failover

3.1

3.2

The Vendor should describe its approach to Solution Backup, Disaster Recovery,
and Failover below. The narrative response for this category should be organized
using the appropriate subject matter area as per Appendix 1: Detailed
Specifications.

Therap’s network and computing infrastructure is installed at two sites. Each site is
equipped to provide the full range of service functionality. The data between the locations
are synchronized so that either site can act as the “live’ host for services. If the live site
becomes disabled, requires maintenance activity, or is otherwise unavailable to end users,
control is transferred to the alternate site. Upon completion of the transfer process, users
of Therap Services will be able to operate with full functionality, and the ‘alternate’ site
will become the ‘live’ site. While clients operate on the live site, remediation or
maintenance tasks can proceed on the alternate site. The site recovery process is a set of
methods and procedures to re-establish and verify proper operation of all functionality at
the degraded site, including data replication. The sequence and priority of the steps are
dependent upon the specific event or events that caused the outage.

Business Continuity: When a device or service fails at the live site, a determination is
made whether to transition functionality to the Hot Backup site to assure delivery
services. This determination is based upon a combination of factors, with an emphasis on
ensuring data integrity.
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Disaster Recovery: Minimizing the length of system downtime is also a major
consideration. If or while functionality migrates to the Hot backup site, remediation
activities for the failed device or service will begin (aka, Disaster Recovery). If the failure
occurs at the Hot Backup site, service delivery continues at the live site while remediation
procedurcs are executed.

The Recovery Time Objective (RTO) for an infrastructure failure at the live site is one
hour or less. This RTO can be achieved by recovering services at the live site or migrating
functionality to the hot backup site. Real-time replication processes are used to
synchronize data between the sites; the viability of database replication is a critical
clement of the multi-site architecture. The data replication process that has been
implemented between sites implies a Recovery Point Objective (RPO) of zero when a
migration occurs. This means that, in the event of a site migration, no data is lost, as
transactions up to the point of failure are replicated to each of the sites. In extreme cases,
multiple failures may occur at each site, rendering the application as inoperable (e,
“Down”). In the event of a multi-site outage, specific customer service protocols would
be activated. These protocols are designed to rapidly disseminate information to end
users about the situation and remediation efforts/status.
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Disaster Recovery
Business Continuity
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Disaster Recovery - Business Continuity

We have provided requirement specific responses below to each of the Solution Back-up, Disaster

Recovery, and Failover eriteria provided in Appendix 1.

Therap has reviewed each requirement outlined
provided specific responses for each

matter area requirement below.

in Appendix 1: Detailed Specification and has
‘Solution Back-up, Disaster Recovery, and Failover’ subject

DR0OO1

The solution should provide sufficient transaction
iogging and database back-up te allow it to be
Festored if multinle databases ars usad for work

ftem routing and program data, restonng the solulion

shaould ensure that databases ars synchronized to
prevent data corruption

Therap’s data network and computing infrastructure
is installed at two sites. The data between the
locations are synchronized (typically within 30
seconds) so that either site can act as the “live’ host
for services and provide the fill range of service
functionality. If the live site becomes disabled,
requires maintenance activity, or is otherwisc
unavailable, control is transferred to the alternate
site.
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DR002

The salution should have the ablity ic perdorm
online backups without interruption to produchion
operations, according to a schedule agresd upon by
the Department.

A reai-time data replication process has been
implemented between the two Therap sites to ensure
either site can provide the full range of service
functionality. Data backups are also performed to
protect Therap production facilitics. The tapes and
tape storage containers reside in the secure
infrastructure facility at each production site.
Production operations are not interrupted during
real-time data replication and data backup activities.

DROG3

The zolution shotld allow continued use of the
system dunng back-up and perforn Lack-ups dunng
NON-peak processing hours, to minimize the impact
to operational activitiss

Production operations are not impacted during real-
time data replication and data backup activities,

DRO04

The solution should support daia freezing

Therap freezes its data when new versions of the
application are being implemented during release
windows.

DR0OS5

The Vendor should maintain an opeiational LacK-Uup
power SUpDly capania of supporting vital funchons

The Therap sites are supported by both UPS and
generator-based power, providing several layers of
recoverability from power-related events. Roth the
UPS and generator-based power are independently
redundant, and can survive multiple failure
scenarios. The sites are also supported by multiple
feeds, from a combination of diverse grids and
providers,

DR0O06

The Yendor should equip facilities with proper
safeguards for fire arevention. fire getaction, and fire
suppression that are consistent with local fire codes

Therap sites have the appropriate safeguards for firc
prevention, detection, and suppression consistent
with local fire codes.

DR0O7

The Vendor should equip fira defection and aiarm
SYSISms with uninierugiabie powen supply.

Therap sites are supported by both UPS and
generator-based power.

DR008

The Vendor should have a remote backup facifity at
ieast one hundred {100) miles away from the
primary daia center

The fundamenta] design of the Therap infrastructure
1s that the facilities and equipment used to present
the application are installed at geographically
diverse sites within the continental United States,
any of which can independently support all
application functionality,

DRO0S

The Vendor should conduct an annual disaster
recovery exercise at @ mutually agreed upen tme
and previde the resuits o the designated
Department staff Department staff should be invited
to be included in these exercises

Therap provides full disaster recovery exercises as
required.

DRO1Q

The Vendor should store all backup copies 1 3
Department-approved backup storage location fora
period of time specified by the Tepartment

Data backups are performed to protect Therap
production facilities. The tapes and tape storage
containers reside in the secure infrastructure facility
at each production site. In support of off-site storage,
tapes containing encrypted data backups are
removed from the primary facility and stored at a
secure location.
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Appendix 1
Detailed Specifications
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See the attached Microsoft Excel@ file titled, Appendix 1: Detailed Specifications. Review
the following instructions:

1. Instructions

1.1

1.2

1.3

1.4

1.5

The Vendor should self-score each requirement listed in the Capability
Assessment column of Tab 3 - Specification & Responses, using only the values
that appear in the drop-down list.

Capability Assessment values are outlined below:

1.2.1 "Will Meet": Vendor agrees to specification.
1.2.2 "Will Not Meet": Vendor declines to meet the specification.

All specifications should contain one of the values identified above. Any
specification without a Capability Assessment response value will be considered
to be "Will Not Meet."

In addition, the Vendor should provide the Attachment, Section, and Page
Number{s) where its detailed narrative response for each specification resides,
providing the Department of Health and Human Resources (DHHR) with a
crosswalk, and ensuring that each specification is addressed. Be advised that the
column has been pre-popuiated with the location that DHHR anticipates the
requirement response to reside, however it is up to the Vendor to update that
column accordingly should the Vendor respond to a requirement in a different
location.

Hierarchy Level: The hierarchy level column defines relationships between parent
and child specifications. DHHR refers to parent specifications as specifications
that rely on the content of a subset of related specifications (children) to fully
define the scope of the requirement. DHHR refers to child specifications as
specifications that rely on additional context provided by a higher-level
specification {parent) to fully define the scope of the specification. A hierarchy
value of | denotes the highest-level specification. Any greater hierarchy value
denotes a child specification. For example, a hierarchy level 2 is a child to the
nearest prior hierarchy level 1 as illustrated below:

The “Appendix 1: Detailed Specification” workbook has been completed and provided below
with the “Section” and ‘Page#’ columns indicating the location of the corresponding responses
throughout this RFP.
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Specifications

Yrdor Response

The soiution ruies/procedures snould allow and enforce multiple service limits far different Program Atlachiment 7, iio
service ranges including, but not limited to: Management |Meet Business
Specifications
Approach
PG002 | 5140 Day Program Will Attachment 7: 7 116
Management |Meet Business
Specifications
Approach
PGOO3 | 5141 Week Program will Attachment 7: 7 114
Management |Meet Busingss
Specifications
Approach
3004 | 5142 Month Program Will Attachment 7: 7 116
Management |Meet Business
Specifications
Approach
PGOO5 (5143 Year Program will Aftachment 7: 7 116
Management |Meet Business
Specifications
Approach
PG006 | 3995 The solution rules/procedures should accommodate retroactive prior authorizations and Program Will Attachment 7: 7 116
changes fo prior authorizations based on revisions 1o recipients' plans of care/service plans. Management |Meet Business
Specifications
Approach
PGO0O7 | 4001 The selution should have the ability to round service delivery time. Program will Attachment 7: 7 117
Management |Meet Business
Specifications
Approach
PGOCS | 4787 The solution should provide a master client index of client information, including & single unique |Pregrarm Will Attachment 7: 7 117
identifier (that is not the Social Security Number), for all clients. Managernent | Meet Business
Specifications
Approach
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PGOO0S 4768 The solution should maintain an integrated repository of provider agency information, including | Program will Attachment 7: 117
a single unigue identifier, for all providers. Management |Meet Business
Specifications
Approach
PGO010 | 3957 The solution should be able te capture, verify, and support billing for in-home and community Program will Attachment 7: 117
based setting service visits. Management |Meet Business
Specifications
o Approach
PGO11 {3959 The solution should have the ability to create Health Insurance Portability and Accountability Act | Program Will Attachment 7: 117
(HIPAAY-compliant electronic B37 claim file submission 1o the State MMIS for claims processing |Management |Meet Buginess
in compliance with all Medicaid filing requirements. Specifications
Appreach
PGO12 (4519 The solution should automatically generate all required correspondence to individuals. Program Wwill Attachment 7: 117
Managemsnt |Meet Business
Speciications
Approach
PGD13 | 4523 The Vendor sheuld provide correspondence metric reports upon request by the Depariment. Program Will Altachment 7: 117
Management |Meet Business
Specifications
Approach
PG014 | 4552 The sclution should assist users in identifying which secticns of forms should be filled in Program will Attachment 7: 117
manually. Management |Meet Business
Specifications
Approach
PGO1i5 (4582 The solution should provide the ability to deliver reports as mutually agreed-upon with the Prograrn Will Attachment 7: 118
Department. Management |Meet Business
Specifications
Aoproach
PG016 | 4381 The solution sheuld provide flexible web-based reporting, including ad hoc reporfing of al! data | Pregram will Attachment 7: 118
stored within the solution. Management |Meet Business
Specifications
Approach
PGO1T | 4887 The solution should have the ability to make a complete set of data related to visits submitied Program will Attachment 7: 118
for verifications available for reporting, including, but not limited to the following elements: Management |Mest Business
Specifications
Approach
PGO18 (4888 Member receiving services Program will Attachment 7: 118
Management | Meet Business
Specifications
Approach
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PGO19 | 4889 Direct care worker Program will Attachment 7: 118
Management |Meet Business
Specifications
Approach
PGO20 [ 4850 Provider Program will Attachment 7: 118
Management |Meet Business
Specifications
Approach
PGo21 | 4891 Location of visit Program will Attachment 7: 113
Management |Meet Business
Specifications
Approach
PG022 (4892 Date of visit Program Will Aftachment 7: 119
Management |Meet Business
Specifications
Approach
PG023 4893 Start time of visit Program Wwill Attachment 7: 119
Management |Meet Business
Specifications
Approach
PGO024 4894 Missed visits Program Wil Aftachment 7: 119
Management |Meet Business
Specifications
Approach
P(025 | 4895 Late visits Program Will Attachment 7: 119
Management |Meet Business
Specifications
Approach
PG026 (4896 End time of visit Program will Aftachment 7: 119
Management |Meet Business
Specifications
Approach
PG027 (4897 Visit late time Program Will Attachmeni 7: 119
Management | Meet Business
Specifications
Approach
PGO028 (4898 Services provided Frogram Wwill Attachment 7: 119
Management fMest Business
Specifications
Approach
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PG02% | 4500 Manual or electronic verification Program Will Attachment 7: 119
Management |Meet Business
Specificaticns
Approach
PGO30 | 4604 The selution should have the ability to use identfiers, mathematical functions, formatting, and Program Will Aftachment 7: 119
manipulate data within reports. Management |Meet Business
Specifications
Approach
PG031 [ 3892 Program Will Attachment 7: 120
The solution rulesipracedures should have the ability to ensure the direct care services donot | Management | Meet Business
overiap with other direct care services. Specifications
Appreach
PG032 | 4208 The solution should compile information from ail EVV data sources and calculate total daily and [Program Will Aftachment 7: 120
weekly hours worked by direct care workers and agencies. Management |Mest Business
Specifications
Approach
PGO33 | 4211 The solution should have the ability for the Department to allew and/or not allow retroactive care | Program Will Attachment 7: 120
plan changes for specific services and/or programs through a configurable interface. Management |Meet Business
Specifications
Approach
PG034 (4210 The soluticn should allew the Department fo define and limit the circumstances in which a Program will Attachment 7: 120
manual verification can be made, Management |Mest Business
Specifications
Approach
PE035 | 4184 The salution should use eligibility data transferred from the Medicaid Management Information | Program Will Attachment 7: 120
System (MMIS) to determine if any waiver requirements apply. If ne waiver requirements apply, |Management |Meet Business
the selution sheuld assume that state plan requirements specific to the service being provided Specifications
apply. Appreoach
PG036 | 4198 The Vendor should review the Department waivers and other state plan program requirements [ Frogram Will Attachment 7: 120
te develop and propose system edits that will meet the need of the Department. The Vendor Management |Meet Business
should propose system settings for the Department to censider during the initial solution Specifications
configuration and during operations. The review and proposal process should happen at an Approach
interval defined by the Depariment,
PG0O37 | 4834 The Vendor should provide web portal functionality that addresses the needs of; Program Will Aftachment 7: 120
Management |Mect Business
Specifications
Approach
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PG038 [ 5013 Provider agen¢ies and their direct care workers Program Will Attachment 7: 121
Management |Meet Business
Specifications
Appreach
PG039 | 5224 Members Program Wil Attachment 7: 121
Management |Meet Business
Specifications
Approach
PGO40 | 5225 Waiver program and/or legal representatives Program Will Attachment 7: 121
Management |Meet Business
Specifications
Approach
PG047 15014 Stafe program staff Program Will Attachment 7: 121
Management |Meet Business
Specifications
Approach
PIOD1 | 4002 The sclution should allow the Department the akility 1o view the same information as a service | Program Wwill Attachment 7: 123
provider. Integrity Meet Business
Specifications
Approach
PIOOZ | 4214 The Vendor should provide a summary of direct care workers and/or provider agencies who Program Will Attachment 7: 125
demeonstrate a high level of missed and late visits, potentially fraudulent services, or potentially | Integrity Meet Business
fraudulent billing patterns monthly and as requested by the Department. Specifications
Apprcach
Ploo3 (4217 The solution should track the time, location, and task performance of direct care workers during | Program Will Attachment 7: 125
service delivery in order to safeguard against fraud, as well as to improve service delivery and | Integrity Meet Business
program oversight. Specifications
Approach
PI004 3991 The solution rules/procedures should have the ability to ensure the same direct care workeris  |Prcgram Will Attachment 7: 125
not providing services to multiple recipients at the same time at different [ocations. Integrity Meet Business
Specifications
Approach
PI1005 | 4084 The solution should have the ability to provide role-based reporting to review, analyze, and Program Will Aftachment 7: 125
report 2ll data across categaries on a monthly basis and as requested by the Department, Integrity Meet Business
including, but not limited to: Specifications
Approach
PIDOG | 5208 Payers Program Wwill Attachment 7: 125
Integrity Maat Business
Specifications
Approach
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PIOO7 | 5209 Programs Program Will Attachment 7: 125
Integrity Meet Business
Specifications
Approach
Ploog | 5210 Provider Agency Program will Attachment 7: 125
Integrity Meet Business
Specifications
Approach
Ploog | 5211 Direct care workers Program Will Altachment 7: 123
Integrity Meet Business
Specifications
Approach
PID10 | 5212 Members Program Will Attachment 7: 125
Inteqrity Meet |Business
Specifications
Approach
PID11 {4218 The sclution should track and repert modffications to the solution data input elements after the | Program will Attachment 7: 125
direct care worker has documented their ime or services, including the name of the user Integrity Meet Business
making the changes and the reason for the changes. Specifications
Approach
V001 | 4180 The solution should have the ability to verify the delivery of slectronic visit verification (EvV) Visit Will Attachment 7: 184
services for multiple pregrams with different rules and edits. Verification Meet Business
Specifications
Approach
V002 (4087 The solution should have the ability to make a complete set of visit-related data elements Visit will Attachment 7: 104
submitted for verification available for monthly reporting and as requested by the Department, Verification Meet Business
including, hut not limited to: Specifications
Approach
VY003 | 5075 Individual receiving services Visit Will Attachment 7; 104
Verification Meet Business
Specifications
Approach
VV00D4 | 5076 Direct care worker Visit Wwill Attachment 7: 104
Verification Meet Business
Specifications
Approach
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V05 | 5077 Billing provider agency Visit Will Aftachment 7: 104
Verification Meet Business
Specifications
Approach
V006 | 5079 Location of visit Visit Will Attachment 7: 104
Verification Meet Business
Specifications
Approach
V007 | 5080 Date of visit Visit will Attachment 7: 103
Verification Meet Business
Specifications
Approach
VV00s | 5081 Visit start time Visit will Attachment 7: 105
Verification Meet Business
Specifications
Approach
/009 | 5082 Visit finish time Visit Will Attachment 7: 105
Verification Mest Business
Specifications
Approach
VVG10 | 5083 Missed visits Visit will Attachment 7: 105
Verification Meet Business
Specifications
Approach
VV011 | 5084 Late visits Visit will Attachment 7: 105
Verification Meet Business
Specifications
Approach
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VVD12 | 5085 Sarvices delivered, including billing code and modifiers Visit Will Attachment 7: 105
Verification Meet Business
Specifications
Approach
WVV013 [ 5086 Independent verification by individual receiving services Visit will Attachment 7: 105
Verification Meet Business
Specifications
Approach
V014 [ 5087 Payer Visit Will Attachment 7: 105
Verification Mest Business
Specifications
Approach
V015 | 5088 Manual or electronic verification Visit will Attachment 7: 105
Veritication Meet Business
Specifications
Approach
VVD16 | 5089 Data collection system, including the Department sclution and other approved third party Visit Will Attachment 7: 106
electronic visit verification (EVV) systems Verification Meet Business
Specifications
Appreach
V017 | 4220 The solution should have the ability to integrate the scheduling, authorization monitoring, visit Visit Will Attachment 7: 106
verification, and billing. Verification Meet Business
Specifications
Approach
VV018 | 4183 The soluticn should verify visit components are within program requirements when a visit Visit Will Aftachment 7: 106
verification service is initiated and ignore, warn, or stop the user from entering data info the Verification Meet Business
sclution as determined by Department. Specifications
Approach
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VV019 | 4182 The solufion should securely capture an independent verification of the service delivery from the | visit Will Attachment 7; 106
member receiving services. Verification Meet Business
Specifications
Approach
V020 | 4190 The solution should have the ability to allow a direct care worker and/or provider agency to Visit Will Attachment 7: 106
record visits 1o multiple members within a 24 hour period. Verificaticn Meet Business
Specifications
Approach
VV021 | 4191 The solution should account for living arrangements in which multiple members receiving Visit Will Attachment 7: 106
services reside at a single address. Verification Meet Business
Specifications
Appreoach
V022 | 4189 The solution should have the ability to allow multiple direct care workers and/or provider Visit Will Attachment 7: 107
agencies to record Visits {0 a member within a 24 hour period. Verification Meet Business
Specifications
Approach
V023 | 4193 The solution should have the ability 1o account for situations in which services are provided to a | Visit Will Attachment 7; 107
group of members during a single visit. Verification Meet Business
Specifications
Approach
VV0Z4 | 4194 The sclution should have the ability to account for situations in which the member and the direct | Visit Wwill Attachiment 7: 107
care worker reside at the same address. Verffication Meet Business
Specifications
Approach
VV025 | 4196 The solution should account for situations in which a visit starts and/or ends away from the Visit Will Attachment 7: 107
member's place of residence. Verification Meet Business
Specifications
Approach
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VV026 4197 The solution should be configurable to either allow or prevent multiple direct care workers Visit Will Attachment 7: 107
and/or provider agencies from providiing servicas to a member at the same time. Verification Meet Business
Specifications
Approach
V027 14185 The solution should verify that the agency providing the sarvice has a valid pre-authorization for |Visit Will Attachment 7: 107
each member served on file. Verification Meet Business
Specifications
Approach
vv028 (4186 The solytion should verify that the time of the visit is within the parameters outlined on the prior | Visit Will Attachment 7: 107
authorization and recorded in a format that can be sorted. The format should be YYYY-MM- Verification Meet Business
DDTHH:MM:S5 or equivalent. Specifications
Approach
VW029 | 4202 The solution should have the ability to allow the Department to identify circumstances in which | Visit Will Attachment 7: 107
vigit verification is not necessary. Verification Meet Business
Specifications
Approach
VV030 | 4203 The solution should send real-ime alerts when a visit documented in the prior authorization Visit Wwill Attachment 7: 108
system is not initiated at the scheduled time. Verification Meet Business
Specifications
Approach
VV031 (4195 The sclution should have the ability to account for circumstances in which a visit crosses Visit Wwill Attachment 7: 108
calendar days. Verification Meet Business
Specifications
Approach
V032 | 4205 The solution sheuld accommodate different definitions of pending, late, and missed visits by the |Visit Will Attachment 7: 108
status types as defined by the applicable program and/or waiver service. Verification Meet Business
Specifications
Approach
VV033 4213 The solution should allow a direct care worker and/or provider agancy 1o receive messages Visit Will Attachment 7: 108
indicating a pessible problem with a visit verication. Verification Meet Business
Specifications
Approach
DD0oo1 | 5115 The Vendor should develop and provide to the Department a Logical Data Model (LDM) that Daia Sources, | Will Attachment 8: 130
includes, but is not limited to: Delivery, & Meet Technical
Display
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Specifications
Approach
DD002 { 5118 Data classes Data Sources, [ Will Attachment 8: 130
Delivery, & Mest Technical
Display Specifications
Approach
DD003 | 517 Attributes Data Sources, | Will Aftachrment 8: 130
Delivery, & Meet Technical
Display Specifications
Approach
DDco4 | 5118 Relationships Data Sources, | Will Attachment §: 130
Delivery, & Meet Technical
Display Specifications
Approach
DD0o05 | 5116 Standards Data Sources, | Will Aftachment 8: 130
Delivery, & Meet Technical
Display Specifications
Approach
J00€ | 5121 Other data elements identified by the Department Data Scurces, | Wiil Attachment 8: 130
Delivery, & Meet | Technical
Display Specifications
Approach
DDO07 | 4088 The Vendor should provide a complete list of data elements along with corresponding definitions | Data Sources, [ Will Attachment 8: 130
for reporting purposes, upon request. Delivery, & Meet Technical
Dispiay Specifications
Appreach
DDoos | 4219 The solution should provide real-time access to data entered into the system to provide insight | Data Sources, | Will Attachment 8: 130
for the services being provided and oversee user activity. Delivery, & Meet Technical
Display Specifications
Approach
DDO0Y9 | 4497 The selution should employ enline real-time or batch updates of data between the solution and |Data Sources, | Will Attachment 8: 130
other systems including, but are not limited to, the Medicaid Management Infarmation System Delivery, & Meat Technical
(MM!S) and other third-party Electronic Visit Verification (EVV) systems. Display Specifications
Appreach
DDO01Q | 4513 The solution should have the ability to integrate client data for all programs served by the Data Sources, [ Will Attachment 8: 130
scluticn into the Master Data Management (MDM) platform. Delivery, & Mest Technical
Display Specifications
Approach
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DDO11 | 4585 The solution should allow users 1o extract data, manipulate the exiracted data, and specify the | Data Sources, | Wwill Altachment 8: 130
desired format of the output. Delivery, & Meet Technical
Display Specifications
Approach
DD012 [ 4769 The solution should provide required Federal and Department data sharing including high-speed | Data Sources, | Will Aftachment 8: 130
data transfer functionality to send and receive information. Delivery, & Meet Technical
Display Specifications
Approach
£LO13 | 3897 The solutions rules/procedures should allow for electronic communication between the Dafa Sources, | Will Attachment 8: 130
Department, fiscal/employer agents, and providers. Delivery, & Meet Technical
Display Specifications
Approach
DDO14 [ 5138 The solution should have the ability to store member communications. Data Sources, | Will Aftachment 8: 131
Delivery, & Meet Technical
Display Specifications
Approach
DDO15 [ 4188 The solution should exchange information through interfaces including, but not limited to the Data Sources, | Will Attachment 8: 131
Medicaid Management Infarmation System (MM!S), other Electronic Visit Verification (EVV} Delivery, & Meet | Technical
systems, and others as agreed upon by the Department, Display Specifications
Approach
D018 | 4398 The solution should have the ability to interface with West Virginia's Enterprise Service Bus Data Scurces, | Will Attachment 8: 131
(ESB). Delivery, & Meet Technical
Display Specifications
Approach
DDO17 | 3966 The Vendor should complete, subject to approval by the Department, the inferface with the Data Sources, | Will Attachment 8: 131
Medicaid Management Information System (MMIS). Delivery, & Meet | Technical
Display Specifications
Approach
DD018 | 3967 The solution should be able to receive information in batch and in individual tansactions on a Data Sources, | Will Attachment 8: i31
schedule agreed upon by the Department. Delivery, & Meet. Technical
Display Specifications
Approach
DDo19 | 3964 The sclution shouid have the ability to receive provider, member, and prior authorization data Data Sources, [ Will Attachment 8: 131
from the Medicaid Management Information System {MMIS} at a frequency and format Delivery, & Meet Technical
determined by the Department. Dispiay Specifications
Approach
DDO020 | 3951 The solution's data aggregation component should be able to receive & response transaction in [ Data Sources, | Will Attachment 8: 131
a format that is used by the Medicaid Management Information System {MMIS) for the purpose | Delivery, & Meet Technical
of verifying edits ta claims. Display Specifications
Approach
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DDo21 (4088 The solution should have the ability to apply pre-edit information and serve as a data source for |Data Sources, | Will Aftachment 8: 132
purposes of applying ediis during claims processing. The disposition of the edit including, but Delivery, & Meet Technical
not limited to deny or suspend, should be determined by the Medicaid Management Information Display Specifications
System (MMIS). Approach
DDo022 | 3952 The solution should accept individual and/or batch visit verification inquiries from the Medicaid |Data Sources, | Will Attachment 8: 132
Management Information System (MMIS). Delivery, & Meet Technical
Display Specifications
Approach
DD023 | 4912 Member name Data Sources, | Will Aftachment 8: 132
Delivery, & Mest Technical
Display Specifications
Approach
DD024 | 4913 Billing provider Data Sources, [ Will Attachment 8: 132
Delivery, & Meset Technical
Display Specifications
Approach
DD025 [ 4914 Name Data Sources, | Will Aftachment 8: 132
Delivery, & Meet Technical
Display Specifications
Approach
DD026 | 4915 Date Data Sources, { Will Attachment 8: 132
Delivery, & Meet Technical
Display SpecHications
Approach
DD0z27 4916 Time of service delivery Data Sources, | Will Attachment 8: 132
Delivery, & Meet Technical
Display Specifications
Approach
DDo28 | 3954 The solution should have the ability to provide visit information to the Medicaid Management Data Scurces, | Will Attachment 8: 132
Information System (MMIS) by individual and/or in batch format at the discretion of the Delivery, & Meet | Technical
Department. Display Specifications
Approach
DDo029 | 5150 The solutien should suppert obtaining member efigibility information through the current Data Sources, | Will Attachment 8: 132
Medicaid Management Information System (MMIS) sclution using industry standard data Delivery, & Mesat Technical
interfaces and exchanges as defined by X12N 270/271 transactions. (Reference: Display Specifications
hitp:/Awww. wpc-edi.com/) Approach
CD030 | 5153 The solution should conform to ASC X12 Technical Reports Type 3 (TR3), Version 005010. Data Sources, | Wiil Attachment 8: 132
(Reference: hitp:/fwww.wpc-edi comy) Delivery, & Meet Technical
Display Specifications
Approach
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DD031 | 4475 The solution should generate all forms and notices as necessary. Data Sources, | Will Attachment 8: 132
Delivery, & Meet Technical
Display Specifications
Approach
DDO032 | 4208 The solution should have the ability to schedule alerts and user notifications. Data Sources, | Will Attachment 8: 133
Delivery, & Meet Technical
Display Specifications
Appreach
DDO33 | 4470 The solution should allow printing of blank and completed documents including, but not limited | Data Sources, | Will Attachment 8: 133
to: Celivery, & Meet Technical
Display Specifications
Approach
DD034 | 4935 All forms Data Sources, | Will Attachment 8: 133
Delivery, & Meet Technical
Display Specifications
Approach
DD035 | 4936 All system-generated correspondence Data Sources, | Will Attachment 8: 133
Delivery, & Meet Technical
Display Specifications
Approach
DDO036 | 5104 Reports Data Sources, | Will Attachment 8: 133
Delivery, & Meet Technical
Display Specifications
Approach
DDO37 | 4481 The solution should generate and supply forme in the following methods, including, but not Data Sources, { Wil Attachment 8: 133
limited to: Delivery, & Meet Technical
Display Specifications
Approach
DDO38 (4482 Email Data Sources, | Will Attachment 8: 133
Delivery, & Meet Technical
Display Specificaticns
Approach
DDO03g | 4483 Download from Portat Data Sources, [ Will Attachment 8: 133
Delivery, & Meet Technical
Display Specifications
Approach
DDD40 | 4484 Postal Mail, upon request by the Department Data Sources, | Will Attachment 8: 133
Delivery, & Meet Technical
Display Specffications
Approach
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DD041 | 4480 The solution should allow the ability to modify field attributes on a form as identified by the Data Sources, [ Will Attachment 8: 133
Department via the Change Management Plan. Delivery, & Meet Technical
Display Specifications
Approach
DD042 (4478 The solution should allew updatss to form templates as directed by the Change Management Data Sources, | Will Attachment 8: 133
Plan. Delivery, & Meet Technical
Display Specifications
Approach
DD043 | 4479 The solution should group related correspondence to ensure materials are delivered in a single |Data Sources, | Will Attachment 8: 133
mailing or posted to a portal account. Delivery, & Meet Technical
Display Specifications
Appreach
DO044 4476 The solution should generate the data file containing forms and notices for delivery o the Data Sources, | Will Atftachment 8: 134
printing vendor for monthly distribution and as requested by the Department. Delivery, & Meet Technical
Display Spacifications
Approach
DD045 [ 4487 The solytion should autematically populate information on notices or forms being issued. Data Sources, | Will Aftachment 8: 134
Delivery, & Meet Technical
Display Specifications
Approach
DDO46 | 4420 The solution should generate batch formns. Data Sources, | Will Attachment 8: 134
Delivery, & Meet Technical
Display Specifications
Approach
DD047 | 2493 The solution should save delivered forms to the user's account. Data Sources, | Will Attachment 8: 134
Delivery, & Meet Technical
Display Specifications
Approach
DD048 | 4521 The solution should deliver data files containing all comespondence to the designated printing Data Sources, | Will Attachment 8: 134
entity within 24 hours of the correspondence becoming final according to the Department's Delivery, & Mect Technical
business rules. Display Specifications
Appreach
DD049 4527 The solution should post finalized correspondence to the web portal, according to the Data Sources, | Will Attachment §: 134
Department's business rules. Delivery, & Meet Technical
Display Specifications
Approach
DDO50 | 4535 The solution should have the ability to produce all correspandence in a printer-friendly 8.5" x 11" | Data Sources, | Will Attachment 8: 134
format in landscape or portrajt orientation. Delivery, & Meat Technical
Display Specifications
Approach
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DDO51 4537 The solution should have the ability to automatically save a Portable Document Format (PDF) | Data Sources, | Will Aftachment 8: 134
copy of each final correspondence. Delivery, & Meet Technical
Display Specifications
Approach
DDO52 | 4540 The solution should allow users to choose their preferred method of corespondence including, |Data Sources, [ Will Attachment 8: 134
but not limited to, email, post mail, text, or phone. Delivery, & Meet Technical
Display Specifications
Approach
DDUS3 | 4044 The selution should generate correspondences using pre-defined templates. Oata Sources, | Will Attachment 8: 134
Delivery, & Meet Technical
Display Specifications
Approach
DDO054 {4546 The solution should include automatic system-generated comespondence with output Data Sources, | Will Attachment 8: 134
capabilities including, but not limited to: Delivery, & Meet Technical
Display Specifications
Approach
DDO055 | 4960 Email Data Sources, | Will Attachment 8: 135
Delivery, & Meet Technical
Display Specifications
Approach
DD056 | 4962 Post to user portal account Data Scurces, | Will Attachment 8: 135
Delivery, & Meet Technical
Display Specifications
Approach
DDO057 | 4963 Queue for printing Data Sources, | Will Attachment 8: 135
Delivery, & Meet  { Technical
Display Specifications
Approach
DDO05E 4547 The solution should be able to schedule distribution of correspondence. Data Scurces, | Will Attachment §: 135
Delivery, & Mest | Technical
Display Specifications
Apprcach
DDO5S | 4561 The solution should provide flexible web-based reporting that meets external reporting needs Data Sources, [ Will Attachment 8: 135
and reguirements defined by the Department. Delivery, & Meet Technical
Display Specifications
Approach
DDOG0 | 4085 The solutien should include a standard library of reports that can be generated by any user with | Data Sources, | Will Attachment 3: 135
appropriate access. Delivery, & Meet Technical
Display Specifications
Approach
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DD061 | 4570 The solution should have the ability tc display the number of pages that should be printed Data Sources, [ Will Attachment 8: 135
before the user proceeds with printing a report. Delivery, & Meet Technical
Display Specifications
Approach
D0ROG2 (4574 The solution should have the ability to export reperis directly from the solution into the user- Data Scurces, | Will Attachment 8: 135
specified format including, but not limited to: Delivery, & Meet Technical
Display Specifications
Approach
DD0B3 | 4973 Excel Data Sources, | Will Attachment 8; 135
Delivery, & Meet Technical
Display Specifications
Approach
DD064 | 4974 Word Data Sources, | Will Attachment 8: 135
Delivery, & Meet Technical
Display Specifications
Approach
DD0&5 4975 Hyper Text Markup Language (HTML) Data Scources, | Will Attachment 8: 135
Delivery, & Meet Technical
Display Specifications
Approach
DDoge | 4982 Comma-Separated Value {CSV) Data Sources, | Will Attachment 8: 135
Delivery, & Meet Technical
Display Specifications
Approach
DDO&7 | 4984 Partable Document Format (PDF) Data Sources, | Will Aftachment 8: 135
Delivery, & Meet Technical
Display Specifications
Approach
DDoss (4702 The solution should provide reporting functionality capable of drilling down from summarized Data Sources, | Will Attachment 8: 135
data to detalled data as agreed upon by the Department. Delivery, & Mest Technical
Display Specifications
Approach
DDos2 | 4879 The solution should have an integrated web portal designed to interface, receive, send, and Data Sources, | Will Attachment 8: [36
downlozd specified content and reporting information directly from/ta enfities such as provider | Delivery, & Meet Technical
agencies, EVV Vendors, contractors, and other state and Federal agencies as part of a fully Display Specifications
integrated solufion. Approach
DDO070 | 4815 The solution sheuld contain the following features and capabilities including, butnot limited to: | Data Scurces, | Will Attachment 8: 136
Delivery, & Meet Technical
Display Specifications
Approach
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DDC71 | 4816 Drifl down and look up functionality to minimize re-entry of information acress multiple screens | Data Sources, [ Will Attachment 8: 136
Delivery, & Meet Technical
Display Specifications
Approach
DDO72 | 4817 Multi-tasking and multiple window capability, including split screens Data Sources, | Will Attachment 8: 136
Delivery, & Meet Technical
Display Specifications
Aporoach
DDO73 | 4644 The solution should provide context-sensitive help to users on all screens. Data Sources, | Will Attachment 8: 136
Delivery, & Meet Technical
Display Specifications
Approach
DD074 | 4818 The solution should provide menus that are understandakble by non-technical users and provide |Data Sources, | Will Attachment 8: 136
secure access to all functional areas. Delivery, & Meet Technical
Display Specifications
Approach
DDQ75 | 4859 The scluticn should provide a user interface that allows users to move easily throughout the Data Sources, | Will Attachment 8: 136
system. Delivery, & Meet Technical
Display Specifications
Approach
DDO76 (4539 The solution should have the ability to provide public infermation without requiring authentication | Data Sources, | Will Attachment 8: 138
for the web portal. Delivery, & Meet Technical
Display Specifications
Appreach
DDO77 4862 The solution should provide user interface features and capabilities including, but not limited to: | Data Sources, | Will Attachment 8: 137
Delivery, & Meet Technical
Display Specifications
Approach
DDO78 | 4863 Pull-down menus and window tabs Data Scurces, | Will Attachment 8: 137
Delivery, & Meet Technical
Display Specifications
Approach
DDO079 | 4864 Scalable, true-type screen and printing fonts Data Sources, | Will Attachment 8: 137
Delivery, & Meet Technical
Display Specifications
Approach
DD080 | 4865 Uppercase and lowercase alphabetic characters Data Sources, | Will Attachment 8: 137
Delivery, & Meet Technical
Display Specifications
Approach
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DDO081 | 4866 Ability to tab and mouse-click through data fields and screens Data Sources, | Will Attachment 8: 137
Delivery, & Meet Technical
Display Specifications
Approach
DDO082 | 4868 Consistent theme throughout the site and standardize all headings and footers with index tabs | Data Sources, | Will Aftachment 8: 137
as identified by the Department Delivery, & Meet Technical
Display Specifications
Approach
DDO83 | 4875 Generated messages that are clear and sufficiently descriptive to provide enough information Data Sources, | Will Attachment 8: 137
for preblem correction and be written in full English text Delivery, & Meet Technical
Display Specifications
Approach
DD084 | 4884 The sclution should provide the capability to display confirmation messages for response and Data Sources, | Will Attachment 5: 137
request transactions when interfacing with other systems. Delivery, & Meet Technica!
Display Specifications
Approach
DP085 | 4883 The solution should have the ability to allow users to download or print a copy of completed Data Sources, | Will Attachment 8: 137
submitted forms. Delivery, & Meet | Technical
Display Specifications
Approach
DDO086 | 4347 The solution should have: the ability to perform the following functions including, but notlimited | Data Sources, | Will Attachment B; 137
to: Deiivery, & Meet | Technical
Display Specifications
Approach
DD087 | 4918 Create fiags Data Sources, | Will Attachment 8: 137
Delivery, & Meet Technical
Display Specifications
Approach
DDO8E [ 4619 Send alerts Data Scurces, |Will Attachment 8: 138
Delivery, & Meet Technical
Display Specifications
Approach
DDO08Y 4920 Integration of alerts into the workflow Data Sources, | Will Attachment 8: 138
Delivery, & Meet | Technical
Display Specifications
Approach
DDC90 (4921 Seamlessly integrate the generation of alerts in the warkflow management process to a system {Data Sources, | Will Aftachment 8: 138
user-defined group or individuaj Delivery, & Meet Technical
Display Specifications
Approach
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DQOO01 | 3983 The solution should provide a method fo identify the following: Data Quality | Will Attachment 8: 141
Meet | Technical
Specifications
Approach
DQooz 5049 National Providar Identifier (NP1} Data Quality | Will Attachment B: 141
Meet Technical
Specifications
Approach
DA | 5050 Healthcare Commoen Procedure Coding System (HCPCS) Data Quality | Will Aftachment 8: 141
Meet Technical
Specifications
Approach
DQO04 | 5051 International Statistical Classification of Diseases and Related Health Problems, 10th revision Data Quality }Will Aftachment 8: 141
(ICD-10) and reiated medifiers Meet Technical
Specifications
Approach
DQo0s [ 5136 State-specific codes defined by the Department Data Quality | Will Attachment 8: 141
Meet Technical
Specifications
Approach
DQ00G | 3965 The Vendor should collaborate with the Deparirment to determing how data should be Data Quality | Will Attachment 8: 141
transferred to and from the Medicaid Management Infarmation System (MMIS), including, but Meet Technical
not limited to: Specifications
Approach
DQOOY | 5039 Definition of data elements Data Quality | Will Attachment &: 142
Meet Technical
Specifications
Approach
DQ008 | 5040 Data file formatting Data Quality | Will Attachment 8: 142
Meet Technical
Specifications
Approach
DQoo9 | 5041 Data exchange frequency Data Quality | Will Attachment 8: 142
Meet Technical
Specifications
Approach
DQO10 | 5042 Threshclds for data quality and acceptance Cata Quality | Will Attachment 8: 142
Meet Technical
Specifications
Approach
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DQeG11 | 3953 The solution should allow the Department to review and approve data elements included in Data Quality | Will Aftachment 8: 142
request and response data exchanges prior to Vendar development ar configuration of the Meet Techaical
solution. Specifications
Appreach
DQo12 | 3985 The Vendor should develop, publish, and maintain a system interface standard far external Data Quality | Will Attachment 8: 142
electronic visit verification (EVV) data partners approved by the Department. Mest Technical
Specifications
: Approach
D013 | 4771 The Vendor should ensure that file standardization is supported far data element lengths, field  Data Quality | Will Attachment 8: 142
farmat, and type. Meet Technica)
Specifications
Approach
DQO014 | 4781 The solution should incorporate a methed to view interface files for investigation and further Data Quality | Will Attachment 8: 142
processing. Meet Technical
Specifications
Approach
DQO15 | 4784 The solution should create and retain an audit trail of all interface activity in accordance with the |Data Quality | Will Attachment 8: 142
Department's Data Retention Policy. (Reference:; Meet Technical
https:iftechnology.wv.govISiteCoIIeci‘ionDocumentslPolicies%ZOIssued%ZOby%zothe%ZOCTOI Specifications
2019/PQO1013 DataBackup_Mar2019.pdf Approach
DQ016 | 4498 The solution should make information about data exchange errors and discrepancies available | Data Quality  |'Will Attachment 8: 142
1o the Department and appropriate users monthly. Meet Technical
Specifications
Approach
DQO17 {4511 The Vendor should provide searchable data schemas and data dictionaries for the solution, Data Quality | Will Aftachment 8: 143
Meet Technical
Specifications
Approach
DQO18 [ 4569 The solution should report on both duplicated and unduplicated record counts. Data Quality | Will Attachment 8: 143
Meet Technical
Specifications
Approach
DQ019 | 4588 The solution should use consistent data schemes and version control. Cata Quaiity | will Aftachment 8: 143
Meet Technical
Specifications
Approach
DQO20 | 4765 The salution should have the ability to assure data changes made in one part of the solution Data Quality | will Attachment 8: 143
automatically populate other parts of the system so as to avoid duplicate data entry. Meet Technical
Specifications
Approach
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DQO21 | 4571 The Vendaor should maintain a comprehensive list of all reports, their intended use, and Data Quality | Will Aftachment 8: 143
business area supported. Meet Technical
Specifications
Approach
DQ022 | 4581 The solution should generate a listing of ail standard online reports available, the description of |Data Quality [Will Attachment 8: 143
each report, and a link to the most recent report for role-based report access. Meet Technical
Specifications
Approach
DQ023 | 4587 I'he solution should identify and use consistent report fields. Data Quality | Will Attachment 8: 143
Meet Technical
Specifications
Approach
DQO24 | 4586 The solution should display a consistent format on all reperts. Data Quality | Will Attachment 8: 143
Meet Technical
Specifications
Approach
DQ025 | 4597 The solution should have the ability to categorize and organize reports including, but not fimited | Data Cuality [ Will Attachment 8: 143
to, the following parameters: » Meet Technica|
Specifications
Approach
DQO026 {4990 Source system Data Quaiity | Will Attachment 8: 143
Meet Technical
Specifications
Approach
DQ027 | 4991 Data content Data Quality | Will Attachment 8: 144
Meet Technical
Specifications
Approach
DQOG28 | 4992 Purpcse Data Quality | Will Attachment 8: 144
Meet Technical
Specifications
Approach
DQD29 | 4883 Frequency Data Quality Wil Attachment 8: 144
Meet Technical
Specifications
Approach
DQO30 | 4774 The solution should generate exception reports prior to being submitted to the receiving entity | Data Quality | Will Attachment 8: 144
such as the Medicaid Management Information System (MMIS) or other systems receiving Meet Technical
electronic visit verification (EVV) data to facilitate data correction by the submitting entity Specifications
including, but not limited to the following: Approach
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DQOo31 | 5085 Manual edits Data Quality | Will Aftachment 8: 144
Meet Technical
Specificaticns
Approach
DQO032 | 5096 Error corrections Data Quality |Will Attachment 8: 144
Meet Technical
Specifications
Approach
DQos3 | 5097 Additions to the interface records Data Quality | Will Aftachment 8: 144
Meat Technical
Specifications
Approach
DQIC34 | 4778 The solution should generate error reports at the summary and detail levels that include all data | Data Quality | Will Attachment 8: 144
necessary to resclve errors monthly and as requested by the Department. Meet Technical
Specifications
Approach
DQO035 | 4584 The solution should store reports to allow users the ability to retieve them quickly per the Data Quality | Wili Attachment 8: 144
Depariment’s business rules. Meet Technical
Specifications
Apprcach
DQ038 | 4779 The solution should reioad or resend records if they have not been applied correctly to the Data Quality | Will Attachment B: 145
receiving entity. Meet Technical
Specifications
Approach
DQO037 | 4780 The solution should detect duplicate files or records and isolate them for manual review and Data Quality |'Will Attachment 8: 145
further processing. Meet Technical
Specifications
Approach
DQ038 (4782 The solution should create messages that accurately describe errors received as a result of a Data Quality | Will Attachment 8: 145
data transfer. Meet Technical
Specifications
Approach
DQO39 | 4477 The salution should have the ability to maintain an up-to-date inventory of all forms ulilized and | Data Quality | Will Attachment 8: 145
make this inventory available to the Department upon request. Meet Technical
Specifications
Approach
DQ040 | 4492 The sclution should have the abiiity to identify which fields in forms are required and which are |Data Quality | Will Attachment 3: 143
optional. Meet Technical
Specifications
Approach
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DQo41 | 4530 The solution should have the ability to store the date that a correspondence was delivered for Data Quality | Will Attachment 8: 145
printing in a preferred date formai of MM/DD/YYYY. Meet Technical
Specifications
Approach
DQ0o42 4545 The solution should provide automatic default file naming convention for saved correspondence [Data Quality | Will Attachment 8: 145
as agreed upon with the Department. Meet Technical
Specifications
s Approach
DQC43 | 4553 The solution shoyld categorize and classify types of correspondence as agreed upon with the Data Quality | Will Aftachment 8: 146
Department. Meet Technical
Specifications
Approach
D044 (4710 The sclution should distinguish between, and incorporate, business days, weekends, and state | Data Quafity |Wil! Attachment 8: 146
holidays in all time-related functions in the system. Meet | Technical
Specifications
Approach
DQO4S 4176 The solution should include web-based online help functicnal ity in searchable portable Data Quality | Will Attachment 8: 146
document format (PDF), that includes a searchable database of common problems. Meet Technical
Specifications
Approach
DQ046 (4472 The sclution should set parameters on fields to prevent system users from entering information | Data Quality [ Will Atftachment 8: 146
outside of those parameters. Meet Technical
Specifications
Approach
DQCAT | 4474 The Vendor should praduce all member- and provider-facing content written at no greater than |Data Quality | Will Attachment 8: 146
an eighth grade reading level. Meet Technical
Specifications
Approach
CQ048 (4880 The solution should include email addresses in the authorization table for registration, and email | Data Quality | Will Attachment 8: 146
addresses should be kept confidential and only used for official Department business. Meet Technical
Specifications
Apprcach
IN0O1 | 4759 The solution should have the ability to support various current technelogies for data interchange |Hardware and | Will Attachment §: 147
and electronic visit verification (EVV} data submission and verification including, but not limited [ Infrastructure | Meet Technical
to, web portal, application interface, telephony, quick respense (QR) codes, and automated Specifications
location verification. Approach
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INGD2 | 4763 The Vendor should utilize open architecture standards and scalability to promote integration Hardware and | Will Aftachment 8: 147
throughout the West Virginia technology enterprise. Infrastructure |Meet Technical
Specifications
Approach
INDD3 | 4758 The solution should be fiaxible and readily adaptable to changing Department and federal Hardware and [ Will Atlachment 8: 148
requirements and as requested by the Department. Infrastructure |Meet | Technical
Specifications
Approach
INOO3A | 5257 The solution sheuld address the disruption or limited availability of network connectivity, Hardware and | Will Attachment 8: 148
telepheny, and/or cell coverage at the visit site by providing members and providers more than  |Infrastructure |Mest Technical
one method to send and receive electronic visit verification (EVV) data. Specifications
Appreach
INOD3B | 5298 The solution should have the ability to capture and retain electronic visit verfication (EVV)data |Hardware and | Will Attachment 8: 148
gathered whan the transmission services are offline for any reason af the visit site and to send | Infrastructure | Meet Technical
or receive queued system data when services are restored, Specifications
Approach
INCO4 | 4725 The solution should provide archival and purge processes that do not degrade performance or  |Hardware and | Will Attachment 8: 148
interrupt the system. Infrastructure | Meet Technical
Specifications
Approach
INODS | 4748 The solution should allow centralized deployment of system updates and system maintenance. |Hardware and [Will Attachment 8: 148
Infrastructure | Meet Technical
Specifications
Appreach
INODE | 4688 The solution should provide werldiow functionality that supports a variety of mechanisms to Hardware and | Will Attachment 8: 148
initiate, execute, suspend, or terminate workfiows including, but not limited to: Infrastructure | Meet Technical
Specifications
Approach
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INQO7 | 5090 Cemmunication events {email, document upload, form submissions, or phone) Hardware and | Will Attachment 8: 148
Infrastructure | Meet Technical
Specifications
Approach
INCOB | 5081 System-generated events Hardware and | Will Attachment 8: 149
Infrastructure | Meet Technical
Specifications
Approach
INQDS | 5092 User-triggered events Hardware and | Will Aftachment 8: 149
Infrastructure | Mest Technical
Specifications
Approach
INO10 | 5093 Exception-processing events Hardware and | Wili Attachment B: 149
Infrastructure | Meet Technical
Specifications
Approach
INO11 | 4673 The sclution should include definition and modeling of workflow processes and their conslituent | Hardware and | Will Attachment 8: 149
activities. Infrastructure | Meet Technical
Specifications
Approach
INO12 | 4529 The solution should have the ability o facilitate mass email nofifications. Hardware and | Will Attachment 8: 149
Infrastructure | Meet Technical
Specifications
Approach
INO13 [ 4533 The sclution should have the ability to reissue and track any correspondence or form as Hardware and | will Aftachment 8: 149
requested by the Department. Infrastructure | Meet Technical
Specifications
Approach
INO14 ] 4565 The solution should have the ability to schedule any report to be run at varying levels of Hardware and | Will Attachment 8: 148
frequency ar on-demand. Infrastructure | Meet Technical
Specifications
Approach
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INO15 | 4576 The solution should provide integrated print capability within the application for any report. Hardware and [ Will Attachrnent 8: 149
Infrastructure | Meet Technical
Specifications
Approach
INO16§ | 4000 The solution should have the ability to notify users of system maintenance and other information Hardware and | Will Attachment 8: 149
approved to be distributed by the Department. Infrastructure | Meet Technical
Specifications
Approach
INO17 | 4400 The Vendor should manage, track, and report on user support services via multiple channels, Hardware and | will Attachment 8: 149
including: Infrastructure | Meet Technical
Specifications
Approach
INO18 {4401 Telephone Hardware and | Will Attachment 8: 150
Infrastructure | Meet Technical
Specifications
Approach
1019 {4402 Member portal Hardware and | Wilt Aftachment 8: 150
Infrastructure | Meet Technical
Specifications
Approach
INO20 | 4403 Emait Hardware and | Will Attachment 8: 150
Infrastructure | Meet Technical
Specifications
Approach
INOZ1 (4404 Mail Hardware and | Will Attachment 8: 158
Infrastructure | Meet Technical
Specifications
Approach
INO22 | 5215 The Vendaor should provide investigative results inclusive of mitigation measures to addrass Hardware and | Will Attachment 8: 150
reparted incidents within 30 days of the decumented incident. Infrastructure | Mect Technical
Specifications
Approach
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INO23 | 4177 The Vendor shauld support provider compliance through direct assistance, coaching, technical | Hardware and | Will Attachment 8: 150
assistance, and other active outreach activities as requested by the Department. Infrastructure | Meet Technical
Specifications
Approach
INC24 |3998 The solution should provide users a description of the minimum hardware and software Hardware and | Will Attachment 8: 150
requirements, installation, maintenance, and enhancement of software based on role and Infrastructure |Meet Technical
sysfem requirements prior to system updates. Specifications
Appreach
INO25 | 4489 The solution should allow users to schedule and modify system events as requested by the Hardware and | Will Attachment B: 150
Department. Infrastructure | Meet Technical
Specifications
Approach
INO26 | 4408 The Vender should provide a technical support call center located within the contiguous United | Hardware and | Will Attachment 8: 150
States. Infrastructure |Mest | Technical
Specifications
Approach
1027 | 4450 The solution should document call infarmation, as agreed upon by the Depariment. Hardware and | Will Attachment 8: 150
Infrastructure |Meet Technical
Specifications
Approach
INOZ28 | 4410 The technical support call center hours of cperation sheuld be Monday through Friday, from Hardware and | Will Attachment 8: 150
9:00 a.m. to 6:00 p.m. Eastern Time (ET) and on an emergency basis as requested by the Infrastructure |Meet Technical
Department. The call center may be closed for standard federal holidays and West Virginia Specifications
State holidays, Approach
ING29 (4412 The Vendor should return all after-hour calls by the next business day, in the caller's preferred | Hardware and | Will Attachment 8: 150
language and/er through oral interpretation services. (Reference: hitps:/Awww.hhs.govicivil- Infrastructure | Meet Technical
rights/for-individuals/section-1557 translated-resources/index. html Specifications
Approach
INO30 | 4415 The Vendor should provide functicnality to manage calls to the Technical Cail Center including, |Hardware and | Will Attachment 8: 151
but not limited to: Infrastructure | Meest Technical
Specifications
Approach
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INO31 | 4922 Creation of tickets Hardware and | Will Attachrnent 8: 151
Infrastructure |Meet Technical
Specifications
Approach
INO32 |4923 Editing existing tickets Hardware and | Will Attachment 8: 151
Infrastructure | Meet Technical
Specifications
Appreach
IND33 | 4924 Sorting of call center ticket information Hardware and | Will Attachment §: 151
Infrastructure | Meet Technical
Specifications
Approach
INO34 | 4925 Filtering of call center tickets or electronic records Hardware and | Will Attachment 8: 151
Infrastructure | Meet Tecknical
Specifications
Approach
INO3S 4416 The Veendor's Technical Call Center should have the ability to track data including, but not Hardware and | Will Attachment 8: 151
limited {o: Infrastructure | Meet Technical
Specifications
Approach
IN036 | 4417 The caller Hardware and | Will Attachment 8: I51
Infrastructure | Meet Technical
Specifications
Appreach
INO37 | 4418 The question{s) and/or issua(s) Hardware and | Will Attachment &: 151
Infrastructure  [Meet Technical
Specifications
Approach
IND38 [4418 The Vendor staff responding fo the ticket Hardware and | Will Attachment 8: 151
Infrastructure |Meet Technical
Specifications
Approach
INO3G (4420 The date(s) Hardware and | Will Aftachment 8: 151
Infrastructure | Meet Technical
Specifications
Approach
INO4O | 4421 The time(s) Hardware and | Will Attachment 8: 151
Infrastructure | Meet Technical
Specifications

Appreach




INO41 4422 The status {opened or closed) Hardware and | Will Aftachrment 8: 151
Infrastructure | Meet Technical
Specifications
Approach
IN042 |5217 Problem rescluticn Hardware and [ will Attachment 8: 151
Infrastructure | Meet Technical
Specifications
Approach
INC43 [ 4431 The Vendor's Technical Call Center shou!d have the ability to repeat call oplions automnatically. {Hardware and | Will Attachment 8: I51
Infrasfructure [Meet Technical
Specifications
Approach
INO44 | 4437 The Vendor should maintain sufficient staff and telephone lines to perform all required technical |Hardware and | Will Attachment 8: 151
support call center functions. Infrastructure | Meet Technical
Specifications
Approach
INO45 | 4793 The solution should use automated menus, including an easily accessible option for reaching a |Hardware and | Will Attachment 8: 152
live: operator. Infrastructure | Meet Technical
Specifications
Appreach
INO4B | 4901 The sclution sheuld provide assistance to inquiries received from persons who require special Hardware and | Will Attachment 8: 152
assistance including, but not limited to: Infrastructure | Meet Technical
Specifications
Approach
INO47 | 5031 Persons with Limited English Proficiency (LEP) Hardware and | Will Attachment 8: 152
Infrastructure |Meet Technical
Specifications
Approach
INO48 | 5032 Persons with vision disabilities Hardware and | Will Attachment 8: 152
Infrastructure | Meet Technical
Specifications
Approach
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IND49 {5033 Persons with hearing disabilities Hardware and | Will Attachment 8: 152
Infrastructure |Meet Technical
Specifications
Approach
INOS0 | 5034 Persons with speech disabilities Hardware and | Will Attachment 8: 152
Infrastructure | Meet Technical
Specifications
Approach
INO51 | 4885 The solution should include an online option for users to report any technical problems. Hardware and | Will Attachment 8: 152
Infrastructure | Meet Technical
Specifications
Appreach
INO52 [ 5190 The Vender should ensure the solution components that are web based have cross-browser Hardware and | Will Attachment 8: 152
compatibility over the life of the contract and support software utilization in the curent version Infrastructure | Meet Technical
and two {2) prior versions at a minimum for the following browsers including, but not limited to: Specifications
Approach
INO53 | 5191 Microsoft Edge Hardware and | Will Aftachment 8: 152
Infrastructure | Meet Technical
Specifications
Approach
INO54 | 5192 Apple Safari Hardware and | Will Attachment 8: 152
Infrastructure | Meet Technical
Specifications
Approach
IN055 | 5193 Google Chrome Hardware and | Will Attachment 8: 152
Infrastructure | Meet Technical
Specifications
Approach
INO56 [ 5194 Mozilla Firefox Harcware and | ‘Wil Attachment 8: 152
Infrastructure | Meet Technical
Specifications
Approach
INO57 [ 5195 Microsoft Internet Explorer Hardware and | Will Attachment 8: 153
Infrastructure |Meet Technical
Specifications
Approach
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INQ58 | 4819 The solution should incorperate a non-restrictive environment for experienced users {0 directly  |Hardware and [Will Attachment 8: 153
access a screen or to move from one screen to ancther without reverting to the menu structure. |Infrastructure | Meet Technical
Specifications
Approach
INO5% | 4820 The solution should generate drop-down lists to identify options available, vaiid vaiues, and Hardware and | Will Attachment 8: 153
code descriptions by screen field. Infrastructure (Mset | Technical
Specifications
Apprecach
INOBO | 4835 The Vendor should provide web applications that satisfy the Priority 1 Checkpoints from the Hardware and | Will Attachiment §: 153
Web Content Accessibility Guidelines 1.0 developed by the World Wide Web Consortium Infrastructure | Meet Technical
(W3C), as detailed at: http:/fwww.w3.0rg/TRAWCAG10/ull-checklist htm). Specifications
Approach
INOB1 | 4838 The solution should have the abiiity to include secure and public facing tabs for the web portal. |Hardware and [ Wil Attachment 8: 153
Infrastructure |Meet Technical
Specifications
Approach
ING62 | 4845 The solution should have the ability to utilize an authentication process to handie multiple layers | Hardware and | Will Attachment 8; 153
of security levels as requested by the Department. Infrastructure | Meet Technical
Specifications
Approach
INOE3 {4853 The solution should have the ability to provide self-service password resets and mask the Hardware and | Will Altachment 8: 153
display of passwords at the sign-on screen when the user enters the portal. Infrastructure | Meet Technical
Specifications
Approach
IND64 | 4854 The sclution should have the ability to mask the display of passwards at the sign-on screen Hardware and | Will Attachment 8: 53
when entered by the user. Infrastructure | Meet Technical
Specifications
Approach
INO65 | 4882 The Vendor should ensure that web partal field definitiens comply with system field definitions. |Hardware and | Will Attachment 8: 153
Infrastructure | Meet Technical
Specifications
Approach
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INOGE | 4833 The Vendor should, for the web portal, provide Internet security functionality to include firewalls, | Hardware and | Will Attachment 8: 154
intrusion detection, and encrypted network/secure socket fayer (SSL). Infrastructure |Meet Technical
Specifications
Approach
INOG6Y | 5610 The Vendor should provide and maintain a secure data storage solution that includes encryption | Hardware and | Will Attachment 8: 154
of data in transit and encryption of data at rest. Infrastructure | Meet Technical
Specifications
Appreach
SMOQ1 | 4230 The solution should authenticate all users when establishing a connection to the solution. Security will Attachment 8: 156
Management |Meet Technical
Specifications
Approach
SMo0z | 3972 The solution should have the ability to automatically generate a unique user identification during | Security Will Attachment 8: 136
the registration process for new users enrolling in the program. Management |Meet Technical
Specifications
Appreach
A003 [ 3975 The solution should have the ability to assign a new unique user identfier (ID} for an existing Security Will Attachment 8: 156
user. Management |Meet | Technical
Specifications
Approach
SMo04 | 4772 The solution sheuld use a secure file fransfer protocal (i.e. SFTP, etc.), secure web interface, or | Security Will Attachment 8: 156
other industry-standard electronic means (such as Gentran, Connect: Direct, or equivalent) or | Management |Mest Technical
encrypted madia to transfer files as approved by the Department. Specifications
Approach
SMOOS | 4224 The solution should warn the user about accessing US Government Federally protecied data Security will Aftachment 8: 157
and ailow the user to confirn and proceed with such actions. Management |Meet |Technical
Specifications
Approach
SM006 | 4244 The Vendor should provide a secure web-based method 1o receive requests for authorization to Security Wwill Attachment 8: 157
access the solution. Management |Meet Technical
Specifications
Approach
SMOOT | 4246 The Vendor should provide Single Sign-On (SSO) capability for authentication and authorization Security Wili Attachment 8: 157
across the solution. Management [Meet [Technical
Specifications
Approach
SM008 | 4254 The soiution should provide Department-approved multi-factor authenticafion for Vendor remote Security Will Attachment 8: 157
access to solution environment or their confractors, if applicable. Management | Meet Technical
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Specifications
Apprecach
SMO09 | 3877 The solution should use role-based access for data and system functionality. Security Wwill Attachment 8: 157
Management |Meet Technical
Specifications
Appraach
SMO10 | 3978 The sclution should have configurable roles by state plan and waiver program that may be Security Wwill Attachment 8: 157
created and modified by the Department through a change request as cutlined in the Management |Meet Technical
Department approved Change Management Plan. Specifications
Appreach
SMO11 {3983 The solution should have the ability to record specific access by users to confidential personal | Security will Attachment 8: 157
information (CPI) contained within the solution. The mechanism should record the following data | Management |Meet | Technical
elements and allow a role-based user to search this log for matching criteria to discem what Specifications
was aceessed including, but not limited to: Approach
SMO012 | 5043 User name Security will Attschment 8: 157
Management |Meeat Technical
Specifications
Appreach
1013 | 5044 Date of access Security Will Attachment 8: 157
Management |Meet Technical
Specifications
Approach
SMQ14 | 5045 Time of access Security Will Aftachment 8: 157
Management |Mest Technical
Specifications
Approach
SMO1E | 5046 Name of Individual (First and Last} whose confidential perscnal informaticn (CPl} was accessed | Security Will Attachment &: 158
Management |Meet | Technical
Specifications
Approach
SMO16 | 5047 Name of computer system used to access confidential persenal information (CPI) Security Will Attachment 8: 158
Management |Meet Technical
Specifications
Approach
SM017 | 5048 Query/Transaction used Security will Attachment 8: 158
Management |Meet Technical
Specifications
Approach
SMO18 | 4082 The solution should provide users role-based access to reporting functionality. Security Will Attachment 8: 158
Management |Meet | Technical
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Specifications
Approach
SMo18 | 5218 The soiution should allow correspondence to be viewed based on role based access. Security Wwill Attachment 8: 158
Management |Meet Technical
Specifications
Approach
SM0OZ20 | 4664 The solution should allow authorized users to remove view or edit access rights to any data Security will Altachment 8; 158
fields or data elements within the solufion based on user role. Management |Meet | Technical
Specifications
Approach
SM021 | 4229 The solution should provide role-based security through varicus methods, including, but not Security Will Attachment 8: 158
limited to: Management |Meet Technical
Specifications
Apprcach
SMo22 | 5052 Unigue identifiers (IDs) Security Will Attachment 8: 158
Management | Moot Technical
Specifications
Approach
A023 | 5053 Mandatory password standards and policies for length, character requirements, and updates for | Sacyrity Will Attachment 8: 158
all users as defined within National Institute of Standards and Technology (NIST) 800-63-3: Management |Mest Techrical
Digital fdentity Guidelines, or equivalent. https://doi.org/10.6028/NIST.SP.800-63-3 Specifications
Appreach
SMO024 | 5054 Profile or group access assignments Security will Attachment 8: 159
Management |Most Technical
Specifications
Approach
SMo25 (4235 The sclution should provide a mechanism to limit access te information based on user roles and Security Wwill Attachment 8: 139
program rules. Management |Meet Technical
Specifications
Approach
SMO26 (4236 The solution should provide role-based access to all system compenents and control access Security Wwill Attachment 8: 159
through various methods, inciuding, but not limited to: Management |Meet Technical
Specifications
Approach
SMO027 | 5055 Blocking specific window or screen access Security Wwill Attachment 8: 159
Management |Mest Technical
Specifications
Approach
SMO28 | 5056 Blocking specific report views or analylics Security Will Attachment 8: 159
Management |Meet Technical
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Specifications
Approach
SMO029 | 5057 Restrict data elements Security Wwill Attachment 8: 159
Management |Meet Technical
Specifications
Appreach
SMD30 | 5058 Restrict viewing of specific members Security Will Attachment 8: 159
Management |Meet Technical
Specifications
Approach
SMO31 | 5059 Limit access to other fields within the system as determined by the Department Security Will Attachment 8: 159
Management |Meet Technica
Specifications
Approach
SM032 | 4237 The solution should update all security roles automatically when a change in the master role is Security Will Attachment 8: 159
made. Management |Meet Technical
Specifications
Approach
033 (4238 The solutien should allow user access and role changes tc be made in real-tme. Security Wil Attachment 8: 159
Management |Meet Technical
Specifications
Approach
SM034 | 4240 The solution should have the ability to restrict concurrent logons. Security will Attachment 8: 159
Management |Meet Technical
Specifications
Approach
SMD35 | 5167 The solution should have the ability o configure the timeout requirements for each system Security Will Attachment 8: 159
environment and user role. Management |Meet | Technical
Specifications
Approach
SMO036 | 4204 The solution should have the ability to create multi-tevel escalating alerts for Department- Sacurity will Attachment 8: 159
defined events. Management |Meet | Technical
Specifications
Approach
SM037 | 4207 The sclution should identify the recipients of alerts by alert type and user role. Security Will Attachment 8: 160
Management [Meet Technical
Specifications
Approach

271

0 Thenn) Servitied 2003
b

TR ST RS T S B ET L ABEcR0M oAt pogn Ses TN TEET AL 01
Wiamtary G el TRE-2E00 LiSia, Phone {05 590-ThS




SM038 [ 3990 The solution should have the ability to allow the Department to define which edits and rules may | Security will Attachment 8: 160
be overridden within the solution by the direct care worker or provider agency and how the Management |[Meet Technical
sclution wiil respond with warnings, alerts, or denials of the requested user action. Specifications
Approach
SM039 | 4319 The solution should ufilize a Security Information and Event Management (SIEM) solution that | Security Will Attachment 8: 160
generates alerts for events. Copies will be made available to the Department, in¢luding, but not |Management |Mest Technical
limited to: Specifications
- Approach
SMO040 [ 5080 Alert generation for attempts to access unauthorized databases from internal and external Security Will Attachment 8: 160
systems Management |Meat Technical
Specifications
Approach
5MO041 | 5061 Monitoring and reporting of events on an ongoing basis Security Will Attachment 8: 164
Management |Meet Technical
Specifications
Apprecach
SM042 | 5156 The Vendar should provide a report cutlining applicable National Institute of Standards and Security Wwill Attachment 8: 150
Technalogy (NIST) SP 800-53 mederate security control responsibilities {referance: Management |Meet Technical
https:nvipu bs.nistgovfnistpubs!SpecialPublicationslNlST.SP.800-53r4.pdf) nofing which Specifications
security controls are implemented and/or inherited by the Vender, implemented by the Approach
Department, or shared by beth parties. This report shouid be maintained by the Vendor and
outline the following information, including, but not limited to:
SM043 | 5157 Non-compliant and required security and privacy controls Security Will Attachment 3: 160
Management | Meet Technical
Specifications
Approach
SMC44 | 5158 Applied mitigations Security Will Attachment 8: 160
Management | Meet Technical
Specifications
Approach
5Mo45 [ 5159 Plan to correct deficiencies Security Will Attachment 8: 160
Management | Meet Technical
Specifications
Approach
SM046 | 4572 The solution should maintain a list of users and owners of each stored report. Security Will Attachment 8: 160
Management | Meet Technical
Specifications
Appreach
SMO047 | 4573 The solution should retain and maintain access to reports as specified by the Department's Security Will Aftachment 8: 161
Retention Policy. (Reference: Management | Meet Technical
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https:/Aechnology.wv.gov/SiteCollection Dacuments/Policies%20lssued%20by%20tha%20C TO! Specifications
2019/PO1013_DataBackup_Mar201%.pdf) Approach
5MO048 | 4568 The solution should aflow, initially, up to fifteen (15) State users to create ad hoc reports. Security will Attachment 8: 161
Additional users should be added at no additional cost to the State. Management |Meet Technical
Specifications
Approach
SMO49 | 4590 The solution should track and store detailed information regarding all reparting requests, Security Wwill Attachment 8: 161
including, but not limited to: Management |Meet | Technical
.| Bpecifications
Approach
SMO50 | 4551 Who requested the information Security Will Attachment 8: 161
Management |Meet Technical
Specifications
Approach
SMO051 | 4592 Date of request Security Wwill Attachment 8: 161
Management |Meet Technical
Specifications
Approach
N0&2 | 4593 Time of request Security Will Attachment 8: 161
Management |Meet Technical
Specifications
Approach
SMO53 | 4594 What data the report included Security will Attachment 8: 161
Management |Meet Technical
Specifications
Approach
SMOE4 | 4595 Report storage upon completion Security Will Attachment 8: 161
Management |Meet Technical
Specifications
Approach
SMO055 | 4757 The sclution should generate a periodic report of upcoming user account terminations on a Security Will Attachment 8: 161
schedule approved by the Depariment. Management |Meet Technical
Specifications
Approach
SMos6 | 4801 The solution should maintain a record of all Integrated Eligibility Selution (IES) member Security Wil Attachment 8: 161
information accessed. Management {Meet Technical
Specifications
Apprcach
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SMO57 | 4802 The solution should maintain a record, ineluding an audit trall, of all manually entered data Security Will Attachment 8: 161
queries by user, communications, and report distributions. Managemerit |Meet Technical
Specifications
Approach
SMO58 | 5275 The Vendor should supply, on an annual basis, a report of the results of all security, privacy, Security Will Attachment 8: 161
and risk assessments, including all tools used, and an action plan detailing the approach for Management |Meet Technical
remediation of security risk vulnerabilities. Data and testing results, including reperts, should be Specifications
retained for 10 years per CMS guidelines. Approach
SMOS9 | 4228 The solution should log manual cverrides and report on them at timed intervals determined by |Security Will Attachment 8: 162
the Department. Management |Meet | Technical
Specifications
Approach
SMOB0 | 4249 The solution should create a log of access attempts and generate a monthly user lock out report | Security Will Attachment 8: 162
to the Vendor's security management team and to the Department, upon request. Managementi |Meet Technical
Specifications
Approach
SMOB1 [ 4281 The solution should have the ability to provide authorized requestors a report containing the Sacurity Will Attachment 8: 162
security profile for an individual or role. Management |Meet Technical
Specifications
Appreach
SMO62 { 4300 The solution should monitor, detect, and report impenmissible use or disclosura under the Security Will Attachment 8: 162
Privacy Rule that compromises the security or privacy of the protected health information. Management [Meet Technical
Specifications
Approach
SM063 | 4301 The Vendor should conduct annual penetration testing of the solution and provide results to the Security Will Attachment 8: 162
Department within 30 days of completion. Management |Meet Technical
Specifications
Approach
SMoB4 4303 The Vendor should provide all incident reporting to the Depariment immediately upon discovery |Security Wiil Attachment 8: 162
per Department guidelines. Management |Meet Technical
Specifications
Approach
SMOBS | 4469 The solution sheuld be able to redact information contained in any form, correspondence, or Security Will Attachment 8: 162
report and save the redacted version as a new file. Management |Not Technical
Meet Specifications
Approach
SMO0S6 | 4488 The sclution should allow users to override and change pre-populated information in forms, Security Will Attachment 8: 162
when appropriate. Management |Meet Technical
Specifications
Approach
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SMOG7 | 4524 The solution sheuld maintain an inventory and store all system-generated correspondence Security Will Attachment 8: 162
based on Bureau for Medical Services' (BMS) Retenticn Palicy {Reference: Management |Meet Technical
https:/itechnology.wy. gov/SiteCollectionDocuments/Policies%20lssued %20by % 20the%20CTO/ Specifications
2019/P01013_DataBackup_Mar2019.pdf) Approach
SMO68 | 4722 The solution should ensure that data, including hard copy documents, are refained, stored, Security Will Attachment 8: 163
imaged, archived, and protected from destruction. All data should be available according to Management |Meet Technical
Departntent and federal requirements, and in accordance with the Department's Data Retention Specifications
Policy (Reference: Approach
hitps:/ftechnclogy.wv.gov/SiteCollection Documents/Policies%20Issued%20by%20the%20CTO/
2019/P0O1013_DataBackup Mar2019.pdh
SMO06S | 4723 The Vendor should ensure that hard copy documents are retained, storad, imaged, archived, Security Wil Attachment 8: 163
and destroyed in accordance with applicable federal requirements and in accordance with the | Management | Meet Technical
Department's Data Retention Policy (Reference: Specifications
https:/ftechnology.wv.goviSiteCollection Documents/Policies%201ssued%20by %20the%20C TO/ Approach
2019/PO1013_DataBackup_Mar2018.pdf)
SMOT0 | 4560 The selution should prevent certain decisions and fields from having the ability to be overridden | Security Will Attachment 8: 163
by users. Management | Meet Technical
Specifications
Approach
M071 | 4837 The Vendor should ensure that information captured via the web peortal meets the relevant data | Security Will Attachment 8: 163
management specifications, including, but not limited fo, access, inguiry, update, retention, and |Management |bMeet Technical
archival. Specifications
Appreach
SMO72 | 4844 The solution should have the ability to display and require the user to accept web-site terms of | Security Will Attachment 8: 163
agreement when entering the web portal. Management |Meet Technical
Specifications
Approach
SMO73 | 4848 The solution should have the ability to establish user access to predefined Department levels Security will Aftachment 8: 163
including, but not limited to: Management |Meet | Technical
Specifications
Approach
SMO74 | 5016 Page level Security Wwill Attachment 8: 163
Management |Meet Technical
Specifications
Approach
SMO75 | 5017 Field level Security will Attachment 8: 163
Management |Meet Technical
Specificaticns
Approach
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SMOY6 | 5018 Data element level Securily Will Aftachment 8: 163
Management | Meet Technical
Specifications
Approach
SMO7Y7 | 4847 The Vendor should provide a public facing website that provides access to 2 secure portal Security will Attachment 8: 163
including, but not limited to: Management |Meet Technical
Specifications
Approach
SMO78 | 4848 Instructions on how to use the secure site Security Will Attachment 8: 164
Management |Meet |Technical
Specifications
Approach
SMo79 [ 4849 Site map Security Will Attachment 8: 164
Managemant |Meet Technical
Specifications
Approach
SMOB0 | 4850 Contact information Security Will Attachment 8: 164
Management |Mest Technical
Specifications
Approach
SMOB1 | 4851 The solution should have the ability to send users their initial auto-generated password via email | Sscurity Wwill Attachment 8. 164
and require that they change their password upan their next sign-on. Management |Meet Technical
Specifications
Approach
SMO82 | 4856 The solution sheuld have the ability to require qualifying information to access system records Security Will Aftachment 8: 164
via the web portal including, but nat limited to: Management |Meet Techrical
Specifications
Appreoach
SMO083 | 5021 Provider number Security Will Attachment 8: 164
Management | Meet Technical
Specifications
Approach
SMo84 | 5022 Prior authorizaticn number Security Wwill Aftechment 8: 164
Management [Meet Technical
Specifications
Approach
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SMOEB5 | 5023 Medicaid ID number Security Wwill Attachment 8: 164
Management |Meet Technical
Specifications
Approach
SMO86 | 5024 Date of service Security Will Attachment 8: 164
Management |Meet Technical
Specifications
Approach
SMO87 | 5025 Claim number Security Will Aftachment 8: 164
Management |Meet Technical
Specifications
Approach
SMO08B | 4755 The solution should allow & system administrator to reset user passwords. Security will Attachment 8: 164
Management |Meet Technical
Specifications
Approach
<MOBS | 4756 The salution should affow users to change their passwords on demand. Security Wil Attachment 8: 165
Management |Meet Technical
Specifications
Approach
SM090 | 4852 The soiution should have the ability to set and adjust password expiration dates. Security Wwill Attachment 8: 165
Management |Meet Technical
Specifications
Approach
SMog1 | 5228 The solution should have the ability to warn the user that the Caps Lock is on when entering Security will Attachment 8: 163
sign-on passwords. Management |Meet Technical
Specifications
Approach
S5M0%2 | 4231 The Vendor should establish an expiration schadule for system component required passwords | Security Wwill Attachment 8: 165
to minimize system or user disruption. Management |Meet Technical
Specifications
Appreach
SM093 | 4232 The solution should store passwords in encrypted form. The Advanced Encryption Standard Security Wil Attachment 8: 165
(AES) 258-bit standard or equivalent should be used. (Reference: Management |Meet Technical
https://invipubs.nist.gov/nistpubs/FIPS/NIST.FIPS. 197 .pdf} Specifications
Approach
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SMO094 | 4234 The solution should enforce password palicies for length, character requirements, and updates Security Will Attachment 8: 165
for all users as agreed upon by the Deparment Management |Meet Technical
Specifications
Approach
SM09s5 | 4241 The selution should allow self-service password resets. Security Wwill Attachment 8; 165
Management |Meet Technical
Specifications
Approach
SMO96 | 4243 The soluticn should send system-generated email notifications of password change events and | Security Will Attachment 8: 165
expiration warnings at Department approved intervals. Management |Meet Technical
Specifications
Approach
SM097 | 4242 The Vendor should deactivate all system access for users immediately upon notification of Security will Attachment 8: 166
termination, depariure, or reassignment. Management |Meet Technical
Specifications
Approach
SM098 | 4248 The sclution should have the ability to Jock out a user after a pre-determined number of Security Wilt Altachment &: 166
unsuccessful login attempts. Management |Meet Technical
Specifications
Approach
SM098 (4251 The solution should automatically suspend ali users who have not accessed the solution within | Security will Aftachment 8: 166
a specified pericd of time as requested by the Department. Management |Meet Technical
Specifications
Appreach
SM100 | 5166 The solution should have the ability to close accounts that have been suspended more than a Security Will Attachment 8: 166
predetermined number of days as requested by the Department. Management |Meet Technical
Specifications
Approach
SM101 | 4252 The soluticn should have the ability to terminate authorized sessions after predetermined time | Security Will Attachment 8: 166
period of inactivity, as requested by the Department, after a warning message is displayed to Management |Meet Technical
the user informing them that the session will terminate in an identified period of time. Specifications
Approach
SM102 [ 4749 The solution should provide three types of controls to maintain the integrity, availability, and Security Wwill Attachment 8: 166
confidentiality of protected health information (PH!) data containad within the system. These Management | Moot Technical
controls should be in place at all appropriate points of processing as follows: Specifications
Approach
SM103 | 47580 Preventive Controls: Centrols designed to prevent errors and unauthorized events from Security Will Attachment 8: 166
oceurring Management |Meet Technical
278
C THlepSernes 2000 - 20280 LEA e VIR MR IaTn IR

Wit [0 A




Specifications

: Approach
SM104 [ 4751 Detective Controls: Controis designed to identify errors and unauthorized transactions that have | Security Wikl Attachment 8: 166
ocecurred in the system, Management |Meet Technical
Specifications
Approach
SM105 | 4752 Corrective Controls: Controls designed to ensure that the problems identified by the detective Security Will Attachment &: 166
controls are corected. Management |Meet Technical
Specifications
Approach
SM106 | 4250 Upon login, the solution should inform users of privacy policy, including the Togging of users' Security Will Aftachment 8: 167
access attempts to personally identifiable information {Pll) and/or protected health information | Management | Meet Technical
(PHI) and other actions taken within the application that are subject to privacy reporting and Specifications
disclosure notification, Including the legal sanctions imposed for improper disclosure and use to Approach
be approved by the Department.
SM107 | 4295 The Vender should deliver reporting on all unautherized disclosures of perscnally identifiable Security Will Attachment 8: 167
information (PIl) andfor pretected health informaticn (PHI) immediately upon discovery. Management |Meet Technical
Specifications
Approach
SM108 | 4296 The Vendor should perform data mapping to identify confidential data and Protected Health Security Will Attachment &: 167
Information (PHI) contained in the system, the flow of that data through the system, and where  |Management | Meet Technical
that data resides. Specifications
Approach
SM109 | 4258 The Vendor staff should adhere to all Department security requirements when on-site at Security Will Attachment 8: 167
Department facilities and as required by the facility's security requirements. Management |Meet Technical
Specifications
Appreach
SM110 | 4262 The Vender should protect the Vendor's data center location(s) against intrusion at all times and | Security Will Attachment 8: 167
maintain a surveiiance alarm system that is linked to a manned menitoring center. Management |Meet Technical
SpecHications
Approach
SM111 | 4263 The Vendor should provide the Department access 1o all facilities to conduct announced and Becurity Will Attachment 8: 167
unanncunced visits of the Vendor's facilities. Management |Meet Technical
Specifications
Approach
SM112 | 4264 The Vendor should maintain a current database of individuais who have access to its facilities | Security Will Attachment 8: 167
and the database should be available for the Department’s inspection upon request. Management |Mest Technical
Specifications
Approach
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SM113 | 3976 The solution should have the ability to reassign existing records from one user identifier (D) to Security Will Attachment 8: 167
anather user 1D in the case of fraud, errors, and omissions that affect data integrity and Management |Meet Technical
reporting according to the Department's business rules. All reassignment of records should be Specifications
captured in audit logs. Approach
SM114 | 4265 The solution should audit and track all activity specific to each user including, but not limited to: | Security Will Attachment 8: 168
Management |Meet Technical
Specifications
Approach
SM115 | 4266 Invalid login attempts Security Wwill Attachment 8: 168
Management |Meet Technical
Specifications
Approach
SM116 {4267 Transaction activities Security Will Attachment 8: 168
Management |Meet Technical
Specifications
Approach
‘117 | 4268 Track adds, changes, and deletes of individual member visit verification data Security Will Attachment 8: 168
Management |Meet Technical
Specifications
Approach
SM118 | 4269 Password changes Security Wwill Attachment 8: 168
Management |Meet Technical
Specifications
Approach
SM119 | 4270 Security question and/or Key creation Security Will Attachment 8: 168
Management |Meet Technical
Specifications
Approach
SM120 | 4271 Updates to security questions Security Will Aftachment &: 168
Management |Meet Technical
Specifications
Approach
Shi121 | 4272 User navigation history Security Will Attachment 8: 168
Management |Mest Technical
Specifications
Apprcach
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SM122 | 4225 The Vendor should ensure that its employees and subcontractors complete and maintain Security Wil Attachment 8: 169
required security training and follow State and Department policies regarding security. This Management |Meet Technical
should be done, at a minimum, on an annual basis and for all new hires within five (5) business Specifications
days of being hired (Reference: hitps:/fwww.wv.goviPolicies/Pages/default. aspaétundefined) Approach
SM123 | 4275 The solution should collect sufficient detail to produce an immutable audit log of all manual and | Security Wwill Aftachment 8: 169
autornated system activity including, but not limited to the following elements: Maragement |Meet Technical
Specifications
Approach
SM124 | 4276 User Identification Security will Attachment 8: 169
Management |Meet Technical
Specifications
Approach
SM125 | 4277 Machinefnternst Protocol Address |dentification Security will Attachment 8: 169
Management |Meet |Technical
Specifications
Approach
TM126 | 4278 Time and Date of Action Security Will Attachment 8: 169
Management |Meet Technical
Specifications
Approach
SM127 | 427¢ Actions Performed Security Will Attachment 8: 169
Management |Meet Technical
Specifications
Approach
SM128 | 4282 The solution should record an immutable audit log of security role assignment and revocation Security will Altachment 8: 169
activities performed within the solution and changes to security role assignments on servers and Management |Meet Technical
in databases. Specifications
Approach
SM129 | 4257 The Vendor should disable building and system access in real-time for staff upon termination, Security Will Attachment 8: 169
departure, or reassignment from the project. Management |Meet Technical
Specifications
Approach
SM130 | 4283 The solution should generate audit reports based on a request from authorized requestors at Security Will Attachment 8: 169
the Department. Management | Meet Technical
Specifications
Approach
SM131 | 5288 The solution should have the ability to control access to member records based on user oles Security Will Attachment &: 169
and system credentials. Managemeni | Mest Technical
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Specifications
Approach
SM132 | 4247 The solution should support member-delegated authority including, but not limited to: Security Wwill Attachment 8: 170
Management |Meet Technical
Specifications
Approach
5M133 [ 5161 Assistors Security Will Attachment 8: 170
Management |Mesat Technical
Specifications
Approach
5M134 | 5162 Authorized representatives Security Will Attachment 8: 170
Management |Meet Technical
Specifications
Apprcach
SM135 | 5285 The Vendor should require that all employees accessing sensitive and critical member data Security will Attachment B: 170
successfully pass State and Federal fingerprint-based background checks prior to potential or | Management | Meet Technical
actual data access. See request for proposal (RFP) Section 3: General Terms and Conditions Specifications
for mere information. Approach
1136 14315 The Vendor should conduct information security assessments and audits of the solution to be | Security Will Aftachment 8 179
conducted by the Vendor, by the Department, or by an external entity hired by the Department  |Management |Meet Technical
as directed by the Department. Specifications
Approach
SM137 | 4318 The Vendor should conduct all security, privacy, and/or risk assessments inclusive of Security Wil Attachment 8: 170
vulnerability scans of the solution and the results of the vulnerability scan should be included Management |Meet Technical
with the assessment results. Specifications
Approach
SM138 | 3989 The Vendor should allow for enly Department approved users to enter and/or approve change | Security Will Attachment 8: 170
request activities, per the Change Management Plan. Management |Meet Technical
Specifications
Approach
SM138 | 5151 The solution should comply with the standards and protocols under sections 1104 and 1561 of | Security Wwill Aftachment 8: 170
the Affordable Care Act (ACA). (Reference: hitps://www.caqh.org/core/operating-ruies-mandate) | Management |Mest | Technical
(Reference: hittps:/fwww.healthit.gov/sites/defaultfles/rules-regulation/aca-1561- Specifications
recommendations-final2.pdf) Approach
SM140 | 5154 The Vendor should follow Federal, State, and Department policies for receipt and removal of Security Will Attachment 8: 170
hardware and electronic media that contain electronic protected health information according to |Management | Meet Technical
45 CFR164.310. (Reference: HTTPs://iwww.hhs.gov/sites/defaultfiles/patient-protection. pdf) Specifications
Appreach

282

varees JOUR IR0 U S Pratens BER GRS MITIEIS2 3231870 ARAAEG
WO Avenug SUls ety LT R

HiE A LTS R R s

S g )

G, EEETE00 SR TETE, S RESTENT




SM141 | 4754 The solution should allow local and central system security administrators to add and change Security will Attachment B: 171
permigsions for local and central system access. Management |Meet Technical
Specifications
Approach
SM142 | 4288 The Vendor should maintain the same level of security compliance during any interruption of Security Will Attachment 8: 171
normal oparations as outlined in the RFP Contract Deliverables and applicable federal Management |Meat Technical
reguirements. Specifications
Appreach
S5M143 | 4289 The sclution should have the ability to securely access all data in the event of an emergency Security Will Attachment 8: 171
without any impacts to the confidentiality or integrity of the data. Management |Meet Technical
Specifications
Approach
SM144 | 4305 The Vendor should deliver the system architectural activity and process diagrams that detail Security Will Attachment 8: 171
security and privacy controls to the Department upon request. Management |Meet Technical
Specifications
Approach
SM145 | 4307 The Vendor should ensure that all Vendor-owned hardware and software are configured Security Will Aftachment 8: 171
securely, including but not limited to: Management |Meet Technical
Specifications
Approach
SM146 | 4308 Being protected by industry standard virus protection software, which is automatically updated | Security Will Attachment §: 171
according to a Depariment-approved schedule. Management |Meet Technical
Specifications
Approach
SM147 | 4309 Having all security patches installed that are relevant to the applicable operating system and all | Security Will Attachment 8: 171
other system software and hardware. Management |Meet Technical
Specifications
Approach
SM148 | 4310 Maintaining compatibility with Department software and systems. Security will Attachment 8: 171
Management |Meet Technical
Specifications
Approach
SM149 | 4311 Utilizing enly licensed software and hardware solutions that have not been classified as End-of- Security Will  [Attachment 8: 171
Life (EOL). Management |Meet Technical
Specifications
Approach
SM150 {4312 The Vendor should ensure they are in compliance with the State and Department Information Security Wwill Altachment 8: 172
Technelogy Security and Privacy Policies. Management |Meet Technical
Specifications
Approach
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SM151 | 4320 The Viendor should maintain documentation of encryption keys, interface credentials, and Security Wwill Aftachment 8: 172
service account credentials, and provide the Department with updated documentation every Management |Meet Technical
time an update is made. Specifications
Approach
SM152 (4321 The Vendor should provide continucus menitoring of the solution using intrusion detection Security will Attachment 8: 172
software {IDS). Management |Meet Technical
Specifications
Approach
SM153 | 4322 The Vendor should provide reports at intervals as agreed upon by the Bureau from the intrusion | Security Wil Attachment 8: 172
detection software (IDS). Management |{Meet |Technical
Specifications
Approach
SM154 (4323 The Vendor should provide cantinuous monitoring of the solution using industry standard Security will Attachment §: B2
intrusion prevention software {IPS). Management |iMeet Technical
Specifications
Approach
“M155 | 4324 The Vendor should provide reports at intervals agread upon by the Department from the Security will Attachment 8: 172
infrusion prevention software (IPS). Management |Meet Technical
Specifications
Approach
SM156 | 4328 The solution should have the ability to support non-disclosure of infermation. Security Will Attachment 8: 172
Management [Meet |Technical
Specifications
Approach
SM157 4429 The Vendor's Technical Call Center should have the ability to authenticate the caller/user as Security Will Attachment 8: i72
required by the Department. Management |Meet Technical
Specifications
Approach
SM158 | 4313 The seluticn should provide complete logical and physical segregation of electronic visit Security Will Attachment 8: 172
verification {(EVV} data and files from the data and files of other Vendor/Vendor customers. Management |Meet Technical
Specifications
Approach
PMOO1 | 3963 The solution should have the ability to modify settings through the approved Change Project will Attachment 9: 175
Management Plan to configure the business rules engine performing tasks, inciuding, but not Management |Meet Implementation
limited to: Specifications
Approach
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PMOO2 | 5036 Rule deletion Project Will Attachment 9; 175
Management |Meet Implementaticn
Speciications
Approach
PMO0O03 | 5037 Rule modification Project Will Attachment §: 175
Management |Mcct Implementation
Specifications
Approach
PM0O04 | 5038 Addition of new rules Project Will Attachment 9: 175
Management |Meet Implementation
Specifications
Approach
PMO005 ) 5146 Business edits Project Will Altachment 9: 176
Management |Meet Implementation
Specifications
Approach
PM0OS | 5147 QOthers as defined by the Department Project Wwill Attachment 9: 176
Management |Mleet Implementation
Specifications
Approach
PMO0O7 | 3979 The Vendor should collaborate with the Department to establish the initial roles and level of Project Wwill Attachment 8: 176
access and responsibility for each class of user. Management |Meet Implemantation
Specifications
Approach
PNODB | 3982 The solution and supporting processes should cemply with the Centers for Medicare & Medicaid Project Wwill Attachment §: 176
Senvices (CMS) Seven Conditions and Standards and the most current version of CMS Management | Moot Implementation
Medicaid Information Technelogy Architecture (MITA). (Reference: Specifications
hitps:/fwww. medicaid.gov/Medicaid-CHIP-Program-Information/By-Topics/Data-and- Approach
Systems/Downloads/EF R-Seven-Conditions-and-Standards. pdf)
PM0O0%S | 4130 The Vendor should conduct an overview with the Department of solution changes that are ready | Project Will Attachment 9: 176
to be moved into the production environment as directed in the Change Management Plan. Management |Meet Implementation
Specifications
Approach
PMO10 | 4711 The Vender should request authorization in writing from the Department prior 1o promoting any | Project Will Attachment $: 176
systemn changes to the production envirenment or solution as agreed upon by the department.  {Management |Meet Implementation
Specifications
Approach
PMO11 | 4199 The solution should have the ability to allow the modification of edits per the Change Project Will Attachment 9: 176
Management Plan. Management | Meet Implementation
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Specifications
Approach
PM012 | 4212 The Vendor should provide a manual visit verification process that is adaptable to changes in Project Wwill Attachment 9: 176
program requirements throughout the contract period as directed by the Change Management |Management |Meet Implementation
Plan. Specifications
Approach
PMO013 | 4083 The solution reporting should be configurable so that standard reports and recipienis of reporis | Project Will Aftachment 8: 1786
can be changed easily over the life of the contract without additional cost, as defined in the Management [Meet Implementatior
approved Change Management Plan. Specifications
Approach
PMD14 {4174 The Vendor should update the user manual and receive Department approval each tme a Project will Attachment 9: 177
solution change or upgrade is implemented as directed by the Ghange Management Plan and  |Management |Meet Implementation
within an agreed upon fime-frame by the Department. Specifications
Approach
PMC15 | 4175 The Vendor should provide updates 1o the user manual and have the updated manual available |Project Will Attachment 9: 177
1o users no later than thirty (30} days prior fo the date a solution change is implemented as Management |Meet Implementation
directed by the Change Management Plan. Specifications
Approach
Vio16 | 3959 The Vendor should configure the solution for specific Medicaid waivers/services at no additional Project Will Attachment 9: 177
cost to the Department, per the Change Management Plan. Management |Mcet Implementation
Specifications
Approach
PMO17 {5113 The solution should have the ability to support data integrity through system controls for Project Will Attachment 9: 177
software pregram changes and promoetion to production as defined in the approved Change Management |Meet Implementation
Management Plan. Specifications
Approach
PMO18 [ 4676 The sclution should support workflow development by the vendor based on new processes Project Will Aftachment §: 177
defined by the Department according to business needs as identified in the Change Management |Mszet Implementation
Management Plarn. Specifications
Approach
PMG19 {4712 The solution should have the ability for the Department to control and monitor system change Project Will Attachment 9: 177
requests as defined in the approved Change Management Plan. Management |Meet Implementation
Specifications
Approach
PM020 | 4714 The soluticn should have the ability for the Department to set and change pricrity levels on Project Will Attachment 9: 177
individual change requests as defined in the approved Change Management Plan. Management |Mecet Implementation
Specifications
Approach
PMO21 14317 The Vendor should conduct a security, privacy, and/or risk assessment of any new functionality |Project Wili Attachment 9: 177
prior to its deployment fo production , the resuls of which should be delivered to the Department | Management | Meet implementation
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within an agreed upon timeframe by the Department. The Vendor should obtain Department Specifications
approval for proposed resolutions to all assessment findings prior to deployment ta production Appreach
per the Change Management Plan.
PnMo22 14116 The Vendor should coordinate all testing activities as agreed upon by the Department. Project Will Attachment 9: 178
Management |Meet Impiementation
Specifications
Approach
PMO23 | 4117 The Vendor should prepare a comprehensive set of test scenarios, within a timeframe as Project Will Attachment $: 178
agreed upon by the Department, including but not limited to: Management |Meet Implementation
Specifications
Approach
PMD24 | 5198 Applicable test cases Project Will Attachment 9: 178
Management |Meet Implementation
Specifications
Approach
PMO25 | 5199 Expected test results Preject Wwill Attachment 9: 178
Managernent |Meet Implementation
Specifications
Approach
JM026 | 5200 Cthers as defined by the Department Project Will Attachment 9: 178
Management |Meet Implementation
Specifications
Approach
PMO027 | 4118 The Vendor should provide the Department and/or its designees access 1o test cases and test Prcject Wwill Aftachment 9: 178
data to facilitate execution of applicable testing cycles. Management | Meet implementation
Specificaticns
Approach
PMO28 | 4119 The Vendor should provide the Department with a fully tested and operations-ready User Project Will Attachment 9: 178
Acceptance Test environment that is isolated and separate from all other environments. Management |Meet Implementation
Specifications
Approach
PM029 | 4129 The Vendor should discuss and finalize with the Department the level of testing required based |Project will Attachment 9: 178
on the significance of the change as directed in the Change Management Plan. Management | Meet Implementation
Specifications
Approach
PMO30 | 4131 The Vendor should provide the Department weekly reports of testing status, including, but not Praject Will Attachment g: 178
limited to: Management |Messet Implementation
Specifications
Approach
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PMD31 | 5201 Metrics on the number of tests completed Project will Attachment 9: 179
Management |Meet Implemantation
Specifications
Approach
PMO3z2 | 5202 Number of deferred or canceled tests Project Wwill Attachment §: 179
Management |Mect Implementation
Specifications
Approach
PMO33 | 5203 Results of the tests executed Project Will Attachment 9: 79
Management |Meet Implementation
Specifications
Approach
PM034 | 5204 Defects identified by severity level Project Wwill Attachment g: 179
Management [Meet Implementation
Specifications
Approach
PM035 | 5205 Corrective actions taken Project Will Attachment 9: 179
Management |Meet Implementation
Specifications
Approach
PM036 | 5206 Cthers as defined by the Department Project Wwill Attachment 9: 179
Management |Meet Implementaticn
Specifications
Approach
PMO37 | 4141 The Vendor should conduct Pilot Testing to validate the capacity and processing capabilities of | Project Will Attachment 9: 179
the solution in a tightly controlled production environment. Management | Meet Implementation
Specifications
: Approach
PMO38 | 4142 The Vendor should include a test of actual data processing in a full operational environment, Project will Aftachment 9: 179
with successful end-to-end selution functionality during Pilot Test ng. Management |Meet Implementation
Specifications
Approach
PM039 | 4144 The Vendor should provide written test results of the Pilot Testing to the Department within an Project Will Aftachment 9: 180
agreed upon timeframe, Management | Meet Implementation
Specifications
Approach
PMG40 [ 4145 The Vendor should provide the Department official written notification of readiness for full Project Will Aftachment 9: 180
production cperations after completion of Pilot Testing. Management |Meet Implementation
Specifications
Approach
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PMo41 | 3986 The Veador should waork with the Department to develop an interface testing acceptance Project Will Attachment 9: 180
standard to outline the minimum requirements that must be met prier to allowing external Management |Meet Implementation
electronic visit verification (EVV) data pariners to submit datz to the EVV solution. Specifications
Approach
PM042 | 3987 The Vendor should conduct interface testing with external electrenic visit verification (EVV) data |Project Will Attachment 9: 180
partners approved by the Department. Management |Meet Implementation
Specifications
Approach
PMD43 | 4785 The Vendor should provide testing and #raining envirenments that include sufficient, Project will Altachment &: 180
representative data elements that are in the production enviranment. The Vendor should not Management |Meet Implementation
invoke or charge the Department for license fees for any of the testing or training environments. Specifications
Approach
PM0O44 | 4786 The Vendor should use a User Acceptance Testing (UAT) environment that mirrars all programs [ Project will Attachment 9; 180
in production to allow the Department to conduct {esting prior to new software updates and fo Management |Meet Implementation
serve as an ongoing training platform for users. Specifications
Approach
PM045 | 4788 The Vendor should create, use, and make avaitable to the Department, representative samples |Project Will Attachiment 9: 180
for testing edits, business rules, and workflow processing. Management |Meet Implementation
Specifications
Approach
PM046 | 4789 The Vendar should create or madify existing data as needed for testing in a test environment, in | Project Will Attachment 9: 181
cempliance with federal guidelines. (Reference: https:/iwww.cme.gov/Research-Statistics-Data- | Management |Mest Implementation
and-Systems/CMS-Information-Technology/XLC/Downloads/TestingF ramework.pdf) Specifications
Appreach
PM047 | 4790 The Vendor should maintain a clearly organized test case library that can be accessed by all Project Wil Attachment 9: 181
testers, including Department users, with search capability that is cross-referenced to the cade Management |Meet Implerentation
that it tests. Specifications
Approach
PM048 | 4836 The Vendor should ensure web partal design, development, implementation {DDI) and Project Will Attachment S: 181
operations are in accordance with Department and federal regulations and guidelines related to Management |Meet Implementation
security, accessibility, confidentiality, and auditing. (Reference: htips:/mww.cms.gowResearch- Specifications
Statistics-Data-and-Systemsi/CMS-Information- Approach
Technology/InformationSecurity/Downloads/IS_Policy-.pdf)
PMO4% | 5227 The solution sheuld be developed and implemented in accordance with the project work plan. Project Will Attachment 9: 181
Management |Meet Implementation
Specifications
Approach
PMO50 | 5244 The Vendor should conduct the following types of testing in support of the solution: Project Will Aftachment g: 181
Management | Meet Implementation
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Specifications

Approach
PM051 | 5245 Unit testing Project Will Attachment 9: 182
Management |Meet Implementation
Specifications
Approach
PMO52 | 5247 Iterative functional testing Project Will Aftachment ©: 182
Management |Meet Implementation
Specifications
Approach
PMO53 | 5248 Systern integration testing (SI1T) Project will Attachment 9: 182
Management |Meet Implementation
Specifications
Approach
PMO054 | 5249 Interface testing Project will Atachment 9; 182
Management |iMeat Implementation
Specifications
Approach
055 | 5250 Regression testing Project Will Aftachment 9: 182
Management |Meet Implementation
Specifications
Approach
PMO56 | 5251 End-to-end tesfing Project Wwilt Attachment 8: 182
Management |Meet Implementation
Specifications
Approach
PMO57 | 5252 Security testing Project Will Altachment 9: 182
Management |Meet Implementation
Specifications
Approach
PMOS5E | 5253 Performance testing Project will Attachment 9: 183
Management |Mest Implementation
Specifications
Approach
PMOS9 | 5254 Usability/Accessibility testing Project Will Attachment 9: 183
Management | MMeet Implementation
Specifications
Approach
PMOB0 | 52585 Browser testing Project Will Attachment §: 183
Management | Moot Implementation




Specifications
Approach
PMOE1 | 5256 User acceptance testing (UAT) Project will Attachment 9: 183
Management |Mest Implementation
Specifications
Appreach
PMOB2 | 5257 Data conversion testing Project Will Attachment 9: 183
Management [Mect Implementation
Specifications
Approach
PMOB3 | 5258 Operational readiness testing {ORT) Project Will Aftachment 9: 183
Management |Meet Implementaticn
Specifications
Approach
PMOB4 | 5259 Other testing as identified by the Department and/or Vendor Project Will Atiachment 9: 183
Management |Meet Implementation
Specifications
Approach
A0E5 | 5260 The Vendor should be prepared to assist the Depariment, as necessary, with User acceptance |Project Will Attachment 9: 183
testing (UAT). Management |Meet Implementation
Specifications
Approach
PMOBE | 5261 The Vender should be prepared to conduct User acceptance testing (UAT) in all cases whereby |Project Will Attachment &; 184
the Department does not elect to conduct UAT. Management |Mest Implementation
Specifications
Approach
PMOE7 | 5262 The Vendor should complete regression testing subsequent to, but not limited to, the following: | Project Will Attachment 9: 184
Management |Meet Implementation
Specifications
Approach
PM0B3 | 5263 Deployment of new solution components Project Will Attachment 9: 184
Management |Meet Implementation
Specifications
Appreach
PMOE8 | 5264 Integration of each solution compoenent info the primary solution Project Wwill Attachment 9: 184
Management | Meet Implementation
Specifications
Approach
PMO70 | 5265 Every migration of new build versions {o each test environment Project Will Attachment 9: 184
Management | Mect Implementation
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Specifications

Approach
PMO71 | 5266 Solution fixes Project Will Attachment 9: 184
Management |Mest Implementation
Specifications
Approach
PMC72 | 5287 Bolution patches Project Will Attachment 9: 184
Management |Meet Implementation
Specifications
Approach
PMO73 | 5268 Solution releases Project Will Attachment 9: 184
Management |Meet Implementation
Specifications
Approach
PMoO74 | 5269 QOthers as defined by the Depariment Project Wwill Attachment 9: 184
Managemant |Meet Implermentation
Specifications
Approach
A075 | 5270 The Vendor should utilize a subset of system integration testing (SIT) scenarios representative | Project Wwill Attachment 9: 184
of maximum functional and technical selution coverage for the purposes of regression testing. |Management |Meet Implementation
Specifications
Approach
PMG78 | 5271 The Vendor should obtain approval from the Department on which scenarios should be used for Project will Aftachment 9: 184
regression testing. Management |Meet Implementation
Specifications
Approach
PMO77 | 5272 The Vendar should utilize end-to-end test cases in supper of regression testing. Project Wwill Atlachment 9: 185
Management |Meet Implementation
Specifications
Approach
PMO78 | 5273 The Vendor should perform privacy and security testing on functional, technical, and Project Will Attachment 9: 185
infrastructure components to ensure the solution meets all State, Cepartment, and Federal Management | Meet implementation
privacy and security requirements. (Reference: https:/Avww.cms.gov/Research-Statistics-Data- Specifications
and-Systems/CMS-Information-Technology/l nformationSecurity/Downloads/|S_Policy-.pdf) Approach
PMO78 | 5274 The Vendar should propose testing scenarios and/cr cases te the Department for their approval. | Project Will Attachment 9: 185
Management |Meet Implementation
Specifications
Approach
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PMo80 | 5276 The Vendor's performance testing methodology should allow for performance tests to be Project Will Attachment 9: 185
representative of the expected peak period volumes for solution operation. Management |Meet Implementation
Specifications
Appreach
PMO&1 § 5277 The Vendor's perfermance testing should eccur on a production ready versicn aof the solution. Project will Attachment 9: 185
Management [Meet Implementaticn
Specifications
. Approach
PM082 | 5278 The solution’s performance testing environment should mirror the final preduction soluticn Project will Aftachment 9: 185
specifications. Management |Meet Implementation
Specifications
Approach
PMQ83 | 5279 The Vender should perform usability/ accessibility testing for various types of users, including, | Project Will Attachment 9: 185
but not limited to: Management {Meet Implementation
Specifications
Approach
PMO84 | 5280 Internal users Project will Attachment 9: 186
Management |Meet Implementaticn
Specifications
Approach
PM085 | 5281 External users Project Wwill Attachment 9: 186
Management |Meet Implementation
Specifications
Approach
PMOSS [ 5283 Users with limited computer skills Project will Attachment 9: 136
Management | Mect Implementation
Specifications
Approach
PMOSY | 5284 New user registration Praject Will Attachment 9: 186
Management |Meet Implementaticn
Specifications
Approach
PMOB8 | 5286 Users with disabilities Preject will Attachment 9: 185
Managesment |Meet Implementation
Specifications
Approach
PMO089 | 5287 Cthers as defined by the Department Project Will Attachment 9: 186
Management |Mest Implementation
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Specifications
Approach
PM090 14133 The Vendor should conduct an Operational Readiness Review (ORR) prior to statewide Project Will Aftachment 9: 186
implementation of the solution. Management |Meet Implementation
Specifications
Appreach
PMO0S1 | 4136 The Vendor's Cperational Readiness Review (ORR) testing shou!d include a volume/stress test Project Will Attachment 9: 186
of at least 36 calendar days of production-capacity volumes to demonstrate that the sclution and Management |Meet Implemantaticn
Vendor staff members are prepared for full production. Specifications
Approach
PMOS2 | 4138 The Vendor should document and propose solutions, and timeframes for corrective actions 1o all Project Will Attachment 9: 187
issues, problems, and defects identified through the Operational Readiness Review {ORR}. Management |Meet Implementation
Specifications
Approach
PMO0S3 | 4140 The Vendor should prepare and submit to the Department an Operational Readiness Review Praoject Will Attachment 9: 187
(ORR) Report that demonstrates that the Vendor and solution are ready to begin operations. Management |Meet Implementation
Specifications
Approach
A094 | 4566 The Vendor should correct any report emers identified by the Department or the Vendor and Project Will Aftachment 9: 187
cormect the report within an agreed upon timeframe, through additional steps as defined in the Management |Meet Implermentation
Change Management Plan, including, but not limited to: Specifications
Approach
PMO0S5 | 4269 Correct the report Project Will Attachment 9: 187
Management |Meet Implementation
Specffications
Approach
PMO096 | 4970 Verify the report Project will Altachment 9: 187
Management |Meet implementation
Specifications
Approach
PM0OS7 | 4971 Distribute or re-distribute the report Project Will Attachment 9: 187
Management |Mset Implementation
Specifications
Approach
PM098 | 4972 Others actions as defined by the Department Project will Attachment 9: 187
Management |Mect Implementation
Specifications
Approach
PM099 | 4089 The Vendor should assist the Department with specialized research and reporting as requested. | Project Will Aftachment 9: 187
Management | Meet Implementation
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Specifications
Approach
PM100 | 4787 The Vendor should be able to test edits, business rules, and warkflow processing and report on | Project Will Aftachment g: 187
results. Management |Mest Implementation
Specifications
Approach
PM1t01 | 5171 The Vender should support either the transition of the solution to an entity designated by the Project Will Attachment 9: 188
Department and/or support the retirement of the sclution at the end of the term of the contract, |Managemsnt |Mact Implementation
including all contract extensions as defined in the Turnover and Closeout Management Plan, Specifications
Approach
PM10Z | 44438 The Vendor should cbtain Department approval of all scripts prior to implementation that will be | Project will Attachment 9: 188
used in the Technical Call Center. Management |Meet Implementation
Speciications
Approach
PM103 4508 The Vendor should identify and be respensible for the implementation and integration of all Project Wil Attachment &: 188
third-party software used in support of the salution. Management |Meet Implementation
Specifications
Approach
104 | 5228 The Vendor shoufd conduct requirements validation and joint applicaticn design in support of Project Will Attachment 9: 138
requirements analysis and solution design activities as agreed upon by the Department. Management |Meet Implementation
Specifications
Approach
PM105 | 5229 The Vendor should maintain a requirements traceability matrix (RTM) throughout the lifecycle of [Project will Attachment 9: 138
the project. Management [Meet Implementation
Specifications
Approach
PM106 | 5230 The Vendor should provide all stakehclders identified by the Department access to the Project Wil Attachment 9: 188
requirements traceability matrix (RTM). Management |Meet Implementation
Specifications
Approach
PM107 | 5231 The Vendor should document in the requirements traceability matrix (RTM) where each Project Will Attachment 9: 188
requirement is accounted for, including, but not limited to: Management |Meet Implementation
Specifications
Approach
PM108 | 5232 Design documentaticn Project Will Aftachment 9: 188
Management | Meet Implementation
Specifications
Approach
PM109 [ 5233 Code modules Project Will Attachment 9: 188
Management | Meet Implementaticn
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Specifications

Approach
PM110 5234 Test conditions Project Wwiil Attachment 9: 189
Management |Mect Implementation
Specifications
Approach
PM111 | 5235 Test scenarios Project will Attachment 9: 189
Management |Meet Implementation
Specifications
Approach
PM112 [ 5236 Test cases Project will Attachment 9: 189
Management |Meet Implementation
Specifications
Approach
PM113 | 5237 Certificaticn criteria Project Wil Attachment 9: 189
Management |Meet Implementation
Specifications
Approach
M114 | 5238 Medicaid Information Technology Architecture (MITA) business areas and processes Project Wwill Aftachment 9: 189
Management |Meet Implementation
Specifications
Approach
PM115 [ 5239 Medicaid Information Technoiogy Architecture (MITA) Standards and Conditions Project Will Altachment 9: 189
Management |Meet Implementation
Specifications
Approach
PM116 | 5240 Others as defined by the Department Project will Attachment 9: 189
Management |Moct Implementation
Specifications
Approach
PM117 | 5241 The Vendor should demenstrate through the requirements traceability matrix (R TM) that all Project Will Attachment 9: 18%
documented and approved specifications have been traced throughout the development Management |Meet Implementation
lifecycle. Specifications
Appreach
PM118 | 5242 The Vendor should work with the Department during joint application design (JAD) sessionsto | Project will Attachment 9: 189
validate the scope, purpose, and implications of each Request for Proposal (RFP) specification. | Management | Meet Implamentation
Specifications
Approach
PM119 | 5243 The Vendor should identify and work to resolve gaps between the Vendor's and the Project Will Attachment 9: 189
Department's understanding of a specification(s) during join{ application design (JAD) sessions. |Management |Meet Implementation
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Specifications
Approach
TNOO1 | 3973 The Vender should provide outreach to users to ensure and document their readiness to begin | Training Will Attachment 9: 218
using the solution. The outreach should include all user groups including, but not limited to: Mect Implementation
Specifications
Approach
TNOOZ2 | 5176 Members or Legal Representative Training Will Attachment @: 218
Meet Implementation
Specifications
Approach
TNOO3 | 5177 Direct Care Workers Training Will Attachment 9: 218
Meet Implementation
Specifications
Approach
TNOO4 5178 Provider Agencies Training Wwill Attachment 8: 218
Meet Implementation
Specifications
Approach
NDO5 | 5197 The Department Training will Attachment 9; 218
Meet Implementation
Specifications
Approach
TNOOB 5179 Other as defined by the Department Training Will Aftachment 9: 218
Meet Implementation
Specifications
Approach
TNOD7 | 3974 The Vendor should provide fraining at the time of registration. Training Will Attachment 9: 218
Meet Implementation
Specifications
Approach
TNGOB | 4146 The Vendor should collaborate with the Department and the stakeholder community to develop | Training Will Attachment ©: 218
strategies to train members receiving services. Meet Implementaticn
Specifications
Approach
TNOOE (4149 The Vender should provide bath web-based and ten (10} state-wide in-person trainings to users | Training Will Aftachment 9; 218
prior to the initial implementation of the sclution based on a schedule and locations as agreed Meet Implermentation
upon by the Department. Specifications
Approach
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TNG10 | 4152 The Vendor should provide written training materiats for both in-person and web-based training | Training Wwill Attachment 9: 218
options. Meet Implementation
Specifications
Approach
TNO11 | 4153 The Vendor should submit all training materials to the Department for review and approval at Training Will Attachment §: 219
least 45 calendar days prior to the date of the first training session. Meet Implementation
Specifications
Approach
TNO1T2 (4154 The Vendar should provide training materials offered in accessible formats consistent with Training Will Attachment 9: 219
requirements of the Americans with Disabiliies Act {ADA) throughout the life of the solufion. Meet Implementation
(Reference: https:/iwww.ada.goviregs201G/titlell_2010/titliel]_201 0_regulations. pif) Specifications
Approach
TNO13 | 4155 The Vendor should provide training materials and training courses that are accessible for users Training will Attachment 9: 219
who do not speak, read, or write the English language, upon request by the Department Meet Implementation
according tohttps:fiwww. hhs.govicivil-rightsfor-individuals/section-1557 translated- Specifications
resources/index html. Approach
'NO14 (4156 The Vendor should obtain independent verification of the accuracy of all translations made Training will Attachment 9: 219
pursuant fo language and accessibility requirements. Meet Implementation
Specifications
Approach
TNO15 | 4158 The Vendor shauld provide web-based training availabie to users throughout the life of the Training will Attachment §: 219
solution. Meet Implementation
Specifications
Approach
TNO16 (4160 The Vendor should provide a detafled approach to user training with respect te sofution Training Wwill Attachment 9: 218
modifications. Meet Implementation
Specifications
Approach
TNO17 | 4161 The sciution should maintain a record of all user training, including the name of the individual Training will Attachment 9: 219
trained, the date of training, the specific training completed, and whether the training was in- Meet Implementation
person or web-based. Specifications
Approach
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TNO1E | 4162 The Vendar's training records should be included in the data available for reporting. Training will Attachment 9: 219
Meet Implerentation
Specifications
Approach
TNO19 | 4188 The Vendor should provide a user manual to ail users. Training Will Attachment 9: 220
Meet Implementation
Specifications
Approach
TNO20 | 4189 The user manua! should be subject o Department approval. Training Will Attachment 9: 220
Meet Implemeantation
Specifications
Appreach
TNO21 | 4170 The user manual should be available online and in hard copy upon request of the user. Training Will Attachment 9: 220
Meet Implementation
Specifications
Approach
TNO22 {4171 The user manual should be offered in accessible formats consistent with requirements of the Training will Attachrnent 9: 220
Americans with Disabiliies Act. (Reference: Meet Implementation
https:/fwww.ada.goviregs2010/titiel]_20104itel]_2010_regulations. pdf) Specifications
Approach
TNO23 [ 4172 The user manual should be avaifable in at least those languages the Department is required to | Training Will Attachment 9: 220
accommodate, in addition to English, pursuant o 45 Code of Regulations (CFR) Section Maet Implementation
80.3(b)(2). (Reference: htips:/iwww.hhs.govicivil-ightsfor-individuals/section-1557 translated- Specifications
resources/findex.html) Approach
TNO24 (5289 The soluticn should support workforce security awareness through such methods including, but | Training will Attachment 5: 220
not limited to: Meet Implementation
Specifications
Approach
TNO25 | 5290 Security reminders (at [ogin or screen access) Training will Attachment 9: 220
Meet Implementation
Specifications
Approach
TNO26 | 5291 Training reminders Training will Aftachment ©: 220
Meet Implementation

Specifications
Approach
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TNO27 | 5292 Online training capabilities Training Will Attachment 9: 9 221
Meet Implementatiocn
Specifications
Approach
TNO28 | 5293 Training tracking Training Will Attachment 9: 9 221
Meet Implementation
Specifications
Approach
TN029 | 5294 Others as defined by the Department. Training Will Aftachment 9: 9 221
Meet Implementation
Specifications
Approach
DROO? | 4735 The solution should provide sufficient transaction logging and database back-up to allow it to be |Solution Will Attachment 10: 10 232
restored. If multiple databases are used for work item routing and program data, restoring the Back-up, Meet Maintenance and
solution should ensure that databases are synchronized to prevent data corruption. Disaster Operafions
Recavery, Specifications
and Failover Approach
2002 | 4453 The salution should have the ability to perform online backups without interrupticn to production | Solution Wwill Attachment 10: 10 233
operaticns, according fo a schedule agreed upon by the Department. Back-up, Meet Maintenance and
Disaster Operations
Recovery, Specifications
and Failover Approach
DR0OO3 4737 The solution should allow continued use of the system during back-up and perform back-ups Solution Will Attachment 10: 10 233
during non-peak processing hours, to minimize the impact to operational activities. Back-up, Meet Main{enance and
Disaster Operations
Recovery, Specifications
and Failover Approach
DROO4 | 4331 The solution should support data freezing. Solution will Attachment 10: 10 233
Back-up, Meet Maintenance and
Disaster Operations
Recovery, Specifications
and Faiflover Appreach
DRODS | 4261 The Vendor should maintain an operational back-up powar supply capable of supporiing vital Solution Will Attachment 10: 10 233
functions. Back-up, Meet Maintenance and
Disaster Operations
Recovery, Specifications
and Failover Approach
DROOG | 4200 The Vendor should equip facilities with proper safeguards for fire prevention, fire detection, and | 3olution Will Attachment 10: 10 233
fire suppression that are congistent with local fire codes. Back-up, Meet Maintenance and
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Disaster Operations
Recovery, Specifications
and Failover Approach
DRO0O7 4291 The Vendar should equip fire detection and alarm systems with uninterruptable power supply. Solution will Attachment 10: 10 233
Back-up, Meet Maintenance and
Disaster COperations
Recuvery, Specifications
) and Failover Approach
DRO0B | 4293 The Vendor should have a remote backup facility at least cne hundred (1 00) miles away frem Salution will Attachment 10: 10 233
the primary data center. Back-up, Meet Malntenance and
Disaster Operations
Recovery, Specifications
and Failover Approach
DROO0S | 4292 The Vendor should conduct an annual disaster recovery exercise at a mutually agreed upon Solution Will Attachment 10: 10 233
fime and provide the results to the designated Department staff. Department staff should be Back-up, Meet Maintenance and
invited to be included in these exercises. Disastar Operations
Recovery, Specifications
and Failover Approach
010 (5114 The Vender should store all backup copies in a Department-ap proved backup storage location | Solution Wili Attachment 10: id 233
for a period of time specified by the Depariment. Back-up, Meet Maintenance and
Disaster Operations
Recovery, Specifications
and Failover Approach
OPOQO0T | 4715 The Vendor should track, and provide the Department access fo, process metrics and other Operations will Attachment 10: 10 225
detail as defined in the approved Change Management Plan, including, but not limited to: Meet Maintenance and
Cperations
Specifications
Approach
oP002 (4718 The estimated and actual hours allocated to cach change request Operations Will Attachment 10: 10 225
Mest Maintenance and
Operations
Specifications
Approach
QOPO003 | 4717 Specific personnel assigned to each change request Operations Will Aftachment 10: 10 225
Meet Maintenance and
Operations
Specifications
Approach
P04 | 4718 Beheduled completion date for each change request Operations Will Attachment 10: 10 225
Meet Maintenance and
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Operations
Specifications
Approach

CPO05

4719

Total cost if the maximum allowed hours are exceeded on any approved change request

Operations

Will
Meet

Attachment 10:
Maintenance and
Cperations
Specifications
Approach

223

QOPO0B

4720

Any change to current operational costs

QOperations

Will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

225

OPoo7

4721

A separate total for equipment requirements (if applicable) related to the modification

Operations

Will
Meet

Attachment 10:
Maintenance and
Cperations
Specifications
Approach

10

225

2008

5008

Others as defined by the Department

Qperations

Will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

10

225

OPO009

4743

The Vendor should assure all production software updates, releases, and patches are gvaluated
and approved by the Department prior fo implementation as defined in the Change
Management Plan.

Qperations

Wwill
Meet

Aftachment 10:
Maintenance and
Qperations
Specifications
Approach

10

OP010

4744

The Vendor should send notification to the Department when releases are available 10 be
evaluated as defined in the Change Management Flan.

Operations

Will
Meet

Attachment 10
Maintenance and
Operations
Specifications
Approach

10

PO

4745

The Vendor should provide the Department with detailed documentation that provides ali fixes
and functicnality for each release.

Operations

will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

225
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OP012 | 4747 The Vendor should maintain version control and provide the Department with current systerm Cperations Wwill Attachment 10: 10 226
and user documentation. Meet Maintenance and
Operations
Specifications
Approach
CP013 | 3988 The Vendor should perform all maintsnance and product upgrades for all operational and test Operations Will Attachment 10: 10 226
envirenments and hardware at no additional cost so that the system is opcrating on currently Meet Maintenance and
supported version of each product and maintain software and security patches, based on a Operations
schedule approved by the Depariment. Specifications
Approach
OP014 | 3960 The salution should provide the ability for the provider agency to review billing prior to Operations Wwill Attachment 10: 10 226
submitting for payment, Meet Maintenance and
Operations
Specifications
Approach
OP015 [ 5130 The solution should provide the ability for the provider agency to review and correct biling errors [ Operations Wil Attachment 10: 10 226
prior to submission. Meet Maintenance and
Operations
Specifications
Approach
OP016 | 3961 The solution should provide the Departrment and provider agencies with reports of unbilled Operations Wwill Attachment 10: 10 226
encounters through front-end edits including, but not limited to: Meet Maintenance and
QOperations
Specifications
Approach
OP017 | 5131 Ne autherization Cperations Will Aftachment 10; 10 226
Meet Maintenance and
Operations
Specifications
Approach
QOP018 | 5132 Expired auvthorization Operations Will Attachment 10: 10 226
Meet Maintenance and
Operations
Specifications
Approach
OP018 | 5133 Reasons that prevented claims from filing Operations Wil Attachment 10: 10 226
Meet Maintenance and
Operations
303
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Specifications
Approach

QFo20

5134

Edits made to claims

Operations

will
Meet

Attachment 10:
Maintenance and
Cperations
Specifications
Approach

10

226

OP021

5135

Others as defined by the Depariment

Operations

will
Maet

Attachment 10;
Maintenance and
Operations
Specifications
Approach

10

226

OP022

35855

The Vendor should provide a report of all daily transacticns, including interactions via the call
center, available to the Depariment in a varisly of formats, including, but nct limited to:

Operations

Will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Apprecach

10

226

0P023

5100

Browser-based

Operations

Will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

10

226

OP024

5101

Portable Document Format (PDF)

Qperations

Will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

226

QPO025

5102

Excel

Cperations

Will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

10

226

OP026

5103

Comma-Separated Value (CSV}

Operations

Wwill
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Appreach

10

226

oPo27

5172

Others as defined by the Department

Operations

will
Meet

Aftachment 10:
Maintenance and
Operations

10

226

304




Specifications
Approach
QOP028 4522 The solution should track metrics for each type of correspondence generated in the solution. QOpaerations Wiil Attachment 10: 10 226
Meet Maintenance and
Operations
Specifications
Approach
OP02s | 4526 The solution should track the status of notices that are moving through the generation process. Operations Will Aftachment 10: 10 227
Meet Maintenance and
Operations
Specifications
Approach
OP030 | 4528 The solution should notify the Department when an undelivered scheduled system-generated Operations will Attachment 10: 10 227
correspondence is approaching the predetermined delivery timeframe as agreed upon by the Meet Maintenance and
Department. Cperations
Specifications
Approach
0OP031 (4534 The sclution should have the ability to track when any correspondence or form has been Cperations will Attachment 10: 10 227
reissued or revised as agreed upon by the Department. Meet Mairtenance and
QOperations
Specifications
Approach
QOP032 | 4902 The Vendar should pay and arrange for an annual Statement on Standards for Aftestation Operations Will Attachment 10: 10 227
Engagements, System, and Organization Controls (SOC) 1, Type Il audit, using the most Mest Maintenance and
current version of the audit, which should cover work performed by the Vendor at the Vendor's Qperations
facility and data center sites. (Reference: Specifications
hitps:/technology.wv.gov/Site CollectionDocuments/Policies%201ssued %20 by%20the%20CTO/ Approach
2019/PO{008_Audit_Mar2019.pdfy
OPO033 | 4803 The Vendor should submit the annual Statement on Standards for Attestation Engagements, Operations Will Attachment 10: 10 227
System, and Organization Controls (SOC) 1, Type Il audit report, using the most current version Meet Maintenance and
of the audit, to the Department for approval with an acticn plan to remediate findings within a Operations
timeframe agreed upen by the Vendor and the Department. Specifications
Approach
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CP034

4253

The solution should archive and store user profiles for a period of time agreed upon by the
Department.

Operations

will
Meet

Aftachment 10:
Maintenance and
Operations
Specifications
Approach

10

227

OP035

5214

The Vendor should provide ifs incident reperting precedures to the Department for review and
approval within a timeframe agreed upon by the Department.

Operations

Wwill
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

10

227

OF036

4162

The Vendor should detail the performance metrics and targets used to monitor the effectiveness
of technical support by phone.

Cperations

Will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

228

OP037

4165

The solution should have the ability to provide an immediate response acknowledging all email
inquiries and establishing a timeframe for the response.

Cperations

Will
Meet

Aftachment 10:
Maintenance and
Operations
Specifications
Approach

10

228

OPO038

4166

The solution should have the ability to resolve all email inquiries to the Vendor’s technical
support within one 24 hour business day from initial receipt.

Cperations

Will
Meet

Attachment 10:
Maintenance and
Qperations
Specifications
Approach

228

0OP039

4187

The Vendor should document inquiries and provide the Department with routine reports
regarding reasons for technical support requests.

QOperations

will
Meet

Attachment 10:
Maintenance and
Cperations
Specifications
Approach

10

228

QP040

4178

The Vender should document any procedural action that occurred as a resultof a cemplaint to
the helpdesk and submit this documentation to the Department on an agreed upon schedule.

Operations

Will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Appreach

10

228

OP041

The Vendor's Technical Call Center should provide a toll-free voice messaging system that is
compliant with the Americans with Disabilities Act {ADA) and supports limited English

Operations

Will
Meet

Attachment 10:
Maintenance and

proficiency as defined by the Department of Health and Human Services (HHS). {References: Operations
https:/Awvww.ada.gow/regs2010/itlel]_20104itlell_2010_regulations.pdf, Specifications
hitps:/Awww.k hs govicivil-rig hts/or-individuals/s pecial-topics/limited-english- Approach

228
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proficiency/index.htmI),

The Technical Call Genter should function 24 hous per day, 365 days per year, and provides
callers information including, but not limited to:

OP042

4928

Hours of operation

Qperations

Will
Meet

Attachment 10:
Maintenance and
QOperations
Specifications
Approach

228

OP043

4929

Options for leaving messages after hours

Operations

wilt
Meet

Attachment 10:
Maintenance and
{Operations
Specifications
Approach

10

228

OF044

4930

Options for leaving messages based on queue hold times and designated intervals as defined
by the Department

Operations

Will
Meet

Aftachment 10:
Maintenance and
Cperaticns
Specifications
Approach

10

228

JP045

4931

Recording of informational messages as defined by the Department

Operations

Will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

10

228

OP046

5107

The soluticn should have the ability 1o record and report on the performance and utilizaticn of
resources within the overall system, including, but not limited to:

Cperations

will
Meet

Attachment 10:
Maintenance and
Cperations
Specifications
Approach

10

229

OP047

5108

Average speed of answer

Cperations

Wwill
Meet

Attachment 10:
Malrtenance and
Operations
Specifications
Approach

10

229

OP048

5109

Interface processing time

Cperations

Wwill
Meet

Altachment 10:
Maintenance and
Operations
Specifications
Approach

10

229
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OPD48

5110

Request time for report generation

QOperations

Will
Meet

Attachment 10:
Maintenance and
Cperations
Specifications
Approach

229

OPG50

5111

Others as defined by the Department

Operations

Will
Meet

Attachment 10:
Maintenance and
Cperations
Specifications
Approach

19

229

0OP0s51

4500

The Vendor should document and maintain fechnical specifications associated with the solution
including, but not limited to:

Operations

Will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

10

229

OP052

4501

Complete listing of all scftware, hardware, and configurations that are required to establish fully
functional installations in each of the required environments.

Cperations

Will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

10

229

OP053

4502

Complete specifications for all software, environments, and hardware used o support the
solution.

Operations

Will
Meet

Attachment 10:
Maintenance and
Qperations
Specifications
Approach

10

229

OP054

4939

Others as defined by the Department

Operations

Will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

229

QPOSS

4504

The Vendor shauld provide the Department with a capacity analysis report for the solufion and
the hosted anvironment including, but not limited to;

Operations

Will
Meet

Attachment 10:
Maintenance and
Cperations
Specifications
Approach

10

229

OP056

4940

Hardware

Operations

Wili
Meet

Attachrent 10:
Maintenance and
Operations

229
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Specifications
Appreach

QPOST

4941

Environment

Operations

Will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

229

OPO058

4942

Network specifications

Operations

Wwill

Attachment 10:
Maintenance and
Operatians
Specifications
Appreach

229

OP05%

5106

QOthers as defined by the Department

Operations

Wwill
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

10

229

TP0&0

4661

The solution should provide real-time solution performance data.

Qperations

Will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

229

0OP061

4663

The golution should report on total processing times based on user-defined queries.

Operations

Will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

10

22%

OP062

473%

The solution should write all errors to an eror log in a standard format and make it available for

Department review upon request.

Operations

will
Meet

Attachment 10:
Maintenance and
Operations
Specifications
Approach

229

OP0&3

4740

The solution should allow the Department's administrator to view, filter, sort, and search the

error log(s).

Operations

Will
Meet

Attachment 10
Mainternance and
Operations
Specifications
Approach

10

230

309




OP0G4 | 4748 The Vendor should notify the Department regarding which releases of third-party software Operations Will Attachment 10: 10 230
(JAVA viriual machine, Intemet Explorer, Mozilla, Safari, etc.) are known to create problems Meet Maintenance and
with the current versicn of the Vendor software. Qperations
Specifications
Approach
OP065 | 4773 The solution should schedule and support file transfers as requested and agreed upon by the Operations will Attachment 10 10 230
Department. Meet Maintenance and
Operations
Specifications
Approach
OP0B6 | 3946 The solution's data aggregation compaonent should send each provider agency a verified visit Operations Will Attachment 10: 10 230
report, atleast once a calendar day. Meet Maintenance and
Cperations
Specifications
. Approach
P067 | 3948 The sclution’s data aggregation component should send each provider agency a visit not Qperations Will Attachment 10: 10 230
verified repert showing visits that were not verified by the provider agency, at least once each Meet Maintenance and

calendar day.

Operations
Specifications
Approach

310




Signed Attachments
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STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

CONSTRUCTION CONTRACTS: Under W. Va. Code § 5-22-1(1), the contracting public entity shall not award a
consiruclion contract 10 any bidder that is known to be in default on any monstary obligation owed fo the state or a
rolitical subdivision of tha state, including, but not fimited to, obligations related to payroll taxes, property taxes, salos and
use laxes, fire service fees, or other fines or fess.

ALL CONTRACTS: Under W. Va. Code §5A-3-108, no coniract or rengwal of sny contrast may be ewarded by the state
or any of its polilical subdivisions fo any vendor or prospective vendor when the vendor or prospective vendor or a related
party to the vendor or prospectiva vendor is a deblor and: (1) the debt owed Is sn amount greater than ona thousand
dollars in the aggregate; or {2} the debior is in employer default.

EXCEPTION: The prohibition Usted abnve does nol apply where a vendor has contested any tax administered pursuant to chaptar
elaven of the W, Va. Code, werkers” campensation premlium, permit fae or snvirenmarial fee or assessment and the maliar has
not becoma final or where the vendor has entesed into & payment plan or agresmant and the vendar is not in defaull of any of the
provisions of such plan or agreemant,

DEFINITIONS:

“Dabt” means eny assessment, premium, penalty, fine, lax or olher amount of mongy owed lo the state or any of its pofiticsl
subdivisions becauso of a judgment, fina, parmil violation, llcense assessment, defaulted workers' compensation premium, ponalty
or olhier assessment presently dalinguert or dus and vequirad 1o b pald o the slale o any of its political subidivisions, inciuding
any interest or additienal panallies aceneed therpon,

“Employer default" means having an outstanding balance or fishility to the old fund or to the Uniasured employers’ find o bakg
in policy default, as defined In W. Va, Cude § 23-26-2, fallurs to maintain mandalory workers' compansation coverags, of fallie to
fully mest its obligations as a workers' compensalion self-insured amployer, An amployer is not in employsr default i it has entered
into & repayment agreament with the Insurance Commissioner and remalas in compliance with the obligations under the
rapayment agraemend,

"Related party” means a parly, whelhor an Individual, corporation, parnership, sssocialion, fimited habil#ty company or any oiber
forin or business assoclation or slher enlity whatsoover, related to eny vendor by bload, rmarriage, ownership or eonitract through
which the parly has a relafionship of ownership or other intorast with the vendor so that the party will actually of by effect receive or
control @ potion of the banofit, profit or othicr corsideration from performance of & vendor contract with the pesty reseiving an
amount that meets or exceed five parcent of the total contrast amount,

AFFIRMATION: By signing this form, the vendor's authorized signer affirms and acknowledges under panaity of
law for false swearing (W, Va. Code §61-5-3) that: (1) for construction contracts, the vendor Is not in default on
any monatary obligation owed to the state or a political subdivision of the state, and {2) for all othar contracts,
that neither vendor nor any refated party owe a debt as defined above and that neither vendor nor any related
party are In employer default as defined above, unless the debt or employer default Is permitted undor the
excoption above,

WITNESS THE FOLLOWING SIGNATURE:
Vendor's Name: 1 erap Services LLC

Audhordzed Slgnelure: _ G el

] 5 &
State of A\ AWV ’1%&_ S
Counly of E\iw) E‘W , fowil:

W"" .

Taken, substribed, and swom 1o before me this _ll_'lday of y(ﬁﬁW’l , Eﬂ_%g
My Commission expires @l % ,20810
AFED SEAL HERE NOTARY PUBLIC

Purchosing Aftoavit (Roviesd 171852018}



West Virginia Ethics Commission

Disclosure of Interested Parties to Contracts

Pursuant to W. Va. Code § 6D-1-2, a state agency may not enter info a contract, or a series of related
contracts, that hashave an actual or estimated value of 51 million or more until the business entity submits
to the contracting state agency a Disclosure of Interested Parties fo the applicable contract. In addition,
the business entity awarded a contract is obligated to submit a supplemental Disclosure of Interested
Parties reflecting any new or differing interested parties to the contract within 30 days following the
completion or termination of the applicable contract,

For purposes of complying with these requirements, the following definitions apply:

“Business enfity” means any entily recognized by {aw through which business is conducted, including a
sole proprietorship, partnership or corporation, but does not include publicly raded companies listedon a
national or interational stock exchange.

“Interestod party” or “Interastad partins” means:

{1) A business entity performing work or service pursuant to, or in futherance of, the applicable contract,
including specifically sub-contractors;

(2) the person(s) who have an ownership interest equal to or greater than 25% in the business entity
perfarming work or service pursuant to, or in furtherance of, the applicable contract. {This subdivision
does not apply to a publicly traded company); and

(3) the person or business entity, if any, that served as a compensated broker or intermediary to actively
facilitate the applicable contract or negotiated the terms of the applicable contract with the state agency.
(This subdivision does not apply o persons or business entities perdorming Jegal services related to
the negotiation or drafting of the applicable contract.)

"State agericy” means a board, commission, office, department or other agency in ihe executive, judicial
or legislative branch of state government, including publicly funded institutions of higher education:
Provided, that for purposes of W. Va, Code § 8D-1-2, the West Virginia Investment Management Board
shall not be deemed a state agency nor subject to the requirements of that provision,

The contracting business entity must complete this form and submit it fo the contracting state agency prior
to coniract award and to complete another form within 30 days of contract completion or termination.

This form was created by the State of West Virginia Ethics Commission, 210 Brooks Street, Suite 300,
Charleston, WV 25301-1804. Telephone: (304)558-0664; fax: (304)558-2169; e-mail: ethics@wv.qgov;
website: www.ethics.wy.qov.

Revised June 8, 2018



West Virginia Ethics Commission
Disclosure of Interested Parties to Contracts
(Required by W, Va, Code § BD-1-2)

Namte of Contracting Business Entity: Therap Services LLC Address: D62 Watertown Avenue, Waterbury,
CT 06708-2240, USA

Name of Authorfzed Agent: Address:
Contract Number: E?!jﬂ_;ﬁmsmﬂﬁmmm Contract Description: EW

Governmental agency awarding contract: State of West Virginia Purchasing Division

0 Check here If this Is a Supplemental Disclesare

List the Names of Interested Parfies to the contract which are known or reasonably anticipated by the contracting business
entity for each category below (aftach additional pages if necessery);

1. Subcontractors or other entities performing work or service under the Coniract
E1 Chack here If none, otherwise list entity/individual names below.

2. Any person or entity who owns 25% or more of contracting entity (not applicable to publicly traded entities)
O Chack here if nono, othorwiso list entityfindividual names below.

ExH
/ﬁa,‘é/- Humine Seaviias Téchno 46'47 Lnilestmess {’,&gﬂ L YF-Re3FhR3

3. Any person or entity that facilitated, or negotiated the tenms of, the applicable contract (excluding legal
services related to the negotiation or drafting of the applicable contract)

£ Chetk hare if none, otherwise list entityfindividual names below,

Date Sigred: (Jf;{ /' % ,..?;J{Qd' =

State of . Courdy of Nﬁm ‘Htkl)ﬂ” s
I, Ci V\cizu‘ w&ﬂl—w . the authorized agent of the contracting business

ontity listed abwa‘}aeing duly swom, acknowledge that the Disclosure heseln is baing made under oath and under the

penalty of perury.
. davy of :E»HW‘;{ oIAD

! i -
. A }193%3
ﬂ Natary Publié's Signature

) -
Taken, swom to and subscribed beforeme this [ “F‘ .

To be comnlofad by Stato Anancwu:
Date Recsived by State Agency:

Date submitted 10 Ethics Commission:
Governmental agency submilting Disclosure:

Rovised June 8, 2078



3T | Purchasing Divison Stato of West Virginia
Y i
b, \EN ] 2019 Washington Stroct East
%5 YoV Post Offico Box 50130 Request for Proposal
J| Cwrteston, WV 253080130 34 - Service - Prof

Proe Folder: 623124
Doc Description: Addendum #7 Electronic Visit Verification|EVV) RFP
Proc Type: Contral Mastar ant

Data Issued Soliciation Closes '&smiﬁumuauo" on No Version

20200306 20200312 CRFP 0511 BMS2000000001 b
133000

BID CLERK
DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON ST &

CHARLESTON WY 25305
us

B B i 4 i ' - bat n T e

Vander Namé. Addross and Telophono Number;

Vendor Name: Therap Sences LLC
Adddvess: 362 Watetown Avenns, Waterbury, CT 66708- 2240, USA
Teleplione Namber: 1.203.596-7553

FOR INFORMATICN CONTACT THE BUYER
Brittany E Ingraham

{304) 558-0067

briltany.e ingraham@wv.gov

3 P T

Signature X ‘ FER® 05-1693335 . DAYE 382020

Alfoffers W to oll lerme and condiions conlanoed in this solicitation

Pago: 4 FORMID ; WV-PRC-CRFP-DO1



BORDORAL INFORBATION:

Addendum No. 7 is Issued to;
1. Provide Agency response lo additional Vendor question.
Bid opening remains 312/2020 at 1:30 PM ET.

No other changes.

BVOICBTO| ¢ o ls e ilh-= |l e 1Ll L 15 WIS T L o) Dl e W

PROCUREMENT OFFICER - 304-356-4851 PROCUREMENT OFFICER - 304-356-4851

HEALTH AND HUMAN RESQURCES HEALTH AND HUMAN RESOURCES

BUREAU FOR MEDICAL SERVICES BUREAU FOR MEDICAL SERVICES

350 CAPITOL 8T, RM 2561 350 CAPITOL ST, RiM 251

CHARLESTON WV25301-3708 CHARLESTON WV 25301-3709
us us

Line Comm Ln Desc iy Unit lssue Unit Prica Total Price
1 Implementation-Payment Milestones  0.00000
Comm Code Manufacturer Specification Modal #
93151507

Extsndod Deacription :

implementalion-Payment Milestones (DDI)

QINVOEGEW : e ———u . l8HPTOD i [

PROCUREMENT OFFICER - 304-356-4861 PROCUREMENT OFFICER - 304-368-4861

HEALTH AND HUMAN RESQURCES HEALTH AND HUMAN RESOURCES

BUREAL FOR MEDICAL SERVICES BUREAU FOR MEDICAL SERVICES

350 CAPITOL ST, RM 251 350 CAPITOL ST, RM 251

CHARLESTON W\V25301-3709 CHARLESTON WV 253013709
us us

Line Comm Ln Desc Qty Unit lssue Oait Price Total Price
2 implementation-Project Management  0.00000

Recurring

Comm Codg Manufacturer Specification Mode) #
93151507
Extendod Description :

Implemantation-Project Management Recurring (DD}

Page: 2




lwvolceyo = 00000000000 e WTD e s ee—we =
PROCUREMENT OFFICER - 304-356-4861 PROCUREMENT OFFICER - 304-256-4061
HEALTH AND HUMAN RESQURCES HEALTH AND HUMAN RESOURCES
BUREAU FOR MEDICAL SERVICES BUREAL FOR MEDIGAL SERVICES
350 CAPITOL ST, RM 251 350 CAPITOL ST, RM 251
CHARLESTON WV25301-3709 CHARLESTON WV 25304-3709
us us
Line Comm Ln Desc Qy Unit Issuo Unit Price Total Price
3 implementation-Training ans Meeting  0.00000
Cormm Code Manufacturer SpoEiTicl&on Modal #
93151507
Extended Description:
Implementaiion-Training and Meeling(DDl}
[INVGOICETO. —— —— _IsHpro = : o . ™% B
PROCUREMENT QOFFICER - 304-353-4861 PROCUREMEN"' CFFICER - 304-3565-4861
HEALTH AND HUMAN RESOURCES HEALTH AND HUMAN RESOURCES
BUREALU FOR MEDICAL SERVICES BUREAU FOR MEDICAL SERVICES
350 CAPITOL ST, RM 251 350 CAPITOL ST, RM 251
CHARLESTON W\ 253013708 CHARLESTON WV 285304-3700
us us
Line Comm Ln Desc Tty Unit [zauo Unit Price Total Frice
4 Base Year One Operations {6 C.00000
months)
Comm Code Manufacturer Specification Modal #
93151507
Extended Description :
Base Year One Operalions {6 months)
INVOICETD ShP 10
PROCUREMENT OFFICER - 304-356-4861 PROCUREMENT OFFICER - 304-356-4851
HEALTH AND HUMAN RESOURCES HEALTH AND HUMAN RESOURCES
BUREAU FOR MEDICAL SERVICES BUREAU FOR MEDICAL SERVICES
350 CAPITOL ST, RM 251 350 CAPITOL ST, RM 251
CHARLESTON WV 25301-3708 CHARLESTON VWV 25304-3709
us us
Line Cotnm Ln Desc Qty Unit lasus Unit Prico Total Price
5 Base Year One Operations {6 2030.00600 HOUR
months) Additional Services

Page: 3




Comm Codae Manufactrer

Specification Wodel #

93151507

Extended Description ;
Base Year One Operations éﬁ months) Additional Servicas
from: FRU2020-12031/202

IVBICETe : Eae——t

PROCUREMENT OEFICER - 304-356-4861 ]
HEALTH AND HUMAN RESOURCES
BUREAU FOR MEDIGAL SERVICES

280 CAPITOL 8T, RM 251

| PROCUREMENT OFFIGER - 304-356-4861
HEALTH AND HUMAN RESOURCES
BUREAU FOR MEGICAL SERVICES

J50 CAPITOL 8T, RM 251

Base Year Two Operations. Additional Services
from DU012021-12731/2024

CHARLEETON WY 25301-3708 CHARLESTON WY 25301-3700
us us
Line Corm Ln Desc Gy Unit lasue. Unit Price Total Prica
& Base Year Two Dperations 0.00000
Gomm Code Manufacturar Bpecification Wagel # -
Q3159507
Extanded Description : ]
Base Year Twp Operations
MyolgETC SHIE 70 =
FROCUREMENT OFFICER - 304-356-4851 PROCUREMENT OFFICER - 304-356-4861
HEALTH AND HUMAN RESOURGES HEALTH AND HUMANM RESOURCES
BUREAU FOR MEDICAL SERVICES BUREAU FOR MEDICAL SERVICES
350 GRPITOL ST, RM 351 a50 CAPITOL ST, RiM 251
. CHARLESTON WAV 25304-3709 CHARLESTON W 25301-3709
us s
Cine Gomm Ln Desc Oty Unit fasiin UnitPrice " Total Price
7 Base Year Two Operalions 4000.00000 HOUR
Addilional Services _ -
Gomm Coda __Manufacturer Specification Mods] #
B3151507
Extandod Description ; i

Fage: 4
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INVOICETO. o s e T NPT T e e e
PROCUREMENT OFFICER - 304-356-486% PROCUREMENT OFFICER - 304-355-4881
HEALTH AND HUMAN RESOURCES HEALTH AND HUMAN RESOURCES
BUREALU FOR MEDICAL SERVICES BUREAU FOR MEDICAL SERVICES
350 CAPITOL ST, RM 251 350 CAPITOL ST, RM 251
CHARLESTON WA/ 25301-3708 CHARLESTON Wy 25301-3700
us us
Line Comm Ln Desc Gty Unit lesue Unit Prica ~ Total Price
8 Base Year Three Operations 0.00000
Comm Coda Mamiaciurer Spacification Modsl #
83151507
Extended Description ¢
Base Year Three Operations
INVOICE FO e e e T L R e e e ey
PROCUREMENT OFFICER - 304-356-4861 PROCUREMENT OFFICER - 304-356-4861
HEALTH AND HUMAN RESQURCES HEALTH AND HUMAN RESQURCES
BUREALU FOR MEDICAL SERVICES BUREAU FOR MEDICAL SERVICES
350 CAPITOL ST, RM 251 350 CAPITOL ST, RM 251
CHARLESTON WWV25301-3709 CHARLESTON WV 25304-3700
us us
Line Comm Ln Desc Oty UnitIssue Unit Price Total Prica
9 Base Year Three Operations 4000.00000 HOUR
Additional Services
Comm Code Manufacturer __Specification Modol #
93151507
Extendad Description :
Base Year Three Operalicns Additional Services
from Q1012022-12/31/2022
INVOICE TO _ SHIPTQ - ; _ 7
PROCUREMENT OFFICER - 304-356-4851 PROCUREMENT OFFICER - 304-356-4861
HEALTH AND HUMAN RESOURCES HEALTH AND HUMAN RESOURCES
BUREAU FOR MEDICAL SERVICES BUREAU FOR MEDICAL. SERVICES
350 CAPITOL 5T, RM 251 350 CAPITOL ST, RM 251
CHARLESTON WV25301.3709 CHARLESTON WA 25301-3709
us us
Une Comm Ln Dosc Gty Unit Issua Unit Price Tolal Price
10 Base Year Four Operations £.00000
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Comm Code Manufacturer Epociieation Meds] &
83151507

Extondsd Dazcription : 7
Bage Year Four Openations

INGEIEETD

;QHIP’[Q — =

PROCUREMENT OFFIGER 304—356—4361
HEALTH AND HUMAN RESOURCES
BLREAU FOR MEDICAL SERVICES

280 CAP|TOL ST, RM 251

PROCURENMENT OFFICER - 304-358-4861

HEALTH AND HUMAN RESQURCES
BUREAU FOR MEDICAL SERVICES

350 CAPITOL ST, RM 251

CHARLESTOMN WhZEIDT-3700 CHARLESTON WA 25301-370%
us us
Lihe Comm Ln Desc ay Onif lssus Unit Price ~ Toual Price
" Base Year Four Operations 4000.00000 HOUR

_Additional Services ) B B
L.omm Code Manufachirer Specification Model 8 _
83151507
Extended Description: '
Base Year Four Qparations Additional Services
from 010 12023-12/31/2023
INVOILETO BHIP TO

PROCUREMENT OFFICER - 304-356-4851
HEALTH AND HUMAN RESOURCES
BUREAL FOR MEDICAL SERVICES

350 CAPITOL ST, RM 251

PROCUREMENT OFFICER - 304-356-4861

HEALTH AND HUMAN RESGURCES
ELIREAL FOR MEDICAL SERVICES

350 CARITOL 8T, RM 251

CHARLESTON WV25101-3700 CHARLESTON WA 2530-3709
us us

Line  Comm LnDesc _ ity Unit Izzue Unilt Price Total Price

12 Bsse Year Five Operstians 0.00000

Comin Gada Manufacturar_ “Specification Wodsl # .
93151807 :

Extended Deggription : T

Base Year Five Operalions

Paga: 5




[mvoIcETD e T S e aas e[| S PiE R - s g e
PROCUREMENT OFFICER - 304-356-4851 FPROCUREMENT OFFICER - 304-356-4861
HEALTH AND HUMAN RESOURCES HEALTH AND HUMAN RESOURCES
BUREAL FOR MEDICAL SERVICES BUREAU FOR MEQICAL SERVICES
350 CARITOL ST, RM 251 350 CAPITOL ST, RM 251
CHARLESTON WA/ 25301-3708 CHARLESTON WV 25301-3708
us us
Line Comm Ln Dasc Gty Unit fasue Unit Price Total Price
13 Base Year Five Operations 4000.60000 HOUR
Additional Services
Comm Code Manyfachirer Specification Thodal §
€3151507
Extendod Description ;
Base Year Four Opemuons Additional Services
from €1/09/2024-12/31/2024
INVOIE YO = ST . |sero { = z =3
PROCUREMENT OFFICER - 304-356-4861 PROCUREMENT OFFICER - 304-355-4561
HEALTH AND HUMAN RESOURCES HEALTH AND HUMAN RESOURCES
BUREAU FOR MEDICAL SERVICES BUREAU FOR MEDICAL SERVICES
350 CAPITOL ST, R 251 350 CAPITOL 87, RM 251
CHARLESTON WV25301-3709 CHARLESTON WV 25301-3709
us us
Line Comm Ln Desc Gty Unit Issue Unit Price Yotai Price
14 Optional Renews! Year One 0.00000
Operations
Comm Cada Manufacturor Spocification Modal #
93151507
Exterided Description :
Optional Renewal Year One Operations
INVOICE TO SHIPTD ) )
PROCUREMENT OFFICER - 304-355-4861 PROCUREMENT OFFICER - 304-356-4861
HEALTH AND HUMAN RESOURCES HEALTH AND HUMAN RESQURCES
BUREAU FOR MEDICAL SERVICES BUREAU FOR MEDICAL SERVICES
350 CAPITOL 8T, RM 251 350 CAPITOL ST, RM 251
CHARLESTON WV 25301-3708 CHARLESTON WV 25301-3708
us us
Line Comm t.n Dasc ary Unit issue Unit Price Total Price
15 Oplianal Renewal Year One 4000.00000 HOUR

Qperations-Additional Services




{Comm Coda Manufachurer Specification Model &
|93181507
Extsndad Description ;
Qptionial Renawal Year One Oparations-Additlonal Sarvices
from O1D1/Z028-12/3172028
WeIgETy T T Y gepye

PROCUREMEMT D‘FFIGER 304-3568-4861

HEALTH AND HUMAN RESOURCGES
BUREAU FOR MEDICAL SERVICES

360 CAPITOL ST, RM 251

PROCUREMENT OFFICER - 304-355-4881
HEALTH AND HUMAN RESOURCES
BUREAU FOR MEDICAL SERVICES

350 CAPITOL 8T, RM 251

CHARLESTON WV25301-3703 CHARLESTON WV 28301-3709
us us
Line GommlnDesc 0 Ty Unit Issuo Unit Price ~ Total Price
18 Qptional Renewal Year Two 0.00000
Operations B )
Gamm Code H&nufaétﬁfnr Spacification Model #
93151507
Extended Dns:riprlinn. ]
Optional Renewal Year Two Operatmns
INVOGE TG ‘ SHETE o

PROCUREMENT CIFFICER 304—356—435‘[
HEALTH AND HUMAN RESOLURCES
BUREAU FOR MEDICAL SERVICES

| PROCUREMENT OFFICER - 30‘4-356-4551
HEALTH AND HUMAN RESOURCES
BUREAU FOR MEDICAL BERVICES

350 CAPITOL BT, RM 251 350 CAPITOL ST, RM 251
CHARLESTON W 25301-3708 CHARLESTON WV 25301-3708
us us
iine Camm Ln Dese iy Unit Issue Unit Price ___ Total Price
17 Optional Renewal Year Two 4000.00000 HOUR,
Operations-Additienal Services - )
Comm Code Manufacturer Spacification Niodsl % _
93151507
Extendad Dascription : . T

Opticnal Renewsl Year One Operations-Additicnal Services
from Q1A0/2028-12/31/2028
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m_ ek z --:.-u--—__l_nr—"o-. —-l—_e—‘ Il I T
PROCUREMENT QOFFICER - 304-356-4861 PROCUREMENT OFFICER - 304-356-4861
HEALTH AND HUMAN RESQURCES HEALTH AND HUMAN RESOURCES
BUREAU FOR MEDICAL SERVICES BUREAU FOR MEDICAL SERVICES
350 CAPITOL ST, RM 251 350 CAPITOL ST, RM 251
CHARLESTON WV25301-3709 CHARLESTON W 25301-3709
us us
Line Comm Ln Dese Qty Unit issue Unit Price Total Price
18 Dptional Renews! Year Three ©.00000
QOperations
Comm Code Manufacturer 8pacification Model #
93151507
Extendad Description :
Optionai Renawal Year Three Operations
PROCUREMENT OFFICER - 304-356-4861 PROCUREMENT OFFICER - 304-356-4861
HEALTH AND HUMAN RESOURCES HEALTH AND HUMAN RESQURCES
BUREAU FOR MEDICAL SERVICES BUREAU FOR MEDICAL SERVICES
360 CAPITOL 8T, RM 251 350 CAPITOL ST, RM 251
CHARLESTON Wv25301-3708 CHARLESTON WV 25301-3709
us us
Lina Coram Ln Dese Qty Unit Issue Unlt Prico Total Price
19 Optional Renewal Year Three 4000.00000 HOUR
Operations-Additlonal Services
Comm Code Manufacturer Spacification Vodol 3
93151507
Extended Description
Opllonal Renewal Year One Operations-Additional Services
from O1/01/2027-1213172027
[SCHEDULE OF EVENTS
Line Evem Event Date
1 Prebid Meeting 2019-12-18
2 Questions Due 2019-12-23
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