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Proc Folder :

Solicitation Description :

Proc Type :

Date issued Solicitation Closes Solicitation Response Version

Solicitation Response

Purchasing Division
2019 Washington Street East

Charleston, WV 25305-0130
Post Office Box 50130

State of West Virginia

655561

Addendum 2-EndPoint Detection and Response Software - OT1912

Central Master Agreement

2019-12-16

13:30:00

SR 0210 ESR12161900000003647 1

 VENDOR

000000198570

DLT SOLUTIONS LLC

Comments:

Total Bid : Response Date: Response Time:Total Bid : 

Solicitation Number: CRFQ 0210 ISC2000000010

$163,060.00 2019-12-16 12:28:43

DLT Solutions , on behalf of our partner, Crowdstrike, is pleased to offer a response to this RFP.
We've included a couple of different options of our quotation an attached a detailed version thusly.
Additionally, we'd like to submit a couple of clarifications in relation to section 4 of your RFP.
Crowdstrike will be providing both support and a Program Manager as they are the OEM of this
software.    All questions regarding this proposal should be submitted to Daniel Finn at DLT -
Daniel.finn@dlt.com (703-839-2718).
Thank you for the opportunity to submit!

FOR INFORMATION CONTACT THE BUYER

Signature on File FEIN # DATE

All offers subject to all terms and conditions contained in this solicitation

FORM ID : WV-PRC-SR-001

Jessica S Chambers

(304) 558-0246
jessica.s.chambers@wv.gov
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 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

1 CNTRCT ITEM: Containment
Remediation Reporting & Monitoring

2000.00000 EA $19.390000 $38,780.00

43233204

4.1.1 Contract Item: Containment, Remediation, Reporting & Monitoring

4.1.1.1 The Vendor must provide a cloud-based software as a service solution that is capable of supporting endpoints
throughout the State of West Virginia. The endpoint licenses must be billed on an annual basis.

Comments: See attached quotation for Falcon Endpoint 4816214.   There are 2 options that include Overwatch,as well.

 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

2 Opt Renew Y2 - Cntrct Item: Contain
Remediate Report Monitor

2000.00000 EA $20.020000 $40,040.00

43233204

4.1.1 Contract Item: Containment, Remediation, Reporting & Monitoring

4.1.1.1 The Vendor must provide a cloud-based software as a service solution that is capable of supporting endpoints
throughout the State of West Virginia. The endpoint licenses must be billed on an annual basis.

Comments: See attached quotation for Falcon Endpoint 4816214.   There are 2 options that include Overwatch,as well.

 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

3 Opt Renew Y3 - Cntrct Item: Contain
Remediate Report Monitor

2000.00000 EA $20.700000 $41,400.00

43233204

4.1.1 Contract Item: Containment, Remediation, Reporting & Monitoring

4.1.1.1 The Vendor must provide a cloud-based software as a service solution that is capable of supporting endpoints
throughout the State of West Virginia. The endpoint licenses must be billed on an annual basis.

Comments: See attached quotation for Falcon Endpoint 4816214.   There are 2 options that include Overwatch,as well.
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 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

4 Opt Renew Y4 - Cntrct Item: Contain
Remediate Report Monitor

2000.00000 EA $21.420000 $42,840.00

43233204

4.1.1 Contract Item: Containment, Remediation, Reporting & Monitoring

4.1.1.1 The Vendor must provide a cloud-based software as a service solution that is capable of supporting endpoints
throughout the State of West Virginia. The endpoint licenses must be billed on an annual basis.

Comments: See attached quotation for Falcon Endpoint 4816214.   There are 2 options that include Overwatch,as well.





























































































CROWDSTRIKE SUPPORT OFFERINGS 
Standard | Express| Essential | Elite 

 
 
CrowdStrike offers support services to assist with deployment and ongoing use of our 
products to ensure your success in “stopping the breach.” The CrowdStrike Support 
organization is dedicated to resolving any issues quickly and effectively.  CrowdStrike 
provides multiple levels of support so customers can choose the level that best fits their 
business requirements and ensures that you receive the most from your investment in 
CrowdStrike.  CrowdStrike provides four levels of support: 

Standard Support is bundled free with 
Falcon Host, and provides basic support 
services such as email communications to 
the CrowdStrike Support team, access to 
the support portal and basic 
troubleshooting and technical assistance.     
 

Express	Support	is created for customers 
in mission critical environments with less 
that 2,500 endpoints who require that 
deployment and operational issues are 
resolved as quickly as possible. 
 
Essential support provides everything 
included in Standard support, plus: 
 
§ Extended coverage and expediated 

response times 
§ Prioritized case handling 
§ More communications options 
§ Quartlery health checks and reports  
§ Knowledge transfer opportunities  
§ Direct access to CrowdStrike’s team of 

Technical Account Managers 
 

Essential Support is designed to 
provide peace of mind for larger 
environments (2,500+ endpoints). From 
planning to deployment, to ongoing 
operations, our team of support 
professionals understand the importance of 
your mission and are committed to working 
with you to avoid problems and resolve 
issues as fast as possible.   

 
 
 

This program is for Security and IT 
Operations organizations that are using 
CrowdStrike for EPP and NGAV.   Companies 
that value proactive services to avoid 
issues and fast and predictable access to 
support will benefit from this service. 
 
Essential support provides everything 
included in Express support, plus: 
 
§ Hands-on assistance with deployment  
§ Invitations to Beta Programs 
§ Periodic proactive calls and customized 

reports covering overall health of your 
implementation, new best practices, 
feature requests, whitelist tuning, case 
status, product training, etc.  

Elite Support is the highest level of 

support provided by CrowdStrike.  A 
dedicated technical account manager 
works closely with you as your trusted 
advisor. 
 
This program is for Security and IT 
Operations organizations that are using 
CrowdStrike for EPP and NGAV and want to 
supplement their staff with expert technical 
help, and highly predictable response times. 
 
Elite support builds on CrowdStrike 
Essential Support and adds a named TAM, 
and custom reports. 



COMPARISON CHART STANDARD EXPRESS ESSENTIAL ELITE 
Communication channels     
Standard Portal Ö Ö Ö Ö 

Email Ö Ö Ö Ö 

Enhanced Portal   Ö Ö 

Phone P1 or P2 issues 
only 

P1 or P2 issues 
only 

P1 or P2 issues 
only 

P1 or P2 issues only 

Number of dedicated contacts N/A 6 6 6 

Standard Coverage     
Standard Response time Next business 

day 
4 business hours 4 business hours 4 business hours 

Standard coverage time M-F 9am-6pm 
local time 

M-F 8am-6pm 
local time 

M-F 8am-6pm 
local time 

M-F 8am-6pm local 
time 

Critical Issues Coverage     
Critical Issues Response Time 1 hour 1 hour 1 hour 1 hour 

Critical Issues Coverage Time 24x7 24/7 24/7 24/7 

Dedicated phone number  Ö Ö Ö 

Dedicated email hotline  Ö Ö Ö 

Dedicated portal  Ö Ö Ö 

Case management     
Case handling Standard Prioritized Prioritized Prioritized 

Escalation path/Case oversight  Ö Ö Ö 

On-going resolution  Ö Ö Ö 

Proactive support  Ö Ö Ö 

Defect handling Ö Ö Ö Ö 

Expedited defect handling  Ö Ö Ö 

Feature request Ö Ö Ö Ö 

Prioritized feature requests  Ö Ö Ö 

Other     

Quick-start Session  Ö Ö Ö 

Roadmap participation   Ö Ö 

Hands-on deployment assistance   Ö Ö 

Technical Account Managers  Ö Ö Ö 

Account history  Ö Ö Ö 

Quarterly check-in calls  Ö Ö Ö 

Health Checks  Ö Ö Customized 

Quarterly reports  Ö Ö Ö 

Proactive Invitations to Beta 
Programs 

  Ö Ö 

Named TAM    Ö 

Custom quarterly reports    Ö 

Onsite visits (T&E required)    Ö 



Descriptions 
 

 

SUPPORT CARE  
Response Time 
Standard: The support engineer responds 
to technical issues within 1 business day of 
call or 1 business hour for critical issues. 

Express, Essential: The Technical Account 
Manager (TAM) team responds to technical 
issues within 4 business hours of call or 1 
business hour for critical issues. 

Elite: The TAM team responds to technical 
issues within 4 business hours of call or 1 
business hour for critical issues. 

24X7 Critical Issue Support 
Standard: For critical technical issues (P1 – 
Network down), the support team is 
available around the clock. 

Express, Essential and Elite: For critical 
technical issues, the team will be available 
around the clock, escalating issues as 
appropriate for the quickest possible 
resolution. You will be given a dedicated 
number, dedicated email hotline and 
dedicated support portal for these cases. 

Prioritized Case Handling� 
Express, Essential and Elite support cases 
take precedence over Standard cases at the 
same priority level.  

Proactive Support 
Essential and Elite: During periodic calls 
scheduled at your convenience, a member 
of the TAM team will provide Q&A or just-in-
time training on topics of your choice, 
updates on the latest product features, and 
general platform  health checks. 

 

 

PRODUCT CARE  
Defect Handling� 

Standard:	When determined the issue could 
be caused by a defect in the product, a case 
will be opened on the customer’s behalf and 
managed to resolution.  

Express,	Essential	and	Elite:	When determined 
the issue could be caused by a defect in the 
product, customer’s ticket will take 
precedence over others within the same 
priority level.  

Feature Requests 
Feature request to support will be queued 
up by Support with our product 
management team feature process. 

 

ACCOUNT CARE  
Technical Account Manager�Team 

Express,	Essential	and	Elite:	Direct access to 
the TAM team who will be your first line of 
support and liaison to Support and Product 
Management. 

 



Account History/Documentation  
The TAM team will keep your Account records – 
including Contacts, Environment, Activity, etc. up-
to-date to ensure that all your interactions are as 
efficient and effective as possible.  

Quarterly Check-in Calls� 
The TAM team will schedule quarterly check-in 
calls at your convenience to: 

- Review issues, projects, and goals 
- Address any new questions or concerns 
- Discuss Best Practices 
- Provide updates on new Features 
- Provide Just-In-Time training on any 

topics of your choice 
- Health Check 

Health Check 
The TAM team reviews notifications, usage data, 
endpoint data, etc. to ensure that the platform is 
being used as efficiently and effectively as 
possible. If necessary, we will recommend 
configuration changes or upgrades to optimize 
your deployment. 

Quarterly Service Reports� 

You receive a formal report summarizing the 
action items, recommendations, and other 
outcomes of each of the quarterly calls.  

LET’S DISCUSS YOUR NEEDS 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
LET’S DISCUSS YOUR NEEDS 
Phone: 1-888-512-8906 
Email: sales@crowdstrike.com 
Web: http://www.crowdstrike.com/ 
 

 
 
 
 
 
 
 
 
 
 
 

 

 



FALCON COMPLETE 

TURNKEY ENDPOINT SECURITY THAT INCLUDES THE 
ONLY BREACH PREVENTION WARRANTY OF ITS KIND  
A truly effective endpoint security solution requires a holistic approach. However, many 
organizations struggle to implement a comprehensive program because the time, cost and 
expertise needed are too high.  Falcon Complete™ solves this problem by adding a team of 
security experts to handle every aspect of CrowdStrike® endpoint security technology for you. 
This powerful combination of people, processes and technology brings you to the highest level of 
endpoint security maturity without the burden of building it yourself. Falcon Complete includes:

CrowdStrike Products

FALCON COMPLETE
A REVOLUTIONARY APPROACH 
TO ENDPOINT SECURITY
Complete endpoint security and unrivaled simplicity — guaranteed

Includes a breach 
prevention warranty 
of up to $1 million
 
 
KEY BENEFITS

Includes an exclusive breach 
prevention warranty for ultimate 
peace of mind

Eliminates endpoint security 
burdens, providing effortless 
implementation, operations and 
incident remediation

Enhances and optimizes 
endpoint security

Offers the simplest and most 
effective endpoint security 
solution, accessible to all

Delivers immediate response 
and remediation anywhere

Protects above and beyond 
traditional antivirus and other 
next-gen products

FALCON COMPLETE SOLUTIONS

 Falcon Prevent™ — next-gen antivirus 
with machine learning, exploit blocking, 
indicator of attack (IOA) behavioral analysis 
and more

 Falcon Insight™ — endpoint detection and 
response (EDR)

 Falcon Discover™ — IT hygiene and asset 
inventory

 Falcon OverWatch™ — 24/7 managed 
threat hunting with managed detection  
and response (MDR)

FALCON COMPLETE TEAM

 On-boarding
 Proactive configuration management
 Prevention health checks
 Maintenance and operations
 Access to CrowdStrike security analysts
 Incident handling playbook
 Incident triage and handling
 Hands-on remote remediation

Taking endpoint security to the next level —  the best protection, 100 percent 
managed and 100 percent worry-free

Falcon  Complete provides the products and a seasoned team of experts to perform the tasks 
needed to handle all aspects of endpoint security, freeing  you and your teams to focus on 
other important aspects of your business.  In addition,  Falcon Complete is covered by a breach 
prevention warranty for the duration of the product subscription. The warranty provides up to $1 
million of coverage to address any breach that occurs within the protected environment.



CrowdStrike Products

FALCON COMPLETE

ENDPOINT SECURITY 
AT ITS BEST 

Falcon Complete revolutionizes 
endpoint security by providing all 
of the components required for a 
mature endpoint security posture, 
from the initial setup and day-to-
day operations to the prevention 
and detection of threats, all the 
way to full incident handling, 
including immediate remote 
remediation and recovery. 

FALCON COMPLETE: A 
UNIQUE SOLUTION

CrowdStrike Falcon Complete is 
the only endpoint security solution 
with built-in proactive threat 
hunting and remote remediation, 
backed by a team of security 
experts that serves as your force 
multiplier, 24/7.

ABOUT CROWDSTRIKE

CrowdStrike® is a leader in 
cloud-delivered endpoint 
protection. The CrowdStrike 
Falcon® platform offers instant 
visibility and protection across the 
enterprise and prevents attacks 
on endpoints on or off the network. 
Falcon seamlessly unifies next-
generation AV with best-in-class 
endpoint detection and response, 
backed by 24/7 managed hunting.

UNMATCHED NEXT-GEN BENEFITS
 Guarantees protection: Falcon Complete 

comes with a breach protection warranty 
that covers the costs you would incur in 
responding to a breach, including legal 
services, client notification, identity 
theft and credit monitoring, forensics 
investigation and public relations.

 Protects against all types of attacks: 
Falcon Complete protects your 
organization against commodity and zero-
day malware, ransomware, exploits and 
advanced malware-free, fileless attacks — 
keeping you ahead of the  rapidly changing 
tactics, techniques and procedures (TTPs) 
used by today’s adversaries. 

 Combines the best prevention 
technologies: For ultimate protection, 
Falcon Complete combines technologies 
such as machine learning for malware 
protection, indicator of attack (IOA) 
behavioral blocking and exploit blocking.

 Single, lightweight agent: Falcon 
Complete uniquely integrates powerful 
best-in-class prevention, detection 
and response, together with IT hygiene 
capabilities to provide continuous breach 
prevention in a single agent.  

A FORCE MULTIPLIER:  ALL THE HANDS-
ON HELP AND EXPERTISE YOU NEED, 
WHEN YOU NEED IT
 

 Getting you up and running and fully 
operational: The CrowdStrike Falcon 
Complete Team works with your 
organization to get you started and assists 
your team throughout the deployment 
process. During this interactive phase, 
CrowdStrike helps you understand the 
prevention capabilities of the Falcon 
platform and tailors these security postures 
to best fit your business and security needs. 

 Freeing your IT and security teams from 
daily, time-consuming endpoint security 
tasks: After initial implementation, the 
Falcon Complete Team administers 
the updates and maintenance of your 
solution, updating, monitoring and tuning 
Falcon to continually enhance your 
security posture. The Team also reviews, 
triages, prioritizes and resolves alerts 
generated by the Falcon platform and 
Falcon OverWatch. The Team identifies 
whether an alert is a false positive or a true 
incident and responds accordingly.

 Reducing risk with immediate remote 
remediation of incidents: When the 
Falcon Complete Team detects an 
incident, it can remotely remediate 
it. By ensuring that all incidents are 
handled immediately, Falcon Complete 
dramatically reduces the risks of a serious 
breach. In addition, the Team assists 
with guidance and expertise to help your 
teams with any security concerns they 
might have.

IMMEDIATE TIME-TO-VALUE
 Easy deployment:  As part of the 

CrowdStrike platform, Falcon Complete 
requires only the installation of a small 25 
MB agent, without requiring management 
infrastructure or management consoles, 
making deployment easy and efficient.

 Immediately operational: Falcon 
Complete  can be deployed instantly 
for unrivaled time-to-value.  As soon as 
it’s installed, it hits the ground running, 
allowing the Falcon Complete Team to 
monitor and protect your organization 
without requiring additional components, 
reboots, query writing, staging or complex 
configuration.

 Zero impact on performance: Thanks 
to its cloud-native architecture, Falcon 
Complete causes no additional impact on 
endpoints or the network.

KEY PRODUCT CAPABILITIES
Falcon  Complete provides all the technologies and services required to instantly implement 
and continuously run a mature endpoint security program. It delivers the following benefits:

Learn more at www.crowdstrike.com



FA L C O N  I N S I G H T  —  E D R  M A D E  E A S Y
Traditional endpoint security tools have blind spots, making them 

unable to see and stop advanced threats. Falcon Insight solves this 

by delivering complete endpoint visibility across your organization. 

Insight continuously monitors all endpoint activity and analyzes the 

data in real time to automatically identify threat activity, enabling it to 

both detect and prevent advanced threats as they happen. All endpoint 

activity is also streamed to the CrowdStrike Falcon® platform so that 

security teams can rapidly investigate incidents, respond to alerts and 

proactively hunt for new threats. 

FALCON INSIGHT IS THE INDUSTRY LEADER IN EDR

  "Best Behavior Analytics/Enterprise Threat Detection"  

Security Magazine Award 2017

 "Perfect Detection Score" (5/5) and "Perfect Cost Score"  

(value for the money) in 2017 Forrester Endpoint Security Wave

Scored "Strong" (highest rating possible) in all use cases evaluated in 

Gartner’s 2017 Comparison of Endpoint Detection  

and Response Technologies and Solutions report

K E Y  P R O D U C T  C A PA B I L I T I E S  
SIMPLIFY DETECTION AND RESOLUTION

•  Automatically detect attacker activities — Insight uses IOAs  

(indicators of attack) to automatically identify  attacker  

behavior and sends prioritized alerts to the Falcon UI, eliminating  

time-consuming research and manual searches.

K E Y  B E N E F I T S
»  Detect advanced threats 

automatically

» Speed investigations with real-   

    time forensics

»  Remediate with confidence

»  Conduct five-second enterprise  

searches 

»  Enable Falcon OverWatchTM  

 threat hunting service

C R O W D S T R I K E  FA L C O N  I N S I G H T ™
E N D P O I N T  D E T E C T I O N  A N D  R E S P O N S E
STREAMING THE THREAT DETECTION AND RESPONSE LIFECYCLE WITH SPEED, 

AUTOMATION AND UNRIVALED VISIBILITY



•  Unravel entire attacks on just one screen — An easy-to-read  

process tree provides full attack details in context for faster  

and easier investigations.            

 •  Accelerate investigation workflow —  The intuitive  UI allows you to  

pivot and run searches across your entire organization in seconds.

•  Gain context and intelligence — Integrated threat intelligence 

delivers the complete context of  an attack, including attribution.

•  Contain suspect systems in just one click —  It instantly puts an  

end to adversary activity by containing  compromised systems.

GAIN FULL-SPECTRUM VISIBILITY IN REAL TIME

•  Observe every move in real time — Immediate  visibility allows you  

to view the activities as if you were "shoulder surfing" the adversary.

 •  Capture critical details for forensic investigations — Falcon Insight 

kernel-mode driver captures over 200 events and related  

information necessary to retrace incidents.

•  Get answers in seconds — The CrowdStrike Threat GraphTM  

database stores event data and answers queries in five seconds  

or less, even across billions of events.

•  Recall for up to 90 days —  Falcon Insight provides a complete record 

of endpoint activity over time, whether your environment consists of 

fewer than 100 endpoints or more than 500,000.

IMMEDIATE  TIME-TO-VALUE 

•  Save time, effort and money — Cloud-enabled Falcon Insight is 

delivered by the CrowdStrike FalconTM platform and does not  

require any on-premises management infrastructure.

•  Deploy in minutes - CrowdStrike customers can deploy the  

cloud-delivered Falcon agent to up to 70,000 endpoints in  

less than a single day. 

•  Immediately operational — With unmatched detection and  

visibility from Day One, Falcon Insight hits the ground running, 

monitoring and recording on installation without requiring  

reboots, fine-tuning, baselining or complex configuration.

•  Zero impact on the endpoint — With a lightweight agent that  

requires only a 20MB footprint on the endpoint, searches take  

place in the Falcon Threat GraphTM database without any performance  

impact on endpoints or the network.

F A L C O N  I N S I G H T  ( C O N T ' D )

T H E  P O W E R  T O  
P R E V E N T  S I L E N T  
FA I L U R E  A N D  
S T O P  B R E A C H E S
Prevention technologies are not 

perfect. If attackers manage 

to bypass your organization’s 

defenses, they can go unnoticed 

for weeks or months because 

security  teams lack the visibility 

and detection tools to identify 

post-breach activity. This period 

of "silent failure" spells success 

for the attacker and potential 

disaster for the organization.  

Falcon Insight quickly detects, 

identifies and allows you to 

respond to incidents that are 

invisible to existing defenses.

CrowdStrike is the leader in cloud- 

delivered next-generation endpoint  

protection. CrowdStrike has revolution-

ized endpoint protection by being the 

first and only company to unify next- 

generation antivirus, endpoint detection 

and response (EDR),and a 24/7 managed 

hunting service — all delivered via a 

single lightweight agent.

L e a r n  m o r e  a t  c r o w d s t r i k e . c o m



FA L C O N  P R E V E N T:  I N D U S T R Y- R E C O G N I Z E D  
L E G A C Y  AV  R E P L A C E M E N T
For organizations struggling with the ineffectiveness and complexity 

of legacy antivirus solutions, Falcon Prevent is here to help. As the 

most complete AV replacement solution in the industry, Falcon Prevent 

delivers superior protection with a single lightweight agent that 

operates without the need for constant signature updates, on-premises 

management infrastructure, or complex integrations. Even the largest 

organizations can be up and running with Falcon Prevent in minutes.  

   Certified to replace legacy antivirus products — Independent testing 

at AV-Comparatives and SE Labs has certified Falcon Prevent's antivirus 

capabilities. Falcon Prevent has also been validated for PCI, HIPAA, NIST 

and FFIEC regulatory requirements.

Named a visionary in Gartner's Magic Quadrant for Endpoint 

Protection Platforms — Visionary positioning was based on innovative 

protection capabilities and the simplified deployment model.

K E Y  P R O D U C T  C A PA B I L I T I E S  
ENSURE YOUR ORGANIZATION IS FULLY PROTECTED  
AGAINST THE RISING TIDE OF CYBER THREATS

•  Covers protection gaps left by legacy AV — More than just an 

AV replacement,  Falcon Prevent is designed to replace legacy AV 

solutions and deliver new protection capabilities to your endpoints. 

Falcon Prevent adds machine learning and behavioral analytics 

to stop fileless malware, in-memory attacks and other advanced 

techniques that are typically missed by standard AV products.

K E Y  B E N E F I T S
»  Prevent malware and 

ransomware infections

»  Prevent fileless and  

in-memory attacks

»  Defend against attacks  

that go beyond malware

»  Simplify operations with 

signatureless protection and 

SaaS delivery

»  Replace legacy antivirus 

quickly and confidently

C R O W D S T R I K E  FA L C O N  P R E V E N T ™
N E X T- G E N E R AT I O N  A N T I V I R U S
GET BETTER PROTECTION AND BETTER PERFORMANCE IMMEDIATELY BY REPLACING  
YOUR CURRENT AV SOLUTION WITH CROWDSTRIKE FALCON PREVENT

"As more and more organizations are 

looking for more effective solutions 

that can stop advanced, modern-day 

threats, I believe CrowdStrike Falcon 

is the answer."”

— STEVE PHILLPOTT,  

CHIEF INFORMATION OFFICER, 

WESTERN DIGITAL CORP. 

C R O W D S T R I K E  P U B L I C  S E C T O R  S O L U T I O N S



 •  Uses only one agent — Get the best next-generation technologies 

concentrated in a single agent, including machine learning, exploit 

blocking, custom whitelisting and blacklisting, behavioral indicators 

of attack (IOAs), attack attribution and adware blocking.

•  Full protection, online and off — Falcon Prevent leverages protection 

technologies both in the cloud as well as on the endpoint to provide 

full prevention when disconnected from the network, while taking 

advantage of the additional power of the cloud when connected.

FAST AND EASY DEPLOYMENT

•  Save time, effort and money — Cloud-native Falcon Prevent is 

delivered by the CrowdStrike Falcon® platform and doesn’t require  

any on-premises management infrastructure. 

•  Deploy at unprecedented speed — The cloud-delivered Falcon  

agent enables rapid deployment, with customers reporting the 

installation of as many as 70,000 agents in a single day.

•   Immediately operational — Get unmatched prevention instantly. 

Falcon Prevent hits the ground running, protecting you immediately 

upon installation without requiring signature updates, fine-tuning, 

baselining or complex configuration.

FORGET IT’S THERE

•  Zero impact on the endpoint — From initial installation to  

ongoing day-to-day use, Falcon Prevent operates with only a  

tiny 20MB footprint on the endpoint. 

•  No reboot — Leave your endpoints alone, with no reboot required  

at installation or during updates.

•   No need for cumbersome and frequent scans or updates —  

The signature-less protection technologies used by Falcon Prevent 

completely eliminate the need for performance-crushing tasks  

such as signature updates and disk scans.

MIGRATE WITH CONFIDENCE

•  Easy transition — Falcon Prevent operates seamlessly  

alongside AV as you migrate.

F A L C O N  P R E V E N T  ( C O N T ' D )

T H E  FA S T E S T  A N D  
E A S I E S T  WAY  T O 
S A F E G U A R D  Y O U R 
O R G A N I Z AT I O N  A G A I N S T 
M A LWA R E  A N D  B R E A C H E S
 Today's adversaries don’t 

limit their tactics to malware 

and exploits. That’s why 

Falcon Prevent provides a 

new generation of prevention 

features capable of defeating 

these evolving tools and 

techniques. 

CrowdStrike is the leader in cloud- 

delivered next-generation endpoint  

protection. CrowdStrike has revolution-

ized endpoint protection by being the 

first and only company to unify next- 

generation antivirus, endpoint detection 

and response (EDR),and a 24/7 managed 

hunting service — all delivered via a 

single lightweight agent.

L e a r n  m o r e  a t  c r o w d s t r i k e . c o m
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