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Comm Code Manufacturer Specification Model #

Extended Description :

1 Statement of Standards for
Attestation Engagements No. 18

1.00000 LS $60,000.000000 $60,000.00

84111600

4.1.1Statement of Standards for  Attestation Engagements No. 18 - Reporting on Controls at a Service Organization
(SOC1) Type 1

4.1.1.1 The vendor will review the WVOT's service organization.
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PROPOSAL TO PROVIDE AUDITING AND ASSESSMENT SERVICES FOR: 

West Virginia Office of Technology 

CRFQ 0210 ISC2000000006 
WVOT – Auditing and Assessment Services 

Dixon Hughes Goodman LLP 
500 Virginia Street, Suite 800 
Charleston WV 25301 
T 304.343.0168 | F 304.343.1895 

2501 Blue Ridge Road, Suite 500 
Raleigh, NC 27607 
T 919.301.6708 | F 919.876.8680 

Zach Shelton, CISA | Principal | zach.shelton@dhg.com 

October 31, 2019 
Signed Date 
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Auditing and Assessment Services 

We are pleased to provide the State of West Virginia and the West Virginia Office of Technology (WVOT) with professionals 
who possess the experience and qualifications as requested for auditing and assessment services. The team selected to 
assist you is comprised of professionals who possess the industry and subject-matter experience necessary to meet your 
request for System and Organization Controls (SOC) reporting services. By leveraging our deep experience with SOC 
reporting and information security sound practices, we will tailor a unique approach that will position WVOT to better 
understand SOC reporting requirements and to mitigate risks. 

We understand you are considering assistance with SOC 1 reporting services for the Enterprise storage systems, 
networking infrastructure and administrative controls as outlined in the Addendum, as of January 1, 2020. Our engagement 
activities will include: 

 Producing a SOC 1 Type 1 report for the Enterprise storage systems, networking infrastructure and
administrative controls as outlined in the Addendum, as of January 1, 2020

 Highlighting areas of risk identified during our SOC examination work and providing recommendations to
improve WVOT’s overall control environment

The objectives of the engagement encompass: 

 Planning and preparing for efficient and effective SOC report testing and reporting

 Evaluating the description and design of controls aligned with the SOC 1 control objectives

 Developing recommendations to remediate identified gaps and assist with evaluation to determine remediation
efforts

 Providing ongoing communication and feedback to WVOT team

 Completing the SOC 1 Examination and reporting results to WVOT

ABOUT DHG 
Dixon Hughes Goodman LLP (“DHG”) is a Top 20 CPA and advisory firm with national clients and a local Charleston, WV 
presence. We have more than 2,000 professionals in 13 states and we focus on a number of industries, including Advisory 
Services for State Government. Over the past 5 years, the DHG team has served over 20 state agencies. 

DHG’s approach to performing SOC examination services has been developed utilizing guidance published by the American 
Institute of Certified Public Accountants (AICPA) for performing SOC examinations. We also leverage frameworks published 
by the National Institute of Standards and Technology (NIST). 

IT Advisory Practice 

DHG’s IT Advisory practice uses a risk-based approach to evaluate the people, processes, and technology that affect our 
clients’ success. We advise our clients on best practices with the aim of protecting the security and integrity of the data, 
networks, and technology that are at the very heart of an organization. Our thorough analyses help clients who rely on 
internet technology or software applications identify risk and implement strategies to minimize exposure.  

Our dedicated team brings years of industry and professional services experience, plus critical certifications, to each of our 
engagements. We serve clients in a variety of industries including healthcare, technology, insurance, nonprofits, local 
governments, financial services, manufacturing, retail, hosting and application service providers, and third-party services 
providing financial transactional processing. 
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APPLICABLE CERTIFICATIONS 

+ CISA – Certified Information Systems Auditor 

+ CCE - Certified Computer Examiner 

+ PCI QSA – Payment Card Industry Qualified Security 
Assessor 

+ CEH - Certified Ethical Hacker 

+ HITRUST CCSFP - Certified CSF Practitioner 

+ CISSP – Certified Information Systems Security 
Professional 

+ CPA – Certified Public Accountant 

+ CRISC – Certified Risk and Information Systems 
Control 

+ HCISPP – Healthcare Information Security and 
Privacy Practitioner 

Drawing on our broader firm resources and our deep experience in IT, we are dedicated to resolving tough issues for our 
clients, from project management and regulatory compliance assistance to digital forensics and incident response. Our IT 
Advisory services include: 

IT ADVISORY SELECT SERVICES 

+ IT / Operational Risk Assessments & IT SOX 

+ System and Organization Controls Reporting (SOC 
1, SOC 2, SOC Cyber Risk Management) 

+ Privacy & Security 

+ Compliance – GLBA, HIPAA, PCI, FISMA / 
FEDRAMP, NIST 

+ Network Assessments, Incident Response 

+ Sensitive Data Scanning 

+ Finance Technology Integration 

+ Project Management & Leadership Assistance 

+ Digital & Computer Forensics 

+ Business Continuity Planning Services 

+ IT & Operational Due Diligence Assistance 

SOC EXPERIENCE 
DHG has assembled a team of highly qualified professionals with knowledge and experience in performing SOC reporting 
services and can guide you when making critical decisions in determining reporting scope.  

Our SOC experience includes clients in a variety of industries, sizes and complexities located throughout the United States 
and globally, including: 

+ SaaS (Software as a Service) companies 
+ Insurance broker 
+ Financing companies 
+ Insurance claims processing company 
+ Medical claims administrator 
+ Railcar logistics company 
+ Onsite healthcare services provider 
+ Top 50 U.S. bank 
+ Data analytics/automation and marketing 

provider 
+ Global accounts payable processor 

+ Cloud service provider 
+ Data analytic services provider in healthcare 

industry 
+ Digital marketing company 
+ Global electronic printing company 
+ Technology solutions providers including data 

processing, hosting, and software systems 
platforms 

+ Mobile electronic health record software 
company 

+ Global food service company 
+ Business process outsourcing company 

In addition to these examinations, we also review numerous SOC reports annually as part of our evaluation of internal 
controls during financial statement and benefit plan audits. We are familiar with the expectations of the SOC report as both 
a service auditor and user of the report when representing our clients with regards to scope, control objectives, control 
narratives, and testing. 
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OUR PROFESSIONALS 
Our dedicated team brings the requested critical certifications to WVOT, as well as deep experience in cybersecurity 
consulting, assessments and risk management. Our goal is to create a positive client experience through efficient and 
effective support for WVOT. A core part of achieving that goal is the assignment of a client service team that is 
appropriately credentialed, highly-skilled and responsive to your needs. Upon being selected, we will be happy to furnish 
any applicable certifications for your records, as well as the necessary insurance certificates. 

Rodney Murray | Managing Principal | 704.367.7062 | rodney.murray@dhg.com 

EXPERIENCE 

Rodney leads the firm's National IT Advisory practice. Rodney has more than 30 years of experience in 
information technology and business applications, including providing internal audit and risk 
management services. His risk and advisory experience includes managing and performing technology 
risk and controls assessments, Sarbanes-Oxley compliance, HIPAA and GLBA privacy compliance, 
business process analysis, SOC reporting and assistance to internal audit functions.  

LICENSES & CERTIFICATIONS 

 Certified Information Systems Auditor

 Certified in Risk and Information Systems Control

EDUCATION 

 University of North Carolina Chapel Hill, Bachelors Business Administration

Zach Shelton | Principal, Raleigh, NC | 919.301.6708 | zach.shelton@dhg.com 

EXPERIENCE 

Zach has more than 15 years of experience in the Information Technology field, including 12 years of 
experience with DHG IT Advisory. For clients in a variety of industries, he manages technology risk and 
controls assessments, SOC reporting, SOX compliance, HIPAA and GLBA privacy compliance, 
business process analysis and internal audit assistance engagements. He works with clients on FDICIA 
internal control attestation, system implementations and performs SAP audits for clients He has 
experience in Sarbanes-Oxley compliance, SOC 1 (SSAE 18) and SOC 2 attestation, Japanese SOX, 
FDICIA internal control attestation, SAP SOX Audits and Internal IT Audit. 

LICENSES & CERTIFICATIONS 

 Certified Information Systems Auditor

EDUCATION 

 University of North Carolina Wilmington, Masters Accounting, Bachelors Accounting and 
Information Systems
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Stephanie Jarvis | Manager | 704.644.4819 | stephanie.jarvis@dhg.com 

EXPERIENCE 

Stephanie has 5+ years of experience in accounting with 3 years of IT SOX and IT internal audit 
experience. She has led engagements related to Internal Audit (IT risk assessments, audit plan 
development, work plan execution and reporting), IT SOX Testing, Internal Control Reviews, SOC 1 
and SOC 2 reporting, IT audits, FFIEC IT audits, and SOX control documentation and testing. 

Her experience and engagement activities include: 

 Performing IT SOX testing for logical access, access reviews, elevated administrative rights
access, change management, backups, disaster recovery plan testing, and vendor management

 Leading internal IT audit engagements, performing IT risk assessment, developing audit plans,
executing work plans and reporting

 Leading engagement to document and test SOX-related IT controls

 Performing documentation and testing of controls and reporting for SOC engagements

 Documenting control design and testing SOX-related IT General Controls for clients in financial
services and serving in an internal audit function to deliver IT SOX support for Fortune 500
financial institution

 Documenting control design for a SOC 1/SSAE 18 and SOC 2 examination

 Completing ITGC and application audits to support internal IT Audit

 Assisting in creation of process narratives, flowcharts and risk control matrices, and test
templates for publicly traded companies for SOX compliance

 Assisting with improvement and documentation of Risk Assessment Process

LICENSES & CERTIFICATIONS 

 NC Certified Public Accountant 

 Certified Information Systems Auditor

EDUCATION 

 University of North Carolina Wilmington, Masters Accounting, Bachelors Accounting
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Tyler Leach | Manager | 919.875.4973 | tyler.leach@dhg.com 

EXPERIENCE 

Tyler has managed and performed internal control design evaluation and effectiveness testing, 
including: 

 SOC 1/SSAE 18 attestation SOC 1 and SOC 2 engagements

 ITGC, application controls, and IT SOX testing as part of co-source and out-source internal audit
engagements

 ITGC and application controls testing as part of internal audit engagements to support
management’s SOX compliance efforts

 ITGC and application controls testing to support DHG financial statement SOX audits for public
companies

LICENSES & CERTIFICATIONS 

 HITRUST CSF Practitioner (Common Security Framework)

 Certified Information Systems Auditor

EDUCATION 

 University of North Carolina Wilmington, Masters Accountancy and Information Systems, 
Bachelors Accounting

Gina Tong | Manager | 919.526.1869 | gina.tong@dhg.com 

EXPERIENCE 

Gina has 7 years of advisory experience, working on multiple engagements including testing and 
preparing documentation for SOC 1 & SOC 2 attestation.  She executes IT general controls testing and 
IT SOX for financial statement audits and also performed internal audit functions to deliver IT audit risk 
assessment and IT audit testing (FFIEC based.  She also has experience with the FFIEC Cybersecurity 
Assessment Tool, NACHA ACH (Automated Clearing House). 

LICENSES & CERTIFICATIONS 

 Certified Public Accountant

 Certified Information Systems Auditor

EDUCATION 

 North Carolina State University, Masters Accounting, Bachelors Accounting
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Evan Hammond | Senior Associate | evan.hammond@dhg.com 

EXPERIENCE  

Evan has four years of experience in performing IT SOX engagements and providing subject matter 
knowledge on IT governance, process and organizational improvement with respect to industry leading 
delivery frameworks. He participates in a wide variety of engagements including vendor security 
assessments, IT audits, SOC 1 and SOC 2 attestations, Sarbanes-Oxley, FFIEC cybersecurity 
assessments, IT risk assessments, and internal audits.  

EDUCATION 

 University of Maryland at College Park, Bachelors Information Systems 
 

 

 Polina Yarborough | Senior Associate | polina.yarborough@dhg.com 

EXPERIENCE  

Polina has three years of experience in performing IT SOX engagements and providing subject matter 
knowledge on IT governance, process and organizational improvement with respect to industry leading 
delivery frameworks. She participates in a wide variety of engagements including IT audits, ACH / 
NACHA audits, SOC 1 and SOC 2 attestations, Sarbanes-Oxley and FDICIA documentation and testing, 
FFIEC cybersecurity assessments, IT risk assessments, and internal audits. 

LICENSES & CERTIFICATIONS 

 Certified HITRUST CSF Practitioner 

EDUCATION 

 North Carolina State University, Masters Accounting, Bachelors Accounting 
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SOC APPROACH 

SOC 1 TYPE 1 EXAMINATION  

DHG will evaluate the description and design of controls that will be included in the SOC 1 examination. The examination 
will include the enterprise storage systems, networking infrastructure and administrative controls as outlined in the 
Addendum, as of January 1, 2020. We will perform the SOC 1 Type 1 engagement through a combination of interviews, 
onsite meetings, review of related documentation, detailed testing and physical observations while onsite in Charleston, 
WV. The objectives of the examination are to determine the following for the controls as designed and stated in the 
description as of the identified date: 

 Obtain reasonable assurance that the system fairly presents itself 

 Controls are suitably designed  

PROJECT DELIVERABLES 

We will express our opinion in a written report about the matters referred to above. Deliverables will include those requested 
by WVOT such as: 

 SOC 1 Type 1 Report 

Copies of deliverables and related work papers would be retained at DHG’s Charlotte location and retained for a period of 
seven years.  



Item # Item Description Unit of Measure Estimated Quantity Unit Cost Extended Cost

4.1.1
Statement of Standards for 
Attestation Engagements 
No. 18

LS 1 $60,000.00 60,000.00$                          

Vendor Signature:

EXHIBIT A – Pricing Page
Auditing and Assessment Services  (OT20038)

Overall Total Bid Amount 60,000.00$                                               

Please note: This information is being captured for auditing purposes
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 BID RECEIVING LOCATION
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Jessica S Chambers
(304) 558-0246
jessica.s.chambers@wv.gov
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500 Virginia Street East, Suite 800
Charleston WV 25301
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 ADDITIONAL INFORMATION:

Addendum

Addendum No.04 is being issued to extend bid opening date to 11/01/2019.

No other changes.

************************************************************************

The West Virginia Purchasing Division is soliciting bids on behalf of the West Virginia Office of Technology to establish a contract for Audit and
Assessment Services per the terms and conditions and specifications as attached.

 INVOICE TO SHIP TO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

CHARLESTON WV25305

US

IS&C - CHIEF FINANCIAL OFFICER

DEPARTMENT OF ADMINISTRATION
BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON WV 25305

US

 Line Comm Ln Desc Qty Unit Issue Unit Price Total Price

1 Statement of Standards for
Attestation Engagements No. 18

1.00000 LS

Comm Code Manufacturer Specification Model #

Extended Description :

84111600

4.1.1Statement of Standards for  Attestation Engagements No. 18 - Reporting on Controls at a Service Organization (SOC1) Type 1

4.1.1.1 The vendor will review the WVOT's service organization.

For further details see attached specifications.

$60,000.00 $60,000.00
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