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Mark Atkins

State of West Virginia

Department of Administration, Purchasing Division
2019 Washington Street East

Charleston, West Virginia 25305-0130

Dear Mr. Atkins,

Thank you for the opportunity to participate in the State of West Virginia RFP for Managed and
Hosted Services CRFP 0212 SWC1900000001. We understand that the State of West Virginia
(“State”} is ready to invest in the future and the systems that will enable new ways of
conducting business and serving their staff, residents and businesses.

C1is the leading independent integrator of best-in-class communications, collaboration, and
customer interaction solutions — offering a visionary approach to managing costs and service
delivery while simultaneously improving capabilities and reliability. We achieve success by
working closely with multiple technology innovators to integrate the latest hardware, software,
and applications into end-to-end multivendor solutions to meet the unique needs of our clients.
We then deliver the solution in an easy-to-consume financial model with full ongoing service
capabilities. This provides risk mitigation as we continue to see changes in the vendors
supplying technology components in the market and keeps government entities from
perpetually investing in administrative training and service delivery vehicles.

As part of our response to the State of West Virginia, you will also note that we are not only
focusing on your current Cisco telephony deployment but also providing the State an option to
move to Skype for Business Voice Online as well. In our discussions with Microsoft and
information from this RFP, we understand that Skype of Business is key coflaboration
component within the State and your business partners. As a Microsoft Gold Collaboration
Partner, we would enjoy providing the State options for their users and how this can directly tie
into the C1CX Cisco Cloud.

e NOTE: Our solution includes the ability to test, POC and or migrate to Microsoft Teams
(at no additional cost). This can be a great solution for various business units needing to
collaborate on projects.

Your C1 team asserts with confidence that our many years of success with local, state and
federal governments combined with our in-depth technical knowledge and dedication to
customer service provide the highest value to the State. We welcome the opportunity to
demonstrate our commitment and determination in contributing to the State’s success.



ConvergeOne Corporate Headquarters
3344 Highway 149
Eagan, MN 55121

Tel 1-888-321-6227
Fax 651-994-6801

Sincerely,

Steve Murphy
National Account Manager
925-490-1052

Smurphy@convergeone.com

©2018 Convergeline
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Executive Summary

EXECUTIVE SUMMARY

ConvergeOne is honored and excited to respond to the State of West Virginia Request for
Proposal for Managed and Hosted Voice Services. The requirements, as described in this RFP,
are very similar to other ConvergeOne clients. The critical element is determining the details
that make you and your situation unique. ConvergeOne believes that building and growing
customer partnerships is the best way to create success ~ for the State of West Virginia (State)
and for ConvergeOne (C1). Partnerships begin by understanding your needs and challenges and
drawing on our expertise to find solutions and transfer this knowledge for your continued
success.

About ConvergeOne:

ConvergeOne fills the role of trusted systems integrator for many companies nationwide. We
are the partner of choice for more than 11,000 customers ranging in size from small businesses
to Fortune 500 companies. We’ve spent decades building upon our technology offerings which
span the core technology markets- customer experience, cybersecurity, data center, enterprise
networking, and unified communications. We deliver these solutions across a number of
delivery models including on-premise, and in private, hybrid, and public clouds as well as the
proprietary ConvergeOne Cloud (C1CX), regardless of our customers’ existing infrastructure.

When you work with ConvergeOne, you’re working with a full-service provider. We are focused
on supporting our customers throughout the project lifecycle, from consultation and design to
implementation, optimization, and ongoing management. Our comprehensive portfolio
provides one of the broadest and deepest solution offerings in the industry and is backed by a
nationwide team of highly trained and certified technicians.

ConvergeOne is your partner for achievement. We have selected more than 300 technoiogy
partnerships to customize specific business outcomes including Avaya, Cisco, IBM, Genesys, and
Microsoft. These partners recognize ConvergeOne’s world-class expertise and continue to
award us their “Partner of the Year”.

ConvergeOne and Cisco

ConvergeOne is a Gold Partner with Cisco and has built the Collaboration and Data Center
Practices’ around the vision and strategy to become our customers’ most strategic business
partner by delivering Business Collaboration Architectures that are built on “best of breed”
integrated voice, video and data products, services and software platforms that enable our
customers’ success and profitability. Our Team consists of Video Solutions Architects,
Collaboration, Voice and Storage Networking CCIEs. ConvergeOne is one of only 16 of Cisco’s
almost 12,000 U.S. partners to hold all four Master Certifications.

Below are just a few of our Cisco Advanced Technology Partner, Master and Advanced
Certifications.

PP T
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Master Partner in:

Cloud Builder Specialization

Collaboration Specialization

Advanced Technology Partner in:

Cisco Application Centric infrastructure
Cisco Voice Portal {CVP)

IP Interoperability and Collaboration
Systems

Advanced Partner in:

Borderless Network Architecture
Specialization

Content Security Specialization

Enterprise Networks Architecture
Specialization

Security Architecture Specialization

Unified Computing Technology
Specialization

Video Specialization

...and some of our Cisco Awards:

State of West Virginia
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Executive Summary

Cloud and Managed Services

Security Specialization

Cisco TelePresence Video Master
Identity Services Engine

Unified Contact Center Enterprise

Collaboration Architecture
Specialization

Data Center Architecture Specialization

Routing + Switching

Security

Unified Fabric Technology
Specialization

Cisco Americas Collaboration Partner of the Year— 2017

Cisco Outstanding Customer Satisfaction Partner of the Year; Americas US Central —

2017

Cisco SLED Partner of the Year: Americas US West — 2017

Cisco SMB Market Partner of the Year: Americas US East — 2017

Security Partner of the Year: Central Partner Organization — 2017

Regional Partner of the Year: Prairie States Operation — 2017

November 27, 2018
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¢ Cisco Security Partner of the Year: Americas West - 2016, 2015
¢ Cisco Meraki Partner of the Year: West Area — 2015

ConvergeOne and Microsoft

Why Microsoft on this RFP? Well why not? During our time at the Bidders Conference we
found out that the State of West Virginia’s primary instant messaging and meetings platform is
Skype of Business Online. As part of our offering, we will provide the state and option of
enabling PSTN dialing from their Skype client (while using their existing DID) and 100%
managed by ConvergeOne!

Oh ya, and if Microsoft Teams is an interest to the State — ConvergeOne has your “team”
covered! Our goal as your partner is to enable those investments the State has made and
maximize them to their fullest.

As a Microsoft Gold Partner for Communications & Cloud Productivity, ConvergeOne holds the
highest level of Cloud solutions and Microsoft Skype for Business Support accreditation,
providing ConvergeOne engineers direct access to level 3 and level 4 Microsoft engineers.

Microsoft Gold Partner
¢ Cloud Productivity ¢ Cloud Platform
¢ Enterprise Mobility Management ¢ Windows and Devices
e Communications

We also realize that the State has standardized on the Skype for Business intelligent
communication solution as part of the overall 0365 productivity stack. We highly advise that
any proposed solution integrate directly into that product stack. We do not encourage putting
additional applications on the desktop that will deprecate the overall user experience with the
Skype for Business intelligent Communication stack. This includes any products that move
voice, video, and collaboration worklocads away from the native 0365 stack or use additional
application plugins to communicate with the native 0365 stack.

ConvergeOne Maintenance and Managed Services

C1’s Managed Services offer a comprehensive, growing portfolio of services that keep multi-
vendor solutions reliable and performing their best. In a business climate where you need to
strike a balance between investing in technology and spending money wisely, there’s a ot
riding on the performance of your communications solution. You need to know you’re always
getting the best value for every communications dollar you've invested.

ConvergeOne has included managed services and support, which provides 24-hour proactive
monitoring via C1 One Vision, remote telephone support, remote diagnostics, troubleshooting,

Novamber 27, 2018 ©32018 ConvergeQne 3
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problem resolution, software maintenance and software release management, patching and
cumulative updates, and any on-site support C1 deems necessary to resolve a fault. One Vision
establishes key metrics to be monitored so that you know about changes to network
performance before they affect your users and your business.

ConvergeOne Achieves Service Organization Control (SOC) 2 Type Il Certification

C1is proud of our successful completion of the Service Organization Control (SOC) 2 Type I
audit. Completion of the audit indicates that the policies, communications, procedures and
monitoring of controls have been implemented by C1 and tested by an independent certified
public accounting firm.

This third-party validation confirms our commitment to protecting customer data and ensures
our security program meets the standards of the AICPA’s trust principles. The achievement is
attestation that C1 exceeds the security, compliance and safety-related requirements for
controls and safeguards when hosting our customers’ data.

Net Promoter Score

Our Client-Centric Approach Is Evidenced By A Leading NPS of 61. 86% of ConvergeOne’s clients
indicated that they are “highly likely” to recommend ConvergeOne to other businesses and
organizations. We are maniacal about our customers’ success!

WORLD CLASS CUSTOMER EXPERIENCE
ConvergeOne Scores Consistently Above the Industry Average
Net Promoter Score Analysis
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Customer success is our obsession.

Conclusion
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The end result of selecting C1 and the C1CX solution as your partner and product of choice is
that the State will be able to deliver the best service and support to your customers throughout
your enterprise, along with an assurance of having a platform which will grow and adjust to the
ever-changing requirements of your business. The incredible flexibility of our proposed solution
will exceed your project initiatives and fuel your growth well into the future.

November 27, 2018 ©2018 ConvergeOne 4
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Bottom line, when you choose ConvergeOne as your communications solution provider, you
not only work with one of the most experienced Business Partners in the industry — you gain a
partner who is dedicated to the relationship and committed to adding value to your business.

Thank you once again for allowing C1 to present our solution to the State of West Virginia.

Movenrdsw 27, 2018
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Section 1: General Information

: GENERAL INFORMATION
1.1.  Introduction:

The West Virginia Department of Administration, Purchasing Division (hereinafter
referred to as the "Purchasing Division") is issuing this solicitation as a request for
proposal ("RFP"), as authorized by W. Va. Code §5A-3-10b, for the West Virginia Office
of Technology (hereinafter referred to as the "Agency") to provide Managed Voice
Services for the State's Legacy VolP Environment, while working to migrate those
Legacy Environments to a Hosted VoIP Platform, included Hosted Contact Center
Services.

The RFP is a procurement method in which vendors submit proposals in response to the
request for proposal published by the Purchasing Division. It requires an award to the
highest scoring vendor, rather than the lowest cost vendor, based upon a technical
evaluation of the vendor's technical proposal and a cost evaluation. This is referred to
as a best value procurement. Through their proposals, vendors offer a solution to the
objectives, problem, or need specified in the RFP, and dafing how they intend to mest
(or exceed) the RFP requirements.

C1 Response:

Understood.

1.2.  REP Schedule of Events:

RFP Released to PUDIIC ..................ccooeiviieeeeiieeeeeeeee e ... 08/29/2018
Mandatory Pre-bid Conference ...................c.ocovvvveenene. 09/26/2018 @ 2:30pm EDT
Vendor's Written Questions Submission Deadline........... 10/05/2018 by 2:00pm EDT
AdAendUmM ISSUBT .........ocooeiiiieiiier e et et e r e e e TBD
Technical Bid Opening Date.............c.....ccoovovvriveieeenn. 10/24/2018 at 1:30pm EDT
Technical Evaluation Begins....................... e —————- rrrrre i ereia 10/24/2018
Oral PreSentation ............ccoeiciciiiiiieiceeee e TBD
CO8t Bid OPENING ...eoviiiieieiee et et ee et ee s ee s ene e e e eeeeneseesee s TBD
Cost Evaluation BEGINS .........cc.oceiiiviiiiie ettt s e e e sens TBD
Contract Award Made ........................... o o PO e sy TBD

C1 Response:

Understood.
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Section 3: General Terms and Conditions

INSTRUCTIONS TO VENDORS SUBMITTING BIDS
INSTRUCTIONS TO VENDORS SUBMITTING BIDS

1. REVIEW DOCUMENTS THOROUGHLY: The attached documents contain a
solicitation for bids. Please read these instructions and all documents attached in their
entirety. These instructions provide critical information about requirements that if
overlooked could lead to disqualification of a Vendor's bid. All bids must be submitted in
accordance with the provisions contained in these instructions and the Solicitation.
“ailure 1o do st may result in disqualification of VYendor's bid.

C1 Response:

Understood.

2. MANDATORY TERMS: The Soiiciation may contain mandatory provisions identified
by the use of the words "must,” "will " and “shall.” Failure to comply with a mandatory
term in the Solicitation will result in bid disqualification.

C1 Response:

Read and understood.

Nowemnner 27, 2018

3. PREBID MEETING: The item identified below shall apply to this Solicitation.
[J A pre-bid meeting will not be held prior to bid opening

L1 A NON-MANDATORY PRE-BID mesting wi11 be held at the following place and
time:

A MANDATORY PRE-BID meeting will be held at the following place and time:
DATE: 09/26/2018
TIME: 2:30pm EDT
LOCATION: Wast Virginia Office of Tachnaology
1900 Kanawha Bivd. E.,
Building 5, 10th Floor
Charleston, WV 25305

Al Vendors submilting 2 bid must attend the mandatory pre-bid mesting. Fallure to
attend the mandstory pre-bid meeting shall result in disguaiification of the Vendor's bid.
No one person attending the pre-bid meeting may represent more than one Vendor.

An attendance sheot provided at the pre-bid mesting shall serve as the official document
verifying aliandance. The State will not accapt any other form of proof or documentation
i verify attendance. Any person atiending the pre-bid meeting on bahalf of a Vendor
must ist on the attendance sheet his or her name and the name of the Vendor he or she
15 reprasenting.

Additionally, the person attending the pre-bid meeting should include the Vendor's E-
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Mail address, phone number, and Fax number on the attendance sheet. It is the
Vendor's responsibility to locate the attendance sheet and provide the required
information. Failure to complete the attendance sheet as required may result in
disqualification of Vendor's bid.

All Vendors should arrive prior to the starting time for the pre-bid. Vendors who arrive after
the starting time but prior to the end of the pie-bid will be permitiad o sign in, but are
chargad with knowing all matters discussed at the pre-bid.

Quastions submitted at least five business days prior to a scheduled pra-hid will ba
discussed at the pre-bid meeting if possible. Any discussions or answers to questions at
the pre-bid meeting are preliminary in nature and are non-binding. Official and binding
answers to questions will be published in a written addendum to the Solicitation prior to
bid opening.

€1 Response:

Understood.

4. YENDOR QUESTION DEADLIMNE: Vendors may submit questions relating to this
Solicitation to the Purchasing Division. Questions must be submitted in writing. All
questions must be submitted on or before the date listed below and to the address listed
below in order to be considered. A written response wili be published in a Solicitation
addendum if a response is possible and appropriate. Non-written discussions,
conversations, or questions and answers regarding this Solicitation are preliminary in
nature and are nonbinding.

Submitted e-mails should have solicitation number in the subject line.
Question Submission Deadline: October 05, 2018 due by 2:00pm EDT

Submit Questions to: Mark Atkins, Senior Buyer

2019 Washington Street, East

Charleston, WV 25305

Fax: (304) 558-4115 (Vendors should not use this fax number for bid submission)
Email: Mark.A Atkins@wv.gov

C1 Response:

Understood here and as amended in subsequent addendums.

5. VERBAL COMMUNICATION: Any verbal communication between the Vendor and
any Stats pereonnel is not binding, including verbal communication at the mandatory
pre-bid confarence. Only information issusd in writing and added to the Solicitation by an
official written addendum by the Purchasing Division is binding.

C1 Response:

Understood.

6. BID SUBMISSION: All bids must be submitted electronicaliy through wvOASIS or
signed and delivered by the Vendor to the Purchasing Division at the address listed

'I"_: Dverniher
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below on or before the date and time of the bid opening. Any bid received by the
Purchasing Division staff is considered to be in the possession of the Purchasing
Division and will not be returned for any reason. The Purchasing Division will not accept
bids, modification of bids, or addendum acknowledgment forms via e-mail. Acceptable
delivery methods include electronic submission via wwOASIS, hand delivery, delivery by
courier, or facsimile.

The bid delivery address is:

Department of Administration, Purchasing Division
2019 Washington Street East

Charleston, WV 25305-0130

A bid that Is not submitied slsctronically through wvOASIS should contain the
information listed below on the face of the anveiope or the bid may be rejected by the
Purchasing Division.:

SEALED BiD: VOIP Hosted Services

BUYER: Mark Atkins

SOUICITATION NO.: CRFP 0212 SWC1900000001
BID OPENING DATE: 10/24/2018

BID OPENING TIME: 1:30pm EDT

FAX NUMBER: 304-558-3970

The Purchasing Division may prohibit the submission of bids electronically through
wvOASIS at its sole discretion. Such a prohibition will be contained and communicated
in the wvOASIS system resulting in the Vendor's inability to submit bids through
WVOASIS. Submission of a response to an Expression or Interest or Request for
Proposal is not permitted in wwOASIS.

For Request For Proposal ("RFP") Respenses Only: In the event that Vendor is
responding to a request for proposal, the Vendor shall submit one original technical and
one original cost proposal plus Five (8} convenience copies of sach 1o the Purshasing
Division at the address shown above. Additionally, the Vendor should identify the bid
type as either a technical or cost proposal on the face of @ach bid envelope submitied in
response to a request for proposal as follows:

BID TYPE: (This only applies to CRFP)
Technical
Cost

C1 Response:

Read and complied.

7. BID OPENING: Bids submitted in response to this Solicitation will be opened at the
location identified below on the date and time listed below. Delivery of a bid after the bid
cpening date and time will result in bid disqualification. For purposes of this Solicitation,
a bid is considered delivered when confirmation of delivery is provided by wvOASIS (in
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the case of electronic submission) or when the bid is time stamped by the official
Purchasing Division time clock (in the case of hand delivery).

Bid Cpening Date and Time: QOciober 24, 2018 st 1:30pm EDT
Bid Opening Location: Department of Administration, Purchasing Division

2019 Washington Street East
Charleston, WV 25305-0130

C1 Response:

Understood and complied with the updated bid opening date via addendum.

8. ADDENDUM ACKNOWLEDGEMENT: Changes or revisions {0 this Solicitation will
be made by an official written addendum issued by the Purchasing Division. Vendor
should acknowledge receipt of all addenda issued with this Solicitation by completing an
Addendum Acknowledgment Form, a copy of which is included herewith. Failure to
acknowledge addenda may result in bid disqualification. The addendum
acknowledgement should be submitted with the bid to expedite document processing.

C1 Response:

Understood, please see attached completed form.

9. BID FORMATTING: Vendor should type or electronically enter the information onto
its bid to prevent errors in the evaluation. Failure to type or electronically enter the
information may result in bid disqualification.

C1 Response:

Understood.

10. ALTERNATE MODEL OR BRAND: Uniess the box below is checked, any model,
brand, or specification listed in this Solicitation establishes the accepiable ievel of Gquaiity
only and is not intended to reflect a preference for, or in any way favor, a particular
brand or vendor. Vendors may bid alternates to a listed madel or brand provided that the
alternate is at least equal to the model or brand and complies with the reguired
specifications. The equality of any aiternate being bid shall be determined by the State at
its sole discretion. Any Vendor bidding an alternate model or brand should clearly
identify the alternate items in its bid and should include manufacturer's specifications,
industry literature, and/or any other relevant documentation demonstrating the equality
of the alternate items. Failure to provide information for alternate items may be grounds
for rejection of a Vendor's bid.

01 This Solicitation is based upon a standardized commodity established under W. Va.
Code § SA-3-61. Vendors are expected to bid the standardized commodity identified.
Failure to bid the standardized commodity will result in your firm's bid being rejected.

C1 Response:

Understood.
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11. EXCEPTIONS AND CLARIFICATIONS: The Solicitation contains the specifications
that shall form the basis of a contractual agreement. Vendor shall clearly mark any
exceptions, clarifications, or other proposed modifications in its bid. Exceptions to,
clarifications of, or modifications of a requirement or term and condition of the
Solicitation may result in bid disqualification.

C1 Response:

Read and complied, please see the balance of this response for these statements.

12. COMMUNICATION LIMITATIONS: In accordance with West Virginia Code of State
Rules §148-1-6.6, communication with the State of West Virginia or any of its empioyees
regarding this Solicitation during the solicitation, bid, evaluation or award periods, except
through the Purchasing Division, is strictly prohibited without prior Purchasing Division
approval. Purchasing Division approval for such communication is implied for all agency
delegated and exempt purchases.

C1 Response:

Understood.

13. REGISTRATION: Prior to Contract award, the apparent successful Vendor must be
properly registered with the West Virginia Purchasing Division and must have paid the
$125 fee, if applicable.

C1 Response:

Understood.
14. UNIT PRICE: Unit prices shall prevail in cases of a discrepancy in the Vendor's bid.

C1 Response:

Understood.

15. PREFERENCE: Vendor Preference may be requested in purchases of motor
vehicies or consiruction and maintenance equipment and machinery used in highway
and other infrasiructure projects. Any request for preference must be submitted in writing
with the bid, must specifically identify the preference requested with reference to the
applicable subsection of West Virginia Code § 5A-3-37, and should include with the bid
any information necessary to evaluate and confirm the applicability of the requested
preference. A request form to help facilitate the request can be found at:

http .//www.state.wv.us/admin/purchase/vricNen pref.pdf.

C1 Response:

Understood.

15A. RECIPROCAL PREFERENCE: The State of West Virginia applies a reciprocai
preference to all solicitations for commodities and printing in accordance with W. Va.
Code § 5A-3-37(b). In affect, non-resident vendors receiving a preferance in their homea
states, will see that same preference granted to West Virginia resident vendors bidding
against them in Waest Virginia. A request form to help facilitate the request can be found

MTseErhiner 27, 2018 EIE0RE Convepnilng 11
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at: hitp://www.state.wv.us/admin/ purchase/vicNen pref.pdf.
C1 Response:

Understood.

16. SMALL, WOMEN-OWNED, OR MINORITY-OWNED BUSINESSES: For any
solicitations publicly advertised for bid, in accordance with West Virginia Code §5A-3-
37(a)(7) and W. Va. CSR § 148-22-9, any non-resident vendor certified as a small,
women- owned, or minority-owned business under W. Va. CSR § 148-22-9 shall be
provided the same preference made available to any resident vendor. Any non-resident
small, women-owned, or minority-owned business must identify itself as such in writing,
must submit that writing to the Purchasing Division with its bid, and must be properly
certified under W. Va. CSR § 148-22-9 prior to contract award to receive the preferences
made available to resident vendors. Preference for a non-resident small, women-owned,
or minarity owned business shall be applied in accordance with W. Va. CSR § 148-22-9.

C1 Response:

Understood. C1is not certified as such.

17. WAIVER OF MINOR IRREGULARITIES: The Director reserves the right to waive
minor irregularities in bids or specifications in accordance with West Virginia Code of State
Rules § 148-1-4.6.

C1 Response:

Understood.

18. ELECTRONIC FILE ACCESS RESTRICTIONS: Vendor must ensure that its
submission in wwvOASIS can be accessed and viewed by the Purchasing Divisicn staff
immediately upon bid opening. The Purchasing Division will consider any file that cannot
be immediately accessed and viewed at the time of the bid opening (such as, encrypted
files, password protected files, or incompatible files) to be blank or incomplete as context
requires, and are therefore unacceptable. A vendor will not ba permitted to unencrypt
files, remove password protections, or resubmit documents after bid opening to make a
file viewable if those documents are required with the bid. A Vendor may be required to
provide document passwords or remove access restrictions to allow the Purchasing
Division to print or electronically save documents provided that those documents are
viewable by the Purchasing Division prior to obtaining the password or rernoving the
access restriction.

C1 Response:

Understood.

19. NON-RESPONSIBLE: The Purchasing Division Director reserves the right to reject
the bid of any vendor as Non-Responsible in accordance with W. Va. Code of State
Rules § 148-1- 5.3, when the Director determines that the vendor submitting the bid
does not have the capability to fully perform, or lacks the integrity and reliability to assure
good-faith performance."
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C1 Response:

Understood.

20. ACCEPTANCE/REJECTION: The State may accept or rejact any bid in whole, or in
part in accerdance with W. Va. Code of State Rules § 148-1-4.5. and § 148-1-6.4.b."

C1 Response:

Understood.

o1, YOUR SUBKMISSION 18 A PUBLIC DOCUMENT: Ventor's entire resgonae to the
Solwitation and the resulting Contract are public documents. As public documants, thay
will be disclosad to the public following the bid/iproposal cpaning or award of the
coniract, as required by the competitive bidding laws of West Virginia Cods £5 5A-3-1 et
g2q., 5-24-1 gt geq., and §0-1-1 st seq. and the Fresdom of information Act West
Virginia Covle 88 28B-1-1 el sey.

DO NOT SUBMIT MATERIAL YOU CONSIDER TO BE CONFIDENT!AL, A TRADE
SECRET, OR OTHERWISE NOT SUBJECT TO PUBLIC DISCLOSURE.

Submission of any bid, proposal, or other document to the Purchasing Division
constitutes your explicit consent to the subsequent public disclosure of the bid, proposal,
or document. The Purchasing Division will disclose any document labeled "confidential,"
"proprietary," "trade secret," "private," or labeled with any other claim against public
disclosure of the documents;, to include any "trade secrets" as defined by West Virginia
Code § 47-22-1 et seq. All submissions are subject to public disclosure without notice.

C1 Response:

Understood.

22, INTERESTED PARTY DISCLOSURE: West Virginia Code § 6D-1 -2 raguiras that
the vendor submit to the Purchasing Division a disclosure of interested parties to the
conirast for sl contracts with an actual or estimated value of &t lesst $1 Million. That
disclosure must occur on the form prescribed and approved by the WV Ethics
Commission prior to contract award. A copy of that form is included with this sclicitation
or can be obtained from the WV Ethics Commission. This requirement does not apply to
publicly traded companies listed on a national or international stock exchange. A more
detailed definition of interested parties can be obtainaed from the form referencad above.

C1 Response:

Please see the ConvergeOne completed Ethics Disclosure Interested Parties document attached
with this response.

23. WITH THE BID REQUIREMENTS: In instances where these specifications require
documentation or other information with the bid, and a vendor fails to provide it with the
bid, the Director of the Purchaging Division reserves the right to request those items
after bid opening and prior to contract award pursuant to the authority to waive minor
irreguiarities in bids or specifications under W. Va. CSR § 148-1-4.6. This authority does

November 27, 2018 ©2018 ConvergeOne i3
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not apply to instances where state law mandates receipt with the bid.
C1 Response:

Understood.

November 27, 2018 812018 Convergaline
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: GENERAL TERMS AND CONDITIONS

1. CONTRACTUAL AGREEMENT: Issuance of a Award Document signed by the
Purchasing Division Director, or his designee, and approved as to form by the Attorney
General's office constitutes acceptance of this Contract made by and between the State
of West Virginia and the Vendor. Vendor's signature on its bid signifies Vendor's
agreement to be bound by and accept the terms and conditions contained in this
Contract.

C1 Response:

Understood.

2. DEFINITIONS: As used in this Solicitation/Contract, the foliowing terms shall have the
meanings stributed to them below. Additional definitions may be found in the
specifications included with this Solicitation/Coniract.

2.1. "Agency" or "Agencies" means the agancy, board, commission, or other entity of
the State of West Virginia that is identified on the first page of the Solicitation or any
other public entity seeking to procure goods or servicas under this Contract.

2.2. "Bid" or "Proposal" means the vendors submitted response to this solicitation.

2.3. "Contract" means the binding agreement that is entered into between the State and
the Vendor to provide the goods or services requested in the Solicitation.

2.4. "Director” means the Director of the West Virginia Department of Administration,
Purchasing Division.

2.5. "Purchasing Division" means the West Virginia Department of Administration,
Purchasing Division.

2.8 "Award Dosumsnt’ means the document signed by the Agency and the Purchasing
Division, and approved as to form by the Attorney General, that identifies the Vendor as
the contract holder.

2.7 "Solicitation" means the official notice of an opportunity to supply the State with
Goots of servicas that is published by the Purchasing Division.

2.8. "State" means the State of West Virginia and/or any of its agencies, commissions,
boards, etc. as context requires.

2.9. "Vendor” or "b" means any entity submitting a bid in response to the Solicitation, the
entity that has bean ssiected as the iowes! responsibie bidder, or the entity that has
been awarded the Contract as context requires.

C1 Response:

Understood.
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3. CONTRACT TERM; RENEWAL; EXTENSION: The term of this Contract shall be
determined in accordance with the category that has been identified as applicable to this
Contract below:

MTerm Contract

Initial Contract Term: Initial Contract Term: This Contract becomes affactive on
Upon award and extends for a period of Four (4) year(s).

Renewal Term: This Contract may be renewed upon the mutual written consent of the
Agency, and the Vendor, with approval of the Purchasing Division and the Attorney
General's office (Attorney General approval is as to form only). Any request for renewal
shouid be delivered to the Agency and then submitted to the Purchasing Division thirty
(30) days prior to the expiration date of the initial contract term or appropriate renewal
term. A Contract renewal shall be in accordance with the terms and conditions of the
original contract. Unless otherwise specified below, renewal of this Contract is limited to
see below successive one (1) year periods or multipie renewal periods of less than one
year, provided that the multiple renewal periods do not exceed the total number of
months available in ali renewal years combined. Automatic renewal of this Contract is
prohibited. Renewals must be approved by the Vendor, Agency, Purchasing Division
and Attorney General's office (Attorney General approval is as to form only)

M Alternate Renewal Term - This contract may be renewed for Two {2}
successive Two (2) year periods or shorter periods provided that they do not
exceed the total number of months contained in all available renewals. Automatic
renewal of this Contract is prohibited. Renewals must be approved by the
Vendor, Agency, Purchasing Division and Attorney General's office (Attorney
General approval is as to form only)

Uelivery Order Limitations: In the avent that this contract permits delivery orders, a
dalivery order may only be issued during the time this Coniract is in effect. Any dalivery
order issued within one year of the expiration of this Contract shall be effective for one
year from the date the delivery order is issued. No delivery order may be extended
beyond one year after this Contract has expired.

I3 Fixed Period Contract: This Contract becomes effective upon Vendor's receipt of the
notice to proceead and must be completed within days.

O Fixed Period Contract with Renewals: This Contract becomes effective upon
Vendor's receipt of the notice to proceed and part of the Contract more fully described in
the attached specifications must be completed within days. Upon completion of the
work covered by the preceding sentence, the vendor agrees that maintenance,
monitoring, or warranty services will be provided for ___ year(s) thereafter.

(1 One Time Purchase: The tem of this Contract shall run from the issuance of the Award
Document until all of the goods contracted for have been delivered, but in no event will
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this Contract extend for more than one fiscal year.

1 Other: See attached.
C1 Response:

Understood.

4. NOTICE TO PROCEED: Vendor shall begin performance of this Contract immediately
upon receiving notice to proceed unless otherwise instructed by the Agency. Unless
othersmse specified, the fully sxecuted Award Document will be considered notics to
proceed.

C1 Response:

Understood.

5. QUANTITIES: The quantities required under this Contract shall be determined in
accordance with the category that has been identified as applicable to this Contract
below.

Open End Contract: Quanitities listed in this Solicitation are approximations only,
based on estimates supplied by the Agency. It is understood and agreed that the
Contract shall cover the quantities actually ordered for delivery during the term of the
Contract, whether more or less than the quantities shown.

i Service: The scope of the service to be provided will be more clearly defined in the
specifications included herewith.

L1 Combined Service and Goods: The scope of the service and deiiverable goods to be
provided will be more clearly defined in the specifications included herewith.

[1 One Time Purchase: This Contract is for the purchase of a set quantity of goods that
are identified in the specifications included herewith. Once those items have been
delivered, no additional goods may be procured under this Contract without an
appropriate changs order approved by the Vendor, Agancy, Purchasing Division, and
Attorney General's office.

C1 Response:

Understood.

6. EMERGENCY PURCHASES: The Purchasing Division Director may authorize the
Agency to purchase goods or services in the open market that Vendor would otherwise
provide under this Contract if those goods or services are for immediate or expedited
delivery in an emergency. Emergencies shall include, but are not limited to, delays in
transportation or an unanticipated increase in the volume of work. An emergency
purchase in the open market, approved by the Purchasing Division Director, shall not
constitute of breach of this Contract and shall not entitle the Vendor to any form of
compensation or damages. This provision does not excuse the State from fuffilling its
obligations under a One Time Purchase contract.
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C1 Response;

Understood.

7. REQUIRED DOCUMENTS: All of the items checked below must be providaci to the
Purchasing Division by the Vendor as specified below.

[0 BID BOND {Construction Only): Pursuant to the requirements contained in W. Va.
Code § 5-22-1(c), All Vendors submitting a bid on a construction project shall furnish a
valid bid bond in the amount of five percent (5%) of the total amount of the bid protecting
the State of West Virginia. The bid bond must be submitted with the bid.

[ PERFORMANCE BOND: The apparent successful Vendor shall provide a
performance bond in the amount of 100% of the contract. The performance bond must
be received by the Purchasing Division prior to Contract award.

[0 LABOR/MATERIAL PAYMENT BOND: The apparent successful Vendor shall
provide a labor/material payment bond in the amount of 100% of the Contract value. The
labor/material payment bond must be delivered to the Purchasing Division prior to
Contract award.

In lieu of the Bid Bond, Performance Bond, and Labor/Material Payment Bond, the
Vendor may provide certified checks, cashier's checks, or irrevocable letters of credit.
Any certified check, cashier's check, or irrevocable letter of credit provided in lieu of a
bond must be of the same amount and delivered on the same schedule as the bond it
replaces. A letter of credit submitted in lisu of a performance and labor/material payment
bond will only be aliowed for projects under $100,000. Personal or business checks are
not acceptable. Noiwithstanding the foregoing, West Virginia Code § 5-22-1 (d)
mandates that a vendor provide a performance and labor/material payment bond for
construction projects. Accordingly, substitutions for the performance and labor/material
payment bonds for construction projects is not permitted.

[0 MAINTENANCE BOND: The apparent successful Vendor shall provide a two (2) year
maintenance bond covering the roofing system. The maintenance bond must be issued
and delivered to the Purchasing Division prior to Contract award.

00 LICENSE(S) | CERTIFICATIONS / PERMITS: In addition to anything required under
the Section of the Ganeral Terms and Conditicns entitlad Licensing, the apparent
successful Vendor shall furnish proof of the following licenses, certifications, andior
permits prior to Contract award, in a form acceptable to the Purchasing Division.

The apparent successful Vendor shail also furnish proof of any additional ficensas or
certifications contained in the specifications prior to Contract award regardless of
whether or not that raquirement is listed above.

C1 Response:

Understood.
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8. INSURANCE: The apparent successful Vendor shall furnish proof of the insurance
identified by a checkmark below and must include the State as an additional insured on
each policy prior to Contract award. The insurance coverages identified below must be
maintained throughout the life of this contract. Thirty (30) days prior to the expiration of
the insurance policies, Vendor shall provide the Agency with proof that the insurance
mandated herein has been continued. Vendor must also provide Agency with immediate
notice of any changes in its insurance policies, including but not limited to, policy
cancelation, policy reduction, or change in insurers. The apparent successful Vendor
shall also furnish proof of any additional insurance requirements contained in the
specifications prior to Contract award regardiess of whether or nol that insurance
requirement is listed in this section.

Vendor must maintain:

Commercial General Liability Insurance in at least an amount of: $1.060,000.00
per occurrence.

occurrence.

[ Professional/Malpractice/Errors and Omission Insurance in at least an amount of:
per ocourrence.

O Commercial Crime and Third Party Fidelity Insurance in an amount of; per
occurrence.

& Cyber Liability Insurance in an amount of: _$3.000,000.00 per occurrence.
0 Builders Risk Insurance in an amount equal to 100% of the amount of the Contract.

i3 Pollution Insurance in an amount of: per occuirence.

(1 Aircraft Liability in an amount of: per occurrence.

Notwithstanding anything contained in this section to the contrary, the Director of the
Purchasing Division reserves the right to waive the requirement that the State be named
as an additional insured on one or more of the Vendor's insurancs policies if the Director
finds that doing so is in the State's best interest.

C1 Response:

Regarding the first sentence of the first paragraph above, C1 has read and refers to the
attached sample certificate of liability insurance for levels of insurance coverage. Cyber Liability
coverage is included in our Professional Liability policy.

Regarding the remainder of the first paragraph above:




e

State of West Virginia
I RF? tor Managed and Hosted gsci

oy

Lt L0 4 Lk

Section 3: General Terms and Conditions

® Variance: While C1 realizes the State requires proof that the insurance is being renewed
30 days prior to the renewal, C1 does distribute hard copies of the renewal certificates
at the time of renewal, but it unlikely these would go out 30 days in advance. C1 will
distribute renewal certificates as expeditiously as possible at the time of renewal.

s Variance: C1 can agree to add 30 days’ notice of cancellation to policies, but the
insurance carriers and C1 cannot provide immediate notice for any changes to the
policies. Many changes, however, would not be applicable to this project.

» Exception: C1 does not agree to leave open the insurance requirement. C1 looks
forward to identifying these requirements, if any, prior to commencement of project.

9. WORKERS' COMPENSATION INSURANCE: The apparent successful Vendor shall
comply with laws relating to workers compensation, shall maintain workers'
compensation insurance when required, and shall furnish proof of workers'
compensation insurance upon reguest.

C1 Response:

Understood and will comply.
10. [Reserved]
11. LIQUIDATED DAMAGES: This clause shall in no way be considered exclusive and
shall not limit the State or Agency's right to pursue any other available remedy. Vendor

shall pay liquidated damages in the amount specified below or as described in the
specifications:

Cl for

0 Liquidated Damages Contained in the Specifications

C1 Response:

Clarification: Liquidated damages are not offered by Vendor. C1 looks forward to discussing
this further with the State as needed.

12. ACCEPTANCE: Vendor's signature on its bid, or on the certification and signature
page, constitutes an offer to the State that cannot be unilaterally withdrawn, signifies that
the product or service proposed by vendor meets the mandatory requirements contained
in the Solicitation for that product or service, unless otherwise indicated, and signifies
acceptance of the terms and conditions contained in tha Solicitation unless otherwise
indicated.

C1 Response:

nyargedine 20
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Clarification: ConvergeOne has read and states that it only agrees to the terms and conditions
not taken exception to within this response. C1 looks forward to discussing this further with
the State during the contract negotiations process.

13. PRICING: The pricing set forth herein is firm for the life of the Contract, unless
specified elsewhere within this Solicitation/Contract by the State. A Vendor's inclusion of
price adjustment provisions in its bid, without an express authorization from i State in
the Solicitation to do so, may result in bid disqualification.

C1 Response:

Read and understood.

14. PAYMENT {N ARREARS: Payment in advance is prohibited under this Contract.
Payment may only be made after the delivery and acceptance of goods or services. The
Vendor shall submit invoices, in arrears.

C1 Response:

Read and understood.

15. PAYMENT METHODS: Vendor must accept payment by electronic funds transfer
and P-Card. (The State of West Virginia's Purchasing Card program, administered under
contract by a banking institution, processes payment for goods and services through
state designated credit cards.)

C1 Response:

Read and understood.

16. TAXES: The Vendor shall pay any applicable sales, use, personal property or any
other taxes arising out of this Contract and the transactions contemplated thereby. The
State of West Virginia is exempt from federal and state taxes and will not pay or
reimburse such taxes.

C1 Response:

Clarification: Each party shall be responsible to pay all applicable taxes. The following provision
shall be included in the Agreement, “If the State is exempt from tax, the State shall provide to
the Contractor a valid tax exemption certificate at the time that this Agreement is executed.”

17. ADDITIONAL FEES: Vendor is not permitted to charge additional fees or assess
additional charges that were not either expressly provided for in the solicitation published
by the State of West Virginia or included in the unit price or lump sum bid amount that
Vendor is required by the solicitation to provide. Including such fees or charges as notes
to the solicitation may result in rejection of vendor's bid. Requesting such fees or
charges be paid after the contract has been awarded may result in cancellation of the
contract.

C1 Response:

Read and understood.
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18. FUNDING: This Contract shall continue for the term stated herein, contingent upon
funds being appropriated by the Legislature or otherwise being made available. In the
event funds are not appropriated or otherwise made available, this Contract becomes
void and of no effect beginning on July 1 of the fiscal year for which funding has not
been appropriated or otherwise made available.

€1 Response:

The State will use its best efforts to ensure that sufficient appropriations are made available to
the State to pay for any products or services ordered under this Agreement before placing such
order.

19. CANCELLATION: The Purchasing Division Director reserves the right to cancel this
Contract immediataly upon written notice to the vendor if the materiais or workmanship
suppliad do not conform to the specifications contained in the Contract, The Purchasing
Division Divector may also cancel any purchase or Contract upen 30 days wiitien notics
1o the Vendor in accordance with Wast Virginia Code of State Rules § 148-1-8.2.b.

C1 Response:

Variance: C1requires a 30 opportunity to cure prior to canceliation.

20. TIME: Time is of the essence with regard to all matters of time and performance in
this Contract.

C1 Response:

Read and understood.

21. APPLICABLE LAW: This Contract is governed by and interpreted under West
Virginia law without giving sffect 1o its choies of law principles. Any information provided
in specification manuale, or any olher source, verbal or written, which condradicts or
viniates the Wast Virginia Constitution, West Virginia Code or West Virginia Code of
State Rules is void and of no effect.

C1 Response:

Read and understood.

22. COMPLIANCE WITH LAWS: Vendor shall comply with all applicable faderal, state,
and local laws, regulations and ordinances. By submitting a bid, Vendor acknowledges
that it has reviewed, understands, and will comply with all applicable laws, regulations,
and ordinances.

SUBCONTRACTOR COMPLIANCE: Vendor shall notify all subcontractors providing
commodities or services related to this Contract that as subcontractors, they too are
required to comply with all applicable laws, regulations, and ordinances. Notification
under this provision must occur prior to the performance of any work under the
contract by the subcontractor.

C1 Response:
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Read and understood.

23. ARBITRATION: Any references made to arbitration contained in this Contract,
Vendor's bid, or in any American Institute of Architects documents pertaining to this
Contract are hereby deleted, void, and of no effect.

C1 Response:

Clarification: C1 can delete the arbitration clause, but C1 feels it is important to include some
form of dispute resolution clause in the agreement. C1 suggests replacing arbitration with the
following:

DISPUTE RESOLUTION. - If a dispute arises that cannot be resolved by the personnel directly
involved, the dispute shall be referred jointly to the responsible area senior management for C1
and State. The senior management shall exercise good faith efforts to settle the dispute within
thirty (30) days (or an extended period, if they so agree). In the event that the dispute is not
resolved within such a period, the Parties reserve the right to seek other relief as the Party
deems appropriate.

24. MODIFICATIONS: This writing is the parties' final expression of intent.
Notwithstanding anything contained in this Contract to the contrary no modification of
this Contract shall be binding without mutual written consent of the Agency, and the
Wendor, with approval of the Purchasing Division and the Attornay General's office
(Aitornay Genaral approval is as o form only). Any change o axisting contracts that
zdds work or changss contrast cost, and wers not included in the orginal contract, must
be approved by the Purchasing Division and ihe Atiorney Genaral's Office (as to form)
prior i the implementation of the change or commencement of work affected by the
cnange.

C1 Response:

Read and understood.

25. WAIVER: The failure of either party to insist upon a strict performancs of any of the
terms or provision of this Contract, or to exercise any option, right, or remedy herein
contained, shail not be construed as a waiver or a relinquishment for the future of such
term, provision, option, right, or remedy, but the same shall continue in full force and
effect. Any waiver must be expressly stated in writing and signed by the waiving party.

C1 Response:

Read and understood.

26. SUBSEQUENT FORMS: The terms and conditions contained in this Contract shall
supersede any and all subsequent terms and conditions which may appear on any form
documents submitted by Vendor to the Agency or Purchasing Division such as price
lists, order forms, invoices, sales agreements, or maintenance agreementis, and includes
internet websites or other electronic documents. Acceptance or use of Vendor's forms
does not constitute acceptance of the terms and conditions contained thereon.
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C1 Response:

Exception: Itis C1's belief that once the response is submitted, if C1 is awarded the business,
there may be further discussions between the parties to streamline the sale based on the
response. By incorporating the RFP and the response into a binding contract, there may be
products and/or services that are not uitimately purchased or are modified by the parties
following those further discussions, It is C1’s position that a separate contract should be
entered into between the parties which documents only those terms and conditions which
pertain to the finai sale and agreed upon by both parties.

27. ASSIGNMENT: Neither this Contract nor any monies due, or to become due
hereunder, may be assigned by the Vendor without the express written consent of the
Agency, the Purchasing Division, the Attorney General's office (as to form only), and any
other government agency or office that may be required to approve such assignments.

C1 Response;

Read and understood.

28, WARRANTY. The Vendor expressly warranis that the goods and/or services
covered by this Contract will: {a) conform to the specifications, drawings, samples, or
other description furnished or specified by the Agency; (b) be merchantable and fit for
the purpose intended; and (c} be free from defect in material and workmanship.

C1 Response:

Exception: C1 states it is a reseller and cannot agree to warrant products to be merchantable
or fit for a particular purpose. The OEM warranty will apply.

29. STATE EMPLOYEES: State employees are not permitted to utilize this Contract for
personal use and the Vendor is prohibited from permitting or facilitating the same.

C1 Response:

Read and understood.

30. PRIVACY, SECURITY, AND CONFIDENTIALITY: The Vendor agrees that it will not
disclose to anyone, directly or indirectly, any such personally identifiable information or
other confidential information gained from the Agency, unless the individual who is the
subject of the information consents to the disclosure in writing or the disclosure is made
pursuant to the Agency's policies, procedures, and rules. Vendor further agrees to
comply with the Confidentiality Policies and Information Security Accountability
Requirements, set forth in http://www.state.wv.us/admin/purchase/privacy/default. htmi.

C1 Response:

Read and so agreed.

31. YOUR SUBMISSION IS A PUBLIC DOCUMENT: Vendor's entire response to the
Solicitation and the resulting Contract are public docurnents. As public documents, they
will be disclosed to the public following the bid/proposal opening or award of the
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contract, as required by the competitive bidding laws of West Virginia Code §§ SA-3-1 et
seq., 5-22-1 et seq., and 50-1-1 et seq. and the Freedom of Information Act West
Virginia Code §§ 29B-1-1 et seq.

DO NOT SUBMIT MATERIAL YOU CONSIDER TO BE CONFIDENTIAL, A TRADE
SECRET, OR OTHERWISE NOT SUBJECT TO PUBLIC DISCLOSURE.

Submission of any bid, proposal, or other document to the Purchasing Division
constitutes your explicit consent to the subsequent public disclosure of the bid, proposal,
or document. The Purchasing Division will disclose any document labeled "confidential,”
"proprietary,” "trade secret," "private,” or labeled with any other claim against public
disclasure of the documents, to include any "trade secrets" as defined by West Virginia
Code § 47-22-1 et seq. All submissions are subject to public disclosure without notics.

C1 Response:

Read and understood.

32. LICENSING: In accordance with West Virginia Code of State Rules § 148-1-6.1.e,
Vendor must be licensed and in good standing in accordance with any and all state and
local laws and requirements by any state or local agency of West Virginia, including, but
not limited to, the West Virginia Secretary of State's Office, the West Virginia Tax
Department, West Virginia Insurance Commission, or any other state agency or political
subdivision. Obligations related to political subdivisions may include, but are not limited
to, business licensing, business and occupation taxes, inspection compliance,
permitting, eic. Upon request, the Vendor must provide all nacessary releasss to obtain
information to enable the Purchasing Division Director or the Agency to verify that the
Vendor is licensed and in good standing with the ahove entities.

SUBCONTRACTOR COMPLIANCE: Vendor shall notify all subcontractors
providing commodities or services related to this Contract that as subcontractors,
they too are required to be licensed, in good standing, and up-to-date on all state
and local obligations as described in this section. Obligations related to political
subdivisions may include, but are not limited to, business licensing, business and
occupation taxes, inspection compliance, permitting, etc. Notification under this
provision must occur prior to the performance of any work under the contract by the
subcontractor.

C1 Response:

Variance: C1 cannot agree to include certain customer specific provisions in our contracts with
our subcontractors as we already have a master agreement with our subs and to add every one
of our customer’s specific requirements like this would be difficult to manage. C1 will agree to
remain fully liable and responsible for the acts and omissions of our subs in performing the
services.

33. ANTITRUST: In submitiing a bid to, signing a contract with, or accepting a Award

Document from any agency of the State of West Virginia, the Vendor agrees to convay,
sell, assign, or transfer to the State of West Virginia all rights, title, and interest in and to
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all causes of action it may now or hereafter acquire under the antitrust laws of the United
States and the State of West Virginia for price fixing and/or unreasonable restraints of
trade relating to the particular commodities or services purchased or acquired by the
State of West Virginia. Such assignment shall be made and become effective at the time
the purchasing agency tenders the initial payment to Vendor.

C1 Response:

Exception: Blanket assignment of ConvergeOne's antitrust claims is too broad of an
assignment. Should any such claim arise that directly effects the State, the Parties will discuss
proper resolution at that time.

34. VENDOR CERTIFICATIONS: By signing its bid or entering into this Contract,
Vendor certifies (1) that its bid or offer was made without prior understanding,
agreement, or conneclion with any corporation, firm, limited liability company,
partnership, parson or entity submitting a bid or offer for the same material, supplies,
equipment or servicss; (2) that its bid or offer is in all respects fair and without collusion
or fraud; (3) that this Contract is accepted or entered into without any prior
understanding, agrserment, or connection to any other entity that could be considered 2
vislation of law, and (4) that it has reviewed this Sclicitation in its entirety; understands
the requirements, terms and conditions, and other information contained herein.

Vendor's signature on its bid or offer also affirms that neither it nor its representatives
have any interest, nor shall acquire any interest, direct or indirect, which would
compromise the performance of its services hereunder. Any such interests shall be
promptly presented in detail to the Agency. The individual signing this bid or offer on
behalf of Vendor certifies that he or she is authorized by the Vendor to execute this bid
or offer or any documents related thereto on Vendor's behalf; that he or she is
authorized to bind the Vendor in a contractual relationship; and that, to the best of his or
her knowledge, the Vendor has properly registered with any State agency that may
raquire registration.

C1 Response:

Read and so certifies and affirms.

35. VENDOR RELATIONSHIP: The relationship of the Vendor to the State shall be that
of an independent contractor and no principal-agent relationship or employer-employee
relationship is contemplated or created by this Contract. The Vendor as an independent
contractor is solely liable for the acts and omissions of its employees and agents.
Vendor shall be responsible for selecting, supervising, and compensating any and all
individuals employed pursuant fo the terms of this Solicitation and resulting contract.
Neither the Vandor, nor any employees or subcontractors of the Vendor, shall be
deemed fo be employeeas of the State for any purpose whatsoever. Vendor shall be
exciusively responsible for payment of employees and contractors for all wages and
salaries, taxes, withholding payments, penalties, fees, fringe benefits, professional
liability insurance premiums, contributions to insurance and pension, or other deferred
compensation plans, including but not limited to, Workers' Compensation and Social
Security obligations, licensing fees, etc. and the filing of all necessary documents, forms,
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and returns pertinent to all of the foregoing.

Vendor shall hold harmiess the State, and shall provide the State and Agency with a
defense against any and all claims including, but not limited to, the foregoing payments,
withholdings, contributions, taxes, Social Security taxes, and employer income tax
returns.

C1 Response:

Read and understood.

36. INDEMNIFICATION: The Vendor agress to indemnify, defend, and hold harmless
ine Siate and the Agenoy, their officers, and empioyees from and against (1) Any claims
or ipsses for seivices rendared by any subcontraciorn, person, or fin parforming or
supplying services, materiale, or supplies in connection with the performance of ths
Contract; (2) Any claims or lpsses resulling to any person or entity iniured or damagad
by the Vandor, ils officers, emplovess, or subeoniraciors by the publication, transiation,
repmdum-:m ﬂﬁi!d‘-‘f‘y, parformance, uss, or disposition of any data used under the
Contrast in 3 mannsr notl authorized by the Coniradt, or by Federl o Siale staivies of
regulations; and a.,} \ny failure of the Va rddor, its officers, employess, or suscontractons
0 observe State and Federal laws inciuding, but not limited to, labor and wage and hour
laws.

C1 Response:

Variance: Cl1 agrees to include an indemnification provision however; the provision shall be
mutual in nature as both parties should be responsibie for their respective negligence. C1
suggests the following language in addition to the language stated above, “The State and the
Agency shall indemnify, defend and hold harmless the C1, including its officers, agents and
employees, from and against any and all claims, liabilities, losses, damages, costs and expenses
to the extent caused or arising out of the negligent acts, reckless conduct, or errors or
omissions of the State and the Agency, its officers, employees, agents or representatives in the
performance of this Agreement.” In addition, C1 must include the following infringement
provision as well as limitation of liability in the Agreement:

“Intellectual Property Infringement Indemnification. With respect to each Product that C1
provides to the State and the Agency hereunder, C1 will provide to the State and the Agency an
intellectual property infringement indemnity to the extent, and only to the extent, that C1
receives an intellectual property infringement indemnity from the respective manufacturer for
such Product. The terms and provisions of each intellectual property infringement indemnity
that apply to the respective Products that C1 provides to the State and the Agency hereunder
are available at www.convergeone.com.

Because C1 is not the manufacturer of any of the Products, C1 provides no indemnity with
respect to any claim that arises from a combination of (i) a Product manufactured by one (1)
manufacturer with a Product manufactured by a different manufacturer; or (ii) a Product that
C1 provides to the State and the Agency with any product that C1 has not provided to the State
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and the Agency. Notwithstanding the preceding sentence, however, with respect to each
individual Product involved in the aforementioned combinations, Contractor will still provide to
the Authority the intellectual property infringement indemnity to the extent, and only to the
extent, that C1 receives an intellectual property infringement indemnity from the respective
manufacturer for each Product.

Limitation of Liability. - THE ENTIRE LIABILITY OF C1 (AND C1’S OWNERS, OFFICERS, DIRECTORS,
EMPLOYEES, AGENTS, AND AFFILIATES) AND THE AUTHORITY’S EXCLUSIVE REMEDIES FOR ANY
DAMAGES CAUSED BY ANY PRODUCT DEFECT OR FAILURE, OR ARISING FROM THE
PERFORMANCE OR NON-PERFORMANCE OF ANY SERVICE, REGARDLESS OF THE FORM OF
ACTION (WHETHER IN CONTRACT, TORT, OR OTHERWISE), SHALL BE (i) FOR FAILURE OF
PRODUCTS DURING THE WARRANTY PERIOD, THE REMEDIES STATED IN SECTION 3; (ii) FOR
DELAYS IN DELIVERY OR INSTALLATION (WHICHEVER IS APPLICABLE), C1 SHALL HAVE NO
LIABILITY UNLESS THE DELIVERY DATE OR THE INSTALLATION DATE (WHICHEVER IS APPLICABLE)
IS DELAYED BY MORE THAN THIRTY (30} DAYS BY CAUSES NOT ATTRIBUTABLE TO EITHER THE
AUTHORITY OR FORCE MAJEURE CONDITIONS STATED IN SECTION 7, IN WHICH CASE THE STATE
AND THE AGENCY’S SOLE REMEDY SHALL BE TO TERMINATE THE AGREEMENT WITHOUT
INCURRING CHARGES FOR SUCH TERMINATION AND, WITHIN THIRTY (30) DAYS AFTER SUCH
TERMINATION, RECEIVE A REFUND OF ALL MONIES PAID HEREUNDER; OR {iii) FOR C1’S FAILURE
TO PERFORM ANY OTHER MATERIAL TERM OF THIS AGREEMENT, IF C1 DOES NOT CORRECT
SUCH FAILURE WITHIN THIRTY (30} DAYS AFTER RECEIPT OF WRITTEN NOTICE ADDRESSING
SUCH FAILURE, THE STATE AND THE AGENCY’S SOLE REMEDY SHALL BE TO TERMINATE THE
AGREEMENT WITHOUT INCURRING CHARGES FOR SUCH TERMINATION AND, WITHIN THIRTY
(30) DAYS AFTER SUCH TERMINATION, RECEIVE A REFUND OF ALL MONIES PAID HEREUNDER.
C1 SHALL IN NO CASE BE LIABLE FOR PUNITIVE, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, LOST PROFITS, LOST SAVINGS, OR LOST
REVENUES OF ANY KIND; LOST, CORRUPTED, MISDIRECTED, OR MISAPPROPRIATED DATA;
CHARGES FOR COMMON CARRIER TELECOMMUNICATIONS SERVICES; COST OF COVER; OR
CHARGES FOR FACILITIES ACCESSED THROUGH OR CONNECTED TO THE PRODUCTS {“TOLL
FRAUD”}}. THE PREVIOUS SENTENCE APPLIES REGARDLESS OF WHETHER CONTRACTOR HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.”

37. PURCHASING AFFIDAVIT: in accordance with West Virginia Code § § SA-3-10a
and 5-22-(i), the State is prohibited from awarding a contract to any bidder that owes a
debt to the State or a political subdivision of the State, Vendors are required to sign,
notarize, and submit the Purchasing Affidavit to the Purchasing Division affirming under
oath that it is not in default on any monetary obligation owed to the state or a political
subdivision of the state.

C1 Response:

Read and understood, please see the ConvergeOne completed Purchasing Affidavit attached
with this response.

38. ADDITIONAL AGENCY AND LOCAL GOVERNMENT USE: This Contract may be
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utilized by other agencies, spending units, and political subdivisions of the State of West
Virginia; county, municipal, and cther local government bodies; and school districts
("Other Government Entities"), provided that both the Other Government Entity and the
Vendor agree. Any extension of this Contract to the aforementioned Other Government
Entities must be on the same prices, terms, and conditions as those offered and agreed
to in this Contract, provided that such extension is in compliance with the applicable
laws, rules, and ordinances of the Other Government Entity. A refusal to extend this
Contract to the Other Government Entities shall not impact or influence the award of this
Contract in any manner.

C1 Response:

Exception: C1 cannot agree to sell additional products and services to other governmental
agencies under the same terms as the State. Because the unique requirements of another
governmental entity will most likely not match those that were reviewed by C1 when preparing
this Response, it is simply not feasible to commit that C1 can provide the same products and
services to another governmental agency pursuant to the same pricing, terms and provisions
being offered to the State of West Virginia.

38. CONFLICT OF INTEREST: Vendor, iis officers or members or employees, shall not
presently have or acquire an interest, direct or indirect, which would conflict with or
compromise the performance of its obligations hereunder. Vendor shall periodically
inquire of its officers, members and employees to ensure that a conflict of interest does
not arise. Any conflict of interest discovered shall be promptly presented in detail {o the
Agency.

C1 Response:

Read and understood.

40. REPORTS: Vendor shall provide the Agency and/or the Purchasing Division with the
following reports identified by a checked box below:

¥ Such reports as the Agency and/or the Purchasing Division may request. Requested
reports may include, but are not limited to, quantities purchased, agencies utilizing the
contract, total contract expenditures by agency, etc.

Quarterly reports detailing the total quantity of purchases in units and dollars, along
with a listing of purchases by agency. Quarterly reports should be delivered to the

Purchasing Division via email at purchasing.requisitions @wv.gov.

C1 Response:

Variance: C1 will be happy to provide certain reports through its customer internet portal,
which the State can run upon demand. For additional requested reports, C1 will need a better
understanding what those reports may entail before committing to providing them ad hoc or
on a recurring basis. C1 looks forward to discussing this further with the State during the
contract negotiations process.
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41. BACKGROUND CHECK: In accordance with W. Va. Code § 15-2D-3, the Director of
the Division of Protective Services shall require any service provider whose employees
are regularly employed on the grounds or in the buildings of the Capitol complex or who
have access to sensitive or critical information to submit to a fingerprint-based state and
federal background inquiry through the state repository. The service provider is
responsible for any costs associated with the fingerprint-based state and federal
background inguiry.

After the contract for such services has been approved, but before any such employees
are permitted to be on the grounds or in the buildings of the Capitol complex or have
access to sensitive or critical information, the service provider shall submit a list of all
persons who will be physically present and working at the Capitol complex to the
Director of the Division of Protective Services for purposes of verifying compliance with
this provision. The State reserves the right to prohibit a service provider's employees
from accessing sensitive or critical information or to be present at the Capitol compiex
based upon results addressed from a criminal background check.

Service providers should contact the West Virginia Division of Protective Services by
phone at (304) 558-9911 for more information.

C1 Response:

Clarification: C1 will conduct and provide the pass/fail results of the background investigation
to the State, according to the background criteria required by the State, but C1 will not provide
detailed results of the investigation to protect the privacy of the C1 employees.

42. PREFERENCE FOR USE OF DOMESTIC STEEL PRODUCTS: Except when
authorized by the Director of the Purchasing Division pursuant to W. Va. Code § 5A-3-
56, no contractor may use or supply steel products for a State Contract Project other
than those steel products made in the United States. A contractor who uses steel
products in violation of this section may be subject to civil penalties pursuant to W, Va.
Code § 5A-3-56. As used in this section:

a. "State Contract Project” means any erection or construction of, or any addition to,
alteration of or other improvement to any building or structure, including, but not
limited to, roads or highways, or the installation of any heating or cooling or
ventilating plants or other equipment, or the supply of and materials for such
projects, pursuant to a contract with the State of West Virginia for which bids
were solicited on or after June 6, 2001.

b. "Steel Products" means products rolled, formed, shapsd, drawn, exiudsd,
forged, cast, fabricated or otherwise simiiarly processed, or processed by a
comoination of two of mora or such operations, from stes! made by the opan
heath, basic oxygen, sleciric furnace, Bessamer or cther steel making procass.
Ths Purchasing Division Dirsctor may, in writing, authorize tha use of foraign
stes! products i

c. The cost for each coniract item used does not exceed one tenth of one percent

November 27, 2018 ©2018 Convergelne 2
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(.1%}) of the total contract cost or two thousand five hundred dollars ($2,500.00),
whichever is greater. For the purposes of this section, the cost is the value of the
steel product as delivered to the project; or

d. The Director of the Purchasing Division determines that specified steel materials
are not produced in the United States in sufficient quantity or otherwise are not
raasonably available to meet contract requirements.

C1 Response:

Clis a reseller and not a manufacturer. To the best of our knowledge there wil! be no steel
products used in this project for the State.

43. PREFERENCE FOR USE OF DOMESTIC ALUMINUM, GLASS, AND STEEL: In
Accordance with W. Va. Code § 5-19-1 et seq., and W. Va. CSR § 148-10-1 et seq., for
every contract or subcontract, subject to the limitations contained herein, forthe
construction, reconstruction, alteration, repair, improvement or maintenance of public
works or for the purchase of any item of machinery or equipment to be used at sites of
public works, only domestic aluminum, glass or steel products shall be supplied unless
the spending officer determines, in writing, after the receipt of offers or bids, (1) that the
cost of domestic aluminum, glass or steel products is unreascnable or inconsistent with
the public interest of the State of West Virginia, (2) that domestic aluminum, glass or
steel products are not produced in sufficient quantities to meet the contract
requirements, or (3) the available domestic aluminum, glass, or steel do not meet the
contract specifications. This provision only applies to public works contracts awarded in
an amount more than fifty thousand dollars ($50,000) or public works contracts that
require more than ten thousand pounds of steel products.

The nost of domestic aluminum, glass, or stes] products may be unreasonabia if the cost
is more than twanty parcant {20%) of the bid or offered price for foreign mads aluminum,
glass, or steel products. If the domaestic aluminum, giass or steel products to be supplied
or produced in a "substantial labor surplus area”, as defined by the United States
Department of Labor, the cost of domestic aluminum, glass, or stes! products may be
unreasonable if the cost is more than thirty percent (30%) of the bid or offered price for
foreign made aluminum, glass, or steel products. This preference shall be applied to an
item of machinery or equipment, as indicated above, when the item is a single unit of
eguipment or machinery manufacturad primarily of aluminum, glass or stesl, is part of 2
public works contract and has the sole purposs or of being a permanant part of g single
public works project. This provision dees not apply to equipment or machinery
purchased by a spending unit for use by that spending unit and not a3 part of a single
public works project.

All bids and offers inciuding domestic aluminum, glass or steel products ihat exceed bid
or offer prices including forsign aluminum, glass or steel products after application of the
preferances provided in this provision may be reduced {6 3 price equal to or lower than
e lowest bid or offer price for foreign aluminum, glass or steel products plus the
applicable preferance. ifthe reduced bid or offer prices are made in writing and
superssde the prior bid or offer prices, all bids or offers, including the reduced bid or



offer prices, will be reevaluated in accordance with this rule.

C1 Response:

Clis a reseller and not a manufacturer. To the best of our knowledge there will be no
traditional aluminum, glass, or steel products used in this project for the State.

44. INTERESTED PARTY SUPPLEMENTAL DISCLOSURE: W. Va. Code § 6D-1-2
requires that for contracts with an actual or estimated value of at least $1 million, the
wengor must submit 1o the Agency a supplemenial disclosure of interssiad parties
refiecting any new or differing interested partiss {o the contract, which were not included
in tha oniginal pre- eward interestsd party disclosure, within 30 days following the
complation or termination of the contract. A copy of that form ig included with this
solicitation or can be obiainad from the WY Ethics Commission. This requirernent does
not apply to publicly traded companies listed on a national or international stock
exchange. A more detailed definition of interested parties can be obtained from the form
referenced above.

C1 Response:

Read and understood. Please see the ConvergeQOne completed Ethics Disclosure Interested
Parties form included with this proposal.
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DPESIGNATED CONTACT: Vendor appoints the individual identified in this Section as
the Contract Administrator and the initial point of contact for matters relating to this
Contract.

Steve Murphy, National Account Manager
(Name, Title)

Steve Murphy, National Account Manager
(Printed Name and Title)

3344 Highway 149, Eagan, MN 55121 (corporate HQ)
(Address)

408-789-6016
{Phone Number) / (Fax Nurnber)

smurphy@convergeone.com

{email address)

SO ROl W
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CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wvOASIS, | certify that | have reviewed this Solicitation in its entirety; that |
understand the requirements, terms and conditions, and other information contained
herein; that this bid, offer or proposal constitutes an offer to the State that cannot be
unilaterally withdrawn; that the product or service proposed meets the mandatory
requirements contained in the Solicitation for that product or service, unless otherwise
stated herein; that the Vendor accepts the terms and conditions contained In the
Solicitation, unless otherwise stated herein; that | am submitting this bid, offer or
proposal for review and consideration; that | am authorized by the vendor to execute and
submit this bid, offer, or proposal, or any documents related thereto on vendor's behalf:
that | am authorized to bind the vendor in a contractual relationship; and that to the best
of my knowledge, the vendor has properly registered with any Stats agency that may
require registration.

C1 Response:

Clarification: The below certification affirms that C1 understands the reguirements, terms and
conditions, and other information contained as stated herein.

ConvergeOne, Inc.
{(Company)

42 '2"?% Regional Vice President
(Authorized Signature) (Representative Name, Title)

Klaus Hillmann __ Regional Vice President
(Printed Name and Title of Authorized Representative)

11/20/2018
{Date)

651-994-6800 651-994-6801
{Phone Number) (Fax Number)
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DEFINITIONS, ABBREVIATIONS, ACRONYMS:

ANI, Automatic Number |dentification

CoS, Class of Service

DID, Direct Inward Dial

DNIS, Dialed Number Identification Service

E.164, the international public telecommunication numbering plan

High Security, any use case where the Vendor's solution requires a higher security

baseline standard. High security use cases are either the result of regulatory or legal

compliance requirements and/or risk assessment indicates a higher level of security

is warranted.

iD, ldentification

IP, Internet Protocol

LAN, Local Area Network

10. LMS, Leaming Management System

11. M/S, Millisecond

12. MACD, Move, Add, Change, Delete

13. Microsoft 0365, Microsoft Office 365

14. MPLS, Multiprotocol Label Switching

16. MWI, Message Waiting Indicator

16. PHI, Protected Health Information

17.Pll, Personally Identifiable Information

18. PMBOK, Project Management Body of Knowledge

19.PMO, Project Management Office

20.POTS, Plain Old Telephone Service

21.PRI, Primary Rate Interface

22.PS/ALLI, Private Switch/Automatic Location Identifier

23.PSAP, Public Safety Answering Point

24.PSTN, Public Switched Telephone Network

25.Qo8S, Quality of Service

26. SIP, Session Initiation Protocol

27. S0OW, Staternent of Worik

28.8RST, Survivable Remote Site Teiephony

29. Standard Security, any use case where the Vendor's solution does not require
heightened security baseline standards. The standard security use case is
delineated to provide the State a potentially lower cost option when a standard level
of security provides an appropriate level of protection.

30. TCR, Telecommunications Change Request

31.UCaaS, Unified Communications as a Service

32.UCCaa8, Unified Communications and Collaborations as a Service

33.VCC, Virtual Contact Center

34 VL AN, Virtual Local Area Network

35. VoIP, Voice over Internet Protocol

36. WAN, Wide Area Network

37. WBS, Work Breakdown Structure

38. WVOT, West Virginia Office of Technology

COokON =
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€1 Response:

Read and understood.

Hovember 27, 2048 HI01E Convergslne 25
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4: PROJECT SPECIFICATIONS

Background and Current Operating Environment: As outlined in the West
Virginia State Code §5A-6-4e "the Chief Technology Officer shall oversee
telecommunications services used by state spending units for the purpose of
maximizing efficiency to the fullest possible extent". Additionally, per State Code
§bA-6-4a (11), the Chief Technology Officer develops a "unified and integrated
structure for information systems for all executive agencies." In pursuance of
those objectives, the West Virginia Office of Technology is seeking proposals
from Vendors to establish an open-end, Statewide Contract for Managed Voice
Services and Hosted Voice over internet Protocol ("VolP") Services,
encompassing Unified Communications as a Service ("UCaaS"), and Hosted
Contact Center Services.

It is the State's intent to establish a contract with a single Vendor to provide
maintenance, management, and support for the State's current IP Telephony
platforms while working to migrate those telephony services to a fully managed
and hosted VolP solution. Additionally, the Vendor will be expected to provide
daily management and operational support for multiple Contact Centers while
working to migrate those Contact Centers to its hosted solution.

Currently, the State of West Virginia has an estimated 10,000 phonas on multiple
Ciseo Vol solutions - 3x Cisco Unified Call Manager and Unity Express, 4x
Cisto Unified Call Manager and Unity, 7x Cisco Unified Cal! Manager and Unity
Connection, 10x Cisco Unified Cail Manager and Unity Cennection, Cisco Cail
Manager Express, ten (10) Cisco Contact Center Version 7 sites, and a Hosted
YoiP Solution with Verizon Business Sciutions (UCCaad and Contact Center; it
is anticipated =il of thoss sites currently wlilizing a VolP soiution will be migrated
to the Vendor's proposad hostad solution. In addition to the current VolP
Agencies, the State alse requires the flexibility to imolemant a Vo!P solution st
sites where one does not currently exist. Potentially, the State may leverage the
awarded sonfract o implamant ancther estimated 10,000 users whars raditional
telephony services exist.

The State of W\/'s current environments consist of the following:

Cisco Unified Messaging

Cisco Unity

Cisco Unity Connection

Cisco Unity Express

Cisco Call Manager Express

Cisco Contact Center Express

Cisco Expressway C&E

Cisco Presence

Cigco Jabber

Cisco Geteways using VolP Session initiation Protoco! ("SIP") Trunks,
Primary Rate Interface {("PRis") Circuits, and Analog POTS {"Plain Old
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Telephone Service") lines

Microsoft Skype for Business 2016

Microsoft Active Directory

Microsoft Office 365

Cisco Survivable Remote Site Telephony ("SRST")

Bridge Communications Operator Console

Singlewire Informacast Paging

Verizon hosted solution - Unified Communications and Collaborations as a
Service {UCCaa8)

= Verizon hostad solution - Virkual Contact Center (VGG

More information regarding the State's current telephony infrastructure can be
found in Appendix A.

Meanwhile, the State's current Wide Area Network ("WAN") is undergeing a
conversion from Switched Ethainet to Muitiprotocol Label Switching ("MPLS")
services, which may impact how the Vendor's proposed solution will be
implemented. The WVOT is working with Verizon Business to migrate an
estimated 500 data circuits across the State with a projected complation of
December 2018. Thus far, approximately 275 circuits have been migrated,
meaning that the proposed VolP solution may be implemented at those sites
using MPLS circuits to ensure quality of service. The State has deployed Cisco
routers for WAN communications. Local Area Networks ("LANs") are comprised
of various switches manufactured by Cisco, Hewlett Packard, Brocade, and
Extreme.

C1 Response:

Read and understood.

4.2. Project Goals and Mandatory Requirements: The State of West Virginia is
seeking to establish a contract with a Vendor for the management of the State's
current Legacy Environmant and to migrate its Legacy Environment to a Hosted
VoiP Solution, including Contact Center Services. Yendor shouid describe its
approach and methodology to providing the service or solving the problem
described by meeting the goals/objectives identified below. Vendor's response
should include any information about how the proposed approach is
superior or inferior to other possible approaches as well as identify areas
where the proposed solution exceeds the project expectations.

C1 Response:
Read and understood.

Please note: for the following section where appropriate, C1 will split its answers into two
categories:

¢ CI1CX Solution: the proposed Cisco-powered hosted C1CX solution supporting the
State’s Cisco needs.
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Microsoft Solution: During the Bidders Conference C1 noticed that the State utilizes
Microsoft Skype Online. Your Microsoft investment is not cheap and something that
should be taken seriously during this deployment. As an option, we will be providing the
State the ability to add dialing services to their Skype deployment along with interop
with the current Cisco phone system. This will provide the State even more options for
their users and business owners.

o This is an optional platform that the state could utilize during or after the
complete Cisco migration into our C1CX environment.

4.2.1. Goals and Objectives - The project goals and objectives are listed below.

4.211 Voice Services
4.21.1.1 Managed Voice Services - Support of State’s Legacy IP Environment

421111 The State's goal is to contract with a single Vendor for all application,
hardware, and MACD management, maintenance, and support of its current iP
Telephony platforms (as described in Appendix A), with the goal of the Vendor
migrating the State's current IP telephony infrastructure, excluding network
infrastructure, to a unified, hosted IP platform within 24 months. The State
further desires an economical monthly per phone cost for these support services.
As such:

The State is proposing the following division of duties for the support of its
Legacy iP Environment:

Vendor Duties:

1. Create an operational pian of the State's Legacy IP Environment for the
State's review and approval

2. Daily management, operational support, and ongoing maintenance of the
State's current telephony environment, as outlined in Appendix A.

3. MACD changes to the State's cument telephony infrastruciure.

4. Replacement of failed parts where feasible, cutdated telephony squipment, or
other telephony components. if the Vendor is unable to furnish parts or
replace equipmant, the State expects the Vendor to migrate that site to the
Vendor's Hosted VolIP platform.

5. Set-up mutually agreed upon standing meetings with the State to address
concerns, changes, service interruptions, and project progress.

6. The Vendor should alert the State points of contact after being notified of any
service interruptions, in writing, that exceed sixty (60) minutes. The Vendor
should provide updates to the State every sixty (60) minutes thereafter until
the issue is resolved.

7. The Vendor should have a 24x7x365 operations center that includes Tier 1
support to receive trouble tickets and onsite operational support for critical
failures.

State Duties:
1. Management of State's LAN/WAN Network Infrastructure

aiber 27, 2008 ©2018 ConvergeCOne 39
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2. Ordering, disconnecting, and billing services
C1 Response:

Understood.

C1 uses wholly-owned, non-outsourced Customer Success Centers (CSCs/NOCs) that are
available and staffed 24x7x365. Reporting on troubles can be customized to your preference via
the Run Book, which is created during onboarding. Root Cause Analysis (RCA) will also be
provided where necessary and agreed upon.

4.21.1.1.2 The State desires the Vendor provide the State with its proposed
Operations Plan within 30 calendar days of contract effective date, outlining its
plan for managing, supporting, and maintaining the State's current IP telephony
infrastructure. The Vendor's Operations Plan should include a strategy for
assuming its duties, as outlined above. Please describe your company's
experience and strategy in developing operations plans for supporting legacy
environments.

C1 Response:

As part of these kick off calls, ConvergeOne will be reviewing the operational plan for the next
30, 60, 90 days and beyond. For more information about our implementation and project
processes, please see the attached sample implementation overview included with this
response.

ConvergeOne has extensive experience in developing operations plans for supporting legacy
environments and migrating into our C1CX Cloud. Upon contract award, C1 will start working
with the State’s team to start developing timelines and next steps. Our goal is to start migrating
day to day activities from the State’s IT staff to ConvergeOne.

Transition / Onboarding Plan

ConvergeOne has a simple but effective transition process to bring contract customers on-
board coverage. Upon Agreement execution, ConvergeOne’s On-Boarding Project Manager will
collect pertinent names and contact information for your representatives to schedule a kick-off
meeting/call. This call will be attended by all interested parties from ConvergeOne and the
State’s authorized representatives. The purpose of the meeting/call is to introduce all
interested parties, discuss particulars of the maintenance package selected, set expectations for
the process, provide the On-Boarding workbook of transition documents, and establish a “go-
live” date.

Information provided and gathered will include, but not be limited to, contact information and
methodology for the ConvergeOne MSSC, pertinent customer contact information for
escalations, ConvergeOne and MSSC leadership hierarchy and contact information, your
company representative’s contact information and escalation processes and a transition project
plan. ConvergeOne resources utilized throughout the on-boarding process will include, but not
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be limited to the MSSC On-Boarding team members, ConvergeOne’s transition Project Manager
and Director Maintenance Operations.

ConvergeOne’s goal during the first 30 days is to start migrating the State’s day to day support
active into ConvergeOne. During the initial call(s), the following items wiil be covered:

* Project Kick Off
e Team Introductions and Responsibilities
* Review RFP, Project Assumptions, etc.

e Begin identifying key dates for the State and ConvergeOne

421143 The State desires that the State and Vendor finalize and agree upon an
Operations Plan within 60 calendar days of contract effective date for the
management, support, and maintenance of the State's current telephony
infrastructure. Please describe your company's ability to deliver the finalized
Operations Plan to the State within 60 calendar days of contract effective date
with scheduling the appropriate meetings, making changes after State input, and
mesating deadines.

C1 Response:

ConvergeOne will be reviewing the operational plan for the next 30, 60, 90 days and beyond
with the State during the project kick-off call, which will occur immediately after conclusion of
contract negotiations. For more information about our implementation and project processes,
please see the attached sample implementation overview included with this response.

4.21.1.1.4 The State desires the Vendor to be fully managing its Legacy
Environment within 90 calendar days of contract effective date and until all sites
wishing to adopt these services have been migrated to a Hosted VolP solution.
Please describe your company's experience in providing support of a Legacy
Environment, its experience in taking over existing infrastructure, and provide a
plan showing how this goal can be met.

C1 Response:

ConvergeOne will be reviewing the operational plan for the next 30, 60, 90 days and beyond
with the State during the project kick-off call, which will occur immediately after conclusion of
contract negotiations. For more information about our implementation and project processes,
please see the attached sample implementation overview included with this response.

4.2.1.1.1.5  ltis the State's desire that the awarded Vendor of this contract will
establish a local support system to continue support and maintenance of the
State's Legacy IP systems. Please describe your company's ability to provide
maintenance and support of the State's Legacy Environment.

C1 Response:
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ConvergeOne plans to deliver full maintenance and support to the State’s Legacy Environment.
Our Managed Services solution delivers the following elements.

Managed Services
Service Desk

e Service Desk is a centralized function serving as a single point-of-entry for all Customer
requests

¢ Service Desk is accessible during Service Hours by Customer’s Help Desk or authorized
personnel with a working knowledge of the Customer’s technica! environment as it
relates to the solution provided under this SOW

e Service Desk supports the following tasks and workflows:
o Receipt of Customer’s service requests and trouble reports

o Event assessment and assignment of incident classification according to agreed
incident prioritization criteria,

o Update status of service requests and/or trouble tickets based on agreed
intervals or with change in status

o Review, validation, and closure of tickets.
¢ Tickets may be submitted to the Service Desk via the following methods:
o Phone call placed during Service Hours
o Request submitted via ConvergeOne’s web portal
o Eventsreceived from ConvergeOne’s element monitoring system
Proactive Monitoring

¢ ConvergeOne will monitor pre-defined events and system generated alerts for the
solution provided under this SOW, to include those products to be supported under this
SOW, but that are deployed outside of the ConvergeOne’s Data Center Facilities
(“Managed Products”).

¢ ConvergeOne will support the following event management tasks and workflows:
o Event filtering and categorization according to criticality

o Event authentication and notification via pre-defined time based correlation
rules

o Event correlation, automated Ticket creation and assignment

Service Request Fulfillment

November 27, 70 47
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¢ ConvergeOne will fulfill Service Requests for Simple Software Changes as submitted by
Customer, in support of users of the solution to include any Managed Products.

e Service Request Fulfillment supports the following tasks and workflows:
o Service Request acceptance
o Completion of Service Request according to defined Service Levels
o Service Request fulfillment monitoring, updates, and reporting
e Service Requests may be submitted to the Service Desk via the following methods:
o Request submitted via ConvergeOne’s web portal

Release Management

¢ ConvergeOne will implement updates to include any Managed Products. All updates will
be implemented during a Standard Maintenance Window or as otherwise scheduled
with Customer,

Cohfiguration Management

e ConvergeOne will manage a process for backing up the solution.
Governance

¢ ConvergeOne wiil deliver service level management, service reporting and
communications to ensure services are delivered in accordance with agreed guidelines:

o Communicate customer-specific SLAs to all delivery personnel
o Review SLA performance reports and monitor conformance with contracted SLAs

o Communicate actual performance against SLAs through regular Customer
reviews

o Conduct Root Cause Analysis into any SLA breach and present remediation plan
to Customer

o Ensure change orders conform to contracted SLAs

4.24.1.1.6  The State desires all application, hardware, and MACD support for the
State's current telephony infrastructure will be entered via the Vendor's seif-
service web portal and/or a Vendor-provided toll-free number within 80 calendar
days from contract effective date. If the Vendor determines that an issue or
problem falls within the State's purview, the Vendor should notify the State's
points of contact in writing within one hour of reaching this determination. Please
describe your company's support offerings or its ability/plan to accomplish this.

C1 Response:

Comply.
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C1’s Enterprise Vendor Management (EVM) provides the State with a single point of contact for
the proposed enterprise solution. With EVM, the State will contact the C1 CSC for support,
advanced IT support and vendor management for IT products, applications, and services
included in our enterprise solution. Support includes logging of events, notifying appropriate
vendors and customer contacts, incident and problem management, and performing escalation
management until resolution.

The C1 CSCs are staffed with industry certified technical resources located in our three NOCs.
The C1 redundant CSC design provides the State with a business continuity support model with
24x7x365 support. All calls are answered by a live person — NEVER a pager or answering service!

Customer requests are received by the C1 CSC in several ways:
¢ Toll Free call directly from customer
e Customer Created Incident via the Web Portal
¢ Alarm receipt notification from Cisco Servers into the C1 monitoring system

After the initial triage, ail support issues are handed off to one of the C1 certified engineers. Ali
C1 certified engineers have the ability to perform level 1 through level 3 support.

If ConvergeOne deems an issue is part of the State’s IT realm and not part of the agreed upon
support contract, the assigned engineer will reach out to the State’s point of contact to discuss.
Once that conversation has taken place and the parties agree, the C1 engineer wil! close that
ticket or case number.

4.2.1.1.2 Transition from the State's Legacy IP Environment to the Vendor's
Hosted Solution

4.21.1.21  The State desires all sites listed in Appendix A be migrated to a Hosted
VolIP solution within 730 calendar days from contract effective date. The State
reservas the right io reprioritize this list as necessary. Please describe vour
company's plan to accomplish these migrations.

C1 Response:
C1CX Solution
See ConvergeOne’s Sample Implementation Plan.

Upen contract approval, ConvergeOne will immediately start working with the State to build
the migration plan along with prioritizing sites. This would include reviewing each site and
gathering (and confirming) information provided in the RFP. Upon agreement with the State,
any changes to prioritization by the State could impact timelines.

44-
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Microsoft Solution

During this 24-month migration, if at any point the State is interested in migrating current Cisco
to Office 365 Skype Online, ConvergeOne has a plan for implementing and supporting those
users.

4.21.1.2.2 The Vendor shouid inciude site preparation and coordination services to
implement a turn-key solution at various State locations, including simultaneous
deployments {o the Vendor's hosted solution. Thess services should be provided
by Vendor personnel knowiedgeable in both the Vendor's solution and legacy
public switched telephone services. The State desires the Vendor perform site
assessment and readiness work for the implementation of its hosted solution, at
no additional cost, including a proposed division of duties (Vendor, State), which
results in a Statement of Work for each site, as follows:

VENDOR duties:
Gather site's end-user data in order to get site ready for Vendor's hosted
solution;

= Provide list of equipment/specifications needed for site readiness, including
cabling infrastructure requirements;

» Conduct review to move, at a minimum, existing telephony system to new
environment;
Provide the State with necessary ordering information for TCRs; ‘
Tha Stale owns all data gathered under the scope of the contract and is able
t0 obtain copies of all sonfiguration files gathered as part of this contract. The
Ventor should updats, maintain the data repository in @ manner negotiated
with tha State upon awerd, and provide information upon request in an Exosi
or csv format;

= Configure, tag, label, and drop-ship phones to site;

STATE duties:
Confirm site readiness;
Coordinate between the Agency, Vendor, and other agplicabie parties;
Purchase, configure, update and refresh network hardwars:

Prapare, process, and submit TCR to Vendor based on information provided;
Placa physical phonses.

G 8 & @

The Vendor should describe its solution's capability to meet or exceed each of
these objectives.

C1 Response:
C1CX Solution

Read and understood, please see the pricing section for all requested costing information.

Pvernier &7, 200E
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Microsoft Solution

Prior to implementing the Skype for Business solution, C1 will perform a network QAR. This
network validation test will evaluate the existing LAN’s ability to support VoIP between our
Data Centers and your sites. The VolP readiness test looks for common, network problems that
are "IP Telephony-killing impairments" and would prevent a successful IP Telephony
deployment. The purpose is to identify those problems and recommend actions to resolve the
identified impairments. It is a snapshot in time that will help ensure success; however, it is not a
guarantee of a successful deployment, nor is it a certificate of fitness. This service provides the
Customer with a cost-effective review of its existing IP network's ability to support VolP in
association with the pending implementation of a converged solution.

Generally, a customer must provide a layer 3 switched data network including VLANSs isolated
for voice devices and applications, DHCP server(s) for allocation of addresses and site-specific
information, security to prevent unauthorized access to the voice VLANs, and QoS and power
requirements to support voice. QoS configurations (tags) are to be provided by the Customer
for identifying voice traffic isolated by signaling and media streams. The Customer’s network
must adhere to strict guidelines to support voice including less than 1% packet loss, less than
100 ms one-way delay, less than 20% jitter, and less than 10% broadcast traffic. If multicast is to
be used, the switch must support IGMP snooping or CGMP, and the router must support PIM if
multicast needs to cross VLANS.

C1 will work with the State to improve VLAN segmentation policies and QoS to best support the
Skype for Business Enterprise Voice solution.

Additionally, C1 will work with the State to modify any firewall rules or routing as needed to
optimize the environment. We will help identify zones for E911 and make recommendations
best on best practices.

4.211.3 Hosted Voice Services
The State's goal is to obiain & reiiable, customizable, and scalable UCaa$
solution providing hosted veicse-pyerdP (VYOI services for an astimated 10,000
state employees located at varicus sites throughout the State. The State desires
these services be provided at no additional cost, except where noted in this
section. To that end:

4.21.1.31  The Vendor's solution should offer four voice packages. These packages
should include: A Basic Package with at least Ad Hoc Conferencing, Call
rorwarding, Cail History, Call Hold, Call Waiting, Caller ID, and Do Not Disturb;
an Enhanced Package inciuding at least all features in the Basic package plus
Voice Mait (including Immediate Divert to Voicemail and Message Waiting
indicator); a Premium Package including at least all of the features in the
Enhanced Package plus Extension Mobility; and an Analog line option. All
packages should be available with high and standard security options.
Equipment for the analog line package will not be required for this contract.
Pleasa describe your Company's offerings.
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C1 Response:
C1CX Solution

The C1 Public Cloud is comprised of three bundles. The following table summarizes the
standard and optional features available within each offer.

Features

UC Bundles

Carrier Features

Essential

Mobility

Collaboration

Local Direct Inward Dialing (DID)

Local Calling

Long Distance Calling

Number Porting

Caller Name (CNAM)

Directory Listing

£911 Support

Hosted PBX & Call Management Services

Device Registration

=

5
o

[y
o

Auto Attendant

Dial by Extension

Call Forwarding

Call Park

Call Transfer

Multiple Call/Call Waiting

Incoming Caller ID

Music on Hold

Hunt Groups

LDAP Directory Synchronization

LA AN AN BN S BN BN BN ]

Extension mobility

Single Number Reach

Ad Hot Audic Conferencing

Voicemail & Unified Messaging

Voicemail

Voicemail to Email

=

Visual Voicemail

Voicemail Greetings

Voicemail Transcription to Text

P PN

UC Call Recording

£
A I

o |ojelele|e

=S BN BN BE BN

IM & Presence
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Enterprise Instant Messaging

Group Chat

Presence

Additional Services

VPN-less connectivity ) °

UC Soft Client

Conferencing & Collaboration

Team Formation

Business Messaging

Screen Sharing

File storage

Video Chat

Audio Conferencing

=

Web Conferencing

Video Conferencing

P L P PN
A

Personal Room

Note: ¢ designates add-on features, additional charge may apply.
Unified Essential

The Unified Essential bundle delivers basic IP Voice services. Carrier services enabling inbound
and outbound cailing capabilities are included along with fuil PBX and call management feature
suite.

This bundle has been developed for public or shared use cases such as lobbies and meeting
rooms. Voicemalil features can be added as an option to expand the supported use case to
general business users with basic communication needs.

The package supports a single handset and does not have an option to add a soft client.
Supported phones include the following:

e Cisco Unified SIP Phone 3905
o Cisco Unified IP Phones 6901, 6911, 6921, 7821

e Other SIP phones (3rd party conference phones, etc.) are supported on a “best efforts”
basis and may not support all Cisco features

This bundle may also be used for H.323 phones via supported gateway or analog devices such
as analog phones, fax machines, and paging systems in conjunction with an Analog Terminal
Adaptor {ATA). Customer premise based gear such as a gateway or ATA must be certified by €1
prior to use and may incur additional support and management fees.

Unified Mobility

November 27, 2018 © 2018 ConvergeOne AR
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The Unified Mobility bundle combines all elements of the Essentials bundle and adds in core UC
features such as voicemail and unified messaging, IM & Presence, and mobility features such as
single number reach and UC soft clients for desktop and mobile devices.

This bundle has been developed for knowledge workers and mobile employees that require
access to UC tool sets across multiple devices in whatever location they may be working at.

The package supports up to 10 registered devices and comes standard with the latest
supported version of the Cisco Jabber client for Windows, i0S, and Android devices. Supported
devices include the following:

e Cisco Unified P Phones: 6900 Series, 7900 Series, 8900 Series, 9900 Series
¢ Cisco Wireless IP Phones: 792xG and 7925G-EX models

o Cisco Unified Softphones : Cisco Unified Personal Communicator, Cisco UC Integration
for Lync, Cisco UC Integration for Connect, and Cisco IP Communicator

e Jabber clients (Jabber for Mac, Jabber for Windows, Jabber for iPhone, Jabber for
Android, Jabber for iPad, and Jabber SDK)

¢ (Cisco TelePresence System EX Series (EX60 and EX90)
e C(isco Desktop Collaboration Experience DX Series

e Other SIP phones (3rd party conference phones, etc.) are supported on a “best efforts”
basis and may not support all Cisco features

Unified Collaboration

The Unified Collaboration bundle combines all elements of the Mobility bundle and adds in
WebEx conferencing and collaboration.

This bundle has been developed for knowledge workers as well as mobile workers that require
access to audio, web, and video conferencing to conduct scheduled or on demand meetings
with internal or external constituents.

The package supports the same number of registered devices, phones, and soft clients available
within the Essentials package.

Carrier Services Features
All standard packages include the latest feature sets:

* Local Direct Inward Dialing (DID) - each user is provided with a dedicated local phone
number

¢ Local Calling - unlimited local inbound and outbound calling minutes

e Long Distance Calling - unlimited inbound and outbound calling minutes within the US or
Canada

IR Conueranling -
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Toll Free Calling - Toll Free DIDs are available for an additional fee. Toll free usage is
charged by the minute and varies by country

International Calling — International DIDs are available for an additional fee.

International local and long distance usage is charged by the minute and varies by
country

Number Porting — Services to port a client’s existing phone numbers to the C1 Public
Cloud service is available at no additional fee

Caller Name (CNAM) - user's local number displayed as outbound Caller ID information
from any registered device

Directory Listing - Complimentary publication of company information in local directory
assistance services

E911 Support - Users located in fixed office locations in the US & Canada have access to
911 service

Hosted PBX & Call Management Features

All standard packages include the latest feature sets:

Device Registration — one or more devices may be registered to the C1 Public Cloud
Service for basic telephony or more advanced UC functions. Supported devices include
approved hard phones, soft clients, mobile clients, or third-party SIP devices

Auto Attendant — The auto attendant/IVR feature allows callers to a main number to be
automatically transferred to an extension without the intervention of an operator.

Standard auto attendant/IVR configuration features include dial by extension or dial by
name; custom greetings and schedules (e.g., business hours, holidays), or the option to
transfer callers to hunt groups, calling queues, or voicemail

Dial by Extension — Ability to make intra-company calls by extension. Standard dial plan
includes e.164 dialing with 4 digit internal dialing

Call Forwarding — ability to forward inbound calls to voicemail or another number
Call Park — ability to retrieve a call on hold from any other telephone within the system.
Call Transfer — Transfer call to any other extension

Multiple Call/Call Waiting - Enables user to place callers on hold while accepting an
incoming call or placing an outbound call

Incoming Caller ID — Display telephone number of the calling party on your registered
device

Music on Hold — Play recorded music or marketing content while callers are on hold

Novambsr 27, 2018 ©i018 Convergelne
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Hunt Group - ability to distribute inbound phone calls from a single telephone number
to a group of several phone lines

LDAP Directory Synchronization — enables access to common enterprise directory and
search experience for UC services

Extension mobility — ability to log into phone extension from any device on the network

Single Number Reach — Calls to your extension will ring all your registered devices
simultaneously

Audio Conferencing — Create an ad-hoc muitiparty audio conferencing call for up to 8
people.

Voicemail & Unified Messaging Features

All Unified Mobility and Unified Collaboration packages include the latest feature sets:

Voicemail — user’s receive a voicemail for their assigned extension to capture, play, and
manage voice messages

o Standard configuration includes Unity Connection, however external storage via
Microsoft Exchange or Office 365 is supported.

o Each individual mailbox is provisioned with 30MB storage
o Standard message retention of 90 days prior to deletion

Voicemail to Email — voicemail notification via email and the ability to listen, respond,
and forward voicemail from your e-mail. Email clients leveraging IMAP4 are supported.

Visual Voicemail - ability for users to access and manage voicemail from their desktop
application

Voicemail Greetings — ability for users to record multiple personal greeting messages for
use cases like out of office or holiday hours

Voicemail Transcription to Text — ability to transcribe voicemail messages to text

o Voicemail messages once transcribed are emailed to the voicemail subscriber
along with a streaming link to listen to the message

o Voicemail status is retained with the transcription (e.g., message marked urgent,
private, etc.)

UC Call Recording (Optional) — Automated call recording for inbound/outbound calls
o Requires client to already have purchased WFOQ for Contact Center

o Each UC recording user is allocated 1GB of storage. Storage is aggregated and
shared across all UC recording users. Client’s may add additional storage capacity
in 1GB increments and select between immediate and archival options.
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o Call recordings are managed by user via web portal. Web portal is bespoke
element of the associated Contact Center solution

Instant Messaging and Presence Features
All Unified Mobility and Unified Collaboration packages include the latest feature sets:

¢ Enterprise Instant Messaging — ability to send and receive instant messages with
individuals and groups, conduct ongoing conversations, and retain conversation history

® Group Chat — enables users to create an instant IM enterprise chat room and invite
internal and external colleagues to the chat room to join an IM conference

® Presence — provides a user’s the availability and status whether in the office or working
remotely

Desktop and Mobile Clients

The Cisco Jabber is the standard desktop and mobile client deployed for Unified Mobility and
Unified Collaboration Clients. Jabber provides a single client for instant messaging with
individuals and groups, voice and video calls, visual voicemail, voice and web conferencing,
communication history, and integrated directories.

The Jabber client is available for the following desktop and mobile platforms:
e Android
e i0OS
¢ Microsoft Windows
¢ MacOS

Additional Mobility Features

For Unified Mobility and Collaboration users, the following features mobility features are
available:

¢ Simultaneous Ring — enables users to answer incoming calls to their extension on any
desktop or mobile device

* VPN-less Connectivity — users outside the network can access voice, video, content,
instant messaging, and presence without establishing a VPN connection.

Conferencing & Collaboration Features

For Unified Mobility and Collaboration users, the following team collaboration features are
available thru WebEx Teams (formerly Cisco Spark). WebEx Teams is hosted and supported by
Cisco. C1 will assist the customer with associating their WebEx Teams account with their Jabber
client for Mohility and Collaboration users only.
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WebEx Teams is hosted by Cisco and will be delivered in accordance with their current terms of
service. Any changes or modifications made to Cisco service terms are at the sole discretion of
Cisco and are beyond the control of C1. Client will be held accountable to WebEx Teams terms
and conditions published by Cisco.

® Team Formation — ability to create and manage team spaces

* Business Messaging — Subscribers can exchange messages and share files with another
person or a group of people

e Screen Sharing — Screen and file sharing

» File storage/sharing — up to 5GB per user

e Voice Conferencing — Up to 3 people over VoIP

¢ Video Chat — One-to-one and group video chat for up to 3 people via native apps

Unified Collaboration users are also provided access to integrated audio, web, and video
conferencing via WebEx Conferencing. Features include:

¢ Personal Room — each user will be provided with a personalized room with unique URI
that can host up to 200 participants

¢ QOutlook Scheduling — ability to schedule video meetings thru online portal or via
Outlook plug-in

¢ Audio Conferencing — unlimited HD call-in audio conferencing over VolIP. Includes host
controls to mute participants

* Web Conferencing — includes power point presentation mode, desktop and application
sharing, discussion window, roster display and active speaker identification, white
boarding, shared control

¢ Video Conferencing — VMR capability is included within personal room for point to point
and muiti-point video conferencing. Users may join from mobile devices, web, phone via
Public Switched Telephone Network (PSTN), Microsoft Skype for Business endpoint, or
third-party standards-based video system. NOTE: 3rd party standards based endpoints
are limited to 25 devices.

CC Bundies

The C1 Public Cloud Contact Center portfolic is comprised of a Base Agent Bundle, plus a series
of three optional bundles (Self-Service, Outbound, and Omni Channel) and other add-on
applications that allow tailoring of the offer to the customer’s needs.

The following table summarizes the standard and add-on features available within each bundle:

Weseewniipsr 27, 2018 T20LE Convergelneg 53
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Agent Bundle

The Agent Bundle is the baseline offer for adding Contact Center functionality to the C1CX UC
Public offer, so it is tightly integrated and leverages some shared infrastructure elements with
UC. Its per-user pricing is designated as per-Agent per month, with size-sensitive tiers.

The base Agent pricing includes an allocation of one (1) IVR port per subscribed agent.

Additional feature bundies providing Self-Service/IVR beyond the standard 1:1 allocation,
Outbound Dialing, Omni-Channel, and other add-on applications build on this core bundie in a
modular fashion.

The following describes the standard features within the Agent bundie:
UC Feature set

* Our Agent pricing reflects the policy that each contact center agent must also purchase
a UC seat, and takes into account the portion of the core C1CX infrastructure elements
that are shared between UC and CC.

Contact Center SIP Trunking

» SIP Trunking capacity configured to support 1;1 Trunk to agent ratio

¢ Includes Cisco CUBE CC User, CC User HA, CC Trunkside, and HA for CC Trunkside
applications

¢ Inbound Toll-free/DID, and Outbound calling via IntelePeer, charged on per-minute
basis.

ACD with skills-based routing

¢ All features and functionality of core Cisco Contact Center application with
Intelligent/precision contact routing. Core Agent bundle also includes one IVR port per
agent.

Agent/Supervisor Desktop Application

¢ All standard features and functionality of Cisco Finesse® Agent desktop that provides
flexibility, with administrable layout for agents and supervisors, and superior
expandability, acting as a web gadget container that can encompass all applications
Agents need in a single interface.

Standard CC Reporting and Management Platform

¢ All features and functionality of Cisco Unified Intelligence Center (CUIC) reporting
platform, providing as set of customizable real-time and historical reporting on all
activities in the contact center.

API’s for CTl/adjunct integrations
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Ability to integrate with 3rd party Call Recording, wallboards, WFM, CRM, and database
integrations.

o Note: 3rd party providers may need to be consulted for specific integration
requirements, and any 3P integration will trigger the need for a “Private Cloud”
quote for that portion of the solution until such time as the 3P integration has
been certified to integrate with the C1CX Public Cloud reference architecture.

C1-AS Agent Bundle Add-ons
C1-AS CRM Connectors

Provides a CRM connection framework for five industry-leading CRM platforms, including
Salesforce.com, Oracle CRM, Microsoft Dynamics, Zendesk, and ServiceNow.

Provides Softphone Telephony Controls in the business application User interface

Facilitates a screen pop of critical customer data upon call delivery to the user, using
ANI, DNIS, or CED data

Enables the making of calls by dialing a number in the CRM client/softphone, choosing a
number in an online directory, or clicking on a phone number on any standard business
application screen

Writes pre-determined call information to the CRM application and makes it available
for reporting

Software developed by C1 Advanced Services

CI-AS Agent Services Desktop

Componentized Agent user interface engineered for Cisco, supporting “single pane of
glass” initiatives as well as web components {widgets) for cross-messaging, and web-
based UX access facilitating remote working and BYOD.

Software developed by C1 Advanced Services

Qutbound Bundle
Provides all the features and functionality of Cisco CCX/CCE Outbound application, including:

Standard Agent-Based Qutbound Dialing Features

Preview, Progressive, and Predictive dialing capabilities

Skills-based agent inbound/outbound for agent blending and pacing
Outbound Campaign Management

Comprehensive agent scripting support

Real-time outbound call status monitoring
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¢ Reporting on Outbound campaigns, disposition, and completion codes

e Quthound agent productivity tools

e Outbound policy and compliance features

* Agentless Outbound, for making/dialing outbound voice calls not attended by an Agent
Self Service /IVR Bundle

Provides add-on CVP/IVR ports, if required by the customer, to support additional agentless
self-service applications requiring additional ports beyond the 1:1 Agent bundle IVR port
allowance supporting basic IVR touch tone functionality.

Self Service Bundle Add-ons
Nuance Speech Bundle:
® Natural voice Automated Speech Recognition (ASR)
o Text-to-Speech (TTS)
e Standard price is for Tier 3/ 1 language. Additional languages available for extra charge.

Cisco Courtesy Callback Application: (for CCE deployments (>251 Agents)

® (Cisco Courtesy Callback is an integrated application within the Cisco Contact Center
Enterprise (CCE) platform, enabling callers to request an automatic call back when an
agent becomes available, instead of waiting in queue for a long period of time. This
aliows customers to use their time more productively than they would waiting in queue.

Cisco Post-Call Survey: (for CCE deployments (>251 Agents)

¢ Cisco Post-Call Survey is an integrated application within Cisco Contact Center Enterprise
(CCE) platform, providing an automated “Voice of Customer” Survey application for
contact center callers.

Microsoft Solution

Microsoft’s Skype for Business Online is 100% managed by Microsoft will offer all services that
enabled by Microsoft in Office 365.

4.211.3.2 The State desires six handset options for use under this contract: a 2-iine
whone, a 5-line phone with sidecar capabilities, a conference phone, a softphone,
a wireless phone, and an ADA-compliant hardware option. The State further
desires a leasing option for all handsets on this contract, by which the State will
pay a monthly lease price {o be added to the price of the monthly voice package.
In the event that a phone is broken or stops functioning, the State desires the
Vendor replace that phone, at no additional cost. Additionally, the State desires
that the Vendor refresh equipment in-line with the Original Eguipment
Manufacturer's refresh program, at no additional cost. At the end of the contract,
the State will own ali of the phones. Please describe your company's leasing
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options, refresh programs, and ability to meet this goal.
C1 Response:
C1CX Solution

C1is proposing the following telephone sets. For more information about these sets, please
see the attached Cisco IP phone portfolio brochure.

Soft Phone Cisco Type
2-Line Phone Cp-7821
6-Line Phone CP-7861
Conf. Phone CP-7832
Wireless Phone CP-8821
ADA Compliant Phone CP-7811

Microsoft Solution

C1 is proposing the following telephone sets for a Microsoft Solution. For more information
about these handsets, please see the attached IP phone portfolic brochure.

Soft Phone Skype Client
2-Line Phone 405HD
6-Line Phone 450HD
Conf. Phone UC-HRS-458
Wireless Phone Spectralink 8440
ADA Compliant Phone 405HD
4.2.1.1.3.3  The State utilizes Cisco SRST and local voice sarvices in case of data

network failure. At the initial deployment of the site to the Vendor's hosted
solution, if requested, the Vendor should work with an Agency to implement call
control and PSTN connectivity, in case the data network fails at a State location.
This should include the provisioning of at least one local phone line for 911
calling. The Vendor should include the provisioning of one failover line in the
cost of its monthly package. if the site requests more than one failover line, the
State understands there may be additional charges for that work. Please
describe your solution's ability to meet this goal and any additional costs.

C1 Response:
C1CX Solution

The ConvergeOne C1CX solution provides 911 function based on the SIP service numbers from
the carrier. The Carrier will be provided detail that identifies a set of number and where they

November 27, 2618 L2018 Conyergelne



State of West Virginia
HFP For Managed and Hosted Voice Services
I CRFP 0212 SWC1500000001
Section 4: Project Specifications
L e e e e P e e e s e e s S S S SR S Y
are located. The service is part of our SIP trunk offering. If required The State can add the
function of Survivable Remote Site Telephony {SRST), ConvergeOne can assumed that the State
will continue to use the existing SRST gateways that they have in place and ConvergeOne will
connect them to the C1CX solution to allow for the SRST functionality. If a site needs a new
SRST gateway and set it can be added to the solution, when required.

Microsoft Solution

Skype for Business Online does maintain location information for endpoints. When a number is
assigned, proper location information is also configured.
4.21.1.3.4  The Vendor's solution should support station-to-station calling that

remains "on-net" (on the State's private data network) at no additional cost.
Please describe your solution's ability to meet this goal.

C1 Response:

The proposed solution will support this based on customer networking between sites. Our

assumption is that the stable networking exists between sites. If it does not, C1 will be happy

to discuss upgrades with the State at any point.

4.21.1.38 The Vendor's solution should provide at least two PSTN connections via

SIP Trunks over secure private connections engineered for voice guality of
sarvice. These PSTN connections should adhere to the industry standard of 150
m/s latency or better, and jitter of 40 m/s or better. Please dsscribe your network
engineering architecture and your practices to continuously achieve these
standards.

C1 Response:
C1CX Solution

The proposed solution complies, pending State WAN services provided.

Microsoft Solution

If the State is interested in moving some users to Skype Online with telephony services, below
are some of the recommended latency numbers.

Metric Target

Latency (One way) < 50ms

Latency (Rtt or Round Trip Time) |< 100ms

Burst Packet Loss < 10% during any 200ms interval

Packet Loss < 1% during any 15s interval
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Packet inter-arrival Jitter < 30ms during any 15s interval

Packet reorder < 0.05% out of order packets

End Point Traffic Marking- Differentiated Services Control Point (DSCP)

Differentiated Services (DiffServ) is referred to as a "coarse grained" mechanism for classifying
and managing network traffic and providing QoS in IP networks. Routers and other devices that
implement Layer 3 functions use the DiffServ Control Point {DSCP) to define the packet's
priority. QoS is implemented by inserting a 6-bit DSCP value in the Differentiated Services field
(formerly the "Type of Service" field) in the IP header; 6-bits allows for 64 different priority
levels. The priority levels are typically defined as shown here.

Recommended DSCP settings:

Traffic Class [Treatment {DSCP Marking) [Teams GCC Workloads
Voice EF (46) Teams GCC and Lync Voice
Interactive |AF41 (34) Video

AF21 (18} Application Sharing
Default AF11 (10) File Transfer

CSO (0) Anything else

The network performance metrics targets or thresholds are required for a connection from

your company's network to the Microsoft network Edge. This segment of the network includes

your internal network and includes all Wi-Fi and Ethernet connections, any company site-to-site

traffic over a WAN connection — for example Multiprotocol Label Switching (MPLS) — as well as

the Internet or ExpressRoute partner connections to the Microsoft network Edge.

£.24.1.38  The Vender's solution should provide a MPLS network connaction 1o

Verizon's MPLS core 1o reduca and/or eliminate the backnaul of traffic to the
State’s core network. The State has provided a column on the Pricing Page for

both ona-time installation custs and for monthly recurring costs for these
connections. Fleass describe your ability to maet this goal.

C1 Response:
C1CX Solution

The proposed solution complies. Please see the pricing section for cost details. A letter of
authorization will be required in order for C1 to receive the current Verizon rate. C1 believes
rates would be identical to what the State receives today.

November 27, 2018 2018 Convergelng Fadl
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4.2.1.1.3.7  As an option for small sites with non-private network handoffs, the State
desires a solution utilizing public networking with the ability to securely transmit
sensitive data. Please describe any offerings to support this goal.

C1 Response:

C1CX Solution

The proposed solution can provide up to 5,000 endpoints. If more is needed by the State, C1
can modify the scope of the solution.

Microsoft Solution

All data transmitted between endpoints and servers is encrypted with Skype for Business and
Skype for Business Online.

4211.3.8  The Vendor's solution should inciude Caller ID services {inbound traffic)
and custom number and naming (outbound traffic) that State Agencies may
viilize to customize their displayed information. The Vendor should provide this
capability at ne additional cost. Please describe your soiution's ability to provide
these services.

C1 Response:
C1CX Solution

The proposed solution can support these features. C1 looks forward to discussing this further
with the State as needed.

Microsoft Solution

The proposed solution supports these features. C1 looks forward to additional discussions as to
the State’s needs.

4.21.1.3.9 The Vendor's solution should include unlimited local and nationwide
calling at no additional charge. Please describe your no cost offerings.

C1 Response:
C1CX Solution

Clarification: The proposed solution can support unlimited local calling. C1 looks forward to
discussing this further with the State as needed. C1 is more than happy to review the current
contracts that are in place with the State.

Microsoft Solution

The proposed solution can support unlimited local calling.

4.2.1.1.348  The Vendor's solution should provide international cailing. The State
understands fess may be associated with international calling. The Vendor
should provide the par minute international calling rates for Mexico, Canada, and
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Jamaica. The Vendor should also attach an appendix of its international calling
rates for all countries. The State will allow for quarterly Change Orders to
updates these international rates. Please describe your solution's international
calling offerings.

C1 Response:

Please see the International Long Distance Rates documents covering both the C1CX and
Microsoft solutions attached to the cost proposal portion of this response, submitted in
electronic format only due to size. Please note that C1 considers Canada to be within the
proposed domestic dialing plan for C1CX only.

4.21.1.3.11 The Vendor's solution should provide comprehensive site coverage to
meet the State's local and long-distance IP-based calling requirements. Please
describe your coverage, as well as how you plan to meet the State's coverage
needs.

C1 Response:

C1 provides centralized trunking that provides unlimited local coverage. Additional discussion
with the State will be required to understand what “site coverage” entails.

4.21.1.3.12 The Vendor's solution should provide load balancing for all traffic in-
bound from the PSTN. Please describe your solution's ability to meet this goal.

C1 Response:
C1CX Solution

The proposed solution complies. Incoming traffic will overflow from side A to side B upon
congestion and failure.

Microsoft Salution

Microsoft’s Skype for Business Online service manages all PSTN load balancing.

4.21.1.313 The Vendor's solution should ensure 911 call delivery to the appropriate
local PSAPS. Additionally, the State desires support for Private Switch /
Automatic Location Identification (PS/ALI) services for 911 calls. Please
describe your process for ensuring the accuracy of 911 call delivery, as well as
the process to support PS/ALL.

C1 Response:
C1CX Solution

The proposed solution complies via proposed centralized SIP service.

Enhanced 911 Support Services
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s Any telephone number provisioned and associated with a fixed office locations in the US
and Canada will have access to 911 services. Users relying solely on mobile devices are
excluded.

¢ Calls to 911 will be transmitted with emergency dispatch information either
automatically or manuaily

e Telephone numbers will be associated with a location listed in the Managed Sites list in
Attachment B (“Registered Address”). The Telephone Number and Registered Address
will automatically be routed to the appropriate Public Service Answering Point (PSAP)
with emergency dispatch information and call-back information

¢ Telephone numbers that have not been provisioned with a registered address will be
routed to a 24x7 Emergency Call Center (ECC) and manually routed to the appropriate
PSAP

* Note: Any manual call routing may incur an additional cost per call.
Microsoft Solution

Solution requires 911 location information be configured when a number is assigned. Microsoft
ensures calls are routed to proper PSAP.

4.21.1.3.14 The Vendor's solution should support the following industry standard
protocols: G.711 (uncompressed), G.729 (compression), and T.38 (fax). Please
describe the protocols supported by your solution.

C1 Response:
C1CX Solution
The proposed solution complies.

Microsoft Solution

The proposed solution complies with G.711 and G.729 for voice traffic. C1 is happy to discuss
faxing requirements to further determine a solution.

4.21.1.3.15 The Vendor's solution should have the ability to scale the number of
simultaneous concurrent calls on a monthly andior seasonal basis at the State's
request. Please describe your solution's ability and your process to accomplish
this, including division of duties.

C1 Response:

The proposed solution can comply, at a potential additional charge. C1 requests that the State
notify us of this need with as much lead time as possible.
4.2.1.1.3.16 The Vendor's solution should include interoperability with the following:

IPv4 addressing (RFC 791}, RFC 1918 for private IP addressing, and support
SIP over TCP or UDP. Carrier grade NAT (RFC 6598), link-local iP addrasses
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(RFC 3927), and Multicast addresses (RFC 3171) will not be accepted. Please
describe your solution's interoperability to accomplish this geal.

C1 Response:
Both C1CX and Microsoft Solutions

The proposed solution complies.

4.21.1.3.17 The Vendor's solution should provide the following quality and reliability
standards: QoS tagging IEEE 802.1Q2011; not rewriting, marking, or remarking
any VLAN tags affixed to packets by the State, without the State's expressed
consent; at a minimum, one Class of Service (COS) marking per Ethernet
service. Please describe your solution's ability to meet this goal.

C1 Response:
C1CX Solution

The proposed solution complies. Please note, this is dependent on the reliability of the existing
LAN.

Microsoft Solution

AudioCodes IP Phones support the use of 802.1x to pre-authenticate phones onto the network
before they can be assigned an IP address. The Phones also forwards any EAP frames between a
PC or laptop that is bridged through the phones Ethernet interfaces in order that the PC/Laptop
may negotiate its own authentication onto the network.

4.21.1.3.18 The State desires a Unified Messaging solution; therefore, the Vendor's
solution should fully integrate with Microsoft 0365, allowing users to listen,
forward, and delete voicemails from both 0365 and the hosted environment.
Voicemails should ba retained in the solution for 15 days or longer. In addition,
the Yendor's solution should be provisionad to fully integrate with the State's
Active Diractory and Active Directory Federated Services. Pleass describe your
abilities to meet these goals.

C1 Response:
C1CX Solution

Comply via the Unified Mobility and Unified Collaboration packages. Storage via Microsoft
0365 is supported along with integration with Active Directory. Please note: further
discussions are required between C1 and the State to fully define full integration expectations
with Microsoft 0365.

Microsoft Solution

Comply.
4.21.1.3.19 Some State Agencies utilize paging and notification to the PC desktop,
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over-head paging, or through-the-phone-speaker paging. The Vendor's solution
should include an option for providing, maintaining, and supporting a paging
solution, including any associated hardware, software, and licenses, and if
requested by Agency, or integrate with an existing or Agency-owned paging
solution. The State understands there may be fees associated with this offering.
Please describe your offerings with respect to these deployments.

C1 Response:
C1CX Solution

Comply with clarification: The proposed solution can deploy adapters and support paging via

paging equipment (via the Unified Essential feature) and through the phone, but doing so

depends on the paging system in use and via additional on-premise equipment. All customer

premise-based gear such as the current overhead paging system must be certified by C1 prior

to use and may incur additional support and management fees.

4.21.1.3.20 The State desires an option for Agencies with high call volume and

receptionist paersonnel that will utitize an Operator Console for fast and efficient
call control. Ths State understands there may ba fees associatad with this
offering. Please describe your solution's Operator Console offerings.

C1 Response:

Comply with clarification: Operator consoles can be supported, depending on the preferred
State console. C1 looks forward to discussing this further with the State.

4.21.1.3.21 If requested by an Agency, the State desires the ability to integrate a
third-party call recording solution with the Vendor's hosted solution. Please
describe your solution's ability to meet this goal.

C1 Response:

Comply with clarification: While the proposed system can support third party call recording
solutions, the call recording solution must be certified by C1 prior to use and may incur
additional support and management fees.
4.21.1.3.22 The State desires that the Vendor use currently-owned State IP telephony
handsets where the handset is still supported on the Vendor's solution. Pleass

describe your company's ability to use the State's current handsets and its ability
to meet this objective.

C1 Response:
C1CX Solution

The proposed solution can comply utilizing the still supported handsets as required by the
State.
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Microsoft Solution

Not supported. If the State is interested in utilizing Skype Online for PSTN dialing,

42114 Hosted Contact Center Services

421141  The State's goal is to obtain a reliable, customizable, and scalabie
solution to provide hosted contact center services for an estimated twenty-five
(25} individual contact center sites that works in conjunction with the Vendor's
proposed Hosted VolP solution. Certain sites require the capability to transmit
and/or store call recordings that may contain sensitive data (such as PHI or PIi).
For ease of deployment and maintenance, the State prefers the contact center
solution be web-based. The solution should provide the following capabilities:

< Ability for a simple, drag-and-drop, easy-to-understand interface to create
customized call routing and role- based queues that can be deployed to sites
with non-technical administration

= Should provide chat capabilities

= Should provide live data reporting

= I requestad by an Agency, the solution should have the ability to interface
with an Agency's database to populats information based on data provided
by the caller

»  If requested by an Agency, the solution should provide the flexibility for
agents to use a public-switched- telephone-network (PSTN) phone to utilize
the solution

= Shouild provide scalability for up to 800 agents and the ability to expand in the
future

Please describe your solution and identify any areas in your solution that exceed
the items requested above.

C1 Response:
C1CX Solution

Clarification: The proposed solution complies with the need to clarify the chat feature, as this
license for this feature is available via purchase of UC Mobility or UC Collaboration bundles.
There may be additional fees to configure and maintain the chat feature based on the number
of chat users. This fee can be clarified with additional detail from the State regarding the
projected number of chat users.

C1 can scale the proposed solution should the State require it, providing the same features. C1
is also providing email capability inherent within the system, and can be configured to support
up to 1,500 users. Additional information from the State will be necessary to determine
additional features.

4.21.1.4.2 Some of the State's call centers operate on a 24x7x365 basis, delivering

critical services to the communities. As such, the State prafers the Vendor's
solution have inherent redundancy and survivability characteristics that will
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ensure minimal service disruptions, such as data centers in geographlcaily
diverse regions allowing for failover, equipment and power redundancies in those
data centers, efc. Please describe your solution's redundancy and its ability to
meet and/or exceed this goal.

C1 Response:
Both C1CX and Microsoft Solutions

The proposed solutions comply, with these features built into the proposed system.

4.2.9.94.3  The Vendors sciution should include enhanced featuras for
Adminigtrators, Supervisors, and Agenis to effectively mest the nesds of their
customars. As such, tha solution should provide the following capabilities:
= Agent and Supervisor client that provides Blended agents: Inbound and
outbound capability
= Ability to monitor critical performance metrics allowing managers to coach,
train, and encourage agent behavior
Ability for Supervisors to change an agent's status
Ability for Supervisors to silently monitor inbound and outbound calls
Ability ic interrupt an agent's call to interact with both the caller and the agent
Ability for Supervisors to remove an agent from a cali
Ability to change an agent's skill profile in real time

* 2 ® 3 @

Please describe your solution and identify any areas in your solution that exceed
the items requested above.

C1 Response:
C1CX Solution

The proposed solution complies. All required contact center users can be training to perform
these functions, training that is being proposed by C1 with this solution. See the pricing for
details.

4.21.1.44  Some State agencies require the ability to utilize call recording, both on-
demand and session-initiated. Certain call recordings will contain sensitive data
(PHI, PII, etc.) and will require proper security protocols when transmitting or
storing this information, with role-based access as defined by the State. Please
describe your solution's call recording capabilities, and any additional
requirements for the State in order to utiiize these features.

C1 Response:
CiCX Solution

Compiy with clarification: The proposed solution complies via session-initiated call recording.
The on-demand feature is availabie for configuration as required, with possible associated
additional fees.

4.21.1.45 The State may utilize an outbound predictive dialing campaign, at an
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Agency's request. Please describe your solution's capabilities in providing
predictive dialing campaigns.

C1 Response;
C1CX Solution

Clarification: The proposed solution can comply. However, beyond the initial price for licenses,
additional fees may be required for setting up and maintaining a predictive dialing system. This
potential fee can be clarified with additional information from the State regarding predicted
usage.

4.2.1.2 Security for Vendor's Hosted Solution

The State’s goal is to ensure the Vendor's solution adheres to industry standard
security practices and provides for sensitive data protection (where raguired) as it
relates to cloud-based services. As such, the Vendor should:

4.21.21 Describe how its solution leverages high security standards associated
with regulated data and/or high availability requirements, but also offers a cost-
effective, standard-security solution option to the state.

C1 Response:

As a standard, the proposed solution can encrypt traffic over WAN services to establish a
baseline level of security. To enhance the security, the solution can establish encryption to
endpoints from system application for an additional fee. The fee is outlined in the providing
cost attachments.

4.21.2.2 Describe its policies and procedures for conducting sub-contractor
assurance, validating both the capability of the vendor to fuifill contracted
responsibilities and adhere to all applicable to security & privacy policies ang
controls of all parties.

C1 Response:

All of C1's selected subcontractors undergo a vetting process to ensure the services they
provide fall in line with C1’s high standards, including background checks, submission of valid
insurance information, and other proof of competency such as manufacturer certifications. C1
will coordinate any need for subcontractor involvement with this solution and will remain fully
liable and responsible for the acts and omissions of our subs in performing the services.

4.2.1.2.3 Describe its company's cyber security and privacy management program
including an overview of the governance structure, cyber security strategy, and
the experience of personnel in key security and privacy roles.

C1 Response:
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C1CX Solution

Security

ConvergeOne is proud of our successful completion of the Service Organization Control {(SOC)
2 Type Il audit. Completion of the audit indicates that the policies, communications,
procedures and monitoring of controls have been implemented by ConvergeOne and tested
by an independent certified public accounting firm. This third-party validation confirms our
commitment to protecting customer data and ensures our security program meets the
standards of the AICPA’s trust principles. The achievement is attestation that ConvergeOne
exceeds the security, compliance and safety-related requirements for controls and safeguards
when hosting our customers’ data. We have provided our Information Security Framework.

As a Gold Certified Partner for many IT manufactures, we have achieved advanced
specializations and certification in Data Center Networking and Infrastructure, Security, Data
Center storage, Unified Communications, and Wireless LAN.

Our Cisco Master Certifications include Master Cloud & Managed Services Partner, Master
Collaboration Partner, Master Security Partner and Master Cloud Builder Partner. Only 16 of
Cisco’s almost 12,000 U.S. partners hold all four Master certifications!

Please see the attached ConvergeOne Info Security Framework document for additional
information.

Governance Framework

Customer Success Manager

A Customer Success Manager (CSM) will be assigned to your account to provide a consistent
management focal point responsible for the overall delivery of the services committed under
the final Statement of Work. Your CSM will proactively implement service level monitoring
processes and interface with each of the delivery teams to drive to a high level of execution
and ensure the expected level of service is provided to your users.

Support from the CSM includes:

s Coordinate escalation activities for significant service interruptions or chronic
incidents,

¢ Ensures regular reviews of incidents are performed to identify trends or chronic
conditions that may warrant a change to the covered equipment,

¢ Deliver regular services reporting on activities performed and performance against
stated objectives,

¢ Conduct regular service reviews with your key contacts to assess the level of service
provided,

e Track current open and pending projects,
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¢ Develop service improvement plans as necessary and track to completion.
Quarterly Business Reviews

ConvergeOne will conduct Quarterly Business Reviews to include members of the
ConvergeOne Account and Operations Teams, and key company stakeholders. During the
QBR, the team will review the following topics as relevant:

® Review new service requirements of customer and/or new service offerings from
ConvergeOne that offer increased value to customer.

e Product Roadmap discussion:

o Review product lifecycle of current deployed products within customer’s
environment.

o Provide information relative to new products, features, upgrades that may be
of interest to customer for deployment within their environment.

o Status of any current or planned projects.
Services Reporting

The Customer Success Manager will deliver regular reporting about the services provided as
part of your ConvergeOne managed solution. Reports include:

* Incident Management Reporting — provide detail regarding active or closed incidents
during the reporting period.

¢ System Administration Reporting — provide MAC orders completed during the period.

¢ Release Management Reporting — provide detail of the current revision level of the
Covered Equipment, as well as, any product updates that were presented during the
period and any action that was taken.

Reports will also include information on ConvergeOne’s performance of the services against
agreed services objectives.

Governance Staffing

The C1 staffing model is comprised of dedicated on-site resources that are fully supported by
subject matter experts, program and executive support. Utilizing an efficient staffing model
we are able to provide the right number of people, possessing the relevant skills to meet the
critical business needs at the appropriate times. We have identified the critical skills and job
roles needed to develop a baseline staffing level, made up of staff member’s functions that
provide the most significant impact and added value.

Governance Process

C1 will establish a hierarchy based Governance structure in support of this engagement,
including an Escalation Flow, Proactive Reviews of Service Performance, Quarterly Business
Reviews and Bi-Annual Senior Management Reviews (CEO Level Engagement). The
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Attendeeos

Governance Model below is proposed as an example for managing this engagement with the
State.

Unplanned To address any issue or Asneeded  Affected / involved Requester
Operational situations that requires person(s) from C1 and
Project or immediate action or State Operations
Issues requires a discussion and
Meetings decision
loint Review cross-functional Weekly €1 and State Service €1 Customer
Management performance, project Teams Success
Team status, operational issues, Managers
Meeting open items and action

plans
Program Monthly performance Monthly Customer Success C1 Account
Sponsor and  dashhoard, planned Manager and Regional Executive
Program projects, continuous Service Owner
Executive improvement, change

management, setvice

planning and action log
Quarterly Review overall Quarterly C1 Customer Success C1 Account
Program relationship, Manager Account Executive
Review performance, and Executive, State
Meetings ongoing account officials and key

development including:
®  Program status
*  Projects review

@ SLA review

personnel
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Microsoft Solution

Office 365 is a security-hardened service, covering physical security, logical security, data
security, users and admin controls. Physical security includes 24-hour monitoring of
datacenters, multi-factor authentication, role separation and redundant hardware.

Logical security includes servers that run only processes that are whitelisted, minimizing risk
from malicious code; dedicated threat management teams monitor and mitigate malicious
access.

Data security involves encryption of data both at rest and in flight, as well as security
monitoring and file/data integrity validation to prevent or detect tampering of data.

User and admin controls include features such as Rights Management allowing for control over
sensitive data; multi-factory authentication and mobile management allow administration from
a multitude of locations and platforms.

4.2.1.3 Service and Support for Vendor's Hosted Solution

The State’s goal is to partner with 2 Vendor whosa service and support structures
allow the State to focus on its core services, while ensuring telephony and
contact center systems are available to State Agencies, with cerfain Agency sites
(hospitals, jails, etc.) operating critical services 24x7x365. The State desires a
Vendor to provide all levels of tiered support, including Tier 1 support for end-
users. To this end, the Vendor's service and support structure for the Vendor's
hosted solution shouid provide for the following:
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4.2.4.3.4 Performance monitoring, capacity planning, and real-time surveillance of
the Vendor's network to ensure 99.9% availability of services and provide
network utilization reports upon request. Please describe your company's
process and ability for providing this information upon request, including any lead
times needed and how the State submits these requests.

C1 Response:
C1CX Solution

ConvergeOne OnGuard

OnGuard can take the management of your C1 Cloud HCS to a superior level of efficiency and
reliability. Built on decades of expertise and successful customer engagement, OnGuard’s
capabilities are unmatched in the industry.

OnGuard is a 24x7 purpose built platform that offers state-of-the-art monitoring, management
and maintenance support for every UC + CC solution we deliver. The predictive and proactive
capabilities of OnGuard maximizes your uptime resulting in seamless operations and success for
your customers at the same time.

Minimizing the risk of downtime can be achieved through preventive monitoring, which senses
and prevents problems in your environment before they occur. A mix of preventive monitoring
and the ability to find and resolve problems quickly are essential for keeping your
communication and collaboration solutions up and running smoothly.

OnGuard is a foundational platform that provides services for all of your IT needs. It’s not a
mash up of third party products, but rather built from the ground up by our experts for:

¢ Resource utilization

s Proactive/preventive monitoring

¢ Continuous improvement + uptime
e Enterprise-wide communication

e End-user satisfaction

How do You Benefit?

¢ |ncrease uptime

» Maximize visibility to overall solution health

e Reduce repeat incidents by proactively identifying and resolving root cause
e Leverage user-sourced feedback loops to continuously improve the platform

* Promote sharing of on-the-job [earning via user-sourced knowledge bases




State of West Virginia

RFP For Managed and Hosted VYoice Services
CRFP 0212 SWC1S00000001

Section 4: Project Specifications

With OnGuard you’ll receive automated alerts and continuous updates on high-severity issues,
access to a customizable Web portal that provides tools and reports and 24x7 access to
certified engineers and technical resources that follow through, rather than follow the sun.

Our dedicated, multi-disciplinary teams harness analytics and logging technology and
methodologies to maximize every opportunity to streamline your business:

Logging:

® Leverage a single interface to review relevant logs from alt devices we support

e Simplifies the troubleshooting of complex, multi-product failures

¢ Ensures the right data is available for troubleshooting and root cause analysis
Analytics:

¢ Discover low-level repetitive events that indicate potential system issues

e Apply to any event stream from multiple devices
OnGuard will also provide proactive remote monitoring for covered equipment and includes:

s Waich (Proactive Monitoring} is an enterprise-grade application monitoring and systems
reporting tool that is specifically designed to trigger alerts on Covered Products.

e Audit (Preventive Monitoring) is a solution element that provides preventive monitoring
to identify issues. Schedule audit tests review configuration settings and create alerts,
which generate incidents, if a discrepancy is identified.

o Unified Logging is a monitoring module that allows for C1 engineers to collect and
analyze real-time log data from State of West Virginia Communications and Contact
Center devices in one place.

Wit X7 G018 © 72018 ConvergeOne 74
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Microsoft Solution

C1 proactively monitors 24x7x365. To monitor Microsoft products C1 uses an industry leading
platform from our partner, Nectar, which is called One Vision. One Vision will continuously
remotely monitor all State devices and sends all SNMP alerts back to the C1 CSCs where
actionable alerts are converted to Incidents and routed to the C1 Engineering team for
remediation.

4.2.1.3.2 The State desires regularly scheduled meetings and/or calls to discuss
the following areas:
= Architecture and Design
= implementation
= Ordering and Billing
« Service and Support
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+ Project Management

Please describe your company's ability to hold regular meetings on each of these
topics, as well as your company's implementation plans for starting these
discussions.

C1 Response:

C1 can hold regularly scheduled meetings with the State to discuss all listed areas, likely via
audio and video conference calls. Please see the attached sample project plan for more
information.

4.2,1.3.3 Vandor should contact the State's engineering points of contact by phone
within 30 minutes of a Vendor network outage that affects multiple sites on the
State's network. This verbal notification should be followed with a written report
that provides an explanation of the problem, the cause of the problem, the
solution to the problem, the estimated time for recovery, and the steps taken or to
be taken to prevent a reoccurrence. To that end, please describe your
company's notification procedures in the case of an outage.

C1 Response:

The ConvergeOne notification process begins when a new incident is created from a toll free
call to the C1 Help Desk, maintenance request through the customer web portal or receipt of an
alarm in C1's monitoring tools. Electronic notifications are sent instantly when the incident is
created. When the incident case is assigned to an engineer, they will begin efforts to remotely
resolve the issue. If the engineer determines that an on-site dispatch is required or needs to
speak with one of the State representative(s), they will contact the authorized contacts
represented on the “Customer Contacts and Escalation list”. During the case resolution process,
the engineer will post updates to the case notes. Update notifications are sent automatically
every four hours for cases that are classified as Major; while notifications for cases classified as
Minor are sent every 24 hours. The update notification is only sent if there is a change in status
or an update to the case notes. Once the incident case is resolved, either remotely or onsite,
the engineer will close the case. The closed notification is sent instantly indicating that the case
has been resolved. Alarm and incident notification can be setup to automatically deliver to any
number of designated email addresses, PDA, or Text Pager.

4.21.3.4 Vendor should provide written notification of ten (10) business days or
more in advance of any pianned upgrades, modifications, etc. that may affsct the
State's customers to the State's engineering points of contact. Please describe
¥our company's notification process for piannad maintenance.

C1 Response:

ConvergeOne’s Change Management process and methodology for planned upgrades includes
a written notification ten (10) business days before the activity.

4.2.1.3.5 Vendor should provide notification of three (3) business days or more in
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advance of emargency maintenance. While the State understands smergency
outages and/or unplanned maintenance windows occur, it is expected that these
situations are kept to a minimum. Please describe your company's notification
process for emergency maintenance and outages.

C1 Response:

ConvergeOne’s Change Management process and methodology for emergency upgrades
includes a notification three (3) business days in advance of the maintenance window. C1 will
make every effort to comply with that timeline.

4.21.3.6 If the Vendor's work requires them to be at a State site, the Vendor
should provide Agency at least 72 hours' notice before arriving at the sita and
comply with State law and all Agency policies, including but not limited to
background checks for contractors, vendors, and visitors. Please describe your
approach and methodology in your solution/response.

C1 Response:

If the ConvergeOne work requires a technician to be at a State site, C1 will document and track

the requirement, tasks and progress updates in an incident logged into the C1 IT Service

Management system. The State will be notified at least 72 hours before the technician is

scheduled to be on-site.

4.2.1.3.7 The Vendaor's network operation support center should provide: ali tiers of

suobort, ingluding end-user suppert, advanced technical axperiise, ba staffed
#ith resources that are proficient in spoken and writien English, maintain and
tale responsibility for trouble tickets revorted by the State Lntil resolved, and
provide a tiered support escalation process. Please desoribe your natwork
operation support center's structure, processes, and prosadures for handling
trouble tickets, resolving those tickets, and reporting back to the Stats's point of
coriacts.

C1 Response:
ConvergeOne Service Desk

For supported products and configurations, ConvergeQne delivers Tier 1, Tier 2, and Tier 3
resources to provide assistance and support to designated client contacts, including:

¢ Diagnose and correct issues, errors and faults too complex to be resolved by the client’s
own helpdesk.

o Assist in identifying mitigation strategies.

* Document and managing the case and severity level in the ConvergeOne incident
management system,

* Remain engaged with all resources engaged in an incident, providing updates through
incidents resolution.

R T TR ETU [Nur P IR A1 9 CARua
Fetvaiviae 27, 2018 LI2038 Conye
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Designated client contacts, including system administrators and customer end-user support
personnel, may contact the ConvergeOne Technical Service Center (TSC) to report incidents by
toll-free telephone call or email.

Level-1 Service Desk is ordinarily provided in conjunction with Level-2 and Level-3 Service Desk
activity for supported configurations, as outlined below.

Responsibility

Support Level Deﬁr_iition ConvergeOne |Customer
End-User Support to end-users and basic troubleshooting / |No Yes
Support isolation of technical incidents
Level-1 ConvergeOne support provided to designated Primary Supporting
Service Desk |client personnel for troubleshooting and incident

management
Level 2 ConvergeOne advanced troubleshooting Primary Supporting
Service Desk |personnel from the ConvergeOne Technical

Support Center {TSC)
Level-3 Manufacturer engineering personnel for advanced |Yes Yes
Manufacture |product troubleshooting and support
r Support
Attributes

¢ Coverage Hours: 24x7.
ConvergeOne Responsibilities
Provide remote support through ConvergeOne Technical Service Center (TSC), including:

* Remotely access supported products to help isolate, diagnose and troubleshoot
reported service interruptions and functional outages.

o Analyze problems, anomalies, configuration errors, and the conditions under
which they occur.

o Determine whether a supported products is are working in accordance with the
manufacturer’s documentation, application notes and configuration notes.

» Perform Incident Response activities:

o Ascertain incident severity and create an incident record in the ConvergeOne
incident management (aka “service ticketing”) system, and appropriately set the
incident severity.

o Diagnose issues too complex for the client’s end-user helpdesk to resolve
without assistance.

o BV CGRE G208 ConvergeDne
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o If a specific product is identified as defective and is covered by a valid support
agreement, initiate parts replacement by the manufacturer or ConvergeOne.

o If the TSC determines that on-site service is required to resolve the incident, and
if on-site service is covered by contract, dispatch a ConvergeOne technician to
the client site.

o If more advanced troubleshooting is required, contact and engage ConvergeOne
and manufacturer technical engineering personnel, as available and covered by
contract.

o If the cause of the incident is not covered by a Support Agreement, offer to
provide remediation activities on a time-and-materials (T&M) basis, subject to
client pre-approval.

e Perform Case Management activities:
o Engage and ensure accountability among all parties engaged in the incident.
o Drive incident response until the incident is closed.
© Document activity and communicate changes in incident status to the client.

o Provide progress updates every four (4} hours, or based on a mutually agreed
action plan.

o Advise the client upon incident resolution.
* Answer questions regarding product performance issues.

* Help identify resources to assist with requests that fall outside the scope of the client’s
service agreement.

Service Level Agreement

ConvergeOne defines the following standard service level agreements as objectives for incident
response:

Severity Description : Response
Objective

Severity fSupported product is totally out of service with no work-around, 30 minutes

Level-1 :affecting all users at a site.

{Critical)

Severity :Supported product is operating with reduced functionality, causing One hour

Level-2 significant impact to business operations.

(Major) ‘Loss of service affecting more than 25% of users at a single site

Loss of access to system administration

Novermber 27, 2018 SN Conuprgaling a1
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Severity Description Response
Objective
Severity Supported product is operating with reduced functionality, causing Next
Level 3 ;Iittle to no impact to business operations. business
‘(Minor} Loss of service to less than 25% of users at a single site day

‘Occasional dropped calls or sessions
‘Intermittent degradation of signal quality

-Severity ‘Non-maintenance support requests. Two
Level 4 _business
(Low) _ days

Errors will be considered resolved when, for example:

A workabie solution that permanently corrects a reported error is identified.

An error and its cause have been identified, but the client and ConvergeOne jointly
agree that a correction may cause serious or unknown errors.

Client and ConvergeOne agree that the product is conforming to design specifications
and need not be changed

Client and ConvergeOne agree that the incident will be handled as a request for new

features, functionality, or enhancements, to be considered in future implementations.

Client and ConvergeOne agree that the error cannot be reproduced.
A workaround is delivered and accepted as a final solution.

Client and ConvergeQne jointly concur that further effort is not warranted.,

Service Incident Flow

82
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Escalation Process

When the CSC receives a notification, an incident is created and the severity level is
determined. Once engineers are assigned to an incident, they work the issue through to
completion unless escalation is required to a higher tier. If escalation to the manufacturer is
required, the engineer escalates that as well and manages all work between the customer and
the manufacturer. If replacement parts are required, the assigned engineer makes the
determinations of what is needed, orders the parts and will work with the dispatchers to
coordinate those activities.

4.2.1.3.8 The Vendor's solution should include a documented support and

escalation strusiure © address outages. The State prefers the sevarity of the

issu/suppor probiem to determine the average problem resclution response

time, as outlined beiow:

= Severity Level 1 is defined as an urgent situation, where the customer's
services are unavaiiable and the customer is unable to usefzccess the
network. The Vendor should resolve Severity Level 1 problems as quickly as
possible, which on average should not exceed two (2) business hours. if
repair inside the 2-hour window is not feasible, then regular 1-hour updates
are desirsd.

= Severity Level 2 is defined as significant outages and/or repeated failures
resulting in limited effective use by the customer. The service may operate
but is severely restricted (i.e. slow response, intermittent but repeated
inaccessibility, etc.). The Vendor should resoive Severity Level 2 problems
as quickly as possible, which on average should not exceed four (4) business
hours. If repair inside the 4-hour window is not feasible, then regular 2-hour
updates are desired.

= Severity Level 3 is defined as a minor problem that exists with the service,
but most of the functions are still usable, and some circumvention may be
required to provide service. The Vendor should resoive Severity Level 3

23
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problems as quickly as possible, which on average should not exceed ten
(10) business hours. If repair inside the 10-hour window is not feasible, then
updates are desired at the start of the next business day and every day
thereafter until repairs are complete.

Please describe your company's severity level structure, as well as your
documented procedures for handiing outages, including sscalation processes,
notification methods, and resolution times.

€1 Response:
C1CX Solution

Service Levels and Reporting

This following sets forth the applicable Service Levels Agreements (SLAs) for the C1 Cloud
Services included in the standard terms of service. The SLAs detail the objectives to be
measured and circumstances under which C1 will be responsible for Performance Credits for
failure to achieve specified SLAs.

System Availability

C1 will track and report to Customer the achieved System Availability on a monthly basis.

Service

Level Performance Credit

Call Processing 99.99% 2% of Monthly Service Fees for each .25% below the
System Availability Service Level, not to exceed 5% of
Monthly Service Fees

Voice Messaging 99.99% 2% of Monthly Service Fees for each .25% below the
System Availabiiity Service Levei, not to exceed 5% of
Monthly Service Fees

IM & Presence 99.99% 2% of Monthly Service Fees for each .25% below the
System Availahility Service Level, not to exceed 5% of
Monthly Service Fees

Total Available Minutesin the Month
Calculation

Availability % = Total Minutes in the Month x 100

Available Available Minutes are determined by the aggregated service uptime as
Minhbltes reported by the guest OS plus Excluded Downtime.

Novemnber 27, 2018 EEITLE Conpeigeling
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Total minutes in the month that can be attributed to Scheduled Downtime
or Downtime caused by factors outside of C1’s reasonable control (see
Service Level Exceptions below)

Excluded

Downtime

Service Hours

Service Diesk 24x7x365; English Language Only)

Proactjve 24x7x365; Events received from Ci’s eiement monitoring
Monitoring system

Service Reguest

Fulfillment 8x5 M-F; Exciudes weekends and C1 holidays

Time reserved daily from 2:00 AM to 4:00 AM eastern time, Sundays
from Midnight to 6:00 AM eastern time, during which time €1 may
perform maintenance activities such as updates, patching, etc.

Standard
Maintenance
Window

incident Response

C1 will track and report to Customer the achieved remote response time on a monthly basis per
the service commitment defined in the table below.

Performance Minimum Service

Service Measure Target Performance

Remote Elapsed time from alarm receipt or 15 minutes 90.0%
Response Customer report of a trouble to the

C1’s Voice Service Desk until electronic

notification of Customer (e-mail)

Formula Number of requests completed within
Performance Target / Total number of all
requests during Measurement Interval =
"Percent (%) attained”

Measurement Period Measure Monthly
Reporting Interval Report Service Monthly
Data Source C1Ticketing System

Service Request Fulfjliment

L2018 Convergelne fat
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C1 will track and report to Customer the achieved Service Requests completion time on a
monthly basis per the service commitment defined in the table below. Service Level requires
Customer to create ticket within C1’s ticketing system and submit all required information to
process the Service Request.

Simple Software MAC: System administration work performed within the application
software (remotely) that affects only a particular user. An example is changinga
feature for a particular user.

Definitions

Mirimum Seivice
Performance

Performance Target

(from tickit ppen)

Service Measure

Simple Software MAC {the  Elapsed time 1 business day 95.0%
number of activities per from C1’s receipt

day to be supported of a Service

within this SLA willbe less  Request with

than or equal to the complete

included monthly voiume information te

of Simple Software MACs the tima the

for the relevant billing Service Request

month for which the activity (MAC) is

services are provided, completed

divided by the number of
business daysinthe
month)

Formula Number of requests completed within
Performance Target / Total number of all
requests during Measurement Interval =
“Percent {%) attained”

Measurement Measure Monthly
Period

Reporting Report Service Monthly
Interval

Data Source C1 Ticketing System

Severity Level Definitions

The following table provides the guidelines for the severity levels assigned to trouble tickets
associated with the services delivered under the standard terms of service.

SeverityLevel Befinition ' Examples

November 27, 2018
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Severity 1 (51)

Severity 2 (S2)

Severity 3 (S3)

Severity 4 (54)

Microsoft Solution

Comply.

Supported system Is totaliy out of
service with no work-around

Supported system is operating
with reduced functionality, causing
significant impact to business
operations. Loss of service
affecting more than 25% of users

Supported system is operating
with reduced functionality, causing
little to no impact to business
operations. Loss of service to less
than 25% of users

Little or no impact to the
Customer's system.

a No power to or from system
or its components

o Intermittent ability to make
or receive calls

o Unable to make and/or
receive calls

o No Dial Tone
Calls are busy coming in
and/or Fast Busy going out

o Single station is not working

1 Occasionai dropped calls or
sessions

o Intermittent degradation of
signal quality

- o Informational

alarms/requests

Incident Management provides lifecycle management; including escalation through the various
levels of remote resolution ensuring that service objectives are achieved. C1 will remotely
perform event assessment and correlation for incidents that occur on Supported Products
identified through proactive monitoring.

C1 will be responsible for the following Incident Management activities:

¢ Create trouble ticket for final resolution as applicable

® Provide case management of trouble tickets referred to C1 until incident resolution. This

includes:

o Management of the event assessment and correlation process with engineers
within the CSC

o Escalation management within C1 and State’s organizations

¢ Confirm resolution of incident and close trouble ticket with supporting vendor

Problem Management

The primary objective of Problem Management is to reduce failures to an acceptable risk at an
acceptable cost and to ensure that service levels are consistently achieved. C1 will provide a

BZ01E Convergelne
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Problem Management solution that will work to understand the underlying cause of an
incident, subsequent resolution and prevention. As part of our Problem Management process,
C1 will:

e Identify recurrent incidents and root causes
¢ Work with third parties (vendors, application owners, etc.) to develop such solutions

» Provide an intermediate work-around that allows State users to continue working while
appropriate resolutions are developed

® Ensure the right resources are allocated to resolving each problem

* Develop or modify processes to prevent the occurrence or reoccurrence of such
problems.

¢ Document the root cause and resolution
* Monitor the process to ensure that the problem is resolved

¢ Ensure that vendors comply with the terms of their contracts when involved in problem
resolution

Escalation Process

As part of the transition process, C1 will provide the Cloud and Customer Success Centers
contact and escalation list to the State’s authorized representatives involved in the transition to
C1. The escalation list begins with the Customer Success Manager, escalates to the Directors,
and includes the VP, Maintenance and Managed Services.

Service Level Objectives

Please see the following Service Level Objectives based on the components of the proposed
solution.

All Data Center Hardware and Software
Level 1 — Critical

The Supported Product is totally out of service with no acceptable work around, resuiting in a
loss of service affecting all users at a single site.

e Response: 30 minutes

Level 2 — Major

The Supported Product is operating with severely reduced functionality causing significant
impact to the Customer’s business operations, the loss of service impacting more than twenty-
five percent (25%) of all users at a single site or inability to access System Administration.

el BV 2038 ©2018 Convergalne #a
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¢ Response: 1 hour

Level 3 — Minor

The Supported Product is operating with reduced functionality causing little or no impact to the
Customer's business operations, or the loss of service to less than twenty-five percent (25%) of

all users at a single site. May also include occasional dropped calls or intermittent voice guality

degradation.

e Response: 8 Hours

Level 4 — informational

Requests for general feature information or other non-maintenance related support requests.
Includes Moves, Adds and Changes.

e Response: 2 Business Days

* Response objective applies to remote service desk support only and does not apply to on-site
services. On-site support dispatch is next business day.

AudioCodes Telephone Endpoints

¢ Next Business Day

4.21.3.9 The Stzte desires the ability to place initial service orders, any bhmnge&
with 2n associated charge, or to disconnect services, electionically and racsive
confirmation of receint and subsesguent order datail. The State desires details
including the following dats slements:
« Telscommunications Change Reguest (TCR) Form Mumbear
= Date order was received
Customer Name
Customer on-site address
= Projected due date
= Rate element identifier (circuit ID or other)
= Additional order details

Additionaily, the State prefars the Vendor's solution has a web portal for
Agencies to enter moves, add, and changes that do not contain billing elements.
MACD changes should be resolved by the same or next business day. Please
describe your company's ability to accept, process, and report on electronic order
submissions, as wsli as any requirements from the State needed to implement
such a program.

Mg 27 EE GEOLA Loesnrgalan 29
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C1 Response:

Partial Comply. ConvergeOne has a web portal available for Agencies to enter moves, adds,
and changes that do not contain billing elements. These electronic order submissions are

logged as service requests within the ConvergeOne ITSM system and processed by our
technicians within one business day.
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4.21.3.10 The State maintains a Learning Managamant Systern (LMS) for training
purposes. The State desires web-based training and training materizls for all
services offered under this contract. The State desires the Vendor to provide
materials that can be uploaded into its LMS, initial Train the Trainer session(s),
and documentation/reference materials that can be distributed to and used by
end-users. The State intends to incorporate these materials into its LMS, as well.
Additionally, the State desires training sessions, if requested by the Agency, and
the Vendor should include a professional services rate for training that would be
above and beyond the initial training included in the site deployment. The
expects the Vendor's training materials to be updated as necessary. The training
services for the hosted voice services should be included in the monthly per
package cost. Please provide information regarding your training program.

C1 Response:
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C1CX Solution

ConvergeOne will provide customer specific documentation and training to access and utilize all
services offered under this contract. This training will include training materials and Train the
Trainer sessions.

Microsoft Solution

User training can be provided by C1 via train-the-trainer or online training programs including
relevant electronic documentation that is periodically updated. For formal training beyond this
(i.e. technical training), C1 can work with the State staff to identify recommended third-party
learning providers.

4.2.1.3.11 The State desires an hourly rate for Hosted Contact Center Training
Services in the instance the State desires training sessions beyond the training
provided at initial implemsntation. The training at initia! implementation should
be buiit into the one-time costs for the Contact Center. These training services
should include training for all contact center roles and shauld ha provided at the
State's request. Please describe your Contact Center training offerings and your
solution's ability to meet this goal.

C1 Response:
C1CX Solution

ConvergeOne will conduct standard contact center training sessions which are focused around
the “Train the trainer” methodology for both agents and supervisors. This type of training
refers to training specifically tailored for individuals who will in turn train others on the relevant
topics. ConvergeOne will perform remote “train the trainer” training on your system, typically
for up to four (4} consecutive days for:

¢ Train the Trainer:
o Finesse Agent training (up to 3 students)
o Finesse Supervisor training {up to 3 students)
o CUIC Administration (up to XX students)
o CUIC Supervisor training (up to XX students)
e End User
o Finesse Agent training (up to 10 students)
o Finesse Supervisor training (up to 10 students)
© CUIC Administration (up to XX students)
o CUIC End User training (up to XX students)

November 27, 2018 2018 Convergelneg
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o The State will provide training room facilities as agreed upon by the project
teams.

If onsite training is desired, C1 can offer classroom training. The State will be responsible for
the scheduling and attendance.

Please see the previous response for additional details.

4.2.2. Mandatory Project Requirements -The following mandatory requirements
relate to the goals and objectives and must be met by the Vendor as a part of its
submitted proposal. Vendor should describe how it will comply with the mandatory
requirements and include any areas where its proposed solution exceeds the mandatory
requirement. Failure to comply with mandatory requirements will lead to disqualification,
but the approach/methodology that the vendor uses to comply, and areas where the
mandatory requirements are exceeded, will be included in technical scores where
appropriate. The mandatory project requirements are listed below.

4.2.2.1Managed Voice Services

4.2.2.4.1 The Vendor must provide a turnkey technical support solution that ensures the
coniinued operations and MACD needs of the State's existing telephony
infrastructure, as defined in Appendix A, through the migration period to a Hosted
VolIP solution. Additionally, the Vendor must, at the State’s discretion, migrate
any site to the hosted solution.

C1 Response:
Comply.
4.2.2.2Hosted Voice Services
42221 The Vendor must agree the State owns all data gathered under the scope

of this contract and the Vendor must produce and/or return the data upon the
State's request in an editable format.

C1 Response:

Comply.

SR B Yendor's solutdon must provide support for local failover andior
survivability services, if isgussted by Agency, in the event the hosted service
becomes inaccessible.

C1 Response:

C1CX Solution

Clarification: The proposed solution can provide this feature, but this is not included in the
proposed cost at this time. Please see page 58 of this response C1’s discussion about Cisco
SRST. €1 looks forward to discussing this further with the State at any point.

| ConvergeQne ' 93
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Microsoft Solution

ConvergeOne will need to review the design considerations with the State if the State is
interested in porting numbers to Office365.

4.2.2.2.3 Vendor's solution must provide local telephone numbers in West Virginia.
C1 Response:
Comply.
4.2.2.2.4 Vendor's solution must support inbound Autematic Number ldentification
(AR,
C1 Response:
Comply.

4.2.2.2.5 Vendor's solution must include inbound Caller ID, outbound custom
telephone number, and outbound custom name display.

C1 Response:

Comply.

4.2.2.2.6 Vendor's solution must support Dialed Number Information Services
(DNIS) on 800 # toll-free telephone services.

C1 Response:
Comply, as long as the correct information is provided by the State’s chosen carrier.

4.2.2.2.7 Vendor's solution must suppori rerouting of calls to an alternate site at the
State's directive.

CI1 Response:
C1CX Solution

Variance: The configuration of the system will allow this feature to be availabie, but
clarification is needed from the State regarding this statement to determine ultimate feature
availability and cost.

Microsoft Solution

Variance: Clarification Is needed from the State regarding this statement to determine ultimate
feature availability and cost.

42228 Vendor's solution must stipport 900/976 blocking.
C1 Response:

Comply.
4.2.2.2.9 Vendor's solution must support x11 services {currently 211, 411, 511,

Mrveernteae 1), 2018 ©2018 ConvergeOne
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611, 811, 911).

C1 Response:

Comply.

4.2.2.210 Vendor's solution must include Direct Inward Dial (DID) feature and
service.

C1 Response:
Comply.
4.2.2.2.11 Vendor's solution must support Operator services.
C1 Response:
Both C1CX and Microsoft Solutions

Clarification: The proposed solution can comply, pending further clarification from the State as
to the exact nature of these services.

4.2.2.2.12 Vendor's solution must support local number portability.
C1 Response:
Both C1CX and Microsoft Solutions

Clarification: The proposed solution can comply with this request, as it is understood that the
carrier will have to perform a porting function with the number(s) in question. Further
discussion is needed with the State to determine the breadth of this feature.

4.2.2.2.13 Vendor's sclution must provide unlimited free local and long-distance
calling.

C1 Response:

Clarification: The proposed solution can provide unlimited local and long distance dialing
within the United States and Canada. For additional international calling, please see the
attached international rate card for details.

4.2.2,2.14 Vendor's hosting centar(s) must be located within the continental United
States.

C1 Response:

Comply.

4.2.2.2.15 Vendor must provide Train the Trainer sessions for Hosted Voice
Services implemantations.

C1 Response:
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ConvergeOne will conduct standard contact center training sessions which are focused around
the “Train the trainer” methodology for both agents and supervisors. This type of training
refers to training specifically tailored for individuals who will in turn train others on the relevant
topics. ConvergeOne will perform remote “train the trainer” training on your system, typically
for up to four (4) consecutive days for:

e Train the Trainer:
o Finesse Agent training (up to 3 students)
o Finesse Supervisor training (up to 3 students)
o CUIC Administration (up to XX students)
o CUIC Supervisor training (up to XX students)
¢ End User
o Finesse Agent training (up to 10 students)
o Finesse Supervisor training {up to 10 students)
o CUIC Administration (up to XX students)
o CUICEnd User training (up to XX students)

o The State will provide training room facilities as agreed upon by the project
teams.

If onsite training is desired, C1 can offer classroom training. The State will be responsibie for
the scheduling and attendance.

Please see the response for section 4.2.3.1.10 for details.

4.2.2.2.16  The State recognizes the nged for the inclusion of certain fees and
charges mandated by the federal government or Public Service Commission,
including but not limited to, Universal Service Fund Fees and 911 Fees. As
such, the Vendor must include the latest published version of such fees with its
cost response. The State will allow for quarterly Change Orders to care for
changes in these fees.

C1 Response:
Comply.
4.2.2.3Hosted Contact Center Services

Vendor's Contact Center solution must support:

4.2.2.31 Automatic Call Distributor (ACD)
C1 Response:
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C1CX Solution
Comply through Unified Contact Center Enterprise component.

Microsoft Solution

Comply. Phone System call queues include greetings that are used when someone calls in to a
phone number for your organization, the ability to automatically put the calls on hald, and the
ability to search for the next available call agent to handle the cali while the people who call are
listening to music on hold. You can create single or multiple call queues for your organization.

Phone System call queues can provide:

An organizational greeting.

Music while people are waiting on hold.

Redirecting of calls to call agents in mail-enabled distribution lists and security groups.
Making settings for call queue maximum size, timeout, and call handling options.

When someone calls in to a phone number that is set up with a call queue, they will hear a
greeting first (if any is set up), and then they will be put in the queue and wait for the next
available cal! agent. The person calling in will hear music while they are on hold waiting, and the
calls will be offered to the call agents in the First in, First Out {FIFO) manner.

All calls waiting in the queue will be distributed using an attendant routing mode or serial
routing mode:

With attendant routing, the first call in the queue will ring all agents at the same time.
With serial routing, the first call in the queue will ring all call agents one by one.
Note

Cail agents who are Offline, have set their presence to Do Not Disturb, or have opted out of the
call queue won't be called.

Only one incoming call notification (for the call at the head of the queue) at a time will be sent
to the call agents.

After a call agent accepts the call, the next incoming call in the queue will start ringing call
agents

You can have 50 agents per queue serving up to 200 calls in queue.

4.2.2.3.2 Computer telephony integration (CTI)
C1 Response:
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C1CX Solution
Comply through Communications Manager components.
Microsoft Solution

PC based Skype for Business client gives full control of all call controls, as well as other enabled
features including IM/presence, audio/video conferencing, desktop sharing & collaboration,
contact list management, etc.

If the State is interested in porting user numbers to Office 365 Skype Online, ConvergeOne
provide Train the Trainer training and/or provide the State with training resources for their end
users.

4.2.2.3.3 Call control
C1 Response:
C1CX Solution
Comply through Communications Manager components.
Microsoft Solution

Comply. Users and DIDs that are moved to Skype Online.
42234 E.164

C1 Response:
Comply.
4.2.2.3.5 Interactive voice response (IVR)

C1 Response:
C1CX Solution

Comply through Customer Voice Portal components.

Microsoft Solution

Comply through Call Queue feature of Skype for Business Online. Additional discussion will be
needed to determine exact requirements.

42236 Voice Recording
C1 Response:
C1CX Solution

Comply through Calabrio component.
4.2.2.3.7 High Availability with load balancing and built-in redundancy
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C1 Response:

C1CX Solution
Comply through complete C1CX solution.

Microsoft Solution

Comply through Skype for Business Online platform.
4.2.2.3.8 Yendor must provide Train the Trainer sessions, encompassing all

Hosted Contact Center roles -Adminisirator, Supervisnr, and Agenia.

C1 Response:
C1CX Solution

ConvergeOne will conduct standard contact center training sessions which are focused around
the “Train the trainer” methodology for both agents and supervisors. This type of training
refers to training specifically tailored for individuals who will in turn train others on the relevant
topics. ConvergeOne will perform remote “train the trainer” training on your system, typically
for up to four (4) consecutive days for:

e Train the Trainer:

O

o]

C

O

Finesse Agent training (up to 3 students)
Finesse Supervisor training (up to 3 students)
CUIC Administration (up to XX students)
CUIC Supervisor training (up to XX students)

* End User

o)

Finesse Agent training (up to 10 students)
Finesse Supervisor training {up to 10 students)
CUIC Administration (up to XX students)

CUIC End User training (up to XX students)

The State will provide training room facilities as agreed upon by the project
teams.

If onsite training is desired, C1 can offer classroom training. The State will be responsible for
the scheduling and attendance.

Please see the response for section 4.2.3.1.10 for details.

4.2.2.4 Security
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4.2.2.41 The proposed solution must adhers to the security and privacy baseline
standards in accordance to the high-security and standard-security use-case
requirements.

C1 Response:

Variance: While the proposed solution exceeds industry-standard security guidelines,
additional detail is needed from the State to confirm the solution meets security expectations.

4,224.2 Must adhere to the State of West Virginia 's Cyber Security & Privacy

policies, procedures, and standards; these can be viewed at the foilowing link:
https://technology wv.gov/security/Pages/policies-issued-b

C1 Response:

Variance: While the proposed solution exceeds industry-standard security guidelines,
additional detail is needed from the State to confirm the solution meets security expectations.

4.2.24.3 Must adhere to all applicable security and privacy standards and provide
compliance for components and network segments that are subject to the
following:

= Health Insurance Portability and Accountability Act (HIPAA) requirements as

outlined in the attached Business Associate Addendum (BAA);

« Federal Information Security Management Act (FISMA), National institute of
Standards Technology's Special Publication (NIST SP) 800-53, NIST SP 800-
17 which serve as the baseline;

Family Education Rights and Privacy Act (FERPA) requirements;

Criminal Justice information System (CHS) requirements;

Hayment Card Industry Data Sscurity Standards (PCI-DSS) requiremants;

Federal tax Information (FT1) and interna!l Revenue Service publication 1075

{(IR8 1075) requiraments;

= Centers for Medicare & Medicaid (CMS) Services Information Sacurity Policy
raruiraments.

= Engure network boundary and accass control protection such as duz! session
boundary controliers and firewalls.
Data-at-rest and data-in-transit encryption.
Role-based access control for all applications which process and/or stors
sensitive duta, to ensure need-to-know policies are enforceable.

58 8 6

C1 Response:
C1CX Solution

Clis proud of our successful completion of the Service Organization Control (SOC) 2 Type Il
audit. Completion of the audit indicates that the policies, communications, procedures and
monitoring of controls have been implemented by C1 and tested by an independent certified
public accounting firm.

Novernber 27 2080 G S Lonysralng R
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This third-party validation confirms our commitment to protecting customer data and ensures
our security program meets the standards of the AICPA’s trust principles. The achievement is
attestation that C1 exceeds the security, compliance and safety-related requirements for
controls and safeguards when hosting our customers’ data. C1 is also HIPAA compliant.

Microsoft Solution

See above for ConvergeOne compliancy.

If the State is interested in moving towards Skype Online telephony service, ConvergeOne can
provide the State Microsoft’s security and compliancy information.

42244 Vendor must draft a cyber risk management plan outlining the process, by
which, cyber risk management activities are conducted to identify, assess,
communicate, and manage shared cyber risk. The Vendor must provide this
prior to the first implementation on the Vendor's hosted solution.

C1 Response:

Clarification: C1 has read and will work with the State to create a mutually-satisfactory cyber
risk management plan as part of the overall implementation plan creation process, to start with
the initial kick-off immediately after conclusion of contract negotiations. This plan will address
the issues listed here in a commercially-reasonable fashion, and C1 looks forward to discussing
it further with the State.

4.2.24.5 Vendor must draft an incident management plan aligned with NIST SP
800-81rev2, whereas both the State and Vendor must mutually approve. The
plan must include the outlined scope, responsibility matrix, communications plan,
procedures, and deliverables associated with cyber securily incident response.
in addition, the plan must outiine incident reporting requirements, semiannual
security repoits, and cyber threat intelligence sharing. The Vendor must provide
this prior to the first implerentation on the Vendor's hosted solution.

C1 Response:

Clarification: C1 has read and will work with the State to create a mutually-satisfactory incident
management plan as part of the overall implementation plan creation process, to start with the
initial kick-off immediately after conclusion of contract negotiations. This plan will address the
issues listed here in a commercially-reasonable fashion, and C1 looks forward to discussing it
further with the State.

4.22.46 The Vendor must adhere to personnel security requirements for
background checks in accordance with state law. The vendor is lizhia for all
costs associated with ensuring staff meets all requirements.

C1 Response:
Comply.
4.2.2.4.7 Vendor must agres to drafting an audit management plan designed to

BT T T s T e R Ty T TP,
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assist the state with conducting internal and external compliance audits when the

vendor-supplied solution is within the audit scope. At minimum, the plan must

include:

= How the vendor will provide a NiST 800-53 security controls report, outlining
organizational responsibilities (State, Vendor, or Shared), per each applicable
control for each major application/information system within the audit scope.

= Plan of Action & Milestone documentation for non-compliant security & privacy
controls when the vendor holds primary or shared control responsibility.

The Vendor must provide this prior to the first implementation on the Vendor's

hosted solution.

C1 Response:

Clarification: C1 has read and will work with the State to create a mutually-satisfactory audit
management plan as part of the overall implementation plan creation process, to start with the
initial kick-off immediately after conclusion of contract negotiations. This plan will address the
issues listed here in a commercially-reasonable fashion, and C1 looks forward to discussing it
further with the State.

4.2.2.5 Service and Support

£4.2.2.5.1 Vendor must provide a network operaticn support center(s) for all tiers of
support, including end-user support, that is avaiiabia 24x7x365 and is accessible
via a toll-free number.

C1 Response:
Comply.

42252 The successful Vendor must assign an experienced and skilled Project
Manager who will provide a high-level project management plan including key
components such as a project charter, issue tracking, statements of work (SOW),
work breakdown structures (WBS), implementation schedules, etc. in accordance
with the Project Management Body of Knowledge (PMBOK) or other industry
standard project management methodology stated in West Virginia State Code
(§5A-6-4b). The link can be found at:
http./imwww.legis. state wv.us/MWVCODE/Code.cim?chap=05a&art=6#06. The
project management plan must be submitted to and approved by the WVOT
Project Management Office {PMG) prior to engaging the first agency for VolP
services implementation.

C1 Response:

C1 has read and will comply.

4.2.2.5.3 The successful Vendor's Project Manager must track and report (via
written status reports) the following: schedule, scope, budget, issues, risks,
specified performance indicators, and other metrics determined appropriate
throughout the project and each site implementation.
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C1 Response:

C1 has read and will comply.

4.2.25.1 Vendor must work with the WVOT using the established
Telecommunications Change Request (TCR) procedures for
ordering and implementing these telecommunications services.

C1 Response:

C1 has read and will comply.

4.2.2.,5.1 Vendor billing errors must be credited back to the State from
the effective date of the error. The State reserves the right to
withhold payment until credit is received.

C1 Response:

Clarification: C1 has no issue with refunding amounts invoiced in error. However, we would
like to request the above be limited to “disputed” amounts.

4.2.2.5.2 For auditing, billing, and support purposes, the State requires any service
with an associated rate to be identified on its monthly bill. As such, the State
must be provided, at a minimum, the foliowing:
= Bililng Month
= Biiad Entity Name

Cusiomer Narns/Sceount (if different from billed ertity)

Service Location

Service Period

ltemized Cost for Individual Billing Componenis

fterized Cali Detall

ftemized Cost for Any One-Time or Non-Recurring Charges

itemized Cost for Any Surcharges and Total Cost

The cost identified in the bill must match the contract rates for the specified

services. The Vendor must provide the State's monthly bill in an editable format

such as Excel and/or csv.

e 3 @ 0 ¥ 8 €

C1 Response:

Read and understood.

4.2.2.5.3 The Vendor must invoice on a consistent monthly billing cycle across all
services. Services installed or disconnected for a pariial month must be
prorated based on the date the service is activatediaceepted or disconnociad.,
The Yendor must not bill the State of servicas unill the services have besn
activated and accepted as functional. The Vendor shall not bill the State for
services after the disconnect due date listed on the submitted TCR.

C1 Response:

Read and understood.

R AT R S el S ER# P
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4.2.2.5.4 Tne Vendor rmust provide and update a weekly status report and/or order
log for submitted TCRs.

C1 Response:

ConvergeOne will provide governance of the services which will include weekly status reports
on incidents and submitted TCRs.

42255 If, as part of its proposal, the Vendor submits appendices or other
supplemental materials, the Vendor must denote specifically in those materials
where the relevant information is located.

C1 Response:

Comply.

4.2.2.5.8 The State expects full, complets, and timely cooperation in disentangling
the reiationship in the event that the Agreement expires or terminates for any
reascn. In the event of expiration or termination, the State expects that the
Vendor shall, among other things: return all State data and documentation to the
State, including but not limited to configuration information; transfer ownership of
all leased equipment at no cost to the State (other than the payments already
received by the Vendor under the Agreement); and, allow the State or the
repiacement provider(s) continued access to all billing, ordering, and trouble
ticketing systems, and processes that have been employed in servicing the
State, in accordance with methods and procedures to be agreed upon and
established in the Agreement. Please acknowledge your acceptance of this.

C1 Response:

Clarification: While C1 will be happy to provide full, complete, and timely cooperation in
disentangling any relationship C1 has with the State should this situation arise, but C1 needs to
discuss expectations further prior to acknowledging acceptance of this term, especially the part
about transferring of ownership of all leased equipment to the State at no cost. C1 looks
forward to discussing this further at any point with the State.

43. Qualifications and Experience: Vendor should provide information and
documentation regarding its qualifications and experience in providing services
or solving problems similar to those requested in this RFP. Information and
documentation should include, but is not limited to, copies of any staff
ceriifications or degreas applicable to this project, proposed staffing plans,
descriptions of past projects compieted (descriptions should include the location
of the project, project manager name and contact information, type of project,
and what the project goals and objectives where and how they were met.),
references for pricr projects, and any other information that vendor deems
relevant to the items identified as desirable or mandatory below.

C1 Response:
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Exception: Regarding detail information about our employees, €1 has read and states that at
this early stage in the RFI process, and with the proliferation of RFls, it would be a disservice to
our employees to list such information about them we consider to be confidential. Once the
State has made initial determinations for a “short list” of candidate vendors, we will be happy
to provide this information.

Otherwise, please see the following.

4.3.1. Qualification and Experience Information: Vendor should describe in its
proposal huw it meets the desirable qualification and experience requirements

fisted bailow,

4.3.1.1. Vendor sheuld provide three (3) examples demonstrating at least three (3) years
of experience in providing a Hosted VolP solution of a similar size and scope -
15,000 users across 200 sites with one example being a public entity. Vendor-
should provide a summarization of each project including goals and objectives,
total number of phones deployed per site, length of time deployment took, if still
in service, and reference for each example.

C1 Response:

Many of our clients do not permit us to share confidential data in RFP responses, and in many
instances we are bound by contractual obligations to not share client information. At this early
stage in the RFI process, and with the proliferation of RFls, it would be a disservice to our
customers to list them as a reference and be subject to frequent interruptions, a situation that
we believe the State of West Virginia would prefer not to experience. Once the State has made
initial determinations for a “short list” of candidate vendors, we will be happy to provide
reference information.

4.3.4.2. Vendor should provide at lsast one (1) example demonstrating at least three (3)
vears of exparience in providing single/muliipie Hosted Caill Canter solutions of 2
similar size and scopa - 500 users across 20 siies. Vendor should provida a
surnmarization the project including goals and objectives, total number of agants
per site, fangth of tme deployment took, if still in service, and reference for the
example.

C1 Response:

Many of our clients do not permit us to share confidential data in RFP responses, and in many
instances we are bound by contractual obligations to not share client information. At this early
stage in the RFI process, and with the proliferation of RFls, it would be a disservice to our
customers to list them as a reference and be subject to frequent interruptions, a situation that
we believe the State of West Virginia would prefer not to experience. Once the State has made
initial determinations for a “short list” of candidate vendors, we will be happy to provide
reference information.

4.3.1.3 The State desires an Account Team (including Account Support Representative,
Technical Support Representative, Solution Implementation Support
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State of West Virginia

l RFP For fdapmged and Hosted Voice Services
CRFP 0212 SWC1900000001

Section 4: Project Specifications

Representative, Contract Manager, Billing Support Representative,
Security/Compliance Specialist, and Project Manager) for the winning solution
and life of the contract. Vendor should describe in detail the responsibilities of
key roles and staff s experience in working in these roles.

C1 Response:
Clarification.

C1 specialists average more than 21 years of experience and are responsible for the design and
implementation of thousands of communications systems for companies in all industries. Their
extensive experience covers the full spectrum of voice and data systems and a range of proven
vendors.

END-TO-END, TOTAL SOLUTIONS

DESIGN, BUILD, IMPLEMENT + SUPPORT

ﬂ Profassional Services
* Team approach to sotufion design and
implementation ) 7
+ Single polnt of tontact from pre-sate to
post-sate.
Certified design specialists |
HAdvanced Services

Prograin Management
Resiliency Services + Monitaring

"R 8 RN

Capabiitities

{ wihtatiante Sarvicis: »  applieation Develupment
Mﬂlﬂw G . = Contact Centet

* fremsinnand Sentilty o DaEtyCRntEr -

* Timeripief suppart o = Enterphse Networkiig

® - FGUrshateenf B 2ol pRrusdant MO T Soburity . '

* Vel eHectve, and fonsikent senvice « Uniifled Commanications
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Many of our product and design specialists have earned certifications from industry leaders
such as Avaya, Cisco, Genesys, IBM and Microsoft. In fact, our staff has garnered more than
2,600 active, industry-recognized certifications. C1 continues to invest heavily in ongoing
training and development to ensure that our professionals are always current on new
technologies. C1 is here to be YOUR partner.

Strategic Fartnars Accreditations + Certifications + Awards
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Proposed Staffing:

ConvergeOne structures our Global Account Team around the National Account Manager
(NAM). The NAM, Steve Murphy, will be the primary point of contact for the State, with
responsibifity for the overall relationship. The NAM has a vast number of resources within
ConvergeOne that can be leveraged to support the State including Design Specialists, Sales
Engineers, Contact Center Architects, SIP Engineers, UC Specialists, Managed Services Directors,
and more. ConvergeOne’s approach to supporting customers is to create a team dedicated to
the customer to ensure consistent and timely support. ConvergeOne is very focused on
providing abundant resources to support our accounts with the best possible customer service.

ConvergeOne is dedicated to superior customer service and our account team structure has a
proven track record. Client satisfaction, loyalty, and advocacy are at the center of the
ConvergeOne corporate culture and are critical components in meeting our long-term
objectives. Improving the ConvergeOne client experience in all areas of our business is our
ultimate goal.

1437
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Key Roles:
ConvergeOne team members can include:

¢ National Account Manager

¢ Program Executive, Managed Services

¢ National Manager, Program Management

¢ Senior Director of Service Delivery (Network)

® Director of Service Delivery (Voice)

e Technical Lead (Network)

¢ Technical Lead {Voice)

e Solution Architect (Network)

¢ Solution Architect (Voice)

® Practice Director (Enterprise Networks)

® Practice Director (Cisco Collaborations Sclutions)

* Vice President of Outsourcing and Managed Services
* Vice President of Outsourcing and Managed Services Operations

While due to confidentiality concerns C1 cannot provide specifics of potential C1 employees
that may be assigned to this project, C1 looks forward to providing these details after award of
contract.

4.3.1.4 Vendor should describe its experience and process in conducting cyber risk
management ensuring shared risk is identified, assessed, communicated, and

managed.
C1 Response:

C1 has the experience to provide the State with end-to-end cybersecurity solutions and services

to both thwart the bad guys and keep them from getting in, as well as provide the State with

some good guys of our own to make sure you’ve got the right risk mitigation plan in place. For

more information please visit www.convergeone.com/cybersecurity.

4.5.1.8 Vendor should dascrive its experience and process for conducting NIST 5# 800-

53 sacurity assessment and authorizetion control families’ sotivities, designad to
ensure each vendor-provided solution implementation adheres to sacurity and
privacy requirements before being placed into production.

C1 Response:

November 57, 2018 2018 Convergelne 185
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C1 has detailed experience operating within the NIST Sap 800-53 framework, recommending it
to our customers, and conducting related assessments on customer networks. For more

information please visit www.convergeone.com/cybersecurity.

4.3.1.6 Vendor should list all government or standards organization security certifications
it currently holds that apply specifically to the vendor's proposal, as well as those
in process at time of response. Specifically include HIPAA, CMS, FERPA, CJIS
Security Policy, PCI Data Security Standards (DSS), IRS Publication 1075,
FISMA, NIST 800-53, NIST SP 800-171, and FIPS 200 if they apply.

C1 Response:
Compliance and certifications include:
® PCl - Self Certification
¢ HIPAA - Self Certification
e NIST — Security policies are aligned with NIST

We continuously review and update our capabilities.

4.3.1.7 Vendor should provide a detailed list of the third-party attestations, reports,
security credentials (e.g., FedRamp), and ceitifications relating to cybersecurity
and privacy controis.

C1 Response:

ConvergeOne is also proud of our successful completion of the Service Organization Control
{SOC} 2 Type Il audit. Completion of the audit indicates that the policies, communications,
procedures and monitoring of controls have been implemented by ConvergeCOne and tested
by an independent certified public accounting firm. This third-party validation confirms our
commitment to protecting customer data and ensures our security program meets the
standards of the AICPA’s trust principles. The achievement is attestation that ConvergeOne
exceeds the security, compliance and safety-related requirements for controls and safeguards
when hosting our customers’ data.
4.3.1.8 Vender should describe its experisnce and capabilities in supporting their
customners concarning compliancs audits when the vendor-suppliad solution is
within the scope of audit.

C1 Response:

C1 stands behind our solutions and is willing to make commercially reasonable efforts to
cooperate with and support any C1-supplied customer solution undergoing any compliance
audit. When such an audit occurs the customer can contact C1 to open a support case and C1
will work the issue until resolution. Depending on the scope and depth of the audit, some
additional fees may be required.

4.3.1.9 Vendor should describe its experience and provide an overview of their incident
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management process and cyber threat intelligence sharing process for incidents
associated with the vendor provided solution.

C1 Response:
The ConvergeOne incident management process includes the following activities.
Provide remote support through ConvergeOne Technical Service Center (TSC), inciuding:

¢ Remotely access supported products to help isolate, diagnose and troubleshoot
reported service interruptions and functional outages.

o Analyze problems, anomalies, configuration errors, and the conditions under
which they occur,

o Determine whether a supported products is are working in accordance with the
manufacturer’s documentation, application notes and configuration notes.

» Perform Incident Response activities:

o Ascertain incident severity and create an incident record in the ConvergeOne
incident management (aka “service ticketing”) system, and appropriately set the
incident severity.

o Diagnose issues too complex for the client’s end-user helpdesk to resolve
without assistance.

o If a specific product is identified as defective and is covered by a valid support
agreement, initiate parts replacement by the manufacturer or ConvergeOne.

o If the TSC determines that on-site service is required to resolve the incident, and
if on-site service is covered by contract, dispatch a ConvergeOne technician to
the client site.

o If more advanced troubleshooting is required, contact and engage ConvergeOne
and manufacturer technical engineering personnel, as available and covered by
contract.

o If the cause of the incident is not covered by a Support Agreement, offer to
provide remediation activities on a time-and-materials {T&M) basis, subject to
client pre-approval.

* Perform Case Management activities:
o Engage and ensure accountability among all parties engaged in the incident.
o Drive incident response until the incident is closed.

© Document activity and communicate changes in incident status to the client.
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o Provide progress updates every four (4) hours, or based on a mutually agreed
action plan.

o Advise the client upon incident resolution.
s Answer questions regarding product performance issues.

* Help identify resources to assist with requests that fall outside the scope of the client’s
service agreement.

For more information please visit www.convergeone.com/cybersecurity.

4.4. Oral Presentations: The Agency will require oral presentations of all Vendors
participating in the RFP process. The date of the presentations wiil be
determined at a later time and all vendors wiil be notified in advance. During oral
presentations, Vendors may not alter or add to their submitted proposal, but only

clarify information. A description of the materials and information to be presented
is provided below:

Materials and Information Requested at Oral Presentation:

4.4.1. Summary of solution, including product and support offerings, ability to deliver the
solution in the specified timafrarmes, and experience in providing managed and
hostad volce solutions.

4.4.2. The State will ask clarifying questions regarding the Vendor's submitted technical
response.

4.4.3. Contact Center Presentation to see a live demonstration of Vendor's offering.
C1 Response:

Read and understood.
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SECTION 5: VENDOR PROPOSAL

5.1 Economy of Preparation: Proposals should be prepared simply and economically
providing a concise description of the items requested in Section 4. Emphasis
should be placed on completeness and clarity of the content.

C1 Response:

Complied.

5.2 Incurring Cost: Neithar ihe State nor any of its smployees or oficers shall be hekd
fiable for any expensas insurred by any Vendor responding to this RFP, including but
not limited to preparation, delivery, or travel.

C1 Response:

Understood.
5.3 Proposal Format: Vendors shouid provide responses in the format listed below:
5.3.1 Two-Part Submission: Vendors must submit proposals in two received
submitted in two distinct parts: technical and cost. Technical proposals must
not contain any cost information relating to the project. Cost proposal must

contain all cost information and must be sealed in a separate envelope from
the technical proposal to facilitate a secondary cost proposal opening.

C1 Response:

Complies. Please see the separate Cost response for all cost information.

5.3.2 Title Page: State the RFP subject, number, Vendor's name, business
address, telephone number, fax number, name of contact person, e-mail
address, and Vendor signature and date.

C1 Response:

Please see page 1 of this response for this information.

5.3.3 Table of Contents: Clearly identify the material by section and page
number.

C1 Response:

Please see the supplied Table of Contents on page i of this response.

5.3.4 Response Refersnee: Vendor's response should clearly reference how the
information provided applies to the RFP regusst. For example, iisting the RFP
number and restating the RFP request as a header in the proposal would be
considered = clear reference.

C1 Response:

Complied, please see the balance of this response.
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Section 5: Vendor Proposal

5.3.5 Proposal Submission: All proposals must be submitted to the Purchasing
Division prior to the date and time stipulated in the RFP as the opening date.

All submissions must be in accordance with the provisions listed in Section 2:
Instructions to Bidders Submitting Bids.

€1 Response:

Complied.
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Section 6: Evaluation and Award

EVALUATION AND AWARD

- Evaluation Process: Proposals will be evaluated in two parts by a committee of
three (3) or more individuals. The first evaluation will be of the technical proposal
and the second is an evaluation of the cost proposal. The Vendor who
demonstrates that it meets all of the mandatory specifications required, attains the
minimum acceptable soore and altains the highest overall point score of all
Vendors shall be awarded the contract.

C1 Response:

State of West Virginia

6.2. Evaluation Criteria: Proposals will be evaluated based on criteria set forth in the
solicitation and information contained in the proposals submitted in response to the
solicitation. The technical evaluation will be based upon the point allocations
designated below for a total of 70 of the 100 points. Cost represents 30 of the 100

Understood.

total points.
Evaluation Point Aliocation:
Project Goals and Proposed Approach

- Approach & Methodology to Goals/Objectives
* 4.2.1.1 Voice Services
¢ 4.2.1.2 Security of Solution's Services
e 4.2.1.3 Service and Support of Hosted Solution
- Approach & Methodology to Compliance with
Mandatory Project Requirements

Quaiifications and experience

- Quaiditications snd Experiance Generally
¢ 4.3 Vendor Qualifications and Experience

- Exceeding Mandatory Qualification/Experience
Reguirements

Oral Presentation

Total Technical Score:

Total Cost Score:

55 Points Possible
(40 Points Possible)
(5 Points Possible)
(10} Points Possible)
U Points Possible

10 Paints Possible

0 Points Possible

5 Points Possaible

70 Points Possible

30 Points Possible
100 Points Possibl

C1 Response:

114
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6.3. Technical Bid Opening: At the technical bid opening, the Purchasing Division will
open and announce the technical proposals received prior to the bid opening
deadline. Once opened, the technical proposals will be provided to the Agency
evaluation committee for technical evaluation.

C1 Response:

Understood.

6.4. Technical Evaluation: The Agency evaluation committee will review the technical
proposals, assign points whera appropriate, and make a final written
recommendation to the Purchasing Division,

C1 Response:

Understood.
6.5. Proposal Disqualification:

6.5.1. Minimum Acceptable Score ("MAS"): Vendors must score = minimum of 70%
(49 points) of the total technical points possible in order to move past the
technical evaluation and have their cost proposal evaluated. All vendor
proposals not attaining the MAS will be disqualified.

6.5.2. Failure to Meet Mandatory Requirement: Vendors must meet or exceed all
mandatory requirements in order to move past the technical evaluation and
have their cost proposals evaluated. Proposals failing to meet one or more
mandatory requirements of the RFP will be disqualified.

C1 Response:

Understood.

8.8. Cost Bid Opening: The Purchasing Division will schedule a date and time to
publicly open and announce cost proposals after technical evaluation has been
completed and the Purchasing Division has approved the technical
recommendation of the evaluation committee. All cost bids recaived will be
opened. Cost bids for disqualified proposals will be opened for record keeping
purposes only and will not be evaluated or considered. Once opened, the cost
proposals will be provided to the Agency evaluation committee for cost evaluation.

The Purchasing Division reserves the right to disqualify a proposal based upon
deficiencies in the technical proposal even after the cost evaluation.

C1 Response:

Understood.

6.7. Cost Evaluation: The Agency evaluation committee will review the cost proposals,
assign points in accordance with the cost evaluation formula contained herein and
make a final recommendation to the Purchasing Division.
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Cost Evaluation Formula: Each cost proposal will have points assigned using the
following formula for all Vendors not disqualified during the technical evaluation.
The lowest cost of all proposals is divided by the cost of the proposal being
evaluated to generate a cost score percentage. That percentage is then multiplied
by the points attributable to the cost proposal to determine the number of points
allocated to the cost proposal being evaluated.

Step 1: Lowest Cost of All Proposals / Cost of Proposal Being Evaluated = Cost
Score Percentage

Step 2: Cost Score Percentage X Foints Allocated i Cost Proposal = Total Cost
Score

Example:

Proposal 1 Cost is $1,000,000
Proposal 2 Cost is $1,100,000
Foints Allocated to Cost Proposal is 30

Proposal it Step 1 - $1,000,000 / $1,000,000 = Cost Score Percentage of 1 (100%)
Step 2 - 1 X 30 = Total Cost Score of 30

Proposal 2: Step 1-$1,000,000 | $1,100,00C = Cost Score Percentage of 0.909091
(90.9091%)
Step 2 - 0.909091 X 30 = Total Cost Score of 27.27273

C1 Response:

Understood.

6.8. Avaliability of Information: Proposal submissions become public and are
avaiiable Tor review immadialsly after opening pursuznt to VWest Virginia Code §5A-
3-11(h). All other information associated with the RFP, including but not imited to,
fechnical seores and reasons for digqualification, will not be available until after the
conlract has been awarded pursuant to West Virginia Code of State Rules §148-1-
6.3.d.

C1 Response:

Understood.
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By signing below, | certify that | have reviewed this Request for Proposal in its entirety;
understand the requirements, terms and conditions, and other information contained
herein; that | am submitting this proposal for review and consideration; that | am
authorized by the bidder to execute this bid or any documents related thereto on bidder's
behalf; that | am authorized to bind the bidder in & contractual relationship; and that, to
the best of my knowledge, the hiddsr has properly registered with any State agency that
may require registration.

C1 Response:

Clarification: The below certification affirms that C1 understands the requirements, terms and
conditions, and other information contained as stated herein.

ConvergeOne, inc.
{Company)

‘m_ Regional Vice President
(Representative Name, Title)

£51-994-6800 651-994-6301
(Contact Phone/Fax Number)

11/20/2018
(Date)
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A Mote to the State

A NOTE TO THE STATE

A quick thank you very much to the State for allowing ConvergeOne into your RFP process. We
understand that the team will be reviewing a lot of information (from various organizations)
and the process will take time. If there are any questions that we can answer regarding our
information provided, please do not hesitate to call or email.

- The ConvergeCne Team!

Sineesrnhar 27 2018 BZ01E Convergelne 118



Purchasing Divison State of West Virginia
2019 Washington Street East

Post Office Box 50130 Request for Proposal
§| Charleston, Wv 25305-0130 35 — Telecomm

Proc Folder: 462803

Doc Description: ADDENDUM_S: RFP for Managed and Hosted Voice Services
Proc Type: Statewide MA (Open End)

Date Issued Solicltatlon Closes | Sollcitation No Version
2018-11-16 2018-11-27 CRFP 0212 SWC1900000001 6
13:30:00
BID RECEIVING LLOCATION
BID CLERK

DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON STE

CHARLESTON wv 25305
us
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Vendor Name, Address and Telephons Number:

FOR INFORMATION CONTACT THE BUYER
Mark A Atking

(304) 558-2307

mark.a.atkins@wv.gov

gnature X § 2._. i{ ?%: FEIN# 41-1763228 pATE November 20, 2018
Al offers subject to all terrne and conditions contained In this sollcitation

Page: 1 FORM ID : WV-PRC-CRFP-001



| ADDITIONAL INFORMATION:

ADDENDUM_5 Is issued for the fo!lowing:
1. To move the Bid Opening date from 11/21/2018 to 11/27/2018 at 1:30pm EST.
2. To Publish revised Attachment_A Cost Sheet. (rev. 11-16-2018 Excel formatted) dus to a calculation error.

2 other changes made.

The Wast Virginia Department of Administration, Purchasing Division (herelnafter referred to as the
solicitation as a request for proposal ("RFP"), as authotized by W. Va. Code 5A-3-
referred to as the "Agency"} to provide Managed Voice Services for the State's Le
Environments to a Hosted VolP Platform, included Hosted Contact Center Servi

MANDATORY PRE-BID MEETING:
DATE: 09/26/2018

TIME: 2:30PM EDT

LOCATION: WV Office of Technology

"Purchasing Division") is issuing this

10b, for the West Virginia Office of Technology (hereinafter
gacy VolP Environment, while working to migrate those Legacy
ices per attached documents.

NOTE: Online responses fo this solicitation are prohibited. Please see the Instructions to Bidders in Section 2 for proposal submission.
INVOICE TO

SHIP TO

ALL STATE AGENCIES STATE OF WEST VIRGINIA
VARIOUS LOCATIONS AS INDICATED BY ORDER VARIQUS LOCATIONS AS INDICATED BY ORDER

No City Wwvg9909 No City WV 99999
us us
Line Comm Ln Desc Qty Unit issue Unit Price Total Price
1 Managed and Hosted Voice Services ~ 0.00000 EA
|Comm Code Manufacturer Specification Model #
1161700
Extended Description :

See Attachment_A Cost Sheet for proposal pricing. (Revised 11-16-2018)
Vendor shall use the Attachment_A Cost Sheet for proposal pricing.
Note: online proposal submissions are prohibited.

Please see Section 5 Vendor Proposal Subsection 5.3 for further instructions.

[SCHEDULE OF EvENTS h
Line Event Event Date
1 Mandatory Pre-Bid Meeting @ 2:30pm EDT: 2018-09-26
2 Technical Questions due by 2:00pm EDT:  2018-10-05
3

Technical Questions due by 2:00pm EDT:  2018-11-01

Page: 2



Document Phase Document Description Page 3
SWC1200000001 Final ADDENDUM_5: RFP for Managed and of 3
Hosted Voice Services

ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions




West Virginia Ethics Commission
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e )
Disclosure of Interested Parties to Contracts

Pursuant to W. Va. Code § 6D-1-2, a state agency may not enter into a contract, or a series of related
contracts, that has/have an actual or estimated value of $1 million or more until the business entity submits
to the contracting state agency a Disclosure of Interested Parties to the applicable contract. In addition,
the business entity awarded a contract is obligated to submit a supplemental Disclosure of Interested
Parties reflecting any new or differing interested parties to the contract within 30 days following the
completion or termination of the applicable contract.

For purposes of complying with these requirements, the following definitions apply:

"Business entity” means any entity recognized by law through which business is conducted, including a
sole proprietorship, partnership or corporation, but does not include publicly traded companies listed on a
national or international stock exchange.

"Interested party” or “Interested parties” means;

(1} A business entity performing work or service pursuant to, or in furtherance of, the applicable contract,
including specifically sub-contractors;

(2) the person(s) who have an ownership interest equal to or greater than 25% in the business entity
performing work or service pursuant to, or in furtherance of, the applicable contract. (This subdivision
does not apply to a publicly traded company); and

(3) the person or business entity, if any, that served as a compensated broker or intermediary to actively
facilitate the applicable contract or negotiated the terms of the applicable contract with the state agency.
(This subdivision does not apply to persons or business entities performing legai services related to
the negotiation or drafting of the applicable contract.)

“State agency” means a board, commission, office, department or other agency in the executive, judicial
or legislative branch of state government, including publicly funded institutions of higher education:
Provided, that for purposes of W. Va. Code § 6D-1-2, the West Virginia Investment Management Board
shall not be deemed a state agency nor subject to the requirements of that provision.

The contracting business entity must complete this form and submit it to the contracting state agency prior
to contract award and to complete another form within 30 days of contract completion or termination.

This form was created by the State of West Virginia Ethics Commission, 210 Brooks Street, Suite 300,

Charleston, WV 25301-1804. Telephone: {304)558-0664; fax: (304)558-2169; e-mail: ;
websife:

Revised June 8, 2018



West Virginia Ethics Commission
Disclosure of Interested Parties to Contracts
(Required by W. Va. Code § 6D-1-2)

Name of Contracting Business Entity: ConvergeOne, Inc. Address: 3344 Highway 149
Eagan, MN 55121

Name of Authorized Agent: Address:
Contract Number; CRFP 0212 SWC1900000001

e RFP for Managed and Hosted Voice Services
Contract Description: orivianagedan '

O Check here if this is a Supplemental Disclosure

List the Names of Interested Parties to the contract which are known or reasonably anticipated by the contracting business
entity for each category below (attach additional pages if necessary):

1. Subcontractors or other entities performing work or service under the Contract

o Check here if none, otherwise iist entity/individuai names below.
Please note: ConvergeOne does not intend to utilize subcontractors at this time, but depending on resource
availability, may need to do so in the future. If so, C1 will make commercially reasonable efforts to notify

the State prior to doing so.
2. *"wy person or entity who owns 25% or more of contracting entity (not applicable to publicly traded entities)

" i Check here if none, otherwise list entity/individual names below.

3. Any person or entity that facilitated, or negotiated the terms of, the applicable contract (excluding legal
services related to the negotiation or drafting of the applicable contract)

Check here if none, otherwise list entity/individual names below.

% Date Signed: __ [}~ 1S~ 208

Signature:

Notary Verification

State of u"\jmae%o’c& , County of Da\(o»\m

,_ X \aue Billwaonn , the authorized agent of the contracting business
entity listed above, being duly sworn, acknowledge that the Disclosure herein is being made under oath and under the
penalty of perjury.

Taken, sworn to and subscribed before me this i5 day of Nouem her , A0&
Q Notary Public's Signature

JULIE M. THOMPSON
Notary Public
State of Minnesota
My Commission Expires
January 31,2022

evised June 8, 2018

To be completed by State Agency:
Date Received by State Agency:
Date submitted to Ethics Commission:
Governmental agency submitting Disclosure:




STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

CONSTRUCTION CONTRACTS: Under W. Va. Code § 5-22-1(j), the contracting public entity shall not award a
construction contract to any bidder that is known to be in default on any monetary cbligation owed to the state or a
political subdivision of the state, including, but not limited te, obligations related to payroll taxes, property taxes, sales and
use taxes, fire service fees, or other fines or feas.

ALL CONTRACTS: Under W. Va. Code §5A-3-10a, no contract or renewal of any contract may be awarded by the state
or any of its political subdivisions to any vendor or prospective vendor when the vendor or prospective vendor or a related
party to the vendor or prospective vendor is a debtor and: (1) the debt owed is an amount greater than one thousand
dollars in the aggregate; or (2) the debtor is in employer default.

EXCEPTION: The prohibition listed above does not apply where a vendor has contested any tax administered pursuant to chapter
eleven of the W. Va. Code, workers' compensation premium, permit fee or environmental fee or assessment and the matter has
not become final or where the vendor has entered into a payment plan or agreement and the vendor is not in default of any of the
provisions of such plan or agreement.

DEFINITIONS:

“Debt” means any assessment, premium, penalty, fine, tax or other amount of money owed to the state or any of its political
subdivisions because of a judgment, fine, permit violation, license assessment, defaulted workers’ compensation premium, penalty
or other assessment presently delinguent or due and required to be paid to the state or any of its political subdivisions, including
any interest or additicnal penalties accrued thereon.

“Employer default” means having an outstanding balance or iability to the old fund or to the uninsured employers' fund or being
in policy default, as defined in W. Va. Code § 23-2¢-2, failure to maintain mandatory workers' compensation coverage, or failure to
fully meet its obligations as a workers' compensation self-insured employer. An employer is not in employer default if it has entered
into a repayment agreement with the Insurance Commissioner and remains in compliance with the obligations under the
repayment agreement.

“Related party” means a party, whether an individual, corporation, partnership, association, limited liability company or any other
form or business association or other entity whatsoever, related to any vendor by blood, marriage, ownership or contract through
which the party has a relationship of ownership or other interest with the vendor so that the party will actually or by effect receive or
control a portion of the benefit, profit or other consideration from performance of a vendor contract with the party receiving an
amount that meets or exceed five percent of the total contract amount.

AFFIRMATION: By signing this form, the vendor’s authorized signer affirms and acknowledges under penalty of
iaw for faise swearing (W. Va. Code §61-5-3) that: (1} for construction contracts, the vendor is not in default on
any monetary obligation owed to the state or a political subdivision of the state, and {2) for all other contracts,
that neither vendor nor any related party owe a debt as defined above and that neither vendor nor any related
party are in employer default as defined above, unless the debt or employer defauit is permitted under the
exception above.

WITNESS THE FOLLOWING SIGNATURE:
Vendor's Name: ConvergeOne/,Iﬁ;z.

Authorized Signature: % g&%/' pate: _ 1] - 1S5- 2018

State of %""‘\x nNneSoton

County of Da ke 4o , to-wit:

Taken, subscribed, and sworn to before me this i_S day of MOL}Q m e ; 20ﬁ

y Commission expires S owy. A\ 2022

JULIE M. THOMPSON " (-\
Notary Public NDTARY PUBLIC \\W W@m

State of Minnesota

My Commission Expi
L Purchasing Affidavit (Revised 01/19/2018)

AFFIX SEAL HERE




ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: CRFP 0212 SWC1900000001

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addepdum Numbers Received:
{Check the box next to each addendum received)

[X] Addendum No. | f 1 Addendum No.6
[X] Addendum No.2 [ ] AddendumNo.7
[X] Addendum No. 3 [ ] Addendum No. 8
[X] Addendum No. 4 [ ] Addendum No.9
[X] Addendum No. 5 [ 1 Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. I
further understand that that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added o the specifications by an official addendum is binding.

ConvergeOne, Inc.
Company

géz 2_ é’f
| Authorized Signature

November 20, 2018
Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.



3 /"\ DATE (MM/DDIYYYY)
A_C'-_OJ'H:’o CERTIFICATE OF LIABILITY INSURANCE 9/25/2018

12/1/2018

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
- REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

| THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

IMPORTANT: If the certlflcate holder is an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on

this certificate does not confer rights to the certificate holder In lieu of such endorsement(s).

PRODUCER Lockton Companies A
444 W, 47th Stre ite 900 PHONE FAX
Kansas City Moeésl)?fl 906 E-MAIL LiAE, Holi
(816) 960-9000 ADDRESS:
INSURER(S) AFFORDING COVERAGE NAIC#
msurer A : Berkley National Insurance Company 38911
INSURED  CONVERGEONE, INC. msurer o : Berkley Regional Insurance Company 29580
1442725 3344 DODD ROAD INSURER ¢ ;
EAGAN MN 55121-2316 INSURER b -
INSURERE :
INSURER F :
COVERAGES 1084700 CERTIFICATE NUMBER: 15252358 REVISION NUMBER: ). 09,990,004

THIS 18 TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TG THE INSURED NAMED ABOVE FOR THE PCOLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRAGT OR OTHER DOCUMENT WiTH RESPECT TO WHICH THIS
GERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

ey TYPE OF INSURANCE A POLICY NUMBER | (i avcr) | oo LTS
A | X | COMMERCIAL GENERAL LIABILITY N | N| TCP7010205-11 121172017 | 12/1/2018 | EACHOCCURRENCE s 1,000,000
| cLAMS MADE OGEUR PREMISES (Ea oooumence) | $ 1,000,000
| WMED EXP (Any one parsan) 5 10,600
L] PERSONAL & ADV INJURY | § 1,000,000
GEN'L AGGREGATE LIMIT APRLIES PER: GENERAL AGGREGATE s 3,000,000
X | PoLicy |:| S Loc PROBUCTS - COMP/OP AGG | § 3,000,000
GTHER: $
A | AUTOMOBILE LIABILITY N | N| TCP7016205-11 1212017 [127172018 | EMBNED SNGLELMIT 571500 000
B ] anvauTo TCA7012004-11 (MA) 12102017 | 12172018 o e T XXX
L gl\.?!l%EsDONLY - gs_’r‘lggULED BODILY INJURY (Per accident) | $ 3 3 3N X
XA ony [ X] AESONR et |8 XXXXXXX
$ XXX XXX
A | X |UMBRELLALIAB | % | ogeur N | N| TCP7010205-11 12/1/2017 | 12/1/2618 | EACH GCCURRENCE § 25,000,000
EXCESS LIAB GLAIMS-MADE AGGREGATE 5 25,000,000
DED | |RETENTION$ § XXXXXXX
A [AND ENRLOYERS: LABLITY N N| Twc 7005295-14 100172018 | 10712019 | X | Erarure | | o
ANY PROPRIETOR/PARTNER/EXECUTIVE [ E.L. EACH ACGIDENT $ 1.0006.000
?ﬁ:ﬁiweimﬁsxcwmzm nia E.L. DISEASE - EAEMPLOYEE] $ 1,000,000
Ifges, describe under . = o i G
DESCRIPTION OF QPERATIONS baiow E.L DISEASE - POLICY LWIT | § 1.000.000
A | PROFESSIONAL N | N| TEO7012388-11 12/1/2617 | 12/1/2018 | $10,600,000 EACH CLAIM
LIABILITY $10,000,000 AGGREGATE

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES {ACORD 101, Additional Remarks Scheduls, may be attached if more space is required)

INSTALLATION FLOATER - BERKLEY NATIONAL INSURANCE COMPANY, EFFECTIVE 12/1/2017 - 12/1/2018, POLICY # TCP7010205-11, $5,000,000
LIMIT; PRIVACY LIABILITY - BERKLEY NATIONAL INSURANCE COMPANY, EFFECTIVE 12/1/2017-12/1/2018, POLICY # TPL.7012272-10, $10,600,000
LIMIT EACH CLAIM, $10,000,000 AGGREGATE,

CERTIFICATE HOLDER CANCELLATION __ Sec Attachment
156252358
PROOF OF INSURANCE SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANGE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVEY

!;':':q A (. A4

© 19882015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD




Miscellaneous Attachment: M 548994 Master ID: 1442725, Certificate ID; 15252358

NAMED INSUREDS
CI INVESTMENT LLC
CONVERGEONE HOLDINGS, INC.
C1 INTERMEDIATE CCRP.
C1 HOLDINGS CORP.
CONVERGEONE, INC
PROVIDEA CONFERENCING, LLC
ROLES PROPERTIES, LLC
ANNESE & ASSOCIATES, INC,
SPS HOLDCO, LLC
SP5-PROVIDEA LIMITED

CONVERGEONE GOVERNMENT SOLUTIONS, LLC DBA STRATEGIC
PRODUCTS AND SERVICES

CONVERGEONE UNIFIED TECHNOLOGY SOLUTIONS, INC.
ALEXANDER OPEN SYSTEMS, INC.

CONVERGEONE MANAGED SERVICES, LLC
CONVERGEONE TECHNOLOGY UTILITIES, INC.
CONVERGEONE SYSTEMS INTEGRATION, INC.
CONVERGECNE DEDICATED SERVICES, LLC

CONVERGEONE ELECTRICAL SERVICES, ii.C



WEST VIRGINIA
STATE TAX DEPARTMENT

CONVERGEONE INC.-
- 3344 DODD RD

P ne untII'cessatlon of the- I:iualness for. whlch the ertlf;cate of registratjon
as granted or untIIWIt Is slape ded, revoked- o'r canicelled by

dte shaII be requ[red

THAVELING/STHEET VENDOFlS Musf Carry a: copy.of this. cartlﬂcate in, eveny'v’éhlcle,o ;era od by them.
CONTF!ACTORS DRILLING QPERATOHS TIMBER/LOGGING OPERATIONS Must have a copy of
this certificate: displayed at every job sIte wIthln West Vlrgmia C

atLoo6 v.4
L1222822502




Eéﬁ -STATE UF WERS1 VIHGINIA

- State Tax Departmcnt Revenue Dlv:slon'

P. O. Box 2666 , _
Charlegton,WV25330-2666 : _ o , s g
~JIm Justice, Governor - S - Daie W. Steager, Stata Tax Commlssloner_‘ B
CONVERGEONE, INC. Letter Id: 1222822502 §
- 3344 DODDRD - Issued: - 11/28/2017
EAGAN MN 55121-2316 Account #:° 2349-3510

'RE: Buéiness Registration Certificate'

The West Virginia State Tax Department would like to thank you for registerinig your business. Enclosed
is your Business Registration Certificate. This certificate shall be permanent until cessation of business
or until suspended, revoked or cancelléd. ‘Changes in name, ownership or location are considered a-
cessation of business; a new Busmess Reglstratlon Certificate and applicable fees are requlre.d Please
review the certificate for accuracy :

Th]S certlficate must be prommently displayed at the locanon for which 1ssued Engagmg in busmess
without conspicuously posting a West Virginia Business Reg1strat10n Certlﬁcate in thc place of business
is a critme and may subject you to fines per W.Va. Codé § 11 -9.

When contacting the State Tax Department, refer to the appropriate account number listed on the back of
this page. The taxes listed may not be all the taxes for which you are responsible. Account numbers for
taxes are printed on the tax returns mailed by the State Tax Department Failure to timely file tax returns
may rcsult in penaltxes for late filing,

Should the nature of your busmcss activity or business ownership change, your liability for these and
other taxcs w111 change accordmgly

To learn more about these taxes and the services offered by the West Virginia State Tax Department visit
our web site at www.tax.wv. gov.

Enclosure
atL006 v.4

Revenue Division = P, O.Box 2666 & Charleston, WV 25330-2666
(304) 558-8683 m . Fax (304) 558-8685 = WWW.1ax.wv.gov



Save a stamp and your time. You can now view, file and pay taxes at https.llmytaxes.wvtax 2oV
. - More taxes will be avallable for onlme access in the future.

TAX, -~ 'FILINGFREQUENCY- - . ACCOUNT NUMBER
Business Registration Tax P i ' 2349-3510

‘Withholding Tax Withholding Quarterly 2349.3014



UNDERSTANDING THE INFORMATION SECURITY FRAMEWORK

Key

The Control Standard is Required for the Data Classification by Regulation or Industry Standard

=

applied.

The Control Standard Is Suggested for the Data Classification, each instance of the Data
Classification to be evaluated to assess suitability of the Control Standard and if it should be

The Control Standard is NOT required or suggested for the Data Classification

“{'each of the four data Classifications.

Data Class | Standard Measurement / Artifact
412734 _ = _ | _ o
S | S 'R | The Control Standard being evaluated for This 1s the Audit evidence that can be

provided when requested by either
internal or external assessors/auditors to
show that the control standard has been
implemented for the data class.

#1o

To develop
ensure the conyide

- istequiredtobe @
. implemented: for Data. .

Clssificaions

informaiion Securily progrom with responsibilisy to
gng availebiilty of inforrisiion assets.

Standar}i

Data Ciass Measurement / Artifact
112134
R |R | R | R | L.1-ConvergeOne will establish an Information Security Policy and associated
information security program with policies | standards are published.
and assigned resources responsible for
managing and maintaining the program.
R |R|R | R} 1.2-AnInformation Security Function is | Information Security Function Identified
established to provide guidance over the in Organizational Chart,
security program.
R | R | R | R | 1.3 —Information Security mission, Annual Review process documentation.
policies, standards, baselines and
measurements are reviewed annually.
R | R|R | R | 1.4 - Develop operational procedures Copy of information security procedure
consistent with the standards for all documentation,
information security policies.

1|Page

10/06/2017




A
#ar

information security policies and practices.

7o ensure employees, contraciors, Grd comsilionts ars awars of © nvergading

Data Class
123

4

Standard

Measurement / Artifact

RIR|R|R

2.1- All employees receive basic
information and information security
training when they begin their
employment. At minimum this training is
to include:

¢ All Current Information Security
and Compliance Policies
Password Management
Malicious Software
Incident reporting
Login Monitoring
Data Privacy Protection
L4 Data Handling

¢ ®» & @

New employee orientation training
processes and training decks.

2.2 - All employees receive annual
information security awareness training.

Annual training deck and tracking process.

2.3 - All employees receive periodic
information concerning information
security, such as awareness bulletins or
newsletters.

Quarterly bulletins or newsletters.

2.4 - Contractors and consultants receive
the information security training consistent
with their job responsibilities.

A sample of the training provided to
contractors and consultants.

M2,

i 8

To com:

iy with poiicy end reguletory reguivemeits.

Data Class
1123

4

Standard

Measurement / Artifact

RIR|RIR

3.1 - Information System Custodians
annually report on policy compliance.

Answering all questions for all
applications and assets by the end of the
compliance reporting cycle.

R IR

3.2 — Information Security Department
annually reports on enterprise policy
compliance to ConvergeOne executive
Ieadership.

Leadership reports.

3.3 — Payment Card Industry (PCI) signoff
must be approved by the Executive
Leadership team

Executive Leadership signoff on PCI
Aftestation

3.5 For public-facing web applications,
ensure a privacy policy is displayed. For
any privacy policies posted, ensure the
policy provides notification that
ConvergeOne is authorized to collect,
process, use, storg, or transmit the client’s

Privacy Policy

2|Page

v.6.1
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Data Class | Standard Measurement / Artifact
1 (2|34
data when applicable to the services being
provided to the client.
S | R | 3.6 A representative of the Legal Sign off from Legal Department indicating
Department must authorize any agrecment | a review was completed
to process or use:
Highly Restricted data (see Data
Classification Policy)
Personally Identifiable Information from
outside the U.S., or the transmission of
such data outside the country of origin.
#d: Vo periorm an awnaal 988 assessaesi,
Data Class | Standard Measurement / Artifact
11234 _
R /R | R | R | 4.1 -Conduct an annual assessment of the | Risk assessment documentation.
threats and vulnerabilities that pose the '
highest information security risk.
R | R | R | R | 4.2 Prior to any changes in the DPI assessment.

environment a Data Privacy Impact (DPI)
analysis must be conducted to evaluate

impacts to data Privacy.

HE,
iWefa

T timely respond in wud resolve s informasion security incidenss.

Data Class | Standard Measurement / Artifact

1,234 B

R |R | R |R | 5.1 - An information security incident Incident response process documentation.
response plan is maintained, implemented
and communicated,

R |R | R [ R | 5.2 - Information security incidents are Quarterly report on incidents,
investigated, resolved, and reported as
appropriate.

R |R|R | R | 5.3 - Annually review and test the Annual test results or documentation from
information security incident response an actual incident that included post-
plan. mortem discussion.

R /R |R R |54 - Assign and train resources to monitor | Incident Response Team Organization
and respond to information security alerts, | Charts and training plans or material.
including alerts from intrusion detection,
intrusion prevention, and file-integrity
monitoring systems,

ACCEPTABLE USE STANDARDS:

3|Page v.6.1

10/06/2017




#&2  To ensure the secure disposai of paper and electronic Jforms containing non-public
information when the information is no longer needed,
Data Class | Standard Measurement / Artifact
1234

S | R | R | 6.1 - All employees with access to non- Sample of annual site assessments by
public information must have access to ConvergeOne Information Technology
and use shred bins or cross-cut shredding | (C1 IT) Department; Use of shred bins or
devices to securely dispose of the media cross-cut shredding devices communicated
and paper. through annual awareness training.

S | R | R | 6.2 - Shred bins are physically secure and | Process documentation by facility and/or
are emptied on a secure, periodic basis. contracts with third parties if used.

S | S | R| R | 6.3 - Secure wiping or degaussing of Process documentation and/or contracts
hardware is performed prior to disposal, with third parties if used.
reuse or distribution outside the
ConvergeOne.

R | R | R | 6.4 - Store and dispose of information in | Records Retention Schedule
accordance with defined records and
information retention schedule.

#7:  To ensure that botk paper documents snd leciranic swdin conitining
Restricied (level 3) and iighly Restricied (Level 4) information are secured during
stsrage.
Data Class | Standard Measurement / Artifact
172134 ‘

S | 8 [ R 7.1-When accessing the ConvergeOne Documentation showing this standard is
network via remote access technologies implemented or has been communicated
users are prohibited from storing through annual security awareness training
unencrypted Highly Restricted (Level 4) and/or the banner for remote access.
information onto local hard drives, flash
drives or other external media.

S | S | R| 7.2 - All paper-based or electronic media | A report from a desktop audit or

containing Highly Restricted (Level 4)
information must be securely stored.

documentation from a site audit.

principles for all Physical printouts
containing Highly Restricted (Level 4)
information when away from their desk.

S | R | 7.3 - All paper-based and electronic media | Process for mailing media containing
sent outside a ConvergeOne facility must | Highly Restricted data or process or
be logged and authorized by management | statement attesting that media containing
and sent via a secured courier or other Highly Restricted data is not mailed.
delivery method that can be tracked.

S | R | 7.4 Employees practice “Clean Desk” A report from a desktop audit or

documentation frorm a site audit.

PHYSICAL + IT ENVIRONMENT SECURITY FRAMEWORK STANDARDS:

4|Page

10/06/2017




#8: To control physical access to all ConvergeOne offices and datacenters.
Data Class | Standard Measurement / Artifact
11234
R IR | R | R | 8.1 - Appropriate facility entry controls Documented physical access procedures

are used to limit and monitor physical
access to ConvergeOne offices and
datacenters.

Keys, cardkeys, or codes are used to enter
the computer room.

Visitor access is logged and the log is
maintained for at least 3 months. The log
must include the name of the visitor,
company he/she represents and the name
of the employee authorizing the physical
access.

Access is restricted to appropriate
personnel,

Processes are in place to manage keys or
access codes.

including the following:

Photographs of entry access control
measures,

Copy of visitor log.

List of authorized personnel with access to
the datacenter,

Process documentation for key or code
management.

| Mobile and Netv-vorking equipment

5|Page

| expiration,

assigning and revoking appropriate
ConvergeOne office and datacenter entry
controls to employees, contractors, and
visitors must be established and
maintained. All visitors must be handled
as follows:

Be authorized before entering non-public
areas,

Given a physical token (for example, 2
badge or access device) that expires and
that identifies the visitors as non-
employee.

Asked to surrender the physical token
before leaving the facility or at the date of

R |R|R | R | 8.2-All servers, firewall, routers, wireless
access points, communications equipment, | physical security process documentation.
and other devices that store, process, or Photographs of physical security
transmit ConvergeOne information must measures,
be physically secured.
R | R | R | R |83 -Publicly accessible network jacks Process documentation for enabling and
must be logically restricted from the disabling publically accessible network
ConvergeOne network, restricted only to | jacks which should include photographs of
authenticated users or disabled by default. | jacks and an explanation of their purpose.
Annual review of publicly accessible
network jacks.
R |R|R | R 84-Visitors to ConvergeOne offices and | Visitor process documentation,
datacenters must be escorted.
R |R| R | R |85 - Processes and procedures for Documented standards for assigning and

revoking appropriate entry controls.
Quarterly sample review of personnel to
assess the presence of appropriate entry
controls.

10/06/2017



repairs and modifications to the physical
components of a facility which are related
to information security (for example,
hardware, walls, doors, and locks).

Data Class | Standard Measurement / Artifact
112(34
R | R |R | R | 8.6 - Member lists of persons with access | Annual review of datacenter access lists.
to ConvergeOne datacenters must be
reviewed annually.
R [R | R | R | 8.7 - Procedures are in place to document | Documentation showing procedures for

documenting repairs and modifications to
physical components of a facility which
are related to information security,

e T e o . K | ; ¥ e Yua o pRdEe o s
WO XS ensire apnrepiieie environriontzl conirolz exist in ConvereeOne dufeceniors.

Data Class | Standard Measurement / Artifact

112134 : -

R 'R R R|9.1-ConvergeOne datacenters must have | Report of annual self-assessment of
appropriate heating, cooling, fire - physical access controls of each
suppression, water detection, and ConvergeOne datacenter.
heat/smoke detection devices.

R |R|R | R} 9.2-ConvergeOne Data Center Report of annual self-assessment of
environmental controls are tested | physical access controls of each
annually. ConvergeOne datacenter.

TECHNICAL SECURITY FRAMEWORK STANDARDS:

#iG: To muinsain a5 investery of tecinoleyy cssers and securely manege thosz asgeis
Hhroughoit heir i cycle.

Data Class | Standard Measurement / Artifact

1234

R | R | R | R | 10.1- Establish and maintain an inventory | The authorization matrix inventory
that inciudes ail leased and purchased documentation or configuration
hardware (excluding peripheral equipment | management database.
©.g. printers, fax, and keyboards),
purchased software, and ConvergeOne
developed software.

R |R | R | R | 10.2 - All individual assets must be The authorization matrix inventory
associated with an employee. Systems documentation or configuration
must have a defined Business Owner and a | management database.

System Custodian,

R | R | R | 10.3 - Inventory all storage media that Pelicy or process for controlling access to
contains non-public data and make sure media containing non-public data and the
they are securely stored. The media results of the annual inveniory,
inventory must occur at least annually.

6|Page
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#11: To establish, manage, and maintain system defenses.

Data Class | Standard Measurement / Artifact
1[21!3)4
R /R R|R | 11.1 - Maintain a documented network Network diagrams showing the logical

architecture diagram which depicts the
internal network, DMZs, firewalls and any
wireless networks.

topology.

11.2 - A formal process for approving and
testing all network connections and
changes to the firewall and router
configurations must exist.

Process documentation and reports
showing the process was followed.

11.3 - Every system that stores, processes
or transmits ConvergeOne information
must be protected by intrusion-detection
and/or intrusion-prevention systems. This
may be accomplished by deploying
network intrusion detection/prevention
systems (NIDS or NIPS or by deploying
host intrusion detection/prevention
systems (HIDS/HIPS) on the systems.

Documentation, as part of the inventory
and network architecture:

Showing functional NIDS at critical
perimeter points.

Inventory of systems mapped to HIDS
devices and agents,

Showing active monitoring is taking place,
Showing that rule sets are being managed.

11.4a — Network system hardening
configuration standards that are consistent
with industry standards and address
known vulnerabilities must be used.
Further detailed standards are maintained
within procedural documentation and
operational run books.

Utilize encryption for all non-console
administrative access on firewalls, routers,
and access points.

Implement JP masquerading using PAT or
NAT.

Require stateful packet ingpection on
firewalls.

Never permit direct public access to

| internal network components.

Prohibit internal addresses from passing
into the Internet.

Change all default passwords.

Ensure all firewalls and routers have a
default deny setting, permit only
“allowed” traffic.

Disable all unnecessary or insecure
protocols, ports and services on firewalls,
routers, servers, and access points. Permit
only protocols with a valid and approved
business purpose and document
justifications for future reference.
Configure system security parameters to
prevent unauthorized access.

Documentation in FW rule sets for
evaluation.

Documentation showing the make and
type of FW (Part of the inventory).
Network documentation and logical
topology maps.

Documentation in FW rule sets
evaluation.

Documentation in FW rule sets evaluation,
Process documentation for the
instaltation of new systems, either
acquired or developed within
ConvergeOne,

Documentation in showing permitted
protocols, ports and services and their
business justification.,

Documentation that common security
parameters are included in configuration
standards.

Documentation that no unnecessary
functionality is in place.

v.6.1
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| such as scripts, and features.

Data Class | Standard Measurement / Artifact

1121314
Remove all unnecessary functionality,
such as scripts, drivers, features,
subsystems, file systems, and unnecessary
web servers.

R | R | R | R | 11.4b - Server system hardening Process documentation for the
configuration standards that are consistent | installation of new systems, either
with industry standards and address acquired or developed within
known vuinerabilities must be used. ConvergeOne,

Utilize encryption for all non-console Process documentation for the
administrative access on servers. installation of new systems, either
Change all default passwords. acquired or developed within
Disable all unnecessary or insecure ConvergeOne.
protocols, ports and services on servers. Documentation in showing permitted
Permit only protocols with a valid and protocols, ports and services and their
approved business purpose and document | business justification.
the justifications for future reference. Server documentation showing functions
Production servers handling Highly performed by the server.
Restricted data should be implemented to | Documentation that common security
address one primary function per server. parameters are included in configuration
(For example, web, database and DNS standards.
should be implemented on separate Documentation that no unnecessary
Servers.) functionality is in place.
Configure system security to prevent
unauthorized access.
Remove all unnecessary functionality,
such as scripts, drivers, features,
subsystems, file systems, and unnecessary

. | web servers, ‘ _ == o

| R | R|R | R | 11.4c— Workstation system hardening Process documentation for the
configuration standards that are consistent | installation of new systems.
with indusiry standards and address Documentation that common security
known vulnerabilities must be used parameters are included in configuration
Change all default passwords. standards.
Configure system security parameters to Documentation that no unnecessary
prevent unauthorized access. functionality is in place.
Remove all unnecessary functionality,
such as scripts, drivers, features,
subsystems, file systems, and unnecessary

S P _ webservers. |

R | R | R | R | 11.4d - Application hardening Process documentation for the
configuration standards that are consistent | installation of new applications, either
with industry standards and address acquired or developed within
known vulnerabilities must be used. ConvergeOne.

Change all default passwords. Documentation that common security
Configure system security parameters to parameters are included in configuration
prevent unauthorized access. standards.

Remove all unnecessary functionaiity, Documentation that no unnecessary

| functionality is in place.
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Data Class

Standard

11213

Measurement / Artifact

4
RIRIR|R

11.5 - Firewall and router rule sets must be
reviewed every six months to assess the
security risk of each rule and to validate
that each rule is supported by a business
justification.

Bi-annual documentation showing rule
sets are reviewed every six months.

11.6 - Patch management processes must
be established to ensure the latest relevant
vendor-supplied security patches are
instailed. Critical patches must be
installed within one month of release. The
remaining patches with a CVSS score of 4
or higher must be installed within 90 days.

Patch deployment process showing patch
installation schedule.

| comnections.

11.7 - Usage of ConvergeOne supplied
technologies (such as remote access
technologies, wireless technologies,
laptops, email usage, mobile devices, and
Internet usage) must require the following:
Explicit Management approval.
Authentication for use of technologies
An inventory of devices with an assigned
owner and specify personnel with access.
Placed in an acceptable network location.
Automatically disconnecting remote
access technologies afier 15 minutes of
inactivity.

Activate remote access technologies for
vendors (for maintenance/support
purposes) only when needed, with
immediate deactivation after use.
Encrypt remote-access and wireless

Documentation showing required process,
required technology and/or required
information are present (a-g).

' 11.8 - Restrict outbound traffic from
 internal systems to IP addresses within the
DMZ. or approved external IP addresses.

'Documentation shovi}iﬂg-_intemal systems

are restricted to approved IP addresses.

11.9 - Description of groups, roles, and
responsibilities for logical management of
network components must exist.

Documentation showing that firewall and
router configuration standards include a
description of groups, roles, and
responsibilities for logical management of
network components.

11.10 - Secure and synchronize network
configuration files. For example, running
configuration files (for normal running of
the firewalls) and start-up configuration
files when machines are re-booted), have
the same, secure configurations.

Documentation showing that router
configuration files arc secure and
synchronized.

11.11 - There must be a firewall at each

Internet connection and between any

Network diagram proving this standard.
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Data Class

11213

4

Standard

Measurement / Artifact

demilitarized zone (DMZ) and the internal
network zone.

R

11.12 - There must be firewalls between
any wireless networks and any network
that holds Highly Restricted (Level 4)
information,

Network diagram proving this standard.

11.13 - Databases containing non-public
information must reside in the internal
network zone.

Network diagram proving this standard.

11.14 - Inbound and outbound traffic must
be limited to only protocols that are
necessary and approved.

Network diagram proving this standard.

11.15 - Inbound Internet traffic must be
limited to approved IP addresses,

Network diagram pwving this standard.

11.16 - Install personal firewall on all
workstations which are used to access the
ConvergeOne network (i.e., the computer
is assigned a ConvergeOne IP address).

Workstation builds; and process
documentation for employee-owned
computers.,

11.17 - Deploy file-integrity monitoring
software to log and alert personne] to
unauthorized modification of critical
system files, configuration files, or content
files; and configure the software to
perform critical file comparisons at least
weekly. (Examples of files that should be
monitored:

System executables

Application executables

Configuration and parameter files
Centrally stored, historical or archived, log

and audit files)

Inventory of FIM enabled systems,

w1z Vo wiltigate informetion securiiy vulnerabilities

Vs

By peiforming reguicr
Y CSERSINEREY, Systenn reviews, and maintaining an aofive security pateh

MR CEOmeRt process,

Data Class | Standard Measurement / Artifact

112(3]4

R | R| R [ R 12.1 — Vulnerability assessments on the Quarterly vulnerability assessment reports
external perimeter and on internal servers | and/or vulnerability assessment reports
that store, process or transmit after a significant change.
ConvergeOne information must be
performed quarterly and after any
significant change in the network.

R |R | R | R | 12.2 - Process must be in place to identify Vulnerability threat Management, or
any newly discovered vulnerabilities, similar process documentation and
Vulnerabilities must be addressed via an
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Data Class | Standard Measurement / Artifact

1 (21314
established process. The process must be | patching schedule or a vulnerability
designed to address all vulnerabilities with | remediation report.

a CVSS score of 4 or higher.

R |R R R | 12.3 - Perform an annual external and Penetration test results and a penetration
internal network penetration test and test remediation plan.
mitigate or remediate any identified
vulnerabilities with a CVSS score of 4 or
higher.

S |8 | R/ i2.4 - Perform an annual external and Penetration test results and a penetration
internal application penetration test on test remediation plan.
applications and mitigate or remediate any
identified vulnerabilities with a CVSS
score of 4 or higher.

R IR |R | R | 12.5 - Test for the presence of wireless a. Annual evidence of wireless scans or
access points by using a wireless analyzer | evidence of the presence of a wireless
at least annually or deploying a wireless 1IDS/IPS deployed.

IDS/IPS to identify ail wireless devices in | b. Process documentation for removing
use. Remove any unauthorized network any unauthorized access points.
equipment, including wireless access

points, found.

#i3: To establish and moftein loggise
aaisbases, and opplications apprapriate

i metwork, infrastreciure devices,
Jor the Lsformstion classificadion.

DB, and Application) is required to send
fogs to a secure logging service. Logging
requirements include:

A process to link all access to system
components and to individual users,
Automated audit trails showing:

All individual access to information.

All actions taken by those with admin or
root privileges. This includes

Creation of user accounts

Deletions of user accounts

Change to user accounts (Name,
Password, eic.}

Group Membership changes (creation,
deletion, addition)

Changes to any account or logging
policies (e.g., password length, age,
complexity, audit settings if configurable).
These may only be completed through

Data Class | Standard Measurement / Artifact
112134 :
S | R | 13.1 - Logging at all layers (Network, OS, | Application documentation; Application

log samples; Document log consolidation
process including log samples; and/or
Infrastructure configuration
documentation as applicable,
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Data Class

11213

4

Standard

Measurement / Artifact

database or coding changes and may not
be applicable,

Access to audit trails.

Invalid logical access attempts.
Initialization of the audit logs (e.g.,
clearing of log files).

Creation and deletion of system-level
objects.

Record, at a minimum: User ID, Type of
event, Date and time, Success or Failure
Indication, Origination of event and
Identity or name of affected information,
system component Or resource.
Synchronize the clocks and times.

Audit trail requirements include:

Limiting view access to those with a job-
related need to know.,

Protecting audit trails from unauthorized
modifications,

Promptly backing up Highly Sensitive
(Level 4) information logs to a centralized
log server or media that is difficult to alter.
Review of logs (this can be automated and
use alerting tools).

For Highly Sensitive (Level 4)
information systems, retain iogs for | year,
(with at least of 3 months immediately
available for analysis) online, archived or
restorable from back-up.

#id: To esiablish vnd meaisigin wslvare defenses.

current, actively running and capable of
generating audit logs.

14.2b — Workstations without current anti-
malware software installed and running
will not be permitted to connect to the
ConvergeOne network.

Data Class | Standard Measurement / Artifact
11234
R {R|R|R | 14.1 - All systems commonly infected by | Quarterly report showing counts of servers
malware (particularly workstations and and workstations, and those without
servers) must have anti-malware software | malware installed.
installed and capable of detecting,
removing and protecting against all known
types of malicious software.
R | R|R|R | 14.2a - Anti-malware software must be a. Document showing signature file update

process and a sample of the logs.
b. Process or configuration
documentation.
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#15: To encrypt information in Storage, in transmission and on portable media devices,

Data Class

1

2

3

Standard

Measurement / Artifact

S

4
R

15.1 — Highly Restricted (Level 4)
information must be encrypted in storage,
in transmission and when on a portable
device.

Highly Restricted (Level 4) information
must be encrypted in storage (including
backup media and in logs).

If disk encryption is used (rather than file
or column-level database encryption),
logical access must be managed
independently of native operating system
access control mechanisms (for example,

by not using local user account databases).

Decryption keys must not be tied to user
accounts. (*PCI DSS Requirement)
Highly Restricted (Level 4) information
must be encrypted in transmission (when
traversing an untrusted network) and on
portable media devices.

All laptops should be encrypted when
possible to protect against information
loss upon theft.

The following encryption algorithms and
minimum key strengths are required. In
order to meet any encryption requirement,
you must use one of these algorithms with
at least the key sirengths listed.

Symmetric Keys: AES -256 bit
3DES - 160/168 bit

Blowfish ~128 bit

TwoFish -128 bit

IDEA — 128 bit

Asymmetric Keys: RSA -1024 bit
DSS -1024 bit

Hashes: MD35 -128 bit
SHA-1-160/168 bit

Crypt - 128 bit

Wireless: WPA2

Evidence showing Highly Restricted
{Level 4) information is encrypted in
storage,

Documentation showing file or column-
level encryption or evidence that logical
access is managed separately for disk
encryption.

System or process documentation.
Configuration documentation showing
laptop encryption is enabled.

15.2 Data transmissions containing
information from client applications must
be encrypted with current industry
standards. (TLS or SFTP)

Evidence showing information is
encrypted in transmission.
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Data Class

1

2

3

4

Standard

Measurement / Artifact

R

15.3 - Full magnetic stripe data, the
payment card verification code or value
(three-digit or four- digit number printed
on the front or back of a payment card),
PIN or an encrypted PIN block must never
be stored after authorization (even if
encrypted).

Documentation that the information is not
collected or documentation showing that
the data is not stored in any databases,
logs, history files or trace files.

15.4 - Unencrypted Highly Restricted
(Levei 4) information must never be
stored on local hard drives, floppy disks,
or other external, electronic media.,

Awareness training and/or logon banner
message

#18: To build is

15.5 — Strong encryption key management
practices must be followed. These include;
Restrict access to keys to the fewest
number of custodians necessary.

Store keys securely in the fewest possible
locations and forms.

Securely distribute keys.

Change keys every 2 years or when
compromised for systems housing Highly
Restricted (Level 4 ) information.
Securely dispose of old keys.

Establish a process for creating keys and
prevention of unauthorized substitution of
cryptographic keys.

Establish independent key management
processes that require split knowledge and
establishment of dual contro]l of
crypiographic keys.

Custodians must sign a form stating that
they understand and accept their key
custodian responsibilities.

c

ACGRERHCR Procassds, -

Documentation of encryption key
management processes. This must include
a list of custodians.

niegrity and security aind privecy inte sysiem developwien: ang

Data Class | Standard Measurement / Artifact

112134

R [R | R | R | 16.1 - Secure coding practices in alliance | Annual vulnerability assessment of Highly
with indusiry best practices must be Restricted (Level 4) information
followed. Industry best practices for applications.
vulnerability management can be found in
the OWASP Guide, SANS CWE Top 25,
CERT Secure Coding.

R | R | R | R | 16.2 - Software applications based on Documentation of development processes.
industry best practices must be established
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Data Class

1

2

3

4

Standard

Measurement / Artifact

and must incorporate information security
throughout the development cycle by:
Testing all security patches and system
and software configuration changes before
deployment to production.

Separate development/test, and production
environments.

Implement proper segregation of duties
between development/test, and production
environments.

Do not use Highly Restricted (Level 4)
information for testing or development.
Remove all test information and accounts
before production.

Remove custom application accounts, user
IDs, and passwords before applications
become active or are released to
customers.

Perform (by a knowledgeable individual
other than the author) security code
reviews for custom code prior to release to
a production environment,

16.3 - Defined, documented, and
systematic change management process
must exist. The process must include an
audit trail that documents;

Impact Statement,

IT Management Approval,

Successful testing and approvals by the
Business Owner.

Back-out procedures.

Emergency change process.

Documentation of change management
process,

16.4 - For public-facing web applications,
ensure these applications are protected
against known attacks by either of the
following methods:

Annually review public-facing web
applications via manual or automated
application vulnerability security
assessment tools or methods, and after any
changes.

Application documentation showing
implementation or use on application
firewall or results from an application
vuinerability security assessment.
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#17: To establish and maintain system backup procedures.

Data Class | Standard Measurement / Artifact
1(2]3|4
R | R | R | 17.1- A consistent backup process must be | Document the existing backup and tape
established and maintained. handling process.
R | R | R | 17.2- The backup and restore process must | Process documentation showing the
be tested annually. annual test results,
R | R | R | 17.3 - Store media backups in a secure Document the existing backup and tape
location, preferably in an off-site facility, | storage location,
such as an alternate or backup site, or a
commercial storage facility,
R | R | R | 17.4- Annually review the backup Annual security review documentation.
location’s security.

#iG: To protect informaiion by masking ife disply gnd pein iag of Stfarmaiion,

Highly Restricted (Level 4) information
must be masked so that the entire number
is not displayed unless there is a valid,
business need to display the entire
number. For payment card masking, the
maximum number of digits that may be
displayed is the first six and the last four
digits.

Data Class | Standard Measurement / Artifact
1 (234
S | R | 18.1 - The display and printing of all Application documentation. When

displaying the entire ficld of Highly

i Restricted (Level 4) information, a valid

business reason must be documented.
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#iB: To

ie reguce fa

AP0 TR T
LERTHEFe

ACCESS MANAGEMENT POLICY STANDARDS:

w5 e
e Ry
B T o

Standard Measurement / Artifact

1(2|3|4

R |R | R | R | 19.1 -~ Background checks must be Documentation of the hiring process
performed on all employees, contractors, | showing background checks, where
or consultants, where permitted by law, permitted by law; A sample of completed
who come into contact with ConvergeOne | background checks.
information.

#28: o project ConvergeUne Infarmation from dsclosure,
Data Class | Standard Measurement / Artifact
11234
S | S | R|20.1 - All employees must sign a non- New hire process documentation including
disclosure agreement before accessing a copy of Non-disclosure agreement, A
ConvergeOne networks. sample of completed Non-disclosure
agreements.

#21: To i peecess io eceh s

s¥er @R dwia elemont (o those with an absoliuie "nead-io-

RE0w ",
Data Class | Standard Measurement / Artifact
1121314
R [ R | 21.1 - Business Data owners must Annual report of compliance by the
annually assess system access roles and Business Data Owner. This report should
access lists to ensure the following: include the following :
System access is limited based upon job Data Owners.
responsibilities, Systems.
Access to privileged user IDs is restricted | Roles.
and anthorized. Review /Change date.
The access roles are designed to provide Documentation showing access approvals
- only that access needed to perform the job | by management.
| function.
R |{ R | R | 21.2 - An access control system must be in | Documentation listing all systems
place for systems components with components and information about its
multiple users to restrict access. This access control system.
system must inciude the following;:
Coverage of all system components.
Assignment of privileges to individuals
based on job classification and function,
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#22: To manage the life-cycle of access permissions.

Data Class | Standard Measurement / Artifact
1[(2(3(4
R | R | 22.1 - System access is only granted, Semi-annual representative sample of
modified or deleted when authorized by access request forms.
the Business Data Owner and/or the user’s
management.
R | R | 22.2 - System access forms/requests and Semi-annual representative sample of
other documentation must be maintained | access request forms.
for 12 months.
R | R | 22.3 - Network, remote, and Restricted Documentation proving access was
and Highly Restricted application access | removed.
must be terminated within 2 business days
of when an employee, contractor, or
consultant leaves ConvergeOne.
R |R | R | R | 22.4 - Employee/Contractor/Consultant Application and infrastructure
user IDs must be disabled or removed configuration documents or semi-annual
after 90 days of inactivity. representative sample of user IDs.

#23: To miciniain strong auihenticaiion for «il vemote 2ccess srsloyees/ coniraciors/

consulieigs,

consultants, and other third parties
requiring remote access to the
ConvergeOne network must use two-
factor authentication (e.g., something you
know such as a password and something

you have such as a certificate).

Data Class | Standard Measurement / Artifact
1121314
R | R | R | R | 23.1- All employees, contractors, Documentation that shows configuration

settings that enforce the use of two-factor
authentication.

#ad: To estublish password ssandards for secure occess fo CenvergeOne systens: network,
applicaiivns, detabgses, and infrasirecivre devices.

employees, contractors, and consultants,
applications passwords must meet the
following requirements:

Length: At least 8 characters.
Complexity: Must consist of at least three
of the following four characteristics:
Upper case letters,

Lower case letters.

Numbers.

Special characters.

Data Class | Standard Measurement / Artifact
11234
S | S | R | 24.1 - For applications accessed by Configuration documentation.
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Data Class
11234

Standard

Measurement / Artifact

Passwords must be changed at least every
90 days.

Sessions re-authenticate after 15 minutes
of inactivity,

Do not reuse the last five passwords.

24.2 - For client participant, internet
facing applications, passwords must meet
the following requirements:

Length: At lcast 8 characters,
Complexity: Should consist of at [east
three of the following four characteristics:
Upper case letters.

Lower case letters.

Numbers.

Special characters.

Sessions should re-authenticate after 15
minutes of inactivity (Highly Sensitive
{Level 4) information systems only).

Configuration documentation.

24.3 - Repeated access attempts must be
blocked after no more than five (5) failed
logon attempts within 30 minutes.

Configuration documentation.

24.4 - The lockout duration must be set for
at least 30 minutes or until an
administrator re-enables the user 1ID.

Configuration documentation.

24.5 Proxy or Service Account Passwords:
Must be changed annually,

Require passwords to contain upper case
character, lower case character, numeric,
and special symbols e.g., ($,%,&) and be &
minimym of 15 characters long.

Configuration documentation.

24.6 - First Use: Set one-time use
passwords to a unique value for each user
and change immediately after the first use
when resetting passwords. (except for
remote users)

Configuration documentation.

24.7 - Passwords and PINs must be
masked when displayed.

Configuration documentation.

24.8 - Passwords and PINs must be
encrypted or hashed (made unreadable) in
storage and transmission, One time use
passwords do not have to be encrypted in
transmission when being sent to the user.

Configuration documentation,

24.9 - Administrators must verify the
identity of the user prior to implementing
a password or PIN change.

Process documentation.
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Data Class | Standard Measurement / Artifact
1[(2(3|4
R | R | R | 24.10 - Must enter the old and new Configuration documentation.

password or PIN when changing the
password or PIN,

R | R | R | R | 24.11 - Exceptions to the password Risk Register entries for exceptions to the
Standards must be tracked within the Risk | password policy.
Register and approved by Senior
leadership and the Compliance Director

#25: To wﬁfuy infovirasion securlly visks escocimed with vendors cos

sengiiive Comvergeling Informaticn.

L T PR L]
B LRI COmiECT WA

Data Class | Standard Measurement / Artifact
1234 .

S | R | R | 25.1 - All vendors accessing Restricted List of vendors accessing Restricted
(Level 3) and Highly Restricted (Level 4) | (Level 3) and Highly Restricted (Level 4).
information must be identified,

S | R | R 25.2 - Vendors handling Restricted (Level | List of vendors indicating their assessment
3) and Highly Restricted (Level 4) status.
information must be assessed according to
the ConvergeOne vendor assurance
program,

S | R | R | 25.3 - Maintain a written agreement that Contract showing vendor
includes an acknowledgement that the acknowledgement of responsibility to
vendor is responsible for the security of secure ConvergeOne information.,
ConvergeOne Restricted (Lovel 3) and
Highly Restricted (Level 4) information in
its possession or control.

#36: ¥o ensure those with Goress to ConvergeOne informasion are uniguely feenclfied,
Data Class | Standard Measurement / Artifact
1121314
R | R | R | 26.1 - All users must have unique user IDs | Configuration documentation or
to access ConvergeOne information that documentation proving that all users have
employ at least one of the following: unique IDs.
A password or passphrase.
| Two-factor authentication.
R | R | R | 26.2 - Do not use group, shared or generic | Process documentation and/or a user list.
accounts and passwords.
R R | R | 26.3 - User IDs should not contain or be Process documentation and the current
derived from Highly Restricted (Level 4) | user list.
information.
S | R | R | 26.4 - Authenticate all access to any Database configuration and/or application
database containing Highly Restricted documentation.
(Level 4) or Restricted (Level 3)
information. This includes access by
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Data Class | Standard Measurement / Artifact
112314

applications, administrators, and all other
users.

INFORMATION CLASSIFICATION POLICY STANDARDS

§27: To ensure informaiion i ofrssified and bandied accordsy ig vo %5 sensiivity,
Data Class | Standard Measurement / Artifact
11234
S | R { 27.1 - All Highly Restricted (Level 4) List of Highly Restricted (Level 4)
information is identified. information assets and their business
owner. _

R | R | R | R | 272 - Store information in accordance Documentation showing the records
with the records retention policy. Dispose | management and document retention
of the information according to the record | policy has been implemented.
retention schedule.

SOFTWARE LICENSING + DUPLICATION RESTRICTIONS POLICY STANDARDS:

#28: To ensure ol sofiware insiafled s+ uses o Con vergedine equipment has been aogquired

gyl
Data Class | Standard Measurement / Artifact
1121314
R | R | R | R | 28.1 - All software installed or used on License agreements and/or invoices.
ConvergeOne Information Systems,
including all desktops and laptops, must
be lawfully acquired through license,
internal or contractor development, or
__| other lawful means.
R |R| R | R | 28.2 - Maintain a list of approved List of approved software.
software. All software must be approved
by management and reviewed by the
Architecture Review Board.

#28:  Fo ensure éiet ConvergePne does not mole, acqgzive, use, or distribuie unaishorized or
iliegai copies uf matware Jor any prepcse.

Data Class | Standard Measurement / Artifact

112|134

R | R | R [ R |29.1 - ConvergeCOne shall not make, Annual audits for unlicensed and illegal
acquire, use, or distribute unauthorized copies of software.

copies of software for any purpose. This
includes open source, freeware, shareware
and third party packaged software, where
licensing restrictions apply.
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MOBILE DEVICE SECURITY POLICY STANDARDS:

DN MM rnn o o0 27 = A T i T, 2. o
¥30: To muiniain ihe C@ngs@ﬁﬁﬂ'@uﬁ&&? SHEREFTEL

i
LI LTy : 2 . R S P F gl
snjarmaiton rensoliled o and stored ou modife devices

rﬁata Class | Standard Measurement / Artifact
1(2(3/4

R | R | R [ 30.1 - An inventory management process | The inventory documentation completed.
must be established and maintained that
includes approval for the storage of
ConvergeOne information on mobile
devices.

R | R | R | 30.2 — Security settings for BYOD and Awareness training messages, guidance
corporate supplied mobile devices that are | document review and a sample of user
consistent with industry standards and population.

address known vulnerabilities must be
used. Owners of devices must establish the |
following:

Minimum password length of 4 characters
for phones and tablets,

Password re-authenticated after a

maximum of 15 minutes of inactivity,
Device to be securely wiped or account
locked after 10 invalid attempts,

Device encryption required,

The latest relevant vendor-supplied

security patches / software updates must

be installed,

All backups secured

R | R | R | R | 30.3 - Return ConvergeOne owned mobile Employee Separation Process
devices or delete ConvergeOne
information from personal mobile devices
upon termination or when no longer
needed.

Revision History

Version | Date Noies Editor
1.0 05/01/2014 Original
20 6/18/2014 Fixed incorrect control standards boxes on page 1. Sophia M Kiheri
3.0 10/31/2014 Added Revision History Sophia M Kiheri
3.1 12/22/2014 Repeated Header Rows across tables. Sophia M Kiheri
32,33, 12/22/2014- | Table Formatting Sophia M Kiheri
34 12/31/2014
4.0 4/6/2015 Annual Review and Update. Collin W, Buechler
Added Section 7.4. Employees practice “Clean
Desk” principles for all Physical printouts
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containing Highly Restricted (Level 4)
information when away from their desk.

Updated Section 24.1. For applications accessed
by employees, contractors, and consultants,
applications passwords must meet the following
requirements:

Length: At least 8 characters.

Complexity: Must consist of at least three of the
following four characteristics:

Upper case letters,

Lower case letters.

Numbers.

Special characters,

Passwords must be changed at least every 90
days.

Sessions should re-authenticate after 15 minutes
of inactivity.

Do not reuse the last five passwords

Added Section 24.11. - Exceptions to the
password Standards must be tracked within the
Risk Register and approved by Senior leadership
and the Compliance Director

5.0 10/05/2015 | Rebranding Sophia M. Kiheri
5.1 10/6/2015 Annual Review 15.2 — changed SSL to TLS Collin W. Buechler
24.1 Removed “Should” from Session Time Qut
Requirement
6.0 10/11/2016 Annual Review Collin W. Buechler
6.1 10/06/2017 | Annual Review Collin W, Buechler

23|Page

10/06/2017




System Implementation Overview

ConvergeOne’s Services Department manages each new system installation or system upgrade
as a unique project.

Each project is comprised of three phases of activities: pre-cutover, cutover, and post-cutover,
The project phases include the following activities:

Pre-Cutover Activities

Pre-cutover activities include planning, coordination, and testing functions essential to a
successful project.

Cutover Activities

Cutover activities include those funciions related directly to the actual placement of the new
system in service. This includes the preparation of the cutover plan, identification of essential
lines and services, the customer’s coordination with local telephone companies and other
common carriers, activation of the communications system, and installation testing activities.

Post-Cutover Activities

Post-cutover activities include establishment of the help desk, receint and resolution of trouble
reports, removal of old equipment (if appropriate), performance of final acceptance tests, and
final hand-off of the system to the State.

The following tables provide an example of the various project activities and responsibilities:

Pre-Cutover Activities

Task Responsibility

System design finalized ConvergeOne Account Team
Services Scope of Work finalized ConvergeOne Account Team & Implementation Team
The ConvergeOne resources (project manager, State and ConvergeOne Implementation Team

software resources, contact center consultants, trainers,
etc.) will deliver services remotely. If on-site support is
requested, the cost of travel will be billed to the State.
If requested ConvergeOne will present in advance an
estimate or not to exceed amount of travel and living
expenses for approval. Once approved, arrangements
will be secured and actual charges or the not to exceed
amount will replace the estimated costs and billed to

the State.

Contract signed State & ConvergeOne Account Team
Equipment ordered ConvergeOne Account Team

Order assurance review of hardware, design and ConvergeOne Account Team & Project Manager
network software

Project kickoff meeting with the State State & ConvergeOne

Account/Implementation Team




re-Cutover Activities

Designate a single point of contact that understands State
business requirements and is authorized to make

binding decisions

Ensure that demarcation (DMARC) and applicable State

wiring are identified and that DMARC points can be
connected to ConvergeOne equipment with the cables
that have been provided. Ensure circuits are fuily
extended, terminated and labeled and wail mounted
within switch room. ConvergeOne PM is available to
provide guidance.

Work with ConvergeOne to determine the following
for each Communication Manager system: Direct
inward dialing (DID) numbers, Listed directory
numbers, Feature dial access codes, Station numbering
plans, Work with ConvergeOne to finalize numbering
plan, etc.

State/ ConvergeOne Implementation Team

Establish cutover date, freeze date, milestone dates
Quality Assurance Review scheduled

State & ConvergeOne Project Manager

Establish cutover date, freeze date, milestone dates
Quality Assurance Review scheduled

State & ConvergeOne Project Manager

Verify and arrange for installation of all applicable
network connections and provide all circuit
information (e.g., TP address, subnet mask, gateway,
machine names, and modem numbers) including
network diagrams prior to

benching of equipment. Provide ConvergeOne with
signaling, framing and network programming
information compiled from the State’s network vendor.

State & ConvergeOne Convergence Team

Equipment room preparations-including space, power
and grounding

State

Inventory equipment at warechouse

ConvergeOne Warehouse Coordinator

Equipment is updated with the latest firmware,
software and tested during burn-in period

ConvergeOne Performance Readiness Center

The State wiil be required to provide space in an
existing appropriate size data rack and patch cords or
provide new racks and patch cords for the Media
Servers and gateways.

State

Provide if applicable marked floor plan of terminal
locations and provide all station, riser, feeder and inter-
building cable and wire to meet specifications provided
by ConvergeOne. Verify, tag, tone, test and document
the distribution system according to requirements
provided by ConvergeOne project manager. Create
spieadsheet documeniing requirements inciuding:
Cable pair (including IDF closets), Jack number,
Station number, Station type, Cube location

State & ConvergeOne PM

Ensure that a 7x24 dedicated remote-access line is
installed no iater than the date on which ConvergeOne
begins work.

State




prior to installation of equipment. These costs are not
included in this SOW unless expressly stated.

Obtain all necessary permits and/or licenses required State

Accept receipt of all equipment; retain shipping
documentation; inventory shipments by box count, and
report any obvious external damages. Internal
inventory of Boxes will be the responsibility of
ConvergeOne only,

State & ConvergeOne Implementation Team

Provide secured site for storage and installation of
equipment, including all necessary electrical, wiring, #
6 grounding and HVAC,

State

Equipment shipped.

ConvergeOne Warehouse Coordinator

Provide floor plans for equipment-room configuration
and related locations, if applicable.

State

Verify and arrange for installation of equipment
provided by third-party vendors, including
connectivity, if applicable. Ensure the performance of
services provided by third-party vendors, if applicable.

State

Work with ConvergeCne to establish trouble-reporting
procedures and logistics for use in connection with
ConvergeOne cutover support, if applicable.

Stute & ConvergeUne

Providing a contact list for each location to assist the
Program Manager with scheduling resources.

State

Installation of Integrated Management software on
appropriate client PCs,

State & ConvergeOne Implementation Team

Loading the Voice Announcement Manager (VAM)
applications, if applicable, under the Integrated
Management Suite are the responsibility of the State.
LAN integration of these applications and/or any other
application residing under this product suite has not
been included in this solution. The State is
responsible for aii announcement recording.

State

Conduct system software review

State & ConvergeOne Implementation Team

Receive station data sheets, build stations, mailboxes, ConvergeOne

print number cards if appropriate

Order network facilities State

Order remote maintenance (INADS) line State

Verify shipping dates ConvergeOne Project Manager
Complete system administrator training* State

Verify the State ready State & ConvergeOne Project Manager

Costs incurred by ConvergeOne due o non-
periormance by the State or the State’s vendor(s) may
result in additional charges, which ConvergeCne will
identify in writing for the State.

State

Any additional work requests must be approved and
billed separately via the ConvergeOne Change
Management Form.

State




re-Cutover Activities

Additional responsibilities may appear in the statement
of work (SOW).

| State & ConvergeOne Implementation Team

Quality Assurance Review (QAR)

® Review readiness checklist

*  Verify customer QoS is setup properly and
endpoint PC’s are prepared.

»  Testing involves simulation of VoIP traffic
across all pertinent data network links under
all possible traffic conditions,

¢  Simulations of;

Voice calls

e Data traffic conditions, heavy, light, small
data packets, large data packets, small data
files, large data files.

+  Apnalyze results to assure VoIP traffic meets
customer quality standards.

¢  Formal report is prepared including Topology
diagram, hardware and firmware inventory of
data network,
protocol and application usage.

®  Report is registered and filed in the database
and entitles the customer to maintenance
protection for the VoIP deployment.

ConvergeOne Convergence Team

ConvergeOne will implement the network region
design based on the following State requirements:

*  Available bandwidth between regions
Estimated call volumes beiween regions
QoS policy, as defined by the State
Failover/DR practices and policies
Complete IP address scheme provided by the
State

*  VLAN settings

®  Port speed/duplex settings
Although the network region configuration will be
defined at the Communication Manager server, it will
affect all IP phones, gateways and devices that register
to the Communication Manager server.
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State & ConvergeOne Implementation Team

ConvergeOne design and configure network software
that touches all system hardware, peripherals and end user
software.

ConvergeOne




Cutover Activities
Task
Accept equipment delivery

Responsibility
State

Work activities that do not affect service, excluding
cutover support, will be performed and completed
during Standard Service Hours.

ConvergeOne Implementation Team

Inventory equipment at State premise

ConvergeOne Implementation Team

Upgrades that affect service may take place outside
Standard Service Hours for an additional charge.
Otherwise, upgrades will be performed and completed
during Standard Service Hours to minimize costs,
uniess otherwise stated in the statement of work
(SOW),

State and ConvergeOne PM

Begin installation of system

ConvergeOne Technician(s)

Assess QAR results, identify & correct issues

ConvergeOne Convergence Engineer & State

Coordinate with service provider install and terminate
and turn-up T-1 and local irunks and ali network
facilities. Tnstall and test voice terminals. Establish
connectivity thru modems, faxes, night bells and
printers.

ConvergeOne Implementation Team
ConvergeOne Technician(s)

Perform installation tests per the ConvergeOne test
plan. Testing 911, incoming, outgoing, local, long
distance, international, tol! restrictions, operator
access, blocked calls, connectivity to adjuncts.

ConvergeOne Implementation Team

Training room setup

ConvergeOne Technician(s) & End-ﬁser Trainer

Conduct end-user training

ConvergeOne Project Manager & State

Establish post-cutover help desk

State & ConvergeOne Implementation Team

Post-C utover Activities

Task
Help desk staffing (first day of service)

Responsibility

ConvergeOne Technician(s)

Resolution of trouble reports

State & ConvergeOne Technician(s)

Remove old equipment (if appropriate)

ConvergeOne Technician(s)

Perform final install tegts

ConvergeOne

Extinguish all major and minor alarms

ConvergeOne

Final register system equipment and Network
Assessment (QAR) and initiate system warranty and
maintenance process.

State & ConvergeOne Project Manager

Post-cutover acceptance agreement

ConvergeOne Implementation Team

Hand off system to the State




System Implementation Team
Project Manager

The Project Manager (PM), who manages the overall implementation, will assemble a team of
experts who will be responsible for various activities throughout the installation and cutover
process. The PM has responsibility for:

¢ Developing project milestones

¢ Managing, coordinating, and monitoring project activities
* Scheduling resources to conduct the system software review
¢ Ensure Quality Assurance Review (QAR) performed (if needed)
* Identifying and escalating any project jeopardy
e Scheduling end-user training
* Monitoring cutover of the system
¢ (Coordinating the post-cutover help desk
Technicians

The Technicians are dedicated to installing all phases of the system. The Service Manager will
work closely with the Project Manager to make sure the technicians are scheduled to perform the
work according tc installation standards and technical specifications. The Techiicians have
responsibility for:

e Inventory of equipment

* Installing the system, system wall-field, cross-connects, adjuncts, and petripherals (if
applicable)
Preparation of training room with the End-User Trainer
Installing terminals and button labels
Verifying that all outside facilities are tested
Identifying and clearing system troubles
Disconnecting existing equipment (if appropriate)
Troubleshooting end-user problems

End-User Triiner

The End-User Trainers are responsible for providing remote or on-site product training for the
State’s executives, console attendants, ACD agents, and end-users on station features, system
functionality and use of voice terminals and voice mail. The Trainer will:

¢ Prepare end-user documentation

® Determine training room requirements

* Instruct end-user training sessions

Software Specialist and/or Services Engineer

The Software Specialist and/or Services Engineer provides consultation and support for
advanced call processing applications. The Software Specialist and/or Services Engineer has
responsibility for:

* Participating in the system software review, if necessary

¢ Preparing station information

* Develop and preparing system, network, and trunking (SNT) information
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Preparing adjunct information (CMS, AUDIX, etc.)

Developing voice messaging software translations

Developing Communications Manager™ software translations for stations, System
Networking Trunking (SNT), and adjuncts

Consulting with the State regarding advanced applications (ACD, DCS, Contact Center,
CMS etc.)

Developing Communication and voice messaging software translations for advanced
applications

Supporting the Project Manager and Technicians

Contact Center Consultant

The Contact Center Consultant provides consultation and support for advanced cail center
applications. The Contact Center Consultant is involved on the Implementation Team if the Call
Processing Server has advanced call center features, such as complex vectoring, EAS, CMS,
LAL BSR, Virtual Routing, and CentreVu® Advocate. The Contact Center Consultant has
responsibility for:

Participating in the system software review, if necessary

Consulting with the State regarding advanced call center applications

Consulting with the State to prepare desired cali fiows

Developing Communication Manager™ sofiware translations for advanced call center
applications

Implementing CMS software

Call Center Supervisor CMS training

Supporting the Project Manager and Technicians

Design Specialist

The Design Specialist (D'S) is a member of the Account Team. The DS is responsible for
working with the National Account Manager to provide complex system design support,
technical assurance and provides a Visio drawing of the system design. The DS also supports the
Implementation Team as necessary.



Customer

Team members from the State are critical to a successful system implementation. The State’s
responsibilities are listed in the Pre-Cutover, Cutover and Post-Cutover portion of this document
and in the Statement of Work and include, but are not limited to:

e Coordinate installation of network facilities
Data collection in preparation for system software review
Adherence to all milestone dates
Equipment room preparation following provided guidelines
Providing suitable space for end-user training following provided guidelines
Other responsibilities as defined in this document and throughout the project
Costs incurred by ConvergeOne due to non-performance by the State or the State’s
vendor(s) may result in additional charges, which ConvergeOne will identify in writing
for the State.

Implementation Consultation & Project Milestones

During the project kickoff meeting, the ConvergeOne Tmplementation Team will consult with
the State to determine special needs for installation and review the Services Scope of Work.
These special needs may include, but are not limited to, the following:
¢ Additional material and labor charges associated with cable, wire, and termination fields.
e Additional material and labor charges associated with reusing existing facilities (wire,
termination fields, network facilities, equipment room, peripherals, and adjuncts).
Additional labor charges if an on-site survey by a Technician is required.
* Additional charges if additions or changes need to be made to the Services Scope of
Work.
* Special shipping and delivery requirements, for example, if special hauling or hoisting is
required or if a specific time of delivery is requested on the date of delivery.

Additional charges will be identified and communicated in writing upon completion of the
project kickoff meeting. If additional changes to the Services Scope of Work are made after the
project kickoff meeting, additional charges may apply.

The ConvergeOne Project Manager will work with the State to develop a mutually agreed upon
list of milestone dates. Key activities will be performed by both ConvergeOne and the State on or
before the designated dates to ensure successful implementation. Some of those activities
include:

¢ The dates for system software reviews
The date the equipment room must be ready
The date by which network facilities must be installed and tested
The date on which to expect delivery of the equipment
The software / translation freeze date
The system cutover date
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System Software Reviews

ConvergeOne Tmplementation Team members, along with the State representative, will perform
system software reviews. System software reviews involve collection of station details and
system, network, and trunking data necessary to operate the system.



During the station detail gathering phase, the State, with guidance from the ConvergeOne
Implementation Team, will be required to match voice terminals and data modules with users,
define station classes of service and classes of restriction, determine button features, and define
call coverage and call pickup operations.

It is recommended that the State use Department Coordinators to assist in gathering information
about stations, including how each department uses its phones today, any new features they
would like, and determination of set types and button features. To achieve uniform operations
among departments, it is recommended that the State determine button feature models by job
category for each voice terminal type. Subsequently, Department Coordinators can assign the
models to users within each department.

In gathering the system, network, and trunking data, ConvergeOne must determine Direct
Inward Dialing numbers, Listed Directory Numbers, Feature Access Codes, and station
numbering plans for each system. If the system is part of a network, ConvergeOne will need
additional information to coordinate numbering throughout the network. The ConvergeOne
Implementation Team will work with the State to finalize a numbering plan and to determine
connectivity of trunk facilities.

In gathering the call routing data, ConvergeOne will help to determine the system, network, and
trunking data requirements for Automatic Route Selection (ARS) and Automatic Alternate
Routing (AAR). The ConvergeOne Implementation Team will work with the State to determine
the appropriate routing for outbound calls.

Freeze Date

The freeze date is the last date ConvergeOne can accept changes to the products ordered and
system software for installaticn by the cutover date. The freeze date is a minimum of thirteen
(13) business days prior to the cutover date. It is extremely important that ConvergeOne be
advised of changes that will affect the hardware and/or software requirements after the contract
has been signed.

The State and the ConvergeOne Project Manager will establish a freeze date to minimize the
impact changes may have on the cost and scheduled installation of the system. Changes made
after the agreed upon freeze date may incur a charge and may require rescheduling of the cutover
datc.

Help Desk Procedures

On the first day of service (defined as the first full day of system use after the cutover date),
ConvergeOne will manage a help desk that will be staffed by one State representative and at
least one ConvergeOne Implementation Team member. The ConvergeOne Project Manager will
coordinate specific details and logistics for the help desk, including the number of hours required
for your new communications system.

Normaily, we will manage the help desk for up to four hours then hand off the system to you. If
you require additional help desk coverage beyond the hours allotted, additional charges may
apply.

The help desk will receive reports of trouble from end users or Department Coordinators. A

trouble ticket will be filled out and given to the appropriate ConvergeOne personnel to resolve.
Requests for feature/functionality changes from users will be referred to the State for resolution.



The procedures for the help desk need to be planned well. Items to consider include:

¢ At least One Sta