November 26, 2018

Mark Atkins, Senior Buyer RECF NED

Department of Administration Purchasing Division

2019 Washington St. E . )
Charleston, WV 25305 L 928
WV FELL LaING

Dear Mr. Atkins DIVISION

CBTS appreciates the opportunity to offer the State of West Virginia this response
to your RFP CRFP 0212 SWC1900000001 for “Managed and Hosted Voice
Services (OT18027)."

CBTS provides a complete suite of end-to-end IT and communications solutions
that allow mid-sized and enterprise businesses to improve operational efficiency,
enable innovation, mitigate risk and reduce expenditures. With over 700
technical consultants, CBTS enables you to acquire and manage technology in
a manner that meets your business and financial goals—today and tomorrow.
From building enablement infrastructure, fo deploying cloud services and
managed applications, fo offering top-notch technology consultants, CBTS is
your technology partner to deliver quality and efficiency.

In foday's self-serve world, the customer journey is a connected, digital
experience fueled by voice, video, and written communications. To succeed,
states are adopting a Unified Communications strategy that delivers a
contextual, continuous, and high-capability customer experience. With fault
tolerance to help ensure uninterrupted operation, and comprehensive reporting
CBIS can provide the same high level of Unified Communications that we are
currently supplying to the states of Ohio and Indiana. -

We look forward to continuing our work and parfnership with the State of West
Virginia on this project and await your evaluation of our proposait.

“Jonathan Cornetie

Account Manager

Desk: 513.841.8503

Cell: 513.535.9795

Email: Jonathan.Cornette@cbts.com
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EXECUTIVE SUMMARY

Hosted Enterprise Unified Communications from CBTS

Hosted Enterprise Unified Communications (Hosted Enterprise UC) is a secure
and innovative cloud-based collaboration platform built from day one with
productivity, scalability, flexibility, efficiency, and performance in mind. By
design the Hosted Enterprise UC platform enables organizations to provide
differentiated collaboration solutions for users based on their roles, regardiess of
their location.

Hosted Enterprise UC is powered by the industry leading Cisco Hosted
Collaboration Solution {HCS), which includes unified communications,
collaboration, contact center and more. Organizations now have the freedom
and flexibility fo deploy user-based collaboration features and functionality to
meet the ever-changing market demands. it features a complete suite of
technology including standard telephony, collaboration and conferencing,
instant messaging and presence (IM&P), peer-to-peer video, call detail
reporting, enhanced 911 and unlimited local and nationwide calling.

Hosted Enterprise UC

is hosted and (‘m’ Managzd Endpoints 2017 NN 231.000)
managed by CBTS, Commonwaath ot keatveiee- 215 NN 158,750
which means that State of ORo- 1313 ] 133,000
we are responsible Ganercl Elechic~200 [ ] 38,00
for all the day-fo-day ~ smesamsees- L 50,000
managemeni of the Techoicod Cobage Sydem - 207 | 13,000
platform for the Cinciunali Pubic Schos - 2000 | 320

client. We designed
Hosted Enterprise UC
to be extremely
reliable with dual MPLS networks, dual data centers, efc.

» QurUCoos buzness has 1 to moraging 231 000 vsarn Gores mhore Inan 2,433 orgonizations
Fov ng

+ Clends include maglor commarcial, government, and education crganizations

Itis sold as a “as a Service” model, which means that the client can purchase
users in increments of one, starting from 300 users to as many as they would like.
Besides the phones themselves, there's no communications/data center
hardware to buy, services to maintain, etc. It is dll included in the monthly per
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user price.

Over 750,000 endpoints managed, hosted, or maintained.

Unified Communlcations as « Service {UCaas) Managed UC and Maintenance clients
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Value Proposition

Hosted Enterprise UC offers the following benefits:

« Cutting-Edge Technology: Organizations now gain access to the latest
applications, software updates, and functiondlity at no additional cost or
effort.

¢ Flexibility: Organizations now have the ability to quickly ramp services up
or down per user profile depending on the organization's need at any
time.

» Lower CapEx and OpEx: Organizations can quickly deploy new
technologies and innovative coliaboration tools without having to invest
in costly hardware infrastructure or operations.

* Anytime, Anywhere, Any Device* Collaboration: Efficient collaboration
can now happen at anytime and anywhere regardless of where the user
is located or the device* they are using.

» State of the Art Management: IT departments are already taxed with
managing their organization’s technology needs. With this in mind Hosted
Enterprise UC provides an easy to use, standardized management portal.
Hosted Enterprise UC also provides user self-service portais to further lower
the demands on iT.

o 24x7x365 Support: Hosted Enterprise UC is fully integrated with CBTS
Managed Services. This delivers operational excellence and removes the
burden of infrastructure monitoring and management from your IT staff,
allowing them to focus on strategic business initiatives.

consult build transform support 4
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* Secure, Scalable, and Resilient; Hosted Enterprise UC is built upon highly
secure, scalable, flexible, and resilient network architecture. Hosted
Enterprise UC is a fully hosted and managed solution that provides
enterprise-grade voice, video, and business communications services. it
can reduce or eliminate the need to install, maintain, and upgrade onsite
PBX equipment and legacy applications.

Key Features

o  Call detail reporting

= Peer-to-peer video

o E911

* Single number reach

¢ Call control

» Unified messaging

o Informacast mass notification system
» Jabber {IM&P)

¢ Unlimited local and long distance

» Extension mobility

+ Smartphone and mobility applications
o Hosted Enterprise Contact Center

+ WebEx cloud connected audio

+ Cisco Spark

Key Benefifs

¢ OpEx model

« On-demand upgrades

» Scalability

« Lower total cost of ownership
» Single partner solution

Project Management and Implementation

consult build transform support 5
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CBTS assigns each Hosted Enterprise UC client a project manager and delivery
team to manage the various components and nuances of each setup. In
addition, an implementation manager is assigned to help at each site level.

Resilient and Stable

Hosted Enterprise UC was built from the ground up with a focus on redundancy
and stability. The service leverages geographic redundant data centers and is
delivered via dual MPLS networks to ensure clients experience 99.999%
guaranteed uplime.

Commonly Asked Questions

What benefit does Hosted Enferprise UC have over an on-premises infrastructure
supported by the client?

Allowing CBTS to host the unified communications platform enables clients to
focus on their core business instead of spending time managing their
communications needs. The market for qudlified resources required to support
unified communication is competitive and maintaining on-premises equipment
can stress businesses in terms of time, energy, and capital investment. With
unified communications provided as a service, we provide agility in growth and
reduced time, energy, and money an organization will spend on having a first-
class communications platform confinuously updated with the latest
technology.

What differentiates CBTS from competitors in the hosted UC space?

CBTS has created the Hosted Enterprise UC solufion with efficiency and simpilicity
in mind for our clients. We include key features into each profile that our
competitors charge for, such as E 911, long distance, auto attendants, and hunt
groups. With additional optional and bolt-on services like Hosted Enterprise
Contact Center, Cisco Webex Teams, and Cisco WebEx Meetings with cloud
connected audio, CBTS is able to meet any communications need a client may
have.

Additionally, CBTS has built redundancy and resiliency into the platform that is
second to none. Providing clients 99.999% guaranteed uptime via duai MPLS
networks and geographically redundant data centers, we ensure that clients
have the peace of mind they require to operate their business. Coupled with
CBTS and its proven history of design, implementation, and support, clients have
a proven partner to manage their communications needs.

consult build transform support 5



Included Services
* 247 incident management (break [ fix}
= Service request management (MACD)

* Consulling, implemeniation and project
managemeni

Single Bill

= One bill with dia! tone and usage together
= Makes it easy to frack and manage

cbts

Key Features Included

» SIP tfrunking for PSTN, DIDs, Local & LD
+ Auto affendants and hunt groups

+ E911

= Cdli Detail Reporting (CDR}

+ Mass Nofifications

CBTS Know-How & Capability

» Dual WAN/MPLS networks

= CBTS is unmaiched in UCaas experience
» Execution and fiexbility

a cots company

Flexible Cloud Connectivity Options

CBTS provides our clients with muitiple ways to connect to the Hosfed Enterprise
UC cloud via MPLS, NNI {network to network interconnection} or they can
leverage CBTS SD-WAN for connectivity or additional survivability by making your
existing WAN more resilient.

consult build transform support 7
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Contact Center;: There Are No Limits in the Cloud

Cloud technologies deliver rich contact center functionality, solutions that scale,
reduces complexity and frees IT from daily challenges. CBTS delivers contact
center as-a-service to bring you everything your organization needs on demand
without the costly capital investment and ongoing management.

Contact Center as-a-service lets you:

« Deliver a compelling, consistent customer experience bcross the entire
enterprise

* Monthly operating cost vs large capital investment

» Rapidly deploy new users

+ Launch new features without costly upgrades to equipment

« Scale users up or down for seasonal influxes

» Support the use of mobile, social, visual and virtual technologies

consult build transform support 8
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"A 2% increase in customer retention has the same effect as decreasing costs by 10%"

Leading on the Edge of Chaos, Emmet Murphy and Mark Murphy

Contact Center Solutions that Fit Your Enter

Hosted Enterprise Contact Center from CBTS
leverages industry-leading Cisco Unified
Contact Center platform to deliver a world-
class, Omni-channel engagement for your
customers.

« Engage with customers via their preferred platform: web chat, email,
social or video

o Scalable architecture allows you to increase and decrease based on
business needs

« As-a-service model negates need for a large, upfront capital investment

« Built-in redundancy to guarantee uptime

«  Always-on monitoring through Enterprise Network Operations Center

CBTS Enterprise Hosted Call Center at a Glance

Cloud-based contact center delivers revolutionary customer care
through a connected digital experience.

A customer's first — and often last —impression of service increasingly starts with
the contact center. Contact centers are a mission-critical component of
customer service, but bring significant challenges in capital outiay and ongoing
asset management.

The CRBTS Enterprise Hosted Contact Center is a cloud-based, Cisco-powered
solution that offers your customers a consistent and positive experience, through
a predictable Opex cost model. This integrated Omni-channel! customer
experience benefits your business from both an operationat and reporiing
standpoint. It provides real business intelligence about your customers by
enabling contextual customer interactions to pass between business channels.

consult build transform support 9
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EHCC also allows you to offload expensive management and capital
investment, and gain powerful customer experience and business operations
analytics to drive your growth.

Contro] Coshs:

No mere capital investments for new hardware or software.
Move your call center 1o the cloud., et CBTS do the work.
and enjoy a predictable cost model that allows you to
quickly scale as needed.

Focus iT on ROL

Increass your I organization's bandwidth to focus on RO
activilies that further support your business, CBTS wilt provide:
call center management and upgrade cycles.

Gain Business Insights:

Leverage anolytics o differentiate your customer service
from the compedition and support an environment of
continvous improvarent,

CBTS and eloud-based cantast ¢ il
| -

Meshi Complianoy: Sandards

Sl Channel Curomor Expsistcs Eichi Anglycs mnd Nepaing Thubsgic Workforce Monzigamenl

anet Cptimization

Enferprise-grade cloud service

= Multiple dota cenfer cloud
infrostrocture provides redundancy

+ Burstability to cccommodale
ssosonality changes

+ Avoid slow, manual upgrades and
quickly spin up new applications

« Bullt on Clsco's call center platform
ond palrable with CBTS Enterprise
Hosted Communications Solution

Strotegic porniership

+ Himinate need for multipk: vendors fo complete
migrafian, implementotion, and support

» Designed solutions for hybrid or cloud deployments

« No additional resources required. With CBTS we are
a virlual axivnskon of your stalf.

Transform business with vaivable insights

* Sain visiciity inio the end-iu-anc 2LEtmsT
jsumney

» |ntroduce multi-channel experence for
your customers

« Andlyze customer service, fraining,
marketing and other iniflatives

consult build transform support
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CBTS

CBTS is a leading technology provider to enterprise clients in all industries,
including dozens of Fortune 500 and Global 2000 companies. Qur differentiator
is the agility, flexible delivery models, and client focus of a smaller company,
coupled with the ability to deliver the resources, scale, and capabilities required
by large organizations. With over 800 certified engineers and locations
throughout the United States, Canada, the United Kingdom and India. Our
global footprint links our clients to diverse and comprehensive [T solutions.

ey

bt | Pariness ta US

Senvice on HCS = SOAGP

Ll
Contact Cerderas a
Service Provider on HCS

2,800+  $1.048M 2,400+ R

Gmpluyews Certizotans it

whimty

CBTS stays at the forefront of technology frends to offer best-of-breed solutions
to our clients. We pariner with all leading technology manutacturers across the
broad IT landscape and offer customized solutions to achieve our clients’
measurable business outcomes. Clients leverage our flexible OpEx or CapEx
delivery model fo:

. Enable collaboration, workforce mobility, and omnichannel customer
experience.

« Modemize E-Commerce platforms, web presence, and applications to
digitally fransform your business.

« Improve data protection and security strategies that address ongoing
cyber threats and meet industry compliance requirements.

« Implement cloud strategies that improve business agility, speed to market,
and reduce costs.

» Manage technology infrastructure and maintain 24x7x365 operational
uptime.

consult build transform support 1
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I Marsh 2017, CIO Review micgazng recognized TBTS as one of the
20 Most Promising Unified Communicalions Praviders ln 2017

20 MOST PROMISING |
C| UNIFIED " |

; COMMUNICATIONS
Review SOLUTION PROVIDERS -2017 j

S e

The <55 Hosted Enlerprise UC solution i the primary reason why the cormpany was incloded In the list.

To read the wiife-un, click wam.

In’rroductiorli

CBTS is an organization that celebrates innovation and reinvention and since its
inception has evolved to meet the changing needs of our clients. CBTS provides
end-to-end IT and communications solutions that allow mid-sized and enterprise
businesses to improve operational efficiency, enable innovation, mitigate risk
and reduce expenditures. We are dedicated fo building a long-term
relationship with you by understanding your technology needs and delivering
solufions that exceed your expectations.

To help achieve your business goals, CBTS has maintained state-of-the-art
technology platforms, engineering talent, and strategic partnerships to deliver
world-class technology solutions. With over 700 ceriified consuifanis, you are
assured that your mission-critical data and operations are up and running at all
times, protected, and compliant.

About CBTS

CBTS is the information technology division of Cincinnati Bell Inc.. an award
winning public company fraded on the New York Stock Exchange under the
symbol CBB.

CBTS provides businesses and institutions with guidance on the development
and implementation of leading-edge networks, technologies, and IT related
systems and applications. CBTS offers a single-source for multi-tlevel analysis,
strategic consulting and staffing, and complete system management solutions.

consult build transform support 12
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The critical decisions that brought CBTS to the forefront of the IT industry were

developed from our leadership team. With decades of experience within the IT

industry, including project management, engineering, development, and

consulting, CBTS understands the direction that businesses ond instifutions are

headed. We offer solutions and services that enable you fo realize your IT goals

and initiatives.

When you partner with CBTS, you gain the technical assets, expertise, and
flexibility needed to oplimize your initiatives and ultimately your operations. Our
value is delivering customized, flexible solutions needed to meet defined
customer requirements. It is important to note that our solutions are built for
customer specific needs today, yet flexible enough to modify as goals and
objectives change. In shori, our solutions are designed specifically to help you
power the next generation of technology solutions and services.

CBTS has long-standing relationships with its customers primarity due to its efforts
in understanding their technology needs and delivery of quality technology
solutions, as well as flexible delivery and support options. With Over 700 highly
qualified engineers and all advanced industry certifications, we take a
consultative approach to our customers and their businesses. We operate by a
custom-built, ITiL-based design, build, run methodology. Qur practice, our
customer relationships, and the rapid pace of change in the communications
and IT industry have informed our way of business.

CBTS has a culture of innovation, of agility, of continuous leaming. Qurs is an
entrepreneurial environment, promoting creativity and a climate that cultivates
new ideas. CBTS' commitment to customers fo providing flexible, tailored
solutions breeds flexibiiity in our employees and the organization.

As a responsible corporate citizen, we are proud to have a culture of serving
individuals, families and organizations with unparalieled products, services and
experiences. Fundamental to this culture is our role fo make the local
communities a better place to live.

We recognize the importance of investing in the future of our community. Each
year, we contribute fo 125+ local nonprofit organizations and consistently rank
as one of the ared’s top donors to both the United Way and ArtsWave.

consult build transform support 13
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CBTS' Porifolio of Servicel

CBRTS provides a complete suite of end-to-end IT and communications solufions
that allow businesses and organizations to mitigate risk, improve operational
efficiencies, enable innovation, and reduce expenditures.

Whether your goal is to build a complex architecture, implement a dynamic
cloud strategy, deploy a unified communications solution, vtilize managed data
center services, or protect your data from unforeseen occurrences, CBTS is fully
equipped to meet your infrastructure and service needs.

To help achieve your business goals, CBTS has built a state-of-the-art platform of

technology assets, engineering talent, and strategic partnerships to deliver
world-class services. In addition to configuring and deploying cutting-edge

technology solutions, we also use the same platform to fuse the right security,
disaster recovery, and management portfolio around your environment. With

CBTS, you are assured that your mission critical data is up and running at all

fimes, protected, and compliant.

Cloud
YRR EK)

Cloud Consulting

= Assgement

= Design

= Migrotion

= Cperations

ocla Center

= loosfBoas/DRaas STaas
Managaed Services

= PukficfPavalafHyiad Cloude

1 Onepremises

Communications
'EERE NN

+ Unifies Communications

as d Service

« Network as a Service

+ Software Defined WAN {3D-WAN}
« Collaboralien

»  National and Infernational

Mehwvork Services

« On-bemand fatent Acquisition W
« Digila} Soiution Consulfing &

= Application Professicnal Services

Consulting Services
[N NN N N

Developmant

infrastructure
 FE NN N

+ Neiwork
= Sarver

+ Storage
+ Databaze
= Securtty
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End=-to-End Technology Partnership

Cansult Transfarm

For More Information
Company Overview: hitp://cbts.com

investor Resources: http://investor.cincinnatibell.com/annual-report

Annuadl Reponrr

The Cincinnati Bell Annual Reports available on our web site contain the audited
financial reports for the previous 20 years of the corporation (each Annual
Report also contains a financial overview of the previous 4 years).

The 2002-2017 Annual Reports are available for public inspection at:

hHp://investor.cincinnatibell.com/annual-report

The setacted financiz! data shoudd be read in conjunclion with the conslidated financial stat 4 amd “Mansgement ‘s 1% and Analysis
Einancizl Condition and Results of Cperations” ineluded in this document.
2017 g} A s Ings H i b

Uy rusiong Pt
Revenus $ 12883 1858 % L1678 3 L1613 5 10734
{inat n€zervioss and prodyots, seltting. general and admmnsdrahve,
Jepsoeaian S senTiinasiin ige e 13582 INTEE X6 L] ATYH
i waate s b () 434 130 5.3 51 560
W 5 o ha 3 s g 12840 VHF | 398
Interenl euipesie $e2 "y 03 145 5% 1754
Loss on eximgahmen: of deht, net 12 1.0 203 194 0.6
Laoss from CyrusOne mvestment (c) - —_ el | T .2
i om siabe of CynuwOne investment (BN 357413 Ry e ey —

tious) fium continuing opentions B HO RS 2903 172 64.9)
1 (pas) Soin disgoutinued spemons, aei oF tax —_ 03 624 WA 102
Netincome (hoss) a5 2. 3537 756 34.7)
Bavic eamings (loes) per hats, fom codtinuing operati L LE I 217 % ane 3 257 § 4831
Hesic comings (loss) per share fiom discontinued o

s — % 117 1z f [RRCI 0.2

Basir camspgs (4sal T gOmmon share
4 939 5 ol T B (N LT | tse % {1.5%)
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RFP SECTION 4.2: PROJECT GOALS AND MANDATORY
REQUIREMENTS

4 2. Project Goals and Mandatory Requirements: The State of West Virginia is seeking to establish a
contract with a Vendor for the management of the State's curreni Legacy Environment and to
migrate its L.egacy Environment to a Hosted VoIP Solution, including Contact Center Services
Vendor should describe 1ts approach and methodology to providing the setvice or solving the
problem described by meeting the goals/objectives identified below. Vendor's response should
include any information about how the proposed approach 1s superior ot inferior to other

possible approaches as well as identify areas where the proposed solution exceeds the project
expectations.

42.1, Goals and Objectives - The project goals and objectives are listed below

4211 Voice Services

CBTS acknowledges.

4211 1 Managed Voice Services - Support of State's Legacy IP Environment

4721111 The State's goal 1s to contiact with a single Vendor for all application, hardware, and MACD
management, maintenance, and support of its current 1P Telephony platforms (as described in Appendix_
A), with the goal of the Vendor migrating the State's current IP telephony infrastructure, excluding network.
infrastructure, to a unified, hosted IP platform within 24 sonths The State further desires an economical
monthly per phone cost for these support services As such. The State is proposing the following division
of duties for the support of 1ts Legacy IP Environment:

Vendor Dubies

1. Create an operational plan of the State's Legacy IP Environment for the State's review and approval

2. Daily tnanagement, operational support, and ongoing maintenance of the State's current telephony
environment, as outlined in Appendix A

3. MACD changes to the State's cutrent telephony infrastructure

4. Replacement of failed parts where feasible, outdated telephony equipment, or other telephony
components. If the Vendor 15 unable to furnish parts or replace equipment, the State expects the Vendor to
migtate that site to the Vendor's Hosted VolP platform

5. Set-up mutually agreed upon standing meetings with the State to address concerns, changes. service
interruptions, and project progress

6 The Vendor should alert the State points of contact after being notified of any service mterruptions, 1n
writing, that exceed sixty (60) munutes. The Vendor should provide updates fo the State every sixty (60)
minutes thereafter until the issue is resolved

7 The Vendor should have a 24x7x365 operations center that includes Tiet 1 support to 1eceive trouble
tickets and onsite operational support for critical farlures

State Duties

1, Management of State's LAN/W AN Network Infrastructure

2. Ordering, disconnecting, and billing services

Compliant

421112 The State desires the Vendor provide the State with 1ts proposed Operations Plan within 30
calendar days of contract effective date, outlimng 1ts plan for managing, supporting, and maintaining the
State's curtent IP telephony infrastructure

The Vendor's Operations Plan should include a strategy for assuming its duties, as outlined above. Please
describe your company's experience and strategy in developing operations plans for supporting legacy
environments

4211 1.3 The State desires that the State and Vendor finalize and agree upon an Operations Plan within
60 calendar days of contract effective date for the management, support. and maintenance of the State's
current telephony infrastructure. Please describe your company's abality to deliver the finalized Operations

consult build transform support 16
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Plan to the State within 60 calendar days of contract effective date with scheduliny the appropr 1ate
meetings, making changes after State input, and meeting deadlines

421114 The State desires the Vendor to be fully managing its Legacy Environment within 90 calendar
days of contract effective date and until all sites wishing to adopt these services have been migrated to a
Hosted VoIP solution Please describe your company’s experience in providing support of a Legacy
Environment, its experience in taking over existing infrastructure, and provide a plan showing how this
goal can be met

Compliant with 4.2.1.1.1.2, 4.2.1.1.1.3 ond 4.2.1.1.1.4.

CBTS is uniquely qualified to successfully walk-in and take over the current
operations for the State of West Virginia. While CBTS is a leader in Unified
Communications as a Service [UCaas$) with our Hosted Enterprise UC service,
CBTS has been providing on-premises Cisco voice implementations and
managed Cisco voice solutions since 1999. Please see the following timeline for
CBTS’ 145+ year history providing felecommunication services:

I 3 5
\ B ("J
E e SRV w 'élllslélclil ¥ proadsoft

.‘ {...
£ om R s 8
»
D
—
¥

AVAYA UCaa$s % broadsoft o ills- ) g- AVAYA

B Tl

(1QumEoe
LRSS ’_:!NS

Betieu s00M08 im0, DR 0T

1
'::!lls.clc'}' @ 0 braadsoft

1873 Officially Incorporated, 15t company in Cincinnati to connect homes and
businesses '

1876 Alexander Graham Bell placed the 15t phone call
1874-1983, continued to connect homes and businesses

1983 Became an Avaya Business Partner

1992 15t company in nation to deploy SONET ring technology
1994 15t company in the nation to deploy metro Ethernet services
1997 15t company to install ADSL in North America

1999 Became a Cisco Partner

2000 Started offering UCaas {before it was calied UCaas)

2002 One of the 15t IP Telephony adopters

2002 Avaya Business Partner of the Year
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2002 Hosted Cisco UC for KCTCS (now 8K+ UC endpoints)

2006 CBTS became a Broadsoft Pariner

2007 Avaya Business Partner of the Year

2008 Launched virtual data center

2010 Hosted Cisco UC for General Electric (now 60K+ UC endpoints)

2012 Avaya Business Partner of the Year

2012 Hosted Cisco UC for the State of Ohio {now 52K+ UC endpoints)

2013 Successful spinoff of CyrusOne data center business

2016 Hosted Cisco UC for the State of Indiana (now 11K+ UC endpoints)

2015 Cisco's SLED Transformational Partner of the Year

2015 Hosted Avaya for Commonweaith of Kentucky (now 22K+ UC endpoints)
2014 Cisco's Architectural Excellence for Collaboration Award

2014 National Association of State CIOs {NACIO) -
Best Communications Solution at State Level CI 20 MOST PROMISING

2017 Avaya Business Partner of the Year U N”:l ED %

2017 Named 20 Most Promising Unified COMMUNICATIONS
Communications Solution Providers by CIO Levieyy SOLUTION PROVIDERS -2017
Review
For more info: hito://unified-communications.cioreview.com/vendor/2017/cbis

2017 Acquired SunTel located in Michigan and OnX a $600 million dollar VAR in
the Northeast & Canada

2018 Acquisition of Hawaiian Telcom which will provide access to additiondl
fiber assets, including Trans-Asia underwater fiber run

2018 Named as a Notable UCaa$ Vendor in October 2018 Gartner Magic
Quadrant for Unified Communications as a Service Worldwide report

Ul e
' NP\O:: Caga!ﬂe HCS Pariner Broadsoft
qArt:\eer?ig; : in World Pariner in World

consult build transform support 18



cbt§

o P a cbis company

Service Management
ITIL-based Service Managemeni
24xTx365 Monitoring [ Staffed ENOC
24%7%365 Incident Management (break/fix)
Service Request Management (MACD)
Problem Management
Root Cause Analysis
SLOs with SLAS
Self-Service Admin Porial

) woe= APAA B
1 COMPL] ANCE aredlll Standardization

Heallh Irsurance Portabe.ly
anct Accousiablity Acl

As one of Cisco’s top partners with over 700 certified engineers, CBTS has the
resources and history in felecommunications o successfuily manage the State’s
current solutions while transitioning to a single hosted solution. CBTS will assign @
Project Manager (PM) who is responsible for managing and overseeing all the
design and build service implementation activities. Below is a high-level plan:

« Conduct project meetings with CBTS and Customer to develop plans to
assume management of current solutions. (First 30 days)

« Finalize plans to have CBTS assume management (30-60 days)

« CBTS to start assuming management responsibilities {60-70 days)

. CBTS assumes full responsibilities of current solution {90 days)

Please note: CBTS has included the cost to manage the environment on the
Cost Sheet based on the data the State provided. What was excluded from the
State’s provided content and what will be discussed more during the discovery
process will be the additional hardware such as voice gateways, analog voice
gateways and any additional hardware that extends the data provided by the
State.
4721.1.15 It is the State's desire thai the awarded Vendor of this contract will establish a local suppott
system to continue support and maintenance of the State's Legacy IP systems. Please describe your
company's ability to provide matntenance and support of the State's Legacy Environment.
Compliant - CBTS will establish local presence for the State in addition to
leveraging company-wide resources regardless of geography. CBTS maintains a
substantial managed services group who will be responsible for day to day
management of the State’s Legacy Environment in addition to the local
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presence. CBTS has a long history of providing the same and/or similar
migrations services from managed fo hosted. CBTS has done this for Customers
such as the Commonwedilth of Kentucky and we are currently in the process of
doing this for University of Louisville. If afforded the opportunity to present to the
State, CBTS will provide additional detail.

421 1.1.6 The State desires all application, hardware, and MACD support for the State's current telephony
infrastructure will be entered via the Vendor's self-service web portal and/or a Vendor-provided toll-free
number within 90 calendar days from contract effective date. If the Vendor determines that an 1ssu¢ or
problem falls within the State's purview, the Vendor should notify the State's points of contact in writing
within one hour of reaching ths determination Please describe your company's support offerings or its
ability/plan to accomplish this

Compliant - CBTS will provide a Service Management Portal for the State to
access as well as an 800#. If CBTS determines that an issue or problem falls within
the State’s purview, CBTS will nofify the State's points of contact in writing via
updating the CBTS ticket within an hour after reaching this determination. CBTS
handles this workflow within our Service Management Portal.

42112 Transition from the State's Legacy IP Environment to the Vendor's Hosted Solution

42112 1 The State desires all sites listed in Appendix_A be migrated to a Hosted VoIP solution within
730 calendar days from contract effective date The State reserves the right to repriontize this list as
necessary. Please describe your company's plan to accomplish these mugrations.

Compliant - The CBTS PM will be responsible for managing efforts to migrate all
State sites from the State's Legacy Environment to the CBTS Hosted Enterprise UC
service as specified in 4.2.1.1.2.2. The CBTS PM will be responsible for creating a
detailed plan with the schedule to successfully migrafe all sites within the first
two (2) years.

42.1.122 The Vendor should include site preparation and coordination services to implement a turn-key
solution at various State locations, mncluding simultancous deployments to the Vendor's hosted solution

. These services should be provided by Vendor personnel knowledgeable in both the Vendor's solution and
legacy public switched telephone services. The State desires the Vendor perform site assessment and
readiness work for the implementation of its hosted soluaon, at no additional cost, including a proposed
division of duties (Vendor, State), which results in a Statement of Work for each site, as follows:
VENDOR duties
« Gather site's end-user data in oider to get site 1eady for Vendor's hosted solution,
» Provide list of equipment/specifications needed fot site readmess, including cabling infrastructure
requirements,
« Conduct review to move, at a minimum, existing telephony system to new environment,
« Provide the State with necessary ordering information for TCRs,
« The State owns all data gathered under the scope of the contract and is able to obtain copies of all
configuration files gathered as part of this contract The Vendor should update, mamntain the data
reposttory in a manner negotiated with the State upon award, and provide information upon request inan
Excel ot csv format;
- Configure, tag, label, and drop-ship phones to site, STATE duties.
» Confirm site readiness,
» Coordinate between the Agency, Vendor, and other applicable parties,
« Purchase, configure. update and refresh network hardware;
« Prepare, process, and submit TCR to Vendor bascd on information provided,
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« Place physical phones

The Vendor should describe its solution's capability to meet or exceed cach of these objectives
Compliant - CBTS will establish connectivity to the Customer's network
environment and provision Customer's users on the CBTS Hosted Enterprise UC
service based upon the orders from the Customer per the profile definitions in
this SOW. The service implementation project will be managed by a CBTS
project manager (PM) in collaboration with a Customer's single point of contact
(CSPOC). Additionally, CSPOC will be responsible for identifying internal
Customer resources to assist in the implementation process. These responsibilities
include, but are not limited to, the items listed in the Service Implenetation Roles
and Responsibilties section.

Note: the phases are not sequential and for cases where an implementation
consists of multiple cutovers the build and run phases will be active at the same
time.

The project will fake place generally in three (3) phases as depicted below.
Kicrkoff >
> Design/Build/Test >> Deploy/Cutover|s) >> Run >

4 =

T S

Nate: Number of port events and timing customer's context and telephony porting constraints
I Activities oceurring once per implamentation project
Agtivities occurring once per port/migration group

The project follows the diagram above and the specific service implementation
timeline will depend on a number of factors including but not limited fo:

» Customer's existing telephone numbers and desire fo retain or get new
telephone numbers [l.e.. if Cenirex, number of accounts/billing telephone
numbers, or other related factors)

» Grouping of users into [one or more] migration groups so there is
alignment with Customer's business objectives

« Status of environmental factors such as Customer network and facilities
{E.g.. number of ports available at end user locations), Customer’s
resource avdailability

Nofe:l’rhe above project is predicated on the completion of the Customer
network and facilities readiness projects {if applicable).
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Service implementation roles and responsibilities will be outlined in our SOW.

4.2 1.1.3 Hosted Voice Services

The State's goal is to obtain a reliable, customizable, and scalable UCaa$ solution providing hosted voice-
over-IP (VOIP) services for an estimated 10,000 state employees located at various sites throughout the
State. The State desires these services be provided at no additional cost, except where noted n this section
To that end

4211 3.1 The Vendor's sohition should offer four voice packages. These packages should include: A
Basic Package with at least Ad Hoc Confetencing, Call Forwarding, Call History, Call Hold, Call Waiting,
Caller ID, and Do Not Disturb; an Enhanced Package including at least all features in the Basic package
plus Voice Mail (including Immediate Divert to Voicemail and Message Waiting Indicator); a Premium
Package including at least all of the features in the Enhanced Package plus Extension Moblity, and an
Analog line option. All packages should be available with high and standard security options. Equipment
for the analog line package will not be 1required for this contract

Please describe your Company's offerings

Compliant with providing the features and functionality as described in
4.2.1.1.3.1.

CBTS offers two simple HEUC Profiles that provide easy alignment with the four
voice packages that the State has documented as noted in the following table:

State Required Voice Packages

Basic
Enhanced ﬂ>
- v User Profile
Premium |

All features and functionality that the State listed in 4.2.1.1.3.1 align with the CBTS
HEUC Profiles as noted in the following table:

CBTS HEUC User Profile CBTS HEUC Common Space Praofile
(Premium & Enhanced) | (Basic & Analog)
Ad Hoc Conferencing Ad Hoc Conferencing
Call Forwarding Call Forwaording
Call History Cadll History
Call Hold Cdll Hold
Call Waiting Cail Waiting
Cailer ID Caller iD
Do not Disturb Do not Disturb
Voicemail
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Divert to VM

Message Waiting Indicator

Extension Mobility

Below is an overview of additional features and functionaility included with the
CBTS HEUC Profiles.

User Profile Commen Space

Features (Premium & Profile
Enhanced) (Basic.&Analog) |

Advanced Managed Services and Support
365x24x7

>
>

Call Control
Caller ID
Local and LD

Direct-inward-Dial {DID)

E911

Call Detail Reporting

Instant Messaging and Presence (Jabber)

Extension Mobility

O - O - O B B I

Mass Notifications

Person-2-person Videe Calls

Single Number Reach

Voicemail

Unified Messaging

Deslctop IP Phone

Personazt Videc Endpeint

Desktop Softphone {Jabbker)

g
(=5
=
8
=
&

Tablet Softphone - Android/iPad (Jabber)

b= -~ - - - A B S B [ o O [ G O [ - o

Smartphone Client - Android {{abber}
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Smartphone Client - iPhone {Jabber) X
Analog Endpoint X
Cisco |P Phone
Supported Devices Cisco IP Phones
OR Analog Endpoint
Devices Per Profile 10 1

The State noted that the equipment for the analog line package will not be
required for this coniract. Please note, CBTS assumes that the State will provide,
purchased or use the CBTS Customer Premise Equipment as a Service {CPEaas)
for the necessary Analog Voice Gateway and/or Analog Telephone Adapters.
Customer owned and/or purchased Analog Voice Gateways will require a
management fee to be utilized within the CBTS Hosted Enterprise UC service and
for CBTS to managed the device.

USF can fluctuate and is based on federal regulations. CBTS cannot provide this
as a static cost. The Cost Sheet did not allow us to enter or represent this
accurately so CBTS left this blank. While there will be a cost fo the State, CBTS
has worked diligently with and on behalf of other state entities to assure fhat
they are only paying the applicable USF required by aw.

421.13 2 The State desires s1x handset options for use under this contract: a 2-line phone, a 6-line phone
with sidecar capabilities, a conference phone, a softphone, a wireless phone, and an ADA-compliant
hardware option. The State further desires a leasing option for all handsets on this conitact. by which the
State will pay a monthly lease price to be added to the price of the monthly voice package In the event that
a phone 15 broken ot stops functioning, the State desires the Vendor replace that phone, at no additional -
cost. Additionally. the State desires that the Vendor refresh equipment mn-line with the Original Equipment
Manufacturer's refresh program, at no additional cost. At the end of the contract, the State will own alt of
the phones. Please desctibe your company's leasing options, refresh programs, and ability to meet this goal

Compliant - CBTS is aligning current Cisco handsets fo meet the State's
requirements. All phones need an associated Hosted Voice Services Package or
what CBTS refers to as an HEUC Profile.

State Requirement 'Cisco Aligned Handset
Cisco 7821
2-line phone
6-line phone with side car capabilities Cisco 8851
Conference phone Cisco 7832
Sofiphone Cisco Softphone
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Wireless phone Cisco 8821

ADA-compliant phone Cisco 8811

During the initial term of the contract, in the event that a phone is broken or
stops functioning, CBTS will replace the phone with the same or like model at no
additional cost. At the end of the term, CBTS agrees that the state will own the

phones.

Below are cunrent Cisco IP Phones and Cisco Video Endpoints that are available
if the State would like to consider additional available models. Pricing for
additional models can be provided at the State's request.

Cisco IP Phone Matrix

Public Space & Information Users

s EE e e

T T T T T T N Y VO ST T N
Dispacry Suze 328 35 33 33 24 3P
Display Type Mono Baciit Mono Backlit Mone Baeklif rdone Baeklit Mone Coior
Programvable Bulions U] 2 ' 4
Integrated Switcl: 10409 19/100 1G/100/1000 10100 107102 104100
Full Duple~ Speakerchong v v ”
Heanzet Support R RS9

Bluatooti: & WiFi Capability

720p HD Video
Ontiona! Wail-tnount Kit - o
Opticnal Expansion Moduie = DECT Microphonas
User Type Public Spaice pubhcSpuce  Inforualion Worke:  leformaton Workar Moddie/ Small Macium fo Laige
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Cisco IP Phone Matrix

Knowledge & Executive Users

o b e
Disolay S 5 & 5
Display Type Color olor Lo, Colar
Frogramm-akle Bujisne 5 4 5 Z 5 5
hiegrated Swiich 10/1005000 10/100/1020 )/ 1001000 10/ 15010k 10/100/14C0
Fult Dupder 3peakerphons * ¥ " . . v
Headse! Suppart RI-¥ 1.9, USB, BT Rf-¥, USB. BT a7 RS BT P9, USB BT
Bleiooin & Wi Tooalilry ] o= oe s as
HC video 720p 730p
Qpbonat Wan-mount K v ’ v »
Optlora! Bxpansion Medule - kv [up e ) Xeviupio d) HMulti-Tharger Key {up o 3}
User Type Knowiedga Enowledg v anowladge Knowladge Expculive Execitive

Cisco Video Endpoint Matrix

Desk & Room Systems
- -—
. [

[ realie | pwm [ bxeo | SporkBosmKi RoomiKils
25

ot included Noi Ineluded! 55" eF

Displety Size 14
Disploy Type 'f;pfo:ﬁ:;{; :f;? T?:;j;oo.hﬁ;:ﬂ :;S'}} Mot includad Not included o
HD Vicao HOBOR 10808 1680p 1080 +0d00
Camera 1089 v/ Inshant Focus  INE0p w/ Instant Focus 5K Ultra HD 5K Uitra HD K
Infegroied Svatch 10/100/1(00 10,71C9/ 1000
Headset Suppbrt UsB, BT USB, BT '
Bluetcath & Wich Capabiiih: 8= 07
Nurnber of Participants i 12 Uplo? Jptold Upto ™
Callabraien Endpant Dl Desi Raarm Sysfem Boom Systerm Room System
User Type Power & Execuilve Powaer & Exacylive Coniarsnce Room Conference Room Confarenca Room

4.2 1.1.3 3 The State utilizes Cisco SRST and local voice services in case of data network failure. At the
mitial deployment of the site to the Vendor's hosted solution, if requested, the Vendor should work with an
Agency to implement call control and PSTN connectivity, in case the data natwork fails at a State location
This should include the provisioning of at least one local phone lme for 911 calling- The Vendor should
include the provisionmng of one failover line 1n the cost of 1ts monthly package If the site requests more
than one failover line, the State understands there may be additional charges for that work.

Please describe your solution's ability to meet this goal and any addittonal costs

Compliant — CBTS can provide local failover and/or survivability services, if
requested by Agency. If the Agency did not opt for any optional survivability
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services, CBTS can re-route numbers in the event the Customer's WAN and/or
the CBTS Hosted Enterprise UC service becomes inaccessible.

Optional survivability services available:

e SD-Survivability
« CPE to support SRST and local PSTN
o Small = <100 users , Medium = 100-749 users and Large = 750-2000
users
» CPE to support a local subscriber/registration
o CPE to support local PSTN

Hardware for the above optional services can be provided as CPEaas, can be
purchased from CBTS or can be provided by the Customer. Please note, any
purchases or provided hardware that will be utilized within the CBTS Hosted
Enterprise UC service will require a one-fime implementation as well as a
management fee. While CBTS is providing centralized SIP trunking for the PSTN,
CBTS is not providing any PSTN for local site survivability. The State would be
required to provide any local PSTN for survivability which CBTS will provision
based on the optional survivability services available.

4.2.1.1.3.4 The Vendor's solution should support station-to-station calling that remains "on-net" (on the

State's private data network) at no additional cost. Please describe youw solution's ability to meet this goal.
Compliant - Station to Station calling is fully supported and is a standard function
of CBTS Hosted Enterprise UC.

42 1135 The Vendor's solution should provide at least two PSTN connections via SIP Trunks over secure

private connections enginecred for voice quality of service These PSTN connections should adhere to the

industry standard of 150 ms lateney or better, and jitter of 40 ms or better.

Please describe your network engmeering architectute and your practices to continuously achicve these

standards.
Compliant - CBTS Hosted Enterprise UC is built across multiple Tier 3 Data Centers
creating a core that provides 99.999% (5 9's) uptime. PSTN access is maintained
across CBTS data centers allowing for full committed access in the event one of
the CBTS data centers becomes unavailable.

42 1.13 6 The Vendor's solution should provide a MPLS neiwork connection to Verizon's MPLS coie to

reduce and/or eliminate the backhaul of traffic io the State's core network The State hag provided a column

on the Attachment A Cost Sheet for both one-time mstallation costs and for monthly recurring costs for

these commections. Please describe your ability to meet this goal
Compliant — CBTS can provide cloud access via MPLS connectivity fo the
following addresses af the State:

o 3708 Sutton Lane, Sutton, WV 26601
« 1900 Kanawha Blvd., Charleston, WV 25305
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CRTS offers 100Mbps, 200Mbps, 300Mbps, 500Mbps and 1Gbps. The pricing on
the Cost Sheet for 400Mbps is based on the 500Mbps pricing and the pricing for
600Mbps, 700Mbps, 800Mbps and 900Mbps is based on the 1Gbps pricing.
Pricing did vary to the above addresses at the State so CBTS provided the higher
pricing for the associated connectivity. CBTS does not require any one-time
costs associate to cloud access via CBTS provided MPLS circuits. CBTS will
provide a MPLS router at each location that would exchange routes with the
State's WAN.

However, alternatively, and likely a better solution to meet the State’s
requirements, CBTS can provide cloud access connectivity via NNi [network to
network interconnection) within the CBTS data centers Meet-Me Room (MMR)
enabling the State to extend their existing MPLS connections to the Hosted
Enterprise UC platform. While CBTS does have a monthly cost associated to this,
it is much more cost effective than specified on the Cost Sheet as requested by
the State. The State's provider already has presence in the CBTS data centers.
This assumes the carrier drops any required gear info their own cabinet or the
carrier meet-me room, and provides a cross-connect o the CBTS Hosted
Enterprise UC cabinets.

4.2113. 7 As an option for small sites with non-private network handoffs, the State desires a solution

utilizing public networking with the ability to securely transmit sensitive data. Please describe any offerings

to support this goal
Compliant - At no additional cost, CBTS can provide small sites with twenty {20)
users or less with CBTS Hosted Enterprise UC over the infernet to support this goal.
This enables phones to connect directly over the internet. All traffic between the
CBTS Hosted Enterprise UC firewalls and an “over the internet” connected
phone is encrypied via TLS and sRTP. Plecse see “Mobile / Remote User” on the
diagram below.

CBTS does have additional opfions that can also support this godi by utilizing a

CBTS provided SD-WAN edge appliance at the site that can provide service to

more than twenty (20) users. The edge appliance automatically creates a 256-
bit AES encrypted VPN to a corresponding device in the CBTS Hosted Enterprise
UC environment, providing a secure connection.

This method provides 256-bit AES encrypted traffic directly back to the CBTS
Hosted Enterprise UC service and can also ufilize multiple internet connections to
add additional survivability and resiliency.

The edgé appliances monitor voice traffic for packet loss, delay, and jitter.
when problems are detected, the SDWAN appliances use an industry-unique
technique of remediation using packet-duplication. The web-based
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orchestrator provides visibility in to the quality of the traffic. CBTS monitors and
manages the connection between edges 24x7x365 and provides a managed
service for the appliances. Please see “Remote Locations with CBTS SD-WAN" on
the diagram below.

CRBTS is a differentiator when if comes to how Customers can connect to our
service and our methodology around traditional and innovative survivability
options.

Hosted Enterprise UC : — — e
UCaas Survivability Options 'r,z P o 3= —
I.l' ¢ n —_— _":._.\:_H
| \ .
., \ UCaas | | /
\ R i W |
k=, \ # / S \ :
SDWAN | o) ] 18t B — et E_i
- -, = . ;
! I'I Pt _wrLg.
/ k e o Nt If @ Mg | Sumote: ser I @ € ool Agort, cusoma . wid L
! ! | ) e b e e raen
i Remote Locations | Remote Locations
with CBTS SDWAN Witk SRET
[ ) | - Pm'/
Customer Network

Produckan VOIP over WAN /

Maregad CHTS MIBSH 3 Marsged CBTE MALS Router Maruged CATS MPLS Roular
Location i Customer Customer .
with CETS SOWAN BC1 DC2 Critical Site
= Rainaadl - BN . BN
_ I j -5 B

Atfachment_A Cost Sheet will not appropriately allow us to proviae pricing for
this optional service as it is not priced out per individual users, it is priced per site.
This service is aggressively priced and can also be used as an alternative to
tradifional survivability. Utilizing SD-Survivability (SD-WAN) is much more cost
effective than a router with SRST licenses and local PSTN access.
4721138 The Vendor's solution should include Caller ID services (inbound traffic) and custom number
and naming {outbound traffic) that State Agencies may utilize to custormze their displayed information.
The Vendor should provide this capability at no additional cost Please describe your solution's ability to
provide these services
Compliant - Caller ID is included in the service at no additional cost and is
presented as long as it is provided with the inbound call. CBTS can provide
custom number and naming for outbound calls. Typically our Customers send
the sife's main number, a call center number or the callers DID on outbound
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calls. This is customizable and CBTS is confident that we can meet the State’s
requirements.
42 1.1.3.9 The Vendor's solution should include unlimited local and nationwide calling at no additional
charge Please describe your no cost offerings
Compliant - Each primary profile includes unlimited local and nationwide
cdiling.
42.1.13.10 The Vendor's solution should provide mternational calling. The State understands fees may be
associated with international calling. The Vendor should provide its per minute mnternational calling rates
for Mexico, Canada, and Jamaica in the Attachment_A Cost Sheet.
These will be used as patt of the cost evaluation. The Vendor should also attach an appendix of its
international calling rates for all countries. This appendix will be used to establish the mternational calling
rates pet country in the awarded contract and will be required prior to award Please describe your
solution's international calling offerings.
Compliant - International rates are not included in the cost of the service. CBTS
has included per minute calling rates for Mexico, Canada, and Jamaica in the
Attachment_A Cost Sheet as requested.

Please refer to the Universal V prices as defined on the Cincinnati Bell website.
These are updated to stay current:

https://www.cincinnatibell.com/Customer support/product_support/long dista
ncefinternational_long distance rates/

42.1.13 11 The Vendor's solution should provide comprehensive site coverage to meet the State's local

and long-distance IP-based calling requirements Please describe your coverage, as well as how you plan to

meet the Siate's coverage necds.
Compliant - Cincinnati Bell Telephone Company LLC provides traditiondl, ILEC,
local telecommunications products and services and broadband internet
access in the Cincinnai, Ohio metropolitan area, including portions of Ohio,
Kentucky and Indiana and covering more than 2,400 square miles. Cincinnati
Bell Extended Teritories LLC provides CLEC services in paris of Ohio and video
services in parts of Ohio, Kentucky and Indiana.

CBTS Technotogy Solutions LLC is certified to provide CLEC and long distance
services in Canada and 48 states to provide comprehensive PSTN access for the
platform to ensure access when needed. The platform provides access for dll
local, LD and Interationally calls required by State personnel.

Additionally, in July of 2018, Cincinnati Bell acquired Hawaiian Telecom which is
the ILEC serving the state of Hawaii.

47113 12 The Vendor's solution should provide load balancing for all traffic m-bound from the PSTN.
Please describe your solution's ability to meet this goal.
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Compliant - CBTS provides PSTN access in both datacenters, providing load
balancing during nomal operations and 100% resiliency during any periods and
outage might occur.
4.2.1.13.13 The Vendor's solution should ensure 911 call delivery to the appropriate local PSAPS
Additionally, the State desites support for Private Switch/ Automatic Location Identification (PS/ALI)
services for 911 calls. Please describe your process for ensuring the accuracy of 911 call delivery, as well
as the process to support PS/ ALL
Compliant - CBTS provides Enhanced 911 features and functionality with our
service at no additional cost.

Without Enhanced 911

—

o ﬂ-—_“--h-

With Enhanced 911 _

+ Redl-time location fracking database

« Automatically route calls to PSAP with full —a |
detail of caller's location

+ Automatically nofify securll’r\./ personnel “*“Em’ Searig et
when an emergency call is in progress ' |
providing caller's information ll%

« Autcematically conference in and mute oy

. LERE Y i
security personnel when an emergency o

caliis in progress
« Security may barge in if necessary -

» Emergency personnel will find the caller 14 Pl Safty
much more quickly
» Requires no administrative support for moving phones from one location
to another
« 911 calls automatically recorded
= Remote Users / Softphone Support
o Redi-time self-provisioning of address
o Address validation/correction
o Custom disclaimer can prompt users
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o Remembers previous locations and does not prevent use of the
softphone

i vour current location is

hiome 18187 Cleas Broek Ci, Boca Raten, FL 33458

42113 14 The Vendor's solution should support the following industry standard protocols: G.711

(uncompressed), G729 {compression), and T 38 (fax) Please describe the protocols supported by your

solution
Compliant with the following exception. While CRBTS does support G.711, G.729
and T.38 on the platform, CBTS does not typically implement G.729 with our
hosted offering because it would require Customer premises routers to
transcode G.729 to G.711. While G.729 is technically supported on the platform,
additional discovery and requirements would need to be gathered to
determine associated costs. CBTS would like to discuss this in more detail with
the State.

472.113.15 The Vendor's solution should have the abihty to scale the number of simultaneous concurrent

calls on a monthly and/or seasonal basis at the State's request. Please describe your solution's ability and
your process to accornplish this, including division of duties

Compliont - CBTS is the CLEC for the PSTN access and can adjust based on
seasonal requirements. CBTS does monitor the concurrent caills and will notify
the State if capacity is a concem based on the included concurrency.

During the discovery process CBTS and the State can review the State’s
seasonal requirements in more detail. CBTS prefers fo design and plan for the
projected concurrency during service implementation to alleviate any
additional requirements for the Customer to notify CBTS, or for CBTS to provision
addifional concurrency. We find this methodology eliminates the possibility of
human error. Of course, if an unforeseen and rapid incline in call volume occurs,
CBTS can adjust accordingly.

In addition, one of the advantages of our OpEx medel is that you can furn up
additional profiles when needed and then turn them back down as long as the
minimum commit rate is met. This allows the customer to add/remove seasondal
help with determine fixed costs.
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Please note: CBTS includes the cost of call paths associated to the CBTS HEUC
Profiles at no additional charge. Because there will be no additional cost to the
State, CBTS left those section on the Cost Sheet at $0.00.
4711 3.16 The Vendor's solution should include mteroperability with the followmg: 1Pv4 addressing
(RFC 791 ), REC 1918 for puvate IP addressing, and suppoit SIP over TCP o1 UDP Carriter grade NAT
(RFC 6598), link-local IP addresses (RFC 3927), and Multicast addresses (RFC 31 71) will not be
accepted. Please describe your solution's interoperabulity to accornplish this goal
Compliant - Unlike many of our competitors, CBTS does hot provide a singie
platform with Customers sharing applications within the platform. CBTS provides
a virtual dedicated network utilizing virtual routing and forwarding with
applications built out with Customer provided IP space.

CRBTS will request reservation of a /21 or four {4) /24s within the State's RFC 1918
private IP space. CBTS will then build ail Hosted Enterprise UC applications across
the CBTS data centers using the State provided IP space. Hosted Enterprise UC is
a virtual dedicated instance extending the State's network.

st

TAPLS
Provider 1

MPLS
Fravider 2

!
Ashbum DC |

This is why we use the word enterprise in the name of our service, Hosted
Enterprise UC. This design provides the foundation for enterprise strong security,
enterprise compliancy, enterprise features and functionality and the ability fo
deliver enterprise integrations such as Active Directory and 3 party systems and
applications.

CBTS utilizes paging gateways and paging server appliances to avoid requiring
multicast over the WAN.
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42.1.1.3.17 The Vendor's solution should provide the following quality and reliabihity standards: QoS
tagging IEEE 802.1 Q~201 1, not rewriting, marking, or remarking any VLAN tags affixed to packets by
the State, without the State's expressed consent, at a mimmum, one Class of Service (COS) marking pet
Ethernet service. Please describe your solution's ability to meet this goal.
Compliant - Cisco IP phones use 802.1q tags, these .1q tags contain the Cos
value, fo mark voice traffic at layer 2. When it's forwarded upstream, the DSCP
value is frusted {on the uplink port} and unchanged, but the .1 tag {and with it
the CoS value) is stripped off by the upstream switch when received over the
trunk. DSCP is a Layer 3 marking. so it is not stipped off with the 802.1q tag
(containing Co$ information} when received by the upstream switch over the
.1q trunk. The upstream switch views the DSCP marking and maps it to a new
CoS value per its dscp-cos map, which it adds to the .1q tag it attaches to the
frame as it forwards it upstream to the next switch over the .1q trunk, and the
process is repeated until alayer 3 device is reached. There, the DSCP value will
be used to prioritize traffic properly over the routed network.

CBTS will provide network requirements documentation. In addition, a CBTS
engineer will work with the State Network Team to review current QoS policies
and make suggestions to ensure a successful implementation.
4.2 11 3.18 The State desires a Unified Messaging solution, therefore, the Vendor's solution should fully
integrate with Microsoft 0365, allowing users to Listen, forward, and delete voicemails from both 0365 and
the hosted environment Voicemails should be retamed in the solution for 15 days or longer In addition,
the Vendor's solution should be provisioned to fully integrate with the State's Active Directory and Active
Directory Federated Services Please describe your abilibies to meet these goals
Compliant - Hosted Enterprise UC utilizes Cisco Unity Connection for the
voicemail platform. Unified Messaging is our first opfion for delivery of voicemails.
Unified Messaging allows users fo listen, forward and delete voicemails from their
opproved 0365 accounts as well as from the desk phone or softphone client.
Unity Connection is compatible with 0365 natively as well as being able o
integrate with the State's AD services.

By default, voicemail messages are saved for up fo 125 days. After 120 days in

the mailbox, messages are moved to the deleted folder for 5 days before

permanently deleting. CBTS will work with the State fo create a retention policy

that matches their requirements.
4211319 Some State Agencies utilize paging and notification to the PC desktop, ovet-head paging, or
through-the-phone speaker paging. The Vendor's solution should include an option for providing,
maintaining, and supporting a paging solution, including any associated hardware, software, and hcenses,
and if requested by Agency, ot integrate with an existing or Agency-owned paging solution. The State
understands there may be fees associated with this offering. Please desciibe your offerings with respect to
these deployments.

Compliant - CBTS includes Informacast Fusion (a deskiop, mobile and phone

license) with every Hosted Enterprise UC profile at no additional charge. CBTS
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has a sirategic partnership with Singlewire to bundle Informacast Fusion with alll
of our profiles.

“CBTS has demonstrated bold industry leadership with this
partnership, declaring that safety is standard functionality for their
customers.”

-Pat Scheckel

Executive VP of Product
Management
Singlewire Software

Informacst Fusion allows triggering. and delivery, of noftifications to State
personnel by several methods.

Informacast Fusion — Mass Noiificafion & Paging

Event Driven Notification

« Emergency nofification to the entire organization or specific Sub Sefts
» Pre-planned and policy driven event response: Pre-recorded content ond
selected distribution.

s Alerts for:

O

o}
@]
@]
o}

General Paging for day o day use

« Live paging to phones, computers and

Building evacuations/lockdown
Active shooter warnings

Panic Button solutions

211 internal aierting

Severe weather

speakers
« Scheduler built in fo allow pre-recorded/scheduled paging

Examples of triggering and delivery options are shown below:
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Per the Answers to Questions-Addendum_2 provided by the State, the State is
familiar with and uses Informacast and paging gateways. While the State likely
uses Informacast Advanced, Informacast Fusion provides many improvements
to its predecessor. For example, while you can sfill use existing paging gateways
at sites to convert unicast to multicast, you can also leverage Informacast Fusion
Server appliances. These are form factor devices like the paging gateways but
provide high availability paging at a site during a WAN outage.

Highly Available @\)" — & B |

Distributed Activation

MPLS
Providar 1

SRR

ngt- | F|;=.-Zul'1_

MmeLs N
Provider 2

wymal

I_l
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Additional fees for hardware and/or services are required for:
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« Paging gateways {included on the Cost Sheet)
» Fusion Server appliances
+ Integration with IP speakers
« Integration with an existing analog paging systems via analog voice
gateways
4211320 The State desires an option for Agencies with high call volume and receptionist personnel that
will utilize an Operator Console for fast and efficient cail control The State understands there may be fees
associated with this offermg. Please describe your solution's Operator Console offerings.
Compliant - The Hosted Enterprise UC platform can provide operators and
receptionists call routing and distribution tools to deliver positive experiences 1o
your callers utilizing Attendant Console. This enables call distribution via desktop
application and provides tools such as address book and drag/drop transferring
of calls. Attendant Console is available in two categories:

1. Standard: Standard is a client side application that provides basic
attendant console function, which includes speed dial directory, busy
lomp fields, and Jabber integration.

2. Advanced: Advanced provides Active Directory integration and High
Availability.

Each is priced on a monthly basis. Standard is based on named user, and
advanced is based on concurrent users.

4211321 If requested by an Agency, the State desires the ability to mntegrate a third-party call recording

solution with the Vendor's hosted solution. Please describe your solution's ability to meet this goal
Compliant - CBTS can optionally integrate to an existing third-party recording
platform as long as it supports versions in the CBTS Hosted Enterprise UC cloud.
This is typically a SIP and CTl integration depending on the third-party call
recording solution. There is a one-time charge for setup and per concurrent call
path utilized for call recording.

While not included in the cost of a profile, CBTS does offers call recording per
user as a service as well.
4211322 The State desites that the Vendor use currently-owned State IP telephony handseis where the
handset is still supported on the Vendor's solution Please describe your company's ability to use the State's
curtent handsets and 1ts ability to meet this objective
Compliant - Any Cisco IP phones that have not reached End of Support by the
manufacturer OR still provide nafive registration and Hosted Enterprise uC
service functionality are supported on the Hosted Enterprise UC platform. While
CBTS can provide the State with a list of supported Cisco IP phones, at the fime
of our response fo this RFP, CBTS supports 7941/7961 and newer phones.

421.1 4 Hosted Contact Center Services
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421141 The State's goal is to obtain a rehable, customizable, and scalable solution to provide hosted
contact center services for an estimated twenty-five (25) mdrvidual contact center sites that works in
conjunction with the Vendor's proposed Hosted VoIP solution. Certain sites requue the capability to
transmit and/or store call recordings that may contain sensitive data (such as PHI or PII). For ease of
deployment and maintenance, the State prefers the contact center solution be web-based. The solution
should provide the following capabilities

« Ability for a simple, drag-and-drop, easy-to-understand interface fo cicate customized cafl routing and
role based queues that can be deployed to sites with nontechntcal adminmstration

« Should provide chat capabilities

« Should provide live data reporting

» If requested by an Agency, the solution should have the ability to interface with an Agency's database to
populate information based on data provided by the caller -

« If requested by an Agency, the solution should provide the flexibility for agents to use a public-switched
telephone-network (PSTN) phone to utilize the solution

« Should provide scalability for up to 800 agents and the ability to expand 1n the future

Please describe your solution and identify any areas n your solution that exceed the items requested above.

Compliant - The Hosted Contact Center solution provides options to address
mulfiple contact center functional areas such as:

Inbound voice - IVR solution including queueing capability, custom call
treatment, arbitrarily deep voice menus, custom voice prompts, and the
ability to process customer phone-keypad presses through duai-tone
multifrequency (DTMF} processing to make routing decisions or to present a
screen pop to the agent. Advanced IVR ports enable optional database
integration, and optionally, advanced functionality such as Automatic
Speech Recognition {ASR) and Text To Speech (TTS) are avdilable (advanced
options are avdilable ot additional cost). The system is capable of providing
call-routing behaviors based on conditional events, such as fime of day, day
of week, or holiday routing, as well as the ability to specify service levels,
move contacts between agent groups, and reprioritize contacts in the
queue based on predefined or dynamic business rules. Some self-service
capabilities are provided for call flow management such as customizable
business rules, fime-of-day and holiday settings, manual gueue closure and
calling number blacklisting.

Outbound campaign — direct preview, progressive, and predictive outbound
dialing, with agent-based blended inbound/outbound as well as outbound
IVR capabilities.

Agent email - Email enables contact centers to queue and route email
messages to skilled agents, helping balance email and call-handling
activities. Agent email is available with Exchange, Office 365, and Gmaiil.
Web chat - Web chat provides multisession chat capabilities for managing
customer interactions through publically-accessible websites. Voice and
chat operations can be blended with the ability fo choose whether to
allocate chat contacts while an agent is on a voice call, and conversely, for
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improved resource usage. Group chat enables an agent to bring in an
expert from another queue into the chat and optionally transfer the chat.
Post-chat surveys and reporting; download of chat transcript in HTML format

. Browser-based Historical and Real Time Reporting - Next-generation reporting
provides historical, Live Data, and dashboards with flexible presentation
options. Existing out-of-the-box reports allow viewing of historical and Live
Data reports. In addition, the ability to report on service levels, thresholds,
alerts, and short- and long-term views allows supervisors to create even more
comprehensive reports.

. Browser-based Agent and Supervisor Desktops with Agent Stafe Control, Call
Control, Phonebooks, Live Data and HTTP PUT/GET capabilities or custom
gadget APIs for integration with other applications. Offers an intuitive, easy-
to-use desktop design to help improve the performance and satisfaction of
customer care representatives, enabling quality customer service

« Remote Agent support - This feature provides flexibility for agents to use their
Public-Switched-Telephone-Network (PSTN) phone devices to accept,
transfer, conference, and disconnect calls, while the contact center platform
manages the agent interactions

« IP Phone Agent option for support of phone-based agents without a PC

CBTS has made the following assumptions fo develop the Initial Implementation
Services, One-Time Costs per site as identified on the Cost Sheet. Each site will
only require up to:

« (1) call flow, (1) dialed number, {1) queue, (1} team

« up fo [25) agents/supervisors

« No database dips or CTi/other systems infegrations

« No agent/supervisor desktop customization

« No custom historical reports

« Training as identfified in the CBTS response to 4.2.1.3.11

« Travel is limited to (1) onsite design session at the beginning and (1) onsite

cutover support at the end {bookends); 2 trips total per site

421142 Some of the State's call centers operate on a 24x7x365 basis, delivering critical services to the
-communities As such, the State prefers the Vendor's solution have inherent redundancy and survivability
charactetistics that will ensure munimal service disruptions, such as data centers geographically diverse
regions allowing for failover, equipment and power redundancies in those data centets, etc. Please describe
your solution's redundancy and its ability to meet and/or exceed this goal.

Compiiant - The Hosted Contact Center solution provides high-availability

redundancy via a multi-site multi-server cluster deployment, including support for

automatic failover of inbound voice ACD, IVR, and desktop services.

Additionally, configuration database replication and failover are supported, as
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well as load-balanced redundancy for historical reporting. The system
components are located in separate data centers, which in tumn are located in
geographically diverse regions and are equipped with connectivity,
environmental and power supply redundancy.

42 11473 The Vendor's solution should include enhanced features for Admunistrators, Supervisors, and

Agents to effectively meet the needs of their customers. As such, the solution should provide the followimg

capabilities

» Agent and Supervisor chent that provides Blended agents: Inbound and cutbound capabihty

« Ability to monitor critical performance metrics allowing managers to coach, train, and encourage agent

behavior

« Ability for Supetvisots to change an agent's status

« Ability for Supervisors to silently monitor inbound and outbound calls

« Ability to interrupt an agent's call to interact with both the caller and the agent

« Ability for Supervisors to remove an agent fiom a call

» Ability to change an agent's skill profile 1 real time

Please desctibe your sofution and identify any areas mn your solution that exceed the items requested above
Compliant - The Hosted Contact Center soiution supports all of the features and
functionality requested in this section. in addition to details provided in the
previous sections, CBTS is a leader in delivering contact center services,
especidlly to state government, CBTS hosts 2,500 agents for the State of Ohio
delivering contact center services to over 50 locations/Agencies including
Public Safety, Health and Family Services, Department of Transportation,

Department of Taxation, efc.

CBTS is certified on multiple platforms including Cisco Unified Contact Center
Express {UCCX), Cisco Unified Contact Center Enterprise (UCCE) and Cisco’s
Customer Joumney Platform [CJP) services to our Customers. if afforded the
opportunity fo present, CBTS will provide additional details on why we are
uniquely qualified fo provide these services to the Stafe.
42.1 1 4.4 Some State agencies require the ability to utilize call recording, both on-demand and session-
initiated. Certain call recordings will contain sensitive data (PHI, P11, etc.) and will require proper security
protocols when transmutting or storing this information, with role-based access as defined by the State
Please describe your solution's call recording capabilities, and any additional requirements for the State in
order to utilize these features
Compliant - The Hosted Contact Center solution can opftionally include Call
Recording and Quadlity Management software.

The Call Recording and Quality Management applications comprise a
recording, compliance, and evaluation solution for agent performance
optimization and dispute resolution. Call Recording enables recording of
contact center agents and other IP telephony users to meet compliance
requirements or verification of business processes. At the same time, Quality
Management helps monitor and measure the contact center's adherence to
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overall business objectives. Call Recording and Quality Management can
provide business support for:

« Improved agent knowledge through evaluations and feedback
» Helping to ensure cdiler safisfaction

= Helping to improve business process and performance

» Helping to resolve disputes quickly and accurately

Key features include:

« Voice and screen recording

» Live voice and screen moniforing

«  Workflow-based contact recording

« Configurable quality evaluation forms including points and percentage
based scoring, section- and question-level weighting, and unlimited number
of sections and questions

« Up to 30 custom metadata fields, providing the ability to append important
enterprise and customer data to recordings for easy search and retrievai

« The ability fo control recording for manual start, pause, resume aond add
metadata through Agent Desktop applications

« The ability to export calls in bulk for compliance and fransaction verification

» Configurable for 100-percent voice recording for compliance and
transaction verification

« Non-Agent or Knowledge worker recording

. The ability to evaluate, score, and report on the qudlity of customer
interactions through any channel {chat, email, social media, etc.}

« Evaluation calibration capabilities, enabling contact center managers to
benchmark evaluators

« Configurable role-based access to recordings, evaluations and configuration
elements

« Configurable and graphical reporting

« Role-based alerts to streamline evaluation workflows

« Advanced search capabilities that enable the location of recorded calls
quickly and easily

« The ability to export recorded files in .wav or Windows media formats

« Ease of implementation and use

» Payment Card Industry (PCl) data security compliance

»  System monitoring and nofification utility that can alert through email or
existing Simpie Network Management Protocol {SNMP}-based network
monitoring solutions; also can match recording events to Call Detail Records
(CDRs)
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« A redl-fime recording status application that provides peace of mind that
lines are recording

« Multiple recording storage locations that help ensure reliability if a server
failover occurs

« Recording service redundancy and load balancing to support fault
tolerance

« Available agent desktop gadgets and APIs for control of recording start,
stop, PCl pause, resume, delete, and metadata

» Hyperlink access to recordings, which allows access to the recordings right
from the customer relationship management (CRM) data base for playback
and review

s« A speech energy bar, including a timeline, visual comments, and metadata
tagging. which speeds the quality analysis process and provides additional
context to evaluations

+ Speech energy data for talk-over and silence, which allows evaluators fo
quickly flag potential customer service concerns

« Agent hot desking or hoteling and extension mobility support for non-agents,
which frees a user from having to work at a particular location oron a

. particular device

For all recording fypes, transactions of interest are selected and processed if
they meet established business criteria:

» Supervisors review and score the transactions against critical performance
meftrics, creating initiatives for quality improvements and training.

« Individual and team performance reports show trends that promote initiatives
for quality improvement and training at the team and agent levels.
Real calls can be used fo create best-practice iraining'moduies for an
existing agent coaching system.

All call recordings are encrypted at rest and in transit to meet the State’s
requirements. The above call recording option is provided at an additional cost.
42 114.5 The State may utilize an outbound predictive dialing campaign, at an Agency's request. Please
describe your solution's capabilities m providing predictive dialing campaigns
Compliant - The Hosted Contact Center solution supports outbound predictive
dialing support, for both agent-based and IVR-based campaigns. This feature
allows for outbound cdlis to be placed to contacts in a campaign and
subsequently for live contacts fo be serviced by either agents or an IVR
application. Optionally {available at additional cost). Cali Progress Andlysis
(CPA) capabilities of a SIP Voice gateway are used to filter non-live contacts
(such as fax and no answer). Calls that are answered by a live customer are
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transterred to an agent or IVR application. An outbound call that is answered by
a contact but cannot be serviced due to unavailability of an agent can be
transferred to an associated IVR application as a fallback. The system does not
natively support do-not-calll list contact validation; therefore any required do-
not-call validation of the contact list must be completed prior to contact
importation to the campaign.

472 12 Security for Vendor's Hosted Solution The State's goal 15 to ensure the Vendot's solution adheres to

1ndustry standard security practices and provides for sensitive data protection (where requited) as it relates

to cloud-based services As such, the Vendor should

4212 1 Describe how its solution leverages high security standards associated with regulated data and/or

high availability requirements, but also offers a cost-effective, standard-security solution option to the state
CRTS will build two separate Cisco CUCM ledf clusters for the State to meet the
State's requirements. CBTS has implemented this design for other state
governments and it is required to accomplish high security standards associated
with regulated data and high availability requirements, but also offers a cost-
effective, standard-security solution option to the State. CBTS can discuss this in
much more detail if afforded the opportunity fo present to the State.

Please see below:
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42122 Describe its policies and procedures for conducting sub-contractor assurance, validating both the
capability of the vendor to fulfill conitacted responsibilitics and adhere to all applicable to security &
privacy policies and controls of all parties
The Company maintains a reguiarly-reviewed and approved policy which
covers sub-contractor and vendor security requirements that are connected to,
process or store data for, or provide a critical business process or service for
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Cincinnati Bell and its subsidiaries, including CBTS. Non-compliance with this
policy increases risk to Cincinnati Bell and its subsidiaries, affecting all the
businesses' revenue streams and reputation.

421 2.3 Describe its company's cyber security and privacy management program including an overview of

the governance structure, cyber security strategy, and the experience of personnel in key security and

privacy roles.
The purpose of the Information Security program is fo provide high-level
guidance for information security policies and procedures used within Cincinnati
Bell and its subsidiaries as well as to provide the governance structure for security
within the Company. Specifically, CBTS maintains a security risk management
framework and security program with policies and procedures based on
common practices with guidance from National Institute of Standards and
Technology Standards (NIST) 800-53. The framework includes administrative,
physical, and technical safeguards to ensure the availability, confidentiality,
and integrity of the solutions we provide for our customers.

Additionally, the network used to manage customer environments is regularly
audited by a third party AICPA- and PCAOB-registered certified public
accounting firm and has consistently maintained PCI, SOC 1, SOC 2 and HIPAA
compliance. Working with customers, CBTS designs solutions to function as
components of a customer’s overall compliance program.

As a technology partner and service provider, CBTS adheres to industry
standards for:

+ Risk Management

» Security Governance

¢ Physical Security

» Network Security

« Computing Device Security

« Application Level Security

» Personnel/Employee Security

» Security Assessment

» Security against Malicious Software and
« Protection of Customer Information

The risk-management framework and security program are governed by a
cross-functional executive level security council. CBTS conducts an annual risk
assessment as part of the risk management and security program. CBTS also
conducts service confinuity exercises and maintains a Security Incident
Response policy. CBTS monitors network fault and performance 24 hours a day,
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365 days a year to quickly detect and respond tfo service degradation or
impairment.
4.2 13 Service and Support for Vendor's Hosted Solution The State’s goal 1s to partner with a Vendor
whose service and suppott structures allow the State to focus on its core services, while ensuring telephony
and contact cenier systems arc available to State Agencies, with certain Agency sites (hospitals, jails, eic)
operating critical services 24x7x365 The State desires a Vendor to provide all levels of tiered suppot,
including Tier 1 support for end-users. To this end, the Vendor's seivice and support structure for the
Vendor's hosted solution should provide for the following
42 1 3.1 Performance monttoring, capacity planning, and real-time surveillance of the Vendor's network to
ensure 99.9% availability of services and provide network utilization reports upon request. Please describe
yout company's process and ability for providing this information upon request, including any lead times
needed and how the State submuts these requests
Compliant — CBTS operates a 24x7x365 staffed ENOC to receive tickets and to
provide operational support for all tiers of support. CBTS only takes support
tickets from authorized Customer representatives such as help desk staff,
technical staff and/or site managers that are authorized and can be validated
as authorized Customer employees. If an authorized Customer representatives
opens a ticket on behalf of an end user, CBTS will work said ticket and contact
the end user for additional froubleshooting or clarification as necessary for

resolution.

CBTS Managed Services delivers operational excellence and remove the day-
to-day infrastructure monitoring and management responsibilities from your IT
resources. Our SLA-based Managed Services ensure that the technology
environments and applications we support have an established service level
tied with incident response and resolution. At the state-of-the-art CBTS Enterprise
Network Operations Center (ENOC), our highly certified engineers and
operation experts proactively monitor and =
manage the Hosted Enterprise Solution. “"“‘_-‘_m:%s—.'mm‘?m.,”
a—— ""z“:““.,-,n,-g_,-_
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CBTS utilizes the categories and subcategories defined in ITIL V3 as depicted
below. All definitions, functions and operational paradigms referenced are also
based on ITIL V3 standards. Certain implementations of ITIL V3 by CBTS are
based on interpretations of standards defined combined with best practices
defined for implementing ITIL V3.

CBTS utilizes Sciencelogic EM7 as our monitoring platform. The ENOC monitors
alarms 24x7x365.

CBTS escalation: Although assignment may
change, ownership of incidents always
resides with the ENOC. As aresult, the
responsibility of ensuring that an incident is
escalated when appropriate also resides
with the ENOC. The ENOC will monitor all
Incidents and escalate them based on the
following guidelines:

1. Primary On-Call Engineer

2. Secondary On-Call Engineer

3. Tertiary On-Call Engineer

4. Shift Incident Manager or Manager
On-Call

Service Delivery Manager

6. ENOC Manager / Technology
Manager

Director of Operations

8. VP of Managed Services

&

N

42132 The State desires 1egulatly scheduled meetings and/or calls to discuss the following areas:

« Architecture and Design

* Implementation

* Ordering and Billing

» Service and Support

* Project Management

Please desetibe your company's ability to hold regular meetings on each of these topics, as well as your
company’s implementation plans for starting these discussions

Compliant - CBTS will assign a Project Manager {PM] who is responsible for
managing and overseeing all the Design and Build service implementation
activities on behalf of CBTS. The PM will be the single point of contact from CBTS
after SOW signing until the service implementation is complete.

» Conducting project status meetings with CBTS teams and Customer as
appropriate
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o Providing milestones status reports to Customer on a weekly basis

+ Managing contract change requests (CCRs)

CBTS will also assign a Setvice Delivery Manager (SDM} who is responsible for
managing and overseeing all Service and Support including but not limited to

the following:

Customer report delivery

Operational escalation point

Billing oversight

Organizes client meetings on a per request basis

Incident management licison {communication only)

Run book validation

Coordinate customer frainings on CBTS tools and processes
Change scheduie awareness

Spearhead inifiatives on customer behalf

Delivers RCAs

& ¢ 0 a8 0 & o & 6 0O

42133 Vendor should contact the State's engineering points of contact by phone within 30 mnutes of a
Vendor network outage that affects multiple sites on the State's network Tthis verbal notification should be
followed with a written repori that provides an explanation of the problem, the cause of the problem, the
solution to the problem, the estimated time for recovery, and the steps taken o1 to be taken to prevent a
reoccurrence. To that end, please describe your company's notification precedures in the case of an outage.
Compliant — We do not force Customers in to a specific notification process.
CBTS has a Customer Specific Notfification Process as seen below. This allows

CBTS to customize the nofifications to meet the State's requirements,

'CBTS Major Incident Flow
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In addition to the Customer Specific Nofification Process, below are additional
methods to receive ticket status and updates:
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Call - Place a call o our 24x7 ENOC to request a stafus update on any ticket
type.

Service Management Portal - Authorized users can use the Service
Management Portal to check the status of a ticket or to update the tficket. The
Service Transition team will send information explaining how fo use the Service
Management Portal when they distribute the username and temporary
password.

Respond to Notification - All ticket nofifications provide links to the fickets in the
CBTS Service Management Portal. Through these links, authorized users can
access the ticket and enter a response or a request for status in the comment
field of the ticket. The ticket will automatically update to include the response or
the status request.

42134 Vendor should provide writien notification often (10) business days or mote 1n advance of any

planned upgrades, modifications, etc that may affect the State's customers to the State's engineeting points
of contact. Please describe your company's notification process for planned mamtenance

Compliant - CBTS initiated change on Customer’s (single-tenant} environment

s For change only applicable to State’s environment and will not impact
any other CBTS Customers such CBTS will provide change details and
expected impact to the Customer. CBTS will not complete the change
until Customer provides authorization.

4.2 13.5 Vendor should provide notification of three (3} business days or more in advance of emergency
maintenance. While the State understands emergency outages and/or unpianned maintenance windows
occut, 1t 1s expected that these situations are kept to a mimmum. Please describe your corapany's
notification process for emergency maintenance and outages.

Partially Compliant - CBTS initiated change on mulii-tenant environment

« For changes applicable to all CBTS Customers, CBTS will provide a
minimum of 48 hours prior nofification that CBTS plans to utilize a
predefined maintenance window or emergency window. The notification
will include details and expected impact. All maintenance windows will
fall within our routine maintenance windows specified in the SLA, except
for emergency repairs that cannot wait for a scheduled maintenance
window.

42.13 6 If the Vendor's work requires them to be at a State site, the Vendor should provide Agency at least
72 hours' notice before arriving at the site and comply with State law and all Agency policies, including but
not limited to background checks for contractors, vendors, and visitors. Please describe your approach and
methodology in your sclution/response
Compliant - If work requires CBTS to be at a State site, CBTS will provide the State
Agency at least 72 hours' notice before arriving.
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42137 The Vendor's network operation support center should provide: ali tiers of support. including end-
user support, advanced technical expertise, be staffed with resources that are proficient in spoken and
written English, maintain and take responsibility for trouble tickets reported by the State until resolved, and
provide a tiered support escalation process. Please describe your network operation suppott centet's
structure, processes, and procedures for handling trouble tickets, 1esolving those tickets, and reporting back
to the State's pomt of contacts,

Compliant - Please see the CBTS response o 4.2.1.3.1, 4.2.1.3.3 and 4.2.1.3.8 for
more detdails.

4.2.1.3.8 The Vendor's solution should include a documented support and escalation structure to address
outages The State prefers the severity of the issue/support problem to determine the average problem
1esolution response tirne, as outlined below

« Severity Level 1 is defined as an urgent situation, where the customer's services are unavailable and the
customer is unable to use/access the network. The Vendor should resolve Severity Level 1 problems as
quickly as possible, which on average should not exceed two (2) business hours. If repair mside the 2-hour
window is not feasible, then regular 1-hour updates are desirsd

« Severity Level 2 is defined as significant cutages and/or repeated failures resulttng 1n limited effective use
by the customer The service may operate but 1s severely restricted (i.e slow response, mtermittent but
repeated inaccessibility, etc ). The Vendor should resolve Severity Level 2 problems as quickly as possible,
which on average should not exceed four ( 4) business hours If repair mside the 4-hour window 1s not
feasible, then regular 2-hour updates are desired

« Severity Level 3 is defined as a minor problem that exists with the service, but most of the functions are
stitl ugable, and some circumvention may be required to provide service. The Vendor should resolve
Severity Level 3 problems as quickly as possible, which on average should not exceed ten (10) business
hours. If repair nside the I 0-hour window 1s not feasible, then updates are desited at the start of the next
business day and every day thereafter unfil repairs are complete

Please describe your company's severity level structure, as well as your documented procedures for
handling outages, including escalation processes. notification methods, and resolution times

Please see CBTS’ Service Level Objectives for Incident Management below:

| _Priority _ Time to Respond Time to Repair
Priority 1 15 Minutes 4 hours
Priority 2 30 Minutes 24 hours
Priority 3 30 Minutes 5 business days
Priority 4 1 Hour 10 business days

Priority Definition

. . Any one of the criteria below with no business process work-around available:
Priority 1: 1) Total Outage of Entire Service: Total outage of the entire Service.
Business 2) Total Outage of Site During Business Hours: Total outage of an entire site
Critical during site’s normal hours of operation.
incident 3) Outage of Service within a Critical 24x7 Site: Outage of entire Service or
outage of individual application within the Service at a Critical 24x7 site that
presents a high business impact for the customer as defined by the inability
to perform a critical business function.

Priority 2: Any one of these criteria:

consult build transform support 49



b S ST e = STl (ol EO sl oy s (il 1 T W B
cots |

a.cbts company

l 1) Total Outage of Site Outside of Business Hours: Total outage of an entire

Urgent site outside of site’s narmal hours of operation.
Incident 2) Total Outage of Service Application: Outage of individual application within
the Service.
3} Partial Outage of Service Application: Partial outage of individual
application within the service.
iorlty 3: Any one of these criteria:
Priority 3: 1) Performance or Efficiency Concerns: Incidents affecting the efficiency of
Normal the normal business operaticn or of an individual user.
Incident 2) Total Outage of Individual User: Incidents that impact a single end user.
Priority 4: Any one of these criteria:
riority 4: 1) An Incident that can be handled on a scheduled basis that extends beyond
Schedvuled or normal standard service level objectives. The Incident may require an
Out of Scope extended resolution time, but does not prohibit the execution of productive
Incident work.

2) Incidents related to non-standard or non-supported applications or
hardware where there is no impact to Customer’s critical business
functions.

3) All Incidents requesting support outside the current contractual support
hours. Customer will be charged for time and materials.

4) Out of scope requests. Customer will be charged for time and materials OR
the customer will be contacted by a sales representative and presented with
an estimate. Once accepted, a mutually agreeable schedule will be
developed by CBTS. CBTS will not take action, until the customer has
accepted the time and materials rates or the estimate.

If afforded the opportunity to present to the State, CBTS will provide procedures
for handling outages. including escalation processes and notification methods.

4.2.1.3.9 The State desires the ability to place initial service ordets, any changes with an associated charge,
or to disconnect services, clectronically and receive confirmation of recept and subsequent order detail
The State desires detatls including the following data elements

« Telecommunications Change Reqguest { TCR) Form Number

» Date order was received

+ Customer Name

« Customer on-gite address

« Projected due date

» Rate element identifier (circuit ID or other)

= Additional order details

Additionally, the State prefers the Vendor's solution has a web portal for Agencies to enter moves, add, and
changes that do not contain billing elements. MACD changes should be resolved by the same o1 next
business day. Please describe vour company's abihity to accept, process, and report on electronic order
submissions, as well as any requirements from the State needed to implement such a program.

Compliant - During the implementation phase of the project will can be
coordinated through your dedicated Project Manager. For Service Request
[MACD} changes, CBTS provides access to our Service Management Portai.

consult build transform support 50



S TS BT = e ST Sy T T ey e T
cbts \ Ona%

a chts compary

@ & &8 @

Please see CBTS’ Service Level Objectives for Service Request Management
below:

___ Request Type ! IRy T Perform Time
Expedited Begin work within 4 hours*
Basic 2 business day
Routine 5 business days
Complex 10 business days
Project Requires a “Right to Engage” agreement for out-of-scope billable Service(s)

___ Service Request Type o Definition i

Expedited An Expedited Request that requires completion sooner than the
standard SLO due to a pressing need such as legal, regulatory, or
other business requirements. The Customer may be charged for
time and materials associated with expedited requests.

Basic Requests that CBTS and Customer pre-approve for use as o
Standard Catalog Reguest. (Requires 2 hours or less to plan,
manage, test, and implement).

Routine Requesis that CBTS and Customer pre-approve for use as d
Standard Catalog Reguest. (Requires 5 hours or less to plan,
manage, test, and implement).

Complex Requires less than 10 hours of work needed to plan, manage, test,
and implement.
Project Requires 10 or more hours and requires a change to the scope of

the SOW (CCR).

4.2.1.3.10 The State maintains a Learning Management System (LMS) for trainmg purposes. The State
desires web-based training and training materials for all services offered under this contract The State
desires the Vendor to previde materals thai can be uploaded into its LMS, smtial Tram the Tramner
session(s), and documentation/reference materials that van be distributed to and used by end-users. The
State intends to mcorporate these materials into 1ts LMS, as well Additionally, the Staie desires training
sessionsg, 1f requested by the Agency, and the Vendor should include a professional services rate for training
that would be above and beyond the imtial training included in the site deployment The State expects the
Vendor's traning materials to be updated as necessary. The tramning services for the hosted voice services
should be included m the monthly per package cost. Please provide information regarding your fraining
progiam.

Compliant - CBTS includes the following training with the service at no additional
charge:

+ CBTS web-based portal for interactive online video training
o Below is a demo of some of the available online videos available:

hitp://supportandtraining.com/resellerdemo.php2e=sowv_noreply
@cbis.com
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o CBTS provided documentation/reference materials
» CBTS provided web-based training via Webex for train-the-trainer sessions
as needed limited to {1} per site

Additionally, CBTS can provide the following fraining sessions if requested by the
State as part of the initial implementation or beyond the training provided at
initial iImplementation. CBTS can perform these services based on the hourly rate
for "Trainer” as noted on the Cost Sheet and require detailed scope o meet the
requirements of the State.

e Additional CBTS provided web-based training via Webex for train-the-

trainer sessions
« CBTS provided web-based training via Webex for end-users
« CBTS provided in-person / classroom training sessions

The following content can be uploaded into the State’s LMS at no additional
charge:

= Links to CBTS web-based portal for interactive online video training
o Recordings from CBTS provided web-based training via Webex
+ CBTS provided documentation/reference materials

421311 The State desires an hourly rate for Hosted Contact Center Training Services in the instance the
State desires traming sessions beyond the training provided at mitial implementation. The training at imtial
implementation should be built into the one-time costs for the Contact Center. These tramning services
should mclude training for all contact center roles and should be provided at the State's request

Please describe your Contact Center training offerings and your solution's ability to meet this goal

Compliant - CBTS includes the following training with the service at no additional
charge:

» CBTS web-based portal for interactive online video training
o Below is a demo of some of the available online videos avaiiable
including Finesse Agent and Finesse Supervisor training:

http://supportandiraining.com/resellerdemo.php2e=sowv_noreply
@cbis.com

o CBTS provided documentation/reference materiais
» CBTS provided web-based training session via Webex for historical
reporting limifed to (1) per call center site

Additionally, CBTS can provide the following fraining sessions if requested by the
State as part of the initial implementation or beyond the fraining provided at
initial implementation. CBTS can perform these services based on the hourly rate
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for “Trainer” as noted on the Cost Sheet and require detailed scope to meet the
requirements of the State.

» Additional CBTS provided web-based training via Webex for historical
reporting

CBTS provided web-based training via Webex for Agents

CBTS provided web-based training via Webex for Supervisors

CBTS provided in-person / classroom training sessions for Agents

CBTS provided in-person / classroom fraining sessions for Supervisors

@ o o

The following content can be uploaded into the State’s LMS af no additional
charge:

o Links to CBTS web-based portal for interactive online video training (as
applicable)

» Recordings from CBTS provided web-based training via Webex

« CBTS provided documentation/reference materials

4.2 2 Mandatory Project Requirements - The following mandatory requirements relate to the goals and
objectives and must be met by the Vendor as a part of its submutted proposal. Vendor should desciibe how
1t will comply with the mandatory requirements and include any areas where its proposed selution exceeds
the mandatory requirement Failure to comply with mandatory requirements will lead to disqualification,
but the approach/methodology that the vendor uses to comply, and areas where the wandatory requiremenis
are exceeded, will be included in technical scores where appropriate. The mandatory project requirements
are listed below

4 2 21 Managed Voice Services

42.2.1.1 The Vendor must provide a turnkey technical support solution that ensures the continued
operations and MACD needs of the State's existing telephony infrastructie, as defined in Appendix_ A,
through the migration period to a Hosted VolIP solution Additionally, the Vendor must, ai the State's
discretion, migrate any site to the hosted solution

. Compliant — CBTS is uniquely qudlified to.assume management of the State's
existing telephony platform infrastructure, as defined in Appendix_A, through the
migration period to a Hosted VolP solution.

422 2 Hosted Voice Services

42221 The Vendor must agree the State owns all data gathered under the scope of this contract and the

Vendor must produce and/or return ihe data upon the State's request m an editable format
Compliant — CBTS agrees that the State owns all State data gathered by CBTS
under the scope of this contract. CBTS will produce and/or return the data upon
the State’s request in an editable format. CBTS is making the assumption that the
State’s concern is primarily focused on having access to configuration and end-
user data at the fime of contract termination.

Prior to contract termination and based on mutually agreed upon timeframes
and turnaround, CBTS can provide exports from systems and provide that data
back to the State upon the State's request.
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If this type of request will occur frequently or at a time other than contract
termination, CBTS would like to understand this requirement in more detail. For
example, the effort to produce and/or return all data gathered under the scope
of this contract is a substantial effort and if it will happen frequently, CBTS needs
to plan for and price accordingly.

Please note, any data that the CBTS systems automatically gather that is
automatically deleted by retention policies cannot be produced or returned.
This will not apply to end-user configuration data.
422 2.2 Vendo's solution must provide support for local fallover and/or survivabilify services, 1f
1requested by Agency, in the event the hosted service becomes maccessible
Compliant - CBTS can provide local faillover and/or survivability services, if
requested by Agency. If the Agency did not opt for any opfional survivability
services, CBTS can re-route numbers in the event the Customer's WAN and/or
the CBTS Hosted Enterprise UC service becomes inaccessible.

Optional survivability services available:

o SD-Survivability
» CPE to support SRST and local PSTN
o Small = <100 users , Medium = 100-749 users and Large = 750-2000
users
= CPE to support a local subscriber/registration
o CPE to support local PSTN

Hardware for the above optional services can be provided as CPEaas, can be
purchased from CBTS or can be provided by the Customer. Piease note, any
purchases or provided hardware that will be utilized within the CBTS Hosted
Enterprise UC service will require a one-time implementation as well as a
management fee.

4.2.2.2 3 Vendor's solution must provide local telephone nunbers in West Virgima

Compliant — In addition to porting existing numbers for the State of West Virginia,
CBTS can provide additional local telephone numbers where required.

4222 4 Vendor's solution must support inbound Automatic Number Identification (ANI)

Compiiant — CBTS supports inbound Automatic Number Idenfification [ANI) as
long as the ANl is presented by the cdliing carrier.

4222 5 Vendor's solution must include inbound Caller 1D, outbound custom telephone number, and
outbound custom name display

Compliant - Hosted Enterprise UC includes Caller ID, the ability to mask
outbound calls with specific telephone numbers and name display.
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422 2 6 Vendor's solution must support Dialed Number Information Services (DNIS) on 800 #toll-free
telephone services.

Compliant ~ Hosted Enterprise UC supports DNIS for use with 800 toll-free
telephony services.

422 27 Vendor's solution must support rerouting of calls to an alternate site at the State's directive.
Compliant — Hosted Enterprise UC allows flexibility to redirect calls when needed.

4223 8 Vendor's solution must support 900/976 blocking
Compliant — Hosted Enterprise UC allows for cali blocking.

42229 Vendor's solution must support x11 services (curtently 211, 411, 511, 611, 811, 911).
Compliant — Hosted Enterprise UC supports all x11 services.

42 2.2 10 Vendor's solution must mclude Direct Inward Dial (DID) feature and service.

Compliant — Hosted Enterprise UC includes a DID with every profile. DIDs that are
not associated to a profile or DIDs that have been ported to CBTS but are not in
use have additional charges.

422.2 11 Vendor's solution must support Operator services

Compliant — Routing zero is very customizable. CBTS can route zero to a State
operator or attendant. CBTS also offers Attendant Console solutions. Please see
the CBTS response to 4.2.1.1.3.20 for more defails.

4.22 212 Vendor's solution must support local number portabality
Compliant - Local number portability is supported with the Hosted solution.
422 2 13 Vendor's solution must provide unlimited free local and long-distance calling.

Compliant - Each primary profile includes unlimited local and nationwide
calling. ‘

4222 14 Vendor's hosting center(s) must be located within the continental United States.

Compliant — Hosted Enterprise UC data centers are located in Ashburn, Virginia
and Cincinnati, Ohio.

4.2.2.2.15 Vendor must provide Train the Tramer sessions for Hosted Voice Services implementations.
Compiiant - Please see the CBTS response to 4.2.1.3.10 for more details.

4.2 2.3 Hosted Contact Center Services Vendor's Contact Center solution must support:
4223 1 Automatic Call Distributor (ACD)

Compliant - The Hosted Contact Center solution supports ACD.
4.2 2 3.2 Computer telephony mtegration (CTT)
Compliant — The Hosted Contact Center solution supporis CTI.
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4.2,2.3 3 Call control
Compliant — The Hosted Contact Center solution supports call control.
4223.4E 164
Compliant - The Hosted Solution is fully E.164 compatible.
4.2 2 3 5 Interactive voice response (IVR)
Compliant — The Hosted Contact Center solution supports [VR.
4.22.3 6 Voice Recording
Compliant - The Hosted Contact Center solution supports Call Recording.
42.2 3.7 High Availability with load balancing and built-in redundancy

Compliant or Partially Compliant — The Hosted Contact Center solution minimally
supports High Availability with redundancy, but depending on the final platform
selection, certain platform options do not support active-active load balancing.

42 2 3 8 Vendor must provide Train the Trainer sessions, encompassing all Hosted Contact Center roles -

Adminstrator, Supervisor, and Agents.
Compliant or Partially Compliant - Training is provided for Supervisor and Agent
roles. However, System Administration for contact center configuration is
included and provided by CBTS operations staff as a component of system
support, and is initiated via support ticket request. CBTS would like to understand
the State’s definition of Administrator training required for a fully hosted and
managed solution. If the State is using the terms Administrator and Supervisor as
interchangeable for what would traditionally be referred to as Supervisor, then
CBTS is fully compliant. Please see the CBTS response to 4.2.1.3.11 for more
details.

4.2 2 4 Security

4.22 4 1 The proposed solution must adhere to the secunty and privacy baseline standards in accordance to

the high-security and standard-security use-case requirements

42242 Must adhere to the State of West Virginia's C'yber Security & Privacy policies, procedures, and

standards, these can be viewed at the following link- https://technology wv.gov fsecurity/Pages/policies-

1ssucd-by-thecto aspx
CBTS will comply. CBTS utilizes the NIST 800-53 framework as part of its security
posture, which the State of West Virginia's policies and procedures are
consistent in meeting. Please notfe, CBTS is agreeing to the State of West
Virginia's Cyber Security & Privacy policy language currently in place at the fime
this response was submitted.

4.22.4.3 Must adhere to all apphicable security and privacy standards and provide compliance for

components and network segments that are subject to the following.

* Health Insurance Portability and Accountability Act (HIPAA) requirements as outlined in the attached
Business Associate Addendum (BAA) (see Attachment_B)
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* Federal Information Security Management Act (FISMA), National Institute of Standards Technology's
Special Publication (NIST SP) 800-53, NIST SP 800-17 which serve as the baseline,

* Family Education Rights and Privacy Act (FERP A) requirements,

* Crummal Tustice Information System (CJ1S) requirements;

* Payment Card Industry Data Security Standards (PCI-DSS) requirements,

* Federal tax Information (FTI) and Internal Revenue Service publication 1075 (IRS 1075) requirements,
* Centers for Medicare & Medicaid (CMS) Services Information Security Policy requirements

* Ensure network boundary and access control protection such as dual session boundary controllers and
firewalls

* Data-at-rest and data-in-iransit encryption

* Role-based access control for all applications which process and/or store sensitive data, to ensure need-to-
know policies are enforceable

Compliant for the components and network segments that are owned and
managed by CBTS and applicable to the Hosted Enterprise UC service.

Additionally,

= The CBTS network used to manage customers is in compliance with PCI
DSS and HIPAA requirements

* The NIST 800-53 framework that is the foundation of the security program
aiso aligns with FISMA and ClIS requirements

« Access to the CBTS Management network requires multi-factor
authentication and then additional authentication through the use of a
dedicated jump boxes.

* IPS/IDS appliances are in place Along with File Integrity Monitoring {FIM)
Role-based access controls are in place through GPOs used in the
managed services network

* Data at rest is encrypted via AES256

« Datain fransit is encrypted when applicable to a compliance
requirement (e.g. PCI, HIPAA, CJIS, IRS1075)

From a conifractual standpoint, CBTS can define the requirements in further
detail between legdl and the state.

Note: Per Answers o Questions-Addendum_2, the State noted that the high-
security use case referenced in 4.2.2.4.1 is specifically referencing the standards
referenced in 4.2.2.4.3 while the standard-security use case referenced in
4.2.2.4.1 is subject to a flexible, internal assessment of the applicable security
and privacy standards,

42244 Vendor must draft a cyber risk management plan outhning the process, by which, cyber nsk

management activiiies are conducted to identify, assess, communicate, and manage shared cyber risk The

Vendor must provide this prior to the first implementation on the Vendor's hosted solution.
Compiliant — CBTS will foilow its existing processes that are in place to draft the
above plan.
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422 45 Vendor must draft an incident management plan aligned with NIST SP 800-61 rev2, whereas both

the State and Vendor must mutually approve The plan must include the outlmed scope, responsibility

matrix, communications plan, procedures, and deliverables associated with cvber security wncident

response. In addition, the plan must outline incident reporting requirements, semiannual security reports,

and cyber threat intelligence shating. The Vendor must provide this prior to the first implementation on the

Vendor's hosted solution
Compliant — CBTS has addressed IR considerations in the 800-53 framework
(specifically Control IR-8) that aligns with the 800-61 requirements. The existing
CBTS plan is regularly reviewed and tested in order to meet a various
compliance standards. Specific details of a pian between the State of WV and
CBTS would be SLA-based and developed by both parties to meet the State's
needs. CBTS will follow its existing processes that are in place to draff the above
plan.

422 4.6 The Vendor must adhere to personnel security requirements for background checks 1n accordance

with state law. The vendor is liable for all costs associated with ensuring staff meets all requirements
Compiliant - CBTS staff and sub-contractors will adhere to personnel security
requirements in accordance with State law. CBTS assumes responsibility for all
costs associated with meeting those requirements.

4.2.2 4.7 Vendor must agree to drafting an audit management plan designed to assist the state with

conducting internal and external compliance audits when the vendor-supphed solution 1s within the audit

scope. At minimum, the plan must include:

* How the vendor will provide a NIST 800-53 security controls report, outhmng organizational

responsibilities (State, Vendor, or Shared), per each applicable control for each major

appheation/information system within the audit scope

* Plan of Action & Milestone documentation for non-complhant security & privacy conirols when the

vendor holds primary or shared control responsibility

The Vendor must provide this priot to the first implementation on the Vendor's hosted solution.
Compliant — CBTS agrees based on current control framework in place. CBTS has
the ability to generate audit reports for the NIST 800-53 security controls.
Organizational responsibilities between CBTS and the Customer will need to be
agreed upon by both parties and contractually established prior fo initiation of
work. CBTS has extensive experience in assisting with customer audis, including
on site data center tours and other digital evidence gathering for the control
areas in which CBTS is responsible. Working with customers, CBTS designs
solutions to function as components of a customer's overall compliance
program,

4.2 2.5 Service and Support

4.225 1 Vendor must provide a network operation support center(s) for all tiers of support, including end-
user support, that 15 available 24x7x365 and is accessible via a toll-free number

Compliant — CBTS does have a 24x7x365 staffed ENOC o receive tickets and to
provide operational support for all tiers of support. CBTS only takes support
tickets from authorized Customer representatives such as help desk staff,
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technical staff and/or site managers that are authorized and can be validated
as authorized Customer employees. If an authorized Customer representatives
opens a ticket on behalf of an end user, CBTS will work said ticket and contact
the end user for additional troubleshooting or clarification as necessary for
resolution. The ENOC can be accessed multiple ways including a web portal
and a toll-free number that CBTS will provide.

42.2.5.2 The successful Vendor must assign an experienced and skilled Project Manager who will provide

a high-level project management plan including key components such as a project charter, issue tracking,

statements of work (SOW), work breakdown structures (WBS), implementation schedules, etc. in

accordance with the Project Management Body of Knowledge (PMBOK) or other industry standard project
management methodology stated in West Virginia State Code ( §5A-6-4b). The link can be tound at

http./rwww legis.state wv us/ WV CODE/Code.cfm?chap=05adart=6#06. The project management plan

must be submutted to and approved by the WVOT Project Management Office (PMO) prior to engaging the

first agency for VoIP services implementation,
Compliant - CBTS will assign a Project Manager (PM) who is responsible for
managing and overseeing all the Design and Build service implementation
activities on behalf of CBTS which includes a high-level project management
pian including key components such as a project charter, issue tracking,
statements of work {SOW), work breakdown structures (WBS}, implementation
schedules, efc.

The PM will be the single point of contact from CBTS after SOW sighing until the
service implementation is complete.

» Conducting project status meetings with CBTS teams and Customer as
appropriate
o Providing milestones status reports to Customer on a weekly basis

¢ Managing contract change requests {CCRs)

The CBTS PM will be responsible for submitting the project plan to the WVOT PMO
prior to engaging the first agency for VolP services implementation.
42253 The successful Vendor's Project Manager must track and report (via wrilten status reports) the

following: schedule, scope, budget, issues, risks, specified performance indicators, and other metrics
determuned appropriate throughout the project and each site implementation.

Compliant — CBTS agrees.

4.2 2 5.4 Vendor must work with the WVOT using the established Telecommunications Change Reqguest

(YCR) (Attachment_C) procedures for ordering and rmplementing these telecommunications services
Compliant — CBTS wili work with the WVOT to better understand, infegrate
and/or merge the established Telecommunications Change Request [TCR}
procedures with existing CBTS procedures. It is best that all parties understand
both parties existing procedures to determine if efficiencies can be gained by
the procedures of either party.
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4.2.2.5 5 Vendor billing errors must be credited back to the State from the effective date of the error. The
State reserves the right to withhold payment until credit is received.

Compliant — CBTS agrees.

42.25 6 For auditing, billing, and support purposes, the State requires any service with an associated rate
to be identified on its monthly bill As such, the State must be provided, at a minimum, the following.

« Billing Month

* Billed Entity Name

* Cusiomer Name/ Account (¢f different from billed entity)

* Service Location

* Service Period

* Itemized Cost for Individual Billing Components

« [temized Call Detail :

» Itemized Cost for Any One-Time or Non-Recurring Char ges

e liemized Cost for Any Surcharges and Total Cost

The cost identified in the bill must match the contract rates for the specified services. The Vendor must
provide the State's monthly bill 1 an editable format such as Excel and/or csv

Compliant - The following will be included on the monthly invoice:

e @ o

Billing Month

Billed Entity Name

Customer Name/ Account {if different from billed entity)
Service Location

Service Period

Itemized Cost for Individual Biling Components

ltemized Cost for Any One-Time or Non-Recuiting Charges
ltemized Cost for Any Surcharges and Total Cost

The cost idenfified in the bill will match the contract rates for the specified
services. temized Call Detail is not provided on the monthly invoice, however, it
is available for the Customer to view in the biling portal. The billing data used to
generate the bill can be provided 1o the Siate in an editable formai such as
Excel and/or csv.

42257 The Vendor must invoice on a consistent monthly billing cycle across all services. Services
mstalled or disconnected for a partial month must be prorated based on the date the service is
activated/accepted or disconnected. The Vendor must not bill the State of services until the services have
been activated and accepted as functional The Vendor shall not bill the State for services after the
disconnect due date listed on the submutted TCR

Compliant - services are prorated based on acfivation and disconnect.

42 2.5.8 The Vendor must provide and update a weekly status report and/or order log for submitted TCRs.

Compliant — The CBTS Project Manager will be responsible for delivering weekly
status reports on dill submitted TCRs.

42.259 If, as part of its proposal, the Vendor submuts appendices or other supplemental materials, the
Vendor must denote specifically in those materials where the relevant information is located.
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Compliant - CBTS will denote exact locations for any additional reference
material submitted in the appendices.
4.22 510 The State expects full, complete, and timely cooperation in disentangling the relationship in the
event that the Agreement expires o1 termunates for any reason In the event of expiration or termunation, the
State expects that the Vendor shall, among other things: retmn all State data and documentation to the
State, mcluding but not limited to configuration information; transfer ownership of all leased equipment at
no cost {o the State (cther than the payments already received by the Vendor under the Agreement), and,
allow the State or the replacement provider(s) cootinued access to all billing, ordering, and trouble ticketing
systems, and processes that have been employed in servicing the State, in accordance with methods and
procedures 1o be agreed upon and established 1n the Agreement Please acknowledge yow acceptance of
this
While CBTS is committed to and will provide full, complete, and fimely
cooperatfion in disentangling the relationship in the event that the Agreement
expires or terminated for any reason, CBTS will require more detail o be defined
in the Agreement for the leased equipment as well as allowing the State or the
replacement provider(s) continued access to all billing, ordering, and trouble

ticketing systems, and processes.
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RFP SECTION 4.3: QUALIFICATIONS AND EXPERIENCE

4.3 Qualifications and Experience: Vendor should provide information and documentation regarding its
qualifications and experience 1n providing services ot solving problems similar to those requested in this
RFP Information and documentation should include, but is not limited to, copies of any staff certifications
or degrees applicable to this project, proposed staffing plans, descriptions of past projects completed
(descriptions should include the location of the ptoject, project manager name and contact information,
type of project, and what the project goals and objectives where and how they were met ), references for
priot projects, and any other information that vendor deems relevant to the items identified as desirable ot
mandatory below

4.3 1. Qualification and Experience Information: Vendoer should describe in its proposal how it meets the
desmable qualification and experience requirements listed below

CBTS acknowledges.

4.3 1.1. Vendor should provide three (3) examples demonstrating at least three (3) vears of experience in
providing a Hosted VoIP solution of a similar size and scope -15,000 users across 200 sites with one
example being a public entity. Vendor should provide a summarization of each project including goals and
objectives, total number of phones deployed per site, length of time deployment took, 1f still in service, and
reference for each example

CBTS has other Customers that meet the above criteria but the following are the
most relevant to the State of West Virginia.

1) State of Ohio

cbts

State of Ohio

{

T e |

Online Call Centey Expanding Supported

« 52,000+ users ond « 50+ unique call * 20+ dedicotad = Csaf Raling 497 for
endpents cerdsrs 1e50UICes end user

« Over &) Unique = 2500+ agenis * 3,500+ channe and expenance
Customers and - Growing portfolio incident ticketsfmo » SLA complionce
agencles of erncncemerds » B2B video « 1075 Compliant

* 5.5M Calis/Mo « Toll Free Integratton with «  Quartery

« 12M MOU/Mo «  County Shared Skype Pan/Vulnerablity

« Services all 88 Ohio Services * Web Collabaration Test
Couniies * BAass Notifications

the Buregiy of Workman's Compensalion reporis over 24 months that they saved nearly $1M by
leveraging NGTS, OBM reports that the State of Ohlo saved $12M, again laveraging NGTS.

bitaflel tronsform POt
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The most notable and successful implementation by CBTS has been our
partnership with the State of Ohio Department of Administrative Services [DAS)
to install a unified communications solution called The Next Generation
Telephony Service (NGTS). As part of the State of Ohio's IT Optimization initiative
to drive efficiencies and reduce costs within the state agencies, the CBTS-Cisco
team has worked closely with the Office of Information Technology to set a new
standard for statewide voice communications with our NGTS hosted VolP
solution. NGTS is a cloud-based voice utility service that reduces telecom costs
across all Ohio state and local agencies. NGTS brings the State of Ohio into the
mainstream of IP telephony and gives each user complete control of their
telecommunications. The entire NGTS platform carries a full suite of
communication collaboration tools, which include: call center, a web
environment using desktop video, point to point, multi-point video capabilities,
conferencing, call recording, enhanced 911 and the ability fo use the phones
as a public address system. At completion of the 5 year project, the team wiill
have installed 50,000 Cisco IP phones for the State of Ohio.

For more information, piease refer io the State of Ohio's Department of
Administrative Services web site:
http://das.ohic.gov/ Divisions/lnformc’rionTechnoloqv/Nex’rGeneroﬁonTeleohonv

Service.aspx

For additional State of Ohio details, please review the Case Study included in
the Appendices. CBTS also included a Kentucky Community and Technical
College System [KCTCS) Case Study to augment the references provided in this
section.
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State of Indicna

Onfina Carrier Services fxpanding Shrategic
* 10000 Profiles + Enhanced ond - 30,000 User +  Fiber investment
*  No One-time Build Dedicaled Call WebCollaborahon indicnopohs
Cost Canter 5iP Trunlsna » Manoged Cyber « Consolidated
* Endponfsincluded  « Dedicated Tofl fres Securify Unified]
» Bdersion of iQT Senrdces * Dedicoied Buldy Communicahons
team: * Bundied Infer & Run resources = Confact Center
= Toll Free - 750 Infrastate LD « Enterprise IM&P Appiications
MOU / annum * NG¥%11 Strategy

CEBT3 dedicatad rasources are embeddead with IOT feam worldne
‘dfee migrotions, and all oparationa
rise IM & P strafegy.

deparirmentcd sen
G creote an Ente:

CarrIlL

responsibi

IES

trarform

| it Service Bulld activifies,
5. CBIS has addifionally invested ir: 10T

Please note: State of indiana is currently at 11K+ profiles.

3) Commonweaith of Kenfucky

Commonwealth of Kenfucky

Online Call Center Exponding Shrategic

o 2S00+ Users andt + 15 unique call * 4 Buildl rescurces = Significant
endpoints cenfers » 8 dedicatad Run investment &

* Senicing 50+ = 1,000+ ageris fes0UICes %‘Ig&ﬁ Kantucky
Cabineis and + Growng portfalio of - Foousng on 8
Agencies enhancements Frogucwty * Long ferm Higher

+ Infegrotedresource .+ omn Chonnel Appitcations Education Provider
for cost coniral 500+ MACS/Mo for » Unified _ = NG?11 Strategy

Communicafions

Volf and CC

CEBTS fully engaged as o managed VolP and Contact Center pariner extension for
Commonwealth office of Technology. CBTS efforts have allowed COT fo focus on sirotegic goals
while the efforts provided o significant boost progressing [T consolidation goais.

trensform
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References

In the interest of protecting client privacy and following proper security practices,
CBTS restricts disclosure of client specific information in proposals. As you may expect
given the nature of the services we provide, we follow a strict policy designed to
respect the time and protect the privacy and security of our clients.

This same level of privacy would be extended to your organization should you
choose to partner with CBTS. CBTS remains prepared fo provide any number of
references fo you at the appropriate time. We make every aftempt to put our
customers first and we will be as respectful of your organization should we be given
the opportunity to serve you.

4312 Vendor should provide at least one (1) example demonsirating at least three (3) years of experience
m providing single/multiple Hosted Call Center solutions of a similar size and scope - 500 users across 20
sites. Vendor should provide a summarization the project mncluding goals and objectives, total number of
agents per site, length of time deployment took, 1f still in setvice, and reference for the example

Please see Stafe of Ohio reference above in 4.3,1.1.

4.3.1 3 The State desires an Account Team (including Account Support Representative, Technical Support
Representative, Solution Implementation Support Representative, Contract Manager, Billing Support
Representative, Security/Compliance Specialist, and Project Manager) for the winning solution and life of
the contract. Vendor should describe in detail the responsibihities of key roles and staffs experience 1n
working i these roles.

All CBTS resources have 5-20 years of experience in their respective roles as well
as industry recognized certifications where applicable.

* Account Support Representative
o This role is filed by the CBTS Account Manager and the Service
Delivery Manager where applicable.
Technical Support Representative
o CBTS assigns engineering resources to service the State. Those
resources report to Technical Operations Manager. The Service
Delivery Manager coordinates with the Technical Operations
Manager as required to deliver support services to the State as
defined in the Agreement.
Solution Implementation Support Representative
o CBTS assigns engineering resources to service the State. Those
resources report to Technical Operations Manager. The Project
Manager coordinates with the Technical Operations Manager as
required to deliver implementation services to the State as defined
in the Agreement.
Contract Manager
o CBTS has a team of contfract management representatives. The
CBTS Project Manager and CBTS Service Delivery Manager wiil
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coordinate any changes to the confract via a Contract Change
Request and coordinate those changes with the State.
= Biling Support Representative

o CBTS has a team of billing support representatives. The CBTS Service
Delivery Manager will coordinate efforts on behalf of the State to
assure accurate billing and any billing concerns are addressed.

* Security/Compliance Specialist

o CBITS has a team of security/compliance specidlists. The CBTS
Service Delivery Manager will coordinate efforts on behalf of the
State to assure security and compliance are in accordance to the
terms of the Agreement. The CBTS Service Delivery Manager will also
coordinate any data gathering and/or documentation required for
the State to show compliance during the State's audit process.

* Project Manager (PM)

o CBTS will assign a Project Manager (PM) who is responsible for
managing and overseeing all the design and build service
implementation activities.

» Conducting project status meetings with CBTS teams and
Customer as appropriate
» Providing milestones status reports to Customer on a weekly
basis
* Managing contract change requests (CCRs)
» Service Delivery Manager (SDM)

o CBTS will also assign a Service Delivery Manager (SDM) who is
responsible for managing and overseeing all Service and Support
including but not limited to the following:

* Customer report delivery

= Operational escalation point

= Biling oversight

= Organizes client meetings on a per request basis

= Incident management liaison {communication only)

*  Run book validation

= Coordinate customer trainings on CBTS tools and processes
= Change schedule awareness

* Spearhead initiatives on customer behalf

= Delivers RCAs

4.3.14 Vendor should describe its experience and process in conducting cyber risk management ensuring
shared risk 1s 1dentified, assessed, communicated, and managed
CBITS Security maintains a security risk management framework and security
program, policies, and procedures based on common practices aligned with
the NIST standards. The framework includes administrative, physical, and
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technical safeguards. The risk-management framework and security program
are governed by a cross-functional, executive level security council and sub-
committees.

The company maintains an intemal Risk Registry tool that is used to review and
document risks associated, risk score, and remediation processes for various
control areas throughout the organization in alignment with NIST 800-53. Risks are
then reviewed with process owners and remediation action plans are put into
place. Final metrics are reported to the upper management, ensuring risks are
addressed as needed.
43.1.5 Vendor should describe 1ts experience and process fot conducting NIST SP 800- 53 security
assessment and authotization control families' activities, designed to ensure each vendor-provided solution
mmplementation adheres to secwity and privacy requirements before being placed mto production
The company maintains an internal Control Evaluators tool that is build off of the
NIST 800-53 framework. This tool is used in determining the various control
activities applicable to a product or service offering, the associated risks, and
the activities {Controls) CBTS {can or already has} implemented in order to
reduce impact. Each activity is scored based on the level of risk and the
strength of the compensating controls in place. High-scoring controls are
prioritized and addressed in a timely manner.
4.3.16 Vendor should list all government or standards organization secunity certifications it curtently holds
that apply specifically to the vendor's proposal, as well as those m process at time of response. Specifically
mclude HIPAA, CMS, FERPA, CJIS Security Policy, PCI Data Security Standards (DSS), IRS publication
1075, FISMA, NIST 800-53, NIST SP 800-171, and FIPS 200 if they apply
SSAE-18 (SOC 1 Type ll), SOC 2 Type II, HIPAA, and PCI DSS v3.2 compliance
reports are available for the CBTS management network; NIST 800-53 controls in
place are mapped to the CJIS and SOC2 data center controls to demonstrate
adlignment.
4.3.1.7 Vendor should provide a detailed list of the third-party attestations, reports, secunity credentials
{e.g, FedRamp), and certifications telatmg to cybersecurity and privacy controls
Third party attestations for SSAE-18 (SOC 1 Type Il), SOC 2 Type I, HIPAA, and PCI
DSS v3.2 can be provided for the CBTS management network. Additionally, such
reports can be provided for the data centers used to provide service to the
State.
4.3.1 8 Vendor should describe its experience and capabilities in supporting their customers concerning
compliance audits when the vendor-supplied solution is within the scope of audit.
CBTS has extensive experience in assisting with customer audits, including on site
data center tours and other digital evidence gathering for the control areas in
which CBTS is responsible. Working with customers, CBTS designs solutions to
function as components of a customer's overall compliance program.
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4.3.1.9 Vendor should describe 1ts experience and provide an overview of therr incident management

process and cyber threat intelligence sharing process for incidents associated with the vendor provided

solution.
Vulnerability scanning and attack and peneiration testing is periodically
conducted against CBTS perimeter networks by third parties and qualified
internal personnel. The testing covers network, host, and application security. in
addition, CBTS utilizes a security information and event management (SIEM)
system with 24x7x365 log monitoring that provides real-time threat detection for
the CBTS management network infrastructure. Alerts are monitored in real time
by the CBTS ENOC 24x7x365 and escalated to the CBTS Incident Response team
as needed. Additional details on the CBTS Incident Response plan referenced
above in this questionnaire. Customer nofifications and the sharing process will
be SLA-defined and should be agreed upon and contractually established
between Customer and CBTS.
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REDLINES TO THE GENERAL TERMS AND CONDITIONS

CBTS has included the proposed changes below. If it is not detailed below, CBTS
accepts the language in the General Terms and Conditions.

Section 1: Coniractual Agreement

CONTRACTUAL AGREEMENT: /ssuance of a Award Document signed by the Purchasing Division
Director, or his designee, and approved as to form by the Attorney General's office constitutes
acceptance of this Contract made by and between the State of West Virginia and the Vendor, Vendor's

contained-in-this-Contract: If CBTS is selected as the preferred service provider we reserve the right to
negotiate in good faith to reach terms and conditions to which both parties can agree.

Section 8: Insurance

INSURANCE: The apparent successful Vendor shall furnish proof of the insurance identified by a
checkmark below and must include the State as an additional insured on eachthe general and
outomobile policiesy prior to Contract award. The insurance coverages identified below must be
maintained throughout the life of this contract. Thirty (30) days prior to the expiration of the insurance
policies, Vendor shall provide the Agency with proof that the insurance mandated herein has been
continued,

Cyber Liability Insurance in the amount of: $3,000,600-00-51,000,000.00 per occurrence.

Notwithstanding anything contained in this section to the contrary, the Director of the Purchasing
Division reserves the right to waive the requirement that the State be aemed-included as an additional
insured on-ere-ef mere-of the Vendor's general and auto liability insurance policies if the Director finds
that doing so is in the State’s best interest.

Note: Cincinnati Bell’s, CBTS' parent corporation, Commercial General and
Cyber Liability policies sit over a $1,000,000 sel-insured retention

Section 19: Cancellation

19. CANCELLATION: The Purchasing Division Director reserves the right to cancel this
Contract immediately upon written notice to the vendor if the materials or workmanship supplied
do not conform to the specifications contained in the Contract. The Purchasing Division Director
may also cancel any purchase or Contract upon 30 days written notice to the Vendor in
accordance with West Virginia Code of State Rules § 148-1-5.2.b,
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Termination/cancellation for convenience: CBTS will invoice the State of West Virginia for net book
value of unrecoverable/stranded labor and circuit costs.

Section 28: Warranty

28. WARRANTY: The Vendor expressly warrants that the goods and/or services covered by
this Contract will: (a) conform to the specifications, drawings, samples, or other description
furnished or specified by the Agency; (b) be merchantable and £it for the purpose intended; and
(c) be free from defect in material and workmanship.

WARRANTY: The Vendor expressly warrants that the goods and/or services covered by this Contract will:
(a) conform to the specifications, drawings, samples, or other description furnished or specified by the

Agency; {b}-be-merchantable-end fitforthe purposaintended: and (be) be free from defect in material

and warkmanship,

Note: CBTS is not an equipment manufacturer but is an authorized reseller of
third-party manufacturers' products. No equipment manufacturer provides
warranties of merchantability or fitness for a particular purpose. in fact,
manufacturers specificaily DISCLAIM such warranties. As a reseller, CBTS cannot
provide equipment warranties beyond what the original equipment
manufacturer provides.

Section 30: Privacy, Security, and Confidentiality

Note: CBTS agrees to the Confidentiality Policies and Information Security
Accountability Requirements, set forth in
h’r’ro://www.s‘rq’re.wv.us/acjmin/ourchose/orivocv/defoul’r.h’rm[ based on the
language in the link above at the time of CBTS’ submission.
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REDLINES TO THE HIPAA BUSINESS ASSOCIATE

ADDENDUM

CBTS has included the proposed changes below. If it is not detailed below, CBTS
accepfs the language in the HIPAA Business Associate Addendum.

Secfion 2: Permitted Uses and Disclosures

c. Further Uses and Disclosures. Except as otherwise limited in this Addendum, 1=
Associate may use and disclose PHI to third parties for the purpose of its own proper
management and administration, or as required by law, provided that (i) the use or
disclosure is required by law, or {ii) the Associate has obtained from the third party
reasonable assurances that the PHI will be held confidentially and used or further
disclosed only as required by law or for the purpose for which it was disclosed to the
third party by the Associate; and, (i} an agreement to notify the Associate and
Agency of any instances of which it (the third parly) is aware in which the
confidentiality of the information has been breached. To the exient practical, the
information should be in a limited data set or the minimum necessary information
pwsuant to 45 CFR § 164.502, or teke other measures &s necessary to satisfy the
Agency's obligations under 45 CFR § 164 502,

Section 3: Obligations of Associate.

d. Compliance With Law. The Associate will not use or disclose the PHIin & manner
in violation of existing law and specifically not in violation of laws relating to
confidentiality of PHI, including but not limited to, the Privacy and Security Rules.
Hotwithstanding any provision of thic Addendum, Agency shall not reguest or instruct
th sociate to rm_any action that would ult in a violation of HIPAA_ the
HITECH Act,_and its associated requlations, including, but not limited to,_any action
in viofation of iaw if such actions yere performed by the Agency,

¥. immediate Discontinuance of Uze or Disclosure, Thallpon the Agency's
requsst, lhe Associate widshall immediately discontinue_any subseguent
uss of disclosure of Agency PHI pertainiag to any individual when so
recuesied by Agency. This incluges, but is not Imited to, cases in which an
individual has withdrawn or modified an authorization fo use or disclose PHI
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h) Assocnte shali

efcamgtg W|th ihe eaiesuhonregmrements of the Gubeentﬁaai—aﬂc}-—shaﬂ—be
eelveredPrivacy Rule that apply o the Agency in performance of such obligations.

¢h.___Agent's, Subconiractor's Compliange Sroesuromont Officor The Associate will
ensuwre that any of its subcontractors, to whom #t provides any of the PHI it receives
hergunder, or o whom it provides any PHI which the Assodiate creates or receives
on behalf of the Agency, agree o the restrictions and conditions which apply to the
Associate hereunder. The Agency may request copiss of downstream subconiracts
and agresments 1o determine whethsr ali restrictions, tarms and conditicns have
been flowed down. Failure [0 ensurs that downsiream coniracts, subcontracts and
agreements contain the required restrictions, terms and conditions may result in
termination of the Agreement.

I Federal and Agency Access. Ths Associate shall make ifs internal practices,
books, and records relating to the use and disclosure of PHI, as well as the PHI,
received from, or created or received by the Associate on behalf of the Agency
avallable to the U.S. Secretary of Health and Human Services consistent with 45
CFR § 164.504. The Asseaate—sh&ﬂ-a#se—mahe—ﬂaesw%%aAgemy—
eRAgonsys-corirastorferporodis-audi may oblain o list of Assosiate’s-compliance
wr-thand zxercise the Pma-sy—and—éesun —Rules—Upaa—Ageneyﬁs—wmqm{ug

inspect, but nof retain copies of, the Assesiate—shall-provido—prosi—ofesmplianrce
with—HHRAAAssociates security and HHFEGH—data—privacy/pretestion—guidelines:
eorification—oi—a—sesuro—network_policies and procedures. including its _security
safeguards and other assuranee—relativepolicies related to compliance with the

Privacy and Security Rules. This section shall also apply to Associate's
subcontractors, i any.
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{. Notification of Breach. During the term of this Addendum, the Sascoiziz shzll
within 24 howrs notify the Agency and, unless otherwise directed by the Agency in
writing, the WYV Office of Technology ismedistalb-by e-mail or web form upon the
discovery of any Breach of unsecured PHI; or within 24 Sours by e-mai! or web form
of any suseaeisdauccessiul Security Incident, infrusion or unauthorized use of
disclosure of PHIin violstion of this Agreement and this Addendum, or potential lozs

of confidential data affecting this Agreement. Notification shall be provided to the
Agency Procurement Officer at www stale wv.us/admin/purchasesvrciagencyli htm
and, uniess otherwize directed by the Agency in writing, the Office of Techriclogy at
incident@wyv.gov or https:Yapps wv.goviotit/Defaultaspx _ The parties hereby
acknowledge and agree that from time to time Unsuccessful Security Incidents may
occur, and that this Section 3{) constifutes nofice to Agency for such incidents.
“Unsuccessful Security Incidents” means any pings. and other broadcast attacks on
Associale’s firewall port scans. unsuccessful log-on attempts. denia! of service
attacks. and/or comparable attacks or attempts, as long as no such incident results
in_actual unauthorized access 1o, use of or disclosure of PHI.

The Associate shal immediataly investigste suskany Security incident, Breach, or
unauthorized use or disclosure of PHI or confidential data. excep! that such
obdigation shali not apply to Unsuccessiul Secunty Incidents. Within 72 hours of tha
discovery, the Associate shall notify the Agency Preocurement Cfficer, and, uniess
otherwise direcied by the Agency in writing, the Office of Technology of: () Date of
discovery, (D} What data elements were involved and the sxtent of the data involved
in the Breach; (c) A description of the unauthorized persons known or reasonably
believed to have improperly used or disclosed PHI or confidential data; (d) A
description of where the PHI or confidential data is believed to have been
improperiy transmitted, sent, or utilized; (e) A description of the probable causes of
the improper use or disclosure; and (f) Whether any federal or state laws requiring
individual notifications of Breaches are triggered.

Agency will coordinate with Associate to determine additional specific actions that
will be required of the Associate for mitigation of the Breach, which may include
notification to the individual or other authorities.

All associated costs shall be bome by the Associate. This may include, but not be
limited to costs associated with notifying affected individuals.

If the Associate enters into a subcontract relating to the Agreement where the
subcontractor or agent receives PHI as described in section 2.a. of this Addendum,
all such subcontracts or downstream agreements shall contain the same incident
notification requirements as contained herein, with—repertineexcept that such
subconiractor or acent shall repott directly to the Associate and the Associate shall
subsequently repatt in the Agency—Prosurement Offiser. Failure to include such
requirement in any subcontract or agreement may result in the Agency’s termination
of the Agreement.
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Section 4. Addendum Adminisiration.

c. Terminatior for Cause. Assotiate authorizes termination of this Agreement by
Agency,  Agency dstemines Associate has violated & material term of the
Agreemeni.  Apgency may—at-Ho—cole—dicerctionshall aflow Associate_and
provide Asscciate with nolice of. a reasonable pericd of fime o cure the msatsrial
breach before termination.

d. Judicial or Administrative Proceedings. Tns Agsncy may isiminaiz this
Agreement if the Assoclate is found guilty of E cnmmal vmlatlon of HIPAA,

%M&W@EM@Q@IASGOC@M may be subjeu

to prosecution by the Departmeni of Justice for violations of HIPAA/HITECH and
shall be responsibie for any and all costs associated with prosecution.
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Hosted Enterprise UC—Stafe of Ohio

Client:
State of Ohio

The State of Ohio includes 88 counties and an estimated population of 11.5 million. Ohio has 611 individual school
districts and 14 four-year public universities with 24 branch campuses. The state government consists of 21 main
statewide agencies, boards, and commissions that oversee day-to-day public service.

- Antiquated phone system . Single, cloud-based

- Saved $4.8 million in the first

which is costly to maintain communications solution 24 months of use f
i
i
:
|

- Latest collaboration
technology

« Managed by CBTS

+ Recognized nationally as the
best comrmunications solution
implemented ot a state level
in2014

communications and
collaboration technology

« Strong desire to "get out of
the phone business” [

1

1

5

i . Little use of modem
i

|

i

i

i

Business Challenge

The vast majority of the 55,000 state employees were using anliquated and sometimes disparate phone sys-
fems. These legacy systems were very costly to maintain and were approaching or far beyond the end of
their technical life. Some agencies were leveraging eBay for parts to extend the life of their on-premises PBXs,
and had very few telephony support staff familiar with the equipment. The standard infrastructure technology
was cutting edge 30 years ago. There was no way to tfrack and manage the old phone systems from a central
location. The system provided only the minimum of functiondlity, dial tone, and voice mail,

Additionally, several larger agencies were utilizing state resources and third parties to build, operate, and
maintain an isolated telephone system serving only their organization. One of the main goals was to get the
public organizations out of the business of managing their communications soiutions and concentrating on
serving the people in the state.

The state also aimed at providing a dedicated and consolidated communications solution for over 550,000
government employees serving Ohioans in K-12, higher education, local, and municipal government
capacities.

Communications, covered.

cbts.net 010317 1
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CBTS Solution

Once the stakeholders from state government, higher education, and local government formed joint
requirements, they researched several options for a service provider. The state then sponsored a bid to create
a unified communications solution and awarded the contract to CBTS. They called their solution the Next-
Generation Telephony Service (NGTS).

NGTS is a cloud-based voice utility service that reduces telecom costs across all State of Ohio agencies and
schools. NGTS brings the State of Ohio into the mainstream of IP telephony. and gives each user complete
control of their telecommunications platform.

CBTS was awarded a five-year contract, with multiple 2-year, no-bid renewals, to implement and support all
government funded entities in Ohio with IP telephony service.

The NGTS platform carries a full suite of communications and collaboration tools, which includes:
= Design, call center
» Web-based desktop video, point-to-point, and multi-point video capabilities
* Audio and video conferencing

The NGTS service is available to ail Ohio funded agencies, higher educational institutions, local governments,
and K-12 schools.

As part of the State of Ohio’s IT optimization initiative to drive efficiencies and reduce costs within the state
organizations, their CBTS Hosted VolIP Solufion has established the foundation and set @ new standard for
statewide voice communications. NGTS reduces capital and usage costs, has no upgrade, capacity, or
technology refresh expenses, and offers enhanced capabilities, compared to older PBX-type phone systems.

The solution is offered as a collaboration initiative between the public and private sectors. It is sponsored by
the Department of Administrative Services and Board of Regents. Best-of-breed engineers from QOARnet,
Office of Information Technology, Department of Transportation, Bureau of Workers' Compensation, CBTS,
Cisco, Acme, and VMware designed and support the system. They are also focused on carving out the
roadmap that enables the services to scale and meet the changing needs of all Ohio public organizations
that consume NGTS.

CBTS provided dedicated and certified project managers, operational personnel, and leadership to make
sure the technology solution is delivered on time and within budget, and managed beyond the service level
expectations of the customers:

e NGTS utilizes the existing network infrastructure to transmit voice signals, which allows users to maintain
a single network for voice, video, and data communications.

« Leveraging Cisco IP phones and Acme packet session border controllers, CBTS installed and is
managing the system proactively.

* The consolidated system offers free on-net calling. All calls within the NGTS system are offered to users
at no charge, while out-of-state calls are reduced to a lower cost per minute.

Hosted Enterprise UC—State of Ohio Commumcaﬁons' covered.
cbis.net 010317 2
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According to the Ohio Office of Budget and Management, the state saved $6.8 million in the first 24 months
of utilizing this solution. More than 40,000 end points are under management by CBTS as of June 2017.
Installation and maintenance will continue with the godl of having CBTS deploy and manage over 50,000 IP
phones. The solution encompasses two separate, redundant data centers for highly available services and
backup capabilities. With this solution, the State of Ohio implemented an end-to-end unified communications
platform that allows the government to:

Eliminate large capital expenses and reduce operational costs across the Chio enterprise.
Enharnce system performance and capabilities in the short and long term.

- Himinate technology and service obsolescence by always having the latest, up-to-date technology
Remove system management burden for the public organizations.

Allow even the smallest agencies in the state to utilize the same infrastructure without sacrificing cost or
performance.

Reduce iravel expenses and increases fraining opportunifies by using video conferencing.

National Recognition

In September 2016, the State of Ohio CIO and team were recognized by the National Association
of State CIOs (NASCIO) with the first place award for “Information Communications Technology
(ICT) Innovations” in recognition for combining best-in-class fechnology with significant tax payer
savings. This is a national award given fo the best state-level ICT implementation across the country.

Cemmiunicafions, covered.

Hosted Enterprise UC—State of Ohio
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Client:
Kentucky Community and Technical College System (KCTCS)

With 16 colleges and more than 80 campuses across Kentucky, KCTCS brings first-rate education to every corner of

the state, KCTCS currently serves more than 80,000 students, making it the largest post-secondary education institution

in Kentucky. It's easy to move from one college to another, and many courses are offered in the evening or online.

| CBTS Solutions
| « Long distance charges I »  Single, state-wide solution | . Significant cost savings from
were growing substantially based on CBTS technology I reduced long distance
» No capital available for large |+ Emergency nofification | charges
infrastructure investments service for student safety + State-of-the-art
- Little use of modem | . Designed and managed communications solufiorj
collaboration technology by CBTS | that surpassed expectations

« More predictable spending
based on school budgets

Business Challenge

(n 2002, the CIO and IT Department for the Kentucky Community and Technical College System (KCTCS) were
searching for a primary, experienced IT vendor to provide a unigue and integrated solution for their diverse IP
Telephony needs. Those services included complete design, plan, install, and ongoing management of a VolP IP
Telephony soiution for every KCTCS college.

KCTCS understood the direction of the telecommunications industry, moving from PBX analog phones to the IP-
based phones that use the Internet for making phone calls and much more. They believed that the managed
service was the right approach to support their communications system,.

Their goal was to install an innovative phone system that included Quality of Service {QoS§)}, and the ability to
integrate voice, video, and data at some point in the future. They aimed to reduce long-distance charges by
placing all colleges on one network so that calls across the state would be local extensions. They also wanted this
solution fo be billed using a utility-based model where they would be charged on o monthly basis for each phone.
This allowed KCTCS the option of reducing or eliminating upfront capital costs, and gave them the ability to
determine the price, based on the number of phones installed and managed.

Communications, covered.
Hosted Erterprise Unified Communications - KCTCS
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CBTS Solution

CBTS developed a state-wide solution that included hardware procurement of Cisco equipment and Managed
Services that comprised:

»  Design, Installation, Training, Monitoring, and Management of Cisco IP Phones

- Call Manager, Unity Messaging, and Voice Mail

- Transitioned schools from T-1 circuits to the KPEN statewide network and more recently onto CB SIP Services.
= Call Centers for Office Efficiency.

- Emergency Notification Service for Student Safety.

»  Updated Dial-Plan Improvements

CBTS used a best-in-class approach to help KCTCS fully implement a comprehensive strategic solution for current
and future IP Telephony requirements. The size of the insfallation (7.500+ users) also presenfed CBTS the opportunity to
develop and implement cost reduction methods, while increasing quality standards at KCTCS. Several Cisco VolP
engineers at all levels. as well as security, wireless, data, and YDC consuliants and technicians were utilized for the
multi-year project.

Given the success of the voice implementation, KCTCS asked us to manage their data nefworks ot all 14 colleges as
well. The additional services implemented included:

» Strategic Design and Planning +  Remote Network Monitoring and Management
+ Yoice, Video, and Data solutions using Voice Over IP - Project Management and Quality Assurance

+  Complete Installation and Onsite Training

Related projects in addition to the IP phones:

= Call Center Management - Virtual Servers from Virtual Data Center (VDC)
« VPN Client Services = Cisco Emergency Responder

«  Call Detail Reporting +  Informacast

Results

KCTCS has reduced costs for long-distance since all college-to-college calls across the state are on the network.
Greatly reduced capital expenditures and installation of a state-of-the-art VolIP Phone and wireless system has,
according to users, surpassed their expectations. KCTCS has also integrated Call Centers and Emergency
Notification into the solution. As new facilities emerge, itis a simple ufility model change to add voice and data ser-
vices. This model is very predictive financially. KCTCS just needs to pay for what they use.

The contract was initiated in 2002 and extended twice. CBTS won d contract renewdl in September 2012 that runs
through 2020. The devices are maintained, upgraded, and replaced by CBTS as needed, and as they become
end-of-service (EOS). CBTS is managing more than 7,500 handsets for the system and all infrastructures that support
the IP Telephony solufion.,

CBTS is now a key IT partner with KCTCS with the unified goal of making education improve the employability and
quality of life of Kentucky citizens.

Communications, covered,
Fosted Enterprise Unified Communications - KCTCS
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West Virginia Ethics Commission
Disclosure of Interested Parties to Contracts
(Required by W. Va. Code § 6D-1-2)

Name of Contracting Business Entity: _ Office of Technology Address: 1900 Kanawha Blivd E Building 5
Charleston, WV, 25305

Contract Number:  SWC1900000001 Contract Description; Managed Voice Services

Governmental agency awarding contract; Purchasing Division

O Check here If this is a Supplemental Disclosure

List the Names of Interestad Parties to the contract which are known or reasonably anticipated by the contracting business
entity for each category below (attach additional pages if necessary):

1. ;tﬂwﬁtractors or other entities performing work or service under the Contract
Check here if none, otherwise list entity/individual names below,

2. gryﬁstm or entity who owns 25% or more of contracting entity (not applicable to publicly traded entities)
Check here if none, otherwise [ist entity/individual names below.

3. Any person or entity that facilitated, or negoetiated the terms of, the applicabie contract (excluding legat
I?lcis relatad to the negotiation or drafiing of the applicable contract)

Check here if none /otherwise list entity/individual names below.

Date Signed: /f/ﬁ/fﬁ’
, County of C !,bé"_“J&:

S 2 €5 , the authorized agent of the contracting business
entityiRed ahd? gweging duly swom, acknowledge that the Disclosure herein is being made under oath and under the
perfalld \ % DENISE ELMLNGER
Tafen tyCimdiogirs [t Aoy . 20id

To be compl: by Stats Acency:
Date Recsived by State Agency:
Date submitted to Ethics Commission:

Gavernmental agency submiiting Disclosure:

Revised June 8, 2018



STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

CONSTRUCTION CONTRACTS: Under W. Va. Code § 5-22-1(i), the contracting public entity shall not award 2
construction contract io any bidder that is known to be in default on any monetary obligation owed to the state or &
pelitical subdivision of the state, including, but not imited to, obligations related to payroll taxes, property taxes, sales and
Use taxes, fire service feas, or other fines or fees.

ALL CONTRACTS: Under W. Va. Cade §5A-3-10a, no contract or renswal of any contract may be awarded by the staie
or any of its political subdivisions to any vendor or prospective vendor when the vendor or praspective vendor or a related
party (o the vendor or prospective vendor is a debtor and: (1) the debt awed is an amount greater than ane thousand
dollars in the aggregate; or (2) the debtor is in amplover default.

EXCEPTION: The prohibition listed above does not apply where a vendor has comtested any {ax administered pursuant {o chapter
elaven of the W. Va. Code, workers' compensation premium, permit fee or environmantal fee or assessment and the matter has
nol become final or where the vandor has entered into a payment plan or agreement and the vendor is not in default of any of the

DEFINITIONS:

“Debt” means any assessment, premium, penally, fine, tax or other amount of money owed to the state or any of iis poiitical
Subdivisions hecause of a judgment, fine, permit violation, license assessmenl, defaulted workers' compensation premium, penalty
or other assessment presently delinguent or due and required io be paid to the slate or any of its political subdivisions, including
any inferest or additional penalties accrued thereon.

“Emplayer default” means having an autstanding balance or liabiilty {0 the old fund or te the uninsured empioyers' fund or being
in policy default, as defined in W. Va. Code § 23-2c-2, failure to maintain mandatory workers' compensation coverage, or failure {o

"Related party"” means a party, whather an individual, corporation, partnership, association, limited liabifity company or any othar
form or business association or other entity whalsoever, related fo any vendor by blood, mamiage, ownership or contract through
which the party has a relationship of ownership ar other interest with the vendor so that the party will actually or by effect receive or
conirol a portion of the benefit, profit or other consideration from performance of a vendor contract with the party receiving an
arnount that meets or exceed five percent of the total contract amount,

AFFIRMATION: By signing this form, the venidor's authorized signer affirms and acknowledges under penalty of
law for false swearing (W. V. Cods §61-5-3) that: (1) for construction cortracts, the vendor Is not In default on
any monetary cbligstion owed to the state or a political subdivision of the stste, and {2} for =! othar contracts,
thai meither vendor nor any reiated party owe a debt as defined above and that nelther vendor nor any related
party are In employer default as defined above, unless the debt or employer default ls permitted undar the
@xception above.

WITNESS THE FOLLOWING SIGNATURE:

Vendor's Name: cets , / ” )

Authorized Signature: _____ _ Date: /7, /6// 7

State of 0 I;J;

Countyo : to-wit;

Taken, subserbed, and swom fo before me this L@#a} of _A,ZQ(- . 20_L£
e Shes & ~;l§ - 2022 a

Stats of Ol
wm Expires 06-20-2022 NOTARY PUBLM

Purchasing Affidavit (Revised 01/13/2018)
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Froc Folder: 462802

Doc Description: RFP for Managed and Hosted Voice Services {OT18027)
Proc Type: Statewide MA (Open End)

Deta lssced Scilcitation Closes | SolicHation Ne Varsion
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BiD RECEIVING LOCATION
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CHARLESTON wv 25305
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| VENDOR

Vendor Name, Address and Yelephone Number:
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221 E. Fourth St.

m/s 103-1200
Cincinnati, OH, 45202

513-841-8503

[FOR INFORMATION CONTACT THE BUYER
Mark A Atiins

(304) 558-2307

mark.a.atkins@wv.goﬁr f

FEIN# 823783886 DATE ///6 / 7
s #ud conditions contained In this colicizion Y

Page: 1 FORM ID ; WV-PRC-CRFP-001
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Vaendar Name, Afdrase and Telephons Number:

cbts

221 E. Fourth St.
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FOR INFORMATION CONTACT THE BUVER
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FEme 823783886 DATE ;if:fé/;;
77

TR ennim and conditions coniained in thiz soliciation

Page: 1 FORM ID : Wv.PRC-CRFP-007



DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract Administrator and the initial point of contact for matters refating to this Contract.

;zaﬁfd)p C)aumfﬁ. , Account Manager
ame, Title)
.. Jonathan Cornette, AccountManager

(Printed Name and Title)
221 E. Fourth St,, m/s 103-1200 Cincinnati, OH, 45202

£ T A e AT ™ =N e+ < i

LI B03 S13081,2079. e i
(Phone Number) / (Fax Number)
lonathan.comelte@chbts.com,

(email address)

R S—

CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wvOASIS, [ ceortify that I have reviewed this Solicitation in its entirety; that I understand
the requirements, terms and conditions, and other information contained herein; that this bid, offer
or proposal constitutes an offer to the State that cannot be unilaterally withdrawn); that the product
or service proposed meets the mandatory requirements contained in the Soljcitation for that
product or service, unless otherwise stated herein; that the Vendor accepts the terms and
conditions contained in the Solicitation, unfess otherwise stated herein; that I am submitting this
bid, offer or proposal for review and consideration; that I am authorized by the vendor to execute
and submit this bid, offer, or proposal, or any documents related thereto on vendor's behalf’ that

I am authorized to bind the vendor in a contractual relationship; and that to the best of my
knowledge, the vendor has properly registered with any State agency that may require
registration.

TR W Al T i

resentative Name, Titie)

B S SO,

I3

_apers -

{Phone Number) (Fax Nmbéf) B

Ravised 06/08/2018
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FOR INFORMATION CONTACT THE BUYER
Mark A Atkins

{304) 558-2307
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-
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VENDOR
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513-841-8503

FOR INFGRMATION CONTACT THE BUYER

Mark A Aikins
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ADDENDUM ACKNOWLEDGEMENT FORM
SCELICITATION NG.: CRFP 0212 SWC1900000001

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Ackmowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, ete.

Addendum Numbers Recefved:
{Check the box next to each addendum received)

[v] Addendum No.1 [ 1 AddendumNo.6
[ 1 Addendum No.2 [ 1 Addendum No.7
[ ] Addendum No.3 [ ] Addendum No.38
[ ] Addendum No. 4 [ ] Addendum No.9
[ ] Addendum No.5 { ] Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. 1
further understand that that any verbal representation made or assumed to be made during any oral
discussion held between Vendor's representatives and any state personnel is not binding, Only the
information issued in writing and added to the specifications by an official addendum is binding.

"~ Authorized Signature

e

B Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.
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mark.a.alklns@wv,govﬂ /\

Signature X 6’ ,M_ rEve 823783886
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ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: CRFP (212 SWC1900000001

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendizm received and sign below.
Failure to acknowledge addenda may result in bid disquaiification.

Ackuowiedgment: | hereby acknowledge receipt of the following addends and have made the
necessery revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
{Check the box next to each addendum received)

[v] Addendum No. 1 [ 1 Addendum No.6
[v] Addendum No.2 { ] Addendum No.7
{ ] Addendum No.3 [ 1 Addendum No. 8
[ ] Addendum No.4 [ } Addendum No.9
[ ] Addendum No.5 [ ] Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid, 1
further understand that that any verbal representation mede or assumed to be made during any oral
discussion heid between Vendor's representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official eddendum is binding,

IHiI b

7" VAutMorized Signature

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing,




2 !25‘{;*{;"",,9, = State of West Virginia
-. ashingion
gPost Office Box 50130 Request for Propesal

3%, 5] Charleston, WV 25305-0130 35 -~ Telscomm

Proc Folder: 482803

Froc Type: Statawide MA (Open End)

Boc Rescription: ADDENDUM_3: RFP for Managed and Hested Voice Services

Date lasusd Eclicitation Closes | Selicitation No

Veraion

2018-11-02 2018-11-21 CREP 0212 SWC1900000001
13:30:00

BiD RECENING LOCATION

BID CLERK
DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON STE

CHARLESTON Wy 25305
us

3

Vendor Kame, Addrese 2nd Telephons Numbsr;

chts

221 E. Fourth St.

m/s 103-1200
Cincinnati, OH, 45202
513-841-8503

FOR INFORMATION CONTACT THE BUYER

Mark A Atkins
(304) 558-2307
mark.a.aildns@wv.gov

L /7

FEmNZ: B23783886

S and conditions contained in this sollcitation

Page: 1

DATE /;_/gjL

FORM ID : WY-PRC-CRFP-001




Purchasing Divison State of West Virginia

A | 2019 Washington Straet East -
>3] Post Office Box 30430 Request for Proposal
Charleston, WV 25305-0130 38 — Telecomm
Proc Folder: 462803

Doc Description: ADDENDUM_4: RFP far Managed and Hosted Voice Services

Proc Type: Statewide MA {Open End)
Date lscued Bolicitaticn Closes | Salicitation No

arslon
2018-11-15 2018-11-21 CRFP 0zi2 SWC1200000001 5
13:30:00
BID RECEIVING LOCATION
BiD CLERK
DEPARTMENT OF ADMINISTRATION
PURCHASING DiVISION
2019 WASHINGTON STE
CHARLESTON wv 25305
us
| VENDOR. :
Vendor Name, Addrazs and Telephone Number:
cbts

221 E. Fourth St.

m/s 103-1200
Cincinnati, OH, 45202
513-841-8503

[FOR INFGRMATION CONTACT THE BUYER
Mark A Atkins

(304) 558-2307

mark.a.zikins@wv.gov

Signature X / FEN# 823783886 DATE /// A
All offers suth s and condliiens contsined fn this solicitation /

Page: € FORM 1D : WV-PRC-CRFP-001



Purchaaing Divison State of West Virginia

©\| 2015 Washington Strest East
AT ostoma‘g:snm Request for Proposal

.} Charlostan, Wv 25305-0120 35 — Telecomm

Prac Foldar: 482803
Boc Deacription: ADDENDUM_4 RFP for Managed and Hosted Voice Services

Frac Type: Statawide MA (Open End)

Dats 'sausd Solicitalion Closes | Soficitation Mo Version

20%8-11-15 2048-11-21 CRFP 0212 SWC1200000004 5
13:30:00

e e . . . — v

DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON STE

CHARLESTON wv 25305
us

r..v--v._l e - - - s o s Aaca

| Vandar Name, Address and Teiophane Number:

E cbts
t 221 E. Fourth St.

m/s 103-1200
Cincinnati, OH, 45202
513-841-8503

FOR INFORMATION CONTACT THE BUYER
Mark A Alkins

(304) 558-2307

mark.a atkins@wv.gov

FEN® 823783886 DATE // M
a4

rins nd conditions contained tn this sollciation

Page: 1 FORM I0 : WV-PRC-CRFP-001



ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: CRFP 0212 SWC1900060001

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acksowledgment: I hereby acknowledge receipt of the following addenda and have made the
recessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:

(Check the box next to each addenduin received)
[v] Addendum No. i [ ] Addendum No.6
fv] Addendum No.2 [ 1 Addendum No.7
[v] Addendum No. 3 [ ] Addendum No. 8
[v] Addendum No.4 [ ] Addendum No.9
[ 1 Addendum No. 5 [ ] Addendum Ne. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. I
further understand that that any verbal representation made or assumed to be made durirg any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

" ¢/ Authorized Signature

b7

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.



State of Wast Virginia
Request for Proposal

3% — Telecomm

Proc Folder: 462803

Doc Description: ADDENDUM_5: RFP for Managed and Hosted Voice Services
Proc Type: Statewide MA {Open End)

221 E. Fourth St.

m/s 103-1200
Cincinnati, OH, 45202
513-841-8503

Bate lssved Salicitatlon Closes | Solficitation No Varsion
2018-11-16 2018-11-27 CRFP 0212 SWC1900000001 ]
13:30:00
B3 RECEVING LOCATION
BIiD CLERK
DEPARTMENT OF ADMINISTRATION
PURCHASING DIVISION
| 2019 WASHINGTCN ST E
CHARLESTON wv 25305
us
VEHDOR
Yandor Mume, Addrsss znd Tahphona Numbet
cbts

FOR INFORMATION CONTACT THE BUYER
Baric A Atkins

(304) §58-2307
maric.a.atkins@wv.gov

FEN# 823783886

e it

s and conditions contalned In his soichetion

Page: 1

FORM ID : WV-PRC-CRFP-001




[ADDITIGNAL iNFORMATION:
ADDENDUM_5 s lesued for the following:

1. To move the Bid Dpenig date from 11/21/2018 ta 11/27/2018 at 1:30pm EST.
2. To Publish revissd Atlachment_A Cost Sheat. (rev. 11-15-2018 Exce! formaited) due to a calculation eror.

No other changes made,

The Wesi Virginia Department of Administration, Purchasing Division {herelnafter referred (o as the "Purchasing Division®) is issuing this
solicitation as & request for proposal ("RFP"), as authorized by W. Va. Coda 5A-3-1 0b, for the West Virginia Office of Technology (hereinafier
refarred to as the "Agency”) to provide Managed Voice Services for the Stale's Legacy VolP Environment, whila working o migrate those Lagacy
Environments ta & Hosted VoI Platfarm, inciuded Hosted Contact Center Services per attached documents.

MANDATORY PRE.BID MEETING:
DATE: 09/26/2018

TIME: 2:30P EDT

LOCATION: WV Office of Technalogy

NOTE: Online responsaes to this solicitation are prohibited, Please see tha Instructions to Bldders In Sectlon 2 for proposai submission.

INVCICETD : _| sHIPTO
ALL STATE AGENCIES STATE OF WEST VIRGINIA
VARIOUS LOCATIONS AS INDICATED BY ORDER VARIOUS LOCATIONS AS INDICATED BY ORDER
No Gity Wwve99a8 No City WV 89999
us us
Line Comm En Dasc Oty Unlt isgua Unit Price Toial Price
L Managed and Hosted Voice Services  0.00000 EA
Gomm Cade Manufazivrer Specification Model #
81161700
Extonded Daseription :

See Atlachment_A Cost Sheet for proposal pricing. (Revised 11-16-2018)
Vendor shall use the Attachment_A Cost Sheet for proposal pricing.

Note: online preposal submissions are prohibited.

Please see Section 5 Vendor Proposal Subsetlion 5.3 for further instructions,

| SCHEDULE OF EVENTS i
Ling Event Evant Daty
1 Mandatory Pre-Bid Meeting @ 2:30pm EDT: 2018-09-26
2 Technical Questions due by 2:00pm EDT:  2018-10-05
3 Technical Questions duse by 2:00pm EDT:  2018-11-01

Page: 2




= S i e
! Document Phase 5 Document Description rPage 3 i

] |
SWCT90000500 5 ! Final | ADDENDUM_5: RFP for Managzd and * of 3 -
o MostedVolceSerdces 00 0 |

ADBITIONAL TERMS AND CONDITIONS

Sec attached document(s) for additional Terms and Conditions



2y, | Purchasing Divisan $State of West Virginia
=) 2019 Washington Strap: East
2} Post Offc Bax 80130~ Request for Proposal

s Charleston, WV 25305-9130 35 = Telecomm:

Proc Folder: 462803
Doc Description: ADDENDUM_S: REP for Managed and Hosted Voice Services
Proc Type: Statewide MA (Open End)

Date Issued Salickatlon Closes | Sollcltation No Varslon
2018-11-16 2018-11-27 CRFP 0212 SWC1200000001 &
13:30:00
R ECEGHTE sy

BID CLERK
DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTONM ST E

CHARLESTON wv 25305
us

i

o

DOk =

E I

=

1 Vandor Name, Addrags and Toiophom Number:

cbts

221 E. Fourth St.

m/s 103-1200
Cincinnati, OH, 45202
513-841-8503

Ry,

[FOR INFORMATION GORTACT THE BUYER
Mark A Atkins

(304} 558-2307

mark.a atkins@wy.gov

;ﬂﬂ,

FEINg 823783886

Page: 1

DATE /,;/g_é/f

FORM I WV-PRC-CRFP-001



R R ' 2 INoos: s S
ADDENDURW_5 Iz Issued for the fnﬂowing: ——— 2=

1. To meva the Bid Opening date from 17/21/2018 to 11/27/2015 at 1:30pm BST,

2. Te Putlish revisad Attachment_A Cost Sheat. (rev. 11-18-2018 Excel formatied) due to a cziculation error,

No other changes made.

The Wast Virginia Deparimant of Adminisiration, Purchasing Division (hereinafter rafarvad to as the "Pumhaslr;g Division"} is issuing this
solicitstion as a request for proposal ('"RFP"), as authorized by W, Va. Cods 54-3-10b, for the West Virgirla Office of Technoiogy (hereinafter
referrsd te s the “Agency) 1o pravide Managed Voice Servicss for the State's Lagecy VolP Environment, while working {o migrata those Legacy
Envircqimanie to 2 Ho 'ofP Platfarm, included Hosted Contaci Center Servicss per aftached documents

MANDATORY PRE-BID MEETING;

DATE: D8/26/2018

TIRIE: 2:30Pi4 EOT
LOCATION: WV Office of Technology

NOTE: Oniine responses to this solicitstion are prohibited. Please see the Instructions to Bidders in Saction 2 for proposal submission,

= = - _ N E——
| ALL STATE AGENCIES STATE OF WEST VIRGINIA

VARIOUS LOCATIONS AS INDICATED BY ORDER VARIOUS LOCATIONS AS INDICATED BY ORDER

No City Wva59e8 No City W @009
jus us

Line ~Comm Ln Dsac “Giy GnR leaus Unit Price Total Price

1 Managed end Hosted Volcs Servicas  0.00000 EA

Comm Code Manufaciurar Specificatlon .Mode! 2

B1181700

Extanded Dezcription :

Sea Aftachment_A Gost Sheet for proposal pricing. (Revised 11-16-2018)
Vendor shall use the Attachmeni_A Cost Sheat for proposal pricing.

Note: online propesal submissions are prohibited.

Plaasa see Seclion § Vendor Proposal Subsection 5.3 for further instructions.

biandatory Pra-Bid Mesting & 2:30pm EDT: 2018-08-26
Technical Questions dus by 2:00pm EDT:  2018-10-05

Line Event Evant Dt
1
2
3 Technical Questions due by 200pm EDT:  2018-11-01

Pago: 2



ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.; CRFP 0212 SWC190000000

Instructions: Please acknowiedge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to eack addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

ddendum Numbers Reeeived:
(Check the box next to each addendum received)

[v] Addendum No. i [ 1 Addendum No.6
[v] Addendum No.2 [ 1 AddendumNo.7
[v] Addendum No. 3 [ ] Addendum No.8
[v] Addendum No. 4 [ ] Addendum No.9
[v] Addendum No.5 [ ] Addendum No. 10

I understand that failure to confirm the receipt of addenda may be canse for rejection of this bid. 1
further understand that that any verbal representation made or assumed to be made during any oral
discussion held between Vendor's representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

LEBE -
~ Authorized Signature

/i 4
te

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.



REQUEST FOR PROPOSAL

(CRFP 0212 SWC1900000001)

SECTION 6: EVALUATION AND AWARD

6.1. Evaluation Precess: Proposals will be evaluated in two parts by a committee of three (3) or more
individuals. The first evaluatior will be of the technical proposal and the second is an evaluation of
the cost proposal. The Vendor who demonstrates that it meets all of the mandatory specifications
required, attains the minimum acceptable score and attains the highest overail point score of all

Vendors shall be awarded the contract.

6.2. Evaluation Criteria: Proposals will be evaluated based on criteria set forth in the solicitation and
information contained in the proposals submitted in response to the solicitation. The technical
evaluation will be based upon the point allocations designated below for a total of 70 of the 100

points. Cost represents 30 of the 100 total points.
Evaluation Point Aflocation;

Project Goals and Proposed Approach
- Approach & Methodology to Goals/Objectives
e 42.1.1 Voice Services
* 4.2.1.2 Security of Solution’s Services
* 4.2.1.3 Service and Support of Hosted Solution

Approach & Methodology to Compliance with
Mandatory Project Requirements

Qualifications and experience
- Qualifications aud Experience Generally
e 4.3 Vendor Qualifications and Experience

- Exceeding Mandatory Qualification/Experience
Requirements

Oral Presentation

Total Technical Score:

Total Cost Score;

55 Points Possible
(40 Points Possible)
(5 Points Possible)
(10 Points Possible)

0 Points Possible

10 Points Possible

0 Points Possible

5 Points Possible

70 Points Possible

30 Points Possible

Revised 6/8/2018



6.3. Technical Bid Opening: At the technical bid opening, the Purchasing Division will open and
announce the technical proposals received prior to the bid opening deadline. Once opened, the
technical proposals will be provided to the Agency evaluation committee for technical evaluation.

6.4. Technical Evaluation: The Agency evaluation committee will review the technical proposals,
assign points where appropriate, and make a final written recommendation to the Purchasing

Division,
6.5. Proposal Disqualification:

6.5.1. Minimum Acceptable Score (“MAS"): Vendors must score a minjmum of 70% (49 points)
of the total technical points possible in order to move past the technical evaluation and have
their cost proposal evaluated. All vendor proposals not attaining the MAS will be disqualified.

6.5.2. Failure to Meet Mandatory Requirement: Vendors must meet or exceed all mandatory
requirements in order to move past the technical evaluation and have their cost proposals
evaluated. Proposals failing to meet one or more mandatory requirements of the RFP will be
disqualified.

6.6. Cost Bid Opening: The Purchasing Division will schedule a date and time to pubiicly open and
announce cost proposals after technical evaluation has been completed and the Purchasing Division
has approved the technical recommendation of the evaluation committee. All cost bids received will
be opened. Cost bids for disqualified proposals will be opened for record keeping purposes only and
will not be evaluated or considered. Once opened, the cost proposals will be provided to the Agency
evaluation committee for cost evaluation.

The Purchasing Division reserves the right to disqualify a proposal based upon deficiencies in the
technical proposal even after the cost evaluation.

6.7. Cost Evaluation: The Agency evaluation committee will review the cost proposals, assign points in
accordance with the cost evaluation formula contained herein and make a final recommendation to
the Purchasing Divisiom.

Cost Evaiunation Formula: Each cost proposal will have points assigned using the following
formula for all Vendors not disqualified during the technical evaluation. The lowest cost of all
proposals is divided by the cost of the proposal being cvaluated to generate a cost score percentage.
That percentage is then multiplied by the peints attributable to the cost proposal to determine the
number of points allocated to the cost proposal being evaluated.

Step 1: Lowest Cost of All Proposals / Cost of Proposal Being Evaluated = Cost Score Percentage
Step 2: Cost Score Percentage X Points Allocated to Cost Proposal = Total Cost Score
Example:

Proposal 1 Cost is $1,000,000

Proposal 2 Cost is $1,100,000
Points Allocated to Cost Proposal is 30

Revised 6/8/2018



Proposal 1 Step 1 - $1,000,000/ $1,000,000 = Cost Score Percentage of 1 (100%)
Step 2 — 1 X 30 = Total Cost Score of 30

Proposal 2:  Step 1- $1,000,000 / $1,100,000 = Cost Score Percentage of 0.909091 (90.9091%)
Step 2 - 0.909091 X 30 = Total Cost Score of 27.27273

6.8. Availability of Information: Proposal submissions become public and are available for review
immediately after opening pursuant to West Virginia Code §5A-3-11(h). All other information
associated with the RFP, including but not limited to, technical scores and reasons for
disqualification, will not be available until after the contract has been awarded pursuant to West
Virginia Code of State Rules §148-1-6.3.d.

By signing below, I certify that I have reviewed this Request for Proposal in its entirety; understand the
requirements, terms and conditions, and other information contained herein; that I am submitting this
proposal for review and consideration; that I am authorized by the bidder to execute this bid or any
documents related thereto on bidder’s behalf: that T am authorized to bind the bidder in a contractual
relationship; and that, to the best of my knowledge, the bidder has properly registered with any State
agency that may require registration.

LB e

(Company)

Jirthay ()’zr/ffﬁu ﬂ@?yﬁh@ﬁﬁ_w.

(Representative Name, Title)

SBT3 9745/ 513-381 " 2974
(Contact Phone/Fak Number)

_.J,%m /fsr
(Date)

Revised 6/8/2018



