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Verizon Enterprise Solutions
4700 Maccorkle Avenue

Verizon@{ Charleston, WV 25304

Phone: 304-356-3395

November 21, 2018

State of West Virginia

Department of Administration, Purchasing Division
Attn: Mark Atkins

2019 Washington Street, E

Charleston, WV 25305

To State of West Virginia:
Thank you for giving us the opportunity to present our proposal.

By choosing to partner with Verizon you receive secure, reliable, and flexibie services that enable you to
deliver your key business programs and provide the control and predictability you seek. Our products and
services will help you bring the future to your customers.

Our value-based proposal addresses requirements from a business, financial, technical, and operational
perspective. Our solution leverages:

Configurable technology platforms that provide the foundation to build sclutions to help overcome
your business challenges.

Industry innovation and solutions to meet existing and evolving requirements.
Robust scale and flexible options for delivery and management.

Vendor ecosystems, enabling us to create and deliver end-to-end business, communications, and
industry solutions.

Highly skilled teams of professionals.

We are committed to State of West Virginia's success. We sincerely appreciate your consideration and
would be honored to continue to provide State of West Virginia with services that provide better business
results, better experiences, and better peace of mind. If you have questions, please contact me at 304-
356-3395 or via email at sandra k. hawkins@verizon.com. | look forward to engaging with you and your
team.

Sincerely,

Sandio K Hawdans

Sandra K. Hawkins
Senior Client Partner
304-356-3395
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State of West Virginia General Information

General Information

Nature of Proposal

This RFP response is submitted to the West Virginia Purchasing Division on behalf of West Virginia Office
of Technology (referred to herein as “Customer”) by Verizon Business Network Services Inc. on behalf of
its affiliate, MCI Communications Services, Inc. d/b/a Verizon Business Services (individually and
collectively referred to herein as "Verizon™).

Notwithstanding anything to the contrary contained in the RFP documents, Verizon does not consider this
RFP response as legally binding to provide the Services described herein until all exceptions have been
resolved, a mutual understanding is reached, and a contract is executed.

As permitted in the WV Purchasing Division's Procedures Handbook, Section 7.2.19, Verizon also
submits additional terms and conditions reflected in Verizon's Service Agreement, which is incorporated
and included in Verizon's response.

Verizon has included a signed WV-96 and understands Verizon's terms and conditions shall not
supersede the WV-86 terms and conditions where a conflict arises.

Pricing Disclaimer

Verizon pricing is based upon the set of requirements for the services set forth in the RFP. In the event
Customer alters those requirements, or third party charges change, Verizon pricing may change.

The prices set forth in this Response exclude the following: (a) taxes, tax-like charges and tax-related
surcharges; (b) “Governmental Charges” as defined in the Guide; (c) other charges expressly excluded
by the final agreement to be negotiated between the parties; and (d) other charges published in the
Tariffs and/or Guide.

Validity Period

Unless otherwise stated in this proposal, this proposal is valid for a period of ninety (90) days from the
date submitted.

During this period, promotions may expire and rates, charges, and/or discounts may fluctuate with
changes in the Tariffs or Guide unless specifically stated as fixed in this proposal.

Subcontractor

If subcontractors are to be involved in the provision of services contemplated in this RFP response, this
RFP response and any resulting agreement are dependent upon Verizon being able to negotiate
commercially reasonable underlying agreements with such subcontractors.

Assumptions

1. Verizon assumes that Customer does not require bidders to administratively manage any contracts
Customer has directly with third parties.

2. Verizon assumes that all services are expected to invoice from the bidder US to a Customer US entity
at a US address.

3. Verizon assumes that any contract will be between two entities incorporated in the United States.

4. Verizon assumes that Customer will have no objection to a non-US affiliate executing a separate
Master Agreement for any services provided by a Non-US bidder affiliate to a non-US Customer affiliate.

5. Verizon assumes that Customer agrees to comply with all export regulations and restrictions of any
jurisdiction in which services are provided.
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State of West Virginia General Information

6. Verizon assumes that Customer will keep all bidders or bidder affiliate information provided in response
to this RFP confidential to the same or greater degree it would protect its own information of the same or
similar type.

7. Verizon assumes that Customer understands that for tax, regulatory or possible export restrictions, that
Service Order Forms may need to be executed between entities of a country where CPE or a service
involving labor is delivered. Please indicate any disagreement with this assumption.

8. Invoicing and Billing: Verizon assumes that invoices will be generated by and sent to the contracting
parties (which may be the contracting parties to a country-specific Service Order Form or similar schedule
submitted pursuant to the master agreement) at an address in the country in which the contracting party
is organized.

Verizon will consider alternatives which it will review and approve subject to system capability, tax,
regulatory and vendor/subcontractor issues.

9. CPE and CPE Related-Services: CPE and CPE-related services (including but not limited to installation
and maintenance) will require execution of Service Order Forms or similar paperwork, in the country
where the CPE will reside or CPE-related services are performed.

November 27, 2018 2 verizon



State of West Virginia Executive Summary

Executive Summary

The State of West Virginia, through the Office of Technology provides vital administrative and
technology services to enable West Virginia’s reinvention.

The primary purpose of your RFP is to present a unified communications platform to all State of
West Virginia agencies and allow for rapid adoption of new, best-in-class technologies and
features. in order to achieve this, we will strategically partner with the State of West Virginia to
help you deliver your technology-enabled vision.

We are pleased to provide a proposal in response to your invitation to bid. We have included
our approach which leverages Strategic partnerships and investments we have made in
emerging technologies so that the benefits can be directly passed onto you.

We Understand Your Challenges. Today, constituents, like never before, are expecting
convenience and ease when dealing with their government. They are expecting more options to
engage government, including digitally and online. At the same time, they still hold government
to be good stewards of the taxpayer dollar.

This has created an ever-increasing pressure to:

B Create a "Constituent 360" environment, where the constituent engages via their preferred
channel and loses no service quality

Increase Channels of constituent engagement
Steward the taxpayer dollar by Trimming costs

Enhance organizational agility to respond to constituent needs

Improve the ability to innovate

Communications excellence is a pillar to addressing these new challenges in the public sector,
and this requires government leaders to explore new solutions and trusted partners to achieve
the goal. West Virginia recognizes this and takes this important step via this RFP.

In your RFP, you mentioned some key aspects of your current state (significant data points
bolded and underlined):

“The State presently uses a varied collection of infrastructure, equipment, and services to
support the diverse communications needs of the State. These services have historically been
supported by a dedicated group of internal State staff.

The envisioned strategic direction is to leverage a single Contractor-provided Voice over
Intemet Protocol (VolP) service, and provide reliable, efficient, secure, scalable, and cost-
effective managed voice, unified communications and contact center services to the State.

November 27, 2018 3 verizon’



State of West Virginia Executive Summary

Our Proposed Solution

Succinctly and concisely this paragraph provided us the drivers for our solution. Verizon
combined several services into a comprehensive solution for the State to meet these drivers.
The highlights of these services are detailed below.

Verizon sees the most important priority as taking over management of your existing Cisco IP
telephony infrastructure. Verizon proposes to do this in partnership with TEKsystems.

Verizon proposes to utilize the existing two contractors the State uses today as onsite support.
Their day to day knowledge of the current environment will ensure a smooth transition as
management is transitioned from the State to Verizon.

These two onsite resources will be backed up by a knowledgeable Service Desk and technical
resources to provide round the clock support for the State’s users. They will also be invaluable
as the State transitions from an onsite solution to a hosted one.

Verizon anticipates that the Standard Security Hosted Voice solution will meet the needs of
most users. At its core, this is the same technical platform as your current UCCaaS users use
foday.

However, it is provisioned under a new contracting platform that allows access to improved
features. This provides UC&C services such as call control, integrated/unified voicemail,
presence and Instant Messaging, and enterprise mobility, integrated with Cisco Webex and
Verizon audio conferencing.

By delivering these core Unified Communications (UC) services from its secure, state-of-the-art
data centers, Verizon is able to provide and manage UC&C capabilities using a subscription-
based monthly billing model.

The core Hosted Calling services are based on Cisco’s Hosted Collaboration Solution
virtualized application portfolio, providing customers with the security benefits of dedicated
applications and the convenience and cost benefits of a hosted environment.

Verizon has expanded its partnership with Cisco, and now co-markets and co-sells with Cisco
worldwide. Verizon partners with Cisco to maintain and provide operational support services for
hosted voice.

Verizon also supports integrated Cisco cloud UC offerings, such as WebEx (Web conferencing)
and Cloud Connected Audio (audio conferencing). Verizon also continues to expand the hosted
voice offering with its wireless voice over Long Term Evolution (VoLTE) service.

Verizon's expanded partnership with Cisco enables customers to scale and upgrade quickly
when HCS platform upgrades are available. Verizon has been able to take advantage of new
APls integrations for its customers including Salesforce and Service Now.
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State of West Virginia Executive Summary

Benefits

Hosted Unified Communications services help organizations achieve the following objectives:

i Access to the full set of sophisticated UC features available with advanced premise-based
solutions — Organizations can benefit from the feature richness and integration flexibility
typically associated only with premise-based solutions.

B Access to comprehensive management support — With Hosted Calling, customers receive
a range of fauit management, configuration management, asset management, and
performance management services, with customized, built-in security practices—without
having to develop full internal expertise typically required with a premise-based solution.

§ Trade capital expenditures for predictable monthly expenses — Costs of the UC Platform
hardware and software, implementation, maintenance, upgrades and ongoing
management are accounted for by a recurring monthly fee based on the number of users.

This better matches costs with actual needs, and smooths out the budget impact typically
associated with one-time capital expenditures from premises-based equipment.

B Control costs while maintaining customization and flexibility—Organizations benefit from
the usage-based pricing structure of cloud computing infrastructure and environments,
while maintaining the custom integration and version/patch flexibility of a premise-based
solution

B Introduce collaboration capabilities across the company — Companies can provide
common tools between mobile and desktop, helping achieve faster response times from
workers and speed critical decisions and processes.

B Upgrade TDM or IP PBX systems and control costs — Customers can replace the high cost
call routing, equipment maintenance and Move, Add, Change and Delete (MACD)
expenses with the cost control opportunities available through hosted IP Telephony.

¥ Extend unified communications into sites that do not have current generation IP PBXs.

IT staff can provide regional and branch offices and remote workers not covered by the
company’s IP PBX network with unified communications without the capital outlay of an
IP-PBX purchase or the IT support management these deployments require.

B Anytime/any device access to Unified Communications applications.

® Voice: IP phone, Single Number Reach or Mobility features, Extension Mobility, Cisco
Jabber Desktop clients, and Jabber Mobile clients for smart phones or tablets are
available and provide the same user experience regardless of device type.

B Messaging: Traditional Phone Telephone User Interface, |P Phone Cisco View Mail,
Mobile Phone Voice View, Jabber clients, Microsoft Outlook integrated Messaging, or
Webmail, are available and no matter the device the messaging experience is the same.
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State of West Virginia Executive Summary

¥ Integrate unified communications with third party business-critical applications, services,
and platforms.

B Through the Jabber Software Development Kit (SDK), there are numerous opportunities to
integrate Hosted Calling with third party applications, services, and platforms.

® Improve productivity by leveraging unified communications with business-critical third-
party services.

While this is a very secure solution, the State identified the need for a subset of users to use a
higher security solution.

Unified Communication and Collaboration as a Service (UCCaaS) for Government is Verizon's
hosted and managed high security service also based on Cisco's Hosted Collaboration Solution
(HCS). It was built from the ground up to meet stringent FedRAMP security standards.

It is completely separate from the Standard Security platform descried above. However, the
services provided and support model is similar. Verizon hosts more than 100,000 Public Sector
users today.

Security Excellence

Verizon takes a specific approach to communications security that is important to understanding
our solution. Often times communications providers apply a data security approach because it is
the most common paradigm in security discussions.

At Verizon, we understand the nuances of communications security. The first thing to
understand is the most common focus of security threats is not necessarily the communications
itself. Rather, it is denying the communications.

We call it T-DOS, telephony denial of service, and it is a very real threat. This is not to suggest
that intrusion is not a motive, because it is also a threat. However, a balanced security approach
understands the full spectrum of security and puts capabilities in place to address those.

Verizon's security solution addresses the full spectrum of concerns. From denial of service to
hijacking communications to actually trying to listen in, Verizon has a solution for them all. We
are continually ranked as the most advanced company in security in the telecommunications
sector by Gartner, and our solutions reflect this.

Aside from the features and the technology, the most important aspect of our solution is that it
utilizes the Verizon network (please see the figure below). This is critical, as Verizon is one of
the largest and most secure networks in the world.

Our culture of partnership extends our communications network to far reaching places
economically and seamlessly enabling West Virginia to have confidence in its communications
even in the most niche use cases.
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State of West Virginia Executive Summary

UCCaa$S (Unified Communication and Collaboration as a Service) for Government is FedRAMP
(The Federal Risk and Authorization Program) compliant.

FedRAMP processes are designed to assist federal government agencies in meeting Federal
Information Security Management Act (FISMA) requirements for cloud systems.

By standardizing security assessment, authorization, and continuous monitoring for cloud -
products and services, this program delivers costs savings, accelerated adoption, and increased
confidence in security to U.S. government agencies that are adopting cloud technologies.

UCCaaS for Government security features include:
B FISMA compliant through FEDRAMP
B Dedicated Per-Customer Application Deployments
B Comprehensive Encryption of Sensitive Data
B Continuous Monitoring
B Application Based Policy Enforcement Management
B Third Party Reviews and Audits

Most notably, it is hosted in the Verizon Network which is heralded annually by independent
organizations as one of the more secure in the world.
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State of West Virginia

Executive Summary

The powerful combination of Verizon's network-based
services and Cisco's Unified Communications platform,
together with Verizon’s professional consulting expertise,
helps enable better organizational processes and
productivity for our clients while assembling the building
blocks to provide cloud-based unified communications as
a service.

We are a Cisco multinational certified partner is the U.S.,
Canada, and countries throughout EMEA and APAC.

We are a Cisco Gold Certified Partner in the U.S., United
Kingdom, Germany, Netherlands, Australia, Hong Kong,
Philippines, and Singapore. We are a Cisco Silver
Certified Partner in Canada and France.

As a Cisco Gold Certified Partner with multinational
certifications, we are part of an elite group of providers
with proven in-depth technology skills and customer
success in selling, deploying, and providing services for
Cisco solutions.

In addition to technology advantages, being a Cisco Gold
Certified Partner provides Verizon with access to a broad
range of Cisco resources, as well as providing
competitive pricing for our customers.

One of the challenges the State has faced is collecting
the data necessary to move users to hosted voice.
Verizon plans to utilize the existing TEKsystems
contractors to lead the data collection effort with user
agencies to speed up the transition from the existing on-
premises platform o the hosted ones.

UCCaa$ for Government through
the Verizon & Cisco Relationship

The Verizon UCCaa$ for Government
offering is based on the virtualized
Cisco HCS platform.

Verizon has expanded its partnership
with Cisco, and now co-markets and
co-sells with Cisco worldwide.

Verizon partners with Cisco to
maintain and provide operational
support services for the UCCaa$ for
Government platform.

Verizon also supports integrated
Cisco cloud UC offerings, such as
WebEx (Web conferencing), CMR
{video), and Cloud Connected Audio
(audio conferencing).

Verizon also continues to expand the
UCCaa$ for Government offering with
its wireless voice over Long Term
Evolution (VoL TE) service.

Verizon's expanded partnership with
Cisco enables customers to scale and
upgrade quickly when HCS platform
upgrades are available.

Verizon has been able to take
advantage of new APIls integrations
for its customers including SalesForce
and Service Now.

The State also asked for an option for small sites with non-private handoffs.

Verizon has two options for these sites. One is to utilize Expressway to securely connect to the
Hosted Voice platforms via the Internet. A second option is Virtual Communications Express

(VCE).

VCE is a simple, reliable approach to deliver critical technologies so that The State of West

Virginia can confidently focus on business possibilities.

With Virtual Communications Express, you get an end-to-end communications service built for
you and delivered from our cloud. You get phone service that is packed full of features that can

help make your business more efficient and productive.

November 27, 2018 8
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State of West Virginia Executive Summary

You get state-of-the art phones, specifically designed for businesses like yours. You get instant
messaging and presence, audio and video conferencing, and desktop and mobile screen
sharing that will enable you to collaborate internally and with your customers and suppliers
better than ever before.

Virtual Communications Express is a robust, yet simple “plug and play” or professionally
installed solution:

B Benefits and efficiencies of anytime unified communications capabilities across corporate
voice and IT systems.

Ability to boost productivity using existing broadband Internet service or Private iP
connections,

The State of West Virginia can use the collaborative and mobile tools that Virtual
Communications Express offers — i.e. audio and video conferencing — to easily and quickly
bring employees or clients together when making decisions.

Mobile clients can also enable the ability to take calls and conduct conference meetings
while on the go. You can remain productive when outside of the office (unlike plain old
telephone service), and maintain continuity, so your business can continue to run
smocthly.

B Alleviate the effort, complexity, and risk associated with technology management.
B Access leading applications and self-service capabilities.

B Simple installation and activation — no IT expertise required.

B Seamless communication across your organization, right “out of the box".

Virtual Contact Center is a complete cloud-based contact center solution providing the State of
West Virginia with a comprehensive set of contact center tools, without requiring a costly
investment in software, hardware, and support personnel. With this solution a you can provide
agent training, properly schedule and staff agents, and interact with customers.

Virtual Contact Center allows an agency’s customers to choose the method of contact most
convenient to them. Customers can contact a business' contact center via phone, e-mail, SMS,
social media, or the company's website. They can leave a voicemail, wait in queue for the next
available customer service agent, or they can request a call back from an agent.

With the comprehensive set of routing options agencies can improve their customer's
experience and increase first call resolution. Inherent contact reporting will provide the State of
West Virginia with real time and historical reports ensuring the agencies are meeting their
internal contact handling metrics.

Agents have at their fingertips access to e-Learning modules which will increase their
knowledge when not handling inbound interactions. Supervisors can properly forecast and
schedule contact center agents through embedded Work Force Management capabilities.

November 27, 2018 9 verizon’



State of West Virginia Executive Summary

Key points of Virtual Contact Center Include:
B 100% Hosted in geographically redundant data centers
® Multimedia support including voice, e-mail, chat, SMS, and social media

® Integrate with 3rd party systems like Salesforce.com, Right Now, Microsoft Dynamics, or
internally developed systems

B 99.99% Platform Uptime guarantee
B Global offering that can support Agent deployments in the U.S. and EMEA

Virtual Contact Center provides a comprehensive set of tools that will fit any opportunity. From
the smallest new contact center to complex enterprise solutions, Virtual Contact Center wili
allow the State of West Virginia to provide exceptional customer service.

Implementation Approach, Global Scale, and Fiexible Options for Delivery and
Management

The State of West Virginia RFP outlined Project Goals and Objectives that were expected of the
selected partner to implement the new services. Verizon reviewed this in detail and has built our
approach upon the request. This approach has been used in other enterprise deployments, and
we are intimately familiar with it.

We deliver our services to provide scale, delivery, and management options thus providing you
with the flexibility to invest in innovation, manage costs, and maintain operational controls in the
proper balance for your organization.

We offer a range of delivery, management, and professional services engagements to create
the flexibility you need to advance your organization.

Verizon has total confidence that we can address this initiative within your requested timeline.
With that noted, our goal is to explore accelerating the migration and to shorten the legacy
platform support window. This gives all locations the ability to utilize the unified communications
platform earlier, thus enjoying greater productivity.

Verizon will leverage its professional services team to perform the work. This team is large and
qualified with over 5,250 Cisco certifications within the group. They have experience in many
implementations similar 1o this.

Their expertise will be critical to ensuring this initiative stays on schedule and delivers the
benefits your users are expecting. Additionally, their collaborative approach ensures impact to
State IT is minimized, and the project is delivered smoothly.
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State of West Virginia Executive Summary

Four Key Capabilities

You can count on us to be your trusted technology provider. Our approach comprises four key
capabilities that, when combined, help your organization innovate and perform:

B Securely deliver information to more people and places with intelligent networks.

B Get the computing resources you need to make better, faster decisions with a dynamic
cloud.

B Keep your employees productive, where and when they work, with workforce mobility and
communications platforms.

B Connect with more customers — and more information — with connected machines.

Plus, our technology provides the underlying security solutions designed to protect your
network, devices, and critical information.

A Solution with Benefits Today and Tomorrow

In general, by choosing a Verizon solution, you can benefit from the following:
B Consistency. All services managed using the same standardized approach

B Visibility. Single global reporting environment; heavy use of data to generate insights for
management

Reliability. Rigorous meeting and document control, accurate inventory management
Development. Commitment to continual service improvement and ongoing innovation
Engagement. Interaction with users and executives thru regular forums

Specifically, we help address your challenges and fulfill your objectives by:

Hybrid Unified Communication Service

Lower Total Cost of Ownership

B Faster, More Cost-Effective Deployments

November 27, 2018 1 verizon‘-’



State of West Virginia Executive Summary

As the State of West Virginia’s Strategic Partner, We Can Help You
Transform Your Organization

In today's rapidly transforming environment, we design, build, and operate the networks,
information systems, communication platforms, and mobile technologies that help businesses
and governments around the globe expand reach, increase agility, and maintain longevity.

With our legacy of innovation and a proven ability to execute, we offer the technology platforms,
industry solutions, global reach, vendors, and people necessary to create the specific solutions
your enterprise needs.

Ultimately, we can help you harness the opportunities of the evolving advanced technology
landscape, find new opportunities for your specific business goals, and reap the benefits of
technology-led business transformation.

Recommendations and Next Steps. Based on what we currently understand of State of West
Virginia's requirements, plus what we see in the marketplace, we look forward to the next step
in the RFP process.

Summary

By selecting Verizon as your solution partner, The State of West Virginia can leverage our
adaptable technology platforms, expertise, experience, and innovation so you can continue to
focus on your business.

B We're a trusted partner to the world's largest companies. Nearly all of Fortune 1000 uses
Verizon technology and services.

E We're a communications service provider with a scale that few can match. We manage
more than 4,000 customer networks and over 345,000 security, network and hosting
devices.

B We have also made significant investments in the technologies that matter most to
businesses today, including security, data centers, 4G LTE, cloud computing and our
expansive global IP network.

We look forward to advancing our relationship and working together delivering exceptional
services to your needs and in serving the constituents of West Virginia, now and in the future.
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Verizon Business Network Services Inc. on behalf of MCl Communications Services, Inc. dba Verizon Business Services
Sandra Hawkins

| 4700 Maccorkle Avenue
“harleston, WV 25304
‘hone: 304-356-3395

|

FOR INFORMATION CONTACT THE BUYER
Mark A Atkins

(304) 558-2307

mark.a.atkins@wv.gov

[
_nature X JL A( O =" FEIN# 47-0751768 DATE November 20, 2018

All offers subject to all terms and conditions contained in this solicitation

Page : 1 FORM ID : WV-PRC-CRFP-001



[ADDITIONAL INFORMATION: - . _ e | : = . o a0 e , :
The West Virginia Department of Administration, Purchasing Division (hereinafter referred to as the "Purchasing Division") is issuing this
solicitation as a request for proposal ("RFP"), as authorized by W. Va. Code 5A-3-10b, for the West Virginia Office of Technology (hereinafter

referred to as the "Agency™) to provide Managed Voice Services for the State's Legacy VolP Environment, while working to migrate those Legacy
yironments to a Hosted VolIP Platform, included Hosted Contact Center Services per attached documents.,

wiANDATORY PRE-BID MEETING:

DATE: 09/26/2018

TIME: 2:30PM EDT

LOCATION: WV Office of Technology
1900 Kanawha Blvd. E_,
Building 5, 10th Floor
Charleston, WV 25305

NOTE: Online respanses to this solicitation are prohibited. Please see the Instructions to Bidders in Section 2 for proposal submission.

INVOICE TO - - - = . .- |lsHiPrTO

ALL STATE AGENCIES STATE OF WEST VIRGINIA

VARIOUS LOCATIONS AS INDICATED BY ORDER VARIQUS LOCATIONS AS INDICATED BY ORDER

No City Wv989999 No City WV 99999

us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 Managed and Hosted Voice Services  0.00000 EA
Comm Code Manufacturer Specification Model #
81161700

tended Description :
—ee Attachment_A Cost Sheet for proposai pricing.

Vendor shall use the Attachment_A Cost Sheet for proposal pricing.
Note: online proposal submissions are prohibited.

Please see Section 5 Vendor Proposal Subsection 5.3 for further instructions.

ISCHEDULE OF EVENTS = s & e i [ L e T el |
Line Event Event Date
1 Mandatory Pre-Bid Meeting @ 2:30pm EDT: 2018-09-26
2 Technical Questions due by 2:00pm EDT:  2018-10-05

Page: 2




SWC1900000001

Document Phase
Final

Document Description
RFP for Managed and Hosted Voice
Services (0T18027)

Page 3
of 3

ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions




o ;;;;fﬁsmhq Di:isos'.'t ¢ Bt State of West Virginia
ashington ree as
51| Post Office Box 50130 Request for Proposal
Charleston, WV 25305-0130 35 — Telecomm

Proc Folder: 462803

Doc Description: ADDENDUM_1: RFP for Managed and Hosted Voice Services
Proc Type: Statewide MA {Open End)

Date Issued Solicitation Closes Solicitation No Version

2018-10-19 2018-11-21 CRFP 0212 SWC1900000001 2
13:30:00

BID RECEIVING LOCATION

BiD CLERK

DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON ST E

CHARLESTON Wv 25305
us

VENDOR

Vendor Name, Address and Telephone Number:

Verizon Business Network Services Inc. on behalf of MCl Communications Services, Inc. dba Verizon Business Services
Sandra Hawkins

4700 Maccorkle Avenue
‘Charleston, WV 25304
| Phone: 304-356-3395

FOR INFORMATION CONTACT THE BUYER
Mark A Atkins

{304) 558-2307

mark.a.atkins@wv.gov

shature X 1\0"'\. X ,\>/,,‘_::> FEIN# 47-0751768 DATE November 20, 2018

All offers subject to all terms and conditions contained in this solicitation

Page: 1 FORM ID : WV-PRC-CRFP-001




| ADDITIONAL INFORMATION:

ADDENDUM_1 Is issued for the foliowing:
1. To move the bid opening date from 10/24/2018 to 11/21/2018/2018 at 1:30pm EST.
2. To publish the mandatory Pre-Bid attendance sheets.
To permit the agency more time in preparing the responses to the questions submitted by vendors during the Technical Questioning period.

wo other changes made.

The West Virginia Department of Administration, Purchasing Division (hereinafter referred to as the "Purchasing Division") is issuing this
solicitation as a request for propesal ("RFP"), as authorized by W. Va. Code 5A-3-10b, for the West Virginia Office of Technology (hereinafter
referred to as the "Agency") to provide Managed Voice Services for the State's Legacy VolP Environment, while working to migrate those Legacy
Environments to a Hosted VolP Platform, included Hosted Contact Center Services per attached documents.

MANDATCRY PRE-BID MEETING:
DATE: 09/26/2018

TIME: 2:30PM EDT

LOCATION: WV Office of Technology

NOTE: Cnline responses to this solicitation are prohibited. Please see the Instructions to Bidders in Section 2 for proposal submission.

INVOICETD . _ = = . ¢ " |-suiPTO
ALL STATE AGENCIES STATE OF WEST VIRGINIA
VARIOUS LOCATIONS AS INDICATED BY ORDER VARIOUS LOCATIONS AS INDICATED BY ORDER
No City Wv98999 No City WV 99999
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 Managed and Hosted Voice Services  0.00000 EA
mm Code Manufacturer Specification Model #
1161700

Extended Description :
See Attachment_A Cost Sheet for proposal pricing. -

Vendor shali use the Attachment_A Cost Sheet for proposal pricing.
Note: online proposal submissions are prohibited.

Please see Section 5 Vendor Proposal Subsection 5.3 for further instructions.

[SCHEDULE OF EVENTS
Line Event Event Date
1 Mandatory Pre-Bid Meeting @ 2:30pm EDT: 2018-09-26
2 Technical Questions due by 2:00pm EDT:  2018-10-05

Page: 2



SWC1900000001

Document Phase

Final

Document Description
ADDENDUM_1: RFP for Managed and

Hosted Voice Services

Page 3
of 3

ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions




:;l;;lﬁsinhq Di:isosnt  Eat State of West Virginia
3 asnington >ireet Eas
i| Post Office Box 50130 fRequest for Rroposal

+§| Charleston, WV 25305-0130 35 — Telecomm

Proc Folder: 462803
Doc Description: ADDENDUM_2: RFP for Managed and Hosted Voice Services
Proc Type: Statewide MA (Open End)

Date lssued Solicitation Closes Solicitation No Version
2018-10-25 2018-11-21 CRFP 0212 SWC1900000001 3
13:30:00

PIDRECENINGLOGATION . — =~
BID CLERK

DEPARTMENT OF ADMINISTRATION
PURCHASING DIVISION

2019 WASHINGTON ST E

CHARLESTON wv 25305
Us

S Y 5 LT T e

Vendor Name, Address and Telephone Number:

Verizon Business Network Services Inc. on behalf of MCI Communications Services, Inc. dba Verizon Business Services
Sandra Hawkins

4700 Maccorkle Avenue
Charleston, WV 25304
Phone: 304-356-3395

FOR INFORMATION CONTACT THE BUYER

Mark A Atkins
(304) 558-2307
mark.a.atkins@wv.gov

’ s t
Jnature X AQM >L'> FEIN# 47-0751768 DATE November 20, 2018

All offers subject to all terms and conditions contained in this solicitation

Page: 1 FORM ID : WV-PRC-CRFP-001




ADDITIONAL INFORMATION:” — — — © 7

ADDENDUM_2 Is issued for the following:
1. To Publish revised specifications (rev. 10-24-2018).
2. To Publish revised Attachment_A Cost Sheet. (rev. 10-24-2018 Excel formatted).
To Publish revised Appendix_A document {rev. 10-24-2018).
0 publish the Agency's response to the guestions submitted by Vendars during the Technical Questioning period.
~. To open a second Technical Question period until 11/01/2018 due by 2:00pm EDT.

No other changes made.

The West Virginia Department of Administration, Purchasing Division (hereinafter referred to as the "Purchasing Division"} is issuing this
solicitation as a request for proposal ("RFP"), as authorized by W. Va. Code 5A-3-10b, for the West Virginia Office of Technology (hereinafter
referred to as the "Agency") to provide Managed Voice Services for the State's Legacy VolP Environment, while working to migrate those Legacy
Environments to a Hosted VolP Platform, included Hosted Contact Center Services per attached documents.

MANDATORY PRE-BID MEETING:
DATE: 09/26/2018

TIME: 2:30PM EDT

LOCATION: WV Office of Technology

NOTE: Online responses to this solicitation are prohibited. Please see the Instructions to Bidders in Sectian 2 for proposal submission.

NGERE . T T T g

ALL STATE AGENCIES STATE OF WEST VIRGINIA

VARIOUS LOCATIONS AS INDICATED BY ORDER VARIOUS LOCATIONS AS INDICATED BY ORDER

No City Wv99999 No City WV 99899

us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 Managed and Hosted Voice Services  0.00000 EA
vomm Code Manufacturer Specification Model #
81161700

Extended Description :
See Attachment_A Cost Sheet for proposal pricing.

Vendor shall use the Attachment_A Cost Sheet for proposal pricing.
Note: online proposal subimissions are prohibited.

Please see Section 5 Vendor Proposal Subsection 5.3 far further instructions.

Event Event Date

Mandatory Pre-Bid Meeting @ 2:30pm EDT: 2018-09-26
Technical Questions due by 2:00pm EDT:  2018-10-05
Technical Questions due by 2:00pm EDT:  2018-11-01

Page: 2




SWC1900000001

Document Phase

Final

Document Description
ADDENDUM_2: RFP for Managed and

Hosted Voice Services

Page 3
of 3

ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions




Purchasing Divison State of West Virginia

: % | 2019 Washington Street East
{| Post Office Box 50130 Request for Proposal

+f| Charleston, WV 25305.0130 35 — Telecomm

Proc Folder: 462803
Doc Bescription: ADDENDUM_3: RFP for Managed and Hosted Voice Services
Proe Type: Statewide MA (Open End)

Date Issyued Solicitation Closes | Solicitation No Versiof
2018-11-02 2018-11-21 CRFP 0212 SWC1900000001 4
13:30:00
BID RECEIVING LOCATION

BID CLERK
DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON STE

CHARLESTON Wy 26305
us

VENDOR
Vendor Name, Address and Telephone Number:

Verizon Business Network Services Inc. on behalf of MCI Communications Services, Inc. dba
Verizon Business Services

Sandra Hawkins
4700 Maccorkle Avenue

|_Charleston W\ 25304

e -

Phone: 304-356-3395

FOR INFORMATION CONTACT THE BUYER
Mark A Atkins

(304) 558-2307

mark.a. atkms%wv gov

Slgnature X ﬁ ,DA A yﬁ‘f\(ﬁ FEIN# 47-0751768 DATENovember 20, 2018

All offors subject to all terms and conditions contained in this solicitation

Page: 1 FORM {0 : WV-PRC-CRFP-001



FADDITIONAL INFORMATION
ADDENDUM_3 Is issued far the following:

1. To publish the Agency’s respanse to tha questions submitied by Vendors during the Technical Questioning second and final period.
". To Publish revised Attachment_A Cost Sheet. {rev 11-02-2018 Excel formatted). )

S

No other changes made.

The West Virginia Department of Administration, Purchasing Division (hereinafter referred to as the "Purchasin Division"} is issuing this
solicitation as a request for proposal ("RFP"), as authorized by W. Va, Code 5A-3-10b, for the West Virginia Office of Technology (hereinafter
referred lo as the "Agency”) fo provide Managed Voice Services for the State's Legacy VolP Environment, while working to migrate those Legacy
Environments to a Hosted VolP Platform, included Hosted Contact Center Services per attached documents,

MANDATORY PRE-BID MEETING:
DATE: 00/26/2018

TIME: 2:30PM EDT

LOGATION; WV Office of Technology

NOTE: Online responses to this solicitation are prohibited. Pleasa ses the Instructions to Bidders in Section 2 for propasal submission,

ALL STATE AGENCIES STATE OF WEST VIRGINIA
VARIOUS LOCATIONS AS INDICATED BY ORDER VARIOUS LOCATIONS AS INDICATED BY ORDER
No City Wva9099 No City Wy 98usn
us us
Lineg Cormnm Ln Desc Qty Unit Issue Unit Price Total Price
1 Managed and Hosted Voice Services  0.00000 EA
[Comm Code Manufacturer Specification Model #
31181700
L

Extended Description @
See Attachment_A Cost Sheet for proposal pricing. (Revised 11-02-2018)

Vendor shall use the Attachment_A Cost Sheet for proposal pricing.
Note: online proposal submissions are prohibited.

Please see Section 5 Vendor Propoesal Subsection 5.3 for further instriictions.

[ScHEBUTE oF EVERT A
Line Event Event Date
1 Mandatory Pre-Bid Meeting @ 2:30pm EDT: 2018-09-26
2 Technical Questions due by 2:00pm EDT;  2018-10-05
3 Technical Questions due by 2:00pm EDT:  20418-11-01

Page: 2



SOLICITATION NUMBER: CRFP 0212 SWC1900000001

Addendum Number: 3

The purpose of this addendum is to modify the solicitation identified as CRFP 0212 SWC1900000001
(“Solicitation”) to reflect the change(s) identified and described below.

Applicable Addendum Category:
[ ] Modify bid opening date and time
[ 1 Modify specifications of product or service being sought
[X]  Attachment of vendor questions and responses for round #2 (final round of questions permitted)
[ 1  Attachment of pre-bid sign-in sheet
[ 1 Correction of error

[X] Publish revised Cost Sheets

Description ¢f Modification to Solicitation:
1. To publish the Agency’s response to the questions submitted by Vendors during the
Technical Questioning second and final period.
2. To publish the Attachment_A Cost Sheets (Revised 11-02-2018)

No other changes made.,

Additional Docamentation: Documentaiion relaied to this Addendum (if any) has been included herewith as
Attachment A and is specifically incorporated herein by reference.

Terms and Conditions:
1. All provisions of the Solicitation and other addenda not modified herein shall remain in full force and

effect.

2. Vendor should acknowledge receipt of all addenda issued for this Solicitation by completing an
Addendum Acknowledgment, a copy of which is included herewith. Failure to acknowledge addenda
may result in bid disqualification. The addendum acknowledgement should be submitted with the bid to
expedite document processing.



Purchasing Divison State of West Virginia

.| 2018 Washington Street East
i[ Post Office Rox 50130 Request for Proposal

§| Charleston, WV 253050130 35 — Telecomm

Proc Folder: 462803
Doc Description: ADDENDUM_4: RFP for Managed and Hosted Voice Services
Proc Type: Statewide MA (Open End)

Date Issued Solicitation Closes Solicitation No Version
2018-11-15 2018-11-21 CRFP 0212 SWC1900000001 5
13:30:00

|BID RECEIVING L
BID CLERK
DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON ST E

CHARLESTON wv 25305
us

[VENDGR. S
Vendor Name, Address and Telephone Number:
Verizon Business Network Services Inc. on behalf of MC| Communications Services, Inc. dba
Verizon Business Services

Sandra Hawkins

4700 Maccorkle Avenue

Charleston, WV 25304

__Phone: 304-356-3395

P AR T & 2 L

FOR INFORMATION CONTACT THE BUYER
Mark A Atkins

(304) 558-2307

mark.a.atkins@wv.gov

_nature X / &\ ) FEIN # 47-0751768 DATE November 20, 2018

All offers subject 18 all terms and conditions contained in this solicitation

Page: 1 FORM ID : WV-PRC-CRFP-001




ADDITIONALINFORMATION:  ~ ~ — " 7~ e e
ADDENDUM_4 Is issued for the following:
1. To Publish revised Attachment_A Cost Sheet. (rev. 11-15-2018 Excel formatted) due to a calculation error.

" other changes made.

«ne West Virginia Department of Administration, Purchasing Division (hereinafter referred to as the "Purchasing Division") is issuing this
solicitation as a request for propasal ("RFP™), as authorized by W. Va. Code 5A-3-10b, for the West Virginia Office of Technology (hereinafter
referred to as the "Agency”)} to provide Managed Voice Services for the State's Legacy VoIP Environment, while working to migrate those Legacy
Environments to a Hosted VolP Platform, included Hosted Contact Center Services per attached documents.

MANDATORY PRE-BID MEETING:
DATE: 09/26/2018

TIME: 2:30PM EDT

LOCATION: WV Office of Technology

NOTE: Oniine responses to this solicitation are prohibited. Please see the Instructions to Bidders in Section 2 for proposal submission.

R L A & T - .
ALL STATE AGENCIES STATE OF WEST VIRGINIA
VARIOUS LOCATIONS AS INDICATED BY ORDER VARIOUS LOCATIONS AS INDICATED BY ORDER
No City WV 89999 No City WV 99909
us us
Line Comm Ln Desc Qty Unit issue Unit Price Totaf Price
1 Managed and Hosted Voice Services  0.00000 EA
[Comm Code Manufacturer Specification Model #
'1161700
Extended Description :
See Attachment_A Cost Sheet for proposal pricing. (Revised 11-02-2018)
Vendor shall use the Attachment_A Cost Sheet for proposal pricing.
Note: online proposal submissions are prohibited.
Please see Section 5 Vendor Proposal Subsection 5.3 for further instructions.
Line Event Event Date
1 Mandatory Pre-Bid Meeting @ 2:30pm EDT: 2018-09-26
2 Technical Questions due by 2:00pm EDT:  2018-10-05
3 Technical Questions due by 2:00pm EDT:  2018-11-01

Page: 2




SWC1900000001

Document Phase Document Description
Final ADDENDUM_4: RFP for Managed and

Hosted Voice Services

Page 3
of 3

ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions




Purchasing Divisen State of West Virginia

2019 Washington Street East f
Post Office Box 50130 Request for Proposal

Charleston, WV 25305-0130 35 — Telecomm

Proc Folder: 462803
Doc Description: ADDENDUM_5: RFP for Managed and Hosted Voice Services
Proc Type: Statewide MA (Open End)

Date Issued Solicitation Closes | Solicitation No Version
2018-11-16 2018-11-27 CRFP 0212 SWC1900000001 6
13:30:00
BID RECEIVING LOCATION
BID CLERK

DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON STE

CHARLESTON Wv 25305
us

VENDOR

Vendor Name, Address and Telephone Number:

Verizon Business Services
Sandra Hawkins

4700 Maccorkle Avenue

| Charleston, WV 25304

Verizon Business Network Services Inc. on behalf of MCI Communications Services, Inc. dba

Fhone: 304-356-3395

FOR INFORMATION CONTACT THE BUYER
Mark A Atkins

{304) 558-2307

mark.a.atkins@wv.gov

snature X QHQA/ Q ) L/‘ . FEIN# 47-0751768

DATE November 20. 2018

All offers subject to all terms and conditions contained in this solicitation

Page: 1

FORM ID : WV-PRC-CRFP-001




| ADDITIONAL INFORMATION:

ADDENDUM _5 Is issued for the following:
1. To move the Bid Opening date from 11/21/2018 to 11/27/2018 at 1:30pm EST.
2. To Publish revised Attachment_A Cost Sheet. (rev. 11-16-2018 Excel formatted) due to a calculation error.

other changes made.

The West Virginia Department of Administration, Purchasing Division (hereinafter referred to as the "Purchasing Division") is issuing this
solicitation as a request for proposal ("RFP"), as authorized by W. Va. Code 5A-3-10b, for the West Virginia Office of Technology {hereinafter
referred to as the "Agency") to provide Managed Voice Services for the State's Legacy VolP Environment, while working to migrate those Legacy
Environments to a Hosted VolP Platform, included Hosted Contact Center Services per attached documents.

MANDATORY PRE-BID MEETING:
DATE: 09/26/2018

TIME: 2:30PM EDT

LOCATION: WV Office of Technology

NOTE: Online responses to this salicitation are prohibited. Please see the Instructions to Bidders in Section 2 for proposal submission.

INVOICE TO o mE . o N T . | SHIPTO
ALL STATE AGENCIES STATE OF WEST VIRGINIA
VARIOUS LOCATIONS AS INDICATED BY ORDER VARIOUS LOCATIONS AS INDICATED BY ORDER
No City WV99999 No City WV 99999
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 Managed and Hosted Voice Services ~ 0.00000 EA
leomm Code Manufacturer Specification Model #
161700
| I—

Extended Description :
See Attachment_A Cost Sheet for proposal pricing. (Revised 11-16-2018)

Vendor shall use the Attachment_A Cost Sheet for proposal pricing.
Note: online proposal submissions are prohibited.

Please see Section 5 Vendor Proposal Subsection 5.3 for further instructions.

| SCHEDULE OF EVENTS
Line Event Event Date
1 Mandatory Pre-Bid Meeting @ 2:30pm EDT: 2018-09-26
2 Technical Questions due by 2:00pm EDT;  2018-10-05
3 Technical Questions due by 2:00pm EDT:  2018-11-01

Page: 2




SWC1900000001

Document Phase Document Description
Final ADDENDUM_S: RFP for Managed and

Hosted Voice Services

Page 3
of 3

ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions




State of West Virginia

Section 1. General Information

Section 1: General Information

1.1. Introduction

Verizon Response

Verizon has read and understands.

1.2. RFP Schedule of Events

Verizon Response

RFP Released to Public 08/29/2018

Mandatory Pre-bid Conference 09/26/2018 @ 2:30 pm EDT

Vendor's Written Questions Submission Deadline 10/05/2018 by 2:00 pm EDT
Addendum Issued TBD

Technical Bid Opening Date 10/24/2018 at 1:30 pm EDT

Technical Evaluation Begins 10/24/2018

Oral Presentation TBD

Cost Bid Opening TBD

~ Cost Evaluation Begins TBD

Contract Award Made TBD

Verizon has read, understands, and will comply with Addendum 5, “Technical Bid Opening Date
Change” of 11/27/18, at 1:30 pm.

November 27, 2018 33

verizon’



State of West Virginia Section 2. Instructions to Vendors Submitting Bids

Section 2. Instructions to Vendors Submitting Bids

Instructions to Vendors Submitting Bids

1. Review Documents Thoroughly

The attached documents contain a solicitation for bids. Please read these instructions and all documents
aftached in their entirefy. These instructions provide critical information about requirements that if
overlooked could lead to disqualification of a Vendor's bid.

All bids must be submitted in accordance with the provisions contained in these instructions and the
Solicitation. Failure to do so may result in disqualification of Vendor's bid.

Verizon Response

Verizon has read and understands.

2. Mandatory Terms

The Solicitation may contain mandatory provisions identified by the use of the words "must," *will,” and
"shall. "Failure to comply with a mandatory term in the Solicitation will result in bid disqualification.

Verizon Response

Verizon has read and understands.

3. Prebid Meeting

The itern identified below shall apply to this Solicitation.

__ A pre-bid meeting will not be held prior to bid opening

__ A NON-MANDATORY PRE-BID meeting will be held at the foflowing place and time
X A MANDATORY PRE-BID meeting will be held at the following place and time
DATE: 08/26/2018 TIME: 2:30pm EDT

LOCATION: Wast Virginiz Office of Technology, 1900 Kanawha Bivd. E., Building 5, 10ih Fioor
Charfeston, WV 25305

Alt Vendors submitting & hic must attend the mandatory pre-bid meeting. Failure to attend the mandatory
pre-bid mesting shali resiilt in disqualification of the Vendor's bid. No one person alfending the pre-bid
meeling may represant mors than one Vendor.

An attendance sheet provided at the pre-bid meeting shall serve as the official document verifying
attendance. The State wiil not accept any other form of proof or documentation to verify attendance. Any
person attending the pre-bid meeting on behalf of a Vendor must list on the attendance sheet his or her
name and the name of the Veendor he or she is represanting.

Additionally, the person attending the pre-bid meeting shouid inciude the Vendor's E-Mail address, phone
number, and Fax number on the attendance sheet. It is the Vendor's responsibility to locate the
atfendance sheet and provide the required information. Failure to complete the attendaince sheet as
required may result in disqualification of Vendor's bid.

Névember 27, 2018 34 verizon



State of West Virginia Section 2. Instructions to Vendors Submitting Bids

Ail Vendors should arrive prior fo the starting time for the pre-bid. Vendors whc arrive after the starting
time but prior to the end of the pre-bid will be permitted to sign in, but are charged with knowing all
maltters discussed st the pre-bid.

Questions submitted at least five business days prior to a scheduled pre-bid will be discussed at the pre-
bid meeting if possible. Any discussions or answers to questions at the pre-bid meeting are prefiminary in
nature and are non-binding. Official and binding answers to questions will be published in a written
addendum to the Solicitation prior to bid opening.

Verizon Response

Verizon has read and understands.

4. Vendor Question Deadline

Vendors may submit questions relating fo this Solicitation to the Purchasing Division. Questions must be
submitied in writing. All questions must be submitted on or before the date listed below and fo the
address listed below in order fo be considered.

A wrritten response will be pubiished in & Solicitation aciderdum if a response is possibiz and appropriate.
Mon-written discussions, conversalions, or quastions and answers regarding this Soiiciiation ars
prefiminary in nature and ars noabinging,

Submitted e-mails should have solicitation number in the subject jine. Question Submission Deadjine:
October 05, 2018 due by 2:00pm EDT
Submit Questions fo:

Mark Atkins, Senior Buyer

2018 Washington Street,

East Charleston, WV 25305

Fax: (304) 558-4115 (Vendors should nof use this fax number for bid submission)
Email: Mark.A.Atkins@wv.gov

Verizon Response

Verizon has read and understands.

5. Verbal Communication

Any verbal communication between the Vendor and any State personnel is not binding, including verbal
communication at the mandatory pre-bid conference. Only information issued in writing and added to the
Solicitation by an official written addendum by the Purchasing Division is binding.

Verizon Response - _
- e R R e ]

Verizon has read and understands.

-
November 27, 2018 35 verizon'



State of West Virginia Section 2. Instructions to Vendors Submitting Bids

6. Bid Submission

All bids must be submitted electronically through wvOASIS ar signad and delivered by the Vendor to the
Purchasing Division at the address listed below on or before the cate and time of the bid opening. Any bid
received by the Purchasing Division staff is considered fo be in the possession of the Purchasing Division
and will not be returned for any reason.

The Puichasing Division will not accept bids, modification of bids, or addendum acknowledgment forms
via e-mail. Acceptable delivery methods include electronic submission via wvOASIS, hand delivery,
defivery by courier, or facsimile.

The bid delivery address is

Department of Administration, Purchasing Division
2019 Washington Street East
Charleston, WV 25305-0130

A bid that is not submitted electronically through wvOASIS should contain the information fisted below on
the face of the envelope or the bid may be rejected by the Purchasing Division.

SEALED BiD: VOIP Hosted Services

BUYER: Mark Atkins

SOLICITATION NO.: CRFP 0212 SWC1800000001
BID OPENING DATE: 10/24/2018

BID OPENING TIME: 1:30pm EDT

FAX NUMBER: 304-558-3970

The Purchasing Division may prohibit the submission of bids electronically through wvOASIS at its sofe
discretion. Such a prohibition will be contained and communicated in the wvOASIS system resulting in the
Vendor's inability to submit bids through wvOASIS. Submission of a response to an Expression or Interest
or Request for Proposal is not permitted in wwOASIS.

For Reques! For Proposal (“RFP") Respanses Only: in the event that Vendor 13 responding fo a request
for proposal, tha Vendor shall submit one original technical and one original cost proposal nlus Five (5)
convenience copies of each to the Purchasing Division at the address shown above.

Additionaily, the Vendor should identify the bid type as either a technical or cost proposal on the face of
each bid envelope submitted in response to a request for proposal as follows

BID TYEE: (This enly applies fo CRFP)
_X Technical
X Cost

Verizon Response

Verizon has read, understands, and wili comply with Addendum 5, “Technical Bid Opening Date
Change” of 11/27/18, at 1:30 pm.

November 27, 2018 36 verizon’



State of West Virginia Section 2. Instructions to Vendors Submitting Bids

7. Bid Opening

Bids submitied in response to this Solicitation will be opened at the location identified below on the date
and time listed below. Delivery of a bid after the bid opening date and iima will result in bid
disqualification.

For purposes of this Solicitation, a bid is considered delivered when confirmation of delivery is provided
by wwOASIS (in the case of electronic submission) or when the bid is time stamped by the official
Purchasing Division time clock (in the case of hand delivery).

s Bid Opening Date and Time: October 24, 2018 at 1:30 pm EDT

o  Bid Opening Location: Department of Administration, Purchasing Division 2019 Washington Street
East, Charfeston, WV 25305-0130

Verizon Response

it

Verizon has read, understands, and will comply with Addendum 5, “Technical Bid Opening Date
Change” of 11/27/18, at1:30 pm.

8. Addendum Acknowledgement

Changes or revisions to this Solicitation will be made by an official written addendum issued b y the
Purchasing Division. Vendor should acknowledge receipt of all addenda issued with this Solicitation by
completing an Addendum Acknowledgment Form, a copy of which is included herewith.

Failure fo acknowledge addenda may result in bid disqualification. The addendum acknowledgement
should be submitted with the bid to expedite document processing.

Verizon Response
L

5 y _ o
Verizon has read and understands.

9. Bid Formatting

Vendor should type or electronically enter the information onfo its bid to prevent errors in the evaluation.
Failure to type or electronically enter the information may result in bid disqualification.

Verizon Response

Verizen has read and understands.

10. Alternate Model or Brand

Unless the box below is checked, any model, brand, or specification listed in this Solicitation establishes
the acceptable level of quality only and is not intended to reflect a preference for, orin an y way favor, a
particular brand or vendor.

Vendors may bid alternates fo a listed mode! or brand provided that the alternate is at least equal to the
model or brand and complies with the required specifications. The equalily of any alternate being bid shail
be determined by the State al its sole discretion.

Any Vendor bidding an alternate model or brand should clearly identify the alternate items in its bid and
should include manufacturer’s specifications, industry literature, and/or an v other relevant documentation
demonstrating the equality of the alternate ifems.
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Failure to provide information for alternate items may be grounds for rejection of a Vendor's bid.

__ This Solicitation is based upon a standardized commodity established under W. Va. Code § 5A-3-61.
Vendors are expected to bid the standardized commodity identified. Failure to bid the standardized
commodity will result in your firm's bid being rejected.

Verizon Response

Verizon has read and understands.

11. Exceptions and Clarifications

The Soficitation contains the specifications that shall form the basis of a contractual agreement. Vendor
shall clearly mark any exceptions, clarifications, or other proposed modifications in its bid. Exceptions to,
clarifications of, or modifications of a requirement or term and condition of the Solicitation may resuft in
bid disqualification. '

Verizon Response

Verizon has read and understands.

12. Communication Limitations

In accordance with West Virginia Code of State Rules §143-1-6.6, communication with the State of West
Virginia or any of its employees regarding this Soficitation during the solicitation, bid, evailuaiioi or award
periods, except through the Purchasing Division, is strictly prohibited without prior Purchasing Division
approval. Purchasing Division approval for such communication is implied for all agency delegated and

exempt purchases.

Verizon Response

Verizon has read and understands.

13. Registration

Prior to Contract award, the apparent successful Vendor must be properly registered with the West
Virginia Purchasing Division and must have paid the $125 fes. if applicable.

Verizon Response

Verizon has read, understands, and will comply.

14. Unit Price
Unit prices shalf prevail in cases of a discrepancy in the Vendor's bid.

Verizon Response

Verizon has read and understands.

s i
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15. Preference

Vendor Preference may be reguested in purchases of motor vehicles or construction and maintenance
equipment and machinery used in highway and other infrastructure projects.

Any request for preference must be submitted in writing with the bid, must specifically identify the
preference requested with reference to the applicable subsection of West Virginia Code § 5A-3-37, and
should include with the bid any information necessary fo evaluate and confirm the applicability of the
requeasted preference.

A request form to help facilitate the request can be found at
http./Awww. state. wv.us/admin/purchase/rrcNen pref pdf.

Verizon Response

Verizon has read and understands.

15A. Reciprocal Preference

The State of West Virginia applies a reciprocs! srefsrence to all solicitations for commodities and printing
in aceordance with W. Va. Code § 54-3-37(5). in effect non-resident vendors receiving a prefersnce in
thsir home states, will see that same prsfersrics granted fo West Virginia resident vendors bidding
agalinst tham in West Virginia.

A reguest form to help facilitate (he ragussi can b found at Bifs:fhvirny state. v, usfacmin/
purchase/vre/Nenpref. pdf,

Verizon Response

Verizon has read and understands.

e SS—

16. Small, Women-Owned, or Minority-Owned Businesses

For any solicitations publicly advertised for bid, in accordance with West Virginia Code §5A-3- 37{a)(7)
and W. Va. CSR § 148-22-9, any non-resident vendor certified as a small, women- owned, or minority-
owned business under W. Va. CSR § 148-22-9 shall be provided the same preference made available fo
any resident vendor.

Any non-resident small, women-owned, or minorify-owned business must identify itself as such in writing,
must submit that writing to the Purchasing Division with its bid, and must be properly certified under W.
Va. CSR § 148-22-9 prior to contract award to receive the preferences made available to resident
vendors.

Preference for a non-resident small, women-owned, or minority owned business shall be applied in
accordance with W. Va. CSR § 148-22-9.

Verizon Response

Verizon has read and understands.
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17. Waiver of Minor Irregularities

The Director reserves the right to waive minor irregularities in bids or specifications in accordance with
West Virginia Cocie of State Rufes § 148-1-4.6.

Verizon Response

Verizon has read and understands.

18. Electronic File Access Restrictions

Vendor must ensure that its submission in wwvQASIS can be accessed and viewed by the Purchasing
Division staff immediately upon bid opening.

The Purchasing Division will consider any file that cannot be immediately accessed and viewed al the
time of the bid opening (such as, encrypted files, password protected files, or incompatible fites) to be
blank or incomplete as context requires, and are therefore unaccepiable.

A vendor will not be permittad fo unencryzl files, remove password protections, or resubmit documents
after bid opening to make a file viewable if those documents are required with the bid.

A Vendor may be required to provide decument passwords or reiove access restrictions to aliow the
Purchasing Division to print or electronically save documents provided that those documents are viewable
by the Purchasing Division prior to obfaining the password or removing the access restriction.

Verizon Response

Verizon has read and understands.

19. Non-Responsible

Tha Purchasing Division Diretior g .i-".a rrg to refsct the bid of any vendor as Noi
scoordance with W, Va, Cocz of 5lz 148-1- 8.3 1 the Director dalermines
submitting the bid does nof have the cspsiiiG fo fu.-’f;;f pereivn, or tecks the infegrily and rellabiny (¢
zealre gond-faith performznes.”

Verizon Response

Verizon has read and understands.

20. Acceptance/Rejection

The State may accept or rsject any bid in whols, or in part in accordance with W. Va. Code of State Rules
§ 148-1-4.5. and § 148-1-6.4.b."

Verizon Response

Verizon has read and understands.
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21. Your Submission Is a Public Document
Vendor's entire response fo the Solicitation and the resulting Contract are public documents.

As public docurents, they will be disclosed to the public following the bid/proposal opening or award of
the contract, as required by the competitive bidding laws of West Virginia Code §§ 5A-3-1 et seq., 5-22-1
et seq., and 5G-1-1 et seq. and the Freedom ofinformation Act West Virginia Code §§ 29B-1-1 et seq.

DO NOT SUBMIT MATERIAL YOU CONSIDER TO BE CONFIDENTIAL, A TRADE SECRET, OR
OTHERWISE NOT SUBJECT TO PUBLIC DISCLOSURE.

Submission of any bid, proposal, or other document to the Purchasing Division constitutes your explicit
consent to the subsequent public disclosure of the bid, proposal, or document.

The Purchasing Division will disclose any docurent labsled "confidential,” "oroprietary,” "trade secret,”
“private,” or labeled with any other claim against public disclosure of the documents, to include any "frade
secrefs"” as defined by West Virginia Code § 47-22-1 et seq. All submissions are subject to public
disclosure without notice.

Verizon Response

Verizon has read and understands.

22. Interested Party Disclosure

West Virginia Code § 6D-1-2 requires that the vendor submit to the Purchasing Division & disclosure of
interested parties fo the contract for all contracts with an actual or estimated value of at least $1 Million.

That disclosure must occur on the form prescribed and approved by the WV Ethics Commission prior to
contract award. A copy of that form is included with this solicitation or can be obtained from the WV Ethics

Commission. This requirement does not apply to publicly traded companies listed on a national or
international stock exchange. A more detailed definition of interested parties can be obtained from the
form referenced above.

Verizon Response iy o S ‘ |

Verizon has read and understands.

23. With the Bid Requirements

In instances where these specifications require documentation or other information with the bid, and a
vendor fails to provide it with the bid, the Director of the Purchasing Division reserves the right to request
those items after bid opening and prior to contract award pursuant to the authority to waive minor
irregularities in bids or specifications under W. Va. CSR § 148-1-4.6.

This authority does not apply to instances where state law mandates receipt with the bid.

Verizon Response
| =i

Verizon has read and understands.
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Section 3. General Terms and Conditions

General Terms and Conditions

1. Contractual Agreement

Issuance of a Award Document signed by the Purchasing Division Director, or his designee, and
approved as to form by the Attorney General's office constitutes acceptance of this Contract made by and
between the Stale of West Virginia and the Vendor.

Vendor's signature on its bid signifies Vendor's agreement to be bound by and accept the terms and
conditions contained in this Contract.

Verizon Response

Notwithstanding anything to the contrary contained in the RFP documents, Verizon does not
consider this RFP response as legally binding to provide the Services described herein until all
exceptions have been resolved, a mutual understanding is reached, and a contract is executed.

2. Definitions

As used in this Solicitation/Contract, the following terms shall i:zvs the meanings attributed to them
below. Additional definitions may be found in the specifications included with this Solicitation/Contract.

<

2.1. "Agency” or "Agencies” means ihe ggsncy. board, commissicn. or other entity of the Siate of WWigs?
Virginia that is identified on the first pags of the Scliciiation or @ny olther public entily seeking to proctre
goods or services under this Contract.

{Le]

2.2, "Bid" or "Proposal" means the vendurs submiited response fo s solicitation.

2.3. "Contract” means the binding agreement that is entered info between the State and the Vendor to
provids the goods or services requested in the Solicitation.

2 4. “Diractor” means the Director of the Wast Virginia Department of Administration, Purchasing Division.
2.5. “Purchasing Division" means the West Virginia Department of Administration, Purchasing Division.

2.6. "Award Document” means the document signed by the Agency and the Purchasing Division, and
approved as to form by the Attorney General, that identifies the Vendor as the contract holder.

2 7 "Solicitation” means the official notice of an opportunity o supply the State with goods or services
that is published by the Purchasing Division.

2.8 "State” means the State of Wes! Virginiz and’or any of its agencies, commissions, boards, efc. as
context requires.

2.9 “Vendor*® or "Vendors™means any eniity submitting a bid in response fo the Solicitation, the entity thal

has bean selected as the lowest responsible bidder, or the entity that has been awarded the Confract as
context requires.

Verizon Response

Verizon has read and understands.

November 27, 2018 42 verizon’



State of West Virginia Section 3. General Terms and Conditions

3. Contract Term; Renewal; Extension

The term of this Contract shall be determined in accordance with the category that has been identified as
applicable fo this Contract below

X Term Contract

Initial Contract Term: initial Contract Term: This Contract becomes effective on Upon award and extends
for a period of Four (4) year(s).

Renewal Term: This Contract may be renewed upon the mutual writfen consent of the Agency, and the
Vendor, with approval of the Purchasing Division and the Attorney General's office (Attorney General
approval is as to form only).

Any request for renewal should be delivered to the Agency and then submitted to the Purchasing Division
thirty (30) days prior to the expiration date of the initial contract term or appropriate renewal term. A
Contract renewal shall be in accordance with the terms and conditions of the original coniract,

Unless otherwise specified below, renewal of this Contract is limited to see below successive one (1 } year
periods or multiple renswal periods of less than one ysar, provided that the multiple renewal periods do
not exceed the total number of months available in all renewal years combined.

Automatic renewal of this Conlract is prohibited. Renewals must be approved by the Vendor, Agency,
Purchasing Division and Attorney General 's office (Atforney General approval is as to form only)

X Altemate Renewal Term - This contract may be renewed for _Two (2) _ successive Two (2} year
periods or shorler petiods provided that they do not exceed the total number of months contained in alf
available renewals. Automatic renewal of this Contract is prohibited.

Renewals must be approved by the Vendor, Agency, Purchasing Division and Atforney General’s office
(Attorney General approval is as to form only)

— Delivery Order Limitations: In the event that this contract permits delivery orders, a delivery order may
only be issued during the time this Contract is in effect. Any delivery order issued within one year of the
expiration of this Contract shall be effactive for one year from the date the delivery order is issued. No
delivery order may be extended beyond one year after this Contract has expired.

__ Fixed Period Contract: This Coniract becomes effective upon Vendor's receipt of the notice to proceed
and must be completed within __ days.

— Fixed Period Contract with Renewals: This Contract becomes effeclive upon Vendor's receipt of the
notice fo proceed and part of the Contract more fully described in the attached specifications must be
completed within ____ days. Upon completion of the work covered by the preceding sentence, the vendor
agrees that maintenance, monitoring, or warranty services will be provided for year(s) thereafter.

__ One Time Purchase: The term of this Contract shall run from the issuance of the Award Document -
until ail of the goods contracted for have been delivered, but in no event v this Contract extend for more
than one fiscal year.

___ Cthar: 822 altachad.

‘Verizon Response . :

Verizon has read and understands.
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4. Notice to Proceed

Vendor shall begin petformance of this Contract immediately upon receiving notice to proceed unless
otherwise instructed by the Agency. Unless otherwise specified, the fully executed Award Document will
be considered notice fo proceed.

Verizon Response

Verizon has read and understands.

5. Quantities

The quantities required under this Contract shall be determined in accordance with the category that has
been identified as applicable to this Confract below.

X Open End Contiract: Quantities fisted in this Solicitation are approximations only, based on estimales
supplied by the Agency. It is understood and agreed that the Contract shall cover the quantities actually
ordered for delivery during the term of the Coniract, whether more or less than the quantities shown.

X Service: The scope of the service fo be provided will be more clearly defined in the specifications
included herewith.

___ Combined Service and Goods. The 208 of the service and dafiverable goods to be provided will bs
more clearly defined in the specifications includad herewith.

_ One Time Purchase: This Coniract is for the purchase of a set quantity of goods that are identified in
the specifications included herewith. Once those items have been delivered, no additionaf goods may be
procured under this Contract without an sopicpriate change order approved by the Vendor, Agency,
Purchasing Division, and Attomey Gernisre! ‘s 0fce,

Verizon Response

Verizon has read and understands.

6. Emergency Purchases

s or sarvices in the ¢izn
o services arg for

g Fu. ;s w Division Director imay su
hat Vendor would otherwise ol j. 5
fmmesdizis or expedr*ed delivery in an 3!

Emsrgencias shall include, but are nctiimiisd o, daigys in transportation or an tif anticipated lnorszss in
the voiume of work.

kai aoprovad by the Purchasing Division Director, shalf not
shali not entitie the Vendor to any form of campensalicn o7
e t State from fulfilling its obligations under a One Time

An emergency purchase in the open rmig!
constitute of breach of this Contract &t
damages. This provision does not excis
Purchase coniract.

Verizon Response

Verizon has read and understands.

November 27, 2018 44 verizorsv"



State of West Virginia Section 3. General Terms and Conditions

7. Required Documents

All of the items checked below must be provided to the Purchasing Division by the Vendor as specified
below.

— BID BOND (Construction Only): Pursuant to the requiremerits contained in W. Va. Code § 5-22-1(c),
All Vendors submitting a bid on a construction project shall furnish a valid bid bond in the amount of five
percent (5%) of the total amount of the bid protecting the State of West Virginia. The bid bond must be
submitted with the bid.

.. PERFORMANCE BOND: The apparent successful Vendor shall provide a performance bond in the
amount of 100% of the contract. The performance bond must be received by the Purchasing Division
prior to Contract award.

. LABOR/MATERIAL PAYMENT BOND: The apparent successful Vendor shall provide a labor/material
payment bond in the amount of 100% of the Conlract value. The labor/material payment bond must be
delivered fo the Purchasing Division prior to Contract award.

In lieu of the Bid Bond, Performance Bond, and Labor/Material Payment Bond, the Vendor ma Yy provide
certified checks, cashier's checks, or irrevocable letters of credit. An y certified check, cashier's check, or
imevocabie letter of crsdit provided in lieu of a bond must be of the same amount and delivered on the
same schedule as the bond It replaces.

A letter of credit submitted in lieu of a performance and labor/material payment bond will only be affowed
for projects under $100,000. Personal or business checks are not acceptable.

Notwithstanding the foregoing, West Virginia Code § 5-22-1 (d) mandates that a vendor provide a
performance and labor/material payment bond for construction projects. Accordingly, substitutions for the
osrformarnice and iabor/malerial payment bonds for construction projects is not permitted.

__ MAINTENANCE BOND: The apparent successful Vendor shall provide a two (2) year maintenance
bond covering the roofing system. The maintenance bond must be issued and delivered fo the
Purchasing Division prior to Contract award.

— LICENSE(S) I CERTIFICATIONS | PERMITS: In addition to anything required under the Section of the
General Terms and Conditions entitled Licensing, the apparent successful Vendor shall furnish proof of
the following licenses, certifications, and/or permits prior to Contract award, in a form acceptable to the
Purchasing Division.

The apparent successful Vendor shall also furnish proof of any additional licenses or certifications
contained in the specifications prior to Contract award regardless of whether or not that requirement is
listed above.

Verizon Response

Verizon has read and understands.

8. Insurance

The apparent successful Vendor shall furnish proos of ih¢ insurance identified by a checkmark below and
must include the State as an additional insured on sach poiicy prior to Conlract avvard. The insurance
coverages identified below must be maintained throughout the life of this contract.

Thirly (30} days prior to the expiration of the insurance policies, Vendor shalf provide the Agency with
proof that the insurance mandated herein has been continued.
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Vendor must also provide Agency with immediate notice of any changes in its insurance policies,
including but not limited to, policy cancelation, policy reduction, or change in insurers.

The apparent successful Vendor shalff also furnish proof of any additional insurance requirements
contained in the specifications prior to Contract award regardless of whether or not that

insurance requirement is listed in this section.

Vendor must maintain

X Commercial General Liability Insurance in at least an amount of. $ 1,000,000.00 per occurrence.
‘X Automobile Liability insu rance in at least an amount of: $1,000.000.00 per occlirrence.

__ Professional/Malpractice/Errors and Omission Insurance in at least an amount of. per
occurrence.

__ Commercial Crime and Third Party Fidelity Insurance in an amount of. ___ per occurrence.
X Cyber Liability Insurance in an amount of: $3,000,000 per occurrence.

___Builders Risk Insurance in an amount equal to 100% of the amount of the Contract.
__Pollution Insu rance in an amount of. per occurrence.

___Aircraft Liability in an amount of. per occurrence.

Notwithstanding anything contained in this ssction {o the contrary, the Director of the Purchasing Civisicn
reserves the right to waive the requirement that the State be named as an additional insured on one or
more of the Vendor's insurance policies if the Director finds that doing so is in the State's best interest.

Verizon Response

Verizon would like to propose the following language:

“The apparent successful Vendor shall furnish proof of the insurance identified by a checkmark
below and must include the State as an additional insured as their interest may appear under
this Agreement on the commercial general liability and commercial automobile liability en-eash
policyies upon prierte Contract award. The insurance coverages identified below must be
maintained throughout the life of this contract.

Within Thirty (30) days of prierte the expiration of the insurance policies, Vendor shall provide
the Agency with proof that the insurance mandated herein has been continued.

Upon receipt of notice from its insurer(s) Vendor will must-alse provide Agency with thirty (30}
days prior wntten notlce of cancellatlon of any coverage requ1red hereln qmmeehateﬂetlee—ef
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Vendor must maintain

X Commercial General Liability Insurance in at-deast an amount of: $ 1,000,000.00 per
occurrence for bodily injury and property damage.

X Automobile Liability Insurance in atleast an amount of: $1,000,000.00 combined single limit
each accident peroesurrence.

__ Professional/Malpractice/Errors and Omission Insurance in at least an amount of per
occurrence.

__ Commercial Crime and Third Party Fidelity Insurance in an amount of: __ per occurrence.

X Telecommunications, Media & Technology Errors and Omissions including Cyber Liability
Insurance in an amount of: $3,000,000 per claim and aggregate eseusrence.

__Builders Risk Insurance in an amount equal to 100% of the amount of the Contract.
___Pollution Insurance in an amount of: per occurrence.
__Aircraft Liability in an amount of: per occurrence.

Notwithstanding anything contained in this section to the contrary, the Director of the
Purchasing Division reserves the right to waive the requirement that the State be named as an
additional insured on one or more of the Vendor's insurance policies if the Director finds that
doing so is in the State's best interest.”

For additional information, please reference our evidence of liability coverage provided in
Appendix F of this proposal. Actual certificates will be issued on award.

9. Workers' Compensation Insurance

The apparent successful Vendor shall comply with izws relating to workers compensation, shall maintain
workers' compensation insurance when required, and shail furnish proof of workers' compensation
insurance upon request.

_on Response

Verizon has read and understands.
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10. [Reserved]

11. Liquidated Damages

This clause shall in no way be considered exclusive and shail not limit the State or Agency's right to
pursue any other available remedy. Vendor shall pay liquidated damages in the amount specified below
or as described in the specifications:

for

____ Liguidated Damages Contained in the Specifications

Verizon Response

Verizon has read and understands.

12. Acceptance

Vendor's signature on its bid, or on the certification and signature page, constitutes an offer to the State
that cannot be unilaterally withdrawn, signifies that the product or service prupased by vendor meets the
mandatory requirements contained in the Solicitaticn for that product or sesvics, uinless otherwise
indicated, and signifies acceptance of the term:s and coaditions contained in the Solicitation unless
otherwise indicated.

Verizon Response

Notwithstanding anything to the contrary contained in the RFP documents, Verizon does not
consider this RFP response as legally binding to provide the Services described herein until all
exceptions have been resolved, a mutual understanding is reached, and a contract is executed.

13. Pricing

The pricing set forth herein is firm for the life of the Contract, unless specified elsewhere within this
Solicitation/Contract by the State. A Vendor's inclusion of price adjustment provisions in its bid, without an
express authorization from the State in the Solicitation fo do so, may result in bid disqualification.

Verizon Response

Verizon has read and understands.

14. Payment in Arrears

Payment in advance is prohibited under this Contract. Payment may only be made after the delivery and
acceptance of goods or services. The Vendor shaii submif iivoices. in arrears.

Verizon Response

The billing start date for any product or service is the day service has been tested and accepted
by Verizon and the customer. Some services such as Local Access, bili one month in advance.

This requirement should be offset by the State of West Virginia requirement of 60 day payment
terms. Any services billed in advance will not be deemed late if they are held to pay in arrears.

. .y
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15. Payment Methods

Vendor must accept payment by electronic funds fransfer and P-Card. {The State of West Virginia's
Purchasing Card program, administered under contract by a banking institution, processes payment for
goods and services through state designated credit cards.)

Verizon Response

T e e o e B T T A e
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Verizon's preferred payment options are 1) ACH/Wire Transfer; 2) Check; and/or 3)
Electronically with set-up of customer's bank account information through Verizon's online portai
aka the VEC portal.

Verizon can only accept a P-Card as payment if customer sets up auto-pay with the P-Card and
service charges will apply.

16. Taxes
The Vendor shall pay any applicable sales, use, personal property or any other taxes arising ouf of this
Contract and the transactions contemplated thereby. The State of West Virginia is exempt! from federal
and stzts lexes and will not pay or reimburse such taxes.

Verizon Response |

Verizon cannot agree to be responsible for all taxes in connection with the contract which
amounts to tax inclusive pricing, as Verizon’s prices do not include applicable taxes and
surcharges.

Verizon will invoice and the State of West Virginia must pay applicable taxes, tax-like charges,
and surcharges. Verizon will honor and apply valid exemption documentation or exemptions
valid under applicable law without additional documentation.

17. Additional Fees

Vendor is not permitted to charge additional fees or assess additional charges that were not sither
expressly provided for in the solicitation published by the State of West Virginia or included in the unit
price or lump sum bid amount that Vendor is required by the solicitation to provide.

Including such fees or charges as notes to the solicitation may result in rejection of vendor's bid.
Requesting such fees or charges be paid after the contract has been awarded may result in cancellation
of the contract.

Verizon Response ' - | |
mm === e S
Verizon has read and understands.
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18. Funding

This Contract shall continue for the term stated herein, contingent upon funds being appropriated by the
Legislature or otherwise being made available. In the event funds are not appropriated or otherwise made
available, this Contract becomes void and ¢f no effect beginning on July 1 of the fiscal year for which
funding has not been appropriated or otherwise made available.

Verizon Response

Verizon has read and understands.

19. Cancellation

The Purchasing Division Director reserves the right to cancel this Contract immediately upon written
notice to the vendor if the materials or workmanship supplied do not conform to the specifications
contained in the Confract.

The Purchasing Division Director may also cancel any purchase or Contract upon 30 days written notice
to the Vendor in accordance with West Virginia Codz of State Rules § 148-1-5.2.b.

Verizon Response

Verizon has read and understands.

20. Time
Time is of the essence with regard to all matters of time and parformance in this Contract.

Verizon Response

Verizon has read and understands.

21. Applicable Law

This Contract is governed by and interpreted under VWest Virginia law without giving effect to its choice of
law principles. Any information provided in specification manuals, or any other source, verbal or written,
which contradicts or violates the West Virginia Constitution, West Virginia Code or W/est Virginia Code of
State Rules is void and of no effact.

Verizon Response

Verizon has read and understands.

- ‘/f’
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22. Compliance with Laws

Vendor shalf comply with all applicable federal, state, and local laws, regulations and ordinances. By
submitting a bid, Vendor acknowledges that it has reviewed, understands, and will comply with all
applicable laws, regulfations, and ordinances.

SUBCONTRACTOR COMPLIANCE: Vendor shall notify alf subcontractors providing commodities or
services related to this Contract that as subconiractors, they too are required to comply with all applicable
laws, regulations, and ordinances. Notification under this provision must occur prior fo the performance of
any work under the contract by the subcontractor.

Verizon Response

AR e AT

Verizon has read and understands.

AN T B T P i LAY D SRR

23. Arbitration
Any references made to arbitration contained in this Contract, Vendor's bid, or in an y American Institute of
Architects documents pertaining fo this Contract are hereby deleted, void, and of no effact.

Verizon Response

T Tr e A D T L T T 3 T Al T ol 1 R T T S S D T S S L T ey

Verizon has read and understands.

24. Modifications

This writing is the parties' final expression of intent. Notwithstanding anything contained in this Contract fo
the contrary no modification of this Contract shall be binding without mutual written consent of the
Agency, and the Vendor, with approval of the Purchasing Division and the Atforney General’s office
{Attorney General approval is as to form only).

Any change to existing contracts that adds work or changes contract cost, and were not included in the
original contract, must be approved by the Purchasing Division and the Attorney General’s Office (as to
form) prior to the implementation of the change or commencement of work affected by the change.

Verizon Response

R R o

Verizon has read and understands.

25. Waiver

The failure of either pariy to insist upon a strict performance of any of the terms or provision of this
Contract, or to exercise any option, right, or remedy herein contained, shall nof be construed as a waiver
or a relinquishment for the future of such term, provision, option, right, or remedy, but the same shalf
continue in full force and effect.

Any waiver must be expressly stated in writing and signed by the waiving party.

Verizon Response

Verizon has read and understands.

[ ]
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26. Subsequent Forms

The terms and conditions contained in this Contract shall supersede any and all subsequent terms and
conditions which may appear on any form documents submitted by Vendor to the Agency or Purchasing
Division such as price lists, order forms, invcices, sales agreements, or maintenance agreements, and
includes internet websites or other electronic documents.

Acceptance or use of Vendor's forms does not constitute acceptance of the ferms and conditions
contained thereon.

Verizon Response

Verizon has read and understands.

27. Assignment

Neither this Contract nor any monies due, or to become due hereunder, may be assigned by the Vendor
without the express writlen consent of the Agency, the Purchasing Division, the Attorney General's office
(as to form only), and any other government agency or office that may be required io approve stuch
assignments.

Verizon Response

Verizon clarifies that notwithstanding the above, either party may assign this Contract or any of
its rights thereunder to an affiliate or successor upon notice to the other party.

All other assignments without prior written consent are void and any written request for
assignment will not be unreasonably withheld.

28. Warranty

The Vendor expressly warrants that the goods and/or services covered by this Contract will: (a) conform
to the specifications, drawings, samples, or other description furnished or specified by the Agency; (b} be
merchantable and fit for the purpose intended; and (c) be free from defect in material and workmanship.

Verizon Response

Verizon has read and understands.

29. State Employees

State employzes are o permitted to utilize this Contract for personal use and the Vendor is prohibited
from permitting or faciilating the same.

Verizon Response

Verizon has read and understands.
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30. Privacy, Security, and Confidentiality

The Vendor agrees that ‘it will not disclose to anyone, directly or indirectly, any such personally
identifiable information or other confidential information gained from the Agency, unless the individual
who is the subject of the information consents to the disclosure in writing or the disclosure is made
pursuant to the Agency's policies, procedures, and rules.

Vendor further agrees to comply with the Gonfidentiality Policies and information Security Accountability
Requirements, set forth in http/fwww.state.wv. us/admin/purchase/privacy/defaulf. htm.

Verizon Response

Verizon has read and understands.

31. Your Submission Is a Public Document
Vendor's entire response to the Solicitation and the resulting Contract are public documents.

As public documents, they will be disclosed to the public following the bid/oroposal opening or award of
the conirsct, as reguired by the competitive bidding laws of West Virginia Code §§ 5A-2-1 et seq., 5-22-1
et seq., and 8G-7-1 ot seq. and the Freedom of information Act Wes! Virginia Code §§ 298-1-1 & s24.

DO NCT SUBMIT MATERIAL YOU CONSIDER TO BE CONFIDENTIAL, £ TRADE SECRET, CR
OTHERWISE NOT SUBJECT TO PUBLIC DISCLOSURE.

Submission of any bid, proposal, or other document to the Purchasing Division constitutes your explicit
consent fo the subsequent public disclosure of the bid, proposal, or document.

The Purchasing Division will disclose any document labeled “confidential,” "proprietary,” "trade secret,”
‘private,” or labeled with any other claim against public disclosure of the documents, fo include any "trade
secrets" as defined by West Virginia Code § 47-22-1 et seq. All submissions are subject to public
disclosure without notice.

Verizon Response

Verizon has read and understands.

32. Licensing

In accordance with West Virginia Code of State Rules § 148-1-6.1.e, Vendor must be licensed and in
good standing in accordance with any and all state and local laws and requirements by any state or local
agency of West Virginia, including, but not limited to, the West Virginia Secretary of State's Office, the
West Virginia Tax Department, West Virginia Insurance Commission, or any other state agency or
political subdivision.

Obligations related to political subdivisions may include, but are not limited to, business licensing,
business and occupation taxes, inspection compliance, permitting, etc.

Upon request, the Viendor must provide all necessary releases to obtain information to enable the
Purchasing Division Director or the Agency to verify that the Vendor is licensed and in good standing with
the above entities.

SUBCONTRACTOR COMPLIANCE: Vendor shall notify all subcontractors providing commodities or
services related to this Coniract that as subcontractors, they too are required to be licensed, in good
standing, and up-to-date on all state and local obligations as described in this section.
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Obligations related to political subdivisions may include, but are not limited to, business licensing,
business and occupation taxes, inspection compliance, permitting. etc. Notification under this provision
must occur prior to the performance of any work under the contract by the subcontracior.

Verizon Response

Verizon has read and understands.

33. Antitrust

In submitting a bid to, signing a contract with, or accepting a Award Document from any agency of the
State of West Virginia, the Vendor agrees to convey, sell, assign, or transfer to the State of West Virginia
all rights, title, and interest in and to all causes of action it may now or hereafter acquire under the
antitrust faws of the United States and the State of West Virginia for price fixing and/or unreasonable
restraints of trade refating to the particular commodities or services purchased or acquired by the State of
West Virginia.

Such assignment shall be made and become effective at the time the purchasing agency lenders the
initial payment fo Vendor.

Verizon Response

Verizon has read and understands.

34. Vendor Certifications
By signing its bid or entering into this Coniract, Yendor certifies

(1) that its bid or offer was made without prior understanding, agreement, or connection with any
corporation, firm, limited liability company, partnership, person or entity submitting a bid or offer for the
same material, supplies, equipment or services;

(2} that its bid or offer i in all respects fair and without collusion or frauci;

(3) that this Contract is accepted or entered into without any prior understanding, agreement, or
connection to any other entity that could be considered a violation of law; and

(4) that it has reviewed this Solicitation in its entirely; understands the requirements, terms and
conditions. and cther information contained herein.

Vendor's signature on its bid or offer also affirms that neither it nor its representatives have any interest,
nor shall acquire any interest, direct or indirect, which would compromise the performance of its services
hereunder.

Any such interests shall be promptly presented in detail to the Agency.

The individua! signing this bid or offer on behalf of Vendor certifies that he or she is authorized by the
Vendor tc execute this bid or offer or any documents related thereto cn Vendor's behalf. that he or she is
authorized to bind the Vendor in a contractual refationship; and that, to the best of his or her knowledge,
the Vendor has properly registered with any State agency that may require registration.

Verizon Response

Verizon has read and understands.
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35. Vendor Relationship

The relationship of the Vendor to the State shall be that of an independent contractor and no principal-
agent relationship or employer-employee relationship is contemplated or created by this Contract. The
Vendor as an independent contractor is solely liable for the acts and omissions of its employees and
agents.

Vendor shall be responsible for selecting, supervising, and compensating any and all individuals
employed pursuant to the terms of this Solicitation and resulting contract. Neither the Vendor, nor any
employees or subcontractors of the Vendor, shall be deemed to be employees of the State for any
purpose whatsoever.

Vendor shall be exclusively responsible for payment of employees and contractors for all wages and
salaries, taxes, withholding payments, penalties, fees, fringe benefits, professional fiability insurance
premiums, contributions to insurance and pension, or other deferred compensation pfans, including but
not limited fo, Workers' Compensation and Social Security obligations, licensing fees, efc. and the filing of
alf necessary documents, forms, and retums pertinent io all of the foregoing.

Viendor shall hold harmiess the State, and shall provide the State and Agercy with g defense against any
and alf claims including, but not limited fo, the foregoing payments, withholdings, contributions, taxes,
Social Security taxes, and employer income tax retums.

Verizon Response

Verizon has read and understands.

36. Indemnification

The Vendor agrees fo indemnify, defend, and hold harmiess the State and the Agency, their officers, and
employees from and against:

(1) Any claims or losses for services rendered by any subcontractor, person, or firm performing or
supplying services, materials, or supplies in connection with the performance of the Contract:

{2) Any claims or Josses resulting to any person or entity injured or damaged by the Vendor, its officers,
employees, or subconiractors by the publication, translation, reproduction, delivery, performance, use, or
disposition of any data used under the Contract in a manner not authorized by the Contract, or by Federal
or State statutes or regulations; and

(3) Any failure of the Vendor, its officers, employees, or subcontractors to observe State and Federal laws
including, but not limited to, fabor and wage and hour laws.

Verizon Response =~ - _

Verizon takes exception to the above Indemnification requirements but is open to negotiating
mutually agreeable indemnity provisions in the final Agreement similar to the following.

Verizon will indemnify the Customer, its agents and employees, against any claim, loss, liability,
fines, damages costs or expense for injury to or death of any persons and any loss or damage
to any real or tangible property (collectively, ‘Claim(s)’} resulting from the negligent or other
tortious acts or omissions of Verizon, its agents, representatives, employees or subcontractors,
in the performance of work under this Agreement, except that Verizon, to the fullest extent
permitted by applicable law, will not have any liability or responsibility to indemnify any person
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or entity for any such Claim(s), to the extent the same was caused by any negligent or other
tortious act or omission of such person or entity.

The person or entity seeking indemnity hereunder must provide Verizon with:

(i) Prompt written notice of any such Claim, and Verizon shall have the full right and opportunity
to conduct the defense of all such Claims; and

(i) Full information and all reasonable cooperation in support of such defense, and shall have
the right to participate in such defense, but no costs or expenses shall be incurred for either
party by the other party without such other party's prior written consent.

37. Purchasing Affidavit

In accordance with West Virginia Code § § 5A-3-10a and 5-22-I(i), the State is prohibited from awarding
a contract to any bidder that owes a debt to the State or a political subdivision of the Stale, Vendors are
required to sign, notarize, and submit the Purchasing Affidavit to the Purchasing Division affirming undear
oath that it is not in default on any monetary obligation owed fo the state cr a political subdivision of the
state.

Verizon Response

Verizon has read and understands.

38. Additional Agency and Local Government Use

This Coniract may be ulilized by other agencies, spending units, and political subdivisions of the State of
West Virginia; county, municipal, and other focal government bodies; and school districts ("Other
Government Entities"), provided that both the Other Government Entity and the Vendor agree.

Any extension of this Contract to the aforementioned Other Government Entities must be on the same
prices, terms, and conditions as those offered and agreed to in this Contract, provided that such
extension is in compliance with the applicable iaws, rules, end ordinances of the Other Government
Entity.

A refusal fo extend this Contract to the Other Government Entities shall not impact or influence the award
of this Contract in any manner.

Verizon Response

Verizon has read and understands.

- A
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39. Conflict of Interest

Vendor, its officers or members or employees, shall not presently have or acquire an inferest, direct or
indirect, which would conflict with or compromise the performance of its obligations hereunder.

Vendor shall periodically inquire of its officers, members and employees to ensure that a confiict of
interest does not arise. Any conflict of interest discovered shall be promptly presented in detail to the
Agency.

Verizon Response

Regarding a possible perceived conflict of interest, Melanie Lopez a former employee of
Verizon, Frontier, and most recently the WV Office of Technology was recently re-hired by
Verizon to fulfill the roll of a Verizon Service Manager supporting the various State of West
Virginia accounts beginning November 5, 2018.

Mrs. Lopez has not participated in Verizon’s response to this RFP.

Verizon believes Mrs. Lopez does not presently have an interest, direct or indirect, which would
conflict with or compromise the performance of Verizon’s obligations now or in the future.

40. Reports

Vendor shall provide the Agency and/or the Purchasing Division with the foflowing reports identified bya
checked box below

X Such reports as the Agency and/or the Purchasing Division may request. Requested reporis may
include, but are not limited to, quantities purchased, agencies utilizing the contract, total contract
expenditures by agency, eic.

X Quarterly reports detailing the total quantity of purchases in units and dollars, along with a listing of
purchases by agency. Quarterly reports should be delivered to the Purchasing Division via email at
purchasing.regulations@wv.gov.

Verizon Response
R

Verizon has read and understands.

41. Background Check

in accordance with W. Va. Code § 15-2D-3, the Director of the Division of Protective Services shall
require any service provider whose employees are regularly employed on the grounds or in the buildings
of the Capitol complex or who have access to sensitive or critical information to submit to a fingerprint-
based state and federal background inquiry through the state repository.

The service provider is responsible for any costs associated with the fingerprint-based state and federal
background inquiry.

After the coniract for suich services has been approved, but before any such empioyses are permified fo
be on the grounds or in the buildings of the Capiiol complex or have access to seasitive or critical
information, the service provider shall submit a list of all persons who will be physically present and
working at the Capitol complex to the Director of the Division of Protective Services for purposes of
verifying compliance with this provision.
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The State reserves the right to prohibit a service provider's employees from accessing sensitive or critical
information or to be present at the Capitol complex based upon results addressed from a criminal
background check.

Service providers should contact the West Virginia Division of Protective Services by phone at (304) 558-
9911 for more informalion.

Verizon Response

Verizon has read and understands.

42. Preference for Use of Domestic Steel Products

Except when authorized by the Director of the Purchasing Division pursuant to W. Va. Code § 5A-3-56,
no contractor may use or supply sfeel products for a State Contfract Project other than those steef
products made in the United Stafes.

A contractor whc uses steel products in violation of this section may be subject to civil penalties pursuant
to W. Va. Code § 5A-3-86. As used in this seciion

a. "State Contract Project” means any erection or construction of, or any addition to, alteration of or other
improvement to any buifding or structure, including, but not limited to, roads or highways, or the
installation of any heating or cooling or ventiiating plants or other equipmant, or the supply of ang
matsrials for such projacts, pursuant {o g contract with the State of West Virginis 7or wiich bids were
solicited on or after June 6, 2001,

b. "Steel Products” means products rolled, formed, shaped, drawn, extruded, forged, cast, fabricated or
otherwise similarly processed. or processed by e combination of two or mare cr such operations. from
stesl mads by the cpen heath, basic oxygen, eleciric furnace, Bessemer or other stes! making process.
The Purchasing Division Director may, in writing, authorize the use of foreign stee! products if

¢. The cost for each contract item used does not exceed one tenth of one percent (. 1%) of the total
contract cast or two thousand five hundred doliars ($2,500.00), whichever is greater. For the purposes of
this section, the costis the value of the stesl product as deliversd to the project; or

d. The Dirsctor of the Purchasing Division detenmines that specified steel matenals gre not produced in
the United States in sufficiant quantity or otherwise are noi reasonably available to meel coniract
requirements.

Verizon Response

Verizon has read and understands.

43. Preference for Use of Domestic Aluminum, Glass, and Steel

In Accordance witih W. Va. Code § 5-19-1 et seq., and W. Va. CSR § 148-10-1 st 52.. for every contract
or subccntract. subjact to the limitations contained herein, for the construction, reconstruction, alteration,
repair, improvement or maintenance of public works or for the purchase of any item of machinery or
equipment to be used at sites of public works, only domestic aluminum, glass or steel products shall be
supplied unless the spending officer determines, in writing, after the receipt of offers or bids,

(1) that the cost of domestic aluminum, glass or steel products is unreasonable or inconsistent with the
public interest of the State of West Virginia,
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(2) that comastic aluminum, glass or steel products are not produced in sufficient quantities to meet the
conlract reqiirements, or

(3) the aveiiadie domestic aluminum, glass, or steel do not meet the contract specifications.

This provision only applies to public works contracts awarded in an amount more than fifty thousand
dollars ($50,000) or public works contracts thaf require more than ten thousand pounds of steel producis.

The cost of domestic aluminum, glass, or steel products may be unreasonable if the cost is more than
twenty percent (20%) of the bid or offered price for foreign made aluminum, glass, or steel products.

If the domestic aluminum, glass or steel products to be supplied or produced in a "substantiaf labor
suiplus area”, as defined by the United States Department of Labor, the cost of domestic aluminum,
glass, or steel products may be unreasonable if the cost is more than thirty percent (30%) of the bid or
offered price for foreign made aluminum, glass, or steel products.

This preference shall be applied tc an item of machinery or equipment, as indicated above, when the item
fs a singfe unit of equipment or machinery manufactured primarily of aluminum, glass or steel, is part of a
public works contract and has the sole purpose or of being a permanent part of a single public works
oroject.

This provision does not apply to auuipment or mackinery purchased by & sbending unit for use Ly that

spending unit and not sz part of £ zingls public works proisct.

All bids and offers including domestic aluminum, glass or steel products that exceed bid or offer prices
Including foreign aluminum, glass or steel products after application of the preferences provided in this
provision may be reduced to a price equal fo or lower than the lowest bid or offer price for foreign
aluminum, glass or steel products plus the applicable preference.

If the reduced bid or offer prices are made in writing and supersede the prior bid or offer prices, all bids or
offers, including the reduced bid or offer prices, will be reevaluated in accordance with this rule.

Verizon Response

Verizon has read and understands.

44. Interested Party Supplemental Disclosure

W. Va. Code § 6D-1 -2 requires that for contracts with an actual or estimated value of at least $1 million,
the vendor must submit to the Agency a supplemental disclosure of interested parties reflecting any new
or differing interested parties fo the contract, which were not included in the original pre- award interested
party disclosure, within 30 days following the completion or termination of the contract.

A copy of that form is included with this solicitation or can be obtained from the WV Ethics Commission.
This requirement does not apply to publicly traded companies listed on a national or international stock
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CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation through
wvOASIS, I certify that I have reviewed this Solicitation in its entirety; that I understand the
requirements, terms and conditions, and other information contained herein; that this bid, offer or
proposal constitutes an offer to the State that cannot be unilaterally withdrawn; that the product or
service proposed meets the mandatory requirements contained in the Solicitation for that product or
service, unless otherwise stated herein; that the Vendor accepts the terms and conditions contained
in the Solicitation, unless otherwise stated herein; that I am submitting this bid, offer or proposal for
review and consideration; that I am authorized by the vendor to execute and submit this bid, offer,
or proposal, or any documents related thereto on vendor's behalf: that I am authorized to bind the
vendor in a contractual relationship; and that to the best of my knowledge, the vendor has properly
registered with any State agency that may require registration.

Verizon Business Network Services Inc. on behalf of MCI Communications Services, Inc. dba
Verizon Business Services o

(;f pany, ‘
d:"_i < s Adam 8. Davis, Sr. Manager, Billing

(Authorized Signature) (Representative Name, Title)

Adam 8. Davis, Sr. Manager - Billing
(Printed Name and Title of Authorized Representative)

November 20, 201 g8
(Date)

Phone: 304-356-3395 | Fax: 304-356-3590
(Phone Number) (Fax Number)
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Definitions, Abbreviations, Acronyms

1. ANI, Automatic Number Identification

2. CoS8, Class of Service

3. DID, Direct Inward Diaf

4. DNIS, Dialed Number Identification Service

5. E.164, the international public telecommunication numbering plan

6. High Security, any use case where the Vendor's solution requires a higher security baseline standard.
High security use cases are either the result of reguiatory or legal compliance requirements and/or risk
assessment indicates a higher level of security is warranfed.

7. ID, ldentification

B. IP, Intemel Protocol

8. LAN, Local Area Network

10. LMS, Learning Management System

11. MIS , Millisecond

12. MACD, Move, Add, Change, Delete

13. Microsoft 0365, Microsoft Office 365

14. MPLS, Multiprotocol Label Switching

15, MWI, Message Waiting Indicalor

16. PHI, Protected Hsalis information

17. PHIT, Personally identifiable information

18. PMBOK, Project anagement Body of Knowledge
18. PMO, Project Management Office

20. POTS, Plain Oic Tsisphone Service

21. PRi, Primary Rale futerface

22. PS/ALI, Private Switch/Automatic Location identifier
23. PSAP, Public Safety Answering Point

24. PSTN, Fublic Switched Telephone Network
25. QoS§, Quality of Service

26. SIP, Session Initiation Profocol

27. SOW, Statement of Work

28. SRS3T, Survivable Remote Site Telephony

26. Standard Security, any use case where the Vendor's solution cioss riot require heightenad security
bassiine siandards. The standard security use case is delineated fo provide the State a potentially lower
cest ootion when a standard level of security provides an appropriate level of protection.

30. TCR. Telecommunications Change Request
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31.
32,
33.
34.
35.
36.
37.
38.

UCaaS. Unified Communications as a Service

UCCaas, Unified Communications and Collaborations as a Service
VCC, Virtual Contact Center

VLAN, Virtual Local Area Nefwork

VoIP, Voice over Internet Protocol

WAN, Wida Area Network

WBS, Work Breakdown Structure

WVOT, West Virginia Offics of Technology

Verizon Response

AN TR

Verizon has read and understands.
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Section 4. Project Specifications

4.1. Background and Current Operating Environment

As outlined in the West Virginia State Code §5A-6-4e "the Chief Technology Officer shall oversee
telecommunications services used by state spending units for the purpose of maximizing efficiency to the
fullest possible exfent”.

Additionally, per State Code §5A-6-4a (11), the Chief Technolaogy Officer develops a "unified and
integrated structure for information systems for all executive agencies.”

In pursuance of those objectives, the West Virginia Office of Technology is seeking proposals from
Vendors to establish an open-end, Statewide Contract for Managed Voice Services and Hosted Voice
over internet Protocol ("VolP") Services, encompassing Unified Communications as a Service ("UCaaS"},
and Hosted Contact Center Services.

It is the State’s intent to establish a contract with a single Yendor to provide maintenance, management,
and support for the State’s currenit IP Tefephony platforms vihile working to migrate those telephony
sarvices fo a fully managsd and hosiad VoIP solufion,

Additionally, the Vendor will be expected to provide daily management and operational support for
multiple Contact Centers while working to migrate those Contact Centers to its hosted solution.

Currently, the State of West Virginia has an estimated 10,000 phones on muftiple Cisco VolP solutions -
3% Cisco Unified Call Manager and Unity Express, 4x Cisco Unified Call Manager and Unity, 7x Cisco
Unifisd Call Manager and Unity Cannection, I0x Cisco Unified Call iManager and Unity Connsction, Cisco
Calt Manager Express, ten (10) Cisco Contact Center Version 7 sites, and a Hosted VolP Sofution with
Verizon Business Solutions (UCCaa$s and Contact Center); it is anticipated all of those sites currently
utilizing a YolP solution will be migrated to the Vendor's propossd hosted solution.

In addition to the current VoIP Agencies, the State also requires the flexibility to implement a VoIP
solution at sites where one does not currently exist. Potentially, the State may leverage the awarded
contract o implement another estimated 10,000 users where tradifional telsphony services exist

The State of W' s current envireriments consist of the folfowing:
= Cisco Unified Messaging

s Cisco Unity

e Cisco Linity Connection

«  Cisco Unity Express

e Cisco Call Managser Express

e Cisco Contact Center Expiress

s  Cisco Expressway C&E

e Cisco Presence

¢ Cisco Jabber

o Cisco Gateways using VolP Session Initiation Protocol (“SIP") Trunks, Primary Rate Interface
("PRis") Circuits, and Analog POTS ("Plain Old Telephone Service'} lines

e  Microsoft Skype for Business 2016
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e  Microsoft Active Directory

= Microsoft Office 365

« Cisco Survivable Remote Site Telephony ("SRST")

e  Bridge Communications Operator Console

o Singlewire Informacast Paging

e \Verizon hosted solution- Unified Communications and Collaborations as a Service (UCCaal)

e Verizon hosted solution - Virtual Contact Center (VCC)

More information regarding the State's current telepheny infrastructure can be found in Appendix A.

Meanwhile, the State's current Wide Area Network ("WAN") is undergoing a conversion from Switched
Ethernet to Multiprotocol Label Switching ("MPLS") services, which may impact how the Vendor's
proposed sofution will be implemented.

The V//OT is working with Verizon Businesa io rigrats an estimated 500 data circults across the State
wilt: & projected completion of December 204%. Thus far, pmraximal‘s Yy 275 circujis have been migraterd,
meaning that the proposed VoIP solution rmey bs implsmantsd at those sites using MPLS circuits fo
ensure quality of service.

The State has deployed Cisco routers for WAN communications. Local Area Networks ("LANs"} are
comprised of various switches manufactured by Cisco, Hewlett Packard, Brocade, and Extreme.

Venzon Response —

Verizon has read and understands.

4.2. Project Goals and Mandatory Requirements

The State of West Virginia is seeking to establish a contract with = Vendor for the meanagement of the
State’s current Legacy Environment and to migrate its Legacy Environment to a Hosted VolP Solution,
including Contact Cenfer Services.

Vendor should describe its approach and methodology to providing the service or solving the problem
described by meeting the goals/objectives identified below. Vendor’'s response should include any
information about how the proposed approach is superior or inferior to other possible approaches as well
as identify areas where the proposed solufion exceeds the project expectations.

4.2.1. Goals and Objectives - The project goals and objectives are listed below.
The project goals and objectives are listed below.

4.2.1.1 Voice Services

4.2.1.1.1 Managed Voice Ssrvises - Support of State's Legacy 1P Environment

4.2.1.1.1.1 The State's goal is to contract with a single Vendor for all application, hardware, and MACD
management, maintenance, and support of its current IP Telephony platforms (as described in Appendix
A), with the goal of the Vendor migrating the State's current IP telephony infrastructure, excluding network
infrastructure, io a unified, hosted IP piatform vriitin 24 months,

The State further desires an economical monthly per phone cost for these support services. As such:

The State is proposing the following division of duties for the support of its Legacy P Environment:
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Vendor Duties:

1. Create an operational plan of the State's Legacy IP Environment for the State’s review and approval

Verizon Response

Verizon has read and understands.

2. Daily management, operational support, and ongoing maintenance of the State’s current telephony
environment, as outfined in Appendix A.

Verizon Response

Verizon plans to utilize the current TEKsystems’ contractors provided to the State to deliver
local onsite support for the Legacy IP systems.

Verizon has read and understands as;

# Support of the Legacy IPPBX systems as currently designed with no changes‘to the
design or architecture.

8 Table 1.1 indicates 214 Sites, 10,000 stations spread across the Legacy CUCM and
CME/CUE clusters.

¥ The State of West Virginia's WAN is not in scope for Verizon’s support in this RFP.
3. MACD changes to the Stafs's current telephony infrastructure .

Verizon Response

Verizon has read and understands.

4. Replacement of failed parts where feasible, outdated felephony equipment, or other tefephony
components. If the Vendar is unable to furnish parts or replace equipment, the State expects the Vendor
te migrate that site to the Vendor's Hosted VolP platform

Verizon Response

Verizon support services will engage with reasonable effort to locate replacements of failed
hardware.

Some inventory may be end of lifefend of support. If the hardware is not available for purchase
from our suppliers, we would need to work with the State of West Virginia on a workaround
solution to solve the problem for the user.

As soon as it has been determined that the part(s) cannot be sourced, Verizon will escalate the
issue to the State of West Virginia. Based on the needs of the business unit, Verizon and the
State of West Virginia will decide which hosted platform we would migrate the users to.

Site specific variables and requirements will dictate the amount of time needed to get our hosted
platform provisioned and CPE ordered if required.
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5. Set-up mutually agreed upon standing meetings with the State to address concerns, changes, service
interruptions, and project progress.

Verizon Response

Verizon has read and understands.

6. The Vendor should alert the State points of contact after being notified of any service interruptions, in
writing, that exceed sixty (60) minutes. The Vendor should provide updates to the State avery sixty (60)
minutes thereafter until the issue is resolved

Verizon Response

N ET PPN P e O . = Se o I, AT PR

Verizon has read and understands.

7. The Vendor shouid have a 24x7x365 operations centsr that includes Tier 1 support to receive trouble
tickets and onsite operationai support for critical failures.

Verizon Response

Verizon has read and understands the premise based management requirements. Verizon has
24x7x365 network oberations support for our customer’s needs. Verizon wil! be acting on behalf
of the State of West Virginia for the I[P PBX systems in which the State already has support
contracts on.

At the end of the support term (not to exceed the 24 month transition), Verizon will assume
operational support (including maintenance) of the IP PBX servers that are not End of Life/End
of Support. If the problem requires onsite remediation, we will dispatch a tech onsite to work the
problem.

The onsite support will be 24x7, 4 hour response. Verizon pians to utilize the current
TEKsystems’ contractors provided to the State to deliver local onsite support for the Legacy IP
systems.

State Duties:

1. Management of State's LAN/WAN Network Infrastructure

2. Ordering, disconnecting, and billing services

Verizon Response
e e e e e e e _ _—— — ——

Verizon has read and understands.
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4.2.1.1.1.2 The State desires the Vendor provide the State with its proposed Operations Plan within 30
calendar days of contract effective date, outlining its plan for managing, supperting. and maintaining the
State's cutrent IF telephony infrastructure .

The Vendor's Operations Plan should include a strategy for assuming its duties, as outiined above.
Please describe your company’s experience and strategy in developing operations plans for supporting
legacy environments.

Verizon Response

Verizon has read and understands.

Using the ITIL framework, we use a defined delivery management process for the execution of
all services being requested in this RFP. Our philosophy is to prioritize our communication pian
and to be as transparent as possible during the lifecycle of the contract.

As part delivery management process, a Delivery Manager (DM) will be assigned to the State of
West Virginia engagement to oversee critical success factors, coordinate communication with
client teams and SMEs, and to ensure a smooth and productive engagement that meets client
expectations.

Each Delivery Manager is a full-time member of our delivery organization and is trained
extensively in the methods, processes, and tools required to efficiently managing complex
engagements.

During the first 30 days, we will work within the Discovery Phase of our framework.

Verizon will work with State of West Virginia, the various business segments, existing Verizon
technicians supporting State of West Virginia and the Service Desk (as needed) to capiure all
pertinent policy, process, knowledge articles and documentation, as well as perform the
identification of existing gaps that require emphasis and content development during the
remainder of transition.

During Discovery, the Verizon team will meet with key State of West Virginia member(s) to gain
insight into the existing operations, teams, and support expectations.

The result of these finding will be used to build an Operations Plan for the project.

within 60 calendar days of contract effective date for the management, support, and maintenance of the
State's current telephony infrastructure.
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Please describe your company's ability to deliver the finalized Operations Plan to the State within 60
calendar days of contract effective date with scheduling the appropriate meetings, making changes after
State input, and meetling deadiines.

Verizon Response

The Verizon Program Management Office and our Delivery Manager will work with the State of
West Virginia to finalize the Operations Plan according to the required deadlines.

Our Delivery Manager will be in continual communication with your project sponsor to garner
insight into customer satisfaction throughout this project.

At any time, if an issue is identified either by your team or ours, we follow our continual service
improvement model to remedy the situation and return the engagement to our high standards
for customer satisfaction.

As part of our Project Management Lifecycle and best practices, the Delivery Manager will
provide the State of West Virginia with status reports provided at an agreed upon timeframe.

The report can be presented via email or we can establish a weekly meeting with the State of
West Virginia's stakeholders, if that is requested.

This would give the State of West Virginia a regularly scheduled forum to provide feedback to
our project team for continual improvement opportunities.

4.2.1.1.1.4 The State desires the Vendor fo be fully managing its Legacy Environment within 90 calendar
days of contract effective date and until ail sites wishing to adopt these services have been migrated fo a
Hosted VoIP solution.

Please describe your company's experience in providing support of a Legacy Environment, its experience
in taking over existing infrastructure, and provide a plan showing how this goal can be met.

Verizon has an experienced Service Desk practice area that has been operating for over 20
years and is specialized in providing complete Service Desk, team based solutions.

‘Verizon Résponse
- "

Many of our Service Desk customers are faced with a multitude of challenges associated with
managing multiple staffing vendors, maintaining a predictable support budget, service
inconsistencies and managing Service Desk attrition and the associated impacts to support.

Our Service Desk offering provides a unique and flexible approach to these challenges in that
we work with our customers to offer a variety of solutions to meet specific customer needs and
reguirements.

The Verizon Transition and Implementation Plan consists of a two (2)-phased approach, as
outlined below:
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Discovery Phase

The Discovery Phase is a process that begins with defining the transition schedule, performing
an in-depth onsite assessment including: interviews with the key stakeholders, managers, and
business owners.

Engaging in a deep dive into existing operations including current and past incident data for
trending and benchmarking. Evaluation of standard operating procedures and current
knowledgebase content. Identify existing reports and establish criteria for future reporting
needs.

Initiate transition kickoff meeting; identify transition schedule and site visit schedule

Interview State of West Virginia resources (current leadership, technology manager,
primary business owners)

Begin recruiting process for candidates to fill open positions on the delivery team
Evaluate existing IT Support operations, inciuding standard operating procedures

Review and assess current knowledgebase content, past incident data for trending and
benchmarking

Identify existing reports; establish criteria for future reporting needs

Implementation Phase

Implementation is the phase prior to service going live. During the implementation phase we
focus on building the right team with the right culturai and skill fit. We implement updated
standard operating procedures into the onboarding and training processes.

Changes and modifications are made to the existing knowledgebase and incident management
system. Incident, interaction, and trend reporting needs are implemented. Recurring dates for
weekly and monthly status meetings and measurement reviews are established with the client,
and the new hire training program (classroom and shadowing) are completed.

Recruit, test, interview and hire new resources to join the delivery team
Implement updated standard operating procedures into onboarding and training process
Implement any required changes / modifications to the existing knowledgebase

Establish recurring dates for weekly and monthly status meetings and measurement
reviews with State of West Virginia key stakeholders

Facilitate new hire training program for all newly acquired resources (training and
shadowing of existing teams)

Prepare for service transition and Go-Live
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Upon the completion of the service transition, Verizon will Go-Live with the delivery of services
to State of West Virginia.

4.2.1.1.1.5ltis the State's desire that the awarded Vendor of this contract will establish a local support
systemm to continue support and maintenarnce of the State's Legacy IP systems. Please describe your
company's ability to provide maintenance and support of the State's Legacy Environment.

Verizon Response

e

Verizon has read and understands the premise based management requirements. Verizon has
24x7x365 network operations support for our customer’s needs.

Verizon will be acting on behalf of the State of West Virginia for the IP PBX systems in which
the State already has support contracts on.

At the end of the State’s current support term, Verizon will assume operational support
(including maintenance) of the IP PBX servers that are not End of Life/End of Support {not to
exceed the 24 month transition).

If the problem requires onsite remediation, we will dispatch a tech onsite to work the problem.
The onsite support will be 24x7, 4 hour response.

The account team will consist of an overall lifecycle project manager, a service program
manager, client executive, solutions architect in addition to our NOC managed services team.
Verizon plans to utilize the current TEKsystems’ contractors provided to the State to deliver
local onsite support for the Legacy IP systems.

4.2.1.1.1.6 The State desires all application, hardware, and MACD support for the State's current
telephony infrastructure will be entered via the Vendor's self-service web porial and/or a Vendor-provided
toll-free number within 90 calendar days from contract effective date.

If the Vendor determines that an issue or problem falls within the State's purview, the Vendor should
notify the State’s points of contact in writing within one hour of reaching this determination. Please
describe your company’s support offerings or its ability/plan to accompiish this.

Verizon Response

Verizon has read and understands.

During the Discovery Phase, Verizon will work with The State of West Virginia to determine the
best process for receiving and communication on tickets. An Example of a Potential high level
work flow could be as follows.
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During the Discovery Phase leading into Implementation Verizon will work with the State of
West Virginia on communication strategies and finalize designated points of contact.

4.2.1.1.2 Transition fom the State's Legacy 1P Environment to the Vendar's Hasted Solution

4.2.1.1.2.1 The State desires all sites listed in Appendix A be migrated to a Hosted VoIP solution within
730 calendar days from contract effective date. The State reserves the right to reprioritize this list as
necessary. Please describe your company's plan to accomplish these migrations.

Verizon Response

Please reference the Sample Project Plan provided in Appendix G of this proposal.
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4.2.1.1.2.2 The Vendor should include site preparation and coordination services to implement a tum-key
solution at various State locations, including simultaneous deployments to the Vendor's hosted solution.
These services should be provided by Vendor personnel knowledgeable in both the Vendor's solution and
legacy public swifched telephone services.

The State desires the Vendor perform site assessment and readiness work for the implementation of its
hosted solution, at no additional cost, including a proposed division of duties (Vendor, State}, which
results in a Statement of Work for each site, as follows:

VENDOR dufties:
o Gather site's end-user data in order to get site ready for Vendor 's hosted solution;

* Provide list of equipment/specifications needed for site readiness, including cabling infrastructure
requirements;

»  Conduct review to move, at a minimum, existing teiephony system to new environment;
> Provide the State with necessary ordering information for TCRs;

» The Stale owns all data gathered under the scope of the contract and is able fo obtain copies of all
configuration files gathered as part of this contract. The Vendor should update, maintain the data
repository in a manner negotiated with the State upon award, and provide information upon request in
an Excel or csv forma;

= Configure, tag, label, and drop-ship phones to site;

STATE duties:

e Confirm site readiness ;

» Coordinate between the Agency, Vendor, and other applicable parties;

» Purchase, configure, update and refresh network hardware;

° Prepare, process, and submit TCR to Vendor based on information provided ,

= Place physical phones

The Vendor should describe its solution’s capability to meet or exceed each of these objectives.

Verizon Response

Verizon has read and understands.
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Site Survey
{Each Site Needs a Site Survey Form Complete)
{Call with WWOT must occur before Site Survey to review customer environment)

Date:
Surveyed By: Surveyed By:
Phone Number: Phane Number:

General Site Information

Office Name:

Business Street Address:

MPOE Street Address:

Site Contact: Phone: { )

Co-locate with:

Facilities Represertative:

On Site Support Staff;

Proposed Circuit Configuration ~

Circuit Type/Speed:

Gold CAR:

Proposed Service Configuration:

Site Size — 1 to 24 Sets

Site Size ~ 25 to 240 Sets

Site Size — 241 to 480 Sets

Site Size — 481+ Sets Total Number of Sets at Site

Overhead Paging System: Make, Mode!, Type, Interface (FX0 or FX8) and setup?

Analog Set Requirements (FAX, ringdown, door, outside the building):

Proposed Users Per Closet (IDF) and MDF {Standalone Only):
1.) MPOE {nameflocation/Dmarc extension needed?)

2.) MDF {nameflocation/# of sets)

. .f
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3.) IDF#1 (nameflocations# of sets)
4.} IDF#2 (nameflocation/# of sets)
5.) IDF#3 (nameflocation/# of sets)
6.) IDF#4 (nameflocations of sets) |
7.) IDF#5 (namefiocation# of sets)
8.) IDF#6 (nameflocation# of sets)
9.) IDF#7 (nameflocation of sets)
10.) IDF#8 (name/location# of sets)

Existing Site Circuit 1 Wiring Inf; ti

Task Description: Comments
Where is the "current”® Telco equipment
lacated; inside or outside of the MPOE or
telecom room?

Explain, provide photo .

Is the MPOE separate from Telecom room
{YIN)?

If yes, is there conduit between MPCE and
Telecorn Room? List size (number of pairs)
and type (Multi-Mode/Single Mode).

(YM, un sure}? Provide photos

Is there conduit between Telecom Rooms
and wiring closets (JOF)7 Lisi size and type.

(YN, unknown)? Provide photas i
If yes is there fiber/copper pulied between the
MPOE, Telecom & wiring closets (IDF) 7 List
size (number of pairs) and type (Capperidulti-
Mode/Single Made).

(YN, unknown)? Provide photos
If yes with fiber, what is connector type?

(Y/N, unknown}? Provide photos
Is there a backboard with available space
(I3’ min)?

Rack Space
Task Description Comments

Is there existing space for new network equipment (Router,
Switch{s), Digi, and Modem){Y/MN)?
Please refer to rask space sstimates page 4.
If “Yes" Explain. provide choto )
Is there existing space for new network or equipment if the
equipment was relocated in the existing telecom racks
NY?
i "Yes" Explain; provide photo
Are there any ofher options {.i.2., new racks, different closet,
ete?) (YINY?
ls space available for a new Verizon Rack{s) (Must be at
feast 23" wide) (YMN)?
Idertify location of Verizon Rack(s) and Marked {YIN)7
identify iccation of Rack Power {Y/N)?
if there is no rooim for new racks in the Telecom reoms, then
is there space elsewhere in the building?
If“Yes" Explain, provide photo
Any other modifications required (YAN)7?
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C [ [ 1
Facilities Information

Task Description Comments
Does site have a current floor plan (Y/N)?
if yes, obtain copy from site contact and include in site
survey packet

Telecom Closets (Complete if multiples are required)

Task Description YN Comments
i multiple Telecom rooms exist, Is there interconnectivity
between closets via copperffiber? List size {number of
pairs) and type (Multi-Mode/Single Mode)? If fiber. what is
connector type?

(YIN, unknowni)? Provide photos

Are Telecom rooms on separate Floors (Y/N)?
If “Yes* are they interconnected via fibericopper? List size
(number of pairs) and type (Copper/Multi-Mode/Single
Mode)? K fiber, what is connector type?
{document location of Telecom rooms)
Does the Telecom Reom need cleaning {Y/N)7? Explairi
Provide photos
Do the patch panels require clear up (Y/N)? Expiain
Provide Photos )
Any other modifications required (YAN)?

Telecom Closet Inspection Notes:
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HVAC

Task Description Comments
Does the Telecom Room have its awn HVAC unit (Y/N)?
Does |t appear to be adequate? {Y/N)
Any HVAC modifications required (Y/N)?

If so explain

Are the telecom reoms operating between 40 degree F
and 100 degree F with 20% to 50% relative hurhidity (Y/N.
unsure)?

Electrical

Task Description Exjsting Proposed
Document existing electrical outlets per rack
(MDF and I1DFs): If ultiple IDF's are found,
please use separate sheets of paper to populate
additiorial IDF information.
Document existing electrical otlets on walls:

UPS Provided? (Y/N)
Any other modifications required (Y/N)?

Grounding

Task Description Cormiments
Is there an existing # & solid ground wire int place {note; it
cannot be a water pipe) {Y/N, ursure)?
¥ "es" Explain, provide photo
K "No”, Mark location for new ground service and
provide phote
Any other modifications required {Y/AN)?

Cabling

Task Description Comments
Does the site need additional cabling (Y/N}7?
if "Yes" Expiain
Does the exiing cabling need be deaned up (YN)?
if "“es" Explain, provide pholo

Rack Space Esiimate
Description Rack U’s Power Plugs
Router Cisco 3800 {per device) 34U 2
Raouter Cisco 2900 (per device) 2 2
Switch (per device) 2 1
Sheif for Router Management Modern (per device) 22U 1
Analog Gateway TuU 1
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UCCaa$s Design Questions for End User Implementation to support the data collection workbook.

November 27, 2018

Please provide a lacation list with full street addresses
Far each location, please provide:
o Number of users with single phone and voice mail
Number of users requiring soft phone capability only
Number of users requiring physical phone and soft phone
Number of users requiring Expressway for MRA
Number of unassigned phones (hallway, conference room, etc.)
Number of Voice Mail only mailboxes {na phone associated with mailbox)
< Number of new BIDs
o Number of existing DIDs to be ported

o o 0o o ¢

Are all locations VolIP ready?
Number of hunt groups bylocation
o Are any members of the hunt groups off net? If so, how many?
Number of auto attendants by location
Attendant Console required?
Do you plan te use Extension Mability? If so, how many phones?
Do you plan to use Device Mobility?
Do you plar to use SRST at each site in case of loss of connectivity ta the UCCaas data centers?
If so, describe the connectivity for each location {quantity, type of calls allowed, etc.} '
Do any locations require a phased install?
Do you need to display a number for outbound Caller |D that is not one of your DIDs {e.g. toll
free number)? If so, how many?
Do you plan to integrate a contact center with UCCaaS? If so, please describe.
Do you plan to integrate with a call recording system? If so, please describe.

Do you have any Telepresence or other video systems you wish to integrate with UCCaas? if so,

please describe.
Do you require integration with Call Accounting software?
o Note: Customer provided server required
What is the maximum number of simultaneaus calls do you expect to need for each location?
1s end user training required?
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4.2.1.1.3 Hosted Voice Services

The State's goal is to obtain a reliable, cusicmizable, and scalable UCaa$ solution providing hosted
voice-over-IP (VOIP) services for an estimated 10,000 state employess located at various sites
throughout the State. The State desires these services be provided at no additional cost, except where
noted in this section. To that end:

4.2.1.1.3.1 The Vendor's solution should offer four voice packages.

The Vendor's solution should offer four voice packages. These packages should include: A Basic
Package with at least Ad Hoc Conferencing, Call Forwarding, Call History, Call Hold, Call Waiting, Caller
1D, and Do Not Disturb; an Enhanced Package including at least all features in the Basic package pius
Voice fMail (including Immediate Divert to Voicemail and Message Waiting Indicator); a Premium Package
including at least all of the features in the Enhanced Package plus Extension Mobility; and an Anafog line
option.

All packages should be available with high and standard security options. Equipment for the analog line
package will not be required for this coniract. Please describe your Company’s offerings.

Verizon Response

A DI APREE =

Verizon’s High Security Hosted Voice offers 2 packages: Common Space users and Named
Users.

B The Common Space user package aligns with 2 of the State of West Virginia’s required
packages for Basic and analog users.

B The Named User package aligns with the State of West Virginia’s required packages for
Enhanced and Premium users.

Verizon's High Security Hosted Voice provides UC&C services such as call control,
integrated/unified voicemail, presence, and conferencing.

By delivering these core Unified Communications services from its secure data centers, Verizon
is able to provide and manage the UC&C capabilities using a flexible users Communications
Manager virtualized application portfolic, providing the State of West Virginia with the security
benefits of dedicated applications and the convenience and cost benefits of a hosted
environment.

Verizon's High Security Hosted Voice for Government service uses a consumption model and
charges monthly recurring fees based on the number of users and the applications and features
used.

Based on the required feature sets, Agencies select the Package required for each end user or
group of end users which have been aligned below with the State of West Virginia’s End user
package requirements.

Each package is allocated a number of allowed endpoints. “Endpoints” are defined as physical
devices, mobile clients, PC-based soft clients, or integration with third party client software.
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Package Descriptions

B Communicator: Perfect for economizing—common area phones, break room phones,
etc. where voice calling is the primary objective. This package would fit all of the State of
West Virginia’s Package requirements for Basic, Enhanced, Premium, and analog users.

Upon discovery, additional capabilities are available that can meet user requirements.
Pricing for these packages will be available upon request.

® Advanced Communicator: All features in Communicator also have access to the Jabber
application, IM/P, video capabilities, Expressway MRA for mobility, iOS and Android
calling and up to ten endpoints.

This package provides many features for a low price point, especially for a mobile phone
or PC Jabber client user and is available as an optional for additional cost and can be
provided Discovery.

® Collaborator; All services in Advanced Communicator as well as FedRAMP WebEx for up
to 8 internal participants. This package is availabie as an optional for additional cost and
can be provided Discovery.

8 Advanced Collaborator: All services in Advanced Communicator as well as FedRAMP
WebEx for up to 200 internal and external participants. This package is available as an
optional for additional cost and can be provided Discovery.

All packages exclude PSTN services, B2B video calling and all end points, hard phone or client,
must support FIPS 140-2 encryption.

Communicator Advanced Collaborator  Advanced
Communicator Collaborator
Voice Call Control X X X X
Voice Messaging X X X X
Instant Messaging and Presence X X X
Video Call Control X X X
Mobility X X X
Emergency Call Handling X X X X
# Supported endpoints 1 ‘ 10 10 10
Supported devices FIPS 140-2 FIPS 140-2 FIPS 140-2 | FIPS 140-2
compliant IP compliant IP compliant P | compliant IP
Phones Phones and Phones and | Phones and
Jabber client Jabber Jabber client
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‘Communicator Advanced Collaboralor | Advanced
. Communicator Collaborator
(PC and client (PC (PC and
mobile and mobile maobile
devices) devices) devices)

All packages include Emergency Call Handling using the native CUCM emergency call routing
feature. The Emergency Call Handling feature helps you to manage emergency calls in your
telephony network while following local ordinances and regulations.

All packages Advanced Communicator and above (not Communicator) include Expressway
Mobile Remote Access (MRA) for mobility. Expressway MRA enables secure, VPN-less access
to mobiie Jabber.

Optional Features

Users may select the following features, or add them to a Primary Capability Package. Where
noted, a feature may be required with other packages or capabilities. If upon discovery these
optional features are required, additional charges may apply.

¥ Additional Storage: Additional storage for WebEx conference recerdings. Available in
conjunction with the Advanced Coliaborator package. Available in 1 GB increments to
expand the default 1 GB of storage available. Once the allocated storage limit has been
reached, no further data may be stored until space is freed up.

& Add-on Audio Conferencing: Flat-rate audio subscription plan as an add-on to the
Advanced Collaborator package. Each entitled user has unlimited access to Domestic call-
in services.

Must be ordered in a quantity equal to the Advanced Collaborator subscription quantity,
cannot be mixed with Add-on Audio Conferencing with Callback.

B Add-on Audio Conferencing with Callback: Flat-rate audio subscription plan as an add-
on to the Advanced Collaborator package. Each entitled user has unlimited access to
Domestic call-in and Domestic call-back services.

# Note: Must be ordered in a quantity equal to the Advanced Collaborator subscription
quantity, cannot be mixed with Add-on Audio Conferencing.

B Integration: Custom integration with Agency systems. Supports Agency defined
requirements on an individual case basis.

B L ocal survivability: Provides local survivability in the event of a WAN failure. Limited
functionality is supported; specific capabilities are dependent on defined solution.
Available on an individual case basis.
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Verizon’s UCCaa$S Monthly Recurring charges include:
B Software/Features as defined in the Package definitions
B Standard implementation and infrastructure support within the data center
B Maintenance on all data center elements
B Right to new software upgrades when Verizon makes available
B 24x7x365 Fault Management including restoration and patch management
B Configuration or change management
B Security Administration
# |nventory Tracking (data-center based)
8 Lifecycle Management Customer Empowerment
8 Performance Reporting
% Utilization Reporting
# Self-administration Moves, Adds, Changes, and Deletes (MACD) capabilities

8 Verizon-supported administrative MACD support

4.2.1.1.3.2 The State «izsires six handsst options for use under this contract: a 2-line phone, a Z-ini3
phone with sidecar capabilities, a conference phone, a sofiphone, a wireless phone, and an ADA-
compliant hardware option.

The State further desires a leasing option for alf handsets on this contract, by which the State will pay &
monthly lease price to be added o the price of the monthly vaice package. In the event that a phone is
broken or stops functioning, the State desires the Vendor replace that phone, at no additional cost.

Additionally, the State desires that the Vendor refresh equipment in-line with the Original Equipment
Manufacturer's refresh program, at no additional cost. At the end of the contract, the State will own alf of
the phones. Please describe your company's leasing options, refresh programs, and ahility to meet this
goal.

Verizon Response

Verizon has read and understands.

The following are the certified endpoints that meet or exceed the FedRamp encryption
requirements (TLS1.2).

Verizon also understands the need to ensure that the CPE is provided as part of the monthly
service and will be supported (break/fix) for the service term.

Since CPE will have a transfer of ownership at the end of the service term, a refresh program
will need to be re-negotiated at the end of the service term.
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Verizon proposes the following phones for each requirement:
B 2-line phone - Cisco 7821

® 5-line phone with sidecar capabilities — Cisco 8851

=

Conference phone - Cisco 7832

B Softphone — Cisco Jabber

B Wireless phone ~ Cisco 8821

B ADA-compliant phone — Cisco 7821

The Cisco 7821 meets ADA requirements by being hearing aid compatible, meeting FCC
loudness requirements and the dialpad is ADA compliant. Section 508 loudness requirements
can be met with the use of industry-standard inline handset amplifiers.
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Certified Endpoints
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Verizon also requires Certified Routers and Analog Gateways that meet/exceed the FedRamp
requirements.

Below are the recommended parts that meet the FedRamp Moderate Standards.
e HCS-G supports VG3xx and ISR4K

Per the State's response in the “Q&A” within Addendum 3, Verizon understands that these
items are the State’s responsibility.
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4.2.1.1.3.2 The State utilizes Cisco SRST and loca! voice services in case of dafa network failure. At the
initiaf deployment of the site to the Vendor's hosted solution, if requested, the Vendor should work with an
Agericy fo impfement call control and PSTN connectivity, in case the data network fails at a Stafe
location. This should include the provisioning of at least one local phone line for 911 calling.

The Vendor should include the provisioning of one failover line in the cost of its monthly package. If the
site requests more than one failover line, the State understands there may be additional charges for that
work.

Please describe your solution’s ability to meet this goal and any additional costs.

Verizon Response

Verizon has read and understands.

Based on the requirements, Verizon will work with the end users to understand the needs for
local SRST and document the design requirements accordingly.

The assumption is that 130 locations using our Standard Security Hosted Voice or 130 locations
using our High Security Hosted Voice, will need SRST capabilities.

Verizon will not be providing any 1 mbs or ISDN PRIs with our UCCaa$ solution. If during
discovery that it is identified that more than 130 locations (per Appendix A, revised 10-24-18)
need SRST services, additional cost may apply.

4.2.1.1.3.4 The Vendor's solution should support station-to-station calling that remains "on-net” (on the
State’s private data network) at no additional cost. Please describe your solution's ability to meet this
goal.

Verizon Response . ———

TN b

Verizon has read and understands.

Station to Station calling is supported when the traffic is routed over the States MPLS network.
Here is a sample design using 2 S|P Trunks that connect not only to UCCaa$ but also to the
PSTN gateways.
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4.2.9.1.2.5 The Vendor's solution should provide at least two PSTN connections vig SiF Truake over
secure private connections engineered for voice quality of service,

These PSTN connections should adhere fo the industry standerd of 150 mis latency or belter, and jitter of
40 mis or hetter, Please dascribe your natwork enginesring architecture and your praciices to
continuously achieve these standards.

Verizon Response

Each Hosted Voice data center has two separate secure connections to Verizon Session Border
Controller (SBCs) nodes located is geographically diverse cities. Inside each SBC node, the
SBCs are deployed as HA pairs.

The connections between the data centers and SBC nodes are engineered for voice and are
monitored to ensure proper operation. The SBC nodes are connected to multiple geographically
diverse voice gateways that connect to the PSTN.

Connections from the State of West Virginia to the Hosted Voice data centers use either
Verizon’s Private |IP MPLS service or secure connections for Mobile and Remote Access users
via Expressway C and E servers located in each Hosted Voice data center.

Verizon complies with the industry standard 150 ms latency and 40 ms jitter. Further, Verizon
uses a Mean Opinion Score (MOS) metric as calculated using the standards-based E-model
(ITU-T G.107) to measure overall call quality.

The E-model takes into account a wide range of telephony-band impairments including delay,
jitter, loss, noise, codec conversion, and echo.
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Verizon's VolP SLA includes the following metrics:

B Jitter—1ms

Mean Opinion Score - 4.0

Network Availability — 99.99%

& E

Time to Repair — 4 hours

VolIP Provisioning Interval — 20 calendar days from time a clean order is submitted to
Verizon’s provisioning group

4.2.1.1.3.6 The Vendor's solution should provide a MPLS network connection to Verizon’ s MPLS core to
reduce and/cr eliminate the backhaul of traffic o the State’s core network. The Siate has provided a

colummn on the Pricing Page for both one-time installation cosis and for monthly recurring costs for these
connections. Please describe your abifity to meet this gos.

Verizon Response

Verizon has read and understands.
Verizon is the current provider of the MPLS network for the State of West Virginia.

4.2.1.1.3.7 As an option for small sites with non-private network handoffs, the State desires a solution
utilizing public networking with the ability to securely transmit sensitive data. Please describe any
offerings to support this goal.

Verizon Response

Verizon has read and understands.

Verizon is providing two options to connect using non-private networks — one using Verizon
Virtual Communications Express and one using Cisco Expressway. Virtual Communications
Express pricing is shown on the Cost Sheet as the Small Site Option, per end-user.

With Virtual Communications Express (VCE), you get end-to-end communications delivered
from our cloud. You get phone service that is packed full of features that can help make your
business more efficient and productive.

Verizon can provide a selection of state-of-the art phones, instant messaging and presence,
audio and video conferencing, and desktop and mobile screen sharing that will enable you to
collaborate internally and with your customers and suppliers better than ever before.
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Enterprise-Level Power, Functionality, and Features

Virtual Communications Express (VCE) is a robust, yet simple “plug and play” or professionally
installed solution.

B Benefits and efficiencies of anytime unified communications capabilities across corporate
voice and IT systems.

B Ability to boost productivity using existing broadband Internet service or Private IP
connections.

The State of West Virginia can use the collaborative and mobile tools that VCE offers —i.e.
audio and video conferencing — to easily and quickly bring employees or clients together
when making decisions.

Mobile clients can also enable the ability to take calls and conduct conference meetings
while on the go. You can remain productive when outside of the office (unlike plain old
telephone service), and maintain continuity, so your business can continue to run
smoothly.

B Alleviate the effort, complexity, and risk associated with technology management.
B Access leading applications and self-service capabilities.
# Simple installation and activation — no IT expertise required.

B Seamless communication across your organization, right “out of the box” or an optional
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User Features

Feature Standard Premier
User User

Feature Standard Premier

User User

4 o Cine Talephone Furmber » +

Ansifous Wal Rejsvtion v v ;,Zfﬂzrfdocgﬂzrf S_i;;i;‘r_.fiig e 7
Butientization ¥ L Selectve Call Rejaction Y =y
Eiwx:l‘e‘-’.o-rks.An;,.-w'.rherg » o Theres Lol bopeane " -
B T e 7 7 e > N
Call Forameding Ahvave + ¥ Thoea- Vi ay Cad g "
Sl Froreznding Busny o . v Ve Ml with Lrafied o+ 7
Call Farearding ric Sfgear p ‘ |iizzEaring :

Tl Farwarang it BEnChatiE ; :; Sk Ll M e
Lzl Frawardmng Seletiye & 7 mﬁl Hom Googe i l
el Hals 4 Fasume 7 " ;gxuwmm W < 7
TRy o 7 Teshiop Shom with UL iy
il Eeam 7 7 Fooie Chent aith e 7
ozl ngnEiE & " Dieskiop Chent [no L) v

P g 7 7 Wote Lo o L) 7

C&FIET};? N.?nﬁe Fletriew 2 * " Ve 1 Comimmancmg v g
Lo et Dhisuarb o - Trad T v oeors ATTE -

Subensln (ialng < - N

Eteanial 'L'iéllih{; Lime 0 Ciadis éry f"' ,,r’ M RWM / - . A
internal Caling Line 10 Delivery - -

ot grriber Redal g 7

¥ = included

v = Optional

The VCE Solution

VCE is a robust, resilient hosted solution for your business offering simple, scalable IP Voice
with enterprise-grade power and functionality, such as Unified Communications, inbound eFax,
mobile/desktop clients, business continuity, auto-attendant, and hunt groups.

VCE supports Verizon Certified IP handsets with an optional feature to support Android and
Apple smartphones with a mobile client to allow single number reach. If the feature is required
upon discovery, additional costs may apply. This means you can be reached via one phone
number, whether in the office at your desk or on your mobile phone.

VCE can be delivered over Verizon Private IP, Internet access or any 3rd party Internet access.
VCE is Competitive, predictable, flat monthly price per user, which includes the DID, call control
features, voicemail, and enterprise-grade features, such as music on-hold, hunt group, auto
attendant and call queuing.

Phones can be purchased or rented (they are not included in the per user price).Limited or no
capital investment required.

VCE is able to scale up or down for growth or seasonal variation with rapid deployment
capability to provide the ability for The State of West Virginia to bring on new sites quickly and
efficiently. The online management portal enables administration of user accounts.
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Cisco Expressway

Select Cisco phones and the Jabber client can connect to the Hosted Voice data centers using
Cisco Expressway. Expressway provides secure, encrypted session-based access for remote
and mobile workers, without the need for a separate VPN client.

Secure firewall traversal technology that enables unbounded mobile use cases: Cisco
Expressway for Mobile and Remote Access enables users to easily access their Jabber
collaboration services outside the corporate network, allowing them to be more productive when
they are mobile.

In contrast to VPN, it secures only Jabber traffic, helping ensure that the user's personal data
does not cross the corporate network. Most new Cisco phone models can also use Expressway
natively allowing a small office to use commercial Internet access from any provider as the
access method to reach the Hosted Voice data centers.

Devices may also leverage Verizon Wireless Private Network in combination with UCCaaS to
ensure mobile devices are always connected to the enterprise. This feature is referred to as
UCCaa$S Mobile First Private Network.

For additional information, please reference the Virtual Communications Express Overview
provided in Appendix H of this proposal.

and naming (outhound traffic) that State Agencias may utilize to customize their displayed information.
The Vendor should provide this capability at no additional cost. Please describe your solution's abilily to
provide these services.

Verizon Response

Caller ID with Name {Inbound)

Verizon provides the VolP subscriber the name of the calling party. !f name is not available,
city/state will be populated.

Caller ID Name and Number (Outbound)

Verizon supports outbound custom telephone number through Alternate Caller ID. This custom
number will be sent to the terminating provider. Verizon also supports outbound custom Caller
ID with Name (CNAM).

The custom name must meet the PSTN CNAM Database standards (maximum length,
allowable words, etc.). However, CNAM is a function of the receiving end’s provider.

Verizon provides the custom name to the various third party database providers. It is up to the
terminating provider to update their databases with the custom name.
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4.2.1.1.3.9 The Vendor's solution should include unlimited local and nationwide calling at no additional
charge. Please describe your no cost offerings.

Verizon Response

Verizon has read and understand.

Verizon will be providing unlimited local and domestic long distance service. The price is
included in the based rate per concurrent call.

4.2.1.1.3.10 The Vendor's solution should provide international caliing. The State understands fees may
be associated with international calling. The Vendor should provide the per minute international calling
rafes for Mexico, Canada, and Jamaica.

The Vendor should also aftach an appendix of international calfing rates for all countries. The State will
allow for quarterly Change Orders to updates these infernational rates. Fisase dascribe your solution’s
internaticnal calling offerings.

Verizon Response

SO

Verizon has read and understood, and has provided the 3 countries requested on the VOIP

International calling rates located within the pri'ce sheet in the cost proposal. See Appendix A in
the cost proposal for all other International calling rates.

4.2.1.1.3.11 The Vendor's solution should provide comprehensive site coverage to meet the Stafe's local
and fong-distance [P-based calling requirements. Please describe your coverage, as well as how you
plan to meet the State's coverage needs.

ion Beapoe :

ERTIE)

Verizon has read and understand.

Verizon will be providing unlimited local and domestic long distance service. The price will be
based on the number of concurrent calls. Verizon’s VOIP availability (percent of businesses
served (in terms of businesses with 20+ employees) is 80.1% in the State of West Virginia.

Verizon meets this requirement by providing local VolP DID numbers in the State of West
Virginia. Based on the locations listed in Appendix A, Verizon serves all but fifteen of these
locations currently.

For locations in an area not served by local Verizon VolP today, PSTN connectivity will be
provided via the local router and local PRI/Centrex/POTS service provided by the current State
of West Virginia contract holder of those services.

Upon contract award, Verizon will evaluate these locations for expansion of local VolP service.
If expansion makes business sense, these sites will be converted to Verizon VolP once local
VolP is available.

Verizon is continually updating its VOIP availability on a weekly basis nationally.

November 27, 2018 91 verizon’



State of West Virginia Section 4. Project Specifications

4.2.1.1.3.12 The Vendor's solution should provide load balancing for all traffic in-bound from the PSTN.
Please describe your solution's abifity to meet this goal.

Verizon Response

Verizon has read and understands.
The VOIP design can meet inbound from the PSTN load balancing.

4.2.1.1.3.13 The Vendor's solution should ensure 911 call delivery to the appropriate local PSAPS.
Additionally, the State desires support for Private Switch/Auiomatic Location Identification (PS/ALI)
services for 911 calls. Please describe your process for ensuring the accuracy of 811 call delivery, as well
as the process to support PS/ALL

Verizon Response

Verizon has read and understands.

Verizon’s UCCaa$ service supports direct (911) and indirect (9 911) dialing of emergency
services. Customers that require accurate emergency call location identification can use the
Cisco Unified Communications Manager Native Emergency Call Routing feature.

The DIDs for each location wili be assigned to that location’s address. Any calls to 911 from that
DID will be routed to the proper PSAP based on the location address.

If more detailed location information is needed (e.g., room, floor or building), detailed location
information can be added to each number in the online Integrated Administrative Console (IAC)
portal by the State of West Virginia.

While this can be done manually for each DID, any moves have to be manually updated. Cisco
Emergency Responder (CER) provides a better solution by assigning Emergency Location
Identification Numbers (ELINs) with associated Emergency Response Locations (ERLs) to each
area.

With CER, only the ELINs would need to have their detailed information location entered in the
IAC. This will allow individual phones to be moved without having to manually update the
location information in the IAC for that DID. CER is available as an optional service for Hosted
Voice for an additional charge per user.

PS/ALI is also supported. This can be provided by Verizon with a partnership with RedSky.
Pricing for this service would be provided after discovery has determined the specific
requirements.

4.2.1.1.3.14 The Vendor's solution should suppert the following industry standard protocols: G.711
(uncompressed), G.729 (compressiosn), and T.38 (fax). Please describe the protocols supported by your
solution.

Verizon Response

Verizon has read and understands. Verizon VOIP supports G.711, G.729 and T.38 codecs.

November 27, 2018 92 VEfiZOﬂ""



State of West Virginia Section 4. Project Specifications

4.2.1.1.3.15 The Vendor's solution should have the ability fo scale the number of simultaneous concurrent
calls on a monthly and/or seasonal basis at the State's request. Please describe your solution’s ability and
your process fo accomplish this, including division of duties.

Verizon Response

Verizon has read and understands.

The concurrent call count can be throttled up or down on demand via the Verizon Enterprise
Center portal by the State of West Virginia VOIP administrator/administrators.

4.2.1.1.3.16 The Vendor's solution should include interoperability with the following: 1Pv4 addressing
(RFC 791), RFC 1918 for private IP addressing, and support SIP over TCP or UDP.

Carrier grade NAT (RFC 6598), link-local IF addresses (RFC 3927), and Multicast addresses (RFC 3171)
will not be accepted. Please describe your solution's interoperability to accomplish this goal.

Verizon Response

| ————r=—ry T — S

Verizon has read and understands, but with clarification.

Verizon supports SIP over UDP only.

4.2.1.1.3.17 The Vendor's solution should provide the following quality and refiabifity standards: QoS
tagging IEEE 802.1Q-2011; not rewriting, marking, or remarking any VLAN fags affixed fo packets by the
State, without the State's expressed consent; at a minimum, one Class of Service (COS) marking per
Ethernef service.

Please describe your solution's ability to meet this goal.

Verizon Response ‘

Verizon has read, understood and complies.
Verizon's Private IP MPLS service provides six classes of service to include:
B EF

B AF4
8 AF3
B AF2
B AF1
BE
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4.2.1.1.3.18 The State desires a Unified Messaging solution; therefore, the Vendor's solution should fully
integrate with Microsoft 0365, allowing users to listen, forward, and delete voicemails from both 0365 and
the hosted environment.

Voicemails should be retained in the solution for 15 days or longer. In addition, the Vendor's solution
should be provisioned to fully integrate with the State's Active Directory and Active Directory Federated
Services. Please describe your abilities to meet these goals.

Verizon Response

Verizon has read and understands.

Verizon supports single inbox integration with Microsoft 0365 to allow users to listen, forward
and delete voicemails from both O365 and the hosted environment. A user may retain voicemail
messages for as long as they like subject to standard maximum mailbox size of 14 MB
(approximately 29 minutes).

Verizon will integrate with the State of West Virginia's Active Directory and Active Directory
Federation Services.

4.2.1.1.5.1% Some Siate Agencies utilize paging and notification o the PC dasiiop. aver-head paging, or
thirsy e-phons- susaker paging. Ths Vendar's solution should includs »n ostion for providing,
v, end supporting & paging solution, including sy associsted hardwsars, softiars, and jicsnass.

and if requested by Agency, or integraie with ain existing or Agency-owied paging SGitLioin.

The State understands there may he fees associated with this offering. Please describe your offerings
with raspect to these deployments.

Verizon Response

All Paging Service pricing is completed on an Individual Case Basis (ICB) after an assessment
has been completed.

The paging systems are unique in hature and priced based upon site conditions; scope/scale
and specific requirements not represented in this RFP and are to be determined upon discovery
sessions by the State of West Virginia and Verizon.

Verizon has included in our response hourly rates for Paging Integration for the following
positions as required in the RFP Attachment A, Cost Sheet:

B Project Manager
# Network Engineer
B Telephony Engineer

Verizon can offer paging services to the State of West Virginia utilizing the Professional
Services engagements as listed in the RFP cost sheet for Custom Implementation Services and
Fees and a custom Scope of Work and bill of materials representing fees associated with this
offering.
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Paging Services can be implemented in the following approaches:

1) Verizon can provide software based paging service, which integrates with our Verizon
UCCaaS5 platform, such as Singlewire InformaCast. This solution could be installed in the State
of West Virginia OOT Data Center or at a particular Agency location as directed by the State of
West Virginia.

2) Verizon can provide hardware based paging system which operates as a stand-alone
appliance. This solution could be installed at a particular Agency location as directed by the
State of West Virginia.

3) Verizon can provide maintenance/repair/MAC services on the Agency-Owned hardware
based paging system which operates as a stand-alone appliance.

4.2.1.1.3.20 The State desires an option for Agencies with high call volume and receptionist personnel
that will utilize an Operator Console for fast and efficient call control. The State understands there may be
fees associated with this offering. Please describe your solution's Operator Console offerings.

Verizon Response

Verizon has read and understands. Verizon’s LJCCaaS solution is able to be integrated with the
State of West Virginia’s existing Bridge Operator Console for an install charge as long as the
State or vendor provides documentation on how to integrate with Cisco HCS.

Verizon does not support any troubleshooting with the Bridge Operator Console. Additionally,
Verizon can provide Cisco Unified Attendant Console Standard and Advanced for a monthly
charge shown on the Cost Sheet as requested with monthly recurring fee.

Advanced Attendant instance from 1-50 instances can be provided on an individual case basis
during discovery, an additional cost may apply.

4.2.1.1.3.21 If requested by an Agency, the State desires the ability to integrate a third-party call
recording solution with the Veendor's hosted solution. Please describe your solution's ability to meet this
goal.

Verizon Response

Verizon has read and understands.

Verizon is proposing UCCaaS, VCE and the Virtual Contact Center (VCC) solutions. VCC does
support call recording for VCC users.

If State of West Virginia Agencies require call recording for Non-VCC users, Verizon can
provide optional third-party call recording solution integration for UCCaaS. If required upon
discovery and additional costs may apply.
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4.2.1.1.3.22 The State desires that the Vendor use currently-owned State IP telephony handseis where
the handset is still supported on the Vendor's solution. Please describe your cornpany's ability fo use the
State's current handsets and its ability to meet this objective.

Verizon Response

Any currently supported Cisco phone (not past the End of Support date) can be used on the
standard Hosted Voice platform. Cisco phones that are past the End of Support date may be
used on the standard security platform, but they are not supported by Verizon for
troubleshooting purposes.

Note that certain phones deprecate with each HCS software release, and these phones will not
work once that release is enabled for the State of West Virginia.

Third party phones are allowed on the standard security platform if the State of West Virginia or
phone vendor can provide release notes that show how these phones connect with Cisco HCS
and are approved by Verizon. These phones are also not supported by Verizon for
troubleshooting purposes.

Locations requiring the high security option must use specific phone models that are certified to
meet the security requirements of the high security platform. Verizon is proposing new handsets
meeting full compliance on the HCS-G platform. \

4.2.1.1.4 Hosted Contact Center Services

4.2.1.1.4.1 The State's goal is to obtain a reliable, customizable, and scalable solution to provide hosted
contact center services for an estimated twenty-five (25) individual contact center sites that works in
conjunction with the Vendor's proposed Hosted VoIP solution.

Certain sites require the capability to transmit and/or store calf recordings that may contain sensitive data
(such as PHI or Pli). For ease of deployment and maintenance, the State prefers the contact center
solution be web-based.

The solution should provide the following capabilities

= Ability for a simpls, drag-and-grop, easy-to-understand interface (¢ craate customized calf routing and
role- based queues that can be deployed to sites with non- technical administration

»  Should provide chat capabilities
»  Should provide live data reporting

s [frequssted by an Agency, the solution should have the ability to interface with an Agency's database
to populate information based on data provided by the caller

o [f requested by an Agency, the solution should provide the flexibility for agents fo use a public-
switched- ielephone-network (PSTN) phone to utilize the solution

«  Should provide scalability for up to 800 agents and the ability to expand in the future
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Please describe your solution and identify any areas in your solution that exceed the items requested
above.

Verizon Response

Verizon has read, understood and will comply.

Verizon’s Virtual Contact Center (VCC) is powered by NICE inContact. Together the partnership
offers the only complete cloud contact center solution.

NICE inContact is the only provider to be recognized as a leader by all five major CCaa$S
analyst firms, their software is helping organizations around the world improve their customer
experience with a unified suite of Omnichannel routing, workforce optimization and analytics —
delivered on an enterprise-grade open cloud platform.

Verizon’s VCG NICE inContact built a complete platform that intelligently routes all of your
customer interactions, integrates with leading CRMs, and helps you schedule and improve your
workforce and analyze trends.

Proposed Solution

VCC is a purely cloud solution that is highly scalable, and has the ability to provide nearly
instantaneous scalability if needed. VCC is presently implemented in several State of West
Virginia departments including Tax and DHHR.

VCC will leverage years of expertise to design and implement a contact center solution tailored
for you. The feature rich VCC platform will enable you to cost-effectively leverage our award-
winning advanced skills-based routing and universal queue to quickly connect customers with
the agents skilled to help, on the channels your customers choose to interact.

VCC is designed to support contact center agents outfitted with a dialable phone, a HTML5
browser PC and an internet connection. The agent may be working within a large contact
center, a small business or from home. It makes no difference to the functionality that is
available. VCC sees all agents the same way, no matter where they are located.

VCC enables agents to log in securely with any HTML 5 based browser. The VCC Agent is a
multi-media agent interface which communicates to VCC when the user is available or
unavailable, and allows the agent to execute various tasks such as answering contacts,
transferring contacts, putting contacts on hold, conferencing, managing emails, chats, SMS
{optional), voicemail and work items.

VCC works with Verizon IP Toll Free and/or VOIP Inbound Local Origination (VILO). If upon
discovery is required additional charges will apply.

By having a solution integrating the telecom and contact center assures increased performance,
simplifies troubleshooting, and reduces cost. Network connectivity into and out of the VCC
platform do not incur additional charges and LD charges out of the platform are suppressed.
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In summary, we combine the best contact center solution with our deep experience in
telecommunications, empowering each of our customers to improve agent productivity,
customer service quality, and operational efficiency.

Given the States Response to questions in Addendum 2 & 3 where the response includes that
"discovery is a part of the RFP" related to optional hosted Contact Center features, Verizon will
undertake discovery upon award and those items not disclosed by the State will be evaluated
for effort and potential modifications to pricing may be required to add the services identified.

Cloud Contact Center Platform

VCC assists agencies respond to incoming inquires whether from phone, email, web, chat, or
text. VCC is an award-winning cloud solution that doesn’t require expensive hardware or
software.

Start with ACD and IVR, the building blocks of our platform, and if upon discovery, optional
features such as customer feedback, CRM/ CTI integration, dialers, quality management,
workforce optimization and management, custom reporting and analytics are required,
additional charges may apply.

The advanced skills-based ACD sofiware quickly matches callers in the queue to the agents
who can best assist them. That means efficient call resolution, customer satisfaction, and
potential operational savings from a multi-channe! contact center.

The ACD system is the core of the VCC platform — all routing solutions require automatic call
distribution and build upon this functionality.

Interactive Voice Response

The IVR system can reduce costs per call by letting callers choose the type of help they want
such as self-service (if self service is required during discovery, additional non recurring costs
may apply) or speaking to an agent.

Not only will the IVR solution potentially free up resources to handle more complex cases, but
customers can quickly self-solve basic issues specific to the contact center contacted.
Agent Interface

VCC'’s agent interface, MAX (My Agent eXperience - MAX), is fully HTMLS context-sensitive
interface designed for the streamiined handling of all contact center interactions across all
media channels. With MAX, agents will be ready to handle incoming contacts and complex
interactions while focusing on positive customer experience.
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A Unique Logged in Agent who logs into to the ACD / Dialer platform at any point, for any
duration, during the billing interval will include the following:

8 1 ACD Agent

@ 1 Campaign Dialer Agent (For a selected station, the agent can operate either as an ACD
agent or as a dialer agent at any given time. Initial availability of campaign dialing
functionality requires an optional Dialer Implementation.)

B 1 Universal Port — Used for IVR and voice, but does not affect chat or email

¥ 1 GB Data Storage and Management for storage of recordings, prompts, scripts,
messages, files, and more.

includes access to call monitoring and call conferencing
B Accounts support FTP or SFTP delivery of basic call recordings
®  Supervisor reporting

B ACD/IVR programming toolset (i.e., VCC Studio)

Studio

VCC Studio is a powerful rapid application development tool providing the State with access to
everything needed to create and maintain Omni-channel routing strategies and queue
processing flows from a single interface.

From optional Application Program Interface (API) integration to many predefined routing
actions — Studio is the visual, intuitive interface to ensure every contact is treated and routed
exactly as desired, easily creating the customer experience for each department’s needs.

Every component of the VCC solution can be managed remotely since it is a cloud-based
solution

Central

VCC Central is a browser-based secure interface for handling administrative and reporting tasks
on the platform.

Administrators have the ability to perform tasks with ease, such as: view real-time reporting, set
up security profiles and user accounts, create multi-channel skill or queue groups, assign hours
of operations conditions, as well as define the routing behavior of the ACD. It is the “Central’
administrative interface of the Platform.

Every component of the VCC solution can be managed remotely since it is a cloud-based
solution
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Analytics & Reporting

Contact Center Analytics & Reporting is a flexible, easy to use feature that lets contact center
supervisors, managers, and administrators track critical metrics so they can make smart
operational decisions.

Real-time reporting includes pre-built reports, ad-hoc reporting, or the ability to create your
custom templates. Closely track real-time management metrics with a customizable dashboards
for full reporting customization

Hardware/Software (State of West Virginia provided)

To facilitate a good VCC user experience, each agent needs a computer with mouse, keyboard,
and color monitor. In addition, the minimum workstation requirements are listed below.

Computer Operating System
B Windows 7 & 8 32/64 hit
B  Windows 10

Computer Speed

B Intel i3 processor or higher at 3GHz or better. If using Personal Connection dialer at
dialing ratio higher than 3:1, a faster CPU and additional RAM is recommended

B 1GB RAM or more

Screen Resolution

1024 x 768 or above for improved user experience
Supported Browsers
B Internet Explorer 11
¥ Google Chrome
B Safari
B Firefox
B MS Edge
Browser Configuration & Add-ons
B Cookies Enabled
B Popups Enabled
B JavaScript Enabled
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B  Adobe Shockwave Flash Player 9 or above
B Java Applets Enabled with Java Virtual Machine 6.11 or above installed

B Windows Media Player Plugin

Internet Broadband Access Required:

35 kbps bandwidth per PC workstation

® Less than 200ms average round-trip ping reply between workstation and NICE inContact
servers

VolP Bandwidth Requirements

B Based on the CODEC implementation
B 711 CODEC requires 88 kbps per simultaneous calls
B 729 CODEC requires 40 kbps per simultaneous calis
(For example number of simultaneous calls x CODEC kbps = total bandwidth needed)

CODEC bandwidth use is bi-directional, so it is 88 up and 88 down simultaneously for a given
G.711 call.

Architecture

Fully redundant and protected power is critical to today’s data centers. VCC data centers are
Active/Active to improve Business Continuity and operate with the most advanced equipment
available to ensure that you receive the best technology possible without having to purchase it
on your own.

The following network diagram provides a simplistic picture of NiCE inContact's network and
redundancy.

NICE inContact has six fully redundant Active/Active cloud super-sites: two in North America;
two in Europe and two in Australia.
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The sites are supported and monitored by a 24/7 carrier-grade Network Operations Center
(NOC) located at our corporate offices in Salt Lake City and a redundant NOC site in California.

The NOC employs next generation, carrier grade, industry-standard monitoring systems and
tools and, in the event of failure, has the ability to operate remotely utilizing NICE inContact
technology either within Salt L.ake City or Los Angeles.

Verizon network in support of VCC provided at NICE inContact data centers is designed for
redundancy and failover. The core IP network is connected via a dual SONET ring backbone,
meaning two redundant fiber links.

Along with redundant edge routers, core routers, firewalls and VoIP hardware, multiple ISP and
diverse toll-free carriers, our network infrastructure provides reliable, stable, service-rich
benefits.

This broad range of connectivity models and solutions allows for the highest level of selection in
hosted 1P telephony and call center applications. Each server center functions as both a primary
location, and as a backup to the other server center in the event of a problem.

If a major outage were to take place in one data center, for instance, the next call would be
completed through the second server center. All historical data, call flows and other information
would continue uninterrupted.

The network operating centers function with 24/7 on-site and biometric securities. Through the
IP backbone, our networking infrastructure connects our sites via bandwidth pipes that can be
routed through a private connection. We also have state-of-the-art intrusion detection systems
in place to keep our system safe from hackers.
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NICE inContact utilizes redundant equipment, facilities, connections, power supplies, cooling
systems and databases to ensure that your contact center is always up and running smoothly
and assure the 99.99% availability SLA is met.

Optional Solutions

VCC is a full featured solution. Some contact centers in West Virginia may require features
beyond the mandatory requirements.

If during discovery, it was determined there was a requirement beyond the mandatory
requirements, a sample of the suite of solutions below can be used to meet those requirements.
Additional charges may apply for these features

Outbound Solution

With our outbound dialer, callers will never hear a delay again. This cutbound solution
eliminates awkward delays when greeting a caller, while increasing productivity, conversion
rates, and revenue as agents make muitiple predictive calls.

The optional outbound solution enables compliance with Do Not Cali List Management and
intelligent Cali Suppression, blending of inbound and outbound agents, as well as the ability to
synchronize with external systems with integration. Qutbound can be via cail, SMS or e-mail

CRM Integrated Solutions

NICE inContact CRM integration helps agents personalize calls using CTi screen pops and
more. |dentify callers by unique attributes, like phone number, and display information, such as
the caller's name, on the agent’s screen before the call connects. We can integrate with major
CRMs, as well as with most custom CRMs.

Workforce Optimization (WFQ)

VCC Workforce Optimization (WFO) empowers our customers with new visibility into the
customer experience so you can track KPls, reach goals, and fix what's not working.

WFO also enables our customers to analyze customer interactions with Quality Management,
use call data to create schedules via Workforce management and enhance visibility, use
Workforce Optimization Software to target and improve Key Performance Indicators (KPls),
discover the root cause of customer and employee behavior, as well as address skill
deficiencies and ensure consistent coaching across your organization.

Quality Management (QM)

Monitor agents’ performance and give them helpful coaching and training with Quality
Management solution. Capture multi-media customer interactions and quickly score them
against pre-defined criteria using our flexible and customizable evaluation forms. improve
employee performance with personalized coaching sessions.

-
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Workforce Management (WFM)

Most contact volumes aren't static all day—why should staffing levels be? WFM enables
achievement in balance of employee needs, customer satisfaction, and cost containment by
ensuring the right agents with the right skills are available at the right time.

By matching customer demand to your scheduled workforce, VCC's call center workforce
management system assists you in creating the best-case staffing scenario, and ensuring
adherence with real-time visibility into staffing and call volumes.

Customer Satisfaction Surveys

VCC Customer Survey Solutions ensure high customer satisfaction by gathering callers’
feedback immediately after calls end with survey results.

Gather real-time comments with customer satisfaction surveys while the call is still fresh in the
customer's mind and get invaluable information about your agents’ performance and your
processes.

Use reports that summarize and analyze critical customer feedback to coach and give kudos to
agents, accurately measure customer retention, and pinpoint additional areas for improvement.

inView Real-time Dashboards

inView is a real-time performance management tool developed to meet the specific needs of
front line sales and service activities.

inView increases efficiency for management, supervisors, and agents by delivering real-time,
personalized performance data and business intelligence to every employee on the floor while
automating critical managerial activities.

inView is a revolutionary, optimization solution engineered by call centers for call centers that
drives successful execution by aggregating performance data from disparate systems and
acting on the data with proven business improvement processes.

inView increases accountability and creates a culture of continuous development essentiai to
reaching business objectives.

Speech Analytics

Omnichannel Analytics is an intelligent linguistic analytics engine that converts contact center
calls, email, and chat transcripts into consumable data that allows contact center supervisors
and managers to better understand what is happening in the contact center. The application
parses and categorizes contact data, and clarifies it based on context.

Automate your approach to call recordings, identify customer concerns through speech
detection, and identify opportunities for improvement in business processes, experience, and
performance.
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VCC enables efficient recording processes with quantifiable data and enhance visibility into
compliance by bringing analytics into your contact center.

Workforce-Intelligent Contact Center (WFI)

Workforce- Intelligent Contact Center (WFI) eliminates manual interventions and inefficient
processes by integrating contact center infrastructure and Workforce Optimization (WFQ)
systems,

WFO performance data can now drive ACD and IVR behavior, so your team spends less time
manually checking agent performance and adjusting assignments, while we automatically
optimize the customer experience based on many measurements and adjustments. The result
is an improved customer experience, high productivity, and operational efficiency.

4.2.1.1.4.2 Some of.the State's call centers operate on a 24x7x365 basis, delivering critical services fo
the communities.

As such, the State prefers the Vendor's solution have inherent redundancy and survivability
characteristics that will ensure minimal service disruptions, such as data centers in geographically diverse
regions allowing for failover, equipment and power redundancies in those data centers, efc.

Please describe your solution's redundancy and its ability to meet and/or exceed this goal.

Verizon Response
bl E A

The VCC platform runs in an Active/Active configuration and is designed for seamless
redundancy and failover. The core IP network is connected via a dual SONET ring backbone,
(IE. two redundant fiber links).

Along with redundant edge routers, core routers, firewalls and VolP hardware, multiple ISP and
diverse toll-free carriers, our network infrastructure provides reliable, stable, service-rich
benefits.

Geographically diverse data centers (LA and DALLAS), EMEA (Frankfurt and Munich), and
Australia (Melbourne and Sydney) High availability design applied to carriers, networks,
hardware and applications.

Internally NICE inContact uses sophisticated replication, database mirroring, and ETL
processing to maintain two synchronized copies of its databases in geographically separated
data centers.

The databases are configured Active - Active and intelligent health checks are used to
transparently move database access should a failure occur.
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4.2.1.1.4.3 The Vendor's solution should include enhanced features for Administrators, Supervisors, and
Agents to effectively meet the needs of their customers. As such, the solution should provide the following
capabilities:

o Agent and Supervisor client that provides Blended agents: Inbound and outbound capability

»  Ability to monitor critical performance melrics allowing managers to coach, train, and encourage
agent behavior

e  Ability for Supervisors to change an agent's status

e Ability for Supervisors to silenily monitor inbound and outbound calls

= Apility to inferrupl an agent's call to interact with both the caller and the agent
e Abifity for Supervisors o remove an agent from a call

»  Abllity to change an agent's skilf profile in real time FPlease describs your solution and identify any
areas in your solution that exceed the ifems requesled above.

Verizon Response

VCC is a true Omnichannel Session Handling (OSH) system'that allows agents to actively work
on multiple contacts across multiple channels at the same time if required.

This is different from how concurrent chats and emails are handled in Single-Channel Handling
because of how the contact time is managed and how agents are able to handle contacts -
across any channels at the same time.

As an example, agents can be on a phone call while handling two chats and three emails, all
concurrently.

This information is all captured and reportable. We can provide detailed anaiytics that can then
be stored or memorialized in your specified databases or CRMs (if required during discovery
additional NRCs would apply).

Multichannel information and contact details can be utilized in multiple reports and graphs to
best represent the performance metrics of the organization.

The VCC Supervisor interface allows you to perform critical daily job functions, such as
monitoring and interacting with agents, while maintaining a real-time pulse on contact center
performance.

You can discreetly listen to calls, coach agents on calls without the contact hearing you, barge
in on calls so both the agent and the contact can hear you, take over calls to disconnect the
agent and manage the rest of the call yourself, and force an agent to log out of the Agent
application.

The following shows the Supervisor interface. You can see next to the highlighted agent the
ability to Force Logout, Listen to, Whisper coach, Barge or Take-over a voice interaction.
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Also under the Supervisor interface you can adjust agent skills and proficiencies in real-time.
Below is an image of how supervisors can click to add skills to specific agents:
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4.2.1.1.4.4 Some State agencies require the ability to utilize call recording, both on-demand and session-
initiated.

Certain call recordings will contain sensitive data (PHI, Pll, etc.) and will require proper security protocols
when transmitting or storing this information, with role-based access as defined by the State.

Please describe your solution’s call recording capabilities, and any additional requirements for the State in
order fo utilize these features.

Verizon Response

” : S

Recording of calls is a function of the platform, and can be controlled by an Interactive Voice
Response (IVR) script, or started by a manager or agent (depending on cenfiguration). VCC
allows for automated recording of calls, manual recording of calls, recording of select agents or
select skills.
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VCC is PC1 compliant. VCC provides encryption using an AES-256 compliant encryption to
protect calls from unauthorized access and provides the ability to not capture/automatically
insert white noise when sensitive data is being captured by the agent.

VCC provides many tools to remove the capture of sensitive data from Audio (and screens, if
applicable utilizing optional features) recordings:

B FTP/SFTP Transfer: Call recordings that potentially contain PC! data can be encrypted at
rest or clients can request these files be moved off of the VCC platform from SEA (Secure
External Access) the client location.

B Secure IVR: The agent would transfer the caller to a secure IVR that would interact with
the caller to receive the PCI data. Once the interaction was completed, the cailer would be
sent back the agent to finish the call.

B Mask / Bleeplog Feature: The Agent Masking feature within the VCC Agent interface is a
feature that allows agents to inject “white noise” or “bleep log” into a phone call recording
in order to censor any sensitive information that is being communicated and recorded
during the phone call.

For example, Social Security Numbers, Credit Card Numbers, Medical/HIPAA information,
personal information, etc. are all information that customers may want to “bleep” or insert
"white noise" over the sensitive information with their recorded phone calls.

This can be initiated automatically, based on field of focus, page or application, or
manually by an agent or process as defined by agency.

4.2.1.1.4.5 The State may utilize an outbound predictive dialing campaign, at an Agency's request.
Piease describe your solution’s capabilities in providing predictive dialing campaigns.

Verizon Response

Outbound Dialing Campaigns, if during discovery are determined to be needed, additional
charges may apply.

Outbound offers multiple dialing modes which can be defined through skill parameters on a per
skill basis. In addition, specific records can be flagged for Preview Dialing even if they are part
of a Predictive Campaign.

B Predictive — dials predictively for every available agent to increase agent productivity and
the chance of a live connection. The agent is connected to the most progressed call and
will hear the first hello from the customer and can immediately respond.

Other calls that were ringing at an agent’s station will be “hopped” to another available
agent, if answered.

In extreme cases, if no agents are available, the call will be abandoned and the defined
abandoned message will be played. Machine detection is employed during the call so the
agent doesn’t have to disposition these calls.
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¥ Progressive — Similar to Predictive except that only one calll is dialed per available agent to
guarantee that no call is abandoned.

Preview (without timer) — each record is presented to an Agent for review. There is no time
limit before the agent has to dial. The Agent then determines whether or not to dial.

@  Preview with timeout — Same as Preview with confirmation required except there is a time
limit before the system will automatically dial the number. If the time limit is exceeded and
no decision is made by the agent, the record is automatically dialed or discarded per skill
settings.

B Agentless/Message Lay-Down —With Agentless, calls are made without a connection to an
agent for the purpose of leaving a message, playing information or anything that a Studio
script can do (IVR/Self Service/Change or check flight status, delays, etc.).

B Manual — users can manually dial numbers and equate the call to a skill for reporting
purposes.

It is important to note that Predictive outbound dialing is patented and removes the awkward
delay that is inherent in other predictive dialing solutions, creating a better experience for the
agents and the patron.

Given the States Response to questions in Addendum 2 & 3 where the response includes that
“discovery is a part of the RFP" related to optional hosted Contact Center features, Verizon will
undertake discovery upon award and those items not disclosed by the State will be evaluated
for effort and potential modifications to pricing may be required to add the services identified.

4.2.1.2 Securily for Vendor's Hosted Solution

The Stale’s goal is to ensure the Vendor's solution adheres to industry standard security practices and
provides for sensitive data protection (where required) as it relates to cloud-based services. As such, the
Vendor should:

4.2.1.2.1 Describe how is solution leverages high security standards associated with regulated data
and/or high availabilily requirements, but also offers a cost-effective, standard-security solution option to
the stale.

Verizon Response

Standard Security Hosted Voice

Verizon’s Standard Security Hosted Voice platform uses a multi-customer infrastructure versus
a multi-tenant infrastructure.

A multi-tenant infrastructure features a single set of applications in one IP address space on a
server (or set of servers) that supports multiple customers.

By contrast, the multi-customer infrastructure used by Verizon provides each customer with a
dedicated, virtual instance of each individual application through the use of virtualization
technology.
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This completely isolates each instance of software from every other instance. Applications run in
their own address spaces, with dedicated server processing provided to each customer. The
use of virtual routing and forwarding (VRF) technology and individual firewall instances at the
edge of the network enables customers to set up their own filter rules.

Data stores in the storage area network (SAN) feature a logical unit number (LUN) dedicated to
each customer. This multi-customer environment allows customers to enjoy the benefits of
dedicated software while taking advantage of shared hardware, with carrier class security,
flexibility, and resiliency.

Verizon uses the industry-proven best practice of a defense-in-depth security model. This model
features multiple layers of security and different techniques that provide overlap protection.

Verizon utilizes a variety of techniques and technologies to protect the core network and
customer networks. This inciudes the use of stateful and redundant firewalls, Deep Packet
Inspection (DP1), individual server and component hardening and physical security at the data
centers.

The Hosted Voice data centers house the infrastructure in a secure, fully redundant
architecture. Customer separation within the data center begins at the edge where the Verizon
MPLS network ingresses and terminates on fully managed Cisco Nexus 7000 switches.

Customer traffic is then segregated into dedicated virtual LANs (VLANSs) within the Nexus and
switched into a Cisco ASA firewall where a customer-specific firewall context will permit only
traffic destined for the hosted voice platform.

Development of the customer-specific rules begin in the low level design process and is
developed in conjunction with the customer and with the customer's feedback

Traffic allowed to pass through the firewall is then switched into new, separate VLANs for voice
and data with QoS to prioritize signaling and voice traffic end to end.

Additionally, the session border controllers (SBCs}) included as part of the service adds topology
hiding and security features to help protect Voice over IP (VoIP) devices that must interconnect
with the PSTN.

Finally, the UC applications for a customer are deployed in customer-dedicated instances and
provisioned into a customer-owned IP address space. Since the Hosted Voice instances are
provisioned only over MPLS, the data centers look and feel like an integral part of the
customer's private network.

The deployment model is identical to what customers have historically deployed on their own
compute space except the service is delivered out of Verizon’s data centers. This deployment
model offers customers the best of both worlds; the traditional, robust architecture they are
accustomed to having but priced in a consumption model.
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The ports and backplane used to communicate between virtual machine (VM) instances and the
SAN is segmented like the VLANS that carry voice and data traffic, and distributed switching
further isolates customer traffic.

At the compute layer, system resources such as memory and CPU cores are dedicated to a
specific customer instead of applications.

A single customer logical cluster of applications is divided in two, and the use of clustering over
the WAN distributes the two halves of the cluster between data centers to help prevent a
catastrophic event at one location from impacting the entire platform.

In addition, within each data center, the virtual applications are distributed over muitiple physical
servers to avoid the risk of one device loss bringing down that data center. All customers are
provisioned in this geo-redundant mode.

The underlying virtual Linux OS environment has been hardened by the manufacturer to disable
all unnecessary services and ports. This appliance model restricts direct access to the OS,
instead forcing administration through the management portal.

The entire application environment is also monitored and logged using SNMP and syslogging.
In addition, Verizon adheres to industry standard development best practices for the
applications and follows all Product Security Incident Response Team (PSIRT) guidelines for
known security vulnerabilities and remediation.

The platform is hosted in Tier 4 data centers with multiple layers of physical isolation, requiring a
combination of biometric scans, an |D card, and ticket/notification to enable access and work on
data center infrastructure.

All servers and network components are protected by a two form factor access method to
restrict and actively control access to components.

Furthermore, the Hosted Voice platform is not provisioned to be reached via direct Internet
access, requiring the use of dedicated MPLS interconnects to the individual customer’s private
network.

This provides additional security to the Hosted Voice core by isolating the platform from the
Internet. This helps protect the platform and also protects the customer environment by not
introducing backdoor access into the customer's MPLS network.

For customers that would like to take advantage of mobility features, Verizon offers the use of
Cisco Expressway built into the Hosted Voice environment.

Expressway is a secure firewall transversal solution that allows fully encrypted communications
between remote Jabber devices and select Cisco phones and the platform.

Expressway works by leveraging two separate devices Expressway C (Core — inside the
network) and Expressway E (Edge — in the DMZ). These devices maintain a secure tunnel
between them and force all traffic to pass via this secure, encrypted tunnel.
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DNS is used to direct user devices to establish communications with the E server. A secure,
encrypted tunnel is set up, and all signaling and RTP traffic is encrypted between both
endpoints.

The Internet connectivity at the data centers is used only for Expressway, and we do not allow
non-Expressway traffic to use this for any other purpose.

High Security Hosted Voice

The High Security Hosted Voice solution includes the security described for the Standard
Security platform and adds additional security to meet the stringent FedRAMP requirements.
FedRAMP provides a standardized, cost-effective, and risk-based approach for the adoption
and use of cloud services by US government agencies.

FedRAMP processes are designed to assist federal government agencies in meeting Federal
Information Security Management Act (FISMA) requirements for cloud systems.

By standardizing security assessment, authorization, and continuous monitoring for cloud
products and services, this program delivers cost savings, accelerated adoption, and increased
confidence in security to US government agencies that are adopting cloud technologies.

This platform is FedRAMP Authorized at the Moderate Impact Level. State and local
governments can also take advantage of this secure platform to meet their high security needs.

The data centers providing this service are physically separate from the data centers used to
provide the standard security Hosted Voice solution.

All support mechanisms and personnel are dedicated to this solution and are also separate from
the standard security solution. Inside the data centers, the applications are logically separated
from other customers in a similar manner to the standard security platform.

All endpoints must support FIPS 140-2 encryption. FIPS 140-2 compliant, end-to-end encryption
is utilized for sensitive data transmitted outside of the data center boundary to the end user and
for application and tools traffic inside the data center.

All data at rest inside the data center is encrypted to this same standard. Calls bound for the
PSTN are unencrypted since the PSTN does not support encryption.

This platform is subject to audits by an independent FedRAMP third party assessment
organization.

Private IP Security

Commercially available as a service option since 2000, Private IP is Verizon’s Multiprotocol Label
Switching (MPLS)-based, Layer 3 VPN service. The solution connects customers to their
disparate locations around the globe, providing flexible and robust design options while also
offering the ability to interconnect with complementary Verizon services.
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Private IP service is based upon RFC 4364 and provides Layer 3 VPN services overa MPLS
architecture. MPLS can be a powerful tool and is used for three main reasons:

# Engineering the network core more efficiently (manages capacity and congestion,
provides traffic routing control and prioritization)

Providing VPN services (e.g., MPLS VPNs)
B Enhancing network resiliency through the use of MPLS Fast Reroute

While Private IP (and MPLS itself) is widely accepted within the industry, many businesses are
still unfamiliar with the protocol, specifically when it comes to security. Because of this,
questions concerning Private IP’s security regularly arise in our everyday discussions with
clients.

This explanation aims to provide an overview of Private IP security by looking at general MPLS
security components, as well as the Verizon Private IP service architecture itself.

This document provides a high-level definition of MPLS and the basic security components built
into its framework—as well as the Verizon Private IP architecture and additional measures
related {oit.

However, this document does not address security related to the various access methods and
network interconnects that are available with Private IP. These components will be addressed
separately in another document.

High-Level Verizon Private IP Architecture

The Verizon Private IP service is based on RFC 4364, which describes a method for providing VPN
services over an MPLS and IP backbone. The key physical and logical components are described
below.
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High-level Private IP architecture

# Customer edge (CE) router. The customer edge router is the IP router at the customer
premises. This is the device that connects to and péers with the provider edge (PE) router.
CEs do not peer with each other. CEs are considered part of the customer’s VPN and do
not participate in any core routing. The CE is not MPLS-aware and is only configured for
standard IP routing.

# Provider edge (PE) router. The PE router resides in the service provider's (Verizon's)
core. The PE learns IP routes from the CE, usually via a dynamic routing protocol, and
stores them in a separate Virtual Routing and Forwarding (VRF) instance for each
connected CE interface.

An 8-byte route distinguisher (RD) is prepended to every |IP address to create globally
unique VPN-IPv4/v6 addresses. The PE uses Multiprotocol BGP (MP-BGP) to distribute
VPN-IPv4/v6 routes to other PEs in the customer’s VPN.

® Virtual Routing and Forwarding (VRF) instance. The VRF is effectively a separate
routing table per customer VPN—many VRFs exist in every PE. VRF membership is
determined based upon the ingress interface on the PE. A customer's VPN is then the
collection of the participating VRFs.

¥ Provider (P-core) router. P-core routers are those routers in Verizon’s backbone that do
not connect to CE routers and, in most cases, form the core of the network. P-core routers
are not VPN-aware (do not contain any customer routes) and only forward MPLS-labeled
packets between PEs.

A high-level, simplified description of customer data flow is described below. Customer traffic
enters the network at the CE and flows toward the PE, with which it peers across an access
network. The PE router maintains a VRF, which is associated with the ingress interface and will
contain advertised customer networks.

MP-BGP is used to distribute routing information between PEs. The MPLS protocol then
encapsulates the IP data, adding labels, and switching traffic along pre-signaled label switched
paths.

The MPLS encapsulated traffic arrives at the far-end PE, where the labels are removed and the
customer's P traffic is sent across the access network to the destination CE.
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High-level Private IP data flow

Security Requirements of MPLS Networks

The following sections will describe the inherent security mechanisms built into the VPN
service provided by Private IP—characteristics that are traditionally associated with Layer 2
VPNs. MPLS security is based upon three basic principles:

B Necessity foraddress and routing separation
B Keeping the internal structure of the core network hidden from the outside

B Providing resistance to attacks

Address Space and Routing Separation

MPLS-based VPN services must provide customers the flexibility of maintaining their own
unique addressing plans and freedom to use either public or private address space.

This meansthat between any two non-intersecting VPNs, the address space between these
differentVPNsis independent.

Forexampie, two separate, hon-intersecting customer VPNs would be able to use the same
10.0.0.0/16 network without fear of conflict. From a routing perspective, this means that each
end systemin a VPN has a unique address and all routes to this address point to the same end
system.
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Specifically,
B  AVPN must be able to use the same address space as any other VPN or the MPLS core.
# Routing between any two VPNs must be independent.

® Routing between any VPN and the core must be independent.
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Address and routing separation

B Address space. Private IP service allows distinct VPNs to use the same address space, which
canbe publicly registered or private IPv4 address spaces (RFC 1918). Customers also
have the option of using IPv6 addressing obtained either directly from ARIN or their ISP
with the Private 1P service.

This address uniqueness is made possible by adding a 64-bit RD to each IPv4 or IPv6 route,
making these addresses not only VPN unique but also unique across the MPLS core. This
address is also sometimes called a “VPN-IPv4 address” or “VPN-IPvE” when IPv6
addressing is present.

® Routing separation. Routing separation between Private IP customers is provided by each
PE router maintaining a separate routing table for each connected VPN—oraVRF
instance. The VRF contains only the routes for the VPN that it is associated with and that
were learned either statically or through a dynamic routing protocol (e.g., BGP, RIP).

TheseVVRFsare alsoseparate from the global routing table. The Private IP core does not
contain customer routes, butonly those routes required for providing core reachability.
These individual VRFs are further secured through the use ofimportand exporttargets
with MP-BGP.

A customer VPN is configured with a specific set of route targets and the associated
VRFs only import/export routes for the specified VPN, helping protectthem fromnon-
customer route injections.
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VPNs only contain routes associated with their corporate VPN. If identified during
discovery that routing separation is required, additional costs may apply.

Hiding the MPLS Code Structure

The second security principle of MPLS-based VPN design requires that knowledge of the core
ofthe network is limited or completely hidden from the outside.

tn general terms, if a potential attacker does not know the detail (e.g., IP addressing) of their
potential target, it makes that target difficult, if notimpossible, to attack. So, Private IP does not
unnecessarily reveal this and other information, eventocustomerVPNs.

When adynamicrouting protocolis run between the PEand CE (e.g., external BGP [eBGP)), the
only information that is required is the address of the PE router. When security requirements
dictate even stricter measures, static routing can be configured between the PE and CE, which
would allow the Private IP MPLS core to be keptcompletely hidden.

Resistance to Attacks

Because of the routing separation provided to Private |P customers, itis impossible to gain
access toother VPNs unless it has been explicitly configured (e.g., via an extranet
configuration).

The use of MP-BGP and route targets constrain the routing within the VPN only to those routes
learned through the customer's CE-to-PE connection (static or dynamic). By design, there is no
direct connectivity between the Private iP network and the public Internet.

Private IP PEs are dedicated to providing t h e private Level 3 VPN service. Furthermore, the
Verizon core is dedicated to MPLS switching and does not contain any Internet or-customer
routes. This architecture design limits the potential for unauthorized users and for external
attacks.

Even though the potential for attack may be low and unlikely, the Verizon Private IP MPLS
architecture does provide protection mechanisms against the following basic types of attacks:

B Intrusions—Where the underlying goal is to gain unauthorized access to resources
& Denial of service (DoS) attacks—Where resources become unavailable to authorized users

We have already discussed the inherent security provided by limiting customer VPN access to
only those sites and interfaces explicitly configured. Through this mode of configuration, itis
not possible to directly intrude into other VPNs.

Fully covered in a later section, there are also numerous device-level controls in place that
restrict access to and protect the Verizon Private [P service nodes and core from unauthorized
use.
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These safeguards already provide a great deal of protection from intrusion at both the device and
VPN levels. Discussed in the previous section, the Private IP core does not reveal unnecessary
information about itself (e.g., addressing), which helps further protect against unwanted attention
and access.

The option of configuring static routing also exists, whereby the PE routers are manually
configured with only those routes to specific customer networks listed behind each CE. The
CEsthemselvesare then configured to statically point to the PE router for any network in other
parts of the VPN (mostly a default route).

If the CE-configured route to the PE points to the local interface, the CE router doesn’tneedto
know any IP address of the core network, not even of the PE router. Taking these optional steps
provides additional levels of network security, as itis only visible and accessible to those
resources and individuals who needit.

To help reduce the risks of DoS and unauthorized intrusion, the PE’s routing processes are
securely configured. This is done in various ways:

% Access control lists (ACLs). ACLs are used on Private IP interfaces to restrict the routing
protacol to only the CE router and nowhere else. Furthermore, ACLs are used to limit
access to the PE from only known entities.

B Parameter configuration. Where practical, PE configurations are given parameters that are
tuned to further secure communication. For example, Private IP VRFs are configured with
a maximum number of routes, which helps to protect the router from receiving an
abnormally large number of routes in a DoS attempt.

# MD-5. This is an optional configuration for authentication for routing protocols. This is
available for BGP (RFC 2385) Private IP customers. Itavoids the packets that could be
spoofed from other parts of the customer network than the CE router.

This requires Verizon and the customer to agree on a shared secret between all CE and PE
routers.

In summary, Verizon’s PE routers offer multiple levels of security, especially on their interfaces
to the CE routers. ACLs are configured to limit access only to the port(s) of the routing protocol
and only from the CE router. MD-5 authentication is an optional customer configuration item
andcan be usedonCE-PE peering.
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Label Spoofing

Within the Private IP service core, network packets are forwarded based on labels that are
prepended by the PE routers. The interface between any CE router and its PE router is an |P
interface.

The CE router is unaware of the MPLS. The “intelligence” or MPLS switching is all done within the
PE device and the Private [P core. Because of this, a PE router will not accept a packet with a
label from a CE router. Labeled packets arriving from a CE will be dropped by the receiving PE.
As such, itis extremely difficult to insert or spoof “fake” labels.

Additional Security Controls

While the inherent security mechanisms builtinto the Private IP MPLS architecture discussed in
this document are typically sufficient for most customers and their security environments,
there arealways caseswhere additional security measures are warranted.

This may be driven by simple perception or additional industry security requirements within
HIPAA or PCIDSS. If further security safeguards are necessary, several customer-configurable
options exist for use.

Whileitis notwithin the scope ofthis response to discuss these additional customer network—
level security designs in detail, itis worth noting common options which may be employed.

B MD-5 authentication — An optional configurable parameter, MD-5 authentication is
available for Private IP customers using eBGP as the CE-PE routing protocol.

B Configuration of static routing on CE-PE connection — When hiding the Private |P core
becomes paramount to protection, static routing may be configured on the CE-PE link.
When done, no Private IP information (PE addressing) is revealed to external devices.

B Customer-managed encryption — The Private IP network does not provide encryption
services itself; however, customers have the option to configure encrypted CE-CE tunnels
whentheir internal security requirements require this.

Options include point-to-point GRE + IPsec, Dynamic Multipoint VPN {DMVPN), and
GetVPN.

GetVPNis particularly well suited to private WAN environments like Private IP because
the technology is “tunnel-less” and uses the original IP header to take advantage of
existing core routing and quality of service (QoS) support.

DirectIPsec encryption and DMVM tunneled designs that hide the original IP headerand
addressing are also supported when situations warrant.
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8 Verizon security standards. Verizon has several internal organizations that provide support
functions for the Private IP network.

All of these internal groups and their personnel have strict policies and controls in place to
allow secure communication with and support of the Private IP architecture. These groups
range from ordering and provisioning to monitoring, reporting, and service on the network
once in place.

Over all of these groups and components, Verizon’s internal security organization and the
Verizon Network Security Operations Center (NSOC) has primary responsibiiity for
internal security policies and their enforcement.

B Verizon security organization. Verizon's security organization has developed a
consolidated approach and set of controls so that the Private IP service operates within
designed levels of confidentiality, security, and availability.

The security organization is responsible for the protection of all company assets, facilities,
and information, as well as providing for those policies governing employee access for
support of the Verizon service network.

Preventing incidents before they occur may be the most important aspect of Verizon’s
security plan. Tothis end, Verizon has in place a continual process of identifying,
measuring, and implementing safeguards to reduce risk of an event impacting the integrity
or availability of the Private IP service.

This process involves the regular scanning of internal systems and networks for
vulnerabilities and remediation of any gaps found within.

This is based on current understanding of existing and upcoming threats and risks within
the industry and through direct participation in several security associations and continual
research.
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Personnel Safeguards

Verizon bases its own internal personnel security mechanisms upon widely accepted best
practices.

Verizon policies provide for the following:
Verizon pre-employment screening and mandatory drug screening
B National Industrial Security Program requirements for U.S. government employees
R Ongoing security training and awareness covering a range of topics

The personnel security program provides clear roles and responsibilities foremployees based
upon the definition of their job function. Employees are only provided access to internal network
and devices based on need as defined by their function.

Whether due to normaltermination ofa job function (e.g., short-term, contractor) or other
reasons, hetwork access is swiftly removed per company policies sothat accessis available
only when specifically required.

Verizon Physical and Environmental Protection

The physical protection of the actual facilities that house Verizon network equipment and
systems is just as important to the overall security architecture as protection from network-
level threats.

Verizon categorizes physical security at severallevels. The first two levels address those areas
of a facility where the public may have access. This is the building perimeter and internal public
space.

These areas use appropriate signage, barriers (locked doors, manned desks, and turnstiles), and
badge readers among other mechanisms—so that individuals are made aware they are entering a
secured area.

The third security level is defined as the employee space and is accessible only by workers and
contractors as needed to conduct their work.

The fourth level is the highest security level assigned to facility access and is reserved for those
locations and areas that house Verizon assets and information that may be accessed only by
select employees.

The Private IP network nodes are provided this level-4 protection, which includes these
additional components:

B Personnel access controls, including access lists and badging—as well as the ability to
authenticate active employeesagainst HRrecords

B Physical protection using guard services, electronic card readers, and surveillance cameras
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¥ Protection through physically limiting access to network terminals and resources, as well as
sensitive software and documentation

E Physical controls during software development and related activities to help protect the
software thatis used for handling customer-sensitive information and data
Private IP Device—Level Safeguards

Numerous controls have been put in place to help protect Verizon network devices from
unauthorized access and the inadvertent or malicious modification and destruction of data.

At a high level, direct access to the Private IP PE routers is not permitted, and access is allowed
only across the Verizon internal data network. Mechanisms include, but are not limited to:

B ACLs restricting access to required external devices and services only
8 Turning offallunnecessary interfaces and services

¥ Internal Verizon user access limited to required personnel only, which is constantly
monitored using two-factor authentication

B Logging of user actions on Verizon equipment with further controls allowing for
administration and restriction of privilege levels, recording, and review of actions

® Performing configuration changes associated with provisioning or customer service via
automation or application access whenever possible to help reduce the chance of manual
error

# Backups of device-level configurations and other critical files, as well as regular testing of
disaster recovery and restoration processes conducted on a regular basis

Private |P Network Architecture Assessment

Verizon underwent an in-depth network assessment with Trustwave in 2013, aiming to review
documentation and physical security relative to those best practices and safeguards specified
under

National Institute of Standards and Technology Special Publication 800-53 Rev. 3. While notan
accreditation, the Trustwave assessment did report that the Verizon Private |P architecture was in
compliance with all security control families that were applicable.

Summary and Conclusions

The Private IP service provides full address and routing separation that meets that which
traditional Layer2 VPN services have achieved. By design, Private IP does notrevealthe
addressing structures of the core or other VPNs, and its security controls help prevent
intrusions into the core or other VPNs by abuse of MPLS mechanisms.
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Verizon has putin place an internal security organization to help implement the proper controls, so
that the Private IP service operates within designed levels of confidentiality, security, and
availability.

For environments that require stricter control measures, additional optional security mechanisms
may be put in place to meet customers’ unique internal needs. Customer-managed CE-CE
encrypted tunnels, such as GetVPN or point-to-point or multipoint GRE + IPsec, are one such
option and are supported across Private IP.

[tshould be noted that the overall security of any architecture depends on ali solution
components. While the Private IP service includes many security controls and features, public
Internetaccess, remote access solutions, and traditional internal network access mustalso be
secured to help preventcompromise toyour network design.

4.2.1.2.2 Describe its policies and procedures for conducting sub-contractor assurance, validating both
the capability of the vendor to fulfifl contracled responsibiiities and adhere to all applicable to security &
privacy poficies and controls of alf parties.

Verizon Response
Verizon's National presence and footprint along with our strategic Partnerships allows Verizon
to provide the desired coverage in a multitude of facets.

Lo e e E R T R e e 8 2 T Y A 2 = =

Verizon’s goal to the State of West Virginia is to provide the highest level of service and
satisfaction, so Verizon will engage all resources needed to meet the demands and desires of
the State.

In areas where we don't have direct support, Verizon has solid relationships with the fargest,
strongest sub-contractors on a national basis. All Verizon sub-contractors provide services on
behalf of Verizon and under strict supervision of Verizon.

Verizon's rigid guidelines ensure only quality vendors that are stable in size, that provide quality
service. Verizon's Legal team reviews and approves all Subcontractors applicants to ensure
compliance. All sub-contractors will have the appropriate level background checks.

For up to date information on third parties, Verizon maintains a database that contains Carrier
and Supplier Contracts, Products and Provisioning and Repair information.

Verizon also maintains a Carrier Scorecard in which several metrics are used to evaluate third
party carrier performance.

4.2.1.2.3 Describe its company's cyber security and privacy management program including an overview
of the governance structure, cyber securily strategy, and the experience of personnel in key security and
privacy roles.

Verizon Response -

Please reference the Cyber Security Program documentation provided in Appendix E of this
proposal.

=
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4.2.1.3 Service and Support for Vendor's Hosted Solution

The State's goal is to partner with a Vendor whose service and support structures allow the State fo focus
on its core services, while ensuring telephony and contact center systems are available fo State
Agencies, with certain Agency sites (hospitals, jails, etc.) operating critical services 24x7x365.

The State desires a Vendor to provide all levels of tiered support, including Tier 1 support for end-users.
To this end, the Vendor's service and support structure for the Vendor's hosted solution should provide for
the following:

4.2.1.3.1 Performance monitoring, capacily planning, and real-tfime surveillance of the Vendor's network
to ensure 99.9% availability of services and provide nefwork ulilization reports upon request.

Please describe your company's process and ability for providing this information upon request, including
any lead times needsd and how the State submiis these requests.

Verizon Response

Verizon is proposing a comprehensive solution to the State of West Virginia, with 24 hour
coverage and support to the end user.

Verizon will provide network monitoring to include capacity planning and management, and
utilization reporting. Additionally, the State of West Virginia will have access to data and
information via the VEC.

The Program Management Office (PMO) will be the single point of contact for Service, reporting
and billing administration.

The State of West Virginia will have the ability to request service support directly through the
VEC, and in partnership with the PMO. During transition phase, clear roles and responsibilities
and process details will be defined and mutually agreed upon.

Please reference the Account Service Plan provided in Appendix | for roles and responsibilities.
This response includes Monitor & Notify with the Ethernet Access to Private 1P.

4.2.1.3.2 The State desires regularly scheduled meetings and/or calls fo discuss the following areas:

L]

e [mplemeniation

e Qrdenng and Siing
=« Service and Support
= Project Management

Please describe your company's ability to hold reguiar mesiings on each of these topics, as well as your
company's implementation plans for starting thess dgiscussions.

Verizon Response

Verizon Prograrh Management Office will organize and facilitate status and performance
meetings. Through the Verizon governance modei, committees will be formed and designed
according to the final solution and contractual commitments.
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The committees will include members of key Verizon and State of West Virginia team members.
Verizon team members will lead and organize the meeting schedule and agenda, and facilitate
to resolution, release meeting minutes, and next steps accordingly.

4.2.1.3.3 Vendor should contact the State's engineering points of contact by phone within 30 minutes of a
Vendor network outage that affects multiple sites on the State's network.

This verbal notification should be followed with a written report that provides an explanation of the
problem, the cause of the problem, the solution fo the problem, the estimated time for recovery, and the
steps taken or to be taken to prevent a recccurrence.

To that end, please describe your company's notification procedures in the case of an outage.

Verizon Response

Verizon will provide the Monitor Notification services that are in place today.

Verizon Monitor and Notify Service manages:

Monitoring if the PIP network access circuits

B Fault Notification:

® Sends an email to the customer and Verizon account team of any access circuit faults
¢ Automatically opens a trouble ticket with the Verizon NOC

® \Verizon Service Manager follows the fault event providing the customer with status
reports though fault resolution

B Asset Reporting

B Performance Reporting

4.2.1.3.4 Vendor should provide written notification of ten (10) business days or more in advance of any
planned upgrades, modifications, elc. that may affect the State's customers fo the State’s engineering
points of contact. Please describe your company's notification process for planned maintenance.

‘Verizon Response _ "y
Verizon Scheduled Maintenance has three types of customer impacts. High risk maintenance
activities that will result in a service disruption of greater than 50 milliseconds require 10

business days advance notice.

There are two lower risk activities that result in a service disruption of less than 50 milliseconds
or no disruptions requiring 48 hours advance notice.
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4.2.1.3.5 Vendor should provide notification of three (3) business days or more in advarnce of emergency
maintenance. VWhile the State understands emergency outages and/or unplanned maintenance windows
occur, it is expected that these situations are kepf to a minimum.

Please describe your compan y's notification process for emergency maintenance and outages.

Verizon Response

The Service Manager will communicate impacts as a result of emergency maintenance change
activity. The process will be designed through the governance model, identifying key members,
steps and time frames.

4.2.1.3.6 If the Vendor's work requires them to be at a State site, the Vendor should provide Agency at
least 72 hours' notice before arriving at the site and comply with State law and all Agency policies,
inciluding but not limited to background checks for contractors, vendors, and visitors.

Please describe your approach and methodology in your solution/response.

Verizon Response

The PMO will provide oversight to any Verizon contractors and will coordinate scheduling on-
site work with the State of West Virginia. The Verizon PMO will work with the contractors to
ensure their personnel have completed appropriate background checks.

4.2.1.3.7 The Vendor's nelwork operation support center should provide: all tiers of support, including
end-user support, advanced technical expertise, be staffed with resources that are proficient in spoken
and written English, maintain and take responsibility for trouble tickets reported by the State untif
resolved, and provide a tiered support escalation process.

Please describe your network operation support center's structure, processes, and procedures for
handling trouble tickets, resolving those tickets, and reporting back to the State's point of contacts.

Verizon Response

Trouble Tickets & Repairs: Contacting Customer Service & the Service Desk

Once UCCaa$ implementation is complete, your service is supported by customer service, the
UCCaaS Service Desk and Tier 2 NOC personnel.

Reactive Incident Management
The assigned contact number serves as the entry point for customers to report problems or

troubles. This group will evaluate the service report and engage the UCCaa$S Service Desk for
UCCaas$ specific troubles. The UCCaa$S Service Desk owns the trouble report from there and
provides hourly updates on outage tickets. The Assigned Customer Service Desk will also be
the point of contact for updates on trouble tickets or to request escalations.

Proactive Monitoring & Trouble Ticketing

Most incidents are proactively detected and ticketed by the Verizon management systems. You
may occasionally encounter issues that aren’t detected by Verizon systems. In those situations,
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please report the problem using one of the methods listed below. A Customer Service
representative will refer customer-initiated tickets to the appropriate NOC.

When there is a functional problem, such as an outage, please contact us per below.
The best way to open a trouble ticket is online at the VEC (Verizon Enterprise Service Center)

using your UCCaa$S SIID.

VEC (Verizon Enterprise
Service Center)

https://enterprisecenter.verizon.com

Customers can open tickets, check status, view service
agreement status and more.

Please see: Appendix B: Instructions for Opening Trouble
Tickets for Non-Verizon TNs/Local Gateways if your TN is not
provided from Verizon.

United Stafes

US customers dial see below. This is a fast, efficient way to get
your issue ticketed. This is the same number dialed for the
Customer’s existing services.

Note to be deleted prior to giving to customer:

The number provided to customer may vary based on their
managed network services status:

For existing managed services customer, use the
incoming calf group to determine the correct phone
number.

New managed services customer see the MNS
Fulfillment Letter (if not yet in ESP) to determine the
incoming call group.

WHAT VERIZON NEEDS WHEN ISSUES ARE REPORTED
Please have the following information available before placing a call or opening an electronic
ticket. Emphasize that you are calling about UCCaa$ service.

For Service or Repair;
B Customer Contact Name

Customer Contact Telephone Number
Customer Contact E-mail Address
Directory Number/Telephone Number (DN/TN) of user(s) impacted (When entering online

into the Verizon Enterprise Center, this may require entry of country code or a leading,
such as TNPANXXXXXX)

BmE R

User(s) Location/Site information

Calling and Called party numbers, Time of day, Number of failed cali attempts

IP Address (source and destination if availabie), MAC Address (if available)

Brief description of the problem/symptoms (failed registration/no dial tone etc.) including

any steps taken to identify the problem or resolve the issue
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Customer Responsibilities
Verizon’s Service Desk and Network Operations Center (NOC) provide Level 2/3 support for
customer administrators. As such the customer has the following support responsibilities:

B The customer must designate an administrator or administrators responsible for reporting
trouble incidents as well as submitting authorized change management requests. The
customer shall have sufficiently trained personnel on the use and application of the
product who can perform this function

B Before requesting support, the customer must verify that the problem is not being triggered
by items not covered within the Support Contract

Customer Expectations — Trouble Ticket Severity

When an issue is initially reported, a trouble ticket will be opened. Once the initial ticket
information is gathered and support coverage is verified, a ticket number will be
generated. This ticket number will be provided to the caller or sent via email.

Customers should refer to the ticket number when referencing an issue in all future
communications. We also recommend that the ticket number be included in the subject line of

any email correspondence.

Service/Outage Definitions:

Critical Problem Application(s) down, access to application(s) down or
intermittent issues affecting all users. {All users would be all
locations)

Incident Intermittent trouble or trouble affecting single user reported,
single location issues or single location down

Inquiries Request for information regarding the UCCaa$S service (i.e.
feature configuration)

Resolution Remediation of a problem to a customer's satisfactory
conclusion '

Response Time Time required to react and resolve to reported problem,
incident or inquiry

Work Around Reported problem or incident has not been resolved but
configuration or feature changes provide an altermate
solution to support service until the problem is fully
resolved.

X ] T
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Tickets are assigned the following priority levels, with the associated response times.

Priority | Response | Definition
level time

P1 4 hrs 50% or more of total applications out of service

All international outages

Inability to complete to a single or multiple users

50% or more of the location is out-of-service.

50% or more of the ports/channels are out-of-service.
Network outage with multiple customers affected.

Critical system failure with multiple customers down.
Equipment inoperable with no workaround capability with

multiple customers affected.

P2 8 Hours Less than 50% of total applications out of Service

Any completion problems

Less than 50% of the location is out-of-service.

Less than 50% of the ports/channels are out-of-service.
Major/Slow performance issues.

Single critical customer (1 user) is down with no Restoral. |
Major/Slow network performance issues.

P3 24 Hours | Single incident service inquiries

Single or multiple customers affected, but there is a clear
workaround capability.

There are intermittent problems.

The impairment allows the customer to continue to
function.

Slow performance issues that are not a major issue with

the customer.

P4 72 Hours Preventative maintenance service inquiries and MACD
requests

Non-intrusive reason for outage

Not service affecting.

Scheduled maintenance and repair.

Scheduled upgrade.

Single User Change Management Requests

Ticket updates

Customers are encouraged to check the Verizon Enterprise Center for ticket status and updates
BEFORE requesting an update from a Service Desk engineer. If there are additional questions
about the status, then an update request should be made to a Service Desk. Always refer to a
specific ticket number when requesting updates.
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24 X 7 Escalations

Verizon’s objective is to restore services to their normal operating conditions as quickly as
possible. To accomplish this goal, the Service Desk uses escalation guidelines. If at any time an
issue is not progressing to a customer's satisfaction, customers can call into the Service Desk to
request an escalation. The appropriate Shift Lead or Supervisor will be notified.

4.2.1.3.8 The Vendor's solution should include a documented support and escalation structure to address
outages. The State prefers the severity of the issue/support problem to determine the average problem
resolution response time, as outlined below:

» Severity Level 1 is defined as an urgent situation, where the customer's services are unavailable and
the customer is unable to use/access the network. The Vendor shouid resclve Severity Level 1
problems as quickly as possible, which on average should iiot excesd tvo (2) business hours.

If recair insids the 2-hour window is not feasible, then reguiar 1-haur updates are desired.

« Severity Level 2 is defined as significant outages and/or repeated failures resulting in limited effective
use by the customer. The service may operate but is severely restricted (i.e. slow response,
intermitient but repeated inaccessibility, efc.).

The Vendor should resolve Severity Level 2 problems as quickly as possible, which on average
should not exceed four (4) business hours. If repair inside the 4-hour window is not feasible, then
regular 2-hour updates are desired.

»  Severity Level 3 is defined as a minor problem-that exists with the service, but most of the functions
are still usable, and some circumvention may be required o provide service.

The Vendor should resolve Severity Level 3 problems as quickly as possible, which on average
should not exceed ten (10) business hours. If repair inside the 10-hour window is not feasible, then
updates are desired at the start of the next business day and every day thereafter until repairs are
complete.

Please describe your company's severity level structure, as well as your documented procedures for
handling outages, including escalation processes, notification methods, and resolution times.

Verizon Response

The Service Manager will be engaged on any service support issues and participate as a team
member in issue and escalation resolutions. The Service Manager will assist in engaging key
resources needed for issue and escalation resolutions. See Response Above, 4.2.1.3.8.

4.2.1 3.2 The State desires the ability to place initial service orders, any changes with an associated
charge, or to disconnect services, electronically and receive confirmation of receipt and subsequent order
detsil. The State desires details including the foliowing data elements:

s Telecommunications Change Request (TCR) Farm Number
= Date order was received
e Cusfomer Name

s Customer on-site address
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e Projected due date
@ Rate element identifier (circuit ID or other)
s Additional order details

Additionally, the State prefers the Vendor's solution has a web portal for Agencies to enter moves, add,
and changes that do nof contain billing efements. MACD changes should be resoclved by the same or next
business day.

Please describe your company's abifity fo accept, process, and report on efectronic order submissions, as
well as any requirements from the State needed lo implement such a program.

Verizon Response

Initial Service orders will be handled by the Account Team via the TCR process. Depending on
the specific service, a toll free number and/or an online portal will be provided for disconnects,
moves, adds, or changes (MACDs).

4.2.1.3.10 The State maintains a Learning Management System (LMS) for training purposes. The State
desires web-based training and training materials for all services offered under this contract.

The State desires the Vendor fo provide materials that can be uploaded into its LMS, initial Train the
Trainer session(s), and documentation/reference materials that can be distributed to and used by end-
users. The State intends fo incorporate these materials into its LMS, as well.

Additionally, the State desires fraining sessions, if requested by the Agency, and the Vendor should
include a professional services rate for training that would be above and beyond the initial training
included in the site deployment.

The expects the Vendor's training maferials to be updated as necessary . The training services for the
hosted voice services should be included in the monthly per package cost. Please provide information
regarding your training program.

Verizon Response

Standard/High Security Hosted Voice and Virtual Communications Express Training:

There are three options for Hosted Voice services training. One is that OT can provide end user
phone training and any additional Administrative portal training the State may require if opting
not to use the online instructor led Administrative scheduled classes. Second option is that

Verizon can provide “Train the Trainer” training, and those trainers will train the end users.
Third, Verizon will provide end user phone training. Verizon’s training would be web based or
custom on site requested training via Professional service rates is available and can be
referenced on the cost sheet.

Verizon CTD houses up-to-date user guides in the library section, to include how to use the
phones selected by the State. The Customer Training and Development (CTD) web site is

https://customertraining.verizon.com/ ).

CTD utilizes instructor Led Training via Live Meeting and Audio Bridge Registration is required,
but there is no charge to access the web site once registered. The VEC/CTD portal provides
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solution specific documentation that can be utilized for ongoing training and supplement the
State’s |LMS.

Verizon Enterprise Center

The Verizon Enterprise Center (https:/enterprisecenter.verizon.com/ ) offers a suite of web-
based applications that allows you to streamline business processes and control critical
business functions, while having 24x7x365 access to a virtual communications center.

Through applications on the Verizon Enterprise Center, you are empowered with the ability to
view, track, and customize the products that help you to run your business.

The Verizon Enterprise Center Portal also contains a comprehensive list of services and
products and telephone numbers for all key Verizon points of contact.

The Hosted Voice administrative users guide for the administrative portal is available here:
https://customertraining.verizon.com/commercial/ug uccaas_index.htm

Verizon Enterprise Center Registration

It is important to register for your Verizon Enterprise Center access promptly so it is available
when needed. Please remember to keep your log in information accessible and secure.

Your Account Team can guide you through the following enroliment process:

Step 1. Your Account Team will verify your contract details. They may need to submit an
entitlement request for you, since the Managed Services Portal—ESP entitlement will be
required for access to Performance Management Reports when available, as well as ESP short
codes.

Step 2. You will then self-register on the Verizon Enterprise Center by following the prompts.
Step 3. The Verizon Enterprise Center will email you a verification code, confirming registration.
Step 4. You will use that verification code to complete the self-registration.

Step 5. Inform your Verizon Account Team you've successfully registered and that your Portal
access should be enabled.

Step 6. Your Account Team will notify the Service Management team to enable your Portal
access.

To register a user account on the CTD website:

Step 1. Go to hitps://customertraining.verizon.com/

Step 2. Select the appropriate category: Commercial.
Step 3. Click on HOW TO REGISTER and follow the prompts.
Step 4. Follow the prompts to watch the six-minute automated TRAINING ORIENTATION.
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To enroll in a ¢class:

Step 1. Login at https://customertraining.verizon.com/

Step 2. Enter the login name and password you created.

Step 3. Click the EVENT LIST link on the left side of the screen.
Step 4. Select the appropriate category.

Step 5. Find the class name and click the ENROLL link.

Click the USER GUIDES/DOWNLOADS link on the left side of the screen to print user guides or
reference material.

On the day of the class;
Step 1. Login at hitps://customertraining.verizon.com/

Step 2. Click on MY SCHEDULE to see your list of enrolled courses.
Step 3. Click the ATTEND link next to the class in which you enrolled.
Step 4: Call the audio bridge that pops up on your screen.
If you have questions or problems, please contact the CTD team:

B CTD telephone: +1 800 662 1049

B CTD website: Step 1. Login at https://customertraining.verizon.com/

B CTD e-mail: ctd-cos@one.verizon.com

4.2.1.3.11 The State desires an hourly rate for Hosted Contact Center Training Services in the instance
the State desires training sessions beyond the training provided at initial implementation. The training at
initial implementation should be built into the one-time costs for the Contact Center.

These training services should include training for all contact center roles and should be provided at the
State's request. Please describe your Contact Center training offerings and your solution’s ability to meet
this goal.

Verizon Response

Training for the Verizon Hosted Contact Center offering powered by NICE inContact, beyond
the training provided at the initial implementation, utilizes the Verizon Customer Training and
Documentation (CTD) for Instructor Led Training via Live Meeting and Audio Bridge, Context
Sensitive Help within the solution, Online Help, and NICE inContact University at no additional
cost.

The Verizon CTD provides training resources for instructor-led training for Virtual Contact
Center Administrators, Call Center Managers, and Supervisors. These trainees can attend a
two-hour instructor-led class attended via Live Meeting.

e
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The Virtual Contact Center Overview training is provided by CTD and offered at least once a
month. In addition to the instructor-led class, CTD has also created a couple of short tutorials on
VCC Reporting.

Documentation

PowerPoint training guides are available for Virtual Contact Center Central, Agent Handling, and
Basic Scripting. These documents will be provided to you by your CCS Implementation PM.
These guides may be distributed as appropriate within your organization for State of West
Virginia internal training session beyond the training at the initial implementation.

Context Sensitive Help

Application/context specific help is available within Virtual Contact Center Central, Studio and
the agent interface via the Help buttons located at the top right. Click the Help button from within
the area of the application you need assistance with to have the specific help file displayed. This
feature can be utilized to provide ongoing training.

Online Help

Extensive online help is available in VCC Central under Support > External Links >
Documentation. This feature can be utilized to provide ongoing training.

Nice inContact University https://university.incontact.com/

Additional training on a variety of topics is available for authorized VCC users via the inContact
University web site. Your login credentials for VCC can be used to access the resources
available here.

ACD Agent (eL.eaming): Agent training on VCC Central and agent interface.

B ACD Supervisor (el.earning): Provides managers and supervisors an overview of the key
features related to Agent Call Monitoring. Additional training is available on a number of
topics. Below are some additional recommendations for VCC Administrators, Managers,
and Supervisors.

B Dashboard Fundamentals (eLearning): Provides an overview of adding, modifying, and
deleting widgets and dashboards in Central.

B Reporting Overview (elLearning): Provides an overview of the types of reports that are
available within Virtual Contact Center.

Any State training and documentation requirements beyond the training and
documentation offered as described above, will be evaluated for effort and will utilize the
Professional Services Fees pricing model.

4.2.2. Mandalory Project Requirements

The following mandatory requirements relate to the goals and objectives and must be met by the Vendor
as a part of its submitted proposal.
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Vendor should describe how it will comply with the mandatory requirements and include any areas where
its proposed solution exceeds the mandatory requirement.

Failure to comply with mandatory requirements will lead to disqualification, but the approach/methodology
that the vendor uses to comply, and areas where the mandatory requfrements are exceedsd, will be
included in technical scores where appropriafe,

The mandatory project requirements are listed below.

Verizon Response

Verizon has read and understands.

4.2.2.1 Managed Voice Servicas

4.2.2.1.1 The Vendor must provide a turnkey technical support solution that ensures the continued
operations and MACD needs of the State's existing tslephony infrastructure, as defined in Appendix A,
through the migration: period to a Hoslted VoIP soiution. Additionally, the Vendor must, at the Stale's
discretion, migrate any site to the hostad sclution.

Verizon Response

Verizon has read and understands.

4.2.2.2 Hosted Voice Services

4.2.2.2.1 The Vendor must agree the State owns all data gathered under the scope of this contract and

the Vendor must produce and/or retumn the data upon the State's request in an editable format.

Verizon Response _ :
T T _ ]

Verizon has read and complies.

4.2.2.2.2 Vendor's solution must provide support for local failover and/or survivability services, if
requested by Agency, in the event the hosted service becomes inaccessible.

Verizon Response

i bt ot

St e e R R S P e k=

Verizon has read and complies.

Verizon has addressed failover and survivability in the solution section of the response and will
recommend SRST as needed for the critical sites upon further discovery/design.

4.2.2.2.3 Vendor's solution must provide local telephone numbers in West Virginia.

VerizonResponse = =

Verizon has read and complies.

Service availability will be checked prior to design for each location desiring service.
Additionally, Hosted Voice with local PSTN handoff can be provided for any location where
Verizon local service is not available using that location's Cisco router.

4.2.2.2.4 Vendor's solution must support inbound Automatic Number Identification (ANI).

) _n
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Verizon Response

Verizon has read and complies.

4.2.2.2.5 Vendor's solution must include inbound Caller 1D, outbound custom felephone number, and
outhound custom name display.

Verizon Response

Verizon has read and complies.

4.2.2.2.6 Vendor 's solution must support Dialed Number Information Services (DNIS) on 800 # toll-free
lelephone services,

Verizon Response

Verizon has read and complies.
4.2.2.2.7 Vendor's sclution 1nust support rerouiing of cails to an alfernate site at ihe State's directive.

Verizon Response
B

Verizon has read and complies.
The VEC VOIP Administrative portal allows for the forwarding of calls.
4.2.2.2.8 Vendor's solution must support 900/976 blocking.

Verizon Response

Verizon has read and complies.
4.2.2.2.9 Vendor's solution must support x 11 services (currently 211, 411, 571 611, 811, 911).

Verizon Response

Verizon has read and complies.

4.2 2 2.1 Vendor's solution must include Direct inward Dial (DID) feature and service.

Verizon Response

Verizon has read and complies.

DIDs are available and billable as single numbers on the Verizon platform. DIDs no longer need
to be purchased in blocks of 20 so a single DID is reflected as 1/20 of the price on the cost
sheet.

4.2.2.2.11 Vendor's solution must support Operator services.

Verizon Response

Verizon has read and complies.

o
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4.2.2.2.12 Vendor's solution must support focal number portability.

Verizon Response

Verizon has read and complies.
Verizon will confirm number portability per site upon service validation and coverage.
4.2.2.2.13 Veendor's solution must provide unlimited free local and long-distance calling.

Verizon Response

Verizon has read and complies.

4.2.2.2.14 Vendor's hosting center(s} must be located within the continental United States.

Verizon Response

e S e T Baste AR R P S

Verizon has read and complies.
Verizon has two geo-redundant data centers for each Hosted Voice platform.
4.2.2.2.156 Vendor must provide Train the Trainer sessions for Hosted Voice Services implementations.

Verizon Response

Standard/High Security Hosted Voice and Virtual Communications Express Training:

There are three options for Hosted Voice services training.

One is that OT can provide end user phone training and any additional Administrative portal
training the State may require if opting not to use the online instructor led Administrative
scheduled classes.

Second option is that Verizon can provide “Train the Trainer” training, and those trainers will
train the end users.

Third, Verizon will provide end user phone training.

Verizon's training would be web based or custom on site requested training via Professional
service rates is available and can be referenced on the cost sheet. Verizon CTD houses up-to-
date user guides in the library section, to include how to use the phones selected by the State.

The Customer Training and Development (CTD) web site is

https://customertraining.verizon.com/ ).

CTD utilizes Instructor Led Training via Live Meeting and Audio Bridge Registration is required,
but there is no charge to access the web site once registered. The VEC/CTD portal provides
solution specific documentation that can be utilized for cngoing training and supplement the
State’s LMS.

o
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Verizon Enterprise Center

The Verizon Enterprise Center (https:/enterprisecenter.verizon.com/ ) offers a suite of web-
based applications that allows you to streamline business processes and control critical
business functions, while having 24x7x365 access to a virtual communications center.

Through applications on the Verizon Enterprise Center, you are empowered with the ability to
view, track, and customize the products that help you to run your business.

The Verizon Enterprise Center Portal also contains a comprehensive list of services and
products and telephone numbers for all key Verizon points of contact.

The Hosted Voice administrative users guide for the administrative portal is available here:
https://customertraining.verizon.com/commercial/ug_uccaas index.htm .

Verizon Enterprise Center Registration

It is important to register for your Verizon Enterprise Center access promptly so it is available
when needed. Please remember to keep your log in information accessible and secure.

Your Account Team can guide you through the following enrollment process:

Step 1. Your Account Team will verify your contract details. They may need to submit an
entitlement request for you, since the Managed Services Portal—ESP entitlement will be
required for access to Performance Management Reports when available, as well as ESP short
codes.

Step 2. You will then self-register on the Verizon Enterprise Center by following the prompts.
Step 3. The Verizon Enterprise Center will email you a verification code, confirming registration.
Step 4. You will use that verification code to complete the seif-registration.

Step 5. Inform your Verizon Account Team you've successfully registered and that your Portal
access should be enabled.

Step 6. Your Account Team will notify the Service Management team to enable your Portal
access.

To register a user account on the CTD website:

Step 1. Go to hitps://customertraining.verizon.com/

Step 2. Select the appropriate category: Commercial.

Step 3. Click on HOW TO REGISTER and follow the prompts.

Step 4. Follow the prompts to watch the six-minute automated TRAINING ORIENTATION.
To enroll in a class:

Step 1. Login at https.//customertraining.verizon.com/

£ B
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Step 2. Enter the login name and password you created.

Step 3. Click the EVENT LIST link on the left side of the screen.
Step 4. Select the appropriate category.

Step 5. Find the class name and click the ENROLL link.

Click the USER GUIDES/DOWNLOADS link on the left side of the screen to print user guides or
reference material.

On the day of the class:

Step 1. login at https://customertraining.verizon.com/

Step 2. Click on MY SCHEDULE to see your list of enrolled courses.
Step 3. Click the ATTEND link next to the class in which you enrolled.
Step 4. Call the audio bridge that pops up on your screen.

If you have questions or problems, please contact the CTD team:

B CTD telephone; +1 800 662 1049

B CTD website: Step 1. Login at https://customertraining.verizon.com/

B CTD e-mail: ctd-cos@gne.verizon.com

4.2.2.2.16 The State recognizes the need for the inclusion of certain fees and charges mandated by the
federal government or Public Service Commission, including but not limited fo, Universal Service Fund
Fees and 911 Fees.

As such, the Vendor must include the latest published version of such fees with its cost response. The
State will allow for quarterly Change Orders to care for changes in these fees.

Verizon Response

———— S

The FCC has issued (6-2006) an interim order that establishes an obligation for providers of
interconnected VolP services to contribute to the Federal Universal Service Fund (FUSF.)

Under FCC rules, interconnected VolP services are defined as |P-enabled services that
(1) Enable real-time, two-way voice communications;

(2) Require a broadband connection from the users location;

(3) Require IP-compatible customer premises equipment; and

(4) Permit users to receive calls from and terminate calls to the PSTN.

This fee will not apply to any equipment charges associated with VolP service. Further details
can be found on the Federal Communications Commission website at http:/fwww fcc.gov/.
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The taxes and surcharges provided are for informational purposes only and if the tax and/or
surcharge amounts change prior to the issuance of the invoice, the customer will be responsible
for the taxes and surcharges stated on its invoice even if the taxes and surcharges are different
than those shown.

Verizon applies taxes and surcharges in accordance with applicable law, and therefore, such
taxes/surcharges are subject to change.

4.2.2 3 Hosted Contact Center Services
Vendor's Contact Center solution must support:
4.2.2.3.1 Aultomatic Call Distributor (ACD)

Verizon Response

Routing of an inbound contact may have several factors that can be utilized in determining how
and where a contact is to be delivered to the best possible target. Factors external to VCC
(DNIS and ANI) are two initial factors.

Once inside VCC, the contact may be analyzed by factors that are incorporated into the routing
scheme that was configured in Studio based on factors generated by conditions within VCC (all
agents busy, heavy call volume, SLAs, etc.) or other factors that are obtained through
integration with other 3rd party sources (most favored client as identified by DNIS, ANI, caller
entered data gathered along the routing path), and the availability of the best skilled agent at
that moment across any channel.

VCC offers sophisticated skills-based routing. Every agent can be assigned one or more skills,
and for each skill assignment the agent can be configured to a specific proficiency level. An
incoming call is then routed to the next available agent with the highest proficiency—regardless
of their physical location.

If there are multiple available agents with the same proficiency, the call is delivered to the agent
who has been available the longest. This technique ensures that callers are routed to the most
gualified, available agent.

A lower proficiency could also be used to manage back-up agents for a queue. For example, a
supervisor would be very qualified to handle a call, but generally he/she would not be taking
calls unless there was high call volume or a shortage of agents.

Another advanced feature bundled with skill-based routing is priority routing. In some
circumstances it is helpful to identify high-priority calls and to move them to the front of the
queue.

Once you've identified a high-priority caller, through the use of a special toll-free number or a
data dip, VCC makes it simple to handle that caller next even if there is a queue of other callers
waiting to speak to an agent. .

4.2.2.3.2 Computer telephony integration (CT{)
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Verizon Response

Computer Telephony Integration can mean many things to different people. To some, it could
mean a screen pop to an agent. To others, it could mean integration of telephony data with
external data sources.

However you view CTI, it's easy to see it as a means to an end. VCC's CTI capabilities help you
provide a personalized service experience that your customers that enhances the overall
customer journey.

Our cloud-based call center platform identifies your customers by unique identifiers, such as
their phone number or account number, and once identified, back-end CTI can provide them
with information that's helpful and relevant to them. information like a local address, account
balance, or even local power outage information.

And, if the customer needs to then talk to an agent, the VCC platform determines the right agent
queue to handle the inquiry and/or the priority of that particular caller. Once the correct agent
has been identified by the system, desktop CTl is used to “pop” the right customer screen.

This reduces call handle time and leads to increased customer bliss, which of course, means
more business for you.

Additionally, as part of the CTI solution, VCC also offers desktop CTI that enables your agents’
call control interface to be completely embedded within browser-based CRMs like
Salesforce.com (among other CRMs and databases).

This merges your technologies, creating a seamless flow of information that provides customers
the answers they need fast and gives agents easy access to the information they need to
deliver a superior service experience including the ability to dial directly from the agent CRM/DB
application through consumption of NICE inContact APls.

4.2.2.3.3 Call control

Verizon Response

All contacts will traverse and remain within the VCC cloud based system for the duration of the
contact.

Therefore all telephony controls needed by the agent will be utilized within the agent user
interface (outbound dialing, transfer, conference, etc.) The VCC cloud based system will control
all contact media (voice, email, chat, etc.).

42234£954

Verizon Response

VCC uses the E. 164 format with a leading +' for numbering in all of our call switching facilities
for SIP trunking.

4.2.2.3.5 Interactive voice response (IVR)
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Verizon Response

VCC delivers a comprehensive, flexible IVR solution that is unified with the ACD. VCC has the
ability to identify callers by unique attributes, like phone number or other customer provided
information for self-service or intelligent routing and then display that information, such as the
caller's name, on the agent's screen when the call is connected.

To increase agent proficiency and minimize average handle time (AHT), VCC can help facilitate
computer telephony integration (CTI) with systems of record like customer relationship
management (CRM) systems through the use of database connections (ODBC) or web services
(RESTful and SOAP).

This provides features like an immediate screen pop of the customer (if routed to an agent) /
caller’s record to the agent when the call begins and memorializing caller activity and other IVR
data back into the system of record upon call completion.

VCC has the ability to create automated customer interactions (self-service IVR), saving time
and money by offloading routine activities that do not require agent intervention; thus allowing
agents to be more readily available to assist callers for technical and in-depth questions.

VCC’s self-service applications often employ the use of text-to-speech to provide 24x7x365
access to information needed by your callers. Our IVR can extract variable information from a
database, or from the web, and convert it to audible speech. '

By responding to prompts provided by the IVR system, callers can receive any available text
found in an organizations' database in the form of a speech to text or recorded prompt delivery.

The IVR Speech Recegnition capabilities allows callers to use voice prompts in conjunction with
their own voice, instead of the phone pad, to interact and get access to a wide host of
information.

Instead of listening to long menus and pressing on phone pad buttons to choose the desired
service, the user can simply say the service's name, and the IVR will connect the user to their
desired destination.

Through this use of a voice interface, callers can complete simple tasks quickly; also providing
callers with a hands-free experience while navigating the IVR. Speech recognition by greatly
reduces the steps a customer takes to accomplish a task, and also increase his satisfaction in
the process.

The VCC IVR provides (but not limited to) the following:

B Provide menu options for callers in both touch tone and directed speech recognition

B Query a database or multiple databases for information or intelligent routing and self-
service capabilities

B Dynamic IVR menu prompting and data-directed routing
B Survey capabilities

¥ Read Text-to-Speech back from database driven interactions to callers
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i Support for language prompts across any language
8§ Managed or controlled transfers

Flexible recording rules, including recording of the contact from system/caller side or entire
conversation

VCC will use our expertise to provide consultative support to help you define the best IVR
methodology to support your requirements, no matter how complex.

4.2.2.3.6 Voice Recording

Verizon Response

VCC Studio has a Prompt Recorder that can be used to record prompts over the phone. If State
of West Virginia currently has a professional recording studio where recordings are created,
recorded .wav files can be uploaded to VCC for use by call routing scripts.

4.2.2.3.7 High Availability with foad balancing and built-in redundancy

_Venzon Response

U b 3 N T U o § TR b A A A - N et 2

VCC utilizing NICE inContact builds disaster recovery and high availability (HA) capabilities into
its data centers and software. NICE inContact requires multiple sets of redundant services,
systems, and hardware.

All systems are monitored at multiple levels including environmental, hardware and application
and all monitoring is fed back to the inContact Network Operations Center. Additionally,
applications are designed to allow for automatic recovery and fail over of services.

VCCs skills-based, hosted, all-in-one solution turns traditional load balancing technology into
“antiquated” technology. VCC views all agents across a customer’s business unit (an individual
VCC tenant) as a single resource pool. |

As aresult it isn’t necessary to have a “special” premise tool to look into individual call centers
and determine if agents are available in one location versus another. VCC routes contacts to the
next agent regardless of where that agent is physically located.

In addition, VCC can provide a series of fallback positions where agents having varied skill sets
can be brought in to support service level needs.

For example, one of VCC's customers has trained every employee to provide general customer
service calls but prefers that specialists normally process calls. When call spikes occur, the
secondary “general customer service” skill is engaged and anyone in their facility can be
engaged fo provide customer service.

4.2.2.3.8 Vendor must provide Train the Trainer sessicns, encompassing all Hostad Contact Center roles
- Administrator, Supervisor, and Agenis.

»
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Verizon Response

VCC and NICE inContact developed a hands-on education program for our customers. Whether
you are a supervisor, agent, or an administrator, VCC has an education program that can help
you master our call center software solutions and maximize their full potential.

We've developed a number of flexible education offerings for you to choose from when
considering your training objectives.

Our education solutions include:

# Instructor-Led Virtual Education: In today’s busy world, it's not always possible to leave the
office. Enjoy the personal connection of instructor-led education without leaving your desk
via web conference.

8 Self-Paced elLearning: Students can also take education at their own pace, on their own
schedule with our Internet-based elLearning solution.

Training is provided by VCC and optionally by NICE inContact trainers. VCC and NICE
inContact also offers a train the trainer learning approach based on your specific needs.

4.2.2.4 Security

4.2.2.4.1 The proposed solution must adhere to the security and privacy baseline standards in
accordance to the high-security and standard-security use-case requirements.

Verizon Response

Verizon has read and understands.

4.2.2.4.2 Must adhere to the State of West Virginia's Cyber Security & Privacy policies, procedures, and
standards: thase can be viewed at the following link: hftp s:/fechnolog .wv.govisecurit v/Pa ! les/policies-
issued-b -the- clo.aspx

Verizon Response

Verizon has read and understands.

4.2.2.4.3 Must adhere fo all applicable security and privacy standards and provide compliance for
components and network segments that are subiect fo the following:

o Maalth Insurance Portabiiily and Accountaniily Act (HIPAA) requirements as outiingd in the attached
Susiness Associale Addendum iEAAL

s Federal Information Security Management Act (FISMA), National Institute of Standards Techin ology's
Special Publication (NIST SP) 800-53, NIST SP 800-17 which serve as the baseline;

e Family Education Rights and Privacy Act (FERPA) requirements;
« Criminal Justice Information System (CHS) requirements;

« Payment Card Industry Data Security Standards (PCI-DSS) requirements;
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» Federal tax information (FT!) and Internal Revenue Service publication 1075 (IRS 1075}
requirements;

> Centers for Medicare & Medicaid (CMS) Services Information Security Policy requirements.

¢ Ensure nelwork boundary and access control protection such as dual session boundary controllers
and firewalfs.

o [Data-al-rest and data-in-transit sncryption,

s Role-based access control for all applications which process and/or store sensitive data, to ensure
need-to-know policies are enforceable.

Verizon Response

The Standard Security Hosted Voice solution may be used in the Healthcare industry in
situations where customers are subject to HIPAA.
To the extent the customer and Verizon have signed a Business Associate Agreement (BAA)
describing the party’s respective responsibilities regarding the use of this solution in a HIPAA-
ready healthcare environment, and customer specific solution requiring HIPAA would exclude
the following capabilities:

B Telephony recording (e.g., of conversations), other than voice messages

B Video recording

N Speech or voicemail conversion to text

B Voice Message backup

B Forwarding of Voice Message .wav files from the data center
Customers requiring HIPAA solutions must agree to support the following capabilities:

B Integration of Hosted Voice applications to it LDAP/Active Directory for authorized users

and for user name and password validation

B Customer administration of voicemail PIN changes
UCCaas$ High Security Hosted Voice (Unified Communication and Collaboration as a Service)
for Government is FedRAMP (The Federal Risk and Authorization Program) compliant.

FedRAMP processes are designed to assist federal government agencies in meeting Federal
Information Security Management Act (FISMA) requirements for cloud systems. The solution is
FIPS 140-2 Compliant and all other Federal standards of certification can be viewed in the
below matrix.

1 Does the High Security Hosted Voice Federal soiution meet | We have not yet evaluated HIPAA compliance.
HIPAA security Requirements?

2 Does the High Security Hosted Voice Federal solution meet | FISMA is more oriented towards a private cloud, and is not
FISMA security Requirements? applicable to the High Security Hosted Voice Federal solution.

3 Does the High Security Hosted Voice Federal solution meet | We have not yet evaluated FERPA compliance.
Family Education Rights and Privacy Act {(FERPA) security

Requirements?
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4 Does the High Security Hosted Voice Federal solution meet | We have not yet evaluated CJIS compliance.
CJIS security requirements?

5 Does the High Security Hosted Voice Federal solution meet | We have not yet evaluated FTI or IRS requirements.
the Federal tax information (FTI) and IRS Service
publication 10757

6 Does the High Security Hosted Voice Federal solution meet | We have not yet evaluated Medicaid and Medicare (CMS)
the Medicaid and Medicare {CMS) Services Information security requirements.
Security Policy requirements?

7 Does the High Security Hosted Voice Federal solution meet | We have not yet evaluated PCI-DSS security requirements.
the Payment Gard Industry Data Security Standards (PCI-

DSS)?

8 Does the High Security Hosted Veice Federal solution The High Security Hosted Voice network boundary and
ensure network boundary and access control protection, access control pretection is documented in our SSP package
such as dual session boundary controllers and firewalls? and meets FedRAMP compliance requirements, along with

being audited annually by a third party assessment
organization.

9 Does the High Security Hosted Voice Federal solution Data-at-rest and data-in-transit meet FedRAMP compliance

ensure that data-at-rest and data-in-transit are encrypted? requirements and are documented in our SSP package, along
with being audited annually by a third party assessment
organization.

10 | Does the High Security Hosted Voice Federal solution High | Role-based access control (RBAC) in the High Security

Security Hosted Voice incorporate role-based access Hosted Voice Federal solution meets FedRAMP compliance
control for all applications which process and/or store requirements and is documented in our SSP package, along
sensitive data to ensure need-to-know policies are with being audited annually by a third party assessment
enforceable? organization.

The Federal Risk and Authorization Management Program, or FedRAMP, is a program by which
the U.S. federal government determines whether cloud products and services are secure
enough to be used by federal agencies. FedRAMP is a government-wide program that provides
a standardized approach to security assessment, authorization, and continuous monitoring for
cloud products and services. Cisco FedRAMP-authorized solutions provide strong, risk-based
security that meets federal standards. FedRAMP authorization means that cloud offerings meet
the federal government's stringent requirements, as verified by a third party. You can implement
Cisco FedRAMP-authorized solutions with full confidence in their security. The Verizon UCCaaS
FedRAMP offering is HCS-G FedRamp Moderate Compliant. Below is the link to the GSA
website the Cisco Hosted Collaboration Solution for Government (HCS-G) as a federally
approved platform.

https://marketplace.fedramp.gov/#/products?sort=productName

B VCC - Please see the attached Verizon Virtual Contact Center Powered by NICE
inContact Security documents provided in Appendix C of this proposal.

B VCE- Please see the attached Verizon Virtual Communications Express BroadSoft/Cisco
Security document provided in Appendix D of this proposal.
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4.2.2.4.4 Vendor must draft a cyber risk management plan outflining the process, by which, cyber risk
management activities are conducted to identify, assess, communicate, and manage shared cyber risk.
The Vendor must provide this prior to the first implementation on the Vendor's hosted solution.

Verizon Response

Verizon has read and understands.

4.2.2.4.5 Vendor must draft an incident management plan afigned with NIST SP 800-61rev2, whereas
both the State and Vendor must mutually approve. The plan must include the outlined scope,
responsibility matrix, communications plan, procedures, and deliverables associated with cyber security
incident response.

In addition, the plan must outline incident reporting requirements, semiannual security reports, and cyber
threai intelligence sharing. The Vendor must provide this prior to the first implementation on the Vendor's
hosted solution.

Verizon Response
P s e O By L LT o P A R R = i S e Qe S

Verizon has read and understands.

4.2.2.4.6 The Vendor must adhere fo personnel security requirements for background checks in
accordance with state law. The vendor is liable for all costs associated with ensuring staff mests afl
requirements.
Verizon Response

Verizon has read and understands.

4.2.2.4.7 Vendor must agree lo drafting an audif management plan designed to assist the state with
conducting internal and external compliance audits when the vendor-supplied solution is within the audit
scope. At minimum, the plan must include:

= How the vendor will provide a NIST 800-53 security controls report, outlining organizational
responsibilities (State, Vendor, or Shared), per each applicable control for each major
application/information system within the audit scope.

e Plan of Action & Milestone documentation for non-compliant security & privacy controls when the
vendor holds primary or shared control responsibility.

The Vendor must provide this prior to the first implementation on the Vendor's hosted solution.

Verizon Response

Verizon has read and understands.
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4.2.2.5 Service and Support

4.2.2.5.1 Vendor must provide a network operation support center(s) for afl tiers of support, including end-
user support, that is available 24x7x365 and is accessibie via a loli-free number.

Verizon Response

The Verizon MNSO NOC provides Tier 1-3 support.
Verizon will also be providing a 24x7x365 user help desk for all services proposed.

4.2.2.5.2 The successful Vendor must assign an experienced and skilled Project Manager who will

provide a high-level project management plan including key components stch as a project charter, issue

tracking. statements of work (SOW), work breakdown structures (WBS), implementation schedtiles, efc.

in accordance with the Project Management Body of Knowiadge (PMBOK) or other industry standard
roject management methodology stated in West Virginia State Code (§5A-6-4b).

The link can be found at: http:/iwww.legis.state.wv.us/WVCODE/Code.cfm?cha p=05a8art=6#06.

The project management plan must be submitted to and approved by the WVOT Project Management
Cfiice {PI4G) prior to engaging the first agency for VOIP services implementation.

Verizon Response

Verizon has read and understands.

4.2.2.5.3 The successful Vendor's Project Manager must track and report (via written status reports) the
following: schedule, scope, budget, issues, risks, specified performance indicators, and other metrics
determined appropriate throughout the project and each site implementation.

Verizon Response

Verizon has read and understands.

4.2.2.5.4 Vendor must work with the WVOT using the established Tefecommunications Change Request
{TCR) procedures for ordering and implementing these telecommunications services.

Verizon Response

Verizon has read and understands.

4.2.2.5.5 Vendor billing errors must be cradited back fo the State from the effective date of the error. The
State raserves the right to withhald payment untii credit is racsived.

Verizon Response

Verizon has read and understood and would like to add the following language to clarify billing
disputes.

“In the event that Customer reasonably determines that there is a material discrepancy between
Verizon's invoiced charges and Customer’s calculation of charges owed, Customer may
withhold only the Disputed amount of the invoice.
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A “Disputed” amount is one for which Customer has given Verizon written notice, adequately
supported by bona fide explanation and documentation. Any invoiced amount not Disputed
within 6 months of the invoice date is deemed correct and binding on Customer.

Verizon will make every commercially reasonable effort to resolve Disputed amount within 60
days after receiving Customer’s notice, but cannot guarantee that.”

4.2.2.5.6 For auditing, biffing, and support purposes, the State requires any service with an associated
rate to be identified on its monthly bill. As such, the State must be provided, at a minimum, the following:

o Billing Month

o Billed Entity Name

e Customer Name/Account (if different from billed entity)

»  Service Location

s Service Period

e [fternized Cost for Individual Billing Components

» ftemized Caii Dotall

= ltemized Cost for Any One-Time or Non-Recurring Charges
o ffemized Cost for Any Surchargss and Tots! Cost

The cost identified in the bill must match the contract rates for the specified services. The Vendor must
provide the State's monthly bill in an editable format such as Excel and/or csv.

Verizon Response

RN e I = —

Verizon's invoice will be presented both in hard copy via mail and in PDF format. The invoice
will not be presented in an editable format such as Excel and/or csv. However, Verizon can
provide reports in a text or csv format which can be exported to Excel.

4.2.2.5.7 The Vendor must invoice on a consistent monthly billing cycle across all services. Services
installed or disconnected for a partial month must be prorated based on the date the service is
activated/accepted or disconnecled.

The Vendor must not bill the State of services until the services have been activated and accepted as
functional. The Vendor shall not bill the State for services after the disconnect due date listed on the
submitted TCR.

Verizon Response

Verizon has read, understood and agrees to comply.

4.2.2.5.8 The Vendor must provide and update a weekly status report and/or order log for submitted
TCRs.

Verizon Response

Verizon has read and understands.

. f
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4.2.2.5.9 If, as part of its proposal, the Vendor submits appendices or other supplemental materials, the
Vendor must denote specifically in those materials where the relevant information is located.

Verizon Response

Verizon has read and understands.

4.2.2.5.10 The State expects fulf, complete, and timely cooperation in disentangling the refationship in the
event that the Agreement expires or terminates for any reason.

in the event of expiration or termination, the State expects that the Vendor shali, among other things:
return all State data and documentation fo the State, including but not limited to configuration information,
transfer ownership of all leased equipment at no cost to the State (other than the payments already
received by the Vendor under the Agreement); and, aliow the Stzte or the replacement provider(s)
continued access to all billing, ordering, and trouble ticketing systems, and processes that have been
employed in servicing the State, in accordance with methods and procedures to be agreed upon and
eslablished in the Agreement. Please acknowledge your acceptance of this.

Verizon Response

Verizon agrees to full, complete, and timely cooperation in disentangling the relationship in the
event that the Agreement expires or terminates for any reason.

Verizon agrees to negotiate in good faith with regard to transfer of ownership of all leased
equipment.

4.3. Qualifications and Experience

vandor should provide infarmation and documentation regarding its qualifications and experience in
providing services or solving problems similar to those requested in this RFP. information and
documentation should include, but is not limited to, copies of any staff certifications or degrees applicable
to this project, proposed staffing plans, descriptions of past projects completed (descriptions should
include the location of the project project manager name and contact information, type of pm_:ect and
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4.3.1.1. Vendor should provide three (3) examples demonstrating at least three (3) years of experience in
providing a Hosted VolP solution of a similar size and scope - 15.000 users across 200 sites with one
example being a public entity.

Vendor should provide a summarization of each project including goals and objectives, total number of
shones deployed per sita. length of time deployment took, if still in service, and reference for each
example.

Verizon Response

Commonwealth of Massachusetts Health and Human Services

B Contact: Beth Beard, IT Director

- . .4
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B Contact Phone: 617-216-3580
B Contact Email: beth.beard@state.ma.us

The project converted 20,000 users, across 150 locations in 2013 to Verizon’s Hosted UCCaaS
solution, over a 13 month installation timeframe. Services are still in place. Much fike the State
of WV their goals/objectives were to transition to a Hosted solution OP EX vs CAP EX.

As arequirement to use this reference the State of WV must contact Sandra Hawkins on 304-
3566-3395 before contacting Beth Beard and allow time for our Account Manager from
Commonwealth of Massachusetts to notify Beth to expect a call from State of West Virginia.

CALNET

The State of California under “CALNET” contract has transitioned 60,356 user, across 743
locations to a Hosted VolIP solution. The contract was awarded to Verizon 2007.

The largest agency in the State of California to transition to Hosted VolP is the Employment
Development Department (EDD)

8 Contact: Robert Delaney, IT Supervisor Il, Voice Operations, Production Services Division
B Contact Phone: 916-653-8756
B Contact Email: robert.delaney@edd.ca.qov
Goal/objectives were to establish an IP based service offering for voice, video, and data
services, providing a migration path to convergence for cost savings.

Commonwealth of Pennsylvania

The Commonwealth of Pennsylvania contract has transitioned 42,000 user, across 225
locations to a Hosted VoIP solution. The transition occurred during 2012.

B Contact: LaRae Allen, Supplier Manager

B Contact Phone: 717-772-8009

B Contact Email: larallen@pa.gov
As a courtesy to our customer please contact Sandra Hawkins (304)356-3395 or Tonya Fazio
(717)777-8520 to coordinate contact with Commonweaith of Pennsylvania. The goals of this
project were to support the Commonwealth’s needs to implement the hosted VolP solution to
transform from a TDM Centrex voice environment to one that would enable them to collaborate
and operate more effectively. The hosted model provided the solution “as a service” with
responsibility for management and support from Verizon, rather than customer resources.

Convestro NV

Convestro has transitioned 17,000 user, across 60 locations to a Hosted VolP solution. The
transition occurred over three years ago, took 10 weeks to deploy, and is still in service today.

B Contact Eric Brouwers, ISE Infrastructure Services
B Contact Phone; +32 3 540 3906

B Contact Email: eric.brouwers@covestro.com
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4.3,1.2. Vendor should provide at least one (1) example demonstrating at least three (3) years of
experience in providing single/multiple Hosted Calf Center solutions of a similar size and scope - 500
users across 20 sites.

Vendor should provide a summarization the project including goals and objectives, total number of agenis
per site, length of time deployment took, if still in service, and reference for the example.

Verizon Response

State of California (CALNET 3)

Under CALNET 3 (State of California Technology contract) Verizon currently has over 3400
agents on a hosted contact center platform, across 57 contact centers, and close to 100

sites. Customers range from school districts, to Higher Ed customers, to City of LA to small
and large state agencies. The complexity of the contact centers vary widely. Calnet3
customers have been on the platform as long as April, 2013 with new customers coming on
board every month. A typical implementation is 45 to 60 business days and another 30 to 60
days should be added for complex integrations or advanced features. Large complex contact
centers can take from 9 months to a year. Small contact centers can be quicker, if the agency
knows what they want or can quickly make decisions. Verizon has put contact centers in place
very quickly when needed, even as quick as 1 week from order to go live.

There is not one single contact for the CALNET contact center services however California
Employment Development Department (EDD) will be happy to answer questions and serve as a
reference. EDD has 3 main call centers Tax, Disability Insurance and Unemployment
Insurance. They have been a Verizon Call Center customer for over 10 years with VCC being
installed in November 2014 and March 2015. Their call volume varies from a high of 21M
calls/month (Sept 2013) to 700K calls/month (current rate with unemployment low}. Having a
system that can handle their fluctuations, offer 24X7 services, and has strong reliability as
measured in up time are some of their key goals and objectives.

B Contact: Maria Bonilla, Chief, Telecommunications Section
B Contact Phone: 916-654-7875

B Contact Email: maria.bonilla@edd.ca.gov

4.3.1.3 The State desires an Account Team (including Account Support Representative, Technical
Support Representative, Solution Implementation Support Representative, Contract Manager, Billing
Support Representative, Securify/Compliance Specialist, and Project Manager) for the winning solution

ENGiFe OF e Soniract

Vendor should describe in detail the responsibilities of key roles and staff's sxpsrience in working in these
roles.

Verizon Response

Please reference the Account Service Plan provided in Appendix | of this proposal.

4.3.1.4 Vendor should describe its experience and process in conducting cyber risk management
ensuring shared risk is identified, assessed, communicated, and managed.
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Verizon Response

Please reference the Cyber Security Program documentation provided in Appendix E of this
proposal.

VCC - NICE inContact's network is designed around carrier and enterprise grade technology for
its switches, routers, firewalls and telecom devices. All network equipment is designed for high
availability, fault tolerance, redundancy, and scalability.

The NICE inContact Network Operations Center (NOC) continuously monitors all traffic
(including entry and exit points) 24x7x365. All systems are monitored at multiple levels including
environmental, hardware and application.

The NOC is first to receive notifications/alarms about system or service issues. All events,
incidents, and disasters are monitored, managed, escalated and communicated through this
Network Operations Center located in Salt Lake City, UT.

Verizon does have policies and procedures that ensure prompt notification of customers in the
event of an incident, as well as procedures to address necessary remediation. Customer
hotification groups are configured and communications are sent out via email.

4.3.1.5 Vendor should describe its experience and process for conducting NIST SP 800- 53 security
assessment and authorization conirol families’ aclivities, designed fo ensure each vendor-provided
solution implementation adheres fo securily and privacy requirements before being placed info
production.
‘Verizon Response

Verizon’s BSA provides an assessment of your information security program maturity relative to
any number or individual, or combined, industry accepted security program frameworks.

Verizon uses the selected standard(s) to review the security program relative to the Scope,
Performance, and Maturity of the Security Program. This BSA uses NIST 800-53.

All BSA’s are accomplished the same way using a three phase approach that includes: Phase
1, Project Initiation and Data Collection; Phase 2, Data Analysis; and Phase 3, Review and
Reporting.

Verizon will present the results of the BSA as a written report. This report consists of a detailed
managerial and operational Report-of-Findings of the security posture of the evaluated people,
processes, and technologies. The entire BSA process takes approximately 6-9 weeks
depending on your availability.

VCC - Security is taken very seriously utilizing NICE inContact. Security measures include
intrusion detection/intrusion protection devices and software, IP screening, port filtering, and
other industry standard measures.
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Security on applications which customers will have access to will include application password
encryption by means of salted hashes, and access links to CXone via https:// and/or SSL.
Typically customers use the http:// url and CXone does a redirect to the HTTPS site.

NICE inContact implemented a robust layered security policy on all IP POP elements including
but not limiting to:

B User access controls utilize a user/password login, where users are in turn controlled via
roles based permissions model that is client administered and configurable.

B Web servers are in firewall secured DMZ’s

i |DS/IPS systems monitor intrusion activities and prevent penetration

i Regular vulnerability scans and penetration tests are performed

B Anti-virus is deployed on all systems

B NICE inContact utilizes Sonus SBCs; an SBC is essentially a VolIP firewall

B NICE inContact offers solutions to allow the creation of a ‘private’ network for VolP traffic

NICE inContact perform quarterly and yearly audits, a yearly SOC2 report and we obtain
assurances such as a 70/SSAE 16 or Vendor Security Questionnaire from all of their facility
vendors.

NIST is a framework that describes categories of compliance of cloud providers. As such, we do
fit within many of the NIST definitions of public cloud provider categories as a SaaS provider
However, certification within the NIST controls is most often performed within a FedRAMP
audited environment.

NICE inContact maintains such a FedRAMP environment as an option.

4.3.1.8 Vendor should list all government or standards organization securily certifications it currantly
holds that apply specifically to the vendor's proposal, as well as those in process at fime of response.

Specifically include HIPAA, CMS, FERPA, CJIS Security Policy, PCI Data Security Standards (DSS), IRS
FPublication 1075, FISMA, NIST 800-53, NIST SP 800-171, and FIPS 200 if they apply.

Verizon Response

The Verizon UCCaa$ offers flexible bundles of Cisco-powered services, including call control,
voicemail, presence, instant messaging, and unified desktop and mobile clients.

The Federal Risk and Authorization Management Program, or FedRAMP, is a program by which
the U.S. federal government determines whether cloud products and services are secure
enough to be used by federal agencies.

FedRAMP is a government-wide program that provides a standardized approach to security
assessment, authorization, and continuous monitoring for cloud products and services.
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Cisco FedRAMP-authorized solutions provide strong, risk-based security that meets federal
standards. FedRAMP authorization means that cloud offerings meet the federal government's
stringent requirements, as verified by a third party. You can implement Cisco FedRAMP-
authorized solutions with full confidence in their security.

The Verizon UCCaaS FedRAMP offering is HCS-G FedRamp Moderate Compliant. Below is the
link to the GSA website the Cisco Hosted Collaboration Sclution for Government (HCS-G) as a
federally approved platform.

hitps://marketplace.fedramp.gov/#/products?sort=productName

VCC and High Security VCC (VCC for Government) is HIPAA ready and PCI compliant.

FISMA

Since VCC is a multitenant platform, VCC for Government is FedRAMP Authorized as opposed
to FISMA which is typically used for single tenant systems. Visit FedRamp.Gov for further
information. Certifications include: SOC 2 Type 2 audited data centers, PCl compliance,
Privacy Shield certification, change control policies, regular and timely security patch
management, disaster recovery planning and security training provide regulatory compliance
and service integrity.

FISMA is partially built on NIST SP 800-53 and FedRAMP is built on NIST SP 800-53 —so it, as
an environment equates to portions of FISMA. FISMA is buiit on FIPS 199, FIPS 200 and NIST
Special Publications 800-53, 800-59 and 800-60. NICE inContact company security framework
utilizes SANS and NIST SP800-53. While we don’t currently have FISMA compliance
certification, many groups use FISMA and FedRAMP interchangeably, even though they are
different. We currently can provide a FedRAMP ATO and would welcome further dialogue
around security controls and processes to help align to your requirements

FERPA

VCC and VCC for Governement provides tools for a customer to implement a FERPA compliant
contact center. The customer would be responsible to setting the policy and perform the audits
to be FERPA complaint. FERPA gives parents certain rights (inspection, correction, and
disclosure requirements for granted, stated exceptions) with respect to their children's education
records. The VCC product is a service vehicle with which a customer who must be compliant
can create a FERPA-compliant solution, but Verizon/Nice/InContact is not bound under the act.

CJIS

VCC and VCC for Government have access controls, secure encrypted transport,
encrypted storage, scans, pen tests, policies, training — etc. to provide West Virginia with
a CJIS compliant solution, we do not however audit for CJIS

We perform both an annual PCl DSS level 2 attestations (based on the number of cards
expected through our system) and a SOC 2 Type 2 Report for the purposes of
confirming security and reliability of our systems. VCC does provide a service
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environment with PCI level 1 certification if during discovery we determine that an
agency requires it. This may incur certain extra charges.

Additionally, all new employees undergo drug and background checks. There is a
separation of duties to limit employee access to critical systems and programs / data to
the appropriate users and job descriptions. Facilities access is through card controlled
entry. Visitors are badged at all times and accompanied while on premise. Regular
internal and external audits are performed.

Federal tax Information (FTI) and Internal Revenue Service publication 1075 (IRS 1075)
reguirements

The Verizon Contact Center solution is certified against standards such as Safe Harbor,
CPNI, PCI, SOC 2, SOX 404. There is not an audit specifically against IRS Pub

1075. That being said, we are confident that security controls, in combination with the
application of best practices to the design of your contact center solution, will ensure a
secure solution that will meet those needs.

FTI is covered in same way as Pll -Personally Identifiable Information, PHI -Personal Health
Information, etc. This almost always pertains to how we protect call recordings, chat
transmissions, data in transit and rest our standard security answers for that topic cover FTI

Centers for Medicare & Medicaid (CMS) Services Information Security Policy reguirements.

Per this security standard, CMS-CLD-1 All cloud service implementations must have an
approved Federal Risk and Authorization Management Program (FedRAMP) ATO (i.e.,
FedRAMP Use Case18), Provisional ATO, or an Agency ATO. FedRAMP authorization ensures
the minimum baseline controls are in place. Business Owners must verify the CSP meets
additional CMS and HHS security, monitoring, and reporting requirements prior to selecting a
cloud service. The designated Business Owner must:

«  Comply with FedRAMP controls to meet the FedRAMP baseline for the use case under
the stated FedRAMP categorization

+  Submit an authorization package to the CMS CISO that includes all documentation

required by FedRAMP for an ATO and complete all required templates and processes

+ Store a redaction of the FedRAMP documentation on the Program Management Office

(PMO) website

VCC for Government is FedRAMP authorized. An ATQ can be conducted and starts with
going to the FedRamp.gov web site to get the security package.

Ensure network boundary and access control protection such as dual session boundary
controllers and firewalls

Per the FedRAMP SSP
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8.2 INFORMATION SYSTEM COMPONENTS AND BOUNDARIES NICE inContact
CXone consists of six divisions as follows:

1. The NICE inContact CXone system boundary. The NICE inContact CXone system
components are entirely within the boundary with identified interconnections to the other
divisions. The system boundary contains two separate hosting environments:
a. Amazon Web Services (AWS). Virtualized components reside in fully
redundant environments.
b. Equinix. Voice equipment that cannot be virtualized is hosted in fully redundant
environments,

2. The NICE inContact corporate environment. This division does not contain any
system components, but certain users access the system from here. This access is
provided over a dedicated interconnect that is described later in this document. In
addition, there are corporate support and monitoring systems in this environment that
receive operational data from within the NICE inContact CXone and surface the
information to billing, monitoring, and support systems.

3. External services. NICE inContact CXone makes use of some external services.
These are all accessed over the internet from the AWS environment.

4. The Department/Agency (D/A) network. This division does not contain any system
components, but certain users specific to an agency or department access the system
from here. This access is provided over a dedicated interconnect that is described later
in this document that meets Trusted Internet Connections (TIC) requirements.

5. Public access. Depending on the specific system configuration, public access to
nongovernmental tenants may be allowed. In this case, access to the system (excluding
government data) may be accessed using web technologies over the Internet.
Departments and agencies may choose to leverage this connection if TIC compliance is
not required.

6. Patron access. Patrons are individuals that interact with the system through phone
calis, email, chat, or other supported communication technologies. Patrons are outside
the system boundary and interface with NICE inContact CXone through carriers or other
communication providers.

Data-at-rest and data-in-transit encryption.

NICE inContact employs 3PAR Self Encrypting Drive technology that provides FIPS
140-2 encryption for all storage on all its clusters.

We can provide data transport through SFTP which uses encryption in transit with strong
(AES 256) encryption and public X.509 certs, etc.

All CXone voice recordings are secured at rest within our Cloud supersite locations. If
you shouid chose to transfer any recordings to their desired storage location, optionally
per contract, data can be encrypted while at rest at our EFT (Enhanced File Transfer)
terminal. Customer provides their own keys.
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Additionally, for VCC for Government data in transit, tenants can collocate routers in a
FedRAMP data center (Culpeper/ Miami) for Voice and Data. Otherwise, Data traffic is HTTPS
over open Internet to FedRAMP AWS Virtual Path Connection (VPC).

Role-based access control for all applications which process and/or store sensitive data, to
ensure need-to-know policies are enforceable.

NICE inContact: Within the NICE inContact CXone system, data is protected whife at rest from
unauthorized access, modification, and exfiltration via physical and logical means. Physical
access control mechanisms described within this SSP (under security controls PE-3 and PE-6)
apply to data resident within facility spaces. Logical mechanisms include role-based access
control (RBAC) strong identification and authentication methods, and cryptographic
mechanisms that include drive encryption and file encryption. Amazon Web Services (AWS):
Several AWS services are used to provide protection of information at rest including AWS S3
and EBS.

VCC - Please see the attached Verizon Virtual Contact Center Powered by NICE inContact
Security documents provided in Appendix C of this proposal.

4.3.1.7 Vendor shouid provide a dsiailed list of the third-party etisstations. reporis. security credentials
] E ~
(e.g., Fed.Rzmp), and certifications relating to cybersscurity and privaly coniross.

Verizon Response

VCC — Please see the attached Verizon Virtual Contact Center Powered by NICE inContact
Security documents provided in Appendix C of this proposal.

The Verizon UCCaa$ offers flexible bundles of Cisco-powered services, including call control,
voicemail, presence, instant messaging, and unified desktop and mobile clients.

The Federal Risk and Authorization Management Program, or FedRAMP, is a program by which
the U.S. federal government determines whether cloud products and services are secure
enough to be used by federal agencies.

FedRAMP is a government-wide program that provides a standardized approach to security
assessment, authorization, and continuous monitoring for cloud products and services.

Cisco FedRAMP-authorized solutions provide strong, risk-based security that meets federal
standards. FedRAMP authorization means that cloud offerings meet the federal government's
stringent requirements, as verified by a third party.

You can implement Cisco FedRAMP-authorized solutions with full confidence in their security.

The Verizon UCCaaS FedRAMP offering is HCS-G FedRamp Moderate Compliant. Below is the
link to the GSA website the Cisco Hosted Collaboration Solution for Government (HCS-G) as a
federally approved platform.

https://marketplace.fedramp.gov/#/products?sort=productName
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The Standard Security Hosted Voice solution may be used in the Healthcare industry in
situations where customers are subject to HIPPA.

To the extent the customer and Verizon have signed a Business Associate Agreement (BAA)
describing the parties respective responsibilities regarding the use of this solution in a HIPAA-
ready healthcare environment, and customer specific solution requiring HIPAA would exclude
the following capabilities:

E Telephony recording (e.g., of conversations), other than voice messages
B Video recording
B Speech or voicemail conversion to text
B Voice Message backup
B Forwarding of Voice Message .wav files from the data center
Customers requiring HIPAA solutions must agree to support the following capabilities:

B Integration of Hosted Voice applications to it LDAP/Active Directory for authorized users
and for user name and password validation

B Customer administration of voicemail PIN changes

4.3.1.8 Vendor should describe its experience and capabilities in supporting their customers concerning
compliance audits when the vendor-supplied solution is within the scope of audit.

_Verizon Response

Verizon has an internal audit group that is responsible for planning and performing internal
audits, independent of compliance certification.

As part of the 1ISO27001 standard, Verizon needs to conduct regular internal audits across our
services. These audits are conducted throughout the year, as they are an ongoing requirement
of the 1ISO27001 standard.

VCC — Please see the attached Verizon Virtual Contact Center Powered by NICE inContact
Security documents provided in Appendix C of this proposal.

4.3.1.9 Vendor should describe its experience and provide an overview of their incident management
process and cyber threat intelfigence sharing process for incidents associated with the vendor provided
solution.

Verizon Regponse

—

The Enterprise Ticket Management System (ETMS) is the application used by Verizon to
manage ongoing incidents. This system is integrated with network monitoring toois.

Approximately 97% of all tickets Managed Networks and Services (MNS) works are pro-active
rather than customer initiated.
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Verizon's event monitoring tool (SMARTS) uses two methods to detect faults:

1 Active Monitoring: Polling (ICMP + SNMP walk): the active monitoring systems are
configured to poll any device each 3 minutes.

# Passive Monitoring: SNMP Trap: Devices send an alert each time specific faults occur.
By default, any CPE is configured to send traps for the following faults:

B Each time an interface changes its operational state (up/down).

B Each time a CPE reboots (even if manually reloaded by command).

The ETMS ticket is automatically updated with information from various databases as well as
the results from the automated testing performed. ETMS incident tickets can also be accessed
by customers from the Verizon Enterprise Center portal.

See Appendix E. Cyber Security Program.

VCC - Please see the attached Verizon Virtual Contact Center Powered by NICE inContact
Security documents provided in Appendix C of this proposal.

4.4. Oral Presentations

The Agency will require oral presentations of all Vendors participating in the RFP process. The date of the
presentations will be determined at a later time and all vendors will be notified in advance.

During oral presentations, Yendors mey not alter or add fo their submitted proposal, but only clarify
information. A description of the matesials and information to be presentsd is providad balow.

Maferials and Information Requested at Oral Presentation:

4.4.1. Summary of solution, including product and support offerings, ability to deliver the solution in the
specified timeframes, and experience in providing managed and hosted voice solutions.

4.4.2 The State will ask clarifying questions regarding the Vendor's submitted technical régponss

4.4.3. Contact Center Presentation fo see a live demonstration of Vendor's offering.

Verizon Response

Verizon has read and understands.
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Section 5. Vendor Proposal

5.1. Economy of Preparation

Proposals should be prepared simply and economically providing a concise description of the items
requested in Section 4. Emphasis should be placed on completeness and clarity of the content.

Verizon Response
—

Verizon has read and understands.

5.2. Incurring Cost

Neither the State nor any of its empioyees or officers shall be held liable for any expenses incurred by
any Vendor responding fo this RFP, including bat not limited {0 preparation, delivery, or travel.

Verizon Response

Verizon has read and understands.

5.3. Proposal Format
Vendors should provide responses in the format listed below:

5.3.1. Two-Part Submission: Vendors must submit proposals in two received submitted in two distinct
parts: technical and cost. Technical proposals must not contain any cost information relating to the
project. Cost proposal must contain all cost information and must be sealed in a separate envelope from
the technical proposal to facilitate a secondary cost proposal opening.

5.3.2. Tille Page: State the RFP subjecl, number, Vendor's name, business address, telephone number,
fax number, name of contact person, e-mail address, and Vendor signature and date.

5.3.3. Table of Contents: Clearly identify the matetial by section and page number.

5.3.4. Response Reference: Vendor's response should clearly reference how the information provided
applies to the RFF request. For example, listing the RFP number and restating the RFP request as a
header in the proposal would be considered a clear reference.

5.3.5. Proposal Submission: All proposals must be submitted to the Purchasing Division prior to the date
and time stipulated in the RFP as the opening date. All submissions must be in accordance with the
provisions listed in Section 2: fustructions to Bidders Submittin g Bids.

Verizon Response

Verizon has read and understands.
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Section 6. Evaluation and Award

6.1. Evaluation Process

Proposals will be evaluated in two parts by a commitiee of three (3) or more individuals. The first
evaluation will be of the technical proposal and the second is an evaluation of the cost proposal.

The Vendor who demonstrates that it meets all of the mandalory specifications requirad, attains the
minimum acceptable score and atfains the highest overall point score of all Vendors shall be awarded the
contracl.

Verizon Response

Verizon has read and understands.

6.2. Evaluation Criteria

Proposals will be evaluated based on criteria set forth in the solicitation and information contained in the
proposals submitted in response to the solicitation.

The technical evaiuation will be ba »'::'* upon ing point alipcatinns designated below for a icis! of 70 of lhe
100 points. Cost represents 30 of ihs 100 total pomts.

Exalaation Peint Allnestian

Profect Guids god Proposed Apgroach
Appeoath & Methedulogy to GoshiObjectives 35 Poinss Possisle
& 4211 Voiee Sunvices £403 Poinks Possible}
@ 8212 Secunty of Solution's Services {5 Points Tossible)
® 17217 Service and Suppont of Hosted Soluhon {10 Foints Posaiblc)
Approach & Methodology to CompBance with
Mandatory Prowet Requiremends 0 Poiats Possidle

- Cuadificaions asd Bxpedense Generally 10 Points Pussible

Exoending Muzdatrry QualificationExpreiace

Reouimments 0 Poinis Pownble
Uesl Fresentzhon § Ponts Postble
Tl Techmicsl Soare T Prsints Possibke
"L sl st Soore:

Verizon Response

Verizon has read and understands.

- £
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6.3. Technical Bid Opening

At the technical bid opening, the Purchasing Division will open and announce the technical proposals
received prior to the bid opening deadline. Once opened, the technical proposals will be provided to the
Agency evaluation commilttee for technical evaluation.

Verizon Response

T e R R VA TR R M T N T A T N A T T Ty S

Verizon has read and understands.

6.4. Technical Evaluation

The Agency evaluation committee will review the technical proposals, assign points where appropriate,
and make a final written recommendation to the Purchasing Division.

Verlzon Response

S T T TR Ty T IR T D e B e S o e LT e T e S v e T

Verizon has read and understands.

6.5. Proposal Disqualification

6.5.1. Minimum Acceptable Score {“"MAS". Vendors must score a minimum of 70% (49 points) of the lotal
technical points possible in order to move past the technical evaluation and have their cost proposal
evaluated. All vendor proposals not attaining the MAS will be disqualified.

6.5.2. Failure to Meet Mandatory Requirement: Vendors must meet or exceed all mandatory requirements
in order to move past the technical evaluation and have their cost proposals evaluated. Proposals failing
to meet one or more mandatory requirements of the RFP will be disqualified.

Verizon Response -

Verizon has read and understands.

6.6. Cost Bid Opening

The Purchasing Division will schedule a date and time to publicly open and announce cost proposals after
technical evaluation has been completed and the Purchasing Division has approved the fechnical
recommendation of the evaluation commitiee.

All cost bids received will be opened. Cost bids for disqualified proposals will be opened for record
keeping purposes only and will not be evaluated or considered. Once opened, the cost proposals will be
provided fo the Agency evaluation committee for cost evaluation.

The Purchasing Division reserves the right to disqualify a proposal based upon deficiencies in the
technical proposal even after the cost evaluation.

Verizon Response

Verizon has read and understands.

= A
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6.7. Cost Evaluation

The Agency evaluation committee will review the cost proposals, assign points in accordance with the
cost evaluation formula contained herein and make a final recommendation to the Purchasing Division.

Cost Evaluation Formula: Each cost proposal will have points assigned using the following formula for all
Vendors not disqualified during the technical evaluation.

The lowest cost of all proposals is divided by the cost of the proposal being evaluated to generate a cost
score percentage. That percentage is then multiplied by the points atlributable fo the cost proposal to
determine the number of points allocated to the cost proposal being evaluated.

Step 1: Lowest Cost of All Proposals | Cost of Proposal Being Evaluated = Cost Score Percentage

Step 2: Cost Score Percentage X Points Allocated to Cost Proposal = Total Cost Score

Example:

Proposal 1 Cost is $1,000.000

Proposal 2 Cost is $1,100,000

Points Allocated to Cost Proposal is 30

Proposal 1: Step 1 - $1,000.000 1 §1.260,000 = Cost Score Percentage of 1 (100%) Step2-1X30=
Total Cost Score of 30

Proposal 2: Step 1-$1.000.000 1 $7.700.000 = Cos? Scure Fercentags of 0.909¢81 (96.9057%; Step 2 -
0.909091 X 30 = Tote! Cost Scors of 3727273

Verizon Response

Verizon has read and understands.

6.8. Availability of Information

Proposal submissions become public and are available for review immediately after opening pursuant to
West Virginia Code §SA-3-1 i(h). All other information associated with the RFP, including but not limited

to, technical scores and reasons for disqualification, will not be available until after the contract has been
awarded pursuant to West Virginia Code of State Rules §148-1-6.3.d.

Verizon Response

Verizon has read and understands.
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Ey signing dalow, [ certify that | have reviewed this Request for Proposal in its entirsty; understand the
requirements, ferms and conditions, and other information contained herein; that | am submitting this
proposal for review and consideration; that | am authorized by the bidder to execute this bid or any
documents relaled therelo on bidder's behalf: that | am authorized to bind the bidder in a contractual
relstionshin; avd thai. to ihe best of my knovdedge. the bidder has properly registered with any State

hi

agency Wial meay iequle regislration

Verizon Response

Company Verizon Business Network Services Inc. on behalf of MCI
Communications Services, Inc. dba Verizon Business Services

2 A JA
Representative Name, Title Ve(! g (\-)/ S r Mé , & ” L,
e, o™ [ .
J S/

Contact Phone/Fax Number Phone: 304-356-3395 | Fax: N/A

Date November 20, 2018
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Appendix A. Overview of Current Telephony
Environment

Appendix
A_Overview of Curre

Verizon Response

Verizon has read and understands.
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APPENDIX A {revised 10/24/2018)

OVERVIEW OF CURRENT TELEPHONY ENVIRONMENT

The West Virginia Department of Administration’s current IP telephony environment as it applies to this RFP is
comprised of a combination of State administered Cisco Unified Communications Manager (CUCM), and hosted
and managed Unified Communication and Collaboration as a Service {UCCaaS) deployments serving
approximately 10,000 employees throughout the State. The State is actively working to transition to the hosted
UCCaas service and the information provided below represents a “snapshot in time” as of this writing. All figures
stated are estimates only and are subject to change.

The State’s Wide Area Network is comprised of over 500 sites that are connected to the network core in
Charleston, West Virginia. Of these, approximately 425 agency locations are connected via Verizon provided
MPLS, approximately 50 utilize DSL, and the remaining balance is made up of Cable {Internet VPN}, Point-to-
Point, and T1 Circuits,

SECTION 1: CISCO UNIFIED COMMUNICATIONS

The Department of Administration has multiple Ciseo Unified Communications Manager (CUCM) deployments
{Versions 4.x, 7.x, & 10.x) supporting approximately 9,000 stations. Additionaily, there are nineteen {19) Unified
Communications Manager Express / Unity Express {CME/CUE) installations supporting approximately 800
additional stations. These systems utilize a combination of SIP, PRI, and Centrex/POTS circuits for in-bound and
out-bound dialing. The diagram and tables below provide an overview of the State’s existing IPT infrastructure.

DIAGRAM 1.1: CALL MANAGER ENVIRONMENT — LOGICAL VIEW
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TABLE 1.1: CISCO CALL MANAGER CLUSTERS:

: ..--Cluster. e | Nunﬁ:e_:r;f'sﬁbﬁortad Sites Eshmated Number of ﬁﬁbngs -
— oo e

cuemwo 42| 1,306

CME/CUE | 19 800

TABLE 1.2: LISTING OF STATE LOCATIONS CURRENTLY UTILIZING IPT:

Address City State “Tzp
50 Rocky Branch Road _ Alum Creek Wy ' 25003 !
105 S. Eisenhower Drive _ Beckley |wv ! 25801 |

109 East Main Street Beckley Wy 25801
800 New River Town Center Beckley WV ' 25801
1101 Cambridge Place : Bridgeport Wy - 26330
83 Brushy Fork Road Buckhannon | wv 26201
2120 N Western Turnpike Burlington 7 wv 26710
1007 Bullitt Street Suite 400 - Charleston Wy 25301
101 Dee Drive Suite 103 | Chardeston = {wv | .25311_“
107 Capitol Street | Charleston lwvy 25301 |
1124 Smith Street | Charleston Clww 25301
1201 Greenbrier Street | Charleston o dww 25311
1207 Quarrier Street | charleston |wv | 25301
1321 Plaza East R | Charleston WV 4 25303
{ 1340 Smith Street | Charieston WV E 25301
1356 HansfordStreet | Charleston  wv | 25301
1409 Greenbrier Street | Charleston fwv 0 25311
| 1409 Washington Street | Charleston 1 Wy 25301
1596 Kanawha Bivd. E ' | Charleston _ lwv ' 25311
190 Dry Branch Drive | Charleston  lwv i 25306
1900 Kanawha Blvd _ | Charleston lwv | 25305
2019 Washington Street E | Charleston Cwv 25305
208 Hale Street | Charleston  fwv 25301
2101 Washington StreetE | Charleston o diwv 25305
231 Capitol Street _ ) 1§ Charleston wy ] 25301 |
300 Capitol Street | Charleston WY i 25301

350 CapitolStreet | Charleston - lwv L 25301
4101 MacCorkle Ave SE N Charleston  |wv [ 25304
4190 Washington Street W | Charleston WV ' 25313
14701 MacCorkle Ave SE | Charleston lwy 25304
4752 ChimneyDrive i Charleston | WV | 25302
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502 Eagle Mountain Road : . Charleston WV 25311 |
I'B05 C Capltol Street Suite 200 | Charleston i WV 25301
515 CentrqquA!g ' Charleston LWV 25302
| 5707 MacCorkle Ave SE Charleston Wy 25317
601 57th Street SE Charleston LWy 25304
""617 Leon Sullivan Way Charleston WV 25301
619 Virginia Street W | Charleston. WV 25302
7 Players Club Drive Suite 2 | Charleston WY 25311
{ 723 Kanawha Blvd E. Suite 700 Charleston Wv 25301
{816 Quarrier Street Sulte 300 Charleston wv 25301
900 Pennsylvania Ave ' Charleston | wy 25302
“One Davis Square 7 Charleston WV 25301
‘One Pl'a‘yers'mub Drive Charleston WV 25311
| Robert C. Byrd United States Courthouse " | Charleston wv 25301
908 Bullitt Strest “Charleston lwv 25301
| National Guard Armory Charleston wv 25311 |
| 153 West Main Street Suite B~ Clarksburg WV 26301
2460 Murphy's Run Road | Clarksburg wv 26301
284 Factory Street Suite 102 Clarksburg 1wy 26301
137 Peach Court Suite 2 Danville wv 25053
141 Forestry Camp Road Davis 1wy 26260
1201 DunbarAve Dunbar [wv 25064
{71023 N. Randolph Ave Elkins wy 26241
1025 N. Randolph Ave Elkins | Wv 26241
| 494 Elkview River Road § Elkview 1wy 25071
{ 2031 Pleasants Valley Road Suite 1 | Fairmont | Wy 26554
320 Adams Street Fairmont | wv 26554
416 Adams Street Fairmont 1wy 26544
420 Marion Square Fairmont a 26554
1159 Nick Rahall Greenway _ Fayetteville fwv 25840
- 156 Resource Lane __ Foster wv 125081
409 Wood Mountain Road Glen Jean WV 25880
103 Academy Street ‘| Glenville WV 26351
85 Industrial Park Road _Grantsville lwv 16147
801 Madison Ave Huntington WV 25701
115 Liberty Square . Hurricane 1 wv 25526
24 RulandRoad | Kearneysville .. |WV_ 25430
18 N. Tornado Way Keyser WV 26726
67 N. Tornado Way Keyser WV 26726
146 Stonehouse Road. Lewisburg wv _ 24901
'3293 Jefferson Street . Suite 105 | Lewisburg ilwv, 1 24901
1101 George Kostas Drive | Logan wv o 25601
130 Stratton Street Logan WV 25601
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| 467 Main Street Suite 401 | Madison } wvy i 25130
| 1014 South Raleigh Street ' Martinsburg : w0 25401 |
200 Viking Way | Martinsburg P WV 25402
38 Severna Parkway _ WMVartinsbu_rg_ Wy ' 7”'25404
| 433 Mid-Atlantic Park | Martinsburg _ LWy 25402
| 120 Water Plant Drive | Moorefield WY 26836
149 Robert C. Bvrd Industrlal Park i Moorefield Wy 26836 |
114 High Street 7 Morgantown twv o 26507
| 1415 Earl Core Road —— Niorgantown iwv | 26505
| 1525 Decker’s Creek Blvd | Morgantown wv 26505
! 304 Scott Ave B | Morgantown iwv | 26508 |
5000 GreenbagRoad | Morgantown lwy 26501 |
| 901 8th Street - | Moundsville lwv 26041
10 McJunkin Road | Nitro wv | 25143
| 550industrialDrive | oakHill__ wv 25901 |
549 Mall Road | OakHill [ wv 25901 |
225 Holiday Hills Drive }____Pg_rkersburg WV | 26101 |
_Z:S(E Lakeview Center | parkersburg o iwv _ 26101 |
400 Sth Street Parkersburg 1wy | 26101
601 Lubeck Ave | Parkersburg Wy 26101
'"‘5_(')7 Mission Drive I Parkersburg ~  wv 26101
9346 Eeneca Trail N : P_arsbns _ | ‘ i Wv 26287
| 53 Kiess Drive 7 | Petersburg WV B 26847
M?SchoolStreetSmte 301 3 Phllippi. - ) wv 26416 |
1767 Bearhole Road | pinevile [ wv 24874
| 1406 Kanawha Street | Point Pleasant | wv 25550
2807 Jackson Ave. Suite 200 | Ppoint Pleasant | wy i 25550
" 1 Walden Roush Way - | Point Pleasant lwv 25550
270 Hardwood Lane | Princeton | (wy 24740
901 Shelter Road | Princeton I WV 24740
"1186 North Mildred Street ) N ,7 i AR'_ar-l-s'oh - | wv } 25438
:'_E-Al_ngﬁbrthwestem pike Romney R | WV 26757 |
| 22278 Northwestern Prlilggﬂ Romney o iwy ) 26757 |
221 Herbert Ave __ﬁ Smithburg lwv 26436 N
| 324 4th Ave I south Charleston Lwv 25308
115 Church Street | Spencer wy 25276 |
321 Market Street | spencer ~wv 25276 |
g?&ﬁéiiﬂéctorkle Ave i St. Albans wy 25177 i
| 808 B StreetSulte 6 St. Albans wy 25177 |
: 1655 5. Pleasants Highway St Marys WV N 26170 B
707 Professional Park Drive ' Summerswlfe WV 26651
89 Rlchard Mmmch Drive Sutton ) LA 26601
3708 Sutton Lane N Sutton “_ ) fwv 26601

WS SRS ST
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Putnam Village Shopping Center Teays Wy 25569
1400 12th Street _ Vienna Wy 26105
{100 Municipal Plaza "] Weirton ) wy 26062
110 Park Ave. Suite 100 Welch WV 24801
! { 830 Virginia Ave | Welch WV 24801 |
840 Virginia Ave | Welch WV 24801 |
L 275 Depot Street ' Weston wy 26452
306 Market Place Mall Weston wv 26452 |
11 Commerce Drive Smte 204 o Westover -1 WV 26501
14 CommerceDrive Suite 1 | Westover Wy 26501 |
1324 Chapline Street Sunte 200 ' Wheeling Wwv 26003
69 16th Street T | Wheeling Wy 26003
225 E 3rd Ave | williamson wv 25661
| 12531 Winfield Road ' _ | Winfield Wy 25213 |
| 3266 Winfield Road | Winfield wy L 253 |

TABLE 1.3: INSTALLED CiSCO PHONE MODELS:

The State has made a large investment in Cisco phone sets and requests that the Vendor allow the State to
continue to use these sets until they are no longer supported by Cisco or the Operating System Software At
which time, the Vendor will replace the set.

=Tl _PhoneModel = ___Quantity
T Cisco 6921 | 36
T Cisco 7905 10
T T Ciseo 79086 1
. ' Cisco 7811 i 1 .
B Y T . 2
X Cisco 7925 i I 10
i Cisco7931 ' 1453
P Cisco 7936 B 35
j Cisco 7937 _ - 103 »
Cisco 7940 _ 802
__Cisco7941  f 781
_Cisco7942 = 1 2000
Cisco 7945 _ 537
Cisco 7960 ' ' ' 815
Cisco7961 =~ 703
Cisco7962 i i 434
Cisco 7965 93
T : R -
Ny R S
Cisco8811 » 774
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~ Cisco 8831 N 38
~ Cisco 8851 - 40
" Cisco 8861 N -
“CiscoB941 | 508
Cisco 8945 e — 1
R Cisco 8961 s 13
- _Ciso9951 V3
- GwATAE T 1
o CiscoATA187 2
_ Cisco IP Communicator , 36
~ Cisco Unified Client Services Framework 10
" Third-party AS-SIP Endpoint 3
_ Third-party SIP Device {Advanced) L 1
 Total | 9399

SECTION 2: HOSTED UCCAAS {VERIZON BUSINESS)

The State has an active contract with Verizon Business to provide a hosted and managed Unified
Communications and Collaboration as a Service (UCCaaS) cloud-based service. The State expects the winning
Vendor to transition all sites utilizing this service to their hosted solution prior ta the expiration of the contract
in October 2019. Tabie 2.1 below lists the agencies that are currently utilizing this service.

TABLE 2.1: STATE AGENCIES ON HOSTED UCCAAS:

| Agency N R .| Number ofS_uppt_alfted. o= Esti_inated#of.phohes o ,_"?
Tax and Revenue | ' 5 440
Department of Juvenile Services ' 1 ' 33
Governor’s Office and Mansion’ 2 82
Office of Tax Appeals 1 10

SECTION 3: CISCO UNIFIED CONTACT CENTER EXPRESS

The State’s Cisco Unified Contact Center Express deployment is hosted on the CUCM 7.x system and supports
eight (8) state call centers serving and estimated 500 contact center agents. The State expects the winning
Vendor to transition the Call Centers to the Vendor’s hosted virtual environment. Table 3.1 below lists the Call
Centers that are currently supported on the State’s CUCM 7.x system.

TABLE 3.1: CUCM 7.x CALL CENTERS:

Agency / Contact Center Estimated # of Agents
Public Employees Insurance Agency 713
Administration-Office of Technology Service Desk i ) 50
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Bureau of Children and Families (DHHR) I R .75
_Bureau for Child Support Enforcement (DHHR) ol — ' 23
DHHR-Poison Control Center o 30
Department of Transportation (DOT/DMV) ' _ ' ) 220
Department of Commerce _ ' B _ '_ 20
WV Business Line . N oas . 1

SECTION 4: VIRTUAL CONTACT CENTER {VERIZON BUSINESS)

The State is currently utilizing Verizon’s Virtual Contact Center service at two state agencies serving
approximately 85 agents. The State expects the virtual contact centers listed below in Table 4.1 to be converted
to the Vendor’s hosted virtual solution as part of this contact.

TABLE 4.1: VIRTUAL CONTACT CENTERS

Agency / Call Center : ot L Estimated # of Phones
! Department of Health and Human Resources {Central Intake Center) 43 :
Department of Health and Human Resources (Charleston Call Center} N 56
| Department of Tax and Revenue Services ' 20

SECTION 5: 24 HOUR STATE FACILITIES

The State facilities listed in Table 5.1 below require 24x7x365 support. Na additional charges ar overtima will
be authorized or paid if work is performed outside of Vendor's standard business hours.

TABLE 5.1: 24 HOUR FACILITIES

ste " Tocation lcty — sate [zip
i Jackie Withrow Hospital 105 S. Eisenhower Drive | Beckley TTwy 25801
| BCF - Centralized intaie ]| 350 Capitol Street ' Charleston wv 25301 |
'OEMS - NOROP | 89 Richard Minnich Drive | Sutton Twy | 28601
DIS - Lorrie Yeager Jr Juvenile " Te07 Mission Drive Parkersburg | WV } 26101
Services ; . L N
DJS — Rubenstein Juvenile Center _ 1_41 F_orestry CampRoad | Davis _ WV | 26260
DOC — Parkersburg Correctional 225 Holiday Hills Drive Parkersburg | Wv | 26104
Center .
DHHR- Center for Threat 505 Capitol St. Suite 200 | Charleston | WV | 26301
Preparedness : |
DHHR- Chief Medical Examiner 619 Virginia St W Charleston wv {25302
_DMAPS - Homeland Fusion Center | 1900 Kanawha Blvd.  Charleston WV | 25305
DOC - Charleston Correctional Center | 1356 Hansford Street Charleston WV | 25301
DOT- Traffic Management Center | 1900 Kanawha BIvd,, E. | Charleston WV 25305
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| DHSEM - Homeland Securityand | National Guard Armory, | Charleston LWy 25311 |
| Emergency Management | 1703 Coonskin Drive | i ‘
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Please reference the Addendum Acknowledgement(s) provided on the following page(s).
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ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: CRFP 0212 SWC1900000001

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to each addendum received)

Addendum No. 1 [ ] Addendum No.6
/] Addendum No. 2 [ | Addendum No.7
/| Addendum No. 3 [D Addendum No. 8
[ ] Addendum No.4 (] Addendum No.9
D Addendum No. 5 [D Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. I
further understand that that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

Verizon Business Network Services Inc. an hahalf of MGl Communications Servicas, lnc. dba Varizon Business Sarvices

=

Authorized Signature

November 20, 2018

Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.



ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: CRFP 0212 SWC1900000001

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc,

Addendum Numbers Received:
(Check the box next to each addendum received)

Addendum No. 1 ID
|' Addendum No. 2

| Addendum No. 3 D

[v'] Addendum No. 4 ]
[} AddendumNo.s [ ]

Addendum No. 6

Addendum No. 7

Addendum No. 8

Addendum No. 9

Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. I
further understand that that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

Varizon Business Network Services Inc. on behalf of MCI Communicalions Servicas, Inc. dba Verizon Businass Services

L=

Authorized Signature

November 20, 2018

Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.



ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: CRFP 0212 SWC1900000001

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to each addendum received)

V'] Addendum No. 1 [ ] AddendumNo.6
|[¥] Addendum No. 2 { )] AddendumNo.7
/] Addendum No. 3 [ ] AddendumNo.8
|v] Addendum No. 4 { } AddendumNo.9
Addendum No. 5 [ ] AddendumNo.10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. 1
further understand that that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

'erizol L] : r‘c on bel of ommunications Services, Inc. dba Yerizon Business Services
V/ L & \) Company
! Authorized Signature
November 20, 2018
Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.
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Appendix C. Verizon VCC Powered by NICE
inContact Security

Please refer to our attached icon(s) below, pertaining to the Verizon Virtual Contact Center
(VCC) Powered by NICE inContact Security documentation. For hardcopy purposes, please
review the following page(s).

S = [ rir |

M

inContact Security NICE inContact NICE inContact
Statement.pdf  Security Program.pdf Technical FAQ.PDF
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inContact Security Statement

Introduction

Businesses today leverage cloud services to solve and address their business needs because
these services are cost effective, elastic, scalable, and configurable. While benefits are
demonstrable and significant, surveys indicate that one of the primary concerns for customers
considering cloud services is security.

inContact maintains a layered approach that presents a profile of inContact defense-in-depth to
assure customers/tenants that their data is managed securely. This document addresses those
measures that inContact maintains to safeguard a customer's data security layers.

inContact Cloud Service Security Objectives

In order to implement and properly maintain a robust information security function, inContact,
overseen by the Trust Office, recognizes the importance of and takes steps to ensure:

¢ Understanding inContact's information security requirements and the need to establish
policy and objectives for information security

« Implementing operating controls to manage inContact information security risks in the
context of overall business risks

» Ensuring all users of inContact information assets are aware of their responsibilities in
protecting those assets

» Monitoring and reviewing the performance and effectiveness of information security
policies and controls

= Continual improvement based on assessment, measurement and changes that affect
risk

« Initiating action to define, detect, assign, and assure that threats are managed

¢ Maintain a struciure that aiiows discrete empioyee assignments for the policies,

procedures and practices necessary for security, along with training and tools to
maintain varied security features.

R T e B T O T T (Lo e A e

! This document reflects inContact’s current processes and procedures, which may change from time to time as best practices

I and business needs evolve. This document is for informational purposes only. inContact MAKES NO WARRANTIES,

i EXPRESS, IMPLIED, OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT. Nothing in this document shall create
any legal obligations or rights.
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inContact

Data Center and Physical Security

inContact operates in geographically diverse, carrier grade data centers. Each data center is
equipped with security measures designed for a high level of security and reliability. These
measures include:

Geographically diverse data centers, with locations in Dallas TX and Los Angeles CA.
- Level 3 providing the data center in Dallas and Coresite in Los Angeles
Emergency, building supplied generators and UPS for back-up power

Dual-interlock, pre-action, dry-pipe fire suppression

Earthquake and explosion resistant construction

Environmental climate controls — fully redundant cooling

Raised flooring and floor to true ceiling walls

24x7 closed-circuit video

Card access

Alarmed doars

Redundant and multiple transmission services facility entrances

System Account Controls

inContact utilizes measures to control unauthorized access to its network and systems. These
measures include:

20f51 1119720156

Unique identifiers for system access
Logging and monitoring of system acess

Multi-factor authentication for all remote access to production systems

This document reflects inContact’s current processes and procedures, which may change from time to time as best practices

¢ and business needs evolve. This document is for informational purposes only. inContact MAKES NO WARRANTIES,

EXPRESS, IMPLIED, OR STATUTORY, AS TO THE INFORMATICN IN THIS DOCUMENT. Nothing in this document shall create

| any legal obligations or rights.
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Data Storage Security

Secure delivery, and protection of customer data are key components of inContact services.
inContact employs the following data security measures:

Role-based access controls

Raid 10 3PAR encrypted storage arrays (SAN)

Data backups and site to site real time data replication
Encrypted FTP storage solutions

Data destruction procedures end of life systems

Data Transmission and Network Security

inContact ensures the confidentiality and integrity of customer data in transit

L]

Secure data transmission using HTTPS port 443

Next generation firewalls with IDS/IPS

VPN services available for certain services including VolP
Secure MPLS services for VolP

Separate Production and Administration networks
Monthly network scans (Qualys)

Internai vulnerability scanning (Nessus)

Yearly penetration testing by a 3™ party

Web services hosted from secure DMZ's

SFTP data transfer services

Separation of Data

inContact implements measures that ensure the separate processing of data collected for
different purposes.
The separation of data processing is accomplished by:

e E T

Access to data between tenants or business units is separated through application
security to restrict access appropriately by user profile

Information in database uses unique business unit identifiers to logically separate tenant
data

Administrative access to data is restricted to small number of closely managed inContact
administrators

Access to data in the databases is done through stored procedures using only approved
accounts

Access to the database is only allowed from trusted servers

. o B B o o e T ST T e B 25 e M B T Kl

i This document reflects InGontact's current processes and procedures, which may change from time to time as best practices
i and business needs evolve. This document is for informational purposes only. inContact MAKES NO WARRANTIES,

i EXPRESS, IMPLIED, OR STATUTORY, AS TQ THE INFORMATION IN THIS DOCUMENT. Nothing in this document shall create
| any legal obligatfons or rfights.
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Management

Eyes on the network, monitoring performance and security is integral to inContact’s Security
Program

7 x 24 Global Network Operations Center (NOC)

o Salt Lake City and Philippines

Alerting tools to notify NOC about system performance

Security logging and alerting

Formalized change management process

Anti-virus protection

Monthly patch management

Segregation of duties between development, deployment and operations

Change validation procedures

Compliance

inContact management of information and information assets are subject to statutory,
regulatory, and contractual security requirements. inContact maintains an Internal Audit
department with dedicated officers to comply with state, federal and international requirements.

“4of5 | 1192016

PCI

SOX 404 (Mandated by SEC with annual report found on SEC.GOV)
Customer Proprietary Network Information (CPNI)

U.S. and international export controls

PUC & FCC telecom regulations

CVAA Communication and Video Accessibility Act

European Union privacy requirements

Safe Harbor

S0OC 2 Type 2

Red Flag Rule — Identity Theft

AR TR e e e BT i -_—

This document reflects inContact’s current processes and procedures, which may change from time to time as bost practices
and business needs evolve. This document is for Informational purposes only. inContact MAKES NG WARRANTIES,
EXPRESS, IMPLIED, OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT. Nothing in this document shall create

| any legal obligations or rights.
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Trust

Secure Development

The core level of security controls at inContact is centered on secure development of our

software platform. inContact employs development measures including:
e Agile development (SCRUM)
e _Net managed code to enhance security
+ Source code management using Microsoft Team Foundation Server
e Secure code training
» Appiication of OWASP principies for coding and QA
= Multiple environments: development, test, staging, beta and production
= Regression testing
» Redundant and fault tolerant application design

T — e — - —

This document reflects inCentact’s current processes and procedures, which may change from time to time as best practices
and business needs evolva. This document is for informational purposes only. inContact MAKES NO WARRANTIES,
| EXPRESS, IMPLIED, OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT. Nothing in this document shall create
| any legal obligations or rights.
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HISE - viContact C

Section 1: Introduction

Definitions
Cloud:

Control:

Information Asset:

Information Security:

Physical Asset:
Policy:

Risk:

Risk Assessment:

Risk Evaluation:
Risk Management:
Threat:

Vulnerability:

Computing, storage, telecom and software services, using an
laaS, Paa$S or Saa$ infrastructure delivery model, that are hosted
and managed in all or part by an external provider, that provides
elastic capacities and access to services via a web or VPN
interface.

Means of managing risk, including policies, procedures,
guidelines, practices or organizational structures, which can be
of administrative, technical, management, or legal nature.

Non-tangible item that has value to the company.

Preservation of confidentiality, integrity and availability of
information; in addition, other properties, such as authenticity,
accountability, non-repudiation, and reliability can also be
involved.

Tangible item that has value to the company.

Overall intention and direction as formally expressed by
management.

The likelihood of a threat agent taking advantage of vulnerability
and the resulting business impact.

Overall process of risk analysis and risk evaluation.

Process of comparing the estimated risk against given risk
criteria to determine the significance of the risk.

Coordinated activities to direct and control the agency with
regard to risk.

A potential cause of an unwanted incident, which may result in
harm to a system or the agency.

A weakness of an asset or group of assets that can be exploited
by one or more threats.

Authority (Policy & Procedure list)

Change Management Policy 11-26-2008
Anti-Fraud Policy 10-08-2007
Contracting Policy 05-11-2010
Maobile Device Policy and Procedure 02-01-2011

9/19/2017
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Mobile Device Acceptable Use Policy 11-13-2012
Red Flags Policy 12-02-2010
Employee Handbook 02-01-2011
NICE Code of Ethics 06-07-2007
Computer Network Security Policy 12-02-2010
Document Retention Policy 07-08-2009
Fixed and Intangible Asset Palicy 11-17-2009
Standard Operating Procedure Policy 11-11-2010
Personnei Security Policy 10-26-2012
Remote Telecommuting Policy 04-3-2013

Encryption Security Policy 10-26-2012
System Maintenance Policy 10-26-2012
Server Security Palicy 07-05-2012
Help Desk Process Manual 09-27-2010
Bill Cycle Processing 11-11-2010
Critical Vendor Process 11/20/2012
Customer Setup and Contract Review 10-22-2010
Alarms and Alerts Response 10-27-2010
Incident Management Plan 11-19-2014
Incident Management Process 05-18-2010
Employee Termination Procedures 01-01-2011
Log File Process 01-01-2012
New Employee Background Check 10-10-2010
New Employee Drug Screen 10-28-2010
Security Access Badge Process 10-28-2010
Data Center Maintenance/Work Guide Lines 12-15-2009
NICE inContact Technical Controls 09-30-2010
Network Architecture Confidentiality 10-23-2013
Whistleblower Response Process 05-18-2010
New Hire Process 09-26-2012
Technical Support & NOC Disaster Recovery 05-23-2013
System Configuration Document Process 11-1-2013

Secure Development Lifecycle 09-12-2014
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PCI 12-31-2010
CPNI 01-01-2010°
FedRAMP Assess Only (Federal Risk and Authorization Management

Program approval from Army Medical) 07/31/2017
SOX 404 12-31-2010
50C 2 Type |1 (SAS70) 12-31-2010
Safe Harbor 04-21-2009
ICO Data Protection Registration 11-19-2010

* The above policies, procedures, and Certifications are reviewed/renewed annually.

Roles and Responsibilities

Cso

Trust Office Director

Corporate Compliance
and Internal Audit
Director

Compliance Department

Information Owner

User

9/19/2017

Responsible for information security in the company,
for reducing risk exposure, and for ensuring the
company's activities do not introduce undue risk. The
Chief Security Officer also oversees and directs
compliance with government and regulatory standards,
security initiatives, and security policies.

Responsible for ensuring compliance with existing
security policies, analyzing effectiveness of existing
security policies, and developing and training new
security policies and procedures.

Responsible for company compliance with current and
future compliance, internal regulatory and government
requirements and reporting. The Director of Corporate
Compliance and Internal Audit are also responsible for
communicating with the Risk Assessment Committee
and reporting security incidents.

Responsible for the coordination and completion of all
government, regulatory, and compliance documents for
all entities nationally and internationally.

Respensible for creating initial information
classifications, approving decisions regarding controls
and access privileges, and ensuring regular reviews to
manage changes to risk.

Responsible for complying with policies, procedures,
and practices.

Proprietary and Confidential 6of 35
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NICE inContact Security Program

About NICE inContact

NICE inContact, Inc. has been purchased by NICE Systems of Paramus, New Jersey. NICE
inContact continues to function as a corporate entity. NICE inContact and subsidiaries
employ over 1200 people in the United States and abroad. NICE inContact helps call
centers around the globe create profitable customer experiences through its powerful
portfolio of cloud-based call center call routing, self-service and agent optimization
solutions. The company's services and solutions enable call centers to operate more
efficiently, optimize the cost and quality of every customer interaction, create new
pathways to profit and ensure ongoing customer—centric business improvement and
growth.

NICE inContact technical infrastructure allows for multiple choices of carriers to prevent
disaster and individual carrier outages from impacting service. Its active-active database
and redundant device architecture assures highly available services. Its flexible data
stores allow for elastic capacity management of data storage capacity.

NICE inContact’s sophisticated cloud-based technology gives customer call centers many
advantages not available with traditional premise-based systems. Aside from being far
more cost effective, NICE inContact allows call centers to create a differentiated and
profitable customer experience. NICE inContact enables call centers to understand their
customer preferences, touch points, and channels; optimize the mix of self-service and
agent-managed contacts; and deliver customer-centric business insights. To learn more
about NICE inContact, visit www.incontact.com. For more about the parent company
NICE Ltd., visit www.nice.com
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Understand customer

preferences, touch
ﬁ points, and channels

Deliver customer- | Optimize the mix
centric business of self-service
insights and agent-

managed (2]
contacts

The NICE inContact platform includes an ACD with skills-based routing, IVR with speech
recognition, CT| capabiiities, reporting, Workforce Optimization, Dialer, AP! (customer’s
and/or developers use API to develop solutions), and hiring and customer feedback
measurement tools. Together, the NICE inContact platform creates an integrated, all-in-
one solution for operations seeking to support call centers, including those with a
distributed workforce, either at-home or multi-site. ™

** Ventana Research

Section 2: Security Governance

Security Program Objective

Many businesses today are interested in using Cloud services to solve and address their
business needs. Cloud services are of interest for these businesses because such services
are cost effective, elastic, scalable, and configurable. While these benefits are significant,
many customers are concerned that using a Cloud provider will negatively impact their
ability to operate securely.
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Information and operational security are critical business issues for both NICE inContact
and its customers. The objective of security is to identify risks, assess, and take steps to
avoid or mitigate those risks to the information assets of NICE inContact and its

customers.

In order to implement and properly maintain a robust information security function,
NICE inContact, overseen by the Trust Office, recognizes the importance of and takes
steps to insure:

9/19/2017

Understanding NICE inContact's information security requirements and the
need to establish policy and objectives for information security

Implementing and operating controls to manage NICE inContact information
security risks in the context of overall business risks

Ensuring all users of NICE inContact information assets are aware of their
responsibilities in protecting those assets

Monitoring and reviewing the performance and effectiveness of information
security policies and controls

Continual improvement based on assessment, measurement and changes
that affect risk

Initiating action to define, detect, assign, and assure that threats are managed
Discrete employee assignments, along with training and tools to maintain

o Vulnerability and penetration assessments (Trust Office scan and pen
testing processes, procedures, and action plans);

o Security assessment measures within the network (NOC department
monitoring and alerting backed by processes and tools), Network
Architecture, Network Engineering, and Systems Administration
departments as SMEs to go along with monitored device process (Edge
devices, IDS, IPS, etc.); Scanning traffic and configurations (BMC Truesite)
and Training (department specific security training}.

o Security documentation. (Specific members of the Trust Office manage
and deliver artifacts and security assurance to internal and external
requestors. And the Internal Audit department verifies content of such
artifacts as this NICE inContact Security Program, a SOC 2 Type 2 Report,
a PC] Attestation of Compliance, a Privacy Policy, and the many policies a
standard operating procedure document that define specific vertical
responsibilities. The Trust Office assures that these security documents are
complied with inside the organization.)

o Disaster recovery/business continuity plans. (The Trust Office assigns a
person to be responsible for reviewing and updating the Resiliency Event
Management plan with an executive summary.)
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o Compliance with various security verification infrastructures. (An Internal
Audit/Trust Department which schedules and executes audits. These
audits produce such artifacts as SOC 2 Type 2 Report, PCI Attestation of
Compliance, Privacy Policy including Privacy Shield, HITRUST and assure
adherence to the many policies and standard operating procedure
documents that define specific vertical responsibilities that relate to
internal and customer security. These artifacts are reviewed on a regular
basis.)

NICE inContact Security Program

o Compliance with policies and procedures. (An assigned member of the
internal Audit Department is a compliance subject matter expert, and
evaluates, creates, and schedules Security Awareness, Policy, European
Data Directive and the upcoming GRDP, and HIPAA Training which is
delivered to all or appropriate members of NICE inContact's workforce.)

o Detection and prevention of system failures. (NOC subject matter experts
are tasked with monitoring and alerting systems, and are backed by
processes and tools), monitored device process (Edge devices, IDS, IPS,
etc.), Scanning traffic and configurations (BMC Truesight) Training (group
specific security training.)

Security Components

Governance

Governance is an essential component for the long-term strategy and direction of NICE
inContact with respect to the security policies and risk management program.
Governance requires executive management involvement, approval, and ongoing
support. It also requires an organizational structure that can inform and advise executive,
business and information technology management on security issues and acceptable risk
levels.

Governance Structure

The Executive Committee is comprised of the executive officers of NICE inContact and
is responsible for the strategy and day to day operations which include the oversight of
the security programs and policies.

The Steering Committee is comprised of the executive officers of NICE inContact. The
Steering Committee is responsible for all NICE inContact policies as well as the
prioritizing and mitigation of risks.

The Risk Assessment Committee is comprised of individuals from within the
Company. The committee identifies and evaluates risks that exist from an
operational and financial perspective. This committee considers and recommends
formal processes and procedures to assess and mitigate risk in these various
areas. Ultimately this committee is responsible to identify and ensure mitigation
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of identified risk. If risks are not mitigated the committee is responsible for
ensuring that management is not only aware of but has accepted said risk factors.

NICE inContact Security Program

Internal Audit consists of trained auditors and compliance personnel. This team
provides assurance through audits, develops and reviews internal policies and
procedures, coordinates and manages external auditors and audit processes, and
performs necessary regulatory, compliance and incident reporting. This team is
independent from the Company which ensures compliance with regulations and
company policies and procedures by performing audit procedures. It is responsible for
Enterprise Risk Management, identifying and recommending t¢ management course of
action that would eliminate or reduce identified risk factors. Internal Audit consults with
management on all strategic areas including security.

The Trust Office is tasked with leveraging best industry security practices into NICE
inContact transparency. Transparency gives assurances to both customers and auditors
that NICE inContact protects customer data. The Trust Office’s mandate is to apply to the
NICE inContact's business the principles of high reliability, high performance, and high
security.

The Trust Office consists of Company employees trained in security methods. This team
works within the Company to identify risks and develop methods to mitigate those risks.
This team creates training, coordinates and supports operational security activities for
business continuity planning, disaster recovery, best practices, standard operating
procedures, product security and testing.

An important part of Trust's charter is identification and remediation of risks from
security threats. Trust performs regular scans and testing (see Testing NICE inContact
Vulnerability Surfaces heading in Cocmpliance section below) of its Cloud threat surfaces
using qualified resources and tools.

Human Resources (HR) consists of Company employees trained in the administration of
personnel. HR is responsible for administration of company employee policies and
procedures as well as hiring and termination policies and procedures.

Training is comprised of Company employees. Training is responsible for training
customers on NICE inContact products and services, and provides training to employees
on Company tools, methods, procedures and policies, including security awareness
training and the company policy handbook.

NICE inContact Managers are responsible for the administration of their respective
teams and the implementation of Company policies and procedures.
Risk Management

Risk Management is about identifying potential threats -- the probability, likelihood and
impact of threats to the company. Economy is part of proper assessment. Risk
management is the process that allows NICE inContact to balance the operational and
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economic costs associated with its controls to ensure optimal support of its mission to
protect NICE inContact and its information assets.

Risk management includes:

1) Identify the risks
a. ldentify Company assets and information owners
b. ldentify Threats to those assets
¢. ldentify vulnerabilities that might threaten those assets

2} Analyze and evaluate the risks
a. Assess the business impact that might result from security failures
b. Assess the likelihood of a security failure.
¢. Estimate the level of risk
d. Determine whether the risks are acceptable

3) ldentify and evaluate options for the mitigation of risk
a. Transfer the risk
b. Avoid the risk
¢. Apply controls to compensate for the risk
d. Accept the risk

4) Select control objectives and controls for the mitigation of risks

Because no one control can achieve complete security, additional management action
exists o monitor, evaluate and improve the effectiveness of security controls in the
support of the Company objectives.

Security Policies and Objectives

Security Policy

Security policy provides direction and support for information and operational security in
accordance with NICE inContact’s requirements and any governing laws and regulations.
All security policies are approved by the Company's Steering Committee, published and
communicated to employees and any relevant external parties.

Information security policies are reviewed at least annually or more frequently if
significant changes occur, to ensure their continuing suitability, adequacy, and
effectiveness. Reviews include assessing opportunities for improvement of NICE
inContact’s information security policies and approach to managing information security
in response to changes to NICE inContact’s environment, new threats and risks, business
circumstances, legal and policy implications, and technical environment.
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NICE inContact Security Program

Security Objectives

To ensure the protection of NICE inContact’s business information, which includes
the confidentiality, integrity, and availability of its data

To safeguard information of its clients which NICE inContact has contractual
obligations to protect

To ensure that management and staff have an appropriate level of knowledge and
awareness that will allow them to minimize the impact and occurrence of any
security events

To ensure that NICE inContact can continue its operational activities for itself and
its customers in the event of any significant security event

To comply with all state, federal, and international regulatory requirements in
which NICE inContact is licensed to do business

To create a safe, secure and productive working environment for employees while
maximizing company profits

Section 3: Assets

Fixed and Intangible Asset Management

The purpose of asset management is to maintain the appropriate protection of the
assets of NICE inContact and its clients. This requires all information assets and their
owners be identified. Asset owners are responsible for classification of those assets and
the maintenance of appropriate controls.

Asset Management Objectives

Ensure the cost-effective support of strategic decision making
Gain control and ensure the security of the inventory

Increase accountability to ensure compliance

Enhance performance of assets and the life cycle management

Protect the confidentiality, integrity, and availability of all information assets

Assets

* Products, designs, logos and collateral
e NICE inContact name and brand

e Employee Data

« Stockholder information

e Customer information

9/19/2017 Proprietary and Confidential 13 of 35



g - rcontact CXO0O)

NICE inContact Security Program
s Software technology and patents
+ Capital assets
« Hardware
» Computer equipment
« Tangible assets
+ Contracts and terms of agreement
s Financial data
= Email and any database of email archives
s Sales orders and customer and prospective customer database
e Billing systems, records and data necessary for billing

« All line of business software necessary to monitor, manage, control, process
and bill

* Business plans

* Legal and regulatory information

Section 4: Human Resources

Human Resources Security

All employees, volunteers, contractors, and third-party users of NICE inContact
information and information assets must understand their responsibilities and be
deemed suitable for the roles they are considered for to reduce the risk of theft, fraud or
misuse. Security responsibilities are addressed prior to employment in position job
descriptions and any associated terms and conditions of employment. Where
appropriate, all candidates for employment, volunteer work, contractors, and third-party
users are adequately screened, according to the Company's Background Check Policy,
especially for roles that require access to sensitive information. Management is
responsible to ensure security is applied through an individual’'s employment with NICE
inContact.

All employees undergo background checks. These checks include drug testing,
employment verification, education verification, checking for felonies and misdemeanors
in counties of residence for the past 7 years, and, if the candidate is in a position of cash
responsibility, a credit check is also included.

NICE inContact requires all vendors, contractors and parties with access to NICE
inContact or tenant data to undergo a vendor security assessment. This assessment
includes requirements for background checks, security awareness training and access
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controls to ensure that our vendors and contractors have the capability of maintaining
safeguards to protect such data.

NICE inContact Security Program

Personnel are required to attend security awareness training upon hire. Employees are
required to sign non-disclosure agreements and acknowledge receipt of training on
company policies, Code of Ethics, and Customer Proprietary Network Information (CPNI).
All employees receive appropriate security awareness training and additionally, regular
updates on policies and procedures as relevant for their job function. NICE inContact’s
annual security awareness training includes acknowledgement and participation tracking.
HIPAA and Medicare/Medicaid training is required and tracked for appropriate support
staff.

Employee access, permissions, and job roles align with their job descriptions. All
employees are reviewed for performance against geals and company policies at least
annually.

Procedures exist to ensure an employee’s, volunteer’s, contractor’s or third party's
termination from NICE inContact is monitored and the return of all equipment and
removal of all access rights are completed.

Human Resource Risk Assigned to Job Descriptions

All NICE inContact employees, by the nature of the NICE inContact business model,
interface on multiple levels with customer data.

While some data may be restricted based on need-to-know, an employee may at any
time be required to service a customer at a level which may involve viewing customer
data of whatever sensitivity classification. Within the NICE inContact corporate and
customer domains, only appropriate employees have access to company and customer
private, confidential, and sensitive data, as defined in the NICE inContact Data
Classification Standard Operating Procedure.

That said, NICE inContact uses a risk ranking system (see matrix below) which rates
employees high, moderate, and low regarding risk. Because of the NICE inContact
business model, NICE inContact employees are rated at one of two risk levels, high or
moderate.

Thus, Finance, Operations, Research and Design, Technical Support, information
Technology, Help Desk, Professional Services and Implementations are assigned a High-
Risk rating. Sales, Human Resources, Collections, and all other staff are rated at
Moderate Risk..

All members of the executive committee are also ranked at High Risk.
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Risk to Job Description Matrix

MIGE nContact

Classification

Risk ranking

NICE
inContact
FPersonnel
Permission
Levels

Screening Criteria

Special-Sensitive

+ Admin

| Access te sensitive Gompliance and

: sensitive data (PRH) and all data below

Access to any other intelligence-related
Special Sensitive information or involvement
in Top Secret Special Access Programs

| (SAP)

" Any other position the company

! management determines to be at a higher
level than Critical-Sensitive due to special
requirements from compliance organizations

Ciitical-Sensitive & !

Moderate

: All other
% access

Non-crtical-sensitive

sensitive and critical (PRM)

The aajudicalion, recommendation of
adjudicative determinations, and/or granting

£

I -

| Access to non-compliance data, considered
1

’

.

1

|

!

| of personnel security clearances

i Duty on personnel security boards

I‘Any other positions related to company
I security requiring the same degree of trust.

| Nongritical-Sensitive- Positions with the

I potential to cause damage to the company's
: security, up to and including damage at the
: significant or serious level.

potential to cause damage to the company's
security, up to and including damage at the
i significant or serious level.

i Noncritical-Sensitive- Positions with the
{

Non-criticai-non-sensitive i

4

Low

T -NIA

| N/A

Human Resource Security Objectives

NICE inContact will hire qualified ethical individuals capable of fulfilling the requirements
of jobs and tasks while maintaining the confidentiality and integrity of NiCE inContact
and its customers' information.

9/19/2017
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NICE inContact Security Program

Section 5: Corporate Facilities

Physical and Environmental Security

The objective of physical and environment security is to prevent unauthorized physical
access, damage, theft, compromise, and interference to NICE inContact’s information and
facilities. Locations housing critical or sensitive information or information assets are
secured with appropriate security barriers and entry controls. Facilities are physically
protected from unauthorized access, damage and interference. Secure areas are
protected by appropriate security entry controls to ensure that only authorized
personnel are allowed access. Security is applied to off-site equipment. All equipment
containing storage media is checked to ensure that any sensitive data and licensed
software has been removed or securely overwritten prior to disposal or release.
Physical and Environmental Security Objective

NICE inContact will have and maintain offices and data centers that promote the security,
ensure the integrity and facilitate the business continuity of its employees, data, services
and business operations.

NICE inContact Physical Security Requirements
1) 24x7 security utilizing live guards and or CCTV
2) Physical controls including card key access and pictured identification cards
3) Backup generator to provide protected power
4) UPS and battery protected systems
5) Redundant cooling systems
6) Environmental monitars are required for fire, smoke, heat and water

7)  NICE inContact and NICE inContact authorized personnel are allowed access to
the site

8) Managed access for authorized vendors and third parties

9) Redundant facilities for voice and data services

10) Redundant design for all real-time processing computer and storage systems
11) Fault tolerant design for network, storage and computing hardware systems

12) All systems and applications are monitored 24x7 for operational integrity,
unauthorized activity, and performance

13) Floor to ceiling barrier

14} lLocked equipment cages/cabinets
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NICE inContact Security Program

Physical Access Records

Employees’ physical access to NICE inContact facilities is logged, and these access logs are
reviewed semi-annually.

NICE inContact maintains Data Center site visitor access records, and reviews these site
visitor access records quarterly.

Section 6: Operations

Operations Management

Procedures for Managing Sensitive Information

NICE inContact has implemented industry best practice measures for management of
sensitive information. Such management includes storing and handling sensitive
information measures so that customers can be assured that their data is managed
securely. These practices are backed by policies and processes for those who manage the
information.

¢ Policies outlining responsibilities and procedures specifying process for the
secure management and operation of all information classifications,
processing equipment and facilities have been established. The Computer
Network Security Policy, System Maintenance Policy, Server Security Policy,
Mobile Device Policy, are among the multiple policies mentioned at the
beginning of this document that define the roles and responsibilities for
secure management.

» Documented and implemented procedures for classifying, handling and
storing information exist to protect information from unauthorized disclosure
or misuse. Our Document Retention Process classifies data and indicates how
long various classifications of data should be retained. Customer data is
designated as sensitive.

» |tis prohibited to use remote access technologies to copy, move, or store
sensitive data on local hard drives and removable electronic media.

e Itisimportant to note here that platform customers must classify their own
data, and removing data from NICE inContact systems, while being enabled
to do so by platform design, is determined by the customer,

= Policies and procedures establish the use of segregation where appropriate,
to reduce the risk of negligent or deliberate system or information misuse.

» NICE inContact requires a minimum amount of data to perform its services. It
requires a set of core data to process calls and contacts, including agent
name, email address, and any phone numbers to dial, some set of skills,
teams and campaign identification, and agent performance data. Data can
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also include call recordings, and workforce optimization, if chosen. Tenants
design their workflow with our professional services department to store only
that data necessary to perform needed functions, and thus minimize risk.

NICE inContact Security Program

e It is therefore noted here that tenants are responsible for limiting the amount
to their data collected within the system, including limiting the time such
information is retained to that reasonably necessary to accomplish such
purpose, and limiting access to those persons who are reasonably required to
know such information in order to accomplish such purpose, or to comply
with state or federal record retention requirements.

= Media is controlled to prevent the modification, removal or loss of
information and interruption to business activities.

e Media containing information is protected against unauthorized access,
misuse or corruption during transportation beyond NICE inContact’s physical
boundaries.

e Employees are trained on what sensitive data consists of (PHI, ePHI, PII, PCI,
and other designated data) and acknowledge this training, which includes
that, in the ordinary course of business, they cannot keep, access, or transport
records containing NICE inContact or tenant data outside of the business
premises.

* Employees authorized in a support role may find it necessary to access
customer data. Such access is always accompanied by a documented case
within NICE inContact’s Salesforce CRM, and this access includes a business
reason, with notations of action taken.

= NICE inContact utilizes FIPS 140-2 compliant AES 256 encryption on its self-
encrypting drive technology which secures data at rest.

= NICE inContact's WFO and QM provide encryption of call recordings.
Transmission of information over unprotected networks utilizes strong
encryption to protect data in transit.

¢ With each company policy comes a violation section, stating that "Gross
negligence or willful disclosure leading to illicit exposure of NICE inContact
information or customer information may resuit in prosecution for
misdemeanor or felony resuiting in fines, imprisonment, civil liability, and/or
dismissal. Non-compliance with this policy can result in disciplinary action up
to and including termination. In rare cases, a business case for non-
compliance can be established; in all such cases, the non-compliance
situation must be approved in advance through a risk acceptance process.”

The scope of the security measures is reviewed at least annually and against material
changes in business practices that may reasonably implicate the security or integrity of
records containing tenant data.
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NICE inContact Security Program

Portable Device Process

Portable devices such as laptops, and media storage devices such as flash drives, USB
drives, thumb drives, jump drives, handhelds, tablets, smart phones, or zip drives have
rules and procedures for their use in both transporting and storing information that
achieves the business objective for their use and minimizes the risks associated with the
loss, theft or misuse of those portable devices. All data identified as customer or client
data, including, but not limited to, rates, contracts, emails, billing information and all data
identified as private information kept on portable storage devices must be encrypted.
Portable drive devices must meet the requirements of company policies and receive
approval of the Help Desk and tearmn management. Mobile Device Management (MDM}
software and systems have been implemented to manage/enforce policies for company
intelligent devices such as tablets and smart phones.

Cloud Storage file storage services
NICE inContact Third party cloud storage may be utilized for storage. NICE inContact
currently utilizes Amazon S3 for this storage.

Operations Management Objective

The objective of the management of sensitive data is to ensure the confidentiality,
integrity and availability of sensitive and critical data.

Change Management

NICE inContact actively maintains a Change Control Management program based on a
Change Management Policy. This policy provides the administration support for the
overall change process including submission, validation and confirmation of the Change
Control Request (CCR) from start to finish. A CCR is the form used to request a change to
a production system. A Change Activities Board (CAB) convenes consisting of specific
personnel responsible for various elements of the production environment and
representing the best source of knowledge to evaluate each submission as it impacts
various areas of the production environment.

This includes change management for the following:
s IT Project Requests
» Database Administration
« Billing Requests
» Network Operations Projects
» Production Systems Administration Projects
o Change Control Requests

The objectives, test plans and steps, impact and risk assessments, peer review and
approvals (sign off by at least three designated change management personnel), and
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outcomes are considered within this regularly scheduled Change Activities Board
meeting (corporate and production changes considered separately), Emergency changes
follow similar approval with an attestation process.

NICE inContact Security Program

The above elements are archived within the company CRM.

Access Control

The access control covered in this section is referring to the underlying infrastructure of
the NICE inContact platform, and not to the tenant application access.

Access to NICE inContact network and system infrastructure, (configuration information,
hardware systems, configuration information, and information processing facilities), and
business processes are controlled on the basis of business and security requirements and
best practices. Procedures are implemented to contro! access rights and identifiers to
information, information systems, and services based upon a need-to-know, and these
requirements are typically defined in personnel job descriptions. Users are trained on
responsibilities to maintain effective access controls, particularly regarding the use of
passwords. Users are also trained on their responsibilities to ensure unattended
equipment has appropriate protection. Access by terminated employees and employees
who have changed jobs is promptly disabled. Steps are taken to restrict operating
system access to authorized users. Protection is required according to the risks
associated with using mobile computing and teleworking facilities.

Access Control Management Objectives

1. Control access to Company and tenant information

2. Ensure that access controls meet Cormpany business and Security reguirements
3. Control access to NICE inContact data centers

4. Control access to NICE inContact’s business processes

5. Access and identifier control ruies comply with information authorization poiicies

Encourage Best Access Practices
NICE inContact systems

1. Control system and network user access to information and information
processing facilities. Access to tenant user password practices is provided such
that tenant administrators can govern password policy.

2. Log user access.

3. Prevent information and information processing facilities from being exposed to
possible loss or damage.

4. Prevent the theft of information and information facilities.
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5.

10.
11.

12.

13.

14,

15.
16.

163 ncontact GX00S

Identify types of accessible data. NICE inContact does this in a matrix,
characterizing data from private high impact (PHI, ePHI, Pll, PCl} to public low
impact (non-sensitive, non-critical data). NICE inContact’'s employees are trained,
and verified safeguards are practiced in accessing varied types of data,
particularly with private, high impact data.

Ask authorized administrative users to help control access to NICE inContact
information systems and information processing facilities.

Make authorized administrative users accountabie for helping to control access
to information and information processing facilities

Make company users aware of what they must do to securely assign and control
access

Make company users aware of what they must do to protect passwords.
Make company users aware of what they must do to protect equipment.

Provide means within tenant software to securely assign and manage passwords,
and provide training information on such access management

Reduce the risk of unauthorized access or damage to papers, media, and facilities
by implementing a clear desk policy.

Preventing terminated employees from accessing records containing NICE
inContact or tenant data by promptly terminating physical and electronic access
to such records, including deactivating their passwords and user names.

Access to company network, systems and data is restricted to those that need to
know, and assigned with the use of Active Directory policy.

Passwords are changed from vendor defaults.

Access to systems is according to policy, including those mentioned in Password
Policies on page 24 below.

Control Access to Network Services

1.
2.

Control access to internal networked services
Control access to external networked services

Control access by using the appropriate interfaces between
the NICE inContact network and networks owned by other organizations

Control access by using the appropriate interfaces between the NICE inContact
network and public networks
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Control access to networks by using the appropriate authentication mechanisms for
users and equipment

5.

Control company user access to information services

Control Access to Operating Systems

1.
2,
3.

Prevent unauthorized access to NICE inContact operating systems
Restrict operating system access to authorized users
Establish ways of controlling access to operating systems

NICE inContact operating system access control
methods comply with its access control policy

NICE inContact's access control methods are capable
of recording successful and failed authentication attempts

NICE inContact's access control methods are capable
of recording the use and abuse of special system privileges

NICE inContact’s access control methods are capable
of issuing alarms when system security policies are violated

Control Access to Applications and Systems

1.

Prevent unauthorized access to information held in NICE inContact application
systems

Use security facilities to restrict logical access to NICE inContact application
systems

Use security facilities to restrict logical access within NICE inContact application
systems

Access to NICE inContact application systems and information is regulated by a
formal business access control policy

Application systems control user access to application system functions

Application systems control user access to information held within application
systems

Application systems can prevent utilities that are capable of overriding or
bypassing system or application controls, from having unauthorized access

Application systems can prevent operating system software that is capable of
overriding or bypassing controls, from having unauthorized access
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9. Application systems can prevent malicious software that is capable of overriding
or bypassing controls, from having unauthorized access

NICE inContact Security Program

10. Application systems do not compromise the security of other interrelated
application systems
Protect Mobile and Teleworking Facilities

1. Information is protected when mobile computing facilities are being used
2. Security initiatives address the risks that mobile computing activities create

3. Mobile security initiatives address the risks associated with having to work in an
unprotected environment

4. Information is protected when teleworking facilities are being used
5. Security initiatives address the risks that teleworking activities create

6. Teleworking sites are supported and protected

Password Policies

NICE inContact maintains password policies that enable tracking of discreet users while
mitigating risks associated with password storage, and brute force attacks.

Those password controls include rules for:
- Minimum password length and complexity: 8 characters, complexity enabled
Change password upon initial login: Yes
- Maximum password life: 90 days
- Password history: Cannot duplicate 10 previous passwords
- Lockout policy: 5 failed attempts with 30 minute lockout
Change of default vendor supplied passwords required

Log/Lock Policy: after 15 minutes of inactivity users will be either logged out of the
application and/or screen saver policy will be activated. (with the exception of the Trainer
AD group). VPN connecticns will be required to time out.

Details of NICE inContact password policies can be found within the NICE inContact
Computer Network Security Policy.

Password System Set-Up

All computers permanently or intermittently connected to NICE inContact networks must
have password access/identifier controls. If the computers contain confidential or secret

information, an extended user authentication system approved by the NICE inContact IT

Department must be used.
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Multi-user systems must employ user 10s and passwords unique to each user, and user
privilege restriction mechanisms with privileges based on an individual’s need to know.
Network-connected, single-user systems must employ hardware or software controls
approved by the [T Department that prevent unauthorized access. Unless an extended
user authentication system is involved, computer and communication system access
control must be achieved through fixed passwords unique to each individual user.

NICE inContact Security Program

Access control to files, applications, databases, computers, networks, and other system
resources through shared passwords or group passwords is prohibited.

Whenever system security has been compromised or if there is a reason to believe that it
has been compromised, the involved system administrator must immediately change all
involved privileged users.

Details of NICE inContact system set-up policies can be found within the NICE inContact
Computer Network Security Policy.

Logon and Logoff Process

All users must be positively identified prior to being able to use any NICE inContact
multi-user computer or communications system resources. Positive identification for
internal NiCE inContact networks involves a user |D and unique, fixed password, both of
which are unigue to an individual user, or an extended user authentication system, Multi-
factor authentication is used for remote administrative access to systems.

Details of NICE inContact system logon and logoff process can be found within the NICE
inContact Computer Network Security Policy.

System Privileges

Limiting System Access

The computer and communications system privileges of all users, systems, and
independently-operating programs such as agents, must be restricted based on the
need-to-know, and based on restricting access to active users and active user accounts
only. Privileges must not be extended unless a legitimate business-oriented need for
such privileges exists.

Details of NICE inContact system access policies can be found within the NICE inContact
Computer Network Security Policy.

Process for Granting System Privileges

Requests for new user IDs and changed privileges must be in writing and approved by
the user's manager before a system administrator fulfills these requests.

Non-NICE inContact employees must not be granted a user ID or be given privileges to
use NICE inContact computers or networks unless the written approval of the Trust
Office has been obtained.
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Details of NICE inContact process for granting system privileges can be found within the
NICE inContact Computer Network Security Policy.

NICE inContact Security Program

Process for Revoking System Access

Management must report all significant changes in worker duties or employment status
promptly to the system administrators responsible for user IDs associated with the
involved persons. For all terminations, the Human Resources department also must issue
a notice of status change to all system administrators who might be responsible for a
system on which the involved worker might have a user ID.

Details for the process for revoking system access can be found within the NICE
inContact Computer Network Security Policy.

Establishment of Unauthorized Access Paths

Employees, with the exception of Network Engineering, must not establish electronic
bulletin boards, local area networks, FTP servers, web servers, modem connections to
existing local area networks, or other multi-user systems for communicating information
without the specific approval of the CTO. New types of real-time connections between
two or more in-house computer systems must not be established unless such approval is
obtained.

Similarly, NICE inContact security contains safeguards against unauthorized access paths
into production using rogue access wireless networks. The NICE inContact Production
network does not include a wireless network. The NICE inContact environment is
scanned for rogue access wireless networks.

Details of NICE inContact process for granting system privileges can be found within the
NICE inContact Computer Network Security Policy.

Section 7: Information System (IS) Management

Acquisition, Development, and Maintenance

Policies and procedures are employed to ensure the security of information systems.
Encryption is used, where appropriate, to protect sensitive information at rest and in
transit. Access to system files and program source code is controlled and information
technology projects and support activities conducted in a secure manner. Technical
vulnerability management is implemented.

The Computer Network Security Policy details the controls and processes for the storage
and transmission of data, passwords and other sensitive items of information. It includes
controls for when data should be encrypted, who should have access to data and how
the data access level is determined.

NICE inContact information and users are divided between multiple network domains.
Strict controls are in place to separate Corporate, Lab and Production domains. Those
controls are specified and documented in the Computer Network Security Policy.
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Additionally, standard operating procedures must be written and documented for all
critical processes.

NICE inContact Security Program

NICE inContact program and software development is maintained and controlled using a
software development life cycle process known as Agile Development with Scrum. Team
Foundation Server (TFS) is used to provide software source control, perform unit testing,
track code reviews, and build projects for releasing new code in to production.

Secure coding and development processes are part of the development lifecycle and
include a required rigorous annual training for secure coding practices, Quality
Assurance testing for OWASP wvulnerabilities and automated web application testing is
performed. Steps are taken to proactively minimize vulnerabilities within the information
system environments. Those steps include quarterly security scans, yearly penetration
tests, internal scans, web application testing, monthly OS patch management, anti-virus
and anti-malware software with timely application of updates and intrusion detection
systems are in place in Corporate and Production networks to alert security personnel of
threats and intrusions.

Information Security Incident Management Plan

Information security incidents will be communicated in a manner allowing timely
corrective action to be taken. Formal incident reporting and escalation procedures are
established and communicated to all users. Responsibilities and procedures are
established to handle information security incidents once they have been reported.

The Incident Management Process document describes how to identify a security
incident, what actions must be taken to contain and remedy an information security
incident, what information needs to be reported when a security incident occurs, when it
must be reported and to whom it must be reported.

When an incident event is suspected, NICE inContact initiates its Incident Management
Plan, summarized as follows:

¢ Preparation (pre-defining, documentation practices, training)

e Detection and Analysis {internal notification; identify level of impact, risk;
isolate cause(s))

= Containment, Eradication, and Recovery (external notification, remediation)
= Post Incident Activity (root cause, lessons learned, preventative actions)

This cycle was formed around both NIST and SANS incident management guidelines.

Information Systems Management Objectives

1. Produce high performance, reliable software and products that meet and exceed
our customer’s requirements

2. Ensure the security of our software, web services, databases and data against
unauthorized use, intrusion, theft or malicious activities
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3. Create a reliable time table for product and service releases
4. Create a product that is scalable, and easily maintained

5. Create a product that meets state, federal, industry and international regulatory
and compliance reguirements

6. Ensure the security and integrity of NICE inContact’s valued software assets

Information Systems Management for Cloud Services

NICE inContact may employ Cloud based services, laaS, PaaS or SaaS models, to provide
targeted services for its corporate and production requirements. Those services may
include:

1. Billing

2. Human Resource Functions

3. Corporate Financial Services

4, Corporate Telecommunications Services

5. Production products and services such as ACD, IVR, reporting, Dialer, Workforce

Optimization, and ECHO surveys

6. Backup functions. The NICE inContact application is a highly available, multi-site,
highly available system, with a primary side backed up in real time by a secondary
side. Database and configuration backup is then considered as integral to this
architecture.

If Cloud services are utilized, they must not impair, or diminish the integrity, security,
reliability or accessibility of those systems and customer data. Appropriate risk
assessment will be performed. Regular audits and testing will be conducted in
accordance with NICE inContact's existing practices and policies.

Data Management in a Cloud Environment

Customers and prospective customers sometimes ask how their data is stored, and if
data can be destroyed/disposed/sanitized if a tenant chooses to leave the NICE
inContact services.

A tenant may leave and their data will be disposed according to terms with their
contract.

Data for all customers is stored in a common database where customers are logically
separated using unique business unit numbers. Details about this storage management
may be obtained in the NICE inContact Technical FAQ in the Tenant Production Data
Management section, which addresses NICE inContact data management.
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Section 8: Business Continuity

Disaster Recovery and Business Continuity Management

The objective of business continuity management is to counteract interruptions to
business activities and to protect critical business processes from the effects of major
failures of information systems or disasters and to ensure their timely resumption. A
disaster recovery and business continuity management process has been established to
minimize the impact on NICE inContact and recover from loss of information assets to an
acceptable level through a combination of preventive and recovery controis and
extending tc returning business to a normal level. A

A managed process exists for business continuity throughout the agency that addresses
the information security requirements needed for NICE inContact business continuity.

The NICE inContact Disaster Recovery Business Continuity Plan (DR/BCP, rebranded
Resiliency Event Management Plan, REMP) contains the following information and
processes.

» DR/BC Strategy for updating

¢ Key Personnel

¢ External Contacts

* Notification Process

» Alerting, Escalations and Plan Invocation
= Notifications and Communications

e Financial and Legal Actions

» Disaster Recovery for Corporate Systems
¢ Disaster Recovery for Production Systems
e Damage Assessment for events

e Returning to Normal Business Operations

s Testing steps

Disaster Recovery and Business Continuity Objectives
1} Ensure the real-time delivery of contact processing
2) Ensure the timely operation and servicing of non-real time products and services
3) Maintain the security of data centers, services, and information
4) Provide a safe and functional working environment for employees
5) Facilitate the continuity of employee performance of work and duties

6) Maintain continuity of communication and services to NICE inContact customers
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7) Ensure the collection of necessary billing information and billing processes

NICE inContact Security Program

8) Protect the investments of NICE inContact shareholders and owners

9) Meet and fulfill regulatory requirements for operations and services

Section 9: Compliance

Compliance

The design, operation, use, and management of information and information assets are
subject to statutory, regulatory, and contractual security requirements. Compliance with
legal requirements is necessary to avoid breaches of any law, statutory, regulatory or
contractual obligations, and of any security requirements. Legal requirements include,
but are not limited to: state, federal, and international requirements and regulations,
contractual agreements, intellectual property rights, copyrights, and protection and
privacy of personal information.

NICE inContact complies with:

» PCl

e FedRAMP (Federal Risk and Authorization Management Program)
s SOC2 Type 2 (AT 101)

» HIPAA

s SOX 404 (from parent company, NICE, Ltd.)

»  Privacy Shield (from parent company NICE, Ltd.)

= CPN! - Protecting Customer Information

¢ State and federal privacy requirements

= US. and international export controls

s State and federal laws governing telecommunications service providers
¢ European Union privacy requirements

» Red Flags Rule

» PUC & FCC telecom regulations

»  NASDAQ

o SEC
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Controls are established to maximize the effectiveness of the information systems audit
process. During the audit process, controls will safeguard operational systems and tools
to protect the integrity of the information and prevent misuse.

NICE inContact maintains both an Internal Audit department and a Trust Office
department that perform:

s Quarterly audits
» Continuous monitoring
» Compliance (operational and financial)
* Coordination of externai audits
¢ Creation, review and auditing of compliance and security procedures
= Standard Operations Procedures
=  Company Policies
* Best Practices
* Reporting
* DR and Incident Response (IR) planning and testing
¢ Quarterly internal and external vulnerability scans
* Annual penetration testing
e Security training
* Product security review and assessment
» Vendor security assessments

¢ Dedicated compliance personnel

PCi

NICE inContéct tests against the PC| Council’s Data Security Standards (DSS) controls.
NICE inContact currently tests for the previous full year.

NICE inContact offers both an Attestation of Compliance (AOC) and a PCl Responsibility
Matrix to customers with contract and to prospective customers with a non-disclosure
agreement {NDA).

SOC 2

NICE inContact tests against the Service Organization Controls (SOC) from the AICPA
SOC reporting framework, and issues a AT 101 SOC 2 report (SOC 2 Type ). NICE
inContact currently tests for the previous full year. These tests are performed on a
schedule appropriate to expiration. If there is a gap between when this assertion expires
and the issuing of the next report, a bridge letter can be made available to customers.
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HIPAA

NICE inContact policy dictates the company will sign a Business Associates Agreement
(BAA) with a customer that requires such from a vendor, whether that customer
themselves is a Covered Entity (CE) or a Business Associate (BA). Such an agreement will
cover the BAA requirements within the Federal Regulations, and observe HIPAA security
safeguards, including the following:

s Technical Safeguards
o RBAC, unique identity, as well as VPN encryption requirements
Logging and monitering
Redundancy and Backups
Secure Data storage, transport, portable media encryption
IDS/IPS, AV/Malware, and port restrictions
Implementation practices converted to process
Patching
Secure development lifecycle, testing and reviews
o Change control
e Training Safeguards
o Annual security awareness
o Role based HIPAA training
¢ Vendor Assessment Safeguards
o Vendor security assessment
o Restricted and monitored vendor access
e Administrative Safeguards
Computer Security and other policies mentioned earlier in this document
Risk management
Resiliency and incident management plans and tests
Security and audit roles defined
Hiring practices, including third party background checks
Non-disclose, non-compete agreements w. employees and prospective
customers
o User audits
o Business Associate proforma with legal staff review
o Dedicated Security team
NICE inContact requires vendors who will themselves bundle PHI to sign a BAA with NICE
inContact.

FedRAMP

NICE inContact is commited to meet the needs of our customers, including government.
NICE inContact provides an environment that has been assessed by a 3PAO against the
Federal Risk and Authorization Management Program (FedRAMP) marketspace. Based
upon that assessment, we are able to offer this environment to agencies that would like
that level of assessment. The FedRAMP environment operates under a separate set of
policies and procedures, and is aligned with NIST 800-53. NICE inContact can now offer

O ¢ 0O o C 0O ©
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its world-class NICE inContact CXone™ ominchannel customer experience to
government contact centers upon approval.

Verifying NICE inContact Vulnerability Surfaces

NICE inContact performs security testing of its Cloud threat surfaces. Regular
vulnerability and penetration tests assure that NICE inContact’s security protection
measures follow industry best practices and counter the most current threats.

These tests are performed by qualified internal and external assessors that are certified in
their fields.

Quarterly vuinerability testing, as required by reguiation, is performed on information
assets evaluated as in-scope based on these assets’ potential risk as points of potential
attack. Using accepted industry tools backed by qualified external assessors assures that
threats are discovered and mediated quickly. Vulnerability tests are designed to review
current industry lists of vulnerabilities. Additional scans may be performed as required
and determined necessary.

Using an independent penetration company, penetration testing at least yearly is
performed, as required by regulations and as deemed necessary. NICE inContact also has
staff trained in penetration testing and security assessment. Testing is based on current
industry lists of penetration vulnerabilities compared against identifiable NICE inContact
vulnerabilities to determine exploitability of any identified vulnerabilities. Plans are made
to conduct such testing and follow-up monitoring at least once a year. Penetration testing
will include the following tests:

* Black box testing of the in scope external network.
* Automated testing and scanning of the in scope externai network

» Privileged access authorization to information system components will be
granted for internal application testing.

» Testing will be performed to validate intrusion detection and incident
response processes.

In every case, a change control management process evaluates the risk and impact to
the business prior to the authorization of the vulnerability scan or penetration test.

Compliance Objectives

NICE inContact will maintain state, federal, industry, and international regulatory and
compliance requirements that are necessary for its operations as a SaaS provider of
hosted contact center services. Additionally, NICE inContact will provide solutions that
fulfill its customers' compliance requirements.

eDiscovery

Within the NICE inContact Data Retention Policy there is a 7 year requirement for
Litigation data after settlement as well as retention for other classes of documents that
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may be used for forensic investigation. NICE inContact also maintains a Code of Ethics
through its parent company NICE that commits employees to cooperate with
investigations,

NICE inContact Security Program

Section 10: Common Controls

Common Controls

Common controls are security controls that are developed, implemented, assessed,
authorized, and monitored by entities other than those responsible for the system or
application that the control protects.
NICE inContact Common Controls

e Backups

» Change Management

# NICE Code of Ethics

¢ Code Release Procedures

* Company Handbook

e Computer Network Security Policies

s Continuous Network Monitoring and Alerting

« CPNI Training

o Critical Vendor Policy

¢ Cryptographic Key Management Policies

« Data Center Design Policies (Multiple Data Centers, Access Control, Power, Cooling,
Redundancy, Fire Protection})

¢ Data Retention Policy

o Disaster Recovery Plan (REMP) document
» Data encryption

e Executive Committee

» Firewalls

o [DS/IPS

e Hardware Retirement Policies

s Hiring Policy

e |nternal Audits
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NICE inContact Security Program
« Job Descriptions
e Logging and Auditing
* Maintenance and Data Center Work Policies
= Malicious Code Protection (Anti-Virus, Anti-Malware, Patch Management)
e Network Time and Time Stamps
¢ Password and User Permissions Policies
o Multi-Factor Authentication
e Penetration Tests
» Physical Access and Visitor Control Policies
e CCTV
* QA Testing
¢ Risk Assessment Committee
s Security Awareness Training
e Steering Committee
e Termination Policy

= Vulnerability Scans

Section 11: Approval

Approval
hitsecyOficer e
RO — e
23
‘ % M - 9/19/17
Director of Trust Date
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Executive Summary

NICE inContact leverages a global foot print to provide contact center cloud interaction services
around the world. The NICE inContact platforms are comprised of physical plant, data services,
computer networks, storage systems, applications and reporting systems. Ensuring platform
performance, fault tolerance and operational redundancy requires a layered approach. In this
paper we discuss the controls and architecture that NICE inContact uses to provide availability to
customers, an infrastructure that allows for NICE inContact’s 99.99% availability (industry best)
SLA to its customers on Automatic Call Distribution (ACD):

+ Diverse, geographically redundant NICE inContact data centers have been designed to
provide protection against natural and man-made disasters. Disaster strategy and
planning assures protection against loss of systems, data, and utilities.
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The NICE inContact computer and data networks are secure, redundant and scalable by
virtue of hardware selection, architectural design, and selected setvice providers.

NICE inContact’s customer data integrity is protected by redundant databases using real-
time replication, encryption of data at rest, HTTPS, SFTP, and high performance hardware
storage sysiems.

In the United States, NICE inContact is a full service telecommunications company, in
addition to being a provider of SaaS solutions. The Company is able to provide a full
range of Toll Free, Dedicated, VolIP, Long Distance, and Local DID services. The NICE
inContact telecommunications network uses multiple leading national service providers
to maintain a redundant, scalable network that can meet the calling demands of small,
medium and large call centers.

NICE inContact’s hosted applications are developed with secure coding practices using
Microsoft Team Foundation Server (TFS) for code management, and these developed
applications are designed to ensure fault tolerance and survivability of calls and services.

NICE inContact’s internal and external threat surfaces are monitored by periodic, industry
recognized, third party vulnerability and penetration tests and methodologies. Industry
leading intrusion detection and protection technologies are employed through NICE
inContact’s routers, firewalls, and switches.

Network management and monitoring is provided by the Network Operations Center, or
NOC which is staffed 7 x 24 x 365. NICE inContact monitors the physical environment,
hardware, network, and applications using visual, audible and email alerts. Trained
network analysts are able to identify, correct and escalate issues that impact SaaS
services.

Security and compliance infrastructures and industry standard practices are in place such
as:

o SOC 2 Type 2 (AICPA) audited data centers
o PCl DSS compliance
o Perform HITRUST (HIPAA) by means of SOC 2 Type 1

- GDPR observance: verification (Article 15), rectification (Article 16), erasure (Article
17), restriction (Article 18), or portability (Article 19).

o NICE Privacy Shield Certification

« Red Flag Rule compliance

= Change control policies and management

»  Regular and timely security patch management,

= Disaster recovery/business continuity (resiliency event management) planning
NICE inContact Technical FAQV5_57 - ©8/15/2018
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> Regular security awareness and policy training

These and other practices combine to provide transparency into NICE inContact’s
regulatory compliance and service integrity.

* Asthe world's current leading provider of hosted contact services, and with data centers
in the USA and Europe as well as Australia and Singapore, NICE inContact enables
customers to have global reach.

» NICE inContact collaborates with other significant cloud providers to be at the forefront
of strategies to assure cloud integrity.

¢ Recognizing early the customer's need for Cloud Security, in 2009, NICE inContact
established its Trust Office to assure customer transparency into - and integrity of -
security, performance, and reliability.

* NICE inContact builds disaster recovery (resiliency) into its data centers and software,
and maintains both a Resiliency Event Management Plan (DR/BC) and Incident
Management Plan. NICE inContact utilizes muitiple sets of redundant services, systems
and hardware. Data integrity processes include disaster recovery tests, backups, and real
time data replication.

» All systems are monitored at multiple levels, including logical, functional, and
environmental. Hardware and application status and all such monitoring is fed back to
the NICE inContact 24x7x365 Network Operation Center. System logs are monitored
through Security Information and Event Monitoring (SIEM) applications. Additionally,
ACD appilications are designed to allow for automatic recovery and failover of services. In
many cases, systems can even fail transparently to the user.

Finally, the ability of these systems to function at the cluster level of integrity is tested
periodically in a process that routes all cluster contact processing from one data center to the
other, effectively validating the ability for those systems to function independently at the cluster
level in the event of a data center outage.
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Data Centers and Physical Security

Confidentiality, Integrity and Availability (CIA), the Security Triad, are integral architectural
considerations when NICE inContact selects, designs and builds out its data centers. Observance
of these principles begins with the physical structure that house NICE inContact services. In both
the United States, Germany, and Australia, NICE inContact utilizes paired, geographically diverse
data centers, housed in carrier-grade facilities. POP sites for system enhancements are also
maintained in Singapore and the Philippines. These facilities were selected for their ability to
provide access to leading carriers, assurance of Data Center tier standards, and secure physical
controls.

United States

Los Angeles
Los Angeles — Coresite at Alameda (LA2):

» Described as one of the preeminent points for telecommunication and network
interconnection

7x24x365 security using live guards and CCTV

Double mantrap entries, locked cabinets/cages

Card key access is used to control access to elevators, floors and data center

Climate control

Ali access to the NICE inContact resources within facility is controlled/managed by NICE
inContact

Building-supplied backup generators plus NICE inContact UPS and battery protection

Fully functional redundant cooling systems

Redundant and multiple fiber optic entrance facilities and Gig-E and 10 Gig interfaces
provide access to ISP’s and telecom service providers

Fire Suppression

e SOC 2 and PCl Assertions {NICE inContact authorized to redistribute)
s http://www.coresite.com/resources/slk-mkt-la

Figure 1 - Alameda Coresite - NICE inContact Cage Area and Coresite Security Monitoring
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Dallas:

Dallas — Level 3 colocation facility
e Level 3 is one of the largest colocation providers in the world
o 7x24CCTV
¢ Man traps and card key access controls, locked cabinets/cages
» Fully protected power including backup generator
» Climate control
» NICE inContact maintains separate locked equipment cabinets within the facility.

* Redundant and multiple fiber optic entrance facilities and Gig-E and 10 Gig interfaces
provide access to ISP’s and telecom service providers.

s Fire Suppression

e S0C 2 and PCl Assertions (NICE inContact not authorized to redistribute)
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Figure 2 — Dallas Level 3 NICE inContact Locked Cahinets
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Europe
Frankfurt and Munich

Frankfurt/Munich — Equinix colocation facilities:

In 2011, NICE inContact opened its first full service data centers in the European Union. Our
selection of Equinix demonstrates NICE inContact's commitment to performance and reliability.
Equinix provides state-of-the-art services. A short list of their features is provided, along with a
reference where additional details can be obtained.

s [SO 9001, 27001, SOC 1,2, PCI {NICE inContact is not authorized to re-distribute)
¢ 3 Stages of Access - site entry door, reception, and card access
s N+1 Power systems

* Robust HVAC system to provide stable airflow, temperature and humidity, with minimum
N+1 redundancy for all major equipment

o 7 x 24 x 365 Security
« CCTV

» Fire Suppression

—_——em e L S e T 0 L P —— — —
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Figure 3 - Germany Equinix NICE inContact Locked Cage

Australia
Melbourne and Sydney

In 2018, NICE inContact opened its first full service in Equinix data centers in Melbourne and
Sydney, Australia. Equinix was again selected as our data center based on their commitment to
security and reliability. Equinix provides state-of-the-art services. A short list of their features is
provided, along with a reference where additional details can be obtained.

e ISO 9001, 27001, SOC 1,2, PCI (NICE inContact is not authorized to re-distribute)
« 3 Stages of Access — site entry doot, reception, and card access
+ N+1 Power systems

o Robust HVAC system to provide stable airflow, temperature and humidity, with minimum
N+1 redundancy for all major equipment

o 24 x7 x 365 Security
« CCTV

» Fire Suppression
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léigdre 4 - Sydney Locked éages and Cabinets

Telecom and Global Data Network
Architecture

NICE inContact connects to its service providers using redundant, high capacity 10 Gig,
GigE and FastE interfaces as well as Time Division Multiplexed (TDM) services (DS1, DS3,
OC3, 0C12). TDM services utilize redundant fiber optic entrance facilities.

NICE inContact's traditional telecom network utilizes paired SS7 links and redundant SS7
proxies for call control in each data center to assure fault tolerance and redundancy.

NICE InContact’s VolP network deploys VolP, utilizing redundant SIP trunks to its carriers.
Each SIP carrier is provisioned in each paired data center, with Los Angeles/Dallas in the
USA, Frankfurt/ Munich in Europe and Melbourne/Sydney providing VolP network
redundancy.

All SIP services are processed through redundant, fault tolerant Session Border
Controilers or Systern Border Controls (SBCs) deployed in each data center. (An SBC is
functionally a VolP firewall.)

NICE inContact utilizes Tier 1 national carriers to provide diverse, toil free (TF) routes and
long distance termination routes.

All telecom and Internet services are provisioned as redundant pairs or groups of
services.

In the USA, services are designed to allow NICE inContact to process telecom services
including Toll Frees (TF)s, Direct Inward Dials (DID)s, international TFs (ITF)s, international
DIDs and long distance calls via each of its USA data centers.

In Europe, services are designed to allow NICE inContact to process telecom services,
including ITFS, international DIDs and long distance cails from each of its data centers
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s+ Inthe USA, NICE inContact is a full service RESPORG, allowing us to route and reroute TF
numbers between different carriers. This distributes traffic amongst multiple carriers and
reduces risks and impact associated with the loss of a single carrier.

¢ NICE inContact has deployed a redundant Sonus Softswitch and SBC to each of its Los
Angeles and Dallas data centers.

« NICE inContact has deployed a redundant Sonus Softswitch and SBC to each of its
Frankfurt and Munich data centers.

« NICE inContact has deployed a redundant Sonus Softswitch and SBC to each of its
Melbourne and Sydney data centers.

e The NICE inContact telecom and Internet networks are designed to detect carrier and
component failures and automatically redirect new voice and data traffic to redundant,
alternate facilities.

E- mﬁﬁm&tﬁ

A TR U IR

Figure 5 - NICE inContact’s World Pop Site Coverage

Data Network - Design and Redundancy

NICE inContact's data network is designed around Brocade, Cisco and Palo Alto technology for
infrastructure switches, routers and flrewalls All network equipment is designed with hlgh
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availability, high capacity, fault tolerance, redundancy and scalability. The network diagrams
provided demonstrate the redundant architecture and design:

* Multiple redundant leading ISPs using Gig-E interfaces
¢ Redundant edge routers, load balancers, Firewalls, and ELB (Amazon space)

¢ USAEU, and Australia data centers incorporate redundant BGP design

* BGP peering to automatically redirect internet traffic around problems

Fault Tolerant & Redundant Internet Connection Model

R
Raskbon: 10Gb

B 8396

Figure 6 - Redundant Connection Madel

» Redundant 10 Gb connected firewalls

 Intelligent Next Gen firewalls incorporate intrusion detection, intrusion protection and
malware detection capabilities

W el i e 5 -
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s Firewall protected DMZs for customer facing applications
e A segmented internal network protects production services
s Layer 3 redundant, GigE/10Gig Layer'3 switches drive the internal production network

¢ USA and European data centers utilize dual 10 Gig and GigE services creating a
redundant, high performance, high capacity backbone between the pairs, i.e. Los Angeles
to Dallas, Frankfurt to Munich, Sydney to Melbourne, and between AWS availability
zZones

« Data services are designed for automatic fail-over and recovery

 High capacity MPLS network bridging its data centers in the USA, Europe. and providing
connections to its voice POPs in Singpore and the Philippines.
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World-Class Network Topology

intontict Network Overview

Wik

&0

Figure 7 - NICE inContact Worldwide IP-TDM Network

Tenant Production Data Management

Customers and prospective customers sometimes ask how their data is stored, and if data can
be destroyed/disposed/sanitized if a tenant chooses to leave the NICE inContact services.

A tenant may discontinue services and their data will be disposed according to terms with their
contract.

Data for all customers is stored in a common database where customers are logically separated
using unique business unit numbers. The data stores are on Hewlett Packard (HP) Storage Area
Network (SAN) systems, specifically, HP 3PAR. These are multi-terabyte systems with hundreds
of drives using RAID 10, and are encrypted drives. Any tenant data is distributed across multiple
drives. There is no single drive that one would sanitize for an individual tenant.

The SAN is maintained by Hewlett Packard (HP). If drives fail, they usually fail one or two at a
time. HP comes on-site and replaces the drive. NICE inContact contracts with HP to securely
process failed drives which are securely returned to HP. In the unusual case where an entire SAN
might be retired, thus containing a functioning set of data on a complete system, that data
would be wiped (disposed of) before the SAN was retired.

Also, operationally at the desktop level, (which by policy and review doesn’t contain tenant data)
and at a few discrete server levels, where there might be discrete drives, NICE inContact
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operations does perform physical drive destruction using a bonded company to shred the
drives.

The HP Drives are augmented with Pure Storage solid state technology which incorporates the
same drive-level encryption.

Call recordings on ACD are managed using a proprietary file management system. When a call
recording is deleted, that data segment is marked so that the space the recording uses is now
available for re-use and will periodically be overwritten by a new call from a different BU. There
is, however, no folder that contains a single tenant's discrete call recordings. And the call
recordings are not identified in any fashion on the drive systems that would associate them with
a single tenant. All such location of data is kept in the proprietary database that identifies those
call recordings by their unique business unit.

Finally, as it relates to data sanitizing -- it is technically feasible to CLEAR (NIST Term) data from
the databases, such as contact history/meta data - this could be done at contract term or might
occur on periodic record purge. This process is determined by customer requirement, and
therefore can be clarified by an assigned sales engineer in conjunction with NICE inContact
Professional Services.

AWS S3 Storage

NICE inContact offers services within the AWS cloud S3 storage structure within the AWS Region
US-West-2 (Oregon), the US-EAST-1 (N. Virginia) and Asia-Pacific Southeast-2 {Australia). A
diagram of these services is offered in the AWS S3 Storage Diagram below

Currently this storage includes SMS Messaging requests, email, ACD call recordings, and WFO
call recordings.

AWS is responsible for all physical security controls. These practices are detailed in the
aforementioned AWS Security Fundamentals training.

« Escort - All visitors are signed in and continually escorted by authorized staff. All
physical access is routinely logged and audited.

Security Staff and Surveillance - Professional security staff use video surveillance,
intrusion detection systems, and other electronic means

Two-factor Authentication - Staff must pass two-factor at a minimum of two times to
access data center floors. Identification is required. Access and information is only
provided to those who have a legitimate business need.

Building - AWS data centers are housed in nondescript facilities. Tenant visitors are not
welcomed.

Perimeter and Entry - Physical access is strictly controlled both at the perimeter and at
the building ingress points.

ISO 9001, 27001, SOC 1,2, PCI {NICE inContact is not authorized to re-distribute)
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Figure 6 - AWS $S3 WFO Centric Topology Overview
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AWS S3 Storage Diagram

AWS Private VPC Network o o AVFS Buliic Networks
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Figure 8 - AWS S3 Connection to LA and DAL Data Centers

» AWS utilizes dual 10 Gig and GigE services creating a redundant, high performance, high
capacity backbone from AWS to Los Angeles and Dallas (not Frankfurt and Munich)

« Data services are designed for automatic fail-over and recovery

s A customer may request the NICE inContact whitepaper “Amazon 53 Storage” to see the
security features of this Amazon storage

AWS Data Encryption with KMS

NICE inContact utilizes Amazon AWS S3 data storage services, which encrypts at a file level, and
uses AWS Key Management Service (KMS) to protect encryption keys.
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AWS Key Management Service (AWS KMS) provides cryptographic keys and operations scaled
for the cloud. AWS KMS keys and functionality are used by other AWS cloud services, and you
can use them to protect user data in your applications.

AWS KMS

» provides a simple web services interface in the AWS
o Management Console,
o Command Line Interface, and
o RESTful APIs

This interfaced is used to access an elastic, multi-tenant, hardened security appliance (HSA).

This is an interface that can be used to generate and manage cryptographic keys and operate as
a cryptographic service provider for protecting data. It offers traditional key management
services integrated with AWS services to provide a consistent view of customers’ keys across
AWS, with centralized management and auditing.

Below is a flow diagram for AWS KMS key management for S3
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Figure 9 - AWS Key Management Flow

More detail is available here: https://d0.awsstatic.com/whitepapers/KMS-Crvotoaraphic-
Details pdf
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Computer Hardware

« The NICE inContact services are housed on Hewlett-Packard (HP) Carrier Grade
infrastructure , in most cases using blade chassis architecture. HP manufactures
platforms are Network Equipment Building System (NEBS) and European
Telecommunications Standards Institute (ETSI) certified. The public cloud services are
housed on hardened images within Amazon.

o Encrypted SAN and solid state storage and Encrypted Elastic Block Storage (EBS) within
Amazon for $3 and Glacier systems provide data integrity and scalability.

« NICE inContact maintains a Disaster Recovery/Resiliency Event Management Plan that
includes full vendor hardware support agreements for all critical systems.

VolP/SIP Network

NICE inContact is committed to provide carrier-grade VolP services.
« VoIP services are provisioned over redundant interfaces.

» NICE inContact uses paired redundant Session Border Controls (SBCs) in each data
center. An SBC is a SIP firewall and is specifically designed to manage SIP IP sessions.

«  VolIP carrier connections are implemented in paired peering relationships that allow
traffic to be routed to or from either of our Data Centers pairs in the USA, Europe, or
Australia.

« The VolP network also supports SIP agents and SIP trunking to provide a reliable method
to connect agents and customer voice services to NICE inContact services.

« SIP trunking can be provisioned over MPLS to ensure quality of service and provide a
security for the transport of voice services.

« VPN tunnels can be deployed to secure call signaling and RTP payloads.
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NICE inContact ACD Application Design

The NICE inContact hosted contact center application is designed to be able to process contacts
even in the presence of external or internal problems, including the following:

* Redundant ACD servers allow ACD system failover and recovery.

¢ Multiple redundant voice processing servers provide scaling and automatic service
recovery.

e Self-testing applications that detect problems and automatically switch traffic to
redundant applications.

* Multiple redundant IS servers support web applications, and are enhanced by Layer 7
load balancing switches. Layer 7 switching provides load balancing as well as system
recovery in the event of a web server problem.

< E LoadBataating Swilch
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Figure 10 - NICE inContact Redundant ACD model

Redundant SQL Servers and IIS Servers with Load Balancing include the following:
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Redundant SQL databases utilize real-time two way replication to ensure data integrity
and continuity of services. NICE inContact's ACD application can switch active databases
with no loss of ACD services.

Application alerting tools used by the NOC monitor ACD system performance.

Management tools allow NICE inContact personnel to gracefully transit and move users
and contacts from one set of hardware to the next providing for graceful maintenance of
the system.

Client side applications detect network interruptions and automatically reconnect to the
platform.

ACD services are distributed across geographically diverse data center pairs for
redundancy and fault tolerance.

Each data center has the necessary capacity and services to be able to provide voice,
data and ACD services.

As part of our disaster recovery testing, our ACD platform services are tested periodically
to validate the ability for ACD to function independently from each data center pair half,
ensuring the ability for ACD to be failed to either for the data center pairs, Los Angeles
or Dallas, Frankfurt or Munich, Sydney or Melbourne, in the event of an outage at one of
the data centers. CXone architecture also locates service in Amazon West (Zone A and B},
Amazon East {Zone A and B) and Amazon AU (Zones A and B)

Security and Compliance

NICE inContact annually produces a SOC 2 Type 2 report.

NICE inContact annually produces a PCi DSS Attestation of Compliance suited to cluster.

NICE inContact was acquired by NICE Systems, LTD in 2016, (but remains a public
corporation) and is 404 SOX certified and PCl service level 2 compliant.

NICE inContact utilizes AWS S3 storage. AWS has such security assertions as 1SO 27001,
SOC 1, 2, and PCI AOC. These must be requested directly from Amazon. NICE inContact
cannot redistribute these assertions.

NICE inContact collects and rates security profiles of its vendors.

NICE inContact utilizes Tenable, a PCI Approved Scanning Vendor (ASV), as a 3™ party
scanner contracted to perform and qualify quarterly PCI vulnerability scans. Qualys is
used for certain Web Application scans.
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* NICE inContact utilizes Tenable, to do web application scans internal to the organization
«  NICE inContact conducts at least yearly 3™ party penetration testing.
* NICE inContact requires yearly CPNI and Security Training for each employee,

* Many industries have their own specific compliance and regulatory requirements. NICE
inContact provides tools that enable secure data base and computer telephony
integrations (CT1) that enable customers to build compliant applications.

= Executed model contracts can allow NICE inContact to act as a Data Processor in the
European Union Market.

e NICE inContact complies with requirements GDPR

» NICE inContact has a dedicated security officer group, the Trust Office, that reports to
the Chief Security Officer and works in conjunction with NICE inContact’s Internal Audit
department, which has security assessment and regulatory compliance as well as audit
responsibilities.

NICE inContact Layers of Security

Numerous controls within the NICE inContact network infrastructure focus on security at all
levels of the company. A diagram of the NICE inContact Layers of Security on its Dallas, Los
Angeles, Frankfurt, Munich, Melbourne, and Sydney platforms provides a summary of those
controls.
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Figure 11 - NICE inContact “classic” Layers of Security as Defense-in-Depth
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Security and Network Design

NICE inContact utilizes segmented networks, protecting customer facing applications
with secure DMZs, or, in the case of AWS, security groups and rules.

Production voice services are segmented in to a separate internal production network.

NICE inContact's production, lab and corporate networks are separated from each other
physically, logically and by security permissions.

Virus and Malware protection software is installed on all corporate, lab and production
servers, desktops. Amazon maintains VPCs, virtual networks and subnet with security
groups and ACLs.

Regular, timely patch management is performed.

A fully managed Intrusion Detection System and Intrusion Prevention System, IDS/IPS, is
continuously monitoring NICE inContact’s threat surface.

Security and Data Transport

"Bl of [ T NICE inContact Technical FAQ v5. 57

Customer data can be sent using SFTP to encrypt transmitted data and can be encrypted
while at rest on the EFT/SFTP server.

SFTP data storage utilizes encryption, a DMZ gateway, and a separate internal network to
house the EFT/SFTP server in order to assure PCl compliance for stored sensitive data.
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Security and Client Side Connections

mof!]

NICE inContact provides MAX (My Agent Experience), a client browser application that is
a modern multi-channel thin client agent desktop for handling voice, email, chat,
voicemail, SMS, work items, and social media

Client side applications use encryption to protect customer data. Client browser
applications utilize HTTPS/Port 443 to secure essential browser communications.|

NICE inContact offers VPN and MPLS connections to secure specific data services such as
VolP.]

Web services require unique Business Unit and user credentials.
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Security and Platform Users

The NICE inContact ACD platform uses a multi-tenant architecture. ACD customers do
not have their own unique virtual machines or virtual database nor do they have
customer specific discrete executables that are running on the ACD servers. Logical
isolation of data and services is controlled by the ACD application which uses a unique
Business Unit (BU) ID for each customer to logically separate BU data and control BU
services. Within each customers BU, data access is controlled using a role-based access
password security model. Allowing each customer access to only their BU's data and
within that BU, individual users can have different levels of access.

Passwords can be designed to utilize strong password protection, requiring specific
numbers of alpha and numeric characters, life spans, attempt failure limitations and
email notifications upon change.

Security and Internal Policies

L]

g

i

|
L
H

All new employees undergo drug and background checks.

NICE inContact employs separation of duties to limit access to critical systems, programs
and data to the appropriate users and job descriptions.

NICE inContact secures its corporate facilities with a card-controlled access system and
requires all visitors to be badged and accompanied while at the offices.

All employees receive security awareness and policy training.

NICE inContact has documented computer and network security policies and processes
(see below in “References” which link to NICE inContact Privacy Policy and NICE Privacy
Shield Certification; NICE inContact has multiple other governing policies as well, but
these mentioned are made public on NICE inContact.com) that govern all corporate
users. Standard operating procedures are documented to memorialize key company
processes, made required reading for empioyees and based on Job descriptions.

Regular external and internal audits are performed.

Operations maintains and follows a documented POP site work policy.
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NICE inContact Technical FAQ v5,57 8/15/2018

+ This document includes proprietary information of NICE inContact, Inc. This document Is for information purposes only and
i is subject to change without netice. The information contained in this document represents the current view of NICE
. inContact, Inc, on the issues discussed as of the date published and does not constitute legal advice, representation,

warranty or guarantee regarding the products or services described or anyone’s ability to comply with applicable regulatory
requirements.

M .320.3200 Phone | 801.320.3213 Fax | wrwrw NICEinContact.comn | 75 West Towne Ridge Parkway, Tower 1, Salt Lake City, UT 84070



TRUST NICE inContact Technical FAQ NICE - inContact

Network Operations Center (NOC)

o 7x24x365 staffing. As customer design determines, this staffing may include support in
the Philippines, which maintains NOC, technical support, database, and systems
administration operational staff.

« Automated monitoring and alerting tools for hardware, applications, environmental
controls and network events

= Automated testing of system components

« Defined and documented controls and procedures for managing the network and
network events

« Al events are tracked in a trouble ticketing system and tickets are tracked to determine
adherence to internal and external SLAs

mcall SN B
T T g

Figure 14 - NICE inContact 24 x 7 x 365 NOC

Change Management:

« NICE inContact uses a documented Change Management Process that includes named
members of a change advisory board (CAB) comprised of stake holders from
engineering, operations and customer services teams.

o NICE inContact maintains a Technical Risk Review Board (TRRB) to assess all technical
changes that impact production for technical level risk and impact. This risk review
meets prior to the CAB to expose changes to peer scrutiny before promoting a change
to the change advisory board.

18 T T e 2 s L5 B

e e

"ol NICE inContact Technical FAQv5_5 8/15/2018

1 This document includes proprietary information of NICE inContact, Inc. This document is for information purposes only and
¢ is subject to change without notice. The information contained in this document represents the current view of NICE
| inContact, Inc., an the issues discussed as of the date published and does not constitute legal advice, representation,
warranty or guarantee regarding the products or services described or anyone’s ability to comply with applicable regulatory

requirements.

801.320.3200 ions | 861.320.3213 Fux | www.NICEinContact.com | 75 West Towne Ridge Parkway, Tower 1, Salt Lake City, UT 84070

i o 1 S T



TRUST

NICE inContact Technical FAQ NICE-inContact

All production changes require the creation of a Change Control Request (CCR) which
must be reviewed and approved by the first the TRRB then CAB before the change can
be implemented.

NICE inContact maintains a practice that allows for an Emergency Change Control Board
(ECCB) to meet when circumstances require. Such practice could enable appropriate
assessment of risk and impact during a disruption of services.

NICE inContact uses a defined maintenance window along with maintenance
notifications to its customers.

All changes are developed and tested in multiple environments prior to production
release. Those environments include Lab, Staging and Beta before final release to
Production.

NICE inContact provides a Trust Site for customers to view system health and obtain
information about events and notifications.

Security and Patching Process
Windows Systems

"I's::'ﬂ"} NICE inContact Technical FAQ v5. 57 8/15/2018

If proof-of-concept code is publicly available regarding a possible exploit, or if a new
critical security patch is released, NICE inContact is required to apply patches to affected
NICE inContact systems as soon as possible to immediately remediate the vulnerability
to the customer's hosted environment.

Microsoft Critical Updates are applied on a regular schedule, typically a 30-day patch
cycle beginning with Microsoft’s Patch Tuesday.

Patches considered critical should not wait for next month'’s patching.

Patches and upgrades are documented in a Change Control Record and reviewed by
NICE inContact’s Change Management Board for impact/risk analysis and necessary
actions taken before subsequent approval.

Patches and upgrades are first tested in our lab, then alpha and beta clusters, then finally
into production.

The NICE inContact operations teams update or patch all applicable NICE inContact
devices.

Patching takes place during a set maintenance window (normailly covering 3 hours). Such
maintenance can result in a brief interruption of services, but customers are notified if a
potential interruption might occur while servers are rebooted or clusters are failed over.
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Non-Windows Systems & Software

Linux and other non-Windows operating systems and devices are patched on an ad-hoc basis,
but follow the same Change Control Board process and cycle as above. Current versions are
known and compared to relevant CVEs (common vulnerabilities and exposures) then
remediated.

Non-windows, or third-party software is evaluated by Trust, using Security Center and other
reports, and vulnerabilities are communicated to respective owners and groups, i.e. SysOps.
Critical and high vulnerabilities should be patched within 90-days.

Tools

Automated scanning of the Windows environment is done through an internal tool called ‘infra-
tools'. This tool is run by SysOps and ensures machines that are not patched are flagged and
followed up on for remediation.

Service Level Objectives

The service level objectives for applying patches ensures that known vulnerabilities are
remediated in a timely manner and are compliant with PCI-DSS requirements. A scale of critical,
high, medium, and low is used to describe patch risk.

Critical: 30-days
High: Within 60-days
Medium: Within 90 days

Low: *At discretion of device owner group. Trust communicates vulnerabilities via Security
Center and other reports.

Exceptions

For servers and devices that are not communicating with the WSUS servers and able to pull
updates, manual remediation and cataloguing is performed. Reports of unpatched servers are
provided to Trust for visibility and tracking monthly.

Vendor Security Review Process

When internal NICE inContact departments requires a new vendor to be considered to supply a
NICE inContact product or service, a vendor assessment and approval review process is initiated
in order to provide a security profile of the vendor. A vendor dossier is created. Trust and/or
Internal Audit performs a review of the vendor. Critical vendors receive other reviews on the
one-year anniversary of acceptance. Upon completion of reviews, the vendor dossier generally
contains the following vendor artifacts:
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Vendor Security Questionnaire (VSQ)
Corrective Action Plan (CAP)
NICE inContact Vendor Security Exhibit (Addendum)

Other vendor submission collateral such as SOC 2, PCl AOC, Business Associates
Agreement (BAA), and or ISO certifications

Vendor Security Questionnaire with vendor security profile questions answered

This dossier reflects both the initial vendor security review and the anniversary vendor review
collateral.

NICE inContact maintains a process flow for performing this vendor security review process.

Disaster Recovery/Resiliency

To provide Disaster Recovery confidence, NICE inContact maintains a Resiliency Event
Management program that begins with design.

i ThIS document includes proprietary information of NICE inContact, Inc. This document is for information purposes only and
i is subject to change without notice, The information contained in this document represents the current view of NICE

NICE inContact networks are designed with high capacity, fault tolerant equipment,
utilizing multiple service providers.

Tested fail-over automation in the design of data networks, telecom networks, computer
networks and applications.

Additionally, walk through and fail-over drills of background operational processes and
components are conducted periodically.

NICE inContact maintains a 7x24x365 NOC with additional on call staffing for other
critical functions.

NICE inContact data centers are housed in carrier grade facilities (see data centers, p. 6).
Mission critical data is replicated or backed up as determined by data requirements.

Backed-up data is stored or replicated to data center locations in diverse geographical
areas to ensure survivability in the event of a data center disaster.

As mentioned in the “NICE inContact ACD Application Design” section above, our USA
and European services are tested periodically to validate the ability for ACD to function
independentiy from each data center. This testing, as part of regular maintenance and
patching activities, routes all contact processing from one data center to the other,
effectively validating the ability for those systems to function independently.
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« NICE inContact maintains a documented Resiliency Event Management (Disaster
Recovery) Plan that defines the contacts, escalations, and documents the controls
necessary to manage outages and service disasters.
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Business Continuity

Corporate strategies require the NOC and other support teams to be able to work from
home or other locations in the event that the corporate offices cannot be used. Formal
drills are conducted annually to test the ability to maintain essential operations off-
site/at home. Designated staff members as directed by management operate from home
for system upgrade and other maintenance activities.

NICE inContact’s Resiliency Event Management (Disaster Recovery) Plan defines a
Business Continuity Team to coordinate resources and actions necessary to ensure
corporate operational continuity in the event of a disaster.

Reference Index
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Coresite (LA2) Alameda Facilities {Coresite) — http://www.coresite.com/data-centers/los-
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Equinix colocations - http://www.equinix.com/en US/platform-equinix/platform-

advantages/ibx-data-centers/ (pg. 9)

NICE inContact Privacy Policy - hitp://www.NICE inContact.com/privacy-policy (pg. 27)
NICE inContact Security in the Cloud - http://www.NICE inContact.com/call-center-
solution-finder/learn-about-security-cloud (pg. 5)

NICE inContact Security and Compliance - http://www.NICE
inContact.com/sites/default/files/resources/ds-call-center-pci-compliance,pdf (pg. 22)

NICE inContact Network - http://www.NICE inContact.com/call-center-
software/network-connectivity (pg. 25)

Safe Harbor (Department Of Commerce after EU Court Decision) -
http://export.gov/safeharbor/
NICE Systems Privacy Shield

https://www.privacyshield.gov/participant?id=a2zt0000000TP4hAAG

Class 4 Switch -
http://en.wikipedia.org/wiki/Class 4 telephone switch#Sector and access tandems
(pg. Error! Bookmark not defined.)

Role-based Access - http://en.wikipedia.org/wiki/Role-based access control (pg. 27)
SS7 Call Control - http://en.wikipedia.org/wiki/Signaling System 7 (pg. 11)
RESPORG - http://en.wikipedia.org/wiki/RespOrg (pg. 12)
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s Approved Scanning vendors -
www.pcisecuritystandards.org/pdfs/asv report.html (pg. 22)

» What is SIP? - http:

¢ Whatis CPNI -
htip://en.wikipedia.org/wiki/Customer proprietary network information (pg. 23)

o Blade Chassis Architecture - http://en.wikipedia.org/wiki/Blade server (pg. 20)

s HP Carrier Grade Hardware -
http: / /www.hp.com/productsi/servers

en.wikipedia.org/wiki/Session initiation

rotocol (pg. 11, 20)

USEN (pg. 20)
s European Telecommunications Standards Institute (ETSI) - http://www.etsi.org/index.php
(pg. 20)

e Layer 7 switching - http://en.wikipedia.org/wiki/Layer 7 switch (multi-layer) (pg. 20)

e Team Foundation Server - hitp://en.wikipedia.org/wiki/Team Foundation Server (pg.
4)

e Cloud Security Alliance — CSA hitps://cloudsecurityalliance.org/ (pp. Error!
Bookmark not defined., Error! Bookmark not defined.)

Glossary and Acronyms

BGP - Border Gateway Protocol, a routing protocol used to span autonomous systems
on the internet. BGP exchanges routing information between networks.

CCTV - Closed Circuit Television

ETS! - The European Telecommunications Standards Institute, is officially responsible for
standardization of Information and Communication Technologies (ICT) within Europe

DMZ - is a physical or logical subnetwork that contains and exposes an organization'’s
external services to a larger untrusted network, usually the intemet

DS3 - A high capacity digital facility capable of processing up to simultaneous 672 calls
or 44.736 mbps of data.

GigE ~ Gigabit Ethernet interfaces capable of processing 1,000,000,000 bits/s
10 Gig — 10 Gigabit Ethernet interfaces capable of processing 10,000,000,000 bits/s

HP - Hewlett-Packard is one of the world's largest information technology companies
operating in nearly every country

HTTP/HTTPS — Hyperext Transport Protocol and Hyperext Transport Protocol Secure - a
networking protocol used extensively for Web traffic.
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ISP — Internet Service Provider, a nationwide provider of internet services.

Layer 3 -- The third layer of the seven-layer OSI model of computer network and is
responsible for routing packets.

Layer 7 -- The seventh layer of the seven-layer OS| model of computer network. Layer 7
devices allow packet inspection at the application layer for better security.

MPLS - Multi Protocol Label Switching is a mechanism in high-performance data
networks that directs data from one network node to the next based on short path
labels.

NAS - Network-Attached Storage is a file-level computer data storage connected to a
computer network to provide data storage and access to computers on that network.

NEBS — Network Equipment Building System which describes a system to standardize
equipment that would be installed in a central office.

PCI DSS - Payment Card Industry Digital Security Standards is a worldwide security
standard created to help payment card industry organizations prevent credit card fraud.

POP - Point of Presence or data center.

RESPORG - Responsible Organization is a term that refers to companies that have
access to the database or Service Management System (SMS) that controls the routing of
all toll free numbers.

RTP - Real Time Transport Protocol, a standardized packet format for delivering audio
and video over |P_networks

Safe Harbor — A framework developed by the U.S. Department of Commerce to bridge
the different privacy approaches of the U.S.A. and the European Union. It is currently
deprecated in the EU by a European court ruling, but NICE inContact still abides by it.

Privacy Shield — The EU-U.S. and Swiss-U.S. Privacy Shield Frameworks were designed
by the U.S. Department of Commerce, and the European Commission and Swiss
Administration, respectively, to provide companies on both sides of the Atlantic with a
mechanism to comply with data protection requirements when transferring personal
data from the European Union and Switzerland to the United States in support of
transatlantic commerce.

The Privacy Shield program, which is administered by the International Trade
Administration (ITA) within the U.S. Department of Commerce, enables U.S.-based
organizations to join one or both of the Privacy Shield Frameworks in order to benefit
from the adequacy determinations.

SAN -- storage area network is an architecture to attach remote computer data storage
dewces such as dlsk arrays to servers

Lt it T 2 T e S —— S —
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¢ This document includes proprietary information of NICE inContact, Inc. This document is for information purposes only and
i Is subject to change without natice. The information contained in this document represents the current view of NICE
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é warranty or guarantee regarding the products or services described or anyone's ability to comply with applicable regulatory
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SBC — Session Border Controller — a device installed at the edge of a VoIP network that
acts as a VolP firewall, controlling ingress and egress to the VolP network.

SIP — Session Initiated Protocol is a communications protocol commonly used to initiate
Voice over IP or VolP calls.

SOC 2 - AICPA provides a Service Organization Control (SOC) structure that NICE
inContact services qualify for, and supersedes both the SSAE 16 and SAS70.

SRTP — Secure Real Time Transport Protocol, is a method to encrypt the audio on VolP
calls

T1 - A high capacity digital facility capable of processing up to 24 simuitaneous calls or
1.536 mbps of data.

TDM - Time Division Multiplexing is a method used to multiplex two or more digital or
analog signals in to one signal by allocating a specific time slot for each multiplexed
signal.

TF — Toll Free numbers are a set of numbers using an 8XX NPA format for which the toll charges
associated with the call are paid for by the owner of the toll free number.

B8 of 28 | NICE inContact Technical FAQ v5_57 8/15/2018

; This document includes proprietary information of NICE inContact, Inc. This document is for information purposes only and
| is subject to change without notice. The information contained in this document represents the current view of NICE
i inContact, Inc., on the issues discussed as of the date published and does not constitute legal advice, representation,

; warranty or guarantee regarding the products or services described or anyone's ability to comply with applicable regulatory

I reguirements.

:
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Appendix D. Verizon VCE BroadSoft/Cisco Security

BroadSoft BroadCloud applications and services are running on multiple servers within
BroadSoft BroadCloud Datacenters.

BroadSoft BroadCloud provides applications and services that are assured by the
implementation of security and availability methods and procedures designed to cover physical
access and protection, network connectivity, remote and local access, application and server
management, availability and customer sensitive data.

Physical Security

BroadSoft BroadCloud partners with datacenter operators with years of experience in design,
implementation, and operation of large-scale datacenters. These facilities provide physical,
environmental and access security, protecting BroadSoft BroadCloud’s physical and virtual
application environments.

Facility
B 24x7x365 On-site security personnel
B Nondescript and unmarked facilities with natural boundary protection
B Silent alarm system with automatic notification of local law enforcement

B Building code compliance to local governmental standards

Environmental Safeguards
B Fully redundant HVAC facilities

B Automatic Fire suppression systems, dual alarmed (heat/smoke), dual interlock with cross-
linked event management

B N+1 redundant UPS power system supporting entire datacenter capacity, with redundant
backup generators

Where appropriate, localized disaster compliance (seismic, flood control)

Access

E Biometric scanning and/or 2-factor authentication for access
B Al ingress/egress through vestibules (man-traps)

B Access requires valid government issued photo ID, and all access history is recorded for
audit purposes

B Authorization required prior to access and is only provided for legitimate business need

November 27, 2018 172 Vel,'IZOﬂ‘-l



State of West Virginia Appendix D. Verizon VCE BroadSoft/Cisco Security

#  Shipping and receiving are walled off from co-location areas

B For both ingress and egress, all material is inspected upon arrival by on-site security staff.

Network

External network security falls into two generalized categories: firewall protection and intrusion
detection and prevention. When peer connections are allowed to BroadSoft BroadCloud, VPN
peering provides secure access.

Additional internal network configuration isolates web, application, and database layers to
further eliminate possible intrusion.
Firewall

¥ The firewalls are configured in multiple zones for tiered security. All public access to
BroadSoft BroadCloud applications and services traverses a demilitarized zone (DMZ) for
added security

B The firewalls are configured to only allow traffic specific to BroadSoft BroadCloud
applications and services. Al other traffic is restricted

B Access policies are defined based on UDP/TCP service port, source IP addresses, and
destination IP addresses. Access to a specific application or service is minimized to the
smallest possible set of service ports and IP addresses

B FTP and telnet are blocked both at the firewall, and where necessary, at the server OS
level, preventing anonymous access
intrusion Detection and Prevention

B Both hardware and software solutions identify, classify, and stop malicious traffic before it
affects application continuity

B Inline prevention technologies take preventive action on a broad range of threats including
Denial of Service (DoS), without the risk of dropping legitimate traffic

B Network protection from policy violations, vulnerability exploitations, and anomalous
activity through detailed inspection of traffic in Layers 2 through 7
VPN

Where needed to connect to service provider networks and enhanced content providers,
connection out of the network takes place over IPsec or MPLS VPN. Strong Encryption is used
to provide the highest level of peering security.
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Operational and Environmental Security

User Authentication

Users of BroadSoft BroadCloud applications and services are required to authenticate upon
access by means of a valid user ID and password. This and other identifiable information is
encrypted by means of SSL (HTTPS) while in transmission from the user's endpoint to/from the
BroadSoft BroadCloud application or service.

Operations Management

§ All BroadSoft BroadCloud personnel have background checks performed prior to hire

8 Restricted access is only granted to personnel necessary to perform management,
maintenance, and monitoring functions

B Customer ticketing is achieved via customer portal, including support history

Internal Network

# Traffic between public and private networks traverses a proxy server located in a
demilitarized zone (DMZ) to improve security in the private network

B Virtual Local Area Networks (VLAN) and firewalls isolate each subnet

B Maintenance access to systems used to deliver services is through an independent IP
subnet. Backup connectivity to the management subnet is via out-of-band connectivity to a
terminal server using encrypted SSH access, and access to the terminal server is limited
to specific BroadSoft IP addresses

® Authentication, authorization, and accounting on network components are controlled down
to the command level

Server Management

¥ Servers are fully hardened, removing/disabling unnecessary services (SMTP, Telnet, FTP,
etc.)

B Operating system and supporting applications are regularly updated to safeguard against
emerging vulnerabilities

B User account management manages and limits OS user authorization

B All Command line activity is logged and monitored to prevent unauthorized OS user
activity

# Password Control including regular rotation, strong structure, encryption during
transmission, and are not stored within BroadSoft BroadCloud environments
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Database

B Database access is controiled and limited to BroadSoft BroadCloud operations resources

E BroadSoft BroadCloud application layers completely segment BroadSoft BroadCloud
customer data, thus preventing access by any other customer’s data or application

# No external network connectivity allowed on database layer servers

B Password Control including regular rotation, strong structure, and application specific
passwords where necessary

Availability

B Carrier grade hardware utilized throughout the datacenter
B Physical redundancy server configurations for web, application and database server layers

B Servers deployed with redundancy across separate physical hosts and separate physical
datacenters

B Redundant connectivity throughout ths internal network

B Multiple ISPs connected and homogenized into the BroadSoft BroadCloud datacenter to
eliminate single point of connectivity failure

B Highly available storage/disks including redundant power supplies, controllers, RAID 5
arrays with live spares, and network connections

B All datacenter hardware fed by redundant and disparate commercial power, backed up by
UPS and generators

Backups

B Automation provides regularly scheduled backups of DB and server images

& Synchronizatioii technology sends regular updates of backups electronically io ofisite and
geographically disparate storage

B All local and offsite backups are monitored and automatically retry as needed
# BroadSoft BroadCloud code objects are regularly backed up both locally and offsite
B Backups are tested regularly

Disaster Recovery

In the event of a service affecting and potentially long term outage of a datacenter due to a
naturai disaster or other cause beyond the control of BroadSoft BroadCloud, backups can be
retrieved from offsite storage, and can rebuild effected applications and services.
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Sensitive Data

BroadSoft BroadCloud recognizes that in some cases, certain user sensitive data may exist
within the scope of data managed on behalf of its customers.

In these cases, additional care will be taken to conform to the local governing laws for this data,
regardless of region. This may be in the form of managing such data within the confines of the
region, or country.

No such sensitive data shall ever be taken out of the BroadSoft BroadCloud datacenters or its
established backup networks. Wherever possible, BroadSoft BroadCloud will manage sensitive
data under these seven guidelines:

i

Notice — End-users will be notified upon collection of end-user sensitive data

Purpose — The data collected will only be used for the purpose of providing BroadSoft
BroadCloud setvices

Consent — Sensitive data should not be disclosed without the end-user’'s consent
Security — Collected data will be kept safe

Disclosure — End-users are to be aware of who is collecting sensitive data
Access — End-user should be able to correct inaccurate data

Accountability — End-Users should be able to hold BroadSoft BroadCloud accountable for
these guidelines

BroadSoft BroadCloud is continually updating its practices and policies regarding datacenter
deployment and security, as well as reviewing and from time to time, changing service providers
and operators it uses to provide BroadSoft BroadCloud services.
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Appendix E. Cyber Security Program

Please refer to our attached icon(s) below, pertaining to the Cyber Security Program
documentation. For hardcopy purposes, please review the following page(s).

b
Cyber._Risk_Program
s.docx
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Rethink risk with

evidence-based security

Cyber Risk Programs

verizon

Managing risk can feel like a moving target. And
although you may not be able to plan for every
possibility, you can use historical trends as a guide
to help you improve your security posture.

The Verizon 2017 Data Breach Investigations Report
(DBIR) found that 88% of data breaches fit intc nine
attack patterns, and the patterns impact each industry
differently. This information can help you decide where
fo focus your security efforts.

88 % of data breaches fit into nine

attack patterns’.

Objective, evidence-based and
coliaborative.

Verizon Cyber Risk Programs bring objective, data-
driven risk analysis to your risk-management strategy.
We have three different service levels available, so we
can help you protect your entire organization with a
solution that best meets your business needs. Our
experts will work with you to understand your risk when
compared with the threat scenarios and attack patterns
identified in the DBIR. We'll also create a plan that
prioritizes your problem areas so you can get the most
out of your security budget.

We use a proprietary scoring method to help you prove
due diligence to auditors. Important stakeholders and
business leaders will have confidence in your security
strategy—and you'll have better peace of mind knowing
your organization is protected.

Verizon 2017 Data Breach Investigations Report

Make more-informed cyber-riék decisions, Backed
by the integrity, capability and reliability of our
services and people,

Pinpoint the threats.

When you know where the biggest threats are, you can
ptan accordingly. Our experts can show you which
measures are the most important to protect your business.
We can help with:

= Periodic reviews to verify your controls are working and
help find potential weaknesses in your security
strategy.

¢ Expert assessmenis and diagnostic methodoiogies,
built from years of legacy technologies.

* |Insights from more than a decade of DBIR data
highlighting which threat patterns lead to actual data
breaches.

» Direct mappings to the most common cyber-risk
management frameworks so you can better
understand your level of risk across likely scenarios.
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Rethink risk with
~evidence-based security

Three levels of protection.

Your threat profile and security needs are specific. Qur
solution is designed to meet those needs by using
industry-specific data to defend against the threats that
matter to you most.

Risk rating.

Evaluate your risk-reducing controls simply and
effectively.

« Reviews your external security controls against the
most common threats.

s Produces a quarterly diagnostic score.

» Provides additional guidance to help reduce cyber
risk, inciuding references to DBIR attack patterns.

» Allows industry/peer benchmarks.

Risk assessment.

Comprehensive and maturity-based assessment against

most cyber threats.

» Reviews your internal and external security controls

against a broad number of cyber threats.

« Produces quarterly risk-assessment scores against

key security controls.
s Inciudes risk-reducing recommendations.

s Lets you calculate and compare your controls
against key control frameworks and industry peers.

Risk evaluation. |

Customizable activities to examine your risk level, based
on your methodology.

+ Reviews external, internal, partner and subsidiary
security controls.

«- Provides a monthly adaptive risk score.

e Lets you select your risk-reducing controls and then
examine and rate your posture against key control
frameworks and industry peers (depending on scoring
methods).

¢ Based on your maturity and specific risk-scoring
methodology.

Build a strong defense with insight and data.

Cyber Risk Programs help you better defend against
threats by managing risk more deliberately, so you can
move from:

¢ Simple intuition to risk models based on evidence.
Different industries have different threat profiles, which
require different remediation priorities. Our
methodology can help you better understand your risk,
prioritize remediation efforts and use proactive security
measures.

+ Subjective risk scoring to evidence-based scoring.
We've converted threat intelligence from the DBIR into
actual risk analysis so you can better understand and
guard against threats.

* A fragmented view to a broader one. Nowadays,
security can be fragmented, with many vendors and
technologies working independently. We provide
visibility across your network, consolidating control of
your security products and services to help you
respond more effectively to an attack.
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Rethink risk with
evidence-based security

-hreat protection with an advantage.

Get better peace of mind with expertise that helps you
manage risk.

* Global visibility. Our network provides insights of
recent threats and attacks.

* Deep expertise. We investigate some of the most
high-profile global breaches each year.

*  Security intelligence. We know how the attackers
work and what they want.

ferizonEnterprise.com

Learn more.

Tofind out how Verizon Cyber Risk Programs can help
your business build a better foundation for defense,
contact your account manager or visit:

VerizonEnterprise.com/products/security
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Appendix F. Evidence of Liability Insurance

Please refer to our attached icon(s) below, pertaining to Evidence of Liability Insurance. For
hardcopy purposes, please review the foliowing page(s).

[ ]

Verizon - EQIL 2M Verizon
CGL-2M AL-IM EL.20: 10.31.2017-18 EO.C
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= ) o DATE(MM/DDAY YY)
ALORID
— CERTIFICATE OF LIABILITY INSURANCE oar1a2018
THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.
IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed. If =
SUBROGATION IS WAIVEL, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on this g
certificate does not confer rights to the certificate holder in lieu of such endorsement{s). E
PRODUGER Roner 2
Aon Risk services Northeast, Inc. i v s
New York NY OFfice (AIC. No. Ext):  (866) 283-7122 {AlE, Noy; (800D 363-0105 8
199 water Street E-MAIL °
New York Ny 10038-3551 usA ADDRESS: T
INSURER(S} AFFORDING COVERAGE NAIC #
INSURED INSURER A: National Unien Fire Ins Co of Pittshurgh {19445
verizon Communications Inc. INSURERE:  New Hampshire Insurance Company 23841
1095 avenue of the Americas -
New York Ny 10036 USA INSURER C: American Home Assurance Co. 19380
INSURER D: ITiinois National Insurance Co 23817
INSURER E:
INSURER F:
COVERAGES CERTIFICATE NUMBER: 570071819592 REVISION NUMBER:
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANGE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRAGT OR OTHER DOCUMENT WITH RESPECT TQ WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. Limits shown are as requested
TRER TYPE OF INSURANCE, ‘Nsp SR POLIGY NUMBER e P LIMITS
A X | cOMMERCIAL GENERAL LIABILITY GL4B11607 657% /2019 EacH OCCURRENCE $2,000,000
DAMAGE TO RENTED
I EEAIMSEMADE E BECIR PREMISES (Ea accurrence) $2,000,000
| X | Standard Contractual Liability MED EXP {Any one persan) $10,000
X | %CU Coverage is Included PERSONAL & ADV INJURY $2,000,000 E
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $2,000,000| =
X | FoLicy ngc.; Loc PRODUCTS - COMPIOP AGG $2,000,000] 2
OTHER: E
A | AUTOMOBRE LIABILITY CA 461-15-19 06/30/2018(06,/30/2019| COMBINED SINGLE LIMIT b
205 £ sants $2,000,000 .
A x| anvauto CA 461-15-20 06/30/2018|06/30/2019 BODILY INJURY ( Per persan) o
1 ownen SCHEDULED MA BCDILY INJURY (Per accident) a
A | auTos onLy AUTSS CA 461-15-21 06/30,/2018(06/30/2019 [ Froserrs DAMAGE q
HIRED AUTOS NON-QWNED 3
L | omy AUTOS ONLY VA (Per aceident) =
A See Next Page 06/30/2018|06/30/2019 'E
UMBRELLA LtAR OCCUR EACH OCCURRENCE o
|| excess Liag | cLAmMs-MADE AGGREGATE
DED|  [ReTENTION
B | WORKERS COMPENSATION AND wC014590551 /2018]06/30/2019] y | PER STATUTE ‘ |o-rH.
EMPLOYERS' LIABILITY YIN AOS ER
¢ | Crrcamsts eineor [ Jnra|  [wco14590550 06/30/201806/30/2019| & EACHACCIDENT = 000,00
(Mandatory in NH) CA E.L, DISEASE-EA EMPLOYEE $1,000,000
EEE"&SFS?F&’S g‘lf ?JrPERAﬂON_S_ belaw E.L. DISEASE-POLICY LiMIT $1,000,000|—
=
DESCRIPTION OF ORERATIONS / LOCATIONS / VEHICLES (ACORD 104, Additional Remarks Sthedule, may be attached If mora space i= required) ﬁ
Evidence of Insurance. b
|
|“-.Ili
E
CERTIFICATE HOLDER CANCELLATION ==
SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE THE ﬁ
EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN ACCORDANCE WATH THE -y
POLICY PROVISIONS.
Verizoh Communications Inc. AUTHORIZED REPRESENTATIVE )
1095 Avenue of the Americas Ems
New yYork NY 10036 USA a.
e s G erinas Niethomsit S =
¥

ACORD 25 (2016/03)

©1988-2015 ACORD CORPORATION. All rights resorved.
The ACORD name and logo are registered marks of ACORD
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AGENGCY CUSTOMER ID: 570000027366
LOC #:

ADDITIONAL REMARKS SCHEDULE Page _ of _

AGENCY
Aon Risk services Northeast, Inc.

NAMED INSURED
verizon Communications IhcC.

POLICY NUMBER
see Certificate Number: 570071819592

CARRIER
$ee Certificate Number: 570071819592

NAIC CODE

EFFECTIVE DATE:

ADDITIONAL REMARKS

THIS ADDITIONAL REMARKS FORM 1S A SCHEDULE TO ACORD FORM,
FORM NUMBER: ACORD 25 FORM TITLE: Certificate of Liability Insurance

INSURER(S) AFFORDING COVERAGE

NAIC #

INSURER

INSURER

INSURER

INSURER

ADDITIONAL POLICIES Ifa Policy below does hot i:nc!ude limit information, refer to the corresponding policy on the ACORID
certificate form for policy limits.

INSR ' ADDL !SU]]R POLICY NUMBER POIET-S-[“,;E EmFOH,CY LIMITS
1LTR TYPE OF INSURANCE INSD |wvD EFFDEATE DAT?ON
(MM/DIVYYYY) | (MM/DD/YYYY)
AUTOMOBTLE LIABILITY
A CA 774-22-65 06/30/2018] 06,/30/2019
NH - Primary
A CA 774-22-66 06/30/2018| 06/30/2019
NH =~ Excess
WORKERS COMPENSATION
D N/A we014590552 06/30/2018| 06/30/2019
FL
B N/A WC014590553 06/30/2018] 06/30/2019
ME
B N/A wC014590549 06/30/2018| 06/30/2019
NI,NY,TX,VA
B N/A wC014590554 06/30/2018] 06/30/2019
MA, ND,OH , WA, WI , WY

ACORD 101 (2008/01)

@ 2008 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MMWDD/YYYY)
10/27/2017

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND,

EXTEND OR ALTER THE GOVERAGE AFFORDED BY THE POLICIES

3ELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the

policy{les) must be endorsed. If SUBROGATION IS WAIVED, subject to

the terms and conditions of the policy, certain policies may require an endorsement. A statement on this certificate does not confer rights to the

certificate holder in lisu of such endorsement(s).

PRODUCER

| RoMe T Robert O'Shea, Jr

Beocher Carlson - New York PHONE . (646)358-8513 s No); (770) 870-3085
1500 Broadway AoiiEes roshea@beechercarlson. com

21st Floor INSURER(S) AFFORDING COVERAGE NAIC &
New York NY 10036 INSURER A ACE American Insurance Company 22667
INSURED INSURER B :

Verizon Communicatioms Inc. INSURER € :

1085 Avenue of the Americas INSURER D :

8th Floor INSURER E :

New York NY 10036 INSURER F :

COVERAGES CERTIFICATE NUMBER:CL17102752425 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION

OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR ADDLISUBR] POEICY EFF_| POLICY EXP
LTR TYPE OF INSURANCE LWvD POLICY NUMBER (MMWDDIVYYY} | (MMDDIYYYY) LINITS
COMMERCIAL GENERAL LIABILITY EACH OCCURRENGCE 5
‘ DAMAGE TO RENTED
CLAIMS-MADE |:| OCCUR PREMISES (Eq occumence) | $
I MED EXF {Any one person) 3
PERSONAL & ADV INJURY | §
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $
poucy || 7B% [ ]ioc PRODUCTS - COMF/OP AGG | §
OTHER: $
COMBINED SINGLE LIMIT
AUTOMOBILE LIABILITY {Ea accicent) $
ANY ALTO BODILY INJURY (Per person) | $
ALL OWNED SCHEDULED .
I i e
HIRED AUTOS AUTOS (P accidont} i
$
UMBRELLA LIAB OCCUR EACH OCCURRENGE $
EXCESS LIAB CLAIMS-MADE AGGREGATE $
DED | ‘ RETENTION § $
WORKERS COMPENSATION PER QTH-
AND EMPLOYZRS' LIABILITY YIN Stanre | [ &R
ANY PROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT $
OFFICER/MEMBER EXCLUDED? D N7A
{Mandatory In NH) E.L. DISEASE - CA EMPLOYEY §
If yas, describe under
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT | $
A | Professional Liability/E&0 EON @21684077 012 10/31/2017|10/31/2018 | Per Claim $1,000,000
and Cyber Liability Annual Aggregate $1,000,000
DESCRIPTION OF OPERATIONS / LOCATIONS J VEHICLES (AGORD 101, Additional Remarks Schedule, may be attached if more space is required)
CERTIFICATE HOLDER CANCELLATION

Evidence of Insurance

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

Jr/BMOOR ,zﬁggbfi%;?/

R O'Shea,

ACORD 25 (2014/01)
INSO25 201401

© 1988-2014 ACORD CORPORATION. All rights reserved,

The ACORD name and logo are registered marks of ACORD
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Appendix G. Sample Project Plan

Please refer to our attached icon{s) below, pertaining to the Sample Project Plan. For hardcopy
purposes, please review the following page(s).

|

Sample Project
Plan.doc
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State or West Virginia Preliminary Transition Plan

1 Document Purpose

The purpose of this Preliminary Transition Plan is to provide an outline of requirements, processes, procedures, and estimated
timeframes for the transition of Verizon and UCCaaS and MIPPBX. This Preliminary Transition Plan documents the mutual agreements
between State of West Virginia and Verizon, as well as strategies, implementation objectives, and priorities.

2 Transition Approach

In support of our transition effort, Verizon will assemble a team of professionals that will be working with State of West Virginia throughout the transition to
customize and deliver a plan specific to your needs. At the outset, Verizon will assign a Transition Manager, dedicated to State of West Virginia Transition.

The Transition Manager will be the single point of contact to State of West Virginia for all aspects of Governance, communication and escalation during the
transition phase.

Verizon has developed over the years a transition methodology that has been used to transition customers into Verizon. This inciudes a step-by-step,
detailed implementation approach and plan that is structured to ensure that our customers will experience a smooth implementation to the new environment.
To help avoid transition issues and to mitigate risk, we will work with State of West Virginia to develop an agreed upon transition approach and schedule,
detailed in project plans to cover the transition to Verizon.

As outlined below in our Solution framework and transition methodology, our step-by-step approach minimizes risk through:

« Detailed gathering of requirements that are documented in our project definition report and is agreed to in collaboration with State of
West Virginia.

» Effective Knowledge Transfer that includes the immersion of Verizon skilied resources into State of West Virginia that begin the process
of understanding not only the IT requirements, but also State of West Virginia’s business requirements and understanding impacts that
may address transition and ongoing support.

Verizon Transition and Transformation Methodoiogy

Verizon uses five standard methodologies for all new management and support engagements. We avoid a ‘Big Bang’ approach, but rather an approach that
minimize fransition risks and enable flawless execution readiness for steady-state support. IT-enabled services and solutions are critical for business revenue

generation; operational transitions must be carried out with extreme care in planning and execution. The methodology used by Verizon is based on ITIL and
PMI framework and includes:

e Consulting Approach - Our approach is consultative, listening to your needs, conducting a gaps analysis, and working with you to develop
a customized plan that will mitigate your risk and deliver the outcome in the timeframe and budget that you require.
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* Transition Methodology - Verizon assembles a team of experts that are familiar with your requirements and works to deliver a successful
transition by effectively managing the process and bringing the resources together in a timely manner.

¢+ Communication Plan - Development of an effective communication plan where we together establish key stakeholders, identify risk and
mitigation plans, reporting requirements, schedule ongoing meetings for project updates and facilitating communication.

» Transition Change Management - Tightly managing change via Change Control Process. Integration of standard repeatable processes
while providing the flexibility to adapt to change and then execute on these changes.

* Risk Management - Verizon brings an experienced team of professionals and proven processes that are integrated into the transition
process to enable ongoing management of complex I T environments that require continued secure and compliant environments while
undergoing change in a dynamic business arena.

* Continuous Service Improvement - Built into each and every transition plan are processes that work toward achieving not only a
successful transition, but also one that delivers process improvements that drive efficiencies beginning with transition and continuing
throughout steady-state.

3 Transition Objectives

Transition is the first and most critical stage of Verizon's phased approach for delivering a next generation networking solution for State
of West Virginia. Transition consists of the detaifed planning and execution activities required for the successful migration of technical,
operational, and managerial responsibilities from the legacy State of West Virginia environment to the Verizon platform. Our solution for
State of West Virginia is based on information known to Verizon about the customer environment from the current. Transition consists
of the detailed planning and execution activities r environment, as well as from additional information provided by State of West Virginia
throughout the RFP process.

Through comprehensive processes and methodologies for transitioning and transforming client networks, Verizon is able to provide a
risk-mitigated, converged solution utilizing appropriate subject matter experts (SMEs) and networking professionals. Under the auspices
of our Complex Delivery Organization, Verizon dasigns, engineers, implements, and manages the entire network from end to end. The
Verizon approach to transition and transformaticn is designed to be unobtrusive to the customer, ensuring that the evolution from legacy
to next generation networking is done without disruption to State of West Virginia core business operations.

The Verizon Transition Plan is focused on meeting State of West Virginia strategic requirements and achieving service delivery goals.
This Transition Plan addresses the centinuous processes for moving between service delivery states:

¢ Implementation and/or transformation of service

e Steady-state operation of service
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Verizon assumes that the Transition Period will commence upon the contract effective date and will last approximately 30 months, but
subject to planning. This timeline is based upon the dates outlined in the RFP documents. This timeframe is subject to change
depending on the date of contract execution and other variables. Verizon is committed to executing the Transition Plan within the
prescribed timeframe. Careful communication, planning, and prioritization will also include the State of West Virginia requirements and
needs in jointly developing the plan.

2.1 Key Objectives

Verizon’s key objectives for the successful transition are:

» Development of an agreed Transition Plan and supporting schedules to cover global transition activities, identify roles and
responsibilities, costs, timelines, risk and contingency plans and project controls.

« Communication is critical to transition. Verizon believes that the co-ordination between State of West Virginia, State of West
Virginia Service Providers and Verizon will require continuous cooperation at all management levels and will ensure that a
comprehensive effective communication plan is developed and presented in the first stages of the transition process.

« The Governance structure forms a key part of the long-term integration strategy and assurance of operationat compliance with
the Agreement and will be created as a priority within the Service Management Organization
A seamless transition of the existing in-scope services and technical environment with minimal or no disruption to users

« Insure stabilization of the environment.

3 Transition and Transformation Scope

3.1 Project Scope of Work

The final scope of this project will be defined and agreed upon by State of West Virginia and Verizon during the initiating phase.
Verizon has agreed to provide State of West Virginia with the products and services listed below based upon the RFP:

¢ Site Surveys

« Management Takeover (MTO) of legacy Cisco premised-based systems
Legacy Cisco
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Currently, the Stale of West Virginia hes ao estimated 10,000 fhanes on multiphe Cisco VolP
selations - 3x Ciseo Unified Call Manager and Uniry Express, 4 Cisco Unified Call Manager and
Unity, 7x Cisco Unified Call Manager and Unity Cogmertion, 10x Cisco Unified Call Manager and
Unity Connection, Ciseo Call Manager Express, ten (10) Ciago Comtact Cenfer Version 7 sites, and o
Husted Vol Soletion with Verizon Business Solutions (TFCCaa8 and Contect Centen); it is
anticipated all of those sites corvently wtilizing & VoIl solution will be migrated w the Yemdor's
proposed hosted solution. In addition 1o the current VolIP Agenvics, the Siste also requires the
flexibility 1o implement a VoI solution a sites whese one does not currently exist. Potentially, the
State may leverage the awarded contract to inmslement anoiber cstimuted 1 {080 users where
traditional telephony services exist,

The State of WV's corvent envisomuments consist of the folluwing:

Cisco Undfied Messaging

Ciswo Unity

isco Usity Connection

Cinee Unity Brpesy

Ciseo Call Manager Bxpress

Cisco Contact Center Bxpress

Ciseo Expressway CRE

Cisco Presenc

Ciseo Jabber

tiseo Gateways nsing VoIP Session Intriation Protocol (“S1P™) Trunks, Primary Rate Iniexface
PRIy Circeats, and Analog POTS (“Plain O1d Telephone Service™) fines

Mikrosaft Skype Tor Business 2016

Microsoft Active Directory

Microsoft Office 365

Cisco Survivable Remate Site Telephony (“SRST™)

Bridge Communicutions Operator Console

* Singlewire Informacast Paging

* Verizon hosted solution- Unified Commmmmications and Collaborations us & Service FUI
* Verizon hosted solutios - Vistual Coniact Center (VOD)

s B #F o % B e B oO® @

® " 4 & »

Transition consists of the detailed planning and execution activities required for the successful migration of technical, operational, and
managerial responsibilities from the legacy State of West Virginia environment to the environment supported by Verizon. Qur solution for State of
West Virginia is based on information known to Verizon about the environment from the current business partnership, as well as from additional
information provided by State of West Virginia throughout the due diligence and contracting design and ptanning sessions.

Verizon proposes to Transition and Transform the following Services:
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Legacy Cisco Managed IPPBX Transition Approach

Transition for IP PBX Management will consist of migrating State of West Virginia's IP PBX environment to Verizon. The Transition Plan will not start until all
existing Cisco Call Manager clusters, Unity Messaging Systems and Emergency Responder servers are upgraded to the current versions

Key transition actions include:

m State of West Virginia to complete the full upgrade of existing Cisco IPT infrastructure
# Verizon to survey sites and IPT hardware
m Verizon to perform data gathering and compilation of data
= Verizon will assess the design and configuration of all Cisco IPT components
@ Determine any remediation requirements
Perform remediation if required
@ Integration Test Plan
# Implementation of Services
m Start-up and Integration Activity
® Stabilization and Management
Drive increased network availability and efficiency
Reduce the quantity and severity of network issues
Provide increased responsiveness for your technical support issues
- Provide access to key technical information

Provide fast, consistent emergency response to business-critical and outage cases.
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IP PBX Managed Takeover
1 Owner Staffing =A
State of Weast If any projects are in process, We request that the State Perform the i
2 s s . i
Virginia Upgrade of existing IPT infrastructure ;
3 VZ PM Establish SOMI project team and establish weekly meetings with the
State of West Virginia Project Team f
State of West
Y Finali rvi 2|
4 Virginia / VZ inalize Service Levels !:
5 VZ Finalize Additional Evaluation Criteria
: Establish information exchange process to State of West Virginia
6 Verizon x : i
ticketing system _ i
7 VZ Define & Implement User Help Process
8 VZ “QObtain Weekly Ticket Summary
9 PM Communicate Support Processes to Verizon PMO and State of West
Virginia i
10 PM Provide access information to Verizon Network Operations Center ;
11 Sﬁat? ?f Wrest Provide Current Inventory of Voice Network |
Virginia
12 pS Provide information for policies and procedures for opening and
accessing all trouble tickets 5
13 Service Desk Provide Support Processes for end user assistance
Transfer all access information to SE / MSD including but not limitedto
State of West 7 . . i
14 Virginia detailed diagrams, IP addressing, usernames, passwords, out of band :
'8 numbers, maintenance contract info, site contacts i
15 PS Verify and test remcte access plan for PBXs {share passwords etc) ;
16 PS Delivery of any failure report to SOMi for all remote access
17 SFatF ?f s Remediation of all failed remote access
Virginia
iB8 St:.atg ?§ st Knowledge transfer from existing voice team to MSD
Virginia J
19 stat? ?f et Site Preparation
Virginia ;
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20 VZ Field Services Complete Site Survey Document |
21 :::;j:{v_rl;::n/ Identify Gaps in Site Survey Documentation ‘
22 ;2“ r\:(ic:slf oS Make contact with Site Manager |
23 Stat? ?f L Grant Temporary PBX Password Access ‘
Virginia !
24 PS Verify Access to each PBX !
25 PS Verify Access to VoiceMail System at each site
26 PS Analyze PBX information
27 PS Analyze Voice Mail Information
28 Field Services Site Visit
29 Field Services Site Services to verify physical layout of site voice equipment
State of West N )
30 Virginia / Resolve Gaps in PBX, VoiceMail and Site Surveys
Account Team

Unified Communication and Collaboration Delivery Framework:

Verizon uses a structured approach called the Unified Communications and Collaboration Delivery Framework including the activities needed to
prepare, plan, design, and implement Unified Communications and Coilaboration services. The UC&C Delivery Framework deploys UC solutions
to Verizon customers, helping them improve productivity and increasing effectiveness through the use of repeatable, yet customizable and
scalable, tools, templates, and processes specifically developed for UC.

Prepare. The Prepare phase is focused in large part on creation of the business case, This output financial investment, and the technologies
involved. From these inputs, the business case is built and a technology strategy is developed along with the high-level architecture to meet
those needs with the scope of work.

Plan

In the plan phase, the Verizon UC Delivery Framework approach helps to assess the existing environment to determine whether it can support
the proposed solution. This is done via a series of interviews that includes Account team, Implementation team, and Customer.

June 2017
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Design

In the design phase, the Verizon UC Delivery Framework approach helps to develop a comprehensive detailed design via a series of workshops
with customer and implementation team.

Implement

In the implement phase, the Verizon UC Delivery Framework approach uses repeatable, yet customizable processes for implementation that
were developed and agreed upon in the planning and design phases. UCCaa$S solution implementation is managed by the UC PDIS team, an
organization chartered to manage project celivery from coordination of Pre-Sales validation through

Post-Sale Operational handoff of UC solutions following the Cisco Prepare, Plan, Design, Implement, Operate and Optimize (PPDIOO)
methodology. This organization performs the design, engineering center. UC PDIS confirms appropriate timing for resource implementation on-
site in the event that any rack and stack, in person training, or phone placement activity is required. The primary billing structure for UCCaaS is
on a per month, per user basis

Verizon UCCaa$ is delivered out of our geo-redundant data centers in the 3 regions of the world. Standard time for build-out of each core {(which
will be completed concurrently) is approximately 6-8 weeks. Once this is complete, the 1% location will be ready for migration.

Verizon will then staff a dedicated team of Project Managers, Order Managers, Engineers, and other pertinent personnel to support the mutually
agreed upon migration schedule. Site migrations are performed Monday through Thursday with Friday being designated for the delivery teams to
prepare for the following week. In reviewing State of West Virginia's current topology, there are 341 locations and 43,000 users. This equates to
approximately 88 weeks of site build/cut activities and would include 60 locations per week. Please note this does not allow for any holiday time,
potential black-out periods, etc.

Virtual Contact Center Implementation Overview

Implementation Process Overview
The published interval for implementing VCC core* services is 45-60 business days (if advanced services are ordered, the
implementation interval may be extended cr require use of a phased approach). The Virtual Contact Center (VCC) implementation
team utilizes audio and web-based tools to provide end-to-end project management for all VCC implementations (no onsite
services are provided). All projects begin with a review of the overall process and quickly proceed to requirements gathering to
determine the criteria and business rules needed to successfully configure ACD, IVR, and multimedia routing for the customer’s
contact center.

Once the scope of the project is agreed upon, the VCC Implementation Project Manager {IPM) will work closely with the customer’s
designated administrator(s) to configure the details of the call flow, providing hands-on training throughout the process. Our goal is

June 2017 11 \
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to work side by side with the customer to help them learn and understand all the components involved with their VCC application. This will allow them to
manage and grow VCC for future business needs. When the scripting is complete, the VCC Implementation Team will test the VCC
configuration prior to handing off to the customer for independent User Acceptance Testing (UAT).

To ensure that all VCC users are prepared for the transition to VCC, extensive online training resources are available for on-demand
review and train-the-trainer training is provided for the customer’s designated trainer(s). On the agreed upon go-live date, the VCC
IPM coordinates all cutover activities and ensures that calls are being delivered to VCC agents.

A 10-business day monitoring period follows the cutover. During this time the VCC IPM will remain engaged to address any post-
cutover issues that may arise and answer questions as needed prior to the formal handoff to Virtual Contact Center Support.

*Core VCC services are described as voice, e-mail, chat, web callback and click-to-talk. No advanced services (e.g. WFM, QM, CRM
integration, etc.) are included.

VCC Implementation Roles and Responsibilities

VCC IPM will matrix-manage the VCC implementation inclusive of the tasks identified below, along with the development of
appropriate supporting documents. All activities are conducted remotely utilizing conference calls and net meeting to facilitate
communications. No onsite services are provided.

Host discovery session with customer and Verizon Sales Team to confirm contact center data provided, set
implementation expectations, review the solution overview, project timeline and roles and responsibilities.

Conduct weekly status calls with customer and Verizon Teams from project kick-off to cutover.

Configure the routing script(s) at a level sufficient for discussion and review and inclusion in the Scope Summary
document, which will be provided to the customer for approval. The implementation effort will cover the contact types
the customer ordered (voice, e-mail, chat). Customer written (email) approval/agreement of the Scope Summary will
be required to proceed.

Provide a training overview document outlining the training resources available for the customer. These resources
include online instructor led sessions via web meeting and audio bridge, video tutorials and online help files.

Provide access to the customer’s VCC Business Unit once the Scope Summary is approved in writing by the customer.
Schedule configuration sessions with the customer to complete the detailed scripting while providing hands-on
administrative training sufficient for the customer to be able to handle the post-handoff, day-to-day activities
associated with maintaining their Virtual Contact Center.

June 2017
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* Validate the functionality of the scripting in regards to properly handling customer contacts as outlined in the Scope
Summary.
* Remotely conduct up to two train-the-trainer sessions on agent and supervisor functionality. Each of these sessions will
be limited to three of the customer’s designated trainer(s) in each session.
¢  Work with the Verizon Account team to facilitate a successful cutover to VCC.
* Periodically monitor the customer’s VCC application for a period of 10 business days following cutover.
* Provide a review session with the customer on the VCC support portal and the support process for knowledge transfer
of opening, tracking and resolution of cases (trouble tickets).
¢ Host a hand-off call to transition the customer to VCC support upon completion of the 10 business day monitoring
period.
* Provide the foilowing supporting documentation during the implementation process
o Weekly Meeting Minutes
o Scope Summary/Business Requirements Document (BRD) for Adv. Svs.
o Project Schedule
o Hand-Off Document

VCC Customer Roles

Administrator(s) — personnel assigned to participate in VCC configuration meetings to set up VCC security profiles and settings, and
configure call routing via scripting sessions, perform baseline configuration of VCC business unit (hours of operation, profiles,
points of contacts, etc.) and perform/coordinate user acceptance testing.

IT & Network Support — ensure customer environment is enabled for VCC use — order DIDs for agents, open network ports/firewall
settings, ping test, FTP site for recording downloads, staff pc requirements, download software, admin rights for specific
individuals.

Contact Center Manager (decision maker) - approve new VCC call flows, agent and supervisor settings, call reporting, define
teams/skill groups, alternate routing requirements, receive outage notifications.

Yrainer — personnel assigned to attend VCC Train-the-Trainer sessions in order to train agents & supervisors on VCC contact
handling.

June 2017 13 \/
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Incident Manager (often assigned to the Administrator or a Contact Center Manager) — manage the VCC support site set up, report
incidents impacting VCC service, configure other support users, etc..

Teast 5taff — coordinate and conduct user acceptance testing prior to cutover

Froject Manager — while not a required role, for large or complex implementations this can be key to ensuring that customer key
deliverables are met and project timelines adhered to. For these types of implementations, the customer’s designated VCC
Administrator may not be able to handle configuration and project management type responsibilities in a matter sufficient to
facilitate the success of the projeci.

** Depending upon your organizational structure, a single individual may act in more than one role.

Customer will:

e Provide at least one, but not more than three, dedicated technical resource(s) (referred to as the VCC Administrator(s)
to implement and configure the VCC product. This resource(s) must have strong telephony/technology skills and be
capable of understanding and configuring the VCC product.

e Ensure that designated VCC Administrator(s) and other involved personnel are able and available to work with the
assigned VCC IPM throughout the process and will complete their assigned tasks independently and in a timely manner.

e Ensure that assigned VCC Administrators(s) will configure VCC to meet the customer’s business needs.

o Certify that all premise components (Workstations/PC's, LAN/Internet, phone, etc.) meet system requirements as
described in VCC System Requirements document or as advised by the VCC IPM during implementation.

e Perform any necessary modifications/configuration changes relating to premise equipment including but not limited to
Workstation Browser settings, LAN(s), PBX, and phones to ensure compliance with requirements.

¢ Perform independent User Acceptance Testing, notifying the VCC IPM in writing of any specific defects identified.
Provide email notification to the VCC IPM when UAT is complete.

e Ensure that each VCC user {anyone receiving any kind of interaction via Virtual Contact Center) has a DID or POTS
{unique 10-digit number that terminates to their phone} and a unique email address.

e Ensure that your assigned VCC Administrator(s) will attend a 2-hour Verizon Virtual Contact Center Administration
Manager Overview Training session.

» Be prompt to and attend kickoff, weekly project update, and handoff calls.
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* Adhere to the defined project schedule so as not to delay the project completion. **Note that excessive customer
delays may require the project to be put on hold and returned to the queue for reassignment when a VCC PM is available
and the customer resources are available to proceed efficiently.

Notify the VCC IPM and your Verizon Account team of any project impacting delays in a timely manner.

¢ Independently test and accept the VCC configuration.

e Conduct training sessions to ensure that all Supervisors and Agents handling VCC interactions are adequately trained
prior to cutover.

¢ Complete other internal tasks necessary to begin taking live traffic.

* Use the VCC Support Site documentation to ensure proper service reporting procedures. {This document will be
provided in the Handoff Document delivered at the end of the implementation.)

3.2 Constraints and Assumptions
The Project Team’s ability to meet the defined scope will be based upon the constraints and assumptions outlined below.

Implementation will commence after receipt of letter of intent (LOI) or Contract Effective Date
Detailed planning and agreement will be required in collaboration with State of West Virginia
Additional changes and assumptions may be agreed during the Discovery process
Implementation is subject to site survey results and Discovery.

Implementation in certain countries may be dependent on legal and regulatory constraints.

3.3 Scope Change Management

Changes to any of the above conistraints and assumptions may constitute a change to the overall project. Such changes could impact
the project schedule or the ability for the Project Team to provide the agreed upcn services to State of West Virginia. Changes to
constraints and assumptions will be presented to the Transition Change Management Team for consideration. The Transition Change
Management Team includes personnel from hoth State of West Virginia and Verizon.

4 Transition Timeline

4.1 High-Level Transition Activities

Verizon has developed a transition approach that includes a methodology that provides for risk mitigation and adequate back out
procedures, while minimizing exposure to potential interruptions. This approach allows for the efficient transition to a Verizon-based
platform, so that State of West Virginia can quickly realize the financlal and operational benefits of the new relationship.
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The principal activities involved in the transition from the Current State to the Steady State are:

Conduct a Discovery data gathering and validation effort

Establish a Governance structure

Agreed Transition Plan and key milestones between Verizon and State of West Virginia
Order and install Steady State Services

Finalize Steady State service and control management processes

Appendices below show a synopsis of the milestones and associated functions that comprise the building blocks of the overall
transition effort. These dates and plans can be reviewed and adjusted based upon State of West Virginia requirements, priorities,
and detailed planning. The final scope will also be dependent on feedback and contract negotiations with State of West Virginia.
These defined phases may be parallel or overlapping based upon detailed planning and requirements.

Verizon will work closely with State of West Virginia financial team to identify potential savings and to target a schedule to maximize
this benefit while mitigating any and all risks associated with such transition.

4.2 Detailed Work Breakdown Structure (WBS)

See High Level Preliminary Project Gantt chart. This will be reviewed and updated based upon detailed planning between
Verizon and State of West Virginia. Timelines and schedules can be altered based upon requirements, priorities, and
collaborative planning between Verizon and State of West Virginia. Baseline was developed in accordance with the high level
dates outlined in the RFP.

Included below is a sample site migration plan which outlines standard steps in the process. Also shown is a sample of the
project management dashboard which is used to monitor and control progress throughout the deployment.
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4.3 Team Roles & Responsibilities

The Functional responsibility lists outlined below are not exhaustive. Teams should feel free to expand the scope of the
responsibilities after consultation between State of West Virginia and Verizon.

Transition and Transformation Manager

During the Transition period, Verizon will provide one dedicated Transition Manager. The Transition Manager’s roles and
responsibilities are:

Act as the initial point of escalation for Services Implementation.
Develop and provide status reports covaring Services Implementation status.

Assure timely delivery of the Implementation Deliverables and performance of the Services Implementation.

Secure and manage all resources necessary for Services Implementation execution. Ensure Day 2 Support organizations are
trained and able to support State of West Virginia’s environment utilizing the Transition and Transformation periods for ramp,
training and documentation.

B Lead development of processes and procedures required for Services Implementation and aid Program management in
development of the business processes for incident, change, asset, problem, financial and third party vendor management.
Establish communications plan, inclusive of governance and escalation guidelines in support of services transition and business
transformation with State of West Virginia and Verizon.

B Manage and escalate any outage and performance issues during Implementation to State of West Virginia, Verizon or third
party suppliers, and supports remediation process.

B Oversee the completion of all Transition and Transformation ‘Towers’ and respective tasks with interdependencies in accordance
with both Transition and Transformation plans. .

B Document open action items and status reports and conduct post mortems.
B Host status meetings and conference calls regionally and corporate wide, as required.

B Participate in State of West Virginia Governance Committees as outlined in the Agreement.
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Lead Project Manager

Verizon will assign a dedicated Project Manager for the duration of Transition and Transformation. The Project Manager will act
as the key transition facilitator during the implementation phase, coordinating all phases of implementation to ensure smooth
and efficient transition from the current project environment to a Verizon managed environment. The Project Manager will
work closely with the customer to develop the Transition Plan, The Transition Plan will include schedule development, site
identification, task identification, inventory conversion and project plan development.

Key Responsibilities

The Project Manager has the following key responsibilities:

B Execute and maintain project management processes in the areas of project schedule, quality management, communications
management, risk/issue management, and change management.

B Develop and maintain project schedules and calendars with the input and assistance of transition leads
¥ Facilitate team meetings, providing meeting minutes and action items where needed

# Build strong communication channels with internal stakeholders in various departments: Sales, Professional Services, IT
Operations, Development teams, Release Management, Networking

® Track tasks assigned to the project team and prepare regular status reports
B Responsible for tracking project changes and producing updated schedules

¥ Influence continuous improvement of project management methodologies including: assessment of project delivery capabilities,
gathering and reporting performance metrics, establishing corresponding targets, and measurement of on-going progress.

® Ensure smooth communication within the project team and other cross-functional teams
B Interface with internal/external stakeholders on a regular basis

B Prepare and document Day 1/Day 2 support documentation and acceptance criteria
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Tower Leads, Project Manager (Cisco UCCaaS)

The Verizon Project Manager has bottom line accountability for the successful completion of the project. The PM
responsibilities include:

Perform overall Project Management services for the implementation of the State of West Virginia Project.
Develop the Microsoft Project Plan jointly with Verizon support groups and State of West Virginia.
Distribute and manage the Project Plan, Progression log, milestone tracking and OAI spreadsheets,

Identify and matrix-manage all resources necessary for project implementation through project completion and acceptance.

Ensure Transition jeopardies are highlighted on a weekly basis with a Risk mitigation plan and register. Escalate outstanding
risks that seem likely to impact schedule/Gateway milestones.

B Oversee the completion of all steps in the defined implementation processes and escalate as needed to insure completion on the
projected dates.

B Host and facilitate weekly internal project status call, customer project status calf and the project close out call.

Document and distribute meeting notes and open action items for both the internal and customer implementation project calls.

m

Project point of escalation for Verizon and State of West Virginia for the overall project.

Prepare and distribute the close out / transition document.

Chair project close out / transition call.

Project Coordinators - UCCaaS Order Management
The Project Coordinators are responsible for:
B Tracking Order through VRD to Order completion
B Order Verification with Customer

E Conduct Stakeholder Communication (Customer & Verizon)
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# Manage Order Jeopardy & Escalation Management
B Submit UOTM email to customer to confirm order
8 Maintain order status in EZstatus

B Provide standard tracker to customer

# Maintain schedule of implementation and completion logs and integrate status into the Transition PM’s progression log for
consolidated distribution.

B Serve as second-ievel escalation point for activation/migration issues

Service Desk/e-Bonding/Tools Lead
The Service Desk / e-Bonding Lead is responsible for:
B Identifying Key Contributors/SMEs.
® Scheduling data mapping sessions with Verizon and State of West Virginia Remedy engineers.

¥ Clarifying fields’ intent, categories and ensuring Verizon e-Bonding developers understand State of West Virginia’s use of
specific fields that need to ‘map’ into Verizon’s incident management system, (ETMS).

B Clarify connectivity requirements, Citrix/Access and testing with Service Desk

B Document/Diagram Processes for incident, service requests and changes utilizing the e-Bonded appliance tool or other
integrated tools

B Identify incident, change and service request categories/types for routing to specific Resolver Groups. Establish Work Level
instructions to aid PMO, and other organizations (Verizon, TPVs, Carriers, State of West Virginia) to

B Develop test scenarios and pilot testing before ‘go live’, coordinate testing with State of West Virginia, and coordinate in any
revisions, if required. Implement e-Bond and monitor incident routing/resolutions and ticket status updates with State of West
Virginia and Verizon developers.

# Establish Business Continuity Plan for Tools and systems that Verizon and State of West Virginia utilize in support of the
Services (ETMS/HP Service Manager, Change Management, Asset Management, SharePoint, etc.)

[
1
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Ensure Verizon adheres to service deliverables, ticket status/assignments, routing and escalation in accordance with the
Agreement and the Process and Procedures Manual. Modify instructions/training, as indicated, to meet service objectives per
the Agreement

Coordinates all aspects of Service Desk Implementation
Facilitates activities among cross-functional teams and customer
Ensure that requirements have been identified, documented and agreed upon with all key stakeholders

Communicate the expectations and deliverables to each of the teams responsibie for owning, enabling and implementing
eBonding

Facilitate the readiness of process dependencies, major deliverables and milestones against the Service Transition charter and
Implementation Project Plan

Ensure the agreed upon handoffs between accountable teams

Manage the overall implementation, testing, acceptance and handoff to the customer

UCCaa$ Delivery Team

UCCaaS Engineer:

Design and deliver UCCaa$ solution,
technical project lead,

Create LLD, configure apps and users, system testing, provide Day 1 support.

UCCaasS Delivery Coordinator:

Coordinate Verizon teams and customer to execute UCCaaS SOW/SOR,
Manage UCCaa$S deliverables, customer communications,
Build UCCaaS implementation schedule,

Complete UCCaas$S orders, user training, staging and data collection coordination.
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End-User Feature Trainer:

8 Trains your train-the-trainers on end-user features such as desk phones, SmartOffice UC Client

CUCDM Admin Training:

B Trains your administrative personnel on the CUCDM admin portal.

UCCaa$ Service Desk:
B Provide Day 2 support (MACD and fault management),

Steady State - Day 2 PMO

Program Delivery Manager

Respongsibilitieg

The Verizon Team will be led by a Program Delivery Manager who is selected for State of West Virginia because he or she has
a proven track record of performance in managing numerous project teams simultaneously and in understanding that State of
West Virginia’s business. The Program Executive will work closely with, and coordinate the efforts of, Verizon’ Project
Managers and Operations Managers and State of West Virginia's stakeholders in developing joint plans and schedules with
regularly scheduled reviews. This type of relationship from the beginning creates a partnership between Verizon and State of
West Virginia for all activities planned and performed in State of West Virginia's organization. State of West Virginia will play a
key role as a partner on the team—participation of State of West Virginia’s staff is critical to the success of all projects.

B Oversees and Manages the Verizon/State of West Virginia Contract for contracted solution and services.

B Acts as primary liaison between the Verizon project team and State of West Virginia.

B Acts at the “glue” across all resources and support organizations within Verizon required to deliver the solution.
# Monitors ongoing service management to ensure compliance with SLAs and performance commitments.

B Engages with Operations to communicate, and/or escalate on any outage and/or performance issues to Verizon and State of
West Virginia.

B Monitors resource load and distribution to ensure the quality delivery of services.
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B Ensures that all contracted program deliverables are completed.

B Facilitates long range business planning meetings with the Account Team and State of West Virginia, in support of State of West
Virginia’ long term business strategies and plans.

B Participates in any technical, network, SLA, contract compliance escalation as appropriate. Engage with State of West Virginia
executives and Verizon executives in the prioritization and resolution of escalations, as appropriate.

N Establishes periodic status meetings with State of West Virginia, Verizon and any Third Party Vendors to discuss status of
contractual relationship.

B Presents a formal monthly program review for State of West Virginia, examining all aspects of the Verizon solution in the
previous month, highlighting successes and failures, and recommending measures for improvement.

B Assists Account Team in fielding any business and/or technical requests and engage the appropriate internal Verizon resources.

Financial Services Manager

During the Term, Verizon will provide one full time dedicated Financial Service Manager. The FSM’s responsibilities are as
follows:

B Document the agreed-upon billing and invoicing process and invoice format;

B Manage Verizon’s compliance with the billing and invoicing process;

Deliver supplementary invoice reports (in Excel or CSV format) to State of West Virginia Global in a form mutuaily agreed upon
between State of West Virginia and Verizon;

Manage billing questions, inquiries, and disputes to resolution;

Manage Verizon's request(s) and the processing and issuance of SLA credits, as appropriate;

Assist State of West Virginia in setting up billing structure;

Review New Services billing for accuracy;
B Report on State of West Virginia AVC attainment;

B Track credits due to State of West Virginia;
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B Partner with Verizon Project Managers and provide a forecast of upcoming charges to State of West Virginia;

Service Level Management

During the Term, Verizon will provide one full time dedicated Service Level Management Reporting Analysts. The Service Level
Management Reporting Analysts will perform the following responsibilities:

# Review Verizon’s contract performance for compliance with the terms of the Agreement, including monitoring of all minimum
volume commitment thresholds. Report results in the monthly meeting;

B Facilitate communication between State of West Virginia and Verizon executives, including the escalation of State of West
Virginia or Verizon performance issues as required;

# Monitors ongoing service management to ensure compliance with SLAs and performance commitments,

B Prepares performance reports and service level reports; these reports will collectively show Verizon’s compliance or degree of
non-compliance with service levels and compliance with associated performance requirements.

® Maintains a repository of performance reports provided.
i Manages dashboard reporting, as mutually agreed to with the client and documented in the Process and Procedures Manual.

B Cooperates with the client to assess service level and other contractual remedies; initiates and manages the process of service
credit requests based on non-compliant performance with respect to signed agreement.

B Ensure that improvement initiatives identified in Service reviews are acted on and updates are provided to State of West
Virginia,

B Ensure that changes are assessed for their impact on Service levels;

8 Identify opportunities for Service improvement and risk mitigation and engage appropriate State of West Virginia and Verizon
resources to address those opportunities and develop Service Improvement Plan (SIP) as appropriate

Cisco UCC Lead Architect

Verizon will assign one fulltime dedicated Cisco UCC Lead Architect.

The Cisco Unified Communications (UC) lead architect will support the transformation project to act as a technical advisor on
the preparation, planning, design, implementation, integration, and operations of UC environment.
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This resource will be an overall technical lead in the architecture planning, design, implementation, and operations of the UC
solution,

The enterprise architect will provide in-depth UC subject matter expertise and guidance to executive management as well as
other stakeholders responsible for the positioning, planning, and delivery of UC services within the State of West Virginia.

The Cisco UCC enterprise architect will have:

In-depth knowledge and demonstrable experience in designing and implementing switching and routing protocols,
Quality of Service (QoS), Internet Protocol (IP) Private Branch Exchange (PBX), and Session Initiation Protocol {SIP) on
an enterprise level,

Expertise in designing, implementing, and maintaining complex Voice over IP (VoIP) call control, call routing, and
applications and services with a specific skillset around Cisco UCM.

Ability to define UC processes and procedures and develop work plans.

Ability to exercise judgment within defined procedures to determine appropriate action.
Ability to communicate effectively both verbally and in writing.

Ability to summarize technical concepts and communicate to senior-level management.
Ability to work effectively with and provide guidance to other members of the work group.

Provide oversight of MACD changes to the UC environment.

Specificaily design and ensure security of integration issues related to the telecommunications network or related
network services

Participate in the analysis, design and planning, and implementation of State of West Virginia-related systems
supported under this contract

Provide technical expertise in zll State of West Virginia design improvement and security
Identify opportunities to improve business processes by building on existing/new technologies and applications

Prepare and maintain high level infrastructure and application’s documentation in support of project requirements and
operations.

Plan, build, test and deploy appropriate infrastructure solutions and configurations
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# Conduct due diligence on equipment and service proposals

« The Cisco UCC lead architect will lead all design and implementation rollouts for any lab, pilot, and production-related
cutovers.

e This resource will represent the State of West Virginia administrator role of an UCCaaS environment. This administrator
will interact with the Verizon UCCaa$ service desk for standard and optional MACDs.

« The Cisco UCC lead architect will be famitiar with all Verizon UCC products related to the UCCaaS deployment, including
Verizon UCCaaS, IP Trunking, Managed Network Services, and Private IP circuits.

5 Communication and Documentation

Project Communication Management is the process that specifies how and when team members communicate and share information
with one another and with others outside the project team.

5.1 Project Communication

Transition planning meetings will be conducted during the initial stage of transition to review task and activity plans, transition
deliverables, and to establish the project baseline. Verizon anticipates that State of West Virginia will participate in all transition
planning meetings. These meetings will be scheduled at mutually agreed upon times and frequency until the final project baseline is
established. Weekly project status meetings wili be scheduled at mutually agreed upon times, where the Verizon Transition Team will
present the status of the Transition Project Plan along with identified issues. The Verizon Transition Manager will facilitate multiple
meetings or workshops to conduct detailed planning with the transition team to:

« Identify key participants in these meetings, including State of West Virginia Program Management staff associated with the
transition, Verizon service delivery representatives, project managers, and key third-party vendors

Define roles and responsibilities of State of West Virginia, Verizon, and other key suppliers

Identify State of West Virginia priorities and blackout dates and agree to overall timetable and associated milestones

Sign off on final design and rollout plan

Identify and address any remaining Discovery work that must be completed prior to initiating transition or transformation
Identify and validate all remaining assumptions

Finalize and communicate the complete timeline, milestone, and deliverables schedule for the transition and transformation

The deliverables from the transition planning workshops are:

June 2017 28 e =
verizon



State v, West Virginia Preliminary Transition Plan o

v Transition Teams: Identify all the key managers and work staff, with a clear understanding of tasks and
responsibilities

v" Transition Plan that includes process integration and implementation plan, vendor management plan, and
knowledge transfer.

Verizon will establish conference calls for the duration of the project providing a forum for communication, review, and discussion of
open actions items, issues, thoughts and coricerns.

5.2 Project Documentation

During this transition project, multiple documents will be passed between Verizon and State of West Virginia, updating the team on
weekly progress. Examples of standard transition documentation are listed below.

Transition Project Plan - The sequence and timeframes detalled in this document are based upon information gathered by the
Verizon Account Team and Project Manager, and dates proposed in the State of West Virginia Transition Schedule. The Verizon
Transition Manager owns the Transition Project Plan updates and communication regarding those updates to the project team.
Weekly Implementation Report and Review - The weekly implementation report will be reviewed by the Transition Manager and
the customer. Jeopardy items include CPE-related issues, site not ready, power-related concerns, etc.

Preliminary Network and Equipment Diagrams - These documents provide State of West Virginia with the finalized network
design. These design documents require formal State of West Virginia engineering review and approval prior to the commencement
of each phase of this project.

Implementation Procedures and Testing - This document provides comprehensive implementation and test plans and will serve
as historical information for future projects of this type.

The Project Managers for Verizon and State of West Virginia will be copied on all documentation and will be the central points of
contact for communication to the project team.

5.3 Transition Management Reporting
Verizon will provide State of West Virginia with the following customized and standard reporting during the transition:

Implementation Status Report
Green/Blue/Red Identifiers

Lessons Learned and Action Items Lisk
Service Level Agreement Status
Transport (Provisioning) Status
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o Third-Party Vendor Activity as required

Verizon Project Managers are equipped with several tools that assist them in managing all types of projects. Most of these tools,
including the PM checklist, generic project plans, and product and service Gantt charts, have been developed within the group. These
tools are specifically designed to assist in the project management of our large and complex Global Account projects. Microsoft
Project and other reporting tools are also used to ensure the project milestones and deliverables are being tracked and reported.

5.4 Escalation Management

In the event that, after working with our standard support processes and with our service and PMO teams, State of West Virginia is
not satisfied with the timeliness or level of service provided by Verizon, an escalation should be initiated. Escalations may also occur
when events impact State of West Virginia production environment, with the potential of causing high risk to business operations.

During the transition process, PMO will refine the list of essential Verizon support personnel and define the escalation hierarchy and

processes for specific service areas. Contact information (office, mobile, pager, e-mail) for key management and executive resources
within the appropriate Verizon departments will be shared with the State of West Virginia project team.

6 Resource Management

6.1 Transition Management

At the outset of the Transition phase, Verizon will establish Transition Program Office. Along with these individuals will be Verizon
networking professionals who bring strong process, project management, and integration experience.

Project Managers associated with the network are professionally certified and proficient in the use of industry standard tools (e.g.,
Microsoft Project and GANTT charts) and applicable business methodologies.

The State of West Virginia Designated team will consist of the following members:

s Account Manager
= Transition Lead Project Manager

6.2 Transition Team Resources
A successful transition depends upon the efforts of the following key resources:

s Lead Transition Project Manager
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Tower Project Managers
Implementation/Order Managers
Implementation Engineers
Subject Matter Experts

6.3 State of West Virginia Project Team Responsibilities

Verizon's ability to meet the project scope and schedule depends on the following State of West Virginia responsibilities during
transition:

Dedicate qualified resources to the Transition Team, including a dedicated team lead, during the entire transition period.
Provide designated subject matter experts to work collaboratively with Verizon to facilitate Verizon's creation of interfaces for
tools/systems/applications and user acceptance and production testing of such interfaces. Ensure subject matter experts are
made readily available during the entire transition period.

¢ Provide Verizon with State of West Virginia blackout dates, hours, and time restrictions for migration of devices to occur with

any exceptions noted for staffing/scheduling optimization by Verizon, State of West Virginia, and relevant third-party vendors.

Please note that, in order to adhere to a migration schedule, a mutually agreeable procedure for scheduling changes must be

established prior to contract signature.

Provide complete and accurate device list including IP addresses.

Provide complete and accurate user station information, telephone numbers for porting, and site requirements.

Reconcile data integrity issues promptly, as needed.

Provide the Transition Team with appropriate points of contact for on-site facilities.

Ensure any changes in local contacts/alternate contacts are communicated to Verizon.

Ensure that all local and alternate contacts are aware of the project, timeframes and scope.

Provide access and/or licenses for any required customer tools, should any be required, to complete fnigration activities.

Provide access to site facilities, if site surveys by Verizon field technicians are required.

Provide designated subject matter experts for data mapping and testing scenarios to meet tools integration requirements,

Support scheduling and deployment of tools and enhancements.

Coordinate transition issues with customer third-party service providers, such as local access providers as required.

Produce a mutually agreed-to set of metrics as specified in the Transition Plan; these metrics will be used by the Transition

Team to measure progress.

¢ Facilitate transition, project management, and timely issue resolution mechanics through communications with State of West
Virginia-identified resources. Specifically, Verizon is requesting State of West Virginia to provide a documented escalation
chain to ensure the appropriate business stakeholders are identified.

o Participate in a mutually agreed upon change management process regarding the Transition Services and provide escalation
assistance as needed.

e Stabilize network and system devices toward their appropriate security baseline
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» Develop and manage security compliance plan and establish best practices and documented procedures for device security
administration, and implement device configurations for logging security events and the use of administrative rights, and
communicate security processes, configurations, and security data to the Security Team.

« Ensure that accounts on are controlled, authorized, and enrolled though processes that are clear, documented, and approved
by the Security Team, and define security configuration for all in-scope components

7 Risk Management

It is important to identify and analyze risks to determine which risks pose the greatest threat to the project’s successful outcome and
to address and treat them as early on in the project as possible. As part of our Risk Management activities, Verizon performs risk
analysis, response planning, monitoring and control.

Large projects, such as this one, may require more detailed risk planning due to the number and complexity of risks. This process
often includes the development and analysis of alternative strategies and strategy evaluation criteria. The ranking and development
of mitigation strategies may also require a larger scale of assignments for probability and/or impact (such as low, medium, high, and
very high). In addition, the following sample risk management checklist may be useful tool during risk planning:

RISK MANAGEMENT CHECKLIST

Is there a process for identifying and documenting risks? 28
Were all phases and aspects of the project taken into account during the risk identification process? i
Has the exposure of each identified risk been rated? P
Has a mitigation strategy been identified for each identified risk? r
‘Has a cont"ingency strategy been defined for each identified risk? £
Has a trigger been established for each contingency strategy? i
Does the project plan include tasks for active monitoring for risks? o
Is there a process for tracking and reporting on risks? ~

Has the entire project team been apprised of the risk management processes? !
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8 Governance Model

Verizon places strong emphasis on the importance of an effective multi-tier governance program as a means of ensuring the long
term success of a collaborative technology program. We have found that governing from transition to steady state effectively is an
essential component of a successful relationship and in managing inevitable changes and unexpected issues. Verizon’s intent is to
collaborate on the specific design of the Govarnance Model to meet State of West Virginia specific needs. The Governance model is
intended to be flexible and leverage existing State of West Virginia processes.
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9 Post-Transition Report

Following the execution of the Transition, Verizon PMO conducts a comprehensive review and prepares and distributes to State of
West Virginia a Post-Transition Report. This report contains a candid summary of the success of the transition activities and details
any follow-up actions that may be required.
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Appendix H. Virtual Communications Express
(VCE)

At Verizon we know that your day is filled with business critical work, and you need every
advantage to stay ahead of your competition. That's why we created Virtual Communications
Express.

Virtual Communications Express is a simple, reliable approach to deliver critical technologies so
that The State of West Virginia can confidently focus on business possibilities.

With Virtual Communications Express, you get an end-to-end communications service built for
you and delivered from our cloud. You get phone service that is packed full of features that can
help make your business more efficient and productive. You get state-of-the art phones,
specifically designed for businesses like yours.

You get instant messaging and presence, audio and video conferencing, and desktop and
mobile screen sharing that will enable you to collaborate internally and with your customers and
suppliers better than ever before.

® Organizations of all sizes recognize the intrinsic importance of voice, Internet, and desktop
applications

B Integrated, reliable communications enable responsiveness to customer demands and
needs, to create a competitive edge

B The ability to power productivity, foster innovation, and collaborate faster. Management of
these technologies shouid not distract you from your main business focus
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Enterprise-level Power, Functionality, and Features

Virtual Communications Express is a robust, yet simple “plug and play” or professionally
installed solution:

¥ Benefits and efficiencies of anytime unified communications capabilities across corporate
voice and IT systems.

B Ability to boost productivity using existing broadband Internet service or Private |P
connections. The State of West Virginia can use the coilaborative and mobile tools that
Virtual Communications Express offers —i.e. audio and video conferencing — to easily and
quickly bring employees or clients together when making decisions.

Mobile clients can also enable the ability to take calls and conduct conference meetings
while on the go. You can remain productive when outside of the office (unlike plain old
telephone service), and maintain continuity, so your business can continue to run
smoothiy.

Alleviate the effort, complexity, and risk associated with technology management.

n

B Access leading applications and self-service capabilities.

B Simple instaliation and activation — no IT expertise required.
[ |

Seamless communication across your crganization, right “out of the box".

Valued Features, Reliable Support

B “Bring your own broadband” or Secure Private |IP Access
B Voice over IP calling; unlimited local and domestic long distance within the U.S.
© Feature-rich, state-of-the-art phones
® Standard and optional voice features
@ Carrier-grade, fully redundant platform architecture
¥ Unified Communications and Collaboration Capabilities
@ Instant Messaging
2 Telephony presence
¢ Audio and Multi-point video conferencing*
6 Screen and File Sharing*

® ™o be used with applicable Desktop and/or Mobile clieni(s)

]
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Business continuity features
¢ Simultaneous ring
@ Mobile clients for Apple iPhone and Android smartphones

o Automatic forwarding to an alternative number if your locations loses Internet
connectivity

Uncomplicated, cost effective unified communications solution to power productivity,
accessibility, and world-class service

Virtual Communications Express is particularly valuable for organizations that:

Maintain multiple branch or franchise sites

Have limited local or outsourced IT department support

Rely on remote or mobile work force

Expand or contract due to seasonal needs

Are experiencing rapid growth with a quick to deploy solution
Demand business continuity features

Seek to replace aging or outdated equipment without large capital investment

Unify your communications approach quickly, easily, and cost-effectively — and manage it to N
meet changing demands and complement business growth.

Features

Virtual Communications Express the State of West Virginia will experience enterprise-grade
functionality, which enables key features such as:

Unified communications, which provides the ability to collaborate with business
employees, co-workers, and/or customers via audio and video conferencing, desktop
screen sharing, and file sharing. Included for Premier users, and available as on optional
add-on feature for Standard users.

Call Recording, as an optional feature add-on, is an integrated, fully hosted solution to
record, store, organize, and access recordings of inbound and outbound calls.

Simultaneous ringing of multiple devices, such as an office phone, mobile or home office
line.

Voicemail messages and inbound faxes via email.

Office Anywhere enabling calls to be flipped from an office line to mobile and allowing calls
made from a mobile or home phone to show office caller ID.
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# Key System functionality, which allows incoming calls to ring on all phones in the office

and be answered by any user on any phone.

B Contact Center Agents/Supervisors.
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User Features
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Virtual Communications Express over Private IP

Virtual Communications Express over Private IP (PIP) enables customers using Verizon PIP
services to transport their Virtual Communications Express service across their PIP network.

B PIP connectivity has been put in place between the Broadsoft data centers and our PIP
network

B A SCI connection is used to create a logical connection for each customer to those
Broadsoft applications

Verizon
R PIP
PSTN
Site A i .
VCE Phone e
Site B
VCE Phone
Site C
VCE Phone

Virtual Communications Express over PIP enables current Verizon PIP for routing through the
Broadsoft Cloud PBX Platform so that your voice traffic can be added to the circuit and attains
the current SLAs offered for VolP QoS on the Verizon PIP network and maintain the added
security that PiP affords.

Six Reasons to Switch to Virtual Communications Express

B Helps improve collaboration and productivity — Faster decision-making, better customer
service

Greater Mobility — The same great features available whether in the office or on the move
Grows with your business — Expand without incurring large equipment costs
Easy Installation — Out of box, plug and play: Use with any broadband service or Private |P

Control Communication Costs — Unification of services

Premium Phones — High-definition voice quality
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Summary

B A robust, resilient hosted solution for your business offering simple, scale-able IP Voice
with enterprise-grade power and functionality, such as Unified Communications, inbound
eFax, mobile/deskiop clients, business continuity, auto-attendant, and hunt groups.

% Polycom IP handsets and option to support Android and Apple smartphones with a mobile
client allow single number reach. This means you can be reached via one phone number,
whether in the office at your desk or on your mobile phone.

® Combine with Verizon Private IP, Internet access or any 3rd party Internet access.

B Competitive, predictable, flat monthly price per user, which includes the DID, call control
features, voicemail, and enterprise-grade features, such as music on-hold, hunt group,
auto attendant and call queuing. Polycom phones can be purchased or rented (they are
not included in the per user price).

B Limited or no capital investment required.
B Ability to scale up or down for growth or seasonal variation.

B Rapid deployment capability provides the ability for The State of West Virginia to bring on
new sites quickly and efficiently.

¥ Online management portal enables administration of end user accounts.

Getting Virtual Communications Express is easy. The service offers high quality phones,
unlimited local and nationwide long distance voice calling, self-service functions, and unified
communications capabilities, as well as a means to alleviate the effort, complexity, and risk
associated with the management of such technology.

Best of all, buy only what you need, and add new phones as desired. The entire package is
backed by Verizon's 24/7 business support.

With Virtual Communications Express the State of West Virginia can focus on what you do best
— your core business.
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Appendix I. Account Service Plan

As the Verizoh Account Team for State of West Virginia we have a highly experienced
workforce of consultants, engineers, and specialists focused on helping you recognize
technology’s opportunities— empowering you to perform, execute, and grow in new and better
ways.

Your Verizon Account Team is available to answer any service or industry related questions and
investigate the right mix of new and converging technologies. We want to understand your
business and operation objectives to help fully satisfy your expectations.

The following information includes an account relationship plan to provide timely and effective
reporting as well as an outline of account team roles and responsibilities, trouble reporting, and
escalation procedures.

Account Management Plan

Verizon is a service company, and we believe all organizations within the company, whether
they interface directly with customers or simply provide support to those organizations that de,
should be dedicated to providing the best customer experience.

We are continually focused on simplifying key areas of our business to serve you even better,
including:

B Customer satisfaction
B Sales effectiveness
B Operating efficiency

We will engage with you strategically in order to understand your business and build a mutually
beneficial, long-term relationship.

To achieve this goal, we continue to refine operations so they run efficiently and at high
performance levels to deliver excellent service. Because company resources are aligned with
our sales and customer support organizations, we're better able to serve you.

We also understand that the way to deliver an exceptional support experience to State of West
Virginia is to empower our sales and service personnel with the resources and tools they need
to help you make the best decisions for your business.

Today’s emerging solutions require unique skills, capabilities, and support structures that we've
built into our support organizations.

We are focused on developing stronger solutions sales capabilities. Our sights are set on being
the world’s leading platform-based solutions provider, and your ultimate partner to navigate the
technology landscape and drive your business.
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Verizon Client Service Team

The chart illustrates the functional organization chart of the Verizon Global Operations
Organization. Details of the resources and roles and responsibilities are provided below.

Cherst Servaces Manages Aciuund

{ i | i I
(e [ e T I (G
1 I ] | i [ |
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Verizon Functional Organization Chart

Roles and Responsibilities

Account Manager (AM)

®  Provides solutions from the Verizon product range to help enable the achievement of your
business outcomes;

B Serves as the primary sales team interface working in partnership with CSM to grow the
partnership and overall relationship between you & Verizon.

Solutions Architect

B Solutions Architect will be your technical expert/architect and provides on-going technical
engineering support to provide overall engineering oversight of your network, as well as
perform engineering activities that are outside the scope of Standard Change
Management activities;

B Recommends the network requirements, network design topology architecture and
technology upgrades;

B Develops network backup/contingency plans;
% Solutions Architect on-going customer relationship roles:

®  Support and conduct detailed technical presentations for State of West Virginia with
account team and other technical resources.

# Completes internal high level design documents required for provisioning and
implementing Customer network design and endures overall high level network design
meets mutually agreed upon reguirements

# Provides new site design and existing site upgrades.
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® Research and recommend new networking products that integrate within the existing
environment.

@ Design and support Proof of Concept Applications that are Network dependent.
Examples would include 4G LTE backup.

@ Engineering Planning Reviews; Hosts weekly meetings with customer to review
important topics that need attention. Reviews the performance of the network and
evaluates its efficiency (routing and topology).

& Proactively review & analyze Customer's network for improvements, i.e. upgrades,
diversity planning, disaster recovery & other network improvements.

@ Proactive optimization of existing network resources and planning for node site
upgrades, re-homes, or decommission.

Includes analyzing design requests, interacting with Customer IT Staff to formulate best
practice implementations.

Documenting and presenting alternate network design solutions.

Provide network As-built documentation including high level design diagram, and network
design documents consistent with major design changes to the network

Provide High, Medium, and Low level design diagrams.

Track changes and update design documents, as needed, through network duration of
contract.

High Level Network Inventory

Client Service Manager (CSM)/

Monitors Verizon centractual key performance indicators (“KPls"), service levels, and
operating level agreements (“OLAs”) as determined with State of West Virginia at
engagement planning and kick off:

Manages the Verizon portfolio of services for change management processes, planning
future services demands, and oversight of contract financial compliance between Verizon
and State of West Virginia;

Proactively develops and maintains relationships with executives as well as building new
relationships within State of West Virginia;

Provides management and direction for State of West Virginia and Verizon service and
project teams for execution of the Governance Plan as defined below. Conducts reviews
to monitor Governance Plan progress and executes remediation as required;
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B Reviews your contract performance for compliance with the master agreement terms,
including monitoring of all minimum volume commitment thresholds and executing
changes as needed. Reports results in the Governance Plan review,

B Develops risk mitigation strategies for customer services as determined with you at
engagement planning and kick off;

# Develops solutions for complex business and challenges and provides complex problem
solving;

B Provides recommendations during contract negotiations for supportable and executable
terms included in this agreement, amendments and SOW's;

¥ Facilitates communication between State of West Virginia and Verizon executives
including escalation and resolution of Verizon or performance issues as required;

B Oversees the initiation and resolution of performance issues requiring escalation and
works with State of West Virginia and Verizon technical teams to define overall
remediation plans;

B Facilitates beneficial enablement by identifying and executing strategies to increase self-
service utilization and expand self-service. Drives online and electronic media tool
enablement and adoption;

® Understands your service requirements to facilitate Verizon's integrated solutions ability to
meet such requirements;

B Accelerates billing and accounts payable issue resolution by engagement of appropriate
State of West Virginia and Verizon resources;

® Financial Management — oversees the identification and resolution of issues negatively
affecting State of West Virginia and Verizon financial relationship, such as revenue trends,
contractual commitments, accounts payable, etc,;

# SLA Performance Management. Identifies SLAs not being met and liaises with involved
departments to execute corrective action. Identification and corrective trends would be
represented in a Service Improvement Plan,

B Develops, executes and maintains the Continual Service Improvement Plan;

¥ Identifies opportunities for service improvement and risk mitigation and engages
appropriate State of West Virginia and Verizon resources to execute associated plans;

B Change Management — Identifies and executes improvements in methods, processes and
procedures used to institute service and other changes in the overall State of West
Virginia/Verizon relationship.
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Client Services Management: Change Manager

¥ Ensure that standardized methods and procedures are used for all changes

B Provide updates that result from other processes, such as Incident Mgmt. and
Configuration Mgmt.

Review and propose improvements to the change control process
B Obtain Change approval
B Participate in Change Advisory Board (CAB)

B Change reporting

Financial Service Manager (FSM)

8 Supports your billing operations to provide efficient and timely communication;

B Monitors and supports the resolution of all biiling related inquiries and the communication
with you on progress and conclusion:;

B Proactive review of your invoices to pre-empt any biliing issues.

Delivery Manager

B Facilitates implementation and transition pre-planning workshops with Verizon Project
Management and partners with Project Managers and Implementation Managers to
prepare Implementation Plan,

B Prepares a Business plan for moving from implementation to ongoing operations and
maintenance. Manage the transition from implementation to steady state service delivery.

B Coordinates with and works closely with Verizon Project Management to prepare and
provide impiementation project pians to Verizon personnel and the client Project
Managers.

B Provides overall management support for all implementation and deployment activities.
Coordinates the solution Implementation with Project Management.

B Establishes communications plan in support of implementation plan with State of West
Virginia and Verizon.

§ Manages and escalates on any outage and performance issues during implementation to
the client, Verizon or third party suppliers, and supports remediation process.
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Project Manager (PM)

In partnership with the Delivery Manager, responsible for delivering the services agreed at
the outset using resources and budget as defined in the Project Initiation Document (PID)
and Statement of Works (SOW), aligned with your contracted deliverables;

Oversees all aspects of project delivery and ensures progress and status is communicated
and reviewed in accordance with the business expectations;

Seeks your approval if any changes are identified in contractual/agreed approaches;
Partners with Delivery Manager t for all project activities;

Delivers regular project dashboards and reports to Delivery Manager

Account Relationship Management

The following is a description of our suggested plan to provide direct, effective contact between
State of West Virginia and Verizon:

Our Executive Management team will meet with your senior executives to discuss our
long-term positioning with respect to your key strategic worldwide accounts. Strategic
discussions will provide you with insights into potential business strategies and models
that may benefit your worldwide businesses;

On a mutually agreed-upon basis, our Area Vice President will meet with senior-level
executives at State of West Virginia to validate the ongoing business relationship between
the organizations and evaluate resource requirements and planning;

Verizon Sales Management will hold quarterly, monthly, or weekly meetings with your
management team to manage ongoing initiatives, projects, and resource requirements
between the two organizations;

Executive Visits — State of West Virginia personnel will be invited to attend ongoing
executive briefings to discuss new Verizon products and services, determine network
goals and strategies, and review the past year's performance;

Verizon Manager — Service/Program Management and the Service Manager will meet on
a mutually agreed upon basis with you to ensure your Service Manager has the authority
and resources required to drive the service levels expected by you;

On a daily basis, the Account Manager will be your point of contact for Verizon and for any
of our strategic providers.
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Contact List

Sales

1st Contact: Sandra Hawkins

Account Manager/Client Partner

Phone: 304-356-3395

Email Address: sandra.k. hawkins@verizon.com

2nd Contact: Joann Fake

Sales Manager/Managing Client Partner
Phone: 717-777-8680

Email Address: joann.m.fake@verizon.com

3rd Contact. Margaret Hallbach

Area Sales Vice President

Phone: 703-886-3321

Email Address: margaret.hallbach@verizon.com

4th Contact: Lance Host

Solutions Architect

Phone: 304-381-3969

Email Address: lawrence.host@verizon.com

5th Contact: Kin-Fung Chan

Sr. Manager Solutions Architect

Phone: 212-652-9558

Email Address: kin-fung.chan@verizon.com

6th Contact: John Donovan Jr

Managing Director Solutions Architect
Phone: 818-378-5200

Email Address: jd.donovan@verizon.com

Verizon Trouble Resolution

1st Contact: Customer Care Center
800-287-4205

Service Management Contacts

Unmanaged — Service Desk — 877-331-4276:

® st Level — Service Desk Personnel — 877-331-4276;

® 2nd Level — Service Desk Lead — 877-331-4276;
® 3rd Level — Shemeka Manning — 919-377-3810:;
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¢ 4th Level — Associate Director, Jere Mckinley — 919-377-6113;
® 5th Level — Director, Kevin Sergent — 919-377-5059.
¥ Managed Service — MNSO NOC — 800 293-5844 option 1:
» 1st Level - Assigned Technician — 800-293-5891 option 1;
¢ 2nd Level — MNSO Team Lead — 855-896-4911;
# 3rd Level — Supervisor, William Demery — 919-377-6591;
® 4th Level — Associate Director, Jere Mckinley — 919-377-6113;
# 5th Level — Director, Kevin Sergent — 919-377-5058.

Dedicated Service Manager

B Contact: Lauren Perry
Service Manager
Phone: 919-378-3613
Email Address: lauren.perry@verizon.com

¥ Contact: Christine Fleming
Managing Director - Client Services Management
Phone: 925-951-2687
Email Address: christine fleming@verizon.com

We constantly strive to develop new products, enhance our current product offerings, and
improve service. The measure of our effectiveness is your satisfaction; therefore, your Verizon
Account Team needs your feedback.

Any questions, concerns, or opinions regarding Verizon products or services are welcome. We
use this feedback to evaluate and adjust account management activities to improve service to
State of West Virginia.

If your comments are product related, your Verizon Account Team can request product
modifications or upgrades to better support your requirements.

Service Level Management

Service Level Management is the process to define the Service Level Agreement (SLA) for
State of West Virginia and to monitor service levels to verify contract compliancy. As part of the
process, Verizon monitors, measures, and reports on the service performance to verify service
level targets are attained.
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On a quarterly basis, Verizon will host Service Review meetings with key operational staff and
business managers from State of West Virginia and Verizon. The main objective of the Service
Review meeting is to:

B Manage the service and operational performance;
B Raise and resolve service lifecycle issues;

B |nitiate delivery, SLA and contract changes;

B Monitor the quality of delivery and processes.

During the Service Review meetings, Verizon will present a Governance Dashboard with a
series of KPls against the service level targets. The data is presented on a 12 month rolling
basis. The dashboard allows further drill down to a service or geographical location level, to
perform detailed analysis and provide historical trending.

Governance Meetings

It is expected that most issues raised by either party can be resolved at an operational level and
reguiar meetings will be established in order to ensure appropriate alignment between Verizon
and State of West Virginia.

For any governance meetings either party may invite additional representatives, if and when
required.

The types of meetings are as follows:

Governance Verizon Attendees Forum Objective

Meeting

Executive B Executive Sponsor; | Develop long-term value-add | Annual
Revngw R Client Partner; strategic global relationship;
MESling Review state of relationship
3 Sales AVP; . . . ’
financial, operation and
B Director of Service; | strategic direction;
Contract & B Account Director; Manage on-going commercial | 6 Monthiy
Commermal 5 CSM: relat'lonshlp between the
Meeting parties;
- .
Sales Manager, Continual Service
B CSM Manager. Improvement.
Service & B CSM; Review service performance | Monthiy
Operations ) against SLA and provide
. TPM; . ;
Meeting meaningful improvement
B PM. recommendations, where
appropriate.
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Governance Verizon Attendees’ Forum Dbjective Frequoncy

Meeting

Transition Delivery Manager and Review of program, Weekly during the

Meeting PM team dependencies, issues, risks, Transition Period. You may
and change requirements. request additional

meetings on an ad hoc
basis as and when
reguired.

Risk Management

Verizon will develop a risk mitigation strategy for you, to limit any business disruption and to
maintain service quality and performance levels. The Verizon Service Program Manager (CSM)
is responsible for identifying and recording the service risks from the outset of the service
agreement.

The CSM will apply Risk Management in the following areas:

B Service exposure: analyze each service individually and identify the risks related to the
service:

¥ Contract exposure: review the service agreement between State of West Virginia and
Verizon, and identify any contractual, partnership or strategic risks.

If the assessment indicates a number of high levels of risk to the services or the agreement, the
Verizon CSM will propose a range of mitigation initiatives to counter these risks.

Verizon will maintain a Risk Register that will be reviewed with you. The Risk Register contains
the following details:

B Description of risk;

B Impact of risk on service, cost or quality;
# Likelihood the risk would occur;

# Owner of the risk;

® Risk mitigation initiative.
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Verizon Voice of the Customer Program

The Verizon Voice of the Customer Program is one way to engage State of West Virginia to
learn about their experience with Verizon. The program includes:

B Studying the interactions with, and the perceptions from, State of West Virginia at various
points thru the customer lifecycle;

¥ Providing feedback from State of West Virginia to sales leadership, product, service and
support organizations regarding the Verizon processes;

B Developing a cohesive action plan to improve the business results and the service
experience from State of West Virginia.

Verizon conducts two types of surveys throughout the year.

Relationship Survey Transactional Survey
Overview Captures high-level perspectives about | Collects feedback from State of West Virginia
the relationship with State of West following a specific interaction
Virginia and its loyalty to Verizon. (implementation, repair, etc.) with Verizon.
Objective Provides an indication of State of West | Determine potential service gaps and

Virginia overall satisfaction and loyalty. business process improvement initiatives.

Frequency Conducted twice a year. Ongoing throughout the year.

Methodology | Web survey toward specific State of West Virginia respondents;
Administered by a leading third-party vendor;

Muitiple contacts strategy to obtain feedback from decision makers, influencers and key
operational staff within the State of West Virginia organization.

Continual Service Improvement

At Verizon, we use Continual Service Improvement in order to learn from past successes and
failures. The CSI process implements a closed-loop feedback system as a means to continually
improve the effectiveness and efficiency of services and processes.

To ensure any improvements are embedded, we use the survey results to document a
Continual Service Improvement Plan achieving a higher quality of service by developing and
implementing service management processes and continual re-evaluation.

1}
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Customer Care

At Verizon, we have a process to manage standardized non-technical Billing Inquiries, different
from Service Incidents which are handled thru the Incident Management process.

In addition to the Billing Program Manager we can address the Billing Inquiries from State of
West Virginia with standardized and automated procedures. Billing Inquiries can be raised by
State of West Virginia thru the Verizon Enterprise' Center portal. For guidance on how to open
an inquiry please visit the online demo https://www.verizonenterprise.com/us/Support/billing/

Once the Billing Inquiry is raised, State of West Virginia will receive an auto-response advising
of the Inquiry number. The Customer Care Team will then work on resolving your inquiry.

If you are not a Verizon Enterprise Center user, to raise a non-technical Billing Inquiry, send an
email to the relevant address below.

customercare@verizon.com
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Verizon Enterprise Center Dashboard

The compiete Verizon Enterprise Center Overview per region, inciuding the different Verizon
Enterprise Center User and Reference guides, are available on the Verizon Commercial
Training site at hitps://customertraining.verizon.com. If you need assistance please contact us
at 1-800-264-1000.
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We seek to create the connections that advance global businesses and enrich lives. We're
passionate about technologies that enable people to focus on their strengths, to bring their
talents to the market, to create freely, and to connect with others without fear of hindrance. We
drive technology forward.

Please refer to our attached icon(s) below, pertaining to Project, Order, and Billing/Services
Management. For hardcopy purposes, please review the following page(s).

Project Manégement Serviée Prbgram Verizon_EﬁiE}prise_S
Overview State of W Management slides. p| olutions_S rev 4_021
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We deliver the connected world. Simply. Reliably. Securely.

Better ! Better Better
experiences. business resuits. peace of mind.
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Simple Global Secure Value Reliable Managed

Technology partner attributes



Speed and quality: what it takes.

Simple
structure

« Easy to
navigate

* Clear
ownership

Common
platform

v

» Built for
scale

« Easy to
integrate

Efficient
processes

v/

» Accountability

» Accuracy /
quality

Quality
metrics

» Voice of
customer

* Deliver the
promise

Innovation

* lteration

« Crowdsourcing



Project Management

Customer 'Chaflénges Project Maﬁagement_t;apabilitias
« Maintain Business Growth » Scope Management
+ Cost Containment * Project Governance

* On-time Delivery of Projects

+ Limited Resources

» Rapid Transition to New Technology
» Vendor Satisfaction

* Manage Risk and Reliability

» Schedule Management

* Human Resources Management
+ Solution Management

*  Quality Management

* Risk Management

Proven E)ipertise

* Delivery management for enterprise client networks of various levels
complexity

* Solution integration in network, technology, and application areas that
bring clients value

* Built on widely accepted PMI framework used across multiple industries



Project Management Process Groups

Monitor
& Control

« Contract, SOW

 PM Engagement

* Project Charter

* Project Validation

* Stakeholder
Engagement

* Manage Project
Closure

* Validate Scope

* Finalize Project
Documentation

» Ensure customer
gatisfaction

* Billing Review




Project Management Value

v Customer requirements are clearly defined, understood, and accepted
among all stakeholders

v Critical project activities are identified, scheduled, monitored, and
controlled, including continued alignment to project objectives

v Customers and other constituents are kept up-to-date with
full visibility of project staius

v Project risks are identified, monitored, and mitigated during the
project life cycle

v The quality of project deiiverables is controlled and monitored
o meet the project objectives

v Sufficient resources and attention are given to meet the project timeline



Project Management Enterprise Benefits

Experienced

Meaningful

Qualified

Skilled

«VES has over 20 years of experience providing project management on
varying scaies and complexity to enterprise customers world wide, and
to the state, iocal, and U.S. Federal Government

+VES deiivers project management in the globa! networking technology
and applications areas that customers need most, and where they are
less likely to have the desire or expertise to perform services
ihemselves

»VES Project Management is an extension of Verizon's Professional
Services built on the Project Management institute’s (PMI) best practice
framework, providing customers expertise and coimplete solutions
based on their unique needs

« VES offers experiise ai key stages throughout the project lifecycle,
ensuring continuity from planning to implementation enabling end-to-
end complete solutions



Project Management Customer Testimonies

“Excellent synergy and

collaboration with the whole Verizon “This has been a muiti year project that has seen its up and downs from
Team starting from the Project Manager all

the way down [to the] technicians. Project vendors and customer perspective. The one steady and reliable

well done." role of the project has been the Project Manager. She has
always presented herself as a professional and has gone above and
beyond to keep all parties up-to-date on status and pending items. Due to
her commitment and passion around her role we have been able to. . move
forward with reliable information and next steps.”

“Jody is a tremendous project manager
Always organized and takes

command of the calls/project. Highly
recommend Jody for any future project.”

“The Verizon team supporting [the project] were outstanding. Very
professional and focused on quality in delivery. Ann (PM)
performed a key role in the sliccess of delivery and issue
resolution. She has tremendous experience and works well with
every team member, regardless of level or company. There were
multiple Telco vendors involved and the Verizon team raised

expectations for all. The...program would not have
been successful with out a true partnership
with Verizon. Great work!."




Project Management Transition Migration

TODAY TOMORROW

Muitiple Vendors Management Elaboration Integration

Cisparate Services

» Multi-Layer * Discovery » Existing
i Project Desi Services with
i s Design g
Delivery Process Silos Management an New Services
_ ; > Resource Model
Commoditized Deployment « Executive _ > Dependent
Sponsorship ° Comprehensive Processes &
B ' Project Plan
hared Resources « Current J _ Steps
Infrastructure » Predictable » Components

hManua!l Inventory & Reporting

Execution - -
« New Devices into Solutions

Routine, Exception & Executive Reporting

Shift to an All-Inclusive Approach to Transition Services




Project Management Transformation Service
Structure Example

Senior VP — Global Operations

VP - Client Services

Director— Complex Projects:

Lead Transformation Manager

Finance Service Levei Incident Project .I Project
Management Management Managament Management planagssat
i Product Tower Product Tower

Project
Management
Product Tower




Project Management High Level Transition
Approach

Discovery & Due Diligence

Understanding / Knowledge

Sharing
. Initial solution and proposal level
of diligence

. Portfolio discovery &
reconciliation

. Interviews and work instruction
collection

. Milestone schedule and project
planning

. Manpower planning

Transition & Transformation

Build the Platforms for
Transition

Process mapping, inputs /
outputs, RACI matrices
Detailed project plan

Risk management plan
Create runbooks / knowledge
sharing & transfer

Readiness Gate for
Steady State

Acceptance testing of process
functionality

Agreement reached on
disposition of “in-flight”
projects

Schedule / agree “GO LIVE”
date
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Project Management Due Diligence Phase

Customer Requirements
Validation

Operating Environment
Validation

Third-Party Validation
Risk Mitigation

Assumption Validation
Service Transition Planning

Reasons for conducting a comprehensive Due Diligence Phase:

Identify, verify, and align expectations to ensure the proposed
scope of the services complies with customer requirements
Analyze the operational implications and financial ramifications of
potential contract-based relationships

Validate current Service Operating Environments for supplier
capability and integration planning in preparation to migrate
support

Qualify any Third-Party service responsibilities that are in-scope
and may require further service integration preparation

ldentify, validate, and mitigate joint contractual Risk(s) to all
stakeholders, and reduce on-going financial and operating risk

Prive toward “zero-based” Assumptions Award and delivery plan

Prepare and provide for a timely and effective Service Transition
for the State of West Virginia. Enhance customer transition
performance and satisfaction.
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Project Management Transition & Transformation
Example Schedule

Month 0 Month 2 Month 4

Month 6 Monih 12 Month 24 Month 36
() Kick Off

PARINGIGER G Rrations & Technical
Aszzepssmont

Schedule is preliminary

Contract
Negotiation

Metweork Transformation | Vierizon MPLS, Internel - BB Circults upgradesiinstalls)

LANMWLANWOS ECL/EDS replacemeant

MESS Security Transformation

SIP Enablement

Legacy PBX Transformation

Videa Conferencing
PMQ Due Diligence Practice

State of WV PMO Staffing Transition Management

On Going Life-Cycla Managoment

. Verizon PMO 0 Contract

Transition ’ Transformation
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-Service Program Management Enterprise Benefits

*VES has over 20 years of experience providing Serwce
‘Management on varying scales and complexity to- enterprlse
customers world wide, and to the siate, local, and U.S.
Federal Government

oVES provides Service Program Managers with knowledge
- and expertise in State and Local Government customer
networks and Verizon services and products ‘Continuous
training.and certifications are a Verizon reqmrement

<VES Service Program Management is dedicated to the State
mpsnll  Of WV and partners with the State of WV on service, billing,

Verizon portal engagement and other support services.

Qualified

. u
verlzon\/ Confidential and proprigtary. materials for authorized Verizon personne! and outside agencies only” Use. disclosure
) = disimbution of this material is not permitied to any unauthorized persons or third parfies except by written agreemeni



Service Program Management For State of WV

- verizon’

Supports your mllmg o;uerat.ons to prowde efﬂcuent and timely

communlcauon

@i\fom'to'"s anu suppoms resolutlon of a!! billmg e‘afed maumes
° Provmes billing reports as requwed

wi\/’eet on an as needed basis to resolve dlsputes in a tlmely
manner to kee  charges, payments credits as current as

Dosgubie

° Peertnmpace in orcer staa.us meetlngs to ensure blllmg matches
ihe service

° Assist in accessmg mvomes and reports through the Verlzon
poria. |

Confidential and proprietary matgrials for authorized Verizoh parsennel and cutside agencies only Use, disclosure or
 distribution of {his matenal is rot permitied fo any unauthorized persoris or Ihird parties except by written agreemant -



Service Program Management For State of WV

SERVice * Monitors, measures, and reports on service performance

* Host service and governance review meetings to identify and resolve any
service and or process issues

» Manages individuai complex technical incidents and problems impacting
service availability and escalate as appropriate

* Manages conference bridges as necessary and manages action plan to
restore service

* Reviews the performance of the network/network optimization

« [nterfaces with Verizon support centers and third party carrier centers as
required

* Provides Verizon portal support to State of WV

» |dentifies opportunities for service improvement. Provides root cause
analysis reports as needed.

u
verlzonJ Confidential and propnetary maienals for authorized Verizon personnel and outside-agencies only Uss, disclosurz or

disiribution of this material is not permitied io any unauthorized persons or third parties except by written agreement



Government/Education Order Manager Procedure
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Order Management - Benefit to State of WV

nssigned BB State of WV will be assigned an Order Manager that -
Order ~will handle your order requests from cradle to grave..

Manager

e State of WV will receive weekly spreadsheets upon.
their request and hold weekly calls as well.

: State of WV orders will be tracked from Sales
Experienced e DT e . ‘
Installation submission through order entry, provisioning, Install and
- activation if that applies. ‘

Dedication - The account will be hand held and whatever is needed
to the State will be provided to them on an individual case basis.

- verizon’



State of West Virginia Attachment A. Cost Sheet

Attachment A. Cost Sheet

Please reference the separate Cost Proposal provided by Verizon as requested.

November 27, 2018 200 verizon’



State of West Virginia Attachment B. HIPAA — BAA

Attachment B. HIPAA - BAA

Please refer to our attached icon(s) below, pertaining to HIPAA — BAA. For hardcopy purposes,
please review the following page(s).

Attachment B
{BAA)--(WV RFP) Veri

November 27, 2018 201 verlzon"



ATTACHMENT B

WV STATE GOVRNMENT
HIPAA BUSINESS ASSOCIATE ADDENDUM

Verizon Proposed Modifications

3.

Obligations of Associate.

Notification of Breach. During the term of this Addendumn, the Associate shall notify the
Agency and, unless otherwise directed by the Agency in writing, the WV Office of
Technology within 24 hours immediatelyby e-mail or web form upon the discovery of any
Breach of unsecured PHI._The Assogiate shall report on a periodic basis,;-orwithin24
hours by e-mail or web form, efany suspected Security Incident, intrusion or unauthorized
use or disclosure of PHI in violation of this Agreement and this Addendum, or potential loss
of confidential data affecting this Agreement. Notification shall be provided to the Agency

Procurement Officer at www. s/admin/| sefvr ncyli.htm and, unless
otherwise directed by the Agency in writing, the Office of Technology at
incident@wv.gov or https://apps.wv.gov/ot/ir/Defaylt. aspx.

The Associate shall immediately investigate such Security Incident, Breach, or unauthorized
use or dlsclosure of PHI or confldentlal data Within 72 hours of the dlscovery Mlth_tes.ne_cl

of confidential data, the Assomate shall notlfy the Agency Procurement Ofﬁcer and unless
otherwise directed by the Agency in writing, the Office of Technology of (a) Date of
discovery; (b) What data elements were involved and the extent of the data involved in the
Breach; (¢) A description of the unauthorized persons known or reasonably believed to have
improperly used or disclosed PHI or confidential data; (d) A description of where the PHI or
confidential data is believed to have been improperly transmitted , sent, or utilized; (e) A
description of the probable causes of the improper use or disclosure; and (f) Whether any
federal or state laws requiring individual notifications of Breaches are triggered.

Agency will coordinate with Associate to determine additional specific actions that will be
required of the Associate for mitigation of the Breach, which may include notification to the
individual or other authorities.

If the Associate enters into a subcontract relating to the Agreement where the subcontractor
or agent receives PHI as described in section 2.a. of this Addendum, all such subcontracts or
downstream agreements shail contain the same incident notification requirements as
contained herein, with reporting directly to the Agency Procurement Officer. Failure to
include such requirement in any subcontract or agreement may result in the Agency's
termination of the Agreement.

Assnstance in thlgatlon or Admlmstratlve Proceedings. The Associate shall use

i make itseif and any subcontractors, workforce or
agents assisting Associate in the performance of its obligations under this Agreement,
available to the Agency at no cost to the Agency to testify as withesses, or otherwise, in
the event of litigation or administrative proceedings being commenced against the
Agency, its officers or employees based upon claimed violations of HIPAA, the HIPAA
regulations or other laws relating to security and privacy, which involves inaction or
actions by the Associate, except where Associate or its subcontractor, workforce or
agent is a named as an adverse party.



State of West Virginia Attachment C. Telecommunications Change Request

Attachment C. Telecommunications Change
Request

.

—

Attachment_C
Telecommunications

Verizon Response

Verizon has read and understands.

Movember 27, 2018 202 Verizon"’;



ATTACHMENT C

STATE OF WEST VIRGINIA - VOIP TELECOMMUNICATIONS CHANGE REQUEST (TCR)

NOTE: FIELDS WITH ** ARE COMPLETED BY WVOT

AGENCY TCR INFORMATION
ChiFs* REQUESTED DUE DATE
GENCY DEPARTIMENT AGENCY NAME
JOIVISION DIRECT BILLS* NG
[AGENCY PRIMARY CONTALT JAGENCY ON-SITE CONTALT
JAGEMCY PRIMARY CONTACT PHONE AGENCY ON-SITE CONTACT PHONE
JAGENCY PRIMARY CONTACT EMAIL AGENCY O?i;_SITE CONTACT EMAH.
FICE HOURS OF OPERATION JOFFCE MOVE
AGENCY ON-SITE ABDRESS {FO11} OLD ADDRESS (IF APPLICABLE)
T HELD TECH[S]** | . |WAROT FIELD TECH{S) PHONE** [
REQUESTED VQIP SERVICE(S) Account numbers located on Telecommunications Backup
VIR ACCOUNT NUMBER
Hosted VOIP-New Implementatian Ssted Virtaal Lontot Ceanter-Naw ingremarnialion

FHosted VOIP- Bastmg -Add

Hasted Virtual Contact Center-Existing-Add

[Hosted VOIP- Existing -Move

Mosted Virtual Contact Cenier-Exsting-Move

asted VOIP- Exsting -Change

Hosted Viitual Cantact Center-Existing-Change

ted VOIP- Existing -Dafets

Hasted Virtual Contact Center-Existing-Defete

[i¥ Contuct Center Services BwlebEx
[onen Video Communications wdio Conferancing
her
O D
AGENCY AUTHORIZATION- PLEASE PRINT NAMES ANI} THEN SIGN OR RETURN AUTHORIZATION VIA EMAIL
AGENCY AUTHORIZATION X ¥
AGENCY AUTHORIZATION (PRINTED)  AGENCY AUTHORIZATIONISIGNATURE}
COMPLETED BY X 5

COMPLETED BY (PRINTED) COMPLETED BY (SIGNATURE}

PLEASE SIGN ABOQVE AND RETURN TO TCR@WV GOV TCR MAY BE REJECTED IF REQURIED FIELDS ARE INCOMPLETE

WAVOT AUTHORIZATION

] X
WYOT AUTHORIZATION {COMPLETED
BY WVOT) RECEIVED BY/DATE (COMPLETED 8Y WVOT}

Page 1of 4



STATE OF WEST VIRGINIA - VOIP TELECOMMUNICATIONS CHANGE REQUEST (TCR)

NOTE: FIELDS WITH ** ARE COMPLETED BY WVOT

AGENCY TCR INFORMATION
TCRH#™ IREQUESTED DUE DATE
AGENCY DEPARTMENT AGENCY NAME
DIVISION
Full Street Address {911}
Number of Users Is the location VOIP Ready?
Number of auto attendants by location Da you plan to use Device Mobility?
Do any locations require a phased instal?
Wikl any users use soft phones only? If so, how many?
Do you plan to use Extension Mobility? if sp, how many phones?
INumber of Hunt Groups
Are any members of the hunt group off net? if s0, how many? |
If 50, please describe the connectivity for each location:
Guantity —_—
Do you plan use SRST at each site in case of loss of Type of Calls Allowed
connectivity to the UCCaas data centers? Any other details.




a Tele 3 ha
Note: Flelds with ** are Completed by WvOT

‘These instructions are ¢o be followed when submitting TCRs to add, change, or dlscomnect volce and/or data services oblained throngh the statewlde contracts. ¥ ordering both volceSIP, and data
services, separate TCRs will be needed for each type of service, 1f ordering service to be billed te more than sne hilling account, separate TCRs will be needed for each hilling account.

All TCRs must be typed in order to enstre accurate service delivery. Only complete TCR forms can be pr The Tek ions Ordering and Billing sectlon can assist with the completon of the
TCR and any questions regarding required fields hy etnailing TCR@wv.gov. Please allow time for t=chnical and busi i d research when necessary.

The date of submission Is the date that a complete TCR is provided to the vendor. Timeframes assoclated with the Insrallation of services requested begin when a complete TCR 1s submitted to the vendor.
‘Timefr tohe with the install: and/aor d ion of ser governed by the partdcular statewlde contract[s) and/or Service Level Agreement(s) for each specific service;
I , ifthe vendor req) special then the Hmellnes are not in effect, Please consult WVOT with questions,

Email the completed TCR and any related co.Tespondence to TCR@wv.gov. Do not send a TCR and related correspondence io an individual email address as this could canse delays.

DESCRIPTION OF INFORMATION REQUESTED
This is the number that must be referenced when requesting the status of any TCR.

J"ASAP* cannot be accepted. Due dates are subject to vendor uirements.
ent [Org Level 1] {ie. Transportation)
Name [Org Lovel Z] (ie. Division of Highways)
Use Divicion name [Org Level 3], when applicable (ie. Highways District 1)
This is always "No” unless a waiver to go off the State Wide Contract is provided by OT.
This is the decision maker who should be contacted if there are gJuestions regarding TCR costs and /or due date.
UIRED) Agency Primapy Contact's phone number including extension, if applicahle.

Azency Primary Contact Emall {REQ ) Agency Primary Contaet’s email address,

n The hours the office Is open for an on-slte vigic if it |s necessary to review, design and/or Install the requested sarvices,

Agency On-site Contact (REQUIRED) This persan should be on-site and available to Pprovide access o lecation and have knowledge of the work request.
Agency On-site Contact Phone# (REQUIRED) Agency On-site Contact's phons number including extensian, if applicable.

Agency On-site Contac Emall {REQUIRED) Agency On-site Contact's email address

Agency On-site Address (REQUIRED) The E911 physical address of the location, Including the zip code and county, where the requested services are to be

Igerforrned.

Dffice Move? (REQUIRED) [f the request is agsociated with an office move, select "Yes,"

01d Address (if applicable) [f Office Move is marked as "Yes", enter the 911 physical address cf the location the services are moving from.
'WVOT Fleld Tech ** WVOT Field Technician assigned to assist with installation detafls,

Phone ** WVOT Field Tech's phone numbex,

Emall #* WVOT Field Tech's email address.
REQUESTED VOIP SERVICES
VOIP Actount Numhber
Them i S res - Mol Aes Fay 1Tl Apptie

baliae il i s e sgoney's muin 1D euher

rosted vOIF-New Implementation 1 Lhils S8y ucat w v add a ssw Huaweu VWIE Lnpicmenanon, seiect “yes

Hosted VOIP- Existlng -Add [ this request fs to add services for an existing Hosted YOIP Implementation, select "Yes"
Hosted VOIP- Existing -Mave f this request is to move serviees for an existing Hosted YOIP Implementation, select "Ye
Hosted VOIP- Existing -Change If this request is to change services for an existing Hosted VOIP Implementation, select "Ye
Hosted VOIP- Existing -Delete If this request is to delete services for an exigting Hosted VOIP Implementation, select “Yes®
P Cantact Center Services If this request is to add services for an [P Contact Center Service, select "Yes”

iCOpen Video Communicatlons If this request is to %&wices for an Open Video Communications, select "Yes®

Hosted Virtual Contact Center-N tation If this request is to add a new Hosted Virtual Contact Center, selact "Yes"

Hested Virbual Contact Center-Existing-Add If this request is to add services for an exlsting Hosted Virtual Contact Center, select "Yes®
Hested Virtaal Contact Center-Exlsting-Move If this request is to move services foran existing Hosted Virtual Contact Center, select "Yes”
Hosted Virtual Contact Center-Exlsting-Change: If this request &s to change services for an existing Hosted Virtual Contact Center, select "Yes”
Hasted Virtual Contact Center-Existing Delete If this request s to delete services foran existing Hosted Virtual Contact Center, seleet “Yes”
\WebFx IIf this request is to add services for an WebEx, select "Yes”

udlo Conferencing

SULLLULLE S (o
uest is to add services for an Audio Conferencing, select "Yes"

Use the comments secticn to provide requested service summary and additlonal explanation of the service(s) requested, 1f

this {s an emergency, "EXPEDITE" will be written in this section. Additional charges may apply for expedte raquests.
o e e e e——
AGENCY AUTHORIZATION DESCRIPTION OF INFURMATION PEGUESTED
e =

This is the person (name both printed and signed) designated by the agency as having authorization to submit TCRs for voice
and/or data related services on behalf of the agency. This person should have financial authorlzation since a TCR obligates an
agency to financial responsibility of the requested services. The WVOT is obligated to accept TCRs for services from any
employee within that agency and the agency will be responsible for any charges resulting from the services requested on the
TCR. The agency needs to complete a Sig & Authority Designation form far all individ:als authorized to sign TCRs and
P&bmlt updated designation forms to the Telecommunleations Ordering and Bllling section (TCR@wy.gov),

Completed This i the Individual [name both srinted and signed) who completed the TCR form
WVOT Authorization *= This is the individual within WVOT whe autharizes the TCR be submitted to the vendor.
Received by Jf Date ** This is the individual within WVOT whe received the TCR from the agency and the date the TCR was received by WYOT.

Comments

Agency Aothorization




State of West Virginia Attachment D. Purchasing Affidavit

Attachment D. Purchasing Affidavit

Please reference the Purchasing Affidavit provide on the following page(s).

Movember 27, 2018 203 verizon"



STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

CONSTRUCTION CONTRACTS: Under W. Va. Code § 5-22-1(i), the contracting public entity shall not award a
construction contract to any bidder that is known to be in default on any monetary obligation owed to the state or a
political subdivision of the state, including, but not limited to, obligations related to payroll taxes, property taxes, sales and
use taxes, fire service fees, or other fines or fees.

ALL CONTRACTS: Under W. Va. Code §5A-3-10a, no contract or renewal of any contract may be awarded by the state
or any of its political subdivisions to any vendor or prospective vendor when the vendor or prospective vendor or a related
party to the vendor or prospective vendor is a debtor and: (1) the debt owed is an amount greater than one thousand
dollars in the aggregate; or (2) the debtor is in employer default.

EXCEPTION: The prohibition listed above does not apply where a vendor has contested any tax administered pursuant to chapter
eleven of the W. Va. Code, workers' compensation premium, permit fee or environmental fee or assessment and the matter has
not become final or where the vendor has entered into a payment plan or agreement and the vendor is not in default of any of the
provisions of such plan or agreement.

DEFINITIONS:

“Debt” means any assessment, premium, penalty, fine, tax or other amount of money owed to the state or any of its political
subdivisions because of a judgment, fine, permit violation, license assessment, defaulted workers’ compensation premium, penalty
or other assessment presently delinquent or due and required to be paid to the state or any of its political subdivisions, including
any interest or additional penalties accrued thereon.

“Empioyer default” means having an outstanding balance or liability to the old fund or to the uninsured employers' fund or being
in policy default, as defined in W. Va. Code § 23-2c¢-2, failure to maintain mandatory workers' compensation coverage, or failure to
fully meet its obligations as a workers' compensation self-insured employer. An employer is not in employer default if it has entered
into a repayment agreement with the Insurance Commissioner and remains in compliance with the obligations under the
repayment agreement.

“Related party” means a party, whether an individual, corporation, partnership, association, limited liability company or any other
form or business association or other entity whatsoever, related to any vendor by blood, marriage, ownership or contract through
which the party has a relationship of ownership or other interest with the vendor so that the party will actually or by effect receive or
control a portion of the benefit, profit or other consideration from perfermance of a vendor contract with the party receiving an
amount that meets or exceed five percent of the total contract amount.

AFFIRMATION: By signing this form, the vendor's authorized signer affirms and acknowledges under penalty of
law for false swearing (W. Va. Code §61-5-3) that: {1) for construction contracts, the vendor is not in default on
any monetary obligation owed to the state or a political subdivision of the state, and (2) for all other contracts,
that neither vendor nor any related party owe a debt as defined above and that neither vendor nor any related
party are in employer default as defined above, unless the debt or employer default is permitted under the
exception above.

WITNESS THE FOLLOWING SIGNATURE:

Vendor's Name: Verizon Byﬁ:ness Networl{siemces nc. on behalf of MCI Communications Services, Inc. dba Verizon Business Services

Authorized Signature: ym-« ;y Date: November 20, 2018

State of § 1{ ‘EQAMNQQ

County of /( \,\\C—f,lﬁ , to-wit;

Taken, subscribed, and sworn to before me this 28 day of November ,2018.

My Commission expires O % - O l .20 20

AFFIX SEAL NOTARY PUBLICW ; S Lim
BRANDY FITZLOFF 7 T S VA

NOTARY PUBLIC-STATE OF OKLAHOMA Purchdsing Affidavit (Revised 01/19/2018)

COMMISSION # 12002043
MY COMMISSION EXPIRES 03-01-2020




State of West Virginia Attachment E. Disclosure of Interested Parties to Contracts

Attachment E. Disclosure of Interested Parties to
Contracts

Attachment E
Ethics_Disclosureint

Verizon Response

Verizon believes the Disclosure of Interested Parties to Contract is not applicable since MCI
Communications Services, inc. dib/a Verizon Business Services is a whoiiy owned indirect
subsidiary of Verizon Communications Inc. which is a publicly traded entity.

November 27, 2013 205 Vel'mﬂ"



West Virginia Ethics Commission

Disclosure of Interested Parties to Contracts

Pursuant to W. Va. Code § 6D-1-2, a state agency may not enter into a contract, or a series of related
contracts, that has/have an actual or estimated value of $1 million or more until the business entity submits
to the contracting state agency a Disclosure of Interested Parties to the applicable contract. In addition,
the business entity awarded a contract is obligated to submit a supplemental Disclosure of Interested
Parties reflecting any new or differing interested parties to the contract within 30 days following the
completion or termination of the applicable contract.

For purposes of complying with these requirements, the following definitions apply:

“Business entity” means any entity recognized by law through which business is conducted, including a
sole proprietorship, partnership or corporation, but does not include publicly traded companies listed on a
national or international stock exchange.

"Interested party" or “Interested parties” means:

(1) A business entity performing work or service pursuant to, or in furtherance of, the applicable contract,
including specifically sub-contractors;

(2) the person(s) who have an ownership interest equal to or greater than 25% in the business entity
performing work or service pursuant to, or in furtherance of, the applicable contract. (This subdivision
does not apply tc a publicly traded company); and

(3) the person or business entity, if any, that served as a compensated broker or intermediary to actively
facilitate the applicable contract or negotiated the terms of the applicable contract with the state agency.
(This subdivision does not apply to persons or business entities performing legal services related to
the negotiation or drafting of the applicable contract.)

“State agency” means a board, commission, office, department or other agency in the executive, judicial
or legislative branch of state government, including publicly funded institutions of higher education:
Provided, that for purposes of W. Va. Code § 6D-1-2, the West Virginia Investment Management Board
shall not be deemed a state agency nor subject to the requirements of that provision.

The contracting business entity must complete this form and submit it to the contracting state agency prior
to contract award and to complete another form within 30 days of contract completion or termination.

This form was created by the State of West Virginia Ethics Commission, 210 Brooks Street, Suite 300,
Charleston, WV 25301-1804. Telephone: (304)558-0664; fax: (304)558-2169; e-mail: ethics@wv.qov:

website: www.ethics.wv.gov.

Revised June 8, 2018



West Virginia Ethics Commission
Disclosure of Interested Parties to Contracts
(Required by W. Va. Code § 6D-1-2)

Name of Contracting Business Entity: Address:
Name of Authorized Agent: Address:
Contract Number: Contract Description:

Governmental agency awarding contract:

O Check here if this is a Supplemental Disclosure

List the Names of Interested Parties to the contract which are known or reasonably anticipated by the contracting business
entity for each category below (attach additional pages if necessary}.

1. Subcontractors or other entities performing work or service under the Contract
[0 Check here if none, otherwise list entity/individual names below.

2. Any person or entity who owns 25% or more of contracting entity (not applicable to publicly traded entities)
O Check here if none, otherwise list entity/individual names below.

3. Any person or entity that facilitated, or negotiated the terms of, the applicable contract (excluding legal
services related to the negotiation or drafting of the applicable contract}

[0 Check here if none, otherwise list entityfindividual names below.

Signature: Date Signed:

Notary Verification

State of , County of

I, , the authorized agent of the contracting business
entity listed above, being duly sworn, acknowledge that the Disclosure herein is being made under oath and under the
penalty of perjury.

Taken, sworn to and subscribed before me this day of

Notary Public’s Signature
To be completed by State Agency:
Date Received by State Agency:
Date submitted to Ethics Commission:
Governmental agency submitting Disclosure:

Revised June 8, 2018



