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Troy Burke 
Director of Government Solutions  
Extract Systems  

 8517 Excelsior Drive, Suite 400 
 Madison, WI 53717 
  Tel: (608) 821-6534 
  www.extractsystems.com 

 
 
 
 
 
August 15, 2017 
 
Mr. Guy Nisbet 
West Virginia Secretary of State 
1900 Kanawha Boulevard, East 
Building 1, Suite 157-K 
Charleston, WV 25305 
 

RE: CRFQ# SOS1800000003 
 

Dear Mr. Nisbet: 
 

Please accept our response to amend CRFQ# SOS1800000003 to provide redaction services for the West 
Virginia   Secretary of State to remove PII from UCC documents per State of West Virginia Confidentiality 
Policies  and Information Security Accountability Requirements.    
 

Extract Systems has been providing software and services to redact Uniform Commercial Code (UCC), 
Financing Statements, Corporations  and various other documents handled by the Secretary of State for 
more than eleven years.  To date, we have completed projects for 14 states including two projects for 
the WV SOS in 2013 and 2014.  Several of the leading system vendors in the Secretary of State market 
(NIC and FileOne) have selected ID Shield and Extract Systems for their redaction needs.  A complete list 
of our Secretary of State projects is provided on page 4.   
 

Based in Madison, Wisconsin, Extract Systems is a privately owned software development and services 
company.  Our award-winning technology, exceptional service, client-focused corporate culture and 
aggressive pricing distinguish Extract Systems from the field of redaction providers. 
 

With more than 350 government redaction projects, our experience capturing information within 
electronic records surpasses the experience of other providers.  We believe this experience is important 
for the WV Secretary of State to consider for the following reasons: 
 

 Extract Systems’ sole focus is capturing and redacting information within electronic records and 
we are constantly improving this proprietary, leading edge technology  

 14 Secretaries of State have selected ID Shield to redact documents and the expertise Extract 
gained implementing those projects will be of substantial benefit to the State of West Virginia 

 Our proficiency handling large service projects will require minimal involvement of Secretary of 
State personnel  

 By focusing on redaction services only, Extract is able to complete the processing more quickly, 
making it more secure for State of West Virginia residents when accessing documents  

 We will guarantee an accuracy rate of 98 percent or higher for the West Virginia Secretary of 
State and have the track record to prove it 
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Here is a quote from the Illinois Secretary of State – they implemented ID Shield in 2011. 
 

“The system has a greater than 99% success rate in finding the sensitive information on our 
current flings. This allows our employees to work on other assigned duties and projects in 
addition to maintaining date forward redaction.  We are very pleased with the ease of using ID 
Shield and recommend the product for any filing office that may need to protect sensitive 
information kept on digital images.” 

 
Dennis Hankins 
Illinois Secretary of State 
UCC State Administrator 

 
Extract Systems will meet your expectations day in and day out, without exception.   Our proposal is 
comprised of the following components: 
 

1. Past Performance – Page 3 
2. Security – Page 5 
3. Executive Summary – Page 7 
4. Pricing – Page 8 
5. References – Page 9 

 
I will be your primary point of contact during negotiations and have the authority to negotiate all 
aspects of the scope of services and provisions on behalf of Extract Systems.  Please contact me directly 
if I may provide clarification or answer questions relating to any of the information we have presented.  
I look forward to working with you as you review our CRFQ response.  
 

Best regards, 

 
Troy D. Burke 
Extract Systems 
8517 Excelsior Drive, Suite 400 
Madison, WI 53717 
608-821-6534 Direct 
Troy_burke@extractsystems.com 
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Past Performance 
Extract Systems has provided advanced data capture software and services for more than 17 years. 
Extract was one of the first redaction vendors in the United States and won the first large redaction 
opportunity with the Florida Association of Court Clerks and Comptrollers to handle the redaction of 
Social Security Numbers from the official record. This RFP was dated December 1, 2004. 

 
Since then, Extract has continued, without interruption, to provide 
leading redaction software and redaction services in the country. 
Extract and its advanced redaction solution, ID Shield™, have been 
chosen by more than 350 county and other government 
organizations in 38 states. Extract has been chosen by more than 30 
software vendors providing mission critical solutions to county 
governments all across the country. In fact, Extract has been chosen 
by five times as many software companies as our main competitors 
combined. It is important to note that each of our partners put 
Extract Systems and ID Shield through a competitive vetting process 
to assure they were bringing the best in technology, accuracy, 
efficiency, support, commitment to customer satisfaction and 
overall value to their clients. Extract and Extract’s partners serve 

40%+ of all counties nationwide. With this inventory of future redaction projects, Extract is sure to be a 
force providing redaction software and services for years to come. Because of our large base of partners 
and software implementations, ID Shield Advanced Redaction software has been tested and stressed in 
ways that most redaction solutions have not been tested. Extract’s current major software release is 
10.6. Our software is mature and has processed nearly three billion image pages. Not one of the millions 
of redactions that have been applied to these images has failed.  

 
In July of 2014, 
Extract started 
providing daily 

redaction services  
for AARP using 
our cloud-based  

processing model. 
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Land Records 
1. Clark County, NV 
2. Alameda County, CA 
3. Oakland County, MI 
4. Fairfax County, VA 
5. Contra Costa County, CA 
6. Travis County, TX  
7. Fresno County, CA 
8. Macomb County, MI 
9. San Francisco County, CA 
10. Multnomah County, OR 
11. San Mateo County, CA 
12. Lake County, IL 

 
*Counties above are in the Top 100 
Nationally based on Population 

Courts/Justice 
1. Travis County, TX 
2. Dallas County, TX 
3. Cuyahoga County, OH 
4. Allegheny County, PA 
5. Fairfax County, VA 
6. Montgomery County, OH 
7. Lucas County, OH 
8. East Baton Rouge Parish, LA 
9. York County, PA 
10. Canton Municipal Court 

States 
1. Alabama SOS 
2. California SOS 
3. Colorado SOS 
4. Hawaii DCCA 
5. Illinois SOS 
6. Massachusetts SOC  
7. Mississippi SOS 
8. New York SOS 
9. Nevada SOS 
10. Ohio SOS 
11. Puerto Rico DOS 
12. South Carolina SOS 
13. Utah DOC 
14. West Virginia SOS 
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Redaction Services  
Extract’s business model includes daily and historical redaction service 
processing which eliminates the need for customers to purchase 
hardware and rely on their resources to manage the project. Extract 
provided on-going redaction services for Old Republic Title Company 
from 2011 through 2014 as part of a “green” initiative to deliver 
closing documents on CD. In July of 2014, Extract began providing 
daily redaction services for AARP using our cloud-based processing 

model. AARP places records on a secure FTP site on a daily basis. ID 
Shield monitors the FTP folder throughout the day and begins processing 
immediately as files are received. The automated turnaround time is less than 
one hour for every 2,000 records. 

 
Extract has been providing historical redaction services at our facility since 2010 processing as many as 
10M pages in any given month.  

 

Security 
Extract Systems moved to a new facility in October 2013 with the express purpose of improving security. 
We have installed multiple levels of access security throughout our building to assure proper protection 
of Denton’s records. 
 

1. Building level physical security via key fob access system – only employees who work in the 
building can enter the building during evening or weekend hours. 

  
2. Suite level physical security via key fob access: 

a. The office suite has 3 access controlled doors. 
b. Visitors wait outside our reception area until the locked 

door is opened by an employee. Visitors are restricted to the 
reception area and conference room by a second key fob 
controlled door. 

c. Employees are issued access to the office locations based 
on job responsibility (especially the climate controlled server 
room). 

d. Access to each locked area is logged, traceable and 
auditable. A full audit trail report of who, and when someone, passes through each door is 
available. 

e. Key fobs can be activated or deactivated instantly and remotely.  

The office suite has a burglar alarm installed. The burglar alarm system comprises of two door sensors 
and one motion sensor. There is also a panic button that automatically calls the police. 
 
All employees undergo strict background checks prior to being hired by Extract Systems. In addition, 
employees in our rule writing, engineering, sales and professional services departments have undergone 
further security measures including the submission of fingerprints as part of the Criminal Justice 
Information Services (CJIS) process. CJIS is a division of the United States Federal Bureau of Investigation 

 
ID Shield has been 

used to redact 
documents for 38 

Texas counties 
since 2007. 

 

Extract Systems moved to a 
new facility in late 2013 and 
has installed multiple levels 
of access security throughout 
our physical building to 
safeguard customers’ data. 
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(FBI). These security policies provide guidance for creating, viewing, modifying, transmitting, 
disseminating, storing and destroying information.  
 
Extract will comply with all Information Technology security policies and procedures. In order to 
maintain confidentiality and ensure proper disposal of county documents, Extract isolates customer 
documents so we can completely remove Denton’s documents from our servers at the appropriate time. 
By adhering to a policy of isolating customer files, we can safeguard these files from being copied or 
backed up along with Extract’s corporate files. Extract Systems will, when finished using drives or other 
media for the transmission of county data, destroy the data by erasing, degaussing, re-writing or 
physically destroying or disabling the media in such a way that county data is irretrievable. 
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Executive Summary (About Extract Systems Response) 

Extract has a clear understanding of the West Virginia Secretary of State’s redaction requirements 
having completed redaction software and service projects for similar offices in 13 other states, and 
recently working with the WV SOS to redact Charities and Corporations documents.  We reviewed the  
examples provided by the Secretary of State and are confident we will have no issues identifying PII in 
the required documents with an accuracy rate greater than 98 percent.   
 
Extract has reviewed and meets all Mandatory Requirements for the UCC redaction project. We have 
provided an Executive Summary detailing our understanding of Secretary of State’s expectations in our 
words. 
 
The SOS is interested in contracting a vendor to provide the following services: 
 

1. Historical Redaction - the one-time redaction of up to 170,000 “image pages” (understanding 
the actual number may be slightly higher or lower).   

a. Extract will download images from the SOS FTP site 
b. Date range of documents is primarily from 1975 to 2015 
c. The input format is .tiff or .pdf and the required output is .pdf 
d. Document types to be redacted are UCC documents 
e. Must adhere to State of West Virginia Confidentiality Policies  and Information Security 

Accountability Requirements  
f. PII to be redacted is SSN, Tax ID, Bank Account, Driver’s License Number typically 

located in the following locations 
i. Page 1 – boxes 1d, 2d, and 4 

ii. Page 2 – boxes 7g and 8 
iii. Page 3 – box 4 
iv. Page 4 – box 8 
v. Page 5 – box 3 

vi. There is often handwritten PII in the margins of documents as well 
g. Extract will provide a delivery estimate once we have a signed Scope of Work and all 

images for the project 
h. All documents will be processed through our redaction software ID Shield and all 

sensitive data items will be labeled as High Confidence, Medium Confidence, Low 
Confidence or Clues. 

i. Our Verification staff will manually review all images pages identified by the software; 
and then our QA staff will review verifier results and review a sample set of images that 
were not flagged as containing sensitive information 

j. Required accuracy rate is 98 percent or higher 
k. Documents containing redactions, status reports, and indexing spreadsheet to be 

delivered on an agreed upon schedule 
l. All data must be deleted from Extract systems within ten days of project completion 

 

We believe this summary demonstrates that we understand the intent of the CRFQ and the Mandatory 
Requirements.   
 



 
 

E x t r a c t  S y s t e m s  P r o p o s a l  
C R F Q #  S O S 1 8 0 0 0 0 0 0 0 3  –  R e d a c t i o n  S e r v i c e s  

A u g u s t  1 5 ,  2 0 1 7  
8  |  P a g e  

Extract’s response is intended to show the confidence we have in our ability to handle your 
requirements.  Our response also gently points out some of the areas where competitive marketing has 
outrun real world value. 
 
There are “soft value” questions that rarely show up in an RFP or RFQ.  They are, nevertheless, 
important to a successful implementation and successful relationship.  These are questions about what 
it is like to work with Extract.  How hard and how long will Extract work to make sure each and every 
project is a bona fide success?  Will Extract deliver on every promise:  promised accuracy rates, 
promised delivery dates, promised support commitments?  Since Extract has completed two prior 
projects for the West Virginia SOS your team should be very familiar with the quality of our redaction 
services.  We’d encourage the WV SOS to please contact the individuals provided within our list of 
references -- and by all means, please contact us for additional references if you would like further 
information from the perspective of our customers. 
 

 

Pricing 
Extract has provided two pricing options.  The first options is based on experience working with 14 other 
secretaries of state and assumes using a combination of technology and manual review we can minimize 
the percentage of documents to be reviewed. The amendment indicating there is frequently 
handwritten information written in margins offers some concern.  Again, we feel technology can be used 
to identify if there is handwritten information in the margins and flag those documents for review. 
 
Option 1 – Includes automated processing plus manual verification of up to 50% of image pages 
 

ID Shield Back File Pricing  
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 Description Minimum Purchase 

Images Processed 170,000 

Per Image Page Cost $0.06100 

Total Cost $10,370.00 

 
The second pricing option is if there is so much handwritten information in margins that we are required 
to review 100% of the image pages.  We don’t believe this will be necessary, but have provided it as on 
option.  If we determine it is necessary to review all documents after receiving all dcouments – we will 
notify the WV SOS prior to starting project. 
 
Option 2 – Includes automated processing plus manual verification of up to 100% of image pages 
 

ID Shield Back File Pricing  
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 Description Minimum Purchase 

Images Processed 170,000 

Per Image Page Cost $0.09000 

Total Cost $15,300.00 
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Extract has provided three references where similar redaction services were performed.  I’d encourage 

the SOS to talk with these individuals about their experience working with Extract Systems and the 

performance of our technology. 

Mr. Gary Dameron 
IT Manager 
Illinois Secretary of State 
2701 S. Dirksen Pkwy. 
Springfield, IL 62703 
(217) 782-3363 
gdameron@ilsos.net 
 

 The Illinois Secretary of State issued an RFP for software and services in early 2011.  After an 

extensive evaluation process they selected Extract Systems and our automated redaction 

software, ID Shield, to redact 9 million historical image pages and approximately 600,000 image 

pages annually.  In April of 2011 they went “live” at their facility with SOS staff performing 

validation of images processed through ID Shield with a post-verification accuracy rate of 99.4 

percent.  

 
Mr. Dan Wandell 
Compliance Officer 
Secretary of the Commonwealth 
One Ashburton Place, Room 1710 
Boston, MA 02108 
(617) 878-3010 
daniel.wandell@sec.state.ma.us 
 

 In 2005, the Secretary of the Commonwealth purchased ID Shield to redact social security 

numbers from hundreds of thousands of documents.   The Secretary of the Commonwealth 

went through an extensive review of several industry solutions.  Extract Systems was ultimately 

selected because ID Shield allowed their office to quickly and cost-effectively redact social 

security while continuing to provide public access. 

 
Ms. Brenna Sawyer 

Project Manager 
Fairfax, VA Clerk of Court 
4110 Chain Bridge Rd. 
Fairfax, VA 22030 
(703) 246-4104 

brenna.sawyer@fairfaxcounty.gov 
 

 Fairfax selected Extract Systems and ID Shield for the County’s historical and day forward 

redaction needs.  Fairfax awarded Extract Systems the contract after a thorough and extensive 

yearlong review of responses to their RFP for Redaction.  They felt Extract provided the best 
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option for both software and services.  To date, we have processed approximately 40 million 

historical image pages using ID Shield combined with a review of the pages identified as 

potentially containing sensitive information with a redaction accuracy rate of 99.5%. 

 

On the upcoming pages we have provided a letter from the Massachusetts Secretary of the 
Commonwealth issued prior to the Illinois RFP and a letter from NIC regarding their experience working 
with Extract Systems on three redaction projects. 
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