


 



Page : 1

Proc Folder :

Solicitation Description :

Proc Type :

Date issued Solicitation Closes Solicitation Response Version

Solicitation Response

Purchasing Division
2019 Washington Street East

Charleston, WV 25305-0130
Post Office Box 50130

State of West Virginia

358306

ADDENDUM 2- SSAE 18 STATEMENT OF STANDARDS ATTESTATION

Central Contract - Fixed Amt

2017-09-07

13:30:00

SR 0705 ESR09071700000000900 1

 VENDOR

000000213588

DIXON HUGHES GOODMAN LLP

Comments:

Total Bid : Response Date: Response Time:Total Bid : 

Solicitation Number: CRFQ 0705 LOT1800000001

$96,000.00 2017-09-07 12:26:58

FOR INFORMATION CONTACT THE BUYER

Signature on File FEIN # DATE

All offers subject to all terms and conditions contained in this solicitation

FORM ID : WV-PRC-SR-001

Michelle L Childers

(304) 558-2063
michelle.l.childers@wv.gov



Page : 2

 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

1 AUDIT SERVICES $96,000.00

84111600

THE WV LOTTERY IS SOLICITING BIDS TO ESTABLISH A CONTRACT FOR A STATEMENT ON STANDARDS FOR
ATTESTATION ENGAGEMENTS NO. 18 (SSAE 18) FOR REVIEW OF IGT GLOBAL SOLUTIONS CORP FOR THE
PERIOD 4/1/2018 TO 3/31/2019.

Comments: Total for year 1, year 2, and year 3



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

September 7, 2017 

PROPOSAL TO PROVIDE IT ADVISORY SERVICES FOR: 

State of West Virginia Lottery 
 



 

 

September 7, 2017 

Michelle L. Childers 

Department of Administration, Purchasing Division 

2019 Washington Street East 

Charleston, WV 25305 

Dear Ms. Childers: 

We are pleased to provide our proposal for SSAE 18 services to the state of West Virginia Lottery (“State” 

or “Lottery”). Our goal and commitment are to provide the State with an experienced, best-in-class client 

service team. We are proud to bring the following value-added contributions to this engagement: 

 A Credentialed Engagement Team: DHG maintains a dedicated IT Advisory team with highly 

experienced security professionals who have performed similar engagements across various 

industries and infrastructure. Our professionals retain extensive knowledge and skill in their 

respective focus areas and log a wide range of valuable certifications including CISA, CRISC, CCE, 

CISSP, GCIH, PCI/QSA, CTGA, HITRUST CSFP and HCISPP.  

 Excellence in Communication: Our approach includes ongoing communication during 

engagement planning, fieldwork, and reporting processes. We believe our hands-on approach in 

communicating technical concepts and results to stakeholders is invaluable.  

 Innovative Consulting Backed by National Caliber Resources: As a top 20 accounting and 

advisory firm in the U.S., DHG offers an agile approach from credentialed professionals with 

multidisciplinary technical knowledge and experience. You will find our dedicated client service 

team is encouraged to provide value by thinking critically, finding solutions, and providing 

constructive recommendations. 

Our commitment to communication, our depth of assessment experience and our ability to provide timely 

insight into current issues are a few of the intangible benefits you can expect from DHG. We appreciate the 

opportunity to prepare this proposal for you, and we look forward to discussing this further.  

Respectfully presented, 

 

Rodney Murray, CRISC, CISA 

Principal – IT Advisory Services   
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scope and approach 
 

The objective of this engagement will be to perform a review of IGT Global Solutions for the period 4/1/2018 

through 3/31/2019 and issue a statement on Standards for Attestation Engagements No. 18 (SSAE 18). 

This engagement will be conducted according to the American Institute of Certified Public Accountants (the 

AICPA)’s statement on Standard for Attestation Engagements No. 18. 

We understand management is considering assistance with the following:  

 Review of the Lottery’s service organization, the instant and on-line vendor 

 Review the suitability of the design of controls related to the control objectives stated in the AICPA 

guidelines 

 Review the operating effectiveness of controls tested 

 Provide a report on IGT Global Solutions Corp.’s description of its control structure policies, 

procedures, systems security and data integrity as it relates to the internal control structure, and 

whether these policies and procedures are effective enough to provide reasonable assurance that 

the related control objective has been achieved. 

 Review the Lottery Games Operation Services contract and ensure vendor is following contract 

guidelines 

 Provide 25 copies of the SSAE 18 report for use by the Lottery and its independent auditors by 

August 31st. 

Accordingly, it will include tests of records and other procedures we consider necessary to enable us to 

express an opinion, in all material respects and based on criteria described in the Lottery’s assertion, 

on whether  

(1) the description fairly presents the IT general control environment at IGT GLOBAL facilities, for 

processing user entities’ transactions that was designed and implemented throughout the period of 

April 1, 2018 to March 31, 2019;  

(2) the controls related to the control objectives stated in the description were suitably designed to 

provide reasonable assurance that the control objectives would be achieved if the controls operated 

effectively throughout the period of April 1, 2018 to March 31, 2019; and  

(3) the controls tested, which were those necessary to provide reasonable assurance that the related 

control objectives were achieved, operated effectively throughout the period of April 1, 2018 to March 

31, 2019. 

 

 



P R O P O S A L T O  P R O V I D E  I T  A D V I S O R Y  S E R V I C E S  

DHG IT Advisory – Page | 2 

our experience 
 

IT ADVISORY QUALIFICATIONS 

DHG has assembled a team of highly qualified professionals with knowledge and experience in performing 

SOC readiness assessments and examinations, and can guide you when making critical decisions when 

determining a SOC report  scope. A number of our IT Advisory personnel have prior experience with 

national accounting firms evaluating control design and performing control testing as part of SOC 

examinations. 

Our experience includes clients in a variety of industries located throughout the United States and globally, 

including: 

 Medical claims administrator 

 Railcar logistics company 

 Onsite healthcare services provider 

 Insurance companies 

 Top 50 U.S. bank 

 Imaging / data storage service providers 

 Global accounts payable processor 

 Cloud-based software developer 

 Digital marketing company 

 National printing company 

 Payroll / benefits administrator 

 Hotel management company 

 Collector of student loan debt 

 Wealth management division of a regional 
bank 

 Help desk service provider 

 Data analytic services provider in the 
airline industry 

 E-Discovery firm  

 Banking software developer 

In addition to these examinations, we also review numerous SOC reports annually as part of our evaluation 

of internal controls during financial statement and benefit plan audits. We are familiar with the expectations 

of the SOC report as both a service auditor and user of the report when representing our clients with regards 

to scope, control objectives, control narratives, and testing. 

CREDENTIALS 

With more than 50 years in the governmental sector, DHG has built strong relationships with many relevant 

governmental and regulatory agencies, and our professionals are members of and work with industry 

organizations such as the AICPA, and the Information Systems Audit and Control Association (ISACA), 

among others. Further, our IT Advisory professionals are well versed in the Control Objectives for 

Information and Related Technology (COBIT) issued by ISACA. DHG is a Payment Card Industry Qualified 
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Security Assessor Company (PCI QSA) focused on assisting clients with PCI Compliance. DHG’s IT 

Advisory practice uses a risk-based approach to evaluate the people, processes, and technology that affect 

your organization’s success. We advise our clients on best practices with the aim of protecting the security 

and integrity of the data, networks, and technology that are at the very heart of your organization. 

Our thorough analyses help 

clients who rely on Internet 

technology or software 

applications identify risk 

and implement strategies to 

minimize exposure. Our 

dedicated team brings 

years of industry and 

professional services 

experience, as well as 

critical certifications, to 

each of our engagements. 

Drawing on our broader 

firm resources and our deep experience in IT, we are dedicated to resolving tough issues for our clients, 

from project management and regulatory compliance assistance to digital forensics and incident response. 

Our IT Advisory Service Offerings include: 

 IT / Operational Risk Assessments & IT SOX 

 System and Organization Controls Reporting (SOC 1, SOC 2, SOC Cyber Risk Management) 

 Privacy & Security 

 Compliance – GLBA, HIPAA, PCI, FISMA / FEDRAMP 

 Network Assessments, Incident Response 

 Sensitive Data Scanning 

 Finance Technology Integration 

 Project Management & Leadership Assistance 

 Digital & Computer Forensics 

 Business Continuity Planning Services 

 IT & Operational Due Diligence Assistance 
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engagement team 
 

OUR PROFESSIONALS 

Each professional we have assigned to your organization plays a critical role and has unique skill sets and 

industry experience valuable to a dynamic team. We emphasize strong internal communication throughout 

our engagements, allowing our professionals to bring valuable technical skills and experiences to the table 

when developing our deliverables. Multiple perspectives on the same issue ensure thorough evaluations 

and clear and comprehensive recommendations to management.  

Here at DHG, you’ll receive personalized service provided by a team of professionals who are eager to 

share their knowledge and experience with you. The following professionals will make up your engagement 

team. Additional staff from our practice will be assigned to assist on the engagement.  

 

 Rodney Murray, CISA, CRISC                                      Principal, IT Advisory 

rodney.murray@dhgllp.com | 704.367.7062 

• More than 30 years of experience in information technology and business 

applications, including providing internal audit and risk management services 

• Risk and advisory experience includes managing and performing technology risk 

and controls assessments, Sarbanes-Oxley compliance, HIPAA and GLBA 

privacy compliance, business process analysis, Service Organization Control 

(SOC) reporting and assistance to internal audit functions 

• Serves a variety of industries, including financial institutions, healthcare 

providers, state and local governments, manufacturers, hosting and application 

service providers and third-party services providing financial transaction 

processing 

Licenses & Certifications 

• Certified Information Systems Auditor  

• Certified Risk and Information Systems 

Control  

Education 

• University of North Carolina, Chapel Hill, 

Bachelor of Science, Business 

Administration 
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 Rick Slater, CPA                                         Managing Partner, West Virginia 

rick.slater@dhgllp.com | 304.414.2605 

• 27+ years of business and tax consulting experience, including in strategic 

advisory capacities for numerous clients involved in mergers and acquisitions,

capital structuring, tax restructuring plans, business incentives and grants,

public/private development plans, and state and local taxation 

• worked with many companies in entity selection, raising capital and research 

and development spending related to state economic and tax policies. 

• preeminent tax advisors in the market. His work on state and local taxation

issues encompasses a myriad of West Virginia and other states’ income and 

franchise-based assessments. He is also involved in many leadership capacities

related to economic and tax policies affecting the State of West Virginia.  

Licenses & Certifications 

• CPA: Certified Public Accountant, NC and 

WV 

Honors & Appointments 

• Gubernatorial appointment as a 

Commissioner of the West Virginia Industrial 

Council 

• Gubernatorial appointment to the WV 

Economic Development Authority  

• Gubernatorial appointment to the WV 

Pension Bond Advisory Commission 

• 2016 “Sharp Shooter” Honoree by the West 

Virginia Executive magazine 

Education 

• Marshall University, Bachelor of Science in 

Accounting, magna cum laude 
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Alex Douds, CISSP, CISA, CTGA, PCI QSA    Senior Manager, IT Advisory 

alex.douds@dhgllp.com | 704.367.7026 

• More than 16 years of experience in network infrastructure and systems security

controls 

• Serves as subject matter expert in the areas of Internal Audit, Payment Card

Industry (PCI) compliance and Service Organizational Control (SOC) Reports. 

• Experience includes a wide range of IT and business process controls audits

including in the government, retail, manufacturing, financial and healthcare

industries, primarily conducting out-source and co-source internal audits, PCI 

Reports on Compliance, SOX 404 Compliance, and SSAE 18 / SOC 1 and 2 

reports 

Licenses & Certifications 

• Certified Information Systems Security 

Professional (CISSP) 

• Certified Information Systems Auditor (CISA)

• PCI Qualified Security Assessor (PCI QSA) 

• Certified TG-3 Auditor (CTGA) 

Education 

• George Washington University, 

Master of Science, Engineering 

Management, concentration in 

Information Security  

• James Madison University, Bachelor of 

Science in Political Science 

  

 

Art Rhoades, CBSM                                      Senior Associate, IT Advisory 

art.rhoades@dhgllp.com | 704.224.6036 

• Performs IT Risk Assessments for financial institutions, as well as testing 

SOX-related IT controls 

• Assists in cybersecurity related IT controls testing and performing IT general 

control assessments for many financial services audit clients 

• Assists with testing and documenting SOC 1/SSAE 18 controls 

• Assists with penetration testing and social engineering testing for various 

clients 

Licenses & Certifications 

• Certified Banking Security Manager 

(CBSM) 

Education 

• North Carolina State University, Master of 

Accounting Information Systems Focus 

• Catawba College, Bachelor of Science, 

Business Administration, Accounting and 

Information Systems, Minor 

.
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 Tayler Harvey                                                    Senior Associate, IT Advisory

tayler.harvey@dhgllp.com | 704.367.7031 

• Assists with testing and documentation for SOC 1/SSAE 16 examinations  

• Experience with documenting and testing SOX-related IT Controls for clients in 

financial services  

• Performed internal audit function to deliver IT SOX support for a Fortune 500 

company 

• Performs IT General Control Assessments in support of Financial Statement 

Audits for clients in a variety of industries 

• IT and Operational Risk Assessment and Consultation experience as well as IT 

Audits and performing Meaningful Use Security Risk Assessments 

Licenses & Certifications 

• American Institute of Certified Public

Accountants 

• Institute of Internal Auditors 

• Information Systems Audit & Control 

Association 

Education 

• University of North Carolina, Wilmington, 

Master of Science, Accountancy, cum 

laude; Bachelor of Science, Information 

Systems, cum laude, Bachelor of Science, 

Accountancy 
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client references 
 

DHG is a full-service certified public accounting organization that provides a variety of services to 

authorities, boards and commissions, local government units, and colleges and universities. DHG’s prior 

engagements with the State of West Virginia include: 

CLIENT PROJECT DHG CONTACT 

West Virginia Housing 
Fund 

 Digital Forensics and Incident 
Response Audit (DFIR) 

Rodney Murray, Principal, DHG 

School Building 
Authority of West 
Virginia 

 Financial Statement Audit Norman Mosrie, Partner, DHG 

West Virginia Board of 
Risk and Insurance 
Management 

 Financial Statement Audit Norman Mosrie, Partner, DHG 

West Virginia Offices of 
the Insurance 
Commissioner 

 Financial Statement Audit Norman Mosrie, Partner, DHG 

The following is a list of representative clients for whom DHG has provided similar IT Advisory services: 

CLIENT TIMING PROJECT REFERENCE 

Airfacts Inc. 
Bethesda MD 

2012 - 
Present 

 SOC 1  

 SSAE (16) 

 PCI Report on Compliance 

 Risk Assessments 

April Pearson 

President  

301.657.9214 

apearson@airfacts.com 

Output Services 

Group, Inc. 

Mt. Airy NC 

2015 - 
Present 

 SOC 1 Type II 

 SOC 2 Type II 

Dwight Springthorpe 

Senior VP, Networks & Security 

336.783.5908 

dspringthorpe@southdata.com 

Public Safety 
Corporation 
Waldorf MD 

2013 - 
2016 

 SOC 1 Type II 

 SOC 2 Type II 

Chuck Inderrieden 

Director, Finance & Administration 

210.607.1400 

cinderrieden@publicsafetycorp.com

Sageworks, Inc. 

Raleigh NC 

2012 - 
Present 

 SOC 1 Type II 

 SOC 2 Type II 

Emily Larkin 

Information Security Officer 

919.851.7474 

emily.larkin@sageworks.com 



P R O P O S A L T O  P R O V I D E  I T  A D V I S O R Y  S E R V I C E S  

DHG IT Advisory – Page | 9 

 approach 
 

Our engagement will include procedures to obtain evidence about the fairness of presentation of the 

description of the system and the suitability of the design and operating effectiveness of controls to 

achieve the control objectives included in the description. Our examination will include procedures to 

assess the risks that the description is not fairly presented and that the controls were not suitably 

designed or operating effectively to achieve the related control objectives. Our procedures will also 

include testing the operating effectiveness of those controls we consider necessary to provide reasonable 

assurance that the related control objectives stated in the description were achieved. We will also 

evaluate the overall presentation of the description and the suitability of the control objectives included in 

the description, and the suitability of the criteria described in IGT Global Solution’s assertion. 

Because our examination is designed to provide reasonable, but not absolute, assurance, and because 

we will not perform a detailed examination of all aspects and transactions of the system, there is a 

risk that certain elements of the description may not be fairly presented and that certain controls may not 

be suitably designed or operating effectively. In addition, our engagement cannot be relied on to disclose 

all instances of noncompliance with laws and regulations, fraud, or material errors attributable to 

management or other service organization personnel. However, if we become aware of such incidents that 

are not clearly trivial and that may affect one or more user entities, we will inform you of such instances. 

You understand it is your responsibility to communicate with the affected user entities about such instances 

and to provide us with evidence or support for such communications, unless the occurrence is clearly 

inconsequential. 

The Lottery is responsible for providing a written assertion that will be included in, or attached to IGT 

Global Solution’s description of the IT general control environment at the organization’s facilities for 

processing user entities’ transactions and provided to user entities. The Lottery is responsible for  

(1) preparing the description, including the completeness, accuracy, and method of presentation of 

the description and assertion;  

(2) providing the services covered by the description;  

(3) having a reasonable basis for the assertion;  

(4) selecting the criteria to be used and specifying them in the assertion;  

(5) specifying the control objectives and stating them in the description;  

(6) identifying the risks that threaten the achievement of the control objectives; and   

(7) designing, implementing, and documenting controls that are suitably designed and operating 

effectively to provide reasonable assurance that the control objectives stated in the description 

will be achieved. 

The Lottery is also responsible for informing us of any (1) actual, suspected, or alleged intentional acts 

by management or employees that could adversely affect the fairness of the presentation of the description 

of the system or the completeness or achievement of stated control objectives; (2) deficiencies in the design 

of controls; (3) instances where controls have not operated as described; and (4) events subsequent to 

the date of the description of the system that could have a significant effect on your assertion.
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PROJECT TIMELINE: SSAE18 SOC 1 TYPE II EXAMINATION 

DHG will perform a SOC 1 Type II examination of certain general technology controls, supporting 

processes, and operating systems in accordance with the RFP.   

 

 

DHG will perform an examination of control design and operating effectiveness through a combination of 

interviews, reviews of policies, substantive testing of procedures, system reports, related documentation, 

and physical observations while onsite at each location.  

The scope of the engagement as noted above was determined through the RFP. Final determination of 

scope will be determined upon contract award and be reflected in an engagement letter. 
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about our firm 
 

Dixon Hughes Goodman LLP (“DHG”) is a CPA and advisory firm offering assurance, tax and advisory 

services. As a Top 20 accounting and advisory firm headquartered in Charlotte, NC, we combine deep 

experience with a strong commitment to personal service.  

DHG is a registered vendor in the State of West Virginia and is qualified to practice as Certified Public 

Accountants in good standing with the West Virginia Board of Accountancy. DHG meets all requirements 

imposed by West Virginia and other local laws, rules and regulations including not having a delinquent tax 

liability with the State. 

We have more than 2,000 professionals in 13 states and 250 partners and principals who direct these 

resources to your best advantage. We devote significant effort and resources to keeping ourselves and our 

clients abreast of new and evolving technical pronouncements, industry trends, and federal, state and local 

laws. We are passionate about helping our clients succeed—and we do so through a resourceful approach 

to solving problems, providing solutions and helping our clients achieve their goals. 
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The local office address is:  

500 Virginia Street East, Suite 800 

Charleston WV 25301 

T: 304.343.0168 

F: 304.343.1895 

Our headquarters: 

4350 Congress Street, Suite 900 

Charlotte, NC 28209 

T: 704.367.7020 

F: 704.367.7760 

STRUCTURE 

DHG is a limited liability partnership. More than 250+ partners, principals and directors lead the firm’s 

professionals. For a listing of all of our Partners, Principals and Directors, please visit our website at 

www.dhgllp.com, where you will find complete resumes for each one. 

DHG’s Executive Committee represents the partners and principals in overseeing the governance of the 

DHG Partnership Agreement. Kent Satterfield is Chairman of the Executive Committee. Matt Snow, Chief 

Executive Officer of the firm, and ten partners also serve on the committee. The Chief Operating Officer is 

Michael Crawford. Areas reporting to the CEO include human resources, talent acquisition, professional 

development, business service lines, regional and market leaders, internal accounting and resource 

management, and risk management resources. 

LOCATIONS 

DHG has offices in the following locations: 

• Alabama - Birmingham 

• California – Los Angeles 

• Florida – Jacksonville, Tampa Bay 

• Georgia - Atlanta 

• Maryland – Baltimore, Gaithersburg 

• New York – New York 

• North Carolina – Asheville, Charlotte (2 offices), Greenville, Hendersonville, High Point, 

Pinehurst, Raleigh, Winston-Salem 

• Ohio - Cleveland 

• South Carolina – Charleston, Greenville, Spartanburg, Summerville 

• Tennessee – Memphis, Nashville 

• Texas - Dallas Fort Worth 

• Virginia – Chester, Newport News, Norfolk, Richmond, Tysons, Virginia Beach 

• West Virginia – Charleston, Morgantown 
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CONTACTS 

Rodney Murray, Principal -in-Charge, IT Advisory 

4350 Congress Street, Suite 900 

Charlotte, NC 28209 

T: 704.367.7062 

rodney.murray@dhgllp.com 

Rick Slater, Managing Partner, Western Mid-Atlantic 

500 Virginia Street East, Suite 800 

Charleston WV 25301 

T: 304.414.2605 

rick.slater@dhgllp.com 

INDEPENDENCE 

DHG is a registered CPA firm and recognizes that confidentiality, independence, integrity and objectivity 

are essential elements of our practice, and we have established policies and procedures that provide 

reasonable assurance that independence is maintained. The policies and procedures adopted by the Firm 

supplement the American Institute of Certified Public Accountants (the AICPA) Code of Professional 

Conduct, the rules and regulations of applicable state boards and any other regulatory agency under which 

we practice, and those required by Government Auditing Standards, if applicable. DHG acknowledges that 

in some instances, the independence rules of certain regulatory agencies are more restrictive than those 

of the AICPA. It is the policy of our firm and a professional requirement that professional personnel 

performing engagements subject to such rules be familiar and comply with the rules of those agencies. 

We are independent of the State of West Virginia and its component units. Further we are not aware of any 

relationship between the Firm and the Lottery or IGT that would impair our independence or objectivity 

related to the engagement. 

DISCIPLINARY ACTION 

There are no disciplinary actions facing the firm, no pending litigation of significance and no matters relating 

to audit negligence. Out of an abundance of caution, we routinely report certain matters to our insurance 

carrier that relate to incidents involving our professional practice. Based on our most recent summary, none 

of these matters would have a significant financial impact on our firm or have any impact on our ability to 

deliver services to our clients. 

WEST VIRGINIA ATTORNEY 

Jackson Kelly PLLC 

304.340.1000 

 TERMINATION OF CONTRACTS OR PENALTIES 

There have been no service terminations by government entity clients for the services noted in this 

proposal. 

FEDERAL EMPLOYER IDENTIFICATION NUMBER  

FIN Number: 560747981 



Principal

09/07/2017

Rodney Murray, Principal-in-Charge

Dixon Hughes Goodman LLP

4350 Congress Street, Suite 900

Charlotte, NC 28209

704.367.7020

704.367.7760

rodney.murray@dhgllp.com
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