\—" verizon

4700 MacCorkle Ave. S.E.

Charleston, WV 25304
304-356-3395

April 9, 2018

Department of Administration
Purchasing Division

2019 Washington St E
Charleston, WV 25305

Attention: Jessica Chambers
RE: ISC1800000010

Dear Ms. Chambers:

Verizon is pleased to submit its proposal for Next-Gen Firewall Professional Services in response to CRFQ
ISC1800000010.

Verizon combines over 18 years of security intelligence and intelligence gathered from one of the world’s largest IP
networks to help our customers. We gather intelligence from seven sources and apply it to our customers’ business
context,

Our Professional Services bring expertise to each stage of the technology life cycle. We help you plan for, design,
implement, operate and manage the right technologies to improve the Wway your organization does business. We make
IT solution management simple, so you can focus on running your organization. Our global team of more than 1,000
Professional Services experts is ready to help,

Verizon commits to provide the services as described in this Proposal. I also give my personal commitment of service
to the State of West Virginia. I look forward to continuing our business relationship and building an even stronger
partnership with the State of West Virginia

Sincerely,

Sandra Hawkins

Senior Account Manager
Authorized Contact

Verizon

304-356-3395
sandra.k.hawkins(@verizon.com

NATURE OF PROPOSAL

This RFQ response is submitted to the West Virginia Department of Administration, Office of Technology (referred to
herein as “Customer”) by Verizon Business Network Services Inc. on behalf of its affiliate, MCI Communications
Services, Inc. d/b/a Verizon Business Services (individually and collectively referred to herein as “Verizon”). Verizon
does not consider this RFQ response as legally binding until Verizon’s standard agreement & WV-96 are signed and a
mutual understanding is reached. Verizon does not take exception to the RFQ terms and conditions. However, as
permitted in the WV Purchasing Division's Procedures Handbook, Section 7.2.19, Verizon also submits additional
service terms and conditions reflected in Verizon's standard agreement, which is incorporated and included in
Verizon's response. Verizon is also willing to sign 2 WV-96 and understands Verizon’s terms and conditions are in
the last order of precedence and shall not supersede the WV-96 terms and conditions where a conflict arises.



verizon” Executive Summary

Executive Summary

Mitigating threats and attacks is crucial to keeping your enterprise up and running. Continuously improving
your security plan will help you avoid putting your citizen’s data, |T assets, and reputation at risk:

* Develop risk management plans and resilient operations to support the changing connectivity
landscape, improve services integrity and maintain availability.

* Monitor your network and IT systems 24x7 to manage the risk of non-availability of critical [T functions
and business operations.

* Provide the security tools needed to respond quickly and effectively to a major security incident.

= Our approach is to be a trusted advisor focused on providing a full spectrum of business and technical
guidance to help you create and take advantage of prime opportunities for greater success.

*  Our consultants use robust and proven methodologies and state-of-the-art toolsets to build solutions that
are scalable, flexible, vendor agnostic and extensible.

Today's state government has never been more connected and, as more of your state business goes digital,
the threat of cyberattack grows. By teaming with a proven security provider, you can implement an effective
security strategy that will allow you to remain connected, maintain business growth and keep customer trust
intact.

Our understanding of West Virginia’s objectives

The need to provide access to important information from a variety of devices and diverse locations in real time
has never been greater. State and Local Governments across the country are undergoing digital
transformation of their systems with the goal of increasing the speed of state business, expanding their reach,
and providing a superior experience for their citizens. But as you establish connectivity with citizens,
empioyees, partners, and vendors in the evolving digital era, the attack surface for cyber breaches grows daily
— making your organization more vulnerable.

Every new technology and access point added to your operations increases risk to data integrity, information
security, and leaves you susceptible to potential cyberattacks. A single malicious attack on your state could
adversely impact revenues, increase costs, and damage your reputation.

Confidentlal and Proprietary ©2018 Verizon All Rights Reserved 1
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Cybercrime isn't just an issue for security professionals and practitioners, As organizations become more and more reliant
on digital technologies, security has become an issue for the whole business. Undersianding the risks and acting to mitigate
those risks based on some of the steps and suggestions that we maie systematically through the Data Breach Investigations

Report will help organizations accelerate their digital transformation.

http:/fwww.verizonenterprise.com/verizon-insights-lab/dbir/2017/

With massive amounts of data being transmitted and stored every minute, it is more important than ever to
have a security plan in place to embed required levels of security, risk management and business continuity
within your IT infrastructure to minimize potential disruption.

Over a decade of strategic acquisitions and innovation

In July 2007, Verizon acquired Cybertrust, a global provider of information security services to form “Verizon
Security Solutions”. By combining Cybertrust's global presence and customer base, focused information
security expertise, and professional services with Verizon's security portfolio, global |P network and financial
strength, the acquisition created a powerful and unique player that has redefined the global security iandscape.
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We have a unique combination of security expertise and network knowledge making us one of only a few
providers that can help businesses to secure their data, identities — and their customers’ confidence — from
desktop to device, along their network and around the world.

Looking to the future, Verizon continues to push deeper into the digital ecosystem with innovations and
advancements in emerging areas such as telematics, the Internet of Things and digital media. We drive
innovation thru capital investments and new product development. Our incubator of new products and services

Confldential and Proprietary ©2018 Verizon All Rights Reserved 2
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will help bring the future to our customers. We're using our network to make breakthroughs in interactive
entertainment, digital media, broadband services, and the Intemet of Things

Our Services

Managed & Professional Services

Verizon partners at every stage in the journey; with deep technical expertise, industry knowledge, and specialized skills
in Security.

Advise Integrate

We help you identify the disruptors and desired We integrate our technology with an ecosystem of leading
outcomes and to build the right roadmap for digital technology providers to build custom solutions to help meet
acceleration. your business goals.

implement Manage

Our service experts help lead the installation of your Our global, integrated managed services provide

solutions providing technical, project management monitoring and management, allowing you to operate

and adoption services. efficiently and focus on doing what you do best.

Governments are turning to trusted advisors to help plan and implement the right solutions at global scale.

We bring a highly talented team of skilled professionals, ready to support your goals, executing with the
highest integrity and ethical standards. We help at every stage from advising and planning, to implementation
and integration. We provide ongoing management and incident response services.

Asset and Exposure Management Network Security Enforcement and Protection
Vuinerability Management Services Unified Security Services
Application Security and Vulnerability Management Managed Security Services
Professional Services DoS Protection
Data Security Professionai Services Secure Gateway
Mobile Security and M2M Security Professional Services Unified Threat Management
Security Monitoring and Analytics Advanced Security Program

Managed Security Services—Monitoring and Analytics

Identity and Access Management
Security Operations Center Services

Managed Certificate Services
Incident Management and E-Discovery identity and Access Management Professional
Investigative Response Services

E-Discovery Services
Cyber Threat Intelligence
RISK Labs
Critical nfrastructure Protection

Risk and Compliance Management

Govemnance, Risk, and Compliance Professional
Services

PCI Compliance Frofessional Services
Security Management Program

Confidential and Proprietary ©2018 Verizon All Rights Reserved
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Security Intelligence

Verizon combines over 18 years of security intelligence and intelligence gathered from one of the world’s
largest IP networks to help our customers. We gather intelligence from seven sources and apply it to our
customers’ business context.

» Threat and Vulnerability Intelligence: tracking / analyzing new software vulnerabiiities and attacks:

* Underground Intelligence: watching discussions, code sharing, and planning to see what’s going on
today, and what's on the horizon;

* ICSA Labs Intelligence: conducting security product testing on 400+ products as weil as security
consortia operations:;

* Forensic Intelligence: gathering commonalities on the latest breach tactics and frauds;

* Managed Security Service Intelligence: data from IDS/IPS, firewall, and applications provide insight on
what threats are real:

* Net Intelligence: with sensors on more than 1 million Verizon addresses combined with Netflow,
HoneyNets, and HoneyPot data, we can determine patterns of malicious activity early, and pinpoint
origins;

* Studies and Surveys: Verizon performs reguiar surveys and studies around security and evolving
business needs.

Confidential and Proprietary ©2018 Verizon All Rights Reserved 4
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Professional Services Overview

Get to know Professional Services

We help you plan for, design, implement, operate and manage the right technologies to
improve the way you do business.

Bringing together new technology solutions with existing IT infrastructures, upgrading critical applications or
finding better ways to manage cyber risks can be daunting. !f it isn‘t handled right, it can even be disruptive. Tc
save time and resources, and to keep your citizens’ trust, you'll need an approach that’s proven to work.

Our Professional Services bring expertise to each stage of the technology life cycle. We help you plan for,
design, implement, operate and manage the right technologies to improve the way your organization does
business. We make IT solution management simple, so you can focus on running your organization.

You can embrace the latest technologies to help improve your business model, strengthen ties between the IT
organization with lines of business and look to future possibilities. Our global team of more than 1,000
Professional Services experts is ready to help.

Experience That Extends Beyond the Network

Verizon’s Professional Services (PS) organization offers State of West Virginia extensive experience to help
develop, implement, and manage technology efficiently while combatting complex business challenges. We
deliver:
Strategic expertise to help you leverage your existing infrastructure while migrating to powerful, next
generation capabilities;

* End-to-end expertise across the lifecycle of your technology solutions, including planning, design, and
implementation;

* Flexible delivery models to support your business on a project-by-project basis or via long-term
outsourcing;

* Global implementation services supported by nearly 700 experts in more than 30 countries, coupled with
a network of highly qualified partners;

* Vendor-inclusive solutions to help you get the most out of existing investments while exploring new
solutions beyond simple software or equipment implementation.

Confidential and Proprietary ©2018 Verizon All Rights Reserved H
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“
Detailed Experience and Applied Expertise

Verizon has over 550 dedicated and highly skilled security consultants worldwide, that combined, hold more
than 40 unique industry, technology and vendor certifications, including: ABCP, ACP, BSI, CBCP, CCNA,
CCNP, CCIE, CCSA, CCSE, CCSI, CCSK, CEH, CEI, CGEIT, CISSP, CISA, CISM, CITP, CSE, CTT, CWSP,
EnCE, G7789, GIAC, GSEC, HISP, HITRUST CSF, IRAP, ISO 2700x Lead Auditor, ITIL, MBCI, MCSA,
MCSE, MCT, OPST, PMP, RHCE, SANS, SBCI, SQA, SCSA, SCSE.

Verizon Professional Security Services

Our information security services cover a wide range of security compliance and business risk requirements
over five practice areas: Identity and Access Management; Governance, Risk, and Compliance; Payment Card
Industry (PCl); Threat and Vulnerability Management; and Investigative Response and Forensics.

Identity and Access Management

The rise of data breaches and subsequent data privacy legislation and standards require organizations 1o
secure data more rigorously. Verizon’s Identity and Access Management (IAM) portfolio offers Assessment,
Custom Support and Managed IAM Integration solutions to help efficiently manage user identities across
multiple systems and applications.

Identity Management Access Management | Data Protection
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Figure 1: Help ensure the right people have the right levels of access to physical and logical systems across your
extended enterprise.

Our IAM solutions enable business functions, enhance security, centralize policy enforcement, safeguard
against data loss and can reduce overall operational costs.

Confidential and Proprietary ©2018 Verizon All Rights Reserved 8
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“
Governance, Risk and Compliance

Verizon's Governance, Risk, and Compliance (GRC) services drive the effective operation of security
programs by:

= Helping ensure selected controls match business needs;

= Meeting and demonstrating compliance with government and industry regulations.

Payment Card Industry (PCI)

Verizon is one of the most trusted voices in the PCI Security community. And with good reason: we have one
of the largest QSA teams in the world, and over 550 security professionals globally. We have conducted more
than 4,000 assessments for 500 client organizations, many of which are large multinationals. in total, we have
assessed more than 750,000 individual validation testing requirements. This means that we have an unrivalled
perspective into the experiences that organizations in all kinds of industries and countries encounter during
their governance, risk, and compliance programs

Threat and Vulnerability Management

In the face of changing technology and evolving security threats organizations need to do things differently.
Protect your data and applications, address stringent security requirements, and defend your reputation—all
while taking full advantage of technology-driven opportunities.

Using a risk-based approach, Verizon Threat and Vulnerability services offer enterprises guidance in
developing a plan to protect valuable information and assets.

Threat and Vulnerability services help organizations foster customer trust and loyalty in a constantly evolving,
always unpredictable security envircnment.

Benefits include:

» Security reviews and vulnerability assessments, which help to expose network and appiication
weaknesses before they become a detriment to the business:;

» Logical and actionable recommendations to improve your organizational security;
* A data-centric approach to help you manage information security compliance requirements.

By leveraging Verizon’s expertise, you can proactively identify weaknesses and vulnerabilities in applications
and systems before they are exploited by malicious individuals exposing and potentially expose your company
to liability.

Confidential and Proprietary ©2018 Verlzon All Rights Reserved 7
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Verizon’s Cyber Detection & Response

Verizon’s Cyber Detection and Response solution provides integrated threat and
incident management that safeguard you against today’s advanced or targeted
attacks.

Managed Security Service — Analytics

The rise of new technologies and systems being introduced to the workplace results in an ever-broadening
spectrum of risk for state governments — in addition to the challenge of maintaining the security for all
applications and devices. This risk can present itself in operational challenges, vulnerabilities, and evolving
internet threats. In order to reduce your risk exposure, organizations like yours need a methodology and a
security platform, which allows you to anticipate problems, take corrective action, and show resuits.

Managed Security Services — Analytics can help you improve incident detection and identify threats to your
network quickly with our threat intelligence and analysis. Our global network and cyber risk insights mean we
can neip enhance your situational awareness, close the gap between time of compromise and time to discover,
and strengthen your overall security. Our threat analytics use cases help you see beyond traditional network
and edge threats, while relying on our team of expert analysts helps you control costs compared to hiring,
training and retaining your own team.

Our Managed Security Service — Analytics harnesses the growing amount of data available to help address
security issues. We continuously monitor log data for anomalies to focus on finding the needle in the haystack.
You need to invest in a security solution that recognizes attacks and helps you to respond swiftly and
adequately when an incident is detected. As a result, you can achieve an improved security posture.

Managed Security Services — Analytics, part of our MSS portfolio, helps you prepare to fight cyber threats by
delivering:

* Extensive security operations and management experience

= Insights into security threats and activity from our Global iP backbone
* Advanced threat detection through security analytics

*  24x7 monitoring, analysis and alerting of potential threats

* Expand your visibility with monitoring of a wide range of data sources

* Adashboard with security status, risk briefings, and other incident information

Confldential and Proprietary ©2018 Verlzon All Rights Reserved 8
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Figure 2 - Our advanced architecture allows for fast incident detection using comprehensive threat analysis that correlates
customer data from multiple sources to identify threat patterns, incorporates SOC analyst feedback and generates
analytics over & largs dala set.

Analysis and threat detection powered by intelligence

Managed Security Services — Analytics collects and analyzes information from your data sources to identify
possible security incidents and potential indicators of compromise. Verizon’s security analytics platform
determines the threat posed by an anomaly using correlation rules, behavior analytics, sophisticated
algorithms and patterns of behavior. These specific patterns are the result of research and threat analyses
conducted by our cyber intelligence experts, and are composed of use cases, correlation reasons, watch lists,
Data Breach Investigations Reports intelligence and “indicators of compromise” threat-based intelligence.

The power of this approach is in the correlation of events. Individually, data and events may appear harmless;
however, when they are combined and correlated with other data a more harmful pattern and the true nature of
the incident may appear.

Verizon’s goal is to reduce the “noise” and alert you only to actionable incidents. West Virginia is alerted to
potential incidents so you can respond with appropriate actions to protect your assets. You will benefit from
Verizon’s experience and expertise to reduce the impact of a security incident through early identification as an
incident is happening or prevent an incident from gaining traction and escalating into a real loss of data or data
breach.

Confldential and Proprietary ©2018 Verizon All Rights Reserved 9
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. _____________________________________________________________________________ |
Investigative Response and Forensics

When security threats arise, fast response is critical for containing your organization’s risk and protecting your
data and assets. The proficiency and speed with which you respond to threats can affect the level of your
customers’ trust and the competency with which an event is handled can make as many headlines as the
event itself. Furthermore, improper or insufficient evidence handling can adversely affect the outcome of
criminal and/or civil court proceedings, resulting in negative press that could be detrimental to your
organization's reputation, stockholders, and employees.

Verizon’s Investigative Response is a benchmark in the digital forensics, computer incident response, and IT
investigative arenas. We have investigated over a quarter of publicly visible data breach investigations around
the globe through our computer forensics labs.

Verizon investigators span the globe and have handled, prepared case evidence for, and served as expert
witnesses for some of the world’s most publicly recognized cyber security incidents. We offer the inteifligence,
the analysis expertise, and the experience to not only track nefarious activity, but to assess how it impacts your
risk and how to best defend against it.

In addition, Verizon is well versed in government/provincial legal requirements for digital forensics
investigations, and continues to fead the industry with best practices. Our Data Breach Investigations Report is
a testament to our expertise, and in the past three years, the United States Secret Service has collaborated
with us to publish an unrivalled report.

Confidentlal and Proprletary ©2018 Verlzon Ali Rights Reserved 10



Purchasing Divison State of West Virginia

y | 2019 Washington Stree! East ] i
Post Office Box 50930 Request for Quotation
Charleston, WV 25305-0130 21 — Info Technology

Proc Folder: 427118
Doc Description: Addendum 1-Next-Gen Firewall Professional Services
Proc Type: Gentral Master Agreement

Date Issued Sclicitation Closes | Solicltation No Verslon
2018-03-27 2018-04-10 CRFQ 0210 |SC1800000010 2
13:30:00

BfD RECEVING LOGATION

BIG CLERK

DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON 8T E

CHARLESTON Wy 25305

us
| VENDOR _ e

Vander Name, Address and Telephene Number:

Verizon Business Services
4700 MacCorkle Av SE., Chartleston, WV 25304
304-356-3395

Verizon Business Network Services Inc., on behalf of MCI Communications Services Inc., d/b/a

FOR INFORMATION CONTACT THE BUYER

Jesslca S Chambers
(304) 558-0246
jessica.s.chambers@wv.gov

Signature X\m W\’Q.K Q‘&J’U\A&IN ¢ 47-0751768

All offers subject to all ferms and conditions contalned in this soiicltation

Marsha K Harrell
Senior Analyst
Contract Management

Page: 1

,,mﬁf\‘?) \\Jol?

FORM ID : WV-PRG-CRFQ-001




| ADDITIONAL IIFORMATION:

Addendum

Addendum No.01 issued to publish and distribute the attached information {o the vendor community.

The West Virginia Purchasing Division is scliciting bids on behalf of the West Virginia Office of Technology to establish an open-end coritract for
Next-Generation Firewall profassional services for its existing Palo Alto Next-Generation Firewall infrastructure per the specifications and terms

and conditions as aitached,

INVOIGE TO

SHIF TO

DEPARTMENT CF ADMINISTRATION
OFFICE OF TECHNOLOGY

1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR

CHARLESTON

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOOR

1800 KANAWHA BLVD E

W 25305 CHARLESTON VW 25305
us us
Line Comm Ln Desc Qty Unit issue Unit Price Total Price
1 3.1.4 Network Enterprise Architect 100.00000 HOUR $144.00 $14,400.00
Comm Code Manufacturer Specification Model #
81110000

Extended Description :

Network Enterprise Architect with at lsast five (5) years' experience in the des

ign, implementation, configuration, and management of a large

network enterprise of over 20,000 users and 35,000 devices,
WVOICE TO SHIP 1O 3
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNCLOGY:

OFFICE OF TECHNOLOGY
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25305

us us

Line Comm Ln Desc Gity Unit jssue Unit Price Total Price

2 E,fg?nﬁeeﬁ“ Generation Firewall 100.00000 HOUR $184.00 $18,400.00
Comm Code Manufacturer Specification Model #
81110000
Extended Description :

Next-Gen Firewall Engineer with, at least, three {3) years' ex
firewalls in a large network enterprise of over 20.000 users a

perience in the design, implementation, configuration and management of Next-Gen

nd 35,000 devices.

Page: 2




INVOICE TO SHIP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG §, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1800 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTCN WV 25305

us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
3 3.1.6 Next-Gi i i 100.00000 HOUR

Consultant e on Firswal $168.00 $16,800.00

Comm Code Manufacturer Specification Model #
81110000
Extended Description :

3.1.6.1 Vendor must provide a Next-Gen Firewall Cansultant with, at least, three (3) years' experience in Next-Gen Firewall technology

consulting of over 20,000 users and 35,000 devices.

INVOICE TO

SHIP TO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG &, 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25305
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
4 31 j i 100.0000C HOUR
1.7 Project Manager/Coardinator $176.00 $17,600.00

Comm Code Manufacturer Specification Model #
81110000
Extended Description :
Project Manager/Coordinator with, at least, three{3) years of experience in information technology project management.
INVOIGE TO SHIP TO fii
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 18900 KANAWHA BLVD E
CHARLESTON Wv25305 CHARLESTON WV 25305
us us
Line Comm Ln Desc Oty Unit [ssue Unit Price Total Price
5 3.1.8.2 Next Gen Firewall Training 10.00000 DAY

Onsite $168.00 $1,680.00

Page: 3




IComm Code Manufacturer

Specification

Model #

81110000

Extended Description :

A daily rate for on-site training by a Next-Gen Firewall Trainer for up to 5 students.

[ RVOICE TO

SHIP TO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNCLOGY

1800 KARAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG &, 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25305

us us

Line Comim Ln Desc Qty Unit [ssue Unit Price Total Price

6 % ; r.rtlabet,é'\lext Gen Firewall Training 10.00000 DAY $168.00 $1,680.00
Comm Code Manufacturer Specification Model #

81110000

Extended Description :
A daily rate for remote training

by a Next-Gain Firewal! Trainer for up fo 5 students, when remote training is the most feasible and cost-effective

solution.

INVOICE TO ERIP 7O =

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

CFFICE OF TECHNOLOGY BLDG 5, i0TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25305

us us

Line Comm Ln Besc Qty Unit lIssue Unit Price Total Price
7 3.1.9 Network Enterprise Architect - 100.00000 HOUR

Optionat Year 2 $144.00 $14,400.00

Comm Code Manufacturer Specification Model #

81110000

Extended Description :

0 devices,

Network Enterprise Architact with at least five (5] years' experience in the desi

network enterprise of over 20,000 users and 35,0

Page: 4

g, implementation, configuration, and management of a large




INVOICE TO : " | swie TQ
DEPARTMENT OF ADMINISTRATION VW OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E, BLDG § 10TH FLOOR 1900 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON WV 25305
us us
Line Comm Ln Desc Qty uUnit Issue Unit Price Total Price
8 3.1.9 Next Generation Firewal! 100.00000 HOUR
Engineer - Optional Year 2 $184.00 $18,400.00
Comm Gode Manufacturer Specification Model #
81110000
Extended Description :

Next-Gen Firewall Engineer with, at least, three (Ségears' experience in the design, implementation, configuration and management of Next-Gen

firewalls in a large network enterprise of over 20,000 users and 35,000 devices.

INVOICE TO : | M O
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNQLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E
{CHARLESTON WV 25305 CHARLESTON WV 25305
us us
Line Comm Ln Desc Oty Unit Issue Unit Price Total Price
8 3.1.9 Next-Generation Firewall 100.00000 HOUR
Consuitant - Optional Year 2 $168.00 $16,800.00
Comm Code Manufacturer Specification Madel #
81110000
Extended Description :

3.1.6.1 Vendor must provide a Next-Gen Firewall Consultant with, at least, three (3) years' experience in'Next-Gen Firewall technology
consulting of over 20,000 users and 35,000 devices.

INVOICE TO ; SHIPTO ..

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

QOFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOCR 1800 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25305

us us

Line Somm Lo Desc Qty Unit Issue Unit Price Total Price

10 3.1.10 Project Manager/Coordinator - 100:00000 HOUR $176.00 $17.600.00

Optional Year 2

Page: §



Comm Cede Manufacturer Specification Model #

81110000

Extended Description :
Project Manager/Coordinator with, at least, three(3) years of experience in infermation technology project management.

INVOICE TO : SHIP TO

DEPARTMENT OF ADM!INISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25305

us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 3.1.9 Next Gen Firewall Tralning 10.00000 DAY

Onsite - Optional Year 2 $168.00 $1,680.00

Comm Code Manufacturer Specification Model #
81110000

Extended Description :
A daily rate for un-site training by a Next-Gen Firewali Trainer for up fo 5 students.

NVOICE TO SHIP TO
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON WV 25305
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
12 3.1.9 Next Gen Firewall Training 10.00000 DAY
Remote - Optional Year 2 $168.00 $1,680.00
Comm Code Manufacturer . Specification Madel #
81110000
Exterded Description ;

A daily rate for remote training by a Next-Gen Firewall Trainer for up fo 5 students, when remote fraining is the most feasible and cost-effective
solution.
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HVOICE TO SHIP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON VA 253056 CHARLESTON VWV 25305

us us

Line Gomm Ln Desc Qty Unit Issue Linit Price Total Price
13 3.1 9 Netwark Enterprise Architact - 100.00000 HOUR '

Optional Year 3 P $144.00 $14,400.00

Cornm Code Manufacturer Specification Modal #
81110000
Extended Descripticn :

Network Enterprise Architect with at least five (5) years' experience in the design, implementation, configuration, and management of a [arge

network enterprise of over 20,000 users and 35,000 devices.

WVGICE TO

SHIR TO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1800 KANAWHA BLVD E, BLBG 5 10TH FLOGR

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOGOR

1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON YW 25305

us us

Line Comm Ln Dasc Qty Unit Issue Unit Price Total Price
T R T T
Comm Code Manufacturer Specification Modsl #

81110000

Extended Description :

Next-Gen Firewall Engineer with, at least, three (3} years' experience in the design, implementation, canfiguration and management of Next-Gen

firewalls In a large network enterprise of over 20,000 users and 35,000 devices.

INVOICE TO EHIP 7!
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOGR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVYD E
CHARLESTON WV25305 CHARLESTON WV 25305
us Us
Line Comm Ln Besc Qty Unit Issue Unit Price Total Price
15 3.1.8 Next-Generation Firewall 100.00000 HOUR
Cansultant - Optional Year 3 $168.00 $16,800.00
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Comm Code Manufacturer Specification Model #

81110000

Extended Description :

3.1.6.1 Vendor must provide a Next-Gen Firewall Consultant with, at least, three (3) years' experience in Next-Gen Firewalf technalogy
consuiting of over 20,000 users and 35,000 devices.

INVOICE 10 SHIP TO

DEPARTMENT CF ADMINISTRATION v bFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25305

us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
16 3.1.9 Project Manager/Coordinator - 100.000C0 HOUR

Optional Years $176.00 $17,600.00

Comm Code Manufacturer Specification Model #

81110000
Extended Description :

Project Manager/Coordinator with, at least, three(3) years of experience in information technology project management.

INVOIGE TO A SHIP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1800 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25305

us us

Line Comm Ln Dese Gty Unit Issue Unit Price - Total Price
17 3.1.9 Next Gen Firewall Training 10.00000 DAY

Onsite - Optional Year 3 $168.00 $1,680.00

Comm Code Manufacturer Specification Model #
81110000

Extended Description :
A daily rate for on-site training by a Next-Gen Firewall Trainer for up to 5 students.
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INVOICE 1O

&HiP TO

DEFPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON W\V25305 CHARLESTON WV 25305
us us
Lina €omm Ln Desc Qty Unit Issue Unit Price Total Price
 RRGnameryene 10000 o $168.00 $1,680.00
Comm Code Manufacturer Specification Model #
81110000

Extended Deécrip‘tion 5

A dajly rate for remote training by a Next-Gen Firewall Trainer for up to 5 students, when remote training is the most feasible and cost-effective

solution.
NVOICE YO SHIF TO
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E
CHARLESTON WV 25305 CHARLESTON WV 25305
us us
Line Comm Ln Desc Qty Unit Issue Unit, Price Total Price
19 3.1.8 Network Enterprise Architect - 100.00C00 HOUR
Opfional Yoar 4 $144.00 $14,400.00
Cortm Code Manufacturer Specification Model #
81110000
Extended Description :

Network Enterprise Architect with at least five {5} years'
network enterprise of over 20,000 users and 35,000 de

experience in the design, implementation, configuration, and management of a large

vices.

INVOICE TO

SHIP TO

DEPARTMENT OF ADMINISTRATION
QFFICE OF TECHNOLOGY

1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOCR

1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25305

us us

Line Caomm Ln Desc Qty Unit Issue Unit Price Total Price

N Enginber- Gphona yearg ! 10000000 HOUR $184.00 $18,400.00
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Comm Gode Manufacturer Specification Model #

81110000

Extenciad Dascription :

Next-Gen Firewall Engiheer with, at least, three (3) years® experience in the design, Implementation, configuration and management of Next-Gen
firewalls in a large network enterprise of over 20,000 users and 35,000 devices.

INVOAICE TO _ SHIP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1800 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25305
| us us

Line Comm Ln Desc Qty Unit lssue Unit Price Total Price

21 3.1.9 Next-Generation Firewall 100.00000 HOUR

Consultant - Optional Year 4 $168.00 $16,800.00

Comm Code Manufacturer Specification Maodel #

81110000

Extended Deegription :

3.1.8.1  Vendor must provide a Next-Gen Firawall Consultant with, at least, three {3) years' experience in Next-Gen Firewall technology
consulting of over 20,000 users and 35,000 devices.

INVOICE TO SHIP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1600 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1800 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON W\ 25305

us us

Line Cemm 1 Desc Qty Unit Issue Unit Price Total Price
22 3.1 9 Project Manager/Coordinator - 100.00000 HOUR

Optional Year 4 ¢ $176.00 $17,600.00

Comm Code Manufacturer Specification Model #
81110000

Extended Description : )
Project Manager/Coordinator with, at least, three(3) years of experience in information technology project managsment.
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IWVOICE TO ' : SHIP 10

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNCLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON W\V25305 CHARLESTON WV 25305

us us

Line Comm Ln Desc Qty Unit lssue Unlit Price Total Price
23 3.1.9 Next Gen Firewall Training 10.00000 DAY

Onsite - Optional Year 4 $168.00 $1,680.00

Comm Code Manufacturer ' Specification Model #
8111C000

Extended Description :
A daily rate for on-site training by a Next-Gen Firewall Trainer for up to 5 students.

INVOICE TO L SHiP TO
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOQR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1300 KANAWHA BLVD E
CHARLESTON WV 25305 CHARLESTON WV 25305
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
24 3.1.9 Next Gen Firewall Training 10.00000 DAY
Remote - Optional Year 4 $168.00 $1,680.00
Comm Code Manufacturer Speclfication Model #
§111C000

Extended Description :

A ?aily rate for remote training by a Next-Gen Firewall Trainer for up to § students, when remote training is the most feasible and cost-effective
sofution.

Totals Y1-4 1,680 Total Hours $282,240.00
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Purchasing Divison State of West Virginla

6\ | 2019 Washington Strest East : -
3 | Fost Office Box 50130 Request for Quotation
Gharlestan, WV 25305-0130 21 — info Technology

Proc Folder: 427118
Doe Description: Addendum 1-Nexi-Gen Firewall Professional Services
Proc Type: Central Master Agreement

Date Issusd Solfcitation Closss | Solicitation No Varslon
2018-05.-27 2018-04-10 CRFQ 0210 ISC1800000MH0 2
13:30:00

BID RECEIVING LOCATION

BID CLERK

DEPARTMENT OF ADMINISTRATION

PURGHASING DIVISION

2018 WASHINGTON ST E

CHARLESTON wv 25305

us
| vENDOR

Vender Name, Address ani Tolaphoné Number:

Verizon Business Services Inc., on behalf of MCI Communications Inc., d/b/a Verizon Business Services
4700 MacCorkle Av SE., Charleston, WV 25304
304-356-3395

FOR INFORMATION CONTACT THE BUYER

Jassica 8 Chambears
(804) 5580246
Jessica.s.chambers@wv.gov

sjgnatu,ax%h),(‘\'/\ AA’OUVLQ%# 47-0751768 DATE L/ l/ 3 l/ [ ?

Ali offors subject to all tarms and conditions contalned In this solicitation

Marsha K Harreli
Senior Analyst
Contract Management

Page: 1 FORM ID ; WN-PRC-CRFQ-001




ADDITIOHAL INFORBIATION:

Addendum

Addendum No.01 issued to publish and distribute the attached infarmation to the vendor community.

e de Ao ek R Ii SR A AR R o o Ay kxden ik * AR

The West Virginia Purchasing Division is soliciting bids on behaif of the West Virginia Office of Technology to establish an open-end contract for
Next-Generation Firewall professional services for its existing Palo Alfo Next-Generation Firewall infrastructure per the specifications and terms
and canditions as attached,

WVOICE TO SHIP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1800 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25305
us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
1 3.1.4 Network Enterprise Architect 100.00000 HOUR

Comm Code Manufacturar Specification Model #
81110000
Extended Description :

Network Enterprise Architect with at least five {5) years' experience in the deslgn, implementation, configuration, and management of a large
network enterprise of over 20,000 users and 35,000 devices.

INVOICE TD SHIP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25305
Uus us

Line Comm Ln Desc Qiy __Unitlssue Unit Price Total Price
z 3.1.5 Next Generation Firewall 100.00000 HOUR

Engineer

Comm Code Manufacturer Specification Nodel #
81110000

Extended Description :

Next-Gen Firewall Engineer with, at least, three

(3) years' experience in the des

firewalls in a large network enterprise of over 20,000 users and 35,000 devices.
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INVOICE 1O

SHIP TO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNOLCGY
BLDG 5, 10TH FLOOR

1800 KANAWHA BLVD E

CHARELESTON WV25305 CHARLESTON WV 25305
us us
Line Comm Ln Desc ' Qty Unit Issue unit Price Total Price
3 3.1.8 Next-Generation Firewall 100.00000 HOUR
Consultant
Comm Code Manufacturar Specification Model #
8111C00C
Extended Description :

3.1.6.1 Vendor must provide a Next-Gen Firewall Consultant with, at lsast, three (3) years' experience in Next-Gen Firewall technology

consulting of quer 20,000 users and 35,000 devices,

VOIGETO

SHIF TO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG 5, 16TH FLOCR

1800 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON Wy 25305

us us

Line Gomm Ln Dese Qty Unit lssue Linit Price Total Price
4 3.1.7 Project Manager/Coordinator 100.00000 HOUR

Camm Code Manufacturer Specification Model #

81410000

Extended Description :

Project Manager/Coordinator with, at least, three(3) years of experience in information technolegy project management.

INYOICE 70 SHIP TO
DEPARTMENT OF ADMINISTRATION WV OFFICE QF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOCR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON WV 25306
us us
Line Comm Ln Desc Oty Unit Issue Unit Price Total Price
5 3.1.8.2 Next Gen Firewall Training 10.00000 DAY
Onsite
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Comm Code Manufacturer

Specification Model #

81110000

Extendet! Description :

A daily rate for on-site training by a Next-Gen Firewall Trairer for up to 5 students.

INVOICE 710

SHIP TO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNCLOGY

1800 KANAWHMA BLVD E, BLDG 5 10TH FLOCR

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON VWV 25305
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
& 3.1.8.3 Next Gen Firawail Training 10.00000 DAY
Remote
Comm Code Manufacturer Specification Model #
81110000

Extended Description :

A daily rate for remots training by a Next-Gen Firewail Trainer for up to b students, when remote training is the most feasible and cost-sffective

solution.

INVOICE TO

SHIF 1O

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOCR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E
CHARLESTON WV 25305 CHARLESTON WV 25305
us us
Line Comm Ln Desc Qty Unit issue Unit Price Total Price
7 3.1.9 Network Enterprise Architect - 100.00000 HOUR
Optional Year 2
Comm Cnde Manufacturer Specification Model #
81110000
Extended Description :

Network Enterprise Architect with at least five (5) years' experience in the desi

network enterprise of over 20,000 users and 35,000 devices;
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NVOICETO SHiP 1O
DEPARTMENT GF ADMINISTRATION WV OFFICE OF TECHNQLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD £, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON WV 25305
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
8 3.1.9 Next Generation Firewall 100.00000 HOUR
Engineer - Optional Year 2
Comm Code Manufacturer Specification Model #
81110000
Extended Description :

Next-Gen Firewall Engineer with, at least, three (3%3
firewails in a large network enterprise of over 20,0

ears’ experience in the design, implementation, configuration and management of Next-Gen
users and 35,000 devices.

INVOICE TO

SHIP TO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, BLDG 8 10TH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E

| CHARLESTON W\25305 CHARLESTON WV 25305
us us
Line Comm Ln Desc Qty Uniit issue Unit Price Total Price
g 3.1.9 Next-Generation Firewall 100,00000 HOUR
Cansultant - Optionat Year 2
Comm Coda Manufacturer Specification Model #
81110000

Extended Description :

3.1.6.1  Vendor must provide a Next-Gen Firewall Consultant with, at least, thres (3) years' experience in-Next-Gen Firewall technology

consulting of over 20,000 users and 35,000 devices.

INVOICE TO SHiP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE QF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON Wy 25305 CHARLESTON Wv 25305

us uUs

Line Gomm Ln Dés_c ' Qty Unit [ssue Unit Price Total Price
10 3.1.10 Project Manager/Coordinator - 100.00000 HOUR

Optional Year 2
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Comm Code Manufacturer Specification Maode! #

81110000

Extended Description :
Project Manager/Coordinator with, at least, three(3) years of experience in information technology project management,

IRVOICE TO , e SHIP TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25305
us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
Ly 3.1.2 Next Gen Firewall Training 10.00000 DAY

Onsite - Optional Year 2

Comm Code Manufacturer Specification Madel #.
81110000
Extended Description :

A dally rate for on-site iraining by a Next-Gen Firewall Trainer for up fo 5 students.

NVOICE TO [} SHIP TG

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV 26305 CHARLESTON WV 25305
us us

Line Comm Ln Desc Qty Unit issue Unit Price Totat Price
12 3.1.9 Next Gen Firewall Training 10.00000 DAY

Remuote - Opticnal Year 2

Comm Code Manufacturer Specification ~ Model #
81110000
Extended Description :

A :ljati_ly rate for remote training by a Next-Gen Firewall Trainer for up to 5 students, when remote training is the most feasible and cost-effective
solution.
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INVOIGE TO SHIP TG

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOCR

1500 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON VAN 25305 CHARLESTON WY 25305
us us

Line Gomm Ln Desc Oty Unit Issue Linit Price Total Price
13 3.1.9 Network Enterprise Architect - 100.00000 HOUR

Optional Year 3

Comm Code Manufacturer Speclification Model #
81110000
Extended Descrlption

Network Enterprise Architect with at least five (5) years' experience
network enterprise of over 20,000 users and 35,000 devices.

in the design, implementation, configuration, and management of a large

NVOICE TO SHIP TO

DEPARTMENT OF ADMINISTRATION VYWV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1800 KANAWHA BLVD E

CHARLESTCN WV25305 CHARLESTON WV 25305
us | US

Ling Comm Ln Desc Qty Unit Issue Unif Price Total Price
14 3.1.9 Next Generation Firewall 100.00000 HOUR

Engineer - Optional Year 3

Comm Code Manufacturer Specification Modet #
81110000

Extended Desciiptlion :

Next-Gen Firewall Engineer with, at least, three (3) yvears’ experience in the desi
firewalls in a large network enterprise of over 20,000 users and 35,000 devices.

{NVOICE TO

SHIP 7O

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG 5, 16TH FLLOOR

1900 KANAWHA BLVD E

CHARLESTON W\ 25305 CHARLESTON WV 25305

us us

Line Comm Ln Desc Qf:y Unit Issue Unit Price Total Price
15 3.1.2 Next-Generation Firewall 100.00000 HOUR

Consultant - Optional Year 3
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Comm Code Manufacturer

Specification

Model #

81110000

Extended Description :

3.1.6.1 Vendor must provide a Nexi-Gen Firewall Conaultant with,
consulting of over 20,000 users and 35,000 devices.

at least, three (3) years' experience In Next-Gen Firewall technalogy

INVOICE TO

SHIP TO

DEPARTMENT CF ADMINISTRATION
OFFICE OF TECHNCLOGY

1900 KANAWHA BLYD E, BLDG 5 1CTH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25305
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
16 3.1.9 Project Manager/Cootdinator - 100.00000 HOUR
Optional Year 3
Cartm Code Manufacturer Specification Model #
81110000

Extended Description :

Project Manager/Coordinator with, at least, three(3) years of experience in information technology project management.

INVOIGE TO

SHIP TO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON Wv25305 CHARLESTON WA 25305
us Us
Line Comm Ln Desc Qty Unit Issue Linit Price Total Price
17 3.1.2 Next Gen Firewall Training 10.00000 DAY
Onsite - Optional Year 3
Comm Code Manufacturer Specification Model #
81110000
Extended Description :

A daily rate for on-site training by a Next-Gen Firewall Trainer for up fo 5 students,
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INVOIGETO : SHIP TO

DEPARTMENT OF ADMINISTRATION VWV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON VWV 25305 CHARLESTON WV 25305
us us

Line Comm Ln Desc Qty Unit issue Unit Price Totai Price
18 3.1.9 Next Gen Firewall Training 10.00000 DAY

Remote - Optional Year 3

Comm Code Manufacturer Spacification Model #
81410000
Extended Description ;

A ?aily rate for remote training by a Next-Gen Firewall Trainer for up to 5 students, when remote training is the most feasible and cost-effective
solufion.

INVOICE 1O , SHP TO

DEPARTMENT OF ADMINISTRATION WV CFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25305
us us

Line Comm Ln Desc Qty Unit issue Unit Price Total Price
19 3.1.9 Network Enterprise Architect - 160.00000 HOUR

Optional Year 4

Comm Coda Manufacturer Specification Model #
81110000
Extended Description *

Network Enterprise Architect with at least five (5) years' experience in the design, implementation, configuration, and management of a large
network enterprise of over 20,000 users and 35,000 devices.

INVOICE TG = SHIF TO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLDGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25305

us us

Line Comm Ln Desc Qty Uﬁit Issue Unit Price Total Price
20 3.1 @ Next Generation Firewall 100.00000 HOUR

Engineer - Opticnal Year 4
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Comm Gode Manufacturer Specification Model #

81110000

Extanded Description :

Next-Gen Firewall Engineer with, at least, three (3) years' experience in the design, implementation, configuration and management of Next-Gen
firewaills in a large network enterprise of over 20,000 users and 35,000 devices.

INVOICE TO _ SHIP 1O
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON WV 25305
us us
Line Comm Ln Desc Qty Unit Issua Unit Price Total Price
21 3.1.9 Next-Generation Firewall 100.00000 HOUR
Consultant - Optional Year 4
Comm Code Manufacturer Specification Model #
81110000

Extendad Descripticn :
3.1.6.1 WVendoer must provide a Next-Gen Firewall Consultant with, at least, three (3) years' experience in Next-Gen Firewall technology
consuiting of over 20,000 users and 35,000 devices.

INVOICE TG f SHIP TO
DEPARTMENT OF ADMINISTRATION WV OFFICE CF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E, BLDG 5 10TH FL.OOR 1900 KANAWHA BLVD E
CHARLESTON WV 25305 CHARLESTON WV 25305
us us
Line Comm Ln Dese Qiy Unit Issue Unit Price Total Price
22 3.1 9 Projact Manager/Coordinator - 100.00000 HOUR
Optional Year 4
Comm Code Manufacturer Specification Model #
81110000
Extended Description :

Project Manager/Coordinator with, at least, three(3) years of experiencs in information technolegy project management.
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HNVOICE TO SHIPTC
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
| OFFICE OF TECHNOLOGY BLDG 6, 10TH FLOOR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR '1900 KANAWHA BLVD E
CHARLESTON WV 25308 CHARLESTON WV 25306
us Us
Line Comm Ln Desc Qty Unit lssue Unit Price Total Price
23 3.1.9 Next Gen Firewall Training 10.00000 DAY
Onsite - Optional Year 4
Comiri Code Manufacturer Specification Model #
81110000
Extended Description :
A daily rate for on-site fraining by a Next-Gen Firewall Trainer for up to 5 sfudents.
INVOICE TO | st 1O
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
QFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1600 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E
CHARLESTON WWV25305 CHARLESTON WV 25305
us us
Line Gomm Ln Dasc Qty Unit Issue Unit Price Total Price
24 3.1.9 Next Gen Firewall Training 10.00000 DAY
L. Remote - Opticnal Year 4
Comm Code Manufacturer Speciication Model #
81110000

Extended Description :

A daily rate for remote training by a Next-Gen Flrewall Trainer for up to 5 students, when remote fraining is the most feasible and cost-effective

sojution.
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SOLICITATION NUMBER: CRFQ 1SC1800000010
Addendum Number: No.01

The purpose of this addendum is to modify the solicitation identified as
(“Solicitation™) to reflect the change(s) identified and described below.

Applicable Addendum Category:
[«] Modify bid opening date and time
[ | Modify specifications of product or service being sought

[«] Attachment of vendor questions and responses

[ | Attachment of pre-bid sign-in sheet
i | Correction of error
[ | Other

Description of Modification to Solicitation:
Addendum issued to publish and distribute the attached documentation to the vendor community.

1. The purpose of this addendum is to address additional technical questions recelved.
2. To extend the bid opening a week.

No other Changes.

Additional Documentation: Documentation related to this Addendum (if any) has been
included herewith as Attachment A and is specifically incorporated herein by reference.

Terms and Conditions:

1. All provisions of the Solicitation and other addenda not modified herein shall remain in
full force and effect.

2. Vendor should acknowledge receipt of all addenda issued for this Solicitation by
completing an Addendum Acknowledgment, a copy of which is included herewith.
Failure to acknowledge addenda may result in bid disqualification. The addendum
acknowledgement should be submitted with the bid to expedite document processing.

Revised 6/8/2012



ATTACHMENT A

Revised 6/8/2012



Technical Questions
CRFQ [5C18*10

Question: Page 33 of 43, #2. Definitions, #2.2 “Pricing Page” references Exhibit A, for Vendor to
list proposed prices. Can the Exhibit A be provided?

Disregard the reference to Exhibit A. The pricing page being used on this solicitation is the
ctommodity lines in Qasis.

Question: Can an extension be granted to allow for the state to release the answers to
guestions?

Yes, the State will grant an exdension of one week.

The CRFQ lists a certification requirement of Certified Professional Services Partner (CPSP) for
architecture, engineering, consulting, & project management; what are the certification
requirements regarding training? (Partners with PaloAlto certified trainers are considered an
Authorized Training Center (ATC)).

Yes, the State requires training offered through an Authotized Training Center. 3.1.8.1 has been
updated to reflect this.

What is the level of certification requested for project management certifications? PMP from
PMI?

3.1.7.1 outlines the requirements for project management experience.

Is there interest in Identifying ‘proximity” of assets for architecture, engineering, consulting,
project management, & training?

The State is unsure what is being asked. The Office of Technology manages an enterprise
network of approximately 20,000 users and 35,000 devices. The existing Palo Alto Networks
firewall implementation is intended for enterprise services, such as enterprise network
boundary protection and virtual private network (VPN) services.

How wiil the ‘blocks of time’ for architecture, engineering, consulting, project management, &
training be consumed by WV-OT? Do you anticipate a ‘minimum’ block of time? Will ‘remote
time” have a different ‘block of time’ than on-site time?

Each potential engagement of the contract will be scoped by a Statement of Work, agreed upon
by both parties. There is na requirement to outline or establish a ‘minimum’ black of time.

To enable cost-effective professional services, the state is open to remote work of the services.
An exception is outlined with specification 3.1.8.2, for on-site training.

| was reviewing the request for firewall services and had a quick question. Are the services
requested to be used for existing equipment or will there be new equipment installed? If

existing equipment will be in place would you be able to elzborate on the QEM?

The State intends to leverage the existing enterprise-grade Palo Alto Networks firewalls.



ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NOQ.:

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may rosult in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have imade the
necessary revisions to my proposal, plans and/or specification, ete.

Addendum Numbers Received:
{Check the box next to each addendum received)

[ X] Addendum No, 1 [ 1 AddendumNo. 6
[ 1 Addendum No.2 [ ] Addendum No.7
[ 1 Addendum No.3 [ 1 Addendum No. 8
[ ] Addendum No. 4 [ 1 AddendumNo.9
[ ] AddendumWNo.5 [ 1 Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. 1
further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendot’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.
Verizon Business Services Inc, on behalf of MCI
Communications Inc., d/b/a Verizon Business Services

Authorized Sighatine

Marsha K Harrell 7
Senior Analyst L-}. b ]

Contract Management

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.
Revised 6/8/2012



2&‘{3’532"‘.3 tg;nson Eest State of West Virginia
¢ shington Sirget Easl
| Post Office Box 50130 Raquest for Quotation

Al Charleston, WV 25305.0130 21 - Info Technology

Proc Folder: 427118
Doc Description: Next-Gen Firewall Professional Services

Proc Type: Central Master Agreement

Date [ssued Solicitation Cleges | Sollciation No Varsion
2018-03-08 2018-04-03 CRFG 0210 1SC1800000010 d
13:30.00
[BID RECEVING LGCATION
BID CLERK

DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON ST E

CHARLESTON Wy 25305
us

| VENDOR.

ot e

Vendor Name, Address and Telephone Nurﬁbsr:
Verizon Business Network Services Inc., on behalf of MCI Communications Services Inc., dfb/a Verizon Business
Services

4700 MacCorkle Av SE,, Charleston, WV 25304

304-356-3395

FOR INFORMATION CONTACT THE BUYER

Jagsica S Chambers
(304) 558-0245
jessica.s.chambers@wv.gov

s:gnammaulﬁﬁ k) Mem 47-0751768 DATE 4]‘5 ! 0 ) g

All offers subject to all terms and conditions contained In this solicitation

Marsha K Harrell Page: 1 FORM ID : WV-PRC-GRFQ-001
Senior Analyst

Contract Management




[ADDITIONAL INFORMAITGN:

The West Virginia Purchasing Division is soliciting bids on behalf of the West Virginia Office of Technology to establish an open-end contract for
Next-Generation Firewall professional services for its existing Palo Alto Next-Generation Firewall Infrastructure per the specifications and terms
and conditions as attached.

INVOICE TO SHIPTO —
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1800 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25304

us us

Line Comm Ln Desc Qby Unit issue Unit Price Total Price

1 3.1.4 Network Enterprise Architect 100.00000 HOUR
Comm Code Manufacturer Specification Model #
81110000

Extended Description :

Network Enterprise Architect with at least five (5) years' experience in the design, Implementation, configuraticn, and management of a large
network enterprise of uver 20,000 users and 35,000 devices.

INVOICE TO I . SHIF TC

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLLOOR

1900 KANAWHA BLVD E, BLLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25304
us us

Line Comm Ln Desc Qty Unit issue Unit Price Total Price
2 3.1.5 Next Generation Firewail 100.00000 HOUR

Engineer

Comm Code Manufacturer Specification Model #
81110000

Extended Description :

Next-Gen Firewall Engineer with, at least, three (3) years' experience in the design, implementation, configuration and management of Next-Gen
firewalls in a large network enterprise of over 20,000 users and 35,000 devices.

Page: 2



INVOICE TO = SHIP TG .
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
3 3.1.6 Next-Generation Firewall 100.00000 HOUR
Consultant
Comm Code Manufacturer Specification Model #
81110000

Extended Description :

3.1.6.1 Vendor must provide a Next-Gen Firewall Consultant with, at least, three (3) years' experience in Next-Gen Firewall technology
consulting of over 20,000 users and 35,000 devices.

INVOICE TO SHIF 10

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25304

us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
4 3.1.7 Project Manager/Coordinator 100.00000 HOUR

Comm Code Manufacturer Specification Model #

81110000

Extended Description :
Project Manager/Coordinator with, at least, three(3) years of experience in information technology project management.

WVCICE TO : I ) SHIF 7O
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOCR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BELVD E
CHARLESTON WV 25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
5 3.1.8.2 Next Gen Firewall Training 10.00000 DAY
Onsite

Page: 3




Comm Code Manufacturer

Specification Model #

81110000

Extended Description :

A daily rate for on-site training by a Next-Gen Firewall Trainer for up to 5 students.

INVOICE TO

SHIP TC

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOOR

1200 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25304
Uus us
Line Comm Ln Desc Qty Unit Issue Urit Price Tota! Price
6 3.1.8.3 Next Gen Firewall Training 10.00000 DAY
Remaote
Comm Code Manufacturer Specification Model #
81110000

Extended Description :

A daily rate for remcte training by a Next-Gen Firewall Trainer for up to 5 students, when remote training is the most feasible and cost-effective

solution.
INVOICE TO SHIP TO =
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
7 3.1.9 Network Enterprise Architect - 100.00000 HOUR
Optional Year 2
Comm Code Manufacturer Specification Model #
81110000

Extended Description :

Network Enterprise Architect with at least five (5) years' experience in the design, implementation, configuration, and management of a large

network enterprise of over 20,000 users and 35,000 devices.

Page: 4




[INVOICE TO

SHIF TO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
8 3.1.9 Next Generation Firewall 100.00000 HOUR
Engineer - Opticnal Year 2
Comm Code Manufacturer Specification Model #
81110000

Extended Description :

Next-Gen Firewall Engineer with, at least, three (3) years' experience in th

firewalls in a large network enterprise of over 20,000 users and 35,000 devices.

e design, implementation, configuration and management of Next-Gen

INYOICE TG

4P TO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
9 3.1.9 Next-Generation Firewall 100.00000 HOUR
Consultant - Optional Year 2
Comm Code Manufacturer Specification Model #
81110000

Extended Description :

3.1.6.1 Vendor must provide a Next-Gen Firewall Consultant with, at least, three (3) years' experience in Next-Gen Firewall technology

consulting of over 20,000 users and 35,000 devices.

Optional Year 2

(INVOICE TO = SHIF TO i
DEPARTMENT QF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOCR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1800 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Gty Unit Issue Unit Price Total Price
10 3.1.10 Project Manager/Coordinator - 100.00000 HOUR

Page: 5




Comm Code Manufacturer

Specification Model #

81110000

Extended Description :

Project Manager/Coordinator with, at least, three(3) years of experience in information technology project management.

INVOICE"TO

SHIP TO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty Unit lssue Unit Price Total Price
" 3.1.9 Next Gen Firswall Training 10.00000 DAY
Onsite - Optional Year 2
Comm Code Manufacturer Specification Model #
81110000
Extended Description :
A daily rate for on-site training by a Next-Gen Firewall Trainer for up to 5 students.
T-L byd - =1 ) = =
IMVEIHCE VO N ZHIF TO
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
12 3.1.9 Next Gen Firewall Training 10.00000 DAY
Remote - Optional Year 2
Comm Code Manufacturer Specification Model #
81110000

Extended Description :

A daily rate for remote training by a Next-Gen Firewall Trafner for up to 5 students, when remots training is the most feasible and cost-effective

solution.

Page: 6




INVOICE TO

SHIRTO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WY OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
13 3.1.9 Network Enterprise Architect - 100.00000 HOUR
Optional Year 3
Comm Code Manufacturer Specification Model #
81110000

Extended Description :
Network Enterprise Architect with at least five (5) years' ex

network enterprise of over 20,000 users and 35,000 device

perience in the design, implementation, configuration, and management of a large
S.

INVGICE TO

SHIF TO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOCR

1900 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty Unit [ssue Unit Price Total Price
14 3.1.9 Next Generation Firewall 100.00000 HOUR
Engineer - Optional Year 3
Comm Code Manufacturer Specification Model #
81110000

Extended Description :

Next-Gen Firewall Engineer with, at least, three

firewalls in a large network enterprise of over 20,000 users

(3) years' experience in the design, implementation, configuration and management of Next-Gen

and 35,000 devices.

| INVOICE TO

SHIF TO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOOR

Consultant - Optic_:.nal Year 3

1800 KANAWHA BLVD E, BLDG 5 10TH FLOCR 1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25304

us us

Line Comm L Desc Qty Unit Issue Unit Price Total Price
15 3.1.9 Next-Generation Firewal! 100.00000 HOUR
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Comm Code Manufacturer

Specification

Model #

81110000

Extended Description :

3.1.6.1 Vendor must provide a Next-Gen Firewall Consultant with, at |
consulting of over 20,000 users and 35,000 devices.

east, three (3) years' experience in Next-Gen Firewall technology

INVOICE TO

SHIP TO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
16 3.1.9 Project Manager/Coordinator - 100.00000 HOUR
Optional Year 3
Comm Code Manufacturer Specification Model #
81110000

Extended Description :

Project Manager/Coordinator with, at least, three(3) years of experience in information technology project management.

Y ORZE TD

SHIP TO

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNOLOGY

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOOR

1800 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty . Unit Issue Unit Price Total Price
17 3.1.9 Next Gen Firewall Training 10.00000 DAY
Onsite - Opticnal Year 3
Comm Code Manufacturer Specification Model #
81110000

Extended Description :

A daily rate for on-site training by a Next-Gen Firewall Tralner for up to 5 students.

Page
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INVOICE 10

SHIFTO

DEPARTMENT OF ADMINISTRATION
CFFICE OF TECHNCOLOGY

1200 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNOLOGY
BLDG 5, 10TH FLOOR

1200 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25304
Us us
Line Comm Ln Desc Qfy Unit Issue Unit Price Total Price
18 3.1.9 Next Gen Firewall Training 10.00000 DAY
Remote - Optional Year 3
Comm Code Manufacturer Specification Model #
81110000

Extended Description :

A daily rate for remote training by a Next-Gen Firewall Trainer for up to 5 students, when remote training is the most feasible and cost-effective

solution.
INVOICE TO SHIP TO ]
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
19 3.1.9 Network Enterprise Architect - 100.00000 HOUR
Opticnal Year 4
Comm Code Manufacturer Specification Model #
81110000

Extended Description :
Network Enterprise Architect with at least five

network enterprise of over 20,000 users and 35,000 devices.

(5) years' experience in the design, implementation, configuration, and management of a large

INVOICE TO

SHIP 1D

DEPARTMENT OF ADMINISTRATION
OFFICE OF TECHNCLOGY

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR

WV OFFICE OF TECHNCLOGY
BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25304

us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
20 3.1.9 Next Generation Firewall 100.00000 HOUR

Engineer - Optional Year 4
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Comm Code Manufacturer Specification Model #

81110000

Extended Description :

Next-Gen Firewall Engineer with, at least, three (3) years' experience in the design, implementation, configuration and management of Next-Gen
firewalls in a large network enterprise of over 20,000 users and 35,000 devices.

INVOIGE TO SHIP TO
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
21 3.1.9 Next-Generaiion Firewall 100.00000 HOUR
Consuitant - Optional Year 4
Comm Code Manufacturer Specification Model #
81110000

Extended Description :

3.1.6.1 Vendor must provide a Next-Gen Firewal! Consultant with, at least, three (3} years' experience in Next-Gen Firewall techrology
consulting of over 20,000 users and 35,000 devices.

WVGICE TO SHI® TO
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
22 3.1.9 Project Manager/Coordinator - 100.00000 HOUR
Optional Year 4 e -
Comm Code Manufacturer Specification Model #
81110000

Extended Description :
Project Manager/Coordinator with, at least, three(3} years of experience in information technology project management.

Page: 10




INVOICE TO i [ seee o

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25304
us us

Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
23 3.1.9 Next Gen Firewall Training 10.00000 DAY

Onsite - Opticnal Year 4

Comm Code Manufacturer Specification Model #
81110000

Extended Description :
A daily rate for on-site training by a Next-Gen Firewall Trainer for up to 5 students.

[Invoice Te - SHIP T
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNCOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Total Price
24 3.1.9 Next Gen Firewall Training 10.00000 DAY
Remote - Optional Year 4
Comm Code Manufacturer Specification Model #
81110000

Extended Description :
A daily rate for remote training by a Next-Gen Firewall Trainer for up to 5 students, when remote training is the most feasible and cost-effective
solution.

Page: 11
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Document Phase

Final

Document Description

Nexi-Gen Firewall Professional Services

Page
12 of
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ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions




Purchasing Divison State of West Virginla

=%| 2018 Wachingion Street Exst
55 Post Office Box 56130 Request for Quotation

34§ Charleston, WV 25208-0130 21 — Info Technology

Proc Folder: 427118
Doc Dagaription: Next-Gan Firewall Professional Sendces

Prac Typa: Cenirs! Master Apresmeant
Date lsauad Sollcitation Cloges | Sollciintion No

Vorsion

2018-03-08 20180403 CRFQ 0210 18£1860000010
18:36:00

DEPARTMENT OF ADMINISTRATION

PURGHASING DIVISION

2018 WASHINGTON ST E

CHARLESTON WY 25306
Us

—

s

Vendar {lame, Addrags nnd Tolephone Number:

Services
4700 MacCotkle Av 8E., Charleston, WV 25304
{304)356-3395

Verizon Business Network Services Inc., on behalf of MCI Communications Services Inc., d/ba Verizon Business

T e e ok

FOR INFORMATION GONTAGT THE BUYER
Jesslea § Chambers

{304) 558-0246
jessica.s.chambers@wv.gov

" mmm A,L-Lk Jéﬁl” g 47-0751768

All offors sybjest 1o all termrs and condlffons contzined I this ooliollon

Marsha K Harrell )
Senior Analyst Page: 1
Contract Management

1

)3 (18

FORM I : W-PRE-CRFGQ-001



[ADDITIONAL INFORITAY v

.

The West Vrllginla Purchasing Division s soliciting bids on behalf of the Y¥est Virginia Office of Technology to establish an open-end contract for
Neaxt-Generation Flrewall ional services for ite existing Palo Altg Next-Generation Firewall infrastructure per the spacificatians and terms
and canditions s attached.
WVBIGETO i (v o T )
DEPARTMENT OF ADMINISTRATION ViV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLDGY BLDG 5, 10TH FLOOR
1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1800 KANAWHA BLVD E
CHARLESTON WV 25305 CHARLESTON VWV 25304
us us
Line Comm L Dasc Qty Unit issue Unit Price Total Price
1 3.1.4 Network Enterprise Architect 100.00000 HOUR
Comm Codo rianutacturer Spacification hodel #
81110000
Extended Descrption :
Network Entarprisa Architect with at iaast five (5 re’ exparience in the design, implementation, eanfiguration, and managemant of 2 lamgc
network enierprise of over 20,000 users and 35.%53%«5\:@& 9
NNIGEE 10 1 s#o 710
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNQLOGY
OFFICE OF TEGHNOLOGY BLDG §, 10TH FLOOR
1800 KANAWHA BLVD E, BLDG 5 10TH F LOOR 1900 KANAWHA BLVD E
CHARLESTON W25305 CHARLESTON WV 25304
us us
Line Gomm Ln Dasc Qty Unit lasue Unit Price Total Price
2 3.1.5 Next Generation Firewall 100.00000 HOUR
Enginesr .
Comm Code Eianufacturer Specificatien liodel #
81110000
Extended Description :

Naxt-Gen Firewall Engineer with, at least, three {g&gea
firewalls in a large network snterprise of aver 20,000 u

rs' experience in the design, implementation, configuration and management of Next-Gen

gers and 35,000 devices,

Page: 2
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leviies 5o SHIP
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNCLOGY

OFFICE OF TECHNOLOGY ° BLDG 5, 10TH FLOOR

1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON WV 25304
us | US

Lina Comm Ln Dese Qty Unit issue Unlt Price Tatal Price
3 3.1.6 Next-Ganeration Firewall 100.00000 HOUR

Consultant

Comm Coda Manufacturer Spociflcation Elodel #
1110000

Extonded Description :

3.1.6.1 Vendor must provide a Next-Gen Firewall Consuitant with, at least, three {3) years’ experience in Next-Gen Firewall technology
cansuiting of over 20,000 users and 35,000 devices.

V0K TG P T
DEPARTMENT GF ADMINISTRATION WV CFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1800 KANAWHA BLVD E, BLDG 5 10TH FLCOR 1900 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON Wy 25304
us us

Line Comm Ln Desc Oty Unit issue Unit Price Total Price
4 3.1.7 Project Manager/Caordinator 100.00000 HOUR

Comm cndé Manhufacturer Speclication odel #
81110000

Extended Dascription *
Project Manager/Coordinator with, at least, three(3) years of experienca in informatian techneology project management.
T RN : _{ SHiPTO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLGGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1800 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25304
us us

Line Comm Ln Desc Qty Unit Issue Unlt Price Total Price
5 3.1.8.2 Naxt Gen Firewall Training 10.00000 DAY

Ongite
Page: 3
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Comm Code Hanufacturer Specification siodel #
81110000

Extendad Description :
A daily rate for on-site tralning by a Next-Cen. Firewsll Trainer for ip to 5 students.
A PO NI o = s T [=Hisrg ES U I A
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 15800 KANAWHA BLVD E

CHARLESTON WV/25305 CHARLESTON VW 25304

us uUs

Line Comm Ln Desc Qty Unit lesue Unit Price Total Prica
6 4.1.8.3 Next Gen Firewsi| Training 10.00000 DAY

Remote

Comm Code lanufacturer Specification ifiodal #
81110000
Extended Description :

A ﬂﬂl}r rata for remote training by a Noxt-Gen Firewall Trainer for up to 5 students, when remote fraining is the most feaslbie and cost-effective
solution.

wyoil3 6 EHIP TD

DEPARTMENT OF ADMINISTRATION WY OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1800 KANAWHA BLVD E, BLDG 5 1 O0TH FLOOR 1200 KANAWHA BLYD E

CHARLESTON WV 25305 | CHARLESTON WV 25304
us us

Lina Comm Ln Desc Qty Unit lssue Unit Price Total Price
7 3.1.9 Network Enterprise Architect - 100.00000 HOUR

Optional Year 2

Comm Codo Manufaciurgr BSpecification kiodel #
81110000
Extanded Description :

Neiwork Entsmrise Architect with at least five gﬁ) yezars' experience in the design, impiementation, configuration, and management of a largs
network enterprise of aver 20,000 usars and 33,000 devices.

Page: 4
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[Eawice 7o Z G T

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

QFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1800 KANAWHA BLVD E, BLD@ 5 10TH FLOOR 1800 KANAWHA BLVD E

CHARLESTON WV 25305 CHARLESTON W\ 25304

us s

Line Comm Ln Deac Qty Unit Issus Unit Price Totul Price

8 3.1.8 Next Generation Finawall 100.00000 HOUR

Enginser - Optional Year 2

Comm Code {amnufacturer Speclficztion wotde! #

81110000

Extontied Deagription :

Next-Gen Firawall Engineer with, at least, throe {3 rs' experience in the design, implementation, configuration and management of Next-Gen
firewalls in 2 lerge nefwork enterprise of over 20, users and 35,000 devices.
Mo 1o SHIP 0

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVYD E, BLDG 5 10TH FLOOR - 1900 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25304

us us

Line Lomm Ln Desc iy Unit Iszua Unit Price Yotal Price

9 3.1.8 Nexd-Generation Firewall 100.00000 HOUR

: Consultant - Optional Year 2

Comm Coda iganufacturer Speciication Riodel #

81110000

Extended Description :

3.1.8.1  Vendor must provide a Naxt-Gen Firewall Consuitan
consuiting of aver 20,000 users and 35,000 devicss.

t with, at least, three {3) years' experience in Next-Gen Firewall technplogy

[iienor 70 T 3P TO
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG &, 10TH FLQOR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON WV 25304
Us LS
Line Gomm Ln Desc Oy Unlt lssue Unit Price Totzl Price
10 3.1.10 Project Manager/Coordinator-  100.00000 HOUR
Optional Year 2
Page: 5
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Comm Code Manufacturer

Specification Wodel

81110000

Extencded Description :

Project Manager/Coordinator with, at least, three(3) yaars of experience in information technology project management,

[hvorceTo = PSS
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1 1800 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON WV 253D4
us us
Line Comm Ln Desc Qty Unit lssue Unit Price Total Price
1 3.1.9 Next Gen Firewall Training 10.00000 DAY
Onslte - Optional Year 2
Comm Cade iJunufacturer Specification Wodel
81110000
Extended Deacrption ;
A daily rate for on-site training by a Next-Cen Firewall Trainer for up to 5 students.
NVORE 1O SHIPTO
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG &, 10TH FLOOR
1800 KANAWHA BLVD E, BLDG § 10TH FLOOR 1900 KANAWHA, BLVD E
CHARLESTON W\ 25305 CHARLESTON WV 25304
us us
Line Comwn Ln Desc Qty Unit lssue Unit Price Total Price
12 3.1.8 Next Gen Firewall Training 10.00000 DAY
Remate - Optional Year 2
Comm Codo Manufacturer Specification ihodel #
81110000
Extended Description :

A daily rate for remote tralning by a Next-Gen Firewall Trsiner for up to 5 students, when remate traiing Is the mast feasible and cost-sffactive

solution.

Page: §
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[revgteeye =TT D 1O
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNDLOGY
OFFICE OF TECHNOLOGY BLDG 5, 1GTH FLOOR
1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1800 KANAWHA BLYD E
CHARLESTON WV25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qey Unlt lssua Unit Price Total Price
13 3.1.8 Network Enterprise Architect - 10000000 HOUR
Optional Year 3
Comm Code Hianufacturer 8pecification Hodel #
81110000
Extended Description ;

Network Enterprise Architect with at least five
network enterprise of over 20,000 users and 3

25) ggars' experiance In the design, Implermantation, configuration, and management of a large
,000 devices.

Al il S e

[V 2CE 7o T [ &vp 10
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY ;
OFFICE QF TECHNOLOGY BLDG 5, 10TH FLOOR I
{1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1800 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON WV 25304
us us
Ling Comm Ln Desc Gty Unkt lssue Unit Price Total Price
14 3.1.9 Next Generation Firewall 100.0000D HOUR
Engineer - Optional Year 3
Comin Code Lanufacturer Specification iiodel &
81110000
Extended Description ;

Next-Gen Firewall Englneer with, at least, three (&))gears‘ experience In the dasign, Implementation, configuration and management of Next-Gen

firewalls in a large network anterprize of ovar 20,

users and 35,000 devices.

WWOICE 7O S TO
DEPARTMENT OF ADMINISTRATION . WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY ' BLDG 5, 10TH FLOOR
1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON WV 26304
us us
Line Comm Ln Desc Qty Unit lssue Unit Price Total Price
15 3.1.9 Next-Ganeration Firewall 100.00000 HOUR
Consuitent - Optional Year 3
Page: 7

P7



Comm Code fanufacturer Speciflcation WModeal #

81110000

Extended Descriptlon :

3.1.6.1 Vandar must provide a Next-Gen Firewall Consultant with, at least, three (3) years' experience in Next-Gen Firewsl| technology
consulting of over 20,000 users and 35,000 devices,

e e vt it e s

[FWIGESS R
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNCLOGY
OFFICE OF TECHNOLOGY | BLDG &, 10TH FLOOR
1900 [KANAWHA BLVD E, BLDG 5 40TH FLOOR 1800 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty Unit Iasue Unit Price Total Price
16 3.1.9 Project Manager/Coordinator - 100.00000 HOUR
Opticnal Year 3
Comm Code Manufacturor Specification ilodel #
81110000
Extended Description :
Prajact Manager/Coondinator with, at least, three(3) years of experisnce in information technelogy project ranagement.
(WYOTE TO = _SHiP 70
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLDGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1800 KANAWHA BLYD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLYD E
CHARLESTON WV25205 CHARLESTON WV 25304
us Us
Lina Gomm Ln Desc . Qty Unit lazue Unlt Prica Total Price
7 3.1.9 Next Gen Firewal] Training 10.00000 DAY
Onsite - Optional Year 3
Comm Code Flanufacturer SpecHication Hiodel #
81110000
Extended Description :

A daily raie for on-site training by a Next-Gen Firewall Trainer for up to & students.

Page: 8
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[iivorsera T P 184FT0
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TEGHNOLOGY

OFFICE OF TECHNOLOGY ’ 8LDG 5, 10TH FLOOR

1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1800 KANAWHA BLVD E

CHARLESTON WA/25305 CHARLESTON VWV 25304
us us

Line Comm Ln Desc Qty Unlt lesue Unit Price Total Price
18 3.1.9 Next Gen Firewall Training 10.00000 DAY

Remote - Optional Year 3

Comm Code Hanufacturer SpecHication dlode) #
81110000

BExtended Deecription :

A ?ua;}ly rate for remote training by & Next-Gen Firewall Trainer for up to & students, when remote training is the most feasible and cost-effective
solution,

I0GE 1D _ SHIP YO
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1800 KANAWHA BLVD E
CHARLESTON WV25305 CHARLESTON VW 25304
us Us
Line Comm Ln Desc Qty Unit Isaye Unit Price Total Price
19 3.1.9 Network Enterprise Architect - 100.06000 HOUR
Opticnal Year 4
Comm Code Manufacturer Specification odel #
81110000
Extended Description :
Network Enterprise Architect with at least five Sés%xgam' axperienca in the design, implementation, configuration, and management of a large
network entarprise of ever 20,000 users and ,000 devices,
RATEETE SHETD
DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOQLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOCR
1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR | 1900 KANAWHA BLVD E
| CHARLESTON WV25305 | CHARLESTON WV 25304
us us
Line Comm Ln Desc Qty Unit Issue Unit Price Totzl Price -
20 3.1.9 Next Generation Flrewall 100.00000 HQUR
Engineer - Optional Year 4

Page: 9
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Comm Codas Lanufacturer Specification iflodel #
81110000

Extendad Description :

Next-Gen Firewall Enginasr with, at jeast, three (g&avaars experienca in the dasign, implementation, configuration and management of Next-Gen
firewalls in a large natwork enterprise of over 20,000 users ang 35,000 devices.

i Giie 7o

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNDLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1900 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1800 KANAWHA BLVD E

CHARLESTON WV25305 CHARLESTON WV 25304

us us

Line Comm Ln Desc Qty Unit Issue Unlt Price Toial Price

21 3.1.9 Next-Generation Firewall 100.00000 HOUR

Consultant - Optional Year 4

Comm Code Manufacturor Specification Modei #

81110000

Extanded Duqﬂptinn .

31861 Vendor must provide a Next-Gen Firewall Consultant with, at least, thres (3) years' experienca in Next-Gen Firewall technelogy
consulting of over 20,000 users and 35,000 devicos.

INVIICE T SHPTO

DEPARTMENT OF ADMINISTRATION WV OFFICE OF TECHNOLOGY

OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR

1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E

CHARLESTON W\25305 CHARLESTON WV 25304
Bs us

Line Comm Lh Desc Qty Unit issue Unit Price Total Price

22 3.1.9 Projact Manager/Coordinator - 100.00000 HOUR

Optiona! Year 4 i

Gomm Code Lianufacturor Specification ilodel #

81110000

Extended Description :

Project Manager/Coardinator with, at leest, three(3) yaars of experience In information technology praject management.

Page: 10
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[iiese = 5= SHIE 70
DEPARTMENT DF ADMINISTRATION WV OFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR - 1800 KANAWHA BLVD E
CHARLESTON Wv25305 CHARLESTON WV 25304
Us us
Line Comm Ln Deac Qty Unit Issue Unit Price Total Prce
23 3.1.8 Next Gen Firewall Training 10.00600 DAY
Onsite - Optional Year 4
Comm Code Kanufacturer Speciication wiodel #
81110000
Extended Description :
A daily rate for on-site training by a Next-Gen Firewall Trainer for up to 5 students.
v e T P TS
DEPARTMENT OF ADMINISTRATION WV CFFICE OF TECHNOLOGY
OFFICE OF TECHNOLOGY BLDG 5, 10TH FLOOR
1800 KANAWHA BLVD E, BLDG 5 10TH FLOOR 1900 KANAWHA BLVD E
CHARLESTON W\V25305 CHARLESTON WV 25304
us us
Line Comm Ln Dasc Qty Unit Issua Unit Price Total Price
24 3.1.9 Next Gen Firewall Training 10.00G00 DAY
Remote - Optional Year 4
Comm Code Manufacturer Spoclﬂéatlon “odel #

81110000

Extendet! Description :
A daily rate for remote training by a Next-Gen Firewall Trainer for up to 5 students, when remote training iz the most feasible and cost-effective

solution.

Page: 11
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ADDITIONAL TERMS AND CONDITIONS

See attached documeni(s) for additional Terms and Conditions
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INSTRUCTIONS TO VENDORS SUBMITTING BIDS

1. REVIEW DOCUMENTS THOROUGHLY: ﬁ attached documents contain a solicitation
for bids. Please read these instructions and all documents attached in their entirety, These
instructions provide critical information about requirements that if overlooked could lead to
disqualification of a Vendor’s bid. All bids must be submitted in accordance with the provisions
contained in these instructions and the Solicitation. Failure to do so may result in disqualification
of Vendor’s bid.

2. MANDATORY TERMS: The Solicitation may contain mandatory provisions identified by
the use of the words “must,” “will,” and “shall.” Failure to comnply with a mandatory term in the
Solicitation will result in bid disqualification.

3. PREBID MEETING: The item identified below shall apply to this Solicitation,

A pre-bid meeting will ot be held prior to bid opening

[J] A NON-MANDATORY PRE-BID meeting will be held at the following place and time:

[] AMANDATORY PRE-BID meeting will be held at the following place and time:

All Vendors submitting a bid must attend the mandatory pre-bid meeting. Failure to attend the
mandatory pre-bid meeting shall resuit in disqualification of the Vendor’s bid. No one person
attending the pre-bid meeting may represent more than one Vendor.

An attendance sheet provided at the pre-bid meeting shall serve as the official document
verifying aitendance. The State will not accept any other form of proof or documentation to

verify attendance. Any person atten ing the pre-bid meeting on behalf of a Vendor must list on
the attendance sheet his or her name and the name of the Vendor he or she is representing.

Revised 02/16/2018
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Additionally, the petsan attending the pre-bid meeting should include the Vendor’s E-Mail
address, phone number, and Fax number on it attendance sheet. It is the Vendor’s responsibility
to locate the attendance sheet and provide the requized information. Failure to complete the
attendance sheet as required may result in disqualification of Vendor's bid.

All Vendors should arrive prior to the starting time for the pre-bid. Vendors who arrive after the
starting time but prior to the end of the pre-bid will be permitted to sign in, but are charged with
knowing all matters discussed at the pre-bid.

Questions submitted at least five business days prior to a scheduled pre-bid will be discussed at
the pre-bid meeting if possible. Any discussions or answers to questions at the pre-bid meeting
are preliminary in nature and are non-binding. Official and binding answers to questions will be
published in a written addendum to the Solicitation prior to bid opening.

4. VENDOR QUESTION DEADLINE: Vendors may submit questions relating to this
Solicitation to the Purchasing Division. Questions must be submitted in writing. All questions
must be submitted on or before the date listed below and to the address listed below in order to
be considered. A written response will be published in a Solicitation addendum if & response is
possible and appropriate. Non-written disctzsions, conversations, or questions and answers
regarding this Solicitation are preliminary in nature and are nonbinding,

Submitted e-mails should have solicitation number in the subject line.

Question Submission Deadline: March 22, 2018 at 8:00 AM (EST)

Submit Questions to: Jessica.S.Chambers@wv.gov

2019 Washington Street, East

Charleston, WV 25305

Fax: (304) 558-4115 (Vendors should not use this fax number for bid submission)

Email; Jessica.S.Chambers@wv.gov

5. VERBAL COMMUNICATION: Any verbal communication between the Vendor and any
State personnel is not binding, including verbal communication at the mandatory pre-bid
conference. Only information issued in writing and added to the Solicitation by an official
written addendum by the Purchasing Dijvision is binding.

6. BID SUBMISSION: All bids must be submitted electronically throngh wvOASIS or signed
and delivered by the Vendor to the Purchesing Division at the address listed beiow on or before
the date and time of the bid opening. Any bid received by the Purchasing Division staff is
considered to be in the possession of the Purchasing Division and will not be returned for any
reason. The Purchasing Division will not accept bids, modification of bids, or addendum
acknowledgment forms via e-mail. Acceptable delivery methods include electronic submission
via wvOASIS, hand delivery, delivery by courier, or facsimile.

Revised 02/16/2018
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The bid delivery address is:

Depeartment of Administration, Purchasing Division
2018 Washington Street Fast =
Charleston, WV 25305-0130 A=

A bid that is not submitted clectronically through wvQASIS should contain the information
listed below on the face of the envelope or the bid may be rejected by the Purchasing Division.:

SEALED BID:

BUYER: jessica Chambers
SOLICITATION NO.: CRFQ ISC1800000010
BID OPENING DATE: 04/03/2018

BID OPENING TIME: 1:30 PM (EST)

FAX NUMBER: (304)558-3970

The Parchasing Division may prohibit the submission of bids electronically through wvOASIS at
its sole discretion. Such a prohibition will be contained and communicated in the wvOASIS
system resulting in the Vendor’s inability to submit bids through wvQASIS. Submission of a
response to an Expression or Interest or Request for Proposal is not permitted in wvQASIS.

For Request For Proposal (“RFF”) Responses Only: In the event that Vendor is responding to
a request for proposal, the Vendor shall submit one original fechnical and onc original cost
proposal plus convenience copies of each to the Purchasing Division at the
address shown above. Additionally, the Vendor should identify the bid type as either a technical
or cost proposal on the face of each bid envelope submitted in response to a request for proposal
as follows:

BID TYPE: (This only applies to CRFP)
[] Technical
[ Cost

7. BID OPENING: Bids submitted in response to this Solicitation will be opened at the loeation
identified below on the date and time listed below. Delivery of a bid after the bid opening date
and time will result in bid disqualification. For purposes of this Solicitation, a bid is considered
delivered when confirmation of delivery is provided by wvOASIS (in the case of electronic
submission) or when the bid is time stamped by the official Purchasing Division time clock (in
the case of hand delivery).

Bid Qpening Date and Time: April 3, 2018 at 1:30PM (EST)
Bid Opening Location: Department of Administration, Purchasing Division

2019 Washington Street East
Charleston, WV 25305-0130

Revised 02/16/2018
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8. ADDENDUM ACKNOWLEDGEMENT: Changes or revisions to this Solicitation will be
made by an official written addendum issued by the Purchasing Division. Vendor should
acknowledge receipt of alf addenda issued with this Solicitation by completing an Addendumn
Acknowiedgment Form, a copy of which js included herewith. Failure to acknowledge addenda
may result in bid disqualification. The addendum acknowledgement should be submitted with
the bid to expedite document processing.

9. BID FORMATTING: Vendor should type or electronically enter the information onto jts bid
1o prevent errors in the evaluation. Failure to type or electronically enter the information may
result in bid disqualification.

10. ALTERNATES: Any model, brand, or specification listed in this Solicitation establishes the
acceptable level of quality only and is not intended to reflect a preference for, or in any way favor,
a particular brand or vendor. Vendors may bid alternates to a listed model or brand provided that
the alternate is at Jeast equal to the model or brand and complies with the required specifications.
The equality of any alternate being bid shall be determined by the State at its sole discretion. Any
Vendor bidding an alternate model or brand should clearly identify the alternate items in its bid
and should include manufacturer’s specifications, industey literaturc, and/or aiy other relevant
documentation demonstrating the equality of the alternate items, Failure to provide information
for alternate items may be grounds for rejection of a Vendor’s bid.

I1. EXCEPTIONS AND CLARIFICATIONS: The Solicitation contains the specifications that
shall form the basis of 2 contractual agreement. Vendor shall cleatly mark any exceptions,
clarifications, or other proposed modifications in its bid, Exceptions to, clarifications of, or
modifications of a requirement or term and condition of the Solicitation may result in bid
disqualification.

12. COMMUNICATION LIMITATIONS: In accordance with West Virginia Code of State
Rules §148-1-6.6, communication with the State of West Virginia or any of its employees
regarding this Solicitation during the solicitation, bid, evaluation or award periods, except
through the Purchasing Division, ia strictly prohibited without prior Purchasing Division

approval. Purchasing Division approval for such communication is implied for all agency
delegated and exempt purchases.

13. REGISTRATION: Prior to Contract award, the apparent successful Vendor must be
properly registered with the West Virginia Purchasing Division and must have paid the $125 fee,
if applicable.

14. UNIT PRICE: Unit prices shall prevail in cases of a discrepancy in the Vendor’s bid.

15. PREFERENCE: Vendor Preference may only be granted upon written request and only in
accordance with the West Virginia Code § 5A-3-37 and the West Virginia Code of State Rules.
A Vendor Prefetence Certificate form has been attached hereto to allow Vendor to apply for the

preference. Vendor's failure to submit the Vendor Preference Certificate form with its bid will
result in denial of Vendor Preference, Vendor Preference does not apply to construction projects.

Revised 02/156/2018
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16. SMALL, WOMEN-OWNED, OR MIN ORITY-OWNED BUSINESSES: For any
solicitations publicly advertised for bid, in accordance with West Virginia Code §5A-3-
3%(a)(7) and W, Va. CSR. § 148-22-9, any non-resident vendor certified as a small, women-
owned, or minority-owned business under W. Va. CSR § 148-22-9 shall be provided the same

Purchasing Division with its bid, and must be properly certified under W. Va. CSR. § 148-22-9
prior to contract award to receive the preferences made available to resident vendors. Preference
for a non-resident small, women-owned, or minority owned business shall be applied in
accordance with W, Va, CSR § 148-22-9.

17. WAIVER OF MINOR IRREGULARITIES: The Director reserves the right to waive
miner irreguiarities in bids or specifications in accordance with West Virginia Code of State

Rules § 148-1-4.6.

18. ELECTRONIC FILE ACCESS RESTRICTIONS: Vendor must ensure that its
submission in wvOASIS can be accessed and viewed by the Purchasing Division staff
immediately upon bid opening. The Purchasing Division will consider any file that cannot be
immediately accessed and viewed at the time of the bid opening (such as, encrypted files,
Ppassword protected files, or incompatible files) to be blank or incomplete as context requires,
and are therefore unacceptable. A vendor will not be permitted to unencrypt files, remove
password pratections, or resubmit documents after bid opening to make a file viewable if those
documents are required with the bid, A Vendor may be required to provide document passwords
Or remove access restrictions to allow the Purchasing Division to print or electronically save
documents provided that those documents are viewable by the Purchasing Division prior to
obtaining the password or removing the access restriction.

19. NON-RESPONSIBLE: The Purchasing Division Director reserves the right to reject the
bid of any vendor as Non-Responsible in accordance with W, Va, Code of State Rules § 148-1-
5.3, when the Director determines that the vendor submitting the bid does not have the capability
to fully perform, or lacks the integrity and reliability to assure good-faith performance.”

20. ACCEPTANCE/REJECTION: The State Inay accept or reject any bid in whale, or in part
in accordance with W. Va. Code of State Rules § 148-1-4.5. and § 148-1-6.4.b.”

21. YOUR SUBMISSION IS A PUBLIC DOCUMENT: Vendor's entire response to the
Solicitation and the resulting Contract ars public documents. As public documents, they will be
disclosed to the public following the bid/proposal opening or award of the contract, as required
by the corapetitive bidding laws of West Virginia Code §§ 5A-3-1 et seq., 5-22-1 et seq,, and
5G-1-1 et seq. and the Freedom of Information Act West Virginia Code §§ 29B-1-] et seq.

DONOT SUBMIT MATERIAL YOU CONSIDER TO BE CONFIDENTIAL, A TRADE
SECRET, OR OTHERWISE NOT SUBIECT TG PUBLIC DISCLOSURE.

Revised 02/16/2018
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Submission of any bid, proposal, or other document to the Purchasing Division constitutes your
explicit consent to the subsequent public disclosure of the bid, proposal, or document, The
Purchasing Division will disclose any document labeled “confidential,” “proprietary,” “trade
sccred,” “private,” or labeled with any other ¢laim agdinst public disclosure of the documents, to
include any “trade secrets™ as defined by West Virginia Code § 47-22-1 et seq. All
submissions are subject to public disclosure without notice.

22. INTERESTED PARTY DISCLOSURE: W.Va. Code § 6D-1-2 requires that for contracts
with an actual or estimated value of at least $100,000, the vendor must submit to the Purchasing
Division a disclosure of interested parties to the contract, prior to contract award, That disclosure
must seour on the form prescribed and approved by the WV Ethics Cormmission, A copy of that
form is included with this solicitation or can be obtained from the WV Ethics Commission,
“Interested parties” means: (1) A business entity performing work or service pursuant to, or in
furtherance of, the applicable contract, including specifically sub-contractors 5 {2) the person(s)
who have an ownership interest equal to or greater than 25% in the business entity performing
work or service pursuant to, or in furtherance of, the applicable contract; and (3) the person or
business entity, if any, that served as a compensated broker or intermediary to actively facilitate
the applicable contract or negotiated the terms of the applicable contract with the state agency:
Provided, That subdivision (2) shall be inapplicable if a business entity is a publ icly traded
company: Provided, however, That subdivision (3) shall not include persons or busiriess entities
performing legal services related to the negotiation or drafting of the applicable contract,

23. WITH THE BID REQUIREMENTS: In instances where these specifications require
documentation or other information with the bid, and a vendor fails to provide it with the bid,
the Director of the Purchasing Division reserves the right to request those items after bid
opening and prior to contract award pursuant to the authority to waive minor irregularities in
bids or specifications under W. Va_. CSR § 148-1-4.6. This authority does not apply to
instances where state law mandates receipt with the bid,
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GENERAL TERMS AND CONDITIONS:

1. CONTRACTUAL AGREEMENT: Issgance of a Award Document signed by the
Purchasing Division Director, or his designee, and approved as to form by the Attorney
General’s office constitutes acceptance of this Contract made by and between the State of West
Virginia and the Vendor. Vendor's signature on its bid signifies Vendor’s agreement to be bound
by and accept the terms and conditions contained in this Contract.

2. DEFINITIONS: As used in this Solicitation/Contract, the following terms shail have the
meanings attributed to them below. Additional definitions may be found in the specifications
included with this Solicitation/Contract.

2.1. “Agency” or “Agencies” means the agency, board, commission, or other entity of the State
of West Virginia that is identified on the first page of the Solicitation or any gther public entity
seeking to procure goods or services under this Contract.

2.2, "Bid” or “Proposal” means the vendors submitted response to this solicitation.

2.3. “Contract” means the binding agreement that is entered into between the State and the
Vendor to provide the goods or services requested in the Solicitation.

2.4. “Director” means the Director of the West VYirginia Department of Administration,
Purchasing Division.

2.5. “Purchasing Division” means the West Virginia Department of Administration, Purchasing
Division.

2.6. “Award Document” means the document signed by the Agency and the Purchasing
Division, and approved as to form by the Attorney General, that identifies the Vendor as the

contract holder.

2.7. “Solicitation™ means the official notice of an opportunity to supply the State with goods ar
services that is published by the Purchasing Division.

2.3. “State” means the State of West Vitginia and/or any of its agencies, commissions, boards,
etc. as context requires.

2.9. “Vendor” or “Vendors” means any entity submitting a bid in response to the
Solicitation, the entity that has been selected as the lowest responsible bidder, or the entity that
has been awarded the Contract as context requires,
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3. CONTRACT TERM; RENEWAL; EXTENSION: The term of this Contract shall be
determined in accordance with the category that has been identified as applicable to this
Contract below:

Term Contract

Inijtial Contract Term: Initial Contract Term: This Contract becomes effective on
Upon Awad and extends for a period of one (1) year(s).

Renewal Term: This Contract may be renewed upon the mutual written consent of the Agency,
and the Vendor, with approval of the Purchasing Division and the Attorney General’s office
(Attorney General approval is as to form only). Any request for renewal should be delivered to
the Agency and then submitted to the Purchasing Division thirty (30) days prior to the expiration
date of the initial contract term or appropriate renewal term. A Contract renewal shall be in
accordance with the terms and conditions of the original contract, Unless otherwise specified
below, renewal of this Contract is limited to three ® successive one (1) year
periods or multiple renewal periods of less than one year, provided that the multiple renewal
periods do not exceed the total number of months available in all renewal years combined.
Automatic renewal of this Contract is prohibited. Rencwals must be approved by the Vendor,
Agency, Purchasing Division and Attorney General’s office (Attorney General approval is as to
form only)

[] Alternate Renewal Term — This contract may be renewed for
successive year periods or shorter periods provided that they do not exceed
the total number of months contained in all available renewals. Automatic renewal of this
Contract is prohibited. Renewals must be approved by the Vendor, Agency, Purchasing
Division and Attorney General’s office (Attorney General approval is as to form only)

Delivery Order Limitations: In the event that this contract permits delivery orders, a delivery
order may only be issued during the time this Contract is in effect. Any delivery order issued
within one year of the expiration of this Contract shall be effective for one year from the date the
delivery order is issued. No delivery order may be extended beyond one year after this Contract
has expired.

[] Fixed Period Contract: This Contract becomes effective upon Vendor’s receipt of the notice
to proceed and must be completed within days.

[] Fixed Period Contract with Renewals: This Contract becomes effective upon Vendor’s
receipt of the notice to proceed and part of the Contract more fully described in the attached

specifications must be completed within days. Upon completion of the
work covered by the preceding sentence, the vendor agrees that maintenance, monitoring, or
warranty services will be provided for year(s) thereafter,

[] One Time Purchase: The term of this Contract shall run from the issuance of the Award
Document until all of the goods contracted for have been delivered, but in no event will this
Contract extend for more than one fiscal year.

[] Otker: See attached.
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4. NOTICE TO PROCEED: Vendor shall begin performance of this Contract immediately
upon receiving notice to proceed unless otherwise instructed by the Agency. Unless otherwise
specified, the fully executed Award Document will be considered notice to proceed.

5. QUANTITIES: The quantities required under this Contract shall be determined in accordance
with the category that has been identified as applicabie to this Contract below.

Open End Contract: Quantities listed in this Solicitation are approximations only, based on
cstimates supplied by the Agengy. It is understood and agreed that the Contract shall cover the
quantities actually ordered for delivery during the term of the Contract, whether more or less
than the quantities shown.

[ Service: The scope of the service to be provided will be more clearly defined in the
specifications included herewith.

[J Combined Service and Goods: The scope of the service and deliverable goods to be
provided will be more clearly defined in the specifications included herewith.

[ ] One Time Purchase: This Contract is for the purchase of a set quantity of goods that are
identified in the specifications included herewith, Once those items have been delivered, no
additional goods may be procured under this Contract without an appropriate change order
approved by the Vendor, Agency, Purchesing Division, and Attorney General’s office.

7. REQUIRED DOCUMENTS: All of the items checked below must be provided to the
Purchasing Division by the Vendor as specified below,

[]BID BOND (Construction Only): Pursuant to the requirements contained in W. Va. Code §
3-22-1(c), Ali Vendors submitting a bid on a construction project shall furnish a valid bid bond
in the amount of five percent (5%) of the total amount of the bid protecting the State of West
Virginia. The bid bond must be submitted with the bid.

[ PERFORMANCE BOND: The apparent successful Vendor shall provide & performance
bond in the amount of - The performance bond must be received by the
Purchasing Division prior to Contract aw . On construction contraets, the performance bond
must be 100% of the Contract valye,
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[JLABOR/MATERIAL PAYMENT BOND: The apparent successful Vendor shall provide a
labor/material payment bond in the amount of 100% of the Contract value. The labor/material
payment bond must be delivered to the Purchasing Division prior to Contract award.

In lieu of the Bid Bond, Performance Bond, and Labor/Material Payment Bond, the Vendor may
provide certified checks, cashier’s checks, or itrevocable letters of credit. Any certified check,
cashiet’s check, or irrevacable letter of credit provided in Iieu of a bond must be of the same
amount and delivered on the same schedule as the bond jt replaces. A letter of credit submitted in
lieu of a performance and labor/material payment bond will only be allowed for projects under
$100,000. Personal or business checks are not acceptable. Notwithstanding the faregoing, West
Virginia Code § 5-22-1 (d) mandates that a vendor provide a performance and fabor/material
payment bond for construction projects. Accordingly, substitutions for the performance and
labor/material payment bonds for construction projects is not permitted.

[T MAINTENANCE BOND: The apparent successful Vendor shall provide a two (2) year
maintenance bond covering the roofing system. The maintenance bond must be issued and
delivered to the Purchasing Division prior to Contract award.

[] LICENSE(S) / CERTIFICATIONS / PERMITS: In addition to anything required under the
Section entitled Licensing, of the General Terms and Conditions, the apparent successful Vendor
shall furnish proof of the following licenses, certifications, and/or permits prior to Contract

award, in a form acceptable to the Purchasing Division.

1

The apparent successfil Vendor shall also furnish proof of any additional licenses or
certifications contained in the specifications prier to Confract award regardless of whether or not
that requirement is listed above.
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8. INSURANCE: The apparent successful Vendor shall furnish proof of the insurance identified
by a checkmark below prior to Contract award, Subsequent to contract award, and prior to the
insurance expiration date, Vendor shall provide the Agency with proof that the insurance
mandated herein has been continued. Vendor must also provide Agency with immediate notice of
any changes in its insurance policies mandated herein, including but not limited to, policy
cancelation, policy reduction, or change in insurers. The insurance coverages identified below
must be maintained throughout the life of this contract. The apparent successful Vendor shall also
furnish proof of any additional insurance requirements contained in the specifications prior to
Contract award regardless of whether or not that insurance requirement is listed in this section.

Vendor must maintain:

Commercizl Ssnsral Liability Insurznce in at least an amount of:
§1,000,000.00

Automobile Liability Insurance in at least an amount of: $1,000,000.00

Professional/Maipractice/Errors and Omission Inserance in at least an amount of:
$1,000,000.C0

[J Commercial Crime and Third Party Fidelity Insurance in an amount of:

[/] Cyber Liability Insurance in an amount of:  $3,000,000.00

Builders Risk Insurance in an amount equal to 100% of the amount of the Contract.
q

O

O
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9. WORKERS’ COMPENSATION INSURANCE: The apparent successful Vendor shall
comply with laws relating to workers compensation, shall maintain workers® compensation
insurance when required, and shall fumish proof of workers® compensation insurance upon
request,

10. [Reserved]
11. LIQUIDATED DAMAGES: This clause shall in no way be considered exclusive and shall

not limit the State or Agency’s right to pursue any other available remedy. Vendor shall pay
liquidated damages in the amount specified below or as described in the specifications:

M| for
[]Liquidated Damages Contained in the Specifications

12. ACCEPTANCE: Vendor’s signature on its bid, or on the certification and signature page,
constitutes an offer to the State that cannot be unilateraily withdrawn, signifies that the product
or service proposed by vendor meets the mandatory requirements contained in the Solicitation
for that product or service, unless otherwise indicated, and signifies acceptance of the terms and
conditions contained in the Solicitation unless otherwise indicated.

13. PRICING: The pricing set forth herein is firm for the life of the Contract, unless specified
elsewhere within this Solicitation/Contract by the State. A Vendor’s inclusion of price
adjustment provisions in its bid, without an express authorization from the State in the
Solicitation to do so, may result in bid disqualification.

14. PAYMENT: Payment in advance is prohibited under this Contract. Payment may only be
made after the delivery and acceptance of goods or services. The Vendor shall submit invoices,
in arrears.

15. PURCHASING CARD ACCEPTANCE: The State of West Virginia currently utilizes a
Purchasing Card program, administered under contract by a banking institution, to process
payment for goods and services. The Vendor must accept the State of West Virginia’s
Purchasing Card for payment of all orders under this Contract unless the box below is checked.

[] Vendor is not required to accept the State of West Virginia’s Purchasing Card as payment for
all goods and services.

Verizon Response: Verizon’s preferred payment options are 1) electronic Automated Clearing House -
(ACH) payment; 2) electronic bank account Wire Transfer; or 3) paper che,:ck pa.ymel.lt: Both electronic
payment options can be set up through the customer’s account on Verizon’s online billing portal, the

VEC.
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16. TAXES: The Vendor sha]l pay any applicable sales, use, personal property or any cther
taxes arising out of this Contract and the transactions contemplated thereby. The State of
West Virginia is exempt from federal and state taxes and will not pay or reimburse such taxes.

17. ADDITIONAL FEES: Vendor is not permitted to charge additional fees or assess
additional charges that were not either expressly provided for in the solicitation published by the

State of West Virginia or included in the unit price or lump sum bid amount that Vendor js

has been awarded may result in cancellation of the contract,

18. FUNDING: This Contract shall continue for the term stated herein, contingent upon funds
being appropriated by the Legislaturc or otherwise being made available. In the event funds are
not appropriated or otherwise made available, this Contract becomes void and of no effect
beginning on July 1 of the fiscal year for which funding has not been appropriated or otherwise
made available.

19. CANCELLATION: The Purchasing Division Director reserves the right to cancel this
Contract immediaiely upon written notice to the vendor if the materials or workmanship supplied

20. TIME: Time is of the essence with regard to all matters of time and performance in this
Contract.

21. APPLICABLE. LAW: This Contract ig governed by and interpreted under West Virginia
law without giving effect to its choice of law principles. Any information provided in
specification manuals, or any other source, verbal or wriiten, which contradicts or violates the
West Virginia Constitution, West Virginia Code or West Virginia Code of State Rules is void
and of no effect.

22, COMPLIANCE WITH LAWS: Vendor shall comply with all applicable federal, staie, and
iocal laws, regulations and ordinances. By submitting & bid, Vendor acknowledges that it has
reviewed, understands, and will comply with all applicable laws, regulations, and ordinances.

SUBCONTRACTOR COMPLIANCE: Vendor shall notify all subcontractors providing
commodities or services related to this Contract that as subcontractors, they too are
required to comply with ail applicable laws, regulations, and ordinances, Notification
under this provision must occur prior to the performance of any work under the contract by
the subcontractor.

23. ARBITRATION: Any references made to arbitration contained in this Contract, Vendor’s
bid, or in any American Institute of Architects documents pertaining to this Contract are hereby
deleted, void, and of no effect,
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24. MODIFICATIONS: This writing is the parties’ finai expression of intent, Notwithstanding
anything contained in this Contract to the conirary no modification of this Contract shal] be
binding without mutual written consent of the Agency, and the Vendor, with approval of the
Purchasing Division and the Attorney General’s office (Attorney General approval is as to form
only). Any change to existing contracts that adds work or changes contract cost, and were not
included in the original contract, must be approved by the Purchasing Division and the Attomey
General’s Office (as to form) prior to the implementation of the change or commencement of
work affected by the change,

25. WAIVER: The failure of either party to insist upon a strict performance of any of the terms
or provision of this Contract, or to exercise any option, right, or remedy herein contained, shall
not be construed as a waiver or a relinguishment for the future of such term, provision, option,
right, or remedy, but the same shall continue in full force and effect. Any waiver must be
expressly stated in writing and signed by the waiving party.

27. ASSIGNMENT: Neither this Contract nor any monies due, or to become due hereunder,
may be assigned by the Vendor without the €Xpress written consent of the Agency, the
Purchasing Division, the Attorney General’s office (as to form only), and any other government
agency o office that may be required to approve such assignments, Notwithstanding the
foregoing, Purchasing Division approval may or may not be required on certain agency delegated
or exempt purchases.

28. WARRANTY: The Vendor expressly warrants that the goods and/or services covered by
this Contract will: (a) conform to the specifications, drawings, samples, or other description
furnished ot specified by the Agency; (b) be merchantable and fit for the purpose intended; and
(c) be free from defect in materjal and workimanship.

28. STATE EMPLOYEES: State employees are not permitted to utilize this Contract for
personal use and the Vendor is prohibited from permitting or facilitating the same.

30. BANKRUPTCY: In the event the Vendor files for bankruptcy protection, the State of West
Vitginia may deem this Contrzct nul] and void, and terminate this Contract without notice.

31. PRIVACY, SECURITY, AND CONFIDENTIALITY: The Vendor agrees that it will not
disclose to anyone, directly or indirectly, any such personally identifiable information or other
confidential information gained from the Agency, unless the individual who is the subject of the
information consents to the disclosure in writing or the disclosure is made pursuant io the
Agency’s policies, procedures, and rules. Vendor further agrees to comply with the
Confidentiality Policies and Information Security Accountability Requirements, set forth in
ht_tp:/fwww.stay;.wv.usfadminfgurchase/grivaczfdefault.html.
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32. YOUR SUBMISSION IS A PUBLIC DOCUMENT: Vendor’s entire response to the
Solicitation and the resulting Contract are public documents. As public documents, they will be
disclosed to the public following the bid/proposal opening or award of the conttact, as required
by the competitive bidding laws of West Virginia Code §§ 5A-3-1 et seq., 5-22-1 et seq., and
5G-1-1 et seq. and the Freedom of Information Act West Virginia Code §§ 29B-1-1 et seq.

DO NOT SUBMIT MATERIAL YOU CONSIDER TO BE CONFIDENTIAL, A TRADE
SECRET, OR' OTHER WISE NOT SUBJECT TO PUBLIC DISCLOSURE.

Submission of any bid, proposal, or other document to the Purchasing Division constitgtes your
explicit consent to the subsequent pubiic disclosure of the bid, proposal, or document. The
Purchasing Division will discloge any document labeled “confidential,” “proprietary,” “trade
secret,” “private,” or labeled with any other claim against public disclosure of the documents, to
include any “trade secrets” as defined by West Virginia Code § 47-22-1 et seq. All submissions
are subject to public disclosure without notice,

33. LICENSING: In accordance with West Virginia Code of State Rules § 148-1-6.1.¢,
Vendor must be licensed and in good standing in accordance with any and all siate and jocal
laws and requiremenis by any state or local ageacy of West Virginia, including, but not limited
to, the West Virginia Secretary of State’s Office, the West Virginiz Tax Department, West
Vitginia Insurance Commission, or any other state agency or political subdivision. Obligations
related to political subdivisions may include, but are not limited to, business licensing, business
and occupation taxes, inspection compliance, pemmitting, etc. Upon request, the Vendor must
provide all necessary releases to obtajn information to enable the Purchasing Division Director
or the Agency to verify that the Vendor is licensed and in good standing with the above
entities.

SUBCONTRACTOR COMPLIANCE: Vendor shall netify all subcontractors
providing commodities or services related to this Contract that as subcontractors, they
too are required to be licensed, in good standing, and up-to-date on all state and local
abligations as described in this section, Obligations related to political subdivisions may
mclude, but are not limjted to, business licensing, business and occupation taxes,
inspection compliance, permitting, etc. Notification under thig provision must occur
prior to the performance of any work under the contract by the subcontractor,

34. ANTITRUST: In submitting a bid to, sighing a contract with, or accepting a Award
Document from any agency of the State of West Virginia, the Vendor agrees to convey, sell,
assign, or transfer to the State of West Virginia all rights, title, and interest in and to al] causcs of
action it may now or hereafter acquire under the antitrust laws of the United States and the State
of West Virginia for price fixing and/or unreasonable restraints of trade relating to the particular
commodities or scrvices purchased or acquited by the State of West Virginiz. Such assignment
shall be made and become effective at the time the purchasing agency tenders the initial payment
to Vendor.
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35. VENDOR CERTIFICATIONS: By signing its bid or entering into this Contract, Vendor
certifies (1) that its bid or offer was made without prior understanding, agreement, or conmection
with any corporation, firm, limited liability company, partnership, person or entity submitting a
bid or offer for the same material, supplies, equipment or services; (2) that its bid or offer is in all
respects fair and without collusion or fraud: (3) that this Contract is accepted or entered into
without any prior understanding, agreement, or connection to any other entity that could be
considered a violation of law; and (4) that it bas reviewed this Solicitation in its entirety;
understands the requirements, terms and conditions, and other information contained herein.

Vendor’s signature on its bid or offer also affirms that neither it nor its representatives have any
interest, nor shall acquire any interest, direct or indirect, which would compromise the
performance of its services hereunder. Any such interests shall be promptly presented in detail to
the Agency. The individuai signing thig bid or offer on behalf of Vendor certifies that he or she is
authorized by the Vendor to execute this bid or offer or any documents related thereto on
Vendor’s behalf: that he or she is authorized to bind the Vendor in a contractual relationship; and
that, to the best of his or her knowledge, the Vendor has propetly registered with any State

agency that may require registration.

36. VENDOR RELATIONSHIP: The relationship of the Vendor to the State shall be that of an
independent contractor and no principal-agent relationship or employer-employee relationship is
confemplated or created by this Contract, The Vendor as an independent contractor is solely
liable for the acts and omissions of its employees and agents. Vendor shall be responsible for
selecting, supervising, and compensating any and all individuals employed pursuant to the terms
of this Solicitation and resulting contract. Neither the Vendor, nor any employees or
subcontractors of the Vendor, shall be deemed to be employees of the State for any purpose
whatsoever. Vendor shall be exclusively responsible for payment of employees and contractors
for all wages and salaries, taxes, withholding payments, penalties, fees, fringe benefits,
professional liability insurance premiums, contributions to insurance and pension, or other
deferred compensation plans, inclunding but not limited to, Workers’ Compensation and Social
Security obligations, licensing fees, etc. and the filing of all necessary documents, forms, and
returns pertinent to all of the foregoing,

Vendor shall hold harmless the State, and shall provide the State and Agency with a defense
against any and al! claims including, but not limited to, the foregoing payments, withholdings,
contributions, taxes, Social Security taxes, and employer income tax retums.

37. INDEMNYFICATION: The Vendor agrees to indemnify, defend, and hold harmless the
State and the Agency, their officers, and employees from and against: (1) Any claims or losses
for services rendered by any subcontractor, person, or firm performing or supplying services,
materials, or supplies in connection with the petformance of the Contract; (2) Any claims or
losses resulting to any person or entity injured or damaged by the Vendor, its offjcers,
employees, or subcontractors by the publication, translation, reproduction, delivery,
performance, use, or disposition of any data used under the Contract in a manner not authorized
by the Contract, or by Federal or State statutes or regulations; and (3) Any failure of the Vendor,
its officers, employees, or subcentractors to observe State and Federal laws including, but not
limited to, labor and wage and hour laws.
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38. PURCHASING AFFIDAVIT: In accordance with West Vitginia Code § 5-22-1(3), the
contracting public entity shall not award a contract for a construction project to any bidder that
is known to be in default on any monetary obligation owed to the state or a political subdivision
of the state, including, but not limited to, obligations related to payroll taxes, property taxes,
sales and use taxes, fire service fees, or other fines or fees, Accordingly, prior to contract
award, Vendors are required to sign, notarize, and submit the Purchasing Affidavit to the
Purchasing Division affirming under oath that it is not in default on any monetary obligation
owed to the state or a political subdivision of the state.

39. ADDITIONAL AGENCY AND LOCAL GOVERNMENT USE: This Contract may

be utilized by other agencies, spending units, and political subdivisions of the State of West
Virginia; county, municipal, and other local government bodies; and school districts (“Other
Govemment Entities”). Any extension of this Contract to the aforementioned Other Government
Entities must be on the same prices, termos, and conditions as thosc offered and agreed to in this
Contract, provided that such extension is in compliance with the applicable laws, rules, and
ordinances of the Other Government Entity. If the Vendor does not wish to extend the prices,
terms, and conditions of its bid and subsequent contract to the Other Government Entities, the
Vendor must clearly indicate such refisal in its bid. A refusal to extend this Contract to the Other
Government Fniiiies shaii not impact or influence the award of this Contract in any maner.

40. CONFLICT OF INTEREST: Vendor, its officets or members or employees, shall not
presently have or acquire an interest, direet or indirect, which would conflict with or compromise
the performance of its obligations hereunder. Vendor shall periodically inquire of its officers,
members and employees to ensure that a conflict of interest does not arise. Any conflict of
interest discovered shall be promptly presented in detail to the Agency.

41. REPORTS: Vendor shall provide the Agency and/or the Purchasing Division with the
following reports identified by a checked box below:

Such reports as the Agency and/or the Purchasing Division may request, Requested reports
tay include, but are not limited to, quantities purchased, agencies utilizing the contract, totaf
vontract expenditures by agency, etc.

[1 Quarteriy reports detailing the total quantity of purchases in units and dollars, along with a
listing of purchases by agency. Quarterly reports should be delivered to the Purchasing Division

via email at p_ughasing.reguisitions@ﬂ. gOV.

42. BACKGROUND CHECK: In accordance with W. Va. Code § 15-2D-3, the Director of the
Division of Protective Services shall requite any service provider whose employees are regularly
employed on the grounds or in the buildings of the Capitol complex or who have access to
sensitive or critical information to submitto a fingerprint-based state and federal background
inquiry through the state repository. The service provider is responsible for any costs associated
with the fingerptint-based state and federa] background inquiry.

After the contract for such services has been approved, but before any such employees are
permitted to be on the grounds or in the buildings of the Capitol complex or have access to
sensitive or critical information, the service provider shall submit s list of all persons who will be
physically present and working at the Capitol complex to the Director of the Division of
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Protective Services for purposes of verifying compliance with this provision. The State reserves
the right to prohibit a service provider’s employees from accessing sensitive or critical
information or to be presert at the Capitol complex based upon results addressed from a criminal
background check.

Service providers should contact the West Vitginia Division of Protective Services by phone at
{304) 558-9911 for more information.

43. PREFERENCE FOR USE OF DOMESTIC STEEL PRODUCTS: Except when
authotized by the Director of the Purchasing Division pursuant to W, Va. Code § 5A-3-56,
no contractor may use or supply steel products for a State Contract Project other than those
steel products made in the United States. A contractor who uses steel products in violation of
this section may be subject to civit penaltics pursuant to W. Va. Code § 5A-3-56. As used in
this section:
a. “State Contract Project” means any erection or construction of, or any addition to,
alteration of or other improvement to any building or structure, including, but not limited
1o, roads or highways, or the installation of any heating or cooling or ventilating plants or
other equipment, or the supply of and materials for such projects, pursuant to a contract
with ihe State of West Virginia for which bids were solicited on or afier June 6, 2001,

b. “Steel Products™ means products rolled, formed, shaped, drawn, extruded, forged, cast,
fabricated or otherwise similarly processed, or processed by a combination of two or
more or such operations, from steel made by the open heath, basic oxygen, electric
furnace, Bessemer or other steel making process. The Purchasing Division Director
may, in writing, authorize the use of foreign steel products if:

¢. The cost for each contract item used does not exceed one tenth of one percent (. 1%)
of the total contract cost or two thousand five hundred dollars ($2,500.00),
whichever is greater. For the purposes of this section, the cost is the value of the
steel product as delivered to the project; or

d. The Director of the Purchasing Division determines that specified steel materials are
not produced in the United States in sufficient quantity or otherwise are not
reasonably available to meet contract requirements.

44. PREFERENCE FOR USE OF DOMESTIC ALUMINUM, GLASS, AND STEEL;: In
Accordance with W. Va. Code § 5-19-1 et seq., and W. Va. CSR § 148-10-1 et seq., for cvery
contract or subcontract, subject to the limitations contained herein, for the construction,
Teconstruction, alteration, repair, improvement or maintenance of public works or for the
purchase of any item of machinery or equipment to be used at sites of public works, only
domestic aluminum, glass or stec] products shall be supplied unless the spending officer
determines, in writing, after the receipt of offers or bids, (1) that the cost of domestic
aluminum, glass or steel products is unreasonable or inconsistent with the public interest of the
State of West Virginia, (2) that domestic aluminum, glass or steel products are not produced in
sufficient quantities to meet the contract requirements, or (3) the available domestic aluminum,
glass, or stee! do not meet the eontract specifications. This provision only applies to public
works contracts awarded in an amount more than fifty tirousand dollars ($50,000) or public
works contracts that require more than ten thousand pounds of steel products.
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The cost of domestic aluminum, glass, or steel products may be unreasonable if the cost is more
than twenty percent (20%) of the bid or offered price for foreign made aluminum, glass, or steel
products. If the domestic aluminum, glass or steel products to be supplied or produced in a
“substantial labor surplus area”, as defined by the United States Department of Labor, the cost
of domestic aluminum, glass, or steel products may be unreasonable if the cost is more than
thirty percent (30%) of the bid or offered price for foreign made aluminum, glass, or steel
products. This preference shall be applied to an item of machinery or equipment, as indicated
above, when the item is a single unit of equipment or machinery manufactured primarily of
aluminum, glass or steel, is part of a public works contract and has the sole purpose or of being
A permanent part of a single public works project. This provision does not apply to equipment
or machinery purchased by a spending unit for use by that spending unit and not as part of a
single public works project.

All bids and offers including domestic aluminum, glass or steel products that exceed bid or offer
prices including foreign aluminum, glass or steel products after application of the preferences
provided in this provision may be reduced to a price equal to or lower than the lowest bid or
offer price for foreign aluminum, glass or steel products plus the applicable preference. If the
reduced bid or offer prices are made in writing and supersede the prior hid or offer prices, aii
bids or offers, including the reduced bid or offer prices, will be reevaluated in accordance with
this rule.

45, INTERESTED PARTY SUPPLEMENTAL DISCLOSURE: W. Va. Code § 6D-1-2
requires that for contracts with an actual or estimated value of at least $100,000, the vendor
must submit to the Agency a supplemental disclosure of interested parties reflecting any new
or differing interested partics to the contract, which were not included in the original pre-
award interested party disclosure, within 30 days following the completion or termination of
the contract. A copy of that form is included with this solicitation or can be obtained from the
WYV Ethics Commission. "Interested parties” means: (1) A business entity performing work or
service pursuant to, or in furtherance of, the applicable contract, including specifically sub-
contractors; (2) the person(s) who have an ownership interest equal to or greater than 25% in
the business entity performing work or service pursuant to, or in furtherance of, the applicable
contract; and (3) the person or business entity, if any, that served as a compensated broker or
intermediary to actively facilitate the applicable contract or negotiated the terms of the
applicable contract with the state agency: Provided, That subdivision (2) shall be inapplicable
if a business entity is a publicly traded company: Provided, however, That subdivision (3} shall
not include persons or business entities performing legal services related to the negotiation or
drafting of the applicable contract. The Agency shall submit a copy of the disclosure to the
Ethics Commission within 15 days after receiving the supplemental disclosure of interested

patties,
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DESIGNATE_.D. CONTACT: Vendor appoints the individual identified in this Section as the
Contract Administrator and the initial point of contact for matters relating to this Contract,

Sandra Hawkins, Senior Client Partner

(Name, Title)
Sandra Hawkins, Senior Client Partner

(Printed Name and Title)
4700 MacCorkle Av SE., Charleston, WV 25304

(Address) 304-356-3395/304-356-3590

(Phone Number) / (Fax Number)
sandra k.hawkins@verizon.com

(email address)

CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wvOASIS, 1 certify that I have reviewed this Solicitation in its entitety; that ¥ understand
the rca_uirementas_lterms and conditions, and other information contained herein; that this bid, offer
or proposal constitutes an offor to the State that cannot be unilaterally withdrawn; that the p;nduct
Of service proposed meets the mandatory requirements contained in the Solicitation for that
prodt_:t?i or service, unless otherwise stated herein; that the Vendor accepts the torms and
conditions contained in the Solicitation, unless otherwise stated herein; that 1 am submitting this
bid, offer or Rmppsal for review and consideration; that I am authorized by the vendor to execute
and submit ‘thxs hid, _oﬁ'er, or propasal, or any documents related thereto on vendor’s behalf; that

I am euthorized to bind the veador in & contractual relationship; and that to the best of my
knowledge, the vendor has properly registered with any State agency that may require

registration. ) o
Verizon Business Network Services Inc., an behalf of MCI Communications Svc Inc
d/b/a Verizon Business Services

Mosle kb Lo

(Authorized Signature) (Representative Name, Title)

Marsha K Harrell
Senior Analyst
Printed Name ™"t Managemen: esentative)
43 g

Datey | |

304-356-3395/304-356-3590
(Phone Number) (Fax Number)
Revised 02/16/2018
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REQUEST FOR QUOTATION
Next Generation Firewall Professional Services (OT18124)

SPECIFICATICGNS

1. PURPOSE AND SCOPE: The West Virginia Purchasing Division is soliciting bids on
behalf of the West Virginia Office of Technology to establish an open-end contract for Next-
Generation Firewall professional services for its existing Palo Alio Next-Generation Firewall
infrastructure. The resulting contract will support a phased implementation approach for
implementing advanced security capabilities on the State’s enterprise network, The State
intends to leverage, as necessary, the professional services outlined within these
specifications.

2. DEFINITIONS: The terms listed below shall have the meanings assigned to them below.
Additional definitions can be found in section 2 of the General Terms and Conditions,

2.1 “Contract Services” means the list of services identified in Section 3.1 below and on
the Pricing Pages, as more fully described in these specifications.

2.2 “Pricing Page” means the pages, contained wvQASIS or attached hereto ag Exhibit
A, upon which Vendor should list its proposed price for the Contract Services.

2.3 “Solicitation” means the official notice of an opportunity to supply the State with
goods or services that is published by the Purchasing Division.

3. GENEZRAL REQUIREMENTS:

3.1. Contract Items and Mandatory Requirements: Vendor shall provide
Agency with the Contract Items listed below on an open-end and continuing
basis. Contract Jiems must meet or exceed the mandatory requirements as
shown below.

3.1.1. Vendor must be a Palo Alto Netwaorks certified professional
services partner and provide proof of that certification upon
request.

3.1.2. Vendor must agree to an open-end contract method, where prior to
each potential engagement of services a Statement of Work will be
drafted and mutually agreed upon by both parties. After a SOW is
finalized, each engagement wili be initiated by the State via
Delivery Order that incorporates the SOW.

3.1.3. Vendor must be willing to provide the resumes of all personnel
associated with services prior to Statement of Work being
approved by the State and Delivery Order being issued.
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REQUEST FOR QUOTATION
Next Generation Firewall Professional Services (OT18124)

3.1.3.1.The resumes must include, at minimum, the
individual’s education, experience, and industry
certifications. The State reserves the right to
independently verify any and all information provided.

3.14. Network Enterprise Architect

3.14.1.Vendor must provide a Network Enterprise Architect with, at
least, five (5) years’ experience in the design, implementation,

configuration and management of a large network enterprise of
over 20,000 users and 35,000 devices.

3.1.4.2.Vendor must provide hourly rate of a Network Enterprise
Architect whom the State may utilize,

3.1.5. Next-Generation Firewall Engineer

3.1.5.1.Vendor must provide Next-Gen Firewall Engineer with, at
least, three (3) years’ experience in the design, implementation,
configuration and management of Next-Gen firewalls in a large
network enterprise of aver 20,000 users and 35,000 devices.

3.1.5.2.Vendor must provide a Next-Gen Firewall Engineer with the
Palo Alto Networks Certified Network Security Engineer
(PCNSE) certification.

3.1.5.3.Vendor must provide hourly rate of 2 Next-Clen Firewall
Engineer whom the State msy utilize.

3.1.6. Next-Generation Firewall Consultant

3.1.6.1.Vendor must provide a Next-Gen Firewall Consultant with, at
least, three (3) years’ experience in Next-Gen Firewall
' technology consulting of over 20,000 users and 35 ,000 devices,

3.1.6.2.Vendor must provide houtly rate of a Next-Gen Firewall
Consultant whom the State may utilize.

3.1.7. Project Manager/Coardinator
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REQUEST FOR QUOTATION
Next Generation Firewall Professional Services (0T18124)

3.1.7.1.Vendor must provide a project manager with, at least, three (3)
years of experience in information technology project
management,

3.1.7.2.Vendor must provide hourly rate of a Project
Manager/Coordinator whom the State may utilize.

3.1.8. Next-Generation Firewall Training Services

3.1.8.1.Vendor must provide Next-Generation Firewall training
services. The Vendor must offer on-site and remote training
options that the State can utilize at its discretion.

3.1.8.2.Vendor must provide a daily rate for on-site training by a Next-
Generation Firewall Trainer for up to 5 students. The State
will not reimburse the Vendor for any overhead costs, i.e.,
travel, accommodations, materials, etc. The Vendor should
build any miscellaneous training costs into its daily rate.

3.1,8.3.Vendor must provide daily rate for remote training by a Next-
Generation Firewall Trainer for up to § students, when remote
training is the most feasible and cost-effective solution. The
State will not reimburse the Vendor for any overhead costs,
1.e., training materials. The Vendor should build any
miscellaneous training costs into its daily rate.

3.1.9.Vendor must include in its bid the cost of optional annual renewals
for years 2, 3, and 4. These optional annual renewals will be
imitiated by the West Virginia Office of Technology and agreed
upon by the Vendor and will be processed as a Change Order to
the original contract,

4. CONTRACT AWARD:

4.1 Contract Award: The Contract is intended to provide Agency with a purchase
price for the Contract Services. The Contract shall be awarded to the Vendor
that provides the Contract Services meeting the required specifications for the
lowest overall total cost as shown on the Pricing Pages.

4.2 Pricing Page: Vendor should complete the Pricing Page by entering the unit
cost and extended cost into the Pricing Page. Vendor should complete the
Pricing Page in full as failure to complete the Pricing Page in its entirety may
result in Vendor’s bid being disqualified.
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REQUEST FOR QUOTATION
Next Generation Firewall Professional Services (0OT18124)

The Pricing Pages contain a list of the Contract Items and estimated purchase
volume. The estimated purchase volume for each item represents the
approximate volume of anticipated purchases only. No future use of the
Contract or any individual item is guaranteed or implied.

Vendor should type or electronically enter the information into the Pricing
Pages through wvOASIS, if available, or as an electronic document. In most
cases, the Vendor can request an electronic copy of the Pricing Pages for bid
purposes by sending an email request to the following address:

Jggica.S.Chambers@wv. gov

5. PERFORMANCE: Vendor and Agency shall agree upon a schedule for performance of
Contract Services and Contract Services Deliverables, unless such a schedule is already
included herein by Agency. In the event that this Contract is designated as an open-end
contract, Vendor shall perform in accordance with the release orders that may be issued against
this Contract,

6. PAYMENT: Agency shall pay hourly or daily rate as shown on the Pricing Pages, for all
Contract Services performed and accepted under this Contract. Vendor sha]l accept payment
in accordance with the payment procedures of the State of West Virgi.nia.

7. DELIVERY AND RETURN:

7.1. Delivery Time: Vendor shall deliver standard orders within 30 working days, unless
otherwise specified and agreed upon in the SOW. Vendor shall deliver emergency
orders within 15 working day(s} after orders are received, unless otherwise specified
and agreed upon in the SOW. Vendor shall ship all orders in accordance with the
above schedule and shall not hold orders until a minimum delivery quantity is met,

7.2. Late Delivery: The Agency placing the order under this Contract must be notified in
writing if orders will be delayed for any reason. Any delay in delivery that could
cause harm to an Agency will be grounds for cancellation of the delayed order, and/or
obtaining the items ordered from a third party.

Any Agency seeking to obtain items from a third party under this provision must first
obtain approval of the Purchasing Division.

7.3. Retum of Unacceptable Items: If the Agency deems the Contract Jtems to be
unacceptable, the Contract Items shall be returned to Vendor at Vendor’s expense
and with no restocking charge. Vendor shall either make arrangements for the return
within five (5) days of being motified that items are unacceptable or permit the
Agency to arrange for the return and reimbuzse Agency for delivery expenscs. Ifthe
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REQUEST FOR QUOTATION
Next Generation Firewall Professional Services (OT18124)

Agency’s discretion,
8. VENDOR DEFAULT:
8.1. The following shaii be considered a vendor default under this Contract.

8.1.1. Failure to provide Contract Items in accordamce with the
requirements contained herein.

81.2. Failure to comply with other specifications and requirements
contained herein.

8.1.3.  Failure to comply with any laws, rules, and ordinances applicable to
the Contract Services provided under this Contract.

8.14.  Failure to remedy deficient performance upon request.
8.2. The following remedies shall be available to Agency upon default.
8.2.1. Immediate cancellation of the Contract.

8.2.2. Immediate cancellation of one or more release orders issued under
this Contract.

8.23.  Any other remedies avajlable in law or equity.
9. MISCELLANEOUS:

9.2. Vendor Supply: Vendor must carry sufficient inventory of the Contract ltems being
offered to fulfill jts obligations under this Contract, By signing its bid, Vendor
certifies that it can supply the Contract Items contained in its bid response.
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REQUEST FOR QUOTATION
Next Generation Firewall Professiona)l Services (OT18124)

9.3. Reports: Vendor shall provide quarterly reports and annual summaries to the
Agency showing the Agency’s items purchased, quantities of items purchased, and
total dollar vatue of the items purchased. Vendor shall also provide reports, upon
request, showing the items purchased during the term of this Contract, the quantity
purchased for each of those items, and the total value of purchases for each of those
items. Failure to supply such Teports may be grounds for cancellation of this
Contract.

24. Comtraci Manager: During its performance of this Contract, Vendor must designate
and maintain a primary contract manager responsible for overseeing Vendor’s
responsibilities under this Contract. The Contract manager must be available during
normal business hours to address any customer service or other issuss related to this
Contract. Vendor should list its Contract manager and his or her contact information
below.

10. Travel: Vendor shall be responsible for all mileage and travel costs, including iravel time,
associated with performance of this Contract. Any anticipated mileage or fravel costs may be
included in the flat fee or boutly rate listed on Vendor’s bid, but such costs will not be paid by
the Agency separately.

1. FACILITIES ACCESS: Performance of Contract Services may require access cards
and/or keys to gain enfrance to Agency’s facilities. In the event that access cards and/or

keys are required:

11.1.  Vendor must identify principal service personnel which will be issued
access cards and/or keys to perform service.

il.Z. Vendor will be responsible for controlling cards and keys and will pay
replacement fee, if the cards or keys become lost or stolen.

113.  Vendor shall notify Agency immediately of any lost, stolen, or missing card

or key,

114.  Anyone performing under this Contract will be subject to Agency’s security
protocol and procedures.

15.5. Vendor shall inform all staff of Agency’s security protocol and procedures.
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REQUEST FOR QUOTATION
Next Generation Firewall Professional Services (0T18124)

12. VENDOR DEFAULT:

12.1. The following shall be considered a vendor default under this Contract.

12.1.2.Failure to comply with other specifications and requirements contained

herein.

12.1.3. Failure to comply with any laws, rules, and ordinances applicable to the
Contract Services provided under this Contract.

12.1.4. Failure to remedy deficient performance upon request.
12.2. The following remedies shall be availabie to Agency upon default.
12.2.1. Immediate cancellation of the Contract.

12,2.2. Immediate cancellation of one or more release orders issued under this
Contract,
12.2.3. Any other remedies available in law or equity.

13. MISCELLANEQUS:

13.1. Contract Manager: During its performance of this Contract, Vendor must designate
and maintain g primary contract manager responsible for overseeing Vendor’s
responsibilities under this Contract. The Contract manager must be available during
normal business hours to address Any customer service or other issues reluted to this
Contract. Vendor should list its Contract manager and his or her contact information

below.
Contract Manager: Sandra Hawkins
Telephone Number:  30%-355-3395
Fax Number: 304-356-3500
Email Address: _ sandrak hawkins@verizon.com
Revised 12/12/2017
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STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

CONSTRUCTION CONTRACTS: Under W. Va. Code § §-22-1{i), the confracting public entity shall not award &
construction contract to any bidder that Is known fo be in default on any monetary obligation owed to the siate or a
political subdivision of the state, including, buf not limited to, obligations related to payrell taxes, property taxes, sales and

use taxes, fire servica fees, or other fines or fees.

ALL CONTRACTS: tUnder W. Va, Code §5A-3-10a, no contract or rerewal of any coniract may be awarded by the siate
or any of if pofitical subdivisions to any vendar or prospectiva vendor whan the vendor or prospective vendor or a related
party to the vendor or prospective vendor is a debtor and: {1) the debt owed is an amount greater than one thougand
dollars in the aggregate: or (2) the debtoris in employer default.

EXGEPTION: The prohibition fisted abave does not apply where a vendor has contested any tax adrministered pursuant to chapter
eleven of the W. Va, Code, workers' compensation premlurn, pemnit fee or environmental fee or assassmant and the matier has
rot become final or whera the vendar has entersd into & payment plan or agreement and the vendor is not in default of any of the
provisions of such plan or agreemeiit,

DEFINITIONS:

“Debt” means any Essessment, pramium, penalty, fine, tax ar other amount of money owed to the state or any of lts poiitical
subdivisions because of a ludgment, fine, permit violation, license easessment, defauitad workers' compensatlion pramium, nenalty
of other assessment presently delinguent or dus and requirad io b paid o the state or any of its pofitical subdivisions, Including
any Interost or additional penalfies accrued therson,

“Employer default” maans having an nutstending balance or liabiifty fo the old fund or to the uninsured employers' und or being
In poficy default, es dofinad in W. Va. Caode § 23-2c-2, fallure to maintain mandatory workers' compensation coverage, or failure to
fully meet its obligations as a workers' compensation self-insured employer. An employer is not in employsr default it it has entered
Infe a repayment agresment with the Insurance Commissioner and remains in compliance with the obligations under the

Pepayment agreement.

“Refated party” means a party, whether an indtvidual, corporation, partnarship, assoclation, Jimited lighilty company or any cther
form or buslness association or other entlly whatacaver, related fo any vendor by bioad, mamiage, ownarship or contract through
which the party has & relationship of ownerhip or other interest with the vendar so that the parly wil actually or by effect racelve or
control & portion of the henefit, proiit or other consideration from performance of & vendor sontract with the parly recelving an
amount thet meets or excesd five parcent of the total confract amount.

that nelther vendor nor any related party owe a debt as defined above and that neither vendor nor any related
party are In employer default ag defined above, unless the dabt or employer defauit Is permittad under the

exception above,
WITNESS THE FOLLOWING SIGNATURE:  Verizon Business Services Inc,, on behalf of MCI Communications
Vendors Nems;  Services Inc. d/bfa Verizon ]_3usiness Services

Authorized Signature: L(Y\ML&— 4 1 OVUQ-UZ Peig; 4 jg j )CZ

Marsha K Harrell

State of 'l%} %" Q p [ Senior Analyst
I_A_\ d-s o Contract Management
County of N » fo-wit: .
p‘ l ¢
Taken, subscribed, and swom to bsfare me this & day of @ v@f I } , 20 __’,g

My Commission expires M/k 5 R zo}}i.

o O MISSA,.
R 2t Y p "-.. .o. 4
AFFIX SEAL HEREC: VP U807, NOTARY PUBLIG (QLL%’B[ [/%?U‘/TW

g
0] #120086 =7 :
;0; ID*120086 - Purehasing Affidavlt (Revised 01718/2018)

: KAREN BLUE JOHNSON

[

* " Commission Expires :

S A, May3,2021 o o
X V _______ «-\ E40
YOS EQUN



::\m I State of West Virginia
oBsry VENDOR PREFERENCE CERTIFICATE

Certificetion and application is heraby mada for Preference in accordance with West Virginia Code, §5A-3-37. (Does not applyto
construction contracts). West Virginla Code, §5A-3-37, provides an oppartunity for qualifying vendors {o request {at the time of bid)
prefercnce far their residency status. Such preferenca ls an evaluation methiod anly and will be applied only to the cost bid in
gecordance with the Wast Virginia Cods, This certificate for application Is to be used ta request such preference, The Purchesing
Division will make the determination of the Vendor Preferance, fappiicable,

Application is mads for 2.5% vendor preferonce for the reason checked:

|  Bidderisan ndiidug] reaident vendor end has resided continuously in West Virginia, orbidder [s & parinership, assoclation
or corporation resident veridor and has maintalned its heedquarters or principal place of business contin uously in West
Virgirila, for four (4) yesrs immediately preceding the dats of this carlification; or,

[: Bidder is a resident vendor parinershlp, association, or corporation with atieast eighty parcent of ownership intarest
of bidder held by another entity that meels the applicable four year residency requiremsnt; or,

X1  Bidderis ancnresident vendorwhick has an affiiate or subsidiary which emplays & minimum of one hundrsd state reskisnts
and which has maintained jis headguarters or principat plzce of business within West Virginia canfinuously for the four (4)

years immediately praceding the date of this certification; or,

2 Application is made for 2.8% vendor preference for the reason checked:
[:! Ridder is & resident vendor who cartifies that, during the life of the contract, on average at jeast 75% of the employees
warking on the project baing bid are residents of West Virginia who have resided in the state confinuausly for the two years

immediately preceding submission of this kid; or,

m Application Is made for 2.6% vendor prefarsnce for the reason checked: .
Bidder is a nonrssidant vendorthat employs a minimum of one hundrod state resldents, or a nonresident vendor which

has an affillate or subsidiary which maintains its headguarters or principal place of husiness wihin West Virginla and
amploys a minimum of one hundred state residents, and for purposes of produeing or distriboting the commodities or
completing the praject which is the subject of the bidder's bid and continuously over the entire term of the project, on
everage at least seventy-five percant of the bidder's employees or the bidder's affilate’s or subsidiary's employess ere
residents of West Virginla whao have resided in the state continuously for the two immediately preceding years andthe

vendor's bid; or,
Ef] Appllcation Is made for 5% vendor preference for the reason checked:
Bidder meets ether the requiremant of bath subdivisions (1) and (2) or subdivision (1) and (3) as stated above; or,

Application fs made for 2.5% vendor proference who is a veteran for the reason checked:
Bidder Is an individual resident vendorwho 18 aveteran of the United Ststes ammed forces, the reserves orthe National Guard
and has resided in West Vinginia continuausly for the four years immediately preceding the date on which the bid Is

stbmitted: or,
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resldents of West Virginia who have reslded in the state continuously for the two immediately preceding yaars,

7. Application fs made for prefarence &s a ron-resident small, women- and minetity-owned business, in accor-
dance with West Vitginla Code §6A-3-89 and West Virginia Code of State Rules.

[ Bidderhasbeen or expects to be approved priorto contract award bythe Purchasing Division as a certified small, women-
and minority-owned business,

Bidder understands if the Secretary of Revenus determines that & Bidder receiving preference has falled to continue to meet the

requiraments for such preference, the Secretary may orderthe Director of Purchasing fo: (a) rescind the contract or purchase order;

or (b) assess a panalty againat such Bidder in an amount not to excaed 5% of the bid amount and that such penafly will be paidto

the contracting egency or deducted from any unpaid balance on the contract or purchase order,

By submission of this certificate, Bidder agrees to d isclose any reasonably requested information to the Purchasing Division and
authurizes the Department of Revenus to d?sclusatothe Director of Purchasing epproprists information veritying thai Blader has peld
ihe required business taxes, provided that such Information does not contain the amounts of taxes paid nor any other information

deemed by the Tax Commissloner to be confidential,
Bldder hereby cortifles that this certificate Is true and accurate in all respects; and that if a contract Is lssued to Bidder

and {f anything contained within this certificate changes during the temi of the contract, Bldder wiil notify the Purchas-
ing Divigion In writing immediately. 7
Bidder; _Verizon, Business Services Signed: %OA/; Lﬁ i L\{h A ILQ.Qﬂ

. ;‘f l Jq Marsha K Harrell
— { 5 * Tie: Senior Analyst
"Check any combination of preferonce conmsidaralion(s) indieated above, wiich you sre entitfed In recaive, Contract Management
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West Virginia Ethics Commission

Disciosure of Interested Parties to Contracis

Pursuant to W. Va, Code § 6D-1-2, a state agency may not enter into a contract, or a series of related
confracts, that _haslhave an actuai or estimated vaiue of $1 08,000 or more unti! the business entity submits

For purposes of complying with these requirements, the following definitions apply:

‘Business entily” means any entity recognized by law through which business is conducted, including a
sole proprietorship, partnership or corporation.

"Interested party” or “Interested parties” means:

(1) A business entity performing wark or service pursuant to, or in furtherance of, the applicable contract,
including specifically sub-contractors;

(2) the person(s) who have an ownership interest equal to or greater than 25% in the business enfity
performing work or service pursuant to, or in furtherance of, the applicable contract. (This subdivision
does not apply to a publicly traded company); and

(3) the person or business entity, if any, that served as a compensated broker or intermediary to actively
facilitate the applicable coniract or hegotiated the terms of the applicable contract with the state agency.
(This subdivision does not apply to persons or business entities performing legal services related to
the negotiation or drafting of the applicabie contract.)

“State agency” means a board, commission, office, department or other agency in the executive, judicial
or legisiative branch of state government, including publicly funded Institutions of higher education;
Provided, that for purposes of W, Va. Code § 6D-1-2, the West Virginia Investment Management Board
shall not be deemed a state agency nor subject to the requirements of that provision.

The contracting business entity must complete this form and submit it to the confracting state agency prior
to contract award and to complete another form within 30 days of contract completion or termination.

This form was created by the State of West Virginia Ethics Coimmission, 210 Brooks Street, Suite 300,
Charleston, WV 25301-1804. Telephone: (304)558-0664; fax: (304)558-2169; e-mail: ethics@wv.gov:

website: www.ethics, wy. gov.,

Revised October 7, 2017
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West Virginia Ethics Commission |
Disclosuie of inferested Parties o GContracts
(Required by W. Va. Cods § 8D-1 «2)

Contracting Business Entity; " cri20n Business Services Address: One Verizon Way

Basking Ridge NJ 07920
Address: 4700 MacCorlde Av SE Charleston WV

Authorized Agent; Sandra Hawkins
800000010 :
= Contract Description: Next-Gen Pirewall Prof Sves

Contract Number:

Governmental agency awarding contract: State of WV

[1 Check here If this is a Suppiemental Disclosure

List the Names of interested Parties to the contract which are known or reasonably anticipated by the contracting business
eniity for each categery below (atiach additional pages If necessary):

1. Subcontractors ar other entitles performing work or service under the Contract
'&’éheck here if none, otherwise list entity/individual names helow.

2. Any person or entity who owns 26% or more of contracting entity {not applicable to publicly traded entities)
[ Check here if none, otherwise list entity/individual names below.

3. Any person or entity that facliitated, or negotiated the terms of, the applicable contract (excluding legal
setvices related to the negotiaiion or drafting of the appllcable contract)

['Check here If non e, otherwise list entity/individual names below.

Signature: %m LL%MM Dete Signed: L} } 3 ) &

) Marsha K Harrell
Notary Veiliication Senior Analyst

Contract Management
state of_(\1 55050 4 IR , County of [“l;l fY)!S

. ]
I, M)\Y\A’C‘vv‘ : \J‘ Oy V‘C’ '  the autharized agent of the contracting business

entity listed above, being duly sworn, acknowledge that the Disclosure herein is being made under oath and under the
penally of perjury.

SRl , |
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WV-96 AGREEMENT ADDENDUM

Rev.

5/16

Inthe svent of conflict between this addendum and the agreement, this addendum shall control:

1

10.

13

16,

19,

20,

2.

ACCEPTED BY:
State of West Virginia
Spending Unit: Dept. of Adminisiration, Qfffce of Teshnology Company Nams:

Signed: &‘{_’Y\dm‘f’fc, K <

Signed:

Title:

Date:

DISFUTES - Any reforences in the agreement to arbitration or to the jurisdiction of any court are hersby deleted. Disputes arfsing oul of the agreement shall be
presented to the West Virginia Court of Claims.

FOL S — Any clause requiring the Agency to indemnify or hold harmiess any party is hereby deleted in its entirety,

GOVE G LAW — The agreement shall be governed by the laws of the State of West Virginia, This provision replaces any referesces to any other State’s
governmg law,

TAXES - Pravisions in the agreement requiring the Agency to pay taxes are delefed, As a State entity, the Agenoy is exempt from Federal, State, and local taxes
and will not pay taxes for any Vendor including individuals, ner will the Agency file any tax returns or reports on behalf of Vender.

PAYMENT — Any reference to prepayment are deleted. Payment will be in arvears.

JIINTERFEST — Any provision for interest or charges on late payments is deleted. The Agency has no statutory authority 10 pay inferest or late fees,

NO WAIVER — Any language in the agreement cequiring the Agency to waive any rights, claims or defenses is hereby deleted.

FiSCAL, YEAR FUNDING — Service performed under the agresment may be continued in sugcesding fiseal years for ikie torm of the agreement, contingemt
tipun funds being appropriated by the Legislature or otherwise being available for this service, I the event funds are not appropristed or otherwise available for

this service, the agreement shall terminate without penalty on June 30. AfRter that date, the agreement becores of o effect and Is null and void, However, the
Agency agioes to use its best efforts to heve the amounts contemplated under the agreement inoluded it s budget. Non-appropriation or non-funding shall not be

considered an event of default,
STATUS OF LIMITATIONS - Any clauses limiting the time in which the Agency may bring suit against the Vendor, lessor, individual, o1 any other party are
daleted )

L ERVICES ~ Any provisions limiting the Agency’s right to obtain similar services or equipment in the event of default or non-funding during the
termin of the agreement ave hersby deleted.
FEES OR COSTS - The Agency recognizes an obligation 1o pay sttomey’s feos or costs only when assessed by a court of competent jurisdiction. Any oflicr
provision is invalid and considered null and void,

ASSIGNMENT — Notwithstanding any clause to the contrary, the Agency reserves the right to assign the agreement to another State of West Virginia agency,
board or commistion upon thirty (30) days writien notice o the Vendor and Vendor shall obtain the wriiten consent of Agency prior to assigning the agresment.

LIMITATION OF LIABILITY - The Agency, as 4 State entity, cannot agree to assume the potential lisbility of a Vendor, Accordingly, any provision lmiting
the Vendo:'s liability for dircot damages to » certain doltar auwouat or o the amount of the agicement is hereby deleted, Limitations on specal, incidental or

wonsequential damages are acceptable. Tn addition, any limitation is null and void to the extent that it prevludes any action for injury to persons or for damages to
personal property.

RIGHT TO TERMINATE - Agesicy shall have the right to terminate the agreement upon thirty (30) days written notice fo Vendor. Agency agrees to pay
Vendor for services rendesed or goods received prior to the effective date of termination.

TERMINATION CHARGES — Any provision requiring the Ageney to pay a fixed antount or Houidated damages upon termination of the agreement is hereby
deleted. The Agency may only agree to reimburse a Vendor for actual costs incurred or losses sustained during the current fiscal year due to wrongful termination
by the Agency prior to the end of any cument agreement term.

RENEWAL — Any references to automatic rencwal is hereby deleted. The agreemnent may be renewed only upon mutual written agreement of the parties,

INSURANCE ~ Any provision requiring the Agency to purchase insurance for Vendor's property is deleted. The State of West Virginia is insured through the
Bosd of Risk and Insirance Manegement, and will provide a certificate of property msuraice upon requaest.

RIGHT TO NOTICE. ~ Any provision for repassession of equipment without notice is hereby deleted. Howsver, the Agency does recognize a tight of
repossession with notice,

ACCELERATION - Any reference to acoeleration of payments in the event of default or non-funding is hereby delated.

CONFIDENTIALITY — Any provision regerding confidentiality of the terms and conditions of the agreement is hersby deleted, State contracts are public
records under the West Virginia Freedom of Information Act,

AMPENDMENTS — All amendments, modifications, alterations or changes to the agreement shall be in writing and signed by both parities. No amendment,
modification, alteration or change may be made to this addsndum without the express written approval of the Purchasing Division and the Atterney Geneial,

DELIVERY — All deliveries under the agreement will be FOB Destination unless otherwise stated in the State's original solicitation. Asy contrary delivery terms
are hereby deleted.

Verizon Business Network Services Inc, sn behslf of
MCI Communications Services, Inc, d/b/s Verizon Business Services

Title: y Marsha K Harreil

| Senior Analyst
Date: k} }3' I% N Contract Management




VERIZON BUSINESS SERVICE AGREEMENT

Verizon Busmese Netwark Services, Inc. on behalf of: State of West Virgmia
MGl Communications Services, Inc. d/bla Dept. of Administration, Office of Technology
Verizon Business Services Address:
One Verizon Way
Basking Ricdge, NJ 0 92})!\ Q
By: M st O'U\!\MQ By:
Name: Marsha K Harrell Name: —
Title: Senior Analyst Title:
Date:_ Contract Management Date:
P -T-T'-;_:(m- 5 T e e = 2 e e e ]
TERMS AND CONDITIONS

This Verizon Business Service Agreement ("Agreement’) is made by and between “Verizon,” which refers fo Verizon
Business Network Services Inc., on behalf of MCl Communications Services, Inc. dfb/a Verizon Business Services and any
other Verizon affiliates identified in applicable service altachments or the Guide {individually and collectively), and Customer.
This Agreement is binding upon execution by the parties named above. The pricing in this Agreement is effective the first day
of the second full billing cycle following execution and defivery of this Agreement by Customer to Verizon, except where a
Service Attachment indicates otherwise for a particular service (“Effective Date”). Pricing and/or promotional benefits in this
Agreemsant may not be available if it is signed and delivered to Verizon after the dates, if any, set forth in aftachments or
exhibits to this Agreement.

Customer Consent to Use of CPNI (Not Applicable fo Arizona Custorners). In order to better serve Customer by offering
additional products and services, Verizon, Verizon Wireless and their affiliates {the “Verizon Companies”) may need to use
and share certain Customer information as described herein. The Federal Communications Commission (‘FCC”) and various
states require the Verizon Companies to protect information relating to the quantity, technical configuration, type, destination,
location, and amount of use of their customers’ telecommunications and interconnected VoIP services purchased from the
Verizon Companies, and related local and toli billing information ("CPNI"). The Verizon Companies acknowiedge that, under
law, they have a duty to protect, and Customer has a right to protection of, the confidentiality of CPNI. By signing this
Agreement, Customer grants the Verizon Companies permission to use, to permit access to, and to disclose Customer’s
CPNI and other Confidential Information among the Verizon Companies and to their agents, contractors and partners, solely
so they can offer Customer their current and future products and services . Customer represents that it has the authority fo
consent, and does consent, on behalf of its current and future affiliates that receive services and products from the Verizon
Companies, that the Verizon Companies may use, disclose, and permit access to GPNI and-@onfidentuai Infarmationy
stated above; and may disclose CPNI and Confidential Information of any affiiale participating heréunder to Customer upon
Customer's request. Customer may withdraw ar limit its consent at any time via emall at cpni-notices@verizon.corr.  This is
the only way to withdraw consent for the Verizon Companies’ use and sharing of Customer's CPNI and Confidential
Information, as described above, and all other notices and elections for consenting or withdrawing consent are superseded by
this notice and consent Customer's consent will remain valid untl Verizon receives a notice withdrawing
consent. Withdrawal or imitation of consent will not affect the provision of services to Customer.

ILECS and Verizon Wireless. The Terms and Condttions below de not apply to Services provided by Verizon incumbent
local exchange carriers ("JLECs’) or by Cellco Partnership and its affiliates d/b/a Verizon Wireless (“Verizon Wireless”), which
are governed solely by the Service Attachments for such Services and, in the case of ILEC Services, applicable Tariffs
(defined below). A Verizon Wireless Service Aftachment becomes a part of this Agreement only once it is executed by
Verizon Wireless and the Customer.

1. Seivices. Verizon will provide the products and services ("Services”) in the Service Attachments. Each Verizon entity
contracting raofing under this Agreement is only responsible for the performance of its Services as set forth in this Agreement and the
relevant Service Attachment(s), and is not responsible for performance of any other entity’s obligations thereunder.

2. Torm and Survival. The "Intial Term" begins on the Effective Date and ends upon the completion of twelve {12)
months, at which time the Agreement may be mutually extended ("Extended Term”) for three (3) additional twelve (12) month
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The terms of this Agreement will continue to apply during any service-specific commitments that extend beyond the Term.
“Term” means the Inifial Term and Extended Term.

3. Tariff and Guide. Verizon's provision of Services to Customer will be governed by Verizon's intemnational, interstate and
state tariffs (“Tariff(s)"), its “Service Publication and Price Guide® (“Guide”) at www.verizonbusiness.com/quide, and this
Agreement. This Agreement incorporates by reference the terms of each Tariff and the Guide. Verizon may modify the Guide
from time to time, and any modification will be binding upon Customer, as provided in the Guide. Customer may enroll to
receive email notifications of Guide changes at hitp://www.verizonbusiness.com/guide/subscriptions. If a conflict arises,
the order of precedence is: (i) Tariffs to the extent applicable (ii) this Agreement (excluding the Guide and Tariffs), and (fil) the
Guide. Among the provisions of the Agreement, the order of precedence is: (i) Service Attachments, and (i) these Terms and
Conditions. If Verizon makes any changes to the Guide (other than to Govemmental Charges) that affect Customer in a materiai
and adverse manner, Customer may discontinue the affected Service without liability by providing Verizon with written notice of
discontinuance within 60 days of the date the change is posted on the above website, unless within 60 days of receiving
Customer's discontinuance notice, Verizon agrees to remove the material adverse effect on Customer. If a Service is
discontinued, Customer's AVC (defined below), will be reduced, as appropriate, to accommodate the discontinuance.

4. Rates and Charges; Governmental Charges; Taxes. Customer agrees to pay the rates and charges specified in this

Agreement. If Custorner purchases any services after the expiration of the Term, Customer shall pay Verizon's standard rates
for those services, as set forth in the Guide or Tariffs. “Standard” rates and charges means the Verizon Business Services Il
pricing plan (“VBS III"), where applicable. Except where expressly stated otherwise for a particular service, (a) all rates and
charges are subject to change and “fixed” rates may be decreased at any time, (b) Customer will not be eligible to receive any
other additional discounts, promotions and/or credits (Tariffed or otherwise), and (c) the rates and charges set forth in this
Agreement do not include (without limitation) charges for all possible non-recurring charges, access service, local exchange
service, charges imposed by a third party other than Verizon, on-site installation, Govemmental Charges (defined beiow),
network application fees, customer premises equipment or extended wiring to or at Customer premises. Verizon may give
Customer notice of such changes in rates or charges by posting them on the Guide, by invoice message, or by other reasonable
means. Verizon may add or adjust rates and charges in order to recover amounts it is required or permitted by govermmental
or quasi-governmental authorities to collect from or pay to others in support of statutory or regulatory pregrams (“Govemmental
Charges’). All charges are exclusive of applicable Taxes (as defined in the Guide).

5. Annual Volume Commitment. Customer agrees to pay Verizon no less than Zero Dollars ($0.00) in Total Service
Charges (defined below) in each twelve-month period during the Initial Term (“Contract Year"), which is the annual volume
commitment (‘AVC"). “Total Service Charges” means all charges, after application of all discounts and credits, incurred by
Customer for Services provided under this Agreement, excluding Taxes, Governmental Charges, equipment, Verizon ILEC,
Verizon Wireless, non-recurring, goods and services acquired by Verizon as Customer's agent, international access that is
passed-through (Type 3/PTT) or provided by Verizon (Type 1) and other charges expressly excluded by this Agreement.

6. Underutitization and Early Termination Charges. If Customer's Total Servicc Charges do not reach the AVC in any
Contract Year during the Term, Customer shall pay an “Underutilization Charge” equal to 0% of the unmet AVC. If (a) Customer
terminates this Agreement before the end of the Term for reasons other than Cause; or (b) Verizon terminates this Agreement
for Cause pursuant to the Section entitled “Termination; Disconnection Noiice,” then Customer will pay, within thirty (30) days
after such termination: (i) an amount equal to 0% of the unsatisfied AVC remaining during the year of termination, and for each
subsequent Contract Year remaining in the Term, plus (i) a pro rata portion of any and all credits received by Customer.

7. Payment. Customer will pay all Verizon charges (except Disputed amounts) within 30 days of invoice date. Customer will
pay a late payment charge on any amount not paid or Disputed within such 30 days, equal to the lesser of: {2) 1.5% per month,
or (b) the maximum amount allowed by applicable law. If Customer's account(s) reflect a credit balance, Customer must
designate, in writing, within such 30 days the account(s) and charges to which such credit batances are to be applied; Verizon
may elect to apply any undesignated credit balance(s) to the account(s) with the oldest unpaid charges. For the avoidance of
doubt, the foregoing credit balances will only be applied to accounts for the same Customer entity. A “Disputed” amount is one
for which Customer has given Verizon written notice, adequately supported by bona fide explanation and documentation. Any
invoiced amount not Disputed within 6 months of the invoice date is deemed correct and binding on Customer. Customer is
liable for all fees and expenses, including attorney’s fees, reasonably incurred by Verizon in attempting to collect any charges
owed under this Agreement.

8. Termination; Disconnection Notice. Either party may terminate this Agreement for Cause {excluding Verizon ILEC or

Verizon Wireless Services, which are governed by the applicabie Service Attachments). “Cause” means (a) Customer's failure
to pay any invoice (excluding Disputed amounts) within 10 days of receiving notice that payment is overdue, or (b) for all other
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matters, breach by a party of a material provision of this Agreement that the breaching party has not cured within 30 days of
receiving notice from the non-breaching party. Verizon may interrupt Service without notice if necessary to prevent or protect
against fraud or otherwise protect Verizon’s personnel, facilities or services. Customer must provide pricr written notice for the
disconnection of Service, as specified in the Guide. Notwithstanding such notice, Customer remains liable for any applicable
early termination charges in this Agreement.

9. Confidential Information. Except as required by law or regulation, each party promises that during the Term and for
three years after, it will use the other party's Confidential Information only for purposes of this Agreement, not disclose it
to third parties except as provided below, and protect it from disclosure using the same degree of care it uses for its own
similar Confidential Information (but no less than a reasonable degree of care). Such a party may disclose the other party’s
Confidential Information only to its employees, agents and subcontractors (including professional advisors and auditors), and
to those of its Affiliates, who have a need to know for purposes of this Agreement, and who are bound to protect it from
unauthorized use and disclosure under the terms of a written agreement at least as protective of the other party’s Confidential
Information as the related terms of this Agreement. In any case, a party is responsible for the treatment of Confidential
Information by any third party to whom it discioses it under the preceding sentence. “Confidential information" means
information (in whatever formy (i) designated as confidential; (ii) relating to this Agreement or potential changes te it; (iii)
relating to the other party’s business affairs, customers, products, developments, trade secrets, know-how or personnal;
or (iv) received or discovered at any time that this Agreement is in effect, or otherwise in connection with this Agreement,
by a party (including through an affiliate or other agent), which information should reasonably have been understood as
Confidential Information of the party (or one of its affiliates or subcontractors), either because of legends or other markings,
the circumstances of disclosure or the nature of the information itself. Confidential Information does not include information
that: (a) is in the possession of the receiving party free of any obligation of confidentiality at the time of its disclosure; (b)
is or becomes publicly known other than by a breach of this provision; (c) is received without restriction from a non-party
free to disclose #; or (d) is develeped independently by the receiving party without reference to the Confidential
Information. In addition, information, whether or not Confidential Information, may be disciosed by a receiving parly as
may be required or authorized by applicable law, rule, regulation, or lawful process provided that the receiving party, to
the extent practicable and permitted by applicable law, rule, regulation, or lawful process, first notifies the disclosing party
in order to permit the disclosing party to seek reasonable protective arrangements. Verizon may share Confldential
Information for the purposes described in the paragraph entitied "Customer Consent to Use of CPNI" above. Confidential
Information (excluding CPNI that is also Confidential Information) remains the property of the disclosing party and, upon request
of the disclosing party, must be retumed or destroyed at the end of this Agreement or the applicable Contract. If there is a
breach or threatened breach of this confidentiality provision, the disclosing party will be entitied to seek specific performance
and injunctive or other equitable refief as a non-exclusive remedy. This clause does not prevent a party from announcing the
existence of the terms of this Agreement or the applicable Contract intemally (e.g., to its employees and Affiliates). Verizon
shall not be deemed to have received, obtained, discovered, processed, stored, maintained, been given or required access to
Customer Confidential Information or Customer sensitive personal data, solely by virtue of the fact that (i) Customer receives,
transmits, obtains or otherwise exchanges such.information through its use of the Services (including without limitation any of
Verizon's voice, data, and/or Intemet services included in the Services) or (if) Verizon's Services to Customer may involve the
hosting, collocation, transport or other similar handling of such information. Customer is responsible for taking steps to protect
the confidentiality and integrity of information, including without limitation Customer Confidential Information or Customer
sensitive personal data, that it receives, transmits, obtains or otherwise exchanges with third parties through its use of the
Services, by using, for example, encryption or other security measures for its network transmissions.

10. Protection of Customer CPNI and Provision of Customer CPNI to Authorized Customer Representatives.

10.1 Verizon will protect the confidentiality of Customer CPNI in accordance with applicable laws, rules and
regulations. Verizon may access, use, and disclose Customer CPNI as permitted or required by applicable laws, rules, and
regulations or this Agreement.

102 Provided that Customer is served by at least one dedicated Verizon representative under the Service
Agreements (that can be reached by Customer by means other than calling through a call center) and as permitted or required
by applicable law, Verizon may provide Customer CPNI (including, without restriction, call detail} to representatives authorized
by Customer (“Authorized Customer Representatives” as defined below) in accordance with the following.

10.3 Verizon may provide Customer CPNI to Authorized Customer Representatives via any means authorized by
Verizon that is not prohibited by applicable laws, rules, or regulations, including, without restriction: to the Customers email
address(es) of record (if any) or other email addresses furnished by Authorized Customer Representatives, to the Customer's
telephone number(s) of record or other telephone numbers provided by Authorized Customer Representatives, to the
Customer's postal (US Mail) address(es) of record or to other postal addresses furnished by Authorized Customer
Representatives, or via Verizon's on-line customer portal or other on-ine communication mechanism.




10.4 Authorized Customer Representatives include Customer employees, Customer agents, or Customer
contractors, other than Verizon, who have existing relationships on behalf of Customer with Verizon customer service, account,
or other Verizon representatives and all other persons authorized in written notice(s) (including email} from Customer to Verizon.
Authorized Customer Representatives shall remain such until Customer notifies Verizon in writing that they are no longer
Authorized Customer Representatives as described below. Customer agrees, and will cause Authorized Customer
Representatives, to abide by reasonable authentication and password procedures developed by Verizoh in connection with
disciosure of Customer CPNI to Authorized Customer Representatives.

10.5 Customer's notices of authorization or deauthorization must be sent to your service or account manager, and
must contain the following information:

— the name, title, postal address, email address, and telephone number of the person autherized or deauthorized

- that the person is being authorized, or is no longer authorized, (as applicable) to access CPNI

— the full corporate name of the Customer whose CPNI (and whose affiliates’ CPNI) the person can access {or can
no longer access, if applicable)

10.6 During the Service Agreements, Customer will at all times have designated, below, in an attachment
containing the same data elements listed below, or in a separate writing sent to the service manager or account manager, up
to three representatives (“CPNI Authorizers™) with the power to authorize Customer representatives to access CPNI under this
Agreement. Additions or removals of CPNI Authorizers will be effective within a reasonable period after Verizon has received
a signed writing of the change, including the affected person(s)’ name, title, postal address, email address and telephone
number.

Name Title Tel. No, Email Postal Address

11. DISCLAIMER OF WARRANTIES. EXCEPT AS SPECIFICALLY SET FORTH IN TH!S AGREEMENT, VERIZON
MAKES NO WARRANTIES, EXPRESS OR IMPLIED, AS TO ANY VERIZON SERVICES, SOFTWARE OR
DOCUMENTATION. VERIZON SPECIFICALLY DISCLAIMS ANY AND ALL IMPLIED WARRANTIES, INCLUDING
WITHOUT LIMITATION ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, TITLE, NONINFRINGEMENT OF THIRD-PARTY RIGHTS, OR ANY WARRANTIES ARISING FROM A
COURSE OF DEALING, USAGE OR TRADE PRACTICE.

12. Disclaimer of Certain Damages/Limitation of Liability.

12.1 Disclaimer of Certain Damages. No party to this Agreement is liable to any other for any indirect, consequential,
exemplary, special, incidental or punitive damages, or for loss of use or lost business, revenue, profits, savings, or
goodwill, arising in connection with this Agreement, the Services, related products, or documentation, even if the
party has been advised, knew or should have known of the possibility of such damages. Nonetheless, each party is
liable to the other party for consequential damages resulting from a breach of its confidentiality obligations under
Section 9 (Confidential Information) of this Agreement.

122 Limitation of Liability. Without limiting the provisions of the Disclaimer of Certain Damages sub-section above, the
total liability of either Customer or Verizon in connection with this Agreement and the Services is limited to the lesser
of {i) direct damages proven by the claiming part(ies) or (i) the aggregate amounts paid by Customer to Verizon
under this Agreement for the six months prior to accrual of the latest cause of action for which the limitation of liability
under this sub-section is being calculated (excluding amounts for equipment and the Services of Verizon ILECs,
Cybertrust, and Verizon Wireless). Verizon's liability with respect to individual Services may also be limited pursuant
to other terms and conditions of this Agreement.

12.3 Exciusions. The Limitation of Liability sub-section above does not limit (A) any party's liability: (i} in tort for damages
proximately caused by its willful or intentional misconduct, or by its gross negligence, or (i) where mandatory local
law does not allow the limitation, (B) Customer payment obligations under this Agreement, (C) Verizon obligations
to provide credits and waivers under this Agreement or (D) any party's indemnification obligations under this
Agreement. The liability restrictions in this section apply whether liability is asserted in contract, warranty, tort or
otherwise (including negligence, strict liability, misrepresentation, and breach of statutory duty). The liability
restrictions in this section, and the disclaimer of warranties in the preceding section, apply equally to Verizon's
suppliers and contractors as they do to Verizon.



13. Assignment. Either party may assign this Agreement or any of its rights hereunder to an affiliate or successor upon notice
to the other party. A Customer affiliate or successor must meet Verizon's creditworthiness standards for the assignment to
become effective. All other assignments without prior written consent are void.

14. Service Marks, Trademarks and Name. Neither Verizon nor Customer may: (a) use any service mark or trademark of
the other party; or (b) refer to the other party in connection with any advertising, promotion, press release or publication unless
it obtains the other party’s prior written approval.

15. Compliance with Law; Governing Law; Dispute Resolution. Each party represents and warrants that it will comply

with all federal, state, and local laws applicable to the provision or performance of the Services under this Agreement. This
Agreement is governed by the laws of the State of New York without regard to its choice of law principles. Non-U.S. Services
are subject to applicable local laws and regulations in any countries where those Services originate or terminate, including
applicable locally filed Tariffs. Any claim or dispute (“Dispute”) arising out of or relating to this Agreement (other than claims
relating to indemnification and equitable relief) must be resolved by binding arbitration of a single arbitrator under the rules of
the American Arbitration Association at a mutually agreed upon location. The arbitrator must base his or her decision upon this
Agreement and applicable law, and has no authority to order consolidation or class arbitration, or award punitive damages or
any other relief beyond what the Agreement provides. The arbitrator must apply applicable statutes of limitation, subject to
limitation of actions terms set forth in this Agreement. The pariies agree that all Disputes must be pursued on an individual
basis in accordance with the procedure noted above, and waive any rights to pursue any Dispute on a class basis, even if
applicable law permits class actions or class arbitrations.

16. Notice. Except as otherwise set forth in any other clause of this Agreement, any notice required to be given under this
Agreement will be in writing, and transmitted via any of email, overnight courier, hand delivery, a class of certified or registered
mail, that includes retum of proof of receipt, to Customer at the address set out in page 1 of the Agreement, and to Verizon at
the addresses below. Notice sent in accordance with this clause wili be deemed effective when received, except for email notice
which will be deemed effective the day after being sent. A party may from time to time designate another address or addresses
by written notice to the other party in compliance with this clause.

Verizon Business Services Verizon Business Services
6415-6455 Business Center Drive 500 Summit Lake Drive - Office 4-04
Highlands Ranch, CO 80130 Valhalla, NY 10595

Attn: Customer Service Aftn: Vice Prasident, Legal

Email: notice@verizon.com with a subject of ‘OFFICIAL LEGAL NOTICE'

17. Acceptable Use. Use of Verizon's Internet Services and related equipment and facilities must comply with the then-current
version of the Verizon Acceptable Use Policy (‘Policy”) (see www.verizonbusiness.com/terms). Verizon reserves the right to
suspend or terminate Internet Services effective upon notice for a violation of the Policy. Customer will indemnify and hold
harmless Verizon from any losses, damages, costs or expenses resulting from any third-party claim or allegation that if true,
would constitute a violation of the Policy. Each party will promptly notify the other of any such claim.

18. Entire Agreement. This Agreement (including Service Attachments and Exhibits referenced herein, and other documents
incorporated by reference) constitutes the entire agreement between the parties with respect to the subject matter of this
Agreement and supersedes all other prior or contemporaneous representations, understandings or agreements. Except as
otherwise expressly stated herein, no amendment to this Agreement is valid unless in writing and signed by both parties.



VERIZON
PROFESSIONAL SERVICES ATTACHMENT

PROVISIONS APPLICABLE TO ALL PROFESSIONAL SERVICES:

1.

Scope of Services.

1.1

1.2

1.3

1.4

1.5

1.6

Service Provider. The products and services under this services attachment (“Service Attachment”) and
related Statements of Work (“SOW”) and service order forms (“SOF”) are provided by the entities indicated in
the applicable SOF (referred to herein, individually and collectively, as “Verizon") except as otherwise explicitly
noted. References to Verizon in this Agreement inciude all Verizon agents and contractors providing services
hereunder.

Professional Services. Verizon will provide the technical and consuitative services, as well as deliver any
reports or other deliverables (collectively, “Deliverables”), specified in the applicable SOW and related SOF
and agreed to under this Service Attachment. Such services and Deliverables are collectively referred to in
this Service Attachment as the “Professional Services”. The Professional Services under a particular SOW
are referred to as a “Project”.

SOW and Terms and Conditions. The SOW, as supplemented by this Service Attachment, and the master
services agreement (which may be a Verizon Service Agreement, an International Master Services
Agreement, Worldwide Services Agreement, Security Services Agreement, Asia Pacific Services Agreement,
or other form of Verizon master services agreement) (“Master Terms”) of which it is a part, sets forth the terms
and conditions for each Project {collectively, the “Agreement”). To the extent there is any conflict between a
SOW, the Service Attachment and the Master Terms, the order of precedence is: (a) Service Attachment, (b}
Master Terms and (c) SOW. All SOWs must be in writing, be accompanied by an SOF signed by an authorized
representative of each party, and refer to the Agreement by number or by title and date.

Conditions. A SOW may identify assumptions, expectations and dependencies on which the SOW is based
(“Conditions”). Each Party will notify the other promptly if it determines that a Condition has not been met or
is uniikely to be met. If Verizon reasonably determines that the failure of a Condition to be met has adversely
impacted Verizon's likely costs, required effort, timelines or other any aspect of the performance of the
Professional Services and delivery of the Deliverables, and Verizon proposes a SOW amendment to cure it,
the parties will work diligently to reach agreement on a SOW amendment to cure the impact on Verizon, and,
without limiting any other Verizon right or remedy under this Agreement or at law, Verizon may suspend work
on the Project until the parties have reached that agreement. The preceding sentence does not apply if Verizon
reasonably could have caused the Condition to be met but did not.

Amendments to SOW.

1.5.1  Either party may propose an amendment to a SOW by submitting a written request for a change to
the other party's project manager. All written submissions proposing an amendment may be by email.

1.5.2  Verizon will document the request for change via a formal project change request, which will set forth
the terms and conditions for the changes requested.

1.5.3  If Customer agrees in writing to the project change request and authorised representatives of both the
Customer and Verizon execute the formal change request, then the SOW is thereby deemed amended
by the change request and both parties will perform their obligations under the SOW as amended.

Performance. Verizon controls the means, methods, places and time of its performance of the Professional
Services (including the use of subcontractors and consultants). While working on a Customer site, Verizon
will abide by Customer’s stated security rules for the site provided those rules are provided to Verizon in
advance of any site visits. Except as stated otherwise in a SOW, each Deliverable and the Professional
Services altogether are deemed accepted and complete upon the earlier of either: (a) use by Customer, or (b)
5 days after delivery/performance unless Customer promptly demonstrates to the reasonable satisfaction of
Verizon that the Deliverable or Professional Services altogether (as applicable) fails to meet the acceptance
criteria in SOW (if any) or the requirements of the Agreement.

6



2.

Customer Obligations.

2.1 Assistance. Customer agrees to provide working space and facilities and any other assistance and support
that Verizon may reasonably request in order to perform the Professional Services. Without limiting the
foregoing, Customer will (a) make any systems to be tested as part of the Professional Services available
through the duration of the testing period; (b) ensure that any systems to be tested will have normal operating
throughput; (c) make any systems to be tested available from the Internet, or provide alternative means of
connectivity to the Verizon testing location; (d) provide all systems, policy, process and other documentation
reasconably requested; (e) make available all necessary personne! (including Customer customers, business
partners, and vendors, as appropriate) to Verizon during the period of performance; {f) provide Verizon with a
list of appropriate contact personnel including after-hours emergency contact numbers, if requested; and (f)
participate in meetings requested by Verizon as may be reasonably required to perform the Professional
Services. Customer shall comply with all other obligations set forth in the Agreement. Without limiting any
other Verizon right or remedy under this Agreement or at law, Verizon is excused from any failure or delay
resulting from Customer's failure to fulfill its obligations under the Agreement in a timely manner.

2.2 Authority to Permit Professional Services. Customer represents and warrants that: (a) it has and will
continue to have full rights, power, and authority to consent to having the Professional Services provided in
the manner as agreed upon in the SOW:; (b) it has obtained in writing all consents, approvals and licenses
necessary from any third party to allow Verizon to provide the Professional Services in the manner as agreed
in the SOW; and (c) it will use the Professional Services for lawful purposes only. Customer agrees to
indemnify, defend and hold harmless Verizon from any loss, damages, liabilities, costs and expenses
{(including reasonable attorneys’ fees and expenses and those of other professionals) incurred by Verizon as
a direct or indirect result of Customer's breach of the foregoing representation and warranty.

Term. An SOW will automatically expire upon completion of the Project or upon reaching the end of the contract
term as indicated in the SOF, whichever comes first. Either party may terminate a SOW (even before it is completed)
according to the same terms under which the Agreement could be terminated, except to the extent the SOW states
otherwise. Upon termination of a SOW or the Agreement for any reason, each party will promptly return to the other
all copies of any data, records, or materials of whatever nature or kind, owned by the other party (or its
subcontractors, consultants, or suppliers). Verizon also will furnish to Customer any Customer-owned work in
progress for which payment has been received. Verizon may terminate a SOW if the parties have not agreed on a
proposed SOW amendment to cure the impact on Verizon from an unmet Condition within 45 days of Verizon
providing the applicable project change request to Customer. Without limiting any other Verizon right or remedy
under this Agreement or at law, if a SOW is terminated by Customer for any reason other than Cause or by Verizon
for Cause or pursuant to this Section 3, Customer agrees to pay Verizon: (a) all accrued but unpaid charges incurred
through the date of such termination; and (b) an amount equal to seventy five per cent (75%) of any remaining fixed
charges under the SOW. Customer acknowledges any payment to be made pursuant to the preceding senhtence is
a genuine pre-estimate of the loss suffered by Verizon as a result of the early termination of the SOW and not a
penalty and will become due and payable by Customer immediately upon receipt of an invoice.

Rates and Charges. Verizon will submit invoices to Customer for amounts due under the SOW as shown in a SOF.
Payment terms may include recurring, nonrecurring, work time (per hour), materials, travel, lodging, shipping,
handling, insurance and other charges, as provided in the SOW.

4.1 Purchase Orders. If Customer indicates on the SOF that a purchase order is required, Customer must issue
such purchase order to Verizon on or before the Customer signature date shown on the SOW. However, if
the SOF is properly executed, but no purchase order is issued as provided above, Verizon is authorized to
proceed with invoicing of any amounts due under the relevant SOF, and Customer shali pay the same, without
the need for, or reference to, the purchase order. In any case, the terms and conditions of the Agreement will
solely govern the Professional Services and the terms and conditions of Customer's purchase order or similar
document have no force or effect except for provisions evidencing an intent to be bound by the terms and
conditions of an agreement between Customer and Verizon. Customer must address its purchase order to
the Verizon Legal Entity named above.

4.2 Invoicing and Payment. Verizon will invoice Customer in accordance with the SOF and Customer will pay all
invoiced amounts in accordance with the Agreement.
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g.

4.3

Expenses. Subject to compliance with Customer's normal and customary policies regarding substantiation
and verification of business expenses, Verizon is authorized to incur customary and reasonable travel, lodging
and other associated expenses in connection with the performance of a Project. Verizon may invoice these
expenses monthly in arrears. Customer will reimburse Verizon for those expenses.

Confidentiality. Verizon may disclose Confidential Information to subcontractors and consultants for the purpose
of performing the Professional Services.

Customer’s Use of Deliverables.

6.1

8.2

6.3

License to use Deliverables. Verizon grants to Customer a non-exclusive, nontransferable, license to use
any Deliverabies solely for Customer's internal business purposes during the term of any related Verizon
service, including the right to make a reasonable number of copies of such Deliverabies, if applicable, except
as otherwise agreed to in a SOW.

Ownership and Confidentiality of Deliverables. As between Verizon and Customer, all right, title and
interest in any Deliverable is owned by Verizon and both the Deliverable and any information, materials,
methodologies or know-how used by Verizon in connection with any Deliverable, is the Confidential
Information of Verizon, except for (a) any Customer-owned information or materials that pre-existed the signing
of the applicable SOF, and (b) as otherwise agreed to in a SOW.

Verizon Reservation of Rights. Except as expressly granted herein, Customer receives no ownership,
license, or other interest in any intellectual property or proprietary information created or delivered by Verizon,
whether in connection with its performance of this Agreement or otherwise.

Warranties and Disclaimers.

71

7.2

7.3

Verizon Warranty. Verizon warrants that it will perform each Project in a good and workmanlike manner
substantially in accordance with accepted industry standards, and that any Deliverables will comply with the
specifications agreed to by the parties in a SOW.

Customer Warranty. Customer warrants that it owns all right, title, and interest in and to, or has the license
for and the right to grant Verizon access to, any programs, systems, data, materials, IP addresses, domains
or other information furnished by Customer to Verizon for the purpose of enabling Verizon to perform the
Professional Services. Customer hereby assumes the sole responsibility for the accuracy of the IP addresses,
domains, programs, systems, data, materials or other information furnished by Customer to Verizon.

Verizon’s Disclaimer of Warranties. Without limiting anything else in this Service Attachment, the disclaimer
of warranties in the Master Terms applies to this Service Attachment. Any Verizon warranty applies to
Customer oniy.

DELETED.

Limitation of Liability.

8.1

8.2

9.3

Third Party Products and Services. Verizon may direct Customer to third parties having products or services
which may be of interest to Customer for use in conjunction with the Professional Services. Notwithstanding
any Verizon recommendation, referral or introduction, Customer will independently investigate and test third-
party products and services and will have sole responsibility for determining suitability for use of third-party
products and services, and for any contracts Customer enters into with third parties. Verizon has no fiability
with respect to claims related to or arising from use of third-party products and services. This provision does
not apply to the work of subcontractors or other agents that is done on Verizon’s behalf.

Disclaimer of Liability. Without limiting the liability disclaimers in the Master Terms, Verizon is not liable for
any loss of or damage to Customer data. Customer is responsible for backing up all data.

Extent of Verizon’s Liability. Without limiting the liability disclaimers in the preceding subsection and the
Master Terms, the total liability of Verizon to Customer may not exceed the lesser of (a) direct damages proven

8



by the moving Party or (b} the aggregate amounts due from Customer to Verizon under the Agreement for the
& month period prior to accrual of the claim for the portion of the Professional Service which forms the basis
for such claim, except that this limitation does not apply to actuai, direct damages to real property or tangible
personal property or for personal injury or death, resulting from Verizon’s negligence or willful misconduct.
Under no circumstances will either party be liable for damages that could have been avoided by the other
party’s exercise of reasonable diligence. No cause of action, howsoever arising, which accrued more than 1
year prior to the institution of a legal proceeding alleging such cause of action, may be asserted by either party
against the other, to the extent permitted by law.

10. Interconnection. Customer will permit Verizon to connect diagnostic software and equipment (“Diagnostic

11.

12.

13.

14.

15.

16.

Facilities”) to Customer’'s communications network and equipment (“Customer Network”) for purposes of performing
the Professional Services. Verizon has no liability or obligation for: (a) the installation, operation or maintenance of
the Customer Network; (b) the availability, capacity and/or condition of the Customer Network: or (c) any adverse
impact of the Professional Services on the Customer Network. The Diagnostic Facilities will remain the property of
Verizon and Customer will not have any right or interest in them. Customer may not move, alter, or aftach anything
io the Diagnostic Fagiiities without Verizon’s prior written consent. Customer is responsible for any damage to or
loss of the Diagnostic Facilities, unless caused solely by Verizon's negligence or willful misconduct.

Independent Contractors. The parties are independent contractors to one another, and nothing in the Agreement
and no action taken pursuant to the Agreement creates an agency, partnership, association, joint venture, or other
co-operative entity relationship between them. Nothing in this Agreement creates an em ployer-employee relationship
between Customer and either Verizon or any employee or agent of Verizon.

Hours of Performance. Unless otherwise agreed in 2 SOW, Professional Services will be performed between the
hours of 9:00 a.m. and 6:00 pm (local time where Professional Services are performed) Monday through Friday
excluding public and generally observed holidays where the Professional Services are performed.

Geographic Limitations. Unless expressly stated to the contrary in the SOW, Professional Services are offered to
Customer only within those jurisdiction(s) where the Verizon entities identified in the SOW as performing the
Professional Services are incorporated and are legally entitled to perform the Professional Services. Unless
expressly stated to the contrary in the SOW, if the foregoing conditions are not met in relation to the SOW, Verizon
may terminate the SOW by notice in writing to Customer and the SOW has no further effect.

Compliance with Laws. The Professional Services are provided subject to all applicable laws and regulations.
Customer will comply, and ensure that users of the Services comply, with all applicable laws and regulations
including without limitation: (i) local license or permit requirements; and (i) applicable export/re-export, sanctions,
import and customs laws and regulations. Verizon makes no representation as to whether any regulatory approvals
required by Customer to use the Professional Services will be granted.

Non-Solicitation of Employees. Except with the prior written consent of the other party, both parties agree that,
during the term of a Project and for a period of 12 months thereafter, they shall not directly solicit, divert or recruit
any employee of the other, who is or was involved in the performance of the Project at any time during the term of
the Project, to leave such employment. This restriction does not prevent a party from considering for employment
any individual, whether or not an employee of the other party, who has responded to a general public solicitation.

Professional Services relating to Security.

16.1 Customer Acknowledgement. Customer accepts and agrees that Professional Services relating to security
are only one component of Customer's overall security program and are not a com prehensive security solution,
and Customer is always responsible for exercising care reasonable under the circumstances in monitoring
and managing its security environment and mitigating the risks associated with any potential or actual security
hazard. Customer acknowledges, in particutar, that (a) it is impossible to detect, disclose and/or resolve every
vulnerability or security hazard, (b) that unauthorized access may occur and (c) that impenetrable security can
not be attained.

16.2 Risks Associated with Assessment Services. Professional Services refating to security may include

penetration testing, ethical hacking, scanning, vulnerability assessment, war dialing, social engineering or
similar activities ("Assessment Services”) targeting certain IP addresses, network domains or segments,
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telecommunications, hardware, software or other utilities, applications, processes, data, groups or individuals
(“Service Target"). Assessment Services may also include testing the effectiveness of the security policies,
training, procedures and controls of Customer's organization or the organization of a third party, whether an
outside service provider to Customer or another type of Customer business partner (“Customer OSP"), and/or
testing and auditing the security awareness of Customer's and Customer OSP's employees and personnel.
Such activities also include deceptive testing activities to gain "unauthorized access’ to Customer's network
systems or confidential security related information (“CS Information”). Such “unauthorized access” is used
to describe Verizon's attempts to gain access to Customer's network and information through testing activities
that are not authorized by Customer’s network security policies so as to exploit Customer's network and CS
Information security vulnerabilities. Reference to “unauthorized access” does not mean that Customer has
prohibited authorization of the testing activities themselves. Customer acknowledges that certain risks are
inherent in Assessment Services and, without limiting the foregoing, that Assessment Services may, in some
circumstances, result in adverse consequences including, without limitation, performance degradation, loss
of, disruption to or unavailability of, the Service Target or loss of connection, data or utilities. Customer agrees
to assume all risk for any adverse consequences resulting from or associated with: (a) the Assessment
Services; and (b) the timeframe within which it elects or authorizes Verizon to perform the Assessment
Services. Verizon shall take reasonable steps to mitigate risks from Assessment Services; however, Customer
understands that such risks cannot be eliminated. Customer agrees to indemnify, defend and hold harmless
Verizon from any loss, damages, liabilities, costs and expenses (including reasonable attorneys’ fees and
expenses and those of other professionals) incurred by Verizon as a direct or indirect result of Verizon's
performance of the Assessment Services, including, without limitation, assessment of assets that are not
controlled directly by Customer (e.g., servers hosted by third parties). The foregoing indemnity does not apply
to the extent any such loss, damage, liability cost or expense arises from Verizon’s actions or omissions that
are or are found to be (a) knowingly outside the scope of the Assessment Services agreed upon, or (i)
reckless, wanton, malicious, illegal or deliberately negligent.
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Corporate Policy Statement

Policy No.: CPS—~103

Issued: December 6, 2010 ROTRZIND
. . . olecom and Business
Subject: Authority to Approve Transactions
APPENDIX4
VERIZON BUSINESS'
CPS-103 LETTER OF DELEGATION OF AUTHORITY
FORM 101

Within the authority granted to me in CP8-103, “Authority to Approve Transactions,” I delegate

Patricia L Myers, Manager, Contract Management (SR .
Marsha K Harrell, Senior Analyst, Contract Management (L5000 and

=

Jacqualynn A Whiting, Director, Pricing & Contract Management A
the authority to perform the following function:

Execute and deliver Verizon Business Customer Contracts and Proposals requiring “wet ink”
signatures, including any and all ancillary documents and amendments related thereto, that are
duly approved in accordance with then-applicable Verizon Business corporate policies,
including the use of stamp bearing facsimile of my signature in accordance with Security
Procedure for Anthony Recine, SVP & CMO, Blue Ink Stamp Policy.

This will be effective beginning on July 1, 2017 and ending on June 30, 2018 or before if rescinded by
me.

(Annual delegations must be completed by July Ist of each respective year and may not exceed onc year from their effective daic,
Delegations with a start date other than July 1st should aso include an end date of the subseyqnent June 30 or earlicr.)

" Distribution:

o The person delegated authority must retain a
copy of Form 101 delegation, either electronic or
hard copy, for one (1) year after expiration date.

Anthony Recine E e

= The person granting the delegation must retain Name VZIb
the Form 101 delegation, either electronic or 5 i

hard copy, for one (1) year afier expiration date; § sve&cMo. o . iBand 4)
send & copy 1o the delegate, the group Chief : =
Financial Officer, and Corperate Finance ) - AR
Compliance at - Responsibility Code or Cost Center Code
comoratefinancecompliancef@icore. verizon.coms; ' ’ o4
and ensure the delegation is entered inio the S . _h‘: i TAY "; 7

; Accounts Payable system when appropriate. . Delegate’s Signature _Jacquaiynn A Whiting

| (o)

; % ‘Jn.lg_._

! Delegate’s Sigi}a\mre - Patgis L Myers . !

+ Dele:ate’s Sionature - Marsha K Harrell

VERIZON BUSINESS, CPS- 103 LETTER OF DELEGATION OF AUTHORITY Page 1 of |




Routing Code: PS
ContractID#:
SFDC Oppt. ID: 0-2258410

PROFESSIONAL SERVICES
STATEMENT OF WORK ID 0-2258410
State of West Virginia Solicitation CRFQ 0210 ISC 1800000010
TO VERIZON PROFESSIONAL SERVICES SERVICE ATTACHMENT

This SOW amends and is a part of the Verizon Professional Services Service Attachment and related master services
agreement (collectively, the “Agreement’), identified by Verizon Contract Identification Number above by and between
Verizon Business Network Services Inc. on behalf of MCI Communications Services, Inc. d/b/a Verizon Business Services
("Verizon®) and State of West Virginia ("Customer”). Terms not defined herein are defined as found in the Agreement.

1. Description of Services.

Verizon Professional Services (PS) will provide professional services resources for State of West Virginia's
Palo Alto Next-Generation Firewall infrastructure per the specific RFQ. Specific to the RFQ, Verizon PS will
provide the following types of resources in support of a phased implementation approach for implementing
advanced security capabilities on the State’s enterprise network. Verizon will also provide training on next-
gen Palo Alto firewalls as stated herein both on-site and remotely.

Network Enterprise Architect

Network Enterprise Architect with at least five (5) years' experience in the design, implementation,
configuration, and management of a large network enterprise of over 20,000 users and 35,000 devices.

Next Generation Firewall Engineer

Next-Gen Firewall Engineer with, at least, three (3) years' experience in the design, implementation,
configuration and management of Next-Gen firewalls in a large network enterprise of over 20,000 users and
35,000 devices.

Next-Generation Firewall Consultant

Vendor must provide a Next-Gen Firewall Consultant with, at least, three (3) years' experience in Next-Gen
Firewall technology consulting of over 20,000 users and 35,000 devices.

Project Manager/Coordinator

Project Manager/Coordinator with, at least, three (3) years of experience in information technology project
management.,

Next Gen Firewall Training Cnsite

A daily rate for on-site training by a Next-Gen Firewall Trainer for up to 5 students.

Next Gen Firewall Training Remote

A daily rate for remote training by a Next-Gen Firewall Trainer for up to 5 students, when remote training is the
most feasibie and cost-effective soiution.

Prepared by:;
Phillip M. Crump
phillip.crump@one.verizon.com 1of 7



Routing Code: PS
Contract ID#:
SFDC Oppt. ID: 0-2258410

All Roles described above are made available by Verizon and optional in years 2,3, and 4 as requested by
SoWv.

2. Scope of Work.

Verizon Professional Services will collaborate with State of WV to determine and document an agreed upon phased
approach and desired outcomes and features of “advanced security capability’ on the following Palo Alto next
generation Firewall environment:

1x PA5060 HA Pair with Threat Prevention, URL Filtering, Paio Alto WildFire
1x PA5060 HA Pair with Threat Prevention, URL Filtering, Palo Alto WildFire
1x instance of Panorama

1x PASQ0 with no subscriptions

2x PA220 Lab units

Verizon will collaborate with client to determine and document the desired ouicomes, features, and acceptance criteria
and proceed with implementation only with signed agreement of key resource(s) from State of West Virginia.

2.1 Project Management

Verizon will assign a project manager who will coordinate the activities of Verizon PS, collaborate with State of WV
point of project, document milestones, issues, progress, and conduct weekly meetings with the coordination of
State of West Virginia. Verizon will preduce a document of acceptance criteria to be agreed upon with State of
West Virginia for the project, for various sub-phases of the project so that all parties can confirm and provides
signature acceptance of the project, sub-projects, phases and sub-phases of the implementation.

Customer will appoint a single point of contact or program management team to coordinate the Project activities
with Verizon and ensure timely data flow and exchange of information required for execution of the Project within
the agreed time frame.

Verizon will work with Customer to schedule a kick-off meeting to initiate the Project. Verizon and Customer will
coliaborate to determine required stakeholders and other attendees, agenda, and meeting location (i.e. on site or
viriual). At or before the kick-off meeting, Customer shall provide a list of contact personnel with “after hours”
emergency contact numbers and on-site authorization documentation (where applicable). As an output of the
meeting, Verizon will produce an agreed project plan, which specifies resources, dates, times, and locations for
the Project tasks (the “Project Pian”).]

3. Deliverables and Documentation to be produced by Verizon. Deliverables are intended for Customer and Verizon
use only. Customer may disclose a Deliverable to a third party pursuant to the Agreement’s confidentiality terms.
Verizon will provide:

Documentation describing a phased approach to implementation of ‘advanced cybersecurity capability.’

Prepared by:
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Routing Code: PS
Contract ID#:
SFDC Oppt. ID: ©-2258410

Documentation describing Verizon’s approach and methodology to implementation of ‘advanced cybersecurity
capability.’

Documented acceptance criteria for the implementation of the “advanced cybersecurity capability’ which may
include milestones depending on the agreed upon approach. This mutually derived acceptance criteria
represents acceptance by State of West Virginia of Verizon’s work in this implementation.

3.1 The Project Plan
3.2 The Weekly Reports

3.3 A report that describes the scope and performance of the Professional Services (the “Report”). The Report will
include an executive summary and a description of ‘advanced cybersecurity capability.” The contents of the Report
will be reviewed with Customer remotely via telephone.

3.4 Verizon will also provide to Customer a letter (the “Letter”) in the form of a statement of opinion that describes the
nature and timing of the Professional Services. Additional Professional Services details may be provided in the
Letter upon mutual agreement.

4. Documentation to be produced by Customer and Customer Obligations (if any). Delivery of the Professional
Services by Verizon is dependent on Customer’s performance of the following:

4.1 Customer will provide background documentation on current network and security architecture, device
configurations and, where relevant, standard operating procedures documents as related to and required by
Verizon PS to accomplish the goals of the engagement.

4.2 Customer agrees to provide the assistance as defined under Customer Obligation section of the Professional
Services Service Attachment.

4.3 Customer will provide a single point of contact or program management team, contact personnet information, and
on-site authorization documentation as stated above.

5. Assumptions (if any). Delivery of the Professional Services by Verizon is predicated on the following assumptions
and conditions:

5.1 The Professional Services are based on Verizon's understanding of Customer's requirements as documented in
this SOW and the SOF. Should the scope of the Project change, Verizon will continue work only after mutual
executicn of a change order as an amendment to the SOW or SOF in accordance with the Professional Services
Service Attachment.

5.2 Verizon assumes that the equipment and systems listed herein pertinent to this engagement are in operational
working order and do not require installation or basic configuration by Verizon Professional Services.

5.3 Customer is responsible for the implementation of any changes under this SOW to applications or devices
managed by Customer or Customer’s service providers.

Prepared by:
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Routing Code: PS
Contract ID#:
SFDC Oppt. ID: G-2258410

5.4 Access to the Customer contacts and resources must be provided by Customer during designated time frames,
which will be established during the Project kick-off meeting. The failure to provide this timely access could delay
completion of the Professional Services.

5.5 Customer retains responsibility for any coordination of the Professional Services to be performed at a business
partner location.

5.6 Customer represents and warrants that: (a) it has and will continue to have full rights, power, and autherity to
consent to having the Professional Services provided in the manner as agreed upon in the SOW: (b} it has obtained
in writing all consents, approvals and licenses necessary from any third party to allow Verizon to provide the
Professional Services in the manner as agreed in the SOW; and (c) it will use the Professional Services for lawfui
purposes only. Customer agrees to indemnify, defend and hold harmiess Verizon from any loss, damages,
liabilities, costs and expenses (including reasonable attorneys’ fees and expenses and those of other
professionals) incurred by Verizon as a direct or indirect result of Customer’s breach of the foregoing representation
and warranty.

5.7 Professional Services will be performed between the hours of 8:00 a.m. and 5:00 p.m. (local time where
Professional Services are performed) Monday through Friday excluding public and generally observed holidays
where the Professional Services are performed.

6. Acceptance Criteria for the Project or Deliverable(s) (if any).

Verizon will collaborate with State of West Virginia key resources to mutually determine the acceptance criteria
for this project to deliver ‘advanced cybersecurity capability.’
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Routing Code: PS
Contract ID#:
SFDC Oppt. ID: 0-2258410

Attachment 1 — Service Order Form

m
State of West Virginia Verizon Business Network Services Inc. on behalf of

(Customer Signatory) MCI Communications Services, Inc. d/b/a Verizon
Jessica 8. Chambers Business Services
Jessica.s.chambers@wv.gov (Verizon Signatory)

Registered Office Address: Registered Office Address:

2019 Washington St. East, Charleston, WV, 25305, USA | Verizon Business Services, 6415-6455 Business Center
Drive, Highlands Ranch, CO 80130, Attn: Customer
Service, Email: notice@verizonbusiness.com

Customer Signature: Verizon Signature:
Name: Name:

Title: ' Title:

Date: Date:

m

Service Provided by MCI Communications Services, Inc, d/b/a Verizon Business Services.

Order Information:

Verizon Business Services, 6415-6455 Business Center Drive, Highlands

Verizon Legai Entity Address Ranch, CO 80130, Attn: Customer Service, Email:
notice@verizonbusiness.com

Contract ID 12345578

SOF# 00303703

SOW# 0-2258410

Service Activation Date Upon Full Execution of SOF

Term 12 months

Service Billed to:

Registered Company Name State of West Virginia
VAT/GST/Consumption Tax Number (as applicable) TBA
Tax exempt: (if yes, valid exemption certificate must be provided for invoiced entity) No
CIN/Reqgistration Number {as applicable) 0210 ISC 1800000010
Bill To Address 2019 Washington St. East
Town/City Charleston
Province/County/State (as applicable) Wv
Postal Code 25305
Country USA
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Routing Code: PS
Contract ID#;
SFDC Oppt. ID: 0-2258410

Billing Language: English

Corp ID/BAN No. (as applicable). TBA Existing: No

Billing Contact Name: Jessica S. Chambers Email: Jessica.s.chambers@wv.gov
Telephone No: Fax No: (304) 558-4115

Contract Information:
Master Agreement — contract ID no 12345578

Professicnal Services Service Attachment SAR-0002694
to Master Agreement — Document ID:

Pricing or promotional benefits in this Service Order Form (“SOF") may not be available unless it is signed and delivered to
Verizon prior to Thursday, May 31, 2018.

Purchase Order Details:
Furchase order is not required. —I

Currency:
Currency

All charges and amounts indicated herein are USD (%)
expressed and will be billed in the following currency:
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Routing Code: PS

Contract 1D#:
SFDC Oppt. ID: 0-2258410

Service Order Details — Security Infrastructure Pro Serv — Professional Services

Service Delivered to:

Site Name Purchasing Division

Street Address 1 State of WV Purchasing Division
Street Address 2 2019 Washington St, East
Town/Gity Charleston
Province/County/State (as applicable) Wy

Postal Code 25305

Country USA

Contact Name: Bid Clerk Email: tha

Contact Phone: tha o Fax No: tba

Rates and Charges:

Part A: Professional Services on Time and Materials Basis '

Time and Materials — Uncapped time and materials (estimate)

- Invoicing Schedule
Professional Services provided on a time and materials

‘ Monthly in arrears of peﬁormaﬁge / consumption

I i I
Yi Resource | SoWVDescripions | Hourly Rate (USD) | oL Charges (USD)
. Neﬁ Generation Firewall
Senior Consultant [ 184.00 100 $18,400.00
. Network Enterprise
Network Engineer Architect 144.00 100 $14,400.00
Next-Generation Firewail
Consuitant Cons lﬂt_a_nt ] 168.00 100 $16,800.00
g Project
Project Manager Manager/Coordinator 176.00 100 $17,600.00
Next Gen Firewall
Consultant Training Onsite 168.C0 10 $1,680.00
{using VZ Cons.)
Next Gen Firewall
Consultant Training Remote 168.00 10 $1,680.00
Y1 Totals {cumulative/annual) 520 hrs. total $70,560.00
CONTRACT
Totals Y14 2080 Total Hours $282,240.00

Part B: Professional Services Travel and Expenses — Actual

invoicing Schedule

None — Not Applicable

| Part C: Payment Terms

Ijayment Terms; Payment terms as indicated in the Master Agreement / PSA.
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