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accelerate business excellence

0.6 Small businas Adminisrenion

8(n) Certified

Melissa Pettrey,

Buyer

Department of Administration,
Purchasing Division,

2019 Washington Street East,
Charleston, WV 25305

Dear Ms. Pettrey,

Re: Mahantech’s response to the State of West Virginia and the West Virginia Board of
Pharmacy RFQ: CRFQ 0913 PHB1700000002 for a Prescription Monitoring Program.

Background

Mahantech Corporation is pleased to submit this proposal in response to the Request for Quotation CRFQ
0913 PHB1700000002 for a Prescription Monitoring Program. We have thoroughly reviewed your
request and have prepared a submission that meets or exceeds all requirements for this invaluable
and critical tool for Physicians, Pharmacists, Law Enforcement and State Agencies.

Mabhantech is proud of the long-term relationship we have built with the Board of Pharmacy. Over
the last thirteen years, we have been privileged to demonstrate our commitment to the goals and
mission of the Board of Pharmacy in the task of reducing drug abuse and diversion. Our proposal
will speak to our strong Prescription Monitoring experience and our ability to adapt and to react to
critical changes with minimum response time. We are committed to meeting or exceeding your
needs and expectations every day.

Mahantech Corporation is an SBA recognized Small Minority Owned Business that has been based in
Charleston, West Virginia since 1998. In 2003, the company became an early entrant in the specialty
area of Controlled Substance Prescription Data Management and Pseudo Ephedrine product reporting
with its product RxDataTrack. We initially worked with the Board of Pharmacy to migrate early datasets
from Microsoft Access to Microsoft SQL databases. We then introduced the first of many generations of
our product known as CSAPP/ RxDataTrack (Controlled Substance Automated Prescription Program the
Prescription Monitoring Program and RxDataTrack being the system software). RxDataTrack is an
electronic database and reporting tool which collects designated data on controlled substances dispensed
both within the State of West Virginia and those provided by pharmacies in other states to West Virginia
residents. This product was designed using programming methodologies that allow the utmost flexibility
to make rapid changes to meet the changing needs of the client agencies.

As a tool to address prescription drug abuse, addiction and diversion, RxDataTrack serves and supports
multiple capabilities including:
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1. To provide data to counteract the CDC key identifier of prescriber and dispenser shopping as an
indicator of prescription drug misuse/abuse;

2. To support access to legitimate medical use of controlled substances;

3. To identify and deter or prevent drug abuse and diversion;

4. To facilitate and encourage the identification, intervention with and treatment of persons
addicted to prescription drugs;

5. To inform public health initiatives through outlining of use and abuse trends; and

6. To educate individuals about PDMPs and the use, abuse and diversion of and addiction to
prescription drugs.

Our system is designed to operate in real time, allowing for better decision making by Prescribers and
Dispensers and more efficient use in drug diversion intervention efforts. CSAPP/RxDataTrack gives
instant access to data for individuals who are authorized under state law to receive the information for
purposes of their profession.

Data Center
Under the new PMP host model for the Board of Pharmacy, we shall move the existing nineteen

operational databases (with their corresponding 15,000+ datasets) that comprise CSAPP/RxDataTrack
from the current state data center to our secure hosting facility in a designated data center where it will be
managed by Mahantech Corporation.

We intend to relocate our Corporate Data Center IT support services in a co-location environment with
our partner Alpha Technologies LL.C. Alpha Technologies is a West Virginia Service Disabled
Veteran Owned Small Business located in South Charleston. This data center is the only HIPAA
certified data center in West Virginia and already supports a number of West Virginia corporate and state
entities including regional hospitals and also large national contracts. This center provides full IT hosting
services that will meet or exceed the requirements of this contract:

80,000 sq ft data center;

Redundant commercial power feeds supplied by four diverse power supplies;

Backup up power including diverse battery systems and multiple megawatt generators;
Cooling is provided by 3 diverse chillers;

Internet connectivity will be provided by multiple providers via a load balanced connection. So if
one provider has an issue the service itself will remain unchanged as the other providers will
assume the load and keep the connection up and working;

Multiple telecommunication service providers with diverse paths into DC1;

Separate fire detection zones coupled with Halon fire suppression and dry-pipe water system;
o The only data center in West Virginia with the following certifications/accreditations;
HIPAA- HiTech

PCI -DSS

SSAE16

SOC 172

1SO27001

FISMA

LEED certification pending
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Transition Plan
Mahantech Corporation, with its product CSAPP/RxDataTrack, offers the West Virginia Board of
Pharmacy and the state of West Virginia a Low to No Risk transition to a new contract.

The challenge:

The RFQ requires that after notice to proceed, the Agency will not formally accept the System
until operational without failure for thirty consecutive days.

Every thirty days, the system (CSAPP/RxDataTrack) receives and processes 500,000 new pieces
of data.

This data is then added to the existing production database and delivered back to the 250,000
report requests that the system receives and processes during those same 30 days.

Maintain all audit trails for both users and data during test period and through migration to new
system.

West Virginia rules require reporting of controlled prescriptions each 24 hours by sFTP (secure
file transfer protocol — electronic server to server transmission) or electronic file data upload to
the website or manual data entry at the website.

More than 300 sFTP accounts are being used by chain pharmacies and individually owned stores
to submit data electronically from their servers to an IP address at the CSAPP/RxDataTrack
servers.

To redirect this data flow will require all data submitters to make changes to their hardware and
software to meet the new contract requirements in order to submit to a new IP address or a new
website instead of the current .gov domain addresses.

Maintain 24/7 access to live dynamic patient data for users during the transition to a new contract.
Maintain ongoing receipt of data and maintain data integrity during 30 day test period and carry
this through the transition to a new contract.

Our solution to this challenge:
Should Mahantech Corporation be selected and given the notice to proceed under this RFQ:

To operate parallel systems during the 30 to 90 day pre-approval testing phase prior to formal
acceptance. The goal to maintain receipt of dynamic data plus user access without any
interruption during both test period and ultimately during the transition to new system and new
data location. To achieve this we intend to use our data center as an additional data back- up
center and use this to show a fully operational system operating for thirty days, without
compromising the integrity of the production databases. After the proven testing phase, it is then
a straight forward process to transition the users and data to our data center since there is no data
conversion or data re-structuring for the 19 databases and the 15,000+ datasets in the current
system or 50 million active records currently in production. There will be no interruption in data
flow or access.

Mahantech Corporation will offer, if selected under this contract award, dual-licensing to the
state. We will allow the state government of West Virginia 90 days use of our proprietary
software after the current contract expires to be used, if necessary, in the state data center to
facilitate ease of transition from the old to the new data location and new system.
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¢ During the critical change over period from post-acceptance to fully operational system, we will
provide assistance to the Board of Pharmacy as it coordinates the use of a new website name with
its constituents /users and to inform all Pharmacies, Dispensing Prescribers and reporting entities
that data needs to be re-directed to the new IP address of the data center commencing on a
predetermined date.

e During the critical change over period from post-acceptance to a fully operational system, we will
provide assistance to the Board of Pharmacy as it communicates the use of a new contract with its
prescriber, dispenser, law enforcement, state boards and other constituents/users that a new
domain /website will be used commencing on a predetermined operational date.

e Move all operational and communication email accounts from .gov to the new domain.
e Mahantech’s operational and transition teams and data center are all local to Charleston, WV,

e Mahantech Corporation stands ready to immediately standup the parallel system and databases
under this contract for the test phase in our data center. Upon notice to proceed, we can run in
parallel for 30 days and if requested can start by June 1% if selected.
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Mahantech Corporation will provide a West Virginia PMP system that meets or exceeds all of the stated
requirements. Mahantech acknowledges the Bid Bond and will provide same upon notice of award. We
appreciate the opportunity to serve you and to contribute to a healthier West Virginia.

If you have any questions or require further information, please do not hesitate to contact us at 304 610
3720 or email carjuna@mahantech.com

Sincerely,

Chorfl 3

Channa Arjuna
President
Mahantech Corporation

- - "
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DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract Administrator and the initial point of contact for matters relating to this Contract.

Channa M Atjuoa Piezident —

{Name, Title)

LhannabdAtuna  Pissident

(Printed Name and Title)

405 C spio| Shreet, Syite 101, Charlastes WY 25301
{Address)

040 540 7 204(304) 1202247
(Phone Number) / (Fax Number)

(email address)

CERTIFICATION AND SIGNATURE: By signing below, or submitiing documentation
through wvOASIS, | certify that | have reviewed this Solicitation in its entirety; that | understand
the requirements, terms and conditions, and other information contained herein; that this bid,
offer or proposal constitutes an offer to the State that cannot be unilaterally withdrawn; that the
product or service proposed meets the mandatory requirements contained in the Solicitation for
that product or service, unless otherwise stated herein; that the Vendor accepts the terms and
conditions contained in the Solicitation, unless otherwise stated herein; that | am submitting this
bid, offer or proposal for review and consideration; that | am authorized by the vendor to execute
and submit this bid, offer, or proposal, or any documents related thereto on vendor's behaif; that
1 am authorized to bind the vendor in a contractual relationship; and that to the best of my
knowledge, the vendor hes properly registered with any State agency that may require
registration,

t#ahantech C orp

(Company)

{Authorized Signature) {Representative Name, Title)

CHANNAMARJUNA President
{Printed Name and Title of Authorized Representative)

#larch 27, 2047

{Date}

{304)B40:3720 £ (304) 720- 2247
{i?hon:: Nﬁb&ﬁﬂ umber)

Revised 01/18/2017

B R e —
Mahantech Corporation Page 10



RxDatalrack

CSAP

Cormrolag fubstince futraud
Pevieiowon Pregam

West Virginia Board of Pharmacy Prescription Monitoring Program
CRFQ 0913 PHB1700000002

STATE OF WEST VIRGINIA
Purchaging Divison

PURCHASING AFFIDAVIT

MANDATE: Under ¥ Va Coge §54-3-10a. no confract o renewa: of amy coniradt may be awarded by the state o any
of ais peiiical sutdivisions to avy vendor of prospetlive verdys when fre vendsr or prospecive vendsr or a ralated pany
le the verdor of prospacine vansdod o g deblor and: (1) the debt owed is an amourt grealer than gre thousanc delass ir
"o aggregate; or 121 tha cabinf is in amployer dafault,

EXCEPTION: Tre protibibon lsled above does not apply where a vendor has cortasted any tax adminstered pursuant io
crapler slaven of the W, Va Cote, workess' compensation gremium, permit fes o envionmenia lee or assessmers and
ihe mater has rot ecomis fingk or where e voradlr has eriared vid 4 paymant plan or agreement any the verdar is rot
in gglawt of any of the provigsons of such olan or agrecmamnt

CEFINITIONS:

“Bebt” mears avy assessment. premium, penaly, fine [ax or oprer anount of money ewed 1 NG Staw o7 any of iis
poibca subduvigons because of 3 Judgmen, hra permI wol@on, ICERS0 aSSesoment. delanted woraars
compensalice: prafmiue, pecally or Gnor 253eEsment prosantly delingus or Sug ard reguired to s pa Io [9o state
or any of its pelitica! sk wsions, inguding any inlerest or additional penabes accrued thargor.

"Employer delsull” means hawng en outslanding balarce or ligtslity 0 the 0fd fumd or do the uningurod empoyers
Fand or baing i policy detiw, a8 defrad n W Ve Code § £3-26-2, falure 0 mawlas mandalory workoes'
comparsation coverage, o falluee to hlly meet its obligetions as a wersers compensaion sellinsued emploger. 4n
amyicyer is wt v employer delaul I it fas eivsred inlo 3 repaymenl agreement with the I swrarce Commissane
anC "amaing in CoTipkanee with Ine coligations undsy the repayman! agreeman

"Relaled party" Moars a parly. wheiher an indivisun, Consaraticy, pannership. assaciabon, smilsd babhiy company
or ary other farm or bysingss asscciation o other entity whatsoever, related 1o any wendas by bioed, marriage,
owT2rship or cortract trelgh wiieh the party nas a relationsnip of ownarship or olher ireres! with the vendar se fat
the pary wil actually or by effect -eceive o control @ portior of the tengld. profit or othar sansderation from
performance of a vardor canivect wib the parly iCOVMG 21 amount (hay masts o excead fve parcet of tha SatR!
cosdrael ampunt.

AFFIRMATION: By signing this formy, the vendor's aulhorized signer alfirms snd scknowledgas undar penalty of
taw for felae swearing {1V, Va, Code §61-5-3) that neither vendor nor eny related parly owe a debi ae definad
abave and Ihoi neither vendar nor &hy relsted parly are in employer defsult as defined above, unfess the debi or
employer defaull is permilled under the excepilon above.

WITNESS THE FOLLOWING SIGNATURE: o~

verdor s Name, _[‘-_j A ?n;l (¢ {'\. Cﬁ“ '[ '

Aurgrize Sgnalure: i?p_é"\-_ﬁlf."""hi& i’x\ | ”“_FI Daz. { :g l“"‘l 2 Z

| ‘ I

Stata of __\ju Tienn \f ﬂlﬂ-mc,

A :
Courty ‘t”'f:?:f 3ol WG  lo-wit:
Tanen, subscribng, and swoen (o bedore o this £ | diy of | ¥ ForCAy 2ol
4 -
My Commissipnewpies  \_C & | 'f-« ;oo 21

J 1—“1 f -"\_ .

\ \
AFFIX SEAL HERE NOTARY PUBLIC i ddoe Ve -&‘Sﬁ‘“—"—“‘ el

Y

{ Furtiiasmg ARl (Ho a5ed i3 075015,

OFFICIAL SEAL
NOTARY PUBLIC
STATE OF WEAT vIRGINIG

KAHEN BRUMFIELD
700 Virgitsa 810 £
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war Siate of West Virginia
Fes ™  VENDOR PREFERENCE CERTIFICATE

Cerblizancn asc apphcasen s hereby mass 'or Freferancgin aocemance with Wes! Virginia Cooe, §5A-3-37. (Does notapel 1o

oonsincicaceniacts) West Vingia Cove, (58-3-37, owdes 2n oppoattunity forgualining veuduﬁte teduest (aithe ime ot bid)
prefereace for el eddersy Saws Such pEfeRnee i an svaluasen method only anc wil be appled only iothe vo=t badin
aceordance wik te West Viginia Code. This serificyle for amplication &iobe used fo reqiest such preference The Purchas ng
Findzion will mabe theceerminaiion o be Yandor Prefemnce, # appleatle

Appdeaton s maoe for 25% venoor prelerence for ihe nesson checked:

Ensderis anincivichs! residert vendar andhas resdecoatinueusy in Wast Virginia ior iour (4} yearsimmedigely preced-
ing e dalie St ks cadtiieaion; or,

Bidoer is apanssiip, a3 sookion or oo oo resideni vendor anc’ has mamiained its beadduadiers orpringeal place ot
bueres = cosirscus iy in Wesd Wrgrs for four @} yeers mmedately preoeding tie date of this ozticason,

Bidder & 2 redideni vencorparmershn, assooiaion, o comarziion with atleast eighty persentof cwnershipinterest
of bicdder baici by ansther enfy that meets the applicalde four ymar maidenoy requrmment; or,

Bicioernis a nonresioenl wandorwiich hasan afiikae or subsidiatywhich employs aminima mof one hundred state esidens
andwhich has maistaiedis haacquaners orpvincipal plice of business within West Virginia conlinuously tor the iour{d}
yEmrsimmecksiely prececing e date of this esrdhcation; o,

Apghcaton iz made for 25% venoor preference for 1he reason ¢ hedked:

Bincesis 2 meident wendnreho certiies thal, during the e of the contrct, on averge at least 75% of the employvees
woingon e propd peing bid am miceats piWes Viriris who have esidedin the siate contimously for the twe years
Fnmedaiey precsding submizsion of this b or,

Applicaton iz maoe for 2.5% venoor preference for the eason checked:

Bidderis a noe esidert vencor talemploys 2 minmy mof anshund e stale residents, ara nonresdert verdor which
has an atfifale orsabridiay which maintans its headquadiers orpanoipal place of busine=s within West Yigirta apd
employs a misnunol oo Inundesd gate reedents, g for puposes of producing ordetnk ing the commodtes or
omeieyng the pred wch & the subsentof the bidder's biZ and sonbnuously ower the entiee 12tm of the projest, on
ayarage 4t 2t sevanty Sve pamentof the hiciar's emp byees of the bidder's afi§ate's or albsiday serpbpeesae
Esidents of West\gidawnae have residedin the sl continueusly for the twsimmediagivpreceding vears and the
venader g, or,

Apghcaton s made for 3% vendor [weference 1or {Ne reason £ hecked: )
Bizoar mests e ne raquiemen: ot poth subdivisions {1} and (2} orsubchvision {1} and(3) as staled aoove,; or,

AppOcabon i3 morte for 15% venoor prefefence whi 5 @ veleran for the reason checken:

Eidcens anihdiadua readenvendor #ho 6 a vateran oithe Unifed States ammed tomes, the meenes or theNatonal Guax
and m;;m i Wast Wigina consiruausly for the four yaars immediately prenedmg the daie on which the badis
submiad o,

h Appieaton is macefor 3.5% venoor prefersnce who 1S a veleran forf the reason checked
Bidcerisa recican; vander wha i 3 veseran of the Linited States armeg iorces, the reserves orthe Naional G f‘uard, if for
puposes of producng ordistibting the scomm odbesor compleding freprojed whichis the subject ot thevendar 'shad anct
cansnutush Cwer the eiice fem ot dne prest, or avemge a1 least sevantsfive percent ofthe vendor's employess am
residents of Wes! \iigmiawho have maidedin o sateconimipusly for the twoim mediately prooeding years.

rA Appicaton iz mage for preference as a non-resident small, womsen- and inority-owned biainess, in accors
dancew in Mes! Viginia Coole §5 A-3-53 andd West Virginia ooy of State Aulers.
Bidcer haxtwen or expecty iobe guproved gy o worbaol avardby the Purchagng Divisizr a2 acotifedsmall, women-
and mieatyoaned business,

Ewger undermands £ the Srominy o Revenye deternines that 3 Bidder receiving preferanos has failed o conbinue o meet the
sequements for 2ok preference. fie Seorstary meyarderfhe Directorof Furchaging to: (a) rezaind tho conimot arpurchase order;
or [B} awsesna penally agaiid suth Sidcerman amzynt nol toexosed 85 of the bid amount and that schponalty ille paid o
e conttassng apeacy of decusiedfromanyunpasdbalince on the oonirot or pu rohassomder.

By sdbmision of s anifine, Bicos: agreesie disclose any mazonably miuested informabion 1o the Purchasing Division arg
aythoszes the Depatmmiol Bevense b disclese o ine imoior of Purshasing appropeaie informason vesling that Bkdder has peid
the pecpared sl s lanes, providend th such infarmabae does noloonal the amounts of lases pad norany othierinformaten
deemed by e Tax Sommesaosad iobe consdensal,

Bidder weeby corlifins ! ths cortifcais iz ros and accunste n sl nespecis; and 1hat it o coniract s insued to Bidder
and if onyRvng conlannd witun (s cerifoatec hanges durag e ferm of theconlract, qujpdm witl nplify he Purchas-

DDDD*

[3”

iy

I_T i

g D wsanhmmglmmﬁy,. ’ ;
Bt ‘J&Lﬂi{:}:‘“ ﬁ . Signea: #’1&11.&%—.& ¥
m:__(_ '-l e 1J__ a0 o THie: -“'; z_ﬂ fh’" o

ek 2y tmwm SHNeraAnE CARORiONE) wdkealed ancve, whmh pow ark ereied i rensire
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Date saued Salizitslion: Closes ’sd!qﬂ,ui or P Ternen
20t7-:03 02 W17.03-28 CRFAQ 4913 PH B TICOOCO0T t
13:3240

DO PECENING LOCATION

Bl CLER®

DEFSR TMENT 8F AUMINIS TRATIOHN
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| ABDITIONAL INFORMAITON:

Request For Quotalion

The West Virginia Purchasing Division is soliciting bids on behalf of the West Virginia Board of Pharmacy to eslablish a contract for the one-time

purchase of a Presciiption Monitoring Program per the attached bid requirements, specifications and terms and conditions.

[INvOICE TO SHIP TO |
|
| BOARD OF PHARMACY BOARD OF PHARMACY
2310 KANAWHA BLVD E 2310 KANAWHA BLVD E
CHARLESTON WV253119 CHARLESTON WV 25311
us us
L S
Line Comm Ln Desc - ) ay “Unitissue Unit Price Total Price
1 Prescription Monitoring Program 0.00000 Ls
Database
Comm Code M. Specification Modei #
81111507
Extended Description :

Comprehengive Controlled Substance Monitoring Program for the WV Board of Pharmacy wilh migration of historical data and transfer of user
accounts. This includes a database management system, with hosting of the database, collection and loading of data, providing access for
aulhorized users and cusiomer support. Also providing system tools {0 query the database, assist with and modify user accounts and monitor

CSMP activities.

[INVOICE TO SHIP TO |
| BOARD OF PHARMACY BOARD OF PHARMACY

2310 KANAWHA BLVD E 2310 KANAWHA BLVD E

CHARLESTON WV25311 CHARLESTON WY 25311

us us

Line Comm Ln Dasc Qty init issue Unit Price Total Price

2 Implementation and Instaltation to 0.00000 LS

B _Aﬁptance = B

Comm Code Manufacturer Spacification Model #

81111507

Extended [;cﬂptinn 5
Implamentation and lnsltaliation 1 Acceplance: and First Year Maintenance and SupportWarranty/Hosting

Page: 2
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INVOICE TO SHIP TO
BOARD OF PHARMACY BOARD OF PHARMACY
2310 KANAWHA BLVD E 2310 KANAWHA BLVD E
CHARLESTON Wwv25311 CHARLESTON Wi 25311
us us
Lina Camm Ln Desc aty Unit Issue Unit Price Total Price
3 Year 2 Maintenance, Support! 0.00000 YR
Wamranty/Hosting
Comm Cade Manufacturer SpacHication Model #
£1111507
Extended Description : a
Second Year Maintenance and Support/Warranty/Hosting
INVOICE TD SHIF TO
BOARD OF PHARMACY BOARD OF PHARMACY
2310 KANAWHA BLVD E 2310 KANAWHA BLVD E
|
CHARLESTON WV25311 CHARLESTON WV 25314
us us
[Line Comm Ln Desc  ay - Unit lasue Unit Price Total Price
4 Year 3 Maintenance, Support! 0.00000 YR
Warraniy/Hasting
'Comm Code Manufacturer Specification Model #
181111507
Extended Deseription : o o
Third Year Maintenance and Support/Warranty/Hosting
[INVOICE TO SHIP TO
BOARD OF PHARMACY BOARD OF PHARMACY
2310 KANAWHA BLVD E 2310 KANAWHA BLVD E
|
CHARLESTON wWw25311 CHARLESTON WY 25311
us Us
Une ComminBesc aty Unit Issue Unit Price Tatal Price
5 Year 4 Maintenance, Support! 0.00000 YR
Warranty/Hosling - -
Page: 3
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RxDatalrack

CSAPP

Gonvetian Sobetanow Aasrsed
Presespece Fragrum.

[Comm Code Manufacturer Specificatian Mode! i ]
|81111507
L

Extended Description ;

Fourth Yesr Maintenance and Support/Warranty/Hosting
(INVOICE TO SHIP TO

BOARD OF PHARMACY BOARD OF PHARMACY

2310 KANAWHA BLVDHE 2310 KANAWHA BLYD E

CHARLESTON Wv25311 CHARLESTON WY 25311

us us
[ Lina Comm Ln Desc - Qy " Uni issue ~ UnitPrice” Total Price
& Additional Prafessional Sarvices 0.00600 HOUR

~ Support Hours - -

{Comm Cods Manufacturer Specication B Model #

B1111567

Extandad Deacription : o

Additional Prafessional Servieas Support Hours
[SCHEDULE OF EVENTS YR — |
Ling Evant SypniOnte

1 Cuastnn Bubmission Deadiing @) 1000 AM2017-01-13

Page: 4

-—— . - - e e e e e
Page 16
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Doeumett Phage Documant Dazcription Paga s
PHR1700000002 Draft Praseription Manitori

ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions
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ADDENBIJM ACKYBWLEDGEMENT FDRM

RxBatafrack

CSAPP

Corraten wm-ﬁ-m-a

Failure to acknowledge addenda may rﬁuh in bid duqmlllimm

Acknowledgment: [ hereby acknowledge receipt of the following addenda and have made the
necessary revisions (o my proposal, plans end'or specification, eic.

{Ch:dc the lm m:xt 0 u:h ﬂendum received)

(3 Addendum No. |
| 1 Addendum No.2
[ ] Addendum No.3
I 1 Addendum No.d

{ 1 Addendum No.$5

|
(
[
[
[

]
}
]
]
]

Addershon No. &

Addendurn Ne. §

Addendum No. 9

Addendum No. 10

1 understand that failuse to confirm the receipt of addenda may be cause for rejection of this bid. 1
further understand that that any verhel representation made or zssurned o be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by &n official addendum is binding.

M abartach Corp

Compeny

Authorized Signanme

Mazek, 2F 207

Date

NOTE: This addendom acknowledgement should be subwnitted with the bid to expadite docimment processing.
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SPECIFICATIONS

1. PURPOSE AND SCOPE: The West Virginia Purchasing Division is soliciting bids on
behalf of the West Virginia Board of Pharmacy (WVBOP) to establish a one-time contract
for a Prescription Monitoring Program.

The database and all of the data in the database shall belong to WVBOP

2. DEFINITIONS: The terms listed below shall have the meanings assigned to them below.
Additional definitions can be found in Section 2 of the General Terms and Conditions.

2.1 "Contract Services" means Use and Support for Prescription Monitoring Software
as more fully described in these specifications.

2.2 "Pricing Page" means the pages, contained WVOASIS or attached hereto as
Exhibit A, upon which Vendor should list its proposed price for the Contract
Services.

2.3 "Solicitation" means the official notice of an opportunity to supply the State with
goods or services that is published by the Purchasing Division.

2.4 "DEA" means Drug Enforcement Administration

2.5 "NDC" means National DrugCode

2.6 "NPI" means National Provider Identifier

2.7 "PMP" means Prescription Monitoring Program

2.8 "PMPi" means Prescription Monitoring Program Interconnect

2.9 "Schedule 11, HI and I'V Controlled Substances' means drugs, substances or
immediate precursors listed in the Chapter 60A WV Controlled Substances Act

2.10 "ASAP" means American Society for Automation inPharmacy

2.11 CSAPP/RxDataTrack (Controlled Substance Automated Prescription Program) means
the Prescription Monitoring Program and the system software.

Mahantech Corporation Page 19



RxDatalrack

CSAPP
West Virginia Board of Pharmacy Prescription Monitoring Program TR
CRFQ 0913 PHB1700000002
3. QUALIFICATIONS:

3.1 Mahantech Corporation has provided a comprehensive large scale prescription monitoring
program for the state of West Virginia PMP, continuously for period of twelve years
(since 2005) prior to the date of this Solicitation.

3.2 Mahantech Corporation, as part of its pmp/software product CSAPP/RxDataTrack,
maintains a copy of PMPi Interconnect v4 providing a current connection to the multi-state
PMP data sharing hub PMP Interconnect.

3.3 Mahantech Corporation’s CSAPP/RxDataTrack has the ability to perform multi-state PMP
data query and retrieval, to include (at a minimum) the states of Virginia, Ohio, Kentucky,
Maryland, Pennsylvania, Connecticut, Indiana, Arizona, Nevada, Kansas, Massachusetts,
New York, Colorado, South Carolina, Rhode Island, North Dakota, Minnesota and New
Mexico.

4 DELIVERABLES: Mahantech will meet all of the above qualifications and will provide a WV
PMP system that provides all of the stated requirements.

5 MANDATORY REQUIREMENTS

5.1 Mandatory Contract Services Requirements and Deliverables: Contract Services
must meet or exceed the mandatory requirements listedbelow.

5.1.1. PRESCRIPTION MONITORING SOFTWARE AND SERVICES

GENERAL

5.1.1.1 CSAPP/RxDataTrack is web-based (no dedicated client-side component) with
graphical Internet interfaces for all users and browser agnostic to include standard
browsers.

5.1.1.2 CSAPP/RxDataTrack will provide

i) database management,

Mahantech will provide database management for the current (nineteen) and future
databases that may be added as part of this contract.

ii). hosting of the database(s) in a dedicated data center

The hosting will be at a dedicated Data Center with all complementing features:
Redundant commercial power feeds

Dual Battery backup banks

Multiple Megawatt backup diesel generators

Separate fire detection zones coupled with Halon fire suppression

HIPAA, PCI, ISO 27001, SOC compliant (FISMA pending)

Multiple telecommunication service providers with diverse paths into DC1
iii).collection and loading of data

Mahantech will collect and load data from Dispensers both in and out of state as required
iv). provide access for authorized users

Mahantech will provide access for authorized users.
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5.1.1.3. CSAPP/RxDataTrack website will provide a homepage in collaboration with
WVBOP to brand with West Virginia Board of Pharmacy information with the ability for
their staff to update and modify elements of the page with changing relevant

information.

5.1.1.4. CSAPP/RxDataTrack does / will not use Pop-up windows to communicate
information or messages.

5.1.1.5. CSAPP/RxDataTrack is able to auto-fill and auto-populate NDC and DEA
related data.

5.1.1.6. CSAPP/RxDataTrack will ensure name fields are in proper upper/lower case.

5.1.1.7. Mahantech will provide comprehensive user's manuals, documenting database
structure, relationships between tables and database dictionary. Manual includes
instructions for all administrative functions (e.g. user management, password
management, role/profile management, etc.).

5.1.1.8. CSAPP/RxDataTrack permits administrators to assign user level permissions.

5.1.1.9. CSAPP/RxDataTrack shall permit administrators to create their own ad-hoc
reports, to include ability to map and graph data based on any fields within data sets.

5.1.1.10 CSAPP/RxDataTrack has online registration for users. At the conclusion of the
registration process, users will have the option to choose the method of supporting
documentation submission to include ability to upload related documents.

5.1.1.11 CSAPP/RxDataTrack has capabilities to utilize data from DEA for license
verifications.

5.1.1.12 CSAPP/RxDataTrack shall provide support and maintenance for all PMP user
accounts.

5.1.1.13 CSAPP/RxDataTrack shall support and maintenance of connections to the PMPi
interstate data sharing hub, including adding new states as needed and maintaining any
PMPi version updates/modifications.

5.1.1.14 We will make our best effort to interface with data from WVBOP license
registrations and other licensing boards (license verifications) as required. However,
this is dependent upon receiving more detailed information regarding the WVBOP
license registration product after the award of solicitation PHB 1700000004 which is
currently in procurement for the Board of Pharmacy. Similarly, for a license
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registration system of other licensing boards, more detail concerning the registration
systems of the other licensing Boards (not detailed in this RFQ) would be required.
Once we have received details such as their functionality, interface and data structure,
we can better determine level of effort and cost to meet this requirement.

USER ACCOUNTS
5.1.1.15 Each user account has/will have a unique user id/password combination.

5.1.1.16 Email verification is/will be performed during registration.
5.1.1.17 Security questions are/will be selected from a list by users.

5.1.1.18 Passwords do/will expire on scheduled intervals. This schedule is set /changed at
the request of BOP.

5.1.1.19 Change password opportunity is/will be available for users to change their
password at each logon.

5.1.1.20 The system has/will have an automatic expiration of password with prior
warning. A notice appears with a countdown upon login.

5.1.1.21 A notification of password expiration is displayed with number of days until
password expires is displayed upon User login.

5.1.1.22 Self-service password reset is/will be available for users who successfully
answer pre- set security questions or email a link to reset password is available.

5.1.1.23 The system currently locks / will lock out after three failed login attempts. The
Board of Pharmacy administration has the ability to lock account with email notification
for reporting and unlocking ability. The board can also review all locked accounts at any
time to view reason for lock-out.

5.1.1.24 CSAPP/RxDataTrack tracks, records and times out illegal attempts at system
access. A full audit trail is recorded and saved.

5.1.1.25 User access is/will be controlled by the role(s) assigned to the user.

5.1.1.26 Users are able to save and print a confirmation certificate to demonstrate that
they have an active CSMP account. This certificate details Name, DEA number, License
Number, Date of Enrolment with CSAPP/RxDataTrack, Account Active/Non Active,
Issue Date of certificate. Users are able to print or save an electronic copy of the
certificate.

Mahantech Corporation Page 22



RxDetalrack

CSAPP

Cortrvie Subsinon Autsrarws
s Pzgam

West Virginia Board of Pharmacy Prescription Monitoring Program
CRFQ 0913 PHB1700000002

SECURITY TO INCLUDE THE FOLLOWING
5.1.1.27 All network traffic is currently / will be encrypted using SSL or stronger.

5.1.1.28 CSAPP/RxDataTrack does not use proprietary encryption techniques.

5.1.1.29 The standard for exchange of data within CSAPP/RxDataTrack is a secure
hypertext transport protocol or https.

5.1.1.30 CSAPP/RxDataTrack identifies and logs attempted illegal accesses at place of
occurrence and at system level.

5.1.1.31 CSAPP/RxDataTrack maintains transaction log (including edits and deletions)
for the entire system.

5.1.1.32 CSAPP/RxDataTrack maintains a system access (log in/out history by client,
server and database locations) with time stamp.

5.1.1.33 CSAPP/RxDataTrack has the ability to limit access to a minimum of these levels
(Screens, Reports, Applications, Menus, Fields).

WORK FLOW TOOLS

5.1.1.34 CSAPP/RxDataTrack currently permits / shall permit WVBOP administrators to
generate e-mails, alerts and labels, to notify users about timelines, flags, workflow, tasks
or other information.

5.1.1.35 WVBOP administrators are able to select recipients of notifications by user type.

5.1.1.36 CSAPP/RxDataTrack shall have the ability to track tasks, notifications, flags and
any other workflow data, including to scheduled start date, scheduled end date and who
received notices and will meet the requirements clarified under Technical Question 1
response detailed in the following.

Technical Question 1 Response: The intent of 5.1.1.36 is for the state to have a record of
the activities mentioned in 5.1.1.34 and 5.1.1.35. Examples of which would be:

o Ifthe state sent out a report or alert to a system user(s), they would be able to
track the report, its recipient(s) and dates involved.

o Ability to track system notices sent to users, such as scheduled maintenance,
updates or other information.

o Ifthe state sent out a notice or information to a specific group or user type, they
would be able to track the notice, the recipient group and dates involved.
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SYSTEM DESIGN

5.1.1.37 CSAPP/RxDataTrack shall have editing, coding, and validation routines to
minimize data entry errors and enforce data entry consistency (e.g. pick-lists, drop-down
boxes, or other easy-to-use options to assist users in correctly entering data). This utilizes
a proprietary add-on software for manual data entry and reporting, RxDataFlow. In
addition to the standard data entry, it maintains its own dataset to pre populate manual
data submissions reducing the repetitive user specific data and the number of keystrokes
necessary to submit a manual report. This potentially also allows for non-DEA certified
entities to report other required substances such as Naloxone products, to include regional
agencies and first responders.

5.1.1.38 CSAPP/RxDataTrack has a consistent look/feel (for navigation and use) among
the modules within system.

5.1.1.39 CSAPP/RxDataTrack accommodates at least ten thousand (10,000) queries per
day and is scalable for future demand without system performance degradation.

5.1.2 CONTRACTUAL REQUIREMENTS

DATA COLLECTION FROM DISPENSERS

5.1.2.1 Data shall be collected by the Mahantech Corporation in the ASAP 4.2 format, or
latest approved version, established by the American Society for Automation in
Pharmacy in its ASAP Rules Based Implementation Guide for Prescription Monitoring
Programs. Mahantech Corporation shall be able to receive the electronic data from
dispensers via secure email, Secure FTP, Virtual Private Network (VPN), SSL Website
and any other agreed upon media.

5.1.2.2 Mahantech Corporation shall prepare and provide to all users any instructions
needed to comply with the reporting requirements, including technical assistance.
WVBOP reserves the right to review and approve any communication prior to it being
distributed to dispensers. WVBOP will provide the Mahantech with a list of dispensers
required to report, which will include the dispensers' names and addresses. There are
approximately 1,500 dispensers that may be required to report to the program. The
composition of the dispensers currently includes approximately 700 in-state pharmacies,
600 out-of-state pharmacies and approximately 200 dispensing physicians.

5.1.2.3 Mahantech Corporation shall collect prescription data from all dispensers for
Schedule I1, TIT and IV Controlled Substances, as well as any other products required by
the WVBOP, such as opioid antagonists or other substances required by West Virginia
State law.

5.1.2.4 Mahantech Corporation shall collect all prescription data from all dispensers at
least daily. Mahantech Corporation shall document receipt of each data transmission from
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a dispenser, and provide acknowledgement to the dispenser of receipt of data
transmission.

5.1.2.5 Mahantech Corporation is able to receive electronic prescription information
transmitted directly from dispensers, seven (7) days a week, and twenty-four (24) hours
per day, three hundred sixty-five (365) days per year.

5.1.2.6 Mahantech Corporation shall accept a report of no (or zero) prescriptions issued
in a given time period and generate and deliver a report of those submissions

5.1.2.7 Dispensers under common ownership are permitted to submit their data in a
single, joint transmission, provided each dispenser is clearly identified for each
prescription dispensed. Mahantech Corporation is responsible for monitoring that each
dispenser has submitted data on the required schedule, and for notifying both the
dispenser and WVBOP of any failure to submit.

5.1.2.8 Mahantech Corporation shall perform data checks to ensure that the data
submitted is accurate and complete. Mahantech Corporation will ensure the presence of
data in 100% of the patient name and address, and date filled fields, and in 97% of the
other required fields, and that data in all required fields are valid, e.g., the dispensing date
must be greater than the date of birth but less than or on the current date.

5.1.2.9 If a data file submitted by a dispenser does not meet the established threshold for
accuracy and completeness of data, Mahantech Corporation shall be responsible for
notifying the dispenser, specifying the problem with the data, and ensuring that the data is
corrected and resubmitted by the dispenser. If the data is not corrected and returned by
any WVBOP established deadline, Mahantech shall report this to WVBOP.

5.1.2.10 Mahantech shall allow dispensers to submit corrected data and display the
corrected data with a notice that the data has been corrected.

5.1.2.11Mahantech shall provide a method for WVBOP staff to produce reports, on
demand or scheduled, displaying information about all uploads by a dispenser, including
contact information for each dispenser and the reported date ranges of the submission.

5.1.2.12Mahantech Corporation shall provide a method for WVBOP staff to sort and
view the upload history of a dispenser by timeframe, number of prescription errors, zero
reports filed, late submissions and trends.

5.1.2.13 Mahantech Corporation shall convert and store the most recent five (5) years of
data from the current PMP system, maintained by Mahantech Corporation.

5.1.2.14 Data collected from the dispensers shall include for each prescription submitted,
the following information, at a minimum:
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General Reporting Requirements

a. Dispenser Information
. DEA registration number
. Name
. Full address, including, city, state and zip code
b. Patient Information;
. Last name
. First name
. Full Address, including city, state and zip code
. Date of birth
. Gender
. Identification number (if available)
c. Person Picking Up (if different than patient) Information
. Last name
. First name
. Full Address, including city, state and zip code
. Date of birth
. Gender
. Identification number (if available)
d. Prescription Information
. Prescription number
. Date the prescription was written by prescriber
. Refills authorized
. Date the prescription was dispensed
. Refill number
. NOC code for drug dispensed
. Metric quantity dispensed
. Estimated days' supply
. Method of payment (classification for payment type)
e. Prescriber Information
. DEA registration number
. Name
. Full address, including, city, state and zip code
DATABASE MANAGEMENT

5.1.2.15 Mahantech Corporation shall be responsible for hosting the PMP database,
and shall collect and load data into the database, which will reside with the Mahantech
Corporation on its servers, within their own secure environment, and must reside in the
contiguous 48 states of the US. The database and all of the data in the database shall
belong to WVBOP.

Under the new PMP host model for the Board of Pharmacy, we shall move the existing
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nineteen operational databases (with their corresponding 15,000+ datasets) that comprise
CSAPP/RxDataTrack from the current state data center to our secure hosting facility in a
designated data center where it will be managed by Mahantech Corporation.

We shall relocate our Corporate Data Center IT support services in a collocation
environment with our partner Alpha Technologies LLC. Alpha Technologies is a West
Virginia Service Disabled Veteran Owned Small Business located in South
Charleston, WV. This data center already supports a number of West Virginia corporate
and West Virginia state entities plus large national contracts. The details of clients are
confidential but do include large hospital groups.

This Data Center is perfectly suited to our response to the RFQ, in particular as the only
HIPAA certified data center in West Virginia, to best meet the requirements of both the
State of West Virginia and the West Virginia Board of Pharmacy:

Comprising an 80,000 sq ft data center
Redundant commercial power feeds supplied by four diverse power supplies,
Backup up power including diverse battery systems and multiple megawatt
generators
Cooling is provided by 3 diverse chillers

° Internet connectivity will be provided by multiple providers via a load balanced
connection. So if one provider has an issue the service itself will remain
unchanged as the other providers will assume the load and keep the connection
up and working.

. Multiple telecommunication service providers with diverse paths into DC1

o Separate fire detection zones coupled with Halon fire suppression and dry-pipe
water system

. The only data center in West Virginia with the following

certifications/accreditations:
HIPAA- HiTech
PCI -DSS
SSAEl6
SOC 172
1S027001
FISMA

LEED certification pending

5.1.2.16 Mahantech Corporation shall be responsible for maintaining system hardware
and software that will be used by Mahantech Corporation and WVBOP for data
collection, access and reporting, for the life of the Contract Services.

5.1.2.17 Mahantech Corporation shall be responsible for updating CSAPP/RxDataTrack
due to changes in security standards, changes is State IT requirements, or changes in
State legislation, at no cost to the State.

5.1.2.18Mahantech Corporation shall have a help desk located in a call center and
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provide a toll-free number and email address by which dispensers or other users may
contact Mahantech Corporation to resolve problems, assist with registration and receive
information concerning data transmission and access. The toll-free number shall be
staffed to provide assistance seven days a week, and twenty-four hours per day, three
hundred sixty-five (365) days per year.

5.1.2.19 Conversion of Drug Enforcement Agency (DEA) registration numbers: When a
dispenser reports to CSAPP/RxDataTrack, the DEA registration numbers of the
prescriber and dispenser are reported. CSAPP/RxDataTrack is able to convert the DEA
registration numbers to prescriber and dispenser name, address and registered schedules.
Mabhantech Corporation shall maintain a current reference source of DEA numbers for
conversion, and also make that information available to WVBOP staff.

5.1.2.20 Conversion of NOC (National Drug Code) numbers: CSAPP/RxDataTrack is
able to convert NOC numbers to drug, name, strength, controlled substance schedule and
dosage form (to include compounds), both at the point of data import and also
retrospectively upon receiving NOC number updates. Mahantech Corporation shall
maintain a current reference source of NDC numbers for conversion, and also make that
information available to WVBOP staff.

5.1.2.21 Conversion of NPI (National Provider Identifier) numbers:
CSAPP/RxDataTrack (The PMP) is able to convert NPI numbers to prescriber or
dispenser name and address when NPI number is supplied. Mahantech Corporation will
maintain a current reference source of NPI numbers for conversion, and also make that
information available to WVBOP staff.

5.1.2.22 CSAPP/RxDataTrack shall provide data access and data management
capabilities, integrated with data mining for ease of data analysis.

5.1.2.23 CSAPP/RxDataTrack shall group recipients with different variations of their
first name, last name, street address, birth date, or zip code so that when a search is
performed for a recipient all matching records will simultaneously display (clustering).

5.1.2.24 Mahantech Corporation shall maintain the information in the database for five
(5) years, rolling monthly, and be made available to all system users. All information
more than five (5) years old shall be deleted from the database by Mahantech
Corporation.

5.1.2.25 Mahantech Corporation shall provide WVBOP with a copy of the current PMP
data set if requested. Data exchange will be by secure FTP or web services or as mutually
agreed upon by both parties.

5.1.2.26 Mahantech Corporation shall provide system tools for the query of relational or
multi-dimensional data that supports a broad range of search criteria.

Mahantech Corporation Page 28



West Virginia Board of Pharmacy Prescription Monitoring Program
CRFQ 0913 PHB1700000002

5.1.2.27 Mahantech Corporation shall provide system tools that will assist in the
identification of illegal or unprofessional activities as identified by WVBOP.

5.1.2.28 Mahantech Corporation shall provide the capability for geocoding of patient,
prescriber and dispenser locations to enable geographic analysis of the relationships to
identify potential criminal activity, abuse or trending. Displayable on a map, WVBOP
shall be able to see the relationship between the patient’s address, the prescriber’s
location and the dispenser’s location.

SECURE WEB SERVICES

5.1.2.29 Mahantech Corporation will provide a system that is able to meet current
demand and scalable to meet future demand to successfully manage this program, to keep
response times to a minimum, and to provide continuous, twenty-four (24) hours a day,
access to authorized users.

5.1.2.30 Mahantech Corporation will provide an online registration process to enroll
prospective users. CSAPP/RxDataTrack will allow WVBOP to authenticate user
registrations before providing login accounts. User types will include prescribers,
dispensers, dispensing prescribers, professional licensing boards, law enforcement, Office
of the Chief Medical Examiner, Bureau for Medical Services, WVBOP administrative
staff, user delegates and others as defined by WVBOP staff.

5.1.2.31 Registered users roles and related account information will be able to be
modified by WVBOP staff. These include email, license numbers and expirations, NPI
numbers and user address.

5.1.2.32 Mahantech Corporation shall migrate /transfer existing user/delegate accounts
to CSAPP/RxDataTrack including user specific information (Currently approximately
10,000 users) to the new system at the new data center location. No data conversion will
be necessary. Additional user information can/will also be collected when users initially
logon to the new system if requested by WVBOP.

5.1.2.33 CSAPP/RxDataTrack will meet or exceed the privacy and security standards of
the Health Insurance Portability and Accountability Act of 1996 (HIPAA). Mahantech
Corporation is willing to sign a Business Associate Addendum ("Exhibit B") in
accordance with HIPAA privacy and security standards. This Addendum is made part of
the Agreement ("Agreement") by and between the State of West Virginia ("Agency") and
the Business Associate ("Associate"), and is in effect as of the date of the execution of
this Agreement. This will be signed by Mahantech Corporation and returned with
Mahantech Corporation's submitted bid. This will be required prior to award of contract.

5.1.2.34 Mahantech Corporation as part of its system/software CSAPP/RxDataTrack
will provide WVBOP the required role based user accounts. At a minimum, this would
include an administrator level for WVBOP staff, a level appropriate for
dispensers/prescribers, a level appropriate for law enforcement a level for other users and
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a level for all delegate users. User roles can be created and modified as needed by
WVBORP staff.

5.1.2.35 CSAPP/RxDataTrack permits multiple users to be on CSAPP/RxDataTrack and
in the same applications at the same time.

5.1.2.36CSAPP/RxDataTrack permits a registered user to request and receive
information, including automatic reports, via the Internet. The user would automatically
receive the report without intervention by WVBOP staff. This enables users to access
CSAPP/RxDataTrack twenty-four (24) hours a day/seven (7) days a week/three hundred
sixty-five (365) days a year.

5.1.2.37 CSAPP/RxDataTrack provides the capability for WVBOP to have the ability to
communicate information of interest to registered users of the web-based program
through broadcast alerts, emails and an information section on the home page. The
registered users shall be classed under specific role types and information may be sent to
specific groups of system users based on that role type.

5.1.2.38 CSAPP/RxDataTrack provides the capability to support account documentation
necessary for registration with upload capabilities to ensure completion of submittal
requirements. At the conclusion of the registration process, users will have the option to
choose the method of supporting documentation submission. This will be to submit an
electronic copy with the completed registration, or to email after completion or to fax.

5.1.2.39 CSAPP/RxDataTrack provides the capability for account management to include
delegate responsibilities. The system will permit a registered master account user to
establish/deactivate delegate subaccounts, and further, provide a mechanism for the user
to monitor CSAPP/RxDataTrack activity of those delegates online and through a
reporting mechanism.

5.1.2.40 CSAPP/RxDataTrack provides the capability for Master account holders to be
limited to the number of delegates allowed. WVBOP administrators can select the
number of delegates for master accounts, ranging from zero to two hundred (200).
Delegates may be linked to more than one master account holder. If the delegate is
associated with more than one master account holder, the delegate is provided with a list
from which to select the master account holder for whom the query is performed.

5.1.2.41 CSAPP/RxDataTrack will provide WVBOP at least three different types of
Online Registration to meet their requirement:

a. Minimum fields for Practitioner/Delegate On-line Registration
. First Name, Middle Name, Last Name
. Date of Birth
. Last 4 Digits of SSN
. Role Type (drop down box)
. Professional License Number (if applicable)
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. Professional License State (if applicable)
. DEA number (if applicable)
. NPI (if applicable)
. Specialty Type (drop down box)
. Facility Practice Name
. Mailing Address
. City, State, County & Zip Code
. Phone number « Email Address
. Fax
. Security Question
. Security Answer
b. Minimum fields for Law Enforcement On-line Registration
. First Name, Middle Name, Last Name
. Job Title/Rank
. Role Type (drop down box)
. Badge or Agency ID Number
. Driver's License number and State
. Date of Birth
. Agency Name
. Office Location Street Address
. City, County, State, Zip
. Area code and office telephone number
. Area code and cell number
. Area code and fax number
. Email address
. Supervisor's First Name, Last Name
. Supervisor’s Phone number
. Supervisor’s Email Address
. Security Question
. Security Answer
c. Minimum fields for Other On-line Registration
. First Name, Middle Name, Last Name
. Job Title
. Role Type (drop down box)
. Driver's License number and State
. Date of Birth
. Agency Name
. Office Location Street Address
. City, County, State, Zip
. Area code and office telephone number
. Area code and cell number

. Area code and fax number
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. Email address

. Supervisor's First Name, Last Name

. Supervisor’s Phone number

. Supervisor’s Email Address

. Security Question

. Security Answer

DATA SECURITY AND CONFIDENTIALITY

5.1.2.42 Mahantech Corporation shall comply with Federal, State of West Virginia and
WVBOP privacy and security laws, regulations and rules.

5.1.2.43 Mahantech Corporation shall be willing to provide the results of a third-party,
privacy and security assessment or be willing to complete a State provided privacy and
security self-assessment.

5.1.2.44 Mahantech Corporation shall be willing to attest to a completed, annual risk
analysis, in accordance with the HIPAA Security Rule.

5.1.2.45 The maintenance and electronic transmission of patient records must be Health
Insurance Portability and Accountability Act (HIPAA) compliant per Exhibit "B". This
has been signed by Mahantech Corporation and returned with the submitted bid.

5.1.2.46 Mahantech Corporation shall have a system disaster recovery plan for data in the
event the program is unavailable due to human error, equipment failure or a natural
disaster. Upon award/ implementation, a full disaster recovery plan will be submitted to
WVBOP.

5.1.2.47 For any breach or suspected breach of security of the collected data, Mahantech
Corporation shall notify WVBOP staff as soon as possible by telephone or e-mail, and

also:

° Conduct an investigation,

° Confiscate and secure any evidence in conjunction with any such occurrences,

° Provide WVBOP with a written report of the investigation within three (3)
business days of first learning of the breach.

° Subsequently supply a written report within 7 business days outlining the impact

of the breach and the steps taken to correct the situation and prevent future breaches, and
time frame for completion. Assist WVBOP, including testifying, in any proceedings or
hearings, which may be undertaken for any security violation.

QUERIES AND REPORTS

5.1.2.48 CSAPP/RxDataTrack provides the capability for data that has passed the checks
for accuracy and completeness will be accessible by WVBOP as soon as possible after
submission and, at most, no more than one (1) calendar day after submission.
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CSAPP/RxDataTrack does operate in real time and currently has some dispensers
reporting in real time.

5.1.2.49 Mahantech Corporation shall prepare reports for WVBOP at least monthly
identifying dispensers that have not submitted a required report and dispensers that
submitted a report but the report was rejected.

5.1.2.50 CSAPP/RxDataTrack will allow WVBOP administrators to search, correlate,
query, and match user activity logs, to provide an audit trail for each user's system logins,
reports and requests.

5.1.2.51 CSAPP/RxDataTrack shall create three (3) basic queries, in the following

format.

Patient (recipient) query, to include patient name and date of birth, drug
name and schedule, date filled, quantity and days’ supply, Morphine
Equivalent Daily Dose, method of payment and dispenser and prescriber
name, DEA # and address;

Prescriber query, to include prescriber name and address, patient name
and date of birth, drug name and schedule, date prescribed and filled, and
pharmacy name and address; and,

Dispenser query, to include dispenser name and address, patient name
and date of birth, drug name and schedule, date filled, quantity and days’
supply, method of payment and prescriber name and address.

5.1.2.52 CSAPP/RxDataTrack shall include the following reporting:

a.

Top Ranking Reports (Summary by total and by each county monthly)

Top Prescribers of Controlled Substances by schedule, class and
combinations

Top Dispensers of controlled substances by schedule, class and
combinations

Top household addresses receiving controlled substances

Top recipients of Controlled substances by schedule, class and
combinations

Recipients using most different pharmacies®

Recipients using most different prescribers*

Top controlled substances by generic name

Top drug usage by therapeutic class

Top drug usage by NDC

*able to change variables

Trend Review Reports (Summary by total and by each county monthly)
RxCount.

Total Quantity.

Total Days Supply.
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e Misc. Reports.

e Total Number of queries by role user by month.

¢ Total number of users per role per month.

e Recipients exceeding a certain MED/MME per user defined date range.

e Prescribers and dispensers whose patients exceed a certain MEDD/MME
per user defined date range.

Technical Question 2 answer relating to 5.1.2.52 (b): Yes, the Misc Reports listed
in 5.1.2.51 (b) would be the same as an ad-hoc report.

5.1.2.53 Users shall be able to view reports, print reports and save reports in PDF, Excel
and other formats.

5.1.2.54 WVBOP will have the option to request at no charge ad hoc reports as
necessary, not to exceed 15 per contract year.

5.1.2.55 Mahantech Corporation shall provide reporting for research or education;
provided that data elements that would reasonably identify a specific recipient, prescriber
or dispenser must be deleted or redacted from such information prior to disclosure.
Release of the information only may be made pursuant to a written agreement between
the requestor and the WVBOP in order to ensure compliance.

5.1.2.56 Mahantech Corporation shall provide at no charge, copies of any portion of the
data set to the WVBOP as needed, including de-identified data.

5.1.2.57 CSAPP/RxDataTrack shall have the ability to perform multi state query and
retrieval into a collated report.

5.1.2.58 CSAPP/RxDataTrack shall identify the number of registered user requests made
by user type, and provide complete audit report capabilities for individual users on
demand.

5.1.2.59 CSAPP/ RxDataTrack will enable WVBOP to perform ad hoc queries to respond
to requests from other states' primary monitoring authorities, to respond to lawful court
orders and for statistical, research or educational purposes. Since these queries and
reports may vary in substance, an ad hoc query and reporting function will be an essential
aspect of CSAPP/RxDataTrack.

5.1.2.60 CSAPP/ RxDataTrack will have the capability to produce automatic patient
threshold reports. Criteria may consist of number of prescriptions dispensed, number of
prescribers used, number of pharmacies used and Morphine Equivalent Daily Dose, in a
designated time period. These criteria can be modified by WVBOP staff. Under the
current contract the system provides 150 reports including multiple ad hoc covering all
areas to include patients, dispensers, prescribers and prescriptions.
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5.1.2.61 WVBOP requires a threshold report template designed by Mahantech
Corporation that would enable WVBOP to change the parameters, independent from
Mahantech Corporation, for producing automatic threshold reports. Mahantech
Corporation will assist in defining threshold criteria and then providing a report template.

5.1.2.62 CSAPP/RxDataTrack provides the capability for Prescribers to have the ability
to run a report of prescriptions issued under their DEA number as the prescriber (Self-
Report). Currently limited to past three months at the request of WVBOP.

5.1.2.63CSAPP/ RxDataTrack will be able to provide prescriber users with unsolicited
reports of their prescribing history and behavior (Prescriber Report Cards). These reports
will include comparisons of the prescriber's behavior to others of the same specialty. The
reports will also summarize patient and prescription volumes, as well as PMP usage. The
reports will be provided at least quarterly.

5.1.2.64 CSAPP/RxDataTrack shall enable WVBOP administrators to create unsolicited
reports for practitioners and dispensers based on specific thresholds. The reports may be
shared via a secure website, delivered via secure email or printed for delivery via US
mail.

5.1.2.65 Reports will be available to verify supervisor/subordinate relationship.

5.1.2.66 CSAPP/RxDataTrack currently and shall provide WVBOP staff the ability to
deactivate and lock user accounts that are no longer authorized to access CSAPP/
RxDataTrack for any reason.

DATA RECEIPT AND RECORDS

5.1.2.67 Mahantech Corporation shall document receipt of each data transmission from a
dispenser. All documentation shall be retained by Mahantech Corporation for five (5)
years. All data more than five (5) years old shall be purged. Upon request by WVBOP, or
six (6) months prior to the expiration of this Contract, Mahantech Corporation shall
provide to WVBOP a written turnover plan designed to ensure a smooth turnover of data.
Mahantech shall take all reasonable action to provide a minimally disruptive turnover.

5.1.2.68 At no additional cost to WVBOP, Mahantech Corporation shall provide to
WVBOP all electronic and paper files, including data and historical files, at Contract end.
This information should include but is not limited to procedures, training manuals, and
instructions. The software used to access and view these files shall not be proprietary and
shall not in any manner preclude access to the files by WVBOP. WVBOP reserves the
right to transfer all data, desk procedures, i.e., any information that would be required to
use the program, such as passwords, training materials and system instructions to any
future vendors.

5.1.2.69 Mahantech Corporation shall create and maintain electronic copies of all
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correspondence. Each document shall be identified and referenced to a specific request
ID in a manner that will facilitate case reviews or appeals. Mahantech Corporation shall
also assure that the correspondence and written notifications can be accessed in real time
by WVBOP. At the conclusion of the contract, Mahantech Corporation shall transfer to
WVBORP all correspondence and notifications in a format that can be read by a standard
document manager with text search capabilities (for example .pdf format) specified in
advance by WVBOP. Mahantech Corporation shall also transfer in electronic form all
pertinent desk procedures, training manuals, letter templates, and instructions.

5.1.2.70 Mahantech Corporation will include in their bid the cost of optional Annual
renewals through year four (4). This optional Annual renewal will be initiated by agency
request agreed to by Mahantech Corporation and processed as a Change Order authorized
as issued by the West Virginia Purchasing Division.

6. CONTRACT SCHEDULE: Contract shall be completed within ninety (90) calendar days from
the issuance of the written Notice to Proceed.

6.1 Mahantech Corporation representatives and Agency shall meet at the Agency's premises within 15
calendar days after issuance of purchase order to discuss pre-installation activitics as well as the actual
installation, and to agree on an installation date.

6.2 Agency will not formally accept CSAPP/RxDataTrack until the System has operated without failure
for thirty (30) consecutive days. The Agency will issue a request for Change Order to the West Virginia
Purchasing Division stating acceptance of CSAPP/RxDataTrack thereby beginning the first (1) year
warranty. Future requests for warranty and maintenance will be based on these dates.

The formal acceptance will necessitate the following:

Transition Plan / “Risk” Mitigation

Our solution to this challenge:
Should Mahantech Corporation be selected and given the notice to proceed under this RFQ, Mahantech
Corporation will:

e To operate parallel systems during the 30 to 90 day pre-approval testing phase prior to formal
acceptance. The goal to maintain receipt of dynamic data plus user access without any
interruption during both test period and ultimately during the transition to new system and new
data location. To achieve this we intend to use our data center as an additional data back- up
center and use this to show a fully operational system operating for thirty days, without
compromising the integrity of the production databases. After the proven testing phase, it is then
a straight forward process to transition the users and data to our data center since there is no data
conversion or data re-structuring for the 19 databases and the 15,000+ datasets in the current
system or 50 million active records currently in production. There will be no interruption in data
flow or access;
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e Mahantech Corporation will offer, if selected under this contract award, dual-licensing to the
state. We will allow the state government of West Virginia 90 days use of our proprietary
software after the current contract expires to be used, if necessary, in the state data center to
facilitate ease of transition from the old to the new data location and new system;

e During the critical change over period from post-acceptance to fully operational system, we will
provide assistance to the Board of Pharmacy as it coordinates the use of a new website name with
its constituents /users and to inform all Pharmacies, Dispensing Prescribers and reporting entities
that data needs to be re-directed to the new IP address of the data center commencing on a
predetermined date;

¢ During the critical change over period from post-acceptance to a fully operational system, we will
provide assistance to the Board of Pharmacy as it communicates the use of a new contract with its
prescriber, dispenser, law enforcement, state boards and other constituents/users that a new
domain /website will be used commencing on a predetermined operational date;

e Move all operational and communication email accounts from .gov to the new domain;
e Mahantech’s operational and transition teams and data center are all local to Charleston, W.V.

¢ Mahantech Corporation stands ready to immediately standup the parallel system and databases
under this contract for the test phase in our data center. Upon notice to proceed, we can run in
parallel for 30 days and if requested can start by June 1% if selected;

e  QOur past experience in managing the PMP for WVBOP prior to it being moved to the State Data
Center plus our knowledge in assisting the migration to the State’s Data Center will prove
invaluable in this contract;

e The additional bonus of software refreshes will mean that new features not offered under the
existing contract will add enhancements to functionality and efficiency. For example, the new
SQL upgrade will add encryption to increase security; and

s Since there are low to no transition issues / risks that can be anticipated, we have reflected the
same in our pricing with no data conversion, user conversion or data migration costs.

Mahantech is ready to immediately standup the system and databases under this contract

6.3 Until Contract expiration and/or termination, or as soon as possible, Mahantech Corporation shall
work jointly with the WVBOP and any subsequent Vendor during the conversion and system startup, to
ensure a smooth transition and changeover, prior to releasing Mahantech Corporation's Performance
Bond.
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7. CONTRACT AWARD:
7.1 Contract Award: The Contract is intended to provide the Agency with a purchase price
for the Contract Services. The Contract shall be awarded to the Vendor that provides the Contract
Services meeting the required specifications for the lowest overall total cost as shown on the

Pricing Pages.

Vendor should provide with their bid a copy of any Software Terms and Conditions or Licenses
that the State of West Virginia or the Agency will be required to agree or accept as a part of this
solicitation. This information will be required before Purchase Order is issued.

Vendor should provide with their bid a copy of Maintenance Terms and Conditions or Licenses
that the State of West Virginia or the Agency will be required to agree or accept as a part of this
solicitation. This information will be required before Purchase Order is issued.

7.2 Pricing Page: Vendor should complete the Exhibit "A" Pricing Page by adding Unit
Price and multiplying by Quantity to equal Extended Cost. Total Bid Amount is total of Extended
Cost column. Vendor should complete the Pricing Page in full as failure to complete the Pricing
Page in its entirety may result in Vendor's bid being disqualified.

Vendor should type or electronically enter the information into the Pricing Pages through
wvOASIS, if available, or as an electronic document. In most cases, the Vendor can request an
electronic copy of the Pricing Pages for bid purposes by sending an email request to the following
address: Melissa.k.pettrey@wv.gov
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CRFQ PHBL1700000002
Prescription Monitoring Program
Technical Questions and Responses

Q1. 5.1.1.36: System must have the ability to track wasks, notifications, flags and any ather
workflow data, including to scheduled start date, scheduled end date and who received notices.
Question: The requirements seems wide open and vague. Can the state provide examples or
specify specifically what tasks they would like to track?

A 2. The intent of 5.1.1.36 is for the stote to have a record of the activities mentioned in 5.3.1.34
and 5.2.1.35.
Examples would be:
* If the stale sent out a report or alert o o system user(s), we would be able 1o track the
report, its recipient{s) ond dates involved.
o Ability to track system notices sent to users, such as scheduled meintenance, updates or
ather information.
¢ [f the strte sent out @ notice or information to a spedfic group or user type, we would be
oble to track the notice, the recipient group and dutes involved.

Q2. 5.1.2.52 (b): Trend Review Reports (Summary by total and by each month).

Question: Misc. reports is stated as one of the report types. This can be interpreted as
including any report type. Can the state specify if Misc. reports will be limited to what we call
Ad hoc reporting? Ad hoc reporting provides the ability for BMP Administrators to create
reports within the Bl teol based on their specifications and the ability of the Bi teal to produce

the repart.

A 2. Yes, the Misc. Reporis listed in 5.1.2.51{b) would be the same as an ad-hoc report.
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SOLICITATION NUMBER: PHB1 700000002

Addendum Number: 1

The purpose of this addendum is to modify the solicitation identified as PHB 1700000002 (“Soficitation™) to
reflect the change(s) identified and described below.

Applicable Addendum Category:
{ } Modify bid opening date and time
[ 1 Modify specifications of product or service being sought
[X] Atachment of vendor questions and responses
[ 1 Attachment of pre-bid sign-in sheet
[ 1 Correction of ermor

[ 1 Other

Description of Modification to Solicitation:
1. To publish vendor questions and agency responses.
2. The bid opening remains 03/28/2017 at 1:30 p.m.

Additional Documentation: Documentation related to this Addendum (if any) has been included herewith as
Attachment A and is specifically incorporated herein by reference.

Terms and Conditions:

1. All provisions of the Solicitation and other addenda not modified herein shall remain in full force and
cfiect.

2. Vendor should acknowledpge receipt of all addenda issued for this Solicitation by completing an
Addendum Acknowledgment, a copy of which is included herewith. Failure to acknowledge addenda
may result in bid disqualification. The addendum acknowledgement should be submitted with the bid to
expedite document processing.
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RFQ EXHIBIT A- Pricing Page for Board of Pharmacy CSMP
[VRACT ITEM
ftem Unit of Cost
# item Vendor Description Measure | Quantity
Comprehensive Controiled Sub ing Program for RxI k meets the criteria of 3 Comprehensive
the WV Board of Pharmacy with migration of historical data Controlled Substance Monitoring Program for the WV
and transfer of user accaunts. This includes a database Board of Pharmacy. This includes a database
Eement system, "’if"_L ing of the d L. llection management system, with hosting of the database,
1 |andtoadingof data, p g access for authorized usersand collection and Joading of data, providing access far
customer suppart. Also praviding system tools to query the authorized users and customer support. Also providing
z:::“:':’s;w'm Lgelu g 2T Rl system tools to query the database, assist with and
i modify user accounts and monitor CSMP activities. Lump Sum |  1.00 S 497,580.00
and ionto Accey +and First Year
Maintenance and Support/Warranty/Hosting
implementation and Installation to Acceptance; and First
2 Year Maintenance and Suppost/Warranty/Hosting
ftem Unit of
# ttem Vendor Description Measure | Quantity Cost
3 |Second Year Maintenance and Suppory/Warranty/Hosting ‘Year 1.00 $ 48140112
4 | Third Year Maintenance and Support/Warranty/Hosting Year 1.00 $  503,064.17
5 |Fourth Year Maintenance and Support/Warranty/Hosting Year 1.00 $  515,640.77
UNIT PRICES
item |Unit Prices are to be provided for the following item, and will only be used to execute formal Change Orders during the life of the contract, if required. Estimated
#  |Quantities are included for bid evaluation anly; there is no guarantee that any guantity if the item{s) will be purchased.
5 |Additional Professional Services Support Hours Unit Price Per Hour=! 148,37 Hour 1.00 $148.37
Total Bid Amount (ltem # 1+2+3+4+5+6) = § 1,997.834.43

Contract evaluation will be of the total bid amount. Award will be the lump sum amount, implementation and year one
maintenance only. Renewal options foryears 2, 3, and 4 will be initiated by the Agency, Agreed to by the Vendor and
Processed by the West Virginia Purchasing Division as Change Orders for subsequent years.

%
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Exhibit B

WV STATE GOVERNMENT

HIPAA BUSINESS ASSOCIATE ADDENDUM

This Health Insurance Portability and Accountability Act of 1996 (hereafter, HIPAA)
Business Associate Addendurn (‘Addendum”) is made a part of the Agreement {"Agreement”)
by and between the State of West Virginia ("Agency”), and Business Associate (*Associate”),
and is effective as of the date of execution of the Addendum.

The Associate parforms certain services on behalf of or for the Agency pureuant to the
underiying Agreement that requires the exchange of information including protacted health
information protected by the Health insurance Portability and Accountability Act of 1998
("HIPAA"), a5 amended by the American Resovery and Reinvestment Act of 2009 (Pub, L. No.
111-5} fthe *HITECH Act’), any assoclated regulations and the federal regulations published st
45 CFR parts 160 and 164 (sometimes collectively refamad to as “HIPAA™). The Agency is a
“Covered Entily" as that term is defined in HIPAA, and the parties to the underlying Agresment
are entering into this Addendum to establish the responsibiiies of both parties regarding
HiPAA-covered information and to bring the underlying Agreement into compliancs with HIPAA,

Whereas it is desirable, in order fo further the continued efficient operations of Agency to
disclose to is Associate cerain information which may contain confidential individually
identifiable health infonmation (heteafter, Protected Health Information or PHI); and

Whereas, it is the desire of both parlies that the confidentiality of the PHI disclosed
hereunder be maintained and trested in accordance with ali applicable laws relating to
confidentiality, including the Privacy and Security Rules, the HITECH Act and ils associated
regulations, and the parties do agree to at afl times treat the PHI and interpret this Addendum
consistent with that desire.

NOW THEREFORE: the parties agree that in consideration of the mutuai promises
tierein, in the Agreement, and of the exchange of PHI hereunder that:

1. Definitions. Terms used, but not otherwise defined, in this Addendum shall have the same
meaning as those terms in the Privacy, Security, Breach Notification, and Enforcement
Rulss st 45 CFR Part 160 and Part 164.

a. Agency Procurement Officer shall mean the appropriate Agency individual

fisted at: hitp:fwww.state wy us/admin/purchase/vic/sgencyli htm).

b. Agent shall mean those person(s) who are ageni(s) of the Business Associate,
in accordance with the Federal common law of agency, as referenced in 45 CFR
§ 160.402(¢).

c. Breach shall mean the soguisition, access, use or disciosure of protected health
information which compromises the security or privacy of such information,
except as excluded in the definition of Breach in 45 CFR § 164.402.

d. Business Associate shall have the meaning given to such lerm in 45 CFR §
160.103.

e. HITECH Act shall mean the Health Information Technology for Economic and
Clinical Health Act. Public Law No. 111-05. 111 Congress (2008).

1

_a—- 0 —————— == =1
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2. Permitted

a.

Privacy Rule means the Standards for Privacy of Individually identifiable Health
Information found at 45 CFR Parts 160 and 164.

Protected Health Information or PHI shall have the meaning given o such term
in 45 CFR § 160.103, fimitad to the information created or recaived by Associate
from or on behalf of Agency.

Security Incident means any known successful o unsuccessful attempt by an
authorized or unauthorized individual to inappropriately use, disclose, modify,
access, or desiroy any infonmation or interference with system operations in an
information system,

Security Rule means the Security Standards for the Protection of Electronic
Protected Health information found at 45 CFR Parts 160 and 164,

Subcontractor means a person to whom a business assoclate delegates a
function, aclivity, or service, other than in the capacity of @ member of the
workforce of such business associate,

Uses and Disclosures.

PHI Described. This means PHI created, received, maintained or transmitted on
behalf of the Agency by the Associate. This PHI is govemed by this Addendum
and is limited to the minimum necessary, to complete the tasks or to provide the
services associated with the terms of the original Agreement, and is described in
Appendix A.

Purposes. Excapt as otherwise limited in this Addendum, Associate may use or
disclose the PHI on behalf of, or to provide services to, Agency for the purposes
necessary to complete the tasks, or provide the services, associated with, and
required by the terms of the original Agreement, or as required by law, if such
use or disclosure of the PHI would not violate the Privacy or Security Rules or
applicable state law if done by Agency or Associate, or violate the minimum
necessary and refated Privacy and Security policies and procedures of the
Agency. The Associate is directly liable under HIPAA for impermissible uses and
disclosures of the PHI it handles on behalf of Agency.

Further Uses and Disclosures. Except as otherwise limited in this Addendum,
the Associate may disclose PHI to third parties for the purpose of its own proper
management and administration, or as required by law, provided that (i) the
distlosure is required by law, or (ii) the Associate has obtained from the third
party reasonable assurances that the PHI wil be held confidentially and used or
further disclosed only as required by law or for the purpose for which it was
disciosed to the third party by the Associate; and, (i) an agreement to natify the
Associate and Agency of any instances of which it {the third party) iz aware In
which the confidentiality of the information has been breached. To the extent
practical, the information should be in a imited data set or the minimum
necessary information pursuant to 45 CFR § 164.502, or take other measures as
niecessary to salisfy the Agency's obligations under 45 CFR § 164.502.
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3. Obligations of Assoclate.

a. Stated Purposes Only. The PHI may not be used by the Associste for any
purpose other than as stated in this Addendum or as required or pernmitted by
law.

b. Limited Disclosure. The PHI is confidential and will not be disclosed by the
Associate other than as stated in this Addendum or as required or permitted by
law. Asszouciate is prohibited from directly or indirectly receiving any remuneration
in exchange for an individual's PHI unless Agercy gives written approval and the
individual provides a valid authorizetion. Associate will refrain from marketing
aclivities thal would violate HIPAA, including specifically Saction 13408 of the
HITECH Act. Associate will report to Agency any use or disclosure of the PHI,
including any Security Incident not provided for by this Agreement of which i
becomes aware.

c. Safeguards. The Associate will use appropriate safeguards, and comply with
Subpart C of 45 CFR Part 184 with respect to elecironic protectad haalth
information, to prevent use or disclosure of the PHI, except as provided for in this
Addendum. This shall include, but not be limited fo:

i. Limitation of the groups of its workforce and agents, to whom the PHI is
disclosed to those reasonably required to accomplish the purposes
stated in this Addendur, and the use and disclosure of the minimum
PH( necessary or a Limited Data Set;

il. Appropriate notification and training of its workforoce and agents in order
to protect the PHI from unautherized use and disclosure;

i, Maintenance of 8 comprehensive, reasonable and appropriate written
PHI privacy and security program that includes administrative, fechnical
and physical safeguards appropriate to the size, nafure, scope and
complexity of the Associate's operations, in compliance with the Security
Rule;

iv. In accordance with 45 CFR §§ 164.502(e){1){ii) and 164.308(b)(2), i
applicable, ensure that any subcontractors thatl create, receive,
maintain, or transmit protected heatth information on bzhalf of the
buginess associste agree to the same restrictions, conditions, and
requirements that apply to the business associate wilh respect to such
information.

d. Compliance With Law. The Associate will not use or disclose the PH! in a
manner in violation of existing law and specifically not in violation of laws relsting
fo confidentiality of PHI, including but not limited 1o, the Privacy and Security
Rules.

e. Mitigation. Associate agrees to mifigate, to the extent practicable, any harmful
effect that is known to Associate of a use or disclosure of the PHI by Associate in
violation of the requirements of this Addendum, and repart its mitigation activity
back to the Agency.

e e e e e e e e e e
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f. Support of Individual Rights.

jil.

Access to PHI. Assocdiate shall make the PHI maintained by Associate
or its agents or subcontractors in Designated Record Sets available to
Agency for inspection and copying, and in electronic format, if
requested, within ten {10} days of a requast by Agency to ensbie
Agency to fulflll its obligations under the Privacy Rule, including, but nol
limited to, 45 CFR § 184.524 and consistent with Section 13405 of the
HITECH Act,

Amendment of PHI. Within ten (10) days of receipl of a request from
Agency for an amendment of the PHI or & record about s individual
contalned in & Designated Record Set, Asscciate or its agents or
subconlractors shall make such PHI available to Agency for amendment
and incorporate any such amendment o enable Agency to {ulfill its
obligations under the Privacy Rule, including, but not limited to, 45 CFR
§ 184,528,

Accounting Rights. Within ten (10} days of notice of a request for an
Bccounting of disclosures of the PHI, Associate and its agenis or
subcontractors shall make evallable to Agency the documentation
required to provide an sccounting of disclosures 1o enable Agancy to
fulfill its obligations under the Privacy Rule, Including, but not limited to,
45 CFR §164.528 and consistent with Section 13405 of the HITECH
Act.  Associgle agrees to documant disclosures of the PHI and
inforrnation releted to such disclosures as would be fequired for Agency
ta respond to a request by an individual for an accounting of disclosuras
of PHI in accordance wilh 45 CFR § 164.528. Thiz should include a
process that allows for an accounling to be collected and maintsined by
Associale and (ts sgents or subcontractors for ot ieast six (6) years from
the date of disclosure, or fonger #f required by state law. At a minimum,
such documentation shall inciude:
. the date of disclosure;
. the name of the entity or person who received the PHI, and
if kriown, the address of the entity or person;
. a brief description of the PH) disclosad: and
. a brief stalement of purposes of the disclosurs that
reasonably informs the Individual of the basis for the
disclosure, or a copy of the individual's autherizallon, or a
copy of the wiitten requesi for disciosurs,

Request for Restriction. Under the direction of the Agercy, abide by
any individual's request to resirict the disciosure of PH!, cansistent with
the requirements of Section 13405 of the HITECH Act and 45 CFR §
164.522, when the Agency delermines to do so (except a8 required by
law) and if the disclosure is to & hesith plan for payment or health care
operations and it pertains to a heallh care item or sarvice for which the
health care provider was psid in full "oul-of-pocket

immediate Discontinuance of Use or Disclosure. The Assoclale will
immediately discontinue use or discipsure of Agency PHI pentaining to
any individual when so requested by Agency. This includes, but is not
limited to, cages in which an individual has withdrawn or modified an
authorization to use or disclose PHI.

4
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Ratentlon of PHI. Notwithatanding section 4.a. of this Addendum, Asaociate and
Its subcontractors or agents shall retain all PiH) pursuant to state and federal law
and shall continue to maintain the PHI required under Ssecticn 3.1 of this
Addendum for a perlod of six (6) years efter termination of ths Agrasment, or
longer {f required under state law.

Agent's, Subcontractor's Compllance. The Associate shall notify the Agency
of all subcontracts and agreements relating to the Agreement, whera the
subtontracior or agent receives PHI as described In section 2.3 of this
Addendum. Such notification shali occur within 30 {thirty) calendar days of the
execution of the subcontract and shall be delivared to the Agency Procurement
Officer. The Associate will ensure Ihat any of its subconlractors, to whom R
provides any of the PH| It receives hereunder, or to whom it provides any PHI
which the Assoclate creates or receives on behalf of the Agency, agree to the
restrictions and conditions which apply to the Associate hereunder. The Agency
may request coples of downstream subcontracts and agreements lo determine
whether all restrictiong, terms and conditions have been flowed down. Failure to
ehsure that downstream contracls, subcontracts and agreements contain the
required resirictions, ferms and condilions may result in termination of the
Agreement,

Federal and Agency Access. The Asscciate shall make its internal practices,
books, and records relating to the use and disclosure of PHI, as wali as the PHI,
received from, or created or receivad by the Assaclate on behalf of the Agency
available to the U.S. Secretary of Health and Human Services conzistent with 45
CFR § 184,504, The Asscciste shall also make these records avallable to
Agency, or Agency's contractor, for periodic audit of Associate's compliance with
the Privacy and Secwity Rulea. Lpon Agency's request, the Associate shail
provide proof of compliance with HIPAA and HITECH data privacy/protection
guidelines, cerification of a secure nefwork and other assurance relative to
compliance with the Privacy and Security Rules, This seclion shall also apply to
Associate’s subcontraclors, if sny.

Security. The Associale shall take all sleps necessary to ensure the continuous
securlty of all PHI and data systems containing PHI. In addition, compliance with
74 FR 18008 Guidance Specifying the Technologles and Methodologles That
Render PHI Unusable, Unreadable, or Indetipherable to Unauthorized
Individuals for Purposas of the Braach Noltification Requirements under Section
13402 of Title XM is required, to the extent practicable. if Associate choosss not
o adopt such methodologies as defined in 74 FR 19006 to secure the PHI
governed by this Addendum, it must submit such written rationale, inciuding its
Security Rigk Analysis, lo the Agency Procurement Officer for review prior to the
exacution of the Addendum. This review may take up to ten (10) days.

Notification of Breach. During the term of this Addendum, the Associate shall
notify the Agency and, unless otherwise directed by the Agency in wriling, the
WV Office of Technology immediately by a-mail or web form upon the discovery
of any Breach of unsecurad PHI; or within 24 hours by e-mail or web form of any
suspected Security Incidend, inlrusion or unauthorized use or disclosure of PHI in
violation of thiz Agreemant and this Addendum, or polential lass of confidential
dsta affecting this Agreement. Notification shall be provided o the Agency

Procurement Officer at www.stale wy us/admin/purchasafvre/agencyil.htm and,

5
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unless otherwise directed by the Agency in writing, the Office of Technology at

Iincident@wy.gov or hitps:fapps. wv.qoviotirDefault. aspx.

The Associate shall immediately investigate such Security Incidenl, Breach, or
unauthorized use or disclosure of PHI or confidential data. Within 72 howrs of the
discovery, the Associate shall notify the Agency Frocurement Officer, and, uniess
otherwise directed by the Agency in writing, the Office of Technology of: (a) Date
of discovery; (b) What dala elements were involved and the extent of the data
involved in the Breach; (c) A description of the unauthorized persons known or
reasonably believed {o have improperly used or disclosed PH! or confidantial
dala; {d} A description of where the PHI or confidential data is befiaved 1o have
been improperly transmitted, sent, or utilized; {e) A description of the probabie
causes of the improper use or distlosure; and {f) Whether eny federal or state
laws requiring individual nofifications of Breaches ere triggered.

Agency will coordinate with Associate to determine addtional specific actions
that will be required of the Associate for mitigation of the Breach, which may
include notification to the individual or other authorities.

All associated costs shall be borne by the Associate. This may include, but not
ba limited to costs associated with notifying sffected individuals.

11 the Associate enters into a subcontract relating fo the Agreement where the
subeontractor or agent receives PHI as described in szection 2.a. of this
Addendum, all such subcontracts or downalream agreements shall conlain the
same incident netification requirements as contained herein, with reporting
direclly to the Agency Procurement Officer. Failure to include siich requirement
in any subconiract or agresment may result in the Agency's termination of the
Agreernent.

m.  Assistance in Litigation or Adminiatrative Praceedings. The Associate shall
make iself and any subcontractors, workforce or agents sesisling Associate in
the performance of its obligations under this Agreement, availatle to the Agency
at no cost to the Agency to testify as witnesses, or otherwise, in the event of
litigation or adminfstrative proceedings being commenced against the Agency, its
officers or employees based upon claimed viplations of HIPAA, the HIPAA
requiations or other laws relating {o security and privacy, which involves inaction
or actions by the Associate, except where Associate or its subcontracior,
workforce or agent is a named as an adverse party,

4. Addendum Administration.

a. Term. This Addendum shall tenminate on termination of the underlying
Agreement or on the date the Agency terminales for cause ss authorized in
paragraph (c) of this Section, whichever is sooner.

b. Dutlies at Terminatlon. Upon any terminalion of the underlying Agreement, the
Associate shall relurn or destroy, at the Agency’s option, all PH| received from, or
created or recaived by the Associate on behalf of the Agency that the Associale
still maintaing in any form  and retaln no copiss of such PHI or, if such retumn or
destruction is not feasible, the Associate shali extend the protections of this
Addendum to the PHI and limit further uses and disclosures lo the purposes that
make the retum or destruction of the PHI infeasible. This shali also apply o all
agents and subcontractors of Associate. The duty of the Associate and its agents

&
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and subcontractors o assist the Agency with any HIPAA required accounting of
disclosures survives the lerminalion of the underlying Agreement.

G. Termination for Cauge, Associate authorizes termination of this Agreement by
Agency, if Ageney determines Associate has violated a material term of the
Agreement.  Agency may, at its sole discretion, sllow Associste o reasohable
peried of time to cure the matenal bresch before termination,

d. Judicial or Administrative Proceedings. The Agency may lerminste this
Agreement if the Associate Is found guilty of a criminal violation of HIPAA. The
Agency may terminale this Agreement if  finding or stipulation that the Associste
has violated any standard or requirement of HIFAATHITECH, or other sacurily or
privacy laws is made in any administrative or civil proceeding in which the
Associate is a parly or has been joined. Associate shall be subject to prosecution
by the Department of Justics for violations of HIPAA/HITECH and shall be
respansible for any and afl costs associated with prosecution.

e, Survival. The respective rights and obligations of Associate under thiz
Addendum shall survive the termination of the underlying Agreement,

5. General Provisfona/Ownership of PHI.

a. Retention of Ownership. Ownership of the PHI resides with the Agency and is
to be returned on demand or destroyed at the Agency’s aption, al any time, and
subject to the resfrictions found within seclion 4.b. above.

b. Secondary PHL. Any data or PHI generated from the PHI disclosed hereunder
which would permit identification of an individual must be held confidential and is

also the property of Agency.

¢. Electronic Transmisslon. Except as permitied by law or this Addandum, the
PHt or any data generated from the PHI which would permit identification of an
individual must not be transmitted to another pary by electronic or other means
for addilional uses or disclosures nol authorized by this Addendum or to another
contractor, or allied agency, or afiiliate without prior written approval of Agency.

d. No 8ales. Reports or data containing the PHI may not be sokd without Agency's
or the affected individual's written consent.

e No Third-Party Beneficiaries. Nothing express or implied in this Addandurm iz
intended to confer, nor shall anything herein confer, upon any person other than
Agency, Assoriate and their respective successors or assigns, any righls,
remedies, obligations or liabillties whatsoever,

f. Interpretation. The provisions of this Addendum shall prevail over any
provisions in the Agreement that may confiict or appear inconsistent with any
provisions in this Addendum. The interpretation of this Addendum shall te made
under the laws of the state of West Virginia.

g. Amendment, The parties agree that o the extent necessary to comply with
applicable law they will agree to further amend this Addendum,

. Additional Terme and Conditions. Additional discrefionary terms may be
included in the release order or change order process.

7
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Appendix A

{To be complated by the Agancy's Procurement Officer prior to the execution of the Addendum,
and shall b made a parl of the Addendum. PHI not identified prior to execution of the
Addendum may only be added by amending Appendix A and the Addendum, via Change
Order.)

Name of Assoclate:

Name of Agency:

Deaseribe the PHI {do nat include any actual PHI). if not applicable, plesse indicate the same.

PatientData: Induding name, address, DOB, sex, idenfification nurber
Person Picking Up & Prescription Data:  Induding name, address, DOB, sex, identification number

Prescription Data: indiuding date written, date lilled, product information, quardity, days supply, form
of payment, presaription number

Prescriber Data: Induding prescriber name, address, DEA number

Dispenser Data: Including dispenser name, address, DEA number

Mahantech Corporation Page 50



RxDataTrack

CSAPP

West Virginia Board of Pharmacy Prescription Monitoring Program -
CRFQ 0913 PHB1700000002

GENERAL TERMS AND CONDITIONS:

1. CONTRACTUAL AGREEMENT: |ssuance of a Award Document signed by the
Purchasing Division Director, or his designee, and approved as to form by the Attorney
General’s office constitutes acceptance of this Contract made by and between the State of West
Virginia and the Vendor. Vendor's signature on its bid signifies Vendor's agreement (o be bound
by and accept the terms and conditions contained in this Contract.

2. DEFINITIONS: As used in this Solicitation/Contract, the following terms shall have the
meanings attributed to them below. Additional definitions may be found in the specifications
included with this Solicitation/Contract.

2.1. “Agency” or “Agencies® means the agency, board, commission, or ather entity of the State
of West Virginia that is identified on the first page of the Solicitation or any other public entity
seeking to procure goods or services under this Contract.

2.2, “Bid” or “Proposal” means the vendors submiited response to this solicitation.

2.3. “Contract” means the binding agreement that is entered into between the State and the
Vendor to provide the poods or services requested in the Solicitation.

2.4, “Director” means the Director of the West Virginia Department of Adminisiration,
Purchasing Division.

2.5. “Purchasing Division” means the West Virginia Department of Administration, Purchasing
Division.

2.6, “Award Document” means the document signed by the Agency and the Purchasing
Divigion, and approved as to form by the Attorney General, that identifies the Vendor as the
conlract holder.

2.7. “Solicitacion” means the official notice of an opportunity to supply the State with goods or
services that is published by the Purchasing Division.

2.8. “State™ means the State of West Virginia and/or any of its agencies, commissions, boards,
¢le. as context requines.

2.9. “Vendor” or “Vendors” means any entity submitting a bid in response to the

Solicitation, the entity that has been selected as the lowest responsible bidder, or the entity that
has been awarded the Contract a5 context requires.

Revised 01/18/2017
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3. CONTRACT TERM: RENEWAL; EXTENSION: The term of this Contract shall be
determined in accordance with the category that has been identified as applicable to this
Contract below:

[]Term Contract

Initial Contract Term: This Contract becomes effective on
and extends for a peried of _ year(s).

Renewal Term: This Contract may be renewed upon the mutual writien consent of the Agency,
and the Vendor, with approval of the Purchasing Division and the Attorney General’s office
(Attorney General approval is as to form only). Any request for renewal should be submitted to
the Puschasing Division thirty (30) days prior 1o the expiration date of the initial contract term ot
appropriate renewal term. A Coniract renewal shall be in accordanes with the terms and
conditions of the original coniract, Renewal of this Contract is limited to

successive one (1) year periods or multiple renewal periods of less than one year, provided that
the multiple renewal periods do not exceed months in total. Automatic renewal of
this Contract is prohibited. Notwithstanding the foregoing, Purchasing Division approval is not
required on agency delegated or exempt purchases. Atiomey General approval may be required
for vendor terms and conditions.

Delivery Order Limitations: In the event that this contract permits delivery orders, a delivery
order may only be issued during the time this Contract is in effect. Any delivery order issued
within one year of the expiration of this Contract shall be effective for one year from the date the
delivery order iz issued. No delivery order may be extended beyond one year after this Contract
has expired.

[] Fixed Period Contract: This Contract becomes effective upon Vendor's receipt of the notice
to proceed and must be completed within ____ , days.

Fixed Period Conteact with Renewals: This Contract becomes effective upon Vendor’s
receipt of the notice to proceed and part of the Contract mure fully described in the attached
specifications must be completed within ninsty (30) days.

Upon completion, the vendor agrees that maintenance, monitoring, or warranty services will be
provided for ane year thereafier with an additional three (3) __successive one year
renewal periods or multiple renewal periods of less than one year provided that ihe multiple
renewal periods do not exceed hiny-six (35) months in toal. Automatic renewal of this
Contract is prohibited.

[] One Time Purchase: The term of this Contract shall run from the issuance of the Award
Document until all of the goods contracted for have been delivered, but in no event will this
Contract extend for more than one fiscal year.

[JOther: See anached.

Revised 01/18/2017
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4. NOTICE TO PROCEED: Vendor shall begin performance of this Contract immediately
upon receiving notice to proceed unless otherwise Instructed by the Agency. Unless otherwise
specified, the fully executed Award Document will be considered notice to proceed.

5. QUANTITIES: The quantities required under this Contract shall be determined in accordance
with the category that has been identified as applicable to this Contract below.

Open End Contract: Quantities listed in this Solicitation are approximations only, based on
estimates supplied by the Agency. It is understood and agreed that the Contract shall cover the
quantities actually ordered for delivery during the term of the Contract, whether more or less

than the quantities shown.

[ Service: The scope of the service to be provided will be more clearly defined in the
specifications included herewith,

Combined Service and Goods: The scope of the service and deliverable goods to be
provided will be more clearly defined in the specifications included herewith.

{J One Time Purchase: This Contract is for the purchase of 1 set quantity of goods that are
identified in the specifications included herewith. Once those items have been delivered, no
additionaj goods may be procured under this Contract without an appropriate change order
approved by the Vendor, Agency, Purchasing Division, and Anerney General’s office.

6. EMERGENCY PURCHASES: The Purchasing Division Director may authorize the Agency
to purchase goods or services in the open market that Vendor would otherwise provide under this
Contract if those goods or services are for immediate ar expedited delivery in an emergency.
Emergencies shall include, but are not limited to, delays in transportation or an unanticipated
incresse in the volume of work. An emergency purchase in the open market, approved by the
Purchasing Division Director, shall not constitute of breach of this Contract and shall not entitle
the Vendor to any form of compensation or damages. Thig provision does not excuse the State
from fulfilling its obligations under 2 One Time Purchase contract.

7. REQUIRED DOCUMENTS: All of the items checked below must be provided to the
Purchasing Division by the Vendor as specified below.

{"]BID BOND (Construction Only): Pursuant to the reguirements contained in W. Va. Code §
5-22-1¢c), All Vendors submitting a bid on a construction project shall furnish a valid bid bond
in the amount of five percent (5%) of the 1otal amount of the bid protecting the State of West
Virginia. The bid bond must be submitted with the bid.

{71 PERFORMANCE BOND: The apparent successful Vendor shall provide a performance
bond in the amount of $50,000.00 . The performance bond must be received by the
Purchasing Division ptior to Coniract award. On construction conracts, the performance bond
must be 100% of the Contract value.

Revised D1/18/2017
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[ LABOR/MATERIAL PAYMENT BOND: The apparent successful Vendor shall provide a
{abor/material payment bond in the amount of 100% of the Contract value. The labor/material
payment bond must be delivered to the Purchasing Division prior to Contract award.

In lieu of the Bid Bond, Performance Bond, and Labor/Material Payment Bond, the Vendor may
provide certified checks, cashier’s checks, or irrevocable letters of credit. Any certified check,
cashier's check, or irevocable letter of credit provided in lieu of a bond must be of the same
amount and delivered on the same schedule as the bond it veplaces. A letter of credit submitted in
lieu of a performance and Jabor/material payment bond will only be allowed for projects under
$100,000. Personal or business checks are not accepiable.

[ MAINTENANCE BOND: The apparent suceessful Vendor shall provide a two {2) year
maintenance bond covering the roofing system. The maintenance bond must be issued and
detivered 1o the Purchasing Division prior to Contract award.

O LICENSE(S) / CERTIFICATIONS / PERMITS: [n addition to anything required under the
Section entitled Licensing, of the General Terms and Conditions, the apparent successful Vendor
shall furnish proof of the following licenses, certifications, and/or permits prior to Contract
award, in a form acceptable to the Purchasing Division.

O

The apparent successful Vendor shall also furnish proof of any additional lieenses or
certifications coniained in the specifications prior to Contract award regardless of whether or not
that requirement is listed above.

Revised 01/18/2017
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8. INSURANCE: The apparent successful Vendor shall furnish proof of the insurance identified
by a checkmark below prior to Contract award. Subsequent to contract award, and prior to the
insurance expiration date, Vendor shall provide the Agency with proof that the insurance
mandated herein has been continued. Vendor must also provide Agency with immediate notice
of any changes in its insurance policies mandated herein, including but not limited to, policy
cancelation, policy reduction, or change in insurers. The insurance coverages identified below
must be maintained throughout the life of this contract. The apparent successful Vendor shall
also furnish proof of any additional insurance requirements contained in the specifications prior
to Contract award regardless of whether or not that insurance requirement is listed in this section.

Vendor must maintain:

[J Commercial Gereral Liability Insurance in at least an amount of:

[J Automobile Liability Insurance in at least an amount of:

[0 Professional/Malpractice/Errors and Omission Insurance in at least an amount of:

[1 Commercial Crime and Third Party Fidelity Insurance in an amount of}

[ Cyber Liability Inguranee in ah amount of:

(] Builders Risk Insurance in an amount equal to 100% of the amount of the Contract.

O
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9, WORKERS' COMPENSATION INSURANCE: The apparent successful Vendor shall
comply with laws relating to workers compensation, shall maintain workers” compensation
insurance when required, and shall furnish proof of workers’ compensation insurance upon
request.

10, LITIGATION BOND: The Director reserves the right to require any Vendor that files 2
protest of an award to submit a litigation bond in the amount equal to one percent of the lowest
bid submitted or $5,000, whichever is greater. The entire amount of the bond shall be forfeited if
the hearing officer determines that the protest was filed for frivolous ot improper purpose,
including but rot limited to, the purpose of harassing, causing unnecessary delay, or needless
expense for the Agency. All litigation bonds shall be made payable to the Purchasing Division.
In lieu of a bond, the protester may submit a cashier’s check or certified check payable to the
Purchasing Division. Cashier’s or cettified checks will be deposited with and held by the State
Treasurei’s office. I it is determined that the protest has not been filed for Fivolous or improper
purpose, the bond or deposit shall be retumned in its entirety.

11. LIQUIDATED DAMAGES: Vendor shall pay liquidated damages in the amount of

for .
This clause shall in no way be considered exclusive and shall not limit the State or Agency’s
right to pursue any other available remedy.

12. ACCEPTANCE: Vendor's signature on ts bid, or on the certification and signature page,
constitutes an offer to the State that cannot be unilaterally withdrawn, signifies that the produet
or setvice proposed by vendor meets the mandatory requirements contained in the Soficitation
fot that product or service, unless otherwise indicated, and signifies acceplance of the terms and
conditions contained in the Solicitation unless otherwise indicated.

13. PRICING: The pricing set forth herein is firm for the life of the Contract, unless specificd
elsewhete within this Solicitation/Contract by the State. A Vendor's inclusion of price
adjustment provisions in its bid, without an express authorization from the State in the
Solicitation to do $o, may result in bid disqualification.

14. PAYMENT: Payment in advance is prohibited under this Contract. Payment may only be
made after the delivery and acceptance of goods or services. The Vendor shall submit invoices,
in arrears.

15, PURCHASING CARD ACCEPTANCE: The State of West Virginia currently utilizes a
Purchasing Card program, administered under contract by a banking institution, to process
payment for goods and services. The Vendor must accepl the State of West Virginia®s
Purchasing Card for payment of all orders under this Contract unless the box below is checked.

Vendor is not required to accept the State of West Virginia's Purchasing Card as payment for
all goods and services.
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16. TAXES: The Vendor shall pay any applicable sales, use, personal property or any other
taxes arising out of this Contract and the transactions contemplated thereby. The State of
West Virginia is exempt from federal and state taxes and will not pay or reimburse such taxes.

17. ADDITIONAL FEES: Vendor is not permitted to charge additionel fees or assess
additional charges that were not either expressly provided for in the solicitation published by the
State of West Virginia or included in the unit price or lump sum bid amount that Vendor is
required by the solicitation (o provide. Including such fees or charges as notes to the solicitation
may result in rejection of vendor's bid. Requesting such fees or charges be paid after the
cantract has been awarded may result in cancellation of the contract.

18. FUNDING: This Contract shall continue for the term stated herein, contingent upon funds
being appropriated by the Legistature or otherwise being made available, In the event funds are
not appropriated or otherwise made available, this Contract becomes void and of no effect
beginning on July | of the fiscal year for which funding has not been appropriated or otherwise
made available,

19. CANCELLATION: The Purchasing Division Director reserves the right to cancel this
Contract immediately upon written notice to the vendor il the materials or workmanship supplied
do not conform to the specifications contained in the Contract. The Purchasing Division Director
may also cancel any purchase or Contract upon 30 days wrilten notice to the Vendor in
accordance with West Virginia Code of State Rules § 148-1-6.1.c.

20. TIME: Time is of the essence with regard 1o all matters of time and performance in this
Contract.

21 APPLICABLE LAW: This Contract is governed by and interpreted under West Virginia
law without giving effect 1o its choice of law principles. Any information provided in
specification manuals, or any other source, verbal or written, which contradicts or violates the
West Virginia Constitution, West Virginia Code or West Virginia Code of State Rules is void
and of no cffect.

22. COMPLIANCE: Vendor shall comply with all applicable federal, state, and local laws,
regulations and ordinances. By submitting a bid, Vendor acknowledges that it has reviewed,
understands, and will comply with all applicable laws, reguiations, and ordinances.

23. ARBITRATION: Any references made to arbitration contained in this Contract, Vendor's
bid, or in any American Institute of Architects documents pertaining to this Contract are herchy
deleted, void, and of no effect,

24, MODIFICATIONS: This writing is the parties’ final expression of intent. Notwithstanding
anything contained in this Contract to the cantrary no modification of this Contract shall be
binding without mutual written consent of the Agency, and the Vendor, with approval of the
Purchasing Division and the Attorney General's office (Attorney General approval is as to form
only). Any change to existing contracts that adds work or changes corntract cost, and were not
included in the original contract, must be approved by the Purchasing Division and the Attorney
General’s Office (as to form) prior to the implementation of the change or commencement of
work affected by the change,
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2&. WAIVER: The failure of either party to insist upon a strict performance of any of the terms
or provision of this Contract, or to exercis¢ any option, right, or remedy herein contained, shall
not be construed as 3 waiver or a relinguishment for the future of such term, provision, option,
right, or remedy, but the same shall continue in full force and effect. Any waiver must be
expressly stated in writing and signed by the waiving party.

26. SUBSEQUENT FORMS: The terms and conditions contained in this Contract shall
supersede any and all subsequent terms and conditions which may appear on any form
documents submitted by Vendor to the Agency or Purchasing Division such as price lists, order
forms, invoices, sales agreements, or maintenance agreements, and includes internet websites ot
other electronic documents. Acceptance or use of Vendor's forms does not constitute acceptance
of the terms and conditions contained thereon.

27. ASSIGNMENT: Neither this Contract nor any monies due, ot to become due hereunder,
may be assigned by the Vendor without the express written consent of the Agency, the
Purchasing Division, the Attomey General’s office (as to form only), and any other govemment
apency or office that may be required to approve such assignments. Notwithstanding the
foregoing, Purchasing Division approval may or mey not be required on certain agency delegated
or exempt purchases.

28. WARRANTY: The Vendor expressly warrants that the goods andfor services covered by
this Contract will: (a) conform to the specifications, drawings, samples, or other description
furnished or specified by the Agency; (b) be merchantabie and it for the purpose intended; and
(¢) be free from defect in material and workmanship.

29, STATE EMPLOYEES: State employccs are not permitted 1o utilize this Contract for
personal use and the Vendor is prohibited from permitting or facilitating the same.

30. BANKRUPTCY: In the event the Vendor files for bankruptcy protection, the State of West
Virginia may deem this Contract null and void, and terminate this Contract without notice.

31, PRIVACY, SECURITY, AND CONFIDENTIALITY: The Vendor agrees that it will not
disclose to anyone, directly or indirectly, any such personally identifiable information or other
sonfdential information gained from the Ageney, unless the individual who is the subject of the
information consents to the disclosure in writing or the disclosure is made pursuant to the
Agency’s policies, procedures, and rules. Vendor further agrees to comply with the
Confidentiality Policies and Information Security Accountability Requirements, set forth in
http://www.state.wv.us/admin/purchase/privacy/default hunl.
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32. YOUR SUBMISSION IS A PUBLIC DOCUMENT: Vendor's entire response to the
Solicitation and the resulting Contract are public documents. As public documents, they will be
disclosed 1o the public following the bidfproposal opening or award of the contract, as required
by the competitive bidding laws of West Virginia Code §§ 5A-3-1 ¢t seq., 5-22-1 et seq.. and
5G-1-1 et seq. and the Freedom of Information Act West Virginia Code §§ 29B-1-1 et seq.

DO NOT SUBMIT MATERIAL YOU CONSIDER TO BE CONFIDENTIAL, A TRADE
SECRET, OR OTHERWISE NOT SUBJECT TO PUBLIC DISCLOSURE.

Submission of any bid, proposal, or other docurnent to the Purchasing Division constitutes your
explicit consent to the subsequent public disclosure of the bid, proposai, or document. The
Purchasing Division will disclose any document labeled “confidential,” “proprietary,” “irade
secret,” “private,” or labeled with any other claim against public disclosure of the documents, to
include any “trade secrets”™ as defined by West Virginia Code § 47-22-1 et seq. All submissions
are subject to public disclosure without notice.

33. LICENSING: In accordance with West Virginia Code of State Rules § 148-1-6.1.e, Vendor
muest be licensed and in good standing in accordance with any and all staic and local laws and
requirements by any state or local agency of West Virginia, including, but niot limited to, the
West Virginia Secretary of State’s Office, the West Virginia Tax Department, West Vitginia
Insurance Commission, or any other state agency or political subdivision. Upon request, the
Vendor must provide all necessary releases to obtain information to enable the Purchasing
Division Director or the Agency to verify that the Vendor is licensed and in good standing with
the above entities.

34, ANTITRUST: In submitting a bid to, signing a contract with, or accepting a Award
Document from any agency of the State of West Virginia, the Vendor agrees to convey, sell,
assign, or transfer to the Siate of West Virginia all rights, title, and interest in and to all causes of
action it may now or hereafier acquire under the antitrust laws of the United States and the State
of West Virginia for price fixing and/or unreasonable restraints of trade relating to the particular
commodities or services purchased or acquired by the State of West Virginia. Such assignment
shall be made and become effective at the time the purchasing agency tenders the initial payment
to Vendor.

35. VENDOR CERTIFICATIONS; By signing its bid or enlering into this Contract, Vendor
certifies (1) that its bid or offer was made without prior understanding, agreement, or conneciion
with any corporation, firm, limited liability company, partnership, person or entity submifting a
bid or offer for the same material, supplies, equipment or services; (2) that its bid or offer is in all
respects fair and without collusion or fraud; (3) that this Contract is accepted or entered into
without any prior understanding, agreement, or connection to any other entity that could be
considered a violation of law; and (4) that it has reviewed this Selicitation in its entirely;
understands the requirements, terms and conditions, and other information conlained herein.
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Vendor's signature on its bid or offer also affirms that neither it nor jis representatives have any
interest, nor shall acquire any interest, direct or indirect, which would compromise the
performance of its services hereunder. Any such interests shall be proinptly presented in detail 10
the Agency. The individual signing this bid or offer on behalf of Vendor certifies that he or she is
authorized by the Vendor to execute this bid or offer or any documents related thereto on
Vendor's behalf; that he or she is authorized to bind the Vendor in 2 coniractual relationship; and
that, to the best of his or her knowledge, the Vendor has properly registered with any State
agency that may require registration.

36. YENDOR RELATIONSHIP: The relationship of the Vendor to the State shall be that of an
independent contractor and no principal-agent relationship or employer-employee relationship is
cantemplated or created by this Contract. The Vendor as an independent contractor is solely
liable for the acts and amissions of its employees and agents. Vendor shall be vesponsible for
selecting, supervising, and compensating any and all individuals employed pursuant to the terms
of this Solicitation and resulting contract. Neither the Vendor, nor any employees or
subcontractors of the Vendor, shall be deemed to be employees of the Stare for any purpose
whatsoever. Vendor shall be exclusively responsible for payment of employees and contractors
for all wages and salaries, taxes, withholding payments, penalties, fees, fringe benefits,
professional liability insurance premiums, contributions to insurance and pension, or other
deferred compensation plans, including but not limited to, Workers* Compensation and Social
Security obligations, licensing fees, etc. and the filing of ali necessary documents, forms, and
returns pertinent to all of the fotegoing.

Vendor shall hold harmless the State, and shall provide the State and Agency with a defense
against any and all claims including, but not limited to, the foregoing payments, withholdings,
coniributions, taxes, Social Security taxes, and employer income tax returns.

37. INDEMNIFICATION: The Vendor agrees to indemnify, defend, and hold harmless the
State and the Agency, their officers, and employees from and against: (1) Any claims or losses
for services rendered by any subcontractor, person, or firm performing or supplying services,
materials, or supplies in conncction with the performance of the Contract; (2) Any claitms or
losses resulting to any person or entity injured or damaged by the Vendor, its officers,
employees, or subcontractors by the publication, translation, reproduction, delivery,
performance, use, or disposition of any data used under the Contract in a manner not authorized
by the Contract, or by Federal or State statutes or regulations; and (3) Any failure of the Vendor,
its officers, employees, or subcontractors to observe State and Federal laws including, but not
limited to, labor and wage and hour laws.

38. PURCHASING AFFIDAVIT: In accordance with West Virginia Code § 5A-3-10a, all
Vendors are required to sign, notarize, and submit the Purchasing Affidavit stating that neither
the Vendor nor a related party owe a debt to the State in excess of $1,000. The affidavit must be
submitted prior to award, but should be submitted with the Vendor's bid. A copy of the
Purchasing Affidavit is included hepewith.
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39. ADDITIONAL AGENCY AND LOCAL GOVERNMENT USE: This Contract may be
utilized by other agencies, spending units, and political subdivisions of the State of West
Virginia; county, municipal, and other local government bodies; and school districts (“Other
Government Entities™). Any extension of this Contract to the aforementioned Other Government
Entities must be on the same prices, terms, and conditions as those offercd and agreed to in this
Contract, provided that such extension is in compliance with the applicable laws, rules, and
ordinances of the Other Government Entity. 1f the Vendor does not wish to extend the prices,
terms, and conditions of its bid and subsequent contract to the Other Government Entities, the
Vendor must clearly indicate such refusal in its bid. A refusa) to extend this Contract to the Other
Government Entities shall not impact or influence the award of this Contract in any manner.

40. CONFLICT OF INTEREST: Vendor, its officers or members or employees, shall not
presently have or acquire an interest, divect or indirect, which would conflict with or compromise
the performance of its obligations hereunder. Vendor shall periodically inguire of its officers,
mermbers and employees 1o ensure that a conflict of interest does not arise. Any conflict of
interest discovered shall be promptly presented in detail to the Agency.

41. REPORTS: Vendor shall provide the Agency and/or the Purchasing Division with the
following reports identified by a checked box below:

Such reports as the Agency and/or the Purchasing Division may request. Requested reparts
may include, but are not limited to, quantities purchased, agencies utilizing the contract, total
contract expenditures by agency, ste.

[0 Quarterly reports detailing the total quantity of purchases in units and dollars, along with a
listing of purchases by agency. Quarterly reports should be delivered to the Purchasing Division

via email at purchasing.requisitions@wy,gov.

42. BACKGROUND CHECK: In accordance with W. Va. Code § 15-2D-3, the Director of the
Division of Protective Services shall require any service pravider whose employees are regularly
employed en the grounds or in the buildings of the Capitol complex or who have access to
sensitive or ctitical information to submit to a fingerprint-based state and federal background
inquiry through the state repository. The service provider is responsible for any costs associated
with the fingerprint-based state and federal background inquiry.

After the contract for sich services has been approved, but before any such employees are
permitted to be on the grounds or in the buildings of the Capito] complex or have access (o
sensitive or ¢ritical information, the service provider shall submit a list of all persons who will be
physically present and working at the Capitol complex to the Director of the Division of
Protective Services for purposes of verifying compliance with this provision. The State reserves
the right to prohibit a service provider's employees from accessing sensitive or critical
information or to be present at the Capitol complex based upon results addressed from a criminal
background check.

Service providers should contact the West Virginia Division of Protective Services by phone at
(304) 558-9911 for more information,
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43, PREFERENCE FOR USE OF DOMESTIC STEEL PRODUCTS: Except when
asuthorized by the Director of the Purchasing Division pursuant to W, Va, Code § 5A-3-56, no
cotitractor miay use or supply steel products for a State Contract Project other than those steel
products made in the United States. A contractor who uses steel products in violation of this
section may be subject to civil penalties pursuant to W. Va. Code § SA-3-56. As used in this
section:

&. “State Conltract Project” means any erection or construction of, or any addition to, aleration of
ar other improvement Lo any building or structure, including, but not limited to, roads or
highways, or the installation of any heating or cooling or ventilating plants or other equipment,
or the supply of and materials for such projects, pursuant to a contract with the State of West
Virginia for which bids were solicited on or after Jure 6, 2001,

b, “Steel Producis™ means products rolled, formed, shaped, drawn, extruded, forged, cast,
fabricated or otherwise similarly processed, or processed by a combination of two or more or
such operations, from steel made by the open heath, basic oxygen, electric furnace, Bessemer or
other steel making process. The Purchasing Division Director may, in writing, autherize the use
of foreign steel products if?

c. The cost for cach contract item used does not exceed one tenth of one percent {.1%) of the
total contract cost or two thousand five hundred dollars ($2,500.00), whichever is greater. For the
purpases of this seciion, the cost is the value of the stee! product s delivered to the project; or

d. The Director of the Purchasing Division determines that specified steel materials are not
produced in the United States in sufTicient quantity or otherwise are not reasonably available o
mect contract requirements.
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44. PREFERENCE FOR USE OF DOMESTIC ALUMINUM, GLASS, AND STEEL: In
Accordance with W. Va. Code § 5-19-1 et seq., and W. Va. CSR § 148-10-1 et seq., for every
contract or subcontract, subject to the limitations contained herein, for the construction,
reconstruction, alteration, repair, improvement or maintenance of public works or for the
purchase of any item of machinery or squipment to be used al sites of public works, only
domestic aluminum, glass or steel products shall be supplied unless the spending officer
determines, in writing, afier the receipt of offers or bids, (1) that the cost of domestic aluminum,
glass ot steel products is unreasonable or inconsistent with the public interest of the State of
West Virginia, (2} that domestic aluminum, glass or steel products are not produced in sufficient
quantities to meet the contract requirements, or (3} the available domestic aluminum, glass, or
steel do not meet the contract specifications. This provision only applies to public works
contracts awarded in an amount more than fifty thousand dollars ($50,000) or public works
contracts that require more than ten thousand pounds of steel products.

The cost of domestic aluminum, glass, or steel products may be unreasonable if the cost is more
than twenty percent (20%%) of the bid or offered price for foreign made aluminum, glass, or steel
products. If the domestic alumitum, glass or steel products to be supplied or produced in a
“substantial labor surplus area”, as defined by the United States Department of Labor, the cost of
domestic aluminum, glass, or steel products may be unreasonable if the cost is more than thirty
percent {30%) of the bid or offered price for foreign made aluminum, glass, or steel produets.
This preference shall be applied to an item of machinery or equipment, as indicated above, when
the item is a single unit of equipment or machinery manufactured primarily of aluminum, glass
or steel, is part of a public works contract and has the sole purpose or of being a permanent part
of a single public works project. This provision does not apply to equipment or machinery
purchased by a spending unit for use by that spending unit and not a5 part of a single public
works project.

All bids and offers including domestic aluminum, glass or stecl products that exceed bid or offer
prices including foreign aluminum, glass or steel products after application of the preferences
provided in this provision may be reduced to a price equal to or lower than the lowest bid or
offer price for foreign aluminum, glass or steel products plus the applicable preference. If the
reduced bid or offer prices are made in writing and supersede the prior bid or offer prices, all
bids or offers, including the reduced bid or offer prices, will be reevaluated in accordance with
this rule.
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