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SEALED BID:EMS Credentialing/Licensing and Hospital Bed Tracking System
BUYER: April Battie, Buver 22

SOLICITATION NO.: CRFQ 056 BPH1700000005

BID OPENING DATE: June 21, 2017

BID OPENING TIME: 1:30 PM EST

FAX NUMBER: (304) 558-3970
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Proc Folder: 327111
Doc Deseription: Add. #3-EMS Credentlaling/Licensing & Hospital Bed Track Sy
Peoc Type: Central Contract - Fixed Amt

Date lssued Solicitation Closes | Sollcitation No Version
2017-06-16 2017-06-21 CRFQ 0506 BPH170000000% 4
13:30:00

BID CLERK
DEPARTMENT OF ADMINISTRATION

PURCHASING DIVISION

2019 WASHINGTON ST E

CHARLESTON wy 25305
uUs

Vendor Name, Address and Tolephone Number:

University of North Carolina at Chapei Hill
Department of Emergency Medicine, ESPIC
100 Market Street

Chapel Hill, NC 27516

9218-843-0201

FOR INFORMATION CONTACT THE BUYER

April Battle
(304} 558-0067
aptil.e.battle@wv.gov

Signature X Mﬁ/ﬁ, ) Acting for FEIN®  S4-4001393

DATE  5-2/20/7

All affare suhjectt?term?a'ﬁd’coaditions contalned in this solicitation

Willlam L. Reper, MD, MPH Page: 1
Dean, Schaol of Medicine
Vice Chancellor for Medical Affzirs

FORM ID : WV-PRC-CRFQ-001




Addendum #3 is issued to provide vendor questions and responses that were not

No other changes,

PURCHASING DIRECTOR - 304-356-4095
HEALTH AND HUMAN RESOURCES
BPH - OFFICE OF EMERGENCY MEDICAL SERVICES

350 CAPITOL ST, RM 425

I

included In Addendum #2 in efror.

PURCHASING DIRECTOR 304-356-4095
HEALTH AND HUMAN RESOURGCES
BPH - OFFICE OF EMERGENCY MEDICAL SERVICES

350 CAPITOL ST, RM 425

CHARLESTON Wvzs301-3714 CHARLESTON WV 25301-3714
us us
Line Comm Ln Dasc Qty Unit ssue Unit Price Total Price
1 EMS CREDENTIALING AND 0.00000
LICENSING SYSTEM - YEAR ONE
Comm Code Manufacturer Specification Model #
B0101500

Extanded Description -
Maintain and Manage WV EMS DATA System « Year 1

PURCHASING DIRECTOR 304-356-4095
HEALTH AND HUMAN RESOURCES
BPH - OFFICE OF EMERGENCY MEDICAL SERVICES

350 CAPITOL ST, RM 425

DIRECTOR 304-356-4095
HEALTH AND HUMAN RESOURCES
BPH - OFFICE OF EMERGENCY MEDICAL SERVICES

350 CAPITOL ST, RM 425

CHARLESTON WV25301-3714 CHARLESTON WV 25301.3714
us us
Line Comm Ln Desc Qty Unlt Issue Unit Price Total Price
2 EMS CREDENTIALING AND 0.00000
LICENSING SYSTEM - YEAR TWO
Comm Code Manufacturer Specification Madel #
80101500
Extended Description :

Maintain and Manage WV EMS DATA System - Year 2

PURCHASING DIRECTOR 304—356-4095
HEALTH AND HUMAN RESOURGES
BPH « OFFICE OF EMERGENCY MEDICAL SERVICES

350 CAPITOL ST, RM 425
CHARLESTON WV25301-3714

us

PURCHASING DIRECTOR 304-358 4095
HEALTH AND HUMAN RESOURCES
BPH - OFFICE OF EMERGENCY MEDICAL SERVICES

350 CAPITOL ST, RM 425
CHARLESTON WV 25301-3714

us

Page: 2
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3 EMS CREDENTIALING AND
LICENSING SYSTEM - YEAR

0.00000

Comm Code Manufacturer

Speclfication Modcl #

B0O101500

Extcnded Description :
Maintain and Manage WV EMS DATA System - Year 3

e
NYRIEE:]
bs w42 4

et

AL B - i ..
PURCHASING DIRECTOR - 304-356-4005 PURCHASING DIRECTOR - 304-356-4095
HEALTH AND HUMAN RESQURCES HEALTH AND HUMAN RESOURCES
8PH - OFFICE OF EMERGENCY MEDICAL SERVICES BPH - GFFICE OF EMERGENCY MEDICAL SERVICES
350 CAPITOL ST, RM 425 350 CAPITOL ST, RM 425
CHARLESTON WV25301-3714 CHARLESTON WV 25301-3714
us us
Line Comm Ln Dese Qty Unit Issue Unit Price Total Price
4 EMS CREDENTIALING AND 0.00000

LICENSING SYSTEM - YEAR FOUR

Comm Code Manufacturer Specification Model ¥
80101500
Extended Description :

Maintain and Manage WV EMS DATA System « Year 4

1 Questions Dye at 3:00 PM

Event Date
2017-06-12

Page: 3
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Document Phase
BPH1700000005 Final

Document Description Page 4
Add, #3-EMS Credentialing/Licensing & of 4
Hospltal Bed Track Sy

ADDITIONAL TERMS AND CONDITIONS

See attached document(s) for additional Terms and Conditions




EMS Credentialing/Licensing Hospltal Bad Tracking System

Pricing Page

[ Qty. | Unit| Section |

Desceiption

| Unit Price | Extended Price |

L 1 [vearj 4.1

Yaar One (1)

$ 400,000

[£400,000

}

[n accordance with section 4 and all mandatory requirements and deliverables -

EMS Credential/Lice nsing System

Education, Certification, Licensing & Inspection of System

EMS Run Reporting

Hospital Bed Tracklng

EMS Quality Data Reparting & Quality Improvement - Lead EMS Researcher

{1 |Year] 4.1 JRenewalPeriod Year Two (2) [$ 350,000 16350000 |

[ _1 [vear| 4.1 [Renewal Period Year Three (3) [$350,000 ]$350,000 |

(1 |Year] 4.1 JRenewal Perlod Year Four (4) 1$350,0600 ]$350,000 ]

|Grand Total: [$ 1,450,000 |

Vendor Signature: e e

Company Name! : Vice Chancelluf for Medical Affairs
Address: 100 Mmﬂmuﬁm NG 27516 & lory
Phone: 919-843-0201

Emaif: __likagaris@med.unc.edu

Fax: -843-019

O LIE 1 unr

I
M-} W07 17 Uy

BE0/ 300

0
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ADDENDUM ACKNOWLEDGEMENT FORM
CITATION NO.: C BPH 17000000005

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: [ hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:

(Check the box next to each addendum received)

[ v{ Addendum No. 1 ( ] Addendum No. 6
ﬂ/ Addendum No. 2 [ ] Addendum No.7
[\/] Addendum No. 3 [ 1 Addendum No. 8
[ 1 Addendum No.4 [ ] Addendum No, 9
[ ] Addendum No. 5 [ ] Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. I
further understand that that any verbal representation made or assumed to be made during any oral
discussion held between Vendor's representatives and any state personnel is not binding. Only the
information issued in writing and sdded to the specifications by an official addendum is binding.

The Univarsity of North Carolina at Chapet MIll
Company

W Ading for
Authorized Signature

Willlam L. Roper, MDD, MPH
J‘}/’Zﬂ/7 Dean, Sthool Ofﬂﬂ"dnl
e Wﬁ%-&anwler-wedlcal Affairs

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.
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STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

MANDATE: Under W. Va. Code §5A-3-10a, no contract or renewal of &ny conract may be awarded by the state or any
isions to any vendor or prospective vendor when the vendor or prospective vendor or a refated party
to the vandor or prospective vendor is a debtor and: (1} the debt owed is an amount greater than one thousand dollars in
the aggregate; or (2) the debtor s in employver default.

EXCEPTION: The prohibition fisted above does not apply where a vendor hag comtested any tax administered pursuant to
chapter eleven of the W. Vi, Code, workers' compensation premium, permit fee or environmental fes or assessment and
the matter has not become final or where the vendor has entered into a payment plan or agreement and the vendor is not
In default of any of the provisions of such plan or agreemant.

DEFINITIONS:

“Debt” means any assessment, premium, penalty, fine, tax or other amount of money owed to the state or any of its
political subdivisions because of a judgment, fine, permit violatlon, license assessment, defaultad workers’
compensation premium, penalty or other assessment presently delinquent or due and required to be paid to the state
or any of its political subdivisions, including any interest or additional penalties accrued thereon.

“Emplayer defauit” means having an outstanding balance or liability to the old fund or to the uninsured employers'
fund or being in policy default, as defined in W. Va, Code § 23-2¢-2, failure to maintain mandatory workers'
compsansation coverage, or fallure to fully meet its obligations as a warkers' compensation self-insured employer. An
employer is not In employer default if it has entered into a repayment agreement with the Insurance Commissioner
and remains in compliance with the obligations under the repayment agreement,

“Related party” means a party, whether an individual, corporation, partnership, assogciation, limited ability company
or any other form or business association or other entity whatsoever, related 1o any vendor by blood, marrlage,
ownership or contract through which the party has a relationship of ownership or ather inerest with the vendor so that
the parly will actually or by effect receive or control a portion of the benefit, profit ar other consideration from
performance of a vendor contract with the party receiving an amount that mests or exceed five percent of the total
contract amount.

AFFIRMATION: By signing this form, the vendor’s authorlzed signer afflrms and acknowledges under penalty of
law for false swearing (W, Va. Code §61-5-3) that nelther vendor nor any related party owe a debt as defined
above and that neither vendor nor any related party are in employer default as defined abave, uniess the debt or
employer default is permitted under the exception above,

WITNESS THE FOLLOWING SIGNATURE;

Vendor's Nams:  The University of North Carolina at Chapel Hiti

Authorized Signature: Acting for Date:___ 842007
Wiltiam L. Raper, MD, MPH
Dean, School of Medicine

State of Novdds  Sagaunicy Vice Chancellor far Medical Affairs
County of oY iy » To-wit;
Taken, subseribed, and swom to before me this 21 day of Siane » 2007,

My Commission expires M&i op2),
AFFIX SEAL HERE NOTARY puaucm o

Purchasing Arfdavit (Pavisad 08/01/2015)
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wiws o VENDOR PREFERENCE CERTIFICATE

Certification and application is heraby made far Preference in accordance with West Virginta Code, §5A-3-37. (Does not apply to
construction contracts), West Virginia Code, §5A-3-37, provides an opportunity for qualifying vendors to request (atthe time of bid)
praference for their residency status, Such preference is an evaluation method only and wilt be applied only to the cost bid in
accordanca with the West Virginla Code, Thig certificate for application is to be used to request such preference. The Purchasing
Division will make the determination of the Vendor Preference, if apphcable.

Application |s made for 2.5%, vendor preference for the reason checked:

Bldder is an individyal resident vendor and has resided continuously in West Virginia for four (4) years Immediately preced-
ing the date of this cerfification; or,

Bidder is a partnership, association or carporation resident vendor and has maintained ts headquanters or principal place of
business continuously in West Virginia for four (4) years immediately preceding the date of this certification;

Bidder is a resitent vendor partnership, association, or corporatian with at least eighty percant of ownershlp interest
of bidder held by another enlity that meets the applicable four year residency requirement; or,

Bidder is & nonresident vendor which has an afiifiate or subsidiary which employs & minimumn of one hundred state residants
andwhich has maintained its headquarters or principal place of businass within West Virginia confinuously for the four 4)
years immediately preceding the date of this certification; or,

Appilicetion is made for 2.5% vendor preference for the reason chocked;

Bidder is a resident vendor who certifies that, during the fife of the contract, on average at least 75% of the emp
working on the project baing bid are residants of West Virginia who have resided in the state continucusly for the two years
immedlately preceding submissior of this bid: or,

" O Do0oo

Application is made for 5% vendor preference for the reason checked:
Bidder meets either the requirement of both subdivisions (1) and (2} or subdivision (1) and (3) as stated zbove; or,

6. :

L] Bidderis aresident vendor wha Is a vetaran of the United States armed forces, the reserves or the National Guard, if, for
purposes of producing or distributing the commodities or completing the project which is the subject of the vendor's bid and
corntinuously over the entire term of the Project, on average at least sgventy-five percent of the vendor's employees are
residents of West Virginia who have resided in the state continuously for the two immediately preceding years,

7. Application is mude for preference as a non-resident small, women- and minority-owned business, in accor-
dance with West Virginia Code §5A.3-59 and West Virginia Cods of State Rules.

[_1 Bidderhasbeen Or axpects to be approved prior o contract award by the Purchasing Division as a certified small, women-
and minority-owned business.

By submission of this certificate, Bldder agrees to disclose "y reasonably requested information to the Purchasing Division and
authorizes the Department of Revenue to disclose to the Director of Purchasing appropriate information verifying that Bidder has paid
the required business taxes, provided that such information does not contain the amounts of taxes paid nor any other information
deemed by the Tax Commissionerto be confidential,

:::: :::d | ‘\\\RNV

“Check any combinstian dprafaunaemsidemﬂbn(a) indicated sboye, which you are entited o receive,
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Bid Exceptions
University of North Carolina at Chapel Hill (University)
Emergency Medical Services Performance Improvement Center (EMSPIC)
State of West Virginia Bid # BPH1700000005

Exceptions to General Terms and Conditions:

1. Section 8. Insurance,

2.

Proposed Modification: EMSPIC proposes replacing this Section in its entirety with: “The nature and
extent of the Vendor’s insurance coverage is described on the attached Certificate of Coverage from
the North Carolina Department of Insurance, Risk Management Division.”

Explanation: As a state agency of North Carolina, the University does not carry, nor may it obtain,
general liability insurance on the commercial market.

Scction 15. Purchasing Card Acceptance.

Proposed Modification: EMSPIC proposes inserting, at the end of this section, a sentence that reads:
“Notwithstanding the foregoing, the parties acknowledge and agree that the Agency will pay the
Vendor by check.”

Explanation: The State of West Virginia has previously paid the University by check for similar
services. Please let the University know if that method of payment is no longer an option.

Section 21. Applicable Law,

Proposed Modification: EMSPIC proposes deleting this section in its entirety and remaining silent on
the issue of governing law.

Explanation: As a state agency of North Carolina, the University is limited in its ability to accept
governing law and jurisdiction of another state.

Section 31. Privacy Security and Confidentiality.

Proposed Modification: EMSPIC proposes inserting at the end of this Section 31 a sentence that
reads: “Notwithstanding the foregoing, the parties agree and acknowledge that the Vendor is subject
to the North Carolina Public Records Act, N.C.G.S. Chapter 132, and must disclose records in its
possession if and when required by law.”

Explanation: As a state agency of North Carolina, the University is subject to the North Carolina
Public Records Act and cannot waive its obligations to abide by that law,

Section 33. Licensing.

Proposed Modification: EMSPIC proposes inserting at the end of this Section 33 a sentence that
reads: “Notwithstanding the foregoing, the Agency agrees that any referenced licensing laws do not
apply to the services provided under this agreement in North Carolina by Vendor, a state agency of
North Carolina.”

Explanation: The University will perform the services conternplated under this agreement in North
Carolina.

Section 36. Vendor Relationship.

Proposed Modification: EMSPIC proposes inserting the following clause at the beginning of the last
sentence in Section 36: “To the extent permitted by the North Carolina Tort Claims Act,”
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Explanation: As a state agency of North Carolina, the University is limited in its ability to indemmmify
third parties.

Section 37, Indemnification,

Proposed Modification: EMSPIC proposes replacing Section 37 in its entirety with the following
paragraph: “To the extent permitted by the North Carolina Tort Claims Act, the University shall
indemnify and hold harmless the State and the Agency, their officers, and employees from and
4gainst any third party claims caused by the University’s negligence in the performance of this
Apreement.”




DEBARTMENT OF INGURANCE

FM Risk Management
‘ Wayne Gaoowin, Commissioner of Insurance
i Rick Mcintyre, Assistant State Fire Marshal
e — P

CERTIFICATE OF COVERAGE
Certificate Holder: ~ To Whom It May Concern
insurer: - State of North Carolina

Authorization: Public Officers & Employee Liability Insurance Comrmission of North
Carolina and the General Statutes of North Carolina, Chapter 143,
Articles 31 to 31D, Sections §143-291 to §143-300.

Period: 07/01/2016 unti? 06/30/2017 .

Coverage: A) Tort Claims against Depariments, Agencies, and Employees
B) Excess Liability for State EFmplovees
Lexington Insurance Company - Policy # 01-529-45-49
Q) Wortkers' Compensation ;

Limits A) $1.000,000 for Tort claims ageinst the State
B) $10,000,000 for claims against state employees
C) Statutory Limits for Workers’ Compensation

Deseription; The University of North Carolina — Chapel Hill and its employees, officers,
agents, as covered by the Defense of State Employees as per NCGS §
143 300.2,
" Administrator: Department Insurance - Risk Management Division.

Public Officers 8 Employees Liability Insurance Commission
1202 Mail Service Center, Raleigh, NC 27699-1202

Note: This Certificate is for informational purposes only and does not aker any
provision of the Tort Claims or Defense of Stale Employees General
Statutes of the State.
Verified By:
Margie Boyd
Risk Manager
UNCCH - 2016-17 (WC) .

1202 Mail Service Center | Raleigh, NC 27699-1202 | www.ricdoi.comvostn | tol 919.661.5880 fax: 919.662.4416
An Equal Oppontunity Employer %
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GENERAL TERMS AND CONDITIONS:

1. CONTRACTUAL AGREEMENT: Issuance of a Award Document sigmed by the
Purchasing Division Director, or his designee, and approved as to form by the Attorney
General’s office constitutes acceptance of this Contract made by and between the State of West
Virginia and the Vendor. Vendor’s signature on its bid signifies Vendor’s agreement to be bound
by and accept the terms and conditions contained in this Contract.

2. DEFINITIONS: As used in this Solicitation/Contract, the following terms shall have the
meanings attributed to thern below. Additional definitions may be found in the specifications
included with this Solicitation/Contract,

2.1. “Agency” or “Agencies” means the agency, board, commission, or other entity of the State
of West Virginia that is identified on the first page of the Solicitation or any other public entity
secking to procure goods or services under this Contract.

2.2, “Bid” or “Proposal” means the vendors submitted response to this solicitation.

2.3. “Contract” means the binding agreement that is entered into between the State and the
Vendor to provide the goods or services requested in the Solicitation,

2.4. “Director” means the Director of the West Virginia Departrnent of Administration,
Purchasing Division,

2.5. “Purchasing Division” means the West Virginia Department of Administration, Purchasing
Division.

2.6. “Award Document” means the document sipned by the Agency and the Purchasing
Division, and approved as to form by the Attorney General, that identifies the Vendor as the
cantract holder.

2.7. “Solicitation” means the official notice of an oppartunity to supply the State with goods or
services that is published by the Purchasing Division,

2.8. “State” means the State of West Virginia and/or any of its agencics, commissions, boards,
elc. as comtext requires.

2.9. “Vendor” or “Vendors” means any entity submitting a bid in response to the

Solicitation, the entity that hes been selected as the lowest responsible bidder, or the entity that
has been awarded the Contract as context requires.

Revised 04/07/2017
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3. CONTRACT TERM; RENEWAL; EXTENSION: The term of this Contract shall be
determined in accordance with the category that has been identified gs applicable to this
Contract below:

Term Contract

Initial Contract Term: This Contract becomes effective on
award and extends for a period of one (1) yeax(s).

Renrewal Term: This Contract may be renewed upon the mutual written consent of the Agency,
and the Vendor, with approval of the Purchasing Division and the Attorney General’s office
(Attorney General approval is as to form only). Any request for renewal should be submitted to

conditions of the original contract. Renewal of this Contract is limited to  thves (3)

successive one (1) year periods or multiple renewal periods of less than one Yyear, provided that
the multiple renewal periods do not exceed thirly six (35) _ months in total. Automatic renewal of
this Contract is prohibited. Notwithstanding the foregoing, Purchasing Division approval is not

order may only be issned during the time this Contract is in effect, Axny delivery order issued
within one year of the expiration of this Contract shall be effective for one year from the date the
delivery order is issued, No delivery order may be extended beyond one year after this Contract
has expircd.

(] Fixed Period Contract: This Contract becomes effective upon Vendor’s receipt of the notice
to proceed and must be completed within days,

[] Fixed Period Contract with Renewals: This Contract becomes effective upon Vendor’s
receipt of the notice to proceed and pat of the Contract more fully described in the attached
specifications must be completed within days,

Upon completion, the vendor agrees that maintenance, monitoring, or warranty services will be
provided for one year thereafter with an additional successive one ycar
renewal petiods or multiple renewal periods of less than one year provided that the multiple
renewal periods do not exceed months in total. Automatic repewal of this
Contract is prohibited,

[} One Time Purchase: The term of this Contract shall run from the issuance of the Award
Document until all of the goods contracted for have been delivered, but in no event will this
Contmctextendformurethm:oneﬂscalyear.

[] Other: See attached,

Revised 04/07/2017
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Service: The scope of the service to be provided will be more clearly defined in the
specifications included herewith,

[ Combined Service and Goods: The scope of the service and deliverable goods to be
provided will be more clearly defined in the specifications included herewith,

tes shall inchude, but are not limited to, delays in transportation or an unanticipated
increase in the volume of work, An cmergency purchase in the open market, approved by the
Purchasing Division Director, shall not constitute of breach of this Contract and shal} not extitle
the Vendor to any form of Compensation or damages. This Provision does not excuse the State
from fulfilling its obligations under a One Time Purchase contract.

7. REQUIRED DOCUMENTS: All of the jtems checked below must be provided to the
Purchasing Division by the Vendor as specified below. '

Virginia, The bid bond must be submitted with the bid,

C1PERFORMANCE BOND: The apparent successful Vendor shall provide a performance
bond in the amount of - The petformance bond must be received by the
Purchasing Division prior to Contract award. On construction contracts, the performance bond
must be 100% of the Contract value,

Revised 04/07/2017
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[J LABOR/MATERIAL PAYMENT BOND: The apperent successful Vendor shall provide a
labor/taterial payment bond in the amount of 100% of the Contract value, The labor/material
payment bond must be deliverad to the Purchasing Division prior to Contract award,

In lieu of the Bid Bond, Performance Bond, and Labor/Material Payment Bond, the Vendor may

amount and delivered on the same schedule as the bond it replaces. A letter of credit subrmitted in
lieu of a performance and labor/material payment bond will only be allowed for projects under
$100,000. Personal or business checks are not acceptuble. Notwithstanding the foregoing, West
Virginia Code § 5-22-1 (¢) mandates that 2 vendor provide a performance and labor/materiaj
payment bond for construction projects. Accordingly, substitutions for the performance and
labor/material payment bonds for constraction projects is not permitted.

[0 MAINTENANCE BOND: The apparent successful Vendor shall provide a two (2) year
maintenance bond covering the roofing system. The maintenance bond must be issued and
delivered to the Purchasing Division prior to Contract award,

[JLICENSE(S) / CERTIFICATIONS / PERMITS: In addition to anything required under the
Section entitled Licensing, of the General Terms and Conditions, the apparent successfill Vendor
shall furnish proof of the following licenses, certifications, and/or permits prior to Contract
award, in a form acceptable to the Purchasing Division,

0

The apparent successful Vendor shall also furnish proof of any additional licenses or
certifications contained in the specifications prior to Contract award regardless of whether or not
that requirement is listed above.

Revised 04/07/2017
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8. INSURANCE: The apparent successfitl Vendor shall furnish proof of the insurance identified
by a checkmark below prior to Contract award, Subsequent to contract award, and prior to the
insurance expiration date, Vendor shall provide the Agency with proof that the insurance
mandated herein has been continued, Vendor must also provide Agency with immediate notice of
any changes in its insurance policies mandated herein, including but not limited to, policy
cancelation, policy reduction, or change in insurers. The insurance coverages identified below
must be maintained throughout the life of this contract. The apparent successful Vendor shall also
furnish proof of any additional insurance requirements contained in the specifications prior to
Contract award regardless of whether or not that insurance requirement is listed in this section.

Vendor must maintain-

Commercial General Liability Insurance in at least an amount of:
$1,200.000.00

{] Automobile Liability Insurance in at leust an amount of

[] Professional/Malpractice/Errors and Omission Insurance in at least an amount of:

(] Commercial Crime and Third Party Fidelity Insurance in an amount of:

[ Cyber Liability Insurance in an amount of:

[] Builders Risk Insurance in an amount equal to 100% of the amount of the Contract,

O

O

Revised 04/07/2017
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9- WORKERS’ COMPENSATION INSURANCE: The apparent successful Vendor shall
comply with laws relating to workers compensation, shall maintain workers® compensation
insurance when required, and shall furnish proof of workers’ compensation insurance upon
request.

the hearing officer determines that the protest was filed for frivolous or improper purpose,
including but not limited to, the purpose of harassing, causing unnecessary delay, or needless
expense for the Agency. All litigation bonds shall be made payabie to the Purchasing Division.
Ini lieu of a bond, the protester may submit a cashier’s check or certified check payable to the
Purchasing Division. Cashier’s or certified checks will be deposited with and held by the State
Treasurer’s office. If it is determined that the protest has not been filed for frivolous or improper
purpose, the bond or deposit shall be retumed i its entirety,

N/A

11. LIQUIDATED DAMAGES: Vendor shall pay liquidated damages in the amount of

for ' ]
This clause shail in no way be considered exclusive and shall not limit the State or Agency’s

right to pursue any other available remedy.

12, ACCEPTANCE: Vendor’s signature on its bid, or on the certification and signature page,
constitutes an offer to the State that canmot be unjlaterally withdrawn, signifies that the product
or service proposed by vendor meets the mandatory requirements contained in the Solicitation
for that product or service, unless otherwise indicated, and signifies acceptance of the terms and
conditions contained in the Solicitation unless otherwise indicaied,

13. PRICING: The pricing sct forth herein is firm for the life of the Contract, unless specified
clsewhere within this Solicitation/Contract by the State, A Vendor’s inclusion of price
adjustment provisions in its bid, without an express authotization from the State in the
Solicitation to do so, may result in bid disqualification.

14. PAYMENT': Payment in advance is prohibited under this Contract. Payment may only be
madc after the delivery and acceptance of goods or services. The Vendor shall submit invoices,
in arrears,

15. PURCHASING CARD ACCEPTANCE: The State of West Virginia currently utilizes a
Purchasing Card program, administered under contract by a banking institution, to process
payment for goods and services. The Vendor must accept the State of West Virginia’s
Puschasing Card for payment of all orders under this Contract unless the box below is checked,

[] Vendor is not required to accept the State of West Virginia’s Purchasing Cand as payment for
all goods and services,

Revised 04/07/2017
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16. TAXES: The Vendor shal] pay any applicable sales, use, personal property or any other
taxes arising out of thiy Contract and the transactions contemnplated thereby. The State of
West Virpinia is exempt from federal and state taxes and will not pay or reimburse such taxes.

17. ADDITIONAL FEES: Vendor is not permitted to charge additional fees or assess
additional charges that were not either expressly provided for in the solicitation published by the
State of West Virginia or included in the unit price or lump sum bid amount that Vendor is
required by the solicitation to provide. Including such fees or charges as notes to the solicitation
may result in rejection of vendor’s bid. Requesting such fees or charges be paid after the
contract has been awarded may result in cancellation of the contract,

18. FUNDING: This Contract shall contimue for the term stated herein, contingent upon funds
being appropriated by the Legislature or otherwise being made available. In the event funds are
not appropriated or otherwise made available, this Contract becomes void and of no effect
begirming on July 1 of the fiscal year for which funding has not been appropriated or otherwise
made available.

19. CANCELLATION: The Purchasing Division Director reserves the right to cancel this
Contract immediately upon written notice to the vendor if the materials or workmanship supplied
do not conform to the specifications contained in the Contract. The Purchasing Division Director
may also cancel any purchase or Contract upon 30 days written notice to the Vendor in
accordance with West Virginia Code of State Rules § 148-1-6.1.¢.

20. TIME: Time is of the essence with regard to all matters of time and performance in this
Contract,

21. APPLICABLE Y. AW: This Contract is governed by and interpreted under West Virginia
law without giving effect to its choice of law principles. Any information provided in
specification manuals, or any other source, verbal or written, which contradicts or violates the
West Virginia Constitution, West Virginia Code or West Virginia Code of State Rules is void
and of no effect,

22. COMPLIANCE: Vendor shall comply with all applicable federal, state, and local laws,
regulations and ordinances, By submitting a bid, Vendor acknowledges that it has Teviewed,
understands, and will comply with all applicable laws, regulations, and ordinances.

23. ARBITRATION: Any references made to arbitration contained in this Contract, Vendor’s
bid, or in any American Institute of Architects documents pertaining to this Contract are hereby
deleted, void, and of no effect.

24. MODIFICATYONS: This writing is the parties’ final expression of intent, Notwithstanding
anything contsained in this Contract to the contrary no modification of this Contract shall be
binding without mutual written consent of the Agency, and the Vendor, with approval of the
Purchasing Division and the Attorney General’s office (Attorney General approval is as to form
only). Any change to existing contracts that adds work or changes contract cost, and were not
included in the original contract, must be approved by the Purchasing Division and the Attorney
General’s Office (as to form) prior to the implementation of the change or commencement of

work affected by the change.
Revised 04/07/2017
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25. WAIVER: The failure of either party to insist upon a strict performance of any of the terms
or provision of this Contract, or 1o exercise any option, right, or remedy herein contained, shall
not be construed as a waiver or a relinquishment for the future of sych term, provision, option,
right, or remedy, but the same shall continue in full force and effect. Any waiver must be

expressly stated in writing and signed by the waiving party.

26, SUBSEQUENT FORMS: The terms and conditions contained in this Contract shail
supersede any and all subsequent terms and conditions which may appear on any form
documents submitted by Vendor to the Agency or Purchasing Division such as price lists, order
forms, inveices, sales agreements, or maintenance agreements, and includes internet websites or
other electronic documents, Acceptance or use of Vendor’s forms does not constitute acceptance
of the terms and conditions contajned thereon.

27. ASSIGNMENT: Neither thig Contract nor any monies due, or to become due hereunder,
may be assigned by the Vendor without the express written consent of the Agency, the
Purchasing Division, the Attorney General’s office (as to form only), and any other Eovetrnment
agency or office that may be required to approve such assignments. Notwithstanding the
foregoing, Purchasing Division approval may or may not be required on certain agency delegated
or exempt purchases.

28, WARRANTY: The Vendor expressly warrants that the goods and/or services covered by
this Contract will: (a) conform to the specifications, drawings, samples, or other description
furnished or specified by the Agency; (b) be merchantable and fit for the purpose intended; and
() be free from defect in material and workmanship.

29, STATE EMPLOVYEES: State employees are not permitted to utilize this Contract for
personal use and the Vendor is prohibited from permitting or facilitating the same.

30. BANKRUPTCY: In the event the Vendor files for bankruptcy protection, the State of West
Virginia may deem this Contract null and void, and terminate this Contract without notice,

31. PRIVACY, SECURITY, AND CONFIDENTIALITY: The Vendor agrees that it will not
disclose to anyone, directly or indirectly, any such personally identifiable nformation or other
confidential information gained from the Agency, unless the individual who is the subject of the
information consents to the disclosure in writing or the disclosure is made pursuant to the

Revised 04/07/2017
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32. YOUR SUBMISSION IS A PUBLIC DOCUMENT: Vendor’s entire response to the
Solicitation and the resulting Contract are public documents, As public documents, they will be
disclosed to the public following the bid/proposal opening or award of the contract, as required
by the competitive bidding laws of West Virginia Code §§ 5A-3-1 et 5eq., 5-22-1 et seq., and
5G-1-1 et seq. and the Freedom of Information Act West Virginia Code §§ 29B-1-1 et seq.

DO NOT SUBMIT MATERIAL YOU CONSIDER TO BE CONFIDENTIAL, A TRADE
SECRET, OR OTHERWISE NOT SUBJECT TO PUBLIC DISCLOSURE,

Submission of any bid, proposal, or other document to the Purchasing Division constitutes your
explicit consent to the subsequent public disclosure of the bid, proposal, or document. The
Purchasing Division will disciose any document Jabeled “confidential,” “proprictary,” “trade
secret,” “private,” or labeled with any other claim against public disclosure of the documents, to
include any “trade secrets” as defined by West Virginia Code § 47-22-] et seq. All submissiongs
are subject to public disclosure without notice.

33. LICENSING: In accordance with West Virginia Code of State Rules § 148-1-6.1.¢, Vendor
must be licensed and in good standing in accordance with any and all state and local laws and
requirements by any state or local agency of West Virginia, including, but not limited to, the
West Virginia Secretary of State’s Office, the West Virginia Tax Department, West Virginia

Division Director or the Agency to verify that the Vendor is licensed and in good standing with
the above entities.

34. ANTITRUST: In submitting a bid to, signing a contract with, or accepting a Award
Document from any sgency of the State of West Virginia, the Vendor agrees to convey, sell,
assign, or transfer to the State of West Virginia all rights, title, and interest in and 1o all causes of

35. VENDOR CERTIFICATIONS: By signing its bid or entering into this Contract, Vendor
certifies (1) that its bid or offer was made without prior understanding, agreement, or connection
with any cosporation, firm, limited liability company, partnership, person or entity Submitting a
bid or offer for the same material, supplies, equipment or sexvices; (2) that its bid or offer is in all
respects fair and without collusion or frand; (3) that this Contract is accepted or entered into
without any prior understanding, agreernent, or connection to any other entity that could be
considered a violation of law: and (4) that it has reviewed this Solicitation in its entirety;
understands the requirements, tenms and conditions, and other information contained herein.
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Vendo;’s behalf; that he or she is authorized to bind the Vendor jn 4 contractual relationship; and
that, to the best of his or her knowledge, the Vendor has properly registered with any State
agency that may require registration.

for all wages and salaries, taxes, withholding payments, penalties, fees, frinpe benefits,
professional liability insurance premiums, contributions to insurance and pension, or other
deferred compensation plans, including but not limited to, Workers’ Compensation and Social
Security obligations, licensing fees, etc. and the filing of all necessary documents, forms, and
returns pertinent to all of the foregoing,

Vendor shall hold harmless the State, and shall provide the State and Agency with a defense
against any and all claims including, but not limited to, the foregoing payments, withholdings,
contributions, taxes, Socia] Seourity taxes, and employer income tax returns.

37. INDEMNIFICATION: The Vendor agrees to indemnify, defend, and hold harmless the
State and the Agency, their officers, and employees from and against: (1) Any claims or losses
for services rendered by any subcontractor, person, or firm performing or supplying services,
materials, or supplies in connection with the performance of the ; (2) Any claims or

38. FURCHASING AFFIDAVIT: In accordance with West Virginia Code § 5A-3-10a, ail
Vendors are required to sign, notarize, and sybmit the Purchasing Affidavit stating that nejther
the Vendor nor & related party owe a debt to the State in excess of $1,000. The affidavit muyst be
submitted prior to award, but should be submitted with the Vendor’s bid. A copy of the
Purchasing Affidavit is included herewith,

Revised 04/07/2017
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39. ADDITIONAL AGENCY AND LOCAL GOVERNMENT USE: This Contract may be
utilized by other agencies, spending units, and political subdivisjons of the State of West
Virginia; county, municipal, and other local government bodies; and school districts (“Other

41. REPORTS: Vendor shall provide the Agency and/or the Purchasing Division with the
following reports identified by a checked box below;

may include, but are not limited to, quantities purchased, agencies utilizing the contract, total
contract expenditures by agency, etc.

(] Quarterly reports detailing the total quantity of purchases in units and dollars, along with a
listing of purchases b agency. Quarterly reports should be delivered to the Purchasing Division

via email at purchasing.requisitions@wv.gov.

sensitive or critical information to submit to a fingerprint-based state and federal background
inquiry through the state repository. The service provider is responsible for any costs associated
with the fingerprint-based state and federal background inquiry.

After the contract for such services has been approved, but before any such employees are
penmitted to be on the grounds or in the buildings of the Capitol corplex or have access to
sensitive or critical information, the service provider shall submit a list of all persons who will be
physically present and working at the Capitol complex to the Director of the Division of
Protective Services for purposes of verifying compliance with this provision. The State Teserves
the right to prohibit a service provider’s employees from accessing sensitive or critical
information or to be present at the Capitol complex based upan results addressed from a criminal
background check.

Service providers should contact the West Virginia Division of Protective Services by phone at
(304) 558-9911 for more information.

Revised 04/07/2017
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43. PREFERENCE FOR USE OF DOMESTIC STEEL PRODUCTS: Except when
authorized by the Director of the Purchasing Division pursuant to W, Va. Code § 5A-3-56, no

a. “State Contract Project” means any erection or construction of, or any addition to, alteration of
or other improvement to any building or structure, including, but not limjted to, roads or
highways, or the installation of any heating or cooling or ventilating plants or other equipment,

of foreign stee] products if:

¢. The cost for each contract itery used does not exceed one tenth of one percent (.1%) of the
total contract cost or twg thousand five hundred dollars (82,500.00), whichever is greater, For the
purposes of this section, the cost is the value of the steel product as delivered to the project; or
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44. PREFERENCE FOR USE OF DOMESTIC ALUMINUM, GLASS, AND STEEL: In
Accordance with W. Va, Code § 5-19-] et seq., and W. Va. CSR § 148-10-1 et seq., for every
contract or subcontract, subject to the limitations contained herein, for the construction,
reconstruction, alteration, repair, improvement or maintenance of public works or for the
purchase of any item of machinery or equipment to be used at sites of public works, only
domestic aluminum, glass or steel products shall be supplied unless the spending officer
determines, in writing, after the receipt of offers or bids, (1) that the cost of domestic aluminum,
glass or steel products is unreasonable or inconsistent with the public interest of the State of
West Virginia, (2) that domestic aluminum, glass or steel products are not produced in sufficient
quantitics to meet the contract requirements, or (3) the available domestic aluminum, glass, or
steel do not meet the contract specifications. This provision only applies to public works
contracts awarded in an amount more than fifty thousand dollars ($50,000) or public works
contracts that require more than ten thousand pounds of steel products,

The cost of domestic aluminym, glass, or steel products may be unreasonable if the cost is more
than twenty percent (20%) of the bid or offered price for foreign made aluminum, glass, or steel
products. If the domestic aluminurm, glass or steel products 1o be supplied ot produced in a
“substantial labor surplus arca”, as defined by the United States Department of Labor, the cost of
demestic aluminum, glass, or stee] products may be uareasonable if the cost is more than thirty
percent (30%) of the bid or offered price for foreign made aluminum, glass, or steel products.
This preference shall be applied to an item of machinery or equipment, as indicated above, when
the item is 4 single unit of equipment or machinery manufactured primarily of aluminum, glass
or steel, is part of a public works contract and has the sole putpose or of being a permancat part
of a single public works project. This provision does not apply to equipment or machinery
purchased by a spending unit for use by that spending unit and not as part of a single public
works project.

All bids and offers including domestic aluminum, glass or steel products that exceed bid or offer
prices including foreign aluminum, glass or steel products after application of the preferences
provided in this provision may be reduced to a price equal to or lower than the lowest bid or
offer price for foreign aluminum, glass or steel products plus the applicable preference. If the
reduced bid or offer prices are made in writing and supersede the prior bid or offer prices, all
bids or offers, including the reduced bid or offer prices, will be reevaluated in accordance with
this rule,
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DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract Administrator and the initial point of contact for matters relating to this Contract,

Jenny Wilson, EMSPIC Project Director
(Name, Title)

(Printed Name and Title)
100 Macket Street 2nd Floor, CB # 7597, UNC-CH, Chapel Hill, NG 27516
(Address)

919-843-0201 919-843-0195

(Phone Number) / (Fax Number)

_ikagaris@med.unc.edu
(email address)

CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wvOASIS, T certify that T have reviewed this Solicitation in its entirety; that I understand
the requirements, terms and conditions, and other information con?ained herein; that this bid,

product or service proposed meets the mandatory requirements contained in the Solicitation for
that product or service, unless otherwise stated herein; that the Vendor accepts the terms and
conditions contained in the Solicitation, unless otherwise stated herein; that I am submitting this
bid, offer or proposal for review and consideration; that I am authorized by the vendor to execute
and submit this bid, offer, or proposal, or any documents reated thereto on vendor’s behalf: that
[ am authorized to bind the vendor in a contractual relationship; and that to the best of my
knowledge, the vendor has properly registered with any State agency that may require

The University of North Carolina at Chapel Hil
Compan '
(Company) Carolyn Marlow

Assistant Dean Acting for
/ Sponsored Programs
(Authorized Si%;l) (%epx’esenmﬁve Name, Title)
iMami, Reper, MD, MPH

Denn, School of Medicine
s
(Printed Name and Title of Authorized Representative)

G2l 2817
(Date)

319 Yo 441 P/9- 96 -5423
(Phone Number) (Fax Number)

Revised 04/07/2017
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WV STATE GOVERNMENT

HIPAA BUSINESS ASSOCIATE ADDENDUM

This Health Insurance Portability and Accountability Act of 1996 (hereafter, HIPAA)
Business Associate Addendum ("Addendum") is made a part of the Agreement ("Agreement")
by and between the State of West Virginia (“Agency"), and Business Associate ("Associate"),
and is effective as of the date of execution of the Addendum

The Associate performs certain services on behalf of or for the Agency pursuant to the
underlying Agreement that requires the exchange of information including protected health
information protected by the Health Insurance Portability and Accountability Act of 1996
("HIPAA"), as amended by the American Recovery and Reinvestment Act of 2009 (Pub. L No.
111-5) (the "HITECH Act"), any associated regulations and the federal regulations published at
45 CFR parts 160 and 164 (sometimes collectively referred to as "HIPAA"). The Agency is a
"Covered Entity" as that term is defined in HIPAA, and the parties to the underlying Agreement
are entering into this Addendum to establish the responsibilities of both parties regarding
HIPAA-covered information and to bring the underlying Agreement into compliance with HIPAA.

Whereas it is desirable, in order o further the continued efficient operations of Agency to
disclose to its Associate certain information which may contain confidential individually
identifiable healith information (hereafter, Protected Health Information or PHI); and

Whereas, it is the desire of both parties that the confidentiality of the PHI disclosed
hereunder be maintained and treated in accordance with all applicable laws relating to
confidentiality, including the Privacy and Security Rules, the HITECH Act and its associated
regulations, and the parties do agree to at all times treat the PHI and interpret this Addendum
consistent with that desire.

NOW THEREFORE: the parties agree that in consideration of the mutual promises herein,
in the Agreement, and of the exchange of PHI hereunder that:

1. Definitions. Terms used, but not otherwise defined, in this Addendum shall have the same
meaning as those terms in the Privacy, Security, Breach Notification, and Enforcement
Rules at 45 CFR Part 160 and Part 164.

a. Agency Procurement Officer shall mean the appropriate Agency individual
isted at: http:fiwww.state.wv.usfadminfpurchaselvrclagencyli.html.

b. Agent shall mean those person(s) who are agent(s) of the Business Associzte,
in accordance with the Federal commaon law of agency, as referenced in 45 CFR
§ 160.402(c).

c. Breach shall mean the acquisition, access, use or disclosure of protected health
information which compromises the secunity or privacy of such information,
except as excluded in the definition of Breach in 45 CER § 164.402.

d. Business Associate shall have the meaning given %o such term in 45 CFR §
160.103.
e. HITECH Act shall mean the Health Information Technology for Economic and

Chnical Health Act. Public Law No. 111-05. 111n Congress (2009).
1
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Privacy Rule means the Standards for Privacy of Individually Identifiable Health
Information found at 45 CFR Parts 160 and 164.

Protected Health Information or PHI shall have the meaning given to such term

in 45 CFR § 160.103, limited to the information created or received by Associate
from or on behaif of Agency.

Security Incident means any kKnown successful or unsuccessful attempt by an
authorized or unauthorized individual to inappropriately use, disclose, modify,
access, or destroy any information or interference with system operations in an
information system.

Security Rule means the Security Standards for the Protection of Electronic
Protected Health Information found at 45 CFR Parts 160 and 164.

Subcontractor means a person to whom a business associate delegates a
function, activity, or service, other than in the capacity of a member of the
workforce of such business associate.

Uses and Disciosures.

PH! Described. This means PHI created, received, maintained or transmitted on
behalf of the Agency by the Associate. This PHI is governed by this Addendum
and is limited to the minimum necessary, to complete the tasks or to provide the
services associated with the terms of the original Agreement, and is described in
Appendix A,

Purposes. Except as otherwise limited in this Addendum, Associate may use or
disclose the PHI on behalf of, or to provide services to, Agency for the purboses
necessary to complete the tasks, or provide the services, associated with, and
required by the terms of the original Agreement, or as required by law, if such
use or disclosure of the PHI would not viclate the Privacy or Security Rules or
applicable state law If done by Agency or Associate, or violate the minimum
Necessary and related Privacy and Security policles and procedures of the
Agency. The Associate is directly liable under HIPAA for impermissible uses and
disciosures of the PH| it handles on behalf of Agancy.

Further Uses and Disclosures. Except as otherwise limited in this Addendum,
the Associate may disclose PHI to third parties for the purpose of its own proper
management and administration, or as required by law, provided that (i) the
disclosure is required by law, or (ii) the Associate has obtained from the third
party reasonable assurances that the PHI will be held confidentially and used or
further disclosed only as required by law or for the purpose for which it was
disclosed to the third party by the Associate; and, (iii} an agreement to notify the
Associate and Agency of any instances of which it (the third parly) is aware in
which the confidentiality of the information has been breached. To the extent
practical, the information should be in a limited data set or the minimum
necessary information pursuant to 45 CFR § 164.502, or take other measures as
necessary to satisfy the Agency's obligations under 45 CFR § 164.502,
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3. Obligations of Associate.

a.

Stated Purposes Only. The PHI may not be used by the Associate for any
purpose other than as stated in this Addendum or as required or permitted by
law.

Limited Disclosure. The PHI is confidential and will not be disclosed by the
Associate other than as stated in this Addendum or as required or permitted by
law. Associate is prohibited from directly or indirectly receiving any remuneration
in exchange for an individual's PH! unless Agency gives written approval and the
individual provides a valid authorization. Associate will refrain from marketing
activities that would viclate HIPAA, including specifically Section 13406 of the
HITECH Act. Associate will report to Agency any use or disclosure of the PHI,
inciuding any Security Incident not provided for by this Agreement of which it
becomes aware,

Safeguards. The Associate will use appropriate safeguards, and comply with
Subpart C of 45 CFR Part 164 with respect to electronic protected health
information, to prevent use or disclosure of the PHI, except as provided for in this
Addendum. This shall include, but not be limited fo:

I. Limitation of the groups of its workforce and agents, to whom the PH| is
disclosed to those reasonably required to accomplish the purpases
stated in this Addendum, and the use and disclosure of the minimum
PHI necessary or a Limited Data Set:

il. Appropriate notification and training of its workforce and agents in order
to protect the PHI from unauthorized use and disclosure;

ili. Maintenance of a comprehensive, reasonable and appropriate written
PHI privacy and security program that includes administrative, technical
and physical safeguards appropriate to the size, nature, scope and
complexity of the Associate's operations, in compliance with the Security
Rule;

iv. In accordance with 45 CFR §§ 164.502()(1)(i) and 164.308(b)(2), if
applicable, ensure that any subcontractors that create, receive,
maintain, or transmit protected health information on behalf of the
business associate agree to the same restrictions, conditions, and
requirements that apply to the business associate with respect to such
information,

Compliance With Law. The Associate will not use or disclose the PHI in a
manner in violation of existing law and specifically not in violation of laws relating
to confidentiality of PHI, including but not limited to, the Privacy and Security
Rules.

Mitigation. Assaciate agrees to mitigate, to the extent practicable, any harmful
effect that is known to Associate of a use ar disclosure of the PHI by Associate in
violation of the requirements of this Addendum, and report its mitigation activity
back to the Agency.
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Access to PHI. Associate shall make the PHI maintained by Associate
or its agents or subcontractors in Designated Record Sets available to
Agency for inspection and copying, and in electronic format, if
requested, within ten (10) business days of a request by Agency to
enable Agency fo fulfill its obligations under the Privacy Rule, including,
but not limited to, 45 CFR § 164.524 and consistent with Section 13405
of the HITECH Act.

Amendment of PHI. Within ten (10) business days of receipt of a
request from Agency for an amendment of the PHI or a record about
an individual contained in a Designated Record Set, Assaciate or its
agents or subcontractors shall make such PH! available to Agency for
amendment and incorporate any such amendment to enable Agency to
fulfilt its obligations under the Privacy Rule, including, but not limited to,
45 CFR

§ 164.526.

Accounting Rights. Within ten (10) business days of notice of a
request for an accounting of disclosures of the PHI, Associate and its
agents or subcontractors shall make available to Agency the
documentation required to provide an accounting of disclosures to
enable Agency to fulfill its obligations under the Privacy Rule, including,
but not limited to,

45 CFR §164.528 and consistent with Section 13405 of the HITECH
Act. Associate agrees to document disclosures of the PH! and
information related to such disclosures as would be required for Agency
to respond to a request by an individual for an accounting of disclosures
of PHI in accordance with 45 CFR § 164.528. This should include a
pracess that allows for an accounting to be collected and maintained by
Associate and its agents or subcontractors for at least six (6) years from
the date of disclosure, or longer if required by state law. At a minimum,
such documentation shall include:

- the date of disclosure;

- the name of the entity or person who received the PHI, and
if known, the address of the enity or person;

- a brief description of the PH! disclosed; and

a brief statement of purposes of the disclosure that
reasonably informs the individual of the basis for the
disclosure, or a copy of the individual's authorization, or a
copy of the written request for disclosure.

Request for Restriction, Under the direction of the Agency, abide by
any individual's request to restrict the disclosure of PHI, consistent with
the requirements of Section 13405 of the HITECH Act and 45 CFR §
164.522, when the Agency determines to do so {except as required by
law) and if the disclosure is to a health plan for payment or health care
operations and it pertains to a health care item or service for which the
health care provider was paid in full "out-of-pocket."

Immediate Discontinuance of Use or Disclosure. The Associate will
immediately discontinue use or disclosure of Agency PHI pertaining to
any individual when so requested by Agency. This includes, but is not

4
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limited to, cases in which an individual has withdrawn or modified an
authorization to use or disclose PH!.
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Retention of PHI. Notwithstanding section 4.a. of this Addendum, Associate and
its subcontractors or agents shall retain all PHI pursuant to state and federal law
and shall continue to maintain the PHI required under Section 3f of this
Addendum for a period of six (6) years after termination of the Agreement, or
longer if required under state law.

Agent’s, Subcontractor's Compliance, The Associate shall notify the Agency
of all subcontracts and agreements relating to the Agreement, where the
subcontractor or agent receives PHI as described in section 2.2, of this
Addendum. Such notification shall oceur within 30 (thirty) calendar days of the
execution of the subconiract and shall be delivered to the Agency Procurement
Officer. The Associate will ensure that any of its subcontractors, to whom it
provides any of the PHI it receives hereunder, or to whom it provides any PHI
which the Associate creates or receives on behalf of the Agency, agree to the
restrictions and conditions which apply to the Assaciate hereunder. The Agency
may request copies of downstream subcontracts and agreements to determine
whether all restrictions, terms and conditions have been flowed down. Failure o
ensure that downstream contracts, subconfracts and agreements contain the
required restrictions, terms and conditions may resuit in termination of the
Agreement.

Federal and Agency Access. The Associate shall make its intemnal practices,
books, and records relating to the use and disclosure of PHI, as well as the PHI,
received from, or created or received by the Associate on behalf of the Agency
available to the U_S. Secretary of Health and Human Services consistent with 45
CFR § 164.504, The Associate shall also make these records available to
Agency, or Agency's contractor, for periodic audit of Associate's compliance with
the Privacy and Security Rules. Upon Agency's request, the Associate shall
provide proof of compliance with HIPAA and HITECH data privacy/protection
guidelines, certification of a secure network and other assurance reiative to
compliance with the Privacy and Security Rules. This section shall also apply to
Associate's subcontractors, if any.

Security. The Assoclate shall take all steps necessary to ensure the continuous
security of alf PH! and data systems containing PHI. (n addition, compliance with

74 FR 19006 Guidance Specifying the Technologies and Methodologies That
Render PHI Unusable, Unreadable, or Indecipherable to Unauthorized
Individuals for Purposes of the Breach Notification Requirements under Section

13402 of Title XIll is required, to the extent practicable, If Associate chooses not

to adopt such methodologies as defined in 74 FR 19008 to secure the PHI
governed by this Addendum, it must submit such written rationale, including its
Security Risk Analysis, to the Agency Procurement Officer for review prior to the
execution of the Addendum. This review may take up to ten {10) days.

Notification of Breach. During the term of this Addendum, the Associate shall
notify the Agency and, unless otherwise directed by the Agency in writing, the
WV Office of Technology-immediatelywithin five (5) business days by ¢-mall or
web form upon the discovery of any Breach of unsecured PH!: or within 24-hours
five (5) business days by e-mail or web form of any suspected Security Incident,
intrusion or unauthorized use or disclosure of PH! in violation of this Agreement
and this Addendum, or potential loss of confidential data affecting this Agreement.
Notification shall be provided to the Agency Procurement Officer at

www.state wv.us/admin/purchase/vre/agencyli.htm and,
6

PI3?
PR




Jin 21 2017 01:1dpn

P33

dn Tt PR

uniess otherwise directed by the Agency in writing, the Office of Technology at
incident@wv.gov or hitps:/fapps wv.goviotfir/Default.aspx.

The Associate shall immediately investigate such Security Incident, Breach, or
unauthorized use or disclosure of PHI or confidential data. Within Z2-hours- fen
(10) business days of the discovery, the Associate shall notify the Agency
Procurement Officer, and, unless otherwise directed by the Agency in writing, the
Office of Technology of: (a) Date of discovery; (b) What data elements were
involved and the extent of the data involved in the Breach; {¢) A description of
the unauthorized persons known or reasonably believed to have improperty
used or disclosed PH) or confidential data; (d) A description of where the PHI
or confidential data is believed to have been improperly transmitted, sent, or
utilized; (e} A description of the probable causes of the improper use or
disclosure; and (f) Whether any federal or state laws requiring individual
notifications of Breaches are friggered.

Agency will coordinate with Associate to determine additional specific actions
that will be required of the Associate for mitigation of the Breach, which may
include notification to the individual or other authorities.

-:--".e SEsis -_, he ,: zls . -* ] :-‘: : . S ---

If the Associaie enters into a subcontract relating to the Agreement where the
subcontractor or agent receives PH! as described in section 2.a. of this Addendum,

all such subcontracts or downstream agreements shall contain the same incident
notification requirements as contained herein, with reporting directly to the
Agency Procurement Officer, Failure to include such requirement in any
subcontract or agreement may result in the Agency's termination of the
Agreement.

it

o

4, Addendum Administration,

Term. This Addendum shall terminate on termination of the underlying
Agreement or on the date the Agency terminates for cause as authorized in
paragraph (¢) of this Section, whichever is sooner.

Duties at Termination. Upon any termination of the underlying Agreement, the
Associate shall return or destroy, at the Agency's option, all PHI received from, or

created or received by the Associate on behalf of the Agency that the Associate
still maintains in any form and retain no copies of such PHI or, if such return or
destruction is not feasible, the Associate shall extend the protections of this
Addendum to the PHI and limit further uses and disclosures to the purposes that
make the return or destruction of the PHI infeasible. This shall also apply to all

7
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agents and subcontractors of Associate. The duty of the Associate and its agents
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and subcontractors to assist the Agency with any HIPAA required accounting of
disclosures survives the termination of the underlying Agreement.

Termination for Cause. Associate authorizes termination of this Agreement by
Agency, if Agency determines Associate has violated a material term of the
Agreement.  Agency may, at its sole discretion, allow Associate a reasonable
period of time to cure the material breach before termination. Notwithstanding
anvthing in this Aqreement to the contrary, Business Associate shall have the right
to terminate this Agreement and the Arran ement Adgreement immediately if
Covered Entity aqrees to restrictions on the use or disclosure of Protected health
Information that materially affect Business Associate’s abili to perform or the cost

of Business Associate’s performance under this Agreement or the unaerlying
reement.

Judictal or Administrative Proceedings. The Agency may terminate this
Agreement if the Associate is found guilty of a criminal viclation of HIPAA. The
Agency may terminate this Agreement if a finding or stipulation that the Associate
has violated any standard or requirement of HIPAAHITECH, or other security or
privacy laws is made in any administrative or civil proceeding in which the
Assaciate is a party or has been joined. Associate shall be subject to prosecution
by the Department of Justice for violations of HIPAA/HITECH and shall be
responsible for any and all costs associated with prosecution.

Survival. The respective rights and obligations of Associate under this
Addendum shall survive the termination of the underlying Agreement.

5. General Provisions/Ownership of PHI.

a.

Retention of Ownership. Ownership of the PHI resides with the Agency and is
to be returned on demand or destroyed at the Agency's option, at any time, and
subject to the restrictions found within section 4.b. above.

Secondary PHI. Any data or PHI generated from the PHI distlosed hereunder
which would permit identification of an individual must be held confidential and is
also the property of Agency.

Electronic Transmission. Except as permitted by law or this Addendum, the
PHI or any data generated from the PHI which wolld permit identification of an
individual must not be transmitted to another party by electronic or other means
for additional uses or disclosures not authorized by this Addendum or to another
contractor, or allied agency, or affiliate without prior written approval of Agency.

No Sales. Reports or data containing the PHI may not be sold without Agency's
or the affected individual's written consent.

No Third-Party Beneficiaries. Nothing express or implied in this Addendum is
intended to confer, nor shail anything herein confer, upon any person other than
Agency, Associate and their respective successors or assigns, any rights,
remedies, obligations or liabilities whatsoever.

Interpretation. The provisions of this Addendum shall prevai over any
provisions in the Agreement that may conflict or appear inconsistent with any
provisions in this Addendum. i i j
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Amendment. The parties agree that to the extent necessary to comply with
applicable law they will agree to further amend this Addendum.

Additional Terms and Conditions. Additional discreti

onary terms may be
included in the release order or change order process.
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AGREED:

Name of Agency:

Signature:

Title:

Date:

Name of Associate: The University of North Carolina at Chapel Hill

Signature: W‘} Acting for
Carolyn fjariow, Willlam L. Roper, MD, MPH
Title:  ASSistant Dean Dean, School of Medicine

——Sponsored-Progrems— Vice Chancellor for Medical Affairs
Date:; &-2-2017
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Appendix A

(To be completed by the Agency's Procurement Officer prior to the execution of the Addendum,
and shall be made a part of the Addendum. PHI not identified prior to execution of the

Addendum may only be added by amending Appendix A and the Addendum, via Change
Order )

Name of Associate:

Name of Agency: WV DHHR /

Deseribe the PHI (do not include any actual PHI). If not applicable, please indicate the same.

Any and all personally Identifiable information including but not imited to patient name, address
date of birth, Social Security Number, telephone number, and insurance information.

Any and all protected health information including but not limited to patient diagnosis, lab test,
radiological exams, physical health exams, and/or treatment procedures.




