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Proc Folder :

Solicitation Description :

Proc Type :

Date issued Solicitation Closes Solicitation Response Version

Solicitation Response

Purchasing Division
2019 Washington Street East

Charleston, WV 25305-0130
Post Office Box 50130

State of West Virginia

251142

Addendum #2 Records Management and Off-Site Storage Services

Central Master Agreement

2016-10-25

13:30:00

SR 0212 ESR10241600000001819 1

 VENDOR

000000126525

IRON MOUNTAIN INFORMATION MGMT

Comments:

Total Bid : Response Date: Response Time:Total Bid : 

Solicitation Number: CRFQ 0212 SWC1700000006

$64,992.50 2016-10-24 13:26:38

Iron Mountain is not offering early payment discounts for this RFQ. We have waived fees for the
following services for the State: transportation fuel surcharges, transportation charges, order and
storage minimum charges, administration fees, and reboxing fees.

FOR INFORMATION CONTACT THE BUYER

Signature on File FEIN # DATE

All offers subject to all terms and conditions contained in this solicitation

FORM ID : WV-PRC-SR-001

Stephanie L Gale

(304) 558-8801
stephanie.l.gale@wv.gov
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 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

1 Contract Item 1: Transfer Existing
Records to New Facility

230000.00000 CF $0.000000 $0.00

78131804

5.2.1 Contract Item #1: The Vendor must transfer existing records to the new storage facility within 90 days of award.

5.2.1.1 Vendor to provide cost Per Cubic Foot.

Comments: Incumbent, so won't need to move boxes

 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

2 Contract Item 2: Indexing Existing
Records

230000.00000 CF $0.000000 $0.00

78131804

5.2.2 Contract Item #2: The Vendor must index existing records.

5.2.2.1 Vendor to provide cost Per Cubic Foot.

Comments: Incumbent, so won't need to index boxes

 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

3 Contract Item 3: Monthly Storage Fee 230000.00000 CF $0.265000 $60,950.00

78131804

5.2.3 Contract Item #3: The Vendor must accommodate storage of a minimum of 230,000 cubic feet for the State's
records currently housed with the ability to expand.

5.2.3.1 Vendor to provide monthly cost Per Cubic Foot.

 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

4 Contract Item 4: Storage Boxes 1000.00000 BOX $1.890000 $1,890.00

44111515

5.2.4 Contract Item #4: The Vendor must provide storage boxes; Dimensions: 10"W x 12"L x 15"H.

5.2.4.1 Vendor to provide cost Per Box.
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 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

5 Contract Item 5: Records Pick Up 500.00000 BOX $0.000000 $0.00

78131804

5.2.5 Contract Item #5: The Vendor must pick up the records within a maximum of five (5) business days after written
notification by the Agency.

5.2.5.1 Vendor to provide cost Per Box.

 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

6 Contract Item 6: Indexing New
Records

500.00000 BOX $0.000000 $0.00

78131804

5.2.6 Contract Item #6: The Vendor must index all new records.

5.2.6.1 Vendor to provide cost Per Box.

 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

7 Contract Item 7: Retrieval of Paper
Records, digitized

100.00000 PAGE $0.280000 $28.00

78131804

5.2.7 Contract Item #7: Vendor must retrieve any paper records in storage and provide a digitalized version of said
record when requested by any Agency within a maximum of three (3) business days. The request must be completed
during normal business hours.

5.2.7.1 Vendor to provide cost Per Page.

Comments: Plus retrieval fee of $1.84 per box

 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

8 Contract Item 8: Emergency Retrieval
Paper Records digitized

50.00000 PAGE $0.400000 $20.00

78131804

5.2.8 Contract Item #8: The Vendor must retrieve any paper records in storage and provide a digitalized version of said
record when requested by an Agency sending a written Emergency notification within a maximum of one (1) business
day.

5.2.8.1 Vendor to provide cost Per Page.

Comments: Plus retrieval fee of $9.79 per box
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 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

9 Contract Item 9: Retrieval of Records 100.00000 BOX $1.840000 $184.00

78131804

5.2.9 Contract Item #9: The Vendor must retrieve any records in storage and hand deliver it to the authorized Agency
personnel within three (3) business days of written notification. Records must be delivered during normal business hours.
Records containing confidential information must be signed for by authorized personnel.

5.2.9.1 Vendor to provide cost Per Box.

 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

10 Contract Item 10: Emergency
Retrieval of Records

50.00000 BOX $9.790000 $489.50

78131804

5.2.10 Contract Item #10: The Vendor must retrieve any records in storage and deliver it to requesting Agency within one
(1) business day if it is identified by the agency as an Emergency. Records containing confidential information must be
signed for by authorized personnel.

5.2.10.1 Vendor to provide cost Per Box.

 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

11 Contract Item 11: Destruction of
Paper Records

100.00000 BOX $3.060000 $306.00

80161508

5.2.11 Contract Item #11: The Vendor must provide destruction of specified paper records at the authorized Agency
representative's written request. Records must be destroyed by a crosscut shredder for paper records.

5.2.11.1 Vendor to provide cost Per Box.

Comments: Plus retrieval cost of $1.84 per box. Will be destroyed within 30 days of receiving the State's final approval of records to
be destroyed.

 Line Comm Ln Desc Qty Unit Issue Unit Price Ln Total Or Contract Amount

Comm Code Manufacturer Specification Model #

Extended Description :

12 Contract Item 12: Destruction of
Microfilm

50.00000 BOX $22.500000 $1,125.00

80161508

5.2.12 Contract Item #12: The Vendor must provide destruction of Microfilm at the authorized Agency representatives
request. Microfilm must be incinerated or shredded at a minimum of 1/35" strip or smaller.

5.2.12.1 Vendor to provide cost Per Box

Comments: Plus retrieval cost of $1.84 per box. Will be destroyed within 30 days of receiving the State's final approval of records to
be destroyed.
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1201 Freedom Road | Cranberry Township, PA 16066 (724) 679-0672 | ironmountain.com

October 25, 2016

Stephanie L Gale
Senior Buyer

State of West Virginia
2019 Washington Street East
Charleston, WV 25305-0130

________________________________________________

Dear Stephanie: 
It’s been a pleasure speaking with you about your records and information management program. Based on your 
input, this proposal provides recommended solutions to successfully address your program goals and deliver 
business value.

You can be confident that Iron Mountain has the expertise, resources, and experience State of West Virginia
needs. You will work with a partner who has been helping companies and your organization with similar needs
accelerate adoption and achievement of their records and information management goals for over 65 years. We 
look forward to continuing to do the same for State of West Virginia, too.

With Iron Mountain, you get a focus on your customer experience and access to proven practices and new 
thinking from an industry leader. You will be able to drive policy adoption, provide information to people, and gain 
consistent records and information management performance across your business.

On behalf of the entire Iron Mountain team, we look forward to a continued partnership with you. Please note that 
this proposal is effective for 90 days from October 25, 2016. If you have any questions about our RFQ, you may 
contact me by phone at (724) 679-0672 or through email at Heather.Sweesy@ironmountain.com.

Sincerely,

Heather Sweesy 
Heather Sweesy
Business Development Executive
heather.sweesy@ironmountain.com
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Confidentiality
This proposal includes information that shall not be disclosed and shall not be duplicated, used or disclosed — in whole or in part — for 
any purpose other than to evaluate this proposal. If, however, a contract is awarded to Iron Mountain as a result of, or in connection with, 
the submission of this proposal, State of West Virginia shall have the right to duplicate, use, or disclose the information to the extent 
necessary to implement the resulting contract. This restriction does not limit State of West Virginia’s right to use information contained in 
this proposal if it is obtained without restriction from another source.
                             State of WV RM RFQ-October 2016v1
© 2016 Iron Mountain Incorporated. All rights reserved. Iron Mountain and the design of the mountain are registered trademarks of Iron Mountain Incorporated in the U.S. and other 
countries. All other trademarks are the property of their respective owners.
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Executive Summary
Iron Mountain is pleased to submit this proposal to the State of West Virginia for 
records management services. We value our current relationship with the State of 
West Virginia and are committed to continuing to deliver superior service. We have 
enjoyed our partnership and aspire to continue as your chosen partner for all of your 
information management needs. The local West Virginia staff has the expertise and 
long standing relationship of servicing the state’s record program for years and 
understands the needs of the departments.

Iron Mountain has developed a unique approach to helping our clients meet the 
challenges and complexities of Records and Information Management (RIM) from a 
360 degree perspective. RIM 360° enables unified records management for the
enterprise, allowing you to apply consistent practices to both physical and electronic 
records, building and auditing policies and enforcing retention guidelines. With RIM 
360° you can find solutions that drive policy to adoption, provide information to people, 
unify your electronic and physical records, and build consistency across workflows, 
locations and departments. Your operations become more efficient, your program 
becomes more defensible, and your total program costs are lower.

Iron Mountain’s Records and Information Management solution is the prudent choice 
for the State of West Virginia for the following reasons:

Security and Chain of Custody
Companies entrust Iron Mountain to properly manage and secure their business 
records. It is vital, not only to our organization, but to those businesses that hand over 
their private records to us, that we maintain the highest level of ethical and security 
standards, derived from industry best practices. The continued success of Iron 
Mountain requires the commitment of all employees to the maintenance of appropriate 
standards of information security. Iron Mountain adheres to industry standard best 
practices in the management of all infrastructure hardware and software components, 
including daily operations, disaster recovery preparedness and business continuity. 
Our program is built upon the ISO27002 standard for the management of information 
security. Iron Mountain has unmatched resources to respond to your needs including 
more than 20,000 employees, a fleet of 3,600 plus vehicles, and 13500
facilities/offices worldwide. Furthermore, we invest heavily in the security and 
protection of our customer’s information. In 2015, we invested more than $290 million 
in capital outlay for real estate, information technology, storage systems and other 
assets to support our core business and ongoing operations. It is this commitment that 
instills confidence in our customers to become and remain long term partners.

Vehicle Security
Iron Mountain's patented vehicle security system is supplied by Babaco Alarm, Inc. of 
Moonachie, NJ, a specialist in high security and customized vehicle security 
applications. 

The objective is to focus protection around the cargo area, with features included in 
the base structure that mitigate cargo or vehicle theft. 
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The patented Version 3.1 upgrade to the Babaco foundation system is available exclusively to Iron Mountain in the 
records management industry.

InControl
Iron Mountain combines patented security, real-time chain-of custody tracking, and standard operating procedures 
that deliver a higher standard of information protection specifically around the physical transportation of 
information.

Industry Leading Vehicle Security — Patented locks, RFID-enabled proximity alarms, 
compartmentalized cargo areas, and intrusion suppression interlocks eliminating virtually every threat 
while your information is in transit.

Wireless Scanning — Through the use of wireless scanning technology, we deliver complete chain-of-
custody and real-time tracking of the assets entrusted to Iron Mountain. Customer material is scanned at 
the point of pickup and scanned again at courier arrival to the Iron Mountain facility to verify transportation 
accuracy.

e-Sign Delivery Confirmation — Improve accountability and keep a delivery audit trail with email 
confirmation and electronic signatures.

Facility Security
Iron Mountain is committed to continuing the State of West Virginia’s records program and has purchased a new 
storage facility within the city of Charleston so we can continue to provide a secure and convenient facility to 
protect and service the State of West Virginia’s records.

Iron Mountain uses both electronic access controls and personal recognition as methodologies for controlling 
access to its facilities, and the majority of our larger operations are equipped with access card technology. We 
require that all facilities maintain a system of positive employee and visitor identification and logging, whether 
electronic or manual. All personnel are required to wear identification badges while on Iron Mountain premises. 
Badges are color coded to indicate access authorization levels. Unescorted access to our record centers is 
prohibited for all but Iron Mountain employees. All of our facilities are equipped with intrusion detection systems 
that are monitored by a central station for after-hours control. Alarm technology may include passive infrared 
motion detectors, dual technology glass break detection, photo-beam detectors, sound-activated microphones and 
magnetic door contacts. Alarm systems are designed to accommodate specific site requirements.

Fire Protection & Suppression
Our company has been actively involved within the industry association PRISM to help set standards for fire 
protection and life safety. Iron Mountain participates and assists in directing the PRISM subcommittee charged with 
establishing standards in this area. Iron Mountain is also a member of the National Fire Protection Association's 
(NFPA) Technical Committee, which works with fire marshals and others in the establishment of applicable fire 
safety codes and procedures.

Iron Mountain's facilities (records centers, data vaults, and shred plants) are designed and constructed in 
accordance with all applicable local and national codes. 

Specifically, facilities meet all requirements of the local Authorities Having Jurisdiction (AHJ) and National Fire 
Protection Association (NFPA) standards 13, 25 and 72 at the time the facility was built.

Iron Mountain monitors and routinely tests all detection, suppression and alarm systems. Iron Mountain is in 
compliance with all other relevant NFPA standards, as interpreted by the local AHJ at the time the facility was built, 
including 10 and 101, as required.
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Iron Mountain's specifications for new buildings include:

Use of smoke and/or heat detection systems designed in accordance with NFPA72, "Standards for Fire 
Alarm System," and NFPA 101, "System Smoke Detection," and NFPA 13, “Standard for the Installation of 
Sprinkler Systems to provide an early warning during the incipient stage of fire development

Fire Suppression systems include in-rack or in-aisle and ceiling sprinklers where required

All detection, suppression and alarm systems are monitored around the clock and are routinely tested

Iron Mountain Connect
The Iron Mountain Connect system facilitates multi-site records management programs, enabling centralized audit 
and management oversight while allowing individual sites, departments and authorized user's efficient access to 
records program information. The system helps your employees quickly and easily locate cartons or files, and 
manage inventory using its customized search engine. Basic searches are by keyword; advanced searches can 
filter by organization, record type, status, dates and descriptions. Employees can even search across the entire 
organization's records to get an enterprise-wide view of all relevant records and transactions. Because the search 
is fast and effective, it is more than just a transactional tool, it's a powerful research tool that enhances the value of 
archived information.

Reports are available to monitor and measure:

Participation and usage

Inventory health and consistency

Retention management process

Records management costs

Retrieving records is as simple as a click of the mouse with the Iron Mountain Connect system. Once you have
selected the cartons or files to be retrieved, Iron Mountain Connect sends the request directly to the records 
storage location. Retrieval labels are automatically generated, and records are sent to you in accordance with your
respective service level agreement. Iron Mountain automates the retrieval process by allowing users to specify 
items requested for retrieval by:

Entering carton barcodes or internal reference numbers if the customer knows which cartons are needed

Selecting the retrieval option after you have located a record through the user-friendly search engine

Financial Strength
Iron Mountain combines the responsiveness of a local service provider with the unmatched resources of the 
world's largest information management company. 

Our commitments to security, contingency planning, and the development of cost-effective solutions, together with 
our national service capabilities, have made us the clear industry leader. Organizations in every major industry and 
of all sizes—including more than 94% of the Fortune 1000—rely on Iron Mountain to store and manage their 
information.

This proposal shows our unmatched value to the State of West Virginia by addressing your information 
management needs along with having a consistent workflow and a secure chain of custody throughout the 
following areas: transportation, inbounding, storage, retrieval, data delivery and secure shredding. 
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By continuing to partner with Iron Mountain, you’ll benefit from a single-vendor approach and customized solutions 
that accelerate your business processes, improve decision making organization-wide, and make compliance more 
achievable. Not only will your organization have a single vendor that will provide all vital services, you can rest 
comfortably knowing that your information is entrusted to the leader in the industry. The remainder of our response 
will cover the details related to our solution. Thank you for the opportunity to present the following information and 
we look forward to our continued discussions.
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Signed RFQ Cover Page

Please see completed page below.



Iron Mountain Incorporated 

1537 Hansford Street 

Charlestown, WV 25311 

Primary Contact Telephone: (724) 679-0672

23-2588479  October 25, 2016

Dale R. Lawing, Iron Mountain SVP & GM, North Central Region
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Forms (Addendum Acknowledgement, Purchasing 
Affidavit, and Designated Contact)

Please see our completed forms on the pages below.



X

X

Iron Mountain Information Management, LLC

Dale R. Lawing, SVP & GM, North Central Region

October 25, 2016





Heather Sweesy, Business Development Executive

Iron Mountain

1201 Freedom Road, Cranberry Township, PA 16066

(724)679-0672

heather.sweesy@ironmountain.com

Iron Mountain Information Management, LLC

October 25, 2016

(724)679-0672(for primary RFQ Contact)

Dale R. Lawing, SVP & GM, North Central Region

None
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General Requirements

4.  QUALIFICATIONS: Vendor, or Vendor's staff if requirements are inherently limited to individuals rather than
corporate entities, shall  have the following minimum qualifications:

4.1 Vendor must be Health Insurance Portability and Accountability Act (HIPAA) and Health Information 
Technology for Economic and Clinical Health (HITECH) compliant. An executed BAA (copy included with 
solicitation) will be required prior to award.

Iron Mountain meets these requirements.

As a valued Business Associate to numerous HIPAA Covered Entities, Iron Mountain has long provided them with 
HIPAA Privacy and Security Rule compliant services, and fully expects to continue to do so as the HITECH Act 
changes to HIPAA come into effect over the next several years. We will also sign the State of West Virginia’s BAA 
if awarded the RFQ business.

Current HIPAA Privacy and Security Compliance Program
Iron Mountain has long maintained a HIPAA compliance program to appropriately protect the privacy and security 
of individually identifiable health information in our possession. This program incorporates the physical, 
organizational, and technical security controls required of business associates by our customer contracts and the 
Security Rule. Iron Mountain's security program is comprehensive and includes dedicated security resources, 
mandatory safety and security policies, regular audits, and effective employee training and management oversight. 

Our facilities meet privacy regulation requirements and include physical access controls, intrusion detection 
systems and advanced fire suppression controls. We strictly enforce processes governing access to our buildings, 
and maintain a highly secure chain of custody for all information under our care.

In addition, to address the requirements of our customer contracts and the Privacy Rule, we carefully control and 
monitor all uses and disclosures of the protected health information (PHI) in our possession, and restrict access to 
that information to those necessary to deliver our services. These restrictions are reinforced through our policies, 
procedures, and training.

While Iron Mountain will work with each individual customer to determine their service levels, in general you may 
expect Iron Mountain's HIPAA-compliant services to follow these guidelines:

Iron Mountain only uses and discloses customer PHI for the purpose of delivering its services.

We physically restrict access to customer PHI during transit, storage, and disposal.

Digitally stored patient information receives the additional benefit of strong technical controls over access.

Iron Mountain maintains a regular dialogue with our customers regarding the privacy and security of their 
protected health information.
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A Sampling of our HIPAA Compliance Measures
In response to recently changed regulations, Iron Mountain undertook and completed an extensive compliance 
assessment of each of our service lines regarding HIPAA’s Privacy and Security Rule requirements. We also 
performed an enterprise-wide risk management analysis and have used this data to drive additional investments in 
our business operations.

These measures resulted in a number of new operating procedures as part of our HIPAA enforcement, including:

HIPAA-compliant Business Associate Agreements with all of our third-party vendors who handle PHI

Redesigned methods and procedures to reduce risk

Documented procedures and workflows posted throughout our facilities

Updated HIPAA training for all Iron Mountain employees and specific job functions that handle PHI to 
deliver our services

In addition, as new rules and guidelines are issued under the HITECH Act’s requirements, and new provisions 
come into effect, Iron Mountain is committed to taking whatever steps are necessary to be in compliance with 
these requirements.

4.2 Vendor must have established information security and privacy policies. Vendor must provide proof of a 
third party audit of the security and privacy policies within the last 365 days upon request.

Iron Mountain meets these requirements.

Iron Mountain has a very robust security program related to our business offerings and is also certified in the PCI 
DSS (Payment Card Industry Data Security Standard) and has a SOC 2 (Service Organization Control) 
certification. Please refer to our PCI Attestation of Compliance in the Appendix at the end of the proposal.

The SOC 2 is a comprehensive report that lists the results of an audit by Ernst & Young, our independent Big 4 
accounting firm, over our Records Management, Data Management, and Shred Services system relevant to 
Security, Confidentiality, and Availability. This audit is conducted based on the criteria set forth by the AICPA
(American Institute of Certified Public Accountants) guide Reporting on Controls at a Service Organization 
Relevant to Security, Availability, Processing Integrity, Confidentiality or Privacy. The audit lists all the details of 
operations from entity level controls to specific operations in the facility (e.g. scanning) and provides a significant 
level of assurance over operations. Please let us know if you would like a copy of this report, and we can provide it 
upon request and once a proper Non-Disclosure Agreement/Confidentiality agreement is in place.

4.3 Vendor must follow industry standard on storage procedure guidelines established by the Association of 
Records Managers and Administrators (ARMA). ARMA has published guidelines for records management- 
ANSI/ARMA8-2005 Retention Management for Records and Information.

Iron Mountain meets this requirement. We subscribe to and support the policies of ARMA International.

The ANSI/ARMA8-2005 standard covers general principles in structuring an information retention and disposition 
program, including authority and responsibility, identifying and classifying records for retention purposes, and 
principles for determining retention periods. Iron Mountain’s customers determine and develop their own records 
retention and disposition programs, and we can assist them with such programs as requested.
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4.4 Vendor must have an established personnel security program designed to evaluate employee 
trustworthiness before being granted access to sensitive data. Vendor must provide documentation of security 
program upon request.

Iron Mountain meets this requirement. 

Iron Mountain’s pre-employment hiring procedures in the United States include drug screening, identity verification, 
criminal conviction searches, government/terrorist watch list reviews, employment verifications, education 
verifications (where applicable), as well as annual motor vehicle reviews for drivers and couriers. In addition, all 
applicants are screened to confirm authorization to work in the United States.

All drug testing, background investigations and driver checks are conducted by reputable national services and
reported to the Iron Mountain corporate office to preserve the integrity of the process and the results. Employment 
decisions are reviewed on an individualized basis with consideration given to the recency, severity and relevance 
of any derogatory information in an employee or applicant’s background check. To validate their continued 
eligibility for employment, Iron Mountain employees undergo recurring background investigations every three 
years.

This program has been in place for many years, and the company is continually reviewing and implementing 
improved processes to ensure that the highest standards are applied to our employment decisions.

Iron Mountain can provide the relevant documentation about our Background Investigations policy from our 
corporate Security Assurance Reference Guide, upon request.

5.   GENERAL REQUIREMENTS:

5.1 Contract Items and Mandatory Requirements: Vendor shall provide Agency with the Contract Items listed 
below on an open-end and continuing basis. Contract Items must meet or exceed the mandatory requirements as 
shown below.

Facility Requirements:

5.1.1 The Vendor must provide a facility that will protect all records from disaster as defined in West Virginia 
State Code SA-8-3.

Iron Mountain meets this requirement.

Iron Mountain has a disaster recovery and business continuity plan to protect its records management facilities and 
its computer networks.

Iron Mountain dedicates considerable resources to ensure that our facilities are appropriate, safe and secure. Our 
corporate Real Estate and Facilities Engineering department includes a fully staffed engineering group led at the 
director level. All Iron Mountain record centers comply with standards established by this corporate function and 
with all appropriate building, fire and safety, electrical, mechanical and other regulatory codes. 

Before an Iron Mountain record center opens for storage deposits, we conduct a comprehensive quality control 
audit, including all relevant regulatory inspections and permits, as well as an internal audit of record center 
requirements. Most of the buildings coming on line are built-to-suit, and are constructed to the standards noted 
above. All Iron Mountain record centers meet or exceed National Fire Protection Association codes and PRISM 
(Professional Records & Information Services Management) standards for commercial record centers.



ironmountain.com | 1.800.899.IRON (4766) Page 10

Our Principles of Global Facility Protection mandate some of the industry’s most advanced systems to safeguard 
your information both inside and outside our buildings, including:

Intrusion detection and alarm systems

Alarm systems are tied to a local security company form monitoring and quick response

Physical access control systems

Fire detection systems

Fire suppression systems include in-rack or in-aisle sprinkler systems, and ceiling sprinklers where required

Central monitoring of protection systems

Adherence to NFPA applicable state and local codes is a prerequisite when we open a record center and when we 
inspect each new section of a storage system. Iron Mountain's Corporate Facilities Engineering department 
prepares full site drawings in conjunction with the storage system supplier and Global Fire Protection Consulting 
(Fire Protection Engineers and consultants). All drawings are submitted to local officials when permits are required.

We also look to only move into buildings that are not near flood plains or earthquake zones for safety reasons.

5.1.1.1 The Vendor must absorb cost related to recovery or restoration of damaged records in the care of the 
Vendor.

Iron Mountain’s liability for damage and lost records will be documented in the contract between Iron Mountain and 
the State of West Virginia. Please see our Legal response on page 24 below.

5.1.2 The Vendor must provide a facility for existing and new records within the State of West Virginia.

Iron Mountain meets this requirement. 

We have existing storage facilities in Charleston as well as a new facility we are currently moving into, also in 
Charleston.

5.1.3 The Vendor must provide a facility that meets the following requirements for archival storage of records.

5.1.3.1 The Vendor must provide a storage area to accommodate a minimum of 230,000 cubic feet for the State's
records and must have the capacity to expand with the State as our storage requirements increase.

Iron Mountain meets this requirement. We have sufficient capacity in the State of West Virginia to store a minimum 
of 230,000 cubic feet of the State’s records and can meet their records’ expansion needs.

5.1.3.2 The Vendor must provide a facility that meets local building codes. Documentation from an applicable 
municipal or county office must be submitted prior to award.

5.1.3.2.1 Documentation must be in the form of a memo or letter with an official seal stamped from the applicable 
municipal or county office.

Iron Mountain meets these requirements. We can provide the relevant documentation upon award upon request.
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5.1.3.3 The Vendor's storage facility must provide the following security measures.

5.1.3.3.1 Facility must have security locks at each exterior entrance.

5.1.3.3.2 Facility must have a 24 hour7 days a week 365 days a year monitored anti intrusion alarm system to 
protect against unauthorized entry.

5.1.3.3.3 Facility must have control procedures in place to ensure access security and must enforce said access 
policies and procedures. Vendor must provide documentation of such policies and procedures which ensure that 
only allow authorized individuals can access records. Documentation must be provided prior to award. Facility 
must enforce controls on access to records storage areas.

Iron Mountain meets these requirements.

All of our facility entrances at the record center where we store the State of West Virginia’s records are locked and 
require keys or swipe cards to gain entry.

Iron Mountain uses both electronic access controls and personal recognition as methodologies for controlling 
access to its facilities, and the majority of our larger operations are equipped with access card technology. We 
require that all facilities maintain a system of positive employee and visitor identification and logging, whether 
electronic or manual. All personnel are required to wear identification badges while on Iron Mountain premises. 
Badges are color-coded to indicate access authorization levels. Unescorted access to our record centers is 
prohibited for all but Iron Mountain employees.

Additionally, all of our facilities are equipped with intrusion detection systems that are monitored by a central 
station for after-hours control. Alarm technology may include passive infrared motion detectors, dual technology 
glass break detection, photo-beam detectors, sound- activated microphones and magnetic door contacts. Alarm 
systems are designed to accommodate specific site requirements. Finally, Iron Mountain uses education and 
awareness-training tools to ensure that all employees are aware of the criticality of controlling access to our 
buildings.

We can provide documentation about our access control and physical security controls at our facilities upon 
request.

5.1.3.4 The storage room must have an independent circulating system to keep the air as free as possible of 
pollutants and dust and to prevent the entry of unfiltered air from other parts of the building.

Iron Mountain meets this requirement with our climate controlled vault located at our current facility. We also have 
plans to build another climate control vault as we are relocating to the other facility within the Charleston, West 
Virginia facility.

5.1.3.5 The Vendor must provide smoke detection. Smoke detection systems must meet the requirements of 
NFPA 72, National Fire Alarm Code, and must be maintained in accordance with NFPA 72, Part H.
Adherence to NFPA applicable state and local codes is a prerequisite when we open a record center and when we 
inspect each new section of a storage system. Iron Mountain's Corporate Facilities Engineering department 
prepares full site drawings in conjunction with the storage system supplier and Global Fire Protection Consulting 
(Fire Protection Engineers and consultants). All drawings are submitted to local officials when permits are required.

Iron Mountain meets these requirements.

Iron Mountain's records centers are designed and constructed in accordance with all applicable local and national 
codes. 
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Specifically, facilities meet all requirements of the local Authorities Having Jurisdiction (AHJ) and National Fire 
Protection Association (NFPA) standards 13, 25 and 72 at the time the facility was built. 

Iron Mountain monitors and routinely tests all detection, suppression and alarm systems. Iron Mountain is in 
compliance with all other relevant NFPA standards, as interpreted by the local AHJ at the time the facility was built, 
including 10 and 101, as required.

Iron Mountain's specifications for new buildings include: 

Use of smoke and/or heat detection systems designed in accordance with NFPA72, "Standards for Fire 
Alarm System," and NFPA 101, "System Smoke Detection," and NFPA 13, “Standard for the Installation of 
Sprinkler Systems to provide an early warning during the incipient stage of fire development

Fire Suppression systems include in-rack or in-aisle and ceiling sprinklers where required

All detection, suppression and alarm systems are monitored around the clock and are routinely tested

5.1.3.6 The Vendor must provide a clean agent system that complies with the NFPA 2001 Standard on a pre-
action sprinkler system. This system must be used in the records storage areas.

Iron Mountain can meet this requirement with our new vault.

5.1.3.7 The Vendor must provide a storage area that is climate controlled with a maximum temperature of 65°F 
and relative humidity levels at 35-45% ± 5%. These temperatures must be maintained 24 hours a day, 7 days a 
week, 365 days a year.

Iron Mountain currently stores about 200 cubic feet of vital records for the State of West Virginia in a climate-
controlled environment that is set at 65 degrees and 43% relative humidity, in addition to its business records in 
standard storage.

For normal hard-copy business records, Iron Mountain provides standard storage in our record centers. We do not 
regulate the temperature or humidity in standard storage space except for a basic level of heating in northern 
climates, since paper records will not suffer significant deterioration within periods of time far exceeding most 
retention schedules.

5.1.3.8 The Vendor must limit its flooding risk by storing records in a facility that is located out of the 100-year 
floodplain.

5.1.3.8.1   Vendor must provide an elevation certificate from a land surveyor verifying the facility is out of the 100-
year floodplain prior to award.

Iron Mountain meets this requirement at the records center where we are storing the State of West Virginia’s
records. Please refer to the “Elevation/Flood Zone Report” in the Appendix for the applicable record center.

5.1.3.9 The Vendor must keep records a minimum of one inch off the floor with the optimum of three inches.  
Records must be stored away from windows, steam, sewer or water pipes.

Iron Mountain meets this requirement.

5.1.3.10  The Vendor must provide a moisture detection system throughout the storage facility.

We have moisture detection in place in some of Iron Mountain’s specialty storage environments and in our vault.
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5.1.3.11  The Vendor must minimize light exposure by providing motion detectors and timers for the lighting system 
throughout the storage room.

Iron Mountain meets this requirement. The lighting in our West Virginia storage facilities operates on timers.

5.1.4 The State records can only be viewed by authorized parties. The Vendor's facility must be secured to allow 
access only to those approved to retrieve/view records for their respective Agency. The Vendor must implement 
and document policies and procedures for accessing the records in the facility.

5.1.4.1   Proof documenting the system in the form of a company memo outlining the policy and procedure must be 
submitted prior to award.

Iron Mountain meets this requirement. 

All record centers, including on-site reference rooms, are secure and protected from unauthorized access.

The following visitor procedures apply to every Iron Mountain record center:
Requests to access records by parties other than customer personnel known to Iron Mountain employees 
must be written on company letterhead and signed by an authorized party.

Iron Mountain maintains a list of individuals authorized to request retrievals, approve destruction and 
otherwise represent customers regarding their records program.

Visitors must present identification upon entering an Iron Mountain record center;

telephone verification may result if credentials are not in order.

An Iron Mountain employee assists visitors during record center visits, a procedure that ensures both 
service quality and accountability.

Visitors are escorted while in the record center and must display visitor badges at all times.

Retrievals are brought to a conference room or audit area for review, photocopying or fax services.

Visitors are not permitted unescorted access to storage areas; visitor access is restricted to conference 
areas only.

Indexing and Invoicing:

5.1.5 The Vendor must provide indexing for each box or file submitted. The Vendor must provide a minimum of 
60 characters per box or per file.

Iron Mountain meets this requirement.

5.1.6 The Vendor must invoice each state Agency storing records at the facility monthly in arrears.

Iron Mountain invoices for services in arrears and for storage in advance.

5.1.7 The Vendor must invoice according to the prices and categories contained in this solicitation and the 
Vendor's response.  When the Vendor must ship the materials to the Agency location, the costs for postage will be 
invoiced as a pass-through charge. The shipping invoice must be provided within 5 days of service being 
completed.

Iron Mountain meets these requirements.

Iron Mountain will invoice the State of West Virginia according to the contracted prices.
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5.1.8 The Vendor must provide a log of personnel or visitors that have accessed records identified as regulated 
upon agency request.

Iron Mountain meets this requirement. We capture inventory activity in our system, and the State of West Virginia 
can retrieve activity reports at any time online through Iron Mountain Connect.

5.1.9 The Vendor must provide the Department of Administration with monthly reports showing the Agencies 
storing records in the facility during that month and listing the total amount of cubic feet of storage and extended 
cost for each Agency.

Iron Mountain meets these requirements. We include summary reports with each monthly customer invoice, and 
offer more detailed reporting online at any time through Iron Mountain Connect.

5.1.10  The Vendor must include on their monthly invoice to the Agency all billing activity detail for the month.

Iron Mountain meets these requirements. Our summary reports are included with each monthly invoice, and we 
provide more detailed reporting online at any time through Iron Mountain Connect.

Requirements and Pricing for Storage, Supplies, Pick Up, Retrieval, and Destruction

STORAGE

5.2.1 Contract Item #1: The Vendor must transfer existing records to the new storage facility within 90 days of 
award.

5.2.1.1 Vendor to provide cost Per Cubic Foot.

There is no cost per cubic foot for this item, as we will not be moving the existing records as the incumbent supplier 
for the State of West Virginia’s existing inventory. Please see all pricing items in the Records Management Pricing 
Page File, Exhibit A and online in your tool.

5.2.1.2 The   successful   vendor   will   be   responsible   for moving all boxes from the existing locations in the 
Charleston area to the new location within 90 days of award.

Iron Mountain is the incumbent supplier and is storing the State of West Virginia’s entire existing inventory, and 
therefore there is no need to transfer the records.

5.2.1.3 The state will notify each Agency with documents currently in storage of the vendor and his 
responsibilities. Each agency will have a minimum time of two (2) weeks to remove all documents in storage or be 
billed for services rendered by the new vendor. The agency will continue to pay the old vendor until the new vendor 
picks up the agency's boxes.

If we lose the current business with the State of West Virginia, the agencies will not have to remove the 
documents. The old vendor (Iron Mountain) and new vendor will setup the transfer schedule for the inventory.

5.2.1.4    The successful vendor and the former vendor will meet to develop mutually agreed upon schedules for
pick-up of the agency boxes.

Iron Mountain agrees to meet with the new vendor to develop schedules for picking up the agencies’ boxed 
records, if we are not selected to continue as the vendor for the State of West Virginia’s records.
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5.2.1.5 The successful vendor shall be responsible for the pick-up and organization of all documents remaining in   
storage at the former vendor's location.

Iron Mountain is the incumbent for the State of West Virginia and therefore we would not need to pick up any 
records if we continue as the State’s vendor.

5.2.1.6 The successful vendor will move existing records in existing boxes or furnish boxes as needed at no
additional or separate cost.  The successful vendor will repackage as needed at no additional or separate cost.

Iron Mountain is the incumbent for the State of West Virginia and therefore we would not need to move existing 
boxes.

5.2.2 Contract Item #2: The Vendor must index existing records.

5.2.2.1 Vendor to provide cost Per Cubic Foot.

Iron Mountain is currently storing all of these records. We have already indexed them at the box level.

Please see all pricing items in the Records Management Pricing Page File, Exhibit A and online in your tool.

5.2.3 Contract Item #3: The Vendor must accommodate storage of a minimum of 230,000 cubic feet for the 
State's records currently housed with the ability to expand.

5.2.3.1 Vendor to provide monthly cost Per Cubic Foot.

5.2.3.2 The Vendor must invoice each state Agency storing records at the facility monthly in arrears.

Iron Mountain meets this storage requirement. We are currently storing all of these records for the State of West 
Virginia. Please see all pricing items in the Records Management Pricing Page File, Exhibit A and online in your 
tool.

Iron Mountain invoices for storage in advance and for services in arrears.

SUPPLIES
5.2.4 Contract Item   #4:  The Vendor must provide storage boxes; Dimensions: 15"L x 12"W x 1O"H.

5.2.4.1 Vendor to provide cost Per Box.

Iron Mountain can supply this size box. Please note the number is called Box#2000 in our system.

Please see all pricing items in the Records Management Pricing Page File, Exhibit A and online in your tool.

5.2.5 Contract Item #5: The Vendor must pick up the records within a maximum of five (5) business days after 
written notification by the Agency.

5.2.5.1 Vendor to provide cost Per Box.

Iron Mountain can meet this requirement.

Please see all pricing items in the Records Management Pricing Page File, Exhibit A and online in your tool.
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5.2.6 Contract Item #6: The Vendor must index all new records.

5.2.6.1 Vendor to provide cost Per Box.

Iron Mountain can meet this requirement.

Please see all pricing items in the Records Management Pricing Page File, Exhibit A and online in your tool.

RETRIEVAL

5.2.7 Contract Item #7: Vendor must retrieve any paper records in storage and provide a digitalized version of 
said record when requested by any Agency within a maximum of three (3) business days. The request must be
completed during normal business hours.

5.2.7.1 Vendor to provide cost Per Page.

5.2.7.2 The Vendor must upload the digitalized record to a secure online portal or server and provide an access or 
hyperlink to the agency by email so the record can be accessed.

Iron Mountain can meet this requirement using our Image on Demand Service. Please see all pricing items in the 
Records Management Pricing Page File, Exhibit A and online in your tool.

Image on Demand serves as an alternative document delivery service for current Iron Mountain box or open-shelf 
storage customers. This delivery service can be used in conjunction with more traditional delivery methods like 
box, file or fax.

With Image on Demand, the State of West Virginia would use our web-based Iron Mountain Connect to select the 
document they want imaged. Our team at Iron Mountain then carefully retrieves, prepares and scans the 
document. Once the pages are scanned, each image is checked for clarity and readability. Any image that does 
not meet Iron Mountain’s quality standards is rescanned.

Once a document is scanned the State can choose to access it through a secure FTP site, have it emailed as a
securely encrypted hyperlink or email attachment, or securely hosted — with anytime access — through our Web-
based hosted repository, the Digital Record Center® for Images. If you already have an electronic document
management system in place, we can create and transmit the electronic document in a format that can be easily
translated into your system. No matter how the document is transmitted, you can be sure it will be delivered quickly
and safely without the original record ever leaving the security of the Iron Mountain facility. We return the loose 
document to its original carrier and return it to its original storage location.
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Figure 1: Iron Mountain’s Image on Demand program is delivered as a pay-as-you-go service model 
that requires no up-front investment from your organization.

5.2.8 Contract Item #8: The Vendor must retrieve any paper records in storage and provide a digitalized 
version of said record when requested by an Agency sending a written Emergency notification within a maximum 
of one (1) business day.

5.2.8.1   Vendor to provide cost Per Page.

5.2.8.2 The Vendor must upload the digitalized record to a secure server and provide a hyperlink to the 
customer by email so the record can be accessed.

Iron Mountain will meet this requirement.

Please see all pricing items in the Records Management Pricing Page File, Exhibit A and online in your tool.

5.2.9 Contract Item #9:  The Vendor must retrieve any records in storage and hand deliver it to the authorized 
Agency personnel within three (3) business days of written notification. Records must be delivered during normal 
business hours. Records containing confidential information must be signed for by authorized personnel.

5.2.9.1 Vendor to provide cost Per Box.

Iron Mountain will meet these requirements and will quote per box.

Note: Our billing statements for the State of West Virginia will show costs per cubic foot.
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Our standard service level agreements are:

Next Day — Orders placed by 3 p.m. will be delivered by next business day (50 items or less)

Half Day — Orders placed by 10 a.m. will be delivered same day and orders placed by 3 pm will be
delivered by 12 noon next business day (50 items or less)

Rush — Orders will be delivered within 3 hours* of receipt (40 items or less within 30 miles) * With
consideration for any heavy traffic situations

After Hours — Orders will be delivered within 4 hours of receipt (40 items or less within

30 miles)

All deliveries must be signed for by authorized personnel.

Please see all pricing items in the Records Management Pricing Page File, Exhibit A and online in your tool.

5.2.10 Contract Item #10: The Vendor must retrieve any records in storage and deliver it to requesting Agency 
within one (1) business day if it is identified by the agency as an Emergency. Records containing confidential 
information must be signed for by authorized personnel.

5.2.10.1 Vendor to provide cost Per Box

Iron Mountain will meet this requirement and will quote per box.

Note: Our billing statements for the State of West Virginia will show costs per cubic foot.

All deliveries must be signed for by authorized personnel.

DESTRUCTION

5.2.11 Contract Item #11: The Vendor must provide destruction of specified paper records at the authorized 
Agency representative's written request. Records must be destroyed by a crosscut shredder for paper records.

5.2.11.1 Vendor to provide cost Per Box.

When the State of West Virginia needs to have its records stored with us destroyed, the process must be 
accurate and secure. Iron Mountain takes exceptional care on both counts. 

Iron Mountain will meet this requirement and will quote per box.

Note: Our billing statements for the State of West Virginia will show costs per cubic foot.

The State of West Virginia will determine and request the records it wants destroyed based on its retention 
guidelines. The State can obtain a Destruction Eligibility Report in Iron Mountain Connect that lists the records 
due for destruction. It will review and verify the records to be destroyed. Then, before proceeding to complete the 
destruction, we send a destruction list to you for final approval. This step provides an additional layer of control to 
ensure that only approved items are authorized for destruction. We don’t proceed until we have a confirmation 
and authorized signature. Please see a picture and description of our archival destruction workflow below.
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Destruction of cartons in storage

                               Figure 2: A Secure, Archival Destruction Workflow

As an AAA NAID certified company, Iron Mountain’s commercial-grade document destruction equipment for 
paper is designed to yield particle sizes equal to or smaller than those permitted under the NAID standard. Our 
shredding facilities meet the industry standard dual cut system with the 1st machine blades set at 2” and the 2nd 
at 5/8.”

5.2.12 Contract Item #12: The Vendor must provide destruction of Microfilm at the authorized Agency 
representative's request. Microfilm must be incinerated or shredded at a minimum of 1/35" strip or smaller.

5.2·.12.1 Vendor to provide cost Per Box

Iron Mountain meets this requirement and will quote per box.

Note: Our billing statements for the State of West Virginia will show costs per cubic foot.

We will incinerate the microfilms.
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6.  CONTRACT AWARD:

6.1  Contract Award: The Contract is intended to provide Agencies with a purchase price on all Contract Items. 
The Contract shall be awarded to the Vendor that provides the Contract Items meeting the required 
specifications for the lowest overall total cost as shown on the Pricing Pages. Renewal options for years 2, 3, 
and 4 will be initiated by West Virginia Purchasing, agreed to by the Vendor and processed by the West Virginia 
Purchasing Division as Change Orders for subsequent years.

6.2 Pricing Pages: The Vendor should complete the Pricing Pages by entering in the price for each contract 
item on wvOASIS and Exhibit A. Pricing Page the Vendor should complete the Pricing Pages in their entirety as 
failure to do so may result in the Vendor's bids being disqualified.

The  Pricing  Pages  contain  a  list  of  the  Contract  Items  and  estimated purchase  volume. The estimated
purchase volume for each item represents the approximate volume of anticipated purchases only. No future use 
of the Contract or any individual item is guaranteed or implied.

The  Vendor  should  electronically   enter  the  information  into  the  Pricing Pages through  wvOASIS,  if 
available, or  as an  electronic  document. In most cases, the Vendor can request an electronic copy of the 
Pricing Pages for bid purposes by sending an email request to the following address:

Stephanie Gale, Senior Buyer
West Virginia Department of Administration
Purchasing Division
2019 Washington Street East
Charleston, WV 25305
Phone: (304) 558-8801
Fax: (304) 558-4115
Email: Stephanie.L.Gale@wv.gov

Iron Mountain acknowledges and agrees to all of the requirements in 6 above.

7.  ORDERING AND PAYMENT:

7.1 Ordering:  Vendor shall accept orders through wvOASIS, regular mail, facsimile, e-mail, or any other 
written form of communication. Vendor may, but is not required to, accept on-line orders through a secure 
internet ordering portal website. If Vendor has the ability to accept on-line orders, it should include in its response 
a brief description of how Agencies may utilize the on-line ordering system.  Vendor shall ensure that its on-line 
ordering system is properly secured prior to processing Agency orders on-line.

Iron Mountain accepts orders for pickup and delivery service by phone, via email or fax, or through the Iron 
Mountain Connect online system.

Our online system is secure. Because Iron Mountain Connect resides on a centralized dedicated server; users 
can navigate their databases without fear of data corruption that can occur with location-specific databases. Iron 
Mountain Connect also features security driven by individual logins and passwords. These checks and balances 
ensure confidentiality and database integrity.

7.2 Payment: Vendor shall accept payment in accordance with the payment procedures of the State of West  
Virginia.

Iron Mountain agrees to this requirement.
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8.  DELIVERY AND RETURN:

8.1 Delivery Time:  Vendor shall deliver standard orders within three (3) working days after orders are 
received.  Vendor shall deliver emergency orders within one (1) working day(s) after orders are received.  
Vendor shall ship all orders in accordance with the above schedule and shall not hold orders until a minimum 
delivery quantity is met.

Iron Mountain agrees to this requirement.

Iron Mountain’s standard service level agreements are:

Next Day — Orders placed by 3 p.m. will be delivered by next business day (50 items or less)

Half Day — Orders placed by 10 a.m. will be delivered same day and orders placed by 3 pm will be 
delivered by 12 noon next business day (50 items or less)

Rush — Orders will be delivered within 3 hours* of receipt (40 items or less within 30 miles) * With 
consideration for any heavy traffic situations

After Hours — Orders will be delivered within 4 hours of receipt (40 items or less within 30 miles)

8.2 Late Delivery:  The Agency placing the order under this Contract must be notified in writing if orders will 
be delayed for any reason. Any delay in delivery that could cause harm to an Agency will be grounds for 
cancellation of the delayed order, and/or obtaining the items ordered from a third party. Any Agency seeking to 
obtain items from a third party under this provision must first obtain the approval of the Purchasing Division.

Iron Mountain complies with these requirements.

If we have the agency user’s email address, we will notify the user in writing of a service order delay. Otherwise, 
we would contact the user by telephone notifying him or her of the delay and reschedule.

8.3 Delivery   Payment/Risk of Loss:   Standard order delivery shall be F.O.B. destination to the Agency's 
location.  Vendor shall include the cost of standard order delivery charges in its bid pricing discount and is not 
permitted to charge the Agency separately for such delivery. The Agency will pay delivery charges on all 
emergency orders provided that Vendor invoices those delivery costs as a separate charge with the original 
freight bill attached to the invoice.

Iron Mountain will charge for emergency retrievals and deliveries according to the contract rates for these 
services. We will not include freight bills.

8.4 Return of Unacceptable Items: If the Agency deems the Contract Items to be unacceptable, the Contract 
Items shall be returned to Vendor at Vendor's expense and with no restocking charge.  Vendor shall either make 
arrangements for the return within five (5) days of being notified that items are unacceptable, or permit the 
Agency to arrange for the return and reimburse Agency for delivery expenses. If the original packaging cannot 
be utilized for the return, Vendor will supply the Agency   with   appropriate return   packaging   upon   request.     
All returns of unacceptable items shall be F.O.B. the Agency's location.  The returned product shall either be 
replaced, or the Agency shall receive a full credit or refund for the purchase price, at the Agency's discretion.

Per the State of West Virginia’s clarification response from the Q&A in Addendum 2, because this requirement 
pertains to commodities being delivered to agencies and not to the services Iron Mountain will provide to the 
State of West Virginia, this requirement is not applicable to us.
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8.5 Return Due to Agency Error:  Items ordered in error by the Agency will be returned for credit within 30 
days of receipt, F.O.B. Vendor's location. Vendor shall not charge a restocking fee if returned products are in a 
resalable condition. Items shall be deemed to be in a resalable condition if they are unused and in the original 
packaging.  Any restocking fee for items not in a resalable condition shall be the lower of the Vendor's customary 
restocking fee or 5% of the total invoiced value of the returned items.

Because this requirement pertains to commodities being delivered to agencies and not to the services Iron 
Mountain will provide to the State of West Virginia, Iron Mountain will not charge a restocking fee since we 
provide services.

9.  VENDORDEFAULT:

9.1       The following shall be considered a vendor default under this Contract.

9.1.1 Failure to provide Contract Items in accordance with the requirements contained herein.

9.1.2 Failure to comply with other specifications and requirements contained herein.

9.1.3 Failure to comply with any laws, rules, and ordinances applicable to the Contract Services provided 
under this Contract.

9.1.4 Failure to remedy deficient performance upon request.

Iron Mountain agrees to the terms in section 9.1.

9.2 The following remedies shall be available to Agency upon default.

9.2.1 Immediate cancellation of the Contract.

9.2.2 Immediate cancellation of one or more release orders issued under this Contract.

9.2.3 Any other remedies available in law or equity.

Iron Mountain agrees to the terms in section 9.2.

10. MISCELLANEOUS:

10.1  No Substitutions: Vendor shall supply only Contract Items submitted in response to the Solicitation 
unless a contract modification is approved in accordance with the provisions contained in this Contract.

Iron Mountain agrees to this requirement.

10.2 Vendor Supply: Vendor must carry sufficient inventory of the Contract Items being offered to fulfill its 
obligations under this Contract.  By signing its bid, Vendor certifies that it can supply the Contract Items 
contained in its bid response.

Iron Mountain agrees to this requirement in terms of supplying Records Management services.
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10.3 Reports:  Vendor shall provide quarterly reports and annual summaries to the Agency showing the 
Agency's items purchased, quantities of items purchased, and total dollar value of the items purchased. Vendor 
shall also provide reports, upon request, showing the items purchased during the term of this Contract, the 
quantity purchased for each of those items, and the total value of purchases for each of those items. Failure to 
supply such reports may be grounds for cancellation of this Contract.

The State of West Virginia can obtain their Cost and Activity reports for their agencies through Iron Mountain 
Connect, or by contacting their Iron Mountain Account Manager. 

10.4 Contract Manager: During its performance of this Contract, Vendor must designate and maintain a 
primary contract manager responsible for overseeing Vendor's responsibilities under this Contract. The 
Contract manager must be available during normal business hours to address any customer service or other 
issues related to this Contract. Vendor should list its Contract manager and his or her contact information 
below.

Iron Mountain’s Contract Manager’s name and information is given below.

Contract Manager: Heather Sweesy, Business Development Executive
Telephone Number: (724) 679-0672
Fax Number: None
Email Address: heather.sweesy@ironmountain.com
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Comments about Terms and Conditions

Please see our Contract Amendment document on the pages below.



1 of 2

EXCEPTIONS AND CLARIFICATIONS TO REQUEST FOR QUOTATION
FOR RECORDS MANAGEMENT & OFF-SITE STORAGE SERVICES

STATE OF WEST VIRGINIA
Bid No.: CRFQ 0212 SWC1700000006

Dated: October 25, 2016

In the event that the State of West Virginia (the “State” or “Customer”) awards a contract to Iron 
Mountain Information Management, LLC (“Iron Mountain” or “Vendor”) as a result of this 
Request for Quotation (“RFQ”), the terms and conditions of such resulting contract shall be mutually 
agreed, based upon good faith negotiations between the parties, notwithstanding anything to the contrary 
in the RFQ.  Iron Mountain requests that the following key exceptions and additional industry standard 
terms and conditions form a part of that discussion.

A.  Iron Mountain requests the following key exceptions and/or clarifications to the General Terms 
and Conditions contained within the RFQ:

1. Section 13, Payment. Note: Storage charges are billed each month in advance.  Other service 
charges are billed in arrears. Standard payment terms are net 30.

2. Section 26, Assignment.  Note: Iron Mountain must reserve the right to assign to Iron Mountain 
affiliates based on our corporate structure.

3. Section 41, Background Check. Note: Please see section 4.4 of RFQ response for details of Iron 
Mountain’s Background Check policies and procedures.

B.  Iron Mountain requests that the following customary industry terms and conditions be added to 
any resulting contract between the parties:

1. Limitation of Liability. Notwithstanding anything to the contrary in this Agreement or any 
document referenced herein, this section entitled “Limitation of Liability” shall control with 
respect to Iron Mountain’s liability in connection with the Deposits and related data. For the 
purposes of this Agreement, Customer declares the following values for items stored under this 
Agreement (“Deposits”): (a) for hard-copy records, $1.00 per carton, linear foot of open-shelf 
files or other storage pricing unit, and (b) for media, the cost of replacing the physical item (each 
a “Declared Value”). Customer acknowledges that it has declined to declare an excess valuation, 
for which an excess valuation fee would have been charged. Iron Mountain shall not be liable 
under this Agreement, with respect to any claims related to the Deposits and data therein or with 
respect to any non-storage services or electronic storage services performed, unless Iron 
Mountain fails to exercise such care as a reasonably careful person would exercise under like 
circumstances. If liable, the amount of Iron Mountain’s liability is limited as follows: (i) with 
respect to Deposits and related data, Iron Mountain’s liability is limited to the Declared Value; 
and (ii) with respect to non-storage services and electronic storage services and data related to 
each, Iron Mountain’s liability is limited to six (6) months of fees paid by Customer for the 
particular service that gave rise to the claim. Deposits and data are not insured by Iron Mountain 
against loss or damage, however caused. If Deposits and/or data are placed in the custody of a 
third-party carrier for transportation, the carrier shall be solely responsible for any claim related 
to the Deposits and/or data while in the custody of the carrier.  In no event shall either party be 
liable for any consequential, incidental, special or punitive damages, or for loss of profits or loss 
or interruption of business, or the cost of recreating any data or information, regardless of 
whether an action is brought in tort, contract or under any other theory of liability.
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2. Operational Procedures.  Customer shall comply with Iron Mountain’s reasonable operational 
requirements, as modified from time to time, regarding cartons, carton integrity, delivery/pickup 
volumes, preparation for pickup, security, secure shredding protocols, access and similar matters.  
Extraordinary volume requests may involve additional costs, such as overtime, which Customer
will pay at Iron Mountain’s overtime rates, provided Customer consents to such costs in advance.

3. Governmental Orders.  Iron Mountain is authorized to comply with any subpoena or similar 
order related to the materials provided to it by Customer, at Customer’s expense, provided that 
Iron Mountain notifies Customer promptly upon receipt thereof, unless such notice is prohibited 
by law.  Iron Mountain will cooperate with Customer’s efforts to quash or limit any subpoena, at 
Customer’s expense.

4. Ownership Warranty.  Customer warrants that it is the owner or legal custodian of the materials 
provided to Iron Mountain and has full authority to direct their disposition in accordance with the 
terms of this Agreement.  Customer shall reimburse Iron Mountain for any expenses reasonably 
incurred by Iron Mountain (including reasonable legal fees) by reason of Iron Mountain’s 
compliance with the instructions of Customer in the event of a dispute concerning the ownership, 
custody or disposition of Customer’s materials provided by Customer to Iron Mountain.

5. Safe Materials and Premises. Customer shall not store with Iron Mountain nor deliver to Iron
Mountain for shredding any material that is highly flammable, explosive, hazardous, toxic, 
radioactive, medical waste, organic material which may attract vermin or insects, or otherwise 
dangerous or unsafe to store or handle, or any material which is regulated under any federal or 
state law or regulation relating to the environment.  Customer shall not store negotiable 
instruments, jewelry, check stock or other items that have intrinsic value.  Any Customer
premises where Iron Mountain employees perform services or make deliveries hereunder shall be 
free of hazardous substances and any other hazardous or dangerous conditions.

6. Purchase Orders. In the event that Customer issues a purchase order to Iron Mountain covering 
the services provided under this Agreement, any terms and conditions set forth in the purchase 
order which are in addition to or establish conflicting terms and conditions to those set forth in 
this Agreement are expressly rejected by Iron Mountain.

7. Force Majeure. In no event shall either party be liable for delay or inability to perform caused 
by acts of God, governmental actions, labor unrest, acts of terrorism, riots, unusual traffic delays 
or other causes beyond its reasonable control.

Approved as to Form and Legal Content:
Iron Mountain Legal Department

Name: Robert Liljedahl
Customer: State of West Virginia
Date: October 20, 2016
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Recommended Solutions
________________________________________________________

With Iron Mountain’s Records Management Solutions, you’ll be able to locate, 
access and deliver a particular record whenever, wherever — and in whatever 
format — it’s required. And you’ll gain the complete confidence that comes from 
supporting your records management processes with proven practices and new 
thinking.

________________________________________________________

Solution Description
You’ll benefit most from a solution that includes the following elements:

Record Storage Service

Climate Controlled Storage

Iron Mountain Connect™

InControl®

Image on Demand™

Record Storage Service
Iron Mountain’s records management professionals will work with you to identify which records can be relocated 
to our secure off-site records storage facilities. You can leverage our network of records storage facilities to 
safeguard your physical (paper format) information using advanced environmental, security, and access controls 
and extensive flood and fire protection. Your records will be tagged and classified using your own terminology, 
tracked with bar-coded labels, and made available on our intuitive Iron Mountain Connect™ web portal, helping 
you quickly locate and retrieve the information you need to address internal and external requests. Retention 
schedules, records storage policies and procedures, and other Iron Mountain services can also be requested 
through the portal.

Climate Controlled Storage
Climate Controlled Storage is Record Storage Service specifically designed for material requiring definitive 
environmental and relative humidity specifications.

Iron Mountain Connect™
As an Iron Mountain customer, you will have access to Iron Mountain Connect™, an intuitive online system that 
will make managing your records easier than ever. Iron Mountain Connect™ supports your records management 
program by providing instant visibility and access to your corporate records and enabling consistent procedures 
for retention, compliance, and accountability while ensuring confidentiality and protecting the integrity of the 
database. 

Recommended Solutions
__________________________________________________________
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Iron Mountain Connect™ provides the normal tools you need to implement the four pillars of responsible records 
management: instant access, corporate-wide consistency, absolute accountability, and easy adoption. 

InControl®
InControl®, Iron Mountain’s transportation platform, ensures the continuous protection of information while in 
transit with patented security and an auditable chain of custody. Iron Mountain’s InControl® solution includes 
patented vehicle-process controls, driver screening/background checks, and standard operating procedures 
among our entire fleet of transportation vehicles. InControl® also includes audit trails to document the systematic 
flow of events for any given service.

Image on Demand™
While your operations are increasingly electronic, you are often expected to service customers in a hybrid 
environment where your staff continues to rely on paper, wasting time and money searching for information. 
When you eliminate workflow reliance on paper with Iron Mountain® Image on Demand™, you get more value 
from your automated systems investments, free up valuable real estate, and increase the availability of your 
information.

Image on Demand provides a cost-effective conversion solution for paper-based documentation that has lower
retrieval needs. You can outsource your complete document library and, through our team of trusted experts, get 
your specific documents retrieved, scanned, and made available to you quickly. With this pay-as-you-go service, 
you will reap immediate and long-term reductions in cost and risk, regardless of your evolving information 
challenges.
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Records Management Workflow

Information security is dependent on a quality workflow process. Iron Mountain’s proven workflows combine 
standard operating procedures with multiple barcode scans to ensure that your records are accurately 
processed. We also regularly measure these quality control processes to drive continuous improvement.

Collection Workflow
From the moment our driver arrives to pick 
up your materials, to their storage in our 
secure facilities, your records are protected. 
With the InControl® system, our advanced 
transportation platform, your boxes and 
packages are scanned three times: at your 
location, at Iron Mountain’s dock, and on 
their shelf location. Each scan is validated 
against the previous one to ensure accuracy 
and preserve a tight chain-of-custody. 

To facilitate future retrievals, you can enter 
descriptive information into Iron Mountain 
Connect or we can perform data entry for 
you. Once your records are safely stored, 
you receive email notification for orders 
placed via Iron Mountain Connect.TM

Retrieval and Delivery Workflow
Our delivery workflow also employs a 
triple-check process. First, each box or 
group of files pulled for retrieval is 
tagged with a label, which is scanned 
against the original to ensure order 
accuracy. We secure the contents of 
every box with a security band, then 
scan the box a second time and load it 
onto a designated vehicle. Finally, our 
driver scans the box a third time at your 
location and captures an electronic 
signature to verify chain-of-custody.
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Image on Demand Workflow

When you retrieve a file from Iron Mountain storage using Image on Demand, you will receive an electronic 
image of the file that you request. You can choose to access it via secure FTP site, have it emailed as a securely 
encrypted hyperlink or email attachment, or have it securely hosted in the Iron Mountain Digital Record Center®. 

When you leverage our secure web-based repository, you’ll be able to quickly access the electronic file(s) you 
request – without exposing the original document(s) to loss, theft, or damage. And, you can protect your 
electronic information with role-based controls that limit access to individuals with the proper authorization. 

You no longer need to put up with time and productivity loss from  handling and converting the file. There is no 
mail room handling, imaging, carrying the file around, and so forth. Your physical files remain at your local Iron 
Mountain facility – safe and secure.
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Iron Mountain Overview
Iron Mountain Incorporated (NYSE: IRM) is the global 
leader for storage and information management services.

Trust
Iron Mountain manages billions of information assets for 
organizations of all sizes in every major industry around 
the world. More than 94% of the Fortune 1000 rely on Iron 
Mountain’s solutions for records and information manage-
ment, data management, document imaging, and secure 
destruction to help them better use their information for 
business advantage. We’re honored that our customers 
have put their trust in us, relying on us to protect a vast 
collection of critical and sometimes one-of-a-kind items, 
such as backup data, loan documents, employee files, 
pathology slides, geological rock samples, iconic songs, 
blockbuster films, priceless works of art, and more.

Security
Regardless of the type of asset we’re storing or 
destroying, our commitment is the same – to handle this 
material as if it were our own. At Iron Mountain, security is 
a never-ending process of setting safeguards, testing 
their effectiveness, and continually refining them to get 
stronger. We do this by: 

Investing in and using proven security technology 

Implementing multi-step security checks at our 
facilities and in all our vehicles

Screening all job candidates with strict hiring 
guidelines and intensive legal background checks

Providing extensive and consistent employee training

Employing third-party security audits to help detect 
weaknesses and further enhance our security culture

We abide by the strictest industry standards for
safeguarding information and ensuring data privacy. We
have received SysTrust® certification, are on the list of 
compliant service providers published by Visa and the 
Payment Card Industry, and our Secure Shredding 
service is “AAA” certified by the National Association for Information Destruction.

“Our responsibility to protect your assets begins when you hand them over to us 
and doesn’t end until we either return them to you or securely destroy them.”
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Awards and Recognitions
You can be confident that you’re selecting an industry leader with the accolades and awards to back it up.

Iron Mountain ranks 729th on Fortune Magazine’s FORTUNE 1000.

Iron Mountain is a member of the S&P 500 Index, the leading bellwether of 
the U.S. equities market.

Iron Mountain has achieved the Privacy+ certification sponsored by 
Professional Records & Information Services Management (PRISM) 
International, a nonprofit trade association for the commercial information 
management industry. Protecting private, personally identifiable information is 
our top priority and with this PRISM certification Iron Mountain demonstrates 
our commitment to ensuring the privacy 
of information in our custody.

Security magazine has consistently named Iron Mountain to its Security 500,
an annual ranking of the nation’s most secure companies.

Iron Mountain was named to the 2015 Dow Jones Sustainability Indices
(DJSI) North American Index, recognizing the company’s commitment to 
corporate responsibility and sustainability. The rankings track the financial 
performance of leading sustainability-driven companies, and analyze
economic, environmental, and social performance.

Iron Mountain was added to the FTSE4Good Index in 2013 for meeting 
globally recognized corporate social responsibility standards.

Iron Mountain has been a perennial member of the InformationWeek 500, a 
listing of top technology companies. Iron Mountain finished at #88 in the 
2013 rankings.

The corporate research team at Selling Power magazine has ranked 
Iron Mountain #6 of the 50 best companies to sell for in 2016.
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Conclusion

Records and information management is complex. Knowing exactly where to focus to accelerate adoption and 
achievement of your program goals is overwhelming. Trust in Iron Mountain’s solutions and expertise to solve 
State of West Virginia's evolving challenges now and in the future. No matter where your program is in maturity, 
you can be sure to have a partner that can provide you solutions to drive improvements that tighten defensibility 
and harness the power of your records and information for business use.

It will be our pleasure to continue to partner with you to take your program to new heights of performance.

Conclusion

Records and information management is complex. Knowing exactly where to focus to accelerate adoption and 
achievement of your program goals is overwhelming. Trust in Iron Mountain’s solutions and expertise to solve 
State of West Virginia's evolving challenges now and in the future. No matter where your program is in maturity, 
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Appendix
PCI Attestation of Compliance

Flood Zone Information































Client Information:
Iron Mountain Incorporated
5736 MacCorkle Avenue Southeast
Charleston, West Virginia, 253041-2804

NGVD29 = NAVD 88  + 0.476-ft.

FEMA Map Data:

Index:  47748.83-03



Index:  47748.83-03

5736 MacCorkle Ave Finished 
Floor Elevation (613.2 ft)









Iron Mountain's Pricing

Commodity Line Number Description Unit of Measure Estimated 
Quantity

Unit Price Extended Price

5.2.1.1 Contract Item #1 Transferring Existing Records to New 
Storage Facility Per Cubic Foot 230,000 0.00 0.00

5.2.2.1 Contract Item #2 Indexing Existing Records Per Cubic Foot 230,000 0.00 0.00

5.2.3.1 Contract Item #3 Monthly Storage Fee Per Cubic Foot 230,000 0.27 60,950.00

5.2.4.1 Contract Item #4 Storage Boxes Per Box 1,000 1.89 1,890.00

5.2.5.1 Contract Item #5 Records Pick Up Per Box 500 0.00 0.00

5.2.6.1 Contract Item #6 Indexing New Records Per Box 500 0.00 0.00

*5.2.7.1 Contract Item #7 Retrieval of Paper Records, digitized (Three 
(3) Business Day Request) Per Page 100 0.28 28.00

**5.2.8.1 Contract Item #8
Emergency Retrieval of Paper 

Records,digitized (One (1) Business Day 
Request)

Per Page 50 0.40 20.00

5.2.9.1 Contract Item #9 Retrieval of Records (Three (3) Business 
Day Request for Delivery) Per Box 100 1.84 183.60

5.2.10.1 Contract Item #10 Emergency Retrieval of Records (One (1) 
Business Day Request For delivery) Per Box 50 9.79 489.60

*5.2.11.1 Contract Item #11 Destruction of Paper Records Per Box 100 3.06 306.00

*5.2.12.1 Contract Item #12 Destruction of Microfilm Per Box 50 22.50 1,125.00

Total Cost 64,992.20

*Plus Retrieval fee of $1.84 per box in 

item #9 for standard service

** Plus Emergency Retrieval fee of 

$9.79 per box item #10

EXHIBIT A – Pricing Page
Records Management - Offsite Storage and Destruction

STORAGE

PICK UP

RETRIEVAL




