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West Virginia Deparument of Administration
Purchasing Division
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P.0O, Box 50130
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F: 304-558-3970

connle soswald@wv goy
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Document Author and Contact Information Anthony Lange
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slange@so-avolve com
233 Technology Way, Ste. 4
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This docurnent has been prepored for use by the intended recipient only. The conteats of this document, which does not purport to be
comprehensive, has not been Independently verified ond shalt remoln the conflidentiol property of the owner of the document ond, os
gpproprite, any conlributing pasty to the document and must not be communicated by the recipient to any other party witheut the prior
written approvel of the owner of the document. White this information has been prepared in good faith, no representation or warrenty, express
or implied, is or will be mode ond no responsibility or lighility is or will be accepted by the owner of the document or opy contributing party to
the docurment or by any of thelr respective affffiates, officers, employges or ogents In refation to the occurocy or completeness of this
informotion or any ather written or orpl information made available to any interested porty and any such liobility is expressly disclaimed. No
Tegolly binding refations relating to the preposed transoctions referred to in this response {"Response”) exist or will exist between the owner of
the dotument, any contributing party to the decument or the reciplent untlf such time as o farmal agreement providing for the proposed
transactions has been negotiated, axecuied and delivergd by Lhe porties, The contents of this Response ore the Intgliectual property of the
owner of the document, or as apprapriate, any conlributing porty Lo the document. Provision of this Response does not grant or transfer rights
in relation to any intellectual property contalned in this Response. 8y occepting this Response ond the informotion therein, the reciplent agrees

to be bound by the foregoing limitations.
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TEC! ¥ GROUP

Ms. Connie Oswald

Wast Virginia Department of Administration
Purchasing Dlvision

2019 Washington Street, East

P.0O. Box 50130

Charleston, WV 25303

June 13, 2013

Dear Ms. Oswald,

Thank you for the opportunity to respond to the attached RFP. Evolve Technology Group is committed
to delivering the best security at the lowest total cost of ownership (TCO) to protect organizations
apalnst modern threats. Websense security solutions will help you maintain business workflows and
operate in new, more efficient, and innovative ways.

Evolve Technology Group would fike to propose Websense® Web Security solutions to meet your
business requirements. Websense Web Security protects your natwork and rescurces against the latest
threats. It's informed by real-time security updates provided by the Websense ThreatSeeker™ Network,
a collection of more than 900 million unified endpoints that uses the security defenses of Websense ACE
(Advanced Classification Engine) to analyze 3-5 billion requests per day.

Websense Web Security solutions offer these features:

¢ Best protection without a proxy: Security intelligence from the ThreatSeeker Network and real-
time security updates for the latest protection and ratings;

» Reduced complexity: Transparent deployment using existing network infrastructure and One
user interface to manage Web Security and any additional Websense email, data or mobile
security product;

« Improved protection: Reduce malware infactions and the risks of data theft and damage to
reputation;

e Intuitive management and reporting: Set of four customizable dashboards for a comprehensive
view into network activity and threat levels, and easy customization, generation and distribution
of reports.

The following response to your RFP will demonstrate how Websense can meat your requirements. We
jook forward to having further discussions with you as you move on to the next phase of your projact.
Please feel free to contact me at 916-295-1563 or alange @go-evolve.com should you require any
additional information.

Sincerely,

Anthony Lange

Senfor Account Manager
Evolve Technology Group
233 Technology Way, Ste. 4
Rocklin, CA, 95765

Proprietary and Confidential - fune 13, 2013 1
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Project Objective:

Evolve Technology Group is an enterprise value added reseller. Evolve Technology Group’s
mission Is to provide comprehensive technology solutions that drive efficiencies into the
datacenter. Through the use of technology, we strive to save you time and money. Our goal is
to architect the right combination of products and services and to leverage our years of
experience in helping our customer succeed in the world of IT.

For over 10 years, Evolve Technology Group has been designing, implementing and training on
Websense solutions. As one of Websense’s Enterprise Alllance Partners (EAP), Platinum level
authorized and Certified Triton Integrators (CT1), we have established ourselves as one of their
premier partnars in the U.S. We have the highest levels of cartifications for our Websense
Certified Engineers and are a trusted partner to Websense.

Our project objective Is to provide enterprise class web security and reporting to the West
Virginia Department of Education. We will provide this solution in partnership with Websense.
Websense Is the leader in Web, Data, and Emall security.

Proprietary and Confidential - June 13, 2013
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Websense Company Background

QOverview

Websense, Inc. (NASDAQ: WBSN), a global leader in unified Web, data, and emall content security,
delivers the best security for modern threats at the lowest total cost of ownership to tens of thousands
of enterprise, mid-market, and small organizations around the world. Wehsense is distributad through a
global network of channel partners and delivered as software, appliances, and Security-as-a-Service
(Saas). Websense unified content security helps organizations take advantage of powerful new
communication, collaboration, and social Web business tools while protecting from advanced persistent
threats, preventing the loss of confidential information, and enforcing Internet use and security policies.
Websense is headquartered in San Diego, California, with offices around the world.

Websense Management Profiles: http://investor websense com/management.cfm

Corporate Governance Information; hitp://investor.websense.com/governance,cfm

Research and Development

Websense maintains R&D facilities in San Diego and Los Gatos, CA; Reading, England; Sydney, Australia;
Ra’anana, Israel; and Beijing, China. With hundreds of R&D employees, the Websense research and
development department includes content operations, security research, software devalopment, quality
assurance, and documentation.

Websense Security [abs™ drives security research and discovers, investigates, and reports on advanced
threats that traditional security research mathods do not capture. Recognized as a world leader in
security research, Websense Security Labs publishes findings to hundreds of security partners, vendors,
media outlets, military, and other organizations around the world 24 hours a day, 7 days a week on the
award-winning Websense Security Labs blog. With a team of global threat experts and operations in the
Americas, Europe, Middle East, Africa, and Asia Pacific, Websense Security Labs continuously monitors
threats including internet-borne threats and those that stem from web, email, instant messaging, and
pear-to-peer file-sharing.

Technology

The company’s flagship Websense TRITON solution offers unified web security, email security, mobile
security, and data security solutions together or individually, The TRITON solution is available in
enterprise-grade appliances, as cloud-based services, and as powerful and efficient hybrids of on-
premise and cloud elements working together. No other vendor offers a similar level of security
effectiveness and ease of deployment and use.

The proven security effectiveness of the Websense TRITON architecture is based on ACE (the Advanced
Classification Engine). Real-time inline contextual defenses within ACE use security, data, and content
classifiers that adjust dynamically, based on composite risk scoring, for the most effective security
available, Security intelligence and analytics in ACE come from the Websense ThreatSeeker Network,
which unites more than 850 million endpoints and analyzes 3-5 billion requests per day from social
networks, websites, and emall. The Websense ThreatSeeker Network's adaptive security cloud
tachnology uses more than 50 million realtime data-collecting systems that continuously monitor

Proprietary and Confidential ~ lune 13, 2013 3
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internet content — including new and dynamic content — for emerging threats. Asa result, Websense
can adapt to the raplidly changing internet at speeds not possible with traditional security and basic
filtaring solutions.

People and Places

Waebseanse has more than 1,400 employees worldwide and 26 offices with major development centers in
China, the United Kingdom, and Israe!. The company also has 173 patents granted and pending in the
U.S. and intarnationally, and has achieved Service Capability & Performance (SCP) certification for world-
class customer support.

Contact Us: hitps://www.websense.com/Content/contact-us,aspx

Wehsense Product Overview

in 2009, Websense increased its lead In protecting customars from modern Weh-based and blended
threats by introducing:

e The Websaense V10000™ secure Web gateway appliance, a tightly integrated hardware/software
platform that leverages the Websense TRITON Advanced Classification Engine of the
ThreatSecker Network to identify and mitigate Web-based threats “on-the-fly” in customer
environments,

e The Websense ThreatSeeker Cloud, a2 cloud-based sacurity service for third-party solution
providers that allows managed service providers and other partners to defiver Websense
dynamic security protection to their customers.

s Defensio™ Waeb service, a cloud-based Web 2.0 security offering that filters malicious code and
comment spam. The Defensio service, which is available for facebook subscribers as well as
other Web 2.0 users, protects tens of thousands of personal Web 2.0 sites. The visibility
Defensio provides into the dynamic user-generated Web provides an early threat detaction
system that enhances the ThreatSeeker Networlc

In addition to enhancing Websense Web security offerings, Websense continued to make strides in
integrating the functionality of Web, Email, and Data securlty solutions, Websense believes that
unifying these technologies in & single architecture provides superior protection for customers and
significant competitive advantage. This has been the gulding principle of the Websense product
development program, and in early 2010 achieved a significant milestone with the introduction of the
Websense TRITON solution.

The result of three years of focused development efforts, the TRITON solution leverages real-time
security technology and achieves multiple industry firsts, including:

e Administration of Web, Email, and Data security policies from a single management console,

« Delivery of modern security with Websense TruContent™ intelligence - unifying content
visibility and analysis to the data level as it flows in and out of an organization, including TruWeb
DLP™ and TruEmail DLP™ technologies.

Proprietary and Confidential —June 13, 2013 . 4
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« Seamless integration of on-premise and SaaS implementations through the Websense
TruHybrid™ deployment solutions for maximum flexibility and Jower total cost of ownership.

e integrated management reporting and event alerting.

TRITON Selution

Websense helps organizations protect their essential information through the industry’s first and anly
unified content security solution for the global office. The Websense TRITON solution combines
Websense market-leading Web, email, and data security technologies into one, unifled solution that
safely enables use of the social Web and cloud computing, prevents data loss, and extends coverage to
the branch office and mobile worker,

wabsense

. EMAIL _

5

TRITON A E@am
Architectu f I ‘j

v ",
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Lot RARTRILIINE 7
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The resulting combination of Websense technologies offers these unique and effective security
capabilities:

e Unified Analysis: The TRITON solution delivers real-time protection against blended and
emerging threats — no matter where they reside — through Its unifled content analysis. You
avold the cost and complexity of point securfty solutions and the gaps left by legacy products.
You also gain enhanced regulatory compliance capabilities and can benefit from new, Web-
based communication and collaboration tools.

« Unified Platform: A modern enterprise network infrastructure extends far beyond a single
location to branch offices and mohile workers. The TRITON solution addresses this challenge
with a unified platform consisting of hybrid deployment that integrates both cloud-based and
on-premise platforms. This unified platform anables you 10 better rmanage risk, further reduce
complexity, take full advantage of existing infrastructure, and gliminate management overhead.

e Unified Management: The TRITON solution also combines the management and reporting
capabilities for Websense Web, email, and data loss prevention technologies Into a single
interfaca. Unlike solutions based on disparate products that rely on overlapping or duplicate
multivendor management tools, the TRITON solution gives you superior cantrol of your security
through a single console.

(¥4)

Proprietary and Confidential — June 13, 2013



06/13/13 11: 404K HP LASERSGET FaX 916-6286~3167 p.909
Proposed Solution to Wast Virginia Departmeant of Education RFP for Internet Filtering and Reporting Project

Only Websense consolidates security to deliver the best security for modern threats at the lowest total
cost of ownership. A single unified solution addressing West Virginia Department of Education
requirements will significantly reduce the Total Cost of Ownership in a number of ways, including, but
not limited to, license, support, and hardware cost savings.

Websense Web Security

Web Security blocks web threats to reduce malware infections, decrease help desk incidents and free up
valuable IT resources. With more than 100 security and filtering categories, hundreds of web application
and protocol controls, and 60-plus reparts with customization and role-based access, Web Security is an
easy to deploy and transparent solution that avoids the compiexity of a proxy gateway.

Real-Time Security Updates and Granular Policy Controls

» Recelves real-time security updates from the ThreatSeeker Network. It's one of the world’s
largest threat analysis networks, and includes input from Facebook.

+ Includes industry-leading web security policy controls, more than 100 web security and content
categories, and time quotas with multiple authentication options for users and groups.

s Custom allow/deny filters can be timed or permanent, and can accept security intelligence from
third-party sources.

» Has controls addressing viral, entertainment and surveillance videos, plus support for YouTube
educational videos.

« Websense Network Agent provides hundreds of controls for applications and protoco
port monitoring outside of proxy analysis.

Unifiad Management and Reporting

» The Websense TRITON Unified Security Center simplifies provisioning and enables role-based
reporting.

« Includes more than 60 predefined reports, many easily customizable reports and administrative
alerts.

« TRITON architecture supports expansion to emafl, data or mobile security products, or upgrade
to Websense Web Security Gateway.

Proprietary and Confidential - June 13,2013 6
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General Reguirements

The products and services that are bid must be capable of providing a level of service appropriate for
Internet Service Provider (1SP) facilities with 10 gigabits of Internet bandwidth. School based or district
based filtering solutions are not an acceptable response to this RFQ.

Websense Welb Security (WWS) can be scaled up to 10Ghps of traffic,

The WVDE currently has two independent Internet connections for the K-12 public schools. Internet
filtering solutions must be Instalied at both Points of Presence (POP).

Wabsense Web Security can be deployed at both of your POP sites.

Because of the diverse needs of schools, the WVDE must have selective filtering levels and capabilities
for delegated administration of tailored filtering policies or profiles for different sub nets.

We do offer delegated administration of fittering policies and reporting.

Updates'to the filtering solution must be provided at least once each day to ensure that the filtering
database is up-to-date using multiple methods and resources for the review of content on internet sites,

Websense Web Sacurity leverages our ReabTime Security Updates (RTSU) tachnology which 18
capable of pushing out database updates to you every five minutes to provide you the most up-to-
date protection against the latest harmful sites.

The Internet filtering must meet the requirements of the E-rate program {refer to
http://www.usac.org/slO and the West Virginia Board of Education Policy 2460 that is available online at
http://wyde state. wv.us/policies/policy. phn?p=24608&alt=1. Information relevant to the Children's
Internet Protection Act (CIPA) and the Federal requirernent to implernent Internet filtering is detailed at
the URL http//www . foo.zov/egh/consumerfacts/cipa html.

Websense meets the requirements of the E-rate program. Websense helps schools comply with
CIPA by offering the following controls in our WWh product:

» Obscenity and Pornography Filtering: Allows schools and lihbraries to manage [nternet
access to pver 90 URL categories including Racism and Hate, Adult Material, Hacking and
ather topics pertinent ko CPA;

s Bost-of-Breed Web Filtering: The most accurate and up-to-date filtering database with qver
26 milliorn URLs;

s Filtering of Search Engine hmages: Use safe-search to filter inappropriale images that can
be found in search enging query resufts,

s Blocling of Spyware, Malicious Mobile Code, and Other Security Threats: Sites with
worms, spywarg, phishing, and other threats can be biocked, helping to mert The CIPA
requirements for protection of @ minar's personal information,

s Meonitoring: Reporting Tools offer many different ways to monitor and report on the anling
activities of minors; and

Proprietary and Confidential - June 13, 2013 7
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v Policy Management Per User or Per Group: Schouls and libraries can customize their
Internet policies basad on users or groups, so policies tan be set based on age or nees,

The Children's' Online Privacy Protection Act {COPPA) must not be violated by any requirements of the
flltering solution to collect personal information about students. Refer to httod/fwww fic.zov/
ogc/coppal.htm for information about COPPA.

All Wehsense data is lopged and retained in a Microsoft SQL Database. Websense can leverage
directory information from your LDAP infrastructure to map policies to directory objects instead of
I addresses. When users are identified and receive the appropriate policy based on the directory
information, all traffic logs are sent to a SO Server retaining this information and running in your
environment. Websense does not retsin any sensitive/non-divectory information in our solustion.
We are alsp 15027001-certified,

Soction ! - Current Environrnent
The Internet filtering shall be done at the two POPs where the K-12 network Is routed to the ISP,

Yes., You can leverage multiple palicy servers at ezch point of presence. All policy servers can be
centrally managed from one location/Interface.

If the server specifications and/or the number of servers listed above are not capable of fully supporting
the vendor's filtering solution, the vendor must include all appropriate servers or appliances and
associated costs in the response to this RFQ.

Websense Web Security can be easity scaled to handie your internet traffic. While peak bandwidih
utitization of up to 10Ghps is being asked for, we would like to krow your current realistic utilization
of this internet pipe per POP. Three raferance deployment options are provided in the response 1o
“Sealing,” helow,

The Internet filtering must occur at the points in the network after which the K-12 core routers
consolidate Internet traffic but before the firewall dynamically changes the private IP addresses to
" public IP addresses as shown in the diagram on attachment A.

Websense Web Security can be deployed using muitiple options.  The mast common deployment
method consists of leveraging our Network Agent (Standalone) which is response for sniffing a SPAN
port using your core switches or network taps. You may also choose to integrate us using your Cisco
PiX.
List of Commion Deplayment Options:
s Standalone/SPAN: Leverages a SPAN port to filter all traffic

o Integrated: Intagratas using the following vendors/mathods:
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The filtering servers and reporting servers must operate within the scope of the K-12 private network so
that filtering control and reporting will reflect the private IP addresses of the client computers.

Yes. The filtering servers and reporting servers operate within the scope of your private network to
reflect the 1P address/directory information of your ¢lient computers,

Remote Filtering: In the event that portable computers are connected to residential, public, or other
networks, an option must be available to provide continued filtering of internet web sites. No caching
appliances are currently in use; however the Internet filtering solution must support the option for the
WVDE to install caching appliances.

To centrally manage off-site district assets such as Windows PCs and Japtops, and Mac desktaps and
laptops, the following option is avaitable:

Remote Filtering Server (requirgs additional package purchase): Remote Filtering Server
provides Web filtering for machines that are located outside the netwark firewall {2.g., laptops).
A remote computer must be running Remote Filtering Clent to be filtered by the Remote
Filtaring Server. Remote Filtering Servar acls a3 a proxy that accepts requests from Remots
Flitering Client and submits them for filtering. It communicates with Filtering Service to provide
nternet access management of ramote machines. Thesa remote davicgs are still centrally
managed from hoth a policy definition and reporting perspective and do not require any
additional interfaces or policies 1o be managed. |

$caling: The guoted solution must be designed to accommodate peak usage at each of the two POP
sites. Peak usage Is defined as 100,000 computers, 140,000 users, and 10Gbps of bandwidth to the
Internet at each POP site.

Websense Web Security deployments consist af the following componants:

1. TRITON Manager: Centrally manages your WW5 solution from both a policy definition and
raporting perspective. This is a weh-based interface;

5. Filtering Server: Responsible for filtering your client computers and enforcing policies;

3, Log Server: Each filtering server sends all processed traffic o a log secver in preparation for
database logging, and

4. SQL Server: Responsible for retaining all traffic logs in a Microsoft SQL Database.
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To provide the most customized response. websense is providing the following deployment options
based on vour realistic internet pipe utiiization. far example, if only 2Gbps out of yaur 10Ghps
connectivity is being wtilized, the numbers of servers needed today would be much different than
10Ghps of realistic utilization, Websense would fike to provide you with the following deployments
ranging from 2Gbps of realistic internet traffic up 1o 10Gbps, Each option highlights the number of
carvers neaded associated with each of the componeants above.

Component # of Servers Needed equirements/Spasiflcations
Mardware:
s 4 CPU Cores (2.56GHz + each)
i . o BGESE RAM
TRITON Manager ! o 1206 of Disk Space
Soflware:
s Windows Servar 2008 R x64
rtardware:
e 2% Cuad Core Xenn Procesory [2GMz+)
Filtering Sarver & v MGERAM i
m o 3% 300GBE HDD (SAS Preferred)
Software:
o Windows Server 2008 R2 x64
Hardware:
» 4 CPU Cores (2.5GHz + each)
1 tor eveey 10,000 users e BGERAM
Log Secver when full URI fogging is ¢ 250GER HOD Space Minirmum {SAS 4
enabiled RAIDY for hest {OPS Performancs
Softwara:
a  Windows Server 2008 R2 a4
Hardware:
o 1« Quad Core Xeon Processors (2GHzZ+)
e LBGR RAM
) ) , o LTH per your reguirements [SAS + RAID)
SQL Server i . . e A )
preforred for best 10PS performance
Software:
o Windows Server 2008 R2 x64
v Microsoft SQL Server J003 R2 xh4
1 73 + i
Componant # of Sarvers Needed Requirements/Specifications
Hardware:
e 4 CPU Cores [2.5GHL + exch)
e ‘ e 12GEB RAM
TRITON Manager ! o  30DGH of Disk Space
spftware:
»  Windows Server 2008 R2 x64
Hardware:
) ] v 2 xOwatl Core Xeon Processors (2GHz4)
Filtaring Server 18 o 2460 RAM
o 2x300GB HDD (SAS Preferred)
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Catmponent # of Servars Neaded Reguirements/Spacifications
Software:
v Windows Sprver 2008 R2 xb4
Mardware:
a A LPU Coras (&.5GH2 + each)
1 tor avery 10,000 users s BERRAM
Log Server when full URL logging is a  250GR HDD Space Minimum (SAS +
snanled RAID) for best I0PS Periormanis
Software:
o Windows Server 2008 R2 x84
Hardware:

¢ 2 x Quad Core Xeon Processors (2GHz2+)
e 24GHE RAM
s AT per your requirements (A5

SQL Server 4 RAIDY  preferred for best  BOPS
nerformance
Software:

e Windows Server 2008 R2 xG4
e Microsaft SOL Server 2008 R2 x64

U Fl [ (g )
Camponent # of Servers Needed Requirements/Specifications
Hardware:
o 4 CPU Corgs (2.5GH2 + wach)
TRITON Manager 3 o 20GRRAM
i v S00GR of Disk Spage
Sofpwara:
e Windows Server 2008 R2 x6d
Hardware: '
¢ 2 xQuad Core Xeon Processors (2GHzr)
Fiftaring Server 30 o 24GHRAM
T w2 RDOGR MDD {SAS Praferred)
Software:
e Windows Server 2008 R2 x64
Hardware:
o A CPU Cores (2.5GHz + each)
1 {0 every 10,000 usars = BGE RAM
Lop Sarver whan full URL fogging i3 s 250GE MDD Space Minimum [SAS ¢
enabled RAID) for best 105 Parformance
Saftware:
s Windows harver 2008 R2 164
Hardware:
o 2xQuad Core Xeon Processors (1GRz+)
»  32GE RAM Minimum (G4GB Prefarred)
s ITB per your requirements (5A5 @
5QL Server 1 RAID}  preferred  for best  10PS
performance
Softwara:

e Windows Server 2008 12 x64
o Micrasolt SQL Sarver 2008 R2 xb4
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saction i - Technical Regulramants

The vendor bid must provide an internet filtering solution capable of flltering 200,000 total computers in
a network consisting of two POPs with 280,000 users. The solution must be configured to support
100,000 client computers and 140,000 users using 10 gigablts/sec of bandwidth at each POP,

i

Please see the response 1o "Scaling,” above,

The vendor must provide evidence of at least one current, successful installation of the Internet filtering
solution in a network conflguration servicing 100,000 computers and 140,000 users with 10
gigabits/second of Internet bandwldth. This evidence must inciude details regarding the size and scope
of the successful project(s) as well as contact name(s) and phone number(s) for customer{s) where the
successful Internet filtering solution was implemented. The vendor must submit a memo from the
successful customer {on customer's letterhead, dated and signed) describing the size and scope of the
successful project, as welt as any issues (if any} and how they were resolved.

Websense, Inc. (NASDAQ: WRBSN), detivers the best content security for modern threats at the lowest
total cost nf ownership to tens of thousands of entarprise, mid-market, and small organizations around
the world.

Customer size ranges from several hundred employees o tens of thousands of employees. Cur
customer base ranges from finance, banks, c¢redit unions, healthcare, technology, cormmuynication,
government, education, ta other various smaller husinesses and organizations. Many customer video
case studies have Dbeen done. You can fingd them by the wvarious products at;
hitp://www.wehsense.com/content/Casestudiag.aspx.

Examples of Websense WWS customers include:

= Brishane Catholic Eduvation;
o [nfoNet Services Corporation; and

«  Commonweaith of Pennsylvania.
Wehsense does not issue contact or projert details for customers without seeking the appropriate

agreements from them. However, upor request we will be happy to arrange reference <alls with
appropriate customers at a lster stage in the salas cycle.

The filtering solution must be a POP based installation capable of providing a level of service appropriate

for an Internet Service Provider (ISP); a filtering solution which involves the installation of filtering
software or hardware within school districts or individual schools is not acceptable,

Al Wehsanse Web Security (WWS) components can be deployed in your data centers. WWS can easily
monitor your network points of aggregation.

The vendor must provide Internet filtering and reporting application software and all necessary
supporting software including, but not limited to, operating system and database software.
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tn addition to the WWS software, the following applications will be needed that are not included with
the proposed solution:

¢ Microsoft Windows Server Licenses; and

a  Microsoft SOL Server Licenses.

For further information on the utilization of the additional applications stated above, please see the
response to “Sealing,” abave,

The Internet filtering solution must meet the requirements of this RFQ using servers/appliances
provided by the vendor or when installed on the WVDE owned equipment identified in Section | -
Current Environment,

Please see the response to “Scaling,” above,

The filtering solution must support gigabit speed, copper based, Ethernet network interfaces.

Yes. WWS supports gigabit connectivity per your raguirements.

The filtering solution must not exceed a total of 12 servers or appliances at each POP.

Please see the response to “Scaling,” shove.

The total of all hardware compaonents of the filtering solution for each POP must be rack mountable and
nat occupy more than 24 units of rack space {about 48"} at each POP site. The equipment must operate

on 110-120 Volts AC power.

tee

Please see the response to “Scaling,” above.
In the event the winning bid does not meet the requirements of this RFQ when Installed on vendor
provided server/appliances or on the existing equipment identified in Saction [-Current Environment,

the vendor must provide additional servers and any other associated installation, shipping, labor and
configuration expenses at no cost to the WVDE or the contract will be immediately terminated.

We understand hardware is recuired a5 pact of the solution, howaver basad on the reguirements set
forth within the BEP, we beliave Rurthar discovery is reguired in ahle to provide the optimal solution. At
this point we are submitiing 2 seftware and professional servicas groposai only, ang if given the
opportunity for further detalled giscussions, we will be able to provide the coniplete solution to meset
YOUT reguiremenis.

There must be no requirement for any configuration changes of any networking eguipment or
computers that are connected to the private WV K ~12 network at the school districts or individual
schools.

Websense Web Secarity offers multipla deployment methods {highlighted in detail above). Typically,

depending on the desired deployment method, we van either a) leverage your Cisco FIX Firewall; or b)
feverage SPAN ports in your netwark provided by you.
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The filtering solution must provide client software which can be installed on mobile computers that will
enforce the same filtering parameters whether a mobile computer is connected to the WV K-12 network
or connected by wired or wireless networking to the Internet via any other Internat service provider,
The client software must not be a VPN (virtual private networking) or similar type of client and must not
rely on a web browser setting such as proxy server conflguration.

Our remote filtering client software can enforce the same filtering parameters on outside/remote
networks. A remote filtering server will nead to be brought up in the DMZ of your netwerk, For
detailed information an Remote Filtering Server, please review the "Remote Filtering” section above.
The filtering client software opaerates at the kernel leve! of the 03 to prevent bypassing.

The filtering solution must have the capability to filter based on the IP address of the client computer
and not require user authentication.

Yes, WWS allows you to defing and enforce policies based on the IP address of the clignt computer.

The filtering solution must have the capability to be integrated with unified authentication systems such
as LDAP and Active Directory service.

Yes, WWS can be integrated with directory services such as Microsoft Active Directory for
authentication,

The Internet flltering solution must be engineered and operate with redundancy such tha the failure of
faTala el

one server or appliance at a POP will not reduce the capability to provide fiitering for 100,000
computers and 140,000 users at 10 gigabits/sec of throughput.

WWS can be deployed to handle High Availahility scenarios; however, HA scenarias will need 1o ba
discussed with you in detail so that SHI can best tallor a deployment plan for you.

2,52 Internet Flitering

The filtering solution must provide a web based interface for all management and configuration tasks
which can be performed by WVDE.

Yeu. Our TRITON Unified Security Center is a web-based interface that allows you to manage and create
policies as weli as run reports from @ centralized console.

The filtering solution must have the capability to be configured to block internet access in the event of
the failure of the filtering solution at a POP so that unfiltered Internet access Is prevented.

Yes. You may configure Wehsense Welb Security to faikclosed.

The Internet filtering solution provided as a result of this RFQ must be verified by the vendor 1o meet
the requirements of the Children's Internet  Protection Act  (CIPA)  (refer to
httg:((wﬂﬁ.fgc.mjﬂ;mi_dﬁ/chiIdrensnint@met-protection;@,gg) and the West Virginia Board of Education
Policy 2460 which is avallable online at http://wyde.state.wv.us/policies/policv.php?p=
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Websense Weh Security products can help make the Web a safer place for your students. We can:

o Filter inappropriate content, malicious ¢ode, and other threats;
e Control access to protocols such as I, P2P, and streaming media;
w  Provide controllad social madia access; and

o Prioritize network access according to users, time of day, and other paramelers.

Specifically, CIPA states that technology protection measures {filtering soluttons) must block or filter
internet access to pictures that are: {a) obscene; {b) child pornography; or (c) harmful to minors. The
filtering solution must biock access to this CIPA specified content.

Yes, We are able to accomplish this with the use of our safe-search filtering option.

CIPA also states that schools recelving E-Rate must monitor the online activitles of minors. Therefore,
the Internet filtering solution must include the ability to configure logging of all allowed and blocked
Internet requests.

Yes. Wehsense Web Security allows you to log either the URL hostnam, the default option, or you may
enable full URL logging for all URLs hoth blocked and permittecd,

The filtering solution must be verified by the vendor to comply with the Children's Online Privacy
Protection Act (COPPA) (refer to hitp://www.ftc gov/oge/coppal.htm). The filtering process must not
require the collection of any personal information from any users under the age of 13.

All Websense data is loggad and retained in & Microsaft 5QlL Database, Websense can leverage
directory information from your LDAP infrastracture 10 map policies to directory objects instead of 1P
addresses. When users are identifind and receive the appropriate pelicy based on the directary
information, all traffic logs are sent to a 5QL Server retaining this infarmation and running in your
environment. Websense does not refain any sensitive/non-directory information in our solution. We
are also 15027001-certified.

The filtering solution must provide the capability for the WVDE to selectively enable filtering of content
based on categorles of wab sites or individual web sites using the hitp and https protocols.

Yes., Websense Web Security's master URL database comes with 90+ pred efined categorias that you can
permit, block, confirm, or configure to use quata time for categories and individual sites using HTTR/S
protocols.

The vendor must include all categories that the vendor offers on the praduct. The vendor must not offer
a reduced number of categories in an attempt to reduce costs by providing only the categories that are

identified in this RFQ.

Websense Welr Securlty comes with an extensive {st of rategovies. All WWS categories are provided
out-of-the-box,

The vendor must provide, but is not limited to, the pre-populated categories of the following
classifications or equivalent classifications of content on web sites:
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- Pornography

- QObscenity

- Dating {including sites for the purpose of establishing personal relationships)

- Gambling

- Criminal Activities (sites that condone or provide instructions for criminal activity)

- liegal Drugs (sites that condone or provide instructions for illegal drug use, manufacturing and
distribution}

- Anonymous Proxies (anonymizers to bypass filtering or hide the true source of Internet activity)

- Computer crimes, cracking and hacking (sites that condone or provide instructions for these
activities)

- Malicious code {sites that contain, distribute, or execute maliclous code such as mal ware,
viruses, root kits, bots, etc or retrieve information from computers that are infected with
malicious code)

- Instant messaging sites

-  Peerto Peer (P2P sites)

Phishing {fraudulent sites that imitate authentic sites, often to lure people into submitting
personal or financiat information.)

~  Hate, racism, discrimination (sltes that condone or encourage violence against or suppression of
any minorities or grouping based on race, religion, sexual arientation, ethnicity or any other
social grouping characteristic)

Yes. Websense Web Security offers these categories ar similar categories 1o prevent your students from

browsing mralicious or inappropriate content.

The filtering solution must have the capabiiity to allow or deny access to any individual web site, URL, or
1P address whether or not it is included in any vendor provided category,

Yes. Websanse Welb Security allows you to categorize or ra-categorize specific URLs or 1P addresses to
better fif your district needs.

The filtering solution must have the capability to permit the WVDE to create unlimited additional
custom categories,

Websense Web Security allows up to 100 custam categories to be created.

The filtering solution must have the capability to permit the use of "regular expressions” (includes wild-
card characters and other variables to specify complex text strings) when creating custom allow or deny
lists of URL web addresses or search terms.

Yes. Websense Web Security does allow for the use of regular axpressions for categorizing and re-
rategorizing both allowed and denied URLS.

The filtering solution must have the capability to block traffic related to peer-to-peer file sharing
protocols. .

yes. Wabsense Web Security is able 1o block pees-te-peer file-sharing protocals that attempt to initiate
3 TCP connpection upon application launch or sign.in.
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The filtering solution must have the capability to enforce the "safe searching" mode of Google, Bing and
Yahoo search engines, regardless of the settings chosen by an end user while accessing those search
engines.

Yos. Websense Web Secutily offers safe-search image filtering from the following search engines:

v Ask

= Bing,

e DuckDuckGo;
s Google;

»  lycos:

+ Yshoo!; and
a  Yandex.

The filtering solution must provide capabilities to create manageable client groups based on IP address
ranges and assign names to those groups.

Wehsense Web Security allows you to appty policies in a variety of ways, such as by Active Directory
{AD) User, Group, OU, workstation 1P, netwark range, or the default policy.

The capability must exist to delegate management of groups by creating additional administrators with

[

restricted rights who can be assigne tering parameters for specific groups,
Gur Web Security product has the ability to provide role-based accass for different administrators using
our Delegated Administration featura, This gives you the granularity to identify not only whio has access

ta the module, but also what they are able to see or madify (e.g., Policies, Reporting, or both).

The filtering solution must provide for customizable, granular permissions so that additional
administrator/user accounts can be tailored on a user by user basis to match the rights of a user to the
tasks that a user needs ta perform,

Websense Web Security alse allows you to identify managed client(s) to those delegated administration
roles.  You may designate specific administrators/managers (o manage/report off a particular
user/group, etc. if desired.

The filtering solution must have the capability to selectively dispiay WVDE customized "site blocked"
pages based on the client group and/or the categorization of the blocked web site.

Websense provides the ability to fully customize your block page using a HTML editor. Alist of tokens is
available on our support site,

The filtering solution must have the capability to sefectively display WVDE customized “informational”
pages based on the client group and/or the categorization of web sites to which access is aliowed.

Proprietary and Confidential ~ June 13, 2013 17



06/13/13 11:40AH HP LASERJET FAX 916-626-3167 p.21
Proposed Solution to West Virginla Department of Education RFP for Internet Filtering and Reporting Project

WWS does not have the ability to display “informational” pages on allowed sites. The closest option
would leverage our “Continue” dispasition option ¢n specific categories. You will be able to modify the
informational message displayed to the end-user. This would allow your end-users to review the
informational message prior to viewing the requested site by clicklng on the “Continue” button.

The filtering solution must have the capability to be configured to only perform filtering of outgoing
requests and to perform no filtering of incoming traffic.

Websense Web Security will filter Web traffic (originating from inside your network} making a raguest to
a website outside of your netwark,

The product offered by the vendor must perform Internet filtering primarily by comparing outgoeing
requests to a database of categorized URLs and IP addresses to determine whether an attempt to access
a site on the Internet is to be blocked or permitted.

The Websense Master Datsbase contains the industry’s most accurate, current and comprehensive
classification of URLs. We use proprietary classification software and human inspection technigues o
categorize and maintain definitions of more than 90+ categories in more than 50 languages.

Any other Internet filtering methods of the filtering solution, such as "on the fly" evaluation of incoming
content, must be able to be selectively disabled at the option of the WVDE.

Websense Web Security does nat perform real-time scanning technigues.

The filtering solution must provide a web based display of status and performance graphs for ail
components of the filtering solution.

Upon login, our Web Security product gives you atcess 1o multiple dashboards that allow you to review
your web security and system health posture. Websense Web Security also provides dashboards that
display top risks, top usage reports {e.g., user, category, ete.) as well as system health alerts lo identify
current communication of Websense companents. Each of these dashboards can be customized 1o suit
your needs. Additional dashboards can be added from a list of available Dptions.

The filtering solution must have the capability for the WVDE to set customized filtering policies based on
the time of day and the day of the week for individuai IP addresses and/or groups of client IP addrasses,

ves. Websense Web Security allows granular congrol over policy definitions such as identifying the time
of day, day(s) of week, ete. for a specific IP, user, or group.

The Internet filtering solution must not masquerade, spoof or change the source IP address of the
computers on the K-12 network. The source IP address of the client computer must be passed to the PIX

firewall.

Our Web $ecurity product is not a “man-in-the-middie” solution; therefore, 1P spoofing of client 19
addresses does not occur.

The Internet filtering and reporting servers must operate on and report on the 10,0.0.0 private network
1P addresses of the WVDE K-12 network,
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Yes. We can operate and report on any Class A, B, or C subnets, Therefore, the 10.0.0.0 private network
12 addresses wilk not be a prablem,

The fiftering solution must have a synchronization capability. Synchronization means that when the
WVDE makes a filtering configuration change using the web management tool, that change will be
distributed to all of the filtering servers at hoth POPs. That change distribution must take effect
automatically within 5 minutes after the act of saving the configuration change, or be accomplished
manually with no more than 5 mouse clicks after the configuration change is saved.

Yos. FEach Pollgy Server will point to our Policy Brolker which shares & centralized Policy Database,
Therefore, when changes are made on one Policy Server, they will be distributed to the other Policy
Servers as well.

2.1.3  Internet Use Reporting

The filtering solution must provide a web-based reporting application and a minimum of one terabyte of
log file storage at each POP.

Our Reporting Tools are web-based and will be able to query your SQL database, However, a terabyte of
data is significant amount of data to run & report against, Furtharmore, the tog fite storage will be

dependent on your SQL Server's hardware spacifications.

The filtering solution must provide a method for the WVDE to download log files in a generic text format
for analysis and archival storage.

Audit logs and our reporting logs may he gxported to an XL5 file.

Complete details of web browsing activity must be stored in log files and must Include, at a minimum,
the complete URL, date and time and IP address of the client computer.

Our Reporting Tools, by default, inciude the URL hostname only, However, as fong as you have enablad
full URL logging, you may modify your report{s) to include the full URL as wall as other report criteria.

All end user functions of the reporting application must be accessible via a web interface.
Yas, Our reporting tools are accessibie via TRITON Unified Security Center, a web-based interface,

The reporting solution must provide the capability to create reports based on specific IP address, web
site address, date and time of day.

Yes. Our reporting tools will allow you ti run reports based on specific IP address, Web site URL, and
others,

The reporting capabilities must include the abllity to schedule aggregate reports of web site accesses by
categories, ranges of IP addresses and time periods.
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Our reporting tools allow you to run reports and save them as favorites. These reports may then be
schaduled to be run once, daily, weekly, or monthly.  You may also schedule these to run and be
emailed 1o administrators/managers of your choosing.

The reporting capabilities must include the abiiity to create "on demand” custom reports on selected
cliant 1P addrassas, specific URLs and time periods.

Yos, Qur Weh Security product offers the ability 1o create custom reporis,
2.1.4  Inveicing

The costs for software and the annual licensing for Internet filtering shall be involced upon delivery and
acceptance by the WVDE. The technical support costs are payable in arrears according to the State of
West Virginia terms of payment and shall be invoiced not more than one time per month.”

The Websense standard technical support is included with the Websensa licensing,  Invoites for
implameantation services will be sent after completion of services, not mors than one time per manth,

2.1.5  Vendor Reguirements

The vendor is solely responsible for all work performed under the contract and for all services offered
and products to be delivered under the terms of this contract.

if the successful vendor is not the direct source, the vendor must provide documentation of being an
authorized reseller to provide the equipment, filtering updates, maintenance and technical support. This
documaentation must be provided upon request from Agency.

This documentation will be provided upon request from Agency.
2.1.6  Service Reguirements

The vendor must provide modification or replacement of software that fails to perform according to the
specifications. The vendor also must provide any software upgrades, at no cost to the WVDE, that are
necessary during the term of the contract in order to continue to meet the internet filtering capabilities
specified. This requirement includes replacement, at no cost to the WVDE, which may be necessary due
to possible end-of-life designation by the manufacturer.

Websense provides a major release evary & months. Patches and hot-fixes eré released as needed,
Users are notified by email alert for software updates. These updates are all included a3 part of the
maintenance plan.  Older versions will be supported 2 years after their end-of-tife, announced by
Websanse,

The appliance O inciudes a patching mechanism for iiself, as well as application modules.
The filtering solution instaliation, configuratlbn and testing at both the Charleston and Morgantown POP
sites must be completed by the vendor within 30 days after the award of the contract. The vendor i3

responsible for any transportation, and lodging costs of the instalier, as well as for any freight or
shipping charges for equipment.
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Evolve Tachnology Group understands and will comply in order to meet your implementation timelines.

The Intarnet filtering solution must support the bandwidth requirements of 10 gigabits/sec and 100,000
client computers/40,000 users at each one of the two POPs as identified in the speacifications in Section
II-Technical Requirements.

Pleasa see the respanse to "Scaling,” abova.

Toll-free telephone and e-mail technical support must be available 7:00 AM to 5:00 PM Monday through
Friday, Eastern Time (GMT -0500) for designated WVDE networking staff. Any costs associated with this
requirement are to be included in the line item for technical support on the cost page.

Websense Technical Support combines pegple, process and technology in supporl of our Subscribers’
use of Websense Products. Subscribers are gnrolled m one of three Websense Technical Support
programs: 1) Standard Support; 2) Premium Suppaory or 3) Mission Critleal Support. Standard Suppaort is
incluged with a Subscription upon payment of the associgted Subscription Fees. Premium Support snd
Mission Critical Support are additional charge support options, and are only provided after Subscriber
has paid the associated fees for participation in ane of these two support options.

1. Websense Standard Support: Websenss Standard Support is included with the Subscription.
Through the combination of availabie resources, Subscriber can submit new cases and manage case
status, access the latest security features and download software, upgrades, updates and patches,
as well as review Websense Product documeantation. With Standard Supporl, Subscribers receive:

= Access 1o the Websense KnowledgeBase,;

s ACeess to Websense Cusiomaer Forum;

e Tach Alerts Subscription;

2 Web support via the eSupport portal;

»  Access to MyWebsense, a secure portal to suhmit and track cases, download software
updates and patches;

o Five (5) incidents per Subscription year for telephone and onling agcess to technical
support enginaers during Websense normal business hours for the region where
Subscriber is located,

s 24/7/365  access  to the  online  Websense  Web  portal located  an
bittp://support. wehsense, com; and

= Fourfree web-based training sessians per year.

2. Websense Premium Support: Websense Premium Support includes atl the benefits of Standard
Support on a 24/7 basis, including weekends and holidays, n addition to those benefits included in
Standard Support, Premium Supportinchiudes:

s Access toa toll-free number for support requests,

e “Follow-The-Sun” support for Severity Level 1 issues;

e Mo limit on the number of incidents per Subscription vear for telephone and onling
access {0 technical support engineers during Wehsense business hours;

+  Priprity access Lo technical support engineers,

s Priority email support;
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e Submit 5 URLs at a time for Site Categorization;
«  Site Categorization Priority; and _
v Severity two, three, and four issues will be worked during reguiar business haurs gnly,

3. Websense Mission Critical Support: Websense Mission Critical Suppaort combines all the benafits of
Premium Support with a technical account manager (TAM) who is assigned (o the account, and who
prosctively works with the Subscriber to support pecformance, reliability and availability of the
Websanse Products, Upon gaining an understanding of Subscriber’s environment, the TAM will
work with Subscriber to:

a  Provide strategic support planning around Subscriber’'s use of the Websense Products;
and

o Pgrform architecture reviews, migration planning assistance, training recommendatians
and periadic account reviews.

with Mission Critical Support, Subscriber receives access (o

e Adesignated senigr technical support enginger,
»  Asingle peint of contact for support inguiries;

o Collaborative strategic support planning: and

o Fxpedited case handling and escalation path.

These benefits are described  in more  detall on  the Waebsense Support  Portal  at
hito:/fwww.websanse com/eontent/TechnicalSupportPrograms, asms-

The vendor must provide a function that permits any user of the WV K-12 network to submit a web site
to be reviewed and appropriately categorized by the vendor. This function allows the vendor to receive
feadback with the intent of improving delivery of services or product functionality.

Miscategorized websites can be submitted for review using the Websense site look-up tool online or by
submitting the URL to supgesti®websense.colm.

2.1.7 Vendor Response
The vendor shall complete the Cost Worksheet,
fvolve Technology Group agrees and has compliad.,

The vendor must provide evidence of at least one current, successful installation of the Internet filtering
solution in a network configuration servicing 100,000 or more computers/40,000 users with 10
gigabits/second or more of Internet bandwidth. The following table shalt be used in the vendors

response,

Project Name Contact name and | # of computers | # of users | Intermet
phone number fittered supported bandwidth
Sutter Health Contact will be 100,000 40,000 620 MB
provided upon
request.
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State of CA Contact will be 100,000+ 150,000+ 1-10gh, depending
provided upon on location
requast.

(f the vendor fails to identify any costs that are required to meet the terms, requirements and conditions
of this Quotation, it shall be the responsibility of the successful vendor to pay those costs and such costs
will not be passed on to the WVDE or the State of West Virginia.

Evalve Technology Group understands that hardware is reguired as part of this solution, however
based oh the requirements set forth within this REP we believe that further discovery Is required in
order to provide the optimal solution. At this point, we are submitting & software and professional
services proposal only. if given the opportunity to engage in further discussion,

Pricing must be stated on the basis of one-year contracts.
Evolve Technology Group agrees and has complied.

Filtering licensing prices must be quoted based on the number of users filtered annually so that the
WVDE can determine the basis of the pricing submitted in the quote.

Evglve Technology Group agrees and has complied,

Software updates/upgrades and technlcal support rust be priced on @n annual basis ar
reflected as such on the cost page.

Updates and upgrades sce all incuded as part of the maintenance plan. Costs for Premium andd Migsion
Critical Support are providad on the cost page.

The vendor is responsible for any costs due to product end of life that will require replacement or
upgrading of the vendor provided software or hardware during the term of the contract,

Evolve Technology Group agrees and will comply. Websense provides free updates during the term of
your subscription.

3. Miscellaneous

3.6 Contract Manager: During its performance of this Contract, Vendor must designate and maintain a
primary contract manager responsible for overseeing Vendor's responsibliities under this Contract. The
Contract manager must be available during normal business hours to address any customer service or
other issues related to this Contract. Vendor should list its Contract manager and his or her contact
information below.

Contract Manager: Anthony Lange
Telephone Number: 916-2125-1595

Fax Number: 916-577.1076

E£mail Address: alsnga@go-avolve.com
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