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9.

o

The bid should contain the information Tisted below on the face of the envelope or the bid may not be
constdered:
SEALED BID
BUYER: e oo e e
SOLICITATION NQ.: R
B OPENING DATE: _ _— - e
BID OPENING TIME:
FAX NUMBER: |

i

in the event that Vendor is responding 10 a request {or proposal, the Vendor shal) submit one original
technical and one original cost proposal plusi ““““ miconvcniencc copies of cach to the Purchasing
Division at the address shown above, Additionally, the Vendor should identify the bid Lype as either a
technical or cost proposal on the face of cach bid eovetope submitted in response L0 a requiest tfor
proposal as foHows:

BIND TYPE: | v Technical

[ ACost

BID OPENING: Bids submitted in response lo this Soficitation wifl be opened at the location
identified below on the date and tme listed below, Delivery of a bid after the bid opening date and ume
wil] result in bid disqualification. FFor purposes of this Solicitation. a bid is considered delivered when
time stamped by the official Purchasing Division time clock,

Bid Opening Date and Time: June 13, 2013 at 1:30 pm

Bid Opening Location: Department of Administration, Purchasing Division
2019 Washington Street East
P.0. Box 50130,
Charleston, WV 25305-0130

ADDENDUM ACKNOWLEDGEMENT: Changes or revisions to this Solicitation will be made by
an official written addendum issued hy the Purchasing Division, Vendor should acknowledge receipt of
all addenda issued with this Solicitation by completing an Addendum Acknowledgment Form, a copy of
which is included herewith. Failure to ucknowledge addenda may result in bid disqualitication.  The

~addendum acknowledgement should be submitted with the bid to expedite document processing,

BID FORMATTING: Vendor should type or glectronically enter the information onto its bid to
prevent ertors in the evaluation. Failure to type or clectronically enter the information may result

in bid disgualification.

Reveasd (13047201 3
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i.

REVIEW DOCUMENTS THOROQUGHLY: The attached documents contain a soficitation for bids.
Please read these instructions and all documents attached in their entirety. These instructions provide
critical information about requirements that if overlooked could lead o disqualification of a Vendor's
bid. Al bids must be submitted in accordance with the provisions contained in these instructiong and
the Soticitation. Failure to do so may result in disquatification of Vendor's bid.

MANDATORY TERMS: The Solicitation may contain mandatory provisions wdentified by the use of
the words “must,” “will,” and “shall.” Failure to comply with a mandatory termn in the Solicitation will
result in bid disqualification.

PREBID MEETING: The item identified below shalt apply to this Solicitation.

[¢] A pre-bid meeting will not be held prior to bid opening.

i-BID meeting wiit be held at the following place and time:

S T A RT

I~ e

11D mceting will he held at the ﬁ)llowing place and time:

All Vendors submitting a bid must aitend the mandatory pre-bid mweeting.  Failure to attend the
mandatory pre-bid meeting shall result in disqualification of the Vendor's bid. Nu one person atiending
the pre-bid meeting may represent more than one Vendor. *

An attendance sheet provided at the pre-bid meeting shall serve as the official document verifying
attendance. The State will not accept any ather form of proof or documentation 1o verify aftendance.
Any person attending the pre-bid meeting on behalf of a Vendor most list on the attendance sheet hig
or her name and the name of the Vendor he or she is representing.  Additionally, the person attending
the pre-bisl meeting should include the Vendor's E-Mail address, phoue number, and Fax number on
the attendance sheel. It is the Vendor's responsibility o locate the atiendance sheet and provide
the required

Revied (W40
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information.  Failure to complete the attendance sheet as required may resuft in disqualification of
Vendor's bid. | n of

All Vendors should arrive prior to the starting time for the pre-bid.  Vendors who arrive aftec the
starting time but prior to the end of the pre-bid will be permitted to sign in, but are charged with
knowing all matters discussed at the pre-bid.

Questions submitted at least five business days prior to a scheduled pre-bid will be discussed at the pre-
bid meeting if possible, Any discussions or answers to questions at the pre-bid meeting are preliminary
in nature and are non-binding. Official and binding answers 10 questions will be published in a writ'.c.h
addendum to the Solicitation prior to bid opening.

VENDOR QUESTION DEADLINE: Vendors may submit questions relating to this Solicitation to the
Purchasing Division. Questions must be submitied in writing. All questions must be submitted on or
before the date listed below and to the address listed below in order 1o be considered. A writien
response will be published in a Solicitation addendum il » response i3 possible and appropriate. Non-
writien discussions, conversations, of questions and answers cegarding this Solicitation are pretiminary
in nature and are non-binding.

Question Submission Deadline: [May 29, 2013

Submit Questions to: Connie Oswald
019 Washington Street, kast

P.O. Box 50130

Char, WV 23305
Fax: |304-558-3970 ]
Email{Connie.S.Oswald@wv.gov )

VERBAL COMMUNICATION: Any verbal communication betwean the Vendor and any State
persounel is not binding, including that made at the mandatory pre-bid conference, Only imformation
tssued in writing and added to the Solicitation by an oflicial written addendum by the Purchasing

Division is binding.

BID SUBMISSION: All bids must be signed and delivered by the Vendor o the Purchasing Division
at the address listed below on or hefore the date and time of the bid opening. Any bid received by the
Purchasing Division statf is considered t© be in the possession of the Purchasing Division and will not

be returned for any reason. The bid delivery address is:

Department of Administration, Purchasing Division
2019 Washington Street East

P.0O. Box 50130,

Charleston, WV 25305-0139

Revised 034N
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9.

o

The bid should contain the information listed betow on the face of the envelope or the bid may not be
considered:
SEALED BID
BUYER:
SOLICITATION NQO.
BID OPENING DATE:
BID OPENING TIME: |
FAX NUMBER:

PP A RN e e e e o e S R i

In the event that Vendor is responding to a request. for proposal, the Vendor shall submit one original
technical and one original cost proposal plus | ]con-veniencc copies of each to the Purchasing
Division at the address shown above, Additionally, the Vendor should identify the bid type as either a
technical or cost proposal on the face of each bid envelope submitied in response o a request for
proposal as follows:

BID TYPE: | v Technical

[ A Cost

BID OPENING: Bids submitted in response to this Solicitation will be opened at the location
identified below on the date and time listed below. Delivery of a bid after the bid opening date and time
will result in bid disquaiification. For purposes of this Solicitation, a bid is congidered delivered when
time stamped by the official Purchasing Division time clock.

Bid Opening Date and Time: June 13,2013 at 1:30 pm

Bid Opening Location: Department of Administration, Purchasing Division
2019 Washington Street East
P.Q. Box 50130,
Charleston, WV 25305-0130

ADDENDUM ACKNOWLEDGEMENT: Changes or revisions to this Solicitation will be made by
an otficial written addendum issued by the Purchasing Division. Vendor should acknowledge receipt of
all addenda issued with this Solicitation by completing an Addendum Acknowledgment Form, & copy of
which is included herewith, Failure o scknowledye addenda may result in bid disqualitication. The
addendum acknowledgement should be submitted with the bid to expedite document processing.

BID FORMATTING: Vendor should type or electronically enter the information onto its bid to
prevent errors in the evaluation. Failure to type or electronmically enter the information may result
in bid disqualification.

Roviped 030472013
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1. CONTRACTUAL AGREEMENT: (ssuance of a Purchase Qrder signed by the Purchasing Division
Director, or his designee, and approved as to form by the Attorney General's office constitutes
acceptance of this Contract made by and between the State of West Virginia and the Vendor. Vendor's

i

gnature on its bid signifies Vendor's agreement to be bound by and accept the terms and conditions

contained in this Cootract.

3. DPEFINITIONS: As used in this Solicitation / Contract, the following terms shall have the meanings
arributed to them below. Additional definitions may be found in the specifications included with this
Solicitation / Contract.

2.1 “Agency” or “Agencies” means the agency, board, commission, or other entity of the State of
West Virginia that is identified on the first page of the Solicitation or any other public entity
seeking to procure goods or services under this Contract.

2.2 “Contract” means the binding agreement that is entered o between the State and the Vendor
to provide the goods and services requested in the Solicitation,

2.3 “Director”™ means the Director of the West Virginia Departmient of Administration, Purchasing
Division,

2.4 “Purchasing Division™ means the West Virginia
Diviston,

1.5 “Purchase Order™ means the document signed by the Ageacy and the Purchasing Division, and
approved as to form by the Attorney Cieneral, that. identifies the Vendor as the successful hidder
and Contract holder. '

2.6 “Solicitation™ means the official solicitation published by the Purchasing Division and tdentified

by number on the first page thereof,

2.7 “State” means the State of West Virginia and/or any af its agencies. cermmissinas, boards, etc.
as context requires.

2.8 “Vendor” or “Veadors™ means any entity submitting & bid in response to the Solicitation, the

entity that has been selected as the lowest responsible bidder, or the entity that has. been awarded
the Contract as comtext requires.

feevised I3AAI0ED
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3. CONTRACT TERM; RENEWAL; EXTENSION: The term ol this Conuract shall be determined in
accordance with the category that has been identified as applicable to this Contract below:

(vl

Pl
[ ]
[ ]

vl 442000 3

Term Contract

itial C act . This Comtract becomes effeclive m\l
Upon Award
and extends for a period of r One (1) ] year(s).

Renewal Term: This Contract may be renewed upon the mutual written consent ol the
Agency, and the Vendor, with approval of" the Purchasing Division and the Artomey
General's office (Attorney General approval is as (o {orm only), Any request for renewal
must be submitied to the Purchasing Division Director thirty (30) days prior (o the expiration
date of the initial contract term or appropriate renewal term. A Contract renewal shall be in

accordance with the terms and conditions o the original contract. Renewal of this Comract
ts fimited to Two (2) successive one (1) year periods. Automatic renewal of
this Contract is prohibited. Notwithstanding the foregoing, Purchasing Division approval is

not required on agency delegated or exempt purchases. Attorney CGeneral approval may be
required for vendor terms and conditions.

Reasonable Time Extension: Al the sole discretion of the Purchasing Division Divector.
and with approval from the Attarney Gieneral's office (Attormey General approval is as to
form only), this Contract may be extended for a reasonable time after the initial Contract
term or afler any renewal term as may be necessary (0 obtain a new contract or renew this
Contract. Any reasonable time extension shall not exceed twelve (12) months. Vendor may
avoid a reasonable time extension by providing the Purchasing Division Director with writien
notice of Vendor’s desire to terminate this Contract 30 days prior to the expiration of the then
current term.  During any reasonable time extension period. the Vendor may terminate this
Contract for any reason upon giving the Purchasing Division Director 30 days written notice,
Automatic extension of this Contract is prohibited. Notwithstanding the foregoing,
Purchasing Division approval is not required on agency delegated or exempt purchases, but
Attorney General approval may be required.

Fixed Period Contract: This (.‘omrnc]_hsg_g_mﬁ effective upon Vendor's receipt of the notice to

proceed and must be completed within days.

One Time Purchase: The term of this Contract shall run from the issuance of the Purchase
Order until all of the goods contracted fur have been defivered, hut in no event shall this Contract
extend for more than one tiseal year.

Other: See attached.
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1.

6.

NOTICE TO PROCEED: Vendor shall begin performance of this Contract immediately upon
receiving notice o proceed unjess otherwise ingtructed by the Agency. Unless otherwise specified, the
fully executed Purchase Order will be considered notice to proceed

QUANTITIES:  The quantities required under this Contract shall be determined in accordance with
the category that has been identitied as applicable to this Contract below.

[ ] Opeo End Contract: Ouantities listed in this Solicitation are approximations only. based on
estimates supplied by the Agency. 1t s understood and agreed that the Contract shall cover the
quantities actually ordered for delivery during the term of the Contract, whether more or Jess
than the quantities shown.

[ ] Service: The scope of the scrvice to be provided will be more clearly defined i the
specifications included herewith.

iy ] Combined Service and Goods: The scope of the service and dehivernable goods to be provided
will be more clearly defined in the specitications included herewith.

| | One Time Purchage: This Contract is for the purchase of a set quantity of goods that are
identified in the specifications included herewith, Once those items have been deliversd, no
additional goods may be procured under this Contract without an appropriate change order
approved by the Vendor, Agency. Purchasing Division, and Attorney General's office.

PRICING: The pricing set forth herein is firm Cor the life of the Contract, unless specified elsewhure
within this Solicitation/Contract by the State. A Vendor's inclusion of price adjustment provisions in its
bid, without an express authorization from the State in the Solicitation to do so. may result in bid
disqualificauon.

EMERGENCY PURCHASES: The Purchasing Division Director smay authorize the Agency to
purchase goods or services i the open market that Vendor would otherwise provide under this Contract
i those goods or services are for immediate or expedited delivery in an cmergency. Emergencies shall
include. but are not limited to, delays in transportation or an unanticipated jncrease in the volume of
work. AR emergency purchasc in the open market, approved by the Purchasing Division Director, shail
ot constitute of breach of this Contract and shall not entitle the Vendor to any form of corapensation or
damages. This provision does not excuse the State from fulfifling its obligations under a One Time
Purchase contract.

REQUIRED DOCUMENTS: Al of the itens checked below must be provided to the Purchasing
Division by the Vendor as specified below,

I ] BID BOND: All Vendors shall furnish a bid bond in the amount of five percent {(5%) of the
1otal amount of the bid protecting the State of West Virginia. The bid bond must be submitted

with the bid.

1Ryl 23TUEN
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I PERFORMANC,@_B;QM,);"_M WLY_@% shall provide a performance bond
in the amount of The performance bond must be
issued and rececived by the Purchasing Division prior Contract award. On construciion
contracts, the performance bond must be 100% of the Contract value.

{ | LABOR/MATERIAL PAYMENT BOND: The apparent successful Vendor shall provide a
labor/material payment bond in the smount of 100% of the Contract value. The labor/materiai
payment bond must be issued and delivered 1o the Purchasing Division prior to Contract award.

In lieu of the Bid Bond, Performance Bond, and Labor/Material Payment Bond, the Vendor may provide
certified checks. cashicr’s checks, or irrevocable fetters of credit. Any certified check, cashier’s check,
or irrevocable letter of credit provided in leu of a bond must be of the same amount and delivered on the
same schedule as the bond it replaces. A letter of credit submitted i lieu of a performance and
Jabor/material payment bond will only be allowed for projects under $100.000. Personal or business
checks are not acceptabie.

[ | MAINTENANCE BOND: The apparent successtul Vendor shall provide a two (2) year
maintenance bond covering the roofing system.  The maintenance bond must be issued and
delivered (o the Purchasing Division prior to Contract award.

[y1 WORKERS' COMPENSATION INSURANCE: The apparent successful Vendor shall have
appropriate workers' compensation insurance and shall provide proof thereof upon request.

iy ] INSURANCE: The apparent successful Vendor shall furnish proot of the following insurance
prior to Contract award:

(V'] Commercial_General Liability Insurance:
{$ 1.000.000.00 myirirmum Dr more.

{ ] Builders Risk Insnrance: builders risk - all tisk insurance in an amount cqual 1w
100% of the amount of the Contract.

Pl
1
(]

Frovidead QTAJAF300E
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The apparent successtul Vendor shall also furnish proot of any additional insurance requirements
contained in the specifications prior o Contract award regardless of whether or not that
insurance reguirement is listed above.

[ | LICENSE(S)/ CERTIFICATIONS / PERMITS: In addition to anything required under the
Section entitled Licensing, of the General Terms and Conditions, the apparent successful Vendor
shall fumish proot of the following licenses, certifications, and/or permits prior to Contract
award. in a form acceptable to the Purchasing Division.

- ]
[ |

The apparent successful Vendor shall also fumnish proof of any additional licenses or
certifications contained in the specilications prior to Contract award regardless of whether or not
that requirement ts listed above.

9, LITIGATION BOND: The Director reserves the right o require any Vendor that files a protest of an
award to submit a litigaton bond in the amount equal (o one percent of the lowest bid submitted or
$5.000, whichever is greater. The eatire amount of the hond shall be forfeited il the hearing officer
determines that the protest was filed for frivolous or improper purpose, including but not limited to, the
purpose ol harassing, causing unnecessary delay. or needless expense for the Agency. All hitigation
bonds shall be made payable to the Purchasing Divigion. In Heu of a bond, the protester may submit a
cashier’s check or certified check payable to the Purchasing Division. Cashier’s or certified checks will
be deposited with and held by the State Treasurer’s office. 1f it is determined that the protest has aol
heen filed for frivolous or improper purpose, the bond or depusit shall be returned in {ts entivety.

10. ALTERNATES: Any model. brand. or specification listed herein establishes the acceptable level of
gquality only and is not intended to reflect a preference for, or in any way favor, a particular brand or
vendor. Vendors may bid altemates o 4 listed model or brand provided that the altemate is at least
equal t the modet or brand and complies with the required specifications. The equality of any alternate
being bid shall be determined by the State at its sole discretion. Any Vendor bidding an alternate model
or brand should clearly identify the aitemate items in its bid and should include manufacturer's
specifications, industry literature, and/or any other relevant documentation demonstrating the equality of
the alternate items. Failure to provide information for alternate items may be grounds for rejection of u
Vendor's bid,

11. EXCEPTIONS AND CLARIFICATIONS: The Sclicitation contans the specifications that shall
form the basis of a contractua) agreement.  Vendor shall clearty mark any exceptions, clarifications, or

Reviaed AN S
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12.

13.

14.

15

17,

18.

9.

20.

21.

10

other proposed modifications in its bid. Exceptions o, clarifications of. or modifications ol a
requirement ot lerm and condition of the Soliciation may result in bid disqualification,

;AQ.UHL&IED_DAMAQES&_YAM@LEEQLDTW liilu_iilsi_ém_~ L es in the amount

for o J

This clause shall in no way be considered exclusive and shall not limit the State or Agency's right 1o
purste any other available remedy.

ACCEPTANCE/REJECTION: The State may accepl of reject any bid in whole, or in part. Vendor's
sigrature on its bid signifies acceptance of the werms and conditions contained in the Solicitation and
Vendor agrees to be bound by the terms of the Contract, as re flected in the Purchase Order, upon receipt.

REGISTRATION; Prior to Contract award. the apparent succesaful Vendor must be properly
registered with the West Virginia Purchasing Division and must have paid the $125 teerf applicable.

COMMUNICATION LIMITATIONS: In accordance with West Virginia Code of State Rules §148-
1-6.6. communication with the State of West Virginia or any of s employees regarding this Solicitation
during the solicitation, bid, evaluation or award periods, except through the Purchasing Division, is
strictly prohibited without prior Purchasing Division approval. Purchasing Division approval for such
communication is implied for all agency delegated and exeript purchases.

FUNDING: This Contract shall continue for the werm stated herein, contingent upon funds being
appropriated by the Legislature or otherwise being made available, In the event funds are not
appropriated or otherwise made available, this Contract becomes void and of no effect beginning on July
{ of the fiscal year for which funding has not been approprizied or otherwise made available.

PAYMENT: Payment in advance is prohibited under this Contract. Payment may only be made after
the delivery and accepuance of goods or services. The Vendor shall submit invoices, in arrears, to the
Agency at the address on the face of the purchase order labeled “lnvoice Fo.™

UNIT PRICE: Unit prices shall prevail in cases of a discrepancy in the Vendor's bid.

DELIVERY: All quotations arc considered treight on board destination (“F.O.B. destination™) unless
afternate shipping terms are clearly identified in the bid.  Vendor's listing of shipping terms that
contradict the shipping terms expressly required by this Solicitation may result in bid disqualification,

INTEREST: Interest atributable to late payment will only he permitted if authorized by the Wegt
Virginia Code. Presently, there is no provision in the 1aw for interest on late payments.

PREFERENCE: Vendor Preference may only be granted upon written request and only tn accordance
with the West Yirginia Code § 5A-3-37 and the West Virginia Code of State Rules. A Resident Vendor

Certification form has been attached hereto to allow Vendor to apply for the preference.  Vendor's

Revisend 304500101
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failure to submit the Resident Vendor Certification form with its bid will result in denfal of Vendar
Preference. Vendor Preference does not apply to construction projects.

13, SMALL, WOMEN-OWNED, OR MINORITY-OWNED BUSINESSES: For any solicitations
publicly advertised for bid on or after July 1, 2012, in accordance with West Virginia Code §5A-3-
37(a)7) and W, Va. CSR § 148-21-9, any non-resident vendor certified as a small, women-owned, or
minority-owned business under W. Va. ¢ SR § 148-22-9 shall be provided the same preference made
available to any resident vendor. Any non-resident small. women-owned, or minority-owned business
must identify itsclf as such in writing, must submit that writing to the Purchasing Diviston with its bud.
and must be property certified under W. Va. CSR § 148-22-9 prior to submission of its hid 1o receive the
preferences made available to resident vendors. Preference for a non-resident small, women-owned, or
minority owned business shall be applied in accordance with W. Va, CSR § 148-22-9,

23, TAXES: The Vender shall pay any applicable sales. use. personal property or any other taxes arising
out of this Contract and the transactions contemplated thereby. The State of West Virginia (5 exempt
frora federal and state taxes and will not pay or reimburse such 1aNes.

24. CANCELLATION: The Purchaging Division Director reserves the right to cancel this Contract
immediately upon written notice to the vendor if the materials or workmanship supplied do not contorm
to the specifications contained in the Contract. The Purchasing Division Director may cancel any
purchase or Contract upon 30 days writien notice to the Vendor in accordance with West Virginia Code
of State Rules § 148-1-7.16.2.

25. WAIVER OF MINOR {RREGULARITIES: The Dircclor reserves the right to waive minor
irregularities in bids or specifications in accordance with West Virginia Code of State Rules § 148-1-4.6.

26. TIME: Time is of the essence with regard (o all matters of time and performance in this Contract.

27. APPLICABLE 1LAW: This Contract is governed by and interpreted under West Virginia law without
giving effect to its choice of law principles. Any information provided in specification manuals, or any
other source, verbal or written, which contradicts or violates the West Virginia Constitution., West
Virginia Code or West Virginia Code of State Rules is void and ol no ettect.

28. COMPLIANCE: Vendor shall comply with all applicable federal, stare, and local laws, regulations and
ordinances. By submitting a bid, Vendors acknowledge that they have reviewed. understand. and will
comply with all applicable law.

29. PREVAILING WAGE: On any contract for the construction of a public improvement, Vendor and any
subcontractors utilized by Vendor shall pay a rate or rales of wages which shall not be less than the fair
minimum rate or raies of wages (prevailing wage), as established by the West Virginia Division of
Labor under  West Virginia  Code §§  2-5A-1 et seq. and  available  at
hilp Ay, sos. wy goviadministatve-law/wageraiss/ParesidelauiLaspy- Vendor shall be responsible
for ensuring compliance with prevailing wage requirements and determining when prevailing wage

Tarveged 3047201
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requirements are applicable, The required contract provisions contained in West Virginia Code of Staw
Rules § 42-7-3 are specifically incorporated herein by ruference.

30. ARBITRATION: Any references mode to arbitration contained in this Contract. Vendor's bid, or in
any American Institute of Architects documents pertaning his Contract are hereby deleted. void. and
of no effect.

31. MODIFICATIONS: This writing is the parties’ final expression of intent, Notwithstanding anvthing
contained in this Contract to the contrary, no modification of this Contract shall be hinding withou
mutual written consent of the Agency. and the Vendor. with approval of the Purchasing Division and the
Attorney General's office (Attorney General approval is as to form only).  No Change shall be
implemented by the Vendor until such time as the Vendor receives an approved written change
order frow the Purchasing Division.

32. WAIVER: The failure of either party W insist upon a strict performance of any of the tsrms or
provision of this Contract. or {0 excreise any option, right, or remedy herein contained. shall not be
construed as a waiver or a relingquishment for the future of such term, provision, option, right. or remedy.
but the same shall continue in full force and elfect. Any waiver must be expressly stated i writing and
signed by the waiving party.

33. SUBSEQUENT FORMS: The terms and conditions contained in this Contract shall supersede any and
all subsequent terms and conditions which may appear on any form documents submitted by Vendor to
the Agency or Purchasing Division such as price lists, order forms, invoices, sales agreements, or
maintenance agrecments, and includes internet websites or other electronic documents.  Acceptance or
use of Vendor's forms does not constitute acceptance of the terms and conditions contained thereon.

34, ASSIGNMENT: Neither thus Comract vor any monies due, or 10 become due hersunder, may be

assigned by the Vendor without the express writlen consent of the Agency, the Purchasing Division, the

Attorney General's office (as to form only), and any other government agency or office that may be

required to approve such assignments. Notwithstanding the foregoing, Putchasing Division approval

may or may not be required on certain agency delegated or exempt purchases,

*

35, WARRANTY: The Vendor expressly warrants that the goods and/or services covered by this Contract
will (a) conform Lo the specifications. drawings, samples, or other description furnished or specified by
the Agency; (b) be merchantable and 1t for the purpose intended: and (<) be tree from defect in material
and workmanship.

h

36, STATE EMPLOYEES: State employees are not permined w0 atiiize this Conwact for personal use and
the Vendor is prohibited from permitting or {acilitating the same.

37. BANKRUPTCY: in the event the Vendor files for hankruptcy protection, the State of West Virginia
may deem this Contract null and void, and terminate this Contract without natice.

Forv et (ARG
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38. HIPAA BUSINESS ASSOCIATE ADDENDUM: The West Virginia State Government HIPAA
Business Associate Addendum (BAA) approved by the Anomey General, is available online a
hitp//www.state, wy ussadmin/purehase/vre/hipaahunl and is hereby made part of the agreement
provided that the Agency meets the definition of a Covered entity (45 CFR §160.103) and will be
disclosing Protected Health Information {45 CFR §160.103) to the Vendor. Additionally, the HIPAA
Privacy, Security, Enforcement & Breuch Notification Final Omnibus Rule was published on January 25,
2013. It may be viewed online al hup://www gpo.gov/fdsvs/pke/FR-2013-01-23/Dd2013-0 1073 pdf.
Any organization, that qualities as the Agency’s Business Associate, 15 sxpected to be in compliance
with this Final Rule. For those Business Associates entering into contracts with a HIPAA Covered State
Agency between January 25, 2013 and the release of the 2013 WV State Agency Business Associate
Agreement, or September 23, 2013 (whichever is earlier), be advised that you will be required to comply
with the 2013 WV State Agency Business Associate Agreement. For those Business Assoctates with
contracts with a HIPAA Covered State Agency executed prior to January 25, 2013, be advised that upon
renewal or maodification. you will be required to comply with the 2013 WV State Agency Business
Associate Agregement no fater than September 11, 2014,

39, CONFIDENTIALITY: The Vendor agrees that it will not disclose to anyone. directly ov indirectly, any
such personally identifiable information or other confidential information gained (rom the Agency.
snless the individual who is the subject of the information consents w the disclosure in writing or the
disclosure is made pursuant to the Agency's policies, procedures, and rules. Vendor further agrees o
comply with the Confidentiality Policies and Information Security Accountability Requirements, set
forth in hupy/www.state.wv.us/admin/purchase/privacy/defaulthtmi.

40. DISCLOSURE: Vendor's response to the Solicitation and the resulting Contract are considered public
documents and will be disclosed to the public in accordance with the laws, rules, and policies governing
the West Virginia Purchasing Division. Those faws include, but are not limited to. the Freedom of
nformation Act found in West Virginia Code § 29B-1-1 et seq.

if 3 Yendor considers any part of its bid W be exempr from public disclosure, Vendor must so indicate
by specifically identifying the exempt information, identifying the exemption that applies, providing a
detailed justification for the exemption. scgregating the exempt information from the geoeral bid
information, and submitting the exempt information as part of its bid but in 2 segregated and clearly
identifiable format.  Failure o comply with the foregoing requirements will result in public disclosure
of the Vendor's bid without further notice. A Vendor’s act of marking all or nearly all of its bid as
exempt is not sufficient 1 avoid disclosure and WILL NOT BE HONORED. Vendor's act of marking 2
bid or any part thereof as “confidential™ or “proprietary” is not sufticient to avoid disclosure and WILL
NOT BE HONORED. In addition, a legend or other statement indicating that all or substantially all of
the bid s exempt from disclosure is not suificient w avoid discloswre and WiL.L NOT BE HONORED.
Vendor will be required to defend any claimed exemption for nondiclosure in the event of an
administrative or judicial challenge 10 the State’s nondisclosure. Vendor must indemnify the State for
any costs incurred related (o any exemptions claimed by Vendor. Any questions regarding the
applicability of the various public records laws should be addressed to your own legal counsel prior to
bid submission. :

[ eryred VIO
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41. LICENSING: In accordance with West Virginia Code of State Rules §148-1-6.1.7, Vendor must be
licensed and in good standing in accordance with any and all wate and local laws and requirements by
any state ot local agency of West Vieginia, including, but not limited to, the West Virginia Secretary of
State’s Office. the West Virginia Tax Department, West Virginia Insurance Commission, or any other
state agency or political subdivision. Upon request, the Vendor musgt provide all necessary releases 1o
obtain information to enable the Purchasing Division Director or the Agency 10 verify that the Vendor is
licensed and in goad standing with the above entities.

42, ANTITRUST: In submitting a bid 1o, signing a contract with, or accepling a Purchase Order from any
agency of the State of West Virginia, the Vendor agrees to convey. sell, assign, or transfer to the State of
West Virginia all rights, title, and interest in and to all causes of action it may now or hereafier acquire
ander the antitrust laws of the United States and the State of West Virginia for price fixing and/or
unreasonable restrainis of trade refating o the particular commodities or services purchased or acquired
by the State of West Virginia. Such assignment shall be made and become effective at the time the
purchasing agency tenders the initial paymeni to Vendor.

43. VENDOR CERTIFICATIONS: By signing its bid or entering into this Contract, Vendor certifies (1)
that its bid was made without prior understanding, agreement, of connection with any corporation, firm.
limited liability company, partnership, person or entity subm ining a bid for the same maternial, supplies.
equipment or services; (2) that its bid is in all respects tair and without collusion or fraud; (3) that this
Contract is accepted or entered into without any prior understanding, agreement, or connection to any
other entity that could be considered a violation of law and (4) that it has reviewed this RFQ in its
entirety; understands the requirements, terms and conditions, and other information contained
herein, Vendor's signature on its bid also affirms that neither it nor its representatives have any interest.
nor shall acquire any interest, direct or indirect, which would compromise the performance of iis
services hereunder, Any such interests shall be prompily presented in detail (0 the Agency.

The individual signing this bid on behalf of Vendor ceifies thal he or she is authorized by the Vendor
w0 exceute this bid or any documents related thereto on Vendor's bebalf; that he or she is authorized
bind the Vendor in a contractual relationship; and that, o the best of his or her knowledge, the Vendor
has properly registered with any State agency that may require registration,

44. FPURCHASING CARD ACCEPTANCE: The State of West Virginia currently utilizes a Purchasing
Card program, administered under contract by a banking institution. (o process payment for goods and
services. The Vendor must accept the State of West Virginia's Purchasing Card for payment of all
orders under this Contract unless the box below is checked.

I ] Vendor is not required w accept the State of West Virginia's Purchasing Card as payment for all
goods and services.

45, VENDOR RELATIONSHIP: The relationship of the Vendor to the Swuate shall be that of an
independent  coatractor and no principal-agent relationship or employer-employee relativonship is
contemplated or created by this Contract. The Vendor 4y an independent contractor i solely liable for
the acts and omissions of its employees and agents. Vendor shall be responsible (or selecting,

Revized 030472083
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46,

47.

48.

49,

supervising. and compensating any and all individuals employed pursvani to the terms of this
Solicitation and resulting contract. Neither the Vendor, nor any emplioyees or subcontractors of the
Vendor. shall be deemed o be empioyees of the State for any purpose whatspever. Vendor shall be
exclusively responsible for payment of cmployees and contractors for all wages and salaries, taxes.
withholding payments, penaltics, fees, fringe benefits, professional liability insurance premiums,
contributions to insurance and pension, or other deferred compensation plans, including but not limited
to, Workers® Compensation and Social Security obligations. ticensing fees, erc. and the filing of all
necessary docurents, forms and returns pertinent to all of the foregoing. Vendor shall hold harmless the
State, and shall provide the State and Agency with a defense against any and all claims including, but
not limited to, the foregoing payments. withholdings. contributions, taxes. Social Security 1axes. and
egrmnployer income @x retums.,

INDEMNIFICATION: The Vendor agrees w indemnify, defend, and hold harmless the State and the
Agency, their officers. and employees from and against: (1) Any claims or losses for services rendered
by any subcontractor. person, or firm performing or supplying, services, materials, or supplies in
connection with the performance of the Contract; (2) Any claims or losses resulting o any person or
entity injured or damaged by the Vendor, its officers, employees. or subcontractors by the publication,
transiation, reproduction, detivery, performance, use, or disposition of any data used under the Contract
in a manner not authorized by the Contract, or by Federal or State statutes or regulations; and (3) Any
failuce of the Vendor. its officers, employees, or subcontractors to observe Siate and Federal laws
including, but not limited to, labor and wage and hour laws.

PURCHASING AFFIDAVIT: In accordance with West Virginia Code § 5A-3-10a, all Vendors are
required to sign, notarize, and submit the Purchasing A ffidavit stating that neither the Vendor nora
related party owe a debt to the State in excess ot $1,000. The affidavit must be submitted prior o
award, but should be submitted with the Vendor's bid. A copy of the Purchasing Affidavit is included
herewith.

ADDITIONAL AGENCY AND LOCAL GOVERNMENT USE: This Contract may be utilized by
and extends to other agencies, spending units, and political subdivizions of the Stte of West Virginia,
county, municipal, and other focal government bodies: and school districts (“Other Government
Entities™.  This Contract shall be extended 10 the aforementioned Other Government Entities on the
same prices, terms. and conditions as those offered and agreed (© in this Coatract. If the Vendor does
not wish to extend the prices, terms, and conditions of its bid and subsequent contract (o the Other
Government Entities, the Vendor must clearly tadicate such refusal in its bid. A refusal w extend this
Contract Lo the Other Government Entities shall pot impact or influence the award ol this Contract in
any manner.

CONFLICT OF INTEREST: Vendor, its otficers or members or empioyees, shall not presently have
or acquire any interest, direct or indirect, which would conflict with or compromise the performance of
its obligations hereunder, Vendor shall periodically inquire of its officers, members and employees to
ensure that a conflict of interest does not arse.  Any conflict of interest discovered shall be promptly
presented in detail o the Agency.

Remd N3043013
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50. REPORTS: Vendor shall provide the Agency andior the Purchasing Division with the foliowing
ceports identified by a checked box below:

[17] Such reports as the Agency and/or the Purchasing Division may request. Requested reports may
include. but are not Limited to, quantities purchased, agencies utilizing the contract, towl contract
expenditures by agency, elc.

{ ] Quarterly reports detailing the total guantity of purchases in units and dallars, along with a listing
of purchases by agency. Quarterly reporis should be delivered o the Purchasing Division via
email at purchasing requisitionsiZiwy gov.

51. BACKGROUND CHECK: In accordance with W. Va, Code § 15-213-3, the Director ot the Division
of Protective Services shall require any service provider whose employees are regularly employed on the
grounds or in the buildings of the Capitol complex or who have access (o sensitive or critical
information to submit o a fingerprini-based state and federal background inquiry through the state
repository. The service provider is responsible for any costs associated with the fingerprint-based state
and federal background inquiry.

After the contract for such services has been approved, but before any such employees are permitted to
be on the grounds or in the buildings of the Capitol complex or have access Lo sensilive or critical
information, the service provider shall submit a list of all persons who will be physically present and
working at the Capitol complex 1o the Director of the Division of Protective Services for purposes of
verifying compliance with this provision.

The State reserves the right 1o prohibit a service provider's employees from accessing sengitive or
critical information or to be present at the Capitol complex based upon results addressed from a criminal
background check.

Service providers should contact the Wesl Virginia Division of Protective Services by phone at
(304) 558-9911 for more information.

52. PREFERENCE FOR USE OF DOMESTIC STEEL PRODUCTS: Except when authorized by the
Director of the Purchasing Division pursuant o W. Va. Code § 5A-3-56, no contraclor may use or
supply steet products for a State Contract Project other than those steel products made in the Unived
States. A contractor who uses steel products in vielation of this section may be subject o civil penalties
pursuant {0 W. Va. Code § 5A-3-36. As used tn this section:

4. “State Contract Project™ means any erection or construction of. or any addition tw, alteration of
or other improvement to any building ot structure, including, but wot limited w. toads o
highways, or the installation of any heating or cooling of ventilating piants or other equipment,
or the supply of and materials for such projects, pursuant to a contract with the State of West
Virginia for which bids were solicited on or after June 6, 2001,

b. “Steel Products” means producis rolled, formed, shaped, drawn, extruded. forged, cast,
fabricated or otherwise similarly processed. or pmccsscd by a combination of two ur more or

Bovied T30
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such operations, from steel made by the open heath, basic oxygen, clectric fumace, Bessemer or
other steel making process.

The Purchasing Division Director may, in writing, authorize the use of foreign steel products if:

a. The cost for vach contract item used does not exceed one tenth of one percent (.1%) of the total
cantract cost or two thousand five hundred dollars ($2,500.00), whichever is greater. For the
purposes of this section, the cost is the value of the steel produst as deliversd 1o the projest; or

b. The Director of the Purchasing Division determines that specified steel materials are not
produced in the United States in sufficient guantity or otherwise are not reasonably available to
meet contract requiraments,

53. PREFERENCE FOR USE OF DOMESTIC ALUMINUM, GLASS, AND STEEL: In Accordance
with W. Va. Code § 5-19-1 et seq. and W. Va. CSR § 148-10-1 et seq., for &very contracl or
subcontract, subject to the limfations contained herein. tor the construction, reconstruction, altecation.
repair. improvement o1 maintenance of public works or for the purchase of any item of machinery or
equipment © be used a sites of public works, only domestic aluminum, glass or steel products shalt be
supplied unless the spending officer determines. in writing, after the receipt of offers or bids, (1) that the
cost of domestic aluminum, glass or steel products is unreasonable or inconsistent with the public
interest of the State of Wast Virginia, (2) that domestic aluminum, glass or steel producis are not
produced in sufficient quantities (o reet the contract requirements, or (3) the available domestic
aluminum, glass, or steel do not meet the contract specifications. This provision only applies to public
works confracts awarded in an amount more than fifty thousand dollars (350.000) or public works
confracts that require mote

£

han ten thousand pounds of steel products.

The cost of domestic aluminum, glass, or stsel products may be unreasonable if the cost is more than
pwenty percent (20%) of the bid or offered price for foreign made aluminum, glass, or steel products, I
the domestic alumipum, glass or steel products to be supplied or produced in a “substantial tabor surplus
area”, as defined by the United States Deparument of Labor, the cost of domestic aluminum, glass, or
steel products may be unreasonable if the cost is move than thirty percent (30%) ol the bid or offered
price for foreign made ajuminum, glass. or steel products.

This preference shall be applied to an item of machinery or equipment, as indicated above, when the
item is a single unit of equipment or machinery manufactured primarily of aluminum, glass or steel, is
part of & public works contract and has the sole purpose or of being a permanent part of a single public
works project.  This provision does not apply to equipment or machinery purchased by a spending un
for use by that spending unit and not as part of a single public works project.

All bids and offers including domestic atuminum, glass or steel products that exceed bid or offer prices
including foreign aluminum, glass or steel products after application of the preferences provided in this
provision may be reduced to a price equal to or lower than the lowest bid or offer price for foreign
aluminum. glass or steel products plus the applicable preference. If the reduced bid or offer prices are
made in weiting and supersede the prior bid or offer prices, all bids or offers, including the reduced hid
or offer prices, will be reevaluated in accordance with this rule.

vmmnd (307201
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REQUEST FOR QUOTATION
EDD392953 Internet Filtering and Reporting Solution

-
G

SPECIFICATIONS

PURPOSE AND SCOPE: The West Virginia Purchasing Division is soliciting bids on behalf
of the West Virginia Departmem of Education to establish a contract for Internet filtering and
reporting solution that consists of software, licensing, software upgrades/updates, database
updates and technical support. The vendor must include servers or appliances and associated
costs in the quotation if the vendor’s software cannot meet the requirements of this RFQ when
installed an WVDE owned servers which are described in Section § -~ Current Environment.

Section | ~ Current Enviroument

Approximately 750 public schools in 57 school districts ol West Virginia are connected with a
privately addressed TCP/IP statewide network. The network uses the private Class A range of
10.0.0.0 1Pv4 addresses. The POPs are equipped with Cisco 6513 swilches that contain Cisco
router and Cisco PTX firewall modules that route and translate the private [P addresses 1o our
Class B 168.216.0.0 public network 1P addresses. The Internet filiering shall be done at the two
POPs where the K-12 network is outed to the ISP, The POPs are Jocated in the WVNET
facilities in Morgantown, WV and in the shared facilities vault at Building 6 of the State Capitol
Complex at Charleston, WV. Each one of the two POPs connects approximately 100.000 unique
computers to the Internet with 10 gigabits/second of bandwidth. There are approximately
260,000 students and 20,000 staff who utilize the K12 network daily. These users are fairly
evenly divided between the two POPs.

POP Site #1 Charleston, WV, is equipped with the following WVDE owned servers on
which the filtering solution may be installed.

5 (five) Cisco UCS C200 M2 servers with following specilications:
Dual 2.40 GHz XEON ES620 Processor with 12 MB L3 cache, 16 GB DDR3Y dipym, dual 300
OB SAS 15k drives in mirrored RAID, dual onboard gigabit copper Ethernet NICs.

I (one) Cisca UCS C200 M2 server with Tollowing specificalions:
Dual 2.40 GHz XEON ES620 Processor with 12 MB 1.3 cache, 16 GB DDR3 dimm. 4 {tour)
2TB SAS 7.2k drives in RAID S, dual onboard gigabit copper Ethernet NICs,

POP Site #2 Morgantown, WV, is equipped with the following WVDE owned servers on
which the filtering solution may be installed:

3 (three) Cisco UCS C200 M2 servers with Toltowing specifications:
Dual 2,40 GHz XEON E5620 Processor with 12 MB L3 cache, 16 GB DDR3J dimm, dual 300
GB SAS 15k drives in mirrored RAID, dual onboard gigabit copper Ethernet NI1Cs.

(F the server specifications and/or the pumber of servers listed above are not capable of fully

supporting the vendor's filtering solution, the vendor must include all ApPPrUPTIate seTvers or
appliances and associated costs tn the response to this RIFQ.

Revised 10/18/2012
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‘[he total number of compaters to be filtered is approximately 200,000 computers.
Approximately 280,000 users utilize the K-12 network on a daily basis. The Internet filtering
must occur at the points in the network after which the K-12 core routers consolidate Internet
wraffic but before the firewall dynamically changes the private [P addresses o public P
addresses as shown in the diagram on attachment A. The filiering servers and reporting servers
must operate within the scope of the K-12 private network so that filtering control and reporting
will reflect the private 1P addresses of the client computers. In the event that portable computers
are connected to residential, public, or other networks, an option must be available 1o provide
continued filtering of Internet web sites. No caching appliances are currently in use; however the
Internet filtering solution must support the option for the WVDE to install caching appliances.

The quoted solution must be designed to accommodate peak usage at each of the two POP sites.
Peak usage is defined a3 100,000 computers. 140.000 users. and 10Cihps 0 [ bandwidth to the
Intermet at each POP site,

i. DEFINITIONS: The terms listed below shall have the meanings assigned to therm
helow. Additional definitions can be found in section 2 of the Gieneral Terms and
Conditions.

1.1 “Contract Item” or “Coatract [tems” means the list of items identified in Section
3. Subsection | below.

1.2 “Filtering solution” is used 1o refer to all vendor provided software and hardware
used to perform Internet {iltering and reporting functions, including but not limited

10 application software, operating system and database software.

1.3 “Pricing Pages” means the schedule of prices. estimated order guantity, and totals
attached hereto as Exhibit A and used to evaluate the RFQ.

1.4 “Server” and “Servers” arc used to refer 1o the hardware or apphiances ou which
any component of the filtering solution is tnstalled.

1.5 “RFQ” means the official request for quotation published by the Purchasing
Division and identified as EPDD3IY2933,

Revised 10/18/2012
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REQUEST FOR QUOTATION
EDD392953 Internet Filtering and Reporting Solution

2. GENERAL REQUIREMENTS:

2.1  Contract Items and Mandatory Requirements: Vendor shall provide
Agency with the Contract ltems listed below on an open-end and continuing
basis. Contract [tems must meet ot exceed the mandatory requirements as
shown below,

The products and services that are bid must he capable of providing a level of service
appropriate for [ntemet Service Provider [1SP) facilities with 10 gigabits of Internet bandwidth.
Schaol hased or district based tilering solutions are not an acceptable response to this RFOQ),

The WVDE currently has two independent Internet connections for the K12 public schools.
Internet filtering solutions must be installed at both Points of Presence (POP). Because of the
diverse needs of schools, the WVDE must have selective filtering levels and capabilities for
delegated administration of tailored filtering policies or profiles for different subnets. Updates w
the fitering solution must be provided at least once each day 1o ensure that the filiering database
is up-to-date using multiple methods and resources for the review of content on Internet sites,
The Internet filtering must meet the requirements of the E-rate program (refer to
https/fwyew.usac.org/sl/) and the West Virginia Board of Education Policy 2460 that is available
online at htm://wvde,stat.e.wv,us/mlicies/mliﬁv.th?nﬂz%()&ghﬂ [. Information relevant to the
Children’s Internet Protection Act (CIPA) and the Federal requirement 1o tmplement [nternet

filtering is detailed at the URL httny/fwww. foe gov/ceblconsumerfacts/cipa.html. The Children’s’

Online Privacy Protection Act (COPPA) must not be violated by any requirements of the
filtering solution to collect personal information about students. Refer to
nitp:/fwww fie.goviogs/coppal i for information about COPPA,

Section [ — Current Enviropment

Approximately 750 public schoals in 57 school districts of West Virginia are connected with a
privately addressed TCP/IP statewide network. The network uses the private Class A range of
10.0.0.0 1Pv4 sddresses. The POPs are equipped with Ciseo 6513 switches that contaip Clisco
router and Cisco PIX firewall modutes that route and translate the private [P addresses to our
Class B 168.216.0.0 public network [P addresses. The Internet filtering shail be done at the two
POPs where the K-12 network is routed to the ISP. The POPs are located in the WVNET
facilities in Morgantown, WV and in the shared facilities vault at Building 6 of the State Capitol
Complex at Charleston, WV, Each one of the two POPs conneets approximately 100,000 unique
computers to the Internet with 10 gigabits/second of handwidth. There are approximately
260,000 siudents and 20,000 staff who wiilize the K-12 network daily. These users are tairly
evenly divided between the two POPs.

Revised 10/18/2012
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REQUEST FOR QUOTATION
EDD392953 Internet Filtering and Reporting Solution

POP Site #1 Charleston, WV, is equipped with the following WVDE owaed servers on
which the filtering solution may be installed.

5 (five) Cisco UCS €200 M2 servers with following specifications:
Dual 2.40 GHz XEON E5620 Processor with 12 MB 1.3 cache, 16 GB DDR3 dimm, duai 300
GIB SAS 15k drives in mirrored RAD. dual onboard gigabit copper Ethernet NICs.

] tone) Cisco UCS €200 M2 server with following specifications:
Dual 2.40 GHz XEON ES620 Processor with 12 MB L3 cache, 16 GB DDRI dimm, 4 (four)
2TB SAS 7.2k drives in RAID 3, dual onhoard gigabit copper Ethernet NiCs.

POP Site #2 Morgantown, WV, is equipped with the following WVDE owned servers on
which the filtering solution may be installed:

3 (three) Cisco UCS C200 M2 servers with tollowing specifications:
Dual 2.40 GHz XEON E3620 Processor with 12 MB 1.3 cache, 16 GB DDR3J dimm, dual 300
(313 SAS 15k drives in mirrored RAID, dual onboard gigabit copper Ethernet NICs.

If the secver specitications and/or the number of servers listed above are nat capable of fully
supporting the vendor's filtering solusion, the vendor must include all appropnate servers or
appliances and associated costs in the response 10 this RFQ.

The total number of computers to be filtered is approximately 200,000 computers.
Approximately 280,000 nsers utilize the K-12 network on a daily basis. The Internet filtering
muast occur al the points in the network after which the K-12 core routers consolidate Internet
raffic but before the firewall dynamically changes the private 1P addresses to public TP
addresses as shown in the diagram on attachment A. The filtering servers and reporting servers
must operate within the scope of the K- 12 private network so that filtering control and reporting
will reflect the private [P addresses of the client computers. In the event that portable computers
are connected to residential, public, or other networks, an option must be available to provide
continued filtering of Internet web sites. No caching appliances are currently 1o use; however the
lnternet filtering solution must support the option for the WVDE to install caching appliances.

The quoted solution must be designed W accommodate peak usage at each of the two POP sites.

Peak usage is defined as 100,000 computers, 140,000 users, and 10Gbps of bandwidth o the
[nternet at each POP site.

Revised 10/18/2012
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REQUEST FOR QUOTATION
EDD392953 {nternet Filtering and Reporting Solution
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2.1.1 Section [T - Technical Reguirements

The vendor bid must provide an Tnternet filtering solution capable of Gltering 200,000
wtal compulers in a petwork consisting of two POPs with 280,000 users. The solution must be
configured to support 100,000 client computers and 140.000 users using 1) gigabitsisee of
bundwidth at each POP.

The vendor must provide evidence of at least one current. successiul installation of the Internet
filtering solution in a network configuration servicing 100,000 computers and 140,000 users with
10 gigabits/second of Internet bandwidth. This evidence must include details cegarding the $1ze
and scope of the successtul project(s) as well as contact name(s) and phone number(s) for
customer(s) where the successful Internet filtering solution was implemented. The vendor must
submit a memo from the successful customer (on customer’s letterhead, dated and signed)
describing the size and scope of the successful project, as well as any issues (1f any) and how
they were resolved.

The filtering solution muat be a POP based installation capable of providing a level of service
appropuiate for an Internet Service Provider (1SP); a tiltering sofution which involves the
installation of filtering software or hardware within school districts or individual schools is not
accepiable.

The vendor must provide Internet filtering and reporting application software and all necessary
supporting software including, but not limited to. operating system and database sottware.

The Internet filtering solution must meet the requirements of this RFQ using servers/appliances
provided by the vendor or when ‘nstalled on the WVDE owned equipment identified in Section I
- Current Environment.

The WVDE will provide server hardware, equipment racks. nelworking components and cabling
as specified in Section 1 - Current Environment.

The filtering solution must support gigabit speed. copper based. Ethernet network interfaces.
The filtering selution must not exceed a total of 12 servers or appliances at each POP.

The total of all hardware compouents of the filtering solution for each POY must be rack
mountable and not occupy more than 24 anits of rack space (about 48™) at each POP site. The
cquipment must operate of {10-120 Volts AC power.

in the event the winning bid does not meet the requirements of this RFQ when installed on
vendor provided server/appliances or on the existing equiproent identified in Section [-Current
Environment, the vendor must provide additional servers and any other associated installation,
shipping, labor and configuration expenses at no cost to the WVDLE or the contract will be

immediately terminated.

Revised 10/18/2012



06/13/13 10: 444N HP LASERJET FAX 9i6-626-3167 p.25

REQUEST FOR QUOTATION
EDD392953 Internet Filtering and Reporting Solution

There must be no requirement for any configuration changes of any networking equipment or
computers that are connected 1o the private WV K-12 network at the school districts or
individual schools.

The filtering solution must provide client software which can be installed on mobile computers
that will enforce the same filtgring parameters whether a mobile campuier is connected 1o the
WYV K-12 network or connected by wired or wireless networking to the Internet via any other
fnternet service provider. The client software must not be a VPN (virtual private networking) or
similar type of client and must not rely on a web browser setting such as proxy server
configuration.

The filtering solution must have the capability to filter based on the [P address of the chent
computer and not require user authentication.

The filtering solution must have the capability W be integrated with unified authentication
systems such as LDAP and Active Directory service.

The Internet filtering solution must be engineered and operate with redundancy such that the
failure of one server ot appliance at a POP will not reduce the capability to provide filtering for
100,000 computers and 140,000 users at 10 gigabits/sec of throughput.

2.1.2 Internet Filtering

The filtering solution must provide a web based interface for all management and configuration
tasks which can be performed by WVDE.

The filtering solution must have the capability 1o be vonfigured 1o block internet access in the
event of the failure of the filtering solution al a POP so that unfiltered Infernet aceess is
prevented.

The Internet filtering solution provided as a result of this RFQ must be verified by the vendor
mect the requirements of the Children's Internet Protection Act {CIHPA) (refer o

A fee. gov/guides/childrens-intemet-prolection-act) and the West Virginia Board of
Education Policy 2460 which is available online at

http;/!wvdc.state.wv.lmfmliaie.sinolicy phpIp=2460&alt=1.

i rer

Specifically, CIPA states that technology protection measures (filtering solutions) must
block or filter Internet access to pictures that are: (a) obscene; (b) child pornography: or
(c) harmful to minors. The filtering solution must block access to this CIPA specificd
content.

Reviaed ADFIB/I012
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CIPA also states that schools receiving B-Rate must monitor the online activities of
minors. Therefore, the Intemet filtering solution must include the ability to configure
logging of al} allowed and biocked Internet requesis.

The filtering solution must be verified by the vendor to comply with the Children’s Online
Privacy Protection Act (COPPA) (refer o hip-/iwww. fle.govioscicoppal.htm). The fltening
process must not require the collection of any personal information from any users under the age
of 11

The fillering solution mast provide the vapability for the WV DE 1o selectively enable tiltering of
content based on categorics of web sites or individual weh sites using the http and hitps
POLoCois.

The vendor must include all categories that the vendor offers on the product. The vendor must
not offer a reduced number of categories in an attempt to reduce costs by providing only the
categories that are identitied o this RFQ.

The vendor must provide, but is not limited 10, the pre-populated categories ol the following
classifications or equivalent classifications of content on web sites:

-Pomography

-Ohscenity

-Dating (including sttes for the purpose of establishing personal relationships)
-Gambling

Criminal Activities (sites that condone or provide instructions for criminal activity)

-Nlegal Drugs (sites that condone ot provide instructions for illegal drug use. manufaciuring and
distribution)

-Anonymous Proxies (anonymizers w0 bypass filtering or hide the true sousce of Internet activily)

-Computer crimes, cracking and hacking ( sites that condone or provide instructions {or these
aclivities)

Malicious code (sites that contain, distribute, or executs malicious code such as malware,

viruses, root kits, bots, etc or retrieve information from computers that are infected with
malicious code)

Instant messaging sites

Ravised 10/18/2012
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-Peer 1o Peer (P2P sites)

~Phishing (fraudulent sites that imitate authentic sites, often to lure people into submitung
personal or financial information.)

Hate. racism, discrimination (sites that condene or encourage violence ARAINSL Or SUPPression of
any minorities or grouping based on race, religion, gexual prientation. ethnicity or any ather
social grouping characleristic}

The filtering solution must have the capability to allow or deny access 1o any individual web
site. URL. or IP address whether ot not it is included in any vendor provided category.

The filtering sofution must have the capability to permit the WVDE to create unlimited
additional custom categories.

The filtering solution must have the capability 10 permit the use of “regular expressions”
(includes wild-card characters and other variables 1o specify complex text strings) when creating
custom allow or deny lists of URL web addresses or search tems.

The filiering solution must have the capability to block traffic related to peer-to-peer {ile sharing
protocols.

The filtering solution must have the capability to enforee the “safe searching” mode of Google,
Bing and Yahoo search engines, regardless of the settings chosen b
those search engines.

[

s an end user while accessing

The filtering solution must provide capabilities to create manageable client groups based on [P
address ranges and assign names 1o those groups.

The capability must exist 1o delegate management of groups by ¢reating additional
administrators with restricted rights who can be assigned o manage filtering parameters for
specific groups.

The filtering solution must provide for customizable, granular permissions so that additional
administrator/user accounts can be tal lored on a user by user basis to match the rights ol a user Lo
the tasks that a user needs to perform.

The (illering solution must have the capability t selectively display WVDE customized “stte
blocked™ pages based on the client group and/or the categorization of the blocked web site.

The filtering solution must have the capability to selectively display WVDE custormized

“informational” pages based on the client group and/or the categorization of web sites ta which
access is allowed.

Revised 10/18/2012
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The filtering solution must have the capability (o be conbgured 1o only perforra filtering of
outgoing requests and to perform no filtering of incoming traffic.

The product offered by the vendor must perform Internet ltering primarily by comparing
outgoing requests (o a database of categorized LJRLz and [P addresses to determine whether an
attempl to access a site on the Internet is to be blocked or permited.

Any other Internet filtering methods of the filtering solution. such as “on the fly" evaluation of
incoming content, must be able t be selecuvely disabled at the option of the WVDE,

The filtering solution must provide a web based display of status and performance graphs for all
components of the filtering solution.

The filtering solution must have the capability for the WVDE to set customized filtering policies
hased on the time of day and the day of the week for individual 1P addresses and/or groups of
client IP addresses.

The Internet filtering solution must not masquerade. spoof or change the source 1P address of
the computers on the K-12 network. The source IP address of the chient computer must be
passed to the PIX firewall.

The Intemet filtering and reporiing servers must operate on and report on the 10.0.0.0 private
network [P addresses of the WVDE K-12 network.

The filtering solution must have a synchronization capability. Synchronization means that when
the WVDE makes a filtering configuration change using the web management tool, that change
will be distributed o all of the filering servers at both POPs, That change distribution must wake
effect automatically within § minutes after the act of saving the configuration change, or be
accomplished manually with no more than 5 mouse clicks after the configuration change is
saved,

2.1.3 Internet Use Reporting

The filtering solution must provide a web-based reporting application and a minimum of one
rerabyte of Tog file storage at each POP.

The Bltering solution mast provide a method for the WVDE (o download Jog files t a generw
text format for analysis and archival storage.

Complete details of web browsing activity must be stored in log files and must include, at a
minitoum, the complete URL, date and time and [P address of the chent computer.

All end user functions of the reporting application must be accessible via a web interface.

Raevised 10/18/3012
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The reporting solution must provide the capability (o create reports based on specific [P address,
web site address, date and time of day.

The reporting capabilities must include the ability Lo schedule aggregate reports of web site
accesses by categories, ranges ot [P addresses and time puriods,

The reporting capabilities must include the ability 1o create "on demand™ custom reports on
selected client [P addresses, specific URLs and time periods.

2.1.4 Juvoicing

The costs for software and the annual Jicensing for Internet filtering shall be invoiced upon
delivery and acceptance by the WVDIE. The technical support costs are payable in arrears
according to the State of West Virginia terms of payment and shall be invoteed not more than
one time per month.”

2.1.5 Yendor Requirements

The vendor is solely responsible for all work performed under the contract and for all services
offered and products to be delivered under the terms of this contract.

If the successful vendor is not the direct source, the vendor must provide documentation of
being an authorized reseller to provide the equipment, filtering updates, maintenance and
technical support. This documentation must be provided upon request from Agency.

2.1.6 Service Regquirements

The vendor must pravide modification ot replacement of software that fails 10 perform
according to the specitications. The vendor also must provide any software upgrades, at no ¢ost
to the WVDE, that sre necessary during the term of the contract in order to continue Lo meet the
Internet filtering capabilities specilied. This requirement includes replaceient, al no cost w the
WVDE, which may be necessary due (o possible end-of-life designation by the manufacturer.

The WVDE network staff will provide and maintain WVDE provided servers, associated
networking hardware and wiring, The WVDE netwark engineers will be responsible for load
balancing network traffic to the servers of the Kliering solution., The WVDE will be responsible
for purchasing additional servers and network hardware when necessary to accommodate

s creases in bandwidth or increases in the number of clients to be filtered.

The filtering solution installation, configuration and iesting at both the Charleston and
Maorgantown POP sites must be completed by the vendor within 10t days after the award of the
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contract, The vendor is responsible for any transportation, and lodging, costs of the installer, as
well as for any freight or shipping charges for equipment.

The Intemet filtering solution must support the bandwidth requirements ol 10 gigabits/sec and
100,000 client computers/ 140,000 users at each one of the two POPs as identified in the
specifications in Section {I-Technical Requirements.

The vendor understands that technical support includes verifying that all hardware and/or
software remains operational in the event of WVDE modification, replacement or upgrade of any
servers or netwark configurations that impact the functioning ol the filiering solution. These
costs are to be included in the ling item for technical support on the cost page.

Toll-free telephone and e-mail technical support must be available 7:00 AM o 5:00 PM Monday
through Friday, Eastern Time (GMT -0500) for designated WVDE networking staff, Any costs
associated with this requirement are to be included in the line item for technical support on the
cost page.

The vendor must provide a function that permits any user of the WV K- 2 network to submit a
web site (o be reviewed and appropriately categorized by the vendor. This function allows the
vendor 1o receive feedback with the intent of improving delivery of services or product
functionality.

2.1.7 Vendor Responge
The vendor shall complete the Cost Worksheet,

The vendor must provide evidence of at least one current. successful fnstallation of the Internet
filtering solution in a network configuration servicing 100,000 or more computers/ 140,000 users
with 10 gigabits/second or more of Internet bandwidth. The following table shatl be used in the
vendors response.

| Contact name and photie number 4 of computers 8 of users fternet
i Fliltered caupported  handwidih

Gty Tealth T iondeck TP oD 400 b20nb
Stateof-Cf . (OMSCETBP 180,000t IS0 | -logp

FProject Name

O\
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