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I. REVIEW DOCUMENTS THOROUGHLY: The attached documents contain a solicitation for bids.
Please read these instructions and all documents attached in their entirety. These instructions provide
critical information about requirements that if overlooked could lead to disqualification of a Vendor’s
bid. All bids must be submitted in accordance with the provisions contained in these instructions and
the Solicitation. Failure to do so may result in disqualification of Vendor's bid.

2. MANDATORY TERMS: The Solicitation may contain mandatory provisions identified by the use of
the words “must,” “will,” and “shall.” Failure to comply with a mandatory term in the Solicitation will
result in bid disqualification.

3. PREBID MEETING: The item identified below shall apply to this Solicitation.
[v'] A pre-bid meeting will not be held prior to bid opening.

[ 1 ANON-MANDATORY PRE-BID meeting will be held at the following place and time:

(1 AMANDATORY PRE-BID mecting will be held at the following place and time:

All Vendors submitting a bid must attend the mandatory pre-bid meeting.  Failure to attend the
mandatory pre-bid meeting shall result in disqualification of the Vendor’s bid. No one person attending
the pre-bid meeting may represent more than one Vendor.

An attendance sheet provided at the pre-bid meeting shall serve as the official document verifying
attendance. The State will not accept any other form of proof or documentation to verify attendance.
Any person attending the pre-bid meeting on behalf of a Vendor must list on the attendance sheet his
or her name and the name of the Vendor he or she is representing.  Additionally, the person attending
the pre-bid meeting should include the Vendor’s E-Mail address, phone number, and Fax number on
the attendance sheet. It is the Vendor’s responsibility to locate the attendance sheet and provide
the required
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information.  Failure to complete the attendance sheet as required may result in disqualification of
Vendor's bid.

All Vendors should arrive prior to the starting time for the pre-bid. Vendors who arrive afler the
starting time but prior to the end of the pre-bid will be permitted to sign in, but are charged with
knowing all matters discussed at the pre-bid.

Questions submitted at least five business days prior to a scheduled pre-bid will be discussed at the pre-
bid meeting if possible. Any discussions or answers to questions at the pre-bid meeting are preliminary
in nature and are non-binding. Official and binding answers to questions will be published in a written
addendum to the Solicitation prior to bid opening.

4. VENDOR QUESTION DEADLINE: Vendors may submit questions relating to this Solicitation to the
Purchasing Division. Questions must be submitted in writing. All questions must be submitted on or
before the date listed below and to the address listed below in order to be considered. A written
response will be published in a Solicitation addendum if a response is possible and appropriate. Non-
written discussions, conversations, or questions and answers regarding this Solicitation are preliminary
in nature and are non-binding.

Question Submission Deadline: IMay 29,2013 l

Submit Questions to: Connie Oswald |
019 Washington Street, East

P.O. Box 50130

Charleston, WV 25305

Fax: [304-558-3970

F_mail:[Connie.S.OswaId@wv.gov

5. VERBAL COMMUNICATION: Any verbal communication between the Vendor and any State
personnel is not binding, including that made at the mandatory pre-bid conference. Only information
issued in writing and added to the Solicitation by an official written addendum by the Purchasing

Division is binding.

6. BID SUBMISSION: All bids must be signed and delivered by the Vendor to the Purchasing Division
at the address listed below on or before the date and time of the bid opening. Any bid received by the
Purchasing Division staff is considered to be in the possession of the Purchasing Division and will not
be returned for any reason. The bid delivery address is:

Department of Administration, Purchasing Division
2019 Washington Street East

P.O. Box 50130,

Charleston, WV 25305-0130
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The bid should contain the information listed below on the face of the envelope or the bid may not be
considered:

SEALED BID

BUYER:

SOLICITATION NO.:

BID OPENING DATE:

BID OPENING TIME:

FAX NUMBER:

In the event that Vendor is responding to a request for proposal, the Vendor shall submit one original
technical and one original cost proposal plus bccnvcnicncc copies of each to the Purchasing
Division at the address shown above. Additionally, the Vendor should identity the bid type as either a

technical or cost proposal on the face of cach bid envelope submitted in response to a request for
proposal as follows:

BID TYPE: [ ] Technical
[ ]Cost

BID OPENING: Bids submitted in response to this Solicitation will be opened at the location
identified below on the date and time listed below. Delivery of a bid after the bid opening date and time
will result in bid disqualification. For purposes of this Solicitation, a bid is considered delivered when
time stamped by the official Purchasing Division time clock.

Bid Opening Date and Time: June 13, 2013 at 1:30 pm

Bid Opening Location: Department of Administration, Purchasing Division
2019 Washington Street East
P.O. Box 50130,
Charleston, WV 25305-0130

ADDENDUM ACKNOWLEDGEMENT: Changes or revisions to this Solicitation will be made by
an official written addendum issued by the Purchasing Division. Vendor should acknowledge reccipt of
all addenda issued with this Solicitation by completing an Addendum Acknowledgment Form, a copy of
which is included herewith. Failure to acknowledge addenda may result in bid disqualification. The
addendum acknowledgement should be submitted with the bid to expedite document processing,.

BID FORMATTING: Vendor should type or electronically enter the information onto its bid to

prevent errors in the evaluation. Failure to type or electronically enter the information may result
in bid disqualification.
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1. CONTRACTUAL AGREEMENT: Issuance of a Purchase Order signed by the Purchasing Division
Director, or his designee, and approved as to form by the Attorney General’s office constitutes
acceplance of this Contract made by and between the State of West Virginia and the Vendor. Vendor's
signature on its bid significs Vendor's agreement to be bound by and accept the terms and conditions
contained in this Contract.

2. DEFINITIONS: As used in this Solicitation / Contract, the following terms shall have the meanings
attributed to them below. Additional definitions may be found in the specifications included with this
Solicitation / Contract.

2.1 “Agency” or “Agencies” mcans the agency, board, commission, or other entity of the State of
West Virginia that is identified on the first page of the Solicitation or any other public entity
seeking to procure goods or services under this Contract.

2.2 “Contract” means the binding agreement that is entered into between the State and the Vendor
to provide the goods and services requested in the Solicitation.

2.3 “Director” means the Director of the West Virginia Department of Administration, Purchasing
Division.

2.4 “Purchasing Division” means the West Virginia Department of Administration, Purchasing
Division.

2.5 “Purchase Order” means the document signed by the Agency and the Purchasing Division, and
approved as to form by the Attorney General, that identifies the Vendor as the successful bidder
and Contract holder.

2.6 “Solicitation” means the official solicitation published by the Purchasing Division and identified
by number on the first page thereof.

2.7 “State” means the State of West Virginia and/or any of its agencies, commissions, boards, elc.
as context requires.

2.8 “Vendor” or “Yendors” means any entity submitting a bid in response to the Solicitation, the

entity that has been selected as the lowest responsible bidder, or the entity that has been awarded
the Contract as context requires.
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3. CONTRACT TERM; RENEWAL; EXTENSION: The term of this Contract shall be determined in
accordance with the category that has been identified as applicable to this Contract below:

e

(|
[ ]
[
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Term Contract

Initial Contract Term: is C t becomes effective OII
Upon Award

and extends for a period of[ One (1) |ycar(s).

Renewal Term: This Contract may be renewed upon the mutual written consent of the
Agency, and the Vendor, with approval of the Purchasing Division and the Attomey
General’s office (Attorney General approval is as to form only). Any request for renewal
must be submitted to the Purchasing Division Director thirty (30) days prior to the expiration
date of the initial contract term or appropriate renewal term. A Contract renewal shall be in
accordance with the terms and conditions of the original contract. Renewal of this Contract
is limited o] Two (2) successive one (1) year periods. Automatic renewal of
this Contract is prohibited. Notwithstanding the foregoing, Purchasing Division approval is

not required on agency delegated or exempt purchases. Attorney General approval may be
required for vendor terms and conditions.

Reasonable Time Extension: At the sole discretion of the Purchasing Division Director,
and with approval from the Attorney General’s office (Attorney General approval is as to
form only), this Contract may be extended for a reasonable time afler the initial Contract
term or after any renewal term as may be necessary o obtain a new contract or renew this
Contract. Any reasonable time extension shall not exceed twelve (12) months. Vendor may
avoid a reasonable time extension by providing the Purchasing Division Director with written
notice of Vendor’s desire to terminate this Contract 30 days prior to the expiration of the then
current term. During any reasonable time extension period, the Vendor may terminate this
Contract for any reason upon giving the Purchasing Division Director 30 days written notice.
Automatic extension of this Contract is prohibited. Notwithstanding the foregoing,
Purchasing Division approval is not required on agency delegated or exempt purchases, but
Attorney General approval may be required.

Fixed Period Contract: This Contract becomes effective upon Vendor's receipt of the notice to
proceed and must be completed within l days.

One Time Purchase: The term of this Contract shall run from the issuance of the Purchase
Order until all of the goods contracted for have been delivered, but in no event shall this Contract
extend for more than one fiscal year.

Other: See attached.



4. NOTICE TO PROCEED:  Vendor shall begin performance of this Contract immediately upon
receiving notice to proceed unless otherwise instructed by the Agency. Unless otherwise specified, the
fully executed Purchase Order will be considered notice to proceed

5. QUANTITIES:  The quantities required under this Contract shall be determined in accordance with
the category that has been identified as applicable to this Contract below.

[ ] Open End Contract: Quantities listed in this Solicitation are approximations only, based on
estimates supplied by the Agency. It is understood and agreed that the Contract shall cover the
quantities actually ordered for delivery during the term of the Contract, whether more or less
than the quantities shown.

[ ] Service: The scope of the service to be provided will be more clearly defined in the
specifications included herewith,

[¢] Combined Service and Goods: The scope of the service and deliverable goods to be provided
will be more clearly defined in the specifications included herewith.

[ | One Time Purchase: This Contract is for the purchase of a set quantity of goods that are
identified in the specifications included herewith. Once those items have been delivered, no
additional goods may be procured under this Contract without an appropriate change order
approved by the Vendor, Agency, Purchasing Division, and Attomey General’s office.

6. PRICING: The pricing set forth herein is firm for the life of the Contract, unless specified elsewhere
within this Solicitation/Contract by the State. A Vendor’s inclusion of price adjustment provisions in its
bid, without an express authorization from the State in the Solicitation to do so, may result in bid
disqualification.

7. EMERGENCY PURCHASES: The Purchasing Division Director may authorize the Apgency to
purchase goods or services in the open market that Vendor would otherwise provide under this Contract
if thosc goods or services are for immediate or expedited delivery in an emergency. Emergencies shall
include, but are not limited to, delays in transportation or an unanticipated increase in the volume of
work. An emergency purchase in the open market, approved by the Purchasing Division Director, shall
not constitute of breach of this Contract and shall not entitle the Vendor to any form of compensation or
damages. This provision does not excuse the State from fulfilling its obligations under a One Time
Purchase contract.

§. REQUIRED DOCUMENTS: All of the items checked below must be provided to the Purchasing
Division by the Vendor as specified below.

[ ] BID BOND: All Vendors shall furnish a bid bond in the amount of five percent (5%) of the

total amount of the bid protecting the State of West Virginia. The bid bond must be submitted
with the bid.
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[ ] PERFORMANCE BOND: The apparent successful Vendor shall provide a performance bond
in the amount of . The performance bond must be
issued and reccived by the Purchasing Division prior to Contract award. On construction
contracts, the performance bond must be 100% of the Contract value,

[ | LABOR/MATERIAL PAYMENT BOND: The apparent successful Vendor shall provide a
labor/material payment bond in the amount of 100% of the Contract value. The labor/material
payment bond must be issued and delivered to the Purchasing Division prior to Contract award.

In lieu of the Bid Bond, Performance Bond, and Labor/Material Payment Bond, the Vendor may provide
certified checks, cashier’s checks, or irrevocable letters of credit. Any certified check, cashier’s check,
or irrevocable letter of credit provided in lieu of a bond must be of the same amount and delivered on the
same schedule as the bond it replaces. A letter of credit submitted in lieu of a performance and
labor/material payment bond will only be allowed for projects under $100,000. Personal or business
checks are not acceptable.

[ ] MAINTENANCE BOND: The apparent successful Vendor shall provide a two (2) year
maintenance bond covering the roofing system. The maintenance bond must be issued and
delivered to the Purchasing Division prior to Contract award.

'] WORKERS' COMPENSATION INSURANCE: The apparent successful Vendor shall have
appropriate workers’ compensation insurance and shall provide proof thercof upon request.

[v/] INSURANCE: The apparent successful Vendor shall furnish proof of the following insurance
prior to Contract award:

') Commercial General Liability Insurance:
$1,000,000.00 minimum or more.

[ 1 Builders Risk Insurance: builders risk — all risk insurance in an amount equal to
100% of the amount of the Contract.

(]
(]
[ ]
[ ]
£ 4
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The apparent successful Vendor shall also furnish proof of any additional insurance requirements
contained in the specifications prior to Contract award regardless of whether or not thal
insurance requirement is listed above. -

[ 1 LICENSE(S)/ CERTIFICATIONS / PERMITS: In addition to anything required under the
Section entitled Licensing, of the General Terms and Conditions, the apparent successful Vendot
shall furnish proof of the following licenses, certifications, and/or permits prior to Contract
award, in a form acceptable to the Purchasing Division.

[
[ ]
[ ]
(]

The apparent successful Vendor shall also furnish proof of any additional licenses or
certifications contained in the specifications prior to Contract award regardless of whether or not
that requirement is listed above.

9. LITIGATION BOND: The Director reserves the right to require any Vendor that files a protest of an
award to submit a litigation bond in the amount equal to one percent of the lowest bid submitted or
$5,000, whichever is greater. The entire amount of the bond shall be forfeited if the hearing officer
determines that the protest was filed for frivolous or improper purpose, including but not limited to, the
purpose of harassing, causing unnecessary delay, or needless expense for the Agency. All litigation
bonds shall be made payable to the Purchasing Division. In licu of a bond, the protester may submit a
cashier’s check or certified check payable to the Purchasing Division, Cashier's or certified checks will
be deposited with and held by the State Treasurer’s office. If it is determined that the protest has not
been filed for frivolous or improper purpose, the bond or deposit shall be returned in its entirety.

10. ALTERNATES: Any model, brand, or specification listed herein establishes the acceptable level of
quality only and is not intended to reflect a preference for, or in any way favor, a particular brand or
vendor, Vendors may bid alternates to a listed model or brand provided that the alternate is at least
equal to the madel or brand and complies with the required specifications. The equality of any alternate
being bid shall be determined by the State at its sole discretion. Any Vendor bidding an alternate model
or brand should clearly identify the alternate items in its bid and should include manufacturer’s
specifications, industry literature, and/or any other relevant documentation demonstrating the equality of
the alternate items. Failure to provide information for alternate items may be grounds for rejection of a
Vendor’s bid.

1. EXCEPTIONS AND CLARIFICATIONS: The Solicitalion contains the specifications that shall
form the basis of a contractual agreement. Vendor shall clearly mark any exceptions, clarifications, or
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other proposed modifications in its bid. Exceptions to, clarifications of, or modifications of a
requirement or term and cendition of the Solicitation may result in bid disqualification.
12, LIOUIDATED DAMAGES: Vendor shall pay Ii[quidated damages in the amount ]
for

This clause shall in no way be considered exclusive and shall not limit the State or Agency’s right to
pursue any other available remedy.

13. ACCEPTANCE/REJECTION: The State may accept or reject any bid in whole, or in part. Vendor’s
signature on its bid signifies acceptance of the terms and conditions contained in the Solicitation and
Vendor agrees to be bound by the terms of the Contract, as reflected in the Purchase Order, upon receipt.

14. REGISTRATION:  Prior to Contract award, the apparent successful Vendor must be properly
registered with the West Virginia Purchasing Division and must have paid the $125 fee if applicable.

15. COMMUNICATION LIMITATIONS: In accordance with West Virginia Code of State Rules §148-
1-6.6, communication with the State of West Virginia or any of its employees regarding this Solicitation
during the solicitation, bid, evaluation or award periods, except through the Purchasing Division, is
strictly prohibited without prior Purchasing Division approval. Purchasing Division approval for such
communication is implied for all agency delegated and exempt purchases.

16. FUNDING: This Contract shall continue for the term stated herein, contingent upon funds being
appropriated by the Legislaturc or otherwise being made available. In the cvent funds are not
appropriated or otherwise made available, this Contract becomes void and of no effect beginning on July
I of the fiscal year for which funding has not been appropriated or otherwise made available.

17. PAYMENT: Payment in advance is prohibited under this Contract. Payment may only be made after
the delivery and acceptance of goods or services. The Vendor shall submit invoices, in arrears, to the
Agency at the address on the face of the purchase order labeled “Invoice To.”

18. UNIT PRICE: Unit prices shall prevail in cases of a discrepancy in the Vendor’s bid,
19. DELIVERY: All quotations are considercd freight on board destination (“F.0.B. destination™) unless
alternate shipping terms are clearly identified in the bid.  Vendor’s listing of shipping terms that

contradict the shipping terms expressly required by this Solicitation may result in bid disqualification.

20. INTEREST: Interest attributable to late payment will only be permitted if authorized by the West
Virginia Code. Presently, there is no provision in the law for interest on late payments.

21. PREFERENCE: Vendor Preference may only be granted upon written request and only in accordance

with the West Virginia Code § 5A-3-37 and the West Virginia Code of State Rules. A Resident Vendor
Certification form has been attached hereto to allow Vendor to apply for the preference. Vendor's
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failure to submit the Resident Vendor Certification form with its bid will result in denial of Vendor
Preference. Vendor Preference does not apply to construction projects.

22. SMALL, WOMEN-OWNED, OR MINORITY-OWNED BUSINESSES: For any solicitations
publicly advertised for bid on or afier July 1, 2012, in accordance with West Virginia Code §5A-3-
37(a)(7) and W. Va. CSR § 148-22-9, any non-resident vendor certified as a small, women-owned, or
minority-owned business under W. Va, CSR § 148-22-9 shall be provided the same preference made
available to any resident vendor. Any non-resident small, women-owned, or minority-owned business
must identify itself as such in writing, must submit that writing to the Purchasing Division with its bid,
and must be properly certified under W. Va. CSR § 148-22-9 prior to submission of its bid to reccive the
preferences made available to resident vendors. Preference for a non-resident small, women-owned, or
minority owned business shall be applied in accordance with W. Va. CSR § 148-22-9,

23. TAXES: The Vendor shall pay any applicable sales, use, personal property or any other taxes arising
out of this Contract and the transactions contemplated thereby. The State of West Virginia is exempt
from federal and state taxes and will not pay or reimburse such taxes.

24. CANCELLATION: The Purchasing Division Director reserves the right to cancel this Contract
immediately upon written notice to the vendor if the materials or workmanship supplied do not conform
to the specifications contained in the Contract. The Purchasing Division Director may cancel any
purchase or Contract upon 30 days written notice to the Vendor in accordance with West Virginia Code
of State Rules § 148-1-7.16.2,

25. WAIVER OF MINOR IRREGULARITIES: The Director reserves the right to waive minor
iregularities in bids or specifications in accordance with West Virginia Code of State Rules § 148-1-4.6.

26. TIME: Time is of the essence with regard to all matters of time and performance in this Contract.

27. APPLICABLE LAW: This Contract is governed by and interpreted under West Virginia law without
giving effect to its choice of law principles. Any information provided in specification manuals, or any
other source, verbal or written, which contradicts or violates the West Virginia Constitution, West
Virginia Code or West Virginia Code of State Rules is void and of no effect.

28. COMPLIANCE: Vendor shall comply with all applicable federal, state, and local laws, regulations and
ordinances. By submitting a bid, Vendors acknowledge that they have reviewed, understand, and will
comply with all applicable law.

29. PREVAILING WAGE: On any contract for the construction of a public improvement, Vendor and any
subcontractors utilized by Vendor shall pay a rate or rates of wages which shall not be less than the fair
minimum rate or rates of wages (prevailing wage), as established by the West Virginia Division of
Labor  under ~ West  Virginia Code §§ 21-5A-1 el seq. and available a
http://www.sos. wv.gov/administrative-law/wagerates/Pages/default.aspx.  Vendor shall be responsible
for ensuring compliance with prevailing wage requirements and determining when prevailing wage
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requirements are applicable. The required contract provisions contained in West Virginia Code of State
Rules § 42-7-3 are specifically incorporated herein by reference.

30. ARBITRATION: Any references made to arbitration contained in this Contract, Vendor's bid, or in

any American Institute of Architects documents pertaining to this Contract are hereby deleted, void, and
of no effect.

3

. MODIFICATIONS: This writing is the parties’ final expression of intent. Notwithstanding anything
contained in this Contract to the contrary, no modification of this Contract shall be binding without
mutual written consent of the Agency, and the Vendor, with approval of the Purchasing Division and the
Attorney General's office (Attomey General approval is as to form only). No Change shall be
implemented by the Vendor until such time as the Vendor receives an approved written change
order from the Purchasing Division.

32, WAIVER: The failure of either party to insist upon a strict performance of any of the terms or
provision of this Contract, or to exercise any option, right, or remedy herein contained, shall not be
construed as a waiver or a relinquishment for the future of such term, provision, option, right, or remedy,
but the same shall continue in full force and effect. Any waiver must be expressly stated in writing and
signed by the waiving party.

33. SUBSEQUENT FORMS: The terms and conditions contained in this Contract shall supersede any and
all subsequent terms and conditions which may appear on any form documents submitted by Vendor to
the Agency or Purchasing Division such as price lists, order forms, invoices, sales agreements, or
maintenance agreements, and includes internet websites or other electronic documents. Acceptance or
use of Vendor’s forms does not constitute acceptance of the terms and conditions contained thereon.

34. ASSIGNMENT: Neither this Contract nor any monies due, or to become due hereunder, may be
assigned by the Vendor without the express writlen consent of the Agency, the Purchasing Division, the
Attorney General's office (as to form only), and any other govemment agency or office thal may be
required to approve such assignments. Notwithstanding the foregoing, Purchasing Division approval
may or may not be required on certain agency delegated or exempt purchases.

35. WARRANTY: The Vendor expressly warrants that the goods and/or services covered by this Contract
will: (a) conform to the specilications, drawings, samples, or other description fumished or specified by
the Agency; (b) be merchantable and fit for the purpose intended; and (¢) be free from defect in material
and workmanship.

36. STATE EMPLOYEES: State employees are not permitted to utilize this Contract for personal use and
the Vendor is prohibited from permitting or facilitating the same.

37. BANKRUPTCY: In the event the Vendor files for bankruptey protection, the State of West Virginia
may deem this Contract null and void, and terminate this Contract without notice.
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38. HIPAA BUSINESS ASSOCIATE ADDENDUM: The West Virginia State Government HIPAA
Business Associate Addendum (BAA), approved by the Attorney General, is available online at
http:/fwwaw state. wv.us/admin/purchase/vre/hipaahtml and is hereby made part of the agreement
provided that the Agency meels the definition of a Covered entity (45 CFR §160.103) and will be
disclosing Protected Health Information (45 CFR §160.103) to the Vendor. Additionally, the HIPAA
Privacy, Security, Enforcement & Breach Notification Final Omnibus Rule was published on January 25,
2013. It may be viewed online at htp://www.gpo.gov/fdsys/pkg/FR-2013-01-25/pdf/2013-01073.pdf.
Any organization, that qualifics as the Agency’s Business Associate, is expected to be in compliance
with this Final Rule. For those Business Associates entering into contracts with a HIPAA Covered State
Agency between January 25, 2013 and the release of the 2013 WV State Agency Business Associate
Agreement, or September 23, 2013 (whichever is earlier), be advised that you will be required to comply
with the 2013 WV State Agency Business Associate Agreement. For those Business Associates with
contracts with a HIPAA Covered State Agency executed prior to January 25, 2013, be advised that upon
renewal or modification, you will be required to comply with the 2013 WV State Agency Business
Associate Agreement no later than September 22, 2014,

39. CONFIDENTIALITY: The Vendor agrees that it will not disclose to anyone, directly or indircctly, any
such personally identifiable information or other confidential information gained from the Agency,
unless the individual who is the subject of the information consents to the disclosure in writing or the
disclosure is made pursuant to the Agency's policies, procedures, and rules. Vendor further agrees to
comply with the Confidentiality Policies and Information Security Accountability Requirements, set
forth in http://www state.wv.us/admin/purchase/privacy/default.html.

40. DISCLOSURE: Vendor’s response to the Solicitation and the resulting Contract are considered public
documents and will be disclosed to the public in accordance with the laws, rules, and policies governing
the West Virginia Purchasing Division. Those laws include, but are not limited to, the Freedom of
Information Act found in West Virginia Code § 29B-1-1 et seq.

If'a Vendor considers any part of its bid to be exempt from public disclosure, Vendor must so indicate
by specifically identifying the exempt information, identifying the exemption that applies, providing a
detailed justification for the exemption, segregating the exempt information from the general bid
information, and submitting the exempt information as part of its bid but in a segregated and clearly
identifiable format. Failure to comply with the foregoing requirements will result in public disclosure
of the Vendor’s bid without further notice. A Vendor’s act of marking all or nearly all of its bid as
exempt is not sufficient to avoid disclosure and WILL NOT BE HONORED. Vendor’s act of marking a
bid or any part thereof as “confidential” or “proprictary” is not sufficient to avoid disclosure and WILL
NOT BE HONORED. In addition, a legend or other statement indicating that all or substantially all of
the bid is exempt from disclosure is not sufficient to avoid disclosure and WILL NOT BE HONORED.
Vendor will be required to defend any claimed exemption for nondiclosure in the event of an
administrative or judicial challenge to the State’s nondisclosure. Vendor must indemnify the State for
any costs incurred related to any exemptions claimed by Vendor.  Any questions regarding the
applicability of the various public records laws should be addressed to your own legal counsel prior to
bid submission.
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41. LICENSING: In accordance with West Virginia Code of State Rules §148-1-6.1.7, Vendor must be
licensed and in good standing in accordance with any and all state and local laws and requirements by
any state or local agency of West Virginia, including, but not limited to, the West Virginia Secretary of
State’s Office, the West Virginia Tax Department, West Virginia [nsurance Commission, or any other
state agency or political subdivision. Upon request, the Vendor must provide all necessary releases to
obtain information to enable the Purchasing Division Director or the Ageney to verify that the Vendor is
licensed and in good standing with the above entities.

42, ANTITRUST: In submitting a bid to, signing a contract with, or accepting a Purchase Order from any
agency of the State of West Virginia, the Vendor agrees to convey, sell, assign, or transfer to the State of
West Virginia all rights, title, and interest in and to all causes of action it may now or hereafter acquire
under the antitrust laws of the United States and the State of West Virginia for price fixing andfor
unreasonable restraints of trade relating to the particular commodities or services purchased or acquired
by the State of West Virginia. Such assignment shall be made and become effective at the time the
purchasing agency tenders the initial payment to Vendor,

43. VENDOR CERTIFICATIONS: By signing its bid or entering into this Contract, Vendor certifies (1)
that its bid was made without prior understanding, agreement, or connection with any corporation, firm,
limited Hability company, partnership, person or entity submitting a bid for the same material, supplies,
equipment or services; (2) that its bid is in all respects fair and without collusion or fraud; (3) that this
Contract is accepted or entered into without any prior understanding, agreement, or connection to any
other entity that could be considered a violation of law; and (4) that it has reviewed this RFQ in its
entirety; understands the requirements, terms and conditions, and other information contained
herein. Vendor's signature on its bid also affirms that neither it nor its representatives have any interest,
nor shall acquire any interest, direct or indirect, which would compromise the performance of its
services hereunder. Any such interests shall be promptly presented in detail to the Agency.

The individual signing this bid on behalf of Vendor certifies that he or she is authorized by the Vendor
to exccute this bid or any documents related thereto on Vendor’s behalf; that he or she is authorized to
bind the Vendor in a contractual relationship; and that, to the best of his or her knowledge, the Vendor
has properly registered with any State agency that may require registration.

44. PURCHASING CARD ACCEPTANCE: The State of West Virginia currently wtilizes a Purchasing
Card program, administered under contract by a banking institution, to process payment for goods and
services.  The Vendor must accept the State of West Virginia’s Purchasing Card for payment of all
orders under this Contract unless the box below is checked.

[ ] Vendoris not required to accept the State of West Virginia's Purchasing Card as payment for all
goods and services.

45. VENDOR RELATIONSHIP: The relationship of the Vendor to the State shall be that of an
independent contractor and no principal-agent relationship or employer-employee relationship is
contemplated or created by this Contract. The Vendor as an independent contractor is solely liable for
the acts and omissions of its employees and agents.  Vendor shall be responsible for selecting,
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supervising, and compensating any and all individuals employed pursuant to the terms of this
Solicitation and resulting contract. Neither the Vendor, nor any employees or subcontractors of the
Vendor, shall be deemed to be employees of the State for any purpose whatsoever. Vendor shall be
exclusively rcsponsibfc for payment of employees and contractors for all wages and salaries, taxes,
withholding payments, penalties, fees, fringe benefits, professional lability insurance premiums,
contributions to insurance and pension, or other deferred compensation plans, including but not limited
to, Workers’ Compensation and Social Security obligations, licensing fees, erc. and the filing of all
necessary documents, forms and retumns pertinent to all of the foregoing. Vendor shall hold harmless the
State, and shall provide the State and Agency with a defense against any and all claims including, but
not limited to, the foregoing payments, withholdings, contributions, taxes, Social Security taxes, and
employer income tax returns.

46. INDEMNIFICATION: The Vendor agrees to indemnify, defend, and hold harmless the State and the
Agency, their officers, and employees from and against: (1) Any claims or losses for services rendered
by any subcontractor, person, or firm performing or supplying services, materials, or supplies in
connection with the performance of the Contract; (2) Any claims or losses resulting to any person or
entity injured or damaged by the Vendor, its officers, employees, or subcontractors by the publication,
translation, reproduction, delivery, performance, use, or disposition of any data used under the Contract
in a manner not authorized by the Contract, or by Federal or State statutes or regulations; and (3) Any
failure of the Vendor, its officers, employees, or subcontractors to observe State and Federal laws
including, but not limited to, labor and wage and hour laws.

47. PURCHASING AFFIDAVIT: In accordance with West Virginia Code § SA-3-10a, all Vendors are
required to sign, notarize, and submit the Purchasing Affidavit stating that neither the Vendor nor a
related party owe a debt to the State in excess of $1,000. The affidavit must be submitted prior to
award, but should be submitted with the Vendor’s bid. A copy of the Purchasing Affidavit is included
herewith.

48. ADDITIONAL AGENCY AND LOCAL GOVERNMENT USE: This Contract may be utilized by
and extends to other agencies, spending units, and political subdivisions of the State of West Virginia;
county, municipal, and other local government bodies; and school districts (“Other Government
Entities”). This Contract shall be extended to the aforementioned Other Government Entities on the
same prices, terms, and conditions as those offered and agreed to in this Contract. If the Vendor does
not wish to extend the prices, terms, and conditions of its bid and subsequent contract to the Other
Government Entities, the Vendor must clearly indicate such refusal in its bid. A refusal to extend this
Contract to the Other Government Entities shall not impact or influence the award of this Contract in
any manner.

49. CONFLICT OF INTEREST: Vendor, its officers or members or employees, shall not presently have
or acquire any interest, direct or indirect, which would conflict with or compromise the performance of
its obligations hereunder. Vendor shall periodically inquire of its officers, members and employees to
ensure that a conflict of interest does not arise. Any conflict of interest discovered shall be promptly
presented in detail to the Agency.
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50. REPORTS: Vendor shall provide the Agency and/or the Purchasing Division with the following
reports identified by a checked box below:

[ 1 Suchreports as the Agency and/or the Purchasing Division may request. Requested reports may
include, but are not limited to, quantities purchased, agencies utilizing the contract, total contract
expenditures by agency, elc.

[ 1 Quarterly reports detailing the total quantity of purchases in units and dollars, along with a listing
of purchases by agency. Quarterly reports should be delivered to the Purchasing Division via
email at purchasing.requisitions@wv. gov.

51. BACKGROUND CHECK: In accordance with W. Va. Code § 15-2D-3, the Director of the Division
of Protective Services shall require any service provider whose employees are regularly employed on the
grounds or in the buildings of the Capitol complex or who have access to sensitive or critical
information to submit to a fingerprint-based state and federal background inquiry through the state
repository. The service provider is responsible for any costs associated with the fingerprint-based state
and federal background inquiry.

After the contract for such services has been approved, but before any such employees are permitted to
be on the grounds or in the buildings of the Capitol complex or have access to sensitive or critical
information, the service provider shall submit a list of all persons who will be physically present and
working at the Capitol complex to the Dircclor of the Division of Protective Services for purposes of
verifying compliance with this provision.

The State reserves the right to prohibit a service provider’s employees from accessing sensitive or
critical information or to be present at the Capitol complex based upon results addressed from a criminal
background check.

Service providers should contact the West Virginia Division of Protective Services by phone at
(304) 558-9911 for more information,

52. PREFERENCE FOR USE OF DOMESTIC STEEL PRODUCTS: Except when authorized by the
Director of the Purchasing Division pursuant to W. Va. Code § 5A-3-56, no contractor may use or
supply steel products for a State Contract Project other than those steel products made in the United
States. A contractor who uses steel products in violation of this section may be subject to civil penaltics
pursuant to W. Va, Code § 5A-3-56. As used in this section:

a. “State Contract Project” means any erection or construction of, or any addition to, alteration of
or other improvement to any building or structure, including, but not limited to, roads o
highways, or the installation of any heating or cooling or ventilating plants or other equipment,
or the supply of and materials for such projects, pursuant to a contract with the State of West
Virginia for which bids were solicited on or after June 6, 2001.

b. “Steel Products” means products rolled, formed, shaped, drawn, extruded, forged, cast,
fabricated or otherwise similarly processed, or processed by a combination of two or more or
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such operations, from steel made by the open heath, basic oxygen, electric fumace, Bessemer or
other steel making process.

The Purchasing Division Director may, in writing, autharize the use of foreign steel products if:

a. The cost for each contract item used does not exceed one tenth of ane percent (.1%) of the total
contract cost or two thousand five hundred dollars ($2,500.00), whichever is greater. For the
purposes of this section, the cost is the value of the steel product as delivered to the project; or

b. The Director of the Purchasing Division determines that specified steel materials are not
produced in the United States in sufficient quantity or otherwise are not reasonably available to
meet contract requirements.

53. PREFERENCE FOR USE OF DOMESTIC ALUMINUM, GLASS, AND STEEL: In Accordance
with W. Va. Code § 5-19-1 et seq., and W. Va. CSR § 148-10-1 et seq., for every contract or
subcontract, subject to the limitations contained herein, for the construction, reconstruction, alteration,
repair, improvement or maintenance of public works or for the purchase of any item of machinery or
equipment to be used at sites of public works, only domestic aluminum, glass or steel products shall be
supplied unless the spending officer determines, in writing, after the receipt of offers or bids, (1) that the
cost of domestic aluminum, glass or steel products is unreasonable or inconsistent with the public
interest of the State of West Virginia, (2) that domestic aluminum, glass or steel products are not
produced in sufficient quantities to meet the contract requirements, or (3) the available domestic
aluminum, glass, or steel do not meet the contract specifications. This provision only applies to public
works contracts awarded in an amount more than fifty thousand dollars ($50,000) or public waorks
contracts that require more than ten thousand pounds of steel products.

The cost of domestic aluminum, glass, or steel products may be unreasonable if the cost is more than
twenty percent (20%) of the bid or offered price for foreign made aluminum, glass, or steel products, If
the domestic aluminum, glass or steel products to be supplied or produced in a “substantial labor surplus
area”, as defined by the United States Department of Labor, the cost of domestic aluminum, glass, or
steel products may be unreasonable if the cost is more than thirty percent (30%) of the bid or offered
price for foreign made aluminum, glass, or steel products.

This preference shall be applied to an item of machinery or equipment, as indicated above, when the
item is a single unit of equipment or machinery manufactured primarily of aluminum, glass or steel, is
part of a public works contract and has the sole purpose or of being a permanent part of a single public
works project. This provision does not apply to equipment or machinery purchased by a spending unit
for use by that spending unit and not as part of a single public works project.

All bids and offers including domestic aluminum, glass or steel products that exceed bid or offer prices
including foreign aluminum, glass or steel products after application of the preferences provided in this
provision may be reduced to a price equal to or lower than the lowest bid or offer price for foreign
aluminum, glass or steel products plus the applicable preference. If the reduced bid or offer prices are
made in writing and supersede the prior bid or offer prices, all bids or offers, including the reduced bid
or offer prices, will be reevaluated in accordance with this rule.
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SPECIFICATIONS

PURPOSE AND SCOPE: The West Virginia Purchasing Division is soliciting bids on behalf
of the West Virginia Department of Education to establish a contract for Internet filtering and
reporting solution that consists of software, licensing, software upgrades/updates, database
updates and technical support. The vendor must include servers or appliances and associated
costs in the quotation if the vendor’s software cannot meet the requirements of this RFQ when
installed on WVDE owned servers which are deseribed in Section [ - Current Environment.

Section 1 — Current Environment

Approximately 750 public schools in 57 school districts of West Virginia are connected with a
privately addressed TCP/IP statewide network. The network uses the private Class A range of
10.0.0.0 IPv4 addresses. The POPs are equipped with Cisco 6513 switches that contain Cisco
router and Cisco PIX firewall modules that route and translate the private IP addresses to our
Class B 168.216.0.0 public network IP addresses. The Internet filtering shall be done at the two
POPs where the K-12 network is routed to the ISP. The POPs are located in the WVNET
facilities in Morgantown, WV and in the shared facilities vault at Building 6 of the State Capitol
Complex at Charleston, WV. Each one of the two POPs connects approximately 100,000 unique
computers to the Internet with 10 gigabits/second of bandwidth. There are approximately
260,000 students and 20,000 staff who utilize the K-12 network daily. These users are fairly
evenly divided between the two POPs.

POP Site #1 Charleston, WV, is equipped with the following WVDE owned servers on
which the filtering solution may be installed.

5 (five) Cisco UCS C200 M2 servers with following specifications:
Dual 2.40 GHz XEON E5620 Processor with 12 MB L3 cache, 16 GB DDR3 dimm, dual 300
GB SAS 15k drives in mirrored RAID, dual onboard gigabit copper Ethernet NICs,

I {(one) Cisco UCS C200 M2 server with following specifications:
Dual 2.40 GHz XEON E5620 Processor with 12 MB L3 cache, 16 GB DDR3 dimm, 4 (four)
2TB SAS 7.2k drives in RAID 5, dual onboard gigabit copper Ethernet NICs.

POP Site #2 Morgantown, WV, is equipped with the following WVDE owned servers on
which the filtering solution may be installed:

3 (three) Cisco UCS €200 M2 servers with following specifications:
Dual 2.40 GHz XEON E5620 Processor with 12 MB L3 cache, 16 GB DDR3 dimm, dual 300
GB SAS 15k drives in mirrored RAID, dual onboard gigabit copper Ethernet NICs.

If the server specifications and/or the number of servers listed above are not capable of fully

supporting the vendor's filtering solution, the vendor must include all appropriate servers or
appliances and associated costs in the respanse to this RFQ.
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The total number of computers to be filtered is approximately 200,000 computers,
Approximately 280,000 users utilize the K-12 network on a daily basis. The Internet filtering
must occur at the points in the network after which the K-12 core routers consolidate Internet
traffic but before the firewall dynamically changes the private 1P addresses to public 1P
addresses as shown in the diagram on attachment A. The filtering servers and reporting servers
must operate within the scope of the K-12 private network so that filtering control and reporting
will reflect the private IP addresses of the client computers. In the event that portable computers
are connected to residential, public, or other networks, an option must be available 1o provide
continued filtering of Internet web sites. No caching appliances are currently in use; however the
Internet filtering solution must support the option for the WVDE to install caching appliances.

The quoted solution must be designed to accommodate peak usage at each of the two POP sites,
Peak usage is defined as 100,000 computers, 140,000 users, and 10Gbps of bandwidth to the
Internet at each POP site.

1. DEFINITIONS: The terms listed below shall have the meanings assigned to them
below. Additional definitions can be found in section 2 of the General Terms and
Conditions.

1.1 “Contract Item” or “Contract Items” means the list of items identified in Section
3, Subsection | below,

1.2 “Filtering solution” is used to refer to all vendor provided software and hardware
used to perform Internet filtering and reporting functions, including but not limited

to application software, operating system and database software.

1.3 “Pricing Pages” means the schedule of prices, estimated order quantity, and totals
attached hereto as Exhibit A and used to evaluate the RFQ.

1.4 “Server” and “Servers” are used to refer to the hardware or appliances on which
any component of the filtering solution is installed.

.5 “RFQ” means the official request for quotation published by the Purchasing
Division and identified as EDD392953.
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2. GENERAL REQUIREMENTS:

2.1 Contract Items and Mandatory Requirements: Vendor shall provide
Agency with the Contract Items listed below on an open-end and continuing
basis. Contract Items must meel or exceed the mandatory requirements as
shown below.

The products and services that are bid must be capable of providing a level of service
appropriate for Internet Service Provider (ISP) facilities with 10 gigabits of Internet bandwidth.
School based or district based filtering solutions are not an acceptable response to this RFQ.

The WVDE currently has two independent Interet connections for the K-12 public schools.
Internet filtering solutions must be installed at both Points of Presence (POP). Because of the
diverse needs of schools, the WVDE must have selective filtering levels and capabilities for
delegated administration of tailored filtering policies or profiles for different subnets. Updates to
the filtering solution must be provided at least once cach day to ensure that the filtering database
is up-to-date using multiple methods and resources for the review of content on Interet sites.
The Internet filtering must meet the requirements of the E-rate program (refer to
http://www.usac.org/sl/) and the West Virginia Board of Education Policy 2460 that is available
online at hitp://wvde.state.wv.us/policies/policy.php?p=2460&alt=1. Information relevant to the
Children’s Internet Protection Act (CIPA) and the Federal requirement to implement Internet
filtering is detailed at the URL http://www.fce.gov/cgb/consumerfacts/cipa.html. The Children’s’
Online Privacy Protection Act (COPPA) must not be violated by any requirements of the
filtering solution to collect personal information about students. Refer to

http:/iwww. fie.gov/oge/coppal .htm for information about COPPA.

Section I —~ Current Environment

Approximately 750 public schools in 57 school districts of West Virginia are connected with a
privately addressed TCP/IP statewide network. The network uses the private Class A range of
10.0.0.0 IPv4 addresses. The POPs are equipped with Cisco 6513 switches that contain Cisco
router and Cisco PIX firewall modules that route and translate the private IP addresses to our
Class B 168.216.0.0 public network IP addresses. The Internet filtering shall be done at the two
POPs where the K-12 network is routed to the 1SP. The POPs are located in the WVNET
facilities in Morgantown, WV and in the shared facilities vault at Building 6 of the State Capitol
Complex at Charleston, WV. Each one of the two POPs connects approximately 100,000 unique
computers to the Internet with 10 gigabits/second of bandwidth. There are approximately
260,000 students and 20,000 staff who utilize the K-12 network daily. These users are fairly
evenly divided between the two POPs.
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POP Site #1 Charleston, WV, is equipped with the following WVDE owned servers on
which the filtering solution may be installed,

5 (five) Cisco UCS C200 M2 servers with following specifications:
Dual 2.40 GHz XEON ES620 Processor with 12 MB L3 cache, 16 GB DDR3 dimm, dual 300
GB SAS 15k drives in mirrored RAID, dual onboard gigabit copper Ethernet NICs.

I (one) Cisco UCS C200 M2 server with following specifications:
Dual 2.40 GHz XEON ES5620 Processor with 12 MB L3 cache, 16 GB DDR3 dimm, 4 (four)
2TB SAS 7.2k drives in RAID 5, dual onboard gigabit copper Ethernet NICs,

POFP Site #2 Morgantown, WV, is equipped with the following WVDE owned servers on
which the filtering solution may be installed:

3 (three) Cisco UCS €200 M2 servers with following specifications:
Dual 2.40 GHz XEON E5620 Processor with 12 MB L3 cache, 16 GB DDR3 dimm, dual 300
GB SAS 15k drives in mirrored RAID, dual onboard gigabit copper Ethernet NICs.

If the server specifications and/or the number of servers listed above are not capable of fully
supporting the vendor's filtering solution, the vendor must include all appropriate servers or
appliances and associated costs in the response to this RFQ.

The total number of computers to be filtered is approximately 200,000 computers.
Approximately 280,000 users utilize the K-12 network on a daily basis. The Internet filtering
must occur at the points in the network after which the K-12 core routers consolidate Internet
traffic but before the firewall dynamically changes the private IP addresses to public IP
addresses as shown in the diagram on attachment A. The filtering servers and reporting servers
must operate within the scope of the K-12 private network so that filtering control and reporting
will reflect the private IP addresses of the client computers. In the event that portable computers
are connected to residential, public, or other networks, an option must be available to provide
continued filtering of Internet web sites. No caching appliances are currently in use; however the
Internet filtering solution must support the option for the WVDE to install caching appliances.

The quoted solution must be designed to accommodate peak usage at each of the two POP sites

Peak usage is defined as 100,000 computers, 140,000 users, and 10Gbps of bandwidth to the
Internet at each POP site.
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2.1.1 Section II — Technical Requirements

The vendor bid must provide an Internet filtering solution capable of filtering 200,000
total computers in a network consisting of two POPs with 280,000 users. The solution must be
configured to support 100,000 client computers and 140,000 users using 10 gigabits/sec of
bandwidth at each POP.

The vendor must provide evidence of at least one current, successful installation of the Internct
filtering solution in a network configuration servicing 100,000 computers and 140,000 users with
10 gigabits/second of Internet bandwidth. This evidence must include details regarding the size
and scope of the successful project(s) as well as contact name(s) and phone number(s) for
customer(s) where the successful Internet filtering solution was implemented. The vendor must
submita memo from the successful customer (on customer’s letterhead, dated and signed)
describing the size and scope of the successful project, as well as any issues (if any) and how
they were resolved.

The filtering solution must be a POP based installation capable of providing a level of service
appropriate for an Internet Service Provider (ISP); a filtering solution which involves the
installation of filtering software or hardware within school districts or individual schools is not
acceptable.

The vendor must provide Internet filtering and reporting application software and all necessary
supporting software including, but not limited to, operating system and database software.

The Internet filtering solution must meet the requirements of this RFQ using servers/appliances
provided by the vendor or when installed on the WVDE owned equipment identified in Section 1
~ Current Environment.

The WVDE will provide server hardware, equipment racks, networking components and cabling
as specified in Section | — Current Environment.

The filtering solution must support gigabit speed, copper based, Ethernet network interfaces.
The filtering solution must not exceed a total of 12 servers or appliances at each POP.

The total of all hardware components of the filtering solution for each POP must be rack
mountable and not occupy more than 24 units of rack space (about 48”) at each POP site. The
equipment must operate on 110-120 Volts AC power.

In the event the winning bid does not meet the requirements of this RFQ when installed on
vendor provided server/appliances or on the existing equipment identified in Section I-Current
Environment, the vendor must provide additional servers and any other associated installation,
shipping, labor and configuration expenses at no cost to the WVDE or the contract will be
immediately terminated.
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There must be no requirement for any configuration changes of any networking equipment or
computers that are connected to the private WV K-12 network at the school districts or
individual schools.

The filtering solution must provide client software which can be installed on mobile computers
that will enforce the same filtering parameters whether a mobile computer is connected to the
WV K-12 network or connected by wired or wireless networking to the Internet via any other
Internet service provider. The client software must not be a VPN (virtual private networking) or
similar type of client and must not rely on a web browser setting such as proxy server
configuration.

The filtering solution must have the capability to filter based on the IP address of the client
computer and not require user authentication.

The filtering solution must have the capability to be integrated with unified authentication
systems such as LDAP and Aclive Directory service.

The Internet filtering solution must be engineered and operate with redundancy such that the
failure of one server or appliance at a POP will not reduce the capability to provide filtering for
100,000 computers and 140,000 users at 10 gigabits/sec of throughput.

2.1.2 Internet Filtering

The filtering solution must provide a web based interface for all management and configuration
lasks which can be performed by WVDE,

The filtering solution must have the capability to be configured to block Internet access in the
event of the failure of the filtering solution at a POP so that unfiltered Internet access is
prevented.

‘The Internet filtering solution provided as a result of this RFQ must be verified by the vendor to
mect the requirements of the Children's Internet Protection Act (CIPA) (refer to
hitp://www.fee.pov/puides/childrens-internet-protection-act) and the West Virginia Board of
Education Policy 2460 which is available online at

hitp://wvde state.wv.us/policies/policy.php?7p=2460&alt=1.

Specifically, CIPA states that technology protection measures (filtering solutions) must
block or filter Internet access to pictures that are: (a) obscene; (b) child pornography; or
(c) harmful to minors. The filtering solution must block access to this CIPA specified
content.
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CIPA also states that schools receiving E-Rate must monitor the online activities of
minors. Therefore, the Internet filtering solution must include the ability to configure
logging of all allowed and blocked Internet requests.

The filtering solution must be verified by the vendor to comply with the Children’s Online
Privacy Protection Act (COPPA) (refer to http://www.fte.gov/opc/coppal .htm). The filtering
process must not require the collection of any personal information from any users under the age
of 13.

The filtering solution must provide the capability for the WVDE to selectively enable filtering of
content based on categories of web sites or individual web sites using the http and hups
protocols.

The vendor must include all categories that the vendor offers on the product. The vendor must
not offer a reduced number of categories in an attempt to reduce costs by providing only the
categories that are identified in this RFQ.

The vendor must provide, but is not limited to, the pre-populated categories of the following
classifications or equivalent classifications of content on web sites:

-Pomography

-Obscenity

-Dating (including sites for the purpose of establishing personal relationships)
-Gambling

-Criminal Activities (sites that condone or provide instructions for criminal activity)

-lllegal Drugs (sites that condone or provide instructions for illegal drug use, manufacturing and
distribution) :

-Anonymous Proxies (anonymizers to bypass filtering or hide the true source of Internet activity)

-Computer crimes, cracking and hacking (sites that condone or provide instructions for these
aclivities)

-Malicious code (sites that contain, distribute, or execute malicious code such as malware,
viruses, root kits, bots, ele or retrieve information from computers that are infected with

malicious code)

-Instant messaging sites
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-Peer to Peer (P2P sites)

-Phishing (fraudulent sites that imitate authentic sites, often to lure people into submitting
personal or financial information.)

-Hate, racism, discrimination (sites that condone or encourage violence against or suppression of
any minorities or grouping based on race, religion, sexual orientation, ethnicity or any other
social grouping characteristic)

The filtering solution must have the capability to allow or deny access to any individual web
site, URL, or IP address whether or not it is included in any vendor provided category.

The filtering solution must have the capability to permit the WVDE to create unlimited
additional custom categories.

The filtering solution must have the capability to permit the use of “regular expressions”
(includes wild-card characters and other variables to specify complex text strings) when creating
custom allow or deny lists of URL web addresses or search terms.

The filtering solution must have the capability to block traffic related to peer-to-peer file sharing
protocols,

The filtering solution must have the capability to enforce the “safe searching” mode of Google,
Bing and Yahoo search engines, regardless of the settings chosen by an end user while accessing
those search engines.

The filtering solution must provide capabilities to create manageable client groups based on [P
address ranges and assign names to those groups.

The capability must exist to delegate management of groups by creating additional
administrators with restricted rights who can be assigned to manage filtering parameters for
speeific groups.

The filtering solution must provide for customizable, granular permissions so that additional
administrator/user accounts can be tailored on a user by user basis to match the rights of a user to
the tasks that a user needs to perform.

The filtering solution must have the capability to selectively display WVDE customized “site
blocked” pages based on the client group and/or the categorization of the blocked web site.

The filtering solution must have the capability to selectively display WVDE customized

“informational” pages based on the client group and/or the categorization of web sites to which
access is allowed.
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The filtering solution must have the capability to be configured to only perform filtering of
outgoing requests and to perform no filtering of incoming traffic.

The product offered by the vendor must perform Internet filtering primarily by comparing
outgoing requests to a database of categorized URLs and IP addresses to determine whether an
attempt to access a site on the Internet is to be blocked or permitted.

Any other Internet filtering methods of the filtering solution, such as “on the fly” evaluation of
incoming content, must be able to be selectively disabled at the option of the WVDE,

The filtering solution must provide a web based display of status and performance graphs for all
components of the filtering solution.

The filtering solution must have the capability for the WVDE to set customized filtering policies
based on the time of day and the day of the week for individual IP addresses and/or groups of
client TP addresses.

The Intemet filtering solution must not masquerade, spoof or change the source IP address of
the computers on the K-12 network. The source II* address of the client computer must be
passed to the PIX firewall.

The Internet filtering and reporting servers must operate on and report on the 10.0.0.0 private
network IP addresses of the WVDE K-12 network.

The filtering solution must have a synchronization capability. Synchronization means that when
the WVDE makes a filtering configuration change using the web management tool, that change
will be distributed to all of the filtering servers at both POPs. That change distribution must take
effect automatically within S minutes after the act of saving the configuration change, or be
accomplished manually with no more than 5 mouse clicks after the configuration change is
saved.

2.1.3 Internet Use Reporting

The filtering solution must provide a web-based reporting application and a minimum of one
terabyte of log file storage at each POP.

The filtering solution must provide a method for the WVDE to download log files in a generic
text format for analysis and archival storage.

Complete details of web browsing activity must be stored in log files and must include, at a
minimum, the complete URL, date and time and P address of the client computer.

All end user functions of the reporting application must be accessible via a web interface.

Revised 10/18/2012
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contract. The vendor is responsible for any transportation, and lodging costs of the installer, as
well as for any freight or shipping charges for equipment. ’

The Intemet filtering solution must support the bandwidth requirements of 10 gigabits/sec and
100,000 client computers/140,000 users at each one of the two POPs as identified in the
specifications in Section 1I-Technical Requirements.

The vendor understands that technical support includes verifying that all hardware and/or
software remains operational in the event of WVDE modification, replacement or upgrade of any
servers or network configurations that impact the functioning of the filtering solution. These
coslts are to be included in the line item for technical support on the cost page.

Toll-free telephone and e-mail technical support must be available 7:00 AM to 5:00 PM Monday
through Friday, Eastern Time (GMT -0500) for designated WVDE networking staff. Any costs
associated with this requirement are to be included in the line item for technical support on the
cost page.

The vendor must provide a function that permits any user of the WV K-12 network to submit a
web site to be reviewed and appropriately categorized by the vendor. This function allows the
vendor to receive feedback with the intent of improving delivery of services or product
functionality.

2.1.7 Vendor Response

The vendor shali complete the Cost Worksheet.

The vendor must provide evidence of at least one current, successful installation of the Internet
filtering solution in a network configuration servicing 100,000 or more computers/140,000 users
with 10 gigabits/second or more of Internet bandwidth. The following table shall be used in the
vendors response.

h’mjt‘c! Name IComacl name and phone number
|

| - - —

|

[

i

i‘

1

B E R R
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If the vendor fails to identify any costs that are required to meet the terms, requirements and
conditions of this Quotation, it shall be the responsibility of the successful vendor to pay those
costs and such costs will not be passed on to the WVDE or the State of West Virginia.

Pricing must be stated on the basis of one-year contracts.

The actual number of licenses purchased may vary from year to year. The quantities of
computers and users listed on the Cost Worksheets are estimates only. The actual quantity to be
purchased will be specified in a purchase order relcase.

Filtering licensing prices must be quoted based on the number of users filtered annually so that
the WVDE can determine the basis of the pricing submitted in the quote.

Software updatesfupgrades and technical support must be priced on an annual basis and this item
is reflected as such on the cost page.

The vendor is responsible for any costs due to product end of life that will require replacement or
upgrading of the vendor provided software or hardware during the term of the contract.

3. CONTRACT AWARD:

3.1 Contract Award: The Contract is intended to provide Agencies with a
purchase price on all Contract Items. The Contract shall be awarded to the
Vendor that provides the Contract Items meeting the required specifications
for the lowest overall total cost as shown on the Pricing Pages. The Unit
Cost per each item listed on the Pricing Page shall remain firm for the life of
the contract.

Pricing Pages: Vendor should complete the Pricing Pages and All Quotes shall be all inclusive.
No separate reimbursements will be made (or travel, freight, or any other expense.

The Contract shall be awarded to the responsible Vendor with the lowest grand total costs to
provide a complete Internet filtering solution, including software, filtering updates, licensing,
technical support and maintenance according to the specifications. As previously explained, the
vendor must also include servers in the bid if the filtering solution cannot meet the requirements
of this RFQ when installed on the WVDE equipment identified in Section I - Current
Environment.

The contract shall be for a period of one year with the potential for two (2) one year renewals.
The actual number of licenses purchased each year will be based on a count of end users,
provided by the WVDE, on the date of the annual contract renewal(s). Contract renewals for

Revised 10/18/2012
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years two and three shall include software license fees, filtering updates, technical support and
maintenance, and may also include any additional item(s) listed in the vendor response meeting
specifications.

1.1 Vendor should complete the Pricing Pages in their entirety as failure to do
so may result in Vendor’s bids being disqualified. Additional information
can be found on the Pricing Pages.

The Pricing Pages contain a list of the Contract Items. No future use of the
Contract or any individual item is guaranteed or implied.

Notwithstanding the foregaing, the Purchasing Division may correct errors
at its discretion. Vendor should type or electronically enter the information
into the Pricing Pages to prevent errors in the evaluation. The Pricing Pages
were created as a Microsoft Excel document and Vendor can request an
electronic copy for bid purposes by sending an email request to the
following address: Connie.S.Oswald@wv.gov

2. ORDERING AND PAYMENT:

2.1 Ordering: Vendor shall accept orders by regular mail, facsimile, e-mail, or any
other written forms of communication. Vendor may, but is not required to, accept
on-line orders through a secure internet ordering portal/website. 1f Vendor has the
ability to accept on-line orders, it should include in its response a brief description
of how Agencies may utilize the on-line ordering system. Any on-line ordering
system must have the capability to restrict prices and available items to conform to
the Catalog originally submitted with this RFQ. Vendor shall ensure that its on-
line ordering system is properly secured prior to processing Agency orders on-line.

22 Payment:  Vendor shall accept payment in accordance with the payment
procedures of the State of Wesl Virginia.

Revised 10/18/2012
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MISCELLANEOUS:

33

3.6

No Substitutions: Vendor shall supply only Contract Items submitted in response
to the RFQ unless a contract modification is approved in accordance with the
provisions contained in this Contract.

Vendor Supply: Vendor must carry sufficient inventory of the Contract ltems
being offered to fulfill its obligations under this Contract. By signing its bid,
Vendor certifies that it can supply the Contract Items contained in its bid response.

Reports:  Vendor shall provide quarterly reports and annual summaries to the
Agency showing the Agency’s items purchased, quantities of items purchased, and
total dollar value of the items purchased. Vendor shall also provide reports, upon
request, showing the items purchased during the term of this Contract, the quantity
purchased for each of those items, and the total value of purchases for each of those
items. Failure to supply such reports may be grounds for cancellation of this
Contract.

Cancellation: The Director of Purchasing reserves the right to cancel this contract
immediately upon written notice to the vendor if the commoditics and /or services
supplied are of an inferior quality or do not conform to the specifications of the bid
and contract herein.

The vendor shall not knowingly make or submit false material statements or
information, If false or fraudulent information is provided, the awarded
contract shall be cancelled and awarded to the next lowest bidder meeting
specifications,

Renewals: This contract may be renewed upon the mutual wrilten consent of the
spending unit and vendor, submitted to the Director of Purchasing thirty (30) days
prior to the expiration date, Such renewal shall be in accordance with the terms and
conditions of the original contract and shall be limited to two (2) one year periods.

Contract Manager: During its performance of this Contract, Vendor must
designate and maintain a primary contract manager responsible for overseeing
Vendor’s responsibilities under this Contract. The Contract manager must be
available during normal business hours to address any customer service or other
issues related to this Contract. Vendor should list its Contract manager and his or
her contact information below,

Contract Manager: Tara Barbieri - Director, Program Manager
Telephone Number: 203-851-7144

Fax Number:

Email Address: tara@cdwg.com

Revised 10/18/2012

31



REQUEST FOR QUOTATION
IEDD392953 Internet Filtering and Reporting Solution

Note 1: A mobile computer requires special client software that will force the computer to be
filtered even when it is disconnected from the K-12 network and connected to any other network
which provides Internet access. If there is no price difference for mobile computers, enter the same
unit cost as for computers on the K-12 network.

Note 2: Costs for training and installation, configuration and testing must be inclusive of all
incidental costs. Travel expenses, training materials and other reimbursable expenses will not be
paid separately. The distance between Charleston and Morgantown WV is approximately 180
miles.

Item Pricing;:

This worksheet is for vendors to identify items, quantities and provide prices. The vendor should
indicate “No Cost” or “N/A” in the appropriate cells or blanks of the cost worksheet for which
there are no separate or applicable costs. Any cost area that is left blank will be assumed to be “No
Cost.” The vendor may add notes to explain or clarify the bid.

* Vendor is encouraged to provide unit pricing for cach of these items. However, it shall be the
responsibility of the vendor to determine sufficient quantities needed for the scope of work
outlined in the RFQ. For example, the quantity of servers needed to provide coverage for the
WVDE’s network may be set at one for vendor A, but be determined to be 5 by vendor B, due to
design efficiencies.

Signature: \
~ \

Company Name:_ ’_(,}_DVMQoyerQnent LLC

Address: 230 N. Milwaukee Ave., Vernon Hills, IL 60061

Phone: 866.850.5724
Fax: 847-990-8190

limail:m“@piﬂ@ cdw.com

Revised 10/18/2012
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** To be signed upon award **

WV-96A AGREEMENT ADDENDUM FOR SOFTWARE

Rev. 12/12

In the event of conflict between this addendum and the agreemsnt, this addendum shall control:

16.
17.

19.
20

21

DISPUTES - Any references in the agreement (o arbitration of to the junisdiction of any court are hereby deleted  Disputes ansing out of the
agreement shall be presented to the West Virgina Court of Claims

HOLD HARMLESS - Any provision requiring the Agency to indemnify or hold harmless any pany is hereby deleted in its entirety

GOYERNING LAW - The agrezment shall be govemed by the laws of the State of West Virginia. This provision replaces any references to any
other State's governing law. s ¥ ¢ p P d ‘ y

TAXES - Provisions in the agreement requiring the A'gmcdv‘ to pay taxes are deleted  As a State entity, the Agency s exempt from Federal, State,
mﬁcali‘laus and will not pay taxes for any Vendor including individuals, nor will the Agency file any tax returns or reports on behatf of Vendor
or any other party

PAYMENT - Any references to prepayment are deleted. Fees for sofiware licenses, subscriptions, or maintenance are payable annually in advance
Payment for services will be in arrears

FISCAL YEAR FUNDING - Service performed under the agreement may be contipued in succeeding fiscal years for the term of the agréement
contingent upon funds being appropriated by the Legislature or otherwise being available for this service. In the event funds are not appropriate
orotherwise available for this service, the agreement shall terminate without penalty on June 30. After thatdate, the agreementbecomes of no effect
and is null and void. However, the Agency agrees to use its best eflorts to have the amounts conlemplated under the agreement included in its
budget. Non-appropriation or non-funding shall not be considered an event of default.

STATUTE OF LIMITATION - Any clauses limiting the time in which the Agency may bring suit against the Vendor, lessor, individual, or any
other party are deleted.

SIMILAR SERVICES - Any provisions limiting the Agency’s right to obtain similar services or equipment in the event of default or non-funding
during the term of the agreement are hereby deleted.

FEES OR COSTS - The Agency recognizes an obligation to pay attorney’s fees or costs only when assessed by a court of cempetent jurisdiction
Any other provision is invaﬁd and considered null and void.

ASSIGNMENT - Notwithstanding any clause to the conlrary, the Agency reserves the right to assign the agrecment to another State of West
Virginia agency, board or commission upan thirty (30) days written notice to the Vendor and Vendor shall obtain the written consent of Agency
priot to assigning the agreement,

LIMITATION OF LIABILITY - The Agency, as a State entity, cannol agree to assume the potential liability of a Vendor. Accordingly, any
provision in the agreement limiting the Vendor's liability for dirc\:ldzm;z%cs_ is hereby deleted. Vendor's liability under the agreement shall not
exceed three times the total value of the agreement. Limitations n special, incidental or conscgucnlial damages are acceptable In addition, any
limitation is null and void to the extent that it precludes any action for injury to persons or for damages to personal property.

RIGH !‘TOTE TINATE - Agency shall have the ri }nlnlcnﬂina!cth:agm:rmntuponl.hirty(l[)?dayswriucn notice to Vendor. Agency aprees
tog:;y endor for services rendered or goods rcccivc% prior to the effective date of termination. [n such event, Agency will not be entitled to a
refund of any software license, subscriplion or maintenance fees paid.

TERMINATION CHARGES - Any provision requiring the A]Ecncy to\;)ay a fixed amount or liquidated damages upon termination of the
agreement is hereby deleted. The Agency may only agree to reimburse a Vendor for actual costs incurred or losses sustained during the current
fiscal year due to wrongful termination by the Agency prior 1o the end of any current agreement term

RENEWAL - Any reference to antomatic renewal is deleted  The agreement may be renewed onty upon mutual written agreement of the parties

INSURANCE - Any provision sequiring the Agency to purchase insurance for Vendor's property isdeleted. The State of West Virginia is insured
through the Board of Risk and Insurance Management, and will provide a certificate of property insurance upon request

RIGHT TO NOTICE - Any provision for 1cpossession of equipment without notice is hereby deleted However, the Agency does recognize a
right ol repossession wath notice.

ACCELERATION - Any reference to aceeleration of payments in the event of default or non-funding is hereby deleted

CONFIDENTIALITY -An ‘PIUVES}.DI_I. regarding confidentiality of the terms and conditions of the agreement is hereby deleted. State contracts
are public records under the West Virginia Freedom of Information Act

AMENDMENTS - All amendments, medifications, alterations or changes to the agreement shall be in writing and siFned by both partics. No
amendment, modilication, alteration or change may be made to this addendum without the express wintten approval of the Purchasing Division
and the Attomey General

ACCEPTED BY:
STATE OF WEST VIRGINIA YENDOR

Spending Unit:

Company Name.

Signed: e - Signed: _ o -
Tule: e Tade: o o
Date Date:

**To be signed upon award **
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Attachment

pon Ebb372953

This agreement constitutes the entire agreement between the parties, and there
are no other terms and conditions applicable to the licenses granted hereunder.

Agreed

Signature Date Signature Date
Title Title

Company Name Agency/Division

** To be signed upon award **
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State of West Virginia
Purchasing Division

Post Office Box 50130
Charleston, WV 25305-0130

Department of Administration

2019 Washington Street East
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D)

)

SOLICITATION NUMBILIR:  EDD392953
Adc]_gndum Nu’mbcr:uo'l

The purpose of this addendum is (o modify the solicitation identified as
(“Solicitation”) to reflect the change(s) identificd and described below.

Applicable Addendum Category:
| | Modify bid opening date and time
| | Modify specifications of product or service being sought
[v'|  Attachment of vendor questions and responses
[ | Attachment of pre-bid sign-in sheet
[ ] Correction of ervor

[ | Other

Deseription of Modification to Solicitation:

1. To provide answers to questions received.
2. To provide the addendum acknowledgmenl.

Additional Documentation: Documentation related to this Addendum (ifany) has been
included herewith as Attachment A and is specifically incorporated herein by reference,

Terms and Conditions:

L. All provisions of the Solicitation and other addenda not modificd herein shall remain in
full force and effect.

2. Yendor should acknowledge receipt of all addenda issued for this Solicitation by
completing an Addendum Acknowledgment, a copy of which is included herewith,
Failure to acknowledge addenda may result in bid disqualification. The addendum
acknowledgement should be submitted with the bid (o expedite document processing.,

Revised 6/8/20012
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Questions & Responses

No. Itis not required that each appliance/server have 10Ghps interfaces. The solution must

support 10Ghps of total bandwidth, which is the tolal bandwidth at each POP. All traffic should
not pass through the appliance(s)/server(s) — only web requests pass through the filtering
device(s). Therefore the solution must be capable of supporting filtering of 10Gbps total
bandwidth. This can be accomplished with a single device with a 10Gbps interface or with
multiple devices with smaller interfaces which collectively support the total required bandwidth.

Do they require anti-malware scanning as parl of the filtering solution?

Inline with multiple devices handling requests via round-robin routing.

Netsweeper is the vendor currently providing a filtering solution installed on equipment outlined

| iQ. Dowtl’{ey require 10g interfaces on the fillering hﬁimﬁhces?
1R,
2Q. nma
2R, | No
3Q. i)()“ih(‘,y have load balancers at their two POPs?
3R, [N
4Q, “How is their current snluli(;n_da)loyed? Iriline, proxy; weep?
AR. TG
—5_(1 Fxlslm_g MF_illering an_d"i_{a;msnd-l-u'tinns in p1'éicie’fm;\7\;';r’ )
5R.
in Section 1 - Current Fnvironment,
(;_Q ‘Are there any addendums to date for this RFQ?
6R. Nc_), as o-f_t_c)-day, Ma_y__Z-B, 2013, '




\ BILL TO:

WEST VIRGINIA DEPT OF
EDUCATION

1900 KANAWHA BLVD E
BUILDING 7, ROOM 5

Accounts Payable
CHARLESTON , WV 25305-0009
Customer Phone #304.558.7880
ACGCOUNTMANAGER
MIKE PINTO 866.850.5724
QTY: ITEMINO.
20 2735622
20 2435997
10001 2472283
4 2186286
180000 2383156
1 2769153
6 2806500
6 2775192
1 1706188
1 076980
1 931000
2 2803261

CDWG.com | 800.594.4239

SHIP TO:

WEST VIRGINIA DEPT OF EDUCATION
Attention To: CONNIE OSWALD

1900 KANAWHA BLVD E

BUILDING 7, ROOM 5

CHARLESTON , WV 25305-0009
Contact: CONNIE
OSWALD  304.558.2157

Customer P.O. # RFP WEB FILTERING

SHIRPINGIMETHOD

DESCRIRTION

MCAFEE FED WEB GTW 5500 APPL B 1+

Mfg#: WBG-5500-BI

Contract: WV State and Local Government Pricing
List Price $20995.00
Electronic distribution - NO MEDIA
MCAFEE WEB GTW 5500 APPL B-1YR GL+

Mfg#: WBG5500BARMAI

Contract: WV State and Local Government Pricing
List price $ 4199.00
1 year supperl for line 1
Electronic distribution - NO MEDIA
MCAFEE WEB PROT STE 1:1 10001-20K

Mfgit: WPSECE-AA-JI

Contract: WV State and Local Government Pricing
List price $9.37
includes a year of support
Electronic distribution - NO MEDIA
MCAFEE GHE SOL SVC SML DPLY CONSULT

Mfg#: MD-SMALL-DEPLOYI

Contract: WV State and Local Government Pricing
List price $17,000
Electronic distribution - NO MEDIA
MCAFEE WEB SEC P:1 50001+

Mfg#. WSGCKE-AA-LI

Contract: WV State and Local Government Pricing
List price $ 7.56
includes a year of support
Electronic distribution - NO MEDIA
HP SB PROLIANT DL385P GENS8 6234

Mfg#: 686852-501

Contract: WV State and Local Government Pricing
HP SB 8GB 2RX4 PC3L-10600R-9 KIT

Mfg#: 647877-S21

Contract; WV State and Local Government Pricing
HP 900GB 6G SAS 10K 2.5 GENS8

Mfg#: 652589-521

Contract: WV State and Local Government Pricing
CDW HARDWARE INSTALL SERVER

Mfg#: HWINSTALLSERVER

Contract: WV State and Local Government Pricing
CDW NETWORK OPERATING SYSTEM INSTALL

Mfg#: INSTALLNETOS

Contract: WV State and Local Government Pricing
CDW NETWORK APPLICATION INSTALL

Mfg#: INSTALLNETSOFTWAR

Contract: WV State and Local Government Pricing
ACAD MS MBA WIN SRV STD 2012 2PROC

Mfg#. P73-05828

Contracl: WV State and Local Government Pricing
Electronic distribution - NO MEDIA

TERMS

UPS Ground (2- 3 Day) Ne‘,;glgi‘fc'g‘”’t

SALES QUOTATION

QUOTE NO

UNITPRICE
10,224.00

2,5656.00

6.10

16,000.00

0.85

2,825.00

88.00

623.00

30.00

230.00

120.00

210.00

ACCOUNT NO.

EXEMPIION CERTIFICATE

OE400SPS |

DATE

l DMPQ?53‘ 6280704 ’ 6/10/2013

GOVT-EXEMPT

EXTENDED PRICE
204,480.00

51,120.00

61,006.10

64,000.00

161,500.00

2,825.00

528.00

3,738.00

30.00

230.00

120.00

420.00




12 2668369 ACAD MS MBA SQL SRV STD CORE 2LIC 870.00 10,440.00
Mfg#: 7NQ-00256
Contract: WV State and Local Government Pricing
Electronic distribution - NO MEDIA

SUBTOTAL 560,437 10
FREIGHT 0.00
TAX 0.00

US currancy

TOTAL ® 560,437.10

Please remit payment to:
CDW Government

CDW Government 75 Remittance Drive
230 North Milwaukee Ave. Suite 1515
Vernon Hills, IL 60061 Fax: 847.990.8190 Chicago, IL 60675-1515

This quote is subject to CDW's Terms and Conditions of Sales and Service Projects at
http:/iwww.cdw.com/content/terms-conditions/product-sales.asp
For more information, contact a CDW account manager.



References

CDWG would be happy to supply customer introductions to our customer references should
McAfee be considered a finalist in the selection process. We are careful to protect our reference
customers from inquires as we are respectful of their privacy and available time and resources.
In the event a reference call is needed in the near future, we would be happy to reach out to the
following customers: Merck, FedEx, Advance Auto Parts and LA County School District to
establish an introduction to one of them for you. These reference names are provided based on
the RFP requirements and a reference call will be established based on this selection process
and reference availability. Please contact your account manager, Mike Pinto, at 866-850-5724
listed in this RFP if you have any questions.

LA School District: 110,000 users
FedEx: 200,000 users
Merck: 72,000 users

Advance Auto Parts: 50,000 users



Key Points

Our global team of security specialists
implements the best practices vital
to any successful security rollout,
regardless of size, enabling you to
lock in leng-term advantages for
both your IT environment and your
business.

Benefits
Ensure your McAfee products are
correctly configured:

*Integration with existing
infrastructure

* Delivers rapid retufn on your
security investment (ROI)

* Hands-on knowledge transfer
provides an introduction to
deployment, configuration, and
common administration practices

Additional Services

McAfee Solution Services helps you:

* Align business and security objectives
* Meet compliance requirements

* Achieve comprehensive planning
and guidance

+ Effectively maintain your McAfee
security solutions

* Apply operational best practices
* Prepare for upgrades and migrations

Data Sheet

@ McAfee

McAfee Solution Services
Packaged Implementation Offerings

Essential Services for McAfee® Web Gateway

Intelligent security by design: Expert advice to help you realize the full value of
your McAfee security solution. The McAfee Solution Services delivery methodology
utilizes best practices enabling faster product implementation and the powerful new
rules-based engine in your McAfee Web Gateway.

McAfee Solution Services

McAfee Solution Services offers a team of
certified security experts who provide a unique
combination of knowledge, experience, and
resources to reduce implementation risk,
accelerate time to protection, and optimize the
return on your security technology investment.

McAfee Solution Services Ohjectives
McAfee Solution Services implementation
packages focus on the plan, design, and
implement phases of your McAfee security
solution deployment.

aE s
Mplement

Reactive

Additional services are available to provide a
customized solution that aligns your business
needs and compliance objectives throughout
the security management lifecycle.

Reduce Implementation Delays

Reduce the delays that can result from the initial
learning curve of new technologies, costly fault-
finding, and remediation.

Product Installation

+ McAfee Web Gateway

» McAfee Web Reporter

+ Install product extensions for integration with

McAfee ePolicy Orchestrator® (McAfee ePO™)
software

Product Management
+ Centralized management
* Integration with McAfee ePO software

Maximize Value

Rely on a proven methodology to help you
fully leverage McAfee technology sclutions and
maximize your investrnent. Our services span
the entire McAfee portfolio of solutions, from
security risk assessments to comprehensive,
customized deployments.

Integrate and Lower TCO
Centralized management and integrated solutions
make it easy and cost effective for companies.



Key Advantages
McAfee Solution Services delivery
follows a proven methodology:

* Provides a set of actionable plans

+ Delivered by McAfee Product
Specialists

* Learn during your implementation

Ordering Information

Three packaged implementation
offerings are available to meet
your organization's deployment
objectives:

* MD-SMALL-DEPLOY
* MD-MID-DEPLOY
* MD-LARGE-DEPLOY

Customer Requirements

* Complete the pre-engagement
questionnaire

+ Complete and verify system
backups in accordance with
your requirements

* Completed architecture design
diagrams

* Physical installation of appliances

» Complete the firewall configuration
for use with the McAfee Web
Gateway

* An existing McAfee ePO software
installation, where integration is
required
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2821 Mission College Baulavard
Santa Clara, CA 95054

888 847 8766
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Data Sheet

Description of Services

McAfee Solution Services Packaged Implementation Offerings

Scope Small-Deploy Mid-Deploy Large-Deploy

Installation of McAfee Web Gateway Up to five at Up to 10 at up Up to 20 at up
one site to two sites to four sites

Installation of McAfee Web Reporter One Up to two Up to two

Development of URL category filtering rule sets

Up to five total

Up to 10 total Up to 25 total

Development of gateway anti-malware rule sets

Up to two total

Up to four total Up to 10 total

Apply baseline policy configuration

Included

Included Included

Planning

McAfee will review the current network architecture,
change contral, and other business processes to
facilitate the implementation of your McAfee
security solution.

Design and Installation
« Execute the initial installation wizard
» Set IP addresses
» Domain names
» DNS
» NTP servers

Configuration and Deployment
+ Import product licenses
* Configuration and connectivity testing

+ Creation of McAfee Web Gateway user
accounts and permissions

« Apply baseline policies

+ Configuration of custom options per
customer requirements

« Configure logging options

+ Configure notification options

« Customization of block pages

+ Conduct end-user testing

+ Configuration of log sources

» Configuration of reporting accounts
and authentication

+ Creation of scheduled reports

Knowledge Transfer

Knowledge transfer to your team occurs interactively
during the course of the engagement and covers
the installation, configuration, and administration
of the McAfee security solution.

Learn More

For comprehensive, proactive protection across
the enterprise, McAfee Solution Services offers
customized services for businesses with complex
requirements. Visit www.mcafee.com, or email
us at SolutionServices@mcafee.com.

McAfee, the McAfee logo, McAfee ePolity Orchestrator, and McAfee ePO are registered trademarks or trademarks of Mcafee, Inc or its
subsidiaries in the United States and other countries. Other marks and brands may be claimed as the praperty of others. The product plans,
specifications and descriptions herein are provided for information only and subject to change without notice, and are provided without

warranty of any kind, express ar implied Copyright ©2011 McAfee, Inc

30508ds mwg-packaged-essentials 0611 fnl ASD



Reguirements Response

POP Site #1 Charleston, WV, is equipped with the following WVDE owned servers on which the filtering
solution may be installed. ‘

8 (eight) Dell 2850 servers with following specifications:
3 GHz XEON Processor with 2 MB cache, 2 GB DDR2 dimm, dual 73GB scsi drives in mirrored RAID, dual
onboard gigabit copper ethernet NICs.

1 (one) Dell 2850 servers with following specifications:
3 GHz ZEON Processor with 2 MB cache, 2 GB DDR2 dimm, dual 73GB scsi drives in mirrored RAID, dual
onboard gigabit copper ethernet NICs, and one 1 TB storage for reports and log files.

POP Site #2 Morgantown, WYV, is equipped with the following WVDE owned servers on which the
filtering solution may be installed:

8 (eight) Dell 2850 servers with following specifications:
3 GHz XEON Processor with 2 MB cache, 2 GB DDR2 dimm, dual 73GB scsi drives in mirrored RAID, dual
onboard gigabit copper ethernet NICs.

1 (one) Dell 2850 servers with following specifications:
3 GHz XEON Processor with 2 MB cache, 2 GB DDR2 dimm, dual 73GB scsi drives in mirrored RAID, dual
onboard gigabit copper ethernet NICs, and one 1 TB storage for reports and log files.

If the servers described above are not adequate to support the vendor's filtering solution, the vendor
must include appropriate servers or appliances and associated costs in the response to this RFQ.

The total number of computers to be filtered is approximately 140,000 computers. The Internet filtering
must occur at the point in the network after which the K-12 core routers consolidate Internet traffic but
before the firewall dynamically changes the private IP addresses to public IP addresses as shown in the
diagram on attachment A. The filtering servers and reporting servers must operate within the scope of
the K-12 private network so that filtering control and reporting will reflect the private IP addresses of
the client computers. In the event that portable computers are connected to residential, public, or other
networks, an option must be available to provide continued filtering of Internet websites. No caching
appliances are currently in use: however the Internet filtering solution must support the option for the
WVDE to install caching appliances.

Section Il = Technical Requirements

General

The vendor bid must provide an Internet filtering solution capable of filtering 200,000 total computers in
a network consisting of two POPs. The solution must be configured to support 100,000 client computers
and 140,000 users using 10 gigabits/sec of band width at each POP.

The vendor must provide evidence of at least one current, successful installation of the Internet filtering
solution in a network configuration servicing 100,000 computers and 140,000 users with 10
gigabits/second of Internet bandwidth. This evidence must include details regarding the size and scope
of the successful project(s) as well as contact name(s) and phone number(s) for customer(s) where the
successful Internet filtering solution was implemented. The vendor must submit a memo from the
successful customer (on customer's letterhead, dated and signed) describing the size and scope of the
successful project, as well as any issues (if any) and how they were resolved.

1



Reguirements Response

The filtering solution must be a POP based installation capable of providing a level of service appropriate
for an Internet Service Provider; a filtering solution which involves the installation of filtering software or
hardware within school districts or individual schools is not acceptable.

CDWG Response:

The proposed McAfee Web Gateway solution can accommodate your network design in a number of
ways. The MWG controls traffic that originates from clients (including individual computers or servers)
on the internal network. Typically, the web proxy is deployed between clients and the firewall where it
intercepts requests for content from clients to outside web servers.

The web proxy can be configured as a transparent proxy or an explicit proxy.

The McAfee Web Gateway can leverage the Cisco-developed Web Cache Communication Protocol
(WCCP). This content-routing protocol provides a mechanism to redirect traffic flows in real-time. It has
built-in load balancing, scaling, fault tolerance, and service-assurance (failsafe) mechanisms. By
leveraging existing Cisco infrastructure, transparent deployment of McAfee Web Gateway can be
achieved with minimal effort,

When configured as a transparent proxy, an MWG appliance is invisible to client devices. Connections to
the web are intercepted by WCCP on existing Cisco switches or a load balancer and redirected directly
through the device. Client applications, such as web browsers, do not have to be configured to
accommodate the appliance. Additionally, a transparent configuration eliminates the possibility of users
reconfiguring their web browsers to bypass the appliance without the knowledge of a WVDE
administrator,

When configured as an explicit proxy, an MWG appliance acts on behalf of client web browsers to
handle requests to the web server.
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The vendor must provide Internet filtering and reporting application software and all necessary
supporting software including, but not limited to, operating system and database software.

A

CDWG Response: (Complies)

The Internet filtering solution must meet the requirements of this RFQ using servers/appliances
provided by the vendor or when installed on the WVDE owned equipment identified in Section | -
Current Environment.

CDWG Response: (Complies)

The WVDE will provide server hardware, equipment racks, networking components and cabling as
specified in Section | - Current Environment.

CDWG Response:

A complete range of enterprise- and medium-capacity appliances offers affordable protection and
scalability for the most demanding environments. For WVDE, the proposed solution consists of a series
of WG5500 appliances for each POP.
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Proposed System Specifications
o  Model WG5500
o Form factor: 2U rack mount
RAM: 12 GB
Processor: 2 x 6 core
Processor cache: 12 MB
Disk: 6 x 300 GB SAS
RAID level: Yes
Power supply: 2 x 750 W (hot swap)
Interfaces: 4 x 10/100/1000

O 00 00 O0O0

The filtering solution must support gigabit speed, copper based, Ethernet network interfaces.

CDWG Response:
See Proposed System Specifications

The filtering solution must not exceed a total of 12 servers or appliances at each POP.

CDWG Response:
The proposed filtering solution is comprised of ten WG5500s located at each POP.

The total of all hardware components of the filtering solution for each POP must be rack mountable and
not occupy more than 24 units of rack space (about 48") at each POP site. The equipment must operate
on 110-120 Volts AC power.

CDWG Response:

Each of the ten proposed WG5500 appliances are 2U giving a total of 20U of rack space.
(*Expectation is to re-use at least 2 of the existing servers and one additional SQL server...need
hardware specs. All of these servers are located in one POP, they are not split between the 2 POPs.
There is one reporting system for both POPs*)

In the event the winning bid does not meet the requirements of this RFQ when installed on vendor
provided server/appliances or on the existing equipment identified in Section 1-Current Environment,
the vendor must provide additional servers and any other associated installation, shipping, labor and
configuration expenses at no cost to the WVDE or the contract will be immediately terminated.

CDWG Response: (Complies)

There must be no requirement for any configuration changes of any networking equipment or
computers that are connected to the private WV K-12 network at the school districts or individual
schools.

CDWG Response:
By leveraging existing Cisco infrastructure and WCCP, transparent deployment of McAfee Web Gateway
can be achieved without the need to make changes on the client.
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The filtering solution must provide client software which can be installed on mobile computers that will
enforce the same filtering parameters whether a mobile computer is connected to the WV K-12 network
or connected by wired or wireless networking to the Internet via any other Internet service provider,
The client software must not be a VPN (virtual private networking) or similar type of client and must not
rely on a web browser setting such as a proxy server configuration.

CDWG Response:

McAfee extends web security to users working outside the local area network by redirecting web traffic
from laptops to a McAfee® Web Protection solution—either McAfee SaaS Web Protection or an on-
premises web gateway. McAfee redirects off-network web traffic with McAfee Client Proxy.

McAfee Client Proxy software is location-aware and recognizes its environment, whether inside the local
area network, connected to it by VPN, or external to it. When inside a McAfee Web Gateway-secured
network or connected by VPN, it is passive. The client software intercepts the TCP connections but lets
them pass to the original destination without modifying the traffic. When outside the network, McAfee
Client Proxy is active and directs traffic to the designated McAfee web protection solution, most likely
McAfee SaaS Web Protection.

The filtering solution must have the capability to filter based on the IP address of the client computer
and not require user authentication.

CDWG Response:

Policy Criteria

McAfee Web Gateway has a comprehensive set of properties used to create policy. These properties are
used within policy rules to describe and enforce based on any aspect of the request or response
imaginable. The properties are assembled with sets of conditions to achieve the enforcement result
desired.

There are hundreds of properties including but not limited to:

e URL, URL Host, URL Path, URL Parameters, URL Categories, URL Reputation, URL Geolocation

e Application Name, Application Reputation and Risk Level

e Antimalware Infection status, Antimalware Virus name

e User Name, User Groups, Authentication Domain, User Attribute looked up in LDAP or RADIUS

e Certificate status of HTTPS site

e Date/Time criteria including Month, Day, Year, Hour, Minute, Second, Day of Week, hour of Day,
Minute of hour

e Any Request and Response Header information including User-Agent or Content-Type

e Any HTML Element within the body of a page

e Content Type from filename, and Ensured type from magic byte checking

e |P address, Address Ranges and Subnets or Client IP or Destination IP.

Here are some examples of using IP-based rules in different sections of the policy.

Authenticate: E{gass Client IPRange or
|Authenticate: Bypass Destination IPRange

Client.IP is in range list Authenticate: Bypass Client IPRange OR
URL.Destination.IP is in range list Authenticate: Bypass Destination IPRange

5
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The filtering solution must have the capability to be integrated with unified authentication systems such
as LDAP and Active Directory service.

CDWG Response:

The McAfee Web Gateway offers multiple methods to interact and leverage Active Directory. These
integration methods combined with the power of transparent authentication makes the McAfee Web
Gateway a clear choice for Active Directory enabled enterprises that require group based policies. The
methods outlined below are not the only available authentication options, just the ones that are used
with Active Directory.

NTLM Integration:

The McAfee Web Gateway can join the Active Directory domain as a member workstation. The account
created will be a machine account located in the computers section of active directory. By joining the
domain the McAfee Web Gateway is able to transparently authenticate all users logged into the domain
while they browse the web.,

Kerberos:

Kerberos is an integral part of Active Directory implementations. The McAfee Web Gateway offers
Kerberos authentication protocol which is designed to provide strong authentication for client/server
applications by using secret-key cryptography. With Kerberos, the McAfee Web Gateway is able to
transparently authenticate all users logged into the domain while they browse the web.

LDAP:
The McAfee Web Gateway can also leverage LDAP queries for username/Password verification and
Group Membership. It is not possible to transparently authenticate users with LDAP.

Once authentication occurs, McAfee Web Gateway queries the directory for groups. These groups are
then used in rule conditions to enforce granular policy based on user information.

The Internet filtering solution must be engineered and operate with redundancy such that the failure of
one server or appliance at a POP will not reduce the capability to provide filtering for 100,000
computers and 140,000 users at 10 gigabits/sec of throughput.
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CDWG Response:

The single biggest factor that influences load on an MWG appliance is not Users or Bandwidth, but
Requests per Second. Without actual Req/Sec metrics, we estimate that 140,000 users achieve an
average of 7000 Req/Sec of high internet usage.

The proposed ten WG5500s at each POP are expected to support 140,000 high usage users for URL
filtering with about 60% utilization of each after one appliance is removed from the cluster. This
provides N+1 redundancy and offers room for future growth.

The filtering solution must provide a web based interface for all management and configuration tasks
which can be performed by WVDE.

CDWG Response:

Configuration and management of the McAfee Web Gateway is accomplished through a standard
browser (Internet Explorer or Firefox) with Java Runtime Environment (JRE version 1.6 or higher) using
HTTP or HTTPS (configurable). Access to the administrative GUI is controlled by forcing authentication
as well as binding the Graphical User Interface to a specific IP/Network Interface.

By leveraging a standard browser for administration GUI access, the McAfee Web Gateway solution can
present the same Ul regardless of the platform. This simplifies upgrades to the GUI and ensures all
administrators have the same version of the management application running.

The filtering solution must have the capability to be configured to block Internet access in the event of
the failure of the filtering solution at a POP so that unfiltered Internet access is prevented.

CDWG Response:

By using WCCP as a redirection mechanism, you have the ability to decide if you want to fail-open or fail-
closed in the event of all of the appliances at a POP not being available. With the greater than N+1 sizing
built into this architecture, this is never expected to happen and High Availability can be maintained.

The Internet filtering provided as a result of this RFQ must be verified by the vendor to meet the
requirements of the Children's Internet Protection Act (CIPA) (refer to
http://www.fcc.gov/guides/childrens-internet-protection-act) and the West Virginia Board of Education
Policy 2460 that is available online at http://wvde.state.wv.us/policies/policy.php?p=2460&alt=1.

Specifically, CIPA states that technology protection measure (filtering solutions) must block or
filter Internet access to pictures that are (a) obscene; (b) child pornography; or (c) harmful to
minors. The filtering solution must block access to this CIPA specified content.

CIPA also states that schools receiving E-Rate must monitor the online activities of minors.
Therefore the Internet filtering solution must include the ability to configure logging of all
allowed and blocked internet requests.

CDWG Response:

McAfee Web Gateway effectively blocks obscenity and material that's harmful to minors, and therefore
is an excellent solution to help organizations comply with U.S. CIPA guidelines. CIPA and the FCC have
left it up to schools and libraries to "map" CIPA requirements to the categories of filtering vendors.
McAfee recommends that each school and library understand all categories available and apply a policy
that best suits their school or community needs. Many of McAfee's customers create successful policies
that rely on categories such as: Nudity, Pornography, Sexual Materials, and Extreme.
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McAfee Web Gateway also offers an Exempt feature that many schools and libraries find useful when
building policy for students of differing ages and needs. This feature lets users view sites that fit into a
particular Exempted category, regardless of other categories they may be in that are set to Block. For
example, you may want to block nudity but allow it when it is related to health or education.

The filtering solution must be verified by the vendor to comply with the Children's Online Privacy
Protection Act (COPPA)(refer to http://www.ftc.gov/ogc/coppal.htm). The filtering process must not
require the collection of any personal information from any users under the age of 13.

CDWG Response: (Complies)

The filtering solution must provide the capability for the WVDE to selectively enable filtering of content
based on categories of websites or individual websites using the http and https protocols.

CDWG Response:
McAfee Web Gateway is an enterprise strong proxy for HTTP, HTTPS, FTP, IM and RTSP traffic.

The vendor must include all categories that the vendor offers on the product. The vendor must not offer
a reduced number of categories in an attempt to reduce costs by providing only the categories that are
identified in this RFQ.

The vendor must provide, but is not limited to, the pre-populated categories of the following
classifications or equivalent classifications of content on websites:

e Pornography

o Obscenity

» Dating (including sites for me purpose of establishing personal relationships)

e Gambling

» Criminal Activities (sites that condone or provide instructions for criminal activity)

* lllegal Drugs (sites that condone or provide instructions for illegal drug use, manufacturing and
distribution)

* Anonymous Proxies (anonymizers to bypass filtering or hide the true source of Internet activity)

» Computer crimes, cracking and hacking (sites that condone or provide instructions for these activities)
* Malicious code (sites that contain, distribute, or execute malicious code such as malware, viruses, root
kits, bots, etc or retrieve information from computers that are infected with malicious code)

 Instant messaging sites

e Peer to Peer (P2P sites)

e Phishing (fraudulent sites that imitate authentic sites, often to lure people into submitting personal or
financial information.)

* Hate, racism, discrimination (sites that condone or encourage violence against or suppression of any
minorities or grouping based on race, religion, sexual orientation, ethnicity or any other social grouping
characteristic)

CDWG Response:
(pull categories out of the document here)
http://www.trustedsource.org/download/ts_wd_reference_guide.pdf



Requirements Response

The filtering solution must have the capability to allow or deny access to any individual website, URL, or
IP address whether or not it is included in any vendor provided category.

CDWG Response:
(See Policy Criteria above.)

The filtering solution must have the capability to permit the WVDE to create unlimited additional
custom categories.

CDWG Response:

McAfee Web Gateway has the ability to define up to 500 custom categories. However, it is not
necessary to implement custom categories to customize the sites that different groups of users are
allowed to or denied from.

McAfee Web Gateway's policy consists of objects called lists. The lists can contain URLs, Sites, Regexes,
IP addresses and other types that contain user-definable entries. An unlimited number of entries and an
unlimited number of lists allow you to define your policy according to your needs without the need for
custom categories.

The image below is a small fragment of a many thousand entry site list that are used to allow a specific
class of users to go to, regardless of the category.

— — — - .

505  [www.wolffolins.com

506  |www.womenshealthmag.com
507  |www.workerscompinsider.com
508  |www.wsradio.com

509 WAW.WWe.com

510 |www.yourminis.com

511 WaAW. yvonnescatering.com
512 |www2.calhospital.org

513  |www5S.hp.com

514  |x61pplet.postx.com

515 ymcaexchange.org

516 zixmessagecenter,com

517 zoomerang.com

The filtering solution must have the capability to permit the use of "regular expressions" (includes wild-
card characters and other variables to specify complex text strings) when creating custom allow or deny
lists of URL web addresses or search terms.

CDWG Response:
McAfee Web Gateway's wildcard lists provide the ability to use regular expressions to be used in

policies.

The image below shows an individual Regular Expression.
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-
.— Edit Wildcard Expression

Wildcard Expression:

|regex((. *\.)?streamerapi\,finance\.yahoo\.com)

Comment: —
streamerapi.finance.yahoo. */streamer/

o|[ o

Cancel

/|

It also has the ability to use simplified wildcard expressions instead of the more complex regex.

7~

.— Edit Wildcard Expression

Wildcard Expression:
‘ * balancer[0-8])*.netdania.com|

Comment: -

balancer[0-9] *.netdania.I;j;ueémingserver/streamingserver

Cancel

/|

The filtering solution must have the capability to block traffic related to peer-to-peer file sharing

protocols.

CDWG Response:
McAfee Weh Gateway has the ability to identify over 1,000 individual web applications and enforce
policy based on them. AppPrism has been incorporated into the McAfee Web Gateway for the discovery
and control of web applications. AppPrism provides granular control of the most popular web sites
down to the functional level of the site.

Mo, Application Name Comment

1 Twitter message posting _ |RiskiHgh: Anweb Applcaton.

2 Twitter posting N Risk: Hgh: A sodial networking site

3 Box.net editing B Risk: Hgh: A feature of a fle-sharing website

4 Box.net uploading Risk: High: A fle-sharing website

5 Facebook Applications (Facebook Apps) ~ |Risk: Hgh: A web application

6  |Facebook Chat - Risk: High:A chat web applcation by Facebook,

7 |Facebook Create Group Risk: Mnimal; A web-based Group in Facebook.
|8 |Facebook Mal - B |Risk: Hgh: A web based emal application

9  |Facebook Photo Upload o Risk: High:A Photo sharing web applcation by Facebook.

10 Facebook Posting Risk: High: A web application o
11 Facebook Sodal Plugins - _[Risk: High: A sodial networking site

12 |Facebook Video Upload ~+  |Risk: Hgh:A Video sharing web application by Facebook,
13 Linkedn App Risk: High: A business-oriented sodal networking website
14 |LinkedIn Mal Risk: Minimal: A web based emal application

15 |Linkedn Post Risk: Hgh: A business-oriented sodal networking website
16 Facebook Create Page - Risk: Mnima!: A web-baszd fan page service
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The filtering solution must have the capability to enforce the "safe searching" mode of Google, Bing and
Yahoo search engines, regardless of the settings chosen by an end user that is using those search
engines.

CDWG Response:
McAfee Web Gateway has SafeSearch Enforcer which overrides the individual settings a user on most of
the popular search engines.

SaieSeérch El;fdfcer-séitings

Choose the level of safe searching
© Moderate filtered search

' Strict filtered search

|~] Advanced Settings

[/] Enable reverse DNS lookup of not identifiable search engines

The filtering solution must provide capabilities to create manageable client groups based on IP address
ranges and assign names to those groups.
CDWG Response:

1
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McAfee Web Gateway's IP and IP Range list types allow the administrator to maintain their own list of IP
addresses used for policy.
Below are images of IP Range lists, IP lists, and some policy rules that may use them.

No. 1PRange Comment

1 |64.63.96.0/19 US Production IP exceptions (CIOR)

2 [66.114.160.0/20 US Production IP exceptions (CIOR) - SRR S
3 [66.163.32.0/20 US Production IP exceptions (CIOR)

4 |209.197.192.0/19 US Production IP exceptions (CIOR) | Ne Ip Corr
5 210.4,192.0/20 Qutside of the USA (CIDR) 1 172.16.0.3

6 62.109,192.0/20 Qutside of the USA (CIDR) [
7 208.8.81.0/24 Addition server exception (CIDR) ) 2 172.16.0.5 A
8 114,29.192.0/19 Production IP exception India (CIDR) 3 10.1.2.3

9 173.243.0.0/20 Additional server exception (CIDR) 4 10.0.0.11 N

551 Tunnel: Client IPRange ! or S5L Tunnel: Destination IPRange'
Client.IP is in range list SSL Tunnel: Client IPRange ¢ OR
URL.Destination.IP is in range list SSL Tunnel; Destination IPRange

SSL Tunnel: Webex IP Ranges
URL.Destination.IP is in range list WebEx IP Ranges

SSL Tunnel: Citrix IP Ranges
URL.Destination.IP is in range list Citrix IP Ranges

The capability must exist to delegate management of groups by creating additional administrators with
restricted rights who can be assigned to manage filtering parameters for specific groups.

CDWG Response:

McAfee Web Gateway has the ability to define administrative roles that authorize access to different
features of the system. These roles are assigned to administrative accounts or groups that authorize
access only to designated areas.

These roles can be applied to every policy object. The choice of “Read and Write”, “Read Only” and “No
Permission” can be applied to Rule Sets, Lists and Settings. This combination of roles and permissions
makes McAfee’s role-based management extremely granular and provides the administrator the ability
to delegate specific functions securely.

The following screenshot illustrates the different roles that can be associated to an administrative

account. The “Edit List” screenshot illustrates the permissions applied to the specific role for a managed
Whitelist.
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A Add Role

Name:

HelpDesk Users

(/] Dashboard accessble

| | Polcy - Rules accessble
|| Policy - Lists accessble

| | Polcy - Settings accessble

Tep Level Move

/] List creation

Setts

gs creaton

& Create

| | Configuraton accessble
[ ] Accounts accessble
/| Troubleshooting accessble

| | Permissions accessible
[ | Read Only Admin

The broadness and granularity of the McAfee Web Gateway’s role-based management simplifies the
challenge of managing large networks and reduces the complexity of security administration.

The filtering solution must provide for customizable, granular permissions so that additional

administrator/user accounts can be tailored on a user by user basis to match the rights of a user to the
tasks that a user needs to perform.

CDWG Response:

In addition to the role assignments to users, each policy element has access control to that element. This
provides the ability for a specific authorized administrator to only view or modify the specific objects
within the policy they are permitted access to.

This image shows a view of the policy by the Super Administrator with full permissions.
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! | Globa! Media Type Fitering il W URLS That Match in URL Whitelist 44 Stop Rue Set
i+ | Gateway Anti-Malware S S o — ‘

School A Policy @) Block URLs That Match in URL Blocklist &) Block

1 S5L Scanner S E _ ————
i+ | Global Whitelist | |Enable SafeSearchEnforcer I Continve
i | Global Block B ) o
. [+ | Category Content Filter @ Allow Uncategorized URLs
) [ | Common Rules
4 4 | Global Media Type Filtering
& | Gateway Anti-Matware | )
= | School C Policy . |Blocks URLs With Bad Reputation o © Block
4% SSL Scanner
- & 1 Globa! Whitetst Allow URLs From List Allowed Cateqories £, Stop Rule Set
| Global Block i
1+ | Category Content Filter )
4 o Commen Rules Vi
it 5 ) Global Media Type Fitering — - — = S [E—
| Gateway Anti-Malwvare
- ) School B Policy
it | SSL Scanner
o | Global Whitelst
« | Global Block
& | Category Content Fiter
¢ & | Common Rules
4 4 | Global Med:a Type Fitering
4| Gateway Anb-Malware

g StopE:!e Set

Block URLs Whose Category Is in c;tégén” Ebcklls! ) ;3 Block

Block Everything Else © glock

This image shows a restricted view of the policy by a restricted administrator only allowed to edit School
A's policy.

Rule Sets l Lists I

L) Add v [:,@|.¢ AT 4 = | W 9 |. Edt. [/]Enable Criteria: Always

SRR Y chool A Policy | Apples to: | |Requests (andIM) | |Responses | | Embedded Objects
4} | SSL Scanner Rules in ‘School A Policy's

- | Global Whitelst
| Global Block
| Category Content Filter Enabled  Name/Criteria Action Events

[t} & | Common RU'eS
k ’ Mmm

it 5 | Globa! Med:a Type Filtering
- i | Gateway Anti-Malware

&) AddRule... " Edit... 3¢ De!ete...J i Moveup & Move do.'.nl . Copy [} paste

Client.IP is not in range list Schoal A IP Range

The filtering solution must have the capability to selectively display WVDE customized "site blocked"
pages based on the client group and/or the categorization of the blocked website.

CDWG Response:

As policy is enforced, the administrator can decide how little or how much information is supplied to the
user in order aid in the user-awareness and explain why a block occurred.
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Requirements Response

By default, simple HTML templates are provided that give basic information about the reason a site was
blocked. Each template can be customized to include as much information as the administrator desires

using the built-in template editor.

The following screenshot shows the template editor for customization of block templates.

dit,
2, Template Editor - i . -
Templates HTML Editor
Import .. Export... 4 = | €D Add + . Edit v I .. & Discard Changes... Show Source
by T 5 | e R A e g i o — —

i} 4 _j Proxy: Cannot Connect
1 1) Proxy: Conflicting Content Length
» ] Proxy: File Not Found
v | Proxy: FTP Directory
1} | Proxy: FTP Fle Created
} ') Proxy: FTP Server Error
iy | Proxy: Handshake Falled
-, J] Proxy: Inconsistent Certificate
) ]Proxy Infinite Proxy Loop
1} ') Proxy: Method Mot Implemented
}
¥

T e [ L [ ) [

jProxy Not Resolvable

* | Proxy: Rule Engine Error
)
)

E-E-E-E

' | Redirected
"] Site Review Request
i b Site Review Sent
t | SiteAdvisor Enterprise Standdown
f o Statistics
h - | Time Quota Exceeded
4+ | Time Session Exceeded
) Unspecific Error
1 ) URL Blocked
& = en
Loy
' | UserDefinedBlocking
) Virus Found
I | Volume Quota Exceeded
o J Volume Session Exceeded

m

Filz System

D Add v Edt v |q, } X|@

& TimeSessionExceeded, htm!
TimeSessionExceeded. bxt

© & UnspedificError.html

: UnspeaﬁcError txt

SR Blocked.himi [

]

=

i

»

<I-Title-->»

<table dass="titleTable'
background="8Proxy.EndUserURL$/files/defaultfmg/fbg_navbar.jpg'>
<tr>

<td dass="titleData'>

$Block.Reason$

<ftd>

<fr>

<ftable>

<I--fTitle-->

<I--Content-->

<table dass="contentTable'>

<tr>

<td dass="contentDatas'>

Your requested URL has been blocked by the URL Filter database module of McAfee Web
Gateway. The URL is listed in categories that are not allowed by your administrator at this
time,

<ftd>

<ftr>

<ftable>

<!-/Content-->

<leInfo.->

<table dass="infoTable'>
<tr>

<td dass='infoData’>

<b>»User: </b>$Authentication.Userlame$ ($Client.IP$) <br/>
<b>URL:</b>

<script type ="textfjavascript' >

break_lne($URLS);

<[script>

($URL.Destination.IP$) <br/>

<span dass="nodisplay$List.0fCateqory.ToString$'>

<b>URL Categories: </b> $List.OfCategory. ToString$

<a href="http:/fswww.trustedsource.org/en/feedback/query?q=SURLS' alt="GTI Lookup'
title ="GTI Lookup' target="_blank'><img
src="$Proxy.EndUserURLS$/files/defaultfimgficon_mfe.gf [><fa>

<brf>

ST

_Engbsh (en)

aJ Prevew

m

-

{ [L]] save Template Changes H Cancel l

The following screenshot shows the default URL filtering block page:
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‘a'MCAfeE' Web Gateway 7

Blocked by URL Filter Database

Your requested URL has been blocked by the URL Filter database module of McAfee Web Gateway. The URL is listed in
categorles that are not allowed by your administrator at this time,

URL: http://www.gambling.com/
URL Categories: Gambling
Reputation: Minimal Risk

Company Acceptable Use Policy

This 15 an optional acceptable use disclaimer that appears on every page. You may change the wording or remove this section entirely in index.htrl,

For assistance, please contack your system administrator,

The following screenshot shows a detailed variation of the default block page.

@ McAfee | Web Gateway 7

| Blocked by URL Filtering Database

Your requested URL has been blocked by the URL Filter database module of McAfee Web
Gateway. The URL is listed in categories that are not allowed by your administrator at this time.
User: eelsasser (192.168.,2.2)

URL: http://www.gambling.com/ (192.71.37.24)
URL Categories: Gambling &

Reputation: Minimal Risk (0) K021

Geolocationt GB:United Kingdom

You can:
i Submit a Site Review Request to you administrator,

Corporate Security Policy
You have attempted to access a website that is restricted because it may violate the Corporate Electronic
Communications Policy. You may have received this message because you made a keystroke error while
attempting to access a legitimate website, Please check your web address. If you did not make an error
and you believe this site has been blocked in error, please contact your helpdesk.

For assistance, please contact helpdesk.

The following screenshot shows how one customer has highly customized their block pages for their
users:
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Restricted Site |

The website you were attempting to access has been
restricted due to company policy.

URL: http://www.gambling.com/
Category: Gambling

LA 3 ]

For technical assistance or more information, please visit the Internet Access Website

Block pages are the primary communication method to a user when something has Been blocked. They
can be designed to explain why the block occurred, give detailed information about the connection,
allow for submission of a site review to the help desk, and remind users of the company policy.

The filtering solution must have the capability to selectively display WVDE customized "informational"
pages based on the client group and/or the categorization of websites to which access is allowed.

CDWG Response:

Coaching can display a warning page with information when a user requests access to a web site. It is
then the user’s responsibility to decide whether to click through to access the access the web site or not.

17



Requirements Response

W,fl Mcf\fee j Web Gateway 7

Coaching Session

If you want to continue the session please confrm by clicking the "Continue Session” button.

User: eelsasser (192.168.2.2)
URL: http://www.angrybirdsnest.com/ (173.199.131.155)
URL Categories: Games

Reputation: Minimal Risk (0) K870 |

Please confirm: Con'lriuug §Es§Im|]

Sample Internet Usage Policy

This Sample Internet Usage Policy applies to all employees of <company> who have access to computers
and the Internet to be used in the performance of their work. Use of the Internet by employees of
<company> is permitted and encouraged where such use supports the goals and objectives of the
business. However, access to the Internet through <companys is a privilege and all employees must
adhere to the policies concerning Computer, Email and Internet usage. Violation of these policies could
result in disciplinary and/er legal action leading up to and including termination of employment. Employees
may also be held personally liable for damages caused by any violations of this policy. All employees are
required to acknowledge receipt and confirm that they have understood and agree to abide by the rules
hereunder on a periodic basis.

(This is an optional acceptable use disclaimer that appears on every page, You may change the wording
or remove this section entirely in index.html.)

For assistance, please contact your helpdesk.

ka

100101 Fire?
RL Conf

Authorized Override is way for users to get blocked from a site, but be overridden by a username and
password. One Time Passwords can also be configured for use with Authorized Override.
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G McAfee  web Gateway 7
W Wt amparry

Authorized Override Session

If you want to continue the authorized override session please enter your login and password
and confirm with pushing the button "Temporarily Override Filtering”.

User: eelsasser (192.168.,2.2)

URL: http://vaww.bluesnews,com/ (216.45,58.170)

URL Categories: Games )

Reputation: Minimal Risk (0) m—]

Authorized Override

User Name: teacher

Pﬂssword: illl.l!lllhlibl

Session Length (in Minutes): 15

Please confirm: Temporarily Override frlrilgrl_ng]

Sample Internet Usage Policy

This Sample Internet Usage Policy applies to all employees of <company> who have access to computers
and the Internet to be used in the performance of their work. Use of the Internet by employees of
<company> is permitted and encouraged where such use supports the goals and objectives of the
business. However, access to the Internet through <company> is a privilege and all employees must
adhere to the policies concerning Computer, Email and Internet usage. Violation of these policies could
result in disciplinary and/or legal action leading up to and induding termination of employment, Employees
may also be held personally hable for damages caused by any violations of this policy, All employees are
required to acknowledge receipt and confirm that they have understood and agree to abide by the rules
hereunder on a periodic basis.

(This is an eptional acceptable use disclaimer that appears on every page. You may change the wording
or remove this section entirely in index.html.)

For assistance, please contact your helpdesk.

The filtering solution must have the capability to be configured to only perform filtering of outgoing
requests and to perform no filtering of incoming traffic.

CDWG Response:

McAfee Weh Gateway delivers comprehensive security for all aspects of web traffic, regardless of
location or device. For user-initiated web requests, McAfee Web Gateway first enforces an
organization’s Internet use policy. For all allowed traffic, it then uses multiple real-time techniques to
analyze the nature and intent of all content and active code entering the network via the requested web
pages, providing immediate protection against malware and other hidden threats. Unlike basic packet
inspection techniques, McAfee Web Gateway can even examine SSL traffic to provide in-depth
protection against malicious code that has been disguised through encryption.

To secure outbound traffic, McAfee Web Gateway scans user-generated content on all key web
protocols—including HTTP, HTTPS, and FTP. Integrated data loss prevention helps prevent against loss of
confidential information and other threats leaking from the organization through social networking
sites, blogs, wikis, and applications. McAfee Web Gateway also safeguards against unauthorized data
leaving the organization through “botinfected” machines attempting to phone home or transmit
sensitive data.

In today's Web 2.0 world URL filtering alone is not enough effectively prevent access to inappropriate

and malicious content. Filtering of responses can be selectively turned off at the discretion of WVDE, but
in doing so you open a variety of holes in you network that cannot be closed with URL filtering alone.
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Requirements Response

The product offered by the vendor must perform Internet filtering primarily by comparing outgoing
requests to a database of categorized URLs and IP addresses to determine whether an attempt to access
as site on the Internet is to be blocked or permitted.

CDWG Response:

McAfee Webh Gateway delivers enhanced web filtering functionality and protection through the
powerful combination of both reputation and category-based filtering. McAfee Global GTI powers
McAfee Web Gateway’s web filtering technologies. McAfee GTI creates a profile of all Internet entities—
websites, email, and IP addresses— based on hundreds of different attributes gathered from the
massive, global data collection capabilities of McAfee Labs. It then assigns a reputation score based on
the security risk posed, enabling administrators to apply very granular rules about what to permit or
deny. McAfee Web Gateway offers expanded, cloud-based web reputation capabilities that include geo-
location, enabling geographic visibility and policy management based on the web traffic’s originating
country.

For both web categorization and security-focused web reputation, organizations can choose between
on-premises and cloud look-ups or a combination of both. Cloud look-ups eliminate protection gaps
between discovery/change and system updates and offer significantly enhanced coverage with data on
more than 140 million URLs.

Any other Internet filtering methods of the filtering solution, such as "on the fly" evaluation of incoming
content, must be able to be selectively disabled at the option of the WVDE.

CDWG Response:

For uncategorized URLs, McAfee Web Gateway offers local, dynamic content classification. By using
advanced algorithms, it can analyze content and assign a category in real time.

However Dynamic can be selectively disabled and WVDE's discretion.

The filtering solution must provide a web based display of status and performance graphs for all
components of the filtering solution.

CDWG Response:
The McAfee Web Gateway’s dashboards contain a quick look at the operational status of the appliance.
Information contained in the dashboards includes:

° System Alerts

o Executive Summary

° Web Traffic Summary

e ICAP Traffic Summary

o IM Traffic Summary

° General Traffic Summary
e Web Cache Statistics

o Malware Statistics

. URL Filter Statistics

° Media type Statistics

o Certificate Statistics

° System Details

° Authentication Statistics

o Performance Information
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The graphs are customizable in their ability to select a time-series granularity from one hour to one year
of history and data is selectable by type of statistic displayed. The dashboards for all the nodes in a
cluster can be viewed from one console.
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The filtering solution must have the capability for the WVDE to set customized filtering policies based on
the time of day and the day of the week for individual IP addresses and/or groups of client IP addresses.

CDWG Response:
(See Palicy Criteria Above)
The following image shows an example policy rule by time of day.

Name/Criteria

10:00-10:20

DateTime.,Time.Hour equals 10 AND
DateTime.Time.Minute less than or equals 20
12:30-13:30

(DateTime.Time.Hour equals 12 AND

DateTime.Time Minute greater than or equals 30) OR (
DateTime.Time,Hour equals 13 AND
DateTime.Time . Mnute less than or equals 30)

Block All Other Times

Always

The Internet filtering solution must not masquerade, spoof or change the source IP address of the

computers on the K-12 network. The source IP address of the client computer must be passed to the PIX
firewall.
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CDWG Response:
McAfee Web Gateway has an IP spoofing feature, when used in conjunction with WCCP, will retain the
original Client IP address coming from the proxies and pass that to the firewall.

[~] Advanced Outgoing Connection Settings
Usage of these functionalities must be supported by the network environment,
(] 1P spoofing (HTTP, HTTPS, FTP)
[v] IP spoofing for explicit proxy connections
[ ] Use same source port as client for IP spoofing

[v] HTTP: Host header has priority over original destination address (transparent proxy)

The Internet filtering and reporting servers must operate on and report on the 10.0.0.0 private network
IP addresses of the WVDE K-12 network.

CDWG Response: (Complies)

The filtering solution must have a synchronization capability. Synchronization means that when the
WVDE makes a filtering configuration change using the web management tool, that change will be
distributed to all of the filtering servers at both POPs. That change distribution must take effect
automatically within 5 minutes after the act of saving of the configuration change, or be accomplished
manually with no more than 5 mouse clicks after the configuration change is saved.

CDWG Response:

Multiple McAfee Web Gateways can be centrally managed through the built in Central Management
facility included on all appliances. The appliances (nodes) are joined in a user defined group that allows,
for example, updates from one appliance to be propagated to other appliances. A node can also be a
member of multiple groups.

Additional hardware or software is not required to centrally manage multiple McAfee Web Gateways.
The central management function is incorporated into each appliance, allowing management of all
appliances to be accomplished through one web-based GUI. This feature is provided at no additional

cost to the user.

‘The diagram below shows a group of appliances in a Central Management configuration.
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Webates

The following screenshot illustrates the administrator adding another McAfee Web Gateway appliance
to a specified “Network Group” cluster

Appiances | Fie Editor |

[1) ot mwg7-dluster1
{4y mwg7-custer2
(4} ey MWwQ7-cluster3

&) Add... 2{ Delete... » Manual Engine Update |+ |-

*., Cluster CA...

Engine Update Status
mwg7-cluster3: idle

mwg7-cluster 1: transfer regular update data to nodes (60% done)

”
= Add Appliance
Host name or IP:
192.168.2.244|

Network group:
Iall v

) cond ]

ation (Format: UUID, Name, Version, Curr

564D3061-7106-5E2C-324E-13035E 1545A6, mwg7-custer 1, 7.1.0.0.
564D2436-F86C-BOFA-9B38-FBFCTF 7FCFEE, mwg7-cluster2, 7.1.0.0
564D6265-90EC-F4E6-AOF5-DOAGSCIFF32C, mwg7-cluster3, 7.1.0.04

Using the same GUI to centrally manage all Web Gateway appliances (without the need of a separate

management appliance) simplifies the administrator’s learning curve and reduces overall power
consumption in the data center.

Internet Use Reporting

The filtering solution must provide a web-based reporting application and a minimum of one terabyte of
log file storage at each POP.
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CDWG Response:
(This depends on the server speced for Web Reporter. 5 TB minimum to handle the database and 1TB of
stored historical logs.)

The filtering solution must provide a method for the WVDE to download log files in a generic text format
for analysis and archival storage.

CDWG Response:

McAfee Web Gateway Logging

McAfee Web Gateway also provides the user with the ability to define his own log files from the GUI. By
default, three user-defined log files are created:

o Access log: log file that records requests and related information, including date and time,
user name, requested object, infection of an object, blocking of an object,

° Access_denied.log: log file that records all policy violations that resulted in blocked content.

° Found viruses log: log file that records the names of viruses and other malware that were

found to infect requested objects. Also records date and time, user name, IP address of the
client the request was sent from and requested URL.

Logs are directly viewable and downloadable for the GUI.

The Log Handler engine provides the flexibility to log any available piece of information related to a web
request using any conditions. Administrators will commonly create their own access logs for only
blocked events, or an isolated test log that only records traffic for a particular user, IP or web site for

troubleshooting.

Some creative examples customers have reported doing include:

. Logging of YouTube video titles.

° Logging for Search Engine terms in a request

o Logging of filenames uploaded to a web site,

° Write user information anonymously (encrypted) to a log file.

° Log Common Names of SSL certificates when traffic is decrypted.

The McAfee Web Gateway provides access to the following system log files from the GUI:

° Audit logs: log files that record changes to the appliance configuration.
° Debug logs:
o Connection Tracing
o Cores
o Feedback Files
o Message Tracing
o Rule Engine Tracing
o tcpdump
° Migration logs: log files detailing events that occur when applying system updates.
. Error logs: log files that record errors which occur in appliance components.

o MWG - Antimalware
o MWG - Coordinator
o MWG - Core
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o MWG - User Interface
o MWG - System Configuration Daemon

° Scheduled Jobs log: Results of automated processes such as scheduled configuration
backup.

° System logs: all the log files in /var/log/ that are used by Syslog

° Update logs: log files that record updates of modules and files on the appliance.

Complete details of web browsing activity must be stored in log files and must include, at a minimum,
the complete URL, date and time and IP address of the client computer.

CDWG Response:
(See McAfee Web Gateway Logging above)

An example of a typical Access Log.

k! & rp
Ele Edt View Favodtes Tocls Help
Mpov dmov Pagew Sefetyv Teelsv )+

g7 bordchariotlocal 4711 Konfigurat

#time_starp "auth_user” src_ip ssrvar_ip tims_taken atatus code cache szatus "req_line® "categories”™ "rep level”™ "madia_typa" bytes_to_client bE
[07/3un/2013:00:00:04 -0400] "-" 192,210,59,72 €8.67.159.134 24 403 TCP_MISS "GET hetp://1b.adnxs.com/ttd716=13614508817a=300x2508raferrer=5{RE]
[07/3un/2013:09:00:04 -0400] ™-" 173,208,16€,92 92,139.225.42 103 403 ICE. _MISS "GET htep://ad.glebe?.com/st?ad type=iframecad size=300x250&secti
[07/Jun/2013:00:06:04 -0400] "-" 63,151.254.63 €5.67.159.194 140 423 TCF ¥ISS “GET hurp://ib.adnxs.comftr}?id=1264851 HITP/1.1" "Wzb Ada" “"Unve:
(07/9un/2013:00:00:04 -0400) "-" 74.91.27.12€ 98.139.225.43 47 103 TCP) MISs "GET hrep://ad.yleldeanager,con/Arp?Z=300x2504u=financyu.comss=3936
[07/0un/2013:00:00:04 -0400) "-" 198.136,26.20 92.139,225.43 3£0 403 ICP_MISS “GET http://ad.tagjuncticn.com/st?ad ty yre=adiad size=300x2506sect:
[07/Jun/2013:00:00:04 -0400) "-" 192.210.58.72 €3.£7.159.194 &€ 403 ICE H!SS "GET hetp://ib.adnks.com/uei?id=13€145069i2e=300x2300zxefexrrar=5(RE!
[07/Jun/2013:00100:04 -0400) "-" €9.162.97.236 209.202.233.25 77 403 TCP_MISS "GET hutp://adsl.ministerialS.com/creacive/2-002134559-000011;:812¢
[07/Jun/2013:00:00:04 -0400] "-" 193.,2.192.172 £3.67.159.194 132 403 TCP_MISS "GET hetp://ib.adnxs.comftej?1d=1318409¢00iz2=722x906referrar=[REF]
[67/Jun/2013:00:00:04 -0400] "-" 192.184.47.86 192,83,132,50 146 200 TCF_MISS RELOAD "GET http://tagsl.z5x.net:5280/an/?id=141244565122=300x250
[07/3un/2013:00:00:04 -0400) "-" 192.184.46.148 €5.67.159.194 108 403 TCP_MISS "GET http://ib.adnxs.com/te)?1d=121802763122=300x250 HITR/1.1" ™
[07/Jun/2013:00:00:04 -0400] "-" 74.91.27.126 98.139.225.43 745 403 ICF MISS "GET hcep://fad,yieldmanager,cor/irp?2=300x2504u=financyu.comsa=358
[07/0un/2013:00:00:04 -0400] "-" 221.215.112.238 £6.119.€6.171 210 200 TCP_MISS_RELOAD "GET http://wwv.mradsgadget.ccr/t?id=0b3c73ba-4£22-9065-
[07/Jun/2013:00:00:04 -0400] "-" 192.184.47.94 €3.€7.159.223 246 302 TLF_WISS_RE'nnD "GET hrep:/f/an.z5x.nec/tei?id=141244565i2e=300x250 HITE/1.
[07/Jun/2013:00:00:05 -0400) "-" 221.215.112.232 £3.215.202.6 572 200 TCP_MISS_RELOAD "GET httpi//media.fasteolick.net/w/get.redia?sid=€3€456t
[07/3un/2013:00:00:05 -0400] "-" 221,215,112.232 €€.119.66.171 333 200 TCP_MISS RELCAD "GET http://wwd.rmadsgadgec.coerm/clid=7a42e738-dba9-afd4-
[67/Jun/2013:00:00:05 -0400] "-" 221,215.112,238 66.119.€6.171 270 200 TCP_MISS_RELOAD "GET http://www.mmadsgadgec.cor/c2id=2214ced€-92€0-405¢-
[07/5un/2013:00:00:05 -0400] "-" 221.215.112.23¢ €6.112.66,171 247 200 TCP_MISS_RELCAD "GET hurp://www.rmadsgadget.ccn/u?id=3710b242-ef29-4504-!
[07/Jun/2013:00:00:05 -0400] =-" 74,91.27.126 98.139.225.52 102 209 TCF_MISS_RELOAD "GET neep://ad.adorika. cor/st?ad_type=adsad_size=300x250&3e:
(07/Jun/2013:00:00:05 -0400) "-" €4.31.43.137 98.139.225.43 42 403 TCP_| MISS "GET http://ads.creafi-onlina-pmadia. cL:JJ:7u§ typa=popiad_size=0x0s:
[07/Jun/2013:00:00:05 -0400] "-" 192.210.52.€% €2.67,159,194 11 403 TCF_MISS "GET http://1ib.adnxs. crzftfjiln-iSSIQSﬂi!:z-=305x250!r=fe'xel-$[FE
[07/Jun/2013:00:00:05 -0400) "-" 192.184.47.62 199.83.132,50 115 290 TCF_MISS_RELCAD "GET hutp://tagsl.zSx.nec:5280/an/?1d=1412445¢69122=300x250
[97/Jun/2013:00:00:05 -0400] "-" 198.204.252.212 98.139.225.43 45 4§03 ICP MISS "GET nerp://ad. yieldmanager.ccm/st?ad vyps=iframesad size=300x25!

107/3un/2013:00:06:05 -0400) "-" 128,200,50.10 €2.67,.159.154 €€ 403 TCP MISS "GET http://ib.adnx3.com/trj?1d=1294263681ze=728x90 HITR/1.1" "Web ~
i m | »

All end user functions of the reporting application must be accessible via a web interface.

CDWG Response:
(See McAfee Weh Gateway Logging above)

The reporting solution must provide the capability to create reports based on specific IP address,
website address, date and time of day.

CDWG Response:

The reporting solution provides interactive access to the data in the reports through dashboards and
drill-downs.
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Requirements Response

At a high-level summarized data is aggregated in charts for easy viewing.

‘& https//epolordechariot.com B4/ conseie/ononDahboad dotic v @ B & X

() ePolicy Orchestrator 466 (..

Edt  View Favorites Tools
v Pagev Safetyv

T E 12

b v oo

Username

Help
Teolsv i~

Q!

Report Server Sedtngs

Add Fiter

Show fact[14 || Days

Go

=]

Top Weh Categories

44 4 dd dqdddad9da994a9a«

Category 1‘4 Sum.. |Plﬂ.&‘.

=Emm

Web Ads5,169,37  558%
Internet 2,203,46 25%
Business 971,374 11%

Malicious308,910 e
1%
1%
1%

Marketin113,106
Games 45,172
Content | 44,7585
Software 29,240
On'ine Sl 21,520
Real Estz 12,284
Genersl | 8,344
Blogs/Wi 6,394
Public In! 6,157
Search E 6,152
Sacal He 6,086

Top Web Client 1P Addresses

P addres

I

100k

Sum of Hits

IP address
221.215.112.238
193.204.241.245
74.91.27.125
192.184.47.85
192.184.47.83
152.184.47.94

192.184.47.84
107 1824 47 91

t € 4 4 4 <4 4 <

200k

Sum of Hits
233,784
286,660
268,221
265,780
233,100
235,972
235,152
375 433

v

< <« <4 4444

|

Top Blocked Websites

SH

Site

b adnxs com
ad glcheZ.com

ad.yie!dmanager,com
ads.creafi-ontne-media.com

ad.tagjunct en.com

adsl.munstenals.com
adprudence.rotator.hadj?.a

PO e

Sum of Hits
2,995,643
679,644
632,158
369,282
243,346
179,203
92,060

c2oc

¥  Top Web Applications

\

44 4 d <4 <<€ 9«

Selection criteria can be applied the dashboard view interactively to select the specific filter you want to

| Application, Sum..

Yie!ldman635,989 95%
Goagle A 7,304
Fazeboo) 4,327
Windows 4,140
GrubC € 2,173
Twolter 2,034
Faceboch 1,741
Pirtecest 1,478
YouTubz 1,149
Bloombe 755

Perce..

v | Top Blocked Web Client 10 Addresses

1P address
221.215.112.233
153.204.241.245
74.91.27.125
192,1584.47.85
192.184.47.83
192.184.47.94
192,184.47.84

50k
Sum of Hits

75k

Sum of Hils
103,625
95,498
83,332
83,106
78,993
78,221
77,923

nl=

Top Web Users by Browse Time

| LT

Usermame
eelsasser
lerdchancteeisasser

i ss! tunnel
global whitelist

USEMame
e
454251
1334CF

| suim of Bromss i, ]
1
n

4 hours 26 mnu
53 minutes 33 5
54 minules 7 seco
39 monutes 35 secon
30 minutes 37 secon

8 minutes 27 second

see, and further drilldown can provide detail of the activity aggregated by the field you are selecting.
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Top Web Users by Browse Time -> eelsasser

e ]

M show sslected rovs

| Dateandti.. &  Acticntzken 17 address Usermams Ste Categary rame Applicabizn pama  Hits Browss time
[} s/24713 1:00:00 B+ Alflow 152.168.2.2 ealsasser translate.gocgte.cor Text Translators Geogle Transtats 1 @ saconds ::

1 5724/13 1:00:00 B4 Atz 192.169.2.2 eelezszer translata.gzogle cor Text Translaters Googls Transate 1 0 seconds =
1 s/24n13 1:00:00 0 Allsr 152.168.2.2 ealzascer trans!ztz.goeglecor Text Trans!ztors Goagle Translate 15 39 saconds
[ 5724713 1:00:00 B4 Al 152.162.2.2 ezlzazser tranzlate.googlecor Text Translators Soogle Translata 7 1 second
] s/24/12 1:00:00 B4 Alos 152.1€2.2.2 eslsazsar esa.bay03.calendar, Interactiva Web App - 3 3 seconds
L:‘ 5/24/12 1:00:00 Pr  Allgw 192.168.2.2 ealsassar col28ds. maileznvic Web Mal + L) & minutes 26 secon
1 sr24112 1:00:00 A Allow 152,168.2.2 eslsasser by1764s.mateervic Web Mal = a 0 secends
E] 5/24/13 1:00:00 P* AP 192.1€8.2.2 ezlzazser contzcts, men.com Web Val =3 13 0 s=conds
[0 s/24/131:00:00 P% Al 192.162.2.2 eslsasser meta.sikimediaorg Bloge/Wiki - 2 6 secends
O s/24/12 1:00:00 P4 Aliew 192.168.2.2 eslsasser metaikimediserg Blags/ Wiks - 2 € minutes 0 sscond
] 5/29/13 1:00:00 P4 Allowr 152.165.2.2 selsasser feadbackiscur.com  Business - 1 3 minutes 0 second
[ sizen3g SF Aiow 152,168.2.2 ealzasser feadbackscur.cem  Business - 4 3 minutes 0 sacond
[[] srzanzniooioo ey Aoy 192.1€8.2.2 e=lsasser malesst.corp.nsior Business . 1 1 minute 8 seconds
[ siza/13 1:00:00 P8 aliow 152.162.2.2 eslsassser spidemandbassicor Business - 1 1 secend
[} s/24n13 1000088 Ao 152.188.2.2 ealeasser mecrhenicrosoft.cor Businass - 3 1 seeond
L] s/2an3 100008 Aoy 152,168.2.2 setrasser erl.microsoft.com  Business - 3 3 miewites 0 sscend
] si2ana:onooes Ak 132,1€8.2.2 salsanzar veww.microsoft.com  Businass - H 0 secopds
[ sizana a0 e Al 132.168.2.2 eslsassar translate.googlecor Internst Services  Googls Translste 2 8 seconds
Li 100:09 P} Allows 192,168.2.2 elsasser translate.googlecor Intermst Services Googls Transtats 3 1 secend
[i 192.1£8.2.2 eetsasser vavi.geeglecem  Internet Services - H 0 szcends
[ si23n31:00:00 1 192.162.2.2 straxser ratdmbeom  Internet Saryices - 1 14 s2cords
[ s/24/13 1:08:00 By Alicws 132.162.2.2 eslsasser ssl.gstatic.cem Content Servet - 1 0 secands

5/24/12 1:09:00 Pt 152.168.2.2 ealsasser esl.gstatic.cem Content Server - E 11 secords

[l sr2an131:00:00 P Allow 192.168.2.2 celsasser uplozdaikimadiaor Contant Sarver - s t secend .

Actions 104

B i > s Wl ws e - | Back [ Closa |
= g == v = ] Lo i3] . Ry

The reporting capabilities must include the ability to schedule aggregate reports of website accesses by
categories, ranges of IP addresses and time periods.
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Requirements Response

Queries can group by aggregated fields to produce top-level charts

" Query Buildar

v Bar
Bar Chart
Grouped Bar Chart
Stacked Bar Chart
Pie
Boofean Pie Chart
Pie Chart
Bubble
Bubble Chart
Summary

Mu'ti-group Summary Table

Sing'e Group Summary Table

Lina

Multi-lire Chart
Single Line Chart
List

Table

Bar labels are:
Category name
Bytes from clent
Bytes from sarver
Date and time
His
Category Information

Host Information
1P address

Malware Information
Ma'ware name

Request Information
Applcatien name
Appleaticn pr
Contert type
File extepision
Mztho

User Information
Uzername

Action Information
Action taken

Log Source Mame Information
Log source name

Log Source Type Informalion
Log source type

Prolection Area Informalion
Protection area

Reputation Information
Reputation

Site Information
Site

000 PMcAfee
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Requirements Response

Data can also be listed in a table format to display exact details of the data.

Query Builder 1 Resuls Type hart 3 Columns

Vihich columns does the table display? Unless you selected "Table” on the previcus panel, this is a dril-down tabls accessed from the summary chart.

Available Columns Selected Columns

Bytes ©
Bytes f chent (3] - — e T — > - e ke B = et R M n
vt Date and time Fl[E]EI Action taken EIIIIE) 1P address EE]E’ Usemame EHIIE! Site EE]E] Category name Emf
Bytes from server ©

¥ Category Information

¥ Host Information
I

¥ Malware Information

Malware name L2

¥ Request Information

Application protocel (2]
Contert type ©
File extencion ©
Methad L3 ]

v Usar Information

¥ Action Information

¥ Log Source Name Infornn..

Log saurce name

¥ Log Saurce Type Informa..,

Log source type

7 Dstas-dtme Acticn tab 1P address Usarnzms Method Category rarma UL Matuare Apsicatont Eyles
FITNT 12T AV Afme 15208522 exlsassar GET Searsh Engres L - - 21308 &
FATND20:24 A0 Mow 152116522 glotal vhagkat GeT Busican Bitg [fgat adsbs e Pashplayed] . e £13.241E .

Ch 21213122151 4% Ao 19206822 glebal ubretsr GET Businass Bt /fget adaba eom Maahylaye promoid = JZEST - - 13rus

Tl 2snzaesiay ason 13218822 aszer GET Busness Fetn s/l adetatey com/dliadebal) valgetatatecom s - - 114.43 18

o aNM1312:2:35 A% Ml 13216322 global ybitatat a=T Eusioen Bitphnrmages adebe com e, adoba comddonmtandcenter il - 5 513

Ti 331225454 Mo 13218822 eeliaisar GeT Seacch Erges etz e gecgts comd - - F21m3

O 3313122555 A% Afzyy 15206822 globalnbaeist GET Etresming Media bt /fgdata youtibe comieresidomain. amd . . 173712
TINTINEO5AN At 15216522 esimaanar = veb Ady ek ret/pagead/comarsien e Cmd IF - E 27758
1313 12:26:18 A2 13206322 esisascar cst Streaming Madu cutsbe o lna_commentsZsction_gat_comments =18 - YouTubs 1474

Tl zas/zi2izsasas 19218222 Fropes GE Vieh a2y bhtp:figmagleads 5 deu agesd o e TE=Crd I - - 148
413 12:26:20 4 152.162.2.2 sslsanser GET Intermst Services hitp 52 yeutubesend T = AN TS TS INARF G Badfarmat=2_2_ - VeuTube 33318
AT 12:26:20 AN 15216222 eesasee [ Vieb Ads hitp flgnoglasds 5. Fastie s CoduItiE Ut - - earmz
FSTERSS 152 162 2.2 selzaszar GeT Straaming Wedia Fitp Jrncryotobecom/ve_ssmmanststactian_gat_commert=lE - VeuTebs  335KE
VAVITATAESIAY Ao 15216322 wasrar GET Intarrat Ssrvaes Btp /52 youtibe com s hd=58_SLRTRIEGH TaTowW SEVEN - VeaTubs L7 M3
1313 3227500 £ 152.162.2.2 esinasser csr Intseost Sarvicas Mtpi/fs2ctbe oS vid=53_EqUtOFIF-GNYaThWgWeRIGEVEN - YouTob=  3ESLE

T o2aanaaracar Atew ISLISIRT sesasses GEv St eamirg Madaa Rt s ehinuatfa o pretibacemty desstey bectoayeoitha - 1.2 08

Betizns v 10T 2ems |

Reports can be scheduled to run on a periodic basis
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Requirements Response

P Y ~
Server Task Builder = 2 Actions

What actions do you want tha task to take?

¥ 1. Actions: [Run Repot [=] +
Select a report to run: | Web Security Overview Summary _E Language: [English E]
Ignore Report Runtime Parameters
Date
£ and  [Iswithnthelsst  [v] 1 Jlpas [+] +
time o
Sub-Actions: [Email File B 7JE} +

Retrp!énls:{Eﬂsa:—i&t@lﬁd:hanbt.cem e
Subject: [E-)a'ly Security Report =

The reporting capabilities must include the ability to create "on demand" custom reports on selected
client IP addresses, specific URLs and time periods.

CDWG Response:
The same queries and reports that are run on a scheduled basic can be run in an ad-hoc manner with
the inclusion runtime selection parameters of any of the available fields

Ignore Report Runtime Parameters

‘_—I aD:;etime[.Is M - B I_'l—l V I—”TMK_E] *
O wa  [Conine  [~] youtube.com/watch | '
Cl ::dress Is between  [v|[192.168.2.0

B R |- [192.168.2.255 o )
1] site Contains  [+] youtwbe.com +
[ | Username|Equals ;E Isturdentl

N *

¢« | ) _ e ) m ) | )

30



CDW Government LLC Response

Pricing Response
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REQUEST FOR QUOTATION
EDD392953 Internet Filtering and Reporting Solution

Pricing Page Exhibit “A”
Item Vendor Description | Quantity Unit Total
Cost Cost

Annual software cost
for Filtering Servers.*
Vendor to specify
quantity

Annual software cost

for Reporting Servers.*

Vendor to specify
quantity

Please reference attachg

d pricing sHeet and CD

WG Quote # DM

Annual License for
filtering of client
computers on K-12
network.

280,000

Annual License for

mobile computers.
(see note | below.)

10,000

Technical support and
upgrades/updates for
filtering solution

1 year

One Day onsite
training, 6 hours.

Charleston WV
(see note 2 below)

1 day

Onsite installation,
Charleston and

Morgantown, WV
(see note 2 below)

4 days

Filtering Servers
(if required)* Vendor is
to specify quantity

Please reference altached

Reporting Servers
(if required)* Vendor is

lo specify quantity

pricing she

Ft and CDW

Please reference attache

pricing she

et and CDW

Other Hardware
(if required)* Vendor is
lo specify quantity

Please reference attached

pricing she

2t and CDWj

G Quote # DMP
—

G Quote # DMK

G Quote # DMP

PQ2563

0253

0253

Hourly rate for custom
system modifications

20 hours

Grand Total

§560,437.10 |

Revised 10/18/2012
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BILL TO:

WEST VIRGINIA DEPT OF
EDUCATION

1900 KANAWHA BLVD E
BUILDING 7, ROOM 5

Accounts Payable

CHARLESTON , WV 25305-0009

Customer Phone #304.558.7880

ACCOUNT MANAGER
MIKE PINTO 866.850.
ITEM NO:

20 2735622
20 2435997
10001 2472283
4 2186286
190000 2383156
1 2769153
6 2806500
6 2775192
1 1706188
1 076980
1 931000
2 2803261

CDWG.com | 800.594.4239

SHIP TO:

WEST VIRGINIA DEPT OF EDUCATION
Attention To: CONNIE OSWALD

1900 KANAWHA BLVD E

BUILDING 7, ROOM 5

CHARLESTON , WV 25305-0009
Contact: CONNIE
OSWALD  304.558.2157

Customer P.O. # RFP WEB FILTERING

SHIRPING METHOD
5724
DESCGRIPTION

MCAFEE FED WEB GTW 5500 APPL B 1+

Mig#: WBG-5500-BI

Contract: WV State and Local Government Pricing
List Price $20995.00
Electrenic distribution - NO MEDIA
MCAFEE WEB GTW 5500 APPL B-1YR GL+

Mfg#: WBG5500BARMAI

Contract: WV State and Local Government Pricing
List price $ 4199.00
1 year support for line 1
Electronic distribution - NO MEDIA
MCAFEE WEB PROT STE 1:1 10001-20K

Mfg#: WPSECE-AA-JI

Contract: WV State and Local Government Pricing
List price $9.37
includes a year of support
Electronic distribution - NO MEDIA
MCAFEE GHE SOL SVC SML DPLY CONSULT

Mfg#: MD-SMALL-DEPLOYI

Contract: WV State and Local Government Pricing
List price $17,000
Electronic distribution - NO MEDIA
MCAFEE WEB SEC P:1 50001+

Mfg#: WSGCKE-AA-LI

Contract: WV State and Local Government Pricing
List price $ 7.56
includes a year of support
Electronic distribution - NO MEDIA
HP SB PROLIANT DL385P GENS8 6234

Mfg#: 686852-S01

Contract: WV State and Local Government Pricing
HP SB 8GB 2RX4 PC3L-10600R-9 KIT

Mfg#: 647877-S21

Contract: WV State and Local Government Pricing
HP 900GB 6G SAS 10K 2.5 GEN8

Mfg#: 652589-521

Contract: WV State and Local Government Pricing
CDW HARDWARE INSTALL SERVER

Mfg#: HWINSTALLSERVER

Contract: WV State and Lacal Government Pricing
CDW NETWORK OPERATING SYSTEM INSTALL

Mfg#: INSTALLNETOS

Contract: WV State and Local Government Pricing
CDW NETWORK APPLICATION INSTALL

Mfg#: INSTALLNETSOFTWAR

Contract: WV State and Local Government Pricing
ACAD MS MBA WIN SRV STD 2012 2PROC

Mfg#: P73-05828

Contract: WV State and Local Government Pricing
Electronic distribution - NO MEDIA

UPS Ground (2- 3 Day) i e

OE400SPS

SALES QUOTATION

[ QUOTE NO.

[ DMPQ253

TERMS

UNIT'PRICE
10,224.00

2,5656.00

6.10

16,000.00

0.85

2,825.00

88.00

623.00

30.00

230.00

120.00

210.00

ACCOUNT NO. DATE

6280704 l 6/10/2013

EXEMPTION CERTIEICATE

GOVT-EXEMPT

EXTENDED PRICE
204,480.00

51,120.00

61,006.10

64,000.00

161,500.00

2,825.00

528.00

3,738.00

30.00

230.00

120.00

420.00

3




12 2668369 ACAD MS MBA SQL SRV STD CORE 2LIC 870.00 10,440.00
Mfg#: 7NQ-00256
Contract: WV State and Local Government Pricing
Electronic distribution - NO MEDIA

SUBTOTAL 560,437.10
FREIGHT 0.00
TAX 0.00

US Currency

TOTAL ®  560,437.10

Please remit payment to:

CDW Government
CDW Government 75 Remittance Drive
230 North Milwaukee Ave. Suite 1515
Vernon Hills, IL 60061 Fax: 847.990.8190 Chicago, IL 60675-1515

This quote is subject to CDW's Terms and Conditions of Sales and Service Projects at
http:/Awww.cdw.com/content/terms-conditions/product-sales.asp
For more information, contact a CDW account manager.



Item Vendor Description Quantity [Unit Cost Total Cost
Annual software cost for filtering servers.* Vendor to Sepcify Quantity WBGS5500BARMAI - MFE Web Gateway 5500 Appl-B 1Yr GL+ARMA 20| $ 2,556.00 S 51,120.00
Annual software cost for reporting servers.* Vendor to Sepcify Quantity N/A S -
W5GCKE-AA-LT - MFE Web Security P:1 GL *“Number of Licenses needed
for this deployment type and architecture has been adjusted to 190000 by
Annual License for filtering of client computers on K-12 network McAfee Senior Management. 190000| $ 0.85|$ 161,500.00
Annual License for mobile computers WPSECE-AA - MFE Web Protection Suite 1:1 GL 10000| $ 6.10 | S 61,000.00
Included in annual software cost for filtering servers, annual license cost
for filtering of client computers on K-12 network & annual license cost for
Technical Support and Upgrades/Updates for filtering solution mobile computers 1 Year Included in Line 3
One day onsite training, 6hours Charleston WV List as SO and move this cost into the license and hardware. 1 Day Included
Onsite installation, Charleston and Morgantown, WV List as $0 and move this cost into the license and hardware. 4 Days Included
Filtering Servers (if required)* Vendor is to specify Qty Cost of SQL license and any hardware from CDW. 4,996.00 $18,331.00
Reporting Servers Cost of SQL license and any hardware from CDW. S -
Other Hardware N/A S .
Hourly rate for custom system modifications List as S0 and move this cost into the license and hardware. 20 hours
Grand Total $ 291,951.00

*The total of quoted solutions is $560,437.10. Please reference attached CDWG Quote # DMPQ253 for complete item listing.



** CDWG is not claiming local preference for this opportunity **

Rev. 07112 State of West Virginia
VENDOR PREFERENCE CERTIFICATE

Certification and appticalion® is hereby made for Preference in accordance wilth West Virginia Code, §5A-3-37. (Does not apply to
consluction contracts). West Virginia Code, §5A-3-37, provides an opporiunily for qualifying vendors lo request (at the time of bid)
preference for their residency slalus. Such preference is an evaluation method only and will be applied only to the cost bid in
accordance withthe West Virginia Code. This cerlificate for applicalion is to be used to request such preference. The Purchasing
Division will make the determination of the Resident Vendor Preference, if applicable.

1. Application Is made for 2.5% resident vendor preference for the reason checked:

Bidder is an individual resident vendor and has resided continuously in Wesl Virginia for four (4) yearsimmedialely preced-
ing the date of this cedification; or,

Bidderis a parinership, associalion or corporation resident vendor and has mainlained its headquarters or principal place of
business continuously in West Virginia for four (4) years immediately preceding the date of this certification; or 80% of the
ownership interes| of Bidder is held by another individual, partnership, association or corporalion resident vendor who has
maintained its headquarters or principal place of business continuously in Wesl Virginia for four (4) years immediately
preceding the dale of this cerlification; or,

Bidder is a nonresident vendor which has an affiliate or subsidiary which employs a minimum of one hundred state residents
and which has maintained its headquarlers or principal place of business within West Virginia continuously for the four (4)
years immedialely preceding the date of lhis certification; or,

2. Application is made for 2.5% resident vendor preference for the reason checked:

Bidder is a resident vendor who cerlifies thal, during lhe life of the contract, on average at least 75% of the employees
working on the project being bid are residents of West Virginia who have resided in the state conlinuously for the two years
immediately preceding submission of this bid; or,

3. Application is made for 2.5% residenl vendor preference for the reason checked:

Bidder is a nonresident vendor employing a minimum of one hundred slale residents or is a nonresident vendor with an
affiliate or subsidiary which maintains ils headquarlers or principal place of business within West Virginia employing a
minimum of one hundred slale residents who cerlifies thal, during the life of the conlract, on average al least 75% of the
employees or Bidder's affiliate’s or subsidiary's employees are residents of Wesl Virginia who have resided in the slate
conlinuously for lhe two years immediately preceding submission of this bid; or,

4, Application is made for 5% resident vendor preference for the reason checked;
Bidder meets either the requirement of both subdivisions (1) and (2) or subdivision (1) and (3) as staled above; or,
5. Application is made for 3.5% resldent vendor preference who Is a veteran for the reason checked:

Bidder is an individual resident vendor who is a veleran of the United States armed forces, the reserves or the National Guard
and has resided in Wesl Virginia continuously for the four years immedialely preceding the date on which the bid is
submilted; or,

6. Application is made for 3.5% resident vendor preference who is a veteran for the reason checked:

Bidder is a resident vendor who is a veleran of the Uniled Stales armed lorces, the reserves or the National Guard, if, for
purposes of producing or dislribuling the commoadities or compleling the project whichis the subject of the vendor’s bid and
conlinuously over the enlire lerm of the project, on average al least sevenly-five percent of the vendor's employees are
residents of Wesl Virginia who have resided in the stale continuously for the two immediately preceding years,

7. Application is made for preference as a non-resident small, women- and minority-owned business, in accor-
dance with West Virginia Code §5A-3-59 and West Virginia Code of State Rules.

Bidder has been or expecls to be approved prior lo contract award by the Purchasing Division as a cedified small, women-
and minority-owned business.

Bidder underslands if the Secralary of Revenue determines that a Bidder receiving preference has failed to conlinue to meel the
requirements for such preference, the Secretary may order the Director of Purchasing to: (a) reject the bid, or (b) assess a penalty
againsl such Bidder in an amount nol to exceed 5% of the bid amount and that such penalty will be paid to the conlracling agency
or deducted from any unpaid balance on the cenlracl or purchase order.

By submuission of this certificate, Bidder agrees lo disclose any reasonably requested information to the Purchasing Division and
authorizes the Depariment of Revenue to disclose to the Director of Purchasing appropriate information verifying thal Bidder has paid
lhe required business laxes, provided thal such informalion does nol conlain the amounls of laxes paid nor any other information
deemed by the Tax Commissioner to be confidential,

Under penalty of law for false swearing (West Virginia Code, §61-5-3), Bidder hereby certifies that this certificate is true
and accurate in all respects; and that if a contract is issued to Bidder and if anything contained within this certificate
changes during the term of the contract, Bidder will notify the Purchasing Division in wriling immediately.

Bidder: Signed:

Date: _ Title:

** CDWG is not claiming local preference for this opportunity **
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REQ No EDD392953

STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

MANDATE: Under W. Va. Code §5A-3-10a, no conlracl of renewal of any conlract may be awarded by the slale or any
of its polilical subdivisions (o any vendor or prospeclive vendor when the vendor or prospeclive vendor or a relaled parly
to the vendor or prospeclive vendor is a debtor and. (1) the debt owed is an amount grealer than one thousand dollars in
the aggregale; or (2) the deblor is in employer defaull,

EXCEPTION: The prohibition listed above does nol apply where a vendor has contesled any lax administered pursuant to
chapler eleven of the W. Va. Code, workers' compensalion premium, permil fee or environmental fee or assessmenl and
the matler has nol become final or where lhe vendor has entered inlo a paymenl plan or agreemenl and the vendor is nol
in default of any of the provisions of such plan or agreement.

DEFINITIONS:

“Debt” means any assessmenl, premium, penally, fine, tax or other amounl of money owed lo the slate or any of ils
political subdivisions because of a judgmenl, fine, permil violation, license assessment, defaulled workers'
compensation premium, penaily or other assessment presently delinquenl or due and required to be paid to Lhe state
or any of ils political subdivisions, including any interest or addilional penallies accrued thereon.

“Employer default” means having an oulslanding balance or liabilily to the old fund or to the uninsured employers'
fund or being in policy defaull, as defined in W. Va. Code § 23-2¢-2, failure to maintain mandalory workers'
compensation coverage, or failure lo fully meet its obligalions as a workers' compensalion self-insured employer. An
employer is nol in employer defaull if it has entered inlo a repayment agreement with the Insurance Commissioner
and remains in compliance wilh the obligalions under the repayment agreement.

“Related party" means a parly, whether an individual, corporation, parinership, association, limited liability company
or any other form or business assecialion or other enlity whatsoever, relaled to any vendor by bloed, marriage,
ownership or conlract through which the parly has a relationship of ownership or olher interest with the vendor so thal
the parly will aclually or by elfecl receive or control a porlion of lhe benefil, profit or olher consideration from
performance of a vendor conlract with the parly receiving an amount that meels or exceed five percent of the lotal
conlract amounl.

AFFIRMATION: By signing this form, the vendor's authorized signer affirms and acknowledges under penalty of
law for false swearing (W. Va. Code §61-5-3) that neither vendor nor any related party owe a debi as defined

above and that neither vendor nor any related party are in employer default as defined above, unless the debt or
employer default is permitted under the exception above.

@ B o
/ “C __“Daleriﬁg.’?_o_‘]:}___——¥k

WITNESS THE FOLLOWING SIGNATURE:

Vendor's Name: CDVV Gove nmer

Authorized Signalture!

stateof llinois

Counly of C()_Ok L loewil

Taken, subscribed, and sworn to before me this fitday of d,“\ﬂ
2,

My Commission expires /' ‘% , 20_!&.

AFFIX SEAL HERE NOTARY PUBLIC

VAAAAAAAAAAAAAA

SIS 5 A
WY

OFFICIAL SEAL
JUSTIN SCHWIER ]
¢ NOTARY PUBLIC - STATE OF ILLINOIS
i MY COMMISSION EXPIRES:05/18/15

AARAARRARARAPRARPAFRAARAARA)
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CERTIFICATION AND SIGNATURE PAGE

By signing below, I certify that [ have reviewed this Solicitation in its entirety; understand the requirements,
terms and conditions, and other information contained herein; that I am submitting this bid or proposal for
review and consideration; that I am authorized by the bidder to execute this bid or any documents related
thereto on bidder’s behalf; that T am authorized to bind the bidder in a contractual relationship; and that to the
best of my knowledge, the bidder has properly registered with any State agency that may require

registration.

CDW Government lo.C

CS Al

(Authori ySlgnature)J

John Loughlln - Superwsor, Proposals
(Representative Name, Title)

866.850.5724 847-990-8190
(Phone Number) (Fax Number)
6/12/2013

(Date)

Revisad 030472013
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ADDENDUM ACKNOWLEDGEMENT EQRM
SOLICITATION NO,;|EDD392953

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, ete.

mﬁmﬂdum received)
(X 1 Addendum No. | [ ] Addendum No. 6
[ ] Addendum No. 2 [ ] Addendum No. 7
[ 1 Addendum No. 3 [ ] Addendum No. 3
[ 1 Addendum No. 4 [ ] Addendum No. 9
[ ] Addendum No. 5 [ ] Addendum No. 10

[ understand that failure to confirm the receipt of addenda may be cause for rejection of this bid. [
further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

CDW Governmént LL

“ompany
\
" Y B

pongS/Authr/i'z‘é/d Signature

6/12/2013
Date

John Loughlin — Sur_)ervi_sor,

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.

Revised 03/04/2013



ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: EDD392953

Instructions: Please acknowledge receipt ol all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Iailure to acknowledge addenda may result in bid disqualification.

Acknowledgment: | hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, cle,

Addendum Numbers Received:
(Check the box next to each addendum received)

[x | Addendum No. | | | Addendum No. 6
[ ] Addendum No. 2 [ ] Addendum No. 7
[ ] Addendum No. 3 [ ] Addendum No. 8
[ ] Addendum No. 4 [ 1 Addendum No. 9
[ 1 Addendum No. 5 [ 1 Addendum No. 10

Iunderstand that failure to confirm the receipt of addenda may be cause Tor rejection of this bid. 1
further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

___C_DW Q_qvgmpwent LLC
Co % é

pa— —
NG
John Loughlin — Supervisor, Proposals

6/12/2013
Dale

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.
Revised 6/8/2012



