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REQUEST FOR QUOTATION
SWC-ENCRYPTION

The Acquisition and Contract Administration Section of the Purchasing Division "State" for the West Virginia
Office of Technology, Office of Technology (WVOT) is soliciting quotations for an encryption solution. This
solution must also provide for a total of up to 16,000 licenses to be purchased for the Executive Branch in’
various quantities over a one year period, with other governmental entities possibly purchasing a total of up to
30,000. This solution must be a total cost of ownership solution based upon the cost of a license and two
additional years of support. Potential users of this contract may include state agencies, community colleges,
institutions, counties, municipalities, public schools, and other local government entities.

The product bid must be in the Leaders quadrant of the Gartner Magic Quadrant for Mobile Data Protection
2007. If an authorized reseller is awarded this contract, a license agreement and on-going support agreement
must be negotiated between the software manufacturer and the State.

Any procurement from this contract will require a State Contract Order (WV-39). Any procurement exceeding
$10,000 will require approval from 1S&C and the Chief Technology Officer. The Vendor must provide to the
State Purchasing Division and Office of Technology quarterly reports showing all purchases made under this
contract. This report must show the agency procuring the software, the amount of software procured, and the
dollars spent by the agency.

The State reserves the right to utilize inter-state agreements, such as the Western States Contracting Alliance
(WSCA\), to purchase equipment, outside of the terms and conditions of any contract resulting from an award of
this RFQ, pursuant to West Virginia State Code, Section §5A-3-19. The State may make the products and
services requested in this RFQ available to county and local municipalities, as well as any other official boards
and commissions deemed eligible as legitimate, governmental entities. .

Encryption

o The solution must provide Full Disk Encryption (FDE) and File/Folder Encryption System (FES).

o The solution must provide a capability to automatically encrypt data that is transferred to removable
storage media, for example, CD/DVD, USB pin-drives, tapes, external hard drives, efc., without user
intervention or circumvention

o The solution's process for encryption and decryption of data must be configurable to be transparent to
user
Solution must use a NIST approved random number generator for key generation

e The solution must allow data from an encrypted source to be decrypted to allow transfer of data
unencrypted to another destination, by an authorized administrator

e The solution must support distribution of encrypted data to trusted or business partners for data
exchange using authenticated self extraction '

The solution must provide FDE and FES under a single solution management console
Solution must be capable of file compression and encryption in a single step by the user

Authentication

o Solution shall allow the administrators to set a configurable limit for pre-boot logon attempts and invokes
lockout for failed logon attempts after exceeding the limit
o  Solution must support password based pre-boot authentication

Administration

The solution must allow multiple users of the same laptop or device
Solution shall have the capability to allow administrators to provide remote assistance to users who are
locked out

o Solution shall have the capability to allow-administrators to configure the solution for decryption and
uninstall of encryption solution by an authorized administrator only '

o Solution shall prohibit providing vendor's ability to access, modify, or decrypt data

1
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Solution must not interfere with imaging of hard drive after encryption solution is installed (subject to
testing prior to award)

Solution must not interfere with Restoration/Recovery of encrypted data from backup media (subject to
testing prior to award)

Solution must not interfere with full disk data erasure tools (subject to testing prior to award)

The solution is capable of secure escrow and recovery of the symmetric encryption key

If the solution requires modification of the Master Boot Record, it shall be validated by the pre-boot
environment

The solution's encryption/decryption process must occur without loss or corruption of data or content
modification

Solution must be capable of encrypting swap, free, slack, temp, and Internet temp files

Solution must allow modification of boot authentication screen by administrators to reflect State Agency
warning banners

The solution shall allow the administrator to enforce complex passwords to include a minimum of 9
characters in length, upper and lower case, alphanumeric, and special characters

Solution must have the ability to allow administrators to maintain administrator password for pre-boot
authentication for each system

Solution must not conflict with the host based security solutions running simultaneously on a mobile
computing device such as Host Intrusion or Prevention Systems (HIDS or HIPS), Firewalls, and Anti-
virus.

Solution must be capable of silent and remote installation and updates of the produc(s)

During the solution's encryption/decryption process, if the process is interrupted, the product must be
capable of resuming the process from point of disruption

Solution must support or have built-in auditing, monitoring, analysis, and reporting capabilities
(customizable reports are preferred)

Solution shall allow logging of access events to the product and encrypted data (success and failure)
Solution must allow export of encrypted file that contains system generated full volume encryption key
Solution must allow authorized user to validate disk encryption has occurred and is maintained
Solution must support pre-boot integrity '

Solution must provide open APls or an SDK to support application integration

The solution must support Single Sign-On (simultaneous pre-boot and O/S logon)

Management Console

The solution's administrator management console must allow for failover functionality (fault
tolerance/redundancy) .

The solution's administrator management console must support capability to add/modify/delete admin
users

The solution shall provide the capability to set a limit on the number of unsuccessful consecutive logon
attempts to the administrator management console and invokes lockout for exceeding the limit

The solution's administrator management console must support retrieval of computer, user, and user-
group information from Active Directory

Solution shall support secure remote management of devices to support remote users

Solution shall support secure remote access to the administrator management console for.
administrators

The solution's administrator management console must be scalable to support large enterprise
environments

The solution's administrator management console must permit multiple administrator logins for
simulianeous access ‘ ’

The solution's administrator management console must support retrieval of computer, user, and user-
group information from LDAP Servers

The solution or encryption system must be configurable to. not interfere with remote distribution and full
installation of applications, patches, and updates while connected to the network, and without user
intervention )

The solution or encryption system shall allow administrator to configure solution to enforce sanitization,
'wipe' or key destruction to render the data unusable.
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Support

e Under software maintenance agreement, vendors must notify the State and deliver product within 10
working days of commercial release for new updates

¢ For every solution patch or upgrade release, vendor must provide verification that the solution still meets .

all of the initial requirements

¢ Vendor must provide several technical support delivery options, to include phone, online, onsite, etc.
Vendor must provide one (1) administrator & one (1) user's guide in hard copy and in electronic formats
(PDF) with unlimited reproduction privileges for internal purposes per order :

o Forevery patch or upgrade release, new product releases must be backward compatible and be
capable of using or decrypting previously encrypted data -

o Vendor must provide troubleshooting guidance for solution under the support agreement
Priority technical support (4 hr callback) must be provided for the solution for sixty days after completion
of the installation. Standard technical support is to be available for the remainder of the contract
Solution must provide user-friendly feedback messages when errors or warnings occur

» . System installation documentation must include steps to verify proper operation upon completion of
installation. ’

Licensing

o Licenses must be transferable within each State Agency
o Solution licenses must be perpetual
o Licenses must include home-use rights

Training

o Users should require minimal or no training fo utilize the solution
o Vendor must provide administrative support training

Pricing
e Al mandatory fees must be factored into the per license fee.
o This solution must be a total cost of ownership solution based upon the cost of a license and two
additional years of support.

o The three-year cost (the initial year plus two additional years of support) must be the same for licenses
purchased in year one and the licenses purchased at the end of year two.

11

Licensing Fees:
User license for Encryption Solution 5 lea

* Must include license fee and any support costs for three years after installation.
Any installation fees should be figured in with the license fee.

Licensing fee §, X 16,000 (estimated quantity) = §

Optional Fees:
Training / Installation / Configuration™
Remote $ per hour Min. Billable Hours

On-site $ per hour Min. Billable Hours

* This is for any additional training after initial installation.

3
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ATTACHMENT’

P.O#

This agreement constitutes the entire agreement berween the parties, and there’

are no other terms and conditions applicable to the licenses granted hereunder.

Agreed

OO 1)o7
Sigerdture Date : Signature Daie

£ED

~Title ' , Title

[NFoLock TELf(wo /€S . .
Company Name [o/g/o ' Agency/Division
GVeRDIANEDCE Te<h.)
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RFQ No. ENCRYY 708 3

STATE OF WEST VIRGINIA
Purchasing Division

PURCHASING AFFIDAVIT

West Virginia Code §5A-3-10a states: No contract or renewal of any contract may be awarded by the state or
any of its political subdivisions to any vendor or prospective vendor when the vendor or prospective vendor or
a related party to the vendor or prospective vendor is a debtor and the debt owed is an amount greater than
one thousand dollars in the aggregate

DEFINITIONS:

“Debt’ means any assessment, premium, penalty, fine, tax or other amount of money owed to the state or any
of its political subdivisions because of a judgment, fine, permit violation, license assessment, defaulted
workers' compensation premium, penalty or other assessment presently delinquent or due and required to be
paid to the state or any of its political subdivisions, including any interest or additional penalties accrued
thereon.

“"Debtor” means any individual, corporation, partnership, association, limited liability company or any other form
or business association owing a debt to the state or any of its political subdivisions. “Political subdivision”
means any county commission; municipality; county board of education; any instrumentality established by a
county or municipality; any separate corporation or instrumentality established by one or more counties or
municipalities, as permitted by law; or any public body charged by law with the performance of a government
function or whose jurisdiction is coextensive with one or more counties or municipalities. "Related party” means
a party, whether an individual, corporation, partnership, association, limited liability company or any other form
or business association or other entity whatsoever, related to any vendor by blood, marriage, ownership or
contract through which the party has a relationship of ownership or other interest with the vendor so that the
party will actually or by effect receive or control a portion of the benefit, profit or other consideration from
performance of a vendor contract with the party receiving an amount that meets or exceed five percent of the
total contract amount.

EXCEPTION: The prohibition of this section does not apply where a vendor has contested any tax
administered pursuant to chapter eleven of this code, workers' compensation premium, permit fee or
environmental fee or assessment and the matter has not become final or where the vendor has entered into a
payment plan or agreement and the vendor is not in default of any of the provisions of such plan or agreement.

LICENSING: Vendors must be licensed and in good standing in accordance with any and all state and local
laws and requirements by any state or local agency of West Virginia, including, but not limited to, the West
Virginia Secretary of State’s Office, the West Virginia Tax Department, West Virginia Insurance Commission,
or any other state agencies or political subdivision. Furthermore, the vendor must provide all necessary
releases to obtain information to enable the Director or spending unit to verify that the vendor is licensed and in
good standing with the above entities. ‘

CONFIDENTIALITY: The vendor agrees that he or she will not disclose to anyone, directly or indirectly, any
such personally identifiable information or other confidential information gained from the agency, unless the
individual-who is the subject of the information consents to the disclosure in writing or the disclosure is made
pursuant o the agency’s policies, procedures and rules. Vendors should visit www.state.wv.us/admin/
purchase/privacy for the Notice of Agency Confidentiality Policies.

Under penalty of law for false swearing (West Virginia Code, §61-5-3), it is hereby certified that the vendor
acknowledges the information in this said affidavit and are in compliance with the requirements as stated.

Vendor's Name: /& Fo L0ek  TECHNO LOG/ES / o/8/0 GUARDILAN ED)LE 754’7")

Authorized Signature: W Date: /[ Z// é/ oF
Purchasing Affidavit (Revised 06/15/07) / ,




AGREEMENT ADDENDUM 14

WV-96
Rev. 10/07
In the event of conflict between this addendum and the agreement, this addendum shall control:

L DISPUTES - Any references in the agresment to arbitration or to the jurisdiction of any court are hereby deleted. Disputes arising out of the
agreement shall be presented to the West Virginia Court of Claims.

2. HOLD HARMLESS - Any clanse requiring the Agency to indemnify or hold harmless any party is hereby deleted in its entirety.

3. GOVERNING LAW - The agreement shall be governed by the laws of the State of West Virginia. This provision replaces any references to any
-other State’s governing law.

4. TAXES - Provisions in the agreement requiring the Agency to pay taxes are deleted. As a State entity, the Agency is exempt from Federal, State,
and Iocal taxes and will not pay taxes for any Vendor including individuals, nor will the Agency file any tax returns or reports on behalf of Vendor
or any other party.

PAYMENT - Any references to prepayment are deleted. Payment will be in arrears.

6. INTEREST - Should the agreement include a provision for interest on late payments, the Agency agrees to pay the maximum legal rate under West
Virginia law. All other references to interest or late charges are deleted.

7. RECOUPMENT - Any langnage in the agreement waiving the Agency's right to set-off, counterclaim, recoupment, or other defense is hereby

eleted.

8. FISCAL YEAR FUNDING - Service performed under the agreement mag be continued in succeeding fiscal years for the term of the agreement,
contingent upon funds being appropriated by the Legislature or otherwise being available for this service. In the event funds are not appropriated
or otherwise available for this service, the agreement shall terminate without penalty on June 30. After that date, the agreement becomes of no
effect and is null and void. However, the Agency agrees to use its best efforts to have the amounts contemplated under the agreement included
in its budget. Non-appropriation or non-funding shall not be considered an event of default,

9. STATUTE OF LIMITATION - Any clauses limiting the time in which the Agency may bring suit against the Vendor, lessor, individual, or any
other party are deleted.

10. SIMILAR SERVICES - Any provisions limiting the Agency's right to obtain similar services or equipment in the event of default or non-funding
during the term of the agreement are hereby deleted. )

11. ATTORNEY FEES - The Agency recognizes an obligation to pay attorney's fees or costs only when assessed by a court of competent jurisdiction.
Any other provision is invalid and considered null and void.

12. ASSIGNMENT - Notwithstanding any clause to the conttary, the Agency reserves the right to assign the agreement to another State of West
Virginia agency, board or commission upon thirty (30) days Written notice to the Vendor and Vendor shall obfain the written consent of Agency
prior to assigning the agreement.

13. LIMITATION OF LIABILITY - The Agency, as a State entity, cannot agree to assume the potential liability of a Vendor. Accordingly, an
E,I:DV'ISIQH Timiting the vendor's lability for direct damages to a certain dollar amount or to the amount of the agreement is hereby deleted.
imitations on special, incidental or consequential damages are acceptable. In addition, any limitation is null and void to the extent that it precludes
any action for injury to persons or for damages to personal property.

14, RIGHT TO TERMINATE - Agency shall have the right to terminate the agreement upon thirty (30) days written notice to Vendor. Agency
aprees to pay vendor for services rendered or goods received prior to the effective date of termination.

15. TERMINATION CHARGES - Any provision requiring the Agency to \))ay a fixed amount of, liquidated damages upon terrr_)ihation‘of the
agreement is hiereby deleted. The Agency may only agree to reimourse a endor for actual costs incurred or losses sustained during the current
iscal year due to wrongful termination by the Agency prior to the end of any current agreement term.

16. RENEWAL - Any reference to automatic renewal is hereby deleted. The agreement may be renewed only upon mutual written agreement of the
pariies.

17. INSURANCE - Any provision requiring the Agency to insure equipment or property of any kind and name the Vendor as beneficiary or as an
additional nsured is h%reby delete?i. & Bency quip prop

18. RIGHT TO NOTICE - Any provision for repossession of equipment without notice is hereby deleted. However, the Agency does recognize a
right of repossession with notice.

19. ACCELERATION - Any reference to acceleration of payments in the event of default or non-funding is hereby deleted.

20. CONFIDENTIALITY: -Any provision regarding confidentiality of the terms and conditions of the agreement is hereby deleted. State contracts
are public records under the West Virginia Freedom of Information Act, ’

21. AMENDMENTS - All amendments, modifications, alterations or changes to the agreement shall be in writing and si%ned by both parties. No
amendment, modification, alteration or change may be made to this addendum without the express written approval of the Purchasing Division
and the Attorney General, .

ACCEPTED BY: ‘
STATE OF WEST VIRGINIA VENDOR

‘ (NFoLOCl- TELHNoLoClES
Spending Unit: Company Name: _@/ﬂ/ » GUARDIANEDEGE TE‘WM

Signed: Signed: / : 3 .5; ;
A ==

Title: ' Title: CE£O
Date: Date: / 2-*,/ / él/ 0 ?




Suite 1016

Arlington, VA 22209

State of West Virginia
Department of Administration
Purchasing Division
2019 Washington Street East
Post Office Box 50130
Charleston, WV 25305-0130

infoLock Technologies o/b/o
GuardianEdge Technologies
1901 N Fort Myer Drive
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