CORRECT ORDER NUMBER MUST

Department of Administration State of West Virginia

Purchasing Division APPEAR ON ALL PACKAGES, INVOICES,

2019 Washington Street East Master Agreement AND SHIPPING PAPERS. QUESTIONS

Post Office Box 50130 CONCERNING THIS ORDER SHOULD BE

Charleston, WV 25305-0130 DIRECTED TO THE DEPARTMENT
Order Date: 12-22-2020 CONTACT.

Order Number: CMA 0212 0212 MSMENTPRZ 2 Procurement Folder: 687835

Document Name: Microsoft Master Services Agreement "Enterprise"” Reason for Modification:

Document Description: Microsoft Master Services Agreement "Enterprise” Change Order No.2 - to extend the terms agreement
under the same terms and conditions per the
attached documentation.

Procurement Type: Central Master Agreement )

Buyer Name:

Telephone:

Email:

Shipping Method: Best Way Effective Start Date: 2014-03-14

Free on Board: FOB Dest, Freight Prepaid Effective End Date: 2025-05-31

; VENDOR DEPARTMENT CONTACT

Vendor Customer Code: 000000230239 Requestor Name: Mark A Atkins

MICROSOFT CORPORATION Requestor Phone: (304) 558-2307

1 MICROSOFT WAY Requestor Email: mark.a.atkins@wv.gov

REDMOND WA 98052-6399

us

Vendor Contact Phone: 202-895-2033 Extension:

Discount Details:

Discount Allowed Discount Percentage Discount Days

#1 No 0.0000 0

#2 No

#3 No

#4 No

INVOICE TO SHIP TO

ALL STATE AGENCIES VARIOUS AGENCY LOCATIONS

VARIOUS LOCATIONS AS INDICATED BY ORDER AS INDICATED BY ORDER

No City WV 998999 No City WV 99999

us us

Total Order Amount: Open End
;.’! \ ﬁ’::"‘* 5D B ﬁ\ F. rﬁ:’ _4;—;-\‘ ég‘ AR
AGENCY COPY
TR halxwd

PURCHASING DIVISION AUTHORIZATION

ELECT NIC SIGNATUREQ‘

ATTORNEY GENERAL APPROVAL AS TO FORM

ELEC ONIC SIGNATUIT%,::ILE :\

ENCUMBRANCE CERTIFICATION

DATE:
ELECTRONIC SIGNATURE ON FILE

Date Printed:

Dec 22, 2020 Order Number:

ulas

CMA 0212 0212 MSMENTPRZ 2 Page:

1

—JAN =5 2071

FORM ID: WV-PRC-CMA-002 2020/01




Extended Description:
Change Order No. 2 - to extend the terms agreement until 05/31/2025 per the attached documentation.

Software, Master Agreement "Enterprise"

This blanket Master Services Agreement is comprised of the attached agreement.

This agreement does not contain product or pricing of product. Agency shall use resale agreement in place at time of purchase for products.
Original purchase order attached for reference.

No other changes.

Line Commodity Code Manufacturer Model No Unit Unit Price

1 43230000 EA 0.000000
Service From Service To

Commodity Line Description:  Software, Master Agreement "Enterprise”

Extended Description:
This blanket Master Services Agreement is comprised of the attached agreement. This agreement does not contain product or pricing of product. Agency shall use

resale agreement in place at time of purchase for products.

Date Printed:  Dec 22,2020 Order Number: CMA 0212 0212 MSMENTPRZ 2 Page: 2 FORM ID: WV-PRC-CMA-002 2020/01




Bt Microsoft Volume Licensing

Amendment to Contract Documents

Al t Numb 3 :
greement Number 01E73657 000-jegraham-S-187

This amendment (“Amendment”) is entered into between the parties identified on the attached program
signature form. It amends the Enrollment or Agreement identified above. All terms used but not defined
in this Amendment will have the same meanings provided in that Enrollment or Agreement.

Enterprise Agreement
Custom Terms CTM

The term of the Agreement 01E73657 is extended to expire May 31, 2025.

Except for changes made by this Amendment, the Enroliment gr Agreement identified above remains
unchanged and in full force and effect. If there is any conflict between any provisjon in this Amendment
and any provision in the Enroliment or Agreement identified above, this Am%dmm‘i shall control.

This Amendmant must be attached to a signatura form to be vaﬁd S

. 1 1 B ¥ <N "% ‘{
L A il T “" Wiae s X
Microsoft Interna} UB‘ Only . ¥ 7 o il
WV EA Afreement Extension (hrou@b May 31 fc CTM-CTECTL ‘8D
2025 (CTM).docx - o i O
AmendmentApp v4.0 CTM-CTC-CTL BD

Page 1 of 1



Volume Licensing

BE Microsoft

Program Signature Form

MBA/MBSA number 000-jegraham-S-187

Agreement number 01E73657

Note: Enter the applicable active numbers associated with the documents below. Microsoft requires the
associated active number be indicated here, or listed below as new.

s of this form, “Customer’ can mean the signing m Eﬂ.ml'ﬁd
Institution, or other party entering into a volume licensing program agreement

This signature form and all contract documents identified in the table below are entered into between
the Customer and the Microsoft Affiliate signing, as of the effective date identified below.

Contract Document Number or Code

Document Number.or Code
Document Number or.Code .

<Choose Agreement>
<Choose Agreement>
<Choose Agreement>
<Choose Agreement>
<Choose Agreement>

<Choose Enrollment/Rs
<Choose Enroliment/F
<Choose Wmenvﬁegistraﬂona
<Choose Enoliment/Registration> -

-<Choose Enroliment/Registration> '
Amendment \ CTE_UI-CTC-CTL [911':’7‘365?}

Document Description ) " I:Document Number or Code
Document Descnpﬁon- Document Number or Code
Document Descrlptlcm -Document Number or Code

; ipti Documem Number-or.Code

and unﬁérs%and the abwe contrar::t documenis mcludmg any websmes of dncuments mcorperated by
reference and any amendments and (2) agree to be bound by the terms of all such documents.

Signature* ; g

Printed First and Last Name* // ﬁAfJ /L/ 7£/ L
Printed Title ASS: Sha »laic,/
Signature Date* 1c / o2 / >0

Tax ID

* indicates required field



Microsoft Affiliate

Microsoft Corporation

Signature
Printed First and Last Name
Printed Title

Signature Date
(date Microsoft Affiliate countersigns)

Agreement Effective Date
(may be different than Microsoft’s signature date)

Optional 2" Customer signature or Outsourcer signature (if applicable)

Name of Entity (must be legal entity name)* -

Signature* &

Printed First and Last Name* - o ™ b

Printed Title L
| Signature Date*

* indicates required 3

Outsourcer

‘Name of Entity (must be legal entlty namli’
Slgnature

lf Custortier requires addmonal contacts or is reportmg mult|p1e prevnous Enrollments include the
appropriate form(s) with this signature form.

After this signature form is signed by the Customer, send it and the Contract Documents to Customer’s
channel partner or Microsoft account manager, who must submit them to the following address. When
the signature form is fully executed by Microsoft, Customer will receive a confirmation copy.

Microsoft Corporation
Dept. 651, Volume Licensing
6880 Sierra Center Parkway
Reno, Nevada 89511

USA



Bm Microsoft Volume Licensing

Alternative Acceptance Form (Microsoft Only)

Due to the extraordinary impact of the coronavirus (COVID-19), Microsoft has implemented
steps to protect personnel and the communities in which they live and work, including
conducting business from remote locations and/or using different processes. As a resuit,
Microsoft is utilizing this Alternative Acceptance Form in place of signing a Program Signature

Form.

Microsoft's authorized representative is accepting the contract documents shown on the Program
Signature Form bearing the Proposal ID shown below (“Contract Documents”) by typing their name and
entering the date of acceptance on this Alternative Acceptance Form. The Agreement Effective Date
shown below is the Agreement Effective Date shown on the Program Signature Form.

For the purposes of this Alternative Acceptance Form, “Customer” means the Customer entity identified
on the Program Signature Form bearing the same Proposal ID that appears on this form, and “Microsoft”
means the Microsoft entity or entities identified below on this form.

| 01E73657

000-jégraham-S-187

entermg their name. ‘and the date of Microso&’s. gceaptas
Microsoft agrees that it. (1) has recewed read and q%efsmﬁds ?his A&amatwe Acceptance Form, the

Program Signature Form, and all. -Contract Documents, including any websites or documents

mcorporated by referéence and any amendments; and (2) agrees to be bound by the terms of all such

documents, 'as of the Agreement Effective Date. This Altemative Accaptance Form, when completed,
QWM into the Agreement noted above.

Acceptance by Microsoft
Enter applicable Microsoft Affiliate: Microsoft Corporation

Name of Microsoft authorized representative: David Kanasoot

Acceptance date: 12/21/2020

The above person is duly authorized on behalf of Microsoft to accept these Contract
Documents. Microsoft will not challenge the enforceability or validity of the agreement
formed by this alternative process or any of the Contract Documents based on its
acceptance using this Alternative Acceptance Form.




Optional Confirmation of Acceptance on Customer Request

Once Microsoft returns to its normal business processes, if Customer requests a Microsoft
signature, an authorized representative of Microsoft will sign and deliver a copy of this
Alternative Acceptance Form below to confirm the effectiveness of the agreement as of the

Agreement Effective Date shown above.

Optional Microsoft Confirmation of Acceptance

Enter applicable Microsoft Affiliate: <choose one>

By signature of its duly authorized representative below, Microsoft hereby acknowledges, ratifies
and confirms that the agreement referenced on this Alternative Acceptance Form was duly
accepted, and is effective as of the Agreement Effective Date shown above.

Signature: sign your complete name

Printed First and Last Name: print your complete name

Printed Title: print your title

Signature Date: enter the date you signed this form

g

r




g Purchase Order

BY ORDER

il *709065415 01 800-426-9400
MICROSOFT CORPORATION

ONE MICROSOFT WAY

VARIOUS LOCALES

*
REDMOND WA 98052 &| BY ORDER

ALL STATE AGENCIES
AND POLITICAL SUBDIVISIONS

AS INDICATED

State of West Virginia ; EUHCHASE-OROIER N
Department of Administration MSMENTPRZ
Purchasing Division
2019 Washington Street East R
Post Office Box 50130 V=1 TR E—
Charleston, WV 25305-0130 ] CORRECT PURCHASE ORDERNUMBER
00 MUST APPEAR ON ALL PACKAGES,
INVOICES, AND SHIPPING PAPERS,
GHASE OHOER SHOULD Bk BIREATE:
ALL STATE AGENCIES TO THE BUYER AS NOTED BELOW,
AND POLITICAL SUBDIVISIONS
VARIOUS LOCALES AS INDICATED

e LD

MICROSOFT MASTER SERVICES AGREEMENT " ENTERPRISE"

03/13/2014 099-00-01-100
SOFTWARE, MASTER AGREEMENT "ENTERBRISE"

THIS BLANKET MASTER SERVICES AGREEMENT IS
COMPRISED QF THE ATTACHED AGREEMENT.

THIS AGREENENT DOES NOT CONTAIN PHRODUCT OR

PUCTaST ToTs Pl Copy

PRICING OF |PRODUCT. AGENCY SHALL USE RESALE R
AGREEMENT JIN PLACHE AT TIME OF PURQHASE FOR A
PRODUCTS. ’
o (LT gy T |evr e PURCHASING DIVISION
ROETURNED TOBUYER CERTIFIED ENCUMBERED
My WART 42014
LATE:, - MAR 1 4 2014
ENTERED Loy T ol
/
Z / : /}
APPROVAL AS TO FORM IS REQUIRED BY ATTORNEY GENERAL, CHECK HERE B/ y/p/z ol OPEN END
& 3\ W 5 S
7
¢ - ‘g(_éy 304-558-2596
APPROVED AS TOFORM BY PUBEFIASTNG DIVISION AUTHORIZED SIGNATURE

ASSISTANT ATTORNEY GENERAL




MEMORANDUM

TO: Agencies Purchasing Microsoft 365

FROM: Purchasing Division

DATE: February 14, 2014

RE: | Special Instructions for State Agencies Purchasing Microsoft 365 Products

Special Instructions for State Agencies Purchasing Microsoft 365 Products

1. Enterprise Agreement Only: Microsoft 365 products can only be purchased under the
Microsoft Enterprise Agreement software licensing (“Enterprise Agreement”). The terms and
conditions that govern the Microsoft 365 software have not been included in the Microsoft Select
Agreement and purchases of Microsoft 365 under that agreement are not permitted,

3. BAA Form: Any agency (or government entity) subject to the requirements of the Health
Insurance Portability and Accountability Act (“HIP ") purchasing Microsoft 365 must ensure
that the Business Associate Enterprise Enrollment Amendment (“BAA Form”) contained in



BE Microsoft

Volume Licensing

Program Signature Form

MBA/MBSA number

000-rudyg-036

Agreement number

Note: Enter the applicable active numbers as

i
bk

sociated with the documents

requires the assoclated active number be indicated here, or listed below as new.

below. Microsoft

This signature form and all contract documents

PUr L TR

identified in the table below are entered Into between

the Customer and the Microsoft Affiliate signing, as of the effective date identified below.

_Enterp‘risﬂg;eement
<Choose Agreement>

<Choose Agreement>

<Choose Agreement.

<Ch°°sﬁﬁﬁ'"e;ﬁb B i

-

<Choose Eriroliment/Reglstration>

<Choose Enrollmenthggistratlon>

| iocsment NUMBRF of Codg

<Choose Enroliment/Registration>

vﬁimem Numgeror Code

<Choose Enrolimenj/Regisiration> _Déclithent Number'or Code 7
[#0tooss Egrsliment/Registration> DocumenINumberoF Code ]
Ambrimer CTM-a (New) -

CTM-b (Néw) .

Amendment CTM-c (New)

Amendment CTM-d (New)

Document Description Document Number or Code —l

By signing below, Customer and the Microsoft Affiliate a
and understand the above contract documents, includin

gree that both parties (1) have received, read
g any websites or documents incorporated by

reference and any amendments and {2) agree to be bound by the terms of all such documents,

ProgramSignForm(MSSlgn)(NA.LatAm)ExBRA.MLI(ENG)(Odzma)

Page 10of3



Name of Entity (mys i me)* State of West Virginia
Signature*

Printed First and Last Name* RO bert fﬁ vsonl

Printed Tite 3¢ Aeeal- Coopgel, wV Dok Robert P. P aulson
Signature Date* Mg U, 200 L Genefal Counsel

s Department of Administr

* indicates required field

Microsoft Affiliate

Microsoft Licensing, GP —_(\ N A,
v

Signature ] —_—__*kh/ V

Printed First and Last Name Microsoft Licensing, GP
Printad Title e

Signature Date R 0 6 zml' -
(date Microsoft Affilate countarsigns) } Dul Jessica Volee:
Agresment Effective “‘f ; Microsé‘f:-{Lit:énsIng;'

R :V"f'g- - )
{may be different than w&mm dale) i

Optional 2" éustomer signature oﬁ@ut's‘b_,u er signaturg

Name of Entity (muyst be legal entity name)*
Signature”

Phirited Firét and Last Name*

“Pnted Title

Signature Date*

* Indicates required fisld

Name of Entity (must be legal entity name)*
Signature*

Printed First and Last Name*

Printed Titie

\Egnature Date*

* indicates required field

If Customer requires physical media, additional contacts, or is reporting multiple previous Enroliments,
Include the appropriate form(s) with this signature form.

After this signature form is signed by the Customer, send it and the Contract Documents to
Customer's channel partner or Microsoft account manager, who must submit them to the following

ProgramSlnnFonn(MSSlgn)(NA.LatAm)ExBRA,MLI(ENG)(Octzm 3) Page 2 of 3
[+}

on



address. When the signature form is fully executed by Microsoft, Customer will receive a confirmation
copy.

Microsoft Licensing, GP
Dept. 551, Volume Licensing
6100 Neil Road, Suite 210
Reno, Nevada 89511-1137
USA

ProgramSignForm{MSSign)(NA,LatAm)EXBRA MLI(ENG)(Oct2013) Page 3of3
o



. BB Microsoft Volume Licensing

Enterprise Agreement State and Local

Not for Use with Microsoft Business Agresment or Microsoft Business and Services Agreement

Contents
Definitions.
How the Enterprise and Enterprise Subscription program works.
Licenses for Products....
How to know what Product Use Rights apply.
Making copies of Products and re-iImaging rights.
Transferring and reassigning Licenses.
Term and termination.
Restrictions on use.
Non-Microsoft Software or Technology.
10. Confidentlality.
11. Warranties,
12. Defense of infringement, misappropriation, and third party claims.
13. Limitation of liabliity. -
14. Verifying compliance.
15. Miscellaneous,

LORINOMALDNS

A e . :
WOV DWWODIN O & GG -

This Microsoft Enterprise Agreement is entered intobetween the enf
signature form. L " :
Effective date. The effectivé#ite% this agresment is the effective date.of
Microsoft accepts this ggfdénient; whichever is qgrliér‘;%nyjref@?_erpgégg
to "day" will ‘b.gv‘._a_.gél garday. " - . O Ll e ‘

This agreemient consists of (1) thise ayeementtennsandcoq ftion

o

......

attachments identified thefeln, (2) the Produc
licensed under this agreement, (4) any Affiliate
order submitted under this agreement. ) W

Please note: Several documents referenced in this a resment.but hot attiickied to the signature form may
be found at: http://www.microsoft comvlicensing/contracts and are incorpaorafed by reference, including the
Froduct List and Product Use Rights. These documents may: édhitsin-additional terms and conditions for
BdHCts iBased under this agreement and may be changed from time_to time. Customer and/or its
é’.ﬂ%& shibuld review such documents carefully, both at the time of sigriing and’ periodicélly, o enstire a
5 d LT vl

JE
A

erstanding of all terms and conditions applicable to Products licensed;’

Terms and Conditions

1. Definitions.
“Affiliate” means
a. with regard to Customer,

(1} any govemment agency, department, office, instrumentality, division, unit or other entity
of the state or local govemment that is supervised by or is part of Customer, or which
supervises Customer or of which Customer is a part, or which is under common
supervision with Customer;

(i) any county, borough, commonwealth, city, municipality, town, township, special purpose
district, or other similar type of governmental instrumentality established by the laws of

EA2012Agr(US)SLG(ENGHOc2012) Page 1 of 15
Document X20-03196



Customer's state and located within Customers state Jurisdiction and geographic
boundaries; and

(iil) any other entity in Customer's state expressly authorized by the laws of Customer's state
to purchase under state contracts; provided that a state and its Affiliates shall not, for
purposes of this definition, be considered to be Affiliates of the federal government and

its Affiliates; and

b. with regard to Microsoft, any legal entity that Microsoft owns, that owns Microsoft, or that is
under common ownership with Microsoft;

“available” means Microsoft has made Licenses for that Product available on the Product List for ordering
under a particular licensing program;

“Customer” means the entity that has entered into this agreement and its Affiliates;

“Customer Data" means all data, including all text, sound, software, or image files that are provided to
Microsoft by, or on behalf of, Enrolied Affiliate through its use of the Online Services,

“Enrolled Affiliate” means an entity, either Customner or any one of Customer's Affiliates, that has entered
into an Enroliment under this agreement;

“Enroliment” means the document that an Enrolled Affiliate subn;jts*' under this agreement to place its
initial order; RIS

“Enterprise” means the Enrolled Affiliate and the Affiliates. jt chooses nn the
enterprise; EE

“Fixes” means Product fixes, rifbdifications or enharicéments, or. thii

releases generally (such,; ® . .
e's right1c i the ghahiity:of & Prodij

“License” means En Aiate s nght.to use | i
atable‘on a:'sﬂbseﬁﬁiiowﬁ’éﬁ?%‘f?s@sﬁ gription-Licetiss

License may he ava 1hsers

will be considiafed Subscription Liﬂnsg#nﬁm agrebimait; o
“L&SA” means a License and Software Assu ; _T.a' Yy Brodit
“Microsoft” means the Microsoft Affiliate’that ha¥SHicrea"
Affiliates, as appropriate; A s :
“Online Service® means the Microsoft-hosted services iderifified in the Ghiine Services section of the
Productlist . | e

“Protilict! medns all software, Online Services and other web-based sérvices, Including pre-release or
beta:tersions, identified on the Product List. T ‘
“Product List" means the statement published by Microsoft from time to timie o the World Wide Web at
http:/Awww.microsoft.com/licensing/contracts or at a successor site that Microsoft identifiles, which
identifies the Products that are or may be made available under a program (which availability may vary by
region) and any Product-specific conditions or limitations on the acquisition of licenses for, or use of,

those Products.

“Product Use Rights” means, with respect to any licensing program, the use rights or terms of service for
each Product and version published for that licensing program at

http:/iwww.microsoft.com/licensina/contracts or at a successor site,

"Reseller” means a large account Reseller authorized by Microsoft to resell Licenses under this program;

“Service Level Agreement” means the document specifying the standards Microsoft agrees to adhere to
and by which it measures the level of service for an Online Service.

“Software Assurance” means an offering that provides new version rights and other benefits for Products
as further described in the Product List.

EA2012Agr{US)SLG(ENG)(Oct2012) Page 2 of 15
Document X20-03196



“Trade Secret® means information that is not generally known or readily ascertainabie to the public, has
economic value as a result, and has been subject to reasonable steps under the circumstances to
maintain its secrecy;,

‘use” or “run” means to copy, install, use, access, display, run or otherwise interact.

2. How the Enterprise and Enterprise Subscription program works.

The Enterprise and Enterprise Subscription Program. The Enterprise and Enterprise Subscription
programs establish a Customer's overall licensing framework and the applicable terms and conditions.
Under the Enterprise program, Customer may license Products by entering into Enroliments.The
Enterprise Subscription program offers Customer the same options as the Enterprise Program, but on a
subscription basls, with an optional buy-out to obtain perpetual Licenses. '

a. Enroliments. The Enterprise program gives Customer and/or its Affiliates the ability to enter
into one or mare Enroliments to order Products. Subscription Enroliments may be available
for some of these Enroliments.

b. Licenses. The types of Licenses available are L&SA, Licenses obtained under Software
Assurance and Subscription Licenses. These License types as well as additional License
Types are defined in the Product List. o

¢. How Enrolied Affiliates acquire Licenses. An. Enrolig
through its chosen Reseller. Orders will be mate out’to
Affiliate’s Reseller. Microsoft will invoice that Reselleraécordi
Enroliment. i S

d. Choosing and:
Reseller giff
e. Prging. "
(i): Establishing.Price Levels. "
applications, systems, or serv R4
levels (A, B, C, and D). Enrolled Affiiaiis: ¥rite
Products, Enterprise Online Servic % Vi
unde any Enroliment. . T : et
(i) Placing*Orders through Reseller. Ordefs nder ari Enrollment will be made- o the
¥, 1+ Reseller. Microsoft will invoice the Reseller according. 0. tié “teims in the applicable
=% Enroliment. Througholit this' agreement the terin "price” refers:io reference price. The
Reseller and the Enrolled Affiliate will deterniine the Envolled Affiliafe’s actial pfice and
paymerit terms. . S

f. Order Requirements. Order Requirements are outlined in each Enroliment.

g. Management and Reporting. Customer and/or Enrolled Affiliate may manage account
detalls (e.g., contacts, orders, Licenses, software downloads) on Microsoft's Volume
Licensing Service Center (*VLSC") web site (or successor site) at:
https://www.microsoft.comflicensina/servicecenter.: Upon the effective date of this agreement
and any Enroliments, the contact(s) identified for this purpose will be provided access to this
site and may authorize additional users and contacts.

igte will acquire its Licenses
(oK I(h'{itt«ed to the Enrolled
5. ¥ie téima in the applicable

ed.to & Prodict pool (e.g.,
o' assighid one of four price
:be Level D for all Enterprise
‘and Additional Products ordered

3. Licenses for Products.

a. General. Enrolled Affiliate will have the number of Licenses ordered for the latest version of
a Product, and may use prior versions as permitted in the Product Use Rights, so long as
Microsoft receives timely orders from Reseller for all required Licenses for such Products and
complies with applicable license terms. The Licenses obtained under an Enroliment are not

EA2012A9r(US)SLG(ENG){Oct2012) Page 3 of 15
Document X20-03196



related to any order or fuifiliment of software media. The ability to use a Product ordered may
be affected by minimum hardware or software requirements.

Use by Affillates. The Enrolled Affiliate may sublicense the right to use the Products to any
Affiliates covered under its Enroliment, but Afilliate reciplent of these Licenses may not
sublicense these rights and their use must be consistent with the License terms contained in

this agreement.
When Licenses become perpetual. The right fo run any Product licensed under an
Enroliment is temporary unless and until it becomes perpetual as foliows:

() A License is temporary until Enrolled Afflliate's Reseller has paid for a License in full and
the appiicable initial Enroliment or renewal term during which the License was ordered
must have expired or been terminated as permitted in this agreement.

(i) Subscription Licenses are never perpetual. If a buy-out option is available, Enrolled
Affiliate may obtain a perpetual License by exercising the buy-out option and paying for
the License in full.

(iif) Enrolled Affiliate will have perpetual Licenses to use the Products ordered in the latest
version available (or any prior version) as of the date of expiration, termination, or
renewal. i

(iv) All perpetual Licenses acquired under this agrééihénf'n.
agreement and such terms survive expiration .or teriminghio
Enroliment. et et

Perpetual Licens

" ) subject to the terms of this
+this agreement or an
.

&L

Figense confirmatim THE agres Enroljd
order confirmation, and anyidock 7 gether with

proof of payment, will be‘ the Enrdli iLiceisie Gbtained under its

Enrollment. ' Bl
Reorganizations, consolidations, and privatizatl

or Qualified Users covered by an Enroliment ¢ ianges by more-than ten percent as a result of
a reorgénization, consolidation, or privatization of an Enrolled Affiliate, Microsoft will work with

‘tie: number of Qualified Devices

“the “Enrolled Affiliate In good faith to determlnie “How -to ‘Bécomiiiodate its changed
-"éﬁ'cumstances in the context of this agreement. 'If an Eprolled Affiliate consolidates with a

third party with an existing agreement or enroliment, Microsoft will-work- with the Enrblled
Affiliate in good feith to accommodate its changed circumstarices in the context of this
agreement.

How to know what Product Use Rights apply.

Product Use Rights. The Product Use Rights in effect on the effective date of an Enroliment
will apply to Enrolled Affiliate's use of then-current versions of each Product (excluding Online
Services). For future versions, the Product Use Rights in effect when those future versions
are first released will apply. In both cases, subsequent changes made by Microsoft to the
Product Use Rights for a particular version will not apply to Enrolied Affiliate’s use of that
version, unless Enrolled Affiliste chooses to have such changes apply. The use rights for
Online Services and the process for updating them as the Online Services evolve are
detailed in the Product Use Rights.

Product Use Rights for earlier versions (downgrade). If Enrolied Affiliate runs an earller
version of a Product than the version that was current on the Enroliment effective date, the
Product Use Rights for the version licensed, not the version being run, will apply. However, if

EA2012Agr(US)SLG(ENG)(0ct2012) Page 4 of 15
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c.

the earlier version includes components that are not part of the licensed version, any Product
Use Rights specific to those components will apply to Enrolled Affiiate’s use of those
components.

Reservation of rights. All rights not expressly granted are reserved.

5. Making coples of Products and re-imaging rights.

cl

# .4 (il Except for copies of an operating syster and gbp

General. Enrolled Affiiate may make as many copies of Products, if applicable, as it heeds
to distribute them within its organization. Copies must be true and complete (including
copyright and trademark notices) from master copies obtained from a Microsoft approved

use reasonable efforts to notify its employees, agents, and any other individuais who use the
Products that the Products are licensed from Microsoft and subject to the terms of this
agreement.

Copies for tralning/evaluation and back-up. For all Products other than Online Services,
Enrolled Affiliate may: (1) use up to 20 complimentary copies of any licensed Products in a
dedicated training facility on its premises for purposes QE:%gining on that particular Product,
(2) use up to 10 complimentary copies of any Products Tpr'gﬁp'Qay evaluation period, and (3)
use one complimentary copy of any licensed Praduet for.badk-up or archival purposes for
each of its distinct geographic locations. Trils-for Diing ds

specified in the Product Use Rights. e A

agg o certain cases, redipaging i perpifisd
Microsoft Proide nsed (1) froman original equipmeitmanstactur )i
packaged Prodgdt mU‘bﬁ-’ia*-'x,eta'il‘-wm\ -6 (3)rundek anattier Mics aiti,. then
redia OIS uder this gorkment mey generail ez 10¥éreste faude 1014

place of coples provided througlt ‘that;
folfﬁwmg: : K i ) ,” FYCRA
h . L SR I
() Separate Licenses must be owngdilforith
(li) The Product, language, version, and¥gmpo
the Product, language, version, and -eompo
numbgr of copies or instances of the re-imagg

. o
8 i3 ¢ g

'. -of fﬁéﬁ'ﬁqﬁies made must be identical to
nents of tie’ copies they replace and the

oduct permitted remains the same.
B of Productsficensed under another

A&7 ™" Microsoft program, the Product type (e.g., upérade or filll-License) must be identical to

the Product type from the separate source.

(iv) Enrolled Affiliate’ must adhere to any Product-specific processes or requirements for re-
imaging identified in the Product List.

(v) Re<images made under this subsection remain subject to the terms and use rights
provided with the License from the separate source.

(v) This subsection does not create or extend any warranty or support obligation.

T

6. Transferring and reassigning Licenses.

License transfers. You may transfer fully-paid perpetual Licenses:

(I) if you are an agency of the U.S. Government, to another agency of the U.S. Govemment
or o an unaffiliated third party in connection with (i) a privatization of the government
agency or of an operating division of an Enrolled Affiliate or one of its government agency
affiliates, (i) a reorganization, or (ifl) a consolidation; or )

EA2012Agr{US)SLG(ENG)(Oct2012) . Page 5 of 16

Document X20-03195

10



" Assurance must be assigned to a single user or ,devf@ei',ﬁfi@iﬁf the E
Term and termipztio

tpatEnrofivielit.

o S U’
. Termination without .caude;

(if) if you are an agency of a state or local government to: (a) any other government agency,
department, instrumentality, division, unit or other office of your state or local government
that is supervised by or is part of you, or which supervises you or of which you are a part,
or which is under common supervision with you, (ii) any county, borough, commonwealth,
city, municipality, town, township, special purpose district, or other similar type of
governmental instrumentality established by the laws of your state and located within
your state’s jurisdiction and geographic boundaries; and (jii) any other entity expressly
authorized by the laws of your state to purchase under state contracts, or (b) an
unaffiliated third party in connection with a privatization of an affiliate of agency as set
forth In (a) above or of an Operating division of the Enrolled Affiliate or one if lts affiliates
as set forth in (a) above, a reorganization, or a consolidation.

Customer must notify Microsoft of a transfer of license by completing a transfer notice form,

) which can be obtained from htt Jhwww.microsoft.com/licensin /contracts and send the

completed form to Microsoft before the license transfer. No License transfer will be valid
unless Customer provides to the transferee, and the transferee accepts in writing, the
applicable Product Use Rights, use restrictions, limitations of liability (including exclusions
and warranty provisions), and the transfer restrictions described in this section. Any license
transfer not made in compliance with this section will be void.

internal Assignment of Licenses and Software Aééﬁfgnce. Licenses and Software
nterprise. Licenses may

be reassigned within the Enterprise as described 1 the P

-

1 sy

Bither A IEGMQM.{Mﬂwut cause,
upon 60 days written notice. Sudhrping ate.gither party's and Its
Affiliates’ ability to enter into new Enfoljbishfs '

' Enfoliment are not approptiated or allocated for suph purposé:”.-." . |
c. Mid-term termination ‘for non-appropriation of Funds. .»Encbiled;?«fﬁliétehméy terminate

this agreement or -an Enroliment without liability, penalty or further obligation_ to make
payments if funds to make payments under the agreement or Enroliment are not appropriated
or allocated by the Enrolled Affiliate for such purpose.

. Termination for cause. Either party to an Enroliment may terminate it if the other party

materially breaches its obligations under this agreement, including any obligation to submit
orders or pay invoices. Except where the breach is by its nature not curable within 30 days,
the terminating party must give the other party 30 days’ notice and opportunity to cure,

If Microsoft gives such notice to an Enrolied Afflliate, Microsoft will give Customer a copy of
that notice as well and Customer agrees to assist in attempting to resolve the breach. If the
breach also affects other Enroliments and cannot be resolved betwesn Microsoft and
Customer within a reasonable period of time, Microsoft may also terminate this agreement
and all other Enroliments under it, uniess the basis for termination of the Enroliment is non-
appropriation of funds to the Enrolled Affiliate, in which event Microsoft may only terminate
the affected Enroliment(s). If an Enrolled Affiliate ceases to be Customer’s Affiliate, Customer
must promptly notify Microsoft, and Microsoft may terminate its Enroliment.

Page 6 of 15
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Early termination. If (1) an Enrolled Affiliate terminates its Enroliment as a result of a
breach by Microsoft, or (2) if Microsoft terminates an Enroliment because the Enroiled
Afflliate has ceased to be an Affiliate of Customer, or (3) Enrolled Affiliate terminates an
Enroliment for non-appropriation of funds, or (4) Microsoft terminate an Enroliment for non-
payment due to non-appropriation of funds, then the Enrolled Affiliate will have the following
options:

() It may immediately pay the total remaining amount due, including all installments, in
which case, the Enrolled Affiliate will have perpetual rights for all Licenses it has ordered;
or

{lf) It may pay only amounts due as of the termination date, in which case the Enrolled
Affiliate will have perpetual Licenses for:

1) all copies of Products (including the latest version of Products ordered under SA
coverage in the current term) for which payment has been made in full, and

2) the number of copies of Products it has ordered (including the latest version of
Products ordered under Software Assurance coverage In current term) that is
proportional to the total of instaliment payments paid versus total amounts due (paid
and payable) if the early termination had not occurred.

LA

(1il) In the case of Early Termination under Subscriptiofy
have the following options: oL e

1) For eligible products Enrolled Afﬁliatg:ﬁ:ﬁy obigin:

the section.ditled "Buy-out option,”pVided thaf
penses within 60 sdays after -

Piiments, Enrolled Affitate wil

e Rotvercigiia Bayrout dBUon, i thé'eve
willissue Reseller  credit-fof, any ameunt paill-in’
date of termingtion:i-= " T S i
Nothing in this sectioh shall affétt sierpetushLi

agreement or in a prior term of tha' i)
Effect of termination or expiration. Wﬁ%&ﬁlﬁﬁiﬁnﬁllk’pem epires or is terminated,
() Enroliéhafiliate must order. Licenses for al Goples of Preduicts It has run for which it has

2

cquirelisither in a separate

-+ =, <0t praviously submitted an order. Any and gjl:-unpaje. payments-or-any-order of any kind;
"+ .+ including subscription ‘services, remain due

“nd ‘payablel Except as provided In the
~subsection titled “Early termination,” all unpsid: paymentsfor- Licenses immegigtely
become due and payable. Sty R

(if) Enrolied Affiliate’s right to Software Assurance benefits under this agreement ends if nt
does not renew Software Assurance.

Modification or termination of an Online Service for regulatory reasons. Microsoft may
modify or terminate an Online Serviceé where there is any current or future government
requirement or obligation that: (1) subjects ‘Microsoft to any regulation or requirement not
generally applicable to businesses operating there; (2) presents a hardship for Microsoft to
continue operating the Online Service without modification; and/or (3) causes Microsoft to
believe these terms or the Online Service may be in conflict with any such requirement or
obligation. For example, Microsoft may modify or terminate an Online Service in connection
with a government requirement that would cause Microsoft to be regulated as a
telecommunications provider.

Program updates. Microsoft may make a change to this program that will make it necessary
for Customer and its Enrolled Affiliates to enter into new agreements and Enrollments,
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8.  Restrictions on use.

Enrolled Affiliate must not;

a. separate and use the components of a Product on two or more computers, upgrade or
downgrade components at different times, or transfer components separately, except as
provided in the Product Use Rights;

b. reverse engineer, decompile or disassemble any Product or Fix, except where applicable law
permits it despite this limitation; or

c. distribute, sublicense, rent, lease, lend, or host any Product or Fix except as permitted in the
Product Use Rights or in a separate written agreement.

9. Non-Microsoft software or technology.

a. Enrolled Affiliate Is solely responsible for any non-Microsoft software or technology that it
installs or uses with the Products or Fixes. Microsoft is not a party to and is not bound by any
terms governing Enrolied Affiliate’s use of non-Microsoft software or technology. Without
limiting the foregoing, non-Microsoft software or scripts.linked to or referenced from any
Product website, are iicensed to Enrolied Affiliate under the-épen source licenses used by the
third parties that own such code, not by Microsoft, - . ' ..

b. If Enrolled Affiliate installs or uses any noh-Mlcrosoft fivars-d

Products or Fixes, It directs and controls, thé insteftafion. fiy:d
technology in the Py 4

oducts or Fixes, throyghits: actibris (&
ming interfaces zlother techhialiriedie
: make. any dppies™ gt sueh

A

Poducts or Fix, it may nbt: do*soinany ‘Way- it
property or technology to obligatiof Beyol

10.  Confidentiality.

To the extent pemmitted by applicable law, the terms - @nd conditions of this agreement are
confidential.Meither party will disclose such terms and" coriditioris, or: the; substance of any discussions
that Ted 19 them; to any third party other than Affiliates or agents, or to desighated or prospective resellers
whe: (1) have a need to know such information in order to assist in camrying out this agreement;-and (2)
have been Instructed that alf such Information is to be handied in strict confidence. ’

For the avoidance doubt, the parties acknowledge that this Confidentiality provision recognizes that when
there is a business need to do so, Microsoft and Customer may need to share/exchange their respective
Confidential Information with each other to develop & more meaningful business relationship. This section
provides Microsoft and Customer with a well-balanced, commercially reasonable and comprehensive set
of confidentiality tems that enable both parties to share/exchange a wide range of Confidential
Information with each other knowing with confidence that significant confidentiality protections are in
place. The confidentiality terms denoted below do not govem Microsoft's handling of Customer Data. In
all instances under this Agreement, Microsoft's handling of Customer Data shall be governed as
described under various other provisions of this Agreement and by Microsoft's data security policy.

a. What is included. "Confidential Information® is non-public information, know-how and Trade
Secrets in any form that are designated as “confidential” or a reasonable person knows or
reasonably should understand to be confidential, !t includes non-public information regarding
either party's products or customers, marketing and promotions, or the negotiated terms of
Microsoft agreements.
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b. What is not Included. The following types of information, however marked, are not
Confidential Information. Information that:

{i) Is, or becomes, publicly available without a breach of this agreement;

(1) was lawfully known to the receiver of the information without an obligation to keep it
confidential;

(1if) is received from another source who can disclose it lawfully and without an obligation to
keep it confidential;

(iv) is independently developed; or
(v) isa comment or suggestion one party volunteers about the other's business, products or
services,
c. Treatment of Confidential Information.
() Ingeneral. Subject to the other terms of this agreement, each party agrees:
1} it will not disclose the other's Confidential Information to third parties; and

2) it will use and disclose the other's Confidential Ipformation only for purposes of the
parties’ business relationship with each other. G
(1) Security precautions. Subject to the other terms of iﬁi&;;ﬁgi:gg;nent. each party agrees:

¢ .

R Y S
1) to take reasonable steps to protect the othier’s, Confideritial frifort
must be at least as protective as thége the pat y taketiio bhsiect

n — these steps
3 Confidential

[

R A NS g RS
3)  to Gooperate with #8 othér oielp tegain confrol S,
prevent further unaithorized se or 45;%9@,5%{ Lk i el
(ili) Sharing Confldential Informa‘ﬁ‘yq:y{j%g Alfiiigies arll feprasentatives.
1) A “Representative" is an emplogee: coritractor, adiior, or consultant of one of the
parties or of one of the parties’ A e

2) ~Eabh.party ‘may disclose the othefé“cbﬁﬁ@qﬂgial -Inft;F'mation to its Representatives
;= (who may then disclose that Coﬁﬁdégﬁar{ln’i’,l'mffigﬂ;j-h;;ﬁo"'omer of that party's

. Representatives) only if those Represerititives. hdve . a-neéd 'to know about it for
* purposes of the parties’ business relationship with each other,; Before doing so,.8ach
party must: - o o

A. ensure that Affiliates and Repressntatives are required to protect the Confidential
Information on terms consistent with this agreement; and

B. accept responsibility for each Representative's use of Confidential Information,

3) Neither party is required to restrict work assignments of Representatives who have
had access to Confidential Information. Nelther party can control the incoming
information the other will disclose to it in the course of working together, or what that
party's Representatives will remember, even without notes or other aids. Each party
agrees that use of information In Representatives’ unaided memories in the
development or deployment of the parties’ respective products or services does not
create liability under this agréement or trade secret law, and sach party agrees to
limit what it discloses to the other accordingly.

(iv) Disclosing Confidential Information If required to by law. Each party may disciose
the others Confidential Information if required to comply with a court order or other
government demand that has the force of law. Before doing so, each party must seek

EA2012Agr(US)SLG(ENG)(Oct2012) Page 9 of 15
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d.

the highest level of protection available and, when possible, give the other enough prior
notice to provide a reasonable chance to seek a protective order.

Length of Confidentlal Information obligations, Except as pemmitted above, neither party
will use or disclose the other's Confidential Information for five years after it is received. The
five-year time period does not apply if applicable law requires a longer period or the Product
Use Rights provide a more specific requirement.

171. Warranties.

cl

¥

% "events

Limited warranty. Microsoft warrants that:
() Online Services will perform in accordance with the applicable Service Level Agreement;

() Products other than Online Services will perform substantially as described in the
applicable Microsoft user documentation; and

Limited warranty term. The limited warranty for:

(1) Online Services is for the duration of Enrolled Affiliate’s use of the Online Service, subject
to the notice requirements in the applicable Service Levsl Agreement;

(Ii} Products other than Online Services is one year ﬁqﬁ;ﬂ-,gnvaate Enrolied Affiliate first uses
the Product; and by el T

Limited warranty exclusions. This limited warrantyus;h;ubj o
() any implied o AT

[anties, guarantees of Gatiditions natatle b
7 from the start of #ig fimited waris

e lﬁmns:»%n this

beyond Miéros fits redstbBble ¢
. - o Ty
(i) the limited" warranty doés nof{_n’ﬁpix 0
permitted to redistribute; ¥l ’12
(iv) the limited warranty does not apply téfm

(v) the limifed warranty does not apply to pr
ts

B

_ system réquirements.

BN T e

4" Remedies for breach of limited warranty. If Micigech f5il5'to et any of the above imited
- warranties and Enrolled Affiliate notifies Microsoft within the watrafr_m term, 't'hép Migrosoft

N

will:

(I) for Online Services, provide the remedies identified in the Service Level Agreement for
the affected Online Service;

(i) for Products other than Online Services, at its option either (1) return the price paid or (2)
repair or replace the Product; and

These are Enrolled Affiliate’s only remedies for breach of the limited warranty, unless other
remedies are required to be provided under applicable law.

e. DISCLAIMER OF OTHER WARRANTIES. OTHER THAN THIS LIMITED WARRANTY,
MICROSOFT PROVIDES NO OTHER EXPRESS OR IMPLIED WARRANTIES OR
CONDITIONS. MICROSOFT DISCLAIMS ANY IMPLIED REPRESENTATIONS, WARRANTIES
OR CONDITIONS, INCLUDING WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, SATISFACTORY QUALITY, TITLE OR NON-INFRINGEMENT.
THESE DISCLAIMERS WILL APPLY UNLESS APPLICABLE LAW DOES NOT PERMIT

THEM.
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12. Defense of infringement, misappropriation, and third party claims.

a. Microsoft's agreement to protect. Microsoft will defend Enrolied Affiliate against any
claims made by an unaffiliated third party that any Product or Fix that is made available by
Microsoft for a fee infringes that party’s patent, copyright, or trademark or makes unlawful use
of its Trade Secret. Microsoft will also pay the amount of any resulting adverse final judgment
(or settiement to which Microsoft consents). This section provides Enrolled Affiliate’s
exclusive remedy for these claims,

b. Limitations on defense obligation. Microsoft's obligations will not apply to the extent that
the claim or award is baséd on:

() Customer Data, non-Microsoft software, modifications Enrolled Affiliate makes to, or any
specifications or materials Enrolled Affiliate provides or makes available for, a Product or
Fix;

(1) Enrolled Affiliate's combination of the Product or Fix with a non-Microsoft product, data or
business process: or damages based on the use of a non-Microsoft product, data or
business process;

(ilf) Enrolled Affiliate’s use of either Microsoft Trademarggg___or the use or redistribution of a

Product or Fix in violation of this agreement or any agj 3ent incorporating its terms or;

(lv) Enrolled Affliate’s use of a Product or Fix aftér Micrixad Kentifies Enrolled Affiiate to
S =i S
\ ' ., R

discontinue that use due to a third party cla . ﬁ,p ;

To the extent permjtted by applicable law; Hialied-Afliate il
any costs or damages that resuit from anyief tfie above ’

R

c. Enrolled Afifiiters ,-éi*eﬁmemz,,to;ii?g able law,
Enrollec ARIIAE Wil defend WMicrosoft = o
unaffliated third party that! " %, .

() any Customer Data Gr nonijAioreso - Microsof figsts on‘Gustoher's behalf
infringes the third paity's pater; ‘copy aemark of ‘makes' unlawful use of its

o

Trade Secretor

(ii) Arises from violation of the Accepta&émse{ﬁoﬁcy, which i§ described in the Product Use

. Gustomer will be responsible for the amount'qf‘»:?q;y._ifésujfipg-,ggye,rs,e final judgment (or
zHetlement to  which it consents). This Section provides Micrasoft's exclusive remedy for

‘these claims. Coe s e
d. Rights and remediés in-case of possible infringement or misippropriation.

(1) Microsoft’s offerings. If Microsoft reasonably believes that a Product or Fix may Infringe
or misappropriate a third-party’s intellectual property rights, Microsoft will seek to: (1)
procure for Enrolled Affiliate the right to continue to use the Product or Fix; or (2) modify
or replace it with a functional equivalent to make it non-infringing and hotify Enrolled
Affiliate to discontinue use of the prior version, which Enrolled Affilate must do
immediately. If the foregoing options are not commercially reasonable for Microsoft, or if
required by a valid judicial or government order, Microsoft may terminate Enrolled
Affiliate's license or access rights in the Product or Fix. In such a case, Microsoft will
provide Enrolled Affiliate with notice and refund any amounts Enrolled Affillate has paid
for those rights to the Product or Fix (or for Online Services, any amount Enrolied Affiliate
has paid in advance for unused Online Services).

(li) Customer Data or use of non-Microsoft software with Online Services., If an
unaffiliated third party asserts that Customer Data or non-Microsoft software or
technology used by Enrolled Affillate the Online Services violates their intellectual
property rights, Microsoft may ask Customer to remove the allegedly infringing item. If

ST
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Enrolled Affiliate fails to do so within a reasonable period of time, Microsoft may suspend
or terminate the Online Service to which the Customer Data or non-Microsoft software

relates.

e. Obligations of protected party. Enrolled Affiliate must notify Microsoft promptly in writing of
a claim subject to the Subsection titled "Microsoft's agreement lo protect’ and Microsoft must
notify Enrolled Affiliate promptly in writing of a claim subject to the Subsection titied
“Customer’s agreement to protect.” The party invoking its right to protection must (1) give the
other party sole control over the defense or settlement; and (2) provide reasonable
assistance in defending the claim. The party providing the protection will reimburse the other
party for reasonable out of pocket expenses that it incurs in providing assistance.

13.  Limitation of liability.

a. Limitation on liability. To the extent permitted by applicable law, the liability of Microsoft
and Enrolled Affiliate, their respective Affiliates and contractors arising under this agreement
is limited to direct damages up to (1) for Products other than Online Services, the amount
Enrolled Affiliate was required to pay for the Product giving rise to that liability and (2) for
Online Services, the amount Enrolled Affiliate paid for the.Online Service giving rise to that
liability during the prior 12 months. In the case of Pfgduéﬁngqvided free of charge, or code
that Enrolled Affiliate is authorized to redistribute to third patties-without separate payment to
Microsoft, Microsoft's liability is limited to U.S..$5,000. - Théséinits ions apply regardless of
whether the liability is based on breach of contiast, @;@:‘(ﬁa‘é{@_ Ahisligence), strict liabllity,
breach of wanantie% or any other legal theory. . How;gv'eii‘;{_ﬂ:g SEaToNeta ) H_ tions will not
apply to: s, S-S S el B Y
M Micrqggfﬁg?jm" itafied. Affilate’s.obligations. .un el

infrnigIehi misappropriation, and third party eljmet?

(i habilty for. damages cAused by, Githe pifty's oross HBgNRRCE: 5 vl
" that of its gmployees orifs aégt',' i'sind awardad fnal Al
that, in jurisdictions tHat do natS o0gnize Giles petvigen g
and ‘negligence,” “gross neg"llg%@ﬂx i subsection shall mean
‘recklessness”); K- A¥ VU e

of ifsi;ebligations under the section

8 liability” arising out of or in relation to

o:the: alrioufiE Efifbisd Affiliate paid for the
* Online Service giving rise tq that liability during’the pricr 12'menths; -~ - ..

(iv) liatility for personal injury or death caused by sithef party's -fiegigence, or that'ct its
employees or agents, or for fraudulent misrepresentation: and ! '

(v) violation by either party of the other party's intellectual property rights.

b. EXCLUSION OF CERTAIN DAMAGES. TO THE EXTENT PERMITTED BY APPLICABLE
LAW, WHATEVER THE LEGAL BASIS FOR THE CLAIM, NEITHER PARTY, NOR ANY OF
ITS AFFILIATES, OR CONTRACTORS, WILL BE LIABLE FOR ANY INDIRECT,
CONSEQUENTIAL, SPECIAL, OR INCIDENTAL DAMAGES, OR DAMAGES FOR LOST
PROFITS, REVENUES, BUSINESS INT ERRUPTION, . OR LOSS OF BUSINESS
INFORMATION ARISING IN CONNECTION WITH THIS AGREEMENT, EVEN IF ADVISED
OF THE POSSIBILTY OF SUCH DAMAGES OR IF SUCH POSSIBILITY WAS

CONFIDENTIALITY OBLIGATIONS (EXCEPT TO THE EXTENT THAT SUCH VIOLATION
RELATES TO CUSTOMER DATA), THE OTHER PARTY'S INT] ELLECTUAL PROPERTY
RIGHTS, OR THE PARTIES’ RESPECTIVE OBLIGATIONS IN THE SECTION TITLED
“DEFENSE OF INFRINGEMENT, MISAPPROPRIATION, AND THIRD PARTY CLAIMS.”
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14.

15.

c. Affillates and Contractors. Neither Microsoft nor Enrolied Affiliate shall bring any action
against the other’s Affiliates or contractors in respect of any matter disclaimed on their behalf
in this agreement.

Verifying compliance.

a. Right to verify compliance. Enrolled Affiliate must keep records relating to the Products it
and its Affiliates use or distribute. Microsoft has the right, to the extent permitted by
applicable law, to verify compliance with the license terms for Products, at Microsoft's
expense.

b. Verification process and limitations. Microsoft will provide customer at least 30 days’
notice of its intent to verify compliance. Microsoft will engage an independent auditor, which
will be subject to a confidentiality obligation. Verification will take place during nomal
business hours and in a manner that does not Interfere unreasonably with Customer's
operations. Customer must promptly provide the independent auditor with any information it
reasonably requests in furtherance of the verification, including access to systems running
the Products and evidence of licenses for Products Customer hosts, sublicenses, or
distributes to third parties. As an altemative, Microsoft may require Customer to complete
Microsoft's self-audit process relating to the Products Custémer and any of its Affillates use

or distribute. Such information will be used solelyffor_"ﬁgmpgﬁéﬁgﬁgleterminlng compliance.

T

¢. Remedies for non-compliance. If verlﬂeet}é)ﬁ:fpf se‘l;f{-ﬁ 6
Customer must within 30 days order syfficit’ liahses.
unlicensed use, Mictosoft will not undertake @hbther verificAli
least one year. . By.#kercising the rights #d procedurb®
walve its, righits$t"gH oree this agreement '

means, pamitted byfaw. . . -

Migééllanedus.

a. Notices to Microsoft, Notices, aufiel ahd _
agreement must be sent by regular or ovdgight mall; éxprese Sourier, or fax to the addresses
and numbers listed on the signature form?@nd_in. this agreemint. Notices will be treated as
deliveredon, the date shown on the return reeipt or on thecourler or fax confimation of

G

el

hd - rdquedls In-onnection with this

3l Copies should be sent to: "

Microsoft Corporation
Legal and Corporate Affairs
Volume Licensing Group
One Microsoft Way
Redmond, WA 98052

USA

Via Facsimile: (425) 936-7329

Microsoft may provide information about upcoming Enroliment deadlines and Online Services
in electronic form. Such information may be provided by email to contacts provided by
Enrolled Affiliate under an Enroliment, or through a web site Microsoft identifies. Notice by
email is given as of the transmission date.

b. Assignment. Either party may assign this agreement to an Affiliate only. Assignment will not
relieve the assigning party of its obligations under the assigned agreement. If either party
assigns this agreement, it must notify the other party of the assignment in writing.
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; j=iiiﬁ'wlciad for use by or personal benefit of any speci

c. Severability. If a court holds any provision of this agreement to be illegal, invalid or
unenforceable, the rest of the document will remain in effect and this agreement will be
amended to give effect to the eliminated provision to- the maximum extent possible,
Subcontractors. Microsoft may use contractors to perform Services and support Online
Services. Microsoft will be responsible for their performance subject to the terms of this
agreement.

d. Walver. A waiver of any breach of this agreement is not a walver of any other breach. Any
waiver must be in writing and signed by an authorized representative of the waiving party.

e. Applicable law; Dispute resolution. The terms of this agreement will be governed by the
laws of Enrolled Affiliate’s state, without giving effect to its conflict of laws. Disputes relating
to this agreement will be subject to applicable dispute resolution laws of Enrolled Affiliate's
state.

f. This agreement is not exclusive. Customer is free to enter Into agreements to license, use
or promote non-Microsoft software.

9- Entire agreement. This agreement, the Product List, all Enroliments under this agreement,
and the Product Use Rights constitute the entire agreement concerning the subject matter
and supersede any prior or contemporaneous commurieations. In the case of a conflict
between any documents referenced in this agreement that s not expressly resolved in the
documents, their terms will control in the following -drder: (1), hése terms and conditions and
the accompanying signature form; (2) an Enrolifient; (3).thi.Px ist; {4) the Product Use
Rights; (5) any other documents; and (6) all orders submitied:

h. Survival. Provisione regarding ownersis*and licei

aré incorporatd,

i. No transfer of ownership. Micros3
Product.

J.  Free Products. It is Microsoft's-intent that the téivhs of this agreement and the Product Use
Rights be-incorfipliance with all applicabls fedefal-jaw. and regulations. Any free Product
. Pio¥ided to Enrolied Affiliate is for. the sole use an¢ ‘benefit of thd BiiFlled Affiliate, and is not

C goverriment employee. . .

k. Amending the agreement. This agreement (exéept the Prodiict List aid the Product Use
Rights) can be changed only by an amendment signed by both parties. :

l.  Resellers and other third parties cannot bind Microsoft, Resellers and other third parties
do not have authority to bind or impose any obligation or liability on Microsoft.

m. Privacy and security, Microsoft and Enrolled Affiliate will each comply with all applicabie
privacy and data protection laws and regulations (including applicable security breach
notification faw). However, Microsoft is not responsible for compliance with any laws
applicable to Enrolled Affiiate or Enrolied Affiliate’s industry that are not also generally
applicable to information technology services providers. Enrolied Affiliate consents to the
processing of personal information by Microsoft and its agents to facilitate the subject matter
of this agreement. Enrolled Affiliate may choose to provide personal Information to Microgoft
on behalf of third parties (including Enrolied Affiliate’s contacts, resellers, distributors,
administrators, and employees) as part of this agreement. Enrolled Affiliate will obtain all
required consents from third parties under applicable privacy and data protection law before
providing personal information to Microsoft. The personal Information Enrolled Affiliate
provides in connection with this agresment will be processed according to the privacy

statement available at hitps:/www.microsoft.comilicensina/servicecenter (see footer), except

of infringerfen i , ations to

protepbeg%;%_,‘ - limitations ngl bl i obligations

.oy fermination or éxg!raﬁp”g Wihe. ih ligceliéniequs”

wil survive fermination or i ‘%ﬁ J which they
b
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that Product-specific privacy statements are in the Product use rights. Personal data
collected through Products or Services may be transferred, stored and processed in the
United States or any other country in which Microsoft or its service providers maintain
facllities. By using the Products or Services, Customer consents to the foregoing. Microsoft
abides by the EU Safe Harbor and the Swiss Safe Harbor frameworks as set forth by the U.S.
Department of Commerce regarding the collection, use, and retention of data from the
European Union, the European Economic Area, and Switzerland. For Online Services,
additional privacy and security detalls are in the Product use rights.

Voluntary Product Accessibility Templates. Microsoft supports the government's
obligation to provide accessible technologies to its citizens with disabllities as required by
Section 508 of the Rehabillitation Act of 1973, and its state law counterparts. The Voluntary
Product Accessibility Templates (“VPATs") for the Microsoft technologies used in providing
the online services can be found at Microsoft's VPAT page. Further information regarding
Microsoft's commitment to accessibllity can be found at http:/www.microsoft.com/enable.

Natural disastér. In the event of a “natural disaster,” Microsoft may provide additional
assistance or rights by posting them on http://www.microsoft.com at such time.

Copyright violation. Except as set forth in the section above entitied “Transferring and
reassigning Licenses", the Enrolied Affiliate agrees to pay for, and comply with the terms of
this agreement and the Product Use Rights, for thaProdug&"lt uses. Except to the extent
Enrolled Affiliate is licensed under this agreement, if.will be rgpongible for its breach of this
contract and violation of Microsoft's copyright In"the' Prody g
fees specified in this agreement for unlicenged use. "

on. Products, &t Fies' angh

U.S. export jur ;
Customer wi fth all U.S. Exﬁdljl‘ﬁgminisgraﬁ_on",; gt

in Arms HeglBiteh fequiréments‘as well.as'all end:tiser, ks,
issued by thy'U.S! and’ other goveminerits applicable ‘@ithis
BwwwmicrSadfE Gomiexporting. - -:

“iiifdrmation, see http:/ '°"°3 =
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Microsoft | Volume Licensing

Supplemental Contact lnformatlon Form State and Local

This form applies to: Agreement
[ Enroliment/Affiliate Registration Form

Insert primary entity name if more than one Enroliment/Registration Form
is submitted

Contact information.

Each party will notify the other in writing if any of the mfol‘matlon tla{
page(s) changes. The asterisks (*) indicate required .fiplds;” he' Entily
contact types, the same requiged fields must be mm;;&md for..e b}h
information, entity oonsen_ 4 ise for purposes. ofsﬂmimstenng. gnt by}
i : Ster, this Enronent .The pe i . { TiE0hnection

gzin contact information
toz desognate other

individual.
Name of Entity* o
Con Last

Postal code*

Phone* Fax
[ This contact is a third party (not the Entity). Warning: This contact receives personally identifiable

information of the Entity.

2. Software Assurance manager.

This contact will receive online permissions to manage the Software Assurance benefits under the
Enroliment or Registration.

Name of Entity*

Contact name*: First Last
Contact emall*

Street address*

City* State* Postal code*

Country*

Phone* Fax

SupContactinfoForm(US)SLGENG)(Oct2010) Page 1 of 3



[0 This contact Is a third party (not the Entity). Warning: This contact receives personally identifiable
information of the Entity.

3 Subscriptions manager.

This contact will assign MSDN, Expression, and TechNet Plus subscription licenses to the individual
subscribers under this Enroliment or Registration. Assignment of the subscription licenses is necessary
for access to any of the online benefits, such as subscription downloads. This contact wiil also manage
any complimentary or additional media purchases related to these subscriptions.

Name of Entity*

Contact name*: First Last

Contact email*

Street address*

City* State* Postal code*

Country*

Phone* Fax

[ This contact is a third party (not the Entity). Waming: This contact receives personally identifiable
information of the Entity.

4. Online Services manager.

This contact will be provided online permissions to
Enrollment or Registration. - :

Name of Entity* )
Contact name*: First: -
Contact email* LA e
Street address* ' . .. F
City* ‘State* Postal code*
Country* :

Phone* Fax .
[] This contact is a third party (not the Entity).
information of the Entity.

WEF{(M T‘hiscbn _.éc.'eives personally identifiable

This;person is designated as the Customer Support Manager (CSM) for ,Sqmﬁr&_rié]gﬁgf activities:

Name of Entity”

Contact name*: First Last
Contact emall*

Street address*

City* State" Postal code*

& :'Qustormer Support Manager (CSM): ‘

Phone* Fax
] This contact is a third party (not the Entity). Warning: This contact receives personally identifiable
information of the Entity.

6. Primary contact information;

An individual from Inside the organization must serve as the primary contact. This contact receives online
administrator permissions and may grant online access to others. This contact also receives all notices
unless Microsoft is provided written notice of a change.

Name of Entity* State of West Virginia

Contact name*: First Emily Last Dowdy

SupContactinfoForm{US)SLG(ENG)Oct2010) Page 2 of 3
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Contact email* Emily.C.Dowdy@wv.gov

Street address* 1900 Kanawha Bivd., E

City* Charleston State* WV Postal code* 25305
Country*: USA

Phone* 304 558 8806 Fax 304 558 0006

7. Notices contact and online administrator information:

This Individual receives online administrator permissions and may grant online access to others. This
contact also receives all notices.

Same as primary contact

Name of Entity*

Contact name*: First Last

Contact email*

Street address*

City* State* Postal code*

Country*:

Phone* Fax

] This contact is a third party (not the Entity). Warning: This contdct receives personally identifiable
information of the Entity.

SupContactinfoFerm({US)SLG(ENG)(0ct2010) Page 3 of 3
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Microsoft l Volume Licensing

Enterprise Agreement (Indirect)
Amendment ID CTM

For the purposes of this Amendment, “Entity" can mean the signing entity, Customer, Enrolled
Afiiliate, Government Partner, Institution, or other party entering into a volume licensing program

agreement. Notwithstanding anything to the contrary or in addition to any terms in the Agreement, the
Agreement is amended as follows:

1. The Enterprise Agreement section 4. How to know what Product Use Rights apply the
following subsection is added: .
d. In lieu of your obligation to indemnify us under various provisions of the product use rights,
you will be responsible for any cost or damages assessed by a court of competent jurisdiction
arising from any claim to which your indemnity obligation would otherwise apply.

2. The Enterprise Agreement, section 7. Term and termination. only subsection b. Tenmination
without cause is hereby deleted in its enfirety and replaced with thé following:

b. Termination without cause, Either party may tennlﬁg;e-ﬁ}isiaérééhﬁém&%:hout cause, upon
30 days written notice. Such termination will merely terminate &ither.pai Sﬁhdit& Affiliates’
ability to enter into new Enraliments under this agigement. Such’@mifidtibis. will ot

Enrollment or order not otigk Vise terminated, dnd any terms ofthis" glaﬁm
Enroliment or order rig Vs

thefwise terminated will continue, in.efféct with respaoia:
or order. An Enroligd:Affiliate ',ﬁay-!?"ﬂiﬁéte;an=Enrollment_=withqu;_igbnif$"eia‘;, Hh
obligatian.fo.make payments if funds to male hayments under ths:Enraliment L hi
appropriztéd or allocated for such purpose. - :

R

3. The Enterprise Agreement section 10. Confidanttality; the first fitagraph is.modified as foliows:
This agreement and all associated documents, thét ére not otherwiss exempt under law, are
considered public records and will be disclosed to the public in accoidance with applicable laws,
rules, and.policies governing the West Virginia Purchasing Division: Disclosure includes, but is
riot Hiniited! to, publication of this agreement on the Furchasing Division's website immediately
upon Its execution Applicable laws include, but are not limited to, the Freedom of Information Act
found In West Virginia Code section 298 1 1 et.seq. Notwithstanding the foregoing, neither party
will disclose the substance of any discussions that led to the terms of this Agreement, to any third
party other than Afiiliates or agents, or to designated or prospective resellers who: (1) have a
need to know such information in order to assist in carrying out this Agreement; and (2) have
been Instructed that all such information s to be handled in strict confidence.

4. The Enterprise Agreement, section 12. Defense of infringement, misappropriation, and third
party claims. Subsection c. Enrolled Affiliate ‘s agreement to protect. is hereby deleted in its
entirety and replaced with the following:

¢. Enrolied Affillate’s agreement to protect. To the extent permitted by West Virginia law,
Enrolled Affiliate will defend Microsoft and its Affiliates against any claims made by an
unaffiliated third party that:

(1) any Customer Data or non-Microsoft software Microsoft hosts on Customer's
behalf infringes the third party’s patent, copyright, or trademark or makes unlawful
use of lts Trade Secret: or

(i) Arises from violetion of just the Acceptable use Policy, which is déscribed in the
Product Use Rights.

AgrAmend(IndWW)(ENG)(Jan2014) CTM BD
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Customer will be responsible for the amount of any resulting adverse final judgment
(or settiement to which it consents). This Section provides Microsoft's exclusive
remedy for these claims assessed by a court of compelent jurisdiction.

6. New Subsections 15. (r) Availability of funds. s hereby added to the agreement, as follows:

r. Avalilability of funds. Each payment obligation of Customer or Customer’s Affiliates is
conditioned upon the avellability of govemnment funds which are appropriated or allocated for the
payment of this obligation. Nothing in the section shall be construed to limit Microsolt's right to
terminate one or more enrollments Upon non-payment due to non-sppropriation of funds,
pursuant to section 7. Term and Termination, or to issus partial llcense confirmations in a quantity
proportionate to the amount paid relative fo the total prior to such termination, pursuant to

subsection 7(d).

6. The Enterprise Agreement Section 13. Limitation on liabllity is hereby restated and revised In
its entirety

Limitation of liability.

a. Limitation on liability. To the extent permitted by applicable law, the liability of Microsoft
and Enrolled Customer, their respective Affiliates and contraciors arising under this
agreement is limited to direct damages up to (1) for Products other than Online Services,
two times (2x) the amount Enrolled Customer was required to pay for the Product giving
rise to that liability and (2) for Online Services other than Office 365 Services, the amount
Enrolled Affiliate paid for the Online Service giving rise to that liability during the prior 12
months. In the case of Products provided free of charge, or code that Enrolled Customer
is authorized to redistribute to third parties without separate payment to Microsoft,
Microsoft’s liabllity is limited to U.S. $5,000. These limitations apply regardiess of
whether the liability is based on breach of contract, tort (including negligence), strict
liabllity, breach of warranties, or any other legal theory. However, these monetary
limitations will not apply to:

(i) Microsoft's and Enrolled Affiliate’s obligations under the section titled “Defense of
infringement, misappropriation, and third party claims";

() liability for damages caused by either party's gross negligence or willful misconduct,
or that of its employees or its agents, and awarded by a court of final adjudication
(provided that, in jurisdictions that do not recognize a legal distinction between “gross
negiigence” and “negligence,” “gross negligence” as used in this subsection shall

mean “recklessness”);

(iii) liabilities arising out of any breach by either party of its obligations under the section
entitled “Confidentiality”, except that Microsoft's liabllity arising out of or in refation to
Customer Data shall in all cases be limited to the amount Enrolled Affiliate paid for
the Online Service giving rise to that Hlabillty during the prior 12 months;

(iv) liabitity for personal injury or death caused by either party's negligence, or that of its
employees or agents, or for fraudulent misrepresentation; and

{v) violation by elther party of the other party’s intellectual property rights.

b. EXCLUSION OF CERTAIN DAMAGES.” TO THE EXTENT PERMITTED BY
APPLICABLE LAW, WHATEVER THE LEGAL BASIS FOR THE CLAIM, NEITHER
PARTY, NOR ANY OF ITS AFFILIATES, OR CONTRACTORS, WILL BE LIABLE FOR
ANY INDIRECT, CONSEQUENTIAL, SPECIAL, OR INCIDENTAL DAMAGES, OR
DAMAGES FOR LOST PROFITS, REVENUES, BUSINESS INTERRUPTION, OR LOSS
OF BUSINESS INFORMATION ARISING IN CONNECTION WITH THIS AGREEMENT,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR IF SUCH
POSSIBILITY WAS REASONABLY FORESEEABLE. HOWEVER, THIS EXCLUSION
DOES NOT APPLY TO EITHER PARTY'S LIABILITY TO THE OTHER FOR
VIOLATION OF ITS CONFIDENTIALITY OBLIGATIONS (EXCEPT TO THE EXTENT
THAT SUCH VIOLATION RELATES TO CUSTOMER DATA), THE OTHER PARTY'S
INTELLECTUAL PROPERTY RIGHTS, OR THE PARTIES' RESPECTIVE

AgrAmend(ind)(WW)(ENG){an2014) C™ 8D
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OBLIGATIONS IN THE SECTION TITLED “DEFENSE OF INFRINGEMENT,
MISAPPROPRIATION, AND THIRD PARTY CLAIMS.”

c. Affillates and Contractors. Neither Micrasoft nor Enrolled Customer shall bring any
action against the other's Affiliates or contractors in respect of any matter disclaimed on
their behalf In this agreement.

d. Limitation of Liability for Office 365 Services.

The following additional definitions shall apply to this Section 13(d):

() ‘*Covered Data Loss,” means loss of Customer Dala that is_not {a) attributable to the
instructions, acts or omissions of Enrolled Affiliate or its users or (b} within the
published recovery point objective for the Office 365 Services;

(i) “Covered Disciosure,” means_disclosure of Customer Data as a rosult of a Successful
Security Incident: and

(/i) “Security incident” means any unlawful access fo any Customer Data stored or

transmitted on Microsoft's equipment or in Microsoft's facilities or unauthorized access to

such equipment or facilities or transmissions resulting in loss, disclosure, or alteration of

Customer Data.

(v) "PII" means information or date, alone or in combination, that {a) identifies or
authenticates a particular individual. Pl may include, without limitation, name, date of
birth, full address (e.g. house number, city, state, and/or zip cods), passwords, PINs,
biometric data, unique identification numbers (e.g., social security numbers, driver license
numbers, credit or debit account numbers, medical record numbers), federal or state tax
information, answers {o security questions or other personal identifiers or (b} meets the
definition ascribed to the term *Personal Information® under §6809(4) of the Gramm-
Leach-Blifey Act,

(v) "Qualifying State Agencies” mean the West Virginla State Agencies listed in the
following table:

Qualifying State Agencies

WV Department of Administration

WV Office of Technology

Workforce West Virginia

WV Department of Tax and Revenue

WV Division of Rehab Services

WV Department of Milltary Affairs & Public Safety
WV Department of Environmental Protection
WV Department of Health & Human Resources
WYV Department of Commerce

WV Department of Transportation

WV Department of Education and the Arts

WV Development Office

Solely for purposes of clarity related to the Office 365 Services, Section 13a of this
Agreement, above, titled “Limitation of Liability,” is hereby amended as follows.

() the amendment to the monetary limitation of liabliity for the Office 365 Services will
apply to Microsoft's llabillty arising out of or in relation to its breach of its obligations
under this Agreement related to Customer Data;

(b) for Qualifying State Agencies enrolled as Enrolled Affiliates under this Agreement, the
liabiliy of each party, its Affiliates and its Contractors arising under an Enroliment
shall be limited to direct damages up to the amount the Enrolled Affiliate paid during
the prior 12 months for the Office 365 Services that gave rise lo the liability. For

AgrAmend(ind)(WW)(ENG)(Jan2014) C™ BD
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purposes of clarity, notwithstanding the extent to which any component of Office 365
Services (e.g. Exchange Onlins) gives rise to liabllity, Microsoft’s limitation of liability
will be calculated using the whole monthly prices of each Office 365 Services SKU
(including the monthly prices of Suites, rather than the components of such Suites)
across_all _Enroliments._under which Qualifving State A ncies have placed
subscription orders. This change in the monetary limitation of liability for Office 365
Services will also apply to Microsoft's labifity arising out of or in relation to Customer
Data;

(c) for all other Enrolled Affiliates, the liability of each party, its Affiliates and its
Contractors arising under an Enroliment shall be limited to direct damages up o the
amount the Enrolled Affiliate paid during the prior 12 months for the Office 365
Services that gave rise fo the liability. For pumposes of clarity, notwithstanding the
exient to which any component of Office 365 Services (e.g. Exchange Online) gives
rise to liability, Microsof's limitation of liability wil! be calculated using the whole
monthly prices of each Office 365 Services SKU (including the monthly prices of
Suites, rather than the components of such Suites) on the impacted Enroliment for
which_the Enrolled Afiiliate has placed subscriotion orders. This change in the
monetary limitation of liability for Office 365 Services will also apply to Microsoft's
liability arising out of or in relation to Customer Data.

For purposes of this Section 13d, the following shall be deemed to be “direct tamages®
not subject to the exclusion of indirect or consequential damages as set forth above in

Section 13b:

(1) The following costs related to affected individuals whose Personally Identifiabie
Information (Pli) is disciosed pursuant to & Coversg Disclosure:

a. Enrolled Affiliate’s reasonable costs in notifying affected individuals of
Covered Disclosure in which the data Subjects’ personally-identifiable
information has been disclosed;

b.  Credit monitoring for up to twelve (12} months for affected individuals;

c. Damages and fines assessed against Enrolled Afilliates by a court of
competent jurisdiction and awarded to individuals whose Personally
Identifiable Information is subject to a Covered Disclosure.

d. Any additional reasonable and documented costs of any mitigation, remedijes
or plans to the extent that such mitigation, remedies or plans are customary,
reasonable, and expected to be paid by government entities, given the nature
and scope of the Security Incident involving a Customer Data breach of Py,
as validated by an independent Internationally recognized third parly industry
expert chosen by both parties.

7. The Enterprise Agreement Section 15.m. Privacy and Security.

m, Privacy and security. Microsoft and Enrolled Affiliate will each comply with all applicable
privacy and data protection laws and regulations (including applicable security breach
notification law). However, Microsoft is not responsible for compliance with any laws
applicable to Enrolled Affillate or Enrolled Affiliate's industry that are not also generally
applicable to Information technology services providers. Enrolled Affiliate consents to the
processing of personal Information by Microsoft and its agents to faclitate the subject matter
of this agreement. Enrolled Affiliate may choose to provide personal information to Microsoft
on behalf of third parties (including Enrolled Affiliate’s contacts, resellers, distributors,
administrators, and employees) as part of this agreement. Enrolled Affiliate will obtain all
required consents from third parties under applicable privacy and data protection law before
providing personal information to Microsoft, The personal information Enrolled Affiliate
provides in connection with this agreement will be processed according to the privacy
statement availabie at https://www.microsoft.com/licensins servicecenter (see footer), except
that Product-specific privacy statements are in the Product use rights. Personal data
collected through Products or Services may be transfered, stored and processed in the
United States or any other country in which Microsoft or its service providers maintain
facliities. By using the Products or Services, Customer consents to the foregoing. Microsoft
abides by the EU Safe Harbor and the Swiss Safe Harbor frameworks as set forth by the U.S.
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Department of Commerce regarding the collection, use, and retantion of data from the
European Union, the European Economic Area, and Switzerland. For Online Services,
additional privacy and security details are in the Product use rights.

8. New Subsections 15. (s) Litigation assistance. is hereby added to the agreement, as follows:

s. Litigation assistance. Microsoft shall provide commercially reasonable assistant to agency in
the event of formal litigation or administrative proceedings against the Agency, its officers or
employses based upon claimed violations of any applicable regulation or law attributable in whole
or in part to Microsoft's performance of its obligations under this Enroliment, except to the extent
Microsoft is named as an adverse party.
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£ Microsoft Volume Licensin
§

Enterprise Agreement
Microsoft Online Services Security Amendment
Amendment ID CTM

Enterprise Agreement
number
Microsoft tv complete

This Microsoft Online Services Security Amendment (‘Amendment’) is entered into between the
parties identified on the signature form for the agreement identified above ("Agreement’). The parties
agree that the Amendment supplements the Agreement and applies to only the Microsoft Online
Services, defined beiow, Customer buys under an Enterprise Enroliment under the Agreement.

Defined Terms

Capitalized terms used but not defined in this Amendment will have the meanings provided in the
Enterprise Enroliment, Agreement, and applicable Microsoft Buslngs_s;‘AgreementIMicrosoﬂ Business
and Services Agreement. The following definitions are used in this Afnendment;

‘-""i K]

e that.are provided to Microsoft
Hervices.

“Customer Data” means all data, including all text, sound, or mageﬂ
by, or on behalf of, Customer through Customer's use of the Micros

“‘Dynamics CRM Online Seryice:
DynCRMOnin ALNG Subs

‘End User” means a_m-];' that sccasses. fre Mi‘qgspﬂ Ginline
g b b T e ¥
“Microsoft Qnling Séices" for'tils Am&ndfi‘
CRM Onilingé 8brvices. o Rl T A

. LR T PRGNS X! W . el
“Office 365 Services” means (a) Exchange Ofilin ... Exoh vifg; BHarePoint Online,
Lync Online, and Office Web Apps included in Hice 805 Erilers ns E¥; E2, E3, E4, K1 and
K2; and (b) Exchange Online Plans 1, 2, Basic and-¥logk: SheraPoirt.Online Plans 1, 2 and 3, Office
Web Apps Plans 1-and 2; and Lync Online Plans 1,2 édnd 3. Office.365 Services do not include
Office 3656 ProPlus. or.any -separately branded service mqgg‘.qyailable"'with an Office 365-branded

4" :ﬁﬂvacy

a. Privacy practices. Microsoft will comply with all laws and regulations applicable to its
provision of the Microsoft Online Services (including applicable security breach
notification law). However, Microsoft is not responsible for compliance with any laws
applicable to Customer or Customer's industry that are not generally applicable fo
information technology services providers.

b. Customer Data. Microsoft will process Customer Data in accordance with the provisions
of this Amendment and, except as stated in the Enroliment and this Amendment,
Microsoft (a) will acquire no rights in Customer Data and (b) will not use or disclose
Customer Data for any purpose other than stated below. Microsoft's use of Customer
Data is as follows:

(i) Customer Data will be used only to provide Customer the Microsoft Online Services.
This may include troubleshooting aimed at preventing, detecting and repairing
problems affecting the operation of the Microsoft Online Services and the
improvement of features that Involve the detection of, and protection against,
emerging and evolving threats to the user (such as malware or spam).
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(i) Microsoft will not disclose Customer Data to law enforcement uniess required by law.
Should law enforcement contact Microsoft with a demand for Customer Data,
Microsoft will attempt to redirect the law enforcement agency to request that data
directly from Customer. As part of this effort, Microsoft may provide Customer's basic
contact information to the agency. If compelled to disclose Customer Data to law
enforcement, Microsoft will use commercially reasonable efforts to notify Customer in
advance of a disclosure unless legally prohibited,

¢. Customer Data deletion or retum. Upon expiration or termination of Customer's use of
the Microsoft Online Services, Customer may extract Customer Data and Microsoft will
delete Customer Data, each in accordance with the Product Use Rights.

d. End User requests. Microsoft will not independently respond to requests from
Customer's End Users without Customer's prior written consent, except where required
by applicable law.

e. Microsoft personnel. Microsoft personnel will not process Customer Data without
authorization from Customer. Microsoft personnel are obligated to maintain the
confidentiality of any Customer Data and this obligation continues even after their
engagement ends.

f. Subcontractor; transfer. Microsoft may hire other companies to provide limited services
on fts behalf, such as providing customer support. Any such subcontractors will be
permitted to obtain Customer Data only to deliver the".services Microsoft has retained
them to provide, and they are prohibited from using Cubtoniér Data for any other purpose,

Microsoft remains responsible for its subcontfactors! Gompliance. with the obligations of
st i Customer Data, even

this Amendment. Any subcontractors to whrt:Micrasoi
those used for storage purposes, will hayg. éntéred’jfilo W

requiring that t ontractor abide | iérms no J6gs p e endment.
Customer g {0 Microsoft's: trdnsfel of CuSiditier: rs as
describeg:flipsPinentdinent. £xapt asipet forth abofk, o srwise
autheriz€;. Microsoft will-ngt taansfer io-ghy third:partd Boses)

Sérvices,

-pifsonal data Custamer. Brovides g Micis of

2.  Customer responsibilities.

Customer must comply with applicable legal récfﬁirej_rﬁgn'ts for p’r‘li;‘acy, data protection, and
confidentiality of cofmiuinications related to its use of Micrésoft Online Services.

- Security

a. “General practicés. Microsoft has implemented and wil maintain appropriate technicai
and organizational measures, internal controls, and information security routines intended
to protect Customer Data against accidental loss, destruction, or alteration; unauthorized
disclosure or access; or unlawful destruction as follows:

() Domain: organization of information security

1) Security ownership. Microsoft has appointed one or more security officers
responsible for coordinating and monitoring the security rules and procedures.

2) Security roles and responsibllities. Microsoft personnel with access to
Customer Data are subject to confidentiality obligations.

3) Risk management program. Microsoft performed a risk assessment before
processing the Customer Data or launching the Microsoft Online Services
Service.

4) Microsoft retains its security documents pursuant to Its retention requirements
after they are no longer in effect.

() Domain: asset management

EAAgrAmend(WW)(ENG)(Jun2013) Microsoft Oniine Services - Security Amendment BD
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(iii)

(iv)

)

2.) ).=.P' o X v ' ru 3 "
. @nd outgeing, media cobtalpiiy Custorrier Daté,-
authorized séndetirecipier , daté'and time; the 9
of Customer Data they canfdin. . -t v,

4 “Comfipongnt disposal.. Microsoft. usgs:

1) Asset Inventory. Microsoft maintains an inveniory of all media on which
Customer Data Is stored. Access to the Inventories of such media is restricted to
Microsoft personnel authorized In writing to have such access.

2) Asset handling.

A. Microsoft classifies Customer Data to help identify it and to allow for access
to it to be appropriately restricted (e.g., through encryption).

B. Microsoft imposes restrictions on printing Customer Data and has procedures
for disposing of printed materials that contain Cusiomer Data.

C. Microsoft personnel must obtain Microsoft authorization prior to storing
Customer Data on portable devices, remotely accessing Customer Data, or
processing Customer Data outside Microsoft's facilties. This includes
removing media (e.g., USB sticks and CD‘ROMs) and documents containing
Customer Data from Microsoft’s facilities.

Domain: human resources security

1} Security training.
A. Microsoft informs its personnel about relevant security procedures and their
respective roles.  Microsoft also informs its personnel of possible
consequences of breaching the security rulégand procedures.

B. Microsoft will only use anonymous datain trairiiig.
Domalin: physical and environmental securlty

1) Physical access to faclities. : Microsalt
informatigiissystems that progess Custoiner

“Yucilties where
aterd: to- Identified

TR Dt Ly
tgess. to compenents. Micrasoft

3) Protection from disrupt

_ 6s: Ifidustry. standard. processes to delete
Cu_stomer_ Data when it Is no longer nequd. T o

Domaln: communications and operations mdnagement ... .

1) Operational policy. Microsoft maintains security documents déscribing its

security measures and the relevant procedures and responsibilities of its
personnel who have access to Customer Data.

2) Data recovery procedures,

A. On an ongoing basis, but in no case less frequently than once a week (unless
no Customer Data has been updated during that period), Microsoft maintains
multiple - copies of Customer Data from which Customer Data can be
recovered.

B. Microsoft stores copies of Customer Data and data recovery procedures in a
different place from where the primary computer equipment processing the
Customer Data is located.

C. Microsoft has specific procedures in place goveming access to copies of
Customer Data.

D. Microsoft reviews data recovery procedures at least every six months.
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E. Microsoft logs data restoration efforts, including the person responsible, the
description of the restored data and which data (if any) had to be input
manually in the data recovery process.

3) Maliclous software. Microsoft has ant-malware controls to help avoid malicious
software gaining unauthorized access to Customer Data, including malicious
software originating from public networks.

4) Data beyond boundarles.
A. Microsoft encrypts Customer Data that Is transmitied over public networks.

8. Microsoft restricts access to Customer Data in media leaving its facllities
(e.g., through encryption).
§) Event Logging.
A. Microsoft logs the use of our data-processing systems.

B. Microsoft logs access and use of information systems containing Customer
Data, registering the access iD, time, authorization granted or denied, and

relevant activity.

(vi) Domalin: access control

1) Access policy. Microsoft maintains a record of.security privileges of individuals
having access to Customer Data. PPRETRTE
2) Access authorization. 3
A, Microsoft maintains and updates a regond )
Microshlt systems that contafi Custori D
MisatRiteaciivates athentication credsitish
B o fime Dotto exceat B onths; ¢

B TR i L Lo S AT
& Microsolt ide;igiﬁes:fthagé-tpe’rsgppgl wh’ii ay

authiosized to access

access to dat¥l and reficurces, N

D. Microsoft ensures thai shiere ‘finc
systems containing 'Cysféntér-. Dita
identifiers/log-ins. RSO T

3) Least privilege.

A. Technical support personnel are dr‘jnl&fﬁe"rm‘rtteafto-ﬁﬁw access to Customer
Data when needed. ' R .

B. Migrosoft restricts access to Customet Data o oply thosé individuals who

require such access to perform their job function.
4) Integrity and confidentiality.

A. Microsoft instructs Microsoft personnel to disable administrative sessions
when leaving premises Microsoft controls or when computers are otherwise
left unattended.

B. Wicrosoft stores passwords in a way that makes them unintelligible while they
are in force.

§) Authentication.

A. Microsoft uses industry standard practices to identify and authenticate users
who attempt to access information systems.

B. Where authentication mechanisms are based on passwords, Microsoft
requires that the passwords are renewed regularly.

C. Where authentication mechanisms are based on passwords, Microsoft
requires the password to be at least eight characters long.

Iindeuai has access to

s Individials have separate

i
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D. Microsoft ensures that de-activated or expired identifiers are not granted to
other individuals.

E. Microsoft monitors repeated attempts to gain access to the information
system using an invalid password.

F. Microsoft maintains industry standard procedures to deactivate passwords
that have been corrupted or Inadvertently disclosed.

G. Microsoft uses industry standard password protection practices, including
practices designed to maintain the confidentiality and integrity of passwords
when they are assigned and distributed, and during storage.

6) Network design. Microsoft has controls to avoid individuals assuming access
rights they have not been assigned to gain access to Customer Data they are not
authorized to access.

(vli) Domain: information security incident management

1) Incident response process,

A. Microsoft maintains a record of security breaches with a description of the
breach, the time period, the consequences of the breach, the name of the
reporter, and to whom the breach was reported, and the procedure for

recovering data. AT
B. Microsoft tracks disclosures of Customer Data: ifci

disclosed, to whom, and at what hme R

2) Service Monitoring. Microsoft secyrity perolf
months gigropose remediationieMorls if necessf

uding what data has been

(vil) Doma s Continuity Mafiagement
1). -BIGHEER iaintsine epribrgan cmmnnngen : ich
 Wlriot ifmiton ey 1 procees e Do AL
2} Microsoft's ‘redurifant “stoiide. arlf. fis procédovesfor ratoveriy data are
designed to atternpt to re orisret Custosier DRt s origiitat state from before

the time it was lost or de

(1x)  The, security measures described ir4his Sétion 4 ars Microsoft's only responsiblity
with tespect to the security of Customer. Data.” For Customer Data, these measures
. replice @ny confidentiality obligations. eontéiﬁed in,tlgg :Egr_qllmgqt or any othiér non-

1%+~ disclosure agreement between Microsoft ang Customer.
“b. Cortifications and audits . R

27002 code of best practices for information security management ("Microsoft Ontine
Information Security Policy’). On a confidential need-to-know basis, and subject to
Customer's agreement to hon-disclosure obligations Microsoft specifies, Microsoft will
make the Microsoft Online Information Security Policy available to Customer, along
with other information reasonably requested by Customer regarding Microsoft
security practices and policles. Customer is solely responsible for reviewing the
Microsoft Online iInformation Security Policy, making an independent determination
as to whether the Microsoft Online Information Security Policy meets Customer’s
requirements, and for ensuring that Customer's personnel and consultants follow the
guidelines they are provided regarding data security.

(i} Microsoft will audit the security of the computers and computing environment that it
uses in processing Customer Data (including personai data) on the Microsoft Online
Services and the physical data centers from which Microsoft provides the Microsoft
Oniline Services. This audit: {a) will be performed at least annually; (b) will be
performed according to ISO 27001 standards; (c) will be performed by third party
security professionals at Microsoft's selection and expense; (d) will result in the
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generation of an audit report ("Microsoft Audit Reporf’), which will be Microsoft's
confidential information; and (e) may be performed for other purposes in addition to
salisfying this Section (e.g., a8 part of Microsoft's regular internal security procedures
or to satisfy other contractual obligations).

(itf) If Customer requests in writing, Microsoft will provide Customer with a confidential
summary of the Microsoft Audit Report (“Summary Reporf’) so that Customer can
reasonably verify Microsoft's compliance with the security obligations under this
Amendment. The Summary Report is Microsoft confidential information.

{lv) Microsoft will make good faith, commercially reasonable efforts to remediate (a) any
errors identified in a Microsoft Audit Report that could reasonably be expected to
have an adverse impact on Customer use of the Microsoft Online Services and (b)
material control deficiencies identtfied in the Microsoft Audit Report.

4, Security Incident Notification

If Microsoft becomes aware of any unlawful access to any Customer Data stored on
Microsoft's equipment or in Microsoft's facilities, or unauthorized access to such
equipment or facllities resuiting In loss, disclosure, or alteration of Customer Data (each a
“Security Incident”), Microsoft will promptly: (a) notify Customer of the Security Incident;
(b) investigate the Security Incident and provide Customer with detalled information about
the Security Incident; and (c) take reasonahle _sten‘ 40, mitigate the effects and to
minimize any damage resulting from the Sewrgzy‘li}@rqen -

Customer agrees that: i

() An unsuccessful Security Incident wilkigt:be éi unsuccessful
Security Ingj one that resyltéili o unauttig ef: Data or to
any of uipment -0 ities: storing include,

i i .. (5o ‘n”g;q ‘,.__: "
scais; ﬂgsuoﬁe{éﬁ:f@;—%ﬁ Altfanpts. denial 6f s
other unauthorized aﬁgess.gdg‘afﬁc” ala that'go
addresses or headers) or sinyidt Incide 4 SRR
(i) Microsoft's obligation to mmd%r,?ﬁ&pﬂw 3. Sebafity Ificiderit under this Section is

not and will not be construed as"a | adknowledgeiment by Microsoft of any feult or
liability with respect to the Security Ifgider. o T

Notification{s) of Security Incidents, if any, will bedelNemdto one or more of Customer's
"-:,aj_ﬂmlhistrators by any means Microsoft selects; [qé!ﬂdlpg; vid emafl. It is Customer's sole

: KEns! ',r g (or
“in aocess ‘beyond IP

.

.
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5. Additional Terms
a. Data Location. Microsoft will provide Office 365 for Government Services from data

centers in the United States. In connection with the Office 365 for Government Services,
storage of the following customer data at rest will be located in data centers only in the
United States: (i) Exchange Online mailbox content (e-mail body, calendar entries, and
the content of e-mail attachments), and (i) SharePoint Online site content and the flles
stored within that site.

Office 365 Services and Customer Data. Office 365 Services shall not capture,
maintain, scan, index, share or use Customer Data, or otherwise use any data-mining
technology, for any activity not authorized under the Agreement. Office 365 Services
shall not use Customer Data for any advertising or other commercial purpose of Microsoft
or any third party. Office 365 Services will be logically separate from Microsofi's
consumer online services. Unless expressly approved by Customer in advance,
Customer Data will not be commingled with data in Microsoft's consumer online services
or with data created by or resulting from Microsoft's scanning, indexing, or data-mining
activities.

Miscellaneous

a. Confidentlality. Customer will treat the terms and,gﬁiﬁdj@ipns of this Amendment, the

d. Entire dgreement. Except for change¥

syt AR Fi. Ban. BRLOE - wi R
-Order of precedence. If; gre.fs akonflighbetweeriang GO

h_:;%nggini unchanged and in full force and effect

contents of the Microsoft Online Information Secuiity Poligy;.
and the Summary Report as confidential and"shail het displs
except for Customer's auditors or consuitants tfat ne
purpose of this business relationship:aé - articulat
Agreement. LR
Term apd: o, This -Amengiment .shall ‘alita
terminafi ton of nAgramnt. - T

the Microsoft Audit Report
Sethem fo any third party

i n'_'irgﬁfpnnation for the
¢ "'_ﬁh)g,n! and the

0

i s At
licable Micradot Business
:OF the: Préduct Use Rights
"the ‘Online Services, this

any provision in the Ents Qpnseéz ;
Agreement/Microsoft Business 2R ;Senic
(including the finked Privacy and’ $flai HEY:
Amendment shall control, .

PRy

e by this Amendment, the Agreerient

&
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@ Microsoft Volume Licensing

Enterprise Agreement
Amendment ID CTM

Agreement Number |

This Office 365 Security Incident amendment {"Office 365 S| Addendum®) is entered into between the
parties identified on the signature form for the agreement identified above ("Agreement”). The parties
agree that the Office 365 SI Addendum Supplements the Agreement and applies to only the Office
365 Services, defined below, Customer buys under an Enterprise Enrollment under the Agreement,

1. Definitions

Capitalized terms used but not defined in this Office 365 SI Addendum will have the meanings
provided in the Enterprise  Enroliment, Agreement, and applicable Microsoft Business
Agreement/Microsoft Business and Services Agreement. The following definitions are used in this
Office 365 S| Addendum:

“Customer Data” means al| data, including all text, sound, or Image'fil'es that are provided to Microsoft
by, or on behalf of, Customer through Customer’s use of the Office 365 '_Sergices.

“Office 365 Services” means Office 365 Plans E1, E2, E3, E4, K1.a

2, Secuntyl sitd ntNouﬁ ca fion, <

SR I CooE L T
a. “If Microsoft becomes awsite of ahy: unlawiul access ,
Microsoft's eéquipment or in Migioso's fagilitiss’ - ¢
equipment or facilities resulting in loss, disc Durd; of alte
*Security Incident”), Microsoft will: (i) Droebtly nafify Ciistomer of the Security Incident;

(li) investigate the Security Incident and pivwidé Customer with detailed information about
le steps to mitigate the effects and to

W.*pusmmgr‘ﬁaté stared on
Unauthorized-actess to such

the Security Incident; and (ii) take reasonabil
m,‘!njmiz'é‘ any damage resulting from the Securlty Incident,. .. .

. b. Customer agrees that:

{) An unsuccessful Security Incident will not be subject to this Section, An unsucéessfu
Security Incident is one that resuits in no unauthorized access to Customer Data or to
any of Microsoft's equipment or facilities storing Customer Data, and may include,
without limitation, pings and other broadcast attacks on firewalls or edge servers, port
scans, unsuccessful log-on attempts, denial of service attacks, packet shiffing (or
other unauthorized access to traffic data that does not resuit in access beyond |P
addresses or headers) or similar incldents; and

(i) Microsoft's obligation to report or respond to a Security Incident under this Section is
not and will not be construed as an acknowledgement by Microsoft of any fault or
liability with respect to the Security Incident.

¢. Notification(s) of Security Incidents, if any, will be delivered to one or more of Customer's
administrators by any means Microsoft selects, including via email. It is Customer’s sole
responsibility to ensure Customer's administrators maintain accurate contact information
on the Online Services portal at all times.
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3. Limited Reimbursement for Customer Mitigation Costs

To the extent that a Security Incident results from Microsoft's failure fo comply with its obligations
under this Agreement, and subject to the limitations of liability set forth in this agreement, Microsoft
will reimburse Customer for reasonable out-of-pocket remediation costs incurred by Customer in
connection with that Security Incident. *Reascnable out-of-pocket remediation costs” are costs that
(a) are customary, reasonable and eéxpected to be paid by companies in Customer's industry, given
the nature and scope of the Security Incident, (b) do not arise from Customer’s violation of (i) laws

providers. Customer must document all such expenditures and, upon Microsoft's request, those
expenditures must be validated by an independent, internationally-recognized third party industry
expert chosen by both parties. For avoidance of doubt, the costs reimbursed by Microsoft under this
paragraph will be characterized as direct damages subject fo the limitation on liability in the Master
Agreement, and not as special damages excluded under the “EXCLUSION OF CERTAIN
DAMAGES” in the Master Agreement.

4. Miscellaneous

a. Confidentiality. Customer will treat the terms- éhd wﬁdi;iqns of this Office 385 S|

»

Addendum, as confidential and shall not disclose thems any. third party except for
Customer’s auditors or consultants that need accéss to this inlSnmation fo
this business relationship as articulatedin this Office °
Agreement. i Aot ":"..:.’
b. Term and termifiaiion This Office 36551 Addendum sh
any termifialictror xpiration of the Agreerhent. . - -
c. Order of Precedenos. ¥f thehe it & confiict

¢

d. Entire Agreement. Except for changé‘é"fmé_dé' by this Office 365 SI Addendum, the
Agreemgﬁtzgmains unchanged and in full force and effect,

This “’;"krﬁie‘_‘ﬁﬂhiqnt shall automatically terminate upon any tetmiingtion .Of . expiration of the
Agreemént. In addition, Microsoft shall have the right t6'-_lmmed_iatsly. fennip'a_te_‘érr underlying
Ehférprise Enroliment in the event that an Enrolled Affiliate breaches any ‘obligation "in “this
Amendment. ‘Except for changes made by this Amendment, the Agreement remains unchanged and
in full force and effect,

PP R A AT, ‘ R T PR
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38
Miawoﬁlvmume Licensing

Enterprise Agreement (Indirect)
Amendment ID CTM

e

F OR0:

For the purposes of this Amendment, “Entity” means the signing entity, Customer, Enrolled Affiliate,
Government Partner, institution, or other party entering into a volume licensing program agreement.
Notwithstanding anything to the contrary or in addition to any terms in the Agreement, the Agreement
is amended as follows;

Microsoft and Entity agree Appendix A is hereby added to the Enterprise Agreement. Appendix
A includes sample Amendments and forms including: Government Community Cloud
Amendment and Product Selection Form ("GCC Amendment") and the Business Associate
Enterprise Enroliment Amendment, M176 ("BAA"). The following terms and conditions apply to
these sample Amendments included In Appendix A:

* The GCC Amendment must be included with the Enterprise Enroliment for Affiliates when
ordering Office 385 for Government Online Services. Affiliatés must work with Microsoft to
validate eligibility to purchase Office 365 for Government Opling Services.

*  The BAA should be included as part of the Enrollmeit fof Affi "ﬁ;;gfqgmgghase Office 365
Online Services If the Affiliate is governed by HIPAAT -. . i '

¢ Allof the Amendments pe i nd’séipditions of

antiot be changed

EEREA
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Appendix A

The following Enroliment amendments and forms are included for reference. The terms and
conditions of the documents included below are not binding unless they are signed as part of an

Enterprise Enroliment.

1. Government Community Cloud Amendment and Product Selection Form

Enterprise Enroliment (Indirect)

Amendment ID (CTM)

For the purposes of this Amendment, “Entity" can mean the signing entity, Customer, Enrolied
Affiliate, Govemment Partner, Institution, or other party entering into a volume licensing program
agreement. Notwithstanding anything to the contrary or in addition to any terms in the Enrollment, the
Enrollment is amended as foliows:

Office 365 for Government

The following set of Terms applies to Entity when ordering Office 365 for Government Online
Services.

1. Definitions: The foliowing definitions are used in this Amendment and apply to
documents incorporated by reference:

“Office 365 for Govemnment® means Microsoft's family of Office 365 Products that are
provisioned in Microsoft's multi-tenant data centers for exclusive use by eligible US Federal,
State, Local, and Tribal Government Customers only and offered in accordance with the
“community cloud” definition as defined in the National Institute of Standards and Technology
(NIST) Special Publication 800-145.
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Office 365 for Governments Terms

For purposes of this Amendment Office 365 for Government, tables a and b, below, contains
mappings for Office 365 for Government Online Services and their equivalent/corresponding
Office 365 for Enterprise Online Services (‘Equivalent Online Services.” Each Office 365 for
Govemment Online Service shown below is subject to the same terms and conditions as its

a. Office 365 for Government component Online Services— Equivalent Online Services
Mapping

Remalrider of page intentionally left blank
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Office 365 for Government Online Setvices | Office 365 Equivalent Online Services
Exchange Online Plan 1 G Exchange Online Pian 1

41

Exchange Online Plan2 G Exchangie Oniine Plan 2

Exchange Online Kiosk G ] Exchange Online Kiosk
Excharige Online Archiving Add-On for on-

Exchange Online Archiving Add-On for on-

premises servers G premises servers

Lync Online Plan 1 G Lync Oniine Plan 1

Lync Online Plan2 G Lync Onfine Plan 2

Lync Oniine Plan 3 G Lyne Online Plan 3
SharePoint Online Plan 1 G SharePoint Online Plan 1
SharePoint Online Plan 2 G SharePoint Onfine Plan 2

Office Web Apps w/ SharePoint Pian 1 G Office Web Apps w/ SharePoint Plan

Office Web Apps w/ SharePoint Plan 2 G Office Web Apps w/ SharePoint Pian 2

Office Professional Plus for Office 365 G Office Professional Plus for Office 365

—

b. Office 365 for Government Suiteg — Equivalent Enterprise Online Services Mapping

O z 0 e O o =
[ ) 0
Office 365 Plan G1 Office 365 Plan E1
Office 365 Plan G2 Office 365 Plan E2
Office 365 Plan G3 Office 365 Plan E3
Office 365 Plan G4 Office 365 Plan E4
Office 365 Plan KT G Office 365 Plan K1
Office 365 Plan K2 G Office 365 Plan K2
]

"Office 365 for Government * quivalent Online Services” Suite Orders (G1-G4) will be
captured on a separate Product Selection Form.

3. Office 365 Office 365 for Government Customer Requirements.
Entity is a United States Federal, State, Local or Tribal government entity.

Enterprise and Enterprise Subscription Enroliment
Product Selection Form — CTM Office 365 for

Government

Step 1. Please indicate whether Enrolled Affillate Is ordering Enterprise Products or Office 365
for Government Online Services on the initial enroliment order, Choose both i

applicable.
(] Enterprise Products. Choose platform option: <Choose One>
Qualified Devices: Qualified Users:

[ office 365 for Government Online Services

Step 2. Sefect the Products and Quantities Enrolled Affillate Is ordering on its initial
Enroliment Order. Quantity may not include any Licenses which Enrolled Affililate has
selected for optional future use, or to which it is transitioning or stepping up within enroliment
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term. Products for which the Enrolled Affiliate has an option to transition or step-up should be
listed in Step 3.

OﬂloaProPlush _
Office Pro Plus for Office 365 G
= B i

365 (Plan G1)°
_Office 366 (Plan G2)
Office 365 (Plan G3)

Office 3685 (Plan G4)
Client Access License (CAL). Choose 1 Option,
E Core CAE Includlr1§ Bridge CAL's (if applicable)
Core CAL

Core CAL Bridge for Office 365
Core CAL Bridge for Windows Infune
Core CAL Bridge for Office 365 and Windows Intune
LJ Enterprise CAL (ECAL)
ECAL
ECAL Bridge for Office 365
ECAL Bridge for Windows Intune
ECAL Bridge for Office 365 and Windows intune
The Client Access License selection must be the same across the Enterprise. Specify whether
licensing CAL per Device or User: User
Windows OS Upgrade
Windows VDA
Windows intune
Windows Intune
Windows Intune Add-on®
Other Enterprise Products
Microsoft Desktop Optimization Pack (MDOP)* | [

If selecting Windows Desktop, Enrolled Affiliate acknowledges the following:

a. The Windows Desktop Operating System Upgrade ficenses offered through this
Enroliment are not full licenses. The Enrolled Affliate and any included Affiliates have
qualifying operating system licenses for all devices on which the Windows Desktop
Operating System Upgrade or Windows Intune licenses are run.

b. Inorder to use a third party to reimage the Windows Operating System Upgrade, Enrolled
Affiliate must certify that Enrolled Affiliate has acquired qualifying operating system
licenses. See the Product List for details.

Step 3. Indicate new Enterprise Products and Online Services Enrolied Affiliate has selected
for optional future use where not selected on the initial enroliment order (above):

Pro
Office Pro Plus for Office 365 G
Office 365 (Plan G1)
Office 385 (Plan G2)
Office 365 (Plan G3)
Office 365 (Plan G4)
Enterprise CAL (ECAL) Step-up, inciuding Bridge CALs
Windows Infune
| T] Windows Intune Add-on °

AgrAmend(ind)(WW)ENG)(Jan2014) CT™ BD
Page § of 11



Step 4. Establish the Enrolled Affiliate’s Price Level. Enrolled Affillate must first count the quantity
of Software Assurance and Licenses in each of the groups as described bélow by usirig the

quantities entered in the above table. If Enrolled Afiiliate does not order an

Enterprise

Product or Office 365 for Govemment Online Services associated with an applicable Product

pooal, the price level for Additional Products in the same pool will be price level *D”

throughout

the term of the Enroliment. Do not inclyde Bridge CALs, as License quantities are determined

by the corresponding Enterprise Online Service(s).
Price

Products Group Gty from above
Office Professional Plus + Office 250 and
Professional Plus for Office 365 + 1 Above D

Office 365 G (Plans G2-G4)
Client Access License + 2
__Office 365 (Pians G1-G4)
Client Access License + Windows 3
Intune Add-on G + Windows intune

Windows Desktop Upgrade +
Windows VDA + Windows Intune

Product Offering/Paol

Enterprise Products and Enterprise Online Services: Set price level using the D
highest quantity from Groups 1 through 4
Additional Product Appiication Pool: Set price level using guantity from Group 1 D
Additional Product Server Pool: Set price level using the highest quantity from
Group 2 or 3 D
Additional Product Systems Pool; Set price level using quantity from Group 4 D ]
Additional Products may be included on the order, but are not selecled on this form,

2Windows Intune Add-on requires purchase of Windows OS Upgrade or Windows VDA.

*MDOP requires purchase of Windows 0OS Upgrade, Windows VDA, or Windows Intune.

BD
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2. Business Assoclate Enterprise Enroliment Amendment, M17§

Custom Business Associate Enterprise Enroliment

Amendment
Amendment ID CTM

This Amendment (this “Amendment*) is entered into between the Parties identified on the signature
form (individually, a “Party* and, collectively, the "Parties”) for the Enroliment identified above (the
“Enroliment”),

The Microsoft Online Services provided to Customer require Microsoft to host Customer Data that
may contain Protected Health Information. Customer is a Covered Entity or a Business Associate,
To the extent Microsoft creates, receives, maintains, or transmits Protected Health Information,
Microsoft Is a Business Associate of Customer. As such, HIPAA requires Microsoft and Customer to
comply with additional obligations under the Privacy Rule, Breach Notification Rule, and Security Rule
that relate to the Use, access, and Disclosure of Protected Health Information,

The terms and conditions in this Amendment supersede any conflicting terms and conditions in
Customer's Enrollment and supersede and replace any previous Enroliment amendments related to
the subject matter of this Amendment. The Parties amend and supplement the Enroliment with the
following:

1. Definitions.

Except as otherwise defined in this Amendment, any and all capitalized terms shall have the
definitions set forth in HIPAA, and Customer's Enrolment.

“Breach Notification Rule” means the Breach Notification for Unsecured Protected Health Information
Final Rule.

‘Business Associate” shall have the same meaning as the term “business associate” in 45 CFR
§ 160.103 of HIPAA.

*Covered Entity” shall have the same meaning as the term “covered entity” in 45 CFR § 160,103 of
HIPAA.

“‘Customer” means the customer identified on the signature form.

‘HIPAA" collectively means the administrative simplification provision of the Health Insurance
Portability and Accountability Act enacted by the United States Congress, and its implementing
regulations, including the Privacy Rule, the Breach Notification Rule, and the Security Rule, as
amended from time to time, including by the Health Information Technology for Economic and Clinical
Health ("HITECH") Act and by the Modifications to the HIPAA Privacy, Security, Enforcement, and
Breach Nofification Rules under the Health Information Technology for Economic and Clinical Health
Act and the Genetic Information Nondiscrimination Act; Other Modifications to the HIPAA Rules; Final
Rule.

“Microsoft Online Services” for this Amendment only, means Office 365 Services.

‘Office 365 Services” means (a) Exchange Online, Exchange Online Archiving, SharePoint Online,
Lync Online, and Office Web Apps included in Office 365 Enterprise Plans E1, E2, E3, E4, K1, and
K2; Office 365 Midsize Business; Office 365 Small Business; and Office 365 Small Business
Premium, and (b) Exchange Online Plans 1, 2, Basic, and Kiosk; SharePoint Online Pians 1 and 2;
Office Web Apps Plans 1 and 2; and Lync Online Plans 1, 2, and 3. Office 365 Services do not
include Office 365 ProPlus or any separately branded service made available with an Office 365-
branded plan or suite.
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“Privacy Rule" means the Standards for Privacy of Individually Identifiable Health Information.

“Protected Health Information” shall have the same meaning as the term ‘protected health
Information” in 45 CFR § 160.103 of HIPAA, provided that it Is limited to such protected heaith
information that is received by Microsoft from, or created, received, maintained, or transmitted by
Microsoft on behalf of, Customer.

“‘Security Rule” means the Security Standards for the Protection of Electronic Protected Heaith
Information.

2. Permitted Uses and Disclosures of Protected Health Information.

a. Performance of the Enrollment for Microsoft Online Services. Except as otherwise
limited in this Amendment, Microsoft may Use and Disclose Protected Health information
for, or on behalf of, Customer as specified in the Enroliment.

b. Management, Administration, and Legal Responsibilities, Except as otherwise
limited in this Amendment, Microsoft may Use and Disclose Protecied Health Information
for the proper management and administration of Microsoft and/or to carry out the legal
responsibilities of Microsoft, provided that any Disclosure may occur only if: (1) Required
by Law; or (2) Microsoft obtains written reasonable assurances from the person to whom
the Protected Heaith Information is Disclosed that it will be held confidentially and Used
or further Disclosed only as Required by Lew or for the purpose for which it was
Disclosed to the person, and the person notifies Microsoft of any instances of which it
becomes aware in which the confidentiality of the Protected Health Information has been

breached.

3. Responsibilities of the Parties with Respect to Protected Health
Information.

a. Microsoft's Responsibilities. To the extent Microsoft is acting as a Business Associate,
Microsoft agrees to the following:

() Limitatione on Use and Disclosure. Microsoft shall not Use and/or Disclose the
Protected Health Information other than as permitted or required by the Enroliment
and/or this Amendment or as otherwise Required by Law; provided that any such Use
or Disclosure would not violate HIPAA if done by Customer, unless expressly
penmitted for Business Associates under HIPAA. Microsoft shall make reasonable
efforts to Use, Disclose, and/or request the minimum necessary Protected Health
information to accomplish the intended purpose of such Use, Disclosure, or request,

(if) Safeguards. Microsoft shall: (1) use reasonable and appropriate safeguards to
prevent inappropriate Use and Disclosure of Protected Health Information other than
as provided for in this Amendment; and (2) comply with the applicable requirements
of 45 CFR Part 164 Subpart C of the Security Rule,

(iil) Reporting. Microsoft shall promptly report to Customer: (1) any Use and/or
Disclosure of Protected Health Information that is not permitted or required by this
Amendment of which Microsoft becomes aware; (2) any Security Incident of which it
becomes aware, provided that notice is hereby deemed given for Unsuccessful
Security incidents and no further notice of such Unsuccessful Security Incidents shali
be given; and/or (3) any Breach of Customers Unsecured Protected Health
Information that Microsoft may discover (in accordance with 45 CFR § 164.410 of the
Breach Notification Rule). Notification of a Breach will be made without unreasonable
delay, but in no event more than five (5) business days after Microsoft
determines that a Breach of Customer's Unsecured Protected Health
Information has occurred. Taking Into account the level of risk reasonably likely to
be presented by the Use, Disclosure, Security Incident, or Breach, the timing of other
reporting will be made consistent with Microsoft's and Customer’s legal obligations.

For purposes of this Section, "Unsuccessful Security Incidents® mean, without
limitation, pings and other broadcast attacks on Microsoft's firewall, port scans,
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unsuccessful iog-on attempts, denial of service attacks, and any combination of the
above, as long as no such incldent results in unauthorized access, acquisition, Use,
or Disclosure of Protected Health Information. Notification(s) under this Section, if
any, will be delivered to contacts identified by Customer pursuant to Section 3b(li)
{Contact information for Notices) of this Amendment by any means Microsoft selacts,
including through e-mail. Microsoft's obligation to report under this Section Is not and
will not be construed as an acknowledgement by Microsoft of any fault or liability with
respect to any Use, Disclosure, Security Incident, or Breach.

As a condition of Microsoft's commitment to provide notification of @ Breach
no more than five (5) business days after Microsoft determines that a Breach of
Customer's Unsecured Protected Health Information has occurred, Customer
must provide Microsoft with the following information:

* Customer's Microsoft Online Direct Routing Domain (MODRD) (i.e,
“.onmicrosoft.com); .

s Current contact information, including email and Phone number, of the
responsible Customer employee(s) that Is to be notlfied in the case of
Breach. This must be an Individual or individuals and not a title,

The contact information must be provided to Microsoft directly through
Customer’s responsible account manager and not within the Contact

responsible Microsoft business group through Customer’s licensing executive,

(iv) Subcontractors. in accordance with 45 CFR §§ 184.502(e)(1)(ii) and 164.308(b)(2)
of HIPAA, Microsoft shall require its Subcontractors who create, receive, maintain, or
transmit Protected Health Information on behalf of Microsoft to agree in writing to;
(1) the same or more stringent restrictions and conditions that apply to Microsoft with
respect to such Protected Health Information; (2) eppropriately safeguard the

(v) Disclosure to the Secretary. Microsoft shall make avellable its intemnal practices,
records, and books relating to the Use and/or Disclosure of Protected Health
Information received from Customer to the Secretary of the Department of Health and
Human Services for purposes of determining Customer's compliance with HIPAA,
subject to attorney-client and other applicable legal privileges.

{vi) Access. If Microsoft maintains Protected Health information in a Designated Record
Set for Customer, then Microsoft, at the request of Customer, shall make access to
such Protected Health information avallable to Customer in accordance with 45 CFR
§ 164.524 of the Privacy Rule.

{vil)Amendment. If Microsoft maintains Protected Health Information in a Designated
Record Set for Customer, then Microsoft, at the request of Customer, shall make

(viii) Accounting of Disclosure. Microsoft, at the request of Customer, shall make
available to Customer such infonnaﬁon-relating to Disclosures made by Microsoft as
required for Customer to make eny requested accounting of Disclosures in
accordance with 45 CFR § 164.528 of the Privacy Rule,

(ix) Performance of a Covered Entity’s Obligations. To the extent Microsoft is to carry
out a Covered Entity obligation under the Privacy Rule, Microsoft shall comply with
the requirements of the Privacy Rule that apply to Customer in the performance of
such obligation.

b. Gustomer Responsibiilties.
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{} No Impermissible Requests. Customer shall not request Microsoft to Use or
Disclose Protected Health Information in any manner that would not be permissible
under HIPAA if done by a Covered Entity (unless permitted by HIPAA for a Business
Associate).

(i) Contact Information for Notices. Customer hereby agrees that any reports,
notification, or other notice by Microsoft pursuant to this Amendment may be made
electronically. In addition to providing contact information for notices fo
Customer’'s Account Manager per Section 3(a)(ii}) above, Customer shall provide
the same contact information herein below and shall ensure that Customer’s
contact information remains up to date during the term of this Amendment by
providing updated contract information to MSO-HIP. Dmicrosoft.com or such
other jocation or method of updating contact information as Microsoft may specify
from time to time and shall ensure that Customer's contact information remains up to
date during the term of this Amendment. Contact information must include
Customer's Microsoft Online Direct Routing Domain (MODRD), name of
individual(s) to be contacted, title of individuals(s) to be contacted, e-mall address of
individual(s) to be contacted, name of Customer organization, and, if available, either
contract number or subscriber identification number.

1) Customer’s Microsoft Online Direct Routing Domain (MODRD): Click here to
enter text.

2) Name of individual(s) to be contacted: Click here to enter text.

3) Title of individual(s) to be contacted: Click here to enter text, _
4) E-mail address of individual(s) to be contacted: Ciick here to enter text.
5) Name of Customer organization: Click here to enter text,

6) Contract number: Click here to enter text.;
or subscriber identification number: Click here to enter text.

(iil) Safeguards and Appropriate Use of Protected Health Information. Customer is
responsible for implementing appropriate privacy and security safeguards to protect
its Protected Health Information in compliance with HIPAA. Without limitation, it is
Customer’s obligation to:

1) Not include Protected Health Information in: (1) information Customer submits to
technical support personnel or to community support forums; and (2) Customer's
address book or directory information. In addition, Microsoft does not act as, or
have the obligations of, a Business Associate under HIPAA with respect to
Customer Data once it is sent to or from Customer outside Microsoft Online
Services over the public internet.

2) Implement privacy and security safeguards in the systems, applications, and
software Customer controls, configures, and uploads into the Microsoft Online

Services.

4.  Applicability of Amendment.

As of the effective date of this Amendment, this Amendment is applicable to Microsoft Online
Services. At such time as Microsoft is willing to enter into the terms of this Amendment with respect
to other current or future Microsoft online services, Microsoft will notify Customer of the effective date
that this Amendment will be applicable to such other Microsoft online services. Subseguent to the
effective date identified in Microsoft's notice, and provided Customer has by that date entsred into an
agreement for such other Microsoft online services, this Amendment will apply to Customer's other
Microsoft oniine services without additional action by Customer. Customer acknowiedges that this
Amendment is not effective as to an applicable Microsoft online service until Microsoft notifies
Customer this Amendment is effective as specified in this Section 4. It is Customer's obligation to not
store or process Protected Health Information in a Microsoft online service untif on or after the date

this Amendment Is effective as to the applicable service.
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5. Term and Termination.

a. Term. This Amendment shall continue in effect until the earlier of (1) termination by a
Party for breach as set forth in Section b, below, or (2) expiration of Customer's
Enroliment

b. Termination for Breach. Either Party immediately may terminate the Enroliment If the
other Party is in material breach or default of any obligation in this Amendment that is not
cured within sixty (60) calendar days written notice of such breach or default.

¢. Return, Destruction, or Retention of Protected Health Information Upon
Termination. Upon expiration or termination of this Amendment, Microsoft shall retumn or
destroy all Protected Health information in its possession, if it is feasibie to do so, and as
set forth in the applicable termination provisions of the Product Use Rights and/or
Enroliment. If Microsoft determines that It is not feasible to return or destroy any portions
of the Protected Health information upon termination of this Amendment, then Microsoft
shall extend the protections of this Amendment, without limitation, to such Protected
Health information and limit any further Use or Disclosure of the Protected Health
Information to those purposes that make the retumn or destruction infeasible for the
duration of the retention of the Protected Health Information.

6. Miscellaneous.

a. Interpretation. The Parties intend that this Amendment be Interpreted cansistently with
their intent to comply with HIPAA and other applicable federal and state law. Except
where this Amendment conflicts with the Enroliment, all other terms and conditions of the
Enroliment remain unchanged. The Parties agree that, in the event an inconsistency
exists beiween the Enrollment and this Amendment, the provisions of this Amendment
will control to the extent of such inconsistency. Any captions or headings in this
Amendment are for the convenience of the Parties and shall not affect the interpretation
of this Amendment,

b. Amendments; Waiver. This Amendment may not be modified or amended except in a
writing duly signed by authorized representatives of the Parties. A waiver with respect to
one event shall not be construed as continuing, as a bar to, or as a waiver of any right or
remedy as to subsequent events.

c. No Third Party Beneficlaries. Nothing express or implied in this Amendment is intended
to confer, nor shall anything in this Amendment confer, upon any person other than the
Parties, and the respective successors or assigns of the Parties, any rights, remedies,
obligations, or liabilities whatsoever.

d. Counterparts. This Amendment may be executed in counterparts, each of which shall
be deemed an original.

e. Severability. In the event that any provision of this Amendment is found to be invalid or
unenforceable, the remainder of this Amendment shall not be affected thereby, but rather
the remainder of this Amendment shall be enforced to the greatest extent permitted by
law. 3
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