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GENERAL TERMS & CONDITIONS
PURCHASE ORDER/CONTRACT

ACCEPTANCE: Seller shall be bound by this order and its ferms and conditions upon receipt of
acceptance of this order.

APPLICABLE LAW: The laws of the State of West Virginia and the Legislative Rules of the
Purchasing Division shall govern ali rights and duties under the Confract, including withoutiimitation the
validity ofthis Purchase Order/Contract.

NON-FUNDING: All services performed or goods delivered under State Purchase Orders/Contracts
are fo be continued for the terms of the Purchase Order/Contract, contingent upon funds being
appropriated by the Legislature or otherwise being made available. In the event funds are not
appropriated or otherwise available for these services or goods, this Purchase Order/Contract
becomes void and of no effect after June 30.

COMPLIANCE: Seliershall comply with ail Federal, State and locallaws, regulations and ordinances
including, but not fimited to, the prevailing wage rates of the WV Division of Labor.

MODIFICATIONS: This writing is the parties final expression of intent. No modification of this order
shall be binding uniess agreed to in writing by the Buyer.

ASSIGNMENT: Neither this Order nor any monies due, or to become due hereunder may be assigned
by the Selier without the Buyer's consent.

WARRANTY: The Sellerexpressly warrants thatthe goods and/or services covered by this Order will:
[a] conform fo the specifications, drawings, samples or other description furnished or specified by the
Buyer, [b] be merchantable and fit for the purpose intended; and/or [c] be free from defect in material
andworkmanship.

CANCELLATION: The Director of Purchasing may cancel any Purchase Order/Contract upon 30
days written notice to the Selier.

SHIPPING, BILLING & PRICES: Prices are those stated in this order. No price increase will be
accepted without written authority from the Buyer. All goods or services shall be shipped on or before
the date specified in this Order.

LATE PAYMENTS: Pavments may only be made after the delivery of goods or services. Interestmay
be paid on late payments in accordance with the West Virginia Code.

TAKES: The State of West Virginia is exempt from Federal and State taxes and will not pay or
reimburse such taxes.

REMNEWAL: Anyreference to automaticrenewal is hereby deleted. The Coniractmay be renewed only
upon muiual written agreement of the parties.

BANKRUPTCY: In the event the vendor/contractor files for bankruptcy protection, this Contract is
automatically null and void, and is terminated without further order.

HIPAS BUSINESS ASSOCIATE ADDENDURM: The West Virginia State Government HIPAA
Business Associate Addendum (BAA), approved by the Attorney General, and available online atthe
Purchasing Division's web site (hitp:/Avww state. wv.usfadmin/purchasefvreshipaa.htm) is hereby
made part of the agreement. Provided that, the Agency meets the definition of a Covered Entity (45
CFR §160.103) and will be disclosing Protected Health information (46 CFR §160.103) to the vendor.

Rev. 10/19/04
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ITECHOBD — Arnett and Foster

Contract Scope

Potential users of this contract may include state agencies, community colleges,
institutions, counties, municipalities, public schools, and other local government
entities.

Two types of services will be provided under this contract, Supplemental Staffing
and technology services.

A. Supplemental Staffing is intended to provide temporary replacements for
in-house state employees, to augment current work overages, or fo obtain
specific technical expertise that the agency requires. Supplemental
Staffing is to be used for contractors working 1,000 hours or less in any
one 12-month period. The supplemental staffing service categories are
identified in Attachment 1 of this contract.

Supplemental Staffing categories covered by this contract:
Web Programming
PC Programming
Computer Systems Analysis
Computer Systems/Network Security
LAN/WAN Support
Enterprise Services
Project Management Services

Staffing provided under the Supplemental Staffing portion of this contract
must be eligible for State employment, e.g., be a US Citizen. This does not
mean that the contractor will become a State employee, but if the agency and
the contractor wish to consider this option, the contractor must be eligible and
qualified to meet the requirements of the Division of Personnel for full-time
employment, free from penalties and fees from the vendor,

B. Technology Services are intended to provide IT services for projects. A
project is defined as having a pre-determined set of deliverables and
expectations along with a set time period. For this proposal projects will
be limited to no longer than 24 months with a cost of not more than $2M.
Projects of longer length will be bid under their own proposal through the
State Purchasing division. The State has identified certain needs for
technical specialty services. The technical specialty services as awarded
are described in the Attachments to this contract.

By awarding of this contract, the vendor is eligible to submit bids on the agencies’
subsequent needs for the categories covered by this contract.

Page 1 of 18
August 1, 2006



ITECHO0BD — Arnett and Foster

Project-Based Technology Services covered by this contract
Internet/Intranet and E-Government Security Development and
Implementation
Electronic Commerce — Web-based Development
Enterprise Systems Management Development and
Implementation
Technology Advisory Services
Major Project Implementation (including Project Management)
Project Qualify Assurance Review and Associated Services

When an agency has a need for Technology Services, the Office of Technology
will issue a Statement of Work to those vendors eligible in that category. The
eligible vendors will submit responses and the agency and the Office of '
Technology will evaluate the responses based on a “Best Value” analysis, i.e.,
training, experience, soft skills, and cost. We expect the procurement process to

be expedited to meet the requirements of the State agencies.

The State makes no commitment to acquire any services under this
contract. The need for technical services is however, genuinely anticipated.

1. OPERATING ENVIRONMENT

A. Location: The Office of Technology is located at One Davis Square,
Charleston, WV 25301. Vendor shall perform work at facilities statewide,
under the oversight of this office.

B. Background: Under the procurement process, vendors have become
pre-qualified to provide supplemental staffing and project based IT services,
and agencies will use a simplified process to select the best business solution
from this list of pre-approved IT-service providers. A project is defined as
having a pre-determined set of deliverables and expectations along with a set
time period. For this proposal, projects will be limited to no longer than 24
months or no more than $2M. Projects of longer length or more costly will be
bid under their own proposal through the State Purchasing division.

When an agency has a business need, a Statement of Work (SOW) will be
drafted showing a requisition number and a signature showing the approval
authority. That SOW is then submitted to the pre-qualified vendors in the
appropriate category. Vendor responses will be evaluated based on the factors
provided in the SOW. The evaluation will consider the technical capabilities, i.e.,
training, experience, and possibly certifications; soft skills; and cost. The agency
will evaluate using the vendor’s proposal as well as interviews, either via
telephone or in person.

Page 2 of 19
August 1, 2006



ITECHOBD — Arnett and Foster

The Chief Technology Officer reserves the right to review and approve/disapprove
each Statement of Work, as well as a project prior to award.

Use of this contract is mandatory for all agencies under the Governor’s jurisdiction
requiring IT services above and beyond those available within state government,
regardless of the dollar amount. The Chief Technology Officer may grant a waiver
to this requirement. This contract will also be available for use by those agencies
that are outside the jurisdiction of the Governor, i.e., higher education, elected
officials, county and local governments.

The State reserves the right to contract for technical specialty services from other
sources, if the skills required exceed those specified in this contract, or if the
project definition incorporates specific skill requirements and time constrairits that
cannot be met by the vendors under this contract. If is anticipated that this option
will be utilized only under extraordinary circumstances.

Contract holder shall provide a summary of the previous month’s activities by the
10" working day of the following month by submitting a “Monthly Activity Report’
document (Exhibit 1) to the Technical Services Contract Manager. Failure to
submit the Monthly Activity Report for 2 consecutive months may iead to loss of
eligibility status.

SPECIFICATIONS
General Requirements - Statewide Contract

This contract provides state agencies with an opportunity to obtain IT Services
from qualified vendors. Contracts are awarded to vendor(s), by technology
category. All pre-qualified vendors will compete for individual projects requested
by State agencies.

A. Description — The vendor has been awarded this contract to provide
directly, or through subcontractors, services categories described in
Attachments to this contract.

B. Responsibility and Work Distribution — Vendor agrees to take fuil
responsibility for all assigned projects and relationships with
subcontractors, if applicable.

C. Hardware/Software Sales — Vendor shall not offer for sale any hardware
or software under this contract.

D. Work Products and Reports — Ownership of all data systems, programs,

materials, and documentation originated and prepared for the State

Page 30of 19
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ITECHO6D — Arnett and Foster

pursuant to the work performed under this contract shall belong
exclusively to the State. All associated reports shall become the property
of the State of West Virginia.

Training — Vendor shall ensure that its employees are fully trained to
properly perform their duties.

Workspace — The State may provide workspace and facilities for vendor
personnel. Vendor's personnel must conform to the work procedures,
safety and security policies applicable to these State facilities. An agency
may request, as part of the Scope Statement, that the vendor provide
workspace and facilities for its employees, agents and contractors-

Equipment — The State may provide data processing equipment and
computer resources to meet the project requirements. An agency may
request, as part of the SOW, that the vendor provide equipment and
computer resources for its employees, agents and contractors. As
previously stated, no costs associated with the purchase of hardware or
software shall be charged to the State, under the terms and conditions of
this agreement.

Knowledge Transfer — For some work efforts, the State will build teams
composed of both vendor staff and agency staff so that, over the life of a
project, the vendor's resources are augmented with internal State
resources, working side-by-side, to bring together the knowledge of the
application and the State’s environment. By using existing and/or new
State personnel throughout the development and implementation process,
the State can begin the knowledge transfer process early in the project
and develop the skills needed to sustain subsequent phases of the project
after the vendor's supplemental staff has completed their task. Vendors
shall ensure that this knowledge transfer process is available when
requested by an agency.

Copyright of Data — The Contractor may not publish or copyright any
data related to or gained through the work described herein without prior
approval. The State shall have the right to publish, duplicate, use and
disclose all such data in any manner, and for any purpose whatsoever,
and may authorize others to do so. "Data” shall mean all results, technical
information and materials developed and/or obtained in the performance
of the services hereunder, including but not limited to, all reports, surveys,
plans, charts, recordings (video and/or sound), pictures, drawings,
analyses, source and object code, graphic representations, computer
programs and printouts, notes and memoranda, and documents whether
finished or unfinished, which result from or are prepared in connection with

Page 4 of 19
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the services performed hereunder. Ali "Data” becomes the property of the
State of West Virginia.

Project Definition - A project is defined as having a pre-determined set of
deliverables and expectations along with a set time period. For this
contract, projects will be limited to no longer than 24 months and costing
no more than $2M. Projects of longer length will be bid under their own
proposal through the State Purchasing division process.

Staffing Services - Any staffing services provided under the
Supplemental Staffing portion of this contract must be eligible for State
employment, e.g., be a US Citizen. This does not mean that the
contractor will become a State employee, but if the agency and the
contractor wish to consider this option, the contractor must be eligibie and
qualified to meet the requirements of the Division of Personnel for fuil-time
employment,

Responsibility for Work - The vendor is responsible for checking the
credentials, training, and experience of a contractor prior to assigning
them to a State project. If a contractor is sent that does not meet the
mandatory requirements of the Statement of Work, a Vendor Complaint
will be filed and the vendor may be ineligible for future procurements.

Confidentiality Statement - The contractor will be required to sign a
confidentiality statement prior to beginning work. The vendor may be
required to do specific background checks on contractors based on the
requirements of the Statement of Work.

IV. Ordering Requirements and Procedures:

A.

Statement of Work - The agency will prepare a Statement of Work
(SOW) describing the work that needs to be completed and the
requirements.

Supplemental Staffing (up to 1,000 hours in any 12-month period):

Approved vendors will compete for individual staffing needs based on
criteria developed by the agency and submitted to the Office of
Technology. The agency will complete a Statement of Work (SOW)
explaining the basic training and skill sets required. This SOW will contain
the purchase order number as well as an authorized signature. The SOW
will be advertised on the Office of Technology Bulletin Board for 5
business days. Vendors that are pre-qualified to bid on the classifications
requested will respond with a resume and an hourly rate. All vendor

Page 5 of 19
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responses will be reviewed to determine if the bid meets the mandatory
requirements of the SOW. The agency will then schedule an in-person
interview with each of he viable candidates with the understanding that a
telephone or video conference interview may be acceptable in certain
circumstances.. The agency will then evaluate the responses based on
the criteria annotated in the SOW. After award, the agency will complete
a Release Order (WV-39) and send it to the vendor with a copy to the
Office of Technology.

Staffing provided under the Supplemental Staffing portion of this contract
must be eligible for State employment, e.g., be a US Citizen. This does
not mean that the contractor must be on a Division of Personnel register
or must become a State employee, but if the agency and the contractor
wish to consider this option, the contractor must be eligible and qualified to
meet the requirements of the Division of Personnel for full-time
employment.

Technical Services (Project-based with a start date and stop date,
deliverables, with a duration under 24 months and not to exceed $2M)

Approved vendors will compete for staffing needs for projects based on
criteria developed by the agency and submitted to the Office of
Technology. The agency will complete a Statement of Work (SOW)
providing a description of the project, the start and stop dates, the
deliverables expected, and the basic training and skill sets required. The
SOW will contain the purchase order as well as an authorized signature.
The SOW will be advertised on the Office of Technology Bulletin Board for
10 business days. Vendors that are pre-qualified to bid on the
classifications requested will respond with a proposal, a resume and a not
to exceed bid price. All vendor responses will be reviewed to determine if
the bid meets the mandatory requirements of the SOW. The agency will
then schedule a telephone interview with each of the viable people, with
the understanding that the agency may request an in-person interview.
The agency will then evaluate the responses based on the criteria
annotated in the SOW. After the evaluation is complete, the agency will
complete a Release Order (WV-39) and send it to the vendor with a copy
to the Office of Technology.

Please note that individual Scope Statements posted on the website are only

open to eligible pre-qualified vendors to whom a contract has been awarded

through the RFP process.

Subcontractors, etc.

Page 6 of 19
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Vendor agrees that this language of certification shall be included in the
award documents for all sub-awards at all tiers (including subcontracts,
sub-grants, and contracts under grants, loans, and cooperative
agreements) and that all sub-recipients shall certify and disclose
accordingly. This certification is a material representation of fact upon
which reliance was placed when this contract was made and entered into.

1. Vendor Relationship:

11  The relationship of the Vendor to the State shall be that of an
independent contractor and no principal-agent relationship or
employer-employee relationship is contemplated or created by the
parties to this contract. The Vendor as an independent contractor
is solely fiable for the acts and omissions of its employees and
agents.

12 Vendor shall be responsible for selecting, supervising and
compensating any and all individuals employed pursuant to the
terms of the RFP and this resulting contract. Neither the Vendor
nor any employees or contractors of the vendor shall be deemed to
be employees of the State for any purposes whatsoever.

13  Vendor shall be exclusively responsible for payment of
employees and contractors for all wages and salaries, taxes,
withholding payments, payments, penalties, fees, fringe benefits,
professional liability insurance premiums, contributions to insurance
and pension or other deferred compensation plans, inciuding but
not limited to Workers' Compensation and Social Security
obligations, and licensing fees, efc. and the filing of all necessary
documents, forms and returns pertinent to all of the foregoing.

1.4  Vendor shall hold harmless the State, and shall provide the
State and Agency with a defense against any and all claims
including but not limited to the foregoing payments, withholdings,
contributions, taxes, social security taxes and employer income tax
retums.

15 The Vendor shall not assign, convey, transfer or delegate
any of its responsibilities and obligations under this contract to any
person, corporation, partnership, association or entity without
expressed written consent of the State or Agency.

16 The vendor, its employees and agents, are prohibited from
copyrighting any papers, reports, forms or other materials, and from
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obtaining any patent on any invention or other discovery resulting
solely from its performance under the terms and conditions of this
contract.

1.7  All materials generated under an order resulting from this
contract shall be considered work made for hire. The State shall
have all rights, title and interest in or to all products, work plans,
project reports, designs, programs, data and data bases and
documentation developed or generated under this contract,
including, without limitation; unlimited rights to use, duplicate,
modify or disclose any part thereof, in any manner and for any
purpose and the right to permit or prohibit any other person,
including the Vendor, from doing so. To the extent the Vendor may
be deemed at any time to have any of the foregoing rights, the
Vendor agrees to irrevocably assign such rights to the State.

18 Vendor shall warrant that all documentation provided under
this contract shall be of sufficient quality and detail to pass without
objection in the trace, and to enable outside parties and agency
staff to maintain or modify the materials generated hereunder.
Such warranty shafl extend beyond the date of final acceptance of
materials generated hereunder for a period of one (1) year.

1.9  Vendor may be required to perform a background check on
contractors at the request of the agency. Such requirement will be
noted in the Statement of Work.

indemnification:

The Vendor agrees to indemnify, defend and hold harmless the State and
the Agency, their officers, and employees from and against: (1) Any claims -
or losses for services rendered by any subcontractor, person or firm
performing or supplying services, materials or supplies in connection with
the performance of the contract; (2) Any claims or losses resuiting to any
person or entity injured or damaged by the Vendor, its officers,
employees, or subcontractors by the publication, translation, reproduction,
delivery, performance, use or disposition of any data used under the
contract in a manner not authorized by the contract, or by Federal or State
statutes or regulations; (3) Any failure of the Vendor, its officers,
employees or subcontractors to observe State and Federal laws,
including, but not limited to, labor and wage laws.
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Contract Provisions:

The order of precedence is the contract, the RFP and the Vendor's
proposal in response to the RFP.

Governing Law:

This contract shall be governed by the laws of the State of West Virginia.
The Vendor further agrees to comply with the Civil Rights Act of 1964 and
all other applicable (Federal, State or Local Government) regulations.

Compliance with Laws and Regulations:

The vendor shall procure all necessary permits and licenses to comply
with all applicable laws, Federal, State or municipal, along with ail
regulations, and ordinances of any regulating body.

The Vendor shall pay any applicable sales, use, or personal property
taxes arising out of this contract and the transactions contemplated
thereby. Any other taxes levied upon this contract, the transaction, or the
equipment, or services delivered pursuant here to shall be borne by the
contractor. It is clearly understood that the State of West Virginia is
exempt from any taxes regarding performance of the scope of work of this
contract.

Subcontracts/Joint Ventures:

The Vendor is solely responsible for all work performed under the contract
and shall assume prime contractor responsibility for all services offered
and products to be delivered under the terms of this contract. The State
will consider the Vendor to be the sole point of contact with regard to ail
contractual matters. The Vendor may, with the prior written consent of the
State, enter into written subcontracts for performance of work under this
contract: however, the vendor is totally responsible for payment of all
subcontractors.

Term of Contract & Renewals:

This contract will be effective September 1, 2006 and shall extend for the
period of one (1) year, at which time the contract may, upon mutual
consent, be renewed. Such renewals are for a period of up fo one (1)
year, with a maximum of two (2) one year renewals, or until such
reasonable time thereafter as is necessary to obtain a new contract. The
"easonable time" period shall not exceed twelve (12) months. During the
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"reasonable time" period the vendor may terminate the contract for any
reason upon giving the Agency ninety (80) days written notice. Notice by
Vendor of intent to terminate will not relieve Vendor of the obligation to
continue to provide services pursuant to the terms of the contract.

After the ITECHO6 process is complete and contracts awarded, the State
may issue a RFP for additional vendors to supply these services.
Additional qualified vendors shall be issued contracts at that time. The
vendors who are awarded contracts through the [TECHO0B process shall
not be affected. At this time, the State has not decided how or if this
process will work.

Any change in Federal or State law, or court actions which constitute
binding precedent in West Virginia, and which significantly alters the
Vendor's required activities, or any change in the availability of funds, shall
be viewed as binding and shall warrant good faith renegotiation of the
compensation paid to the Vendor by the Agency and of such other
provisions of the contract that are affected. If such renegotiation proves
unsuccessful, the contract may be terminated by the State upon written
notice to the Vendor at least thirty (30) days prior to termination of this
contract.

Non-Appropriation of Funds:

If the Agency is not allotted funds in any succeeding fiscal year or the
continued use of the service covered by this contract by the West Virginia
legistature, the Agency may terminate the contract at the end of the
affected current fiscal period without further charge or penalty. The
Agency shall give the vendor written notice of such non-allocation of funds
as soon as possible after the Agency receives notice. No penalty shall
accrue to the Agency in the event this provision is exercised.

Contract Termination:

The State may terminate this contract resulting immediately at any time
the Vendor fails to carry out its responsibilities or to make substantial
progress under the terms of the RFP and this resulting contract. The State
shall provide the Vendor with advance notice of performance conditions
which are endangering the contract’s continuation. If after such notice the
Vendor fails to remedy the conditions contained in the notice, within the
time period contained in the notice, the State shall issue the Vendor an
order to cease and desist any and all work immediately. The State shail be
obligated only for services rendered and accepted prior to the date of the
notice of termination.

Page 10 0f 18
August 1, 2006



ITECHOBD — Arnett and Foster

The contract may also be terminated upon mutual agreement of the
parties with thirty (30) days prior notice.

Changes:

If changes to the original contract become necessary, a formal contract
change order will be negotiated by the State, the Agency and the Vendor,
to address changes to the terms and conditions, costs of work included
under the contract. An approved contract change order is defined as one
approved by the Purchasing Division and approved as to form by the West
Virginia Attorney General's Office, encumbered and placed in the u.s.
Mail prior to the effective date of such amendment. An approved contract
change order is required whenever the change affects the payment
provision and/or the scope of the work. Such changes may be
necessitated by new and amended Eederal and State regulations and
requirements.

As soon as possible after receipt of a written change request from the
Agency, but in no event more than thirty (30) days thereafter, the Vendor
shall determine if there is an impact on price with the change requested
and provide the Agency a written statement to identifying any price impact
on the contract or to state that there is no impact. in the event that price
will be impacted by the change, the Vendor shall, provide a description of
the price increase or decrease involved in implementing the requested
change.

NO CHANGE SHALL BE IMPLEMENTED BY THE VENDOR UNTIL
SUCH TIME AS THE VENDOR RECEIVES AN APPROVED WRITTEN
CHANGE ORDER.

Invoices, Progress Payments, & Retainage:

Supplemental Staffing: The Vendor shall submit monthly invoices, in
arrears, to the Agency at the address on the face of the purchase order
labeled "Invoice To" pursuant to the terms of the contract.

Technology Services: Progress payments may be made at the option of
the Agency on the basis of percentage of work completed if so defined in
the Statement of Work. Any provision for progress payments must also
include language for a minimum 10% retainage until the final deliverable is
accepted.

If progress payments are permitted, Vendor is required to identify points in
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the work plan at which compensation would be appropriate. Progress
reports must be submitted to Agency with the invoice detailing progress
completed or any deliverables identified. Payment will be made only upon
approval of acceptable progress or deliverables as documented in the
Vendor's report . Invoices may not be submitted more than once monthly
and State law forbids payment of invoices prior to receipt of services.

Record Retention (Access & Confidentiality):

Vendor shall comply with all applicable Federal and State of West Virginia
rules and regulations, and requirements governing the maintenance of
documentation to verify any cost of services or commodities rendered
under this contract by Vendor. The Vendor shall maintain such records a
minimum of five (5) years and make available all records to Agency
personnel at Vendor’s location during normal business hours upon written
request by Agency within 10 days after receipt of the request.

Vendor shall have access to private and confidential data maintained by
Agency to the extent required for Vendor fo carry out the duties and
responsibilities defined in this contract. Vendor agrees to maintain
confidentiality and security of the data made available and shall indemnify
and hold harmless the State and Agency against any and all claims
brought by any party attributed to actions of breech of confidentiality by
the Vendor, subcontractors, or individuals permitted access by Vendor.
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Attachment 1

Supplemental Staffing Categories

Staffing Category

Description

\Web Computer Programming; includes, but are not limited to; coding, testing, integration,

debugging, modifying, compiling, documentation, change
management, implementation training, enhancements and project
management of programs and applications. Examples of
experience include HTML, Javascript, Asynchronous Javascript
with XML (AJAX), ColdFusion, Microsoft .Net

PC Programming

includes, but is not limited to; coding, testing, integration,
debugging, modifying, compiling, documentation, change
management, implementation training, enhancements and project
management of programs and applications. Examples of
experience include Microsoft .Net, ColdFusion, PowerBuilder,
Perl, PHP, Basic, XML

Computer Systems Analysis

Includes, but is not fimited to; requirements definition, data and
process modeling, prototyping, conceptual design, detail design,
integration design, documentation, initial implementation training,
data base design, planning, systems conversion, systems
migration, and project management.

Computer Systems/Network
Security

Includes, but is not limited to; analysis, assessment, planning,
firewalls, virtual private networks, design and review, virus, on all
levels and all software platforms.

LAN/WAN Support

Includes, but is not limited to; integration, planning, designing,
building, upgrading, requirements definition, connectivity and
interoperability, determination of logical relationships and physical
specifications.

Enterprise Services

Includes, but is not limited to; business and workflow process
modeling, customer relationship management, business
continuity planning, disaster recovery planning, strategic systems
planning, business process re-engineering, quality control, quality
assurance, and reverse engineering. Use of analytical and
computational techniques and methodology for problem
resolution.

Project Management
Services

includes, but is not limited to; project initiation, efficiency review,
life cycle management, configuration management, control
management, resource management, risk management, status
reporting, time and cost analysis.
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Attachment 2
Internet/intranet and E-Government Security Development and implementation

This specialty area addresses the skills and disciplines required for identifying security
requirements for e-government and the Internet/Intranet. Prospective vendors in this
group need to demonstrate extensive depth and breadth of knowledge and experience
in e-government security technology. Subject matter experts for Internet and e~
government security development and implementation must demonstrate that they meet
the following requirements:

1. Experience in IT security, which includes five or more years of working experience in
EDP audit or IT security capacities. :

2. Recognized expertise in Infernet security (e.g., security or professional qualification
such as Certified Information System Auditor - CISA awarded by the EDPAA).

3. Experience in developing business impact and vulnerability analysis plans relating
vulnerabilities to business exposures and developing a response program to reduce
exposures.

4. Experience with IT policy and standards, either in development or compliance work.
5. Technical expertise in Internet protocols, including FTP and HTTP, and in minimizing
associated security weaknesses. .

6. Experience with major operating system (NT, Windows 200x, Netware, Linux, or
UNIX) security mechanisms and potential vulnerabilities.

7. Experience with writing/using scripts or security products for evaluating security
vulnerabilities in networks or operating systems or Web sites.

8. Experience in Linux, IS or Apache

*All web-development applications developed under this attachment must comply with
the guidelines developed by the WV Information Technology Council which can be
found at http:l/www.state.wv.us/itclwebGuidelines.asp.
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Attachment 3
Web-based Development

This specialty area addresses the skills and disciplines required for Web-based
development. The focus is on web-enabling legacy systems and the development of
new Web-based applications. Prospective vendors in this group need to demonstrate
basic knowledge and experience in Web based application development. Speciaity
matter experts for Web-based development must demonstrate that they meet the
following requirements:

1. Experience with Web-site architecture, design and development including style
sheets and dynamic HTML.

2. Experience with standards-based design.

3. Experience with Web-enabling legacy applications.

4. Experience with Web-development tools and environments.

5. Experience with database integration and the accessing of data from Web front-ends,
including web database middleware products and database connectivity software, e.g.
BizTalk and iWay Adaptlors.

6. Experience with enterprise-level RDBMS products, such as Oracle, DB2, etc.

7. Experience with languages and protocols used for Web development, e.g.,
JavaScript, XML, HTTP, and VBScript, ColdFusion, Jboss, WebSphere.

8. Experience with Web servers such as IS, Netscape, Apache.

9. Experience with site management issues and tools.

10. Experience in the use of internet applications in support of business, such as FTP,
email, web, news, etc.

*All web-development applications developed under this attachment must comply with
the guidelines developed by the WV Information Technology Council which can be
found at http:llwww.state.wv.uslitc/webGuideIines.asp.
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Attachment 4
Enterprise Systems Management Development and Implementation

This specialty area addresses the skills and requirements for developing and depioying
Enterprise Systems Management (ESM) policies, processes, and tools for network and
system management using the State's existing ESM infrastructure. ESM tools are
capable of monitoring and managing mainframe, distributed client/server, and desktop
environments. Vendors qualifying for ESM development and implementation must
demonstrate that they meet the following requirements:

1. Must be certified by the ESM tool vendor for use of the tool.

2. Must have experience with the monitoring and management of at least 3 platforms
(e.g., Unix, Windows, Linux, MVS, Netware, etc.).

3. Demonstrate experience in the implementation of full service, end-to-end, turn-key
ESM solutions. Must be able to understand what should be managed and why. Must be
able to prepare an ESM deployment by preparing network maps, making devices
manageable, developing naming conventions, performing operational analyses,
performing requirements analyses, coordinating among different stakeholders,
producing implementation plans and acceptance criteria.

4. Demonstrate experience with sizing ESM infrastructure elements, developing ESM
support documentation for the infrastructure, and developing management, user, and
operator views.

5. Demonstrate ability to perform risk assessments on business priorities to determine
what to manage, setting alarm thresholds, and dispatching managed element
information automatically.

8. Must have documented knowledge transfer policy in place and demonstrate its use
by submitting a reference (including client contact and current phone number) of a
previous project where work was completed.

7. Demonstrate the ability to provide both technical and user documentation.
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Attachment 5
Technology Advisory Services

This specialty area addresses the skills, experiences and capabilities for providing
advice on a wide range of issues, areas, concepts, trends, best practices, products,
vendors, etc. related to the comprehensive management of information technology. The
management of technology for state and local government involves a broad diversity of
business and technical activities, such as strategy setting for, selection of; planning for;
purchasing of;, performance measurement for, and the development, implementation,
and offering of services, infrastructures and products for accomplishing depariment
goals and program objectives. Technology advisory services include the disciplines,
processes, practices and knowledge bases for all areas of technology management
from organizational structure, to policy making/planning fo production/operation.
Specific areas may include technical architecture; enterprise management of technology
assets; applications development strategies and management; quality assurance;
organization design and management; business process reengineering, electronic
commerce, e-government, network convergence, IT consolidation, emerging
technologies concepts and considerations; IT performance engineering and
measurement: |T strategy setting and planning; network management; etc.

Requirements for vendor eligibility are listed as follows:

1. Must have extensive expertise in three or more of the areas listed above.
2 Must describe method(s) of delivery of advisory services.
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Attachment 6
Major Project Implementation (including Project Management)

This specialty area addresses the skills and disciplines required for major IT project
implementations using modern and emerging technologies. Vendors in this group will
need to demonstrate substantial knowledge and experience in major IT project
implementations. Major projects are typically large-scale, significant investment
endeavors. In addition, they offer technical, business, and political complexities. They
must be completed successfully (on time, within budget, and with the expected results
and benefits) in order to avoid public embarrassment, shortcomings in the performance
of business responsibilities or program operations, or detrimental deficiencies in the
delivery of services. Also, they normally involve muitiple users, modern technology, and
diverse technical environments which are geographically dispersed. Major projects may
present unusual or high risks. These risks can be technical, business, or organizational

in nature.

Specialty matter experts for major IT project implementations must have the following
capabilities:

1. Experience and expertise in Systems Development Life Cycle/ methodology for IT
projects.

2. Knowledge and experience with using modern and emerging technologies.

3. Ability to develop and use project testing tools and standards on multiple platforms
and operating systems.

4. Ability to provide achievable project estimates and deliverables.

5. Ability to formulate budget and deadlines for IT projects.

6. Ability to provide project reporting for all projects.

7. Available policies, procedures, and tools (and experience in their use) for the
effective management of the following project aspects: budget; deadlines; deliverables;
staffing; training; risk management; change management; project reporting;
responsibility and accountability.

8. Ability to provide personnel that have necessary skills to perform major projects
successfully.

9. Ability to accept full responsibility for major project implementations.

Page 18 of 19
August 1, 2006



ITECHOB8D — Arnett and Foster
Attachment 7
Project Quality Assurance Review and Associated Services

This specialty area addresses the skills and disciplines for conducting third party,
independent quality assurance reviews of information technology projects.

The primary objectives of project quality assurance reviews are to:

» Supplement the progress reporting activities by offering an additional level of review
and reporting outside of the agency.

« Provide independent verification and validation of project status to determine if the
project is being conducted successfully (i.e., expected benefits will be achieved and the
project will be completed on time and within budget).

» Compliment internal agency quality assurance processes.

» identify improvement opportunities in the management and conduct of the project and
its deliverables.

Project quality assurance reviews are conducted for projects with one or more of the
following characteristics:

* Projects with large budget

- Strategic projects (e.g., high visibility, important to the conduct of the state's business,
large impact on citizen services, etc.)

» High risk projects

Typical quality assurance reviews address both management process and product
quality.

Management process includes the areas of management approach (project plan and
organization, schedule status, risk management, documentation, etc.), technical
approach (compliance with the statewide standards, soundness of application design,
etc.) and financial status (actual versus budget). Product quality involves the
assessment of the operational and technical capabilities, readiness, and quality of major
selected deliverables, such as software, testing or operational technical configurations,
etc.
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