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DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract Administrator and the initial point of contact for matters relating to this Contract.

(Printed Name and Title) _ Ted Hill, VP Sales and Marketing

(Address) 1329 Highland Ave, Needham, MA 02492

(Phone Number) / (Fax Number) 732-299-7117 / 781-644-7460

(email address) thill@ssg-lic.com

CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wvOASIS, 1 certify that: | have reviewed this Solicitation/Contract in its entirety; that |
understand the requirements, terms and conditions, and other information contained herein; that
this bid, offer or proposal constitutes an offer to the State that cannot be unilaterally withdrawn;
that the product or service proposed meets the mandatory requirements contained in the
Solicitation/Contract for that product or service, unless otherwise stated herein; that the Vendor
accepts the terms and conditions contained in the Solicitation, unless otherwise stated herein; that
I am submitting this bid, offer or proposal for review and consideration; that this bid or offer was
made without prior understanding, agreement, or connection with any entity submitting a bid or
offer for the same material, supplies, equipment or services; that this bid or offer is in all respects
fair and without collusion or fraud; that this Contract is accepted or entered into without any prior
understanding, agreement, or connection to any other entity that could be considered a violation of
Jaw; that | am authorized by the Vendor to execute and submit this bid, offer, or proposal, or any
documents related thereto on Vendor’s behalf; that I am authorized to bind the vendorin a
contractual relationship; and that to the best of my knowledge, the vendor has properly registered
with any Statc agency that may require registration.

W r certify that | under. his tract is subject to the

provisions of West Virginia Code § 54-3-62, which automatically voids certain contract
clauses that violate State law: and that pursuant to W. Va. Code 54-3-63, the entity
entering into this contract is prohibited from engaging in a boycott against Israel

Strategic Solutions Group LLC

(Com
(Signature of Authorized Representative)
Ted Hill, VP Sales and Marketing 7/23/26
(Printed Name and Title of Authorized Representative) (Date)
(732) 299-7117 (781) 644-7460
(Phone Number) (Fax Number)
thill@ssg-llc.com

(Email Address)
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REQUEST FOR PROPOSAL
CRFP MIS2700000001-immunization Information System

Points Allocated to Cost Proposal is 30

Proposal 1:  Step 1 —$1,000,000 / $1,000,000 = Cost Score Percentage of 1 (100%)
Step 2 — 1 X 30 = Total Cost Score of 30

Proposal 2:  Step 1- $1,000,000 / $1,100,000 = Cost Score Percentage of 0.909091 (90.9091%)
Step 2 ~0.909091 X 30 = Total Cost Score of 27.27273

6.8. Availability of Information: Proposal submissions become public and are available for review
immediately after opening pursuant to West Virginia Code §5A-3-11(h). All other information
associated with the RFP, including but not limited to, technical scores and reasons for
disqualification, will not be available until after the contract has been awarded pursuant to West
Virginia Code of State Rules §148-1-6.3.d.

By signing below, I certify that I have reviewed this Request for Proposal in its entirety; understand the
requirements, terms and conditions, and other information contained herein; that I am submitting this
proposal for review and consideration; that I am authorized by the bidder to execute this bid or any
documents related thereto on bidder’s behalf; that I am authorized to bind the bidder in a contractual
relationship; and that, to the best of my knowledge, the bidder has properly registered with any State
agency that may require registration,

Strategic Solutions Group LLC

(Company)
Ted Hill, VP Sales and Marketing
(Representative Name, Title)

(732) 299-7117 / (781) 644-7460
(Contact Phone/Fax Number)
7123126

(Date)

@
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ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NQ.: CRFF MIS2700000001

Instructions; Please acknowledge receipt of all addenda issued with this solicitation by
completing this addendum acknowledgment form. Check the box next to each addendum
received and sign below. Failure to acknowledge addenda may result in bid disqualification,

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
{Check the box next to each addendum received)

4 Addendum No. 1 [] Addendum No. 6
] Addendum No. 2 [[] Addendum Ne. 7
[J Addendum No. 3 [] Addendum No. 8
[[] Addendum No. 4 [] Addendum No. 9
[] Addendum No. 5 [] Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid.
1 further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor's representatives and any state personnel is not binding. Only
the information issued in writing and added to the specifications by an official addendum is
binding.

Strategic Solutions Group LLC
Company

Tedd Yl
Authorized Signature
8/4/26

Date

NOTE: This addendum acknowlecdgement should be submitted with the bid to expedite
document processing.

Revised 10/17/2024 Request for Proposal
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4.2 - Project Goals & Mandatory
Requirements

West Virginia has identified the need for a modern, sustainable, and secure Immunization
Information System (I1S) that supports statewide immunization management, aligns with CDC
standards, and adapts to West Virginia's unique public health landscape. SSG fully understands
these requirements and offers a solution that not only meets them today but positions West
Virginia for long-term success.

At the center of our approach is Casetivity-1IS, a fully compliant Saa$ platform designed
specifically for public health immunization programs. Our approach combines proven
technology, industry-leading interoperability, strong data stewardship, and a long-term
partnership model that reduces implementation risk while providing a foundation for
continuous improvement.

Unlike approaches that rely heavily on custom development or fragmented point solutions, SSG
delivers an established, production-proven platform that is already supporting statewide
immunization programs. This allows West Virginia to benefit from proven functionality,
accelerated implementation timelines, more efficient long-term maintenance, and a future-
ready solution that can evolve with changing public health needs.

SSG's implementation methodology emphasizes collaboration, transparency, and measurable
outcomes. We work closely with agency critical partners, providers, and technical teams to
configure Casetivity-IIS to support West Virginia's operational requirements, data exchange
needs, reporting objectives, and public health goals. Because the platform is highly
configurable, West Virginia can adapt workflows, business rules, forms, reports, and user
experiences without introducing unnecessary complexity or technical debt.

What differentiates SSG is not only our technology, but our commitment as a long-term partner:

Compliance Guaranteed

Casetivity-11S meets CDC HL7 v2.5.1 Message Mapping Guides (VXU, QBP, ACK, and ADT), CDC IIS
Functional Standards, AIRA certification requirements, 1Z Gateway participation requirements,
and CDC Data Modernization Initiative objectives. SSG continuously monitors evolving national
standards and incorporates required updates into the platform, ensuring West Virginia remains
compliant.

®
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Reliability Backed by Warranty

SSG stands behind every solution we deliver. Any defect in software delivered by SSG is
corrected under SSG's lifetime warranty for the life of the project. This lifetime warranty
demonstrates our confidence in the platform and our commitment to long-term client success.

High Performance Proven in Production

Casetivity-lIS is currently processing up to 5,000 HL7 VXU messages per hour and 25,000 HL7
QBP messages per hour in production statewide IS environments. The platform's scalable cloud
architecture supports high transaction volumes, rapid data exchange, and reliable system
performance while maintaining data quality and availability.

Data Stewardship Commitment

West Virginia's data belongs to West Virginia. SSG does not use client IIS data for secondary,
commercial, or non-authorized purposes. We view ourselves as stewards of public health
information and are committed to ensuring that data remains secure, accessible, and under the
control of the agency.

Security by Design

Security is embedded throughout the platform and development lifecycle. Casetivity-1IS
incorporates secure software development practices, role-based access controls, encryption of
data in transit and at rest, continuous monitoring, independent security assessments, and
regular penetration testing. These safeguards help protect sensitive immunization information
while supporting agency security requirements and operational continuity.

Future-Proof Sustainability

As a cloud-based SaaS$ solution, Casetivity-IIS eliminates the burden of maintaining
infrastructure, applying patches, and managing software upgrades. West Virginia will benefit
from regular platform enhancements, biannual releases, administrative configuration tools, and
emerging capabilities such as Casetivity Compass, SSG's Al-enabled platform assistant. This
approach ensures that the IS continues to evolve alongside changing program requirements,
technology advancements, and public health priorities.

Casetivity-11S delivers comprehensive registry, inventory, interoperability, provider management,
forecasting, analytics, reporting, and consumer engagement capabilities within a single
integrated environment. By consolidating these functions into one platform, West Virginia gains
a complete and accurate view of immunization activity across the state while reducing
administrative burden and improving operational efficiency.

@
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The following figure illustrates the major functional components of Casetivity-IIS and how they
work together as a unified platform to support immunization program operations,
interoperability, inventory management, clinical decision support, reporting, and public access.

Casetivity-11S Modules

Patients

Search & Manage Patients
Data Sharing

Report or Administer Vaccine
Vaccine Forecasting
Generate Reminders

Mass Vaccination Events
Patient Deduplication

Shot Deduplication

School & Camp Certificatas

Reporting
Patients Reports
Coverage Reports
Vaccine Reports
Management Reports
School Reparts
Personalized Reports

Resource Center
Training Center
Fact Sheets, Schedules & Forms

(el L el ST SRR Webinar & Video Llbrary

Search & Manage Organizations

S System Admin |
T

Vaccine Codes

Onboarding for Data Entry Deduplication Engine

Onboarding for Data Exchange

Audit Trail
System Alerts
S Data Exchange & Integration

Vaccine Orders

Vaccine Transfers HL7 Data Exchange

Inventory Management :,Z_n(zitseway
Reconciliation & Decrementing Other APIs

Storage & Handling Issues

Temperature Excursions Message Auditing & Logs

Consumer Portal
Patient Immunization Records
Amendment Forms

School Survey Center
School Document Center

A key advantage of SSG's approach is our commitment to standards-based interoperability.
Casetivity-1IS facilitates seamless exchange of immunization information with healthcare
providers, electronic health records, pharmacies, laboratories, public health systems, and
federal partners. This improves data completeness, reduces manual data entry, increases
provider participation, and enables more timely and informed public health decision-making.

Compared to alternative approaches that depend on extensive customization, legacy
technologies, or multiple disconnected systems, SSG's approach provides lower implementation
risk, faster time to value, more efficient long-term operations, and greater adaptability to future
requirements. West Virginia will receive the benefits of a mature and proven platform while
maintaining the flexibility necessary to support evolving immunization program needs.

SSG has successfully delivered every project we have undertaken, maintaining a 100% project
success rate through disciplined project management, transparent communication, and a
commitment to partnership. By delivering Casetivity-11S, SSG will provide West Virginia with a
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secure, reliable, and sustainable Immunization Information System that improves immunization
tracking, enhances vaccination coverage, and supports data-driven public health decision-
making for years to come.

4.2.1 CDC-Based Goals & Objectives

4.2.1.1 Establish and maintain a secure, confidential Inmunization
Information System. - The vendor should describe how their proposed
system achieves the following Functional Standards:

4.2.1.1.1. The IIS is physically and digitally secured in accordance with policies
and industry standards for protected health information, security, and
encryption.

SSG's Casetivity-1IS is physically and digitally secured in accordance with industry standards for
protected health information, security, and encryption. The solution operates on a secure cloud-
based infrastructure that complies with all relevant federal and state regulations, including
HIPAA and CDC guidelines, ensuring the protection of sensitive health information. Security
controls are embedded throughout the solution at the physical layer as well as numerous digital
safeguards.

Physical Security

Regarding physical security, SSG’s hosting environment and operational practices are aligned
with industry-recognized security and compliance standards. SSG maintains a SOC 2 Type Il
audited environment, demonstrating adherence to established controls for security, availability,
and confidentiality.

Regarding physical security of the hosting facilities, SSG utilizes industry standard hosting
infrastructure for all environments. Casetivity-1IS is designed to be run within different hosting
providers, but SSG’s default provider is Amazon Web Services (AWS) as part of the SaaS$ offering.
Physical access to data centers in AWS (US) is restricted to employees who have been validated
as being US citizens. Access to data centers is regularly reviewed. Physical access to AWS data
centers is logged, monitored, and retained. AWS correlates information gained from logical and
physical monitoring systems to enhance security on an as-needed basis. Access to any off-site
facilities (including storage) used to support the solution is restricted, and the State retains the
right to perform physical security audits of both off-site and on-site facilities at the State’s
discretion.

From a firewall protection perspective, SSG utilizes industry standard measures to protect
solutions including physical protection and firewall protection. These safeguards include

@
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network firewalls and web application firewall capabilities used to create private networks, and
control access to instances and applications. Casetivity-IS cloud deployment implements many
Virtualized Cloud Computing Platform (VCCP) Safeguards including private cloud hosting, data
segregation, logical separation of services/hosts, IDS/IPS, firewalls, antivirus and malware
protection, and regular security updates and patching of VM images. Within the hosting
environment, SSG utilizes secure network protocols such as VPN and SSL/TLS to secure network
communications. Furthermore, SSG’s cloud hosting is single tenant, so no other customers will
have access to the West Virginia environments.

Digital Security
Regarding digital security, Casetivity-11S implements multiple safeguards at different levels of the
technology stack.

For application level digital security, Casetivity-11S has robust user authentication and data
authorization capabilities consistent with industry security standards, including user account
provisioning, single sign-on integration, and session expirations and timeouts. These technical
attributes support the setup and access of user roles and permissions, ensuring appropriate
access controls are maintained throughout the system.

Regarding the design architecture digital security Casetivity-1IS will be hosted in a secure cloud
environment with layered controls that support access restriction, encryption, monitoring,
logging, and secure administrative practices.

Monitoring

Casetivity-1IS has features to notify administrators of unauthorized activity and to control
access. Thresholds can be set for automatic alerts and notifications to administrators based on
customizable logic. From a monitoring perspective, the solution logs user views of patient
records storing the date, time and user ID.

SSG performs continuous monitoring of Casetivity-IIS in accordance with NIST SP 800-137
(Information Security Continuous Monitoring — ISCM) to ensure ongoing visibility into system
security posture, timely identification of risks, and effective response to security events. SSG’s
approach integrates automated monitoring, defined processes, and coordinated reporting to
maintain compliance and support the State’s risk management objectives.

SSG establishes a continuous monitoring strategy aligned with NIST guidance that defines
monitoring objectives, roles and responsibilities, tools, metrics, and reporting processes. This
strategy is integrated into system operations and aligned with the system’s security
categorization and control baseline.

Monitoring activities are designed to provide ongoing awareness of:

e Security control effectiveness
s System vulnerabilities and threats

®
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e Configuration compliance
e User activity and access patterns

Casetivity-1IS leverages automated tools and services to continuously monitor system activity
and security controls. This includes:
¢ Centralized logging of system events, user actions, and security-relevant activities
o Integration with Security Information and Event Management (SIEM) capabilities to
support real-time monitoring and analysis
e Alerting mechanisms to notify appropriate personnel of potential security incidents or
anomalies

All these safeguards combine to make Casetivity-1IS a highly secure solution. SSG built
Casetivity-1IS from the ground up with public health security requirements in mind. It was built
on a modern, inherently more secure, technology stack and done with a superior design that
took effort to implement correctly but provides customers with peace of mind that other
solutions cannot. Casetivity-1IS meets the requirement for physical and digital security in
accordance with policies and industry standards for protected health information, security, and
encryption, while maintaining documented and updated policies and procedures to manage I1S
functions, capabilities, and attributes.

Future Proofing with Security Guarantee

Security protection is an ongoing effort. As part of our solution Guarantee, SSG guarantees that
Casetivity-1IS will always be in full compliance with all security policies and procedures
published by within HIPAA guidelines, CDC guidelines and the state of West Virginia guidelines.

4.2.1.1.1.1. The IIS establishes, documents, and updates policies and procedures to manage
the collective functions, capabilities, and attributes of an IIS.

SSG establishes, documents, and updates policies and procedures to manage the collective
functions, capabilities, and attributes of the IIS. The organization's breadth of team experience
in 11S implementation and capabilities across practice areas support comprehensive policy
development and maintenance. SSG provides ongoing training to ensure awareness of and
promote adherence to policies and procedures, supporting successful adoption and utilization
of the system across all user groups.

In partnership with the West Virginia IS team will document and maintain policies and
procedures for operating the IS after the initial go-live. This would include:

e User account management policies that are consistent with industry security standards,
including:
o User account provisioning
o client single sign-on integration

e
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Session expirations and timeouts
Disabling users if not used within a specified period of days.
These technical attributes support the setup and access of user roles and
permissions, ensuring appropriate access controls are maintained throughout the
system.

e Bug triage and fixes

e Patching and hotfix deployment

¢ Release management

e Interface monitoring and management

e |dentifying and managing change requests

e System performance monitoring and optimization

e Database management and maintenance

e Backup and Recovery Management

e Proactive System Improvement

4.2.1.1.1.2. The lIS establishes and maintains the technical infrastructure to securely capture,
store, and process patient demographic and vaccination data consistent with established
policies and procedures.

Casetivity-1IS utilizes a modern technology stack and fully cloud-enabled architecture. This
industry standard technical infrastructure establishes and maintains secure technical
infrastructure to capture, store, and process patient demographic and vaccination data.

Data Capture

Casetivity-1IS supports multiple pathways for secure data capture. Providers can submit patient
demographic and vaccination data through a web-based user interface, automated system-to-
system bi-directional HL7 messaging (VXU/QBP and ADT), and Ul-based bulk upload via Excel
templates. In all situations, regardless of the data capture approach, Casetivity-IIS utilizes a
common REST API for data capture. This technical approach allows for common data security
and easier ongoing maintenance due to code re-use. Other solutions on the market are legacy
systems that were added to overtime as opposed to being built from the ground up with more
modern technology, so they are a patchwork of historical code that makes ensuring security
more difficult. Furthermore, all data capture is done over secured SSL channels, and the payload
of the messages are encrypted in transit.

Data Storage

All data resides exclusively in data centers physically located in the continental United States,
with no transmission, processing, or storage outside U.S. borders at any time. From a data
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encryption perspective, Casetivity-1IS protects sensitive data through robust confidentiality
controls, including encryption and decryption of data at rest, using FIPS 140-compliant
encryption standards, including AES-256. All data at rest is stored in a database with encrypted
disk drives using industry standard encryption services. Typically, Amazon’s KMS encryption
service is used and encrypted with AES-256 level encryption. Role-based access control (RBAC)
ensures that users can only access information appropriate to their role and organizational
affiliation. Data access is further restricted through configurable permissions at the module,
record, and field levels.

Furthermore, SSG’s cloud hosting is single tenant, so no other customers will share West
Virginia’s infrastructure. SSG feels this is a prudent safeguard to help ensure security of data
storage.

Data Processing

To help ensure security of data processing, regardless of the data capture approach, Casetivity-
IS utilizes a common REST API and technical infrastructure for data processing. This architecture
and infrastructure design allows the SSG DevOps team to closely monitor all processing within
the application very easily to ensure proper security. Some legacy systems may have sprawling
code that has evolved over time with many bolt-on features so securing data processing
routines becomes more complicated. In addition, since Casetivity-1IS has all the necessary
processing implemented within the solution already, sensitive data is never transmitted to any
other environments or services for processing purposes. All processing is done within the secure
Casetivity-11S infrastructure.

The following is a typical infrastructure setup for Casetivity-1IS which ensures security as well as
high performance and availability.

@
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In Summary, Casetivity-11S meets the requirement to establish and maintain technical
infrastructure that securely captures, stores, and processes patient demographic and
vaccination data consistent with established policies and procedures.

4.2.1.1.1.3. The IIS provides ongoing training to ensure awareness of and to promote
adherence to policies and procedures.

SSG provides comprehensive, ongoing training to ensure awareness of and promote adherence
to policies and procedures through multiple integrated capabilities within Casetivity-1IS and
direct support services, including ongoing training, help desk support and pro-active
notifications.

Ongoing training resources are available for self-help through multiple integrated capabilities
within Casetivity-1IS. The Resource Center Module serves as a centralized repository for training
materials, policy documentation, and procedural guidance. This authorized users to access
current training videos, user manuals, security policies, procedures, and training content on
demand, supporting continuous awareness and adherence across all user groups.

In addition to these integrated ongoing learning opportunities, SSG makes available professional
training team members on an ongoing basis to offer training programs as needed. These
programs can be tailored for specific user groups, including internal staff, external partners, and
newly onboarded organizations. The training methodology addresses multiple aspects of system
established security protocols, generating and interpreting reports while maintaining data
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confidentiality, and adhering to role-based access control requirements. SSG provides training
provided to onboarded partners to ensure they understand and follow policies from the outset
of their engagement with the system.

The platform supports role-based access control with configurable user roles and permissions,
which reinforces security policy adherence by technically enforcing access restrictions aligned
with organizational policies. This technical control complements training by ensuring users can
only perform functions appropriate to their assigned roles, reducing the risk of inadvertent
policy violations.

Another aspect of training is the continuous help desk and technical support that SSG provides.
SSG team members are available to address security-related questions. This ongoing support
model enables users to receive guidance when questions arise during daily operations,
reinforcing training and promoting consistent adherence to security requirements.

Finally, SSG provides proactive training through notifications and announcements about
evolving security threats and mitigation strategies. Casetivity-/IS undergoes regular updates to
adapt to evolving security needs and regulatory requirements, including alighment with HIPAA,
CDC guidelines, and other applicable federal and state regulations. When updates affect security
policies or procedures, SSG ensures critical partners receive appropriate training and
documentation to maintain awareness and compliance.

This multi-layered approach to ongoing training — combining accessible training resources,
comprehensive training programs, technical enforcement through role-based access controls,
continuous support, and regular updates — ensures ongoing awareness and promotes
consistent adherence to security policies and procedures across the Casetivity-IIS environment.

4.2.1.1.2. The IS is physically and digitally secured in accordance with industry
standards for disaster avoidance, mitigation, and recovery.

SSG ensures that Casetivity-IIS is physically and digitally secured through a comprehensive
disaster avoidance, mitigation, and recovery framework built on secure cloud infrastructure,
redundant architecture, automated backups, continuous monitoring, and documented business
continuity and disaster recovery processes. The solution is hosted within U.S.-based data
centers and leverages virtualization, redundancy, and automated recovery capabilities to
minimize service disruption and protect critical immunization data. SSG maintains and regularly
tests Business Continuity and Disaster Recovery (BCP/DR) plans, conducts annual recovery
exercises, validates recovery objectives, and continuously updates recovery procedures based
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on testing results, operational experience, and evolving security requirements. This approach
supports the high availability, resilience, and recoverability required for a mission-critical
Immunization Information System.

4.2.1.1.2.1. The IS establishes and maintains the infrastructure needed for disaster
avoidance.

SSG establishes and maintains disaster avoidance infrastructure through a comprehensive,
multi-layered approach that prioritizes system availability, data protection, and operational
continuity for the Immunization Information System (1iS).

Hosting Infrastructure and Architecture

SSG delivers Casetivity-1IS as a fully managed Software-as-a-Service (SaaS) solution, reducing the
burden on jurisdictional IT resources and supporting efficient long-term operations. The hosting
infrastructure is designed with disaster avoidance as a foundational principle, incorporating
automated backup systems with multiple redundancy layers to ensure data integrity and
availability. All IS data—including backups, logs, and metadata—is stored exclusively within
data centers physically located in the continental United States, with no data transmission,
processing, or storage outside U.S. borders at any time, including during disaster recovery,
failover, or support operations.

Virtualization and Rapid Recovery Capabilities

The infrastructure utilizes virtualization through virtual machines and containers to enable rapid
system recovery and migration. This approach ensures the 1IS can be quickly restored to a
functional state in the event of an outage or disruption. SSG's recovery strategy prioritizes
restoration activities based on assessed risks and operational impacts.

SSG's disaster recovery infrastructure utilizes cloud-based hosting in Amazon Web Services
(AWS) with multiple redundancy layers and automated backup systems. The recovery strategy
prioritizes restoration activities based on assessed risks and operational impacts, using data
backups to restore systems while meeting defined Recovery Point Objectives (RPO), typically of
one hour, and Recovery Time Objectives (RTO), typically of 24 hours. This approach minimizes
data loss and ensures systems are operational as soon as possible but no later than 14 calendar
days after a natural disaster. SSG employs virtualization through virtual machines and containers
to enable rapid system recovery and migration, ensuring the IS can be quickly restored to a
functional state even in different physical locations.

®
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Ongoing Infrastructure Management and Monitoring

As part of all SaaS projects, SSG provides infrastructure management, application monitoring,
incident management, business continuity, and disaster recovery services. The infrastructure is
continuously monitored to identify and address potential issues proactively. SSG employs robust
data encryption protocols for data at rest and in transit to protect against unauthorized access
during backup and recovery processes. Maintenance services include data back-up facilitation
and system administration support, with detailed documentation of all disaster recovery
activities, including backup schedules, recovery procedures, and test results.

This comprehensive disaster avoidance infrastructure enables SSG to maintain the high
availability and reliability required for mission-critical immunization information systems,
protecting public health data and ensuring uninterrupted service delivery to jurisdictions and
their critical partners.

Casetivity-1IS was built for the cloud from the ground up. Other solutions on the market have
been retrofitted and don’t take advantage of what the cloud enables, which impacts costs and
service levels.

4.2.1.1.2.2. The IIS establishes and tests recovery plans to mitigate system downtime.

SSG establishes and tests recovery plans to mitigate system downtime through a comprehensive
Disaster Recovery (DR) and Business Continuity Plan (BCP) aligned with NIST SP 800-34
standards. The plans document specific recovery steps, order of recovery, and verification
processes to ensure data integrity, availability, and recoverability in case of system failure or .
cyber incident.

Business Continuity and Disaster Recovery Planning

SSG maintains documented Business Continuity Plans and Disaster Recovery plans aligned with
NIST SP 800-34 (Contingency Planning Guide for Federal information Systems) throughout the
contract term. SSG provides these plans to the Agency within 60 calendar days of contract
execution and upon request thereafter. SSG conducts annual BCP/DR testing through tabletop
or live failover exercises and provides summary reports of results, corrective actions, and
remediation timelines within 30 calendar days of test completion. All BCP/DR activities,
including backups, failover, and recovery operations, comply with U.S.-based data residency
requirements.

@
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Compliance and Continuous Improvement

SSG updates BCP/DR plans within 60 calendar days of lessons learned from testing, incidents, or
material changes to the hosting environment. SSG annually certifies to the Agency that BCP/DR
plans remain current, tested, and compliant with federal and state requirements. This
commitment to continuous improvement ensures the disaster avoidance infrastructure evolves
with emerging threats and operational requirements while maintaining compliance with
relevant federal, state, and industry standards for disaster recovery and data protection.

SSG conducts rigorous testing to validate recovery plan effectiveness. The testing program
includes one disaster recovery test prior to statewide implementation and annual business
continuity and disaster recovery tests thereafter. Testing activities include both tabletop
exercises and live failover simulations to ensure ongoing readiness. SSG participates in post-
testing activities to certify achievement of RTO and RPO objectives and ensure disaster recovery
system readiness. The organization assists with resolving any recovery issues identified during
testing and incorporates feedback from tests and real-world incidents to continuously refine
disaster recovery strategies.

All disaster recovery activities comply with U.S.-based data residency requirements, with
backups, failover operations, and recovery procedures conducted exclusively within data
centers physically located in the continental United States. SSG provides copies of BCP and DR
plans to the Agency within 60 calendar days of contract execution and upon request thereafter.
Plans are updated within 60 calendar days of lessons learned from testing, incidents, or material
changes to the hosting environment. SSG provides summary reports of test results, corrective
actions, and remediation timelines within 30 calendar days of test completion and annually
certifies that plans remain current, tested, and compliant with federal and state requirements.

SSG maintains detailed documentation of all disaster recovery activities, including backup
schedules, recovery procedures, and test results, ensuring compliance with relevant federal,
state, and industry standards for disaster recovery and data protection. This comprehensive
approach ensures the 1IS establishes and tests recovery plans that effectively mitigate system
downtime.
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4.2.1.1.3. The lIS defines service expectation between the program and the
entities providing information technology support to ensure system availability
and uninterrupted data flows.

SSG defines and maintains clear service expectations through formal Service Level Agreements
(SLAs) governing system availability, performance, data recovery, maintenance, and support
services. These SLAs establish measurable expectations between the IIS program and the
entities responsible for hosting, operating, and supporting the solution, helping ensure
uninterrupted data exchange and reliable system operations. To fulfill these commitments,
Casetivity-1IS utilizes a cloud-native, single-tenant architecture with redundant infrastructure,
automated failover, proactive monitoring, self-healing capabilities, horizontal scalability, and
zero-downtime deployment processes. Combined with SSG's SLA Guarantee and dedicated
support services, this approach provides the reliability, availability, and operational continuity
required for a mission-critical Immunization Information System.

4.2.1.1.3.1. The IIS implements service-level agreements between the program and the
entities providing information technology and support.

SSG offers an industry leading SLA Guarantee. Having served public health for 23 years and with
our dedication to public health, we guarantee that Casetivity-IIS will meet all the SLA
requirements of West Virginia. SSG implements service-level agreements (SLAs) with
immunization programs to ensure Service Levels custom-tailored to meet the needs of West
Virginia. This Service Level Guarantee applies to the solution as well as our ancillary services
such as Help Desk.

SSG monitors performance against established SLAs and maintains accountability for meeting
the applicable service-level requirements. The SSG SLA Guarantee includes the following:

e Solution Performance SLA. SSG guarantees that Casetivity-IIS will meet all performance
requirements of West Virginia, including during spikes in end user activity.

e Solution Availability SLA. SSG guarantees that Casetivity-1IS will meet all the availability
requirements of West Virginia.

e Solution Data Recovery SLA. SSG guarantees that Casetivity-11S will meet all the data
recovery requirements of West Virginia.

o Warranty SLA. SSG will address defects in Casetivity-IIS in accordance with the applicable
warranty and SLA requirements.

e Help Desk SLA. SSG guarantees we will meet the Help Desk SLA requirements pertaining
to our SaaS$ offering.
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SSG is dedicated to public health over the long term. This is reflected in our industry leading SSG
Guarantee Program.

4.2.1.1.3.2. The 1IS implements and maintains the infrastructure to fulfill service-level
agreements.

Casetivity-11S is a modern technology stack that is designed in a cloud enable way which allows
us to efficiently fulfill service-level agreements. More specifically, the following are specific
infrastructure and design elements that enable our strong SLA’s:

1. Zero-downtime Patches and Upgrades. West Virginia will not need to worry about
coordinating solution downtimes since SSG and the technology of Casetivity-IIS supports
zero downtime.

2. Redundant Infrastructure with Automatic Failover. The solution utilizes redundant
infrastructure, load balancing, and automated failover capabilities to minimize
downtime and maintain continuous system access.

3. Cloud enabled Self-healing and Horizontal Scaling. Casetivity-IIS was built for the cloud
from the ground up. Other solutions on the market have been retrofitted and don’t take
advantage of what the cloud enables, such as auto-healing, auto horizontal scaling for
performance and zero downtime deployments. We can provide superior features at less
cost since we were engineered for the cloud.

4. Single Tenant. utilizing single-tenant cloud architecture that ensures dedicated
resources, superior scalability, and reliable performance for the Immunization
Information System (lIS). Casetivity-1IS operates on a single-tenant hosting topology
within a cloud-enabled infrastructure. This architecture provides each jurisdiction with
dedicated system resources rather than shared multi-tenant environments. The single-
tenant model delivers superior scalability to accommodate usage bursts—particularly
critical during mass vaccination campaigns or public health emergencies—while
maintaining consistent performance and data isolation. This modern cloud-enabled
design ensures the system can scale dynamically to meet demand without resource
contention or performance degradation that can occur in shared hosting environments.

5. Continuous and Proactive Monitoring. The hosting environment supports system
performance monitoring and proactive issue resolution for all managed components

This infrastructure approach fulfills the requirement to implement and maintain hosting
infrastructure that supports service-level agreement commitments while providing the
scalability, reliability, and performance necessary for mission-critical immunization information
management. This combination of cloud scalability, single-tenant infrastructure, formal SLA
governance, and comprehensive support services ensures that Casetivity-11S meets the
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requirement for implementing and maintaining service-level agreements between the program
and IT support entities.

4.2.1.2. Continuously improve IIS data quality. - The vendor should
describe how their proposed system achieves the following Functional
Standards:

4.2.1.2.1. The IIS validates patient demographic and vaccination data.

Casetivity-1IS validates patient demographic and vaccination data through a comprehensive data
quality framework that combines real-time validation, configurable business rules, duplicate
detection and resolution, address standardization, provider feedback mechanisms, and ongoing
data quality monitoring. The solution supports jurisdiction-specific policies through configurable
validation rules, automated data quality reporting, electronic address verification, and advanced
deduplication capabilities while providing training and feedback tools that help providers
maintain complete, timely, and accurate immunization records. This integrated approach
enables jurisdictions to meet federal and state data quality requirements while ensuring the
integrity, accuracy, and usability of IIS data.

4.2.1.2.1.1. The IIS supports the identification, prevention, and resolution of duplicate and
fragmented patient demographic and vaccination data in accordance with policies and
procedures.

Casetivity-1IS supports the identification, prevention, and resolution of duplicate and
fragmented patient demographic and vaccination data through a comprehensive deduplication
framework that combines automated detection, configurable business rules, and user-driven
review workflows. The approach integrates real-time processing at the point of data submission
with systematic deduplication logic in the database to ensure data quality and patient record
integrity. These processes apply to both patient data and vaccination data.

Real-Time Deduplication at Submission

Casetivity-1IS prevents duplicate vaccination events at the immunization level through real-time
matching logic and background validation. The system evaluates incoming vaccination data
against existing records using configurable business rules that jurisdictional administrators can
adjust to align with state-specific policies and procedures. This proactive approach stops
duplicates before they are committed to the system, reducing the need for retrospective
cleanup.
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At the time of data submission—via HL7 messages (VXU, ADT), manual entry, or API—Casetivity-
I1S triggers a real-time deduplication algorithm to assess whether the incoming record matches
an existing patient profile. Key Steps include:
e Data Cleansing and Normalization: Inputs such as names, birth dates, and addresses are
standardized (e.g., via Smarty Streets for address validation).
e Matching Algorithm Execution: A combination of rules-based logic and a neural
network—based engine evaluates potential matches.
e Immediate Merging or Flagging: If a confident match is identified, the solution can
automatically merge the records. If the match falls into an indeterminate zone, it is
flagged for manual review by authorized users.

Furthermore, the solution automatically identifies potential duplicate vaccination records based
on key triggering events, including patient record save or update actions (covering both
demographics and vaccination data) and patient deduplication and merge actions. This
automated detection process applies consistently across all data input sources—user interface
entry, HL7 messaging, and roster uploads—ensuring that potential duplicates are flagged
regardless of how data enters the system.

Configurable Matching Logic and Thresholds to Ensure Policy and Procedure Alignment
Jurisdictional administrators configure the deduplication framework to reflect state-specific
policies and procedures. Administrators can adjust data quality business rules, set validation
levels (Error, Warning, or Informational), and create or update data quality reports that monitor
deduplication effectiveness. This configurability ensures that the system operates in accordance
with established jurisdictional requirements while maintaining the flexibility to adapt as policies
evolve.

More specifically, Administrators can configure the deduplication logic to suit jurisdictional
needs, including:
e Fields Compared: Name, DOB, SSN, MRN, address, phone number, etc.
e Match Thresholds: Define confidence scores for auto-merge, manual review, or no-
match.
e Merge Logic: Define how each field should be treated during a merge (e.g., which source
to prioritize).

Advanced Neural Network Engine: Specifically for person matching, Casetivity-1IS includes an
advanced proprietary machine learning engine that enhances match accuracy by recognizing
phonetic similarities, transpositions, and common data entry errors.

Manual Review and Resolution Interface

When a patient match is uncertain, Casetivity-lIS flags the record pair as potential duplicates for
review. End users access a dedicated deduplication queue or initiate the resolution process
directly from a patient record. The system provides a three-column review interface that
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displays the two original records alongside a solution-generated proposed merge. This side-by-
side comparison enables users to evaluate potential duplicate vaccination events and make
informed decisions about whether records should be merged or flagged as non-matches. The
interface supports both patient-level and vaccination event-level deduplication, ensuring
consistency across the entire record.
e Three-Column Review Interface: The interface shows both original records side-by-side,
along with a third column showing the solution’s proposed merged record.
s Editable Merge Suggestion: Users can override merge field selections before confirming.
e Post-Decision Outcomes:
o Merged records are consolidated using user selections.
o “Not a match” flags ensure the same pair won’t be presented again.
o Every action is logged in the audit trail, maintaining a full history of decisions.

Access to the deduplication queues is configurable based on user roles and organizational
context. Jurisdictions can choose to restrict access to a limited set of authorized users at the
state level, or delegate deduplication responsibilities to designated users within provider
organizations. In the latter case, organization-level users will only see potential duplicates
involving patients that they have access to.
e Record Splitting: If a record has been incorrectly merged, the solution provides a tool to
split it back into separate profiles and mark them as non-matching to prevent future
auto-merges.

Background Deduplication in the Database
Beyond real-time deduplication, the solution runs scheduled or on-demand scans of the
database to:
¢ |dentify existing duplicates in the solution.
e Apply updated logic if the configuration has changed.
e Every deduplication action—automatic or manual—is logged in an audit trail including
user ID, timestamp, action type, and before/after values, ensuring full transparency and
accountability.

Support for Broader Entity Deduplication

Accurate, de-duplicated data is essential to effective public health operations, particularly in
environments where information flows in from multiple systems and contributors. Casetivity-IIS
was designed from the ground up to treat deduplication as a core solution function—not just
for patients, but for any entity managed within the registry.

The solution supports configurable deduplication for organizations, facilities, vaccination events,
and any custom entities defined by the jurisdiction. Each entity type can have its own matching
rules, scoring thresholds, and merge behavior, allowing public health programs to tailor
deduplication to their specific data landscape. This flexibility is especially valuable when
cleaning up legacy data or managing ongoing data quality across interconnected systems.
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Interoperability

Casetivity-IS is designed with interoperability in mind, allowing jurisdictions to enhance
deduplication and data quality efforts by integrating external tools and services where needed.
For example, the solution supports real-time address cleansing using third-party services like
Smarty to improve match accuracy and standardize incoming data.

In environments where broader identity resolution is required, the solution’s architecture allows
for integration with external Master Patient Index (MP1) or Master Data Management (MDM)
systems. When configured, incoming records can be routed through these external services
prior to local processing, and Casetivity-1IS can incorporate externally assigned identifiers or
confidence scores into its own matching logic. While these integrations are not part of the
default deployment, the solution’s flexibility makes them feasible where appropriate.

Advanced Al-Driven Insights and Optimization

Casetivity-11S includes a proprietary neural network—based matching engine designed to
enhance accuracy and adaptability in identifying potential duplicates. Unlike static rules-based
systems, this Al-driven engine uses a training-based architecture to recognize subtle data entry
variations—such as phonetically similar names, transposed fields, or incomplete demographic
data—that often cause issues in public health datasets.

SSG has already used this engine to evaluate and improve external deduplication logic, such as
the AIRA algorithm currently used by the Commonwealth of Massachusetts, helping identify
edge cases and improve overall match quality.

Importantly, Casetivity-11S’s comprehensive audit history captures every deduplication
decision—manual or automatic—along with associated match scores, field-level changes, and
user actions. While this audit trail ensures full transparency and traceability, it also provides a
valuable foundation for jurisdictions that wish to further optimize matching performance over
time. For those interested, SSG offers the option to collaborate on fine-tuning the neural
network based on actual decision patterns and the nuanced data characteristics observed
within their jurisdiction, allowing the deduplication engine to adapt to real-world conditions
and improve over time.

Casetivity-11S meets the requirement by delivering a complete deduplication framework that
identifies, prevents, and resolves duplicate and fragmented patient demographic and
vaccination data through automated processes, configurable rules, and user-driven workflows
aligned with jurisdictional policies and procedures.
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4.2.1.2.1.2. The IS monitors data quality within the IIS in accordance with policies and
procedures.

Casetivity-1IS monitors data quality within the system through a comprehensive framework of
pre-defined reports, configurable business rules, and validation controls that align with
jurisdictional policies and procedures.

The system includes built-in data quality reports that provide jurisdictional administrators with
visibility into data completeness, accuracy, and consistency across patient demographic and
vaccination records. Administrators can configure which data elements are monitored and set
target thresholds at the organization level, enabling tailored quality standards that reflect
jurisdictional requirements and program priorities.

Casetivity-1IS provides jurisdictional administrators with the ability to adjust data quality
business rules for both HL7 message validation and user interface data entry. Administrators can
classify validation rules as Error, Warning, or Informational levels, allowing the jurisdiction to
balance data quality enforcement with system usability and external partner adoption. This
flexibility ensures that validation rules support data integrity without creating barriers to
participation by healthcare providers and other data exchange partners.

Administrators can create new data quality reports or modify existing ones to address evolving
monitoring needs. The system's configurable approach allows jurisdictions to fine-tune
validation options to satisfy specific requirements as they are confirmed during implementation
and ongoing operations.

This approach supports continuous data quality improvement by providing the tools, visibility,
and control necessary to monitor compliance with jurisdictional policies and procedures while
maintaining practical workflows for end users and data exchange partners.

4.2.1.2.1.3. The IIS uses electronic tools to standardize and/or validate addresses in the IIS.

Casetivity-1IS uses electronic tools to standardize and validate addresses through third-party API
integrations that support address standardization, verification, and geocoding capabilities. The
solution integrates with services such as Smarty (formerly SmartyStreets) to ensure addresses
conform to United States Postal Service (USPS) conventions and codes. This integration operates
in real-time during data entry and HL7 message processing, enabling immediate address
validation and cleansing as information enters the system.

The address validation capability verifies that addresses are valid USPS addresses through
electronic means. When users enter or update address information, the system queries the
integrated address service to confirm validity, standardize formatting, and correct errors. This
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validation occurs automatically during both manual data entry and electronic data exchange,
ensuring consistent address quality across all data sources.

The geocoding functionality enriches address records with geolocation data, enabling the
system to assign latitude and longitude coordinates to validated addresses. These geocodes
support jurisdictional assighment logic, deduplication processes, and statistical reporting. The
system can create maps using geocodes for geographic analysis and coverage reporting,
allowing public health staff to visualize immunization data by location and identify geographic
gaps in service delivery.

The address standardization and validation tools can be configured to cleanse addresses on
multiple entity types, including patient records and provider organizations. Jurisdictional
administrators control how address validation rules apply across the system, balancing data
quality requirements with operational workflow needs. While the system architecture supports
integration with Smarty or other address standardization providers, third-party address usage
and licensing services are separate from core platform licensing.

These electronic address tools reduce manual data entry errors, improve record matching and
deduplication accuracy, support accurate jurisdictional reporting, and enable geographic
analysis of immunization coverage. The integration ensures that address data meets federal and
jurisdictional data quality standards while minimizing administrative burden on end users.

4.2.1.2.1.4. The lIS delivers feedback and training to 11S partners and providers to ensure
complete, timely, and accurate patient demographic and vaccination records.

Casetivity-11S delivers comprehensive feedback and training to immunization partners and
providers through multiple integrated mechanisms that ensure complete, timely, and accurate
patient demographic and vaccination records. The solution supports formal training programs,
inline user interface resources, customizable error messaging, structured onboarding
workflows, and dedicated help desk capabilities—all designed to promote data quality and
provider readiness across the immunization ecosystem.

Formal Training and Learning Management: Casetivity-IIS includes a robust training and
resource center that houses technical resources, release notes, user guides, provider support
materials such as fact sheets and posters, and links to immunization schedules and Vaccine
Information Statements (VIS). The training center pages and content are highly customizable to
meet jurisdictional branding and content requirements. The solution supports a VFC Training
Workflow that includes a task-based process to validate training completion through video
modules and testing. Dashboard views and reports monitor training compliance across provider
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organizations. The system tracks both in-person training participation and digital module
completion, generating reports and certificates of completion to document provider readiness.

Inline Ul-Based Training Resources: The solution embeds training resources directly within the
user interface, providing contextual guidance where providers need it during their workflow.
This inline support reduces the learning curve and reinforces best practices at the point of data
entry, helping providers understand requirements as they work within the system.

Customizable Error Messages and Data Quality Feedback: Casetivity-1IS delivers real-time
feedback through easily customizable error messages that guide end users toward complete
and accurate data submission. The solution employs both hard stops that prevent storage of
non-compliant data and soft validations (warnings) that encourage complete, high-quality
submissions without blocking workflow. HL7 Response Dashboards allow providers to view a
history of validation errors, warnings, and informational messages, enabling them to monitor
and improve their submission practices over time. Provider Scorecards and Data Quality Reports
provide detailed assessments of each provider's data quality at rest, measuring accuracy,
timeliness, and completeness. Invalid Dose and Timeliness Reports help providers identify and
address submission anomalies proactively. These transparent feedback mechanisms promote
accountability while empowering providers to improve data quality through self-service insight.

Onboarding Support and Tooling: The solution provides structured onboarding support and
tooling to ensure new partners and providers are prepared to submit high-quality data from the
start. SSG's onboarding workflows guide organizations through enrollment, training completion,
and initial data submission, establishing a foundation for ongoing compliance and data quality.

Help Desk Support: SSG provides dedicated help desk support to assist partners and providers
with technical questions, data quality issues, and system navigation. This support complements
the self-service training and feedback tools, ensuring providers have access to expert assistance
when needed.

Through this integrated approach—combining formal training programs, contextual Ul
resources, real-time validation feedback, structured onboarding, and responsive help desk
support— Casetivity-1IS ensures immunization partners and providers have the knowledge,
tools, and ongoing guidance necessary to maintain complete, timely, and accurate patient
demographic and vaccination records throughout the State's immunization ecosystem.

4.2.1.2.1.5. The IIS meets federal and jurisdictional data quality metrics.

Casetivity-IIS meets federal and jurisdictional data quality metrics through a combination of
built-in validation tools, configurable business rules, comprehensive reporting, and a

b4
og:'_' S S G CRFP MIS2700000001 | Strategic Solutions Group LLC

27



Integrity. Passion. Results.

collaborative governance approach that positions SSG as a long-term partner in data quality
compliance.

The solution validates patient demographic and vaccination data through multiple mechanisms.
Jurisdictional administrators can adjust data quality business rules for validations in HL7 and the
user interface, including whether validations are classified as Error, Warning, or Informational
levels. Administrators configure which data elements are monitored and set target thresholds
for organizations. This flexibility allows jurisdictions to align validation rules with federal
requirements and jurisdictional policies while balancing enforcement with external system
adoption.

Casetivity-IIS includes pre-defined data quality reports that provide insight into how data quality
and deduplication accuracy perform in practice. The Provider Scorecard highlights completeness
and validity of key patient and immunization data. The HL7 Data Quality Report flags incomplete
or corrected HL7 fields at submission time. The Warnings/Errors Report identifies patterns that
may signal deduplication or data quality issues. HL7 message validation and correction
summaries provide insights into data quality performance. These reports enable jurisdictions to
monitor data at rest and submitted data against federal and jurisdictional metrics, identify areas
requiring improvement, and track performance over time.

SSG's approach to partnering with jurisdictions on data quality compliance emphasizes shared
accountability and transparency. The solution supports governance structures that fit each
jurisdiction's operational model. Jurisdictions may establish internal data quality review groups
or integrate deduplication review into broader public health governance efforts. SSG
participates in joint working sessions, provides deduplication performance summaries, and
assists with interpretation of trends. This collaborative approach ensures jurisdictions can make
targeted changes to align with Departmental or CDC guidance without requiring code updates.

Jurisdictions can use nationally recognized test scenarios and tools, such as CDC patient
matching test cases and AIRA's Aggregate Analysis Reporting Tool (AART), to validate
deduplication logic and confirm that updates align with public health standards. These
resources can be incorporated during onboarding, scheduled quality reviews, or in response to
Departmental directives. The solution automatically logs all deduplication decisions along with
match scores, field-level outcomes, user actions, and timestamps to support comprehensive
data quality monitoring and compliance verification.

Configurations can be managed directly by jurisdictional administrators or with support from
SSG, providing flexibility based on the jurisdiction's technical capacity and preferences. This
partnership model ensures jurisdictions maintain control over data quality standards while

=]
o.>5 S S G CRFP MIS2700000001 | Strategic Solutions Group LLC

28



Integrity. Passion. Results.

benefiting from SSG's expertise in public health informatics and federal compliance
requirements.

4.2.1.3. Promote electronic data exchange between the IIS and its
partners and providers. - The vendor should describe how their
proposed system achieves the following Functional Standards:

4.2.1.3.1. Manage interfaces for exchange and integration of data electronically
between the IIS and other information systems in accordance with federal and
jurisdictional standards.

Casetivity-1IS provides comprehensive interface management capabilities that support the
secure exchange and integration of data between the IIS and external systems in accordance
with CDC, federal, and jurisdictional standards. The solution supports standards-based
interoperability through HL7 messaging, APIs, and other integration methods; provides
structured recruitment, enrollment, and onboarding processes for data exchange partners;
actively monitors and validates incoming and outgoing transactions; and includes tools to
investigate, manage, and resolve interface errors and data quality issues. This integrated
approach ensures reliable, standards-compliant interoperability while supporting continuous
data quality improvement and uninterrupted data exchange across the immunization
ecosystem.

4.2.1.3.1.1. The IIS exchanges data in accordance with current interoperability standards
endorsed by CDC for message content, format, and transport.

Casetivity-)IS exchanges data in full accordance with current interoperability standards endorsed
by the Centers for Disease Control and Prevention (CDC) for message content, format, and
transport. The solution supports comprehensive bidirectional data exchange with health
information systems, electronic health records (EHRs), the CDC Immunization Gateway (IZ
Gateway), and the Vaccine Tracking System (VTrckS) using CDC-endorsed HL7 v2.5.1 messaging
standards.

HL7 Messaging via CDC-Endorsed SOAP Interface

Casetivity-1IS implements CDC-endorsed interoperability standards across all data exchange
functions. The platform manages interfaces for exchange and integration of data electronically
between the 1IS and other information systems in accordance with federal and jurisdictional
standards. Message content, format, and transport protocols align with CDC specifications to
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ensure seamless interoperability with external systems and compliance with federal
requirements.

Casetivity-11S exposes its HL7 interface using the standard CDC SOAP WSDL for IIS messaging. It
supports the most common HL7 v2 message types used in immunization systems:

e VXU for vaccine record submissions and demographic updates
e QBP for patient history and forecast queries (bulk and individual)
e ADT for demographic-only updates

These are implemented in alignment with the CDC’s HL7 Implementation Guide for
Immunization Messaging. The solution includes message validation tools, logging, and
configurable error handling to support onboarding and long-term quality monitoring.

CDC VTrckS

The solution provides comprehensive bidirectional integration with CDC VTrckS via the ExIS
(External Information System) interface, using standard CDC communication formats and
protocols. Casetivity-IS supports both manual file-based import/export and API-based
integration with VTrckS. The API integration can be configured to run on a scheduled basis,
reducing manual workload and allowing state staff to focus on higher-priority program activities.
Key file exchange capabilities include Master Data (outbound), Provider Orders (outbound),
Inventory (outbound), Returns (outbound/inbound), and Wastage (outbound). This integration
ensures real-time or near-real-time synchronization of vaccine ordering, shipment tracking, and
inventory reconciliation.

Support for Integration Beyond HL7
In addition to the CDC-standard SOAP interface for HL7 messaging, Casetivity supports a wide
range of additional integration methods to meet current and future needs. This includes:

e RESTful APIs for real-time, bidirectional communication with external systems

e Excel-based roster templates for use cases such as school reporting or mass vaccination
clinics

e Flat file processing (CSV, TXT, XML, JSON, etc) for file-based integration needs

e Custom data parsers for handling unique formats when needed

Casetivity is built as a configurable low-code platform, and integration work is typically handled
through configuration rather than custom code deployments. Interface development—whether
using HL7, REST, or file-based protocols—is one of the most common areas of customization
and is supported by a library of reusable building blocks. This allows the system to adapt quickly
and efficiently to new interface requirements without extensive redevelopment.
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Cross-Jurisdictional and Gateway Exchange

Casetivity-1IS can connect to the CDC’s Immunization Gateway (IZ Gateway), supporting services
such as Connect and Share for nationwide interoperability. It also supports direct connections
to other jurisdictions using the same standards as needed to meet cross-state data sharing
goals.

SSG Standards Compliance Guarantee

As technology evolves, SSG guarantees continued compliance with CDC and state
interoperability standards. SSG will maintain applicable interoperability standards throughout
the delivery and operation of Casetivity-IIS.

Casetivity-11S meets the requirement by exchanging data with health information systems in
accordance with current CDC-endorsed interoperability standards for message content, format,
and transport, supporting federal compliance and seamless integration across the immunization
ecosystem.

4.2.1.3.1.2. The IIS actively recruits, enrolls, and onboards IIS partners and providers for
electronic data exchange.

Casetivity-IS actively supports the recruitment, enrollment, and onboarding of IS partners and
providers for electronic data exchange through a comprehensive Resource Center and
integrated onboarding capabilities designed to streamline engagement and reduce
administrative burden. The following describes the integrated functionality as well as SSG
services that support these onboarding activities.

End User and Data Exchange Partner Onboarding

The system enables jurisdictions to configure custom onboarding processes that manage and
monitor engagements with external healthcare providers. Self-registration functionality allows
providers to initiate enroliment independently, while automated onboarding steps reduce
manual work and streamline the process from initial contact through activation. This approach
accelerates partner onboarding while maintaining oversight and quality control.

More specifically, the solution translates AIRA’s best practices through automated workflows,
role-based dashboards, and integrated communications tracking. The system supports a variety
of data exchange scenarios—including VXU, QBP/RSP (bidirectional), GUI/direct entry, and
legacy transitions.

Provider Registration and Workflow
e Providers initiate onboarding through a dynamic online registration form that captures
key details such as organization information, user roles, data exchange intent, and legal
agreements.

b
-?. S S G CRFP MIS2700000001 | Strategic Solutions Group LLC 31



Integrity. Passion. Results.

e The registration process triggers a jurisdictionally governed workflow that includes
approval steps, automated account provisioning, and tailored onboarding task
assignments.

e Onboarding lifecycle phases—including Discovery & Planning, Development & Testing,
Production Approval, and Ongoing Monitoring—are fully supported within the system.

Role-Specific Onboarding
e System supports designation of key contacts:
o Access Administrator: Manages site and users.
o Clinical Champion: Oversees clinical readiness.
o Technical Contact: Leads interface setup and testing.

Workflow, Communication & Monitoring

e Casetivity-1IS facilitates structured HL7 onboarding with automated task assignments,
milestone tracking, and integrated project communications (e.g., kickoff calls, readiness
checklists, vendor coordination).

e The Rollout Team actively supports providers by:

o Guiding providers through onboarding tasks and HL7 interface setup.

o Reviewing test messages submitted to the certification environment.

o Providing feedback on conformance and data quality.

o Approving providers for production access upon successful completion of
readiness criteria.

e Beyond initial onboarding, the team continues to monitor message quality and supports
providers when changes occur — whether due to HL7 specification updates, validation
rule changes, or EHR system modifications — ensuring ongoing compliance and
uninterrupted data exchange.

Training & Reporting Capabilities
o Optional training series, videos, and email outreach campaigns can be delivered
through integrated third-party tools like Constant Contact.
o Built-in reporting and extracts support queue management, progress tracking,
and data quality oversight throughout the onboarding lifecycle.

Data Exchange Certification Testing

Data submitters can test their HL7 messages against the jurisdiction's custom validation rules
before going live. This pre-production testing capability ensures that interfaces are configured
correctly and data quality standards are met before production data exchange begins, reducing
errors and support burden after go-live.

Providers begin the onboarding process by sending HL7 messages to a dedicated Certification

Environment. This environment mirrors the production system but is isolated for safe testing
and validation. It allows providers to:
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Validate message structure and content.

Test conformance to HL7 v2.5.1 standards and State-specific requirements.
Review validation reports that identify any errors, warnings, or missing data.
Iteratively refine and improve their HL7 messages in collaboration with the
Department’s Rollout staff.

Review and Approval by Rollout Team
During this phase:
e The Department's Rollout team monitors message submissions, provides feedback, and
assists providers with interpreting validation results.
e Providers must successfully demonstrate accurate, complete, and standards-compliant
HL7 messaging for various scenarios (e.g., new immunizations, historical records,
updates, and deletes).

Certification and Go-Live Authorization
Once a provider’s messages meet the required standards:
e They are formally certified to exchange data.
e The provider is approved to go live and begin sending HL7 messages to the production
Casetivity-l1S system.

Centralized Ticketing System

A centralized ticketing system tracks and manages all open requests throughout the onboarding
process. This ensures that all follow-up items are completed in a timely manner and provides
visibility into the status of each partner's onboarding progress.

Extensive Data Extracts for Ad-Hoc Analysis

The Resource Center provides extensive data extracts that enable jurisdictions to optimize
onboarding processes and provide status updates on current onboarding efforts. This reporting
capability supports continuous improvement and accountability in partner recruitment and
enrollment activities.

Training and Support Materials
Casetivity-1IS has an integrated Training and Resource Center which supports provider data
exchange onboarding through the following.

General Training
e Embedded in the application, the Training Center hosts:
o Instructional videos
o Mini-guides and walkthroughs for various modules of the system.
o Links and resources for recorded webinars, live webinars, in-person and self-
hosted trainings
o Technical resources, release notes, user guides.
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o Materials to support providers like Fact Sheets, Posters, Objection Forms, etc.
o Links to Immunization schedules, VIS sheets, etc.
e The training and resource center pages and content are highly customizable to meet the
look and feel your jurisdiction desires.

VFC Training Workflow
e Includes a task-based process to validate training completion with a video and test.
e Dashboard views and reports to monitor training compliance.

Support for Multiple Learning Formats
e Tracks in-person training participation alongside digital modules.
e Generates reports and certificates of completion.

When major system releases occur, training materials are updated and posted on the resource
website. New training sessions can be scheduled with users as needed to ensure partners
remain current with system capabilities and best practices.

In summary, all these integrated capabilities and services enable jurisdictions to actively recruit,
efficiently enroll, and systematically onboard IIS partners and providers for electronic data
exchange while maintaining data quality standards and reducing the administrative burden on
both the jurisdiction and participating providers.

4.2.1.3.1.3. The IIS actively monitors and evaluates data submitted via electronic data
exchange.

Casetivity-1IS actively monitors and evaluates data submitted via electronic data exchange
through a comprehensive HL7 Administration module and integrated data quality management
capabilities. The solution provides jurisdictional administrators with configurable tools to
establish validation rules, monitor message quality in real time, and investigate anomalies
systematically.

The HL7 Administration module enables administrators to configure rules governing data
validation of incoming HL7 messages. Administrators can adjust data quality-related business
rules for validations in both HL7 and the user interface, including setting whether validations are
classified as Error, Warning, or Informational levels. This flexibility allows jurisdictions to balance
data quality enforcement with external system adoption rates. Administrators also can create or
update existing data quality reports to align with jurisdictional monitoring requirements.

Casetivity-11S supports real-time data exchange per the CDC HL7 Implementation Guide,
processing the most common HL7 v2 message types used in immunization systems: VXU for
vaccine record submissions and demographic updates, QBP for patient history and forecast
queries, and ADT for demographic-only updates. The solution includes message validation tools,
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logging, and configurable error handling to support both initial onboarding and long-term
quality monitoring.

The system provides the ability to view HL7 messages for an organization within a defined date
range per jurisdictional policy. This capability is available out-of-the-box as part of the Data
Exchange functionality, enabling staff to review message history and identify patterns or issues
at the organizational level.

Data quality monitoring extends beyond message-level validation. Pre-defined data quality
reports are included in the solution, and jurisdictional administrators can configure which data
elements are monitored along with target thresholds for organizations. Data Quality
Dashboards compile data quality investigations and issues from multiple modules into a central
location, including HL7 message quality, patient completeness, invalid dose summaries, and
pending corrections. Users can drill down to view full patient and provider context in one place
and manage clinical data issues through task-based workflows that assign follow-ups to
appropriate staff.

The solution features real-time anomaly detection, automated alerting, scalable processing
architecture to handle surge traffic, and detailed logging and audit trails for rapid issue
resolution. A centralized ticketing system tracks and manages all open requests to ensure
follow-up items are completed in a timely manner during the onboarding process and ongoing
operations.

These capabilities enable jurisdictions to maintain high data quality standards, identify and
resolve electronic data exchange errors systematically, and support continuous improvement of
interoperability with 1IS partners and providers. The combination of configurable validation
rules, comprehensive monitoring dashboards, and workflow-driven investigation tools ensures
that data submitted via electronic data exchange is actively monitored and evaluated in
accordance with jurisdictional policies and CDC standards.

4.2.1.3.1.4. The IIS investigates and resolves electronic data exchange errors and anomalies
with IS partners and providers.

Casetivity-1IS provides comprehensive capabilities to investigate and resolve electronic data
exchange errors and anomalies with immunization information system (lIS) partners and
providers. The solution delivers out-of-the-box monitoring, troubleshooting, and error
resolution functionality that supports proactive data quality management and partner
collaboration.
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Casetivity-1IS monitors all data exchange traffic using AWS CloudWatch, which records response
status and response time in ongoing metrics. This continuous monitoring enables SSG to track
API response times and employ robust error handling strategies to maintain optimal
performance in production environments. The solution’s adaptive scaling capabhilities ensure
compliance with service levels and enhance resilience against disruptions.

The solution provides jurisdictional administrators with the ability to retrieve error messages
within a specified date range by organization and filter error messages to identify patterns and
prioritize resolution efforts. Administrators can adjust data quality business rules at Error,
Warning, or Informational levels in both HL7 interfaces and the user interface, then create and
update data quality reports to track resolution progress. This configurability allows jurisdictions
to fine-tune validation rules based on their specific requirements while maintaining
transparency with partners about data quality expectations.

Casetivity-1IS APls utilize industry standards and design patterns, including loose coupling and
sending acknowledgements for transactional integrity. This architecture leverages workflow and
enterprise service bus (ESB) orchestration to make data-related processes more efficient in
event-driven environments. The solution actively monitors and evaluates data submitted via
electronic data exchange, enabling SSG and jurisdictional staff to investigate and resolve
electronic data exchange errors and anomalies with partners and providers through transparent
communication throughout the system development lifecycle.

These integrated monitoring, troubleshooting, and resolution capabilities ensure that
Casetivity-11S meets the requirement to investigate and resolve electronic data exchange errors
and anomalies, supporting sustained data quality and strong partnerships with providers and
external systems.

4.2.1.4. Ensure the delivery of immunization services reflects current
ACIP recommendations - The vendor should describe how their
proposed system achieves the following Functional Standards:

4.2.1.4.1. The lIS supports pediatric, adolescent, and adult immunization
forecasts consistent with Advisory Committee on Immunization Practices (ACIP)
recommendations.

Casetivity-1IS supports pediatric, adolescent, and adult immunization forecasting through
standards-based Clinical Decision Support (CDS) functionality aligned with current ACIP
recommendations and CDC Clinical Decision Support for Immunization (CDSi) guidance. The
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solution evaluates patient immunization histories, validates administered doses, and generates
age- and risk-based vaccine forecasts using a forecasting engine that is maintained in alignment
with evolving CDC and ACIP recommendations. This approach provides healthcare providers
with accurate, up-to-date immunization evaluation and forecasting capabilities while reducing
the administrative burden of maintaining forecasting logic and ensuring ongoing compliance
with federal immunization standards.

4.2.1.4.1.1. The IIS establishes and maintains Clinical Decision Support (CDS) functionality
consistent with ACIP recommendations.

SSG establishes and maintains Clinical Decision Support (CDS) functionality in Casetivity-1IS. This
can be done either through integration with the Immunization Calculation Engine (ICE)—an
open-source, standards-based forecasting engine developed and maintained by HLN Consulting
and endorsed by the American Immunization Registry Association (AIRA) or a more custom
jurisdictional solution. This integration provides out-of-the-box CDS capabilities that align with
Advisory Committee on Immunization Practices (ACIP) recommendations for pediatric,
adolescent, and adult immunization forecasts.

The ICE Forecaster is a production-grade engine designed to evaluate whether a patient is up-
to-date on vaccinations and recommend next-dose scheduling based on current immunization
schedules. Casetivity-1IS leverages ICE to deliver real-time decision support that includes age-
based and risk-based evaluation, dose validity assessment, and forecasting for all age groups.
The system evaluates a patient's immunization history against ACIP schedules—including the
ACIP Recommended Catch-up Immunization Schedule for Children and Adolescents and the
ACIP Child and Adolescent Immunization Schedule—to generate appropriate vaccine
recommendations.
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The solution is designed to adapt to updates in ACIP recommendations, ensuring healthcare
providers receive proactive clinical decision support aligned with the latest guidance. This
adaptability supports improved health outcomes by helping providers deliver age- and risk-
appropriate immunization services based on each patient's unique immunization history.

Whether utilizing ICE or the SSG custom solution, Casetivity-11S maintains CDS functionality in
alignment with Clinical Decision Support for Inmunization (CDSi) resources published on the
CDC website, ensuring consistency with federal standards and interoperability requirements.
This approach provides jurisdictions with a reliable, standards-based forecasting capability that
supports compliance with IIS Functional Standards while reducing the administrative burden of
maintaining custom forecasting logic.

4.2.1.4.1.2. The IIS establishes and maintains Clinical Decision Support functionality in
alignment with CDSi resources published on the CDC website.

Casetivity-IS establishes and maintains Clinical Decision Support (CDS) functionality in full
alignment with CDSi resources published on the CDC website through integration with a third-
party immunization forecasting engine that adheres to CDC CDSi logic specifications.
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Casetivity-1IS utilizes ICE (Immunization Calculation Engine) from HLN Consulting as its vaccine
clinical decision support algorithm. This third-party engine is specifically designed to align with
CDC CDsSi logic specifications, ensuring that immunization forecasts and evaluations reflect
current ACIP recommendations and CDSi technical guidance. The integration enables Casetivity-
IIS to deliver accurate, standards-based forecasting for pediatric, adolescent, and adult
immunizations without requiring custom development or manual updates when CDC publishes
new CDSi resources.

When CDC releases updated CDSi logic specifications or ACIP recommendation changes, the
third-party vendor updates the forecasting engine to maintain alignment with the latest
published resources. This approach reduces the administrative burden on jurisdictional staff and
ensures that clinical decision support remains current with federal standards throughout the
system lifecycle. The solution supports automated evaluation of patient immunization histories
against ACIP schedules, generation of forecasts for due and overdue vaccines, and identification
of valid doses based on CDSi-compliant business rules.

This architecture provides West Virginia with a reliable, maintainable CDS capability that evolves
with CDC guidance while minimizing implementation risk and ongoing configuration
requirements. SSG's approach ensures that Casetivity-1IS meets the requirement to establish
and maintain Clinical Decision Support functionality in alignment with CDSi resources published
on the CDC website.
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4.2.1.5. Ensure appropriate user access to data. - The vendor should
describe how their proposed system achieves the following Functional
Standards:

4.2.1.5.1. The IIS ensures authorized users have access to patient demographic

and vaccination data based on user roles and permissions.

Casetivity-11S ensures that patient demographic and vaccination data is accessible only to
authorized users through a comprehensive security and access management framework. The
solution combines role-based access control, configurable permissions, strong authentication,
account lifecycle management, audit logging, confidentiality protections, and role-specific
training to ensure users have appropriate access based on their responsibilities and
organizational affiliations. The following are the Patient Management and Record-related
screens.
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This approach supports secure access for public health agencies, providers, schools, childcare
organizations, health plans, and other authorized partners while maintaining compliance with
jurisdictional policies, privacy requirements, and industry security standards.

4.2.1.5.1.1. The lIS implements confidentiality policies that protect the privacy of individuals
whose data is contained in the system.

Casetivity-11S implements comprehensive confidentiality policies that protect the privacy of
individuals whose data is contained in the system through multiple integrated technical and
administrative safeguards. The solution ensures that authorized users access patient
demographic and vaccination data based strictly on user roles and permissions, with all access
governed by role-based access control (RBAC) that limits data visibility to legitimate business
purposes.

The system encrypts all data at rest using AES-256 encryption implemented with FIPS 140-2
validated modules, ensuring that personally identifiable information remains protected from
unauthorized access. Only authorized administrators with appropriate RBAC permissions can
decrypt personally identifiable information as needed for legitimate operational requirements.
All user access and activity—including logins, data additions, edits, deletions, and exports—is
captured in an internal audit log that supports compliance monitoring and investigation of
suspected breaches. These audit logs are maintained for six years and provided to the agency at
designated timeframes or upon request, with access limited to authorized agency staff.

®
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Casetivity-1IS supports the configuration of authorization agreements and user agreements per
jurisdictional policy, allowing agencies to define jurisdiction-specific data elements, address
granularity levels, and demographic data collection based on privacy sensitivity requirements.
The system's authentication and authorization capabilities validate user identity, entity
affiliation, and system permissions before granting access, ensuring that only properly
credentialed users can view or modify protected health information.

SSG complies with all relevant state and federal data privacy laws, regulations, and policies,
including HIPAA and CDC guidelines. In the event a data breach is discovered or suspected, SSG
immediately follows the incident reporting and response procedures outlined in agency policies,
ensuring rapid containment and transparent communication. The solution's comprehensive
account management policies align with industry security standards, and SSG provides ongoing
training to ensure awareness of and adherence to confidentiality policies and procedures.

This multi-layered approach—combining encryption, role-based access control, comprehensive
audit logging, configurable privacy policies, and regulatory compliance—ensures that Casetivity-
1S fully implements confidentiality policies that protect individual privacy while supporting
authorized public health activities.

4.2.1.5.1.2. The IIS implements comprehensive account management policies consistent with
industry security standards.

Casetivity-1IS implements comprehensive account management policies consistent with industry
security standards through role-based access control, secure authentication mechanisms, and
automated session management.

The system supports granular user account provisioning through delegated administration
capabilities. Each user of Casetivity-1IS receives a unique login identity. The solution prohibits
shared credentials and enforces user-specific validation workflows.
e Account Provisioning:
o Requires a verified email address.
o Role-dependent verification process (e.g., Access Administrator approval for
sensitive roles).
o Electronic signature and storage of applicable legal or data-use agreements.
e Authentication Options:
o Username and Password: Enforces configurable complexity rules (length,
character types, expiration, etc.).
o Multi-Factor Authentication (MFA): Optional or mandatory by role; supports
authenticator apps, reCAPTCHA, and email verification.
o Single Sign-On (SSO): Supports SAML-based integration for jurisdictions
requiring federated identity or enterprise IAM solutions.
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Single Sign-On (SSO) integration is supported within the authentication and authorization
framework, enabling the system to validate user identity and entity permissions through
enterprise identity management systems. This integration streamlines access while maintaining
security controls consistent with industry standards.

Session security is enforced through configurable expirations and timeouts that automatically
terminate inactive user sessions. These controls reduce unauthorized access risk and align with
federal cybersecurity standards governing protected health information systems.

The account management framework includes automated lifecycle controls that identify and
inactivate user and site accounts when they are no longer active or authorized to access the
system. This capability ensures access privileges remain current and aligned with organizational
policies throughout the user lifecycle—from provisioning through deactivation.

SSG maintains these account management capabilities within a documented Secure Software
Development Lifecycle (SSDLC) process aligned with NIST SP 800-218, ensuring security controls
are embedded throughout system development, maintenance, and operations. Annual third-
party penetration testing validates the effectiveness of access controls and authentication
mechanisms in compliance with NIST 800-53 standards.

This comprehensive approach to account management delivers the security, auditability, and
access governance required for immunization information systems handling protected health
information.

4.2.1.5.1.3. The 1IS supports technical attributes for the set up and access of user roles and
permissions.

Casetivity-1IS supports technical attributes for the setup and access of user roles and
permissions through a comprehensive role-based access control (RBAC) that enables
jurisdictional administrators to define, manage, and enforce granular access controls across the
system.

Robust and Granular Role-Based Access Control
Casetivity-1IS uses function-based, granular RBAC to control visibility and actions across the
solution. Permissions are shaped by:

e Role type (e.g., Provider, Jurisdictional Admin, Immunization Coordinator).

e Facility or organization affiliation.

e Geographic or jurisdictional scope (e.g., statewide or county-level access).

The solution provides jurisdictional administrators with out-of-the-box functionality to add user

roles with distinct permissions, modify permissions to IIS processes and data for specific user
roles, and configure page-level and field-level permissions and restrictions. Administrators can
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assign multiple roles to individual users, allowing flexible permission structures that
accommodate complex organizational hierarchies and jurisdictional policies.

Support for Multi-Organization Affiliations
Casetivity-IS recognizes that users may operate across more than one organization (e.g., a
nurse working at two clinics). The solution allows:
e Single-user profiles with multiple affiliations.
e A quick-switch interface that enables seamless transitions between organizational
contexts without needing separate log-ins.
e Context-aware permissions that change dynamically based on the selected organization.

Role hierarchies automatically update all users assigned to a role based on changes made to the
master role attributes, with all updates occurring in real time. This capability ensures consistent
access control enforcement as policies evolve. This approach simplifies workflow for users with

multiple roles and eliminates the need for redundant accounts.

Easy User Account and Role Maintenance

Role-based authorization can be configured easily by system administrators through explicit
associations—such as users to roles and roles to permissions—or through expression-based
rules. This flexibility allows access to be granted or restricted based on business rules down to
the field level. The system supports the ability to delete roles or remove them from all users as
needed, providing administrators with full control over the permission structure.

The Admin Console provides centralized tools for role definition and permission management,
supported by audit logging of user activity, configuration changes, and data interactions.
Security reports deliver real-time and historical insights into active and inactive accounts, role
hierarchies and access mappings, login attempt history, and multi-factor authentication (MFA)
status. These reporting capabilities enable administrators to monitor access patterns, identify
potential security issues, and maintain compliance with jurisdictional policies.

An Access Administrator role, managed at the organization level, is responsible for user
onboarding, role assignments, and coordination with IIS oversight teams. Authorized
administrators and support personnel can impersonate users—with full audit tracking—to
replicate and troubleshoot user-reported issues, validate role-specific Ul elements or workflow
steps, and provide direct in-session support without compromising user security. This capability
is particularly valuable in environments with complex role hierarchies or nuanced jurisdictional
workflows.

The solution's role-based security structure is designed to accommodate regulatory changes in
future states, ensuring that jurisdictional administrators can adapt permissions and access
controls as requirements evolve. This configurability reduces administrative burden, supports
compliance with industry security standards, and ensures that authorized users have
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appropriate access to patient demographic and vaccination data based on their assigned roles
and permissions.

4.2.1.5.1.4. The IIS provides user access in accordance with policies and procedures.

Casetivity-1IS provides user access in accordance with policies and procedures through a
comprehensive role-based security framework that governs data authorization at multiple
levels. The solution supports technical attributes for the setup and access of user roles and
permissions, ensuring authorized users have appropriate access to patient demographic and
vaccination data based on their assigned roles.

The solution implements role-based access control with delegated administration capabilities.
Jurisdictional administrators can add, modify, and remove user access using role-based security
standards. Individual users can have multiple roles assigned to their permissions, providing
flexibility to accommodate complex organizational structures and varied responsibilities. The
system supports page-level and field-level permissions and restrictions, with configurations
designed to adapt to regulatory changes in future states.

The security framework operates through several integrated mechanisms. Users are associated
with facilities through role-based access control, and clinicians are similarly linked to their
respective facilities. Access is granted based on established confidentiality policies that protect
the privacy of individuals whose data is contained in the system, consistent with industry
security standards.

Authorization to Data
For data authorization, Casetivity-11S maintains comprehensive account management policies.
Jurisdictional administrators can configure authorization agreements and user agreements per
jurisdictional policy, including jurisdiction-specific data elements, address granularity, and
demographic data based on privacy sensitivity requirements. Access Controls Include:

e Field-Level Security: Define what data elements users can view/edit.

e Task-Specific Menus and Dashboards: Interfaces are dynamically rendered based on

user roles. )
e Data Partitioning: Users only access data relevant to their assigned entities.

The solution provides authorized IIS partners and providers with appropriate access to data for
public and population health purposes, including childcare, schools, colleges, health plans, and
clinics.

Hierarchy Configuration

Casetivity-IS supports a flexible, multi-level organizational hierarchy that can be configured to
reflect the State’s structure, including state, local health departments, providers, and partner
organizations. The solution’s data model enables administrators to define and manage hierarchy
levels, parent-child relationships, and multi-site organizations without code changes. Hierarchy

®
oe. S S G CRFP MIS2700000001 | Strategic Solutions Group LLC 45



Integrity. Passion. Results.

configuration drives data access, reporting outputs, and workflow routing. This allows the State
to operate within defined boundaries while maintaining appropriate oversight and visibility.
Administrative users can update hierarchy structures through intuitive tools, with changes
applied dynamically without any downtime.

Monitoring

The solution identifies and inactivates user and site accounts when they are no longer active or
no longer authorized to access the system, maintaining security integrity throughout the
account lifecycle.

SSG conforms to the State's Information Security Framework and maintains the technical
infrastructure to securely capture, store, and process patient demographic and vaccination data
consistent with established policies and procedures. This approach ensures that user access
remains aligned with jurisdictional policies while protecting individual privacy and maintaining
data security throughout all system operations.

4.2.1.5.1.5. The IS supports authorized IIS partners' and providers' appropriate access to data
in the IS for public and population health purposes ( e.g. childcare, schools, college, health
plans, clinics).

Casetivity-1IS supports authorized (IS partners and providers with appropriate access to data for
public and population health purposes through a comprehensive role-based access control
framework. The system ensures that childcare facilities, schools, colleges, health plans, and
clinics can access the immunization data they need to fulfill their public health responsibilities
while maintaining strict confidentiality and security protections.

The solution implements technical attributes for user roles and permissions that enable
jurisdictional administrators to configure access levels based on organizational type and
function. Partners such as school nurses, childcare administrators, and health plan staff receive
role-specific permissions that allow them to view and use immunization records for compliance
verification, coverage assessment, and population health reporting without accessing data
beyond their authorized scope. This granular permission structure ensures that each partner
organization can perform its public health functions while protecting individual privacy.

Casetivity-IIS provides direct access to standard and ad-hoc reports that support public health
purposes. School and childcare partners can generate compliance reports by grade, school, and
district to identify students who need immunizations or exemption documentation. Health
plans and clinics can access coverage reports to assess vaccination rates and identify vulnerable
populations requiring outreach. The system supports data visualization, presentation, and
analysis tools that enable partners to interpret immunization data for program planning and
quality improvement without requiring assistance from lIS staff.
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Role-Based Access Control (RBAC)

e Hierarchical Role Assignments: Users are assigned one or more roles at account creation
or approval, which govern their access to system features, data types, and jurisdictional
scopes.

e Roles are function-based and tailored for different user types, such as: Providers and
clinical staff (e.g., vaccine data entry, patient lookup), School nurses and local health
officials (e.g., certificate printing, compliance tracking), Jurisdictional administrators
(e.g., user management, reporting), System administrators (e.g., configuration, security
settings).

Customizable Role Definitions
e The Department can define and manage new roles or adjust existing ones.
e Each role can be configured for:
o Field-level access (view, edit, hide specific fields).
o Entity-level permissions (e.g., patients, vaccines, inventory).
o Functional access (e.g., dashboards, reports, data exchange).
o

Group and Organizational Scoping

Organization and Location-Based Segregation
e Users are associated with specific organizations or provider sites, which restricts access
to data relevant to their assignments.
e The system can enforce strict data partitioning, preventing users from viewing or editing
data outside their designated facility or jurisdiction.

Jurisdictional Configurations
e Supports complex jurisdictional hierarchies such as:
o Cities spanning multiple counties.
o Public health regions made up of grouped municipalities.
o Access to reports, dashboards, and patient data is scoped to the jurisdictional
level assigned to the user’s group.
o Role-Specific Dashboards and Views

Personalized User Interfaces
e Upon login, users are presented with dashboards, menus, and tasks relevant to their
roles.
e Irrelevant functions or data entities are hidden, reducing confusion and enhancing user
experience.

Role Review and Deactivation Tools

e Administrators can review assigned roles and deactivate or adjust them as needed.
e |nactive users can be automatically suspended after a defined period of non-use.

<
'Q,. S S G CRFP MIS2700000001 | Strategic Solutions Group LLC 47



Integrity. Passion. Results.

Self-Service and Delegated Administration
e Each provider site designates an Access Administrator who can:
o Add and deactivate users.
o Assign roles based on local workflows.
o Monitor user activity within their facility.
e Department administrators maintain authority over global role definitions, jurisdictional
access, and system-wide security settings.

For partners requiring more detailed data access, the system supports direct database access
for authorized internal users to perform data extracts and queries in accordance with policies
and procedures. This capability enables public health agencies and authorized research partners
to conduct population-level analyses while maintaining appropriate security controls and audit
trails. All access is governed by comprehensive account management policies consistent with
industry security standards, and the system identifies and inactivates user and site accounts
when they are no longer active or authorized.

Casetivity-1IS meets the requirement by providing authorized IS partners and providers with
appropriate, secure, role-based access to immunization data that supports public and
population health purposes across childcare, school, college, health plan, and clinic settings.

4.2.1.5.1.6. The IIS provides training that covers accessing patient demographic and
vaccination data.

SSG provides comprehensive training to support users in accessing patient demographic and
vaccination data within Casetivity-IIS. The training program addresses both internal authorized
users and external IS partners and providers, ensuring complete, timely, and accurate patient
demographic and vaccination records across the system.

SSG delivers role-based training that covers the technical aspects of accessing patient
demographic and vaccination data through the system's user interface. This training includes
instruction on user roles and permissions, authentication and authorization processes, and the
specific workflows for searching, retrieving, and managing patient records. Users learn how to
navigate the system's patient search functionality, access immunization histories, and utilize
reporting tools to generate coverage reports and ad-hoc queries without requiring assistance
from IIS staff.

The training program extends to IS partners and providers, delivering feedback and instruction
to ensure data quality standards are maintained. SSG provides training on proper data entry
practices, validation requirements, and the use of electronic tools for address standardization
and verification. This approach supports the identification, prevention, and resolution of
duplicate and fragmented patient demographic and vaccination data in accordance with
established policies and procedures.
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SSG's training also covers HS-related topics, including accessing, generating, and interpreting
reports for federal and jurisdictional reporting requirements. Users receive instruction on
utilizing standard reports, creating ad-hoc queries, and accessing data for visualization,
presentation, and analysis purposes. The training ensures that authorized users understand how
to access patient demographic and vaccination data appropriately based on their assigned roles
and permissions, while maintaining confidentiality policies that protect individual privacy.

To accommodate different learning preferences and operational constraints, SSG employs a
variety of training delivery methods. Typically, the training program includes both live sessions
and asynchronous content to maximize accessibility. For users unable to attend live sessions,
comprehensive digital resources remain available on demand. The following is a list of Training
Delivery Methods available:
« Online self-paced training modules that provide foundational system exposure and
instruction, accessible anytime for flexible learning
e Live instructor-led training sessions delivered both in-person and via webinar, enabling
real-time interaction and immediate question resolution
e Asynchronous training videos available on the website and within the IIS itself, providing
just-in-time learning support
« Written manuals and job aids that serve as ongoing reference materials
e Frequently Asked Questions (FAQs) addressing common user challenges
e Hands-on practice sessions in training environments that allow users to apply skills
immediately

Based on the target user groups and input from West Virginia about the best delivery methods,
SSG will adjust the training delivery approach. SSG will document the specific delivery methods
in the Training Plan. Based on the information in the solicitation, SSG proposes the following
training sessions, estimated at approximately 300 hours total:

e Three (3) Train-the-Trainer Sessions for Agency Staff Trainers
¢ Ten (10) End-User Training sessions covering specific user groups, including one session
dedicated to UAT Testers
e Participation in 23 training sessions led by the WV team, but attended and supported by
SSG.
This comprehensive training approach ensures that all system users, from internal staff to

external partners, have the knowledge and skills necessary to access patient demographic and
vaccination data effectively, supporting data quality, compliance, and improved immunization
service delivery. Additionally, it is done in partnership with WV so that the knowledge and skill
for continued training is transferred to provide WV more flexibility and autonomy.
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4.2.1.5.1.7. The lIS identifies and inactivates user and site accounts when they are no longer
active or no longer authorized to access the system.

Casetivity-I1S identifies and inactivates user and site accounts through both automated and
manual processes that ensure only authorized individuals retain access to the system.

The solution includes a configurable automated process that inactivates user accounts based on
inactivity. The system records each user's last login date and evaluates account activity on a
regular schedule, such as nightly. If a user has not logged in within a defined period, for
example, 90 days—and does not meet any exclusion criteria, their account is flagged and
automatically inactivated. The inactivity threshold and exclusion rules can be configured based
on user properties such as role, allowing the jurisdiction to tailor the process to its policies.

In addition to automated inactivity-based deactivation, authorized users—including Access
Administrators and members of the User Support Team—can manually and immediately
inactivate user accounts at any time. This capability is essential when a staff member leaves an
organization or transitions into a role that no longer requires system access. Once deactivated,
the user's access is immediately revoked. To regain access, the individual must be re-invited by
an authorized user and complete all required registration and security verification steps.

The system supports role-based deactivation authority. Administrators can inactivate user
accounts across the system, organization administrators can inactivate accounts associated with
their organization, and jurisdictional administrators can inactivate user accounts or multiple
accounts in one transaction. The system also stores the reason for inactivation, supporting
accountability and audit requirements.

Access administrators have dashboard tools to monitor user activity and deactivations. These
dashboards display accounts recently deactivated, those approaching inactivity thresholds, and
overall counts of active and inactive users. Optionally, tasks can be generated upon deactivation
to support follow-up actions with users. This visibility enables proactive account management
and helps ensure that only active, authorized users maintain access to the immunization
information system.

Casetivity-11S meets the requirement to identify and inactivate user and site accounts when they
are no longer active or authorized, providing both automated enforcement and administrative
control to protect system access and data confidentiality.
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4.2.1.5.2. The lIS supports authorized public access to official immunization
records.

Casetivity-lIS supports authorized public access to official immunization records through a
secure, integrated Consumer Access Portal. The portal enables individuals, parents, and legal
guardians to directly access, view, and print official immunization records in accordance with
jurisdictional policies and procedures. Secure authentication controls, including multi-factor
authentication and identity verification mechanisms, protect patient privacy while providing
convenient self-service access to immunization histories and forecasting information without
requiring assistance from IIS staff.

4.2.1.5.2.1. The IIS provides consumers with direct access to immunization records in
accordance with policies and procedures.

Casetivity-IIS provides consumers with direct access to immunization records through a secure,
web-based Consumer Access Portal that aligns with jurisdictional policies and procedures. The
portal enables individuals, parents, and legal guardians to retrieve personal and dependent
immunization records (such as those for minors) in accordance with consent and authorization
policies established by the jurisdiction.

The system implements multi-factor authentication (MFA) to ensure secure access.
Authentication combines a user-supplied PIN with a unique, time-limited link sent to the email
or phone number on file for the individual. This approach verifies identity while maintaining
compliance with privacy regulations. The portal also integrates reCAPTCHA technology to
prevent automated misuse and denial-of-service attacks, protecting the integrity of the system
and the confidentiality of immunization data.

Once authenticated, authorized consumers can view the appropriate comprehensive
immunization records through the portal. This includes the ability to view vaccination history
and immunization forecasts with due dates—displaying earliest, recommended, and overdue
dates for the next dose. The system also provides valid or invalid indicators with reasoning for
previously administered doses, supporting informed decision-making about immunization
needs. Consumers can print patient immunization records and generate official immunization
histories directly from the portal without requiring assistance from IIS staff.

The Consumer Access Portal is delivered as an out-of-the-box capability within Casetivity-1IS. It is
part of the single integrated solution, ensuring seamless alignment with the broader 1IS
infrastructure for demographic and immunization data management. This approach reduces
implementation complexity, supports compliance with federal and jurisdictional privacy

®
.9. S S G CRFP MIS2700000001 | Strategic Solutions Group LLC 51



Integrity. Passion. Results.

requirements, and provides the public with convenient, secure access to official immunization
records in accordance with established policies and procedures.

4.2.1.6. Support the generation and use of IIS data through various
channels and formats. - The vendor should describe how their proposed
system achieves the following Functional Standards:

4.2.1.6.1. The lIS supports the reporting needs of federal and jurisdictional
immunization programs.

Casetivity-1IS supports the reporting needs of federal and jurisdictional immunization programs
through a comprehensive reporting framework that includes pre-configured standard reports,
user-defined ad hoc reporting capabilities, and direct access to IIS data for authorized users. The
solution enables jurisdictions to meet routine operational, programmatic, regulatory, and public
health reporting requirements while maintaining flexibility to respond to emerging information
needs, data quality initiatives, and analytical activities without vendor-dependent report
development.

4.2.1.6.1.1. The IIS provides standard and ad-hoc reports to meet federal and jurisdictional
reporting requirements.

Casetivity-1IS provides comprehensive standard and ad hoc reporting capabilities that meet
federal and jurisdictional reporting requirements through a combination of pre-configured
reports, flexible query tools, and direct data access options.

e Standard Reports: Casetivity-IS includes a library of pre-configured standard reports that
jurisdictional administrators can generate without vendor assistance. These reports
cover organizational and facility enrollment status, immunizing facilities, IS user
information, and other core reporting needs. Jurisdictional administrators control access
to standard reports through role-based permissions, ensuring that users see only the
reports appropriate to their responsibilities. The solution provides all standard reports
currently available in the incumbent vendor's 1IS solution, plus custom reports
developed specifically to meet jurisdictional needs.

e Ad Hoc Reporting: Casetivity-1IS supports ad hoc queries of patient demographic and
vaccination data through user-defined report formats. Authorized users can create,
customize, and generate reports on demand without requiring 1S staff assistance. The
solution allows jurisdictional teams—including immunization program staff and data
analytics teams—to access all portions of the system to produce ad hoc reports as
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necessary. This capability ensures that reporting can adapt quickly to emerging program
needs, policy changes, or outbreak response requirements.

e Direct Data Access: SSG provides direct access to raw IIS data for internal authorized
users through database extracts and queries in accordance with policies and procedures.
This access supports data visualization, presentation, and analysis activities. The solution
accommodates direct data connections through APIs or other interfaces, enabling
jurisdictional data teams to extract information for custom reporting workflows and
analytical tools without vendor-dependent development cycles.

e Data Quality and Validation: Jurisdictional administrators can adjust data quality
business rules that inform reporting accuracy. The system allows configuration of
validation rules at Error, Warning, and Informational levels for both HL7 messages and
user interface data entry. Administrators can create and update data quality reports,
configure data elements, and set target thresholds per organization to ensure that
reporting meets federal and jurisdictional standards.

This reporting architecture ensures that the jurisdiction maintains control over both routine and
specialized reporting needs while meeting CDC requirements and supporting public health
decision-making at all levels.

4.2.1.6.2. The IIS supports ad-hoc queries of patient demographic and
vaccination data.

Casetivity-11S supports ad hoc queries of patient demographic and vaccination data through a
combination of configurable reporting tools, direct database access for authorized users,
reusable query templates, and data export capabilities. The solution enables jurisdictions to
securely access, analyze, visualize, and present immunization data in accordance with
established policies and procedures while supporting operational reporting, coverage
assessments, data quality initiatives, public health analysis, and evidence-based decision-
making without requiring vendor-developed custom reports.

4.2.1.6.2.1. The lIS supports direct access for internal authorized users to IIS databases for
data extracts and queries in accordance with policies and procedures.

SSG's Casetivity-IS supports direct access for internal authorized users to IIS databases for data
extracts and queries through role-based access control and configurable permissions aligned
with jurisdictional policies and procedures. The solution enables authorized internal users to
access IIS data securely while maintaining data integrity and system performance.
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The solution implements comprehensive user roles and permissions that govern database
access based on user authorization levels. Jurisdictional administrators configure access controls
to define which internal users can perform data extracts and queries, ensuring compliance with
established policies and procedures.

Casetivity-11S provides secure, efficient querying methods for authorized users through its data
access framework. The solution supports standard reports, ad hoc queries and reports, and the
ability to create, save, and schedule customized data queries on demand. Internal authorized
users can generate data extracts and perform queries in accordance with their assigned
permissions, with all access activities traceable to ensure accountability and maintain audit
trails.

The single-tenant architecture enhances direct database access by providing dedicated
infrastructure for each jurisdiction. This architecture ensures that internal authorized users
access only their jurisdiction's data environment, eliminating cross-tenant data exposure risks.
The dedicated database instance supports consistent query performance without resource
contention from other jurisdictions, enabling reliable data extracts and analytics workflows.
Single-tenant deployment also allows jurisdictional administrators to configure database access
controls, backup schedules, and maintenance windows according to their specific operational
requirements and security policies.

SSG supports jurisdictions in establishing and maintaining appropriate database access
protocols through implementation planning, configuration services, and ongoing technical
support. The solution includes documentation of access protocols and security frameworks
related to data authorization, enabling jurisdictions to align database access practices with their
governance requirements. This approach ensures internal authorized users can perform
necessary data extracts and queries while maintaining data confidentiality, system security, and
compliance with jurisdictional policies and procedures.

4.2.1.6.2.2. The IS supports access to data for data visualization, presentation, and analysis.

Casetivity-IIS supports access to data for visualization, presentation, and analysis through
multiple integrated capabilities that enable authorized users to generate insights, create custom
reports, and export data for use in external analytical tools.

The solution provides direct database access for internal authorized users to perform data
extracts and queries in accordance with jurisdictional policies and procedures. This access
supports ad-hoc analysis while maintaining appropriate security controls and audit logging.
Authorized administrators can define user roles and permissions that govern data access levels,
ensuring users interact only with data appropriate to their organizational role and jurisdiction.
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For visualization and presentation, Casetivity-IIS includes standard reporting capabilities that
generate pre-configured reports accessible to users based on their assigned permissions. The

system supports the ability to store saved = A RO e e sl o S s
report templates, enabling users to create, e Y . s

save, and reuse custom report L ONEE
configurations tailored to specific analytical '

needs. Users can generate reports about IIS J

users, immunization coverage, data quality AR 5 el A
metrics, and other program-relevant topics .- LEE

without requiring assistance from lIS staff. =7 2 o

The solution supports data export functionality, allowing authorized users to export IIS data for
use in other systems and external analytical tools. This capability facilitates integration with
business intelligence platforms, statistical software, and data visualization applications that
organizations may use for advanced analysis and presentation.

Casetivity-IIS also incorporates Casetivity Compass, a suite of Al-enabled capabilities that
empowers administrators to configure, maintain, and optimize the IIS environment more
effectively. With Compass, system administrators can leverage Al assistance to streamline report
generation, tailor dashboards, and make real-time configuration adjustments without writing
code. Compass-enabled features provide greater transparency in system behavior by
summarizing security roles, data visibility, and workflow configurations in a user-friendly
manner, supporting both immediate analytical needs and long-term scalability as public health

requirements evolve.

The Admin Console provides role definition and permission management with audit logging of
user activity, configuration changes, and data interactions. Security reports deliver real-time and
historical insights into active and inactive accounts, role hierarchies, access mappings, and login
attempt history. This governance framework ensures that data access for visualization and
analysis remains secure, auditable, and aligned with jurisdictional policies.
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These capabilities align directly with 1IS Functional Standard 10.2, ensuring that authorized
users can access, visualize, present, and analyze immunization data to support program
reporting, coverage assessment, identification of vulnerable populations, and evidence-based

public health decision-making.
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4.2.1.6.3. The IS supports investigation and reporting of vaccine adverse events.

Casetivity-11S supports ad hoc queries of patient demographic and vaccination data through a
combination of configurable reporting tools, direct data access for authorized users, reusable
query and report templates, and data export capabilities. The solution enables jurisdictions to
securely access, analyze, visualize, and present immunization data in accordance with
established policies and procedures, supporting operational reporting, program evaluation,

<&
.g. S S G CREP MIS2700000001 | Strategic Solutions Group LLC



Integrity. Passion. Results.

public health analysis, and data-driven decision-making without requiring vendor-developed
custom reports.

4.2.1.6.3.1. The IS supports vaccine adverse event investigation.

Casetivity-1IS supports vaccine adverse event investigation by enabling authorized users to
access patient demographic and vaccination data necessary to investigate reported adverse
events. The system maintains comprehensive immunization records that include vaccine
product details, lot numbers, administration dates, and provider information—all critical data
elements needed during adverse event investigations.

When an adverse event is reported, authorized users can query the system to retrieve the
complete vaccination history for affected patients, identify other individuals who received
vaccines from the same lot, and generate reports listing patients who received non-viable
vaccines or provider sites that received recalled vaccine lots. This capability allows public health
officials to quickly assess the scope of potential adverse events and identify patterns across
populations.

The system also refers users to appropriate resources to support adverse event documentation,
ensuring that investigation findings are properly recorded and reported through established
channels. This integrated approach enables jurisdictions to conduct thorough investigations
while maintaining compliance with federal and state reporting requirements for vaccine safety

monitoring.

Casetivity-1IS meets the requirement by providing the data access, reporting capabilities, and
resource guidance necessary to support comprehensive vaccine adverse event investigation
activities.

4.2.1.6.3.2. The IS refers users to appropriate resources to support adverse event
documentation.

Casetivity-11S supports vaccine adverse event investigation and refers users to appropriate
resources to support adverse event documentation. When users need to document or
investigate adverse events, the system provides access to relevant guidance and directs them to
the proper reporting channels and resources established by federal and jurisdictional

immunization programs.

This functionality ensures that healthcare providers and immunization program staff can quickly
access the information and tools they need to properly document adverse events in compliance
with federal reporting requirements. By integrating resource referrals directly into the workflow,
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Casetivity-1IS reduces the administrative burden on users while supporting timely and accurate
adverse event reporting.

The system's approach to adverse event support aligns with CDC IIS Functional Standards and
helps your immunization program maintain compliance with federal and state adverse event
investigation and documentation requirements.

4.2.1.6.4. The IIS supports the ability to generate coverage reports that users can
access without assistance from IS staff.

Casetivity-1IS enables authorized users to independently generate immunization coverage
reports without assistance from IS staff through a combination of standard reports, ad hoc
reporting capabilities, and role-based access to immunization data. The solution supports
assessment of vaccination coverage, identification of vulnerable populations, patient status
management at provider and jurisdiction levels, and compliance monitoring for childcare,
school, and college immunization requirements. Comprehensive user training ensures that
authorized users can access, generate, and interpret coverage reports to support program
operations, public health analysis, and regulatory reporting needs.

In addition to detailed Coverage Reports, Casetivity-IIS also has robust and configurable
Dashboards that provide useful information to end users in a secure way. The following is an
example of such a Dashboard.
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4.2.1.6.4.1. The IIS provides access to data to assess vaccination coverage and identify
vulnerable populations.

Casetivity-11S provides comprehensive data access capabilities that enable authorized users to

assess vaccination coverage and identify vulnerable populations through standard and ad-hoc

reporting tools, user-defined parameters, and demographic segmentation.

The system includes predefined standard coverage reports that authorized users can generate
on-demand without requiring assistance from SSG staff. These reports support multiple
dimensions of analysis, including coverage by ethnicity, age range, patient sex/gender, user-

defined geographic areas, vaccine type, and patient cohort. Standard reports available out-of-
the-box include the Standard Childhood Coverage Report, Standard Adolescent Coverage

Report, Adolescent 13—-17-Year-Old Coverage Report, Flu Coverage Report, COVID-19 Coverage
Report, Standard Childhood Master Rate Comparison Report, Standard Adolescent Master Rate
Comparison Report, and CDC AFIX Report.

Beyond standard reports, Casetivity-1IS supports ad-hoc reporting functionality that allows

authorized users to generate customized coverage reports using user-defined parameters. This
capability enables jurisdictional staff to conduct independent analysis tailored to specific

program needs, policy questions, or outbreak response scenarios. Users can define parameters
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such as geographic boundaries, age ranges, vaccine series, and demographic characteristics to
identify coverage gaps and vulnerable populations requiring targeted outreach.

The system also generates doses administered reports to support accountability for publicly
purchased vaccine, ensuring that coverage assessment is linked to vaccine program
management and stewardship. All reports respect role-based access controls, ensuring that
users only view patient data they are authorized to access in accordance with confidentiality
policies and procedures.

Casetivity-1IS supports direct access for internal authorized users to IIS databases for data
extracts and queries in accordance with policies and procedures. The solution provides access
to data for data visualization, presentation, and analysis, enabling jurisdictional staff to conduct
sophisticated population health assessments. SSG provides training that covers accessing,
generating, and interpreting reports, ensuring that authorized users can effectively leverage the
system's data access capabilities to assess vaccination coverage and identify vulnerable

populations.

4.2.1.6.4.2. The lIS manages patient status at provider site and jurisdiction levels.

Casetivity-11S manages patient status at both the provider organization level and the geographic

jurisdiction level through configurable, role-based functionality that supports active and inactive

status tracking, reason codes, and status editing capabilities.

At the geographic jurisdiction level, the system stores active patient status, inactive patient
status, and the reason for inactive status. Authorized users can edit active patient status and
manage inactive patient status based on their assigned roles and permissions. This enables
jurisdictional administrators to maintain accurate patient assignment records across counties,
regions, or other geographic boundaries defined in the system hierarchy.

At the provider organization and facility level, Casetivity-1IS provides the same core functionality
to store, edit, and manage both active and inactive patient status. This allows provider sites to
track which patients are assigned to their organization for care coordination, reminder/recall
activities, and reporting purposes. The system supports the ability to associate patients with
specific facilities and organizations within the configurable hierarchy, ensuring that patient
status reflects current care relationships.

The patient status management capability integrates with the system's role-based access
control framework. Jurisdictional administrators configure user roles and permissions that
determine which users can view, edit, or manage patient status at different organizational and
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geographic levels. This ensures that status changes are made only by authorized personnel in
accordance with program policies and data governance requirements.

These capabilities support accurate patient assignment for coverage reporting, reminder/recall
campaigns, vaccine program eligibility tracking, and compliance with immunization
requirements. By maintaining patient status at both provider and jurisdiction levels, Casetivity-
lIS enables the immunization program to track patient movement between providers, identify
patients who have moved out of jurisdiction, and ensure that reporting reflects current patient
populations.

Casetivity-1IS meets the requirement to manage patient status at provider site and jurisdiction
levels through out-of-the-box functionality that requires no customization.

4.2.1.6.4.3. The IS provides lIS-related training on accessing, generating, and interpreting
reports.

SSG provides comprehensive training to support users in accessing, generating, and interpreting
immunization coverage reports within Casetivity-1IS. The system enables users to generate
predefined and ad hoc assessment and coverage reports without assistance from IIS staff,
ensuring that authorized users can independently access the data they need to assess
vaccination coverage and identify vuinerable populations.

The training program covers accessing patient demographic and vaccination data, with specific
instruction on how to navigate the reporting interface, define user-specific parameters for
coverage analysis, and interpret the results. Users learn to generate reports displaying
immunization coverage by parameters they define, including geographic boundaries, age
groups, vaccine series completion status, and other relevant filters. This training ensures that
users at both provider site and jurisdiction levels can manage patient status and produce the
coverage reports required for federal and jurisdictional reporting requirements.

SSG's training approach includes instruction on both standard reports and ad hoc query
capabilities, enabling users to create customized reports on demand for data visualization,
presentation, and analysis. The training also addresses how to support compliance with
immunization requirements in childcare, school, and college settings, ensuring that users
understand how to access and interpret coverage data for these specific populations.

By providing training that enables independent report generation and interpretation, SSG
ensures that users can conduct coverage assessments, identify vuinerable populations, and
support immunization rate improvement efforts without requiring ongoing assistance from IS
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staff. This approach reduces administrative burden while ensuring that authorized users have
the skills and knowledge needed to leverage Casetivity-IIS reporting capabilities effectively.

4.2.1.6.4.4. The |IS supports compliance with immunization requirements in childcare, school,
and college settings.

Casetivity-1IS supports compliance with immunization requirements in childcare, school, and
college settings through integrated roster management, reporting, and clinical decision support
capabilities that enable educational institutions and health departments to track, evaluate, and
report student immunization status efficiently.

The system evaluates student immunization histories against Advisory Committee on
Immunization Practices (ACIP) recommendations using the Immunization Calculation Engine
(ICE) — an open-source, standards-based forecasting engine that provides real-time decision
support. This evaluation includes age-based and risk-based assessments, dose validity
determinations, and forecasting aligned with the ACIP Child and Adolescent Immunization
Schedule and the ACIP Recommended Catch-up immunization Schedule for Children and
Adolescents. Schools and childcare facilities can identify which students meet immunization
requirements, which students need additional doses, and which students have exemptions on
file.

The solution supports immunization-related efforts in both childcare and school settings by
enabling authorized users to generate compliance reports without assistance from
Immunization Information System (11S) staff. Educational institutions can access student
immunization data based on role-based permissions, filter by school, grade, district, and
compliance status, and identify students who require follow-up. This functionality reduces
administrative burden on health departments while giving schools the tools they need to
maintain compliance with state and local immunization requirements.

For college settings, Casetivity-1iS provides the same evaluation and reporting capabilities,
supporting institutions in verifying that incoming and enrolled students meet higher education
immunization requirements. The system's ability to assess immunization histories according to
ACIP schedules ensures that colleges can identify students who need additional vaccines or
documentation before enroliment or participation in campus activities.

Casetivity-1IS meets the requirement to support compliance with immunization requirements
across childcare, school, and college settings through clinical decision support, roster
integration, role-based reporting access, and automated compliance tracking that streamline
verification processes for educational institutions and public health programs. '
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4.2.1.6.5. The 1IS supports reminder / recall activities.

Casetivity-IIS supports reminder and recall activities through integrated, self-service tools that
enable authorized users to identify patients who are due or overdue for immunizations,
generate reminder/recall lists, and conduct outreach activities without assistance from IIS staff.
The solution leverages immunization forecasting and configurable business rules to support
targeted patient outreach, improve immunization coverage rates, and reduce administrative
burden on public health programs and provider organizations.

4.2.1.6.5.1. The IIS supports conducting reminder/recall activities without assistance from IIS
staff.

Casetivity-1IS supports conducting reminder/recall activities without requiring assistance from
IIS staff through self-service functionality that enables authorized users to independently
identify, generate, and manage reminder and recall notices.

The solution provides authorized users with direct access to reminder/recall tools that operate
without manual intervention from 1S administrators. Users can configure time intervals
between reminder/recall notices—such as 90 days or 60 days—through system settings that
apply globally or can be tailored to specific organizational needs. This configuration capability
allows immunization programs to establish reminder schedules for patients due for upcoming
immunizations and recall schedules for patients who are past due, all without requiring
technical support or custom development from IS staff.

The reminder/recall functionality integrates with Casetivity-1IS's clinical decision support engine
to automatically identify eligible patients based on immunization forecasting and ACIP
recommendations. Authorized users can generate reminder/recall lists, review patient cohorts,
and initiate outreach activities directly through the user interface. The system supports
standard and ad hoc reporting for reminder/recall campaigns, enabling users to monitor
outreach effectiveness and adjust strategies independently.

This self-service approach reduces administrative burden on IIS staff, accelerates time-to-action
for immunization programs, and empowers provider organizations and public health users to
conduct proactive outreach that improves immunization coverage rates. Casetivity-11S meets the
requirement by delivering reminder/recall capabilities that authorized users can access,
configure, and execute without assistance from IIS staff.
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4.2.1.7. Support federal and jurisdictional vaccine program
requirements. -The vendor should describe how their proposed system
achieves the following Functional Standards:

4.2.1.7.1. The IS supports management and quality assurance functions for
federal and jurisdictional vaccine programs.

Casetivity-1IS supports management and quality assurance functions for federal and
jurisdictional vaccine programs through configurable program workflows, dose-level vaccine
eligibility tracking, inventory management and reconciliation capabilities, and comprehensive
reporting tools. The solution enables jurisdictions to administer vaccine programs in accordance
with federal and state policies, monitor vaccine accountability, track publicly purchased vaccine
eligibility, and rapidly identify affected patients and provider sites in the event of vaccine recalls
or non-viable vaccine events.

4.2.1.7.1.1. The IIS establishes vaccine program procedures in accordance with federal and
jurisdictional policies.

Casetivity-1IS establishes vaccine program procedures in accordance with federal and
jurisdictional policies through configurable workflows, role-based access controls, and system-
wide configuration tools that enable jurisdictional administrators to define, enforce, and
maintain program-specific requirements.

The solution provides jurisdictional administrators with comprehensive configuration
capabilities to establish vaccine program procedures aligned with federal and jurisdictional
policies. Administrators configure enrollment forms unique to each program—including facility
enrollment, vaccine ordering program enroliment, and HL7 data exchange—ensuring that
program-specific requirements are captured and enforced from the point of onboarding. These
forms can be modified to add or remove fields as jurisdictional policies evolve, and the system
supports rules-based approval and rejection logic that automatically evaluates enroliment
submissions against organization information, system-wide configurations, and program criteria.

Workflow support for establishing and enforcing procedures is built into the solution's
administrative functions. Jurisdictional administrators adjust data quality business rules to set
validation levels—Error, Warning, or Informational—for both HL7 message processing and user
interface data entry. This ensures that vaccine program procedures are consistently applied
across all data capture channels. The system maintains separate inventory tracking for VFC-
supplied vaccines, jurisdiction-supplied vaccines, and private stock, enabling administrators to
enforce eligibility tracking and program compliance at the dose level as required by federal
vaccine program policies.
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The solution supports vaccine inventory management, tracking, and reconciliation at both the
IS jurisdiction and provider site levels, with functionality for creating vaccine orders, monitoring
order status, and automatically decrementing administered doses from active inventory. These
capabilities ensure that vaccine program procedures governing ordering, distribution, and
accountability are operationalized within the system workflow. Administrators configure
authorization agreements and user agreements per jurisdictional policy, ensuring that all system
users operate within established program parameters.

For emergency response scenarios, the solution supports expedited communication and
onboarding with partners to capture patient demographic and vaccination data and includes
offline documentation functionality for vaccine administration when connectivity is limited. This
ensures that vaccine program procedures remain enforceable even during public health
emergencies.

Casetivity-IIS provides the technical infrastructure and administrative controls necessary to
establish vaccine program procedures in accordance with federal and jurisdictional policies,
with workflow support that enables jurisdictional administrators to configure, enforce, and
adapt procedures as program requirements evolve.

4.2.1.7.1.2. The IIS supports the tracking of eligibility at the dose level for publicly purchased
vaccines.

Casetivity-IIS supports the tracking of eligibility at the dose level for publicly purchased vaccines
out of the box. The system captures and stores vaccine eligibility information at the individual
dose level as part of the patient immunization record management process, enabling
jurisdictions to track which doses qualify as publicly purchased vaccine in accordance with
federal and jurisdictional vaccine program requirements.

This dose-level eligibility tracking capability integrates directly into the immunization record
workflow. When authorized users add or edit patient immunization records, they can designate
eligibility status for each vaccine dose administered. The system maintains this eligibility
information at the dose level rather than at the patient or visit level, providing the granular
tracking required for Vaccines for Children (VFC) program compliance and other publicly funded
vaccine programs.

The eligibility tracking functionality supports vaccine inventory management and reconciliation
at both the jurisdiction and provider site levels. As doses are administered and recorded,
Casetivity-11S automatically matches vaccine doses reported as administered to vaccine doses in
inventory to facilitate dose decrementing. This automated matching process ensures that
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publicly purchased vaccine inventory is accurately tracked and reconciled based on the eligibility
designation captured at the dose level.

Jurisdictional administrators can establish and enforce vaccine program procedures in
accordance with federal and jurisdictional policies through the system's workflow configuration
capabilities. The dose-level eligibility tracking supports management and quality assurance
functions required for federal and jurisdictional vaccine programs, including reporting
requirements and inventory oversight.

Casetivity-1IS meets the requirement to support the tracking of eligibility at the dose level for
publicly purchased vaccines through standard system functionality available to all authorized
users.

4.2.1.7.1.3. The IIS generates a report listing patients that received a non-viable vaccine.

Casetivity-1IS generates reports that identify patients who received non-viable vaccines through
multiple standard reporting capabilities. The system provides out-of-the-box functionality to
filter patient lists by immunization status, vaccine type, age range, or location, and can generate
reports showing patients who received specific vaccine lots—including recalled or non-viable
vaccines.

The system currently provides aggregate data on non-viable vaccines through the Data
Quality/Scorecard report. For detailed patient-level reporting, users can leverage the Patients
Vaccinated report and select unspecified vaccine types to identify patients who received non-
viable vaccines. This approach allows authorized users to generate the necessary reports
without requiring IS staff assistance.

SSG can enhance this capability through customization to provide a dedicated report that lists
individual patients who received non-viable vaccines, moving beyond the current aggregate
count functionality. This customization would deliver a comprehensive patient-level report that
meets the requirement for tracking and managing non-viable vaccine administration.

The system logs all vaccination activities in the patient's history, including vaccine lot
information, ensuring complete traceability for vaccine quality management and patient
notification purposes. This supports the jurisdiction's ability to quickly identify affected patients,
conduct outreach, and maintain compliance with federal and jurisdictional vaccine program
requirements.
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4.2.1.7.1.4. The IS generates a report listing provider sites that received vaccine lots recalled
by the manufacturer.

Casetivity-lIS generates a report listing provider sites that received vaccine lots recalled by the
manufacturer through its out-of-the-box standard reporting functionality. The system can
generate an exportable listing of all providers and facilities, including their contact information,
that were affected by a recall based on vaccine name, vaccination date range, and lot number.
This capability enables jurisdictional administrators to quickly identify which provider sites
received recalled vaccine lots and take appropriate action.

The system supports vaccine product recall activities by filtering and reporting on specific
vaccine lots distributed to provider sites. When a manufacturer issues a recall, authorized users
can query the system using the recalled lot number, vaccine name, and relevant date range to
produce a comprehensive list of affected facilities. This report includes provider and facility
contact information, allowing the jurisdiction to efficiently notify impacted sites and coordinate
recall response activities.

Casetivity-1IS also provides the capability to generate reports identifying patients who received
recalled vaccines, supporting both facility-level and patient-level recall management. The
system logs all recall-related activities in the patient's history, ensuring comprehensive tracking
and documentation throughout the recall process. These reporting capabilities align with
federal and jurisdictional vaccine program requirements for quality assurance and inventory
management.

This functionality meets the requirement for generating reports listing provider sites that
received recalled vaccine lots, enabling the jurisdiction to respond quickly and effectively to
manufacturer recalls while maintaining accurate documentation and supporting public health
protection.

4.2.1.7.2. The IIS supports vaccine inventory management and reconciliation
according to federal and jurisdictional vaccine program requirements.
Casetivity-1IS provides comprehensive vaccine inventory management and reconciliation
capabilities that support federal and jurisdictional vaccine program requirements at both the
jurisdiction and provider levels. The solution supports vaccine ordering, inventory tracking,
automated dose decrementing, reconciliation, wastage and return reporting, recall
management, and complete inventory lifecycle accountability.
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Through integrated workflows, real-time inventory visibility, audit logging, and support for
public vaccine program requirements, Casetivity-IIS helps ensure accurate inventory
management, regulatory compliance, and effective stewardship of vaccine resources.

4.2.1.7.2.1. The IS supports vaccine inventory management, tracking, and reconciliation at
the 11S jurisdiction and provider site levels.

Casetivity-lIS provides comprehensive vaccine inventory management, tracking, and
reconciliation capabilities at both the jurisdiction and provider site levels. The system supports
complete lifecycle tracking of vaccine doses across all statuses—on hand, administered, wasted,
expired, ordered, recalled, returned, and transferred—enabling full accountability and
compliance with federal and jurisdictional vaccine program requirements.

At the provider site level, Casetivity-HS enables facilities to manage vaccine inventory in real
time. Providers track vaccines on hand through active inventory management, record
administered doses with automatic inventory deduction, manage wasted doses with full audit
logging, and monitor expired vaccines through alerts and dashboards. The system processes
vaccine orders through CDC VTrckS integration, removes recalled lots from active inventory,
views past vaccine returns within specified time frames, and manages transferred doses
between storage units and locations. Providers can reconcile their storage unit quantities with
the quantities in the 1IS system to ensure accuracy across all dose tracking categories.

At the jurisdiction level, the system aggregates inventory data across user-defined hierarchies,
supporting oversight and quality assurance functions for federal and jurisdictional vaccine
programs. Jurisdictional administrators maintain separate inventory tracking for VFC-supplied
vaccines, jurisdiction-supplied vaccines, and private stock, ensuring proper accountability for
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publicly purchased vaccines. The system generates reports listing patients who received non-
viable vaccines and provider sites that received recalled vaccine lots, supporting rapid response
to quality issues.
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The system provides clear visibility into immunizations that were not successfully deducted
from inventory, enabling providers to easily identify, review, and resolve discrepancies. All
inventory actions—ordering, receipt, reconciliation, and wastage—are fully logged for auditing
purposes, and a complete inventory transaction log is available for each inventory line item.
Role-specific dashboards highlight pending orders, expiring vaccines, and providers due for
enrollment submission, while alerts and task assignments guide providers through necessary

compliance actions.

Casetivity-11S supports monthly and quarterly CDC extracts, including COVID-19, RSV, Flu, and
Routine Immunization reports, as well as [ISAR and PEAR submissions. Ad hoc exports are
available for vaccine inventory reconciliation, accountability, or site visit preparation. This
comprehensive approach to vaccine inventory management, tracking, and reconciliation at both
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jurisdiction and provider site levels ensures accountability, supports regulatory compliance, and
enables effective vaccine program administration.

4.2.1.7.2.2. The IS supports creating vaccine orders and monitoring order status.

Casetivity-IIS supports comprehensive vaccine ordering and order status monitoring through an
integrated workflow that enables providers to place orders, track approvals, and monitor
fulfillment directly within the system.

Vaccine Order Creation

Providers enrolled in Vaccines for Children (VFC) or state vaccine programs place vaccine orders
directly through the Casetivity-1IS interface. Orders are initiated based on configurable order
sets that define allowable products based on the provider's profile. The system supports pre-
book vaccines to accommodate seasonal limits and allocation, as well as priority orders when
needed. Providers can save unsubmitted orders, edit pre-populated order quantities, and verify
contact and order information during the ordering workflow before submission. The system can
pre-populate orders with recommended quantities based on current inventory and doses
reported as administered to the IIS, helping providers maintain appropriate stock levels.
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Order Validation and Compliance

Validations are a core component of Casetivity-11S workflows. The system allows for configurable
requirements and warning rules to ensure that vaccine orders contain complete, accurate, and
compliant information before submission. The system can be configured to require inventory
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reconciliation as part of the ordering process to ensure providers are maintaining accurate
quantities in the IS. Alert functionality notifies users when reorder recommendation inventory
levels are reached.
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Order Review and Approval Workflow

Orders undergo a review and approval step managed by designated Department staff. The
system supports partial order fulfillment, deferral, and rejection. Department staff can enter
funding source for each line item and purchase order numbers. Automatic notifications are sent
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to providers notifying them of their order approval status, ensuring transparency throughout
the process.

Order Status Monitoring

The system tracks the shipping status of orders and supports the ability to receive vaccine
inventory and shipping information. Casetivity-|1S can be configured to either automatically
receive shipments or require permission—based user action to accept each vaccine product after
shipment is received. Role-specific dashboards highlight pending orders and guide providers
through necessary compliance actions. The system tracks and manages doses across all lifecycle
stages including ordered, on hand, administered, wasted, expired, recalled, returned, and
transferred doses.

Integration and Reporting

All inventory actions—ordering, receipt, reconciliation, and wastage—are fully logged for
auditing purposes. A complete inventory transaction log is available for each inventory line item.
The system supports CDC VTrckS integration for vaccine ordering and tracking, and provides ad
hoc exports for vaccine inventory reconciliation, accountability, and site visit preparation.

Casetivity-1IS meets the requirement by providing end-to-end vaccine ordering and order status
monitoring capabilities that support efficient vaccine program management while maintaining
compliance with federal and jurisdictional requirements.

4.2.1.7.2.3. The IIS supports reporting vaccine returns and wastage.

Casetivity-1IS provides comprehensive out-of-the-box functionality to support reporting vaccine
returns and wastage. The system enables jurisdictional administrators to modify inventory
guantities to reflect wastage and assign reasons for inventory wastage, ensuring accurate
tracking and accountability. Providers can electronically document reductions in vaccine
inventory due to outgoing vaccine wastage, logging and explaining adjustments including
spoilage, breakage, transfer, and returns.

The system generates standard reports that display information about vaccine wastage and
returns, supporting federal and jurisdictional vaccine program requirements. All inventory
actions—including wastage—are fully logged for auditing purposes, with a complete inventory
transaction log available for each inventory line item. This audit trail ensures transparency and
supports compliance with CDC reporting reguirements and vaccine accountability standards.
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Casetivity-IIS also supports comprehensive vaccine inventory reconciliation, enabling providers
to track doses across all lifecycle stages including wasted, returned, expired, recalled, and
transferred doses. The system provides clear visibility into immunizations that were not
successfully deducted from inventory, enabling providers to easily identify, review, and resolve
discrepancies. Providers can reconcile their storage unit quantities with the quantities in the IIS
system to ensure accuracy across all dose tracking categories.

Casetivity-1IS fully meets the requirement to support reporting vaccine returns and wastage
through integrated inventory management, configurable reporting, and complete audit logging
capabilities.

4.2.1.7.2.4. The lIS automatically decrements administered doses (not historical doses) from
active inventory.

Casetivity-1IS provides out-of-the-box capability to automatically decrement administered doses
from active inventory in real time. The system automatically matches vaccine doses reported as
administered to vaccine doses in inventory and decrements them immediately upon
administration. This functionality operates through both user interface data entry and HL7
messaging, ensuring that inventory levels remain accurate regardless of how the data enters the
system.
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When a provider records an administered dose—whether manually through the Ul or
electronically via HL7 message—Caseﬁvity-lIS matches the vaccine information (NDC, lot
number, expiration date) to the corresponding inventory line item and automatically reduces
the on-hand quantity. Historical doses imported into the system are excluded from automatic
decrementing to prevent inaccurate inventory adjustments for vaccines administered before the
provider began using the lIS or tracking inventory electronically.

The system provides clear visibility into immunizations that were not successfully deducted
from inventory, enabling providers to easily identify, review, and resolve discrepancies within
their inventory records. All inventory actions are fully logged for auditing purposes, anda
complete inventory transaction log is available for each inventory line item. Providers can
reconcile their storage unit quantities with the quantities in the 1IS system to ensure accuracy
and maintain accountability across all dose tracking categories.

This automated decrementing capability supports accuraté vaccine inventory management and
reconciliation at both the jurisdictional and provider site jevels, reducing administrative burden
while maintaining the data integrity required for federal and state vaccine program compliance.

4.2.1.7.3. The IIS supports data exchange with the national Vaccine Tracking
System (VTrckS).

Casetivity-1IS supports data exchange with the CDC Vaccine Tracking System (VTrckS) through
standards-based, sutomated integration that complies with current ExIS specifications. The
solution supports bidirectional exchange of vaccine ordering, inventory, returns, and wastage
data, enabling efficient vaccine program management and inventory accountability. S5G
maintains ongoing compliance with evolving CDC requirements by monitoring ExIS specification
updates and implementing enhancements necessary to support continued interoperability with
VTrcks throughout the system lifecycle.

4.2.1.7.3.1. The lIS establishes data exchange with VTrckS in accordance with ExIS (External
Information System) specifications

https://www.cdc.gov/vtrcks/ php/about/exisfunctionaIity.htmI#cdcgenericsectionl-exis-
functionality.

Casetivity-1IS establishes data exchange with the CDC's Vaccine Tracking System (VTrckS) in full
accordance with ExIS (External information System) specifications published by CDC. The system
provides comprehensive bidirectional integration with VTrckS using standard CDC
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communication formats and protocols, ensuring compliance with federal standards for vaccine
ordering, shipment tracking, and inventory reconciliation.

The solution supports both manual file-based exchange and APl-based integration with VTrckS.
Manual file exchange capabilities include outbound transmission of Master Data, Provider
Orders, Inventory, and Wastage files, as well as bidirectional exchange of Returns data. The API
integration can be configured to run on a scheduled basis, enabling real-time or near-real-time
synchronization while reducing manual workload and allowing state staff to focus on higher-
priority program activities.

Casetivity-11S maintains alignment with the most current CDC ExIS Specifications and completes
updates to ExIS functionality following publication of specification changes. This ensures
ongoing compliance as CDC standards evolve and supports seamless vaccine management for
public health programs such as Vaccines for Children (VFC).

The automated data exchange capability establishes scheduled, recurring file transmission
between the IIS and VTrckS based on CDC requirements and API file specifications. This
automation reduces administrative burden, improves data accuracy, and ensures timely
synchronization of vaccine ordering and inventory data across systems. The integration comes
configured out-of-the-box, supporting rapid implementation and reducing technical risk during
system deployment.

4.2.1.7.3.2. The lIS completes updates to ExIS functionality following publication of
specifications.

SSG maintains a structured process for implementing updates to External Information System
(ExIS) functionality following the publication of new specifications by the Centers for Disease
Control and Prevention (CDC). This process ensures that Casetivity-11S remains compliant with
federal vaccine tracking requirements and supports seamless data exchange with the Vaccine
Tracking System (VTrckS).

When CDC publishes updated ExIS specifications, SSG evaluates the changes and develops an
implementation plan that includes scoping, estimating, and scheduling the required updates.
The system's architecture supports configuration-based updates where possible, reducing
development time and implementation risk. SSG coordinates with jurisdictional critical partners
to understand specific requirements and ensures that updates align with both federal standards
and state-specific workflows.

Casetivity-11S includes interface management tools that support ongoing maintenance and
monitoring of data exchange connections. The solution provides administrative controls for
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managing interface configurations, monitoring data transmission status, and troubleshooting
connectivity issues. These tools enable jurisdictional administrators to oversee ExIS functionality
and ensure continuous compliance with VTrckS specifications.

SSG anticipates and supports annual updates aligned with CDC IIS Functional Standards
releases. Updates outside the CDC's 90-day IZ Gateway implementation window are evaluated
and authorized through the State's standard contract governance and change-order process.
SSG accounts for these updates in ongoing maintenance planning and provides a clear approach
for scoping, estimating, and implementing future CDC-driven changes.

The configuration benefits of this approach include reduced disruption to daily operations,
minimized customization requirements, and faster deployment of federally mandated updates.
SSG's maintenance and support services include version upgrades and compatibility assurance
for all vendor-supplied components, ensuring continued compliance with CDC and state
interoperability standards throughout the contract term.

4.2.1.7.3.3. The IIS establishes automated data exchange with VTrckS.

Casetivity-11S establishes automated data exchange with the CDC's Vaccine Tracking System
(VTrcks) through comprehensive bidirectional integration via the ExIS (External Information
System) interface. The system uses standard CDC communication formats and protocols to
ensure compliance with federal specifications and enable seamless vaccine management for
public health programs.

The solution supports both manual file-based exchange and API-based integration with VTrckS.
The APl integration can be configured to run on a scheduled basis, automating the exchange
process and reducing manual workload for state staff. This automation allows program
personnel to focus on higher-priority activities while maintaining real-time or near-real-time
synchronization of vaccine ordering, shipment tracking, and inventory reconciliation.

Casetivity-1IS exchanges the following file types with VTrckS in accordance with ExIS
specifications:

e Master Data (outbound)

* Provider Orders (outbound)

* Inventory (outbound)

* Returns (outbound and inbound)

e Wastage (outbound)
The system comes configured out-of-the-box to connect with VTrckS and supports the most
current CDC ExIS Specifications. SSG completes updates to ExIS functionality following
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publication of new specifications, ensuring ongoing compliance with federal standards. This
automated integration approach reduces administrative burden, improves data accuracy, and
supports efficient vaccine program management across ordering, tracking, and reconciliation
workflows.

4.2.1.8. Support the response efforts for vaccine-preventable disease
outbreaks and other public health emergencies. - The vendor should
describe how their proposed system achieves the following Functional
Standards:

4.2.1.8.1. The lIS supports partner and provider onboarding and vaccine
management during vaccine-preventable disease response and/or public health
emergencies.

Casetivity-IIS supports partner and provider onboarding and vaccine management during
vaccine-preventable disease outbreaks and public health emergencies through capabilities
designed for rapid response, mass vaccination operations, and real-time data exchange. The
solution supports expedited partner onboarding, emergency-specific training, mass vaccination
event management, offline and field-based vaccination workflows, integration with
appointment scheduling tools, and timely reporting to federal and jurisdictional authorities.
Combined with resilient infrastructure, emergency preparedness planning, and interoperable
data exchange capabilities, Casetivity-IIS enables jurisdictions to efficiently manage
immunization activities and maintain situational awareness during public health emergencies.

4.2.1.8.1.1. The IS establishes, coordinates, and executes emergency preparedness plans and
procedures in accordance with federal and jurisdictional policies.

Casetivity-11S supports emergency preparedness and response through a combination of system
capabilities, operational flexibility, and partnership with jurisdictional immunization programs to
establish and execute emergency plans aligned with federal and state policies.

e Emergency Preparedness Planning and Coordination: SSG works in partnership with
clients to establish emergency preparedness plans and procedures. The system's
technical infrastructure is designed to support rapid response during vaccine-
preventable disease outbreaks and public health emergencies, ensuring continuity of
immunization data capture, storage, and reporting even under surge conditions. SSG has
collaborated with customers to develop and implement disaster recovery and business
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continuity plans that align with federal standards, including NIST SP 800-34 guidelines
for contingency planning.

e Rapid Response Capabilities: Casetivity-1IS enables expedited partner and provider
onboarding during emergencies through streamlined communication and data exchange
processes. The system supports real-time patient lookup using flexible identifiers such as
name, date of birth, address, or phone number, with partial and phonetic matching
optimized for field conditions where patient information may be incomplete. Full
support for bi-directional HL7 messaging (VXU/QBP) and ADT enables real-time
submission and retrieval of immunization data, ensuring continuity of public health
reporting to federal and jurisdictional authorities.

e Mass Vaccination Event Management: The system includes Mass Vaccination Roster
functionality that allows bulk upload of patient lists using Excel templates. Each event
can be pre-configured with vaccine types, locations, and staff roles, minimizing
administrative overhead and enabling rapid deployment during emergency vaccination
campaigns. This capability supports the capture of patient demographic and vaccination
data at scale while maintaining data quality and security standards.

e Infrastructure and Business Continuity: SSG maintains documented Business Continuity
and Disaster Recovery plans that are tested annually and updated based on lessons
learned. All backup, failover, and recovery activities comply with U.S.-based data
residency requirements, ensuring that emergency response operations maintain the
same security and compliance standards as routine operations. The cloud-based
architecture provides resilience and availability during critical events, with infrastructure
designed for disaster avoidance and rapid recovery.

e Training and Support: SSG provides training to onboarded partners during emergency
response efforts, ensuring that new users can quickly access and utilize the system'’s
emergency response capabilities. Help desk support with documented escalation
procedures ensures that technical issues are resolved promptly, even during high-
volume emergency operations.

Through these capabilities and partnership approach, Casetivity-1IS establishes, coordinates, and
executes emergency preparedness plans and procedures in accordance with federal and
jurisdictional policies, supporting effective public health response during vaccine-preventable
disease outbreaks and other emergencies.
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4.2.1.8.1.2. The IS supports expedited communication and onboarding with partners to
capture patient demographic and vaccination data in an emergency.

Casetivity-11S supports expedited communication and onboarding with partners to capture
patient demographic and vaccination data during public health emergencies through built-in
capabilities designed for rapid response, secure data capture, and real-time integration.

® Rapid Patient Lookup and Data Entry: Providers can conduct real-time searches using
flexible identifiers such as name, date of birth, address, or phone number within the
user interface. The system supports partial and phonetic matching, optimized for field
conditions where patient information may be incomplete or imprecise. This capability
enables providers to quickly locate existing records or create new patient entries during
high-volume emergency events. Full support for bi-directional HL7 messaging (VXU/QBP)
and ADT enables real-time submission and retrieval of immunization data, ensuring that
newly onboarded partners can immediately begin capturing and exchanging vaccination
information.

e Mass Vaccination Event Management: The system supports Mass Vaccination Rosters,
allowing bulk upload of patient lists using Excel templates. Each event can be pre-
configured with vaccine types, locations, and staff roles, minimizing administrative
overhead during emergency response. This roster-based data entry approach enables
partners to rapidly document vaccinations for large populations without manual entry
for each individual record.

* Fflexible Provider Onboarding and Emergency Program Enroliment: In response to rapidly
changing emergency needs, Casetivity-IIS supports fast configuration of new provider
types and enrollment workflows for participation in emergency immunization programs.
The system enables assignment of appropriate roles, access, and reporting capabilities
through role-based access control. Jurisdictional administrators can flag and indicate
organization or facility participation in mass vaccination events. Configurable
prioritization tiers for provider sites help public health officials categorize providers by
priority during vaccine shortages or emergencies.

e Emergency-Specific Reporting and Surveillance: The system enables rapid development
and distribution of custom reports and dashboards. Role-based dashboards provide
visibility into doses administered by date, location, and product; demographics of
recipients and patient coverage; and inventory levels and expiration tracking. This real-
time reporting capability supports coordination and decision-making during emergency
response efforts.

Casetivity-1IS provides a fully integrated, real-time solution to support public health emergency
responses. With capabilities for rapid patient lookup, event-based data capture, tracking of
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specialized vaccines, and real-time integration, the system ensures that West Virginia can
manage immunization campaigns efficiently, accurately, and securely during urgent situations
while maintaining compliance with public health reporting standards.

4.2.1.8.1.3. The IIS provides training to onboarded partners.

SSG provides comprehensive training to onboarded partners during emergency response
situations through multiple coordinated mechanisms that ensure rapid knowledge transfer and
operational readiness. The Casetivity-1IS solution supports expedited communication and
onboarding with partners to capture patient demographic and vaccination data in an
emergency, and training is integrated throughout this accelerated process.

During emergency response situations, SSG delivers training that addresses the specific needs of
newly onboarded partners. This training covers accessing the system, generating reports, and
interpreting data—capabilities that are essential when partners need to quickly contribute to
outbreak response efforts. The training approach ensures that partners understand how to
document patient demographic and vaccination data accurately and completely, even under
time-sensitive conditions.

SSG's training methodology supports both the technical aspects of system use and adherence to
policies and procedures. The solution provides ongoing training to ensure awareness of and
promote adherence to established protocols, which is particularly important when new partners
are brought online during public health emergencies. Training materials address system
administration, forms mapping, and scenario documentation to help partners navigate
emergency workflows effectively.

SSG also delivers feedback and training to 1S partners and providers to ensure complete, timely,
and accurate patient demographic and vaccination records. This feedback loop is particularly
valuable during emergency response situations, as it allows SSG to identify and address
knowledge gaps in real time, improving data quality and partner confidence as the response
unfolds.

Through these coordinated training and support mechanisms, SSG ensures that partners
onboarded during vaccine-preventable disease outbreaks and public health emergencies can
contribute effectively to response efforts while maintaining data quality and system security
standards.
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4.2.1.8.1.4. The IIS supports vaccine administration functionality to include offline
documentation of vaccine administration.

Casetivity-1IS supports vaccine administration functionality during emergencies through rapid
patient lookup, mass vaccination event management, and offline documentation capabilities
designed for field conditions and high-volume scenarios.

The system enables real-time patient searches using flexible identifiers including name, date of
birth, address, or phone number. Partial and phonetic matching capabilities are optimized for
field conditions where patient information may be incomplete or imprecise. Providers can
conduct searches and create patient records quickly within the user interface, ensuring minimal
delays during emergency response operations.

For mass vaccination events, Casetivity-1IS supports roster-based data entry through Mass
Vaccination Rosters. Authorized users can bulk upload patient lists using Excel templates, with
each event pre-configured for vaccine types, locations, and staff roles. This approach minimizes
administrative overhead and accelerates data capture during large-scale emergency vaccination
campaigns.

The system maintains full support for bi-directional HL7 messaging (VXU/QBP) and ADT for real-
time submission and retrieval of immunization data. This interoperability ensures that
vaccination records captured during emergencies integrate seamlessly with existing health
information systems and public health reporting workflows.

Casetivity-1IS tracks vaccines administered during emergencies, including specialized products
such as adjuvanted vaccines, while maintaining compliance with public health reporting
standards. The system provides robust tracking capabilities that support accurate inventory
management and dose-level accountability even during high-volume emergency operations

These capabilities enable jurisdictions to respond rapidly to public health emergencies, capture
accurate immunization data under field conditions, and maintain data quality and reporting
compliance throughout emergency response efforts. Casetivity-11S meets the requirement for
vaccine administration functionality including offline documentation during emergencies.

4.2.1.8.1.5. The IS supports integration with tools for vaccination appointment scheduling.

Casetivity-1IS supports integration with vaccination appointment scheduling tools through single
sign-on (SSO) integration and custom interface development. The system can interface with
third-party appointment scheduling applications by means of an SSO integration, enabling IS
users to automatically log in to the third-party appointment system without requiring separate
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credentials. This streamlined access reduces administrative friction and supports efficient
workflow during routine operations and public health emergencies.

For jurisdictions requiring deeper integration or a full scheduling system within the IIS, SSG can
develop custom solutions tailored to specific requirements. Development options include
viewing and scheduling appointments for patient immunizations within the 1IS or within an
interfacing application.

This approach provides flexibility to meet jurisdictional needs, whether through lightweight SSO
integration for immediate interoperability with existing scheduling tools or through
comprehensive custom development for jurisdictions seeking native scheduling capabilities. The
solution supports expedited communication and onboarding with partners during vaccine-
preventable disease response and public health emergencies, consistent with CDC IS Functional
Standards for emergency preparedness and response.

Casetivity-1IS meets the requirement to support integration with tools for vaccination
appointment scheduling through both out-of-the-box SSO capabilities and configurable custom
development options.

4.2.1.8.1.6. The 1IS supports public health immunization reporting to federal and jurisdictional
authorities.

Casetivity-11S supports public health immunization reporting to federal and jurisdictional
authorities during emergencies through real-time data capture, comprehensive reporting
capabilities, and bi-directional data exchange. The system ensures rapid, secure, and accurate
immunization data flows during critical public health events while maintaining compliance with
reporting standards.

The solution enables real-time access to patient records and expedited data entry during
emergencies, with robust tracking of vaccines administered—including specialized products
such as adjuvanted vaccines. Full support for bi-directional HL7 messaging (VXU/QBP) and ADT
facilitates real-time submission and retrieval of immunization data to federal and jurisdictional
authorities.

Casetivity-1IS provides emergency-specific dashboards that deliver visibility into doses
administered by date, location, and product, along with demographics of recipients and patient
coverage. The system supports data extracts required for CDC emergency response monitoring,
including COVID-19, RSV, and flu reports. Ad hoc and delivered reports can be generated in
multiple formats including PDF, CSV, XLSX, XML, or via direct reporting databases to meet
various federal and jurisdictional reporting needs during public health emergencies.
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The solution supports Mass Vaccination Rosters for bulk upload of patient lists using Excel
templates, with each event pre-configured with vaccine types, locations, and staff roles. This
capability minimizes administrative overhead while ensuring accurate data capture for reporting
purposes. Rapid patient lookup functionality allows providers to conduct real-time searches
using flexible identifiers, with support for partial and phonetic matching optimized for field
conditions where patient information may be incomplete.

Casetivity-1IS enables jurisdictions to generate doses administered reports for priority groups
during public health emergencies, supporting accountability for publicly purchased vaccine and
CDC reporting requirements. The system's configurable prioritization tiers help public health
officials categorize providers by priority during vaccine shortages or emergencies, ensuring
appropriate resource allocation and reporting visibility.

These capabilities ensure that federal and jurisdictional authorities receive timely, accurate
immunization data during emergencies, supporting coordinated response efforts and informed
decision-making across the public health ecosystem.

4.2.1.9. Participate in and prioritize emerging technologies and
standards. - The vendor should describe how their proposed system
achieves the following Functional Standards:

4.2.1.9.1. The IIS participates in modernization initiatives and emerging
technologies.

Casetivity-1IS supports and participates in modernization initiatives through a flexible,
standards-based architecture, ongoing alignment with CDC IIS Functional Sstandards, adoption of
emerging interoperability technologies, and active engagement in the public health informatics
community. SSG coordinates modernization efforts across jurisdictions, incorporates evolving
standards such as HL7 FHIR, and leverages lessons learned from multiple public health programs
to continuously enhance the platform. This approach ensures that Casetivity-11S remains aligned
with current public health priorities while providing a sustainable foundation for future
innovation and technology advancement.

4.2.1.9.1.1. The IS coordinates modernization efforts.

SSG coordinates modernization efforts through a structured approach that aligns Casetivity-1IS
development with public health modernization priorities and emerging technology standards.
The solution's modular, modern architecture enables SSG to participate actively in
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modernization initiatives across public health programs while maintaining the flexibility to adapt
to evolving requirements and standards.

SSG coordinates modernization by maintaining deep engagement with public health
modernization initiatives across multiple program areas. This cross-program understanding
informs how SSG plans and executes efforts that align Immunization Information System (lIS)
initiatives with broader modernization priorities. The company's work across different public
health domains—including disease surveillance, lead poisoning prevention, and early
intervention—provides insight into emerging technology patterns and interoperability
requirements that extend beyond immunization programs. This perspective enables SSG to
design solutions that support not only current IIS functional standards but also future
integration requirements as public health systems modernize.

The Casetivity platform's low-code architecture supports this coordination by enabling rapid,
adaptable delivery of new capabilities as modernization priorities evolve. SSG participates in
initiatives to develop standards and capabilities by implementing standards-based functionality
while preserving the flexibility to support jurisdiction-specific requirements and enhanced
workflows. This approach ensures that modernization efforts remain grounded in proven
interoperability standards while accommodating the unique needs of each public health
jurisdiction.

SSG's modernization coordination includes anticipating and supporting annual updates aligned
with Centers for Disease Control and Prevention (CDC) IIS Functional Standards releases. The
company accounts for these updates in ongoing maintenance planning and proposes clear
approaches for scoping, estimating, and implementing future CDC-driven changes. This
proactive stance ensures that modernization efforts remain synchronized with federal standards
while supporting jurisdictional innovation.

Through this coordinated approach, SSG ensures that Casetivity-1IS remains adaptable to future
requirements and technological advancements, delivering a robust system that supports both
current operational needs and long-term modernization goals across public health programs.

4.2.1.9.1.2. The IS plans and executes efforts that align IIS initiatives with modernization
priorities.

SSG plans and executes modernization efforts through a structured approach that aligns
Casetivity-1IS initiatives with evolving public health priorities and emerging technology
standards. This approach balances standards-based functionality with the flexibility to support
jurisdiction-specific requirements and enhanced capabilities.
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SSG organizes modernization planning into four major categories that guide both initial
implementation and ongoing evolution: Core IS Capabilities as defined by the Centers for
Disease Control and Prevention (CDC) and articulated in the IS Baseline Requirements
Traceability Matrix (RTM), configurable enhancements to support advanced workflows and
tools, data migration to ensure high-quality continuity, and infrastructure setup aligned with
cloud and containerization standards. Each category is grounded in domain expertise and a
modern low-code architecture that enables rapid, adaptable delivery while preserving long-
term value.

The foundation of SSG's modernization execution implements Core IS Capabilities as outlined in
the 1IS Functional Model and corresponding 1S Baseline Requirements Traceability Matrix.
These core capabilities represent the essential baseline system functionality that all IS
platforms should support. SSG's approach ensures that Casetivity-11S meets federal standards
while maintaining the configurability needed to address jurisdiction-specific modernization
priorities as they emerge.

SSG coordinates modernization efforts across its client base through consortium engagement.
The consortium provides methods for engaging with clients through activities such as monthly
consortium calls, enabling jurisdictions to share beneficial system improvements and
enhancements. When SSG develops customizations or optimizations through work with one
jurisdiction that may be broadly beneficial, those enhancements are evaluated and released to
the broader customer base. This collaborative model ensures that modernization investments
benefit multiple jurisdictions and that Casetivity-IIS evolves in alignment with emerging public
health needs.

SSG's modernization execution also incorporates participation in standards development
initiatives. The solution is designed to support evolving interoperability standards, including
adoption of HL7 Fast Healthcare Interoperability Resources (FHIR) while maintaining HL7 v2.5.1
as the mandatory baseline. This dual-standards approach provides increased flexibility,
transparency, and scalability for standards-based immunization data exchange, with a clear
methodology and roadmap for FHIR adoption that ensures evolution with federal and
jurisdictional priorities.

This structured approach to planning and executing modernization efforts ensures that
Casetivity-1IS initiatives remain aligned with CDC standards, emerging technologies, and
jurisdiction-specific priorities throughout the system lifecycle.
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4.2.1.9.1.3. The IIS participates in initiatives to develop standards and/or capabilities.

SSG actively participates in national and state-level initiatives to develop and advance
immunization information system standards and capabilities. This participation ensures that
Casetivity-1IS remains aligned with evolving public health priorities and federal modernization
efforts.

SSG engages directly with the Centers for Disease Control and Prevention (CDC), the American
Immunization Registry Association (AIRA), and the Public Health Informatics Institute (PHII) in
collaborative efforts to shape IIS functional standards and technical specifications. Casetivity-IIS
is designed from the ground up to align with the IS Functional Model developed collaboratively
by these organizations, ensuring that the solution reflects current national standards and
anticipates emerging public health needs. This alignment enables SSG to contribute informed
feedback during standards development cycles and to implement new capabilities rapidly as
specifications are finalized.

SSG's approach to standards participation is grounded in operational experience across multiple
jurisdictions. By working with diverse state and local immunization programs, SSG gains practical
insight into how standards perform in real-world environments. This experience informs SSG's
contributions to standards development initiatives, ensuring that proposed standards are
implementable, scalable, and responsive to the operational realities of public health agencies.
SSG shares lessons learned from implementation and configuration work back to standards
bodies, helping to refine specifications and improve interoperability across the national 1S
ecosystem.

SSG also participates in modernization initiatives focused on emerging technologies and
interoperability standards. The solution's modern low-code architecture enables SSG to
evaluate and adopt new technical capabilities as they mature, including support for HL7 Fast
Healthcare Interoperability Resources (FHIR) standards alongside the mandatory HL7 v2.5.1
baseline. This dual-standards approach positions Casetivity-lIS to evolve with federal and
jurisdictional priorities while maintaining backward compatibility and operational stability.

Through this active participation in standards development and modernization initiatives, SSG
ensures that Casetivity-11S remains a forward-looking solution that supports both current
requirements and emerging capabilities, meeting the requirement for participation in initiatives
to develop standards and capabilities related to emerging technologies.
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4.2.2 West Virginia Specific Goals & Objectives

4.2.2.1.System Optimization, Innovation, and Interoperability - OEPS
seeks to promote continuous improvement and efficiency within the HS.
The intent of this section is for Vendors to propose optional features,
methods, or enhancements that demonstrate innovation, streamline
system performance and improve data quality and interoperability. The
following support this goal.

4.2.2.1.1. The Vendor should describe any processes of practices in place for
sharing beneficial system improvements or enhancements, developed through
work with one jurisdiction, and later offered to their broader customer base at
no additional costs. The response should include:

4.2.2.1.1.1. The Vendor should describe how they evaluate and determine whether a
customization or optimization may be broadly beneficial.

SSG evaluates whether a customization or optimization developed for one jurisdiction may be
broadly beneficial through a structured, data-informed approach that balances jurisdictional
specificity with piatform-wide value. This evaluation process ensures that enhancements
developed through work with individual clients can be identified, refined, and offered to the
broader customer base at no additional cost when they support common public health needs.

$SG's evaluation begins with monitoring how customizations perform in operational use. The
solution automatically logs configuration changes, user actions, and system outcomes—
including match scores, validation results, and data quality metrics. This data collection provides
visibility into how specific customizations address real-world challenges and whether they
improve data quality, workflow efficiency, or reporting accuracy. When a customization
demonstrates measurable improvement in one jurisdiction, sSG reviews whether the underlying
need exists across other jurisdictions.

The evaluation considers several factors: whether the customization addresses a requirement
common to multiple jurisdictions, whether it aligns with CDC guidance or national standards,
whether it improves core solution capabilities such as deduplication or data validation, and
whether it can be implemented through configuration rather than custom code. Customizations
that meet these criteria—such as enhanced data guality business rules, configurable match
expressions, Or improved reporting filters—are strong candidates for piatform—wide adoption.
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SSG's Software as a Service (SaaS) model supports this approach by enabling broadly beneficial
enhancements to be incorporated into the core platform and made available to the broader
customer base at no additional cost. When a beneficial customization is identified, SSG
incorporates it into the core platform and makes it available to all jurisdictions through annual
updates. This ensures that improvements developed through work with one jurisdiction benefit
the entire customer base, reducing duplication of effort and promoting consistency across
implementations.

The configuration-driven architecture of Casetivity-IIS supports this evaluation process. Because
deduplication logic, validation rules, and reporting parameters are fully configurable at runtime,
jurisdictional administrators can adjust settings based on evolving data patterns or policy
changes without requiring code updates. This configurability allows SSG to observe how
different configurations perform across jurisdictions and identify which approaches deliver the
strongest outcomes. Configurations that prove effective can then be offered as standard options
or recommended practices for other clients.

This evaluation methodology ensures that SSG's platform evolves based on real-world
operational experience while maintaining the flexibility jurisdictions need to address their
specific requirements. By systematically identifying and sharing beneficial enhancements across
the customer base, SSG reduces duplication of effort, accelerates time to value, and ensures
that all jurisdictions benefit from collective learning and continuous improvement.

4.2.2.1.1.2. The process and timeline for releasing such enhancements to all customers.

SSG maintains a collaborative, client-centered approach to releasing system enhancements
developed for one jurisdiction to the broader customer base at no additional cost. All clients
have full access to enhancements included in applicable releases, ensuring that improvements
developed through work with individual jurisdictions can benefit the broader user community.

SSG evaluates whether a customization or optimization may be broadly beneficial by engaging
clients directly in the decision-making process. Rather than treating critical partner input as
advisory only, SSG reverses the typical decision-making structure used by proprietary systems—
clients have not only input but also a stake in determining the functionality of new releases. This
collaborative governance model ensures that enhancements align with real-world operational
needs across multiple jurisdictions before being incorporated into the platform.

The release process follows a flexible, client-driven cadence. Major upgrades occur twice per
year, while minor updates are incorporated into a release schedule determined in partnership
with the client. Because Casetivity-11S is built on a low-code platform, the release cycle is driven
by the client's product roadmap rather than an artificial calendar. This approach allows
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jurisdictions to realize change in a timely manner without dependency on rigid vendor
timelines. SSG optimizes release software code packaging to meet the custom needs of each
deployment and provides rigorous documentation, making it straightforward for technical team
members to conduct installations.

SSG distinguishes between two general types of releases: those that add new functionality to
the system and Maintenance Releases used to change configurations within the system. The
platform is designed to support zero-downtime deployment for most updates—whether
platform-level, solution-level, or configuration—allowing changes to be deployed without taking
the system offline. Because customer configurations are separated from base code, base
solution updates can be applied without overwriting or undoing local setup. If urgent issues
arise, SSG deploys hotfixes in a targeted manner, affecting only the necessary parts of the
system.

This release model ensures that all jurisdictions benefit from continuous improvement without
incurring additional costs, while maintaining the flexibility and control that public health
programs require to meet evolving operational and regulatory requirements.

4.2.2.1.1.3. Any governance, release management, or communication procedures that ensure
jurisdictions are informed of available improvements.

SSG maintains structured governance, release management, and communication procedures to
ensure jurisdictions remain informed of available system improvements and enhancements
throughout the lifecycle of Casetivity-IIS.

SSG communicates release content through a formal, multi-stage documentation process.
Immediately after release scope is determined, SSG publishes a Scope Document to inform
critical partners of planned improvements. As requirements are defined, SSG publishes a
Requirements Document detailing the functional specifications for the release. Once
development is complete, SSG creates and publishes Release Notes that summarize functional
changes for key critical partners. These Release Notes can also be distributed to end users as
part of the rollout, based on jurisdictional preference. SSG also maintains a Known Issues list to
communicate any items within the release that are not functioning as originally planned.
Together, these four documents—combined with continuous status updates and ongoing
communication—ensure that every jurisdiction has timely and accurate information about
release content.

Jurisdictional administrators also have direct system-level tools to manage internal
communication about system changes. Casetivity-IIS provides administrators with the ability to
add, edit, and inactivate global messages that are displayed to users upon login. System alerts
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can be configured to appear as messages at the top of the screen, on a dashboard, or as email
notifications. This capability allows jurisdictions to communicate system updates, new features,
or operational changes directly to their user base in a controlled and consistent manner.

This combination of vendor-led release communication and jurisdiction-controlled system
messaging ensures that both program leadership and end users remain informed of available
improvements, supporting smooth adoption and effective use of new capabilities.

4.2.2.1.1.4. Vendors should describe any examples of recent improvements or enhancements
provided to customers at no additional cost.

SSG provides all clients with full access to all enhancements included in all releases at no
additional cost. The company does not require clients to implement every enhancement—if
clients prefer alternative approaches or wish to implement particular enhancements
independently, SSG supports that flexibility.

The company's approach to enhancements emphasizes client input and shared decision-making.
SSG ensures that clients not only provide input but also have a stake in decisions about new
release functionality. This reverses the typical decision-making structure used by companies
offering proprietary systems, where critical partner input serves only as a mechanism to gather
ideas and advice. SSG's model gives clients meaningful influence over the direction of system
enhancements.

Recent examples of enhancements shared across all Casetivity-1IS clients at no additional cost
include:

e Full outbound VTrckS API (Phase 3} integration for real-time inventory and ordering
exchange; an automated Temperature Excursion management workflow

e Secure in-system Message Center for jurisdiction-to-provider communications

e Expanded coverage reporting with granular population segmentation.

West Virginia would participate in the same cross-jurisdiction product governance from day
one. Another example, for our Casetivity-DSS solution, is our enhancement-sharing between
lowa and New Hampshire. Features built for either are shared at no cost to the other.

This approach supports long-term stewardship by ensuring that enhancements align with actual
client needs and operational priorities. Clients benefit from continuous system improvements
and they retain the flexibility to adopt enhancements on their own timeline or implement
custom solutions when preferred.

@
egi S S G CRFP MIS2700000001 | Strategic Solutions Group LLC 90



Integrity. Passion. Results.

The SSG Multi-Solution Approach

SSG offers the following solutions on the Casetivity platform, enabling reuse across the
organization:

e Casetivity-El: Early Intervention Part C Data System

e (asetivity-DSS: Electronic Disease Surveillance System

e C(Casetivity-CLPPP: Childhood Lead Poisoning Prevention System

e Casetivity LCAP Solutions: Solutions built on the Casetivity platform for other public
health use cases such as Family Health, Data Cleansing, etc.

Should another program within West Virginia elect to utilize one of these solutions, the State
can benefit from the shared Casetivity platform architecture and opportunities for reuse across
programs.

4.2.2.1.2. The Vendor should describe their approach and methodology for
achieving an error and hold queue for HL7 messages, or for providing an easy
way to identify and sort rejected messages.

SSG's approach to HL7 message error management in Casetivity-IIS provides jurisdictional
administrators with configurable validation rules, real-time error notification, and administrative
tools to identify and resolve rejected messages efficiently.

Jurisdictional administrators configure data quality business rules governing incoming HL7
message validation directly within the system. Administrators set validation levels—Error,
Warning, or Informational—for data quality checks applied to both HL7 messages and user
interface data entry. This configurability allows jurisdictions to align validation strictness with
their data quality standards and external system adoption goals. Administrators also create and
update data quality reports to monitor validation outcomes over time.

When HL7 messages fail validation, the system returns errors through the acknowledgment
(ACK) message to the sending system, providing immediate notification of the issue.
Administrators can review HL7 messages within the application, where each validation result—
whether Error, Warning, or Informational—is available for review with descriptive detail. This
administrative review capability supports troubleshooting and quality monitoring without
requiring external tools for routine error identification.
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The system includes message validation tools, logging, and configurable error handling to
support both initial onboarding of HL7 connections and long-term quality monitoring. SSG
collaborates with the Association of Immunization Managers (AIRA) on HL7 requirement
alignment and provides HL7 onboarding and troubleshooting support for provider and vendor
integrations. This combination of configurable validation rules, real-time error feedback,
administrative review tools, and implementation support enables jurisdictions to identify, sort,
and resolve rejected HL7 messages efficiently while maintaining data quality standards.

4.2.2.1.3. The Vendor should describe their approach or methodology for
automating updates and synchronization of code sets with CVX, MVX, and NDC
tables.

$SG automates the synchronization of CVX (vaccine administered), MVX (vaccine manufacturer),
and NDC (National Drug Code) code sets within Casetivity-1IS to ensure jurisdictions maintain
current, accurate vaccine coding without manual intervention. The solution provides
jurisdictional administrators with out-of-the-box functionality to update CVX, MVX, and NDC
codes as needed, supporting compliance with CDC standards and enabling seamiess
interoperability with external systems.

The solution’s automated approach reduces administrative burden by eliminating the need for
manual code table maintenance while ensuring that vaccine inventory management, clinical
decision support, and HL7 message processing rely on the most current coding standards.
Jurisdictional administrators retain the ability to review, validate, and apply code set updates
through the system's configuration interface, maintaining local control over when changes take
effect in the production environment.

This automation supports accurate vaccine tracking, proper dose decrementing from inventory,
and reliable data exchange with partners including the 1Z Gateway, VTrcksS (Vaccine Tracking
System), and electronic health record systems. By keeping code sets synchronized with national
standards, Casetivity-1IS helps jurisdictions maintain data quality, support accurate
immunization forecasting per ACIP (Advisory Committee on Immunization Practices)
recommendations, and meet federal reporting requirements without ongoing manual code
table management.
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4.2.2.1.4. The Vendor should describe their approach or methodology to bulk
loading, activating, and deactivating providers, facilities, and users.

SSG supports efficient bulk management of providers, facilities, and users through a
combination of delegated administration, role-based access control, and streamlined
enrollment workflows that reduce administrative burden while maintaining data integrity and
security.

Bulk Loading and Activation

Casetivity-1IS includes guided workflows for provider enroliment and re-enrollment that enable
administrators to manage participation at scale. Vaccine Unit staff or designated state users can
open or close enrollment windows, assign or update enrollment statuses in bulk, and guide
providers through structured workflows directly within the user interface. The system captures
essential provider information including population types, vaccine coordinator and staff training
records, storage unit and cold chain details, operational procedures, digital signatures, and
contact information. Configurable automated email notifications prompt provider contacts to
log in and complete pending enrollment tasks, supporting timely participation across large
provider networks.

Delegated Administration Model

Each provider site designates an Access Administrator who can add and deactivate users, assign
roles based on local workflows, and monitor user activity within their facility. This delegated
model distributes the administrative workload while maintaining centralized oversight. State-
level administrators retain authority over global role definitions, jurisdictional access, and
system-wide security settings, ensuring secure and structured access across the system.

Deactivation and User Management

The delegated administration framework enables Access Administrators to deactivate users at
the facility level as staff roles change or employment ends. State administrators maintain
system-wide control to ensure compliance with security standards and public health data
privacy requirements. The role-based architecture supports safe delegation of duties across
providers, schools, health departments, and system administrators while adapting to dynamic
program needs.
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This approach enables jurisdictions to efficiently manage large-scale provider, facility, and user
operations through a combination of bulk enrollment management, delegated administration,
and automated notifications—reducing manual effort while maintaining data quality and
security controls throughout the user lifecycle.

4.2.2.2. Implementation Plan - OEPS seeks to have a seamless transition
from existing IIS to new IIS. The intent of this section is for OEPS to
evaluate how comprehensive and established the Vendors
Implementation Process is. The Vendor should provide a comprehensive
description of their approach and methodology for implementing the
proposed IIS and migrating existing data. The response should include,
but is not limited to, detailed information on the following:

4.2.2.2.1. Overall project management strategy and implementation timeline.

SSG employs a structured, phased project management strategy designed to ensure a seamless
transition from the existing IIS to Casetivity-1IS while minimizing risk and maintaining
operational continuity throughout implementation. The approach balances thorough planning
with iterative execution, enabling the State to validate progress at each milestone before
advancing to the next phase.

Sample WV Casetivity-1IS Implementation Timeline

Month
1 r 3 4 5 ] 7 8 9 10 " 12 13 14

Phase/Warkstream

Initlation and Discovery | W Go-Live
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Project Management Framework

SSG's implementation methodology centers on collaborative governance and milestone-based
delivery. Within 30 days of project start, SSG hosts initial planning sessions with the Agency to
finalize the project plan and schedule. This collaborative kickoff establishes clear roles and
responsibilities for both vendor and client teams, defines communication protocols, and aligns
expectations for deliverables and timelines. The finalized Project Plan adheres to the proposed
Implementation Plan and requires Agency review and approval before execution begins. Any
deviations from the proposed plan are documented, justified, and submitted for Agency
approval, ensuring transparency and accountability throughout the project lifecycle.

Phased Implementation Timeline

The implementation unfolds across distinct phases, each with defined objectives and
deliverables:

e Discovery Phase (Months 1-2): SSG requests a copy of legacy data sources within the first
month of project kickoff to initiate gap analysis. This phase includes requirements
validation, workflow documentation, and initial system configuration planning. Working
sessions during these months establish the foundation for data migration strategy and
interface requirements.

e Environment Setup and Configuration (Months 2-4): SSG establishes Production, Test,
and Development server environments to support parallel workstreams. System
configuration and workflow customization proceed based on Discovery phase findings,
with jurisdictional administrators able to modify forms, adjust validation rules, and
configure business logic to meet State requirements.

e Data Migration Execution (Months 4-8): Gap analysis findings are presented beginning
four to five months into the project, with working sessions continuing throughout this
period. The State reviews two complete rounds of data migration prior to User
Acceptance Testing (UAT), enabling validation of data accuracy, completeness, and
integrity before production deployment. This iterative approach allows for refinement of
migration scripts and resolution of data quality issues in a controlled environment.

e Interface Migration and Testing (Months 6-9): Existing interfaces are migrated and tested
in parallel with data migration activities. SSG coordinates with external systems to
ensure continuity of electronic data exchange with EHRs, VTrckS, vital records systems,
and the IZ Gateway.

e User Acceptance Testing (Months 9-10): Following successful data migration rounds, the
State conducts comprehensive UAT to validate system functionality, workflow alighnment,
and data accuracy in real-world scenarios.
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e Training, Go-Live and Monitoring (Months 11-13): The updated system is deployed with
continuous performance monitoring to ensure ongoing compliance and operational
stability. SSG provides training through train-the-trainer sessions, supports readiness and
training efforts during this period. For a period of time after go-live, we provide
dedicated resources to address issues and optimize system performance.

West Virginia pays nothing in recurring or subscription fees until the Agency formally accepts the
fully implemented system.

Financial and Milestone Governance

SSG does not assess, invoice, or charge the Agency for annual licensing, subscription, hosting,
maintenance, or support fees during the Implementation Period. Payment for implementation
services is tied exclusively to successful completion of mutually agreed-upon milestones
established during initial planning sessions and incorporated into the approved Project Plan. No
milestone payment becomes due until the Agency verifies and approves completion of the
corresponding milestone. Final implementation payment is made only upon the Agency's formal
written Acceptance of the fully implemented IIS solution, and no recurring or annual fees begin
or accrue until the system has been accepted.

Risk Mitigation and Contingency Planning

SSG's phased approach incorporates multiple validation checkpoints, enabling early
identification and resolution of issues before they impact downstream activities. The two-round
data migration strategy prior to UAT provides built-in contingency for data quality remediation.
Change request management processes ensure that scope modifications are evaluated,
documented, and approved before implementation, protecting timeline integrity and budget
predictability.

This comprehensive project management strategy delivers a controlled, transparent
implementation that meets the State's requirement for a seamless transition while maintaining
accountability at every phase.
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4.2.2.2.2. The environment setup, which consists of the following: Production,
Test, and Development servers.

SSG establishes a multi-environment infrastructure to support secure, controlled
implementation and ongoing system operations. The environment setup includes Production,
Test, and Development servers configured to enable parallel workstreams, minimize disruption
to programmatic activities, and ensure thorough validation before deployment.

e Development Environment: SSG provides a dedicated Development environment
throughout the contract duration to customize and maintain the solution with minimal
disruption to agency operations. This environment includes all necessary components—
hardware, software, interfaces, and network specifications—identified and supplied by
SSG. The Development environment supports system analysis, design updates, and
configuration changes as requirements evolve during implementation.

e /mmediate Sandbox Access: Within three weeks of contract execution, SSG will have a
fully installed version of Casetivity-IS available in a Sandbox environment for Agency
staff to access. This early availability allows WVSIIS critical partners to begin exploring
the platform's interface, functionality, and configuration capabilities from the outset of
the project — reinforcing SSG's commitment to transparency and an implementation
approach that is easy for critical partners demonstrating that Casetivity-IIS is a
production-ready platform, not a system requiring build-out before it can be shown.

e Testing Environments: SSG utilizes a Quality Assurance (QA) or Test environment with no
real data for functional testing and validation.

e Configuration and Deployment: SSG installs and configures software in each
environment to meet the specific needs of the jurisdiction. The solution supports
efficient rollback of software changes through deployment packages with rollback
options, and the zero-downtime deployment model allows most updates—whether
platform-level, solution-level, or configuration—to be deployed and rolled back without
taking the system offline. Automated testing is integrated into the deployment process
using Playwright to ensure application stability when new builds are pushed, with
comprehensive regression testing covering major functional aspects of the application.

This multi-environment approach ensures controlled progression from development through
testing to production, supports thorough validation at each stage, reduces implementation risk,
and maintains system stability throughout the project lifecycle and ongoing operations.
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4.2.2.2.3. System configuration and workflow customization.

SSG's approach to system configuration and workflow customization during implementation is
designed to deliver a solution that aligns with the Agency's specific workflows, business rules,
and data requirements while minimizing disruption and ensuring long-term sustainability.

Hybrid Development and Configuration Model

SSG utilizes a hybrid model that integrates traditional waterfall techniques for discovery phase
confirmations and interface design documentation with iterative Agile practices for
configuration, development, and quality assurance. This approach provides structure and
predictability while maintaining flexibility to adapt to emerging needs. SSG follows waterfall
techniques for gathering requirements and creating design documents, then employs an
iterative Scrum methodology for configuration, development, and QA activities.

Configuration-First Philosophy

Using Casetivity as the base platform, SSG prioritizes configuration over custom development
wherever possible. The platform supports extensive configuration capabilities without requiring
software development, including workflow configuration for processes such as enrollment,
inventory approval, and survey review. Jurisdictional administrators can configure workflows,
business logic, field visibility, labels, default values, validation rules, and screen layouts using
drag-and-drop editors and intuitive administrative interfaces. This configuration-first approach
reduces implementation risk, accelerates delivery timelines, and ensures the Agency retains
control over future adjustments.

Phased Implementation Approach

SSG initiates each project with a Project Kick-Off Meeting to introduce project team members
and roles, validate the project management approach, and review high-level scope. The
implementation follows structured phases including planning and discovery, requirements
validation, system analysis and design, environment setup (Production, Test, and Development
servers), software installation and configuration, data migration and validation, testing through
User Acceptance Testing, and go-live. For each milestone, system components are tested and
released only after passing all testing phases.
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Comprehensive Configuration Capabilities

Casetivity-IIS provides extensive out-of-the-box configuration options that support jurisdictional
customization without custom coding. Administrators can configure interface and layout
elements including field visibility, labels, default values, and validation rules. The platform
supports dynamic interfaces that respond in real time to context such as user role, enrollment
status, or provider type. Dashboard and report customization allows role-based or program-
based configurations using drag-and-drop interfaces, with options to configure widgets, charts,
filters, and data tiles. Workflow and business logic management supports both structured task
flows and ad-hoc overrides to handle exceptions or emergency scenarios, with configurable
business logic for processes like order sets, data entry flows, and HL7 validation and translation.

Requirements Management and Validation

SSG employs formal requirements management processes to capture, track, and validate
requirements throughout implementation. The team conducts system analysis and design
activities to update implementation and integration plans as needed to reflect additional issues
and risks that emerge during development. SSG factors user interface and user experience
considerations into implementation work to ensure the configured solution supports efficient,
intuitive workflows for end users.

Testing and Quality Assurance

SSG's testing approach includes multiple testing phases before application functionality is
implemented, with both automated and manual testing conducted throughout the
implementation lifecycle. The team follows documented defect management processes and
works collaboratively with Agency testing teams to ensure all configured workflows meet
requirements and perform as expected in the Agency's operational environment.

Governance and Change Management

SSG assumes that configuration of the existing system to meet the Agency's workflows, business
rules, and data requirements is expected and acceptable. The proposal is based on stable scope
as defined in the RFQ and referenced documents, with major scope changes addressed through
formal change control processes. SSG provides ongoing configuration support through the
enhancement configuration pool included in post-go-live years, enabling the Agency to request
workflow adjustments and system refinements as operational needs evolve.
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This comprehensive approach to system configuration and workflow customization ensures
Casetivity-IS is tailored to the Agency's specific operational requirements while maintaining
platform stability, supportability, and alignment with industry standards and CDC functional
requirements.

4.2.2.2.4. Data migration strategy, including:

SSG employs a structured, phased data migration strategy that treats migration as a core
component of the implementation process. The approach includes data assessment, mapping,
transformation, validation, testing, cutover planning, and post-migration verification to ensure
the accurate and secure migration of existing IS data, users and roles, provider and facility
records, program enrollments, and interface configurations. Multiple migration test cycles,
comprehensive validation activities, and close collaboration with the State help ensure data
integrity, continuity of operations, and production readiness while minimizing implementation
risk and system downtime.

4.2.2.2.4.1. Existing IS data migration.

SSG uses a structured, phased approach to data migration that ensures continuity, accuracy, and
minimal disruption during the transition to Casetivity-1IS. The migration strategy is designed to
preserve critical public health data integrity while enabling a seamless cutover from the existing
IIS.

The data migration methodology includes initial planning and assessment work, followed by
iterative development and testing before a final regression test prior to go-live. The following
illustrates this approach followed by information about each phase. Throughout this whole
process, WV will have transparent and complete access to all tools, code, configuration,
documentation, and data products used during the ETL processes, ensuring full visibility into
intermediate and final results.

Approval

- Data Migration Plan - Data Mapping Document - Migration Scripts - Test Results

Execute ETL
Plan Analysis and Develop Cleansing G ] Customer
Migration Map Data and Migration Scripts and Dep;loyr'r%ent‘Test Final

Ualldate

- Test Results

Profile and Cleanse Data

- Data Analysis and Cleansing Report
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¢ Phase 1: Plan Migration. Data migration begins with comprehensive planning that
establishes the foundation for all subsequent migration activities. During this phase, SSG
collaborates with project critical partners to establish the details of the data migration
approach, including the work breakdown structure, and clear roles and responsibilities. This
effort results in a Data Migration Plan document for review and approval by WV.

To reduce the burden on our customers, during this phase SSG requests copies of any
information readily available that would support the data migration effort. For example,
items such as legacy system Data Dictionaries or Database Schemas.

e Phase 2: Analyze and Map Data. Using the information gathered during the planning phase,
SSG conducts a thorough analysis of legacy data structures and schemas to understand the
data architecture. From this, SSG produces a detailed Data Mapping Document that defines
the transformation logic for converting legacy data structures to the target system format.
The Data Mapping Document will specify mappings such as those for the following: data
fields, answer selection values, and user roles.

e Phase 3: Profile and Cleanse Data. Data profiling and cleansing activities assess data quality,
completeness, and consistency across source systems. SSG understands that data cleansing
will be conducted by West Virginia as the owner of the data. If desired, SSG can provide
additional data cleansing support, with the scope of such support determined in
collaboration with the Agency. This collaborative approach ensures that data transformation
aligns with both technical requirements and the State's operational standards.

e Phase 4: Develop Cleansing and Migration Scripts. SSG will develop data cleansing and
migration scripts based on the documented requirements in the Data Mapping Document
and the Data Analysis and Cleansing Report. These scripts will convert legacy data into the
target solution format. This includes establishing data migration logic that will be executed
through automated ETL tools, ensuring consistency and integrity. The scripts will be
delivered to WV and made available at any time for review and use.

SSG uses Al and automation tools to significantly streamline the creation of migration
- scripts. That efficiency is passed on to customers.

$SG This work does not use any records from data, so maintains confidentiality.
Advantage

e Phase 5a: Execute Extraction, Transform, Load (ETL). During ETL execution, data is extracted
from legacy systems, transformed, cleansed, and loaded into the target system using
automated methods.
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e Phase 5b: Validate (with de-identified data). SSG employs a comprehensive, multi-phase
testing and validation strategy designed to ensure data integrity, traceability, and full WV
visibility throughout the data conversion process. This approach combines structured
validation protocols, iterative testing cycles, and transparent reporting mechanisms to
deliver measurable confidence in migration outcomes.

SSG performs rigorous testing through multiple migration test cycles with comprehensive
validation to confirm accuracy and completeness of migrated records. During each test
cycle, SSG confirms mapping accuracy, transformation logic, and script development.
Lessons learned from each test cycle will be incorporated into subsequent runs to improve
quality and reduce implementation risk.

The State plays a critical role in testing and quality assurance to confirm that migrated data
meets established standards. SSG validates data accuracy through structured testing
protocols and works with State critical partners to verify that all records and data elements
have been successfully migrated. This includes confirming completeness, accuracy, and
proper mapping of all data elements within patient, provider, facility, organization, user, and
program enrollment records.

* Phase 6: Conduct Regression and Deployment Test (with Production Data). Upon
successful functional and integration tests, a dataset that mimics the size and content of
Production data will then be migrated to a secure Certification Environment.

From a functional perspective, this final test represents a regression test of the data
migration and cleansing scripts. After the data is loaded into the Certification Environment,
SSG and WV can conduct final testing and UAT.

During this test, from a data migration script performance perspective, SSG will also capture
and monitor the time taken per import batch, general system performance, load metrics,
and overall data migration time. This testing cycle will establish the baseline performance
results so expectations can be set for the necessary period of time to migrate data to
Production. For performance test process, the Certification environment must be set up
such that it mirrors the setup of the production environment completely.

e Phase 7: Customer Final Approval. SSG will support WV as necessary to provide the final
approval on the data migration scripts. Throughout the data migration process, WV will have
appropriate end user accounts in the Conversion and Certification environments which will
provide transparency and enable User Acceptance Testing (UAT) of the data migration
scripts. WV will be able to conduct data validation by exercising the typical business process
workflows. SSG will obtain sign-off from the critical partners at this point. After sign-off, a
Production import schedule will be developed.
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Downtime and Cutover

SSG's migration scripts are structured to run within 24 hours, enabling production cutover to
occur over a weekend and avoiding disruption to standard provider workflows. By the time of
cutover, scripts have already been validated across multiple test rounds in the Certification
environment, so the production window is a controlled execution of a proven process — not a
live test.

Roles and Responsibilities

SSG and the State share clearly defined responsibilities throughout the migration process. The
State provides legacy data in the agreed-upon format and participates in data cleansing, testing,
and quality assurance activities. SSG manages the mapping, conversion, additional cleansing,
and technical execution of the migration. Both parties collaborate to ensure data integrity and
alignment with operational requirements.

Lessons Learned and Formal Closure

Upon completion of the migration phase, SSG obtains formal approval from critical partners to
close the migration and documents lessons learned. This ensures continuous improvement and
knowledge transfer for future system enhancements or updates.

SSG's data migration strategy delivers a secure, audited transition that preserves the integrity of
immunization records and ensures production readiness from day one. Based on the
specification of one legacy data source, SSG estimated the data migration effort to be around
500 hours.

4.2.2.2.4.2. User and roles migration.

SSG's data migration strategy for users and roles is designed to preserve access control integrity,
minimize disruption, and ensure continuity of operations during the transition from the existing
IIS to Casetivity-11S. The approach leverages SSG's prior experience with secure, audited data
migrations and familiarity with legacy system structures to reduce risk and maintain high fidelity
throughout the process.

e User and Role Migration: Casetivity-11S supports role-based security standards that align
with the existing IIS structure. The system enables jurisdictional administrators to add,
modify, and remove access controls based on user roles, and supports assignment of
multiple roles to individual users with page-level and field-level permissions. Role
hierarchies are preserved during migration, allowing automatic updates to all users
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assigned to a role based on changes made to master role attributes. This ensures that
existing access patterns, permissions, and organizational hierarchies transfer intact to
the new system.

e Administrative Tooling: Casetivity-1IS includes robust administrative capabilities to
support the migration and ongoing management of users and roles. The Admin Console
provides role definition and permission management, audit logging of user activity and
configuration changes, and security reports with real-time and historical insights into
active and inactive accounts, role hierarchies, access mappings, and login attempt
history. Access Administrator roles, managed at the organization level, coordinate user
onboarding and role assignments with IS oversight teams.

e Testing and Validation: SSG's methodology includes structured testing to confirm all user
and role data has migrated accurately. The two pre-UAT migration rounds allow the
jurisdiction to validate that user accounts, role assignments, permissions, and
organizational associations are correctly established in Casetivity-1IS. Audit logging and
security reporting capabilities enable administrators to verify that access controls
function as intended and that no users or roles are missing or misconfigured.

e Timeline and Coordination: Data migration activities begin within one month of project
kickoff and continue through working sessions over the following months. The phased
approach ensures that user and role migration is completed, tested, and validated well
before go-live, reducing the risk of access-related issues during production deployment.

This strategy ensures that users retain appropriate access to Casetivity-1IS from day one, that
role-based security controls remain intact, and that jurisdictional administrators have the tools
and visibility needed to manage access effectively in the new system.

4.2.2.2.4.3. Provider, Facility, and Organization migration.

SSG's data migration strategy for providers, facilities, and organizations is designed to ensure a
complete, accurate, and auditable transition from the existing IIS to Caset'ivity—IIS.- The approach
leverages SSG's prior experience collaborating with state agencies to perform secure, audited
data migrations, reducing risk and shortening timelines while preserving critical public health
data integrity throughout the transition.

The migration strategy follows a phased methodology that integrates data migration as a core
capability of the implementation process rather than treating it as a separate function. SSG
utilizes Extract, Transform, and Load (ETL) tools to execute the migration using established data
migration logic. The process includes automated methods for migrating data from source to
target systems, ensuring efficiency and consistency across all provider, facility, and organization
records.
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The migration process includes comprehensive validation to confirm all data has been migrated
and to assure the accuracy of records and data elements within those records. SSG's familiarity
with operational protocols reduces the risk of data loss or corruption and ensures high fidelity
during the transition. The approach addresses data cleansing, mapping, and conversion through
clearly defined roles and responsibilities between SSG and the State, with migration timing
integrated into the overall project timeline to minimize disruption to ongoing operations.

SSG assumes limited onboarding of new providers during the implementation phase so
estimates any support from SSG for this at 150 hours. This activity would support any setup,
configuration, and initial operational support for providers not previously enrolled in the IIS.
SSG will manage ongoing new provider enroliment post-go-live through standard M&O support.

This strategy ensures that provider, facility, and organization data is migrated completely and
accurately, supporting continuity of operations and enabling the State to maintain
uninterrupted service delivery throughout the transition to Casetivity-IIS.

4.2.2.2.4.4. Program enrollment migration.

SSG's data migration strategy for program enrollments ensures continuity of vaccine program
participation records during the transition from the existing IIS to Casetivity-1IS. The approach
preserves enrollment status, program associations, and historical enrollment data to maintain
uninterrupted vaccine program operations.

The program enrollment migration process begins during the Discovery phase, when SSG
requests a copy of the legacy data sources to initiate gap analysis. This occurs within one month
of project kickoff. Over the following four to five months, SSG conducts detailed analysis and
presents findings through working sessions with the State. This structured timeline allows the
State to review two complete rounds of data migration before User Acceptance Testing (UAT)
begins, typically around the 12-month mark.

SSG brings significant public health data migration and IS implementation experience to this
effort. The SSG team has extensive experience working with complex public health data models,
immunization workflows, and large-scale healthcare integrations. Casetivity-IIS is designed to
align with AIRA and CDC standards, enabling efficient mapping, transformation, and validation
of program enroliment data from legacy systems into the new solution. SSG’s migration
approach emphasizes secure, auditable, and repeatable processes that preserve data integrity,
maintain referential relationships, and support continuity of vaccine program operations
throughout the transition to Casetivity-IIS.
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The migration strategy treats data migration not as a separate function, but as a core, integrated
capability of Casetivity-IIS essential to delivering a complete, production-ready solution. This
approach reduces risk, shortens timelines, and ensures high fidelity and accuracy during
migration, preserving critical public health data integrity throughout the transition. Program
enrollment data is migrated alongside related organizational, facility, and user records to
maintain referential integrity and ensure that vaccine program associations remain intact in the
new system.

SSG's phased approach includes assessment, planning, implementation, validation, and go-live
monitoring phases that span the implementation timeline. Rigorous testing during the
validation phase confirms that all program enrollment records have been accurately migrated
and that enrollment workflows function correctly in Casetivity-IIS. This comprehensive strategy
ensures that vaccine program operations continue without disruption and that all enroliment
data remains accessible to authorized users in the new system.

4.2.2.2.4.5. Existing Interface migration and testing.

SSG employs a structured, phased approach to migrating and testing existing interfaces from the
current lIS to Casetivity-1IS. The strategy prioritizes continuity of critical data flows while
minimizing disruption to West Virginia's immunization program operations.

Interface Migration Methodology

SSG re-establishes incumbent interfaces and priority connections during the Develop Interfaces
phase of implementation. The team focuses first on mission-critical connections including 1Z
Gateway, Smarty Address Validation, and the ICE forecaster. Additional VXU/QBP connections
are implemented as scoped in the project plan. For each interface, SSG delivers interface
specifications, test plans, and onboarding playbooks for external partners to ensure clear
documentation and smooth transitions.

Testing and Validation Approach

SSG conducts conformance testing using standardized harnesses to ensure compliance with CDC
and AIRA standards. The team validates system connectivity prior to the submission of test data
and confirms that the transport layer between test sites and the IIS is functional. Interface
testing occurs in dedicated environments that mirror production configurations, allowing the
team to identify and resolve issues before go-live.
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Iterative Data Migration and Interface Coordination

Interface migration is coordinated with the broader data migration strategy. SSG profiles legacy
data sources within one month of project kickoff and conducts gap analysis over the following
months. The team performs iterative extract-transform-load (ETL) cycles, with each cycle
producing reconciliation reports to highlight data quality variances. West Virginia will see two
rounds of data migration prior to User Acceptance Testing (UAT), allowing the state to validate
both data accuracy and interface functionality in realistic conditions. SSG conducts a cutover
rehearsal to ensure readiness before final production deployment.

Deliverables and Documentation

SSG provides Interface Design Documents as formal deliverables. Interface-specific
documentation includes specifications, test plans, and onboarding playbooks that support both
immediate implementation needs and long-term maintenance. This documentation ensures
West Virginia retains full operational knowledge of interface configurations and testing
protocols.

This comprehensive approach ensures existing interfaces are migrated systematically, tested
thoroughly, and validated against industry standards before production deployment, supporting
seamless continuity of West Virginia's immunization data exchange operations.

4.2.2.2.5. Change request management process.

SSG utilizes a structured and systematic change request management process designed to
maintain project control while remaining responsive to evolving client needs throughout
implementation and post-go-live operations. This process ensures that all critical partners
understand proposed changes and their impacts before decisions are made, protecting schedule
integrity and budget predictability while supporting necessary adaptations.

Change Control Process During Implementation

SSG establishes a standard Change Control Document at project initiation that defines the
complete change management workflow. When a change request is submitted—whether from
the State, SSG team members, or other critical partners—the request is documented using a
standardized template that captures the nature of the change, the business justification, and
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the requestor information. SSG then conducts a thorough impact analysis that evaluates effects
on system functionality, project timeline, resource allocation, budget, and interdependencies
with other project components. This analysis is documented and presented to the appropriate
decision-making authority, typically defined in the Project Management Plan. The State reviews
the analysis and makes an informed decision to approve, defer, or reject the change request.
Once approved, SSG updates the project plan, schedule, and scope documentation accordingly,
and communicates the change and its implications to all affected critical partners.

Governance and Decision Authority

SSG's approach recognizes that clients retain ultimate authority over scope decisions. The
change control process is not designed to prevent changes, but rather to ensure changes are
made deliberately with full understanding of their consequences. The Project Management Plan
establishes clear escalation paths and approval thresholds, ensuring that minor configuration
adjustments can be handled efficiently while significant scope changes receive appropriate
executive review and sign-off.

Post-Implementation Change Management

After go-live, the change request process continues through SSG's standard maintenance and
support framework. Configuration changes, enhancements, and system updates follow the
same disciplined approach established during implementation. SSG maintains version control
for all system components through the Configuration Management Plan, ensuring that changes
are tracked, tested, and deployed in a controlled manner that protects system stability and data
integrity.

This structured change management approach balances flexibility with control, enabling the
State to adapt the solution to evolving program needs while maintaining project accountability,
minimizing risk, and ensuring that all decisions are made with complete transparency regarding
their impact on timelines, costs, and system functionality.

4.2.2.2.6. Roles and responsibilities of vendor and client teams.

SSG structures implementation teams with clearly defined roles and mutual accountability to
ensure seamless transition from the existing IIS to Casetivity-11S. Both vendor and client teams
work collaboratively throughout the project lifecycle, with responsibilities distributed to
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leverage each party's expertise while maintaining clear ownership and communication
channels.

SSG Vendor Team Roles and Responsibilities

SSG assigns a dedicated project team led by a Project Manager who serves as the single point of
contact for all project communications and deliverables. This role ensures on-time completion
of all phases and milestones, maintains compliance with contractual requirements and
reporting obligations, leads status and quality-review meetings, manages risk and issue
resolution processes, and oversees SSG functional leads while coordinating with client program
and technical teams.

The vendor team includes specialized roles across implementation, technical, and support
functions. The Implementation Lead and Release Manager coordinates system configuration,
customization, testing, training, and go-live support tasks. The Data Migration Lead manages the
transfer of existing IIS data, users and roles, and provider, facility, and organization records. The
Lead Architect and Database Administrator establish and maintain the Production, Test, and
Development server environments. The OCM Lead and Training Lead develop and deliver
comprehensive role-specific training programs. The Testing Lead and QA Analyst ensure quality
assurance throughout configuration and deployment. Functional System Analysts and Business
Analysts translate client workflows and business rules into system configuration. Security
Advisors ensure compliance with industry standards and jurisdictional requirements.
Developers and Low Code Engineers execute system customization and workflow configuration
as needed.

SSG also provides executive oversight through an Executive Lead, ongoing relationship
management through an Account Manager, and operational continuity through a Maintenance
and Operations Manager. A Public Health Subject Matter Advisor brings domain expertise to
align the solution with immunization program requirements and CDC standards. The Project
Coordinator maintains documentation, tracks deliverables, and supports cross-team
coordination.

Client Team Roles and Responsibilities

The client engages a project manager during the system implementation phase who serves as
the primary liaison with SSG's Project Manager. This role coordinates internal critical partners,
facilitates decision-making, reviews and approves deliverables, and ensures alignment between
the implementation and the agency's workflows, business rules, and data requirements.
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Client programmatic and technical teams participate actively throughout implementation.
Program staff validate requirements, review system configuration to confirm it meets
operational needs, participate in user acceptance testing, and provide feedback on training
materials. Technical teams coordinate on environment setup, interface development and
testing, security reviews, and infrastructure integration. Subject matter experts from the
immunization program provide domain guidance on policies, procedures, and CDC compliance
requirements.

Collaborative Approach

SSG and the client maintain regular communication through status meetings, quality-review
sessions, and acceptance checkpoints. SSG leads the technical implementation while the client
provides domain expertise, policy guidance, and operational validation. This partnership model
ensures the configured system reflects the agency's specific workflows and meets all functional
and regulatory requirements. SSG manages the change-control process with client input and
approval, maintaining a deliverable acceptance log to track progress and ensure mutual
accountability.

This clearly defined division of responsibilities, combined with structured collaboration and
communication protocols, supports successful implementation and positions both teams for
effective long-term partnership during the maintenance and operations phase.

4.2.2.2.7. Risk mitigation strategies and contingency planning.

SSG's risk mitigation and contingency planning approach for IIS implementation is structured
around proactive identification, transparent communication, and proven response strategies
developed through large-scale public health deployments.

SSG recognizes that large-scale public health implementations inevitably encounter unexpected
challenges and plans for this reality rather than minimizing it. The approach centers on
partnering with clients to resolve issues quickly and transparently, whether challenges involve
data quality, interface dependencies, or evolving federal requirements. SSG brings the
experience and flexibility to respond effectively to implementation risks.

A key area of potential risk involves managing dependencies with external partners, such as
Electronic Health Record (EHR) vendors, Health Information Exchanges (HIEs), and CDC services
like 1Z Gateway. These connections often involve varying standards, uneven data quality, and
external schedules. SSG mitigates this risk through proven strategies including conformance
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validation tools, interface playbooks, phased onboarding, and strong critical partner
communication.

SSG's implementation approach is structured around risk mitigation and phased
implementation, organized into two high-level configuration phases and a parallel data
migration track. This phased structure allows for controlled deployment, early identification of
issues, and iterative refinement before full production deployment.

For legacy data quality and reconciliation complexity—a common risk that can cause delays and
incorrect records—SSG employs early profiling, iterative conversions, automated reconciliation,
and targeted data cleanup sprints. The Data Migration Lead owns this risk area and applies
these mitigation strategies throughout the implementation period.

SSG's Pre-Implementation Setup phase establishes the foundational project framework,
confirms shared understanding of scope and priorities, and prepares the technical and
organizational environment necessary for successful implementation. This stage includes formal
governance alignment and discovery workshops to validate scope and high-level requirements,
reducing the risk of misalignment or scope gaps.

The approach balances standards-based functionality with the flexibility to support unique
public health priorities and enhanced functionality requirements. SSG organizes implementation
into clearly defined categories—Core IIS Capabilities, configurable enhancements, data
migration, and infrastructure setup—each grounded in domain expertise and modern
architecture that enables rapid, adaptable delivery while preserving long-term value.

This comprehensive risk mitigation and contingency planning approach ensures that potential
implementation challenges are anticipated, managed proactively, and resolved through
structured processes and clear accountability, supporting a seamless transition to the new lIS.

4.2.2.2.8. Training, support, and knowledge transfer during implementation.

SSG’s comprehensive training approach is designed to ensure that all user groups—from Agency
staff and trainers to clinical providers, schools, childcare facilities, and members of the general
public—achieve full proficiency with the IIS solution and maintain that proficiency. This
approach combines proven instructional methodologies, role-specific learning journeys, and
ongoing knowledge transfer to drive sustained adoption and operational continuity.

Training Philosophy and Design Principles

SSG’s training program is built on a user-centered foundation that accommodates diverse
learning styles and preferences. SSG recognizes that some users learn best through reading
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materials, others through listening to presentations, and still others through hands-on practice
that allows immediate application of new skills. All training materials and delivery methods are
designed to be accessible and compliant with WCAG 2.2 standards, ensuring that every user can
effectively engage with the content regardless of ability.

Trainers actively solicit and incorporate user feedback throughout the training process, creating
an interactive learning environment that responds to real-world needs and challenges. This
approach ensures that training remains relevant, practical, and directly applicable to users' daily
responsibilities.

SSG will provide a dedicated training environment during the initial implementation and during
all the Maintenance and Operations phase.

Training Approach During Implementation

SSG develops tailored learning journeys for key program areas, working collaboratively with WV
to define the specific competencies required for each role. Representative training groups
include:
e Agency Staff Trainers—equipped to train external interested parties including clinical,
school, and childcare users
» Help Desk personnel—prepared to provide technical assistance and troubleshooting
support
« Data Exchange specialists—trained on interface management and data quality assurance
e School Law administrators—focused on school immunization reporting and compliance
e Immunization Quality Improvement Program (lQIP) staff—trained on assessment and
evaluation capabilities
¢ 1IS Technical staff—provided with advanced system administration and configuration
knowledge
e System Administrators—equipped with operational and maintenance expertise
e General Agency Staff—trained on core system functionality relevant to their roles
e Consumer/General Public—enabled to effectively utilize the Public Portal

Each learning journey is customized based on the audience type (casual users, power users, or
specialty users) and their specific interaction model with the system. For example, clinical users
who enter data directly into the system receive more extensive hands-on training, while data
exchange users who primarily query information receive focused instruction on search and
reporting capabilities.

SSG develops comprehensive training materials including on-demand video instructions and
demonstrations for each user role, as well as digital user guides and manuals for both functional
and technical reference. These materials are designed to support both initial learning and
ongoing reference needs.
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The training program addresses all core system functions including patient and immunization
record management, vaccine inventory operations, data quality monitoring, reporting and
analytics, interoperability workflows, and role-based access controls. SSG also provides
specialized training for emergency preparedness scenarios, supporting expedited onboarding of
partners during vaccine-preventable disease outbreaks or public health emergencies. This
ensures the jurisdiction can rapidly scale operations when needed while maintaining data
guality and security standards.

Post-Implementation Support

Following go-live, SSG provides a defined period of enhanced dedicated support to resolve user
adoption issues and ensure smooth transition to full operational use. This elevated support level
addresses the natural learning curve as users begin working with the system in production
environments. Help desk support is available Monday through Friday, 8:00 AM to 5:00 PM local
time, with documented escalation procedures to ensure timely resolution of issues. SSG
maintains system performance monitoring and proactive issue resolution for the hosted
environment, addressing potential problems before they impact users.

Knowledge Transfer and Sustainability

SSG's knowledge transfer approach ensures West Virginia develops internal expertise to-manage
and optimize the system over time. This includes training jurisdictional administrators on system
configuration, user and organization management, data quality rule adjustment, and report
customization. SSG provides annual or on-demand refresher training modules and updated
documentation to cover new system features, version upgrades, and changes to federal or
jurisdictional standards. This ongoing education ensures the jurisdiction remains current with
evolving immunization program requirements, including updates aligned with CDC IIS Functional
Standards releases and Advisory Committee on Immunization Practices (ACIP)
recommendations.

Training materials are updated to reflect system changes, ensuring documentation remains
accurate and relevant throughout the contract term. SSG's approach emphasizes building
sustainable operational capacity within the jurisdiction, reducing long-term dependence on
vendor support while maintaining access to expert assistance when needed.

This comprehensive training, support, and knowledge transfer strategy ensures West Virginia
achieves successful implementation, smooth operational transition, and sustained system
optimization throughout the contract lifecycle.
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4.2.2.3. Vaccine Exemption Functionality- OEPS seeks to enhance its IIS
with robust vaccine exemption tracking and reporting capabilities. The
intent of this section is for OEPS to evaluate how comprehensive and
configurable the Vendor's IIS exemption functionality is, and how well it
supports jurisdictional needs for school-entry compliance, public health
reporting, and exemption management.

The Vendor should provide a detailed description of their approach,
system capabilities, and configuration options related to vaccine
exemptions. The response should include, but is not limited to the
following:

4.2.2.3.1. Ability to record exemptions by vaccine or disease category.

Casetivity-1I1S supports the ability to record vaccine exemptions by vaccine or disease category
out of the box. The system can be configured to make exemptions disease-specific, allowing
jurisdictions to align exemption tracking with their specific public health and school-entry
compliance requirements.

The system captures exemption information at the patient level and links it to specific vaccines
or disease categories based on jurisdictional configuration. This capability supports accurate
tracking of which vaccines a patient is exempt from receiving, whether the exemption applies to
a single vaccine (such as MMR) or to a broader disease category (such as all measles-containing
vaccines). Authorized users can record exemptions during patient record management
workflows, ensuring exemption status is documented alongside demographic and immunization
data.

Casetivity-1IS generates standard reports displaying vaccine exemption rates, enabling public
health staff to monitor exemption trends by vaccine type, disease category, and other
demographic or geographic factors. The system also produces exclusion letters that identify
which vaccines a student needs to come into compliance with school-entry requirements,
supporting enforcement of immunization policies while respecting documented exemptions.
Additionally, the system generates reports of patients declining or refusing vaccinations,
providing visibility into exemption patterns and supporting targeted outreach and education
efforts.

This functionality enables jurisdictions to maintain accurate exemption records, support school
and childcare compliance reporting, and assess exemption rates across populations—meeting
both operational and regulatory requirements for vaccine exemption management.

@
0.(." S S G CRFP MI52700000001 | Strategic Solutions Group LLC 114



Integrity. Passion. Results.

4.2.2.3.2. Support for exemption types: permanent, temporary (with expiration
date), and provisional (with review date).

Casetivity-1IS supports all three exemption types required for comprehensive vaccine exemption
management: permanent, temporary with expiration date, and provisional with review date.
This functionality enables jurisdictions to accurately track and manage exemptions in
accordance with state policy and school-entry compliance requirements.

The system allows authorized users to record permanent exemptions for individuals who have
ongoing medical or other qualifying conditions that preclude vaccination. For temporary
exemptions, Casetivity-1IS supports the entry of expiration dates, enabling the system to track
when an exemption period ends and the individual may need to resume vaccination or renew
their exemption status. Provisional exemptions can be recorded with review dates, allowing
jurisdictions to flag records that require periodic reassessment or follow-up action.

This capability integrates with the system's broader exemption tracking functionality, which links
exemption records to patient demographics and supports reporting by exemption type. The
expiration date and review date fields enable automated tracking and reporting workflows,
helping immunization programs and school health officials identify students whose exemption
status requires attention. Jurisdictional administrators can configure exemption workflows to
align with state-specific policies and review processes.

Cosetivity-11S meets the requirement for supporting permanent, temporary, and provisional
exemption types, providing the flexibility and data integrity needed for effective exemption
management and compliance reporting.

4.2.2.3.3. Support for exemption reasons: medical, religious, philosophical.

Casetivity-1IS supports the full range of exemption reasons required for comprehensive vaccine
exemption tracking and reporting, including medical, religious, and philosophical exemptions.
This capability enables jurisdictions to accurately document and report exemption data in
alignment with state policies and school-entry compliance requirements.

The system provides out-of-the-box functionality to generate reports of student exemptions by
type, including medical and religious exemptions. This reporting capability is available as
standard functionality within Casetivity-1IS. Authorized users can generate exemption reports
that support school compliance monitoring, public health surveillance, and jurisdictional
reporting requirements.
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Casetivity-1IS also supports the generation of exclusion letters that identify which vaccines a
student needs to come into compliance with requirements and be permitted to attend school.
This functionality streamlines communication between schools, parents, and healthcare
providers while supporting enforcement of immunization requirements.

The exemption tracking and reporting capabilities integrate with the system's broader school
roster functionality, enabling jurisdictions to monitor exemption patterns by school, grade, and
district. This integration supports longitudinal tracking of exemption trends and helps identify
populations that may be vulnerable during disease outbreaks.

SSG's approach ensures that exemption data is linked to patient demographics and can be
configured to meet jurisdiction-specific workflows and review processes. This flexibility allows
the system to adapt to evolving state policies while maintaining consistent, accurate exemption
records that support both compliance monitoring and public health decision-making.

4.2.2.3.4. Linkage of exemption records to patient demographics ( e.g., age,
race/ethnicity, geography).

Casetivity-IIS links exemption records to patient demographics through its integrated patient
record management system, which stores comprehensive demographic information including
age, race/ethnicity, and geographic location as part of each patient's core record. When an
exemption is recorded in the system, it is associated directly with the patient's demographic
profile, enabling jurisdictional administrators and authorized users to analyze exemption
patterns across demographic dimensions.

The system captures country of birth, address information with geocoding support, and
configurable demographic data elements that can be tailored to meet jurisdictional
requirements and privacy policies. Geographic linkage is supported through address
standardization per US Postal Service conventions and geocoding functionality, which enables
mapping and statistical reporting by location. This geographic association allows exemption data
to be analyzed by county, district, school, or other jurisdictional boundaries defined in the
system's configurable geographic hierarchy.

Report parameters such as age and geographic location enable identification and filtering of
patient populations, including those with exemptions. Administrators can define additional
parameters to support exemption reporting by school, grade, district, exemption type, and
compliance status. The system's role-based access control ensures that only authorized users
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can access linked demographic and exemption data, maintaining confidentiality while
supporting public health reporting and school-entry compliance tracking.

This linkage supports longitudinal tracking of exemption trends across demographic groups and
enables jurisdictional programs to identify vulnerable populations, assess coverage gaps, and
generate reports that inform targeted outreach and policy decisions. Casetivity-1IS meets the
requirement to link exemption records to patient demographics including age, race/ethnicity,
and geography.

4.2.2.3.5. Reporting capabilities by school, grade, district, exemption type, and
compliance status.

Casetivity-1IS provides comprehensive reporting capabilities for vaccine exemptions that support
school compliance monitoring, public health analysis, and jurisdictional oversight. The system
generates exemption reports by type—including medical and religious exemptions—and
supports filtering and analysis across multiple dimensions to meet federal and jurisdictional
reporting requirements.

The system provides out-of-the-box functionality to generate reports displaying vaccine
exemption rates. These reports provide visibility into exemption patterns and support
compliance tracking for childcare, school, and college settings. Casetivity-IIS captures
exemptions at the patient or student level, with the ability to associate exemptions with specific
vaccines when relevant. This granular data capture enables detailed analysis of exemption
trends by vaccine series, exemption type, and student population.

For school-specific reporting, Casetivity-IIS supports uploading lists of patients or students and
returns School Compliance reports when patient matches are found in the system. These
reports display a count of students who have met each vaccine series, have exemptions, or have
no records on file. The School Compliance report provides a summary of student immunization
data with all vaccine series listed, enabling school administrators and public health officials to
quickly assess compliance status at the individual school level. The system also generates
exclusion letters stating which vaccines a student needs to come into compliance with
requirements and be permitted to attend school.

The system provides access to data for assessing vaccination coverage and identifying
vulnerable populations. Jurisdictional administrators can generate reports that provide
information about students and their immunization histories for school compliance purposes.
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These reporting capabilities enable users to access coverage reports without assistance from IIS
staff, supporting efficient compliance monitoring and public health surveillance.

Casetivity-1IS meets the requirement for reporting vaccine exemptions by exemption type and
compliance status, with school-level reporting available out of the box and additional
customization options available to support jurisdiction-specific reporting needs across grade
levels and districts.

4.2.2.3.6. Integration with school roster functionality and support for
longitudinal tracking.

Casetivity-1IS integrates vaccine exemption tracking with school roster functionality and
supports longitudinal tracking through a roster-based approach that links students to schools
and enables compliance monitoring over time.

The system supports uploading student lists via Excel templates, which are then matched
against patient records in the 1IS. When matches are found, the system generates School
Compliance reports that display exemption status alongside immunization records at the
individual school level. These reports include counts of students who have met each vaccine
series, have exemptions on file, or have no records. The School Compliance report displays a
summary of student immunization data with all vaccine series and exemption information listed
together, enabling school administrators to assess compliance status across their student
population.

Roster integration allows exemption records to be linked to patient demographics and school
enrollment information, supporting targeted reporting by school, grade, and county. This
linkage enables the jurisdiction to identify geographic and demographic gaps in immunization
coverage and track exemption patterns across different student populations. The system
supports registration of public and private schools, non-registered facilities, and school districts,
and can initiate scheduled school immunization surveys for preschool, kindergarten, grades
seven and 12, and college populations.

For longitudinal tracking, the system maintains exemption records as part of the patient's
immunization history, allowing authorized users to monitor exemption status over time as
students progress through grade levels. The Mass Vaccination Roster functionality supports bulk
upload and roster-based data entry, which can be extended to track exemption status during
school enrollment periods or compliance review cycles. Dashboards track survey responses,
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compliance status, and coverage metrics, providing visibility into exemption trends across
schools and over time.

This integrated approach reduces administrative burden for school nurses and health officials
while supporting compliance with immunization requirements in childcare, school, and college
settings. The system's ability to link exemption data to school rosters and generate compliance
reports without IIS staff assistance enables the jurisdiction to monitor exemption patterns,
assess compliance rates, and identify students requiring follow-up for school entry
requirements.

4.2.2.3.7. Configuration options for jurisdiction-specific exemption workflows
and review processes. Allowing administrators to review, approve, or reject
submitted exemption requests for all exemption types supported by the system.

Casetivity-lIS provides jurisdictional administrators with comprehensive configuration
capabilities to tailor exemption workflows and review processes to meet jurisdiction-specific
policies and operational requirements. These configuration options enable administrators to
align the system with local laws, public health priorities, and school-entry compliance
procedures without requiring custom development.

Jurisdictional administrators can configure authorization agreements and user agreements to
reflect jurisdictional policy. The system supports configuration of data elements included for
each jurisdiction, including address granularity, demographic data based on privacy sensitivity,
and other jurisdiction-specific settings. This flexibility extends to exemption management,
allowing administrators to define how exemption data is captured, validated, and reviewed
according to local requirements.

In addition to configurable exemption workflows, Casetivity-1IS supports an administrative
review process for exemption requests. Authorized users can review submitted exemption
requests for all exemption types supported by the system and take appropriate action based on
jurisdictional policy. Administrators can approve or reject exemption requests, and the system
records the outcome as part of the exemption record. All review activities are captured in the
audit log, including the reviewing user, action taken, date and time, and any associated
comments, providing a complete history of the exemption review process.

Administrators can adjust data quality business rules for exemption-related data validations in
both HL7 messaging and the user interface. This includes setting validation levels as Error,
Warning, or Informational, ensuring that exemption data meets jurisdictional standards for
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completeness and accuracy. Administrators also can create or update data quality reports
specific to exemption tracking and compliance monitoring.

The system supports configurable match and merge logic based on source trust levels, which
applies to exemption records linked to patient demographics. This ensures that exemption data
remains accurately associated with individual patient records even when demographic
information is updated or records are merged. Role-based access controls can be configured to
restrict exemption data access to authorized personnel based on user roles, organization
jurisdiction, and data sensitivity.

For school-entry compliance workflows, administrators can configure business rules that govern
how exemptions are processed, reviewed, and reported. The system's audit logging capabilities
track all actions related to exemption records, including data views, edits, and report
generation, with user ID, role, and timestamp information. This supports accountability and
enables administrators to monitor compliance with jurisdictional review processes.

These configuration capabilities enable jurisdictions to implement exemption workflows that
align with local policies while maintaining data quality, security, and reporting requirements for
public health analysis and school compliance tracking.

4.2.2.4. Coverage Reporting and Population Definition - OEPS seeks to
ensure that the IIS supports accurate, flexible, and jurisdictionally
relevant coverage rate reporting. The intent of this section is for OEPS to
evaluate how well the Vendor's system defines and applies demographic
population parameters for immunization rate calculations, and how
configurable the reporting tools are for public health analysis.

The Vendor should provide a comprehensive description of their
approach to coverage reporting and how the system supports
jurisdiction-specific reporting needs. The response should include, but is
not limited to, detailed information on the following:

4.2.2.4.1. Ability to define and document the demographic population used for
rate calculations (numerator and denominator).

Casetivity-11S supports the definition and documentation of demographic populations used for
immunization rate calculations through comprehensive coverage reporting capabilities that
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enable jurisdictions to establish both numerators and denominators for rate analysis. The
system provides predefined and ad hoc assessment and coverage reports that authorized users
can generate independently without requiring assistance from SSG staff, ensuring timely access
to population-level immunization data.

The solution enables jurisdictions to define demographic populations using multiple
configurable parameters. Users can establish population cohorts by user-defined geographic
areas, age range, vaccine type, and patient cohort. The system supports jurisdictional filtering
by state, county, and other geographic boundaries, allowing public health programs to align
population definitions with their specific reporting requirements and public health priorities.
Coverage reporting supports analysis by multiple demographic dimensions, including ethnicity
and age range, enabling comprehensive assessment of immunization coverage across different
population segments.

Casetivity-1IS generates reports that reflect complete vaccine series, initiation of series (one or
more doses), and final dose needed to complete a series. This functionality supports accurate
numerator calculation by identifying individuals who meet specific immunization milestones
within defined populations. The system includes standard predefined coverage reports available
out-of-the-box, including Standard Childhood Coverage Report, Standard Adolescent Coverage
Report, Adolescent 13-17-Year-Old Coverage Report, Flu Coverage Report, COVID-19 Coverage
Report, Standard Childhood Master Rate Comparison Report, Standard Adolescent Master Rate
Comparison Report, and CDC AFIX Report. All reports can be run on-demand by authorized
users and include only patient data the user has permission to view, ensuring appropriate data
governance.

The solution provides access to data to assess vaccination coverage and identify vulnerable
populations, supporting denominator definition through comprehensive demographic data
capture. The system contains complete and timely demographic and immunization data for
children, adolescents, and adults residing or immunized within the jurisdiction. The technical
infrastructure securely captures, stores, and processes patient demographic and vaccination
data consistent with established policies and procedures, ensuring data quality and
completeness for accurate rate calculations.

Casetivity-IIS supports the identification, prevention, and resolution of duplicate and
fragmented patient demographic and vaccination data in accordance with policies and
procedures. This data quality functionality ensures that both numerator and denominator
calculations reflect accurate, deduplicated patient counts, improving the reliability of coverage
rate reporting. The system's configuration options allow jurisdictions to customize report
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parameters and align with CDC and state-defined coverage metrics, ensuring that population
definitions and rate calculations meet federal and jurisdictional reporting requirements.

4.2.2.4.2. Support for jurisdictional filtering by state, county, or other geographic
boundaries.

Casetivity-1IS provides comprehensive jurisdictional filtering capabilities that enable users to
generate coverage reports by state, county, and other geographic boundaries. The system
supports the establishment of a geographic jurisdictional hierarchy that allows users to define
and organize geographic areas according to their operational structure. Once configured, users
can generate coverage reports across these hierarchical levels without requiring assistance from
SSG staff.

County organizations with user-level based access can independently generate reports for user-
defined geographical areas. The system assigns different roles to users and provides access
through those assigned roles to various reports with county filters that can be utilized to restrict
data to particular geographic areas. This role-based approach ensures that users see only the
patient data they have permission to view while maintaining the flexibility to analyze coverage
within their jurisdictional boundaries.

The solution includes both predefined standard coverage reports and ad-hoc reporting
functionality. Standard reports available out-of-the-box include Standard Childhood Coverage
Report, Standard Adolescent Coverage Report, Adolescent 13—-17-Year-Old Coverage Report, Flu
Coverage Report, COVID-19 Coverage Report, Standard Childhood Master Rate Comparison
Report, Standard Adolescent Master Rate Comparison Report, and CDC AFIX Report. All reports
support filtering by user-defined geographic areas, enabling public health officials to analyze
immunization coverage at the state, county, or other geographic levels relevant to their program
needs.

For users requiring more specialized analysis, Casetivity-IIS offers a personalized report option
where SSG provides various filter options for each report. Users can save their own filter
choices, eliminating the need to re-enter parameters each time they run a report. This
capability streamlines routine reporting workflows while maintaining the geographic specificity
required for jurisdictional public health analysis.

Casetivity-11S meets the requirement for jurisdictional filtering by state, county, and other
geographic boundaries through its hierarchical geographic configuration, role-based access
controls, and flexible reporting tools that support both standard and customized coverage
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analysis.

4.2.2.4.3. Ability to generate reports reflecting:

4.2.2.4.3.1. Complete vaccine series.

Casetivity-11S generates coverage reports that reflect complete vaccine series completion
through both predefined standard reports and configurable ad-hoc reporting capabilities. The
system includes a Standard Childhood Coverage Report and a Standard Adolescent Coverage
Report, both of which assess whether patients have completed full vaccine series according to
Advisory Committee on Immunization Practices (ACIP) recommendations. These reports
evaluate immunization coverage by vaccine type and series completion status, allowing
authorized users to identify populations that have finished recommended vaccination
schedules.

The solution also provides Custom Coverage reports that enable users to define their own
coverage criteria for vaccine series completion. Users can specify the doses needed for each
vaccine group of interest and configure report parameters to align with Centers for Disease
Control and Prevention (CDC) and state-defined coverage metrics. All coverage reports include
filter options by geographic area, race, ethnicity, and Vaccines for Children (VFC) eligibility,
supporting targeted analysis of series completion rates across different population segments.

Authorized users generate these reports on-demand through the system's no-code/low-code
reporting interface without requiring technical intervention from SSG staff. This self-service
capability ensures that immunization program staff can access timely data to assess vaccination
coverage, identify vulnerable populations with incomplete series, and support quality
improvement initiatives. The reporting functionality operates out-of-the-box and supports the
jurisdiction's ability to monitor complete vaccine series completion in accordance with federal
and jurisdictional reporting requirements.

4.2.2.4.3.2. Initiation of series (1 or more doses).

Casetivity-1IS provides comprehensive coverage reporting capabilities that include the ability to
generate reports reflecting initiation of a vaccine series, defined as one or more doses
administered. This functionality supports public health programs in identifying populations that
have begun but have not yet completed recommended immunization schedules, enabling
targeted outreach and intervention strategies.

The system includes predefined Standard Coverage Reports that assess series initiation across
key age groups and vaccine types. Authorized users can generate Standard Childhood Coverage
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Reports, Standard Adolescent Coverage Reports, and Adolescent 13—-17-Year-Old Coverage
Reports on demand without requiring assistance from SSG staff. These reports are designed to
align with public health program requirements and can be filtered by user-defined parameters
including geographic area, age range, race, ethnicity, and Vaccines for Children (VFC) eligibility
status.

In addition to predefined reports, Casetivity-IIS offers ad-hoc Custom Coverage reporting
capabilities that allow authorized users to define their own coverage criteria for various vaccine
groups. Users can specify the doses needed for each vaccine group of interest and generate
reports that reflect series initiation based on their program-specific definitions. This flexibility
ensures that jurisdictional programs can assess coverage according to both federal standards
and state-defined metrics.

All coverage reports are accessible through the system's no-code/low-code reporting interface,
enabling authorized users to independently generate, filter, and export reports for program
decision-making and population health planning. Reports display only patient data that users
have permission to view, ensuring compliance with role-based access controls and data privacy
requirements. This self-service reporting capability reduces administrative burden on SSG staff
while providing timely access to actionable immunization data for coverage assessment and
quality improvement initiatives.

Casetivity-11S meets the requirement to generate coverage reports reflecting initiation of a
vaccine series through both standardized and customizable reporting tools that support
independent, on-demand analysis by authorized public health users.

4.2.2.4.3.3. Final dose needed to complete a series.

Casetivity-1IS generates coverage reports that reflect the final dose needed to complete a
vaccine series. The system's coverage reporting capabilities allow authorized users to assess
immunization status for patients who require additional doses to complete recommended

vaccine series.

The solution provides both predefined and ad-hoc coverage reporting tools that support this
requirement. Standard predefined coverage reports include the Standard Childhood Coverage
Report, Standard Adolescent Coverage Report, Adolescent 13-17-Year-Old Coverage Report, Flu
Coverage Report, COVID-19 Coverage Report, and CDC AFIX Report. These reports display
immunization coverage by vaccine type and identify patients who need final doses to achieve
series completion.
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The system also offers Custom Coverage reports through a no-code/low-code reporting
interface. Users can define the doses needed for each vaccine group of interest and generate
reports that identify patients requiring final doses. All coverage reports include filter options
such as geographic area, race, ethnicity, and VFC-eligibility, enabling targeted identification of
populations needing series completion.

Authorized users can generate these reports on-demand without requiring technical
intervention from SSG staff. This self-service capability supports timely identification of patients
needing final doses and enables providers to take action to improve series completion rates.
The configuration options allow alignment with CDC and state-defined coverage metrics,
ensuring reports meet federal and jurisdictional reporting requirements.

Casetivity-11S meets the requirement to generate coverage reports reflecting the final dose
needed to complete a vaccine series.

4.2.2.4.4. Configuration options for customizing report parameters and aligning
with CDC and state-defined coverage metrics.

Casetivity-1IS provides comprehensive configuration options for customizing coverage report
parameters and aligning with CDC and state-defined coverage metrics. The system supports
both predefined standardized reports and flexible ad-hoc reporting capabilities that allow
jurisdictions to tailor coverage analysis to their specific program requirements and public health
priorities.

The solution includes dashboards for providers, local health staff, and DOH administrators.
Predefined reports (e.g., coverage, invalid doses, timeliness) can be run at the organization or
statewide level. Users can also generate ad hoc reports without vendor intervention. The
system can also be configured to generate standardized extracts for federal and state reporting,
with the option for staff to review outputs prior to submission.
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Predefined Coverage Reports Aligned with CDC Standards

The solution includes a suite of standardized coverage reports designed to meet CDC and
federal program requirements. These reports are available out-of-the-box and can be run on-
demand by authorized users, including Standard Childhood Coverage Report, Standard
Adolescent Coverage Report, Adolescent 13-17 Year Old Coverage Report, Flu Coverage Report,
COVID-19 Coverage Report, Standard Childhood Master Rate Comparison Report, Standard
Adolescent Master Rate Comparison Report, and CDC AFIX Report. The CDC AFIX Report
specifically supports the CDC Immunization Quality Improvement for Providers program
guidance on immunization coverage among organization and facility patient populations.

User-Defined Parameters and Custom Coverage Reports

Beyond standardized reports, Casetivity-IIS offers ad-hoc Custom Coverage reporting that allows
users to assess immunization coverage based on their own coverage criteria for various vaccine
groups. Users can define the doses needed for each vaccine group of interest, enabling
jurisdictions to align reporting with state-specific coverage metrics and program goals. The
system supports coverage reporting by multiple user-defined parameters including user-defined
geographic areas, age range, vaccine type, and patient cohort.

Flexible Filtering and Demographic Analysis

All coverage reports—both standard and custom—include various filter options that allow users
to segment and analyze data by geographic area, race, ethnicity, VFC-eligibility, and patient sex.
This filtering capability enables jurisdictions to generate reports for user-defined geographic
areas, assess coverage rates among select populations, and identify under-immunized
populations based on demographic characteristics. County organizations with user-level based
access can generate reports for user-defined geographical areas independently.

No-Code Configuration by Jurisdictional Administrators

The system's built-in no-code and low-code reporting interface allows system administrators to
create, configure, and share reports without requiring database access or technical intervention
from SSG staff. This self-service capability ensures that jurisdictions can adapt reporting
parameters to evolving program requirements, modify coverage criteria, and align with updated
CDC or state-defined metrics without vendor dependency. Jurisdictional administrators can also
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modify facility types according to immunization program descriptions and CDC VFC Program
descriptions, ensuring that organizational classifications align with federal and state standards.

Operational Independence and Timely Analysis

All coverage reporting capabilities are fully accessible to authorized users without requiring
assistance from SSG staff. Reports can be generated on-demand and will only include patient
data the user has permission to view, supporting role-based access control and data security
requirements. This operational independence ensures timely, self-directed analysis for program
decision-making and population health planning.

Casetivity-1IS meets the requirement for configuration options that customize coverage report
parameters and align with CDC and state-defined coverage metrics through its combination of
standardized CDC-aligned reports, flexible user-defined parameters, comprehensive filtering
options, and no-code administrative configuration tools.

4.2.2.5. Support Scalable Data Exchange and Reporting via Read Replica
Integration - The proposed IIS should support integration with the
jurisdiction's data warehouse Data Bridge (Attachment H), through the
use of a read replica. This architecture is intended to facilitate secure,
scalable data exchange between applications, while enabling flexible
development of automated reports and analytical workflows. By
leveraging a read replica, the jurisdiction aims to minimize vendor-
dependent development efforts and ensure timely access to
immunization data for cross-system use, public health analysis, and
operational reporting.

The Vendor should describe how their proposed IIS supports the use of a
read-only replica of the production database to facilitate reporting,
analytics, and external system access. Responses should address the
following:

4.2.2.5.1. Whether the solution includes a read-only replica or equivalent
mechanism to support downstream data access.
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Yes. Casetivity-11S supports downstream data access for reporting, analytics, and external system
integration through multiple mechanisms designed to facilitate secure, scalable data exchange
with the jurisdiction's Data Bridge data warehouse. The solution includes a read-only replica of
data.

In addition, Casetivity-IS provides direct read-only access to IIS databases for authorized
internal users to perform data extracts and queries in accordance with established policies and
procedures. The solution supports the export of IS data for use in other systems through
comprehensive Print/Export Reports functionality available out of the box. This capability
enables data to be extracted from the solution and made available for downstream
consumption by reporting tools, analytics platforms, and data warehouses.

The system architecture includes numerous Application Programming Interfaces (APIs) that
enable automatic data exchange with external systems using industry standards and design
patterns, including loose coupling and transactional integrity. Casetivity-IIS is built with Service
Oriented Architectures in mind and exposes service endpoints for use throughout the
enterprise environment, including integration with any existing Enterprise Service Bus (ESB).
These capabilities allow secure capture and sharing of appropriate data with agencies and
business partners, supporting the jurisdiction's need to minimize vendor-dependent
development efforts while ensuring timely access to immunization data for cross-system use,
public health analysis, and operational reporting.

The solution stores IIS Core Data Elements and supports the ability to store saved report
templates, enabling consistent and repeatable data access patterns for downstream systems.
This architecture facilitates the development of automated reports and analytical workflows
while maintaining data security and integrity. Authorized users can connect to and extract data
through APIs or other interfaces to meet reporting and analytical needs, providing the flexibility
required for integration with the Data Bridge data warehouse and supporting the jurisdiction's
broader data visualization, presentation, and analysis requirements.

4.2.2.5.2. The typical update frequency of the replica (e.g., near real-time,
hourly, daily)

SSG’s proposed architecture is designed to support near real-time data exchange and reporting
workflows through scalable database replication technologies. Update frequency for the read
replica can be configured based on jurisdictional requirements and reporting needs, including
near real-time, hourly, or daily synchronization intervals. SSG recommends a near real-time
approach to support timely analytics, interoperability, and operational reporting while
minimizing impact on transactional |iS operations
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4.2.2.5.3. How read-only access is managed to avoid performance or integrity
impacts on the production environment.

Casetivity-1IS manages read-only access to the replica environment through architectural
separation and resource isolation that protects production system performance and data
integrity. The solution supports data extracts without degrading 1IS performance and enables
resource-intensive tasks to run concurrently without impacting production operations.

The system architecture prevents updates to IS records from the replica environment, ensuring
that read-only access cannot alter production data. This design maintains data integrity while
supporting analytical workloads, reporting queries, and external system integration through the
replica.

Casetivity-1IS supports multiple users executing the same function simultaneously without
performance degradation. This capacity extends to the replica environment, where authorized
users can query immunization data, generate reports, and perform analytical workflows
independently of production system activity. The solution's cloud-enabled infrastructure
provides the resource scalability needed to handle concurrent read operations while
maintaining consistent response times for production users.

This approach delivers secure, scalable data access for the jurisdiction's Data Bridge integration,
public health analysis, and operational reporting while preserving production system
performance and protecting data integrity throughout all read-only operations.

4.2.2.5.4. The Vendor's approach to configuring, deploying, and maintaining the
replication process.

SSG's approach to configuring, deploying, and maintaining the database replication process for
Casetivity-1IS is designed to provide jurisdictions with secure, scalable access to immunization
data while protecting production system performance and integrity.

Configuration and Deployment

SSG configures read-only replicas or equivalent mechanisms to support downstream data access
for reporting, analytics, and integration with external systems such as the jurisdiction's Data
Bridge. The replication architecture is established during implementation and can be tailored to
meet jurisdictional requirements for update frequency—whether near real-time, hourly, or
daily—based on operational needs and infrastructure capacity. SSG works with jurisdictional IT
teams to define access protocols, establish secure connection methods, and configure the
replica environment to align with the jurisdiction's data governance policies.
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Performance ang Integrity Protection

SSG provides comprehensive support services for monitoring, troubleshooting, and ensuring
data consistency between the production database and the read replica. The replication process

SSG provides comprehensive Support services to ensure data consistency, system reliability, and
operational continuity between production and replica environments for Casetivity-11S. These
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services are delivered through a structured support model that includes continuous monitoring,
proactive issye resolution, and documented escalation procedures,

® Infrastructure Management and Disaster Recovery: SSG provides infrastructure
management, application monitoring, incident Mmanagement, business continuity, and
disaster recovery as part of all Software as 3 Service (Saa$) projects. The FedRAMP-
authorized, HIPAA-compliant cloud environment includes Mmanaged disaster recovery

recovery plan that governs backup procedures and ensures compliance with state |T
policies and data protection standards.

system action—including those related to data replication and consistency—is logged in
an audit trail including user D, timestamp, action type, and before/after values, ensuring

®
e-a:"'.” S S G CRFP MIS2700000001 | Strategic Solutions Group LLC 131



Integrity. Passion. Results.

full transparency and accountability. Documentation is updated to reflect any changes
made during the maintenance period.

These integrated support services ensure that the State maintains reliable, consistent data
across production and replica environments while minimizing operational risk and supporting
informed decision-making for public health programs.

4.2.2.5.6. Availability of documentation describing the replication architecture,
update cadence, and access protocols.

SSG provides design and architecture documentation that describes the replication architecture,
update cadence and access protocols. Since the solution will be single-tenant (as opposed to
multi-tenant), West Virginia will have its own dedicated environment.

4.2.2.5.7. Methods for enabling secure, efficient querying by authorized users.

Casetivity-1IS enables secure, efficient querying of the read replica through role-based access
control, comprehensive authentication mechanisms, and audit logging that together ensure
authorized users can access immunization data while maintaining system integrity and
compliance with jurisdictional policies.

All access attempts are tracked through detailed logging and audit trails that monitor user
access and authentication events. The system maintains comprehensive audit capabilities that
track all accesses successfully complying with identification, authentication, and authorization
requirements. This logging supports rapid issue resolution, security compliance, and
accountability for all query activities against the read replica.

The read replica architecture is managed to avoid performance or integrity impacts on the
production environment. SSG's approach to configuring, deploying, and maintaining the
replication process includes support services for monitoring, troubleshooting, and ensuring data
consistency between environments. Documentation describing the replication architecture,
update cadence, and access protocols is provided to support authorized users in conducting
secure, efficient queries.

This combination of role-based access control, strong authentication, comprehensive audit
logging, and managed replication infrastructure enables authorized users to query the read
replica securely and efficiently while protecting production system performance and
maintaining data integrity in accordance with jurisdictional policies and procedures.
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4.2.2.5.8. Methods for quantifying volume of data interfaced inbound and
outbound from primary database, whether via established interface traffic, or
one time data extracts

SSG provides comprehensive methods for quantifying the volume of data interfaced inbound
and outbound from the primary Casetivity-IIS database through both established interface
traffic monitoring and one-time data extract tracking.

local medical providers, federal reporting systems including the 12 Gateway, and other external
systems. The solution maintains detailed logs of all inbound and outbound interface
transactions, enabling jurisdictional administrators to quantify data exchange volumes by
interface type, time period, and data partner.

For one-time data extracts, Casetivity-IiS supports data extraction operations while maintaining
optimal performance through efficient resource utilization. The system architecture enables
authorized users to perform ad hoc queries and generate data extracts without Mmeasurable
impact on system performance. Jurisdictional administrators can track and quantify extract
volumes through system reporting capabilities that capture 1IS Core Data Elements and
document extraction activities. The solution's design ensures that resource-intensive tasks,
including large-scale data extracts, do not degrade performance for concurrent users or ongoing
interface operations.

The solution's monitoring and reporting capabilities provide jurisdictional oversight of all data
movement—whether through continuous interface traffic or periodic extracts—supporting data
governance requirements, capacity planning, and operational transparency. This comprehensive
approach to volume quantification enables public health programs to understand data flow
patterns, validate data exchange agreements, and ensure the IIS meets performance
benchmarks under varying load conditions.

4.2.2.6. Database Schema and Data Dictionary - To support jurisdictional
oversight, data governance, and future System enhancements, the OEPS
seeks increased transparency into the structure and logic of the
proposed US. Access to a comprehensive database schema and data
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dictionary enables public health programs to better understand how
immunization data is stored, validated, and exchanged.

The Vendor should provide a complete database schema and data
dictionary for the proposed IIS solution. These artifacts should include:

4.2.2.6.1. Entity-relationship diagrams or equivalent schema documentation.

SSG provides comprehensive database schema documentation and entity-relationship diagrams
for Casetivity-1IS to support jurisdictional oversight, data governance, and system transparency.
This documentation enables public health programs to understand how immunization data is
stored, validated, and exchanged within the system.

The schema documentation includes entity-relationship diagrams that illustrate the logical
structure and relationships between core data entities in Casetivity-IIS. These diagrams map
how patient records, vaccination events, inventory management, exemptions, and school roster
modules connect and interact within the database architecture. Visual representation helps
technical staff and data governance teams understand data flow, dependencies, and integration
points across the system.

SSG's documentation approach supports both initial implementation planning and ongoing
system enhancement. Jurisdictional administrators and technical staff can reference the schema
to assess the impact of configuration changes, plan data extracts and reporting workflows, and
ensure alighment with CDC HL7 v2.5.1 standards where applicable. The documentation also
facilitates integration planning with external systems such as the Data Bridge, VTrckS, and the IZ
Gateway by clarifying how Casetivity-IIS structures and stores immunization data elements.

This level of transparency reduces dependency on vendor-specific knowledge for routine data
governance activities and empowers jurisdictional teams to make informed decisions about
system configuration, reporting requirements, and future enhancements. SSG maintains
versioning and update protocols for schema changes to ensure documentation remains current
throughout the contract term.

SSG's provision of entity-relationship diagrams and equivalent schema documentation meets
the requirement and supports the jurisdiction's need for increased visibility into the structure
and logic of the immunization information system.
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4.2.2.6.2. Field-level definitions, including data types, constraints, and allowable
values.

SSG provides comprehensive field-level definitions for the Casetivity-1IS database through a
detailed data dictionary that supports jurisdictional oversight, data governance, and system
transparency. The data dictionary identifies all fields captured by the system and includes the
following components:

e Data types — specification of the format and structure for each field (e.g., text, numeric,
date, boolean)

e Labels — clear, descriptive names for each data element

e Auditing — tracking specifications for data changes and access

e Security specifications for data sharing — controls governing how data elements can be
accessed and shared

e Hierarchy — relationships between data elements and organizational structures

e Validation rules — constraints and business logic applied to ensure data quality and
integrity

e Answer selection values — allowable values and permissible entries for constrained
fields

SSG's approach to field-level definitions extends beyond static documentation. During
implementation, SSG creates a high-level source-to-target mapping specification and detailed
mapping design specification that define how data elements align with CDC HL7 v2.5.1
standards and jurisdictional requirements. The data dictionary supports jurisdictional
administrators in configuring default values to minimize data input, establishing validation rules
at Error, Warning, or Informational levels, and managing data quality business rules through the
system interface.

The field-level definitions enable authorized users to understand how immunization data is
stored, validated, and exchanged across the IIS. This transparency supports data governance
activities, quality assurance planning, and future system enhancements while ensuring that data
extracts and queries can be performed without degrading system performance.

SSG delivers these field-level definitions as part of the comprehensive database schema and
data dictionary documentation, ensuring that OEPS has full visibility into the structure and logic
of patient records, vaccination events, inventory, exemptions, and other core data tables within
Casetivity-IIS.

4.2.2.6.3. Definitions of key tables, such as patient records, vaccination events,
inventory, exemptions, and school roster modules.

@
g.. S S G CRFP MIS2700000001 | Strategic Solutions Group LLC 135



Integrity. Passion. Results.

Casetivity-lIS to support jurisdictional oversight, data governance, and system transparency. The
documentation includes definitions of key database tables that store and Manage immunization
program data.

® Patient Records: The patient demographic table Captures and stores individual
demographic information including name, date of birth, address, contact information,

geocoding for statistical reporting and coverage analysis.

® Vaccination Events: The vaccination event table documents administered immunizations
with dose-level detail including vaccine product (NDC, CVX, MVX codes), administration
date, administering provider, facility location, and eligibility tracking for publicly
purchased vaccines. The System maintains separate inventory designations (VFC-
supplied, jurisdiction—supplied, private stock) at the dose level and automatically
decrements administered doses from active inventory. Vaccination records support
duplicate event identification and resolution workflows.

category with support for exemption types (permanent, temporary with expiration date,
provisional with review date) and exemption reasons (medical, religious, philosophical).
Exemption records link to patient demographics including age, race/ethnicity, and
geography to support reporting by school, grade, district, eéxemption type, and
compliance status.

The database schema documentation includes entity—relationship diagrames, field-level
definitions with data types and constraints, mapping to CDC HL7 v2.5.1 standards where
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applicable, and versioning protocols for schema changes. This transparency enables
jurisdictional administrators to understand data storage, validation rules, and exchange
protocols while supporting future system enhancements and data governance requirements.

4.2.2.6.4. Mapping to CDC HL7 v2.5.1 standards, where applicable.

Casetivity-11S implements HL7 v2 messaging in full alignment with the CDC's HL7
Implementation Guide for Immunization Messaging. The solution exposes its HL7 interface
using the standard CDC SOAP WSDL for IIS messaging and supports the most common HL7 v2
message types used in immunization systems.

The platform maps CDC HL7 v2.5.1 standards to the following core message types and data
elements:

e VXU messages — vaccine record submissions and demographic updates are mapped to
patient demographic tables and vaccination event tables within the database schema

e (QBP messages — patient history and forecast queries (bulk and individual) are mapped
to patient records and clinical decision support tables that store evaluation and
forecasting data

e ADT messages — demographic-only updates are mapped to patient demographic fields
and support real-time synchronization with external systems

The solution includes message validation tools that enforce CDC HL7 v2.5.1 field-level
requirements, including data types, constraints, and allowable values. Configurable error
handling supports onboarding and long-term quality monitoring by identifying discrepancies
between incoming HL7 messages and the database schema. Logging and audit trails capture all
HL7 transactions, enabling jurisdictional oversight of how immunization data is received,
validated, stored, and exchanged.

Jurisdictional administrators can adjust data quality business rules to set validation levels (Error,
Warning, Informational) for HL7 message processing. These rules govern how inbound HL7 data
elements are validated against the database schema and CDC standards before being persisted

to patient records, vaccination events, inventory, and other key tables.

This mapping ensures that Casetivity-11S maintains compliance with CDC interoperability
standards while providing transparency into how HL7 data elements correspond to the
underlying database structure, supporting data governance, system enhancements, and cross-
system integration.

4.2.2.6.5. Versioning and update protocols for schema changes over time.
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Casetivity-1IS supports versioning and update protocols for database schema changes through a
structured, configurable approach that enables jurisdictions to evolve their system logic and
data structures over time without requiring code changes or vendor intervention.

The solution allows jurisdictional administrators to manage deduplication logic, match
expressions, confidence thresholds, and field-level merge rules at runtime. Administrators can
update match expressions to reflect changes in data patterns or comply with new best practices,
adjust confidence thresholds for auto-merge and manual review scenarios independently for
each entity type, and define or modify merge logic as policies or practices change. This
configurability enables jurisdictions to iterate and refine their logic in response to observed
needs, making updates operationally feasible and responsive to evolving requirements.

SSG maintains a collaborative approach with jurisdictions to define and refine match criteria
based on program-specific needs, review outcomes, and adjust thresholds or logic where
needed. The solution combines real-time processing with background reprocessing and robust
auditing to ensure that schema-related updates maintain high standards of data quality and
accuracy. Every configuration change is logged in an audit trail, including user identity,
timestamp, action type, and before-and-after values, ensuring full transparency and
accountability throughout the update process.

SSG also anticipates and supports annual updates aligned with CDC IIS Functional Standards
releases. Updates outside the CDC's 90-day IZ Gateway implementation window are evaluated
and authorized through the State's standard contract governance and change-order process.
SSG accounts for these updates in ongoing maintenance planning and proposes an approach for
scoping, estimating, and implementing future CDC-driven changes to ensure continued
compliance with federal and state interoperability standards.

This approach ensures that Casetivity-11S can adapt to changing jurisdictional policies, federal
standards, and operational needs while maintaining system stability, data integrity, and
compliance over time.

4.2.2.7. Oral Health Module - To advance the State's commitment to
health equity, the IIS should include an Oral Health module that supports
school-based dental screening, documentation, and reporting. This
module is intended to reduce disparities in access to preventive oral
health services, particularly among underserved student populations.

If provided, the module should include the following capabilities:
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4.2.2.7.1. Roster Integration - Students should be linkable to schools via rosters,
enabling targeted outreach and reporting by school, grade, and county. This
supports identification of geographic and demographic gaps in oral health
coverage.

Casetivity-lIS supports roster integration that links students to schools, enabling targeted
outreach and reporting by school, grade, and county. School nurses can upload student cohorts
to prepopulate survey fields using 1IS match logic, allowing the system to identify which
students already have records in the [IS and which do not. This roster-based approach supports
identification of geographic and demographic gaps in oral health coverage by enabling filtering
and reporting at the school, grade, and county levels.

The system tracks compliance and coverage through preconfigured dashboards that monitor
survey responses, compliance status, and immunization coverage across student populations.
These dashboards are preconfigured for childcare, school, and college populations and can be
extended to support additional levels as needed. When rosters are uploaded, the system
applies match logic to associate students with existing patient records, creating a foundation for
targeted reporting and outreach.

School nurses access reporting tools that generate school-level compliance reports showing
counts of students who have met each vaccine series, have exemptions, or have no records on
file. The School Immunization Report and School Compliance Report provide summary views of
student immunization data with all vaccine series listed, supporting identification of students
who may need follow-up for oral health services. These reports can be filtered by school, grade,
and county to prioritize outreach efforts for high-need populations.

This roster integration capability reduces administrative burden for school nurses, improves
data consistency across student populations, and enables the jurisdiction to identify and
address gaps in oral health coverage through structured, reportable workflows that support
equitable access to preventive services.

4.2.2.7.2. Dual Workflows:
4.2.2.7.2.1. Dental Professionals should be able to enter administered oral health records
directly into the IIS, ensuring timely documentation of care.

Dental professionals can enter administered oral health records directly into Casetivity-IIS
through a dedicated Oral Health module that supports timely documentation of care delivered
during school-based dental screenings and clinical encounters. The module is designed to
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reduce disparities in access to preventive oral health services by enabling real-time data capture
at the point of care.

The system leverages role-based access control to assign dental professionals appropriate roles
and permissions within the 1IS. Once configured, dental professionals appear in the provider
dropdown menu and can access the oral health documentation workflow through the same
unified interface used for immunization records. This approach eliminates the need for separate
systems or duplicate data entry, streamlining documentation and reducing administrative
burden.

When entering oral health records, dental professionals document screening results, treatments
administered, and follow-up recommendations directly into patient records. The module links
students to schools via rosters, enabling targeted reporting by school, grade, and county. This
roster integration supports identification of geographic and demographic gaps in oral health
coverage, allowing jurisdictional administrators to prioritize outreach and follow-up for high-
need populations.

Jurisdictional administrators configure user roles and permissions in accordance with state
policies. The permissions "Enable Oral Health Reports" and "Enable Health Service" can be
assigned individually or applied in bulk using the system's master role update capability. This
flexibility ensures that dental professionals receive appropriate access levels while maintaining
data security and compliance with privacy requirements.

The Oral Health module operates within the same security, audit, and compliance framework as
the core IIS. All actions taken on oral health records are logged with user ID, action type,
timestamps, and field-level change history, supporting accountability and regulatory
compliance. Administrators can access built-in reports or request tailored audit outputs to meet
operational review needs.

By enabling dental professionals to enter administered oral health records directly into
Casetivity-IIS, the solution ensures timely documentation of care, supports continuity across
school-based and clinical settings, and advances health equity through improved access to
preventive oral health services for underserved student populations.

4.2.2.7.2.2. School Nurses should be able to enter historical records and manage rosters,
supporting continuity of care and retrospective data entry.

School nurses use Casetivity-1IS to enter historical oral health records and manage student
rosters through a dual-workflow design that supports both retrospective documentation and
ongoing roster administration. This capability ensures continuity of care by consolidating
historical oral health data with current student enroliment information in a single, unified
system.
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School nurses access the system through role-based permissions that grant them the ability to
enter historical oral health records directly into student profiles. When entering retrospective
data, nurses can document past dental screenings, treatments, and oral health assessments
that occurred outside the 1IS. The system links these historical records to individual students
through the same patient matching logic used for immunization data, ensuring accurate
association with the correct student record even when entering data after the fact.

For roster management, school nurses can upload student cohorts to prepopulate fields using
the 11S match logic. This roster integration capability allows nurses to link students to specific
schools, grades, and geographic locations, creating the foundation for targeted outreach and
reporting. The roster upload process leverages the system's deduplication functionality to
match uploaded student information against existing records, preventing duplicate entries while
ensuring all students are properly represented in the system.

The unified record view consolidates all oral health data—whether entered as historical records
by school nurses, submitted via roster upload, or documented in real time by dental
professionals—into a single patient record. This consolidation supports continuity of care by
providing a complete oral health history accessible to authorized users across different care
settings and time periods.

School nurses receive access to oral health reports and health service functionality through
assignable permissions that can be configured individually or applied in bulk using the system's
master role update capability. Jurisdictional administrators maintain control over role definitions
and can modify permissions in accordance with state policies, ensuring appropriate access
levels while maintaining data security and privacy protections.

Casetivity-11S meets the requirement for school nurses to enter historical oral health records and
manage rosters by providing dedicated workflow support, intelligent data matching,
consolidated record views, and configurable role-based access that together enable effective
retrospective data entry and ongoing roster administration.

4.2.2.7.3. Reporting Capabilities - The modules should support reporting that:

4.2.2.7.3.1. Identify students with or without oral health records.

The Oral Health module in Casetivity-IIS supports reporting that identifies students with or
without oral health records and enables filtering by urgency of care, school, grade, and county.
This capability allows jurisdictional administrators and school health staff to prioritize outreach
and follow-up for high-need populations and identify geographic and demographic gaps in oral
health coverage.
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The module leverages the platform's robust and flexible reporting framework, which allows
authorized users to generate both predefined and ad-hoc reports without requiring assistance
from SSG staff. Reports are accessible on-demand and include only patient data the user has
permission to view, ensuring compliance with role-based access control policies.

For school-based oral health programs, the system supports uploading student cohorts to
prepopulate fields using lIS match logic. When patient matches are found, the system returns
compliance reports with counts of students who have oral health records, exemptions, or no
records on file. Reports can be filtered by individual school, grade level, county, and urgency of
care, enabling targeted intervention strategies.

The reporting capability integrates with the module's roster functionality, which links students
to schools via rosters. This integration supports identification of underserved populations and
enables jurisdictional staff to assess oral health coverage across schools, grades, and geographic
areas. School nurses and dental professionals can access summary and detail-level reports to
support continuity of care and retrospective data entry.

Casetivity-1IS meets the requirement by providing configurable, role-based reporting that
identifies students with or without oral health records and supports filtering by urgency, school,
grade, and county to advance health equity and reduce disparities in access to preventive oral
health services.

4.2.2.7.3.2. Filters by urgency of care, school. Grade. And county to prioritize outreach and
follow-up for high-need populations.

The Oral Health module in Casetivity-IIS includes reporting capabilities that enable jurisdictional
administrators and authorized users to filter and prioritize outreach efforts based on urgency of
care, school, grade, and county. These filters support the identification of high-need populations
and geographic or demographic gaps in oral health coverage, directly advancing health equity
goals for underserved student populations.

The module leverages the system's standard reporting framework to generate reports that
identify students with or without oral health records. Users can apply filters across multiple
dimensions—including urgency of care designation, individual school assignment, grade level,
and county location—to segment student populations and prioritize follow-up activities. This
filtering capability allows school nurses, dental professionals, and public health staff to focus
outreach on students who require immediate attention or who are located in areas with
documented service gaps.

Reports are accessible through role-based dashboards and can be configured to display
compliance status, coverage rates, and care urgency indicators. The system supports both
predefined report templates and ad-hoc queries, enabling users to tailor reporting parameters
to meet evolving program needs without requiring vendor support. Reports can be exported in
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multiple formats, including PDF, CSV, and XLSX, to facilitate coordination with external partners

and support data-driven decision-makmg.

The Oral Health module integrates with the system's roster Management functionality, linking
students to schools and enabling targeted reporting by school, grade, and county. This

retain full control over report configuration, access permissions, and data visibility in
accordance with state policies and privacy requirements,

Casetivity-1IS meets the requirement for reporting capabilities that filter by urgency of care,
school, grade, and county to prioritize outreach and follow-up for high-need populations.

s role-based access control framework as defined in the HS Base Line

permissions, these users appear in the provider dropdown menu and can document care within
their designated scope.

®
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data privacy standards. The system enforces organization and location-based segregation,
associating users with specific organizations or provider sites and restricting access to data
relevant to their assignments. This ensures dental professionals access only the student oral
health records and school rosters appropriate to their assigned facilities and geographic scope.

This role-based framework supports the dual workflow requirements of the Oral Health module
by enabling dental professionals to enter administered records while school nurses manage
historical records and rosters under separate role configurations. The approach reduces
administrative burden, maintains accountability through role-specific audit trails, and ensures
compliance with jurisdictional policies governing access to protected health information.
Casetivity-1IS meets the requirement for assigning dental professionals appropriate roles and
including them in the provider dropdown menu within the Oral Health module's access control
framework.

4.2.2.7.4.2. School Nurses must be granted access to oral health reports and health service
functionality.

School nurses are granted access to oral health reports and health service functionality through
Casetivity-11S's role-based access control framework. Jurisdictional administrators configure user
roles and assign the permissions "Enable Oral Health Reports" and "Enable Health Service" to
school nurse accounts. These permissions can be assigned individually or applied in bulk using
the system's master role update capability, allowing efficient onboarding of multiple school
nurse users across the jurisdiction.

Once permissions are assigned, school nurses log into the School Nurse Module from the
Department of Health side of the system. This module provides functionality specific to the
Department of Health and enables school nurses to access oral health reports that identify
students with or without oral health records. The reporting interface supports filtering by
urgency of care, school, grade, and county, allowing school nurses to prioritize outreach and
follow-up for high-need populations and identify geographic and demographic gaps in oral
health coverage.

In addition to reporting access, school nurses can enter historical oral health records and
manage school rosters within the module. This dual workflow supports continuity of care and
retrospective data entry while maintaining appropriate separation between clinical
documentation entered by dental professionals and roster management performed by school
staff.

Jurisdictional administrators retain full control over role configuration and can modify or
inactivate school nurse roles and permissions at any time in accordance with jurisdictional
policies. This governance structure ensures that access remains appropriate, auditable, and
aligned with the State's health equity objectives for school-based oral health services.
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4.2.2.7.4.3. The permissions "Enable Oral Health Reports" and "Enable Health Service" should
be assignable individually or in bulk, using the system's master role update capability.

Casetivity-11S supports both individual and bulk assignment of the 'Enable Oral Health Reports'
and 'Enable Health Service' permissions through its master role update capability. The system
uses role hierarchies that automatically update all users assigned to a role based on changes
made to the master role attributes. All updates occur in real time.

System administrators configure role-based authorization through explicit associations—such as
users to roles and roles to permissions—or through expression-based rules. This flexibility
allows permissions to be granted or restricted based on business rules down to the field level.
Users can be assigned multiple roles with different permissions, supporting secure and dynamic
workflows while enabling jurisdictional administrators to configure security access over time to
meet evolving program needs.

For the Oral Health module, administrators can assign the 'Enable Oral Health Reports' and
'Enable Health Service' permissions individually to specific roles—such as School Nurse or
Dental Professional—or apply them in bulk by updating the master role definition. When a
master role is updated with these permissions, all users assigned to that role receive the
updated access automatically and immediately. This eliminates the need to update individual
user accounts one by one and ensures consistent access control across the jurisdiction.

Jurisdictional administrators maintain authority over global role definitions and system-wide
security settings, while provider-level Access Administrators can assign roles based on local
workflows within their facilities. This delegated administration model supports both centralized
governance and operational flexibility, ensuring that Dental Professionals and School Nurses
receive appropriate access to oral health functionality in accordance with jurisdictional policies.

Casetivity-1IS meets the requirement for individual and bulk permission assignment through its
master role update capability, providing real-time, scalable access management for the Oral
Health module.

4.2.2.7.4.4. Jurisdictional administrators must be able to configure, modify, and inactivate
roles and permissions in accordance with jurisdictional policies.

Jurisdictional administrators configure, modify, and inactivate roles and permissions for the Oral
Health module using the same comprehensive role-based access control framework that
governs all Casetivity-1IS functionality. The system provides out-of-the-box support for
administrators to manage user access in accordance with jurisdictional policies through a robust
Admin Console.

e Role Configuration and Modification: Jurisdictional administrators define and manage
roles tailored to Oral Health module users, including Dental Professionals and School
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Nurses. Each role can be configured with field-level access controls that determine
which data elements users can view or edit, entity-level permissions that govern access
to specific records or functions, and functional access that controls visibility of
dashboards, reports, and data exchange capabilities. For the Oral Health module
specifically, administrators assign the permissions "Enable Oral Health Reports" and
"Enable Health Service" individually or in bulk using the system's master role update
capability. Dental Professionals are assigned appropriate roles and included in the
provider dropdown menu, while School Nurses are granted access to oral health reports
and health service functionality based on their assigned roles.

e Organizational and Jurisdictional Scoping: The system enforces data partitioning based
on organizational and jurisdictional assignments. Users associated with specific schools,
facilities, or geographic areas access only the data relevant to their assignments. This
supports complex jurisdictional hierarchies such as cities spanning multiple counties or
public health regions made up of grouped municipalities. Access to oral health reports,
dashboards, and student data is scoped to the jurisdictional level assigned to each user's
group, ensuring compliance with local privacy policies and operational boundaries.

e Role Inactivation and Oversight: Jurisdictional administrators inactivate user roles
through role review and deactivation tools available out-of-the-box. Administrators can
review assigned roles and deactivate or adjust them as operational needs or
jurisdictional policies change. The system supports automatic suspension of inactive
users after a defined period of non-use. Full audit logging tracks all actions by user ID,
role, and timestamp, providing administrators with detailed oversight to ensure users
operate within their assigned access levels and comply with jurisdictional data
governance requirements.

e Delegated Administration: The solution supports delegated administration through
Access Administrators designated at each provider site or organizational level. These
administrators can add and deactivate users, assign roles based on local workflows, and
monitor user activity within their facility or jurisdiction. State-level administrators
maintain authority over global role definitions, jurisdictional access configurations, and
system-wide security settings, ensuring consistent policy enforcement across the Oral
Health module and all other system functions.

This role-based framework enables jurisdictional administrators to configure, modify, and
inactivate Oral Health module roles and permissions in full accordance with jurisdictional
policies while maintaining the flexibility to adapt to evolving program requirements and user
needs.
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4.2.2.8. Next-Generation Interoperability with FHIR Standards: To
support national interoperability initiatives, future system
enhancements, and public health modernization, the OEPS seeks vendor
commitment to advancing immunization data exchange through
adoption of HL7 Fast Healthcare Interoperability Resources. While HL7
v2.5.] remains the mandatory baseline, FHIR support provides increased
flexibility, transparency, and scalability for secure, standards-based
exchange of immunization data with 118 partners. Establishing a clear
methodology and roadmap for FHIR adoption ensures the proposed
solution can evolve alongside emerging federal and jurisdictional
priorities.

The Vendor should describe their methodology for supporting the HL 7
FHIR standard for immunization data exchange as an optional,
innovative feature. The response should detail the following:

4.2.2.8.1. FHIR Standard Support: Which FHIR Release (e.g., R4) the system
supports for public health, specifically for the electronic exchange of
immunization data.

Casetivity-11S supports HL7 FHIR for public health immunization data exchange. The solution
integrates with Electronic Health Record Systems using HL7 v2.x, FHIR, and other public health
data standards, enabling bidirectional data exchange and automated processing of vaccination
data, demographic updates, and clinical messages from provider systems. The platform supports
both real-time and batch interfaces to facilitate secure, standards-based exchange of
immunization data with IS partners.

SSG's approach positions FHIR as an addition to the mandatory HL7 v2.5.1 baseline, providing
increased flexibility, transparency, and scalability for immunization data exchange while
maintaining full compliance with current CDC-endorsed interoperability standards. This dual-
standard capability ensures Casetivity-1IS can evolve alongside emerging federal and
jurisdictional priorities while preserving continuity with existing data exchange workflows.

The solution's FHIR support enables the Agency to participate in national interoperability
initiatives and public health modernization efforts without disrupting established HL7 v2.x
interfaces. This approach reduces implementation risk, supports long-term system
sustainability, and positions the jurisdiction to adopt next-generation data exchange capabilities
as federal standards and partner readiness advance.
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4.2.2.8.2. Required Resources: The Vendor should demonstrate capabilities for
securely generating and receiving data using the HL7 FHIR Immunization
resource, which represents vaccine administration events, and the HL7 FHIR
Immunization Recommendation resource, which conveys patient-specific
immunization forecasting and recommended actions. These resources must be
implemented in alighment with the applicable FHIR Release (e.g., R4) to ensure
consistency with national interoperability standards.

SSG has established technical capability to integrate with Electronic Health Record Systems
using HL7 v2.x, FHIR, and other public health data standards. The solution supports both real-
time and batch interfaces, enabling bidirectional data exchange and automated processing of
vaccination data, demographic updates, and clinical messages from provider systems. This
foundation positions Casetivity-IIS to extend its interoperability capabilities to include FHIR-
based data exchange as national standards and jurisdictional priorities evolve.

While the current production implementation of Casetivity-IIS is built on HL7 v2.x messaging—
the mandatory baseline for immunization data exchange—SSG recognizes the importance of
advancing toward FHIR-based interoperability to support national modernization initiatives and
future system enhancements. The solution's existing architecture supports standards-based
integration and can be extended to securely generate and receive data using HL7 FHIR
resources, including the Immunization resource for vaccine administration events and the
Immunization Recommendation resource for patient-specific forecasting. SSG is prepared to
work collaboratively with the Agency to develop a detailed roadmap and timeline for
implementing FHIR capabilities in alignment with the applicable FHIR Release (such as R4) as an
addition to the existing HL7 v2.5.1 interfaces.

4.2.2.8.3. Roadmap and Timeline: A detailed plan, including a project roadmap
and timeline, for the development and testing of FHIR-based data exchange
capabilities. This should confirm FHIR support will be implemented as an
addition to, or in parallel with, the existing mandatory HL 7 v2.5.1 interfaces.
SSG is committed to advancing immunization data exchange through adoption of HL7 Fast
Healthcare Interoperability Resources (FHIR) as an addition to the existing mandatory HL7
v2.5.1 interfaces. Casetivity-IIS integrates with Electronic Health Record Systems using HL7 v2.x,

FHIR, and other public health data standards, supporting both real-time and batch interfaces for
bidirectional data exchange. Any FHIR based support can be done in parallel with the existing
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mandatory HL7 v2.5.1 interfaces. SSG is dedicated to working with West Virginia on FHIR
support as reporting providers obtain the capability to utilize it.

FHIR Development and Testing Roadmap:

SSG's FHIR implementation roadmap follows a phased approach that ensures continuity of
existing HL7 v2.5.1 operations while introducing FHIR capabilities in parallel:

e Phase 1: Assessment and Planning (Months 1-2)
SSG will conduct a thorough assessment of current system architecture against FHIR
Release 4 (R4) requirements for public health immunization data exchange. This phase
includes identifying required FHIR resources, defining APl endpoints, establishing
security protocols, and documenting integration points with existing HL7 v2.5.1
interfaces. SSG will work with the Agency to prioritize FHIR use cases and establish
success criteria for pilot testing.

e Phase 2: Development and Configuration (Months 3-6)
SSG will develop FHIR-based data exchange capabilities using RESTful APIs that expose
secured endpoints for immunization data. The solution will support the HL7 FHIR
Immunization resource for vaccine administration events and the HL7 FHIR
Immunization Recommendation resource for patient-specific forecasting. All FHIR
interfaces will utilize HTTPS/TLS encryption with JWT-based authorization for stateless
authentication. Development will occur in parallel with existing HL7 v2.5.1 operations,
ensuring no disruption to current data flows.

e Phase 3: Testing and Validation (Months 7-9)
SSG will conduct comprehensive testing of FHIR endpoints in a dedicated test
environment. Testing will include unit testing of individual FHIR resources, integration
testing with partner systems, performance testing under expected load conditions, and
security testing to validate authentication and authorization controls. SSG will
coordinate with IIS partners to conduct pilot exchanges using FHIR alongside existing HL7
v2.5.1 interfaces, validating data accuracy and completeness across both standards.

e Phase 4: Deployment and Documentation (Months 10-12)
Following successful testing, SSG will deploy FHIR capabilities to production and provide
comprehensive, public-facing APl documentation for all FHIR endpoints to the Agency
and potential IIS partners. Documentation will include resource schemas, authentication
requirements, error handling procedures, and example transactions. SSG will provide
training to Agency staff and IIS partners on FHIR-based data exchange and establish
ongoing support procedures.
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Parallel Operations and Standards Compliance:

is actively developing FHIR capabilities for Casetivity-1Is, including FHIR for Query by Parameter
(QBP) and Bulk QBP Batching funct‘ionality. This development builds on our current
interoperability processes to provide a more robust way for users to process QBp requests and

55G recognizes that comprehensive AP| documentation is essential for enabling the Agency and
IIS partners to integrate effectively with Casetivity-Iis, develop custom reporting solutions, and
leverage FHIR-based data exchange capabilities, The documentation will support both technical
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4.2.3 Mandatory Project Requirements

4.2.3.1. Vendors must ensure their proposed system meets all essential
requirements outlined in Attachment B - HS Baseline Requirements RTM
as required by the CDC. Vendors are required to provide a response to
each field under the column labeled Vendor Response, including those
related to optional functionality.

Casetivity-1IS can meet all Essential requirements outlined in Attachment B — HS Baseline

Requirements RTM as required by the CDC either out of the box or with customization. There
are no Essential requirements that cannot be met.

The State can find the completed responses for Attachment B — HS Baseline Requirements RTM
on the pages that follow.

®
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4.2.3.1.3. Manage Users

abiity for jursdiction: it o VR APt By e e Rl S A R —— e . ; — =

L] = E

ability for jurisdictional admin to view all user accounts E Yes

abitrty for zation admin to search ali user accoun ated with their organization E Yes

ability for organization admin to view all user accounts associated with their organization E Yes

ability to sort users by user defined-criteria [s] Yes

3dmin: counts — —— == = = — — E Yes .

ability to track the progress of a new user registration o Yes

ability for admin to add new users E Yes

ability for admin to modify user accounts E Yes

abisity for admin to inactivate user accounts E Yes

ability for jurisdictional admin to inactivate multiple accounts in one transaction v Yes with customization® |A custom workflow can be configured to enable jurisdictional admins to inactivate multiple
accounts in one transacbon, including capturing the reason for inactivation, This applies to
accounts the admin is authorized to manage within their jurisdiction, SSG can configure this
workflow to meet the Agency's requirements,

ability for arganization admin to inactivate user accounts associated with their organization E Yes

ability to store reason for inactivation of user account E Yes

ability for jurisdictional admin to reactivate an inactivated account E Yes

ability to electronically notify a user that their account is locked {inaccessible) as per jurisdictional security policy Q Yes

abitity to efectronically notify a user that their account is inactive [a] Yes

capture clinician activity status {out of state, loss of certification, change of practice status, other) o) Yes

ability for jurisdictional admin to assign a role to authorized users E Yes

ability for organization admin to assign a role to authorized users within their organization E Yes

'to authenticate user. - 1 1. L E Yes 1l _

ability to access the system through an authorized username and password E Yes

abi!ty to support access via single-sign in for jurisdictional users [5) Yes

ability to switch between multiple organizations Q Yes

ability to view jurisdictional policy agreements E Yes

support multi-factor authentication per jurisdictional policy [o] Yes

DAY t0 e = eation to authorized user of account aedentials = = _— =l= E Yes [ =

to electronically n authorized users of their usemame E Yes

ability to electronically notify authorized users of their temporary password in a separate notification E Yes

ability to generate electronic notification at periedic intervals to authorized users of their pending account password expiration E Yes

ability for jurisdictional admin to configure the periodic intervals for generation of notifications to authorized users of their i password exp o Yes

ability to support temporary password which will be required to change during initial log in E Yes

ability to support temporary pastword which will expire in X number of days determined by policy E Yes

ability for users to change their own passwaords per program/jurisdiction security policy E Yes

ability for users to reset their password per program/jurisdiction security policy E Yes

ability to prompt users to change their password at time intervals per program/jurisdiction security policy E Yes
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4.2.3.1.4. Support Interoperability

PriorityzE, O Vendor response: Yes, Yes

{essential,  with customization®, No Vendor comment(s})
Requirement: The IIS must/should have. optional) *Comment required

abifity to onboard organizations/facilities To facifitate elecronicdaa exchangee | E Yes

ability to track an organization’s/facility's progress through the onboarding process (o) Yes

ability 10 captire ERR. speciication de i E Yes

ability to areate a unique username to assign to the organizations/facilities during the test phase E: Yes

ability to create a unique password to assign to the organzatons/facilities during the test phase E Yes

ability to electronically alert the vendor/organization when the certificate for transport is going 1o expire in X time period E Yes

ability to store digital certificate information E Yes

ability to validate that the transport layer between the test site and |15 is functional E Yes

ability to validate system connectivity prior 1o the submission of test data E Yes

ability to identify data formatting esrors during testing E Yes

ability to provide test message submission summary report to the EHR vendor E Yes

ability for EHR vendor to view details regarding the processing of test data in terms of errors and warnings in the messages E Yes

ability for 11S authorized staff to review and approve onboarding forms E Yes

ability far 1iS staff to review and reject onboarding forms = Yes

ability for applicant to edit a rejected onboarding application E Yes

ability for applicant to save a rejected onboarding application E Yes

ability for applicant to resubmit a rejected onboarding application E Yes

ability to compare onboarding appiication information to current records to determine most current data E Yes

ability to interface with other systems to fadlitate electronic data sharing/exchange per jrisdictional policy E Yes

ability to interface with electronic health record systems E Yes

ability to interface with the Immunization Gateway E Yes

abilrty to interface with an application that facilitates patient scheduling E Yes

ability to exchange data with CDC Vaccine Tracking System (VTrckS) based on most current CDC ExIS Spedifications 3 Yes

ability to order vaccine via electronic intesface with VTrcks E Yes

ability to receive vaccine inventory/shipping information E Yes

ability to batch export vaccine inventory for submission to VTrckS E Yes

ability to batch export vaccine ordering information for submission to VTrckS E Yes

ability to batch export facility information E Yes

ability to export vaccine return and wastage data to VTrckS E Yes

Sbility to use the VIrckS-AP| for file exchange between the IS and VIrckS based on COC requirements and AP file specifications a Yes

[ability to receive data through an interface with jurisdictional vital records system ' ] E Yes Casezivity NS has the capability to receive data through an interfece with jurisdictonal vital records
systems. The solution supports flat file and HL7-based integration with vital records systems, enabling

5 ‘automatic ingestion of birth data. The IIS sotution currently supports birth records via HLT.

ability to update IIS data from Vital Records for birth events E Yes The |15 solution currently supports birth records via HL7 for birth events. We will work with you 1o
synchronize requirements for all of the Vitals provided data based on the system's capabilities.
These birth data records are marked as originating fram a trusted source (vitals) and may be restricted to
read-only access depending on the user's role. The solution uses a neural network engine to match
Iincoming vital records to existing patients, minimizing duplication while preserving data integrity.
Matching configurations can leverage birth certificate number, birth order, and birth mother fields.

ability to update 1IS data from Vital Records for death events E Yes

ability to update IS data from Vital Records for adoption events E Yes

ability to update 115 data from Vital Records for name change events E Yes

ability to detect if a newborn record is a potential duplicate in the IIS E Yes

ability to use new Vital Record data for matched records to update patient demographic data E Yes

ability to update the 11S with date of death from Vital Records data E Yes

ability to prevent updates to |IS records (=] Yes
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Integrity. Passion. Results.

3biity to support reak-time data exchange per the COC HIL7 implement TS ==& i e A o
ability to process an HL7 message E Yes

abllity to respond to an HL? messsge E Yes

ability to create an HL7 message E Yes

ability to capture 11S Core Data Elements E Yes

2bility to store 11S Core Data Elements E Yes

ability to accept last prior version of HL7 messages E Yes

ability to manually correct a submitted record and resubmit for processing [o] Yes

[3Bilty to Support data exchange in ion-HL7 format — —— = SEL i e PR
abllity to import bulk patient demographic Information into IS E Yes

ability to import bulk immunization information into IS E Yes

ability to export routine, I, and emergency vacci files (aggregate and de-identified) E Yes

ability to export routine, 1, and gency vaccination files (aggregate and de-identified) ally via CDC approved (o] Yes

|sbilty to montor and troubleshoot e exchange e e e S e Ay ¥
ability to view VXU ges submitted by an Ef Yes

ability to view HL7 for an within a defined date range per jurisdictional policy E Yes

ability to view HL7 ACK ES B foran E Yes

ability to view Incoming HL7 QBP g bmitted by &n org; E Yes

ability to view RSP messages generated for an E Yes

ability to log ack ledgs indicating warnings and errors E. Yes

ability to retrieve error ges within a specified date range by org: E Yes

ability to retrieve acknowledgment messages within a specified date range by organization E Yes

abllity to filter error £ E Yes

ability to filter ach dedg g E Yes

ability to sort error 5 E Yes

ability to sort ack ledg B E Yes
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| Patient Matching &

4.2.3.1.5. Ensure Data Quality

|ahility to prevent duplicate patient recordsin the IIS c ——— — = —— ==

Integrity. Passion. Results.

E Yes
Patient Matching & ability to automatically identify incoming patient records as potential duplicates E Yes
Patient Matching & ability to automatically identify existing patient records as potential duplicates E Yes
Patient Matching & ability ta automatically consolidate two ar more duplicate records E Yes
Patient Matching & ability to generate electronic notification of potential duplicates for manual review E Yes
Patient Matching & ability to automatically match an incoming patient record with existing records to avaid a duplicate record being created E Yes
Patient Matching & ability to set thresholds for patient matching j E Yes
Deduplication m : ) A
Patient Matching & ability to view all patential duplicate patient records for an individual patient simultaneously E Yes
Patient Matching & abifity for jurisdictional admin te edit thresholds to increase the probability of a match E Yes
Patient Matching & ability for jurisdictional admin to edit thresholds ta reduce the probability of a match E: Yes
Patient Matching & | abllity to flag potential duplicate patient records for manual review that cannot be resolved automatically E Yes
Patient Matching & ability to view all potential duplicate patient records simultaneously {2 Yes
Patient Matching & ability for admin to manually merge patient records E: Yes
Patient Matching & ability for orpanizational/facility user toe manually merge patient records from their own organization/facility E Yes
Patient Matching 8 ability to manually flag two or more patient records as potential duplicates E Yes
Patient Matching & ability to prevent manual review of records previously indicated as "not a duplicate™ | Yes
Patient Matching & ahility to flag a patient as "not a duplicate” during manual review E Yes
Patient Matching & ability to maintain "not a duplicate” flag for resolved patient records E Yes
Patient Matching & ability to select data elements from the patient records to maintain within the c lidated record E Yes
Patient Matching & ability to retain “pre-merged” records for reference E Yes
Patient Matching & ability to separate patient records that were incorrectly merged E Yes
Vaccination Event | ability to prevent potential duplicate vaccination events at the i ization level E Yes
Vaccination Event ability to automatically identify incoming vaccination event as potential duplicates E Yes
Vaccination Event ability to automatically select the most accurate vaccination event based on deduplication rules E Yes
Vaccination Event ability to automatically identify existing vaccination events as potential duplicates E Yes
Vaccination Event ability to manually flag potential duplicate vaccination events for manual review E Yes
Vaccination Event ability to display potential duplicate vaccine records for an individual patient E Yes
Vaccination Event ability to manually merge a duplicate vaccination event E. Yes
Vaccination Event ability to lly delete a duplicate vaccination event E Yes
Vaccination Event ability to ically cc lidate two or mare duplicate vaccination events E Yes
Vaccination Event ability to retain "pre-merged” or “pre-consolidated” vaccination events for reference E Yes
Vaccination Event ability to separate vaccination events that were incorrectly merged or consolidated E Yes
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4.2.3.1.6. Evaluate and Forecast

Integrity. Passion. Results.

ab o ona 0 q d

Clinical Dedision Support ablhty to suppan a vaccme dlmal deuslon support algomhm ahg'ned vmh ﬂle CDC CDSi logvc spedifications E Yes

Clinical Decision Support abliity for jurisdictional admin to update the CDS rules E Yes

Clinical Decision Support ability to a patient's’ i history according to the ACIP Child and Adolescent E Yes

Clinical Decision Support ability to a patient's’ i history according to the ACIP Recom ded Catdhup E Yes

Clinial Decision Support abifity to a patient’s” i i history according to the ACIP Adult Immunization Schedule E Yes

Clinical Decision Support ability to generate a vacdne forecast according to the ACIP Child and Adolescent Immunization Schedule and E Yes

Chinical Decision Support ability to generate a vacdne forecast according to the ACIP Rec ded Catch-up Schedule E Yes

Clinicat Decision Support ability to generate 3 vaccine forecast according to the ACIP Adult ion Schedule and a patient's E Yes

CImical Decision Support abity to display and hi vaccines that are due 13 Yes

Clinical Decision Support ability to display and hi vacdnes that are overdue E Yes

Clmical Decision Support  |abiity to display an indication when a vaccine seriesiis ¢ E Yes

Clinical Dedision Support ability to display vactine-spedfic contraindications according to CDC lists of vaccine ¢ indicEtion: o Yes

Chnical Decision Support  |ability to take into account contraindications and precautions in the vaccine forecast E Yes with customization®  [Casetivity- IS supports immunization foreasting based on the forecasting approach selected by the
jurisdiction. When using the integi HLNICE ization Calculation Engine) forecaster,
contraindications and precautions are not incorporated into vaccine forecasting because this capability is
nat currently supported by the ICE forecasting engine. If the jurisdiction elects to use Casetivity IS
forecasting apablrnes SSG aan implement support for incorporating contraindications and precautions
into vacdne g gh ¢ D 1o meet jurisdiction-spedfic business requirements.

Clinical Decision Support ability to take into acount evidence of ammunity in the vaccine forecast E Yes Casetivity -IS supports consideration of documented evidence of immunity when generating vaccine
forecasts. D ding on the i ion approach selected by the jurisdiction, foreasting may be
provided ghthe i HLN ICE f Calculation Engine) forecaster or through
Casetivity -1IS forecasting capabilities. The selected forecasting approach can incorporate documented

e of i ity, such as y-confirmed disease history or serologic evidence, when

determining vaccine recommendations. This ensures that dinical dedision support reflects the patient's
documented immune status and avoids unnecessary vacdnation recommendations where evidence of
i ity has been

Clinical Decision Support ability to generate a forecast of spedific vacdnes required for individuals who travel outside the US (o] Yes with customization®  |Casetivity -IIS generates vaccine forecasts for travel-related immunizations to support individuals traveling|
outside the United States. Dep: g on the i X pp h selected by the jurisdiction,
forecasting may be provided through the integrated HLN ICE (Immunization Calculation Engine) forecaster
or through Casetivity -11S forecasting capabities.
When using the integrated HLN ICE forecaster, the current forecasting engine supports travel and non-
routine vaccne forecasting for Cholera, Japanese Encephalitis, Typhoid, and Yellow Fever. Vaccine
forecasts are generated in accordance with the forecasting rules supported by the selected forecasting

Clinical Decision Support ability to maintain historical records of effective dates of previous forecast schedules o] Yes Casetivity -IIS provides this capability out-of-the-box {OOTB). The system maintains historical records of
effective dates of previous forecast schedules as part of its Chinical Dedision Support functionality for
evaluation and forecasting.

Cimical Decision Support ability to review an immunization schedule that was appropriate at the time of administration o] Yes with customization®  |Casetivity- IS currently uses the most current immunization schedule when evaluating immunization

events and providing patient immunization forecasts. The ability to review an immunization schedule that
'was appropriate at the time of administration—meaning a historical schedule from a past point in
time—is not available in the base solution but can be achieved through configuration.

This configuration would enable the system to apply and display the immunization schedule that was in
effect when a particular dose was i d, rather than g historical doses against today’s
current schedule_ This functionality is valuable for accurately assessing whether past immunizations were

c with the suideiines in place a1 the time they Wers given
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Clinical Decision Support ability to apply an immunization schedule that was approgpriate at the time of administration o Yes with customization®  |Casetivity- (IS currently uses the most current immunization schedule when evaluating immunization
events and providing patient immunization forecasts. The ability to apply an immunization schedule that
was appropriate at the time of administration—meaning the schedule that was in effect when a historical
vacdnation was given—is not part of the base solution but can be added through configuration.

This configuration wiil enable the system to evaluate past immunization events using the clinical dedsion
support rules and schedules that were valid at the time those doses were administered, rather than
Bpplying today's schedule retroactively. This ensures accurate historical assessments and supports proper
forecasting based on what was clinically appropriate at the point of care.

Clinical Decision Support  |ability to account for immune globulins in vaccine forecasting E Yes with customization®  |Cascriviny-1IS supports immunization forecasting based on the forecasting approach selected by the
jurisdiction. When using the integrated HLN ICE (Immunization Calculation Engine) forecaster, immune

|glabulins are not incorporated into vaccine forecasting betause this capability is not currently supported
by the ICE forecasting engine. If the jurisdiction elects to use Cosetiviry -1iS forecasting capabilities, S56
can impiement support for incorporating immune giobulins into vacdne foreaasting through
customization to meet jurisdiction-spedfic business requirements.

Clinical Dedsion Support ability to create test cases for reuse during user acceptance testing E Yes

Clinical Decision Support ability to save test cases for reuse during user acceptance testing E Yes

(Clinical Decision Support ability to compare the expected results of the forecasting test case to the actual results observed by the E Yes

Remind E = o pan ific reminge I Il nothcanon — 3 Yes

Reminder/Regll ability to select one or more vacdnes for generating reminder/recll notifications E Yes

Rerminder/Recall ability to view the date the reminder/recall notice was sent to a patient 0 Yes

Reminder/Recall ability to generate lists of patients in need of a reminder or recall notification by organization E Yes

Reminder/Recall ability 10 generate reminder/recall notifications per consent designation E Yes

Reminder/Recall ability to » patient-spediic reminder/recall notices by user-defined p: 5 £ Yes |

Reminder/Reaall ability to generate reminder/recall in user-defined format E Yes

Reminder/Recall ability to select the age of the caehort when generating reminder/recail notifications E Yes

Reminder/Recall ability to print patient-specific reminder/recall notices by user-defined parameters E Yes

Reminder/Recall ability 10 generate patient specific reminder/recalls in a user-defined format E Yes

Reminder/Recall ability for an end user to generate patient spedfic reminder/rells in accordance with HIPAA and E Yes

Reminder/Recalt ability for an end user to print patient spedfic reminder/recalls in accordance with HIPAA and jurisdictional 5 Yes

Reminder/Recall pbility to generate vacdne recall notices by fadlity based on vaccine name, vacanation date range, and lot o] Yes

Reminder/Recall ahility to generate vacdne recali notices by administering provider based on vacdne name, vaccination date s} Yes

Reminder/Recall ability to set the limit/number of times a patient will receive a reminder/recall (o] Yes

Reminder/Recall ability to modify the limit/number of times a patient will receive a reminderfrecall o] Yes

Reminder/Recall ability to exdude a patient who has met the limit/number of times to receive a reminder/recall o Yes

Reminder/Recall ability to generate a list of phone numbers for patients needing reminder/recall 0 Yes

Reminder/Recall abffity to review a patient fist for a reminderfrecll notifiation E Y

Reminder/Recall ability to flag patients to exdude before sending a reminder/recall notification Q Yes

Reminder/Recall ability to establish a time interval between reminder re@l natices (e.g., 90 days or 60 days) o Yes

Reminder/Recll ability to generate a reminder/recall notifications for patients with an active status for their organization 3 Yes

Reminder/Recall ability to generate reports that indude reminder/recall history for spedfic date range O Yes

Reminder/Recall ability to make all reminder/recall data accessible to authorized users for a predetermined peried of time o} Yes

[¢]

|Reminder/Recall

ability to aggregate multiple notices going to the same address into one notification

Yes with customization*®

Cosetivity 115 generates a single notice containing all vacdne groups that require attention. However, out
of the box, the system does not combine notices for different patients going to the same address (e.g.,
siblings living at the same househoid). S$G can customize Casezivity -11S to combine notices for patients

ring the his requi

| Coverage Reports ability to generate regortis) di g information on immunization ¢ rate{s) among select E Yes
Coverage Reports ability to generate repart(s) for ¢ izations and facilities per CDC iImmunization Quality Improvement for E Yes
Coverage Reports ability to generate report(s} on immunization coverage for a user-defined geographic area E Yes
Coverage Reports ability to generate report({s) on immunization coverage for a patient cohort E Yes
Coverage Reparts ability to view and modify list of patients to be induded in immunization coverage report 8} Yes
Coverage Reports ability to generate report(s) displaying i ization coverage wrends over time, over a selected timeframe E Yes
Coverage Reports ability to generate report(s) that display the number of missed opportunities for vaccination E Yes
Caverege Reports abilfty 1o generate report{s) displaying the number of patients [ate up-to-date for immunization vho are up~ E Yes
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Coverage Reports ability to generate reportis) that display the number of invalid vacdne doses E Yes
Coverage Repors amtogmme report|s) displaying vacdine exemption rates E Yes
Coverage Reports _ |ability to generate report(s) displaying immunization coverage by -defined parameters. E N Yest | |
Coverage Reports ability to g report{s) displaying i coverage by vaccine type E Yes
Coverage Reports ability to gt report(s) di g i ization ge by age range E Yes
Coverage Reports ability to report(s) di ing i ization ¢ age by ethnidity E Yes
Coverage Reports abifity to g report(s) displaying i iZation ¢ age by race E Yes
Coverage Reports ability to report(s) g K C age by patient sex o] Yes
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4.2.3.1.7. Manage Patient and Immunization Record

Patient Search

| abiiity to search for patient records ] - I

Integrity. Passion. Results.

Patient Status

ability to edit multiple patients status in one action

Yes with customization®

E Yes.
Patient Search abitity to search patient record based on one or ip defined p E Yes
Patient Search ability to re-search for a patient record by modifying existing search parameters E Yes
Patient Search ability to dispiay the list of retumed possible patient matches per jurisdictional pelicy E Yes
Patient Search ability to select a patient record from the list of possible patient matches E Yes
Add, EditPatient _|abifity to 3dd demographir information to a patient record. = E Yes
Add, Edit Patient ability to create a new patient record E Yes
Add, Edit Patient ability to edit demographic information in a patient record E Yes
Add, Edit Patient ability to insert permanent in a patient's record that can be viewed based an E ‘fes
Add, Edit Patient ability to display the user who created the permanent comment in a patient's record E Yes
Add, Edit Patient ability to prevent a patient record from being saved unless required fields are completed, per i Yes
Add, Edit Patient ability to automatically notify a user when attempting to submit an incomplete patient record E Yes
Add, Edit Patient ability to store CDC-endorsed core data elements for all patient records E Yes
Add, Edit Patient abifity to store multiple of reported names for each patient to include: first name, middle name, last E Yes
Add, Edit Patient ability to store multiple patient addresses 0 Yes
Add, Edit Patient abiiity to suppart multiple patient address type desiznations {e.g. primary address, vacation address) (o] Yes
Add, Edit Patient ahifity to identify effective dates for use of a patient address o Yes
Add, Edit Patient ability to store all historic addresses for a patient o Yes
Add, Edit Patient ability to store country information related to where the patient was bom Q Yes
demographics SmartyStreets) [o] Yes
Add, edit patient SmartyStreets) [e] Yes
Add, Edit Patient ability to automatically create a unique patient ID number E Yes
Add, Edit Patient abitity to automatically associate patient 1D number to the patient's record E Yes
Add, Edit Patient ability to track patients of afl ages per jurisdictionsl law or policy E Yes
Add, Edit Patient ability to store mother's HBsAg status for a patient [*] Yes
Add, Edit Patient ability to store a patient's occupation E Yes
Add, Edit Patient ability to designate patient as belonging to a priority group for vaccingtion o] Yes
Add, Edit Patient ability to store patient identifiers E Yes
Add, Edit Patient ability to assign patient records to a cohort E Yes
Add, Edit Patient ability to assign patient records to Itiple cohorts E Yes
Add, Edit Patient ability to view patient records by cohort E Yes
Add, Edit Parient ability to remove patient records from a cohort E Yes
Patient Status ability to manage patient status at the organizat catylevel i E Yes = J AP T =
Patient Status abiiity to store active patient status at the org ffacitity level E Yes
Patient Status ability to store inactive patient status at the organization/facility level E Yes
Patient Status bility to edit active patient status at the organization/facility tevel E Yes
Patient Status shility to edit mactive patient status at the organization/facility level E Yes
Patient Status ability to store reazon for inactive status of patk at the organi ity level E Yes

]

SSG can meet the requirement to edit multiple patients’ statuses in a single action through customization, The proposed
approach is to create a workflow that enables authorized users to search for patients by organization and applicable
'demographic and loation criteria, as determined with the Agency.

Patient Status

|ability to manage patient status at the geograpbic jurisdictional level

Patient Status

abifity to store BcTive patient sTatus a1 the geographic jurisdiction level

Patient Status

ability to store inactrve patient status at the geographic jurisdictional level

Patient Status

ability to edit active patient status at the geographic jurisdictional level

Patient Status

ability te edit inactive patient status at the geographic jurisdictional level

Patient Status

ability to store reasan for inactive status of patients at the geographic jurisdictional level

Patient Status

ability to restrict access to patient records that have been placed in an inactive status

Patient Status

ability to restrict edits to patient records that have been placed in an inactive status

Patient Consent

to update patient consent on a p:

Patient Consent

|ability to opt out a patient from participating in the I15

m|imimlo|Oo|O|m[m|m|m|m

Supports jurisdiction<onfigurable patient participation and consent management workflows
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Patient Consent ability to opt in a patient for participation in the IS E Yes Supports jurisdiction-c [4 patient participation and consent management workflows.

Patient Consent ability to enahle access to a patient record per cansent desigi E Yes

Patient Consent ability to enable updates to a patient record per consent designation E Yes

[Add EditPatient | ability to add vaccination event information to a patient record| = = = Ver — — —
Add Edit Patient ability to edit vaccine information in a patient record E Yes

:::;::i;;’iz:e"t ability to mark vaccine information in a patient record for deletion N = Supports adminlstrative review and data correction workflows by allowing immunization records to be flagged for deletion

pracessing.

Add, Edit Patient ability to add reason for delation of vaccine information in a patient record [o] Yes

Add, Edit Patient ability to capture vaccine eligibility by vaccine dose for publicly purchased vaccine E Yes

Add, Edit Patient ability to store vaccine eligibility by vaccine dose for publicly purchased vaccine E Yes

Add, Edit Patient ability to report multiple doses administered to the same patient on the same ion date vial E Yes

Add, Edit Patient ability to store all CDC-endarsed core data elements related to vaccine events £ Yes

Add, Edit Patient ability to enter vaccination substandard or otherwise compromised flag E Yes

Immunization

Add, Edit Patient ability to view vaccination event information on a patient's record E Yes

Add, Edit Patient ability to store adverse reactions in accordance with Vaccine dations and Guidelines of E Yes

Add, Edit Patient ability to flag an adverse reaction as having been reported to VAERS E Yes

Immunization Supports adverse event tracking workflows by allowing reported reactions to be associated with VAERS reporting status within

the patient immunization record.

Add, Edit Patient ability to store patient vaccination event funding eligibility inf: ion E Yes

Add, Edit Patient ability to print form for signature of vaccine refusal by patient for each individual vaccine antigen ] Yes

Add, Edit Patient ability to ensure that the default ot number is from the oldest lot when entering an inistered E Yes

Add, Edit Patient ability to record istration of vacci regardless if vaccine has since expired in inventory E Yes

Add, Edil Patlent ahl!itv to track vaccinations that lequlre adjuvaﬂt E Yes
[ ord : =N N S| EV e e i B o

Pnnt/Export Record ablllty to indude evaluated hlstnrv in the pnn!able version of the patjent record E Yes

Print/Export Record ability to indude the forecast in the printable version of the patient record E Yes

Print/Export Record ability to indude immunity in the printable varsion of the natmﬂt re:ord E Yes
|Print/Export Record._|ability to securely export a patient Immunization record = = E T Yes IR — B ") =
Pnnt/Export Record ability to export a pntll!nt n!mld tn Lo deflm!d furm;t o Yes

: ] [T | [ Yes - =0 d

Mass Vaccination abllity to rapidly capture patient demographlc lnformannn offline during mass vaccmatmn clinic for E Yes

Mass Vaccination ability to rapidly capture vaccine information offline during mass vaccination clinic for later E Yes

Mass Vaccination ability to support rapid capture of patient demographic information during mass vaccination clinic E Yes

Mass Vaccination ability to support rapid capture of vaccine information during mass vaccination clinic E Yes

Mass Vaccination abllity to vacdines during public health emergency withaut impacting the patient's status 0 Yes

Mass Vaccination ability for jurisdictional admin te flag/indicate org/facility participation in mass vaccination event o] Yes
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4.2.3.1.8. Manage Vaccine Inventory

Integrity. Passion. Results.

- 2 T — i) Ve - — I
Vacgine inversony 3bihvy o 2eaech the imvestory by hundeg zoune L Tex
Vacerme Laventory abilay 1o search vetary by vactior type ] Yes
Vaccine [nventory [3 Yes
Vacoine I E Tex
= = = e =——x = | e Y= - - ——

a2, Ecit Vacrire E Ye=
Inventory
Add, Edit Vaccice to ed t invertory funcirg zource at the lot level E
Aee. Edit Victine | stsiey 1o we 1 imvernany fusging sourte 31 the vacore evel 3
Acg. Edit Vaccire o 3 vaccice MHTIT-Om Lo irvenTory 13

o Barcade g Syite 1o elecrosially u) Vet brearioy to the 15 o
Acd, Ecit Vaccire ability to view currert invertory Izt by Facility 3
| Add. E<i Vacena 3Ty te werw cutTenl invertory [iaz By erpamisation £
Ace, Bk Vacore abdity for unizdistonal sdmim 10 eds ergariraton Tl imeentony E
Acd, Ecit Vaccine abiliey 19 marape vaceine borrowed rom lots belongag 1 one funding source 1 fots beenging 19 anather funding source o
Acd. Ecit Vaccine zource of bormawed vaccine from private mﬂlk or vice verza for rep’acemert cases 0

aley = = —— == e —= i E e ——. =

< o rees N = - T Ty | Y =] T - - LR A i
=1 e == sl " . = [ - = 4 [ L.
Vacone Ordersng ability to diert cier when “reordet recommendaton” imventory leved it resched o Tex
Vaccine Order:, ahility to p opulste order with recommerced quantizes bazed en nwentory. doses reported as aémin-stered to IS E Yez
Vaccine Ordern, ted [ Yes
ability for jurizdictional admin to actvate vaccres swailable for orde it E Yez
abilizy lor jusisdictens! sdmin to instivate vicores svalable for ordering E Yex
Vattime Orderng abifity to order publicly pusthased vacoises 14 Tez
Vaccine Ordering abilay toveew all oreers by wer-defines parameters [+] Yes
Vaccine Ordering ability to upéate celivery hours to receive shipments E Yes
Vaecine Orderng shilay to enter 3 reszon fof vatoe orders outiade the rcommended order guanting L Ve
Vacoine Orderng abilty to 1earch and yiew past vitcme orders by faciay wihim 3 SoecFied brekame E Yes
Vaccine Orderm eontact infermation during each ercer withost leaving orverirg werifiow E Yes
V3ccine Order'n, contact inform ston during esch order withost keaving ordering workflow £ Yes
Vacrine Ordering bty to save an E Tes
Waccine Ordering abisyte cpete op JonJtechty contacs ik belore 53 T e
Viccine Didering a5y to cancel “tied or unpr 3 Vs
Vaecine Ordaria iy 10 adt ussubmined o unarocened vatoiae erden E Yes
Vaccine Ordering to save an unsubmited order sfer reerton E Yes
Vaccine Orderng abiley 10 veriy ordes inkgrmaton before orde submred G e
Vaccine Ordering | abitity for purisdiczi 16 Fejeet 3 Vatsine oot 3 Ve
Victine Ordermg | sttty For in 1 3stEct 3 rEaonn code when reecting an grde 3 I
WVaczine Ordermy b £ia an order sfter rejecti E Ves
Vaccine Ordern, to rerabret 3o order sher H E Y=
Vacoine Orderng abifity to whectronacally rowdy the faclay of 3 rejected ordes 4 Yes
Vatrise Ordermg abilizy to track the thigping =atut of orders E Yes
Vaccine Ordermg ability to vertfy packing slip irformaton after order iz shipned o Tz
2y to reeeve electrona notifeatan when ooder ty recerved does rat match vacone order o Ve
abilny to receve dlerronie sonifestion when vagrs arder received iz domaged 0 Yez
3bility to reguest chipging Iadel(z] for romviable vicche subject to retum o Ves
ability to search for past wagcire reterr within a specifird timeframe. 13 Vez
sy o view paIt vacEne retum: within 3 specfed time frame E Tes
abdiry to pre-Sook vermine orders E Yes
ability for jurisdienions? agis vicme imyerony per yser defimed parametens E Yes
Vaccine Ordering ability to activate vaccne ordering A ity For 33 desig orzanzati Slities duting 3 public health emergercy ] T
Vaccine Orders bility for jurisdictions! sdwin te ceste order seti L3 Y
pariction: : - — = ] E i - — - —

o L]
= E Ve
Recew/Apnove Orcer |ability for juridictional admin to adjust order 3 [
. Drée- |abiny for jursd it 3k sccept VID vacr iremniney E Yes
Revipw/Aparewe Onder |ability to accept each vscone product = the IIS after mipment iz received £ Y

e = = — e T T e e —— - - = T E ECH =17 — —
iy to gutermstaally maten vaLsies Sazes repoed 31 Bezing doses in inventery to facitae dave decremerting E Yes
Iahili':y to automatically decrement vacore inventory in realtime viz HL? mezmgag l E Yes
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| Vectime inventory

o wnter current number of vaccme doses onrhand = ' *

Vaccing mvemtory abifity to wack and mansge dotes (of vacones: on hand, sdministersd, wasted, erpired, ordured, recalled, returmed, transfutrred

Vactine Imentory
Vacrine Inventory
|Voceine Tranclees |
Vaccine Transters

| vaccine Transters
Vaccine Transfers
Vaccine Trantfars
Vaccine Yransfers

m*‘z@

Vacoime W -
Vaccing Wastage

abilcty to enabie removal of recalind fom from sctie imnatory

ahifity to print & muuﬂ-m -w\:hm
sbsity foe |urisdictionsl sdmin to

abilly for juriadictiensl sdmin to initiste m: vageing u-nuu

by o Bcewpt VIT vacome waniiens

ability for jurisdictional ademin to reject vacoineg transfers

bty 10 arch and view pait veccing transfen: within 8 specfied

)tm!w Hldsmlaﬁnlnw #hwmmu«mw - i3 witheut

[sb<iry to mansge veccms wiags == =
abilsty to determine the tenal cort of wasted vaceine by user-defined parametens

e ————

ety for prdictisnal admin to modidy meeAtery Guaniity to tellect =

sbility bor pursdicnonal admin to aulgn resson for imertony waitage

'Vaccime Wastage Apfimgd
T I o I o SN Do - - RN = i — - -
™ e e PR (o " T =] el an i, Yes - —— v =
o a Yes
Tati L o Yes
Vaccing Eapiration |m!uﬂmwmuwmmmwmmﬁwmm E Yes
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4.2.3.1.9. Provide Data Access

Vendor response: Yes, Yes
Priority: E, O with customization®, No Vendor comment(s)
Capability Requirement: The [IS must/should have... {essential, optional) *Comment required

Standard Reports abiiity to generate a report that includes history and forecast ] I E Yes
Sﬁndafdl?qnﬂ! abifity to generate a data quality report displaying information on the quality of submitted E Yes
dara : |
Standard Reports ability to generate a report that provides information on patient and vaccine matching and E Yes
deduplication
Standard Reports ability 1o generate a report that provides information on data quality of data at rest E Yes
|Standard Reports ability 1o generate data quality reports for HL7 submissions E Yes
|Standard Reports ability 10 g1 VFC reports E Yes
Standard Reports ability to generate a practice-level patient data report for VFC enrolled sites E Yes
Standard Reports ability to generate a doses administered report to support accountahility for publicly- E Yes
purchased vaccine
Standard Reports ability to generate a doses ini ed repert for VFC enrolled sites E Yes
|5Standard Reports ability to generate VFC provider practice profiles E Yes
Standard Reports abilrty 1o generate a repost showing the total number of select vaccines ed each E Yes
month by facility
Standard Reparts ability to generate a report displaying a change In vaccine administration pattemns over a E Yes
selected timeframe
Standard Reports abiity to generate duplicate/merge record reports E Yes |
Standard Reports ability to generate reports about IS users £ Yes
Standard Reports. hb?lt_v © vacdne management reports E Yes
Standard Reports ability to generate a report listing/identifying patients who received a recalled vaccine E Yes
Standard Reports ability to generate a report of patients declining or refusing vaccinations (o] Yes
Standard Reports ability to generate a report to calculate a facility's average vaccine usage o] Yes
Standard Reports abiity to generate VFC accountability reports for managing VFC inventories and orders E Yes
Standard Reports____|abiity to generate vaccine iventory reports E_ Ve
Standard Reports hand E Yes
Standard Reports ability to generate a report that provides/displays information about inventory transactions E Yes
Standard Reports ability to generate report(s} that display information about vaccine order history 0 Yes
Standard Reports ability to generate report{s} that display information about vaccine wastage and returns E Yes
Standard Reports specific timeframe E Yes
Standard Reports ability to generate a report providing information about influenza pre-book orders E Yes with customization® | This ¢ ility can be customized during the project to meet the Agency's requirements.
Standard Reports ability to query vacdne ordering patterns over a selected timeframe to indicate trends o) Yes
Standard Reports ability to generate reports that provide i about organizations and fadlities o Yes
Standard Reports ability for jurisdictional admin to generate report that lists immunizing facilities (o) Yes
Standard Reports ability for jurisdictional admin to generate a report that provides information on (o] Yes
|Stendard Reports ability for jurisdictional admin to access utilization of report/usage statistics | [¢] Yes
Standard Reports abifity to g reports that provide i ion about and their immunization E Yes
histories for schaot ¢ e
|Standard Reports ability to generate report of student exemptions by type {medical, religious) E Yes
Standard Reports ability to generate a record of students' immunizations for school purposes E Yes
Standard Reports @ability to generate exclusion letters stating which vaccine(s) a student needs to come into E Yes with customization® |$SG can provide this customization during the project to meet the Agency's requirements.
compliance with requirements and be permitted to attend school
5 Reports ability to reports for indavi vacdnated during a mass vacanation event E Yes
[Standard Reparts ability to generate doses administered reports for priority groups during @ public health E Yes
Standard Reports ability to a report that provides i jon about the status of the system in = 13 Yes
Ad Hoc Queries & abiity to generate queries and reports based on user-defined sl 1 £ Yes
Ad Hoc Queries & ability to schedule an ad hoc query to run on a predetermined interval {i.e., daily, weekly, i3 Yes
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Ad Hoc Queries & ability to generate reports with a user-defined report format E Yes Casetivity provides a ReportBuilder page to assist users in crealing and configuring reports, giving them the power to decide th

Reports |available input filters, output fields, sorting, and report logic. Administrators can publish a base report that can be customized 1
further by end users, allowing them ta default their own input filter values, hide/show filter fields, and customize the output
columns and sorting. Reparts can be exported in multiple formats including PDF, XLSX, CSV, TXT, and XML to meet various user-
defined format needs.

Ad Hoc Queries & ability to generate reports across geographic hierarchy levels E Yes

Ad Hoc Queries & ability to generate data to inform the public via website dashboards or similar means E Yes

ad Hoc Queries & ability to store saved report templates E Yes

Ad Hoc Queries & ability to modify saved report templates E Yes

Ad Hoc Queries & ability to inactivate (archive} saved report templates E Yes with customization® |Currently, report definitions can be deleted and manually restored from a previous copy of the configuration files. If this

Reports approach does not meet the Agency's requirements, $SG can add a custom mechanism that applies a status to report
definitions, enabling authorized users to inactivate (archive) saved repart templates rather than delete them, This capability can|
be developed within Casetivity- 1IS through customization.

Ad Hoc Queries & ability to modify a query E Yes

Ad Hoc Queries & ability to delete a query B Yes

Ad Hoc Queries & ability to save an ad hoc query E Yes

Ad Hoc Queries & ability to create a map using geocodes for statistical reporting o] Yes with customization® |Casetivity -1IS provides dashboard report tiles that show a geacoded map for a single statistic. Allowing the user to choose and

Reports adjust the filters on-demand for the report would require additional configuration, SSG can configure this capability to meet the
Agency's requirements. Additionally, Casetivity -1IS can interface with data warehouses or enterprise teols such as Tableau for
enhanced data visualization capabilities.

Print/Export Reports  |ability to export (IS data for use in other s E Yes

Print/Export Reports abifity to export data in user-defined formats = Yes

Print/Export Reports ability to export aggregate level de-identified data E Yes

Print/Export Reports ability to export record level de-identified data E Yes

Print/Export Reports | ability to print re| | S E: i Yes.

Consumer Access | ability for authorized consumers to access personal 115 3 m oy e Ea | = Yes | ~ e =

Consumer Access ability for authorized consumer to print forecast o Yes

Consumer Access ability for authorized consumer to print patient immunization record E Yes

Consumer Access ability for authorized consumer to print an official immunization history E Yes

Consumer Access ability for authorized consumer to retrieve a verifiable digital vaccine credential without E Yes

Consumer Access ability for authorized consumer to view immunization forecast E Yes

Consumer Access ability for authorized consumer to view patient information E Yes

Consumer Access ability for authorized consumer to view patient immunization recard E Yes

Consumer Access ability for patient/patient representative to opt in for reminder/recall notifications 0 Yes

Consumer Access ability for patient/patient representative to opt out of reminder/recall notifications Q Yes
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Perfi 2 |Time Beh Ipport a resp user Interf: : = E Yes
Performance [Time Behavior support application launch, i.e. time between user initiation and application start, in less than 10 seconds E Yes
Performance |Time Behavior support respanse to a user navigation action {e.g., mouse movement, keypresses, navigation) in less than 1 E Yes
second
Performance |Time Behavior support respanse to process submitted information via direct data entry in less than 4 seconds E Yes
Performance |Time Behavior support generation of a standard, pre-configured report in less than 30 seconds E Yes
Perft * | Time Behavior | supp P data exchange system interfaces E Yes
Performance |Time Behavior support electronic response to a submitted HL7 message in 5 seconds or less, 95% of the time E Yes
|Performance | Capacity 0 1000 concurrent users of the userinterface f E Yes
Performance |Capacity support multiple users viewing the same data at the same time E Yes
Performance |Capacity support users using the same function at the same time without degrading IIS performance E Yes
Performance |R support tasks without degrading IS performance u - | il ELs Yes
Performance |Resource support user queries via the user interface without degrading 11S performance E Yes
Performance |Resource support generation of ad hoc reports without degrading 115 performance E Yes
Performance |Resource support data extracts without degrading IS performance E Yes
|Perf e |Capadity support effident p ig of HL7 messages without performance degradation, as per | @pacity E Yes
Performance |Capacity support processing of up to 200 of HL7 VXU messages per hour without performance degradation E Yes
Performance |Capacity support processing of up to 8000 of HL7 QBP ges per hour without performance degradation E Yes
Performance |Capacity | support permanent storage of records as per jurisdictional policy ) ' E Yes
Performance |Capacity support storage of unlimited number of organization records E Yes
Performance |Capacity support storage of unlimited number of user records E Yes
Performance |Capacity support storage of unlimited number of patient records E Yes
Performance [Capacity support storage of unlimited number of patient immunization records E Yes
Usablity | Accessibility e e E Yes
Usablity  |Opesabitity E Yes [ cosativity-I1S implements secure web application session managementin alignment with industry best
practices. The solution uses secure, HttpOnly, and SameSite-flagged copkles, configurable sesslon timeout
|potlﬁ and server-sade session invalidation upon logout. Cache controls are applied to prevent sensitive
ed i browser cache. These controls are configurable by rsdictional administrators to |
| meet wyDHHR securltvpulq’ requirements.
|
Usability (Operability ability to execute Boolean searches E Yes
Usability Operability ability to execute a wildcard searches E Yes
Usabflity | |User error minimize data entry estors E Yes
Usability User error assist in entering data correctly via pick-lists, drop-down boxes, or other easy-to-use options such as predictive E Yes
Usability User error indicate required fields for data entry E Yes
Usability User error ability to provide alert when required fields are left blank E Yes
Usability User error support cross-field checks to ensure accuracy of information where dependencies exist (e.g., waming that a child E Yes
Usability User error support spell check functionality with medical terminology for all free text fields [¢] Yes
Usability User error error messages {errar must be fixed prior to continuing) E Yes
Usabliity  |User interface -alerts related to user interface time o Yes
Usability User interface support user feedback with a simple indicator for response times between 2-4 seconds [*] Yes
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Usabiity

User mterface

support user feadback with expected response tame and percent-done indicator for response times greater than 4
seconds

Yes with customization *

Casetivity -11S currently supports user with a simple i for times 24
secomds with most of our response twnes under 4 seconds. For actions that initiate additional processing,
such as saving records or moving to the next step in flows, we display a spinning icon indicator showing that!
processing is ocourring. However, we do not catently provide expected response time estimates or percent
done indicators for response times greater than 4 S5G @n g this ility to meet the
Agency’s requirements.

Users can utilize i tabs and ather actions withim the system while waiting for the
operation to complete so that they aren't ever blocked by a single response.

For reports and exports that are expected to be long-running, the system can be configured to process the
report asynchronously. When this occurs the user will be informed that the report will run in the
background so they can continue with their work. The user will receive an email when the report is
complete at which point they an retrieve the report in the Ul

Usahility

User mterface

Support users in stopping an operation expacted to take longer than 10 seconds

Cosetivity -11S does not provide a mechanism for users to stop or i pr mg once an
has been initisted. However, users are not blocked from continuing their work and can work in multiple

tabs. For operations expected to take longer than 10 secands, such as long-running reports, the
system these tasks as’
screen and perform other actions within the system while waiting for the operation to complete. While
users cannot actively cancel an aperation in progress, the asynchronous processing design enables them to

This allows users to navigate away from the processing

remain tiep rather th m

User nterface

| support users in performing other tasks while waiting for the system to complete tasks expected to take longe
— S — _—

y:

: T 1 i B B R R I

ol

support access to the web application 99.9% of the time

to HL? 99.9% of the time

m|m|m|o

ipport real-time failover

pport the recovery of backed up data as needed

o [m] m (e

of 15 data afrer an outage or boss

= ability 1o ek ically notify the system administrator of unauthorized acthity E
Security Authenticty ability to track all attempted accesses that fail , fion and i qui E
Security Authenticity ability to track all that comply with i r lication and i E
Security Non-repudiation  |abiity to maintain audit logs for specified time per jurisdictional policy E € -5 miai audit logs across the entire solution scope, induding spplication
iogs, database logs, infrastructure logs, securtty yystem logs, user activity logs, and forensx sudit logs. The
system retains logs onfine for s minimum of S0 duys per jurt i policy and mai forl
pesy G with jirisdes
The sudit capabilties include:
+ Configurable retention periods that can be adjusted to meet specific jurisdictional policies
« Application-leve! audit tracking with rich detall accessible through the Ul and reporting database
= Infrastructure-level logging through AWS CloudTrail for alt mfrastructure changes
= APl access logs captunng request details, sources, snd timestamps
* Custom reporting capabilities to meet specific compiiance requirements
Jurizdictions can configure suditlog 3on and JCCESS P to align with their specific regulatory and
Security N ability for jurisdictional admin to search audit log by function p E
Security Non-r ability for jurisdicti admin to search audit fog by date and time period E
Security Non-repudiation ability for j b admin to search audit lcs by date range E
Security Non-repudiation ability for jurisdictional admin to search audit log by user defined parametars E Jurisdictional administrators can search audit logs by user-defined parameters. The solution incudes

[+ audit reports and dashboards that can be filtered by user, date, entity type, or action.

can also config custom reports to meet spedfic monitoring needs or compliance

qui For specific use cases, audit searches an be configured as canned reports or exposed
directly in the UL Direct access to the reporting database is also available for jurisdictions that want to
perform deaper investigations or conduct more advanced analysis using their own parameters.

abdity for jurisdictional adman to search audit log by patient identifiers

N

abdity for jurisdicti admin to fiter audn Iog search by user defined paramete;

Non-repudiation

ability for jurisdictional admin to sort audit log search resuits

Integrity
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Security Integrity store date of user access to a patient record E Yes
Security Integrity store time of user accass to a patient record E Yes
Security Integrity store user ID of user access to a patient record £ Yes
ty  |Non-epud | | store audit data related to data changes In the system 1 inE g DR~ | Yes e =
Security Non-repudiation  |store "date received' for data modified in the system E Yes
Becurity Non-repudiation  |store "time received' for data modified in the system E Yes
Security Non-repudiation  |store 'date updated' for data modified in the system E Yes
Security Non-repudiation  [store time updated’ for data modified in the system E Yes
Security Non-repudiation  [store user associated with data modified in the system E Yes
|integrity ~ [automatically enforce session timeout for a user when idle period is reached | E Yes
Integrity ability for automatic session timeout ta be customized per jurisdictional palicy Q Yes
Integrity ability to notify the user the session will expire (] Yes
Confidentiality support masking of passwords as they are typed or entered into the user interface E Yes
| Integri __|ability for system adiministrator to terminate userconnactions. — ] [ E i Yes
| Confidentiaiity _ |safeguard electronic personakly identifiable Information by implementing the appropriate techical bestpractices | € | Yes
Confidentiality ability to encrypt personally identifiable information at rest E Yes
Confidentiality ability to decrypt personally identifiable information at rest E Yes
Confidentiality ability to encrypt personally identifiable information during tr ission E Yes
Confidentiality ability to decrypt personally identifiable information during transmission E Yes
Security I ~_|ability to maintain firewalls per AIRA's ity Guidance Consid for Immunization Inft jon Sy == Yes —
Security Integrity ability to maintain firewalls for protection of the hasting network E Yes
Security 1Integrity ability to maintain firewalls for protection of the hosting environment E Yes
Security _|Integrity ability to electronically notify the system a funauthorized activity ERTS Yes - D R
Security  [integrity _ [ ablity to support anti-virus protection at current critical patch levels in the hosting environ! irii E il Yes -
Maintainabifit| Analyzability |supportevent logging = BpliiainE BT DI 1 ik E [ Yes d -~
Maintainabilit) Analyzability ability for system admin to enable event logging on all servers [¢] Yes
Maintainabilit{ Analyzability ability for system admin to enable event logging on all devices o No This Is a web-based application, so end user devices are not in scope. However, certain types of errors and
information are available in the browser console for troubleshooting with end users. Casetivity -I15 does not
provide system administrator functionality to enable or disable event logging on individual end user
devices, as the application operates through standard web browsers and logging is managed at the
application and server lsvel rather than at the device lsyel,
| Maintainabilitj Analyzability ability for system admin to disable event logging on all devices 0] Na This is a web-based application, so end user devices are not in scope. However, certain types of errors and
information are available in the browser console for troubleshooting with end users. Casetivity -11S does not
provide system administrator functionality to enable or disable event logging on individual end user
devices, as the application operates through standard web browsers and logging is managed at the
application and server level rather than at the device level.
I inabil dyzability ability for system admin to hmit access to event logs, including Systam, App ‘Web and Database logs ] Yes
Portability | Adaptability support use of web browsers per jurisdictional policy el a FTEATE ) E Yes
Portability | Adaptability support use of current version of web browsers E Yes
Portability Adaptability support use of last prior version of web browsers E Yes
Partability  |Adaptability support a resp deslgn that renders properly on multipledevices = E Yes —
Partability Adaptability support web client use on a desktop E Yes
Portability | Adaptability support web client use on a laptop E Yes
Portability | Adaptability support web client use on a tablet E Yes
Portability ¥ support web client use on a smartphone E Yes
Portablity  |Installability be i (e-g., Docker o Kub ) to support easy insta and system upd ] E Yes i
Partability  [Installability be cantainerized for cloud based environments o] Yes
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4.2.3.2. System Compatibility Requirements: The IIS must be designed to
operate reliably and efficiently within a variety of standard computing
environments.

Casetivity-1IS is a cloud-based, vendor-hosted Software as a Service (SaaS) solution designed to
operate reliably and efficiently across standard computing environments. The system is fully
accessible through current versions of major web browsers, including Google Chrome, Mozilla
Firefox, Microsoft Edge, and Safari, and requires no specialized hardware, local software
installation, plugins, or elevated user permissions. This browser-based architecture simplifies
deployment, reduces IT overhead, and provides secure, high-performance access for users
across public health agencies, providers, and partner organizations.

4.2.3.2.1. The lIS must be cloud based software with hosting provided by the
vendor.

Yes. SSG confirms that the proposed Immunization Information System (lIS) is cloud-based
software with hosting provided by SSG as the vendor.

Casetivity-11S is a Commercial Off-The-Shelf (COTS) product hosted on a secure cloud platform.
SSG hosts Casetivity-IIS within Amazon Web Services (AWS), a cloud-based infrastructure that
supports containerized deployment for cloud-based environments. The solution leverages
AWS's government-grade cloud environment with geographically distinct facilities,
implementing advanced cloud infrastructure with rigorous monitoring and redundancy
strategies to ensure high availability and scalability.

SSG provides fully managed Software as a Service (SaaS) hosting, which reduces the burden on
the Agency's IT resources. The Agency does not need to manage the underlying hosting
infrastructure or application environment. SSG handles infrastructure management, periodic
vulnerability scans, annual disaster recovery exercises, and ongoing system optimization as part
of the hosting service.

The cloud-based architecture provides scalability, reliability, and support for applicable security
requirements, providing a robust infrastructure for managing immunization data efficiently. The
solution places no limits on the number of users, receives annual updates, and enables SSG to
efficiently provision and decommission environments as needed.

@
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This fully managed cloud-based approach meets the requirement for vendor-provided hosting
while delivering flexibility, performance, and long-term operational value for the Agency's
immunization program.

Casetivity-IIS is architected from the ground up as a modern, cloud-enabled solution. Unlike
solutions that rely on legacy architectures, Casetivity-1IS uses a modern, industry-standard
design that delivers a scalable, secure, and interoperable solution.

Technical debt is the future cost of extra work caused by choosing software that is old or
implemented over time with fast short-term shortcuts over a clean, perfect design. SSG designed

s:e Casetivity-IS from the ground up with modern technology, cloud enabled services, and IIS
Advantage programmatic requirements in mind. Casetivity-1IS likely has the least technical debt of all the

solutions on the market which makes it much more sustainable.

4.2.3.2.2. The lIS must be fully compatible with major, up-to-date web browsers
including but not limited to Google Chrome, Mozilla Firefox, Microsoft Edge, and
Safari.

Yes. Casetivity-IIS is fully compatible with major, up-to-date web browsers including Google
Chrome, Mozilla Firefox, Microsoft Edge, and Safari. The solution is designed as a modern,
cloud-based solution with browser compatibility built into the system architecture. Casetivity-IIS
operates efficiently on standard desktop and laptop computers without requiring specialized
hardware or software installations, elevated user permissions, or local software installation.
Only a supported web browser and internet access are required for full functionality. This design
ensures that authorized users across the State can access the system reliably from their existing
computing environments without additional technical barriers or IT overhead.

4.2.3.2.3. The IIS must operate efficiently on standard desktop and laptop
computers without requiring specialized hardware or software installations.

Yes. Casetivity-11S operates efficiently on standard desktop and laptop computers without
requiring specialized hardware or software installations. The solution is a cloud-based platform
accessible through major web browsers including Google Chrome, Mozilla Firefox, Microsoft
Edge, and Safari. Users require only a supported web browser and internet access to access full
system functionality—no elevated user permissions or local software installations are necessary.

The solution's cloud infrastructure maintains 99.9% uptime and delivers 90% of response times
in less than two seconds and 98% of response times in less than 10 seconds. This performance
ensures responsive user experiences across both desktop and laptop environments during

®
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normal business operations. SSG employs continuous monitoring and adaptive scaling using
AWS CloudWatch to track API response times and maintain optimal performance as users
access the system through standard computing devices.

The system's user-centric design includes customizable modules tailored for different critical
partner roles, ensuring ease of use and accessibility across desktop and laptop platforms
without additional hardware or software requirements. SSG's maintenance approach includes
base updates needed to maintain performance and optimization, ensuring that the solution
continues to operate efficiently on standard computing environments throughout the contract
term.

Casetivity-11S meets the requirement for efficient operation on standard desktop and laptop
computers without specialized installations.

4.2.3.2.4. The IIS must be accessible without requiring elevated user permission
or local software installation. Only a supported web browser and internet access
should be required for full functionality.

Configuration of the existing system to meet the Agency’s workflows, business
rules, and data requirements is expected and acceptable.

Yes. Casetivity-IlS is accessible without requiring elevated user permissions or local software
installation. Users need only a supported web browser and internet access to access the full
functionality of the system.

The solution is a cloud-based, web-native application that operates through standard web
browsers including Google Chrome, Mozilla Firefox, Microsoft Edge, and Safari. No client-side
software, plugins, or administrative privileges are required on user devices. This browser-only
access model ensures that staff across provider organizations, public health agencies, and
partner entities can securely access the system from standard desktop and laptop computers
without IT intervention or specialized configuration.

The solution's role-based access control framework manages user permissions centrally within
the application itself, eliminating the need for elevated system-level permissions on local
machines. Authorized users authenticate through the web interface and receive access to
functions and data based on their assigned roles and permissions, all managed within the IIS.
This approach reduces deployment complexity, accelerates onboarding for new users and
partner organizations, and minimizes ongoing support requirements for local IT teams.
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SSG's cloud infrastructure maintains 99.9% uptime with 90% of response times under two
seconds, ensuring consistent performance for browser-based access across diverse user
environments. The system's web-based architecture supports the State's need for broad
accessibility while maintaining security, compliance, and operational reliability without
imposing technical barriers on end users.

4.2.3.2.5. The 1IS solution must be a fully developed, market-ready and
production-ready system at the time of proposal. The Agency will not consider
solutions that require new system development, creation of a custom IIS, or
substantial software build-out.

Configuration of the existing system to meet the Agency’s workflows, business
rules, and data requirements is expected and acceptable.

Casetivity-1IS is a fully developed, market-ready, and production-ready Immunization
Information System. SSG is proposing an existing production solution, not the development of a
new or custom 1IS. The Agency will receive a proven platform with established functionality that
has been designed specifically to support immunization information management,
interoperability, vaccine inventory, provider management, school compliance, reporting, and
public health operations.

SSG's implementation approach focuses on configuration rather than custom software
development. During implementation, SSG will configure Casetivity-IIS to align with the
Agency's business processes, jurisdiction-specific workflows, business rules, user roles, security
requirements, reporting needs, and data requirements. Configuration activities include system
settings, workflow configuration, business rule configuration, user permissions, interface
configuration, forms, notifications, reports, and jurisdiction-specific operational preferences.

Because Casetivity-1IS is an established solution, implementation activities emphasize
requirements validation, configuration, testing, data migration, interface deployment, training,
and production readiness rather than designing or building new core application functionality.
This approach reduces implementation risk, shortens deployment timelines, and provides the
Agency with a stable, proven solution that can be configured to meet its operational needs
while remaining on a supported product roadmap.
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4.2.3.3. Service Level Agreement - Service levels, response times,
resolution targets, and associated penalties shall be governed by the
Service Level Agreement (SLA) provided as a separate attachment to this
RFP. (Attachment C)

SSG accepts the Service Level Agreement (SLA) provided as Attachment C and commits to full
compliance with all service levels, response times, resolution targets, and associated penalties
governing the proposed Immunization Information System (lIS).

Casetivity-11S is designed to support the Agency's SLA requirements through a comprehensive
infrastructure and support framework. SSG provides annual maintenance and support services
for all implemented system components, including software, databases, interfaces, and
infrastructure. Help desk support is available during standard business hours (Monday through
Friday, 8:00 AM to 5:00 PM local time) with documented escalation procedures to ensure timely
resolution of issues. SSG delivers bug fixes and security patches within industry-standard
timeframes, with critical vulnerabilities addressed promptly to maintain system security and
stability.

System performance monitoring and proactive issue resolution are maintained for all hosted
and managed environments. SSG's cloud-based hosting environment is FedRAMP-authorized
and HIPAA-compliant, providing the technical foundation necessary to meet availability and
performance targets. The infrastructure includes managed disaster recovery capabilities with
annual disaster recovery exercises conducted to validate backup and recovery procedures. SSG
maintains a formal disaster recovery plan that governs backup procedures and ensures
compliance with state IT policies and data protection standards.

Casetivity-IIS implements and maintains the infrastructure to fulfill service-level agreements
between the program and entities providing information technology support. This ensures
system availability and uninterrupted data flows as required by the SLA. System configuration,
monitoring tools, and automated processes support consistent achievement of performance
thresholds.
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As an example of some of the pro-active real-time monitoring we perform to provide this level
of service and quality, the below are infrastructure dashboards.

(1]
1
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SSG's acceptance of the SLA is formalized through the contract governance process. All defects
identified during Acceptance Testing will be remediated per SSG’s warranty. The Agency will
issue written Acceptance of the IIS solution only after verifying that all functional, technical,
security, interoperability, and performance requirements—including SLA compliance—have
been fully met. No annual, recurring, subscription, hosting, or maintenance fees will begin prior
to formal written Acceptance by the Agency.

SSG confirms full acceptance of and compliance with the Service Level Agreement governing the
proposed IIS solution.

4.2.3.4. Maintenance and Support: The vendor shall provide annual
maintenance and support services for all implemented system
components, including software, databases, interfaces, and
infrastructure. These services must include a vendor-hosted ticketing
system of record with Agency visibility and reporting, and a tiered
support structure jointly managed by the State and Vendor, as described
below:
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4.2.3.4.1. Help desk support available during standard business hours (Monday-
Friday, 8:00 AM-5:00 PM local time), with documented escalation procedures.

SSG provides comprehensive help desk support during standard business hours (Monday-
Friday, 8:00 AM-5:00 PM local time) through a structured, multi-tiered support model with
documented escalation procedures. All support activity is tracked and managed within SSG's
vendor-hosted Jira environment, which serves as the system of record and provides the State
with full visibility into ticket status, history, and reporting. SSG brings direct experience
operating Tier 1 functions and has implemented hybrid models across multiple state clients; the
final division of responsibilities will be jointly defined with the State during implementation
planning.

Help Desk Availability and Access

During business hours, SSG's help desk staff address all incoming calls and emails in a
professional and timely manner, with initial response to help requests generally occurring within
24 hours. Users can access support through multiple channels including phone, email, an online
ticketing portal, and a central help desk email account that automatically creates support
tickets. When a ticket is created, users receive an automated acknowledgement with the ticket
number and issue details, and any updates or notes added to the ticket are automatically
emailed to the user for streamlined communication.

Tiered Support Structure

SSG can employ a two-tiered escalation system during business hours. Tier 1 help desk staff
provide technical assistance for initial questions and issues. When staff cannot address an issue
or a technical problem requires further attention, the inquiry is escalated to Tier 2 status and
sent to the technical support team. Resolution of Tier 2 requests typically occurs within four
business days. The help desk utilizes robust tracking software tools to centrally manage and
report operational issues, fostering continuity of support among help desk staff and enabling
rapid escalation and resolution.

Issue Classification and Prioritization

Known technical issues are categorized on a sliding scale: Critical, Major, Average, Minor, and
Enhancement. Items classified as critical are communicated to users and addressed
immediately, ensuring that high-priority issues receive appropriate attention and resources.

®
oo. S S G CRFP MIS2700000001 | Strategic Solutions Group LLC 177



Integrity. Passion. Results.

Escalation Procedures

SSG's documented escalation process routes unresolved issues through a two-tier structure.
Issues escalate from front-line analysts to technical leads, and ultimately to the SSG Engagement
Lead for resolution assurance. A centrally managed tracking system allows for rapid escalation
and resolution by bringing together help desk support staff, client staff, and development and
operations teams as an integrated unit. The solution also incorporates the ability to include key
client staff as part of the support structure for easy escalation and monitoring, enabling them to
provide business and policy guidance, monitor tickets, assign tickets to other staff, escalate
issues in a timely manner, and create tickets directly through the central help desk portal.

This structured approach ensures that users receive consistent, professional support during
business hours with clear pathways for issue resolution and escalation when needed.

4.2.3.4.1.1. The Vendor must support a Tier 1 / Tier 2 / Tier 3 model consistent with industry
standards. The State and Vendor will jointly define the final responsibility split (e.g., password
resets, role provisioning, interface triage) during implementation planning. Vendors must
describe their proposed support model and recommended division of responsibilities in their
proposal.

SSG fully supports a Tier 1 / Tier 2 / Tier 3 model consistent with industry standards and
welcomes joint definition of the final responsibility split during implementation planning. SSG's
proposed baseline assigns Tier 1 responsibilities — including password resets, user account
inquiries, and initial triage — to the State, with SSG assuming Tier 2 and Tier 3 responsibilities
for application-level support, configuration, escalated interface issues, and defect resolution.

SSG recognizes that the right model depends on each client's operational capacity and staffing
structure. SSG brings direct experience operating Tier 1 support functions on behalf of state
clients and has implemented hybrid models in which responsibilities are shared or redistributed
across tiers based on agency preference. SSG remains open to discussing alternative structures
— including a State-led hybrid or an SSG-led Tier 1 function — and will work collaboratively with
the State during implementation planning to finalize a division of responsibilities that best
serves operational needs and end users. It is our understanding that the State plans to handle
Tier 1 interactions — including initial user contact, password resets, and first-level triage —
while SSG will provide Tier 2 and Tier 3 support covering application-level issues, configuration,
and defect resolution. SSG is certainly willing and able to provide Tier 1 support if desired by the
State.
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4.2.3.4.1.2. The Vendor must provide and maintain a vendor-hosted ticketing system of record
for all support requests. The solution will not integrate with the State’s ticketing system. The
State must have full visibility into ticket status, history, and reporting within the Vendor-
hosted system.

SSG provides and maintains a vendor-hosted Jira environment as the system of record for all
support requests. Jira serves as SSG's standard platform for both software development lifecycle
(SDLC) tracking and full-service desk operations, giving the State a single, unified view of all
tickets from initial submission through resolution.

The State receives direct access to the Jira Service Desk portal, where authorized users can
submit requests, monitor ticket status in real time, review full ticket history, and access
reporting across open and closed items. SSG configures role-based access to ensure State staff
have the visibility they need without requiring integration with the State's own ticketing
infrastructure.

SSG's Jira environment supports configurable dashboards, queue management, priority
classification, and audit-ready reporting — providing the State with continuous transparency
into support activity and response performance throughout the engagement.

4.2.3.4.2. Bug fixes and security patches delivered within industry-standard
timeframes, with critical vulnerabilities addressed promptly.

SSG delivers bug fixes and security patches through a structured maintenance program that
prioritizes rapid response to critical vulnerabilities while maintaining system stability and
operational continuity. The approach combines proactive monitoring, scheduled maintenance
windows, and expedited remediation protocols aligned with industry-standard timeframes and
federal cybersecurity requirements.

SSG addresses security patches and bug fixes through regular maintenance support that
includes scheduled maintenance windows conducted during off-hours to minimize disruptions
to operations. Security patches are applied regularly to address potential vulnerabilities and
ensure the Casetivity-IS solution remains secure. The maintenance program incorporates
platform upgrades that provide access to the latest features and improvements, as well as
interoperability updates to support seamless integration with external systems.

For critical vulnerabilities, SSG follows an expedited remediation process. The vendor performs
Static Application Security Testing (SAST) scans integrated into the development pipeline for
every code commit or build, and Dynamic Application Security Testing (DAST) scans at least
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quarterly and following any major release or production update. Critical and high-risk findings
identified through these scans are resolved within 30 calendar days unless otherwise approved
by the Agency. All findings from SAST and DAST are incorporated into SSG's vulnerability
management program to ensure consistent tracking and timely resolution.

SSG pairs regular maintenance activities with proactive monitoring to identify and address
potential issues before they impact operations. This includes message throughput monitoring
that tracks HL7 response times and flags delays to ensure real-time performance, and auto-
scaling capabilities that dynamically adjust infrastructure during high-demand events. The
vendor implements continuous monitoring practices consistent with FedRAMP and NIST
guidance, including automated code scanning and penetration testing at least annually.

The defect management process follows a structured workflow that includes pre-fix verification
to recreate the defect using documented steps, post-build verification to confirm the defect no
longer occurs once the build is completed, and production issue handling for in-flight and new
tasks. This systematic approach ensures that bug fixes are thoroughly tested before deployment
and that critical issues are addressed promptly to maintain system reliability and security.

SSG tracks and documents all third-party libraries and modules, ensuring they are updated and
free of known critical vulnerabilities. This comprehensive approach to maintenance and security
patch management ensures that the Casetivity-1IS solution remains secure, stable, and
compliant with federal and state cybersecurity standards while minimizing operational
disruptions.

The following describes our industry leading Warranty program.

S5G Lifetime Warranty

At SSG, stewardship takes precedence over salesmanship. SSG’s sense of responsibility drives
the team to deliver solutions that make a measurable impact, and this is reflected in SSG’s
lifetime warranty for all solutions.

Warranty Coverage
SSG provides a comprehensive warranty that ensures:

e Warranty Coverage and compliance with all terms and conditions as specified in the RFQ

and policies
e The Casetivity-1IS solution functions in accordance with the agreed-upon scope,
specifications, terms, and requirements outlined in the contract.
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e Any portion of the SSG-provided solution that is found to be deficient against the
agreed-upon scope is included in SSG’s O&M warranty.

e Deficient or erroneous documentation will be updated to reflect current, accurate
solution specifications.

Warranty Services Details
To maintain transparency and accountability, SSG Warranty Services include:

e (Collecting and maintaining detailed records for all warranty items, including:
e Nature and description of the deficiency.

e Status of the deficiency.
e Action plans with dates and times.
e Expected and actual completion times.
e Resolution details, including responsible personnel and resolution identifiers (e.g., work
order number).
The SSG Lifetime Warranty is a testament to SSG’s long-term dedication to public health. SSG honors
& those who work in public health and recognizes the importance of their work by warrantying that
SSG software built for them is void of any defects. That is what all software vendors should do.
Advantage
4.2.3.4.3. System performance monitoring and proactive issue resolution for all

hosted or managed environments.

SSG employs a comprehensive approach to system performance monitoring and proactive issue
resolution for all hosted Casetivity-1IS environments. This approach ensures minimal disruption,
optimal performance, and prompt resolution of any issues that arise.

SSG uses a robust suite of monitoring tools to continuously track system performance and
detect potential issues early. All traffic to the site has response status and response time
recorded in an ongoing metric using AWS CloudWatch, which allows SSG to monitor API
response times and maintain optimal performance. This proactive monitoring enables the SSG
team to identify and address concerns before they escalate into major disruptions.

The system is designed to support high transaction volumes and resource-intensive tasks
without degrading performance. Casetivity-1IS handles 130,000+ QBP per hour and 35,000+ VXU
per hour with sub-second response times. SSG maintains 90 percent of response times under
two seconds and 98 percent under 10 seconds (excluding complex reports and processes).
Through continuous monitoring and adaptive scaling, SSG meets or exceeds performance
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benchmarks, ensuring compliance with service levels and enhancing the resilience of business
operations against disruptions.

The following is an example diagram with performance metrics.

S

p
1« ’ -
I

»
] a4 ¥ ]
A _—

__.-—",_l
T {
T eoil{| ¢ e e o 00 oudieic euiedeTMon e @ .-
TR TERERTFY 1 o e oty ar |
1 () f ; r

Meragra® st ity 190

) “ I" ;'\J-x,- ! I, Bend .
| Moans | WA .‘.m..g,,,q;g{(*‘wf
; p‘fw E _'___w,l“,."." - .‘,.‘. '.- }%;Lﬁm%%ﬁ:" ‘:‘;:w

PR 1T TEMLE WNRIE [SYETriady Vaae

B R XN X IR TV SV e D et Weah ma s g

If an outage or incident occurs, SSG initiates a structured response that includes evaluating the
incident's scope and potential impact to determine the most effective resolution path and
establishes a dedicated communication channel (typically via Microsoft Teams) for real-time
coordination among team members. SSG monitors all system components to ensure availability
and performance, tracks system performance metrics, and offers architecture or software and
hardware adjustment recommendations semiannually.

SSG's approach includes robust error handling strategies and auto-scaling capabilities to ensure
uninterrupted operations even during high-demand periods. This combination of continuous
monitoring, adaptive scaling, and structured incident response ensures that Casetivity-1IS
maintains optimal performance and availability for all hosted environments.
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4.2.3.4.4. Version upgrades and compatibility assurance for all vendor-supplied
components, ensuring continued compliance with CDC and state interoperability
standards.

SSG provides comprehensive version upgrade and compatibility assurance services for all
vendor-supplied components of Casetivity-11S, ensuring continued compliance with CDC and
state interoperability standards throughout the contract term.

e Version Upgrades and Compatibility Assurance: SSG delivers annual maintenance and
support services covering all implemented system components, including software,
databases, interfaces, and infrastructure. These services include version upgrades and
compatibility assurance for all vendor-supplied components, ensuring continued
compliance with CDC and state interoperability standards. SSG monitors evolving federal
and state requirements and proactively updates the solution to maintain alignment with
current specifications.

e CDC IS Functional Standards Support: SSG anticipates and supports annual updates
aligned with CDC IIS Functional Standards releases. The vendor accounts for these
updates in ongoing maintenance planning and proposes a clear approach for scoping,
estimating, and implementing future CDC-driven changes. Updates outside the CDC's 90-
day 1Z Gateway implementation window are evaluated and authorized through the
State's standard contract governance and change-order process, ensuring transparency
and controlled implementation.

e Interoperability Standards Maintenance: Casetivity-11S maintains compliance with
current CDC-endorsed interoperability standards for message content, format, and
transport. The solution fully supports real-time data exchange per the CDC HL?
implementation guide, including VXU for vaccine record submissions, QBP for patient
history and forecast queries, and ADT for demographic updates. The platform also
supports comprehensive bidirectional integration with CDC VTrckS via the ExIS interface
using standard CDC communication formats and protocols. SSG completes updates to
ExIS functionality following publication of specifications, ensuring the solution remains
current with federal requirements.

e Documentation and Communication: SSG provides documentation updates reflecting
any changes made during the maintenance period. This ensures the State maintains
current reference materials and operational guidance aligned with the latest system
capabilities and compliance requirements.

This structured approach to version management, standards compliance, and proactive
maintenance planning ensures the Casetivity-IS solution remains fully compliant with evolving

@
00'.' S S G CRFP MIS2700000001 | Strategic Solutions Group LLC 183



Integrity. Passion. Results.

CDC and state interoperability standards while minimizing disruption to operations and
providing predictable pathways for implementing federally mandated updates.

4.2.3.4.4.1. The vendor must anticipate and support annual updates aligned with CDC IS
Functional Standards releases. Updates outside the CDC’s 90-day 1Z Gateway implementation
window will be evaluated and authorized through the State’s standard contract governance
and change-order process. Vendors must account for these updates in their ongoing
maintenance planning and propose an approach for scoping, estimating, and implementing
future CDC-driven changes.

SSG applies a structured, transparent, and collaborative approach to scoping, estimating, and
implementing future CDC-driven changes, including annual updates aligned with CDC IIS
Functional Standards releases and changes outside the CDC's 90-day I1Z Gateway
implementation window.

e Scoping and Estimation Process: SSG is familiar with operating under time-and-materials
or not-to-exceed arrangements to cover enhancements and maintenance and
operations. When CDC releases updated functional standards or technical specifications,
SSG works in partnership with the jurisdiction to assess the scope of required changes,
identify affected system components, and develop cost and timeline estimates. This
collaborative scoping process ensures transparency and allows the jurisdiction to
evaluate and authorize changes through standard contract governance and change-
order procedures.

e [mplementation Approach: SSG's implementation methodology emphasizes stewardship,
measurability, and continuous improvement to ensure CDC-driven changes are delivered
predictably and with minimal risk. SSG maintains deep familiarity with CDC IIS Functional
Standards, the Data Modernization Initiative, and NorthStar Architecture principles,
enabling efficient alignment with evolving federal requirements. The low-code
architecture of Casetivity-1IS supports rapid, adaptable delivery while preserving long-
term value, allowing SSG to implement standards updates efﬁciently.

e Reducing Jurisdictional Burden: To prepare jurisdictional staff to implement certain
system changes independently and reduce reliance on change requests, SSG provides
select staff members with different levels of administrator training. This training enables
jurisdictional administrators to make configuration changes without vendor support
when appropriate. Depending on the level of risk and complexity a configuration change
presents, jurisdictional staff may still choose to have SSG implement the change. SSG
and the jurisdiction partner together to determine the best course of action to ensure
enhancements or configuration changes are deployed successfully.
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e Standards Compliance and Governance: All data exchange through the IZ Gateway and
other CDC systems adheres to HL7 v2.5.1 Implementation Guide for Immunization
Messaging, CDC's functional and technical standards, and AIRA guidance. SSG supports
governance structures that fit each jurisdiction's operational model and can participate
in joint working sessions, provide performance summaries, and assist with interpretation
of trends to ensure transparency, repeatability, and shared accountability.

This approach ensures that CDC-driven changes are scoped accurately, estimated transparently,
and implemented efficiently while maintaining compliance with federal standards and
minimizing disruption to operations.

The SSG Maintenance and Compliance Guarantee

At SSG, stewardship takes precedence over salesmanship. The SSG Team is driven by a sense of
responsibility to deliver solutions that make a measurable impact, and this drive is exemplified
by our industry leading Compliance Guarantee. This Guarantee ensures that the Casetivity-1S
solution is delivered to the highest standards and maintains compliance throughout its lifecycle,
providing your team with a reliable and sustainable system. Collectively, these programs reflect
SSG’s overarching commitment to Public Health and customer satisfaction.

SSG’s Maintenance and Compliance Guarantee includes:

e Security Patches: Regular updates to address potential vulnerabilities and ensure
system security.

e CDC Compliance Enhancements: Continuous updates to maintain full compliance with
CDC standards and guidelines.

e Platform Upgrades: Regular updates to the Casetivity-1IS platform providing access to
the latest system features and improvements.

e Maintain Compliant Interoperability Interfaces: Adjustments to ensure that all
interfaces offer standard-compliant mechanisms to exchange data with the IIS. This
ensures that external providers who develop in standard compliant ways will always be
supported by WV.

e Compliance with all ADA standards and regulations

The SSG Maintenance and Compliance Guarantee is a testament to SSG’s long-term dedication to
public health. SSG ensures that software built for them is always compliant to state and federal
sSG standards and regulations. This is driven by the desire to make a difference in supporting the public
Advantage health community.
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Proactive Monitoring and Support
SSG pairs regular maintenance activities with proactive monitoring to identify and address
potential issues before they impact operations. Some examples of proactive efforts include:

e Message throughput monitoring: Tracks HL7 response times and flags delays to ensure
real-time performance.

e Auto-scaling for surges: Scales infrastructure dynamically during high-demand events
like pandemics.

e Al-powered deduplication checks: Monitors match accuracy and prevents data quality
issues.

e HL7 data quality reports: Identifies formatting errors and autocorrections before they
impact reporting.

e Proactive risk reviews: Regular checkpoints address technical and operational risks
early.

This ensures Casetivity-/IS continues to serve the State as a robust, reliable solution.

4.2.3.4.5. Documentation updates reflecting any changes made during the
maintenance period.

SSG maintains comprehensive documentation throughout the maintenance period and updates
all materials to reflect system changes, enhancements, and configuration modifications.
Documentation updates are managed through a structured process that ensures accuracy,
accessibility, and alignment with current system specifications.

SSG uses collaborative platforms such as Confluence and SharePoint to maintain and update
documentation in real time. These tools enable version control, change tracking, and centralized
access for authorized users. When system changes occur—whether through routine
maintenance, security patches, version upgrades, or configuration adjustments—SSG updates
the corresponding documentation to reflect the current state of the solution. This includes
technical specifications, user guides, administrative manuals, interface documentation, and
operational procedures.

Under SSG's Maintenance Guarantee, any documentation found to be deficient or erroneous is
updated to reflect accurate solution specifications. SSG collects and maintains detailed records
for all warranty items, including the nature of deficiencies, action plans, resolution details, and
completion timelines. This record-keeping ensures that documentation remains synchronized
with system performance and configuration.
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SSG's release management strategy coordinates documentation updates with software releases,
program priorities, and core platform improvements. Documentation is updated regularly to
reflect new system changes, ensuring materials remain accurate and relevant throughout the
maintenance period. This approach supports transparency, reduces administrative burden, and
ensures that users and administrators have access to current, reliable information for system
operation and support.

SSG's documentation update process meets the requirement for maintaining accurate, up-to-
date materials that reflect all changes made during the maintenance period.

4.2.3.5. Data Storage: The Vendor must store all IIS data - including
backups, logs, and metadata - exclusively within data centers physically
located in the continental United States of America (U.S.). No data may be
transmitted, processed, or stored outside U.S. borders, including U.S.
Territories, at any time, including but not limited to during disaster
recovery, failover, or support operations. The Vendor must provide
documentation verifying U.S.-based data residency and maintain
compliance with applicable federal and state data protection laws and
regulations.

4.2.3.5.1. Business Continuity and Disaster Recovery (BCP/DR): The Vendor must
maintain a documented Business Continuity Plan and Disaster Recovery plan for
the IIS environment. Requirements include:

4.2.3.5.1.1. Plan Documentation: Vendor shall provide copies of its BCP and DR plans to the
Agency within 60 calendar days of contract execution and upon request thereafter.

Yes. SSG will provide copies of its Business Continuity Plan (BCP) and Disaster Recovery Plan
(DRP) to the Agency within 60 calendar days of contract execution and upon request thereafter.
SSG develops and maintains comprehensive BCP and DRP documentation within 30 calendar
days after the commencement of services, ensuring alignment with HIPAA requirements and
NIST SP 800-34 standards. These plans detail specific recovery steps, resource allocation, testing
schedules, and verification processes for both disaster recovery and business continuity
operations. SSG updates its BCP and DRP within 60 calendar days of lessons learned from
testing, incidents, or material changes to the hosting environment, and annually certifies that
plans remain current, tested, and compliant with federal and state requirements. This
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commitment ensures the Agency receives complete, up-to-date documentation that supports
rapid recovery and minimal disruption in the event of any disaster.

4.2.3.5.1.2. NIST Alignment: Plans must be aligned with the most current version of NIST SP
800-34 (Contingency Planning Guide for Federal Information Systems) or successor
publications, throughout the contract term.

Yes. SSG's Business Continuity Plan (BCP) and Disaster Recovery (DR) plans are aligned with the
most current version of NIST SP 800-34 (Contingency Planning Guide for Federal Information
Systems) or successor publications throughout the contract term. SSG will provide copies of its
BCP and DR plans to the Agency within 60 calendar days of contract execution and upon request
thereafter.

SSG conducts annual BCP/DR testing through tabletop or live failover exercises and provides a
summary report of results, corrective actions, and remediation timelines to the Agency within
30 calendar days of test completion. All BCP/DR activities—including backups, failover, and
recovery operations—comply with U.S.-based data residency requirements, ensuring that no
data is transmitted, processed, or stored outside the continental United States at any time.

SSG maintains continuous improvement of its BCP/DR plans by updating them within 60
calendar days of lessons learned from testing, incidents, or material changes to the hosting
environment. SSG annually certifies to the Agency that its BCP/DR plans remain current, tested,
and compliant with federal and state requirements. This approach ensures uninterrupted
operations, rapid recovery capability, and sustained alignment with NIST standards throughout
the contract lifecycle.

4.2.3.5.1.3. Annual Testing: Vendor must conduct annual BCP/DR testing (tabletop or live
failover exercises) and provide a summary report of results, corrective actions, and
remediation timelines to the Agency within 30 calendar days of test completion.

Yes. SSG will conduct annual Business Continuity Plan (BCP) and Disaster Recovery (DR) testing
through either tabletop exercises or live failover exercises. SSG will provide a summary report of
test results, corrective actions, and remediation timelines to the Agency within 30 calendar days
of test completion. This annual testing requirement aligns with NIST SP 800-34 (Contingency
Planning Guide for Federal Information Systems) and ensures that SSG's BCP and DR plans
remain current, tested, and operationally effective throughout the contract term.

SSG's approach to continuous improvement includes updating BCP and DR plans within 60
calendar days of lessons learned from testing, incidents, or material changes to the hosting
environment. SSG will annually certify to the Agency that its BCP and DR plans remain current,
tested, and compliant with federal and state requirements. All BCP and DR activities, including
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backups, failover operations, and recovery procedures, comply with U.S.-based data residency
requirements, ensuring that no data is transmitted, processed, or stored outside the continental
United States at any time.

This requirement is met through SSG's documented and tested business continuity and disaster
recovery framework for the Casetivity-11S environments.

4.2.3.5.1.4. U.S. Data Residency: All BCP/DR activities, including backups, failover, and
recovery operations, must comply with Section 4.2.3.5 data residency requirements (U.S.-
based only).

Yes. SSG will provide documentation verifying U.S.-based data residency and maintain
compliance with applicable federal and state data protection laws and regulations.

SSG hosts Casetivity-1IS in AWS data centers located exclusively within the continental United
States. These data centers are designed to meet the highest standards of physical security and
hold SOC 2 Type Il and FedRAMP certifications, ensuring adherence to rigorous security
protocols and controls required by industry standards. All IS data—including backups, logs, and
metadata—remains within U.S.-based facilities at all times, including during disaster recovery,

failover, and support operations.

SSG will provide documentation confirming this U.S.-based data residency to West Virginia
within the required timeframes. This documentation verifies that no data is transmitted,
processed, or stored outside U.S. borders, including U.S. Territories, in full compliance with
federal government and West Virginia's cybersecurity and data residency requirements.

SSG's Casetivity platform maintains SOC 2 Type 2 certification, demonstrating ongoing
compliance with stringent security measures. The solution employs comprehensive data
protection controls, including encryption of data in transit and at rest, role-based access control,
and multi-factor authentication. SSG undergoes regular audits and vulnerability assessments to
ensure continuous compliance with industry best practices and applicable federal and state data
protection laws and regulations.

This approach ensures that West Virginia retains full control and visibility over where its IS data
resides, how it is protected, and that all operations meet the state's regulatory and security
requirements throughout the contract term.
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4.2.3.5.1.5. Continuous Improvement: Vendor must update its BCP/DR plans within 60
calendar days of lessons learned from testing, incidents, or material changes to the hosting
environment.

Yes. SSG will update its Business Continuity Plan (BCP) and Disaster Recovery (DR) plans within
60 calendar days of lessons learned from testing, incidents, or material changes to the hosting
environment. This commitment ensures that SSG's continuity and recovery strategies remain
current, effective, and aligned with the operational realities of the Casetivity-1IS environment
throughout the contract term.

SSG maintains documented BCP and DR plans that are continuously refined based on real-world
experience. Following each annual test—whether tabletop exercise or live failover—SSG reviews
results, identifies corrective actions, and incorporates lessons learned into updated plan
documentation. Similarly, when incidents occur or when material changes are made to the
hosting infrastructure, SSG evaluates the impact on continuity and recovery procedures and
revises the plans accordingly. This 60-day update window provides sufficient time for thorough
review, critical partner input, technical validation, and formal documentation while ensuring
plans do not become outdated.

SSG provides updated plans to the Agency upon completion and remain aligned with the most
current version of NIST SP 800-34 (Contingency Planning Guide for Federal Information Systems)
or successor publications. SSG also annually certifies to the Agency that its BCP and DR plans
remain current, tested, and compliant with federal and state requirements. This continuous
improvement cycle—testing, learning, updating, and certifying—ensures that the Agency's
immunization data and operations are protected by recovery strategies that reflect the current
state of the system, infrastructure, and threat landscape.

SSG confirms that it will update its BCP/DR plans within 60 calendar days of lessons learned
from testing, incidents, or material changes to the hosting environment, as required.

4.2.3.5.1.6. Certification: Vendor must annually certify to the Agency that its BCP/DR plans
remain current, tested, and compliant with federal and state requirements.

Yes. SSG will annually certify to the Agency that its Business Continuity Plan (BCP) and Disaster
Recovery (DR) plans remain current, tested, and compliant with federal and state requirements.
This annual certification is a formal commitment that ensures the Agency maintains visibility
into the operational readiness and regulatory alignment of SSG's continuity and recovery
capabilities throughout the contract term.

SSG maintains comprehensive BCP and DR plans that are continuously updated based on the
evolution of data, infrastructure, architecture, and tools. The plans are tested annually through
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disaster recovery and business continuity exercises, with detailed reports documenting test
results, issue resolution, and certification of readiness. These annual testing reports verify that
recovery objectives are achieved and that the plans reflect the current state of the system and
its requirements.

The annual certification process provides the Agency with documented assurance that SSG's
BCP and DR plans comply with applicable federal and state requirements, have been tested
within the past year, and accurately reflect the operational environment. This certification
supports the Agency's oversight responsibilities and ensures that continuity and recovery
capabilities remain aligned with regulatory standards and contractual obligations as the system
evolves.

4.2.3.6. Data Ownership

4.2.3.6.1. The vendor must agree that the Agency retains full ownership of all
data.

Yes. SSG confirms that the Agency retains full ownership of all Immunization Information System
(11S) data. All data collected, processed, or stored on behalf of the Agency remains solely the
property of the Agency at all times.

SSG provides privacy and security safeguards that protect Agency data from unauthorized use or
disclosure outside the scope of the contract. Upon request or contract termination, SSG will
return the entire dataset in the format specified by the Agency at no additional cost, ensuring
the data remains usable and accessible. SSG will cooperate fully with the Agency and any
subsequent vendor during transition, delivering all data, documentation, and work products to
the Agency or its designee within 30 working days of termination notice.

At contract end or upon Agency request, SSG will destroy all data in accordance with the most
current NIST Special Publication 800-88. Data destruction will not begin prior to written
authorization from the Agency Project Manager and will be completed within 30 days of
authorization. SSG will not use IS data for analytics, artificial intelligence or machine learning
training, model development, or any secondary purpose without explicit written approval from
the Agency.

This commitment to data ownership ensures the Agency maintains complete control over its
immunization data throughout the contract term and beyond, supporting long-term data
stewardship, regulatory compliance, and operational continuity.
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4.2.3.6.2. The Vendor must agree that all data related to the execution of the
contract is collected on behalf of, and remains solely the property of, the
Agency.

Yes. SSG agrees that all data related to the execution of the contract is collected on behalf of,
and remains solely the property of, the Agency. SSG recognizes that the Agency retains full
ownership of all data at all times throughout the contract term and following contract
termination. SSG provides privacy and security safeguards to protect all data from any use or
disclosure for any purpose other than those described within the solicitation. SSG will return the
entire dataset in a format specified by the Agency upon request or contract termination at no
additional cost, ensuring usability and accessibility. Upon contract termination, SSG will
cooperate with the Agency and any subsequent vendor to deliver all data, documentation, and
associated work products to the Agency or its designee within thirty (30) working days of
receipt of notice of contract termination. SSG will destroy all data in the system at the end of
the contract or upon Agency request in accordance with the most current version of the
National Institute of Standards and Technology (NIST) Special Publication 800-88, completing
destruction within 30 days of written authorization from the Agency Project Manager. SSG will
not use IS data for analytics, artificial intelligence or machine learning training, model
development, or any secondary purpose without explicit written approval from the Agency.

4.2.3.6.3. The Vendor must agree to provide privacy and security safeguards to
protect all data from any use or disclosure for any purpose other than the
described within this solicitation.

Yes. SSG agrees to provide privacy and security safeguards to protect all IIS data from any use or
disclosure for any purpose other than those described within this solicitation.

SSG ensures that data maintained on behalf of the IIS is not used, released, or sold without
specific authorization from the Agency, regardless of whether the data has been de-identified or
included with a limited data set. The vendor provides privacy and security safeguards protecting
data from use or disclosure outside the solicitation scope.

SSG will not use IS data for analytics, artificial intelligence or machine learning (Al/ML) training,
model development, or any secondary purpose without explicit written approval from the State.
This commitment ensures that all immunization data collected and stored within Casetivity-IIS
remains exclusively dedicated to the purposes defined in this procurement.
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The solution implements confidentiality policies that protect the privacy of individuals whose
data is contained in the system. Security and data privacy are paramount in the solution, with
compliance with all relevant federal and state regulations, including HIPAA and CDC guidelines,
ensuring the protection of sensitive health information. The system includes advanced security
features such as encryption, role-based access control, and regular security audits.

SSG confirms full agreement to provide the privacy and security safeguards required to protect
all IS data from unauthorized use or disclosure beyond the scope of this solicitation.

4.2.3.6.4. The Vendor must return the entire dataset in a specified format upon
request or contract termination at no additional cost and in a format specified
by the Agency to ensure usability and accessibility.

SSG confirms that the Agency retains full ownership of all IIS data and that SSG will return the
entire dataset in a format specified by the Agency upon request or contract termination at no
additional cost. This commitment ensures the Agency maintains complete control over its
immunization data and can transition smoothly to another vendor or system if needed.

Upon contract termination or at the Agency's request, SSG will deliver all data, documentation,
and work products to the Agency or its designee within 30 working days of termination notice.
The Agency specifies the format for data return to ensure usability and accessibility for its
intended purposes. SSG provides privacy and security safeguards that protect data from use or
disclosure outside the scope of the solicitation throughout the contract term.

SSG will cooperate fully with the Agency and any subsequent vendor during transition activities.
This includes coordinating data handoff, providing technical documentation, and supporting
knowledge transfer to minimize disruption to immunization program operations. All data return
activities occur at no additional cost to the Agency.

Following data return and upon written authorization from the Agency Project Manager, SSG
will destroy all remaining data in accordance with the most current NIST Special Publication
800-88. Data destruction will not begin prior to written authorization and will be completed
within 30 days of that authorization. This process ensures the Agency's data is handled securely
through the entire lifecycle, from implementation through contract closeout.

This approach confirms that SSG meets the requirement to return the entire IS dataset in an
Agency-specified format at no additional cost, ensuring data usability, accessibility, and the
Agency's ability to maintain continuity of immunization services.
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4.2.3.6.5. The Vendor must cooperate with the Agency and any subsequent
Vendor should the contract, which is the subject of this RFP, be terminated, and
to deliver any and all data, documentation, and associated work products to the
Agency or its designee within thirty (30) working days of receipt of notice of
contract termination.

Yes. SSG confirms that it will cooperate fully with the Agency and any subsequent vendor upon
contract termination. SSG will deliver all data, documentation, and associated work products to
the Agency or its designee within thirty (30) working days of receipt of notice of contract
termination,

SSG's standard project closeout process ensures orderly knowledge transfer and continuity.
Upon contract termination, SSG will conduct a structured transition that includes review of all
deliverables, confirmation of Agency sign-off, discussion of lessons learned, and documentation
of any outstanding issues or follow-up tasks. SSG will prepare a comprehensive Project Closeout
Report within three weeks that captures all transition activities and ensures the Agency has
complete visibility into system operations, configurations, and administrative procedures.

All data will be returned in the format specified by the Agency to ensure usability and
accessibility, at no additional cost. SSG will provide complete documentation including system
architecture, configuration guides, user manuals, training materials, and administrative
procedures to support seamless transition to the Agency or a successor vendor. This
commitment ensures the Agency retains full control and ownership of its immunization
information system and all associated work products throughout and beyond the contract term.

4.2.3.6.6. The Vendor must destroy all data in the System at the end of the
contract and/or upon the request of the Agency in accordance with the most
current version of the National Institute of Standards and Technology (NIST)
Special Publication 800-88. Destruction of data shall not begin prior to receipt of
written authorization from the Agency Project Manager and must be completed
within 30 days of receipt of that Authorization.

Yes. SSG will destroy all IIS data at the end of the contract and upon Agency request in
accordance with the most current version of the National Institute of Standards and Technology
(NIST) Special Publication 800-88. Destruction of data will not begin prior to receipt of written
authorization from the Agency Project Manager and will be completed within 30 days of receipt
of that authorization.
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This commitment ensures the Agency maintains full control over its data throughout the
contract lifecycle and at contract conclusion. SSG's data destruction protocols align with federal
standards for secure media sanitization, protecting the confidentiality and integrity of
immunization records, personally identifiable information, and all system data. The 30-day
completion timeline provides the Agency with predictable, timely data disposition while
maintaining compliance with applicable federal and state data protection requirements.

4.2.3.7. General Project Requirement: Vendor must host an initial
planning session(s) with the Agency within 30 days after project start
date, with the goal to finalize the project plan and schedule.

4.2.3.7.1. The Vendor’s finalized Project Plan and Schedule must adhere to the
Implementation Plan proposed in Section 4.2.2.2, subject to Agency review and
approval.

Yes. SSG confirms that the finalized Project Plan and Schedule will adhere to the
Implementation Plan proposed in Section 4.2.2.2, subject to Agency review and approval. SSG
has developed a detailed project plan that includes task-level sequencing, dependencies, and
assigned resources for all major deliverables. This plan aligns directly with the proposed
implementation schedule.

SSG's Project Manager will host an initial planning session with the Agency within 30 days after
the project start date to collaboratively refine and finalize the project plan. During these
sessions, SSG and the Agency will jointly establish implementation milestones, each with clear
deliverables, objective acceptance criteria, documentation requirements, and proposed
payments. The finalized plan will be submitted to the Agency for formal review and approval.

Any deviation from the proposed Implementation Plan will be documented, justified, and
submitted to the Agency for written approval before implementation. SSG will not unilaterally
add, remove, modify, subdivide, or consolidate milestones without the Agency's prior written
consent. The Project Manager will track actual utilization against the baseline weekly, making
adjustments as needed to preserve schedule and deliverable quality while maintaining
alignment with the approved plan.

This approach ensures transparency, accountability, and Agency control throughout the
implementation process, supporting a successful transition to the new IIS solution.
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4.2.3.7.2. Any deviation from the proposed Implementation Plan must be
documented, justified, and approved by the Agency.

SSG confirms that any deviation from the proposed Implementation Plan will be documented,
justified, and approved by the Agency prior to implementation. This requirement is embedded
in SSG's project governance framework and aligns with the structured change control processes
SSG applies across all public health implementations.

SSG's approach ensures that the finalized Project Plan and Schedule adheres to the
Implementation Plan proposed in the vendor's response and remains subject to Agency review
and approval throughout the project lifecycle. If circumstances require adjustments to scope,
timeline, milestones, or deliverables, SSG will prepare a written justification that includes the
root cause of the deviation, the anticipated impact on project objectives, and recommended
corrective actions. This documentation will be submitted through the formal change control
process for Agency review, discussion, and written approval before any changes are enacted.

SSG applies transparent communication and collaborative impact assessment to all schedule or
scope adjustments. When deviations are identified, SSG immediately assesses the root cause,
documents the specific deliverables affected, estimates the duration of impact, and proposes
mitigation strategies. SSG works with the Agency to implement a formal recovery plan that may
include resource reallocation, task sequencing adjustments, or parallel workstream
acceleration—always ensuring that quality and compliance are preserved. All proposed
adjustments are documented and submitted for Agency approval, and updated schedules and
milestones are shared with critical partners to maintain alignment and accountability.

This governance structure protects the Agency's interests by ensuring that no unilateral changes
occur, that all deviations are justified and traceable, and that the Agency retains full authority
over project direction. SSG's commitment to formal change control, written documentation, and
Agency approval for all Implementation Plan deviations supports a transparent, accountable,
and collaborative partnership throughout the implementation period.

4.2.3.7.3. The Vendor shall not assess, invoice, or otherwise charge the Agency
for any fees, including but not limited to annual licensing, subscription, hosting,
maintenance, or support fees, during the Implementation Period. Payment for
implementation services shall be tied to the successful completion of mutually
agreed-upon implementation milestones established during the initial planning
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sessions and incorporated into the approved Project Plan. No milestone
payment shall be due until the Agency has verified and approved completion of
the corresponding milestone. Final implementation payment shall be made only
upon the Agency’s formal written Acceptance of the fully implemented IIS
solution, as defined in Section “Acceptance Criteria”. No recurring or annual fees
shall begin or accrue until the system has been fully implemented, operational,
and accepted by the Agency.

SSG confirms that it will not assess, invoice, or charge the Agency for any fees during the
Implementation Period. Payment for implementation services will be tied exclusively to the
successful completion of mutually agreed-upon implementation milestones that are approved
in writing by the Agency.

SSG's implementation approach aligns with the Agency's milestone-based payment structure.
All implementation milestones will be jointly developed during initial planning sessions and
incorporated into the finalized Project Plan. Each milestone will include clear deliverable
descriptions, objective acceptance criteria, documentation requirements, and proposed
payment amounts subject to Agency approval. SSG will not add, remove, modify, subdivide, or
consolidate milestones without prior written approval from the Agency.

No milestone payment will be due until the Agency verifies in writing that all deliverables and
acceptance criteria associated with that milestone have been fully met. SSG will not invoice for
any annual licensing, subscription, hosting, maintenance, or support fees during the
Implementation Period. These recurring fees will not begin or accrue until the system has been
fully implemented, operational, and formally accepted by the Agency through a written Notice
of Acceptance.

Upon the Agency's formal written Acceptance of the fully implemented Casetivity-11S solution,
SSG will invoice only for the prorated portion of annual fees corresponding to the remainder of
the current contract year. SSG will calculate proration based on the number of days remaining in
the contract year following the date of Acceptance. Under no circumstances will SSG invoice for
a full annual fee for a partial contract year.

This milestone-based payment approach protects the Agency's investment, ensures
accountability at each implementation phase, and ties all payments to verified completion of
agreed-upon deliverables.
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4.2.3.7.3.1. Milestone Definition and Approval: All implementation milestones must be jointly
developed during the initial planning sessions and incorporated into the Vendor’s Project
Plan. Each milestone must include:

4.2.3.7.3.1.1. A clear description of the required deliverables
4.2.3.7.3.1.2. Objective acceptance criteria

4.2.3.7.3.1.3. Documentation requirements

4.2.3.7.3.1.4. A proposed payment approved in writing by the Agency

SSG ensures that all implementation milestones are jointly developed during initial planning
sessions through a structured, collaborative approach that establishes clear deliverables,
acceptance criteria, documentation requirements, and Agency-approved payment terms for
each milestone.

During the initial planning session held within 30 days after project start, SSG works directly
with the Agency to finalize the Project Plan and Schedule. This collaborative planning process
produces mutually agreed-upon implementation milestones that are formally incorporated into
the approved Project Plan. Each milestone is defined with four required components: a clear
description of required deliverables, objective acceptance criteria that enable verification,
specific documentation requirements, and a proposed payment amount that must be approved
in writing by the Agency before work proceeds.

SSG's milestone-based methodology structures implementation into distinct phases with
measurable deliverables. For example, Implementation Milestone 1 focuses on Requirements
Validation, Milestone 2 addresses Design and Development, Milestone 3 covers Testing,
Milestone 4 encompasses Data Conversion and Migration, Milestone 5 includes Training and
Organizational Change Management, and Milestone 6 marks final Implementation completion.
Each milestone includes defined deliverables such as the Requirements Document, Technical
and Information Architecture Review, test plans and results documentation, and configuration
guides.

The acceptance criteria for each milestone are objective and verifiable. SSG documents
completion through deliverables that the Agency can review and validate—such as functional
walkthroughs, regression testing coverage, configuration documentation, and system
performance validation. No milestone payment becomes due until the Agency verifies in writing
that all associated deliverables and acceptance criteria have been fully met. This verification-
before-payment approach ensures accountability and protects the Agency's interests
throughout implementation.

4
.9. S S G CRFP MIS2700000001 | Strategic Solutions Group LLC 198



Integrity. Passion. Results.

SSG maintains strict governance over milestone definitions. The vendor may not add, remove,
modify, subdivide, or consolidate milestones without the Agency's prior written approval. Any
attempt to alter milestone definitions or payment amounts without approval is void and
unenforceable. This requirement is built into SSG's project management approach, which uses
tools like Microsoft Project and JIRA to track milestone completion and generate automated
reports on project health and milestone achievement dates.

Documentation requirements are embedded in each milestone. SSG produces comprehensive
documentation throughout implementation, including the Requirements Document, Technical
and Information Architecture Review, Communication Plan, Risk Management Plan,
Configuration Management Plan, test documentation, system architecture guides, user
manuals, training materials, and administrative procedures. SSG delivers all documentation as
part of milestone completion and subject to Agency review and acceptance.

This collaborative milestone development process ensures transparency, shared accountability,
and alignment between SSG and the Agency throughout implementation. By jointly defining
milestones during initial planning and requiring written Agency approval for all deliverables,
acceptance criteria, documentation, and payments, SSG establishes a partnership approach that
protects the Agency's investment and ensures successful system delivery.

4.2.3.7.3.2. No Unilateral Changes: The Vendor may not add, remove, modify, subdivide, or
consolidate milestones without the Agency’s prior written approval. Any attempt to alter
milestone definitions or payment amounts without approval is void and unenforceable.

SSG confirms that the vendor will not add, remove, madify, subdivide, or consolidate
implementation milestones without the Agency's prior written approval. All implementation
milestones must be jointly developed during the initial planning sessions and incorporated into
SSG's Project Plan. Any attempt to alter milestone definitions or payment amounts without the
Agency's prior written approval is void and unenforceable.

SSG's project management approach ensures that milestone integrity is maintained throughout
the implementation lifecycle. The team regularly updates tasks in Microsoft Project and JIRA,
which generate automated reports providing insights into project health and tracking key
metrics such as task completion rates and milestone achievement dates. This transparency
enables the Agency to monitor progress against the approved Project Plan and ensures that any
proposed changes are identified early and submitted for formal Agency review.

SSG will document, justify, and obtain Agency approval for any deviation from the proposed
Implementation Plan before proceeding. No milestone payment will be requested until the
Agency verifies and approves completion of the corresponding milestone in writing. This
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governance structure protects the Agency's interests, maintains accountability, and ensures that
the implementation proceeds according to mutually agreed-upon terms.

4.2.3.7.3.3. Verification Before Payments: No milestone payment shall be due until the Agency
verifies that all deliverables and acceptance criteria associated with that milestone have been
fully met. Verification shall be documented in writing by the Agency.

Yes. SSG confirms that no milestone payment will be due until the Agency verifies in writing that
all deliverables and acceptance criteria associated with that milestone have been fully met. This
verification requirement is built into SSG's structured deliverable sign-off and acceptance
procedures, which align with the Agency's acceptance requirements.

SSG follows a formal four-step acceptance process for all deliverables: SSG submits the draft
deliverable to the Agency for review; the Agency provides consolidated feedback within the
agreed timeframe; SSG incorporates revisions and resubmits the final version; and the Agency
issues formal written acceptance. The Project Manager documents and maintains each step in
the Deliverable Tracking Log to ensure full traceability and accountability.

This approach ensures that milestone payments are tied directly to verified completion of
deliverables and acceptance criteria, with no payment released until the Agency has provided
written confirmation that all requirements have been satisfied. SSG's implementation milestone
structure—covering Requirements Validation, Design and Development, Testing, Data
Conversion and Migration, Training and Organizational Change Management, and
Implementation—supports clear verification points throughout the project lifecycle. Progress
tracking through Microsoft Project and JIRA provides real-time visibility into task completion
rates and milestone achievement, enabling the Agency to monitor readiness for each
verification checkpoint.

This verification-before-payment model protects the Agency's interests, ensures accountability,
and confirms that SSG fully meets the requirement that no milestone payment will be due until
written verification of completion is provided.

4.2.3.7.3.4. No Partial or Conditional Payments: The Agency will not issue partial payments for
partially completed milestones. Milestone payments are all-or-nothing and contingent upon
full completion and Agency approval.

SSG acknowledges and accepts the Agency's milestone payment requirements. SSG understands
that milestone payments are contingent upon the successful completion of all milestone
deliverables and formal Agency review and approval. SSG acknowledges that partial or
conditional payments will not be requested or expected for partially completed milestones and
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that payment will be requested only after the applicable milestone has been fully completed
and accepted by the Agency.

4.2.3.7.3.5. No Recurring Fees Before Final Acceptance: Regardless of milestone progress,
annual, recurring, subscription, hosting, maintenance, or support fees will not begin or accrue
until the Agency issues formal written Acceptance of the fully implemented IIS solution.

SSG acknowledges and accepts the Agency's requirement that recurring fees, including
subscription, hosting, maintenance, support, or other recurring charges, will not begin or accrue
until the Agency has issued formal written Acceptance of the fully implemented IIS solution. SSG
understands that recurring fees will be invoiced only after the Agency's final acceptance in
accordance with the terms of the Contract.

4.2.3.7.3.6. Milestone Failure and Remediation: If the Vendor fails to meet a milestone, the
Agency may issue a Notice of Deficiency. The Vendor must remediate all deficiencies at no
additional cost and resubmit the milestone for Agency verification. The Agency may repeat
any testing or review necessary to confirm remediation.

SSG acknowledges and accepts the Agency's milestone remediation requirements. If the Agency
identifies deficiencies during milestone review or acceptance testing, SSG will promptly address
and remediate all identified deficiencies at no additional cost to the Agency and will resubmit
the applicable milestone for Agency verification. SSG understands that the Agency may perform
additional testing, validation, or review as necessary to confirm that all deficiencies have been
satisfactorily resolved before approving the milestone.

4.2.3.7.4. Liquidated Damages for Implementation Delays: The Agency reserves
the right to assess liquidated damages if the Vendor fails to meet any mutually
agreed-upon implementation milestone by the approved milestone due date. In
such cases, the Agency may assess liquidated damages in the amount of $500.00
per calendar day until the milestone is completed and verified by the Agency.
For delays in achieving final system Acceptance, the Agency may assess
liquidated damages at a rate of $1,000.00 per calendar day. Total liquidated
damages shall not exceed ten percent (10%) of the total implementation costs.
SSG confirms acceptance of the liquidated damages provisions as specified. The Agency may
assess liquidated damages in the amount of $500.00 per calendar day for any missed

implementation milestone until the milestone is completed and verified by the Agency. For
delays in achieving final system Acceptance, the Agency may assess liquidated damages at a rate
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of $1,000.00 per calendar day. Total liquidated damages shall not exceed ten percent (10%) of
total implementation costs.

SSG's project management approach is designed to prevent delays and ensure timely milestone
completion. The team regularly updates tasks in Microsoft Project and JIRA, which generate
automated reports providing real-time insights into project health, task completion rates, and
milestone achievement dates. This proactive tracking enables early identification of potential
schedule risks and supports corrective action before delays occur.

Payment for implementation services is tied to successful completion of mutually agreed-upon
milestones, with no milestone payment due until the Agency has verified and approved
completion of the corresponding milestone. Final implementation payment will be made only
upon the Agency's formal written Acceptance of the fully implemented Casetivity-1IS solution.

SSG accepts these provisions and commits to meeting all implementation milestones according
to the approved Project Schedule to avoid assessment of liquidated damages.

4.2.3.8. Vendor Staffing: The awarded Vendor will provide staffing
resources to successfully complete the implementation tasks, including
system configuration, customization, testing, training, and go-live
support tasks to meet Agency requirements. The Vendor’s internal
policies and procedures for hiring must comply with:

4.2.3.8.1. WV Office of Technology Policies (https://technology.wv.gov/policy-
governance/ot-policies)

SSG confirms that its internal hiring policies and procedures comply with WV Office of
Technology Policies available at https://technology.wv.gov/policy-governance/ot-policies. SSG
has reviewed the applicable policies governing vendor staffing and background check
requirements and will ensure full adherence throughout the contract term.

SSG's hiring practices align with the requirements outlined in the WV Office of Technology
Policies, Agency Office of Shared Administration Office of Management Information Services
(OMIS) Policy #0529 (Vendor/Contractor Employee Background Check Policy), OMIS Procedure
#0P-35 (Vendor/Contractor Employee Background Check Procedure), and Appendix A. All SSG
personnel assigned to this project will undergo the required background checks and meet the
standards established by these policies prior to accessing any Agency systems or data.
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SSG maintains documented internal policies for personnel screening, onboarding, and ongoing
compliance monitoring that support these requirements. SSG will provide all necessary
documentation and certifications as requested by the Agency to verify compliance with WV
Office of Technology Policies and related OMIS requirements.

4.2.3.8.2. Agency Office of Shared Administration the Office of Management
Information Services (OMIS) Policy #0529 (Attachment D): Vendor/Contractor
Employee Background Check Policy)

SSG's internal staffing policies and procedures for hiring comply with all applicable West Virginia
Office of Technology Policies, Agency Office of Shared Administration Office of Management
Information Services (OMIS) Policy #0529 (Vendor/Contractor Employee Background Check
Policy), OMIS Procedure #0P-35 (Vendor/Contractor Employee Background Check Procedure),
and Appendix A. SSG will provide staffing resources to successfully complete implementation
tasks, including system configuration, customization, testing, training, and go-live support, in full
alignment with these requirements.

SSG maintains comprehensive background check protocols that align with state and federal
standards for government contracts. All personnel assigned to the West Virginia Immunization
Information System project will undergo background screening consistent with OMIS Policy
#0529 requirements prior to engagement. SSG's hiring and vetting procedures ensure that no
individuals who have been excluded or debarred by federal or state government from
participating in government programs or contracts are employed on state projects.

SSG will provide a dedicated project manager during the system implementation phase to
coordinate with the Agency's project manager and ensure compliance with all staffing, security,
and operational requirements throughout the contract term. This approach ensures
accountability, continuity, and adherence to West Virginia's established policies governing
vendor staffing and contractor employee background checks.

4.2.3.8.3. OMIS Procedure #OP-35 (Attachment E): Vendor/Contractor Employee
Background Check Procedure), and Appendix A (Attachment F)

SSG confirms that its staffing policies comply with OMIS Procedure #0P-35 (Attachment E):
Vendor/Contractor Employee Background Check Procedure and Appendix A (Attachment F).
SSG's internal hiring policies and procedures align with the requirements outlined in the West
Virginia Office of Technology Policies, OMIS Policy #0529 (Vendor/Contractor Employee
Background Check Policy), OMIS Procedure #0P-35, and Appendix A.SSG will provide staffing
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resources to successfully complete implementation tasks, including system configuration,
customization, testing, training, and go-live support. All personnel assigned to the project will
undergo background checks in accordance with the procedures specified in OP-35 and Appendix
A prior to accessing Agency systems or data. SSG maintains documented hiring and screening
protocols that ensure compliance with state and federal requirements for vendor personnel
working on government health and human services projects.

SSG will assign a dedicated project manager to work alongside the Agency's project manager
throughout the system implementation phase. Staffing levels will flex appropriately based on
project phase and workload, with all staffing changes communicated to and approved by the
Agency. SSG's approach ensures that only properly vetted personnel support the immunization
information system implementation and ongoing operations, protecting the integrity and
security of West Virginia's public health data throughout the contract term.

4.2.3.9. Project Manager: The awarded Vendor will provide a project
manager, and the Agency will engage a project manager during the
system implementation phase.

SSG will provide a dedicated Project Manager throughout the 1IS system implementation phase
to serve as the primary point of contact and ensure successful delivery of Casetivity-11S. The
Project Manager will be responsible for managing scope, schedule, risk, and reporting
throughout implementation, working closely with the Agency's project manager to maintain
alignment and accountability.

SSG's Project Manager will facilitate weekly status meetings with agendas and minutes
distributed within three business days of each meeting. The Project Manager will also deliver
monthly executive reports that include milestone tracking, risk assessments, and budget
updates. To maintain transparency and enable proactive decision-making, the Project Manager
will maintain a risk/issue/action log and decision tracker that remains accessible to the Agency
throughout the implementation period.

The Project Manager operates within a clear governance structure that defines ownership,
accountability, and escalation paths. This structure includes an Executive Sponsor for executive
oversight and risk escalation, a Program Director accountable for delivery success, and the
Project Manager who manages day-to-day execution. Supporting roles include a Solution
Architect who oversees design and integration, a Data Migration Lead who manages data
profiling and reconciliation, a Testing Lead who oversees test coverage and defect resolution,
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and a Training and Adoption Lead who manages curricula and onboarding. The Agency's
Product Owner validates priorities and accepts deliverables within this governance framework.

SSG will host an initial planning session with the Agency within 30 days after project start to
finalize the project plan and schedule. The finalized Project Plan and Schedule will adhere to the
Implementation Plan proposed in the response, subject to Agency review and approval. Any
deviation from the proposed Implementation Plan will be documented, justified, and approved
by the Agency before proceeding. The Project Manager will update the plan no less than every
two weeks to reflect current status and maintain accuracy throughout implementation.

This dedicated project management approach ensures disciplined execution, clear
communication, proactive risk management, and accountability from project initiation through
final acceptance of the fully implemented IIS solution.

4.2.3.10. Comprehensive and Role-Specific Training Plan - the awarded
Vendor must not only provide training materials but also submit a
comprehensive, documented training plan. The goal is to ensure all user
groups achieve full proficiency and maintain it throughout the contract
term.

The Vendor’s response must include and detail the following mandatory
requirements:

4.2.3.10.1. Role-Specific Training Strategy: The Vendor shall propose a detailed
training plan tailored to the distinct needs and responsibilities of the following
primary user roles (at minimum):

4.2.3.10.1.1. OEPS / Agency Administrator: Focus on system configuration, data quality
monitoring, advanced reporting, and system maintenance tasks.

SSG provides a comprehensive, role-specific training plan for OEPS/Agency Administrators that
focuses on the advanced system management capabilities required to configure, monitor, and
maintain Casetivity-lIS. This training equips administrators with the skills needed to manage
system-wide settings, enforce data quality standards, generate advanced reports, and perform
ongoing system maintenance tasks.

e System Configuration Training: Administrator training covers the full range of system
configuration capabilities available in Casetivity-11S. Administrators learn to manage code
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sets (NDC, MVX, CVX), configure default values to minimize data input requirements,
establish geographic jurisdictional hierarchies, and associate users and facilities with
organizations. Training includes hands-on instruction in configuring enroliment forms by
program, modifying facility types per immunization program and CDC VFC descriptions,
and establishing rules-based approval and rejection logic for enrollment workflows.
Administrators also learn to configure authorization and user agreements per
jurisdictional policy, manage inventory availability settings for VFC-supplied, jurisdiction-
supplied, and private stock inventories, and customize system displays and user interface
elements.

e Data Quality Monitoring Training: A core component of administrator training focuses
on data quality management capabilities. Administrators learn to adjust data quality
business rules within both HL7 message processing and the user interface, setting
validation levels as Error, Warning, or Informational based on jurisdictional
requirements. Training covers how to create and update data quality reports, specify and
modify data quality monitoring rules, and configure data elements and target thresholds
per organization. Administrators gain proficiency in managing rules governing HL7
message data validation and fine-tuning validation thresholds to balance data quality
enforcement with external system adoption.

e Advanced Reporting Training: Administrator training includes instruction on generating
and customizing advanced reports to support program oversight and decision-making.
Administrators learn to aggregate data across user-defined hierarchies, configure report
parameters, and create custom filters for patient reports. Training covers how to add and
modify patient priority group indicators to support targeted reporting during mass
vaccination events and public health emergencies.

e System Maintenance Training: Administrators receive training on ongoing system
maintenance tasks, including managing user roles and permissions, monitoring system
performance, and addressing help desk escalations. Training covers how to update code
sets as CDC releases new standards, maintain system documentation, and coordinate
with SSG support staff to resolve technical issues.

e Training Deliverables: SSG provides current, digital, and user-specific training resources
tailored to administrator needs. These include on-demand video instructions and
demonstrations for each administrative function, digital user guides and manuals for
both functional and technical reference, and PowerPoint slide decks presenting system
overviews. SSG maintains all training materials as part of ongoing maintenance and
updates them with each major system release. Materials are posted on a dedicated
resource website for easy access and reference.
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e Post-Implementation Support: Following go-live, SSG provides ongoing system support to
ensure administrators can fully utilize all system capabilities. SSG's help desk support is
available during standard business hours with documented escalation procedures, and
administrators receive prompt assistance with configuration questions, system issues,
and optimization opportunities. As system updates are released, SSG updates training
materials and schedules refresher training sessions as needed to ensure administrators
remain proficient with new features and capabilities.

This comprehensive administrator training plan ensures OEPS/Agency Administrators achieve
full proficiency in system configuration, data quality monitoring, advanced reporting, and
system maintenance, enabling them to effectively manage Casetivity-1IS throughout the
contract term.

4.2.3.10.1.2. Provider Office Staff / End-Users: Focus on day-to-day data entry, search/query
functions, clinical decision support usage, and basic troubleshooting.

SSG's role-specific training plan for Provider Office Staff and End-Users focuses on building
proficiency in the day-to-day workflows that support efficient immunization data management.
The training strategy addresses data entry, patient search and query functions, clinical decision
support usage, and basic troubleshooting to ensure end users can confidently navigate
Casetivity-1IS from the first day of use.

SSG develops comprehensive user manuals that contain detailed descriptions and screen
captures, allowing end users to research answers to questions about how to use the system.
SSG maintains these manuals as part of ongoing maintenance and are updated as major
releases are made to the system and as needed.

The training materials include PowerPoint slide decks tailored to various audiences, webinar
recordings for self-paced training, and clinical integration materials. All materials are posted on
a dedicated resource website, ensuring Provider Office Staff have continuous access to training
resources. When major releases are made to the system, SSG updates these materials and posts
them on the resource website. New training sessions can be scheduled with users as needed to
cover system enhancements, new features, or changes to federal or jurisdictional standards.

SSG's training approach supports the specific workflows Provider Office Staff encounter daily.
For patient search and query functions, Casetivity-1IS provides out-of-the-box support that
allows users to search for patient records based on one or multiple user-defined parameters, re-
search by modifying existing search parameters, and select from a list of possible patient
matches per jurisdictional policy. For clinical decision support, the system applies immunization
schedules appropriate at the time of administration, enabling Provider Office Staff to make
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informed vaccination decisions. The role-based access control system is tailored for providers
and clinical staff, with permissions configured for vaccine data entry and patient lookup
functions.

Following implementation, SSG provides ongoing system support and maintenance to ensure
that all end user questions and issues are addressed and that the system is fully utilized. SSG
delivers customer-friendly support as requested and promptly addresses all identified issues.
This post-implementation support resolves user-adoption challenges and ensures a smooth
transition to full operational proficiency. The combination of comprehensive training materials,
self-paced learning resources, role-specific job aides, and responsive ongoing support ensures
Provider Office Staff and End-Users achieve and maintain full proficiency in day-to-day data
entry, search and query functions, clinical decision support usage, and basic troubleshooting
throughout the contract term.

4.2.3.10.1.3. School Nurses / Public Health Partners: Focus on roster management, exemption
tracking, and public health follow-up workflows.

SSG provides a comprehensive, role-specific training plan for School Nurses and Public Health
Partners that focuses on roster management, exemption tracking, and public health follow-up
workflows. The training approach ensures these users gain full proficiency in the specialized
functions they perform within Casetivity-IIS.

e Roster Management Training: School Nurses receive focused instruction on uploading
student cohorts to prepopulate survey fields using IS match logic. The training covers
how to link students to schools via rosters, enabling targeted outreach and reporting by
school, grade, and county. This capability supports identification of geographic and
demographic gaps in oral health coverage and immunization compliance. School Nurses
learn to manage rosters for preschool, kindergarten, grades seven and 12, and college
populations, with the system preconfigured for these levels and extensible to support
additional populations as needed.

e Exemption Tracking Training: The training plan addresses how School Nurses and Public
Health Partners generate and interpret reports of student exemptions by type, including
medical and religious exemptions. Users learn to filter exemption data by school, grade,
district, exemption type, and compliance status. The training covers how to access these
standard reports, which are available out-of-the-box and support school reporting
requirements without requiring assistance from SSG staff.

e Public Health Follow-Up Workflows: School Nurses and Public Health Partners receive
training on task-based workflows that assign follow-ups to the appropriate staff
members. The instruction covers how to use role- and team-specific queues, track task
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assignment and escalation across departments, and leverage complete audit trails for
each task and workflow. Training addresses how these workflows support school survey
coordination, compliance tracking, and certificate printing functions specific to their
roles.

e Training Deliverables: SSG provides current, digital, and user-specific training resources
tailored to School Nurses and Public Health Partners, including on-demand video
instructions or demonstrations and digital user guides or manuals for both functional
and technical reference. The training materials address the distinct needs and
responsibilities of these user groups, ensuring they can effectively perform roster
management, exemption tracking, and public health follow-up activities from day one
and throughout the contract term.

This role-specific training strategy ensures School Nurses and Public Health Partners achieve full
proficiency in the specialized workflows that support school-based immunization compliance,
oral health screening documentation, and targeted public health outreach to underserved
student populations.

4.2.3.10.2. Training Deliverables: The Vendor must provide current, digital, and
user-specific training resources, including but not limited to:

4.2.3.10.2.1. On-demand video instructions or demonstrations for each user role.

SSG provides comprehensive on-demand video training resources designed to support role-
specific learning and enable users to access instruction when and where they need it. These
video deliverables are developed as part of the overall training strategy and complement other
instructional materials to ensure all user groups achieve proficiency with Casetivity-1IS.

The on-demand video instructions include webinar recordings that support self-paced training
for end users. These recordings capture live training sessions and allow users to review content
at their own pace, revisit specific topics as needed, and access instruction outside of scheduled
training windows. SSG delivers webinars using online meeting software such as GoTo Meetings,
and recordings are posted on the resource website for ongoing access throughout the contract
term.

Video content is tailored to address the distinct needs of different user audiences. SSG delivers
training sessions separately for web-based users and electronic data exchange users when
multiple user sites are trained simultaneously, ensuring that content remains relevant to each
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group's workflows and responsibilities. This approach allows SSG to create targeted video
demonstrations that align with the specific tasks, and system functions each role performs.

All video training materials are integrated with other instructional resources, including user
manuals, PowerPoint slide decks, and clinical integration materials. This multi-format approach
ensures users can access instruction in the format that best supports their learning style and
operational context. When major system releases are deployed, video content is updated and
new training sessions are recorded and posted to the resource website to reflect current
functionality and workflows.

SSG's video training deliverables support the train-the-trainer model, enabling agency staff to
become self-sufficient in training critical partners. SSG will provide around ten 15-minute
training videos. By providing recorded sessions alongside live instruction, SSG ensures that
training resources remain accessible for onboarding new users, supporting refresher training,
and addressing ongoing learning needs throughout the life of the system.

4.2.3.10.2.2. Digital user guides or manuals for both functional and technical reference.

SSG provides comprehensive digital user guides and manuals designed to support both
functional and technical users throughout the implementation and ongoing operation of
Casetivity-11S. These materials are developed to ensure users can independently research
answers, complete core tasks, and maintain proficiency as the system evolves.

e User Manuals: SSG has standard user manuals that contain descriptions and screen
captures allowing end users to research answers to questions about how to use the
system. These manuals serve as comprehensive reference materials for functional users
and are maintained by SSG as part of ongoing maintenance. Clients can add jurisdiction-
specific content to the User Manuals as they see fit. The manuals are updated as major
releases are made to the system and as needed to reflect new features, version
upgrades, and changes to federal or jurisdictional standards.

e Technical Reference Materials: For technical users, including Information Technology
staff and critical partners with role-based access, SSG provides technical training
materials that address the structure and architecture of the system. These materials
ensure sufficient knowledge transfer for ad-hoc query and report generation and cover
technical system specifications.

e Additional Training Resources: SSG develops supplementary materials including
PowerPoint slide decks that present system overviews tailored to various audiences,
webinar recordings for self-paced training, clinical integration materials, and FAQs. All
materials are posted on a resource website for easy access.
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e Ongoing Maintenance and Updates: When major releases are made to the system, SSG
updates all training materials and posts them on the resource website. New training
sessions can be scheduled with users as needed to ensure continued proficiency with
system enhancements and changes.

These digital user guides and manuals are designed to be responsive to a variety of learning
styles and are user-centered, ensuring that both functional and technical users have the
resources needed to achieve full proficiency and maintain it throughout the contract term.

4.2.3.10.3. Post-Implementation Support and Refreshers: The Vendor must
outline the type and duration of support and training to be provided after the
system’s Go-Live date. This must include:

4.2.3.10.3.1. Post-Implementation Support: A defined period of enhanced dedicated support
to resolve user-adoption issues and ensure smooth transition.

SSG provides a structured post-implementation support plan designed to ensure user adoption,
operational stability, and a smooth transition following the Go-Live of Casetivity-IIS. This plan
includes both enhanced dedicated support during the critical stabilization period and ongoing
resources to sustain proficiency throughout the contract term.

e Enhanced Dedicated Support Period: Following Go-Live, SSG delivers a defined period of
enhanced dedicated support focused on resolving user-adoption issues and ensuring
smooth transition. During this stabilization period, SSG monitors system performance in
the production environment to identify and address any material errors or operational
concerns. The project team remains actively engaged to provide technical assistance,
troubleshoot user challenges, and support workflow adjustments as end users and
administrators adapt to the new system. This enhanced support period is structured to
ensure the system operates reliably and users achieve full proficiency before
transitioning to standard ongoing support.

SSG coordinates production deployment in collaboration with the State and provides go-live
support and post-cutover stabilization. All readiness steps are planned jointly to ensure a
successful transition and high adoption. The stabilization period allows SSG to validate that all
system components function as intended under real-world conditions and that users can
perform their roles effectively without disruption to immunization program operations.
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e Post-Implementation Training and Refreshers: SSG's post-implementation support
includes a plan for providing annual or on-demand refresher training modules and
updated documentation to cover new system features, version upgrades, and changes to
federal or jurisdictional standards. SSG delivers training sessions and support materials
to end users and administrators, ensuring all user groups maintain proficiency as the
system evolves. Digital user guides, on-demand video instructions, and role-specific
training resources remain available throughout the contract term to support continuous
learning and adaptation.

This comprehensive post-implementation support plan ensures that the State's immunization
program staff, provider office users, school nurses, and public health partners receive the
assistance needed to achieve operational success and sustain system performance over time.

4.2.3.10.3.2. Annual Training Refreshers: A plan for providing annual or on-demand refresher
training modules and updated documentation to cover new system features, version
upgrades, and changes to federal or jurisdictional standards.

SSG provides a comprehensive plan for annual and on-demand refresher training to ensure
users remain proficient as the system evolves. This plan addresses new features, version
upgrades, and changes to federal or jurisdictional standards through ongoing documentation
updates and flexible training delivery methods.

SSG maintains all training materials as part of ongoing system maintenance. When major
releases are made to the system, SSG updates user manuals, PowerPoint slide decks, webinar
recordings, and clinical integration materials to reflect new functionality and changes. These
updated materials are posted on the resource website, ensuring users have immediate access to
current documentation that covers system enhancements and standards updates.

The user manual contains descriptions and screen captures that allow end users to research
answers to questions about system use. These materials are maintained by SSG and updated as
major releases are made and as needed to address evolving requirements.

When major releases occur or standards change, SSG schedules new training sessions with
users as needed. This flexible approach allows the State to request refresher training aligned
with specific system updates, new federal guidance, or jurisdictional policy changes. Based on
the information in the solicitation, SSG proposes 1 refresher train-the-trainer session each year.
SSG provides ongoing system support to ensure all end user questions and issues are addressed
and that the system remains fully utilized.
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This approach ensures users maintain proficiency throughout the contract term, can access
current documentation on demand, and receive structured training when significant changes
occur. SSG's commitment to maintaining training materials and providing responsive support
reduces the administrative burden on State staff while ensuring compliance with evolving
immunization standards.

4.2.3.11. Privacy:

4.2.3.11.1. The vendor must comply with all relevant State and Federal Data
Privacy Laws, Regulations, and Policies.

Yes. SSG and Casetivity-11S comply with all relevant state and federal data privacy laws,
regulations, and policies. Security and data privacy are paramount in the solution. Casetivity-11S
complies with all relevant federal and state regulations, including HIPAA and CDC guidelines,
ensuring the protection of sensitive health information.

The solution includes advanced security features such as encryption, role-based access control,
and regular security audits. All provider and IIS users must complete a structured registration
and legal acknowledgment process, including mandatory digital signature of all legal
agreements confirming their understanding and acceptance of statutory reporting
responsibilities. Solution-enforced access control ensures that users cannot interact with the
solution unless this step is completed. Signed agreements are securely stored and auditable,
serving as a compliance artifact.

Access to shared data is restricted based on user roles, organization jurisdiction, and data
sensitivity—ensuring that only authorized personnel access patient-level details. Administrators
may configure data elements included for each jurisdiction, including address granularity and
demographic data based on privacy sensitivity. The system tracks and logs all outgoing and
incoming cross-border data transactions to maintain compliance and accountability.

SSG confirms full compliance with all relevant state and federal data privacy laws, regulations,
and policies governing immunization information systems.
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4.2.3.11.2. The IS must maintain an internal audit log of all user access and
activity, including logins, data additions, edits, deletions, and exports. The
Agency is required to keep the data for 6 years and Vendor must provide this to
the agency at designated time frames or upon request. Access to audit logs shall
be limited to authorized Agency staff and may be used for compliance
monitoring or investigation of suspected breaches.

Casetivity-lIS maintains comprehensive internal audit logs that track all user access and activity
across the solution, including logins, data additions, edits, deletions, and exports. The system
captures detailed audit data at multiple levels to ensure full accountability and support
compliance monitoring.

The solution logs every change made to patient records and related data, including
immunizations, consent flags, and contact information. Each audit entry includes before-and-
after values, timestamps, and the identity of the user who made the change. The system also
tracks key lifecycle events such as record creation, merges, deletions, and restorations, as well
as user session details including login and logout events and the roles used during each session.

For user access tracking specifically, Casetivity-IS logs read access to patient records, capturing
who viewed the record, what was accessed, and when. The system records the date and time of
access, user ID and role information, and the specific data accessed. This ensures that all
viewing activity—not just modifications—is captured for audit purposes.

The audit logging extends beyond the application layer to include infrastructure-level tracking.
AWS CloudTrail logs all infrastructure changes, while APl access logs capture request details,
sources, and timestamps. Application logs record solution behavior, including errors and
unusual performance patterns.

SSG configures audit log retention periods to meet jurisdictional requirements. The system
retains logs online for a minimum of 90 days and maintains backups for one year by default.
These retention periods can be extended to meet the Agency's six-year retention requirement
through configuration adjustments during implementation.

Access to audit logs is restricted to authorized Agency staff through role-based permissions.
Administrators can review audit data through multiple channels: built-in audit reports and
dashboards that filter by user, date, entity type, or action; custom reports configured to meet
specific monitoring or compliance requirements; audit history displayed directly in the user
interface within patient records or tasks; and direct access to the reporting database for deeper
investigations or advanced analysis.
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SSG provides audit data to the Agency at designated timeframes or upon request in formats
including Excel, CSV, and PDF for easy review and archiving. The comprehensive audit
capabilities support compliance monitoring, investigation of suspected breaches, and
adherence to HIPAA and CDC IIS Functional Standards requirements for tracking access to
sensitive patient data.

4.2.3.11.3. If a data breach is discovered or suspected Vendor shall immediately
follow the process outlined in the most recent version of the Office of
Management Information Services OP-30 Incident Reporting and Response
Procedures, (Attachment G)
(https://www.wvdhhr.org/mis/policies/Incident_Reporting_and_Response.pdf)

4.2.3.11.3.1. OMIS Procedure IM-01 — Incident Management Plan (Attachment |) established
the required incident-reporting channels and timelines. All incidents must be reported
through the WVOT Incident Reporting System and to the OMIS Incident mailbox, consistent
witsh OP-30.

SSG confirms that it will follow OMIS OP-30 Incident Reporting and Response Procedures and
OMIS Procedure IM-01 Incident Management Plan (Attachment I) for reporting data breaches.
All incidents will be reported through the WVOT Incident Reporting System and to the OMIS
Incident mailbox, consistent with OP-30 requirements and the established incident-reporting
channels and timelines outlined in IM-01.SSG maintains a comprehensive Incident Management
Policy that emphasizes transparency, communication, and clarity to keep the Agency informed
about the status of open incidents. SSG tracks and manages all incidents in JIRA, providing full
visibility into incident status, resolution progress, and timelines. This approach ensures
coordinated detection, reporting, containment, eradication, and recovery in alignment with
Agency procedures.

SSG's incident management strategy is designed to meet all performance standards and
timelines through robust tooling, dedicated resources, continuous monitoring, and proactive
communication. Upon discovery or suspicion of a data breach, SSG will immediately follow the
process outlined in the most recent version of OMIS OP-30, ensuring that all required reporting
channels are utilized and timelines are met. This commitment guarantees efficient incident
resolution and minimal disruption to Agency operations while maintaining full compliance with
West Virginia's incident reporting requirements.
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4.2.3.11.4. The Vendor shall ensure that data maintained on behalf of the IIS is
not used, released, or sold without specific authorization of the Agency,
regardless of whether the data has been de-identified or included with a limited
data set.

Yes. SSG confirms that it will ensure IIS data is not used, released, or sold without specific
authorization from the Agency, regardless of whether the data has been de-identified or
included in a limited data set.

SSG maintains strict data governance policies that prohibit the use of client data for any
purpose beyond the scope of the contracted services. The Agency retains full ownership of all
data collected, stored, and processed within Casetivity-IIS. SSG provides privacy and security
safeguards that protect Agency data from unauthorized use or disclosure. All data remains
solely the property of the Agency throughout the contract term and beyond.

SSG will not use IS data for analytics, artificial intelligence or machine learning (Al/ML) training,
model development, or any secondary purpose without explicit written approval from the
Agency. This prohibition applies to all forms of data, including de-identified datasets and limited
data sets. SSG's data handling practices ensure that Agency data is accessed and processed only
by authorized personnel for the express purpose of delivering and supporting the immunization
information system services outlined in the contract.

Upon contract termination or at the Agency's request, SSG will return the entire dataset in the
format specified by the Agency at no additional cost. SSG will cooperate fully with the Agency
and any subsequent vendor to deliver all data, documentation, and work products within 30
working days of termination notice. Following Agency authorization, SSG will destroy all
retained data in accordance with NIST Special Publication 800-88 within 30 days.

This commitment ensures that the Agency maintains complete control over its immunization
data and that SSG operates as a trusted steward of sensitive public health information
throughout the partnership.

4.2.3.11.5. The Vendor must certify that it is not currently under investigation by
any state or federal authority for a breach of data security.

SSG certifies that it is not currently under investigation by any state or federal authority for a
breach of data security. SSG maintains rigorous security protocols across its operations and
hosting infrastructure to protect client data and ensure compliance with federal and state
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requirements. The company hosts its solutions in AWS data centers that meet SOC 2 Type Il and
FedRAMP certification standards, and SSG's Casetivity platform itself maintains SOC 2 Type 2
certification. SSG undergoes regular audits and vulnerability assessments to ensure ongoing
compliance with industry best practices and to proactively identify and address potential
security concerns. This commitment to continuous security monitoring and improvement
supports SSG's clean compliance record and its ability to serve as a trusted steward of sensitive
public health information.

4.2.3.11.6. The Vendor must disclose whether it has been involved in any breach
of data security and provide details relating to the causes of the breach and the
mitigating actions taken in response to the breach. The reporting window is the
last 10 years.

SSG certifies that it has not been involved in any breach of data security within the last 10 years.
The company maintains a comprehensive Incident Management Policy that emphasizes
transparency, communication, and clarity in managing information security incidents. This policy
ensures a consistent and effective approach to incident response, with robust tooling, dedicated
resources, continuous monitoring, and proactive communication to guarantee efficient incident
resolution and minimal disruption to operations.

SSG's incident management strategy is designed to meet all performance standards and
timelines required for secure handling of protected health information. The company's
approach prioritizes accountability and stewardship in safeguarding data maintained on behalf
of immunization programs and public health agencies.

4.2.3.11.7. The vendor must disclose any details of any previous or current
investigation by any state or federal authority, including investigations that did
not result in formal sanctions, related to privacy or security of patient
information. The details must include the resulting corrective action plan or
details of the final resolution, including the assessment of any fines or other
sanctions against the Vendor. The reporting window is the last 10 years.

4.2.3.11.7.1. The State reserves the right to request supporting documentation or conduct
independent verification. Failure to disclose relevant investigations may result in
disqualification, contract termination, or other remedies.
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SSG has no previous or current investigation by any state or federal authority, including
investigations that did not result in formal sanctions, related to privacy or security of patient
information.

4.2.3.11.8. The vendor must certify that it has never been convicted of, charged
with, or is under investigation for, violation of any criminal law, or violation of
any civil law governing health care fraud, abuse, or waste.

SSG certifies that it has never been convicted of, charged with, or is under investigation for
violation of any criminal law or civil law governing health care fraud, abuse, or waste. SSG has
not been the subject of an investigation, whether open or closed, by any government entity for
a civil or criminal violation, nor has SSG been the subject of an indictment, grant of immunity,
judgment, or conviction (including entering into a plea bargain) for conduct constituting a crime.
SSG maintains a clean legal and regulatory record with no material pending litigation that would
adversely affect its ability to meet contract requirements or have a material adverse effect on its
financial condition.

4.2.3.11.9. The vendor must certify that it does not employ any individuals who
have been excluded or debarred by the federal or any state government from
participating in any federal or state programs or contracts.

SSG certifies that it does not employ any individuals who have been excluded or debarred by

the federal or any state government from participating in any federal or state programs or
contracts.

4.2.3.11.10. The Vendor shall not use the 1IS data for analytics, Al/ML training,
model development, or any secondary purpose without explicit written
approval from the State.

SSG confirms that it will not use IS data for analytics, artificial intelligence/machine learning
(Al/ML) training, model development, or any secondary purpose without explicit written
approval from the State. This commitment is documented in the technical response and aligns
with the State's requirement under Section 4.2.3.11.10.SSG ensures that data maintained on
behalf of the IIS is not used, released, or sold without specific authorization from the Agency,
regardless of whether the data has been de-identified or included with a limited data set. The
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State retains full ownership of all IS data, and SSG provides privacy and security safeguards that
protect data from use or disclosure outside the scope of the solicitation. All data collected on
behalf of the State remains solely the property of the Agency.

This data use restriction supports the State's data governance framework and ensures that
immunization data is protected from unauthorized secondary uses. SSG's approach provides the
State with complete control over how IIS data may be leveraged, ensuring compliance with
applicable state and federal data privacy laws, regulations, and policies.

4.2.3.12. Security and Audit Compliance

4.2.3.12.1. Federal Security Compliance Requirements: The Vendor must ensure
the 1IS solution complies with applicable federal cybersecurity standards,
including:

4.2.3.12.1.1. FedRAMP Authorization: The IS solution must be hosted within at least a
FedRAMP Moderate or higher authorized cloud environment. The IIS application itself is not
required to hold a FedRAMP authorization. Vendors must provide proof that they can host the
IIS solution within at least a FedRAMP Moderate or higher environment (e.g., existing
FedRAMP-authorized cloud provider, current FeFdRAMP Moderate enclave, or executed
agreement with a FedRAMP-authorized CSP). The Vendor must provide proof that the IIS
solution is operating within at least a FedRAMP Moderate or higher environment prior to any
data migration, onboarding, or system integration activities.

Yes. SSG confirms that Casetivity-1IS is hosted within Amazon Web Services (AWS), a FedRAMP-
authorized cloud environment that meets FedRAMP Moderate or higher authorization
requirements. AWS maintains government-grade cloud infrastructure designed to meet NIST
800-53 standards and federal cybersecurity requirements for protected health information.

SSG will provide proof that Casetivity-1IS is operating within this FedRAMP Moderate or higher
environment prior to any data migration, onboarding, or system integration activities, as
required by the State. This documentation will confirm that the cloud provider maintains
FedRAMP Moderate or High authorization and that all IIS data is stored and processed
exclusively within U.S.-based data centers in compliance with federal government and West
Virginia's cybersecurity and data residency requirements.

The AWS hosting environment implements geographically distinct facilities with redundant
power and cooling, role-based access controls with multi-factor authentication, AES-256
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encryption at rest and TLS 1.3 in transit, continuous 24x7x365 monitoring and intrusion
detection, and documented disaster recovery capabilities tested annually. The environment is
HIPAA-eligible and maintains SOC 2 Type |l attestations provided annually as supplemental
evidence.

This FedRAMP-authorized hosting infrastructure ensures that Casetivity-11S meets all mandatory
federal security compliance requirements while supporting the State's privacy and IT
governance standards throughout implementation and ongoing operations. SSG's single-tenant
model requires dedicated infrastructure that creates additional expense for SSG compared to
multi-tenant alternatives — a cost SSG absorbs because the data isolation and security controls
it delivers are essential for a mission-critical statewide 11S. As an added benefit, this architecture
enables SSG to grant authorized WVSIIS staff direct database access with Agency-controlled
permissions, supporting West Virginia's data transparency and governance priorities.

4.2.3.12.1.2. FIPS 140-2/3 Validated Cryptography: All cryptographic modules used for data at
rest and in transit must be validated under NIST’s Cryptographic Module Validation Program
(CMVP).

Yes. All cryptographic modules used by Casetivity-IIS for data at rest and in transit are validated
under NIST's Cryptographic Module Validation Program (CMVP) in accordance with FIPS 140-2
requirements.

Casetivity-1IS encrypts all data at rest using AES-256 encryption, implemented with FIPS 140-2
validated modules. For data in transit, the solution uses Transport Layer Security (TLS) protocols
with cryptographic modules validated to FIPS 140-2 under NIST's CMVP. The system supports
TLS 1.2 and TLS 1.3 at contract award and employs only approved cipher suites. SSG maintains
the ability to implement newer TLS versions or configurations within 12 months of publication
by NIST or CDC.

All IS data exchanges, including connections to CDC's IZ Gateway, use TLS in accordance with
the most current version of NIST SP 800-52 (Guidelines for the Selection, Configuration, and Use
of TLS Implementations). SSG maintains compliance with evolving federal cybersecurity
standards throughout the contract term and reports any changes to FedRAMP authorization,
FIPS validation, or TLS support within 30 days.

This approach ensures that your immunization data remains protected with federally validated
cryptographic controls at every stage—whether stored in the system or transmitted between
authorized users and external systems—supporting your compliance obligations and protecting
sensitive health information.
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4.2.3.12.1.3. Transport Layer Security (TLS): All IS data exchanges, including connections to
CDC'’s 1Z Gateway, must use TLS in accordance with the most current version of NIST SP 800-52
(Guidelines for the Selection, Configuration, and Use of TLS Implementations). At minimum,
the IS must support TLS 1.2 and TLS 1.3 at contract award. Vendors must demonstrate the
ability to implement newer TLS versions or configurations within 12 months of publication by
NIST or CDC. All TLS implementations must use cryptographic modules validated to FIPS 140-2
or FIPS 140-3 under NIST’s Cryptographic Module Validation Program (CMVP), and must
employ only approved cipher suites.

SSG maintains the ability to implement newer Transport Layer Security (TLS) versions or
configurations within 12 months of publication by the National Institute of Standards and
Technology (NIST) or the Centers for Disease Control and Prevention (CDC). This commitment is
supported by SSG's secure software development lifecycle practices, change management
processes, and continuous monitoring framework.

SSG's infrastructure is designed for rapid adaptation to evolving federal cybersecurity standards.
The organization maintains documented secure development lifecycle practices aligned with
NIST SP 800-218 (Secure Software Development Framework), which provides the foundation for
implementing cryptographic and protocol updates. When NIST or CDC publishes new TLS
versions or configuration guidance, SSG's vulnerability management program and compliance
monitoring processes identify the requirement and initiate the implementation workflow.

SSG's change management process includes peer review, automated testing, and staged
deployment to ensure new TLS configurations are implemented without service disruption. The
organization performs Static Application Security Testing (SAST) scans integrated into the
development pipeline for every code commit or build, and Dynamic Application Security Testing
(DAST) scans at least quarterly and following any major release. This testing framework
validates that new TLS implementations use cryptographic modules validated to Federal
Information Processing Standards (FIPS) 140-2 or FIPS 140-3 under NIST's Cryptographic Module
Validation Program and employ only approved cipher suites.

SSG's proven adaptability was demonstrated during the COVID-19 pandemic, when the
organization delivered urgent configuration updates to support new reporting requirements and
implement emerging HL7 profiles within compressed timelines—all without disruption to core
registry services. This operational track record demonstrates SSG's capacity to operationalize
complex federal directives under pressure.

SSG reports any changes to FedRAMP authorization, FIPS validation, or TLS support within 30
days, ensuring transparency and maintaining compliance with evolving federal cybersecurity
standards throughout the contract term. This combination of technical capability, documented
processes, operational experience, and compliance reporting confirms SSG's ability to
implement newer TLS versions or configurations within the required 12-month timeframe.

e
Qgt.' S S G CRFP MIS2700000001 | Strategic Solutions Group LLC 221



Integrity. Passion. Results.

4.2.3.12.1.4. Ongoing Compliance: Vendors must maintain compliance with evolving federal
cybersecurity standards throughout the contract term and report any changes to FedRAMP
authorization, FIPS validation, or TLS support within 30 days.

Yes. SSG will maintain compliance with evolving federal cybersecurity standards throughout the
contract term and report any changes to FedRAMP authorization, FIPS validation, or TLS support
within 30 days.

SSG implements layered technical, administrative, and physical controls to enforce these
commitments. The platform operates within hardened AWS VPC infrastructure protected by
access control lists, intrusion detection and prevention systems, and end-to-end TLS and AES-
256 encryption. All cryptographic modules used for data at rest and in transit are validated
under NIST's Cryptographic Module Validation Program (CMVP). All data exchanges, including
connections to CDC's IZ Gateway, use TLS in accordance with NIST SP 800-52, supporting TLS 1.2
and TLS 1.3 at minimum.

SSG conducts monthly vulnerability scans, applies automated patching, and maintains peer-
reviewed change management processes. The incident response process is modeled on the
NIST lifecycle and includes post-mortems and customer notification. Compliance automation
dashboards monitor key security KPls and ensure SSG consistently meets security objectives.
Business continuity and disaster recovery plans, daily encrypted backups, and role-based access
controls with annual reviews and multi-factor authentication further safeguard client data and
maintain service resilience.

SSG will demonstrate the ability to implement newer TLS versions or configurations within 12
months of publication by NIST or CDC. Any changes to FedRAMP authorization, FIPS validation,
or TLS support will be reported to the Agency within 30 days, ensuring transparency and
continuous alignment with federal cybersecurity requirements throughout the contract term.

4.2.3.12.2. SOC 2 Type |l Audit Report

4.2.3.12.2.1. The Vendor shall provide the State with an updated SOC 2 Type Il audit report on
an annual basis, no later than thirty (30) calendar days following the contract anniversary
date, for the full duration of the contract term. Each report shall reflect an audit period
ending no more than twelve (12) months prior to the date of submission. The State reserves
the right to review, evaluate, and determine the adequacy and acceptability of the report. The
State may, at its discretion, require the Vendor to furnish additional documentation,
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clarification, or evidence of controls in the event of any material changes to the Vendor’s
hosting environment, operational processes, or security posture.

Yes. SSG will provide the State with an updated SOC 2 Type Il audit report on an annual basis, no
later than thirty (30) calendar days following the contract anniversary date, for the full duration
of the contract term. Each report will reflect an audit period ending no more than twelve (12)
months prior to the date of submission.

SSG maintains SOC 2 Type |l certification as part of its commitment to security and operational
excellence. The annual audit process ensures that SSG's controls related to security, availability,
processing integrity, confidentiality, and privacy are independently verified and meet industry
standards for protected health information systems. SSG provides this certification annually and
supports the State's ability to review, evaluate, and determine the adequacy and acceptability
of SSG's security posture.

The State retains the right to review each submitted report and may request additional
documentation, clarification, or evidence of controls in the event of any material changes to
SSG's hosting environment, operational processes, or security posture. SSG will respond to such
requests in accordance with the contract terms and will ensure that all audit documentation
reflects current operational practices and compliance with applicable federal and state
cybersecurity standards.

This annual SOC 2 Type |l reporting requirement is met in full and supports the State's ongoing
oversight and risk management throughout the contract term.

4.2.3.12.2.2. ISO/IEC 27001 certification may be submitted as supplemental evidence of
organizational security maturity but does not substitute for the SOC 2 Type Il requirement or
the State’s U.S. data residency policy.

Yes. SSG confirms that ISO/IEC 27001 certification may be submitted as supplemental evidence
of organizational security maturity but does not substitute for the SOC 2 Type Il requirement or
the State's U.S. data residency policy.

SSG's Casetivity platform maintains SOC 2 Type 2 certification and provides updated SOC 2 Type
Il audit reports on an annual basis. SSG hosts the solution in AWS data centers, which are SOC 2
Type Il and FedRAMP certified, ensuring that the hosting provider adheres to rigorous security
protocols and controls as required by industry standards. SSG undergoes regular audits and
vulnerability assessments to ensure ongoing compliance with industry best practices.

SSG recognizes that while ISO/IEC 27001 certification demonstrates organizational security
maturity, it serves only as supplemental documentation and does not replace the mandatory
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SOC 2 Type Il audit reporting requirement or compliance with U.S.-based data residency
policies. SSG's compliance approach prioritizes the State's specified requirements and ensures
that all data storage, transmission, and processing activities remain within U.S. borders in
accordance with the State's data residency policy.

4.2.3.12.3. Penetration Testing and Vulnerability Management: The Vendor must
perform third-party penetration testing of the hosted IIS environment on an
annual basis, in compliance with NIST 800-53 standards. A detailed report of
findings and remediation actions shall be submitted to the State within 30
calendar days of test completion. The Vendor shall maintain a documented
vulnerability management program and address all critical or high-risk findings
within 30 calendar days, unless otherwise approved by the State.

SSG understands and will comply with the State’s requirements for annual third-party
penetration testing, vulnerability management, remediation timelines, and reporting associated
with the hosted Casetivity-11S environment. SSG’s cloud-enabled architecture incorporates
security-focused operational practices including role-based access controls, encryption, security
audits, disaster recovery protocols, incident response measures, and ongoing system
maintenance activities designed to support a secure and resilient IS environment.

4.2.3.12.4. Secure Software Development Lifecycle (SSDLC) Practices: The
Vendor must adhere to secure software development lifecycle (SSDLC) practices
to ensure the IIS is developed, maintained, and operated in accordance with
federal cybersecurity standards. Requirements include:

4.2.3.12.4.1. Documented SSDLC Process: The Vendor shall maintain and provide
documentation of secure development lifecycle practices, aligned with NIST SP 800-218
(Secure Software Development Framework) or equivalent.

SSG maintains a documented Secure Software Development Lifecycle (SSDLC) aligned with NIST
SP 800-218 (Secure Software Development Framework) to ensure Casetivity-IIS is developed,
maintained, and operated in accordance with federal cybersecurity standards. SSG maintains
the SSDLC documentation throughout the contract term and provided to the Agency upon
request.
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SSG integrates security controls at every stage of the development lifecycle. The team performs
Static Application Security Testing (SAST) scans integrated into the development pipeline for
every code commit or build, and Dynamic Application Security Testing (DAST) scans at least
quarterly and following any major release or production update. All identified vulnerabilities are
tracked through a formal vulnerability management program, with critical and high-risk findings
resolved within 30 calendar days unless otherwise approved by the Agency. SSG tracks and
documents all third-party libraries and modules to ensure they remain updated and free of
known critical vulnerabilities.

The development process follows a DevOps approach for application lifecycle management,
combining agile sprint cycles with waterfall techniques at release milestones. At the conclusion
of sprints within a release, SSG conducts robust system security testing, performance testing,
data migration testing, disaster recovery testing, regression testing, and user acceptance
testing. Secure code reviews and peer-reviewed change management processes ensure code
quality and security before deployment. SSG implements continuous monitoring practices
consistent with FedRAMP and NIST guidance, including automated vulnerability scanning and
patching.

SSG conducts comprehensive system security assessments prior to go-live, alighed with HIPAA
and NIST Cybersecurity Framework (CSF). The team performs vulnerability scanning, secure
code reviews, penetration testing, and interconnection risk assessments for all environments.
Remediation is tracked in a formal risk register with documented evidence of closure. Full
security assessments are repeated every three years during maintenance and operations, with
ad-hoc scans conducted following significant upgrades.

Third-party penetration testing of the hosted IIS environment is performed annually in
compliance with NIST 800-53 standards. Detailed reports of findings and remediation actions
are submitted to the Agency within 30 calendar days of test completion. All findings from SAST,
DAST, and penetration testing are incorporated into the vulnerability management program
with consistent remediation timelines.

These SSDLC practices ensure Casetivity-IS is developed and maintained with security
embedded throughout the lifecycle, protecting sensitive health information and maintaining
compliance with federal cybersecurity standards.

4.2.3.12.4.2. Static and Dynamic Application Security Testing (SAST/DAST): The Vendor must
perform SAST scans integrated into the development pipeline for every code commit or build
and DAST scans at least quarterly, and following any major release or production update. The
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Vendor must provide remediation plans for all identified vulnerabilities, with critical and high-
risk findings resolved within 30 calendar days, unless otherwise approved by the Agency.

Yes. SSG performs Static Application Security Testing (SAST) scans integrated into the
development pipeline for every code commit or build, and Dynamic Application Security Testing
(DAST) scans at least quarterly and following any major release or production update. SSG
resolves all critical and high-risk findings within 30 calendar days, unless otherwise approved by
the Agency.

SSG adheres to secure software development lifecycle (SSDLC) practices aligned with NIST SP
800-218 (Secure Software Development Framework). SAST scans are integrated directly into the
development pipeline, ensuring that every code commit or build undergoes automated security
analysis before advancing. This continuous scanning approach identifies vulnerabilities early in
the development process, reducing risk and remediation costs.

DAST scans are performed at least quarterly and following any major release or production
update to the IS environment. These scans assess the running application for security
weaknesses that may only be detectable during runtime, complementing the static analysis
performed during development.

All findings from SAST and DAST scans are incorporated into SSG's documented vulnerability
management program. SSG provides remediation plans for all identified vulnerabilities, with
critical and high-risk findings resolved within 30 calendar days unless otherwise approved by the
Agency. This remediation timeline is consistent with SSG's broader vulnerability management
requirements and ensures that security issues are addressed promptly and systematically.

SSG tracks all defects and vulnerabilities in JIRA, providing full transparency and current
reporting on the status of findings throughout the resolution process. This approach ensures
accountability and enables coordinated response to security issues as they are identified.

SSG's SAST/DAST practices, combined with third-party penetration testing performed annually
and continuous monitoring consistent with FedRAMP and NIST guidance, provide
comprehensive security assurance throughout the software development lifecycle. This layered
approach to application security testing ensures that Casetivity-IIS is developed, maintained,
and operated in accordance with federal cybersecurity standards, meeting the requirement for
integrated security testing with timely remediation of critical and high-risk findings.

4.2.3.12.4.3. Vulnerability Management Integration: Findings from SAST/DAST must be
incorporated into the Vendor’s vulnerability management program, with remediation
timelines consistent with Section 4.2.3.12.2.
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Yes. SSG incorporates all findings from Static Application Security Testing (SAST) and Dynamic
Application Security Testing (DAST) into its vulnerability management program with remediation
timelines consistent with Section 4.2.3.12.2. SSG conducts SAST scans integrated into the
development pipeline for every code commit or build and performs DAST scans at least
quarterly and following any major release or production update. All identified vulnerabilities are
tracked within SSG's documented vulnerability management program, and the team provides
remediation plans for all findings. Critical and high-risk vulnerabilities are resolved within 30
calendar days, unless otherwise approved by the Agency. SSG tracks remediation in a formal risk
register with documented evidence of closure, ensuring full accountability and transparency
throughout the vulnerability lifecycle. This integrated approach ensures that security testing
findings are managed consistently with the same rigor applied to all vulnerability management
activities, supporting the Agency's cybersecurity requirements and maintaining the security
posture of Casetivity-1IS throughout its operational lifecycle.

4.2.3.12.4.4. Third-Party Component Security: The Vendor must track and document all third-
party libraries and modules, ensuring they are updated and free of known critical
vulnerabilities.

Yes. SSG tracks and documents all third-party libraries and modules, ensuring they are updated
and free of known critical vulnerabilities. This practice is integrated into SSG's secure software
development lifecycle and vulnerability management program.

SSG maintains comprehensive documentation of all third-party components used in Casetivity-
IIS. The vendor monitors these libraries and modules continuously to identify and remediate
security risks before they can impact system operations. When critical vulnerabilities are
identified in third-party components, SSG applies updates and patches according to established
remediation timelines, with critical and high-risk findings resolved within 30 calendar days
unless otherwise approved by the Agency.

This third-party component security management is supported by SSG's continuous monitoring
practices, which align with FedRAMP and NIST guidance. The vendor performs Static Application
Security Testing (SAST) scans integrated into the development pipeline for every code commit or
build, and Dynamic Application Security Testing (DAST) scans at least quarterly and following
any major release or production update. Findings from these scans are incorporated into SSG's
vulnerability management program to ensure consistent tracking and remediation across all
system components, including third-party libraries.

SSG's approach ensures that Casetivity-11S remains secure and compliant with federal
cybersecurity standards throughout the system lifecycle. By maintaining current, vulnerability-
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free third-party components, SSG reduces security risk and supports the Agency's obligation to
protect sensitive immunization and health information.

4.2.3.12.4.5. Continuous Monitoring: The Vendor must implement continuous monitoring
practices consistent with FedRAMP and NIST guidance, including automated code scanning
and penetration testing at least annually.

Yes. SSG implements continuous monitoring practices consistent with FedRAMP and NIST
guidance, including automated code scanning and penetration testing at least annually.

SSG performs Static Application Security Testing (SAST) scans integrated into the development
pipeline for every code commit or build, and Dynamic Application Security Testing (DAST) scans
at least quarterly and following any major release or production update. The organization tracks
and documents all third-party libraries and modules, ensuring they are updated and free of
known critical vulnerabilities. SSG conducts penetration testing at least annually as part of its
continuous monitoring program.

These practices are incorporated into SSG's vulnerability management program, with critical and
high-risk findings resolved within 30 calendar days unless otherwise approved by the Agency.
Monthly vulnerability scans and automated patching further support ongoing security posture
management. All findings from SAST and DAST activities feed directly into remediation
workflows with defined timelines aligned to risk severity.

SSG's continuous monitoring approach includes automated code scanning, regular vulnerability
assessments, and compliance automation dashboards that enable the organization to monitor
key security KPIs in real time. This layered approach ensures that Casetivity-lIS remains secure,
resilient, and aligned with federal cybersecurity standards throughout the system lifecycle.

4.2.3.12.5. Cloud Provider Attestations: If the Vendor utilizes a third-party cloud
service provider, the Vendor shall provide:

4.2.3.12.5.1. Documentation confirming that the cloud provider maintains FedRAMP
Moderate or High authorization; SOC 2 Type |l may be submitted only as supplemental
evidence.

SSG hosts Casetivity-IIS in a FedRAMP Moderate-authorized cloud environment provided by
Amazon Web Services (AWS). AWS maintains FedRAMP Moderate authorization, which meets
the FedRAMP Moderate requirement specified in this solicitation. SSG will provide
documentation confirming AWS'’ current FedRAMP authorization status upon request.
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This hosting arrangement ensures that all Immunization Information System (lIS) data is stored,
processed, and transmitted exclusively within U.S.-based data centers that meet federal
cybersecurity standards. The FedRAMP-authorized environment provides the security controls,
audit protocols, and compliance framework required for protected health information and
immunization data management.

SSG will complete and submit the Vendor Attestation Form within 30 calendar days of contract
execution, certifying cloud provider compliance with FedRAMP Moderate or High authorization,
U.S.-based data residency requirements, and all applicable state and federal cybersecurity
policies and standards as outlined in Section 4.2.3.12.6 of the solicitation.

4.2.3.12.5.2. Evidence that all IIS data is stored and processed exclusively within U.S.-based
data centers, in compliance with federal government and West Virginia’s cybersecurity and
data residency requirements.

SSG hosts Casetivity-11S exclusively within Amazon Web Services (AWS), a FedRAMP Moderate
authorized cloud service provider that maintains U.S.-based data centers in compliance with
federal government and West Virginia cybersecurity and data residency requirements. All lIS
data—including backups, logs, and metadata—is stored and processed exclusively within data
centers physically located in the continental United States. No data is transmitted, processed, or
stored outside U.S. borders at any time, including during disaster recovery, failover, or support
operations.

AWS provides HIPAA-eligible, government-grade cloud infrastructure designed to meet NIST
800-53 standards and federal security requirements. The hosting environment implements
geographically distinct primary and failover facilities with redundant power and cooling,
ensuring continuous availability while maintaining U.S.-based data residency. SSG's disaster
recovery plan, tested annually, operates entirely within U.S.-based AWS regions to ensure
compliance with data residency restrictions during all contingency scenarios.

The solution encrypts all data at rest using AES-256 encryption implemented with FIPS 140-2
validated cryptographic modules. Data in transit is protected using TLS 1.3 encryption in
accordance with NIST SP 800-52 guidelines. These encryption standards apply to all data
exchanges, including connections to CDC's IZ Gateway, and are maintained consistently across
all U.S.-based data center operations.

SSG provides documentation verifying U.S.-based data residency and maintains compliance with
applicable federal and state data protection laws and regulations. The solution operates within
AWS's FedRAMP Moderate authorized environment, and SSG holds SOC 2 Type Il and HIPAA
attestations that are provided annually to support ongoing compliance verification. Continuous
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monitoring, intrusion detection, and role-based access controls further ensure that data
security and residency requirements are maintained throughout all system operations.

This architecture ensures that West Virginia's IS data remains exclusively within U.S.-based
infrastructure while meeting federal cybersecurity standards, state data residency
requirements, and HIPAA compliance obligations.

4.2.3.12.5.3. Supports compliance with applicable Executive Branch and Office of
Management Information Services (OMIS) Security Policies.

Yes. SSG hosts Casetivity-IIS within a FedRAMP Moderate or higher authorized cloud
environment, ensuring compliance with applicable Executive Branch and Office of Management
Information Services (OMIS) Security Policies. SSG's cloud infrastructure is built on hardened
AWS VPC architecture protected by access control lists, intrusion detection and prevention
systems, and end-to-end TLS and AES-256 encryption. This environment supports the security
standards required by West Virginia's cybersecurity framework and federal guidelines.

SSG implements layered technical, administrative, and physical controls that align with OMIS
requirements, including role-based access control with annual reviews, multi-factor
authentication-protected VPNs, monthly vulnerability scans, automated patching, and peer-
reviewed change management processes. The incident response process follows the NIST
lifecycle and includes post-incident reviews and customer notification protocols consistent with
state reporting requirements. Business continuity and disaster recovery plans, daily encrypted
backups, and compliance automation dashboards ensure SSG meets recovery time objectives
and monitors key security performance indicators.

SSG will complete and submit the required Vendor Attestation Form within 30 calendar days of
contract execution, certifying compliance with U.S.-based data residency restrictions, SOC 2
Type |l audit submission timelines, penetration testing and vulnerability remediation protocols,
cloud provider compliance, and all applicable state and federal cybersecurity policies and
standards. SSG's cloud provider documentation confirms FedRAMP Moderate or High
authorization and exclusive U.S.-based data center operations, meeting West Virginia's data
residency and transmission requirements. This approach ensures Casetivity-1iS operates within a
secure, compliant environment that supports OMIS Security Policies and protects sensitive
immunization data throughout the system lifecycle.
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4.2.3.12.6. Vendor Attestation Form:

4.2.3.12.6.1. The awarded Vendor shall complete and submit a Vendor Attestation Form
within 30 calendar days of contract execution, certifying compliance with the following:

4.2.3.12.6.1.1. U.S.-based data residency and transmission restrictions.

4.2.3.12.6.1.2. SOC Type Il audit submission timelines.

4.2.3.12.6.1.3. Penetration testing and vulnerability remediation protocols.

4.2.3.12.6.1.4. Cloud provider compliance.

4.2.3.12.6.1.5. All applicable state and federal cybersecurity policies and standards.
4.2.3.12.6.1.6. All applicable state and federal information security and privacy requirements.

The State reserves the right to request updated Attestations annually or upon material
changes to the Vendor’s operations or hosting environment. All vendor attestations are
subject to verifications under Section 4.2.3.12.8. Audit and Attestation Requirements.

Yes. SSG will complete and submit a Vendor Attestation Form within 30 calendar days of
contract execution, certifying compliance with all required elements including U.S.-based data
residency and transmission restrictions, SOC 2 Type Il audit submission timelines, penetration
testing and vulnerability remediation protocols, cloud provider compliance, and all applicable
state and federal cybersecurity policies and privacy requirements.

SSG hosts Casetivity-1IS in AWS data centers located exclusively within the continental United
States, ensuring full compliance with U.S.-based data residency requirements. All IIS data—
including backups, logs, and metadata—remains within U.S. borders at all times, with no
transmission, processing, or storage outside the United States during normal operations,
disaster recovery, or support activities. SSG maintains SOC 2 Type 2 certification for the
Casetivity platform and undergoes regular audits and vulnerability assessments to ensure
ongoing compliance with industry best practices. AWS, as SSG's cloud provider, maintains both
SOC 2 Type |l and FedRAMP certification, meeting the highest standards of physical security and
operational controls required for government systems.

SSG will provide updated SOC 2 Type Il audit reports annually, no later than 30 calendar days
following the contract anniversary date, with each report reflecting an audit period ending no
more than 12 months prior to submission. The solution complies with all relevant data
protection regulations through encryption of data in transit and at rest, role-based access
control, multi-factor authentication, and continuous security monitoring. SSG will maintain
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documentation of its incident response policy and plan aligned with NIST SP 800-61 and will
follow the Agency's incident response procedures as specified in the contract.

The Vendor Attestation Form will confirm SSG's adherence to penetration testing protocols,
vulnerability remediation timelines, and all applicable West Virginia Executive Branch and Office
of Management Information Services security policies. SSG is prepared to provide updated
attestations annually or upon any material changes to operations or hosting environment,
subject to verification under the contract's audit and attestation requirements.

4.2.3.12.7. Incident Response (IR) Policy and Plan Requirements: The Vendor
must maintain and provide documentation of its own incident response (IR)
policy and plan, in addition to following the Agency’s incident response
procedures in 4.2.3.11.3.. Requirements include:

4.2.3.12.7.1. NIST Alignment: The Vendor’s IR policy and plan must be aligned with the most
current version of VIST SP 800-61 (Computer Security Incident Handling Guide) or successor
publications.

SSG maintains a comprehensive Incident Response (IR) policy and plan aligned with NIST SP
800-61 (Computer Security Incident Handling Guide). The IR framework follows the NIST
incident response lifecycle and includes detection, reporting, containment, eradication,
recovery, and post-incident analysis. SSG tracks and manages all incidents in JIRA, ensuring
consistent documentation and resolution tracking throughout the incident lifecycle.

The IR process incorporates layered technical, administrative, and physical controls to support
rapid incident detection and response. These controls include role-based access with annual
reviews and multi-factor authentication (MFA)-protected VPNs, hardened AWS Virtual Private
Cloud (VPC) infrastructure protected by Access Control Lists (ACLs) and Intrusion
Detection/Prevention Systems (IDS/IPS), end-to-end Transport Layer Security (TLS) and
Advanced Encryption Standard (AES)-256 encryption, monthly vulnerability scans, automated
patching, and peer-reviewed change management. The incident response process includes post-
mortems and customer notification protocols to ensure transparency and continuous
improvement.

SSG's IR policy emphasizes transparency, communication, and clarity to keep clients informed
about the status of open incidents. The approach ensures consistent and effective management
of information security incidents through robust tooling, dedicated resources, continuous
monitoring, and proactive communication. Business continuity and disaster recovery plans
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support the IR framework with daily encrypted backups and compliance automation
dashboards that monitor key security Key Performance Indicators (KPIs).

SSG will work with the Agency to ensure the IR plan complements and integrates with the
Agency's incident response procedures, ensuring coordinated detection, reporting,
containment, eradication, and recovery. SSG commits to updating its IR policy and plan within
six months of any NIST revision or federal mandate affecting incident response practices, and to
submitting updated attestation forms annually or upon material changes to hosting
environment, security posture, or compliance status. SSG will address any deficiencies
identified during audits or attestations within 60 calendar days with written confirmation of
remediation provided to the Agency.

4.2.3.12.7.2. Ongoing Updates: The Vendor must update its IR policy and plan within 6
months of any NIST revision or federal mandate affecting incident response practices.

Yes. SSG will update the IR policy and plan within 6 months of any NIST revision or federal
mandate affecting incident response practices.

4.2.3.12.7.3. Integration with Agency Plan: The Vendor must demonstrate how its IR plan
complements and integrates with the Agency’s incident response procedures, ensuring
coordinated detection, reporting, containment, eradication, and recovery.

SSG's Incident Response (IR) plan is designed to complement and integrate seamlessly with the
Agency's incident response procedures through a structured, collaborative approach that
ensures coordinated detection, reporting, containment, eradication, and recovery.

e Coordinated Detection and Monitoring: SSG employs a robust suite of monitoring tools
to continuously track system performance and detect potential issues early. This
proactive monitoring enables the SSG team to identify and address concerns before they
escalate into major disruptions. When an incident is detected, SSG immediately
evaluates the incident's scope and potential impact to determine the most effective
resolution path. If a cybersecurity threat is identified, SSG engages its Security Incident
Response Plan to ensure appropriate technical and security protocols are activated.

e Integrated Reporting and Communication: SSG maintains clear communication with all
critical partners throughout the incident lifecycle. Internally, updates are shared with the
executive team and relevant personnel to ensure alignment on response activities.
Externally, SSG's designated External Liaison manages client communications, providing
regular status updates to those affected by the incident. SSG establishes a dedicated
communication channel, typically via Microsoft Teams, for real-time coordination among
team members and with Agency personnel. In cases of significant incidents, SSG
activates established communication protocols to ensure timely and transparent
updates to the Agency.
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e Coordinated Containment, Eradication, and Recovery: SSG mobilizes internal and
external resources, including Managed Service Providers (MSPs), and performs a risk
assessment to prioritize recovery efforts. SSG's recovery strategy prioritizes restoration
activities based on the assessed risks and potential operational impacts, ensuring that
critical systems and functions are restored first. All incidents are tracked and managed in
JIRA, providing full visibility and documentation throughout the resolution process.

e Alignment and Integration: SSG will work directly with the Agency to ensure the right
end-to-end incident management process is in place that meets the Agency's specific
needs for the Immunization Information System. This collaborative approach ensures
that SSG's IR plan complements the Agency's incident response procedures, creating a
unified response framework that supports coordinated detection, reporting,
containment, eradication, and recovery across both organizations.

4.2.3.12.7.4. Testing and Exercises: The Vendor must conduct annual incident response
exercises (e.g., tabletop or simulated breach scenarios) and provide summary reports of
findings and corrective actions to the Agency within 30 calendar days.

SSG acknowledges and accepts the Agency's requirement to conduct annual incident response
exercises throughout the term of the Contract. SSG will conduct at least one annual incident
response exercise, such as a tabletop exercise or simulated security incident, to evaluate the
effectiveness of incident response procedures, communication protocols, and operational
readiness. Following each exercise, SSG will prepare and provide the Agency with a summary
report within 30 calendar days documenting the exercise objectives, results, lessons learned,
identified improvement opportunities, and planned corrective actions.

4.2.3.12.7.5. Availability: The Vendor must make its IR policy and plan available to the Agency
upon request and certify compliance annually.

SSG acknowledges and accepts the Agency's requirement to make its Incident Response (IR)
Policy and Incident Response Plan available for Agency review upon request, subject to
appropriate confidentiality and security protections. SSG will also provide annual certification
that its Incident Response Policy and Plan remain current and that SSG continues to operate in
accordance with its documented incident response procedures throughout the term of the
Contract.

4.2.3.12.7.6. Continuous Improvement: The Vendor must incorporate lessons learned from
incidents and exercises into its IR plan within 60 calendar days of identification.

SSG acknowledges and accepts the Agency's requirement for continuous improvement of its
incident response program. SSG will evaluate lessons learned from security incidents, incident
response activities, and annual incident response exercises and will incorporate applicable
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updates into its Incident Response Plan within 60 calendar days of identifying improvement
opportunities. Updates may include revisions to procedures, roles and responsibilities,
communication protocols, response processes, or other operational controls to strengthen
SSG's incident response capabilities and support ongoing readiness.

4.2.3.12.8. Audit and Attestation Requirements: The State reserves the right to
audit or request attestation regarding any security controls required under this
contract. The Vendor shall:

4.2.3.12.8.1. Provide Evidence at No Cost: Supply system documentation, policies,
configurations, testing results, audit reports, or other evidence necessary to verify compliance
at the State’s request, without additional cost.

SSG acknowledges and accepts the Agency's requirement to provide evidence necessary to
verify compliance throughout the term of the Contract. Upon the Agency's request, SSG will
provide available system documentation, policies, configuration documentation, testing results,
audit reports, and other reasonable evidence necessary to demonstrate compliance with
contractual and technical requirements, at no additional cost to the Agency.

4.2.3.12.8.2. Timely Response: Provide requested evidence within 30 calendar days of the
State’s request, unless otherwise approved in writing by the Agency.

SSG acknowledges and accepts the Agency's requirement to provide requested compliance
evidence in a timely manner. Unless otherwise approved in writing by the Agency, SSG will
provide the requested documentation, policies, configurations, testing results, audit reports, or
other requested evidence within 30 calendar days of the Agency's request.

4.2.3.12.8.3. Independent Verification: Permit the State or its designated third-party auditor
to conduct independent verification of security controls, including site visits or technical
assessments, with reasonable notice.

SSG acknowledges and accepts the Agency's requirement for independent verification of
security controls. Upon reasonable notice, SSG will cooperate with the Agency or its designated
third-party auditor to facilitate independent verification activities, including technical
assessments and, where applicable, coordinated site visits. Verification activities will be
conducted in accordance with mutually agreed scheduling, applicable security procedures, and
confidentiality requirements to protect the security of SSG's facilities, personnel, systems, and
customer information while providing the Agency with the information necessary to verify
compliance.
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4.2.3.12.8.4. Ongoing Attestation: Complete and submit updated attestation forms annually,
or upon material changes to the Vendor’s hosting environment, security posture, or
compliance status.

Yes. SSG will complete and submit updated attestation forms annually, or upon material changes
to the hosting environment, security posture, or compliance status. This commitment ensures
that the Agency maintains current visibility into SSG's compliance posture and operational
controls throughout the contract term.

SSG provides SOC 2 Type |l and HIPAA attestations annually as part of its standard audit and
certification cycle. These attestations document SSG's adherence to security, availability,
processing integrity, confidentiality, and privacy principles. When material changes occur—such
as infrastructure updates, security control modifications, or shifts in compliance status—SSG
proactively submits updated attestation forms to keep the Agency informed and aligned with
current operational realities. ‘

This annual attestation process integrates with SSG's broader compliance framework, which
includes documented disaster recovery and contingency plans tested annually, monthly
vulnerability scans, automated patching protocols, and incident response procedures modeled
on the NIST lifecycle. The Agency retains the right to request updated attestations at any time,
and SSG will respond within the timelines specified in the contract to support ongoing oversight
and risk management.

SSG confirms full compliance with this requirement and will maintain transparent, timely
attestation reporting throughout the partnership.

4.2.3.12.8.5. Future Standards Alignment: Ensure that audits and attestations remain aligned
with the most current versions of applicable federal and state cybersecurity standards (e.g.,
NIST, FedRAMP, FIPS, OMIS policies).

Yes. SSG confirms that audits and attestations will remain aligned with the most current versions
of applicable federal and state cybersecurity standards, including NIST, FedRAMP, FIPS, and
OMIS policies. SSG implements compliance automation dashboards to monitor key security KPis
and ensure continuous alighment with evolving standards. The company maintains layered
technical, administrative, and physical controls that support ongoing compliance, including role-
based access with annual reviews, hardened AWS VPC infrastructure, monthly vulnerability
scans, automated patching, and an incident-response process modeled on the NIST lifecycle.
SSG will update its incident response policy and plan within six months of any NIST revision or
federal mandate affecting incident response practices, and will address any deficiencies
identified during audits or attestations within 60 calendar days or as otherwise approved by the
Agency, providing written confirmation of remediation. This commitment ensures that SSG's
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security posture evolves in step with federal and state requirements, protecting client data and
maintaining service resilience throughout the contract term.

4.2.3.12.8.6. Remediation Obligation: Address any deficiencies identified during audits or
attestations within 60 calendar days, or as otherwise approved by the Agency, and provide
written confirmation of remediation.

Yes. SSG will address any deficiencies identified during audits or attestations within 60 calendar

days, or as otherwise approved by the Agency, and provide written confirmation of remediation.

This commitment aligns with the Agency's security and compliance oversight requirements and
ensures that SSG maintains continuous alignment with applicable federal and state
cybersecurity standards, including NIST, FedRAMP, FIPS, and OMIS policies.

SSG's remediation process includes root cause diagnosis, corrective action planning,
implementation of fixes, validation testing, and formal documentation of all remediation
activities. The Agency will receive written confirmation upon completion of remediation,
including evidence of corrective measures taken and verification that the deficiency has been
resolved. If circumstances require an extension beyond the 60-day timeframe, SSG will work
collaboratively with the Agency to establish an approved remediation schedule and provide
regular status updates throughout the resolution process.

This remediation obligation applies to all audit and attestation activities, including SOC 2 Type Il
audits, penetration testing findings, vulnerability assessments, and compliance reviews. SSG's
commitment to timely deficiency resolution supports the Agency's risk management objectives
and ensures that Casetivity-11S maintains the security posture required to protect immunization
data and support public health operations.

4.2.3.13. Acceptance Criteria

4.2.3.13.1. General Acceptance Requirement: The Agency will issue written
Acceptance of the IIS solution only after verifying that all functional, technical,
security, interoperability, and performance requirements defined in this
Solicitation have been fully met. No portion of the system shall be considered
Accepted until all Acceptance activities are completed and approved in writing
by the Agency.

SSG confirms its full understanding and acceptance of the Agency's Acceptance Criteria. The
Agency will issue written Acceptance of the IIS solution only after verifying that all functional,
technical, security, interoperability, and performance requirements defined in the Solicitation
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have been fully met. SSG acknowledges that no portion of the system will be considered
Accepted until all Acceptance activities are completed and approved in writing by the Agency.

SSG's implementation methodology directly supports this requirement through a structured
testing and sign-off process. SSG will continue to work in the System Integration Test
Environment until the Agency signs off that the system meets the functional, systemic, security,
and ADA requirements. This phase of testing is considered complete only when all previous
tests have either passed—meaning any issues found are resolved through development work—
or known issues are clearly documented by the requirement owner as having been determined
acceptable as-is, whether permanently or temporarily. Once all testing is complete and issues
are resolved, the Agency will provide formal email sign-off indicating that the release candidate
is ready for deployment.

SSG's deployment process includes comprehensive validation before production release. The
engineering team will not consider deployment complete until the system meets all functional
requirements. SSG will monitor the system and provide necessary technical support after
deployment to the production environment. The project team will review release activities and
document an After-Action Review to capture lessons learned.

Upon successful conclusion of UAT and successful system deployment, the Agency will issue a
letter of UAT Sign-off. SSG will ensure the security infrastructure and software is fully hardened
and compliant with all security requirements, with Security Documentation describing all
security measures taken. SSG will remediate all defects identified during Acceptance Testing.

SSG confirms that Casetivity-1IS will be deemed acceptable only when all conditions specified by
the Agency have been met, and SSG will support the Agency through all Acceptance activities
until written Notice of Acceptance is issued.

4.2.3.13.2. Acceptance Testing: The Vendor must support and participate in
Agency-led Acceptance Testing, which includes but is not limited to:

4.2.3.13.2.1. Functional testing of all modules and workflows
4.2.3.13.2.2. Data migration validation

4.2.3.13.2.3. Interface and interoperability testing (e.g., HL7, FHIR, 1IS-to-IIS, HIE, HER
connections)

4.2.3.13.2.4. Performance and load testing
4.2.3.13.2.5. Security and access control verification

4.2.3.13.2.6. User acceptance testing (UAT) with Agency-designated staff
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All defects identified during Acceptance Testing must be remediated by the
Vendor at no additional cost to the Agency.

SSG confirms full support for and participation in Agency-led Acceptance Testing across all
required testing activities. SSG's approach to Acceptance Testing is comprehensive, structured,
and designed to ensure Casetivity-1I1S meets all functional, technical, security, interoperability,
and performance requirements before the Agency issues written Acceptance.

SSG will actively support the following Acceptance Testing activities:

e Functional Testing of All Modules and Workflows: SSG conducts thorough functional
testing in the System Integration Test Environment to validate that all system
functionality operates as specified. This includes testing all modules, workflows, and
business processes to ensure they align with the Agency's approved Implementation
Plan and solicitation requirements. SSG provides functional test results, automated test
cases, and automated test results as deliverables during this phase.

e Data Migration Validation: SSG implements a phased data migration approach that
includes rigorous validation at each stage. User Acceptance Testing includes end-to-end
functional testing and data validation by exercising typical business process workflows.
SSG analyzes migrated data, identifies data fix measures if discrepancies are found, and
obtains critical partner sign-off before proceeding to production migration.

e Interface and Interoperability Testing: SSG validates that the transport layer between
test sites and Casetivity-IIS is fully functional as part of onboarding and interoperability
testing. The team conducts comprehensive interface testing to verify HL7 messaging,
FHIR-based interfaces, 11S-to-1IS data exchange, Health Information Exchange (HIE)
integrations, electronic health record (EHR) connectivity, and connectivity through the
CDC 1Z Gateway, as applicable. All required interfaces are tested to ensure they exchange
data accurately, securely, and consistently with Agency-designated systems and meet all
functional and interoperability requirements prior to production deployment.

e Performance and Load Testing: SSG conducts performance testing to confirm scalability
under expected load and stress testing to assess stability at extreme loads. Casetivity-11S
is designed to support high transaction volumes and resource-intensive tasks without
degrading performance, handling over 130,000 queries per hour and 35,000 vaccination
messages per hour with sub-second response times. Follow-up performance testing
cycles are conducted after data migration to ensure the system handles additional data
without performance degradation.

e Security and Access Control Verification: SSG performs security testing including
penetration and vulnerability assessments to validate that all security controls are
implemented and operational. This includes authentication, authorization, audit logging,
and compliance with Agency security standards. SSG ensures the security infrastructure
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and software are fully hardened and compliant with all security requirements, providing
Security Documentation that describes all security measures taken.

e User Acceptance Testing (UAT) with Agency-Designated Staff: SSG facilitates
comprehensive User Acceptance Testing to determine whether the deployed system
satisfies the acceptance criteria of the requirements owner and business users. S5G
supports UAT by ensuring end users have test accounts, supporting end users with
questions and triaging any feedback. Deliverables include a web-enabled issue reporting
and tracking tool integrated with change control mechanisms, and updates to the
solution including source code repository and system documentation. UAT testing
continues until all tests have either passed or known issues are clearly documented by
the requirement owner as acceptable.

All defects identified during Acceptance Testing will be remediated by SSG at no additional cost
to the Agency. SSG uses a web-enabled issue reporting and tracking tool integrated with change
control mechanisms to manage defect resolution efficiently. All test cases are traceable to
requirements through the Traceability Matrix and require Agency approval before execution.

Based on the solicitation, West Virginia would like to run and execute UAT. So, unless directed
otherwise, SSG will plan to be available each day during User Acceptance Testing (UAT),
estimated to be at around an hour a day, to provide support with any questions that come up
during UAT testing.

SSG will continue working through all testing phases until the Agency provides formal sign-off
that the release candidate is ready to move to the production environment. Upon successful
conclusion of UAT and system deployment, SSG supports the Agency's issuance of a written
Notice of Acceptance, confirming that all Acceptance Criteria have been met and the system is
ready for production use.

4.2.3.13.3. Acceptance Criteria: The IS solution will be deemed acceptable only
when all of the following conditions have been met:

4.2.3.13.3.1. All system functionality is fully implemented as described in the Vendor’s
approved Implementation Plan and the requirements of this Solicitation.

4.2.3.13.3.2. All required interfaces are operational, exchanging data accurately and
consistently with Agency-designated systems.

4.2.3.13.3.3. All defects classified as Critical or High severity are resolved, and no Medium or
Low defects materially impact system operation or Agency workflows.
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4.2.3.13.3.4. All documentation is delivered, including system architecture, configuration
guides, user manuals, training materials, and administrative procedures.

4.2.3.13.3.5. All security controls are implemented and validated, including authentication,
authorization, audit logging, and compliance with Agency security standards.

4.2.3.13.3.6. The system operates in the Agency’s production environment without material
errors for a mutually agreed-upon stabilization period (e.g., 30 days).

4.2.3.13.3.7. The Vendor has met all contractual deliverables, including reporting, project
management, and communication requirements.

SSG confirms acceptance of all IS Acceptance Criteria conditions as defined in Section 4.2.3.13
of the Solicitation. Casetivity-1IS will meet all specified acceptance requirements prior to the
Agency's issuance of written Acceptance.

SSG will support and participate in all Agency-led Acceptance Testing activities, including
functional testing of all modules and workflows, data migration validation, interface and
interoperability testing for HL7, FHIR, I1S-to-IIS, HIE, and EHR connections, performance and load
testing, security and access control verification, and user acceptance testing with Agency-
designated staff. All defects identified during Acceptance Testing will be remediated at no
additional cost to the Agency.

Casetivity-1IS will be deemed acceptable only when the following conditions are met:

e All system functionality is fully implemented as described in SSG's approved
Implementation Plan and the requirements of the Solicitation

e All required interfaces are operational, exchanging data accurately and consistently with
Agency-designated systems

e All defects classified as Critical or High severity are resolved, and no Medium or Low
defects materially impact system operation or Agency workflows

e All documentation is delivered, including system architecture, configuration guides, user
manuals, training materials, and administrative procedures

e All security controls are implemented and validated, including authentication,
authorization, audit logging, and compliance with Agency security standards

e The system operates in the Agency's production environment without material errors for
a mutually agreed-upon stabilization period
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e SSG has met all contractual deliverables, including reporting, project management, and
communication requirements

SSG will not invoice for implementation-related fees until the Agency issues a written Notice of
Acceptance. Annual, recurring, subscription, hosting, or maintenance fees will not begin prior to
Acceptance. Following Acceptance, SSG will invoice only for the prorated portion of annual fees
corresponding to the remainder of the current contract year, calculated based on the number of
days remaining following the date of Acceptance.

If the system fails to meet any Acceptance Criteria, SSG will correct all deficiencies identified in
the Agency's Notice of Rejection at no additional cost and resubmit the system for Acceptance
Testing. SSG acknowledges the Agency's right to repeat any portion of testing necessary to
validate corrections.

4.2.3.13.4. Formal Acceptance: Upon successful completion of all Acceptance
activities, the Agency will issue a written Notice of Acceptance. Only upon
issuance of this Notice may the Vendor invoice for implementation-related fees.
No annual, recurring, subscription, hosting, or maintenance fees may begin prior
to Acceptance.

Yes. SSG confirms that it will not invoice for implementation-related fees until the Agency issues
a written Notice of Acceptance, and that no annual, recurring, subscription, hosting, or
maintenance fees will begin prior to Acceptance.

SSG's implementation approach aligns fully with the Agency's Acceptance Criteria requirements
outlined in Section 4.2.3.13. During the Implementation Period, SSG will not assess, invoice, or
otherwise charge the Agency for any fees, including annual licensing, subscription, hosting,
maintenance, or support fees. Payment for implementation services will be tied exclusively to
the successful completion of mutually agreed-upon implementation milestones established
during initial planning sessions and incorporated into the approved Project Plan. No milestone
payment will be due until the Agency has verified and approved completion of the
corresponding milestone.

Final implementation payment will be made only upon the Agency's formal written Acceptance
of the fully implemented Casetivity-IIS solution. This Acceptance will follow successful
completion of all Acceptance activities, including User Acceptance Testing (UAT), operational
validation of all required interfaces, resolution of all Critical and High severity defects, delivery
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of all required documentation, validation of all security controls, and completion of the
mutually agreed-upon stabilization period in the Agency's production environment.

Only upon issuance of the written Notice of Acceptance may SSG invoice for implementation-
related fees. At that time, SSG will invoice only for the prorated portion of annual licensing,
subscription, hosting, maintenance, or support fees corresponding to the remainder of the
current contract year. Under no circumstances will SSG invoice for a full annual fee for a partial
contract year. Proration will be calculated based on the number of days remaining in the
contract year following the date of Acceptance.

This billing structure protects the Agency's investment by ensuring that all recurring fees are
contingent upon successful system implementation, operational readiness, and formal Agency
acceptance of the solution.

4.2.3.13.5. Rejection and Retesting: If the system fails to meet any Acceptance
Criteria, the Agency will issue a Notice of Rejection identifying deficiencies. The
Vendor must correct all deficiencies at no additional cost and resubmit the
system for Acceptance Testing. The Agency reserves the right to repeat any
portion of testing necessary to validate corrections.

Yes. SSG confirms that if the system fails Acceptance Testing, SSG will correct all deficiencies at
no additional cost to the Agency and resubmit the system for Acceptance Testing.

The project context explicitly states that if the system fails to meet any Acceptance Criteria, the
Agency will issue a Notice of Rejection identifying deficiencies. The Vendor must correct all
deficiencies at no additional cost and resubmit the system for Acceptance Testing. The Agency
reserves the right to repeat any portion of testing necessary to validate corrections.

SSG's approach ensures that all defects identified during Acceptance Testing are remediated at
no additional cost to the Agency. SSG follows a structured defect resolution process that
includes recreating reported issues, performing comprehensive testing to confirm resolution,
conducting related tests to ensure fixes have not introduced new issues, and scheduling
regression testing prior to the next release. This systematic approach ensures that corrected
deficiencies are thoroughly validated before resubmission.

SSG will work with the Agency until full acceptance of the solution is achieved. This
commitment extends through User Acceptance Testing and all subsequent validation activities
required to meet the Acceptance Criteria defined in the Solicitation.
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4.2.3.13.6. Prorated Annual Fees Post-Implementation: Upon the Agency’s
formal written Acceptance of the fully implemented 1S solution, the Vendor
may invoice only for the prorated portion of the annual licensing, subscription,
hosting, maintenance, or support fees corresponding to the remainder of the
current contract year. Under no circumstances may the Vendor invoice for a full
annual fee for a partial contract year. Proration shall be calculated based on the
number of days remaining in the contract year following the date of Acceptance.
Yes. SSG confirms that upon the Agency's formal written Acceptance of the fully implemented
1S solution, SSG will invoice only for the prorated portion of annual licensing, subscription,
hosting, maintenance, or support fees corresponding to the remainder of the current contract
year. Under no circumstances will SSG invoice for a full annual fee for a partial contract year.

Proration will be calculated based on the number of days remaining in the contract year
following the date of Acceptance.

This approach ensures the Agency pays only for services actually rendered during the initial
contract year, aligning billing precisely with system availability and operational use. Following
completion of the prorated billing period, SSG will invoice for no more than twelve months of
annual fees for any given billing period, billed either annually in advance or, subject to Agency
approval, in quarterly installments. SSG will not invoice for any period beyond the next twelve
months, nor for any period that has not yet commenced.

This billing structure supports transparent financial management, predictable budgeting, and
equitable cost allocation tied directly to system acceptance and operational readiness.

4.2.3.13.7. Annual Fee Billing Limits and Advance Billing Requirements:
Following completion of the prorated billing period described in Section
4.2.3.13.6., the Vendor may invoice the Agency for no more than twelve (12)
months of annual licensing, subscription, hosting, maintenance, or support fees
for any given billing period. Under no circumstances shall the Vendor invoice the
Agency for multiple years of annual fees in a single lump-sum invoice. Annual
fees shall be pilled only in advance for the upcoming twelve (12) month period,
or, at the Vendor’s option and subject to Agency approval, in quarterly
installments billed in advance for the upcoming quarter. The Vendor shall not
invoice for any period beyond the next twelve (12) months, nor for any period
that has not yet commenced.
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Yes. SSG confirms that it will invoice for no more than twelve (12) months of annual fees per
billing period. Annual licensing, subscription, hosting, maintenance, and support fees will be
billed only in advance for the upcoming twelve-month period or, at SSG's option and subject to
Agency approval, in quarterly installments billed in advance for the upcoming quarter. SSG will
not invoice for multiple years of annual fees in a single lump-sum invoice, nor will SSG invoice
for any period beyond the next twelve months or for any period that has not yet commenced.

This billing structure applies following completion of the prorated billing period that begins
upon the Agency's formal written Acceptance of the fully implemented IIS solution. During that
initial prorated period, SSG will invoice only for the prorated portion of annual fees
corresponding to the remainder of the current contract year, calculated based on the number of
days remaining in the contract year following the date of Acceptance.

SSG's invoicing practices align with the Agency's requirements for transparent, predictable
annual fee management and ensure that the Agency is never billed for services beyond the
authorized twelve-month advance billing period.
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4.3 - Qualifications & Experience

4.3.1 Qualifications & Experience Information

4.3.1.1. Business: The Vendor should briefly describe the company’s core
business, background, and experience in providing IT solutions to
government health and human services agencies.

Strategic Solutions Group (SSG) is a privately held software and consulting firm that has focused
exclusively on public health and human services information systems for more than 23 years.
SSG designs, develops, implements, hosts, and supports enterprise technology solutions that
help government agencies manage critical programs, improve data quality, enhance
interoperability, and support informed public health decision-making.

SSG, as a privately owned LLC, operates independently and serves exclusively government

public health and human services agencies — with no private equity ownership, no obligation to
maximize short-term shareholder returns, and no competing commercial priorities. In an lIS
market where most (if not all) other viable solutions are either publicly traded or PE-owned,
SSG's independent structure allows it to remain genuinely mission-driven: placing customer
outcomes ahead of profit timelines, investing in R&D on a long-term basis, and making decisions
guided by what is best for the public health programs it serves. This independence — combined
with a 100% project implementation success rate over more than 23 years — reflects the kind of
long-term partnership orientation that West Virginia's statewide immunization program
deserves.

SSG is the developer of the Casetivity platform, a configurable suite of public health and human
services solutions used by state agencies to support immunization programs, disease
surveillance, early intervention services, environmental health programs, clinical decision
support, health information exchange, and other mission-critical public sector initiatives. Unlike
firms that primarily provide consulting services around third-party products, SSG delivers both
the software platform and the implementation, operational, and support services required to
ensure long-term project success.

A cornerstone of SSG's experience is the design, development, implementation, and ongoing
operation of statewide public health systems. Most notably, SSG designed, developed,
implemented, and continues to operate the Massachusetts Immunization Information System
(MI1S), the Commonwealth's statewide IIS. Originally implemented in 2006, MIIS has remained
in continuous production operation for approximately 19 years and continues to support
immunization management, provider participation, interoperability, vaccine inventory
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management, clinical decision support, reporting, and public health analytics. SSG is also
currently implementing Casetivity-lIS for the Wisconsin Department of Health Services.

Over the past two decades, SSG has successfully delivered more than 100 technology projects
for government agencies and maintains a 100 percent implementation success rate. Every
project undertaken by SSG has successfully reached production and continues to support

operational public health programs. SSG currently operates multiple production instances of the

Casetivity platform across several states, serving millions of records and thousands of users
through secure, cloud-hosted Software as a Service (SaaS) environments.

SSG provides end-to-end services throughout the project lifecycle, including project

management, business analysis, solution architecture, software development, interoperability,

data migration, testing, training, cloud operations, cybersecurity, maintenance, and customer
support. This combination of deep public health domain expertise, proven technology
platforms, and long-term operational experience enables SSG to successfully deliver and
support complex information systems for government health and human services agencies.

SSG may be the only independently owned organization remaining in the 1IS market.

23 years. 100+ government projects. 100% implementation success rate. Every client SSG has ever
Advantage implemented for continues to operate their system today.

4.3.1.2. Corporate Identity: The Vendor should provide the identity of
any parent corporation, including address, phone and fax numbers,
federal employer identification number (FEIN) or tax ID number,
company website, and contact email. Provide the identity of any
subsidiaries, as applicable.

SSG does not have a parent corporation or any subsidiaries.

$SG’s company information is as follows:

Address: 1329 Highland Ave, Needham, MA 02492
Phone: 781-400-1322

Fax: 781-644-7460

FEIN: 80-0298804

Website: https://www.ssg-llc.com

Email: sales@ssg-llc.com
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4.3.1.3. Organization and Structure: The Vendor should provide an
overview of its organization operating structure and describe the
operational and functional relationships of the business units of its
organization as they relate to the Vendor’s proposal and the Agency’s
stated needs and requirements. Organizational charts are helpful
supplements to the descriptions.

Strategic Solutions Group (SSG) is a privately held software and consulting firm focused
exclusively on public health and human services information systems. For more than 23 years,
SSG has designed, developed, implemented, and supported enterprise solutions that help
government agencies manage critical public health programs and data.

SSG operates using a matrix organizational model designed to promote customer focus, subject
matter expertise, operational accountability, and long-term solution stewardship. This structure
combines vertically aligned delivery divisions with horizontally aligned functional practices and
shared services teams. Together, these groups provide the expertise, governance, and
operational support necessary to successfully implement and operate complex public health
systems such as Casetivity-IIS.

Delivery Divisions

SSG organizes project delivery through dedicated business divisions aligned to specific public
health domains, including Immunization, Disease Surveillance, Early Intervention, and other
public health solution areas. Each division is responsible for solution delivery, customer
engagement, product evolution, and long-term operational success within its respective
domain.

The Immunization Division is responsible for the delivery, support, and continued enhancement
of Casetivity-1IS. This division includes project managers, business analysts, technical resources,
and delivery teams with specialized expertise in immunization program operations,
interoperability, public health reporting, vaccine management, and IS implementation.

This organizational approach enables SSG to maintain deep domain expertise while providing
clients with dedicated teams that understand the unique business, technical, and regulatory
requirements associated with immunization information systems.

Functional Practices

Supporting the delivery divisions are cross-functional practices that develop and maintain
expertise across key disciplines including Product Support, Business Analysis, and Solution
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Architecture. These practices establish standards, promote knowledge sharing, support career
development, and ensure consistent delivery quality across all projects.

This model allows SSG to maintain specialized expertise while ensuring that each project
benefits from proven methodologies, best practices, and experienced personnel.

Shared Services

SSG maintains centralized shared services teams that support all delivery divisions. These
include:

e Product Management
e Internal Technology and Security
e Business Development

These groups provide enterprise governance, product strategy, cybersecurity oversight,
infrastructure support, and organizational leadership across all solution areas.

Operational Relationships Supporting the Proposed IIS Solution

For the West Virginia IIS project, the Immunization Division will serve as the primary delivery
organization and will be supported by SSG's functional practices and shared services teams.
Project management, business analysis, solution architecture, interoperability, data migration,
testing, training, security, and operational support resources will work collaboratively
throughout implementation and ongoing operations.

Executive leadership, product management, and technology leadership provide project
governance and strategic oversight, while the dedicated IIS project team is responsible for day-
to-day delivery activities. This structure provides clear accountability, direct access to decision-
makers, efficient communication channels, and long-term continuity throughout the lifecycle of
the system.

The organizational charts included with this proposal illustrate both SSG's enterprise
organizational structure and the proposed project organization for delivery of Casetivity-IIS.
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4.3.1.4. Locations: The Vendor should describe the geographical
locations of their firm at the national, regional, and local levels, as
applicable. Identify all locations that will be used to support a resultant
contract and the operations managed from these locations. Clearly
identify any overseas locations which may be used to support the
resultant contract. No State or Federal data may be stored on servers or
systems outside of the United States of America (U.S.), including U.S.
Territories.

SSG operates from its headquarters and maintains a distributed workforce throughout the
United States to support state immunization information system implementations and
operations. Help desk staff and technical personnel are physically located throughout the U.S.,
enabling SSG to provide localized support when desired by clients. All staff members supporting
the contract—including help desk personnel, technical teams, and implementation specialists—
are full-time SSG employees or employees provided through subcontractor partnerships, and all
are based within the United States.

SSG does not operate any overseas locations, and no overseas facilities will be used to support
the contract. All data storage, processing, and transmission occur exclusively within data centers
physically located in the continental United States. SSG's infrastructure design ensures that no
State or Federal data is stored on servers or systems outside U.S. borders at any time, including
during disaster recovery, failover, or support operations. This U.S.-based data residency
requirement is maintained across all operational activities, including backups, logs, metadata
storage, and all phases of system support.

SSG's distributed U.S.-based workforce model supports collaboration across consortium states
while maintaining dedicated resources for each client. This structure enables SSG to scale
support during surge periods, provide localized assistance when requested, and ensure
continuity of operations through geographically distributed teams—all while maintaining strict
compliance with federal and state data protection requirements and U.S.-based data residency
mandates.
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4.3.1.5. References: The Vendor should provide three (3) references from
system implementation projects or systems in operations within the last
five (5) years that demonstrate the Vendor’s ability to achieve the goals
and objectives in Section 4.2 and meet the requirements in the RFP.

Vendors may provide only one (1) reference per project performed and
should include details about the Project such as project goals and
objectives, general functionality, implementation timeline, and length of
time the system has been in operation if applicable.

Reference 1

Project: Massachusetts Department of Public Health (MDPH) — Massachusetts Immunization
Information System (MIIS)

Contact: Tricia Charles, Immunization Information System Director
Phone: {617) 645-9547
Email: tricia.charles@mass.gov

SSG designed, developed, implemented, and continues to operate and enhance the
Massachusetts Immunization Information System (MIIS), the Commonwealth's statewide
immunization registry. Originally implemented by SSG in 2006, MIIS has remained in continuous
production operation for approximately 19 years and continues to receive ongoing
enhancements, maintenance, and operational support from SSG.

MIIS serves as the Commonwealth’s centralized immunization registry and supports statewide
immunization management, provider participation, vaccine inventory management,
interoperability with healthcare organizations, clinical decision support, reporting, and public
health analytics.

The primary goals of the project were to provide a comprehensive statewide immunization
information system, improve immunization data quality and accessibility, support provider
reporting requirements, and enhance public health decision-making. SSG was responsible for
the complete system lifecycle, including requirements analysis, system design, application
development, implementation, interoperability, ongoing enhancements, maintenance, and
operational services. Most recently, SSG implemented a public-facing portal that allows
individuals to access and verify immunization records and submit record update requests.

Over the past five years, SSG has delivered multiple major enhancements that have significantly
expanded MIIS capabilities beyond routine system operations. Notable recent initiatives
include: becoming the first jurisdiction in the nation to implement full outbound integration
with the CDC's VTrckS API (Phase 3), enabling real-time exchange of provider, inventory,
ordering, returns, and wastage data; implementing a comprehensive Temperature Excursion
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management workflow to automate vaccine storage and handling processes; introducing a
secure in-system Message Center for direct communication between the jurisdiction and
provider organizations; and expanding advanced immunization coverage reporting to provide
more flexible, granular population health analysis.

As of the most recent reporting period, MIIS maintains more than 10.8 million unique patient
records, supports 5,185 onboarded provider sites with 4,376 live in production — including 804
Vaccines for Children (VFC)-enrolled providers — and has processed more than 123 million
immunization records, including nearly 99 million records exchanged through real-time HL7
messaging and more than 235 million bidirectional HL7 query/response (QBP/RSP) transactions.
SSG continues to provide hosting, maintenance, modernization, Customer Care (production
support), and ongoing enhancements while maintaining uninterrupted statewide operations.

The system has been in continuous production operation under SSG management since 2006,
with ongoing modernization and enhancement activity throughout — including significant
platform and capability expansion within the past five years.

Reference 2
Project: Wisconsin Department of Health Services — Immunization Registry

Contact: Amy Bittrich, Public Health Systems Section Manager
Phone: (608) 261-6857
Email: Amy.Bittrich@dhs.wisconsin.gov

SSG is currently implementing Wisconsin's next-generation statewide Immunization Information
System (IIS) using SSG's existing Casetivity-11S solution. The project does not involve building a
new IS from scratch. Rather, SSG is configuring and implementing the established Casetivity-IIS
platform to meet Wisconsin's jurisdiction-specific requirements, workflows, business rules, and
operational needs. The project's goal is to replace Wisconsin's existing Immunization Registry
with a modern IIS that supports the State's statewide immunization program and provides a
sustainable platform for future needs.

SSG's responsibilities include business and technical requirements analysis, solution
architecture, Casetivity-IS configuration, system integration and interoperability, data
conversion planning, testing, project management, training, and implementation planning. The
solution supports the core capabilities required of a statewide IIS, including immunization
record management, interoperability and data exchange, provider onboarding, vaccine
management, reporting, and public health program administration.

The project began in January 2026 following contract signing, with initial implementation and
go-live targeted for March 2027. The project is currently in active implementation and therefore
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Reference 3
Project: Florida Department of Health - Early Steps Data System

Contact: Maryanne Marchese, Project Manager
Phone: (800) 218-0001

Email: Maryanne. Marci"iese@iii‘leaith.gov

application development and configuration, system implementation, testing, project
management, and training. The system supports statewide Early Intervention program
operations and Part C reporting. Following implementation, SSG continues to provide system
maintenance, Operational support, and continuous enhancements.
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4.3.2 Mandatory Qualification/Experience
Requirements

Immunization Information Systems (IIS) or similar large-scaje public
health data Systems in enterprise healthcare or public health settings, in

compliance with a]] federal and state regulations within the five (5)

statewide 11S angd Current experience implementing a next-generation statewide lIS.

Massachusetts Immunization Information System (MIIS), the Commonwealth's statewide IIS.
Originally implemented by SSG in 2006, MIIS has remained in continuoys production operation
for approximately 19 Years and supports immunization management, provider participation,
vaccine inventory Management, clinical decision Support, interoperability, public access

includes business and technical requirements analysis, solution architecture, configuration,
System integration and interoperability, data conversion planning, testing, project Management,
training, and Implementation planning. This current project demonstrates SSG's recent, directly
relevant experience implementing a modern statewide IS and supporting complex
immunization workflows, interoperability, provider onboarding, vaccine Management,
reporting, and public health program administration.
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Collaboration is central to SSG’s approach. We have worked with federal agencies, national
organizations, state governments, and data exchange networks to ensure our solutions are
interoperable and standards compliant. The following lists just some of the organizations that
we have collaborated with or performed project work for:

* (CDC: Collaboration on IIS Functional Standards, case deﬁniﬁons, and disease
® surveillance reporting.
® AIRA: Active Platinum Corporate Partner; MiIS achieved validation in all five content

* AIM: Active Gold Corporate Alliance Member

¢ Data Exchange Networks: Implementations with 1Z Gateway, VTreksS, vital records
systems, EHR vendors, and health information exchanges (e.g., Mass Hiway).

® Local and State Partners: Extensive work onboarding providers, schools, and local health
departments, including training and user support.

has more than a decade of éxperience providing secure, fully managed Software as a Service
(SaaS) solutions for public health agencies.
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Organizationg| €xperience, technica| expertise, and operational maturity re
goals and requirements of thijs RFP.

25SSG
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