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Instructions: Please acknowledge receipt of all addenda issued with this solicitation by completing this
addendum acknowledgment form. Check the box next to each addendum received and sign below.
Failure to acknowledge the addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
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{X] Addendum No. ! { 1 Addendum No. 6
[ ] Addendum No.2 [ 1 AddendumNo.7
[ 1] Addendum No. 3 [ ] Addendum No. 8
[ 1 Addendum No. 4 [ ] Addendum No.9
[ ] Addendum No.5 [ ] Addendum No. 10

1 understand that failure to confirm the receipt of the addenda may be cause for rejection of this bid. I
further understand that that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only the
information issued in writing and added to the specifications by an official addendum is binding.

SmartCoP, Inc.

Signed by: Company
St ). (Nlliams
A pPr—— e
2/24/2026
Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite document processing.
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1. COVER LETTER

John Estep

West Virginia Purchasing Division
2019 Washington Street East
Charleston, WV 25305-0130

Subject: RFP for Crash Reporting and e-Citation Modernization
Dear John:

On behalf of SmartCOP, Inc., | am pleased to provide this response to the
Request for Proposal for a modernized Crash Reporting and e-Citation
solution for West Virginia Department of Transportation (WVDOT).

We are confident the information provided in this response will clearly
demonstrate SmartCOP’s ability to meet WVDOT’s goals to operate and
maintain a modernized state-wide vehicle crash reporting and e-citation
system that meets the functionality required and can be used by field law
enforcement officers throughout the state. Using our COTS, proven
solutions, along with our expertise in successfully implementing and
training state and local agencies, is why we believe SmartCOP is the best
vendor for this modernization project. Our software solutions are first
class, fully scalable, reliable, multi-agency and multi-jurisdictional. More
importantly, we are committed to providing WVDOT with excellent
service and support.

SmartCOP specializes in statewide law enforcement by integrating the
specific reporting requirements and processes into our system. We
partnered with the State of Mantana to provide a statewide Crash
Reporting system that is used by all agencies in the state. In addition, we
have partnered with the State of West Virginia DNR, State of Florida
Highway Patrol, Georgia Dept of Public Safety, South Carolina Dept of
Public Safety, Tennessee Wildlife Resources agency, and Colorado Parks
and Wildlife, and their respective agencies to provide Statewide public
safety solutions, including crash reporting and e-citations, that meet
their specific needs.

SmartCOP will be the primary vendor on this project, and we do not
anticipate using subcontractors to fulfill this contract. All work on this
project will be handled by our experienced project management and
development teams based out of Pensacola, Florida.

The primary contact for this solicitation is:

Michael Snyder
National Sales Executive
410 E. Government St.
Pensacola, FL 32502
850.232-4846
Michael.snyder@smartcop.com

Confidential and Proprietary Information of SmartCOP, Inc.
Copyright ©2026 All Rights Reserved

SMARTCOP
ADVANTAGES

Fully integrated COTS
system

Multi Agency/Multi-
Jurisdictional
Offline Reporting
Capabitities
Mobile Driver’s License
App
100% dedication to public
safety software

99% Customer Retention
Rate

Scalable
Flexible Deployment

25 years’ experience

providing solutions for

statewide LE agencies
including:

Florida Highway Patrol

Georgia Dept of Public

Safety
Montana Highway Patrol
South Carolina Dept of

Public Safety

CRFP 0803 DOT2600000002| 6
March 12, 2026



WVDOT
CRFP 0803 DOT2600000002

g,:,&;k ‘gé’s m a ﬂ Crash Reporting & e-Citation System
N ]

In closing, we recognize the unique challenges of implementing and maintaining a Statewide Law
Enforcement system and we firmly believe that SmartCOP has the solutions, the experience, and the
approach to fully meet the present and future goals of West Virginia DOT. We look forward to
demonstrating our Crash Reporting and e-Citation solutions.

Sincerely,

Steven Williams
Executive Vice President

gonf@e::glz:zn:All)lrgprrl::taéy Inforgnatlon of SmartCOP, Inc. CRFP 0803 DOT2600000002 | 7
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2. EXECUTIVE SUMMARY

Overview

Itis our understanding that WVDOT is seeking to replace its legacy Crash Reporting and e-Citation system
with a modern solution that improves efficiency, eliminates redundancy, is responsive to change, is
scalable and can meet the functionality WVDOT is seeking in a new solution. Some of the goals WVDOT
has laid out for a new Crash Reporting and e-Citation solution include:

e Crash record data collection by LE. e Manage sale of crash reports online

e Compliant with NHTSA and MMUCC e Business Intelligence Reporting and

e ldentify location of crash or citation by Analytics
placing a pin on a map e Edit checks to ensure data integrity

e Integrated with WV location referencing e Enforce cross-field validation rules
system e Automatically reveal or hide relevant fields

o Integration with 3" party systems such as based on selections
barcode readers for license, registration, e Support complex multi-field logic
and VIN e Provide real-time feedback to end user

e  Ability to work offline when necessary when entry violates a logical rule

¢ Enhanced integration with other WVDOT e Administrative configurable validation rules
and State systems including WV Driver’s e API for integration with 3" party CAD and
License system, Vehicle Registration RMS solutions used by local LE

system, and WV Unified Court System

SmartCOP has the experience and know-how in providing traffic crash reporting and e-Citation solutions
for state-wide agencies and it is our intent to provide WVDOT with the next generation of solutions. In the
pages that follow, SmartCOP will outline in depth how our solutions and services meets WVDOT goals and
objectives and proves that we are the best vendor to partner with for this project.

Based on our understanding of the agency’s current process we propose an integrated system to
streamline and eliminate data redundancy and duplicate entry, such as:

e For CGrash Reports
o No need to enter crash reports into a system and then re-enter the same data into a local
system.
o Noneed to do batched processes to poll in order to import data from multiple databases.
o Asystem that receives reports from any local records management system vendor.
o No nheed to extract XML data to provide WVDOT.
e For Citations

o Noduplicate entry.

o Noneed to write paper tickets.

o No manual entry into court system.

o No need to manually enter adjudication information.

WVDOT will benefit from the MMUCC (Model Minimum Uniform Crash Criteria) with the use of SmartCOP’s
Crash module by providing standardized crash reports to meet minimum federal traffic crash requirements.
Another benefit of MMUCC compliance is the collection of consistent, reliable crash data that is more
effective in identifying traffic safety problems. Electronic traffic crash reporting and citation issuance will
greatly increase productivity and efficiency as well as provide WVDOT with standardized data.

gonfigelzltl(glzandAI;’lrgP:etaF:y Inforg’latlon of SmartCOP, Inc. CRFP 0803 DOT2600000002 | 8
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SmartCOP’s Crash Reporting and e-Citation modules are based on the Microsoft SQL server platform,
utilizes .NET and web services technology. They are highly configurable, readily integrates with external
systems for sharing data, accepts reports completed by third party applications, and is easily maintained
and functionally comprehensive, yet extremely intuitive to the user.

The system’s design handles multi-county, statewide use with integrated configuration of county, court,
violations, and county specific violations. The end user is presented with an intuitive, single application
that allows for faster and more accurate completion of forms, thereby multiplying force availability and
capability. The resulting data provides an accurate, single source for analytical and reporting purposes.
The maintenance of the system is central with configuration setting changes easily distributed to the end
user clients.

Scope of Work

SmartCOP is pleased to present WVDOT with this scope of work for an advanced Crash Reporting and e-
Citation solution. We continually enhance our software based on customer input, State mandates, and
evolving technology standards. Our software helps our customer agencies improve officer safety and
enables more efficient use of resources by eliminating duplicate data entry.

Our proposal highlights our extensive record of accomplishment deploying similar solutions for large state
and local agencies, showcasing our unparalleled expertise in delivering an integrated, modern, and easy to
use solution on time and on budget. Our solutions are highly configurable, multi-agency, and multi-
jurisdictional, that are not only scalable but can also be effectively implemented across expansive
geographic regions.

Our solutions also offers unparalleled flexibility with deployment options inctuding on-premise, remote
data center, AWS private cloud, or Hybrid environment. For WVDOT, SmartCOP is proposing a managed,
AWS GovCloud environment for both the crash reporting and e-citation that will support a production and
test/training environment with Disaster Recovery geographically separated in its own cloud. We will work
with WVDOT to provide an infrastructure that will meet the demands and budget of the agency.

Overall, it is clear to us that our solution overwhelmingly meets the requirements set forth by WVDOT.

Proposed Solutions and Services

SmartCOP is proposing a Saa$ offering of our Crash and eCitation solutions that complies with and
supports both vehicle crash reporting and the recording, issuance and tracking of citations by law
enforcement in the field. We meet NHTSA MMUCC Sixth Edition for crash reporting and SmartCOP will
comply with West Virginia State Code and Administrative Rules, local municipal ordinances and statutes,
rules and regulations, American Association of Motor Vehicle Administrators (AAMVA) policies and
standards, and other relevant requirements of NHTSA and Federal Motor Carrier Safety Administration
{(FMCSA).

The solutions we have included in our proposal will support the goals and objectives of WVYDOT and
provide the functionality the agency requires. In addition, we will provide full project management,
consulting, configuration, installation, interface development, data migration, training services, superior
support, and AWS GovCloud managed hosting as part of our full-service delivery.

Our fully integrated systems ensure users only enter data once regardless of where the information is
entered.

Confic.le:tié:)l andAIlDlr;PI:'etaF:y Inforznatlon of SmartCOP, Inc. CRFP 0803 DOT2600000002 | 9
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Solution Differentiators
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Commercial-Off-The-Shelf -SmartCOP offers a COTS product portfolio that is scalable to any size
agency.

Seamless Integration - Solutions designed and developed in-house with seamless integration in a
single database.

Multi-Agency/Multi-Jurisdiction -Solutions that are multi-agency, & multi-jurisdictional.

Offline Report Creation = Ability to create reports even when there is no connectivity

Crash Reconstruction Reperts = ability to create detailed crash reports involving traffic fatalities.
mDL app for iPhones -capture driver’s mobile driver’s license information with an iPhone for report
population.

SmartCOP Proposed Crash Reporting & e-Citation Solution

Crash and Citation Management System (CCMS) - SmartCOP’s CCMS solution will
provide WVDOT with a central database for people, property, places, and vehicles in a single
database that enables law enforcement agencies to efficiently manage and track the
volume of information received daily.

Crash and Citation Reporting / Field Based Reporting (FBR) - a highly configurable
solution designed to meet the unique requirements and preferences of each agency. By
tailoring the system to agency-specific workflows, officers can significantly reduce the time
spent entering data for citations, notices, and reports. This customization also enhances the
accuracy and consistency of generated documents. A differentiator is that it can operate
in a completely disconnected (offline) mode in the field. FBR includes tools for traffic
citations/summons, warnings, crash reporting, arrest reporting, consent to search, radar
log, DUI FST documentation, use of force reporting, citizen contact logs, and much more.
Our solution complies with NIBRS, NHTSA and MMUCC. FBR is compatible with Windows
based tablets and laptops.

Included as part of our Crash and Citation Reporting module:

e E-Citation System -The FBR system includes an e-citation system. The system
generates traffic summons (citations) that conform with state guidelines. Easily
complete the form with information from DMV and NCIC. Includes court scheduling and
fine amounts for every county, as well as the capability to complete roadside payment
collection by credit card, and many more features that we will highlight in this response.
Barcode readers can be used to read Driver’s License, Registration, and VIN information
from AAMVA compatible states to populate info into the report.

e Crash Reporting System - SmartCOP’s Traffic Accident / eCrash module provides a
complete, state-compliant crash reporting solution that is 100% MMUCC compliant.
The e-Crash software can capture data from the agency’s RMS or CAD system (with
integration) and auto-populate the applicable information into an electronic version of
the crash form. Officers can paste information from State/NCIC into the crash report,
print driver’s exchange forms, create reconstruction forms, and use configurable
pick lists for streamlined data entry. The system supports driver’s license scanning and
is compatible with various diagramming programs, including full integration with Easy
Street Draw. Additionally, officers can easily issue citations that result from the crash
with the click of a button. Barcode readers can be used to read Driver’s License,
Registration, and VIN information from AAMVA compatible states to populate info into

Configential and Proprietary Information of SmartCOP, Inc. CRFP 0803 DOT2600000002 | 10
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the report.
e SmartFORMS - FBR app for Apple iOS IPADs.

e mDL-Mobile Driver’s License. SmartCOP provides a fully integrated mobile driver’s
license (mDL) interface designed specifically for lLaw enforcement agencies, enabling
secure acceptance and use of digital driver’s licenses during traffic stops.

o Direct Integration: Works with SmartCOP’s FBR and SmartMOBILE app.
o Secure Digital Capture: Officers can securely scan and capture driver’s license data
directly from a driver’s mobile device.

o Automatic Data Transmission: Captured data is transmitted directly into the
agency’s system, eliminating manual typing or re-entry.

¢ Online Crash Report Sales - SmartCOP’s SmartWEB online portal will be customized
to allow for the sale of crash reports online. Integration into WV State Treasury Merchant
Services system is included for collection of fees.

Administration (SmartADMIN) - SmartADMIN provides tools for security and access

&& controls, and enterprise configuration. SmartADMIN is a single, centralized enterprise
management module that is used to configure and control access to SmartCOP’s Public
Safety software suite. SmartADMIN modules include

e Employee Master File
e System Access/Permissions/ Role Based Permissions
e (Configuration Manager

Analytics and Reporting (SmartDATA) — Analytics, dashboarding, and reporting tools.

E/'C;ﬂ SmartDATA is an indispensable analytic tool that gathers information from all locations within
— the CCMS server. It is used by agency supervisors, analysts, command staff, and
agents/investigators to extract critical data that public safety agencies use every day. It
provides visual tools such as pie charts, crime mapping, reports, etc. SmartDATA also allows
for exporting of data.

A\ Professional Services - WVDOT will be provided with a full system implementation and

@’\{b support model to include:
Experienced Project Management Services Data Conversion/Migration Services
Business Analysis Review Interface Development Services
Administrative and End-User Training Functional, Reliability, Acceptance Testing
Train the Trainer Go-Live Support
System and Software Configuration Post Go-Live Support

C\% Customer Ongoing Maintenance and Support
365/24/7 Customer Support

o Phone and email support
o Customer web portalincluded
SmartCOP software updates included

environment for production, testing, and training servers. In addition, SmartCOP will host
Disaster Recovery in a geographically separated AWS GovCloud instance. SmartCOP utilizes
comprehensive compliance controls within AWS. This includes Discovery & Vulnerability
Assessment, Exploitation, Analysis & Reporting via services such as Cloud Watch, GuardDuty,

@ System Architecture — SmartCOP will provide a managed, AWS GovCloud hosting

Configential and I:lrgpr;etaéy Infor(rjnatlon of SmartCOP, Inc. CRFP 0803 DOT2600000002 11
Copyright ©®2026 All Rights Reserve March 12, 2026



WVDOT
CRFP 0803 DOT2600000002

/“?A,%% s m a d Crash Reporting & e-Citation System
N

Inspector, & Security Hub. AWS supports 143 security standards and compliance
certifications, including PCI-DSS, HIPAA/HITECH, FedRAMP, GDPR, FIPS 140-2, and NIST 800-
171. With AWS, you can easily spin up massive on-demand clusters of computer resources in
minutes and quickly gain the information you need to effectively meet mission goals. if the
agency prefers to host the production themselves, and have SmartCOP host the test, training,
and disaster recovery servers, we can provide a hybrid deployment model.

SmartCOP Qualifications and Experience

SmartCOP, Inc., located in Pensacola, Florida, has been providing public safety software solutions for
more than 25 years. Development of SmartCOP software began in 1988 with the first installation of a Civil
Process Management application for the Escambia County (FL) Sheriff’s Office. Development continued
for several more years before the creation of SmartCOP, Inc. in 1999. SmartCOP has earned a first-rate
reputation through our years of experience of implementing our public safety software solution for
state and local government agencies and working closely with law enforcement throughout the
country.

SmartCOP offers a fully integrated, multi-agency, COTS, suite of public safety solutions, including Crash
and Traffic Reporting, Mobile Computing, Records Management System, Computer-Aided Dispatch,
and Jail Management System. Our solutions share a single database resulting in the most efficient
processing of data across the full product suite.

SmartCOP has deployed similar systems to what WV DOT is requesting. We partnered with the State of
Montana to provide a statewide Crash Reporting system that is used by all agencies in the state. This
system allows any agency to complete crash reports within our application or to send reports to our
system from their own RMS. It requires validation of all data elements and edit checks.

SmartCOP has a proven record of accomplishment for successfully implementing statewide law
enforcement solutions. With twenty-seven (27) state implementations, we have been long-time partners
with state level agencies in Florida, Georgia, Montana, South Carolina, Kansas, Colorado, and
Tennessee. In 2025, SmartCOP contracted with WVDNR to provide Evidence Management, and we
are now working with them to implement Records Management, Case Management, and Field Based
Reporting. We work closely with our agencies to ensure our software continues to meet all state
requirements. We intend to provide the same high-quality solution to WVDOT, and we strongly believe that
we are uniquely qualified to perform the work outlined in this RFP. In fact, the solution SmartCQOP
implemented at the Florida Highway Patrol serves as a model for other state law enforcement agencies
across the nation.

We are driven by a singular objective: to wholeheartedly support the missions of the agencies we
serve. To achieve this, we go above and beyond to ensure that our clients do not merely view us as a
vendor, but as a true partner in their success. Through forging enduring partnerships, we implement and
maintain software systems that not only address current needs but also look toward the future. By aligning
with agency goals and aspirations, we consistently deliver results that exceed expectations. SmartCOP is
proud to say we have a 99% customer retention rate.

The examples provided below illustrate SmartCOP’s extensive experience in implementing a state-wide
crash and citation solution and clearly meets the requirements set forth by WVDOT.
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Examples of SmartCOP’s state agency level expertise:

e State of Florida. SmartCOP provided the State of Florida with its very first electronic:

e Traffic Crash Report e Boating Citation

o Traffic Citation e Resource Citation

e Citizen Demographic Report e Incident Reports

e Commercial Vehicle Enforcement e Various conservation enforcement reports
Citation e Booking/Arrest Report

o Boat Accident Report (meets all BARD
standards)

Florida Highway Patrol writes hundreds of thousands of citations and crash reports each year
using our Field Based Reporting tool.

e State for Georgia. SmartCOP provided the State of Georgia with its very first electronic public safety
solution as follows:

e Traffic Crash Report ¢ Boating Citation

» Traffic Citation e Resource Citations

* Incident Report and Warnings

e Boat Accident Report (BARD) e And many other more

¢ GA Department of Natural Resources (GA DNR) was completely paper based prior to SmartCOP
implementation. The project allowed GA DNR to migrate to its very first electronic:

* Hunting Accident Report ¢ Incident Report
e Boating Accident Report e And many other reports.
e Boating Citation
e State of Montana. SmartCOP provided the State of Montana with its very first electronic:
e Statewide Traffic Crash Reporting System * Boating Citation

e Traffic Citation (Notice to Appear) ¢ Resource Citations and Warnings
e Incident Report e And many other reports mentioned above.
e Boat Accident Report (meets all BARD

standards)

Project Team Experience

SmartCOP will provide all implementation and training services to WVDOT as the prime contractor.
SmartCOP does not anticipate using Subcontractors for this project. SmartCOP’s project team consists of
dedicated and highly experienced employees that come from several advanced technology corporations
as well as public safety backgrounds. Each SmartCOP project is managed with Executive Oversight by the
Project Implementation Team. The Project Implementation Team is led by a Senior Project Manager, who
is accountable to Executive Oversight. The Project Team also includes Business Analyst, Database
Administrator, Trainers, and Developers. The SmartCOP Project Team is comprised of talented
employees who bring a wealth of knowledge, both technically and on the proposed products and

services. Not only does our team have superior knowledge of our products and services but also of the
Public Safety Software industry as a whole.
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Executive Oversight

Steven Williams, Executive Vice President, PMP

Steven is a strong leader and manager with over 18 years’ experience working for
SmartCQP, Steven has worked his way up to becoming SmartCOP’s EVP. He earned
both an MBA and Master of Science, Information Systemns from the University of
Colorado and holds a Project Management Professional (PMP) certification. Steven will
have direct oversight to the SmartCOP Project Manager.

el Juan Fraga, Director of Professional Services

: Juan brings a unique understanding and real-world public safety experience to his work
ma -a,;P_-: at SmartCOP based on his years as a dispatcher for the Pensacola Police Department.
" , . s Juan has been part of SmartCOP since 2001 and has served in many different positions.

» . Asthe Director of Professional Services, he manages the implementation team. He also

Project Manager

For each implementation, SmartCOP assigns an experienced Project Manager, who serves as the single
point of contact for managing the successful implementation of the project. The PM will have oversight
from our Executive Vice President, a certified PMP, and the Director of Professional Services. The PM
assigned is responsible for reporting project status, accomplishments, obstacles, etc., to the executives
on a biweekly basis. The PM for WVDOT will be Richard Loza. Richard has 30 years’ pubtic safety
experience and is highly skilled project manager at managing complex public safety software installations.
He came to work at SmartCOP in January of 2023 after retiring with 20 years of service from the United
States Navy as a Corpsman and EMT. During his service he worked as an Aerospace Medical Technician
culminating with his assignment to the Navy Flight Demonstration Squadron, The Blue Angels. Richard
worked as an EMT/ Explorer for Los Angeles County Fire and the Pensacola Police Department as a
Dispatcher and Records Clerk. As a Project Manager, Richard has been highly successful managing
projects for agencies large and small. Richard is detail-oriented and methodical in his approach to every
project he manages. His ability to identify and resolve issues quickly to avoid risks to the project timeline
can be accredited to his attention to detail on every project. He will be a great asset for your agency as you
transition to the SmartCOP system. Richard holds a bachelor’s and master’s degree from the University of
West Florida.

Juan Fraga will serve as Executive Oversight as well as the Business Analyst for this project. Juan has
been with SmartCOP since 2001, and he brings unique understanding and real-world experience based on
his years as a dispatcher for Pensacola Police Department. Juan has previously served as a Project
Manager and Trainer. Juan served on the implementation teams for Florida Highway Patrol, South Carolina
Dept of Public Safety, Tennessee Wildlife Resource Agency, and many more. Juan holds a bachelor’s
degree from University of West Florida and is a retired US Navy Air Traffic Controller.

Vicki Floyd will be the Training Manager for this project and will work closely with WVDOT project team to
develop a detailed training plan that will meet the needs of the agency. Vicki has 30 years’ experience with
the Santa Rosa County Sheriff’s Office before joining SmartCOP in 2003. Vicki has completed well over 100
training installations and has served as both a Project Manager and Training Consultant on earlier projects.
Vicki has worked on projects with FHP-Dept of Environmental Protection, Colorado Parks and Wildlife,
Gwinnett County Sheriff’s Office, and many others and will bring a wealth of knowledge to this project.

Chris Gray will serve as the Database Administrator for this project. Chris has been with SmartCOP
since 2005 and has worn many hats within the company. Chris started out as a Support Specialist before
moving up to System Analyst, then Customer Support Manager before becoming Database Administrator.
Chris is responsible for coordinating the technical team, AWS GovCloud deployment, database sizing and

ConfiQBntial andAir;Prrl.letaF:y lnforgnatlon of SmartCOP, Inc. CRFP 0803 DOT2600000002| 14
Copyright ©2026 ights Reserve March 12, 2026



WVDOT
CRFP 0803 DOT2600000002

% S m a ﬂ Crash Reporting & e-Citation System

setup, manages production and training servers, develops interfaces, data conversions, maintains
backups and disaster recovery plans. Chris has previously worked on projects with FHP-Dept of
Environmental Protection, Montana Highway Patrol, Kansas Highway Patrol, Colorado Parks and Wildlife,
and many more. Chris holds an MS, Information Technology from Florida State University, and a bachelor’s
in communication arts from University of West Florida.

Resumes have been included in Section 7-Project Organization of this proposal.

Proposed Project Organization

SmartCOP’s project methodology focuses on utilizing defined industry and program management best
practices. We have extensive experience in implementing our solutions into complex public safety
agencies. In addition, each project is managed and implemented by highly qualified SmartCOP employees.

|SmartCOP methods are process-ba;sed and activity-based and include key roles based on the Project
_Management Body of Knowledge (PMBOK) and the System Development Life Cycle (SDLC).

Our project methodology ensures meticulous resource scheduling and availability throughout every
project we undertake. The Project Manager dedicates 50% -75% of their time to meticulously oversee the
project, ensuring timely completion of tasks and leading weekly status review calls. This proactive
approach allows us to address any issues promptly and secure resources efficiently. Our commitment to
the successful and timely implementation of your project is unwavering. We are fully dedicated to
providing the necessary resources, time, and attention to ensure seamless project delivery within budget.

Each SmartCOP project is managed with Executive Oversight by the Project Implementation Team. The
Project Implementation Team is led by a Senior Project Manager. The Project Team also includes
Business Analyst, Database Administrator, Trainers, and Developers. The SmartCOP Project Team is
comprised of talented employees who bring a wealth of knowledge, both technically and on the proposed
products and services. Not only does our team have superior knowledge of our products and services but
also of the Public Safety Software industry as a whole.

SmartCOP has extensive experience implementing our solutions in large state agency deployments and we
will be providing a phased approach with an initial Pilot implementation. WVDOT will identify the agencies
that will be part of the initial pilot. Going forward, the Pilot Phase will serve as a guide for all subsequent
phases of the project, until all agencies are brought live on the SmartCOP system.

rt ’s 5= Impl ion Approach

SmartCOP will follow a 5-Phase Approach for the initial Pilot Phase for WVDOT. The 5 phases include:
Project Initiation, Preparation/Planning, Configuration/Execution, Implementation, and Closing. A
project work plan will be developed defining each task within each phase of the project. A timeline will be
provided and attached to each task in order to ensure that the project stays on track. Any deviations from
the project timeline will require approval and sign-off from the WVDOT project team.

Subsequent agencies will be brought live in similar fashion, in the order determined by WVDOT. The goal is
to have all agencies live within 27 months of the initial project start date.

Phase I - Project Initiation. The SmartCOP Project Team and WVDOT’s Project Team will be established
and together a Project Kickoff Meeting will be held. The final scope of work, project work ptan, stakeholder
engagement plan, team communication plan, change management plan, and risk management plan are
among some of the activities that will be finalized during this phase.

Phase 2 - Preparation/Planning Phase. During this phase, our team works together with the agency to
create a list of implementation tasks necessary for project success. Tasks include a Business Process
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Review, knowledge transfer plan, data conversion/migration plan, testing plan, training plan, go-live
deployment plan, and post go-live support ptan. Data is collected for data conversion, interfaces are
identified and define along with any customizations, site surveys are conducted and system design
meetings will be held.

Phase 3 - The Configuration/Execution Phase -Most of the work will occur during the
configuration/execution state. In this stage SmartCOP will deploy the AWS GovCloud hosting environment,
configure remote connectivity, install and configure software, convert legacy data, develop interfaces,
conduct system testing to include (but not limited to) functionality testing, data conversion testing,
interface testing, system performance testing, etc. Rework data conversion as needed, resolve any
interface and functionality issues documented during testing. Plan go-live and cutover processes,

Phase 4 - The Implementation Phase -This phase occurs in conjunction with the Configuration Phase and
consists of constant monitoring by SmartCOP’s Project Manager. Tasks include monitoring and updating
the project plan to ensure project stays on track, weekly status meetings continue to occur, resolve any
project-related issues, train system administrators and end-users, train agency trainers to assist during
go-live, testing is complete and accepted, execute cutover and go-live, Post go-live period.

Phase 5: The Closing Phase - The final phase of the project occurs when all tasks are finished, the post
go-live period has expired and the project is complete. An essential element of this phase is the conclusion
of services by the Implementation Team and the transition of ongoing client support to our Technical
Support Team. Tasks include final review and sign off, hand-off meeting to Technical Support, and an
introduction to Customer Success Manager.

The SmartCOP Advantage

Dedication to Public Safety Software
o SmartCOP is 100% dedicated to developing and supporting public safety software solutions for
state, local, and municipal agencies. Our solutions provide a single database of record
resulting in the most efficient end-to-end processing of data across the full product suite.

Feature Rich Solutions

o Ourfeature-rich, COTS, integrated, multi-agency, multi-jurisdictional systems are based upon
advanced, yet proven technology derived from current industry standards and best practices.
Our software suite helps our customer agencies improve officer safety and enables more
efficient use of resources by eliminating duplicate data entry.
Technology Leadership

o SmartCOP consistently demonstrates the ability to understand and meet our customers’
requirements. We consistently provide leading-edge solutions. Whether the agency is seeking
an on-premise solution, cloud-hosted, or hybrid, SmartCOP can provide the technical expertise
to design the infrastructure that best meets the agency’s needs and budget, while maintaining
CJIS compliance. We are a partner that represents technology vision and strategy.

Superior Support

o The main priority of SmartCOP’s Agency Support team is to meet the needs of the agency when
problems occur and assist in keeping the system in operation and running smoothly. This is
why SmartCOP offers 24-hour support, 7 days a week, 365 days each year. In addition,
SmartCOP assigns the agency a Customer Success Manager that will work with the agency on
any issues, schedule software updates, assist with training needs, and perform periodic site
visits.
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3. SMARTCOP’S PROPOSED SOLUTION

Provide a detailed narrative description of the Vendor's proposed solution which describes how the Vendor's
proposed solution addresses the requirements of WVDOT as outlined in this RFP. Utilize screen shots and other

visuals as appropriate.

In the following pages, we have provided detailed descriptions of the solutions we will be providing WWDOT
including Crash and Citation Reporting, Administrative Solution, and Reporting and Analytics and how

they meet the goals and objectives set forth by WVDOT.
WVDOT Crash Reporting Goals/Objectives

A solution that supports crash record data collection by
law enforcement in the field.

SmartCOP Response

Supported. Crash and Citation Reporting
offers a crash module that support crash
data collection, diagramming, reporting,
and transmitting crash reports.

Compliant with NHTSA and MMUCC.

Supported. Crash reporting is compliant
with NHTSA and MMUCC.

Ability to identify location of crash or citation by placing a
pin on a map.

Supported. SmartCOP supports ESRI based
mapping and/or integration to WVDOT
Location Referencing System

Integrated with WV location referencing system that will
automatically locate the crash but ability to override if
reguired.

Supported with integration. We wilt provide
integration to WV location referencing
system for locating a crash.

Integration with 3™ party systems such as barcode
readers for license, registration, and VIN to populate
information on crash report or citation.

Supported with integration. SmartCOP has
the expertise to deliver integration with
barcode readers for license, registration,
and VIN, and populate information onto
crash reports and citation. In addition, mDL
our iPhone app has ability to capture mobile
driver’s license information and populate
the reports.

Ability to work offline if necessary

Supported. With FBR, officers in the field
can continue to create reports, even when
connectivity is lost.

Enhanced integration with other WVDOT and State
systems including WV Driver’s License system, Vehicle
Registration system, and WV Unified Court System

Supported with integration. We are
experienced with integrating into state
systems, including court systems.

Provide capability of agencies to optin to sell crash
reports and manage the sale of crash reports and price.

Supported. SmantWEB application with
modification to base code. SmartCOP will
provide capability to manage the sale of
crash reports online and integrate with WV
State Treasury.

Provide robust and intuitive reporting solution that
provides state and LE agencies w/ business intelligence.

Supported. With SmartDATA, we can
provide robust reporting and analytics
solution that offers custom dashboard,
searches, and ad-hoc reporting.
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| Provide solution that implements logical edit checks to Supported through system configuration
ensure data integrity. and validation checks.

Enforce cross-field validation rules.
Automatically reveal or hide dependent fields
Ensure only contextually valid values are
available

Support complex multi-field logic

Real-time feedback to end users on entry errors
Allow admin config of validation rules

Provide APl to allow integration between system and Supported with SmartCOP API. SmartCOP
local LE agency’s CAD and RMS, and other state /local has an APl that allows integration between
partners-Per Attachment C systems. Please see responses to
Attachment C later in this section.
Attachment A - Crash and Citation Modernization Completed. Please see responses in Xcel
Requirements Completion workbook and Section 4 of this response.

Crash and Citation Management System (CCMS)

SmartCOP’s CCMS solution will provide WVDOT with a central database for people, property, places, and
vehicles in a single database that enables law enforcement agencies to efficiently manage and track the
volume of information received daily.

Multi-A Functionalit
SmartCOP’s CCMS system is both a multi-agency and multi-discipline solution. Qur solution meets the
agency’s preferred functionality of making the system available to other local, and state law enforcement
agencies including state judicial systems, Commercial Enforcement officers, Conservation Enforcement
Officers, Environmental officers, Agricultural Enforcement, and other law enforcement agencies.
Accommodates multiple agency jurisdictions through a unique report numbering system.
Accommodates agency specific system configurations.

Reporting tools for individual agencies

Each agency can have their own system administrator for adding and removing system users.

Field B iR ting - Crasl | Citation R ti
The Field Based Reporting (FBR) module provides the mobile officer with all the tools needed to perform
discovery, documentation, and reporting tasks. Each agency may create their own unique validations (edit
rules) that control the accuracy of the data being entered by the officer. Only when an officer has
completed a report that passes all edit rules will the report be available for a supervisor to approve. This
supervisory approval may also be completed from the mobile environment.

c O O O

SmartCOP’s Field Based Reporting module integrates with the Crash and Citation Management
System, and 3™ party RMS solutions, and can operate in a completely disconnected (offline) or
limited connectivity state.

This allows users to write reports, issue citations and warnings without delay and then transmit these
reports when data connection becomes available. Officers can perform all their reporting duties in a
disconnected mode. Officers may search within their locally stored data as well as enter data on
forms/reports. When in a disconnected mode, all FBR information is stored securely on the local machine,
awaiting transmission to the FBR server once a connection is established.
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Customizable Workflows

The system can be configured with built-in workflows that can be utilized to ensure that reports are sent to
the appropriate location and assigned. Each report can have a unique approval process and varying level

WVDOT
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of approval based on agency requirements.

For example, crash reports can have multiple levels of approval/review if desired, and the agency can
determine which level the report is deemed approved vs. when it needs additional review. Also, several
report types provide a separate review process that allows records personal the ability to review the

contents to ensure that they meet state reporting needs prior to sending them to the state.

[ inizatreport s entered imo the field
reporiing moduie

Upon approval, thereport can
tecome a case andthenroutadto
the appropriate investigatve unit

Investigative uNItSCan MonRor case
load asSiEnMents 1o ensure Rroper
workload distributon

Crash Report

SmartCOP’s Traffic Accident / eCrash module provides a complete, state-compliant crash

reporting solution that is 100% MMUCC compliant. In addition, SmartCOP’s crash reporting solution wilt
comply with West Virginia State Code and Administrative Rules, American Association of Motor Vehicle
Administrators (AAMVA) policies and standards, and other relevant reguirements of NHTSA and Federal

Repotistransmatediothe RMS
afier completion

Supervisors apptove or raject repont

with commaeants

fnvestigauve supenvisors

Crassify case by sotvabriny factors

8AGMILOT progress

Motor Carrier Safety Administration (FMCSA).

The e-Crash software captures data from the RMS/mobile data system and auto-populates the applicable
information into an electronic version of the crash form. Officers can paste information from State/NCIC

tf ather reistedreports arerequired,

simply select therequiredreport
type and all information from first
report is fitied into new report,

Supendsors are notified that report

regUIresreviev.

Assgniasks andresponsbidiesto
others, asneeded.

print driver’s exchange forms, and use configurable pick lists for streamlined data entry.

The system supports driver’s license scanning and is compatible with various diagramming programs,

including full integration with Easy Street Draw.

As part of the Crash Report module, we also provide the ability to create a Reconstruction Report for

detailed crash reporting involving traffic fatalities.

Additional reporting includes Tow Receipt, Inventory forms, Speed Device Logs, and Citizen Contact

logs.

Plus, officers can easily issue citations that result from the crash with the click of a button.
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Crash Report with intégrated diagramming software

Crash Report Validation

The Traffic Crash Report utilizes the validation component that ensures the information on the report
submission is compliant with all investigation standards, all state standards and meets all MMUCC

compliance standards.
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An example showing validation errors on a traffic accident report

Certain printouts can be configured to be an exception and may be printed. This includes a Driver
Exchange Form for a Traffic Crash. This supports the normal “investigation” process for a Traffic Crash.
The user would normally gather information on the crash, enter in certain “exchange” information, and
print the exchange information for the participants, clear the scene, and then later complete the official
report. Note: A full traffic crash report cannot be provided until the report review and approval process is

completed.

As with all reports/forms in the FBR system, the Traffic Crash Report can only be finalized and
submitted for review and approval after the report has successfully met all Error Validation rules.

Easy Street Draw B smanane

e S N S
Discover the Leading Crash Diagramming EREI o e e
Software for Law Enforcement on the —
Marlket. :

=1

Easy Street Draw makes crash diagramming ‘===
fast, easy, and accurate. Designed for law e,
enforcement, state agencies, police, sheriffs,
and more, it helps turn complex crash details

into clear, professional diagrams in minutes.

The software is simple to use and integrates
SmartRMS. Easy Street Draw ensures speed
and accuracy in documenting crash scenes
effortlessly.
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SmartCOP is providing the capability to manage the sale of crash reports online. SmartCOP’s SmartWEB
solution will be configured to provide WVDOT LE agencies with the ability to sale crash reports online. The
user will be able to link to SmartWEB page, through the agency’s website. Agencies can choose to opt-in or
opt-out of this feature. In addition, the LE agency will be able to set their own price for crash reports.

The agency will be able to choose the types of crash reports, photos, and attachments that are available
for sale online and which ones are not. For example, an agency may want to withhold a crash report that
ends in fatality while the investigation is happening.

SmartCOP will integrate this module with WV State Treasurer’s Office merchant services systems for
collection of fees.

E-Ticketi itation
The FBR Client and FBR Server system includes an e-ticketing
system. The system generates traffic summons (citations) that

conform with state guidelines. Easily complete the form with
information from DMV and NCIC. Includes court scheduling

Write citations in anly a few minutes

and fine amounts for every county, as well as the capability to
complete roadside payment collection by credit card.

SmartCOP’s e-Citation system supports the recording, issuing,
tracking, and reporting of citations in compliance with state
laws. Citations include motor vehicle citations, DNR citations,
and public service citations.

HCIC INTEGRATION
’ ‘Paste infarmation direcily from
NEIC for accuracy.
SIGNATURE CAPTURE
Caprurs viofator sighatuees digitally.

DRIVERS LICENSE SCANNING

Sgan ariver's {icenses for eificiant
data entry,

Features include:

BUILT-IN EDIT CHELKS

o Ensure accuracy with bullt-in edit
checks.

e Powerful search tools combine local and state queries for
easy report population

* NCIC, state, and local warrant searches

¢ Offline ticket entry and data entry validation
e Swipe driver licenses with card reader
W tref Coaton VRO

ct; _ 0712-AAB

r-mc‘\m R

e Street name pre-population using
GIS/GPS with click of a button

e Officer electronic signature

A

S
. Pmanigun =
ol {SMARTCOP POLICE DEPARTMENTI j

e Ticket history available for repeat LK) e

offenders
e Dataentry defaults

e Comprehensive data edit rules and
validation

¢ Automatically calculate fine amounts
based on violation and county

e |ssue multiple citations during same
traffic stop in a matter of seconds (few
clicks)

e Bluetooth capability for wireless
printing

Create Citations on a Laptop or IPad
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Software for Life

o Software for Life Policy SmartCOP is committed to providing clients with the best investment
possible through our comprehensive maintenance and support agreement. This means you always
have access to the latest features, security enhancements, and performance optimizations,
keeping your operations efficient and up to date. All software upgrades are provided to all agencies
on an active maintenance plan for no additional costs.

Dedicated Team & Leadership

As a company, we are a flat and nimble organization. The overall organization is one of cooperation and
cross-communication. SmarntCOP’s team of dedicated and highly experienced employees come from
several advanced technology corporations as well as public safety backgrounds. In fact, the SmartCOP
solution is the design of a former law enforcement professional, currently the Vice-President of
Product Strategy.

Sourcewell Awarded Vendor

SmartCOP holds an active cooperative purchasing agreement with
Sourcewell, providing government agencies and entities with a simplified Sourcewe“ :“
solution to meet RFP procurement requirements. Through a competitive
RFP process, SmartCOP was awarded a contract with Sourcewellin 2021, Awarded Contract
and again in 2025.
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Security Access Profile - SmartCOP is a permission-based system whereby system users are required to
have a username and password, providing access control at the application and data level. The username
is linked to a security profile that determines what information a user can view, edit, add, and delete, and
what reports a user can print. The system admlnlstrator has full control of what a user can and cannot do
in the system.

Additionally, the customer has the option to integrate desktop application access into Windows Active
Directory, allowing for a single login to provide application access authentication.

SmartCOP conforms to the FBI/CJIS Security Policy requirements for access to criminal justice information
by requiring each user accessing the system to have a unique username and strong, encrypted password,
and Two-Factor Authentication which must be changed on a periodic basis.

Role Based Permissions: Role based access is available and controls user permissions for the
agency defined roles. For example, agencies can determine permission settings for resource officers in
general. The agency decides what permissions a resource officer will be given and can then apply that
“role” to any new user that needs those permissions thus eliminating the need to configure individual
permissions for each user.

The personnel module, Employee Master File includes the creation of user profiles for each employee
accessing the SmartCOP system. User profiles contain a login name, password, and security settings.
Every system user is required to have a username and password. When a user logs in to any application,
the security settings are verified for their login name. If they have access to the application, functionality
will be limited as set in their user security profile.

Only personnel with appropriate security access can change security levels for users.

Security access levels can be set per application (CCMS, FBR, Employee Master File, etc.) or per menu
option (set access levels, change unit ID, report approval, etc.). For each security option, different levels of
access may be granted. A read-only access level can also be set. This allows personnel access to
information without the ability to modify it. For example, an officer can be given full access to view/edit
reports but not approve them.

Conflt!entlal and Propnetary Information of SmartCOP, Inc. CRFP 0803 DOT2600000002| 26
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e Secure data sharing
e Designed for laptops & Windows tablets
e Court scheduling
* Payment Collection
i nt rt
e E-Citation
o Traffic Citations
 DUI Citations
* Traffic Warnings
* Vehicle Pursuit
e E-Crash
e Traffic Crash Reports (MMUCC compliant)
¢ Vehicle and Vessel Tow Receipt
» Racial Profiling Tracking
e Radar Log (multiple device tracking)

Speed Device Log
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Each officer can keep a log of their speed measurement devices and the daily calibration checks. Every
citation that is written can be automatically added to the log. The log can then be printed for support in

court.

SmartCOP provides a fully integrated mobile driver’s license (mDL) interface designed specifically for taw
enforcement agencies, enabling secure acceptance and use of digital driver’s licenses during traffic stops.

e Direct Integration: Works with SmartCOP’s FBR.
e Secure Digital Capture: Officers can securely scan and capture driver’s license data directly from a

driver’s mobile device.

e Automatic Data Transmission: Captured data is transmitted directly into the agency’s system,
eliminating manual typing or re-entry.
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Administrative Module (SmartADMIN)

SmartCOP’s Administration Module (SmartADMIN) is a single centralized enterprise management module
that is used to configure and control access to Crash and Citation Reporting, Analytics and other features.
Users must have special administrative permissions to access the centralized enterprise management
functions.

SmartADMIN consists of the following modules:

Employee Master File — used for personnel management, the Employee Master File tracks, records
personnel information, and plays an integrat role in the entire suite. All applications use information from
the Employee Master File to assign officers to reports and other records and to identify personnel and
equipment. In addition, security profiles for each employee are created in this application. Paging and ID
Cards are also supported in the Employee Master File.

Personnel details such as name, Unit ID, Vehicle ID, PIN, or badge number can be used to locate specific
personnel and/or units.

Personnel records include the following details:

e Name (Last, First, Middle) Title e  Sworn/Non-Sworn

e Agency e Rank

e Troop e Badge number

e District ¢ Vehicle ID/tag number

e Default Zone Assignment e Home address, telephone numbers

e Hiredate * Race, Sex, Date of Birth, Blood Type

e Termination Date and Reason e List of special skills (K9, bilingual, etc.)
e Radio/UnitID e Emergency contactinformation

s Personnel identification # e State/NCIC certification date

e Social Security Number e Remarks

e Security Access Profile

i [ ve ve _ . .iveo
|

o - - Jive

EXAMPLE OF PERSONNEL MANAGEMENT APPLICATION
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Analytics and reporting (SmartDATA)

SmartDATA is an indispensable, analytical tool used by agency supetrvisors, Find
analysts, executives, and command staff to manage and extract critical data View
that public safety agencies use every day. SmartDATA allows users to Find,

View, Map, Analyze, Report, Extract, Measure and Compare data from Map
anywhere in the SmartCOP system. Map-based information is provided and Analyze
enables command staff to quickly make informed decisions about where to Report
focus personnel and other resources. Extract
SmartDATA is a single point of access to all data collected and stored by the Measure
SmartCOP integrated suite of applications, including CCMS, FBR, and Compare

Employee Master File, and turns that data into meaningful information that

provides insight and enhances decision making. Data is represented in a grid,

graphical display (pie charts, graphs, etc.), and multi-layer maps. Data can be printed, exported (xs, .xlsv,
.csv, .bxt, .html, .xml) or mapped.

Interactive Dashboard Customizable Reports

The single data entry format of SmartCOP’s
Analytics and Reporting software allows
personnel to access their entire database in one
search and utilize all relevant records for
customized reports. Using Crystal Reports,
agencies can create a report and then add the
report to the SmartREPORTS module.

SmartCOP’s Analytics and Reporting software is
an indispensable dashboard application used by
agency supervisors, analysts, and command
staff to manage and extract critical data for
comprehensive reporting. This application offers
real-time data visualization. SmartDATA allows
the agency to make informed decisions and
effectively allocate resources as well as help to
identify trends and patterns in policing.

Due to the open architecture and available data dictionary, the agency can also utilize third-party
tools such as Crystal Reports to query and report oh anything in the system.

Features include:

+ Intelligence-led policing + Platform for quickly building and sharing
+ Intuitive data analytics and extraction interactive reports and dashboards
package + Quick data retrieval
+ Geared to agency supervisors, analysts, + Dynamic reports and dashboards
and command staff + In-depth analysis
+ Agency controlled permissions + Performance monitoring
+ Instant access to data from CCMS + Historical data accessibility
+ Supports xis.,xisx.,csv.,txt., html., xml + Comprehensive reports
export formats + Search by individual employee, a
+ Data can be printed, exported, or mapped supervisor’s direct reports, or supervisor’s
+ Built-in workflows chain of command
+ Ad-Hoc/Crystal Reports + Activity Reports
+ Auto-Generate reports + Link Analysis
+ Custom Dashboards Pre-defined canned reports
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Link Analysis

When reports are entered by users, the SmartCOP system automatically links entities together within the
system. For example, when two persons are added to a report and a relationship is established, the system
will connect the two persons by their relationship and make this information available to searchers. A user
can then search for a person and see all other people, vehicles, businesses, incident reports, etc., that
they have been associated.

Additionally, the system will automatically link all associated reports together based on the case number.
When a case report is viewed, all other report types, including other case reports, will be presented and
viewable to the user.

Audit Logs

Audit logs generated include password reset, account creation, change in account status, successful &
failed login attempts, file access, file modification, deletion, and transfer. Firewall event logs include
established VPN connections, VPN session length, idle-timeout & disconnects, login attempts, intrusion
prevention and detection pertaining to all firewall policies, config changes. Logs are retained for 1 year.

In addition, within the SmartCOP system there is an audit/tracking system which captures, and record
additions, modification, and deletions made in the MCT, CCMS, FBR systems to include when the
transaction occurred, the nature of the transaction/change, and who made the change.

Report Date / Time Report Number Repoit Caze / CAD Number Reporting Officer Rank / ID Reporting Officer Name
0531722015 12:28:1 SRE0190FFOC0602 / SRSO1SCADRIGHM | CAPTAIN/ SNYDER, MICHAEL E
Date i Time Sup# Report Stalus Event TEPE Record Type Desacription Event By
0573142019 12:28:05 ¢ New Repart ADD REPORT REPORT NEW Offense Report CREATED SNYDER, MICHAEL £
053142019 12.28:05 01 Hew Report ADD RECORD GFFICER SNYDER, MICHAEL E SNYDER. MICHAEL E
0513172019 122806 ™ Hew Report ADDRECORD  CHARGE T84.07.2a (COUNTS: 1} S, MISDEMEANOR, F, SKYDER, MICHAEL £
ASSLT, ON OFFICER FIREFIGHTER EMT EiC
0543172018 12:30:56 01 New Repor ADD RECCRD PERSON {SUSPECT| ABBDTT, TANIKA ROSE SKNYDER, MICHAEL £
0%312019 12:32:06 Wew Report ADD RECCRD PROPERTY (EVIDENCE} FIREARM HANDGUN (SERI AUTO) SNYDER, MICHAEL E
GLOCK 27
95/31/2019 13:14:57 01 New Report ADD RECCRD PERSON MMICTEG) WILLIAMS, JASON DONOVAN SNYDER, MICHAELE
11/06/2019 10-418:56 01  Hew Report  ADDRECORD Rspgg SNYDER, HICHAEL E
PICTL
11/06/2019 10:26:52 01 New Report ADD RECORD l;'H.E;PO RT SNYDER, MICHAEL £
FURE
1140672012 19:25:50 01 Hew Report ADDRECORD  REPORT SNYDER MICHAEL E
PICTURE
11/06/2019 10:51:35 ™1 New Report ADD RECORD DIAGRANK SHYDER. MICHAEL £
1140642019 11:05:58 ™ New Report ADD RECCGRD DIAGRANM SNYDER. WICHAEL £
1406/2019 13:26:25 01 New Report ADD RECORD ATTACHMENT SNYDER MICHAEL E
0142612021 14:58:57 ¢ New Report ADDRECORD  ATTACHMENT SNYDER HICHAEL £
012612021 15:00:11 81 Hew Report ADD RECORD ATTACHMENT SNYDER, MICHAEL E
01726/2021 15:50:20 01 New Report ADD RECORD RARRATIVE (MAIAL) INTIAL REPORT SNYDER WMICHAEL E
01/26/2021 15:58:52 01 New Report ADD RECORD HARRATIVE (INTERVEW) SUBJECT INTERVEW SNYDER, MICHAEL E
21272021 10:21:24 01 Mew Report ADD RECORD OFFICER WILLIAMS TON T SHYDER, MICHAEL £
§1/2712021 10:39:55 M New Report A0D RECORD TASK {INTERVIEW} (3 (MEDIUM)) (NOT STARTED} SNYDER, MICHAELE
(INFERVEW PERSOMN ACROSS FROM THE
HOUSE N QUESTION)
0112712021 10:43:02 ™ Hew Report ADDRECORD  TJASK (FOLLOW-UP) (NOT STARTED) (FOLLOW-UP SNYDER. MICHAEL E
ON THE STATUS OF INVESTIGATION)
OU272021 121147 1 New Report ADDRECCRD  OURNAL {INVESTIGATIVE NOTES} INMAL SKNYDER, MICHAEL £
INVESTIGATOR NOTES
012772021 14:55:44 01 Hew Report  ADD RECORD __ VEHICH }(FL) SNYDER MICREELE
02/01/2021 09:29:41 1 Mew Reporl ADO RECORD NARRATIVE SNYDER. MICHAFL E
020172021 03:35:16 01 New Report ADD RECORD FOLLOWUP (INVESTISATIVE FOLLOWUP) (PENDING} SNYDER, WICHAEL E
REQUEST
02/01/2021 09:43.35 01 New Report DO RECORD  TIME (IRVESTIGATIVE ) (INTERVIEVY) SNYDER, MICHAEL E
0210342021 12:39:53 1 New Report ADD RECORD ATTACHWENT SNYDER MICHAEL E
02/03/202% 12:41:50 ™M New Report E.Ekgifc ATTACHMENT SNYDER, MICHAEL £
021032021 13:44:47 01 Mew Report ADDRECORD  TASK [FOLLOW-UP} {3 (MEDIUM}} {NOT STARTED} SNYDER, MICHAEL E
(INVERVIEWS SOMECHE |
0210342021 13:58:03 01 New Report  ADD RECORD  BUSINESS (COMPLAINANT) WALMART SHYDER, MICHAEL E
02103/2021 14:06:24 01 New Raport ADD RECORD  PROPERTY (EVDENCE) DIGITAL SNYDER. MICHAFL E
Confidential and Proprietary Information of SmartCOP, Inc. CRFP 0803 DOT2600000002 | 29
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Product Roadmap

Multiple times a year, SmartCOP releases upgrades to our products that enhance functionality of our
solutions. We understand the importance of continuing to enhance our products and provide this in the
form of software updates. We constantly improve SmartCOP software applications with new features
based on market changes and customer requests.

SmartCOP does not generally disclose its product roadmap plan; however, here are some items that
SmartCOP has been working on and has recently released or plans to release in the near future. Please
note that this information is proprietary and confidential and should not be released.

» Mobile Driver’s License (mDL) for Android =SmartCOP has developed an app for the Apple iOS
platform that will allow field officers to capture the information from a mobile driver’s license and
populate the citation or crash report. SmartCOP is now working on an Android version of this

application.
e SmartPhone: Ability to create reports and citations on Apple iOS and Android Smartphone.

e Ability to run the vehicle tag/plate from a photo. This feature will allow the officer to take a photo of
the license plate from his phone and it run it through NCIC.

e Hexagon Commercial Vehicle Permits Interface

¢ Al Narrative Integration — SmartCOP is working on an Al functionality that will allow narrative
generation assistance such as from Bodycam footage and voice recordings. This is still in the early
stages of development.

Note: SmartCOP does not sunset our product lines.

Maintenance and Support Program

The main priority of SmartCOP’s Agency Support team is to meet the needs The

of the agency when problems occur and assist in keeping the system in Customer
operation and running smoothly. SmartCOP will assign a Customer

Success Manager to provide Post Go-Live account management. Success
Customer Success Manager M 3
The role of the Customer Success Manager is to assist with an easy anager S
transition from the Implementation team to the Support team. The Roleisto
Customer Success Manager’s Role is to maintain communication with maintain
customers and build a relationship with the agency, discuss any issues the ) )
agency is having, inform the agency of any new products and software communication
releases, schedule software updates, assist with training needs, be an & build a
escalation point for the agency should there be an issue with support . . .
response times, and perform periodic site visits. relationship with
Agency Support Team WVvDOT

The Agency Support Team works problems in a priority order and the more
information that can be provided when a problem is reported, the quicker a solution can be found. Prompt
agency service and resolution are especially important to SmartCOP.

We understand our agencies value their time and expect to have their issues and needs addressed
immediately.

In order to ensure prompt support service, SmartCOP adheres to the following principles:
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e Listen to our agency’s concerns

e Respond as quickly as possible

¢ Think long term —an agency is for life

+ Provide proper training for our staff so they know all the software products

SmartCOP support is available 24/7/365 via a toll-free number for an immediate response by a

qualified support technician.

Agencies can contact SmartCOP support department via the following methods:

Our technical support department can be reached via a toll-free number at any time. On-
call support staff is available outside normal business hours, weekends, and holidays.
Customers with a critical support issue after hours will have their call returned within 15
minutes. Non-critical calls will be returned the next business day.

Our technical support department can be reached via e-mail at support@smartcop.com.
SmartCOP promptly responds to e-mail inquiries from 7:00 a.m. - 5:00 p.m. {CT) Monday

through Friday.

Customers can log support calls and check status through our Customer Web Portal.

When a support callis received, a SmartCOP support technician works with agency personnelto
immediately resolve user problems. The support technician will be able to address your issues, including
connecting to your system to examine the problem when necessary.

The technician also has access to other SmartCOP support personnel if required. Issues that cannot be
resolved immediately are prioritized and escalated.

There are three basic levels of support offered, as described below. In addition to the basic levels,

4
SmartCOP offers email support capability so questions that require supporting documentation can be
communicated immediately.

Tiered Support
Used for:
* General questions
'i = Basic training
* Configuration questions
Includes the following Help Desk Capabilities:
e el * Fielding all end user requests for assistance

* Creating service requests or trouble tickets for tracking an issue from the
initial report through the closure

* |dentification of the source of the issue

Referring issues to second-Tier support groups, third-party providers, or in-
house application development and support areas for resolution

* Coordinating all warranty or maintenance support with the correct
software or hardware vendor
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* Maintaining a database of problems and their resolutions used to resolve
future issues

When a call is received, a SmartCOP call taker works with the agency to
immediately resolve errors using our knowledge base of resolutions. When
such resolution is not possible, the callis escalated to Tier 2 or Tier 3
support.

Used for:

« Application errors
e Table errors

Tier 2 » Networking issues
Support e System lock up or failure

Used for:

e Officer Safety
¢ Communications Failures

Tier 3 e Incorrect data or information returned to MDC users

Support With Tier 3 Support, SmartCOP’s lead engineer determines the severity of the
call and assigns it to the appropriate engineer for resolution. When the callis
completed, the engineer notifies the support desk of the solution and notes
the solution in the knowledge base. The agency is notified as to resolution
and any instructions for correcting the problem.

Do De

In the event of system failure, efforts would first be made to bring the system
online using telephone support. Further efforts toward resolution would be
made using remote access such as dial-up connectivity (if available). As a
last resort, SmartCOP staff could arrive on-site within 24 hours to assist with
bringing the system back up.

Average Response Times

The average response time is 15 minutes or less. SmartCOP maintains 24-hour software support. When a
callis received during normal business hours of 8:00 a.m. t0 5:00 p.m. (CT), the response time is
immediate. Depending on the nature of the issue and the assigned priority, the call is elevated as needed
untit resolution.

When a callis received after normal business hours, an on-call support person will return the call within
fifteen minutes. it should be noted that priority calls and emergency calls take precedence over routine
requests for information.

For non-critical support issues received after 5:00 p.m. or on weekends and holidays, users have the
option of contacting support via e-mail or voice mail, which will be returned the following business day.

Response time is defined as the amount of time it takes SmartCOP support staff to return a support call.
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SmartCOP Support is available 365/24/7. Allemergency calls that include Total System Failure and Critical
Failures as defined above, will immediately be escalated and staff will work on the issue until thereis a

resolution.

SmartCOP Support Response Times

Priority Level

Description

Response Time

Resolution Time

Level One Total System Failure — occurs when Telephone Staff is assigned and
the System is not functioning and conference within dedicated until issue is
there is no workaround; such as a (1) hour of initial resolved
central server is down or when the voice notification.
workflow of an entire agency is not
functioning.

| issues affecting officer safety.

Level Two Critical Failure — Critical process Telephone Product patch is
failure occurs when a crucial conference within immediately initiated.
element in the system is not {3) Standard Fix is work-loaded and

, functioning that does not prohibit Business Hours of | provided to agency
continuance of basic operations and | initial voice once available.
there is usually no suitable work notification.
around. Note that this may not be
applicable to intermittent problems.

Level Three Non-Critical Failure — Non-critical Telephone Fix is work-loaded in
part or component failure occurs conference within | the next product patch
when a system component is not | (6) Standard and provided to agency
functioning, but the system is still Business Hours of | once available.
useable forits intended purpose, or | initial notification.
there is a reascnable workaround.

Level Four Inconvenience — An inconvenience Telephone Fix is work-loaded on
occurs when system causes a minor | conference within | an upcoming release
disruption in the way tasks are (2) Standard and provided to agency
performed but does not stop Business Days of once available.
workflow. initial notification.

Level Five Enhancement Request - Agency Determined by Request is evaluated
request for an enhancement to SmartCOP product | to determine feasibility
system functionality. management. and fit. Agency is

notified if request is
accepted. Accepted
requests are work-
loaded into future
product release
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Integration Support

Unlike many other vendors, the SmartCOP system has a unique open architecture, allowing easy
integration of third-party software without the use of expensive middleware or customization. Other
companies use proprietary formats, forcing customers to work within their system and file format. Qur
open architecture facilitates interfacing to other databases, whether data from 3™ party CAD/RMS
systems, public safety agencies, local courts, or state information such as the Motor Vehicles
Division. SmartCOP exchanges information from the CCMS to data sharing systems utilizing NIEM-
compliant exchange methodologies and is already connected to LinX and N-Dex in numerous locations
including other state agencies. SmartCOP cooperates with the agency and other vendors to provide
interfaces streamlining public safety mission. Data can be shared among state, county, and municipal
public safety agencies. In our 25+ plus years providing public safety software solutions, SmartCOP has
written 100’s of interfaces for state and local agencies. We seamlessly integrate with State/NCIC, NIBRS,
State systems, court systems, and many more.

The system contains an interface manager tool that allows personnel to manage interfaces that are in place
and changes that are necessary in their configuration. Since the system is built on Microsoft SQL server,
most 3rd party tools that can access SQL server can access the system. Note: all interfaces are reviewed
and approved by SmartCOP support staff to ensure data integrity.

API
SmartCOP also has system APIs available that assist in the exchange of information to external systems.

We will provide comprehensive APl documentation and ensure real-time and historical data access and
support various data types. Additional documentation can be provided in an interactive Workbook version
to include in the Developer's Kit. Also provided in the Developer's Kit is an apptication to mimic the CCMS
Webservice used by SmartCOP. This application will provide simulated data for testing applications which
leverage the webservice.

Interface Development

Developing and deploying interfaces to 3" party systems is a team effort. SmartCOP will develop, deliver,
and test contracted interfaces as detailed in the project plan. WVDOT will need to provide network
connections so that SmartCOP can send and/or receive data from the 3™ party application. With bi-
directionalinterfaces, cooperation from the 3™ party vendor is usually required to make the two systems
communicate and send/receive data.

Interface development tasks include:

» [Initiation & Planning. Initiation activities will be covered within the overall project plan and
developed upon award and contracts.

* Requirements. Key contacts and data elements will be identified, confirmed, and mapped to the
application database.

* Installation/Construction. Interface program(s) will be developed, including transformation rules
(if any). Iterative development and prototyping are used to ensure that interfaces function correctly
in a production setting. Unit, system, and integration testing will be conducted and then deployed
to production for system acceptance testing.

The system uses Microsoft SQL Server as the database software, version 2019+. Any reporting
engine capable of connecting to this database engine can be used outside of the application as
deemed necessary by the Agency.

¢ User Acceptance Testing Validation. Full production functionality will be confirmed with the
Agency.
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Support and Maintenance:
Interfaces are covered under the maintenance agreement. As 3rd parties change their systems, SmartCOP
support will make corresponding changes to said 3rd party interface.

Software Upgrades

Multiple times a year, SmartCOP releases upgrades to our solutions that enhance functionality and
provide maintenance updates. Upgrades consist of three types: Major, Minor, and Priority.

Major releases contain significant new development and enhancements to the applications. Major
releases typically include database changes in addition to enhancements that affect the version number of
the software. SmartCOP will typically release a major update one to two times each year.

Itis important to note that SmartCOP goes to great lengths to ensure that upgrades to the product do not
disrupt the daily operation of the users. Agency administrators have ample time to review new features and
decide whether to implement. in addition, new software releases can be installed on the agency’s
test/training server for testing prior to upgrading the production environment.,

Minor revisions typically occur on a quarterly basis and include a limited number of enhancements along
with minor modifications.

Priority updates are not dependent upon a fixed development or scheduling cycle. Priority maintenance
repairs are performed as required or as needed and involve issues relating to officer safety, compliance
with state mandated requirements, or issues affecting the software that require immediate attention.

When an update is available, the Customer Success Manager will notify the agency that an update is
available and coordinate a schedule to install the update. Since SmartCOP will be managing the Cloud
Hosted servers, SmartCOP will perform updates at the direction of the agency.

Since our product is an off-the-shelf product and our annual maintenance agreement includes upgrades
and releases of our software, our intent is for all customers to be on the same version. However, we
understand that some variation is necessary and therefore we support 2 major versions of the product.

Interface Support — As part of the software upgrade, SmartCOP will work with the agency to test interfaces,
after any software update, to ensure that they interfaces are functioning properly and information is
flowing as required.

Additional Functionality

The additional functionality listed here, we are providing above and beyond the requirements
identified by WVDOT. This includes:

Mobile Driver’s License (mDL) (included in proposal)- as detailed above, SmartCOP has included
mbDL application in our proposal to provide WVDQOT the ability to capture mobile driver’s license
information from drivers from any state that comply with the AAMVA standard for mDL.
Speed Device Log - Each officer can keep a log of their speed measurement devices and the daily
calibration checks. Every citation that is written can be automatically added to the log. The log can
then be printed for support in court.
Tow Log / Vehicle Inventory - Ability to document the wrecker assignment in a dedicated log. The log
will track all pertinent incident information, wrecker company assigned, vehicle, storage location, and
if vehicle has been placed on a hold.
Additional Reporting

o Traffic Warning ~ Allows LE to write a traffic warning instead of citation during a traffic stop.

o Citizen Assist— Allows LE to document assistance or interaction with the public. Can easily

create a tow receipt from the report with click of the button, when there is a disabled vehicle.
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o Consent to Search-written consent form for LE officer to obtain permission to search a vehicle
during a traffic stop.

SmartCOP also offers these additional modules, priced separately. We are happy to provide more
information and pricing to WVDOT if interested.

Commercial Vehicle Enforcement Report (Optional)
Report Types Include:

Commercial Vehicle Enforcement Citation

o Safety Violations
o Integrated to Safespect / ASPEN
s Overweight Violations
o Gross Weight
o Axle Weights
Integrated vehicle permitting systems
Integration with other Field Based Reports

Commercial Vehicle Violation Payment Management System (Optional)

o Track and enter payments for Commercial Citations
o Create payment notifications to carriers automatically
o Automatically create ‘Hot List’ for violators who have exceeded the payment period

T
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Commercial Citation Payment System (Optional)

Commercial Citation Payment System is an added feature that would allow the state to track and enter
payments for commercial citations, create payment notifications to carriers automatically, and create
a “hot list” for violators who have exceeded the payment period.

o The system canincrease the efficiency of the payment staff and accuracy of the payment
processing (balanced daily payment reports).

o The system closely follows all Generally Accepted Accounting Principles, including requiring
transactions (payment/refund/journal) to modify any citation balance, thereby providing a
complete audit trail for each citation up to disposition.

o SmartCOP integrates the payment of Commercial Citations directly into the Citation record,
thereby ensuring each and every payment, no matter the payment method, is immediately
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posted to the Commercial Citation(s).

o Any other type of payment adjustment or transaction is also real-time. This includes refunds,
NSF payments, overpayments, underpayments, payment plans, review board reductions or
credits, payment voids, citation voids, etc. The result is all HotList queries by CMV Troopers are
real time. Additionally, SmartCOP provides any positive HotList results to any LE, Trooper (or
State Officer) who is running a CMV vehicle tag, VIN, or DOT Number from their MDC Terminat.

Issued Property Management (Optional)

Issued Property functions records and manages information about equipment used by an agency. The
system generates a unique identifying number for each item. Purchase and warranty information,
inspection, expiration, and unit or employee assignment can be recorded for each item. Employee
Master File records are used when assigning equipment to specific employees.

Equipment and supplies assigned to personnel may be tracked for the various bureaus, divisions, and
sections, and may include:

o Uniforms/clothing

o Ammunition and ordinance

o Weapons

o Radio equipment

o Office supplies
In addition, fixed assets such as office furniture, equipment and other items may be recorded within
the system. Inventory of equipment assigned to departmental vehicles is maintained; however, the
assignment of this equipment to a vehicle is accomplished using the Fleet Management module.

If the Department uses a bar-coding system to track inventory, equipment may be entered into the
system as a new record using a bar code scanner. Similarly, the bar code may be scanned to locate the

associated equipment record in the system.

Data entry fields for property items include:
o Make

Model

Year Purchased

Purchase via grant money

Year for replacement

Vendor Information

Expiration date

Assigned employee if any

O 0O 0 0O 0O 0 O

Fleet Management (Optional)

The system offers a Fleet Management System that tracks Department vehicle usage, maintenance
activities and schedules, operation and maintenance costs, and work order completion scheduling.
The system provides reporting that supports the completion of comparative analyses on a variety of
cost items, such as comparing the relative costs incurred over time for two vehicles of the same type.
In addition, tracking of a vehicle’s Total Cost of Ownership (TCO) is tracked and reported.

Fleet Management records and manages information about every vehicle used by an agency. New and
used fleet vehicles, including purchase/warranty information, scheduled maintenance, fuel
purchases, and equipment assigned to a vehicle are recorded here. The person or unit to which a
vehicle is assigned is also tracked. Fleet Management also tracks the person or unit to which a vehicle
is assigned, using Employee Master File records to assign equipment to specific employees.
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SmartCOP Licensing

SmartCOP offers flexible pricing models including a Purchase model and Subscription (SaaS) Model.
SmartCOP has pravided WVDOT with Saa$ pricing in the Cost Workbook.

SmartCOP is offering an Enterprise License Model for West Virginia DOT.

¢ Enterprise License: SmartCOP’s Enterprise License is unlimited for all West Virginia law
enforcement officers and supporting staff.

e The Enterprise License is scalable, allowing WVDOT to add new LE agencies, LE officers, and
supporting staff as needed with no additional costs.

License Type

' Traffic Records Management System with Citation and Enterprise Site License
Crash Reports -
Unlimited

SmartCOP Solutions included in Cost Proposal

Features List: Master Name, Master Business, Master Vehicle,
Consent to Search, Citizen Assist

Field Based Reporting Unlimited for all West Virginia Law
Enforcement officers

Features: Crash Reporting, Citations, Consent to Search, Tow
Log, Citizen Assist.

Mapping Solution Unlimited for all West Virginia Law
Enforcement officers

(integration to Location Referencing System)

Enterprise Site License
Unlimited

SmartADMIN - Administrative Module

Features List: Employee Manager, Permissions, Configuration
Manager
SmartDATA - Analytics and Reporting

mDL (Mobile Driver’s License ) for iOS iPhone
Unlimited

Enterprise Site License

Unlimited users

Trancite Easy Street Draw Client

Excerpt from SmartCOP Subscription License and Services Agreement. ‘
License. Licensor hereby grants to Licensee a limited, non-exclusive, non-transferable license to use and
configure the Software Products in object code format solely for Licensee’s internal operations (the "License") |
for the term set forth in Section 8.1 and subject to the terms and conditions set forth in this Agreement, in
consideration for the payment of the fees specified in the Product Schedule & Pricing (attached as Appendix 1),
including Annual Subscription Fees. The License includes the right to use and configure only those Software
Products listed in the Product Schedule & Pricing (attached as Appendix 1) hereto. Licensee may license
additional Software Products through a written amendment to this Agreement specifying an additional
subscription fee and signed by both parties. The Software Products may, if applicable, include Other Products
that are provided in connection with the software Products pursuant to authority granted to Licensor by such
third parties or through sublicense agreements with Licensee.

Confidential and Proprietary Information of SmartCOP, Inc. CRFP 0803 DOT2600000002 | 43
Copyright ©2026 All Rights Reserved March 12,2026
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& WVDOT
< S ﬂ CRFP 0803 DOT2600000002
}\§ m a Crash Reporting & e-Citation System

5. PROPOSED CLOUD OPERATING ENVIRONMENT

SmartCOP has designed our solutions to be flexible when it comes to infrastructure. We are proposing an
AWS GovCloud single tenant deployment for DOT. However, we can deploy our solutions on-premise,
private data center, AWS Government Cloud, or hybrid model. We work with our customers to ensure
the deployment methods match exceed agency expectations.

SmartCOP’s Public Safety Software Suite is a client-server application suite that utilizes true three-tiered
architecture. All communication utilizes encrypted web-services between the user and the cloud. Itis
designed for Windows and i0S/iPadQOS environments. The applications are written in various Microsoft
development languages including .NET. Our solution is deployed as a single instance, ensuring that
only WV DOT data is housed.

Our choice of hosting configuration enables mission critical confidence for the agency through greater up
time, record search and retrieval times, enhanced security features, and true openness. We are confident
that our recommended configuration will meet 99.99% availability 24/7. Working with the WVDOT, we
will review and identify design changes that can impact system availability as well are RPO and RTO.

By installing an identical failover hardware environment for the Disaster Recovery Site (DR), should the
primary cloud server fail, the cloud DR site can be operational in a matter of minutes, reducing downtime.
Once the failed primary cloud server is restored, CCMS data can be loaded onto the restored SQL server,
creating a complete history archive for the down period.

' SmartCOP will design, deploy, and operate our solution in conformance with the State of West Virginia
Office of Technology Information Security Policy; comply with State and Federal regulations regarding
Personal Identifiable Information; provide hosting in an AWS GovCloud environment which is a
FedRAMP/StateRAMP authorized Cloud environment; and comply with WV Cloud Addendum (to be
executed at contract signing). It’s important to note that SmartCOP has a current fully executed WV Cloud
- Addendum WV DNR).

AWS GovCloud SmartCOP Hosted Environment

SmartCOP is proposing an AWS GovCloud hosting solution for WVDOT’s Crash Reporting and e-
Citation solution deployment with AWS GovCloud Disaster Recovery (DR) site in a geographically
separate AWS GovCloud. All SmartCOP hosted solutions adhere to SmartCOP’s internal security policies
and standards and leverage a consistent set of security tools, processes, and monitoring controls.

The AWS hosted server will be able to accommodate the agency’s 700 concurrent users (500 State users
and 200 public functions users) with room for growth, without system degradation. SmartCOP will deploy
cloud resources designed to accommodate the concurrent user workload with response times of 1 second
of receipt of transaction 75% of the time, and all transactions within 5 seconds. To accommodate this, the
SmartCOP Cloud Engineer will work with WVDOT’s IT Lead to establish the necessary network bandwidth,
access speed, and latency. Any latency issues will be reviewed and identified, and design changes will be
made to ensure required responsiveness.

SmartCOP utilizes comprehensive compliance controls within AWS. This includes Discovery &
Vulnerability Assessment, Exploitation, Analysis & Reporting via services such as Cloud Watch,
GuardDuty, Inspector, & Security Hub. AWS supports 143 security standards and compliance
certifications, including PCI-DSS, HIPAA/HITECH, FedRAMP, GDPR, FIPS 140-2, and NIST 8060-171.

AWS GovCloud (US), which is an isolated AWS region designed to host sensitive workloads and regulated
data for U.S. government agencies and customers who require compliance with U.S. government
standards, undergoes SOC 2 assessments. AWS GovCloud (US) adheres to the same rigorous security and
compliance standards as other AWS regions, including SOC 2 compliance.
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Many agencies and organizations are amassing large data sets that they could process to gain critical
insights; however, they are confined by fixed resources that require them to wait for these insights. With
AWS, you can easily spin up massive on-demand clusters of computer resources in minutes and
quickly gain the information you need to effectively meet mission goals.

As their volume of data continues to grow, organizations are struggling to add the capacity needed to meet
their primary storage and backup requirements. With AWS, you can easily access durable, available, and
controlled storage that can meet your data security requirements and scale with the needs of your
organization.

Security

Security is of paramount importance to your CCMS solution. Data cannot be made available to users
unless it is protected from unauthorized access. Privacy laws and federal, state, and county agency
policies require access to be limited to authorized personnel for specific criminal justice uses. Moreover,
user authorizations must be limited to data appropriate for the user’s role. SmartCOP conforms to the
FBI/CJIS Security Policy requirements for mobile computers, which require each user accessing systems
that contain CJIS information to have a unique user ID and strong, encrypted password. Periodic password
changes are also set per employee. We also meet or exceed FBI CJIS Security requirements related to
Advanced Authentication and data encryption technologies.

SmartCOP will cooperate with the Contracting Government Agency in obtaining a thorough background
screening of all personnel providing systems maintenance support. Prior to starting employment,
thorough background checks and screening is performed. SmartCOP maintains FBI fingerprint cards and
records checks on all personnel involved in CJIS related contracts. This information is available for review
by Contracting Government Agencies upon request. SmartCOP shall also ensure that all eligible
personnel receive a copy of the FBI CJIS Security Addendum as well as the SmartCOP Security Plan. An
acknowledgment of the receipt and the contents of both the FBI CJIS Security Addendum and the
SmartCOP Security Plan will be completed and returned to the Security Manager.

Active Director
SmartCOP has integrated all its applications into Windows security functions, supporting Active Directory.
This allows for a single Microsoft Windows Login to provide application access authentication.

Role Based Permissions

SmartCOP is a permission-based system whereby system users are required to have a username and
password, providing least privileged access control at the application and data level. The username is
linked to a security profile that determines what information a user can view, edit, add, and delete, and
what reports a user can print. The system administrator has full control of what a user can and cannot do
in the system.

Additionally, the customer has the option to integrate desktop application access into Windows Active
Directory, allowing for a single login to provide application access authentication.

Role based access controls user permissions for the agency defined roles. For example, agencies can
determine permission settings for state troopers. The agency decides what permissions a state trooper will
be given and can then apply that “role” to any new user that needs those permissions thus eliminating the
need to configure individual permissions for each user.
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Passwords

With integrated Domain Authentication, an employee account is established in the SmartCOP system and
linked to the user’s domain account. When the application is launched, it will identify the Windows user,
authenticate them in the SmartCOP system, and assign them appropriate permissions within the software.

With SmartCOP assigned credentials, designated system administrators can assign users a username and
default password. Users have a mechanism to reset or change their password during the login in process.
CJIS minimum password requirements will be used when accessing CJiS related systems.

Security Plan
SmartCOP agrees to prepare a security plan and submit it to WVDOT, WVOT and the West Virginia

Cybersecurity Center of Excellence for review and approval, within 60 days of NTP. The plan will detail
the policies, procedures, and system capabilities needed to meet the security requirements of the State of

West Virginia.
Items that will be addressed in the Security ptan will include:

e Proposed solution with WV Active Directory

¢ Proposed solution for integrating with local LE Agencies identity management systems

= Security approach for public users

* Database Security

e Data Privacy provisions

¢ Data communications security

= Firewall, virus, and spyware protection for AWS GovCloud

¢« SmartCOP’s onboarding policy regarding background checks for employees that have access to
ClIS related information.

* SmartCOP’s off-boarding policy regarding deactivating access for employees

* Recommendations and processes for off-boarding agency employees and system users

AW vClo urit

AWS GovCloud (US) is a dedicated AWS region built to host sensitive workloads for government entities
and regulated organizations. When SmartCOP solutions are deployed in AWS GovCloud (US), they operate
within an environment designed to align with applicable security and compliance requirements, including:
» Fed RAMP authorized infrastructure, assessed against rigorous federal security standards.
e Supportfor CJIS aligned security requirements, relevant to law enforcement and criminal justice
agencies.
o Eligibility for ITAR and export-controlled workloads, with U.S. person access restrictions
enforced by AWS.
* U.S. only data residency, with physical and logical isolation from commercial AWS regions.
* Independent third-party audits and continuous compliance monitoring of AWS security
controls.

SmartCOP applies additional administrative, technical, and operational safeguards on top of AWS
GovCloud’s baseline capabilities and extends that same security principles to SmartCOP hosted
environments outside of AWS GovCloud.
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SmartCOP Hosted Security Controls

Across all SmartCOP hosted environments, SmartCOP employs a defense in-depth approach that
includes, but is not limited to, the following controls:
* Role based access controls to network and server infrastructure using unigue credentials, with
access logged and monitored.
e Multi Factor Authentication (MFA) or other onetime passcode (OTP) mechanisms for hosting
infrastructure access, including VPN, RDP, and administrative services.
* Routine operating system and firmware patching for servers, firewalls, appliances, and load
balancers.
 Host based firewalling and security group restrictions by IP address, DNS, protocol, and
application.
« Encryption of all data in transit using secure protocols such as TLS 1.2 or higher.
 Encryption of sensitive data at rest, including storage level encryption.
» Regular, scheduled backups supporting business continuity and recovery objectives.
o Encryption of all backups to ensure confidentiality and integrity.
» Endpoint Detection and Response (EDR/XDR]) protections, such as CrowdStrike or equivalent
technologies.
s Continuous vulnerability scanning, including agent-based host scanning tools such as Rapid7
InsightVM or equivalent.
s Secure source code management and repositories, leveraging enterprise grade platforms and
controls.
s Encryption of all communications and file transfers containing Pll, both in transit and at rest,
including interactions with SmartCOP support personnel.
Protecting customer data and maintaining system integrity are top priorities for SmartCOP. We remain

committed to transparent communication and to maintaining strong, consistent security practices across
alt SmartCOP hosted solutions.

Cybersecurity

As part of Harris, we go to great lengths to ensure that our data and our client’s data is secure, protected
from data breaches. This is both physical and cyber-based security. Our internal security measures
include background checks and fingerprinting of employees that will have access to CJIS related
information. Our employees are required to pass certification testing each year on CJIS regulations to
ensure they are doing their part to keep customers’ information safe.

At the Corporate level, our parent company, Harris Computer Systems {Harris), maintains an Information
Security Management Program to ensure the confidentiality, integrity and availability of its systems and
information. In order to identify any risks to Protected Health Information (PHI), Personally Identifiable
Information (Pll) or other Sensitive Information and the adoption of reasonable and appropriate measures
to reduce any risks and vulnerabilities. Harris on a regular basis, monitors compliance with its Information
Security Policies, Procedures and Standards and reviews and updates its Information Security
Management Program. This ISMP Policy is written to align with industry standard security frameworks and
best practices such as the National Institute of Standards and Technotogy (NIST) and the information
security management standards of the International Organization of Standardization (ISO 27001).
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Leadership allocates resources as needed and appropriate to support this ISMP. This and all associated
security policies are located on the Corporate Information Technology (CIT) SharePoint site.

Risk or vulnerability assessments are conducted regularly for applicable businesses to identify potentials
risk or vulnerabilities that may negatively impact systems or information. All assessment findings,
remediation options, recommendations, and remediation decisions are documented and maintained by
the Security Officer.

Disaster Recovery

AWS Disaster Recovery provides an excellent means for managing data redundancy and disaster
recovery in the cloud. The AWS GovCloud hosting architecture we are recommending provides a high-
availability solution that includes real-time data replication. We have extensive experience working with
our clients to determine the Disaster Recovery (DR) approach, and RTO/RPQO that best meets the agency’s
DR needs and budget. Our solution is built from industry standard components and does not require any
proprietary hardware or software. We will work with WVDOT to determine the best DR approach and
provide recommendations for a comprehensive Disaster Recovery Plan. The recommended architecture
supports a failover system that allows one CCMS server to replace any other server or servers that become
inoperable due to hardware failure or during a disaster, allowing for business continuity.

With AWS Disaster Recovery, there are varying levels of recovery depending on the agency’s needs.
SmartCOP will be leveraging AWS Availability Zones, AWS Backup, and AWS Multi-site (Hot Standby) in our
DR approach for WVDOT. The Multi-Site (Hot Standby) approach provides for real-time data replication
with full systems running in two geographically distant locations at once. If one system fails, the
other system takes over instantly. This alternative is more costly but provides a quicker turnaround to
minimize downtime and negligible disruption to the end-users. Once the failed system is restored, data
can be loaded onto the restored SQL server, creating a complete history archive for the period the system

was inoperable.

Server Maintenance

SmartCOP will establish agreed upon maintenance windows for system servers with WVDOT. In the event
server maintenance witl require any downtime, in the event of software upgrades, SQL patches, etc.,
SmartCOP will provide no less than one (1) week advance notice and schedule a time with WVDOT IT that
is most convenient for the agency. SmartCOP strives to perform all maintenance and upgrades with little to
no downtime, but there are instances when this is not possible.

L Host 1 i

The design included on the next page is a typical installation of a cloud hosted system with a production
server, testing and training servers, and a separate instance of disaster recovery. During project planning,
the SmartCOP database engineer will provide a blueprint in a system detailed design document for review
and approval by WVDOT.

See Cloud Hosted System Design next page.
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6. PROPOSED PROJECT EXECUTION

SmartCOP has extensive experience implementing our solutions in large state agency deployments. The
key to success in any project implementation, is that SmartCOP and WVDOT work together on an agreed
upon execution plan and timeline. In a pilot/phased implementation approach, WVDOT will identify which
agency/agencies will be part of the initial pilot phase, during project planning.

Based on our expertise, we anticipate that it will take 12-15 months to implement the initial Pilot Phase
from contract signing. This provides an expedited implementation for WWDOT’s Pilot phase, which
includes data conversion and associated interfaces. This is based on the following caveats:

e  WVDOT strictly adheres to use of the SmartCOP commercial off-the-shelf (COTS) software being
provided and minimizes any customized software development requests, outside any requisite
interfaces.

e  WVDOT meets its obligations for the project in the timeframes mutually agreed to within the
Statement of Work and Project Plan.

e  WVDOT provides the necessary leadership and empowerment to the agency representative
assigned as its project manager.

e  WVDOT agrees to a set time period for testing and provides adequate resources and availability of
those resources to complete testing in the timeframe agreed to. This includes functional testing,
data conversion testing, interface testing, performance testing, etc.

e Minimizes any changes to the initial project plan and statement of work that could jeopardize the
project timeline.

Project Execution

SmartCOP is recommending a phased / pilot implementation approach for WVYDOT. SmartCOP will work
closely with WVDOT to develop a Pilot Phase, and additional subsequent phases of the project. WVDOT
will identify the agency/agencies that will be part of the initial pilot. Going forward, the Pilot Phase will
serve as a guide for all subsequent phases of the project, until all agencies are brought live on the
SmartCOP system. We anticipate subsequent phases will require much shorter implementation timelines
since most of the system configurations will already be established, and testing has been completed.

WVDOT Pilotimplementation will follow SmartCOP’s 5-Phase Project Approach. A project work plan will
be created, agreed too, and maintained by the SmartCOP Project Manager to ensure all tasks and activities
stay on track in order to meet Pilot phase Go-Live.
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Project Approach

The implementation methodology consists of the following five implementation phases:

Initiation Preparation Configuration implementation Closure

Establish Project Business Process Review Stage/Install System System Admin Training Verify deliverables are met
Management Plan Site Survey Configure software End User Training Financial closure

Define Scope and Develop Implementation Convert data, if required Execute cutover Transition to Technical
Requirements Plan Plan Go Live Go Live Support

After contract sighing, the SmartCOP PM will schedule a kick-off meeting with the WVDOT project team to
review the Scope of Work, deliverables, discuss project plans, timelines, etc. The kick-off meeting is
usually held onsite with all key stakeholders. During the kick-off meeting initial planning will begin.

Implementation Phase | - Initial Planning

e Project Plan detailing tasks, ownership, timeline, milestones, etc.

e Requirements Tracking Matrix (RTM) to track all supported requirements as documented in WVDOT
Requirements workbook.

¢ Project Communication Plan

¢ Stakeholder engagement Plan

* Issue Resolution Plan

e Change Management Plan

¢ Risk Management Plan

e Training / Knowledge Transfer Plan

» Data Conversion/Migration Plan

¢ Interface Plan

* Acceptance, Functional, Reliability Testing Plan

e Go-Live Deployment Plan - the project team might elect to review and finalize this at a later time in
the implementation.

Implementation Phase 2 -Preparation

The preparation phase is where a lot of the initial work begins. Tasks that are included in this phase of the
project are:

Conduct onsite Business Process Review (BPR) sessions

Collect and prepare data for data conversion

Configure AWS GovCloud Production and Test/Training Servers

Configure AWS GovCloud Disaster Recovery Server

Develop blueprint for data setup and operational workflow

Identify and define any customizations that are part of the SOW

Hold system design review with the IT Team to ensure security and connectivity components are in
place for accessing the AWS GovCloud environment.
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Discovery and Business Process Review

During Project Initiation and Preparation and Planning, the project teams work together to establish the
project management plan and define the scope of work. As part of this Discovery, the SmartCOP Business
Analyst will conduct an onsite Business Process Review (BPR). The key to our solution is its
configurability. The design process, then, is encompassed in two tasks common to each module: Business
Process and Standard Operating Procedure (SOP) discussions and Validate Configuration.

During the Business Process and SOP Discussions, we will work closely with WVDOT to identify current
business rules, any processes, or procedures you have identified for improvement, and together we will
map your workflow to our system. This is an excellent opportunity for you to implement the best practices
and improvements your team has identified. In addition, we will identify any potential gaps and provide
alternative solutions to fulfill any gaps, if available.

Once the modules have been configured, you will have the opportunity to review, validate, and accept the
configuration. Because your team has been involved in the up-front discussions, trained on the use of the
configuration tools, and performed the validation, they will be thoroughly versed in the design as
configured for your environment.

Implementation Phase 3: The Configuration/Execution Phase

The Configuration phase is where we will configure the SmartCOP solutions to WVDOT Crash Reporting
and e-Citation specifications in compliance with West Virginia State Code and Administrative Rules, and
MMUCC. This phase of implementation usually requires the longest time. Once we have configured the
system to meet WVDOT requirements, including the laws and regulations of West Virginia, we should not
have to repeat this process for additional agencies that are brought onto the system, after the pilot phase.
Tasks that are included during the configuration phase include:

Install software — CCMS, Field Based Reporting, and Admin software
Conduct weekly status meetings and provide status reports
Configure software to WVDOT specifications

Configure and test remote connectivity

Establish and review backup procedures

Convert data from legacy applications

Development of 3" party interfaces

Development of any contractual custom programming

Implement change management processes

Plan the go-live date and cutover process

Functional and Acceptance Testing w/ SmartCOP oversight (see details below)

Implementation Phase 4: The Implementation Phase

Implementation can occur in conjunction with the Configuration Phase and consists of constant
monitoring by SmartCOP’s Project Manager. Some specific tasks of this phase include:

Monitor and update the project plan

Ensure quality communication

Conduct weekly status meetings and provide status reports
Identify any project-related issues and find resolutions
Rework any data conversion issues discovered during testing
Resolve any interface development and connectivity issues
Document project change requests

Train system administrators
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Train the Trainer

Train end users

Final acceptance of functional requirements, data conversion, and interfaces
Schedule final conversion for production

Execute the cutover and go live

Go Live
The scheduling of the final conversion of data is based on client need and applicability in the go live

process.
Post Go-Live

There will be a 30-to-60-day stabilization period after the initial go-live during the pilot program, to
address any issues or concerns, and resolve any technical issues the agency experiences. During this
time, the project team will be available, and the Project Manager will remain engaged. At the end of the
post go-live period, and agreement by WVDOT, the second wave of statewide deployments can be

scheduled.
Additional Phased Deployments

WVDOT will work with SmartCOP to identify the next agencies, in this phased approach, to be trained
and deployed on the SmartCOP solution. It is expected that agency Train-the-Trainers (with SmartCOP
oversight) will provide most of training to the LE agencies that come onboard after the initial pilot phase.

Since the system has already been configured to WVDOT, the implementation timeline should be much
shorter. This deployment is expected to last 60-90 days given the following caveats:

¢ No new interfaces are introduced

e Minimal system configurations changes

e WVDOT meets its obligations for the project in the timeframes mutually agreed to within the
Statement of Work and Project Plan.

e Agency personnel are given the time needed to attend training classes

Tasks that are part of this phase include but not limited to:

Configure the new agencies in the system to agency specifications

Add new users and security profiles,

Establish connectivity to the SmartCOP AWS cloud servers,

Establish existing interface connections for agency

Perform any necessary data conversions

Train new users,

Set the go-live period

Go-Live. Agency trainers will support LE agencies during go-live, with oversight from SmartCOP.

SmartCOP will continue to support phased deployments until all agencies, determined by WVDOT, are
live on SmartCOP.
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Implementation Phase 5: The Closing Phase

The final phase of the project occurs when all tasks are finished, all deployment phases have gone live,
and the project is complete. An important element of this phase is the conclusion of services by the
Implementation Team and the transition of ongoing client support to our Technical Support Team.

Final review of tasks and verify all deliverables are met
High speed connectivity validation for support purposes
Turnover meeting to Technical Support

Introduction to Customer Success Representative
Client care relationship begins

Master Test Plan

SmartCOP will develop a master test plan that identifies and documents the modules, procedures,
schedules, and the equipment and facilities required for testing. SmartCOP will demonstrate the operation
of each contracted feature, function and interface simulating a live environment per the agreed upon test
plan, however testing will be completed by WVDOT project team. Testing is always conducted by key
stakeholders on the customer’s team with SmartCOP oversight. In our experience, Functional Testing
success and acceptance works best when the Agency is conducting the actual tests. SmartCOP will
provide WVDOT with Test Scripts to be used during the testing period. The agency project team will use the
test scripts to document all activities, errors, or issues.

Testing conducted will include:

e Unit Testing for all SmartCOP developed Forms, Reports, Interfaces, Conversions, Enhancements
and Workflows (FRICEW).

e Initial User Testing — Functional components testing
System Testing -ensuring that all modules within the system work seamlessly together

¢ Integration Testing — (detailed below) including data conversion testing to validate the system
components work end-to-end, including all external interfaces.

¢ Security Testing - to ensure all components in solution meet security requirements

* Performance Testing -to ensure system meets performance requirements (see below)

e User Acceptance Testing -test to demonstrate solution and all required components are meeting
functional, operational, and performance requirements.

SmartCOP Acceptance Testing Approach

Software acceptance testing is a critical activity that SmartCOP conducts in every implementation to
ensure overall customer satisfaction. The goat of this testing is to ensure that the software is
functioning as expected before the system is turned over to the end users (“Go-Live”).

SmartCOP approaches testing and user acceptance as a joint venture with the agency to ensure
satisfaction and successful implementation. User acceptance testing is often the final step in any
successful system implementation and is done to ensure that system requirements meet business needs.
We encourage WVDOT to set a testing time limit (i.e., 30 days) in order to ensure that the project stays on
schedule.

From product development to system implementation, SmartCOP adheres to solid quality assurance
principles to protect our client’s investments in technology. Our standards and repeatable
development practices help us provide our clients with quality products and services that consistently
meet or exceed expectations in terms of content, time frame, cost, and defect level. SmartCOP provides
quality assurance (QA) services that include developing a QA plan, monitoring project management
services, and reviewing design documents, test procedures, and conversion plans.

CRFP 0803 DOT2600000002 | 57

Confidential and Proprietary Information of SmartCOP, Inc.
March 12, 2026

Copyright ©2026 All Rights Reserved



WVDOT

/"FA )jﬁs m a rtfg; g‘is CRFP 0803 DOT2600000002
N

SE e Crash Reporting & e-Citation System

SmartCOP will work with WVDOT to develop and execute Functional, Performance and Reliability testing
with mutually agreed-upon Acceptance Testing results criteria throughout the implementation. The Final
Acceptance Test will include a satisfactory confirmation for each functional, performance and reliability
requirement included in the Contract prior to go-live. Acceptance test parameters will identify failures or
issues that arise during the reliability test period. During this period, the agency will continue to have
dedicated project management and support personnel available to assist with any issue.

SmartCOP will provide a test plan along with detailed test cases for each software module. The test
plan will be designed to demonstrate that all the functional requirements of SmartCOP’s proposal have
been met and are accepted by the agency. Test status, results, and sign-off are collected on each Test
Case document and maintained in an Acceptance Testing binder. Testing is always conducted by key
stakeholders on the customer’s team with SmartCOP oversight. In our experience, Functional Testing
success and acceptance works best when the Agency is conducting the actual tests. Any major
deficiencies that are identified during the testing will be resolved prior to Go-Live. Minor deficiencies are
typically noted and addressed after Go-Live once the project has transitioned into the Maintenance Phase.

The team works together to formulate a plan to test the data conversion, each software module, and
interface to ensure they meet the agency’s requirements. Testing activities occur throughout the
implementation project. SmartCOP will train the agency on how to use the software prior to user
acceptance testing.

The agency will be responsible for conducting the testing, with SmartCOP oversight, documenting the
results, and providing feedback to SmartCOP so that any issues identified can be addressed and corrected
before the system goes live.

Testing Failures: SmartCOP welcomes the opportunity to work with the agency to determine the
appropriate remedy to issues that arise during system implementation and acceptance testing. In the
event that the application does not meet reliability test period, SmartCOP will make every conceivable
effort to correct the issue and will not stop until it passes the reliability test period.

Functional Requirements Testing

SmartCOP will work with WVDOT to develop an agreeable functional test plan. The test plan will be
designed to demonstrate that all functional requirements of SmartCOP’s solutions have been met and are

accepted by the agency.

During configuration, each individual module and system function that is agreed to as part of the final
contract is tested as the system is configured. WVDOT will have the opportunity to confirm all solution
functionality prior to final system acceptance. SmartCOP will demonstrate the operation of each
contracted feature, function and interface simulating a live environment per the agreed upon test plan.
Should any feature, function, or interface fail testing, the error will be documented and classified. We have
provided an example of a Test Case in the Appendix. SmartCOP will work with WVDOT to resolve errors
prior to go-live.

Functional Testing begins after product delivery and configuration has occurred - prior to any
widespread user training. SmartCOP welcomes discussion with the agency on limitations of time for the
completion of testing. Itis in both party’s interest to limit time available for testing to ensure timely
implementation. However, we would encourage the agency to set a testing time limit in order to ensure
that the project stays on schedule.

In the event that a functional requirement cannot be met, SmartCOP personnel will meet with agency
personnel to capture intent of the requirement and discuss the SmartCOP interpretation of the
requirement and how our system handles the requirement. In the event that the interpretation differs,
SmartCOP will present deployment options to accommodate that align with system capability.
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Interface Testing

Interfaces are tested similarly to software functional tests. Each interface will have a test plan and
appropriate number of test cases written. Agency personnel along with SmartCOP will conduct the
test cases together. For example, interface testing will be conducted on NIBRS submission, CLERY, etc.,
to ensure data is flowing as required.

Interface Testing will occur once the system is in place to validate the required interfaces within the
system.

Performance Testing

Performance testing will be conducted at the successful implementation/completion of each module and
again when the full system has been successfully implemented. The performance testing is to ensure that
the system performs at the stated levels in the contract.

Simple time measurement device may be used to determine time-based events. For all other events, an
acceptance testing process can be provided and agreed upon in order to determine if standards are met.

SmartCOP will adhere to the agreed upon performance measures over the lifetime of the system, as long
as SmartCOP is hosting the production environment. Since our proposed system is an off-the-shelf
offering, we are continually enhancing the product with features and capability.

Performance testing will include testing system performance and operations to include:

¢ |nquiry and file maintenance functions
e Problem-free interoperability for hardware and software components

e Ability to for users to continue with system operations during back-ups and other system
administrative tasks. There will be times during major software upgrades/updates that might require
the system to be down. When this happens, SmartCOP wilt work with WVDOT to schedule a time thatis
desirable for the agency. However, most software updates do not require system downtime.

Software Installation and Configuration

SmartCOP provides comprehensive installation services for each of the product lines considered in this
proposal. We begin by deploying the AWS Gov/Cloud environment for both the production and test/training
servers, as well as provide recommended specifications for communication, and peripheral devices
needed for a successful implementation. Additionally, we can assist the IT staff with initial configuration
and setup of the peripheral devices. SmartCOP completes all software installation. We have seasoned
professionals with a wealth of experience for installing, configuring, and tuning our products to perform to
the agency’s environment. We have developed implementation tools, proven over time, to help deliver our
software solution to the agency. By means of both on-site (as needed) and remote installation, we can
efficiently and reliably install and perform base configuration of each software module.

The implementation timeline is dependent upon the agency identifying and assigning a project manager
that can make configuration decisions and implement them within the timeline defined. Once the contract
is signed, a Statement of Work is created outlining the responsibilities of both parties.
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2 Smart

Interface Development

In SmartCOP’s 25 plus years of operation, we have written and supported many connections. SmartCOP
Interfaces are developed and delivered during Phase 3-Configuration of the project plan.

Developing and deploying interfaces to 3" party systems is a team effort. SmartCOP will develop, deliver,
and test contracted interfaces as detailed in the project plan. WVDOT will need to provide network
connections so that SmartCOP can send and/or receive data from the 3™ party application. With bi-
directional interfaces, cooperation from the 3™ party vendor is usually required to make the two systems
communicate and send/receive data.

Interface development tasks include, but are not limited to:

¢ Initiation & Planning. Initiation activities will be covered within the overall project plan and
developed upon award and contracts.

* Requirements. Key contacts and data elements will be identified, confirmed, and mapped to the
application database.

e Installation/Construction. Interface program(s) will be developed, including transformation rules
(if any). lterative development and prototyping are used to ensure that interfaces function correctly
in a production setting. Unit, system, and integration testing will be conducted and then deployed
to production for system acceptance testing.

The system uses Microsoft SQL Server as the database software, version 2019+. Any reporting
engine capable of connecting to this database engine can be used outside of the application as
deemed necessary by the Agency.

e User Acceptance Testing Validation. Full production functionality will be confirmed with the
Agency.

The SmartCOP system contains an interface manager tool that allows personnel to manage interfaces that
are in place and changes that are necessary in their configuration. Additionally, the system is built on
Microsoft SQL server and therefore an open architecture. We work with our customers to gather data from
the system and integrate it with read-only 3™ party tools.

Data Conversion/Migration Methodology
Data conversion serves a vital part of the transition to the SmartCOP product suite.

Our specialized team of Database Administrators perform all data migrations in-house. Custom SQL
scripts are built for each customer conversion. SmartCOP works closely with the agency to conduct data
mapping from the client’s current system to the SmartCOP system. During the data mapping phase, all
elements that need to be converted are identified and then mapped to their respective fields in the new
system. All converted data is submitted to the agency prior to final migration for client validation. Any re-
work identified during the validation process is completed before the final conversion.

As part of this process, the agency assumes sole responsibility for providing SmartCOP with any and
all data or other information necessary to develop a data conversion plan and perform data
conversion. The accuracy, completeness, adequacy, and timeliness of the data and/or information
provided shall be the sole responsibility of the agency. SmartCOP shall have no duty whatsoever to
verify, test, or review any data and/or information provided that can feasibly be converted into the
SmartCOP applications as outlined in the data conversion plan. The verification and testing of the
accuracy and completeness of the converted data and/or information shall be the sole responsibility
of the agency.
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The amount of legacy data that can be migrated is determined by the agency. We caution the agency on the
impact that converting all legacy data has on space requirements. We look at the size of the data being
converted and provide the customer with the estimated space required on the cloud server to hold the
converted data and future growth.

During the actual conversion, we convert the legacy data from a copy of the legacy database or export to
an acceptable format in order to convert. Initially, to protect the legacy data and ensure it is converted
properly, we go through several rounds of validation. During validation, the customer identifies reports, of
their choosing, from the legacy system and compare those reports in the SmartCOP system to ensure
proper conversion. We also provide a mapping document that provides a table-to-table mapping of the
data from the legacy system to the SmartCOP system.

. .
Migration Strategy
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Migration Planning

¢ Data conversion begins with our personnel working with the agency point of contact to identify all
the elements to convert as well as an acquisition of a database diagram and entity relationship
diagram.

e The amount of legacy data that can be migrated is determined by the agency. We caution the
agency on the impact that converting all legacy data has on space requirements. We look at the
size of the data being converted and provide the customer with the estimated space required to
hold the converted data and future growth.

Source Data Preparation

e SmartCOP engineers map out where we believe the data should be placed in the database
structure.

e Agency performs backup/extraction of the data from legacy system and provides to SmartCOP.

e Engineers generate custom SQL scripts to perform the migration of data from one system to
another.

Data Mapping
¢ While data mapping occurs, our implementation staff will install the software on a validation (Test)
server in the cloud. It will be utilized by the client to verify data appears in the correct locations.
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Migration Development

® During the actual conversion, we convert the legacy data from a copy of the legacy database or
export to an acceptable formatin order to convert. Initially, to protect the legacy data and ensure jt
is converted properly, we go through several rounds of validation. During validation, the customer
identifies reports, of their choosing, from the legacy system and Compare those reports in the
SmartCOP system to ensure proper conversion. We also provide a mapping document that
provides a table-to-table mapping of the data from the legacy system to the SmartCOP system.

®* SmartCOP will run a unit test migration of the data (or g representative portion depending on size).

¢ Client representative will review converted datain a side-by-side comparison between legacy and
new system.

*  SmartCOP adjusts the transformation scripts and reruns the conversion.

® Client again reviews conversion and provides comments.

process.
Project Work Plan

The following project work plan has been created as a sample for WVDOT, A final approved project
work plan will be Created, after contracting, to include all contracted solutions and services. The timeline
start date will begin upon contract execution.
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7. PROJECT ORGANIZATION

Each SmartCOP project is managed with Executive Oversight by the Project Implementation Team. The
Project Implementation Team is led by a Senior Project Manager. The Project Team also includes
Business Analyst, Database Administrator, Trainers, and Developers. The SmartCOP Project Team is
comprised of talented employees who bring a wealth of knowledge, both technically and on the proposed
products and services. Not only does our team have superior knowledge of our solutions and services but
also on the Public Safety Software industry as a whole.

SmartCOP will assign a Project Manager (PM) to serve as the single point of contact for managing the
successful implementation of this project. The Project Manager is accountable to SmartCOP’s Executive
Oversight. The PM reports biweekly project status, accomplishments, obstacles, and items requiring
assistance to the Director of Professional Services. Monthly reporting occurs by both the Project Manager
and Director of Professional Services to SmartCOP’s Executive Vice President to ensure the project stays

on schedule.

The PM acts on behalf of SmartCOP to ensure all contractual deliverables are implemented in a timely
manner and to agency specifications. No subcontractors are envisioned for core project work; all work will
be performed and managed by SmartCOP personnel. Under the direct supervision of the Project Manager,
Trainers will provide user-level classroom training services.

SmartCOP empowers the PM to make the necessary decisions to ensure a successful project. As such, the
project manager has the ability and authority to obtain the necessary resources as needed. In other words,
should the project manager determine that additional resources are required to complete a certain portion
of the project; he/she has the necessary authority to acquire those resources.

We highly recommend WVDOT assign a point of contact (Project Champion) who is knowledgeable in law
enforcement as well as the agency’s business rules and workflow. In our past experience, a Project
Champion is a key ingredient to the project’s success. Secondly, we recommend WVDOT assign an
Information Technology Champion to serve as the technical contact/ liaison for the duration of the
project. Again, based on past experience, we have found these two can handle the majority, if not all, of the
necessary agency tasks required for the project. In the event that either champion needs assistance, they
have the ability and authority to delegate in the agency accordingly.

\ Executive Oversight
7oy, Con s Steven Williams
[ smantﬁ? Juan Fraga
Projact Team
Org Chart

Project Manager
Richard Loza

Business Analyst Database Admin Training Manager
Juan Fraga Chas Gray Vicki Floyd
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The core of the team is as follows:

SmartCOP Project Team

Executive Oversight | ¢ Provides leadership and guidance throughout the entire project.

¢+ Meets regularly with PM for project status updates, accomplishments,
obstacles, etc. to ensure the project stays on time.

Handles contract issues and resolutions.

Assumes responsibility for project communication to Key Stakeholders.
Participates in defining the project scope.

Coordinates Stakeholder review and approval of deliverables.

Provides direction to the team regarding Agency priorities and interests.
Assists in identifying and resolving issues, risks, and critical dependencies.
Participates with Project Team members in establishing requirements, as
necessary.

Participates in appropriate reviews.

Receives and acts upon escalated non-compliance items.

Assists in resolving delivery issues unresolvable at lower levels.

Ensures that business problems/issues are appropriately escalated and
resolved.

Project Manager

* S > ¢ ¢ 0|

> ¢ & >

Works closely with project team to document & understand the business
rules.

Consults and Documents any new processes identified for improvement.
Maps workflows to configure CCMS, Field Based Reporting, etc.

»

Business Analg-/s'.i

Coordinates Technical Team

Coordinates / Performs site check

Consults with customer on network requirements

Provides technical guidance for the project team.

Manages and oversees server hardware installation for production,
test/training, and disaster recovery servers.

Signs-off on environment and configuration solutions.

Provides technical input to change requests.

Is available for project deliverables conformance reviews.
Participates in work product reviews.

AWS GovCloud Server setup and Database sizing

Prepares, implements, and manages the CCMS database
Responsible for application software installation

Develops and maintains database objects (i.e., stored procedures,
functions, views, triggers, etc.)

Interface development and testing

Data conversions

Database
Administrator

* O ¢ & P e @

LA R N I S

SmartCOP developers work internally to develop new contracted interfaces
Develop any custom programming that is part of the contract

Developers

Provides input for requirements and communication as requested.
Participates in User Trainings.

Provides support to the Project Manager during the Business Process
Review & Gap Analysis.

Training Maﬁ-a_ger

¢ S| ¢ >
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Key Agency Stakeholders

Project Sponsor ¢ Assumes overall accountability of the Project.

Sets the objectives and scope of the project in collaboration with our Project
Sponsor.

Supports the Project Managers and Project Team.

L 4

Single point of contact for vendor project manager.

Assumes responsibility for project communication to Key Stakeholders.
Participates in defining the project scope.

Has decision-making authority

Attends all project status review calls with vendor project manager.
Participates in Business Process Review.

Guides the project and has ownership for final decisions for the Agency.
Coordinates Stakeholder review and approval of deliverables.

Fosters commitment of all project participants and departments.
Provides direction to the team regarding Agency priorities and interests.
Assists in identifying and resolving issues, risks, and critical dependencies.
Receives and acts upon escalated non-compliance items.

Assists in resolving delivery issues unresolvable at lower levels.
Ensures that business problems/issues are appropriately escalated and
resolved.

Project Manager

L B N R R S R R R R

Provides visible leadership and support for the project.
Communicates project messages throughout their organization.
Engages their staff to participate in the project where needed.
Works in collaboration with our Infrastructure Manager.
Provides technical guidance for the project team.

Signs-off on environment and configuration solutions.

Provides technical input to change requests.

Is available for project deliverables conformance reviews.
Participates in work product reviews.

IT Manager

Provides input to requirements and communication pieces as requested.
Assists with system configuration and implementation

Dispatch Participates in Business Process Review

Supervisors Participates in User Acceptance Testing, Training, and Implementation
Patrol activities.

Supervisors + Supports Agency leadership in communicating key project messages and
Personnel monitoring training.

Managers

Subject Matter
| Experts

® ¢ ¢ 4O S 6 & ¢ & ¢
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Executive Oversight

Steven Williams, Executive Vice President, PMP

Steven is a strong leader and manager with over 18 years’ experience working for
SmartCOP, Steven has worked his way up to becoming SmartCOP’s EVP. He earned
both an MBA and Master of Science, Information Systems from the University of
Colorado and holds a Project Management Professional (PMP) certification. Steve will
direct oversight to the SmartCOP Project Manager.

I | 2N Fraga, Director of Professional Services

_ ‘-' Juan brings a unique understanding and real-world public safety experience to his work

, y at SmartCOP based on his years as a dispatcher for the Pensacola Police Department.
28 "7 W Juan has been part of SmartCOP since 2001 and has served in many different positions.
')j" ™ As the Director of Professional Services, he manages the implementation team. He also
' serves as the CAD Business Analyst on the project.

Project Team Experience

The SmartCOP Project Team is comprised of talented employees who bring a wealth of knowledge, both
technically and on the proposed products and services. Not only does our team have superior knowledge
of our products and services but also of the Public Safety Software industry as a whole.

Project Manager

For each implementation, SmartCOP assigns an experienced Project Manager, who serves as the single
point of contact for managing the successful implementation of the project. The PM will have oversight
from our Executive Vice President, a certified PMP, and the Director of Professional Services. The PM
assigned is responsible for reporting project status, accomplishments, obstacles, etc., to the executives
on a biweekly basis.

Richard Loza will serve as the Project Manager for WVDOT. Richard has 30 years’ public safety
experience and is highly skilled project manager at managing complex public safety software installations.
As a Project Manager, Richard has been very successful managing projects for agencies large and small.
Richard is detail-oriented and methodical in his approach to every project he manages. His ability to
identify and resolve issues quickly to avoid risks to the project timeline can be accredited to his attention
to detail on every project. He will be a great asset for your agency as you transition to the SmartCOP
system. Richard holds a bachelor’s and master’s degree from the University of West Florida.

Juan Fraga will serve as Executive Oversight as well as the Business Analyst for this project. Juan has
been with SmartCOP since 2001 and he brings unique understanding and real-world experience based on
his years as a dispatcher for Pensacola Police Department. Juan served on the implementation teams for
Florida Highway Patrol, South Carolina Dept of Public Safety, Tennessee Wildlife Resource Agency, and
many more. Juan holds a bachelor’s degree from University of West Florida and is a retired US Navy Air
Traffic Controller.

Vicki Floyd will serve as the Training Manager for this project. Vicki will work closely with WVDOT project
team to develop a detailed training plan that will meet the needs of the agency. Vicki has 30 years’
experience with the Santa Rosa County Sheriff’s Office before joining SmartCOP in 2003. Vicki has
completed well over 100 training installations and has served as both a Project Manager and Training
Consultant on earlier projects. Vicki has worked on projects with FHP-Dept of Environmental Protection,
Colorado Parks and Wildlife, Gwinnett County Sheriff’s Office, and many others and will bring a wealth of
knowledge to this project. '
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Chris Gray will serve as the Database Administrator for this project. Chris has been with SmartCOP
since 2005 and has worn many hats within the company. As a Database Administrator, Chris is responsible
for coordinating the technical team, AWS GovCloud deployment, database sizing and setup, managing
production and training servers, developing interfaces, data conversions, maintains backups and disaster
recovery plans. Chris has previously worked on projects with FHP-Dept of Environmental Protection,
Montana Highway Patrol, Kansas Highway Patrol, Colorado Parks and Wildlife, and many more. Chris
holds an MS, Information Technology from Florida State University, and a bachelor’s in communication
arts from University of West Florida.

Project Team Resumes

Resumes have been included in the following pages.
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Steven Williams

Executive Vice President, SmartCOP
Executive Oversight

Summary of Qualifications

Steven is a strong leader and manager with over 18 years’ experience working for
SmartCOP. Starting in 2006 as a Project Manager, Steven has moved his way up in
SmartCOP to Vice President of Operations and now currently serves as Executive Vice
President. He earned both an MBA and Master of Science, Information Systems from the
University of Colorado and holds a Project Management Professional (PMP) certification.
Steven will provide direct oversight to the SmartCOP Project Manager.

PREVIOUS ROLES
+ Vice President Operations, SmartCOP - 2018 -2023
* Project Manager, SmartCOP - 2006 -2018
. Senior Program Manager, Lucent Technologies -2000-2006
. United States Army, Captain 1994-1999

PROJECT RESPONSIBILITIES

. Provide Executive Oversight to Project Manager
. Provide guidance and conflict resolution, if necessary
EDUCATION
* University of Colorado -Master of Science, Information Systems (MIS), 2003
University of Colorado- Master of Business Administration (MBA), 2002
* United States Military Academy at West Point, NY- Bachelor of Science, Political

Science / Systems Engineering (Dean’s List), 1994
Project Management Institute -Project Management Professional (PMP), 2005

. Stevens Institute of Technology -Certificate in Professional Program
Management, 2001
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Juan Fraga

Director of Professional Services, SmartCOP
Executive Oversight/Business Analyst

Summary of Qualifications

Juan brings a unique understanding and real-world public safety experience to his work
at SmartCOP based on his years as a dispatcher for the Pensacola Police Department.
Juan has been with SmartCOP since 2001 and has held various roles during his tenure
with SmartCOP. As the Director of Professional Services, Juan provides Executive
Oversight to the implementation team. Juan also serves as the Business Analyst on new
projects. As the Business Analyst for WWDOT, Juan will be responsible for understanding
and documenting WVDOT's business rules as well as consult on new processes and
applying best practices.

PREVIOUS ROLES
. Implementation/ Training Manager, SmartCOP

Juan was responsible for the development of all SmartCOP training
curriculum. Juan worked with the agency and project managers to coordinate
training schedules, determine training agendas, and develop training
manuals best suited for an agency's specific needs.

. IT Services Manager, SmartCOP

Juan was responsible for managing and maintaining Florida Highway Patrol
hardware and software infrastructure in support of SmartCAD and SmartRMS
systems. Juan oversaw a team that maintains 38 servers. Duties and
responsibilities included implementing disaster recovery and security
updates and patches. In addition, Juan is responsible for IT services at the
Santa Rosa County, FL Sheriff's Office.

PROJECT RESPONSIBILITIES

. Acts as Executive Oversight to provide leadership and guidance throughout
the project.

¢ Works closely with project team to document & understand the business
rules.

¢ Consults with customer and documents any new processes identified for
improvement.

¢ Resolves networking or system issues experienced by customers
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Assists in development of agency-specific reports

PREVIOUS PROJECT ASSIGNMENTS

. Florida Highway Patrol/Department of Environmental Protection
* South Carolina Department of Public Safety
. Florida Atlantic University
. Tennessee Wildlife Resource Agency
. Kansas Highway Patrol
. St. Augustine Police Department
. Virgin Islands Police Department
. Numerous Police and Sheriff Offices across the country
EDUCATION
* University of West Florida, Pensacola, Florida 1996 — Bachelor of Arts
* APCO Institute Inc., Daytona, Florida 1995 - Communications Training Officer
Instructor
* Pensacola State College, Pensacola, Florida 2012 - Educator Preparation Institute
3 U.S Navy -Navy Air Traffic Controller, 1981-1993
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Richard Loza

Project Manager, SmartCOP

Summary Qualifications

Richard has 30 years’ public safety experience and is highly skilled as a project
manager at managing complex public safety software installations. He came to work
at SmartCOP in January of 2023. He retired with 20 years of service from the United
States Navy as a Corpsman and EMT. During his service, he worked as an
Aerospace Medical Technician culminating with his assignment to the Navy Flight
Demonstration Squadron, The Blue Angels. Richard has also worked as an EMT/
Explorer for the Los Angeles County Fire Dept. and as a Dispatcher and Records
Clerk for the Pensacola Police Department.

As a Project Manager, Richard has been very successful managing projects for
agencies large and small. Richard is detail-oriented and methodical in his approach
to every project he manages. His ability to identify and resolve issues quickly to
avoid risks to the project timeline can be accredited to his attention to detail on
every project. He will be a great asset for your agency as you transition to the
SmartCOP system.

Richard will be the single point of contact for your agency and will assume
responsibility for project communications to the agency’s project team and the key
stakeholders. Richard has executive oversight from our Director of Professional
Services and our Executive Vice President (a certified PMP).

Previous Roles

+ Aerospace Medicine Technician & Safety Supervisor, Project Manager, EMT
Instructor, United States Navy, 20 years

¢ Los Angeles County Fire - EMT

+ Pensacola Police Department — Dispatcher & Records Clerk

PROJECT RESPONSIBILITIES

+ Assumes responsibility for project communication to Key Stakeholders.
¢ Participates in defining the project scope.
¢ Coordinates Stakeholder review and approval of deliverables.

¢ Has responsibility for managing the project timeline and ensuring the
project is delivered on time and on budget.
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¢ Responsible for identifying, documenting and resolving issues, risks, and
critical dependencies. Especially those risks that can affect the project
timeline.

¢ Provides direction to the team regarding Agency priorities and interests.

+ Participates with Project Team members in establishing requirements as
necessary.

¢ Participates in appropriate reviews.

+ Receives and acts upon escalated non-compliance items.

¢ Assists in resolving delivery issues unresolvable at lower levels.

¢+ Ensures that business problems/issues are appropriately escalated and
resolved.

PREVIOUS PROJECT ASSIGNMENTS
¢ Kansas Dept of Wildlife and Parks

-

North Carolina Ports Authority
+ Edgefield County Sheriff’s Office
¢+ Chattahoochee Police Department
¢ Cayce Police Department
+ Jackson County Detention Center
¢+ Midlands Technical College
¢+  Clinch County Sheriff’s Office/ TRI-County
+ Hinesville Police Department
¢ ..and more
EDUCATION
¢+ Coastline College — Associate’s Degree Healthcare Administration
¢ University of West Florida — Bachelor of Arts, Magna Cum Laude

+ University of West Florida -Master of Arts, Historical Archeology
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Chris Gray

Database Administrator, SmartCOP

Summary of Qualifications

Chris has been with SmartCOP since 2005 and held many different positions within the
company, starting as a Support Specialist providing customer support, progressing to a
Systems Analyst, then Customer Support Manager, and currently a Database
Administrator. Chris is responsible for database sizing and setup; he deploys AWS
GovCloud Hosting environment with Disaster Recovery. He develops and maintains
database objects. Additionally, he develops interfaces from SQL Server to other external
data sources, performs database tuning to improve application efficiency and
performance, maintain database backup and disaster recovery plans.

PREVIOUS ROLES
Systems Analyst, SmartCOP

. Perform initial setup and configuration of software products for public safety
agencies.

. Perform setup of Windows Server operating system and Microsoft SQL Server
for use in production environments.

. Assist with on-site go-live efforts, initial user training, and setting up peripheral

devices for new customers.

. Provide on-site and remote implementation of product updates.

* Provide top-tier support for software products, servers, workstations, and
mobile devices.

. Install server and network hardware for customers.

¢ Maintain standalone training environment, including servers and workstations,
for use by customers during training exercises.

. Assist customers with network, SQL, and workstation issues related to
SmartCOP applications

. Validate software releases from Company’s R&D team before customer
deployment.

. Other special projects based on Company needs.

Customer Support Manager, SmartCOP

Manage day-to-day operations of the Company’s end-user support desk.
Interviewing and hiring support desk staff.
Develop training materials and train support desk staff.

* & ¢ @

Ensure customer needs are being met.
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Perform routine statistical analysis of support request metrics.
All of the duties of the previously held Support Specialist position.

Support Specialist, SmartCOP

¢
*

Provide first-tier end user support for customers via phone and email.

Provide Quality Assurance testing and documenting bugs for resolution by
R&D team.

PROJECT RESPONSIBILITIES

* & & o o

> © > > S S @

*
L4

Coordinates Technical Team

Coordinates / Performs site check

Consults on network requirements

Provides technical guidance for team.

Configures and Manages AWS Cloud Servers for production, test/training,
and disaster recovery servers.

Signs-off on environment & configuration

Provides technical input to change requests

Available for project deliverables reviews.

Participates in work product reviews.

Prepares, implements, and manages JMS database

Responsible for application software installation

Develops and maintains database objects (i.e., stored procedures,
functions, views, triggers, etc.)

Interface development and testing

Data conversions

PREVIOUS PROJECTS

+

*

¢ ¢ &+ 6 > @

Florida Highway Patrol/ Department of Environmental Protection

Montana Department of Justice (Highway Patrol, Fish Wildlife and Parks, Motor
Kansas Highway Patrol

South Carolina Highway Patrol

Colorado Parks and Wildlife Enforcement

Tennessee Wildlife Resources Agency

Georgia Highway Patrol

Cayce Police Department

Crestview Police Department

...and many more

EDUCATION AND TRAINING

*
*
*

Florida State University - M.S., Information Technology
University of West Florida - B.A., Communication Arts
Indian River Community College - A. A, General Studies
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Vicki Floyd
Training Manager, SmartCOP

Summary of Qualifications

After 30 years of experience at the Santa Rosa County Sheriff's Office, Vicki joined
SmartCOP as Lead Training Consultant. Since 2003, she has trained new users on the
SmartCOP software system. Vicki utilizes her vast knowledge of the SmartCOP system to
ensure that clients are ready to use the solution on day one. Her many years of
supervisory experience in the industry have provided her with an in-depth understanding
of law enforcement operations and a unique approach to training our clients, now having
completed over 100 training installations.

PREVIOUS ROLES

. Implementation /Project Manager, SmartCOP

Provided oversight throughout the project on details related to staging the
system, communicating with clients and stakeholders, delivering systems and
equipment to site and overseeing installation and cut-over. Providing
documentation and planning services on projects according to current PMI
standards.

. Lead Training Consultant, SmartCOP

Provides in-depth training to administrators, trainers, and end-users of the
SmartCOP system, including onsite customer support and problem
resolution services related to training and education. Works with Project
Managers to ensure training is delivered ontime and meets customer
satisfaction expectations.

. Santa Rosa County Sheriff's Office
PROJECT RESPONSIBILITIES

. Provides input for system requirements and communication as requested.

¢ Reviews training plan to ensure it aligns with agency's goals.

. Participates in User Trainings.

. Provides support to the Project Manager during the Business Process Review

& Gap Analysis.
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PREVIOUS PROJECT ASSIGNMENTS

. Sumter County Sheriff's Office

. Monroe County Sheriff's Office

. Sumter County Sheriff's Office

. Colorado Parks and Wildlife Enforcement
* Florida Highway Patrol/Department of Environmental Protection
¢ Santa Rosa County Sheriff's

. Alachua County Sheriff's Office

. Gulf County Sheriff's Office

* Suwannee County Sheriff's Office

. Gilchrist County Sheriff's Office

. Columbia County Sheriff's Office

. And many more....

EDUCATION AND TRAINING

. FCIC/NCIC Certified Operator

. Limited Access Instructor Course

. IPTM Supervisor and Management of Communications Center

. IPTM Field Training and Evaluation Program

. Florida State University Public Records Management Course

. University of Delaware - Public Safety Radio Dispatchers Seminar

. Millersville University - Supervisory Principles
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8. PROJECT MANAGEMENT METHODOLOGY

Overview

SmartCOP’s project methodology focuses on utilizing defined industry and program management
best practices. We have extensive experience in implementing our solutions into complex public safety
agencies. In addition, each project is managed and implemented by highly qualified SmartCOP employees.

| SmartCOP methods are process-based and activity-based and include key roles based on the !:'-"“roject_|
Management Body of Knowledge (PMBOK) and the System Development Life Cycle (SDLC).

SmartCOP is experienced at implementing our public safety solutions in large state agencies and we have
found our approach has been successful in any size agency we work with. For every implementation, a
Statement of Work is created defining the work activities, deliverables, roles, and responsibilities along
with the timeline of the project. The Statement of Work will be reviewed and approved by both SmartCOP,
and the Agency project teams before any work commences.

SmartCOP sticks to a strict project timeline for each project, to ensure the project is completed on-time
and on-budget. The project timeline will be reviewed and approved by WVDOT.

Project Management Tools

With our extensive project management tools, processes, and technologies, we control each facet of the
implementation carefully. Each project is managed with:

< Project Management oversight

* Single Point of Contact

* Provides project oversight

e Handles issues and risk escalation

* Facilitates project escalations, as needed
¢ Assures project completion

<+ Extensive Project Planning (by the PM)
The SmartCOP Project Team will work closely with WVDOT to provide the necessary Project Plans.
Each project plan will require review and sign-off from the agency. Here are a list of Project Plans,
and tools used, that can be developed during the initial planning phase.
e Statement of Work — created in Microsoft Word and will provide detailed scope and
deliverables, project roles, and responsibilities for the deliverables.
* Project Plan will be created and managed in Microsoft Project/or MS Excel. The project plan
will detail tasks, ownership, timeline, milestones, etc.
v" Tracks all Phases and Tasks
v' Tracks milestones and durations
v' Documents personnel assignment and task ownership
* Requirements Traceability Matrix (RTM) — The PM will use the SmartCOP completed
Attachment A- Requirements worksheet to create an RTM in excel that document and track
each functionality requirement from testing to implementation and go-live.
®  Project Communication Plan
®* Microsoft Teams -used as remote meeting tools for weekly/bi-weekly project status
meeting with the agency.

» Status Reports - provided to agency after each project meeting to provide meeting
minutes and project status. Status Reports are normally delivered by email to the
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agency project team.
e Interface Pian
e Data Conversion Plan
* Acceptance, Functional, Reliability Testing Plan
* Training/Knowledge Transfer Plan
e Go-Live Deployment Plan
e Stakeholder engagement Plan
% lIssue Log and Resolution Tracking

* Action Item Register - analyzes & identifies project risks in Microsoft Excel
* Formaltool for opening, assigning, tracking, and closing issues

< Change Management Plan
* Formal process for requesting changes
¢ Requires approvals and signoff
* Documents material changes to solution, timeline, and project scope

All changes that occur throughout the project will be managed through SmartCOP’s Change
Control Process. The SmartCOP Project Manager will document all requested changes and
evaluate associated impacts to the project’s scope, schedule, and cost. Both parties will have a
joint meeting to discuss the change. Upon agreement, the Change Order will be approved by both
parties, and the change will become part of the project. If agreement by both parties does not
occur, the change will be dismissed.

All changes are:
e Documented and given a control number
e Evaluated to determine associated impacts to the project’s scope, schedule, and cost
e Change is either accepted or rejected based upon mutuat agreement
® Accepted changes are annotated on a Change Order which is jointly agreed to in writing

between SmartCOP and [Agency] prior to the change taking place
¢ Change is incorporated into project plan and executed

** Risk Management Plan
e The Project Manager will keep an Action ltem Register to track all project issues and
ownership. The register will be managed in Microsoft Excel. SmartCOP will work closely
with the County to tailor this methodology for your unique requirements.

As previously detailed, SmartCOP will assign a Project Manager (PM) to serve as the single point of
contact for managing the successful implementation of this project. The Project Manager is accountable
to SmartCOP’s Executive Oversight. The PM reports biweekly project status, accomplishments, obstacles,
and items requiring assistance to the Director of Professional Services. Monthly reporting occurs by both
the Project Manager and Director of Professional Services to SmartCOP’s Executive Vice President to
ensure the project stays on schedule.

We highly recommend WVDOT assign a point of contact (Project Champion) who is knowledgeable in law
enforcement as well as the agency’s business rules and workflow. In our past experience, a Project
Champion is a key ingredient to the project’s success. Secondly, we recommend WVDOT assign an
Information Technology Champion to serve as the technical contact / liaison for the duration of the
project. Again, based on past experience, we have found these two can handle the maijority, if not all, of the
necessary agency tasks required for the project. In the event that either champion needs assistance, they
have the ability and authority to delegate in the agency accordingly.
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Deliverables not Completed by Initial Go-Live

SmartCOP’s goal is to have all deliverables completed and tested by the initial go live. However, there are
times when this may not be possible without delaying the go-live date. WVDOT will decide how they wish to
proceed, should there be a risk to the project timeline.

Factors that can create a delay are usually due to no fault of SmartCOP and include:

— Interfaces. If interface development relies on assistance of the 3™ party vendor (as is the case with
bi-directional interfaces) delays can occur, based on their availability. WVDOT will have the choice
to stick to the timeline and go-live without the interface or extend the timeline until the interface

can be completed.

— Data Conversion. Data conversions are usually completed within the project timeline, as long as
SmartCOP can receive the data files in a supported format in the time agreed too. If the legacy
vendor has to be involved to extract the data from the legacy system, this can create delaysin
meeting the project timeline. It is our goal to have all data converted and tested prior to Go-Live.
Sometimes agencies request a “catch-up conversion” be performed to capture all the data that
was entered between the “cut-off” date and the “go-live.” The SmartCOP Project Manager can
discuss this further with the WVDOT project team.

Customization. SmartCOP provides a COTS solution, however, should WVDOT require any custom
development (outside of interfaces), we will work to fit this into the existing project timeline.
However, if development is extensive, it will extend the project timeline, WVDOT can make the
decision to deliver after go-live, if so desired.

CRFP 0803 DOT2600000002| 70
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9. TECHNICAL TRAINING AND KNOWLEDGE TRANSFER

SmartCOP utilizes several methods of knowledge transfer to ensure our agencies are armed with the
appropriate knowledge, skills, and information to successfully use our solutions. These methods include
hands-on training on a system configured for WVDOT, go-live support, training manuals, user operator
manuals, support bulletins, release notes, and refresher training.

Training Methodology

Professional training is one of the largest contributors to successful implementation. An effective and
accurate training plan ensures that your staff will have all the tools they need to be successful with the new
solution. SmartCOP provides comprehensive training for law enforcement and public safety agencies to
ensure a successful implementation.

SmartCOP provides interactive, hands-on training to educate system users, system administrators, and
maintenance personnel for our software suite. SmartCOP provides all instructional materials,
presentation media, and course instructors.

Each Lead Trainer is an experienced law enforcement instructor and current user of the specific software
product and is responsible for the effectiveness and administration of the training. Each trainer’s
experience as a daily end-user of the SmartCOP system in their respective agency allows them to provide
real-world expertise in the classroom.

Prior to Go-Live, we recommend each end-user and administrator undergo comprehensive, hands-on
training for each software application they will use or administer. We will work with your team throughout
the training process to refine, enhance or modify proposed training in order to meet the agency’s needs
within the parameters of the contract.

To minimize interference with work schedules, SmartCOP provides on-site training utilizing the agency
training facility. This simplifies training for all employees and eliminates their need for travel while offering
flexibility to accommodate shift schedules.

Agencies are encouraged to provide a computer lab environment that willaccommodate 10 to 25
students. The computer lab environment allows students to experience hands-on learning for the
hardware and data specific to their agency. Live, hands-on learning enhances the implementation
process.

Types of Training

System Administrator

i Train-the-Trainer End User Training
Training

» System Maintenance * Optional ¢ Hands-on * Op}ti_orial Fe, ieta :

Utilities » Subject Matter e End user application » Follow-up With, s
* Security Concepts Experts training _advanced features . %
* Hardware operation o Train Others * Integration with '« Web conference <"

and Backup o Maximize other applications Straining - 5o
Procedures Effectiveness * User configurable L e Ey
* System features and settings and
configuration preferences
¢ Failure Mode » Ga-live Support
Procedures
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System Administrator training includes the following:

This training provides system administrators the information needed to configure the SmartCOP system,
setting up and maintaining code tables, security concepts, managing users, granting user access
privileges, backup procedures, and failure mode procedures. This training is limited to no more than ten
(10) participants.

e Administrator training on system maintenance utilities, hardware operation, security concepts, system
features, backup procedures, and failure mode procedures

* Application software features and integration with other applications
® System operation recovery

e Backup creation and maintenance

End User Training

SmartCOP provides onsite end-user training classes in an agency provided classroom for up to 25 people.
End-user training prepares users for the new software system and is relevant to each user’s position.
Training will consist of hands-on training on installed SmartCOP applications for each employee based on
their role within the agency. Training is completed on an agency training system that has been
configured specifically for the agency to enhance the learning experience and retention. The training
will include the following:

® Functional user training on each application

e Operational training on system orientation and familiarization

* Application software features and integration with other applications

* User configurable settings and preferences

Train-the-Trainer

The train-the-trainer format is conducted for a small, selected group of users, and many times these
trainers are agency-certified. This training is more in-depth than end-user training so that your trainers will
be prepared to conduct training and assist others once the system is live. SmartCOP recommends using a
Train-the Trainer approach for the phased implementation and training field officers around the state.

After the initial pilot, agency trainers will conduct training with LE agencies around the state on the use of
SmartCOP’s Crash Reporting and e-Citation Solutions, as they come onto the system. In our cost
proposal, we have priced for train-the-trainer training sessions.

Video Based Training

SmartCOP will provide video-based (how to) training videos as a supplement to classroom training that
can be used to train new users/agencies and for refresher training. SmartCOP will record the live training
sessions that are conducted at WVDOT training facilities.

Refresher Training

SmartCOP provides continued training and training assistance to agencies after implementation. Optional
training sessions may be structured at fixed periods after implementation; for instance, “refresher” or
“expert” training 90-days after initial Go Live. This optional refresher training is an abbreviated instruction
covering functionality and user commands to enable the user to become comfortable using the new
system. Refresher training is normally provided via a web conference with our client success team.

Expert (advanced) user training is also available for those users ready to take their software knowledge to
the next level. It provides more detailed functionality and system capability.
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SmartCOP also provides release bulletins that define changes or enhancements to the affected products.
We offer online web-based training and additional on-site user training for advanced product functionality.
Additional training must be mutually agreed upon and is based on pre-defined or negotiated contractuatl
obligations.

Training Class Description

Each user training session consists of one Lead Trainer and assistant trainers
based on the required student/trainer ratio. During those training sessions, the Training will
trainers utilize real-life experiences and scenarios in order to enhance the

be conducted

training experience.
A Certificate of Completion will be awarded upon successful completion of on a system
each training class. The Training Module in SmartADMIN tracks and records thatis
information about employee training, educational background, certification, ficall
and experience. Training records are maintained to ensure agency employees Speéciiica Yy
remain current in their training requirements. The Training module can generate Configured
lists of all personnel that are nearing their re-certification dates.
Typically, end-user training times are: fOr

* 911 Communications/Dispatchers — 8 hours (1 day) WVDO T

* Patrol Officer — 4 hours (1/2 day)

® Records Clerk/Investigators — 8 hours (1 day)

o Corrections Officer - 8 hours (1 day)

e System Administrator —4 hours (1/2 day)

Mutltiple training sessions are scheduled to accommodate shift schedules. SmartCOP will work with your
team throughout the training process to refine, enhance or modify proposed training in order to meet
the agency’s needs within the parameters of the contract.

SmartCOP is committed to providing continued training and training assistance to customer agencies after
implementation. To accomplish this, SmartCOP will provide product release bulletins or training bulletins
that define changes or enhancements to the affected products. Additionally, help files are updated with
each software release and contain all the latest enhancements and features.

AlULSmartCOP training classes emphasize hands-on learning in a classroom setting.

Core application training will be conducted from a training server configured for WVDOT.

With the exception of the System Administrator training, each class can accommodate from 10to 25
participants.

Itis recommended that no more than 10 students attend the System Administrator class.

Software user manuals will be provided, in digital format, to the customer agency prior to training for
printing and class distribution.

Attendees will be required to sign in at the beginning of each class to verify attendance.

e Trainers will conduct training in three parts:

1. Interactive demonstration and lecture as the student follows along.

2. Discussion and case studies.
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3. Scenario-based practicum, requiring the student to successfully demonstrate software
functionality.

® Successful completion of the scenario-based practicum will be documented by the trainers for each
student to show successful completion of training.

¢ Classes will be 50-minute segments with a 10-minute break unless another format is requested by the
agency.
* Course critiques will be provided to each student at the end of the training course in order to receive

feedback from students. These critiques will be utilized to improve instruction for future classes and
validate current training techniques.

Training Material

Training materials that are available for SmartCOP’s software products include a combination of
PowerPoint presentations and PDF files. Additionally, we provide a checklist document for the software
products agency personnel are trained on prior to Go Live.

SmartCOP will provide training materials and user manuals. Additionally, the SmartCOP Support Portal
contains a large library of information available to the County.

SmartCOP will provide training material that is tailored to WVDOT, and the specific configuration,
requirements, and functionality required.

Material provided during implementation is typically both electronic and hard copy. Material through the
SmartCOP Support Portal is electronic.

Test Database

SmartCOP will provide a training system that utilizes the agency’s data. The training system operates
stand-alone and mirrors the live system. It can be utilized to test configuration changes before
implementation as well as provide a place for users to practice and train on system features and functions.

Online Training

The private user’s area on our website, www.smaricop.com, includes additional interactive forums,
greater access to training videos, information about upcoming releases, and the ability to download
technical and user documentation. This area is available only to SmartCOP customers.

Training After Implementation

SmartCOP provides continued training and training assistance to agencies after implementation. To
accomplish this, SmartCOP will provide product release bulletins or training bulletins that define changes
or enhancements to the affected products. Additionally, help files are updated with each software release
and contain all the latest enhancements and features. We can also structure optional training sessions at
fixed periods after implementation; for instance, “refresher” or “expert” training 90-days after initial Go-
Live.

Expert (advanced) user training is also available for those users ready to take their software knowledge to
the next level. It provides more detailed functionality and system capability.
Web Conferencing Training

SmartCOP will schedule Web Conferencing Training (Webinars) through the Project Manager at the
agency’s request. Refresh Training is also available, upon request.
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Training Plan - Pilot Phase

The following Training Plan details the type of onsite classes ang go-live support SmartCOP has
included in our Cost Proposal. If the agency feels they need additional training, beyond these needs,
we will be happy to discuss further.

Phase | - Pilot - Training Plan

Personnel | Number"
Recommended Expected to of
Training Number : Attend’ classes/
Class/Description of Participants | Location Training " Days Hours -
Train-the-Trainer 10 Max per Onéite - Agéncy k 5 ' 8 hours/class
Sessions w/ CCMS Class Classroom | training staff classes
components
Field Based Reporting - | 10 Max per Onsite - Agency field 8 6 hours/class
Train-the-Trainer class Classroom | training staff classes
CCMS - Supervisor 10 Max per Onsite - Agency 5 4 hours/class
Training class Classroom | supervisors classes
One-on-One Mobile Determined by | Onsite Mobile 6 4 hours/class
Administrator Training | agency Administrators | classes
ESRI/GIS Map Package | 1-5 max Onsite ESRIl or LRS n/a n/a
Consultation (Location agency
Referencing System) administrator
SmartADMIN Module- | 10 Max Per Onsite - System 3 4 hours/class
User Training Class Classroom | Administration | classes
Staff

Analytics & Reporting 10 Max per Onsite - Agency 3 4 hours/class
Training class Classroom | supervisors classes
SmartADMIN One-on- n/a Onsite System 1 class 4 hours/class
One Administrator Administrator
training
Go-Live On-site n/a Onsite 6 Days
Support
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10. SMARTCOP CUSTOMER REFERENCES
1. Florida Highway Patrol

Agenciesinclude: | Highway Patrol, Commercial Vehicle Enforcement, Capital Police, Fish & Wildlife
Conservation, State Fire Marshalls, Office of Agriculture Law Enforcement,
Lottery, and Department of Environmental Protection.

Address 2900 Abélachee Parkway, Tallahassee, FL 32399

Contact Joel Slanco )

Phone: 850-617-2463 )

Email Address: joelslanco@flhsmv.gov o

Solutions Used Computer Aided Dispatch, Mobile Data System, Field Based Reporting with
eCitation and eCrash reporting, Records Management System, Analytics and
Reporting.

Size 5,000+ Users with 3,001 sworn officers

Project Details

FHP has been a customer of SmartCOP since 2003.

SmartCOP has won 2 additional competitive bids with FHP following a competitive RFP process. In
2023, SmartCOP contracted with the State of Florida Highway Patrol to provide a consolidated
Statewide CAD system with AVL mapping system. SmartCOP also provided FHP with hosting services at
a SmartCOP data center with Disaster Recovery in the Cloud for redundancy. SmartCOP’s integrated
public safety solutions is the preferred vendor for the State of Florida.

SmartCOP has provided the State with its very first electronic: Single consolidated CAD with AVL and
Mapping system; Officer Activity Reporting and Tracking System; Traffic Crash w/ Integrated Evidence
Submission; Uniform Traffic Citation; Radar & Equipment Log; Traffic Stop Data Report; DUI Citation;
Traffic Warning; Resource Citation; FIBRS/NIBRS Incident Report w/ Integrated Evidence Submission,
and many more reports. SmartCOP is a true partner with FHP. A major component of that partnership
includes continually adjusting to the evolving requirements and needs of the Department.

Field Based Reporting -SmartCOP provided FHP with a Field Based Reporting system that combined all
the forms for the State of Florida into a single software solution to meet the needs of the State.
Outcomes includes: the ability to work on any report or form offline; the ability to manage
configurations of the 67 Florida Counties; the unique Boating, Traffic and Resource violations;
local/regional configurations and state level configurations; the ability to easily manage and audit issued
numbers with no loss or errors; the ability to configure a validation component to ensure data integrity
for each form or report. This new system proved to be integral in allowing the consolidation of the FDOT
MCCO into the FHP CVE, and the expansion of technologies at the officer report/form level to be
completed successfully.

RMS: SmartCOP continually provides the State of Florida with new enhancements and products as they
are developed. Examples of this development includes SmartCOP’s delivery and implementation of a
statewide Evidence system that greatly reduced officer reporting time, a Commercial Citation Payment
System that resulted in a real time Hotlist, and Activity Reporting that improved data collection while
greatly reducing officer administrative reporting time.
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SmartCOP provided the State of Florida with its very first electronic:

Statewide CAD System,

Traffic Crash Report

E-Citation (Including traffic and DUI)
Citizen Demographic Report

Commercial Vehicle Enforcement Citation
Incident Report

Boat Accident Report

Boating Citation

Booking/Arrest Report

FHP writes hundreds of thousands of eCrash and eCitation reports each year.
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2. Georgia Department of Public Safety

Agencies include:

Highway Patrol, Motor Carrier Enforcement, Capital Police, Department of
Natural Resources, Department of Agriculture and Forestry Commission.

Address

600 West Peachtree St, Atlanta, GA. 30308

Contact

Capt. Brian Screws
Ph: 404-430-8354
bscrews@gsp.net

Solutions Used

Computer Aided Dispatch, Mobile Data System, Field Based Reporting with
eCitation and eCrash reporting, Records Management System, Analytics
and Reporting.

Size

2,000 sworn officers/state troopers, 2,500 mobile users

Description

In 2008 Georgia State Patrol selected SmartCOP to provide a CAD, RMS, FBR
and Mobile system for their Patrol. In 2017 and in 2022, the contracts were
renewed for another 10 years.

CAD/Mobile Solution: A completely electronic dispatch solution for nine (9)
statewide communication centers that allows GSP to dispatch 2,000 users.
The solution provides GSP with the ability to monitor each of the 9 regional
areas. Troopers can self-dispatch across each region as they travel across
the state. The solution provides dispatch with the ability to monitor each
region to include the use of ESRI mapping and AVL for visibility of CAD call
and unit locations.

SmartCOP provided the State of Georgia with its very first electronic public
safety solution:

CAD system - Georgia Department of Public Safety (DPS) previously used a
paper-based dispatch system. SmartCOP transitioned nine (9) statewide
communication centers to a CAD system

RMS/ Field Based Reporting System - all reporting was previously paper
based.

SmartCOP provided the State of Georgia with its very first electronic public
safety solution:

Traffic Crash Report  Boating Citation
Traffic Citation Resource Citations and Warnings
Incident Report And many other more

Boat Accident
Report (BARD)

GA Department of Natural Resources (GA DNR) was completely paper
based prior to SmartCOP implementation. The project allowed GA DNR to
migrate to its very first electronic:

Confidential and Proprietary Information of SmartCOP, Inc. CRFP 0803 DOT2600000002| 78

Copyright ©2026 All Rights Reserved

March 12, 2026




\ , - WVDOT
P o %s m a ﬂ CRFP 0803 DOT2600000002
}\ Crash Reporting & e-Citation System
Hunting Accident Incident Report
Report

And many other reports.
Boating Accident
Report

Boating Citation
GDPS writes over 50,000 crash reports and 150,000 citations each year.
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3. State of Montana / Montana State Patrol

|7\gencies include: Statewide Crash Reporting, Highway Patrol, Department of Transportation,—[
Fish, Wildlife & Parks

Address 303 N. Roberts, Helena, MT. 59620-1405
|

( Contact Chan Barry

Ph: 406-444-3954

| Email: CBarry2@mt.gov

f?olutions Used Computer Aided Dispatch, Mobile Data System, Field Based Reporting with |
eCitation and eCrash reporting, Records Management System, Analytics

and Reporting, and Mobile Driver’s License (mDL).

hize 600 sworn officers across all agencies, 400 mobile users

Description In 2007, Montana Highway Patrol selected SmartCOP to provide a CAD,
( RMS, and Mobile system for the Patrol. The MHP has approximately 235
troopers that patrol 147 thousand square miles of Big Sky Country. The
original implementation in 2007 included a statewide CAD, and Mobile
Computer Terminals for 400+ users. By 2009, the full RMS and Field Based
Reporting modules were implemented providing the full CAD, RMS, and
Mobile solution for the patrol. Additional projects provided web-based
traffic crash as well as onboarding Montana DOT, Dept of Fish, Wildlife, &
Parks.

The State of Montana was the first state in the country to achieve a 100%
MMUCC compliant traffic crash report. The Montana solution is deployed
from a single data center instance supporting all statewide CAD, RMS, and
Mobile connectivity needs.

‘ In 2012 a statewide crash reporting solution was deployed for use by all
local agencies. Those agencies that have their own record management
‘ system can transmit their reports to the state repository.

In 2025, Montana implemented SmartCOP’s Mobile Driver’s License
solution which allows troopers to use their IPhones to capture mobile
driver’s license information and populate crash and citation reports.

Outcomes

SmartCOP was successful in delivering the MHP project on-time, within

| scope and on-budget. Successful outcomes include delivering a CAD
system that is in use by 4 different state agencies; delivering an integrated
RMS/FBR for MHP with the first electronic citation; a new crash report
system; a means of capturing trooper activity electronically. MHP project
was a success that then led to 3 other state agencies implementing the
system.

SmartCOP provided the State of Montana with its very first electronic:
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Traffic Crash Report (For all

Boating Accident Report (meets all

agencies in state) BARD standards)
Incident Report Boating Citations ang Warnings
E-Citation (Notice to Appear) Resource Citations and Warning

Activity Reporting
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I. Exceptions to West Virginia RFP, General Terms and Conditions, Cloud Addendum

EXCEPTIONS AND CLARIFICATIONS: The Solicitation contains the specifications that shall form the
basis of a contractual agreement. Vendor shall clearly mark any exceptions, clarifications, or other
proposed modifications in its bid. Exceptions to, clarifications of, or modifications of a requirement or
term and condition of the Solicitation may result in bid disqualification.

Exception Response
Proposer reserves the right to negotiate modifications to the terms in the below mentioned sections of the
RFP. Modifications will be mutually acceptable and agreed to by all parties to the contract. Proposer notes
the following sections of the RFP as particular areas of concern/exception:

1. Section 22. Exceptions and Clarifications

Exception: Proposer wishes to clarify that Proposer’s submission of a proposal and signature of RFP
documents shall constitute acceptance of, and intent to comply with, all of the RFP’s terms, conditions,
requirements, and instructions subject to Proposer’s exceptions and required modifications. Proposer
expects that any contract resulting from this RFP process will be duly negotiated.

2. Section 1. Contractual Agreement,

Exception: As stated above, Proposer expects that any contract resulting from this RFP process will be duly
negotiated. Proposer takes exception to Proposer’s signature on its bid signifying Proposer’s agreement to
be bound by and accept the terms and conditions of the sample Contract.

3. Section 6. Emergency Purchases

Exception: Proposer reserves the right to further discuss and negotiate this section with Customer.

4. Section 8. Insurance

Exception: Proposer reserves the right to further discuss and negotiate with Customer. The limits of
insurance are arranged by our parent company, Constellation Software Inc., for the benefit of its various
entities and subsidiaries. Proposer is willing to review the insurance requirements of the resulting contract;
however, coverage should be limited as agreed upon by the parties. Proposer will provide a copy of its
Certificate of Insurance upon award and upon contract signing. Any certificate of insurance shall state the
insurer shall endeavour to give Customer at least 30 days written notice prior to any cancellation of the
policy. Proposer clarifies that it will provide notice pursuant to standard market practices and it reserves the
right to negotiate mutually agreeable terms with Customer.

Further, while Proposer possesses the requested policies and applicable limits, Proposer reserves the right
to consult its insurance broker to ensure it can comply with specific insurance requirements.

5. Section 10. Venue

Exception: Proposer requests that in the event of a dispute, the venue of any actions would be federal courts
given the nature and subject matter of the contract, and if subject matter jurisdiction is lacking, the venue
should be in state courts for the indicated jurisdiction.

6. Section 11. Liquidated Damages

Exception: Proposer takes exception to section 11 and requests its deletion. Proposer’s standard policy is
that it does not agree to liquidated damages of any nature or penalties akin to liquidated damages, as it is
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Proposer’s experience that there are many variables beyond Proposer’s control that could impact the timing
of delivery/performance (such as availability of Customer officials, internal Customer procedures, etc.).

7. Section 12. Acceptance

Exception: Proposer takes exception to section 12. As stated above, Proposer expects that any contract
resulting from this RFP process will be duly negotiated. Proposer takes exception to Proposer’s signature on
its bid signifying Proposer’s agreement to be bound by and accept the terms and conditions of the sample
Contract. Proposer’s submission of a proposal and signature of RFP documents shall constitute acceptance
of, and intent to comply with, all of the RFP’s terms, conditions, requirements, and instructions subject to
Proposer’s exceptions and required modifications.

8. Section 13. Pricing

Exception: Proposer reserves the right to further discuss and negotiate this section with Customer.

9. Section 18. Funding

Exception: Proposer requests no less than ninety (90) days notice of termination for non-appropriation of
funds.

10. Section 19. Cancellation

Exception: Proposer reserves the right to negotiate this clause to effect a reasonable standard to the
determination as to whether the Proposer is in breach of the contract. Also, Proposer should be permitted a
reasonable period of time to cure a breach (minimum of 30 days).

11. Section 20. Time

Exception: Proposer generally objects to “time is of the essence” clauses — standard termination rights with
a cure period should apply and unforeseen delays can be dealt with via a change order process.

12. Section 27. Assignment

Exception: Proposer’s standard policy is it agrees it will not assign, sell or transfer the contract without the
prior written consent of Customer, which consent Customer shall not unreasonably withhold, except that
Proposer may assign its interest in this Agreement in connection with a merger or other business
combination in which Proposer is not the surviving entity, so long as the assignee agrees to fully abide by
and accept all provisions under the Agreement.

13. Section 28. Warranty

Exception: Proposer reserves the right to negotiate any warranties related to software and implementation
services in any resulting agreement(s) from this RFP process. Proposer’s standard warranty is that the
services will be performed in a professional and diligent manner by personnel who are competent in
performing their individual tasks and that the software will substantially perform as described in the
software documentation for a period of ninety (90) days from Completion of Services if the software is used
in accordance with the documentation (which for the purposes of the warranty, includes the Functionat
Requirements as stated in the Statement of Work), the terms of this applicable license agreement. To the
maximum extent permitted by law, Proposer specifically disclaims all implied warranties, including any
warranties of merchantability or fitness for a particular purpose; that the Customer's use of the services and
software will be uninterrupted or error-free; nor that the services, software, documentation and/or the
information obtained by the Customer through the services, software and/or documentation will meet the
Customer's requirements.
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14. Section 30. Privacy, Security, and Confidentiality

Exception: Proposer reserves the right to further discuss and negotiate this section with Customer.

15. Section 31. Your Submission is a Public Document

Exception: Proposer requests notification of any requests for public disclosure of any of Proposer’s
proposals, responses, inquiries or correspondence related to this RFP prior to the Customer making said
disclosure. Proposer further requests that any trade secrets, confidential or proprietary information of
Proposer’s not be disclosed, unless requested under court order, including but not limited to Proposer’s
software, know-how and implementation procedures.

16. Section 35. Vendor Relationship

Exception: Proposer takes exception to the indemnity contained in the second paragraph of section 35 and
requests the deletion of that paragraph in its entirety.

17. Section 36. Indemnification

Exception: Proposer takes exception to the broad-based nature of the indemnity contained in section 36
and reserves the right to further discuss and negotiate any indemnity with Customer. Proposer’s standard
policy is to agree to defend the Customer against any third-party lawsuit arising out of injuries to persons,
death, and damage to tangible property arising from the gross negligence or willful misconduct of Proposer
and its employees, agents or independent contractors while on the customer’s premises and Proposer will
pay costs and damages that a court finally awards in such suit or that are agreed upon in settlement thereof.
If the Customer or any third party has caused or contributed to a third-party claim, then Proposer will only
indemnify the Customer up to the amount Proposer is deemed responsible. To the extent permitted by law,
such obligation is conditioned upon mutual indemnification from the Customer. Each party’s obligation in
this regard is also contingent upon the other party cooperating in the defense of such lawsuit and allowing
the party defending such lawsuit to settle any claim if the settlement does not admit liability, restrict use of
the licensed/purchased items or require monetary payment from the protected party. In no event shall
Proposer, or its supplier’s, aggregate liability to the Customer for damages of any hature exceed, in the
aggregate, i) the services fees paid by the Customer to Proposer pursuant to the relevant Statement of Work;
ii) the license fees paid by the Customer pursuant to this agreement, and iii) the amount of support and
maintenance fees actually paid by the Customer to Proposer under this agreement during the then-current
term (which shall in no event be greater than twelve (12) months) of the agreement up to an including the
date of termination.

18. Certification and Signature

Exception: As stated above, Proposer expects that any contract resulting from this RFP process will be duly
negotiated. Proposer takes exception to Proposer’s signature on its bid signifying Proposer’s agreement to
be bound by and accept the terms and conditions of the sample Contract. Proposer’'s submission of a
proposal and signature of RFP documents shall constitute acceptance of, and intent to comply with, all of
the RFP’s terms, conditions, requirements, and instructions subject to Proposer’s exceptions and required
modifications.

19. General Exception

Exception: As a general note, Proposer anticipates that the resultant agreement shall be based on
Proposer’s and industry norm standard agreements for software licensing and maintenance or SaaS
agreements, as applicable, and that the resultant agreement between the Proposer and Customer should
include provisions typically seen in these types of software agreements, including: appropriate licensing
terms, limitation of liability (which will be at one (1) times the contract value, will apply to indemnities, and
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shall not include damages related to indirect, consequential, special or aggravated), warranty (as per the
restrictions above), license use and restrictions (such as copying restrictions, User restrictions and reverse
engineering type restrictions), mutually acceptable acceptance terms, payment terms (including the use of
milestones for payment and license fees paid up front), maintenance terms, approved Statements of Work,
and other provisions typical in software license/support/service and Saa$S agreements and that the absence
of any clauses in Customer’s RFP will not affect Proposer’s ability to negotiate such clauses and to make
necessary modifications to include such clauses.

Attachment D State of West Virginia Cloud Addendum/ Software as a Service Addendum

Proposer reserves the right to further discuss and negotiate the terms of the Software as a Service
Addendum.

20. Section 1. Definitions, ‘Data Breach’ & ‘Security Incident’

Exception: Proposer takes exception to the inclusion of "suspected" incidents or events where the provider
“reasonably believes" a breach occurred within the definition of reportable events. To avoid false positives
and unnecessary escalation, Proposer provides notification only in respect of confirmed Security Incidents
and Data Breaches. The definitions and reporting obligations must be updated to reflect "confirmed" status
rather than "reasonable belief."

21, Section 2. Data Ownership

Exception: With respect to the first sentence of Section 2, Proposer clarifies that it does not grant any
ownership rights to Customer in respect of its intellectual property, including in its software and
documentation. In accordance with industry standard software licensing agreements, Proposer would grant
Customer a limited right to use its proprietary software, or in the case of a SaaS solution, a limited right to
access and use the hosted software and associated services. Except for those items that are explicitly
detailed in the final contract to vest to Customer, Proposer maintains ownership of all materials, whether
developed prior to, during or after the contract with Customer. Proposer clarifies that Customer will
maintain ownership of all customer data provided under the contract and the reports generated regarding
such data.

22. Section 3. Data Protection and Privacy
Exception: Proposer reserves the right to further discuss and negotiate this section with Customer.

Proposer takes exception to the warranty contained in subsection (b), and requests that such obligation be
in the form of a covenant.

23. Section 4. Security Incident or Data Breach Notification
Exception: Proposer reserves the right to further discuss and negotiate this section with Customer.

Proposer requires a minimum of 72 hours following the confirmation of a Data Breach or Security Incident
to provide notice to Customer.

24. Section 5. Breach Responsibilities

Exception: Proposer reserves the right to further discuss and negotiate this section with Customer. As
stated above, Proposer requires a minimum of 72 hours following the confirmation of a Data Breach or
Security Incident to provide notice to Customer.

Proposer takes exception to subsection (e) and reserves the right to further -discuss and negotiate
Customer’s requirements regarding costs.

25. Section 7. Termination and Suspension of Service
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Exception: Proposer reserves the right to further discuss and negotiate this section with Customer. Post-
termination assistance will be provided on a time and materials basis.
26. Section 10. Access to Security Logs and Reports
Exception: Proposer reserves the right to further discuss and negotiate this section with Customer.
Proposer objects to the broad requirement to provide undefined security logs, as this may compromise the
security and integrity of the multi-tenant SaaS environment. The specific scope, content, and format of such

logs and reports shall be subject to the parties' mutual agreement and strictly limited to data exclusively
pertaining to the Customer.

27. Section 13. Change Control and Advance Notice

Exception: Proposer takes exception to the section 13 requirement of providing 30 days’ advance notice for
any upgrade that may impact service availability and performance. Proposer can agree to provide
reasonable advance notice only for material changes that significantly and negatively impact the
Customer’s use of the Services.

28. Section 19. Right to Remove Individuals

Exception: Proposer will collaborate to replace personnel promptly where practicable. At all times,
Proposer intends to function as an independent contractor and therefore efforts to control Proposer’s hiring
decisions and assignment of its personnel must be kept at a minimum as to not be interpreted to create an
employer/employee relationship between Customer and Proposer.

29. Section 21. Compliance with Accessibility Standards
Exception: Proposer reserves the right to further discuss and negotiate this section with Customer.

30. Section 23. Encryption of Data at Rest

Exception: Proposer reserves the right to further discuss and negotiate this section with Customer.

31. Section 24. Subscription Terms

Exception: Proposer reserves the right to further discuss and negotiate this section with Customer. In
accordance with industry standard software licensing agreements, Proposer would grant Customer a
limited right to use its proprietary software, or in the case of 5 SaaS solution, a limited right to access and
use the hosted software and associated services.

32. Section 25. Equitable Relief

Exception: Proposer requests that this section be made mutual.
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i. Section 6 - Evaluation and Award - Executed
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REQUEST FOR PROPOSAL

West Virginia Department of Transportation CRFP DOT2600000002
SECTION 6: EVALUATION AND AWARD

6‘1'

6.2.

6.3.

6.4.

Evaluation Process: Proposals will be evaluated in two parts by a committee of three (3) or more
individuals. The first evaluation will be of the technical proposal, and the second will be an evaluation
of the cost proposal. The Vendor that demonstrates it meets all mandatory specifications, attains the
minimum acceptable score, and achieves the highest overall point score shall be awarded the contract.

Evaluation Criteria: Proposals will be evaluated based on criteria set forth in the solicitation and
information contained in the proposals submitted in response to the solicitation. The technical
evaluation will be based on the point allocations below, totaling 70 of the 100 points. Cost represents
30 of the 100 total points. The cost score will be determined based on the Vendor’s proposed costs for
operations and maintenance services.

Evaluation Point Allocation:

Preject Goals and Proposed Approach (§ 4.2)
- Approach & Methodology to Goals/Objectives (§ 4.2.1)  (15) Points Possible
- Approach & Methodology to Compliance with

Mandatory Project Requirements (§ 4.2.2) (15) Points Possible
- Exceeding Mandatory Requirements through.

Expedited Statewide Implementation (§ 4.2.3.2) (5) Points Possible
Qualifications and experience (§ 4.3)
- Qualifications and Experience Generally (§ 4.3.1) (10) Points Possible
- Exceeding Mandatory Qualification/Experience

Requirements (§ 4.3.2) (5) Points Possible
(Oral interview, if applicable) (§ 4.4} (20) Points Possible
Total Technieal Score: 70 Points Possible
Total Cost Score: 30 Points Possible

Technical Bid Opening: At the technical bid opening, the Purchasing Division will open and
announce the technical proposals received prior to the bid opening deadline. Once opened, the
technical proposals will be provided to the Agency evaluation committee for technical evaluation.

Technical Evaluation: The Agency evaluation committee will review the technical proposals, assign
points where appropriate, and make a final written recommendation to the Purchasing Division.
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6.5.

6.6.

6.7.

6.8.

Proposal Disqualification:

6.5.1. Minimum Acceptable Score (“MAS”): Vendors must score a minimum of 70% (49 points) of
the total technical points possible in order to move past the technical evaluation and have their
cost proposal evaluated. All vendor proposals not attaining the MAS will be disqualified.

6.5.2. Failure to Meet Mandatory Requirement: Vendors must meet or exceed all mandatory
requirements in order to move past the technical evaluation and have their cost proposals
evaluated. Proposals failing to meet one or more mandatory requirements of the RFP will be
disqualified.

Cost Bid Opening: The Purchasing Division will schedule a date and time to publicly open and
announce cost proposals after technical evaluation has been completed and the Purchasing Division
has approved the technical recommendation of the evaluation committee. All cost bids received will
be opened. Cost bids for disqualified proposals will be opened for record-keeping purposes only and
will not be evaluated or considered. Once opened, the cost proposals will be provided to the Agency
evaluation committee for cost evaluation.

The Purchasing Division reserves the right to disqualify a proposal based upon deficiencies in the
technical proposal even after the cost evaluation.

Cost Evaluation: The Agency evaluation committee will review the cost proposals, assign points in
accordance with the cost evaluation formula contained herein and make a final recommendation to the
Purchasing Division.

Cost Evaluation Formula: Each cost proposal will have points assigned using the following formula
for all Vendors not disqualified during the technical evaluation. The lowest cost of all proposals is
divided by the cost of the proposal being evaluated to generate a cost score percentage. That percentage
is then multiplied by the points attributable to the cost proposal to determine the number of points
allocated to the cost proposal being evaluated.

Step 1: Lowest Cost of All Proposals / Cost of Proposal Being Evaluated = Cost Score Percentage

Step 2: Cost Score Percentage X Points Allocated to Cost Proposal = Total Cost Score

Example:

Proposal 1 Cost is $1,000,000

Proposal 2 Cost is $1,100,000

Points Allocated to the Cost Proposal is 25

Proposal 1:  Step 1 — §1,000,000 / $1,000,000 = Cost Score Percentage of 1 (100%)
Step 2 — 1 X 30 = Total Cost Score of 25

Proposal 2: Step 1- $1,000,000 / $1,100,000 = Cost Score Percentage of 0.909091 (90.9091%)
Step 2 — 0.909091 X 25 = Total Cost Score of 22.727275

Best and Final Offer: The Agency, if it feels it is in the State’s interest to do so, may conduct
discussions with, and obtain best and final offers from, responsive and responsible Vendors who
submit proposals determined to be reasonably susceptible of being selected for award for the purpose
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6.9.

of clarification to assure full understanding of, and responsiveness to, the solicitation requirements.
Vendors will be accorded fair and equal treatment with respect to any opportunity for discussion and
revision of proposals, and revisions may be permitted after submissions and prior to award for the
purpose of obtaining best and final offers. In conducting discussions, there will be no disclosure of
any information derived from proposals submitted by competing bidders.

The Vendor’s BAFO response, if requested, will include submission of revised technical and cost
proposals. If BAFOs are requested by the State and submitted by the Vendor, they will be evaluated
and scored, using the evaluation criteria in Section 6.2. Please note that the Agency reserves the right
to award a contract based on the initial proposals received. Therefore, the Vendor should ensure their
initia] proposal provides the State the best terms from a price and technical standpoint.

Availability of Information: Proposal submissions become public and are available for review
immediately after opening pursuant to West Virginia Code §5A-3-11¢h). All other information
associated with the RFP, including but not limited to, technical scores and reasons for disqualification,
will not be available until after the contract has been awarded pursuant to West Virginia Code of State
Rules §148-1-6.3.d.

By signing below, I certify that I have reviewed this Request for Proposal in its entirety; understand the
requirements, terms and conditions, and other information contained herein; that I am submitting this
proposal for review and consideration; that I am authorized by the bidder to execute this bid or any
documents related thereto on bidder’s behalf; that I am authorized to bind the bidder in a contractual
relationship; and that, to the best of my knowledge, the bidder has properly registered with any State agency
that may require registration.

SmartCQOP, Inc.

icimmy)
Sﬁ,\ﬁw\, j {Nilliams Steven Williams, Executive Vice President

SFSCETESE983416

(Representative Name, Tiﬂe)

850-429-0082

(C01_1ta_ct Phone/Fax Number)
3/7/2026

(ﬁa;te)

Revised 07/01/2021



k . - WVDOT

o\ iy, 3 CRFP 0803 DOT2600000002
i bl m 2 2
5 }“ Crash Reporting & e-Citation System

Hl. WVDOT General Terms and Conditions

Confidential and Proprietary Information of SmartCOP, Inc. CRFP 0803 DOT2600000002| 89
Copyright ©2026 All Rights Reserved March 12, 2026



Docusign Envelope ID: SF474ED6-C7CF-8CA6-80A0-4B5BF1EE935D

REQUEST FOR PROPOSAL
West Virginia Department of Transportation CRFP DOT2600000002

SECTION 3: GENERAL TERMS AND CONDITIONS

Terms and conditions begin on next page.
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GENERAL TERMS AND CONDITIONS:

1. CONTRACTUAL AGREEMENT: Issuance of an Award Document signed by the
Purchasing Division Director, or his designee, and approved as to form by the Attorney
General’s office constitutes acceptance by the State of this Contract made by and between the
State of West Virginia and the Vendor. Vendor’s signature on its bid, or on the Contract if the
Contract is not the result of a bid solicitation, signifies Vendor’s agreement to be bound by and
accept the terms and conditions contained in this Contract.

2. DEFINITIONS: As used in this Solicitation/Contract, the following terms shall have the
meanings attributed to them below. Additional definitions may be found in the specifications
included with this Solicitation/Contract.

2.1. “Agency” or “Agencies” means the agency, board, commission, or other entity of the State
of West Virginia that is identified on the first page of the Solicitation or any other public entity
seeking to procure goods or services under this Contract.

2.2. “Bid” or “Proposal” means the vendors submitted response to this solicitation.

2.3. “Contract” means the binding agreement that is entered into between the State and the
Vendor to provide the goods or services requested in the Solicitation.

2.4. “Director” means the Director of the West Virginia Department of Administration,
Purchasing Division.

2.5. “Purchasing Division” means the West Virginia Department of Administration, Purchasing
Division.

2.6. “Award Document” means the document signed by the Agency and the Purchasing
Division, and approved as to form by the Attorney General, that identifies the Vendor as the

contract holder.

2.7. “Selicitation” means the official notice of an opportunity to supply the State with goods or
services that is published by the Purchasing Division.

2.8. “State” means the State of West Virginia and/or any of its agencies, commissions, boards,
etc. as context requires.

2.9. “Vendor” or “Vendors” means any entity submitting a bid in response to the
Solicitation, the entity that has been selected as the lowest responsible bidder, or the entity that
has been awarded the Contract as context requires.
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3. CONTRACT TERM; RENEWAL; EXTENSION: The term of this Contract shall be
determined in accordance with the category that has been identified as applicable to this
Contract below:

Term Contract

Initial Contract Term: The Initial Contract Term will be for a period of 5 years upon award

7 __. The Initial Contract Term becomes effective on the effective start
date listed on the first page of this Contract, identified as the State of West Virginia contract cover
page containing the signatures of the Purchasing Division, Attorney General, and Encumbrance
clerk (or another page identifiedas = i ), and the TInitial
Contract Term ends on the effective end date also shown on the first page of this Contract.

Renewal Term: This Contract may be renewed upon the mutual written consent of the Agency,
and the Vendor, with approval of the Purchasing Division and the Attorney General’s office
(Attorney General approval is as to form only). Any request for renewal should be delivered to the
Agency and then submitted to the Purchasing Division thirty (30) days prior to the expiration date
of the initial contract term or appropriate renewal term. A Contract renewal shall be in accordance
with the terms and conditions of the original contract. Unless otherwise specified below, renewal
of this Contract is limited to (5)renewals ____successive one (1) year periods or multiple
renewal periods of less than one year, provided that the multiple renewal periods do not exceed
the total number of months available in all renewal years combined. Automatic renewal of this
Contract is prohibited. Renewals must be approved by the Vendor, Agency, Purchasing Division
and Attorney General’s office (Attorney General approval is as to form only)

[] Alternate Renewal Term — This contract may be renewed for o
successive year periods or shorter periods provided that they do not exceed
the total number of months contained in all available renewals. Automatic renewal of this
Contract is prohibited. Renewals must be approved by the Vendor, Agency, Purchasing
Division and Attorney General’s office (Attorney General approval is as to form only)

Delivery Order Limitations: In the event that this contract permits delivery orders, a delivery
order may only be issued during the time this Contract is in effect. Any delivery order issued
within one year of the expiration of this Contract shall be effective for one year from the date the
delivery order is issued. No delivery order may be extended beyond one year after this Contract
has expired.

[[] Fixed Period Contract: This Contract becomes effective upon Vendor’s receipt of the notice
to proceed and must be completed within days.
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[] Fixed Period Contract with Renewals: This Contract becomes effective upon Vendor’s
receipt of the notice to proceed and part of the Contract more fully described in the attached
specifications must be completed within - days. Upon completion of the
work covered by the preceding sentence, the vendor agrees that:

[ the contract will continue for years;

[_Jthe contract may be renewed for ___Successive  year
periods or shorter periods provided that they do not exceed the total number of months
contained in all available renewals. Automatic renewal of this Contract is prohibited,
Renewals must be approved by the Vendor, Agency, Purchasing Division and Attorney

General’s Office (Attorney General approval is as to form only).

[] One-Time Purchase: The term of this Contract shall run from the issuance of the Award
Document until all of the goods contracted for have been delivered, but in no event will this
Contract extend for more than one fiscal year.

["] Construction/Project Oversight: This Contract becomes effective on the effective start
date listed on the first page of this Contract, identified as the State of West Virginia contract
cover page containing the signatures of the Purchasing Division, Attorney General, and
Encumbrance clerk (or another page identified as R B i1l
and continues until the project for which the vendor is providing oversight is complete.

[1 Other: Contract Term specified in -

4. AUTHORITY TO PROCEED: Vendor is authorized to begin performance of this contract on
the date of encumbrance listed on the front page of the Award Document unless either the box for
“Fixed Period Contract” or “Fixed Period Contract with Renewals” has been checked in Section 3
above. If either “Fixed Period Contract” or “Fixed Period Contract with Renewals™ has been checked,
Vendor must not begin work until it receives a separate notice to proceed from the State. The notice to
proceed will then be incorporated into the Contract via change order to memorialize the official date
that work commenced.

5. QUANTITIES: The quantities required under this Contract shall be determined in accordance
with the category that has been identified as applicable to this Contract below.

Open End Contract: Quantities listed in this Solicitation/Award Document are
approximations only, based on estimates supplied by the Agency. It is understood and agreed
that the Contract shall cover the quantities actually ordered for delivery during the term of the
Contract, whether more or less than the quantities shown.

[[] Service: The scope of the service to be provided will be more clearly defined in the
specifications included herewith.

Combined Service and Goods: The scope of the service and deliverable goods to be
provided will be more clearly defined in the specifications included herewith.
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[1 One-Time Purchase: This Contract is for the purchase of a set quantity of goods that are
identified in the specifications included herewith. Once those items have been delivered, no
additional goods may be procured under this Contract without an appropriate change order
approved by the Vendor, Agency, Purchasing Division, and Attorney General’s office.

D Construction: This Contract is for construction activity more fully defined in the
specifications.

6. EMERGENCY PURCHASES: The Purchasing Division Director may authorize the Agency
to purchase goods or services in the open market that Vendor would otherwise provide under this
Contract if those goods or services are for immediate or expedited delivery in an emergency.
Emergencies shall include, but are not limited to, delays in transportation or an unanticipated
increase in the volume of work. An emergency purchase in the open market, approved by the
Purchasing Division Director, shall not constitute of breach of this Contract and shall not entitle
the Vendor to any form of compensation or damages. This provision does not excuse the State
from fulfilling its obligations under a One-Time Purchase contract,

7. REQUIRED DOCUMENTS: All of the items checked in this section must be provided to the
Purchasing Division by the Vendor as specified:

[J LICENSE(S) / CERTIFICATIONS / PERMITS: In addition to anything required under the
Section of the General Terms and Conditions entitled Licensing, the apparent successful Vendor
shall furnish proof of the following licenses, certifications, and/or permits upon request and in a
form acceptable to the State. The request may be prior to or after contract award at the State’s
sole discretion.

O

O

The apparent successful Vendor shall also furnish proof of any additional licenses or
certifications contained in the specifications regardless of whether or not that requirement is listed

above.
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8. INSURANCE: The apparent successful Vendor shall furnish proof of the insurance identified
by a checkmark below prior to Contract award. The insurance coverages identified below must
be maintained throughout the life of this contract. Thirty (30) days prior to the expiration of the
insurance policies, Vendor shall provide the Agency with proof that the insurance mandated
herein has been continued. Vendor must also provide Agency with immediate notice of any
changes in its insurance policies, including but not limited to, policy cancelation, policy
reduction, or change in insurers. The apparent successful Vendor shall also furnish proof of any
additional insurance requirements contained in the specifications prior to Contract award
regardless of whether that insurance requirement is listed in this section.

Vendor must maintain;

Commercial General Liability Insurance in at least an amount of: $ =000'000-90_ per
occurrence.

Automobile Liability Insurance in at least an amount of: ﬂ EOO’OOD-OO ___per occurrence.

Professional/Malpractice/Errors and Omission Insurance in at least an amount of:
$2,000,000.00 “per occurrence. Notwithstanding the forgoing, Vendor’s are not required
to list the State as an additional insured for this type of policy.

[[] Commercial Crime and Third Party Fidelity Insurance in an amount of:
Per occurrence.

Cyber Liability Insurance in an amount of: $10,000,000.00
Elar occurrence.

[ ] Builders Risk Insurance in an amount equal to 100% of the amount of the Contract.

[ ] Pollution Insurance in an amount of: _per occurrence.

] Aircraft Liability in an amount of: per occurrence.

]

—

=0

=

=[]

=0

Request for Proposal
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9. WORKERS’ COMPENSATION INSURANCE: Vendor shall comply with laws
relating to workers compensation, shall maintain workers’ compensation insurance when
required, and shall furnish proof of workers’ compensation insurance upon request.

10. VENUE: All Jegal actions for damages brought by Vendor against the State shall be brought
m the West Virginia Claims Commission. Other causes of action must be brought in the West
Virginia court authorized by statute to exercise jurisdiction over it.

11. LIQUIDATED DAMAGES: This clause shall in no way be considered exclusive and shall
not limit the State or Agency’s right to pursue any other available remedy. Vendor shall pay
liquidated damages in the amount specified below or as described in the specifications:

1 for o
Liquidated Damages Contained in the Specifications.

[] Liquidated Damages Are Not Included in this Contract.

12. ACCEPTANCE: Vendor’s signature on its bid, or on the certification and signature page,
constitutes an offer to the State that cannot be unilaterally withdrawn, signifies that the product or
service proposed by vendor meets the mandatory requirements contained in the Solicitation for
that product or service, unless otherwise indicated, and signifies acceptance of the terms and
conditions contained in the Solicitation unless otherwise indicated.

13. PRICING: The pricing set forth herein is firm for the life of the Contract, unless specified
elsewhere within this Solicitation/Contract by the State. A Vendor’s inclusion of price
adjustment provisions in its bid, without an express authorization from the State in the
Solicitation to do so, may result in bid disqualification. Notwithstanding the foregoing, Vendor
must extend any publicly advertised sale price to the State and invoice at the lower of the
contract price or the publicly advertised sale price.

14. PAYMENT IN ARREARS: Payments for goods/services will be made in arrears only
upon receipt of a proper invoice, detailing the goods/services provided or receipt of the
goods/services, whichever is later. Notwithstanding the foregoing, payments for software
maintenance, licenses, or subscriptions may be paid-annually in advance.

15. PAYMENT METHODS: Vendor must accept payment by electronic funds transfer and P-
Card. (The State of West Virginia’s Purchasing Card program, administered under contract by
a banking institution, processes payment for goods and services through state designated
credit cards.)

16. TAXES: The Vendor shall pay any applicable sales, use, personal property or any other
taxes arising out of this Contract and the transactions contemplated thereby. The State of
West Virginia is exempt from federal and state taxes and will not pay or reimburse such taxes.
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17. ADDITIONAL FEES: Vendor is not permitted to charge additional fees or assess
additional charges that were not either expressly provided for in the solicitation published by the
State of West Virginia, included in the Contract, or included in the unit price or lump sum bid
amount that Vendor is required by the solicitation to provide. Including such fees or charges as
notes to the solicitation may result in rejection of vendor’s bid. Requesting such fees or charges
be paid after the contract has been awarded may result in cancellation of the contract.

18. FUNDING: This Contract shall continue for the term stated herein, contingent upon funds
being appropriated by the Legislature or otherwise being made available. In the event funds are
not appropriated or otherwise made available, this Contract becomes void and of no effect
beginning on July 1 of the fiscal year for which funding has not been appropriated or otherwise
made available. If that occurs, the State may notify the Vendor that an alternative source of
funding has been obtained and thereby avoid the automatic termination. Non-appropriation or
non-funding shall not be considered an event of default.

19. CANCELLATION: The Purchasing Division Director reserves the right to cancel this
Contract immediately upon written notice to the vendor if the materials or workmanship supplied
do not conform to the specifications contained in the Contract. The Purchasing Division Director
may also cancel any purchase or Contract upon 30 days written notice to the Vendor in
accordance with West Virginia Code of State Rules § 148-1-5.2.b.

20. TIME: Time is of the essence regarding all matters of time and performance in this
Contract.

21. APPLICABLE LAW: This Contract is governed by and interpreted under West Virginia
law without giving effect to its choice of law principles. Any information provided in
specification manuals, or any other source, verbal or written, which contradicts or violates the
West Virginia Constitution, West Virginia Code, or West Virginia Code of State Rules is void
and of no effect.

22. COMPLIANCE WITH LAWS: Vendor shall comply with all applicable federal, state, and
local laws, regulations and ordinances. By submitting a bid, Vendor acknowledges that it has
reviewed, understands, and will comply with all applicable laws, regulations, and ordinances.

SUBCONTRACTOR COMPLIANCE: Vendor shall notify all subcontractors providing
commodities or services related to this Contract that as subcontractors, they too are
required to comply with all applicable laws, regulations, and ordinances. Notification
under this provision must occur prior to the performance of any work under the contract by

the subcontractor.

23. ARBITRATION: Any references made to arbitration contained in this Contract, Vendor’s
bid, or in any American Institute of Architects documents pertaining to this Contract are hereby
deleted, void, and of no effect.
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24. MODIFICATIONS: This writing is the parties’ final expression of intent. Notwithstanding
anythmg contained in this Contract to the contrary no modification of this Contract shall be
binding without mutual written consent of the Agency, and the Vendor, with approval of the
Purchasing Division and the Attorney General’s office (Attorney General approval is as to form
only). Any change to existing contracts that adds work or changes contract cost, and were not
included in the original contract, must be approved by the Purchasing Division and the Attorney
General’s Office (as to form) prior to the implementation of the change or commencement of
work affected by the change.

25. WAIVER: The failure of either party to insist upon a strict performance of any of the terms
or provision of this Contract, or to exercise any option, right, or remedy herein contained, shall
not be construed as a waiver or a relinquishment for the future of such term, provision, option,
right, or remedy, but the same shall continue in full force and effect, Any waiver must be
expressly stated in writing and signed by the waiving party.

26. SUBSEQUENT FORMS: The terms and conditions contained in this Contract shall
supersede any and all subsequent terms and conditions which may appear on any form documents
submitted by Vendor to the Agency or Purchasing Division such as price lists, order forms,
invoices, sales agreements, or maintenance agreements, and includes internet websites or other
electronic documents. Acceptance or use of Vendor’s forms does not constitute acceptance of the
terms and conditions contained thereon.

27. ASSIGNMENT: Neither this Contract nor any monies due, or to become due herecunder,

{ may be assigned by the Vendor without the CXpress written consent of the Agency, the
Purchasing Division, the Attorney General’s office (as to form only), and any other government
agency or office that may be required to approve such assignments.

28. WARRANTY: The Vendor expressly warrants that the goods and/or services covered by
this Contract will: (2) conform to the specifications, drawings, samples, or other description
furnished or specified by the Agency; (b) be merchantable and fit for the purpose intended; and
(c) be free from defect in material and workmanship.

29. STATE EMPLOYEES: State employees are not permitted to utilize this Contract for
personal use and the Vendor is prohibited from permitting or facilitating the same.

30. PRIVACY, SECURITY, AND CONFIDENTIALITY: The Vendor agrees that it will not
disclose to anyone, directly or indirectly, any such personally identifiable information or other
confidential information gained from the Agency, unless the individual who is the subject of the
information consents to the disclosure in writing or the disclosure is made pursuant to the
Agency’s policies, procedures, and rules. Vendor further agrees to comply with the
Confidentiality Policies and Information Security Accountability Requirements, set forth in
www.state.wv.us/admin/purchase/privacy,
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31. YOUR SUBMISSION IS A PUBLIC DOCUMEN T: Vendor’s entire response to the
Solicitation and the resulting Contract are public documents. As public documents, they will be
disclosed to the public following the bid/proposal opening or award of the contract, as required
by the competitive bidding laws of West Virginia Code §§ 5A-3-1 et seq., 5-22-1 et seq., and
5G-1-1 et seq. and the Freedom of Information Act West Virginia Code §§ 29B-1-1 et seq.

DO NOT SUBMIT MATERIAL YOU CONSIDER TO BE CONFIDENTIAL, A TRADE
SECRET, OR OTHERWISE NOT SUBJECT TO PUBLIC DISCLOSURE.

Submission of any bid, proposal, or other document to the Purchasing Division constitutes your
explicit consent to the subsequent public disclosure of the bid, proposal, or document. The
Purchasing Division will disclose any document labeled “confidential,” “proprietary,” “trade
secret,” “private,” or labeled with any other claim against public disclosure of the documents, to
include any “trade secrets” as defined by West Virginia Code § 47-22-1 et seq. All submissions
are subject to public disclosure without notice.

32. LICENSING: In accordance with West Virginia Code of State Rules § 148-1-6.1.¢, Vendor
must be licensed and in good standing in accordance with any and all state and local laws and
requirements by any state or local agency of West Virginia, including, but not limited to, the
West Virginia Secretary of State’s Office, the West Virginia Tax Department, West Virginia
Insurance Commission, or any other state agency or political subdivision. Obligations related to
political subdivisions may include, but are not limited to, business licensing, business and
occupation taxes, inspection compliance, permitting, etc. Upon request, the Vendor must
provide all necessary releases to obtain information to enable the Purchasing Division Director
or the Agency to verify that the Vendor is licensed and in good standing with the above entities.

SUBCONTRACTOR COMPLIANCE: Vendor shall notify all subcontractors providing
commodities or services related to this Contract that as subcontractors, they too are
required to be licensed, in good standing, and up-to-date on all state and local obligations
as described in this section. Obligations related to political subdivisions may include, but
are not limited to, business licensing, business and occupation taxes, inspection
compliance, permitting, etc. Notification under this provision must occur prior to the
performance of any work under the contract by the subcontractor.

33. ANTITRUST: In submitting a bid to, signing a contract with, or accepting a Award
Document from any agency of the State of West Virginia, the Vendor agrees to convey, sell,
assign, or transfer to the State of West Virginia all rights, title, and interest in and to al causes of
action it may now or hereafter acquire under the antitrust laws of the United States and the State
of West Virginia for price fixing and/or unreasonable restraints of trade relating to the particular
commodities or services purchased or acquired by the State of West Virginia. Such assignment
shall be made and become effective at the time the purchasing agency tenders the initial payment
to Vendor.

34. VENDOR NON-CONFLICT: Neither Vendor nor its representatives are permitted to have
any interest, nor shall they acquire any interest, direct or indirect, which would compromise the
performance of its services hereunder. Any such interests shall be promptly presented in detail to
the Agency.

Revised 10/17/2024 Request for Proposal
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35. VENDOR RELATIONSHIP: The relationship of the Vendor to the State shall be that of an
independent contractor and no principal-agent relationship or employer-employee relationship is
contemplated or created by this Contract. The Vendor as an independent contractor is solely liable
for the acts and omissions of its employees and agents. Vendor shall be responsible for selecting,
supervising, and compensating any and all individuals employed pursuant to the terms of this
Solicitation and resulting contract. Neither the Vendor, nor any employees or subcontractors of
the Vendor, shall be deemed to be employees of the State for any purpose whatsoever. Vendor
shall be exclusively responsible for payment of employees and contractors for all wages and
salaries, taxes, withholding payments, penalties, fees, fringe benefits, professional liability
insurance premiums, contributions to insurance and pension, or other deferred compensation
plans, including but not limited to, Workers’ Compensation and Social Security obligations,
licensing fees, etc. and the filing of all necessary documents, forms, and returns pertinent to all of
the foregoing.

Vendor shall hold harmless the State, and shall provide the State and Agency with a defense
against any and all claims including, but not limited to, the foregoing payments, withholdings,
contributions, taxes, Social Security taxes, and employer income tax returns.

36. INDEMNIFICATION: The Vendor agrees to indemnify, defend, and hold harmless the
State and the Agency, their officers, and employees from and against: (1) Any claims or losses
for services rendered by any subcontractor, person, or firm performing or supplying services,
materials, or supplies in connection with the performance of the Coniract; (2) Any claims or
losses resulting to any person or entity injured or damaged by the Vendor, its officers,
employees, or subcontractors by the publication, translation, reproduction, delivery, performance,
use, or disposition of any data used under the Contract in a manner not authorized by the
Contract, or by Federal or State statutes or regulations; and (3) Any failure of the Vendor, its
officers, employees, or subcontractors to observe State and Federal laws including, but not
limited to, labor and wage and hour laws.

37. NO DEBT CERTIFICATION: In accordance with West Virginia Code §§ 5A-3-10a and
5-22-1(1), the State is prohibited from awarding a contract to any bidder that owes a debt to the
State or a political subdivision of the State. By submitting a bid, or entering into a contract with
the State, Vendor is affirming that (1) for construction contracts, the Vendor is not in default on
any monetary obligation owed to the state or a political subdivision of the state, and (2) for all
other contracts, neither the Vendor nor any related party owe a debt as defined above, and
neither the Vendor nor any related party are in employer default as defined in the statute cited
above unless the debt or employer default is permitted under the statute.

38. CONFLICT OF INTEREST: Vendor, its officers or members or employees, shall not
presently have or acquire an interest, direct or indirect, which would conflict with or compromise
the performance of its obligations hereunder. Vendor shall periodically inquire of its officers,
members and employees to ensure that a conflict of interest does not arise. Any conflict of interest
discovered shall be promptly presented in detail to the Agency.

Revised 10/17/2024 Request for Proposal
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39. REPORTS: Vendor shall provide the Agency and/or the Purchasing Division with the
following reports identified by a checked box below:

[[] Such reports as the Agency and/or the Purchasing Division may request. Requested reports
may include, but are not limited to, quantities purchased, agencies utilizing the contract, total
contract expenditures by agency, etc.

[ 1Quarterly reports detailing the total quantity of purchases in units and dollars, along with a
listing of purchases by agency. Quarterly reports should be delivered to the Purchasing Division
via email at purchasing.division@wv.gov.

40. BACKGROUND CHECK: In accordance with W. Va. Code § 15-2D-3, the State reserves
the right to prohibit a service provider’s employees from accessing sensitive or critical
information or to be present at the Capitol complex based upon results addressed from a criminal
background check. Service providers should contact the West Virginia Division of Protective
Services by phone at (304) 558-9911 for more information.

41. PREFERENCE FOR USE OF DOMESTIC STEEL PRODUCTS: Except when
authorized by the Director of the Purchasing Division pursuant to W. Va. Code § 5A-3-56, no
contractor may use or supply steel products for a State Contract Project other than those steel
products made in the United States. A contractor who uses steel products in violation of this
section may be subject to civil penalties pursuant to W. Va. Code § SA-3-56. As used in this

section:

a. “State Contract Project” means any erection or construction of, or any addition to, alteration
of or other improvement to any building or structure, including, but not limited to, roads or
highways, or the installation of any heating or cooling or ventilating plants or other
equipment, or the supply of and materials for such projects, pursuant to a contract with the
State of West Virginia for which bids were solicited on or after June 6, 2001.

b. “Steel Products” means products rolled, formed, shaped, drawn, extruded, forged, cast,
fabricated or otherwise similarly processed, or processed by a combination of two or
more or such operations, from steel made by the open heath, basic oxygen, electric
furnace, Bessemer or other steel making process.

¢. The Purchasing Division Director may, in writing, authorize the use of foreign steel
products if: '

1. The cost for each contract item used does not exceed one tenth of one percent
(-1%) of the total contract cost or two thousand five hundred dollars (52,500.00),
whichever is greater. For the purposes of this section, the cost is the value of the
steel product as delivered to the project; or

2. The Director of the Purchasing Division determines that specified steel materials are
not produced in the United States in sufficient quantity or otherwise are not
reasonably available to meet contract requirements.

Revised 10/17/2024 Request for Proposal
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42. PREFERENCE FOR USE OF DOMESTIC ALUMINUM, GLASS, AND STEEL: In
Accordance with W. Va. Code § 5-19-1 et seq., and W. Va. CSR § 148-10-1 et seq., for every
contract or subcontract, subject to the limitations contained herein, for the construction,
reconstruction, alteration, repair, improvement or maintenance of public works or for the
purchase of any item of machinery or equipment to be used at sites of public works, only
domestic aluminum, glass or steel products shall be supplied unless the spending officer
determines, in writing, after the receipt of offers or bids, (1) that the cost of domestic aluminum,
glass or steel products is unreasonable or inconsistent with the public interest of the State of
West Virginia, (2) that domestic aluminum, glass or steel products are not produced in sufficient
quantities to meet the contract requirements, or (3) the available domestic aluminum, glass, or
steel do not meet the contract specifications. This provision only applies to public works
contracts awarded in an amount more than fifty thousand dollars ($50,000) or public works
contracts that require more than ten thousand pounds of steel products.

The cost of domestic aluminum, glass, or steel products may be unreasonable if the cost is more
than twenty percent (20%) of the bid or offered price for foreign made aluminum, glass, or steel
products. If the domestic aluminum, glass or steel products to be supplied or produced in a
“substantial labor surplus area”, as defined by the United States Department of Labor, the cost of
domestic aluminum, glass, or steel products may be unreasonable if the cost is more than thirty
percent (30%) of the bid or offered price for foreign made aluminum, glass, or steel products.
This preference shall be applied to an item of machinery or equipment, as indicated above, when
the item is a single unit of equipment or machinery manufactured primarily of aluminum, glass
or steel, is part of a public works contract and has the sole purpose or of being a permanent part
of a single public works project. This provision does not apply to equipment or machinery
purchased by a spending unit for use by that spending unit and not as part of a single public
works project.

All bids and offers including domestic aluminum, glass or steel products that exceed bid or offer
prices including foreign aluminum, glass or steel products after application of the preferences
provided in this provision may be reduced to a price equal to or lower than the lowest bid or
offer price for foreign aluminum, glass or steel products plus the applicable preference. If the
reduced bid or offer prices are made in writing and supersede the prior bid or offer prices, all
bids or offers, including the reduced bid or offer prices, will be reevaluated in accordance with
this rule.

43. INTERESTED PARTY SUPPLEMENTAL DISCLOSURE: W. Va. Code § 6D-1-2
requires that for contracts with an actual or estimated value of at least $1 million, the Vendor
must submit to the Agency a disclosure of interested parties prior to beginning work under
this Contract. Additionally, the Vendor must submit a supplemental disclosure of interested
parties reflecting any new or differing interested parties to the contract, which were not
included in the original pre-work interested party disclosure, within 30 days following the
completion or termination of the contract. A copy of that form is included with this
solicitation or can be obtained from the WV Ethics Commission. This requirement does not
apply to publicly traded companies listed on a national or international stock exchange. A
more detailed definition of interested parties can be obtained from the form referenced above.

Revised 10/17/2024 Request for Proposal
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44. PROHIBITION AGAINST USED OR REFURBISHED: Unless expressly permitted
in the solicitation published by the State, Vendor must provide new, unused commodities, and
is prohibited from supplying used or refurbished commodities, in fulfilling its responsibilities

under this Contract.

45. VOID CONTRACT CLAUSES: This Contract is subject to the provisions of West
Virginia Code § 5A-3-62, which automatically voids certain contract clauses that violate State
law.

46. ISRAEL BOYCOTT: Bidder understands and agrees that, pursuant to W. Va. Code §
5A-3-63, it is prohibited from engaging in a boycott of Israel during the term of this contract.

Revised 10/17/2024 Request for Proposal
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DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract Administrator and the initial point of contact for matters relating to this Contract,

(Printed Name and Title) Ezven Williams, Executive Vice President i

(Address) 410 E. Government St.,_ Pensacola, FL 32502

(Phone Number) / (Fax Number) 850-429-0082 .

(email address) _steven.Wllhams@smartcop.wfn

CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wvOASIS, I certify that: I have reviewed this Solicitation/Contract in its entirety; that I
understand the requirements, terms and conditions, and other information contained herein; that
this bid, offer or proposal constitutes an offer to the State that cannot be unilaterally withdrawn;
that the product or service proposed meets the mandatory requirements contained in the
Solicitation/Contract for that product or service, unless otherwise stated herein; that the Vendor
accepts the terms and conditions contained in the Solicitation, unless otherwise stated herein; that
I'am submitting this bid, offer or proposal for review and consideration; that this bid or offer was
made without prior understanding, agreement, or connection with any entity submitting a bid or
offer for the same material, supplies, equipment or services; that this bid or offer is in all respects
fair and without collusion or fraud; that this Contract is accepted or entered into without any prior
understanding, agreement, or connection to any other entity that could be considered a violation of
law; that I am authorized by the Vendor to execute and submit this bid, offer, or proposal, or any
documents related thereto on Vendor’s behalf; that ] am authorized to bind the vendorin a
contractual relationship; and that to the best of my knowledge, the vendor has properly registered
with any State agency that may require registration.

By siening below., 1 further certifi that I understand this Contract is subject to the
provisions of West Vircinia Code § JA-3-62, which automatically voids certain contract
clauses that violate State law: dnd that pursuant to W. Va. Code 54-3-63, the entity
entering into this contract is prohibited from engaviny in a bovcott against Israel.

Agreed with exception as documented in our RFP response.

SmartCOP, Inc.
(Company)

St ), Williaws 3/1/2026
Ifafire $f Kuthorized Representative) _
Steven Williams, Executive Vice President

(Printed Name and Title of Authorized Representative) (Date)
850-429-0082

(i’hone Number) (Fax Number)
steven.williams@smartcop.com

(Email Address)

Revised 10/17/2024 Request for Proposal
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Attachment D: State of West Virginia Cloud Addendum

Please refer to the State of West Virginia Cloud Addendum, which will be incorporated as part of the
Contract with the successful Vendor,

Revised 07/01/2021
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Software as a Service Addendum

1. Definitions:

Acceptable alternalive data center location means a country that is identified as providing
equivalent or stronger data protection than the United States, in terms of both regulation and
enforcement. DL A Piper's Privacy Heatmap shall be utilized for this analysis and may be found at
hitps://www.dlapinerdatarol cction.com/index.htmI?t=world-ma; &c=US & 2=\ .

Authorized Persons means the service provider's employees, contractors, subcontractors or other
agents who have responsibility in protecting or have access to the public Jurisdiction's personal
data and non-public data to enable the service provider to perform the services required.

Data Breach means the unauthorized access and acquisition of unencrypted and unredacted
personal data that compromises the security or confidentiality of a public jurisdiction’'s personal
information and that causes the service provider or public jurisdiction to reasonably believe that
the data breach has caused or will cause identity theft or other fraud.

Individually Identifiable Health Information means information that is a subset of health
information, including demographic information collected from an individual, and (1) is created
orreceived by a health care provider, health plan, employer or health care clearinghouse; and (2)
relates to the past, present or future physical or mental health or condition ofan individual; the
provision of health care to an individual; or the past, present or future payment for the provision of
health care to an individual; and (a) that identifies the individual; or (b) with respect to which
there is a reasonable basis to believe the information can be used to identify the individual.

Non-Public Data means data, other than personal data, that is not subject to distribution to the
public as public information. It is deemed to be sensitive and confidential by the public
Jurisdiction because it contains information that is exempt by statute, ordinance or administrative
rule from access by the general public as public information.

Personal Data means data that includes information relating to a person that identifies the person
by first name or first initial, and last name, and has any of the following personally identifiable
information (PII): government-issued identification numbers (e.g., Social Security, driver's
license, state identification card); financial account information, including account number,
credit or debit card numbers; or protected health information (PHT).

Protected Health Information (P1/1) means individually identifiable health information
transmitted by electronic media, maintained in clectronic media, or transmitted or maintained in
any other form or medium. PHI excludes education records covered by the Family Educational
Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 1232g, records described at 20 U.S.C.
1232g(a)(4)(B)(iv) and employment records held by a covered entity in its role as employer.
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Public Jurisdiction means any government or government agency that uses these terms and
conditions. The term is a placeholder for the government or government agency.

Public Jurisdiction Data means all data created or in any way originating with the public
jurisdiction, and all data that is the output of computer processing or other electronic
manipulation of any data that was created by or in any way originated with the public
jurisdiction, whether such data or output is stored on the public jurisdiction's hardware, the
service provider's hardware or exists in any system owned, maintained or otherwise controlled
by the public jurisdiction or by the service provider.

Public Jurisdiction Identified Contact means the person or persons designated in writing by the
public jurisdiction to receive security incident or breach notification.

Restricted data means personal data and non-public data.

Security Incident means the actual unauthorized access to personal data or non-public data the
service provider believes could reasonably result in the use, disclosure or theft of a public
jurisdiction's unencrypted personal data or non-public data within the possession or control ofthe
service provider. A security incident may or may not turn into a data breach.

Service Provider means the contractor and its em ployees, subcontractors, agents and affiliates
who are providing the services agreed to under the contract.

Software-as-a-Service (Szas) means the capability provided to the consumer to use the
provider's applications running on a cloud infrastructure. The applications are accessible from
various client devices through a thin-client interface such as a Web browser (e.g.. Web-based
email) or a program interface. The consumer does not manage or control the underlying cloud
infrastructure including network, servers, operating systems, storage or even individual
application capabilities, with the possible exception oflimited user-specific application
configuration settings.

2. Data Ownership: The public jurisdiction will own all rights, title and interest in its data that is
related to the services provided by this contract. The service provider shall not access public
Jurisdiction user accounts or public jurisdiction data, except (1) in the course of data center
operations, (2) in response to service or technical issues, (3) as required by the express terms of
this contract or (4) at the public jurisdiction's written request.

3. Data Protection and Privacy: Protection of personal privacy and data shall be an integral part
of the business activities of the service provider to ensure there is no inappropriate or unauthorized

2
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use of public jurisdiction information at any time. To this end, the service provider shall safeguard
the confidentiality, mntegrity and availability of public jurisdiction information and comply with
the following conditions:

a)

b)

d)

g)

h)

The service provider shall implement and maintain appropriate administrative. technical
and physical security measures to safeguard against unauthorized access, disclosure or theft
of personal data and non-public data. In Appendix A, the public jurisdiction shall indicate
whether restricted information will be processed by the service provider. Such security
measures shall be in accordance with recognized industry practice and not less stringent
than the measures the service provider applies to its own personal data and non-public data
of similar kind. The service provider shall ensure that all such measures, including the
manner in which personal data and non-public data are collected, accessed, used, stored,
processed, disposed of and disclosed, comply with applicable data protection and privacy
laws, as well as the terms and conditions of this Addendum and shall survive termination
of the underlying contract,

The service provider represents and warrants that its collection, access, use, Storage,
disposal and disclosure of personal data and non-public data do and will comply with all
applicable federal and state privacy and data protection laws, as well as all other applicable
regulations, policies and directives.

The service provider shall support third-party multi-factor authentication integration with
the public jurisdiction third-party identity provider to safeguard personal data and non-
public data.

If, in the course of its engagement by the public jurisdiction, the service provider has access
to or will collect, access, use, store, process, dispose of or disclose credit, debit or other
payment cardholder information, the service provider shall at all times remain in
compliance with the Payment Card Industry Data Security Standard ("PCI DSS™)
requirements, including remaining aware at all times of changes to the PCI DSS and
promptly implementing all procedures and practices as may be necessary to remain in
compliance with the PCI DSS, in each case, at the service provider's sole cost and expense.
All data obtained by the service provider in the performance of this contract shall become
and remain the property of the public jurisdiction.

All personal data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated, the service provider is responsible for encryption of the personal data.
Unless otherwise stipulated, the service provider shall encrypt all non-public data at rest
and in transit, in accordance with recognized industry practice. The public jurisdiction shall

identify data it deems as non-public data to the service provider.

At no time shall any data or process - that either belong to or are intended for the use of a
public jurisdiction or its officers, agents or employees - be copied, disclosed or retained
by the service provider or any party related to the service provider for-subsequent use in
any transaction that does not include the public jurisdiction.

The service provider shall not use or disclose any information collected in connection with
the service issued from this proposal for any purpose other than fulfilling the service.
Data Location. For non-public data and personal data, the service provider shall provide its
data center services to the public Jurisdiction and its end-users solely from data centers in
the U.S. Storage of public jurisdiction data at rest shall be located solely in data centers in
the U.S. The service provider shall not allow its personnel or contractors to store public

3
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Jurisdiction data on portable devices, including personal computers, except for devices that
are used and kept only at its
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U.S. data centers. With agreement from the public jurisdiction, this term may be met by
the service provider providing its services from an acceptable alternative data center
location. which agreement shall be stated in Appendix A. The Service Provider may also
request permission to utilize an acceptable alternative data center location during a
procurement's question and answer period by submitting a question to that effect. The
service provider shall permit its personnel and contractors to access public jurisdiction
data remotely only as required to provide technical support.

4. Security Incident or Data Breach Notification: The service provider shall inform the public
Jjurisdiction of any confirmed security incident or data breach.

a)

Incident Response: The service provider may need to communicate with outside parties
regarding a security incident, which may include contacting law enforcement, fielding
media inquiries and seeking external expertise as defined by law or contained in the
contract. Discussing security incidents with the public jurisdiction shall be handled on an
urgent as-needed basis, as part of service provider communication and mitigation processes
defined by law or contained in the contract.

Security Incident Reporting Requirements: The service provider shall teport a confirmed
Security Incident as soon as practicable, but no later than twenty-four

(24) hours after the service provider becomes aware of it, to: (1) the department privacy
officer, by email, with a read receipt, identified in Appendix A; and, (2) unless otherwise
directed by the public jurisdiction in the underlying contract, the WVOT Online
Computer Security and Privacy Incident Reporting System at

https://apps.wv. cov/ovir/Default aspx, and (3) the public jurisdiction point of contact for
general contract oversight/administration. The following information shall be shared with
the public jurisdiction: (1) incident phase (detection and analysis; contaimnent,
eradication and recovery; or post-incident activity), (2) projected business impact, and (3)
attack source information.

Breach Reporting Requirements: Upon the discovery of a data breach or unauthorized
access to non-public data, the service provider shall immediately report to: (1) the
department privacy officer, by email, with a read receipt, identified in Appendix A; and, (2)
unless otherwise directed by the public jurisdiction in the underlying contract, the WVOT
Online Computer Security and Privacy Incident Reporting System at
https://apps.wy.cov/ot/ir/Default.asx, and the public jurisdiction point of contact for
general contract oversight/administration.

3. Breach Responsibilities: This section only applies when a data breach occurs with respect to
personal data within the possession or control of the service provider.

a)

Immediately after being awarded a contract, the service provider shall provide the public
jurisdiction with the name and contact information for an employee of service provider who
shall serve as the public jurisdiction's primary security contact and shall be available to
assist the public jurisdiction twenty-four (24) hours per day, seven (7) days per week as a
contact in resolving obligations associated with a data breach. The service provider may
provide this information in Appendix A.

5
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b) Immediately following the service provider's notification to the public jurisdiction of a data

d)

breach, the parties shall coordinate cooperate with each other to investi gate the data breach.
The service provider agrees to fully cooperate with the public jurisdiction in the public
jurisdiction's handling of the matter, including, without limitation, at the public
Jurisdiction's request, making available all relevant records, logs, files, data reporting and
other materials required to comply with applicable law and regulation.

Within 72 hours of the discovery, the service provider shall notify the parties listed in 4(c)
above, to the extent known: (1) date of discovery; (2) list of data elements and the number
of individual records; (3) description of the unauthorized persons known or reasonably
believed to have improperly used or disclosed the personal data; (4) description of where
the personal data is believed to have been improperly transmitted, sent, or utilized; and, (5)
description of the probable causes of the improper use or disclosure.

The service provider shall (1) cooperate with the public jurisdiction as reasonably
requested by the public jurisdiction to investigate and resolve the data breach, (2)
promptly implement necessary remedial measures, if necessary, and prevent any further
data breach at the service provider's expense in accordance with applicable privacy
rights, laws and regulations and (3) document responsive actions taken related to the
data breach, including any post-incident review of events and actions taken to make
changes in business practices in providing the services, if necessary.

If a data breach is a direct result of the service provider's breach of its contract obligation
to encrypt personal data or otherwise prevent its release, the service provider shall bear the
costs associated with (1) the investigation and resolution of the data breach; (2) notifications
to individuals, regulators or others required by state or federal law; (3) a credit monitoring
service (4) a website or a toll-free number and call center for affected individuals required
by state law - all not to exceed the average per record per person cost calculated for data
breaches in the United States in the most recent Cost of Data Breach Study: Global Analysis
published by the Ponemon Institute at the time of the data breach (or other similar
publication if the named publication has not issued an updated average per record per cost
in the last 5 years at the time of the data breach); and (5) complete all corrective actions as
reasonably determined by service provider based on root cause. The service provider agrees
that it shall notinform any third party of any data breach without first obtaining the public
Jurisdiction's prior written consent, other than to inform a complainant that the matter has
been forwarded to the public jurisdiction's legal counsel and/or engage a third party with
appropriate expertise and confidentiality protections for any reason connected to the data
breach. Except with respect to where the service provider has an independent legal
obligation to report a data breach, the service provider agrees that the public jurisdiction
shall have the sole right to determine: (1) whether notice of the data breach is to be provided
to any individuals, regulators, law enforcement agencies, consumer reporting agencies or
others, as required by law or regulation, or otherwise in the public jurisdiction's discretion;
and (2) the contents of such notice, whether any type ofremediation may be offered to
affected persons, and the nature and extent of any such remediation. The service provider
retains the right to report activity to law enforcement.
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6. Notification of Legal Requests: The service provider shall contact the public jurisdiction upon
receipt of any electronic discovery, litigation holds, discovery searches and expert testimonies
related to the public jurisdiction's data under this contract, or which in any way might reasonably
require access to the data of the public jurisdiction. The service provider shall not respond to
subpoenas, service of process and other legal requests related to the public jurisdiction without
first notifying the public jurisdiction, unless prohibited by law from providing such notice.

1. Termination and Suspension of Service:

a) Inthe event of a termination of the contract, the service provider shall implement an orderly
return of public jurisdiction data within the time period and format specified in the contract
(orin the absence of a specified time and format, a mutually agreeable time and format) and
after the data has been successfully returned, securely and permanently dispose of public
jurisdiction data.

b) During any period of service suspension, the service provider shall not take any action to
intentionally erase any public jurisdiction data.

c¢) Inthe event the contract does not specify a time or format for return of the public
jurisdiction's data and an agreement has not been reached, in the event of termination of
any services or agreement in entirety, the service provider shall not take any action to
intentionally erase any public jurisdiction data for a period of:

+ 10 days after the effective date of termination, if the termination is in
accordance with the contract period
* 30 days after the effective date of termination, if the tennination is for
convemence
* 60 days after the effective date of termination, if the termination is for cause
After such period, the service provider shall have no obligation to maintain or provide any
public jurisdiction data and shall thereafter, unless legally prohibited, delete all public
jurisdiction data in its systems or otherwise in its possession or under its control.

d) The public jurisdiction shall be entitled to any post-termination assistance generally made
available with respect to the services, unless a unique data retrieval arrangement has been
established as part of the Contract.

e) The service provider shall securely dispose of all requested data in all of its forms, such as
disk, CD/ DVD, backup tape and paper, when requested by the public jurisdiction. Data
shall be permanently deleted and shall not be recoverable, according to National Institute of
Standards and Technology (NIST)-approved methods. Certificates of destruction shall be
provided to the public jurisdiction.

8. Background Checks: The service provider shall conduct criminal background checks in
compliance with W.Va. Code §15-2D-3 and not utilize any staff to fulfill the obligations of the
contract, including subcontractors, who have been convicted of any crime of dishonesty, including
but not limited to criminal fraud, or otherwise convicted of any felony or misdemeanor offense for
which incarceration for up to 1 year is an authorized penalty. The service provider shall promote
and maintain an awareness of the importance of securing the public jurisdiction's information
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among the service provider's employees and agents.

9. Oversight of Authorized Persons: During the term of each authorized person's employment
or engagement by service provider, service provider shall at all times cause such persons to abide
strictly by service provider's obligations under this Agreement and service provider's standard
policies and procedures. The service provider further agrees that it shall maintain a disciplinary
process to address any unauthorized access, use or disclosure of personal data by any of service
provider's officers, partners, principals, employees, agents or contractors.

10. Access to Security Logs and Reports: The service provider shallprovide reports to the
public jurisdiction in CSV format agreed to by both the service provider and the public
jurisdiction. Reports shall include user access (successful and failed attempts). user access IP
address, user access history and security logs for all public jurisdiction files and accounts related to
this contract.

11. Data Protection Self-Assessment: The service provider shall perform a Cloud Security
Alliance STAR Self-Assessment by completing and submitting the "Consensus Assessments
Initiative Questionnaire” to the Public Jurisdiction Identified Contact. The service provider shall
submit its self-assessment to the public jurisdiction prior to contract award and, upon request,
annually thereafter, on the anniversary of the date of contract execution. Any deficiencies
identified in the assessment will entitle the public jurisdiction to disqualify the bid or terminate the
contract for cause.

12. Data Center Audit: The service provider shall perform an audit of its data center(s) at least
annually at its expense and provide a redacted version of the audit report upon request. The service
provider may remove its proprietary information from the redacted version. A Service
Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level of a
third-party audit. Any deficiencies identified in the report or approved equivalent will entitle the
public jurisdiction to disqualify the bid or terminate the contract for cause.

13. Change Control and Advance Notice: The service provider shall give 30 days, advance
notice (to the public jurisdiction of any upgrades (e.g., major upgrades, minor upgrades, system
changes) that may impact service availability and performance. A major upgrade is areplacement
of hardware, software or firmware with a newer or better version in order to bring the system up to
date or to improve its characteristics.

14. Security:

a) Ataminimum, the service provider's safeguards for the protection of data shall include:
(1) securing business facilities, data centers, paper files, servers, back-up systems and
computing equipment, including, but not limited to, all mobile devices and other
equipment with information storage capability; (2) implementing network, device
application, database and platform security; 3) securing information transmission, storage

8
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applications, operating systems and equipment; (5) implementing appropriate personnel
security and integrity procedures and practices, including, but not limited to, conducting
background checks consistent with applicable law; and (6) providing appropriate privacy
and information security training to service provider's employees.

b) The service provider shall execute well-defined recurring action steps that identify and
monitor vulnerabilities and provide remediation or corrective measures. Where the service
provider's technology or the public jurisdiction's required dependence on a third-party
application to interface with the technology creates a critical or high risk, the service provider
shall remediate the vulnerability as soon as possible. The service provider must ensure that
applications used to interface with the service provider's technology remain operationally
compatible with software updates.

¢) Upon the public jurisdiction's written request, the service provider shall provide a high-
level network diagram with respect to connectivity to the public jurisdiction's network that
illustrates the service provider's information technology network infrastructure.

15. Non-disclosure and Separation of Duties: The service provider shall enforce separation of
job duties, require commercially reasonable non-disclosure agreements, and limit staff knowledge
of public jurisdiction data to that which is absolutely necessary to perform job duties.

16. Import and Export of Data: The public jurisdiction shall have the ability to securely import,
export or dispose of data in standard format in piecemeal or in entirety at its discretion without
interference from the service provider. This includes the ability for the public jurisdiction to import
or export data to/from other service providers identified in the contract (or in the absence of an
identified fonnat, a mutually agreeable format).

17. Responsibilities: The service provider shall be responsible for the acquisition and operation
of all hardware, software and network support related to the cloud services being provided. The
technical and professional activities required for establishing, managing and maintaining the
environments are the responsibilities of the service provider.

18. Subcontractor Compliance: The service provider shall ensure that any of its subcontractors
to whom it provides any of the personal data or non-public data it receives hereunder. or to whom it
provides any personal data or non-public data which the service provider creates or receives on
behalf of the public jurisdiction, agree to the restrictions, terms and conditions which apply to the
service provider hereunder.

19. Right to Remove Individuals: The public jurisdiction shall have the right at any time to
require that the service provider remove from interaction with public jurisdiction any service
provider representative who the public jurisdiction believes is detrimental to its working
relationship with the service provider. The public jurisdiction shall provide the service provider
with notice of its determination, and the reasons it requests the removal. If the public jurisdiction
signifies that a potential security violation exists with respect to the request, the service provider
shall immediately remove such individual. The service provider shall not assign the person to any

aspect of the contract without the public jurisdiction's consent.
10
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20. Business Continuity and Disaster Recovery: The service provider shall provide a business
continuity and disaster recovery plan executive summary upon request. Lack of a plan will entitle
the public jurisdiction to terminate this contract for cause.

21. Compliance with Accessibility Standards: The service provider shall comply with and
adhere to Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973.

22. Web Services: The service provider shall use web services exclusively to interface with the
public jurisdiction's data in near real time when possible.

23. Encryption of Data at Rest: The service provider shall ensure hard drive encryption
consistent with validated cryptography standards as referenced in PIPS 140-2, Security
Requirements for Cryptographic Modules for all personal data.

24. Subscription Terms: Service provider grants to a public jurisdiction a license to:
a. Access and use the service for its business purposes;
b. For SaaS, use underlying software as embodied or used in the service; and
c. View, copy, upload, download (where applicable), and use service provider's
documentation.

25. Equitable Relief: Service provider acknowledges that any breach of its covenants or
obligations set forth in Addendum may cause the public jurisdiction irreparable harm for which
monetary damages would not be adequate compensation and agrees that, in the event of such
breach or threatened breach, the public jurisdiction is entitled to seek equitable relief, including a
restraining order, injunctive relief, specific performance and any other relief that may be available
from any court, in addition to any other remedy to which the public jurisdiction may be entitled at
law or in equity. Such remedies shall not be deemed to be exclusive but shall be in addition to all
other remedies available at law or in equity, subject to any express exclusions or limitations in this
Addendum to the contrary

11
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AGREED: With exception noted in SmartCOP response.

SmartCOP, Inc.

Name of Agency: Name of Vendor:

Signed by:

Stown . (Nilliams

Signature: Signature: _erscaresoosssic..

Title: Executive Vice President

3/7/2026
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Attachment E: Abbreviations and Acronyms

For the reader's convenience, the following table contains a list of abbreviations, terms, and acronyms used in this

document. -
! AAMVA | American Association of Motor Vehicle Administrators
'_AASHTOWGFETM American Association of State Highway Transportation Officials Software
APl Application Program Interface
CPD Charleston Police Department
DH Department of Health
DMVorvww DMV (West Virginia) Division of Mator Vehicles
DNR (West Virginia) Division of Natural Resources
_hEMS Emergency Medical Services o
j FMCSA Federal Motor Carrier Safety Administration
| FRICEW Forms, Reports, Interfaces, Conversions, Enhancements, and Workflows
| FTI Federal Tax Information
! GHSP West Virginia Governor's Highway Safety Program
| GHSP Governor's Highway Safety Program
| HsIP Highway Safety Improvement Program
[ ITIL Information Technology Infrastructure Library
| JAWS Job Access with Speech
| LRS Linear Referencing System
| MMUCC Model Minimum Uniform Crash Criteria
I NHTSA National Highway Traffic Safety Administration
I NIST National Institute of Standards and Technology
NTP Notice to Proceed
Pl Personally Identifiable Information
PMt Project Management Institute
PMP Project Management Professional
RACI Responsible Accountable Consulted Informed Project Management Form
RMS Records Management System
RTM Requirements Traceability Matrix
SEDC State Electronic Data Collection
SHSP (West Virginia) Strategic Highway Safety Plan
SMTF {West Virginia) Safety Management Task Force
SSOLV Social Security Online Verification
StateRAMP State Risk and Authorization Management Program
ir (@] State Treasurer's Office
WCAG Web Content Accessibility Guidelines
WV West Virginia
| WWDOT West Virginia Department of Transportation
WVDOT IT WVDOT Information Technology
| WVOT (or OT) West Virginia Office of Technology
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This Addendum outlines the rights, responsibilities, and obligations of both parties concerning
the protection, privacy, and security of all data handled by the Service Provider in accordance
with the terms of the underlying Agreement. The parties agree that this Addendum, including
all terms and conditions herein, shall govern the Service Provider's handling of Public
Jurisdiction/Agency data, including any sensitive or confidential information.

1. Definitions

® Agency / Public Jurisdiction: Any government or government agency that uses these
terms and conditions. The term is a placeholder for the government or government

agency.

e Agency Data / Public Jurisdiction Data: All data created by or in any way originating with
the Public Jurisdiction/Agency, and all data that is the output of computer processing or
other electronic manipulation of any data that was created by or in any way originated
with the Public Jurisdiction/Agency, whether such data or output is stored on the Public
Jurisdiction/Agency’s hardware, the Service Provider’s hardware, or exists in any system
owned, maintained, or otherwise controlled by either party.

® Agency Identified Contact / Public Jurisdiction Identified Contact: The person or
persons desighated in writing by the Public Jurisdiction/Agency to receive security
incident notification.

® Authorized Persons: The Service Provider’s employees, contractors, subcontractors, or
other agents who have responsibility in protecting or have access to the Public
Jurisdiction’s/Agency's personal data and sensitive data to enable the Service Provider to
perform the required services.

e Container as a Service (CaaS): A cloud computing model where a third-party provider
manages the underlying infrastructure, including the operating systems, servers, and
storage for running containers.

® FIPS 140-3 (Federal Information Processing Standard Publication 140-3): The official
U.S. government computer security standard that specifies the security requirements for
cryptographic modules.

e Incident: An event that involves attempted or actual unauthorized access, use,
disclosure, modification, or destruction of data, or interference with system operations,
which may compromise the confidentiality, integrity, or availability of the data.

Version 02.26..2026 1
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e Individually Identifiable Health Information: Information that is a subset of health
information, including demographic information collected from an individual, and (1) is
created or received by a health care provider, health plan, employer or health care
clearinghouse; and (2) relates to the past, present or future physical or mental health or
condition of an individual, the provision of heaith care to an individual, or the past,
present or future payment for the provision of health care to an individual; and {a) that
identifies the individual; or (b) with respect to which there is a reasonable basis to
believe the information can be used to identify the individual.

e Infrastructure as a Service (laaS): A cloud computing model where a provider gives
customers access to fundamental computing resources over the internet.

® Personal Data: Data that includes information relating to a person that identifies the
person by first name or first initial, and last name, and has any of the following
personally identifiable information (PHl): government-issued identification numbers (e.g.,
Social Security, driver’s license, state identification card); financial account information,
including account number, credit or debit card numbers; or protected health information

(PHI).

e Platform as a Service (Paa$S): A cloud computing model where a third-party provider
delivers hardware and software tools—usually for application development—to users
over the internet.

e Protected Health Information {PHI): Any individually identifiable health information that
is created, received, maintained, or transmitted by a covered entity or its business
associate, as defined by HIPAA. PHI includes data related to an individual’s past, present,
or future physical or mental health condition, the provision of healthcare, or payment
for healthcare services, and can exist in any form—electronic, papet, or oral.

e Restricted data: Personal data and sensitive data.

# Security Incident: The actual unauthorized access to personal data or sensitive data the
Service Provider believes could reasonably result in the use, disclosure, or theft of a
Public Jurisdiction’s/Agency’s unencrypted personal data or sensitive data within the
possession or control of the Service Provider. A security incident may or may not turn
into a data incident.

e Sensitive Data: Data, other than personal data, that is not subject to distribution to the
public as public information. It is deemed to be sensitive and confidential by the Public
lurisdiction/Agency because it contains information that is exempt by statute, ordinance,
or administrative rule from access by the general public as public information.

Version 02.26..2026 2
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Service Provider: The contractor and its employees, subcontractors, agents, and
affiliates who are providing the services agreed to under the contract.

Software-as-a-Service (SaaS): The capability provided to the consumer to use the
provider's applications running on a cloud infrastructure.

Data Ownership

The Public Jurisdiction/Agency will own all rights, title, and interest in its data that is
related to the services provided by this contract. The Service Provider shall not access
Public Jurisdiction/Agency user accounts or data, except (1) in the course of data center
operations, (2} in response to service or technicaf issues, (3} as required by the express
terms of this contract, or (4) at the Public Jurisdiction’s/Agency’s written request,

. Data Protection and Privacy

Protection of personal privacy and data shall be an integral part of the business activities
of the Service Provider to ensure there is no inappropriate or unauthorized use of Public
Jurisdiction/Agency information at any time. The Service Provider shall safeguard the
confidentiality, integrity, and availability of Public Jurisdiction/Agency information and
comply with the following:

e The Service Provider shall implement and maintain appropriate administrative,
technical, and physical security measures to safeguard against unauthorized
access, disclosure, or theft of personal data and sensitive data.

® Security standards shall be in accordance with federal, state, and recognized
industry practices and not less stringent than the measures the Service Provider
applies to its own personal and sensitive data of similar kind.

e The Service Provider warrants that its handling of personal and sensitive data will
comply with all applicable federal and state privacy and data protection laws,
regulations, policies, and directives, and shall survive termination of the
underlying contract.

® The Service Provider shall support third-party multi-factor authentication
integration with the Public Jurisdiction/Agency third-party identity provider.

® The Service Provider must remain compliant with Payment Card Industry Data
Security Standard (“PCl DSS”) requirements if handling credit, debit, or other
payment cardholder information.

Version 02.26..2026 3
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e All data obtained by the Service Provider shall become and remain the property
of the Public Jurisdiction/Agency.

e All data shall be encrypted at rest and in transit with controlled access, and the
Service Provider is responsible for encryption of personal data unless otherwise
stipulated.

e The Service Provider shall not copy, disclose, or retain any data or process
intended for the use of the Public Jurisdiction/Agency for subsequent use in any
transaction that does not include the Public Jurisdiction/Agency.

e The Service Provider shall not use or disclose any information collected in
connection with the service for any purpose other than fulfilling the service.

e Data Location: Data center services, including storage of Public
Jurisdiction/Agency data at rest, shall be located solely in the U.S..

® Personnel Location: All personnel, including employees and subcontractors, who
have access to Customer Data must be located within the United States, and no
personnel outside the U.S. shall be permitted to collect, store, or access any data.

4. Security Incident and Data incident Notification and Responsibilities

The Service Provider shall inform the Public Jurisdiction/Agency of any confirmed
security incident, data incident, or unauthorized access of data as soon as practicable,
but no later than twenty-four (24) hours after the Service Provider becomes aware of it.

® Initial Notification (within 24 hours of discovery):

® The Service Provider shall report the confirmed incident to the
designated agency and department privacy officer (by email with read
receipt), the WVOT Online Computer Security and Privacy Incident
Reporting System, and the agency point of contact for general contract
oversight.

e The report shall include the type of incident, incident phase (detection
and analysis; containment, eradication and recovery; or post-incident
activity), projected business impact, and attack source information.

® Detailed Information (within 24 hours or 72 hours of discovery):

Version 02.26..2026 4
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® The Service Provider shall also notify the parties listed above with, to the

extent known: (1) date of discovery; (2) list of data elements and the
number of individual records; (3) description of the unauthorized persons
known or reasonably believed to have improperly accessed, used, or
disclosed the personal data; (4] description of where the personal data is
believed to have been improperly transmitted, sent, or utilized; and, (5)
description of the probable causes of the improper use or disclosure.

e Responsibilities and Costs:

e The parties shall coordinate and cooperate to investigate the incident,

and the Service Provider agrees to fully cooperate with the Public
Jurisdiction/Agency.

The Service Provider shall promptly implement necessary remedial
measures and prevent further incidents at the Service Provider’s expense.

The . Public Jurisdiction/Agency shall have the sole right to determine
whether notice of the incident is to be provided to individuals, regulators,
law enforcement, or others, and the contents and remediation of such
notice.

If a data incident results from the Service Provider’s failure to meet a
contractual obligation to encrypt personal data, the Service Provider shall
bear the costs associated with the investigation, resolution, notifications,
and credit monitoring services, up to the average per record per person
cost calculated in the most recent Cost of Data Incident Study: Global
Analysis published by the Ponemon Institute.

5. Other Contractual Clauses

® Notification of Legal Requests: The Service Provider must contact the Public
Jurisdiction/Agency upon receipt of any electronic discovery, litigation holds,
subpoenas, or other legal requests related to the Public lurisdiction’s/Agency’s
data before responding, unless prohibited by law.

e Termination and Suspension of Service: Upon termination, the Service Provider
shall implement an orderly return of Public lurisdiction/Agency data in a
specified or mutually agreeable time and format, and securely and permanently
dispose of the data after successful return. During any service suspension, the
Service Provider shall not intentionally erase any Public Jurisdiction/Agency data.

Version 02.26..2026
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e Background Checks: The Service Provider shall conduct criminal background
checks in compliance with W. Va. Code §15-2D-3 and not utilize any staff who
have been convicted of any crime of dishonesty, felony, or misdemeanor offense
for which incarceration for up to one (1) year is an authorized penaity.

e Oversight of Authorized Persons: The Service Provider shall ensure Authorized
Persons abide by the Agreement and maintain a disciplinary process to address
any unauthorized access, use, or disclosure of personal data.

e Access to Security Logs and Reports: The Service Provider shall provide reports
to the Public Jurisdiction/Agency, including user access (successful and failed
attempts), user access IP address, user access history, and security logs for all
Public Jurisdiction/Agency files and accounts.

e Data Protection Self-Assessment & Data Center Audit: The Service Provider shall
perform a Cloud Security Alliance STAR Self-Assessment and an audit of its data
center(s) at least annually, providing a redacted report upon request. Deficiencies
may entitle the Public Jurisdiction/Agency to disqualify a bid or terminate the
contract for cause.

e Change Control and Advance Notice: The Service Provider shall give thirty (30)
days advance notice of any upgrades that may impact service availability and
performance.

e Security: The Service Provider’s safeguards shall include: securing
facilities/equipment, implementing
network/device/application/database/platform security, securing
transmission/storage/disposal, implementing authentication and access controfs,
and providing appropriate training.

# Non-disclosure and Separation of Duties: The Service Provider shall enforce
separation of job duties, require commercially reasonable non-disclosure
agreements, and limit staff knowledge of data to that which is absolutely
necessary.

® Import and Export of Data: The Public Jurisdiction/Agency shall have the ability
to securely import, export, or dispose of data in standard format in piecemeal or
in entirety at its discretion without interference.

Version 02.26..2026 6
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e Responsibilities (Cloud Service Models): The Service Provider is responsible for
the acquisition and operation of all hardware, software, and network support.
Specific responsibilities vary by model:

e CaaS (Container as a Service): The provider manages the underlying
infrastructure, including OS, servers, and storage for running containers.

® laaS (Infrastructure as a Service): The customer is responsible for
managing and securing the operating system, applications, data, network
configuration, and access control.

® Paa$ (Platform as a Service): The customer manages their applications,
data, and identities, while the provider handles the underlying
infrastructure and 0S.

® SaaS (Software as a Service): The provider handles the infrastructure,
platform, and the application, and the customer is primarily responsible
for their data and access management.

¢ Subcontractor Compliance: The Service Provider shall ensure that any
subcontractor who receives Public Jurisdiction/Agency data agrees to the
restrictions, terms, and conditions that apply to the Service Provider.

e Right to Remove Individuals: The Public Jurisdiction/Agency has the right to
require the Service Provider to remove any representative believed to be
detrimental to the working relationship.

® Business Continuity and Disaster Recovery: The Service Provider shall provide an
executive summary of its business continuity and disaster recovery plan upon
request. Lack of a plan will entitle the Public Jurisdiction/Agency to terminate the
contract for cause,

e Compliance with Accessibility Standards: The Service Provider shall comply with
and adhere to Accessibility Standards of Section 508 Amendment to the
Rehabilitation Act of 1973.

® Web Services: The Service Provider shall use web services exclusively to interface
with the Public Jurisdiction’s/Agency’s data in near real time when possible.

e Encryption of Data: The Service Provider shall ensure encryption consistent with
validated cryptography standards as referenced in FIPS 140-3 for all personal
data.

Version 02.26..2026 7
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e Subscription Terms: Service provider grants to a Public Jurisdiction/Agency a
license to access and use the service for its business purposes, use underlying
software (for SaaS and PaaS), and view, copy, upload, download, and use
provider’s documentation.

® Equitable Relief: The Service Provider acknowledges that any breach of its
covenants may cause irreparable harm to the Public Jurisdiction/Agency, entitling
the Public Jurisdiction/Agency to seek equitable relief, including a restraining
order or injunctive relief.

6. Approvals:

WV Office of Technology Name of Authorized Signatory Title
WVOT Date

Agency Name of Authorized Signatory Title
Agency Signature Date

Awarded Vendor Name of Authorized Signatory Title

‘ SW ). (Dilliams 3/9/2026

BIZES0083410

Vendor Signature Date

SmartCOP looks forward to discussion data security in depth with during negotiations.
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Data Security Addendum
Appendix A

(To be completed by the Agency’s Procurement Officer prior to the execution of the Addendum, and
shall be made a part of the Addendum. Required information not identified prior to execution of the

Addendum may only be added by amending Appendix A and the Addendum, via Change Order.)

Name of Service Provider/Vendor:

Name of Agency:uu

Agency/public jurisdiction’s required information:

1. Will restricted information be processed by the service provider?
Yes

NOE

2. ifyesto #1, does the restricted information include personal data?
Yes

No[:l

3. Ifyes to #1, does the restricted information include sensitive data?
Yes

NOD
Ol

4. Provide name and email address for the Department privacy officer:

Name:

Email address:

o PP - ,. i

5. Provide name and contact information for vendor’s employee who shall serve as the public jurisdiction’s
primary security contact:

Name;

Email address:

Phone Number:
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