ADDENDUM ACKNOWLEDGEMENT FORM
SOLICITATION NO.: CRFP 01G2600000001

Instructions: Please acknowledge receipt of all addenda issued with this solicitation by
completing this addendum acknowledgment form. Check the box next to each addendum
received and sign below. Failure to acknowledge addenda may result in bid disqualification.

Acknowledgment: I hereby acknowledge receipt of the following addenda and have made the
necessary revisions to my proposal, plans and/or specification, etc.

Addendum Numbers Received:
(Check the box next to each addendum received)

[] Addendum No. 1 [[] Addendum No. 6
[] Addendum No. 2 [ ] Addendum No. 7
[] Addendum No. 3 [ ] Addendum No. 8
[] Addendum No. 4 [ ]Addendum No. 9
[ ] Addendum No. 5 [[] Addendum No. 10

I understand that failure to confirm the receipt of addenda may be cause for rejection of this bid.
I further understand that any verbal representation made or assumed to be made during any oral
discussion held between Vendor’s representatives and any state personnel is not binding. Only
the information issued in writing and added to the specifications by an official addendum is
binding.

4 Authorized Signature

Q-32- 35 )

Date

NOTE: This addendum acknowledgement should be submitted with the bid to expedite
document processing.
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Docusign Envelope ID: 632A9E73-187F-4695-B870-535849A8CCCC

EXHIBIT B To:
REQUIRED CONTRACT PROVISIONS FOR NON-FEDERAL ENTITY
CONTRACTS UNDER FEDERAL AWARDS (2 C.F.R. § 200.317):
Prevailing Wage Determination

— Not Applicable Because Contract Not for Construction

[ ] Federal Prevailing Wage Determination on Next Page

Rev. 4/5/2022



DESIGNATED CONTACT: Vendor appoints the individual identified in this Section as the
Contract Administrator and the initial point of contact for matters relating to this Contract.

(Printed Name and T1tle)/%&u‘]{'g\( M\ [ A\a';\\w’\ a\&n (Y\C{ﬂé}\ ns RG(%‘M
(Address) Q)Q‘OO },PA\ QL‘\'-\H;C j? L e LJ&\f‘ SX’?\ j}@% <

(Phone Number) / (Fax Number) S0\ =12 - ld[n-%

(email address) <, W‘A: é -:thg NS NES ;\g S, Cenn

CERTIFICATION AND SIGNATURE: By signing below, or submitting documentation
through wvOASIS, I certify that: I have reviewed this Solicitation/Contract in its entirety; that I
understand the requirements, terms and conditions, and other information contained herein; that
this bid, offer or proposal constitutes an offer to the State that cannot be unilaterally withdrawn;
that the product or service proposed meets the mandatory requirements contained in the
Solicitation/Contract for that product or service, unless otherwise stated herein; that the Vendor
accepts the terms and conditions contained in the Solicitation, unless otherwise stated herein; that
I am submitting this bid, offer or proposal for review and consideration; that this bid or offer was
made without prior understanding, agreement, or connection with any entity submitting a bid or
offer for the same material, supplies, equipment or services; that this bid or offer is in all respects
fair and without collusion or fraud; that this Contract is accepted or entered into without any prior
understanding, agreement, or connection to any other entity that could be considered a violation of
law; that I am authorized by the Vendor to execute and submit this bid, offer, or proposal, or any
documents related thereto on Vendor’s behalf; that I am authorized to bind the vendor in a
contractual relationship; and that to the best of my knowledge, the vendor has properly registered
with any State agency that may require registration.

By signing below. I further certify that I understand this Contract is subject to the
provisions of West Virginia Code § 54-3-62. which automatically voids certain coniract
clauses that violate State law: and that pursuant to W. Va. Code 54-3-63, the entity
entering into this contract is  pr ohibited from engaging in a bovcott against Israel.

e _Smne (haslers

(Com?eﬁy)

(Slgn;u{ “of Authorized Representative)

M_Lﬁmm%bﬂ_ﬂ e Pathiec. R-23-35
Printed Name and Title of Authorized Represen t1 e) (Date)

SO\ 1 X3- 165
(Phone Number) (Fax Number)

SOt piesaas W\&)Jre—( S Lo
(Email Address)
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REQUEST FOR PROPOSAL

CRFP 0iG2600000001
Case Management System

6.8. Availability of Information: Proposal submissions become public and are available for review
immediately after opening pursuant to West Virginia Code §5A-3-11(h). All other information
associated with the RFP, including but not limited to, technical scores and reasons for
disqualification, will not be available until after the contract has been awarded pursuant to West
Virginia Code of State Rules §148-1-6.3.d.

By signing below, I certify that I have reviewed this Request for Proposal in its entirety; understand the
requirements, terms and conditions, and other information contained herein; that [ am submitting this
proposal for review and consideration; that I am authorized by the bidder to execute this bid or any
documents related thereto on bidder’s behalf; that I am authorized to bind the bidder in a contractual
relationship; and that, to the best of my knowledge, the bidder has properly registered with any State
agency that may require registration.

3\ 0 Sen< '“ﬁaﬁjr@( <
(Company)

451nS P&C’HM

) ﬁl CA
(Representative Name, Title)

Ll AR5 =) 2 S
(Contact Phone/Fax Number)

D —a2- A5
(Date) -~

Revised 07/01/2021
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included in the release order or change order process.



AGREED:

Name of Agency: WV Office of Inspector General

Signature:

Title:

Date:

Form - WVBAA-012004
Amended 06.26.2013
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FEDERAL FUNDS ADDENDUM
2 C.F.R. §§ 200.317 —200.327

Purpose: This addendum is intended to modify the solicitation in an attempt to make the contract compliant
with the requirements of 2 C.F.R. §§ 200.317 through 200.327 relating to the expenditure of certain federal
funds. This solicitation will allow the State to obtain one or more contracts that satisfy standard state
procurement, state federal funds procurement, and county/local federal funds procurement requirements.

Instructions: Vendors who are willing to extend their contract to procurements with federal funds and the
requirements that go along with doing so, should sign the attached document identified as: “REQUIRED
CONTRACT PROVISIONS FOR NON-FEDERAL ENTITY CONTRACTS UNDER FEDERAL
AWARDS (2 CF.R. § 200.317)”

Should the awarded vendor be unwilling to extend the contract to federal funds procurement, the State
reserves the right to award additional contracts to vendors that can and are willing to meet federal funds

procurement requirements.

Changes to Specifications: Vendors should consider this solicitation as containing two separate
solicitations, one for state level procurement and one for county/local procurement.

State Level: In the first solicitation, bid responses will be evaluated with applicable preferences
identified in sections 15, 15A, and 16 of the “Instructions to Vendors Submitting Bids” to establish a
contract for both standard state procurements and state federal funds procurements.

County Level: In the second solicitation, bid responses will be evaluated with applicable preferences
identified in Sections 15, 15A, and 16 of the “Instructions to Vendors Submitting Bids” omitted to
establish a contract for County/Local federal funds procurement.

Award: If the two evaluations result in the same vendor being identified as the winning bidder, the two
solicitations will be combined into a single contract award. If the evaluations result in a different bidder
being identified as the winning bidder, multiple contracts may be awarded. The State reserves the right to
award to multiple different entities should it be required to satisfy standard state procurement, state federal
funds procurement, and county/local federal funds procurement requirements.

State Government Use Caution: State agencies planning to utilize this contract for procurements subject
to the above identified federal regulations should first consult with the federal agency providing the
applicable funding to ensure the contract is complaint.

County/Local Government Use Caution: County and Local government entities planning to utilize this
contract for procurements subject to the above identified federal regulation should first consult with the
federal agency providing the applicable funding to ensure the contract is complaint. For purposes of
County/Local government use, the solicitation resulting in this contract was conducted in accordance with
the procurement laws, rules, and procedures governing the West Virginia Department of Administration,
Purchasing Division, except that vendor preference has been omitted for County/Local use purposes and
the contract terms contained in the document entitled “REQUIRED CONTRACT PROVISIONS FOR
NON-FEDERAL ENTITY CONTRACTS UNDER FEDERAL AWARDS (2 C.F.R. § 200.317)” have
been added.

Rev. 4/5/2022



FEDERAL FUNDS ADDENDUM

REQUIRED CONTRACT PROVISIONS FOR NON-FEDERAL ENTITY
CONTRACTS UNDER FEDERAL AWARDS (2 C.F.R. § 200.317):

The State of West Virginia Department of Administration, Purchasing Division, and the Vendor
awarded this Contract intend that this Contract be compliant with the requirements of the
Procurement Standards contained in the Uniform Administrative Requirements, Cost Principles,
and Audit Requirements found in 2 C.F.R. § 200.317, et seq. for procurements conducted by a
Non-Federal Entity. Accordingly, the Parties agree that the following provisions are included in
the Contract.

1. MINORITY BUSINESSES, WOMEN'S BUSINESS ENTERPRISES, AND LABOR
SURPLUS AREA FIRMS:
(2 C.FR. § 200.321)

a. The State confirms that it has taken all necessary affirmative steps to assure that
minority businesses, women's business enterprises, and labor surplus area firms are
used when possible. Those affirmative steps include:

(1) Placing qualified small and minority businesses and women's business
enterprises on solicitation lists;

(2) Assuring that small and minority businesses, and women's business enterprises
are solicited whenever they are potential sources;

(3) Dividing total requirements, when economically feasible, into smaller tasks or
quantities to permit maximum participation by small and minority businesses, and
women's business enterprises;

(4) Establishing delivery schedules, where the requirement permits, which
encourage participation by small and minority businesses, and women's business
enterprises;

(5) Using the services and assistance, as appropriate, of such organizations as the
Small Business Administration and the Minority Business Development Agency
of the Department of Commerce; and

(6) Requiring the prime contractor, if subcontracts are to be let, to take the
affirmative steps listed in paragraphs (1) through (5) above.

b. Vendor confirms that if it utilizes subcontractors, it will take the same affirmative
steps to assure that minority businesses, women's business enterprises, and labor
surplus area firms are used when possible.

2. DOMESTIC PREFERENCES:
(2 CFR. § 200.322)

a. The State confirms that as appropriate and to the extent consistent with law, it has, to

the greatest extent practicable under a Federal award, provided a preference for the
purchase, acquisition, or use of goods, products, or materials produced in the United

Rev. 4/5/2022



States (including but not limited to iron, aluminum, steel, cement, and other
manufactured products).

b. Vendor confirms that will include the requirements of this Section 2. Domestic
Preference in all subawards including all contracts and purchase orders for work or
products under this award.

c. Definitions: For purposes of this section:

(1) “Produced in the United States” means, for iron and steel products, that all
manufacturing processes, from the initial melting stage through the application of
coatings, occurred in the United States.

(2) “Manufactured products” means items and construction materials composed in
whole or in part of non-ferrous metals such as aluminum; plastics and polymer-based
products such as polyvinyl chloride pipe; aggregates such as concrete; glass,
including optical fiber; and lumber.

3. BREACH OF CONTRACT REMEDIES AND PENALTIES:
(2 C.F.R. § 200.327 and Appendix II)

(a) The provisions of West Virginia Code of State Rules § 148-1-5 provide for breach of
contract remedies, and penalties. A copy of that rule is attached hereto as Exhibit A
and expressly incorporated herein by reference.

4. TERMINATION FOR CAUSE AND CONVENIENCE:
(2 C.F.R. § 200.327 and Appendix II)

(a) The provisions of West Virginia Code of State Rules § 148-1-5 govern Contract
termination. A copy of that rule is attached hereto as Exhibit A and expressly
incorporated herein by reference.

5. EQUAL EMPLOYMENT OPPORTUNITY:
(2 C.F.R. § 200.327 and Appendix II) -

Except as otherwise provided under 41 CFR Part 60, and if this contract meets the definition
of “federally assisted construction contract” in 41 CFR Part 60-1.3, this contract includes the
equal opportunity clause provided under 41 CFR 60-1.4(b), in accordance with Executive
Order 11246, “Equal Employment Opportunity” (30 FR 12319, 12935, 3 CFR Part, 1964—
1965 Comp., p. 339), as amended by Executive Order 11375, “Amending Executive Order
11246 Relating to Equal Employment Opportunity,” and implementing regulations at 41
CFR part 60, “Office of Federal Contract Compliance Programs, Equal Employment
Opportunity, Department of Labor.”
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6. DAVIS-BACON WAGE RATES:
(2 C.F.R. § 200.327 and Appendix II)

Vendor agrees that if this Contract includes construction, all construction work in excess of
$2,000 will be completed and paid for in compliance with the Davis—Bacon Act (40 U.S.C.
3141-3144, and 3146-3148) as supplemented by Department of Labor regulations (29 CFR
Part 5, “Labor Standards Provisions Applicable to Contracts Covering Federally Financed
and Assisted Construction™). In accordance with the statute, contractors must:

(a) pay wages to laborers and mechanics at a rate not less than the prevailing wages
specified in a wage determination made by the Secretary of Labor.
(b) pay wages not less than once a week.

A copy of the current prevailing wage determination issued by the Department of Labor is
attached hereto as Exhibit B. The decision to award a contract or subcontract is conditioned
upon the acceptance of the wage determination. The State will report all suspected or
reported violations to the Federal awarding agency.

7. ANTI-KICKBACK ACT:
(2 C.F.R. § 200.327 and Appendix II)

Vendor agrees that it will comply with the Copeland Anti-KickBack Act (40 U.S.C. 3145), as
supplemented by Department of Labor regulations (29 CFR Part 3, “Contractors and
Subcontractors on Public Building or Public Work Financed in Whole or in Part by Loans or
Grants from the United States”). Accordingly, Vendor, Subcontractors, and anyone
performing under this contract are prohibited from inducing, by any means, any person
employed in the construction, completion, or repair of public work, to give up any part of the
compensation to which he or she is otherwise entitled. The State must report all suspected or
reported violations to the Federal awarding agency.

8. CONTRACT WORK HOURS AND SAFETY STANDARDS ACT
(2 C.E.R. § 200.327 and Appendix II)

Where applicable, and only for contracts awarded by the State in excess of $100,000 that
involve the employment of mechanics or laborers, Vendor agrees to comply with 40 U.S.C.
3702 and 3704, as supplemented by Department of Labor regulations (29 CFR Part 5). Under
40 U.S.C. 3702 of the Act, Vendor is required to compute the wages of every mechanic and
laborer on the basis of a standard work week of 40 hours. Work in excess of the standard
work week is permissible provided that the worker is compensated at a rate of not less than
one and a half times the basic rate of pay for all hours worked in excess of 40 hours in the
work week. The requirements of 40 U.S.C. 3704 are applicable to construction work and
provide that no laborer or mechanic must be required to work in surroundings or under
working conditions which are unsanitary, hazardous or dangerous. These requirements do not
apply to the purchases of supplies or materials or articles ordinarily available on the open
market, or contracts for transportation or transmission of intelligence.
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9.

10.

11.

12.

RIGHTS TO INVENTIONS MADE UNDER A CONTRACT OR AGREEMENT.
(2 C.F.R. § 200.327 and Appendix II)

If the Federal award meets the definition of “funding agreement” under 37 CFR § 401.2 (a)
and the recipient or subrecipient wishes to enter into a contract with a small business firm or
nonprofit organization regarding the substitution of parties, assignment or performance of
experimental, developmental, or research work under that “funding agreement,” the recipient
or subrecipient must comply with the requirements of 37 CFR Part 401, “Rights to
Inventions Made by Nonprofit Organizations and Small Business Firms Under Government
Grants, Contracts and Cooperative Agreements,” and any implementing regulations issued by
the awarding agency.

CLEAN AIR ACT
(2 C.F.R. § 200.327 and Appendix II)

Vendor agrees that if this contract exceeds $150,000, Vendor is to comply with all applicable
standards, orders or regulations issued pursuant to the Clean Air Act (42 U.S.C. 7401-7671q)
and the Federal Water Pollution Control Act as amended (33 U.S.C. 1251-1387). Violations
must be reported to the Federal awarding agency and the Regional Office of the
Environmental Protection Agency (EPA).

DEBARMENT AND SUSPENSION
(2 C.F.R. § 200.327 and Appendix II)

The State will not award to any vendor that is listed on the governmentwide exclusions in the
System for Award Management (SAM), in accordance with the OMB guidelines at 2 CFR
180 that implement Executive Orders 12549 (3 CFR part 1986 Comp., p. 189) and 12689 (3
CFR part 1989 Comp., p. 235), “Debarment and Suspension.” SAM Exclusions contains the
names of parties debarred, suspended, or otherwise excluded by agencies, as well as parties
declared ineligible under statutory or regulatory authority other than Executive Order 12549,

BYRD ANTI-LOBBYING AMENDMENT
(2 C.F.R. § 200.327 and Appendix II)

Vendors that apply or bid for an award exceeding $100,000 must file the required
certification. Each tier certifies to the tier above that it will not and has not used Federal
appropriated funds to pay any person or organization for influencing or attempting to
influence an officer or employee of any agency, a member of Congress, officer or employee
of Congress, or an employee of a member of Congress in connection with obtaining any
Federal contract, grant or any other award covered by 31 U.S.C. 1352. Each tier must also
disclose any lobbying with non—Federal funds that takes place in connection with obtaining
any Federal award. Such disclosures are forwarded from tier to tier up to the non—Federal

award.,
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13. PROCUREMENT OF RECOVERED MATERIALS
(2 C.F.R. § 200.327 and Appendix II; 2 C.F.R. § 200.323)

Vendor agrees that it and the State must comply with section 6002 of the Solid Waste
Disposal Act, as amended by the Resource Conservation and Recovery Act. The
requirements of Section 6002 include procuring only items designated in guidelines of the
Environmental Protection Agency (EPA) at 40 CFR part 247 that contain the highest
percentage of recovered materials practicable, consistent with maintaining a satisfactory level
of competition, where the purchase price of the item exceeds $10,000 or the value of the
quantity acquired during the preceding fiscal year exceeded $10,000; procuring solid waste
management services in a manner that maximizes energy and resource recovery; and
establishing an affirmative procurement program for procurement of recovered materials
identified in the EPA guidelines.

14. PROHIBITION ON CERTAIN TELECOMMUNICATIONS AND VIDEO
SURVEILLANCE SERVICES OR EQUIPMENT.
(2 C.F.R. §200.327 and Appendix II; 2 CFR § 200.216)

Vendor and State agree that both are prohibited from obligating or expending funds under
this Contract to:

(1) Procure or obtain;

(2) Extend or renew a contract to procure or obtain; or

(3) Enter into a contract (or extend or renew a contract) to procure or obtain equipment,
services, or systems that uses covered telecommunications equipment or services as a
substantial or essential component of any system, or as critical technology as part of
any system. As described in Public Law 115-232, section 889, covered
telecommunications equipment is telecommunications equipment produced by
Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate of
such entities).

(i) For the purpose of public safety, security of government facilifies, physical
security surveillance of critical infrastructure, and other national security
purposes, video surveillance and telecommunications equipment produced by
Hytera Communications Corporation, Hangzhou Hikvision Digital
Technology Company, or Dahua Technology Company (or any subsidiary or
affiliate of such entities).

(ii) Telecommunications or video surveillance services provided by such entities
or using such equipment.

(iii) Telecommunications or video surveillance equipment or services produced or
provided by an entity that the Secretary of Defense, in consultation with the
Director of the National Intelligence or the Director of the Federal Bureau of
Investigation, reasonably believes to be an entity owned or controlled by, or
otherwise connected to, the government of a covered foreign country.
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In implementing the prohibition under Public Law 115-232, section 889, subsection (f),
paragraph (1), heads of executive agencies administering loan, grant, or subsidy programs
shall prioritize available funding and technical support to assist affected businesses,
institutions and organizations as is reasonably necessary for those affected entities to
transition from covered communications equipment and services, to procure replacement
equipment and services, and to ensure that communications service to users and customers is
sustained.

State of West Virginia Vendor_i\]?_e:

., / o

By: By{;l J’j‘ /_
. L ‘ ©

Printed Name: Printed Name: { ﬂcli kN

Title: Title: DMQ%M

Date: Date: ) D— Q- A5
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Version 11-1-19

Software as a Service Addendum

1. Definitions:

Acceptable alternative data center location means a country that is identified as providing
equivalent or stronger data protection than the United States, in terms of both regulation
and enforcement. DLA Piper's Privacy Heatmap shall be utilized for this analysis and may

be found at hitps.//www.dlapiperdataprotection.com/index.htmli?t=world-
map&c=US&c2=IN.

Authorized Persons means the service provider's employees, contractors, subcontractors
or other agents who have responsibility in protecting or have access to the public
jurisdiction’s personal data and non-public data to enable the service provider to perform
the services required.

Data Breach means the unauthorized access and acquisition of unencrypted and
unredacted personal data that compromises the security or confidentiality of a public
jurisdiction's personal information and that causes the service provider or public
jurisdiction to reasonably believe that the data breach has caused or will cause identity
theft or other fraud.

individually Identifiable Health Information means information that is a subset of health
information, including demographic information collected from an individual, and (1) is
created or received by a health care provider, health plan, employer or health care
clearinghouse; and (2) relates to the past, present or future physical or mental health or
condition of an individual; the provision of health care to an individual; or the past, present
or future payment for the provision of health care to an individual; and (a) that identifies
the individual; or (b) with respect to which there is a reasonable basis to believe the
information can be used to identify the individual.

Non-Public Data means data, other than personal data, that is not subject to distribution
to the public as public information. It is deemed to be sensitive and confidential by the
public jurisdiction because it contains information that is exempt by statute, ordinance or
administrative rule from access by the general public as public information. -

Personal Data means data that includes information relating to a person that identifies
the person by first name or first initial, and last name, and has any of the following
personally identifiable information (Pll): government-issued identification numbers (e.g.,
Social Security, driver's license, state identification card); financial account information,
including account number, credit or debit card numbers; or protected health information
(PHI).

Protected Health Information (PHI) means individually identifiable health information
transmitted by electronic media, maintained in electronic media, or transmitted or
maintained in any other form or medium. PHI| excludes education records covered by the
Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 1232g,
records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held by a
covered entity in its role as employer.



Version 11-1-19

Public Jurisdiction means any government or government agency that uses these terms

and conditions. The term is a placeholder for the government or government agency.

Public Jurisdiction Data means all data created or in any way originating with the public
jurisdiction, and all data that is the output of computer processing or other electronic
manipulation of any data that was created by or in any way originated with the public
jurisdiction, whether such data or output is stored on the public jurisdiction’s hardware,
the service provider's hardware or exists in any system owned, maintained or otherwise
controlled by the public jurisdiction or by the service provider.

Public Jurisdiction Identified Contact means the person or persons designated in writing
by the public jurisdiction to receive security incident or breach notification.

Restricted data means personal data and non-public data.

Security Incident means the actual unauthorized access to personal data or non-public
data the service provider believes could reasonably result in the use, disclosure or theft
of a public jurisdiction’s unencrypted personal data or non-public data within the
possession or control of the service provider. A security incident may or may not turn into
a data breach.

Service Provider means the contractor and its employees, subcontractors, agents and
affiliates who are providing the services agreed to under the contract.

Software-as-a-Service (SaaS) means the capability provided to the consumer to use the
provider's applications running on a cloud infrastructure. The applications are accessible
from various client devices through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The consumer does not manage or control the
underlying cloud infrastructure including network, servers, operating systems, storage or
even individual application capabilities, with the possible exception of limited user-specific
application configuration settings.

2. Data Ownership: The public jurisdiction will own all right, title and interest in its data
that is related to the services provided by this contract. The service provider shall not
access public jurisdiction user accounts or public jurisdiction data, except (1) in the course
of data center operations, (2) in response to service or technical issues, (3) as required
by the express terms of this contract or (4) at the public jurisdiction’s written request.

3. Data Protection and Privacy: Protection of personal privacy and data shall be an
integral part of the business activities of the service provider to ensure there is no
inappropriate or unauthorized use of public jurisdiction information at any time. To this
end, the service provider shall safeguard the confidentiality, integrity and availability of
public jurisdiction information and comply with the following conditions:
a) The service provider shall implement and maintain appropriate administrative,
technical and physical security measures to safeguard against unauthorized
access, disclosure or theft of personal data and non-public data. In Appendix A,
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b)

d)

)

h)

the public jurisdiction shall indicate whether restricted information will be
processed by the service provider. Such security measures shall be in accordance
with recognized industry practice and not less siringent than the measures the
service provider applies to its own personal data and non-public data of similar
kind. The service provider shall ensure that all such measures, including the
manner in which personal data and non-public data are collected, accessed, used,
stored, processed, disposed of and disclosed, comply with applicable data
protection and privacy laws, as well as the terms and conditions of this Addendum
and shall survive termination of the underlying contract.

The service provider represents and warrants that its collection, access, use,
storage, disposal and disclosure of personal data and non-public data do and will
comply with all applicable federal and state privacy and data protection laws, as
well as all other applicable regulations, policies and directives.

The service provider shall support third-party multi-factor authentication integration
with the public jurisdiction third-party identity provider to safeguard personal data
and non-public data.

If, in the course of its engagement by the public jurisdiction, the service provider
has access to or will collect, access, use, store, process, dispose of or disclose
credit, debit or other payment cardholder information, the service provider shall at
all times remain in compliance with the Payment Card Industry Data Security
Standard (“PCl DSS") requirements, including remaining aware at all times of
changes to the PCI DSS and promptly implementing all procedures and practices
as may be necessary to remain in compliance with the PCI DSS, in each case, at
the service provider's sole cost and expense. All data obtained by the service
provider in the performance of this contract shall become and remain the property
of the public jurisdiction.

All personal data shall be encrypted at rest and in transit with controlled access.
Unless otherwise stipulated, the service provider is responsible for encryption of
the personal data.

Unless otherwise stipulated, the service provider shall encrypt all non-public data
at rest and in transit, in accordance with recognized industry practice. The public
jurisdiction shall identify data it deems as non-public data to the service provider.

At no time shall any data or process — that either belong to or are intended for the
use of a public jurisdiction or its officers, agents or employees — be copied,
disclosed or retained by the service provider or any party related to the service
provider for subsequent use in any transaction that does not include the public
jurisdiction.

The service provider shall not use or disclose any information collected in
connection with the service issued from this proposal for any purpose other than
fulfilling the service.

Data Location. For non-public data and personal data, the service provider shall
provide its data center services to the public jurisdiction and its end users solely
from data centers in the U.S. Storage of public jurisdiction data at rest shall be
located solely in data centers in the U.S. The service provider shall not allow its
personnel or contractors to store public jurisdiction data on portable devices,
including personal computers, except for devices that are used and kept only at its
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U.S. data centers. With agreement from the public jurisdiction, this term may be
met by the service provider providing its services from an acceptable alternative
data center location, which agreement shall be stated in Appendix A. The Service
Provider may also request permission to utilize an acceptable alternative data
center location during a procurement’s question and answer period by submitting
a question to that effect. The service provider shall permit its personnel and
contractors to access public jurisdiction data remotely only as required to provide
technical support.

4. Security Incident or Data Breach Notification: The service provider shall inform the
public jurisdiction of any confirmed security incident or data breach.
a) Incident Response: The service provider may need to communicate with outside

b)

parties regarding a security incident, which may include contacting law
enforcement, fielding media inquiries and seeking external expertise as defined by
law or contained in the contract. Discussing security incidents with the public
jurisdiction shall be handled on an urgent as-needed basis, as part of service
provider communication and mitigation processes defined by law or contained in
the contract.

Security Incident Reporting Requirements: The service provider shall report a
confirmed Security Incident as soon as practicable, but no later than twenty-four
(24) hours after the service provider becomes aware of it, to; (1) the department
privacy officer, by email, with a read receipt, identified in Appendix A; and, (2)
unless otherwise directed by the public jurisdiction in the underlying contract, the
WVOT Online Computer Security and Privacy Incident Reporting System at
hitps://apps.wv.qov/ot/ir/Default.aspx, and (3) the public jurisdiction point of
contact for general contract oversight/administration. The following information
shall be shared with the public jurisdiction: (1) incident phase (detection and
analysis; containment, eradication and recovery; or post-incident activity), (2)
projected business impact, and, (3) attack source information.

Breach Reporting Requirements: Upon the discovery of a data breach or
unauthorized access to non-public data, the service provider shall immediately
report to: (1) the department privacy officer, by email, with a read receipt, identified
in Appendix A; and, (2) unless otherwise directed by the public jurisdiction in the
underlying contract, the WVOT Online Computer Security and Privacy incident
Reporting System at https://apps.wv.gov/ot/ir/Default.aspx, and the public
jurisdiction point of contact for general contract oversight/administration.

5. Breach Responsibilities: This section only applies when a data breach occurs with
respect to personal data within the possession or control of the service provider.

a)

Immediately after being awarded a contract, the service provider shall provide the
public jurisdiction with the name and contact information for an employee of service
provider who shall serve as the public jurisdiction's primary security contact and
shall be available to assist the public jurisdiction twenty-four (24) hours per day,
seven (7) days per week as a contact in resolving obligations associated with a
data breach. The service provider may provide this information in Appendix A.



Version 11-1--19

b)

d)

Immediately following the service provider’s notification to the public jurisdiction of
a data breach, the parties shall coordinate cooperate with each other to investigate
the data breach. The service provider agrees to fully cooperate with the public
jurisdiction in the public jurisdiction’s handling of the matter, including, without
limitation, at the public jurisdiction’s request, making available all relevant records,
logs, files, data reporting and other materials required to comply with applicable
law and regulation.

Within 72 hours of the discovery, the service provider shall notify the parties listed
in 4(c) above, to the extent known: (1) date of discovery; (2) list of data elements
and the number of individual records; (3) description of the unauthorized persons
known or reasonably believed to have improperly used or disclosed the personal
data; (4) description of where the personal data is believed to have been
improperly transmitted, sent, or utilized; and, (56) description of the probable
causes of the improper use or disclosure.

The service provider shall (1) cooperate with the public jurisdiction as reasonably
requested by the public jurisdiction to investigate and resolve the data breach, (2)
promptly implement necessary remedial measures, if necessary, and prevent any
further data breach at the service provider's expense in accordance with
applicable privacy rights, laws and regulations and (3) document responsive
actions taken related to the data breach, including any post-incident review of
events and actions taken to make changes in business practices in providing the
services, if necessary.

If a data breach is a direct result of the service provider's breach of its contract
obligation to encrypt personal data or otherwise prevent its release, the service
provider shall bear the costs associated with (1) the investigation and resolution of
the data breach; (2) notifications to individuals, regulators or others required by
state or federal law; (3) a credit monitoring service (4) a website or a toll-free
number and call center for affected individuals required by state law — all not to
exceed the average per record per person cost calculated for data breaches in the
United States in the most recent Cost of Data Breach Study: Global Analysis
published by the Ponemon Institute at the time of the data breach.(or other similar
publication if the named publication has not issued an updated average per record
per cost in the last 5 years at the time of the data breach); and (5) complete all
corrective actions as reasonably determined by service provider based on root
cause. The service provider agrees that it shall not inform any third party of any
data breach without first obtaining the public jurisdiction’s prior written consent,
other than to inform a complainant that the matter has been forwarded to the public
jurisdiction’s legal counsel and/or engage a third party with appropriate expertise
and confidentiality protections for any reason connected to the data breach. Except
with respect to where the service provider has an independent legal obligation to
report a data breach, the service provider agrees that the public jurisdiction shall
have the sole right to determine: (1) whether notice of the data breach is to be
provided to any individuals, regulators, law enforcement agencies, consumer
reporting agencies or others, as required by law or regulation, or otherwise in the
public jurisdiction’s discretion; and (2) the contents of such notice, whether any

5
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type of remediation may be offered to affected persons, and the nature and extent
of any such remediation. The service provider retains the right to report activity to
law enforcement.

6. Notification of Legal Requests: The service provider shall contact the public
jurisdiction upon receipt of any electronic discovery, litigation holds, discovery searches
and expert testimonies related to the public jurisdiction’s data under this contract, or which
in any way might reasonably require access to the data of the public jurisdiction. The
service provider shall not respond to subpoenas, service of process and other legal
requests related to the public jurisdiction without first notifying the public jurisdiction,
unless prohibited by law from providing such notice.

7. Termination and Suspension of Service:

a) In the event of a termination of the contract, the service provider shall implement
an orderly return of public jurisdiction data within the time period and format
specified in the contract (or in the absence of a specified time and format, a mutually
agreeable time and format) and after the data has been successfully returned,
securely and permanently dispose of public jurisdiction data.

b) During any period of service suspension, the service provider shall not take any
action to intentionally erase any public jurisdiction data.

c) In the event the contract does not specify a time or format for return of the public
jurisdiction’s data and an agreement has not been reached, in the event of
termination of any services or agreement in entirety, the service provider shall not
take any action to intentionally erase any public jurisdiction data for a period of:

e 10 days after the effective date of termination, if the termination is in
accordance with the contract period
o 30 days after the effective date of termination, if the termination is for
convenience
¢ B0 days after the effective date of termination, if the termination is for
cause
After such period, the service provider shall have no obligation to maintain or
provide any public jurisdiction data and shall thereafter, unless legally prohibited,
delete all public jurisdiction data in its systems or otherwise in its possession or
under its control.

d) The public jurisdiction shall be entitled to any post-termination assistance generally
made available with respect to the services, unless a unique data retrieval
arrangement has been established as part of the Contract.

e) The service provider shall securely dispose of all requested data in all of its forms,
such as disk, CD/ DVD, backup tape and paper, when requested by the public
jurisdiction. Data shall be permanently deleted and shall not be recoverable,
according to National Institute of Standards and Technology (NIST)-approved
methods. Certificates of destruction shall be provided to the public jurisdiction.

8. Background Checks: The service provider shall conduct criminal background checks
in compliance with W.Va. Code §15-2D-3 and not utilize any staff to fulfill the obligations

6
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of the contract, including subcontractors, who have been convicted of any crime of
dishonesty, inciuding but not limited to criminal fraud, or otherwise convicted of any felony
or misdemeanor offense for which incarceration for up to 1 year is an authorized penality.
The service provider shali promote and maintain an awareness of the importance of
securing the public jurisdiction’s information among the service provider's employees and
agents.

9. Oversight of Authorized Persons: During the term of each authorized person's
employment or engagement by service provider, service provider shall at all times cause
such persons to abide strictly by service provider’s obligations under this Agreement and
service provider's standard policies and procedures. The service provider further agrees
that it shall maintain a disciplinary process to address any unauthorized access, use or
disclosure of personal data by any of service provider's officers, partners, principals,
employees, agents or contractors.

10. Access to Security Logs and Reports: The service provider shall provide reports
to the public jurisdiction in CSV format agreed to by both the service provider and the
public jurisdiction. Reports shall include user access (successful and failed attempts),
user access |IP address, user access history and security logs for all public jurisdiction
files and accounts related to this contract.

11. Data Protection Self-Assessment: The service provider shall perform a Cloud
Security Alliance STAR Self-Assessment by completing and submitting the “Consensus
Assessments Initiative Questionnaire” to the Public Jurisdiction |dentified Contact. The
service provider shall submit its self-assessment to the public jurisdiction prior to contract
award and, upon request, annually thereafter, on the anniversary of the date of contract
execution. Any deficiencies identified in the assessment will entitle the public jurisdiction
to disqualify the bid or terminate the contract for cause.

12. Data Center Audit: The service provider shall perform an audit of its data center(s)
at least annually at its expense and provide a redacted version of the audit report upon
request. The service provider may remove its proprietary information from the redacted
version. A Service Organization Control (SOC) 2 audit report or approved equivalent sets
the minimum level of a third-party audit. Any deficiencies identified in the report or
approved equivalent will entitle the public jurisdiction to disqualify the bid or terminate the
contract for cause.

13. Change Control and Advance Notice: The service provider shall give 30 days,
advance notice (to the public jurisdiction of any upgrades (e.g., major upgrades, minor
upgrades, system changes) that may impact service availability and performance. A
major upgrade is a replacement of hardware, software or firmware with a newer or better
version in order to bring the system up to date or to improve its characteristics.

14. Security:
a) At a minimum, the service provider's safeguards for the protection of data shall
include: (1) securing business facilities, data centers, paper files, servers, back-up
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systems and computing equipment, including, but not limited to, all mobile devices
and other equipment with information storage capability; (2) implementing network,
device application, database and platform security; 3) securing information
transmission, storage and disposal; (4) implementing authentication and access
controls within media, applications, operating systems and equipment; (5)
implementing appropriate personnel security and integrity procedures and
practices, including, but not limited to, conducting background checks consistent
with applicable law; and (6) providing appropriate privacy and information security
training to service provider's employees.

b) The service provider shall execute well-defined recurring action steps that identify
and monitor vulnerabilities and provide remediation or corrective measures. Where
the service provider’s technology or the public jurisdiction’s required dependence
on a third-party application to interface with the technology creates a critical or high
risk, the service provider shall remediate the vulnerability as soon as possible. The
service provider must ensure that applications used to interface with the service
provider's technology remain operationally compatible with software updates.

¢) Upon the public jurisdiction’s written request, the service provider shall provide a
high-level network diagram with respect to connectivity to the public jurisdiction’s
network that illustrates the service provider's information technology network
infrastructure.

15. Non-disclosure and Separation of Duties: The service provider shall enforce
separation of job duties, require commercially reasonable non-disclosure agreements,
and limit staff knowledge of public jurisdiction data to that which is absolutely necessary
to perform job duties.

16. Import and Export of Data: The public jurisdiction shall have the ability to securely
import, export or dispose of data in standard format in piecemeal or in entirety at its
discretion without interference from the service provider. This includes the ability for the
public jurisdiction to import or export data to/from other service providers identified in the
contract (or in the absence of an identified format, a mutually agreeable format).

17. Responsibilities: The service provider shall be responsible for the acquisition and
operation of all hardware, software and network support related to the cloud services
being provided. The technical and professional activities required for establishing,
managing and maintaining the environments are the responsibilities of the service
provider.

18. Subcontractor Compliance: The service provider shall ensure that any of its
subcontractors to whom it provides any of the personal data or non-public data it receives
hereunder, or to whom it provides any personal data or non-public data which the service
provider creates or receives on behalf of the public jurisdiction, agree to the restrictions,
terms and conditions which apply to the service provider hereunder.

19. Right to Remove Individuals: The public jurisdiction shall have the right at any time
to require that the service provider remove from interaction with public jurisdiction any



Version 11-1-19

service provider representative who the public jurisdiction believes is detrimental to its
working relationship with the service provider. The public jurisdiction shall provide the
service provider with notice of its determination, and the reasons it requests the removal.
If the public jurisdiction signifies that a potential security violation exists with respect to
the request, the service provider shaill inmediately remove such individual. The service
provider shall not assign the person to any aspect of the contract without the public
jurisdiction’s consent.

20. Business Continuity and Disaster Recovery: The service provider shall provide a
business continuity and disaster recovery plan executive summary upon request. Lack of
a plan will entitle the public jurisdiction to terminate this contract for cause.

21. Compliance with Accessibility Standards: The service provider shail comply with
and adhere to Accessibility Standards of Section 508 Amendment to the Rehabilitation
Act of 1973.

22. Web Services: The service provider shall use web services exclusively to interface
with the public jurisdiction’s data in near real time when possible.

23. Encryption of Data at Rest: The service provider shall ensure hard drive encryption
consistent with validated cryptography standards as referenced in FIPS 140-2, Security
Requirements for Cryptographic Modules for all personal data.

24. Subscription Terms: Service provider grants to a public jurisdiction a license to:
a. Access and use the service for its business purposes;
b. For Saa$S, use underlying software as embodied or used in the service; and
c. View, copy, upload, download (where applicable), and use service provider's
documentation.

25. Equitable Relief: Service provider acknowledges that any breach of its covenants or
obligations set forth in Addendum may cause the public jurisdiction irreparable harm for
which monetary damages would not be adequate compensation and agrees that, in the
event of such breach or threatened breach, the public_jurisdiction is entitled to seek
equitable relief, including a restraining order, injunctive relief, specific performance and
any other relief that may be available from any court, in addition to any other remedy to
which the public jurisdiction may be entitled at law or in equity. Such remedies shall not
be deemed to be exclusive but shall be in addition to all other remedies available at law
or in equity, subject to any express exclusions or limitations in this Addendum to the
contrary.
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AGREED:

Name of Agency:

Signature:

Title:

Date:
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Appendix A

(To be completed by the Agency’s Procurement Officer prior to the execution of the Addendum,
and shall be made a part of the Addendum. Required information not identified prior to execution
of the Addendum may only be added by amending Appendix A and the Addendum, via Change

Order.)

Name of Service Provider/Vendor: T\N’_ ~—edS {1 AR LS

Name of Agency: WV Office of Inspector General

Aagency/public jurisdiction’s required information:

1.

Will restricted information be processed by the service provider?
Yes | X

If yes to #1, does the restricted information include personal data?

Yes X
No

If yes to #1, does the restricted information include non-public data?

Yes
No %

If yes to #1, may the service provider store public jurisdiction data in a data center in an
acceptable alternative data center location, which is a country that is not the U.S.?
Yes

No [X]

Provide name and email address for the Department privacy officer:

Name: Jessica Y. Whitmore

Email address: jessica.y.whitmore@wv.gov

Vendor/Service Provider's required information:;

6.

Provide name and contact information for vendor's employee who shalll serve as the public
jurisdiction’s primary security contact:

L ©
Name: WaTA\ A (@A) [,k\J o0, Nl ‘Ttx\

Email address: M&&Sﬁm&iﬁé&ﬂﬁ&m

Phone Number: _ S\-  T1 A5 - | LS

11



Docusign Envelope ID: 632A9E73-187F-4695-B870-535849A8CCCC

Appendix A

(To be completed by the Agency’s Procurement Officer priorto the execution of the Addendum,
and shall be made a part of the Addendum. PHI not identified prior to .&xecution of the
Addendum may only bé addéd by amending Appendix A and the Addendum, via Change
Order.)

v p The SaasS Masters
Name of Associate:

Name of Agency: West VirginiaOffice of Inspector General

Describe the PHI (do not include any actu,alﬁ PHI). If not applicable, please indicate the same.

Any and alf information that could be used as an identifier

Investigative records that may include individual names, SSNs, dates of birth, Medicaid IDs,
and other identifiers related to potential fraud investigations.
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Appendix A

(To be completed by the Agency’s Procurement Officer prior to the execution of the Addendum,
and shall be made a part of the Addendum. Required information not identified prior to execution
of the Addendum may only be added by amending Appendix A and the Addendum, via Change
Order.)

) . The SaasS Masters
Name of Service Provider/\Vendor:

Name of Agency: WV Office of Inspector General

Aagency/public jurisdiction’s reguired information:

1. Wil restricted information be processed by the service provider?
Yes

No

2. Ifyesto#1, does the restricted information include personal data?
Yes
No .
3. Ifyes to#1, does the restricted information include non-public data?
Yes
No m
4. Ifyes to #1, may the service provider store public jurisdiction data in a data center in an

acceptable alternative data center location, which is a country that is not the U.S.?
Yes

No |X]

5. Provide name and email address for the Department privacy officer:

Name: Jessica Y. Whitmore

Email address: jessica.y.whitmore@wv.gov

Vendor/Service PFovider’s reguired information:

6. Provide name and contact information for vendor's employee who shall serve as the public
jurisdiction's primary security contact:

Name: Brandon washington

. support@thesaasmasters.com
Email address: PP

501-733-1465
Phone Number:

11
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REQUEST FOR PROPOSAL

CRFP 01G2600000001
Case Management System

6.8. Auvailability of Information: Proposal submissions become public and are available for review
immediately after opening pursuant to West Virginia Code §5A-3-11(h). All other information
associated with the RFP, including but not limited to, technical scores and reasons for
disqualification, will not be available until after the contract has been awarded pursuant to West
Virginia Code of State Rules §148-1-6.3.d.

By signing below, I certify that I have reviewed this Request for Proposal in its entirety; understand the
requirements, terms and conditions, and other information contained herein; that I am submitting this
proposal for review and consideration; that I am authorized by the bidder to execute this bid or any
documents related thereto on bidder’s behalf; that I am authorized to bind the bidder in a contractual
relationship; and that, to the best of my knowledge, the bidder has properly registered with any State
agency that may require registration.

The Saas Masters

{Company)

Brandon washington

(Representative Name, Title)
501-733-1465
(Contact Phone/Fax Number)

12/19/2025

(Date)

Revised 07/001/2021
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EXHIBIT A To:
REQUIRED CONTRACT PROVISIONS FOR NON-FEDERAL ENTITY
CONTRACTS UNDER FEDERAL AWARDS (2 C.F.R. § 200.317):

W. Va.CSR § 148-1-5

Rev. 4/5/2022
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|West Virginia Code of State Rules
[Title 148. Department of Administration
] Legislative Rule (Ser. 1)
[Series 1. Purchasing

W. Va. Code St. R. § 148-1-5
§ 148-1-5. Remedies.

Currentness

5.1. The Director may require that the spending unit attempt to resolve any issues that it may have
with the vendor prior to pursuing a remedy contained herein. The spending unit must document
any resolution efforts and provide copies of those documents to the Purchasing Division.

5.2. Contract Cancellation.

5.2.1. Cancellation. The Director may cancel a purchase or contract immediately under any one of
the following conditions including, but not limited to:

5.2.1.a. The vendor agrees to the cancellation;

5.2.1.b. The vendor has obtained the contract by fraud, collusion, conspiracy, or is in conflict
with any statutory or constitutional provision of the State of West Virginia;

5.2.1.c. Failure to honor any contractual term or condition or to honor standard commercial
practices;

5.2.1.d. The existence of an organizational conflict of interest is identified;

5.2.1.e. Funds are not appropriated or an appropriation is discontinued by the legislature for
the acquisition;

5.2.1.f. Violation of any federal, state, or local law, regulation, or ordinance, and
5.2.1.g. The contract was awarded in error.
5.2.2. The Director may cancel a purchase or contract for any reason or no reason, upon providing

Rev. 4/5/2022



Docusign Envelope ID: 632A9E73-187F-4695-B870-535849A8CCCC

the vendor with 30 days’ notice of the cancellation.

5.2.3. Opportunity to Cure. In the event that a vendor fails to honor any contractual term or
condition, or violates any provision of federal, state, or local law, regulation, or ordinance, the
Director may request that the vendor remedy the contract breach or legal violation within a time
frame the Director determines to be appropriate. If the vendor fails to remedy the contract breach
or legal violation or the Director determines, at his or her sole discretion, that such a request is
unlikely to yield a satisfactory result, then he or she may cancel immediately without providing
the vendor an opportunity to perform a remedy.

5.2.4. Re-Award. The Director may award the cancelled contract to the next lowest responsible
bidder (or next highest scoring bidder if best value procurement) without a subsequent solicitation
if the following conditions are met:

5.2.4.a. The next lowest responsible bidder (or next highest scoring bidder if best value
procurement) is able to perform at the price contained in its original bid submission, and

5.2.4.b. The contract is an open-end contract, a one-time purchase contract, or a contract for
work which has not yet commenced.

Award to the next lowest responsible bidder (or next highest scoring bidder if best value
procurement) will not be an option if the vendor’s failure has in any way increased or significantly
changed the scope of the original contract. The vendor failing to honor contractual and legal
obligations is responsible for any increase in cost the state incurs as a result of the re-award.

5.3. Non-Responsible. If the Director believes that a vendor may be non-responsible; the Director
may request that a vendor or spending unit provide evidence that the vendor either-does or does
not have the capability to fully perform the contract requirements, and the integrity and reliability
necessary to assure good faith performance. If the Director determines that the vendor is non-
responsible, the Director shall reject that vendor’s bid and shall not award the contract to that
vendor. A determination of non-responsibility must be evaluated on a case-by-case basis and can
only be made after the vendor in question has submitted a bid. A determination of non-
responsibility will only extend to the contract for which the vendor has submitted a bid and does
not operate as a bar against submitting future bids.

5.4. Suspension.

5.4.1. The Director may suspend, for a period not to exceed 1 year, the right of a vendor to bid on

Rev. 4/5/2022
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procurements issued by the Purchasing Division or any state spending unit under its authority if:

5.4.1.a. The vendor has submitted a bid and then requested that its bid be withdrawn after bids
have been publicly opened.

5.4.1.b. The vendor has exhibited poor performance in fulfilling his or her contractual
obligations to the State. Poor performance includes, but is not limited to any of the following:
violations of law, regulation, or ordinance; failure to deliver timely; failure to deliver quantities
ordered; poor performance reports; or failure to deliver commodities, services, or printing at
the quality level required by the contract.

5.4.1.c. The vendor has breached a contract issued by the Purchasing Division or any state
spending unit under its authority and refuses to remedy that breach.

5.4.1.d. The vendor’s actions have given rise to one or more of the grounds for debarment
listed in W. Va. Code § 5A-3-33d.

5.4.2. Vendor suspension for the reasons listed in section 5.4 above shall occur as follows:

5.4.2.a. Upon a determination by the Director that a suspension is warranted, the Director will
serve a notice of suspension to the vendor.

5.4.2.b. A notice of suspension must inform the vendor:
5.4.2.b.1. Of the grounds for the suspension;
5.4.2.b.2. Of the duration of the suspension;
5.4.2.b.3. Of the right to request a hearing contesting the suspension;

5.4.2.b.4. That a request for a hearing must be served on the Director no later than 5
working days of the vendor’s receipt of the notice of suspension;

5.4.2.b.5. That the vendor’s failure to request a hearing no later than 5 working days of

Rev. 4/5/2022
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the receipt of the notice of suspension will be deemed a waiver of the right to a hearing
and result in the automatic enforcement of the suspension without further notice or an

opportunity to respond; and

5.4.2.b.6. That a request for a hearing must include an explanation of why the vendor
believes the Director’s asserted grounds for suspension do not apply and why the vendor
should not be suspended.

5.4.2.c. A vendor’s failure to serve a request for hearing on the Director no later than 5 working
days of the vendor’s receipt of the notice of suspension will be deemed a waiver of the right
to a hearing and may result in the automatic enforcement of the suspension without further

notice or an opportunity to respond.

5.4.2.d. A vendor who files a timely request for hearing but nevertheless fails to provide an
explanation of why the asserted grounds for suspension are inapplicable or should not result
in a suspension, may result in a denial of the vendor’s hearing request.

5.4.2.e. Within 5 working days of receiving the vendor’s request for a hearing, the Director
will serve on the vendor a notice of hearing that includes the date, time and place of the

hearing,.

5.4.2.f. The hearing will be recorded and an official record prepared. Within 10 working days
of the conclusion of the hearing, the Director will issue and serve on the vendor, a written
decision either confirming or reversing the suspension.

5.4.3. A vendor may appeal a decision of the Director to the Secretary of the Department of
Administration. The-appeal must be in writing and served on the Secretary no-later than 5 working
days of receipt of the Director’s decision.

5.4.4. The Secretary, or his or her designee, will schedule an appeal hearing and serve on the
vendor, a notice of hearing that includes the date, time and place of the hearing. The appeal hearing
will be recorded and an official record prepared. Within 10 working days of the conclusion of the
appeal hearing, the Secretary will issue and serve on the vendor a written decision either
confirming or reversing the suspension.

5.4.5. Any notice or service related to suspension actions or proceedings must be provided by
certified mail, return receipt requested.
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5.5. Vendor Debarment. The Director may debar a vendor on the basis of one or more of the
grounds for debarment contained in W. Va. Code § 5A-3-33d or if the vendor has been declared
ineligible to participate in procurement related activities under federal laws and regulation.

5.5.1. Debarment proceedings shall be conducted in accordance with W. Va. Code § 5A-3-33¢e and
these rules. A vendor that has received notice of the proposed debarment by certified mail, return
receipt requested, must respond to the proposed debarment within 30 working days after receipt
of notice or the debarment will be instituted without further notice. A vendor is deemed to have
received notice, notwithstanding the vendor’s failure to accept the certified mail, if the letter is
addressed to the vendor at its last known address. After considering the matter and reaching a
decision, the Director shall notify the vendor of his or her decision by certified mail, return receipt

requested.

5.5.2. Any vendor, other than a vendor prohibited from participating in federal procurement,
undergoing debarment proceedings is permitted to continue participating in the state’s
procurement process until a final debarment decision has been reached. Any contract that a
debarred vendor obtains prior to a final debarment decision shall remain in effect for the current
term, but may not be extended or renewed. Notwithstanding the foregoing, the Director may cancel
a contract held by a debarred vendor if the Director determines, in his or her sole discretion, that
doing so is in the best interest of the State. A vendor prohibited from participating in federal
procurement will not be permitted to participate in the state’s procurement process during
debarment proceedings.

5.5.3. If the Director’s final debarment decision is that debarment is warranted and notice of the
final debarment decision is mailed, the Purchasing Division shall reject any bid submitted by the
debarred vendor, including any bid submitted prior to the final debarment decision if that bid has
not yet been accepted and a contract consummated.

5.5.4. Pursuant to W.Va. Code § 5SA-3-33e(e), the length of the debarment period will be specified
in the debarment decision and will be for a period of time that the Director finds necessary and
proper to protect the public from an irresponsible vendor.

5.5.5. List of Debarred Vendors. The Director shall maintain and publicly post a list of debarred
vendors on the Purchasing Division’s website.

5.5.6. Related Party Debarment. The Director may pursue debarment of a related party at the same
time that debarment of the original vendor is proceeding or at any time thereafter that the Director
determines a related party debarment is warranted. Any entity that fails to provide the Director
with full, complete, and accurate information requested by the Director to determine related party
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status will be presumed to be a related party subject to debarment.

5.6. Damages.

5.6.1. A vendor who fails to perform as required under a contract shall be liable for actual damages
and costs incurred by the state.

5.6.2. If any commodities delivered under a contract have been used or consumed by a spending
unit and on testing the commodities are found not to comply with specifications, no payment may
be approved by the Spending Unit for the merchandise until the amount of actual damages incurred

has been determined.

5.6.3. The Spending Unit shall seek to collect damages by following the procedures established by
the Office of the Attorney General for the collection of delinquent obligations.

Credits
History: Filed 4-1-19, eff. 4-1-19; Filed 4-16-21, eff. 5-1-21.

Current through register dated May 7, 2021. Some sections may be more current. See credits for
details.
W. Va. C.S.R. § 148-1-5, WV ADC § 148-1-5

End of Document © 2021 Thomson Reuters. No claim to original U.S.
Government Works.
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Tab A - Executive Summary

The SaaS Masters proposes a tailored, cloud-native case management system built as a secure
SaaS application in AWS GovCloud (US), specifically designed to meet West Virginia OIG’s
fraud investigation and oversight needs. Our solution leverages a modern JavaScript/Python
technology stack and a microservices architecture to ensure scalability, agility, and
maintainability. By deploying in AWS GovCloud (US), an isolated, U.S.-sovereign region vetted
for high-security workloads, we provide a trusted environment for Controlled Unclassified
Information (CUI) and other sensitive data.

Drawing on deep domain experience, our team has delivered robust platforms for background
screening, fraud detection, and healthcare collaboration. For example, we built SelectSS
(selectss.net), a HIPAA-ready background screening platform that replaced legacy processes
with a modern, multi-user web system. We also developed eFraudServices.com’s FraudShield
Saas for enterprise fraud analysis, an Al-enabled cloud tool that converts complex financial
documents into actionable fraud alerts. In healthcare, we created Repsource.com, a scalable
vendor directory and secure HIPAA-compliant chat platform. These projects demonstrate our
ability to design and implement enterprise-grade workflows, strong audit trails, and rigorous
security controls in regulated environments.

In summary, The SaaS Masters will deliver a case management platform that is user-friendly
and feature-rich for WV OIG investigators. The system will streamline case intake, assignment,
investigation, and reporting through configurable workflows and real-time alerts. Built in AWS
GovCloud, it inherently supports advanced compliance (FedRAMP/NIST, CJIS, HIPAA-ready)
and employs rigorous encryption, authentication, and logging. Backed by our proven
private-sector expertise, we will execute this project with thorough planning, transparent
communication, and uncompromising quality. The result will be a reliable, scalable=-system that
enhances WV OIG’s fraud=fighting capabilities while ensuring data integrity and security.




Tab B - Technical Proposal

System Overview

Our proposed system is a custom-built, single-tenant SaaS application hosted entirely in AWS
GovCloud (US). This ensures data remains within U.S. jurisdiction and benefits from
GovCloud's certified compliance regimes. Architecturally, the system uses a responsive web
front end (React or Vue.js) and a robust backend written in Node.js and Python (Flask/Django),
running in Docker containers on AWS Fargate or ECS for elastic scaling. Persistent data will
reside in AWS RDS (PostgreSQL or MySQL) with encryption at rest and in transit, while
file-based evidence (images, documents) will be stored in encrypted S3 buckets with strict
access controls. All regions and services will be in GovCloud (US-East/West) to meet state and
federal requirements.

Key system modules include:

(1) Case Management Core — databases and APIs for case records, user roles, and status
tracking

(2) User Interface — a secure web portal with role-based dashboards, forms, and reports
(3) Workflow Engine — configurable rules to route cases, generate tasks, and trigger alerts
(4) Evidence Repository — a secure library for uploading and indexing evidence items

(5) Reporting and Analytics - tools for investigators and management to search cases, view
trends, and export data.

The platform supports mobile-friendly access for investigators in the field, leveraging
responsive-design or optional mobile app clients. =

The system will be architected for high availability, using AWS features like multi-zone
deployments and automatic failover. Connectivity to WV OIG networks (e.g. for federated logins
or data exchange) can be secured via AWS Direct Connect or VPN. In essence, our system
overview is a cloud-first, standards-based design that optimizes for security, scalability, and
ease of use, laying the groundwork for efficient case and fraud management.

Case Management & Fraud Workflows

The core functionality of the system is managing investigative cases from intake to resolution.
Authorized users will create new cases by capturing incident details and attaching preliminary
evidence. Each case record will include status fields, investigative notes, and links to related
cases. To streamline investigation, our solution implements configurable workflows and
checkpoints. For example, cases can be automatically routed to specific investigators based on



criteria (fraud type, risk level, or region), with manager approval gates built into the flow.
Investigators and auditors will receive real-time notifications and tasks whenever cases advance
or additional information is added. A centralized view will allow supervisors to monitor workload

and escalate urgent cases.

We incorporate fraud-specific features to enhance efficiency and detection. Investigators can
input or upload transaction data and leverage integrated analysis tools (such as rule-based
scoring or anomaly detection) to highlight suspicious patterns. We will enable linking across
cases by suspect or organization, supporting pattern recognition.

Workflow automation is central to handling fraud investigations. We will pre-configure typical
fraud processing steps (e.g. evidence collection, review, external report generation) and allow
the WV OIG team to customize them. The Ul will present a unified interface for all case
activities, so users can trigger actions (case updates, alerts, approvals) without juggling multiple
tools. In summary, our case management module is designed for efficient collaboration: it
organizes evidence, tracks progress, and enforces a clear audit trail for every action. By
applying proven SaaS and workflow design patterns, the system will help investigators work
quickly, reduce manual follow-up, and ensure consistency across cases.

Evidence Management & Audit Trail

Handling evidence securely and transparently is paramount. Our platform will include an
evidence management module where investigators upload documents, images, video clips, and
other media as case evidence. Each piece of evidence is automatically versioned and
time-stamped, and metadata (such as uploader, date, case link) is stored in the database. We
will enforce role-based access so that only authorized users can view or modify evidence. To
support chain-of-custody, the system will automatically log every action taken on evidence
(upload, view, download, annotate).

_Behind the scenes, evidence files will be stored in encrypted AWS S3 with object locks (if
needed) to prevent tampering. We will generate cryptographlc hash values to detect any
“unauthorized changes. Search and retrieval will be supported via indexes and metadata
tagging. Investigators can search all evidence in the system by case ID, date range, file type, or
custom tags, providing “a system of record” for all materials. The combined case/audit log
functions as a comprehensive record: managers can review who did what, and auditors can
reconstruct case timelines. In summary, our evidence management approach emphasizes
security and accountability. By maintaining strict audit logs and easy evidence tracking, we
deliver a system that meets legal standards and gives WV OIG confidence in the chain of
custody for all case materials.

Security & Compliance

Security and compliance are integral to every layer of our design. We will deploy the system in
AWS GovCloud (US), which provides FedRAMP High baseline infrastructure (including FIPS



140-2 encryption and NIST 800-53 controls). GovCloud’s isolated regions and U.S. citizenship
requirement mean sensitive OIG data will reside in a physically secure environment. All data at
rest (databases, file storage) will use AES-256 encryption, and all data in transit (HTTPS/TLS)
will meet FIPS standards. We will apply multi-factor authentication for all administrative and user
access, fine-grained IAM roles (AWS |AM) for service permissions, and network segmentation
(VPC subnets) to separate frontend, backend, and database tiers. Continuous monitoring and
logging (via AWS CloudTrail and GuardDuty) will capture security events for real-time alerts and
post-incident analysis.

Although The SaaS Masters does not hold its own FedRAMP or HIPAA certifications, we have
extensive experience developing systems to those standards. Importantly, AWS itself maintains
alignment with HIPAA requirements by mapping its FedRAMP/NIST program to the HIPAA
Security Rule. Our security architecture will follow the AWS Shared Responsibility Model: we
harden the application and data layers while relying on AWS for underlying infrastructure
security. We will require West Virginia to accept a Business Associate Addendum (BAA) to
AWS, enabling HIPAA-sensitive use if needed. We also plan regular security testing: code
reviews, automated scanning (SAST/DAST), and penetration testing before launch. Finally, all
services and practices will comply with state and federal law enforcement standards; for
example, if handling Criminal Justice Information (CJl), GovCloud provides CJIS-compliant
controls. In summary, our security approach is comprehensive: secure coding practices, strict
encryption, vigilant monitoring, and alignment with all relevant frameworks (FeEdRAMP, NIST,
HIPAA/HITECH) ensure that the system will meet or exceed VWV OIG’s compliance
requirements.

Training Plan

We recognize that a new case management system is only effective when investigators and
staff are comfortable using it. Our training plan begins early in the project: we will develop
preliminary user guides and hold training workshops during development sprints to gather
feedback. Before go-live, we will conduct hands-on training sessions (on-site) for each user role
(investigators, supervisors, administrators). These sessions will walk through real-world  —
scenarios in the system. We will also provide detailed documentation and video tutorials
covering all features, organized in an online help center. For long-term adoption, we will
implement an in-system help/FAQ module and schedule “train the trainer’ sessions so OIG staff
can onboard future employees. Where helpful, we can integrate a learning management system
(LMS) for ongoing e-learning. Throughout, our goal is to make learning intuitive: by following
familiar Ul patterns and clear workflows, we minimize user friction. To measure effectiveness,
we will solicit training feedback and track user proficiency. The outcome will be that OIG
personnel quickly become self-sufficient, requiring minimal support to perform day-to-day tasks
in the new system.

Implementation Timeline



We propose a phased, agile implementation plan aiming to deliver the core system within the
first contract year. The high-level timeline is as follows:

¢ Planning & Design (Months 1-2). Confirm detailed requirements with OIG
stakeholders. Finalize system architecture, data model, and security plan. Prepare AWS
GovCloud environment.

e Development Iterations (Months 3-6). Implement case management core, user
authentication, and fraud workflow modules in rapid sprints. Simultaneously develop the
evidence repository and audit logging. We will hold biweekly demos to ensure alignment.

¢ Integration & Testing (Months 7-8): Integrate all modules and conduct system testing
(functional, security, and performance tests). Ve will also onboard a small group of beta
users for user acceptance testing. Feedback will be incorporated in near-real-time.

e Training & Documentation (Months 7-8). Develop final user manuals and train OIG
users in parallel with testing.

e Deployment & Launch (Month 9): Prepare production release in GovCloud. Execute
cutover plan and go live. Provide hyper-care support for smooth handoff.

e Post-Launch Stabilization (Months 10-12): Monitor system performance, address any
remaining issues, and begin phase-2 enhancements (mobile access, advanced
reporting).

This timeline is adjustable based on approval processes and staffing, but reflects a methodical
approach to deliver a secure, fully tested system by the end of the first year.

Maintenance & Support Plan =
Following deployment, The SaaS Masters will provide robust ongoing maintenance and support
as contracted. Our standard support covers corrective maintenance (bug fixes and security
patches), adaptive maintenance (upgrades for new AWS GovCloud features), and minor
enhancements as requested by OIG. We will establish a help desk service (email/phone) with
defined response times: critical issues addressed within 4 business hours, and lower-priority
issues within 1 business day. We recommend a monthly maintenance window for applying
tested patches and updates. Throughout the support period, we will proactively monitor system
health (uptime, performance metrics) and supply regular status reports. All source code and
documentation will be kept up to date, and any new team members assigned to the account will
receive thorough knowledge transfer.

To ensure sustainability, we will also periodically review system usage and recommend
optimizations — for example, scaling database resources or refining workflows. Qur maintenance



contract includes 12x5 coverage, and emergency on-call support outside regular hours. The
principle is simple: once the system is live, OIG should see it improve over time with new
refinements, not degrade. Our track record with clients is to deliver stable, long-lived platforms
(as evidenced by our support for ongoing clients like SelectSS and Repcardz). We look forward
to applying that same dedication to keeping the WV OIG system running smoothly, securely,
and efficiently.

Technical Assistance Plan

Beyond routine support, The SaaS Masters will provide technical assistance to respond to
evolving needs. This means we remain ready to implement new features, custom reports, or
integrations that the OIG requests, on short notice. For example, if the OIG needs a new
analytic dashboard for emerging fraud metrics or integration with a state system, our team will
hold quarterly planning meetings to prioritize these tasks. Our technical assistance hours will
include up to X dedicated support days per year for consulting, without needing a full contract
amendment. During the initial post-launch year, we will also assist with any transition to other
state platforms (such as directory services or email systems). Communication will be direct and
agile: a single point of contact will coordinate OIG requests with our technical leads. In sum, our
technical assistance plan is a promise of partnership — we will continuously liaise with the OIG,
share best practices, and adapt the system as state priorities change.



Tab D - Company Qualifications

Vendor Qualifications

The SaaS Masters is a specialized software development firm founded in 2018, dedicated to
building secure, scalable SaaS solutions. We excel in modern web and mobile technologies,
with deep expertise in frontend frameworks (React, Angular, Vue) and backend platforms
(Node.js, Python/Django, and serverless AWS Lambda). All core development is staffed by
engineers experienced in both JavaScript and Python stacks, reflecting our commitment to
versatile, high-quality code. We also maintain strong mobile development capabilities (iOS,
Android, React Native) to complement our web platforms.

We have led complex projects in highly regulated private sectors. For instance, our SelectSS
background screening platform and Repcardz healthcare directory both required rigorous
HIPAA-like controls. These engagements sharpened our sKkills in data privacy and compliance.
We actively follow industry standards (DevOps CI/CD on AWS, OWASP security practices,
ISO-aligned processes) and have agile processes in place (scrum sprints, continuous
integration, code reviews). Our small, focused team structure allows direct accountability and
quick decision-making, while our project managers keep stakeholders fully informed. In short,
we are a nimble, technically strong vendor whose background in compliance-sensitive SaaS
prepares us to meet government-scale demands.

Relevant Project Experience

selectss.net — We built a HIPAA-ready background-check SaaS for a staffing company,
launched on schedule in February 2024. The platform supports multiple user roles (clients,
sub-clients, recruiters, admins) and integrates—with third-party screening services via API. Key
features included secure applicant onboarding, audit-trail status tracking, and dynamic report
generation. This project demonstrates our ability to replace legacy workflows with a modern
cloud application — directly analogous to the needs of a government case system.

efraudservices.com — We developed eFraudservices.com, an Al-driven fraud analysis system
for financial investigations. The cloud-native app processes uploaded PDFs (bank statements,
transaction logs) via OCR and machine learning, presenting real-time risk assessments in
user-friendly dashboards. We handled full-stack work: secure enterprise authentication,
AWS-hosted databases, and integrations with Bl/reporting tools. This experience shows our
proficiency with fraud workflows and AWS infrastructure. The system’s architecture (React front
end, Node.js backend, AWS RDS/S3) is highly similar to the proposed solution.

repsource.com- For a healthcare startup, we delivered Repsource, a HIPAA-compliant vendor
directory with live chat. We built a fast searchable index of thousands of vendor representatives
and an encrypted, real-time messaging system for hospitals. The app is fully scalable using

AWS (EC2, RDS, Lambda) to handle thousands of concurrent users. This project highlights our



security mindset (end-to-end encryption, strict access controls) and our AWS proficiency
(auto-scaling, database tuning). It also underscores our success in healthcare collaboration
tools, which is relevant to fraud cases tied to medical billing.

Other Relevant Work — We also built agensy.com (a HIPAA-based care coordination platform)
and various mobile/web solutions requiring PHI safeguards. Although not yet in the public
sector, these private-sector projects have involved demands (multitenancy, audit logs,
encryption) on par with government contracts. Across all our work, we have earned a reputation
for meeting tight schedules, communicating clearly with non-technical stakeholders, and
delivering well-tested systems.

Key Personnel

Our project team will combine seasoned SaaS developers, cloud architects, and management
staff. For example:

e Brandon Washington - Project Manager: A certified Scrum Master with 10+ years
managing software projects in regulated industries. This person will coordinate between
WV OIG and our team, track milestones, and ensure the project stays on budget and
schedule.

e Igbal Shehzada - Technical Lead / Architect: An AWS-accredited engineer with
extensive experience designing secure web platforms. They will oversee system
architecture, cloud deployment (GovCloud configuration), and integration with OIG
systems.

¢ Jessica Darling - QA/Tester: Ensures rigorous testing of all features (functional,
security, performance).- They will create automated test suites and run user acceptance
testing with OIG stakeholders.

- ==

Collectively, this team brings a blend of technical skill and operational discipline. We have
chosen personnel who have supported HIPAA- and PCl-level applications for other clients,
giving them practical insight into compliance requirements. Each role will dedicate time to the
project, and we will scale up or back as needed (for example, adding more developers during
peak coding phases). The key point is that The SaaS Masters provides an integrated team — we
take responsibility for all delivery aspects, giving WV OIG a single accountable partner.
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Tab E - References

Project: YacDaddy — Home Service Management SaaS Platform
Contact: James Yacoubian

Email: james@yacdaddy.com

Phone: (336) 338-5842

URL.: hitps://www.yacdaddy.com

The SaaS Masters designed and developed the entire YacDaddy platform from the ground up.
This is a subscription-based field service management system built for home service
companies, consolidating functionality that typically requires separate tools like CompanyCam,
HighLevel, and Zapier. The platform supports photo-based job documentation, internal
messaging, proof-of-work features, scheduling, billing, and tiered access for admins, techs, and
clients. We built the frontend using React.js, the backend with Node.js and PostgreSQL, and
deployed it on AWS. Stripe handles subscription billing. We also developed scalable APls, user
authentication, and real-time reporting dashboards.

Project: SelectSS — National Background Screening SaaS
Contact: Kenneth Thompson, Managing Partner

Email: ceo@selectss.net

Phone: (336) 926-8213

URL.: https://www.selectss.net

The SaaS Masters handled the full lifecycle development of SelectSS, a cloud-based SaaS for
managing background checks and compliance for staffing firms. The platform was built with
React.js, Node.js, and MongoDB, with infrastructure deployed on AWS. Key features include
secure document exchange, adjudication workflows, integration with legacy government
systems (FoxPro/Apex), automated renewal tracking, and encrypted document handling. The
system also supports administrative rule-based automation, audit trails, and HIPAA-aligned

privacy controls. =

Project: Connectors — Location-Based Professional Networking Platform
Contact: Stege Eppinger

Email: seppinger@connectorapp.co

Phone: (404) 402-7117

URL: hitps://www.connectors.io

Connectors is a mobile-first professional networking tool that uses geolocation to help users
connect at in-person events. The SaaS Masters led all development efforts, including mobile
apps in React Native, backend services in Node.js, and real-time location-based features. The
platform supports profile verification, in-app messaging, push notifications (via Firebase), and
user analytics. We built and deployed the app for both iOS and Android, managed backend
APls, and delivered the full UI/UX design.

11



Company Reference

The SaaS Masters, Inc.

P.O. Box 10158, Conway, AR 72034

Phone: (501) 733-1465

Email: support@thesaasmasters.com

Website: https://www.thesaasmasters.com

Clutch Profile: hitps://clutch.co/profile/the-saas-masters

About Clutch.co

Clutch is an independent B2B ratings platform that publishes verified reviews from software
development clients. Each review is sourced through direct interviews and evaluated for project
scope, results, and vendor performance. Our profile on Clutch includes authenticated
testimonials and a breakdown of our service capabilities, offering third-party validation for our

past work.
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